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Varshney(2009)definedPervasive HealthCare (PHC)asa“conceptualsystemofprovidinghealthcare
to anyone, at any time, andanywhereby removing restraintsof timeand locationwhile increasing
boththecoverageandthequalityofhealthcare.”Thisapproachisbasedoninformationthatisstored
andavailableonline(Mikkonenetal.,2002).However,althoughthePHChasthepotentialtoreduce
costs,improveservicequalityandfacilitatethetreatmenttothepatient,italsofacesmanytechnical
andadministrativeobstacles(Varshney,2003),suchasresistancetochangeandsignificantchangesin
technologyandsystems.

MobileHealth(mHealth)isthepracticeofmedicineandpublichealthsupportedbymobiledevices.
Itisreferencedbytheuseofmobilecommunicationdevices,suchasmobilephones,tabletcomputers
orpatientmonitors,forhealthservicesandinformation.mHealthcoverstheuseofmobiletelecom-
municationandmultimediatechnologiesastheyareintegratedwithinincreasinglywirelessandmobile
healthcaredeliverysystemsbeingthemthemainsupportofpervasivehealthcare.

SeveraltopicsareaddressedfrommultipleangleshavingasmainfocustheNext-GenerationMobile
andPervasiveHealthcareSolutions.Thisbookpresentssignificantachievementsinafullrangeofhealth
deliverysettings,providingdecisionsupportanywhereandanytimetoacuteandlong-termhealthcare
takingasbasedpervasiveormobilecomputing.

Thisbookpromotesthecross-fertilizationofhealthinformaticsinformationandknowledgeacross
professionalandgeographicalboundaries,servingasthecatalystforubiquitousworldwidehealthin-
formationinfrastructuresforpatientcareandhealthresearch.Thefourteenchaptersaredividedinto
twobigtopicsTechnologicalTrendsandDataScience.Thesetwothemesaddressthefollowingfields:
InternetofThings,BringYourOwnDevice,andmHealth,PervasiveHealthCare,AugmentedReality,
BusinessIntelligence,DataMiningandDecisionSupport.

TECHNOLOGICAL TRENDS

Newtechnologicaltrendsariseeveryyear.Inthiscontext,sometechnologieshavemoresuccessthan
another.Healthcare is a critical areawherenothing can fail by consequence these technologies are
stronglyexploredandtestedbeforetheirdeploymentinhealthinstitutions.Someofthesetrendsare
associatedwithpervasiveandmobilesolutionsasisInternetofThings,AugmentedRealityandBring
YourOwnDevice.

xiv
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InternetofThings(IoT)representsanetworkofphysicalobjectsorthingsembeddedwithelectron-
ics,software,sensors,andnetworkconnectivity(Babuetal.,2016)IOTenablestheseobjectstocollect
andexchangedatainreal-timeandallowsauniversaldataaccessfromanyconnecteddeviceoverthe
Internet(Fernandez&Pallis,2014).Thisnewparadigm,theInternetofThings(IoT),hasbroadappli-
cabilityinseveralareas,includinghealthcare.IOTistransformingthehealthindustryandhasnumerous
applicationsfromremotemonitoringtosmartsensorsandmedicaldeviceintegration.IOTisredefining
theprocesshowapps,devicesandpeopleinteractandconnectwitheachotherwiththegoaltodeliver
healthcaresolutions(Fernandez&Pallis,2014).

IOThaveseveraltechnologiesanddevicesabletoprovideanewdimensiontotheworldofinforma-
tionandcommunication.TheycanuseRadioFrequencyIdentification(RFID)sensors,actuators,cell
phones,NearFieldCommunication(NFC),artificialintelligence,andnanotechnologies.Theuseofthis
typeoftechnologiesallowsthecreationofknowledgefromvastamountsofdata(Babuetal.,2016)and
hasthepotentialtousethesedatanotonlytokeeppatientssafeandhealthybutalsotoimprovehow
physiciansdelivercare(Fernandez&Pallis,2014).

BringYourOwnDevice(BYOD)conceptcantakeadvantagesoftheircombinationwithIOTsolutions.
BYODisaverypopulartopicininformationtechnologybecausethisapproachallowstheemployeesto
bringtheirpersonaldevices(smartphones,tabletsandlaptopcomputers)intotheorganization.Theyalso
canusethemtoaccesstotheorganizationinformation.Theuseofpersonaldevicesatworkisbeneficial
becauseitcanprovidemoreproductivity,flexibility,freedomandchoicetotheemployees(Singh,2012).

AlthoughthebenefitsofBYODandIOTareclear,thesetrendsbringmanyconcernstotheorganiza-
tions(Mansfield-Devine,2012).Healthcareisoneofthemainpreoccupationareasduetothefactthey
caninterferewithpatientsafetyandprivacy.

TheuseofBYODhassignificantlyimprovedhealthserviceswiththeappearanceofmHealthand
PervasiveHealthcare.Pervasivesolutionsallowfordeliveringhealthserviceswithqualitycareanywhere
andanytimeforanyone.PHCalsopermitstheaccesstoreal-timeandpatient-centeredrecordsinstantly
andsecurelytoauthorizedusers.

mHealthbringsnewchallengesandopportunitiestohealthcare.Theincreaseduseanddiffusionof
mobileplatformscanprovideassistanceclosertothehealthproviders.Acentralizedmobileplatform
cantakeadvantageofthevastamountofdataavailabletohelptheendusertoincreasetheirhealthcare
understanding.

Tocreateavirtualrealityalliedtotheuseofpervasivesolutionsnewconceptemergedrecently.Aug-
mentedReality(AR)exploresthehuman-computerinteractiontechnology.Oneoftheprimarygoalsis
tomakethecomputerinterfaceinvisibletotheuse.Italsotriestoallowinteractionwiththecomputer
asnaturalas interactingwithrealworldobjectsbyremovingtheseparationbetweenthedigitaland
physical(Billinghurst,Clark,&Lee,2015).

Nowadays the researching inAR involves theuseofwearablecomputersandaugmented reality
technology(Barfield,2015).Inthehealthcarearea,ARcanbeemployed,forexample,tosolveproblems
associatedwiththeimplementationofdifferenttypesoftechnologiesinoperatingenvironmentstotest
andanalyzedrawbacks.

xv
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DATA SCIENCE

Theintroductionofnewtechnologiesinhealthcareleadtoanewreality:theexistenceofanenormous
amountofdata.“Healthinformaticsexploresdedicatedsoftware,hardwaredevices,andsophisticated
computernetworkswiththecapacitytogather,evaluate,andtransmitthemedicalinformation”(Kas-
emsap,thisvolume).Nowadaysorganizationscollectahugeamountofdataprovidedbysensors.The
datacanbe,forexample,collectedinreal-timefromthesensorsconnectedtothepatients.Afterthedata
processingphase,theclinicianswanttoturnthedataintoknowledgeandsupportthedecision-making
process.Toabetterdecision,theyexploretheuseofBusinessIntelligence.

Businessintelligencerepresentsdatathatfacilitatetheanalysisofinformationandknowledgeextrac-
tion.BusinessIntelligencecanachievevaluableresultswhentheinstitutionsareusingElectronicHealth
Record(EHR).EHRbringsnewinformationtechnologiestothehospitalenvironmenttoimproveand
providebetterpatientcare.TheuseofEHRisabenefittoBIbecauseitissupportedbyanevidence-
basedpractice,complexandconscientiousdecision-making,andimprovingthequalityofhealthcare
delivery.ThedatausedinBIsystemsarecollectedandpreparedtobeintegratedintoaDataWarehouse
(DW).DWisarepositoryfordatathatprovidesaflexibleenvironmenttosupportthebusinessmanage-
ment.Acorrectusageofthemodelsandanalytictoolshasthepotentialtoprovideusefulinformation
resourcestoacriticaldecision-makingandsupportefficientproblemidentificationandconsequently
strategyformulation,implementation,andevaluation.InstitutionsmayuseDataMining(DM)toextract
knowledgeprovidedbythesensors.DMistheprocessofexploringdatasetstobringoutknowledge
andsignificantinformation(Larose,2014).Healthinformaticshelpstheclinicianstomakecomplex
informationusefulinsupportingdecisions,thusprovidingthebestcareforeachpatient.

DecisionsupportsystemsareusedtoconsumeandexploretheresultsprovidedbytheBIandDM
applicationsasisforexamplepervasiveBI.ClinicalDecisionSupportSystems(CDSS)allowsforana-
lyzingdataandhelpcliniciansandhealthcareproviderstomakeclinicaldecisions.

ORGANIZATION OF THE BOOK

Thebookisorganizedinto14chapters.Abriefdescriptionofeachofthechaptersfollows:
Chapter1presentsanapproachtomovetheroutinesofmedicalchecksfromahospitaltothepatient’s

homebyusingtheInternetofThings(IoT).Thischapteraimstodescribeacomputerplatformbased
onIoTfortheremotemonitoringofpatientsincriticalcondition.Thechapteralsoapproachesthecur-
rentadvancesandchallengesofconceivinganddevelopingasetoftechnology-centric,targetingissues
relevanttounderdevelopedcountries,particularlyinregardstoBrazil’shealthinfrastructure.

Chapter2addressestheuseofIOTinhealthcare.Thischapterpresentspervasivehealthcaresystems
(PHC)focusingonsecurityanddataintegrityofpervasiveenvironments.Inthischapteritisstatedthat
theubiquitoussensingenabledbywirelesssensornetworks(WSN)technologies, inparticularly the
wirelessmedicalsensornetwork(WMSN),mightbeoneimportantkeysuccessfactorinthemodern
healthcaresystem.

xvi
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Chapter3introducessomebenefitsofBringYourOwnDevice(BYOD)tosociety.Thischapter
identifiedthosebenefitsaswelltheadvantagesanddisadvantagesofBYODusageinthehealthcare
institutions.ASWOTanalysisofBYODusageinhealthcareisalsoaddressed.Asaresult,acomparison
betweenthebenefitsbetweenorganizationsandhealthcaresystemisprovided.Thischapterconcluded
thattheorganizationwhoembracesBYODpoliciesfoundtheiremployeeshappier,moreproductive,and
morecollaborative.ThepatientsalsocanbenefitwiththeintroductionofBYODinhealthcare.

Chapter4statedthattheimproveduserexperiencecouldvastlyincreasethevolumeandqualityof
knowledgegainedfromtheavailableresources.Theendusercouldpotentiallyenhancetheirhealthcare
understandingbyusingacentralizedmobileplatform.ThischapterpresentsamHealthsolutionincorpo-
ratingthefeaturesofinteresttoprovideasingleportalforthedisseminationofhealthcareinformation.

Chapter5revealstheoverviewofmobilehealthsystems;theadoptionofmobilehealthsystems;
mobilehealthsystemsandpatientmonitoring;theoverviewofmobilehealthtechnology;theadvanced
issuesofElectronicHealthRecord(EHR);andthechallengesofEHRinglobalhealthcare.Thechapter
arguesthatapplyingmobilehealthsystemsandEHRhasthepotentialtoimprovehealthcareefficiency
andgainsustainablecompetitiveadvantageinglobalhealthcare.

Chapter6showstheuseofpervasivecomputinginNeonatalcareunits.Thischapterisfocusedon
sectionsdevotedtointensivecarethatrequiresanindividualizedmedicalprescription,basedonbody
weightandgestationalagemakingthemamongthehospitalsettingswheretreatmenterrorsaremost
likelytooccur.Sabichãothetoolmentionedinthischapterhavesought,overthelastyears,toaidclini-
caldecision-makingtoreduceclinicalerror.Theincreaseduseanddisseminationofmobileplatforms
allowsavailableassistanceclosertothehealthprovidersandtheirpractice.Thischapterdescribesa
Frameworkthatseekstopresentitselfasamoreefficientandubiquitousalternativetoanexistingclini-
caldecisionsupportsystem.

Chapter7dealswiththeprocessofimplementingdifferenttypesoftechnologiesinoperatingen-
vironments.Inthischapter,aresearchworkwascarriedoutwiththeobjectiveofclarifyingconcepts
andgathering someexistingapproaches to the solutionof theseproblemsaswell as the respective
technologiesused.Thischapteraddressesanewconceptofmobileapplicationsforsurgicalplanning
usingaugmentedrealitytechnologies.Theproposedsolutionaimstohelpthesurgeonfromtheplanning
stagetothesurgeryinterventionitself.Asaresult,someexamplesandpracticaldemonstrationsofthe
solution,itsimplementationprocessandsystemarchitecturearedescribedandexplained.

Chapter8putforwardthepresentdevelopmentandpotentialfutureapplicationsoftherecommen-
dationsystemforthephysicalhealthofanindividualandcommunity.Thechaptercollectstheexisting
literature to illustrate the current applications of the subject. Furthermore, this chapter put forward
futurescopeandknowledgeboundaryforhealthrecommendationsystemresearch.Thepresentchapter
evaluatestheexistingwearablehealthtechnologiesanditssuitabilityforthedeploymentofaresponsive
healthrecommendationsystem.

Chapter9presentsareal-timeintelligentsystemtosupportthedecision-makingprocessinorgan
transplantationandincreasethenumberofdeceaseddonors.Thischapterpresentsaworkthataimsto
acquireknowledgeofthepotentialorgandonorcriteriaforfurtherdetectionandtoimplementaplatform
toassisttheprocessofidentificationofpotentialorgandonorsatCentroHospitalardoPorto–Hospital
deSantoAntónio.Thedevelopedsystemiscurrentlyimplementedanddisplaysasteadyandcompetent
behaviorprovidingconsequentlyawaytohavemorecontroloftheinformationneededforthedecision-
makingprocess

xvii
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Chapter10indicatestheissuesofhealthinformaticstheadvancedissuesofClinicalDecisionSup-
portSystem(CDSS);CDSSandComputerizedPhysicianOrderEntry(CPOE);thefalsepositivealerts
inCDSS;andCDSSandbiomedicalengineering.Thechapterarguesthatusinghealthinformaticsand
CDSShasthepotentialtoincreasehealthoutcomesandreachstrategicgoalsinglobalhealthcare.

Chapter11providesananalysisaboutapplyingBusinessIntelligenceinSurgeryWaitingListsMan-
agement.Thecentralconcernofthischapteristhewaitingtimeforsurgery,duetoinabilitytorespond
todemandsurgicaltherapy.Thischapterpresentsasolutionusingbusinessintelligenceandinformation,
obtainedwiththeconstructionofdashboardsthatcanhelp,forexample,allocatinghospitalresources
andreducingwaitingtimes.Thesolutionproposedintendsnotonlytoreplacethepaperprocessbutalso
toimproveandprovidebetterpatientcare.

Chapter12addressestheissuesassociatedwiththeincreaseofaveragewaitingtimesinwaitinglists
inhealthinstitutions.Theaimofthischapteristodevelopaplatformabletosupportthedecision-making
processinappointmentsandsurgerieswaitinglistsinahospitallocatedinthenorthofPortugal.Aperva-
siveBusinessIntelligenceplatformthatcanbeaccessedanywhereandanytimebyanydeviceconnected
tothehospital’sprivatenetworkwasdeveloped.Themainpurposeofthisworkisreducingofaverage
waitingtimesthroughtheanalysisofinformationto,subsequently,ensurethesatisfactionofpatients.

Chapter13explorestheNutritionTherapyfactorsofinfluencelikethepatients’heightorweightand
itsimpactonprocessesandresults.Thischapterpresentsadatawarehousingenvironmentfordecision
support,inthecontextofnutritionevaluation,tointegratedataobtainedfromahealthcarefacility.This
chapterhighlightshowtheimplementationofBusinessIntelligenceinhealthcaresettingsallowssearch-
ingandinterpretingstoredinformationtosupportdecisionsconcerningpeople’slife.

Chapter14presentsamethodthataimstoprovidebetterhealthcareservicesforruralareasbypre-
dictingthebestchiefhospitalswithrequiredinfrastructurearoundOdisharegion.Dataminingtools
andIncrementalSpanningareutilizedtoextractthedatafromaQuestionnaireproducedinthisregion.
Thehospitalwhichsatisfiesalltherequiredcomponentsmustbeusedforpredictingpurposes.Genetic
Algorithmswereappliedtodeterminethemaximumofthescorevaluesfortheinputhospitaldata.As
results,thestudyproducedtherankingoffirstfivesupremehospitalsatOdisharegion.

CONCLUSION

Thisbookaddressesimportanttopicsinthepervasivehealthcarearea.Newsignificanttrendsareintro-
ducedanddiscussed.Thisbookintendstodisseminatenewknowledge,usefultopromotehealthcare
qualityinthepatientbestinterestandsupportingthedecisionmakinganywhereandanytime.Itisex-
pectedthatthisbookcaninduceastrongimpactonthehealthcareinstitutionsbringingasetofnewand
innovativecontributionstothecommunity.

Pervasivenessasanovelapproachforinformationsystems’developmentisintenselyexploredinthis
book.Specialattentionwasgiventoquestionsasi)howtomaketechnologiesomnipresent;ii)howto
providedataanywhereandanytimepromotingafullinteractionamongthephysicians,nurses,patients
andinformationsystems.

Thetargetaudienceofthisbookincludesprofessionalsandresearchersworkinginthefieldofhealth-
careandinformationsystems.Moreover,thebookprovidesinsightsanddecisionsupportknowledge
achievedwiththedevelopmentofmobileandpervasivehealthcaresolutions.

xviii
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ABSTRACT

The high cost of healthcare services, the aging population and the increase of chronic disease is becoming 
a global concern. Several studies have indicated the need to minimize the process of hospitalization and 
the high cost of patient care. A promising trend in healthcare is to move the routines of medical checks 
from a hospital to the patient’s home. Moreover, recent advances in microelectronics have boosted the 
advent of a revolutionary model involving systems and communication technology. This new paradigm, 
the Internet of Things (IoT), has a broad applicability in several areas, including healthcare. Based on 
this context, this chapter aims to describe a computer platform based on IoT for the remote monitoring of 
patients in critical condition. Furthermore, it is planned to approach the current advances and challenges 
of conceiving and developing a set of technology-centric, targeting issues relevant to underdeveloped 
countries, particularly in regards to Brazil’s health infrastructure.
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INTRODUCTION

The high cost of healthcare services, the aging population and the increase of chronic disease are be-
coming a global concern. Several studies have indicated the need for strategies to minimize the insti-
tutionalization process and the effects of the high cost of patient care (Hochron, & Goldberg, 2015). A 
promising trend in health treatments is to move the routines of hospital medical checks to the patient’s 
home. However, the public health system in Brazil still lacks accessible technologies that facilitate the 
patient monitoring process in this situation (Mendes, 2010).

On the other hand, recent advances in microelectronics, wireless, sensing and information have fueled 
the advent of a revolutionary model involving systems and communication technology, enabling smarter 
ways to “make things happen”. This new paradigm, known as the Internet of Things (IoT), has a broad 
applicability in several areas, including health. In this trend, it is estimated that by 2020 there will be 
around 20 billion “things” connected (Gartner, 2015) and uniquely identifiable (Gubbi et al.., 2013). These 
“things” promote the basic idea of IoT that is pervasive computing around this range of devices, such 
as RFID tags, sensors, actuators, mobile phones, etc. (Atzori et al.., 2010). It can act as the backbone of 
the health system for information sharing (Abinaya & Swathika, 2015). The field of health in particular 
is expected to see the development and application of this trend as part of its future because it has the 
ability to allow hospitals to operate more efficiently and patients to receive better treatment. A type of 
healthcare application which will be focused on in conjunction with this new paradigm is the applica-
tion of mobile health. The main objective of mobile health is to allow for the remote monitoring of the 
health status and the treatment of patients from anywhere (López, Fernández, Jara & Skarmeta, 2013).

In this context, the potential for change in the quality of life that can be promoted by IoT is unquestion-
able. Creating integrated utilities will lead to a qualitative change in the services to integrate information 
systems, computing and communication with extensive control (Yinong, 2016). Therefore, there is an 
urgent need for the development of technologies and applications related to IoT infrastructure for health 
care. Currently, the process of early hospital discharge of critically ill patients has enjoyed the support of 
this new technology to ensure the case management through remote monitoring of patients who remain 
under home confinement and are still considered critical. Therefore, the rapid recognition of changes in 
conditions that are associated with complications is crucial to improving the survival of patients by the 
possibility of hemodynamic instability (Jiang et al., 2016)

Although they remain under health team care or are receiving regular follow-up visits, patients in 
home hospitalization are encouraged to perform a daily evaluation with self-monitoring of their vital 
signs and patterns related to their health condition (Kotsimbos, Williams, & Anderson, 2012). Moreover, 
although everyone receives instructions for detecting and reporting changes in the critical state for home 
self-monitoring, many patients find it challenging to identify the critical threshold values, i.e. the lower 
or upper limits of blood pressure, and recognize changes in their own personal baselines (Dabbs et al., 
2009). Considering the amount of monitored data, it is hard to engage the patient in self-management; 
it is essential, therefore, to send this information to the care providers (Hendriks & Rademakers, 2014; 
Coulter, 2012).

Thus, Brazilian researcher groups seek to develop a computational solution in order to improve the 
remote care of the patient in a critical situation, which is expected to extend the health care of patients 
in hospital critical situation for their homes. The hypothesis put forward is that the technology will help 
maintain the supported self-care and remote management case. It therefore foresees overcoming the 
constraints identified in the process of institutionalization of people in a critical health situation. Finally, 
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this chapter describes a computer platform based on IoT for the remote monitoring of patients in criti-
cal condition. It involves embedding sensors in patients, physicians, clinical staff, medical equipment 
and physical spaces in order to monitor, track and alert. Moreover, it is planned to approach the current 
advances and challenges of conceiving and developing a set of technology-centric strategies with the 
aim of making possible the effective application of affordable technologies in this kind of monitoring, 
targeting issues relevant to underdeveloped countries, particularly in regards to Brazil’s current health 
infrastructure. The following sections describe the background of this research, the challenges and op-
portunities related to this topic, the proposed technology-based healthcare platform, future research 
directions and the conclusion.

BACKGROUND

Global projections indicate the need for strategies to minimize the effects of chronic health problems 
that can lead the individual to lose the ability to perform daily routine activities. There is a need for 
health promotion behaviors that offer new remote management options for patient cases with chronic 
diseases in critical condition. In Brazil, more than 70% of spending on health care is for the treatment 
of chronic diseases, which is seen as most alarming since they have the greatest potential for an increase 
in government spending (Brazil, 2013).

The services which serve patients in critical health situation are often overcrowded. Another problem 
is the growth of patients who require specialized care, such as intensive care, resulting in an insufficient 
number of vacancies (Brazil, 2013). These people need continuous monitoring to assess multiparameters 
from pulse pressure to oxygen saturation and electrocardiographic trace. However, insufficient material 
resources are considered the main difficulty in these sectors (Zandomenighi, Moorish, Oliveira & Mar-
tins, 2014). The strategies identified by developing countries is to build more hospitals, train an adequate 
number of doctors and equip health facilities with high-quality diagnostic instruments. However, this 
approach is a process that takes time and requires many resources (Hindia, Rahman, Ojukwu, Hanafi, 
& Fattouh, 2016). The best approach would be to propose a remote monitoring system with the ability 
to automatically communicate with the service providers, produce alerts to assist whenever necessary 
(Benlamri, & Docksteader, 2010; Constantinescu, Kim, & Feng, 2012; Pitsillides et al.., 2006;. Gorp, 
& Comuzzi, 2014), and integrate with emergency medical services.

The search for solutions has indicated that new devices designed for use in health service as mobile 
apps showed a reduced response time of nurses and doctors from thirty to five minutes, and a 20% 
reduction in waiting time in the emergency and medical observation units that saved $720,000, among 
other benefits (Hochron, & Goldberg, 2015). Thus, if a device with a sensor detecting conditions which 
reflect the individual’s health status is configured to communicate with a portable computing device, 
an all care schedule can be operated efficiently. Currently, most people have access to these mobile 
devices, and these devices have become quite affordable (Hochron, & Goldberg, 2015). It is possible 
to think of a “surveillance system in mobile health,” so you can easily reach large numbers of people 
with better planning of medical care. The problem goes beyond questions related to healthcare spending 
and is becoming a common concern, since with the global aging population and the increase of chronic 
diseases, people will demand more robust equipment to survive (Pang, 2013). The solution found by 
developed countries is to reduce the number of rooms in hospitals and increase the proportion of home 
health treatments (Prescher et al., 2014).
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In Brazil, the Home Care is inserted in the proposed National Health System as a consolidated strategy 
in primary care and currently takes dimensions complementary to hospital care. It is characterized by a 
set of health promotion, prevention, and treatment of home provided diseases, ensuring continuity of care 
and integrated into health care networks (Brazil, 2013). In accordance with the logic of a health service 
organization, it seeks to insert, in the home environment, the remote monitoring system consisting of 
the patient’s health parameters, daily measurements and its transmission to mobile phones belonging to 
the responsible healthcare professionals (Prescher et al., 2014; Brennan et al., 2010). Adherence to this 
complementary monitoring modality by the patient can be considered as a strategy for the adoption of 
continued care. Still, with regards to the Brazilian context, groups of researchers have made efforts to 
integrate a data mobile platform related to critical patients with minimally invasive monitoring. They 
seek strategies to help to promote health in order to suit the modern quotidian permeation of technol-
ogy, trying to offer easy access to remote monitoring technology, promoting better integration between 
healthcare networks, care in the home environment and operationalizing the remote monitoring of patients 
in critical condition. Thus, it is intended to reduce public spending by reducing admissions numbers.

Despite concerns about security and privacy risks, remote monitoring is considered a tool to promote 
patient-centered care (Filkins, et al., 2016;. Sieverink, Siemons, Braakman-Jansen & Van Gemert-Pijnen, 
2016). The use of mobile technology in healthcare can lead to a great revolution in digital health. Currently, 
the concept of mobile health (or mHealth) broadly describes the use of telecommunication technologies 
that deliver health actions to promote the welfare of patients (Dwivedi, 2016).

CHALLENGES AND OPPORTUNITIES

The health care environment is facing a challenge of raising the quality of services alongside new re-
quirements for minimal resource utilization. At the same time, society is requiring more services due 
to demographic changes and the prevalence of chronic disease which puts the individual into critical 
health conditions. In the United States, it is expected that the growth in direct costs related to cardiac 
insufficiency will grow from $21 billion in 2012 to $53 billion in 2030 (Heidenreich et al., 2015). Most 
of these costs are related to hospitalization, which accounts for 4,800,000 hospital admissions annually 
(Piccini et al., 2016).

The technology information and communication systems were considered to be important tools to help 
solve these challenges (Chen, Kennedy, Sales, & Hofer, 2013; Jogh et al., 2012). However, traditional 
remote management by telephone failed to improve results and reduce readmission (Chaudhry et al., 
2014). In contrast, the results of automatic remote monitoring (MR) have been more favorable, showing 
better outcomes (Hindricks et al., 2014; Saxon et al., 2015; Varma et al., 2015; Portugal et al., 2016). 
In previous analyses regarding the ambulatory treatment efficiency, the use of remote monitoring has 
reduced medical and nurse actions and the costs associated with displacement of patients, as compared 
to the traditional method (Heidbuchel et al., 2015; Varma et al., 2015).

However, the benefits of remote monitoring can go beyond efficiency in patient care, since this 
modern technology enables early intervention to prevent the morbidity of the patient and prevent or 
potentially reduce hospitalization, with profound implications for health costs, time in the trial, clinical 
decisions and a shorter length of stay. In a recent cohort study of 490,000 patients, where 37% (34,259) 
used remote monitoring compared with the traditional method, there was a 31% reduction in the cost of 
hospitalization and 23% fewer readmissions within 30 days (Piccini et al., 2016).
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Despite evidence that remote monitoring offers several potential advantages to patients, including 
early detection of arrhythmia, a malfunction or organ system failure (Crossley et al., 2011; Varma et al., 
2010), initiatives using remote monitoring are still scarce. In particular, patients with atrial fibrillation 
history, stroke and early diagnosis of myocardial infarction are the biggest beneficiaries of this method. 
Oral anticoagulation, for example, is often underutilized in patients with atrial fibrillation history; the 
possibility of early detection of more episodes of this fibrillation increases with the appropriate use of 
oral anticoagulation and the patients’ chance of survival increases as a consequence (Piccini et al., 2016).

In order to face the challenges in the management of seriously ill patients’ cases and deal with the 
issue of cost reduction in the hospitalization process with the support of continuous monitoring ser-
vices, the paradigm of the architecture used to build smart applications that perform data processing 
through mobile devices is used. These devices are incorporated into the components used to support the 
decision-making process based on the professionals’ knowledge. Mobile devices may allow an accurate 
and continuous analysis of the patient’s health status to be performed locally, minimizing the transmis-
sion network, avoiding communication delays or interruptions and maintaining appropriate levels of 
security and privacy (Minutolo, Esposito, & Pietro, 2016). Therefore, it can act as a decision support 
system, capable of automatically processing and correlating large volumes of monitored physiological 
parameters, detecting suspicious changes and providing alarms in response to the worsening of the 
patient’s condition, as well as suggestions on possible actions. It can facilitate diagnosis and personal-
ized treatments, predict the patient’s condition based on the observation of several monitored levels and 
empower patients to actively participate in their health (Minutolo, Esposito, & Peter, 2016).

It is important to note that there are many barriers to the implementation of patient management for 
the remote system, including the refusal of the patient, the lack of access to technology for remote moni-
toring and access to telecommunications, lack of infrastructure in health services, lack of resources and 
institutional support. Eliminating these hurdles with an awareness of the professional on the importance 
of continuous remote monitoring is essential to improving care in health and meeting the new challenges 
imposed by the advances of technology and health.

A TECHNOLOGY-BASED HEALTHCARE PLATFORM

This section presents the technology-based healthcare platform describing the aspects of design and 
requirements, the actors and use cases that guided its development. It also explains the platform’s archi-
tecture considering its modules, their relationship, components and protocols.

Design Issues and Requirements

The main goal of the proposed technology-based healthcare platform is to provide remote monitoring for 
patients in a critical situation, and it was developed considering the necessity to transfer the healthcare 
from the hospital (hospital-centric) to home (home-centric). This platform is IoT-based and integrates 
patients, physicians and ambulance services in order to promote better care and rapid preventive and 
reactive urgent actions. Regarding requirements, this platform has Remote Patient and Ambient Monitor-
ing, Patient Healthcare Data Management, Patient Health Condition Management and Emergency and 
Crisis Management. Figure 1 presents the relationship between these requirements:
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The Remote Patient and Ambient Monitoring involves the acquirement of data from sensors attached 
to the patient’s body and in the ambient (patient’s home). The acquired data from the sensors are used 
by clinical staff (physician and nurses) for healthcare treatment and emergency alert purposes. Thus, 
the sensors attached to the patient body provide information about:

1.  Electrocardiogram (ECG) (Maglogiann, 2012; Jara et al., 2013; Yang et al., 2014; Maksimović 
et al., 2015): Recording of the electrical activity of the heart in the form of specific waves. The 
ECG monitoring can be used to monitor the heart rate of a patient, assess the effects of an illness 
or injury on the function of the pacemaker, and evaluate the response after a physician’s procedure. 
The ECG can give information about the orientation of the heart, conduction disturbances, electrical 
effects of medications and electrolytes, the mass of the heart muscle and the presence of ischemic 
damage. However, to evaluate the effectiveness of the mechanical activity of the heart the pulse 
and blood pressure of the patient is evaluated (Aehlert, 2011).

2.  Blood Pressure (Jara et al., 2013; Raad et al., 2015; Maksimović et al., 2015): Recorded as a ratio 
between two numbers, systolic - the top number, which is also the higher of the two numbers, 
measures the pressure in the arteries when the heart beats (when the heart muscle contracts); dia-
stolic - the bottom number, which is also the lower of the two numbers, measures the pressure in 
the arteries between heartbeats (when the heart muscle is resting between beats and refilling with 
blood) (American Heart Association, 2016). For example: Read as 140X90 mmHg (millimeters 
of mercury). Can be decisive in the early identification of cardiac and vascular problems (Vidal-
Petiot et al., 2016). In cases of high pressure, their control reduces the risk of cardiovascular events 
and death (Zanchetti, Thomopoulos, & Parati, 2015; Ettehad et al., 2016). Similarly, a reduction in 
blood pressure may not be compatible with survival and vasoactive drugs need to be administered 
urgently (Vidal-Petiot et al., 2016).

3.  Blood Glucose (Poenaru, et al., 2013): Monitoring is the main tool you have to check patient 
diabetes control (American Diabetes Association, 2016). Population data indicate that 30-40% of 
people with type 1 diabetes experience an average of 1 to 3 episodes of severe hypoglycemia each 
year. With self-monitoring and patient education and care, the patient may benefit from a controlled 
glycemic rate with individual goals set by the team of health professionals. During the last decade, 
the introduction of continuous glucose monitoring to facilitate the self-administration has shown 
an improvement in glucose control and reduced exposure to hypoglycemia (Bolinder et al. 2016). 
Experience shows the beneficial effect of continuous monitoring of blood glucose (Thabit, Bally, 
& Hovorka, 2016).

4.  Heart Rate (van der Valk et al., 2015; Raad et al., 2015; Gia et al., 2014; Khattak et al., 2014): The 
number of heartbeats per unit of time, usually per minute. The heart rate is based on the number of 
contractions of the ventricles (the lower chambers of the heart) (Medicinet, 2016). It refers to the 
number of heartbeats per unit time, usually expressed as beats per minute (bpm) (American Heart 

Figure 1. The relationship between requirements
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Association 2016). The heart rate variability has been used as a noninvasive means of assessing 
the neural control of the heart and is used to identify hemodynamic problems. In other words, the 
pulse rate translates cardiac function; its monitoring is important because even in sinus rhythm it can 
face a paroxysmal fibrillation which can lead to widespread uncontrolled cardiac electrical activity 
and impair heart function (Port et al., 2015). Importantly, there are variations as to its value, for 
what may be appropriate for one patient may not be suitable for others, for example, heart failure 
patients with left ventricular ejection usually preserved need a low heart rate (Gelder et al., 2016). 
This allows the care team to plan individualized intervention, including programming the alarm 
system.

5.  Oxygen Saturation (Maglogiann, 2012; Sebestyen et al., 2014; Chiuchisan et al., 2014; Raad et 
al., 2015): It is especially useful to detect hypoxemia associated with critical problems such as 
cardiovascular ones (Ewer, 2014). The oxygen uptake occurs primarily in the lungs, constituting the 
first step in the process of oxygen to the tissues. The oxygen taken up in the lungs is transported in 
the blood in two ways: by dissolving in plasma and also combined with hemoglobin. Hemoglobin 
is capable of carrying 98-99% of all oxygen in the blood and can be viewed through the oxygen 
saturation measured by pulse oximetry. The arterial oxygen saturation is determined as a percent-
age, on average it is in the range of 95% to 100%. There may be some changes and false readings 
of oxygen saturation, which are usually caused by chills, hypotension, low perfusion and edema 
(Bezerbashi et al., 2016).

6.  Temperature (Ray et al., 2015; Tabish et al., 2014): The human being is homeothermic, i.e. has the 
ability to maintain body temperature within a certain predetermined range despite variations in the 
thermal environment - thermal homeostasis (Gasparrini et al., 2015). Increased body temperature 
may indicate increased cell metabolism, consumption of O2 and CO2 production, demands on 
the heart and lungs and additional stress to the cardiopulmonary system and infectious processes, 
and therefore may justify a continued investigation in critically ill patients (Cahill, & Prendergast, 
2016). Measured in degrees Celcius (° C), it is taken by means of a catheter close to the skin in the 
axillary region (Hall, 2006) continuously.

7.  Breathing Rate (Castillejo et al., 2013; Chiuchisan, et al., 2014): It is measured by the respiratory 
motion for one minute, measured in rpm. It demonstrates not only lung function but can denote 
problems in other systems, such as neurological and cardiac (Cahill, & Prendergast, 2016; Goligher, 
Ferguson, & Brochard, 2016; Ferguson et al., 2013).

8.  Capnography: Capnography is a graphical display of the carbon dioxide concentration in exhaled 
and inhaled function of time, and is used to monitor ventilatory support. There is a growing recogni-
tion that capnography is rich in information regarding lung and circulatory physiology and provides 
insights into many diseases and treatments (Sweeney & McAuley 2016). These include inadequate 
matching conditions of ventilation and perfusion, such as pulmonary embolism and obstructive 
pulmonary diseases and adequacy of chest compressions during cardiac arrest or responsiveness 
in patients in shock (Nassar & Schmidt 2016; Langhan et al., 2014).

The sensors from the ambient provide information about environment temperature (Maglogiann, 2012; 
Yang et al., 2013; van der Valk et al., 2015), location (Maglogiann, 2012) with latitude and longitude, 
and humidity (Yang et al., 2013). This is important because the control of the ambient temperature and 
humidity can directly affect the patient’s treatment. Regarding the location, it assists in the rapid response 
of the ambulance service. Therefore, as the patient in critical condition is at home and not in a hospital, 
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which is a more controlled environment, this ambient information is of greater importance for effective 
healthcare and enriches the remote monitoring provided by this platform.

The Patient Healthcare Data Management records the data about the patient: name, gender, birth, 
contacts, address, family information, physician information (name and contacts), health insurance in-
formation, health situation and the history of monitoring sensors and emergency alerts. These data are 
important to physicians and nurses to understand the current situation and history of patients, and also 
to facilitate the accurate monitoring of health treatment.

The Patient Health Condition Management considers the patient healthcare data, especially the health 
situation and history of sensors monitoring data, to allow the definition of critical levels to the values of 
the sensors that are important to the rapid response in case of emergency. It also defines rules to actions 
considering the settled critical levels for a patient and the related alerts.

Finally, the Emergency and Crisis Management address the information about the patient’s health 
condition and the services that should be alerted in case of emergency with a monitored patient in a 
critical situation. As this patient is at home and not in a hospital, the efficiency of a rapid response in 
an emergency case can be the deciding factor between life and death.

To achieve the presented requirements, this platform is composed of ten use cases, presented by the 
use case diagram in Figure 2 and it indicates four actors: the hospital operator, physician and nurses, 
ambulance service operator and the patient and family.

Considering the hospital operator actor, it interacts with the use cases related to patient, health insur-
ance and clinical staff data, that are:

1.  Patients Data Management: It allows the register of data related to Patient Healthcare Data 
Management cited before;

2.  Clinical Staff Data Management: It allows the register of data related to the clinical staff (physi-
cian and nurse). These data include: name, contacts and specialty from physician and nurses;

Figure 2. Healthcare platform use case diagram
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3.  Health Insurance Data Management: It allows the register of data from the health insurance;
4.  Patient and Physician Association: It allows the register of the responsibility of a physician with 

a patient.

Regarding the physician and nurse actors, they can use the patients data management, and interact with 
others use cases related to Remote Patient and Ambient Monitoring, Patient Healthcare Data, Patient 
Health Condition Management and Emergency and Crisis Management, that are:

1.  Patients Critical Values Configuration: it allows the definition of critical levels for the values of 
the sensors attached to the patient body that are considered in the alerts and notifications;

2.  Health Data From Patient: It allows the visualization of real-time health data from the sensors 
deployed in any patient body and ambient;

3.  Emergency Alert Data Management: It allows the notification and alerts to be presented and 
managed by physicians and nurses.

The ambulance service operator actor uses the emergency alert data management use case and inter-
acts with others use cases related to Emergency and Crisis Management, that are:

1.  Ambulance Data Management: It allows the management of data from the ambulances, such as 
real-time location and activation of an ambulance to an emergency.

2.  Patient Data Visualization: It allows the visualization of real-time health data from the sensors 
deployed in a single patient body and ambient, besides his home location.

Finally, the patient and family actor uses the patient data visualization use case and interacts with 
the emergency alert data visualization, related to Emergency and Crisis Management. The emergency 
alerts and patient data regards only to itself, in a case of a patient, or his familiar, in a case of a family.

Thus, the proposed platform was developed considering the presented requirements, actors, and use 
cases. It provides integration between patients, physician and ambulance services, for efficient patients’ 
healthcare in critical condition. In the following subsection, the architecture overview is presented with 
details of these platform modules.

Architecture Overview

The healthcare platform architecture, presented in Figure 3, is composed of five modules: Patient’s Home, 
Cloud Health Infrastructure, Hospital, Family’s Home and Ambulance Service. These modules address 
the solution’s functional requirements and work together to achieve the goal of remote monitoring and 
efficient healthcare for patients in critical condition.

Considering the Patient’s Home module, it is mainly composed of sensors that provide body and am-
bient remote monitoring. The sensors attached to the patient body, described in the previous section, are 
part of a multi-parameter portable patient monitoring, which continuously measures his vital signs. This 
monitoring is configured by the clinical staff at the patient’s home and does not require his intervention. 
Regarding security and essential performance issues, the monitor is in agreement with the standard IEC 
60601-1-11:2015 (IEC 60601, 2015) that defines the basic safety and essential performance of medical 
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electrical equipment and medical electrical systems for use in the home healthcare environment. The sen-
sors of the ambient monitoring, described in the previous section, are also deployed at the patient home.

Thus, this multi-parameter monitor is connected through the Internet to the Cloud Health Infrastructure 
module, as presented in Figure 4. The ambient sensors are connected to a gateway through 6LoWPAN 
protocol. Regarding 6LoWPAN, it is a protocol for Wireless Sensor Networks (WSNs) defined to enable 
IPv6 packets to be carried on top of low power wireless networks, specifically exploiting IEEE 802.15.4 
protocol (Khattak et al., 2014). This gateway is also connected by the Internet to the IoT Platform of 
the Cloud Health Infrastructure module. The reason for a gateway to the sensors is because they do not 
have interfaces for direct connection to the Internet.

Regarding the Cloud Health Infrastructure module, it is composed by the IoT Data Collector, the 
Healthcare Expert System, the Hospital Information System and the Ambulance Service System. These 
systems implement the use cases described previously. The features of each system are:

1.  IoT Data Collector: Responsible for receiving sensors’ data. This is a challenge for realizing IoT 
due to the huge number of devices integrated into this component and their diversity in terms of 
data formats, protocols, nature of components, etc. (Delicato et al., 2013).

2.  Healthcare Expert System: Configuration of the patients’ critical values for alerts that are displayed 
in the Hospital Information and Ambulance System. These critical values are used in the rules 
defined by the physicians and nurses. This system provides standard mapped rules, presented in 
Table 1, and realizes machine learning and analytics to assist the physician in defining the appropri-
ate critical values for each patient. Regarding the rule, it is composed of a type of sensor, a value, 
a critical level and its action. This action is associated with a color, according to the Manchester 
Triage System, that are displayed on the related information systems.

Figure 3. IoT-based platform to integrate patients, physicians, and ambulance services
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3.  Hospital Information System: Data management of patients, clinical staff and health insurance, 
and the association between patients and physicians. It also provides mobile views for patient data 
and alerts visualization.

4.  Ambulance Service System: Data management of emergency alert and ambulances. It also pro-
vides visualization of the patient’s data.

The data received by the IoT Data Collector are used by the Healthcare Expert System, which contains 
rules and creates derived information to be used by the Hospital Information System and the Ambulance 
Service System. The Healthcare Expert System uses techniques of Machine Learning and Analytics 
based on the huge amount of received data to produce knowledge about the patient’s health behavior. 
This knowledge is then stored in the computer and users call upon the computer for specific advice as 
needed. The computer can make inferences and arrive at a specific conclusion (Liao et al., 2005). For 
example, the critically ill patients, particularly those with hemodynamic instability signals, need a diag-
nosis and immediate treatment. This condition presents itself with signs of tissue perfusion and impaired 
tissue oxygenation, which is usually detected by macrocirculatory parameters or global hemodynamic 
measurements such as blood pressure and oxygen saturation in arterial blood (Bazerbashi et al., 2014). 
When a critical value is captured by this healthcare expert system, it automatically generates an alert 
message to the Hospital Information System, the physician, the patient’s family and ambulance service 
system providing support for a specific decision on when and how to intervene. Thus, the patient’s state 
of the classification system is issued together with the monitoring values. Another example is that if 
the data from the sensors show that the patient’s heart rate is zero, it can translate this as a heart attack. 
Therefore, this Healthcare Expert System also notifies the Hospital Information System, the physician, 
the patient’s family and Ambulance Service System.

Figure 4. The connections between the multi-parameter monitor and ambient sensors
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Moreover, the Healthcare Expert System also provides an API to make the patient’s information 
available to authorized third party systems, taking into account privacy and ethics. This API is composed 
of RESTFul Web Services (Oracle, 2016) and the uses JSON (JSON, 2016). The purpose of this API 
is to facilitate the development of new solutions with the use of this data to promote innovation in the 
healthcare area. As a result, companies and researchers can benefit from this use.

The Hospital module is used by physicians, nurses and clinical staff, and it uses the hospital infor-
mation system. This system contains the records of patients including information about age, gender, 
name, contacts, family contact. It also provides the real-time remote monitoring of the patients in criti-
cal condition. Integrated with this Hospital Information System, there is a mobile app, where in a case 
of any problem with a patient, it notifies the physician responsible for him. With this notification, this 
mobile app also presents the real-time situation and data from the sensors, such as ECG, blood pressure, 
blood glucose, heart rate, oxygen saturation, temperature, and breathing rate.

The Family’s Home module is used by the patient’s family and is connected with the Hospital Infor-
mation System, however the information presented is unique to their related patient. It provides a mobile 
app that displays real-time monitoring from the sensors connected to the patient. Finally, this mobile 
app displays less information than the version used by the physicians and clinical staff because some of 
the data from sensors require medical expertise to be understood.

Regarding the ambient monitoring provided by this platform, all data from the sensors - temperature, 
location, and humidity - are presented at the hospital information system and its mobile apps, and at the 
ambulance service system. This monitoring is important because the control of the ambient temperature 
and humidity can directly affect the patient health treatment.

Table 1. Rules of the expert system

Sensor Value Critical Level Action

ECG Alteration of the 
electrocardiographic 
trace.

Irregular electrical 
activity, ventricular 
fibrillation supra or infra 
of ST asystole.

Red alarm issued to the medical staff on the Hospital 
Information System and Physician mobile app. 
If asystole, it alerts the ambulance service system and the 
ambulance mobile app.

Blood 
Pressure

Normal is 120 X 80 
mmHG

Over 140X90mmHg or 
under 90X60mmHg.

Green alert issued to the family mobile app. Considering the 
patient history, a red alert can be issued to the medical staff in 
the Hospital Information System and Physician mobile app.

Blood 
Glucose

Normal between 100 and 
126mgdL

Over 200mg/dL or under 
60 mg/dL.

Green alert issued to the family mobile app. Considering the 
patient history, a red alert can be issued to the medical staff in 
the Hospital Information System and Physician mobile app.

Heart rate Normal between 60 and 
100bpm

Under to 60bpm or over a 
100 bpm

Red alarm issued to the medical staff on the Hospital 
Information System and Physician mobile app. 
Considering the patient history, it can alert the ambulance 
service system and the ambulance mobile app.

Breathing 
rate

Normal between 16rpm 
and 20rpm

Under to 12rpm or over 
to 35rpm

Green alert issued to the family mobile app. Considering the 
patient history and clinical staff programming, it can alert the 
ambulance service system and the ambulance mobile app.

Temperature Normal between 36ºC 
and 37.5ºC

Over 37.5°C Green alert issued to the family mobile app. Considering the 
patient history and in cases of desirable hypothermia, clinical 
staff can program the threshold.

Capnography Normal between 
35mmHg and 45mmHg

Under to 35mmHg or 
over to 55mmHg

Red alarm issued to the medical staff on the Hospital 
Information System, Physician mobile app, the ambulance 
service system and the ambulance mobile app.
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The Ambulance Service module is connected to the Ambulance Service System and is used by op-
erators. The ambulances have a mobile app that is connected to the Ambulance Service System, using 
3G/4G, to receive real-time information about the body and ambient monitoring sensors, emergency 
alarms and patient’s situation. It is important to emphasize that the monitored location data from the 
patient is a key point for an effective response to the ambulance service.

Considering the presented modules of this platform and it purpose, there are important requirements 
that need to be addressed: privacy (Maglogiann, 2012; Sebestyen et al., 2014; Ray, 2015), security 
(Świątek & Rucinski, 2013; Fan et al., 2014; Hassan, 2014; Gao et al., 2015), interoperability (Jara 
et al., 2013; Castillejo et al., 2013; Gia et al., 2015), scalability (Maglogiann, 2012; Jara et al., 2013; 
Mohammed et al., 2014), reliability (Świątek & Rucinski, 2013; Hassan et al., 2014; Gao et al., 2015), 
robustness (Jara et al., 2013), ubiquity (López et al., 2013), portability (Mohammed et al., 2014), per-
formance (Mohammed et al., 2014), availability (Maglogiann et al., 2012; Jara et al., 2013; Świątek & 
Rucinski, 2013) and integrity (Maksimović, et al., 2015). Once all the information transmitted from the 
sensors to the systems and mobile apps are sensible, there is a need for privacy in this communication. 
To assure privacy, this platform uses encryption. There is also the special need for security, which is 
guaranteed mainly by authentication (Maksimović et al., 2015). The IoT platform from the Cloud Health 
Infrastructure module assures scalability, integrity, portability and interoperability between the different 
types of the connected monitoring devices. The expert system of this module addresses the need for 
ubiquity, considering the defined rules and the customization feature. Finally, the proposed platform 
and its modules organization aim to achieve good performance, robustness, reliability, and availability 
regarding the information about patient monitoring.

FUTURE RESEARCH DIRECTIONS

With the use of a technology-based healthcare approach, there is an unprecedented opportunity for 
improving the quality and efficiency of healthcare. Consequently, this will improve the wellness of all 
citizens and lead to a better application of governments’ financial resources. However, to effectively 
implement this strategy there are still big challenges that need to be addressed by research and innovation.

To effectively implement and adopt a technological approach based on IoT for remote healthcare, 
several non-functional issues need to be addressed. One of the most important aspects of healthcare 
is the safety of the solution. The safety in this context involves several factors, particularly: reliability, 
availability, security, integrity within a long-time-period. In software engineering, the ability to deal with 
these requirements is known as dependability. The exploration of dependability issues in the context 
of IoT is a very young and fertile research topic, creating an excellent opportunity to develop science 
and innovation involving both industry and academics. The engineering challenges - of conceiving and 
developing a set of technology-centric strategies to address the dependability requirement in healthcare 
applications based on the IoT infrastructure - is an open field for academics. Moreover, how to address 
dependability in healthcare applications based on the IoT infrastructure and targeted at underdeveloped 
countries, for example Brazil, is a big challenge due to the absence of basic health infrastructure that is 
generally found in developed countries.

Another key issue related to the proposed approach is the challenge of handling a huge volume of 
data produced by the different elements of the platform. In particular, the patient’s home component has 
the capacity of collecting data from several sensors repeatedly during the day in a short period of time. 
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It might produce a huge volume of data if we consider several patients being monitored at the same 
time. That produced data must be evaluated in real-time in order to detect a patient’s health anomalies. 
Moreover, a historical data analysis of patient’s health measures must be performed in order to detect 
patterns and anomalies, build a health profile of critical patients and make predictive analyses to prevent 
critical situations and more. Due to the abovementioned characteristics involving the proposed platform, it 
represents a rich field to apply, evaluate and evolve the techniques of the recent area known as Big Data.

Interoperability is also an open research problem, mainly when faced information technology systems 
in medical context. This ability allows different information systems, healthcare devices, and software 
applications to communicate, exchange data, and use the shared information across physicians, hospi-
tal, pharmacy, ambulance, and patient regardless of the application or application vendor. Despite the 
clear benefits of this capacity, i.e. improving the quality, safety, efficiency, and efficacy of healthcare 
delivery, the reality shows that currently, it is far from being achieved. Several issues must be addressed 
involving communication protocols, connectivity interfaces, open standards for healthcare data to reach 
an effectivity level of interoperability to allow the electronic exchange of patient’s measures among all 
IT parties involved.

Finally, the use of remote monitoring is emerging as an opportunity to address resource shortages, 
health workers’ overload, and an increased prevalence of chronic disease. However, assuring the long 
term effectiveness of remote monitoring and its impact on health indicators is a challenge to be over-
come by experimental research on usability and clinical effects, to support medical decisions that can 
be subsidized based on remote monitoring.

CONCLUSION

To effectively implement this proposed platform in Brazil there are still big challenges not generally 
observed in developed countries that need to be addressed by research and innovation. Although the 
Brazilian constitution declares that healthcare is an official government responsibility and that it is the 
right of every citizen to have free public access to it, nevertheless government hospitals are often crowded, 
waiting times for appointment and treatment are lengthy, and the facilities are often inadequate. Indeed, 
healthcare is one of the worst problems in Brazil, ranking above violence and education.

On the other hand, the recent advances in IoT applied to healthcare is promoting a powerful environ-
ment for a disruptive innovation in the health research field as well as in the computer science area. This 
current scenario creates several opportunities to improve the effectiveness and efficiency of the use of 
national health infrastructure. Improving the quality and efficiency of the care for patients in a critical 
situation through the exploitation of technological “smart” solutions would promote substantial results 
in terms of welfare for the patients. The deployment of remote monitoring solutions for healthcare is not 
science fiction. The current advances in technology demonstrate that its development and deployment 
are viable and, in specific scenarios, it is already a reality. Some companies are already focused on the 
development of solutions for remote patient monitoring (RPM) and, at the same time, several types of 
research are being conducted to develop this field.

The proposed platform was described focusing on the patient’s home care, but it can be easily evolved 
to also consider the patients inside the hospital in addition to other use cases involving health profes-
sionals, medical devices, information systems and other actors. With the use of a technology-based 
healthcare approach, there is an unprecedented opportunity for improving the quality and efficiency 
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of the public health system in Brazil. Consequently, this will improve the wellness of all citizens and a 
better application of government financial resources. Moreover, the study, development, and deployment 
of appropriate technology-focused solutions addressing the specific issues and peculiarities of public 
Brazilian healthcare is an excellent opportunity to develop science and innovation as well as inducing 
economic and social development.

Although patient monitoring technology is introduced as one solution to increase the quality and 
efficiency of the public health system, there is a real barrier in Brazil due to the absence (or inadequate 
availability) of basic technological infrastructure, which is the premise for this proposal. For this reason, 
the biggest challenge in an underdeveloped country is related to the influencing of public policy to make 
available the basic elements needed to make feasible remote healthcare for patients in a critical condition.
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ABSTRACT

Throughout the stunning development of wireless communication technologies, sensors and wireless 
sensor networks (WSN) are being used in almost every area, such as in healthcare field. The ubiquitous 
sensing enabled by WSN technologies, in particularly the wireless medical sensor network (WMSN), 
might be one important key success factor in the modern medical system. The recent advances, and wire-
less devices proliferation, had proved the technical feasibility of the pervasive health care systems. The 
data collected by sensors are very sensitive and important, and the leakage of them could compromise 
security and privacy. This work presents the pervasive health care systems (PHCS) focusing on security 
and privacy of pervasive environments.

INTRODUCTION

Nowadays, Internet of things and the ageing of world population are reshaping the world. It’s expected 
that world population with 60 years or more reach 22% in 2050 (11% in 2009) (Department of Economic 
and Social Affairs of the United Nations, 2009). In the case of European Union (EU) it’s projected to 
increase 30% in 2050 (22.5% in 2005) (Eurostat, 2008), and in United States 20.2% (13% in 2010) 
(Vincent & Velkof, 2010). In this context, resources and efficiency of health care services must to be 
improved to fulfill such group of people.
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In 1990, the 27 EU Member States was public health expenditure averaged 5.9% of GDP, increased to 
7.2% in 2010 and being expected to reach 8.5% in 2060, as result of population aging and others factors 
(cultural and socio-economics). This trend will be accompanied by an expected decline of working-age 
population from 61% to 51% of the total population. Deep structural reforms are needed to ensure the 
sustainability of health systems, while ensuring that all citizens have access to services (UE, 2012). The 
impact of these changes is visible, being conditioned by the decrease in the number of health profession-
als, by the increasing increase in the incidence of chronic diseases, by the requirement of the citizens of 
a better quality in the services and the assistance.

On the other hand, the dissemination of wireless characteristic on almost fields of technology is 
promising new approaches to address challenges faced by the health care sector.

Healthcare technologies had provided suitable solutions powered by the ubiquitous identification, 
sensing and communication capacities, whereas all system’s objects may be continuously tracked and 
monitored (Alemdar, 2010; Portela, Santos, Silva, Machado, Abelha, & Rua, 2014).

Nowadays’ scenario delivered by global connectivity of the Internet of Things (IoT), enable efficiency 
on collecting, management and use of all healthcare devices’ information (Domingo, 2012), leveraged 
through intelligent and ubiquitous systems (Portela, Santos, Silva, Machado, Abelha, & Rua, 2014).

The IoT systems integrates many different types of devices, like sensing, communication, identifi-
cation, networking, information management, and systems that links people and things at anytime and 
anywhere, through any device and media, accessing any information from any object to obtain any service 
in a more efficiently mode (European Commission Information Society, 2009).

The healthcare delivery model has been evolved from different perspectives from the hospital centric 
view, passing to hospital home balanced projected by 2020, until the home centric view to 2030 (Koop 
et al., 2008).

IoT is presented as a new paradigm of information and communication technology being exploited 
by industry, offering a huge potential to every areas (Atzori, Iera, & Morabito, 2010) in particular the 
healthcare system (Miorandi, Sicari, De Pellegrini, & Chlamtac, 2012). Such advances had enabled the 
transformation of the healthcare system view, from a career-centric view to patient-centric view (Pang, 
Zheng, Tian, Kao-Walter, Dubrova, & Chen, 2015).

This work, following the introduction, goes by the background concepts exposition through Internet 
of Things, Wireless Sensor Network, Pervasive Health Care Systems and contextualizing of the work. 
The focus of section three is the security and privacy in pervasive health care systems (PHCS) in of 
pervasive environments. The article ends by the conclusions section whereas final remarks and future 
work is addressed.

BACKGROUND

Internet of Things

The IoT (Guillemin & Friess, 2009) paradigm relates a world set of physical objects provided with sensors 
and actuator triggers connected through wireless networks over internet, setting and enabling an intel-
ligent objects network capable to collect data, processing information and execute actions accordingly. 
Those objects communicate each other and with others resources (physical or virtual) expanding initial 
system throughout its boundaries. IoT will allow people and things to be connected Anytime, Anyplace, 
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with Anything and Anyone, ideally using Any path/network and Any service. Also de concept of IoT 
can be regarded as an extension of the existing interaction between humans and applications through 
the new dimension of “Things” communication and integration (Vermesan, et al., 2011). The emerging 
of such new kind heterogeneous systems addresses and enables a myriad of applications almost in all 
knowledge areas (Atzori, Iera, & Morabito, 2010).

One of IoT’s main technologies is Radio Frequency Identification (RFID) used to electronically address 
objects. Other technologies such as sensors, actuators, cell phones, Near Field Communication (NFC), 
artificial intelligence, nanotechnologies, can also be used in IoT, providing a new dimension to the world 
of information and communication. Objects equipped with these technologies exchange information 
among themselves, generating a huge traffic if billions of objects are interconnected. Objects capture the 
activities of interconnected individuals through the Internet, raising questions about security and privacy.

IoT consists in the interconnecting of the everyday objects in the real environment with the Internet, 
the virtual environment, making them intelligent objects. This is possible due to the use of sensors and 
addressable RFID tags embedded in objects, which communicate through a network, and these with the 
Internet (Wu, Lu, Ling, Sun, & Du, 2010).

Currently, IoT despite being very present in the daily lives of persons, some issues remain open, with 
concerns the standardization and architectures; acceptance by the persons; and security and privacy.

In a network of objects capturing and transmitting data about the users, privacy is one of the great 
challenges of IoT. In a reality where RFID tags are embedded in clothes, food and personal devices; 
they can be triggered to respond with their ID and other information without the user noticing that it is 
being monitored.

In addition to the use of RFID, IoT should include technologies such as Artificial Intelligence (AI), 
embedded systems and nanotechnology, which will allow machine-to-machine interconnection, leading 
to a new form of ubiquitous communication, in which objects can communicate with people and other 
objects in an independent way. A new dimension was added to the world of communication that already 
possessed the concepts of connectivity at any time, from anywhere, to any person, to have connectivity 
to anything (Xue, Li, Liu, & Liu, 2012).

Therefore, IoT might be considered as a network of networks, in which a massive number of things, 
objects, sensors and devices are connected through the information and communications infrastructure 
(ICI) providing value-added services (Stankovic, 2014). It is also possible to introduce IoT as a global 
network paradigm that allows communications between humans, between humans and things, and also 
between things, providing a unique identity to every object (Aggarwal & Das, 2012; Chiti, Fantacci, 
Loreti, & Pugliese, 2016). By the end the basic concept of IoT is the pervasive presence of a variety of 
things, as representing an instance of anything, with ability to compute and communicate each other.

Actually IoT may represent a technology based society revolution and evolution, that will include 
computing and communication in wireless devices and sensors at nanotechnology scale (Madakam, Ra-
maswamy, & Tripathi, 2015). Currently there are many areas of IoT applications: Aerospace and aviation 
(systems status monitoring, green operations); Automotive; Telecommunications; Intelligent Buildings 
(automatic energy metering / home automation / wireless monitoring); Pharmaceutical; Independent 
Living (wellness, mobility, monitoring of an aging population); Agriculture; Retail, Logistics, Supply 
Chain Management; Manufacturing, Product Lifecycle Management; Processing industries (Oil and 
Gas); Recycling; Insurance; Safety, Security and Privacy; Environment Monitoring; Education; Media 
and entertainment among many others (Campbell, et al., 2008; Parwekar & Reddy, 2013).
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Thus, the scope of IoT is extensive and fairly heterogeneous. Globally the scope of IoT is structured 
in four general areas, since a single person, passing by groups and communities, until the industry. At 
level of personal IoT, the scope is a single person, and this is the area with a more aggressive growth. 
The group area scope is a small group of individuals, and is one of the most challenging areas. In the 
case of the community area the scope is a big group of individuals in a public infrastructure context, 
and this is an area with great potential. The scope of industrial area refers to organizations within or 
between, and this is the most mature part of IoT.

The goal of IoT is to improve the quality of life of people, thus contributing also to the health area, 
to improve patients’ daily lives.

Currently there are many proposals for IoT applications in the health area, from applications that 
include identification and localization of patients with RFID, identification and control of medication 
administration, control of childhood obesity with monitoring of food, among many others.

Wireless Sensor Network

In the last decades there has been an explosive growth of computer networks and, in particular, of wire-
less communications, propitiated by the continuous technological advances. Thus, it has been possible to 
develop electronic devices of smaller size, low cost and reduced consumption, able to process information 
locally and communicate wirelessly (Akyildiz, Su, Sankarasubramaniam, & Cayirci, 2002).

All these factors have allowed the launching of the field of Wireless Sensor Networks (WSN). At 
present different types of sensors can be found, in a large number of systems and electronic devices. 
In most applications, these sensors act only as transducers, making the measurement of one or more 
variables of the environment and sending this information to a central node that is in charge of its pro-
cessing (Goldsmith, 2005).

At present it is possible to acquire large quantities of sensors at reduced costs. The WSN often are 
implemented in places without supervision, being vulnerable to potential attacks. In addition, the sensors 
present some limitations in terms of autonomy, memory and processing capacity, so it is not possible to 
implement the measures that guarantee the reliability and confidentiality usually used in wireless networks.

A WSN consists of a set of these sensors, distributed spatially, with the aim of collecting and trans-
mitting data, where it is not possible to do it with traditional networks, either for strategic reasons or 
for limitations of the environment where they are inserted, so WSN is a heterogeneous system with 
the purpose to computing elements, which combines tiny sensors and actuators. The sensors are small 
autonomously geographically distributed devices, called sensor nodes. Sensors nodes have capacity for 
computing, storage and communication in a network connected without cables, and installed around an 
object phenomenon to monitor it (Karlof & Wagner, 2003).

The communication in WSN is taken place between source and destination. The destination is called 
as base station or Sink. When events occur, it is the taking of measurements or any programmed activ-
ity with the phenomenon in question, the information is transformed into digital at the node itself, and 
transmitted outside the network, via a gateway element, to a base station that is used to collect and process 
data, to finally end up in a server with greater capacity that allows to compose a historical sequence or 
to make an analysis of the data (see Figure 1).

The areas of application of the WSN are quite distinct, as is the case of industry, smart houses, intel-
ligent parking systems, facility monitoring, robotics, security, health, among others.
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IoT for Health is a fabulous creator of opportunities, in improving the welfare of populations, allow-
ing soften the grip of current health systems.

The connected smart devices provide information that can be used to make actionable decisions based 
on evidence-based models and algorithms and can have a significant impact on the delivery and opera-
tion of health services. It is an added value in preventive health, in terms of the monitoring of chronic 
diseases, allowing a proactive monitoring.

Pervasive Health Care Systems

Pervasive environments are heterogeneous and complex environments, consisting of several devices, 
such as sensors and actuators, and by applications that are incorporated in these physical environments, 
allowing a natural and transparent interaction with the user. These devices interconnect each other, pro-
viding a variety of user-friendly features (Satyanarayanan, 2001). The natural and transparent interaction 
in pervasive environments refers to the human computer interaction process (Dix, 2009; Baecker, 2014). 
Pervasive environments in the health area are concerned with the provision of health services to anyone, 
anytime, anywhere, in order to increase service coverage and quality (Varshney, 2003).

PCHS may be considered a solution and a possible future of the current healthcare services (Varsh-
ney, 2005).

PHCS are designed to provide different types of medical services and to support individual users in a 
personalized way (Röcker, Ziefle, & Holzinger, 2014), providing information and alerting mechanisms.

Despite the human health to be constantly evolving, there is still a long way to go. The use of IoT 
technologies for tracking people and objects can improve control and workflow in hospitals and clinics. 
With IoT applications the location of doctors, nurses, materials and patients can be optimized; as well 
as restricted access areas can be monitored to prevent the flow of unauthorized persons (Atzori, Iera, & 
Morabito, 2010), preserving security and privacy.

Figure 1. Wireless sensor network
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The World Health Organization defines eHealth as “the transfer of health resources and health care 
by electronic means. It encompasses three main areas: the delivery of health information, for health 
professionals and health consumers, through the Internet and telecommunications; using the power of 
IT and e-commerce to improve public health services, e.g., through the education and training of health 
workers; the use of e-commerce and e-business practices in health systems management” (WHO, 2017).

The fast explosion of personal eHealth, premising self-management and data collection of health 
conditions, are changing the way to deliver and collect health care information.

Organizations have already identified and started working on projects to address issues related to 
security, scalability, data collection, and interoperability (UE, 2012).

The use of PHCS for delivery of healthcare to citizens raises new challenges at security and privacy 
levels.

PHCS SECURITY AND PRIVACY

For assuring systems essential security requirements (confidentiality, data integrity, accountability, 
availability, and access control), encryption methods can be used (Pereira, et al., 2007). In the case of 
privacy, user’s authorization in the system shouldn’t be ignored and they should have control over their 
personal data (Ikonen & Kaasinen, 2008).

Currently, we live in a context of people-centric and urban WSN. There are a wide and diversified 
range of applications in the WSN, focused on monitoring the health status of individuals or patients (Al 
Ameen, Liu, & Kwak, 2012).

The use of WSN in health applications is growing at a rapid pace. There is a wide range of applica-
tions in use (heart rate monitor, blood pressure monitor, endoscopic capsule). In this context of increasing 
use of sensor technology in the health area, a new field emerged, the wireless medical sensor networks 
(WMSN).

Although all networks are subject to threats, wireless networks are the most susceptible to attacks, since 
there is no physical restriction of cabling, so the information is physically more accessible to attackers. 
The fact that most devices and their applications are wireless, makes security and privacy the main areas 
of concern, and the direct involvement of humans, increases sensitivity to security and privacy issues.

The most frequent routing protocols in the WSN are mostly oriented to energy efficiency; they are 
not oriented to the security problem, being subject to different types of threats and problems. Then, in 
absence of adequate security measures, a WSN remains vulnerable to a variety of attacks.

WSNs require a different approach to security. The hardware and energy limitations of the sensors 
create difficulties with respect to guaranteeing the basic characteristics of the information (Intanagon-
wiwat, Govindan, Estrin, Heidemann, & Silva, 2003):

1.  Availability: Determines whether a sensor has the ability to access the network and whether mes-
sages are conveniently communicated by it;

2.  Confidentiality: Results from the ability of a network to hide an attacker’s data, so that all trans-
mitted messages remain confidential;
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3.  Integrity: Data integrity in wireless sensor networks is necessary to ensure the reliability of trans-
mitted data and refers to the ability to confirm that the message has not been altered during their 
journey through the network;

4.  Authentication: Ensures the reliability of the message by identifying its origin.

Security and privacy issues in PHCS in the IoT context is a growing concern for organizations, new 
devices open doors to new forms of cyber-attack. Organizations are poised to guard against common 
attacks, but IoT has created a whole new world of connected devices that are a potential vulnerability to 
organizations, putting networks and systems at risk.

Secure routing algorithms are vital for the acceptance and use of WSN in many applications and 
areas. Authentication is a key factor for the reliability of the data collected, since an attacker can send 
information that is intentionally incorrect if it is recognized as a constituent of the network, distorting 
the practical results of its use. In addition, the possibility of circulating sensitive information on the 
network is sometimes essential, so a good encryption scheme is necessary.

Much work has been done to protect WMSN in protecting patient data during transmission, despite 
of advancement of WMSNs in healthcare applications have made patient monitoring more feasible.

CONCLUSION

IoT can facilitate many improvements in the health care scene. IoT can also contribute to safety in medi-
cal procedures and real time information of patients, revolutionizing procedures and unlocking new 
features for medical care.

WMSNs improve the quality of patient care without disturbing your comfort. A medical sensor 
detects the patient’s sensitive body data and transmits them through wireless communication channels. 
The success of WMSNs depends on security. Since the wireless communication ranges are not confined, 
malicious threats makes more significant risks to the patient, the patient’s data can be accessed in an 
unauthorized manner and be modified.

Many security and privacy issues in healthcare applications using WMSNs still need to be explored, 
and then a well-planned security mechanism should be designed for the PHCS successful.

PHCS successful is intrinsically linked to the deployment of a secure infrastructure that preserves 
the privacy, offering opportunities and new challenges to the industry.
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KEY TERMS AND DEFINITIONS

Internet of Things: Relates a world set of physical objects provided with sensors and actuator triggers 
connected through wireless networks over internet, setting and enabling an intelligent objects network 
capable to collect data, processing information and execute actions accordingly. Those objects commu-
nicate each other and with others resources (physical or virtual) expanding initial system throughout its 
boundaries. IoT will allow people and things to be connected Anytime, Anyplace, with Anything and 
Anyone, ideally using Any path/network and Any service (Guillemin & Friess, 2009).

Pervasive Health Care Systems: Pervasive environments in the health area are concerned with the 
provision of health services to anyone, anytime, anywhere, in order to increase service coverage and 
quality (Varshney, 2003).

Wireless Sensor Network: A WSN consists of a set of these sensors, distributed spatially, with the 
aim of collecting and transmitting data, where it is not possible to do it with traditional networks, either 
for strategic reasons or for limitations of the environment where they are inserted, so WSN is a hetero-
geneous system with the purpose to computing elements, which combines tiny sensors and actuators. 
The sensors are small autonomously geographically distributed devices, called sensor nodes. Sensors 
nodes have capacity for computing, storage and communication in a network connected without cables, 
and installed around an object phenomenon to monitor it (Karlof & Wagner, 2003).
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ABSTRACT

Bring Your Own Device (BYOD) has become very popular topic in information technology because this 
approach allows the employees to bring their personal devices into organization and they want to use 
them to access the organization information. This trend has some benefits both for organization and 
to employees. This paper aims to identify those benefits as well the advantages and disadvantages of 
BYOD usage in organization. Also, it is present a SWOT analysis of BYOD usage. It is introduced an 
approach about BYOD in healthcare also. Utilizing personal devices at work is beneficial to organiza-
tional employees because they are in some way satisfies, and they have more freedom and choice to use 
their devices. This freedom and choice can easily lead the employees to be more productivity, flexibility. 
The organization who embraces BYOD policies found their employees happier, more productive, and 
more collaborative.

1. INTRODUCTION

The growing evolution in the development and adoption of the information and communication tech-
nology initiative has also internationally evolved the trends of the Bring Your Own Device (BYOD) 
that is rapidly changing the operating methods of the organisations to achieve greater efficiency and 
productivity. In a globalised and connected world, more and more organisations employees are bringing 
their own devices to the workplace. Although there are cases where the organisation itself offers the 
mobile devices to its employees, but not all employees use these devices. They already have the device 
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itself and can use them in the workplace, i.e. this evolution brought new opportunities to employees as 
it allowed them to bring their own devices to the workplace and integrate them into the organisation’s 
network instead of using the organisation’s devices.

The use of personal mobile devices by employees of organisations in the workplace has become a 
new paradigm. Organisations with this paradigm encourage and enable their employees to bring their 
mobile devices into the organisational network and encourage them to use them during their activities.

The reason that motivated the development of this article is the identification and explanation of the 
factors or benefits that BYOD has for organisations. Therefore, the main objective of this article is to 
identify and explain the benefits, advantages, and disadvantages that organisations might have with the 
implementation of BYOD policies. This new approach has provided significant evidence of the benefits 
to organisations both from the organisation’s employees, but also from the organisation itself.

This article will present and discuss the main benefits, advantages, and disadvantages, and SWOT 
analysis that this approach has for both employees and the organisation itself. Also, BYOD in health-
care is presented. With this, it is intended to identify the firm readiness that this approach brings to the 
organisations.

The structure of the article is: the first chapter is the introductory chapter, the second chapter presents 
a background study, the third chapter is the introduction of the BYOD approach. Also, in this chapter, 
the benefits, advantages, and disadvantages of this approach for organisations are explained. The fourth 
chapter presents a SWOT analysis of BYOD for organisations. The fifth chapter presents a brief introduc-
tion of benefits of BYOD in healthcare. Finally, the sixth chapter, which is the final chapter, presenting 
the conclusions and the final considerations in the article.

2. BACKGROUND

By applying BYOD policies in an organisation, it is required some knowledge about its background. This 
background knowledge is about pervasive / ubiquitous computing, and information in real time because 
organisation employees need information in real time to develop their works.

Pervasive also called ubiquitous computing, is the growing trend of embedding computational capabil-
ity into everyday objects to make them effectively communicate and perform useful tasks in a way that 
minimises the end user’s need to interact with computers as computers. Pervasive computing devices are 
network-connected. The terms pervasive / ubiquitous signify “existing everywhere”, basically devices 
that use pervasive/ ubiquitous computing are totally connected and consistently available (Media, n.d.).

Ubiquitous Computing is a paradigm in which the processing of information is linked with each 
activity involving connected devices; it can occur at any time, on any device, at any location, and in any 
format (Media, n.d.; Sen, n.d.).

The idea behind using BYOD in the organisation with pervasive and ubiquitous computing is to 
provide a real-time smart environment for accessing information and application through a new class 
of ubiquitous, intelligent devices that can facilitate the work when and where it is needed. This situa-
tion means that pervasive and ubiquitous computing can be the first step to having right BYOD policies 
implemented at the organisation.

The evolving concepts of pervasive computing, ubiquitous computing and ambient intelligence are 
increasingly influencing healthcare and medicine. Because of its ubiquitous and unobtrusive analytical, 
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diagnostic, supportive, information and documentary functions, pervasive computing is predicted to 
improve traditional healthcare. Some of its capabilities, such as remote, automated patient monitoring 
and diagnosis, may make pervasive computing an advanced tool regarding the home care and may en-
hance patient self-care and independent living. Automatic documentation of activities, process control 
or the right information in specific work situations as supplied by pervasive computing are expected 
to increase the effectiveness as well as the efficiency of healthcare providers (Braga et al., 2016; Or-
wat, Graefe, & Faulwasser, 2008; Pereira, Portela, Santos, Machado, & Abelha, 2016; Portela, Santos, 
Machado, Abelha, & Rua, 2017).

Pervasive healthcare is able to reach the necessary quality of the service at any moment and by any 
anyone, regardless of its location and position, along with other restrictions. Pervasive Healthcare is 
characterised by having heterogeneous information, a dynamic number of interesting parts (stakehold-
ers), and by ubiquitous computing, that connects perfectly the digital infrastructures in our daily lives 
(Pereira et al., 2016).

3. BRING YOUR OWN DEVICE

Bring your own Device (BYOD) is a subset of the consumerization of Information Technologies (IT). 
Consumerization of IT refers to private or personally owned IT resources, such as computer device or 
software that are used for business proposes. This consumerization of IT in the workplace is in some 
places referred to as BYOD. It allows employees to employ the technologies of their choice and bring 
them to their workplaces to perform the daily business task. BYOD refers to the use of these personal 
devices for business proposes and reflects a blurring of the line between personal and business use on 
the same device (Scarfo, 2012; Singh & Phil, 2012; Bais, 2016).

Figure 1 shows a simple architecture of BYOD in the organisation, in which is possible to see the 
organisation IT structure which is present one BYOD solution that deals with mobile devices that are 
brought to the organisation. The solution present here is Mobile Device Management (MDM) that is 
responsible for the management of mobile devices that interact with the organisations IT. On the BYOD 
side, there are mobile devices that are divided into two parts, one referring to personal space and other 
referring to organisational space. In the case of organisational space, there is also an MDM-Agent that 
works together with MDM on the infrastructure side of the organisation.

There is no formal description or definition of BYOD programme and BYOD policies as it depends 
upon the organisation to define its BYOD agenda and the boundaries related to it. Garba on his research 
papers (Bello Garba, Armarego, & Murray, 2015) proposes that a BYOD programs in any organisation 
should consider six building blocks stated below:

• Information security and their standards and procedures;
• Information privacy and their principles;
• Information safety and technical privacy controls;
• Liabilities;
• Awareness and training programs;
• BYOD user perception and behaviour.
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BYOD programme consists of the policies, guidelines, and tools for implementing and operational-
izing BYOD in the organisation. Organisations have certain objectives and goals before applying for a 
new IT programme or improving an existing one. There is the necessity of defining a goal to implement 
BYOD programme strategically important for organisations (Bello Garba, Armarego, & Murray, 2015). 
Organisations have been increasing their BYOD utilisation rate, and this improvement is based on the 
following key factors: employee code conduct, installation of security programs, and increasingly efficient 
management rules. These factors are responsible for the overall performance of BYOD (Dhingra, 2016).

Figure 1. Simple BYOD in organization
Adapted from Ocano, Ramamurthy, and Wang (2015) and Wang, Wei, and Vangury (2014)
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3.1. Benefits of BYOD in Organisation

The benefits of BYOD are clear to organisations. Collaborators are more familiar and satisfied with the 
usage of their own devices in the organisations. At the same time employees can save money since they 
do not have to pay for an expensive devices data plan. The goals of organisations with the adoption of 
BYOD are to increase the flexibility, coexistence, and portability of devices to meet the workflows of 
their employees, increasing their productivity.

The organisation directors know how the BYOD usage can be a benefit to the organisation itself. 
According to the study conducted by Tech Pro Research 2, about 74% of the organisations interviewed 
said they are using or planning to use BYOD (Dhingra, 2016).

This study concludes that 60% (blue part) of the organisation inquired are using BYOD in their 
activities. 26% (red part) of the organisation inquired do not use BYOD on their business, but they are 
planning to use it on next 12 months. Finally, the 14% (green part) of the organisation inquired do not 
use BYOD, and they do not plan to use it.

Organisations should provide an efficient and effective policy for using BYOD and should clearly 
indicate all the objectives and drawbacks regarding the BYOD usage in organisations. It is necessary 
to describe everything that is allowed on mobile devices when they are being used in the organisation 
networks.

The benefits of BYOD usage in the organisation are: employee’s satisfaction, cost savings, accessi-
bility, and flexibility, increased productivity and innovation, current devices, and others (Bruder, 2014; 
Kestle & Self, 2013).

• Employees Satisfaction: BYOD can also lead to greater employee satisfaction in organisations 
since they have freedom to use the devices that they have chosen and invested in, instead of was 
selected by their organisation (Evans, 2013). When employees are using their own mobile devices 
at the workplace, they fill that they have more flexibility to their work, to communicate, to solve 
their personal problems at the same time, and more collaboration using one single device.

• Cost Savings: BYOD can reduce the cost to travel, office space and facilities, labour, stationery, 
and printed materials. It may also reduce organisational expenses, by shifting devices and data 
services costs to the employees (Bello Garba, Armarego, Murray, & Kenworthy, 2015). The em-

Figure 2. BYOD usage in organisations
Source: Dhingra (2016)
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ployee can use Virtual Private Network (VPN) to connect remotely and safe to the organisation to 
do their job instead of going to the organisation building physically every day. In this aspect, the 
employee can reduce the cost of travel to the organisation building.

• Accessibility: BYOD allows access and retrieval of organisational resources and materials online. 
It allows employees to access network resources made available by their organisations, and study 
or work with these resources at their own desired pace. BYOD opens new windows of opportuni-
ties for organisations and employees by allowing them to work anytime and anywhere. When you 
are using BYOD, the knowledge and information are available to employees at any time and any 
moment. The availability of wireless networks and technologies reduce the physical or geographi-
cal constraints allowing them to remain productive while on the move (Bello Garba, et al., 2015). 
The evolution of technologies has enabled organisations employees to have access to information 
now at a distance of one click on their own mobile devices at any time or any location.

• Convivence and Flexibility: BYOD can offer a significant amount of work flexibility and con-
venience to employees in an organisation (Blizzard, 2015). Employees can work from remote 
locations, as well as take breaks during work at their own convenience. Some work environments 
do not require the use of sophisticated technological systems; rather the simple access to a smart-
phone and a network (Internet) is proven to be enough (Bello Garba et al., 2015). Employees can 
use remote connection (like VPN) to do their job instead of going every day to the workplace.

• Increased Productivity and Innovation: Since there is a prospect that employees are more sat-
isfied and comfortable with their chosen personal devices, they swiftly become experts in using 
them, thus making them more productive at their jobs. Organisations could also benefit from the 
latest technologies since most users often have a habit of upgrading to the most recent software or 
hardware (Bello Garba et al., 2015). This approach allows the employees the opportunity to utilise 
a device they are used to and more comfortable with, they can respond to requests faster and are 
more comfortable working in their desired environment, thus leading to a significant increase in 
employee productivity (Secure Edge Networks, n.d.).

• Up-to-Date Devices: Technology is constantly changing, so it can be almost impossible and cost-
ly to keep up with the latest mobile device trends. Since BYOD devices are usually more updated 
and innovative than the IT issued devices, the company gets to reap the benefits of the most mod-
ern features, capabilities, and upgrades (“Bring Your Own Device, BYOD, BYOT | DEEPTECH,” 
n.d.). Organisations take advantage of the new generation of mobile devices that employees ac-
quire without having to invest in new equipment. These devices are increasingly powerful, modern 
with high computing capacity and data processing so that companies always benefit indirectly 
from the use of these powerful devices by employees.

BYOD presents numerous benefits for both the organisation itself and the organisations own employee. 
According to a study of a total of 2000 people, it was concluded that 61% of employees is satisfied and 
are more productive when using the technologies, they have chosen (Budak, 2012).

3.2. BYOD Advantage and Disadvantage

As far as we know everything that has advantages, it also has some drawbacks, and BYOD is not an excep-
tion. It is important for the organisations to identify the major’s benefits and the possible disadvantage of 
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BYOD utilisation. There is a set of characteristics that determine the pros and cons of BYOD use and will 
be presented and explained in the next subsection (Bradley, 2011; Zolfo, n.d.; Nitish Kirtiraj Shah, n.d.).

3.2.1. BYOD Advantages

• Lower Costs: The most obvious benefit to a company using BYOD is that it means they do not 
have to purchase a significant amount of expensive devices for employees to be able to do eLearn-
ing. So, if you do not have to buy any devices, that represents significant savings (Bello Garba et 
al., 2015). Breakages and wastage are also likely to be reduced by the fact people tend to take bet-
ter care of their own stuff than company-owned devices, and any repair costs are the employee’s 
burden anyway (Advantages, 2016). Companies reduce the cost of the purchase of the devices for 
employees since they bring their own devices to use in the workplace.

• Technology Familiarity: Most people tend to be familiar with their own devices. Apple fans are 
right with Apple technology, and Windows fans are better with devices with Windows operating 
systems. Getting used to another one can be irritating for any employee. BYOD takes this issue 
away, as they are working on their own personalised device which is already suited to their own 
needs and that they are already perfectly competent on it (Advantages, 2016). When the employee 
uses a mobile device that is familiar, he/she is more satisfied, and this makes him/her more pro-
ductive, he/she felt encouraged to work more.

• Flexibility: Employees will not need to travel with several devices satisfying their home and work 
needs, as the one device will fulfil both. Work that could normally only be done in the office will 
be able to be done wherever, as employees have access to all the data they need anywhere they 
want and finally – employees are not hindered by the usual strict rules that they have to adhere to 
when using company property. BYOD allows greater freedoms to your employees (Advantages, 
2016; Bello Garba et al., 2015). Employees just need to have one device (both for personal utilisa-
tion and professional utilisation), to do their work, when and where they want.

3.2.2. BYOD Disadvantage

• Security: All organisations spend an enormous amount of money on their security systems as 
they know that they cannot afford for their data to be leaked or viruses to be caught. Employees, 
however, are unlikely to have this level of security. While the common security software for home 
use can cover all day to day activities; you might not trust them to be up to the job of protecting 
your valuable customer data. Also, “how do organisations with BYOD stop employees who are 
leaving the company from walking away with a significant amount of your data, available at a 
touch of the button on their device?” This can also be flipped for the employees – they may feel 
their own privacy is at risk if they do personal web surfing on a device that is linked to their com-
pany’s systems (Advantages, 2016).

• Costs for the Employee: As mentioned before, the costs of BYOD are down to the employee. Not 
everybody has such a device or even want one. Factor in the increased usage and transportation 
of the instrument is likely leading to quicker depreciation of the device and possible accidents – 
repairs could also prove to be costly for the employee. They may not be happy shouldering this 
cost (Advantages, 2016). In this case, if the organisation has reduced costs with mobile devices, on 
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the other hand, employees have more costs due to the acquisition of new appliances. Often these 
devices have an increased cost due to the data plan that employees sign.

• Device Disparities: When a company buys devices for their staff they have the freedom to buy the 
perfect device for their need. Therefore, it will have the right technological features for the purpose 
they are serving. However, with BYOD, your employees are likely to have a whole plethora of 
devices, however, all with different capabilities and operating systems that run different software 
at the various levels of quality. It is hard to get software that is of high quality but it is also able 
to cover all platforms and realistic quality of devices, so this could cause issues. You also have 
to adapt your system to be able to deal with a BYOD policy (Advantages, 2016). Each employee 
prefers mobile devices, and in BYOD each employee takes the mobile device of their choice to the 
workplace. In this case, creating a unique environment of integration of all these mobile devices 
in organisation network is hard because these devices have different hardware and software speci-
fication and compatibility in most cases.

4. BYOD SWOT ANALYSIS

Making a SWOT analysis aims to identify the main strengths as well as determine the main weaknesses 
of this approach. On the other hand, it is important to determine the main opportunities and threats based 
on this method. This analysis aims to identify the strengths, weaknesses, opportunities, and threats of 
BYOD usage in organisations. Through the identification of the weaknesses and threats through SWOT 
analysis prevents organisations from certain situations that may be less benefit, while identifying the 
strengths and opportunities through SWOT analysis shows what benefits the organisations can have with 
this approach. Strengths need to be on the line of being stronger while weaknesses need to be analysed 
and treated over the time in time. The BYOD vendors should take advantage of the opportunities and 
be prepared for the threats.

Currently, business environment and economic competition are becoming global, customers and 
technology use are changing rapidly, these changes had forced the organisations to find ways to build 
proper strategic plans and right decisions to develop effective business and influence the competition. 
These business environment technology developments have a lot of risks and impact, which influence 
economically and affects life cycle as well as the workforce. BYOD is a phenomenon that helps the 
organisations to correspond their employee’s demands about bringing their own devices for business 
purpose and the benefits of the organisation (Nitish Kirtiraj Shah, n.d.; IIPRD, 2012).

According to the SWOT analysis present in Table 1, it is possible to see the main factors that can 
influence BYOD success in the organisation. This analysis is important because it can support business 
decisions to create a proper strategy to achieve the organisation’s goals. In the same way, this analysis 
is used to analyse the BYOD strategy in the risk and security perspective.

5. BYOD IN HEALTHCARE

The growth and adoption of the BYOD approach by organisations have also led healthcare organisations 
to adopt this approach. The use of mobile devices by healthcare professionals has transformed many 
aspects of clinical practice (Ventola, 2014). The utilisation of mobile devices in healthcare already have 
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clear benefits, namely the reduction of short-term costs in hospital units. However, costs associated 
with potential risks of this utilisation, such as security breaches, theft, and hospital data loss, appear to 
significantly outweigh the potential benefits to healthcare professionals using their own mobile devices 
in the healthcare organisation.

Mobile devices in healthcare are rapidly becoming an integral part of healthcare information systems. 
Deployment of these devices is becoming an important IT strategy designed to assist in improving the 
quality of care, enhancing patient services, increasing productivity, lowering costs, improving cash flow, 
as well as facilitating other critical delivery processes (Meixner & Zuehlke, 2012). Healthcare profes-
sionals can use mobile devices for many purposes, that can be grouped into five categories: administra-
tion, health record maintenance and access, communications and consulting reference and information 
gathering, and medical education (Ventola, 2014).

Patient privacy is one of the many concerns that BYOD has in healthcare since healthcare organisa-
tion are still in the early process of adoption of BYOD, it is important to ensure that mobile devices that 
store and transmit patient data are HIPAA-compliant (Gaglani & Topol, 2014).

Health Insurance Portability and Accountability Act (HIPAA) is an international organisation that 
defines and manages the standards for the use of mobile devices in the healthcare area. According to 
this entity, organisations that adopt the BYOD approach must meet a set of requirements, regarding 
the utilisation of the devices to access. When we are talking about BYOD in healthcare, there are still 
some challenges that need to be overcome. These challenges are in four different areas, such as (Lund 
& Dunbrack, 2015):

• The healthcare regulatory environment;
• The safety of the mobile device;
• The security of access to clinical data and clinical applications;
• Updates, policy changes and support issues, such as Mobile Device Management (MDM);
• The financial costs of associated with voice and data usage.

Table 1. BYOD SWOT analysis

Strength Weakness

Increase Productivity; 
Increase Employee Morale and satisfaction; 
Flexible Working Culture; 
Reduce IT cost of company; 
Simplified IT Infrastructure; 
Employee feel convenient while using their own devices; 
Bring out better efficient business tool.

Compatibility issue; 
Breach of Security; 
It affects organisation and client relationship when valuable 
employee exists from organisation with their own device(s); 
Connecting and managing and different type of application(s)/ 
network connectivity / operating system with an enterprise 
network is complex.

Opportunities Threats

Gain business intelligence for new ideas; 
Growth in middleware and mobile device management technology; 
Growth in software development for BYOD devices; 
Huge demand for memory management, antivirus, and anti-spyware 
software development technology; 
Huge demand for unified collaborative tool for managing different 
type of application(s)/network connectivity/operating system with 
enterprise system(s) as well as employee device(s).

Data stole; 
Device is stolen; 
Habitual attitude affects productivity; 
Work life balance can be affected; 
Security Breach on Enterprise data.

Adopted from IIPRD (2012)
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In another hand, it is necessary to create laws that covered all the aspect of BYOD in healthcare. These 
laws can be about: security, data cover, information requirements, consent requirements, data retention, 
data transfer, and breach notification obligations.

The HIPAA Security Rule requires that healthcare providers set up physical, administrative, and 
technical safeguards to protect the electronic health information with safety measures such as access 
control to the information and encryption of the stored information (Office of Civil Rights Department 
of Health and Human Services, 2003). With the increased demand for mobile devices to expedite clini-
cal practice, hospitals need to identify strategies to cost-effectively and safely incorporate such devices 
into HIPAA guidelines. Having healthcare providers bring their own medical devices BYOD will be 
time-efficient and cost-effective for hospital staff to avoid the costs associated with frequent upgrades, 
warranties, and other types of care.

Although the technology exists to protect mobile devices from security breaches safely, the lack of 
standardisation of security safeguards as well as theft and loss issues pose significant challenges for 
hospital privacy officials (Moyer, 2013). Since mobile devices are already being used in hospitals, an 
approach toward educating the users instead of trying to control the technology may be more practical 
in the short term.

5.1. BYOD Benefits in Healthcare

Nowadays it is already possible to identify the obvious benefits of BYOD in healthcare since the use of 
these devices has a strong impact on the development of activities by health professionals. Some of the 
identified benefits of BYOD have in healthcare are (Lund & Dunbrack, 2015):

• Cost reduction in the acquisition of new mobile devices by the organisation;
• Healthcare professionals are more satisfied as they can use the mobile devices of their choice;
• Enables healthcare professionals to access patient’s clinical records using the device itself;
• Healthcare professionals will not have to register patient data on paper since mobile devices have 

come to suppress this type of registration. The records are made directly on these devices;
• The use of mobile devices by healthcare professionals allows them to have greater flexibility in 

carrying out their activities.

These benefits clearly present the importance of BYOD in healthcare currently, in an increasingly 
globalised and automated world, it is especially relevant that healthcare services also follow this trend.

5.2. BYOD in Healthcare SWOT Analysis

A SWOT analysis of BYOD in healthcare identifies what the strengths, the opportunities, the weaknesses, 
and threats inherent in the adoption of this approach in healthcare organisations are. This analysis intends 
to present the major concerns about BYOD in healthcare that healthcare organisations should care out 
when they decide to adopt it.

This analysis allows identifying the competitive advantages that healthcare organisations have when 
adopting BYOD in their policies. Although this analysis helps identify the biggest problems that face 
the internal and external adoption of this policy by the healthcare organisations.
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6. CONCLUSION

Concluding this article, it can be stated that BYOD in the organisation has different purposes such as 
employee’s satisfaction and productivity, improvement, collaboration, and removing the boundary of 
employees working only within office premises. Some organisations must adopt BYOD because they 
may concede to their businesses rivals that use BYOD which results in an improved customer/employee’s 
satisfaction, a better employees’ productivity, and faster response to the customers.

On the other hand, it was possible to identify the advantages and disadvantages that BYOD has for 
organisations. Organisations that wish to maintain more competitive edge over their competitors should 
adopt this new trend, but rather should consider the risks associated with this trend. A SWOT analysis 
of the BYOD approach to the organisation is always a good starting point for its adoption.

As the approach is new in organisations, some risks and challenges still need to be overcome to make 
the best use of BYOD in organisations. Nowadays, there are already some BYOD solutions to solve the 
main risks and challenges that they present to organisations, but these solutions are not enough in the 
face of the needs of organisations in an increasingly globalised and connected world.

Although BYOD is a new approach, it is already having a strong impact on healthcare, and it is various 
visible fields of action of BYOD and the gains that this approach brings to the healthcare organisation.

Concluding, it is possible to affirm that BYOD has a strong impact in healthcare organisation for 
several reasons. That reasons are healthcare professionals that bring their own device and seek to use 
them in their work, as well their personal life. Healthcare providers cannot afford to give everyone who 
would benefit from a device a device. So, having the physician on the medical staff or an employee use 
their own device can provide access to mobile tools to people who might otherwise not be able to benefit 
from mobile tools (“The Impact of BYOD on Healthcare Providers and Hospitals,” 2017).

It is important that healthcare organisations take advantage of the BYOD trend and adopt it to follow 
the technological development of utilisation of mobile devices at work and take better advantage of the 
benefits that this practice has for healthcare, more specifically with pervasive devices.

Even though the advantages of BYOD in healthcare are clearly visible, it is essential that at moment of 
BYOD adoption the data privacy and data security policies need to be established by HIPAA regulations.

Here it just covered a small area of BYOD in organisations including healthcare organisation, but 
there are many other sectors that still to investigate about BYOD in organisations like BYOD new solu-
tions, BYOD in school, among other areas.

Table 2. 

Strength Weakness

Better Control, Healthcare organisation decrease cost, Healthcare 
professionals more satisfied

Legal, Ethical and Privacy Laws

Opportunities Threats

Better capacity to adapt to new challenges in healthcare; Reduce the 
potential technical support request for IT staff

    Government regulations impacting mobile healthcare 
Privacy and Security concerns, Patient data loss or stolen
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ABSTRACT

Technology has greatly improved healthcare. Research has shown that improved user experience can 
vastly increase the volume and quality of knowledge gained from the accessible resources. Electronic 
medical records have been mandated by the U.S. government transitioning the medical field to computer 
based applications with the goal of efficiency and meaningful use. From this vast data, the end user 
could potentially increase their healthcare understanding through a centralized mobile-platform that 
brings the expertise from medical professionals, smart health and well-being best practices, alternative 
medicine and social media such as crowd-sourcing materials. In this chapter, we present a mHealth 
solution incorporating the features of Pinterest in order to provide a single portal for the dissemination 
of healthcare information.

INTRODUCTION

Although technology in healthcare has increased greatly over the past decade, the user experience of the 
combined available resources can unquestionably be improved (Blumenthal, 2009). Many Healthcare 
functions have been transferred to computer-based applications such as the institution of electronic health 
records (Jha et al., 2009). However, the end user could conceivably increase their healthcare knowledge 
through a platform that brings the knowledge from medical experts, smart health and wellbeing proven 
practices, alternative medicine and social media and crowdsourcing material (Alyass et al., 2015). In the 
past decade technology has also improved rapidly as cloud computing and big data have broadened the 
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scope of technical offerings increasing the ultimate experience for the end users. However, this technol-
ogy has not been maximized, especially for health care uses (Bizer et al., 2012). The use of enhanced 
visualization could increase the user experiences for healthcare best practices and implementation. 
Employing a new frame work that could be quickly accessed via mobile devices could offer the patient 
an improved user experience with their medical information queries as they fight against diseases and 
sustain healthy living. Building on the discovery principal that Pinterest has established through their 
superior search capability and enriched user interface, customization can occur to offer a single source 
for patients to research, medical diagnosis, smart health and wellbeing, alternative medicine and social 
media solutions. A carefully designed empirical study could determine if customizing Pinterest would 
improve the use of Healthcare Big Data by expanding the patients’ knowledge concerning their health 
issues via a mHealth solution. The specific contributions of this chapter are an identified solutions gap 
in the eHealth literature that can be addressed by using our proposed solution of customizing the Pinter-
est application.

The healthcare community is confronting an almost insurmountable amount of health and healthcare-
related content generated from numerous patient care points of contact, highly technical medical instru-
ments, and web-based health communities (Arunasalam, 2013). The contemporary healthcare big data 
areas that are taking shape are genomics-driven big data covering genotyping, gene expression, sequenc-
ing data and payer–provider big data including electronic health records, insurance records, pharmacy 
prescription, patient feedback and responses (Raghupathi & Raghupathi, 2014). Over the past decade, 
electronic health records (EHR) have been extensively implemented in hospitals and medical facilities 
giving way to significant clinical knowledge and a deeper understanding of patient disease patterns 
from such computer based collections. Using this vast healthcare data, doctors and patients alike may 
be more readily able to diagnosis the issues and determine treatments to remedy their health problems. 
Utilizing lessons learned from the immense healthcare data, the end user could increase their health-
care knowledge. Expanding on a unified mobile accessible platform, the healthcare big data could offer 
patients a wealth of awareness via a mHealth application. Medical professionals have been publishing 
their expertise in journals that can be tapped to expand the patient health understanding. In addition, 
there are many websites that offer smart health and wellbeing proven practices. Physical ailments can 
also be addressed through alternative medicine. Social media offers many remedies to health issues as 
those seeking wellness write blogs and effectively crowdsource to seek healthy solutions. These offerings 
along with many others could be bundled together to offer a superior distinct healthcare tool.

After decades of implementing computer-based applications in almost every field of study, a by-
product taking shape is immense data which is now known as big data (Peters et al., 2014). This vast 
amount of data now collected and accessible via mobile devices via cloud computing technology allows 
for humans to move more deeply into the exploration of the information age. Not harnessed to its fullest, 
the big data technology now being researched will give way to superior growth of understanding for 
decision making and everyday life especially in healthcare (Jee & Kim, 2013) . Challenges are appar-
ent in this new technology of big data on cloud computing. Although they cover all ranges, the main 
few areas are data capture, data storage, data analysis, and data visualization (Chen, 2014). Traditional 
data was mapped and placed in organized relational databases to be searched and presented in software 
applications for the various end users to perform their daily tasks. Unlike traditional data, big data is 
readily available on the internet, from sensors, and even disjointed databases with none of it organized 
for customary relational database viewing methods (Ma et al., 2015). The user friendly platform for 
searching and analyzing this great amount of big data sources is still in the beginning stages.
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BACKGROUND

Presently, the process of visualization in big data projects is most often the image of dots on a map or 
graphical views. By enhancing the view of big data, the user experience will most likely increase and 
additional knowledge will be obtained. To present this information, a search for an optimal framework 
has occurred exposing that Pinterest can offer big data information in the most succinct manner to the 
end user. Not only will the user be able to access the big data platform from traditional PCs and laptops, 
but mobile access using smartphones and tablets will be the ultimate end goal. A potential solution is 
streamlining big data interface that can be accessed from anywhere allowing the end user to easily obtain 
healthcare information to better their lifestyle.

Through the power of cloud computing and big data, the end users can now demand more from 
software applications. This superior technology can be exploited for healthcare uses to more easily sift 
through medical data discovering greater medical solutions. Several studies have articulated the benefits 
of improving visualization of healthcare big data to increase the users’ experience as they move toward a 
better understanding of healing remedies and healthy living guidelines (Zhang et al., 2008). Employing 
a new framework accessed by mobile devices, patients could harness this knowledge as they combat 
diseases and achieve healthy living. Fully utilizing the discovery principal available through Pinterest 
by utilizing their comprehensive search and powerful user interface, customization can occur to offer a 
unified software mHealth application for patients to research medical diagnosis, healthy living, alterna-
tive medicine and social media options.

A continued pursuit took place where many in the millennial generation were sought for their opinions 
to find popular sites. Time and time again, the young adults said they preferred Pinterest. Reviewing the 
About page on the Pinterest site, they classify themselves as the world’s catalog of ideas. Their mission 
is to help people discover the things they love, and inspire their users to go do those things in their daily 
lives. Back in March 2010, when they co-founded Pinterest, Ben Silbermann, Evan Sharp and Paul Sci-
arra sought out to create a site about discovery of all the relevant and interesting information that can be 
found on the internet. Using the website, users discover and organize things they like. From a technology 
view, the company is based on big data, where the software captures rich metadata around each image 
and stores them for latter access. Considering users love the site and the big data search technology is 
powerful, the idea began of customizing Pinterest to meet patient’s healthcare needs.

IMPROVING HEALTHCARE SOLUTIONS

Healthcare Information Sources

Through numerous patient care points of contact, highly technical medical instruments, health related 
payment systems and web-based health communities, our society now has access to a vast amounts of 
health and healthcare-related internet based content (Avinash et al., 2005). Many healthcare big data 
projects have been put in place to utilize the information including genomics-driven big data covering 
genotyping, gene expression (O’Driscoll, 2013); sequencing data and payer–provider big data including 
electronic health records (Rind et al., 2011); insurance records, pharmacy prescription, patient feedback 
and responses, and health and well-being best practices (Stroetmann, 2013). Still studies have shown 
that the end users’ healthcare needs are not fully met (Harrison & Mort, 1998).
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HEALTHCARE TECHNOLOGY

Electronic health records (EHR) have been widely implemented in hospitals and medical facilities allow-
ing patients’ access to their records online and opening clinical research areas increasing understanding 
of patients’ diseases patterns from healthcare big data collections (Ludwick & Doucette, 2009). Access 
to this healthcare data is greatly expanding the knowledge of patients and medical professionals alike 
(Murdoch & Detsky, 2013). Clinical improvements are an example where analyzing patient characteris-
tics in conjunction with the cost and outcomes of care work to identify the most clinically cost effective 
treatments are occurring to help doctors’ aid patients (Arunasalam, 2013). Reduction of costs to identify, 
predict and minimize fraud is another area of interest which utilizes big data technology (Bates et al., 
2014). Efficiency of processes to help patients locate providers, manage their care, and improve their 
health is yet another sample of healthcare technology possible improvements (Neff, 2013). Other areas 
that are being explored include genomics, bioinformatics (Swan, 2013), pharmacogenomics, dentistry, 
HIV epidemiology, cardiovascular research (Pah et al., 2015) and much more. Given the technology avail-
able and the data being collected, doctors and patients may be more readily able to diagnosis the issues 
and determine treatments to remedy their health problems (Vaitsis et al., 2014). The medical expertise 
of various professionals can now be shared through the technology offerings (Philips et al., 2004). The 
collection of all the medical knowledge could help patients with their health needs especially patients 
with chronic health issues (Wyber et al., 2015).

In addition to the typical medical advice, patients are seeking alternative medicine to address all 
of their health needs (Eisenberg et al., 1998). Smart health and well-being best practices can also be 
instituted by patients to address their health concerns outside of offerings from basic medicine offer-
ings. While it holds true that most patients are not alone with their health problems, very often they are 
not able to connect with a community of people who have had the same issues. Through Social Media, 
patients could help each other morally, technically through suggestions for medical care, and specifically 
through healthy practices such as diet and exercise as they share their challenges and needs (Wen-ying et 
al., 2009). Another avenue of this health knowledge can be obtained from the mobile access that the user 
is utilizing to extract the data (Kumar et al., 2013). As the application obtains the patients geographical 
location, data presented can be altered based on health care needs in the area (Free et al., 2013). For 
example, virus breakouts can be warned to travelers, detailing of best practices to ward off diseases.

The application of technology in healthcare is increasing overtime (Yao et al., 2015). Although the 
rate may not be as fast as society’s expectance of the digital practical applications, the health-based 
profession is finding usage for technology to replace their paper based systems. Driving down costs, 
like most other businesses, is the main factor for the adoption of technology in healthcare (Hayhurst, 
2015). In health insurance claims, detecting fraud, abuse, waste, and errors, thereby reducing recurrent 
losses and facilitating enhanced patient care has been a main focus for healthcare technology. In addition, 
for medical facilities directly streamlining patient related applications such as medical records, patient 
registration systems, and clinical based applications has greatly increased the efficiency of hospitals 
and medical practices. Big data applications have been identified to assist in reducing costs in the areas 
of high-cost patients, readmissions, triage, decompensation, adverse events, and treatment optimization 
for diseases (Kuiken, 2013). For the ease of use that technology offers, medical professionals also find 
that the use of software applications assist in their everyday use through clinical applications, research 
studies of diseases, and overall trending analysis.
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MEDICAL EXPERTISE

Medical professionals utilize software applications to assist their day to day operations in areas such as 
research of genomics, bioinformatics, pharmacogenomics, HIV epidemiology, chronic disease research 
and much more (Schmidt et al., 1990). For example, in the field of genomics, researchers are produc-
ing genome-wide data sets on ever-expanding study populations. Because of technology, broad access 
to these data, stored samples, and EMRs are accelerating society’s understanding of the role of genes, 
environment, and behavior in health and disease. With this information, new knowledge is gained by im-
proving diagnostics, targeting drug development, and exploration into new insights about how to prevent 
and treat disease (Curtis et al., 2014). As an interdisciplinary field, bioinformatics is another example of 
technology in healthcare where methods are developed using software tools for understanding biological 
data. Bioinformatics combines computer science, statistics, mathematics, and engineering to analyze 
and interpret biological data. Digital uses are found very important in the study of pharmacogenomics 
which identifies how genes affect a person’s response to drugs. In addition, chronic diseases are studied 
and identified using technology to sort through the vast amount of data points. Patients, as the final end 
users of the healthcare technology implementations, have various applications that can be used to assist 
in their healthcare knowledge (Lin, 2015). However, as technology improves, combining all of these 
areas will also assist to offer more sophisticated software usages. Within a single source search area, 
having access to the medical expertise information would greatly help patients and doctors diagnosis 
issues and determine best practices to stay healthy. The big data platform is the best technology available 
to offer the medical expertise documentation in a single search application.

DISPERSED HEALTHCARE INFORMATION SOURCES

Patients often have many healthcare solutions available to them. However, they are located at many dis-
persed sources. There is healthcare technology that can offer them insight into their actual vital signs. 
Their medical records are now electronically stored and can be accessible to review. Medical experts 
have a plethora of information which is reachable at many different locations on the internet. Alterna-
tive medicine may also offer healthy solutions to address the patient’s needs. Feeding into the health 
information sources, smart health and wellbeing regiments are available online. In addition, social media 
offerings can also offer peer support as others also are affected with similar diseases. Figure 1 shows 
how health knowledge is scattered and dispersed throughout various points of access.

Big Data and the Technical Revolution

The large swathes of data being generated through the many computer-based applications continuously 
can be queried and reachable through cloud computing technology (Rayport & Heyward, 2011). This big 
data technology has potential to offer everyone greater knowledge to improve every aspect of their lives 
particularly in healthcare. Building on cloud computing, the big data technology is uniquely different 
than previous database technology in that with only simple configuration systems can be expanded to 
calculate extensible algorithms on terabytes of data.
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BIG DATA OVERVIEW

At any time, data is being gathered and generated across the internet (Xia et al., 2012). There is digital 
data that is emitted from sensors such as mobile phone usage. There is data generated from paper-based 
forms as processes become almost completely computer based such as Tax Forms (Emani et al., 2015). 
There is personal data such as address and contact information found with a quick review across the 
internet. There is social media data as people go online to state their opinions. The amount of data 
available via the internet is almost endless. The issue lies in how to present meaningful results from the 
data. As defined by Gartner (Gartner, 2014), big data is high-volume, high-velocity and high-variety 
information assets that demand cost-effective, innovative forms of information processing for enhanced 
insight and decision making. Taking this data and being able to create progressive decisions based off of 
the analytical results is the main goal of big data (Demirkan, 2013). The term “Big” is applied because 
traditional data processing cannot be utilized as the data is too large and it is often unstructured which 
makes it a challenge to organize in customary formatting (Gandomi & Haider, 2015).

Figure 1. This diagram shows health knowledge is scattered and dispersed throughout various points 
of access
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BIG DATA TECHNOLOGY

Utilizing the Cloud Computing infrastructure offers a platform for the big data to finally begin to be 
managed and analyzed (Andreolini et al., 2015). As best defined by Hashem and his team, “Cloud com-
puting and big data are conjoined. Big data provides users the ability to use commodity computing to 
process distributed queries across multiple datasets and return resultant sets in a timely manner” p. 102 
(Hashem, 2015). Cloud computing provides the underlying engine through the use of Hadoop Distributed 
File System (HDFS) (Reyes-Ortiz et al., 2015), a class of distributed data-processing platforms (Feller et 
al., 2015). Large data sources from the cloud and Web are stored in a distributed fault-tolerant database 
and processed through a programming model for large datasets with a parallel distributed algorithm in a 
cluster (Hu et al., 2014). Retrieving this data, NoSQL is a type of database that allows for management 
of large distributed data through a scheme free, easy replication, and simple API. At the programming 
layer, MapReduce sanctions the processing of large amounts of datasets stored in parallel in the cluster 
(Darji & Waghela, 2014). From there, views of the data can be compiled and visualized for end users 
via APIs (Maitrey & Jha, 2015).

BIG DATA USABILITY

Big data usability was not the focus when big data technology was first established. Not implemented 
like most technologies with the attention on end user, big data has become a technology more because 
of an outcome and not just because end users made requirements (Kambatla et al., 2014). Therefore, 
the existing big data usability is a view of datasets in graphs and maps. There are not requirements and 
use cases that can be identified for the creation of big data usability (Kum et al., 2015). The data is 
simply there, and usability experts need to now figure out how best to use the overwhelming amount of 
information (Walji et al., 2013).

A good example of big data usability comes from the database designer field. To address the need 
for more comprehensive views of big data, Macneil & Elmqvist (MacNeil & Elmqvist, 2013) set out 
to create visual interfaces that could easily interrupt large data sets from a web based view. The overall 
concept is to make large data more readily understandable to the end user. The key feature the team 
determines is not the ability to represent all data in a single view, but rather the capability for the end 
user to be able to easily create new views and coordinate these views to support comparison and cor-
relation. To address the viewing need, the team created a visualization mosaic which they describe as 
a hierarchical container structure for visual representations in tiles that present a predefined data set. 
The main features of mosaics are space-filling layout, visual transformations, mosaic management and 
formal notation. Although the team explained various applications that are similar, only their solution 
was built on Java for Web based solutions. Examples of their efforts are described as they built a crime 
scene map and rock climbing view. Each process was analyzed as the overall steps were noted on how 
the implementation could be executed to view a map in both scenarios of data elements of the items. 
Crime blots were shown in Seattle and a rock climbing map was shown for Tibetan Himalaya region. 
This usability allowed certain sets of data to be displayed in visual usage, related to mapping features.
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BIG DATA IN HEALTHCARE

In the world of medicine, the first great revolution was the gathering of research to improve medical 
practices. The next great medical revolution is here with the incorporation of biomedical sciences and 
the data sciences (O’Driscoll, 2013). That is to say with “big data” now widely used, research can be 
compiled and analyzed giving way to much more accurate medical decisions with the amalgamation 
of the computer sciences (DJ, 2014). At Johns Hopkins Hospital, new research is moving forward in-
corporating big data processes into specific areas of medicine. These studies hope to improve medical 
practices and create better outcome for the patients (Al-Jumeily et al., 2015). Areas of focus include HIV 
(Young, 2015), genomics (Fan & Liu, 2013), rheumatology, radiology, and cancer research. Questions 
are asked that research hopes to address such as should all cancer patients be treated, can the medical 
staff predict how often patients will visit the doctors, and does the correlation between office visits and 
treatments relate to overall health (Calyam et al., 2016). Utilizing big data analytics together with the 
medical experts and the computer sciences professionals the goal is to enhance the usage for patients 
given the wealth of medical data (Marx, 2013).

The Proposed Portal Experience

The user experience for big data is in only the beginning stages. Although there are some types of views 
of big data and limited search availability, the overall user experience can be greatly increased. This 
limited user experience for big data in health care is greatly lacking. In addition, there are many areas 
that can offer more options for the end user (Suchanek & Weikum, 2013). Data visualization is the pres-
ent most common means for the industry to access big data technology (Wright et al., 2013). Analytics 
transforms the data in to a visual depiction of the data offering map views or other high-level charts 
and graphs from the data summation. The end-user for these processes is generally upper management 
or decision makers trying to determine a path forward for their business or government agency (GE 
et al., 2014). However, big data has more to offer than simple hints towards future plans. The general 
public already enjoys big data searches through Google and other search engines to find knowledge to 
enrich their lives. Elevating these search offerings could certainly improve the user experience for big 
data technology. Building on an existing search framework, the user experience could be increased with 
only incremental changes. This framework must be available on all devices for the best user experience 
including desktops, laptops, smart phones and all mobile devices. Ensuring that the interface is simple 
and yet easy to use is extremely important for the best user experience.

VISUALIZATION

Data visualization is defined as the presentation of data in a pictorial or graphical format (Tam & Song, 
2016). The objective is to enable decision makers to view data analytics presented visually with the 
expectation to take the data summation and understand difficult concepts or identify new patterns (Lee 
et al., 2013). Allowing the user to control the views, many companies employ interactive visualization 
tools to maneuver through the data rapidly customizing charts and graphs to gain more knowledge 
from the data (Liu et al., 2013). Using pictures to understand data has been utilized for centuries, using 
maps and graphs as early as the 1600s and then pie charts in the early 1800s (Miksch & Aigner, 2014). 
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Superior technology now allows for even more improvement and usage of data visualization (Tatarchuk 
et al., 2008). Data Servers now make it possible to process enormous amounts of data at extremely fast 
speed (Shvachko et al., 2010). Data visualization has become a rapidly evolving blend of science and 
art that feasible because of data analytics (Thorvaldsdóttir et al., 2013). These computers are process-
ing extensive algorithms to meet the views that the users are requesting (Yang et al., 2015). With this 
big data technology there is potential for great opportunity; the next phases of data visualization are 
researching how to expand the present visual interfaces that are offered of primarily charts, maps and 
contextual searches (Krämer & Senner, 2015).

Visualization methods have offered increased benefits to many organizations over the past decade 
beginning with business intelligence and moving to full visual analytics for many subjects (Sagiroglu 
& Sinanc, 2013). The developing field of visual analytics concentrates on making sense of the big data 
through integrating human judgement using visual representations and interaction techniques in the 
analysis process (Keim et al., 2008). The Healthcare field is using visual analytics to extract insights from 
Electronic Health Records (Wang et al., 2011), gain knowledge from medical professionals (Zhang et al., 
2008), and view how patients are searching for diagnosis on the web (Brownstein et al., 2009). Building 
on these applications of visualization and visual analytics, big data technology can move forward in its 
functionality and uses. Still, big data visualization has much improvement ahead to become a superior 
user friendly experience (Thomas & Kielman, 2009).

USER EXPERIENCE

Research into big data technology user experiences are only at the very beginning stages (Chan, 2015). 
In fact, research has found that the user interface of the most big data projects is an afterthought (Fisher 
et al., 2012). The bulk of the big data projects are centered on setting up the platform, gathering the data 
and then at some stage a user requests to see the data. Only at that point, the technical team discovers 
that the data is not as useful for true end user knowledge and have a very little view of how the users 
can actually benefit from the terabytes of data that is available for searching. However, for a truly good 
user experience of any software application, the end user requirements must be established first, and 
not only as an addendum.

To improve big data applications, the users need to be contacted and surveyed to determine how 
they could use an application and what tools would best suit their needs. The issue with the big data 
platforms is no one, not even the user, truly knows what they want or could even have from this new 
technology. Modern end users enjoy the benefits of having rich data at their hand through their mobile 
devices. However, improving the software interface could be improved to offer them a better view of the 
data (Marchionini, 1989). Search engines and some few applications such as Facebook, Instagram and 
Pinterest offer users some satisfaction for probing the vast array of data to meet their needs. Unfortunately, 
there have been few studies to truly understand how users could utilize big data and how to improve 
their user experience (Senkowski & Branscum, 2015). A simple incremental improvement to a modern 
application may offer enhancements that may meet the users’ needs (Hassenzahl & Tractinsky, 2006). 
With true user feedback on specific application information, user experience could be improved (Kim 
& Chang, 2007). Design changes could be implemented with the end user as the central goal (Kopetz, 
2011). Thereby, step by step the user experience of big data technology will ultimately improve.
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FRAMEWORK

To make the most of the user experience, a framework to view the big data technology works best. Al-
ready users are comfortable with maneuvering through software systems that function with set features 
available in all screens (Cohen & Oviatt, 2000). For example, many well established applications display 
buttons along the top and left side for changing the views and acting on the data such as Outlook, In-
ternet Explorer, and Microsoft Word. Having an existing framework will allow the users to more easily 
transition their existing interface ability to the new big data interface usages (Marchionini & Komlodi, 
1998). Not only should the user interface be based on an existing framework, the architecture should 
be building upon best practices of solid infrastructure conventions (Ghezzi et al., 2015). Maintaining 
both a framework for the user interface and the technical platform will allow incremental changes that 
improve the big data offerings.

MOBILE TECHNOLOGY

Mobile application offerings are the most user friendly technology of the present day. It is hard to walk 
down the street without seeing somebody looking at their handheld devices for many of their daily tasks 
or for simply just socializing (Cifuentes, 2013). Thanks in part to Steve Jobs, the mobile device technol-
ogy has changed the world for ever. Using a standard framework, software engineers can create software 
applications called “apps” that can be easily downloaded to a mobile device for almost any purpose. The 
application is installed on the mobile device, but primarily works off of the wireless network hooking 
the application up to servers in data centers (Han et al., 2015). Now with cloud computing being acces-
sible to anyone for inexpensive monthly fees, applications can fully utilize cloud technology and big 
data architecture with relative low overhead (Laurila et al., 2012).

Not to be left behind, the healthcare industry has many uses for mobile applications (Strack et al., 
2015). In fact, the need is growing so rapidly that there is a new word for mobile health which is en-
titled mHealth, meaning the practice of medicine and public health supported by mobile devices. “For 
the healthcare industry, mobile applications provide a new frontier in offering better care and services 
to patients, and a more flexible and mobile way of communicating with suppliers and patients. Mobile 
applications will provide important real time data for patients, physicians, insurers, and suppliers. In 
addition, it will revolutionize the way information is managed in the healthcare industry and redefine 
the doctor – patient communication.” (Siau & Shen, 2006) To begin, the mobile device can be used to 
encourage a patient to exercise and increase their baseline of healthiness (Monroe et al., 2015). The goal, 
of course, would be to create an app that could assist users to manage their exercise and weight (Gowin 
et al., 2015). From there, mobile applications give users the knowledge they need when they are moving 
through their everyday life activities. Mobile users want to be able get the information they need at their 
fingertips, and that includes more healthcare knowledge (Miller et al., 2015). Patients are looking for 
answers for their medical issues such as common infectious diseases, fending off heart disease (Logan, 
2013) and even researching mental health issues (Bardram et al., 2013).

There are many existing mobile device applications monitor physical activity, manage in-home care, 
and assist medical professionals in collecting patient data assessment to address their medical needs. 
For example, the software application Ginger.io (Kuiken, 2013) offers a mobile application in which 
diabetic patients agree to be tracked through their mobile phones and assisted with behavioral health 
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treatments. Utilizing the sensors in smartphones, the application records location, texting, calling, and 
even movement in conjunction with patient surveys delivered to their smartphones. The Ginger.io ap-
plication incorporates the patient’s health details with public research from NIH and other public sources 
to create a wealth of behavioral health data for each patient. Together with their doctors the patients 
gain helpful insights pointing out changes in activity, food intake and general health care to improve 
diabetic issues (Kuiken, 2013). A patient could be traveling to another country and not able to speak the 
language, however, with the help of a mHealth application, finding native health care for emergencies 
and having warnings documented concerning local health issues could be available at the finger tips 
(Paul & Dredze, 2011). At some point in the future, the end user may find this technology invaluable.

SOLUTIONS AND RECOMMENDATIONS

Solutions are few to meet this mHealth single search solution. The literature review suggests there is a 
gap where end users are lost as they try to meet their healthcare needs. The use of Google is one of the 
best most utilized search engines to answer health related questions. Patients presently utilize the superior 
search of big data offerings to sort through the vast internet to try to answer their health concerns. The 
issue that occurs is easily sorting and categorizing the new information for easy retrieval at another time. 
Accessing the big data easily allows the user to transition from simple data information to knowledge. 
Therefore, the examination continued to increase the user experience of the resulting set offered.

With the goal of a superior mobile platform for big data searching that already has a satisfied user-
base; Pinterest was selected as the best option to improve a big data offering for the healthcare industry. 
Pinterest can be customized to meet the needs of the ever growing user base offering a superior mHealth 
solution. Easily searchable and retrievable big data offerings can now be accessed routinely. As shown 
in Figure 2, the mHealth Pinterest App can be the Portal for the various healthcare software offerings. A 
customized Pinterest application can offer end users the ability to research the various healthcare technol-
ogy solutions available, view their own medical diagnosis via Electronic Medical Records, search the 
assessments of medical professionals, review alternative medicine, research healthy living possibilities, 
and explore social media options.

Many users simply enjoy Pinterest to share ideas such as home improvements, food and recipes or 
crafts. However, the user profile can be customized to present topics that have specific interests such 
as exercise, healthcare, and healthy living. With specific health related topics established and reputable 
health content “Pinned”, the Pinterest interface can offer a superior search engine for reviewing healthy 
topics that could help injured or sick patients find solutions to their illnesses and even the everyday 
person find methods to staying healthy longer by extending fit habits. Patients could use Pinterest to 
research any health issues that they are facing such as the good recipes for the common flu, how to ward 
off malaria when traveling aboard, or treatments and social support for Chronic Obstructive Pulmonary 
Disease (Paige et al., 2015). For the reasons of big data usage, superior search capability, an easy to use 
mobile platform, and high end user acceptance, Pinterest is a good big data solution from which to build 
upon to offer a mHealth solution.

Although there are many ways to address healthcare needs, one possible solution worthy of study 
is to implement the popular big data search engine Pinterest to determine if it can be customized to 
improve the patients’ understanding of their healthcare issues. There is very little research performed 
on the Pinterest application especially in the field of healthcare. Therefore, it may be that only minor 
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changes to Pinterest could address the needs of the patients’ population. Figure 3 shows a view of the 
proposed Portal Screenshot. Using a healthcare Pinterest application as their source of greater knowledge, 
patients may find their ideas moving them forward in healthcare remedies and smart wellbeing choices.

FUTURE RESEARCH DIRECTIONS

There is an increasing need for universally accessible initiative in healthcare technology, especially in 
healthcare. Big data in healthcare is rapidly evolving and has much to offer even the older population 
and accessibility should be considered in the design stages of every visualization application project to 
enhance the usability for all. Further research is needed to understand the outcomes of improvements in 
big data software usage. This research offers a first step in understanding how incremental changes to 
an interface can offer much greater satisfaction to the patients and health seekers. Beginning with the 
Pinterest application, small changes could be implemented to make the vast amount of data useful to all. 
Decisions could be made more rapidly once the patient has full access to the insight the data can foretell.

CONCLUSION

The user experience of viewing healthcare big data can be greatly improved gaining superior knowledge 
from the vast array of information readily available (Raghupathi & Raghupathi, 2014). With the expan-

Figure 2. This diagram shows how dispersed health knowledge solutions in various software applications 
can be brought together through a big data mHealth Portal app
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sion of electronic medical records and much of the medical industry digitized, boundless information 
is at the patient’s finger tips. From this immense data, a platform that brings the expertise from medi-
cal professionals, smart health and wellbeing proven practices, alternative medicine and social media 
could increase the end user’s healthcare understanding. With a technological breakthrough in cloud 
computing and big data, mHealth software applications can offer substantially more information to the 
end users. This innovative technology can be utilized for healthcare uses to more easily search medical 
related information discovering greater medical solutions. Cultivating healthcare big data visualization 
could intensify the user experience gaining a better understanding of healing remedies and healthy living 
guidelines leading toward longevity. This original framework could be accessed using mobile devise such 
as tablets in assisting patients to attain healthy living. This research study may prove that employing the 
discovery principals available through a customized Pinterest application can offer patients the ability 
to research their own medical diagnosis, healthy living, alternative medicine and social media options.

Figure 3. This image is a view of the proposed Portal Screenshot to address the big data mHealth Portal 
app solution
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KEY TERMS AND DEFINITIONS

App: An app or software application is typically a small, specialized program downloaded onto 
mobile devices.

Big Data: Big data is high-volume, high-velocity and high-variety information assets that demand 
cost-effective, innovative forms of information processing for enhanced insight and decision making.
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Cloud Computing: Cloud Computing is the practice of using a network of remote servers hosted 
on the Internet to store, manage, and process data, rather than a local server or a personal computer.

Crowdsourcing: Crowdsourcing is the process of obtaining (information or input into a particular 
task or project) by enlisting the services of a number of people, either paid or unpaid, typically via the 
Internet.

Electronic Medical Records (EMR): Electronic Medical Records is a digital version of the tra-
ditional paper-based medical record for an individual. The EMR represents a medical record within a 
single facility, such as a doctor’s office or a clinic.

Hadoop Distributed File System (HDFS): The Hadoop Distributed File System is a Java-based 
file system that provides scalable and reliable data storage, and it was designed to span large clusters 
of commodity servers. HDFS has demonstrated production scalability of up to 200 PB of storage and a 
single cluster of 4500 servers, supporting close to a billion files and blocks.

MapReduce: A MapReduce job usually splits the input data-set into independent chunks which are 
processed by the map tasks in a completely parallel manner. The framework sorts the outputs of the 
maps, which are then input to the reduce tasks. Typically both the input and the output of the job are 
stored in a file-system.

NoSql: A NoSQL (originally referring to “non SQL”, “non relational” or “not only SQL”) database 
provides a mechanism for storage and retrieval of data which is modeled in means other than the tabular 
relations used in relational databases.

Visual Analytics: Visual analytics is an outgrowth of the fields of information visualization and 
scientific visualization that focuses on analytical reasoning facilitated by interactive visual interfaces.

Visualization: Visualization is any technique for creating images, diagrams, or animations to com-
municate a message. Visualization through visual imagery has been an effective way to communicate 
both abstract and concrete ideas since the dawn of humanity.
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ABSTRACT

This chapter reveals the overview of mobile health systems; the adoption of mobile health systems; mobile 
health systems and patient monitoring; the overview of mobile health technology; the advanced issues of 
Electronic Health Record (EHR); and the challenges of EHR in global health care. Mobile health helps 
deliver the health care services with quality care, improved workflow, and increased patient interaction 
while minimizing complexity and cost to achieve the desired goals in health care settings. EHR systems 
are the real-time and patient-centered records that make information available instantly and securely 
to authorized users. The chapter argues that applying mobile health systems and EHR has the potential 
to improve health care efficiency and gain sustainable competitive advantage in global health care.

INTRODUCTION

Nowadays, information and communication technology (ICT) affects the health system development across 
many developing countries, particularly through the application of mobile communications (Nisha, Iqbal, 
Rifat, & Idrish, 2016). Mobile health is an extension of electronic health in which health care services 
can be accessed through smart mobile devices (Anshari & Almunawar, 2015), while guaranteeing the 
mobility of patients for their free activity (Lee, 2016). Mobility is the indispensable part of life today 
(Gürsel, 2016). Due to the attractive features (e.g., cost-effective sensors and wireless communication 
capabilities), mobile devices have received great attention in the health care context (Sood, Gururajan, 
Hafeez-Baig, & Wickramasinghe, 2017).

The potential for mobile health to transform formal health care provision, especially in the geo-
graphically remote areas, is huge (Hampshire et al., 2015) regarding many aspects of human’s life (Dias, 
Ribeiro, & Furtado, 2016). The mobile health field focuses on the utilization of mobile health technol-
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ogy to support hospital care, healthy behavior, patient monitoring, and educational awareness (Househ, 
Borycki, Kushniruk, & Alofaysan, 2012). Mobile health technology can alert the patients and health care 
providers about health-related information and emergencies through text messaging on mobile devices 
(Ikhu-Omoregbe & Azeta, 2012). Telemedicine is the provision of diagnosis and health care from a 
distance using media, such as interactive computer programs and information technology (Kasemsap, 
2017a). Mobile phone-based telemedicine has proven to be an effective approach for information ex-
change and for providing feedback between patients and their health care providers (Goyal et al., 2016).

EHR is defined as an electronic record of health-related information on an individual that conforms 
to the nationally recognized interoperability standards and can be created, managed, and consulted by 
authorized clinicians and staff across health care organizations (Kamath & Donahoe-Anshus, 2012). 
Health information technology (HIT) is the area of IT involving the design, development, creation, uti-
lization, and maintenance of information systems for the health care industry (Kasemsap, 2017b). EHR 
is the part of the larger national initiative focusing on HIT, which is the exchange of health information 
in an electronic environment (D’Abundo, 2013). EHR systems are very important in health care settings 
and have the potential to transform the health care system from a mostly paper-based industry to the one 
that utilizes the clinical data and other pieces of information to assist health care providers in delivering 
the higher quality of care to their patients (Kasemsap, 2017c).

EHR is considered as the significant method of improving the efficiency of health care system (Gibson 
& Abrams, 2010). EHR includes health information, such as observations, laboratory tests, diagnostic 
imaging reports, treatments, therapies, drugs administered, and allergies (de la Torre Díez, Sánchez, 
Coronado, & López Gálvez, 2010). EHR attracts the particular concern about the unauthorized access 
and disclosure of personal information contained in the records (Ries, 2011). A fundamental requirement 
for achieving continuity of care is recognized as the integration and interoperability of clinically oriented 
systems toward the realization of EHR (Kitsiou, 2009). Through EHR, patients are provided with tools to 
help them manage their health care, clinicians are able to access the up-to-date patient information, and 
governments are showing transparency to the public by reporting health information on their websites 
(Protti, 2008). The suitable utilization of EHR requires the realistic concept of electronic health by all 
the involved professions (Ceruti, Geninatti, & Siliquini, 2016).

This chapter is based on a literature review of mobile health systems and EHR. The extensive litera-
ture of mobile health systems and EHR provides a contribution to practitioners and researchers in order 
to maximize their impact in global health care.

BACKGROUND

Health care systems experience a wide variety of challenges with the integration of mobile and ubiquitous 
technology (Olla & Tan, 2009). The use of mobile devices (e.g., smartphones, pagers, tablets, and Wi-Fi 
phones) can accelerate the admit-and-discharge process and promote the direct communication between 
clinicians and patients (Moghimi & Wickramasinghe, 2017). While designing mobile health systems, 
the focal point of research is concentrated on the design of innovative developments for improving the 
practice of health care and the increase in well-being with a strong focus on the functional requirements 
(Mayora et al., 2016).

Mobile health is the new edge on health care innovation (Silva, Rodrigues, de la Torre Diez, Lopez-
Coronado, & Saleem, 2015) and is about the ability to deliver and manage the health care services 
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and information through wireless networks (Bamigboye, 2012). Many patients seek the health-related 
answers for their specific individual needs from any place, at any time (Koumpouros & Georgoulas, 
2017). The patient-centered health care paradigm allows for the increased quality of care and quality of 
life for patients while increasing personal freedom to be connected to health care providers and health 
care services (Falchuk, Famolari, Fischer, Loeb, & Panagos, 2010).

EHR has been adopted in many countries due to its ability to enhance and raise the health care quality 
(Nassar, Othman, Hayajneh, & Ali, 2015). EHR is a method of organizing the patient data-making use 
of the advances in the field of IT (Galani & Nikiforou, 2006) and provides each individual with a secure 
and private lifetime record of their key health history and care within the health care system (Pullen & 
Al-Hakim, 2016). Health care organizations are encouraged to adopt EHR, which are expected to im-
prove the quality of health care by providing the accurate and up-to-date patient information, to improve 
patients’ and providers’ adherence to treatment guidelines, and to allow health information to be shared 
among authorized parties within and outside an organization (Zhang, Yu, & Shen, 2012).

EHR systems lead to the improved legibility of physician’s notes (Shachak, Hadas-Dayagi, Ziv, & 
Reis, 2009) and the better access to patient charts (Walji, Taylor, Langabeer, & Valenza, 2009). Service 
innovations have been linked to the changes in the way that health care organizations organize their work 
(Bhuyan, Zhu, Chandak, Kim, & Stimpson, 2014). The inappropriate implementation or adoption of 
EHR can contribute to medical errors that cause serious injuries or even deaths (Institute of Medicine 
of the National Academies, 2012).

SIGNIFICANT PERSPECTIVES ON MOBILE HEALTH 
SYSTEMS AND ELECTRONIC HEALTH RECORD

This section presents the overview of mobile health systems; the adoption of mobile health systems; 
mobile health systems and patient monitoring; the overview of mobile health technology; the advanced 
issues of EHR; and the challenges of EHR in global health care.

Overview of Mobile Health Systems

In the developed world, mobile health systems can increase the dissemination of health information 
and actionable public health information for improving the ability to diagnose, treat, and track many 
chronic diseases (Siddiqui et al., 2015). Coinciding with the rise of the aging population, the prevalence 
of both chronic diseases and health care costs has skyrocketed, making it challenging to improve the 
quality and the reach of health care to those in need (Lan, Zhang, & Lu, 2016). Through mobile health 
systems, patients will not only utilize the online health care services (e.g., making appointments, viewing 
health records, and having consultations through their mobile devices), but they can also participate and 
contribute to the discussion in the knowledge-sharing forums (Almunawar, Anshari, & Younis, 2015).

Mobile health systems and its corresponding mobility functionalities have a strong impact on the 
typical health care monitoring and alerting systems, clinical and administrative data collection, record 
maintenance, health care delivery programs, medical information awareness, and prevention systems 
(Zuehlke, Li, Talaei-Khoei, & Ray, 2009). Mobile health systems have the potential to create the health 
care-related future by translating the existing applications and by creating the new ideas (Tamposis, Pou-
liakis, Fezoulidis, & Karakitsos, 2017). The use of mobile phones in health care settings can potentially 
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deliver many benefits, because of their ability to improve the access to information resources (Chib, 
2010). The advancement in mobile health technology and the increasing number of aging people have 
given rise to a need for the better understanding on how mobile phones can be used to the advantage of 
the aging population (Nikou, 2015).

Mobile health describes the utilization of a broad range of telecommunication and multimedia tech-
nologies within wireless care delivery design (Moumtzoglou, 2016) and provides a medium to efficiently 
transfer the health-related information (Redha, Hartwick, & Sikka, 2015). Mobile health appears to offer 
a way for health care delivery to revolutionize itself and to emphasize the significant areas of access, 
quality, and value (Wickramasinghe & Goldberg, 2007). Mobile health systems can play an important 
role in supporting health care by providing the health care applications that access the health care records 
and reduce the paperwork for clinical physicians, nurses, and health care providers (Archer, 2010).

Mobile health strategies include the use of mobile phones for data collection, access to training, 
communication among health care providers, and the promotion of health behaviors in the community 
(Agarwal, Perry, Long, & Labrique, 2015). Through mobile health systems, patient engagement in self-
health is recognized as an important goal in improving health outcomes (Mitra & Padman, 2014). Health 
care providers can maximize the benefits of electronic tools by educating themselves to better understand 
the potential uses, challenges, and benefits of mobile health systems (Folami, 2014).

Adoption of Mobile Health Systems

Mobile health can be used as a powerful health behavior change tool for health prevention and self-
management as they are ubiquitous, carried on the person and are capable of computational capacity 
(Ben-Zeev et al., 2013). The adoption of mobile health necessitates the complex buying behavior, and 
consumers must integrate various ideas to justify their decision to receive the mobile health services 
(Shareef, Ahmed, Kumar, & Kumar, 2015). Technological, behavioral, and social beliefs of mobile health 
systems’ functional, organizational, and professional’s benefits can enhance the attitude toward using 
them (Shareef, Kumar, Kumar, & Hasin, 2013). The intention to use the mobile health systems signifi-
cantly leads to the actual acceptance behavior (Dwivedi, Shareef, Simintiras, Lal, & Weerakkody, 2016).

The developing world faces many challenges in realizing the technical expertise required to adopt 
the mobile health applications (Yadav, Aliasgari, & Poellabauer, 2016). The technical difficulties en-
countered in using mobile health technology are an inadequate physical infrastructure, quality of service 
(QoS) issues, and insufficient access by the user to the hardware/software communication infrastructure 
(Oddershede & Carrasco, 2008). Lack of data accuracy and information integrity in mobile health sys-
tems can cause the serious harm to patients and limit the benefits of such promising technology (Sako, 
Karpathiou, Adibi, & Wickramasinghe, 2017).

Mobile Health Systems and Patient Monitoring

Mobile health is considered as a way to emphasize prevention through mobile monitoring devices and 
to reduce the overall cost of health care (Ciaramitaro & Skrocki, 2012). Recording of physiological 
vital signs in patients’ real-life environment (Testa, Coronato, Cinque, & de Pietro, 2016) is useful in 
the management of chronic disorders, such as for heart failure, hypertension, diabetes, chronic pain, and 
severe obesity (Jasemian, 2009). Monitoring patients in diverse environments, through mobile health 
systems, is one of the major benefits of this approach (Jasemian, 2009).
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The design of mobile health monitoring systems has attracted the interest of large communities from 
industry and academia (Cinque, Coronato, & Testa, 2012). The remote monitoring and mobile applica-
tions for health care are designed to enable the consumers to enjoy the improved health care delivery 
(Edirisinghe, Stranieri, & Wickramasinghe, 2017). Remote sensors are linked to mobile phones, which are 
used to facilitate data transmission to health care providers (Skorin-Kapov, Dobrijevic, & Piplica, 2014).

Measurement-based care is the important component of collaborative care for depression, a depression 
care model that has been shown to improve the depression outcomes for primary care patients in dozens 
of clinical trials (Woltmann et al., 2012). Measurement practices in routine clinical practice are likely 
to occur less frequently or consistently than in research settings or than guidelines recommend (Pfeiffer 
et al., 2015). The utilization of measurement-based care allows patients to receive the same quality of 
care and outcomes in primary care settings as can be achieved in specialty mental health care settings.

Overview of Mobile Health Technology

With the increasing popularity of mobile devices and development of wireless communication network 
technologies, more and more studies integrate both mobile devices and context-aware technology for 
developing the health care service platforms to enhance the personalized health management toward 
gaining the effectiveness of preventive medicine (Wiesner & Pfeifer, 2014). The developments in the 
wireless and mobile markets are capitalized by the medical device industry (Angelidis, 2009). The effec-
tive intervention tool in self-management and care is the patients’ use of mobile-based devices (Misra, 
2016). Despite its great potential, more research is still needed as to how to effectively integrate the 
mobile health technology and apply it to health care services (Wang, Chen, Kuo, Chen, & Shiu, 2016).

Mobile health technology significantly changes the way enterprises, institutions, and people utilize 
the current software systems (Stavros, Vavoulidis, & Nasioutziki, 2016). Mobile health technology has 
yielded many activities that include emergency response systems through toll-free access numbers; 
disease surveillance and control; human resource coordination, management, and supervision; decision 
support to remote clinicians; and decision support information available at the point of care (Mechael, 
2010). In low-income regions, mobile phone–based tools can improve the scope and efficiency of field 
health workers (DeRenzi et al., 2011).

Smartphones and other mobile devices are utilized to perform mobile diagnostic tests, to access 
EHR, to support clinical decisions, and to provide new method of medical education among health 
care-related activities (Queirós et al., 2016). Physicians and health professionals are more likely to use 
mobile software applications that provide them with access to references to health care information, 
such as guidelines and information found in journal articles. These mobile health applications provide 
information to health professionals that can be used in their clinical decision making (Tin, Cummings, 
& Borycki, 2014).

Mobile health applications have become increasingly widespread, such as developing the health system 
to providing diabetes health education information, as well as encouraging users to talk to physicians 
through the mobile information system (Wangberg, Arsand, & Andersson, 2006). Mobile health appli-
cations can support dissemination and uptake of evidence to reduce and ultimately eliminate the health 
care-associated infections (Schnall & Iribarren, 2015). Many mobile health applications are being used 
by or recommended to patients and health care providers with little understanding of their functionality 
or ability to integrate data into health care systems (IMS Institute for Healthcare Informatics, 2013).
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Mobile health information services allow them to obtain the useful health information and guid-
ance to achieve the better health self-management (Deng, Mo, & Liu, 2014). Through the utilization of 
mobile health information services, health care administrators can enhance their management system, 
thus reducing the operating costs (Wang et al., 2016). Through mobile health information services, it 
is possible to provide the remote health monitoring system with reduced cost and improved efficiency 
(Khalid, Muhammad, Patrick, & Hossam, 2012).

Advanced Issues of Electronic Health Record

EHR performs a multitude of functions utilizing different types of data (Hayrinen, Saranto, & Nykanen, 
2008). EHR data can facilitate the modern clinical decision support (Prokosch & Ganslandt, 2009), con-
duct the biomedical association studies (Lang, Burkle, Laumann, & Prokosch, 2008), improve the EHR 
security (Chen, Lorenzi, Nyemba, Schildcrout, & Malin, 2014), and evaluate the effectiveness of cost 
treatments (Muranaga, Kumamoto, & Uto, 2007). EHR data can be utilized to efficiently support the 
learning health care system, where information about health care operations is translated into knowledge 
for the evidence-based clinical practice and positive change (Etheredge, 2014).

The amount of information in the digital format is found to be excessive (Whittaker, Aufdenkamp, & 
Tinley, 2009), therefore how the information is organized in EHR systems becomes the critical issue in 
information retrieval and information utilization (Saleem et al., 2009). Advantages of EHR data collec-
tion through automated data capture include the access to vast amounts of existing data, which may be 
acquired faster and more reliably (Effler et al., 1999) and with a greater capacity for growth over time. 
Establishing an interface for data harvesting requires institution-specific implementation and potentially 
considerable IT resources given the complexities and heterogeneities of current EHR (Broberg et al., 2015).

Challenges of Electronic Health Record in Global Health Care

Creating EHR that support various needs of health care presents the important challenges (Senathirajah, 
Bakken, & Kaufman, 2014). Although decades of research have focused on defining the requirements 
for health care systems that support physicians and their tasks, studies suggest that health care infor-
mation systems often fail to support the efficient clinical decision making and completion of relevant 
tasks (Greenhalgh, Potts, Wong, Bark, & Swinglehurst, 2009). EHR implementations are widespread 
and have been recognized as the costly investments (Nguyen, Bellucci, & Nguyen, 2014). Health care 
systems may fail to take into consideration the significant variability of medical information needs that 
differ concerning health care context, specialty, role, individual patient, and health care organizations 
(Senathirajah et al., 2014).

EHR can obstruct the patient-centeredness and communication with patients (Shachak et al., 2009). 
Communication and collaboration needs are frequently not met because health care systems are designed 
only for an individual’s linear workflow without the ability to share the features that support collabora-
tion (Han, Carcillo, & Venkataraman, 2005). Accessing large amounts of information through the finite 
screen space necessitates negotiating the multiple screens. The management of information on the poorly 
organized display may create a burden on the limited human cognitive resources (Horsky, Kaufman, 
Oppenheim, & Patel, 2003).
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To train health care providers how to utilize EHR, simulation training should be considered as the 
effective method of teaching prior to the implementation of EHR in health care institutions (Vuk et al., 
2015). Simulation training provides learners an opportunity to manage the health care systems, with 
focused learning objectives and immediate feedback about their performance, before interacting with 
the real patients (Okuda et al., 2009). Simulation training in which health care providers organize their 
workflow by interacting with standardized patients, lay people trained to report the patient history and 
convey the symptoms, can improve the skills of health care providers to utilize EHR and to increase 
patient safety (Patterson et al., 2013).

FUTURE RESEARCH DIRECTIONS

The classification of the extensive literature in the domains of mobile health systems and EHR will pro-
vide the potential opportunities for future research. Reducing medical errors, increasing patient safety, 
and improving the quality of health care are the major goals in the health care industry (Kasemsap, 
2017d). Telemedicine brings the health care value through its ability for the remote visits with patients, 
immediate access to health care professionals, real-time access to health data, and health monitoring 
capabilities (Kasemsap, 2017e). An examination of linkages among mobile health systems, EHR, and 
telemedicine toward reducing medical error in global health care should be further studied.

CONCLUSION

This chapter indicated the overview of mobile health systems; the adoption of mobile health systems; 
mobile health systems and patient monitoring; the overview of mobile health technology; the advanced 
issues of EHR; and the challenges of EHR in global health care. Mobile health helps deliver the health 
care services with quality care, improved workflow, and increased patient interaction while minimizing 
complexity and cost to achieve the desired goals in health care settings. Mobile health provides users 
the best treatment with optimum care, anywhere and anytime. Mobile health brings users the advanced 
mobile patient care tools to enhance quality treatment and streamline workloads. Through mobile health, 
health care providers can monitor patient’s condition and respond proactively before it leads to any 
chronic disorder. Mobile health simplifies the health care provider’s complexity by providing patient’s 
history promptly when they need to make patient care decisions toward improving quality of care and 
reducing medical errors.

EHR systems are the real-time and patient-centered records that make information available instantly 
and securely to authorized users. While an EHR does contain the medical and treatment histories of 
patients, an EHR system is built to go beyond standard clinical data collected in a provider’s office and 
can be inclusive of a broader view of a patient’s care. EHRs can contain a patient’s medical history, di-
agnoses, medications, treatment plans, immunization dates, allergies, radiology images, and test results; 
allow access to evidence-based tools that providers can use to make decisions about a patient’s care; and 
automate the health care provider workflow. Applying mobile health systems and EHR has the potential 
to improve health care efficiency and gain sustainable competitive advantage in global health care.
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KEY TERMS AND DEFINITIONS

Data: The information in a pattern suitable for storing and processing by a computer.
Electronic Health Record: The digital version of a patient’s paper chart.
Health Care: The act of taking preventative or necessary medical procedures to improve a person’s 

well-being.
Information: The data that can be stored in and retrieved from a computer.
Information Technology: The development, installation, and implementation of computer systems 

and applications.
Interoperability: The ability of a system or component to effectively execute with other systems.
Mobile Health: The different practices of delivering the medical services through the use of mobile 

technologies.
Physician: A person who is licensed to practice medicine, or a person who is skilled in healing.
Technology: The application of science, especially to the industrial or commercial objectives.
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ABSTRACT

Neonatal units, and especially the sections devoted to intensive care require an individualized medical 
prescription, based on body weight and gestational age making them among the hospital settings where 
treatment errors are most likely to occur. These errors may harm patients and their families, as well as 
increase the duration of hospital stay and its costs. Tools such as Sabichão have sought, over the last 
years, to aid clinical decision-making to reduce clinical error. However, with the increased use and dis-
semination of mobile platforms, it’s now possible and essential to bring the available assistance closer 
to the health providers and their practice. This paper describes a Framework that seeks to present itself 
as a more efficient and ubiquitous alternative to an existing Clinical decision support system.
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INTRODUCTION

Neonatal and pediatric services need more attention in clinical care once children and babies are more 
vulnerable than adults to medical errors. It is increasingly important that electronic clinical information 
systems ensure an improvement in the safety and quality of pediatric patient care. Due to the specific 
requirements of these patients it is necessary to guide Information Technology to their needs (Peverini, 
2000; Technology, 2015; Lerner, 2008; Ruiz et al., 2015).

Neonatal and pediatric patients have particular guidelines for the administration of parenteral nutrition 
(PN) solutions. Prescribing a PN solution requires several calculations, consulting multiple tables, and 
considerations about the weight and clinical status of the baby / child. Thus, errors in drug dosing are 
the most common errors in hospital facilities and potentially the most harmful, with a higher incidence 
rate in the pediatric population than in the adult population. Therefore, the practice of safe medication 
becomes essential to improve patient safety which can be achieved by a continuous evolution of health 
care systems. The automation of prescriptions through the ease of calculation or query of tables aims at 
reducing this medical error (Peverini, 2000; Gonzales, 2010).

The neonatology or pediatrics appointments involve drug dosing and preparation of PN solutions, 
anthropometric analysis, specialized growth charts, recording of emergency occurrences and the evalu-
ation of several clinical indicators. If the health professional is unable to effectively and efficiently inter-
connect all patient information (e.g., identification, weight, requests and administration of medications, 
reports, age-specific care, etc.), the medical appointment will be more time-consuming and may lead to 
increase the occurrence of errors (Technology, 2015).

This demand for a system that assists health professionals in the execution of their daily tasks has 
made Sabichão to be implemented in these services. Sabichão is a pervasive decision support system 
that allows interoperability between different information systems and helps physicians providing better 
care (Orwat, 2008).

This system provides a set of functionalities capable to overcome several obstacles that doctors face 
during an appointment of neonatology and pediatrics. The ease of understanding and utility of the ap-
plication makes it useful and widely adopted in the centers where it was installed. Sabichão is being used 
and tested in the Intensive Care Units of Pediatric and Neonatology of the Centro Hospitalar do Porto, 
the Centro Materno-Infantil do Norte and the Centro Hospitalar Tâmega e Sousa.

The amount of data obtained in the information systems and the advantages related with applications 
such as Sabichão allow the access of vast functionalities and data driven perspectives in order to improve 
the provided health care (Orwat, 2008; Kovalchuk, 2015).

In this sense, this work is being done in order to facilitate this access in a web platform available for 
several users inside and outside the aforementioned healthcare units.

This paper is divided in five sections. The first one introduces the paper and the work and the second 
section refers to related works. The third intrudes important concepts and methodologies adopted. The 
four section indicates the architecture used and the functionalities associated with the platform. The last 
section, section five, presents the conclusions and future work.
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RELATED WORKS

Clinical decision support systems (CDSS) are used in many clinical applications because of the great 
advantages they bring. The CDSS aims to assist the health professional during his daily activities.

The data stored in medical information systems, databases, employee notes, surveys, etc. allow a 
decision support base to be built up by integrating information from various sources. These systems are 
adapted to the intended use, functionality and the scope in which they are inserted. In this sense, they 
may simply allow quick access to certain context-sensitive information, details about a drug or its ad-
ministration, or suggest likely diagnoses for a particular patient. These systems are interactive, flexible 
and adaptive which provides the health professional and even the user with individualized, filtered and 
timely information (Kovalchuk, 2015).

The first prototype of this system that would assist health professionals in their daily activities in 
pediatric and neonatology systems was developed in excel by a pediatric doctor at CHP.

This version presented several functionalities that contributed to a decrease of the medical error and 
improvement in the health care provided. It allowed the calculation of medication dosages, anthropo-
metric data queries, preparation of PN solutions. However, it had several limitations since being a shared 
and non-integrated file would not allow several people to access its functionalities, causing competition 
problems. In addition, it did not allow direct access to patient information, reducing the efficiency and 
ease of consultation and data collection (Guimarães, 2015).

A new version of Sabichão was created and implemented in the centers already mentioned for test-
ing. This new application presents a new architecture, is adaptable, is available in any device and allows 
an interoperability with several systems, namely, communication with the pharmacy system present in 
hospitals.

BACKGROUND

Pervasive Computing

Pervasive computing, ubiquitous computing, and ambiental intelligence are concepts present in a multitude 
of health applications. These health applications may differ in different categories, namely prevention, 
health care maintenance and exams, personalized health monitoring, emergency intervention, treatment, 
... Technological advances have enabled these applications to store a large amount of information on a 
mobile device and/or body sensors that share information in real time, and consequently improving the 
quality of services. It is now possible to update and store all medical information on particular devices, 
allowing relevant and urgent patient data to be quickly accessed accurately by the physician in any situ-
ation (Orwat, 2008; Varshney, 2007).

Pervasive computing is associated with the spread of information and communication technologies, 
mobile or embedded, with some “intelligence”, network connectivity and advanced user interfaces. 
Since pervasive computing provides remote and automated patient monitoring and diagnostic capabili-
ties, it has contributed to a continuous improvement in health care delivery. Pervasive computing thus 
becomes a tool that helps a patient to have a more independent and more self-controlled life, always in 
contact with health professionals and with relevant information to an improvement in the quality of life 
(Orwat, 2008; Portela, 2013).
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Database MySQL

MySQL is an open-source relational database management system that uses Structured Query Language 
(SQL).

This database due to its easy use, simple interface and ability to run on various operating systems, 
make it widely used today by several companies.

MySQL has advantages over other competing databases such as Oracle, PostgreSQL, SQLServer and 
Firebird, because it is the easiest to program, it has simple functions and can be completely modified. 
Apart from that, it is the only large database totally free and with open source code.

In this way, the MySQL database was implemented in this system due to the advantages associated 
with it and the ease of manipulation and adaptation.

Java Programming

The use of an IDE such as Netbeans for the elaboration of Java applications makes it easier to develop 
applications, since it allows the creation of applications with complex graphical interfaces, consistent 
in any Operating System, flexible and modular, using the Java Swing library.

Java Swing is a Java library that provides the necessary APIs for the user to construct the graphical 
interfaces in a simplified way, with a high level of interaction and compatibility with the underlying 
libraries.

The Application Programming Interface (API) Swing is a high-level API that consumes more Random 
Access Memory (RAM), but is more complete and more flexible than most graphical APIs.

Web Services

The Web Service used initially was developed using the .NET Framework which limited the use of the 
application only to Windows Operating Systems. In this sense, the use of a Web Service in Java allows 
its use to be more embracing.

Web Services are used to ensure system integration and communication between different applica-
tions. In this way, new applications can interact with those already existing in other platforms without 
any compatibility problems. These are components that allow applications to send and receive data, 
something essential for medical applications, for example, to link hospital services with the doctor and 
patient needs. Its use ensures that communication between systems occurs in a dynamic and essentially 
secure manner, avoiding human intervention. In addition, it makes application resources available on 
the network allowing for constant access.

Web Services are identified by a Uniform Resource Identifier (URI), described and defined using 
Extensible Markup Language (XML). This model for using standard technologies such as XML and 
HTTP (Hypertext Transfer Protocol) are used for interactive services on the WEB, and can be used by 
several applications using protocols such as SOAP (Simple Object Access Protocol) (Pautasso, 2009).

SOAP and Representational State Transfer (REST) allow access to these Web Services, however, 
choosing the most appropriate is not always a simple task because both have their own advantages and 
disadvantages.
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While SOAP only allows data in XML format, REST is easy to understand and can be used by any 
client or server with HTTP / HTTPS support, allowing the use of different data formats. REST allows 
better support for web clients because of their support for JSON. In addition, REST has better per-
formance and scalability, and its data can be cached, while SOAP does not. However, because SOAP 
always uses the same language, it is divided as follows: the envelope, which defines the content of the 
message and tells how to process it; A set of encoding rules for the data types; And layout for call and 
answer procedures. This “envelope” is sent via (for example) HTTP / HTTPS and a Remote Procedure 
Call (RPC) is run, and the envelope returns with the information from the formatted XML document. 
In this way, the main advantage of SOAP is its “generic” transport.

REST is easier to use, more flexible and has great efficiency. As it does not require extensive process-
ing as in SOAP it becomes faster and better functioning in Web applications (Pautasso, 2009; Liu, 2015).

SABICHÃO

Sabichão e Sabipharma

The Sabichão, based on the original excel application, is a Decision Support System currently in the test-
ing phase in Pediatric and Neonatology services. This new version aims to improve existing features in 
the initial prototype, namely, ease of access to information, availability, data sharing and interoperability.

In order to support the operation of this System, two databases were created where it is possible to 
store the information coming from the Sabichão, and in this way, make it possible to access at any time 
a platform implemented in the hospital pharmacy that allows the management of prescriptions, and a 
Web Service responsible for communication between all the components.

The Sabipharma was another application designed to improve the architecture of this system. This 
application followed the principles of the methodology used in Sabichão, with an easy-to-understand 
interface and implemented in Java in the pharmacy services of CHP.

After an initial testing phase the structure adopted for the application is represented in Figure 1.
As it is possible to verify, the architecture of this system is divided in:

1.  Sabichão Application

Sabichão is an application developed in Java of easy use implemented in the services of pediatrics 
and neonatology where the health professionals have access to a variety of functionalities useful in their 
daily work. This application allows the prescription of PN solutions, anthropometric consultations, 
emergency recordings, scaling calculations, unit converters, monitoring tables, medication dosage ...

Users of this system can also contact the pharmacy service available at the hospital for prescription 
nutrition bags. In this way, they have a direct contact with the production of the patient’s medication and 
can consult, edit or cancel requests made to the pharmacy.

2.  SabiPharma Application

Physicians when prescribing a PN solution send this data to the hospital pharmacy. In order to en-
able the elaboration of these efficiently, an application was implemented in these services, Sabipharma, 
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where all the orders made are registered. Health professionals access the application that is constantly 
updated and check the requests that were introduced in the system or that have already been elaborated.

3.  Hospital Database

This database provides inpatient data to the Sabichao application. This process avoids the need to 
routinely query patient data, avoiding information transfer errors.

4.  Sabichao Database

This database stores activities and queries performed on Sabichão. Here it is possible to carry out 
emergency records, anthropometric data, save medical scales data, namely, save the information regis-
tered in the application. In addition, it allows physicians to have constant access to this data and thus to 
consult historical and to create an evolution of the clinical state of the patient.

In addition, prescriptions of PN solutions can be stored for later shipment to the pharmacy or for 
treatment consultation.

5.  SabiPharma Database

When a request for a PN solution is made, and sent to the Pharmacy, this application is registered here 
to be prepared and administered. These requests can be queried, deleted, or updated. It is thus possible 
for the pharmacy to be in constant contact with the needs of patients and doctors.

Figure 1. Architecture used in the Sabichão application
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6.  Sabichão Web Service

This Web Service is used to perform the communication between the interfaces accessed by the user 
and the databases of the Sabichão application and the Hospital. To enable the web service in the hospital 
it was necessary to configure the Apache Tomcat server, one of the most used application servers on the 
internet. These servers are characterized by their performance and stability, characteristics necessary to 
prevent failures in communication within the system.

7.  SabiPharma Web service

This web service, in turn, allows a link between the pharmacy database and the applications that use 
this database, namely the Sabichão and the Sabipharma.

Web Sabichão

While the application mentioned above was installed and tested in CHP, a new Web application has 
been developed. This new application brings countless advantages to users since it contributes to system 
interoperability, improved clinical service delivery, decreased medical error, ease of access to functional-
ity, and to achieve a ubiquitous application for Sabichão.

In order to enhance the current application to grant the access of some specific health profession-
als, it was necessary to create a Web application that would allow management of users, provide tools 
publicly and even expose doubts. Therefore, this platform has been developed with aim to fulfill those 
requirements.

The architecture used is shown in the Figure 2. Since this is a Web application, the Web Service 
used was REST.

Figure 2. Architecture of the Sabichão Web
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This Web application is divided into several areas in order to cover the greatest number of needs:

• Administrator: The application administrator is responsible for the management of platform us-
ers. These users need to be registered to query private data. The password entered by those users 
is never accessed by the administrator because it is encrypted. The administrator, therefore, only 
has access to the necessary information of the users for the correct management of them.

• User: Make a new record, or log in. In this area, the user can also edit their access data and per-
sonal information.

• Public: In this area is shown some of the features available in the Sabichão’s application, such 
as elaboration of PN solutions, drug dosages, emergency sheets, basic acid balance verification, 
among others that are useful and easy to understand by users.

These components are of great interest to the general public since they can be accessed by medical 
students to consolidate concepts and to have a closer contact with these subjects.

In this area, patient reports and useful information may also be made available by prior identification.

• BI: Area dedicated to Business Intelligence (BI) on the most (or least) used modules of the 
Sabichão, time needed to make a PN request, collected pediatric data ...

• Download: Here you can download the application Sabichão or Sabipharma.
• Discussion Forum: In this area it will be possible for any user to present doubts about the plat-

form, suggestions for improvement.

With this Web application it is possible to make the Sabichão available anywhere, as well as to enable 
access to various functionalities in any device (Yoo, 2002).

CONCLUSION AND FUTURE WORK

This new and updated application allows a new way of collecting and analyzing data for clinical decision 
making. This platform assists pediatricians in the exercise of their daily duties by facilitating a high set 
of tools that meet their needs.

This pervasive system allows the interoperability of some hospital systems that was non-existent previ-
ously. The possibility of continuous communication between the pediatric and neonatology services and 
the pharmacy contributes to an improvement in the delivery of quality care. The user-friendly interfaces 
available and the speed of processing allows an increase in speed response of health professionals and 
consequently better health care for patients.

Since this application allows you to save and access past data, doctors can create clinical histories 
and consult information useful for a patient’s consultation. Situations experienced with previous users 
may serve as a basis for a more appropriate treatment of a new patient. At every moment, the doctor can 
consult the new inpatients and thus provide a fast and effective personalized service.

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use



94

Pervasive Computing in Supporting Pediatric and Neonatology Care Unit Decision Process
 

The availability of features of the Sabichão in an application makes it reach a large number of users 
contributing to an improvement in the quality of health services provided and consequently improving 
the quality of life of patients. The information is shared in an updated way in the web application where 
it is possible to download the complete application by any user.
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ABSTRACT

In the surgical field, the patient’s needs and requirements increasingly follow the newest technological 
developments. Nowadays it is still problematic to implement different types of technologies in operating 
environments due to the drawbacks that these can bring to their users and their longstanding learning 
process. A research was carried out with the objective of clarifying concepts and gathering some existing 
approaches to the solution of these problems as well as the respective technologies used. This chapter 
addresses a new concept of mobile applications for surgical planning using augmented reality technolo-
gies. The proposed solution aims to help the surgeon from the planning stage to the surgery intervention 
itself. In addition to some examples and practical demonstrations of the solution, its implementation 
process and system architecture are described and explained. Based on the developed prototype, the ad-
vantages of its use in a surgical context are discussed, being pointed out some improvements to be made.
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INTRODUCTION

Nowadays the patient is more a customer than a real patient, who wants to be treated by a medical team 
specialized in his condition and which uses state-of-the-art technologies to address his problem.

Most surgeries are preceded by a planning phase and its success is intimately related with it. This phase 
consists in the patient’s pre-evaluation and it is supported by its existing clinical information and other 
studies, which will establish a surgical procedure suitable to him. One of the current major problems is 
the lack of solutions which help surgeons to better reproduce what they did in the planning stage inside 
the operating room. Solutions such as the Surgery Navigation Systems (SNS) appeared. Initially, these 
systems have been implemented only with the purpose of helping and increasing the surgeon’s field 
of view through micro cameras, microscopes and tracking screens during surgeries. The technological 
advances and another facts such as the increasing interaction, manipulation and visualization of infor-
mation, were the main triggers for the development of Augmented Reality (AR) technologies (Pelargos 
et al., 2016) and for their implementation in SNS systems. At the same time, mobile technologies have 
followed this evolution assuming an increasing role in multiple domains of society. However, one of the 
less explored field has been their use for practical medical solutions.

Despite of the initial success of SNS solutions, some limitations were detected and pointed over time, 
many of them associated with mobility and portability issues. The extensive configuration process, the 
complexity of devices’ manipulation (not users’ friendly) and the slow learning process are some of the 
described disadvantages along with the high investment they require.

In this chapter the authors present an approach which combines the potential that AR technologies 
bring to their users along with the issue of mobility and remote access to graphic information and data 
sources. The designed solution may have the possibility to acquire an important and useful status in the 
clinical procedures in which it would be apply by solving the above pointed limitations in an intuitive, 
simple, viable and inexpensive way. The importance of this work is reflected on the enlargement and 
improvement use of the current technological resources for medical surgery area in order to enhance the 
quality of clinical interventions as well as the experience between patient and physician.

The presented work in this chapter started with a research on the AR techniques already implemented 
on surgical level and a survey of their users’ requirements. Meanwhile, the authors analysed some existent 
literature associated with these technologies in order to clarify some concepts and know the develop-
ment state of another existing projects related to them. Then, image process studies were performed to 
find an efficient and easy way to execute the calibration process of the tracking device, a fundamental 
process for any AR application (developed and explained in the “Augmented Reality Process” section). 
Afterwards, was designed the application workflow and conceptualized its implementation architecture. 
At the same time, a survey of the necessary tools and software that fit the project requirements was made. 
A prototype application and a web server were developed in order to test and verify the efficiency and 
usability of the proposed solution. Finally, after the tests and simulations were carried out an evaluation 
of the presented solution was made in conjunction with a survey of directions and improvements to be 
considered in the future.

The next section of this chapter explains briefly some important concepts needed to know the state 
and evolution of the existing technologies in the field as well as clarify and describe the target users 
and implementation environment. Issues and problems are summarized in the following section and the 
existing solutions are reviewed. The authors proposed solution, called by ARPEEK, is presented and in 
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its own section and all the development’s stages are also described. Finally, the conclusion and discus-
sion are made covering the whole chapter.

BACKGROUND

Surgical planning has been linked to and associated with many successful cases in different medical 
specialties. Besides that, surgeons are continually looking for ways and tools to increase their accuracy 
and improve their performance (Herford et al., 2017).

Currently, all surgeries are preceded by a pre-operative planning phase, which consists in the defini-
tion and projection of appropriate guidelines supported by patient information or external data from 
other health specialties. This consists in defining several parameters to ensure a successful and simple 
intervention, not only for the surgeon, but also for the patient.

In this scenario, the patient’s situation can be previously and meticulously analysed with time and 
without decision-making pressure. Thus, during surgery all those issues are eased and the surgeon may 
focus on his rigor and effectiveness.

Despite the unquestioned usefulness of this process, it is still difficult for the surgeon to have a percep-
tion of what impact it will have on the patient during and after intervention. This takes on an even more 
important role in surgeries that involve implants such as orthopaedic surgery (Ribeiro, Alves, Silva, & 
Campos, 2015). It would be extremely important for the surgeon to analyse the placement of the implant 
in the patient’s body and note the actual position / location of the implant in it, which currently is only 
possible in real time, i.e. during surgery.

AR is defined by the integration and overlapping of virtual information over a perceptive environment 
and in real time allowing the user to manipulate and view information in a practical, intuitive and even 
exciting way (Helie, 2017). The user’s perception of the combination between virtual and real content 
can be achieve using mobile devices, screens, see-through optical devices, monitors, headphones and 
fictitious windows that can interact with each other or separately.

In the surgical environment, the needed information comes from multiple medical modalities, mostly 
Medical Imaging, and can assume graphical or textual formats. For a medical AR application these can 
be anatomical models computationally generated such as soft tissues, blood vessels, nerves or solid 
structures, like bones or even surgical instruments (Chen et al., 2015; Fischer, Neff, Freudenstein, & 
Bartz, 2004). An AR application has to measure in real-time the spatial position of the camera in the 
user’s field of view. This can be achieved using marker tracking which is a video-based method that 
analyses intended and pre-known elements (e.g. fiducial, magnetic or optical markers) in the video 
stream. (Siltanen, 2012; Conrad et al., 2016).

Allied to these technologies, mobile devices bring mobility, interaction and convenience to its user. 
They also potentiate graphics quality, processing power, software durability, dynamic object tracking 
and remote access to critical information which could solve some problems in the current existing solu-
tions (Thomas, 2016).

Computer-aided navigation systems that use AR technologies have experienced tremendous devel-
opment for minimizing the risks and improving the precision of the surgery such as in preoperative 
procedures for patient diagnosis.
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Badiali et al. (2014) describes an AR solution that aims to aid maxillofacial surgeries. This system is 
composed by an optical device, the tracker of the navigation system, physical markers and a software for 
3D construction models from medical images (Badiali et al., 2014). The optical device is composed by 
two cameras simulating human vision, which are responsible for capturing the real environment image, 
the sphere markers and the tracker device relative positioning for the calibration process. The system 
they propose performs a matching between the points previously marked in the 3D model and the ones 
in the patient. Thus, the surgeon is capable of using the optical device while performing the intervention 
without losing the three-dimensional relationship between the real scene and the virtual planning displays.

AR technologies are proposed as a helpful solution for performing tailored craniotomies by Cabrilo, 
Schaller, and Bijlenga (2014) with the aim of identifying and locating specific vessels for donation or 
surgical processes. Through the 3D angio-CT and 3D angio-MRI image modalities, the characteriza-
tion of the patients external and internal carotids was done. Using face surfacing-matching systems the 
patient head is located and referenced to the navigation station. An operating microscope is connected to 
the navigation system and the microscope’s real-time location, focus, and zoom parameters are defined. 
This allows the injection of the computer generated images in the navigated patient (Cabrilo, Schaller, 
& Bijlenga, 2014). Thus, this system can optimize the procedures of extracranial-to-intracranial bypass 
intervention providing useful anatomical information.

Hallet et al. (2015) depicts an AR guided system for minimally invasive hepatectomy resection. The 3D 
models are obtained in the same way of the above-described solutions and then are applied segmentation 
process to the original images to obtain the wanted tissues. The video camera display is connected to two 
cameras: an exoscopic and a laparoscopic. Then, the 3D model images are manually superimposed onto 
the real-time operative ones captured by each camera using the visible landmarks (Hallet et al., 2015).

An AR mobile application for basal ganglia localization is described by Hou, Ma, Zhu, and Chen 
(2016). Mobile Augmented Reality (MAR) applications are the integration of AR technologies into 
mobile devices for medical use. Combining these with a simple and effective marker tracking process, 
the health professional would not need to resort to any physical resource besides a mobile device and 
an easily detectable surface. Similarly, to the previously presented applications the computational 3D 
models are overlapped to the patient’s body. With an image segmentation software, the tumour’s centroid 
is calculated and an outline of the incision features to be drawn on the patient is made. The calibration 
between the camera and the real image is made using the gyroscope of the device and also manually. 
Thus, the operator performs a manual matching process in order to overlap the virtual image with the 
real one (Hou, Ma, Zhu, & Chen, 2016).

AUGMENTED REALITY SOLUTION TO ENHANCE 
THE SURGEON’S EXPERIENCE

In a near future it will be necessary to respond as quickly and qualitatively as possible to both patient 
needs and health professional’s requirements. More than ever, it is extremely important to provide sur-
geons with tools to improve their interventions and procedures to make them more reliable and efficient. 
The guidance tools for surgery are a possible solution to this proposal. However, they do not currently 
gather all the state-of-art technologies potentialities.
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Despite the existence of some AR solutions in this field, the current ones for surgical application 
require extensive investments and long configuration processes, not only because of the complexity of 
the tracking markers used, but also because of the expensive value of the digital motion capture devices 
implemented in these systems. Tracking markers, such as magnetic or optical ones, generally result in 
more investments and concerns about their maintenance and configuration. Despite Hou, Ma, Zhu, and 
Chen (2016) have presented a cheap and simple solution, the system requires some extra caution and time 
to the calibration process. Another disadvantage is that errors can occur due to user’s manual inaccuracy.

Moreover, the few inaccuracies in the computational reconstruction of the structures, incorrect align-
ment with the respective real scenario and the small temporal delays are some other problems pointed 
to these technologies. Thus, the immersion of the user to the experience and even his total dedication to 
the clinical intervention are diminished by the action of these external and exhaustive factors.

The main focus of the authors in this chapter was to present and develop a solution that would improve 
orthopaedic surgical procedures, from its planning to its development, in a simple and viable way. With 
it, the surgeon would be provided with a tool that integrates the possibility to simulate and define the 
orthopaedic intervention guidelines with the ability to visualize them during it in an augmented way. This 
would be possible by overlaying the planning virtual data over the operative environment in real time. 
The planned 3D model visualization would help and provide support to the surgeon in certain surgery 
details without him to lose the perception of the environment and the patients’ body.

ARPEEK: A SOLUTION FOR AN AUGMENTED REALITY EXPERIENCE

The ARPEEK solution (Figure 1) was designed and developed in order to increase and improve the 
interaction between health professionals and their patients, providing to the first one a tool that can sup-
ply the medical diagnosis, help performing a complete preoperative study and establish guidelines for 
orthopaedic surgery. Furthermore, ARPEEK combines the potential of AR technologies along with the 
issue of mobility and remote access to information aiming the solution to most usability problems identi-
fied to date for this kind of technologies such as visualizing and exploring the preoperative information 
during surgical intervention itself.

The image processing studies were developed and performed in C ++ using the OpenCV libraries. 
The tri-dimensional models of the human body tissues were constructed using Peek Health S.A’s software 
(Ribeiro et al., 2015). This software application generates the 3D models after a simple upload of the 
respective DICOM images. This software is also responsible for all the computational planning proce-
dures. Using this tool, the surgical team has access to multiple functions such as: perform measurements 
and calculations, simulate and plan the surgical procedure using templates and manipulate the graphical 
content to a better and complete diagnosis.

In order to submit the AR application for testing so that results of its implementation can be obtained 
a web server prototype was developed in Laravel using PHP associated with MySQLWorkbench tool 
for database architecture and development. For practical reasons this was used to simulate a platform 
where the physician could upload the 3D models’ files associated with the patient’s information. The 
AR mobile application communicates with this server to obtain all this data.
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The mobile application was created in Unity using C#. This tool was chosen due to the easiness of 
developing a mobile application capable of using AR technology and also because allows the creation of 
a multiplatform application, i.e., hybrid type. Another favourable point of using Unity was the possibility 
to develop in parallel the application’s layout and flow combining them with the computational vision 
functions for image processing requirements. Additionally, this tool allows an intuitive and dynamic 
interaction with graphic data (in this case tri-dimensional body tissues models) with all the possible 
features available.

ARPEEK (Figure 1) was developed by the authors to complement an existing solution for ortho-
paedic surgical planning, but the same can be valid for other situations since it is independent of the 
three-dimensional information used as well as its origin. The solution’s system consists of six main steps 
(represented by the letters a, b, c, d, e and f in Figure 1). The first one is the medical imaging acquisition, 
from several medical modalities such as CT (Figure 1a). Those images are stored as Digital Imaging 
and Communications in Medicine (DICOM) standard in the Picture Archiving and Communication 
System (PACS) of the respective hospitals. After the registration and login process in the ARPEEK’s 
application, the surgeon can query/retrieve the PACS’s for the wanted DICOM’s files. Through Peek 
Health S.A’s software, as said above, it is possible to automatically generate the 3D models of various 
tissues type and then save them in several file formats, such as OBJ, which makes them available for the 
computational planning phase (Figure 1b).

There are some rendering techniques to generate a 3D model from a CT scan, being one of them the 
Surface Rendering (SR). This is defined as the visualization of a 3D object from a set of isosurfaces. 
These isosurfaces are generated only with points which have the same intensity. In this case, this value 
refers to the radiation attenuation value using the Hounsfield’s scale.

There are two ways to generate isosurfaces: by using contours that are extracted from each slice in 
order to create a surface based on its volume or by relying on voxels with a predefined value from the 
Hounsfield’s scale. This reconstruction can be performed by multiple algorithms being one the March-
ing Cubes (MC) (Ribeiro et al., 2015).

A DICOM file is composed by two parts: the pixel data and a header with the image associated 
metadata. The last one is organized by tags with the whole volume information for each image (CT 
scan’s slice). This metadata refers to information not only about the patient but also about the respective 
series. All the information needed to implement MC’s algorithm, such as thickness and position, can 
be obtained from the existing information in those tags, as slice thickness (0018,0050), slice location 
(0020,1041), number of slices (0054,0081) and space between slices (0018,0088). For further informa-
tion, please refer to Ribeiro, Alves, Silva, & Campos (2015).

After the computational models generation, the surgeon can also associate to them all the needed 
information for the planning process such as patient personal information, medical exams’ results and 
other physicians’ opinions. An important aspect that is worth noticing is the fact that it is in this step 
that the remote access to all this information and to the rendered models are guaranteed. By this users 
abstraction approach, the surgeon and his team are now able to study and visualize all the surgical plan-
ning material in any workstation or even at home, while the entire process and changes made are also 
saved and updated.

The whole surgical procedure can be discussed during the planning step. At this stage, both anaes-
thesiologists and nurses can be informed of the surgery’s goals and security’s norms as well as making 
contributions to it. At the planning step, using this software, it is also possible to evaluate which kind 
of implants will be needed (e.g. plates, screws, prosthesis) and their exact dimension. By doing this, the 
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surgeon can decrease surgical times since he knows beforehand all the surgical steps and materials needed. 
(Figure 1c). The next step is the operating room preparation by gathering all necessary surgical material.

For step four a mobile device running the AR application (Figure 2) and a printed landmark are neces-
sary for the surgical assistance approach proposed (Figure 1d). These will be fundamental for implement 
the AR application during the surgical procedure.

At this point some of ARPEEK’s advantages are beginning to be noticed since there is no need of 
any extra operating room preparation or devices’ settings. Holding on the mobile device an attending 
physician or the surgeon himself it is possible, through its screen, to monitor and view the planning’s 
studies in real time by mixing the digital content with the real environment.

Figure 1. Solution description and planning: a) image acquisition through medical image modalities; 
b) three dimensional models’ generation; c) study and planning phase; d) settings and materials needed 
for intervention; e) the augmented reality solution; f) surgery final result
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Through the landmark, the application will estimate the mobile device’s position and will project 
the resized 3D model over the landmark as if it was the space origin. It should be noted that the model 
is not fixedly visualized but its size and positioning in space never varies. This means that the doctor 
can zoom in/out, rotate and move the device sideways without moving the 3D model. At this step and 
with the images mixed on the mobile device’s monitor, the camera will work as the surgeon’s eye, but 
capable of seeing beyond the actual tissues of the patient. This approach will enable the professional to 
interact with the graphical content so as to derive the utmost usefulness and detail from it in an extremely 
practical and immersive experience. (Figure 1e). As it is possible to see from Figure 1f, the final result 
of the surgery can be previously evaluated. This will allow the team to check and correct imperfections, 
suggest new approaches, increase their efficiency and accuracy and monitor all the procedure steps much 
better. Last but not least, this global surgical planning solution will help to turn the surgical procedure 
much more predictable, with higher quality, in less time and eventually with better results.

The mobile application consists in six intuitive and interactive interfaces. When the user starts run-
ning ARPEEK’s application, first he needs to performs his login validating his username and password 
(Figure 2a). After the validation process being completed it is displayed an introduction’s interface with 
a brief description of the system and some personal user information (Figure 2b). Here the user has 
the possibility to start his AR experience or go to a more descriptive interface where all the procedures 
and steps to be performed for using the application are described. If the “Start AR Experience” button 
was actioned, then it is provided to user the possibility to choose and set his favourite fiducial landmark 
(Figure 2c). After completing this step, the user can visualize an interface where he can search and select 
the wanted tri-dimensional model for AR visualization which he has previously generated and saved in 

Figure 2. ARPEEK’s mobile application workflow and layout: a) the login interface; b) a welcome and 
description interface; c) fiducial marker settings interface; d) page where the user can browse their 
imported models and choose one to dispose; e) AR visualization page where you can view 3D models 
overlapped to real environment
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his workstation (Figure 2d). Also in this moment it is presented some planning information associated 
with the model such as some patient information or surgery guidelines. Finally, through the button “Go 
to Webcam mode” it is possible to visualize the computational planning images overlapped to the real 
situation (Figure 2e).

The Augmented Reality Process

An AR application consists first in discovering the visualization device’s location and orientation (usu-
ally a camera) and only then in the overlapping of the wanted and existing virtual data over the captured 
environment in real time.

As it has been previously mentioned, the calibration step is mandatory to establish the relation be-
tween the real environment dimensions and the virtual ones. This is a required parameter to correctly 
resize and display virtual information over the actual captured image.

In order to make the calibration possible it is necessary the existence of an image capture device 
associated with computer vision functions. Additionally, it has to be able to detect strategic and pre-
defined points where the actual distances between them are previously known and given as input to the 
calibration system (Siltanen, 2012). These computer vision algorithms are basically divided in two main 
steps: the first one is the characteristic’s extraction of the captured image, followed by the second step 
which is responsible for the camera calibration, i.e., the estimation of its positioning and orientation on 
real environment (Khandelwal, Swarnalatha, Bisht, & Prabu, 2015).

Different tracking methods have been developed for multiple areas such as computer vision, robotics 
or even photogrammetry (Siltanen, 2012). These methods can be differentiated based on the equipment 
used: sensor tracking methods, visual tracking methods and hybrid methods. Since in most augmented 
reality systems the camera is an implemented common device, the visual tracking methods assume an 
important role in AR and were the chosen ones for the presented solution.

The following procedures were performed using lower level image-processing functions included in 
OpenCV libraries.

From the existing tracking approaches based on computer vision, the authors in this chapter opted 
for those that use fiducial markers. This is due to the fact that they have shown good practical results 
and with execution and configuration times acceptable for real-time and clinical applications. Thus, for 
the marker detection the authors resorted to the descripted procedures in Figure 3.

After the image acquisition (Figure 3a) and before the actual detection of the landmark, the pre-
processing phase (Figure 3b) is performed which is crucial for its success. This can be described by 
Program 1 which is applied to every captured frame.

After the processing phase, the contour detection process in the binary image is performed (Figure 3c). 
Then, the contours candidates for the desired marker, are selected considering that the fiducial marker 
is pre-defined and well known. Then, the contours candidates for the desired marker, are selected con-
sidering that the fiducial marker is pre-defined and well known. The selection process is performed by 
Program 2 which was developed according to the marker’s characteristics, mainly because it is a square.

The next step of the AR development is the landmark recognition (Figure 3d). First, the perspective 
transformation that brings the current marker to the rectangular form is calculated. Then, with the previ-
ously calculated matrix it is applied to the chosen contour a function that outputs its representation in 
two-dimensional space (canonical marker image) allowing its identification.
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Figure 3. Description of marker detection steps

Program 1. Image pre-processing steps

if Camera Updated then
for each frame do
smooth the image (reduce noise); 

convert image to greyscale (intensity image); 

threshold image (binary image);

Program 2. The specifications for landmark’s detection of the captured image

if (number of points is 4) and (points describe a convex polygon) then
check the distance between consecutive points; 

if (distance is similar) and (large enough) then
calculate perimeter; 

if perimeter is acceptable then
sort the contour’s points in anti-clockwise order; 

save the reordered contour’s point as possible marker; 

else
save contour as rejected; 

else
save contour as rejected; 

else
save contour as rejected;
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Hereupon the supposed marker is divided in 7x7 regions which the inner 5x5 represent the real 
information about its id. An algorithm analyses these regions one by one and identify the colour of the 
same ones, which can be black or white. According to this, the contour’s image matrix is transformed 
into binary and this value will match to the marker’s id.

After sorting the points according to an established pattern regardless of the orientation of the camera, 
the contour corners are refined to sub pixel accuracy and they are ready for the pose estimation process.

So, at this point, the bi dimensional position of the interest contour’s points is well known. However, 
it is necessary to estimate their position in the real world coordinate so the 3D model can be displayed 
according to the wanted position (Figure 3e). The OpenCV functions used for this problem are based in 
the so-called pinhole camera model (Figure 4).

For this model (Figure 4), the scene display is formed by the 3D points projection into the image 
plane using a previous calculated perspective transformation by this equation (docs.opencv.org):
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where:

• X Y Z, ,( )  are the coordinates of a 3D point in the world coordinate space;
• u v,( )  are the coordinates of the projection point in pixels;
• c cx y,( )  is a principal point that is usually at the image centre;
• f fx y,  are the focal lengths expressed in pixel units.

With the calculation of these parameters through other OpenCV functions it is possible to estimate 
all the contour’s points position and estimate the relative model position to them. It’s important to refer 
that some of these equation parameters are known and pre-defined such as the landmark’s dimensions. 
Another extremely important consideration is that, after calibration process, the landmark centre will 
be considered the coordinates origin, i.e., the 0 0 0, ,( )  point in the real world.

Therefore, it is then possible to display the three-dimensional model fully scaled by the mobile de-
vice’s camera relative position to the marker and thus obtain the AR immersion.
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The original model will be changed and recalibrated, point by point, depending on the output pa-
rameters resulting from Unity tool´s functions for object motion which received as input some values 
of the previously described matrix.

The Implementation Architecture

The architecture of the implemented solution is shown in Figure 5. Integration of the main application 
with the hospital network and PACS system allows quick and easy access to DICOM images. At the 
surgeon’s workstation, using Peek Health S.A’s preoperative planning system, the team has the possibil-
ity to generate the 3D models and evaluate the entire surgical planning process.

The frontend server is responsible for security requirements (e.g., user access privileges, data encryp-
tion), and user interface generation. The backend is responsible for validation tasks and database accesses.

After making the necessary changes on the initial model for the study of the surgical intervention, 
the files are recorded through the back-end server. Thus, the surgeon will have remote access, via mobile 
device running the application, to all the planning work done previously.

This approach allows the user to organize and plan clinical procedures using his mobile device and 
what he planned with his team in the preoperative stage. With this tool, the professional can visualize 
through the camera of the mobile device a digital representation of the patient’s structure with procedures 
guidelines on the real scene in a simple and intuitive way. From diagnosis to surgery, a much more im-
mersive, efficient and complete experience is enabled for health professionals and patients.

Figure 4. Camera calibration and 3D reconstruction using pinhole camera model
Source: docs.opencv.org
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FUTURE RESEARCH DIRECTIONS

The ARPEEK system already addresses the context of orthopaedic surgical planning through its multiple 
functionalities. However, it would be interesting to develop and provide more features such as:

• Construction of models using other medical image modalities such as MRI.
• Tools for image segmentation.
• Development of fiducial markers that are low-cost and biocompatible in order to improve and ease 

the tracking process.
• Creation of dynamic models, i.e., instead of the fixed models, these could vary their shape and 

deformation with the procedure which they are subjected, simulating with even more detail and 
precision the whole course of the intervention.

• 3D models that could follow the tissues’ variations during the procedure in real time.
• HIPPA compliant servers, as patient’s data is being stored.
• UI/UX improvements.

DISCUSSION AND CONCLUSION

The main objective of this chapter was to present a new concept and approach to orthopedic planning 
through the implementation of augmented reality technologies in mobile devices. The current available 
solutions present some limitations in areas such as intervention planning, device configuration, associ-

Figure 5. System architecture for AR solution implementation
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ated costs, the lack of reconstruction of the 3D model, imperfections in the visualization of images, in 
the low or nonexistent portability and also in remote access to graphic content.

Considering the importance of the role of planning in the success of surgical interventions, this solution 
seeks to contribute, not only in the planning phase, but also to facilitate the intervention itself. Providing 
a variety of tools and functions that the surgeon and his or her staff can use to study and recreate most 
of the procedures they will perform on the patient such as incisions for placement of medical devices 
and / or prostheses. All stages of the planning can be discussed and simulated graphically taking into 
account the diverse information gathered about the patient which allows to adapt the procedures to the 
condition and needs of the same. In addition to these advantages, the implementation of the solution in a 
surgical context may also allow the reduction of stress and pressure to which professionals are routinely 
submitted, due to previous simulations of the procedures.

In the event of a problem during surgery, considering the communication, acquisition and visualiza-
tion features of the AR technology used in this solution, it may allow, in a practical and intuitive way, 
to overcome the problem, providing the surgeon with access to all the information that resulted from 
the planning phase. By overlaying graphic content to the real environment via video camera, the team 
can monitor all steps of the surgery as planned, comparing virtual and real information. In this way, the 
moments of indecision during the intervention can be attenuated.

The ARPEEK´s application introduces a new concept for surgical planning where the surgeon along 
with his team can improve and increase all their actions from planning with the patient’s study to the 
procedure itself. Besides the high level of abstraction available for the user, this solution can enable an 
improvement of the surgical procedures, reducing their time and risks.
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ABSTRACT

Health is the most critical but very less celebrated application area of recommendation system. The 
purpose of this work is to put forward the present development and potential future applications of the 
recommendation system for the physical health of an individual and community. These recommendations 
are aimed to mitigate the probable future health risks. Present chapter ensembles the existing literature 
to illustrate the current applications of the subject. Furthermore, this put forward future scope and 
knowledge boundary for health recommendation system research. Because of present innovations i.e. 
wearable health technologies, the application of recommendation system for health has become pos-
sible. The present chapter evaluates the existing wearable health technologies and its suitability for the 
deployment of a responsive health recommendation system.

INTRODUCTION

Human illness is an unfortunate event seriously disrupting individual’s life and his family. Mostly it 
brings grave emotional and economic losses. These losses are often of considerable magnitude, and 
many times, it is beyond the individual’s ability to cope. Out of all illnesses, sudden illness is most 
critical since it gives very limited time to react. An alarm or a pre-signal in the event of sudden illness 
may result in saving of life. Timely alarm or pre-signal is feasible because nine out of ten cases reported 
as ‘sudden illness’ are in fact ‘neglected’ cases that deteriorated suddenly (Anogianakis et al., 1998). 
Presently, timely reporting of individual’s health status area receives increasing attention from multiple 
disciplines of research. In the present chapter, we have elaborated one of the applications of information 
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and communication technology (ICT) for it, the recommender system. Currently, in evolving techno-
logical scenario, personal wearable health gadgets are becoming more and more popular (Timmerer, 
Ebrahimi, & Pereira, 2015). These gadgets are capable of giving real-time health related information’s 
of an individual. Real-time health information’s are essential requirement for back-end analysis of entire 
health recommendation system.

The recommendation system is an area of information system (IS) that provides personalized rec-
ommendations to the user. The recommendation system is defined as a system that produces personal-
ized suggestions to the user in a large space of possible options (Ferreira-Satler, Romero, Menendez-
Dominguez, Zapata, & Prieto, 2012). Recently, recommendation systems are considered as one of the 
most efficient tools to provide the appropriate information based on users personal preferences (Dao, 
Jeong, & Ahn, 2012). Till date, the maximum applications of recommendation system is for business 
purposes, to suggest most appropriate product/services to the customer. Although, currently there are few 
examples of health recommendation system (HRS) (Chakraborty & Yoshida, 2016; Gao & Liu, 2014; 
Kushwaha, Goyal, Goel, Singla, & Vyas, 2014; Rivero-Rodríguez, Konstantinidis, Sanchez-Bocanegra, 
& Fernández-Luque, 2013), but recommendations for health related issues are not yet very common. 
Furthermore, limited presence of HRS is based on the recorded health history of a patient, and none of 
them can be classified as real-time HRS.

Real-time HRS can be proven effective for an individual when he/she will need to respond to a very 
narrow range of time like health emergency situation. The ignorance of the most appropriate response 
in such events may lead to severe health and financial loss, even leading to loss of life. Presently, the 
automated appropriate health recommendation during and before such unfortunate and unplanned incident 
are not in place. Therefore, the knowledge and understanding of HRS is utmost important.

The chapter has been organized into nine sections commencing with an introduction and concluding 
with a summary of the chapter. The second section “Modern World and Lifestyle Diseases” comprises 
of the current epidemiological condition of global population and major problems faced by mankind as 
life style diseases. As these ailments can only monitored and maintained by state of the art technologi-
cal innovations like Health Recommendation Systems (HRS); this section is more of motivation and 
need for the development of HRS for achieving the objective of pervasive health care. Next two sections 
provide a crisp and clear understanding of recommender system while pointing out similarities and 
differences of generic recommendation system and it’s specific utilization for the health care purpose. 
Fourth and fifth sections followed the applicability of health recommender system in the real world and 
addressed individual components needed to make an effective HRS. Challenges of implementing such 
novel technology are also not less. Such issues like health data security, privacy have been described 
in the seventh section. The eighth section is the promise that HRS can bring to mankind for achieving 
better health in society. The overall contribution of the chapter is to elucidate the potential of HRS for 
walking towards a ubiquitous health and wellness.

MODERN WORLD AND LIFESTYLE DISEASES

In today’s world, lifestyle ailments like type II diabetes, hypertension, cardiac arrest, and hyperlipidemia 
has reached the ceiling of severe consideration for public health decision makers. Currently, epide-
miological disease landscape suggests a drift from infectious disease to such lifestyle diseases. These 
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diseases mainly occur due to an imbalance in body’s internal metabolism or over production of certain 
endogenous substances. Due to this reason, there is a rise in the number of incidences of such diseases 
in earlier years of life of individuals when compared with the prevalence of the disease in the previous 
generation. It is a concern to the people as the amount of disease adjusted life years (DALY) lost due to 
early occurrence of the ailment in patient life span (Gupte, Ramachandran, & Mutatkar, 2001).

Lifestyle ailments have defined as the diseases related to the way of people living in the present 
civilization. For this reason, it can also be called as diseases of civilization. Drastic decrease of physical 
activity in today’s mechanized world, sedentary professional culture, eating junk foods, consumption of 
substances of addiction, and drug abuse took a toll on the current generation. This has resulted in pin-
nacle level prevalence of diseases like cardiac diseases, type II diabetes mellitus, obesity, hypertension, 
and other metabolic disorders in current scenario (MedicineNet, 2016). Also, these diseases are more 
incident on urban and industrialized arenas, like cities and town rather than sub-urban or rural areas. The 
projections for 2020 and 2030 is much worse for the world in respect of such non-communicable ail-
ments. While common people may feel better by thinking these are non-infectious in nature, biomedical 
researchers are finding it difficult as it is even spreading faster than infectious diseases like tuberculosis 
or malaria in the world. Actually, it has been projected to have an average annual rates of change (age-
standardized death rate) as +1.1 and +1.3 percent for male and female diabetes mellitus patients while 
for infectious diseases like tuberculosis is projected as -5.4 and -5.3 percent and -1.3 and -1.5 for male 
and female patient population when calculated for the entire world for a period of 2002 to 2020 (Mathers 
& Loncar, 2006). It seems from the data that lifestyle diseases like diabetes will increase in rate whereas, 
infectious diseases like tuberculosis and malaria is showing a decrease in pattern. Progressing at such 
a high rate, lifestyle diseases can definitely cause a severe impact not only on human mortality but also 
with the quality of life. Health is an important parameter of quality of life, which can be easily disturbed 
by a lifestyle disease, since it is non-curable in nature and cause severe loss of financial resources when 
calculated for the lifetime therapeutic procedure needed for the disease. Adding to our perils, they are 
mainly occurred due to some defected metabolism or unhealthy habit one practice in life! So, medicines 
only keep patients to control the disease and eventually living healthy can only be achieved by lifestyle 
modification. In the entire therapeutic process, one of the sole important criteria is to check person’s 
health status regularly. Constant monitoring is a necessary need for controlling the disease progression 
or avert any severe condition due to sudden attacks.

Monitoring is the main tool to control such menacing ailments for a patient. Dose and type of ad-
ministered medicine also varies from time to time for patient depending on his/her condition. Imagine a 
patient with type II diabetes mellitus who had been on oral antidiabetics but recent blood glucose level 
rise resulted him to shift to insulin administration. Now the health professionals also wanted to shift him 
back to on oral antidiabetics, but for that, he has to be constantly monitored for glucose level as well 
as other vitals like pulse rate, dehydration condition etc. In the same manner, a cardiac disease patient 
probably should have been monitored for multiple day to day actions from his activities like walking to 
running, climbing stairs, getting stressed etc. A visit with medical personnel within a span of a week 
may not be always convenient due to time, cost or other reasons. Also, even if a patient pursues to do a 
weekly visit to a medical practitioner, still it is not enough for all health condition aggravation monitor-
ing. This can only be achieved via real-time constant monitoring of any patient which will help him/her 
to repel any upcoming sudden attack of the ailment in a prudent and well-informed fashion. Because 
for some lifestyle diseases like cardiac disease, sudden health aggravation can happen within a span of 
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hours. Also, when alarmed, patients might restrain himself or herself from doing some activities like 
becoming anxious, stressed or angry in a life situation for cardiac patients; and control eating habits for 
hyperlipidemia or obese patients. So, the incidence of attack will eventually be lesser in number under 
constant monitoring system which is a necessary criterion to control a lifestyle disease.

CONCEPT OF RECOMMENDATION SYSTEM

Recommendation system (RS) is one of the very common applications of IT in recent years (Huang et 
al., 2015). Most of the present applications of RS are business applications. These applications are, such 
as recommending products to the customers on Amazon.com (Linden, Smith, & York, 2003), suggest-
ing movies to watch by Netflix (Koren, 2008) and MovieLens (Miller, Albert, Lam, Konstan, & Riedl, 
2003), recommending music to listen to Last.fm and Pandora Radio, and recommendation news to read 
by VERSIFI Technologies (Billsus, Brunk, Evans, Gladish, & Pazzani, 2002). The efforts to use the 
technology of RS beyond business application are very rare. However, researchers have attempted to 
explore the application of RS for disaster mitigation (Srivastava & Ray, 2016).

Recommendation system is defined as the system which recommends an appropriate product or 
service after learning the customers’ need (Choi, Kang, & Jeon, 2006). A health recommender systems 
(HRS) is a specialization of a Recommender Systems (RS) (Francesco Ricci, Lior Rokach, Bracha 
Shapira, & Paul B. Kantor, 2011; Wiesner & Pfeifer, 2014). Francesco Ricci et al. (2011) defined HRS 
as a piece of non-confidential and scientifically proven medical recommendation that is of interest not 
linked to the individual’s medical history. However, this definition is not consistent with the accepted 
definition of RS, where RS is personalized based on individual interest and need. Therefore, based on 
the existing definition of the RS and HRS, we define HRS as the system that recommends most suitable 
health advice after learning from the available health related data of the patient/ customer in the event 
of a probable future health risk.

As HRS is a relatively new concept and previous commercial examples of recommender systems 
which we have discussed in the first paragraph of this section, were, by and large suggests only on the 
basis of specific requirement of a particular consumer, is missing in the definition of HRS suggested by 
Francesco Ricci et al. (2011). As per their definition health recommendation is independent of a patient’s 
previous medical record and rather a contextual momentous suggestion. From the perspective of clini-
cians, this seems little bizarre because one must be aware of a patient’s previous ailments, food habits, 
age, sex, any idiosyncratic feature like the allergy to certain medicines (sulfur containing medicines), 
etc. before giving a health suggestion to a healthy or ill individual for preventive or curative purpose. We 
have incorporated recommendation on the basis of previous information for a specific person just like 
movie recommender system or product recommendations system. In fact, without taking consideration 
of a patient’s medical history, there is a high probability that a health suggestion may aggravate a disease 
or worsen his health condition. So we have incorporated this necessary medically relevant angle while 
defining HRS in our definition.

The technology of recommendation system is very recent. On the contrary, health recommendations 
are as old as the human civilization. Therefore, before recommender system, there are various existing 
models of HRS. Some of these are as follow:
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• Health prescription by a qualified medical practitioner
• Exercise prescription by Gym trainer
• Diet prescription by nutritionist
• Vernacular health recommendation by elders

COMPARISON AND CONTRAST RS AND HRS

RS is defined as the system that recommends customer an appropriate product or service after learning 
from his needs (Choi, Kang, & Jeon, 2006). There are various other ways also by which RS is defined. 
It is advisable to understand these differences so that we may understand the various applications of RS 
and get and better insight into the potential applications of HRS. Another definition of the recommender 
system is that it is a system that predicts user preferences for consumables based on information about 
users (Masters, Madhyastha, & Shakouri, 2008). The first definition of recommendation is based on the 
needs of the individual whereas in second it is based on the user characteristics. Therefore, the concepts 
of user preference and user information are the two key components of RS. Mavridou, Kehagias, Tz-
ovaras, and Hassapis (2013) define a recommender system as any system that produces individualized 
recommendations as output or has the effect of guiding the user in a personalized way to interesting or 
useful objects in a large space of possible options. Another definition also is in line with the previous 
definition of RS, as a system that selects a set of objects from a superset according to user’s preference 
(Montes-Garcia, Alvarez-Rodriguez, Labra-Goyo, & Martinez-Merino, 2013). Furthermore, other re-
searchers defined RS as a system that produces personalized suggestions to the user from a large space 
of possible options (Ferreira-Satler et al., 2012). All three definitions had emphasized on choosing the 
best option keeping user information from a larger option basket. Another definition suggested a recom-
mender system as estimating ratings for unseen items by a user (Mei, Yang, Hua, & Li, 2011). A health 
recommender systems (HRS) is a specialization of Recommender Systems (RS) (Francesco Ricci et al., 
2011; Wiesner & Pfeifer, 2014). Francesco Ricci et al. (2011) and Wiesner and Pfeifer (2014) define 
HRS as a piece of non-secretive and proven scientific medical information used to recommendable item 
of interest that is not linked to the individual’s medical history. However, this definition is not consistent 
with the accepted definition of RS, where RS is personalized based on individual interest and need. 
Therefore, based on the existing definition of the RS and HRS, we define health recommendation sys-
tem as the system that recommends most suitable health advice after learning from the available health 
related data of the patient/ customer as soon as the event of a probable future health risk occurs. There 
are multiple options available in case of RS, and it is in need of a user whether to go for it or not. But, 
in the case of HRS, the criteria of options may not be suitable and in most of the cases, recommenda-
tion will be of compulsory type. Because if a patient is not adhering to the recommended suggestion, it 
might harm him/her to a dangerous extent.

RELATIONSHIP BETWEEN RECOMMENDATION SYSTEM AND HEALTH

HRS is a technology phenomenon that is yet to become common among masses. Also, utility and impact 
of HRS is enormous if opted at a large scale and updated suitably for each ill patient cases. The signifi-
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cance of the technology of RS as a prescriptive and alarming tool for the improvement and maintenance 
of health is innumerable.

Instant medical advice at the time of need is probably a most appreciated piece of information for 
patients suffering from any acute or chronic illness. It mostly took hours of waiting time for checking up 
patient health, monitoring in a regular fashion or just to get a clinical advice by diagnostic test results. 
Nevertheless, for some cases like geriatric medicines i.e. medicines prescribed to elderly patients and 
forgetful patients HRS can also serve as a reminder mechanism. As missing on every single dose can 
be resulted in a severe deterioration of disease conditions because non-communicable ailments mostly 
cannot be cured by medicines; rather by day to day lifestyle modifications and sticking with the proper 
prescription which has been suggested by the clinician. Then only it can be kept under control with a 
diminished ailment aggravation. HRS can be very useful for the person to serve as a reminder tool in 
this context.

Real-time Medication Monitoring (RTMM) in a randomized controlled clinical trial environment 
in Europe has already been proved that short messaging service (SMS) can drastically aid in adhering 
to the therapeutic protocols as prescribed by medical professional to the patients. However, this study 
had been done for six months and limited to type II diabetes mellitus patients only who are reliant on 
oral hypoglycemic agents. The medical intervention of sending SMS reminders at the right time to the 
patients when combined with real-time monitoring found effective for medical adherence to these patient-
medicine therapy dyad (Vervloet et al., 2011). This adherence is defined as days missed without taken 
a dose, any missed dose in a day and doses if taken within the permissible predetermined prescribed 
time intervals. In extended study, researchers tested this type of RTMM and SMS reminder service to 
diabetic patients receiving oral hypoglycemic agents to the patient population of more than one hundred 
people. Patients were randomized to be sent SMS or not to be sent SMS. The final result had shown 
the similar pattern to the trial results, i.e. patients received SMS clearly depicted better adherence to 
the prescribed therapeutic regime. All of the parameters were improved as the SMS helped patients to 
stick to the standardized medical suggestions (Vervloet et al., 2012). Standing on the existing knowledge 
platform, it is limpid that we can expect a positive result from implementation of HRS as the health sug-
gestions or medical advice that had been generated for a person who had been using the technology and 
receiving the guidance through SMS or Mobile app based message services. However, there is a dearth 
of literature concerning with clinical trial or cohort studies where a medical device or wearable device 
based HRS system has been studied for patients directly. But extending our line of understanding, we 
can be convinced that it will only aid in raising patient compliance for the health suggestion and hence 
ensure healthy living for the humankind.

Health recommender system is an advanced form of SMS-based reminder system which not only 
informs and update patients from time to time but more specifically does a real-time analyzing. This 
analysis constitutes of real-time monitoring and pivoting on both past medical record and present health 
status. Then the medical professionals shoot a health advice which may be a clinical or non-clinical activ-
ity to be pursued by the patient in consideration to delaying or hinder any health aggravation condition. 
Greatest difference of HRS with a traditional monitoring system which is only based on the information 
system and mainly developed due to surveillance and reminding the therapy is the integration of patient 
health condition from past data, diagnostic test result and understanding current biometric parameters 
which were being monitored. Also, at the back-end, expert biomedical professionals supported by analyt-
ics personnel issues most proper medical advice to the patient. An example can be as follows: imagine 
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a person has a coronary artery blockage of 60%, and HRS is receiving a heart rate of 130 per minute 
during morning walk, wearable device sends the data to the HRS central office where professionals sug-
gest him to slow down first; this a non-clinical advice and first level of assistance. In the second level, 
HRS center suggests him to take Sorbitrate oral medicine below his tongue and these type of advice is 
clinical in nature. On the third level, the person was advised to sit on a bench in the park nearby and by 
tracking his location nearest health care provider center had been intimated by the HRS center. Then 
the healthcare provider came for picking up the patient as they have already received his location and 
medical details electronically through the HRS and provide him the necessary medical treatment. Same 
can be informed of diabetes, epileptic attacks, sudden aggravation from neuro-degenerative disorders, 
hyperlipidemia, hypertension, and other lifestyle disease like raised uric acid level conditions.

HRS is different from other existing e-commerce based recommendation system as it will form core 
of the health monitoring service for critical, acute illness, and healthy persons alike. Conglomerating 
with wearable device and central HRS center with qualified medical personnel it serves as next genera-
tion technology based health service for the future generation. Thus HRS can cut down case of sudden 
health condition breakdowns like stroke, epileptic shock to a good extent by alarming health surveillance 
team and patient together.

OPERATIONALIZING THE HRS IN REAL WORLD

In 2007, Zaverucha and Cercone had proposed a hybrid intelligent system which can recommend 
pathological test based on previous patient data using survival analysis principle. This can be taken as 
the genesis of health recommendation system. However, only after coining the term ‘HRS’ in 2008 by 
Katzenbeisser and Petkovic (2008) this concept had appeared in the academic literature. Morrell and 
Kerschberg (2012) then developed a conceptual HRS model using Microsoft health vault. This was an 
offline approach which relied upon existing data to function as recommendation system. Also, in the 
same year a search engine namely Social Sifter had been prepared for only specific health related pur-
poses. In the year 2013, the research on HRS began to gain a momentum. The survey on conceptual HRS 
model on personalized nutritional advice had been documented to capture consumer evaluation on the 
same (Wendel, Dellaert, Ronteltap, & Trijp, 2013). Also, a personal health information system for lung 
cancer has been developed by Karla and Gurupur (2013) which they termed as C-PHIS. Furthermore, 
health information recommender system had started suggesting users listen and opt for health related 
videos (Rivero-Rodríguez et al., 2013). Finally, various challenges and opportunities of HRS have been 
documented by Sezgin and Ozkan (2013). In the next year, Wiesner and Pfeifer (2014) had elucidated 
HRS development from personal health-related data by mathematical modeling. Kushwaha et al. (2014) 
shed light on Native App for drug recommender system by case study method. Finally, in 2015 the 
concept around the issue had evolved from offline patients and database based recommendation to real-
time monitoring and health suggestions (Guo, Wang, Li, & Aghajan, 2005). Additionally, suggestions 
were aided by big data technology to achieve a better healthcare solution (Huang et al., 2015). In 2016, 
researchers had performed a small scale experiment on eight subjects by wearable life log device and 
gathered data from them to develop an HRS (Chakraborty & Yoshida, 2016). Various agents that make 
the real-time HRS system practical has been explained next in the section.
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Wearable Health Gadgets

The real-time HRS has become a reality only because of the existence of wearable health gadgets. A 
wearable health gadget can capture real-time health information of an individual. Presently, the various 
form of this health data ais: energy burned, walking done, running performed, pulse rate, and measuring 
individual’s blood pressure. With the help of present gadgets, one may plan his/her exercise schedule 
and can receive real-time suggestions based on his/her earlier prepared plan which can be provided as 
recommendation to him/her.

In recent times, where wearable health gadgets are becoming popular every day, it can take this con-
cept to a socially implementable format. Synchronization of such health gadgets with a mobile phone 
(Android and iOS platform) has given a new dimension to mHealth initiatives. Wearable health gadgets 
are an important precondition for the real-time HRS. Wearable gadgets for the purpose of activity moni-
toring have become very common in the developed countries. The capability of these gadgets includes 
activity monitoring like walking, running, step climbing, etc. and then enumerate an overall result and 
inform the user about the total amount of calories burned on a particular day. This information helps an 
individual to plan his day accordingly, to meet his/her exercise target. Many of these gadgets also provide 
recommendations to perform activities based on preplanned exercise target. The present development 
and future scenario of these gadgets are shown as in Table 1. A thorough scrutiny of existing devices that 
are available via e-tailing companies like Amazon, Flipkart, Snapdeal, etc. is tabulated in the aforemen-
tioned table. The brief search finally results from six different existing devices which are compatible with 
iOS (Apple platform) and Android mobile operating systems. Also, some of the mentions were being 
extracted from different scientific publications and technological advertisements related to the futuristic 
wearable gadgets for the purpose of monitoring health metrics. The eminent journal ‘Nature’ published 
one such article by Gao et al. (2016) for monitoring blood glucose, lactate, and other necessary blood 
ions (sodium and potassium) from the sweat analysis. US-based wearable health device manufacturer 
company Gentag is also quite optimistic about their newly innovated product nfc-skin-patch. It is an 

Table 1. Existing and futuristic health devices

S.N. Existing Devices Platform Measure Price in 
USD

1 Apple showcases watch iOS Fitness tracker 40

2 Polar H7 Blue Tooth iOS and Android Heartrate and Fitness tracker 50-150

3 Fii iFever Smart Thermometer iOS and Android Temperature 35

4 Misfit Shine Activity Tracker and Sleep 
Monitor

Android Activity and Sleep Monitor 55

5 Sokos Bluetooth Smart Fitness Tracker 
Armband | Wristband | Bracelet

iOS and Android Heartrate and Fitness tracker 40

6 Philips Health Watch iOS and Android Activity, Heartrate, and Sleep 200

S.N. Futuristic Devices Source Measure

1 The wearable sweat monitor Published in Nature Glucose, Lactate, Sodium, and 
Potassium

Not 
Available

2 Gentag smart skin patches gentag.com/nfc-skin-
patches/

Diabetes monitoring Not 
Available
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advanced device in the same product line of the organization which has a very diverse application arena 
from temperature monitoring and at the same time can serve as a painless diabetic patch (Gentag, 2016). 
We tabulated all the eight such major health gadgets of the market in Table 1.

Table 1 demonstrates the capability of these gadgets. Besides activity monitoring, there are gadgets 
that can monitor heartbeat, sleep pattern, and blood pressure. Also, monitoring of glucose, lactate, sodium, 
and potassium within the human body is not far. Real-time monitoring of all these health information 
provides innumerable data analytics and recommendation opportunities. The stakeholders involved in 
these opportunities are doctors, medical researchers, data scientists, and last but not the least patients. 
As a result, most of the lifestyle diseases can be monitored thoroughly, and appropriate recommendation 
can be provided to the patients based on the real-time data.

Mobile Apps

Mobile and computer technology had demonstrated a rapid growth in the past two decades. This growth 
has resulted in the new and innovative use of these technologies that were not imagined earlier. In the 
year 2003, the need for strengthening eHealth was realized (Almarri & Bhatti, 2015). Then, mHealth 
was conceptualized to further improve the healthcare network in the year 2009 by connecting wireless 
technologies in healthcare network (Almarri & Bhatti, 2015). As a result, in training, the healthcare 
professional’s mobile apps have started playing a role. However, the role of mobile apps in the healthcare 
delivery to the patient is quite limited even today. To assess the role of mobile apps in the healthcare 
business, researchers conducted a research and reviewed the 500 medical mobile applications (Obiodu 
& Obiodu, 2012). These applications were in the market in the way back 2012 and were used for vari-
ous purposes. Then, it was found that most of these apps were free of cost. As far as, the use of mobile 
apps at a patient end is concerned, according to Handel (2011), mobile applications are becoming very 
effective tools for a patients as well. They are sources of health information for patient and also serve as 
self-management tools. Although most of the mobile apps at present are used by individuals but mobile 
apps have a possibility to be used for public healthcare programs (Almarri & Bhatti, 2015). Researchers 
empirically found that there is a positive attitude towards apps and predicted that in future the use of 
mobile apps for healthcare will increase (Koehler, Vujovic, & McMenamin, 2013).

Medical Data Analytics

Because of the use of Internet, health gadgets, and mobile apps, there are unprecedented changes hap-
pening in healthcare services domain. Applications of these agents in healthcare has given an enormous 
amount of data, and improvements in the IT industry has given the capacity to store this data. Furthermore, 
development in IT human capability and capacity has made a complex analysis of this data possible.

We have explained earlier that sensors of wearable devices can measure physiological conditions 
of an individual. On the scale of time, these data are monitored for hours, minutes, and eventually for 
seconds. Therefore, these data are ready for data analytics. A correlation between the data observed 
from a sensor and medical diagnoses can be found with the help of machine learning algorithms. Data 
of multiple individuals will result in the big data example. Analysis of the big data may result in the 
further improvements of the medical diagnosis. Also, the data availability gives data analyst an oppor-
tunity of potential innovative insights. However, one must not forget that yet this data does not have an 
acceptable relational study to clinical conditions. And presently society does not have enough technical 
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persons to do it. It is difficult to get this input from already overloaded physicians (Hassanalieragh et al., 
2015). This also opens up a new genre of data analysts in the industry who are adept with analytics tools 
and adroit of human body system functions. These people are the back-end of a real-time monitoring 
system. Apart from a human interface, we can also deploy machine learning suggestions for few of the 
tasks related to medical suggestions.

CHALLENGES OF HEALTH RECOMMENDATION SYSTEM RESEARCH

We organize this section in two parts. One, we explain the data security and privacy challenges of health 
recommender system. Two, we explain the various personal and social challenges like the cyber vulner-
ability of such system.

Data Security and Privacy

Health recommendation system may seem to be an usher of new Information and Communication 
Technology (ICT) arena. This has ample scope of improvement for the betterment of patient health, by 
serving as an integral part of the health care monitoring service delivery. But, there are caveats of this 
technology usage for which people may worry a little before accepting the system as a harbinger of a 
new era in health care industry. Among the major fallbacks of this recommender system, data security 
and privacy came as a first and foremost issue for the patients and health care professionals. We all can 
understand easily that in this complicated world it will be unfair for any person to keep his personal 
health condition make a public display. The reason for this may be different for individuals, but finally, 
it is a violation of personal rights. Also, it is needless to understand that industries like insurance, phar-
maceuticals or medical device industry have enough incentive to keep track of the patient data because 
of their business models and to increase the probability of their profit making shares by utilizing personal 
health data. For this reason, “protected health information” (PHI) is applicable to all companies which 
provide or handle the health care facility or plans to certain the patient privacy inside the United States 
of America (USA) (Lane & Schur, 2010). However, in the global context, regulations or law must be 
formulated to restrain organizations for sharing, utilizing or promulgation of patient data. This can be a 
challenge because many multi-nationals might like to set up their research and recommendation unit in 
a central place/country and tried to monitor and send recommendation as per need throughout the world. 
A possible solution for this problem was the usage of encrypted data for the entire business process as 

Table 2. Available sensors and diagnosed diseases

Sensor Data Monitored Disease References

Blood Pressure Hypertension, Cardiac Diseases Lee & Son (2011)

Pulse Rate Cardiac Diseases, Asthma Hernandez, Li, Rehg, & Picard (2014); Klingeberg & 
Schilling (2012)

Blood Sugar Level Diabetes Mellitus type 2 Schoonen et al.,(1990)

Body Temperature Fever Sardini & Serpelloni (2010)

Sleep Pattern Aponea Angius & Raffo (2008)
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stated by the US Federal law The Health Insurance Portability and Accountability Act (HIPAA) 1996 
(CMS.gov, 2016).

Health Information Data: How Secure Will They Be?

In today’s technocrat packed world, another potential problem is cyber-vulnerability of any technical 
product. Health recommendation system is also not devoid of threats such as security breach or hacking 
of the system. Recently, large pharmaceutical and medical devices business giant Johnson & Johnson 
(J&J) had warned their customers who brought insulin pump as it had been already hacked. This prod-
uct, J&J Animus OneTouch Ping insulin pump had launched in 2008, and a cyber- security researcher 
intercepted a spoof communication of a hacker on insulin administration (Finkle, 2016). Insulin is a 
critical medicine which has to be administered with care and in proper dose for any diabetic patient. A 
little change in dose or timing of insulin administration can render a diabetic patient helpless. Faltering 
in any of these two parameters i.e. time and doses can engender a drastic difference in blood glucose 
level which may result in shock, coma or death of a patient. If an organization has decided to provide 
recommendation system which had been aided by wireless sensor network, then this security threat can 
be of following types: Case of data modification: deletion or replacement of the original signal which 
attacker had intercepted by part or full and send the modified signal to the recipient for attaining some 
illegal purpose. Another threat can be Impersonation type, where an attacker may cheat other nodes by 
misusing one node’s identity information. Eavesdropping would another attack type by a hacker if he had 
able to intercept signal due to an open attribute of the network. The last case is the Replaying; where the 
original signal intercepted and later the same data used to send again when attacker wanted that. In all 
four cases, results will be disastrous due to the aggravation of patient health condition as the malicious 
act of a criminally minded hacker (Ameen, Liu, & Kwak, 2012). The vitality of health information gave 
it enough importance to be protected well. Other challenges are like building good infrastructure so that 
network malfunction didn’t occur, appointment of qualified health professionals (registered medical 
practitioner, pharmacist, biomedical researchers) or health monitoring and advising services as per the 
health care regulatory body standard, and ensuring device servicing in case of malfunction are the ones 
which can be worth mentioning within the scope of the chapter.

FUTURE SCOPE

Technology is continuously advancing. In the near future, we should expect much more advances in 
automated health monitoring. As more and more biological indicators will unwind as time progress, 
real-time monitoring systems will develop too. For example how about identifying sleep pattern by 
breathing rate, pulse rate, and other metrics combination using clustering techniques in the back-end 
with a trained artificial neural network to predict future epileptic shocks. The following are the few 
examples that will try to cross the boundary of the current knowledge landscape with mentioning some 
unique advances in the domain.

With the technological leap of mankind in the second decade of the twenty-first century, we see how 
our boundary of limitation shrinks further! Recently researchers from the University of California, USA 
had developed a wearable device which is itself a minion of a complex diagnostic laboratory you see 
in health care centers. This device can “test” sweat of the person who is wearing it and able to provide 
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necessary information resulted from the analysis. We all know sweat is rich in chemical and hence rich 
in relevant information for disease. Along with that, it is quite prudent to monitor whether a person in 
dehydrated/fatigue by sweat analysis. Imagine the world when your biological indicators were being 
constantly known to the back-end clinicians in real-time, and they are suggesting you an apt therapeutic 
medication depending on the previous medical record and current test results. Health recommendation if 
hinged on diagnostic test results, will not only become much more accurate to provide a quality medical 
care, but also help a patient to act in timely manner for an illness (Cooper, 2016).

The future is not very far when our household items like chair, door or refrigerators were being 
connected to the internet and we will turn off the light of washroom via the internet which we forgot to 
switch off while leaving the house. This kind of technology is known as “Internet of Things” and are 
getting well nurtured to build smart homes in near future. However, our interest lies in providing you 
proper health guidance in a timely fashion and in order to do so, we must cling to existing technological 
landscape and the already invented products. One of such product is ‘Smart Cushion’ by Darma Inc. to 
monitor a person’s sitting posture, stress level and sitting time to provide necessary recommendation 
via an Android mobile app. Depending on how much time a person is sitting or sitting posture, cushion 
provides information; utilizing which, recommendation had been appeared in the mobile app to rectify 
the sitting position or other suggestion for healthy leaving. Although a cushion is not a wearable device, it 
entirely relies on the principle of health recommendation system to work and the days are probably not far 
when the cushion will be replaced by a small device in your back pocket purse (Darma Cushion, 2016).

We often get irritated by our own devices like mobile, tablet, laptop or smart watch when it shows 
‘low charge’ icon. It is really a herculean task to remember charge level of each of one’s devices at proper 
time! Apart from it, we also must remember without the renewable energy, neither our ecosystem will 
be sustainable and nor any technological gadget. Keeping environment sustainability in mind, ‘AMPY 
Mov Live Charged’ had been manufactured. This wearable motion charger can convert kinetic energy 
of movements into battery power for smartphone or other wearable (AMPY, 2016). Imagine if your own 
wearable device that provides you healthy living, takes care of the environment as well. Nonetheless, 
you don’t need to charge it too! Doesn’t it sound good?

The possibility of new invention is enormous and with the upcoming trend of Internet of things, link-
ing with multiple gadgets and synchronizing with wearable device can contribute to the HRS technology 
to determine healthy living of a person to a great extent. So, the future of this upcoming technology is 
both manifold and promising to a great level.

SUMMARY

Present society is altogether different to what it was used to be in the previous generations. Mechaniza-
tion and computerization are an essential part of the present civilization. These have led to an increase 
in mental work by humans on the cost of physical work. The fine balance of physical and mental 
activity is distorted leading to the diseases commonly termed as lifestyle diseases. These diseases are 
numerous in numbers but mostly related to metabolic disorders. The unfortunate part of these diseases 
are that; they surface mostly at the critical stage of disease and the progress of these diseases remain 
unmonitored. These diseases are entirely dependent on individual’s lifestyle and cannot be generalized 
to a larger population to deliver a permanent cure. Therefore, they need personalized attention. Recom-
mendation system is one such technology that gives a personalized recommendation to the individuals 
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based on his/her personal need. If personalized health status can be monitored on the real-time basis, 
this technology has the potential to give health recommendations for an individual. Broadly, personal-
ized health recommendation based on recommender system principle is termed as Health Recommender 
System (HRS). Sensing and storing the individual’s health metrics has become viable due to advances 
in the modern sensors and IT hardware’s. Present wearable health gadget gives this health related data 
as energy burned/calories utilized, walking speed and duration, running performed, pulse rate, and 
measuring individual’s blood pressure. Real-time glucose, potassium, sodium, and lactate monitoring 
is also in verse. These new innovations have made human capable to track the lifestyle diseases almost 
on real-time basis. Medical data analytics performed on the health-related sensors data which has been 
obtained through the gadgets; can provide the real-time health status of an individual. Based on which 
the HRS center can deliver the messages, obeying upon which he or she may prepare his/her health 
plans. Although, technically HRS is feasible in the present world; it is, however not without challenges. 
There are innumerable social challenges that are associated with this life changing technology. Privacy 
of data and its repercussion on the insurance business is one of such major challenge. HRS being an IT 
related subject has the vulnerability for its manipulation with mal-intention which is also a challenge 
that cannot be overlooked. However, it can be undoubtedly a major breakthrough in assisting twenty-first 
century’s human health care if these challenges have been taken care of by the competent authorities.
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ABSTRACT

Organ transplantation is the best and often the only treatment for patients with end-stage organ failure. 
However, the universal shortage of deceased donors results in a worrying situation that must be ad-
dressed. Brain dead donors constitute the largest share of organ donors, but identifying a patient that 
may progress to brain death can be a complex task. Therefore, the urgent need of intelligent solutions 
to support the decision-making process is crucial in critical areas as the organ transplantation is. This 
work aims at acquiring knowledge on the potential organ donor criteria for further detection and imple-
menting a platform to assist the process of identification of potential organ donors at Centro Hospitalar 
do Porto – Hospital de Santo António. The developed system is currently implemented and displays a 
steady and competent behavior providing consequently a way to have more control of the information 
needed for the decision-making process
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INTRODUCTION

In the field of organ donation, an early detection of potential donors is crucial. There are many factors 
that influence the number of potential donors but, regardless of that, it is known that the main source 
of all deceased donations come from Brain Dead (BD) donors, implying that most potential deceased 
donors must be localized in the Intensive Care Units (ICUs) and Emergency Departments (EDs) in pa-
tients who are victims of stroke or other severe brain events (Rudge, Matesanz, Delmonico, & Chapman, 
2012; Fernandes, Gomes, Ermida, & Vardasca, 2015).

A comprehensive review of organ donation considers BD patients as the ideal multiorgan donors 
and, as a result, the major source of solid organs for transplantation are provided by BD patients (Rudge, 
Matesanz, Delmonico, & Chapman, 2012; Erwin, Kompanje, Jansen, & de Groot, 2013).

Particularly focusing on BD donation, the main objective is to monitor deceased organ donation 
potential, evaluate performance and identify key areas for improvement (Matesanz, 2001).

In this regard, clinical medical records can be valuable if used to full advantage since they hold a 
wealth of information about the patient’s medical history, prescriptions, physician notes, etc. collected 
from the various Healthcare Information Systems (HIS) (Gong, et al., 2008; Raja, Mitchell, Day, & 
Hardin, 2008; Zhou, Han, Chankai, Prestrud, & Brooks, 2006).

To grant accurate and timely information, these HIS that provide access to electronic patient records 
play an expressive role in optimizing the support of adequate decision-making. Therefore, it is no sur-
prise that in hospitals, the complexity of environments where people and information are distributed 
expects considerable coordination and communication among the professionals that work in such settings 
(Machado, Alves, Abelha, & Neves, 2007).

Indeed, the exchange and share of clinical knowledge among medical information systems is an 
important feature to improve healthcare systems, quality of diagnosis, but mainly, to improve quality in 
patient treatment (Peixoto, Santos, Abelha, & Machado, 2012).

Another important part of this process is actual people. Individuals who are responsible for making 
decisions in organizations are aware that timely and precise information is powerful enough to improve 
business performance (Santos & Ramos, 2006). That’s where a Decision Support System (DSS) fits in 
as a system that intends to support business decision makers in semi-structured or unstructured decision 
situations working with decision makers as adjuncts, extending their capabilities but not replacing their 
judgment. As a matter of fact, this type of systems was aimed at decisions that required judgment or 
could not be completely supported by algorithms (Turban, Sharda, & Delen, 2011).

That said, and knowing that coding, storing and transmitting knowledge in organizations is not new, 
recently the organizational and managerial practice has become more knowledge-focused, and hospitals 
are not indifferent to that (Hahn & Subramani, 2000; Alavi & Leidner, 2005).

To best describe the decision support solution’s architecture and practice, the concept of Business 
Intelligence (BI) is gaining ground (Cortes, 2005). BI characterizes a variety of activities to collect all 
the necessary data to make solid business decisions such as creating a data warehouse and/or data mart 
to store the data and handling front-end analytical tools. Altogether, this set of tools delivers end-users 
a high-level solution so they can make better, informed decisions counting on reports, predictions and/
or analytical views (Turban, Rainer, & Potter, 2005).

Thus, BI is mainly referred to as a broad category of applications and technologies for gathering, 
storing, analyzing and providing access to data in order to deliver decision makers all the tools they need 
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to obtain competitive advantages through quick business understanding and critical insights (Airinei & 
Homocianu, 2009; Ivan & Velicanu, 2015).

For purposes of increasing the availability of organs in CHP and trying to solve the problem of crip-
pling delay in the potential donor referral, the main goal of this project is to acquire knowledge on how 
to design and develop new features resulting in a high-level solution applicable in clinical context. That 
must result in a useful and accurate tool so that the transplant team at CHP can improve their results.

As a result of a work previously done, a repository of potential organ donors and the mechanisms 
responsible for feeding it in real-time are already defined and will be used in this project.

Given the complexity of a project with this magnitude, it was decided that it would be better to divide 
it into several specific objectives:

• Regarding the potential organ donors identification model:
 ◦ Perform a longitudinal study from the actual transplanted at CHP in the past years for feature 

extraction based on the frequency analysis in order to define a more accurate potential donor 
pattern;

 ◦ Discuss the observed results with the transplant team at CHP in order to describe the struc-
ture of the model to apply.

• Regarding the repository of potential organ donors:
 ◦ Analyze and study the existent HIS at CHP to ensure their interoperability, as well as the 

architecture of the previously defined repository;
 ◦ Correct any possible situations that are not being captured correctly or that may be excluded 

by computer error;
 ◦ Introduce new potential donor detection filters defined in the previous stage.

• Regarding the web platform:
 ◦ Develop an intuitive user interface allowing a real-time graphical tracking of potential donors;
 ◦ Define a notification system to alert responsible members whenever a new possible donor 

with a certain level of potential is identified;
 ◦ Provide BI tools for statistical analysis and study of the data collected.

All things considered, it is possible to construct complex and rigorous Clinical Decision Support 
Systems (CDSSs) based on BI technologies with data from the various HIS that, when built upon a firm 
basis, can take the clinical decision-making to a whole new level.

BACKGROUND

Organ donation counts on many variables that must be taken into account when identifying potential 
organ donors. The use of IT solutions can provide an added value in facilitating the process of potential 
donors referral using the different existing HIS.

Healthcare organizations, as many others, are striving to make sense of the rapidly increasing volume 
and variety of data generated by both internal and external resources (Işık, Jones, & Sidorova, 2013). To 
face the challenge of how to make sense of the raw data inside relational databases and produce meaning-
ful information for executive professionals to make effective decisions in the diverse clinical areas, the 
concept of CDSSs emerged (Kawamoto, Houlihan, Balas, & Lobach, 2005; Ali, Nassif, & Capretz, 2013).
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By applying the right set of information technologies, it is possible to develop CDSSs that use the 
information provided by the various HIS for decision-making in more or less critical situations support-
ing the decision made by healthcare providers. Combined with BI, these systems can provide relevant 
information for the decision-making process improving the availability and overall quality of that infor-
mation (Santos & Ramos, 2006).

The development of this type of systems is being encouraged to support new knowledge construction, 
processes improvement, pattern recognition and interpretation in large amounts of data, localization and 
development of organizational competencies and experience sharing (Santos & Ramos, 2006).

Within the scope of transplantation, some promising solutions and proposals are emerging to solve the 
inherent difficulty and complexity in order to improve the potential organ donors screening efficiency.

HEALTHCARE INTELLIGENCE IN ORGAN TRANSPLANTATION

Organ Donation and Transplantation Activities

Transplantation is the treatment of choice for severe organ failure. Despite this, the number of patients 
waiting for one or more organs is still increasing in Europe and as the shortage of organs has become 
more critical, new proposals have been developed to increase the organ donation potential (Jansen, et 
al., 2010; Irving, et al., 2012).

In Portugal, as in most countries, many systematic approaches and programs to increase organ donor 
rates and also to develop deceased donation to its maximum potential have been implemented, such as 
the initiation of the presumed consent legislation (Rudge, Matesanz, Delmonico, & Chapman, 2012). 
(Matesanz, 2001; Erwin, Kompanje, Jansen, & de Groot, 2013; Matesanz, 2001).

Even though there is no consensus on uniform criteria for defining a potential organ donor, a com-
prehensive review of organ donation considers BD patients the ideal multiorgan donors. As a result, the 
major source of solid organs for transplantation is provided by BD patients (Erwin, Kompanje, Jansen, 
& de Groot, 2013; Rudge, Matesanz, Delmonico, & Chapman, 2012). The work of the transplant team 
at CHP focuses on determining precursors of brain death that can provide significant results in creating 
a reliable pool of potential organ donors. As so, potential organ donors should be identified as soon as 
possible and should never be missed or delayed and it is desirable to identify a potential organ donor as 
early as possible to achieve a donor conversion rate as high as possible (Jansen, et al., 2010).

However, detection and management of potential organ donors is a complex process which takes 
several elements in consideration (Irving, et al., 2012).

Healthcare Information Systems

In medical science, where lives are at stake, a perfect scenario would be for all healthcare professionals 
to be perfectly skilled and informed, and for healthcare to be a field of order, knowledge and defined 
procedures even though uncertainty is a part of everyday life in surgical decision-making. However, 
one of the greatest concerns in nowadays’ organizations is to introduce technology into their environ-
ments, and hospitals are not an exception. Consequently, HIS have been introduced in order to improve 
the quality of healthcare delivery (Jalote-Parmar, 2009; Palazzo, et al., 2013; Cardoso, et al., 2014; 
Khodambashi, 2013).
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HIS can be defined as the socio-technical subsystems that comprise all management and organization 
information processing, as well as the healthcare professionals roles (Haux, Winter, Ammenwerth, & Brigl, 
2013; Duarte, Portela, Abelha, Machado, & Santos, 2011). The design and implementation of HIS must 
focus on ensuring the efficient production of information in order to provide clinical decision-making 
capabilities (Duarte, Portela, Abelha, Machado, & Santos, 2011; Costa, Novais, Machado, Alberto, & 
Neves, 2007). As to provide complete and useful features, HIS must also allow the extraction of clinical 
and management indicators as a way to improve the decision-making, planning and logistics processes 
(Cardoso, Marins, Portela, Abelha, & Machado, 2014; Chaudhry, et al., 2006).

Clinical Decision Support Systems

Making decisions is characterized as the process of developing and analyzing alternatives to make a 
decision which is nothing more than a choice from the available alternatives. The majority of the deci-
sions are made in response to a problem and involve judgement, which are the cognitive aspects of the 
decision-making process (Škrobáčková & Kopáčková, 2006).

CDSSs fit in as “any electronic system designed to aid directly in clinical decision making in which 
characteristics of individual patients are used to generate patient-specific assessments or recommendations 
that are then presented to clinicians for consideration” (Kawamoto, Houlihan, Balas, & Lobach, 2005).

In their classic form, CDSSs include alerts, reminders, order sets that automatically remind the clinical 
of a determined action, or care summary dashboards that provide feedback on quality and performance 
indicators for further improvement (Bright, et al., 2012).

Such systems have been shown to improve overall healthcare quality and efficiency by enhancing 
the delivery of preventive care services, and improve adherence to recommended care standards (Shea, 
DuMouchel, & Bahamonde, 1996; Balas, et al., 2000; Hunt, Haynes, Hanna, & Smith, 1998).

Reviews on the deployment of CDSSs showed that (Berner, 2009):

• Computer-based decision support is more effective than manual processes for decision support;
• CDSSs interventions that are presented automatically and fit into the workflow of the clinicians 

are more likely to be used;
• CDSSs that recommend actions for users are more effective than the ones that simply provide 

assessments;
• CDSSs’ interventions that provide information at the time and place of decision-making are more 

likely to have an impact.

Nevertheless, it is important to understand that a CDSS ‘s target is not to replace clinicians but to 
support their daily work by reconstructing the way clinical episodes are seen.

Business Intelligence

Some sources describe BI as systems that combine data from different sources with analytic tools in 
order to provide relevant information for the decision-making process. The aim of such systems is to 
improve the availability and overall quality of that information (Santos & Ramos, 2006; Cody, Kreulen, 
Krishna, & Spangler, 2002).
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When compared to DSS, BI is defined as a broad category of applications, practices, and technologies 
for gathering, storing, analyzing and providing access to data to support the business users in making bet-
ter decisions. This includes all the ways an enterprise can explore, access and analyze information in the 
data warehouse to develop insights that will utterly lead to improved, informed decisions (Škrobáčková 
& Kopáčková, 2006; Olszak & Batko, 2012).

In fact, nowadays, BI is considered a top priority for many organizations and although healthcare still 
lags behind other industries in adopting BI, leading practitioners agree that taking a more enterprise-
wide, platform-based approach to BI provides large gains to the institution (Olszak & Batko, 2012).

Depending on the requirements of every project, technologies can be merged and combined, creating 
a reliable DSS architecture. This DSS ‘s architecture must back up all the technological requirements 
BI might need. After a literature analysis, the framework that best suited this work is composed of three 
levels, from a development point of view, from bottom to top: The Data Sources level, the Data Ware-
house level, and the Business Analytics level as represented in Figure 1 (Bâra & Lungu, 2012).

This approach was proposed by Han and Kamber (Jiawei & Kamber, 2001) and Eckerson (2003).

Figure 1. Adopted BI’s support infrastructure architecture
Adapted from Cortes (2005)
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The Data Sources level represents all the operational environment of the application. These Data 
Sources are represented as databases including the data from different operational systems, responsible 
for feeding the Data Warehouse. They represent the origin of information intended to collect and make 
available through the Data Warehouse and they also represent the diverse operational activity’s support 
systems used in an organization, in the form of HIS (Cortes, 2005).

The Data Warehouse (DW) level represents the storage environment that include the data validation 
and transformation before storing it in the DW. There always exist some kind of treatment to perform 
over the data before integrating it into the analytic repository. The area where this happens is called the 
Data Staging Area. Here, sequential search algorithms and text transformation procedures predominate, 
called the Extract, Transform and Load (ETL) procedures.

Above the Data Staging Area is the DW which is the analytical repository where data is stored after 
correctly transformed and integrated. It is over the DW that a set of services with the objective to pro-
vide information to end-users is implemented. This set of services includes a variety of utilities such as 
multidimensional analysis servers that can be later accessed by Online Analytical Processing (OLAP) 
tools, BI servers, Data Mining engines, amongst others (Cortes, 2005; Gardner, 1998).

The Business Analytics level is characterized as the set of technologies that support real-time analyt-
ics, enabling end-users to interact and explore the data from the repository previously created. Here the 
user is provided with a set of dynamic analysis tools that can be used to query data, generate reports or 
identify trends and patterns in data. That’s where the interaction with the users takes place and where 
they can communicate with the system and analyze the presented results. This is one of the reasons why 
the user interface must be specially designed for an intuitive interaction.

KNOWLEDGE DISCOVERY IN DATABASES

Knowledge Discovery in Databases (KDD) is a fast-evolving research field which development is targeted 
to the benefit of practical, social and economic fields, amongst others. The motivation for this growth 
is linked primarily to the existence of a powerful technology for collecting, storing and managing large 
amounts of data, also known as big data. Most of this data hold valuable information like patterns and 
trends that can be utilized to improve business decisions. However, considering that the data is collected 
into databases, it became necessary to develop automatic processes for data analysis, like Data Mining 
(DM) (Rezende, 2003).

To best analyze and comprehend large volumes of data, several studies have been conducted in order 
to develop knowledge extraction techniques, also known as Data Mining. This process of KDD aims 
at finding knowledge from a set of data so it can be used in decision-making processes. Therefore, an 
important requirement is that this knowledge is human-understandable, as well as useful and interesting 
for end-users, generally the decision-makers, in a way this knowledge can support their decision-making 
process (Rezende, 2003; Fayyad, Piatetsky-Shapiro, & Smyth, 1996).

TEXT MINING

As the Data Mining techniques have been developed to deal with structured data, specific Text Mining 
techniques to deal with unstructured data were conceived (Rezende, 2003).
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Text Mining is described as a process of knowledge discovery based on technologies such as Natural 
Language Processing (NLP) information extraction and Data Mining that makes it possible to discover 
patterns and trends semi-automatically from huge collections of unstructured text (Uramoto, et al., 2004; 
Hearst, 1999; Brusic & Zeleznikow, 1999; Swanson & Smalheiser, 1997; Agrawal & Srikant, 1994; 
Chen, Fuller, Friedman, & Hersh, 2006; Turban, Aronson, & Liang, 2005).

Text Mining system’s preprocessing operations focus on the identification and extraction of repre-
sentative features from natural language documents. These preprocessing operations are responsible for 
modeling unstructured text stored in document collections (implicit knowledge) into structured content 
(explicit knowledge) (Chen, Fuller, Friedman, & Hersh, 2006; Feldman & Sanger, 2007).

In healthcare, physicians often express opinions in terms of words that contain useful information that 
can be further used to develop intelligent models to improve the healthcare process. Hence, Text Mining 
proves to be an effective tool in healthcare datasets if correctly applied within clinical record archives 
leading to an accurate prediction of future outcomes in various healthcare settings (Raja, Mitchell, Day, & 
Hardin, 2008). Hirschman notes in his review of milestones in biomedical Text Mining research that the 
field began by focusing on three approaches to process text: linguistic context of text, pattern matching, 
and word co-occurrence. This last one, word co-occurrence, proves to be very effective on occurrence 
statistics-based predictions (Hirschman, Park, Tsujii, Wong, & Wu, 2002).

As the output of a NLP system is intended to be employed by a healthcare application, it must hold 
adequate recall, precision and specificity for the intended clinical application, but it should also be pos-
sible to adjust its performance according to the needs of the application. Any application involving NLP 
must undergo a performance evaluation before being deployed to ensure it is appropriate to address such 
clinical settings (Chen, Fuller, Friedman, & Hersh, 2006).

One evident challenge in the Text Mining field lies on the pertinent declaration of negatives in text 
which makes it harder to determine whether a finding within narrative medical records is present or 
absent. Indeed, the most frequently described findings are the ones that deny these findings on the pa-
tient (Chapman, Bridewell, Hanbury, Cooper, & Buchanan, 2001). Thus, the development of methods 
to automatically discriminate between terms that are mentioned as being present and terms that are 
negated provide a crucial improvement for this type of systems where negation in predicate logic is well 
defined and syntactically present.

SOLUTIONS AND RECOMMENDATIONS

Defining the Potential Organ Donor Criteria

At a preliminary stage, a crucial criterion for identifying a death that may yield a potential organ donor 
consists on filtering medical record reviews indicating primary brain death.

This definition of potential organ donor returns patients’ records clinically consistent with organ 
donor potential based on ICD-9-CM codes.

In that sense, a list of ICD-9-CM codes was developed by the transplant team at CHP based on retro-
spective data analysis from recent years and includes a set of diagnostics that may yield a potential BD 
donor. For example, the list contains ICD-9-CM codes for subarachnoid hemorrhage (SAH), traumatic 
brain injury (TBI) and intracerebral hemorrhage (ICH) which are known to precede brain death in over 
80% of the cases, according to the literature (Lovelock, Rinkel, & Rothwell, 2010).
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The complete list of ICD-9-CM codes used for this purpose is represented in Table 1.
A set of automatic procedures was then conceived to search, retrieve and store patients’ records on 

the diverse hospital databases that are consistent with the any of the codes listed in Table 1, using Java.
Another expressive way of detecting patients that may lead to BD donors rests on the evaluation of 

the patient’s Cranio-Encephalic Computerized Tomography (CE CT) scan reports looking for medical 
evidence of devastating neurological events (Fernandes, 2013).

To best classify and identify potential donors, a systematic approach for detection was adopted. This 
approach was designed to retrieve a set of most common keywords and expressions in potential organ 
donors’ CE CT scan reports so it can be applied to the software-based screening system.

In order to get clinically relevant and accurate results, the context of this approach was narrowed to 
the CE CT scan reports from those patients who became actual organ donors from 2010 to 2015 at CHP.

Table 1. ICD-9-CM codes for inclusion of potential organ donors

ICD-9-CM Code Description

191 Malignant neoplasm of brain

192 Malignant neoplasm of other and unspecified parts of nervous system

225 Benign neoplasm of brain and other parts of nervous system

320 Bacterial meningitis

324 Intracranial and intraspinal abscess

348.1 Anoxic brain damage

348.4 Compression of brain

348.5 Cerebral edema

348.8 Other conditions of brain

348.9 Unspecified condition of brain

430 Subarachnoid hemorrhage

431 Intracerebral hemorrhage

432 Other and unspecified intracranial hemorrhage

433 Occlusion and stenosis of precerebral arteries

434 Occlusion of cerebral arteries

435 Transient cerebral ischemia

436 Acute, but ill-defined, cerebrovascular disease

800 Fracture of vault of skull

801 Fracture of base of skull

803 Other and unqualified skull fractures

804 Multiple fractures involving skull or face with other bones

850 Concussion

851 Cerebral laceration and contusion

852 Subarachnoid, subdural, and extradural hemorrhage, following injury

853 Other and unspecified intracranial hemorrhage following injury

854 Intracranial injury of other and unspecified nature
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As to meet its specifications, this system aims to (a) extract critical medical findings and related infor-
mation in the free text scan reports and (b) deploy that structured knowledge for future events detection.

Keywords/Expressions Extraction Module

The process began with a collection of documents to be analyzed, that is, the collection of CE CT scan 
reports from actual organ donors from the past 5 years. Data extraction and cleaning procedures are the 
first step and required meticulous and precise attention to ensure that the data was valid and the informa-
tion was complete. A stop list of words to be ignored in the document while performing the analysis was 
adopted. It contained commonly occurring terms that do not carry much value to the analysis process, 
providing more reliable results. Domain knowledge played a fundamental role at this stage.

Thereafter, an algorithm run for n-gram frequency extraction was performed resulting in a table of 
all the n-grams set along with their corresponding frequency in the collection of documents. This stage 
required general understanding of algorithms capable of converting raw textual data into useful numeric 
information that users can comprehend and was performed using R Studio and the tm package, specific 
for text mining.

A total of 134 CE CT scan reports performed by 62 actual donors from 2010 to 2015 were analyzed.
Due to the essential participation of the transplant teams in this type of solutions, the final set of 

keywords and expressions was discussed with responsible medical professional at CHP. This way it was 
possible to integrate their field expertise in deciding the criticality of a word occurrence, according to 
the defaults of medical findings related to devastating neurological events. This permitted the removal 
of some expressions that wouldn’t produce any added value to the system since they represent common 
terms in any CE CT scan report, often names of brain structures such as “parenchyma” and “cerebellar 
tonsils”, just to name a few.

Also, some synonyms were specified in order to increase the potential of this tool, and additional 
keywords were introduced.

The final set of clinical conditions represented in the form of keywords and expressions is displayed 
in Table 2.

This concludes a two-step process for keywords and expressions extraction: preprocessing the large 
volume of textual data and developing useful predictions based on that data.

To draw up a schematic view on this, Figure 2 represents the extraction module architecture.

CE CT Scan Reports Classification Module

At this point, a set of keywords and expressions was already decided and ready to implement into the next 
step. Next, a retrieval module was constructed which is responsible for building a connection between 
the set of keywords previously defined and the scan reports database.

Anytime this module finds a CE CT scan report, it applies a natural language algorithm in order to 
identify the affirmation of any of the expressions defined previously in Table 2, using a simple negation 
module to disregard negated findings due to the underlying characteristics of medical reporting.
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Table 2. Final set of keywords and expressions

Keywords or Expressions

aneurism injury

contusion ischemic (or ischemia)

craniectomy mass effect

edema midline shift

effacement of the sulci space conflict

heart attack space occupying lesion

hematoma stroke

hemorrhage (or hemorrhagic) subarachnoid hemorrhage

hernia trauma

hypodensity thrombosis

hydrocephalus ventricular dilatation

Figure 2. Keywords/expressions extraction module architecture
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This approach is based on the ConText algorithm, which is, respectively, based on a negation algorithm 
called NegEx (Chapman, Bridewell, Hanbury, Cooper, & Buchanan, 2001; Chapman, Chu, & Downling, 
2007). This is a regular-expression-based algorithm for determining the status of the contextual features 
in medical reports and has proven to perform very well at identifying negated conditions (Chapman, 
Chu, & Downling, 2007).

This adapted version of the algorithm takes as input CE CT scan reports and a set of clinical condi-
tions in the form of keywords and/or expressions as previously defined and outputs, for each condition, 
the value for contextual features or modifiers. This adaptation of ConText only determines values for 
the Negation modifier - affirmed or negated (Chapman, Chu, & Downling, 2007).

By identifying the existence of trigger terms such as “no sign of” and “without”, the algorithm 
searches for the keywords/expressions that fall within the scope of that trigger term and determines if 
those clinical conditions should be negated (Chapman, Chu, & Downling, 2007).

If the algorithm classifies the match as an affirmation of any of the keywords, it adds the patient’s 
sequential number and the exam ID to a special table referencing all the detected cases.

Figure 3 represents the classification module architecture.
This module is particularly notable for its application within the DSS described next. By signaling 

patients with highest potential of becoming BD donors, an SMS and email alert notification is then 
forwarded to the transplant team providing an added value to the system, improving their awareness on 
patients evolution.

All things considered, it is now possible to portray an algorithm to best describe the potential organ 
donor profile regarding both the list of ICD-9-CM codes and the set of keywords present in CE CT scan 
reports. Figure 4 portrays the critical pathway for deceased organ donation suggested using the informa-
tion from the previous steps.

In an initial phase of identification, any patient with a clinical diagnosis consistent with any of the 
defined in Table 1 representing severe brain damage is immediately added to the pool of potential organ 
donors.

In a subsequent monitoring phase, if any of these patients in the actual pool of potential organ donors 
perform a CE CT scan whose results indicate the affirmation of at least one of the keywords defined in 
Table 2 a notification alert is forwarded to the transplant team.

Figure 3. Classification module architecture
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Using these criteria, the responsible team has the ability to monitor the identified potential organ 
donors more accurately and timely until a formal declaration of brain death occurs. Once a patient is 
declared BD, the transplant team must take fast actions to achieve the best results.

A REAL-TIME PLATFORM FOR DECISION SUPPORT 
IN ORGAN TRANSPLANTATION: ORGANITE

One of the major purposes of this work was to develop a prototype of a decision support platform in 
the transplantation field, later called Organite, in order to provide reliable and timely information to 
complement the decision-making process.

Organite attempts to build a high-level solution to identify and follow the evolution of potential organ 
donors providing the qualified staff all the tools they need in the decision-making process. Through 
Organite, the transplant team is able to access and interact with data from diverse databases and services 
in the form of a web-based platform using a standard web browser, locally at CHP.

Such a system proves to be very efficient since the manual process of identification and monitoring 
of a potential donor is very complex and time-consuming. As data comes from various HIS, it may hap-
pen that some cases might go unnoticed in the large amount of data.

Figure 4. The critical pathway for deceased organ donation
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Organite follows a REpresentational State Transfer (REST) architecture which is a client-server web 
architecture for network applications that partitions tasks offered by the providers of a resource or service 
- servers - and content or service requesters - clients. These two communicate over a computer network 
on separate machines using simple Hypertext Transfer Protocol (HTTP) requests initiated by the client 
and waiting for a response from the server. The client component was constructed using AngularJS and 
the server component uses Flask for the construction of REST APIs.

Organite counts with several technologies to support real-time analytics, enabling end-users to in-
teract and explore the data from the repository previously created. Its objective lies on providing results 
to end-users through a set of visualization tools from reporting to decision support web applications. 
(Cortes, 2005) Due to how this type of data must be analyzed, a set of tables and graphical elements for 
statistical means was developed, as listed below:

• History of potential donors;
• Current potential donors;
• Statistical Graphics;
• Statistical Data.

The history of potential donors presents all the potential donors identified by the platform since its 
implementation in the form of a table with relevant data to accurately identify and access the patients’ 
details.

The set of attributes available in this first table includes the patients’ Sequential Number (Número 
Sequencial), his/her most recent diagnosis’ Clinical Episode ID (ID Episódio), Notes (Anotações), 
Specialty (Especialidade) and Date (Data do Diagnóstico). A column showing the patients’ Medical 
Condition (Estado) is also available and can be:

• Deceased (Faleceu): If the patient is dead;
• Admitted (Internado): If the patient is currently admitted in the hospital;
• Admitted in the ER (Urgências): If the patient is currently admitted in the ER;
• Medical Discharge (Alta): If the patient has already had medical discharge;
• Unknown (Desconhecido): If the patient’s condition is none of the above and can’t be correctly 

determined;
• Entry (Entrada): Before the automatic procedure determine the patient’s medical condition from 

any of the above, this parameter is identified as an entry.

On the table, each medical condition has a color to ease the identification process.
To provide this section with some input options from the user, it is also possible to order the results 

based on the Clinical Episode ID, Specialty, Date of Diagnosis or Medical Condition’s column and filter 
the results shown based on the Clinical Episode ID, Date of Diagnosis and patients’ Sequential Number 
input data from users.

This page is purposed to provide the medical team all the means on the background of the system 
for statistical and learning purposes.

A fully detailed view of each patient can also be accessed from this page by clicking over the patient’s 
Sequential Number.
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Figure 5 shows an overview of this page.
The current potential donors section presents all the applicable identified potential donors, also in 

the form of a table with the same set of attributes and features as the previous section.
This page concatenates the actual cases that the transplant team must considerate, that is, it excludes 

the patients that had deceased or have had medical discharge, and plays an essential role in the whole 
platform since it includes the most probable cases of becoming an actual organ donor.

The detailed view of each patient can also be accessed from this page by clicking over the patient’s 
Sequential Number.

This detailed view reveals detailed aspects on the patient’s condition. Some necessary parameters like 
the patient’s medical and clinical tests are very relevant to determine the patient’s potential of becoming 
an actual donor.

The list of fields about the patient that this view offers includes:

• Sequential Number (Número Sequencial);
• Process Number (Número de Processo);
• Gender (Género);
• Date of Birth (Data de Nascimento);
• Medical Condition (Estado);
• Most Recent Diagnosis (Diagnóstico mais recente);
• Electronic Health Record (PCE).

Figure 5. History of potential donors’ page
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The Medical Condition field holds some additional information for each situation and the Electronic 
Health Record field provides full access to the patient’s details along with his/her course in the hospital.

Three tabs displaying all the identified diagnosis, medical tests and clinical tests of the referred pa-
tient are also available allowing the transplant team to access this type of information without needing 
to resort to other systems. A link to the medical and clinical test reports is also available.

Figure 6 shows an overview of this page.
To provide an overview of the data collected by the system, a set of graphical elements was developed 

in order to facilitate data analysis by the transplant team.
Assuming the form of dashboards, these elements contain data aggregated into different perspectives 

revealing the most important aspects to be analyzed. At the same time, this section offers the possibility 
to generate simple, downloadable reports in the form of text files that the transplant team members can 
utilize for further offline analysis.

The Statistical Graphics section offers the following set of dashboards:

• Counter of all the identified cases in the last 24 hours;
• Bar chart representing the total number of entries per clinical module within the last week;
• Interactive radial chart representing the total number of entries per clinical module, specialty and 

ICD-9-CM code;
• Donut chart representing the total relative distribution of entries per medical specialty;
• Stacked area chart representing the total number of entries per clinical module, within the last year, 

grouped by month. This graphic offers the possibility to alternate between the stacked, stream and 
expanded views.

Figure 6. Detailed view on a patient
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Figure 7 represents a view of this page.
If correctly analyzed, the data provided by these elements can help develop new methodologies 

and techniques on how to detect and monitor potential organ donors, since it is possible to identify, for 
example, the clinical areas with most identified cases. This feature can be essential in developing an 
ever-improving potential organ donor identification criteria.

Another feature also available in Organite provides the transplant team with specific data organized 
into yearly patient-centered categories. This component also complements the system with the ability 
to generate downloadable, text-based reports, since there is an option to download a text file with the 
required data.

The data represented in this section is organized on a table with drop-down buttons to ease data vi-
sualization and understanding. Considering that the data relates to the year the user must preselect, the 
complete set of parameters represented is:

• Total number of entries;
• Average number of entries per day;
• Total number of entries per month;
• Total number of entries per gender;
• Total number of entries per age group. This parameter is divided into four age groups: 0-18; 19-

35; 36-50 and 50+.

Figure 8 represents an overview of this page.

Figure 7. Overview of the statistical graphics page
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This set of parameters complements the information provided in the Statistical Graphics section. Us-
ers can now get information on the total number of entries verified and compare the values among the 
different years and months within years to understand the evolution in the number of identified cases.

It is now also possible to recognize which age group has a greater contribute as well as which gender 
dominates the number of identified cases.

In general, users can now make sense of a large amount of data and, through this indicators, get useful 
insights and define better strategies to attain the best results.

To provide an overall discussion on the main topics that arose during the system’s design and 
implementation, the next paragraphs will point out some key thoughts and impressions on the system’s 
outcomes and future directions.

This work enabled the exploration of concepts like BI and Knowledge Discovery to introduce a valu-
able solution that may contribute to the continuous optimization of such a crucial and sensitive field as 
the organ transplantation is. As so, it is a solution in constant development and innovation that should 
meet the field demands.

After stating the main problem and inherent questions, an artifact was designed and implemented, in 
this particular case, the functional prototype of the system, and further evaluated according to criteria 
implicit in the proposal. This includes both the definition of effective potential organ donor criteria and 
the web-based platform.

Figure 8. Statistical data on identified cases per year
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The definition of effective potential organ donor criteria demonstrates the power of analyzing real data 
from actual organ donors by applying Text Mining to quickly identify keywords from a large quantity 
of textual data. This helps to answer the question of the eligibility criteria of a potential organ donor.

In what concerns the repository of potential organ donors, the implementation of correction measures 
and new filters proved to meet the objectives of continuous improvement and refinement of the results 
obtained.

The web-based platform was a natural evolution by adopting new, simpler and more efficient tech-
nologies to make it lighter and cleaner with AngularJS and Flask which demonstrated to respond very 
well in the context which it was applied.

The resulting strategy utilizes these outcomes and provides an actionable plan to increase productiv-
ity and provide a greater service meeting the objectives stated at first and answering the raised research 
problem.

FUTURE RESEARCH DIRECTIONS

The innovative feature of this project reflects its ability to evolve in virtually every direction as there will 
always be space for improvements besides the required continuous maintenance and the manifestation 
of new clinical circumstances.

Further knowledge on predictive indicators that evidence a patient’s potential for organ donation 
must be assessed in order to upgrade the potential organ donor criteria. Also, DM models concerning 
new pathways must be addressed in order to explore other targets.

It would be interesting to explore more clinical records to assess the patient’s probability of evolving 
into an actual organ donor such as the Glasgow Coma Scale (GCS), pupil reactivity, amongst others. 
The collection of such data would be of great help if combined with intelligence algorithms to identify 
patterns and trends in the patient’s records.

It would also be relevant to implement a logistics module responsible for implementing either an 
exclusion criteria model and the donor/recipient pair selection as stated by the Portuguese law and the 
hospital’s principles. This would include contraindications for donation such as risk behaviors and the 
presence of a potentially transmissible infectious disease. Also, if the potential donor has registered in 
life in Registo Nacional de não Dadores (RENDA), the Portuguese framework for non-donors, his/her 
contribution must be rejected.

Furthermore, it may also have considerable impact in donation if the platform offered any kind of 
donor/recipient pair selection tools that would allow the input of some data concerning the recipient’s 
clinical tests (blood type, HLA typing and crossmatching) and it would output the best matched poten-
tial organ donors organized in some way. Additionally, a number of relevant trials should be addressed 
together with the transplant team at CHP in order to adapt the platform to their needs and correct any 
eventual limitations concerning the quality of information, time in getting information, time in decision-
making, multi-query ability, graphical aspect of the platform and system usability. This type of trials 
could easily fit in the form of questionnaires.
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CONCLUSION

The system developed represents an innovative way of supporting decision making in the transplants 
environment. Following this systematic approach, it is now possible to automatically acquire, process 
and present useful data to end-users reducing drastically the time between the period of possible brain 
death recognition and a formal brain death diagnosis, contributing to a valuable method to increase the 
number of actual donors.

The KDD component proved to be a very reasonable method for defining the potential organ donor 
criteria based on CE CT scan reports. Taking real clinical information from actual donations from the 
past five years as input and applying more or less complex text mining procedures, the output is likely 
to produce more realistic predictive models.

Unlike other similar tools, this type of screening system complements itself with the two-step mecha-
nism. It takes all patients diagnosed with any of the ICD-9-CM codes defined, centralizes that informa-
tion and displays it in a graphical interface specially designed to allow a fast, interactive understanding 
by end-users.

At the same time, end-users can now follow-up potential organ donors along with their course in 
the hospital having all the data they need in a single site, accessible anytime and anywhere inside the 
hospital’s intranet.

The notification system improves the transplant team members’ awareness of patients’ evolution, 
signaling patients with the highest potential of becoming BD donors, that is, those who need more at-
tention and may, therefore, result in actual organ donors.

The clinical indicators in the form of graphics constitute an effective method that can contribute, 
through evidence, for an improved clinical decision-making.

The main contributions of this dissertation can, then, be summarized as:

• The definition of more accurate potential organ donor selection criteria;
• The construction, using the selection criteria model, of a potential donors pool;
• The follow-up of potential donors through a structured interface anytime and anywhere inside the 

hospital’s intranet;
• The notification of the occurrence of devastating neurological events on potential donors CE CT 

scan reports.

Finally, through the presentation of Organite together with the transplant team at CHP it has been 
proved that the adoption of a technological tool to complement the medical team’s traditional methods 
may be more satisfactorily accepted if end-users acknowledge the project’s objectives and the gains it 
may bring for their daily work. The fact that some members might not be inclined to change their profes-
sional routines may constitute a limitation for the implementation of such solutions. If these issues are 
not resolved the systems run the risk of being rejected and fall into disuse.
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KEY TERMS AND DEFINITIONS

Brain Dead (BD): Patient whose brain function is complete and irreversibly lost (including invol-
untary activity necessary to sustain life) and need machines in order to stay alive.

Client-Server Architecture: Distributed application structure that partitions tasks or workloads 
between the providers of a resource or service, called servers, and service requesters, called clients.

Clinical Indicator: A measure, process, or outcome used to judge a particular clinical situation and 
indicate whether the care delivered was appropriate.

Cranio-Encephalic Computerized Tomography (CE CT): Noninvasive diagnostic imaging pro-
cedure that uses a combination of X-Rays and computer technology to produce horizontal, or axial, 
images (often called slices) of the brain. A CE CT scan may be performed to assess the brain for tumors 
and other lesions, injuries, intracranial bleeding, structural anomalies such as hydrocephalus, infections, 
brain function or other conditions.

Text Mining: The analysis of data contained in natural language text documents.
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ABSTRACT

This chapter indicates the advanced issues of health informatics; the advanced issues of Clinical Decision 
Support System (CDSS); CDSS and Computerized Physician Order Entry (CPOE); the false positive 
alerts in CDSS; and CDSS and biomedical engineering. Health informatics and CDSS are the advanced 
health care technologies with the support of many technological fields. Health informatics and CDSS 
apply various computerized devices to provide enhanced health-related outcomes in terms of problem 
solving, analytical thinking, and decision making. Health informatics and CDSS help clinicians and 
health care providers to make complex information useful in supporting clinical decisions, thus deliver-
ing the best standard of care for each patient. The chapter argues that utilizing health informatics and 
CDSS has the potential to increase health outcomes and reach strategic goals in global health care.

INTRODUCTION

Nowadays, medicine and health fields are getting more and more involved with computer science (El-
Fakdi, Gamero, Melendez, Auffret, & Haigron, 2014). Health informatics is an emerging field that is 
important to the effective delivery of modern health care (Lui, 2013) and applies the information science 
methods to analyze the health care information, to execute from raw data to knowledge, for the effective 
problem solving, decision making, and care delivery (Dalrymple, 2011). Medical and health activities can 
greatly benefit from the effective utilization of health informatics (Michell, Rosenorn-Lanng, Gulliver, 
& Currie, 2014). The increasing application of information and communication technology (ICT) in 
health care has created the needs to secure the health professionals’ knowledge and skills in health and 
nursing informatics (Saranto, Jylhä, & Kinnunen, 2011).
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The field of health informatics is at the intersection of information, computer science, behavioral 
science, and health care (Knott & Weller, 2014). Health informatics is a relatively new area which 
deals with mining large amounts of data to gain the useful insights (Narasimhamurthy, 2017). There is 
a need for health informatics to be fully integrated with each other and provide interoperability across 
various organizational domains for ubiquitous access and sharing (Naseer & Stergioulas, 2010). The 
interoperability framework, identifying citizens, providers, policymakers, and researchers is related to 
the improvement of understanding, access, trust, discourse, and practice toward the effective health care 
system (Juzwishin, 2010).

Clinical reasoning of healthcare professionals is rarely considered in the development of paper-based 
guidelines (Kilsdonk, Peute, Riezebos, Kremer, & Jaspers, 2016). Clinical guidelines are the important 
methods to improve the quality of health care while reducing the health care-related cost and supporting 
the medical staff (Douali & Jaulent, 2013). Poor design of CDSS interface can readily slow down health 
care practitioners as they may spend more time in searching for relevant information than in reviewing 
recommendations (Kilsdonk et al., 2016).

CDSS is the software designed to help clinicians make decisions about patient diagnosis using tech-
nical devices (Moon & Galea, 2017) toward bringing more confidence in health care for the physicians 
(Ruiz-Fernandez & Soriano-Paya, 2011). CDSS can improve guideline adherence by health care practi-
tioners and support health care practitioners in the effective medical decision making (Jaspers, Smeulers, 
Vermeulen, & Peute, 2011). CDSS tends to be integrated into many systems, such as sensor technology, 
hardware, software, and communications (Pombo, Garcia, Bousson, & Felizardo, 2015), enough to help 
diagnose the patient’s disease and prescribe the proper medication (Kareem & Bajwa, 2013).

This chapter is based on a literature review of health informatics and CDSS. The extensive literature 
of health informatics and CDSS provides a contribution to practitioners and researchers in order to 
maximize their impact in global health care.

BACKGROUND

The market of tools, devices, and processes for both medical treatments and medical diagnosis has been 
growing at a very fast pace, driven by the multidisciplinary development of innovative technologies 
(Catapano & Verkerke, 2011). Health care providers require the timely and accurate information about 
their patients (El Morr, 2014). Health informatics is the use of devices and resources to collect, store, 
move, and retrieve data to support health care (Mahmood, 2008). Health care systems are complex and 
often approach a deterministic chaos in the number and types of interactions that occur among health 
care providers and patients (Johnson & Tashiro, 2011).

Health informatics is the science of health information (Perry et al., 2008). Regarding health infor-
matics, ICT helps improve the communication along processes in health care settings (Saboor, Hörbst, 
& Ammenwerth, 2013). From a technical perspective, the rapid transformation of the health care sector 
through health informatics is achievable (Brear, 2010). A fundamental premise of continuity in patient 
care and safety suggests the timely sharing of health information through health informatics among dif-
ferent health care providers at the point of care and after the visit (Gundlapalli, Reid, Root, & Xu, 2011). 
The practice of health informatics is faced with the complexities of multijurisdictional, multidisciplinary, 
and multicultural partner-based approaches to the problem-solving perspectives (LeRouge, Tolentino, 
Fuller, & Tuma, 2013).
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Over decades, the importance of decision support system has increasingly identified as an enabler 
to the achievement of medical industry’s strategic and operational objectives (Miah, 2014). Decision 
making is an integral aspect in the health-care routine that the ability to make the right decisions at 
crucial moments can lead to the patient’s health improvements (Osop & Sahama, 2016). CDSS utilizes 
the passive or active decision support to modify the clinician behavior through the recommendations 
of specific actions (Rothman, Leonard, & Vigoda, 2012). The adoption of CDSS leads to the increased 
clinical performance through improved clinician decision making, adherence to evidence-based guide-
lines, medical error reduction, and more efficient information transfer (Carney, Weaver, McDaniel, 
Jones, & Haggstrom, 2016).

Clinical decisions need to be segmented in terms of whether they apply to individual cases, groups 
of patients or whole populations (Parry, 2012). CDSS interacts with practitioners and electronic health 
record (EHR) systems to receive the patient data as the input and provide the recommendations for 
patient diagnosis, treatment, and long-term care planning (Kazemzadeh, Sartipi, & Jayaratna, 2012).

IMPORTANT ASPECTS OF HEALTH INFORMATICS 
AND CLINICAL DECISION SUPPORT SYSTEM

This section provides the advanced issues of health informatics; the advanced issues of CDSS; CDSS 
and CPOE; the false positive alerts in CDSS; and CDSS and biomedical engineering.

Advanced Issues of Health Informatics

Informatics, the maximization of data utilization and acquisition through the intersection of informa-
tion and computer science, becomes universal across a wide range of applications (Mackert, Whitten, & 
Holtz, 2010) toward enabling the collection, storage, retrieval, and analysis of data (Pasupathy, 2011). 
Clinical decisions based on the wrong sources of information can lead to medical errors, high treatment 
costs, and poor patient outcomes (Zaheer, 2014). Reducing medical errors, increasing patient safety, and 
improving the quality of health care are the major goals in the health care industry (Kasemsap, 2017a). 
Concerning health informatics, both Internet usage and accessibility have grown at a staggering rate, 
thus affecting technology utilization for health care purposes (Hung et al., 2013).

Standards in health informatics enable access to the patient health records to read and add the new 
data relevant to other health care providers taking care of the patient (Kern, 2009). Health informatics is 
capable of storing the valuable data concerning telemedicine (Treurnicht & van Dyk, 2012). The health 
informatics-related skills are essential for the health care-related profession to play a leadership role in 
design, implementation, and operation of next-generation health care (Hussey & Kennedy, 2016). Health 
informaticians have staked the health care-related claim to the evidence-based practice with their work 
on decision-support tools (Murphy, 2010).

There is a need to better understand where models from human computer interaction (HCI) can assist 
in the adoption of health informatics in health care (Price, 2011). Improved health care technologies and 
their accessibility, and societal improvements including higher income, better housing, improved food 
availability, and stronger welfare support mean that people are living longer (Rigby, 2014). Investments 
in the clinical information technology (IT) systems can be beneficial only when the systems are used by 
the physicians for the accurate diagnosis and prescriptions (Chang, Hwang, Hung, & Li, 2007).
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Using health informatics can improve the quality of health care through the effective utilization of 
information systems (Abuidhail, 2009). Nursing informatics is the subcategory of health informatics and 
covers all areas of health care where nurses work, such as clinical task, administrative duty, research, 
and education (Strachan, Murray, & Erdley, 2011). Nursing informatics is the retrieval of data and infor-
mation to enhance the nursing clinical practices concerning information management systems (Sneed, 
2011). If the usage rate is low, the technology can no longer be effective for health care organizations 
(Chang, Chen, & Chang, 2009).

Advanced Issues of Clinical Decision Support System

Information is used as a critical tool for health care activities (Luukkonen, Toivanen, Mursu, Saranto, & 
Korpela, 2013). There is the growing health-care information that overloads physicians while facing the 
urgent cases (Akaichi & Mhadhbi, 2016). In making clinical decisions, clinicians often review medical 
literature to ensure the reliability of diagnosis, test, and treatment because the medical literature can 
answer clinical questions and assist clinicians making clinical decisions (Jiang et al., 2016). The quality 
of medical decision making relies on access to the available information, the quality of the information, 
and the quantity of relevant information (Bircher, 2010).

The application of CDSS in health care contributes to service quality enhancement, but it should 
not be forgotten that the final decision in health care is always made by a medical expert (Parshutin & 
Kirshners, 2013). CDSS provides physicians, patients, and health professionals with knowledge and 
person-specific information, that is intelligently filtered and retrieved at appropriate times, to enhance 
patient health and health care (Osheroff et al., 2007). Many hospitals rely on CDSS to assist in the 
prescription reviewing process (Beaudoin, Kabanza, Nault, & Valiquette, 2016). Examples of CDSS 
tools include the order sets created for the specific conditions or types of patients; databases that can 
provide information relevant to the particular patients; reminders for preventive care; and alerts about 
the potentially dangerous situations (Liu et al., 2015).

CDSS running within EHR can activate alerts when deviation from recommended care is detected 
through an electronic reminder system (Ali, Giordano, Lakhani, & Walker, 2016). Clinical trial (CT) 
inclusion and exclusion criteria can be readily used to implement the CDSS for patient eligibility deter-
mination (Marcos, Maldonado, Martinez-Salvador, Bosca, & Robles, 2013). Extracting medical knowl-
edge by structured data mining of many medical records and from unstructured data mining of natural 
language source text on the Internet will become increasingly important for CDSS (Robson & Boray, 
2016). Data mining is the process of applying the computational methods in showing the unknown data 
formats in large data sets (Kasemsap, 2015). Data mining plays a key role in organizing huge amount 
of data and condensing it into valuable information (Kasemsap, 2016).

The medical decision is mostly based upon the physicians’ knowledge and experience rather than on 
the intensive knowledge of the patient’s medical history (Al-Hyari, Al-Taee, & Al-Taee, 2014). The insuf-
ficient knowledge coverage for the detailed clinical pathways makes it difficult to provide the accurate 
information to improve the patient safety (Li, 2015). Lack of consideration for the interaction between 
decision makers and CDSS is a major reason for poor system adoption (Miller et al., 2015). In a chronic 
disease (e.g., diabetes), documentation is a critical component of disease management (Ali et al., 2016). 
When deploying the new CDSS, it is essential to monitor it to ensure that it normally operates, that the 
operational rules are correctly used (Lee et al., 2014). While CDSS can improve the health care-related 
documentation, it may not in itself improve patient compliance, which depends on the coordination 
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between patient and health care provider (Morrow et al., 2012). Inconsistency and incompleteness in 
documentation are related to a lack of coordination among the activities involved in the processes of 
care (Schnipper et al., 2010).

CDSS, an important part of clinical practice, is comprised of three important perspectives: knowl-
edge base; program for integrating the patient-specific information with the knowledge base; and user 
interface that allows clinicians to interact with the system and get the right information needed to make 
the right decision for the right patient at the right time (Eberhardt, Bilchik, & Stojadinovic, 2012). CDSS 
has focused on the formal clinical reasoning (Raghupathi, 2010). Clinical reasoning requires the holistic 
approach, incorporating the characteristics of softness, openness, complexity, flexibility, and generality 
of CDSS, while traditional rule-based approaches are sufficient for the clinical function applications 
(Raghupathi, 2010). Karra et al. (2014) indicated that the types and frequency of clinical decisions made 
by the intensive care nurses are related to the features of intensive care unit (ICU) work environment, 
their professional autonomy and accountability, as well as their perceptions of their clinical role.

Many health care institutions are deploying the distributed data warehouse (DWH) applications as the 
effective CDSS for the strategic decision making (Stolba, Nguyen, & Tjoa, 2010). Health-related data 
will be generated and accumulated, resulting in an enormous volume of data (Akerkar, 2016). CDSS 
provides the guidance related to the patient, thus importing the patient data into the CDSS application and 
providing the relevant information (Shrestha, 2013). Artificial intelligence (AI) is the area of computer 
science that emphasizes the creation of intelligent machines that work and react like humans (Kasemsap, 
2017b). AI is used in CDSS applications, and plays significant role in the applied medical techniques 
(Al-Khasawneh & Hijazi,2014). Currently, evolution of health services is strongly influenced by the 
development of information and communication technology (Fernández, 2010).

Clinical Decision Support System and Computerized Physician Order Entry

Computerized physician order entry (CPOE) is the good example that describes how health informatics 
can be utilized as an effective solution to the health-care policy concerns (Al-Khudairy, 2014). CDSS 
is usually integrated with the existing CPOE systems to optimize the quality of clinical practices by 
providing physicians with alerts at the point-of-care (Tsai, Wang, Hsu, & Li, 2016). CPOE systems in 
hospital settings has been shown to reduce both prescription errors and adverse drug events (Ammen-
werth, Schnell-Inderst, Machan, & Siebert, 2008).

medication safety for end-users, however many deficiencies have been reported, such as the lack of 
allergy alerts and the integration with other hospital systems (Khajouei, Wierenga, Hasman, & Jaspers, 
2011). Alert fatigue occurs when there is a high number of non-clinically alerts, thus resulting alerts 
both relevant and not-relevant being ignored (de Wit et al., 2015).

False Positive Alerts in Clinical Decision Support System

False positive alerts in the patient-safety-related CDSS systems are recognized as the alerts which 
incorrectly prompt when no-risk patients are encountered (Tsai et al., 2016). The alert-based CDSS 
has shown to improve the physicians’ practice in reducing medical errors and improving adherence to 
clinical guidelines in various clinical settings (Holstiege, Mathes, & Pieper, 2015). When alert system 
performance or physician responses to alert systems are measured, most studies reported on physicians’ 
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adherence rate, or other commonly used terms, such as acceptance rate, compliance rate, and adoption 
rate of the alert systems (Ranji, Rennke, & Wachter, 2014).

Excessive false positive alerts lead to the alert fatigue, which means if physicians were exposed to 
a large number of false positive alerts, they may be desensitized to most alerts (Tsai et al., 2016). De-
sensitization is an approach to overriding the true positive alerts (Seidling et al., 2014) and can lead to 
the adverse events on patient outcomes (Carspecken, Sharek, Longhurst, & Pageler, 2013). The alert 
fatigue phenomenon in CDSS has been mostly proposed in observational studies and before–after studies 
(Heringa, Floor-Schreudering, Tromp, Smet, & Bouvy, 2015), but rarely in the randomized controlled 
trials (RCTs). In the design of RCTs, the baseline characteristics of population studied are important in 
determining the effectiveness and reliability of outcomes (Chaudhry et al., 2006).

Clinical Decision Support System and Biomedical Engineering

The ability of computers to utilize the clinical and biomedical knowledge represents an important 
transition in human history (Robson & Baek, 2009). Computer aided medical diagnosis is one of the 
most important research fields in biomedical engineering (Goletsis, Exarchos, Giannakeas, Tsipouras, 
& Fotiadis, 2011). The multidisciplinary field of biomedical engineering is critical to the continuous 
evolution of medical technologies (Shukla & Tiwari, 2011) and engineering perspectives (Devedzic, 
Ristic, Stefanovic, Cukovic, & Lukovic, 2012). New developments in medical technology have paved the 
way for the ongoing studies of cognitive neuroscience and biomedical engineering for health care (Wu, 
2013). Biomedical engineering unites the engineering methods with biological and medical sciences in 
order to enhance the quality of individuals’ lives (Azar, 2013).

Biomedical engineers utilize engineering and biology knowledge to design, fabricate, and analyze 
of biomedical systems, devices, diagnostics, and therapeutics that address problems and opportunities 
associated with human health and performance. Regarding CDSS, medical data is the observation re-
garding a patient, including demographic details (e.g., age), medical history (e.g., diabetes and obesity), 
laboratory examinations (e.g., triglyceride), biomedical signals, and medical images (Goletsis et al., 2011). 
A typical nanotechnology application example in biomedical engineering is its usage as drug eluting 
interfaces for implantable devices, such as orthopedic implants and dental implants (Akujuobi, 2017). 
The factors contributing to biomedical engineering include the reasonable knowledge of the health care 
professional and the situations requiring the accurate decision making (Mishra, 2011).

FUTURE RESEARCH DIRECTIONS

The classification of the extensive literature in the domains of health informatics and CDSS will pro-
vide the potential opportunities for future research. The information concerning health informatics and 
CDSS must be filtered, organized, and presented in an effective way that supports the current workflow, 
allowing the users to effectively make the informed decision and take action in modern health care. 
Recent developments in the robotic age have made robots and robotics more intelligent, affordable, and 
user-friendly in modern operations, ranging from manufacturing to health care (Kasemsap, 2017c). An 
examination of linkages among health informatics, CDSS, and robotics in health care settings should 
be further studied.
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CONCLUSION

This chapter indicated the advanced issues of health informatics; the advanced issues of CDSS; CDSS 
and CPOE; the false positive alerts in CDSS; and CDSS and biomedical engineering. Health informat-
ics and CDSS are the advanced health care technologies with the support of many technological fields. 
Health informatics and CDSS apply various computerized devices to provide enhanced health-related 
outcomes in terms of problem solving, analytical thinking, and decision making. Health informatics 
and CDSS help clinicians and health care providers to make complex information useful in supporting 
clinical decisions, thus delivering the best standard of care for each patient. Utilizing health informatics 
and CDSS has the potential to increase health outcomes and reach strategic goals in global health care.
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Biomedical Engineering: The advanced engineering perspective concerning biology.
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Computerized Physician Order Entry: The way to electronically enter the medical orders in health 

care settings through applying various technologies.
Electronic Health Record: The digital health record for the health care providers that is shared 

among multiple facilities and agencies.

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use

http://dx.doi.org/10.4018/978-1-4666-9432-3.ch008
http://dx.doi.org/10.4018/978-1-60960-561-2.ch103
http://dx.doi.org/10.4018/978-1-4666-1755-1.ch001
http://dx.doi.org/10.2165/11536500-000000000-00000
http://dx.doi.org/10.2165/11536500-000000000-00000
http://www.ncbi.nlm.nih.gov/pubmed/21332247
http://dx.doi.org/10.1053/j.ajkd.2011.07.022
http://www.ncbi.nlm.nih.gov/pubmed/21944664
http://dx.doi.org/10.1002/bult.2013.1720390506
http://dx.doi.org/10.4018/978-1-60960-561-2.ch613
http://dx.doi.org/10.1016/j.ijmedinf.2015.08.008
http://dx.doi.org/10.1016/j.ijmedinf.2015.08.008
http://www.ncbi.nlm.nih.gov/pubmed/26343972
http://dx.doi.org/10.1111/exsy.12089


170

Advanced Issues of Health Informatics and Clinical Decision Support System
 

Health Care: The execution of illness that is used by health care providers in health care settings.
Health Informatics: The sophisticated procedure to organize the health information.
Information: The data that is used for many important tasks.
Intensive Care Unit: The section in hospital that takes care of seriously ill patients.
Knowledge: The understanding of complex methods and systems.
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ABSTRACT

With the advent of computer science in hospitals, Electronic Health Record comes up, with the aim 
of bringing the new information technologies to the hospital environment with the promise not only 
to replace the paper process, but also to improve and provide better patient care. The operationaliza-
tion of the EHR in supporting evidence-based practice, complex and conscientious decision-making, 
and improving the quality of healthcare delivery has been supported by the Business Intelligence (BI) 
technology. Since the beginning of the 1990s, the Portuguese health system has been confronted with a 
chronic problem, waiting time for surgery, due to inability to respond to demand for surgical therapy. 
Therefore, using business intelligence and information, obtained with the construction of dashboards, 
can help, for example, allocating hospital resources and reducing waiting times.
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INTRODUCTION

Because of the infinite amount of information, the sources of information in health units are complex, 
varied, immense and distributed. These days, it becomes more and more valuable to ensure a significant 
homogeneity between medical, administrative and clinical systems, leading to the integration of the 
different hospital systems.

It is a reality that the waiting times in hospitals for surgical treatment are high and, in Portugal, most 
of the health complaints result from high waiting times (Portela et al., 2011).

Access to health care is highly influenced by the existence of waiting lists and the existence of waiting 
lists lead to conclude that there is an inability of the health system to satisfy the elementary human health 
needs and raise concerns both at efficiency and equity levels (Barros, 2008). Despite being possible to 
reduce waiting lists’ average duration to minimum values, it’s considered to be impossible the absence 
of waiting lists (Hurst & Siciliani, 2003).

In Portugal, a patient is submitted to a primary care consultation and, if needed, proceeds to a special-
ist consultation at the hospital. A document designated P1, currently electronically registered is issued 
by the physician allowing the patient to be placed on the waiting list for a specialty consultation. After 
that, in need for surgical intervention, it proceeds to the waiting list for surgery (Fernandes et al., 2010).

For hospital values, waiting time is focused on the waiting time since there is a need for a specialty 
consultation until it is performed, and from the moment it is decided to proceed to a surgical intervention 
until the agenda of it (Portela et al., 2011). It’s important to emphasize that waiting lists for surgery tend 
to be more pronounced in countries that combine health insurance (Barros, 2008).

For the last decades, Portugal has suffered an increase in waiting lists, which may be due to aging of 
the population, the introduction of new technologies, leading to an increased demand for surgical inter-
ventions. Also the malfunctions in resources’ distribution and the number of operating rooms available, 
for example, interfere directly with those waiting times (OPSS, 2003).

Over the last few years, information systems (IS) have been implemented with the aim of combating 
waiting lists for surgery and they intend to help in patients’ management. SIGIC – Integrated System 
for the Management of Enrolled Patients for Surgery was implemented within Portuguese health care 
institutions in 2004 and led to a better planning and programming of the institution’s activity, reducing 
waiting times through management. In addition, the acknowledgment of different situations through 
information systems and a more efficient management of resources, tend to create a greater response 
capacity of health institutions (Oliveira, 2012).

Electronic Health Record (EHR) has recently become one of the most crucial sources of clinical 
information, due to the expansion of Health Information Systems (HIS) (Oliveira, 2012; Peixoto et al., 
2010). It is a computerized health record that contains all the clinical information concerning a patient, 
such as biometric information, old prescriptions, lab and imaging results, clinical diagnosis, etc. It aims 
to help systems to bring together all the information provided to a certain patient, providing a cross-
sectional analysis of the patient’s medical history in different services and different institutions and, new 
advanced mechanisms that integrate EHR with decision support systems begin to appear (Oliveira, 2012).

The quantity and quality of the information available in an EHR for health professionals can have a 
strong impact on their performance, since it guides their decision-making path. It is therefore fundamental 
that multiple information axes intersect in a related and coherent way (Martins, 2011).
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In order to analyze the potential use of a BI tool to access the waiting lists for surgery in Portugal, 
data were analyzed for several patients, which were later processed through ETL process, part of the 
Business Intelligence Process, with the consequent creation of dashboards with Indicators. In this ar-
ticle it is presented a theoretical contextualization about the processes previously mentioned and several 
indicators achieved using the selected BI tool.

HEALTH INFORMATION SYSTEMS

By creating new systems or using the ones that already exist, it’s difficult sometimes to guarantee in-
teroperability between different systems, to ensure the usability of the used platforms. It is difficult to 
access data and to know for sure whether the data is correct or not.

With that being said, and with the emergence of EHR, it becomes both necessary and feasible to 
define four main quality indicators, which are: Interoperability, Usability, Information Quality and Dif-
ficulty to Access Data (Marins, 2014; Miranda et al., 2010).

In their daily work, all people in a health facility use a set of independent technologies involving 
tons of different information. And, nowadays, this independence may be the cause of the difficulty in 
interoperability between information systems (Cardoso et al., 2014).

Interoperability describes the extent to which systems and devices can exchange data, and interpret 
that shared data. For two systems to be interoperable, they must be able to exchange data and subse-
quently present that data in a way that it can be understood by the user (Blumenthal & Glaser, 2007).

Concerning the second quality indicator, usability, it’s important to know that it is crucial in pro-
moting the widespread adoption and the “meaningful use” of EHR, and it describes how easily a task 
can be accomplished by the user when using a system in an efficient and accurate way. Missing critical 
functionalities, poor reliability of the software, or inadequate match between interface features and user 
tasks in general will have a strong impact on users’ ability to conduct their work, independently from 
the usability of the available system features (Zhang & Walji, 2011).

In the BI context there is a clear difference between data and information (quality), since the main 
goal of BI is to provide high quality information for administrative decision making. There is a hier-
archical relationship between data and information, since data quality is not guaranteed antecedent of 
information quality, implying that data quality is positively related to information quality (Wieder & 
Ossimitz, 2015). In health information systems, it’s absolutely needed to guarantee that the information 
is completely trustworthy.

It is sometimes extremely difficult to access or obtain data for the EHR, especially due to the fact 
that, in several hospitals, the patient information is still in a paper chart and not in a digital version. 
In addition, much of the data, even in digital format, is in multiple places. Healthcare data also occurs 
in different formats (e.g., text, numeric, paper, digital, pictures, videos, etc.). Radiology uses images, 
old medical records exist in paper format, and today’s EMRs can hold hundreds of rows of textual and 
numerical data (Mendes & Rodrigues, 2010).

In a society with so much worries about information, there is a constant need to build usable infra-
structures in order to collect, storage, process, represent and distribute.
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Defined as a set of data organized and presented in a specific context, the information is an essential 
element to the decision-making process. But, to complete its function, the information must fulfil the 
present characteristics: the information is useful only if it is recent; the information has to be exact to 
generate trust in the system; it is crucial that the system affects the decisions made; the users must be 
able to connect to the information in time; the information has to be published in a way it is easily read 
and understood (Luís et al., 2013).

These days, increased importance has been given to the management of information and knowledge 
in institutions in order to implement successful strategies, to continuously improve processes and to 
measure institutional performance. Clinical knowledge bases must be continuously updated in order to 
adequately address health care needs. Advanced medical computing applications require a wide variety 
of knowledge assets. Thus, clinical systems with a built-in decision support system have the tendency to 
reduce the incidence of medical errors and improve the quality of health services, leading to a significant 
reduction in costs (Fayyad et al., 1996).

Information on Surgery Waiting List

The waiting time (ET) for surgery due to inability to respond to demand for surgical therapy, has been 
a problem to the Portuguese health system since the beginning of the 1990s.

However, this situation has improved considerably since the creation of SIGIC in 2004, as already 
mentioned.

The amount of data collected in integrated systems has naturally increased over the years. In this 
context, the need for interoperability in health is mandatory, since the different information systems can 
differ about its main objective (care, unit management or research), its scope and the technologies they 
use and support (stand-alone, client-server, web-based).

Interoperability is a very important point when it comes to managing waiting lists for surgery. Con-
sidering that when a patient is enrolled in the list, there is a lot of information needed to complete the 
process, such as the history of the patient’s illnesses, the history of previous surgeries, information about 
chronic diseases, personal information, given information by doctors regarding the patient’s condition, 
among others. This information may be stored in several different systems, which may be a problem 
itself, and of course, in case of transfer of a patient who was waiting for surgery in a hospital to another 
hospital, the data must be compatible with the target hospital system, otherwise there may be serious 
loss of information.

The data we received have been extracted from several sources, which makes us reflect on the in-
teroperability of the systems in question. The data we received contained various information, both on 
administrative records and records of the operating room. These records referred to the patient, the physi-
cian, the surgery itself, etc. There was also a lot of information that contained only a code, without any 
connection to other information, which could be in another system, which would therefore compromise 
the interoperability between systems.

A wrong diagnosis may occur due to the existence of inconsistent information that was included in 
the EHR and subsequently disseminated. In order to avoid this and some moral and ethical issues, a 
complete validation of the exchanged and integrated information must be carried out. The development 
of top-level interoperability frameworks is indispensable for the quality of the healthcare environment 
(Cardoso et al., 2014).
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Problems with the quality of information are also routinely felt by all institutions, especially hospi-
tals, with different levels of severity and injury. The negative impact translates into unnecessary costs, 
affected decision processes or loss of user’s confidence. Problems with the quality of information on a 
waiting list for surgery can have serious consequences such as performing surgery at the wrong loca-
tion, a relatively common mistake in Portuguese hospitals (for example, operating the left leg when the 
problem is in the right leg).

BUSINESS INTELLIGENCE

Data arises from several information sources, and it becomes necessary that the process effectively re-
sorts to the integration of systems. Here enters the ETL Process that is based, as the name indicates in 
the information Extraction from a Database, Transformation, and Loading (Figure 1).

• Extraction: This phase consists of an initial extraction and later extraction of the altered data. 
Initially, the extraction is based on the first set of extracted data and its consequent loading into 
the Data Warehouse (DW). The extraction of altered data is parallel to the continuous updating 
of the DW.

• Transformation: In this phase, the cleaning, integration and optimization of the input data are 
done to obtain accurate data, which are correct, complete, consistent and unambiguous.

• Load: The Load step is based on the extracted and transformed data written for a multidimen-
sional structure.

Briefly, the data from different data sources are extracted and processed. Subsequently they are 
propagated to an instance called the Data Staging Area where they go through a transformation that ends 
in the upload to a second DB, the DW (El-Sappagh et al. 2011; Ferreira et al., 2010).

Since large amounts of data are processed, the ETL process is considered the most critical step in 
the construction of a DW. Therefore, an ETL tool must improve communications efficiency between the 
various DBs and should always contain mechanisms capable of reading different formats.

Figure 1. ETL process schema
El Sappagh et al. (2011)

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use



176

Applied Business Intelligence in Surgery Waiting Lists Management
 

A Data Warehouse system is an intelligent data repository that allows adding and organizing data 
from one or multiple sources in order to make it easier to access. In other words, by extracting data from 
different applications we are able to construct a central repository that structures the information from 
which the Business Intelligence (BI) process can be acquired (Caldeira, 2012).

Since 80% of the data analysis time is spent in the transformation process (Khan et al., 2012), it is 
crucial to use a suitable Data Warehouse architecture to decrease it. This data storage architecture is 
based on a multidimensional data model, which allows the analysis of the data from several perspectives 
and provides the managers with a high power of decision making.

Having an architectural database model that facilitates the analysis of large volumes of data, allows a 
DW to aid in decision making. Thus, it should have several characteristics like easy access information, 
information presented consistently, adaptable and change-resistant system, help decision making and a 
single source of data (Kimball & Ross, 2002).

For multidimensional models, a DW can have different architectures, from the star schema, to the 
snowflake or to the constellation, allowing information to be viewed from different points of view de-
pending on the subject in question (Sezões et al., 2006).

The most commonly used is the star model which comprises creating dimension tables linked by 
foreign keys to a fact table. The last one, as the name implies, stores facts as well as the foreign keys 
relative to the characteristics of the dimensional tables. In the other hand, the dimension tables contain 
all the detailed information regarding the attributes that describe the data contained in the central table.

A fundamental advantage of the described model is the single table of facts that contain all the data 
as well as the definition of only one primary key per dimension and the low maintenance need due to 
the low number of connections between tables (Sezões et al., 2006).

An example of an institution that would benefit from the implementation of a DW would be health 
institutions, which could result in very promising outcomes. In spite of the potential difficulties ex-
perienced in the implementation of the same, as well as the need to strengthen the personnel training 
to specialize in the subject, the high degree of automation of these institutions makes them excellent 
candidates in the development of these repositories (Mul et al., 2012).

The technology of analysis Online Analytical Process (OLAP) was born with the purpose of assisting 
the process of making decisions by obtaining information from databases. Basically, transitional data is 
transformed in interpretable data, that is, large quantities of information are analyzed in real time, being 
this information always open to be dynamically explored.

As already said in this analysis, the users have permission to obtain the organized information, being 
able to form data subgroups in a multidimensional structure in order to respond to specific questions. 
So, OLAP uses the Multidimensional Analysis or the Hypercube Analysis, like it is known, as shown 
in Figure 2.

There is a group of numerical measures, existent in the multidimensional data models, associated 
to a set of dimensions that give the context to a certain measure. Then, each dimension is united by 
some type of relations hierarchy. The dimension’s aggregate, hierarchies and measures are designated 
as cube (Thalhammer et al., 2001). The bigger the number of analysis measures, the more the number 
of perspectives to understand and analyze the available information.

As advantages, the OLAP tool has an enormous flexibility to be used in reports, mainly because the 
information doesn’t have to be normalized. As disadvantages, there is a lot of information organized in 
large numbers of tables, as the principal operation is ‘insert’, and not delete and update which are only 
used when errors occur (Romero & Abelló, 2010). Business Intelligence is not a new concept but it has 
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become increasingly important as an area of research and development with great impact since the new 
generation is more interactive and includes data warehouse technology (Barrento et al., 2010).

BI arose in the 70’s and was characterized by the exhaustive programming, implying high costs in 
its’ development. It was initially used in organizations only with the purpose of strategic support for 
decision making. However, BI systems are currently widely used as a system of data transformation into 
knowledge. In response to this increase of complexity, BI is now based on the Knowledge Extracting 
process and consists of three main steps: the accumulation of raw data through Data Warehousing, the 
ETL process and the analysis and reporting of Information to create knowledge for decision support.

As main goals, a Business Intelligence system has the access to reliable data, an increase in transpar-
ency and understanding of the business as well as being a support for analytical and decision making as 
it was already mentioned. In the other hand, besides being seen as an actual key to enhancing business 
value and performance, it is still important to reduce the latency between the moment the operational 
data is acquired and when the analysis of the data is processed, as it is the vital objective of this system 
(Sezões et al., 2006).

BI systems are known for their high applicability. In the health field, the information systems of 
health care institutions should support both clinical and administrative processes. However, some of 
these systems need to be rethought as there is still a major shortage of interoperability (Peixoto, H, 2010).

In conclusion, BI systems are defined as highly specialized tools for data analysis, data query, report-
ing, OLAP analysis and dashboards that support organizational decision making. Its’ main tasks are the 
preparation of forecasts based on historical data and past events, the detailed analysis of the institution 
as well as the creation of scenarios that show the impact of changing certain variables (Majchrzak et 
al., 2011; Reed et al., 2002).

Figure 2. Multidimensional cube representation
Oliveira (2012)
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METHODOLOGY

At an early stage of the practical development of this project, it was necessary to establish some objec-
tives in order to guide the work. These were:

• Construction of the multidimensional model (identifying dimensions and facts);
• Extraction of data from the source (Excel or other BD);
• Data transformation (Normalization, withdrawing unnecessary values, among others);
• Loading the data into MySQL database structure;
• Construction of the indicators (Power BI or Excel).

Initially, an exploration and analysis of the waiting list data for surgical intervention was performed. 
The data used in this project are a subset of some clinical data extracted from a hospital in the north of 
Portugal.

As we received the information in SQL format, all the DB manipulation was done with the support 
of the Oracle SQL Developer tool, an open integrated development environment. At this early stage, it 
was crucial to realize the data that had been provided to us in order to understand how they related to 
each other and what information would be relevant to the performance of our study.

During this first analysis, we realized that among so much information, the pertinent information for 
our work would be the one on the waiting list registers, as well as several information about the surger-
ies to perform (service, type of surgery…) and the patients that were in that same list (date of birth, sex, 
address…).

Obviously, it is necessary to take into account that the data we were manipulating were sometimes 
incomplete since, although they are real data, they are only a part of those used in the hospital reality. 
With this in mind, there were several decisions we had to make while handling the data. Thus, we made 
the decision that the data that were actually relevant would be those referring to waiting list records that 
were not canceled (i.e., no date or cancellation code), thus accounting for such records as being active. 
We also decided to keep records that had no date of operation, as the data provided were relatively recent, 
it would be likely that these cases would remain on the waiting list at the time of data manipulation. All 
this data transformation was performed in Excel since it is a tool that facilitates this process, although 
the data has been provided in SQL format. It allowed us for example to calculate ages given the patient’s 
date of birth. Also with regard to the dates, it was also necessary to keep in mind its format, since Excel 
and MySQL accept different date formats.

For this project, it was also decided to use a star schema as multidimensional model to organize the 
data, which, as already mentioned, besides being the most common model, has as main advantages the 
existence of a single table of facts containing all the information without redundancies, the definition 
of only one primary key per dimension, the reduction of the number of interconnections and of course 
little need for maintenance. The fields and tables have been selected according to the choice of indicators 
we made, however the model is prepared to receive more fields if other indicators need to be calculated. 
That is, our dimensions and our table of facts were defined according to the data that we found interest-
ing for the construction of indicators. So the main dimensions we created were specialty, sex, priority, 
subsystem, among others and the main measure was obviously the waiting time (and also the age).

Initially, we defined several dimensions that became unnecessary since they were not useful in the 
construction of indicators, as well as some were added already in the indicator construction phase. For 
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example, we felt that it was interesting to do some indicators using age intervals, which led us to add a 
dimension to the model that describes the existing age intervals and which ages belong to it, as well as 
its column in the fact table.

This last task was complicated by the need to cross the data, for example, to obtain the date of birth 
and place it in the fact table next to respective patient’s ID, it was necessary to cross the fact table (which 
has all the waiting list records) with the table that provided the personal information of all patients.

All these steps have always taken into account the improvement of the quality of the information, 
since this interferes directly with all the extraction of knowledge, as already mentioned. Now that the 
data is “clean” and organized, the quality of information is increased and obviously, the results of the 
analysis will be more reliable.

At the end of this process, that we may call ETL (Extract, Load, Transform), we got a waiting list with 
a total of 21932 records, registered between the years 2011 and 2016, loaded definitively in MySQL.

The next step taken was to load the project into Power BI establishing connection with MySQL through 
localhost, in order to initiate the construction of the indicators. In case we need to change something in 
the data, like adding a new dimension as we said before, it should be made in MySQL and then refreshed 
in Power BI. In Figure 3 is a schematic representation of the steps we take during this project.

Power BI

There are numerous BI tools in the market however for this project we used the Power BI tool.
Power BI is a suite of business analytics tools to analyze data and share insights provided by Microsoft. 

It is a system able to unify all the organization’s data, publishing reports securely to an organization and 
setting up automatic data so everyone has the latest information.

Figure 3. Through extraction, transformation, and loading (ETL) processes, data from various sources 
are validated, cleaned, transformed, aggregated, and loaded into data warehouse, special sort of data-
base system, optimized for reporting. And through use of special software tools, in our case Power BI, 
we can produce various dynamic analyses of data, known as BI results.
Vatovec (2011)
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Power BI Dashboards provide all the perspectives for business users with their most important in-
formation in only one place, updated in real time and available on all of their devices. It can connect 
SQL Server databases, Analysis Services models, and many other data sources to the same dashboards 
in Power BI. This way, users can easily explore the data presented in the dashboard ending in the search 
for easy answers. The data and the reports update automatically and can be accessed from anywhere 
using Power BI apps (Microsoft, 2017).

RESULTS AND DISCUSSION

Indicators constitute an important element of business modelling as they offer criteria for determining 
whether an organization is fulfilling its objectives, be they strategic goals, quality requirements and 
analyze its performance. In the health area, especially hospitals, they are important to give an overview 
of the problems that need to be solved and the points that are having a good performance.

Taking the resulting data we have after the ETL process, several indicators were developed, mostly 
relating the different dimensions (specialty, gender, priority, etc.) with the waiting time in the waiting 
list for surgery. With the development of the indicators it was possible to compare the results with some 
statistical data that we found.

Firstly, we decided to make some general indicators, such as the number of participants on the wait-
ing list for surgery and the average waiting time between dates (Figure 4), so that it was possible to see 
the evolution and compare with the Portuguese reality.

Analyzing the indicators of the Figure 5, we can see the total number of patients on the surgery wait-
ing list and the average time, that varies with the selected dates in the slicer. In the bottom graphic, we 
can see that the registries on the surgery waiting list on this hospital has been almost the same over the 
years, although it been increasing in Portugal (ACSS, 2016).

Next, we decided to analyze the indicators about the specialties, such as the waiting time and the 
number of registrations by specialty.

Figure 4. General indicators
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As we can see in the Figure 6 the most common specialty is ophthalmology and orthopedics. Regarding 
the waiting times, it is observed that the specialties with longer waiting times are orthopedics, vascular 
surgery and gynecology/obstetrics. It would be expected that the orthopedic and vascular surgery spe-
cialties occupied the first places with regard to the longer waiting time, since in the report (ACSS, 2016) 
these two specialties also occupied the places with the longest waiting time. What is surprising is the 
fact that gynecology/obstetrics leads the longest waiting period, considering that the national level has 
the shortest waiting time (ACSS, 2016), as it can be seen in the Figure 6, the waiting time for a gynecol-
ogy/obstetrics surgery is much longer than the national time (being the only specialty having this issue).

These results suggest that the hospital from which these data were extracted presents problems in 
responding to surgeries registered in the gynecology/obstetrics area. This observation shows the use-
fulness of performing indicators, e.g. in this case it allowed the hospital in question to perceive that 
something was wrong in the gynecology/obstetrics service and can subsequently apply some measures 
to try to solve the problem.

Figure 5. Indicators about specialties

Figure 6. Indicator about gynecology/obstetrics specialty

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use



182

Applied Business Intelligence in Surgery Waiting Lists Management
 

Another point that we found interesting to analyze was the waiting time by priority, and so, the in-
dicator of Figure 7 was constructed. The three priorities types considered in this study were: normal, 
priority and without priority. Analyzing Figure 7, we can conclude that the vast majority of patients have 
a normal priority to be operated on and that there is a great discrepancy between the waiting time of 
normal priority and the priority one (which is much higher). This abnormal event may be explained by 
the fact that the priority patients were immediately operated on without being registered in the system, 
since the priority is to treat the patient, the record was eventually “forgotten”.

With the data on the waiting time by priority, it was still possible to compare the average time with 
the TMGR (“Tempo Máximo Garantido de Resposta”), which means “maximum guaranteed response 
time” and represents the time until which it is considered clinically acceptable to treat the patient (ACSS, 
2016). In general, the average value of waiting time for normal priority patients is below the TMGR (in 
days), as shown in Figure 8.

Figure 7. Indicators about priority

Figure 8. Indicator comparing the average waiting time of normal priority with the TMGR
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However, in our data, there was 747 patients that waited more than the TMGR, which represents 
3,4% of the total patients. This percentage is way below the national statistic which was 12,2% in 2015, 
as described in the report.

Further conclusions were drawn: there are more women on the waiting list for surgery and they have 
longer waiting times, the main diagnoses observed are cataracts, varicose veins and myopia, which makes 
sense considering that the specialty with more demand is ophthalmology (45.81%), also, the main surgical 
intervention refers to ophthalmology and is phacoemulsification and aspiration of cataracts, the range of 
ages with more records are between 60 and 90 years, and can be explained by the increase of diseases 
in these ages and he only specialty where children up to 18 years predominate is ENT.

CONCLUSION

With the increasing expansion of health information systems, the Electronic Health Record (EHR) has 
become one of the most important sources of clinical information in the context of digital health. So, our 
main objective was to take advantage of this information in order to analyze the waiting lists for surgery 
in Portugal, analyzing data on several patients, which were later processed through the ETL process, 
part of the business intelligence process, with the consequent creation of indicators.

The realization of the theoretical introduction represented a time-consuming challenge requiring ex-
haustive and careful bibliographical research in order to collect information essential for the planning and 
development of the project. Other difficulties, technical and during use of the tool (Power BI), emerged 
in the course of this project. However, these difficulties were overcome with some research and practice.

The development of the indicators was performed successfully, allowing a comparison with the 
statistical data regarding the state of waiting lists for surgery in Portugal.

In conclusion, once the barriers have been overcome, the application of Business Intelligence to sup-
port the Management of the Enrollment Lists for Surgery in Continental Portugal has been successfully 
developed and may constitute a relevant support in the monitoring and management of the scheduled 
surgical activity in the hospital from which the data were extracted.
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ABSTRACT

In recent years, the increase of average waiting times in waiting lists is an issue that has been felt in 
health institutions. Thus, the implementation of new administrative measures to improve the manage-
ment of these organizations may be required. Hereupon, the aim of this present work is to support the 
decision-making process in appointments and surgeries waiting lists in a hospital located in the north of 
Portugal, through a pervasive Business Intelligence platform that can be accessed anywhere and anytime 
by any device connected within the hospital’s private network. By representing information that facilitate 
the analysis of information and knowledge extraction, the Web tool allows the identification in real-time 
of average waiting times outside the outlined patterns. Thereby, the developed platform permits their 
identification, enabling their further understanding in order to take the necessary measures. Thus, the 
main purpose is to enable the reduction of average waiting times through the analysis of information in 
order to, subsequently, ensure the satisfaction of patients.
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INTRODUCTION

Over the past few years, the Business Intelligence (BI) technology has been increasingly a major interest 
to health professionals and Information Technology (IT) professionals due to its applicability in the Elec-
tronic Health Record (EHR) (Bonney, 2013). In short, BI is a process of extraction, collection, storage, 
processing, analysis and access to information and data from information systems in order to support and 
improve the decision-making process (Chaudhuri, Dayal, & Narasayya, 2011; Hočevar & Jaklič, 2010a).

On the other hand, the increase of average waiting times is an issue that has been recently felt in health 
institutions (Ballini et al., 2015; Barros, 2008; Miyanji et al., 2015; Moscelli, Siciliani, & Tonei, 2016; 
Odorico, 2014). Thus, the implementation of new administrative measures to improve the management 
of these organizations may be required. One of the main problems caused by delays lies in the possibility 
of causing serious adverse consequences to patients’ health (Ballini et al., 2015; Barros, 2008; Miyanji 
et al., 2015; Moscelli et al., 2016; Odorico, 2014).

Thus, due to the current needs of generating clinical and performance indicators of waiting lists (ap-
pointments and surgeries) in a hospital located in the north of Portugal, allied to the benefits of using 
the BI technology, this study was carried out. A clinical decision support system (CDSS) was designed 
and developed to support the decision-making process regarding waiting lists, namely a pervasive BI 
platform, for the scheduled appointments and surgeries in the hospital units of the health institution.

The realization of this project included the Extract, Transform and Load (ETL) of the data from infor-
mation systems, followed by the construction of a data warehouse (DW). It also involved the creation of 
clinical and performance indicators, and their subsequent integration into the Web application developed.

The next section of this chapter presents the state of the art associated with this study (section “State 
of the Art”). After that, in section “Research Methodologies”, the research methodologies adopted are 
briefly described. The section “Case Study” explains succinctly the problem and main motivations behind 
this project, and the key steps followed throughout its realization. Thereafter, the results are presented 
and discussed in section “Results and Discussion”. This section is followed by the “Proof of Concept” 
section, which consists essentially of a strengths, weaknesses, opportunities and threats (SWOT) analysis. 
The conclusion and future work conclude this chapter (section “Conclusion and Future Work”).

STATE OF THE ART

This section intends to highlight briefly the main theoretical topics addressed throughout this chapter, 
namely clinical decision support systems (CDSSs) and Business Intelligence (BI) and clinical informa-
tion, including the Extract, Transform and Load (ETL) process, and data warehousing.

Clinical Decision Support Systems

In recent years, the recognition of the importance of CDSSs as practical tools has increased exponentially 
(Castaneda et al., 2015; Marins, Cardoso, Esteves, Machado, & Abelha, 2017; Musen, Middleton, & 
A.Greenes, 2014). This promising trend is largely due to the inexorable growth in the complexity and 
unnecessary costs associated with the delivery of healthcare services, the rising challenges of offering 
personalized medical services to each patient (according to his/her needs), the increasingly felt pressure 
to adopt Electronic Health Record (EHR) processes in health institutions, as well as the increasingly 
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frequent introduction of mandatory requirements regarding the implementation of this type of comput-
ing tools in the healthcare industry (Butler et al., 2015; Loya, Kawamoto, Chatwin, & Huser, 2014; 
Mattila, Koikkalainen, Virkki, Van Gils, & Lötjönen, 2012; Musen et al., 2014; Sayyad Shirabad, Wilk, 
Michalowski, & Farion, 2012).

Conceptually, CDSSs allow not only the retrieval of relevant information, but they also permit the 
distribution and communication of information in the clinical context, thus providing specific informa-
tion and recommendations. Thereby, these systems provide fundamental knowledge and analysis needed 
in order to assist decision-makers, including healthcare organizations and professionals, in the delivery 
of medical services (Butler et al., 2015; Loya et al., 2014; Musen et al., 2014).

Thus, CDSSs can use information from the current clinical context to retrieve relevant documents, 
create and send alerts or recommendations to patients and/or healthcare professionals, or even organize 
and present the information available in dashboards, graphics and tables, and documents and reports, in 
order to facilitate, speed up and improve the decision-making process (Castaneda et al., 2015; Musen 
et al., 2014).

Hence, the main objective of CDSSs is to assist, rather than replace, health professionals in their 
day-to-day work, thus consisting of computing tools to support the decision-making process in order to 
reduce the frequency of medical errors, improve the quality of services delivered to patients, as well as 
to reduce the unnecessary costs and waste associated with the delivery of medical services (Butler et 
al., 2015; Loya et al., 2014; Musen et al., 2014).

Business Intelligence and Clinical Information

The concept of BI refers to the process of collecting, transforming, organizing, analyzing and distributing 
data from various external sources of information to improve the business decision-making process (Met-
tler & Vimarlund, 2009). Thus, it corresponds to a set of theories, methodologies, processes, structures 
and decision support technologies that allows grouping data in order to make a more informed decision 
(Bonney, 2013; Trujillo & Maté, 2012). In this way, based on past experiences, BI transforms a large 
amount of raw data into useful information for a strategic decision-making process.

Over the past few years, the number of services and products that use the concept of BI in its devel-
opment has increased exponentially (Alpuim, Esteves, Pereira, & Santos, 2016; Brandão et al., 2014, 
2016; Chaudhuri et al., 2011; Chen, Chiang, & Storey, 2012; Esteves, 2016; Trujillo & Maté, 2012). BI 
technologies are now used globally to obtain useful real-time knowledge with the aim of improving the 
decision-making process in the most diverse scientific areas. The BI technology transforms information 
into knowledge and presents the ability to put the right information, in the right hands, at the right time, 
in order to support the decision-making process (Bonney, 2013).

BI systems correspond to one of the components of the architecture of an information system of 
an organization to support the decision-making process by analyzing the data of a business (Mettler & 
Vimarlund, 2009).

Its greatest advantage is the standardization of information that is dispersed by several sources of 
information, to which it is impossible to access through queries for multidimensional data analysis. In 
this way, using the BI technology, it is guaranteed that everyone works with the same reality, facilitat-
ing the decision-making process. Its standardization also allows a faster access to information as well 
as greater reliability in data, thus generating significant gains in work efficiency and a considerable 
reduction in time wastes (Bonney, 2013; Hočevar & Jaklič, 2010b; Raghupathi & Raghupathi, 2014).
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In the healthcare industry, more and more large amounts of data have been generated, mostly due 
to the increasingly more demanding mandatory requirements to be fulfilled in healthcare services, thus 
leading to a better maintenance and management of clinical records (Mettler & Vimarlund, 2009; Ra-
ghupathi & Raghupathi, 2014).

Thereby, these large datasets, called “Big Data”, present the potential to improve the quality of 
healthcare delivery and to reduce the costs and waste associated by being able to support a wide range 
of functions in the healthcare industry, including the development of CDSSs and their applicability in 
the EHR (Bonney, 2013; Raghupathi & Raghupathi, 2014).

Tools that resort to BI technologies include the application of several processes including the ETL 
process that handles the extraction, cleanup, normalization and loading of data, the construction of data 
warehouses (DWs) for structuring the data in order to facilitate its analysis (data warehousing) and, fi-
nally, the visualization, analysis and interpretation of the information represented by the data (Bonney, 
2013; Chaudhuri et al., 2011; Hočevar & Jaklič, 2010b).

Extract, Transform and Load

In short, ETL is a set of processes that involves extracting data from external data sources that can come 
in various formats, transforming it to fit business needs and, ultimately, loading it into a target data 
structure such a data mart or DW, being typically associated with data warehousing. The ETL processes 
are schematized in Figure 1.

The database functions are described as follows (El-Sappagh et al., 2011; Ferreira, Miranda, Abelha, 
& Machado, 2010; Gour, Sarangdevot, Tanwar, & Sharma, 2010; Morris et al., 2008):

• Extract: The process of reading data from specified external data sources and extracting a desired 
subset of data. The data is then propagated to the data staging area (DSA) where it is transformed 
and cleaned (transform step) before loaded to a repository (load step);

Figure 1. A general framework for extract, transform, and load processes
Adapted from El-Sappagh, Hendawi, and El Bastawissy (2011)
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• Transform: Transforms the extracted/acquired data by storing it in the proper format or struc-
ture for the purposes of querying and analysis, i.e., cleaning it up and formatting it uniformly. 
Nonetheless, some data does not require any transformation at all;

• Load: Loads the transformed data into the target multidimensional structure, e.g., data mart or 
data warehouse.

Thus, ETL is a key set of processes in order to bring all the data together in a standard homogenous 
environment, i.e., by reshaping the relevant data from the data sources into useful information to be 
store into the target data structure.

Data Warehousing

A DW is a repository of all the data that an organization’s collects, supporting the decision-making pro-
cess. Warehoused data must be stored in a manner that is secure, reliable, easy to retrieve and to manage, 
i.e., the information must be stored into an optimized structure for those tasks (March & Hevner, 2007).

Generally, a data mart is a subset of the DW that it is usually oriented to a specific department or 
line of business, i.e., it is basically a small slice of the DW. Data marts usually contain data required 
for specific business processes or specific departments. Thus, it serves the same role as a DW, but it is 
intentionally limited in scope (March & Hevner, 2007).

Data warehousing emphasizes the collection of data from diverse heterogeneous sources in order to 
usefully analysis and access data (Cuzzocrea, 2015; Cuzzocrea, Bellatreche, & Song, 2013).

In short, while data marts are limited for use of a specific department only, data warehousing applies 
to an entire organization. Nonetheless, data marts are sometimes complete individual data warehouses 
that are usually smaller than the data warehouse itself.

RESEARCH METHODOLOGIES

The realization of any study in the field of Information Technologies (ITs) includes the scrutinized re-
search and analysis of the set of methodologies and technologies available and feasible in the design of 
the defined IT solutions. The choice of the most appropriate methods and tools is mostly based on the 
advantages pointed out, as well as on associated limitations and compliance issues with related systems.

Thus, the realization of this study is based on the Design Science Research (DSR) methodology, 
mostly used in the construction and evaluation of useful and rigorous IT solutions. Each of the design 
phases presented in this study included the choice and use of the most appropriate methodologies, tech-
nologies and tools for the definition and elaboration of the desired solution. Finally, a Proof of Concept 
(PoC) was also carried out corroborating the viability and usefulness of the pervasive BI platform de-
signed and developed, which consisted essentially of a strengths, weaknesses, opportunities and threats 
(SWOT) analysis.

Thereby, a brief description of these two research methodologies are presented in this section.
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Design Science Research Methodology

In the area of ITs, the main objective of the use of the DSR methodology is the construction and evalu-
ation of objects, also called “artefacts”, that allow professionals to process organizational information 
and develop actions to solve a problem (Bilandzic & Venable, 2011; March & Storey, 2008).

Thus, the methodology that drove the realization of this project is the DSR. It consists of a rigorous 
method of scientific research used to develop successful artefacts (Peffers, Tuunanen, Rothenberger, 
& Chatterjee, 2007). It focuses on the IT artefact with a high priority in its relevancy in its application 
domain. Thus, in the context of solving real-world business problems, it is critical to try to improve 
the relevance and usefulness of the artefact (A. R. Hevner & Chatterjee, 2004; a. R. Hevner, March, & 
Park, 2004). The designed appliance must correspond to a viable technological solution for solving im-
portant and relevant business problems, and its usefulness, quality and effectiveness must be rigorously 
demonstrated through well-executed evaluation methods. In addition, research should provide clear and 
verifiable contributions, and should be based on the application of rigorous methods in its construction 
and evaluation process (A. R. Hevner & Chatterjee, 2004; a. R. Hevner et al., 2004).

In Figure 2, the DSR methodology is outlined, that is, its different interconnected steps that synthe-
size the steps to be followed through the DSR in the construction of scientific IT artefacts, namely the 
steps of “Identify Problem & Motivate”, “Define Objectives of a Solution”, “Design & Development”, 
“Demonstration”, “Evaluation” and “Communication”. These are the phases adopted in the design of 
this study.

In short, in the first steps, the problem and the motivation are defined, as well as the objectives of the 
solution found. Then the artefact is designed and developed, directed to an important business problem 
to be solved that must be relevant to the solution of the same. Its development must follow a rigorous 
scientific process based on the knowledge and the theory already explored. Finally, the solution must 
be demonstrated, evaluated, communicated and propagated efficiently to the target audience (March & 
Storey, 2008; Vaishnavi & Kuechler, 2015).

Figure 2. Schematic representation of the design science research methodology
Adapted from Peffers et al. (2007)
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Thus, the study described in this chapter follows the DSR research methodology because the IT so-
lution defined meets the needs of health professionals of the health institution, that is, a new pervasive 
Business Intelligence (BI) platform to support them in the decision-making process, meeting the chal-
lenges currently existing at the hospital facilities regarding waiting lists of appointments and surgeries.

Therefore, it provides the health institution with an appropriate and well-founded solution, based on 
methods and technologies that have already been explored and adapted to solve the problem in question, 
and stimulate new knowledge for the organization and the scientific community. Thus, the development 
of this project also included the dissemination of the IT artifact to the professionals of the hospital, as 
well as the writing of scientific papers.

Finally, it is important to note that the Web application developed was duly evaluated through a 
SWOT analysis. It should also be pointed out that the application of the PoC research methodology to 
prove the feasibility, usefulness and usability of the tool, which included a SWOT analysis, is briefly 
described in section “Proof of Concept” of this chapter.

Proof of Concept Methodology

The PoC research methodology consists of a practical model that can prove or validate the concept 
established through analysis or even technical articles. Thus, it goes on to verify whether a concept or 
theory is successful and feasible and, on the other hand, is thus susceptible of being exploited in a useful 
way (Sergey, Alexandr, & Sergey, 2015).

Therefore, a PoC is often pointed out as one of the most important steps in the design, development, 
implementation and proposal process of a prototype of a IT solution, mainly to establish if an IT solution 
fulfills its purpose, that is, it meets the requirements and defined objectives for which it was originally 
designed. On the other hand, it also allows the identification of potential failures or errors in the IT 
solution developed (Schmidt, 2006).

Summarizing, a PoC allows to demonstrate in practice the concepts, methodologies and technolo-
gies involved in the elaboration of a given project and thus validate the proposed solution by proving its 
feasibility and usefulness for the purpose for which it is intended by defending its potential.

In this study, the defense of the viability and usefulness of the BI platform went through the applica-
tion of the PoC methodology. Thus, a SWOT analysis was carried out for the Web application.

CASE STUDY

Over the past few years, there has been a steady increase of waiting lists in health institutions (Ballini et 
al., 2015; Barros, 2008; Miyanji et al., 2015; Moscelli et al., 2016; Odorico, 2014). One of the possible 
reasons for this increase could be due to the significant advances in the technologies associated with 
surgeries, namely the anesthesia procedures (Barros, 2008). These advances have greatly improved the 
safety and efficiency of the surgical procedures offered by healthcare systems and, consequently, there 
have been important increases in the demand for the realization of surgeries.

The existence of waiting lists in health institutions can be seen as a result of an inability of the 
healthcare system to respond to all the requests of patients (Oliveira, 2012), and further administrative 
measures may be necessary to improve the management of the organization since delays can cause seri-
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ous adverse consequences to patients’ health (Ballini et al., 2015; Barros, 2008; Miyanji et al., 2015; 
Moscelli et al., 2016; Odorico, 2014).

In this hospital located in the north of Portugal, there was no clinical decision support system (CDSS) 
that could use the clinical data resulting from the records of waiting lists (appointments and surgeries), 
and that could thereafter transform those records into useful knowledge for the decision-making process, 
i.e. clinical and performance indicators through the Business Intelligence (BI) technology.

Thus, after a succinct analysis of the clinical data, and meetings with health professionals and Infor-
mation Technology (IT) professionals of the health institution, a pervasive BI platform was designed and 
developed. The choice of all its modules, components and functionalities was based on these meetings, 
particularly regarding the technical requirements. Its design and development also included the construc-
tion of a data warehouse (DW) of waiting lists with the data stored into the information systems of the 
hospital. Then, the indicators were created from those records and integrated into the Web application.

The core module of the BI platform consists of the Business Intelligence module that enables the 
generation and visualization of clinical and performance indicators. Therefore, from this module it is 
possible to visualize several indicators that can assist in the evaluation of a healthcare process, and moni-
tor and evaluate the quality of clinical management and medical services delivered to patients. It can 
also alert its users and guide them through the monitoring, evaluation and improvement of the medical 
services provided to patients.

Finally, this work was based entirely on the Design Science Research (DSR) methodology, described 
in section “Research Methodologies”. Then, a Proof of Concept (PoC) was carried out through the PoC 
methodology, described in the same section of this chapter, to corroborate the viability and usefulness 
of the Web tool designed and developed, which consisted essentially of a strengths, weaknesses, op-
portunities and threats (SWOT) analysis.

RESULTS AND DISCUSSION

In this section, the main results of this study are presented and briefly discussed, namely regarding the 
architecture of the pervasive Business Intelligence (BI) platform that was designed and developed, and 
its application to support the decision-making process in appointments and surgeries waiting lists in a 
hospital in the north of Portugal.

Architecture of the Pervasive Business Intelligence Platform

The BI platform is currently implemented in a production machine Ubuntu in the hospital.
It should be noted that all the research methodologies associated with its development are briefly 

described in section “Research Methodologies” of this chapter. In summary, the BI platform was devel-
oped using the AngularJS framework in JavaScript, HTML and CSS, which supports the development 
of single-page applications (SPAs) that can be accessed via a Web browser. The programming languages 
PHP and SQL were also used, but to develop the CRUD RESTful PHP Web services and to make requests 
(SQL queries) to the database, namely an Oracle database. Lastly, Apache corresponds to the Web server 
that supports the Web application.
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On the other hand, the BI platform is divided into five distinct modules, namely Home, Data Ware-
house, Business Intelligence, Data Mining and User Area. Thereafter, each of the Web tool modules 
are briefly described:

• Home: Includes a dashboard with the key indicators;
• Data Warehouse: Provides an overview of all the tables of the data warehouse (DW);
• Business Intelligence: Allows the visualization of the clinical and performance indicators gener-

ated by submodule, namely the Appointments and Surgeries submodules;
• Data Mining: A module for the future addition of predictive data mining models;
• User Area: Includes the management of users and notifications, as well as forms for the question-

naire and suggestions, and a visualization of the number of accesses to the Web application.

Its main innovative features, as well as a brief description, are presented and described in Table 1.

Table 1. Key innovative features of the pervasive business intelligence platform

Innovative Feature Description

Scalable architecture The architecture of the computer tool is easy to maintain, and it is 
relatively simple to expand its functionalities

User-friendly Highly intuitive and easy to use

Interactive data visualization The BI platform enables the interactivity between its users and the 
graphics and tables (clinical and performance indicators). Thus, it 
facilitates the understanding of the information available

Pervasive It is not necessary to install the BI platform on all the computers of 
the hospital. When it is installed on a production machine (server), 
the Web application is thus distributed to all the users connected 
to the Intranet, that is within the private network of the health 
institution, and it can be easily accessed through a Web browser

Interoperability It enables the communication and sharing of information between 
different systems, that is, connecting the application to the data

Real-time It is possible to access the BI platform and the information 
provided in real-time, that is, to consult actual and current data in 
the decision-making process

Ubiquity The Web application will be gradually disseminated by the 
hospital healthcare facilities and, on the other hand, it is constantly 
available

Installation of plugins By using the AngularJS framework to support the development of 
the BI platform, it is possible to add new functionalities to the Web 
tool by installing plugins. The installation of plugins is possible 
through Bower, that is, a tool to install and uninstall packages in 
AngularJS

Mobile support It is possible to access the Web application by means other than a 
computer, namely using mobile devices
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Support in the Decision-Making Process in 
Appointments and Surgeries Waiting Lists

After meetings with health professionals and Information Technology (IT) professionals of the health 
institution, it was decided to divide the clinical data related to the waiting lists into two different data 
marts, namely Appointments and Surgeries. Thus, data were extracted from the information systems of the 
hospital, and a dimensional model was designed according to the star schema. The DW was constructed 
through the Extract, Transform and Load (ETL) process. The data of the DW, which is constituted by 
two data marts (Appointments and Surgeries), is stored into an Oracle database.

In this way, the BI module of the Web application is divided into two different submodules, from 
which it is possible to visualize the clinical and performance indicators generated in each one. The pa-
rameters evaluated include date, specialty, pathology, surgical intervention and healthcare professional, 
which are parameters that were chosen because they hypothetically influence the values of the indicators. 
In the Appointments submodule, indicators related to the scheduled appointments were generated with 
the data stored into the information systems of the health institution. Indicators regarding the scheduled 
surgeries are presented in the Surgeries submodule. Both submodules are then divided into three dif-
ferent tabs, namely:

• Number of Appointments/Surgeries (Depending on the Submodule): Indicators related to the 
number of appointments/surgeries scheduled this current year are presented, including the number 
of appointments/surgeries by date, day of the week, month and specialty;

• Average Waiting Time: Indicators related to the average waiting times (in days) of appointments/
surgeries this current year are presented, including the average waiting time by specialty, pathol-
ogy, surgical intervention and healthcare professional;

• Temporal Evolution: Indicators related with the temporal evolution of appointments/surgeries 
scheduled over the last years in the hospital are presented, including the number of appointments/
surgeries scheduled by year and the average waiting time by year.

Approximately 40 clinical and performance indicators were generated, divided into the Appointments 
and Surgeries submodules.

Discussion

The main advantage of the application of this type of BI system in a health institution lies in the pos-
sibility of supporting health professionals with the power in the decision-making process within the 
organization through the availability and access to information. Thus, the decision-making process is 
improved with the analysis of data.

Thereby, approximately 40 clinical and performance indicators were generated, divided into the 
Appointments and Surgeries submodules, which were posteriorly integrated into the BI platform. The 
defined indicators are divided into three different tabs, namely Number of Appointments/Surgeries, 
Average Waiting Time and Temporal Evolution, for both submodules.

Briefly, the Number of Appointments/Surgeries tab lets the user measure the flow of scheduled 
appointments and surgeries in the hospital during the current year. On the other hand, analyzing the 
indicators in the Average Waiting Time tab allows the identification in real-time of average waiting 
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times outside the outlined patterns. Thereby, the BI platform permits their identification, enabling their 
further understanding in order to take the necessary measures. Through the Temporal Evolution tab, it 
is also possible to visualize the temporal evolution of the appointments and surgeries registered in recent 
years in the health institution.

Thus, this BI system allows its users to critically interpret the generated data, making it possible to 
identify easily and quickly inconsistencies. By analyzing the data effectively, health professionals can 
get the answers they need to create strategies such as taking new administrative measures to improve 
the management of the organization. Therefore, they can make efficient decisions in order to decrease 
the average waiting times in waiting lists for appointments and surgeries. That is, if any average wait-
ing time in a waiting list is detected outside the outlined patterns, such as for a specialty in one of the 
hospital units, solutions must be found and followed quickly in order to correct this type of situation.

Finally, allowing the access to quality information in the decision-making process in the context of 
waiting lists, a better understanding of the internal and external reality of the organization, the identi-
fication and further correction of potential risks, and driving innovation, are some benefits that this BI 
system brings to the health organization.

PROOF OF CONCEPT

To test the viability, utility, quality and efficiency of the Web application, a Proof of Concept (PoC) was 
necessary, which consisted essentially of a SWOT analysis. This analysis allowed the identification of 
the strengths, weaknesses, opportunities and threats of the application.

Thus, after several tests and evaluations of the pervasive Business Intelligence (BI) platform, the 
strengths, weaknesses, opportunities and threats associated with the Web tool were identified.

Regarding the strengths, the following points were identified:

• Allowing the access to quality information in the decision-making process in the context of wait-
ing lists (appointments and surgeries);

• A better understanding of the internal and external reality of the organization;
• The identification and further correction of potential risks;
• High scalability;
• Easily adaptable to different case studies;
• High usability, i.e., it is an intuitive and user-friendly Web tool;
• Unlike many other BI systems, it does not require other external applications to be active by using 

directives from the AngularJS framework for the interactive visualization of data (graphics and 
tables).

On the other hand, the weaknesses of the system were also identified:

• Requires Intranet connection.

Regarding the opportunities, which correspond to the external factors that positively influence the 
BI platform:
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• Reducing medical errors;
• The expansion of the clinical data stored into the Hospital Information Systems (HISs) in order to 

generate more clinical and performance indicators;
• The implementation of new modules, components and functionalities;
• The application and use of the BI platform in more case studies.

Finally, it is possible to highlight the following possible threats to the system:

• The lack of acceptance to resort to new technologies by health professionals;
• Potential problems associated with the network connectivity to the Intranet.

CONCLUSION AND FUTURE WORK

Within the scope of this study, clinical and performance indicators were generated for which, until 
now, information was available in the Electronic Health Record (EHR) of the health institution in the 
context of waiting lists, namely regarding appointments and surgeries. The main motivations behind the 
realization of this project were to support health professionals in the decision-making process, and the 
possibility of implementing new administrative measures in the future in order to improve the manage-
ment of the organization. It is intended, therefore, to limit possible adverse consequences on patients’ 
health by reducing the average waiting time in waiting lists.

Thus, the development of this case study was based on the need to treat large amounts of clinical 
data from waiting lists produced daily by the EHR of the health institution, and the feasibility of acquir-
ing knowledge with sufficient value to support the medical services provided by health professionals.

As future work, it is intended to generate more clinical and performance indicators regarding waiting 
lists of appointments and surgeries. Thus, the enrichment of the Business Intelligence (BI) module with 
a wider range of indicators for interactive data visualization, and their subsequent analysis, is projected 
to strengthen the decision support for health professionals.

On the other hand, the development and integration of predictive data mining models in the Data 
Mining module of the Web application is also foreseen. Predictive models that can predict the average 
waiting time (in days) in waiting lists of appointments and surgeries, according to attributes that will be 
defined after analyses as factors that may influence the outcome, are examples of possible data mining 
models that may be integrated soon into the BI system.

Finally, regarding the architecture of the pervasive BI platform, it is intended to expand its modules, 
components and functionalities, as well as to apply it to more case studies in order to encourage its con-
tinuous growth. In the future, the implementation and configuration of user roles and access permissions 
is also one of the main objectives to fulfill.

In this way, it is confirmed the continuous maintenance, growth and expansion of the innovative 
solution implemented in the health institution.
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KEY TERMS AND DEFINITIONS

Dashboard: It consists of the visual presentation of the most important and essential information 
and data. It is basically a way for managers and decision makers to quickly identify the data that is 
important to them.

Data Mart: It is a subset of data from a data warehouse (DW). Thus, they meet the needs of specific 
business units, while a DW involves the entire organization.

Electronic Health Record (EHR): It consists of the collection and registration of a set of clinical 
data of an individual, including information about its current state of health, medical history, previous 
appointments and surgeries, among others, in digital format.

Indicators: They correspond to a way of simplifying and synthesizing complex information through 
its quantification (parameter, measure or value).

Intranet: It is a network of computers like the Internet, but it is of exclusive use of a certain organi-
zation, that is, it can only be used by the machines belonging to its private network.

Plugin: It is an extension module used to add functions to other larger programs in order to add more 
functionalities to them.

Queries: They are requests of information or data to a database or a set of tables.
User-Friendly: Defines applications, tools, systems or processes that are highly intuitive and easy 

to use.
Web: It consists of a system of Web pages interconnected and executed in the Internet.
Web Browser: It is a computer program developed to enable browsing through the Web, including 

accessing and interpreting files in the HTML, CSS and JavaScript formats.
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ABSTRACT

The assessment of health status in communities throughout the world is a massive information technol-
ogy challenge. Data warehousing provides a flexible environment to support the business management 
and serve as an integrated repository for data. With the addition of models and analytic tools that have 
the potential to provide actionable information resources and support effective problem identification, 
critical decision-making, and strategy formulation, implementation, and evaluation. Of particular interest 
are the factors of influence like the patient’s height or weight and its impact on processes and results. A 
multidimensional process is a way to discover health care processes according to certain factors of influ-
ence. This study aims to implement a data warehousing environment for decision support, in the context 
of nutrition evaluation, to integrate data obtained from a health care facility. This paper highlights the 
implementation of Business Intelligence in health care settings allows searching and interpreting stored 
information to support decisions concerning people’s life.
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INTRODUCTION

Identifying the risk of malnutrition in patients from predictive variables is the first step towards an 
adequate nutritional control. Given its prevalence, the traceability and monitoring of nutritional status 
should be available in the hospital environment to prevent, treat and improve its prognosis. With this, 
morbidity, mortality, as well as hospitalization time and hospital costs will be reduced, enhancing the 
quality of life. Given this reality, the nutritionist plays a crucial role, since it’s able to identify early cases 
of nutritional risk. In this way, the nutritionist can interfere with the control of patient’s clinical status 
and, consequently, prevent and control its malnutrition, as well as infer the improvement of its clinical 
state. Thus, each health institution should identify the most common nutritional risk factors that affect 
the population and develop its instrument of nutritional tracking.

Malnutrition refers to both overnutrition and undernutrition. People are malnourished if their diet 
doesn’t provide enough calories and protein for growth and maintenance or they are incapable of utilizing 
the food they eat due to illness (undernutrition). They are also malnourished if they consume too many 
calories (overnutrition) (UNICEF, 2006).

According to the World Health Organization (WHO), undernutrition is an individual nutritional status 
characterized by the insufficient intake of energy and nutrients, the body’s inability to absorb nutrients or 
the abnormal body loss of nutrients. This results from the complex interaction between diet, health status, 
and, socioeconomic and social conditions in which the individual lives, being a common health problem 
in hospital admission (Amaro et al., 2016). Everyone is vulnerable to undernutrition, but certain groups 
of people are at greater risk. This is the case of the elderly, children, pregnant women and individuals 
who are sick. Examples of the most common symptoms observed in undernourished individuals are the 
loss of body fat, reduced appetite, fatigue and poor concentration (Correia et al., 2014).

Overnutrition is defined as the overconsumption of nutrients and food owing to the unlimited amounts 
of food available to eat. Most of the industrialized and prosperous communities have a great percentage 
of individuals that eat too much, to the point at which health is adversely affected. Overnutrition can be 
developed into obesity, which increases the risk of serious health conditions, including cardiovascular 
disease, hypertension, cancer and type-2 diabetes (White et al., 2012).

Malnutrition in children can be classified into three types: stunted, wasted and overweight. Stunting 
refers to a child who is too short for his age, and it’s related to the failure of growing both physically and 
cognitively. It results of chronic or recurrent malnutrition. Wasting, or acute malnutrition, refers to a 
child who is too thin for his height, and it’s related to a rapid weight loss or to the failure to gain weight. 
Overweight refers to a child who is too heavy for his height due to the consumption of too many calo-
ries that enhances the risk of diseases later in life (UNICEF, WHO, & The World Bank Group, 2016).

All around the world, disease-related malnutrition is common and costly. The hospitalization itself 
is often associated with the risk of worsening the patient’s nutritional status which, in turn, can lead to 
delayed recovery and functional decline. Although several clinical guidelines specify care processes, 
malnutrition is still overlooked and undertreated (Aquino & Philippi, 2011).

Through the statistics presented in Figure 1, it is possible to note that, in 2015, Africa and Asia had 
the greatest share of all forms of children’s malnutrition.

Over the last years, health organizations have been developing new means of response for citizens 
and, new ways of communication and information transmission, supported by technological systems. 
Business intelligence tools are now used in public health fields for financial and administrative purposes, 
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for diagnosing and treating patients and for evaluating alternative treatments based on outcomes analysis 
(Jinpon et al., 2011).

In this sense, and based on a BI methodology, it is presented a data warehouse system for the use of 
evidence-based medicine in the context of nutrition evaluation.

The accomplishment of this project presupposed the execution of a certain set of steps. In the first 
section was carried out research related to health information systems and to what extent concepts such 
as interoperability and usability influence it. Fundamental concepts, namely, business intelligence, data 
warehouse, extract-transform-load, and OLAP were discussed in subsequent sections. Along with these 
concepts, the project phases were described: the construction of a multidimensional model (identify-
ing facts and dimensions), data extraction, transformation, cleaning, and loading into a data warehouse 
and the construction of health indicators. As the construction of indicators presupposes the availability 
of data, the results and conclusions may not be entirely accurate because there were missing values in 
the population and this was a case study in one particular hospital. Besides that, constructed indica-
tors present nutritional data in a clear and objective manner and may generate positive outcomes in the 
nutritional field.

HEALTH INFORMATION SYSTEMS

The quality of information provided by information systems must be as reliable as possible to deliver 
quality services (Marins et al., 2015; Neves et al., 2016). To enable the various health activities car-
ried out by the numerous health professionals in different places, multiple information on the patient’s 
condition must be accessible (Portela et al., 2015). With this, different data sources are generated that, 
consequently, give rise to different information that not assure data accuracy and quality. The quality 
of information is vital since data will be organized to produce a health system that supports decision 
making. If there is no data quality control, erroneous support decision making may be returned, that in 
a health context reflect devastating results (Machado et al., 2010). Furthermore, validation of data ac-
curacy and consistency are also significant problems for many health organizations. The result can be a 
disaster for a data warehouse that depends on such systems for its content. For this reason, data quality 
is a primary concern (March & Hevner, 2007).

Figure 1. Global percentage of stunted, overweight, and wasted children under 5 in 2015
UNICEF et al. (2016)
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Clinical data extracted from several sources and used for multiple purposes have heterogeneity as a 
dominant characteristic, often not suitable for traditional information systems, where integration is not 
always privileged. The predominance in most countries is a fragmented system that doesn’t always have 
integration and interoperability characteristics (Peixoto et al., 2012; Rodrigues et al., 2013).

Basic interoperability is achieved through the standard exchange of messages between systems. The 
adoption of interoperability standards in the health sector has become increasingly indispensable due to 
the existence of a vast conceptual diversity of hardware and software platforms, the need to search and 
communicate clinical and administrative information in real time and, the viability to use increasingly 
sophisticated decision support systems. There has been a need to ensure the overall process’s flow, which 
should be based on interoperability standards and good practices. Functional interoperability requires that 
information is readable to humans. Additionally, it describes an interaction of two or more systems to 
exchange information according to a defined set of rules. Semantic interoperability is translated into the 
ability of several systems to share information that is conceptually compatible with each other (Peixoto, 
H., 2010). In other words, systems have a formal agreement on the concepts involved in the exchanges 
and presuppose the usage of standardized vocabulary in messages. Thus, to establish interoperability, 
these standards of registration, communication, and documentation should be implemented and adhered 
by the intervenient systems (Cavalini & Cook, 2012).

It is also important to note that each health professional has different information needs. Therefore, 
applications and user interfaces need to be easily understood and handled to ensure usability. Usability 
defends the assumption that the system should satisfy the user’s needs. This depends on the circumstances 
in which a system is used, on users, tasks, equipment (hardware, software, and materials) and social and 
physical environment. Thus, usability helps to retain the user in a system by making it easy to learn and 
use, reduces redundancy, consistency errors and loss of system integrity, and also guarantees the system 
security (Pereira & Paiva, 2011).

METHODOLOGY

Health organizations collect significant volumes of data and have a lot of information to gather and pro-
cess to be able to make the best decision as fast as possible. One solution that can improve the decision-
making process is Business Intelligence (BI). BI tools help to transform raw data into smart information 
and knowledge. BI refers to methodologies and technologies for the collection, integration, analysis and 
presentation of all relevant information. There are many BI tools such as extract transform and load 
(ETL), data warehouse (DW), online analytical processing (OLAP), and dashboards (Jinpon et al.,2011).

The understanding of the presented case study implies the knowledge of the concept, architecture, 
and main steps to implement a DW solution. Data warehousing is a collection of decision support tech-
nologies, aimed at allowing the user to make better and faster decisions (Pereira & Paiva, 2011). Bill 
Inmon defined a DW as a subject-oriented, integrated, time-variant, and non-volatile collection of data 
in support of management’s decision-making process (Inmon, 2005).

DW is targeted for decision support and distributed for load balancing, scalability, and higher avail-
ability. The data is stored and managed by one or more warehouse servers, which present multidimen-
sional views of data to a variety of front-end tools: query tools, report writers, analysis tools, and data 
mining tools (Kimball & Ross, 2013).
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The DW backstage includes many software modules responsible for data extraction from relevant 
sources, transformation, and preprocessing to produce useful integrated data and load it into the actual 
DW structures (Berndt, Hevner, & Studnicki, 2003). Those software modules are commonly known as 
Extract-Transform-Load (ETL) activities. The ETL process is quite complex, and it’s considered the 
most time consuming and expensive portion of the DW development lifecycle, mostly due to the plethora 
and large volume of the different activities contained in such process (Vassiliadis, Simitsis, & Baikousi, 
2009). Studies have shown that ETL and data cleaning tools consume one-third of the budget in a DW 
project and can, in terms of its development time, consume 80% of that value. Additionally, some stud-
ies mentioned that the ETL process has costs in the order of 55% of the project’s total execution time 
(Inmon, 1997).

Despite this, the ETL activities have a substantial importance in the design and maintenance of the 
DW. Some common activities are data cleansing (such as correcting misspellings, dealing with missing 
elements, detecting duplicate data, and checking for integrity constraints violations), filters, groupers, 
assigning warehouse keys and so on (Vassiliadis et al., 2009).

Once the DW construction is completed, one of the most used tools for accessing and analyzing data 
is OLAP. This tool allows the treatment of data coming from different sources in real time, through faster 
and more efficient methods. It also allows the usage of a wide variety of data visualization tools and 
data organization using the desired selection criteria. However, the greatest advantage of OLAP is the 
ability to perform multidimensional data analysis, associated with complex calculations, trend analysis 
and modeling (Ferreira, Miranda, Abelha, & Machado, 2010).

Warehousing Architecture

The general structure of the ETL process is presented in Figure 2. The lower left layer represents the 
original data coming from several sources, which compound the raw material for the DW. This data 
is obtained by extraction routines and it’s later propagated to the data staging area (DSA) for further 
manipulation (Ferreira et al., 2010).

The data staging area is both a storage area, as well as the place where data is subjected to cleaning, 
integration, and transformation procedures before being loaded into the DW. It is somehow analogous 
to the kitchen of a restaurant, where food products are transformed into a meal. In the DW, raw data is 
converted into a warehouse derivable fit for user query. In comparison to the restaurant’s kitchen, the 
backroom data staging area is available only to skilled professionals (Kimball & Ross, 2013).

The data loading into the DW structures is performed through load activities, represented in the upper 
right portion of the figure, and organized into an appropriate model which is called the multidimensional 
model (Ferreira et al., 2010).

A DW project comprises a set of tasks for the implementation of each component described in Figure 
2. There are several methodological approaches that define a sequence of steps essential for accomplishing 
these tasks. The methodology used included the following steps: 1) construction of the multidimensional 
model, identifying dimensions and facts; 2) data extraction from the source (Excel); 3) data transformation 
and cleaning; 4) loading data into MySQL database structure; 5) building indicators through PowerBI.
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Back End Activities

Data warehousing systems use a variety of data extraction and cleaning tools as well as load and refresh 
utilities for populating warehouses. Extraction is the first step in the process of getting data into the DW 
environment. Since a DW is used for decision making, it’s vital to ensure its reliability (Chaudhuri & 
Dayal, 1997). The data used in this project consists of clinical records – referring to one year of evalua-
tion records of nutrition episodes – extracted from a Portugal hospital and consequently filled by health 
professionals. The lack of standards and rules for filling these records lead to a high probability of errors 
and irregularities. Not surprisingly, data entry fields had significant inconsistent data. Therefore, it was 
necessary to process data through cleaning and transformation procedures. Such procedures comprised: 
transformation of dates to standardized formats; dealing with duplicate data; assigning warehouse keys; 
standardize units of measure; rename doctors and nutritionists to ensure their privacy; rectify inconsistent 
value assignments; removal of irregular characters; parsing into standard formats; assign descriptions 
to values in order to facilitate their understanding; creating new data through functions that relate one 
or more attributes. Note that patient identification data were disregarded at this project, allowing total 
anonymity.

It is also important to note that the extracted data for this project was in two different data files: 
XML and Excel. For this reason, it was required to convert data from both Excel and XML to MySQL.

After extracting, cleaning and transforming, data were loaded into the DW. Additional preprocess-
ing was still required: checking integrity constraints, sorting, aggregation and other computation to 
build the derived tables stored in the warehouse. A load utility must provide the system administrator 
to monitor status, to suspend, cancel and resume a load, as well as to restart after failure with no loss 
of data integrity (Chaudhuri & Dayal, 1997). With this in mind, the tool used was MySQL Workbench 
6.3, which is a unified visual tool for database developers that provides data modeling, SQL develop-
ment, and comprehensive administration tools for server configuration, user administration, and backup. 
MySQL Workbench also enables a developer to visually design, model, generate, and manage databases 
(MySQL, 2016).

Figure 2. Illustration of the ETL process in data warehouse systems
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Database Design Methodology

The data presentation area is where data is stored, organized, and available for direct querying by users. 
Since the backroom staging area is out of reach, the presentation area is the DW as far as the business 
community is concerned (Kimball & Ross, 2013).

Dimensional modeling is the ablest to succeed technique for delivering data to DW users. Dimensional 
modeling is different from third-normal-form (3NF) modeling – sometimes referred as entity-relationship 
(ER) models – which is a design technique that removes data redundancies. The use of ER models in the 
DW presentation area defeats the purpose of data warehousing, namely, intuitive and high-performance 
retrieval of data (Kimball & Ross, 2013). In this sense, ER diagrams are unsuitable for decision support 
systems where efficiency in querying and in loading data are necessary. The multidimensional view of 
data in the warehouse is a conceptual model that influences the database design, the front-end tools, and 
the query engines for OLAP. In this sense, to facilitate sophisticated analyses and visualization, the data 
in the warehouse was modeled multidimensionally (Chaudhuri & Dayal, 1997).

In a multidimensional data model, the objects of analysis are the set of numeric measures. In nu-
tritional context, examples of such measures are the patient’s age, weight, height and BMI. Time is a 
measure of particular significance to decision support systems (e.g., trend analysis). Every numeric 
measure depends on a set of dimensions, which provide the context for the measure. For instance, the 
dimensions associated with the answer processing time are the service and the doctor that made the 
request, the nutritionist, and the answer state. The dimensions together are assumed to determine the 
measure uniquely. Each dimension is described by a set of attributes. For example, the doctor dimension 
consists of two attributes: id and name. Along with those attributes could be many other characteristics 
considered relevant according to the context (Chaudhuri & Dayal, 1997).

The star schema was the shape used to represent the multidimensional data model since it’s easy to 
design, configure, and implement. It also has been recognized as an effective structure for organizing 
data, has a quick query response, and can be understood by a typical user. The star schema is character-
ized by a single center fact table and a single table for each dimension (Berndt et al, 2003).

Each tuple in the fact table consists of a pointer (foreign key) to every dimension that provides its 
multidimensional coordinates and stores the numeric measures for those coordinates (Chaudhuri & 
Dayal, 1997). The most relevant facts are additive numeric data items that can be averaged, summed 
or combined in other ways to create summary statistics. The only way to compress data and produce a 
reasonably sized answer set is to present some mathematical summarization. No one wants thousands, 
let alone millions, of items in answer to their queries (Berndt et al, 2003). As Kimball points out ‘‘the 
best and most useful facts are numeric, continuously valued, and additive.’’ (Chaudhuri & Dayal, 1997). 
It is theoretically possible for a measured fact to be textual. In most cases, a textual measurement is a 
description of something and is drawn from a discrete list of values. However, a text fact is rare in a DW 
because of its unpredictable content that makes it nearly impossible to analyze. The fact table usually has 
its primary key made up of a subset of the foreign keys. This key is called a composite or concatenated 
key (Kimball & Ross, 2013).

In this case, the fact table refers to the nutritional episode’s evaluation and it’s composed by its pri-
mary key - the episode’s id -, by the foreign keys that relate the table of facts with all the dimensions, 
and also by the measures, namely, the patient’s age, weight, height and BMI as well as the request and 
answer dates, the answer processing time and whether or not the patient follows nutrition.
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The set of dimensions consists of many categorical or textual attributes. The dimensions determine the 
query environment, the richer the set of dimensions the more ways the data can be accessed via queries. 
Every dimension table consists of columns that correspond to the dimensions’ attributes (Chaudhuri & 
Dayal, 1997). The multidimensional model created has seven dimensions: gender referring to the patient’s 
gender; doctor and servrequest concerning the doctor and the service demanding the request; nutritionist 
and answer_state who refer, respectively, to the nutritionist responsible for the request analysis and the 
status of his/her response; age_classification and nutrition_classification regarding the classification of 
the patient’s age and nutritional status.

Star schemas have a simple and understandable dimensional structure that supports a large and use-
ful universe of queries. Users benefit from the dimensional schema’s simplicity and symmetry, not only 
because it provides them an easier way to understand and navigate through data, but also because of its 
ability to accommodate change (Kimball & Ross, 2013).

Indicators

BI uses dashboards in the presentation step to deliver the information to end users. The dashboard is 
used to summarize key metrics and help with management and decision-making so that one can see the 
most salient information at a glance. In healthcare, dashboards are used to diagnose problem areas and 
drive management related to just about any hospital activity. A clinical dashboard will contain locally 
defined clinical indicators, which can help improve a clinical team’s ability to focus on improving the 
quality of care with immediate effect (Jinpon et al.,2011).

An indicator is an instrument that measures quality in a quantitative way. It measures the degree 
of fulfillment of the criterion when compared with the considered standard. Indicators can assess the 
program’s effects, assist planning and resource allocation decisions, measure and compare results and 
evaluate trends evolution over time (Magalhães, 2013).

There are several definitions for a health indicator. The Dictionary of Epidemiology defines health 
indicator as “a variable that can be measured directly and reflects the health status of people in a com-
munity.” A health indicator is useful for quantification, monitorization, and evaluation of health and its 
determinants (Dias et al., 2007).

The construction of an indicator presupposes the availability of data. These original sources of data 
are almost always integrated into information systems whose overall quality is fundamental to the in-
dicators quality. Thus, the quality of an indicator depends to a large extent on the quality of its original 
components (Dias et al., 2007).

Through indicators, a health professional should be able to identify a health problem (e.g.: excess of 
cardiovascular disease in a population) and health needs (e.g.: reduce the proportion of obese people). 
Then, transform these needs into services (e.g.: diagnosis and control of obesity, availability of equipment 
for physical activity) that verify and guarantee effectiveness, whether close to their delivery (effect, or 
favorable change in health needs), or, more remotely (impact on health level state) (Dias et al., 2007).

In the context of this paper, the purpose of constructing nutrition-related indicators is to explore the 
available data, to contribute to a comparative statistical analysis, over time, and to improve the quality 
of health services in organizations.

The indicators were built using Power BI which is a suite of business analytics tools to create dash-
boards to report and analyze data. Power BI dashboards provide a 360-degree view for users with the most 
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relevant metrics in one place, updated in real time (Power BI, 2017). It was made a connection between 
Power BI and MySQL Workbench to gather all the data needed to the construction of health indicators.

RESULTS

In 2013, 588 patients with nutritional needs were evaluated in a hospital in Portugal. There were teen-
agers between the ages of 10 to 18 years old, adults between the ages of 19 to 65 years old and elderly 
people, aged over 65 years old.

According to Table 1 and Figure 3, 322 patients (54.76%) were elderly people, of which 151 were 
female individuals and 171 were male individuals, 249 (42.35%) were adults, of which 87 were female 
individuals and 162 males were male individuals, 17 (2.89%) teenagers, 8 of them female individuals 
and 9 of them male individuals. The majority of the population in this case study was elderly population. 
Furthermore, and in this case study, there were more men (58,16%) than women (41,84%) evaluated.

During the same year, there were 693 nutrition episodes, i.e., 693 requests from doctors to follow-up 
patients in nutrition. As observed in Table 2 and Figure 4, 650 (93.80%) of nutritionists’ answers were 
not published, 12 (1.73%) were published, and 31 (4.47%) of the requests have not been answered.

Figure 5 shows the number of nutrition episodes, the number of patients and percentage who followed 
nutrition, per month and in 2013. Of the total number of episodes (694), 31 of them had no associated 
dates. The months with the majority of nutrition episodes were August (73) and October (73) and with 
fewer episodes was January (38). The patients who followed nutrition were in greater number in October 

Table 1. Population characterization

Age Category Female Male Total

Adult 87 162 249

Elderly 151 171 322

Teenager 8 9 17

Total 246 342 588

Figure 3. Population characterization (%) by age category and gender
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Figure 4. Percentage of doctors’ requests per state of the nutritionists’ answer

Figure 5. Number of nutrition episodes, patients following nutrition (n, %) by month

Table 2. Number of doctors’ requests per state of the nutritionists’ answer

State of the Answer Number Episodes

Not published 650

Published 23

Without answer 31

Total 693
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(72) and smaller number in February (35). December had a percentage of 100% for patients following 
nutrition (40) concerning the number of nutrition episodes (40) in that month. In contrast, June, obtained 
the lowest percentage (88.14%), with 59 nutrition episodes and 52 patients following nutrition. Overall, 
94.26% of the patients in 2013 followed nutrition.

Figure 6 shows the maximum and minimum process times between the request made by the physi-
cian and the response given by the nutritionist. The first was approximately 7 days and 20 hours and the 
second was approximately 2 minutes.

According to the criteria recommended by WHO (World Health Organization), Figure 7 shows the 
proportion of individuals by category in this case study, classified through BMI calculation.

Body mass index (BMI) is a measure for indicating nutritional status in adults. It is defined as an in-
dividual’s weight in kilograms divided by the square of the person’s height in meters (kg/m2). For adults 
over 19 years old, BMI falls into one of the following categories: below 18,5 – underweight; between 
18,5 and 24,9 – normal weight; between 25,0 and 29,9 – pre-obesity; between 30,0 and 34,9 – obesity 
class I; between 35,0 and 39,9 – obesity class II; above 40 – obesity class III (WHO, 2017).

The BMI ranges are based on the effect excessive body fat has on illness and death and are reasonably 
well related to adiposity. BMI is a risk indicator of disease and as it increases, so does the risk for some 
diseases. BMI is also recommended for use in adolescents and children. In children, BMI is calculated as 
for adults and then compared with z-scores or percentiles. During adolescence and childhood, the ratio 
between height and weight varies with age and sex, so the cut-off values that determine the nutritional 
status are gender and age-specific (WHO, 2017).

Analyzing Figure 7, it can be verified that 44.81% of the patients had a normal weight and 29.55% 
were undernourished.

It is also important to mention that these percentages are not related to the entire population in this 
case study since 280 patients presented null values of weight and height, which did not allow BMI cal-
culation and, consequently, to attribute them to a category.

In order to observe the relationship between nutritional status and age classification, a graph showing 
the number of adult and elderly patients classified according to WHO criteria is shown in Figure 8. Since 
there was a low number of teenagers in the population with nutritional information (only 3 individuals 
had height and weight defined), these were not considered.

There were 49 of 152 adults integrated into the underweight category, higher number compared to 
the elderly population, which had 40 cases of undernutrition out of 153. There were 61 adults and 76 
elders with a normal weight. For the pre-obesity category, 23 adults and 23 older adults were included in 
it. In the three remaining categories, obesity class I, II and III, 11 adults and 7 elders integrated the first 
one, 5 adults and 3 elders integrated the second and finally 3 adults and 4 elders integrated the third one.

Figure 9 shows the number of patients integrated into obesity class I, II and III categories, normal 
weight category (healthy patients) and underweight category, by gender. There were 21 women and 12 

Figure 6. Maximum and minimum process times between request and answer
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Figure 7. Percentage of patients by nutrition classification

Figure 8. Number of patients by age and nutrition classification

Figure 9. Number of obese patients, healthy patients, and underweight patients by gender
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men who suffered from obesity problems, 85 men and 53 women that were healthy and 60 men and 31 
women that were undernourished.

DISCUSSION

Nutritional status allows us to assess the health status of a population and to understand the extent to 
which health programs can be adjusted to better monitor patients at risk.

Of the evaluated population in this case study, more than half was elderly and a substantial proportion 
of the rest was adult. There were evaluated more men than women.

From the results presented, it is worth noting the high number of unpublished answers by nutrition-
ists. Only about 2% of the total number of requests in 2013 was published, which is extremely low. 
However, only 5% of the total number of requests did not receive an answer from nutritionists, which 
was considered a good result.

Almost all the episodes evaluated demonstrated that the patient needed to be followed by a nutrition 
specialist. It should also be noted that the maximum processing time between a request made by a physi-
cian and a response by a nutritionist was approximately 7 days, which means that the patient didn’t have 
to wait for a long period of time to know the results and the need for a possible treatment. The minimum 
processing time was a couple of minutes which is an extremely low value.

BMI, being a combination of weight and height measurements, is the most frequently used parameter 
to track changes in the nutritional status of adults and elders.

The majority of the studied population presented normal BMI values, the second largest group was 
the undernourished population, the third the pre-obese population and finally the population belonging to 
obesity class I, obesity class II and obesity class III categories, respectively. More adults were suffering 
from undernutrition than seniors that had the highest number of individuals with BMI values considered 
normal. Regarding the three categories defined by WHO on obesity, adults and elders had almost the 
same values. However, there were more obese adults than obese older adults.

The prevalence of obesity in adults has been increasing. In 2009, and at a global level, the percentage 
of men and women considered obese was 9.1% and 13.2%, respectively. In 2013, this percentage increased 
in the same proportion for both sexes, rising to 10.4% for men and to 14.5% for women. In Portugal, and 
in 2013, 19,5% of the female population and 18,9% of the male population were obese (WHO, 2016).

In the population of this case study, there were also obese adults and statistical differences between 
genders. The statistics mentioned above are in line with those of the population studied, since there were 
more obese women than obese men.

To conclude, and as the construction of indicators presupposes the availability of data, the results and 
conclusions may not be entirely accurate because there were missing values in the population and this 
was a case study in one particular hospital. Besides that, constructed indicators are easily understood 
and useful to its users as well as consistent and relevant, providing information that advances the under-
standing of the bridges between doctors and nutritionists and patients nutritional status.
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CONCLUSION

In this paper, it’s shown the role of data warehousing for the use of evidence-based medicine in the context 
of nutrition evaluation. Regardless of data origin or its form of extraction and transformation, data must 
be presented and serve the end users in a proper and useful way, without the need of interpreters. Busi-
ness intelligence is used as a tool for the collection, integration, and analysis of all relevant nutritional 
information for the purpose of better decision-making.

The actions of intervention on population’s health are today, guided by the best available evidence, 
and integrated with the best practice. Health indicators are no more than attempts to capture the enor-
mous diversity of levels and dimensions of reality to bring man closer to his health control. It’s essential 
to use indicators that measure the quality and quantity of what is done concerning health programs and 
services and that they cover all of its components such as structures, processes, and results. It remains 
to emphasize the need for a storage system that allows the assembly of historical series that provide 
comparisons with other institutions or with themselves when analysed over time.

In this sense, there were created health indicators that are vital for the construction of clinical sce-
narios which, when well used, support the healthcare providers to generate positive outcomes in the 
context of nutrition evaluation. Additionally, and as health indicators have the ability to generate positive 
outcomes, they must be created and used not only in the context of nutrition evaluation but on the wide 
diversity of services that health professionals could provide to their community. Those indicators have 
the potential to make strong contributions to outcomes and performance, especially in the data-intensive 
environment of healthcare planning assessment and review.
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ABSTRACT

The main intention of our method is to provide better Healthcare services over the rural areas in terms of 
prediction of the chief hospitals with required basic facilities around that particular area. Accordingly, 
a Questionnaire survey is made for collecting the relevant hospital data around the Odisha region. 
Then, the concept of data mining is utilized in order to extract the data from the Questionnaire. Further, 
Incremental Spanning algorithm is introduced here for the mining of data from the Questionnaire. In 
the Questionnaire, appropriate score values were assigned for each category based on the requirement. 
Moreover, the hospital satisfying all the required components within the Questionnaire have to be de-
termined for predicting the better hospitals. The Genetic Algorithm is introduced so as to determine 
the maximum of the score values obtaining for the input hospital data. Finally, the ranking of first five 
supreme hospitals is determined around the Odisha region.

1. INTRODUCTION

Health care services in India have undergone a vast change over the last few decades and encompass 
the entire nation. India’s health care system was carefully structured so that it can provide primary, pre-
ventative, and curative health care within a reasonable distance of the population even in remote, rural 
areas. Delivering affordable health care to India’s billion plus people presents enormous challenges and 
opportunities for the medical community (Aliman & Mohamad, 2016; Silas & Rajsingh, 2016).
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The World Health Organization (1997) defined healthcare sector reform as a sustained process of 
fundamental change in policy and institutional arrangements of the healthcare sector, usually guided 
by the government. It is designed to identify the functioning and performance of the healthcare service 
provided by each hospital to the people. In spite of the fact that the Indian healthcare industry is rapidly 
expanding, healthcare infrastructure in India is very poor (Kaushik & Raman, 2015; Sharma & Reimer-
Kirkhamb, 2015). A noticeable percentage of India suffers from poor standard of healthcare services. 
Most of the healthcare facilities of India provided by the various healthcare services are limited and of 
low standard. In order to understand the current status of the healthcare services in India, it is important 
to know about the healthcare services found in the country (Yeha et al., 2011; Sung et al., 2015).

Healthcare industry today generates large amounts of complex data about doctor qualification, hospi-
tals resources, disease diagnosis, electronic patient records, medical devices etc. These large amounts of 
data are a key resource to be processed and analyzed for knowledge extraction that enables support for 
cost savings and decision making. Data mining is a technology that is used to transform the mounds of 
data into useful information and helps in decision making that benefits in providing healthcare services 
to patients (Ngai et al., 2011; Chen et al., 2016).

Gathering the information from hospitals allows us to put academic effort and practical usage side by 
side and conclude on actual DM usage, and to understand if there is a gap between data analysis experts’ 
community and healthcare practitioners and scientists. Data Mining is one of the most vital and motivat-
ing area of research with the objective of finding meaningful information from huge data sets (Chen et 
al., 2016; Lin et al., 2015). In present era, Data Mining is becoming popular in healthcare field because 
there is a need of efficient analytical methodology for detecting unknown and valuable information in 
health data. In this paper, an efficient algorithm, called IncSpan, is developed, for incremental mining 
over multiple database increments. In order to reduce the using time in mining incremental sequences, 
the algorithm used semi frequent patterns for incremental mining (Deshmukh, 2016).

The GA is applied over the problem domain where the outcome is very unpredictable and the process 
of outcome contains complex inter related modules. Also GA is very apt for such class of problem where 
problem specification is very difficult to formulate. During the last few decades, computer science has 
seen huge advancements in demands and its implementation. As per now heavy cross demands are in 
fire and hence implementation and analytics is becoming more and more chaos. The situation is very 
apt for applying genetics and getting optimal results (Bessant, 2014; Yin, 2016).

2. RELATED WORKS

Yuehong Yin et al. (2016) have explained a method for healthcare systems. Extensive research had been 
dedicated to the exploration of various technologies such as information technologies (IT) in comple-
menting and strengthening existing healthcare services. In particular, the Internet of Things (IoT) had 
been widely applied to interconnect available medical resources and provide reliable, effective and 
smart healthcare service to the elderly and patients with a chronic illness. The aim was to summarize 
the applications of IoT in the health care industry and identify the intelligentization trend and directions 
of future research in this field. The advancement of IoT in healthcare systems had been examined from 
the perspectives of enabling technologies and methodologies, IoT-based smart devices and systems, and 
diverse applications of IoT in the healthcare industries.

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use



221

Indian Healthcare Service Management Through Data Mining
 

Nagesh Shukla et al. (2014) have stated a Variations in service delivery it had been identified as a 
major challenge to the success of process improvement studies in service departments of hospital such 
as radiology. Largely, these variations were due to inherent system level factors, i.e., system variations 
such as unavailability of resources (nurse, bed, doctors, and equipment). These system variations were 
largely unnecessary/unwarranted and mostly lead to longer waiting times, delays, and lowered produc-
tivity of the service units. There was limited research on identifying system variations and modelling 
them for service improvements within hospital. Therefore, they used a modelling methodology to model 
system variations in radiology based on real time locating system (RTLS) tracking data. The methodol-
ogy employs concepts from graph theory to identify and represent system variations. In particular, edge 
coloured directed multi-graphs (ECDMs) were used to model system variations which were reflected 
in paths adopted by staff, i.e., sequence of rooms/areas traversed while delivering services. The main 
steps of the methodology were: (1) identifying the most standard path followed by staff for service de-
livery; (2) filtering the redundant events in RTLS tracking database for analysis; (3) identifying rooms/
areas of hospital site involved in the service delivery; (4) determining patterns of paths adopted by staff 
from filtered tracking database; and, (5) representation of patterns in graph based model called as edge 
coloured directed multigraphs (ECDMs) of a role.

Shin-Horng Chen et al. (2014) have proposed a current understanding of systemic service innovations 
by making intensive inquiries into the issue of how to formulate a commercially viable business con-
cept for e-healthcare. Business models as key to success in service innovations require formulating and 
articulating a good and meaningful business concept right from the beginning. Taking into account the 
systemic nature of e-healthcare services, a conceptual framework had been developed and four cases were 
gathered from Taiwan’s innovative e-healthcare programs to unveil the key ingredients of the business 
concept required for innovative e-healthcare services. Quite often, demand for e-healthcare services was 
associated with the healthcare and wellbeing need of the elderly and/or people with chronic diseases. In 
fact, such a view may be oversimplified. Instead, when paying attention to a distinction between direct 
demand and “derived” demand, one may better deal with an important issue of who was to pay. In ad-
dition, for e-healthcare to develop into commercially viable service innovation, the timing and location 
aspects, apart from those of people and information, had become relevant and crucial. The results of our 
case studies suggest that the needs of the cared may had different shades of meanings, in terms of value 
proposition. They introduce a few terms “nice-to-have”, “had-better-have” and “must-have” to differentiate 
value to customers. Differences between these terms had implications for issues such as how crucial the 
service was to the users and customers and their willingness to pay. With no intention to play down the 
patient-centered view used by experts from other disciplines, they suggest that the service organization 
of e-healthcare needs to take a broad view towards customer space and service benefit, especially when 
it comes to the formation of a commercially viable business concept. In addition, e-healthcare services 
were not just means of promoting healthcare service quality and health interest of the service recipients, 
but may bring about a substantial impact on the cost and revenue structure of the service organization. 
It was therefore essential for the manager in the hospital to consider e-healthcare services as an integral 
part of medical care operations, when evaluating the cost-effectiveness of e-healthcare.

Tsung-Han Chang et al. (2014) have explained a framework based on the concept of fuzzy sets theory 
and the VIKOR method to provide a rational, scientific and systematic process for evaluating the hospital 
service quality under a fuzzy environment where the uncertainty, subjectivity and vagueness were ad-
dress with linguistic variables parameterized by triangular fuzzy numbers. This study applies the fuzzy 
multi-criteria decision making approach to determine the importance weights of evaluation criteria and 
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the VIKOR method was taken to consolidate the service quality performance ratings of the feasible 
alternatives. An empirical case involving evaluation criteria, 2 public and 3 private medical centers in 
Taiwan assessed by 18 evaluators from various fields of medical industry was solicited to demonstrate 
it. The service quality of private hospitals was better than public hospitals because the private hospitals 
were rarely subsidized by government alagencies. These private hospitals had to fend themselves to 
retain existing patients or attract patients to ensue sustainable survival.

Niels Ketelhöhn et al. (2016) have explained a JBR special section, and relates these cases to the man-
agement priorities in the healthcare industry in Latin America. It was based on a review of the literature 
on healthcare management, a survey of hospital managers in Latin America and the analysis of cases 
included in this special section. This special section includes ten teaching cases of healthcare institu-
tions from six countries that were designed to address nine of the ten most relevant management issues 
in the sector. The most important management issues among healthcare institutions in Latin America 
were common to public and private hospitals, relating to the areas of strategy, management training, 
healthcare informatics and organizational change. Generally, private hospitals suffer from problems of 
underutilized capacity, so their managers were concerned with issues of marketing, pricing and demand 
forecasting. Conversely, public hospitals were overwhelmed with patients and need to better manage 
capacity, inventories, waiting lines, and working capital. The cases included in this special section ad-
dress most of the problems in these three categories.

Rashedur M. Rahman et al. (2011) have stated a decision tree induction algorithm on Hospital Sur-
veillance data to classify admitted patients according to their critical condition. Three class labels, low, 
medium and high, were used to distinguish the criticality of the admitted patients. Several decision tree 
models are developed, evaluated, and compared with different performance metrics. Finally an efficient 
classifier was developed to classify records and make decision/predictions on some input parameters. 
The models developed in this research could be helpful during epidemic when huge number of patients 
arrive daily. Due to rush of duty doctors and scarcity of required number of physicians, it was hard to 
diagnose every patient. Any computer application could be helpful to diagnose and measure the critical-
ity of the newly arrived patient with the help of the historical data kept in the surveillance database. The 
application would ask few questions on physical condition and on history of disease of the patient and 
accordingly determines the critical condition of the patient as low, medium or high.

Hayden Wimmer et al. (2016) have described an evidence-based medicine. It was the modern stan-
dard for clinical decision making where the use of medical evidence combined with clinical expertise 
and research was leveraged for clinical decisions. Supporting evidence-based medicine (EBM) and 
clinical decision making (CDM) requires access to accurate predictive models and a multidimensional 
patient view that was aggregated from multiple sources in a multitude of configurations. Data sharing 
in healthcare remains a challenge due to widespread privacy concerns. Despite abundant research in 
privacy preserving data mining, healthcare organizations were unwilling to release their medical data 
on account of the Health Insurance Portability and Accountability Act (HIPAA) requires protecting the 
confidentiality and security of healthcare data. Further, sensitive data spanning multiple organizations 
result in not only the data syntax and semantic heterogeneity but also diverse privacy requirements, 
posing additional challenges to data sharing and integration. In overcoming these challenges, a multi-
agent approach was a viable alternative. Despite its potential for addressing the aforementioned issues, 
little research had been conducted in integrating a multi-agent architecture with privacy preserving data 
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mining in big healthcare data spanning multiple organizations. This research proposes a multi-agent 
architecture coupled with privacy preserving techniques to facilitate data sharing while preserving pri-
vacy. our design artifact was capable of overcoming the aforementioned challenges, thereby facilitating 
data sharing for knowledge discovery in healthcare and supporting evidence based medicine and clinical 
decision making via improving predictive models.

3. PROBLEM DESCRIPTION

The data generated by the healthcare organizations is very vast and complex due to which it is difficult to 
analyze the data in order to make important decision regarding which hospital providing best healthcare 
service. This data contains details regarding hospitals facilities, patients, medical claims, treatment cost 
etc. So, there is a need to generate a powerful tool for analyzing and extracting important information 
from this complex data for recognizing the best hospital.

4. PROPOSED METHODOLOGY

A huge amount of hospital related data is generated and stored by various healthcare organizations. But 
there are various challenges related to data stored by various hospitals which may play serious hurdles 
in the making proper decisions. The major challenge is format of hospital data being stored is different 
in different healthcare organizations. Till date there is no standard format is laid down for data being 
stored. In epidemic situations, this lack of standard format can make the epidemic situations even more 
badly. Patients’ satisfaction is the basic objective for healthcare service provider as this satisfaction is 
directly related to quality of services provided by hospitals. In recent year, the healthcare industry has 
reorganized its service system. The reformation has focused on finding effective ways to meet the needs 
and desires of the patients.

Healthcare reveals the perfect storm for predictive analytics of hospitals facilities related data. The 
digitalization of the hospitals facilities records offers vast quantities of information. Innovations in data 
management permit unstructured hospitals data to be structured into compelling set ups. A growing 
number of technologists understand the nuances of how to manage and organize data and workflow 
so that creating and integrating estimations into healthcare workflow is becoming increasingly simple. 
Finally, we discover that major healthcare providing hospitals and technology distributors often partner 
together to create predictive solutions for healthcare services in rural areas.

The proposed method architecture to find the Indian Healthcare Service Providence through Data 
Mining Technique associated with Incremental Spanning and Genetic Algorithm is shown in Figure 1. 
In order to identify which hospital providing best service to the patients a collection of Odisha region 
hospitals is chosen in our experiment. A collection of questionnaire corresponding to hospitals facilities 
is created and forwarded to data mining stage; its patterns are extracted. The score values are assigned 
depending on their satisfaction to certain predefined conditions. Incspan algorithm helps to incremental 
mining of sequential patterns. Using genetic algorithm optimal patterns are identified it helps to recog-
nize the best hospitals.

The steps used in proposed method Architecture is as follows:
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1.  Questionnaire
2.  Data mining
3.  Score allocation
4.  Incspan algorithm
5.  Genetic algorithm

1. Questionnaire

A questionnaire is simply a ‘tool’ for collecting information about a particular issue of interest. We 
conduct an online survey and present questionnaire about the service problem facilities of various hos-
pitals in order to measure the satisfaction of patients with an Indian Healthcare Service Providence the 
questionnaires related to Odisha region hospital is used in our experiment.

2. Data Mining

The questionnaires regarding to various hospital facilities is given as input to Data Mining step its target 
is to finding important information from huge data sets. In present time, Data Mining is becoming popu-
lar in healthcare field as there is a need of efficient conditional methodology for detecting unfamiliar 
and valuable information in healthcare Service Providence data. Data mining represents the process of 
analyzing raw data with the aid of computer and extraction of their meaning. It is frequently defined 
as discovering previously unknown and potentially useful information from large volume of data. It is 
possible to predict trends in hospital and thus provide the quality services to patients. Data mining uses 
a variety of techniques to find hidden patterns and relationships in large pools of data and infer from 
them that can predict future behaviors and guide in decision making.

Figure 1. Architecture of the proposed methodology
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3. Score Allocation

According to their valuable response collected from various hospitals score values are provided it is 
denoted from 1-5. If the response for the questionnaires is very good then it get the score 5 but if the 
response is good only then it get the score 4.Like that if the response is moderate then it get the score3. 
The response for the questionnaires is poor then it get the score2 while if the response is very poor then 
it get the score 1.

4. Incremental Spanning

IncSpan algorithms obtain the score allocated patterns and then mine them. It is an extension of Pre-
fixSpan algorithm. IncSpan algorithm uses the concept of a projected-database to recursively mine 
sequential patterns. Unfortunately, IncSpan algorithms only address the insertion of transactions into 
the pre-existing user sequences. Generally, the change on a sequential database can be categorized as 1) 
deleting records, 2) inserting new records, and 3) appending new items on the existing records.

The semi-frequent patterns are buffered using this algorithm it can be considered as a statistics-based 
approach. The strategy lower the min sup rate by a buffer ratio μ <= 1 and keep a set SFS in the origi-
nal database G. This is because the sequences in SFS are “almost frequent”, most of the frequent sub 
sequences in the appended database will either come from SFS or they may be already frequent in the 
original database. With a minor update to the original database, it is expected that only a small fraction 
of sub sequences which were occasional previously would become recurrent.

Items consist of n distinct literals is denoted as:

X = {x1, x2… xn} 

Item set is a subset of X. Each pattern consist of set of items .A sequence m = < r1, r2, …, rs> (ri ⊆ 
X) is an ordered list. Without loss of generality, we assume that the items in each item set are sorted in 
certain order such as alphabetic order (a, b, c …).

For an original database G, an appended database G’, a threshold min sup, a buffer ratio µ, a set of 
frequent sequences FS and a set of semi-frequent sequences SFS, we want to discover the set of frequent 
sequences FS’ in G’. The set of frequent sequences in G’ is denoted as FS’. As a result, we have the 
following formula.

G’ = G + gb = (ODB + NDB) + gb = (ODB + gb) + NDB = LDB + NDB. 

Where G = {m1, m2, …, mn}

LDB - set of sequences in G’ which are appended with items/itemsets.
ODB - set of sequences in G which are appended with items/itemsets in G’
NDB - set of sequences in G is not appended with items/item sets in G’.
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The basic ideas of algorithm are described as follows.

Step 1: Initially we scan single items in LDB.
Step 2: Then we check each pattern in FS and SFS in LDB to adjust the support of those patterns.

Step 2.1:  Frequent pattern becomes, add into FS’.

Then check whether it meets the projection condition. If so, use it as prefix to project database.

Step 2.2:  Semi-frequent pattern becomes, add into SFS’.

Algorithm Outline: IncSpan(G’, min_sup, µ, FS, SFS)
Input: An appended database G’, min_sup, FS and SFS in G
Output: FS’ in G’

Method:

1.  FS’ = ϕ; SFS’ = ϕ;
2.  Scan the LDB for new single items
3.  Add new frequent items into FS’
4.  Add new semi-frequent items into SFS’
5.  For each new item x in FS’ do
6.  PrefixSpan(i, G’|x, µ * min_sup, FS’, SFS’)
7.  For every pattern R in FS or SFS do
8.  Check ∆sup (R) = sup gb(R)
9.  If sup G’ (R) = sup G (R) + ∆sup (R) ≥ min_sup
10.  Insert (FS’, R)
11.  If supLDB(p) ≥ (1 - µ) * min_sup
12.  PrefixSpan(R, G’|R, µ * min_sup, FS’, SFS’)
13.  Else
14.  Insert (SFS’, R)
15.  Return;

IncSpan outperforms the non-incremental algorithm PrefixSpan and an incremental mining algorithm 
ISM. IncSpan is a promising algorithm to solve practical problems with many real applications. Its cost 
is low and its processing also very fast.

5. Genetic Algorithms

The mined patterns are given as input to Genetic algorithms stage it select the optimal patterns from the 
mined patterns for identifying best hospitals healthcare Service Providence. The principle of Genetic 
algorithm is genetic modification, mutation and natural selection. These are generally algorithmic opti-
mization strategies encouraged by the principles discovered in natural evolution. The genetic algorithm 
creates a number of random strategies to the problem. All these solutions might not exactly be good, a 
group of solutions can be skipped entirely, and it can come down to the overlapping solutions. Poor solu-

 EBSCOhost - printed on 2/10/2023 8:55 PM via . All use subject to https://www.ebsco.com/terms-of-use



227

Indian Healthcare Service Management Through Data Mining
 

tions are discarded, and the good ones maintained. Good solutions are then being hybridized, and then 
the whole process is repeated. Finally, similar to the means of natural selection, only the best alternatives 
solutions remain. So, from the set of potential solutions to the problems those remain competitive with 
one another, the best solutions are chosen and combined with each other in order to obtain a universal 
solution from the pair of solutions that will become better and better, similar to the means of evolution 
of organisms.

Genetic Algorithm Procedure

• Select the initial population of individuals
• Find each individual fitness value in that population
• Do it again on this generation until termination condition is reached (time limit, sufficient fitness 

achieved, etc.):
• Select the best-fit individuals for reproduction is selected
• The birth to offspring happen when we breed new individuals through crossover and mutation 

operations
• Measure the specific fitness of new individuals
• Then replace least-fit population with new individuals

The initial population chosen by this algorithm is denoted as Ti. Initial population is consisting of Mt 
chromosomes. It is randomly generated then Crossover and mutations are responsible for generation of 
new population. In crossover process two members of a population Tj are utilized as input and two new 
members of the next population Tj+1 are generated. Thus genetic information from the predecessors is 
included in new chromosomes. Genetic information of a chromosome incorporated in Tj is transformed 
to generate a new chromosome Tj+1 of with help of mutation process.

GA is formulated on five basic principles:

1. Initialization

The initial step in GA is to create a set consist of whole sample points (the entire population). Database 
tables must be present in Sample points or population it is a direct input of real life scenarios. The later 
principles changes accordingly. In case of database tables, the semantic analytics are type casted into 
statistical theorem using random number generators creating density functions. In case of real time data, 
the whole process shapes as natural language parsing, then statistics is deployed.

F(x) = w1f1(x1) + w2f2(x2) +…+wnfn(xn) 

2. Selection

A set is obtained from previous step then for that subset is created. This subset is just a way to categorize 
data. This idea of Selection pivots is based on the Darwin’s theory of survival of the fittest. They may 
contain data that seems to be logically related at a particular instant of time or otherwise. They may 
contain multiple sets, each having specific domain data like, data relating to Doctors their qualification, 
experience, hospital facilities etc.
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3. Cross Over/Recombination

During crossover the gene, an individual member of a particular set, is crossed over with a gene of an-
other set. This cross over results in exchange of behavior and trends over different sets creating logical 
relation between set and reducing degree of randomness among sets. At any instant cross over is done 
only between two respective genes, leaving all other unaltered.

4. Mutation

The prior idea of mutation is to generate genetic diversity. In cross over, the properties and trends of 
other genes are taken which may result in suppression of one’s own properties (alleles), thus mutation 
is important way to maintain individuality. Mutation may also result in generation of important alleles 
via combination of different genes.

5. Acceptance

If mutation process is over then the new offspring get created and it replaces the place of worst offspring, 
i.e. hospitals for next level of iteration are selected. The hospitals with good score are selected while 
the hospitals with low score get eliminated. During this elimination round we calculate the percentage 
of acceptable features for a single hospital. Those hospitals that cross that cut off mark are forwarded to 
next level population. This whole process continues till change between two successive level hospitals 
is negligibly small.

5. RESULT AND DISCUSSION

All the simulations were performed on a 2.80 GHz Pentium(R) 4 PC dual core CPU E5400 with 1 GB 
of main memory, running Windows 7. All the algorithms were implemented in JAVA.

5.1. Performance Evaluation

The following parameters are used to evaluate the performance of proposed method they are Sensitivity, 
Specificity, and Accuracy. There are several terms that are commonly used along with the description 
of sensitivity, specificity and accuracy. They are true positive (TP), true negative (TN), false negative 
(FN), and false positive (FP). True positive (TP): hospitals that are correctly identified as best hospital. 
False positive (FP): hospitals that are incorrectly identified as best hospital True negative (TN): hospitals 
that are correctly rejected as worst hospital. False negative (FN): hospitals that are incorrectly rejected 
as worst hospital.

Sensitivity

Sensitivity is a statistical metric that measures the fraction of actual positives that are correctly identified 
as such. It is calculated using the following equation:

Sensitivity = TP / (TP + FN) 
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Specificity

Specificity is a statistical metric that measures the fraction of negatives that are correctly identified as 
such. It is calculated using the following equation:

Specificity = TN / (TN + FP) 

Accuracy

Accuracy is the fraction of correct predictions regardless of being positives or negatives. This metric 
may not be enough for measuring the performance, especially when negative cases are much higher that 
positive ones. So, other metrics described above are needed to measure the performance from different 
aspects. Accuracy is calculated using the following equation:

Accuracy = (TP + TN) / (P + N) 

The Performance Measure calculated for various hospitals in providing the best quality of service 
is listed in Table 1.

Hospital provided best quality service is determined using sensitivity parameter and it is shown in 
Figure 2.

Hospital provided worst quality service is determined using sensitivity parameter and it is shown in 
Figure 3.

Accuracy measure helps to identifying quality of service provided by various hospitals is shown in 
Figure 4.

CONCLUSION

The hospital facilities related data collected by Questionnaire survey from odisha region is used in 
this experiment. For this information its patterns are extracted using data mining technique. The score 
values are allocated then extacted patterns are minned using incspan algorithm. Genetic algorithm will 
choose the best hospitals from the minned pattern. The implementation of proposed method is done in 
java platform it helps to strongly identifying which hospitals providing best quality of service. In future 
we can use other algorithm for pattern mining and optimization so that we can more effectively identify 
the best hospitals.

Table 1. Performance measure

Threshold TP TN FP FN Sensitivity Specificity Accuracy

0.001 45 29 12 12 0.789474 0.707317 0.755102

0.002 43 28 14 13 0.767857 0.666667 0.72449

0.003 43 28 14 13 0.767857 0.666667 0.72449

0.004 40 26 17 15 0.727273 0.604651 0.673469
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Figure 3. Proposed method specificity

Figure 2. Proposed method sensitivity
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