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Xix

Preface

The constantly changing landscape of Digital Multimedia makes it challenging for experts and practitio-
ners to stay informed of the field’s most up-to-date research. That is why Information Science Reference
is pleased to offer this three-volume reference collection that will empower students, researchers, and
academicians with a strong understanding of critical issues within Digital Multimedia by providing both
broad and detailed perspectives on cutting-edge theories and developments. This reference is designed
to act as a single reference source on conceptual, methodological, technical, and managerial issues, as
well as to provide insight into emerging trends and future opportunities within the discipline.

Digital Multimedia: Concepts, Methodologies, Tools, and Applications is organized into six distinct
sections that provide comprehensive coverage of important topics. The sections are:

Fundamental Concepts and Theories;
Development and Design Methodologies;
Tools and Technologies;

Utilization and Applications;
Organizational and Social Implications; and
Emerging Trends.

SNk B =

The following paragraphs provide a summary of what to expect from this invaluable reference tool.
Section 1, “Fundamental Concepts and Theories,” serves as a foundation for this extensive reference
tool by addressing crucial theories essential to the understanding of Digital Multimedia. Introducing the
book is “Terms of the Digital Age: Realities and Cultural Paradigms” by Kimberly N. Rosenfeld, a great
foundation laying the groundwork for the basic concepts and theories that will be discussed throughout the
rest of the book. Section 1 concludes, and leads into the following portion of the book, with a nice segue
chapter, “Security in Digital Images: From Information Hiding Perspective” by Mohammed A. Otair.
Section 2, “Development and Design Methodologies,” presents in-depth coverage of the conceptual
design and architecture of Digital Multimedia. Opening the section is “Media Literacy in the Digital Age:
Literacy Projects and Organizations” by Amir Manzoor. Through case studies, this section lays excellent
groundwork for later sections that will get into present and future applications for Digital Multimedia.
The section concludes with an excellent work by Regner Sabillon, Jordi Serra-Ruiz, Victor Cavaller, and
Jeimy J. Cano, “Digital Forensic Analysis of Cybercrimes: Best Practices and Methodologies.”
Section 3, “Tools and Technologies,” presents extensive coverage of the various tools and technolo-
gies used in the implementation of Digital Multimedia. The first chapter, “Making It for the Screen:
Creating Digital Media Literacy” by Paul Chilsen, lays a framework for the types of works that can be
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found in this section. The section concludes with “Video Authentication: An Intelligent Approach” by
Saurabh Upadhyay, Shrikant Tiwari, and Shalabh Parashar. Where Section 3 described specific tools
and technologies at the disposal of practitioners, Section 4 describes the use and applications of the tools
and frameworks discussed in previous sections.

Section 4, “Utilization and Applications,” describes how the broad range of Digital Multimedia ef-
forts has been utilized and offers insight on and important lessons for their applications and impact. The
first chapter in the section is “Young Children and Digital Media in the Home: Parents as Role Models,
Gatekeepers, and Companions” written by Patricia Dias. This section includes the widest range of topics
becauseitdescribes case studies, research, methodologies, frameworks, architectures, theory, analysis, and
guides for implementation. The breadth of topics covered in the section is also reflected in the diversity
of its authors, from countries all over the globe. The section concludes with “Digital Media Affecting
Society: Instruction and Learning” by Terry Cottrell, a great transition chapter into the next section.

Section 5, “Organizational and Social Implications,” includes chapters discussing the organizational
and social impact of Digital Multimedia. The section opens with “What Does Digital Media Allow Us
to ‘Do’ to One Another?” by Donna E. Alvermann, Crystal L. Beach, and George L. Boggs. This section
focuses exclusively on how these technologies affect human lives, either through the way they interact
with each other or through how they affect behavioral/workplace situations. The section concludes
with “Reflecting Emerging Digital Technologies in Leadership Models” by Peter A. C. Smith and Tom
Cockburn.

Section 6, “Emerging Trends,” highlights areas for future research within the field of Digital Multi-
media, opening with “Trends in Managing Multimedia Semantics” by Roberto Poli, Achilles Kameas,
and Lambrini Seremeti. This section contains chapters that look at what might happen in the coming
years that can extend the already staggering amount of applications for Digital Multimedia. The final
chapter of the book looks at an emerging field within Digital Multimedia, in the excellent contribution,
“Media Synchronization Control in Multimedia Communication” by Mya Sithu and Yutaka Ishibashi.

Although the primary organization of the content in this multi-volume work is based on its six sections,
offering a progression of coverage of the important concepts, methodologies, technologies, applications,
social issues, and emerging trends, the reader can also identify specific contents by utilizing the exten-
sive indexing system listed at the end of each volume. As a comprehensive collection of research on the
latest findings related to using technology to providing various services, Digital Multimedia: Concepts,
Methodologies, Tools, and Applications provides researchers, administrators, and all audiences with a
complete understanding of the development of applications and concepts in Digital Multimedia. Given
the vast number of issues concerning usage, failure, success, policies, strategies, and applications of
Digital Multimedia in countries around the world, Digital Multimedia: Concepts, Methodologies, Tools,
and Applications addresses the demand for a resource that encompasses the most pertinent research in
technologies being employed to globally bolster the knowledge and applications of Digital Multimedia.

XX
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Chapter 1
Terms of the Digital Age:

Realities and Cultural Paradigms

Kimberly N. Rosenfeld
Cerritos College, USA

ABSTRACT

This chapter defines terms of the digital age as they relate to digital media literacy. The changing
landscape of society is demonstrated through the recalibration occurring in media processes and the
cultural forms they generate. These conditions have fostered cultural paradigms unique to the digital
age: paradigms aligned with either humanistic or capitalist perspectives, and marketing playing a role
with respect to this tension. An analysis of two policies in the form of new curricula reveals that more
must be done to prepare, protect, and empower a digitally literate citizenry. The chapter closes with an
argument that the first step in this direction must involve both establishing digital media literacy as a
discipline as well as deepening and extending current media literacy frameworks.

INTRODUCTION

As we entered the second decade of the twenty-first century, digital technology reached capabilities that
opened a new era with its own ecosystem: an ecosystem that is dynamic by nature constantly rearrang-
ing, restructuring, expanding, and where new ideas sprout into startups that turn concepts into products.
The unceasing innovation, shape-shifting, expansion of possibilities, and excitement around all things
digital defines the digital age.

The frenetic rapidity of the information revolution has made defining digital-age terms an endless
task. As soon as concepts are clarified, new ones emerge and others become obsolete. Therefore, it
would be futile to concretize such terms. Instead, this chapter presents definitions as snapshots of the
current times, acknowledging that the terms of the digital age can only be captured as they presently
stand. In addition to clarifying ideas that are often confusing, this chapter will also engage the tangible,
the intangible, and the barely perceptible aspects of digital life, with the goal of defining terms as they
directly relate to digital media literacy. This will involve a journey that begins by establishing several
foundational definitions and then moves on to discuss tangible artifacts and the cultural forms they en-
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able. Next, the chapter critiques the monetization and manipulation efforts underway to push the digital
media environment into becoming an integral part of capitalism, and it provides a response in the form
of various theoretical frameworks designed to equip the digital citizenry. The chapter also explores the
education policies that have been put into practice to implement digital media literacy through a compari-
son and analysis of two broad-scale curriculum changes in England and the United States. The chapter
concludes with the recommendation that digital media literacy be recognized as a discipline as well as
a set of skills and offers suggestions for strengthening digital media literacy frameworks.

DIGITAL MEDIA DEFINITIONS

Before defining digital media literacy, the notions of a term and of digital media require clarification.
At the most fundamental level, a ferm is a word or phrase used to describe a thing or express a concept.
The word term will be used here more broadly to refer to various phenomena of the digital age such as
changes to culture, identity, and ontology. In The Medium is the Massage (1967/2005), McLuhan and
Fiore define a medium as an extension of some human faculty, either psychic or physical. Their defini-
tion recognizes that media extend beyond physical artifacts and products to the less tangible realm of
the mind and culture, areas that are examined in this chapter. The definition of digital media must begin
with an understanding of the unique advantages of their digital nature. One advantage of digital media
is their flexibility in communication due to their scalability: For example, digital media can be accessed
with ease across devices and contexts through video streaming. Another advantage is the manner in
which they are stored, either as encoded files (MP3 for sound or MP4 for multimedia), on servers (in the
cloud), or streamed directly over the Web. Each of these methods provides for a more enduring medium
and also makes the portable device a more entrenched actor in virtual life.

Digital environments, however, cannot be accurately characterized without paying careful attention
to the multiple, overlapping realities in which the denizens of high-tech societies reside. Real-life real-
ity is the world we live in when we are not logged in to cyberspace, while virtual reality is the reality
associated with interacting in and through cyberspace. In its original conception, virtual reality referred
to a virtual experience requiring the donning of equipment for moving within 3D virtual environments.
This use of the term has largely evolved into references to cyberspace experiences. The idea of reality
is further complicated by various interpretations of reality emerging from experiences in the virtual.
Such interpretations are different in nature, as illustrated by augmented reality and hyperreality. Aug-
mented reality is a composite presentation of real life augmented by virtual overlays, usually through a
smartphone or tablet. Whereas, hyperreality is a psychological state involving virtual experiences that
are perceived to be better than real life (Rosenfeld, 2015).

Conceptually, digital media literacy is approached quite differently among scholars; its conceptions
vary from instrumental to psychological and sociocultural. In the following, multiple perspectives on
the subject are introduced, drawing from important digital and media literacy thinkers, policy makers,
and scholars. The Royal Society,' an independent body of research scholars composed of the UK’s most
renowned scientific thinkers (Stephen Hawking and Tim Berners-Lee are fellows) serves as a logical
starting point, due to the work they have done on digital literacy. Since its inception in 1660, the Soci-
ety’s mission has been to recognize, promote, and support excellence in science and to encourage the
development and use of science for the benefit of humanity. It is not surprising that these scholars use a
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scientific perspective to present a definition of digital literacy in terms of instrumental computer skills
rather than with reference to an academic discipline. Thus, for the Royal Society advisory group, digital
literacy is analogous to the ability to read and write: As they report, it is a “basic skill or ability to use
a computer confidently, safely and effectively, including: the ability to use office software such as word
processors, email and presentation software, the ability to create and edit images, audio and video, and
the ability to use a web browser and Internet search engines. These are the skills that teachers of other
subjects at secondary school should be able to assume that their pupils have, as an analogue of being able
to read and write” (2012, p. 17). Here digital literacy is described as a fundamental skill that is neces-
sary for accessing all subjects across the curriculum. However, the group argues that digital literacy is
not a “subject” in itself: “Neither are reading and writing—but [digital literacy] is an essential skill for
all in the modern age” (2012, p. 24). In contrast, computer science is defined as a rigorous subject and
discipline, just like mathematics and physics.

The Royal Society’s Computing at School group characterizes a “discipline” as a subject that has five
distinct attributes. First, it includes a body of knowledge, with widely applicable ideas and concepts as
well as a theoretical framework into which these ideas and concepts fit. Second, it uses a set of rigorous
techniques and methods to solve problems and to advance knowledge. Third, a discipline has a way of
thinking and working that provides a perspective on the world that is distinct from the perspectives of
other disciplines. Fourth, it has a stable set of concepts, meaning that a discipline does not “date” quickly.
Although the subject advances, the underlying concepts and processes remain relevant and enlighten-
ing. Finally, a discipline exists independently of specific technologies, especially those that have a short
shelf life (2012). Whether digital literacy counts as a discipline is largely dependent on the lens through
which it is viewed. For example, cultural studies theorists take another approach and treat digital media
literacy as both a skill and a discipline and add the word “media” to the discussion. Thereby, they refer
to digital media literacy as opposed to digital literacy.

On another point, there is no clear agreement among scholars on the use of the term in a singular
sense, digital media literacy versus a plural sense, digital media literacies. Nevertheless, all agree that
digital literacy must include media and is therefore more than the ability to use a computer and access
the Internet. Furthermore, some scholars discuss digital media literacy in the broader context of media
literacy (see Gee, 2010; Pérez Tornero & Varis, 2010), while others draw a distinction between the two
(see Buckingham, 2007; Hobbs, 2010). All agree, however, that there is an overlap. Media literacy schol-
ars study how people can become more aware, critical, and mindful of the meanings they give to and
get from media (Gee, 2010). They also believe that people can be manipulated by media messages and
can use media to manipulate others. To decode messages, it is important to ask whose vested interests
are represented and who we are led to believe benefits from the message (Gee, 2010). For Hoechsmann
and Poyntz (2012), media literacy is “a set of competencies that enable one to interpret media texts
and institutions, to make media of their own, and to recognize and engage with the social and political
influence of media in everyday life” (p. 1). According to the National Association for Media Literacy
Education (NAMLE),? media literacy is intended “to help individuals of all ages develop the habits of
inquiry and skills of expression that they need to be critical thinkers, effective communicators, and ac-
tive citizens in today’s world” (2009, p. 1).

Media literacy theorist Douglas Kellner (1998) argues that to foster literacy in the technocultures
of the past and the future, a postmodern pedagogy that involves developing multiple literacies in the
interrelated areas of critical media literacy, print literacy, computer literacy, and multimedia literacy is
needed. Kellner and Share (2007) use the term critical media literacy in a way that “expands the notion
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of literacy to include different forms of mass communication and popular culture as well as deepens the
potential of education to critically analyze relationships between media and audiences, information and
power” (p. 4). Thus, for Kellner and Share, digital media literacy must also include a critical component.

Media scholar Henry Jenkins (2008) defines media literacies as “a set of cultural competencies and
social skills that young people need in the new media landscape.... These skills build on the foundation
of traditional theory, research skills, technical skills, and critical analysis skills taught in the classroom”
(p. 6). Jenkins further explains that the traditional approach to media literacy is to address the politics
of representation by teaching how to read through media-constructed stereotypes about race, class, sex,
ethnicity, religion, and other forms of cultural differences (Jenkins, 2009). However, he acknowledges
that in today’s media landscape, students must also be taught awareness in relation to “participation”
in media environments. Such skills are related specifically to the ability to listen and to respond to a
range of different perspectives, defined in two ways: “first, as the ability to negotiate between dissenting
perspectives, and second, as the ability to negotiate through diverse communities” (2009, p. 99). The
work of Jenkins illustrates that digital media literacy training must also consider training in the area of
audience participation.

Renee Hobbs, a prolific and well-regarded American media literacy scholar, defines digital and media
literacy as “a constellation of life skills that are necessary for full participation in our media saturated,
information-rich society” (2010, p. viii). For Hobbs, these skills include being able to make responsible
choices and access information by locating and sharing materials, to analyze messages and create content
in a variety of forms, to reflect on one’s own conduct, and to take social action. Unique to Hobbs is the
addition of “reflection” and ‘“‘social action” as important elements of digital media literacy.

One of England’s most renowned media literacy scholars, David Buckingham, emphasizes broad
conceptual aspects of media literacy such as representation, language, production and audience. Al-
though these were initially specific to the pre-Internet television era, Buckingham makes the case that
they continue to be relevant in the digital age. For Buckingham, digital media literacy is one type of
literacy added to an ever-growing list of other modern “literacies,” including economic literacy, emotional
literacy, and spiritual literacy (2007). He further argues that digital media literacy goes well beyond the
basics of access and technical skill and must include the ability to critically evaluate and use information
with the aim of transforming it into knowledge. For Buckingham, this means asking questions about
“the source of that information, the interests of its producers, and the ways in which it represents the
world; and understanding how these technological developments are related to broader social, political
and economic forces” (2006, p. 267). Buckingham brings an acute knowledge of media grounded in his
background in traditional media effects. Thus, he highlights the consideration of media sources and the
interests of those producing it as components of digital media literacy.

A global, humanist perspective was brought to the digital media literacy discussion by a2010, UNESCO
study titled Media Literacy and New Humanism, by José Manuel Pérez Tornero and Tapio Varis. The
study asserts that media literacy (which for the authors includes digital media literacy) should be grounded
in a new critical media awareness that fosters use of the instruments, codes, and languages that enable
information to be received, created, and disseminated. To accomplish this, instruction in media literacy
should provide systems for evaluating and selecting information and foster critical views of technologi-
cal development and media messages as well as their technological contexts. Furthermore, such media
awareness must promote citizens’ free expression with the goal of strengthening social communication
and the right to make decisions autonomously. Finally, they argue that media awareness should foster
exchange and mutual understanding among cultures and should stimulate the achievement of universal
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rights as well as the acceptance of universal responsibilities. Clearly, digital media scholars view literacy
to encompass a variety of practical, critical, and analytical skills.

This chapter uses “digital media literacy” in reference to the development of a unified set of critical,
cultural competencies. This chapter also sets out to demonstrate that digital media literacy is both an
academic discipline and a skill, as will be explained at the close of this chapter. In this fast paced digital
age, media is taking on different forms, thus a discussion of how the digital has changed both media and
society is in order to identify the relevance of digital media literacy skills.

Traditionally, the creation of any type of “media” required an exclusive infrastructure that encom-
passed all the necessary steps from its creation to its consumption. The news, movies, or TV series that
were streamed into the home via radio waves were the result of a mechanism that needed to pass through
codified stages of a highly bureaucratic process. The creation of content was accomplished using the
tools of production under the watchful eye and control of studios, then the distribution step required
affiliated local stations located across the country that could diffuse the program, and finally, access to
and consumption of these programs were enabled by the television set itself an artifact positioned at the
center of the home, the living room. The digital age has changed this infrastructure, rewriting the pro-
cess from media creation to consumption with both simplicity and multiplicity. Shows are more simply
distributed directly to the audience’s cable box or modem via the Web. Additionally, the audience can
now watch their favorite shows on multiple devices and in various contexts. What was once confined
to the living room has extended to people watching at the park, in a car, on the street, at a restaurant, at
sporting events, the contexts are endless. This transformation calls for a look at some of the ways that
all things digital have affected production, distribution, and consumption habits.

MEDIA LITERACY CONSTRUCTS ALIGNED WITH THE DIGITAL WORLD
Production

The Internet cannot be accessed without tangible artifacts. These artifacts include the devices them-
selves (e.g., smartphones, laptops, tablets, gaming devices of various forms, and smartwatches) and the
infrastructure that allows them to work (including cell towers, fiber optic cables, satellites, and computer
programs such as Codec to encode and decode images and sound signals sent over digital data streams).
The tangible also extends to sounds and design, for example, ringtones and computer user interfaces.
To understand the nature and conditions of these twenty-first century artifacts, it is necessary to analyze
their social, cultural, economic, environmental, aesthetic, global, and personal effects. In a book titled
The Ringtone Dialect: Economy and Cultural Form, Sumanth Gopinath (2013) examines the cultural
implications of the seemingly benign ringtone industry. Gopinath highlights important social and cultural
issues related to the mobile industry including the musical labor force, ringtones as representations, the
geographic dispersion of the political ringtone, as well as the ringtone’s narrative functions in cinematic
and televisual media. Similarly, Lisa Parks, professor of Film and Media Studies at the University of
California, Santa Barbara, examines satellites as they relate to society and culture, including satellite
economy, satellite espionage, and satellite images as an extension or another form of the televisual world.
Parks recognizes that an entire field of satellite studies is possible, one that would examine satellites as
exerting agency in a system of global power relations (Parks, 2005). Gopinath’s and Parks’ work point
to the reality that artifacts of the digital age are tied to institutions, places, people, and agendas (Parks,
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2005). The fact that the digital age includes unnoticed aspects of digital life, or, as Parks puts it, “barely
perceptible” (2005, p. 5) features of the digital world, illustrates that the tangible and the intangible are
not mutually exclusive. The relationship between tangible and intangible aspect of digital society is
perhaps one area for which digital media literacy training is most needed.

As David Buckingham (2006) observed, digital media are not just about information hardware and
software but also provide new ways of mediating and representing the world and of communicating. In
essence, participation in the digital age also involves active engagement in the production process, for
which the virtual world has provided a new terrain. The ease of use associated with recent iterations of
the portable camera along with the availability of editing software and the ability to upload the result to a
global audience have shifted a large part of media production from professionals to amateurs. Production
now extends to the tools of the audience thereby changing both production and distribution practices.

Distribution

Social media provide an organic network for distribution to the mass population. As Jenkins noted, “if
it doesn’t spread, it is dead” (2013, p. 2) largely because social media tools have changed the nature of
information dissemination from distribution to circulation. This represents a paradigm shift from pre-
constructed message distribution to communities of people who shape, share, reframe, and remix media
content in novel ways. Jenkins (1992, 2009) uses the term participatory culture to describe a culture
in which fans and other consumers are invited to actively participate in the creation and circulation of
new content. In essence, social media are self-propagating and provide an extreme level of exposure to
a maximum number of global audiences in minimal time. The idea that media are now “spreadable”
(Jenkins, 2013) also means that new social logics and cultural practices have enabled and popularized
the new platforms.

Social media sites come in different shapes and forms: Twitter, Vine, Instagram, and YouTube. No
two of these are alike; they are singular in their distinctive formats and use very specific types of me-
dium as their forms of distribution: short texts for Twitter, short-form video clips for Vine, pictures for
Instagram, and video clips of all forms for YouTube. Each, however, speaks to a particular audience
and yields its own individual power in the war for viewership within an increasingly saturated media
landscape. Such sites enable community building to the point that the passive consumer cannot help
but be transformed into an active producer. Traditional models of production and marketing have had
to respond to this change, as they are no longer able to control and manipulate public response as they
once did. One area where the audience has taken the reins in influencing distribution is evident in the
phenomenon known as going viral.

Going viral has been defined in many ways. Nahon and Hemsley (2013) describe going viral as “that
which stands out as remarkable in a sea of content” (p. 2). Additionally, Boynton (2009) offers several
ways to understand the term. On one interpretation, it applies to videos that are viewed many times, such
as any video that has been viewed more than 100,000 times—although it should be noted that there is
no exact number of views that determine virality. Another interpretation compares this phenomenon to
the biological process behind an epidemic, where infection is spread through contact. In the digital age,
this dissemination is triggered through posting to a social network. It starts with a few who are infected
coming into contact with others and infecting them, and so on. A third interpretation of going viral is a
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functional one described in terms of a sigmoid curve, which is a mathematical function having an “S”
shape. Something that is going viral begins small and expands over time, such as videos or images that
are initially shared among a few individuals and then expand to wider audiences (Boynton, 2009). At
the heart of virality lie both the ability and the decision to share information (Nahon & Hemsley, 2013).
The act of sharing has also changed the nature of oppositional movements, as seen in the cases of the
activist group Anonymous (Olson, 2012), the 2010 Arab Spring Movement (Aday, Farrell, Lynch, Sides,
& Freelon, 2012), and the 2014 Hong Kong Protests (Cohen, 2014).

With the empowerment of the masses, as illustrated through the concept of going viral, the notion
of audience has changed into a participant-recipient role. Therefore, the concept of an audience must
include consideration of which “audience” along with each audience’s unique perspective.

Audience

The ability to disseminate information to an individual site or to entire groups of people with the push of
a single button has not only changed consumption, it has also changed the nature of business, marketing,
politics, and a myriad of other social functions. The practice of “likes” and online “reviews” demonstrates
that audience members are also influencers. A positive or negative rating on Yelp can make or break a
business, just as a positive Twitter review of the Koji food truck in California ignited a food truck frenzy.
The practice of rating turns social roles on their heads by creating a new breed of influencers, where not
only is the customer a reviewer, but the provider is one as well. For example, drivers for the company
Uber rate customers on a 1-5 scale. Customers with a score of 4.0, say, might find that drivers are not
willing to pick them up (Ephron, 2014). Likewise, the site Rate My Professor allows students to rate
their college professors on a 1-5 scale in the categories of easiness, helpfulness, clarity, and looks (called
hotness). The site is so popular that students across the nation use the ratings as a factor in planning their
college schedules (Robertson, 2006). Indeed, The New York Times reminds users that Rate My Professor
has its own vocabulary, values, and idiosyncrasies and that success on the site is not necessarily a badge
of honor; the top-rated professors on the site are not the top-rated professors in the nation, but only the
top-rated professors on Rate My Professor (Heffernan, 2010).

The virtual world of likes and reviews has made the digital citizenry subject to both private and public
comments as well as their dissemination, regardless of the citizen’s social roles and perceived status.
This same citizenry needs training in how to contribute to and take from such sites, beyond their face
value. They need to understand the composition of a site’s users, the complexity or simplicity on which
they base their reviews, and the very abstract nature of “good” and “bad.” They also need to understand
the reality that such reviews can legally be manipulated, as happened during a case against Yelp when
a federal appeals court ruled that Yelp could move or change ratings (The Associated Press, 2014). The
idea of review bias applies not just to “likes,” but also to the intentions and manipulations embedded
within the communication itself.

The empowerment of individuals through digital media is an integral part of the digital landscape.
Henry Jenkins (2008) discussed the agency exerted by online fan communities whose acts of sharing
and recommending have created a new form of social and economic power. Jenkins aptly noted that “as
soon as the conversation shifts to participation, cultural protocols and practices come to mind” (2008,
p- 23). These shifts can best be understood through an analysis of modern-day cultural forms.
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CULTURAL FORMS, CAPABILITIES, AND HABITS
Cultural Forms

The term cultural forms is used across numerous disciplines, including anthropology, cinema/film, lit-
erature, ethnic studies, feminist studies, and more, yet most writers use ostensive definitions (examples
or demonstrations) rather than direct articulations of the concept. Thus, cultural forms will first be de-
fined, then, they will be explained in the context of the digital age in general and digital media literacy in
particular, and finally, their articulation with how they relate to understandings of digital media literacy
will be clarified.

The idea of cultural forms can be traced back to the work of English anthropologist Edward Burnett
Tylor. His landmark study Primitive Culture: Researches into the Development of Mythology, Philosophy,
Religion, Language, Art and Custom (1871/2010) begins with the observation that “culture or civiliza-
tion, taken in its wide ethnographic sense, is that complex whole which includes knowledge, belief, art,
morals, law, custom and any other capabilities and habits acquired by man as a member of society” (2010,
p- 1). Although Tylor did not use the term cultural forms, his description alludes to cultural forms as the
components that make up the whole of a culture, including physical artifacts such as art but also extending
to capabilities and habits that contribute to the creation of cultural norms and mores: knowledge, beliefs,
morals, laws, and customs. Today, the term cultural forms is used to describe and represent numerous
ideas and tangible artifacts of architecture, prose, verse, music, art, cinema, television, theater, novels,
dance, and even food (MacGregor, 2012; Miller, 2002; Minett, 2014; Tietchen, 2014; Wee, 2012). The
term has also been used in reference to diverse concepts such as modes of cultural practice (McLeod,
2012), species-specific behaviors (Sahlins, 2010), sites of struggle (Brooks, 1997), and cultural identi-
fications and infrastructures (Danesi, 2013; Yamashiro, 2012).

Furthermore, cultural forms have been identified as polysemic vehicles for familial, economic, politi-
cal, and cultural relationships and processes (Miller, 2002). For instance, modern-day gift giving now
includes digital donations. The website i-give enables individuals to enroll in a program that allows a
small portion of their payments for online purchases to be donated to a community of their choosing.
The vision behind the website is to make all customer transactions benefit social causes that are close
to home. Thus, the meaning of gift giving has shifted from something done between close friends and
family members to a communal act of philanthropy. Similarly, college students are moving beyond the
traditional methods of college funding (i.e., family, government, self) and using crowdsourcing software
to fund tuition. Through sites like GoFundMe, individuals, as opposed to just recognized charities, can
create profiles, explain what they are collecting funds for, and then spread the word through social net-
works. This brings new meaning to college funding, charity, and storytelling as a vehicle of persuasion
(Carrns, 2014).

Tangible digital artifacts themselves are also polysemic, as perhaps best illustrated through the
smartphone. The smartphone was initially intended to be solely a communication device, yet today it
is a stand-alone game platform, a surrogate TV screen, an e-reader, and a payment device, to name just
a few of its uses. The meaning of the smartphone has been extended so as to be associated with each
of these new capabilities, whether professional or personal. Another layer of meaning that is projected
to others concerns the type of smartphone one owns. The device can convey meanings associated with
socioeconomic status, preferences in logic, and lifestyle.
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Twentieth-century Welsh philosopher Raymond Williams reminds us “taking the theory of culture as
a theory of relations between elements is a whole way of life. We need also, in these terms to examine
the idea of an expanding culture, and its detailed processes. For we live in an expanding culture, yet we
spend much of our energy regretting the fact, rather than seeking to understand its nature and conditions”
(1958/1983, p. viii). This is the very idea that is captured in David Buckingham’s recent suggestion that
there is a whole range of contemporary forms of communication that require literacies (2006). Thus, to
be clear, cultural forms of high-tech societies include not only the tangible artifacts of the digital world,
but also the intangible areas of capabilities and habits. Furthermore, ideologies, struggles, polysemic
interpretations, and symbol manipulations are embedded within each tangible artifact. Thus, cultural
forms represent unsettled territory where meanings are created, changed, and fought over, especially as
they relate to longstanding cultural practices that embody values, norms, and mores.

Capabilities and Habits

Turning now to the capabilities and habits of the digital age, it becomes clear that high-tech culture is
changing cultural practices as well. With the expansion of communication outlets comes a broadening
of real-life reality. For instance, representations now include high-resolution amateur videos captured
using small wearable cameras (e.g., the GoPro). Such cameras allow individuals to capture life like never
before by rigging a camera directly on the subject. This enables viewers to move beyond a spectator
point of view and actually participate in an experience such as skydiving, surfing, or rising to the edge
of space. Furthermore, drone images, as seen during the numerous US-led wars in the Middle East,
have been dubbed drone porn for their wide-view detached shots of bombings as well as the startling
graphic close-ups. These images have affected both civilian and military perceptions and experiences
of war (Thompson, 2009). Televisual war spectacles also include Google Earth satellite images, where
representations of global conflicts and crises are transforming views of these events (Parks, 2009). Such
images extend to terrorist groups as well who regularly use the Internet to disseminate graphic videos
of prisoner beheadings to incite fear and global intimidation.

The culture of the digital is creating a new form of personhood and multiculturalism, yet the changes
are not the same for everyone. In order to map the impact of digital culture on individual identity, it is
essential to understand levels of digital immersion, which is the breadth and depth of an individual’s
digital use and time spent in cyberspace. The present moment in history represents perhaps the greatest
range with respect to immersion, as a Luddite may still be able to function without entering cyberspace
(however, this possibility has been slowly dwindling and will soon be an impossibility). Therefore, the
spectrum today begins with nonusers and slowly crescendos. There is the superficial user, one who enters
cyberspace mainly to get things done (e.g., checking email, texting, light Internet surfing, shopping, and
banking). The intermediate user is one who maintains a stronger presence in cyberspace such as hosting
a blog, posting online reviews, and maintaining accounts on several social network sites. A deep user
is one who builds and maintains online relationships (e.g., through multiplayer games, online interest
groups, dating sites) and may even engage in cyberspace-enabled activities such as hacking or activism.
These levels of digital immersion are ephemeral, as technology is moving at such a steady pace that most
citizens will eventually find themselves intermediately or deeply immersed. It is not surprising that great
strides are being made in the “Internet of Things,” where home devices learn about and adapt to humans
for their convenience, security, and energy saving. For example, there are thermostats that adjust based
on the time one gets up in the morning and clothes dryers that adjust to cooler, slower drying cycles
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during times of peak energy use (Lohr, 2014). There are also children’s toys such as Crayola’s Virtual
Design Pro that combine the physical and virtual worlds by allowing children to physically create a car
through drawing and coloring and then use a mobile app to import the car into cyberspace and then drive
it in the virtual world (“Virtual Design,” 2014).

Digital tools allow for new capabilities with direct social implications. A quick snapshot of behaviors
around and through digital devices at the time of this chapter’s writing reveals several rapidly changing
cultural forms, such as sexting and the selfie. The practice of sexting® brings to light both the breadth and
depth of new cultural practices. It should be noted that although adults and minors alike are implicated
in the practice (Brown, Keller, & Stern, 2009; Chen & Hernandez, 2013; Linsey, 2013; Walker, Sanci,
& Temple-Smith, 2011), sexting is primarily associated with minors (Brown et al., 2009; McEachern,
McEachern-Ciattoni, & Martin, 2012), and it is practiced globally (e.g., in the United States, Australia,
Canada, and Papua New Guinea). Sexting is so pervasive that it has reshaped thoughts, policies, and
expert opinions about what constitutes normal sexual experimentation and development in the digital
age (Brown et al., 2009). For instance, sex education in the digital world now includes smartphone apps
that help youth resist sexting requests (Brown et al., 2009; Smith, 2014). Sexting has also expanded and
reshaped what constitutes cyberbullying (Siegle, 2010), exploitation and self-objectification, especially
of women (Brown et al., 2009), human rights (“PNG Constitutional,” 2014), as well as child pornography
and sex offender laws (Maddocks, 2014).

Sexting can be considered as a subphenomenon of a larger one known as the selfie, as sexting involves
self-portraits that are shared online. In 2013, the Oxford Online Dictionary designated selfie as the word
of the year, defining it as “a photograph that one has taken of oneself, typically one taken with a smart-
phone or webcam and uploaded to a social media website” (“Selfie Named,” 2013). The concept of the
selfie and the generation it represents is an “old practice” rediscovered: the control of one’s own image.
In an interview with the Sunday Star-Times, Rex Armstrong, the director of a New Zealand art gallery
featuring a selfie exhibit, noted that “selfies might seem like an immediate snapshot of reality but they
were as much a deliberate piece of storytelling and fiction, as a self-portrait painted 500 years ago....
We all want to portray ourselves as we would [like to] be seen. The selfie is the subject in control of the
image” (Walters, 2014, p. A7). The power of selfies is further evidenced by apps that allow doctoring
digital photos to achieve flawlessness (“LINE Launches,” 2014; “New Update,” 2014) and even extend-
ing to “selfie surgery” (Harris & Vega, 2014). Visual imagery can now be manipulated with much more
ease and much less expertise than were previously possible. This is also true of videos that are edited
to alter reality either through strategic cuts or the use of visual effects. The selfie has also been linked
to law enforcement and geopolitics. Burglars revealed their identities to law enforcement officials when
they snapped selfies using their victim’s smartphone, which unbeknownst to them, was set to automati-
cally upload to the victim’s cloud account (Robach, 2014); and in the midst of an international crisis
generated by the presence of Russian troops in Ukraine, which was denied by the Russian government,
a Russian soldier posted online selfies that were geo-tagged with GPS coordinates—thus giving away
his true geographical location (Murphy, 2014).

These new cultural forms expand personal and cultural capabilities, yet they are not without risks.
New vulnerabilities are emerging that once again require a digitally literate citizenry; a citizenry taught
how to navigate the land mines of the digital age. As Jenkins (2008) noted, it is important to keep in
mind that “the interests of producers and consumers are not the same” (p. 58). We are currently in the
midst of cultural wars over who will capture the attention and respect of audiences and who will control
and influence their behavior through new media: the traditional outlets of show creators and producers,
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marketing experts, and corporate gatekeepers (publishers, television networks, and so on) or the con-
vergent fan communities often led by unlikely sorts such as 16-year-old girls who like to shop, males
who collect and follow the production and distribution of Air Jordan shoes, or—in the case of Perez
Hilton—a blogger with an interest in celebrity culture and a sense of humor. These examples illustrate
the rise of the “pro-am,” defined by Leadbeater and Miller (2004) as an innovative, committed, and
networked amateur working to professional standards. Amidst the flood of original and remixed content
from amateur and pro-am users, the marketing community has been working to appropriate this public.

A CONFLUENCE OF TOOLS, CULTURAL FORMS, AND MARKETING

Since large, global audiences have shifted from being accessible only to a very small group of elites to
being accessible by the masses, the professional production and distribution industry is at odds with,
but also collaborates with, these same amateurs and their communities—as amateurs can help promote
or destroy a project, a person, a product, or an event. This has posed a new challenge to the marketing
world: to find the formula for influencing a network of web communities with the ultimate goal of making
ideas, products, and corporate brands “go viral.” The confluence of tools, cultural forms, and marketing
constitute a perfect storm for the commodification of the Internet. The target of marketers’ new efforts
is earned influence, a term used to describe positive perceptions achieved through efforts made in such
realms as social media (Elliott, 2014). In fact, the Public Relations Society of America has updated the
definition of public relations to reflect such changes: “Public relations is a strategic communication
process that builds mutually beneficial relationships between organizations and their publics” (Elliott,
2014). The notion of relationship building with a public illustrates the shift from a focus on appealing
to individual wants and desires to a focus on earned influence.

Marketing was famously practiced throughout the early twentieth century based on the work of Edward
Bernays, who is largely recognized as the father of modern public relations; and now the race is on to use
any means (psychology, guile) to create associations in the minds of consumers that provoke them not
only to take personal action but also to distribute the decision to do so across their personal networks.
As Bernays wrote in his book Propaganda (1928/2005), “The conscious and intelligent manipulation
of the organized habits and opinions of the masses is an important element in democratic society. Those
who manipulate this unseen mechanism of society constitute an invisible government which is the true
ruling power of our country” (2005, p. 37). The advertising industry has clearly turned its attention and
efforts to power building through cyberspace leaving citizens vulnerable to novel forms of manipulation.
Geoffrey Moore, marketing professional and author, noted that “we have embarked upon the world’s
largest and longest cocktail party, and every issue imaginable is up for grabs.” (Moore, 2007, p. vii). This
frenzy is not overt rather it is happening through seemingly benign, yet insidious acts.

In an ongoing frenzy to earn influence by capturing viewers, media corporations are inserting them-
selves into exchanges of grassroots cultural videos and images in the form of inconspicuous product
placement and paid endorsements by unlikely agents. In doing so, they are perverting the original intent
of this new media while providing a novel doorway to fame. This practice can be seen in the advent of
theAudience, a social media publishing company whose business is to manipulate means of cultural
discovery over the Web. Their service is to create content that taps into the values and passions a brand
shares with its consumers, then amplify it through a network of influencers (“TheAudience,” 2014).
Culled from various sources such as Vine actors, YouTube singers, and Instagram models, influencers
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are young, relatable, Internet-popular microcelebrities who are willing to use products and talk about
them for a fraction of the traditional celebrity’s cost, yet together they reach the same number of fans
(Brodesser-Akner, 2014). TheAudience employs a cadre of 6,000 influencers who are all paid for their
sponsorship (Brodesser-Akner, 2014). The marketing profession considers this practices to be a new
discipline called “conversation marketing,” (Gillin, 2007, p. xiii) the creation of a dialog with customers
where useful information is exchanged, trust is built and brand loyalty established. In essence, it involves
understanding who one’s customers are, who influences them and how to engage with those influencers
(Gillin, 2007). Conversation marketing is another example of Bernaysian manipulation applied to the
Internet. Just as women of the early twentieth century were duped into thinking that smoking cigarettes
was an expression of women’s liberation as described in the documentary Century of the Self (Curtis,
Kelsall, & McKinnell, 2002), fans of the twenty-first century are duped into thinking that their favorite
Internet microcelebrity is free from hidden agendas.

At the same time, established celebrities such as actors have moved from brand endorsements to
branding themselves in the form of online lifestyles and shopping companies, thereby using their star
status as a vehicle for associating their values with products (V. Friedman, 2014). The Web serves as
another form of mass entertainment, and as with older forms, advertising has become an active agent
in the genre. This is also true of the entire entertainment industry, which now has agents and managers
representing You Tube talent (Barnes & Atkins, 2014). These efforts pose a unique problem, as today’s
users are living at a time when it is commonly believed that social sharing within the digital world is
altruistic, free, and authentic.

A quick overview of the free software (a.k.a. open source) movement can shed some light on this
belief. Richard Stallman, a former programmer at the M.I.T. Artificial Intelligence Laboratory, hacker,
programmer, and political activist, is also author of the “GNU Manifesto” (2002), a treatise calling for
software to remain open and free for programmers to modify, improve, share, and even “cannibalize”
parts to make a new program. Stallman’s main argument was that “computer users should be free to
modify programs to fit their needs, and free to share software, because helping other people is the basis
of society” (p. 18). Stallman’s work represents another side of two camps existing today, one espousing
proprietary ownership of not only software but also the Internet and users’ access to it and the other
espousing the belief that the Internet was created by the people* for the people and should remain open
and free. The struggle between the two camps can be seen not only in the advertising world but also in
“net neutrality” debates, which concern treating all Internet data equally as opposed to allowing some
data to move at faster speeds based on user, site, and platform. The movement of data whether fast or
slow has led to another concern: data collection and privacy. Another practice linked to advertising is
the collection of huge data sets containing information about all aspects of the citizenry’s lives. In other
words, any piece of information shared over the cyberspace network is open to collection and analysis.
As noted in The Atlantic, “Nearly every transaction or interaction leaves a data signature that someone
somewhere is capturing and storing” (Furnas, 2012, p. 2). The information captured is known as big data
and is used in the practice of data mining, which is a repetitive, iterative process in which specialized
analytical methods (e.g., classification, regression, and clustering) are employed for pattern discovery
and extraction (Fayyad, Piatetsky-Shapiro, & Smyth, 1996). The key component of data mining is know!-
edge discovery in databases (KDD), which is the process of converting data into knowledge that is for
sale. One use of data mining is to formulate descriptions and predictions for practices such as the IRS’s
detection of atypical tax returns on a more sophisticated level, or for traditional companies’ targeted
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marketing purposes such as sending coupons based on the consumer’s most likely time to shop (e.g., just
after they are paid). Additionally, tech companies use information gleaned across social networking sites
to guide designers in writing programs that encourage more engagement on the sites (Furnas, 2012). A
reaction to rampant data collection has inspired the creation of a social network called Diaspora that
mirrors the original design of the Internet, a network of networks. In the spirit of Richard Stallman’s
work, Diaspora gives its code away for free and invites other programmers to improve it. The goal of the
site is to free users’ data from the hands of big business (Dwyer, 2014). Magnus Enzensberger (1974)
argued that one of the main interests of mass media is to expand and train consciousness in order to
exploit it. For him, what was being abolished in today’s affluent (high-tech) societies is not exploitation,
but the citizenry’s awareness of it. It is with Enzensberger’s ideas in mind that this chapter argues that
there is an urgent need for policymakers and other stakeholders to take bold steps toward producing a
digitally literate citizenry.

A DIGITALLY LITERATE CITIZENRY

A digitally literate citizenry is a citizenry that is trained for conscious and critical participation in digital
life, a participation that centers on cultural forms related to tangible artifacts, ontologies, and democratic
expression. Concrete guidelines must take into consideration the issues raised in the following subsections.

Tangible Artifacts

To be most effective, digital media literacy must address both the conspicuous and the inconspicuous
aspects of digital life. To unpack the conspicuous elements of design, user interface, and programming,
all students must be taught computational thinking skills. “By computational thinking, I am referring
to the “if, then” axiomatic thinking tradition that is characteristic of today’s computer programmers”
(Rosenfeld, 2015, p. 160). Although media scholars like Sherry Turkle (2009) argue for teaching pro-
gramming skills, and the national curriculum in England now requires more rigorous computer science
training (Department for Education, 2013), there is much more work to be done in tandem with com-
putational thinking skills. Perhaps even more urgent is the need for advanced training in perceiving the
barely perceptible. This includes imparting an understanding of how worldviews are shaped through
new devices in a form of exposure ranging from highly manipulated selfies and “peer reviews” to raw,
unfiltered images of war and terrorism. The citizenry needs to cultivate skills for reading these media in
relation to truth, perceptions, social justice, and ethics, as well as rights and responsibilities in a digital,
globalized world.

Another tangible reality is the information society’s impact on the environment. There is an urgent
need for ecopedagogy training, which focuses on how environmental degradation results from sociocul-
tural, political, and economic inequalities, on the intrinsic value of all species, on the need to care for
and live in harmony with the planet, and on human aesthetic experiences of nature (Kahn, 2010). How-
ever, there is also a need for an ecopedagogy that includes the problems of digital waste and its impact
on the environment, countries, communities, and individuals. These problems include biological risks
associated with varying levels of exposure for both the high-tech workforces of developing nations and
their consumers. Finally, there is a need to weave training in globalization throughout an ecopedagogy,
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and all digital media literacy, curriculum. New forms of waste and planetary abuses of both people and
resources call for training in globalization in all its forms as well as its impact on the individual, social,
cultural, and planetary level.

Ontologies

The very nature of how a person in high-tech society functions is shifting. Those living in a state of deep
digital immersion might begin their day checking social networks and reading their news online while
simultaneously texting and reading incoming emails and texts. They are accustomed to short commu-
nication bites in the form of tweets and texts devoid of visual and audio cues. This has in turn modified
conversational skills, even moving some to experience discomfort in face-to-face or telephone conversa-
tions, and to a cultural shift in meaning, where the levity of a situation is signified by the method of com-
munication (e.g., texting for less serious topics and face-to-face conversations for more serious topics).

The general population is now exposed to a different way of existing, through digital capabilities
and the representations they project. The notion and images of war through satellite and social media
capabilities (e.g., war footage uploaded to You Tube channels) has already been discussed, and the
change is confirmed by the disturbing images of beheadings and other heinous activities disseminated
by terrorist organizations. Beyond war and terrorism, a myriad of online communities such as those fol-
lowing extreme sports, politics, or various forms of fandom similarly expose users to new experiences.
Virtual reality gear is also changing lived experiences, as personal computer users are able to utilize
virtual reality devices to plunge into fully immersive computer-generated experiences such as space
exploration and deep examination of the Egyptian pyramids, experiences that seem so real that users
almost forget that these are virtual worlds (Goel, 2014). Virtual reality devices have the strong potential
to alter storytelling, with the experience of a story shifting from a static, two-dimensional experience to
a dynamic, three-dimensional ride (Suellentrop, 2014).

These new capabilities also pose risks such as flawed code that can subject users to great personal
and financial risk, for example, the Heartbleed software bug that was used to steal passwords or the
Shellshock software bug that could be used to take over a user’s entire machine (Perlroth, 2014). Like-
wise, national and international hacking efforts pose a risk to both corporations and citizens as seen in
the data compromise at Sony studios as well as at Anthem Blue Cross, a major health insurance provider
in the US (Schmidt & Shear, 2014; Abelson & Goldstein, 2015). Furthermore, smartphones and other
GPS devices subject everyday citizens to a variety of forms of privacy infringement, data mining, and
tracking by various entities. As one example, car loan lenders can now remotely disable vehicles when
buyers are late on a payment. This practice is used for subprime borrowers, who are required to have
a “starter interrupt device” put in their car, which allows lenders to track the car’s location and move-
ments as well as initiate a digital repossession by disabling the car before the payment is legally deemed
delinquent (Corkery & Silver-Greenberg, 2014).

Ideology is another aspect of online life that is not often discussed or readily recognized. The term
was coined in 1796 by Destutt de Tracy to refer to the science of ideas. In the twentieth century, “the
term has often been employed in a purely descriptive and non-pejorative sense, being used simply to
refer to the set of beliefs, attitudes, standards of rationality, etc. that embody the basic values of some
social group and that group’s conception of the political order appropriate to those values” (Backhurst,
2010, p. 192). Although “ideology” has many meanings, this chapter refers to a form of consciousness
caused by a presentation of reality by either those representing dominant interests (tech and corporate
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capitalists) or egalitarian interests (open source movement). The ideology behind “free” in cyberspace
has many interpretations. For those espousing democratic values, championed by Richard Stallman and
the open source movement as previously described, free does not imply ownership for the user but rather
indicates a genuine expectation of community contribution. In contrast, in connection with the propri-
etary values supported by most tech companies, free is understood as a trade. By consenting’ to a tech
company’s terms of use, the user is allowed to make use of the software, application, or platform without
paying. This consent, in turn, allows the company unfettered access to and ownership of users’ data.

Bullying and exploitation also have new formats in virtual life. Cyberbullying, a term used to describe
intentional and repeated harm inflicted through the use of computers, cell phones, and other electronic
devices (Hinduja & Patchin, 2014), has received a great deal of attention in recent years due to the number
of adolescents who have both reported such harassment and committed suicide over it (Collins, 2008;
Hinduja & Patchin, 2010; O’Shaughnessy, 2011). According to a 2014 Pew Research Center report on
US Internet users, 40% of all Internet users surveyed have personally experienced online harassment and
73% have witnessed it happen to others (Duggan et al., 2014). This phenomenon is not limited to the
United States; the U.S. National Institute of Health studied the prevalence of bullying and victimization
across 40 countries and found that although it varies in rate and intensity, cyberbullying occurs in all
of them. Thus, the Institute deemed cyberbullying to be a universal public health problem that impacts
large numbers of adolescents (Craig et al., 2009). Although bullying is not new among adolescents,
its nature has advanced within cyberspace: It can happen “anywhere, anytime, among lots of different
children who may never actually meet in person. It is inescapable and often anonymous” (Maag, 2007).
The problem is aggravated by apps appropriated in order to harass others, such as Ask.fim, a website that
lets people anonymously ask questions and leave comments. In 2013, nine teenager suicides were linked
to bullying on the site (Bilton, 2014a). Yik Yak, another website that lets people post anonymously, has
banned middle and high school students from using the site and has disabled its services around schools.
Further, the selfie site Shots does not allow comments to be posted due to the cyberbullying problem
(Bilton, 2014a). Some school districts have taken action against cyberbullying by hiring companies or
using online tools to comb the Internet for signs that students are engaging in such behavior. However,
the social and legal systems have not yet caught up with the problem, leading to debates about freedom
of speech and the right to privacy (Sengupta, 2013). The cyberbullying problem has prompted social
media sites to take steps to address this new reality. On Facebook, for instance, users can click on an icon
to ask for the removal of a harmful post or photo and then provide information about what is happening
in the post, how they feel about it, and how sad they are. In addition, they are provided with a text box
containing a polite prewritten response that they can send to the person who hurt their feelings. The
leader of this project, Arturo Bejar, believes that the success of social media largely depends on solving
the cyberbullying problem (Bilton, 2014b).

Democratic Expression

New forms of exploitation are also occurring in the digital world. These include personal information
being made public through social media, by criminals, and even by law enforcement agencies (Anderson
& Rainie, 2010), as well as personal privacy cases involving cyberstalking (Zeller, 2006). Additionally,
sexual predators use instant messaging and Web cameras to meet, lure, and digitally stalk children and
share pornography (Brockman, 2006). Exploitation also includes social engineering, in which Internet
users are tricked into downloading malware that can be used to extract financial gain. Social engineer-
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ing messages often appear in e-mails that seem to be from friends and associates, greeting cards, and
celebrity photos (Sengupta, 2012). Finally, the right to be anonymous is under attack, with individuals
having their photos snapped or their behavior videotaped, uploaded, and gone viral without their knowl-
edge or consent (Kaufman, 2014).

Society pushes back against exploitation through cyber-enabled social and political activism and
new media tools. One example is FireChat, an app that enables smartphones to communicate with each
other directly, without needing a cellular or Wi-Fi connection. This app was created in direct response to
communication problems experienced during the Arab Spring,® when hours before a massive protest, the
Egyptian government shut down the Internet and attempted to block cell phone texting services (Kanalley,
2011). Three years later, during the 2014 protests that erupted in Hong Kong, FireChat enabled continued
connections despite challenges brought about by a strained network (Cohen, 2014). Anonymous, a lead-
erless, shape-shifting, international cyber activist group, and Wikileaks, a non-profit, global, free press
journalism organization, further demonstrate empowerment through use of digital tools and the Web.
Both are lauded as modern-day freedom fighters (M. Friedman, 2010; Gellman, 2012) and are equally
despised as high-tech terrorists (Fogarty, 2011; MacAskill, 2010), regardless they are the expression
of democracy in action. Digital media literacy itself also requires structure to build upon; frameworks
should reflect democratic principles to address these growing literacy needs of high-tech populations.

Digital Media Literacy Frameworks

Numerous digital media literacy frameworks exist, often using slightly different terminology to describe
the same phenomena. This section synthesizes some of the most well-known proposals for digital media
literacy, found in the work of David Buckingham, Renee Hobbs, and UNESCO’s José Manuel Pérez
Tornero and Tapio Varis. Their combined recommendations advocate for digital media literacy to address
the areas of use and access, critical understanding, production, the self, and Web citizenship.

Use and access to media stresses the importance of developing skills for finding and sharing relevant
information using media texts and technology tools (Hobbs, 2011). Pérez Tornero and Varis (2010) have
conceptualized access to include physical access to media and media content as well as the availability
of media in a given setting. Pérez Tornero and Varis also include environmental factors: the educational
system, the policies handed down by authorities, and the role of media in both of these.

Another key idea, critical understanding, is the ability to find and select information and then analyze
the information, its representations, and the potential effects or consequences of messages as they relate to
authority, reliability, and bias (Buckingham, 2006; Hobbs, 2011; Pérez Tornero & Varis, 2010). Critical
understanding also includes what Pérez Tornero and Varis (2010) describe as “sophisticated” abilities,
such as recognizing opportunities that are offered and using critical thinking, personal autonomy, and
problem-solving capacities to understand conditions that are set by the media.

Production, which is at the heart of digital media, needs to be understood with respect to the creation,
composition, and generation of content, including how messages can be created and produced using
different codes and how they can be disseminated through different platforms. Thus, creative, expres-
sive, semiotic, and social competencies must be taught as part of digital media literacy (Pérez Tornero
& Varis, 2010). The understanding of production must also include a broader awareness of the global
role of advertising, promotion, and sponsorship, and how these influence the nature of the information
that is available in the first place (Buckingham, 2006; Hobbs, 2011). For Buckingham, such awareness
should extend to noncommercial sources and interest groups, who are increasingly using the Web as a
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means of persuasion and influence. It should also include knowledge about how sites are designed and
structured as well as the rhetorical functions of links between sites (Buckingham, 2006).

Paramount to literacy, the self focuses on a need to decode how identity is influenced by media
messages and technology tools via their impact on thinking and on behavior—for example, how users
are guided or encouraged to navigate and how information is gathered about them (Buckingham, 2006;
Hobbs, 2011). This area also includes an awareness of one’s own position as a user, which requires
understanding how media target audiences, the ideological and cultural orientations they promote, and
how different audiences use and respond to new media (Pérez Tornero & Varis, 2010).

Finally, Web citizenship focuses on actions that can be taken on the Web to solve problems at the lo-
cal, regional, national, and international levels (Hobbs, 2011). For Pérez Tornero and Varis (2010), this
equates to fostering new values related to the ability to participate in global decision-making concerning
the planet, cosmopolitan patriotism, and the dignity of humanity as a whole.

These ideas show that a great deal of work has already been done globally to delineate the area of
digital media literacy. While these ideas are a good first step toward this end, they contain some blind
spots that will be addressed at the end of this chapter. Theorizing is instrumental to build sound policies
and see their implementation. An analysis of education policies will demonstrate how much is currently
being done.

EDUCATION POLICIES IN PRACTICE
England’s Computing Curriculum and the United States’ Common Core

In arace to adapt education curricula to twenty-first century demands, both England and the United States
have adopted new curriculum standards, and 2014 was the year of broad-scale implementation. Although
both curricula make significant changes across many disciplines, this chapter’s analysis concentrates on
digital media literacy. Despite the fact that many citizens are simultaneously living in multiple realities
(real, augmented, and virtual), neither of these curricula prepares the citizenry to consciously function
within these parallel worlds—although, it should be noted, England has made greater strides than the
United States toward this end. Thus, this analysis begins with the stronger of the two curricula. Accord-
ing to Michael Gove, England’s education secretary, “Our new curriculum teaches children computer
science, information technology and digital literacy: teaching them how to code and how to create their
own programs; not just how to work a computer, but how a computer works and how to make it work
for you” (Dredge, 2014). As outlined in the final draft of England’s National Curriculum Framework
(Department for Education, 2013), the overarching goal is to “equip pupils to understand and change the
world through logical thinking and creativity, by making links with mathematics, science, design and
technology” (p. 188). In this curriculum, digital literacy is defined as the ability to effectively, responsibly,
safely, and critically navigate, evaluate, and create digital artifacts using a range of digital technologies.
Digital artifacts can take many forms, including digital images, computer programs, spreadsheets, 3D
animation, and other kinds of representations (Kemp, 2014). England’s curriculum addresses digital
literacy in a very direct, clear, and consistent fashion, yet leaves out one of the most important parts
“media,” as discussed earlier in this chapter. Likewise, the curriculum introduced in the United States
only sparsely relates to digital literacy and also leaves out “media.”
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The United States Common Core standards were a response to more than a decade of poor performance
compared to Japan, Russia, Singapore, and South Korea on a number of international assessments (Gar-
land, 2013), as well as inconsistent curricula across states. As US Secretary of Education Arne Duncan
stated, such standards should be “internationally benchmarked and include the knowledge and skills that
students must learn to succeed in college and career” (2010, para. 2). The same rationale guided the
creation of the Next Generation Science Standards’, whose website acknowledges that “if the nation is
to compete and lead in the global economy and if American students are to be able to pursue expanding
employment opportunities in science-related fields, all students must have a solid K-12 science educa-
tion that prepares them for college and careers” (“Next Generation,” 2014). This is reflective of a recur-
rent position on literacy to promote shaping future workers rather than most importantly encouraging
the need of such knowledge for intellectual enrichment and development of the individual as a citizen.

Consistent with Bowles and Gintis’ view in Schooling in Capitalist America (1976/2011), such
efforts are more concerned with meeting labor force demands than fostering personal liberation and
equality. Furthermore, these efforts do not move the digital citizenry out of what Paulo Freire would
characterize as the “oppressed.” Freire notes that “any situation in which ‘A’ objectively exploits ‘B’
or hinders his and her pursuit of self-affirmation as a responsible person is one of oppression. Such a
situation in itself constitutes violence, even when sweetened by false generosity, because it interferes
with the individual’s ontological and historical vocation to be more fully human” (1968/2000, p. 55). A
comprehensive digital media literacy curriculum should not be adopted for the sole purpose of college
and career readiness. Rather, such a curriculum has a democratic responsibility to free the citizenry
from manipulation and traumatization within and through the digital world by fostering consciousness,
self-reflection, and agency, thereby allowing citizens to be more fully human. For John Dewey, being
fully human includes being a citizen and a true participant in the democratic process. Dewey argued that
education should be transformative in order to foster a democratic citizenry and that education should
progress alongside society (1916/2009). Modern-day progress calls for a Deweyan response in the form
of digital media literacy.

Computer science and information technology are a part of digital literacy in both England’s and the
United States’ curricula. England’s computing curriculum is largely based on computer science, an argu-
ment built on the idea that studying computer science principles will help to ensure students are prepared
for the digital world. Such literacy is achieved through three distinct strands of instruction: computer
science, information technology, and digital literacy (Kemp, 2014). The rationale is that pupils who can
think computationally are better able to conceptualize, understand, and use computer-based technology
and are therefore better prepared for today’s world and the future. In the United States Common Core
curriculum, the focus is not very different, as all standards are anchored to college and career readiness.
This becomes evident as one tries to untangle how the Common Core standards are organized.

The United States Common Core standards for English language arts (ELA), for example, comprise
three sections: comprehensive K—5 and two content-area-specific sections for grades 6-12: one for
ELA and another for history/social studies, science, and technical subjects. Each of these three sections
is divided into strands: K-5 and 6-12 ELA have reading, writing, speaking, listening, and language
strands, while the second 612 section has history/social studies, science, and technical subject sections
that focus on reading and writing within these contexts. Each strand is headed by a strand-specific set
of college and career readiness (CCR) anchor standards that are identical across all grades and content
areas. In brief, a CCR anchor standard is a skill that high school graduates should have in order to be
ready for entry into the world of work or postsecondary education. Anchor standards answer the ques-
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tion, “What should a twenty-first century diploma holder be able to do in order to flourish?” Whether
the context is kindergarten or 12th grade, an anchor standard is the target. Thus, all grade-specific stan-
dards map back to the anchor standards translating the broader CCR statement into grade-appropriate
end-of-year expectations. It should be noted that none of the anchor standards directly address digital
literacy (“Common Core,” 2014).

The Common Core English/language arts standards discuss the strategic use of technology and digi-
tal media, as well as the incorporation of research and media skills into the standard (Marcoux, 2012).
However, neither the Common Core nor the Next Generation Science Standards include a comprehensive
curriculum that directly addresses digital literacy in a meaningful way. This is a tremendous oversight
in the age of virtualization. Given the paucity of direction, many school districts supplement the Com-
mon Core standards with those from the International Society for Technology in Education (ISTE), a
non-profit organization designed to help lead the transformation of digital education. Therefore, the
ISTE standards are used as a basis for the present analysis and serve as a clear example of an external
organization compensating for Common Core’s inadequacies.

For the purpose of this chapter’s analysis, Table 1 limits the comparison to the first two of four key
stages in England’s computing curriculum but includes all of the ISTE standards used in the United
States, as these are less elaborate. Both standards treat technology as a tool to be used in society rather
than as the humanistic reality that it is. However, England’s computer science standards should be rec-
ognized for their focus on moving users from surface-level use to a behind-the-scenes understanding
of how devices are constructed as well as the logic of how they are made to work. MIT scholar Sherry
Turkle considers the same idea in her book Life on the Screen: Identity in the Age of the Internet (1997),
where she discusses the simulation aesthetic by tracing the progression from DOS-based IBM computers
that allowed users to “open the hood” and manipulate an operating system to Macintosh computers that
replace this function with simulation via attractive and easily used icons that represent programs and
documents. For Turkle, the move to simulation was a liability, not an asset. However, it should be noted
that such icons represent an intuitive philosophy that enables self-discovery though accessibility, whereas
everyday users may never utilize the “open-box” approach. It appears that England is taking a strong step
back from the postmodern superficial acceptance of devices to Turkle’s more modernist idea of depth.
Teaching students how to understand computer algorithms, how to design, write, and debug programs,
and how to understand computer networks enables them to answer questions that Turkle highlights,
such as “What makes this work?”” and “What’s really happening in there?” (1997, p. 42). In the United
States, the ISTE curriculum standards hint at this when they suggest teaching the concepts underlying
hardware, software, and connectivity. However, these standards fail to provide specifics concerning the
level at which these will be taught.

Table 1 also illustrates that both curricula call for students to be trained in a variety of applied
technology uses. In England’s curriculum, this training is described in terms of how to use technology
purposefully to create, organize, store, manipulate, and retrieve digital content. It also includes training
in the use of search technologies as well as selecting, using, and combining a variety of software ap-
plications (including Internet services) on a range of digital devices to create a wide range of programs,
systems, and content that accomplish specific goals, including the collection, analysis, evaluation, and
presentation of data and information. For ISTE, training in the uses of technology includes teaching
students how to use computers and applications as well as how to use technology for research, critical
thinking, problem solving, decision-making, communication, collaboration, creativity, and innovation.
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Table 1. Comparison between two national computer technology curricula

Britain USA

Computing Curriculum* ISTE to Support Common Core**
Key Stage 1: Key Stages:
5-6 year old Scaffolds across age groups
Computer Science Computer Usage
Understand what algorithms are; how they are implemented as programs Demonstrate proficiency in the use of computers
on digital devices; and that programs execute by following precise and & applications, as well as an understanding of
unambiguous instructions. the concepts underlying hardware, software, and
Create and debug simple programs. connectivity.
Use logical reasoning to predict the behavior of simple programs. Demonstrate the responsible use of technology &
Information Technology an understanding of ethics & safety issues in using
Use technology purposefully to create, organize, store, manipulate and retrieve electronic media at home, in school, and in society.
digital content. Demonstrate the ability to use technology for
Digital Literacy research, critical thinking, problem solving, decision
Recognize common uses of information technology beyond school. making, communication, collaboration, creativity and
Use technology safely and respectfully, keeping personal information private. innovation.

Identify where to go for help and support when there are concerns about content
or contact on the Internet or other online technologies.

Key Stage 2:

7-10 year old

Computer Science

Design, write and debug programs that accomplish specific goals, including
controlling or simulating physical systems; solve problems by decomposing
them into smaller parts.

Use sequence, selection, and repetition in programs.

Work with variables and various forms of input and output.

Use logical reasoning to explain how some simple algorithms work and to
detect and correct errors in algorithms and programs.

Understand computer networks including the Internet; how they can provide
multiple services, such as the World Wide Web.

Appreciate how [search] results are selected and ranked.

Information Technology

Use search technologies effectively.

Select, use and combine a variety of software (including Internet services) on a
range of digital devices to design and create a range of programs, systems and
content that accomplish given goals, including collecting, analyzing, evaluating
and presenting data and information.

Digital Literacy

Understand the opportunities [networks] offer for communication and
collaboration.

Be discerning in evaluating digital content.

Use technology safely, respectfully and responsibly.

Recognize acceptable/unacceptable behavior.

Identify a range of ways to report concerns about content and contact.

*http://www.computingatschool.org.uk/data/uploads/CASPrimaryComputing.pdf
**http://commoncore.fcoe.org/subject/technology

Although England’s curriculum is clearly more sophisticated, both are centered on technology use and
troubleshooting.

Finally, both curricula should be recognized for the steps they take toward training in digital literacy.
England’s curriculum teaches students to recognize common uses of technology outside of school as well
as how to use technology safely and respectfully. Likewise, the ISTE curriculum requires that students
be taught the responsible use of technology, including an understanding of the ethics and safety issues
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involved in using electronic media at home, in school, and in society. However, these represent only an
initial introduction to some of the most basic tenets of digital media literacy. The next section of this
chapter outlines the level of training that is needed in this area.

In the case of both curricula, digital media literacy should extend to the creation, production, and dis-
semination of texts, images, and videos with special attention to social justice, fairness, and democracy.
This chapter has made it clear that marketing strategies are making headway on the Web in areas related
to privacy, authenticity, and truth. Brazilian educational theorist Paulo Freire argued that “leaders can-
not treat the oppressed as mere activists to be denied the opportunity of reflection and allowed merely
the illusion of acting, whereas in fact they would continue to be manipulated—and in this case by the
presumed foes of manipulation” (1968/2000, p. 126). Both curricula are presumed foes of manipulation
yet neither frees citizens from such manipulation. Similarly, Pérez Tornero and Varis (2010) stress that
once the capacity for critical thinking has been acquired, the individual is independent and free to think
autonomously without the control and guidance of ‘guardians,’ the authorities that, according to the
definition proffered by Kant, “subjugate people’s thinking by requiring them to accept veins of reason-
ing and points of view that are not theirs as their own” (as cited in Pérez Tornero & Varis, 2010, p. 80).
A digital media literacy curriculum must provide users with the basis for sufficient autonomy and train
them how to live in an absorbing media and technological environment.

Recommendations

These aims are best achieved by teaching citizens to employ logic, critical thinking, rhetorical analysis,
discourse analysis, and dialogical skills to uncover and evaluate all aspects of digital life, including the
objects individuals use, how they are used, and their implications for personal and social ontology, and to
recognize cyberspace as another reality that is both separate from and embedded within real-life reality.
Additionally, the barely perceptible aspects of digital life, such as the roles that satellites and ringtones
play in social, economic, and cultural life, must be recognized and evaluated, along with the broader
area of new forms of waste and planetary abuses of both people and resources, which calls for training
in globalization in all its forms and its impact on the individual, social, cultural, and planetary levels.
As afirst step in addressing the quality of training in these areas, it will be useful to revisit the Royal
Society’s notion of an academic discipline and demonstrate how their criteria for a discipline apply to
digital media literacy as defined in this chapter. The five distinctive characteristics of a discipline are
that it has: a body of knowledge, rigorous techniques and methods, a perspective on the world, a stable
set of concepts, and independence from existing technologies. This chapter has shown that digital media
literacy includes a large body of interdisciplinary knowledge grounded in work in philosophy, sociology,
media studies, communications, anthropology, and education. Moreover, several national and international
organizations, collectives, formal institutions, centers, and institutions are working in the field (Pérez
Tornero & Varis, 2010) such as the National Association for Media Literacy Education (NAMLE), the
Action Coalition for Media Education (ACME), Media Awareness Network (Canada), and the European
Media Literacy Forum. This chapter has also demonstrated that the production of knowledge within this
field uses rigorous techniques and methods including critical inquiry, critical ethnography, rhetorical
analysis, discourse analysis as well as qualitative and quantitative studies. Through its recognition that
digital media literacy addresses the needs of an immersed digital population, it provides a perspective on
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the twenty-first-century world. This is corroborated by the work of global organizations such as UNESCO
and the Global Alliance for Partnerships on Media and Information Literacy, both devoted to promot-
ing national and global media and information literacy (MIL) policies. Additionally, the field of media
literacy has a stable set of concepts centered on the ideas of production, distribution, and consumption of
media texts. These concepts can be found in the literature and on the websites of several organizations,
including the National Association for Media Literacy Education (NAMLE). Finally, the field of digital
media literacy is independent of specific existing technologies. Although the focus of its analysis falls
within digital life, its subject and methods adapt to meet the changing digital landscape. Because digital
media literacy meets the five characteristics of a discipline, it should be recognized as not only a skill
but also as a discipline. Such recognition may spur education policy makers and other stakeholders to
push for a more comprehensive and sophisticated digital literacy curriculum. Furthermore, agreement
on this point would better ensure the inclusion of digital media literacy in twenty-first-century curricula
and would extend its conceptualization beyond a mere collection of skills to include philosophical and
humanistic training in how to navigate the land mines of the digital age.

The suggestions provided in this chapter align with the existing digital media literacy frameworks but
also provide some new ideas for inclusion. The existing principles of the self and Web citizenship can
be augmented in several ways. The recommendations for the area of the self-need further development
with respect to critically analyzing digital vulnerabilities, including how digital objects are used, how
they implicitly guide behavior, and the ways they shape personal and social ontologies, thoughts, and
actions. Web citizenship should better cover the ethical, democratic, and fair creation, production, and
dissemination of texts, images, and videos with special attention to social justice, fairness, and democ-
racy. The rampant problems of cyberbullying, exploitation, and images of terrorism and war each call
for more concentrated training in this area. Additionally, a stronger case needs to be made for training
in social justice related to environmentalism and globalization in connection with new forms of waste
and planetary abuses of both people and resources. This, in turn, calls for training in globalization in all
its iterations and its impact on the individual, social, cultural, and planetary levels.

Two additional areas, nature of reality and critical consciousness, would bring additional depth to
the digital media literacy tenets already presented. Nature of reality should be added because guidance
is needed for how to live one’s life in complex, dual realities (real and virtual) that are not mutually
exclusive—for while some aspects may reside in only one or the other of these realities, other aspects
cross over. Because this is a new way of living life, training and theorizing are needed to understand its
impact on the human condition, including an examination of empowerment, disenfranchisement, and
abuses. Critical consciousness training is needed to combat the fact that all actions and transactions in
cyberspace are subject to persuasion, manipulation, and even exploitation in the form of sophisticated,
inconspicuous, and carefully targeted marketing, impersonation techniques, and other forms of influence
(such as cyberbullying and catfishing®). Furthermore, privacy, truth, and authenticity are being recali-
brated with a population that implicitly acquiesces to infringements and truth manipulation as a fact of
online life. Complacency about privacy violation and misrepresentations of the truth, whether these be
in images, video, or text, must be challenged by providing guidance on how to think about and decon-
struct such practices. Under these new areas, citizens should be taught to employ logic, critical thinking,
rhetorical analysis, discourse analysis, and dialogical skills to uncover and evaluate all aspects of digital
life, including its barely perceptible aspects and how they influence social, economic, and cultural life.
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CONCLUSION

This chapter set out to clarify digital media terms, map the changing landscape of society due to digital
life, explore current digital media literacy frameworks, policies, and practices, and suggest areas in need
of strengthening. Examining discrepancies in understandings of digital media literacy related to whether
it should be considered a skill, a discipline, or both, this chapter mapped several definitions of digital
media literacy. These definitions include those of computer scientists and critical theorists to establish
that digital media literacy extends far beyond training in media use. This chapter also established that
the need for meaningful, persistent, and sophisticated media literacy education is global, as evidenced
by the efforts of UNESCO and other international organizations. The chapter aligned traditional media
literacy constructs with the digital world to demonstrate the extent to which society has changed in the
digital media landscape, providing the reader with insights into ideologies and ontologies related to
twenty-first-century production and distribution practices as well as audience participation. All of this
points to the need for comprehensive training in digital media literacy.

An analysis of recent curriculum changes in England and the United States revealed that more must
be done to prepare, and in doing so protect and empower, a digitally literate citizenry. Although the
current digital media literacy frameworks posited by Buckingham, Hobbs, and Pérez Tornero and Varis
represent a strong starting point, this chapter argued that some areas of the frameworks need further depth
and that additional areas are needed. A strong step in this direction would be to establish in the minds
of stakeholders the idea that—as this chapter has argued—digital media literacy is indeed a discipline.

It is especially troubling that both England and the United States rewrote their national curricula with
very little attention paid to media literacy for humanity. This oversight might have been excusable during
the first decade of the twenty-first century when capabilities on the Internet were at a less sophisticated
level; however, in the second decade it is irresponsible. The training these curricula provide, although
valuable, keeps the digital citizenry in the position of users rather than fostering broader dialogues and
thinking skills around how to live, navigate, and participate in the digital world. It is particularly disap-
pointing that the United States’ Common Core curriculum provides so little guidance in this area that
many districts are turning to an outside organization for guidance. All of this is quite inexcusable in the
present day, and points to the fact that neither of these high-tech societies fully understands that the in-
formation revolution is not just about means of economic production. Rather, the information revolution
is about the creation of new and altered cultural forms, new ontologies, new iterations of manipulation
and exploitation, and perhaps most importantly, a changed citizenry in need of training. This chapter
contributes to formalizing the digital media literacy conversation by presenting criteria that complement
and supplements the existing theoretical frameworks. This is only a beginning, with the door just opening
to an embedded future where digital media literacy will be at the forefront and center of the digital debate.
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KEY TERMS AND DEFINITIONS

Barely Perceptible: According to Lisa Parks, the unnoticed aspects of digital life.

Conversation Marketing: A strategy that involves understanding who customers are, who influences
them and how to engage with those influencers.

Cultural Forms of High-Tech Society: The ideologies, struggles, polysemic interpretations and
symbol manipulations associated with tangible artifacts as well as the intangible areas of capabilities,
habits, and ontologies.

Cyberbullying: Intentional and repeated harm inflicted through the use of computers, cell phones,
and other electronic devices.

Earned Influence: Positive perceptions achieved through efforts made in such realms as social media.

Influencer: A relatable, Internet-popular microcelebrity who sponsors products with the intent of
influencing fan followers’ buying habits.

Microcelebrity: A person who has established his/her presence on the Internet through blogging or
posting original content that has gone viral and generated a fan following.

Pro-Am: An innovative, committed, and networked amateur working to professional standards.

Selfie: Photograph taken of oneself, typically one taken with a smartphone or webcam and uploaded
to a social media website.

Sexting: Subset of the selfie, sexually explicit photos of oneself shared through a smartphone.

ENDNOTES

! The Royal Society’s comprehensive 2012 report titled “Shut down or restart? The way forward for
computing in UK schools” analyzed the current state of computing education in England’s schools
and presented recommendations for improving the situation, many of which serve as the basis for
England’s 2014 computing curriculum.

2 NAMLE’s digital literacy standards are used by many US school districts to supplement the Com-

mon Core standards.

Sexting refers to sending sexually explicit photos of oneself or others via digital electronic devices.

4 The Internet was created by governments (The United States, Great Britain, France) and spearheaded
in the US by the Department of Defense, resulting in the creation of the ARPANET, which would
become the Internet.

> Terms of services are so dense and convoluted that most users do not read them.
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6 Beginning in the spring of 2010, a wave of demonstrations and protests spread across several Arab
states and eventually toppled governments.

7 The Next Generation Science Standards (NGSS) were developed by The National Research Council
(NRC), the National Science Teachers Association, the American Association for the Advancement
of Science, and Achieve (an independent, nonpartisan, nonprofit education reform organization).
The NGSS are the science equivalent to the Common Core for English and math.

8 A catfish is someone who pretends to be someone else by using social media to create a false
identity, particularly for pursuing deceptive online romances (Sbacker, 2010).

This research was previously published in the Handbook of Research on Media Literacy in the Digital Age edited by Melda N.
Yildiz and Jared Keengwe, pages 115-144, copyright year 2016 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

Wireless sensor networks are an emerging technology that can provide valuable information for a large
series of monitoring and control applications. Comprising many monitoring scenarios with different
particularities, as industrial management, weather forecasting, home automation, traffic management
and rescue operations, just to cite a few, wireless sensor networks bring many possibilities for innova-
tive applications that cannot be addressed by conventional wireless network technologies. When sensors
are equipped with cameras or microphones, multimedia data can be retrieved from the monitored field,
enriching the perception of the target area. However, the constrained nature of wireless sensor networks
imposes many challenges to multimedia transmission, fostering development of optimized protocols.
In this chapter, we present the state of the art of multimedia transmission in wireless sensor networks,
covering topics as routing, error control, congestion avoidance, real-time delivery, compression and
QoS, potentially supporting in the development of wireless multimedia sensor networks.

INTRODUCTION

In the last years, Wireless Sensors Networks (WSN) have been considered for a large series of monitoring
and control applications. Employing tiny devices for sensing of some specific information, like tempera-
ture, pressure, humidity and luminosity, these networks have fostered the development of innovative ap-
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plications for industry, home automation, healthcare assistance, weather forecasting, traffic management,
battlefield surveillance, tracking, among many other monitoring scenarios (Yick, Mukherjee & Ghosal,
2008). Typically, sensor nodes in WSN are disposable electronic devices commonly equipped with a
transceiver, a limited energy supply, a sensing unity and memory and processing resources, although
additional modules can be found, allowing distributed information monitoring. However, in order to
reduce costs for massive deployment and diminish energy consumption, resource-constrained sensors
are expected to be deployed, bringing many communication challenges.

One innovative nature of wireless sensor networks is the possibility to retrieve relevant information
from regions with absent infrastructure. In such way, wireless sensor networks could be deployed in
wide, hostile or even hard access areas. For that, however, sensors will communicate in an ad-hoc man-
ner where data packets will flow through multiple hops from source nodes toward the network gateway
(sink). As there is no central unit to coordinate and control communications, sensors are also expected to
be self-organizing and protocols must be processed in a distributed way. Due to the inherent constraints
of sensor nodes, however, protocols requirements must comply with limited processing, memory and
energy resources; energy constraints limit the wireless communication range and inflict controlled use
of transmission and processing functions.

For a large group of applications, scalar data gathered from wireless sensor networks are insufficient,
even if a large number of sensors is deployed. In order to enrich the retrieved information, sensors may
be equipped with inexpensive low-resolution CMOS cameras and/or microphones, allowing multimedia
data retrieving. The resulting Wireless Multimedia Sensor Networks (WMSN) enhance the understand-
ing of the physical world, by improving monitoring and control applications (Almalkawi et al., 2010).

In general, multimedia transmissions in wireless sensor networks are more stringent than transmis-
sions of scalar data as humidity and temperature, imposing many challenges. And although optimized
solutions may be employed, processing and memory constraints may impact the use of buffering tech-
niques by communication protocols, as well as the execution of compression and entropy codes. Such
complex scenarios have demanded protocols and algorithms that must be optimized for the particularities
of multimedia transmissions in these networks (Akan, 2007).

A typical heterogeneous wireless multimedia sensor network is presented in Figure 1. Visual and
audio sensors will retrieve information with different particularities, requiring differentiated services to
be provided by the network.

Usually, multimedia transmissions in wireless sensor networks must be energy-efficient and scalable.
However, some applications may also require timeliness, transmission fairness and error resilience. The
monitoring requirements of the sensing applications will typically define the expected transmission
services, which will be associated with some general characteristics, as summarized in Table 1.

As discussed before, multimedia sensor applications may have different transmission requirements.
And such requirements do not depend exclusively on characteristics of the deployed sensors and of the
monitored field, but also on the expected processing that will be done over the retrieved multimedia data.

MULTIMEDIA MONITORING IN SENSOR NETWORKS

Wireless multimedia sensor networks are an emerging ad-hoc network technology that employs autono-
mous sensors equipped with a low-power camera and/or microphone to wirelessly retrieve multimedia
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Figure 1. A typical wireless multimedia sensor network (source: wmsn.tif)

@ visual sensor () Audio sensor

Table 1. Main transmission requirements for WMSN

Transmission Requirement Short Description
High bandwidth Some applications many require high transmission bandwidth, especially when visual sources
are streaming video. High throughput may severely compromise the energy resources of the
network.
Timeliness Real-time monitoring applications may expect data delivery with time constraints. Critical

monitoring applications will often rely on real-time data delivery.

Error resilience Multimedia sensors may have different relevancies for applications, where high-relevant
sources may require error-resilient transmissions. Error recovery may also be required for parts
of encoded multimedia data (Costa & Guedes, 2011).

Quality of Experience The user perceptions of the monitored data depend on many characteristics, but different
applications may have different quality thresholds. The network design and operation should
try to address such thresholds.

data from the monitored field. The retrieved visual or audio information can be used to compose the
monitored information for many surveillance, tracking and control applications. As heterogeneous sensors
may be deployed, scalar information, still image, video streams and audio may be available for process-
ing or storage, enlarging the possibilities when developing automatic monitoring and control systems.
There are some general principles of multimedia monitoring, when employing wireless sensor net-
works. In fact, the way multimedia information is sensed and transmitted will dictate how the network will
deal with multimedia data packets. Multimedia data can be roughly divided in three different categories:
audio stream, still image and video stream. Audio typically represents human voice or a relevant noise
for the application, with transmission rate usually lower than 64kbps. Still images are snapshots of the
monitored target or scene, while video represents a continuous viewing created by a greater number
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of frames (images), providing a motion sense. In such way, video streams usually demand more com-
munication bandwidth than transmission of still images, turning more stringent video streaming over
wireless sensor networks.

Audio Sensing

Sensor nodes may be equipped with a low-power microphone to monitor audio from the monitored
field. The retrieved audio may be human voice or some relevant noise for the monitoring application.
Generally, the microphone embedded in audio sensors will define an omnidirectional sensing area, re-
sembling scalar sensors. Hence, the sensing and communication ranges are equivalent, which will be,
in theory, a circular area.

The sensing paradigm is relevant when computing coverage optimization, sensing redundancy, data
compression and localization. Neighbor sensors with omnidirectional sensing areas are likely to retrieve
equivalent information, potentially leading to a relation of redundancy. As redundant information may
also be exploited for compression and data merging, audio transmission in wireless sensor networks
may benefit from the way audio is sensed from the monitored field. Moreover, depending on the net-
work deployment density, transmission errors may be compensated by concurrent transmissions from
redundant nodes.

Visual Data Sensing

Camera-enabled sensors retrieve still images or video streams from the monitored field following a di-
rectional sensing model. The embedded camera will have a viewing angle, an orientation and a depth of
view (Costa & Guedes, 2010), which will define a sector-like area referred as the Field of View (FoV).
Thus, visual sensors define a directional sensing of the monitored field, but they communicate according
to an omnidirectional communication range.

In practical means, visual sensors will have a unique perception of the deployment area, and two
neighbor sensors are likely to retrieve different information. This characteristic changes the perception
of sensing vicinity and redundancy, impacting coding, compression and coverage mechanisms. More-
over, the uniqueness of visual sensing makes error resilience a required service, especially when visual
sensors are retrieving information from critical monitoring areas.

Data Retrieving

Besides the sensing principles of multimedia data, the application monitoring requirements may also
guide the way multimedia will be transmitted in wireless sensor networks. Generally, such monitoring
requirements will be associated to characteristics of the deployed sensors and of the monitored field,
besides expected uses of the retrieved multimedia data.

While many sensor network applications require passive sensing and reporting, there is a growing
need to support real-time streaming. If retrieved information will be used to trigger some action, as
for example in an intrusion detection system or in industrial control, multimedia data should reach the
network sink as soon as possible, in order to not compromise the effectiveness of the multimedia sensor
network. Such applications typically require relatively high bandwidth utilization and impose severe
constraints on transmission latency.
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Some applications may define a maximal acceptable latency for multimedia data, but such latency
may vary according to the type of the sensed data. Zhang et al. (2008) propose a mechanism for mul-
tipath routing exploiting the relevance of the encoded data for efficient path selection regarding the
end-to-end communication delay of transmission paths. In that work, the source stream is split into
visual data and audio substreams, giving to each resulting substream a particular priority according to
the current monitoring being performed. In other words, the application will have different requirements
for transmission latency according to the nature of the retrieved data. For example, in fire monitoring,
visual information is more relevant for the application and the audio stream could be transmitted over
transmission paths with higher average end-to-end delay (worst paths). Real-time requirements can also
be defined concerning scalar data and the network should try to address the transmission requirements
in order to keep the monitoring quality in an expected level. In a different perspective, real-time require-
ments may be set for any source nodes, regardless of the type of sensed data (Costa & Guedes, 2013).

Real-time delivery is not only related to transmissions through paths with lower average end-to-end
delay, but also to the processing parameters in intermediate nodes. Sensor nodes may implement some
QoS policy when relaying packets, providing faster transmission for high-relevant data. This will be
usually performed employing prioritized transmission queues. When facing congestion, such QoS-based
queues would be also useful to preserve real-time requirements.

However, for some wireless multimedia sensor networks, real-time transmissions may not be required.
For example, some applications may retrieve multimedia data for storage or offline processing. Typi-
cally, such applications will be most concerned with energy-efficiency for network lifetime prolonging.

Besides timeliness, the way sensed data is retrieved will directly impact multimedia transmissions.
Multimedia sensors may be idle for long periods of time, but they may suddenly start transmission of
sensed data when they are requested. Such a behavior can be also expected when an event occurs or
when sensors are scheduled for periodic transmission bursts. These three data retrieving paradigms are
shortly described as follows:

e  Query-Based: The sink may request data transmission from source nodes at any time during the
network lifetime, and the requested sources will strive to attend the solicitation. For that, some
specialized query message should be transmitted to some or all source nodes, requesting data
transmission. Of course, query-based transmission may cause congestion in relaying nodes when
the transmission rate of source nodes suddenly increases.

e  Triggered-Based: Multimedia transmissions may be triggered by the occurrence of some rel-
evant event, as fire, an accident or unauthorized penetration into a monitored area. Typically, only
source nodes that can sense regions affected by the event will start transmission (or increase cur-
rent transmission rate), but applications may define any monitoring behavior.

e  Clock-Based: Sensor nodes may be configured for periodic transmission of multimedia data. For
example, some nodes may be scheduled to transmit one image snapshot every second, continu-
ously. In a different way, such schedule may indicate periods of time for transmission of sensed
data, interleaved by idle intervals.

All these three paradigms may also impose different demands for real-time transmission, according

to the application monitoring requirements. In fact, low transmission latency and jitter may be required
for any type of data retrieving paradigm, and even triggered-based transmissions may be performed
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without time constraints, in the case a fast response is not required for the monitoring application. Once
again, definitions concerning the expected transmission service must always consider the particularities
of each monitoring and control application, in order to achieve higher transmission efficiency.

MULTIMEDIA CODING

Wireless multimedia sensor networks may be employed to retrieve any combination of audio, still im-
ages, video streams and scalar data from an area of interest. Specialized source nodes may be deployed
to retrieve a particular type of data or multipurpose sensor nodes equipped with a low-power camera and
a microphone may be employed, resulting in different configurations of homogeneous or heterogeneous
networks. Whatever the case, when multimedia information is sensed from the monitored field, the way
audio, image and video will be encoded and compressed will impact the transmission rate, the energy
consumption and packet relaying over sensor nodes.

Sensed multimedia data have to be digitalized and packetized before transmission through the network.
When received at the destination, the media is converted back to its analog form, preferably as close
as possible to the original media. This coding process is performed by specialized multimedia codecs.

Different media types require different codecs, which will exploit the particularities of the media to
achieve more efficient data compression. As sensor nodes are resource-constrained and battery-operated,
the employed codec should not be complex enough to drain the processing, memory and energy resources
of source nodes. On the other hand, high compression efficiency will reduce the amount of information
to be delivery over relaying sensors, potentially reducing energy consumption for data transmission.
However, higher compression efficiency requires higher computational power. This tradeoff should
be properly handled in wireless multimedia sensor networks, according to the expected transmission
throughput, error resilience, end-to-end delay, energy consumption and quality of reconstructed media
at the destination.

In general words, multimedia codecs employed in traditional Internet-based networks should be used
carefully in wireless sensor networks, since they are not designed for energy efficiency. In fact, there
are three main design issues that should be considered when employing multimedia codecs in sensor
networks, as follows:

e  High Compression: Uncompressed raw multimedia data requires high transmission bandwidth.
As energy efficiency will be a major concern in most cases, lossy or lossless compression should
be applied over sensed data.

e  Error Resilience: Wireless links are error-prone, especially in noisy environments. The employed
coding technique should provide some error resilience, improving the attainable quality of trans-
mitted multimedia data.

e  Low Complexity: Multimedia encoding is performed by source nodes, optionally using some
additional sensors to share the processing burden. However, sensors are expected to be resource-
constrained. High-complex codecs may demand excessive energy consumption or be even pro-
hibitive. Thus, such codecs should be avoided, even if they achieve high compression rates.

For many codecs, processing will be done at the origins, what may rapidly deplete the resources of
source nodes. As an alternative, multimedia data may be encoded in a distributed way, employing many
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nodes to process an amount of information. An example of how distributed visual data compression
may be exploited in wireless sensor networks is described in (Wu & Abouzeid, 2005). That work argues
that individual nodes may not have sufficient computational power for source encoding of all collected
visual data, especially for large images, turning in-network image compression potentially advantageous.
And even if source nodes can satisfactorily handle image compression, distributed in-network process-
ing may provide fairer energy consumption when exploiting idle nodes. Nevertheless, when all or part
of raw multimedia data is compressed by nodes other than the source, specialized protocols have to be
employed to deliver the tasks among the nodes and coordinate the distributed compression.

Another strategy to reduce energy consumption is shifting the processing burden to the destination
(sink), which is expected to be resource-full. In the Distributed Video Coding (DVC) technique, the en-
coders are less complex than the decoders. The main idea of codecs based on distributed video coding
is to consider the source statistics at the decoder, exploiting spatiotemporal information in data retrieved
by multimedia sensors (Aaron ef al., 2004).

Each type of media will require different coding strategies. For example, images may be encoded using
progressive or wavelet-based algorithms, while many popular video codecs are based on predictive coding
to achieve compression exploiting the motion nature of video streams. For audio coding, the monitoring
requirements will indicate what type of audio should be retrieved, since some relevant noises may be
outside the frequency that can be discerned by humans (and considered by voice codecs). In such way,
codecs for VoIP applications may be not effective for some audio monitoring, unless properly adjusted.

Table 2 lists some of the most popular multimedia codecs that can be employed in wireless multi-
media sensor networks.

Besides the employed codec, some coding parameters will also affect multimedia transmission in
WSN. Still images may be colored or grayscale, where a pixel may be typically represented by 1, 2,
3, 4 or 8 bytes. Transmission of 64-bit colored images will usually demand much more communica-
tion bandwidth and energy than transmission of 8-bit grayscale images. Moreover, visual data may be
represented in different resolutions, where images or videos will be typically small due to the resource-
constrained nature of wireless sensor networks. Table 3 presents some common formats for images and
videos in WSN, that are variations of CIF (Common Intermediate Format) and VGA (Video Graphics
Array) resolutions.

Table 2. Some popular multimedia codecs

Codec Media Short Description

JPEG Image Codec exploiting Discrete Cosine Transform (DCT) for efficient lossy compression.

JPEG2000 Image Codec exploiting Discrete Wavelet Transform (DWT) for more efficient lossy
compression.

H.263 Video Video transmission for low-bit rate networks.

H.264 Video Codec very suitable for video streaming, supporting low-bit rate transmission and better
error resilience.

G.711 Audio Uncompressed voice codec for high-quality audio transmission

G.726 Audio Audio codec for digital telephony with acceptable high quality at low transmission rate.
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Table 3. Common resolutions for image and video in WSN

Format Resolution (Pixels)
SQCIF 128 x 96
QQVGA 160 x 120
QCIF 176 x 144
SCIF 256 x 192
QVGA 320 x 240
CIF 352 x 288
VGA 640 x 480
4CIF 704 x 576

16CIF 1408 x 1152

When streaming video, another relevant coding parameter is the number of frames per second (fps).
Higher video quality will be typically achieved for higher values of fps, but more packets will be transmit-
ted over the network when more frames per second are used to encode video. A reasonable value for fps
can be borrowed from videoconference systems in Internet, where 15fps is the minimal recommended
value for video streaming. However, visual monitoring by sensor networks may have different require-
ments of video quality, due to the limitations of multimedia transmissions in WSN.

In short, the desired quality of received data by the sink will vary according to the monitoring ap-
plications, but it is reasonable to conceive that many applications will only need low-quality versions
of audio, image and video, especially when sensed multimedia data is used only to complement scalar
information.

TRANSMISSION PROTOCOLS FOR WIRELESS
MULTIMEDIA SENSOR NETWORKS

Transmitting multimedia data in WSN is indeed a challenging task, either due to the large amount of
data to be transmitted or due to the real-time nature of some multimedia monitoring applications. Nodes
are resource-constrained, imposing demands for energy-efficiency and limiting the use of complex al-
gorithms. Therefore, when designing protocols for wireless multimedia sensor networks, there are some
principles that must be properly considered, guiding the development of MAC, routing and transport
layer protocols.

MAC Protocols

Wireless multimedia transmissions may demand high bandwidth and low latency, which may be accom-
plished employing appropriate MAC protocols. The natural solution for wireless sensor networks was to
use IEEE 802.11 protocol to provide MAC services, especially due to its high transmission rate. In fact,
802.11 standard is suitable for multimedia transmissions, but it is not designed for energy efficiency.
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In such way, it is expected that modern wireless sensor nodes will communicate employing protocols
whose major concern is energy preservation.

Energy saving is usually achieved alternating active and inactive periods of transmission. A sensor
node will periodically sleep to reduce energy consumption, waking up for packet transmission and recep-
tion. This behavior is required because energy is consumed even when sensors are in an idle listening
state. Of course, such procedure will reduce the network throughput, potentially impacting multimedia
transmissions. Protocols as IEEE 802.15.4 (Baronti et al., 2007) and T-MAC (Dam & Langendoen, 2003)
define dynamic sleeping periods for wireless sensor networks, but they have no special concern for mul-
timedia content. When images and other multimedia data have to be transmitted using commercial sensor
motes, a big challenge is then to adapt the reduced communication bandwidth (IEEE 802.15.4 supports
a maximum transmission rate of 250 kbps) to the transmission requirements of multimedia sensing.

When multimedia transmissions became a design challenge for wireless sensor networks, MAC
protocols were extended to copy with the new presented requirements. For example, IEEE 802.15.4
standard defines a TDMA GTS (Guaranteed Time Slot) for fast transmission without previous request
for transmission slots. For multimedia transmissions, these slots could be exploited to assure some level
of real-time data delivery and there are some investigation works that propose extensions on GTS for
higher throughput (Koubaa et al., 2008).

Routing

There are many issues related to packet relaying and routing in wireless sensor networks that may
particularly affect multimedia transmissions. Source nodes will transmit packets through single or
multiple multihop paths toward the sink. A relevant issue for multimedia transmission is to select the
best transmission paths, concerning throughput and latency. In general, there are two different types
of transmission paths available for WMSN. First, one intermediate node may belong to more than one
path, depending on the nodes position after deployment and the available paths discovered by the routing
protocol. In such case, nodes will process traffic from more than one source, composing braided-paths.
A different approach is to model node-disjoint paths, where intermediate nodes will be dedicated to a
specific traffic. Some specialized protocols are used to define transmission paths, following different
approaches (Abazeed ef al., 2013). And each of these paths will have different impacts on multimedia
delivery in sensor networks.

For multimedia transmissions, multiple node-disjoint paths are a reasonable option to achieve high
throughput in wireless sensor networks. In (Zhang et al., 2008), the proposed algorithm finds the best
paths for multimedia streaming in WSN, considering a set of available node-disjoint paths, where the best
paths are those with lower end-to-end transmission delay. Doing so, efficient load balancing is performed
to increase the attainable transmission bandwidth. In a different way, when employing braided-paths,
prioritizations algorithms may be used to guarantee efficient multimedia transmissions, acting in relay-
ing nodes that receive traffic from more than one source node.

In this context, a very relevant issue is packet prioritization. In short, prioritization approaches may
be based on local or global QoS. In local QoS, the relevance is valid for a limited scope. For example,
some parts of encoded multimedia data may have higher relevance for the reconstruction process, as in
DWT-based images. When regarding global QoS, however, the defined levels of relevance have signifi-
cance that is valid for the network as a whole, as for example when sensors are differentiated by their
potentials to retrieve significant data for the monitoring functions of the considered application (Costa &
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Guedes, 2013). Whatever the case, the QoS of transmitted packets may be considered in relaying queues
of intermediate nodes, for prioritized transmissions. Such a prioritization would then benefit transmis-
sions with time constraints or even avoid congestion and subsequent packet dropping.

Transport Protocols

In a different way of transport protocols in Internet, transport protocols for wireless multimedia sensor
networks must be designed for energy-efficiency and, optionally, for error-resilient transmissions with
low delay and jitter. Moreover, well defined concepts as end-to-end transport-layer communication
should be revised in order to achieve higher efficiency. Transport protocols in WSN may operate in a
hop-by-hop basis, where intermediate nodes can process packets during transmission.

Transport protocols for wireless multimedia sensor networks are mainly designed to support con-
gestion control, loss recovery or both services, according to the applications monitoring requirements.
Congestion control may be performed only on congested nodes or over an entire communication path
to face the cause of congestion or even to relieve congested nodes dropping excessive packets. In some
cases, the dropping policy may regard the relevance of data packets, firstly choosing to discard lower
relevant packets. Furthermore, loss recovery by transport protocols may be available to compensate
packet losses during transmissions. In short, transport protocols may retransmit corrupted packets, may
send redundant duplicated packets or employ correction codes.

When intermediate nodes or wireless links get congested, multimedia communications may experi-
ence packet dropping, transmission delay and energy depletion. In WSN context, congestion mitigation
may be classified in three categories (Costa & Guedes, 2012): (1) Rate adjustment, (2) load distribution
and (3) congestion avoidance. In rate adjustment, the transport protocol tries to reduce the current trans-
mission rate in order to relieve congested nodes or the communication path(s), probably reestablishing
the original rate after congestion. In a different way, the load distribution approach may increase the
transmission rate over paths that are not congested, decreasing the load at congested path(s). At last,
congestion avoidance strategies try to anticipate a congestion situation, changing the current transmis-
sion configuration. A practical way to predict or detect congestion is checking the relaying queue of
intermediate nodes (Yaghmaee & Adjeroh, 2008).

Typically, packets are dropped when the network faces congestion, when bit-errors occur during packet
transmission over wireless links or when intermediate nodes fail or run out of energy. After loss detec-
tion, error recovery may be employed through retransmission, redundancy or correction codes. When
packets are dropped, the sink or intermediate nodes can request the retransmission of the packets carrying
the lost data, in an end-to-end or hop-by-hop fashion. In WSN, hop-by-hop retransmissions may reduce
energy consumption avoiding undesired transmissions through some multihop links. In a different way,
redundancy will add information in advance, either into data packets (as an additional header) or creating
replicated packets. Replicated packets increase the probability of successful packet reception, but they also
increase energy consumption (Naderi ef al., 2012). When redundancy is implemented adding informa-
tion into data packets, correction codes are employed in different levels of complexity, where corrupted
packets may be recovered processing the codes (employing, for example, Reed-Solomon algorithms).

Camera-enabled sensors are likely to have a unique view of the monitored field, turning error recovery
into a desired service in order to preserve sensed information. Moreover, motion compensated video
coding is especially sensitive to loss because of temporal error propagation. Thus, visual monitoring
will be usually more concerned with error recovery than audio streaming in wireless sensor networks,
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since neighbor audio nodes may often retrieve equivalent information and many audio codecs provide
some error resilience.

Whatever are the provided services, transport protocols for multimedia transmissions in wireless sen-
sor networks will have to deal with the stringent requirements of multimedia monitoring applications,
along with the resource-constrained nature of sensor nodes.

MULTIMEDIA-BASED OPTIMIZATIONS

Multimedia data sensed by source nodes have to be digitalized and transmitted to the sink over one or
more multihop transmission paths. The energy and processing constraints of the sensor nodes, as well
as the nature of the wireless links that interconnect them, restrict the attainable bandwidth of the com-
munication path(s) and impose a considerable packet loss rate. Hence, in wireless multimedia sensor
networks, it is crucial to optimize communications in order to minimize energy consumption and to
maintain an acceptable quality for the application.

An efficient way to optimize multimedia transmissions in WSN is to exploit the characteristics of
multimedia coding techniques. When following a cross-layer design, such characteristics may alter
the operation in transport, networking, MAC and physical layers, influencing procedures for conges-
tion control, error recovery, multipath selection and energy preservation. In short, protocols following
cross-layer design disrupt the concept of modularized layers, which reduce the overhead and optimize
the jointly design of network protocols (Costa & Guedes, 2011).

Multimedia coding techniques are used to compress the original data, reducing the required transmis-
sion rate. In spite of that, some characteristics of multimedia coding may be exploited to optimize the
network operation. As an example, DWT coding technique defines different relevancies for the encoded
data, since original images are decomposed into separate subbands. As these subbands have different
importance for reconstruction of original images, packets may be prioritized according to their payload.

In fact, the expected optimizations may be performed in source nodes or over intermediate nodes of
transmission paths. In source nodes, for example, more relevant data may be transmitted through the
best transmission paths, while low relevant data may be silently discarded in source nodes when network
faces congestion. On the other hand, in-network optimizations may be concerned with packet relaying,
assuring higher priority to most relevant packets.

Table 4 presents some common multimedia-based optimization approaches.

Table 4. Some common multimedia-based optimizations

Optimization Approach Example

Transmission rate adjustment When necessary, source nodes may avoid transmitting packets containing less relevant encoded
data, decreasing the current transmission rate.

Congestion control Less relevant packets may be discarded in congested queues, reducing the negative impact in the
perceptual quality of the received media.

Error recovery A correction code can be employed to protect only the most relevant parts of the encoded data.

Differentiated MAC transmission Based on the relevance of multimedia data after encoding, MAC protocols may provide a
differentiated treatment in terms of reliability and channel access.

Multipath routing Prioritized packets can be routed through the best paths or the multipath routing facility may be

used to transmit redundant high-relevant packets to protect them from errors during transmission.
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Wireless multimedia sensor networks are strongly influenced by the adopted coding technique. The
source transmission rate, the energy consumption over transmission path and the error resilience of the
communication depend on the way multimedia data is encoded and decoded. In fact, audio, images and
video streams have different coding characteristics. Hence, multimedia-based optimizations must properly
consider the particularities of the employed media, in order to attain higher efficiency.

Although some quality loss may be experienced in multimedia-based optimizations, when lower-
relevant information is not of much concern, data retrieving is somehow improved, enhancing the overall
efficiency of multimedia transmissions.

Audio Optimizations

Audio typically represents human voice or some noise relevant for the application, with transmission
rates usually lower than 64 kbps. When applications are only concerned to human speech, typical VolP
codecs can be borrowed to process audio data. However, some relevant noises may be outside the fre-
quency range that can be heard by humans, requiring proper audio codecs. Whatever the case, there are
some particularities of the coding process that can benefit multimedia transmissions.

Audio sensors may be continuously transmitting audio data sensed from the monitored field. In this
context, even silent periods may be transmitted, consuming energy resources of the network. For some
applications, however, some silent periods and “comfort” noises may be spared and source sensors or
intermediate nodes may choose to discard packets containing this type of information.

Other relevant issue is loss compensation. Some algorithms for VoIP applications allow parts of
reconstructed audio at destination to be recovery from some packet losses, employing interpolation
techniques over successfully received data. In the wireless sensor network context, such algorithms could
allow low or moderate packet discarding at source nodes to reduce energy consumption, at the cost of
some quality loss that can be tolerable by some monitoring applications.

Image Optimizations

Images are snapshots retrieved by camera-enabled sensors. Typically, image transmissions require less
bandwidth than video streaming, but it still requires proper treating especially when dealing with error
resilience and real-time delivery. Monitoring applications designed for snapshot retrieving may impose
different demands for image quality, which may range from highly-compressed SQCIF grayscale images
to high-quality large colored images. Moreover, some applications may be designed to sense infrared or
ultraviolet images, with specific visual coding requirements.

Mostimage encoding algorithms for WSN will be classified in progressive or wavelet-based categories
(Costa & Guedes, 2011). In the first case, images are compressed through multiple scans with progres-
sively increasing details. The first scan shows the image at the equivalent of a very low quality setting,
and following scans gradually improve the quality. Progressive coding based on DCT can reduce spatial
(among neighboring pixels) and spectral (among different color planes) redundancy, decreasing the
amount of bits to be transmitted over the network. On the other hand, wavelet-based image compression
employs DWT and involves two-dimensional wavelet decomposition of the original image, generating
low and high frequency subbands.
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When defining image-based optimizations, characteristics of the coding technique can be exploited
to generate data with different levels of relevance. For progressive coding, source nodes may transmit
only low quality scans, in order to save energy. For wavelet-based images, the separate subbands may
be exploited to define different transmission priorities. Whatever the case, most relevant data for the
reconstruction of the original image must to be always preserved over lower relevant data.

Other possibility for image-based optimizations is exploiting the content of gathered images, instead
the coding characteristics. In (Cheng & Shang, 2007) the most relevant parts of image snapshots receive
high-quality encoding, since they are most relevant for the application. The remaining parts (e.g. back-
ground details) are then encoded with huge compression (e.g. 100:1), reducing the overall size of the
encoded image. At the destination, all parts of the same image are reassembled, resulting in different
visual qualities of regions of the same image. Doing so, the reconstructed image is suitable for the ap-
plication requirements and energy is saved when fewer data packets are transmitted, enhancing efficiency
when compared with transmissions of images with uniform high-quality compression.

Video Optimizations

Video streaming in sensor networks is resource-demanding by nature. Actually, the same constraints in
terms of delay and quality considered for image transmissions may apply for video streaming, with ad-
dition of some extremely relevant characteristics, as high bandwidth demand. In this context, efficient
video compression is highly desired, but processing, memory and energy constraints of visual source
nodes will generally forbid the use of complex coding algorithms.

The coding process of raw video may follow different approaches, achieving high or low compression.
A usual approach is to consider information of the scene, such as motion and variation of luminosity,
for higher compression. Most Internet video codecs are based on predictive coding and it is natural to
try to adapt such codecs to video streaming in wireless sensor networks. Those codecs exploit the data
statistics to reduce the transmission rate, performing intra-frame and inter-frame coding. In fact, video-
based optimizations in WSN have considered predictive encoding because the inner characteristics of
such codecs are very propitious for cross-layer optimizations.

In (Politis et al., 2008) it is proposed a multipath predictive-encoded video transmission in wire-
less sensor networks. The proposed approach discards less relevant frames (containing complementary
details) in order to decrease the source transmission rate, dynamically adjusting the transmission flow
when the attainable bandwidth is insufficient. Other optimization approaches that have been proposed in
the last years also employed predictive coding when relaying and recovering video data packets (Costa
& Guedes, 2011), where error recovery, congestion control and security have been optimized following
different approaches.

Optimizations on video streaming may be also performed considering the relevance of retrieved in-
formation. For example, in an intrusion detection system, no data may be transmitted in the absence of
a relevant event, significantly saving energy. Following the same perspective, optimizations may define
different levels of quality for segments of the transmitted videos, employing different number of frames
per second or color schemes. A typical optimization could start high-quality video streaming only on
the occurrence of relevant events or on scheduled time.
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ADAPTIVE MULTIMEDIA TRANSMISSIONS

The overall performance of wireless multimedia sensor networks can be considerably enhanced when
some network optimization solutions are employed, addressing issues as energy efficiency, reliability and
delay-aware data transmission. Although many optimizations are based on characteristics of multimedia
coding, the performed optimization has only significance for the source stream. In a different way, some
optimization approaches will be concerned with a group of sensors and their transmission behaviors,
which may adapt to the current monitoring context.

Multimedia sensing may have different monitoring contexts along the time, which may be reflected
in different levels of global QoS. In other words, sometimes it does not matter the way multimedia data
is encoded, but the significance of the sensed data for the application. For example, source nodes may
have different sensing relevancies, or they may be assigned to different relevance levels in the occur-
rence of critical events. Sensing coverage may also be optimized to achieve equivalent monitoring with
fewer active sources. In all these cases, the way multimedia is sensed and transmitted is considerable
changed, whatever is the employed codec.

The potential of source nodes to retrieve relevant data may be exploited as an innovative parameter
of global QoS. And such potential is a direct function of the expected targets to be monitored, instead of
only the deployed network characteristics, resulting in a new paradigm for prioritization (Costa & Guedes,
2013). Doing so, packets from different source nodes may have different priorities for the network, since
data from the most significant source nodes are more important for the application quality. For example,
in industrial control applications, multimedia sensors that gather information from critical areas, even in
normal operation, are more relevant and should receive prioritized treatment by the network.

Frequently, a critical situation needs to be monitored with higher visual quality and the retrieved in-
formation needs to be delivered with lower end-to-end delay than usual transmission. In the occurrence
of a critical event, as a bomb explosion, multimedia sensors that retrieve data from the area of interest
must be quickly assigned to a higher relevance level. In the network perspective, there will be part of the
network that is retrieving more relevant data or that is transmitting with stringent requirements for high
bandwidth and low latency. In such way, the network as a whole should try to assure enough resources
for the most relevant information, whatever are the data types or employed codecs.

Besides sensing relevance, the optimal configuration of multimedia sensors may result in monitoring
of equivalent information for the application. This may be common in wireless visual sensor networks,
where source nodes gather information following a directional sensing model. In this scenario, the use
of optimal orientations may select a small group of visual sensors that still can view the same targets
originally viewed by the initial sensors. For example, different optimization algorithms are proposed in
(Ai & Abouzeid, 2006), aiming at the computation of the initial orientations of visual sensors in order
to cover as many targets as possible, activating the minimum number of sensors. Doing so, fewer data
packets will be transmitted over the network, potentially reducing energy consumption and assuring
higher throughput and lower delay.

Data compression is often desired in multimedia transmissions, but the expected benefits are more
evident for resource-constrained networks. In short, compression is aimed at finding the most concise
representation of an original signal, which still has an acceptable quality level. In general, multimedia
algorithms that achieve high compression are complex and may demand considerable energy of source
nodes. Moreover, some codecs do not provide error resilience, which may be particularly prejudicial for
wireless multimedia sensor networks. As an alternative to traditional methods, compressed sensing is a
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new paradigm that allows monitoring with fewer measurements than traditional methods (Pudlewski &
Melodia, 2010). The idea is to sense data in a compressed form, instead of sensing data in a high rate
and then compressing the sampled data. For wireless multimedia sensor networks, compressed sensing
allows the development of low-complex video and image codecs. Besides energy saving when fewer data
packets are transmitted, compressed sensing has an inherent resiliency to link errors, due to unstructured
visual data representation.

Although bringing different results, the discussed approaches are good examples of how multimedia
monitoring may adapt to different monitoring contexts. The same network may even apply different
monitoring paradigms for different areas of interest and for different source sensors. The response to
critical events, the sensors meanings and compression approaches should be considered as dynamic
characteristics of the network, which need to adapt to different monitoring contexts and sensors con-
figurations to achieve higher efficiency.

FUTURE RESEARCH DIRECTIONS

Multimedia transmissions in wireless sensor networks still present many challenges that will foster the
development of new solution and optimization approaches. There are many relevant topics that will guide
future researches in this area, comprising relevant issues as energy-efficiency, real-time transmission,
security, error resilience, mobility and availability.

Many cross-layer optimization approaches exploiting characteristics of multimedia coding have
been proposed in the last years. In this context, the way multimedia coding techniques evolve may
impact optimizations in WMSN. With new codecs being developed, bringing different results in terms
of computational complexity, data compression and error resilience, new options will be available for
multimedia transmissions. And some coding techniques may be more suitable for resource-constrained
sensor networks.

As energy efficiency should remain a major concern for the upcoming years, multimedia-based al-
gorithms in wireless sensor networks should be designed to reduce energy consumption while achieving
the desired optimization.

Multimedia sensors may be embedded in mobile nodes. Sensors mobility may allow a large variety
of innovative monitoring applications where multimedia sensing will adapt to different scenarios. If
sensors are embedded in robots, drones or cars, optimized algorithms should be employed to dynamic
positioning of multimedia sensors. In a different perspective, new algorithms should be developed to
adapt the network topology and routing algorithms when mobile source sensors are deployed. For ex-
ample, if low-power cameras are embedded in glasses, and people wearing those glasses are passing by
in random directions, the sensor network should adapt to efficiently retrieve the desired information.

Other relevant research issue is sink mobility. As multimedia sensors may gather a lot of informa-
tion, a mobile sink might move over the monitored field retrieving sensed data. If transmissions happen
only when the sink is near, energy is saved over the network when avoiding some packet relaying. And
this scenario could be even more complex if multiple mobile sinks are deployed, although the achieved
performance might be significant.

Directional coverage by visual sensors also imposes many challenges that still require proper inves-
tigation. In this context, sensing redundancy should be properly addressed, since redundant nodes could
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be exploited to extend the network lifetime and to reduce data transmissions. In general, if less source
nodes are activated, fewer data packets are transmitted over the network.

Generally, new challenges in transmission rate adjustment, energy preservation, congestion control,
error recovery, multipath transmission and in-network compression should still arise, requiring additional
research in multimedia-based and context-aware optimizations. Some of these challenges may be more
stringent in specific monitoring applications, especially when concerning heterogeneous multimedia
sensor networks.

CONCLUSION

Wireless sensor networks have been one of the main research topics in digital communications. Composed
of many low-cost battery-operated devices with sensing and computing capabilities which cooperatively
communicate in a wireless manner, WSN allowed a variety of innovative applications for sensing in wide,
hostile or even hard access areas, as battlefield surveillance, industrial control, environmental monitor-
ing, rescue operations, home entertainment and pollution detection, among many others. When sensors
are equipped with inexpensive low-resolution CMOS cameras and/or microphones, multimedia data
can be retrieved from the monitored field, allowing a new scope of applications. The resulting wireless
multimedia sensor networks enhance the understanding of the physical world, improving scalar monitor-
ing and control applications and fostering the development of new multimedia-based sensing functions.
In this chapter, we covered the most relevant topics concerning multimedia transmissions in wireless
sensor networks. The main design issues for these communications are discussed, concerning topics as
multimedia monitoring, multimedia coding, QoS, routing, error recovery and congestion control. In fact,
the covered topics are relevant when designing multimedia transmissions in resource-constrained sensor
networks, supporting in planning, deployment, configuration and management of WMSN. Furthermore,
the discussed strategies for optimizations may guide future developments in these networks, significantly
benefiting the use of practical multimedia monitoring applications and new research in this area.
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KEY TERMS AND DEFINITIONS

CIF: A common image resolution often used on videoconference and video streaming systems.
Depth of View: The distance between the nearest and farthest objects that can be sharply viewed.
DCT: Discrete Cosine Transform allows progressive-based image coding.

DVC: A video coding paradigm that shifts complexity to the decoder side.

DWT: Discrete Wavelet Transform allows wavelet-based image coding.

Field of View: The area viewed by a camera-enabled sensor. It has a direction of viewing.

Jitter: Time difference in packet arrival time.

Latency: The overall time for processing and end-to-end transmission. However, it is usually a syn-

onym of transmission delay.

QoS: Quality of Service, indicating the expected quality for some service or application.

Sink: A resource-full node that is the gateway of the network. A WSN may have one or more sinks.
TDMA: A popular modulation scheme where transmission is performed in time slots.
Throughput: A measure of the successful message delivery, associated with the transmission bandwidth.
VGA: A common resolution often used to indicate the visible area of screens.

VoIP: Voice over IP, standing for voice communications in Internet.

Wireless Multimedia Sensor Networks: A network composed of resource-constrained sensors

equipped with a camera or a microphone for multimedia data monitoring.

Wireless Sensor Networks: A network of resource-constrained sensors and optionally actuators.

This research was previously published in Emerging Research on Networked Multimedia Communication Systems edited by
Dimitris Kanellopoulos, pages 230-248, copyright year 2016 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

In this paper, the authors conceive past-blogging as a narrative practice which is based on a specific
media format. The practice can be initially defined as an account of past events developed according
to blogs’ most common characteristic: the reverse chronological order of published posts, in which the
most recent posts appear on top of the page. Past-blogging practices give rise to cultural products de-
veloped in various digital media platforms, especially in journalistic and educational contexts. In order
to understand this phenomenon, the authors conducted an empirical and qualitative analysis of 34 cases
in which content producers narrate past events by reenacting them or telling their history as if they were
happening in the present. The sample — composed by different categories of events, platforms, narrative
strategies, motivations for the content production and participation of audience — demonstrates how
historical events have been represented within digital media.

INTRODUCTION

Media play a significant role when it comes to creating representations of historical events. News com-
panies, radio stations, magazines and online news portals often produce special coverage during celebra-
tion periods, such as anniversaries of relevant historical events. This practice ranges from broadcasting
documentaries, interviewing witnesses and historians to offering interactive features, like newsgames.
In Ebbrecht’s (2007) words: “When history becomes a current event, because of anniversaries or rising

DOI: 10.4018/978-1-5225-3822-6.ch003

Copyright © 2018, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

EBSCChost - printed on 2/9/2023 8:44 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Past-Blogging

public interest in specific historic topics, media has the role of communicating and emphasizing the
importance of remembrance.” (p. 223).

However, there are still practices and media formats that ought to be studied so that an understand-
ing about contemporary representations of historical events can be reached. In this paper', we propose
the study of what has been called “past-blogging”? practices, which will be empirically studied through
specific media formats used by journalists, educators and bloggers in general. We aim to identify the
characteristics associated with the practice of past-blogging, defined here as the act of live blogging
past events, as if they were happening in the present. They are, at the same time, retrospectives and
reenactments of historical events produced in digital media, especially on social networking sites and
journalistic platforms. In other words, producers of historical content blog about the past using digital
communication strategies to compose a narrative in the present. By appropriating the already established
term “live blogging”, which is also related in many ways to the practice we analyze here, we elaborate
on the idea of past-blogging.

The research questions guiding our investigation are: What elements define the practice of past-
blogging? What do these media formats reveal about the way history is represented nowadays in the
context of digital media? In order to address these questions, we have analyzed the content of 34 cases
of past-blogging practices, aiming at identifying common elements among them.

In this paper we first contextualize the perspective from which we describe blogs and social media as
environments where memory practices take place. Then we present the case studies we have undertaken
in order to identify differences, similarities and patterns among past-blogging practices and respective
platforms. Finally, we discuss the results and propose future developments for this research.

PLATFORMS, USES AND PRACTICES

The use of blogs to narrate events is directly linked to its origin as “web” navigation “logs” (Blood,
2000). Since these tools were initially created by hand using html, the most recent entry used to be added
to the top, with all other messages being pushed down the page. That led to the emergence of one of the
most classic features of the blog format: the reverse chronological order (new entries on the top, older
entries on the bottom).

Initially, blogs were used for personal purposes, such as for navigation logs or personal diaries. But
over the time they started to be recognized as a medium for news. Blogs started to be seen as spaces for
news especially during the Iraq War, with warblogs being used to report what was happening on the scene
(Recuero, 2003; Wall, 2005). This use is directly related to historians’ use to blog about contemporary
history and current affairs (Cole, 2011). “Historians addressing current affairs can function journalisti-
cally, doing information-gathering, presenting analysis and synthesizing or aggregating large numbers
of narrow articles” (Cole, 2011, p.669). These digital platforms started to be used because they allowed
for agile, easy and flexible ways of publishing and sharing news and messages. Today one can find
blogs focused on various topics and communities of interest, from cosmetics, fashion and health care
to tourism, education and scientific popularization - just to cite a few examples. We are here concerned
with the appropriation of blogging practices in regard to historical events.

News events are occurrences that take place in the everyday routine that are important and differ-
ent enough to be transformed into news (Rodrigues, 1996). Using a blog-like structure to narrate news
events as they happen is an appropriation of the format, a practice commonly referred as “live blogging”
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(Thorsen, 2013, Thurman & Walters, 2013). Live blogging is employed in the coverage of events that
entail breaking news, like unexpected natural disasters, or scheduled and planned series of messages
about big events, like Oscar and World Cup (See Typology of Live Blogs at Guardian.co.uk in Thurman
& Walters, 2013) or even academic conferences. Historical events are mainly transformed into news
events when their anniversaries are celebrated or when a present event news piece recalls them. When a
new terrorist attack happens, for example, other previous similar events are evoked by the media. Live
blogging platforms are commonly employed to narrate breaking news events, while historical events are
presented in past-blogging practices and respective media formats.

Blogs can be seen as a particular type of format for relaying history. Other formats are possible, such
as books or movies (Lihteenmiki and Virta, 2016), in which history is retold in written discourse or
through live action pictures. Every format has its specificities, allowing for some appropriations as well
as denying others. While films are a popular way of presenting history, it may not be historically accurate,
as some adaptations have to be made to fill in gaps in history. The live blogging format, for instance, has
some specificities, such as the fact that it allows for participation of the public that is accessing the feed,
or needs some adaptation in terms of language and discourse so that history is relayed as something that
is taking place in the present. There are other technical possibilities that enhance the format, such as the
possibility of adding historical photos, or adding links to sources where users can find more information
about the event that is taking place. Temporal differences can also be noted — the movie will take place
on its duration (90 minutes), the novel can be read all at once, but the live feed may take as many days
as it took for the history to unfold (Lahteenméki and Virta, 2016). As Lihteenméiki and Virta (2016,
p-10) state, “different forms of representation can carry out different aspects of representation better than
others (a photo of a landscape seems to offer more to its viewer than a verbal description, for example).”
It is in this sense that we look at past-blogging practices and its respective media formats.

PAST-BLOGGING

Here we are especially interested in the media formats derived from past-blogging practices, which can be
defined as the practice of live blogging past events. Journalists and educators often use these formats in
order to narrate and reenact historical events. History is presented in a compelling way, raising awareness
of the past event in the present historical context. One of the effects to history of such a communicative
practice is the production of “a present past updated through narrative.” (Bonsanto, 2014, p. 8) strategy.
The use of the format also stimulates participation as blogs and other similar tools allow for comments
and other forms of interaction and feedback. Figure 1 shows a systematic view of the concept.

In this research, we regard past-blogging in a much broader sense that goes beyond the blog platform
and also encompasses other tools sharing some of the core characteristics of blog (such as in using a com-
mon feed where posts are delivered in a reverse chronological order). Examples include social network
sites such as Twitter and Facebook. This sense of temporality presented in blogs, as well as in Twitter
timeline, Facebook news feed and live blogging platforms used by news portals, seems to work well when
it comes to the retrospective representation of historical events. The content presented in past-blogging
practices follows the order and time in which important moments of historical events took place. This
gives a sense of synchronicity and accuracy to the proposed narratives, especially to reenactments.

Past-blogging can be also described as modes of narrating the past that are ascribed in the affective
turn of the field of history (Agnew, 2009). By narrating the past as if it was happening in the present
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Figure 1. Structure of the concept of past-blogging

Pa St_b |Ogg|n g Defined as an account of past events as if they were happening
in the present.

= Practice

Application of past-blogging practices to the
purpose of specific communicative acts.

Projects/Experiences/Products

= Materialisation

) Digital environment and communicative
Platforms+ Narratives strategies used for creating a compelling
narrative.
= Expression

moment, the normal flow of a Twitter timeline is interrupted, for example. This characteristic challenges
a fundamental issue for the construction of narratives, the context of production and reception of the
account. At the same time, the possibility of “experiencing” a past event through its narration brings his-
tory closer to people, promoting a “‘sympathetic identification with the past” (ibid., p. 302; Collingwood,
2005, p. 189). This can be especially observed in past-blogging practices identified as reenactments of
historical events. In such cases, one can often see the simulation of characters’ performances, and the
description of historical sites and situations. According to Agnew (2009 p. 300), media products that use
reenactments as a communicative strategy share a “concern with personal experience, social relations
and everyday life, and with conjectural and provisional interpretations of the past”. Bonsanto (2014)
has specifically studied the narrative effects produced through the past-blogging practice performed
by Folha de Sao Paulo in 2014. His discussion about the sense of topicality of past events produced by
journalistic accounts sheds light on important implications of past-blogging practices for those experi-
encing such a narrative.

Turning the past into something more gripping does not rely just on news. Social actors working
in educational sectors, especially history teachers, have been struggling for getting and keeping their
students’ attention:

The stories of the past presented in media, especially on television, are far more visceral than those
presented in the classroom. Further, whereas the classroom teaches history with careful attention to
objectively presented facts, the media may encourage the personal and emotional connections with the
past that are associated with collective memory. (Edy, 1999, p. 72)
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In a very mediatized and immersive context, the alternative pointed out by several scholars and teach-
ers (Kansteiner, 2006; Naujoks, 2014) seems to be the incorporation of such media into educational
environments. These uses of the past (Ricoeur, 2004) for educational and journalistic purposes (Edy,
1999, p. 83) are also part of the past-blogging phenomena. Since these practices are part of a “process of
the present appropriation of history” (Ebrecht, 2007, p. 222), it turns out to be necessary to understand
how they are produced and what are the elements constituting them.

A similar reflection about the appropriation of digital technologies for the production of historical
accounts has been undertaken by Lihteenméki and Virta (2016). This case study on the past-blogging
product about Finish Winter War?, produced by YLE — Finland’s national public service broadcasting
company —, confirms and complements various aspects presented in the overview we aim at providing.
The authors refer to the phenomena as “relaying history: transporting portrayals of past events to the
present time and format of social media to highlight and elevate their significance in Finnish history
and encourage others to use the platform for similar purposes.” (p. 5). Through the project @Sota39
(@WinterWar1939, the twin project in English), the paper analyses the “Twitterification of history” (p.
19), and covers a wide range of implications the use of digital media — in this case, Twitter — brings to
the work of historians. Besides that, a deep look into interactions between audience and professional
content producers is also taken. The complementariness of that study and ours lays on the fact that both
problematize the same phenomenon from slightly different perspectives. While Liahteenmiki and Virta
(2016) draw focus to the consequences of writing historical accounts through a different/new technology,
we intend to examine how this narrative genre intervenes in the very act of producing digital content itself.
This distinction becomes clear if one looks at the nomenclatures chosen in both studies: past-blogging on
the one hand and “relaying history” on the other. Of course these are two sides of the same coin, since
“history is a term that means both what happened in the past and the varied practices of representing
that past, media are historical at several different levels.” (Gitelman, 2006, p.5) Together they provide a
full contribution for internet studies and history scholarship.

Hence, what we propose here is an overview that covers a range of examples, their form, and produc-
tion process. A look into news reports about past-blogging experiences reveals that some characteristics
are common between them. For instance, in terms of preparation, they usually demand a lot of time, a
combination of sources, and the elaboration of posts in advance, so they can be posted exactly at the
time/day intended (Bradshaw, 2015; Fleegel, 2015; Sawers, 2011). Some coverages even used tools to
schedule posts for a specific time or date (Fleegel, 2015; Sawers, 2011). In terms of tone and language
used, the most successful cases relied on retelling the story through a specific (Long, 2012) point of
view, based on historical facts.

Current linguistic marks or new interpretations are also added to the narrative, as if the past events
were taking place as present time Twitter breaking news (Rogers, 2013). The purpose is usually to il-
lustrate to people how things worked out as they took place (Crymble, 2010; Sawers, 2011). The topics
of these past-blogging practices are mostly major historical events, approached when they complete a
new milestone (such as when they are celebrating 10, 20, 50 years, and so on), which inspire massive
commemorations and moments of reflection. The participation of the public can help enhancing the
narrative as they give suggestions in terms of sources and content (Bradshaw, 2015; Schuessler, 2011),
as well as provide feedback (Bryant, 2011) and help giving visibility (Fleegel, 2015) to the content
produced, by sharing and commenting on it.
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METHODS

Previous exploratory observations indicated that several journalist and educational past-blogging prac-
tices were taking place on the Web. In order to construct a representative sample of cases to be analyzed,
we used Google search engine and looked for results including the keywords history, reenactment, live
tweeting, live blogging and retrospective. The combination of these terms directed us to blog posts,
news reports and even podcasts* in which past-blogging practices were discussed. By following the
hyperlinks of those search results, we managed to gather 34 different cases of past-blogging practices
within multiple platforms. These methodological procedures proved to be effective and allowed us to
map enough cases for a qualitative study.

The past-blogging examples we have collected refer to the events listed in Table 1, which presents the
frequency of occurrence of each event, as well as the historical periods they represent and some other

Table 1. List of past-blogging projects analyzed

Event Frequency (#) Purpose Platforms
1847 trek of the Mormon pioneers 1 Educative Twitter
1848 attempt at German unification 1 Educative Twitter
American Revolution 1 Educative Twitter
Battle of Britain 1 Journalistic News portal
Battle of Gettysburg 1 Educative Twitter
Battle of Quebec 1 Educative Blogspot
Battle of Waterloo 1 Journalistic News portal
Brazilian Military Coup 2 Educative/Journalistic Twitter/News portal
Byzantine Empire 1 Educative Twitter
D-day 1 Journalistic News portal
Fall of Berlin Wall 1 Journalistic News portal
First spaceflight to the Moon 1 Educative Twitter
Gallipoli Campaign 1 Educative Twitter
LA Riots 1 Educative Twitter
Parliament Burns in London (1834) 1 Educative Twitter
September 11 2 Journalistic Twitter
Sinking of Titanic 2 Educative/Commercial Twitter
State funeral of Winston Churchill 1 Journalistic News portal
The Cuban Missile Crisis 1 Educative Twitter
The Declaration of the Juliana Republic in . .
Santa Catarina 1 Journalistic Twitter
The exodus 1 Educative Twitter
US Civil War 2 Educative Twitter
World War I 1 Journalistic News portal
World War II 7 Journalistic/Educative Typepad, News Portal, Twitter,

Facebook
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characteristics. These projects materialize past-blogging practices in the sense that they represent specific
examples on how historical reenactments took place in various platforms and for a variety of purposes.

This sample covers 24 different events’ that have had international, national or local repercussion. The
historical periods are also varied, ranging from contemporary events (September 11) to the Ancient and
Middle Ages (Byzantine Empire). In this sense, the timeframes represented seem irregular, considering
that the Fall of the Berlin Wall took one day and the World War II lasted six years. These dissimilarities
point to the flexibility and multiplicity of applications provided by the platforms where past-blogging
practices take place.

After selecting the cases to be analyzed, we identified the main characteristics of each case. We
conducted our empirical observation during the first week of February 2016 (Feb 01-07). For each of
the 34 occurrences, we identified and described the approach used in the product (i.e. minute by minute,
most important actions taken by certain characters), platform (i.e. Twitter, Blog), verb tense used on the
narrative, motivation (reason why the product has been created), identity of the narrator(s) of the story,
participation of the public (how active and engaged they seem to be), and sources used (materials used
for the description of the event).

One of the most significant limitations of this methodological procedure is the selection process.
There is no effective way of finding examples of past-blogging practices in a systematic way, especially
because this is a format that is still being developed. Thus, we had to work with a random sample con-
taining examples in English and Portuguese. In order to contribute to the field and promote the study of
these practices, we have made available a collaborative directory® where multiple cases can be shared
by anyone.

RESULTS

The qualitative analysis of the past-blogging cases provided us with an overview of this practice. As we are
dealing with a media format that has been explored by very few scholars (Bonsanto, 2014; Lahteenmaki
and Virta, 2016) — as far as we are aware now —, we propose a description of its features and elaborate
a comprehensive definition. The results show patterns among the cases studied, as well as trends and
particularities in the narration or reenactment of past events in the present.

Events

Most of the cases represent contemporary historical events. Among them, two events, World War II (7
times) and September 11 (2 times), share similar characteristics, such as the international repercussion.
Their content has also inspired a great amount of cultural and media products, such as films (documen-
taries and fiction) and books (novels, academic, etc.). Past-blogging is a practice that gives rise to a new
format for the mediation of these historical events.

Despite the diversity of events, two main themes embrace them: politics and conflicts with a national
or international background. National events include the Sinking of Titanic (twice), the Military Coup in
Brazil (twice), the Parliament Fire in London (1834), US Civil Wars (twice), the American Revolution,
1848 attempt at German unification, the Battle of Gettysburg, the State funeral of Winston Churchill,
and the Battle of Quebec. Despite the immediate national reference, many of these events have also had
an international impact. At the international level, we can mention the First spaceflight to the Moon,
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D-Day (WWII), Fall of Berlin Wall, and other cases about WWI and WWIL. Finally, the local level was
represented in the Declaration of the Juliana Republic (Santa Catarina, Brazil) and in the LA Riots.
One particular case deals simultaneously with three events: WWI, WWII and Cold War. As said before,
the scale of these events is not watertight, though we adopted these categories for analytical purposes.

Some cases are not based on a recent historical period, but in the middle ages, ancient times or even
in a mythological past. Considering this temporal distance, in some cases, past-blogging producers have
to find alternative sources or narrative strategies for storytelling. That is why certain contents depend
on the imagination and silences along with voices surrounding the past (Salmi, 2011). These aspects
give room to new ways of accounting history: “Could it not also mean seeing the past as a world of pos-
sibilities? Then history would not be a closed entity but would remain open, potential, and a scientific
account of it would have to include a place for the possible as well as the actual.” (Salmi, 2011, p.178).
Taking these statements as premises, we look for evidence to answer the following question: What are
the potentialities of digital media platforms explored by producers of past-blogging narratives?

Platforms

Different features provided by digital media also play a key role in the way narratives are constructed.
Within the analyzed sample, the most common platform is Twitter (21 cases). Some of the past tweeting
practices (a specific type of past-blogging) incorporate features of the platform into the narrative, such
as hashtags, lists grouping various characters represented by different profiles, the use of mentions “@”,
incorporation of pictures, and so on.

News portals also present their own past-blogging formats. In the online version of the British news-
paper The Telegraph, a series of past-blogging narratives (5 cases) have been produced. The journalist
Laurence Dodds has been responsible for editing most of the past-blogging products, including the
Fall of Berlin Wall’, the State funeral of Winston Churchill®, the Battle of Britain’, the D-Day'’, and
the Battle of Waterloo!!. No special layouts have been created, so journalists use the same structure of
a normal article to work on past-blogging narratives. What makes this format special, though, is its
content. Archival material, such as newspapers scans, video reports and pictures that were produced by
The Telegraph in 1989 during the Fall of the Berlin Wall, for example, are integrated to the minute by
minute narrative, a characteristic of digital journalism practices. Similarly, Folha de Sao Paulo —project
that explicitly uses the term past-blogging— has employed the usual “minute by minute” template used
in live news coverage to produce the past-blogging narrative about Brazilian Military Coup'2.

Three cases have been produced within blog platforms. The topics approached by these blogs are
diverse. The website World War II Today'® focus on the account of the War and even the posts’ dates
are replaced with the date of the original event'*. This aspect has not been observed in the other two
examples. The blog Grasping History', on the other hand, presents a special section for its past-blogging
experiment. The scholar J. Bradford Del.ong publishes messages on a daily basis related to what was
happening on the same day in World War 1, 11, post war period or Cold War. The author does not explain
the reason for choosing one or another event each day and this seems to be made randomly. The third
case refers to a series of posts about the Quebec Siege produced in Christopher Moore’s personal blog'¢.
From August to September 2009, Moore narrated day by day the most relevant moments of this event.
These series of posts were identified with the same tag, which allows readers to go back to these specific
texts, including a similar title (Live blogging the Quebec siege + stage of the account).
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Another platform used to this purpose was Facebook. As in other cases, a page dedicated to World
War 11" is updated with daily messages reminding its followers of what was happening in the context of
WWII on the same day. Facebook’s interface also appears on the meme about WWII created by Humor
School®.

The creative appropriation of platforms enriches the analyzed cases. Even those examples based
on existing structures - news portal, Twitter - explore potentialities of digital media and promote new
socio-technical processes for narrating the past.

Narrative Strategies

To understand how these narratives are constructed, we turned to the subjects responsible for conducting
each past-blogging product. In most cases, the narrative is conducted either by omniscient narrators or
by the voice of characters involved in the story, which are represented by different profiles on Twitter,
for example. Fictionalization is one of the strategies applied to the narratives. In the case of the US
Civil War®, for example, the narrator is a fictional journalist who was able to report the event as it was
happening. On the other hand, professor and journalist Jeff Jarvis used his personal Twitter account® to
tell his own witnessing experience on September 11, 2001 in New York.

These narrative strategies, together with the “real time” effect promoted by the use of verbs in the pres-
ent tense as well as the synchronicity of past and present events, are supposed to promote an empathetic
and engaging reception of the accounts. In this sense, the excitement and tension experienced by those
who participated in the represented events when they took place are frequently translated into minute-
by-minute narratives (like in @ TitanicRealTime?', the Hijack of the flight of UA93%, 1894 Parliament
Fires in London®, among others). Bonsanto (2014) provides a relevant reflection about the narrative
genre produced by Folha de Sao Paulo in its past-blogging about the 1964 Brazilian Civil-Military Coup.
In his words, past-blogging practices promote a “temporal articulation by updating time through the
narrative” and, as an outcome, opening space for looking at “the past as something new.” (p. 7)

The use of the voice of original characters, which come to life in the form of Twitter profiles, for
example, shows that past-blogging narratives also intend to reenact the past. This has been especially
visible in the projects developed by Twhistory?* initiative. On the reenactment of the sinking of Titanic?,
characters such as Captain Smith (@Capt_Smith) and the telegraphist of the ship Jack Phillips (@J_Phil-
lips1912) interact via tweets and mentions (by using the @username syntax). During this reenactment
the audience could follow the event through a list of tweets especially organized by Twhistory (Jensen
et. al., 2010), where all the actions performed by the characters (each one in a different profile) were
centralized. In another past-blogging experience?®, focused on the minute-by-minute “live tweeting” of
Titanic tragedy, we observed the use of hashtags (#) like #crew, #captain, #BoatNol1, #firstclass and so
on. These two cases show how the same event can be framed through different narrative strategies, even
if the same platform is employed.

Humor is also a category identified in some of the analyzed cases. The entertainment website Col-
lege Humor has creatively proposed the reenactment of the World War II as if it was happening in 2011.
Each country (USA, Russia, and Germany) and some individuals (i.e. Adolph Hitler and Joseph Stalin)
involved in WW II were depicted as Facebook users. In the fictional News Feed, countries exchange
political and bellicose threats in an informal way, imitating language, slangs and behavior characteristic
of many Facebook users. The post on the website has become a well-known meme, which still circulates
within various social media.
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Motivations and Public Engagement

Moreover, the analyzed cases also display information about motivations that inspired scholars, educa-
tors and journalists to create past-blogging experiences. More than half of them have been launched in
commemorative periods, especially the anniversaries of the events. In these periods, events are put on
the public agenda by media (i.e. special reports on magazines, websites, newspapers, TV News, etc) and
other cultural products (books, documentaries, etc). All these aspects contribute to draw the attention
of audiences to those events.

Some past-blogging projects have been produced for more generic reasons, such as the interest of the
author in a certain event. The most exemplar case here is the Twitter Profile “WW2 Tweets from 1944”77,
a successful® past tweeting project created in 2011 by historian Alwyn Collinson. After noticing the
way witnesses and participants of the Arab Spring were narrating those events, he realized that a similar
strategy could be used to engage internet users with the past. By using a micro-history approach, his
tweets are filled with biographical data. The main intention, in his own words (Collinson, 2012, online),
is to show the “human face of history”, because “people don’t want to care about history, unless we give
them a personal touch”. Furthermore, the author believes that by taking his followers out of the comfort
zone of historic distance, he can prompt “visceral connections” between history and people.

This same perspective is put into practice by educators who have developed past-blogging projects
with their students, such as the Cuban Missile Crisis®® and the 1848 attempt at German unification at
St. Paul’s Church® or Redemocratizagdo®!. The gain, in these cases, would be the pedagogic effects of
engaging students with the content learned in an immersive way.

The participation of the public in some of the analyzed cases is also evidence that past-blogging
projects promote a connection between people and history. As Lihteenmiki and Virta (2016, p.4) state,
with public participation, “the narrative shifts to a more inclusive way of writing history”. Frequently the
public can interact with the author of the narrative, leave comments or share information. The catchphrase
“rich get richer and poor get poorer”, however, is useful to explain why certain past-blogging projects
have more visibility and participation than others. Participation can also take part when users help dis-
seminating information (Rainie & Wellman, 2012), by sharing or reposting content from past-blogging
experiences. In the cases analyzed, we identified that products created by news portals (The Telegraph,
The Guardian, Folha de Sao Paulo), private companies (The History Press) as well as individuals who
have had space to advertise their narratives in traditional media (Alwyn Collinson) are more likely to
receive likes and reactions from the public.

In the case of the Twitter Profile “WW?2 Tweets from 1944”, some followers have sent messages to
the author about their personal experiences with the war or suggestions of content. Criticism, however, is
among the actions taken by the public. Despite being a popular newspaper, the reenactment proposed by
The Guardian on September 11 10th anniversary is one of the most known (Bryant, 2011) past-blogging
projects which failed. The news portal received lots of criticism from its audience and had to give up the
special past tweeting coverage®? of the event. At the same time, other initiatives representing the same
events have succeeded, like the personal account tweeted by Jeff Jarvis®.
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Time, Memory and Preservation of Historical Accounts

The entanglement of different historical and technological temporalities also affects the narrative con-
struction. As stated before, past-blogging practices promote, in certain circumstances, an interruption
in the “always new” flow of information that constitutes social networking sites’ timelines. Very often
“old” news is also shared on Facebook as if they were new — especially due to the lack of attention of
users who don’t check the publication date before forwarding it to their networks. In the case of past-
blogging practices, these ruptures seem even more radical, because the topics reported are recognized
as “historical” —a further past. They contrast more deeply with the content of the last updates of friends
and pages one receives every minute. As Lihteenméki and Virta (2016, p.3) note, “When the content
is blended into the real-time feed where it is mashed up with tweets about current issues, its historical
roleplay is emphasized.” Further studies in regard to the reception of past-blogging products will be able
to track this kind of reaction more accurately.

If on the one hand these ruptures occur, on the other potentialities reside on the context where these
narratives circulate, especially when they are produced on social networking sites. As stated before,
historical accounts have been, for a long time, produced through different media, such as books, docu-
mentaries, films, and plays. These formats have been appropriated as means through which history is
popularized and disseminated, as well as negotiated and disputed. History, in this sense, “is no less of a
cultural production in the past than it is in the present.” (Gitelman, 2008, p. 212) Some of the analyzed
cases in this essay reflect it, as some contents are produced from the participation and interaction between
different actors. Active participation in the representation of the past leads to memory work.

Cultural and communicative memories (Assmann, 1995) are also intrinsic to past-blogging practices.
Cultural memories refer to events that belong to a further past, preserved mainly by institutions such as
museums and cultural products — American Revolution and Sinking of Titanic —, for example. The use
of archival material and the exchange of knowledge coming from formal education (school textbooks
and master narratives) can be inscribed here. Communicative memories, however, fit with events whose
witnesses are still able to share their own direct or indirect experiences. September 11 and Brazilian
Military Coup past-blogging practices are some of these cases. Public responses and the aggregation
of personal accounts — via messages using project’s hashtags, for example - shape and diversify these
narratives. Some past-blogging initiatives, like The Telegraph’s Fall of the Berlin Wall, could also have
profited from this kind of public participation, but the platform used is based on a top-down approach,
where not even comments are allowed.

Understanding this memory dimension of past-blogging also reveal its relevance in terms of preserva-
tion of cultural knowledge. While some letters, books and diaries written during and about the Second
World War can still be recovered and analyzed, digital products don’t have necessarily a long lifespan.
Today’s digital past-blogging are products that present current views about the past, and hence are poten-
tial memory platforms that will potentially inform future generations about early 21st Century society’s
ideas about the past. However, it is possible to argue, together with Lihteenméki and Virta (2016, p.2)
that “While most of these tweets [as well as other past-blogging formats] remain online for later viewing,
these bits of information are fragile in form as they are constantly evolving with new references and can
even disappear if not deliberately preserved for future use”. (p.2). That said, envisioning the real value
of these practices in terms of long-term memory products seems an important task.
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FINAL REMARKS

The recognition and development of new forms of accounting for the past is an important move for today’s
society. Digital media is gradually taking part in more facets of social life, including the construction of
historical narratives and memories. Past-blogging is certainly a practice that contributes to the renovation
of historical narratives. Blogs, as well as other platforms used with this same purpose, are compelling
platforms to narrate contemporary history (Cole, 2011).

Apart from the urge for change impelled by digital and social media, the field of history itself rein-
forces this claim. The affective turn as well as the consolidation of micro-history point to the need of
renovation in these narratives. In order to engage readers, students and other people interested in learn-
ing about the past, strong, entertaining and compelling storytelling strategies ought to be elaborated. By
representing the unfolding processes of historical events (in “real time”, minute by minute, day by day)
or reenacting the events giving voice (and profile pages) for historical characters, past-blogging projects
concentrate on the experience of the past (Agnew, 2009). In the process of developing past-blogging
practices one has to think of their readers: What facts will be of relevance for them? What is the correct
tone for communicating the past (humor, emotion, factual, etc.)? How to approach and interact with the
public? While selecting the content to be published, the author is also framing and proposing a specific
reading of the past. This can, in some cases, be a source of criticism, since other ways of interpreting
the past are always at stake.

In this study, we observed creative appropriations of established digital media. The blog format, es-
pecially the use of its traditional reverse chronological order (Blood, 2000) for accounting past events, is
the characteristic that embraces all the analyzed cases. Using live-blogging to present events is acommon
product of journalistic websites (Thorsen, 2013) and when they start to be used for the narration of past
events, new potentialities become visible.

History and journalism also become closer in past-blogging projects for different reasons, such as in
the newsworthiness that past events acquire from these practices, or in the new expressive manifestations
they allow. Anniversaries of events, for example, transform them again into news events (Rodrigues,
1996). Novel uses of news outlets’” archival material also arise and the roles journalism plays in the ac-
count of history and the production of memory (Zelizer, 2008) are made even more evident.

While practicing past-blogging, though, educators and historians also become closer to the objective
and fast-paced language of digital journalism. If the competencies of these professionals meet at certain
point, accurate and engaging narratives will probably proliferate. Ultimately, the integration of history
into everyday life media points to new possibilities of popularization and engagement with the past.
Storytelling techniques employed by advertisers and the entertainment industry find room for enhancing
historical consciousness as well as highlighting the connections between past and present.

Future studies could make an effort to further document this and other practices of contemporary
forms of accounting the past through digital and social media. Other questions still need to be addressed
so that an understanding of this and other practices can be achieved. How these practices impact the
assessments of history and social memory? As time progresses, will present live blogging projects be
consumed as past-blogging sources, such as pre-internet newspapers are today?
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ENDNOTES

1
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A previous version of this paper was published in the proceedings of the CaTaC 2016 Conference.
Elements reproduced here with kind permission of the editors.

The first occurrence of the term was found on Folha de Sao Paulo’s past-blogging about the Bra-
zilian Civil-Military Coup: http://aovivo.folha.uol.com.br/2014/03/30/3145-aovivo.shtml

More information about the project can be found on http://yle.fi/aihe/historia/sota39

Our main sources were, for example: Twitter Blog (https://blog.twitter.com/2015/live-tweeting-the-
lusitania-s-last-voyage); the website “Make Use Of” (http://www.makeuseof.com/tag/experience-
the-biggest-historical-events-of-our-times-through-twitter/), the blog of the researcher Marcelo
Trasel (http://trasel.com.br/tag/reencenacao-historica/); the Project Twhistory website (http://
blog.twhistory.org/reenactments/), and the podcast “Live-Tweeting The Past: A History Les-
son?” on Huffington Post Live website: (http://live.huffingtonpost.com/r/segment/live-tweeting-
the/508023f302a7607292000029).

The sum of the total number of past-blogging practices analyzed is 34 because some of these events
have been represented in more than one platform, such as WWII (7x), September 11 (3x), Titanic
(2x), Brazilian Military Coup (2x) and US Civil War (2x).

A form for the inclusion of new projects is Retrieved from https://goo.gl/forms/zZXmSLIC5SMkXz-
f8IA2 Contributions sent via this form will be analyzed and shared on the directory: https://goo.
gl/AAlovb

Retrieved from http://www.telegraph.co.uk/history/11219434/Berlin-Wall-How-the-Wall-came-
down-as-it-happened-25-years-ago-live.html

Retrieved from http://www.telegraph.co.uk/news/winston-churchill/11375818/As-it-happened-
The-state-funeral-of-Winston-Churchill-January-30-1965-live.html

Retrieved from http://www.telegraph.co.uk/history/battle-of-britain/11865303/The-Battle-of-
Britain-as-it-happened-on-September-15-1940-live.html#disqus_thread

Retrieved from http://www.telegraph.co.uk/history/world-war-two/10878674/D-Day-6th-June-
1944-as-it-happened-live.html
Retrieved from http://www.telegraph.co.uk/news/uknews/battle-of-waterloo/11676475/The-Battle-
of-Waterloo-as-it-happened-on-June-18-1815.html

Retrieved from http://aovivo.folha.uol.com.br/2014/03/30/3145-aovivo.shtml

Retrieved from http://ww2today.com/

For example, instead of informing the date “Feb 12, 2016” - date in which the post has been pub-
lished to the blog - the editor uses only “Feb 12, 19417, with no further references to the actual
year of publication of the post.
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Retrieved from http://www.bradford-delong.com/liveblogging-world-war-ii/

Retrieved from http://christophermoorehistory.blogspot.de/search/label/Quebec%20siege
Retrieved from https://www.facebook.com/W WIIHistory/
Retrieved from http://www.collegehumor.com/post/6650094/facebook-news-feed-history-of-the-
world-world-war-i-to-world-war-ii/page:2

Retrieved from https://twitter.com/CivilWarReportr

Retrieved from https://storify.com/mbjorn/jeff-jarvis-jeffjarvis-remembers-911-on-twitter
Retrieved from https://twitter.com/titanicrealtime

https://twitter.com/UAFIt93

In the case of the Parliament Burns in London (1834) the real time account is hypothetical, since
there are not enough accurate registers that allow for a detailed real time narrative.

This initiative has been created in 2009 as a platform that supports online reenactments. Further
information at: http://blog.twhistory.org/about/

Retrieved from https://twitter.com/Twhistory/lists/titanic-tweets

Retrieved from https://twitter.com/titanicrealtime

Retrieved from https://twitter.com/Real TimeWWII

The profile has more than 300.000 followers and its author has given interviews for BBC, New
York Times and The Telegraph, just to cite a few. The page has also been translated into many
languages, such as Romanian (https://twitter.com/Real TimeWWII_RO), Portuguese (https://twitter.
com/2aGM_TempoReal), Italian (https://twitter.com/Real TimeWWII_IT), French (https://twitter.
com/RealTimeWWII_FR), Hebrew (https://twitter.com/RealTimeWWII_He), Korean (https://
twitter.com/Real TimeWW2KR), Latin (https://twitter.com/LatRealTimeWWII), Finish (https://
twitter.com/RealTime_2MS), German (https://twitter.com/RealTimeWK?2) and Arabic (https://
twitter.com/Real Time WWII_ar)

Retrieved from https://twitter.com/Twhistory/lists/cubanmissilecrisis

Retrieved from https://twitter.com/Twhistory/lists/paulskirchenprojekt

Retrieved from https://twitter.com/democracial 985

Retrieved from https://twitter.com/91 1tenyearsago

As it can be hard to recover information published many years ago, users interested in the content
produced by the Jeff Jarvis created an especial timeline for his tweets on Storify: https://storify.
com/mbjorn/jeff-jarvis-jeffjarvis-remembers-911-on-twitter

This research was previously published in the International Journal of Sociotechnology and Knowledge Development (IJSKD),
8(2); edited by Constance Kampf and José Abdelnour-Nocera, pages 39-52, copyright year 2016 by IGI Publishing (an imprint
of IGI Global).
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ABSTRACT

Digital technologies have transformed the shape of the libraries in recent years. Digital literacy has
grown exponentially, and digital devices have proliferated personal computers, servers, mobile phones,
tablets, laptops and mobile wireless devices. Library users, in the new era of information and commu-
nication technology environment expects to access traditional print material and more concentrated
on digital information resources. So, in order to meet the user demands traditional libraries are vigor-
ously changing their shapes and moving towards digital libraries. Obviously there may be changing in
the nature of duties and responsibilities of a library professional. Since, managing of digital resources
in the library is entirely different from physical print assets of a traditional library, there is a need of
systematic and unique premier framework of strategic planning, innovative policies, establishing, col-
lecting, licensing, sharing, and monitoring of digital information resources and this challenging task is
called Digital Resource Management.

INTRODUCTION

With the dawn of internet, has brought revolution in availability and accessibility of scholarly and
scientific communication and opened gateway to world literature. Innovations are drastically changing
information technology, information resources are migrating from print to electronic form. These days,
literature on electronic format is more easily available than the printed versions with added features
of search ability and availability. Hence for these two reasons, e-resources keep count over the printed
material, though printed materials has its own advantages. There has been an exponential growth in
the use as well as number of electronic resources like electronic journals, CD ROM’s commercial and
free databases, and resources available from the internet and other computer based electronic networks.

DOI: 10.4018/978-1-5225-3822-6.ch004
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Accessibility of e-resources has considerably changed the interactions between users and library staff.
Since flexibility of accessing information resources through internet or web based is easier. User can
access digital resources anywhere & everywhere, authorized, authenticated and multiple accessing of
same resource simultaneously. This leads to shift of print resources to digitalized resources. Already us-
ers have had access to a various research publications on DVD/CD, both paid and free online databases.
In the past few years libraries were purchasing individual copies and made access through standalone
machines. Now days on expanding serving the digital resources through library web based consortium
networking services for digital resources to their users with the help of internet. The innovations of ICT
and www bring in new ideas for the institutional library community. The new paradigm started due to
the advanced infrastructure of ICT and advanced e-publishing, e-journals. These help to grow digital
resources like video, audio, e-books and e-journals. In order to facilitate easy access of information with
fast and accurate, many publishers, researchers and academicians’ are working towards users interface.
Now a days libraries are more serious towards the management of information resources than in the
earlier past, due to information explosion, widespread use of information and communication technology,
proliferation of information resources in different formats, like books, journals, CD’s, DVD,s newspapers,
research reports have contributed top the flow of information. This has led to challenges towards storage,
efficient retrieval and effective use of information. So, to establish ICT infrastructure, defining new poli-
cies, creation, capturing, organizing of digital collections, budget constraints, staff-training, licensing,
practical and trails on digital resources, monitoring, migration from print to digital, fact based report
generation etc need a systematic framework and is termed as digital resource management strategies.

DIGITAL RESOURCES/ ELECTRONIC RESOURCES/DIGITAL FORMATS

Digital resources are defined as digital, electronic, streaming video, audio recordings, CDs, DVDs, VHS
recordings, and subscription databases. Digital Resources are defined as material (data/or programs)
encoded or manipulated by computerized device.(AACR-2000) Electronic resources refer to those ma-
terials or services that require a computer for access, manipulation, or reproduction including, but not
limited to, numerical, graphical and textual files, electronic journals, bibliographic or full-text databases
and Internet resources.

Today the users limit their search only to such resources or databases which are available in full text.
Hence these e-resources have become most common medium of scholarly communication. More and
more scholarly publications are being made available on-line. According to Barker, there are three types
of documents used in digital resources.

1. Static: Static are the most basic, they contain fixed information and never change their form(such
as traditional online data)

2. Dynamic: Dynamic documents also contain fixed information but also able to change their outward
form, the way embedded materials if presented to users (such as multimedia CD-ROMS)

3. Living: Living documents are able to change their form (outward appearance) and these embedded
information. (such as information on the web) Devi and Devi (2004)
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Need:

World wide accessibility if permitted.

The information available in digital form is very easy to handle and transit.

Electronic preservation is very useful in case of frequent use.

The data in digital form can be edited, processed and distributed in a very simple manner.

The security of information is most important factor to preserve the documents in digital format.
Very large amount of data can be kept and preserved safely in digital form in a very limited space.
A large amount of information can be send from one place to another place at low cost through
email.

e  Digital preservation reduces printing cost, low cost is involved in mass replication.

TYPES AND FORMAT OF DIGITAL RESOURCES

The digital resources of library, includes the following, which should be acquired by library as per their
requirement, information and communication technology infrastructure facility, man power and financial
provision etc. The three important formats of e-journal are available which are Online e-journals, CD-
ROM journals, and Networked journals and other digital resources include e-books, e-papers, e-reports,
e-content pages, e-clippings, in-house web based and online databases. It is very difficult task for col-
lection of management of print assets in special libraries like mass media libraries and telecast libraries.
However converting them to digital form preserve it in CD-ROM/DVDs for a long time.

e  Online E-Journals: Pay and use bases subscribed online hosts are the online e-journals they are
not considered as part of the library collection and are accessed through internet. Typical e-jour-
nals serial directory provide separate listing of serials available on online and on DVDs versions.

e  CD-ROM/DVD E-Journals: These digital resources are available on the optical media for stor-
age of information. User or librarian cannot erase or record data or information into it. DVDs and
CD-ROM contains huge amount of digitized data. Examples are AGRIS, ADONIS etc. DVDs are
most useful in special libraries like museum libraries, mass media libraries, telecast and All India
Radio stations libraries since they have got e-clippings, multimedia based digital resources.

e  Networked Journals: Various reputed national and international journals available in e-versions
and are accessed through mailing list, newsgroup, discussion forums, blogs, and are distributed
through E-mail, FTP or Public cloud computing technology. When librarian receives abstracts of
new arrivals alerts, can extract full-text resources can be downloaded using FTP from the web
portals.

e  E-Books: Most of the publishers are coming up with digital format along with the print for-
mat. Multiple library users can access same E-book concurrently .There are lot of advantages of
e-books: Less space, no maintenance and including animations, multimedia, easily coping and
disseminated. E-books also contain vast amount of information. Now international publishers
of scholarly journals like Emerald insight, Springer, Taylor & Franchise, Willey international,
Elsevier science are stepping in to e-books publications and made their name in academic and
research world.
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e  E-Reports: Old and precious research reports, reusable print assets and publications of research
scholars, scientists reports, are now scanned and converted them into .PDF, JPG or BMP format
and made available through their library website or through cloud computing technology and
made available to their users. These are the part of library collection, classified based on subject
categories & archived and store in server computer database.

e  E-Content Pages: Most of the librarians provide browsing facility to extract required digitalized
form of e-book pages, conference proceedings, workshop outcomes, seminar summaries etc. tradi-
tional search leads to excessive physical search and leads garbage or junk file accession. However
this textual content may be scanned and stored in cloud technology or in a local library server and
made availability in the form of PPT, PDF, JPG, TIFF, ZIP etc.

e  E-Clipping: The special library collections are multimedia, clippings, digital photos, audio re-
cordings, online newspapers clipping, news clipping in telecast libraries etc belonging to this cat-
egory. These are popularized by specific users like scientist, engineers, reporters, editors, doctors
and research scholars.

e  Online Databases: It is an online collection of sequence of similar records organized and inte-
grated in single file and often made available through computer based data, rich number of high
quality e-databases not only bibliographic but also full text resources is available and growing in
their number to meet the user demands. Such databases provide information to the research schol-
ars and scientist for their specific field.

e In-House Databases: In this category, current back volumes of serials, thesis, experts previous
exams question papers Seminar reports, academic project reports, research proposals are included.
These are created by individual libraries and made available through intranet.

e  Web Based Resources: Apart from the above categories of digital resources there may be avail-
ability of information through wikis, news groups, blogs and are containing fruitful information.
(Pandey. 2002)

EMERGENCE OF DIGITAL RESOURCE MANAGEMENT

Swain etal. (2003) discuses, that the present day scenario, management of change is very crucial. There
are two types of factors leading to change in the libraries, the one is internal and the other is external
factors. Internal factors can be introduction of new service, application of ICT in libraries, book purchase
policy, marketing strategies, cordial relationship between library staff etc. The external factors outside
the libraries influence in a huge way. Such changes arise due to political and economic environment,
legal and government policies of parent organization, drastic advancement in technology, change in
information needs of users etc.

The popular belief that the new technology will replace human labour by robots is utterly false. Actu-
ally the new technology will employ more people who are highly skilled and highly trained (Drucker,
2008, pp. 1-18).

The revolutions of ICT affected every footstep of present library system. So, these technologies in-
fluenced institutional libraries & are facing many challenges, to overcome these challenges successfully
traditional library management need to be redefined. In today’s situation of library management may be
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redefined as: “A dynamic, highly intellectual human activity of creating and maintaining a digital collec-
tion by using various resources and by performing various managerial functions to serve efficiently and
effectively to meet the library user’s demands of locally and remotely by introducing advanced suitable
techniques, technologies and fact based practices.”

MANAGEMENT OF DIGITAL RESOURCES IN MEDIA LIBRARIES

Management is defined as “the work of creating and maintaining environment in which people can ac-
complish goals efficiently and effectively.” Management of technology encompasses the management
of research, product and process development.

The three jobs of management: managing an organization or library; managing managers and man-
aging workers and work, can be analyzed, studied and appraised separately. A management decision
always affects all three jobs and must take all these three into account. And the most vital decisions of
the future of digital resources are made often as decisions of the present, be it on budget, ICT infra-
structure, subscription or renewal of digital resources, usage, maintenance, standards or service to the
users (Drucker, 2008, pp. 1-18).

Media libraries hold collections of print and digital media. Audio visual materials play an important
role in disseminating required information to the people within few seconds. In order to meet the needs
of the users effectively, digital media libraries has to use a combination of advances in technology and
have the ability to design, build, manage and use global electronic networks for establishing digital
libraries throughout the world (Moghaddam, 2010).

Technology responds to needs and opportunities and the provision of resources. It is necessary to
manage the digital resources in a systematic and well organized manner. So question arises why man-
agement of digital resources? What are the policies? How management strategies provide the library to
serve in a better way with professional passion? The points listed below necessitate the need of digital
resources management strategies:

Users’ service through greater access to accurate digital information sources and globalised reach.

Concurrent access of same information resource by multiple users.

Enhanced information resources and knowledge satisfaction among users.

Less bulky than print resources and more economical and safer means of storing and keeping track

of digital information resources.

e  Easier access to digital information resources like old reports, e-Journals, e-Books, Online data-
bases and even audio visual materials etc,

e  Reduces errors and eliminating the ennui of long and repetitive manual processing.

Greater accountability and transparency in operations by monitoring.

e Improved efficiency and effectiveness in administration and management of digital resources as it
has unprecedented access to real-time information.

e  More reliable security for sensitive and confidential information.

e  Appropriate knowledge-based action and intervention can now take place in a timelier manner.

e  Library networking through web based architecture.

e  Digital collection enhances the R & D efficiently and accurately. (Devi and Devi, 2013)
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STRATEGIC MANAGEMENT

A successful organization needs to develop effective strategies for achieving their mission and strate-
gic planning is the organized process for selecting these strategies. Strategic management is generally
considered as the process of formulating, implementing and evaluating strategies for an organization.
According to Drucker (1954) “Management is about setting yourself objectives and then break these
down in to more specific goals or key results”.(pp.18-25)
A strategy could be.

e A plan or course of action or a set of decision rules making a pattern or creating a common thread;
e  Concerned with the resources necessary for implementing a plan or following a course of action;

According to George S. Odiorne, “Management by objectives can be described as a process Whereby
the superior and subordinate managers of an organisation jointly identify its common goals, define each
individuals major area of responsibility in terms of results and use these measures as guides for operating
the unit and assessing the contribution of each of its member.”

In the words of Koontz, O’Donnell and Weihrich, “Management by objectives is a comprehensive
managerial system that integrates many key managerial activities in a systematic manner, consciously
directed towards the effective and efficient achievement of organisational and individual objectives.”

Chandler (1962), who made a comprehensive analysis of the interrelationships among the environ-
ment, strategy, and organization structure has defined the term strategy as the determination of the basic
long-term goals and objectives of an enterprise and the adoption of the course of action and the allocation
of resources necessary for carrying out these goals”.

The Professors at Harvard Business School, viewed the term strategy as the pattern of objectives,
purposes or goals and major policies and plans for achieving these goals, stated in such a way, so as to
define what business the company is in or to be and the kind of company it is or it is to be.

According to Glueck (1980) strategy is a unified, comprehensive, and integrated plan relating the
strategic advantages of the firm to the challenges of the environment. It is designed to ensure that the
basic objectives of the enterprise are achieved.

The word strategy has entered in the field of management more recently. At first the word was used
in the terms of Military science to mean what a manager does to offset or potential actions of competi-
tors. Originally the word strategy has been derived from Greek “Strategies” which means ‘general’. The
word strategy, therefore, means the art of the general. When the term strategy is used in military sense
it refers to actions that can be taken in the light of action taken by opposite party. Strategic Management
is a systematic, organized and professional approach that allows the management of digital resources to
focus on achievable objectives and to attain the best possible results to increase the organizational digital
library performance to achieve organization goal (Ruth, 1983).

To provide vision for the future, leadership and an agreed framework for the conduct of business in an
ever more rapidly changing and globally competitive environment organizations or institutions whether
small or big are obliged to plan their activities. In many organizations the very notion of strategy has
become devalued what is being rejected is strategy as pedantic planning ritual. Strategy as foresight
architecture and intent and organizations redefinition to create new competitive space, is the greatest
value added that senior management can contribute
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THE 215" CENTURY CONTEXT FOR STRATEGIC PLANNING:

The subject of corporate marketing strategy and its role in achieving a competitive edge has assumed
greater significance in recent years for four important years:

1. The first is the context of global uncertainty and continuous change that followed from the major
international economic crises of 1973, 1979 and 1991-92 and the associated political and environ-
mental upheaval.

2. The second reason driving strategic thinking is the remarkable development of ICT in the 1990s.
Information and Communication Technology (ICT) has facilitated the globalization of trade through
the instant exchange of information so that changes in prices, product offers and international cur-
rency rates are now subject to continuous 24 hours changes and competitors and all stakeholders,
creating a volatility that changes the whole nature of forecasting.

3. The third also driven by the information revolution is the ability of companies to step across tra-
ditional industry boundaries with supermarkets, banks, dot.com companies etc., entering the field
of travel distribution.

4.  The fourth is the continuing growth and expansion in travel and tourism of a small number of
large, transnational and global organizations locked in fierce competition for market share and
sales revenue.

These four reasons are especially powerful in ‘information rich’ at international level. These new
approaches heighten the need for corporate vision, leadership, coordination and support at the same time
restricting the direct operational involvement of staff (Venkadesam et al., 2004).

DIGITAL RESOURCE MANAGEMENT STRATEGIES

There is a proliferation of e-resources and it is difficult to make right selection out of so many available
resources which have very subscription rates. Therefore through evaluation of the product has to be made
before purchase or subscribed for proper utilization. Digital resource management strategies may be con-
sidered as managerial level or top level management that makes a framework and policies about how to
establish, collect, organize and manage the digital resources with the help of operational level strategies
or middle and low level management to achieve excellence in organizational goal of a digital library.
“DRM activity might therefore be called the ‘brains’ behind well managed digital library services. The
Holy Grail of ERM is management of the entire lifecycle, with support for the following kinds of tasks:

Discovery of new products.

Product evaluation and comparisons.

License negotiations.

Ordering and renewal.

Tracking license terms.

Point of use information about license terms and technical support.
Creation of web gateways.
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Individual title access through catalogues, searchable title lists and link resolves.
Overlap analysis of database products.

Usage analysis.

Access management.

Proxy services.

Various facets involved in the digital resources management strategies are:
Requirement Assessment

User’s information needs has to be taken care. Comprehensiveness, scope, subject coverage, accuracy,
availability in time, scholarly, extensive content, updateness etc of the product has to be checked. Com-
municating with libraries and library users already referring the digital resources and its reviews will
help for prediction or decision and evaluation and also duplication and data hampering of existing digital
resources may be avoided.

Periodical feedback from users and decision of the library committee are important factors for taking
decision for licensing / purchasing / acceptance or rejection of e-databases. Migration from existed or
additional computer hardware, software and speed of the internet should be taken care while managing
digital resources.

Interacting with Vendor

Interaction with trade parties or vendors regarding negotiate pricing, licensing, security facts (authentica-
tion & authorization). The vendors should be supportive to various search operators, user-friendly and
instant customer services and compatible with existing hardware and software.

While negotiating for subscription of e-database there are some important aspects to be considered:
whether it is in print format or digital format, online DVDs and online access through website and price
list and comparative statement can be done which is quite expensive. But content, access, cost, taxes
are also tough considerable points.

Trial of Digital Resources to Be Procured

A trial enables the librarian to offer the e-resource to some or all users — who may include users, librar-
ians, research scholars alike and then base a decision on their feedback. During the trial process, the
librarian distributes the digital resource in the specific areas of the library environment through intranet,
notifies the relevant audience, and obtains feedback. Librarians pay considerable attention to specific
issues while testing digital resource. The librarian provides institutional list of IP addresses to the trade
parties for enabling the access. The librarian can proceed for the approval of the products after comple-
tion of the trial and its usage appraisal.
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Acquisition of Digital Resources

Suppose library committee decides to finally purchase and subscribe to the resource, Library professional
carries out an acquisition process that somewhat resembles the process for print resources; obviously an
extended detail is necessary to know by librarian.

However, an additional level of detail is required, such as, information about the license and the
availability of the resource to various populations of users. Also, when a library is acquiring e-journals
as part of a package from an e-resource aggregator, such as EBSCO, the librarian needs to know which
journals are covered by the package and for what period of time; ideally, the librarian would have the
option to pay one lump sum for the entire package or to pay separately for each title. Furthermore, the
print and electronic formats may be linked in such a way that cancellation of the print format would
invalidate the license agreement for the electronic format. Another issue is how to handle the distribution
of a payment between the licensor of the package and one or more interface providers.

Keeping in mind the requirements of the institutions and ensuring technical feasibility of the product,
the librarian has to negotiate with the vendors with necessary amendments before its final acceptance.
After going through above mentioned formalities one can proceed for final purchase.

Access to Procured Digital Resources

Once final access is provided by the trade parties, users should be informed about the availability of
digital resources and they should also be informed about various aspects of licensing issues. To ease
the access the librarian has to provide link to library website, create alphabetical list of the resources.
Notify the product through e-mail, in-house notifications, campus circular etc.

User Support and Promotional Activities

Demo of the product supplied by the trade parties should be incorporated in the orientation programme,
user education, usage training, license/lease agreement and providing contact details of the library staff
on websites. Feedback from the users regarding the product from time to time should be taken seriously
and incorporated in the library evaluation activities.

Monitoring the Usage of Digital Resources

Any changes or modifications in the usage pattern made by the trade parties, at their convenience, should
be eagerly monitored along with popularity of the product among professional colleagues. User report
provided by the trade parties should also be considered.

Cancellation/Relegation/Renewal

In case, the usage of the database or product decline considerably due to inferior quality or access prob-
lem one has to think of some other options. If the product cost outgrows its benefits, its circulation is
stopped by the vendor or support services altered then one has to go for cancellation. But if the services
of the product are highly satisfied and beneficial to both the users and the institutions then it is best to
proceed further for the renewal. (Singh, 2010).
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STRATEGIC PLANS TO OPTIMIZE THE DRM FLOW CONTROL

While defining new policies for digital library, Library professionals should keep in mind about vari-
ous management issues like Human resources management, disaster management, Training, copyright
management, security management, preservation management, finance management etc. So following
are the strategic plans to optimize the DRM flow control:

e  Monitoring the preservation implications and priorities for preservation of different information
Resources,

e  Store and organize digital resources and ensure high security, automated checking, archiving and

back up with adequate disaster preparedness and recovery procedures,

Document collections including file formats, software and hardware dependencies,

Classify these digital resources based on its content and functionality,

Record preservation of metadata that facilitate effective and efficient management, and

Develop appropriate pathways to access these resources in conformity with its authenticity, intel-

lectual property rights (copying, storage, modifications and use of specific resources) and cost

effective as well.

INTERNAL DIGITAL RESOURCE MANAGEMENT

Digitalization and digital access are integral part of the library activities. Library & information centers
are currently in a transition phase from traditional print to digital information collections. Traditional
libraries are changing to digital library form and some are already in progressive stage. The traditional
libraries already existed print asset are to convert them into digital form, which has to be converted to
digital form, organized, retrieved and disseminated among the users. Hence internal digital resource
management proposes creation, discovering, preserving, archiving, implementing through web based
automation of existed print materials to digital format by utilizing existed technical staff, information
technology environment, to achieve enhanced productivity of the library. The digital content manage-
ment requires important functions like:

Innovation (Trail based sample conversion of physical asset);

Creation (Scanning, OCR, Metadata creation);

Discovery (Indexing, searching of metadata standards);

Preservation (archiving, migrating, collection, dissemination tools);

Management (Adding/Deleting/Modifying collection, Monitoring, usage report generation.
Venkadesam, S et al. (2004).

THE ROLE OF LIBRARIAN IN THE STRATEGIC
MANAGEMENT OF DIGITAL RESOURCE

Storage, preservation and dissemination is becoming a skilled task The different types of skilled pro-
fessionals include the domain experts, computer experts, training experts and users who are I need of
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different formats of knowledge which includes text document, images, graphics, animations, audio and
video recordings and multimedia digital resources. The digital librarian should be responsible for the
following duties in digital resource management strategies; Gray, Sharon(2002).

e  Establish, organize, manage the digital knowledge and information and in the digital library.

e  Disseminate digital resources and provide digital reference services and electronic information
services.
Provide information mining from the emerging knowledge warehouses.
Handle the responsibility of massive digitization, preservation for a long term planning.

e  Deliver training to supporting staff and users for usage and maintaining of digital resources and to
navigate for effective searching.

e  Decision making in critical situations like natural disaster.

COPYRIGHT AND LICENSING

A major assumption of the information age is that information will be available to all for a free. But the
contents are protected by copyright law whether they are published on paper or on the internet. Copyright
law is a national law and Berne Convention of 1886 brings the principle international treaty. Article9(2)
of the Berne Convention for the Protection of Literary and artistic Works provides that countries may
allow for exceptions to the author’s exclusive right or reproduction in certain special cases, provided that
such reproduction does not conflict with a normal exploitation of the work and does not unreasonably
prejudice the legitimate interest of the author. Under this Article, libraries can digitalize the content but
uploading the same for public access requires permission of the copyright owner. So depending on the
license terms and conditions, the resource has to be provided to the user. Digital resources have problems
at creation as well as management levels. Copyright, legal and financial issues are to be handled prop-
erly. There are large number of terms and conditions which are to be settled during purchase of digital
resources. Media libraries are privately owned corporate libraries providing services and collections
to their specific users only and pay-per use of information or licensing fees may apply for the required
information. Dr. Kaul, H.K.(2012)

SUMMARY

Stepping in to a digital library by library professional is witnessing a drastic change in information
Technology. Library users are demanding more digital resources and customized search. To establish a
digital library there must be necessity of a professional framework called digital resource management.
It is defined as organizational top level process consisting of important activities such as defining new
policies, planning, organizing staffing, directing coordination, monitoring, reporting, managing financial
issues etc. to achieve organizational goals and objectives of any organization. So, management of digital
resources consists of systematic outline to ICT Infrastructure for long term digital collection, selection,
creation, acquisition, evaluation, licensing, access and promotional activities. It is the combination of
digital resource systems, sufficient and proper allocation of staff, adoption and standardization. Strategic
planning, policy making and documenting workflow and procedures are interrelated activities that are
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hallmarks of professionals. Library professionals should work towards creating, innovating policies,
documenting their workflow and planning in all areas of digital resource management. Digital resources
have not been able to replace printed material. Peter Drucker (2002) has rightly stated that online edi-
tion delivered over the internet to be printed out by the subscriber for readability. UKOLN project has
coined the phrase ‘hybrid information environment’ which is likely to continue in the present 21 century
(Samantaray, 2010).
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Chapter 5

Security in Digital Images:
From Information Hiding Perspective

Mohammed A. Otair
Amman Arab University, Jordan

ABSTRACT

Due to the swift growth of the using of the digital multimedia in the internet these days, the security
in digital images has become a very important issue. Lately, significant attentions are given by many
researchers in the field of the security for digital images, and several image encryption techniques have
been developed to improve the security levels of these images. Different techniques can be applied to
protect intellectual property rights for digital images and prohibit illegal copying. The aim of this chap-
ter is to introduce the most important techniques that have been developed to implement the security in
digital images such as digital watermarking and image steganography.

INTRODUCTION

Image processing can be defined as “the manipulation of an image for the purpose of either extracting
information from the image or producing an alternative representation of the image” (Rafael & Richard,
2002). Image processing has several stimuli that may be categorized into the following:

e  To implement the security levels to face attacks versus the images such as: copyright violations
or image integrity.

e  To eliminate undesirable components those are distorting the image or to improve the pictorial
information in order to be interpreted by human.

e  To elicit useful description and representation by showing the images in a more evident shape.

Digital images have been lately implemented in many several fields and disciplines. However, with
some types of computer programs, those images and its data can be duplicated or modified easily. If
these duplications or modifications are illegal, then they will make us questionable when considering
the digital images as proof in a legal issue. The differentiations between digital images and the nature
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of texts, the traditional textual security techniques are not adequate to be implemented on the digital
images for two major causes (Alireza & Woo, 2011):

e  The size of text format is mainly much smaller than image. Thus, to secure and encrypt the data of
image, the traditional techniques of cryptosystems require much time to be implemented.

e  When the text is decrypted, then the resulted text must be matched with the original text. However,
this issue and rule is not necessary to be always true with the images.

With the growing use of multimedia applications such as image processing applications, the security
has espoused a significant manner on the storage of images and communication. In the literature of the
security of multimedia information system, there is no comprehensive or thorough review for two causes
(Shiguo et al., 2009):

e  The variety and intricacy of security issues and the congruous protection in the multimedia infor-
mation system could be varied.

e  The nature of multimedia systems is emerging continually, which fetch emerging security threats
and their solutions continually as well.

The sharing of digital data became easier than ever because propagation and existence of: computer
networks, storage tools, and imaging devices. Such type of sharing data; however, the questions on “how
sensitive information can be protected?” have increasingly needed to be answered. For instance, when
the user of digital camera in the mobile-phone needs to enhance and improve his private picture with
one of the online image processing applications. The user who owns the picture concerns the privacy
of his picture. At the other side, the online application (image processing website) concerns the issues
of the protection by improvement the technologies against any attacks. The goals of image security are
mainly found to ensure the following issues:

1. The originality of the image, and proprietorship of the creator or the sender of the image.
2.  The safety of the data image, by ensuring that the image had not been changed.
3. Privacy, by protecting the proprietorship and content of the data.

Recently, digital media protection will be a mandatory issue with the growing of distributed multi-
media systems. This is specifically significant for the protection and implementation of some types of
intellectual rights such as copyright. The protection of copyright includes the authorization of image
proprietorship, and it may include the recognition of unauthorized or illegal copies of a digital image. In
order to prohibit the unauthorized or illegal distribution or copying the digital media like images, many
number techniques were needed. In the case of placing the digital images on the internet imposes them
at danger of steal and replacement especially when no protection techniques were used.

One of the most important techniques which enforce such sensitive data, images and copyrights is an
image watermarking (Chang et al., 2002 ; Ruanaidh et al., 1996 ; Shih & Wu, 2005). Another science or
technique to do the same task is cryptography by securing data which dismantles it using some encryption
algorithms (Highland, 1997 ; William, 2003). Steganography is developing and a very robust technique
for securing data because it does not provide evidence to doubtful. It can be defined as “an art and sci-
ence of hiding data in other innocuous medium” (Artz, 2002 ; Wang & Wang, 2004 ; Altaay et al, 2012).
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Three mandatory characteristics must me imposed by security of images, as mentioned in (Fridrich
et al, 2002):

e  Confidentiality: The images will be used and accessed by only the authorized persons.
e  Reliability: Can be taken from two perspectives:
° Integrity: An unauthorized person will never alter the image;
° Authentication: It can be examined if the image belongs exactly to the right and authorized
source or person.
e  Availability: An image should be able to be accessed and exercised by the authorized persons in
the normal situations within reasonable time.

Background

This chapter provides an analysis and criticizes the various current techniques under the two main in-
formation hiding techniques: watermarking and steganography. Different popular criteria and guidelines
depicted from the literature. Figure 1 shows the most techniques, types, and classifications that will be
discussed in this chapter.

This chapter swivels about the watermarking and steganography in digital images and does not in-
troduce of steganography such as: linguistic, audio, video. Additionally, cryptography will not present
because its carrier and the secret data are a text based, with some minor extensions to the digital images.
So, it is beyond the field of this chapter.

Figure 1. The overall disciplines of information hiding
(Chaddad et al, 2010).

Security Systems
Information Hiding
]
I |
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Digital Watermarking

In order to protect digital images, concealed confirmation notes and copyright comments can be added
by the technique of digital watermarking (Rafael & Richard, 2002; Cox et al, 2002). In image water-
marking, information in images can be embedded based on some characteristics of the images such as
the redundancy of the images and the perceptual feature of human. Because of the low vulnerability
of the human visibility to slight modifications and the elevated resilience of digital images, a very few
number of persons can percept these slightly added modifications.

It is very important to embed hidden information within an image to make sure that the protection
of the copyright is achieved. Only entitled person with the protection of the copyright can access this
information of the image. The best method to do this is to put the information of copyright into the im-
age by intelligently adjusting the chrominance and luminance values of the specific pixels. Keeping the
watermark secret and its location could provide an additional protection. If this information found by
an unauthorized person, then he will never understand its meaning.

To protect the digital images, many techniques are found such as: authentication, encryption can
be utilized along with the image. Figure 2 depicts the procedure of general embedding watermarking
technique.

The optimal characteristics of a digital watermark have been mentioned in many papers (Cox et al,
1997; Swanson et al, 1996 ; Pitas, 1996). These characteristics involve:

1.  To prohibit retardation of the original image, a watermark should be not noticed by humans.

2. A watermark should not be statistically discovered or eliminated.

3. The extraction process of watermark should be short and simple. At the other side, the detection
process should be time consuming.

4.  The detection process of watermark should be very precise. In other words, minimize the possibility
of false positives (detecting spurious watermark) and minimize the possibility of false negatives
(missing real watermark).

5.  Several watermarks can be generated, in order to mark too many number of images.

6.  Watermarks should be arduous to several types image processing such as: compression, additive
noise, and filtering.

7. The right proprietor of the image should be determined by the watermark.

Figure 2. General image watermarking procedure
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Several watermarking techniques as in (Berghel & O’Gorman, 1996; Cox et al, 1995; Macq & Quis-
quater, 1995) have to recognize a perfect differentiation via many watermarking characteristics such as:
the computational cost, robustness and quality.

Watermarking and steganography are very similar from different perspectives. Both of them require
to entrenched information within a cover message with slight to no devolution of the object. However;
watermarking -in order to achieve a robustness characteristic- needs a further requirement. An optimal
steganographic system would entrench a huge magnitude of information, quite securely without noticeable
devolution to the object. However; at the other side, an optimal watermarking system would entrench a
magnitude of information. This added information should not be changed or eliminated without produc-
ing the object quite unusable.

Digital Image Watermarking Classification

Most of the significant classifications of watermarking based on several watermarks (Petitcolas et al,
1999) are given as follow:

1. Visible Watermarks: When the user cannot read the image, the watermark is considered as invis-
ible watermarking (the watermarked image cannot be read using the same as the original image).

2. Invisible Watermark: Invisible watermarking, where the watermark is invisible to the user (it
cannot be read through regular image reading).

3. Fragile Watermark: It can be defined as tamper-proof watermarks. This type of watermark is
crashed once it is processed. It is intended to be crashed when it exposure to any shape of process-
ing or even copying. It means that if the watermark is not found, then means that this copy of the
image is an illegal copy.

Classification of Image Watermarking Techniques

The frequency sensitivity can be referred to the response of the eye for some frequency changes such as:
spatial, time, or spectral. Spatial frequencies are distinguished as textures or patterns, and spatial frequency
sensitivity is always defined as the sensitivity of the human vision to luminance alters (Friedman, 1993).
It has been shown that a human eye is being very sensitive to luminance alters in the mid-range spatial
frequencies, and this sensitivity minimized at lower and higher spatial frequencies. The techniques of
the digital image watermarking may be classified into two main categories:

1. Spatial Domain Techniques: These techniques of watermarking can also be implemented using
color separation. The watermark will be displayed in only one of the color bands, in such cases.
This will make the visibility of the watermark is perfect and it will be very hard to discoverable
under normal situations. However, the hidden mark displays instantly when the colors are detached
for specific processing tasks such as printing. This makes the document which contains the mark
not useful for the printer and the watermark can be eliminated from the color band. These types of
techniques are mainly used in the commercial field like journalists.

2. Frequency Domain Techniques: In compared with the spatial-domain techniques, the frequency-
domain techniques are more broadly implemented. The main objective in this classification is to
embed or insert the watermarks into the spectral coefficients for the image. The mainly used trans-
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forms as in (Friedman, 1993) are: the Discrete Cosine Transform (DCT), Discrete Fourier Transform
(DFT), and Discrete Wavelet Transform (DWT). The characteristics of the human visual system is
better seized by the spectral coefficients is considered as the main reason for watermarking in the
frequency domain. By other words, the low-frequency coefficient is considerably perceived and the
high-frequency is believed inferior. To gain a trade-off between robustness and imperceptibility,
most techniques embed watermarks in the midrange frequencies.

Figure 3 shows the operational fields of Digital Image Watermarking. The spatial domain will come
after the wavelet or frequency transformation domain from the robustness and compatibility perspectives
based on the common standards of image compression. The frequency domain involves different types
of transformations such as: Discrete Wavelet Transform (DWT), Discrete Cosine Transform (DCT) and
Discrete Fourier Transform (DFT).

Characteristics of Watermarking

In the digital image watermarking, the concepts: characteristics, properties, requirements or attributes
can be used interchangeably. The applications and their purposes of the digital image watermarking will
determine their characteristics. These characteristics should be considered once the watermarking system
is designed. The main characteristics of the digital image watermarking are given as in (Ming-Shing &
Din-Chang, 2001 ; Sin-Joo & Sung-Hwan, 2001):

1. Invisibility: When a watermark is embedded within the image, then it will be invisible and the
content will contain the hidden watermark inside. A hidden watermark can be discovered by only
the owner or an authorized person. These watermarks are used for different applications such as:
author or content authentication and it could be used for detecting illegal copying.

Figure 3. Digital image watermarking classifications
(Jobenjit & Shivani, 2013).

[ DIGITAL IMAGE WATERMARKING ]
[ SPATIAL DOMAIN ] [ FREQUENCY DOMAIN ]
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2. Robustness: An embedded watermark should not be affected or destroyed by an image process-
ing or forgery attacks. Even if an attack removed the visible watermark, then it could be restored
by the backup invisible watermark. The original image incorporates the visible watermark into,
whereas the watermarking system adds an invisible watermark to this image. Consequently, it can
be considered as a watermark within another one which creates binary watermarked images. Thus,
a robust watermarking can be developed using this technique. In order to achieve more robustness
levels, watermark could be added to different locations inside the image. So, it could be retrieved
and restored easily if more than one or more watermarks were removed.

3. Security: Generally, a watermark must be confidential and not discoverable by any user except the
owner or an authorized person. Moreover, there watermarks should be accessed by those authorized
persons. Using cryptographic keys a very important characteristic can be achieved in the water-
mark and security at the same time. So, the algorithm of digital watermark and its details could be
propagated globally. A signal of specific watermark is associated with a particular number which
uses to express and embed a watermark. This particular number is must be kept secretly and it could
be used to make sure who is the authorized and the owner of digital image. The invisibility will be
foible or weak when there are many constraints and restrictions on the robustness. Consequently,
when the watermarking system is being designed there should be a significant consideration and
trade-off between the invisibility and robustness (Brajesh et al, 2013).

Applications of Digital Image Watermarking

There are many number of image watermarking applications, the main applications as indicated in
(Hartung et al, 2005 ; Jobenjit & Shivani, 2013) are given in the following:

1. Fingerprints: In such applications, information about the authorized receiver is embedded into the
image. Several watermarks are embedded into each published image in the fingerprint application
and enable the owner of the image to control and place the images that are unauthorized acquired
or altered. Linking distinct information about each published copy of the digital image or content
is known as fingerprinting, and a suitable solution for such applications is a watermarking because
it could not be visible, known or even isolated from the contents (Kougianos et al, 2009). Adding
or embedding information about the legal usability of the image will prevent an illegal copying or
using of that content (Keshav & Dheerendra, 2010).

2. Image and Content Authentication: In these applications, the main objective is to discover altera-
tions to the image. Different image attributes like edges could be used in order to compare with
the existing images to detect any differences. A message authentication technique can be applied
as a digital signature to solve these types of problems which derives from cryptography science.
Digital signature mainly performs several types of content summary. Tampering could be detected
and considered when any portion of these summaries had been altered. The rule of digital signature
here is to make the detection process.

3.  Medical Applications: On the MRI and X-ray images (reports), the patients’ names are printed by
a visible of watermarking techniques. The patient can gain benefits and take the right treatment by
the significant task that offered from these reports. If two reports for different patients are mixed
up, then this may result a catastrophe (Coatrieux et al, 2006).
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4.  Copyright Protection: A watermark can be embedded into the image to achieve a copyright of
information. If there is a disagreement on the proprietorship, then to know who is the right owner?
The watermark will be extracted as evidence and it will be used to resolve this trouble (Jain &
Xiang, 2005).

5.  Broadcast Monitoring: This kind of monitoring is applied mainly in the advertising field in order
to ensure that the material broadcasted as the commitment and agreement between different parties
such the client advertisement firm (Yusof & Khalifa, 2007).

6. Tamper Detection: Tamper detection can be detected by using fragile watermarks. If this water-
mark is crashed or even altered, it denotes existence of tampering and then this will make a digital
content is questionable.

7.  Content Description: Captioning and labeling of the host image and other further information can
be embedded into this type of watermark. For such types of applications, the watermark capacity
should be comparatively huge and it does not include constraints or restrictions on the robustness
requirement.

Drawbacks of Existing Watermark Systems

1.  The main trouble of most of the watermarking systems is that there is no system that can face most
of the image attacks or manipulations. These systems are completely sophisticated to be performed
timely.

2.  Digital Fingerprints: The main issues with concern to this application are: Legal Issues, Security
Concerns, and Technological Compatibility.

3.  Encryption: Electronic devices are used to store encrypted information of criminals, or they used
secure channels.

Attacks on Digital Image Watermarking

A watermarked image could be modified by mistake or intention. Thus, the robust feature should be
found with the watermarking system in order to discover and elicit the watermark. A modification or
alteration is considered as an attack that can be performed to distort the quality of the image by adding
some deformations. The classifications attacks of the digital image watermarking can be categorized
into: non-geometric and geometric attacks. If the watermark is weak, then the attack will be success-
ful and the watermark will be considered as a watermark with a very low acceptable limit (Jobenjit &
Shivani, 2013).

1.  Geometric Attacks: A group of parameters that can be implemented on the image are known as
geometric attack. In other words this type of attacks is mainly basic geometric mutations or trans-
formations within an image. Geometric attack may involve: cropping, rotation, scaling, translation,
warping, etc.

2. Non Geometric Attacks: It involves different signal image processing steps such as: printing,
averaging, filtering, sharpening, brightness, scanning, gamma correction, addition of noise, com-
pression of image, etc.
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Image Steganography

Steganography is a hiding information technique for digital media such as images in order to hide the
presence some or all of the information. In this case, cover media is the digital media without hidden
information; whereas the stego media is with (Birgit, 1996). Steganography can converge both authorized
and unauthorized weal. The target of communication in steganography is a concealed message and the
cover data means how it can be sent. The secret and hidden information as along with the cover data could
take any shape of the media such as: audio, image, video or even text. It is well know that the Informa-
tion security is a very critical subject in all computerized systems around the world and it will remain.
Digital Steganography as in (Shuozhong, 2005 ; Bailey & Curran, 2005 ; Kahn, 1996) is considered as
of the major trigger that can be used to implement the securing level on the data. Using steganography,
the secret information are hidden within signals as an insignificantly information.

The steganography depends on the reality of the observation and senses of the human that are not
enough in compare with computerized systems. Thus, the human senses such as: hearing or vision does
not have the ability to discover very slight or teeny alterations in visual or auricular scenes that makes a
steganography a very strong technique to hide the important information (Birgit, 1996).

Steganography (Cox et al, 2007) is implemented as a secure communication channel by hiding the
secret information into some multimedia materials (such as images) and then sending them to recipients
insignificantly. Only the intended recipient who engaged the transmitter has the ability to discover these
multimedia materials and then grab the secret information from. The main difference between Steganog-
raphy and watermarking is that the multimedia material (such as images) can be detected to know if it
was altered and doubtful by a third party. This phenomenon is called steganalysis. This third part has
the ability also to decide to eliminate these illegal modifications if they are occurred. The steganography
algorithms will be considered a robust algorithm when it has the strong resistance level to the primary
and ultimate steganalysis techniques.

A cover image is used in steganography as the carrier of concealed message and should have regular
and unhurt presence without arousing any type of mistrust. The cover image could be called as stego
image if it has the hidden message and then use it for discovering the message at the recipient side (Jamil,
1999; Munuera, 2007 ; Sanjay & Kanak, 2012). The secret key that could be simple or composite, with
the usability to insert message into the cover image and discovering message which embedded from the
stego image is called stego key. This key can be created by achieving some computations based on some
criteria such as (the size of the cover image and its texture) or it can be generated randomly. The general
procedures of steganography are presented in Figure 4. The features of the cover image that are using to
conceal the message in it are referred as embedding domains. Transform domain techniques or spatial
domain techniques can use these features and characteristics. In the past, the image pixels are altered
and manipulated straightly for embedding. However and recently, before the images really embedding,
the message should be transformed mathematically (Ratankirti et al, 2013).

As mentioned that the main idea in steganography is that it depends on the reality that human does not
have the ability to know if an image file or a sound or even a portion of text really comprises concealed
information. Steganography is a very efficient technique for protecting information especially when the
unauthorized receiver of information or assailant does not understand or discover that the digital media
(images) given before them really includes concealed information because when this is discovered,
steganography unlock itself up to assault and forfeits its most powerful feature: innocuousness, which
represents the detection feature of steganography.
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Figure 4. General skeleton of steganography
(Sanjay & Kanak, 2014).
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Classification of Image Steganography
The existing steganographic methods were classified in (Brajesh, et al, 2013) as follows:

1. Transform-Based Steganographic Methods: In these methods, the signals will be mapped to
other types of domain like Fourier transformation or even DCT (Pevny & Fridrich, 2007); the
gained co-efficient are modified.

2. Palette-Based Steganographic Methods: The steganographic message will be hidden within the
indices or the palette bits. The number of colors should be taken in account to be sure it will not
exceed its allowable limit, when the image file format has been used.

3. Spatial Domain-Based Steganographic Methods: Least Significant Bits (LSB) is the mainly used
steganography type in many applications like uncompressed file like BMP or TIFF. In a specific
layer, the modification on the least significant bit will result a hidden secret message.

The Requirements of Steganographic Techniques

Three main requirements could be applied to estimate and evaluate the steganographic performance
techniques as listed and discussed in (Bin, et al, 2011):

e  Security: Active or passive attacks may be considered as the most trouble with the steganography.
If the presence of the secret message can only be evaluated with a possibility less than or equal
random appraising key in the existence of several steganalytic systems, then under these systems,
steganography could be evaluated as a secure technique. However, in the other cases steganogra-
phy will claim as insecure.
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e  Capacity: In order to be valuable in carrying secret message, the concealing capacity supplied
by steganography technique must be a high as much as possible. The capacity may be provided in
ultimate measurement like the secret message size, or it may be a comparative value (e.g. the bits
in each pixel, or the secret ratio message) which is known a data embedding rate.

e  Imperceptibility: Visual artifact scenes could be served by stego images. It will be better when
the stego image has a very high value of fidelity when compare to others under the same cir-
cumstances of the capacity and security. If the consequent stego image seems unhurt, then this
characteristic has to be persuaded for the custodian not having the authentic cover image in order
to contrast.

Types of Attacks on Image Steganography

Steganalys is be defined as the attacking steganography science in a combat that never stops. It simulates
the existing founded or developed science of Cryptanalysis. A steganalysis system can be created by
steganographer in order to evaluate the robustness of his algorithm. Steganalysis can be performed via
implementing several techniques or step of image processing such as: translating, cropping, rotating, and
filtering. Additionally, it can be performed deliberately by specific program that explores the structure of
stego image and evaluates its statistical characteristics such as first and second order statistics (Chaddad
et al, 2010). Based on available information for analysis, there are various types of attacks. They can be
categorized into six main categories as in (Gangadhar et al, 2013):

1. Stego-Only Attack: The stego-image is only available for analysis.
Cover Attack: The authentic cover and stego images are both obtainable.

3.  Message Attack: At some point, the concealed message at sometimes could be known to the at-
tacker. But it could be useless for the attacker.

4.  Chosen Stego Attack: Where the stego-image and steganography tool are already known.

5. Chosen Message Attack: Steganalyst generates a stego-image from steganography tool from a
chosen message.

6. Known Stego Attack: algorithm is known and both the authentic image and stego-image are
obtainable.

Steganalsysis can be mainly categorized into universal and specific steganalsysis based on to the tools
of targeted steganographic. Universal steganalsysis is known as blind or universal blind steganalsysis,
while specific steganalsysis is found to discover some specific steganalsysis. Without steganography
algorithms, universal steganalsysis can discover the presence of secret message and workable than the
other type of steganalsysis.

CONCLUSION

Steganography is an approach and science that can be used to secure information by hiding messages
within some types of covers and suitable multimedia carrier that will never known by attackers. These
cover files could take any file format of digital data such as audio or image files. It depends on the
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proposition that if the attribute is visible, then this means that there is an obvious point of attack, thus
the main target is mainly to hide the very presence of the embedded data.

Over the past decade, digital image watermarking is an increasing research topic that has received
considerable interest from the researchers. For copyrights of different electronic materials and media, the
watermarking is a very significant domain. With proliferation of digital images on the Internet, sometimes
a watermarking is mandatory option. Digital watermarking is the processing of information along with
a digital signal. A watermark is a minor image, which is embedded into the host or original image, and
results a protected image. It behaves as a digital signature, providing the image a type of originality or
proprietorship and it makes the image very resistance to the attacks.
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Security in Digital Images

KEY TERMS AND DEFINITIONS

Cryptography: The art of protecting information by transforming it (encrypting it) into an unread-
able format, called cipher text.

Digital Watermarking: A kind of marker covertly embedded in a noise-tolerant signal such as audio
or image data. It is typically used to identify ownership of the copyright of such signal.

Discrete Cosine Transform (DCT): A finite sequence of data points in terms of a sum of cosine
functions oscillating at different frequencies.

Image Processing: The manipulation of an image for the purpose of either extracting information
from the image or producing an alternative representation of the image.

Image Steganography: The art or practice of concealing a message, image, or file within another
message, image, or file.

Information Hiding: A technique to prevent system design change. If design decisions are hidden,
certain program code cannot be modified or changed.

Steganalysis: The study of detecting messages hidden using steganography; this is analogous to
cryptanalysis applied to cryptography.

This research was previously published in the Handbook of Research on Threat Detection and Countermeasures in Network
Security edited by Alaa Hussein Al-Hamami and Ghossoon M. Waleed al-Saadoon, pages 381-394, copyright year 2015 by
Information Science Reference (an imprint of IGI Global).
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Media Literacy in
the Digital Age:

Literacy Projects and Organizations

Amir Manzoor
Bahria University, Pakistan

ABSTRACT

Time has come to equip people communities around the world with digital and media literacy skills. In
order make informed decisions, people need ability to access, analyze and engage in critical thinking
about the daily messages they receive on a variety of issues such as health and politics. Today’s “con-
nected homes” provide people access to latest information and communication technologies. To become
an effective participants in the information society of 21st century, people need not only acquire the
multimedia skills but also the ability to use these skills effectively. One way this can be achieved is by
including digital and media literacy in formal education. The objective of this chapter is to examine the
media literacy programs working across the world to equip citizens to analyze and evaluate incoming
information. In addition, the chapter provides some specific recommendations to bring digital and media
literacy education into formal and informal settings.

INTRODUCTION

During 2009-2010, Ukrainian people saw an unusual set of bulletin boards in a collection of public
places. “The person who uncovers that which was hidden—that’s a real journalist,” read one, against
an image of a curtain being pulled back to reveal the word “truth.” Another, showing different colored
pens writing different letters and numbers, declared that “True news means various views on a single
event.” These billboards were a rare attempt to teach concepts of media literacy directly to a population
at large, that is, anyone who happened to be passing by. The target was the practice of what Ukrainians
call jeansa, or hidden advertising, in which a company or politician pays money to a media outlet to get
a puff piece, presented as real journalism (Burgess, 2013).
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Many educators have been wary of the well-publicized hype about the unsubstantiated benefits of digital
media in education because of their own real-life experience spending six hours a day with children and
teens whose lives are more or less infused with cell phones, iPods and laptops. They know that simply
using digital media tools is no educational panacea. A recent study of students in grades 5-8 showed
that those from disadvantaged families got lower math and reading scores once the Internet arrived in
the home (Knight Commission, 2012). Duke University analyzed test score of over 1500 US students to
compare children’s reading and math scores before and after they acquired a home computer. They then
compared those scores to those of kids who never acquired a home computer (Vigdor & Ladd, 2010).
The test scores of low-income kids who got computers at home declined more than children who did
not get computers. For middle-school students, social networking, YouTube videos and online games
can be a potent distraction from homework and other activities.

Even young people themselves are recognizing some limitations of life online. Some are concerned
that screen interaction will replace face-to-face social relationships and others wonder if online civic
acts are merely “token activism,” creating an illusion of civic engagement while actually distancing
people from their causes. “Such nuanced stances reveal that teens and adults are engaged in thoughtful
consideration of the civic potentials of online life” (Global Kids, The Good Play Project and Common
Sense Media, 2009, p. 17).

Whether we live in a democratic society or a one-party state, the ability to examine information and
evaluate media messages is a vital skill set in our era. Media literacy can be defined as the skillful ap-
plication of literacy skills to media and technology messages. There’s a lot of stakeholders in the concept
of digital literacy such as technology business, government at the state and local level in the world of
education both in K-12 and in higher education as well as stakeholders in the activist community, the
library community and creative community. Everyone seems to have a reason as to why all citizens in
the around the world to be capable confident users and creators using a full range of digital media tools
and technology. According to ALA Digital Literacy Task Force, digital literacy is the ability to use
information and communication technologies to find, evaluate, create, and communicate information
requiring both cognitive and technical skills.

Essential Competencies of Digital and Media Literacy

According to Chu, Lau, Chu, Lee, and Chan (2014), following are the essential competencies of digital
and media literacy.

1. Access: Itrefers to finding and using media and technology tools skillfully and sharing appropriate
and relevant information with others

2. Analyze and Evaluate: It refers to process of comprehending messages in which a user critically
analyze the message quality, veracity, credibility, and point of view. It is done while considering
potential effects or consequences of messages.

3. Create: It refers to composing or generating content using creativity and confidence in self-
expression, keeping in view the purpose, audience, and composition techniques

4.  Reflect: It refers to application of social responsibility and ethical principles to one’s own identity
and lived experience, communication behavior and conduct

5. Act:Itrefers toindividual and collaborative work by a person to share knowledge and solve problems
and participate in the community. The problems to be solved can be in the family, the workplace
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and the community, and participation in the community can be at local, regional, national and
international levels.

Media Literacy and Civic Engagement

For a long time, media literacy has been an important part of thoughtful civic engagement. The digital
revolution has made media literacy even more critical. The explosion of digital media and social network-
ing platforms has transformed citizens into publishers and broadcasters. Today, a truly media literate
citizen is someone who not only understands the meaning behind the messages he or she encounters,
but also has the ability to create quality content and distribute it in a variety of forms in order to become
part of society’s larger dialogue.

In countries all over the world, whether democratic or one-party states, governments are promoting
media literacy as a vital skill set. Media development organizations uniformly say that it is a vital part
of their work. Both programming and spending patterns among funders suggest that media literacy
programs are a still small but growing focus of overall media development work.

Improving digital and media literacy require nothing less than national community education ef-
fort. Sorting through the flood of information most of us encounter daily requires new knowledge and
critical-thinking skills. To participate fully as citizens, people need to be able to not just consume me-
dia messages but also create and share them. To fulfill the promise of digital citizenship, citizens must
acquire multimedia communication skills and know how to use these skills to engage in the civic life
of their communities.

As the global movement for media literacy education emerged in the early 1990s, there were many
questions and opinions about what media literacy was all about. For the most part, media education
activities were limited to grassroots efforts — an innovative teacher here, a pioneering school district
there; some efforts were concerned about issues, like violence in the media or tobacco advertising; others
were focused on skills, like video production and enabling young people to produce their own media.

Increasingly, media literacy projects are moving not only beyond broadcast to social and mobile plat-
forms, but also into the realms of digital and beyond media literacy training. Producers of such projects
recognize that in order to participate fully in the new media world, children, and adults need to be able
to access, analyze, evaluate, and communicate messages in a wide variety of forms.

This new reality means that media literacy programs need to reach a vast audience. The objective of
this chapter is to examine the media literacy programs and campaigns working across the world to equip
citizens to analyze and evaluate incoming information.

CURRENT STATE OF MEDIA LITERACY PROGRAMS AND THEIR SPONSORS

To support the development of digital and media literacy competencies for all citizens, a comprehensive
community education movement is needed. Local, regional, state, and national initiatives are essential.
There are some key audiences and locations where this work must occur, including children and youth,
new immigrants, special education students, juvenile offenders, and senior citizens, in schools, univer-
sities and colleges, libraries, youth media and local access centers. To achieve the buy-in necessary for
success, initiatives must capitalize on existing local programs and resources and enroll new stakeholders,
including educational leaders, members of the business community, and members of professional as-
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sociations who are motivated to develop and sustain programs. We would take a snapshot of the current
state of media literacy programs and their sponsors and revisit some of the questions that this new area
of media development is raising.

Even as media literacy is seen as permeating most everything that media development groups do, it is
rarely a stand-alone objective in programming. There are no media literacy line items on their budgets.
And few practitioners have evaluated these programs to see what their overall impact has been. In part,
this may reflect the fact that media literary is often viewed as a component within a broader program.

It is also a relatively small part of spending on media development, albeit a growing one. Spending
by U.S. media development implementing organizations on media literacy is estimated to have risen
from 0.2 percent of all media development spending in 2006 to 4.3 percent in 2011, the most recent data
available. This is still a negligible amount when one considers that U.S. government funding for media
development as a whole represents only about 0.4 percent of all U.S. foreign assistance (ISSU.com, 2013).

Media literacy is also undergoing a major change in the way it is defined. In its traditional definition,
“media literacy” meant equipping citizens to evaluate incoming information for bias and accuracy, and
it remains a crucial competency for participation in democratic society. But the advent of digital media
and social networking platforms has made each of those citizens a potential publisher. In response, no-
tions of media literacy have evolved to include the ability to create quality content and distribute it so
as to become part of society’s larger dialogue (ISSU.com, 2013).

Yet, in the world of media development NGOs, there are few programs that attempt to target entire
populations. Instead, media literacy growth is more commonly treated as occurring through traditional
training programs. By its nature, teaching content creation also imparts the skills of good consumption.
Many of the activists who attend, say, an NGO seminar teaching how to blog responsibly in a time of
political crisis won’t make a career in the media, but whatever they do they’ll be smart consumers of
media for the rest of their lives. Another school of thought is that training programs will spawn high-
quality content that will make people understand that not all content is created equal.

Practitioners are only beginning to digest the scale of the challenge. Citizens across the world are not
only consumers of media but also have become major producers of media, and this means that media
literacy programs need to reach a vast audience. So far, these programs are scattered across the world
and have a long way to go before they have the size and scale to be truly effective. And while we may
have to wait several more years before the impact of these programs is measurable, we have been able
to surface a number of different, and at times innovative, approaches to promoting media literacy.

Here is a sampling of various programs and organizations around the world.

UNESCO

UNESCO might be called the grandparent of the international media literacy movement, with work
extending back more than four decades. Its current programs draw their inspiration and authority from
a declaration drafted by delegates from 19 countries at a meeting in Grunwald, West Germany, in Janu-
ary 1982. Language from that document can today feel dated, but if you add Pinterest or texting to the
examples, it feels entirely modern:
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We live in a world where media are omnipresent: an increasing number of people spend a great deal
of time watching television, reading newspapers and magazines, playing records and listening to the
radio. In some countries, for example, children already spend more time watching television than they
do attending school. (UNESCO, 2001, p. 18)

The declaration went on to say that educators must not ignore this trend and should work to pro-
mote “a critical understanding of the phenomena of communication” as a “preparation for responsible
citizenship.” Ordinary people need to know how to analyze media products and use them both for the
acquisition of information and for creative expression. The delegates made four recommendation to the
world’s education systems including encouraging research about media literacy education and increased
cooperation across borders to develop media education, initiation of comprehensive media education
programs from the pre-school to university level, and development of training courses for teachers.

Another UNESCO conference, in Alexandria, Egypt, in 2005, broadened the concept into a human
right by noting that:

Information Literacy lies at the core of lifelong learning. It empowers people in all walks of life to seek,
evaluate, use and create information effectively to achieve their personal, social, occupational and edu-
cational goals. It is a basic human right in a digital world and promotes social inclusion of all nations.
(Sarah Devotion Garner, 2006, p. 3)

Today, promoting this kind of education is amajor part of the daily business of the Paris-based UNESCO,
led by the newly founded Global Alliance for Partnerships on Media and Information Literacy. In 2011,
after years of work involving teachers, academics, expert reviewers, field tests, and editors, UNESCO
published a model curriculum for national school systems. The curriculum provides detailed direction
for classroom examination of theoretical subjects such as what information is and how it shapes society.
It also contains a lot of practical material: definitions of computer terms; tips for avoiding online scams;
and tips on how to convey meaning with particular camera shots and angles. It’s now offered in multiple
languages. UNESCO is now working with close to a dozen countries to adopt or pilot the curriculum.

In June 2011, educators and officials from the Moroccan government, UNESCO, and Islamic and
Arab educational organizations came together to discuss ways to promote media literacy. They issued
a detailed declaration calling for such steps as bringing media literacy into the curricula and using it to
foster local cultures. UNESCO is also collaborating with partner organizations to develop and launch
two online media and information literacy (MIL) courses, one targeting teachers, policy makers, and
professionals, the other the public at large. Working with the UN Alliance of Civilizations, UNESCO
has drawn eight universities around the world into an academic network on media literacy. To help
countries that want to move toward greater media and information literacy, UNESCO is also working
to publish a comprehensive framework known as the MIL Policy and Strategy Guidelines. These will
include suggestions on what policies to employ, step-by-step implementation processes, and specific
resources such as model policy statements.

For 2012-2103, UNESCO set itself some MIL objectives: At least 15 national teacher training cur-
ricula will have integrated MIL; at least 12 citizens’ media groups (of which at least three are women’s
groups) will have been formed; and at least 50 public service broadcasters will have applied UNESCO’s
guidelines for promoting user-generated content.
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Neighborhood Incubators

In Armenia, Internews (an international non-profit organization whose mission is to empower local media
worldwide) helped finance six InfoTuns (community media centers). These InfoTuns tends to attract a
cadre of young activists to take online courses, including in media literacy.

Internews also supported a media website and a mobile museum with exhibits on such subjects as
how Soviet news organizations covered the great Spitak earthquake of 1988. Through work like this,
general media literacy advances. The program was also looking at classroom instruction, working with
the Armenian education ministry to integrate a media literacy curriculum into teacher training and
school curriculum.

Restraining the Police Baton

In 2008, men undergoing training as police officers in Afghanistan began receiving a handbook that
included two drawings: One showed an angry policeman beating a journalist; the other showed the po-
liceman and journalist working together, each happy with the other. The drawings aimed to build in the
mostly illiterate recruits what might be called a specialized form of media literacy: awareness among
police that journalists are not spies or provocateurs but should be left to do their work, even assisted.

In conflict zones around the world, select NGOs are working to try to defuse traditional mistrust that
exists between journalists, police and military forces. The police in northern Iraq were more afraid of a
camera than a gun. To confront attitudes like these, sponsored workshops were organized that brought
Iraqi officers and journalists together.

There will be times, of course, when journalists can’t avoid conflict with police (reporting on police
corruption, for instance). But the idea is to reduce the many unnecessary sources of tension. In addition to
Afghanistan and Iraq, countries that have hosted such programs include Ivory Coast, Somalia, Pakistan,
Egypt, and South Sudan. Through seminars and other training, one can hope to instill in local journal-
ists the notion that they have responsibilities too. They must behave professionally toward police and
soldiers, for example, act as objective observers, and avoid character assassination and emotional rants.

Student Newspapers in China

Student-edited publications are hardly a tradition in the Chinese education system. During 2011-2012,
13 high school newspapers emerged in China’s Gansu province. The newspapers were produced by
students and teachers who underwent training at American-style “summer camps” and in the schools.
The project was approved by provincial, not national authorities. Subject matter included cafeteria food,
sports events, teen dating, pollution from neighboring factories, and safety hazards caused by nearby
construction. At some schools, principals agreed to sit for interviews, a rare opening up of officialdom.
There was probably self-censorship too, as students journalists steered clear of taboo political subjects.
For this project, media literacy was the first goal from the start and the hope was to get students to see
that there is a different style to newspaper writing and to create demand for that kind of information.
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Reaching the Young People of Cambodia

Overseen by BBC Media Action, Loy9 is a project to promote media literacy in youth of Cambodia. A
2010 survey found that Cambodian young people consumed a lot of media and trusted almost all of it.
They seemed highly open to being misled by media, whether it was one-sided news or karaoke videos that
carried damaging messages about gender (Giraud & Huot, 2012). Loy9, pronounced “loy prambuon” in
Cambodian, is a slang for something like “well done!” or “awesome!” The program comes in TV, radio,
Internet, and telephone dial-in versions. In broad terms, the goal is to promote participation in civic life
by young people, particularly those living in rural areas. This might be accomplished e.g. through a TV
serial drama in which a young man runs for election as youth representative on a commune council.
With music, brightly colorful animations, and ebullient hosts, Loy tries to cover, in a fun and entertain-
ing way, even some serious subjects. The TV version, aired on Cambodia’s two most widely watched
terrestrial networks, draws up to 2 million viewers. The idea behind Loy was not only to impart skills to
the young people in the village, but also to make a point to the broader audience that behind every video
are people who have a particular message they want to convey and choose to show some things and not
others. Subjects of direct relevance to media literacy also come up. One show began with the question
of why people cry when watching movies that they know aren’t real.

122

Using Game Design in Education: Globaloria

Globaloria, a project of World Wide Workshop Foundation, is a social learning network for designing
web-games. The project employed project-based learning where participants created educational games
for their personal and professional development, and for the benefit of their communities. Globaloria is
suitable for students at all levels and does not require any prior web design or programming experience.
Globaloria ran two pilots in West Virginia and in Texas where schools integrated Globaloria curriculum
into their school curriculum. The key success factors of Globaloria were the participatory structure of
the program that supported learning by doing, partnerships with government, education departments,
private and public foundations, local businesses, and institutes of higher education, and the culture of
transparency and collaboration that Globaloria brought into schools.

Community Partnerships: The Digital Connectors Program

The Washington DC-based Digital Connectors Program by One Economy identifies young people from
diverse low-income backgrounds and provide them technical training. The training helps these young
people (called digital connectors) build leadership skills and prepares them to enter the 21st century
workplace. Participants give back to their community by training family members and residents on how
to use technology effectively.
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Adobe Youth Voices

The Adobe Foundation’s program, Adobe Youth Voices, is designed to provide youth in underserved
communities with the critical digital communication skills. With these skills, youth is expected become
active and engaged participants of their communities. Participants use cutting-edge multimedia tools to
create various pieces of media (such as videos) and share their ideas about topics that interest them, such
as religious and cultural identity and environmental degradation. These works are then shared through
a global network of over 500 participating organizations web sites worldwide.

BBC School Report

BBC School Report can be considered as one of the most ambitious news literacy programs ever devel-
oped. This program offers training to children in U.K. schools to learn about the practice of journalism
and news production. Children learn and develop community-based television and radio news reports.
The mission of this project is to engage young people with news, by giving them chance to make their
own news in order bring their voices to a broader audience base. Another aim is to provide children with
awareness of values behind content creation, such as fairness, accuracy, and impartiality. The program
helps students develop skills of gathering information, teamwork and time management, while providing
an opportunity to discuss the responsibilities involved in broadcasting to a worldwide audience.

Center for News Literacy

The Center for News Literacy of Stony Brook University train students to use critical thinking skills.
With these skills, students are able to judge the reliability and credibility of news and news sources. Ex-
perienced journalists are recruited to become News Literacy Fellows and help launch new undergraduate
courses that meet the needs of the host universities. The center was working to develop curriculum for
high schools and the general public. It was also working to develop a National News Literacy website
through which students can collaborate on news literacy projects.

City Voices, City Visions (CVCV)

This is a project of the University at Buffalo’s Graduate School of Education. This project aims to work
in collaboration with the schools to help bring digital and media literacy to teachers and students and
help students meet higher learning standards in literacy and the academic disciplines. CVCV promotes
student academic achievement and empowerment using digital media tools. The works created by stu-
dents and teachers are shared with public to benefit a large number of people.

Common Sense Media

This San Francisco-based non-profit organization (www.commonsensemedia.org) provides independent
information and tools about media and technology in the home. The objective is to educate families to
make informed choices and have a voice about the media they consume. The Common Sense Media
website includes reviews and ratings of various types of media (such as movies, games, mobile apps,
websites, books and music) by professional reviewers, parents and kids. The website also provides re-
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source materials specifically designed for parents and educators. The organization has also developed
a curriculum, focused on digital citizenship, to train students become responsible, peaceful, and safe
digital citizens. The curriculum’s main focus is on digital ethics and responsibilities. The curriculum
uses engaging classroom activities to tackle issues like privacy, cyber-bullying, and online identities.

Digital Media (DigMe)

This program of Roosevelt High School in Minneapolis uses digital media to train students on critical
thinking, building meaning, and demonstrating understanding across the subjects. The curriculum is
aligned with the national standards in Media Literacy and 21st Century Skills. Students are engaged in
reading, writing, analyzing, and discussion activities. Students design and produce projects that dem-
onstrate learning using digital media tools.

Finding Dulcinea, IFC Media Project, and Know the News

Finding Dulcinea is a project that offers contextual background information on news and current events
and analysis of how sites with inaccurate and misleading information can be made to seem credible. IFC
Media Project is a television series that examines US news media in a bid to uncover the truth about
the news. The series provides in-depth reporting on controversial topics facing today’s media such as
the impact of the economic downturn on the news industry. Know the News is an online learning tool
for journalism students and citizen journalists. It explores the issues that shape television news, includ-
ing bias, authorship, and authenticity, ethics, and media ownership. The website of the tool provides
information to help users think critically about TV news by framing news coverage in a global context.

Global Kids and Kids Voting

This organization uses digital media to train students on global awareness and civic engagement. Students
develop digital literacy skills, engage in online dialogues and participate in civic action. Kids Voting is
a media education program to get students involved in civics. This program offers education curriculum
for use during an election campaign. The program integrates civics education and preparation for voting
with newspaper reading and media analysis. The program encourages students to analyze and critique
political advertisements, news stories, and candidate debates. According to McDevitt and Chaffee (2000)
when students are involved in such programs, there is increased student tendency to read newspapers,
pay attention to political campaigns, and discussion on campaign-related issues with peer and parents.

National Association for Media Literacy Education (NAMLE)
NAMLE is a US-based organization dedicated provide all people the skills needed to critically analyze
and create messages using the wide variety of contemporary communication tools. NAMLE brings to-

gether many media literacy practitioners and advocates from diverse fields to bring high quality media
literacy education to all.
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National Writing Project (NWP)

The NWP is a US-based nationwide network of educators whose mission is to impart the teaching of
writing and learning in schools and communities. NWP provides excellent professional development
programs to teachers across disciplines and at all levels. NWP offers in all 50 states of USA a special
program called “Digital Is”. Through this program, educators can share work and practice and think
about elements that support effective digital writing and learning of students in a variety of learning
environments.

Powerful Voices for Kids

This is a collaborative program that offers a comprehensive media literacy and technology integration
program for children and educators, in-school and after-school mentoring, and a research and assess-
ment module. The program aims to strengthen children’s thinking abilities and communication skills
using language and technology tools to make their voice powerful enough to contribute to the quality
of life around them.

Project Look Sharp

This program provides materials, training and support for the effective integration of media literacy with
critical thinking into classroom curricula at all education levels. Professional development programs are
offered to educators. The material provided enable teachers to integrate critical analysis of news media
into their curriculum.

Project New Media Literacies

This program explores ways to train young people with the social skills and cultural competencies needed
for full participation in an emergent media society. This program provides resources for educators and
learners to integrate the new media literacies into their learning environments.

Salzburg Academy on Media and Global Change

It is a summer education program for students and faculty. This program was created by the International
Center for Media and the Public Agenda at the University of Maryland. The program explores media’s
role in global citizenship, with examination of news media effects on understanding of cultures and
politics and capabilities to better cover global problems and report on possible solutions. Students and
faculty work together to create a series of curriculum materials to explore these issues. Students learn
to identify what news is and how media decide what information matters. Students monitor, analyze
and compare media coverage of people and events and understand media’s role in shaping global issues.
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Silver Surfers Day

This eventis hosted by the Office of Communications, the British national government agency responsible
for communications regulation, specifically for older people to get a nice introduction to the Internet
and practices about sharing photos, online banking, finding other health-related information or other
activities specific to their needs and interests.

St. Louis Gateway Media Literacy Partners

This is a collaborative partnership among educators, parents, media professionals and citizens to raise
awareness of the importance of media literacy and media literacy education, including the connection
between digital and media literacy skills and economic development. The partners in program share the
costs of developing programs and services for the community and host events.

The News Literacy Project and Youth Media Reporter (YMR)

This is an educational program to bring experienced journalists into school classrooms. The journalists
teach students the critical thinking skills they need to be smart consumers and creators of credible in-
formation across all media. Students learn to distinguish verified information from raw messages, spin,
gossip and opinion. Students are encouraged to seek news and information to become well-informed
citizens and voters. The Youth Media Reporter (YMR) is a professional multimedia web-based for
practitioners, educators and academics interested in youth media. The journal documents the insights
and leading lessons in engaging young people across all media.

PBS News Hour Student Reporting Labs

This program (http://www.studentreportinglabs.com) is a collaborative partnership between high schools
and public media professionals to create investigative video reports. The program provides a flexible
curriculum that combines digital and media literacy, media production, news and current events and
journalism education.

Admongo

It is an online gaming project launched by Federal Trade Commission (FTC) of USA. This project aimed
athelping kids become more discerning consumers of information through analysis of advertisements. The
project provides a curriculum and a fun way to look at advertising in the classroom. However, the project
lacks meaningful engagement because students are not encouraged to critique or analyze advertisements.

State of Deception: The Power of Nazi Propaganda
The US Holocaust Memorial Museum launched an initiative to impart teaching of digital and media
literacy skills by using its exhibit called ““State of Deception: The Power of Nazi Propaganda”. Under this

imitative, teachers participated in a digital and media literacy online workshop that introduced the exhibit
and key media literacy concepts through a combination of webinars, lesson plans and online discussions.
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Emerson Literacy Education and Empowerment Project (ELEEP)

Emerson Literacy Education and Empowerment Project (ELEEP) is a project of Emerson College, USA.
The goal is to engage college students, in collaboration with young youth in the community, and peer to
peer mentoring that involves civic engagement empowerment self-efficacy, and agency. It is meant to
be gathering of all future leaders and is meant to teach them the foundational skills and competencies
in health and media literacy. Students can use their voices when they enter into more formative stages
of adult. Being media literate is a good way to filter out the good and the bad media in order to be more
informed of what’s going on.

DIGITAL MEDIA LITERACY IMPLEMENTATION: ISSUES AND CHALLENGES

Educators and community leaders face many challenges and issues when developing a plan of action for
implementation of digital and media literacy program. First, they need to move beyond a tool-oriented
approach. Second, they need to address various risks associated with media and digital technology. They
also need to expand the concept of literacy, strengthen people’s ability to establish credibility and quality
of the news, and bring news and contemporary issues into formal education.

Moving Beyond a Tool-Oriented Approach

A great concern is whether people will be able to transfer their self-developed skills in digital media to
people beyond their communities (Vadhiyanathan, 2008). The same people who have skills to search for
information using digital media tools for youth today that their formal education includes digital media
literacy so they are able to experience under broader range of cultural and civic learning that is essential
for their intellectual, cultural social and emotional development.

Many schools have made significant investment in technology use. However, teachers still don’t
make use of digital and media literacy past of their instructional practices. There exists various reasons
for this. Some teachers consider using PowerPoint presentation as effective use of digital media, while
some don’t have time to incorporate digital and media literacy into their instructional practices.

Itis obvious that introducing technology in the school alone cannot be sufficient for digital and media
literacy education. Schools face many hurdles to achieve their targets of digital and media literacy edu-
cation and access to high speed broadband internet is one of them (Levin, 2010). The internet filtering
implemented at many schools puts serious limitation on teachers and students to access many types of
digital media including social media. According to US Department of Education, despite availability
of computer in a classroom, more than 50% teachers were not able to display a website to their students
because a data projector was not available. Most US student used computer to perform basic tasks such
as write documents and make Power point presentations (US Department of Education, 2010).

It is a mistake to take the amount of money invested on technology or number of people enrolled
in online learning programs as proxy of digital and media literacy education. Similarly, just providing
youth with access to digital technology cannot automatically make them digitally literate. Across a wide
range of socioeconomic state in developed world we see parents buy their kids digital devices, including
computers laptops and mobile phones. The computer is dominant entertainment device in most homes
of developed world (Kaiser Family Foundation 2010).
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Professor of English John Sutherland from University College in London, a very outspoken voices
among those who believe the technology is killing the art of reading and writing, thinks that “Facebook
encourages narcissistic blabbering, video and PowerPoint have replaced carefully crafted essays, and
texting has dehydrated language into “bleak, bald, sad shorthand” (Clive Thompson, 2009, p. 1). In
a study of writing at Stanford University (Heaven, 2009), researchers followed a group of about 190
students at Stanford for almost 6 years and asked them to contribute all of their writing (anything else
they wanted to) to an electronic database. Analyzing about 15,000 pieces of writing that included almost
every type of writing (such as emails in 11 languages, text messaging of all kind, journaling, poetry,
and PowerPoint presentations), researchers found that students become good writers when they get into
colleges. Steady improvement in writing across the college years was also noted. By the time students
get the college they understand who their audiences are. Students seem to understand the purpose of
writing as they know if they are writing to a college professor that they are not on Twitter. They just
know that and they adjust their writing accordingly. The sample of students chosen matched up very
well to the demographics of the Stanford class as a whole which meant it was very diverse. The students
in the humanities wrote a lot more and had more opportunities for writing than students in the sciences.
Gender was not found as a factor that affected student writing. A very important finding of the study
was that most students reported liking writing that made something happen in the world that’s how they
defined good writing. They want writing to do something. They wanted to be active, performative, and
make something happen. Students mentioned good writing is writing that make something happen such
as a series of posters for an AIDS walk that might raise $60,000 for AIDS research or a poster that would
go up on campus demanding a raise in wages for temporary workers. Internet has had huge impact on
student writing because now audiences are everywhere in fact it’s hard to tell who is a writer and who is
an audience anymore. This is because the interaction is so instantaneous that if sometimes someone is
receiving a message he is creating message at the same time. So the sense of having a real audience at
the other end of your writing is what makes the social networking sites so popular with students and so
helpful in terms of getting them writing even more and more because they know they are writing to real
people at the other end. While teachers complain of high school students use of Internet speak, such as
LOL or WTEF, a national study of US college students didn’t find a single instance of Internet speak in
students’ writing. It can be seen that something may be happening between the end of high school and
the beginning of college. Students in college seem to know and they know Kairos, they know what’s
timely what’s appropriate in a particular place and time.

Few people think that computers can also be used as aresearch tool to search for information. However,
most people don’t have the knowledge and skills required to use the computer for this purpose (Hargittai
& Walejko, 2008). A child’s experience and approach towards technology can be predicted by analyzing
the parents’ behavior and attitude towards technology (Pew Internet & American Life Project, 2009).

Research shows that the probability of content creation by students, whether online or offline, increases
if at least one of the parents holds a graduate degree. “While it may be that digital media are leveling
the playing field when it comes to exposure to content, engaging in creative pursuits remains unequally
distributed by social background” (Hargittai & Walejko, 2008, p. 256).

For these reasons, merely using digital technologies in teaching is not sufficient to develop digital and
media literacy competencies. It is essential that teacher make use of dialogue and Socratic questioning
while teaching about media and technology. It would help promote critical thinking in student about
various choices to make when they consume, create, and share messages. As Buckingham (2007, p. 113)
points out, “Rather than seeing the web as a neutral source of ‘information,” students need to be asking
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questions about the sources of that information, the interests of its producers and how it represents the
world.” Kids Voting program is USA is an example of such program that works to develop these criti-
cal thinking skills in US children and teens. Student are involved in news reading and media analysis
(Mcdevitt & Cheffee, 2000). Research shows that use of engaging digital and media literacy projects as
part of teaching increases the information retention capacity of student and also increases their ability
to analyze the context and quality of information websites (Berry & Wintle, 2009; Pinkham, Wintle &
Silvernail, 2008).

Game design can be used to develop digital and media literacy skills by involving students in game
design help them understand the constructed nature of digital environment and its role in shaping personal
and social action. By becoming designer of the game, student gain a deep understanding of the choice
available in the structure and function of technology tools.

The digital and media literacy provides competencies learners need to interact with audience beyond
their friends, family and experience true participation in community that help them clarify their ideas
about the world from different lenses and developing a sense of connectedness to the people around them.

Managing Risks Associated with Digital and Media Literacy

Digital and media literacy competencies can also help address potential risks associated with mass me-
dia and digital media such as risks associated with identity theft. In 2009, 10 million US citizens were
victims of identity theft often because “they couldn’t distinguish an email from their bank from an email
from a predator” (Rothkopf, 2009, p. 5). However, this example is just the tip of the iceberg.

Many people are pro-social and contribute to a social network while others exploit digital technol-
ogy for evil uses. In the developed world, concerns about the negative aspects of media and technology
increases and decreases over time. Staksrud, Livingstone, Haddon, and Olafsson, (2009) identify three
types of risk associated with the use of mass media, popular culture and digital media:

e  Content risks (i.e. risks associated with exposure to potentially offensive or harmful content).

e  Contact risks (i.e. risks associated with people engagement in events such as harassment and
cyber-bullying).

e  Conduct risks (i.e. risks associated with activities such as misinforming people and illegal
downloading).

In developed world, some people completely ignore any risks associated with digital media, mass
media and popular cult