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Preface

Welcome to the book Cloud Native Development Patterns and Best Practices. This book will
help you along your cloud-native journey. I have personally found delivering cloud-native
solutions to be, by far, the most fun and satisfying. This is because cloud-native is more
than just optimizing for the cloud. It is an entirely different way of thinking and reasoning
about software systems. Cloud-native enables companies to rapidly and continuously
deliver innovation with confidence. It empowers everyday teams to build massive-scale
systems with much less effort than ever before.

In this book, you will learn modern patterns such as Event Sourcing, CQRS, Data Lake, and
Backend For Frontend, but with a cloud-native twist. You will leverage value-added cloud
services to build reactive cloud-native systems that turn the database inside-out and
ultimately turn the cloud into the database. Your team will build confidence in its ability to
deliver because your cloud-native system is composed of bounded isolated components
with proper bulkheads based on asynchronous, message-driven inter-component
communication and data replication. You will learn how to build cloud-native systems that
are responsive, resilient, elastic, and global.

You will also learn cutting-edge best practices for development, testing, monitoring,
security, and migration. You will learn how to decouple deployment from release and
leverage feature flags. You will be able to increase confidence with transitive testing and
build on the shared responsibility model of the cloud to deliver secure systems. Also, you
will learn how to optimize the observability of your system and empower teams to focus on
the mean time to recovery. You will apply the strangler pattern to perform value-focused
migration to cloud-native and to build evolutionary cloud-native architecture.

To get the most out of this book, be prepared with an open mind to uncover why cloud-
native is different. Cloud-native forces us to rewire how we reason about systems. It tests
all our preconceived notions of software architecture. So, be prepared to have a lot of fun
building cloud-native systems.
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Preface

Who this book is for

This book is intended to help create self-sufficient, full-stack, cloud-native development
teams. The first chapters on the core concepts and anatomy of cloud-native systems and the
chapters on best practices in development, testing, monitoring, security, and migration are
of value to the entire team. The chapters that focus on different patterns are geared toward
architects and engineers who wish to design and develop cloud-native systems. Some cloud
experience is helpful, but not required. Most of all, this book is for anyone who is ready to
rewire their engineering brain for cloud-native development.

What this book covers

Chapter 1, Understanding Cloud Native Concepts, covers the promise of cloud-native: to
enable companies to continuously deliver innovation with confidence. It reveals the core
concepts and answers the fundamental question: what is cloud-native?

Chapter 2, The Anatomy of Cloud Native Systems, begins our deep dive into the architectural
aspects of cloud-native systems. It covers the important role that asynchronous, message-
driven communication plays in creating proper bulkheads to build reactive, cloud-native
system that are responsive, resilient, and elastic. You will learn how cloud-native turns the
database inside out and ultimately turns the cloud into the database.

Chapter 3, Foundation Patterns, covers the patterns that provide the foundation for creating
bounded isolated components. We eliminate all synchronous inter-component
communication and build our foundation on asynchronous inter-component
communication, replication, and eventual consistency.

Chapter 4, Boundary Patterns, covers the patterns that operate at the boundaries of cloud-
native systems. The boundaries are where the system interacts with everything that is
external to the system, including humans and other systems.

Chapter 5, Control Patterns, covers the patterns that provide the flow of control for
collaboration between the boundary components. It is with these collaborations that we
ultimately realize the intended functionality of a system.

Chapter 6, Deployment, describes how we shift deployments all the way to the left and
decouple deployment from release to help enable teams to continuously deploy changes to
production and continuously deliver innovation to customers with confidence.

[2]
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Chapter 7, Testing, describes how we shift testing all the way to the left, weave it into the
CI/CD pipeline, and leverage isolated and transitive testing techniques to help enable teams
to continuously deploy changes to production and deliver innovation to customers with
confidence.

Chapter 8, Monitoring, describes how we shift some aspects of testing all the way to the
right into production to assert the success of continuous deployments and instill team
confidence by increasing observability, leveraging synthetic transaction monitoring, and
placing our focus on the mean time to recovery.

Chapter 9, Security, describes how we leverage the shared responsibility model of cloud-
native security and adopt the practice of security-by-design to implement secure systems.

Chapter 10, Value Focused Migration, discusses how to leverage the promise of cloud-native
to strangle the monolith and empower teams to mitigate the risks of their migration to
cloud-native with a focus on value and incremental evolution.

To get the most out of this book

Cloud experience is not a prerequisite for this book, but experienced readers will find the
content readily applicable. The examples used in this book require an AWS account. You
can sign up for a free trial account via the AWS website (https://aws.amazon.com/free).
The examples are written in NodeJS (https://nodejs.org) and leverage the Serverless
Framework (https://serverless.com/framework). The README file in the code bundle
contains installation instructions. The examples leverage the powerful Highland]S (http://
highlandjs.org) streaming library.

Download the example code files

You can download the example code files for this book from your account at
www . packtpub. com. If you purchased this book elsewhere, you can visit
www . packtpub.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packtpub.com.
Select the SUPPORT tab.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
instructions.

L e

[3]
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Preface

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at
https://github.com/PacktPublishing/Cloud-Native-Development-Patterns—and-Best-P

ractices. We also have other code bundles from our rich catalog of books and videos
available at nttps://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https://www.packtpub.com/sites/default/files/

downloads/CloudNativeDevelopmentPatternsandBestPractices_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Notice that the ItemChangeEvent format includes both the old and new image
of the data."

A block of code is set as follows:

const raiseTestError = () => {
if (Math.floor ((Math.random() * 5) + 1) === 3) {
throw new Error ('Test Error'); // unhandled
3
3

Bold: Indicates a new term, an important word, or words that you see onscreen.

[4]
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There is a concise diagramming convention used throughout this book. Cloud-native
components have many moving parts, which can clutter diagrams with a lot of arrows
connecting the various parts. The following sample diagram demonstrates how we
minimize the number of arrows by placing related parts adjacent to each other so that they
appear to touch. The nearest arrow implies the flow of execution or data. In the sample
diagram, the arrow on the left indicates that the flow moves through the API gateway to a
function and into the database, while the arrow on the right indicates the flow of data out
of the database stream to a function and into the event stream. These diagrams are creating
using Cloudcraft (https://cloudcraft.co).

Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

[5]
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Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visitpacktpub.com.

[6]
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Understanding Cloud Native
Concepts

Our industry is in the midst of the single most significant transformation of its history. We
are reaching the tipping point, where every company starts migrating its workloads into
the cloud. With this migration comes the realization that systems must be re-architected to
fully unlock the potential of the cloud.

In this book, we will journey into the world of cloud-native to discover the patterns and
best practices that embody this new architecture. In this chapter, we will define the core
concepts and answer the fundamental question: What is cloud-native? You will learn that
cloud-native:

Is more than optimizing for the cloud

Enables companies to continuously deliver innovation with confidence
e Empowers everyday teams to build massive scale systems

Is an entirely different way of thinking and reasoning about software architecture

Establishing the context

We could dive right into a definition. But if you ask a handful of software engineers to
define cloud-native, you will most likely get more than a handful of definitions. Is there no
unified definition? Is it not mature enough for a concrete definition? Or maybe everyone
has their own perspective, their own context. When we talk about a particular topic without
consensus on the context then it is unlikely we will reach consensus on the topic. So first we
need to define the context for our definition of cloud-native. It should come as no surprise
that in a patterns book, we will start by defining the context.
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Understanding Cloud Native Concepts Chapter 1

What is the right context for our definition of cloud-native? Well, of course, the right
context is your context. You live in the real world, with real-world problems that you are
working to solve. If cloud-native is going to be of any use to you then it needs to help you
solve your real-world problems. How shall we define your context? We will start by
defining what your context is not.

Your context is not Netflix's context. Certainly, we all aim to operate at that scale and
volume, but you need an architecture that will grow with you and not weigh you down
now. Netflix did things the way they did because they had to. They were an early cloud
adopter and they had to help invent that wheel. And they had the capital and the business
case to do so. Unfortunately, I have seen some systems attempt to mimic their architecture,
only to virtually collapse under the sheer weight of all the infrastructure components. I still
cringe every time I think about their cloud invoices. You don't have to do all the heavy
lifting yourself to be cloud-native.

Your context is not the context of the platform vendors. What's past is prologue. Many of us
remember all too well the colossal catastrophe that is the Enterprise Service Bus (ESB). I
published an article in the Java Developer’s Journal back in 2005 (http://java.sys-con.com/
node/84658) in which I was squarely in the ESB is an architecture, not a product camp and in
the ESB is event-driven, not request-driven camp. But alas, virtually every vendor slapped an
ESB label on its product, and today ESB is a four-letter word. Those of you who lived
through this know the big ball of mud I am talking about. For the rest, suffice it to say that
we want to learn from our mistakes. Cloud-native is an opportunity to right that ship and
go to eleven.

Your context is your business and your customers and what is right for both. You have a lot
of great experience, but you know there is a sea change with great potential for your
company and you want to know more. In essence, your context is in the majority. You don't
have unlimited capital, nor an army of engineers, yet you do have market pressure to
deliver innovation yesterday, not tomorrow, much less next month or beyond. You need to
cut through the hype. You need to do more with less and do it fast and safe and be ready to
scale.

I will venture to say that my context is your context and your context is my context. This is
because, in my day job, I work for you; I work alongside you; I do what you do. As a
consultant, I work with my customers to help them adopt cloud-native architecture. Over
the course of my cloud journey, I have been through all the stages of cloud maturity, I have
wrestled with the unique characteristics of the cloud, and I have learned from all the classic
mistakes, such as lift and shift. My journey and my context have led me to the cloud-native
definition that I share with you here.

[8]
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Understanding Cloud Native Concepts Chapter 1

In order to round out our context, we need to answer two preliminary questions: Why are
we talking about cloud-native in the first place? and Why is cloud-native important?

We are talking about cloud-native because running your applications in the cloud is
different from running them in traditional data centers. It is a different dynamic, and we
will cover this extensively in this chapter and throughout this book. But for now, know that
a system that was architected and optimized to run in a traditional data center cannot take
advantage of all the benefits of the cloud, such as elasticity. Thus we need a modern
architecture to reap the benefits of the cloud. But just saying that cloud-native systems are
architected and optimized to take advantage of the cloud is not enough, because it is not a
definition that we can work with.

Fortunately, everyone seems to be in relative agreement on why cloud-native is important.
The promise of cloud-native is speed, safety, and scalability. Cloud-native helps companies
rapidly deliver innovation to market. Start-ups rely on cloud-native to propel their value
proposition into markets and market leaders will need to keep pace. But this high rate of
change has the potential to destabilize systems. It most certainly would destabilize legacy
architectures. Cloud-native concepts, patterns, and best practices allow companies to
continuously deliver with confidence with zero downtime. Cloud-native also enables
companies to experiment with product alternatives and adapt to feedback. Cloud-native
systems are architected for elastic scalability from the outset to meet the performance
expectations of today's consumers. Cloud-native enables even the smallest companies to do
large things.

We will use these three promises—speed, safety, and scale, to guide and evaluate our
definition of cloud-native within your context.

Rewiring your software engineering brain

First and foremost, cloud-native is an entirely different way of thinking and reasoning
about software architecture. We literally need to rewire our software engineering brains,
not just our systems, to take full advantage of the benefits of the cloud. This, in and of itself,
is not easy. So many things that we have done for so long a certain way no longer apply.
Other things that we abandoned forever ago are applicable again.
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This in many ways relates to the cultural changes that we will discuss later. But what I am
talking about here is at the individual level. You have to convince yourself that the
paradigm shift of cloud-native is right for you. Many times you will say to yourself "we
can't do that", "that's not right", "that won't work", "that's not how we have always done
things", followed sooner or later by "wait a minute, maybe we can do that", "what, really,
wow", "how can we do more of this". If you ever get the chance, ask my colleague Nate

Oster about the "H*LY SH*T!!" moment on a project at a brand name customer.

I finally convinced myself in the summer of 2015, after several years of fighting the cloud
and trying to fit it into my long-held notions of software architecture and methodology. I
can honestly say that since then I have had more fun building systems and more peace of
mind about those systems than ever before. So be open to looking at problems and
solutions from a different angle. I'll bet you will find it refreshing as well, once you finally
convince yourself.

Defining cloud-native

If you skipped right to this point and you didn't read the preceding sections, then I suggest
that you go ahead and take the time to read them now. You are going to have to read them
anyway to really understand the context of the definition that follows. If what follows
surprises you in any way then keep in mind that cloud-native is a different way of thinking
and reasoning about software systems. I will support this definition in the pages that
follow, but you will have to convince yourself.

Cloud-native embodies the following concepts:

e Powered by disposable infrastructure

e Composed of bounded, isolated components
e Scales globally

¢ Embraces disposable architecture

o Leverages value-added cloud services

e Welcomes polyglot cloud

e Empowers self-sufficient, full-stack teams

e Drives cultural change

[10]
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Of course you are asking, "Where are the containers?" and "What about microservices?" They
are in there, but those are implementation details. We will get to those implementation
details in the next chapter and beyond. But implementation details have a tendency to
evolve and change over time. For example, my gut tells me that in a year or so we won't be
talking much about container schedulers anymore, because they will have become virtually
transparent.

This definition of cloud-native should still stand regardless of the implementation details. It
should stand until it has driven cultural and organizational change in our industry to the
point where we no longer need the definition because, it too, has become virtually
transparent.

Let's discuss each of these concepts with regard to how they each help deliver on the
promises of cloud-native: speed, safety, and scale.

Powered by disposable infrastructure

I think I will remember forever a very specific lunch back in 2013 at the local burrito shop,
because it is the exact point at which my cloud-native journey began. My colleague, Tim
Nee, was making the case that we were not doing cloud correctly. We were treating it like a
data center and not taking advantage of its dynamic nature. We were making the classic
mistake called lift and shift. We didn't call it that because I don't think that term was in the
mainstream yet. We certainly did not use the phrase disposable infrastructure, because it was
not in our vernacular yet. But that is absolutely what the conversation was about. And that
conversation has forever changed how we think and reason about software systems.

We had handcrafted AMIs and beautiful snowflake EC2 instances that were named, as I
recall, after Star Trek characters or something along those lines. These instances ran 24/7 at
probably around 10% utilization, which is very typical. We could create new instances
somewhat on demand because we had those handcrafted AMIs. But God forbid we
terminate one of those instances because there were still lots of manual steps involved in
hooking a new instance up to all the other resources, such as load balancers, elastic block
storage, the database, and more. Oh, and what would happen to all the data stored on the
now terminated instance?
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This brings us to two key points. First, disposing of cloud resources is hard, because it takes
a great deal of forethought. When we hear about the cloud we hear about how easy it is to
create resources, but we don't hear about how easy it is to dispose of resources. We don't
hear about it because it is not easy to dispose of resources. Traditional data center
applications are designed to run on snowflake machines that are rarely, if ever, retired.
They take up permanent residency on those machines and make massive assumptions
about what is configured on those machines and what they can store on those machines. If
a machine goes away then you basically have to start over from scratch. Sure, bits and
pieces are automated, but since disposability is not a first-class requirement, many steps are
left to operations staff to perform manually. When we lift and shift these applications into
the cloud, all those assumptions and practices (aka baggage) come along with them.

Second, the machine images and the containers that we hear about are just the tips of the
iceberg. There are so many more pieces of infrastructure, such as load balancers, databases,
DNS, CDN, block storage, blob storage, certificates, virtual private cloud, routing tables,
NAT instances, jump hosts, internet gateways, and so on. All of these resources must be
created, managed, monitored, understood as dependencies, and, to varying degrees,
disposable. Do not assume that you will only need to automate the AMIs and containers.

The bottom line is: if we can create a resource on demand, we should be able to destroy it
on demand as well, and then rinse and repeat. This was a new way of thinking. This notion
of disposable infrastructure is the fundamental concept that powers cloud-native. Without
disposable infrastructure, the promises of speed, safety, and scale cannot even taxi to the
runway, much less take flight, so to speak. To capitalize on disposable infrastructure,
everything must be automated, every last drop. We will discuss cloud-native automation in
Chapter 6, Deployment. But how do disposable infrastructure and automation help deliver
on the promise of speed, safety, and scale?

There is no doubt that our first step on our cloud-native journey increased Dante's velocity.
Prior to this step, we regularly delivered new functionality to production every 3 weeks.
And every 3 weeks it was quite an event. It was not unusual for the largely manual
deployment of the whole monolithic system to take upwards of 3 days before everyone was
confident that we could switch traffic from the blue environment to the green environment.
And it was typically an all-hands event, with pretty much every member of every team
getting sucked in to assist with some issue along the way. This was completely
unsustainable. We had to automate.
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Once we automated the entire deployment process and once the teams settled into a
rhythm with the new approach, we could literally complete an entire deployment in under
3 hours with just a few team members performing any unautomated smoke tests before we
switched traffic over to the new stack. Having embraced disposable infrastructure and
automation, we could deliver new functionality on any given day. We could deliver
patches even faster. Now I admit that automating a monolith is a daunting endeavor. It is
an all or nothing effort because it is an all or nothing monolith. Fortunately, the divide and
conquer nature of cloud-native systems completely changes the dynamic of automation, as
we will discuss in chapter 6, Deployment.

But the benefits of disposable infrastructure encompass more than just speed. We were able
to increase our velocity, not just because we had automated everything, but also because
automating everything increased the quality of the system. We call it infrastructure as

code for a reason. We develop the automation code using the exact same agile
methodologies that we use to develop the rest of the system. Every automation code change
is driven by a story, all the code is versioned in the same repository, and the code is
continuously tested as part of the CI/CD pipeline, as test environments are created and
destroyed with every test run.

The infrastructure becomes immutable because there is no longer a need to make manual
changes. As a result, we can be confident that the infrastructure conforms to the
requirements spelled out in the stories. This, in turn, leads to more secure systems, because
we can assert that the infrastructure is in compliance with regulations, such as PCI and
HIPAA. Thus, increased quality makes us more confident that we can safely deploy
changes while controlling risk to the system as a whole.

Disposable infrastructure facilitates team scale and efficiency. Team members no longer
spend a significant amount of time on deployments and fighting deployment-related fires.
As a result, teams are more likely to stay on schedule, which increases team morale, which
in turn increases the likelihood that teams can increase their velocity and deliver more
value. Yet, disposable infrastructure alone does not provide for scalability in terms of
system elasticity. It lays the groundwork for scalability and elasticity, but to fully achieve
this a system must be architected as a composition of bounded and isolated components.
Our soon-to-be legacy system was still a monolith, at this stage in our cloud maturity
journey. It had been optimized a bit, here and there, out of necessity, but it was still a
monolith and we were only going to get vertical scaleout of it until we broke it apart by
strangling the monolith.
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Composed of bounded, isolated components

Here are two scenarios I bet we all can relate to. You arrive at work in the morning only to
find a firestorm. An important customer encountered a critical bug and it has to be fixed
forthwith. The system as a whole is fine, but this specific scenario is a showstopper for this
one client. So your team puts everything else on hold, knuckles down, and gets to work on
resolving the issue. It turns out to be a one-line code change and a dozen or more lines of
test code. By the end of the day, you are confident that you have properly resolved the
problem and report to management that you are ready to do a patch release.

However, management understands that this means redeploying the whole monolith,
which requires involvement from every team and inevitably something completely
unrelated will break as a result of the deployment. So the decision is made to wait a week
or so and batch up multiple critical bugs until the logistics of the deployment can be worked
out. Meanwhile, your team has fallen one more day behind schedule.

That scenario is bad enough, but I'm sure we have all experienced worse. For example, a
bug that leads to a runaway memory leak, which cripples the monolith for every customer.
The system is unusable until a patch is deployed. You have to work faster than you want to
and hope you don't miss something important. Management is forced to organize an
emergency deployment. The system is stabilized and everyone hopes there weren't any
unintended side effects.

The first scenario shows how a monolithic system itself can become the bottleneck to its
own advancement, while the second scenario shows how the system can be its own
Achilles heel. In cloud-native systems, we avoid problems such as these by decomposing
the system into bounded isolated components. Bounded components are focused. They
follow the single responsibility principle. As a result, these components are easier for teams
to reason. In the first scenario, the team and everyone else could be confident that the fix for
the problem did not cause a side effect to another unrelated piece of code in the
deployment unit because there is no unrelated code in the deployment unit. This
confidence, in turn, eliminates the system as its own bottleneck. Teams can quickly and
continuously deploy patches and innovations. This enables teams to perform experiments
with small changes because they know they can quickly roll forward with another patch.
This ability to experiment and gain insights further enables teams to rapidly deliver
innovation.
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So long as humans build systems, there will be human error. Automation and disposable
infrastructure help minimize the potential for these errors and they allow us to rapidly
recover from such errors, but they cannot eliminate these errors. Thus, cloud-native
systems must be resilient to human error. To be resilient, we need to isolate the components
from each other to avoid the second scenario, where a problem in one piece affects the
whole. Isolation allows errors to be contained within a single component and not ripple
across components. Other components can operate unabated while the broken component
is quickly repaired.

Isolation further instills confidence to innovate, because the blast radius of any unforeseen
error is controlled. Bounded and isolated components achieve resilience through data
replication. This, in turn, facilitates responsiveness, because components do not need to rely
on synchronous inter-component communication. Instead, requests are serviced from local
materialized views. Replication also facilitates scale, as load is spread across many
independent data sources. In chapter 2, The Anatomy of a Cloud Native Systems, we will dive
into these topics of bounded contexts, isolation and bulkheads, reactive architecture, and
turning the database inside out.

Scales globally

There are good sides and bad sides to having been in our industry for a long time. On the
good side, you have seen a lot, but on the bad side, you tend to think you have seen it all.
As an example, I have been riding the UI pendulum for a long time, from mainframe to
4GL client-server, then back through fat-client N-tier architecture to thin-client N-tier
architecture, then slowly back again with Ajax and then bloated JavaScript clients, such as
GWT, with plenty of variations along the way.

So when a young buck colleague named Mike Donovan suggested that we really needed to
look at the then new thing called Angular, my initial reaction was “oh no, not again”.
However, I strive to stay in touch with my inner Bruce Pujanauski. Bruce was a seasoned
mainframe guru back when I was a young buck C++ programmer. We were working on a
large project to port a mainframe-based ERP system to an N-tier architecture. Bruce pointed
out that we were re-inventing all the same wheels that they had already perfected on the
mainframe, but as far as he could tell we were on the right track. Bruce understood that the
context of the industry was changing and a new generation of engineers was going to be
playing a major role and he was ready to embrace the change. That moment made a lasting
impression on me. So much so, that I don't think of the UI pendulum as swinging back and
forth. Instead, I see it and software architecture in general as zigzagging through time,
constantly adjusting to the current context.
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So,  heeded Mike's recommendation and gave Angular my attention. I could see that Java
Ul veterans could easily feel at home with this new crop of JavaScript Ul frameworks.
However, I wasn't convinced of its value, until I realized that we could run this new
presentation tier architecture without any servers. This was a true “what, really, wow”
moment. I could deploy the UI code to AWS S3 and serve it up through the AWS
CloudFront CDN. I wouldn't need an elastic load balancer (ELB) in front of a bare
minimum of two EC2 instances running Apache, in turn in front of another (ELB) fronting a
cluster of at least two EC2 instances running a Java App server, with all the necessary
elbow grease, to run the presentation tier in just a single region. I would have to be reckless
not to give this approach full measure.

Running the presentation tier on the edge of the cloud like this was a game changer. It
enabled virtually limitless global scale, for that tier, at virtually no cost. What followed was
a true “how can we do more of this” moment. How can we achieve this at the business layer
and the data layer? How can we run more at the edge of the cloud? How can we easily,
efficiently, and cost-effectively support multi-regional, active-active deployments? Our
journey through this book will show us how. We will push the API Gateway to the edge,
enforce security at the edge, cache responses at the edge, store users' personal data on
devices, replicate data between components and across regions, and more. For now, suffice
it to say that scalability, even global scalability, no longer keeps me awake at night.

Embraces disposable architecture

Not enough emphasis is placed on the Big R in conversations about cloud-native.
Independent DURS ultimately comes up in every discussion on cloud-native concepts; to
independently Deploy, Update, Replace, and Scale. The focus is inevitably placed on the
first and the last, Deploy and Scale, respectively. Of course, Update is really just another
word for Deploy, so it doesn't need much additional attention. But Replace is treated like a
redheaded stepchild and only given a passing glance.

I think this is because the Big R is a crucial, higher-order concept in cloud-native, but many
discussions on cloud-native are down in the technical weeds. There is no doubt, it is
essential that we leverage disposable infrastructure to independently deploy and scale
bounded isolated components. But this is just the beginning of the possibilities. In turn,
disposable architecture builds on this foundation, takes the idea of disposability and
replacement to the next level, and drives business value further. At this higher level, we are
driving a wedge in monolithic thinking at the business level.
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The monolith is etched on our brains and permeates our way of thinking. It leads us to
architectural and business decisions that may be optimal in the context of the monolith, but
not in the context of cloud-native. Monolithic thinking is an all or nothing mindset. When
something has to be all or nothing, it frequently leads us to avoid risk, even when the payoff
could be significant if we could only approach it in smaller steps. It just as frequently drives
us to take extreme risk, when it is perceived that we have no choice because the end game
is believed to be a necessity.

Disposable architecture (aka the Big R) is the antithesis of monolithic thinking. We have
decomposed the cloud-native system into bounded isolated components and disposable
infrastructure accelerates our ability to deploy and scale these components. One rule of
thumb, regarding the appropriate size of a component, is that its initial development
should be scoped to about 2 weeks. At this low level of investment per component, we are
at liberty to experiment with alternatives to find an optimal solution. To put this in business
terms, each experiment is the cost of information. With a monolith, we are more likely to
live with a suboptimal solution. The usual argument is that the cost of replacement
outweighs the ongoing cost of the suboptimal solution. But in reality, the budget was
simply blown building the wrong solution.

In his book, Domain Driven Design: Tackling Complexity in the Heart of Software (nttp://
dddcommunity.org/book/evans_2003/), Eric Evans discusses the idea of the breakthrough.
Teams continuously and iteratively refactor towards deeper insight with the objective of
reaching a model that properly reflects the domain. Such a model should be easier to relate
to when communicating with domain experts and thus make it safer and easier to reason
about fixes and enhancements. This refactoring typically proceeds at a linear pace, until
there is a breakthrough. A breakthrough is when the team realizes that there is a deep
design flaw in the model that must be corrected. But breakthroughs typically require a high
degree of refactoring.

Breakthroughs are the objective of disposable architecture. No one likes to make important
decisions based on incomplete and/or inaccurate information. With disposable architecture,
we can make small incremental investments to garner the knowledge necessary to glean the
optimal solution. These breakthroughs may require completely reworking a component,
but that initial work was just the cost of acquiring the information and knowledge that led
to the breakthrough. In essence, disposable architecture allows us to minimize waste. We
safely and wisely expend our development resources on controlled experiments and in the
end get more value for that investment. We will discuss the topic of lean experiments and
the related topic of decoupling deployment from release in chapter 6, Deployment. Yet, to
embrace disposable architecture, we need more than just disposable infrastructure and lean
methods; we need to leverage value-added cloud services.
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Leverages value-added cloud services

This is perhaps one of the most intuitive, yet simultaneously the most alienated concepts of
cloud-native. When we started to dismantle our monolith, I made a conscious decision to
fully leverage the value-added services of our cloud provider. Our monolith just leveraged
the cloud for its infrastructure-as-a-service. That was a big improvement, as we have
already discussed. Disposable infrastructure allowed us to move fast, but we wanted to
move faster. Even when there were open source alternatives available, we chose to use the
cloud provided (that is, cloud-native) service.

What could be more cloud-native than using the native services of the cloud providers? It
did not matter that there were already containers defined for the open source alternatives.
As I have mentioned previously and will repeat many times, the containers are only the tip
of the iceberg. I will repeat this many times throughout the book because it is good to
repeat important points. A great deal of forethought, effort, and care are required for any
and every service that you will be running on your own. It is the rest of the iceberg that
keeps me up at night. How long does it take to really understand the ins and outs of these
open source services before you can really run them in production with confidence? How
many of these services can your team realistically build expertise in, all at the same time?
How many "gotchas" will you run into at the least opportune time?

Many of these open source services are data focused, such as databases and messaging. For
all my customers, and I'll assert for most companies, data is the value proposition. How
much risk are you willing to assume with regard to the data that is your bread and butter?
Are you certain that you will not lose any of that data? Do you have sufficient redundancy?
Do you have a comprehensive backup and restore process? Do you have monitoring in
place, so that you will know in advance and have ample time to grow your storage space?
Have you hardened your operating system and locked down every last back door?

The bulk of the patterns in this book revolve around data. Cloud-native is about more than
just scaling components. It is ultimately about scaling your data. Gone are the days of the
monolithic database. Each component will have multiple dedicated databases of various
types. This is an approach called polyglot persistence that we will discuss shortly. It will
require your teams to own and operate many different types of persistence services. Is this
where you want to place your time and effort? Or do you want to focus your efforts on
your value proposition?
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By leveraging the value-added services of our cloud provider, we cut months, if not more,
off our ramp-up time and minimize our operational risk. Leveraging value-added cloud
services gave us confidence that the services were operated properly. We could be certain
that the services would scale and grow with us, as we needed them to. In some cases, the
cloud services only have a single dial that you turn. We simply needed to hook up our
third-party monitoring service to observe the metrics provided by these value-added
services and focus on the alerts that were important to our components. We will discuss
alerting and observability in chapter 8, Monitoring.

This concept is also the most alienated, because of the fear of vendor lock-in. But vendor
lock-in is monolithic thinking. In cloud-native systems, we make decisions on a component-
by-component basis. We embrace disposable architecture and leverage value-added cloud
services to increase our velocity, increase our knowledge, and minimize our risk. By
leveraging the value-added services of our cloud provider, we gave ourselves time to learn
more about all the new services and techniques. In many cases, we did not know if a
specific type of service was going to meet our needs. Using the cloud-provided services was
just the cost of acquiring the information and knowledge we needed to make informed
long-term decisions. We were willing to outgrow a cloud-provided service, instead of
growing into a service we ran ourselves. Maybe we would never outgrow the cloud-
provided service. Maybe we would never grow into a service we ran ourselves.

It is important to have an exit strategy, in case you do outgrow a value-added cloud service.
Fortunately, with bounded isolated components, we can exit one component at a time and
not necessarily for all components. For example, a specific cloud provider service may be
perfect for all but a small few of your components. In chapter 3, Foundation Patterns, we
will discuss the Event Sourcing and Data Lake patterns that are the foundation for any such
exit strategy and conversion.

Welcomes polyglot cloud

The willingness to welcome polyglot cloud is a true measure of cloud-native maturity. Let's
start with something more familiar: polyglot programming. Polyglot programming is the
idea that on a component-by-component basis, we will choose to use the programming
language that best suits the requirements of the specific component. An organization, team,
or individual will typically have a favorite or go-to language but will use another language
for a specific component when it is more appropriate.
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As an example, JavaScript is now my go-to language. When I started my cloud journey,
Java was my go-to language. I had been using Java since it was born in the mid-1990s and it
was a great full-stack option in my pre-cloud days. But then native mobile apps and single
page web apps changed everything. These new presentation tiers dictated the language
that was used. Even when you could choose between languages, the wrong choice would
leave you swimming against the current. Then function-as-a-service emerged and full-stack
JavaScript became the most compelling baseline. But even though I have a favorite, there
are still components in specific domains, such as analytics and artificial intelligence, which
can benefit from another language, such as Python.

Moving on, polyglot persistence is a topic we will cover in depth in this book. This too is
the idea that on a component-by-component basis, we will choose to use the storage
mechanism that best suits the requirements of the specific component. One unique
characteristic of polyglot persistence is that we will often use multiple storage mechanisms
within a single component in an effort to get the absolute best performance and scalability
for the specific workload. Optimal persistence is crucial for global scale, cloud-native
systems. The advancements in the persistence layer are in many ways far more significant
than any other cloud-native topic. We will be discussing cloud-native database concepts
throughout this book.

Polyglot cloud is the next, logical, evolutionary step. In a mature cloud-native system, you
will begin to choose the cloud provider that is best on a component-by-component basis.
You will have a go-to cloud provider for the majority of your components. However, you
will find that competition is driving cloud providers to innovate at an ever-faster pace, and
many of these innovations will help give your system its own competitive advantage, but
alas your go-to cloud provider's offering in a specific case may not be sufficient.

Does this mean that you will need to lift and shift your cloud-native system from one cloud
provider to another? No, absolutely not. It will take less time and effort and incur less risk
to perform a quick, potentially disposable, experiment with the additional provider. After
that, there will be a compelling reason to try a feature offered by another provider, and
another, and so on. Ultimately, it will not be possible to run your cloud-native system on
just one provider. Thus, a mature cloud-native system will be characterized by polyglot
cloud. It is inevitable, which is why I welcome it in our cloud-native definition.

Today, does your company use both Office 365 and AWS? The answer to this question, or
one of its many permutations, is very often, yes. If so, then you are already polyglot cloud
and you should find ways to integrate and leverage both. Has your company acquired
another firm that uses another cloud provider? Is it possible that your company might
acquire such a company? Can you think of any other potential scenarios that will inevitably
lead your company to be polyglot cloud? I suspect most companies are already polyglot
cloud without realizing it.
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It is important to make a distinction between polyglot cloud and another common term,
multi-cloud. Polyglot cloud and multi-cloud are different. They come from completely
different mindsets. Multi-cloud is the idea that you can write your cloud-native system
once and run it on multiple cloud providers, either concurrently for redundancy or in an
effort to be provider-agnostic. We have seen this before in the Java application server
market and it didn't pan out as promised. It did not pan out because the providers offered
compelling value-added features that locked in your monolith. With cloud-native, we do
not have a monolith. Thus, vendor lock-in is only on a component-by-component basis.
There will always be compelling reasons to leverage vendor-specific offerings, as we have
already discussed. A least common denominator approach does not provide for this
flexibility. Thus we welcome polyglot cloud.

Furthermore, moving an entire system from one provider to another is a high-risk
proposition. In chapter 10, Value Focused Migration, we will discuss using the Strangler
pattern to incrementally evolve from your monolith to a cloud-native system. Big-bang
migrations have always been and will always be problematic. Migrating a cloud-native
system to another cloud provider is no different. This holds true even when a cloud
abstraction platform is employed. This is because your system on top of the cloud
abstraction platform is just the tip of the iceberg. All the real risk lies below the surface. A
cloud abstraction layer adds significant project overhead to your system in its infancy when
it is needed the least, requires more operational effort throughout the product life cycle,
and does not mitigate the significant risks of a migration should you ever actually need to
do so.

Essentially, multi-cloud is characteristic of the monolithic, all or nothing thinking of the
past. Polyglot cloud focuses instead on the promise of cloud-native. Welcoming polyglot
cloud up front keeps your system lean, avoids unneeded layers and overhead, and frees
your team to choose the right provider on a component-by-component basis.

Empowers self-sufficient, full-stack teams

Developers often ask me how they can learn to write infrastructure as code when they do
not know enough about the infrastructure resources they are deploying. I typically respond
with several probing questions, such as:

e When you were first hired straight out of school as a programmer, were you
hired because you were an expert in that company's domain? No. The domain
experts gave you the requirements and you wrote the software.

¢ Did you eventually become knowledgeable in that domain? Yes, absolutely.
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e Have you ever been given just the documentation of an external system's API
and then asked to go figure out how to integrate your system with that system?
Sure. You read the documentation, you asked follow up questions, and you
made it happen.

Then I just reiterate what they have already begun to realize. An infrastructure resource is
just another functional domain that happens to be a technical domain. In the cloud, these
resources are API-driven. Ultimately, we are just integrating our build pipelines with these
APIs. It is just code. We work our agile development methodology, write the code, ask
questions, and iterate. More and more we can do these deployments declaratively. In
Chapter 6, Deployment, we will dive into more detail about how to do deployments and
integrate these tasks into the development methodology.

Sooner than later, we all become domain experts of the cloud-native resources we leverage.
We start simple. Then as our components mature, they put more demands on these
resources and we learn to leverage them as we go. As we discussed previously, this is why
value-added cloud services are so valuable. They give us a strong foundation when we
know the least and grow with us as we gain expertise. This is one of the ways that being
cloud-native empowers teams. The cloud works on a shared responsibility model.
Everything below a certain line is the responsibility of the cloud provider. Everything
above this line is the responsibility of your team. As you use more and more value-added
cloud services, such as database-as-a-service and function-as-a-service, that line is drawn
higher and higher. Your team becomes self-sufficient by leveraging the power of value-
added cloud services, which allows you to focus on the value proposition of your
components. Your team controls the full-stack because you can provision your required
resources at will.

You may have heard of Conway's Law:

"Organizations are constrained to produce application designs which are copies of their
communication structures”

Let's put this in the context of an example. Many companies are organized around the
architectures of N-tiered monoliths and data centers. Teams are organized by skillset: user
interface, backend services, database administrators, testers, operations, and so forth.
Conway's Law essentially says that organizations like this will not successfully implement
cloud-native systems.
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Cloud-native systems are composed of bounded isolated components. These components
own all their resources. As such, self-sufficient, full-stack teams must own the components
and their resources. Otherwise, the communication and coordination overhead across
horizontal teams will marginalize the benefits of bounded isolated components and
ultimately tear them apart. Instead, companies need to re-organize to reflect the desired
system architecture. In chapter 10, Value Focused Migration, we will discuss the Strangler
pattern, which is an approach to incrementally evolve a legacy monolithic system into a
cloud-native system. Under this approach, the organization around the legacy system
would stay in place as long as the legacy system stays in place. Meanwhile, self-sufficient,
full-stack teams are created for the new cloud-native components.

Self-sufficient, full-stack teams own one or more components for the entirety of each
component's full life cycle. This is often referred to as the you build it, you run it mentality.
The result is that teams tend to build in quality up front because they will be directly on the
hook when the component is broken. The patterns in this book for creating bounded
isolated components help teams control their own destiny by controlling the upstream and
downstream dependencies of their components. In chapter 6, Deployment, Chapter 7,
Testing, and chapter 8, Monitoring, we will discuss the techniques that teams can leverage
to help ensure their confidence in their components. Self-sufficient, full-stack teams are at
liberty to continuously deliver innovation at their own pace, they are on the hook to deliver
safely, and companies can scale by adding more teams.

Drives cultural change

It was a big event when we completed our first fully automated deployment of our
monolith using disposable infrastructure. There was a celebration. It was a big deal. Then
we did another deployment in a couple of days and the naysayers nodded their heads.
Then we did another deployment the next day and congratulatory emails went out. Before
long we could do a deployment, even multiple deployments, on any given day, without
even a whisper or a pat on the back. Deployments had become non-events. Successful,
uneventful deployments had become an expectation. The culture had begun to change.
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We still have celebrations. We have them when we complete a feature release. But a release
is now just a marketing event; it is not a development event. They are milestones that we
work towards. We have completely decoupled deployment from release. Components are
deployed to production with the completion of every task. A release is made up of a large
number of small task scoped deployments. The last task deployment of a release could very
well have happened weeks before we flipped the feature on for general availability. In
Chapter 6, Deployment, we will discuss the mechanics of decoupling deployment from
release. In chapter 7, Testing and chapter 8, Monitoring, we will discuss the techniques
that help ensure that deployments can safely happen at this pace. Many of these techniques
were considered heresy until their value was demonstrated.

Ultimately, cultural change comes down to trust. Trust is earned. We must incrementally
demonstrate that we can execute and deliver on the promise of cloud-native. The monolith
has been the cultural norm forever, in software terms. It is a mindset; it is a way of thinking.
Many software-related business practices and policies revolve around the expectations set
by the realities of monolithic systems. This is why cloud-native must drive cultural change.
When we show that the downstream practices truly can deliver, only then can the upstream
practices and policies really begin to change and embrace lean thinking. With cloud-native
driven lean thinking, the pace of innovation really accelerates through experimentation.
The business can quickly and safely adjust course based on market feedback and scale by
minimizing the effort required to perform the business experimentation. All the while
knowing that the solutions can scale when the experiments prove fruitful.

Summary

In this chapter, we covered the fundamental concepts of cloud-native systems. Our
definition of cloud-native is focused on your context. You need an architecture that will
grow with you and not weigh you down now. Cloud-native is more than architecting and
optimizing to take advantage of the cloud. It is an entirely different way of thinking and
reasoning about software architecture and development practices. Cloud-native breaks free
of monolithic thinking to empower self-sufficient teams that continuously deliver
innovation with confidence. This confidence is derived from the knowledge that cloud-
native systems are powered by disposable infrastructure, composed of bounded isolated
components, and scale globally, so that they remain responsive in the face of failures.
Cloud-native teams embrace disposable architecture, leverage value-added cloud services,
and welcome polyglot cloud to provide the strong foundation that enables them to take
control of the full-stack, focus on the value proposition, and drive cultural change from the
bottom up by earning trust through successful execution.

In the next chapter, we will dive down into the anatomy of cloud-native systems.
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In the first chapter, we identified that the promise of cloud-native is the ability for everyday
companies to rapidly and continuously deliver innovation, with the confidence that the
system will remain stable as it evolves and that it will scale to meet users' demands.
Today's users demand far more than in the past. They expect to access applications around
the clock from all kinds of devices, with zero downtime and sub-second response times,
regardless of their geographic location. If any of these expectations are not met then they
will seek out alternatives. Meeting these demands can seem daunting, but cloud-native
empowers everyday teams to deliver on this challenge. However, it requires us to approach
software architecture with an open mind to new ways of thinking.

In this chapter, we begin our deep dive into the architectural aspects of cloud-native
systems. In our definition, cloud-native is powered by disposable infrastructure, composed
of bounded isolated components, scales globally, and leverages value-added cloud services.
We put these technical concepts in context and pave the way for understanding cloud-
native patterns. We will cover the following topics:

¢ The cloud is the database

¢ Reactive architecture

¢ Turning the database inside out

e Bulkheads

e Event streaming

¢ Polyglot persistence

¢ Cloud-native databases

¢ Cloud-native patterns

e Decomposition strategies for bounded isolated components
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The cloud is the database

In the first chapter, I told the story of my first wow moment when I realized that we could
run our presentation layer entirely from the edge with no servers. From that point on, I
wanted to achieve the same level of scalability for the rest of the layers as well. Let's start
this chapter with a continuation of that story.

Like many of you, for a significant chunk of my career, I implemented systems that needed
to be database agnostic. The relational database was the standard, but we had to support all
the various flavors, such as Oracle, MySQL, in-memory databases for testing, and so forth.
Object relational mapping tools, such as Hibernate, were a necessity. We built large
relational models, crammed the database schema full of tables, and then tossed the DDL
over the fence to the DBA team. Inevitability, the schema would be deployed to
underpowered database instances that were shared by virtually every system in the
enterprise. Performance suffered and we turned to optimizing the software to compensate
for the realities of a shared database model. We added caching layers, maintained more
state in the application sessions, de-normalized the data models to the n" degree, and more.
These were just the facts of life in the world of monolithic enterprise systems.

Then came time to lift and shift these monoliths to the cloud, along with the shared
database model. It did not take long to realize how complicated and expensive it was to run
relational databases in the cloud across multiple availability zones. Running on a database-
as-a-service, such as AWS RDS, was the obvious alternative, though this had its own
limitations. A given database instance size could only support a maximum number of
connections. Thus it was necessary to scale these instances vertically, plus add read
replicates. It was still complex and expensive and thus there was still an incentive to run a
shared database model. It was time to start looking for alternatives. I studied CAP theorem
and sharding, evaluated the various NoSQL options, learned about the BASE and ACID 2.0
transaction models, and considered the different ways our system could support eventual
consistency. NoSQL was deemed a nonstarter because it would require reworking the
system. The NewSQL options promised a pluggable alternative to NoSQL, but these were
just downright expensive. In the end, we chose to leave the monolith as-is, on database-as-
a-service, and instead implement new features as microservices and slowly strangle the
monolith. We will discuss the strangler pattern in chapter 10, Value Focused Migration.

[26]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



The Anatomy of Cloud Native Systems Chapter 2

When we moved to microservices, we started with a schema-per-service approach on top of
the shared database-as-a-service model. It was a step in the right direction, but it still had
several drawbacks: we needed a way to synchronize some data between the microservices,
there was effectively no bulkhead between the services at the database level, and we still
needed to scale the connections for the consumer-facing services. The new feature was a
consumer-facing, mobile-first application. It had a click stream that pumped events through
AWS Kinesis into a time series database running as-a-service. I knew this part of the new
feature would scale, so we just had to repeat that pattern. We started using the event stream
to synchronize the data between the microservices. This approach was very familiar
because it was essentially the same event-driven pattern we had always used for Enterprise
Application Integration (EAI) projects. How could we build on this to scale the consumer-
facing services?

We had a set of back-office services with low user volumes for authoring content. Those
could stay on the shared database for the time being. We would use the event stream to
synchronize the necessary back-office data to high-octane Polyglot Persistence dedicated to
the consumer-facing components. The consumer-facing databases included S3 plus AWS
CloudFront for storing and serving the images and JSON documents and AWS
CloudSearch to index the documents. We effectively created a bulkhead between the front-
office and back-office components and allowed the two to scale completely independently.
The documents were being served on a global scale, just like a single page app. We didn't
realize it at the time, but we were implementing the Event Sourcing and Command Query
Responsibility Segregation (CQRS) patterns, but with a cloud-native twist. We will
discuss these patterns in chapter 3, Foundation Patterns, and chapter 4, Boundary Patterns,
respectively.

Along the way on my cloud-native journey, I came across two documents that drew my
attention, The Reactive Manifesto (https://www.reactivemanifesto.org/) and Martin
Kleppman's excellent article, Turning the Database Inside-out (https://www.confluent.io/
blog/turningfthefdatabasefinsidefoutfwithfapachefsamza/). These documents
formalized what we were already doing and led to another wow moment, the realization
that the cloud is the database. This is where our discussion will go next.

[27]
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Reactive Manifesto

The Reactive Manifesto embodies a concise description of the system properties we are
striving for. There are just four, seemingly straightforward, properties. A system should be
responsive, resilient, elastic, and message-driven. We all certainly want our systems to be
responsive, and if you are building a cloud-based system then elasticity is definitely a goal.
But the magic lies in how we achieve resilience, because the responsiveness and elasticity of
a system are a function of how it achieves its resilience. It is important to recognize that the
message-driven property is the means to achieve the other properties.

These properties will manifest themselves in our cloud-native systems. Our objective is to
use asynchronous, message-driven, inter-component communication to build resilient
components that are responsive and elastic. We want to accomplish this in the context of
our cloud-native definition such that the architecture is approachable by everyday
companies. We will leverage value-added cloud services to empower self-sufficient, full-
stack teams to create bounded isolated components that scale globally. Event streaming
will be the mechanism for inter-component communication. We will effectively turn the
database inside out to achieve cost-effective resilience through data replication in the form
of materialized views. These materialized views act as a cache to make components
responsive and provide proper bulkheads between components. They also make the system
more elastic as the database load is spread across many independent data stores.

Let's continue to dive deeper into how we turn the database inside out and ultimately turn
the cloud into the database.

Turning the database inside out

As our industry progresses through its cloud-native metamorphosis, we are also
experiencing a revolution in database thinking. The amount of advancement we have seen
in database technology over the past decade is significant. It started with the NoSQL
movement, but then expanded into the Polyglot Persistence arena. Database sharding
techniques finally enabled databases to scale horizontally by spreading disk access across
commodity hardware. Polyglot Persistence expanded on this technique by optimizing how
data is stored on these disks for different read and write patterns. CAP Theorem taught us
to embrace eventual consistency in our designs in favor of availability.
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However, with this advancement comes a significant increase in operational complexity
and the workforce needed to administer these databases. With this overhead comes the
tendency to operate in a shared database model. As was previously mentioned, this means
that there are no bulkheads between the various components sharing these monolithic
database clusters. Without isolation, at best these components just compete for the cluster's
scarce resources and impact each other's performance, at worst a catastrophic failure in the
database cluster causes an outage across all the components.

Yet, in most cases, a company's value proposition is its data. A company's most valuable
asset warrants more than a shared database model. This is where the real revolution is
happening; a complete break from monolithic thinking at the persistence layer. We are
turning the database completely inside out, replicating the data across many databases of
different types to create the necessary isolation, outsourcing some of the responsibilities of
these databases to the cloud provider, and leveraging the innovations of cloud-native
databases, such as global replication. Let's dissect how we turn the database inside out.

We need to understand a bit about how databases work, to understand how we are turning
them inside out. Martin provides a very thorough description in his article, which I will
paraphrase here. At the heart of any database is the transaction log. The transaction log is
an append-only structure that records all the events that change the state of the data. In
other words, it records all the insert, update, and delete statements that are executed
against the database. The database tables hold the current state representation of these
events. The transaction log can be replayed to recreate the current state of the tables if need
be. This is what happens during replication. The logs are replayed against another node to
bring it up to date. The database also manages indexes. These indexes are just another copy
of the data sorted in the desired sequence.
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Traditional databases are notoriously slow and contention for connections is high. This
drives the need for caching query results on the consuming side. A cache is yet another
copy of the data, but this copy can be incomplete and stale. Performance can be very slow
when we have complex queries over large sets of data. To solve this problem databases
maintain materialized views. A materialized view is yet another copy of the data, which is
the result of a query that is continuously kept up to date by the database. These are
examples of derived data, which, other than the cache, are managed by a single database
cluster. We ask our databases to do a great deal of work and then wonder why they are
slow.

Our objective is to take all this processing and turn it inside out, so that we can spread this
processing across the cloud, to achieve massive scale and sufficient isolation. Let's first
revisit the Reactive properties. Our components should be responsive, resilient, elastic, and
message-driven. Our message-driven inter-component communication mechanism is event
streaming. As depicted in the preceding diagram, the event stream is the externalized
transaction log. Components publish their events to the stream. Other components
consume these events from the stream and create read replicas of the data in their own
Polyglot Persistence stores by programmatically populating materialized views (that is,
tables) that are optimized for their own usage. These local representations of the data help
the system achieve the Reactive properties.
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First, they make a component responsive by providing an optimized cache that effectively
eliminates the stale cache and cache miss problems, because it is continuously warmed.
Second, they act as a bulkhead to make a component resilient to failures in upstream
components, because the component will always retrieve the latest known state from its
own storage. Finally, this makes the system extremely elastic, because the read replicas are
spread across many databases in many components. The main patterns at work here are the
Event Sourcing and CQRS patterns. We will discuss these in chapter 3, Foundation Patterns,
and Chapter 4, Boundary Patterns, respectively.

Bulkheads

I have already mentioned bulkheads several times in this chapter. Let's get more specific
about the role of bulkheads in cloud-native systems. In the first chapter, we discussed how
monolithic systems are their own bottleneck to advancement because they must be
deployed as a whole, even for the smallest of changes. The natural reaction to this reality is
to batch up changes and thus produce a bottleneck. This reaction is driven by a lack of
confidence that the system will remain stable in the face of change. This lack of confidence
is rooted in the fact that monoliths are prone to catastrophic failures because a failure in one
component can infect the whole system. The problem is that monoliths have no natural
system bulkheads. Ultimately, monolithic systems mature and evolve at a glacial pace,
because the feedback loop is protracted by this bottleneck and lack of confidence.

The solution is to instill confidence by decomposing a system into bounded isolated
components. We can reason about well-bounded components much more easily.
Conversations about the functionality of bounded components are much more coherent.
We can be far more certain that we understand the implications and side effects of any
controlled change to a bounded component. Yet it is inevitable that there will be failures,
both human and technical. We strive to minimize this potential with bounded components,
but we design for failure and make preparations to recover quickly when failures do occur.
Well-isolated components make the system as a whole resilient to these failures by
containing the failures and limiting the blast radius to a single component, thus providing
teams with breathing room to rapidly respond and recover from the failure.

L

3 5

[31]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



The Anatomy of Cloud Native Systems Chapter 2

The apt analogy for bounded isolated components is the bulkhead. As depicted in the
preceding diagram, ships are divided into compartments that are separated by walls,
known as bulkheads, to form watertight chambers. A breach in the hull will contain the
flooding to the affected chambers to help prevent the ship from sinking. Unfortunately, it is
not enough to just have bulkheads; they must be properly designed. The Titanic is the
classic example of poorly designed bulkheads. Its bulkheads were not watertight, allowing
water to flow from compartment to compartment over the top of the bulkheads and we all
know how the story ends.

A primary focus of this book is dedicated to designing for failure by creating proper
bulkheads for our cloud-native components. This is where much of the rethinking lies. We
will be using event streaming and data replication as the implementation mechanisms for
isolating components from each other and cover those patterns in depth throughout the
book.

Event streaming

Event streaming is our message-driven, publish, and subscribe mechanism for
asynchronous inter-component communication. Asynchronous, event-based messaging has
long been known for its ability to create loosely coupled systems. Producers publish events
without knowledge of the consumers and the consumers are only coupled to the event type
definitions, not the producers of the events. The location of producers and consumers is
transparent, which facilitates elasticity and resilience. Producers and consumers need only
access the messaging system, there is no need for service discovery to determine the
location of other components. The components operate in complete isolation. Messages can
be produced even when the consumers are not available. When an unavailable consumer
comes back online, it can scale up to process the backlog of messages. Producers can
increase their responsiveness by delegating processing to other components so that they
can focus their resources on their single responsibility.

There are a two, separate but related, aspects of event streaming that make it stand out
from traditional messaging systems: scale and eventual consistency. Event streaming
belongs to the dumb pipes, smart endpoints generation. Traditional messaging middleware of
the monolithic generation can be considered smart pipes, too smart for their own good.
These tools receive messages, perform routing and delivery, track acknowledgments, and
often take on message transform and orchestration responsibilities. All this additional
processing is a drain on their resources that limits their scalability. Their value-

added features of transformation and orchestration increase coupling and decrease
cohesion, which limits isolation and turns them into a single point of failure.
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Event streams have a single responsibility, to receive and durably store events, lots of
events, at massive scale. An event stream is an append-only, sharded database that
maintains an ordered log of events and scales horizontally to accommodate massive
volumes. It is important to note that an event stream is a modern, sharded database. We
will discuss the implications of modern, sharded databases shortly. It is the consumers of
the stream (that is, stream processors) that have all the smarts, which first and foremost
allows all the necessary processing to be spread across all the components. Stream
processors read events from the stream and are responsible for checkpointing their current
position in the stream. This is important for many reasons, but for now, it is just important
that the streaming engine is relinquished of the need to track acknowledgments and all the
overhead that this entails. Stream processors read events in batches to improve efficiency.
Traditional messaging systems do this as well, but they typically do this under the covers
and deliver the messages to consumers one at a time. This means that traditional consumers
cannot capitalize on batch efficiencies as well. Stream processors leverage these batches in
combination with functional reactive programming and asynchronous non-blocking IO to
create robust, elegant, and highly concurrent processing logic. What's more, stream
processors are replicated per shard to further increase concurrency. We will delve into
more details with the event streaming pattern, in Chapter 3, Foundation Patterns.

The CAP theorem states that in the presence of a network partition, one has to choose
between consistency and availability. In the context of modern consumer-facing
applications, even a temporary increase in latency is considered to be equivalent to a
network partition, because of the opportunity cost of lost customers. Therefore, it is widely
preferred to choose availability over consistency and thus design systems around eventual
consistency and session consistency. Embracing eventual consistency is a significant
advancement for our industry. Event streaming and eventual consistency are
interdependent. Eventual consistency is simply a reality of asynchronous messaging and
event streaming is the mechanism for implementing eventual consistency.

Without both, we cannot increase responsiveness and scalability by allowing components
to delegate processing to downstream components. More importantly, without both, we
cannot build bounded isolated components that are resilient and elastic, because event
streaming and eventual consistency are crucial to turning the database inside out and
ultimately turning the cloud into the database.

[33]
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There is a common misconception that eventual consistency equates to a lack of
transactionality. Nothing could be further from the truth. Each hand-off in the flow of
events through the system is implemented transactionally by the smart endpoints (that is,
components) and their supporting architecture. The subsequent design of the aggregate
flow produces the eventual consistency. When the system is operating normally, eventual
consistency happens in near real-time but degrades gracefully when anomalies occur. We
will discuss the architectural mechanisms, such as idempotency and the Event Sourcing
pattern in Chapter 3, Foundation Patterns, and the Saga pattern in chapter 5, Control
Patterns. For now, keep in mind that the world we live in is eventually consistent. The
classic example of event-driven, non-blocking, eventual consistency is the coffee shop. You
stand in line at the coffee shop and wait for your turn to place and pay for your order. Then
you wait for your cup of coffee to be prepared. If all goes to plan then your order is ready
promptly. Otherwise, you inquire about your order when it is taking too long. If a mistake
has been made then it is corrected and you are likely compensated with a discount for use
on your next visit. In the end, you get your coffee and the coffee shop has a more effective,
scalable operation. This is analogous to how event streaming and eventual consistency play
their role in helping cloud-native systems achieve scale and resilience.

Polyglot Persistence

Traditional databases are unable to scale to meet the demands of global cloud applications
because they were designed to scale vertically. Modern databases have been designed to
leverage sharding, which allows them to scale horizontally by partitioning the data across
multiple nodes. This improves responsiveness because it reduces contention for disk access;
it provides resilience because the data is also stored redundantly across several machines;
and allows the database to be elastic, as the demand grows, by adding partitions. Yet,
sharding is not sufficient in and of itself. Many specialized databases have been built on top
of sharding that are optimized for very specific workloads.

[34]
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Gone are the days where one size fits all. The least common denominator of traditional
general-purpose databases cannot effectively handle the large variety of modern
workloads. To meet the performance requirements of cloud-scale workloads, many
different kinds of databases have been created that are highly optimized for the read and
write characteristics of specific usage scenarios. This specialization has led to the adoption
of a Polyglot Persistence approach where the system is composed of many different types
of databases. Each component in the system uses the right storage technology for the job
and often multiple kinds of databases per component. Some of the different categories of
databases include key-value stores, document stores, search engines, graph databases, time
series databases, blob or object storage, mobile offline-first databases, columnar or column-
oriented data warehouses, and append-only streams. Note the important fact that streams
are databases. Many newer database products are multi-model, in that they support
multiple database types and even support the dialects of other popular databases.

The following diagram depicts an example of the persistence layer of a hypothetical e-
commerce system. The example consists of six bounded isolated components:

[35]
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The Authoring component is responsible for managing the authoring of products. The
product metadata is stored in a JSON document table and related multimedia is stored in a
blob store. All data change events are published to the event stream for consumption by
other components. The Commerce component is responsible for making products available
to customers. The component consumes authoring events and refines the product metadata
into its own materialized views. The data is indexed in a search engine and blob storage is
used for multimedia and product details that are served from the edge via the CDN. The
component also consumes customer clickstream events and populates a graph database for
driving future product recommendations.

The Account component is responsible for managing a customer's profile, preferences,
shopping cart, and order history. To facilitate session consistency the customer's profile,
preferences, cart, and recent orders are stored in an offline-first, mobile database in local
storage. This ensures that customers see a consistent view of their data even if the data is
not yet eventually consistent with the rest of the system. In extreme cases, it allows
customers to see their data in offline mode. The offline-first database is synchronized to the
cloud and potentially other devices on a periodic basis and on discrete actions, such as
checkout. Synchronization events are also published to the event stream. Order status
events are consumed from the event stream and synchronized to local storage across
devices. The customer's complete order history is stored in a document store. The
Processing component is responsible for processing orders. The component consumes
checkout events and stores the orders in a document table for further processing. The order
table is essentially a materialized view of the order information joined with the customer's
account information at the point in time of the order. The component produces events to
reflect the status of orders. The order table is aggressively purged of completed orders, as
the analytics and archive components are tracking all events for reporting and compliance.

The Analytics component consumes all events and stores them in their raw format in the
data lake in perpetuity. The data is also stored in a search engine for a complete index of all
the events and their contents and for robust time series analysis of the events. Events are
also refined into materialized views and stored in a data warehouse. The Archive
component consumes all events for compliance with regulations. The data is stored and
versioned in blob storage and aged into cold storage.

As you can see, each of the database types excels at supporting different application usage
scenarios. By selecting the right database types on a component-by-component basis we
greatly simplify the work needed to implement these applications. Yet managing all these
different database types can be a burden. We will address this problem in the following
section.

[36]
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Cloud native database

Managing a traditional database in the cloud is hard and risky. As we will discuss, it is
necessary to replicate the data across availability zones to ensure the data is accessible and
durable, and replicate it across regions to protect against regional outages. Managing a
modern sharded database in the cloud is super hard and risky. We have all the complexity
of managing the traditional database across availability zones and regions multiplied by the
number of shards. Managing N modern, sharded databases in the cloud, to gain the
advantages of Polyglot Persistence and bulkheads between components, is arguably an
exercise in insanity, even for many unicorn companies. Imagine this oversimplified
example: you have five components, each with two types of storage, each with four shards,
deployed across two regions, with three availability zones each. So thatis5 *2 *4 *2*3 =
240 elastic block storage devices that must be provisioned, monitored, and managed.
Obviously, this gets expensive pretty quickly, but that is not the real concern. With these
numbers, and this is an oversimplified example, the probability that a storage device fails
on any given day is very high. Of course, the point of this approach is to keep the database
available during these failures, but the point here is that this is a maintenance nightmare.
Does this mean we throw out the approach and go back to our shared monolithic database
with no bulkheads and cross our fingers? No, because crossing your fingers won't help.
That big outage will happen, it is only a matter of time, and it will happen at the most
inopportune time, and the aftermath won't be pretty.

The alternative is to leverage value-added cloud services, as we discussed in the first
chapter. We achieve more by managing less. However, any ole database-as-a-service
offering is not what we are talking about. Those still tend towards a monolithic, shared
database model. The best alternatives are the cloud-native databases. These databases are
purchased, provisioned, and tuned one table at a time. This means that one table can be a
document store, another table is a search index, and another table is blob storage, and so
forth. They all operate across availability zones as a matter of course and more and more of
these offerings have turnkey regional replication. Storage space for most offerings grows
automatically, otherwise, storage space monitoring is provided. Read and write capacity
will also auto scale. This is important at both extremes because it also means that they are a
good alternative for small workloads as well. Many of these cloud-native databases are
actually designed to support this inside-out database architecture and expose their
transaction logs as an event stream, to facilitate the Event Sourcing and CQRS patterns. We
will dive deeper into this in the Cloud Native Databases Per Component pattern section in
Chapter 3, Foundation Patterns.
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I think it should be starting to become clear that rewiring the way we think about systems,
combined with leveraging value-added cloud services, can empower everyday companies
to create reactive, cloud-native systems that are responsive, resilient, and globally elastic. It
was a major wow moment for me when I realized that the Cloud is the database and how
much that means we can accomplish with the fundamental cloud-native building blocks of
event streaming and cloud-native databases.

Cloud native patterns

It is easy enough to say that we will architecture cloud-native systems based on Reactive
principles and leverage event streaming to ultimately turn the cloud into the database, but
it is another thing entirely to show how the pieces fit together. There is a relatively small
collection of proven patterns that can be leveraged as templates to build cloud-native
systems that solve a wide variety of valuable problems. Many of these patterns may already
be familiar, but have cloud-native twists.

Each pattern describes a solution to a specific problem in the context of cloud-native
systems and addresses various forces, issues, and trade-offs. The patterns are interrelated
and thus can be pieced together to build systems composed of bounded isolated
components. There are many ways to document patterns. Martin Fowler has an excellent
summary of various pattern forms in his posting on Writing Software Patterns (https://

www.martinfowler.com/articles/writingPatterns.html).

Our cloud-native patterns are documented in the following form. Each will start with its
name, a brief description of its intent, and a diagram that represents a sketch of the
solution. These three pieces are critical to forming a pattern language that teams can use to
facilitate architecture and design discussions and to train new team members. When
additional details are needed we can refer to the body of each pattern.
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Each pattern body includes sections discussing the context, problem, and forces; the
solution, the resulting context, and one or more examples of the solution in action. The
solution may include variations that can be applied in different scenarios. The resulting
context section discusses the consequences, benefits, and drawbacks of applying the
pattern, along with how it relates to the other cloud-native patterns. The patterns are
grouped into three categories: Foundation, Boundary, and Control, to emphasize their
relationships to each other and their place in cloud-native systems in general. The examples
are real working solutions. However, they are purposefully simplified to focus in on the
specific pattern.

Thus far we have established the overall context for our cloud-native patterns. The promise
of cloud-native is to enable everyday companies to rapidly and continuously deliver
innovation with confidence. To this end we want to empower self-sufficient, full-stack
teams, leverage value-added cloud services, and embrace disposable architecture so that
teams can focus on the value proposition of their bounded isolated components. We want
to achieve global scale by recognizing that the cloud is the database, applying Reactive
principles, and turning the database inside out to create proper bulkheads through the
replication of data to materialized views built on event streaming, Polyglot Persistence, and
cloud-native databases.

This context will be at the heart of all our cloud-native patterns. The following is a catalog
of the patterns organized by category. Each category section includes a description of the
category, the name, and intent of each pattern, and a summary diagram with a thumbnail
image of each pattern sketch. Please refer to the chapters that describe patterns for the full
size sketches. Plus, all the images are available for download as mentioned in the Preface of
the book.

[39]
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Foundation patterns

These patterns provide the foundation for reactive, asynchronous inter-
component communication in cloud-native systems.

Cloud Native Databases Event Streaming
Per Component

Event Sourcing Data Lake

Stream Circuit Breaker Trilateral API

[40]
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Cloud Native Databases Per Component: Leverage one or more fully managed cloud-
native databases that are not shared across components and react to emitted events to
trigger intra-component processing logic

Event Streaming: Leverage a fully managed streaming service to implement all inter-
component communication asynchronously whereby upstream components delegate
processing to downstream components by publishing domain events that are consumed
downstream

Event Sourcing: Communicate and persist the change in state of domain entities as a series
of atomically produced immutable domain events, using Event-First or Database-First
techniques, to drive asynchronous inter-component communication and facilitate event
processing logic

Data Lake: Collect, store, and index all events in their raw format in perpetuity with
complete fidelity and high durability to support auditing, replay, and analytics

Stream Circuit Breaker: Control the flow of events in stream processors so that failures do
not inappropriately disrupt throughput, by delegating the handling of unrecoverable errors
through fault events

Trilateral API: Publish multiple interfaces for each component: a synchronous API for
processing commands and queries, an asynchronous API for publishing events as the state
of the component changes, and/or an asynchronous API for consuming the events emitted
by other components

[41]
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Boundary patterns

These patterns operate at the boundaries of cloud-native systems. The boundaries are
where the system interacts with everything that is external to the system, including humans

and other systems.

EBSCChost -

API Gateway Command Query
Responsibility Segregation

(CQRS) N

Offline-First Database

External Service P
Gateway —
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API Gateway: Leverage a fully managed API gateway to create a barrier at the boundaries
of a cloud-native system by pushing cross-cutting concerns, such as security and caching, to
the edge of the cloud where some load is absorbed before entering the interior of the
system.

Command Query Responsibility Segregation (CQRS): Consume state change events from
upstream components and maintain materialized views that support queries used within a
component.

Offline-First Database: Persist user data in local storage and synchronize with the cloud
when connected so that client-side changes are published as events and cloud-side changes
are retrieved from materialized views

Backend For Frontend: Create dedicated and self-sufficient backend components to
support the features of user focused, frontend applications

External Service Gateway: Integrate with external systems by encapsulating the inbound
and outbound inter-system communication within a bounded isolated component to
provide an anti-corruption layer that acts as a bridge to exchange events between the
systems

[43]
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Control patterns

These patterns provide the control flow for inter-component collaboration between the
boundary components of cloud-native systems.

Event Collaboration Event Orchectration

Saga

Event Collaboration: Publish domain events to trigger downstream commands and create
a reactive chain of collaboration across multiple components

Event Orchestration: Leverage a mediator component to orchestrate collaboration between
components without event type coupling

Saga: Trigger compensating transactions to undo changes in a multi-step flow when
business rules are violated downstream

[44]
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Bounded isolated components

We have defined the architectural vision for our cloud-native systems and enumerated the
patterns used to build these systems. The next step is to decompose a system into bounded
isolated components. However, “What is the right size?”is a fundamental question that
everyone asks. Ultimately, every team has to answer this question for itself. You have to ask
yourself how confident you are that you can continuously deploy and scale each
component. If you cannot be certain of the implications of a given change to a component
then the component is potentially too large. If you have to make compromises on the
scalability and tuning of a specific component then it likely needs to be split apart. If the
backlog of changes to a component starts to clog then this is an indication that it may need
to be refactored into multiple components. The potential scenarios may be limitless. In this
section, we discuss common strategies for decomposing cloud-native systems into bounded
isolated components across both functional and technical dimensions. These are not
independent strategies. You will use all these strategies in different combinations for
different components. Embrace disposable architecture in an effort to reach the optimal
decomposition by executing controlled lean experiments, as we will discuss in Chapter ¢,
Deployment.

Functional boundaries

Functional decomposition is by no means a new topic. For programmers, it is the
fundamental topic of any programming 101 course. For software analysts, decomposing a
system into domains and subdomains is part of the job description. At its core, none of this
has changed. You know your functional domain. As a domain expert, you know how to
best divvy up your system's functionality. What we are focused on here is how to use that
knowledge and take it further to create bounded isolated components that you can deploy
and scale with confidence. In essence, we are creating functional bulkheads around our
components. We want to share a domain language across all teams to help ensure that
everyone has a shared understanding of the innovations we are continuously deploying to
these components. We want to apply relevant patterns to components to help ensure the
cohesion of a specific component. We want to ensure that each component is focused on a
specific responsibility.

[45]
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Bounded context

One fallacy of monolithic thinking is the master data model (MDM). Virtually every
decent-sized enterprise has made an attempt at crafting a master data model that describes
all the data entities used by the enterprise and the relationships between those entities. It's a
noble goal to create a shared definition of all the data within a company and across all its
systems and processes. Yet these projects drag on and on, filled with meetings full of more
people than can be fed with two pizzas. There is endless debate about the details of the
model and ultimately any model that is created is utterly bloated with details that are
irrelevant for most systems and scenarios. In the end, these models actually impede
progress, because they lend themselves to the creation of monolithic systems that are
neither bounded nor isolated. I was recently involved in a cloud migration project for a
legacy system that was plagued by an unbounded data model. Several separate but
somewhat related concepts were intertwined in the same relational data model. These
concepts shared the same terms, but they had different meanings for different teams.
Design discussions frequently went off track when the terms and meanings were mixed up.
Ultimately, innovation in the legacy system came to a standstill, because no one was
confident that they could make enhancements to the broken model. The model needed to
be revamped into several bounded contexts.

No book on cloud-native would be complete without covering the concept of bounded
contexts. Bounded contexts are a core concept in Domain Driven Design (DDD). Domain
Driven Design embraces the fact that there is no single unified model. Large models are
decomposed into multiple bounded contexts with well-defined interrelationships. Each
bounded context is internally consistent, such that no terms have multiple meanings. When
concepts do overlap between bounded contexts, these relationships can be depicted with a
context map. Domain events are used to communicate between the different contexts. What
emerges is a ubiquitous language that facilitates communication between developers and
domain experts. This shared language helps elicit the confidence that teams need to
continuously deliver innovation. Furthermore, these models map nicely to the notion of
bounded, isolated, cloud-native components communicating via event streams. This
consistency further instills confidence that the teams have a shared understanding of the
functionality.
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The preceding diagram is a classic bounded context example from Martin Fowler's blog on
the topic (https://martinfowler.com/bliki/BoundedContext.html). It depicts two
separate but related bounded contexts: the Sales Context and the Support Context. These
contexts are interrelated in that they each have a concept of Product and Customer. Each
context has its own definition of a Customer entity and a Product entity and each definition
is unique to its context. The only thing that would need to be consistent across the contexts
is the identifiers of the instances of these entities as depicted by the interrelationship. One
very important thing to note is that there is no unified Customer context and no unified
Product context. Each context is bounded and isolated and forms its own bulkhead, such
that it can execute and even exist independently. Unfortunately, monolithic thinking would

have us create those shared contexts and lead us to create inflexible and un-resilient
systems.
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Instead, we will integrate the contexts via the domain events. A customer instance may
originate in the Sales Context and produce a CustomerCreated event that is consumed by
the Support Context. A third context, the Catalog context could be the source of
ProductCreated events that are consumed by both the Sales Contexts and Support
Contexts, but neither would need to directly query products from the catalog. The Catalog
context would only be responsible for the authoring phase of the data life cycle, as we will
discuss shortly. Yet another context, such as a Customer Self-Service context, could also
produce CustomerCreated events and potentially result in a bi-directional integration
with the Sales Context. This brings into question the bounded context that is the official
source of record. We will be discussing the idea that the data lake becomes the official
source of record. We will cover these event driven patterns throughout the pattern
chapters.

Component patterns

Another strategy for decomposing our components with proper boundaries is based on
applying the component patterns. chapter 3, Foundation Patterns, will cover the patterns
that provide the mechanisms used by all components, whereas chapter 4, Boundary
Patterns, and chapter 5, Control Patterns both contain patterns that pertain to specific
flavors of components. The boundary patterns, such as Backend For Frontend and External
Service Gateway, interact with external entities at the edge of the system, while the control
patterns, such as Event Orchestration, deal with mediating, choreographing, and
orchestrating the interactions between components.

Continuing our bounded context example, the Customer Self-Service and Catalog contexts
focus on interacting with different user groups. As such, they would each follow the
Backend For Frontend pattern. Let's say that SalesForce and ZenDesk fulfill the Sales
Contexts and Support Contexts, respectively. This would indicate that each should have an
External Service Gateway component that acts as an anti-corruption layer to adapt and
integrate those systems. All inter-component communication and collaboration is achieved
using events. When there are relatively few events and the business processes are
straightforward, it is reasonable for the components to apply the Event Collaboration
pattern and know about the event types of the other components specifically. However, as
these processes become more complicated it is good to add in components in the middle
that act as mediators, following the Event Orchestration pattern, to maintain loose coupling
between the participating components.
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Data life cycle

Another useful strategy for decomposing a system into components is based on the life
cycle of the data in the system. This is similar in concept to dividing the system based on
the value streams or business processes of the system, but stretches out over a longer
period. For example, how long must data be retained before it can be deleted? Data may
have to live long after a business process or value stream is complete. A case in a case
management system is created, assigned, and ultimately completed, but the records of the
case will need to be retained and managed for an extended period. A product in an e-
commerce system is authored, published, offered, sold, and discontinued, but so long as a
customer still owns the product there is still a reason to keep the product detail information
available. Furthermore, as the data moves through its life cycle, it may be best to store the
data in different formats and in different types of storage. Retention policies may vary
between different stages of the life cycle, such as allowing high transaction volume stages
to purge old data to free up resources and improve performance. Each stage in the data life
cycle will typically be its own component, with different requirements and a different user
base. The data will flow through these stages and components based on the life cycle events
that are published as the data ages.

Single responsibility

The single responsibility principle says that a component should have one and only one
responsibility; the entire responsibility should be encapsulated in that component; it should
do that one thing and do it well; it should have high cohesion such that everything in the
component belongs together; it should have only one reason to change. The trick is
determining what that one responsibility should be. The bounded context, component
patterns and data life cycle decomposition strategies help us whittle components down, but
here I want to focus on only one reason to change part of the principle. Part of the goal of
cloud-native systems is to enable teams to rapidly deliver innovation with confidence, in
other words, to deliver change fast. At the other end of the spectrum, we have discussed
how monolithic systems hinder innovation, because we have low confidence that any
particular change won't have unintended consequences on the system. Cloud-native
systems are always on, thus we need to perform zero downtime deployments. We need to
have bounded isolated components, so that we avoid failures in the first place, but also so
that we can recover quickly when there is a problem with a component. We need to have
cohesive components.

[49]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



The Anatomy of Cloud Native Systems Chapter 2

Your team will have to be its own judge about the cohesion of your components. What is
your confidence level with a particular component? If your confidence level is low, then
discuss why. One counter intuitive possibility is that your confidence may be low, because
you have too many tests. So many tests that it is hard to reason about their correctness. This
could be a sign that the component has too many responsibilities. Categorizing the tests
and splitting apart the component may lead to a breakthrough in the team's understanding
of the problem space. Alternatively, the code itself may have grown convoluted. The
amount of code in a component is not necessarily a concern. If there is a large amount of
code, but that code follows a very clear pattern that is repeated over and over again, such as
a set of rules on a concept, and those rules are easy to reason about, then so be it. However,
if the code is hard to review, no matter how much code it is, then that is an indication that
the component may have taken on too much responsibility.

Technical isolation

When defining functional boundaries we have many degrees of freedom. There is a lot of
good advice and a few hard and fast rules, but for the most part you rely on your domain
expertise and practical experience. When it comes to technical isolation the realities of cloud
computing are a bit stricter and make isolation equally elusive. Shared Nothing is certainly
a guiding concept, but in practice there tend to be a lot of leaks. To provide the necessary
bulkheads we need to consider regions and availability zones, cloud accounts and
providers, deployment units and resource management, and data isolation.

Regions and availability zones

The cloud has been in the news recently with a first-class disruption that impacted a large
swath of well-known sites. I tell my clients that they should expect these large disruptions
about every one and half to two years, and this latest disruption was right on cue. Of
course, naysayers used this as an opportunity to bash the cloud, but other cloud providers
did not use it as an opportunity to one up each other, because they know that it's only a
matter of time before the same will happen to their services as well. Yet all the while some
companies were prepared and only experienced a minor blip in availability, while others
experienced protracted outages.
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As depicted in the following diagram, every cloud provider divides its offering into
geographic regions, which in turn consist of two or more availability zones (AZ). Each
availability zone is an independent data center with high-speed communication between all
the availability zones in the region. AZs act as bulkheads within a region. For any resource
clusters that you will be managing yourself, you will be deploying them across multiple
availability zones for redundancy to help ensure your components stay available when
there is an interruption in a specific AZ. Any value-added cloud services that you leverage,
such as cloud-native databases and function-as-a-service, are already deployed across
multiple AZs, which frees you from that responsibility.

Regions act as a bulkhead within a cloud provider. The disruption mentioned earlier was
limited to a specific region, because regions are designed to contain failures. The companies
that only experienced a blip in availability had at least their critical workloads deployed in
multiple regions. Their blip in availability lasted only as long as it took their regional
routing rules to failover to the still available regions. In chapter 6, Deployment, we will
cover considerations for regional deployments.
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Many, if not most, companies fail to take advantage of multi-regional deployments for a
variety of reasons. Many just don't heed the warnings. This is often just a lack of experience,
but it is usually because the value is not perceived to be worth the extra effort. I certainly
concede this latter point if the objective is just to run an active-passive, multi-regional
deployment. The cost of running duplicate resources just in standby mode is not attractive.
Running an active-active, multi-regional deployment is much more palatable, because you
can spread your load across the regions and give your regional users a lower latency
experience. You may even have regulations that require you to store and access user data
within regions in specific countries.

Of course running active-active is not without its challenges. It is fair to say that the value
may still not be worth the effort, if you are running all your clusters yourself and
particularly your own database clusters. However, this is not necessarily the case if you are
leveraging value-added cloud services, such as cloud-native databases and function-as-a-
service. These services have already made AZs transparent and freed you of the burden of
scaling them across AZs. Thus, you can redirect that effort to multi-regional deployments.
Plus, provisioning these services to multiple regions is becoming more and more turnkey.
Expect cloud providers to be competing on this feature. The bottom line is that mature,
cloud-native systems are multi-regional.

Components

With cloud-native, we are wholeheartedly going out of our way to create bounded isolated
components, thus it is important that we don't lose sight of this when we actually deploy
these components. We have already discussed strategies for decomposing the system into
components at the functional level. However, the functional components do not necessarily
translate one for one into deployment units. Deployment units are natural bulkheads. Each
has its own resources, each will contain its own failures, and each is independently
deployable and scalable. In chapter 3, Foundation Patterns, we will discuss the Trilateral API
pattern. This pattern brings the fact that components will be accessed through more than a
synchronous interface, such as REST, front and center. They may also have inbound and
outbound asynchronous interfaces based on streams. Some components will have all three
and some will have just one or two in the various permutations. Each of these will typically
be its own deployment unit and sometimes multiple deployment units.
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We also have options to consider regarding containers versus functions. When choosing
containers, we have to keep in mind that they are just the tip of the iceberg. Containers
themselves are a bulkhead, but they also have to run in a cluster with other containers; a
cluster must be managed by a scheduler, some sort of load balancer is required, and so on,
and so on. All of these pieces have the potential for failure. I always recommend using the
native scheduler of your cloud provider, such as ECS on AWS and GKE on GCP. The native
solutions are simply better integrated with their cloud provider and thus are lower risk
alternatives.

We also have to be wary of monolithic clusters. Anytime it takes extra elbow grease to
provision and manage a set of resources, we will have a tendency to share and overburden
those resources. This holds true for container clusters. I frequently see them become their
own monolith, in that all containers get deployed to the same cluster, at which point a
catastrophic failure to that one cluster would cripple the entire region. Instead, we need to
treat the container cluster as a bulkhead as well and strategically allocate components and
containers to focused clusters.

As an alternative to containers, we have function-as-a-service. Functions provide us with
fine-grained bulkheads. Each function invocation is in essence its own bulkhead. Functions
do not share resources, a failing function instance will be immediately replaced, and
functions implicitly scale as volumes increase. Furthermore, while functions are the tip of
their own iceberg, the cloud provider manages that iceberg. Deploying functions to
multiple regions is also essentially a turnkey exercise.

We also need to prepare proper bulkheads within components, down in the code, where
they interact with external resources. This is where we need to pool resources
independently, have proper timeouts, retries, and circuit breakers, and implement
backpressure. We will discuss these topics in the Stream Circuit Breaker pattern in Chapter
3, Foundation Patterns. One important concept for creating responsive, resilient, and elastic
components that I have already mentioned and that we will cover thoroughly throughout
the book, is asynchronous inter-component communications. We will strive to limit
synchronous communication to only the boundaries of the system and intra-

component communications with cloud-native resources. We will rely on event streaming
for asynchronous, inter-component communications. Next we turn to isolating these
resources themselves.
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Data

The topics of single responsibility, independent DURS, bounded context, and isolation
come up over and over again in the context of microservices. I cover these topics at length
in this book as well. The topic of a database per service also comes up over and over again
in the same context. It's the combination of these topics that is rarely covered, though that is
beginning to change. Earlier in this chapter, we discussed the critical idea of turning the
database inside out and in turn how the cloud is the database. Bounded isolated data, as a part
of the whole of a component, is fundamental to building cloud-native systems that are
responsive, resilient, and elastic. Unfortunately, there is a tendency to gravitate toward
shared monolithic databases. This is in part because that is the way it has always been. The
other reason for this tendency towards monolithic databases is that managing and
operating a database in the cloud at a large scale is hard. Managing a sharded database is
more difficult and managing Polyglot Persistence is even more difficult. We have already
covered this briefly, but as a core tenet of this book it bears repeating.

The result of this shared monolithic database model is that we have no bulkheads for our
data. More and more tables are added to the monolithic database, ever increasing the
probability that these tables will be competing for the same, scarce resources. In the best
case, the database requests only increase in latency as they compete for the available
memory, I/O throughput, and CPU cycles. Or worse, lack of disk space causes the database
to crash and results in an outage across the entire system. Ultimately, if we have no
isolation at the persistence layer then we effectively have no isolation at the component
layer. Instead, each component must have its own isolated databases. Taking this one step
further, we discussed how mature cloud-native systems are multi-regional, because they
need to be resilient to regional outages. This means that mature cloud-native data must also
be multi-regional. Thus, the persistence layer is an example of where we need a different
way of thinking and reasoning about software architecture.

Accounts

All too often, I see customers using only a single cloud account. Have you heard of a
company named Code Spaces? More than likely the answer is no, because this is a bit of a
rhetorical question. The company no longer exists. This company perished so that we can
learn from its mistake. Their cloud account was compromised and ultimately everything in
it was deleted, including their backups. They had backups, but they were stored in the
same account. We will cover security topics in Chapter 9, Security, but the point here is that
we can use cloud accounts as an isolation mechanism to create bulkheads to protect the
system. My basic advice is that companies start with at least four accounts: a master
account for only consolidated billing, a production account, a development account, and a
recovery account for backups. Each account will have different access rights granted.
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Each account has soft limits set on services that act as governors to impede runaway
resource usage. This protects the cloud provider and your pocket book. So, as an example,
the last thing you want to do is run a performance test in an account that houses your
production workloads and inadvertently cause your users to be throttled, because the
performance test pushed the account across these thresholds. Regulations, such as PCI, can
have a big impact on your system and your company. It is typically advantageous to limit
the scope of these regulations on your systems. These regulations are typically focused on
the parts of a system that interact with certain types of data. As such, we can craft
components around this data and then isolate those components in separate accounts and
control access to these accounts independently. It may also be advantageous to isolate
related components in separate accounts, just to ensure that a mishap in one account does
not impact another. For example, separate accounts could be created to separate back-office
components from front-office components. The front-office components used by your
customers are of the utmost importance, therefore a dedicated account would be prudent.

Providers

For completeness, it is worthwhile to point out that there is a natural bulkhead between
cloud providers. All cloud providers will have outages, but the likelihood that they will
have simultaneous outages is low. In the context of polyglot cloud, where each component
selects the most appropriate provider based on its needs, this simply means that when one
provider has an outage then the components running on the other providers will not be
affected. Maybe there is an argument to be made that your components should be well
diversified across providers, but that is not the objective of polyglot cloud. On the other end
of the spectrum, multi-cloud suggests running components redundantly across multiple
providers to achieve high availability during an outage. I will wager that maybe 1% of
companies have maybe 1% of their workloads which might benefit from all the extra elbow
grease that is needed to achieve this type of topology. For the overwhelming majority of us,
multi-regional deployments are quite sufficient. Regardless, in cloud-native systems these
decisions are made on a component-by-component basis.
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Summary

In this chapter, we learned that cloud-native systems are built on the principles of Reactive
architecture. We use asynchronous, message-driven, inter-component communication to
build resilient components that are responsive and elastic. Event streaming is the
mechanism for inter-component communication. Components publish domain events to
notify the system of their state changes. Other components consume these events to trigger
their behavior and cache pertinent information in materialized views. These materialized
views make components responsive by providing a dedicated cache that is continuously
warmed. They act as bulkheads to make components resilient to failures in upstream
components, because the latest known state is available in local storage. This effectively
turns the cloud into the database by leveraging value-added cloud services, turning the
database inside out, and spreading the processing across the elastic power of all the
components in the system. This empowers everyday, self-sufficient, full-stack teams to
build large systems composed of bounded isolated components that scale globally.

In the next chapter, we will focus on the foundation patterns of cloud-native systems.
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In the previous chapter, we began our deep dive into the architectural aspects of cloud-
native systems with a look at their anatomy. To create these globally scalable systems, we
effectively turn the cloud into the database. Following Reactive principles, we leverage
event streaming to turn the database inside out by replicating data across components to
maximize responsiveness, resilience, and elasticity. Ultimately, we create proper functional
and technical bulkheads, so that teams can continuously deliver innovation with
confidence.

In this chapter, we begin our discussion of cloud-native patterns. We will discuss the
patterns that provide the foundation for creating bounded isolated components. We
eliminate all synchronous inter-component communication and build our foundation on
asynchronous inter-component communication, replication, and eventual consistency. We
will cover the following foundation patterns:

¢ Cloud-Native Databases Per Component

Event Streaming

Event Sourcing

Data Lake

Stream Circuit Breaker
Trilateral API
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Cloud-Native Databases Per Component

Leverage one or more fully managed cloud-native databases that are not shared across
components and react to emitted events to trigger intra-component processing logic.

Context, problem, and forces

With cloud-native systems, we want to enable everyday companies and empower self-
sufficient, full-stack teams to rapidly, continuously, and confidently deliver these global
scale systems. Modern high performance, horizontally scalable, sharded databases are
critical to achieving global scalability. These databases come in many variations that are
specialized for particular workload characteristics. Cloud-native systems are composed of
many bounded isolated components. Each component has its own workload characteristics,
which necessitates the use of polyglot persistence whereby many different types of
databases are employed to support these characteristics.

To be truly isolated, cloud-native components need to control their own persistence. Each
bounded isolated component needs to have its own dedicated databases to ensure proper
bulkheads. Proper data level bulkheads help ensure that user interactions with components
are responsive, that components are resilient to failures in upstream and downstream
components, and that components can scale independently. Individual components, not
just systems, can benefit from polyglot persistence. Thus, components need more than just
their own dedicated database; each component may need multiple, dedicated databases.
Mature cloud-native systems are also multi-regional and replicate data across regions. Data
life cycle management is also necessary. For example, components that provide online
transaction processing (OLTP) features benefit from continuously purging stale data to
keep their databases lean. Furthermore, as the data in a system ages and moves through
different life cycle stages, it needs to propagate across components and across different
types of databases.

[581]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Foundation Patterns Chapter 3

Achieving the proper level of database isolation, though critical, is extremely complicated.
Running a single database in the cloud across multiple availability zones is complex,
running a sharded database in the cloud across availability zones is super complex, and
running multiple sharded databases in the cloud can simply require more effort than most
companies can afford. Going further, running many sharded databases, multiplied by
many components, can seem unattainable. At this point in the typical discussion, there is
literally no point in piling on the critical regional replication dimension. The workforce
costs and the runtime cost of all these dimensions have the potential of being astronomical.
All together this is a significant barrier to entry for proper data level bulkheads. This tends
to force teams into a shared database model, despite the significant and potentially
catastrophic pitfalls of the shared model.

What is worse is that the shared database model actually appears to be successful at first, at
least for the initial components that use these resources. However, as more and more
components leverage these shared resources, the responsiveness and scalability of all the
components suffer and the impact of a failure becomes more significant. These shared
databases also tend to grow and grow because teams are not responsible for the full stack.
Centralized operations teams own these shared databases. As a result, component teams
neglect data life cycle concerns and the operations team lacks the functional knowledge to
archive unneeded data, leading to even worse performance.

Vendor lock-in is a classic database concern. In traditional monolithic applications, object
relational mapping tools are leveraged to make applications database agnostic. In cloud-
native systems, the startup overhead of these tools can be too much for short-lived
component instances. Instead, the tendency is to leverage open source databases that can be
deployed across multiple cloud providers. However, the learning curve for operating these
databases is significant. Each database product has the potential to add a good 6 months or
more to a project before a team can be confident in their ability to run these workloads in
production. This further increases the tendency to leverage a shared database model. The
effort required to move up the learning curve also tends to lock systems into the database
technology decisions that were made early on in the system design, even after there is
ample evidence that there are better alternatives.

The lack of distributed transactions based on two-phase commits is another concern. As a
matter of course, modern databases favor the BASE model for distributed transactions:
Basically Available, Soft state, Eventually consistent. The individual writes to each database
follow the traditional ACID model, but a mechanism to achieve eventual consistency across
databases is needed.
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Solution

Leverage your cloud provider's fully managed cloud-native database services. Employ
multiple database types within a component, as needed, to match the component's
workload characteristics. Choose the database type, such as document store, blob storage,
or search on a table-by-table basis. Each database is dedicated to a specific component and
not shared across components. Use the change-data-capture and life cycle management
features and react to the emitted events to trigger intra-component processing logic. Use the
regional replication features to create multi-regional deployments, as needed.

Resulting context

The primary benefit of this solution is that proper data level bulkheads are achieved in a
realistic and cost-effective manner. The shared responsibility model of the cloud allows
teams to delegate the undifferentiated tasks of database management to the cloud provider
and benefit from the cloud's economies of scale. The learning curve to get up and running
with these value-added cloud services is short, which enable teams to focus on the value
proposition of their components. Teams take full control of their stack and provision the
exact resources need for their components. This isolation makes components responsive
because they are not competing for database resources and those resources are optimized
for their specific workloads; elastic because the load of the system is spread across many
database instances; and resilient because database failures are contained within a
component.

One drawback of this solution is that these services tend to be the source of regional
outages. As discussed in Chapter 2, The Anatomy of Cloud Native Systems, these outages do
not happen frequently, but when they do they can have a dramatic impact on systems that
are not prepared for their eventuality. However, these outages are contained to a single
region and systems that run in multiple regions are resilient to these outages. We have also
discussed that mature cloud-native systems are multi-regional, which provides a more
responsive experience for regional users, in addition to active-active redundancy to
withstand these outages. To facilitate multi-regional deployments, cloud-native databases
provide regional replication features. These features are becoming more and more turnkey,
thanks to competition between cloud providers.
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Change data capture (CDC) is one of the most important features provided by these
databases. As we will see in the Event Sourcing pattern, this feature is critical in
implementing transactionally sound eventual consistency across components. In the
example ahead, we will see that change data capture is also instrumental in implementing
intra-component asynchronous processing flows. Life cycle management features are
complimentary to change data capture. For example, in addition to keeping a database lean,
a time to live feature will result in a delete event that can be leveraged to generate
interesting and valuable time-based event-driven processing logic, over and above just
propagating data through its life cycle stages. Versioning and archiving features are also
typical of blob storage services.

Query limitations are a perceived drawback of this solution. We are not able to join data
across components because they are in different databases. Now, even within a component,
each table is isolated and cannot be joined. Plus, the query APlIs of these databases tend to
lack some of the features we are accustomed to with SQL. The new trend towards multi-
model databases is changing this last issue. However, in general, this perceived drawback
is rooted in our expectations set by monolithic general-purpose databases. We are
accustomed to asking these general-purpose databases to do more work than we should.
Ultimately, this resulted in inefficient utilization of scarse resources. Traditionally, we have
isolated OLTP databases from OLAP databases for this exact reason. The nature of their
performance and tuning characteristics are orthogonal, thus they need to be isolated.

The disposable nature of cloud infrastructure, and specifically cloud-native databases,
enables us to take this isolation to the most fine-grained level. This is where the Event
Sourcing and CQRS patterns come into play. In those patterns, we will be discussing how
they come together with the Event Streaming pattern and eventual consistency to create
materialized views that not only overcome this perceived query limitation through the pre-
calculation of joins, but actually result in a more responsive, resilient, and elastic solution. I
mentioned previously that this is where much of the rewiring of our engineering brains is
needed.
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Cloud-native databases do not hide many of the details that were encapsulated in relational
databases. This is both a good thing and a bad thing. It is bad in that you need to be aware
of these details and account for them, but it is good in that these details are easily within
your control to optimize your solution. For example, it is a surprise at first that we need to
account for all the various details of indexing and that indexes are explicitly priced.
However, there was always an implicit price to indexes that was typically ignored at our
own peril. Hot shards is another topic of concern that we will address in the example ahead,
but essentially you must take care in the modeling of your partition hash keys. Cloud-
native databases free us from the limitations of database connection pools, but they
introduce capacity throttling. In the Stream Circuit Breaker pattern, we will discuss
throttling and retries and so forth. For now, know that some of this logic is handled within
the cloud provider SDKs. And while database monitoring is nothing new, the focus will be
placed on throttling statistics to determine if and when the capacity settings and auto-
scaling policies need to be adjusted.

And finally, the most commonly perceived drawback of this solution, vendor lock-in,
brings us around full circle to the primary benefit of the solution. In chapter

1, Understanding Cloud Native Concepts, we discussed how vendor lock-in is rooted in
monolithic thinking and that we need to embrace disposable architecture, which is afforded
to us by disposable infrastructure and bounded isolated components. The primary
drawback of other solutions is that they are difficult and costly to manage and ultimately
increase the time to market and drive us to a shared database model that eliminates proper
bulkheads. Their complexity and learning curve also leads to their own form of vendor
lock-in. Instead, the cloud-native solution empowers self-sufficient, full-stack teams to
embrace disposable architecture, which accelerates time to market. Once a component has
been proven valuable and if its implementation is lacking, then the team can revisit its
design decisions, with the confidence that the previous design decision was the cost of the
information that led them to their current level of understanding. In the Data Lake pattern,
we will discuss how events can be replayed to seed the data in new and improved
implementations of components and thus help alleviate concerns over disposable
architecture.

Each cloud provider has its own implementation of the most common database types. AWS
has DynamoDB for key-value and document storage, S3 for blob storage, and both Solr and
Easticsearch are options for implementing search engines. Azure has CosmosDB for key-
value, document, and graph storage, Azure Blob Storage, and Azure Search. Cloud
providers compete on these offerings, thus a niche database offering can be the impetus for
welcoming polyglot cloud. We can expect this competition to drive a great deal of
innovation in the coming years.
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Example - cloud-native database trigger

This typical example demonstrates the basic building blocks that can enable multiple cloud-
native databases within a component to collaborate asynchronously to create a cohesive
persistence solution. As depicted in the following diagram, data is atomically put into a
DynamoDB table (document store), this, in turn, triggers a function that will atomically
store the data in an S3 bucket (blob storage), and this could trigger another function. This
pattern can repeat as many times as necessary until the data within the component is
consistent and then ultimately publish an event to downstream components, as we will
discuss in the Event Sourcing pattern.

The following is a fragment of an AWS CloudFormation resource from a Serverless
Framework serverless.yml file. In chapter 6, Deployment, we will discuss how this fits
into a continuous integration and deployment pipeline. What is important to note here is
that provisioning cloud-native database resources is completely declarative and largely
boilerplate and thus has a very low barrier to entry. Here we provision an AWS S3 bucket

and an AWS DynamoDB table.

Resources:
Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: ${opt:stage}-${opt:region}-${self:service}-bl
Table:
Type: AWS::DynamoDB::Table
Properties:
TableName: ${opt:stage}-${self:service}-tl
AttributeDefinitions:
- AttributeName: id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
ProvisionedThroughput:
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ReadCapacityUnits: 1

WriteCapacityUnits: 1
StreamSpecification:

StreamViewType: NEW_AND_OLD_IMAGES

Next, we have a JavaScript fragment that uses the aws-sdk to put an item into DynamoDB.
Let me first point out that while our objective is to eliminate synchronous inter-component
communication, synchronous intra-component communication is expected. Sooner or later
there has to be synchronous communication. Our goal is to limit these synchronous calls to
just the interactions with the highly available cloud-native databases and the cloud-native
event stream. To support atomic transactions, we also want to limit these interactions, in
general, to a single write to a single data store within a single request or event context. A
version 4 UUID is used for the item ID because it is based on a random number, which will
help evenly distribute the data across shards and minimize the possibility of hot shards that
decrease performance.

const item = {
id: uwuid.v4 (),
name: 'Cloud Native Development Patterns and Best Practices',

bi

const params = {
TableName: process.env.TABLE_NAME,
Item: item,

bi

const db = new aws.DynamoDB.DocumentClient ();
return db.put (params) .promise () ;

The following fragment from a Serverless Framework serverless.yml file demonstrates
provisioning a function to be triggered by a cloud-native database, such as AWS
DynamoDB, and shows that this is completely declarative and largely boilerplate as well:

functions:
trigger:
handler: handler.trigger
events:
— stream:
type: dynamodb
arn:
Fn::GetAtt:
- Table
— StreamArn
environment:
BUCKET_NAME :
Ref: Bucket
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Next, we have an example of a trigger function itself. This example is kept very basic to
demonstrate the basic building blocks. Here we put the object to an S3 bucket so that it
could potentially be accessed directly from a CDN, such as CloudFront. Another option
could be to put image files directly into S3 and then trigger a function that indexes the
image file metadata in DynamoDB to allow for queries in a content management user
interface. The possibilities for combining multiple cloud-native databases to achieve
efficient, effective, highly available, and scalable solutions are plentiful. We will discuss
many throughout all the cloud-native patterns.

export const trigger = (event, context, cb) => {
_ (event .Records)
.flatMap (putObject)
.collect () .toCallback (cb);

bi

const putObject = (record) => {
const params = {
Bucket: process.env.BUCKET_NAME,
Key: “items/${record.dynamodb.Keys.id.S}",
Body: JSON.stringify (record.dynamodb.NewImage),

bi

const db = new aws.S3();
return _ (db.putObject (params) .promise());

bi

Event Streaming

Leverage a fully managed streaming service to implement all inter-component
communication asynchronously, whereby upstream components delegate processing to
downstream components by publishing domain events that are consumed downstream.
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Context, problem, and forces

With cloud-native systems, we want to enable everyday companies and empower self-
sufficient full-stack teams to rapidly, continuously, and confidently deliver these global
scale systems. Following the reactive principles, these systems should be responsive,
resilient, elastic, and message-driven. To this end, cloud-native systems are composed of
many bounded isolated components that communicate via asynchronous messaging to
increase responsiveness by delegating processing and achieve eventual consistency through
the propagation of state change events. Stream processing has become the de facto standard
in the cloud for implementing this message-driven inter-component communication.

To create responsive, resilient, isolated components our primary objective is to eliminate all
synchronous inter-component communication. Synchronous, request, and response-based
communication creates tightly coupled and brittle systems. The requesting component may
not be coupled to the specific component that is servicing the request, but there must be
some component available to respond to the request in a timely manner. Otherwise, at best,
the request is fulfilled with high latency or, at worst, the request fails and the error
propagates to the end user. Furthermore, the requester must discover a service instance that
can fulfill the request. Service discovery adds significant complexity to systems based on
synchronous communication.

Instead, we strive to limit synchronous communication to only intra-component
communication with cloud-native databases and to the cloud-native streaming service.
These are extremely high availability services with well-defined endpoints, which
simplifies discovery and minimizes availability issues. With message-driven systems,
location transparency between producers and consumers is accomplished via loosely
coupled subscriptions. Through this mechanism, eventual consistency is achieved by
publishing data change events, so that all interested consumers can eventually process the
events. When the system is operating normally, eventual consistency happens in near real-
time, but degrades gracefully when anomalies occur. In chapter 4, Boundary Patterns, we
discuss patterns that further shield end users from the anomalies.

It must be recognized that an event streaming system is an append-only, distributed,
sharded database. As such, refer to the Cloud Native Databases Per Component pattern for the
justifications for leveraging value-added cloud services and embracing disposable
architecture in the context of event streaming as well. One thing that is different is that a
database is owned by a single component, whereas an event stream is shared between
components. But this does not mean that a single streaming cluster is shared across all
components, as that would mean a catastrophic failure in that cluster would impact the
whole system. Thus, we need to create bulkheads for our streams as well, by strategically
segregating the system into cohesive groups of components, where each produce events to
one stream in a topology of many independent streams.
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We must also create a rational system of events as well. In the Trilateral API pattern, we will
discuss how components should properly document the definitions of the events they
produce and consume as part of their published interface. However, here we need to
address event definitions at a more fundamental level. Streaming technology is part of the
dumb pipes and smart endpoints generation. As such, stream consumers will ultimately
receive events that they do not recognize and they must be able to treat these events in a
consistent manner, so that they can be filtered out.

Solution

Leverage your cloud provider's fully managed streaming service to implement all inter-
component communication asynchronously, whereby upstream components delegate
processing to downstream components by publishing domain events that are consumed
downstream. Define cohesive groupings of producer components and provision a separate
stream for each producer group. Consumers will subscribe to one or more streams as
appropriate. Define a standard event envelope format that all events extend, so that all
consumers can handle all events in a consistent manner. For example, all events could have
the following fields: id, type, timestamp, and tags; and all other fields will be specific to the
type of event. Leverage your cloud provider's function-as-a-service offering as the de facto
standard approach for implementing stream processors.

Resulting context

The primary benefit of this solution is that we facilitate our goal of creating an
asynchronous, message-driven system while delegating the heavy lifting of running both
an append-only, sharded database and stream processing clusters to the cloud provider.
This in turn allows the team to focus on architecting an appropriate topology of streams to
ensure proper bulkheads. When defining your stream topology, you should consider
creating separate streams for different user communities. For example, a front-office stream
would ensure customers are not impacted by a failure in the back-office stream used by
employees.
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Event Stream services are typically regional and do not support regional replication. This is
actually a good thing, as a replicated event would ultimately be processed in multiple
regions and most likely produce unintended results. It is the results of event processing that
we want to replicate and this replication is handled per each cloud-native database as
appropriate. Instead, we just want to embrace eventual consistency and know that any
events currently in the stream of the affected region will eventually be processed. In all
actuality, during an outage these events will likely be making their way through the system
in fits and spurts as the region recovers. All new user interactions and thus new events
would have failed over to another region. A user experience that is naturally designed for
eventual consistency would not distinguish between different causes of inconsistency, such
as intermittent latency, regional outage, or a component failure. In chapter 4, Boundary
Patterns, we will discuss such topics.

This leads to some of the interesting challenges of stream processing. Streams typically
support at-least-once delivery, which means the smart endpoints need to be idempotent to
account for multiple deliveries. Events will inevitably arrive out of order, such as when
there is a fault and events are delegated to another component for error handling and
eventually resubmitted. When target databases begin to throttle, we need to apply
backpressure to reduce wasted processing. These topics, along with the benefits of micro-
batches and functional reactive stream processing, are covered in the Stream Circuit Breaker
pattern.

It needs reiterating that while producers are not coupled to specific consumers, the
consumers are coupled to the event definitions. Thus it is important to have stable,
published interfaces for the event definitions that are produced and consumed by each
component. A standard event envelope format needs to be extended by all event types to
allow for consistent processing of all events by all consumers. In the Trilateral API pattern
we will discuss publishing and testing these interfaces. At a minimum, keep in mind that
changes to these interfaces need to be backwards compatible in the same ways as
synchronous interfaces.
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It is recommended that you do not equate event types to topics, one for one. In some
services, this is not even possible because in these services a stream is just a single pipe or
channel with no concept of topics. While other services do have a distinct concept of a topic.
In all the messaging systems I have ever used, I have always multiplexed event types
through an architected topology consisting of a controlled number of channels or topics.
This kind of inversion makes message-driven systems more manageable. For example, a
system can easily have dozens, potentially hundreds, of event types. If we treat each event
type as a physical construct that must be provisioned then this can easily get out of hand. In
practice, event types are logical concepts that naturally coalesce into cohesive groups that
should flow through a specific channel. So if your cloud provider's streaming services does
not have a concept of topics then that is not a problem. If your streaming service does have
topics then take care to utilize them as a grouping construct. In all cases, we want to
provision multiple, distinct, and separate streams at a sufficiently coarse level to ensure that
we have proper bulkheads, as mentioned previously. Producers should preferably emit all
their events to just one of these streams. Consumers will need to process events from one or
more streams, but typically not all of the streams. The data lake, as we will discuss in its
own pattern, is one consumer that does consume from all streams.

One particular way that cloud-streaming services differ from self-managed solutions is in
storage capacity. Cloud-streaming services manage the storage for you and the limit is a
factor of the ingestion limits over typically one to seven days. This is important to note
because after the specified number of days, the events are purged. Self-managed solutions
obviously do not have storage limits and the typical practice is to keep events forever. The
stream database itself becomes the data lake. This has some significant and obvious
operational implications and risks. The cloud-streaming service approach is the much more
manageable and low-risk solution when combined with the Data Lake pattern discussed
later in this chapter. For now, know that the Data Lake pattern will consume all events from
all streams and storage events in extremely durable blob storage in perpetuity. There is also
a concern with cloud-streaming's fixed storage duration in the context of error handling
and the potential for losing events when errors are not handled in a timely manner. We will
discuss this topic in the Stream Circuit Breaker pattern, but keep in mind that the fail-safe is
that all events are stored in the data lake and can be replayed in the case of an unforeseen
mishap.
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A perceived way that cloud-streaming services differ from self-managed solutions is in the
number of supported concurrent reads per stream. Cloud-streaming services will throttle
concurrent reads over a specified limit. The same thing happens in a self-managed solution,
when the cluster is underpowered, but in a much more subtle, yet no less significant way.
However, cloud-streaming services are priced and provisioned based on throughput, not
on cluster size. Thus, their throttling limits are explicit. Unfortunately, too much emphasis
is placed on these throttling metrics. They are an important indicator, with regard to
ingress throughput, as to whether or not additional shards should be added. However, they
are misleading with regard to egress throughput. In fact, read throttling tends to increase
when ingress throughput is low and decrease when ingress throughput is high. This is
because at low ingress, the reader's polling frequencies tend to line up and produce a sort
of tidal wave of requests that exceed the limits. Whereas at higher ingress, the natural
processing latency of the individual consumers tends to cause the polling of the consumers
to weave below the limits.

Instead, for each consumer it is better to monitor its iterator age. This is a measure of how
long a consumer is leaving events in the stream before processing them. The iterator age is
generally more a factor of the combination of batch size, processing latency, and shard
count than the result of any latency caused by read throttling. The vast majority of use cases
are designed to assume eventual consistency, thus the potential for hundreds of
milliseconds or even several seconds of additional intermittent latency is insignificant.
When there are use cases that are sensitive to any latency, then these should be accounted
for when architecting the stream topology and receive dedicated streams.

Each cloud provider has its own event streaming implementation, for example, AWS
Kinesis, and Azure EventHub. Each is integrated with the provider's function-as-a-service
offering, such as AWS Lambda and Azure Functions. More and more value-added cloud
services emit their own events and integrate with function-as-a-service. We will discuss
how to integrate these services into the event stream in the External Service Gateway pattern
in Chapter 4, Boundary Patterns.

[70]

printed on 2/9/2023 8:32 AMvia . Al use subject to https://ww.ebsco. coniterns-of-use



EBSCChost

Foundation Patterns Chapter 3

Example - stream, producer, and consumer

This example demonstrates the basic building blocks for implementing event streaming by
leveraging cloud-native services. As depicted in the diagram at the top of the pattern, a
producer publishes events to the stream (AWS Kinesis) and stream processors (AWS
Lambda) consume and process the events. The following is a fragment of an AWS
CloudFormation resource from a Serverless Framework serverless.yml file. In chapter
6, Deployment, we will discuss how this fits into a continuous integration and deployment
pipeline. This demonstrates that provisioning a cloud-native event stream, such as AWS
Kinesis, is completely declarative and boilerplate and thus has a very low barrier to entry.

Resources:
ExampleStream:
Type: AWS::Kinesis::Stream
Properties:
Name: exampleStream
RetentionPeriodHours: 24
ShardCount: 1

The following example producer code publishes an item-submitted event to an AWS
Kinesis stream. The domain entity is wrapped in a standard event envelope that at a
minimum specifies an id, type, and t imestamp. Then the event is wrapped in the
parameters needed for the cloud provider's SDK and published.

const item = {
id: uwuid.v4 (),
name: 'Cloud Native Development Patterns and Best Practices'
bi
const event = {

id: uwuid.v1(),

type: 'item-submitted',
timestamp: Date.now(),
item: item

bi

const params = {
StreamName: process.env.STREAM_NAME,
PartitionKey: item.id,
Data: new Buffer (JSON.stringify (event)),
bi

const kinesis = new aws.Kinesis();
return kinesis.putRecord (params) .promise () ;
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There are several important things to note here. First is the use of two types of UUIDs. The
domain entity uses a version 4 UUIDs while the event uses a version 1 UUID and the
domain entities ID is used as the partition key when sending the event to the stream.
Version 1 UUIDs are based on a timestamp, while version 4 UUIDs are based on a random
number. Events are unique facts that occurr at a specific point in time. Therefore, a
timestamp-based UUID makes the most sense. This also means that event IDs will have a
natural sort order, which will be beneficial when storing and indexing events in a search
engine, as we will discuss in the Data Lake pattern. However, the same does not hold true
when storing events in a stream. Instead, we use the domain entities random number-based
UUID as the partition key. This helps increase the likelihood that we have an even
distribution of events across the shards of the stream.

Conversely, if we used a timestamp-based UUID for the partition key then all the events in
a time period would hash to a single hot shard. Each shard will be paired with an instance
of a function. We maximize throughput by evenly distributing the events across the shards,
which will invoke multiple function instances in parallel. Furthermore, we use the ID of the
domain entity to ensure that all events for a given domain entity are processed by the same
shard in the order in which they arrive. This example sends a single event to the stream at a
time. We will typically publish events in batches to increase throughput.

The following fragment from a Serverless Framework serverless.yml file demonstrates
that provisioning a consumer function is completely declarative and largely boilerplate and
thus lowers the barrier to entry for stream processing. The batch size is one of the main
dials for tuning stream processing. We ultimately want to tune the batch size in the context
of the stream processing logic, the memory allocation, and the function timeout.

functions:
consumer:
handler: handler.listen
events:
— stream:
type: kinesis
arn:
Fn::GetAtt:
- ExampleStream
— Arn

batchSize: 100
startingPosition: TRIM_HORIZON
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Next, we have an example of a stream processor itself. This example is kept very basic to
demonstrate the basic building blocks, but we can implement some very interesting logic in
stream processors. The first thing to note is that we are using the functional reactive
programming model because it matches well with the fact that we are processing micro-
batches of events. Our batch size is set to 100, so we will receive up to 100 events in a single
function invocation. If there are less than or equal to 100 events in the stream, then the
function will receive all the events currently in the stream; otherwise, if there are more than
100 events in the stream, then the function will only receive 100 events. The main block of
code sets up a pipeline of multiple steps, which the micro-batch of events contained in the
event .Records array will flow through individually. The first step parses the event object
from the record. Next, we filter out all events except for the item-submitted events. The
streams will contain many different types of events and not all consumers will be interested
in all events. Thus, these smart endpoints will weed out unwanted events upfront. Finally,
we just print the event to the log, but ultimately a stream processor saves its results to a
cloud-native database or produces more events. The function callback is invoked once all
the events in the micro-batch have flowed through the pipeline. We will discuss error
handling and other advanced stream processing features in the Stream Circuit Breaker
pattern.

export const consume = (event, context, cb) => {
_ (event .Records)
.map (recordToEvent)
.filter (forItemSubmitted)
.tap (print)
.collect () .toCallback (cb);
}i

const recordToEvent = r =>

JSON.parse (new Buffer(r.kinesis.data, 'base64'));
const forItemSubmitted = e => e.type === 'item-submitted';
const print = e => console.log('event: %$3', e);
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Event Sourcing

Communicate and persist the change in state of domain entities as a series of atomically
produced immutable domain events, using Event-First or Database-First techniques, to
drive asynchronous inter-component communication and facilitate event processing logic.

Context, problem, and forces

Our cloud-native, reactive systems are composed of bounded isolated components, which
provide proper bulkheads to make the components responsive, resilient, and elastic. The
isolation is achieved via asynchronous, message-driven, inter-component communication.
Components communicate by publishing events to an event stream as their state changes.
We have chosen to leverage value-added cloud services to implement our event streaming
and our databases. This empowers self-sufficient, full-stack teams to focus their efforts on
the requirements of their components and delegate the complexity of operating these
services to the cloud provider. Modern database and messaging technology has abandoned
two-phase commit (2PC) distributed transactions in favor of eventual consistency. 2PC
does not scale globally without unrealistic infrastructure costs, whereas eventual
consistency scales horizontally to support systems of all scales. Event streaming is the
mechanism for implementing eventual consistency.
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In an eventually consistent system, we need an approach to atomically publish events to the
stream as the state in the database changes, without the aid of 2PC. We also need an
historical record of all the events in the system for auditing, compensation, replay, and
resubmission. Furthermore, in high volume, highly contentious systems, we need an
approach for atomically persisting state changes.

The state or data in a system for all practical purposes originates with user interactions. At
the beginning of any value stream, data must be entered into the system. Traditionally, this
CRUD interaction only stores the current state of the data and thus the history or audit trail
of the data is lost. Traditional event sourcing solutions persist the data as a series of data
change events. This requires the system to recalculate the current state before presenting
the data to the user, which is inefficient. Alternatively, the system can use the CQRS pattern
to persist the current state in a materialized view as well, which can overly complicate the
implementation of usually straightforward CRUD implementations. We will instead use
CQRS at the opposite end of the value stream, as discussed in Chapter 4, Boundary Patterns.
Furthermore, the traditional approach for turning these event records into events on a
stream still requires 2PC to flag event records as published.

Downstream components in a chain of interactions need to capture events, perform some
logic on the events, and store the results. For high volume processing, we want to avoid the
contention of updates, which causes errors and increases retries and thus impedes
throughput. We also need to recognize that event streaming only guarantees at-least-once
delivery and that the events are delivered in the order in which they were received. We will
see in the Stream Circuit Breaker pattern that there are various reasons that events will be
delivered more than once and that the order received is not always the order that is
important for the business logic. The ACID 2.0 transaction model (Associative,
Commutative, Idempotent, and Distributed) recognizes these realities and can be combined
with event sourcing in downstream components to implement logic that is tolerant of these
conditions.

Solution

Communicate and persist the change in state of domain entities as a series of atomically
produced immutable domain events to drive asynchronous inter-component
communication and facilitate event processing logic. Strictly adhere to a policy that a
command must perform one and only one atomic write operation against a single resource,
either a stream or a cloud-native database, and then rely on the asynchronous mechanism
of the resource to chain commands together. There are two compatible variations on this
solution that are inevitably used together to form these chains: Event-First and Database-
First.
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Event-First Variant

An event-first command will not write any data to a database. The command will wrap the
data in a domain event and publish it to one and only one stream. The stream acts as a
temporal database that will durably store the event until it expires from the stream. One or
more downstream components will consume the event from the stream. Each component
will trigger a command to atomically write the data to one and only one database as
needed.

Database-First Variant

A database-first command will write the data to one and only one cloud-native database.
The CDC feature of the cloud-native database will trigger another command. The
command will transform the insert, update, or delete database event to an appropriate
domain event, and publish it to one and only one stream.

Resulting context

The primary benefit of this solution is that we are leveraging the asynchronous mechanisms
of value-added cloud services to reliably chain together atomic operations to achieve
eventual consistency in near real-time. When a write operation encounters an error, it
returns control to its caller. The caller is responsible for performing a retry. When the write
is successful, the cloud service is responsible for delivering the database or domain event
and triggering the next command in the chain. This simple pattern is repeated as many
times as necessary to chain together the desired functionality.

It is important to note that an atomic write operation can be a batch operation. Batch
operations are critical to improving throughput. Write operations will also execute in the
context of a stream processor command that is processing a micro-batch of events from a
stream. Each atomic write in a stream processor is its own logical unit of work that must
succeed or fail together. However, in a stream processor a successful write can be followed
by an unsuccessful write. We will discuss these scenarios in the Stream Circuit Breaker
pattern.
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The Event-First variant is appropriate in fire-and-forget scenarios. One example is a click-
stream, where we want to track user actions in a browser, but it is not important to record a
click locally before producing the event. Another example is a complex-event-processing
algorithm that is evaluating many events over a time window and raising a higher order
event when a condition is met. In both cases, it is assumed that downstream components
will be capturing and storing these events. The benefit of just publishing the events is that it
is a very low latency and high throughput action. The downstream components will often
be implementing the CQRS pattern that we will cover in chapter 4, Boundary Patterns.

The Database-First variant is appropriate when we want to record the data locally before
producing the event. The component may record each event individually, but we can
actually have the best of both worlds, in that the component can record only the current
state and rely on the CDC feature to emit the history. This allows for more traditional
CRUD implementations that can easily query the database for the current state without
relying on the CQRS pattern. One issue with this variant is that we typically need to
include additional metadata in the database record, such as status and lastModifiedBy so
that the database event can be transformed into a domain event. The status typically
translates into an event type and the other metadata provides valuable context information
to the event. We see a slight variant of this variant in the example presented in the Cloud
Native Databases Per Component pattern. A component can chain together the CDC of each of
its multiple databases, to achieve internal eventual consistency, until the last database in the
internal chain produces a domain event.

This cloud-native version of the popular event-sourcing pattern is conspicuously missing
an event storing mechanism. This is in part because we are leveraging value-added cloud
services that are focused on their single responsibility, but ultimately because separating
this concern provides more flexibility and provides for proper bulkheads. Instead, we use
different mechanisms for different stages of the event life cycle. Initially, the event stream
acts as a temporal event store that persists the events for consumption by consumers, until
the events expire. The data lake, as we will discuss in the Data Lake pattern, is just another
consumer that provides the perpetual event store to support replay, resubmission, and
analytics. Furthermore, a great deal of flexibility and scale comes from any given
components capturing its own micro event store in its own cloud-native database to
perform its own logic. In chapter 4, Boundary Patterns, in the Command Query Responsibility
Segregation (CQRS) pattern, we will discuss how a component may store events to provide
ACID 2.0 style logic to calculate materialized views. In chapter 5, Control Patterns, in the
Event Orchestration pattern we will discuss how a component can store events to help
calculate process transitions, such as joins.
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Notice how the last part of the event-first variant is the beginning of the database-first
variant and the last part of the database-first variant is the beginning of the event-first
variant. This is exactly why we are able to chain these together to solve sufficiently complex
problems. However, for any given processing flow, it is best to discuss and document the
entire flow from one perspective only. If the flow starts with a user invoking a command
that produces an event, then stick with the database-first perspective. If the flow starts with
a user producing an event that triggers a command, then stick with the event-first
perspective. Switching between these perspectives in a single flow can lead to confusion
and a sort of Abbott and Costello Who's On First comedy routine. Yet, keep in mind that
every exit is an entrance when discussing flows across teams. From the perspective of an
upstream component, an event is the result of its logic, whereas to a downstream
component, an event is the beginning of its logic. Thus, switching between perspectives
may be inevitable and just needs to be recognized.

Note that the Event Sourcing pattern is distinct from the lesser known Command Sourcing
pattern. The Command Sourcing pattern records the inputs to a command, whereas the
Event Sourcing pattern records the results of the execution of a command, aka the event. I
mention this because I specifically named the second variant database-first to avoid any
confusion with the Command Sourcing pattern.

Event sourcing is an instrumental pattern. It builds on its predecessor patterns, Cloud-
Native Databases Per Component and Event Streaming, to facilitate its successor patterns,
Data Lake and CQRS, which in turn power the higher order patterns, Backend For
Frontend, External Service Gateway, Event Collaboration, Event Orchestration, and Saga.

Example - database-first event sourcing

This example builds on the cloud-native database and event stream examples and pieces
them together to demonstrate the publishing side of the Database-First Variant. As depicted
in the diagram at the top of the pattern, a command writes to the database (AWS
DynamoDB) and a stream processor (AWS Lambda) consumes the database events,
transforms them to domain events, and then publishes the domain events to the event
stream (AWS Kinesis). The following fragment from a Serverless Framework
serverless.yml file demonstrates provisioning a function to be triggered by a cloud-
native database, such as AWS DynamoDB. It is very similar to consuming from an event
stream. This also shows configuring environment variables, such as the target event stream
name, to parameterize the execution of the function.

functions:
trigger:
handler: handler.trigger
events:
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— stream:
type: dynamodb
arn:
Fn::GetAtt:
- Table
— StreamArn

batchSize: 25
startingPosition: TRIM_HORIZON
environment:
STREAM_NAME :
Ref: Stream

Next, we have the example of the stream processor itself. This example builds on the
example in the event streaming pattern and leverages the functional reactive programming
model to process a micro-batch of cloud-native database events. First, we map the database
event to a domain event that can be published downstream without exposing the details of
how the component is implemented. Thus, we can change our design decisions and dispose
of the internal architecture of a component without effecting downstream components. We
also include all the available context information in the event, such as the old and new
versions of the data, so that consumers have the optimal amount of information to work
with. We also use the entity's ID, which is a version 4 UUID, as the partition key, for the
scalability reasons discussed in the Event Streaming pattern. Next, we wrap and batch the
events for publication to the stream. Finally, the function callback is invoked once all the
events in the micro-batch have flowed through the pipeline. If the function fails, it will retry
to ensure that our database transaction ultimately results in the domain event being
atomically published to the stream. We will discuss error handling in the Stream Circuit
Breaker pattern.

export const trigger = (event, context, cb) => {

_ (event .Records)
.map (toEvent)
.map (toRecord)
.batch (25)
.flatMap (publish)
.collect () .toCallback (cb);

bi

const toEvent = record => ({
id: uuid.v1(),
type: “item-${record.eventName.toLowerCase()}",

timestamp: record.dynamodb.ApproximateCreationDateTime,
partitionKey: record.dynamodb.Keys.id.S,
item: {
old: record.dynamodb.OldImage,
new: record.dynamodb.NewImage,
}I
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)i

const toRecord = event => ( {
PartitionKey: event.partitionKey,

Data: new Buffer (JSON.stringify (event)),

b

const publish = records => {
const params = {
StreamName: process.env.STREAM_NAME,
Records: records

bi

const kinesis = new aws.Kinesis();

return _ (kinesis.putRecords (params) .promise());

Data Lake

Collect, store, and index all events in their raw format in perpetuity with complete fidelity

and high durability to support auditing, replay, and analytics.
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Context, problem, and forces

In our cloud-native system, we have chosen to leverage value-added cloud services to
implement our event streaming and our databases. This empowers self-sufficient, full-stack
teams to focus their efforts on the requirements of their components and delegate the
complexity of operating these services to the cloud provider. We have also architected a
topology of multiple event streams to connector our producer components to our consumer
components in a well-reasoned manner, which provides proper bulkheads to ensure that a
disruption in one stream does not impact the entire system. One side effect of using a
cloud-streaming service is that these services only retain events in the stream for a short
period of time, usually one to seven days.

In a reactive, cloud-native system, we are effectively turning the database inside out and
leveraging the stream of events that are emitted by components as the ultimate transaction
log and system of record for the entire system. As such, we need to maintain a complete
record of all events ever emitted by the components of the system. There can be no loss of
fidelity in the event information, the storage must be highly durable with replication for
disaster recovery, and the data must be reasonably accessible for analysis and replay.

The components of the system are designed to consume events from the streaming service.
With the historical events no longer in the streams, there will need to be another
mechanism to allow events to be replayed from the data lake as opposed to from a stream.
Furthermore, the hand-off from the streams to the data lake is extremely important to
system integrity and thus cannot drop a single event. The single data lake should also track
the events from all the streams in the topology, so that there is only one source of truth for
all events in the system.

As the system of truth, it is also critical that the data is stored securely and that the data is
cataloged, indexed, and searchable. The data lake is the source of knowledge that can be
leveraged to replay events to repair components, populate new components, and support
data science activities. But with this power comes the responsibility of properly controlling
access to this wealth of knowledge and protect privacy.
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Solution

Implement one or more consumers that in aggregate consume all events from all streams
and store the unaltered, raw events in highly durable blob storage. The consumers are
optimized to store the events in batches. Batching increases throughput to ensure that the
consumers keep pace with event volumes, it minimizes the potential for errors that could
result in the loss of data, and it optimizes the objects for later retrieval. The objects are
stored with the following path: st ream-name/yyyy/mm/dd/hh.

It is critical to monitor these consumers for errors, alert on their iterator age, and take
timely action in the case of an interruption. These consumers are all important, as any other
consumer can be repaired from the events in the data lake so long as the data lake has
successfully consumed the events. The data lake's blob storage should be replicated to a
separate account and region for disaster recovery.

Create a program to replay events to a specific consumer. A generic program would read
the events from a specified path, filter for specified event types, and send the events to the
specified consumer. Specialized programs can be created as needed.

Optionally, implement consumers to store events in a search engine, such as Elasticsearch,
for indexing and time series analytics. The index can be leveraged to perform ad hoc
analysis, such as investigating an incident, which is usually a precursor to replaying a
specified set of events. The index can also be used to create analytics dashboards.

Resulting context

The primary benefit of this solution is that we are not relying on a self-managed streaming
cluster to retain a history of all events and double as a data lake. Managing this level of disk
storage takes a great deal of effort and can expose a system to the risk of significant data
loss if not managed properly. Instead, this solution enables teams to leverage value-added
cloud-streaming services so that they can focus on the functional requirements of their
components. The data lake is responsible for the long-term durable storage of all the events,
while the streams run lean and just retain the most recent events. This ultimately helps
ensure that we have proper bulkheads for the streams, instead of the tendency to have one
large monolithic streaming cluster. Leveraging blob storage also has the added benefit of
life cycle management to age events into cold storage and replicate to another region and
account for disaster recovery.
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One of the primary purposes of a data lake is to act as a safety net. Because the data lake
collects, stores, and indexes all events, we can leverage it to repair components by replaying
events. If a component drops events for some reason, we can replay those events; if a
component has a bug that improperly performs calculations against the event stream, we
can fix the bug and replay the events; and if we have enhanced a component, we can replay
events as well. We can also replay events to seed a new component with data. And as we
will discuss in the Stream Circuit Breaker pattern, components will emit fault events when
they cannot process a given event or set of events. Once the cause of the fault is resolved,
we can resubmit the events that caused the fault.

When replaying or resubmitting events, there are various considerations to keep in mind.
First, replaying or resubmitting an event is not the same as publishing an event. When we
publish an event, it is broadcast to all consumers. When we replay or resubmit an event, we
are sending the event to a very specific consumer. When we replay an event, we need to
consider the side effects of replaying the event. For example, will the specific component
emit events as a result of receiving the replayed events and if so, is that desirable or not? Is
the component idempotent and are the downstream components idempotent, or will replay
cause double counting, or duplicate email notifications or similar improper logic? We will
discuss idempotence in the Stream Circuit Breaker pattern. On the other hand, when we
resubmit an event or group of events that caused a fault, then we typically do want the side
effects. However, idempotency can still be important for resubmit as well when the events
may have partially processed before the fault. Backwards compatibility is another concern
when replaying older events. The component will need to properly handle the older
formats. Otherwise, you should only replay events with the supported formats. The bottom
line in all cases is to strive for idempotence and understand the impacts and side effects of
replay and resubmission.

One drawback to this solution is the fact that the consumers cannot replay events by simply
resetting their checkpoint on the stream and reprocessing those events from that point
forward directly from the stream. A program must be implemented that reads events from
the data lake and sends them to the consumer. It is preferable that the consumers do not
have to support multiple entry points to support the normal stream flow plus replay and
resubmission. This is straightforward when the consumer is implemented using function-
as-a-service because functions can be invoked directly. The replay and resubmission
programs just need to impersonate the stream by formatting the messages so that they look
like they came from the stream itself. This is easily accomplished by storing the full stream
message wrapper in the data lake as well.
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Another drawback is the potential, no matter how small, that the consumers populating the
data lake could fail to process the events from the stream before they expire. Therefore it is
critical that the consumers are implemented with simple logic that is focused on storing the
events in the data lake without any additional processing logic. It is also imperative that
proper monitoring is implemented to alert the team when processing is in error or falling
behind so that corrective measures can be taken. We will discuss monitoring in Chapter 8,
Monitoring. Note, that in the event that some data is dropped, that data could potentially be
recovered from the search engine.

The security and privacy of the data in the data lake is of the utmost importance. Security
By Design is a first principle; we must design security up front. We will discuss security
extensively in Chapter 9, Security. With regard to the data lake, we are concerned about
access permissions and encryption. When we are designing the stream topology for the
system, we should also be considering the security implications of the topology. The data
lake should be organized by stream name, which means we can grant access to the data
lake by stream name. With this knowledge in mind, we can design a topology whereby the
events flow through the proper secure channels. With regard to encryption, it is never
sufficient to rely on storage encryption. It is also not realistic to have the data lake encrypt
specific data elements as the data flows into the data lake. Instead, the event producers are
the most appropriate source for encrypting the appropriate elements. The design of each
producer should account for the security requirements of the data it emits. For example, a
producer of PCI data would tokenize the card data and a producer of HIPAA data would
encrypt and/or redact the data along multiple dimensions.

The data lake is an excellent source of knowledge and it is equally important to use it as a
source for analytics. Data warehouses will be typical consumers of the events flowing
through the system and data scientists will leverage the data lake for performing big data
experiments. As an example, a team my have a hypothesis that a specific change to an
algorithm would yield better results. An experiment could be devised that loads several
years of historical events from the data lake and processes the events through the new
algorithm to validate whether or not the algorithm is better. The future uses of the data in
the data lake are unpredictable. This is why it is important to collect, store, and index all the
events of the system with no loss of fidelity.
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Example - Data Lake consumer component

On AWS, the Kinesis Firehose service provides the essential components for processing a
stream and storing the events in an S3 bucket, an Elasticsearch instance, or a Redshift
instance. The following fragment from a serverless.yml file shows an example of
connecting a Kinesis stream to an S3 bucket via Firehose. The entire solution can be
configured declaratively as CloudFormation resources. In this example, a basic S3 bucket is
defined to hold the data lake. Life cycle management and replication configurations are
excluded for brevity. Next, a Firehose delivery stream is defined and connected to the
Kinesis stream source and the S3 bucket destination. All of the necessary roles and
permissions are also assigned, though the details are excluded for brevity. In this example,
a compressed object will be written to S3 when the object size reaches 50 megabytes or after
an interval of 60 seconds. To account for multiple streams, a delivery stream would be
defined for each stream in the systems topology. Configuring a delivery stream for
Elasticsearch or Redshift is virtually identical.

resources:
Resources:
Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: ${opt:stage}-S${opt:region}-${self:service}-datalake
DeliveryStream:
Type: AWS::KinesisFirehose::DeliveryStream
Properties:
DeliveryStreamType: KinesisStreamAsSource
KinesisStreamSourceConfiguration:

KinesisStreamARN:
Fn::GetAtt:
— Stream
- Arn
RoleARN:
Fn::GetAtt:
- KinesisRole
- Arn
ExtendedS3DestinationConfiguration:
BucketARN:
Fn::GetAtt:
- Bucket
- Arn
Prefix: streaml/
BufferingHints:

IntervalInSeconds: 60

SizeInMBs: 50
CompressionFormat: GZIP
RoleARN:
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Fn::GetAtt:
— DeliveryRole
— Arn

Stream Circuit Breaker

Control the flow of events in stream processors so that failures do not inappropriately
disrupt throughput by delegating the handling of unrecoverable errors through fault
events.

Context, problem, and forces

Our reactive, cloud-native systems are composed of bounded isolated components which
rely on event streaming for inter-component communication. We have chosen to leverage
value-added cloud services to implement our event streaming and stream processors. This
empowers self-sufficient, full-stack teams to focus their efforts on the requirements of their
components, but stream processor logic will still encounter bugs because developers are
human. We endeavor to eliminate all inter-component synchronous communication, but
stream processors ultimately need to perform intra-component synchronous
communication to component resources. These resources can become unavailable for brief
or extended periods.
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Stream processors consume and process events in micro-batches and create checkpoints to
mark their progress through the stream of events. When an unhandled error is
encountered, a stream processor will not advance the checkpoint and it will retry at the
same position in the stream until it either succeeds or the bad event expires from the
stream. For intermittent errors, this is likely appropriate behavior because it affords the
failing resource time to self-heal and thus minimize manual intervention. Even if the
resource frequently produces intermittent errors, the processor will at least be making
forward progress, provided the volume can still be processed before the events expire.
However, if the error is unrecoverable, such as a bug, then the problem will not self-heal
and the processor will retry until the event expires after one to seven days. At this point, the
consumer will drop the failing event along with any other events that expire before the
processor is able to catch up. Now keep in mind that the data lake will be recording all
events so the events are not lost. But the processing of legitimate events is significantly held
up and manual intervention is necessary to replay all the dropped events.

Errors usually occur at the most inopportune time. When processing a micro-batch, some
events in the batch will process successfully before a later event in the batch fails. In this
case, if the error goes unhandled, then the entire batch will be retried. This means that those
events which were processed successfully will be reprocessed again and again until the
problem is resolved and the checkpoint is advanced. There are plenty of approaches to
minimize the probability of this situation, such as tuning the batch size, but none guarantee
that this situation will not occur; many make the code overly complex and most have a
negative impact on throughput.

Solution

Delegate events with unrecoverable errors to another component for handling so that they
do not block legitimate events from processing. Publish these errors as fault events, along
with the effected events and the stream processor information, so that the events can be
resubmitted when appropriate. Monitor and alert on these fault events so that the team can
react in a timely manner. Provide the necessary utilities to resubmit the effected events
from the data lake to the component that emitted the fault event.
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Implement the stream processor logic so that it is tolerant of events that are received out of
order and idempotent when it receives and processes events more than once. Optionally,
leverage a traditional synchronous circuit breaker on resource calls so that faults can be
produced immediately when a failure threshold is reached, and periodically test to see if
the resource has healed. Leverage a functional reactive stream programming paradigm for
implementing stream processors. It is a very natural fit for stream processing and its pull-
based model provides for backpressure that helps control the speed of the processing flow
so that resources do not get overwhelmed with too many calls.

Resulting context

The primary benefit of the solution is that unrecoverable events, which are usually caused
by bugs, will not delay the processing of legitimate events. Stream processors handle many
different types of events. Some are of no interest to a specific processor and will be ignored
and advance the checkpoint. Other events follow a different processing path that does not
encounter an issue, while others follow the same path but the events themselves are valid.
This increases stability and resilience because stream processors are able to continue to
make forward progress in the face of failures and potentially self-heal.

One drawback is that a large number of fault events can be produced that will require
manual intervention and resubmission. In some cases, this may be the best course of action,
while in other cases retry may be a better option. Unfortunately, it is not always obvious in
advance how errors will manifest themselves. Therefore, these interactions need to be
tuned over time. Initially it is best to take a conservative approach and have every error
produce a fault. Early on, as the processing logic is still evolving and unstable, many, if not
most, errors will be bugs that are unrecoverable. The fault events will also be a good source
of information for investigating and learning which types of errors should be retried
instead.
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Monitoring must also be set up to send out alerts when faults occur. These alerts are a
critical tool that helps self-sufficient, full-stack teams respond to errors quickly and
minimize the time needed to recover from errors. We will be discussing this in more detail
in Chapter 8, Monitoring. In addition to monitoring for fault events, it is necessary to
monitor the iterator age of each stream processor. For any errors that are not handled, the
stream processor will retry until the error corrects itself or the event expires. When we
properly choose to retry a transient error, then the error should recover in a short time
period. However, if we make the wrong decision or if the recovery is taking abnormally
long, then we need a way to be alerted to this condition. The iterator age is the metric that
provides us this information. It is a measure of how long a processor is leaving events on
the stream before successfully processing them. This metric serves two main purposes.
First, it may be an indicator that event volumes are too high, causing the processor to fall
behind and thus additional shards need to be added. Alternatively, as in this context, it
could be an indication that there is a significant error and the stream processor is stuck in a
retry loop. In either case, it is important to be alerted to the fact so that timely, corrective
measures can be taken.

Event streaming guarantees that it will deliver events at least once and in the order that
they were received. This is a good start, but it means that we have to account for the other
possibilities. When a stream processor encounters an unhandled error it will retry and any
events in the batch that successfully processed prior to the error will be processed more
than once. When we set aside a fault event and later resubmit the affected events, those
events will no longer be in order, as other events will have since processed. Neither of these
are reasons to abandon stream processing because this is indicative of all messaging
systems and of real life. Our stream processors simply have to handle these anomalous
scenarios. Consider the fact that producers, particularly offline-first producers, may not
even submit events in the correct order. In these cases, there is nothing that the messaging
system can do to compensate for this. Therefore, we need to implement stream processors
to be idempotent and order agnostic. When we receive the same event more than once, the
resulting calculation should not double count the event. When we receive events out of
order, older events should not nullify newer events.
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One solution to the issue is what I refer to as the inverse optimistic lock. Traditional
optimistic locks will throw an error when an update is performed with stale data and force
the logic to retrieve the latest data and retry. The inverse oplock will just ignore events that
are received out of order. This works fine when we only want to record the latest and
greatest event. When we need to calculate a result based on the aggregation of all the
events, then Event Sourcing and the ACID 2.0 transaction model may be the correct
solution. We will cover this in more detail in the Command Query Responsibility Segregation
(CQRS) pattern in chapter 4, Boundary Patterns. For now, keep in mind that events are
immutable and have a unique identifier, thus we can save them over and over again and
the result is the same. We can also receive and store events in any order and trigger a
recalculation based on the new set of events.

Take care to perform validation on the data received in events and raise a fault event for
invalid data. In the Trilateral API pattern, we discuss the need to publish component's
asynchronous interfaces and perform contract testing. However, it is prudent not to solely
rely on specifications and contract testing. Do not validate all the events in a micro-batch up
front, as this can slow down throughput. It is typically more efficient to validate events as
they flow through.

Networks are not reliable, thus it is necessary to retry synchronous calls to avoid throwing
unnecessary errors. Most libraries have long default timeouts, so it is important to explicitly
set the timeout to a reasonably short value, preferably less than 1,000 ms. The logic should
retry at least once quickly to account for network hiccups and perform an exponential
backoff for additional retries. Most cloud SDKs already perform this logic by default and it
is only necessary to configure the timeout and the number of retries. Make certain that the
accumulative total of timeouts and retries is less than the timeout set for the stream
processor. Note that there is a correlation between the machine instance size and network
throughput. Thus, if you experience frequent timeouts, you may need to increase to a larger
instance.
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Our objective is to limit synchronous communication to the cloud-native resources within a
component. These resources have high availability standards, but they also implement
throttling. Therefore, it is necessary to exert backpressure on the stream so as not to
overwhelm the resource and cause throttling. Backpressure is a natural byproduct on the
functional reactive stream programming model. Data is pulled through the pipeline by
successive steps when they are ready to process more data. Traditional procedural
programming, on the other hand, simply loops over data as fast as possible and ultimately
overwhelms the target systems. In addition to natural backpressure, it is possible to add
explicit rate limiting steps to further avoid throttling and parallel steps to take full
advantage of asynchronous non-blocking I/O. Regardless, it is still necessary to handle
throttling errors and retry with an exponential backoff, similar to network timeouts. Make
certain that the rate limiting parallel configurations are compatible with the capacity
allocated to a resource. If auto-scaling is configured for a resource, then it may be necessary
to fail a stream processor and allow it to retry in order to give the auto-scaling policy time
to take effect.

Leverage batch or bulk APIs whenever possible to minimize the number of network calls
and thus improve throughput. However, these APIs can be more complicated to use if they
allow the individual items in the batch to succeed or fail on their own. In these cases, it is
necessary to check the status of each item and only retry those that failed. This can
significantly increase the complexity of the code. Therefore, it may make sense to iterate
towards the use of these APIs to make certain they are worth the additional effort. It may
also be possible to batch the processing of events without leveraging a batch API. For
example, a micro-batch of events received from the stream may contain related events that
should be grouped together to calculate an aggregate result that involves a single database
update. In these cases, it is critical to treat the group of events as a unit of work that will
succeed or fail as a group. When raising a fault event for a group of events, make certain to
include all the events in the fault so that they can be resubmitted together.

In some cases, it might make sense to wrap a resource with a traditional circuit breaker
library. When the circuit is open, a fault event will automatically be generating instead of
going through the protracted retry flow over and over again. Cloud-native resources are
highly available; thus the need for this complexity is lowered. However, in the case of a
regional disruption, this might be advantageous for some workloads. During a regional
disruption, the most upstream component typically a boundary component, that initiates a
flow of events, would failover to another region, at which point all new events would flow
in the other region. All event flows that remain in the disrupted region will now take longer
to become eventually consistent.
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The default behavior would be to let those events continue to retry over and over until the
region recovers. In the meantime, some events will trickle through as the region recovers.
Once the region fully recovers, the stream processors would proceed at full capacity until
they catch up with the backlog of events, which should be a reasonable size assuming that
the failover occurred properly and promptly. If a processor were not able to catch up, then
it would be necessary to replay the dropped events from the data lake. For some
workloads, such as those with very high volumes, it may make sense to siphon off the
events proactively as faults and just resubmit those fault events after the region recovers.
This is an advanced alternative that you can evolve to when a specific processor so
warrants.

Sooner or later your team will have to deal with a stream processor that drops events. Keep
in mind that the data lake is the source of record and one of its main purposes is to account
for just this situation. Investigate the problem, determine the range of missing events,
understand the impacts and implications of replaying those events, and then move
forward. Do not treat replay as a crutch, but definitely leverage it as a safety net so that you
feel empowered to experiment and evolve your stream processing logic.

Example — stream processor flow control

The following example is an AWS Kinesis stream processor running as an AWS Lambda
function. The code is implemented using the functional reactive programming paradigm
supported by the Highland. JS streaming library. Similar functionality can be
implemented with libraries such as RxJS. This main block of code sets up a pipeline of
multiple steps, which the micro-batch of events contained in the event .Records array will
flow through. This stream processor is responsible for capturing Item Created and Item
Updated events and storing the data in DynamoDB. It demonstrates validation errors,
unexpected errors, resource errors, and the handling of these errors.

export const consume = (event, context, cb) => {
__(event .Records)

.map (recordToUow)
.filter (forItemCreatedOrUpdated)
.tap(validate)
.tap (randomError)
.rateLimit (3, 30) // 3 per 30ms
.map (save)
.parallel (3)
.errors (errors)
.collect () .toCallback (cb);

}i
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Each record is parsed into a unit of work (uow) that must succeed or fail together. In this
example, the uow is a single event. However, many processors will group events together
in various ways based on the contents of the events. In these cases, the uow will wrap all
the events. Next, we filter for the events of interest. All other events are ignored. Note that
this processor is interested in multiple types of events. It is typical that different event types
will encounter different types of errors. The primary benefit of this pattern is that one event
type will not prevent other events, types from processing when it is experiencing problems.
This is in effect a micro bulkhead.

const recordToUow = rec => ({

record: rec,

event: JSON.parse (new Buffer (rec.kinesis.data, 'base64'))
}) i

const forItemCreatedOrUpdated = uow =>
uow.event.type === 'item-created' || uow.event.type === 'item-updated’;

Just as in any other type of program, it is important to assert that the input data meets the
expected criteria. However, validation errors are unrecoverable because the event is already
in the stream, so the processor will need to let the event pass through. When an event in a
stream is invalid, it is an indication that there is likely a bug in an upstream component.
The event will need to be set aside and resolved out of band and then resubmitted as
needed. In this example, we throw a validation error when the required fields are not
provided. When we manually create errors, we adorn the uow to indicate to the error
handler that this is a handled error.

const validate = uow => {
if (uow.event.item.name === undefined) {
const err = new Error('Validation Error: name is required');
err.uow = uow; // handled
throw err;
}
}

The following is a simulation of an unexpected transient error. These unhandled errors do
not generate fault events and will cause processing to stop and the function to retry, until
either the event goes through or it expires. Retry can be a good thing for transient errors, as
it gives the source of the error the chance to self-heal and the stream processor will make
forward progress once the problem corrects itself.

const randomError = () => {
if (Math.floor((Math.random() * 5) + 1) === 3) {
throw new Error ('Random Error'); // unhandled

}
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The following is a basic example of catching a resource error. First, we initialize the timeout
to a reasonably short value and we will rely on the SDK to retry several times with an
exponential backoff. If an error still occurs after the retries, then we catch the error, adorn
the uow, and rethrow the error. This is a good starting point for any stream processor. All
errors will be handled and produce faults, thus allowing the stream to continue processing.
As we learn which types of errors can self-heal and which cannot, we can tune the logic,
based on the status code and content of the error, to allow the self-healing errors to fall
through, cause the processing to stop and the function to retry. This is also the place where
we could optionally leverage a traditional circuit breaker. When the circuit is already open,
an error would automatically be thrown, without the overhead of calling the resource and
waiting on multiple retries. The same logic would apply regarding whether the error causes
a fault or a retry. This decision will often depend on whether the resource is a cloud service
or an external service. If a cloud service is failing then we will most likely be failing over to
another region and thus it might be appropriate to flush all the events through as faults and
resubmit them after the region recovers. If an external service is failing, then it may be best
to continue to retry.

const save = uow => {
const params = {
TableName: process.env.TABLE_NAME,
Item: uow.event.item,

}i

const db = new aws.DynamoDB.DocumentClient ({
httpOptions: { timeout: 1000 }
)i

return _ (db.put (params) .promise ()
.catch (err => {
err.uow = uow; // handled
throw err;
)i
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This is the actual error handler. When an error is thrown from a step in the stream pipeline,
it will pass over all the remaining steps until it hits an error handler or the end of the
pipeline. If the error hits the end of the pipeline, then the processing will stop and the
function will retry. Here the error handler inspects the error to determine if it is adorned
with a uow. If there is no uow, then the error is considered unhandled and it is rethrown to
stop the processing. Otherwise, an error with a uow is considered handled and it will
publish a fault event and allow processing to continue. The fault event contains the error
information, the unit of work, and the name of the processor that raised the fault. This
information serves two purposes. First, it provides the necessary context for investigating
the root cause of the fault. Second, all the events contained within the uow can be
resubmitted to the specified processor by the resubmission tool if deemed necessary.

const errors = (err, push) => {
if (err.uow) { // handled errors
push (null, publish ({
type: 'fault',
timestamp: Date.now(),
tags: {
functionName: process.env.AWS_LAMBDA_FUNCTION_NAME,
s
err: A
name: err.name,
message: err.message,
stack: err.stack,
s
uow: err.uow,
1))
} else { // unhandled errors
push(err); // rethrow
t
t

Here we are publishing the fault event to the stream. The data lake will consume the fault
event, as a fault is an event like any other. The monitoring system should also consume and
alert on fault events. When deemed necessary, the events in the uow can be resubmitted
from the data lake to the source function.

const publish = event => {
const params = {
StreamName: process.env.STREAM_NAME,
PartitionKey: uuid.v4 (),
Data: new Buffer (JSON.stringify (event)),
bi

const kinesis = new aws.Kinesis ({
httpOptions: { timeout: 1000 }
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1)

return _ (kinesis.putRecord(params) .promise());

Trilateral API

Publish multiple interfaces for each component: a synchronous API for processing
commands and queries, an asynchronous API for publishing events as the state of the
component changes, and/or an asynchronous API for consuming the events emitted by

other components.

Context, problem, and forces

We are building reactive, cloud-native systems composed of bounded isolated components
which rely on event streaming for inter-component communication. Therefore, a large
portion of the system functionality does not communicate over RESTful interfaces. There
are few, if any, tools for documenting asynchronous interfaces in a standardized way. One
team owns each component, a team may be responsible for multiple components, but a
single team rarely owns all of the components.

[961]
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We need to recognize and acknowledge that reactive, cloud-native systems are different
and require a different way of thinking about systems. We no longer communicate via just
a synchronous API, such as REST and/or GraphQL. We now have an asynchronous API for
publishing events and another asynchronous API for consuming events, as well. We
actually strive to eliminate any inter-component communication via a synchronous API. As
we will discuss in Chapter 4, Boundary Patterns, we are limiting the use of synchronous
APIs to the interactions with a frontend and with external systems. This difference
permeates how we develop the system, test the system, and deploy the system, and how
we interact with the other, upstream and downstream, teams involved in the system.

Bounded isolated components are loosely coupled in that they are unaware of their actual
upstream and downstream counterparts, but these components are still dependent on the
formats of the messages they exchange. These components form natural bulkheads, which
implicitly shield them from failures in downstream components. As discussed in the Stream
Circuit Breaker pattern, components still need to explicitly shield themselves from invalid
messages produced by upstream components. And even though bounded isolated
components are resilient to failures in other components, the system as a whole is not
working properly when any component is misbehaving. Therefore, we still need to take
proper steps to ensure we can deploy changes with confidence. We need to define how we
will test these asynchronous interactions.

Each of these APIs has different deployment and scaling requirements. The synchronous
API is the most traditional. The consuming API will be processing events from one or more
streams, each with one or more shards. The publishing API, when following the Event-First
variant of the Event Sourcing pattern, will publish directly from one of the other
deployment units. However, when it follows the Database-First variant, it will have its own
deployment, similar to the consuming API. In each of these cases, there are deployment
alternatives, such as various container schedulers and/or function-as-a-service. We also
have to ensure we have proper bulkheads at the cluster level, so that we are not sharing one
monolithic cluster across too many components and certainly not across all components.

Solution

Teams must publish the Trilateral API of each of their components. This not only includes
documenting the APIs, but also understanding that published interfaces, when they are
changed, must be backwards compatible. To this end, all APIs must have consume-driven
contract tests. We will discuss contract testing in chapter 7, Testing. Teams must
understand the implications of their choice of deployment options. We will discuss these
topics in Chapter 6, Deployment.
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Document the event stream topology of the system. For each stream, document its purpose
and any guidelines for producers and consumers. Provide a diagram of the stream
topology with at least the major components included. Document the base event type
envelope format that all events must conform with, as was discussed in the Event Streaming
pattern. Events are typically formatted as JSON documents. As such, it is a good idea to
document event types using TypeScript interface syntax, regardless of what language is
used by producers and consumers.

Each team should create a diagram for each of its components, similar to the one discussed
earlier, that identifies all the internal resources of the component. Document all the APIs of
each component and make the documentation part of each component's git repository so
that it is easily accessible by all teams. Use the preferred specification tool, such as Swagger,
Raml, or GraphQL, for the synchronous API. For the asynchronous APIs, document all the
event types that are produced and/or consumed, as TypeScript interfaces. Document the
consumed events from the consumer perspective, to highlight the fields that the consumer
depends on. For produced events, include all the available context information in the event.

It is impossible to predict what information future consumers might need, so it is more
flexible to include additional information than to not have the necessary information.
Events are a record of history, thus context information is an important part of
understanding an event. Do not go out of the way to retrieve additional information, but do
not exclude information that is readily available. Downstream components can adorn
additional information as necessary, but they should not have to re-retrieve information
that was present at the time of the event. In many cases, the consumer will actually want to
work with a snapshot of the data at the time of the event.

Resulting context

The primary benefit of this solution is that it helps teams recognize the first order
importance of asynchronous inter-component communication in cloud-native systems. In
Chapter 4, Boundary Patterns, it will become clearer how critical a role asynchronous
communication plays in cloud-native systems. Asynchronous communication is nothing
new, but generally it has not been the primary form of communication and thus tends to
not receive the proper attention. Instead, thinking about bounded isolated components in
terms of their Trilateral API and how these touch points can fit together, helps simplify and
compartmentalize the complexity of reactive systems.

[981]
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It is hard to perform integration and end-to-end testing on distributed systems because so
many components have to be coordinated. It is hard to automate test asynchronous
systems, regardless of size, because the tests have to poll for messages within a reasonable
amount of time. Thus, testing asynchronous distributed systems is extremely difficult when
employing traditional testing techniques. In chapter 7, Testing, we will discuss how
consumer-driven contract testing addresses this complexity, with what I refer to as
transitive integration and end-to-end testing, without the need for all components running
at the same time. What is important now, in the context of this discussion, is that this
enables teams to know immediately when they have made an API change to an event type
definition that is not backward compatible.

Documentation improves communication across teams and increases confidence, as the
stream topology and the event type definitions align with the various bounded contexts
and the ubiquitous language of the system. The upstream and downstream dependencies
of the system should be well defined. This, in turn, identifies the necessary consumer-
driven contract testing, which helps ensure backwards compatibility. Understanding the
various APIs and the required resources for each component helps teams ensure they have
the proper technology bulkheads. Altogether this helps teams to continuously deliver with
a higher degree of confidence.

Example — asynchronous APl documentation

The following is an example of documenting the event types that have been used
throughout the examples in this chapter. TypeScript interfaces are a concise way to
document the structure of JSON payloads. These can be leveraged in the code itself when
using Node.JS to implement components, but they are useful on their own, regardless of
the implementation language. Notice that the ItemChangeEvent format includes both the
old and new image of the data. This information is usually provided by a cloud-native
database's change data capture feature. Both images are included, in the spirit of including
all available context information, so that consumers can calculate deltas if need be.

// Event Envelope Definition
export interface Event {
id: string;
type: string;
timestamp: number;
partitionKey: string;
tags: { [key: string]: string | number };

}

// Item Domain Entity Definition
export interface Item {
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id: string;

name: string;
status: Status;
description: string;

}

export enum Status {
Wip = 'wip',
Submitted = 'submitted',
Approved = 'approved',

Published = 'published',

// Item Event Definitions
export interface ItemEvent extends Event {
item: Item

export interface ItemChangeEvent extends Event {
item: {
old?: Item,
new?: Item,

// Valid Event Types
export const ITEM_CREATED_EVENT

'item-created';

export const ITEM_UPDATED_EVENT = 'item-updated';

export const ITEM_DELETED_EVENT = 'item-deleted';

export const ITEM_SUBMITTED_EVENT = 'item-submitted';

export const ITEM_APPROVED_EVENT = 'item-approved';

export const ITEM_PUBLISHED_EVENT = 'item-published';
[100]
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Example - component anatomy

The following example shows how the component in the diagram at the beginning of this
pattern could be configured and deployed using function-as-a-service, following the
patterns discusses throughout this chapter. There is a function for publishing events
following the Database-First Event Sourcing variant, a function for consuming events, and
two RESTful functions for implementing a command and a query. Each function is its own
independently scalable deployment unit, yet they are conveniently managed together as a
whole. We will recognize this pattern as we dive into the higher-order patterns in chapter

4, Boundary Patterns and chapter 5, Control Patterns.

functions:
command:
handler: handler.command
events:
- http:
path: items
method: post
- http:
path: items/{id}
method: put
environment:
TABLE_NAME:
Ref: Table
query:
handler: handler.query
events:
- http:
path: items/{id}
method: get
environment:
TABLE_NAME:
Ref: Table
publish:
handler: handler.publish
events:
— stream:
type: dynamodb
arn:
Fn::GetAtt:
- Table
— StreamArn
batchSize: 100
startingPosition: TRIM_HORIZON
environment:
STREAM_NAME :
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Ref: Stream

subscribe:
handler: handler.consume
events:
— stream:
type: kinesis
arn:
Fn::GetAtt:
— Stream
— Arn

batchSize: 100
startingPosition: TRIM_HORIZON
environment:
STREAM_NAME :
Ref: Stream
TABLE_NAME :
Ref: Table

Summary

In this chapter, we discussed the foundational patterns of reactive, cloud-native systems.
We learned how leveraging fully managed cloud-native databases and event streaming
empowers self-sufficient, full-stack teams to rapidly, continuously, and confidently deliver
global scale systems by delegating the complexity of operating these services to the cloud
provider so that they can focus on the value proposition of their components. With Event
Sourcing, we communicate state changes between components as a series of atomically
produced immutable events and the data lake collects, stores, and indexes all events in
perpetuity with complete fidelity and high durability. These events act as the source of
record and support the replay and resubmission of events, to repair existing components,
populate new components, and support data science activities. The Stream Circuit Breaker
pattern leverages functional reactive programming to control the flow of events in stream
processors and achieves fault tolerance by delegating unrecoverable errors for resolution so
that failures do not inappropriately disrupt throughput. Finally, in the Trilateral API
pattern, we discussed the need to publish multiple interfaces for each component, which
highlights that cloud-native components have more than just synchronous APIs and
facilitates understanding of the system as a whole.

In the next chapter, we will build on the foundation patterns and discuss boundary
patterns. These patterns operate at the boundaries of cloud-native systems. The boundaries
are where the system interacts with everything that is external to the system, including
humans and other systems.

[102]
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In the previous chapter, we began our discussion of cloud-native patterns with foundation
patterns. We leverage fully managed cloud-native databases and event streaming services
to empower self-sufficient, full-stack teams to create globally scalable systems composed of
bounded isolated components, which, following Reactive principles, are responsive,
resilient, elastic, and message-driven. All inter-component communication is performed via
asynchronous event streaming, which is typically triggered using the Database-First variant
of the Event Sourcing pattern. With these bounded isolated components, we create proper
functional and technical bulkheads, such that teams can continuously deliver innovation
with confidence.

In this chapter, we will continue our discussion of cloud-native patterns. We will build on
the foundation patterns and discuss the patterns that operate at the boundaries of cloud-
native systems. The boundaries are where the system interacts with everything that is
external to the system, including humans and other systems. We will cover the following
boundary patterns:

o API Gateway

Command Query Responsibility Segregation
Offline-First Database

Backend For Frontend

External Service Gateway

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Boundary Patterns Chapter 4

API Gateway

Leverage a fully managed API gateway to create a barrier at the boundaries of a cloud-
native system by pushing cross-cutting concerns, such as security and caching, to the edge
of the cloud where some load is absorbed before entering the interior of the system.

Context, problem, and forces

Cloud-native systems are composed of bounded isolated components, which are
responsive, resilient, elastic, and message-driven. All inter-component communication is
performed asynchronously via event streaming. Components publish events to
downstream components and consume events from upstream components. We strive to
limit synchronous communication to only the intra-component cloud-native databases and
to the cloud-native streaming service. Yet, sooner or later, we have to implement
synchronous communication at the boundaries of the system. At the boundaries, the system
interacts with users via mobile apps and single page web applications and with external
systems via Open APIs.

First and foremost, these public endpoints must be secured. We must form a perimeter at
the boundaries of the system to govern access to the system. The perimeter minimizes the
attack surface and controls the blast radius of an attack by providing a bulkhead, which
absorbs unwanted traffic. These public endpoints must also be highly available. Yet, we
strive to minimize synchronous communication, because implementing highly available
synchronous communication is undifferentiated and cumbersome work, which distracts
self-sufficient, full-stack teams from the value propositions of their specific components.
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These cross-cutting concerns should be decoupled from the functionality of the system to
facilitate responsiveness, resilience, elasticity, and global scalability. Intrusions should be
stopped at the edge and not permeate the internal components where they will consume
valuable resources and impact responsiveness. This reverse proxy layer should run on its
own separately scalable infrastructure and support regional load-balancing and regional
failover. In addition, this layer should provide caching at the edge to further attenuate load
on the internal components and provide monitoring to help complete the overall
performance picture. Finally, this capability should not be overly ambitious. It should be
easy to use, a relatively dumb pipe that is focused on these responsibilities. There should be
no incentive to code business logic in this layer.

Solution

Leverage your cloud provider's API gateway service, to allow teams to be self-sufficient
and control their full-stack so that they can focus on the value proposition of their
components. These fully managed services provide the ability to create a secure and
scalable perimeter around boundary components. Throttling and Access Token
Authorization are essential features. Deliver your endpoints through your cloud provider's
Content Delivery Network (CDN) for additional security and performance benefits. Add a
Web Application Firewall (WAF) for additional security features as needed. Teams should
leverage their cloud provider's function-as-a-service offering as the de facto standard
approach for implementing synchronous operations.

Resulting context

The primary benefit of this solution is that it provides a fully managed, global scale
perimeter around the system that allows self-sufficient, full-stack teams to focus on their
value proposition. The perimeter acts as a bulkhead to protect the internals of the system
from attacks at the boundaries of the system. These cross-cutting concerns no longer
permeate the business logic, which makes that code easier to maintain and removes the
need to allocate resources to support processing that logic. The dedicated infrastructure of
the API gateway automatically scales elastically.
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Security is performed at the edge of the cloud. We typically only consider CDNs for their
ability to cache static content at the edge. However, cloud providers recommend the use of
their CDNs for all traffic: PUT, POST, DELETE, GET, and so forth, because network level
Distributed Denial of Service (DDOS) attacks are handled by the CDN at the edge before
they penetrate an availability zone and your system. Thus we limit the attack surface of the
system by passing all traffic through the CDN. The API gateway itself provides throttling to
protect the system at the application level. Further confidence can be attained as needed by
leveraging the cloud provider's WAF that is already integrated with the CDN. Following
our cloud-native, reactive architecture, we can process internal and external sources, such
as access logs and third-party reputation lists, to continuously and dynamically manage
rules, such as denying access based on IP address and mitigating OWASP Top 10 web
application vulnerabilities. A self-sufficient, full-stack team would own the components
that perform this processing, per usual, while the resulting rules would be leveraged across
all services.

Implementing and scaling OAuth 2.0 and OpenID Connect for authorization and
authentication, respectively, is a non-trivial exercise. Authentication is best delegated to a
third party, such as AWS Cognito, Azure AD, or Auth0. Once a user receives a JSON Web
Token (JWT), it is still necessary to authorize these bearer tokens when a service is
invoked. An API gateway will perform this authorization at the edge and only pass down
valid tokens to the business layer, which greatly simplifies the lower layers. The
authorization results are also cached for a time to live to improve responsiveness.
Integration with the cloud provider's authentication service is usually a turnkey solution,
while implementing custom authorizers is also supported. It is common to use multiple
authentication providers, each for a different user base, and implement an authorizer for
each as needed. We will discuss user base focused components in the Backend For
Frontend pattern.

There are several performance benefits, in addition to being fully managed and auto scaling.
The cloud provider's CDN typically has optimized transfer rates between the edge and an
availability zone, which improves all traffic, not just GET requests. An API should leverage
cache-control headers, even for as little as a few seconds, to absorb some load before it
reaches the API gateway. Traffic can be balanced across regions when components are
deployed in a multi-region, active-active configuration in order to improve latency for
regional users. This same feature provides failover when there is a regional outage.
Implementing multi-regional components is a realistic objective when they are
implemented using an API gateway, function-as-a-service, and cloud-native databases.
Monitoring at the API gateway layer also helps provide a realistic performance picture of
users' end-to-end digital experience.
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Not all API gateway services are created equal. Some provide many more features than
may be necessary for many components, such as a turnkey developer's portal. These
features may be worth the added expense for a monetized open API, which you are
providing as-a-service to your customers. However, for internal APIs, such as those we
discuss in the Backend For Frontend pattern, these features are not necessary and they
should not incur the often significant added cost. Other features, such as complex routing,
transformation, fan-out, fan-in, and the like, should be avoided, as coding in the API
gateway ought to be considered an anti-pattern. You should focus your API gateways on
the single responsibility of providing a perimeter around your system's boundaries.
Monetization features are great for the components that need them.

Finally, it is not necessary to run all interactions through an API gateway. Third-party
services, such as authentication or an offline-first database, will provide their own
perimeter and you will just integrate with and leverage those services, as we discuss in the
External Service Gateway and Offline-First Database patterns. In addition, some content is
dynamic, but not dynamic enough to warrant the use of the full technology stack. Instead,
this content can be stored as a materialized view in blob storage and served through the
CDN and mapped to the same RESTful resource path to encapsulate the implementation. A
PUT to the blob storage would trigger invalidation on the CDN to indicate when the data
does actually change. This technique works best for public data, can take a significant load
off the API gateway and the internals of the system, and provides extremely high
availability.

Example — CRUD service

This example demonstrates creating a simple and secure RESTful CRUD service, using the
AWS API Gateway along with AWS Cognito, AWS Lambda, and AWS DynamoDB. The
following Serverless Framework serverless.yml file fragment defines an API Gateway
with a RESTful resource to PUT, GET, and DELETE items. Each of these HTTP methods is
mapped to a Lambda function: save, get, and delete, respectively. We also enable Cross-
Origin Resource Sharing (CORS) support so that the resource can be accessed from a web
application, usually written in React or Angular. To add OAuth 2.0 support, we provide the
Amazon Resource Name (ARN) for the AWS Cognito User Pool that is used to
authenticate the users. Throttling is provided by default and can be overridden as needed.
Finally, we declare an environment variable for the table name, so that it is not hardcoded
in the functions and can change based on the deployment stage.
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All of this is completely declarative, which frees the team to focus on the business logic.
There are additional settings, such as API Keys and Usage Plans, but most components will
use these example settings as is, other than the specific resource paths. The API Gateway
will automatically run behind an AWS CloudFront distribution, which is the AWS CDN
service. However, it is common to manage your own CloudFront distribution in front of the
API Gateway to access the full power of CloudFront, such as WAF integration and caching
support. As an alternative to AWS Lambda, the API Gateway could proxy to an application
load balancer, which fronts an AWS ECS cluster running Docker containers. However, I
recommend starting with the disposable architecture of AWS Lambda to empower teams to
experiment with functionality more quickly.

custom: # variables
authorizerArn: arn:aws:cognito-idp:us-east-1:xxx:userpool/us-east-1_77%

# configure CRUD functions for api gateway and cognito jwt authorizer
functions:
save:
handler: handler.save
events:
- http:
path: items/{id}
method: put
cors: true
authorizer:
arn: ${self:custom.authorizerArn}
get:
handler: handler.get
events:
- http:
path: items/{id}
method: get
cors: true
authorizer:
arn: ${self:custom.authorizerArn}
delete:
handler: handler.delete
events:
- http:
path: items/{id}
method: delete
cors: true
authorizer:
arn: ${self:custom.authorizerArn}
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Next, we have example code for the save function. Note that this is the first synchronous
code example we have covered. All other code examples have been for asynchronous
stream processors, because our objective is to perform most logic asynchronously. But
ultimately, some data enters the system manually through synchronous human interaction.

The path parameters, relevant context information, and the message body are merged
together, saved to the database and the status code and appropriate headers are returned.
The complex domain object is transported as a JSON string and stored as JSON; thus there
is no need to transform the object to another format. We do adorn the object with some
contextual information. The API Gateway decodes the JWT token and passes the valid
values along with the request. We can store these values with the object to support event
streaming. We are leveraging the DynamoDB Stream to perform Database-First Event
Sourcing. Therefore we only need to store the current state of the object in this source
database. We will discuss the idea of source/authoring components in the Backend For
Frontend pattern.

This example only includes the bare essentials to keep it simple and not hide any moving
parts. I will usually add some very lightweight layers to reuse common code fragments and
facilitate unit testing with spies, stubs, and mocks. I normally wrap the data access code in
a simple connector and add data validation utilities along with error handling. GraphQL is
also a recommended tool, as we will discuss in the Backend For Frontend pattern.

// PUT items/{id}
export const save = (event, context, callback) => {
const params = {
TableName: process.env.TABLE_NAME,
// merge the id and username with the JSON in the request body
Item: Object.assign(
{
id: event.pathParameters.id,
lastModifiedBy:
event.requestContext.authorizer.claims['cognito:username'],
}I
JSON.parse (event .body)
)
bi

const db = new aws.DynamoDB.DocumentClient () ;

// insert or update the item in the database
db.put (params) .promise ()
.then ((result) => {
// return a success response
callback (null, {
statusCode: 200,
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headers: {

'access—-control-allow-origin': '*', // CORS support
'cache-control': 'no-cache',
b
1)
}, (err) => {

// return an error response
callback (err);

1)
i

Finally, we have example code for the Get By ID function. The path parameter is used as
the key to retrieve the object from the database. The object is stored as JSON, so there is no
need to transform the object for the response. We are leveraging the DynamoDB Stream to
perform Database-First Event Sourcing. Therefore, there is no need to calculate the current
state of the object from the events because only the current state is maintained in this table.
This greatly simplifies the development experience.

This is also an example of the level of complexity we want to have in our user- facing
synchronous boundary components. We will discuss this in detail next, in the CQRS
pattern. We do not want components synchronously calling other components, much less
multiple components. A query should make a straightforward synchronous call to its own
cloud-native database and return the data, as it is stored in the database. All complex join
logic is performed when the data is inserted into the materialized view.

// GET items/{id}

export const get = (event, context, callback) => {
const params = {
TableName: process.env.TABLE_NAME,
Key: {

id: event.pathParameters.id,
I
bi

const db = new aws.DynamoDB.DocumentClient ();
// retrieve the item from the database
db.get (params) .promise ()
.then ((data) => {
// return a success response
callback (null, {
statusCode: 200,
headers: {
'access—control-allow-origin': '*', // CORS support
'cache-control': 'max—-age=3',
}I
body: JSON.stringify (data),
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1)
}r (err) => {

// return an error response
callback (err);
1)
i

Command Query Responsibility Segregation
(CQRS)

Consume state change events from upstream components and maintain materialized views
that support queries used within a component.

Context, problem, and forces

You are building a reactive, cloud-native system that is composed of bounded isolated
components. Each component leverages value-added cloud services to implement one or
more cloud-native databases that are exclusively owned by each component. This isolation
empowers your self-sufficient, full-stack team to rapidly and continuously deliver
innovation with confidence.

This isolation also makes it challenging to work with data across components. First, making
synchronous requests between components to retrieve data is problematic. Second, making
multiple synchronous requests to retrieve and join data from multiple components is even
more problematic. Inter-component synchronous requests increase latency and reduce
responsiveness because of the additional overhead required to traverse the layers of a
component to retrieve its data. Latency and responsiveness are further impacted when we
have to join data across multiple components.
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Leveraging asynchronous, non-blocking I/O to make these requests in parallel minimizes
the impact, but it is still necessary to process the responses and stitch them together to
achieve the desired join. This response processing logic is repeated over and over again
regardless of whether or not the response has changed. The typical solution is to add a
caching layer to each consuming component, but this approach has significant drawbacks.
We have the added headache of maintaining the additional caching infrastructure, such as
Redis or Memcached, plus the added logic to check the cache for hits and update the cache
on misses. We need to avoid stale cache as the data does change and incur added latency
for cache misses and cold starts. All in all, caching adds a lot of complexity to an already
complex situation.

Synchronous inter-component communication also increases coupling and reduces
resilience. At its worst, synchronous inter-component communication is coupled to the
availability of the component being called. A component may be highly available most of
the time, but when it experiences an outage, then the requesting components will need to
handle this condition appropriately. The problem is further complicated when we are
aggregating or joining requests across multiple components. We must account for the
failure of any single request and include compensation logic for each and every request.
This logic can easily become a maintenance issue. Service Discovery and Circuit Breakers
are common tools for handling some of these issues with synchronous communication.
However, much like caching, these tools add their own complexity and their own issues.

At its best, synchronous inter-component communication is subject to competition for what
amounts to a shared resource. This is the same problem we have at the database level,
where we want to eliminate shared database clusters because they do not provider proper
bulkheads. Here we have just moved the problem up to the component level, but the end
result is similar. At the component level, this will manifest itself as throttling errors. The
shared component will ultimately protect itself by implementing throttling that is
consistent with its available capacity. Certainly, the capacity of a shared component can be
increased and auto-scaled, but the allocation of capacity and throttling is not within the
direct control of the consuming teams.

The scalability of synchronous inter-component communication also comes into question.
With multiple components competing for the resources of a shared component, that shared
component becomes a bottleneck that can impact all the dependent components. It most
certainly is possible to sufficiently scale shared components, but at what cost and what
complexity? The synchronous solution is certainly inefficient because we are repeating the
same requests over and over again. We also need to increase team collaboration to
communicate capacity requirements. Collaboration is generally not a bad thing, but we
want to empower self-sufficient, full-stack teams, not impede them. Ultimately, bounded
isolated components that communicate synchronously are in fact not actually isolated. The
bottom line is that synchronous inter-component communication is best avoided.
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Solution

Segregate upstream producer (that is, command) components from downstream consumer
(that is, query) components by eliminating all synchronous inter-component
communication. Originate data in upstream components, which typically apply the
Database-First variant of the Event Sourcing pattern to atomically deliver events to the
stream. This enables an upstream component to easily query its own table for the current
state.

Downstream components consume the events and maintain their own materialized views
that are optimized for each component's specific needs. Each component employs polyglot
persistence and chooses the appropriate cloud-native database type for each view. A
downstream component is then free to perform natural, synchronous intra-component
queries against its own materialized views.

Resulting context

The primary benefit of this solution is that it provides proper bulkheads between
components to make downstream components resilient to failures in upstream components. If
an upstream becomes unavailable then it will have zero impact on downstream
components. Queries will continue to return results from the materialized views. If an
upstream component deploys a bug that produces invalid events, then the Stream Circuit
Breaker pattern will handle these faults and the materialized views will continue to return
the last known values. The data will eventually become consistent once the issue is
resolved.

Materialized views are highly responsive. They are tuned to exactly the needs of the
component and deployed using the most appropriate polyglot persistence. The
performance of queries is not impacted by the calculations for joining data from multiple
events because the calculations are only performed when the data changes and the result is
stored in the view. A materialized view acts as a local cache that is always hot and always up
to date with the last known values. It is still advised to set an appropriate cache-control
header on the response of every query. The materialized view is a local resource that is
owned by the component and thus no unnecessary layers must be traversed to retrieve the
data. Retries due to capacity throttling are minimized since there is no inter-component
competition for these resources, as they are not shared with other components.
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Self-sufficient, full-stack teams are not reliant on other teams to define capacity
requirements. A team is in full control of allocating the capacity for each and every one of
its materialized views. Furthermore, as each materialized view is an independently
provisioned cloud-native database, each view is tuned independently. A team must
monitor and tune its capacity, but it is at liberty to do so.

Materialized views are the primary facilitator of global scalability. No matter how well we
improve our ability to scale the other layers of a system, retrieving data from a database
always has the final word on performance and scalability. For the longest time, we have
only treated the symptoms by compensating at the higher layers with multiple layers of
caching and through coarse-grained, database-wide replication. With cloud-native
databases and materialized views, we are treating the root cause by turning the database
inside out and ultimately turning the cloud into the database.

We are in essence scaling by replicating data at the fine-grained level of individual query
definitions. This is actually pretty amazing when you stop and think about it, especially
considering it is also cost effective. Each query definition leverages the most appropriate
database type and has its own dedicated capacity that is not shared across components. It is
updated with changes in near real time and its joins are pre-calculated, and it is further
replicated across regions for optimized latency and regional failover.

A common complaint about some cloud-native databases and the use of materialized views
is that the expressiveness of the queries is too limited and that managing the materialized
views is too cumbersome. It is true that generic, monolithic databases, by design, make
development easier. We can focus on getting the data into the database and then lazily
create queries as we need them. However, this is what gets us into trouble. Queries have
performance implications and each additional query begins to add up. Of course, there is a
need to support ad hoc queries, but this should be the responsibility of specific analytics-
oriented components. Individual components, however, have very specific query
requirements. We in essence want to apply the single responsibility principle to each query
definition. From the consumer's standpoint, a component-specific query should be
responsive and provide simple filters. All the expressiveness of joins and groups should be
pre-calculated. Our event streaming architecture provides the foundation for performing
these calculations and creating materialized views. Next, we will cover some examples of
techniques for joining and grouping events and handling events out of order.
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Example - inverse oplock

This example demonstrates the most common form of materialized view and the basic
building blocks. We need to store the latest version of a select set of fields from a specific
domain entity. We also need to account for events arriving out of order. On the authoring
side of the equation, we typically need to account for multiple users updating the same
record simultaneously and one transaction overwriting another. Optimistic locking is the
typical solution to this problem. We store a timestamp or sequence number on each record
and update this value with each successful update, so long as the current value in the
database is equal to the value that was previously retrieved before the update. We throw an
error when the assertion fails and delegate the handing of the specific scenario to the user.

On the consumer side of the equation, the events are facts that represent the history of an
instance of a domain entity. We are not concerned with concurrency. We want to make
certain that we do not overwrite newer events with older events. We still assert on an
optimistic lock value; however, our reaction to the failure of the assertion is the opposite on
this end of the equation. We can simply ignore older events when they arrive after newer
events.

The following is a fragment from a Serverless Framework serverless.yml file, which
defines the AWS DynamoDB table that is used to store the materialized view. It is no
different from most DynamoDB table definitions, which means that from the query
perspective, this materialized view works just like any other DynamoDB table. The
developer experience is the same. A typical alternative is to store the materialized view in a
search engine. The query requirements will usually drive the decision regarding which
database type is the most appropriate. For example, a search engine is usually the best
choice for geospatial and natural language queries. When we only ever access an object by
its identifier, then it may be appropriate to persist the view in blob storage. This is often
used in conjunction with a search engine for the query fields and blob storage for the record
details.

View:
Type: AWS::DynamoDB::Table
Properties:

TableName: ${opt:stage}-${self:service}-view
AttributeDefinitions:
- AttributeName: id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1
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Next, we have the code to save the data in the view. It is a stream processor like the others
we have discussed and leverages the functional reactive programming paradigm. The logic
maps the required fields, sets up the conditional expression for the optimistic locking logic,
and puts the data in the table. It catches and ignores
ConditionalCheckFailedException. For all other exceptions,this example produces a
fault based on the Stream Circuit Breaker pattern. In this example, oplock is based on the
event t imestamp. An alternative is to use the sequence number provided by the stream.
This is useful when the t imestamp may not be unique because it is too coarse grained.
However, if the events are not published to the stream in the correct order, then the
sequence number will not be appropriate. In which case, if it is not unique, then the event
sourcing approach many be the proper solution.

export const consumer = (event, context, cb) => {
_ (event .Records)
.map (recordToUow)
.filter (forItemCreateOrUpdated)
.flatMap (save)
.collect () .toCallback (cb);
}i

const save = uow => {
const params = {
TableName: process.env.TABLE_NAME,
Item: {
// map the identifier
id: uow.event.item.id,

// map the fields needed for the view
name: uow.event.item.name,
description: uow.event.item.description,

// include the timestamp or sequence number
oplock: uow.event.timestamp,
b

// define the oplock logic
ConditionExpression: 'attribute_not_exists (#oplk) OR #oplk < :ts',
ExpressionAttributeNames: {
'#oplk': 'oplock'
}I
ExpressionAttributeValues: {
':ts': uow.event.timestamp
}I
bi

const db = new aws.DynamoDB.DocumentClient ();
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return _ (db.put (params) .promise ()
.catch(err => {
// check if we can ignore the error

if (err.code !== 'ConditionalCheckFailedException') {
// otherwise raise a fault
err.uow = Uuow;

throw err;

Example - event sourced join

In this example, we leverage Event Sourcing and ACID 2.0 to create views that join and
group data from multiple event types emitted by multiple components. These events can
arrive out of order and the logic is idempotent. In this example, we want to asynchronously
join the user-created, user-loggedIn, and order-submitted event types and produce a view
which aggregates the user ID, username, last logged in timestamp, and the count of recent
orders.

This approach leverages two tables: a view table and an event store table. The view table is
the same as the one in the preceding inverse optimistic lock example, so it is excluded for
brevity. The following is a fragment from the serverless.yml file, which defines the
AWS DynamoDB table that is used to create a component-specific event store for
performing the desired join. The ID attribute is the hash key, which contains the
concatenation of the field values from the events of interest that effectively form the where
or group by clause. In this example, we are joining the events based on user ID. The
sequence attribute is the range key, which is unique within the hash key. This will typically
be the sequence number created by the stream or the timestamp of the individual events.
The database stream is initialized so that we can use the trigger to calculate the view as
events are captured.

Events:
Type: AWS::DynamoDB::Table
Properties:

TableName: ${opt:stage}-${self:service}-event-store
AttributeDefinitions:
- AttributeName: id
AttributeType: S
- AttributeName: sequence
AttributeType: S
KeySchema:
- AttributeName: id
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KeyType: HASH
- AttributeName: sequence
KeyType: RANGE
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1
StreamSpecification:
StreamViewType: NEW_AND_OLD_IMAGES

Next, we have the code for the stream processor, which consumes the desired events from
the inter-component stream and stores them in the event store table. In this example, we are
interested in the user-created, user-loggedIn, and order-submitted event types. When
inserting each event in the event store table, the user ID of each event type and the stream
sequence number form the key. This key solves two problems. First, it makes the save
operation idempotent. Events are immutable, thus if we save the same event multiple
times, it only overwrites the row with the exact same values. This is an important aspect of
Event Sourcing. Second, it groups related events together based on the hash key. In this
example, all events for a specific user are grouped together, effectively joining the events of
interest together.

export const consumer = (event, context, cb) => {
_ (event .Records)
.map (recordToUow)
.filter (byType)
.flatMap (saveEvent)
.collect () .toCallback (cb);
bi

const byType = uow =>
uow.event.type
uow.event.type

'user—-created' |
== 'user-loggedIn' ||

uow.event.type === 'order-submitted';
const saveEvent = uow => {
const params = {
TableName: process.env.EVENT_STORE_TABLE_NAME,
Item: {
id: uow.event.user ? uow.event.user.id : uow.event.order.userld,

sequence: uow.record.kinesis.sequenceNumber,
event: uow.event,
}
i

const db = new aws.DynamoDB.DocumentClient ();
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return _ (db.put (params) .promise ()
.then(() => uow));

}

Finally, we have the code for the trigger stream processor. This code is invoked each time
an event is inserted into the event store table. The processor retrieves all the events from the
table based on the given hash key that was just inserted. This returns all the events that are
related to this newest event. In this example, it will return all the events for the specific user
ID. Now we can calculate the fields for the desired view. We want the username, the last
login time, and the count of recent orders. We reduce the list of events into a dictionary
keyed by event type. We can rely on the fact that the events are returned in the order of the
range key to simplify the logic. We only need to retain the last known last user-loggedIn
event and there will be at most one user-created event. We accumulate all the order-
submitted events to arrive at the count. Default values are provided to account for any
missing events.

This approach solves the problem of receiving events out of order. Every time an event is
inserted, we recalculate the view based on the new set of events. When the related events
are retrieved, they are returned in the proper order. If an older event is received after new
events, that event may or may not change the result of the calculation. In the case of the
user-loggedIn event, the older event will be ignored. When a user-created event is received
out of order, the view will miss the name until it arrives. For older order-submitted events,
they will just accumulate in the total count. Thus as each additional event arrives, the view
becomes more up to date, as shown in the following code.

export const trigger = (event, context, cb) => {
_ (event .Records)
.flatMap (getRelatedEvents)
.map (view)
.flatMap (saveView)
.collect () .toCallback (cb);
bi

const getRelatedEvents = (record) => {
const params = {
TableName: process.env.EVENT_STORE_TABLE_NAME,
KeyConditionExpression: '#id = :id',
ExpressionAttributeNames: {
"#id': 'id!

s
ExpressionAttributeValues: {
':id': record.dynamodb.Keys.id.S
t
bi
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const db = new aws.DynamoDB.DocumentClient ();

return _ (db.query (params) .promise ()
.then (data => ({
record: record,
data: data,

1))
)i
}
const view = (uow) => {
// create a dictionary by event type
uow.dictionary = uow.data.Items.reduce((dictionary, item) => {
// events are sorted by range key
item.event.type === 'order-submitted' *?
dictionary[item.event.type] .push (item.event)
dictionary[item.event.type] = item.event;
return dictionary;
}, { // default values
'user-created': { user: { name: undefined } 1},
'user—-loggedIn': { timestamp: undefined },
'order-submitted': []
)i
// map the fields
uow.item = {
id: uow.record.dynamodb.Keys.id.S,
name: uow.dictionary|['user-created'].user.name,
lastLogin: uow.dictionary(['user—loggedIn'].timestamp,
recentOrderCount: uow.dictionary['order-submitted'].length,
bi
return uow;
}
const saveView = (uow) => {

const params {
TableName: process.env.VIEW_TABLE_NAME,

Item: uow.item,

Fi

const db = new aws.DynamoDB.DocumentClient ();
return _ (db.put (params) .promise());

Fi
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Offline-first database

Persist user data in local storage and synchronize with the cloud when connected so that
client-side changes are published as events and cloud-side changes are retrieved from
materialized views.

Context, problem, and forces

In cloud-native systems, the presentation layer lives on the client and the client device is
more and more mobile. Users have more than one device, including phones and tablets
and, to a decreasing degree, traditional desktops. The presentation layer must communicate
with the backend component to send and receive data and perform actions. Mobile users
frequently experience spotty connectivity, which increases latency and often leaves them
completely disconnected.

The CAP theorem states that in the presence of a network partition, one has to choose
between consistency and availability. In the context of modern consumer facing
applications, even a temporary increase in latency is considered to be equivalent to a
network partition because of the opportunity cost of lost customers. Therefore, it is widely
preferred to choose availability over consistency and thus design systems around eventual
consistency and session consistency.

With these realities in mind, we need to architect customer-focused user experiences with
an offline-first mindset. At a minimum, some critical features should be reasonably
available when the device is disconnected. Crucial information can be cached on the device
to enable users to perform and securely store important actions until connectivity is
restored. This same information should also synchronize across devices.
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Solution

Leverage the cloud provider's offline-first database service to store data locally and
synchronize with the cloud and across devices. Calculate user-specific materialized views,
as discussed in the CQRS pattern, and synchronize the views to the device. This allows
users to always access the latest known information. Store user actions and inputs locally
and synchronize to the cloud when connected. This allows users to proceed with their
intentions even when disconnected. The application should synchronize on explicit actions
when possible, but otherwise synchronize in the background when connectivity is
intermittent. The user experience should be designed such that the user understands when
data may be stale or when actions may be pending because of limited connectivity, and
informed when connectivity issues are resolved. On the backend, the system leverages
Database-First Event Sourcing when synchronization occurs, to produce events based on
state changes and user actions.

Resulting context

The primary benefit of this solution is that it provides extremely high availability and
responsiveness for important user interactions. Users perceive the system as responsive and
available even when connectivity is intermittent. The data is stored and accessed locally,
thus it is always available when needed and the load on backend resources is reduced. The
data has the potential to be stale when connectivity is intermittent, but that is the best
alternative among bad alternatives. When connectivity is restored, the data is synchronized
with the cloud storage and ultimately across devices, creating a resilient solution.

It is important to be upfront with the user about the eventual consistency of the data. Some
solutions strive to be completely transparent, such that the user would not know the
difference between being connected and not. This may be reasonable for certain
applications, but most have diminished capabilities when disconnected. For example, an e-
commerce app could show your recent history when disconnected but not allow for the
execution of new searches. Therefore, it is important to provide clues to the user about the
accuracy of the cached data. For example, a visible as of timestamp may accompany data in
a materialized view or a pending status may be provided for outgoing actions. We all
experience this kind of functionality in the email applications on our smartphones every
day. This approach lends itself best to user-specific data such as preferences or work in
progress like a shopping cart or a draft document, and transaction status information such
as the status of an order or a review process. It is important to all parties that the data is not
lost.
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This solution is essentially a client-side extension to the Event Sourcing and CQRS patterns.
User actions are stored on the client-side using Database-First Event Sourcing and the
changes are eventually synchronized to cloud storage where the cloud-side CDC
mechanism triggers the logic to publish a domain event downstream. Materialized views
are created just as we discussed in the CQRS pattern, only the view is stored in the cloud
storage of the offline-first database and eventually synchronized to the devices.

An interesting aspect of this solution is that there is no need to implement a synchronous
interface for the component. The synchronous interface is provided by the fully managed
third-party service and only needs to be configured. On the client-side, an SDK is used to
access the API and hide many of the details, such as the security model. Examples of these
services include GCP Firebase and AWS Cognito.

Example - offline-first counter

This example demonstrates the essentials for storing and synchronizing data on the client
side. I have kept the example simple to focus on the plumbing. The example is
implemented as a React application that leverages an AWS Cognito Dataset to store a
counter and the square of the counter. The user increments the counter and it is stored
locally. When the user presses the synchronize button the counter-updated event is
published to the event stream. The consumer of this event calculates a materialized view
that is the square of the counter and stores the value on the cloud side for synchronization
back to the client. This example can easily be mapped to an e-commerce application, which
stores the cart (that is, the counter) and order status (that is, the square) on the client or a
customer survey application that stores answers locally until the survey is completed.

First, we have the React application that displays the counter and its square and renders the
Increment and Synchronize buttons. Synchronize would typically happen in the
background on load, periodically and/or on specific user actions.

class App extends React.Component {
constructor (props) A
super (props)
this.state = { count: 0, squared: 0 };
}

componentWillMount () { ... }
increment () { ... }
synchronize() { ... }
render () A
return (
<div>
<hl>Counter: {this.state.count}</hl>

[123 ]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



EBSCChost -

Boundary Patterns Chapter 4

<hl>Squared: {this.state.squared}</h1>

<button onClick={this.increment.bind(this) }>Increment</button>

<button onClick={this.synchronize.bind(this) }>Synchronize</button>
</div>

)

ReactDOM. render (

<App />,

document .getElementById ('root"')
)i

Next, we have the componentWillMount method, which is part of the React standard
component life cycle. This method initializes the Cognito client, retrieves the data from
local storage, and sets the values in the component's state, which triggers re-rendering. In
this example, the user is unauthenticated. If the user previously accessed the identity pool,
then credentials will be present in local storage; otherwise, a new user is created and the
dataset is initialized with zeros.

componentWillMount () {
AWS.config.region = 'us-east-1';
AWS.config.credentials = new AWS.CognitoIdentityCredentials ({
IdentityPoolId: 'us-east-1:XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX',
F) i
AWS.config.credentials.get (() => {
const syncClient = new AWS.CognitoSyncManager () ;
syncClient.openOrCreateDataset ('counter', (err, dataset) => {
dataset.get ('count', (err, value) => {
this.setState ({
count: value ? Number (value) : O
F) i
F) i
dataset.get ('squared', (err, value) => {
this.setState ({
squared: value ? Number (value) : 0
F) i
F) i
this.dataset = dataset;
F) i
F) i
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The increment () method just adds one to the current counter value, saves it in local
storage, and updates the components state to trigger re-rendering. This is analogous to an
add to cart method that stores the cart as a JSON string.

increment () {
const val = this.state.count + 1;
this.dataset.put ('count', String(val), (err, record) => {
this.setState ({
count: val

The synchronize () method sends state changes from local storage to the cloud and
retrieves state changes from the cloud. The component's state is once again updated to re-
render the screen. In an e-commerce example, this could be analogous to the final
submission of an order in a checkout flow. The cart has been transformed to an order and
stored locally with a submitted status.

synchronize () {
this.dataset.synchronize ({
onSuccess: (data, newRecords) => {
this.dataset.get ('squared', (err, value) => {

this.setState ({
squared: value

This is an example of a stream processor that is performing Database-First Event Sourcing
logic on the changes streaming from AWS Cognito as the result of a synchronization. A
counter-updated event is published when a count sync is found. Continuing our e-
commerce analogy, this could be reacting to a sync for an order with a submitted status and
publish an order-submitted event. In a customer survey system, this would be looking for a
survey completed status.

export const trigger = (event, context, cb) => {
_ (event .Records)
.flatMap (recordToUow)
.filter (forCountSync)
.map (toEvent)
.flatMap (publish)
.collect () .toCallback (cb);
}i
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const forCountSync = uow => uow.sync.key === 'count';
const toEvent = uow => {
uow.event = {

id: uuid.v1i(),
type: ~counter-updated’,
timestamp: uow.sync.lastModifiedDate,
partitionKey: uow.record.kinesis.partitionKey,
tags: {
identityPoolId: uow.data.identityPoolId,
identityId: uow.data.identityId,
datasetName: uow.data.datasetName

}I

record: uow. sync

}

return uow;

}

This is an example of a stream processor that is calculating a materialized view for a
specific user that is stored in an AWS Cognito Dataset instead of a DynamoDB table, a
search engine, or an S3 bucket. This example is calculating the square of the latest counter
value. AWS Cognito requires a read (listRecords) operation prior to a write
(updateRecords) operation. This allows for retrieving the syncCount values, which act as
optimistic locks. These values could be leveraged to perform an Inverse OpLock. We could
also leverage the Event sourced join technique as well. The point being that this is just a
materialized view that is user-specific and will ultimately be synchronized to that user's
devices. Continuing the e-commerce analogy, this would be consuming events from order-
fulfillment components that are publishing order status updates. Any data can be streamed
to a specific client using this approach.

module.exports.consumer = (event, context, cb) => {
_ (event .Records)
.map (recordToUow)
.filter (forCounterUpdated)
.flatMap (saveSquare)
.collect () .toCallback (cb);
}i

const forCounterUpdated = uow => uow.event.type === 'counter-updated';

const saveSquare = uow => {
const db = new aws.CognitoSync();

uow.params = {
IdentityPoolId: uow.event.tags.identityPoollId,
IdentityId: uow.event.tags.identityId,
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DatasetName: uow.event.tags.datasetName
bi
return _ (db.listRecords (uow.params) .promise ()
.then (data => {

uow.params.SyncSessionToken
uow.params.RecordPatches
Key: 'squared',
Value:

= [{

data.SyncSessionToken;

String (Math.pow (Number (uow.event.record.value),
Op: 'replace',

SyncCount: data.DatasetSyncCount
Iy

return db.updateRecords (uow.params) .promise ()

)i

Backend For Frontend

2))

Create dedicated and self-sufficient backend components to support the features of user-

focused frontend applications.
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Context, problem, and forces

Cloud-native, Reactive systems are composed of bounded isolated components, which
provide proper bulkheads to enable the components to be responsive, resilient, and elastic.
All inter-component communication is accomplished via asynchronous event streaming
and components leverage materialized views to cache upstream data locally. To increase
availability for an increasingly mobile user base, we leverage an offline-first database to
store data on devices and synchronize with the cloud. The boundary components leverage
an API gateway to expose a synchronous interface, which is used to interact with a user
interface. Cloud-native systems typically have multiple user bases with different user
experiences, delivered over multiple channels and to multiple device types.

Our overarching objective with cloud-native is to empower self-sufficient, full-stack teams
to rapidly and continuously deliver innovation with confidence. To achieve this goal, we
must ensure we have proper bulkheads between system components. However, with so
many user experience, channel, and device permutations, it can be difficult to strike the
right balance with regard to the composition of backend components needed to support the
frontends. The classic solution is to create a generic backend, which attempts to support all
the permutations. However, this solution tends to implode, as the logic becomes tangled, as
a single team endeavors to support all the requirements of all the other teams. The single
component becomes the bottleneck to all advancement and a single point of failure, as there
are no functional bulkheads between all the competing requirements.

At the other end of the spectrum, we create a separate backend component for each and
every permutation. This can quickly become unmanageable as the number of permutations
increases. It also tends to create a level of duplication that is hard to justify, even though
duplication is not necessarily a bad thing; just as reuse is not always a good thing either.
Reuse is synonymous with coupling, which limits flexibility and creates single points of
failure. The generic backend component is the extreme example of the fallacies of reuse.
Somewhere in the middle of the spectrum, we create smaller shared components, which
each support a specific feature, and then we wrap them in fewer frontend-specific backend
component layers. These layers reintroduce the synchronous inter-component
communication that we aim to eliminate and reestablish coupling between teams. It is a
difficult balancing act and over and over again I hear teams say they would lean the
opposite way on the spectrum if they had the opportunity for a redo.
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Solution

To fully empower self-sufficient, full-stack teams, a single team needs to own a frontend
feature and its supporting backend. This BFF component must be self-sufficient in that it
employs the CQRS pattern to create materialized views for all upstream dependencies and
produces events to all downstream dependencies following the Event Sourcing pattern.

Architecture the user experience as a set of many independent experiences, each supporting
a distinct user base and a distinct and cohesive set of features. Each experience is
implemented as an independently deployed frontend application, which in turn is
composed of multiple independent feature-oriented frontends. Each experience will dictate
whether or not multiple flavors of the application must be written for different channels
and device types.

Consider the following options and guidelines when deciding whether to merge or split
BFF components. Leverage a client-directed query approach, such as GraphQL, to
reasonably support multiple device formats in a single BFF. Do not merge components with
different security models, such as authenticated and unauthenticated. Integrate shared
components in the frontend, which naturally expects synchronous communication.
Embrace disposable architecture and experiment to find the proper balance of BFF
components.

Resulting context

The primary benefit of this solution is that it heeds Conway's Law that "organizations are
constrained to produce application designs which are copies of their communication structures”. We
are giving teams full control over their feature across the full-stack. The user experiences
are decoupled and each is owned by a single team, which owns the synchronous interface
that supports the frontend, owns the materialized views that both shield the component
from and integrate it with upstream components, and owns the asynchronous outbound
interface that produces events to delegate to downstream processing. The only upstream
and downstream coupling is limited to event content. This empowers teams to press
forward, independent of other teams, with confidence that their feature is functioning
properly so long as the changes are backwards compatible.
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The client-directed query approach can be very useful in reducing redundancy by
supporting multiple variants of the same user experience across multiple device form
factors within the single backend component. It is preferable that this is leveraged when the
same team owns the development across the form factors, but it can reduce the complexity
of shared components as well. When redundancy is necessary to support differences across
device experiences, it is useful to recognize that this redundancy is a form of replication,
which improves scalability. For example, Android users and iPhone users would interact
with different components and materialized views and thus spread the capacity
requirements. There is potential for this to lead to the need for bidirectional
synchronization between components. This is handled naturally in an event-driven
architecture and we will discuss it in detail in chapter 10, Value Focused Migration.

Decomposing the user experience into many independently deployable frontend
applications and frontend features is crucial for all the same reasons that we decompose the
backend components into bounded isolated components. First and foremost is that it
provides the proper bulkheads needed to empower self-sufficient teams to innovate and
continuously deploy the frontend with confidence as well. Next, not all user experiences
warrant support for multiple channels and device types. Many can be implemented as a
bounded isolated app that performs a specific function in an overall value stream. This user
experience decomposition also leads to a naturally responsive, resilient, elastic, and
globally scalable component topology when combined with the BFF pattern. In the
examples, we will discuss four different categories of your experiences: Authors, Workers,
Customers, and Managers, which apply the same patterns in different variations and
combinations to implement very different BFF components.

It is inevitable that certain key components are used across multiple channels and device
types. These features are often the main value proposition and have a significant code base,
which would be unreasonable to duplicate. Likewise, wrapping these components in an
additional BFF proxy layer adds little value but significant complexity. Instead, evolving
micro-frontend approaches integrate these components in the presentation layer by
composing multiple micro-frontend fragments into a single experience. The feature team of
a shared component would own the frontend fragment, which is composed with the whole
experience.

Finally, achieving an optimal balance of BFF components to support the permutations of
channels and device types is an iterative process. Leverage disposable architecture to
facilitate experiments, which allow teams to easily pivot and change their approach
midstream. Disposable architecture also enables a polyglot approach across components.
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Example - Author BFF

In chapter 2, The Anatomy of Cloud Native Systems, we discussed how the data life cycle is a
useful strategy for decomposing a system into bounded isolated components. As the data
in the system ages, its storage requirements will change and thus the component that owns
the storage changes as well. The users who interact with the data will also change over the
data life cycle and thus so do the frontend applications used over the data life cycle. In a
reactive, cloud-native system, a great deal of data is automatically created as events flow
through the system. However, an event chain has to start somewhere. If it doesn't start in
an external system, then it starts when a user creates it. This is where the Author user
experience comes into play. Examples could include any data entry intensive user
interaction, such as authoring content for an e-commerce site, creating records in a case
management system, managing reference data in Virtually any system, and so on.

As depicted in the following figure, an Authoring BFF component generally consists of two
out of the three APIs in the Trilateral API pattern. An Authoring BFF has a synchronous
API with commands and queries to create and retrieve domain entity data and an
asynchronous API to publish events as the state of the entities change. The API Gateway
pattern is leveraged for the synchronous interface, the Cloud Native Databases per
Component pattern is followed for storing the data in the most appropriate polyglot
persistence, and the Database-First Event Sourcing pattern variant is utilized to publish
events.
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A RESTful CRUD implementation of the synchronous interface is suitable for a simple
domain model. However, a GraphQL implementation is a good choice for more complex
domain models, as it provides for a very structured implementation pattern. We will
discuss this in more detail shortly. GraphQL is also client-oriented in that the client directs
the format of query responses and the invocation of mutations. The server-side logic
naturally conforms to Postel's Law (aka the Robustness Principle): be conservative in what
you send, be liberal in what you accept. Thus, GraphQL is also a good choice if users author the
data across multiple device types. For example, a case agent might enter essential
information while on the go and double back later to complete the remaining details from a
desktop.

Each aggregate domain entity is typically stored as a JSON document in a cloud-native
document store, such as AWS DynamoDB, with references to related aggregates in other
tables. GraphQL excels at stitching these relationships together for query responses and
when publishing events. The published events consist of created, updated, and deleted
events for each aggregate domain with the before and after snapshot of the instance. There
are usually one or more primary aggregates that are the focal point of the business activity.
These will contain a status field that is used to publish more concrete domain events, such
as submitted, approved, rejected, completed, and so forth. A Search BFF component usually
accompanies an Authoring BFF. The Search BFF implements the CQRS pattern to react to
the events of the Authoring BFF and store the aggregate domain entities in a search engine.

A question often arises regarding the Authoring BFF and the single responsibility principle.
There is a tendency to create a component per aggregate domain entity. This can lead to a
lot of small components that must interact at the relationships between the aggregates,
either via synchronous inter-component communication or via data synchronization. Of
these choices, we definitely prefer data synchronization. However, the value of all these
smaller components is limited at best, because our aim is to avoid shared components and
synchronous inter-component communication in favor of turning the database inside out
with materialized views.
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Instead, the act of authoring is the single responsibility. It is perfectly reasonable to author
all the domain entities of a complex domain model within a single component provided
that the team can continuously deliver changes to the component with confidence. To
achieve this confidence, the context of the domain model must certainly be bounded and
cohesive. The code for the component must also follow a very predictable pattern. This is
where the structure of GraphQL code also excels. Following best practices, the code for
each domain entity in a GraphQL schema has the same structure: schema fragment,
resolvers fragment, model class, validation rules, and pluggable connectors. The following
is a typical schema fragment.

export const schema = °
type Item {
id: ID
name: String!
description: String

}

extend type Query {
item(id: String!): Item
itemsByName (name: String!, limit: Int, cursor: String): [Item]

}

extend type Mutation {
saveltem (
input: Item
): Item
deleteltem/(
id: ID!
): Item
t

’

It is very easy to reason about the logic of many domain entities in a single Authoring BFF
because the code follows a predictable pattern and it is solely focused on the act of data
entry. Deviations from the pattern are quickly spotted in the code review. A Search BFF is
implemented as a separate component precisely because its code follows a different
pattern. Thus a single search BFF can support multiple domain entities as well. Still, all of
this is cohesive within a bounded context and the user activity is scoped to a particular user
base. In the following user experience categories, we will see where other responsibilities
reside.
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Example - Worker BFF

As an aggregate domain entity moves through its life cycle, users with different roles and
skillsets will need to perform work in relation to an entity as part of a larger business
process. This work often involves the use of a specialized user experience and work often
dictates a specific device form factor: phone, tablet, or desktop. These are usually
standalone, task-oriented applications. Examples include fieldwork, such as truck roll and
sales calls; warehouse tasks, such as order fulfillment; or team activities, such as reviewing
and contributing to content.

As depicted in the following figure, a Worker BFF component consists of all three APIs in
the Trilateral API pattern. A Worker BFF has an asynchronous API to consume events
related to task assignments, a synchronous API with queries and commands to interact
with tasks, and an asynchronous API to publish events regarding the status of work. The
CQRS pattern is employed to create the task view, the API Gateway pattern is leveraged for
the synchronous interface, and the Database-First Event Sourcing pattern variant is utilized
to publish status events.
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A task is typically stored as a JSON document in a cloud-native document store, such as
AWS DynamoDB, and contains all the necessary information needed to direct the work.
The necessary information should be available in the event which triggered the creation of
the task. The Worker BFF is related to the Event Orchestration pattern, which is covered in
Chapter 5, Control Patterns. One or more specific Worker BFF components are often
associated with a specific business process component. The business process component
produces the events which trigger the Worker BFF components and consume the status
events of the Worker BFF to further direct the business process. Once a business process is
complete, the tasks can be purged from the task views after a time to live. All the events
related to the tasks should be archived with the aggregate domain entity instances.

Example — Customer BFF

The efforts of authors and workers, in most cases, are ultimately directed towards the
purpose of delivering capabilities to customers in a customer- specific user experience. The
customer experience is usually delivered through multiple channels. To simplify this
example, we will focus on the web channel, as the concepts are applicable to the other form
factors.

Modern websites are built as a collection of multiple, mobile-first, single page applications
that are delivered from the CDN. These frontend applications will typically include a home
page application, a search application, a product application, a sign up application, a
checkout application, and a customer account application. Each frontend application may
be further decomposed into independently deployed micro-frontend applications that
provide fragments to the parent application. As an example, the product application would
interact with the checkout application to display the add-to-cart button on the page and the
cart button on the banner. The details of modern user interface development, however, are
not the purview of this book. Instead, we want to focus on how to carve out cloud-native
backend components for modern frontend applications.
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First and foremost, the customer experience is a different stage in the life cycle of the
system's data. The requirements to scale the data to potentially millions of users versus
hundreds or thousands of authors and workers are very different. As depicted in the
following figure, Customer BFF components make heavy use of the CQRS and Offline-First
Database patterns. Authored content, such as products, is replicated to a Search BFF where
it is stored in a search engine as well as blob storage for the product details that are
delivered via the CDN. The user's cart is owned by the Checkout BFF and stored in the
offline-first database. An Account BFF owns the user's order history, which is a
materialized view stored in the offline-first database, as well as the user's preferences and
wish list, which are also stored offline-first.

Note that the frontend is composed of multiple independent pieces and thus the backend is
as well. The team responsible for each frontend also owns the backend that supports it and
the data as well. All data that is created or generated by the user is published downstream
as well to further support the data life cycle. It is also important to recognize that each
frontend application has its own security context in that some parts of the user experience
require authentication while others do not. The security model of the backend should
match that of its frontend. It is usually easier to reason about a single BFF when all its
resources either require authentication or do not. Unintended security gaps can slip in
when we mix and match security models.
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Example — Manager BFF

In any business, it is important to measure and track the work that is performed so that the
results can be evaluated against objectives and course corrections made as necessary. Key
performance indicators (KPI) are often made available in a manager application.

As depicted in the following figure, a Manager BFF component consists of two out of the
three APIs in the Trilateral API pattern. A Manager BFF has an asynchronous API to
consume events related to key performance indicators and a synchronous API with queries
to retrieve the KPIs and their history. The CQRS pattern is employed to create the metrics
materialized views and the API Gateway pattern is leveraged for the synchronous interface.

The key performance indicators are typically stored in a cloud-native key-value store, such
as AWS DynamoDB, or a time series database. The CQRS Event Sourced Join technique can
be employed to capture and aggregate the metrics and feed the materialized views. The
metrics are usually aggregated by day, week, month, and year. The detailed events can be
purged periodically as the days are rolled to weeks and months and years. Note that this
user experience is different from that of an ad hoc analytics tool that would be supported
by its own BFF and different from the work of a data scientist. This user experience delivers
answers to a prescribed set of questions. The outcomes of ad hoc analytics and data science
may drive the requirements of a Manager BFF as new indicators and algorithms are
identified.

[137]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Boundary Patterns Chapter 4

External Service Gateway

Integrate with external systems by encapsulating the inbound and outbound inter-system
communication within a bounded isolated component to provide an anti-corruption layer
that acts as a bridge to exchange events between the systems.

Context, problem, and forces

Systems often need to integrate with an external system, such as Stripe for payment
processing, SendGrid for transactional emails, AWS Cognito for user authentication, or a
custom system. Our cloud-native systems are composed of bounded isolated components,
which provide proper bulkheads to make the components responsive, resilient, and elastic.
The isolation is achieved via asynchronous inter-component communication. We aim to
eliminate all synchronous inter-component communication. External systems provide an
Open API for inbound and outbound communication with other systems.
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Integrating with an external system is inherently risky because they are typically owned by
a third party and thus not within your control. Some very popular services have simply
gone out of business and left their customers scrambling for alternatives. They often change
their pricing models, sometimes for the better but sometimes not. They strive to keep their
APIs stable, but they are always evolving and the improvements are usually but not always
backwards compatible. The data models of these systems, when they do overlap with
yours, are usually different. Their security models are often different. They may state a
service level agreement in terms of availability, but it is wise to hedge your bets. The
inbound API for invoking commands is synchronous and the outbound service provider
interface (SPI) is usually a webhook that will synchronously invoke an endpoint, which
you will provide. To mitigate the risks and compensate for the differences, we need to
encapsulate the use of an external system such that we can adapt to the semantic and
syntactic differences, be resilient to failures in the external system, and allow for easily
plugging in a different provider when a switch is needed. It is also not unusual for a system
to have the requirement to support multiple providers of the same capability such that a
specific provider is dynamically selected based on the details of any given business
transaction.

Solution

Treat external systems like any other bounded isolated component. Create a component for
each external system that acts as a bidirectional bridge for transmitting events between the
systems.

Outbound communication

The component consumes internal events and invokes the appropriate commands on the
external system. This interaction follows the Event-First variant of the Event Sourcing
pattern and the external system represents the database that will persist the results of the
commands. The internal events are transformed to meet the requirements of the external
system. The component may employ the Event Sourcing and CQRS patterns to capture and
cache additional events as needed to adorn missing information.
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Inbound communication

The component consumes events from the external system and re-publishes them to the
internal event stream to delegate processing to downstream components. The internal
event contains the raw contents of the external event for auditing and a transformed
version of the content for internal consumption. This interaction follows the Database-First
variant of the Event Sourcing pattern and the external system represents the database that
is emitting state change events. The component typically leverages the API Gateway
pattern to create a RESTful service that can be registered with the external system's
webhooks. Alternatively, when the cloud provider offers the external system, the
component registers functions with the SPI of the cloud resource.

Resulting context

The primary benefit of this solution is that it establishes an anti-corruption layer between
the systems because only the External Service Gateway components are coupled to their
respective external systems. Upstream components are not required to produce events that
can be consumed by the external systems. The gateway components are responsible for this
transformation. For inbound communication, the raw version of the event is included,
solely so that it can be captured by the data lake, whereas the transformed version of the
event is provided for consumption by downstream components. This enables the
possibility of replacing an external system with another external system as needed or even
supporting multiple external systems for the same functionality. It is recommended to
consume and re-publish the external events even when there are currently no downstream
consumers because the data lake will still capture the events. This can provide analytical
information about what is happening in the external system as well as provide the ability to
replay the events to seed any future downstream components.

This solution helps ensure that the communication between the systems is asynchronous.
These components leverage the Event Sourcing pattern to encapsulate the necessarily
synchronous communication at the boundaries of the systems and help ensure the atomic
hand-off of the events between the systems. The inbound interaction makes a single call to
publish the event to the stream following the Database-First variant of Event Sourcing to
minimize the possibility of failure during the hand-off. The outbound interaction makes a
single call to the external system following the Event-First variant of the Event Sourcing
pattern along with the Stream Circuit Breaker pattern to help ensure a smooth hand-off.
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We integrate with external systems because they provide valuable processing logic in some
domain that is non-trivial to duplicate, not because they store a specific domain model.
Therefore, it is important not to treat an external system as a database but instead think of it
like any other bounded isolated component. Thus, we do not make synchronous calls to
retrieve data from external systems; all inter-component communication is accomplished
asynchronously via the event stream. Downstream components consume the re-published
events to maintain materialized views per usual. Upstream components may also maintain
a redundant data model to support their behavior and produce the events needed to drive
the outbound interactions with external systems. To support the outbound interaction, the
gateway component may need to maintain its own micro-event-store and materialized
views to facilitate proper communication with the external system. We will discuss control
flow logic of this type in chapter 5, Control Patterns.

Security is another important aspect of this solution. External systems will often support a
different communication security mechanism that we want to encapsulate within the
gateway component. Even though most systems are converging on the use of JWT tokens,
in all cases we need to establish a trust relationship between the systems to enable
authentication and authorization. To establish a trust relationship, we securely exchange
and store access tokens on each side of the integration. For example, when configuring a
webhook, you will typically provide an access token that is stored in the external system
and passed along in the authorization header on every invocation. As discussed in the API
Gateway pattern, we delegate the crosscutting concern of token validation to the API
Gateway. In chapter 6, Deployment, we will discuss how components can be securely
configured with an access token for an external system.

This solution is consistent with our aim to minimize synchronous interactions. However,
some external systems, such as payment processors, require some synchronous interactions
with the end user. In the case of payment processors, this is important because it isolates
your system from PCI compliance requirements. In these cases, an external system gateway
component would typically need to expose a simple RESTful endpoint that can be invoked
from the presentation layer to proxy those requests to the external system and adorn
encapsulated access token information. Keep in mind that the synchronous APIs may be
the focal point of these external services, yet the bulk of the interactions with these external
systems is still asynchronous.
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Finally, this solution is not limited to use with just external systems that are owned by
another company. You may have multiple cloud-native systems that you want to keep
isolated, yet still have them integrated. Alternatively, you may have welcomed polyglot
cloud and need events to flow across cloud providers. In either case, the external service
gateway will simply provide a straightforward bridge between the event streaming services
on either end. In the first case, the bridge may very well be joining homogeneous streaming
services, whereas in the polyglot cloud case, the bridge will most certainly be across
heterogeneous streaming services. Ultimately, this is a natural and mature extension and
evolution of your streaming topology.

Example - user authentication integration

The following is an example of a bidirectional integration with a User Authentication
system, such as AWS Cognito. The outbound communication demonstrates directing the
external service to send an invitation to a new user. The inbound communication
demonstrates re-publishing the external events for user sign-up and sign-in. In the case of
an email system, this communication would entail sending emails and reacting to the likes
of bounce and unsubscribe events, whereas for a payment processor we would process
payments and react to disputes, refunds, and so forth. The following is a fragment from a
Serverless Framework serverless.yml file, which demonstrates the configuration and
registration of the functions.

functions:
trigger:
handler: handler.trigger
events:
- cognitoUserPool:

pool: UserPool
trigger: PostConfirmation

- cognitoUserPool:
pool: UserPool
trigger: PostAuthentication

environment:
STREAM_NAME :
Ref: Stream

consumer:
handler: handler.consumer
events:
— stream:
type: kinesis
arn:
Fn::GetAtt:
— Stream
— Arn
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batchSize: 100
startingPosition: TRIM_HORIZON
environment:
USER_POOL_1ID:
Ref: UserPool

This is the trigger function that is registered with the Cognito SPI. This function will be
triggered when new users sign up and when existing users authenticate. The external event
is transformed to the internal event format and then published. No other interactions are
performed in this function. This minimizes the chance of a failure and provides flexibility
and extensibility by delegating all other possible actions to downstream components. For
example, downstream the data lake component will collect the events, a security
component may track logins, an email component may send a welcome email via another
external service, and a user management BFF component will maintain a materialized view
of all users so that it does not need to rely on the external service for this data.
Alternatively, a payment processing system would typically emit events about disputes
and subscriptions and an email service would emit events regarding a bounce or an
unsubscribe. The external service gateway component will just bridge these events to the
internal event structure and nothing more.

export const trigger = (extEvt, context, callback) => {
const event = {
id: uuid.v1(),
type: extEvt.triggerSource, // PostConfirmation or PostAuthenitcation
timestamp: Date.now(),
partitionKey: extEvt.userName,
raw: extEvt,
user: |
id: extEvt.request.userAttributes.sub,
username: extEvt.userName,
email: extEvt.request.userAttributes.email,
status: extEvt.request.userAttributes|['cognito:user_status']
}
}i

const params = {
StreamName: process.env.STREAM_NAME,
PartitionKey: event.partitionKey,
Data: new Buffer (JSON.stringify (event)),
}i

const kinesis = new aws.Kinesis();

kinesis.putRecord (params) .promise ()
.then(resp => callback (null, extEvt))
.catch(err => callback (err));

}i
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It is important to reiterate this last point. Our bounded isolated components do not make
inter-component synchronous calls to retrieve data. We instead leverage the CQRS pattern
and maintain materialized views within components to maximize responsiveness,
resilience, and elasticity. The CQRS pattern is even more important when interacting with
an external service. These services are optimized for performing their value proposition,
such as authentication, processing payments, sending email, and so forth. Their APIs will
likely provide queries to retrieve data, but those operations are usually severely throttled,
as they are not the value proposition. In essence, they are following the same reactive
principles.

Continuing the BFF thread of this example, a user management component may interact
with its materialized view and allow various actions to be performed that ultimately need
to propagate back to the external system. In the case of user management, this could
include assigning permissions, deactivation, or new invitations. These components would
employ the Database-First variant of the Event Sourcing pattern to produce the events that
must be consumed by an External Service Gateway component. The following is such an
example of consuming a user invitation event and invoking the proper command on the
external system. The external system would then take control of the business process until
it produced another event via is SPI or a webhook.

export const consumer = (event, context, cb) => {
_ (event .Records)
.map (recordToUow)
.filter (forUserInvited)
.flatMap (createUser)
.collect () .toCallback (cb);
ti

const recordToUow = r => ({
record: r,
event: JSON.parse (new Buffer(r.kinesis.data, 'base64'))

1)
const forUserInvited = uow => uow.event.type === 'user-invited';

const createUser = uow => {
const userPool new aws.CognitoIdentityServiceProvider();

uow.params = {
UserPoolId: process.env.USER_POOL_ID,
Username: uow.event.user.id,

DesiredDeliveryMediums: ['EMAIL'],
UserAttributes: [
{ Name: 'name', Value: uow.event.user.name },
{ Name: 'email', Value: uow.event.user.email },
[144]
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{ Name: 'email_ verified', Value: 'true' },
]I
bi

return _ (userPool.adminCreateUser (uow.params) .promise());

}

Summary

In this chapter, we discussed the boundary patterns of reactive, cloud-native systems.
Although we focus on asynchronous, event-driven inter-component communication, we
ultimately need to implement synchronous communication at the boundaries where the
system interacts with humans and external systems. The API Gateway pattern provides a
secure and scalable foundation for synchronous communication. With the CQRS pattern,
we leverage materialized views to decouple upstream dependencies in order to make the
synchronous communication responsive, resilient, and elastic. The offline-first database
pattern allows some synchronous interactions to operate locally by storing event and
materialized view data in local storage and synchronizing with the cloud to increase the
availability of the system from the user's perspective. The BFF is a higher-order pattern that
pulls all these patterns together to create dedicated and self-sufficient components, which
provide synchronous system boundaries to facilitate frontend features. The BFF
components, in turn, interact with the rest of the system asynchronously. Finally, in the
External Service Gateway pattern, we provide for bidirectional integration with other
systems.

In the next chapter, we will build on the foundation and boundary patterns and discuss
control patterns. These patterns provide the control flow for inter-component collaboration
between the boundary components of cloud-native systems.
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In the previous chapter, we continued our discussion of cloud-native patterns with
boundary patterns. Boundaries are where the system interacts with everything that is
external to the system, including humans and other systems. We leverage a fully managed
API gateway to provide secure and scalable synchronous communication. Materialized
views are employed to decouple upstream components and make end-user interactions
responsive, resilient, and elastic. Offline-first databases enable high availability for an
increasingly mobile user base. End users interact with Backend For Frontend components
to consume information and perform system functions. While External Service Gateway
components provide for bi-directional integration with other systems.

In this chapter, we will conclude our discussion of cloud-native patterns. We will build on
the foundation patterns and discuss the patterns that provide the flow of control for
collaboration between the boundary components. It is with these collaborations that we
ultimately realize the intended functionality of a system. We will cover the following
control patterns:

e Event collaboration
e Event orchestration
e Saga

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Control Patterns Chapter 5

Event collaboration

Publish domain events to trigger downstream commands and create a reactive chain of
collaboration across multiple components.

Context, problem, and forces

You are building a reactive, cloud-native system that is composed of bounded isolated
components. The Command Query Responsibility Segregation (CQRS) pattern is
leveraged to replicate data from upstream components to avoid performing non-resilient,
synchronous inter-component communication to retrieve needed information. Each
component leverages value-added cloud services to implement one or more cloud-native
databases that are exclusively owned by each component. Data from upstream components
is synchronized to these cloud-native databases to provide synchronous intra-component
access to highly available data. This isolation enables downstream components to continue
functioning even when their upstream dependencies are experiencing an outage. This
empowers your self-sufficient, full-stack team to rapidly and continuously deliver
innovation with the confidence that an honest mistake will not impact other components.

[147]
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CQRS resolves the issues of synchronous inter-component communication with regard to
queries; however, we still have similar problems when relying on synchronous inter-
component communication for invoking commands on one or more collaborating
components to perform higher-order business activities. When using traditional request-
response collaboration, one component invokes another component and waits for a
response and then invokes another component and so on. Promises or futures are leveraged
when multiple calls can be performed in parallel to improve overall performance. If an
error response is received then the calling component must handle the logic to reverse the
impacts of any preceding and outstanding calls.

The code required to orchestrate the collaboration for the happy path is already
complicated enough without error handling. In an effort to improve the probability of a
successful collaboration and account for typical availability issues, we have to add further
complexity by employing service discovery and circuit breaker techniques. All the while,
the responsiveness of the system is degraded and in the worst cases, users receive errors
they can do nothing about. Adding insult to injury, once availability is restored, any
transactions that were partially processed and reversed must be reprocessed from the
beginning. Unfortunately, users may not return to complete their transactions when the
system is restored and there may be no record that the collaboration occurred in the first
place.

Testing is another common issue with request-response collaboration. One of the most
common questions I encounter regarding microservice architecture revolves around how to
effectively perform testing with so many moving pieces. We will discuss modern testing
techniques in chapter 7, Testing, and Chapter 8, Monitoring. However, instead of
compensating for these problems, it is better to eliminate them in the first place by
delegating them away from the end user.

Solution

Redesign the user experience to be eventually consistent. Replace synchronous inter-
component communication with asynchronous inter-component communication by using
the event stream to publish events which trigger downstream commands. Upstream
components apply the Database-First variant of the Event Sourcing pattern to publish
domain events that reflect changes in their state. Downstream components react to the
domain events by performing a command and publishing a domain event to reflect the
outcome of the command.

[148]
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This cycle repeats through as many steps as are necessary to complete the activity. The
cycle can fan-out to perform steps in parallel and then fan-in as well. Collaborators apply
the CQRS pattern to avoid needing to synchronously retrieve relevant information. The
CQRS Event Sourced Join technique can be used to implement fan-in. Ultimately, the
outcome of the collaboration is revealed to the user.

Resulting context

The primary benefit of this solution is that it eliminates synchronous inter-component
communication. A collaborating component performs its command in reaction to an event,
emits another event, and its work is done. One or more collaborating components, in turn,
perform their command, emit their event, and so one. Any step can fail and retry
independently by employing the straightforward Stream Circuit Breaker pattern. A third
party can intervene to resolve an issue and resubmit an event without the need to rerun
prior steps and without end-user participation. When the system is operating normally,
eventual consistency happens in near real time but degrades gracefully when anomalies
occur. Combined with the Event Sourcing and CQRS patterns, we effectively eliminate all
synchronous inter-component communication, for both upstream queries and downstream
commands, and relegate synchronous communication to the boundaries of the system
where it fits naturally.

Reasoning about the logic of each individual collaborator becomes easier as each is focused
on a single responsibility. The collaborator has its input and output events and everything
else is encapsulated. This also makes it possible to test components in isolation, because
there is no synchronous communication to other components. In chapter 7, Testing, we
will discuss transitive integration and end-to-end testing, which enables complete testing of
a collaboration in aggregate without all components running simultaneously.

A drawback of this isolation is that a collaborator applying the CQRS pattern could
perform a command based on stale data. If this is an issue for a specific collaborator, one
potential solution is to include the information in the event instead of relying on CQRS.
Furthermore, Event Collaboration allows components to listen to the collaboration without
participating. For example, the data lake listens to all events to create a complete audit trail.
The audit trail can provide diagnostic information to facilitate corrective action.

[149]
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Raw Event Collaboration is a great solution for reasonably sized scenarios but can become
less manageable as scenarios grow in size. Each collaborator is explicitly coupled to the
events it consumes. To account for multiple and larger scenarios, each collaborator must
know and understand more events. Each additional event bloats the component and makes
it more difficult to reason about. It is also difficult to see the overall end-to-end
collaboration flow as each component only knows its part. For complex flows, raw Event
Collaboration can limit flexibility, which impedes innovation. The Event Orchestration
pattern can be layered on top of Event Collaboration to address these limitations.

Example - order collaboration

This example, as depicted in the following diagram, demonstrates choreographing the
interactions of multiple components using the Event Collaboration pattern. The
components are collaborating to implement a business process for ordering a product that
must be reserved in advance, such as a ticket to a play or an airline reservation. The
customer completes and submits the order, and then the reservation must be confirmed,
followed by charging the customer's credit card, and finally sending an email confirmation
to the customer.
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The Orders component is implemented following the Backend For Frontend pattern. The
customer submits the order to the Orders component via an API gateway call to update the
order in the database with a submitted status. The Orders component employs the
Database-First variant of the Event Sourcing pattern to atomically publish the order-
submitted event in reaction to the database update. The specific event to publish is
determined based on the status field.

The Reservations component implements a stream processor that consumes the order-
submitted event and reserves the product in the database. The Reservations component
also leverages Database-First Event Sourcing to atomically publish the reservation-
confirmed event. Again, the status of the reservation in the database is used to determine
the correct event type to emit.

The Payments component is implemented following the External Service Gateway pattern.
The component implements a stream processor to consume the reservation-confirmed
event and invoke the external service to charge the customer's credit card. A webhook is
registered to consume events from the external service. The component publishes a
payment-confirmed event when it is notified by the external system that the charge was
successfully processed.

The Email component is also implemented following the External Service Gateway pattern.
The component implements a stream processor to consume the payment-confirmed event
and then sends a confirmation message to the customer. In this example, there is no reason
to consume events from the external email system.

The collaboration is initiated by a synchronous interaction with the end user at the
boundary of the system. The other components atomically invoke a command when the
desired event is received. They each atomically produce an event to reflect the change in
state, thus triggering further action. A reasonably complex collaboration can be
accomplished by simply chaining together multiple components following the Database-
First variant of the Event Sourcing pattern.

Event orchestration

Leverage a mediator component to orchestrate collaboration between components without
event type coupling.

[151]
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Context, problem, and forces

You are building a reactive, cloud-native system that is composed of bounded isolated
components. You are employing the Cloud Native Databases Per Component and Event
Streaming patterns as well as the Event Sourcing and CQRS patterns to ensure that you
have the proper bulkheads in place to make your components responsive, resilient, and
elastic. This has increased the confidence of teams to deliver innovation and the system is
growing rapidly. You have been successfully using raw Event Collaboration to
choreograph the long-running behaviors of the system, but with the increasing complexity
of the system, you are starting to outgrow this approach.

Event-driven architecture has the benefit of decoupling specific event producers from
specific consumers. Producers emit events with no knowledge of what components will
consume the events and consumers capture events with no knowledge of what component
produced the event. Events also solve the availability issues of synchronous
communication, because events are produced without the need for an immediate response
from a consumer or any response at all in most cases. However, consumers are still coupled
to the event types to which they subscribe, both in name and format. If an event type is no
longer produced, then a subscribing component will no longer be triggered. If the event
type name or format changes, then the consumers must also change. If new event types are
added, then eventually some component will need to consume the event type, other than
the data lake, if more behavior than auditing is desired.

[152]
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Raw Event Collaboration explicitly couples consumer components to specific event types.
From the perspective of a specific collaboration, this is a perfectly manageable solution for a
reasonably sized scenario. From the perspective of a specific consumer, this solution is also
reasonable, provided the consumer is only consuming a limited number of event types.
However, raw Event Collaboration becomes less manageable, as the number of
collaborations increases, as the complexity of collaborations increase, and as the number of
event types increases.

Each collaborator is coupled to the event types it consumes. With each additional event
type, more and more logic must be added to a component to process each event type. It is
certainly possible to structure the code to minimize the impact, but there will still be code
bloat and the ability to reason about the correctness of an individual component will
decrease. A component may have a single core responsibility, but it also takes on part of the
responsibility of each collaboration it participates in. As collaborations are added, changed,
and removed, the collaborators must be modified as well. All this will eventually
negatively impact a team's confidence in their ability to deliver changes to a component.

It is also difficult to see the overall end-to-end flow of a collaboration, as each component
only knows its part and the parts are spread over multiple collaborators. For large
scenarios, it is difficult to reason about the correctness of the overall flow as well as the
individual parts. Each additional collaboration compounds the problem. Making changes to
one flow can impact another flow at the steps where they share the components.
Ultimately, teams will lose their confidence to evolve these collaborations and innovation
will be impeded.

Solution

Create a component for each business process to act as a mediator between the collaborator
components and orchestrate the collaboration flow across those components. Each
component defines the events it will consume and publish independently of any business
processes. The mediator maps and translates the published events of upstream components
to the consumed events of downstream components. These mappings and translations are
encapsulated in the mediator as a set of rules, which define the transitions in the
collaboration flow.

[153 ]
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The mediator consumes events from the stream based on these rules and emits transition
events, following the Event-First variant of the Event Sourcing pattern, to trigger the
necessary downstream components. Downstream components consume the events and
perform the needed command. Each consuming component emits another event regarding
the outcome of the command, usually following the Database-First variant of the Event
Sourcing pattern. The mediator consumes the outcome events and the cycle repeats.

Resulting context

The primary benefit of this solution, over and above raw Event Collaboration, is that the
collaborator components are completely decoupled. The business process component acts
as a mediator to address the limitations of raw Event Collaboration while retaining the
advantages. The collaborators have no knowledge of each other or the mediator
component. The mediator defines the business process, thus only the mediator needs to
change when the process evolves.

The full definition of a process flow is encapsulated in its mediator component. This makes
it easy to reason about the whole flow as it is defined in a single place. Each mediator has
the single responsibility for a single business process definition. The entire flow and all its
transitions can be tested independently from the individual collaborators. The individual
collaborator components are also easier to reason about because they have a single
responsibility with a discrete set of input and output events. Each collaborator can be fully
tested in complete isolation. In chapter 7, Testing, we will discuss transitive integration
and end-to-end testing, which enables complete testing of a collaboration in aggregate
without all components running simultaneously.

The solution embraces the notion of dumb pipes and smart endpoints. A mediator has a
single responsibility to a single process definition and within that process, it is only
responsible for the state transitions of the process. The mediator delegates the responsibility
of each step to the collaborator when it emits the transition event. A mediator may apply
the CQRS pattern to accomplish its responsibility for these transitions. For example,
additional information may be needed to map one event type to another event type. To
accomplish this, the mediator would maintain a materialized view for the specific data. The
Event Sourced Join technique can be used to support forks and joins in the process flow.
Business processes usually support human interactions. In the Backend For Frontend
pattern, we discussed the creation of Worker BFF components for just this purpose. These
Worker BFF components can participate in a process flow just like any other collaborator.
No other smarts should exist in a mediator component.
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The solution does require the system to define more event types. In raw Event
Collaboration, a collaborator consumes event types defined by other components. In this
pattern, the consumers define their own input event type that will be emitted by the
mediator in reaction to the upstream events. These additional event types are subtly
different from most event types. It is generally accepted that events and commands are
different. They may be two sides of the same coin, but commands are a request to perform
some action, while events are a statement of fact that a command was performed and
resulted in a change of state. In raw Event Collaboration, a collaborator subscribes to
another component's event type and reacts by performing a command, which emits an
event stating the fact the command was completed with a specific outcome.

These additional event types are defined by a component with the express purpose of
triggering the invocation of its own command. Thus they feel more like command messages
than like event messages and their names will naturally portray this. I call these transition
events because they are emitted at the state transitions in the process definition. So from the
perspective of the business process, they are classic event messages, but from the
perspective of the collaborating component, they are command messages. With this nuance
in mind, it is common to have a specific stream in the stream topology that is dedicated to
command messages. This has the nice byproduct of putting all command messages into a
separate location in the data lake since we include the stream name in the data lake path.
This makes it easier to exclude these events during replay, as they can have unintended
side effects. Another important by-product of these transition events is the audit record in
the data lake that the process transitions occurred.

Finally, it is important to distinguish between transition events and the data events that a
collaborator will consume. A collaborator component may also apply the CQRS pattern to
cache data in materialized views to facilitate its own processing logic. We can call these
data events. These data events are still defined by the upstream components. There is
generally no need to mediate these event types because they are typically more stable than
transition events.
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Example - order orchestration

This example, as depicted in the following diagram, demonstrates mediating the
interactions of multiple components using the Event Orchestration pattern. The
components are assembled to implement a business process for ordering a product that
must be reserved in advance, such as a ticket to a play or an airline reservation. The
customer completes and submits the order, then the reservation must be confirmed,
followed by charging the customer's credit card, and finally sending an email confirmation
to the customer. This example builds on the example presented in the Event Collaboration
pattern. The individual components are modified to be completely self-contained and a
Mediator component is added to perform the orchestration.

The Orders component is implemented following the Backend For Frontend pattern. The
customer submits the order to the Orders component via an API gateway call to update the
order in the database with a submitted status. The Orders component employs the
Database-First variant of the Event Sourcing pattern to atomically publish the order-
submitted event in reaction to the database update. The specific event to publish is
determined based on the status field. It is important to note that this component is
completely unchanged compared to the Event Collaboration pattern example. This means
that many different business processes could be initiated, possibly based on the contents of
the order, without coupling the Orders component to those processes.
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The Reservations component implements a stream processor that consumes the make-
reservation event and reserves the product in the database. The Reservations component
also leverages Database-First Event Sourcing to atomically publish the reservation-
confirmed event. Again, the status of the reservation in the database is used to determine
the correct event type to emit. As compared to the Event Collaboration pattern example,
this component is no longer coupled to the order-submitted event that is defined by an
upstream component. The make-reservation event is defined by this component to support
its specific needs.

The Payments component is also modified to consume an input event type that it defines
and controls to suit its own needs, called make-payment. The component is still
implemented following the External Service Gateway pattern. It implements a stream
processor to consume the make-payment event and invoke the external service to charge
the customer's credit card. A webhook is registered to consume events from the external
service. The component publishes a payment-confirmed event when it is notified by the
external system that the charge was successfully processed.

The Email component is also implemented following the External Service Gateway pattern.
The component implements a stream processor to consume the send-confirmation event
and then sends a confirmation email to the customer. Again, this new event type is
completely controlled by the Email component to completely decouple it from upstream
components.

Now that all the collaborators are decoupled, we need to add the mediator component that
will conduct the orchestration. As shown in the preceding diagram, this component sits in
between the other components, consumes an event from one component, and dispatches a
different event to another component to perform the next step in the business process. The
events are dispatched atomically following the Event-First variant of the Event Sourcing
pattern. The mediator is essentially implemented as a stateless state machine, as all the
necessary state information is contained in the events that are consumed. As mentioned
previously, a mediator component could maintain information to adorn needed
information to events or calculate joins, but these are non-essential for many processes.

The following code fragment provides the core implementation of the Mediator
component's stream processor. The process consumes events from the stream and filters the
events against a set of transition metadata to determine if there is a match. We will look at
the metadata in detail shortly. For each matching transition, a new event is created based
on the information contained in the triggering event. Finally, the new event is published to
trigger the next step in the process.

export const consume = (event, context, cb) => {
_ (event .Records)
.map (recordToUow)
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.filter (onTransitions)
.flatMap (toEvent)
.flatMap (publish)
.collect () .toCallback (cb);
ti
const onTransitions = uow => {
// find matching transitions
uow.transitions = transitions.filter(t => t.filter === uow.event.type);

bi

// multiple transitions constitute a fork
// can leverage event sourcing to implement process joins

// proceed forward if there are any matches
return uow.transitions.length > 0;

const toEvent = uow => {

bi

// create the event to emit
// for each matching transition
return _ (uow.transitions.map(t => t.emit (uow)));

const transitions = [

{ // transition order-submitted to make-reservation
filter: 'order-submitted',
emit: (uow) => ({ // translate
id: uuid.v1i(),
type: 'make-reservation',
timestamp: Date.now(),
partitionKey: uow.event.order.id,
reservation: {
sku: uow.event.order.sku,
quantity: uow.event.order.quantity,
s
context: {
order: uow.event.order,
trigger: uow.event.id

The following metadata defines the transitions in the state machine. Each transition defines
the event type that will trigger the transition and a function to create the new event that
will be emitted. For this example, I limited the metadata model to the bare essentials, but
there is plenty of room for more flexibility. For example, the filter would typically support
additional options, such as multiple event types, a function to perform arbitrary filtering
against any content in the trigger event and/or a join count. As each mediator is its own
bounded isolated component, the metadata model only needs to be as sophisticated as the
requirements warrant.

[158]

printed on 2/9/2023 8:32 AMvia . Al use subject to https://ww.ebsco. coniterns-of-use



Control Patterns Chapter 5

}
})
b
{ // transition reservation-confirmed to make-payment
filter: 'reservation-confirmed',
emit: (uow) => ({ // translate
id: uuid.v1i(),
type: 'make-payment',
timestamp: Date.now(),
partitionKey: uow.event.context.order.id,
payment: {
token: uow.event.context.order.token,
amount: uow.event.context.order.amount,
b
context: {
order: uow.event.context.order,
reservation: uow.event.reservation,
trigger: uow.event.id
}
})
b
{ // transition payment-confirmed to send-confirmation
filter: 'payment-confirmed',

emit: (uow) => ({ // translate
id: uuid.v1i(),
type: 'send-confirmation',

timestamp: Date.now(),
partitionKey: uow.event.context.order.id,
message: A
to: uow.event.context.order.submitter,
from: process.env.FROM_ADDRESS,
body: ‘Order: ${uow.event.context.order.id} is Confirmed’
b
context: {
order: uow.event.context.order,
reservation: uow.event.context.reservation,
payment: uow.event.payment,
trigger: uow.event.id

}I
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For the most part, the emit functions are self-explanatory. Each event must have an ID, a
type, and a timestamp. The partition key will ensure that all the events for a specific order
ID will be processed through the same stream shard in the order received. Each event
contains the information necessary to perform the desired command, as defined by the
specific event type, such as the reservation, payment, and message information. The one
piece that is not necessarily obvious is the context element in each event type. Each
collaborator component is completely decoupled from the other collaborators and the
mediator component as well. However, this doesn't mean that the collaborators do not have
a responsibility to convey contextual information about the overall process. Each
collaborator simply needs to retain the opaque context information from the trigger event
and adorn it to the output event that it eventually produces. This information is used
downstream to create the input events for additional steps and correlates the various steps.

As intended, the mediator component is essentially a dumb pipe that delegates the business
logic of each step to the collaborator components. It is only responsible for the transition
logic. It is interesting to point out the power of this transition logic. For example, if the
business requirement changed, such that payment is required prior to reservation, then
these steps could easily be flipped in the metadata, without changes to the collaborators.
New steps could be inserted into the process as well, with just a metadata change.

Arbitrarily complex process flows can be created by assembling different components.
Smart components can also play a role in the transition logic. In this example, the mediator
component only determines at which step to make a reservation and produces the
necessary event. However, because the transition is published as an event, multiple
collaborator components could consume the event and determine whether or not it is
applicable. For example, there could be multiple reservation components, which handle
different product types and only react to orders with those product types. The point being
that very flexible solutions can be implemented with event orchestration.
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Saga
Trigger compensating transactions to undo changes in a multi-step flow when business
rules are violated downstream.

Context, problem, and forces

You are building a reactive, cloud-native system that is composed of bounded isolated
components. You employ the Cloud Native Databases Per Component and Event
Streaming patterns as the backbone of the system. You atomically produce events based on
the Database-First variant of the Event Sourcing pattern and you leverage the CQRS pattern
to isolate components from upstream failures and make them responsive, resilient, and
elastic. You implement business processes based on the Event Collaboration and/or Event
Orchestration patterns. The Data Lake pattern provides a system-wide audit trail of all
events emitted by the system and, following the Stream Circuit Breaker pattern, your
stream processors properly handle technical failures.

The Event Collaboration and Event Orchestration patterns provide the ability to leverage
asynchronous inter-component communication to create arbitrarily long logic flows across
many components and over long periods of time, while maintaining the responsiveness,
resilience, and elasticity of the system. Even for complex flows the happy path is relatively
straightforward to implement. The crux of the problem arrives when the flow encounters a
business rule violation and must be abandoned and the system returned to the proper state.
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The term Saga was coined by Hector Garcia-Molrna and Kenneth Salem in their 1987
Princeton University paper entitled Sagas (http://www.cs.cornell.edu/andru/cs711/
2002fa/reading/sagas.pdf). Traditionally, a saga solves the problem of long-running
transactions that lock too many resources for too long and therefore block other
transactions from proceeding. As a result, the overall throughput of the system suffers.
Their solution was to break a long-running transaction down into a series of short
transactions and compensate for all preceding transactions when a later transaction fails.
This solution still applies today, except that the context of the problem has changed
dramatically.

In today's context, we have a distributed cloud-native system composed of bounded
isolated components. Each component has its own databases and each database may be of a
different type. As a matter of course, modern databases favor the BASE model for
distributed transactions: Basically Available, Soft state, Eventually consistent. Modern
database and messaging technologies have abandoned two-phase commit (2PC) distributed
transactions. 2PC does not scale globally without unrealistic infrastructure costs, whereas
eventual consistency scales horizontally to support systems of all scales. As a result, we
must leverage the Event Sourcing pattern to atomically change the state of a component
and produce an event reflecting that state change. Chaining these atomic units produces
eventual consistency.

Eventual consistency allows for reduced contention and increased throughput because
resources are not locked over the course of these logical transactions. This means that
different logical transactions can potentially interlace and update the same resources.
Therefore, we cannot simply rollback the state of a resource to the state before a specific
logical transaction started. We must take into account all the additional updates that have
been layered on top of the updates of the specific logical transaction that must be reversed.
With this in mind, we need to maintain an audit trail of the series of updates that have
interlaced to bring a resource to its current state. Reversing the effects of a specific update
should be accomplished by another properly calculated update that is also accounted for in
the audit trail. As always these updates must be idempotent. In some cases, delegating the
reversal of a transaction to a manual activity may be perfectly legitimate.
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Solution

Use compensating transactions to undo changes in a multi-step business process. Upstream
components will publish domain events as they complete their steps to move a business
process forward. A downstream component will publish an appropriate violation event
when its business rules are violated to inform the upstream components that the process
cannot proceed forward to completion. The upstream components react to the violation
event by performing compensating transactions to undo the changes of the previous steps
in the collaboration. The upstream components will, in turn, produce their own domain
events to indicate the reversal has occurred, which may in turn trigger additional
compensations. This cycle will continue until the system is eventually consistent.

Resulting context

The primary benefit of this solution is that it simply continues the theme of leveraging
events to build the control flows of the system. Business violations are signaled as
additional events and the compensations are the reactions to these specific events. All the
same patterns and mechanisms are used to implement the compensation logic as a set of
atomic actions, which in turn produce events per usual. No new techniques or tools must
be learned or acquired. Only the context of each compensation must be understood.

As the context of each compensation is different, this solution does not try to force fit a
generic solution where none exists. The industry has abandoned distributed two-phase-
commit transactions because they do not scale. The use of polyglot persistence means that
there are many different types of resources to account for. Plus, these resources are spread
across and encapsulated within bounded isolated components. As such, each component
has its own specific application logic, which must be accounted for in a compensation
transaction. Thus, this solution embraces the design philosophy of dumb pipes with smart
endpoints.
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The Event Sourcing pattern is a prerequisite for the Saga pattern. Each step in a business
process must be individually transactional. When the state of a component changes, it must
publish a domain event to notify collaborators. This requirement is certainly not specific to
this pattern. It is a prerequisite for eventual consistency in general. For a multi-step process,
it is important to clarify that the transactionality of the overall process is predicated on the
transactionality of the individual steps, including the compensating steps. A component
can employ the Event-First variant or the Database-First variant of the Event Sourcing
pattern to ensure that a step is transactional. Note that an individual step can be arbitrarily
complex. A collaborator step could encompass several internal events, as it flows through
its own polyglot persistence, before publishing the outcome of the step. A step could be a
Worker BFF that is not complete until a user action is performed. A step could even trigger
another event orchestration, which acts as a subordinate process.

Compensation is not equal to a rollback. The intent is not to erase the existence of the
execution of a previous step. In fact, we want to have an audit trail that the step was
completed and later reversed. In some domains, such as public accounting, this is a
requirement. Public accounting is an apt analogy for compensating transactions because an
accounting journal is maintained, adjustment entries are created as needed, and nothing is
ever erased. The data lake will maintain an audit of all the events, but it is important for a
component to reflect the proper history as well. Compensation is also important to keep in
mind, with regard to eventual consistency, where the data in a previous step may have
been subsequently updated by another activity. This intertwining of activities means that
the subsequent change must be accounted for when performing the compensation. It is
typically preferable to guard against these scenarios in the design, such as disallowing
other changes when an object is in a specific status, but this may not always be realistic.
Therefore, it is important to take this into consideration when designing the compensation
for a specific step.
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The processing order may or may not be important to a specific flow and therefore could be
a useful tool. For example, some steps may be more likely to fail than others. If a step is
more likely to fail and can be performed before other steps, then moving the step earlier in
the flow could reduce the need to perform certain compensations. This could be the case for
a set of steps that can logically be performed in parallel, but for technical reasons, we
serialize a step ahead of the others. It may be advantageous to divide a step in two, such
that a preliminary execution is performed before other steps to test the business rules and
then a final execution is performed after the other steps to actually execute the change. The
final execution would still test the business rules and may still fail, but the probability of
the failure is reduced. Credit card processing is a typical example, where an authorization
is performed up front. The order may or may not be important during the compensation
phase as well. Sometimes the reversals must happen in the exact opposite order as they
were originally executed and sometimes all compensations can be performed in parallel.
Compensations are also eventually consistent, so these same ordering techniques may be
applied as well.

It is important to distinguish between business rule violations and error handling. The
Stream Circuit Breaker pattern is responsible for error handling, while the Saga pattern is
responsible for business rule violations. In essence, the objective of the Stream Circuit
Breaker pattern is to keep events flowing forward, versus the objective of the Saga pattern,
which is focused on reversing the effects of previous events. These patterns need to work
together. Violation events are handled by stream processors, just like any other event. Their
execution is subject to the same transient errors, as well as code defects. When
compensation experiences an error, we want to keep the compensation logic moving. We
do not want to hold up compensations in other components just because another
component is in error. The other compensations should complete and let the failing
component eventually be corrected. This also highlights that compensation logic should be
idempotent, like any other, such that retries and replays do not overcompensate.
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Example - order collaboration with compensation

This example, as depicted in the following diagram, demonstrates using the Saga pattern in
conjunction with the Event Collaboration pattern to compensate for the interactions of
multiple components when a business violation occurs. The example builds on the example
presented in the Event Collaboration pattern. The components are assembled to implement
a business process for ordering a product that must be reserved in advance, such as a ticket
to a play or an airline reservation. The customer completes and submits the order, and then
the reservation must be confirmed, followed by charging the customer's credit card, and
finally sending an email confirmation to the customer. However, in this example, the credit
card charge is denied and the previous steps must be undone. The reservation and the
order need to be canceled.

To highlight the compensation activity, the diagram depicts the flow starting with the
triggering of the payment step after the reservation step. The dashed arrows represent the
compensation flows, whereas the solid arrows are the normal flow. The Payments
component is implemented following the External Service Gateway pattern. A webhook is
registered to consume events from the external service. The component publishes a
payment-denied event when it is notified by the external system that the charge was
unsuccessfully processed.
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In this specific example, it is assumed that all steps can be compensated in parallel. The
payment-denied event has been published and all interested components will react to this
single event. Both the Orders and Reservations components implement a stream processor
that consumes the payment-denied event. The Reservations component removes the
reservation and the Orders component sets the status of the order to canceled. The
payment-denied event contains the context information, which identifies the specific
reservation and order that must be updated. Although not depicted, the Reservations
component will publish a reservation-canceled event and the Orders component will emit
an order-canceled event.

As an alternative compensation flow, if the reservation needed to be canceled before the
order, then the Orders component would consume the reservation-canceled event, instead
of the payment-denied event. This highlights that the components are coupled based on the
event types when using the Event Collaboration pattern. This simple variation in the flow
requires a change to the Orders component. This is not the case in the next example that is
based on the Event Orchestration pattern.

Example - order orchestration with
compensation

This example, as depicted in the following diagram, demonstrates using the Saga pattern in
conjunction with the Event Orchestration pattern to compensate for the interactions of
multiple components when a business violation occurs. The example builds on the example
presented in the Event Orchestration pattern. The Mediator component conducts a business
process for ordering a product that must be reserved and paid for in advance. However, in
this example, the credit card charge is denied and the previous steps must be undone. The
reservation and the order need to be canceled.
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Once again, to highlight the compensation activity, the diagram depicts the flow starting
with the triggering of the payment step after the reservation step. The dashed arrows
represent the compensation flows, while the solid arrows are the normal flow. The
Payments component is implemented following the External Service Gateway pattern. A
webhook is registered to consume events from the external service. The component
publishes a payment-denied event when it is notified by the external system that the charge
was unsuccessfully processed.
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In this specific version of the example, it is assumed that all steps can be compensated in
parallel. The Mediator component consumes the payment-denied event and in turn emits
two events: the cancel-reservation event and the cancel-order event. Both the Reservations
and Orders components implement a stream processor that consumes their respective
event. The Reservations component removes the reservation and the Orders component
sets the status of the order to canceled. The following code fragment contains the two
additional transitions that would be added to the Mediator component implemented in the
Event Orchestration pattern example. Both transitions react to the payment-denied event.
One emits the cancel-reservation event and the other emits the cancel-order event.

const transitions = [

filter: 'payment-denied',

emit: (uow) => ({
id: uuid.vi(),
type: 'cancel-reservation',

timestamp: Date.now (),
partitionKey: uow.event.context.order.id,
reservation: {
id: uow.event.context.reservation.id,
I
context: {
order: uow.event.context.order,
reservation: uow.event.context.reservation,
payment: uow.event.payment,
trigger: uow.event.id

})
by
{

filter: 'payment-denied',

emit: (uow) => ({
id: uuid.vi(),
type: 'cancel-order',

timestamp: Date.now(),
partitionKey: uow.event.context.order.id,
order: {
id: uow.event.context.order.id,
}I
context: {
order: uow.event.context.order,
reservation: uow.event.context.reservation,
payment: uow.event.payment,
trigger: uow.event.id
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}I
1

The following diagram depicts an alternative flow where the compensation steps need to be
performed sequentially. As the reservation needs to be canceled before the order, the
Mediator only emits the cancel-reservation event in reaction to the payment-denied event.
Next, it reacts to the reservation-canceled event and then emits the cancel-order event.

The following code fragment highlights the minor change that is needed to affect this
alternate flow. The filter for the cancel-order event just needs to be changed from payment-
denied to reservation-canceled. This demonstrates a major advantage of the Event
Orchestration pattern over the raw Event Collaboration pattern.

const transitions = [

filter: 'payment-denied',
emit: (uow) => ({
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id: uuid.v1i(),
type: 'cancel-reservation',
timestamp: Date.now(),
partitionKey: uow.event.context.order.id,
reservation: {
id: uow.event.context.reservation.id,
s
context: {
order: uow.event.context.order,
reservation: uow.event.context.reservation,
payment: uow.event.payment,
trigger: uow.event.id

H)
}I

filter: 'reservation-canceled', // modified filter
emit: (uow) => ({

id: uuid.v1(),

type: 'cancel-order',

timestamp: Date.now(),

partitionKey: uow.event.context.order.id,

order: {
id: uow.event.context.order.id,

s

context: {
order: uow.event.context.order,
reservation: uow.event.context.reservation,
payment: uow.event.payment,
trigger: uow.event.id

t

H)
s
17

Both the Event Collaboration and the Event Orchestration patterns, along with the Saga
pattern, work well to create powerful control flows. Event Collaboration works best for
simple scenarios and is a great approach to start uncovering system requirements without
additional components. As the system evolves and scenarios become more complex, the
Event Orchestration pattern results in the least coupling and the most flexibility.
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Summary

In this chapter, we discussed the control patterns of reactive, cloud-native systems. The
Event Collaboration pattern replaces synchronous communication with asynchronous
domain events, which successively trigger commands in downstream components, to
resiliently choreograph long-running collaborations between boundary components. In the
Event Orchestration pattern, we improve on the Event Collaboration pattern by creating
mediator components to orchestrate the collaboration between decoupled boundary
components. Finally, in the Saga pattern, we provide a long-running transaction
mechanism based on compensation to undo the successful steps in these collaborations
when later steps encounter business rule violations.

In the next chapter, we will discuss cloud-native deployment techniques, which build on
the opportunities born from disposable infrastructure, bounded isolated components, and
value-added cloud services, to empower self-sufficient, full-stack teams to deliver with
confidence. We will shift deployments all the way to the left and decouple deployments
from releases.
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In chapter 1, Understanding Cloud Native Concepts, we discussed the promise of cloud-
native and the cloud-native concepts that help deliver on those promises. Cloud-native
enables companies to rapidly and continuously deliver innovation with the confidence that
the system will stay stable despite the rate of change and scale to meet demand. Then we
took a deep dive into the architectural aspects of cloud-native systems, starting with the
anatomy of cloud-native systems and continuing through the foundation, boundary, and
control patterns. We focused heavily on how to create bounded, isolated components that
are responsive, resilient, elastic, and message-driven.

Now we turn our attention to the human factors of cloud-native. We will delve into the best
practices and methods that empower self-sufficient, full-stack teams, drive cultural change,
and comprise the cloud-native product delivery pipeline. We will continuously deploy,
test, monitor, and secure our bounded isolated components and disposable infrastructure.

In this chapter, we will shift deployments all the way to the left to help enable teams to
continuously deploy changes to production and continuously deliver innovation to
customers with confidence. We will cover the following topics:

¢ Decoupling deployment from release
e Multi-level roadmaps

e Task branch workflow

e Modern deployment pipelines

e Zero-downtime deployment

e Multi-regional deployment

¢ Feature flags

e Versioning

e Trilateral API per containers
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Decoupling deployment from release

Let's start this chapter by posing three questions:

1. Did you notice that the Deployment chapter is before the Testing chapter?

2. Do you find the typical definitions of continuous delivery versus continuous
deployment unsatisfying?

3. How can a company possibly perform multiple deployments each day and still
have any confidence that the system will continue to function properly?

I placed the Deployment chapter before the Testing chapter to emphasize the fact that we are
shifting the activity of deployment all the way to the left on the life cycle timeline of any
given bounded isolated component. In fact, I advocate deploying a new component all the
way into production on the very first day of its development. This first deployment is just a
boilerplate stub created from a well-crafted template or it may even be just an empty stack.
Regardless, the goal of this first task is to get the plumbing of the deployment pipeline up
and running as the first order of business.

We are shifting testing all the way to the left as well. As we will cover thoroughly, testing is
no longer a phase, but an integral part of the deployment pipeline. This initial deployment
is tested. The stub generated from the template would certainly have generated test code.
But even if this first deployment only created an empty stack, its successful deployment is
the first test run of the deployment pipeline.

If you spend some time looking at job postings, you will see the terms continuous delivery
and continuous deployment used seemingly interchangeably. If you search the web for
their definitions, you will find a lot of contradictions, and you may notice that many
postings on the topic are either dated or still based on monolithic thinking. My colleague,
Steve Andrews, is adamant when he points out that customers simply do not care how
often you deploy your software; they only care how timely you deliver the capabilities they
require. Keep your customers in mind as I describe our cloud-native product delivery
pipeline, as our context has evolved.
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In the first chapter, we discussed the promise of cloud-native: to rapidly and continuously
deliver innovation to customers with confidence. We need to perform timely experiments
to determine what our customers really want out of our products. To perform these
experiments, we need to make changes to the product, but we must ensure that the changes
do not break proven features. We discussed how cloud-native concepts deliver on the
promise. Disposable infrastructure and bounded isolated components increase both the
quality and the pace of change while ensuring that we have proper bulkheads in place
when an honest mistake is made. When we hit the jackpot on customer requirements, the
system will scale globally. Embracing disposable architecture, leveraging value-added
cloud services, and welcoming polyglot cloud enables self-sufficient, full-stack teams to
focus on the experiments required to determine the right value proposition for the
customer. All of this ultimately drives the cultural change that is needed to deliver on the
promise.

Cloud-native concepts essentially align along two parallel threads: technical factors and
human factors. Typical definitions of continuous delivery versus continuous deployment
treat the two as a continuum. With cloud-native, we treat the two as interrelated parallel
threads by decoupling deployment from release. A deployment is just the technical act of
deploying a change to a component, whereas a release is a human act of delivering (that is,
enabling) a capability for the customer. The two work in tandem. One is not an evolution of
the other. We will now discuss using multi-level roadmaps to continuously deliver
innovation to customers and continuously deploy changes to production.

This is how companies perform multiple deployments each day with confidence. A
deployment is not a large monolithic activity. Each deployment is a small, focused, and
controlled change to a single bounded isolated component that is performed by a self-
sufficient, full-stack team. In this chapter, we will discuss how the process is governed by a
task branch workflow and implemented as a modern deployment pipeline. Testing is not a
separate phase in the development life cycle. In chapter 7, Testing, we will discuss the
modern testing techniques that act as an integral part of the pipeline. Operating the
production environment is not a passive activity. In chapter 8, Monitoring, we will show
how deploying small changes and continuously testing in production allow us to focus on
the mean time to recovery. A release is a marketing event, not a technical activity. We will
leverage feature flags to perform dark launches whereby we enable targeted groups of
users to participate in the experiments and provide valuable feedback regarding new
features.
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Multi-level roadmaps

We will be performing deployments much more frequently, but we do not perform
deployments for the sake of performing deployments. Smaller batch sizes actually increase
our confidence in any specific deployment. However, we must be very deliberate about
each deployment. For example, the order in which related changes are deployed to multiple
components may be very important. Therefore, fine-grained deployment roadmaps are a
necessity, but these are activities directed towards a higher goal.

Release roadmaps

We are building or changing a system for a specific purpose. There is a product vision that
we are trying to achieve. This vision is sliced into a series of experiments that teams will
perform by implementing just enough of the vision to elicit the end user feedback needed
to validate the hypothesis of the value proposition. These slices form a coarse-grained
roadmap. The results of each experiment will drive the recalibration of the roadmap. Using
another ship metaphor, we are charting a course for a destination, but as the winds and
currents push us off course, we must perform course corrections.

The roadmap of experiments is important for several reasons. First, it means that there is a
vision that is directing all the deployments. There is a goal that is guiding the contents of
these tactical deployments. Next, the slices of functionality we are implementing also have
a focused batch size. A controlled batch size once again helps increase our confidence in the
correctness of what we are implementing and deploying. We can touch on the topic of
correctness from several different perspectives. For example, we are performing
experiments to arrive at the correct product. But within a specific experiment, we establish
a focused set of assumptions that we want the end user to evaluate. Correctness from the
perspective of an individual deployment is laser focused on whether or not we think the
deployment will break existing functionality. The limited scope of an experiment or a
deployment helps us reason about the correctness. Finally, individual teams will be crafting
the deployment roadmaps just in time as we progress towards the vision. There is no need
for an elaborate upfront deployment roadmap, as it will likely change.
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Agile development methodology is not the focus of this book or even this chapter. There
are plenty of great sources of information about Lean Thinking and the Kanban method.
My goal here is threefold. First, I want to make it clear that the combination of Lean and
Kanban is the right match for our cloud-native product delivery pipeline. Do not bother
trying to use the structured cadence of sprints with cloud-native. There is a fundamental
impedance mismatch between sprints and the frequency of cloud-native deployments. I
will point out some analogs that do work. Second, I need to cover just enough methodology
to put our cloud-native product delivery pipeline in context to get self-sufficient, full-stack
teams out of the starting gate.

Finally, I think it is probably clear that this is where all the cultural change lies. Lean
experiments and continuous deployment form a two-way street. From a grassroots level, I
find that most teams are eager to start using these deployment techniques. But top-down
buy-in on delivering functionality as a series of experiments tends to be a longer road. In
Chapter 1, Understanding Cloud Native Concepts, I discussed how cloud-native drives this
cultural change by first establishing trust from the bottom up. In chapter 10, Value Focused
Migration, we will discuss how to incrementally make the move to cloud-native. The first
step is acknowledging the gap. User story mapping is a way to start to bridge that gap.

Story mapping

StOI‘y Mapping (http ://jpattonassociates.com/wp—content/uploads/2015/03/story_
mapping.pdf) is a technique I find useful for slicing a product vision into a series of
experiments that can be incrementally released to specific groups of users. As the following
diagram depicts, it is a visualization technique to help tell a story about how different users
(blue cards) do something to reach a specific goal. It is important to have a user focus
because we will be using feature flags to enable features for specific user groups. Thus, the
user needs to be a fundamental delimiter in the roadmap. User tasks (green and yellow
cards) are organized from left to right in the order you would describe the user tasks to
someone else. User tasks are organized from top to bottom based on priority. This is where
we create our slices (grey arrows).
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The smallest number of tasks that enable a specific user type to accomplish a goal is a viable
release to perform an experiment.

The first slice should be the walking skeleton (green cards). I mentioned earlier that I would
point out analogs to scrum sprints that we can apply to Lean and Kanban. Milestones are
one such analog. Obviously, a release (that is, a slice) is a milestone and the walking
skeleton should be the first major internal milestone. Completing and validating the
walking skeleton across the various user types is a major achievement. The backbone of the
system is in production and access is flipped on for internal users to preview the release
and provide initial feedback.

This first experiment sets the stage for everything that follows. From here, individual teams
can perform experiments independently for different user types. It is interesting to point
out that our cloud-native architecture facilitates these independent experiments. For
example, a team can build a component in one experiment that sends events downstream to
a component that may be built in a later experiment. The current component can still
function properly for the experiment without the presence of the other component. When
we do implement the other slice, we can replay the previous events from the data lake to
seed the new component.
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Deployment roadmaps

Within a slice, self-sufficient, full-stack teams will implement the specific user tasks. Each
user task is a card (aka story) on the Kanban backlog. A single team owns a cloud-native
bounded isolated component. That component may be a backend for frontend, and the full-
stack team owns the frontend as well. As such, it is not unusual for a single team to own the
majority of the stories in an experiment, particularly since upstream and downstream
components can be implemented in separate experiments. The stories in our cloud-native
product delivery pipeline tend to be much more coarse-grained than in typical scrum
practices. A story covers the full-stack and a team will implement the full-stack
concurrently. This is where we divide a story into individual tasks that define our
individual deployment units of work.

When a team pulls a story in off the backlog, the first order of business is to divide the story
up into the individual tasks that define the deployment roadmap. This activity is akin to a
sprint planning session. It is not unusual, particularly in the early stages, for our coarse-
grained stories across the full-stack to resemble a typical sprint duration. Instead of creating
fine-grained stories, we are defining each individual task to be a small focused unit of
deployable work that takes preferably less than a day to implement and test, but certainly
no more than two days. It can be useful to think of a cloud-native story as a mini sprint. The
story planning session would include all the typical three amigos activities. The completion
of each story is another important milestone. When a story is done, there should be a demo;
only the demo is performed in production, the feature being flipped on for the participants.
When all the stories in a slice are done, we release the experiment to a controlled set of
users. If you are screaming heresy, that's fine—just soldier on.

Task branch workflow

When discussing the topic of continuous deployment, it is understandable that you might
conjure up the image of every single commit by every developer being automatically
deployed to production. It is natural to find this concerning because there are too many
human factors involved that can send this awry. There is also the notion that there are no
manual gates, but this isn't really true either. What is true is that we want to make small
and controlled changes that are automatically deployed to production. This is because it is
much easier to reason about the correctness of small changes and it is much easier to
diagnose a problem in production when it could only be the result of a small change.

[179]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Deployment Chapter 6

To facilitate these small deployment units, we must decouple deployment from release and
treat the two as separate, continuous threads working in tandem. We define a release
roadmap that consists of a series of experiments that implement thin slices of functionality
in an effort to validate the value proposition for a specific user base. Each slice is made up
of a set of user stories. As a team pulls in a story, they decompose the story into an ordered
set of tasks that constitutes the deployment roadmap for the specific story.

Each task is a self-contained unit of work that will ultimately be deployed to production.
This unit of work includes coding the functionality, coding the tests, performing code
review, executing the tests, testing the deployment, deploying to production, and asserting
the stability of the system. To this end, we need a mechanism to govern this process. Our
mechanism of choice is the Git Pull/Merge request. GitHub and others use the term Pull
request because the first step is to pull code from a branch. GitLab uses the term Merge
request because the last step is to merge the change into a target branch. The two are the
same and the terms can be used interchangeably.

If you are still working on a monolithic system, it is likely that you are still using
Subversion and doing trunk-based development. When making the transition from
monolithic to cloud-native, it is critical to make the switch from Subversion to Git as well.
Trunk-based development relies totally on the developer doing the right thing to not break
the build, but we are all human and we make honest mistakes. Therefore, trunk-based
development does not provide the stability we need.

In Git, a workflow defines a branching strategy. There are many different workflow
strategies. For cloud-native, we want a very simple and straightforward workflow. We
want very short-lived branches. The classic reason for short-lived branches is to avoid
merge conflicts by performing continuous integration. We want this as well, but we also
want to limit the batch size of our deployments. By limiting the scope of a branch to a small
atomic unit of preferably less than a day of development, we can better accomplish both
these goals.

The name task branch workflow implies a short-lived branch that is focused on a specific
task. Issue branch workflow is another name that is often used for the same goal. Its name
is derived from the idea that a branch is created for each issue in an issue-tracking system.
With a task branch workflow, we will also create a branch per ticket (that is, issue) in the
tracking system. However, not all tickets are created equal. A ticket might represent a task,
story, feature, bug, or even an epic. The name task branch workflow, therefore, implies that
we are creating branches only for issues that represent a task within a specific user story.
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So how does it work? For starters, each deployable component lives in its own Git
repository. Therefore, each task in the deployment roadmap will be focused on a single
component in a separate repository. A developer creates a new branch and a pull request. It
is best to create the pull request upfront as the pull request is where the code review will be
performed. Starting the pull request immediately allows discussion to begin with the first
push. The developer will implement the code for the functionality and the tests on the
branch.

We will discuss testing in depth in the next chapter, chapter 7, Testing. For now, it is
important to understand that testing is not a phase and it is not a job title. Testing is an
integral part of each task and it is a team effort. A task includes unit testing, integration
testing, static analysis, code coverage, and so forth. This is always where I hear cries of
heresy. How is it possible to do all this in a single task? The shortest answer is focus. We
make each task very focused.

One tenet of the Kanban method is to eliminate waste. This essentially means do not write
any code until you need it. But we find ourselves writing code all the time just because we
might need it and we might as well get it in now. But this is monolithic thinking driven by
coarse-grained deployments. Instead, we are deploying all the time. There will be ample
opportunity to add code and deploy when we need it. When we do write code, we have to
test it—all of it. Therefore, a focused task will have all the flavors of testing, but only a little
of each because we only wrote a little bit of code that needs to be tested. The test suite will
accumulate with each additional task.

When the developer is ready, the code is pushed to the origin repository. At this point, the
code is automatically tested by the pipeline, as we will discuss shortly. The component will
also be deployed to the staging environment to assert the correctness of the deployment.
The code is also ready for code review in the pull request. Note that the code review is also
quicker because less code is written in a focused task. Once everything is in order, the pull
request can be manually approved, which will merge the code into the master branch and
trigger the pipeline to deploy the component to production. Once the component is
successfully deployed to production, the team will confirm that the continuous tests
executing in production are all green and move on to the next task. These continuous tests
are known as synthetic transaction monitoring, which we will cover in chapter 8,
Monitoring.
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Another key governing aspect of the pull request is the timing of the manual approval. A
task is specific to a deployment unit, such as a backend for a frontend component or the
frontend itself. A single team will own both of these repositories and will likely work on
related tasks for each in parallel. However, to ensure zero downtime, it will usually be
necessary to deploy each unit in the specific order as the team noted in the deployment
roadmap. Therefore, even when a pull request is ready to go, the team may hold off until
another pull request is approved and deployed first. We will enumerate some scenarios in
the Versioning section. A team may also hold off because it is late and it is best to wait until
morning or wait until later in the day when system usage is lower. The point is that this
manual gate is an important control tool.

Deployment pipeline

The deployment pipeline is governed by a Git pull request in the context of a task branch
workflow. The short-lived branch helps control the batch size of the deployment; the
focused change is tested, reviewed, and manually approved, and the deployments are fully
automated. The pipeline is orchestrated by multiple tools. A modern CI/CD tool controls
the overall flow, node package manager (npm) controls the individual steps, the cloud
provider's infrastructure-as-code service provisions the cloud resources, and the Serverless
Framework provides an important abstraction layer for the infrastructure-as-code service.

Modern CI/CD

The latest generation of continuous integration and deployment tools provides a much
more simplified model than traditional tools. Configuration is streamlined, they are fully
managed, and they are seamlessly integrated with hosted Git services. These tools include
the likes of TravisClI, CircleCI, GitLabCl, and Bitbucket Pipelines.

Traditional tools have struggled to evolve from their continuous integration roots to meet
the complex needs of modern pipelines. There is a tendency to leverage a shared
infrastructure model, which impedes team independence. Too much coding is performed in
the CI tool that cannot be shared and executed outside the tool.
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With modern tools, a pipeline is defined in and versioned with each specific project. There
is no need to work outside of a project to configure its pipeline. The configuration of a
pipeline is declarative, and fine-grained details are delegated to external scripts, which can
also be executed independently. The presence of the configuration YAML file in the root of
a project will automatically trigger the pipeline at the specified points in the Git workflow.
The outcomes of each pipeline instance are reported back to the pull request to enforce
checks and balances.

The following is an example of a .gitlab-ci.yml configuration file. The presence of the
file in a project's root folder enables the pipeline. The first line of the file specifies the
Docker image that is used to execute the pipeline jobs. This pipeline defines three jobs:
test, staging-east, and production-east. The test job is not associated with any
specific branches, thus it will execute on all branches. This job effectively fulfills our need
for traditional continuous integration. Every push to a branch will trigger the test job. This
includes all task branches and the master branch. The job executes the unit tests, which
includes lint and code coverage, followed by the transitive integration tests. We will cover
testing in detail in Chapter 7, Testing.

image: node:6 # docker image

before_script:
- npm install # all dependencies

stages:
- test
- deploy

# continuous integration testing on all branches including master
# on all pushes and accepted pull requests
test:
stage: test
script: # delegate to external scripts
- npm test
- npm run test:int

# deploy to staging when a task branch is tagged for deployment
staging-east:
stage: deploy

variables:
AWS_ACCESS_KEY_ID: S$STG_AWS_ACCESS_KEY_ID # secure variables
AWS_SECRET_ACCESS_KEY: S$STG_AWS_SECRET_ACCESS_KEY
script:
- npm run dp:stg:e
only:
- tags
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except:
— master

# deploy to production when a pull request is accepted
production-east:
stage: deploy
variables:
AWS_ACCESS_KEY_ID: SPROD_AWS_ACCESS_KEY_ID
AWS_SECRET_ACCESS_KEY: SPROD_AWS_SECRET_ACCESS_KEY
script:
- npm run dp:prd:e
only:
— master

The staging-east job will execute on all branches except for master (that is, task
branches), so long as the branch has been tagged. It is good practice to push code early and
often to elicit feedback in the pull request as soon as possible. However, the early pushes
may not be ready for deployment to the staging environment. Therefore, to trigger a
deployment, a tag, such as deploy, should be applied to the specific branch. This will test
whether all the deployment scripts are working properly. The staging environment will
also have synthetic transaction tests continuously executing to smoke test the system. We
will cover continuous production testing in chapter 8, Monitoring. Manual exploratory
testing can be performed in the staging environment before a pull request is accepted if the
specific change so warrants. The pipeline definition also manages the configuration of
environment variables via global and job-specific variables. Secret variables, such as access
keys, are stored securely.

The production-east job will only execute on the master branch after a pull request has
been accepted. This job is associated with the deploy stage. Jobs are sequenced into stages
and the test stage is defined to execute before the deploy stage. Thus, the production
deployment will only proceed after the tests have passed on the master branch as well.
Once in production, the deployment will be scrutinized by synthetic and real transactions,
and alerts will be produced by the application performance monitoring system. The team
must confirm that all is well before turning their attention to the next tasks.
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npm

We do not want to write scripts in the CI/CD tool. The CI/CD tool is focused on
orchestrating the pipeline and should delegate to external scripts that can also be executed
manually. This allows developers to test deployments from their own machine. These
scripts should use the most appropriate tools as dictated by the language and frameworks
used in the specific project. However, the frontend applications of cloud-native systems are
typically implemented as React and/or Angular JavaScript single-page applications.
Therefore, npm will already be part of the ecosystem. As we will discuss shortly, I
recommend using the Serverless Framework as a layer over a cloud provider's
infrastructure-as-code service, regardless of whether or not function-as-a-service is being
used, and it needs to be installed by NPM. NPM can also help handle differences between
Linux and Windows scripts. Thus, NPM is a good choice for executing external scripts. This
also enables developers to move from project to project and use standard commands, such
as npm test, without immediate concern for the specific tools used.

The following is an example of an NPM package. json configuration file. Its main purpose
is to manage dependencies and execute scripts. In this example, I have included the vast
majority of dependencies leveraged when implementing a component in JavaScript; it is a
surprisingly small number. All the scripts used by the pipeline are included, plus
additional scripts used by the developers only.

{

"name": "my-project",
"scripts": {
"test": "mocha ./test/unit/**/*.test.js",
"test:int": "mocha ./test/int/**/*.test.js",
"dp:1lcl": "sls deploy -v -r us—east-1 —-—acct dev",
"rm:1cl": "sls remove -v -r us—-east-1 --acct dev",
"dp:stg:e": "sls deploy -v -r us—east-1 -s stg ——acct dev",
"dp:prd:e": "sls deploy -v -r us—-east-1 -s prd —--acct prd"
}I
"dependencies": {
"bluebird": "latest",
"debug": "latest",
"highland": "latest",
"lodash": "latest",
"moment": "latest",
"uyuid": "latest"
}I
"devDependencies": {
"aws—sdk": "latest",
"aws—sdk-mock": "latest",
"chai": "latest",
"mocha": "latest",
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"serverless": "latest",
"serverless-offline": "latest",
"serverless—-webpack": "latest",
"sinon": "latest",

"supertest": "latest",
"webpack": "latest"

}

The example test scripts use the Mocha testing tool to execute all the unit tests and
integration tests defined in the project. These tests will be executed on all branches via the
CI/CD tool. A detailed discussion of testing practices is covered in Chapter 7, Testing. The
dp:stg:e and dp:prd:e scripts delegate to the Serverless Framework to perform the
deployments, as described in the next section. These specific scripts deploy to the eastern
region. We will cover multi-regional deployments shortly. All task branches are
automatically deployed to the staging environment in the development account. The
master branch will be automatically deployed to the production account. In the next
section, we will see how the ~—acct command-line option is used to select account-specific
variables.

A developer can execute these scripts in the same manner as the CI/CD tool. For example, a
developer can run the tests locally while implementing the code and test the deployment
prior to pushing the change to the remote branch. A developer can also create a personal
stack for development and testing purposes without stepping on the work of other
developers. The developer would then remove the stack when it is no longer needed. As an
example, I will use the following commands to deploy and remove my personal local stack.
The --stage command-line option is a qualifier that the Serverless Framework includes in
the stack name to make it unique:

$ npm run dp:lcl -- --stage Jjohn
$ npm run rm:lcl -- --stage Jjohn
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Infrastructure as Code services

Each cloud provider offers an Infrastructure as Code service, such as AWS
CloudFormation, Azure Resource Manager, and GCP Cloud Deployment Manager. These
services provide a declarative template language that is used to provision a collection of
related cloud resources. This collection of resources is typically referred to as a stack.

A stack is provisioned and updated as a unit in an orderly and predictable fashion. A stack
maintains state about all of its resources. Resources that have been added to a template will
be created, resources that have been removed from a template will be deleted, and
resources that have been changed in the template will be updated. In addition, all these
actions are performed in the appropriate order as determined by their interdependencies.
When a stack is deleted, all the resources in the stack are also deleted. This housekeeping
controls the clutter and drift that can form in an account if these resources are managed
manually.

There are many different Infrastructure as Code tools available and everyone has their
favorite. The cloud provider tools have the advantage that they manage the resource state
and interdependencies automatically. They also facilitate governance and auditing because
the service tracks the inventory of stacks and their components. The declarative nature of
the templates can become cumbersome as a template grows in size; when used to manage
our monoliths, they were definitely too unwieldy. However, these services are a very good
match for bounded isolated components. If a template grows too large, it is an indication
that the component may have grown too large and is likely no longer bounded or

isolated. That said, there is still room for improvement, and this is where the Serverless
Framework shines.

Serverless Framework

The Serverless Framework is arguably the de facto standard tool for managing Function-as-
a-Service projects. It embodies a set of best practices and configuration-by-exception rules
that eliminate a significant amount of boilerplate scripts and configurations. For example,
the following 30-line example will generate a 275-line CloudFormation template. The tool
supports multiple providers, including AWS, Azure, GCP, and more.
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The Serverless Framework is the best tool I have found for managing AWS
CloudFormation, regardless of whether or not Function-as-a-Service is being used. One
such example of its ability can be seen when deploying a React or Angular single-page
application. Those projects will employ this same pipeline pattern. The serverless.yml
file will create the S3 bucket to hold all the static files, the CloudFront CDN to serve the
files, and the Route53 RecordSet to define the domain, along with any other resources that
may be needed. I also create a Serverless project for every AWS account that I create. These
projects enable CloudTrail, defined IAM roles, groups, and policies, grant access to the
deployment pipelines and the application performance monitoring service, create the
Route53 hosted zone and certificates, and any other global, account-scoped resources used
throughout the cloud-native system. Each account project also defines a similar deployment
pipeline. The Serverless Framework helps unify the management of all these different
project types.

The following is a full serverless.yml file example. We have already seen many
examples of serverless.ynl file fragments throughout the patterns chapters. For
completeness, this example shows a simple function leveraging the AWS API Gateway, like
we have seen before. The other features are of more importance in this discussion.

service: my-project # base name of the stack and component

provider:
name: aws
runtime: nodejs6.10

plugins:
- serverless-offline

- serverless-webpack

custom: # account specific variables

dev:
vl: 123

prd:
vl: 789

functions:

get:
handler: handler.get
events:

- http:
path: items/{id}
method: get
environment:
V1: ${self:custom.${opt:acct}.vl} # recursive variable
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resources:
# additional resources such as dynamodb tables

The Serverless Framework can also be extended via plugins. For example, the
serverless-offline plugin simulates AWS API Gateway and AWS Lambda for local
testing. The serverless-webpack plugin leverages the power of webpack to optimize the
deployment size of the JavaScript Function-as-a-Service.

The Serverless Framework provides a very nice mechanism for variable substitution.
Variables can be sourced from command-line options, environment variables, files, scripts,
other stacks and the YML file itself. In this example, we use the ${opt :acct} command-
line option passed in from the NPM script to index into the account-specific variables that
are defined in the custom section of the serverless.yml file. This demonstrates the ability
to recursively reference variables. If there were many account-specific variables, then they
could be decomposed into separate files. The account-specific variable in turn is used to
store the configuration in the environment so that it can be easily accessed by the function
code.

Any additional resources, such as streams, tables, buckets, CDNs, and so forth, can be
managed in the resources section. We have seen many such examples in chapter 3,
Foundation Patterns and chapter 4, Boundary Patterns.

Zero-downtime deployment

Cloud-native systems are always on, and they follow the sun. There is never an opportune
time to take the system offline to perform maintenance and deployments. We must update
the system while it is running and with zero user interruptions. To achieve this, the system
components must be stateless, since a component may be changed out in the middle of user
sessions. A new component must also be backwards compatible because it is not possible to
change out all the components at the exact same time. No matter how well we test and
prepare, sooner or later a deployment will go wrong because of honest human error. It is
inevitable. When a deployment does go wrong, we want to limit the blast radius and we
want to recover quickly. It is preferable to roll forward with a quick fix, but we need to
have the option to roll back as well. There are a variety of approaches, including blue-green
deployments, canary deployments, multi-regional deployments, and feature flags, plus
other various useful combinations.
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Blue-green deployment

Blue-green deployment is probably the most commonly sited approach to zero-downtime
deployment. The general idea is to maintain two identical infrastructure environments
named blue and green. At any given point in time only one environment is live. In the
following diagram, Blue is the live environment. A new version is deployed to the Green
environment and smoke tested via a private endpoint. When the new deployment is
deemed ready then the Green environment is made live by switching all traffic from Blue
to Green. If anything goes wrong, then the traffic can be routed back to the blue
environment. Otherwise, the Blue deployment is retired and the next deployment will start
in the Blue.

Ironically, this approach works much more easily with a monolith because there are fewer
moving parts. A new deployment of the entire monolith is created and swapped out. With
a cloud-native system, each component is deployed independently, thus each component
needs to perform a blue-green deployment. If no infrastructure is shared between
components, then the process is essentially the same. However, there is a strong tendency
to share a container cluster across components. In this case, there are basically two options
available to achieve blue-green deployments.
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One option is to perform blue-green deployments within a single cluster. Each component
would maintain a blue and a green definition in the cluster and alternate between the
definitions by changing the image version and switching the targeting on the load balancer.
This option can be tricky, and also requires additional headroom in the cluster to
accommodate upwards of twice the number of container instances until the switch is fully
completed. It also puts the single cluster at risk during the deployment.

The other option is to maintain a blue cluster and a green cluster. At any point in time,
some components would be live in the green cluster while the other components would be
live in the blue cluster. This approach still requires additional headroom during the switch,
but this involves ramping up one cluster and later ramping down the other cluster. Overall,
it is much easier to reason about the correctness of this approach, and the additional cluster
provides a natural bulkhead. However, there is the additional overhead of managing twice
as many clusters.

The blue-green approach does not take the database directly into account, and it is also an
all or nothing solution regarding routing. We will discuss improvements with canary
deployments.

Canary deployment

The canary deployment approach improves on the blue-green approach by routing only a
portion of users to the new version, as shown in the following diagram, to ensure it is
working properly before switching over all the traffic. The name comes from the mining
practice of bringing a canary into the mine because the bird is more susceptible to toxic
fumes and would provide an early warning sign to the miners when the bird stopped
singing.
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From an infrastructure standpoint, a canary deployment looks pretty much the same as the
blue-green deployment. The major difference is with the database. Both the old and the
new version of the components are used simultaneously. Therefore, it is not usually feasible
to have two versions of the database running concurrently and keeping them in sync, to
support rolling back to the previous version if the canary test fails. The same case can be
made for blue-green deployments, which assumes a conversion prior to the switch in either
direction.

Database versioning and versioning in general are important enough that we will cover the
topic in its own section shortly. There is still room for improving the zero-downtime
deployment approach and account for regional failover as well.

Multi-regional deployment

A major cloud-native theme that I repeat over and over is putting proper bulkheads in
place to guard against inevitable failures and control the blast radius. In chapter 2, The
Anatomy of Cloud Native Systems, we discussed how cloud regions provide a natural and
necessary bulkhead, as regional failures are inevitable. The following diagram depicts how
running a multi-regional deployment intrinsically requires redundant infrastructure,
replicates data between the regions, routes subsets of traffic to each region, and provides
failover when a region is not operating properly. These are all the ingredients needed to
perform zero-downtime deployment, as highlighted for blue-green and canary
deployments. This is a great opportunity to fill two needs with one fell swoop.
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With the multi-regional deployment approach, we stagger the deployment of the new
version to each region after confirming the deployment in the previous region. If anything
goes seriously wrong with the deployment to a region, then its traffic will failover to the
nearest region. If there was a less significant problem with the deployment in a region, then
the users of that region would be impacted until the deployment was either rolled forward
or rolled back. To compensate for this, we could have the regional deployments follow the
moon, so to speak, so that fewer users are actively using the system in a specific region.
With synthetic transition monitoring in place, as we will discuss in chapter 8, Monitoring,
this continuous smoke testing would assert the success of the regional deployment.

To implement regional deployment, we simply add an NPM script and a CI job for each
region. The regional deployment jobs could be triggered when a region-specific tag is
applied to the master branch. Another approach is to have regional branches off the master
branch and use a pull request to merge the master branch into each regional branch to
trigger the regional jobs. There may be variations on these two options that suite a team's
specific needs.

Value-added cloud services, such as cloud-native databases, Function-as-a-Service, and API
Gateway services make multi-regional deployments both economical and much more
manageable. Cloud-native database support for regional replication is becoming more and
more turnkey. Function-as-a-Service and API Gateway services support versioning to
facilitate rollback and incur no additional cost when deployed to multiple regions. The
Serverless Framework and Infrastructure as Code services are already geared towards
multi-regional deployment.

Probably the most important aspect of zero-downtime deployments is the batch size of the
specific change. By decoupling deployment from release and leveraging a task branch
workflow, we are significantly reducing the risk of each deployment. If a team's confidence
level is still low, then this may be an indication that the batch sizes are still too large or that
a component itself is too large and should be divided up. There is still room for improving
the zero-downtime deployment approach by leveraging feature flags.
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Feature flags

Our overarching deployment philosophy is to decouple deployment from release. We are
slicing the delivery of features into incremental experiments and testing user reaction to the
new capabilities to validate their value proposition. To accomplish each slice, we are
continuously deploying small incremental changes all the way into production. These small
batch sizes significantly reduce the risk of each deployment and increase the speed at which
teams can recover from any deployment failure by rolling forward. These deployments
accumulate in production until the slice is completed and the experiment is released to a
select group of users. A release is accomplished by flipping feature flags to make the new
features accessible.

A feature flag provides the ability to hide, enable, or disable a feature at runtime. The
changes in each deployment are effectively turned off until they are explicitly enabled. In
their simplest form, feature flags are implemented as flags in a database that are checked
before performing a block of code. This approach has the disadvantage of polluting the
code, and must be carefully removed when no longer needed. The preferred approach is to
leverage the natural feature flags of a system, such as permissions and preferences.

Groups of users will be granted access to use new features in the same manner in which all
permissions are granted. Internal users are granted access to perform demonstrations and
exploratory testing, early adopters are granted preview access in exchange for feedback,
and, ultimately, access is granted for general availability to all users. Users may be given
the ability to opt-in for a feature via their preferences or by purchasing a feature.

Smart feature flags can be used to do A/B testing. A certain percentage of users may be
presented with one option rather than another. Machine learning can be used to
intelligently choose when to present a new feature. We are also seeing feature flags
successfully offered by third party services.

Feature flags greatly reduce the complexity of zero-downtime deployment with regard to
infrastructure. Small changes are deployed in place and control the risk of each
deployment. Staggering regional deployments is certainly reasonable, but not a necessity,
because new features are disabled. When staggering is employed, regional failover handles
the worst-case scenarios. Still, multiple versions of the code are deployed to production
concurrently and will ultimately be used concurrently by different groups of users.
Therefore, care must be exercised when implementing and deploying these changes, and
versioning requirements may greatly impact the deployment roadmap.
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Versioning

The topic of versioning may immediately bring to mind the nightmares of managing
multiple versions of a product with a branch per version, cherry picking fixes across
branches, operating version-specific deployments, and wrangling with customers who
refuse to upgrade. Fortunately, the topic of versioning in cloud-native systems, that are
always-on and provided as-a-service, is an entirely different subject. Our cloud-native
product delivery pipeline and the versioning implications is another area where we need to
rewire the way we think about software development.

We are continuously deploying small batch sizes to production, staggered across multiple
regions, and leveraging feature flags to hide new capabilities until they are ready for
consumption. When new features are ready for consumption, we enable them
incrementally for specific target audiences to elicit feedback. We may even implement A/B
testing based on feature flags to test user reactions to different versions of a feature. The
customer may not even notice that they are using a new version, much less even care, as it
is no longer their responsibility to manage upgrades.

To continuously deploy small batch sizes to production, we must be confident that these
deployments will not violate our requirement for zero-downtime deployments. Our
confidence is largely derived from a well-crafted deployment roadmap. Versioning is the
primary driving force behind a well-crafted deployment roadmap. On a story-by-story
basis, a team comes together in the story planning session and defines a deployment
roadmap that consists of a set of ordered tasks that will each deploy a backwards-
compatible change to production. It is interesting to note that while small batch sizes
reduce the risk of each deployment, it is the backwards compatibility requirement that
drives the scope of each task to be even smaller.

Take a simple bug fix as a basic example. If the fix is contained within a single deployable
unit, then the deployment roadmap for the fix could consist of a single task. However, if the
backwards-compatible fix was in a shared library, then the roadmap would consist of a task
to fix and deploy the library to the registry, followed by a task for each dependent
component to increment the version of the library and follow its pipeline into production. It
is important to point out that the deployment of the shared library would not automatically
trigger the redeployment of its dependents. This kind of lack of transparency can lead to
unintended consequences in a continuous deployment model, particularly when a
dependent team is unaware of the change. Instead, it is critical that dependent components
upgrade their dependencies when they are ready.

[195 ]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Deployment Chapter 6

In this section, we will cover the various guidelines that a team should consider when
crafting a deployment roadmap. In many scenarios, we will see that backwards-compatible
changes may only need to live for a few hours, while others may be very long-lived and
become a way of coding.

Synchronous API

There is a very direct dependency between a consumer of a synchronous API and the
definition of the synchronous APL If the definition is changed and deployed before a
consumer has been upgraded, then there will be an outage if that API is invoked. With an
asynchronous API, there would be an error, but it can be corrected and resubmitted out of
band with limited to zero impact on the consumer other than the overall latency of the
downstream flow. Therefore, a backwards-incompatible change to a synchronous API is
always an indication that care must be taken when defining the deployment roadmap for
the specific story.

In our cloud-native systems, we strive to eliminate all synchronous intercomponent
communication and relegate synchronous calls to the boundaries of the system. The
Backend For Frontend (BFF) is one such pattern where we have a need for a synchronous
API between the frontend and the backend. Fortunately, in this pattern, we prefer that the
same team owns the backend and the frontend. This enables the team to implement the
backwards-incompatible change with zero downtime, with the quick succession of multiple
tasks.

As an example, let's take a case where a team wants to change the name of a field on the
API of their BFF. The following deployment roadmap could be employed:

1. Create a task branch workflow in the BFF project to add the new field name
while leaving the old field name in place.

2. Create a task branch workflow in the frontend project to change the code to use
the new field name. This task could be implemented in parallel, but its pull
request would not be accepted until after the BFF task was successfully deployed
to production.

3. Create a follow-up task branch workflow in the BFF project to remove the old
field name. This pull request would be accepted after the frontend had been
successfully deployed and its caching policy expired, which could be a short or
long time, depending on the frontend technology.
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In this case, the single team could potentially complete all three tasks across the two
projects in a matter of hours, resulting in three production deployments in a single day by a
single team. In the case of a similar change to shared resources, then the same process
would be followed, but would involve multiple teams. The overall process would only be
as protracted as is necessary for all the teams to coordinate. The final task to remove the old
field from the shared resources would occur after all dependent teams had completed their
tasks.

The extreme case involves an open API that is exposed to the public. In this case, it is
difficult to impossible to determine all the dependents. The typical solution is to implement
a versioned endpoint. The vN endpoint would contain the new field name and the vN-1
endpoint would still contain the old field name. The old endpoint would be updated to
adapt to the new implementation as opposed to running many versions, where possible. A
deprecation policy would also be announced for the old endpoint. GraphQL is emerging as
an alternative solution to this problem, as the client directs the fields that are used. This
increases the number of variations that the component can reasonably support.

Database schema

Database versioning in a cloud-native system is very different. Traditionally, we would
perform a database conversion. However, conversions often require downtime.
Furthermore, a batch-oriented conversion may not be reasonable in a cloud-native system
because of the volume of data. Alternatively, an A/B feature flag may necessitate running
concurrent versions.

Cloud-native databases are often schemaless. This eliminates a great deal of complexity that
is traditionally required to deploy a new database or change a database schema. However,
the data structure stored in a cloud-native database does have an implicit schema.
Therefore, the code must be implemented to handle multiple versions of the implicit
schema. Each row could potentially contain a different version of the data structure. New
versions of the code must handle old data in a way that they adorn the new structure in a
backwards-compatible way and lazily convert or initialize missing elements. Every version
of the code should handle new versions of the data so that unrecognized data is not lost. As
a result, the data will be gradually converted row by row, in a just-in-time fashion. This
technique follows Postel's Law (aka the Robustness Principle): Be conservative in what you
send, be liberal in what you accept.
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When applying the CQRS pattern, it is not unusual to change the type of persistence that is
used to implement the materialized view. The deployment roadmap for such a change
might have the following tasks:

Deploy the new database alongside the existing database.
Implement a new listener to consume events and populate the new database.
Implement a feature flag in the BFF logic to flip between data sources.

Ll

Replay past events from the data lake to seed the new database. This step could
be protracted if there is a large amount of historical data.

o

Deploy the change to switch to the new database.
6. Remove the old database and its listener.

This is another case where the story is owned by a single team. The BFF contract would not
change and the upstream event type would not change. The team's confidence with the
new database type would dictate how quickly these tasks could and should be rolled out.
Tasks 1-4 could be rolled out quickly, while task 5 and 6 would proceed after a sufficient
evaluation period.

Asynchronous API

Versioning of our asynchronous APIs is concerned with the backwards compatibility of the
event type definitions. Upstream components must uphold their contract with downstream
components. Meanwhile, downstream components may need to support legacy event type
definitions. Fortunately, event type definitions are only used within the cloud-native
system and not exposed to third parties. This means that reasonable changes can be enacted
relatively quickly with timely team coordination.

The event type names are the critical link that enables downstream components to consume
the proper events. Therefore, it is important not to change the names of the event types.
This is analogous to changing the endpoint of a synchronous API in that it will immediately
break the system, but with a couple of caveats. First, if an upstream component changes an
event type name, nothing will produce an error. The new event type will be silently
ignored by downstream components, which are still expecting the old event type.
Therefore, this bug could go unnoticed for a while. Second, the typical approach with a
synchronous APl is to create a versioned endpoint. However, as previously mentioned,
event types are only used internally. Therefore, there is no need to follow a similarly
protracted approach of versioning the event type names. Instead, we will version the
contents of the event types, which may allow some consumers to go unaffected if they are
not dependent on the specific change. The only legitimate reason to change an event type
name is if it is wrong, which ought to be caught early in the life cycle.
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Following our common example, let's take a case where an upstream team wants to change
the name of a field in the event type they produce. The following deployment roadmap
could be employed:

e Each downsteam component that is dependent on the field will create a task
branch workflow to add logic to conditionally handle the presence of the old or
new field name. More on this in a bit.

¢ The upstream component creates a task branch workflow to change the name of
the field. This pull request can be accepted once all the downstream components
have been updated.

¢ Some downstream components may be able to create a task to remove the
conditional logic once the upstream change has been deployed.

Note that downstream components need to support the replay of events. The content and
format of historical events are immutable and should not be modified as they provide an
audit trail of the events. Therefore, some downstream components may need to support
multiple formats if they need to support the replay of those older events. This is another
application of Postel's Law (aka the Robustness Principle). Generally speaking, there is no
need for a specific version number field. Asserting the presence of a specific field should be
sufficient for most changes. A more drastic change in an event definition may occur when a
new upstream component is added to produce a specific event type.

In chapter 10, Value Focused Migration, we will cover the topic of bidirectional
synchronization, whereby multiple components will produce and consume the same event
type. We will also discuss how cloud-native systems are designed in a way that they
themselves can be strangled, thus achieving the ultimate in flexibility. For example, a new
upstream component may be introduced that will phase out an existing upstream
component. In such a case, there may be more significant changes in the definition of the
same logical event type. As the old and the new component will exist simultaneously for a
period of time, it is important to include a tag in the event that identifies the source of the
event. Downstream components should use the source tag to conditionally control how
they consume the events from the different sources.

When introducing a new upstream component that is producing a new version of an
existing event type, it may make sense to have the new source initially emit events that are
backwards-compatible. The new component would produce events that are an
amalgamation of the old and the new format. This is useful when there are many
consumers or when some consumers will be phased out as well. Once all consumers are
either updated or retired, then the new producer will be cleansed of the old event type
mapping logic.
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Micro-frontend

In the examples of the Backend For Frontend pattern in Chapter 4, Boundary Patterns, we
discussed the concept of the micro-frontend. The objective of the micro-frontend
architecture is to avoid creating a monolithic frontend and enjoy the benefits of
independently deployable frontend components. One of the examples was an e-commerce
site where the checkout feature is one of several completely separate micro-frontend
applications that work together to provide a complete user experience. The team
responsible for the checkout micro-frontend application would also provide the micro-
frontend add-to-chart widget that is leveraged by the product details micro-frontend
application. Each of these pieces could be versioned independently and rely on a feature
flag to control which version is presented to the user. Each team would be responsible for
the versioning of the BFF, along with the frontend, as discussed earlier. The various teams
would work together to create the deployment roadmap for the task branch workflows
needed to put the feature flags in place at the various junction points in the user experience
flow.

Trilateral API per container

In the Trilateral API pattern in Chapter 3, Foundation Patterns, we talked about how a cloud-
native component can publish up to three different interfaces: a synchronous API for
processing commands and queries, an asynchronous API for publishing events as the state
of the component changes, and an asynchronous API for consuming the events emitted by
other components. The synchronous APl is usually published via the API Gateway pattern,
as discussed in Chapter 4, Boundary Patterns. The asynchronous API for consuming events
is usually implemented as a stream consumer, as discussed in the Event Streaming pattern
and the asynchronous API for publishing events is usually implemented as a database
stream consumer following the Database-First variant of the Event Sourcing pattern, as
discussed in chapter 3, Foundation Patterns. This means that a cloud-native component will
also consist of multiple deployment units.
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Containers are very important in cloud-native systems. They are lightweight, efficient, and
start up very quickly. We use them to power our deployment pipeline. The first line of the
preceding pipeline example uses a node:6 Docker image. The various Function-as-a-Service
offerings from the various cloud providers are implemented on top of containers.
Ultimately, a decision must be made whether to use Function-as-a-Service or to manage
your own container clusters and craft your own container images.

Function-as-a-Service is a natural fit for cloud-native systems. They integrate seamlessly
with a cloud provider's API gateway service, streaming service, and cloud-native database
streams. They are fully managed and scale globally. They also embody disposable
architecture. A self-sufficient, full-stack team can hit the ground running with these value-
added cloud services. This empowers teams to focus on the value proposition of their
components. If the experiments do not yield value, then the team is free to change course.
The architecture is completely disposable. There is no vested interest in the architecture that
would cause a team to stay the course because of the great effort applied in assembling the
architecture. On the flip side, if a component does prove valuable, and if the chosen
architecture proves lacking, then there is a business case to put additional effort into an
alternative containerized solution. That being said, as a very early adopter, I have not found
Function-as-a-Service to be lacking on any project.

When my customers choose to run their own container clusters, I recommend using the
container service offered by their chosen cloud provider. This minimizes the heavy lifting
that is needed to integrate all the various pieces with the cloud provider's other services.
However, it is still important to understand what all this entails and the risks involved. The
actual containers are only the tip of a very large iceberg. These details are where all the risk
lies, and they are not portable across cloud providers.
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The following diagram provides an example of the various services involved in running an
AWS Elastic Container Service (ECS) cluster. The example is straight out of the AwsLabs
project on GitHub. It provides a vanilla cluster deployment that can be assembled quickly,
but will take time to tune for specific component requirements. First, the solution requires
the creation of a Virtual Private Cloud (VPC) with public and private subnets across
multiple availability zones and an Internet Gateway and multiple NAT Gateways to allow
traffic in and out of the VPC. Next, the container cluster is created with an autoscaling
group for creating multiple EC2 instances across the availability, which will ultimately run
the containers. An application load balancer is added to route incoming requests. Finally,
we get to the point of actually creating the container images and deploying them to the
cluster as task definitions, and then connecting everything together with the load balancer
via a service with listener rules and a target group.
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All of this is just for a single region. As we discussed in chapter 2, The Anatomy of Cloud
Native Systems, we do not want to use a shared cluster for all our components because it
does not provide for sufficient bulkheads. Therefore, we need to define logical groupings of
components and create separate clusters for each. There is an argument to be made for
further dividing up clusters according to the three different trilateral API flavors. As you
can see, this is not a very disposable architecture. A great deal of effort goes into
maintaining a container cluster, and human nature does not see that effort as disposable.

Much of this may be very boilerplate at first, but there are a lot of little dials to tune, and
this is were all the risk lies. For example, how much headroom (that is, unused capacity)
should a cluster maintain to ensure there is always enough capacity available to scale out
containers when they are needed? When there is not enough capacity, then new containers
cannot be created and the system will appear unavailable to the user. The cluster's
autoscaling policy will create additional hosts to add more capacity, but these do not come
online as quickly as containers, hence the appeal of containers. These are the kinds of
details that used to keep me up at night. Accounting for all the risks in a production
environment can easily take months before reaching a reasonable level of confidence. All
these risks act as a governor on a team's ability to deliver on the promises of cloud-native:
its speed, safety, and scale.

My recommendation is to try to outgrow Function-as-a-Service as opposed to trying to
grow into your own container cluster. There is plenty to learn about Function-as-a-Service
as well, to get every last drop of performance out of it. But an unoptimized function will
work and scale in spite of itself, and it will not impede a team from focusing on their value
proposition.

As of writing this book, Azure Container Instances is in preview and AWS Fargate was
recently released. These offerings are more or less serverless models for custom containers.
You create the container image and ask the cloud provider to run it. This is a very
interesting alternative that could potentially fill any discovered gaps, while still allowing
teams to focus their energies on the business solution. We will have to see where this goes,
but cloud providers are putting a great deal of effort into integrating Function-as-a-Service
with all their various offerings.
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Summary

In this chapter, we discussed how decoupling deployment from release allows self-
sufficient, full-stack teams to shift deployments all the way to the left on the timeline. This
helps to minimize risk and increase throughput by deploying small batch sizes, and
ultimately delivers features by enabling feature flags for targeted groups of users.
Decoupling deployment from release requires multiple levels of planning. The release
roadmap defines how the desired functionality is divided into slices. Each slice is designed
as an experiment to elicit feedback from customers about the correctness of the value
proposition. A deployment roadmap defines the ordered set of tasks needed to implement
a specific story as a series of task branch workflows. We discussed how a task branch
workflow governs an individual instance of a deployment pipeline that is implemented
using a modern, hosted CI/CD tool. A well-crafted deployment roadmap facilitates zero-
downtime deployments because task ordering takes versioning into account, while feature
flags hide incomplete features and staggered multi-regional deployments provide a
variation on canary deployments. Ultimately, the Trilateral API pattern guides the proper
use of Function-as-a-Service versus raw containers as the unit of deployment.

In the next chapter, we will discuss cloud-native testing techniques, which align with the
decoupling of deployment from release, work as an integral part of the product delivery
pipeline, and embrace the nature of distributed systems. We will shift testing all the way to
the left and capitalize on transitive integration and end-to-end testing to help self-sufficient,
full-stack teams deliver innovation with confidence.
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In the previous chapter, we began our deep dive into the human factors of cloud-native. We
discussed how decoupling deployment from release by controlling batch size, shifting
deployment all the way to the left, and leveraging dark launches helps mitigate risk and
empowers self-sufficient, full-stack teams to rapidly and continuously deliver innovation
with confidence. Deliberately planned release and deployment roadmaps facilitate this
decoupling. Deployments are controlled by a task branch workflow and orchestrated by a
modern CI/CD pipeline to help ensure zero-downtime deployments. Testing is no longer a
phase—it is an integral part of the deployment pipeline.

In this chapter, we will continue to discuss the human factors of cloud-native. We will shift
testing all the way to the left and weave it into the CI/CD pipeline to help enable teams to
continuously deploy changes to production and deliver innovation to customers with
confidence. We will cover the following topics:

e Shifting testing to the left
¢ Test engineering

Isolated testing

Transitive testing

Manual testing
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Shifting testing to the left

Cloud-native is a different way of thinking. In the first chapter, we discussed the need to
approach cloud-native with an open mind, and that you need to be prepared and willing to
rewire your software-engineering brain. There are plenty of "what, really?! wow!" moments,
followed by "how can we do more of this?" Testing is one arena that is significantly impacted
by the contextual changes brought about by the promises and concepts of cloud-native.
Cloud-native systems are not monolithic. Unfortunately, traditional testing practices are
rooted in the context of the monolith. Many fundamental assumptions that drive traditional
testing techniques no longer apply. Not only do they not apply, they are actually
counterproductive and even impede quality. We must realign our testing strategies to
provide the necessary confidence within the context of cloud-native.

Cloud-native promises speed, safety, and scale. The pace of innovation is significantly
increased with cloud-native. Self-sufficient, full-stack teams are empowered by disposable
infrastructure and value-added cloud services to focus on the value proposition, and
respond to user feedback much more quickly. Yet how can teams be confident in the
quality of the deliverable at this pace? The distributed nature of cloud-native systems
allows for global scalability. However, the complexity of distributed systems presents
significant testing challenges. In this context, how can we deliver on the promise of safety?
How can we balance the requirement for rapid innovation and global scalability with the
requirement for system stability? In short, how can we rapidly and continuously deliver
innovation with confidence?

We garner much of this confidence from the cloud-native architecture itself. The
automation of disposable infrastructure makes the deployment process predictable and
repeatable. Leveraging value-added cloud services, such as cloud-native databases, event
streaming, and function-as-a-service, mitigates the risks of implementing and operating
these complex capabilities. Bounded isolated components, built on our Foundation,
Boundary, and Control patterns, provide us the confidence that the necessary bulkheads
are in place to limit the blast radius when a problem does arise. The limited scope of each
component enables a team to better reason about the impacts of any given change and thus
reduces the likelihood of a problem. When an incident does occur, the team can resolve the
issue quickly.
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Strategically, we gain confidence through experimentation. Cloud-native architecture
facilitates speed, which allows us to iterate quickly and condense the feedback loop with
end users. We purposefully forgo some level of accuracy to more quickly determine not
whether the product is fit for purpose, but whether or not the purpose is fit for the
customer. As we discussed in chapter 6, Deployment, we slice the delivery of features into a
series of controlled experiments to incrementally vet the value proposition. Each
experiment is a test that is designed to help steer the product roadmap. Our confidence is
derived from shifting this testing to the left on the timeline and validating our assumptions
early and often.

In each slice, we build just enough functionality to support the experiment. This minimizes
waste when the results of an experiment necessitate a change in direction. Experimentation
and the disposable nature of cloud-native architecture complement each other. When all
signs suggest a prudent change of direction, we are not inclined to stay the course to justify
a larger sunk cost. Instead, we are at liberty to experiment precisely because we are
confident that the limited scope of an experiment is disposable and is simply the cost of
acquiring the necessary information to make further roadmap decisions.

Tactically, our confidence comes from decoupling deployment from release and controlling
the batch size of each deployment. The scope of each slice (that is, release) is already
focused. A slice may be composed of several stories across a few components. For each
story, a team crafts a deployment roadmap, which establishes a deliberately ordered set of
tasks that accounts for all inter-dependencies. Each task is focused on a specific backward-
compatible change to a specific component. The batch size of these deployments includes
only enough code for the task, and the code is completely tested.

Testing is no longer a phase—it is an integral part of the cloud-native product delivery
pipeline. Testing is no longer a job title—it is a team effort. Testing is executed with every
deployment. We are shifting automated testing all the way to the left on the development
timeline and accumulating test coverage over the course of each release. Each task
implements just enough code and all code that is written must be tested. This strict
requirement to test all code in a deployment further drives down the batch size of each
deployment because it places incentives on implementing only just enough code. This
further increases our confidence in each deployment because of the limited scope.
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Shifting testing all the way to the left, controlling the batch size, and stating that all code
must be tested is not enough to instill full confidence. We need to change our perspectives
on testing and change our testing techniques as well. For example, priority number one for
the tests implemented in each task is not that the functionality is correct, but that the
change does not break the features that are already released. This is a different perspective
that involves more than just traditional regression testing. The new feature under
development must be feature-flipped off, and thus there must be tests to ensure the feature
flag is working. Another change in perspective is that testing is cumulative—it does not
need to be implemented and executed all at once. With each task, we are accumulating a
more and more comprehensive suite of tests. This spreads the testing effort across the
development lifecycle. With each additional task, the assertion of correctness is
strengthened until each story is done and a feature is enabled for use.

The testing effort is also spread across the components. Cloud-native systems are
distributed systems with many components. Performing end-to-end testing across all the
components for each deployment is not practical. Delaying deployments so that teams can
coordinate an end-to-end test is counterproductive. In this chapter, we will cover
techniques, such as transitive testing, that accomplish end-to-end testing without deploying
the entire system. In chapter 8, Monitoring, we will cover techniques, such as synthetic
transaction monitoring, that continuously execute end-to-end smoke tests in staging and
production.

Test engineering

The role of testers is changing. The key word here is "changing". Automation is eating the
software world. Testing has traditionally been a largely manual effort. More often than not,
unit testing has been the only testing that is automated and all other testing is performed
manually. In this chapter, we will discuss how to reliably extend test automation all the
way through end-to-end testing with a technique I call transitive testing. All this
automation has the testing community wondering whether or not their jobs will disappear.
I think it is fair to say that the traditional role of testers will disappear, but will be replaced
with higher value responsibilities.
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These new responsibilities do not include writing automated tests. Writing automated tests
is a development task. Developers spend years honing their skills. Treating test automation
as anything less than code and expecting testers to learn to code overnight is unrealistic. I
know plenty of testers who love to code and are great coders. I also know plenty of great
testers who love to test but hate coding. On the flip side, I think developers are more than
happy to write test case code, over and above their unit tests, but they do not want to be
responsible for defining the test cases. This makes sense, because if you write the code and
define the tests, then your tests are more than likely to confirm the code you wrote and
miss alternate paths. This highlights the fact that the engineering of test suites is an entirely
separate skill that is honed by extensive testing experience.

The role of a tester is transforming into that of a test engineer. Testing is a team effort.
Developers write the test code. When developers write the business logic, they do so based
on the requirements provided by business analysts. When developers write test logic, they
should do so based on the requirements provided by test engineers. This highlights the fact
that we are actually building two different systems concurrently: the system under test and
the test system. In all actuality, the test system dwarfs the system under test. If the test
system is larger than the system under test then it stands to reason that the test system
should be at least as well engineered as the system under test.

Test engineering largely revolves around architecting a shared understanding of the system
as a whole. Yes, there are technical decisions that must be made about the test system, but
the technical folks can aptly handle those decisions. And yes, the test system should consist
of a well-balanced test portfolio that respects the notion of the test automation pyramid.
Instead, the focus of test engineering should be on creating a test suite architecture that can
be leveraged up and down the test automation pyramid, across teams, and throughout the
system life cycle. The test suite architecture consists of a well-crafted set of personas and a
representative set of supporting data for each persona.

The personas are leveraged to create consistent test cases through the layers of the test
automation pyramid, such that each successive layer reinforces the lower layers. The
personas are used across teams as part of the ubiquitous language of the system to reinforce
the shared understanding of the system and to drive the end-to-end testing scenarios. The
personas evolve as the system evolves, and emerge from story mapping and the
formulation of the release roadmap of experiments. This shared understanding extends into
production as the basis for implementing synthetic transaction monitoring and alerting on
key performance indicators.
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The high-value responsibilities of test engineering shift both to the left and to the right on
the system life cycle timeline. Test engineering plays an important role in defining the
experiments that assert the value proposition of the system. Test engineering supports the
critical responsibility of asserting the health of the system in production. In all these
responsibilities, the mindset and experience of a tester are crucial.

Isolated testing

Testing is no longer a phase—it is an integral part of the cloud-native CI/CD pipeline. We
are decoupling deployment from release and controlling the batch size of each deployment
so that we can minimize the risk of each deployment and thereby increase the pace of
deployments to many times per day. To achieve the desired pace with confidence, the test
suites must execute within the CI/CD pipeline without creating a bottleneck. In chapter ¢,
Deployment, our modern CI/CD pipeline executes all tests on every push to a given branch.
This includes both unit testing and integration testing. As we will discuss in the Transitive
testing section, this effectively includes end-to-end testing as well.

To accomplish this objective, all testing must be isolated to the component under test. The
CI/CD pipeline cannot rely on the presence of any resources outside the pipeline itself. The
tests must be completely self-contained. Fortunately, our cloud-native systems are
composed of bounded, isolated components, which are, following reactive principles,
responsive, resilient, elastic, and message-driven. All inter-component communication is
performed asynchronously via event streaming. All intra-component communication
interacts with highly available, value-added cloud services, such as cloud-native databases.
The natural isolation of our cloud-native components minimizes the number and variety of
external resources that must be accounted for in our isolated testing.

The isolation of external resources is accomplished via test doubles. For unit testing and
component testing, you can use the mocking library that is best suited to your
programming language and frameworks. The examples here use the Sinon library. We will
discuss isolating integration tests and end-to-end testing in the Transitive testing section. By
holding all external factors constant, we can focus our attention on the component under
test. When a test case fails, it is clear that external factors are not the cause, and that the
problem lies within the component.

The testing portion of the CI/CD pipeline executes quickly because nothing needs to be
deployed; test data is explicitly configured in the tests and test doubles, and no calls are
made over the network. This fail-fast feedback loop helps provide teams with the
confidence necessary to increase the pace of innovation.
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We also need to isolate our tests in relation to time. To have confidence in our tests, they
must be deterministic. The inputs and the context must be held constant, otherwise the
assertions of the outputs are suspect, or worse, the tests could be flaky and randomly fail
for not-so-obvious reasons. For example, twice a year in locations that observe daylight
savings time, it is not uncommon to experience a testing fire drill where tests that worked
the day before now produce errors. The functionality of the system may be working fine;
instead, it is the test cases that are bad. Unfortunately, there often turns out to a bug in the
system that doesn't account for daylight savings, and the tests are also broken because they
did not uncover the bug.

The problem is that the tests are relying on the system time, which is different in every
execution. For any logic that is time dependent, we need to mock out the system clock to
return a deterministic value. There should also be test cases that account for daylight
savings time and leap years. UUIDs are a similar problem. V1 UUIDs are time based and
V4 UUIDs are random-number based. These should be deterministic as well. Holding time
and identifiers constant will be critical for transitive testing, which we will discuss shortly.
The following example uses the Sinon test-double library to mock identifiers:

sandbox.stub (uuid, 'vl').callsFake(() => {
return '00000000-0000-0000-0000-000000000000";
)i

Traditionally, unit testing and component testing are the focus of isolated testing. We will
discuss those next. However, distributed systems pose significant challenges to performing
integration and end-to-end testing, which can be addressed by isolation as well. We will
discuss this in the context of transitive testing in the next section.

Unit testing

Unit testing verifies that the individual units within a component produce the desired
behavior. The units are tested in isolation from each other and from external resources
through the use of test doubles. Unit testing should account for the vast majority of
automated test cases. In this day and age, unit testing should be a standard practice across
all projects. I will merely highlight some interesting aspects of unit testing as they pertain to
the context of cloud-native.

[211]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Testing Chapter 7

Cloud-native components are very focused with little if any code that is shared across
components. As such, there is less reliance on frameworks, such as dependency injection
and object-relational mapping. In fact, when implemented using function-as-a-service,
these frameworks have a significant negative impact on performance. However, it is still a
best practice to implement some lightweight layering within the code. For example, access
to external resources, such as cloud-native databases and the event-streaming service,
should be wrapped in simple connector classes. When using GraphQL, there is a resolver
layer and usually a model layer and validators.

The value of these lightweight layers is most evident in testing. Unit tests should be
implemented from the bottom layer up, with each layer isolated from the lower layers. The
following example uses the Mocha test runner along with aws-sdk-mock to test a connector
that wraps AWS DynamoDB. With this layer completely covered, all other layers can be
tested without the complexity of mocking the database layer.

describe ('connector.js', () => { // test suite
it ('should get the object by id', () => { // test case
const ID = '00000000-0000-0000-0000-000000000000";

const ITEM = { id: ID, name: 'thingO' };

AWS.mock ('DynamoDB.DocumentClient', 'get', (params, callback) => {
expect (params) .to.deep.equal ({
TableName: 't1',
Key: { id: ID 1},
)i
callback (null, { Item: ITEM });
)i

return new Connector('tl') .getById(ID)
.then (data => expect (data) .to.deep.equal (ITEM)) ;
)i

afterEach(() => AWS.restore ('DynamoDB.DocumentClient'));
)i

In addition to unit testing layer by layer, we should test function by function for
components implemented using function-as-a-service and entity by entity when using
GraphQL. The following example uses the Mocha test runner and Sinon test doubles to test
a function that uses the connector layer tested earlier. This test stubs out the connector layer
so that it can focus on testing the business logic:

describe('get.js', () => { // test suite
beforeEach (() => {
sandbox = sinon.sandbox.create(); // create cache for stubs
)i
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it ('should get the object by id', () => { // test case
const ID = '00000000-0000-0000-0000-000000000000";
const ITEM = { id: ID, name: 'thing0' };

const stub = sandbox.stub (Connector.prototype, 'getById')
.callsFake(() => Promise.resolve (ITEM));

return new GetHandler () .handle({ pathParameters: { id: ID } })
.tap ((response) => {
expect (stub.calledWith (ID)) .to.be.true;
expect (response) .to.deep.equal (...);
)i
)i

afterEach(() => sandbox.restore()); // remove all stubs

P

The first priority of testing in our continuous deployment pipeline is to ensure that the code
changes in the current task branch workflow do not break the currently released
functionality. Therefore, we need to ensure that all the new code is tested. The easiest way
to know that we have at least covered all the new code is to maintain 100% code coverage.
This goal is actually very easy to achieve with cloud-native components because we are
implementing them as a series of ordered tasks. In each task, we implement only just
enough code to accomplish the task and only just enough test code to ensure that the new
code is properly tested. Conversely, any code that is not tested should not be included in
the task. This is easy when we incrementally accumulate the code and the tests and
maintain 100% coverage from the very beginning.

Yes, I agree that 100% coverage does not mean that the tests really test the functionality. But
keep in mind that the first priority is not to break the existing functionality. As a self-
sufficient team, if you break production, you fix production, at any hour of the night. The
accuracy of the functional testing will accumulate with each additional task. By maintaining
100% coverage, we make it easier on ourselves to see where we have missed a line or
branch that might bite us in the middle of the night. It is also an incentive to keep the batch
size of each task down, which further reduces the risk of a deployment.
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Static code analysis, such as lint, should be included at the unit-testing level. This has
several benefits. Static analysis will identify potential errors in the code that may slip
through the unit tests. It streamlines manual code review because essential rules and best
practices are enforced at build time. For example, I use the eslint-config-airbnb rules
for helping to teach teams proper React]S best practices. I remember turning these rules on
shortly after starting to use React]S. It immediately and significantly improved the code.
Many best practices, such as when to use a class component versus a stateless functional
component, were baked in. Developers learn best practices simply by writing code and
having Lint critique the code. Code reviews were immediately streamlined as well.
Important security rules and best practices can also be enforced. Adding Lint to the build is
so easy that there is no real reason not to add it. It should be part of the boilerplate
templates used to initialize all new projects. These rules increase our confidence that the
code has been properly reviewed when we are performing many deployments per day.

Component testing

Component testing verifies that the units within a component work together properly to
produce the desired behavior while still isolating the component from external resources
via test doubles. The need for component testing depends on the complexity of the
component. In many cases, a bounded, isolated component can be sufficiently tested with
just unit testing and integration testing, as covered in the next section. However, some
components may perform complex calculations and logic with many permutations. These
components will often have a strict set of acceptance tests that must be satisfied, in which
case the tests may be implemented with a behavior-driven development (BDD) tool, such
as Cucumber.

The line between component testing and unit testing has become a bit blurry because the
testing environment is usually the same. It is less and less necessary to test cloud-native
components in a full runtime environment. Simulating the execution environment locally
has become very straightforward, particularly for components implemented using
function-as-a-service. Tools such as serverless-offline and SAM Local simulate the
deployment environment locally and within the CI/CD pipeline. This significantly increases
the efficiency of the deployment pipeline and further tightens the feedback loop. We will
see shortly that these same tools are leveraged to accomplish integration, contract, and end-
to-end testing as well.
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Transitive testing

In a traditional product-delivery pipeline, it is customary to execute integration and end-to-
end test suites prior to performing a production deployment. This is a perfectly laudable
practice, and one that we wish to retain for cloud-native systems. However, the traditional
approach to accomplishing this testing effort is at odds with the practice of decoupling
deployment from release and driving down batch sizes to minimize deployment risk and
accelerate innovation. There is a fundamental impedance mismatch between traditional
integration and end-to-end testing practices and the modern continuous deployment
pipeline that produces an impenetrable bottleneck.

The traditional approach necessitates a large and expensive effort to coordinate, set up, and
maintain a comprehensive testing environment with the correct versions of all the various
system components installed. This comprehensive environment must also be reinitialized
before each testing exercise. The complexity of this effort can grow exponentially as the
number of components in the system increases. By definition, a distributed cloud-native
system is composed of many components, which exacerbates the problem. Furthermore,
once the environment is deployed, it can take a considerably long time to execute all the
test suites.

As a result of the time, effort, and cost required, the natural tendency is to delay integration
and end-to-end testing, and batch up changes into larger batch sizes. This is exactly the
opposite of the objectives for a mature product-delivery pipeline. Larger batch sizes
increase the risk of any given deployment. The delay lengthens the feedback loop and thus
stifles the pace of innovation. Worse yet, these tests are often not performed at all because
the effort is too great. Ultimately, these traditional testing practices actually reduce the
quality of the system.

When we do put forth the effort to perform this traditional integration and end-to-end
testing exercise, we find the results underwhelming. More often than not the tests prove to
be flaky, brittle, slow, and unreliable. Distributed systems, such as cloud-native, perform a
significant amount of intra-component and inter-component communication over the
network. Unfortunately, we can count on the fact that networks are unreliable, which
results in sporadic timeouts. In a cloud-native system, we must account for this fact in our
everyday usage by adding reasonable timeouts, retries, and exponential back-offs.

[215]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Testing Chapter 7

In the context of integration and end-to-end testing, latency is extremely problematic. The
purpose of these tests is not to test the retry mechanism. Anything that is not under test
should be held constant, but, by definition, we cannot hold something constant that is
unreliable. Inevitably, the latency will cause the tests themselves to time out. Many testing
frameworks can be configured to retry as well, but this can lead to unexpected situations
where the initial transaction did succeed in spite of the timeout. Again, we design cloud-
native systems to be idempotent for this very reason, but the purpose of the test is not to
exercise the idempotency mechanism. Ultimately, we set the test timeout settings extremely
high, which can significantly protract the execution time of the tests, and they will still fail
sporadically, regardless.

By design, in our reactive cloud-native systems, we strive to maximize the use of
asynchronous inter-component communication to increase responsiveness, resilience, and
elasticity. Much like latency issues, asynchronous systems present a challenge to integration
and end-to-end testing. A test case will typically need to invoke an action that produces a
message and then poll some other action to assert the desired behavior. As the system
reacts to the message, latency can be encountered at any number of network hops in the
logic flow under test. Therefore, the test must set a reasonably high polling interval and
overall timeout as well. Furthermore, the act of polling can experience latency.
Asynchronicity is an excellent architectural mechanism because humans are naturally
asynchronous. However, it is very problematic for testing and results in unreliable tests
with sporadic timing errors.

Flaky, brittle, slow, and unreliable tests obviously impede the progress of the deployment
pipeline, but their real cost is paid for in team morale. I can attest to this fact. In the early
phase of our cloud journey at Dante, we achieved an extremely high degree of automation
with our monolith, as outlined in the first chapter. Our pipeline would recreate the entire
testing environment for every execution and then execute the entire test suite. It was a
major improvement over our manual testing practices that only tested a small fraction of
the system. However, a significant portion of the team's day could be consumed chasing
these red herrings, which hindered progress towards deadlines. Every failing test had to be
attended to and reexecuted potentially multiple times until it succeeded. Nursing flaky
tests was a major bone of contention at daily standups and periodic retrospectives. Some
tests were ultimately reverted to manual tests executed just in time before a deployment go-
no-go decision.
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Traditional integration and end-to-end testing do not test components in isolation;
therefore, it is often not immediately obvious as to which component is the root cause of a
test failure. For example, did the client fail or did the requested component return a broken
response? It can take a good amount of effort to triage a test failure to determine which side
failed. This is obviously an inefficient use of time. Less obvious is the fact that interteam
relationships can be strained if one team's issues continuously impact dependent teams.
Frequently, this is another case where something that is not under test impacts a test and
should be held constant, such as an incomplete enhancement by another team.

For our cloud-native systems, we want the best of both worlds. We want small batch sizes
and frequent deployments along with full integration and end-to-end testing. We want the
stability of isolated testing along with the confidence that components fit together properly.
Fortunately, we can use multiple new techniques in combination to achieve what I refer to
as transitive integration and end-to-end testing.

Integration testing

Integration testing verifies the interactions between the component under test and its
external resources. For example, a cloud-native component performs synchronous intra-
component communication with its cloud-native databases and the event streaming
service, a frontend communicates with its backend-for-frontend component, and an
external service gateway component communicates with the third-party service that it
wraps. These tests are focused on the coverage of the communication pathways instead of
the component's behavior.

When performing unit testing and component testing, these interactions are replaced with
test doubles so that the component's behavior can be tested in isolation. These test doubles
are implemented in the form of handcrafted mocks, stubs, and spies. These handcrafted
objects serve their purpose of isolation well, but as they are handcrafted, we cannot be
completely confident that they accurately represent the payloads exchanged in the
interactions. Therefore, the integration tests need to interact with the real external
resources. However, for all the reasons discussed earlier, we want to accomplish this with
the same stability as the isolated tests.

[217]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



Testing Chapter 7

VCR libraries provide test doubles that are able to record and play back the request and
response payloads when making calls to an external resource. These recordings act as a
permanent cache that is checked in with the test cases. When in record mode, these test
doubles will forward a cache miss to the external resources and record the response for use
in the next test run. When in playback mode, a cache miss will result in a test failure. There
are often other modes, such bypass or partial bypass, that are helpful for debugging. There
are many VCR libraries written in different languages and with support for different
frameworks. They are all inspired by the original Ruby VCR library. The following diagram
depicts an example of recording the interactions with a component's cloud-native database:

1S
«eé'

Here, the developer creates the desired test case with the VCR library initialized. If
necessary, the database is set up with any required test data, either manually or via a
separate script. The developer executes the test case, the database is accessed using the
developer's access key, and the payloads are recorded. The test case and the recorded
payloads are checked into the task branch, which triggers the test job in the CI/CD pipeline,
as discussed in chapter 6, Deployment. The pipeline executes the tests in playback mode so
that it will fail when a matching recording is not found.
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It is always important to ensure that test cases are deterministic, but it is critical when using
a VCR library to ensure a match. If any values in the request payload change from
execution to execution then the records will not match and the test will fail. Most libraries
have the ability to adjust the filter criteria to exclude headers and so forth. The test case
itself will need to mock any dates, UUIDs, and so on to ensure that the same values are
produced for each execution.

This approach has many benefits. First and foremost, the external dependencies are not
required when the tests execute in the CI/CD pipeline. No testing environment must be
maintained. No setup and teardown are required. The test cases are implicitly initialized
with the necessary test data for every run because the data is in the recordings. The effort of
crafting and initializing the test data is only expended when implementing the test cases.
What is equally important is that the tests are no longer flaky. They are stable, repeatable,
and fast. The network has been removed from the equation. The successful recording of the
payloads ensured that the communication is properly implemented. Each execution of a
test case asserts the proper handling of the recorded payloads to ensure that the component
has not changed in that regard. When a failure does occur, we can be certain that the
problem is in the component under test and not in the external resource.

There is one glaring drawback with this approach. When running integration tests in
isolation, it is not possible to detect when the external resource has changed and broken the
contract. To address this problem, we need to implement contract tests. We can think of
integration and contract tests as two sides of the same coin.

Contract testing

Contract testing ensures that a component has not broken its contract with its consumers.
When we looked at the Trilateral API pattern, we highlighted that this contract includes
both the component's synchronous interface and the event types that it publishes through
its asynchronous outbound interface. The contract tests ensure that any enhancements to a
component are at least backward compatible with its consumers.

An interesting twist with contract tests is that the component team does not implement
them. Instead, these tests are implemented by the consuming team and then submitted to
the component team as a pull request. This approach is referred to as consumer-driven
contract testing. When creating a deployment roadmap in a story-planning session, the
component team should be able to identify all its consumers by inspecting its contract tests
and then craft an appropriate roadmap. However, if anything is overlooked, then these
contract tests provide the early warning sign when a change to a component will break a
specific consumer.
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Once again, we cannot be confident that these tests will be accurate if they are handcrafted.
The devil is always in the details. For example, the consumer and provider might agree on
a specific field name, but not its contents or data type. Therefore, we want to use the
recordings from the consumer-side integration tests to drive the contract tests on the
provider side. A recorded request payload is passed as the input to a test case and the
output response is asserted against the recorded response payload.

The following diagram depicts how this works for asynchronous interfaces, such as the
contract between a frontend single page application (SPA) and its BFF component. An
integration test is implemented in the project of the frontend application that records the
payloads from the API gateway of a remote instance of the BFF component. The test and
the records are checked into the frontend project as per usual. The specific payloads are also
included in the pull request for the BFF project to drive the contract tests as well; thus, both
sides of the interaction are accounted for. When either side is changed, the other side is held
constant and the tests assert the side under test. This is shown in the following diagram:

Asynchronous interactions present an interesting wrinkle in contract testing because the
producer initiates the interaction instead of the consumer. The following diagram depicts
how contract testing unfolds for asynchronous communication. The downstream (that is,
consumer) team first creates an integration test in the upstream (that is, producer) project
for its specific scenario. This test records the event payload published to the remote stream
service. If the upstream team implements a backward-incompatible change, then this test
enforces the contract because it will no longer find a match, and will fail. The downstream
team copies the recording to its own project and implements a contract test that ensures
that the recorded event payload is compatible with its stream-processing logic. This is
shown in the following diagram:
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This approach solves the major drawback of VCR-based integration testing. By using
contract testing in conjunction with integration testing, and using the recorded payloads on
both sides, we can ascertain when a provider is breaking the contract with one or more of
its consumers because of a backward-incompatible change. This approach solves an
additional problem for asynchronous communication. It eliminates the need to poll for the
outcome of an asynchronous message. The producer side simply asserts that the proper
event is produced. The consumer side holds message delivery as a constant and asserts its
logic from the point of receiving the message. We can expand on this approach to perform
transitive end-to-end testing.

End-to-end testing

End-to-end testing asserts whether a specific flow of an application behaves as expected
from start to finish. A flow may cross several tasks of a single user, cross multiple users,
include autonomous steps, and take a long time. We have already discussed the drawbacks
of the traditional end-to-end testing approach, which requires the maintenance of a
comprehensive testing environment and is subject to the unreliability of network
communication and the nature of asynchronous processing.

This complexity has lead to the adoption of modern testing techniques for performing
integration testing and consumer-driven contract testing based on recorded communication
payloads. We have also shown how we can use integration testing and contract testing in
conjunction, like two sides of the same coin, while still executing each in isolation, by
sharing the same recordings on each side.
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We can take this a step further with the addition of strong test-engineering practices. Given
a well-crafted end-to-end test case scenario, multiple teams can coordinate to chain together
a series of integration and contract test interactions to create an arbitrarily long end-to-end
test built entirely of isolated tests. I refer to this as transitive testing.

In the following diagram, we can see that the first component produces a payload
recording. This recording is then shared with the next component, which produces another
recording. This second recording is shared with a third component, which produces yet
another recording. Borrowing from the transitive property of equality, if Component A
produces Payload 1, which works with Component B to produce Payload 2, which works
with Component C to produce the expected Payload 3, then we can assert that when
Component A produces Payload 1, then ultimately Component C will produce Payload 3.

Borrowing from a relay race analogy commonly used in lean business practices, the change
in the mental model here is to watch the baton, not the runners. The payloads are the baton,
the value that the system produces. The runners are the components, which produce the
value. With traditional end-to-end testing techniques, we spend an inordinate amount of
time tending to the environment (that is, the runners) and very little time, in contrast,
executing the tests (that is, moving the baton). Transitive testing turns this on its head. We
focus a small amount of time implementing the tests (that is, the runners) and then the tests
are executed over and over again in the deployment pipeline, producing and asserting the
payloads (that is, the baton).

Another interesting property of this approach is that we can incrementally build out the
end-to-end test flow without having to re-execute portions of the flow that have not
changed. This works very well with the cloud-native practices of rapidly and continuously
delivering slices of innovation. As we build up the layers of functionality, we can
incrementally build out the end-to-end test flow without the need to repeatedly coordinate
an end-to-end testing exercise. Only when a specific portion of the flow changes do we
need to re-execute that leg of the end-to-end test.
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Transitive testing gives us the best of both worlds and more. We have the stability of
isolated tests, we have full integration and end-to-end coverage, we can build and execute
the tests incrementally, and we can improve team efficiency. All while executing the tests
more frequently for smaller batch sizes and ultimately increasing quality. Nevertheless,
there is still some need for the traditional techniques, although with a cloud-native twist.
We will discuss the topic of continuous synthetic transaction monitoring (that is,
continuous smoke testing) in Chapter 8, Monitoring.

Manual testing

This chapter is all about confidence. Specifically, it is about how testing relates to our
confidence in the cloud-native systems we build and particularly with regard to the pace at
which we can build these systems. Our reactive cloud-native architecture gives us
confidence that when an honest mistake is made, the blast radius will be controlled.
Delivering features as a series of controlled experiments gives us confidence that we are not
building too much functionality too fast before we have validated that we are building
toward the correct value proposition. All our automated testing gives us confidence that we
are building the system correctly and that there are no regressions, despite our rapid pace
of innovation.

This last point is very important. Our automated testing does not give us confidence that
we are building the correct system. It only gives us confidence that the system is properly
coded and that it is not broken. As the saying goes, "garbage in, garbage out". We could be
building the wrong system with perfect precision, but it is still the wrong system. This is
exactly why we deliver functionality as a series of experiments. But this begs the question
of how we validate the hypothesis of the experiment. The short answer is that we use the
system. We manually use the system to see if it is what we thought it would be. In chapter
8, Monitoring, we will discuss how we measure the usage of the system to provide
quantitative information about the outcome of each experiment. But, ultimately, we put the
system in the hands of the end user and react to their qualitative feedback.
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Still, knowing that our automated testing cannot tell us if we are building the correct
system, we would be wise to perform an appropriate level of internal, manual, exploratory
testing before flipping a feature on for even the first set of beta users. In chapter 6,
Deployment, we covered the idea of the walking skeleton. This is the first slice of the system.
It is an internal experiment that is intended to give the teams a chance to put their hands on
the system as a whole to ensure that everyone is on the same page and build a shared
understanding of the system. The system at this point consists of just the absolute bare
essentials. There is no meat on the bones, so to speak. The functionality is very shallow, but
the end-to-end flow of the system should be evident. The teams will perform exploratory
testing to validate this experiment and make necessary course corrections.

The walking skeleton is neither the first nor the last time that internal, manual, exploratory
testing is performed. We should attach screenshots of the user interface to the pull requests
of the frontend projects. This is a great way to get quick feedback with minimal effort from
the reviewers, and it brings nontechnical team members into the review process. Each task
branch workflow is ultimately deployed to the staging environment before the pull request
can be accepted. This is another opportunity to perform some quick manual testing to get a
feel for the correctness of the trajectory of the current story. A manual demonstration
should be performed in production once a story is completed. The product owner should
be granted access to perform exploratory testing at this point as well. Exploratory testing
will certainly be performed prior to the go-no-go decision to enable a feature for a new set
of customers. Essentially, all milestones warrant manual exploratory testing and anywhere
in between that builds confidence.

Example - end-to-end relay

Let's pull this all together with an end-to-end example of a typical ordering process of an e-
commerce system. At the highest level, the system receives an order, forwards the order to
a third-party order-management system, and receives order status updates. The system is
built using our cloud-native patterns.
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We have a frontend (FE) application that submits orders to its BEF component. The BFF
component emits the order-submitted event type and consumes the order-received and
order-fulfilled event types to track the order status. These two pieces are owned by the
same team. Another team owns the external service gateway (ESG) component that
encapsulates the interactions with the third-party order management system. This
component consumes the fulfill-order event type and emits fulfill-order-received and
fulfill-order-complete event types. A third team owns the order process event orchestration
component (EO) that is responsible for orchestrating the events between the BFF and ESG
components. These event flows are shown in the following sequence diagram:

Order Process

B
submit-order

—..
order-submitted

>
fulfill-order

-
fulfill-order-received

-
< order-received

fulfill-order-complete
> p

order-fulfilled

»
LTI T

To enhance the example, the team responsible for building the ESG component is
scheduled to start building the component well after the BFF team has completed their
initial experiment. As a result, the EO team will initially simulate interaction with the ESG
component for the time being. This demonstrates the power and flexibility of bounded
isolated components and the incremental nature of transitive testing. When the ESG
component is eventually added, only the EO component will need to be updated. The EO
component will assert that its contract with the BFF component is still intact, but the BFF
component will not need to be enhanced, nor its tests executed.
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The test engineers of the various teams will coordinate to define the concrete set of end-to-
end test scenarios that will be implemented by the teams. The teams will implement the
scenarios incrementally as the functionality is implemented. Initially, the teams will
implement the plumbing of the scenarios and then rerecord and distribute the payloads as
the functionality evolves, and add additional scenarios as appropriate. The following
examples demonstrate the plumbing. Again, as mentioned previously, focus on the baton,
not the runners. The plumbing is fairly boilerplate; the real details are in the data payloads
(that is, the baton) and the possibly numerous permutations. Following the guidance of the
test automation pyramid, all the permutations will be tested at the unit level. At the end-to-
end level, we only need enough coverage to have sufficient confidence that the components
are working together properly.

Submit order leg

The first leg of an end-to-end scenario is often initiated by a user interaction. In this
example, the user submits an order from a website that may be implemented in Angular or
React. The scenario could include a Selenium test, implemented using the likes of
WebdriverlO and executed across multiple browsers via services such as Sauce Labs.
Alternatively, the test could be implemented at the integration level, for example, as an
unmocked Redux test. Regardless, the frontend and BFF component should be owned by
the same team, and thus coordinating the first leg should not be an obstacle.

For this example, the first leg is implemented as a Mocha test using the Supertest client
library. The developer has both the frontend project and BFF project cloned locally. The BEF
component is running locally using the serverless-offline plugin to simulate the execution
environment. The frontend test initializes the Replay VCR library to record the interaction.
Once the recording is captured on the frontend side, it is ultimately checked in, and from
that point on, the test will execute against the recording without the BFF component
running locally.

import 'mocha';
import * as supertest from 'supertest';

const endpoint = 'http://0.0.0.0:3000"';
const client = supertest (endpoint);
const replay = require('replay'); // start vecr

describe ('submit-order', () => {
it ('should submit the order', () => {
const ID = '00000000-0000-0000-0000-000000000000";
return client.put (" /orders/${ID}/submit’)
.send ({ id: ID })
.expect (200) ;
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1)
1)

The following is the plugin fragment from the serverless.yml file of the BFF component.
The serverless-offline plugin is used to simulate the execution environment locally. The
plugin processes the metadata in the serverless.yml to create a local server that
simulates the API gateway and execute the functions. The baton-vcr-serverless-
plugin is responsible for initializing the Replay VCR in the context of the local server so
that calls to resources, such as DynamoDB and S3, are recorded.

plugins:
- baton-vcr-serverless—-plugin
- serverless-offline

Next, the recording of the request payload is copied from the frontend project to the BFF
project. Again, the test is implemented using Mocha and Supertest. However, this time, the
baton-request-relay library is used to read the recorded request payload so that the
recording can drive the Supertest call to the BFF component and assert that the response
matches the recorded response. The serverless-offline plugin and the baton-vcr-serverless-
plugin are used on this side as well; however, the offline server is automatically started as
part of the npm test script.

import 'mocha';
import * as supertest from 'supertest';
import * as relay from 'baton-request-relay';

const endpoint = 'http://localhost:3000';
const client = supertest (endpoint);

describe ('submit-order-relay', () => {
it ('should relay the submit-order request', () => {
// read recording
const rec = relay (" ./fixtures/frontend/submit-order);

// make the recorded request

return client[rec.request.method] (rec.request.path)
.set (rec.request.headers)
.send (rec.request .body)

// assert status code and body match recorded response
.expect (rec.response.statusCode)
.expect (rec.response.body) ;
P
P
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In this first leg of the end-to-end scenario, we have recorded a request/response payload
that the frontend expects the BFF component to support. The frontend project will execute
this test as part of its test suite to assert that its expectations of the BFF contract have not
changed. We have copied the recording to the BFF component and created a test that will
assert that the component upholds its contract with the frontend. The test also records its
interactions with the component's resources. If this test fails, then it is an indication that the
component has been changed in a backward-incompatible manner.

Order submitted leg

The next leg of the end-to-end scenario asserts the order-submitted contract between the
BFF component and the EO component. The order-submitted event is emitted using the
database-first variant of the event sourcing pattern. To drive this test case, we need to
capture the event payload produced by the DynamoDB stream of the orders table. There is
no fancy way to capture this payload. We simply copy the JSON string from the
CloudWatch log of the t rigger function and store it as a file in the BFF project. This string
should be present in the log shortly after recording the submit-order leg.

This test directly invokes the t rigger function handler with the captured DynamoDB
stream event. We initialize the Replay VCR so that we can record the order-submitted event
that is published to the Kinesis stream. The assertion of this test is the proper matching of
the recorded order-submitted event. We must stub the UUID generator to produce a
deterministic value, otherwise, the Kinesis recording would never match and the test will
always fail.

import 'mocha';
import { handle } from '../../../src/trigger';

// the captured DynamoDB event

const EVENT = require('../../../fixtures/downstream/order-submitted.json');
describe ('trigger', () => {
before (() => {
const replay = require('replay'); // start vcr
)i
it ('should publish order-submitted', (done) => {
sandbox.stub (uuid, 'vl').callsFake(() => {

// hold the event id constant
return '00000000-0000-0000-0000-000000000001";
)i
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// invoke the function handler
handle (EVENT, ctx, done);

)i
1) i

Next, the recording of the order-submitted event payload is copied from the upstream BFF
project to the downstream EO project. The baton-event-relay library is used to read the
recorded order-submitted event so that it can be passed as input to the 1istener function
handler. We initialize the Replay VCR to record the event emitted by the EO component.
This iteration of the EO component will immediately produce the order-received event
because the ESG component has not yet been implemented. Again, we hold the UUID
generator constant, as well as the generation of the event timestamp. On the upstream side,
we do not need to override the timestamp generation because the timestamp is pulled from
the recorded DynamoDB stream event.

import 'mocha';
import { handle } from '../../../src/listener';
import * as relay from 'baton-event-relay';

describe ('order-submitted-relay', () => {
before (() => {
const replay = require('replay'); // start vcr
P) i

it ('should process the order-submitted event', (done) => {
const rec = relay (' ./fixtures/upstream/order—-submitted’);

sandbox.stub (uuid, 'vl').callsFake(() => {

// hold the event id constant

return '00000000-0000-0000-0000-000000000002";
)i

sandbox.stub (utils, 'now').callsFake (() => {
// hold the timestamp constant

return 1512975699218;

P) i

// invoke the function handler
handle (rec.event, ctx, done);
P) i
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In this second leg of the end-to-end scenario, we have recorded the order-submitted event
payload that the downstream EO component expects the upstream BFF component to
support. As mentioned previously, asynchronous contract tests work in the opposite
direction of synchronous contract tests. The EO team creates the test in the upstream BFF
project that produces the order-submitted event that the EO component expects. If the BFF
component logic produces an event that fails to match the recording, then it has made a
potentially backward-incompatible change. The recording is copied to the downstream EO
component and the team creates a test to ensure that the order-submitted event payload
contains the data expected by the orchestration logic.

The remaining legs of the end-to-end scenario all follow the asynchronous contract test
pattern. The BFF team will create upstream tests in the EO project to record the order-
received and order-fulfilled events and assert that they have not changed. The payloads are
copied to the BFF component and downstream tests are created to assert that the events
contain the expected data. When the ESG team starts development, it will create upstream
and downstream contract tests for the fulfill-order event and the EO team will create
upstream and downstream tests for the fulfill-order-received and fulfill-order-complete
events. If needed, the teams can perform manual exploratory testing to increase their level
of confidence.

Summary

In this chapter, we discussed how we must realign our testing strategies to provide the
necessary confidence within the context of cloud-native systems. We looked at how we
need to shift testing to the left and make it an integral part of the deployment pipeline. Each
task branch workflow implements just enough code to accomplish the task and all that code
is completely tested. All automated testing is performed within the pipeline to ensure that
we fail fast, and with a tight feedback loop. This necessitates testing components in
isolation to account for the complexities of testing distributed systems. We leverage
transitive testing techniques to accomplish end-to-end testing as an aggregation of multiple
isolated tests. Test automation has transformed the traditional tester role into a test-
engineering discipline. However, we still need to perform manual exploratory testing to
help ensure that we are building the correct system.
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In the next chapter, we discuss cloud-native monitoring techniques, which align with the
decoupling of deployment from release and with transitive, end-to-end testing. We will
shift some aspects of testing to the right into production, and leverage application
performance monitoring and continuous synthetic transaction monitoring to observe and
alert us to the key performance indicators of the system. We will accept the fact that
always-on, cloud-native components will inevitably experience failures, and instead focus
on the mean time to recovery.
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In the previous chapter, we continued our deep dive into the human factors of cloud-
native. We discussed the need to realign our testing strategies within the context of cloud-
native systems. We shifted testing all the way to the left and made it an integral part of the
deployment pipeline by employing isolated and transitive testing techniques to overcome
the complexities of testing distributed systems. We also discussed the emergence of the Test
Engineering discipline.

In this chapter, we will continue to discuss the human factors of cloud-native. We will shift
some aspects of testing all the way to the right into production to assert the success of
continuous deployments and increase team confidence. We cover the following topics:

e Shifting testing to the right
e Key performance indicators
TestOps

Real and synthetic traffic
Observability

Alerting

¢ Focusing on mean time to recovery

Performance tuning
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Shifting testing to the right

Confidence, confidence, and more confidence: the promise of cloud-native is to enable
companies to rapidly and continuously deliver innovation to their customers with
confidence. Throughout this book, the speed of innovation and the stability of the system
are the primary motivations driving the architecture of cloud-native systems and the
methods we employ to deliver these systems. Confidence is so important that a crisis of
confidence will stifle innovation. Cloud-native drives cultural change precisely because we
build upstream trust by increasing the business's confidence in our cloud-native
architecture and practices.

Disposable infrastructure increases confidence because our automated deployments
become repeatable and routine. Bounded isolated components increase our confidence
because they provide proper bulks to limit the blast radius when a component fails. Value-
added cloud services increase our confidence because we delegate the management of
complex capabilities to the cloud provider. The global scalability of cloud-native systems
increases our confidence that the system will meet the needs of an expanding user base.

We are confident that we are building the right product because we deliver features as a
series of controlled experiments to test the value proposition with real users. Disposable
architecture increases our confidence that we can turn on a dime when those experiments
show that the value proposition lies in a different direction. We increase our confidence by
decoupling deployment from release to minimize the risk of any given deployment and by
controlling the batch size of the change. We further increase our confidence in deployments
by realigning our testing strategies, such that testing is an integral part of the deployment
pipeline and improved by isolated and transitive testing techniques.

However, try as we might, we cannot eliminate the honest human error. It is inevitable that
there will be system failures. As a cloud-native system grows, so does the probability of a
failure. It becomes unrealistic to strive to maximize the mean time between failures. Instead
we must focus on the mean time to recovery. Distributed infrastructure, bounded isolated
components, and value-added cloud services empower self-sufficient, full-stack teams to
respond quickly in the face of failure, once the failure and the resolution are identified.
Therefore, identifying failures proactively and having the necessary information available
for root cause analysis are the key drivers for minimizing the mean time to recovery.
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To be proactive, we must shift some testing all the way to the right into production. We
must identify the system's key performance indicators and actively monitor and alert on
these values when they deviate from the norm. We cannot rely solely on real user activity.
We need to synthesize traffic such that the system continuously emits a signal to monitor.
Our bounded isolated components must be observable. They must emit sufficient
information to support the key performance indicators and facilitate root cause analysis.
We must avoid alert fatigue so that teams can trust the alerts and jump into action.

Key performance indicators

A focus on the mean time to recovery is critical to achieving the promise of cloud-native.
The traditional focus on maximizing the mean time between failures is too conservative a
posture for companies to thrive in this day and age. Companies must be lean, move fast,
experiment, and pivot quickly. We must be willing to make mistakes and rapidly adapt.
Fortunately, the cloud-native concepts that empower teams to rapidly deliver innovation
also empower them to rapidly repair and roll-forward. Yet, in order to make a repair, we
must first identify the need for a repair.

We are already confident in our ability to move fast. We have spent the vast majority of this
book on the topic. However, to be truly confident in the pace of cloud-native, we must be
confident that we will detect problems in our cloud-native systems before our users do.
When our customers do find the need to report a problem, we want the support team to be
able to inform the customer that the solution is already being deployed. To achieve this, the
mean time to recovery is predicated on the mean time to detection.

We will be discussing the observability of our cloud-native systems, proven alerting
techniques, and methods for root cause analysis. We will learn to alert on symptoms
instead of causes. However, our cloud-native systems will produce many observable
signals and many of these signals will reflect symptoms. We will monitor and record all
these symptoms, but we cannot focus on all this information simultaneously. How do we
optimize the signal to noise ratio to turn this data into useful information? We will
absolutely automate all this monitoring, but some signals are more important and more
valuable than others. These are the system's key performance indicators.
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Netflix provides a classic example. They have identified a single indicator that provides a
critical window into the health of their system, Starts Per Second (SPS). This is literally the
rate at which their customers press the play button. To this one metric, they apply a double
exponential smoothing algorithm to produce a clear signal that can be monitored for
anomalies. When this signal deviates from an acceptable range then it is time to start
sending out pages; it is time to start waking people up in the middle of the night. All the
rest of the data that is collected is supporting material to discover the root cause of the
identified symptom.

Every system has key performance indicators. Monitoring and reacting to these signals is a
new testing paradigm that is performed in production. In pre-production, we execute test
scripts and assert their results. In production, we observe critical signals and assert their
normality. Teams will incrementally uncover the key performance indicators of their
components. This is a major part of the modern test engineering practice, as we discussed
in chapter 7, Testing. Test engineers will apply their deep functional knowledge and
testing expertise to help devise these crucial tests.

Monitoring production systems is traditionally an operations role. These skills and
techniques are a necessity for asserting the health of our cloud-native systems. The skills of
test engineering and operations are blending into a modern TestOps practice (https://
dojo.ministryoftesting. com/lessons/the—future—of—software—testing—part—two).
This is a high-value practice that facilitates our ability to rapidly deliver innovation with
confidence. Identifying the key performance indicators of a system is the objective and art
of the TestOps practice. We will now turn our attention to the mechanisms of continuously
testing these key performance indicators in production.

Real and synthetic traffic

Key performance indicators and a focus on the mean time to recovery are all well and good,
but they are also largely academic unless there is traffic running through your cloud-native
system. International companies will likely have traffic around the clock, but many systems
do not have an international user base. Furthermore, even though the system as a whole
may be receiving continuous traffic, individual regions will receive different levels of traffic
throughout the day.

We are continuously deploying changes into production and we need to proactively assert
the health of the system immediately after each deployment to be confident in the success
of the deployment. However, without traffic in the system, there is no information available
to assert the health of the system. This is particularly true when we are performing a canary
deployment in an off-peak region, as we discussed in chapter 6, Deployment.
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We certainly want to monitor real user traffic and fully understand the quality of their user
experience. We also need to continuously synthesize predictable traffic to sufficiently fill
the gaps in real traffic to support asserting the health of the system. We will use real-user
monitoring and synthetic transaction monitoring in combination to help ensure we have
proper test coverage in production to build our level of confidence.

Real-user monitoring

First impressions are critical to the success of modern systems. Users have many choices
and expect extremely fast response times. A poor user experience has a significant impact
on bounce rate. To minimize this risk, we need to monitor the user experience so that we
are aware of performance issues and make any necessary improvements. However, it is no
longer possible to solely rely on server-side monitoring to gauge the performance of the
user experience. In cloud-native systems, a significant amount of the end-user experience
executes on the client side. Therefore we need full-stack monitoring to assert the quality of
the user experience.

More than likely, your team has used tools, such as Pingdom Website Speed Test (https://
tools.pingdom. com/) or Google PageSpeed Il’lsights (https ://developers.google.com/
speed/pagespeed/insights/), to perform some one-off testing to understand the
performance characteristics of your web pages. This is certainly better than nothing;
however, it would be much better to have the user applications sample this performance
data in real time and periodically submit this information to track the performance
experienced by real users. This technique is called real-user monitoring (RUM). RUM is
considered passive monitoring because it is initiated by actual users. Getting started can
simply involve initializing a third-party library in an application and registering with the
SaaS provider.

RUM provides us with both technical and functional insights. On the technical side, we get
detailed page performance and error information, which can drive continuous performance
improvement and highlight performance regressions. We can also see the system
performance when accessed from around the globe, which can identify the need for
additional regional deployments and which regions to consider.

On the functional side, we can monitor how users actually use the system. For example,
what combination of functionality is used within a typical user session and which features
are used more than others or not at all. This information plays a large role in evaluating the
outcome of our individual experiments, which help drive the product direction. For
example, individual page statistics could inform the results of an experiment, which
performed A/B testing on multiple variations of a feature.
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Real-user monitoring is an important technique, which helps drive a product's direction by
collecting quantitative information around individual experiments. This information is then
analyzed in conjunction with the qualitative feedback from the real users to help make
well-informed decisions. RUM can play a role in smoke testing deployments; however, its
passive nature is generally not deterministic enough. Therefore, we need to generate
synthetic traffic as well.

Synthetic transaction monitoring

Synthetic transaction monitoring (STM) is continuous testing in production. We use this
technique to generate a regular, consistent, and deterministic flow of traffic through the
system. STM is considered proactive monitoring because the teams generate the traffic.
Instead of waiting for users to produce traffic and instead of relying on intermittent manual
smoke testing, the teams define a sufficient set of scripts that provide just enough test
coverage to give the teams confidence that their components are healthy.

Synthetic transactions include more than simple pings to check for uptime. A significant
amount of information and confidence can be derived from simple uptime checks. They are
so easy to implement with a third-party service that your test suite should include these at
an absolute minimum. They are a perfect starting point, but page pings are not enough to
fully gauge the health of dynamic systems.

All the crucial user flows of the system should have a synthetic transaction test. Following
the 80-20 rule of thumb, we should aim to cover the 20% of the system that is used 80% of
the time. These are the flows that the end user cannot live without. Put another way, they
are the flows that will cause users to bounce to another system when they are not working

properly.

Synthetic transactions execute continuously at a prescribed interval and fulfill the role of
smoke tests. As part of story planning and the creation of the deployment roadmap, a team
should identify which synthetic transactions cover the components that will be changed in
each deployment so that the team knows how to assert the success of the deployment. If no
smoke tests exist, then the team must prioritize creating them as part of the task plan. Like
all cloud-native testing, these scripts should start simple and evolve alongside the
components to provide just enough cover to give the team the necessary confidence.
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We can also think of synthetic transactions as the modern equivalent of traditional end-to-
end tests, which execute in a full-blown environment. Our transitive end-to-end testing
technique, as we discussed in chapter 7, Testing, solves the pitfalls of traditional end-to-
end testing, resulting in a stable testing suite that the teams can rely on at the pace of cloud-
native development. Synthetics also fill the role of smoke tests, but smoke tests are usually
a fairly small set of absolutely essential tests. Following the guidance of the testing
automation pyramid, synthetic transactions are at the tip of the pyramid. We should only
implement just enough of these tests to provide a proper balance between team confidence
and the maintenance effort. However, if you are not yet confident with these modern
techniques, you can leverage synthetic transactions to fill any perceived gap between
transitive testing and essential smoke tests.

It is important to point out that we need to distinguish synthetic transactions from real
transactions. When executed in production, synthetic transactions will be aggregated into
business metrics and reports, unless care is taken to segregate them. It is preferable to use
the natural grouping of your data to accomplish this segregation. For example, if your
system supports multiple tenants, then a fake tenant would perform all the synthetic
transactions. In an e-commerce system, a fake customer, tagged as fake, could purchase
fake products, which are also tagged as fake. All reports and metrics would filter out data
tagged as fake. If there is no natural segregation in the system's data, then a more invasive
approach can be employed. A special URL parameter can be added throughout the scripts,
which is propagated throughout the code paths to short-circuit functionality as necessary.

There is one more way in which synthetic transactions differ from traditional test scripts.
Traditional testing asserts the results of each test as they are performed. The scripts of
synthetic transactions certainly allow for conditional logic and can report their success or
failure, but the intent is to simulate the traffic of actual users. This traffic then produces the
signals that we monitor for our key performance indicators. All the data we collect from
real users is collected from synthetic transactions as well. Real traffic has ebbs and tides,
whereas synthetic traffic provides the continuous signal we need to continuously assert the
health of the system. Now we turn our attention to the observability of the system and how
we consume the signal produced by the steady flow of traffic.
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Observability

The classic statement, “it works great in my environment”, represents a lack of
observability. Traditionally, operations and development teams have used different tools to
observe the behavior of their systems. Operations have historically been largely limited to
black-box monitoring. Ops could monitor the operating system, processes, memory, CPU,
disk I/O, network I/O, some log files, and the database, but they had little visibility into the
inner workings of the applications. When a system underperformed, the Ops team could
confirm the fact that is was underperforming, but could not necessarily state why it was
underperforming.

Eventually, the development team was brought in to investigate the problem in a lower
environment, where they can use profilers and debuggers to perform white-box testing and
potentially diagnose the problem and propose a solution. However, lower environments
are out of context and often cannot reliably reproduce the problem. Regardless, the
traditional mean time to a resolution is much too long.

Under today's standards of always-on, zero downtime systems, with users who can choose
to go elsewhere, and with features that are continuously evolving in an effort to increase
user stickiness, we must be able to observe the inner workings of our systems at any time
and in any environment. We cannot afford to try to reproduce a condition at a more
convenient time. We must observe the system in real time and retain the data for both
immediate and historical analysis. During an event, we need full situational awareness so
that we can respond promptly and prudently. After an event, we need information, much
like a flight recorder, to perform a post-mortem that drives continuous improvement.

Here is an apt quote by Alexis Lé-Qudc (https://www.datadoghqg.com/blog/monitoring-
101-collecting-data/), co-founder and CTO of Datadog:

"Collecting data is cheap, but not having it when you need it can be expensive, so you
should instrument everything, and collect all the useful data you reasonably can.”

Monitoring is absolutely critical to fully deliver on the promise of cloud-native. We will
identify the key performance indicators for our systems that enable teams to respond to
incidents well before our customers notice the problem. To accomplish this, we need to
maximize the observability of our cloud-native systems. We need data from our system that
can be turned into actionable information. Collecting data may be cheap, but we need
guidelines to help us turn this mountain of data into valuable information. We will discuss
how to measure the system, the categories of information we are collecting, and alternate
approaches to collecting the measurements.

[239]

printed on 2/9/2023 8:32 AMvia . Al use subject to https://ww.ebsco. coniterns-of-use


https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://www.datadoghq.com/blog/monitoring-101-collecting-data/

Monitoring Chapter 8

Measurements

The first step to increasing the observability of a component is to take measurements of the
important aspects of the component. We refer to measurements as metrics. A metricis a
time series of data points that we can monitor, aggregate, slice, and dice to observe the
inner workings of the component. Each measurement consists of a name, a timestamp, a
value, and a set of tags. The name denotes what is being measured, the timestamp indicates
when it was measured, the value specifies how much was measured, and the tags qualify
where the measurement was taken. The following is a measurement of the latency of a
function:

aws.lambda.duration 2017-12-20 01:30:00 1ms region:us-east-1,functionname:helloworld

It is important to distinguish between the name and the tags of a measurement. Cloud-
native systems are extremely dynamic. What we measure is relatively stable; however,
where we measure it will be dynamic. In the preceding example, we measure the latency of
a function. We want to take this measurement for all functions. In this example, we also
know that this measurement was taken for the helloworld function in the east region.
Tags allow us to aggregate measurements across many different dimensions so that we can
slice and dice the data to glean information.

Typical tags will include the cloud account, the region, the component name, the function,
and the stage. If you have a context flag denoting synthetic transactions, then this could be
a useful tag as well. Tags must have a low or reasonable cardinality over a period of time.
For example, dates and identifiers have a high cardinality and thus are not good tag values.
Suffice to say that high cardinality tags will cause your storage costs to balloon and
reporting performance to suffer. This is indicative of time series databases in general. SaaS
monitoring tools will not necessarily restrict you from using high cardinality values, but
your cost will skyrocket and if enough values are collected in a short time period then the
support team will likely contact you so the bill does not surprise you. Keep in mind that
these are monitoring tools, not business intelligence tools.

We can also give the values we measure more meaning by specifying a metric type of
gauge, count, or histogram. A gauge is the most basic type of metric. A gauge measures the
value of a specific thing over time, such as free system memory. A count represents a long-
running counter that can be incremented or decremented over time, such as page hits on a
website or the length of a queue. A histogram produces several aggregate measurements
(avg, count, max, min, p95, median) to describe the statistical distribution of a set of values,
such as the latency of a function. With these basic building blocks, we can begin to measure
work and resource metrics.
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Work metrics

Now that we know how to take measurements of our cloud-native components, we need to
categorize the measures so that we can turn this data into actionable information and to
help understand what measurements should be taken. The first category is work metrics.
Work metrics represent the user-visible output of the system. They tell us what the system
is doing from the external perspective. When we discuss alerting, we will see that a
degradation of work metrics represents symptoms of an underlying cause. Work metrics
include the rate of throughput for a unit of time, the rate of errors, and the performance or
duration/latency of the unit of work. Collecting work metrics is also commonly referred to as
the RED Method (https://dzone.com/articles/red-method-for-prometheus—3-key-
metrics-for-micros) for rate, errors, and duration.

With regard to our cloud-native components, we certainly want to collect work metrics for
our boundary components. Throughput, errors, and latency are metrics that are readily
available for value-added cloud services such as API gateways and function-as-a-service.
For reactive systems, we also need to collect metrics for domain events. We need to
understand the rate at which domain events are produced and the rate at which they are
consumed. A single component can consume all events and feed domain event metrics into
the monitoring system to track the rate at which events are produced. To track the rate of
consumption, each stream processor needs to measure the count of domain events by type
that it successfully consumes. The objective is to assert that the rate of domain event
consumption is in line with the rate of domain event production. In the performance
section, we discuss tuning stream processors.

Resource metrics

The second category of measurements is resource metrics. Resource metrics represent the
internal workings of the system. They tell us at a lower level what the system is doing to
produce the user-visible output. When we see a degradation of work metrics, our resource
metrics help us determine the underlying cause of the user-visible symptoms. Resource
metrics include the percentage of capacity that is utilized, the extent to which the resource is
saturated with queued, waiting, or throttled work, and the rate of errors produced by the
resource. Collecting resource metrics is also commonly referred to as the USE Method
(http://www.brendangregg.com/usemethod.html) for utilization, saturation, and errors.
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Value-added cloud services, such as cloud-native databases and event streams, are the
resources that are consumed by our cloud-native components. These resources are
provisioned with a specific capacity allocated. When we exceed that capacity then
additional requests will be throttled. It is important to track saturation as well as utilization
because utilization is tracked as an average over a period of time. These averages typically
smooth out short periods of overutilization. Saturation metrics represent this
overutilization. We design our components to be resilient in the face of short periods of
saturation, such that they retry with an exponential back-off. Autoscaling can resolve the
short-term capacity limits, but the resource metrics will help us fine-tune our capacity
allocations.

Events

Our third category of measurements is events, both system events and external events.
These are distinct from our domain events. Events are discrete, infrequent occurrences,
such as a recent deployment, the autoscaling of a cloud-native database, a fault in a stream
processor, or recorded alerts that show a resource metric or work metric that is not
behaving normally. Events provide crucial context to the behavior of the system. When we
are investigating a problem via a dashboard, events that correlate with metric fluctuations
often lead to the root cause.

Most monitoring tools integrate with the webhooks of Git repositories, such as GitHub and
BitBucket. When performing many deployments per day, these integrations are very
important to maintaining situational awareness. The event consumer that monitors the rate
of domain events in production should also record faults as system events in the
monitoring system. When investigating the root cause of a fault event, the presence of a
deployment event for an upstream component would suggest that the upstream
component just deployed a backward incompatible change that is the cause of the faults.

It is also interesting to point out that alerts, which are recorded as events, are themselves a
form of observability. We can think of these alert events as higher-order observations
because they build on the lower-level measurements that in and of themselves are just data.
It is the higher-order observations that cause us to jump into action to resolve a problem.
Now that we know what to measure, let's discuss how we transmit the measurements so
that they can be monitored and drive these alerts.
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Telemetry

Once we have made our measurements, we need to transmit the observations to the
monitoring system for processing. In other words, our components will be taking measures
and storing them locally. These measurements need to be collected from all the different
locations and consolidated in the monitoring system for reporting and alerting. This
process of collection is referred to as telemetry. There are several telemetry approaches for
collecting the metrics. We can classify these approaches as cloud provided, agents, and
logs.

All cloud providers collect metrics about the performance of their services and retain these
values for a limited amount of time. These metrics are made available in the cloud console
of each service. The ability to create custom dashboards across services is also provided to
varying degrees. Third-party SaaS monitoring tools arguably provide higher-value
offerings for custom metrics, custom dashboards, monitoring, and alerting and metrics
integration with many different tools. Some of these tools, such as Datadog, integrate with
the cloud providers and continuously consume the cloud-provided metrics and retain them
for an extended period.

Our cloud-native components fully leverage value-added cloud services. The presence of
the cloud provider metrics means that our cloud-native components have reasonably high
observability with little extra effort. With the addition of a third-party SaaS monitoring tool,
teams can quickly put monitoring and alerting in place, with just the cloud-provided
metrics, and start deploying with greater confidence. These tools can monitor the entire
pipeline when the integrations for Git, CI/CD, and issue tracking are configured.

Agents are currently the most typical approach for collecting custom metrics. StatsD is an
open source agent created by Etsy. Many, if not most, monitoring tools use StatsD or an
enhanced version to collect metrics. An agent runs as a separate process on the instances of
a container cluster. The component code is instrumented to make calls to the agent API to
record counters, gauges, and histograms, as discussed earlier. The agent aggregates the
measures and periodically sends the aggregated measurements to the monitoring system,
typically every 30 or 60 seconds.

As a result of this architecture, little to no overhead is placed on the component to record
the metrics with the local agent. The agent is then able to perform calculations, such as
calculating the statistical distribution of histograms, and efficiently send the aggregated
metrics in bulk to the monitoring system. This approach assumes that the code can be
instrumented and that the agent can be installed on the cluster instances.
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Logging is both an old and a new approach to collecting metrics. Traditional tools, such as
Apache HTTP Server, record their metrics in a log file. AWS CloudFront has cloud-
provided metrics but records more detailed metrics in log files. Applications, in general,
have always written errors and exceptions to log files. As a form of back-box monitoring,
these logs can be tailed and parsed to extract metrics and events that can be sent to the
monitoring system. There are many tools that specialize in processing logs.

However, logging is a sticking point with regard to cloud migration, because of the
ephemeral nature of cloud infrastructure. For example, if a traditional system is configured
for autoscaling in the cloud, when an instance is autoscaled up and logs are recorded on the
instance and when the instance crashes or is autoscaled down, then the logs are destroyed
with the instance. Cloud-native systems are designed to continuously send log statements
to a central location, such as AWS CloudWatch Logs. Third-party monitoring systems
integrate with these logging services to extract the raw log data and process it into
actionable information. The use of structured logging makes this process easier.

Function-as-a-service presents an interesting challenge for collecting custom metrics. First,
it is not possible to install an agent because the function owner is not in control of the
machine instance. Next, even if access to the instance were available, each invocation could
be on a different instance, because stickiness is not guaranteed. One alternative is to batch
metrics in the function call and send them to the monitoring system via a direct API call.
However, this adds significant latency to each function invocation. Furthermore, since
metrics are sent for each invocation, there is no opportunity to batch measurements across
invocations and create histogram distributions.

Structured logging is a natural approach to recording custom metrics when using function-
as-a-service. This is a case of what's old is new again with cloud-native. Functions are
instrumented by recording structured log statements for counters, gauges, and histograms.
The monitoring system continuously processes the centralized logs and extracts the
structured statements. This processing is able to calculate the statistical distributions for the
histograms from the individual statements. Now that we have collected the measurements
in the monitoring system, we can turn our attention to alerting.
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Alerting

Alerting is a double-edged sword that we have to learn to use productively. The teams
have created synthetic transactions to exercise their components on a regular basis to help
assert the success of their deployments and the health of their components. Each
component has been instrumented to sufficiently increase the observability of its internal
operation. As a result, the teams are now awash in a sea of metrics. Categorizing this data
into work metrics, resource metrics, and events helps to make sense of the different signals
emitted by the components. Some teams have honed in on their key performance
indicators, while others are still waiting for the dust to settle. Regardless, there is too much
information to consume manually. Monitors need to be defined to watch the data and alert
the team accordingly.

The classic problem with monitoring is alert fatigue. Teams will receive far too many alerts
when monitors are not well crafted. Receiving too many alerts is not much better than
manually crunching the metrics. It is still information overload. We eventually stop paying
attention to the alerts. Or worse, we set up scripts to automatically stuff them into a folder
that may never be reviewed. Instead, we want timely alerts. Our objective is to focus on the
mean time to recovery. If we inadvertently ignore important alerts then we are no better off
than no monitoring at all. The general guidelines (https://docs.google.com/document/d/
199PqyG3UsyXlwieHagbGiWva8eMWi8zzAn0YfcApr8Q/edit) are to alert liberally, but page
judiciously on symptoms rather than causes.

Many, if not most, alerts will be strictly informational. These low severity alerts need no
immediate action. They are just recorded for future reference, which in and of itself is a
form of observability. For example, when an autoscaling policy is triggered or when the
latency of a service increases above a threshold, then we want to record these facts. These
observations need no intervention. The autoscaling policy is performing as intended and
the latency may be temporary. However, these higher-order observations may be useful in
later analysis. When performing the root cause analysis of a real problem, these
observations may help highlight an important pattern when correlated with other
seemingly unrelated observations.

Moderate severity alerts should also result in notifications via email, chat room, and/or the
creation of a prioritized ticket in the issue tracking system. These alerts need timely but not
immediate attention. No one needs to be woken in the middle of the night for these
observations. For example, when the iterator age on an event stream processor starts to
increase then this is probably worthy of a notification. This may be a temporary condition
that goes away or if it continues to age then action will be necessary before unprocessed
events start to expire from the stream. This early warning gives the team ample time to
investigate and act accordingly.
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The user-visible symptoms are usually our key performance indicators or at least
candidates. For example, the change in throughput of pressing the play button is a
symptom of a root cause, such as some resource being over-utilized or not available. Paging
on both the cause and the symptom increases alert fatigue, as does prematurely paging on
just the cause. Paging on the symptom also decouples the monitor from the implementation
details, which may change over time. There are exceptions, such as when a stream
processor's iterator age is approaching expiration. In all likelihood, a high severity alert
would have already been generated because useful work is clearly not progressing through
the stream. Yet another alert is warranted to increase the urgency for a resolution.

Moderate-level alerts enable teams to react before a recovery is necessary. High-level alerts
trigger teams into immediate action. Low-level alerts collect potentially valuable
observations that come to light when diagnosing a problem. Now we turn our attention to
the process of leveraging the metrics and observations for diagnoses.

Focus on recovery

We have accepted the reality that to err is human and that our bounded isolated
components will inevitably experience failures. We will instead focus our energies on the
mean time to recovery. We have instrumented our components to be highly observable and
we have strategically created synthetic transactions that continuously generate traffic
through the system so that we can observe the behavior of key performance indicators. We
have created alerts that monitor the key performance indicators, so that we can jump into
action as soon as a problem is detected. From here we need a method for investigating the
problem and diagnosing the root cause that allows us to focus our attention and recover as
quickly as possible.

Teams should create a dashboard for each component in advance. A dashboard should
display all the work metrics for a component and the metrics for the resources it consumes.
All events should be overlaid on the dashboard as well. Note that it is the grouping of
different metrics on a dashboard and where they are placed on the dashboard that
implicitly correlates the metrics. Define filters for the appropriate tags, such as account,
region, stage, and so forth. All the metrics on the dashboard should filter by these tags and
for the selected date and time range.
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Once we have been alerted to a symptom we can investigate the root cause in a methodical
manner. Start with the top-level work metric that identified the symptom. Investigate the
metrics of the resources that the work component depends on, such as is the database
capacity saturated. Determine if there are any events related to the component or its
resources, such as a code deployment. If the root cause is not identified at this level, then
dig deeper and repeat. For example, investigate the next upstream or downstream
component for issues. The data lake can also be a useful source of information. For
example, the search engine can reveal the details of the domain event payloads to help
diagnose data-related issues.

For stream processors, it is often useful to observe the problem in action. If the processor is
in an infinite loop or producing fault events, it is sometimes necessary to let the processor
continue to fail to collect more measurements and help identify the pattern of the problem.
The processing is asynchronous and isolated, therefore the end user is less directly
impacted, which affords the team a little more time with a little less pressure to diagnose
the problem without jumping to conclusions and making snap judgments that can cause
more issues. This can be a powerful tool if the stream processor is sufficiently instrumented
and it leverages the Stream Circuit Breaker pattern. The fault events can be resubmitted
after a resolution is put in place.

Once a solution is identified, the team will roll-forward by creating a task to implement,
test, and review the fix and then perform the automated deployment. It may be necessary
or potentially convenient to roll-back the previous deployment while working on the fix.
However, with sufficiently small batch sizes, it is usually easier and just as fast or faster to
roll-forward.

In the case of a regional failure, it will be necessary to failover to the next closest region.
Our cloud-native components leverage value-added cloud services that handle availability
zones failover for us. However, when one or more of these services experiences a failure,
regardless of how infrequent, they will impact the entire region. To account for this, we
create regional health checks to monitor the crucial services for a significant increase in
their error rate. An alert would trigger the DNS service to route the region's traffic to the
next best region until service is restored.

We can also leverage the observability of our cloud-native components and our diagnostics
methodology to proactively tune our components based on quantitative information from
production usage. We will discuss performance testing and tuning next.
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Performance

Performance testing is another topic that cloud-native tends to turn on its head. Systems
built on traditional architectures often forgo performance testing, because it can be a long
and tedious process, but ultimately pay the price when major bottlenecks are eventually
discovered in production. On the flip side, performance testing often yields little valuable
information, because traditional architectures typically have a fairly low level of
observability. These performance tests largely treat the system as a black box with little or
cumbersome white-box monitoring.

Cloud-native systems are composed of bounded isolated components and leverage value-
add cloud services. The performance surface area of these characteristics is extremely
different from traditional systems. Bounded isolated components share no resources other
than event streaming. They perform no inter-component synchronous communication. All
synchronous communication is performed within the component against value-added
cloud services that are specifically provisioned for and owned by the bounded isolated
component. Therefore, each component is entirely in control of its own performance tuning.

Most value-added cloud services are very explicit about how capacity is allocated and
billed. Traditional resources are cluster-based. You allocate a cluster size and you
eventually determine, through testing or production usage, how much throughput can be
sustained on the chosen cluster size. Value-added cloud services are typically provisioned
based on the desired throughput. If you know and/or can predict the required throughput
then you can provision more accurately. Built-in autoscaling accommodates for any
variation, without the need to define complicated policies.

Some value-added cloud services, such as an API Gateway or a function-as-a-service,
implicitly scale to meet demand but do so within an upper throttling limit. These are soft
limits that can be raised with a simple support request. These limits can come into play
during peak usage scenarios, so teams do need to be aware of these limits. However,
because of the high degree of isolation and the built-in autoscaling, it is entirely reasonable
for teams to forgo upfront performance testing and tune resources as the usage patterns
solidify.

As always, teams need to implement all synchronous calls to handle throttling with retry
and exponential back-off logic. Most SDKs provide this out of the box. In stream processors,
back-pressure should be added to accommodate for the current capacity allocations, to try
to avoid the need for retries as much as possible. With these protections in place, a team can
leverage the observability of their components to monitor current activity and
quantitatively forecast future needs. This works well in combination with incremental
experiments, as each slice is exposed to a controlled set of users.
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It is important not to over-optimize too early in the development life cycle, as this often
results in wasting valuable development resources for little improved value in
performance. It is better to tune performance component by component as the metrics
highlight valuable opportunities for improvement. It is interesting to note that performance
has two benefactors in cloud-native. For example, the latency of an interaction with a BFF
component may be more than sufficient from the end user's point of view. However, if the
invocation rate of that interaction is extremely high, then a reduction in latency could have
a significant impact on cost and also improve the user experience.

A typical example is a high traffic read operation. Such an operation would pass through
an API gateway and invoke a function that reads from the database over and over again.
Adding a short cache-control header to the response would cause the request to be
frequently handled by the CDN, thus removing the latency and cost of the API gateway
and function invocations and the increased database read capacity. Alternatively, if the
response changes very infrequently, then storing the JSON in blob storage and serving it
directly out of the CDN results in a significant reduction in cost and delivers consistently
low latency, not just when there is a cache hit.

High volume stream processors will likely be candidates for performance tuning. The
iterator age of the function will be the leading indicator. We have discussed how an
increase in an iterator age can be an indication that a stream processor is experiencing an
error and is caught in the retry loop. The Stream Circuit Breaker pattern discussed in chapter
3, Foundation Patterns, provides the mechanism to avoid the retry loop. However, the
iterator age is also an indication that the stream process simply cannot keep pace with
demand. If the high rate events persist for too long then the processor could start to drop
events.

Improving the performance of a stream processor can take many dimensions. First,
increasing the shard count could spread the load across multiple instances of the processor,
so long as the partition key is well distributed. Next, an increase in the batch size and/or the
memory allocation could allow the processor to more efficiently process the load. For
function-as-a-service, it is important to understand that increasing the allocated memory
does not necessarily equate with higher costs. For typical pricing algorithms, if doubling
the allocated memory cuts the execution time in half then the cost is the same.
Alternatively, increasing the batch size along with increasing the memory, may allow more
throughput with fewer invocations and less execution time.
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The bottleneck could also be related to the utilization or saturation of the target resources.
When invoking a cloud-native database, we want to maximize utilization by optimizing the
request batch size to minimize the number of network requests while also optimizing the
number of parallel requests to maximize the use of asynchronous non-blocking IO. The
optimal combination of batch size and parallel requests should not saturate the allocated
capacity, which would result in throttling and inefficient retries. Back-pressure can be
added to rate limit the flow within the allocated capacity.

To identify the optimal tuning for a specific stream processor, it may be necessary to
undergo some more traditional performance testing for the specific isolated component.
Keep in mind that when such tests are performed, they should not be performed in the
production account, as the increased activity will count against the soft limits of the account
and negatively impact the production workload.

Summary

In this chapter, we discussed the need to shift some testing to the right into production
where we continuously monitor key performance indicators and focus on the mean time to
recovery in an effort to increase our confidence in the stability of our cloud-native systems.
We leverage both real and synthetic traffic and fully instrument our cloud-native
components to maximize the observability of the system. We discussed the need to alert
liberally, but page judiciously on user-visible symptoms rather than causes. Once a
problem is identified, we investigate the system's work metrics, resource metrics, and
events to diagnose the root cause and determine the appropriate actions that must be taken
to recover quickly. We also discussed how the observability of a cloud-native system
enables teams to continuously tune and improve the performance of the system.

In the next chapter, we will discuss the shared responsibility model of cloud-native
security. We will build on the promise and concepts of cloud-native and adopt security-by-
design and security-as-code practices to implement secure systems.
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In the previous chapter, we continued our deep dive into the human factors of cloud-
native. We discussed the need to maximize the observability of our cloud-native systems.
We shifted some testing all the way into production, where we continuously monitor key
performance indicators and focus on the mean time to recovery in an effort to increase our
confidence in the stability of our cloud-native systems. We also discussed how
observability enables continuous performance tuning and improvement.

In this chapter, we will continue to discuss the human factors of cloud-native. We leverage
the shared responsibility model of cloud-native security and adopt the practice of security-
by-design to implement secure systems. We cover the following topics:

e Shared responsibility model
e Security by design

e Accounts as code

¢ Defense in depth

e Encryption

¢ Disaster recovery

e Application security

e Regulatory compliance
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Shared responsibility model

Security is arguably the biggest hurdle to cloud adoption. It takes a lot of confidence for a
company to delegate its security responsibilities to a cloud provider. There is that word
confidence again. This lack of confidence is certainly understandable to some degree
because security is a complicated topic with many layers. However, how can any company
rapidly and continuously deliver innovation to market with the confidence that they have
met all their security obligations? One of my customers put it best when he said, “There is no
way I can build a system as secure as I can in the cloud, because I simply do not have the resources to
do so.”

Every company has a value proposition and its core competencies are focused on that
mission. When push comes to shove, because the time to market is of the essence, it is not
unusual for security to get shortchanged. If you need an example, ask yourself if your
system relies solely on disk level encryption to secure your data at rest. This practice has
become so common, because the alternative requires some extra elbow grease, that we as an
industry are largely ignoring the fact that this practice is wholly insufficient. We will
discuss this in detail in the Encryption section. We will take a recent and notorious breach as
an example. We must learn from these mistakes.

Cloud providers, by contrast, understand that security is of the utmost importance
precisely because of market pressure. A lapse in security by a cloud provider could cause a
large swing in market share. Specific security requirements certainly drive customers
towards one cloud provider or another. However, cloud providers do not take on sole
responsibility for the security of their customer's systems. Security in the cloud is based on
a shared responsibility model, whereby the cloud provider and the customer work together to
provide system security. Generally speaking, below a certain line in the architecture is the
responsibility of the cloud provider and above that line is the responsibility of the
customer.

If we draw the shared responsibility line at the lowest level with infrastructure-as-a-service
then the cloud provider is responsible for the security of the facilities, the network
infrastructure, the virtualization infrastructure, and the physical security of hardware.
Above this line, the customer is responsible for the security of everything else from the
operating system on up. As we leverage value-added cloud services more and more, the
shared responsibility line moves higher and higher. In our cloud-native systems, we are
aiming to fully leverage these value-added cloud services. Ultimately, the aim is to draw
the line high enough such that our responsibility is focused on protecting the
confidentiality, integrity, and availability of the data and not the infrastructure itself.
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By leveraging value-added cloud services and optimizing the shared responsibility model,
companies can focus on securing their data, which they know best, and let the cloud
provider focus on the non-differentiating aspects of securing the cloud services, which they
know best. This is similar to how value-added cloud services let us focus on multi-regional
deployments because the services already provide multi-availability-zone support. This is
how companies rapidly and continuously deliver innovation to market with confidence
that they have met all their security obligations within the limits of their scarce resources.

The shared responsibility model and value-added cloud services empower self-sufficient,
full-stack teams to build secure components. Within this context, teams must employ the
practices of security-by-design and defense-in-depth to fully leverage the security tools
provided in the cloud. We will see that these practices simply become an integral part of the
cloud-native development methodology.

Security by design

Security-by-design, security-as-code, and security-first are all themes regarding how we as
an industry can improve our ability to deliver secure systems. Security-first is certainly a
good theme because we simply cannot graft security onto our systems after the fact.
However, we need more than security-first. We need a continuous focus on security.

Security-as-code is extremely important. Human error is the root cause of the vast majority
of system breaches. This human error can be the inevitable result of configuration drift, as
systems are manually configured, patched, and tuned to the point that there is no
conformity or traceability and quality suffers. Or human error can result when the sheer
effort required to manually patch a system with a known security fix leads to an inertia that
leaves value information exposed. Our cloud-native systems are powered by the
automation of disposable infrastructure, which leads to high quality, conformity, and
traceability. To be fully automated we must treat security requirements the same as any
other requirement and work them through our cloud-native development pipeline.

Yet, security-as-code is not enough, because there is a step needed before we should start
coding. This is why I prefer the term security-by-design. It is more deliberate and it is
continuous. The cloud provides us many tools to carry out our security responsibilities.
However, we need to understand these tools and know when to apply them. When we
design a story, during story planning sessions and working out the task deployment
roadmap, we need to incorporate these security features into the design of the cloud-native
component. We will discuss many of these features in the Defense in depth section.
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Security-by-design should actually start well before the story level. As we architect the
feature roadmap we need to classify the sensitivity level of each feature and its individual
stories. When we include the sensitivity level as a prominent part of the development
process, it puts security front and center. Then during a story planning session, the
sensitivity level is a signal to the team that there are additional security concerns that must
be addressed, such as specific data elements that must be encrypted or tokenized, as we
will discuss in the Encryption section.

Each security requirement is ultimately implemented, tested, reviewed, and deployed as a
task following the task branch workflow approach discussed in chapter 6, Deployment, and
Chapter 7, Testing. As such, the security requirements are continuously and incrementally
designed and fully automated. This level of traceability and conformity is also crucial for
regulatory compliance, as we will discuss.

Accounts as code

Before we can build and deploy our cloud-native components we need to build and deploy
the cloud accounts that they will run in. Far too often insufficient attention is paid to the
architecture of cloud accounts. As we discussed in chapter 2, The Anatomy of Cloud Native
Systems, there is a great deal of thought that needs to put into the design of cloud accounts
to ensure proper bulkheads. We certainly need to have separate accounts for production
and development. In production, components could be spread across multiple accounts,
such as separate accounts for front-office and back-office components. To support
regulatory compliance, while also minimizing the scope of compliance, we may isolate
certain components with higher sensitivity to their own accounts with additional access
restrictions and procedures. A master account for consolidated billing is always
recommended, as is a separate recovery account, as we will discuss later in the Disaster
recovery section.

Once we have designed the architecture of our account hierarchy and topology, we need to
codify the implementation of each account. This is no different from how we implement
our cloud-native components. Each account is managed in its own project and versioned in
its own source code repository. We create a CI/CD pipeline for each and follow the same
task branch workflow approach that we discussed in chapter 6, Deployment. Each task will
deploy new account scoped resources or enhance existing resources. These resources are
defined in a serverless.yml file just like we do for any component. By treating accounts
as the code, we benefit from all the quality, conformity, and traceability of disposable
infrastructure.
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The first task in the creation of each account after an empty account has been created is to
enable auditing. For AWS, this includes enabling CloudTrail for all regions and recording
the audit logs in an S3 bucket. From this point on, all administrative actions taken in an
account are audited. Therefore, it is important to enable auditing as early as possible to
have complete traceability. The next task should create the necessary access policy to grant
a third-party monitoring service permission to retrieve metrics from the account, as we
discussed in chapter 8, Monitoring. The first monitor I create is always on the audit trail to
alert on any and every change to the identity and access management system.

These initial tasks, although automated, are not triggered by the pipeline because we have
not granted the pipeline access to the account. Thus, the next task is to define the roles,
policies, and a user account for the pipeline. Once the access has been granted for the
CI/CD pipelines, then all further tasks will be executed via the pipeline when a pull request
is accepted. This includes the pipeline for the account project and any other pipeline jobs
that target the specific account. The details of these access permissions will depend on your
needs, but the point is that the creation of the access permissions is automated.

Thus far we have only granted the root user, the monitoring system, and the CI/CD
pipeline access to the account. Next, we need to grant user privileges. Least privileged
access and separation of duties are the fundamental principles that should guide the
definition of access policies. Assigning individual users to groups to grant access to an
account is typically a manual process. However, the definitions of the groups and policies
are treated as code. A change to the policies is initiated as a change request, the changes are
declared in code and follow our task branch workflow. Once the pull request is accepted
then the policy changes are applied to the account. Note that the team requesting a change
in policy could implement the declarations and submit the pull request that is then
reviewed and accepted by the security team.

In addition to least privilege and separation of duties, an account should enforce the use of
strong authentication. Both strong passwords and multi-factor authentication (MFA)
should be required. Use of access keys should be limited to just the CI/CD pipeline, which
must store the keys securely. Developers should only need an access key to the Dev
account. All access keys should be rotated frequently. The previous first steps needed an
access key to bootstrap the account, but that access key should be destroyed once the
pipeline is configured.

The maintenance of any other account-scoped resources should be automated as well, such
as DNS and certificates. How these resources are allocated to stacks should follow the
cloud-native principles of being bounded and cohesive, such as we discussed in Chapter 2,
The Anatomy of Cloud Native Systems. We will also be automating security at every layer of
the system, as we will discuss next.
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Defense in depth

Security and redundancy go hand in hand. Each layer of the system architecture has its
own fortification. This redundancy ensures that if an outer layer is breached, then the next
layer can potentially thwart the attack or at least slow it down long enough for the initial
breach to be repaired. The number of layers in our cloud-native components is
purposefully shallow. All inter-component communication is performed asynchronously
via event streaming and all synchronous intra-component communication is with highly
available, value-added cloud services, such as cloud-native databases. Our boundary
components, such as a BFF component, have the most layers with an edge layer, a
component layer, and a data layer; whereas fully asynchronous components will not have
an edge layer, because they are entirely internal. The following diagram summarizes the
topics we will discuss at the different layers:
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Edge layer

We touched on the importance of leveraging the edge of the cloud in the API Gateway
pattern, in chapter 4, Boundary Patterns. Cloud providers have vast and expansive edge
capabilities spread around the globe. These edge capabilities obviously have enormous
performance benefits, but their security benefits are on par or more so. It is recommended
to route all traffic, PUT, POST, DELETE, GET, and so forth, through the CDN, to minimize the
attack surface of a cloud-native system. By walling off all other avenues to the system, all
traffic must pass through the CDN, which provides managed network level DDOS attack
protection. Cloud providers have advanced DDOS offerings, but simply leveraging the
CDN provides significant default protection. As a result, an attack is handled at the edge,
which reduces the impact of triggering autoscaling policies on internal components. The
CDN is also responsible for encryption of data in transit at the edge, as discussed in the
Encryption section.

A WAF is another important edge capability for providing application layer threat
protection. All traffic flowing though the CDN is filtered against the rule set of the WAF.
These rules protect against typical Open Web Application Security Project (OWASP)
threats such as SQL injection and cross-site scripting as well as dynamic threats such as
blocking specific IP addresses. A specific self-sufficient, full-stack team will usually own the
WAPF rule set that is plugged into the CDN for each boundary component.

This security team will build the components that react to traffic patterns and dynamically
update the WAF rule set. One such component would periodically synchronize the rule set
with the publicly available IP reputation list of bad actors, such as spammers, malware
distributors, and botnets. Another component would process the CDN access logs and
block IP addresses that exceed request limits to stop HTTP floods. While another
component would process the CDN access logs and block IP addresses that are submitting
bad requests to search for vulnerabilities. It may also be possible to create rules that
implement virtual patches for known vulnerabilities, such as the notorious Struts
vulnerability. Such rules would give teams additional time to implement and deploy
proper patches to their components.
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Component layer

The component layer has many different security responsibilities. A BFF component will
deploy its own CDN that is connected to the WAF, as discussed earlier. The BFF
component will play a role in DDoS protection as well, by employing an API gateway that
will handle throttling and by providing sufficient autoscaling to absorb traffic that reaches
its internals. Each component will also monitor for and alert on deviations from normal
request rates, as discussed in Chapter 8, Monitoring.

Least privileged access is another important responsibility of each component. Following
security-by-design practices, teams will define strict permissions for each component to
grant it access to its required resources. For example, an API gateway will be granted
specific permissions to the functions that it accesses and those functions will be granted
specific permissions to the resources they access, such as cloud-native databases and event
streams. All cloud services and resources originate with no access privileges, which helps
guarantee least privileged access, so long as teams are specific in the access they grant to
their components.

Each component is responsible for encryption of data in transit and at rest, as we will
discuss in the Encryption section. Each BFF component is responsible for processing JWT
tokens, as we will discuss in the Application security section.

Data layer

Many of the security requirements at the edge and in component layers are very
mechanical and in many cases boilerplate. This is a definite benefit of leveraging value-
added cloud services. This, in turn, frees teams to focus on the much more specialized
security requirements of securing the data layer. Securing the data layer is more difficult
because the requirements are domain specific and thus require input from domain experts.
For example, we need domain knowledge to classify the sensitivity level of the different
domain entities and their individual data elements. This is why security-by-design is so
very important. The shared responsibility model in combination with value-added cloud
services allows us to focus on the most important aspect of securing our data, but we must
put the practices in place to do so.

We discussed granting access to data resources earlier, in the Component layer section. We
will discuss encrypting data at rest in depth in the next section on encryption. In the
Encryption section, we will also discuss some nuances of securing domain events. We will
discuss backup and recovery in the Disaster recovery section.
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Encryption

Security in depth is a critical component of cloud-native security. Multiple levels of least
privileged access help ensure that access is controlled at each layer of the technology stack.
Value-added cloud services, such as CDN, WAF, API gateway, function-as-a-service, and
cloud-native databases, take responsibility for many of the non-differentiated aspects of
securing cloud-native systems. Drawing the line of the shared responsibility model as high
as possible enables teams to focus their core competency on the security of the data layer.

Following our security-by-design practices, teams need to classify the sensitivity level of
their domain data. Based on these classifications, teams then design the proper levels of
obfuscation into their components. For each request/response payload, for each database
table, for each event type, a team must design how data will be obfuscated at the field level.

Data in transit

Coarse-grained encryption of data in transit is necessary when one side of the
communication channel is not able to encrypt the individual elements of the request or
response. For example, user interfaces are not able to encrypt data elements because they
cannot secure the private key. Therefore, clients will send the data as-is through an
encrypted channel, such as HTTPS, and the server-side will decrypt the data for the client
before sending it on the encrypted channel.

Fortunately, value-added cloud services make it very easy for cloud-native systems to
enforce the encryption of data in transit. For example, API gateways, function-as-a-service,
event streams, and cloud-native databases typically only support HTTPS, therefore there is
no option but to encrypt the data in transit. These fully managed services handle the
certificates so we do not have to.

When using a CDN, we have the choice to use HTTPS or not. For example, a public static
website would not necessarily require the use of HTTPS. However, when we use the CDN
in front of an API gateway we need to require HTTPS. The CDN is typically used to
customize the domain name of an API. In this case, we need to provide a custom SSL
certificate to the customer. To make this easy, cloud providers offer a certificate
management service. These services integrate with the CDN, take the headache out of
creating a certificate, and will automatically renew and deploy the certificate when it
expires.
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Data at rest

Encrypting data at rest is a fundamental security requirement. However, encrypting data at
rest is a much more complicated problem space than encrypting data in transit. For data in
transit, we can reasonably take a coarse-grained approach and require that all traffic over
all communication channels use SSL. We can do this because communication is a transient
event between two parties, where the consumer has been authenticated and its client
software is trusted. Encryption at rest is a more complex problem space because once data
is stored, there will be many more interactions with many more parties over the life of the
data.

Unfortunately, a coarse-grained approach to encrypting data at rest is insufficient. I think it
is fair to say that the data in many data breaches that have been publicly reported were
likely encrypted at rest. However, they were encrypted at rest using disk-based encryption.
Disk-based encryption is a false sense of security. Far too often, disk-based encryption is
used to check the box on a security requirement when it doesn't actually satisfy the
requirement or at least the spirit of the requirement.

The problem with disk-based encryption is that it is only effective when the disk is
disconnected from the system, in other words, when the disk is being used as a
paperweight. So long as the disk is connected to the system and the key that was used to
encrypt the data, then the data is automatically decrypted when it is read from the disk.
This is fine, so long as the party and/or software doing the reading can be trusted.
However, when the data has a long life and there are many interactions with many
different parties, then the likelihood increases that human error will accidentally make the
data accessible.

For example, let's say that a user has legitimate permission to access all the data in a
database. Once a query is executed and the data is returned then the data has been
decrypted at this point and the user can read all the data in its entirety. This may be
perfectly reasonable at this point. But what if the data is exported? Was the disk that the
data was exported to encrypted? Maybe the data is then uploaded to an S3 bucket for some
ad-hoc analysis. Is access to the bucket restricted and was server-side encryption enabled?
Was the data thoroughly deleted from the disk after it was uploaded to S3? Are we certain
that someone won't innocently make the S3 bucket public at some later date? Even with
server-side encryption, the data of a public bucket will be decrypted when it is read. This
type of human error happens so frequently that AWS has instituted a program to notify
accounts regarding public buckets.
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As another example, a bug in the software at a higher layer in the technology stack could
open up a vulnerability that allows malicious access to lower layers of infrastructure, such
that rogue applications can be installed. At that point, the rogue applications could likely
access that database with the permissions available on the infected machines. Even if the
permissions were restricted to read access, the data would still be decrypted as it is read
from the database. This is a plausible description of what might have happened in a recent
and notorious public breach.

The point of both these examples is to emphasize that disk-based encryption, although easy
to implement, is a woefully inadequate solution to encrypting data at rest. It solves only
one piece of the puzzle. To truly solve this problem we need to encrypt data at rest using
application-side encryption. Unfortunately, application-side encryption has been generally
avoided because it is subject to the human error of omission. In other words, it is not as
easy to implement, therefore teams may neglect to implement it properly or at all.
Fortunately, value-added cloud services and security-by-design address this problem
directly.

Application level encryption is the superior approach to securing data at rest because it
effectively allows us to redact sensitive data. In all our preceding examples, the sensitive
data will remain encrypted until someone or something, with permission to access the
encryption keys and knowledge of which fields are encrypted, decrypts the data. An added
bonus is that it also improves performance for all cases where the data does not need to be
decrypted. The perceived downsides of this approach are easily addressed, as we will
discuss next, plus they are outweighed by the serious downsides of disk-based encryption.

Envelope encryption

First and foremost, effective application level encryption is predicated on strong security-
by-design practices. As teams architect the feature roadmap, the sensitivity level of the
features must be classified. This starts to drive the design of the domain model, such that
sensitive data is properly isolated. At the story level, a team will identify the exact data
elements that must be encrypted, evaluate alternatives such as tokenization, determining if
the data needs to be queried and filtered by encrypted fields, and whether or not the
sensitive data should be included in domain events.
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Teams will use the cloud provider's key management service to encrypt sensitive fields
using an approach called envelope encryption, which is the process of encrypting one key
with another key. A master key is created at deployment time, whereas data keys are
created at runtime. Each time a domain entity is saved, a new data key is generated to
minimize the need for rotation. The sensitive information is then encrypted with the data
key. The data key is encrypted with the master key and saved along with the domain
entity. Later, when the domain entity is retrieved the data key is decrypted and then used
to decrypt the sensitive information.

Performing queries and filters on sensitive data requires additional work because it is not
possible to filter on an application level encrypted field. Instead, an additional field must be
created that will contain a one-way hash of the sensitive data. The user entered search value
is hashed as well to perform the comparison. This means that wildcard searches on these
values are not possible. In the case of Personally identifiable information (PII), such as zip
codes or states, this is not a problem, but it does make searching based on street address
more cumbersome.

Tokenization

Tokenization is an interesting alternative to encryption that works for some types of data. A
token is a generated value that replaces and references the real value. It cannot be used in
place of the real value. It can only be used to look up the real value. A tokenized value has
the advantage that it resembles a real value. An example of a tokenized credit card number
is 4111-XXXX-YYYY-1111. The tokenized value can be securely used throughout the system
because it is not the real number. For example, this value could be securely presented to a
user in a user interface and recognized as representing a credit card number. The user
would recognize the last four digits of their card and the first four digits would indicate the
type of card. Yet the token is useless until securely exchanged for the real value, which
requires proper permissions.

Tokenization is used in conjunction with isolation. A dedicated component often called a
vault, is responsible for generating the tokens and storing the tokenized values. This
component is isolated in its own cloud account with strict rules regarding who is allowed
access to operate the account. Background checks and clearances are often required. This
capability is usually purchased as-a-service from a third-party.
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Domain events

The domain events that we exchange in our reactive cloud-native systems have interesting
nuances with regard to data at rest because of their durability and immutability. In many
cases, an event is produced and discarded after it is consumed. However, some consumers
store events for a period of time or indefinitely, as is the case with the data lake. This means
that we must retain the keys for all domain events with encrypted values if we need to be
able to read those values. Regulations, such as the upcoming EU General Data Protection
Regulation (GDPR), add another wrinkle for immutable events because of the requirement
to forget a user's PII data upon request.

There are many possible solutions and combinations of solutions to these nuances. The first
and most common option is to de-identify the data in domain events. In this case, the
sensitive data is only ever accessible in the context of the owning component. Tokenization
is an alternative for some data elements because there are no keys to retain and the data can
be forgotten by removing the data from the vault, which effectively de-references the
tokens. A third alternative is crypto shredding, in which the encryption key is purposefully
deleted rendering the data useless. Security-by-design is critical for teams faced with these
kinds of requirements.

Disaster recovery

In chapter 2, The Anatomy of Cloud Native Systems, we discussed a disaster that befell a
company named Code Spaces, which they were not able to recover from. Code Spaces was
the victim of a malicious ransomware attack. Their account was compromised, they fought
back and the contents of their entire account was ultimately deleted. They had no way to
recover. This sounds frightening, and it certainly is, but it is an entirely avoidable problem.
They perished so that we could learn from their mistakes.

Malicious attacks are not the only type of disaster. Honest human errors can result in a
disaster. This ought to be a much more bounded disaster, assuming proper bulkheads are
in order. Nevertheless, we must make provisions for such an occurrence. And of course,
there are natural disasters that must be accounted for. All these scenarios have significant
overlap in their appropriate response, which we will cover here.
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In the case of a malicious attack, we, of course, want to endeavor to prevent such an event
in the first place. We have already discussed the necessary provisions in this chapter. We
need strong passwords and multi-factor authentication. All cloud providers worth their salt
support MFA for account access. A software token application, such as Google
Authenticator, can be easily installed on smartphones and linked to a user in an account.
Use of access keys for automation should be severely limited to just the CI/CD pipelines
and only as needed for super users in production accounts. These keys should be rotated
frequently. Where possible, mechanisms for generating temporary keys should be
employed. In some cases, it may be worth the additional effort to tunnel access through a
bastion account.

Once a user is authenticated, least privileged access should be granted. Permissions to
delete resources should be significantly curtailed, particularly in production accounts.
Permissions to assign permissions must be restricted to a limited set of users. As the saying
goes, with great power comes great responsibility. All users, but particularly super users,
must take great care not to expose their access keys. For example, never check access keys
into source control. Certainly not in hosted providers, such as GitHub, even if the project is
private.

I have personally witnessed a scenario where an access key was stored in a private GitHub
account and the account was inadvertently made public in the wee hours of the night.
Within hours, that key was found by bots and used to create EC2 instances in our account
in all regions up to the account limits to mine bitcoins. By morning, our monitors had
alerted us to the fact, just prior to being alerted by cloud support as well. As I recall, they
were able to tell us which GitHub account exposed the access keys, which means this kind
of problem warranted the creation of their own bots. Fortunately, this was just our
development account and the attack was not necessarily malicious. Had this been a
production account it would have limited our ability to scale out additional instances, but
there was no attempt to otherwise harm the account. This event made for a very exciting
morning and a grand tale, but most importantly it highlights the need to be vigilant with
your access keys.

Natural disasters, such as severe weather, are typically restricted to a single region. Honest
human errors ought to be restricted to a single region as well. Multi-regional deployment is
the frontline solution to these disasters. Value-added cloud services make multi-regional
deployment extremely practical. This does not mean that every component warrants multi-
regional deployment. However, critical components with high service level agreements
(SLA) are worthy candidates.

[264 ]

EBSCChost - printed on 2/9/2023 8:32 AMvia . All use subject to https://wmv. ebsco.coniterns-of-use



EBSCChost -

Security Chapter 9

Start with one component in an active-passive configuration. Deploy the API gateway,
functions, and cloud-native databases in multiple regions. Enable regional replication for
the cloud-native databases. Configure DNS to route traffic to the secondary/passive region
only when there is a failure in the primary/active region. Use the secondary region for
canary deployments, as we discussed in chapter 6, Deployment. Do not create scripts that
automatically deploy to all regions, otherwise, an honest human error may impact all your
regions. Once you are comfortable with this first step into multi-regional deployment, then
update the DNS routing to allow for active-active to the nearest region and repeat for other
components.

Multi-regional deployments, however, do not ward off a malicious attack or a catastrophic
human error with automation across regions. In these cases, backups are necessary for
recovery. Yet, to be effective, backups themselves must be replicated to a separate region
and a separate account. In the case of Code Spaces, they did have backups. However, those
backups were only stored in the same account alongside the original data and thus were
deleted along with everything else. Assuming that strong authentication and least privilege
are employed, then in the unlikely event that an account is compromised, then it is even
more unlikely that a second recovery account is simultaneously compromised as well.

Start by adding an additional recovery account with strong authentication in an unused
region. This account will only store backups in blob storage. Configure the data lake to
replicate to this new account. A data lake is the audit trail of all events produced by the
system. From the data lake, we can replay events to repair components. Therefore, so long
as the data lake is securely replicated to the recovery account, then it is possible to use the
data lake to recover from a disaster. However, using the data lake to replay all the system's
events, from essentially the beginning of time, will be a time-consuming process. Yet, it is
good to have this as an option, it is comprehensive and it can be put in place quickly.
Restoring backups, in general, is time-consuming, therefore multi-regional deployments are
the preferred first order of recovery for the cases discussed previously.

From here, each team is responsible for putting proper backups in place for their data
stores. This typically involves leveraging native backup features to back up data to local
blob storage that is then replicated to the recovery account. If a data store does not support
backups, then reverse the process by first putting the data in blob storage, which triggers an
event to put the data in the target data store. Backup the data in each region. We are
already replicating across regions, so this does mean that backups will be redundant for
each region, but it also means that data will continue to be backed up even when a region is
down and traffic has failed over. Put another way, storage is cheap compared to the
complexity of trying to optimize the backup mechanism. Since the data is already replicated
many times, teams can reduce cost by reducing the redundancy in the blob storage itself
and using the infrequently accessed options. Add lifecycle rules to age the backups as well.
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Incident response is crucial for disaster recovery. As we discussed in Chapter 8,
Monitoring, we want to focus on the mean time to recovery, which is predicated on the
mean time to detection. Health checks will monitor the health of each region so that traffic
is only routed to healthy regions. As mentioned in the Accounts as code section, we need to
monitor the cloud audit trail for unexpected activity that could indicate an intrusion, such
as changes in access rights or deletion of the audit trail itself. Sudden increases in resource
utilization warrant investigation, as do moderate but consistent increases in off-peak
periods.

In any case, we work the methodology, as discussed in chapter 8, Monitoring, to diagnose
the situation and take appropriate action. An incident response plan should be put in place
for when the diagnosis is a security breach or a disaster in general. Teams should perform
periodic drills and chaos testing, such as testing the backups or purposefully shutting down
a region, respectively.

Application security

Up to this point, our focus has been on cloud-native security from the system perspective.
The seams between all the layers are sealed and access to the system is tightly guarded.
Now we turn our attention to securing the application of the system. We can loosely think
of this as securing the users of the applications versus the owners of the system. If you are
just a developer at heart, then this is where you may have traditionally started. However, as
self-sufficient, full-stack teams, this is only part of our overall responsibility for security. We
can say that we are no longer application engineers or system engineers; instead, we are
now all cloud-native engineers.

As application engineers, we have all likely built a user management system of some sort or
another. Fortunately, in cloud-native, this un-differentiated activity is now delegated to
value-added cloud services that provide federated identity management capabilities and
support standards, such as OAuth 2.0, OpenlD Connect, and JSON Web Tokens (JWT).
Our application and business logic are decoupled from the actual security mechanisms
more so than ever before. As summarized in the following diagram, we will discuss how to
integrate with federated identity management at the application, API Gateway, and
business logic levels:
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Federated identity management

Following our security-by-design practice, we first need to think about the users of our
applications and how they will prefer to sign into our applications. Do we have customers
who will want to sign in using their social media credentials? Will employees be using the
applications with their corporate credentials? What about multiple third-parties who will
want to sign in using their corporate credentials? We also need to decouple all these details
from our frontend applications and our BFF components.

To satisfy these requirements, we can leverage a federated identity management service,
such as AWS Cognito, Auth0, or Azure Active Directory B2C. With these services, we can
integrate many different identity providers, such as social media, SAML 2.0, and OpenlID
Connector compliant providers, into a unified development experience for our frontend
applications and BFF components based on OAuth 2.0, OpenID Connect, and JWT.
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Frontend applications will integrate with the sign up, sign in, and sign out user interfaces
provided by these services. If you find yourself writing a custom login screen then you are
more than likely on the wrong track. Instead, your frontend code should redirect to the
third-party sign-in page when it does not have a validate JWT token. Once authenticated,
the user is redirected back to your application with a JWT token that you securely save in
local storage so that it can be passed along on requests to BFF components. The identity
token will also contain user information, such as the user's name, that can be leveraged for
display purposes and claims that can be used for role-based screen rendering. If you find
yourself making additional calls to retrieve permissions then you are likely on the wrong
track again.

Federated identity management is an external service, so we will want to implement an
External Service Gateway component to encapsulate backend integration with the chosen
service, as we discussed in Chapter 4, Boundary Patterns. The example for the External
Service Gateway pattern implemented a bridge to translate AWS Cognito events into
domain events on the internal event stream. This allows other components to react to
events in the external service, such as user sign-up and sign-in. These services do provide
CRUD APIs to interact with users; however, they generally have low throttling thresholds
and our objective is to eliminate inter-component synchronous communication. Therefore,
BFF components will want to leverage the CQRS pattern to cache needed user information
in a materialized view. If your application needs a user management BFF component to list
users, invite users, and assign permissions, then the external service gateway component
would react to domain events from the BFF component to synchronize with the federated
identity management service.

API gateway

When the frontend applications interact with their BFF component they will do so through
an API gateway and pass along the JWT token from their local storage in the authorization
header. This is a bearer token, which means that it is critical to communicate over HTTPS so
that the token cannot be intercepted. This will not be a problem since API gateways
typically require the use of HTTPS.
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The API gateway acts as a barrier at the edge of the system and is responsible for verifying
the signature of the bearer token. If you are using the federated identity management
service of your cloud provider then the turnkey integration with the API gateway will
likely be all that you need to secure your API at this layer. This turnkey integration was
demonstrated in the API Gateway pattern in Chapter 4, Boundary Patterns. For more
complex scenarios you can write a custom token authorizer. This typically just involves
downloading the public JSON Web Key (JWK) for the token issuer and using it to verify
the token with your JWT library of choice. Once verified, the decoded token is passed along
as contextual information to the business logic layer.

JWT assertion and filter patterns

At the business logic layer, security processing should be extremely lightweight. The
federated identity management service abstracts away any difference between the various
identity providers. The JWT token has already been verified and decoded by the API
gateway, so no extra library is needed to handle the token. The identity token should
usually include all the necessary user information and claims needed, such that no
additional data needs to be retrieved from the database. The business logic simply uses the
contents of the token to support its requirements.

The UUID or username of the authenticated user should be used to stamp any database
update or event for auditing purposes. The claims/entitlements in the token can be used for
conditional control flow or to assert business level validations. A more interesting scenario
has to do with database filters. A RESTful resource will typically include URL and/or query
parameters, such as /tenants/{tenantId}?paraml=123. To enforce data privacy we
would need to assert that the user making the request is a member of the specified tenant.
This information should be available as a claim in the token. The business logic would need
to assert that the tenantld URL parameter is equal to the tenantld claim in the token.
Furthermore, we should always use the values from the token in database filters instead of
the values in the parameters in the request, because the token has been more strongly
asserted as valid based on the signature. This helps avoid a bug in the business logic
assertion that could allow a different tenant's data to be exposed.
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Regulatory compliance

Compliance with the many security certifications, regulations, and frameworks, such as
SOC, PCI, and HIPAA, is of extreme importance to cloud providers because it is important
to cloud consumers. This is evident by the extent to which a cloud provider's value-added
services have been approved under these different assurance programs. Simply put, as
cloud customers, we are subject to these assurance programs, therefore we must choose a
cloud provider that has been approved as well. Failing to support a specific program can be
a competitive disadvantage for a cloud provider.

This is another benefit of the shared responsibility model. As we draw the line higher and
higher with the use of value-added cloud services, we also inherit more and more security
controls from the cloud provider. This, in turn, allows us to focus our attention on the
security controls that are in line with our core competencies. To live up to our
responsibilities as cloud customers, it is important to recognize that compliance in many
ways has more to do with human factors than it does with technical factors. In many cases,
to be compliant, we must demonstrate that security practices are followed on a daily basis.
This is where cloud-native, disposable infrastructure, and security-by-design play
significant roles. By making security an integral part of the daily methodology and fully
automating all deployments, we can achieve a level of quality, conformity, and traceability
that is very demonstrable.

As an example, for any given requirement an auditor will ask a team to demonstrate
compliance. The team would present the auditor with the history of task branch workflows.
They would show the requirement in the issue tracking system that is linked to the code
changes in source control. Those changes would be linked to the pull request that shows
that the change was reviewed, passed all tests, and was approved. The pull request, in turn,
is linked to the specific immutable deployment by the CI/CD pipeline, which is also
corroborated by the cloud audit trail. The cloud audit trail would also show any manual
changes that have taken place, which would have triggered an alert in the monitoring
system. This level of conformity and traceability on each successive requirement makes for
a very smooth audit, because it makes an auditor's job easy due to how straightforward it is
for the auditor to attest to the security and compliance of the system.
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From here, the test engineering practices take over because continuous testing is another
aspect of compliance and governance. For example, the team that owns the WAF and the
OWASP rules would work with the various teams that own BFF components to automate
penetration testing on a continuous basis. Cloud providers and third-party vendors offer a
growing number of governance tools that continuously monitor the configuration of value-
added cloud services. Test engineers would configure these tools to alert teams to
deviations from expected practices. In essence, the same API-driven nature of cloud
resources, which make immutable disposable infrastructure possible, also facilitates
governance.

From a practical standpoint, it is also important to limit your system's exposure to any
specific compliance requirements. For example, PCI compliance is only required for any
part of the system that actually handles a credit card number. With traditional monolithic
systems, this inevitably drew the entire system into the scope of compliance. However,
with cloud-native systems, we can limit the scope to a specific component or a small set of
components and isolate those components in a dedicated account that is operated by a team
of employees with the necessary clearance. The rest of the system would only handle
tokenized representations of the credit card numbers. This does not relinquish other teams
from practicing security-by-design, but it does significantly reduce the burden to
demonstrate compliance.

Regional requirements are an important part of security-by-design. We need to be aware of
data that must be restricted to certain geographical regions. For example, PII needs to be
restricted to the country of origin and cannot be replicated to regions in other countries.
Data requirements like this should be owned by specific, bounded, isolated components.
The multi-regional deployment and replication of these components would be carefully
designed. The data in events emitted by these components would be carefully encrypted,
tokenized, and/or de-identified, such that the events can travel safely downstream.
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Summary

In this chapter, we discussed how the shared responsibility model of cloud security, when
combined with value-added cloud services, enables teams to focus their energies on the
security of their data. We leverage the practices of security-by-design and security-as-code
to increase confidence in the security of cloud-native systems by eliminating the human
factors of implementing defense-in-depth policies, such as least privilege and encryption,
through automation. Nevertheless, we discussed safeguards to ensure continuity of service
in the event that we need to recover from a disaster. In addition to overall system security,
we discussed application level security topics, such as OAuth, OpenID Connect, and JWT.
We also discussed how the increased quality, conformity, and traceability of cloud-native
systems facilitate regulatory compliance.

In the next chapter, we discuss a risk migration strategy, known as the Strangler Pattern, for
incrementally migrating to a new architecture. We will also discuss how cloud-native
systems leverage this pattern in general to facilitate their own future evolution.
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Value Focused Migration

In the previous chapter, we continued our deep dive into the human factors of cloud-
native. We discussed how the shared responsibility model of cloud security, when
combined with value-added cloud services, enables teams to focus their energies on the
security of their data. We stressed the need to practice security-by-design and security-as-
code to increase confidence in the security of cloud-native systems by eliminating the
human factors of implementing defense-in-depth policies. We also discussed regulatory
compliance, application level security, and disaster recovery.

In this final chapter, we will wrap up our discussion of the human factors of cloud-native.
We will discuss how to leverage the promise of cloud-native to strangle the monolith and
empower teams to mitigate the risks of their migration to cloud-native with a focus on
value and incremental evolution. We will cover the following topics:

¢ Risk mitigation

Strangler pattern

Bi-directional synchronization and latching
e Empowering self-sufficient, full-stack teams

Evolutionary architecture

Welcome polyglot cloud
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Risk mitigation

We have covered a lot of ground in this book. There are powerful new ideas, such as
turning the database inside out and decoupling deployment from release, and old ideas
reborn in a new context, such as the evolution of event-driven to reactive architecture. We
have the promise of rapidly and continuously delivering innovation with confidence. We
are at a very exciting inflection point in our industry. Still, questions remain. How do you
get to cloud-native from where you are right now? How can you mitigate the risk of
migrating your current systems to cloud-native? How can you be confident that your
cloud-native journey will succeed?

Over the years, I have been involved in many architecture migrations, such as from
mainframe to client-server to fat-client-N-tier to web-client-N-tier. I have ported code
across many different languages, such as Cobol, Visual Basic, Smalltalk, C++, Java, and
others, and between countless frameworks and libraries. We moved from totally isolated
stovepipe systems well over a decade ago to the fully integrated monolithic systems of
yesterday. Now it is time for arguably the most significant transformation in the history of
our industry. However, there is plenty of room for doubt, because there is one thing that
was ever present in previous migrations: pain. I think we can reasonably avoid the pain this
time around.

In previous migrations, we have been unable to make everyone happy. One main driver of
this has been the migration approach. I think it is fair to say that most migrations start with
a proof of concept or even a pilot, but inevitably they end up as a big-bang, all-or-nothing,
cut-over that seems to never end with ever-slipping deadlines and massive cost overruns.
These efforts start out with all features prioritized as critical. Eventually, some scope gets
cut that turns out to actually be important to someone's daily activities. Other features
creep in at the last minute that get rushed through and are ultimately delivered broken and
unusable. Some features are used so infrequently, such as end of fiscal year activities, that
no one knows they are broken until it is too late and a fire drill ensues. Meanwhile, many
features are blindly ported that actually have little value and may never be used. Then,
there are all those one-off integrations that slip through the cracks and must be rushed into
place immediately after the new system goes live.
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For all the unhappy end users, there is likely no one unhappier then the members of the
development team. These folks put their blood, sweat, tears, health, and many sleepless
nights into the effort, with the intent of delivering a great product. Most eagerly volunteer
for these groundbreaking projects, only to see morale plummet in correlation with quality
as the scope of the project outweighs reality. I can personally say that there was 1 year long
ago when I literally recorded 2 years' worth of hours on my timesheet in the effort to
complete a critical migration. My New Year's resolution for that year was to never do that
again. I really wish I had kept those paper timesheets, so that I could show them to my
grandchildren someday.

With all the history of failed projects and horror stories in our industry it is no wonder that
there is a lack of confidence in pursuing yet another transformation. So why do I think we
can reasonably avoid the pain this time around? The reason I believe this is, because in
these previous migrations the context was totally different. We did not have the cloud and
the benefit of disposable infrastructure and bounded isolated components. Delivering a
monolithic architecture in and of itself is a painstaking process for all the reasons we have
addressed throughout the book. Large batch sizes are the natural consequence of our legacy
architectures. Big-bang migrations are just the extreme end of that spectrum.

Cloud-native is the antithesis of these previous big-bang migrations. The whole point of
cloud-native is to move fast and continuously experiment with small batch sizes in the
expressed effort to increase confidence and mitigate risk. Cloud-native practices are
powered by disposable infrastructure and we embrace disposable architecture by
leveraging value-added cloud services to facilitate this rapid experimentation. We
empower self-sufficient, full-stack teams to take ownership of their bounded isolated
components and evolve the architecture in a controlled manner based on the results of the
experiments to produce a responsive, resilient, and elastic system.

In essence, co-existence is the risk mitigation strategy for migrating to cloud-native. The
transformation happens incrementally with the legacy system and the cloud-native system
co-existing and working in tandem to accomplish the mission of the overall system until the
legacy system is ultimately decommissioned. We will cover an approach to achieving this
objective, known as the Strangler Pattern. We will also discuss how to empower self-
sufficient, full-stack teams to accomplish the migration mission. We will also see how this
approach enables the architecture to continue to evolve. Before we move on, we should
discuss some anti-patterns that we should avoid along the way.
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Anti-pattern - Lift and Shift

Lift and Shift is a classic cloud migration approach. The approach is also known as a classic
mistake, which has been tried over and over again with the same unsatisfactory results. Lift
and Shift is essentially a lateral move where the system is moved out of the data center as-is
and into the cloud. The architecture is unchanged and the development and operational
practices of the architecture are transplanted as well. This may be a reasonable approach for
the smallest of systems or as a temporary solution if there is a strong business reason
driving you out of your data center. Yet, it should be understood that this approach will not
take advantage of any of the benefits of the cloud and will likely cost more to operate.

The promise of autoscaling is often a driving factor for moving to the cloud. However,
don't expect to leverage autoscaling when doing a Lift and Shift migration. Most legacy
architectures are stateful. A common example is a system that requires sticky sessions that
return a user to the same instance for the life of their session, because information about
their session is stored in the memory of the specific instance. You can use sticky sessions
when using autoscaling; however, there is no guarantee that the specific instance will still
be available for future requests. If the instance is perceived as unhealthy, then it will be
terminated. If the instance was created during peak traffic, then it may be terminated when
the traffic subsides. If the instance stores valuable dynamic data on the disk of an instance,
then autoscaling definitely cannot be used because that data will be lost when the instance
is terminated. Ultimately, the legacy architecture will need to be optimized to be stateless so
that it can take advantage of autoscaling. Depending on the system, this could be a large
effort.

If the system is stateful and cannot take advantage of autoscaling, then the system will need
to be over-provisioned to account for expected peak loads just like it was in the data center.
The difference is that the instances are now paid for by the hour and the invoices come
monthly. It only takes a few months before questions start to rise regarding the cost-
effectiveness of the approach. The cost is exacerbated by the fact that deployments are not
fully automated, because this wasn't necessary in the data center. As a result, lower
environments are left running continuously even when they are not being used.
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A 2017 Anthesis Group/Stanford report (https://anthesisgroup.com/wp-content/
uploads/2017/03/Comatsoe-Servers-Redux-2017.pdf) found that 30% of all instances
were comatose in 2015. Comatose was defined as having no activity in the preceding 6
months. A roughly equal percentage of instances were idle at less than 5 percent utilization.
This means that you can expect more than half of your capacity to be sitting unused, while
being billed by the hour. The reserved instance alternative has a more traditional pricing
model; however, these can severely limit your flexibility because they are a fixed
commitment even if you switch directions. Fully automating deployments is the only way
to control costs when using the Lift and Shift approach, but such automation can be a costly
and time-consuming effort. Typically, leaving the legacy system in the data center and
building the cloud-native system around it is more cost effective.

Anti-pattern - synchronous anti-corruption layer

Cloud-native migration is performed incrementally and the new system and legacy system
need to work in tandem until the legacy system is retired. Therefore, we must integrate the
new system with the legacy system; however, we do not want the typically unbounded
nature of the legacy domain model to pollute the bounded contexts of the cloud-native
system. Therefore, it is important to build an anti-corruption layer to transform the legacy
data model to the cloud-native data model. Unfortunately, many migration techniques
recommend the use of a synchronous anti-corruption layer.

In our cloud-native systems, we are striving to eliminate all synchronous inter-component
communication, for all the reasons discussed throughout the book. When using a
synchronous anti-corruption layer to integrate with a legacy system the downsides of
synchronous communication can be accentuated. First and foremost, you are now coupling
the cloud-native system to the performance, scalability, and availability limits of the legacy
system. Next, the data transfer costs between the cloud-native system and the legacy
system in the data center could be very significant depending on how frequently those
requests are made. There is also the disadvantage that the anti-corruption layer will
eventually need to be replaced with a new cloud-native implementation. This kicks the risk
of the migration down the road.
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We instead want to leverage an asynchronous anti-corruption layer, such as the External
Service Gateway pattern in combination with the Command Query Responsibility Segregation
(CQRS) pattern, as discussed in Chapter 4, Boundary Patterns. An ESG component acts as a
bridge that transforms between external (that is, legacy) and cloud-native domain events.
The legacy data is ultimately replicated to the cloud-native components, as is the goal of
our cloud-native CQRS pattern. As a result, data transfer costs are only required when data
changes; the cloud-native components that leverage the replicated data operate at cloud-
native scale, unencumbered by the legacy system; and these components are already
decoupled from the source of the data, so that they will have no need to change when the
anti-corruption layer is decommissioned along with the legacy system. We will discuss this
in detail as we delve into the Strangler pattern and bi-directional synchronization.

Strangler pattern

The Strangler pattern was first coined by Martin Fowler in 2004 (https://www.
martinfowler.com/bliki/StranglerApplication.html) after the amazing Australian
Strangler Vines. These vines envelop their host fig tree and eventually kill off the host and
support themselves. This is an excellent analogy for how we want to incrementally migrate
and re-architect a legacy system into a cloud-native system. This is not a big-bang, high-risk
process. It is a methodical process that leaves the legacy system in place for as long as
necessary, while valuable enhancements are made around the legacy system using the new
architecture.

A critical aspect of this approach is the notion of valuable enhancements. Traditional
migrations can stretch on and on with skyrocketing costs and with little to no perceived
business value being created. These projects rarely end well. Instead, the strangler
approach is focused on addressing pain points, solving high-value problems, and
minimizing risk. Projects that continuously produce value are more likely to continue to
receive funding. Projects that break more than they fix are frequently scuttled.

With each experiment, the strangler approach is adding more and more value. All the while
the legacy system continues to perform its valuable functions. The new cloud-native
components may provide entirely new capabilities that would be too costly to implement
on the legacy architecture. They may replace important features that are broken or
incomplete in the legacy system. However, the features remain usable in the legacy system.
This means that the new cloud-native components continuously deliver a more and more
comprehensive solution without the need to address every edge case from the very
beginning. This also means that unused features would never be blindly ported to the new
system.
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Eventually, the legacy system will no longer be needed and can be decommissioned. The
pace at which this happens is entirely driven by priorities. If the priority is on new features,
then the legacy system could stay in place for a long time. If the operation and maintenance
of the legacy system is a significant drain on the bottom line, then the focus would be
placed on replacing the features that are actually used, so that the legacy system can be
retired as quickly as possible.

The Strangler pattern, as I believe it was originally conceived, is intended to be an event-
driven, bi-directional integration between the new system and the old system, so that a user
can choose to use a feature in either the old system or the new system to suit their needs or
one user can start a business process in the new system and another user can complete it in
the old system or vice versa. We will discuss the mechanics of this bi-directional
synchronization shortly. However, many discussions of the Strangler pattern tend to focus
on the notion of a cohesive user experience between the old and the new system.
Unfortunately, this leads to a number of problems. We have already discussed the anti-
pattern of the synchronous anti-corruption layer. It also has the tendency of leaning
towards a traditional, monolithic, big-bang, all-or-nothing approach to migrating the user
experience, which puts the whole effort at risk.

There are alternatives to providing a cohesive user experience or the perception of a unified
experience that are more in line with lean cloud-native practices. This starts with how we
architect the feature/experiment roadmap. The objective is always to have experiments
focus on specific user groups. The early adopters or preview users are fully aware that the
system is a work in progress and understand that the user experience will not be cohesive
at first. This is a major reason why it is important to address high-value features first. A
user will gladly navigate between the old and new system if they derive sufficient value
from the new system.

Next, it may be possible to prioritize experiments that target new features to user groups
that do not use the old system, use it infrequently, or use it in entirely different contexts and
scenarios. For example, one step in a business process that targets a specific role could be
carved out so that those users only ever access this specific function. Or maybe a new
single-click version of a feature is created that consolidates steps and assumes certain
defaults, so that most users can use the new version and only the edge conditions require
access to the legacy system.

The point is that focusing on valuable enhancements and on a user-focused experiment
roadmap will naturally lead towards cohesive micro-experiences in solely the new cloud-
native system. This focus also works well in conjunction with the micro-frontend
architectures and practices that are emerging to break up monolithic frontends.
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Bi-directional synchronization and latching

Our objective with the Strangler pattern is to allow users to freely move back and forth
between the new cloud-native system and the legacy system and work on the same data.
This allows us to incrementally port features over time, because some features can be used
in the new system, while other features that have not yet been ported are still available in
the legacy system. To achieve this objective, we need to implement bi-directional
synchronization between the systems.

To facilitate this process, we will be creating one or more ESG components to act as the
asynchronous anti-corruption layer between the systems. The ESG acts as an adapter that is
responsible for transforming the domain events of the legacy system to and from the
domain events of the new cloud-native system. Our cloud-native systems are architected to
evolve, as we will discuss shortly. This means that going forward, a new cloud-native
component may be implemented that is intended to strangle an old cloud-native
component. In this case, bi-directional synchronization will be necessary as well. Therefore,
our bi-directional synchronization approach needs to be agnostic to the types of
components involved. We will start with an explanation of the approach in general and
then discuss how it applies to the anti-corruption layer.

An interesting nuance of bi-directional synchronization is the infinite loop. Component 1
produces an event of type X that is consumed by Component 2, which produces an event of
type X that is consumed by Component 1 and so forth. This is a classic problem that was
solved long ago back when Enterprise Application Integration (EAI) was the hot topic in
the era of banking and Telco de-regulation. Acquisitions and mergers created companies
with many redundant systems that needed to be integrated to provide customers with a
consistent customer service experience. The best EAI tools were event-driven and
supported bi-directional synchronization between any number of systems with a technique
called Latching. It is a tried-and-true technique and it is great to have it in our tool belt for
implementing the Strangler pattern.
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Lets walk through the scenario depicted in the preceding diagram for two cloud-native
components, C1 and C2:

1. The scenario starts with a user interacting with component C1 and ultimately
saving the results in the database. The component sets a latch property on the
object to open. The open latch indicates that a user saved the data.

2. Saving the data in the previous step caused an event to be placed on the database
stream that triggers C1's outbound stream processor. The stream processor
inspects the latch value and continues to process the event because the latch is
open and publishes an event of type X to the event stream.

3. Both components, C1 and C2, are listening for event type X:

1. Component C1 just produced the event, so it doesn't want to consume
this event as well. Therefore Cl1 filters out all events that it produced
by evaluating that the source tag is not equal to C1. In this scenario, it
ignores the event as indicated by the dashed line.

2. Component C2 filters out all its own events as well, so it consumes this
event and saves it to its database. When doing so it sets the latch
property on the object to closed. The closed latch indicates that a
synchronization saved the data.
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4. Saving the data in step 3.2 caused an event to be placed on the database stream
that triggers C2's outbound stream processor. The stream processor inspects the
latch value and short-circuits its processing logic, as indicated by the dashed line,
because the latch is closed. The data was just synchronized; therefore, there is no
need to publish the event again.

This exact same scenario can be repeated again starting with a user interacting with
component C2. We can also add additional components to this hub and spoke design as
needed. It is straightforward to enhance exiting cloud-native components with this latching
logic. We can add this logic to new components even if there are no other components to
synchronize with. This also means that we can leave the latching logic in place after the
legacy system and its anti-corruption layers are decommissioned.

Legacy change data capture

For our cloud-native components, we have the luxury of leveraging the database streams of
our cloud-native databases to facilitate publishing. For our legacy anti-corruption layer, we
will need to be a little more creative to bridge the legacy events to the cloud-native system.
How we proceed will also depend on whether or not we are allowed to modify the legacy
system, even in non-invasive ways. For now we will assume that we can modify the legacy
system.

If the legacy system already produces events internally, then we won't have to get too
creative at all. Let's say the legacy system already produces events internally to a JMS topic.
We would simply add additional message-driven beans to the legacy system to transform
the internal events to the new cloud-native domain events and grant the legacy system
permission to publish the domain events to the event stream directly.

Alternatively, we can mine events from the legacy database. It is a safe bet to assume that
the legacy system uses a relational database. For this example, we will also assume we can
add tables and triggers to the legacy database. For each table of interest, we would add
triggers to capture the insert, update, and delete events and write the contents of the events
to a staging table that will be polled by the anti-corruption layer.
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On the cloud side, the anti-corruption layer will handle the legacy events in a two-step
process, as depicted in the preceding diagram:

1. First, the component will poll the table in the legacy database for new events.
When new events are found, they will be sent in their raw format to an event
stream and the records in the polling table are updated with a flag for eventual
deletion. This is a case where we need to update the legacy system and publish to
the event stream without the benefit of distributed transactions. Per usual, we
will ensure that all processing is idempotent so that we react accordingly when
duplicate events are produced. We will also minimize the processing performed
in this step, by just emitting the raw data, to minimize the likelihood of errors
that could cause the retries that produce duplicate events.

2. Next, we consume the raw events, transform them into the new cloud-native
domain events, and publish. The logic in this step could be arbitrarily complex.
For example, additional data may need to be retrieved from the database or via
some legacy API. The logic would also inspect a separate cross-reference (Xref)
and latching table to determine how to proceed. This table would contain a cross-
reference between the database record ID and the UUID used by the cloud-native
system. Each row would also contain the latch value. If no record exists, then the
logic would generate a UUID and set the latch to open and proceed. If the record
does exist and the latch is closed, then the logic will short-circuit and set the latch
to open.
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3. The component's listener logic could also be arbitrarily complex. It would filter
out its own events, as discussed previously. It would update the legacy database
either directly or via a legacy API. It would also interact with the cross-reference
table to retrieve the database ID based on the UUID value or create the cross-
reference if new data is being created. It would also set the latch to closed, to
short-circuit the second step.

There are other alternatives to the first step, particularly if updates to the legacy database
are not allowed. CDC tools are available for tailing the legacy database's transaction log.
Cloud providers also have data migration services that will synchronize a legacy database
with a database in the cloud. This new database in the cloud would be updated with the
preceding logic or potentially produce events directly to the event stream if such a
capability was supported.

Empower self-sufficient, full-stack teams

We discussed Conway’s Law in chapter 1, Understanding Cloud Native Concepts, but it bears
repeating, because it is important to empower self-sufficient, full-stack teams to succeed
with cloud-native.

"organizations are constrained to produce application designs which are copies of their
communication structures”

We are leaving the legacy system in place during the migration so you will want to leave
your legacy teams in place to support it. We will assume that you have optimized the
communications channels to support your legacy system, so leave those teams in place as-
is. However, to build and support your new cloud-native system, you will need to build
cloud-native teams and empower them to go about their business.

Cloud-native teams are self-sufficient. This is another way of saying that they are cross-
functional. Each team needs analysts, developers, test engineers, and operations skills.
Cloud-native teams are full-stack. Each team owns one or more components from
beginning to end. If a team owns a frontend application, then it also owns the Backend For
Frontend component as well. Teams also own all their cloud resources, such as cloud-
native databases. Teams own their components in production and all the monitoring and
alerting. In other words, teams build and run their components.
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There will be components that are leveraged by all teams, such as an event service that
owns the event streams, the data lake component that consumes all events from all streams,
the components that manage the WAF, and so forth. These components will also be owned
by dedicated self-sufficient, full-stack teams. The members of these teams will often be
mentors to the other teams.

Cloud-native, as I have mentioned, is a paradigm shift that requires rewiring our
engineering brains. This means that there will be inertia in adopting the new paradigm.
This is fine because the legacy system isn't being decommissioned right away. Yet, there are
always early adopters. Start with one or two small teams of early adopters. Momentum will
build, as these first teams progress through the roadmap of experiments, demonstrate
value, and build trust. The inertia will subside and interest will grow as these teams share
their positive experiences with their co-workers on the legacy teams.

These teams should start by creating a feature roadmap, as we discussed in chapter 6,
Deployment. Start to draw circles around the logical bounded contexts of the legacy system
and think about the potential functional and technical boundaries for components, as we
discussed in chapter 2, The Anatomy of Cloud Native Systems. Identify pain points and high-
value problems that need to be solved. Use story mapping to lay out the various users and
user tasks that will be the target for the initial migration. Define the first slice that
constitutes the walking skeleton and several potential follow-on experiments. Try to avoid
simple low-hanging fruit. Focus on value. There will be ample opportunity to cut your
teeth on the initial stories of the first experiment, but each experiment should validate a
valuable focused hypothesis.

Make certain to include the foundational components in the working skeleton, such as an
event service and the data lake. The walking skeleton will also break ground on all the
deployment, testing, monitoring, and security practices we have discussed, such as
decoupling deployment from release, transitive testing, observability, and security-by-
design. It will also be crucial to implement your first bi-directional synchronization. Keep in
mind that the first slice is a walking skeleton and that every bit of code you write needs to
be tested in the task branch workflow as it is written. Instead, create a backlog of issues in
each component project's issue tracker for the things you think should be added in future
experiments, but focus on one experiment at a time and implement just enough for each
experiment so that effort is not wasted if the results of an experiment send you in a
different direction.
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Each experiment should focus on delivering value and building momentum in an effort to
establish trust and drive cultural change. Continue to decompose the monolith into
bounded contexts and bounded isolated components. Expand the number of teams by
splitting established teams and seeding those new teams with new members to mentor and
then repeat the process. Most of all, make certain to empower the teams to take ownership.

Evolutionary architecture

We all designed and architected our monoliths with the best of intentions. We used all the
best frameworks, patterns, tools, techniques, and practices. All these may have kept up
with the times, more or less, but they are all pretty much rooted in the context of more than
a decade ago. Back then infrastructure took months to provision, releases were measured in
quarters at best, and deployments were performed manually. Everything about that context
incentivized the monolith.

The frameworks we used, such as dependency injection and object relational mapping,
were designed to solve problems in the context of the monolith. For without these levels of
abstraction it is very difficult to evolve a monolithic architecture. When everything runs
together then everything must evolve together. Certainly we could branch-by-abstraction to
evolve the functionality, but evolving the underlying technology and frameworks can be
much more difficult. As the monolith grows bigger and bigger, it becomes virtually
impossible to keep up with the latest versions of libraries and frameworks when they
require sweeping changes to the ever-growing monolith. I recall feeling like a rat in a maze
trying to figure how to stay current on some open source ecosystems.

It is interesting to compare and contrast this problem with some cloud-native examples. I
have divided all the cloud-native components I have been involved with into a somewhat
tongue-and-cheek classification of: Paleolithic, Renaissance, and Modern-Industrial. The
Paleolithic components are obviously the oldest from the earliest cloud-native days. They
were fairly primitive, but they are still running and performing their function and they are
fast. They are using outdated libraries and tools. If they were to need an enhancement, the
unlucky developer would have to perform an archaeological dig to determine how to
implement the enhancement. But until that day comes, there is no reason to change or
upgrade these components. As the saying goes, if it ain't broke then don't fix it.
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The Renaissance components came next. These components were by no means primitive.
They contained all the great frameworks of the monolithic days and they were slow,
because the monolith didn't really care too much about cold start times. As a result, these
components were soon upgraded to the Modern-Industrial era. This latest generation of
components is lean and mean like the Paleolithic components, but they are state of the art,
as of their last deployment. There are two interesting points here. First, when a component
is bounded and focused, we do not need heavy frameworks. A few lightweight layers to
facilitate maintenance and testing are enough. Once all that heavy plumbing is removed,
cold start times and performance in general are significantly improved. Second, versioning
is no longer a hindrance. Each component is completely free to evolve at its own pace.

Having the liberty to upgrade and experiment with libraries and frameworks
independently is a good thing, but our cloud-native architecture affords us much more
interesting mechanisms for evolution, particularly with regard to disposable architecture. It
is not unusual to find it necessary to change the database type that a component uses. In
Chapter 6, Deployment, we discussed this in detail in the database versioning section. We
can easily run a second database in parallel, seed it from the data lake, and use a feature
flag until we are ready to make a concrete cut-over.

We can go even further and treat entire components as disposable. For example, as a team
performs various experiments they may have a breakthrough moment, as we discussed in
Chapter 1, Understanding Cloud Native Concepts, when the team realizes that there is a deep
design flaw in the model that must be corrected. In such a case, it may be easier to leave the
current component running and deploy a new version in parallel, seed it from the data
lake, and use a feature flag until we are ready to make a concrete cut-over. This works well
when the component is largely just a consumer of events. When the component is also a
producer of events, then we can implement bi-directional synchronization between the two
components and let the new component strangle the old component.

The promise of cloud-native is to rapidly and continuously deliver innovation with
confidence. The whole intent here is to incrementally evolve the system so that we
minimize the risk of building the wrong system by endeavoring to minimize the amount of
rework that is necessary when a course correction is needed. This aspect of cloud-native
evolutionary architecture is largely driven by the human factors of lean thinking that is
facilitated by disposable infrastructure, value-added cloud services, and disposable
architecture. The ease with which we can strangle (that is, evolve) the functionality of a
cloud-native system is entirely driven by the technical factors of our reactive architecture
that is based on event streaming, asynchronous inter-component communication, and
turning the database inside out.
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Welcome polyglot cloud

I would like to leave you with some final thoughts. As you can imagine, writing a book on
a topic requires the author to dot a lot of i's and cross a lot of t's on his or her knowledge of
the topic. I can certainly say that the process has solidified my thoughts on our cloud-native
architecture, including my thoughts on polyglot cloud. If you are getting ready to use the
cloud for the first time or even if you have been using the cloud for a while and you are
starting your first cloud-native migration, then you are most likely being asked which
cloud provider is right for your organization. Understand that this is not the right question.
The right question is which cloud provider should you start with for your first set of
bounded isolated components. This is not a be-all and end-all decision that must be made
up front. Go with your gut. Pick one and get started. With cloud-native, we want to
experiment, learn, and adapt at every level.

In chapter 1, Understanding Cloud Native Concepts, we discussed why it is important to
welcome the idea of polyglot cloud. This is worth repeating and exploring further. Polyglot
cloud is the notion that we should choose the cloud provider on a component-by-
component basis that best meets the requirements and characteristics of the specific
component, just like polyglot programming and polyglot persistence. We need to stop
worrying about vendor lock-in. Vendor lock-in is inevitable even when we try hard to
avoid it. This is monolithic thinking that is no longer necessary when we can make this
decision at the component level. Instead, we need to leverage the value-added cloud
services of the chosen provider for each component. This enables us to get up to speed
quickly and embrace disposable architecture to accelerate time to market. As we gain more
experience and information, we can re-evaluate these decisions on a component-by-
component basis and leverage our evolutionary architecture to adapt accordingly.

Keep in mind that containers and cloud abstraction layers are just the tip of a very large
iceberg. To wholesale Lift and Shift a cloud-native system from one cloud provider to
another is just as significant a risk proposition as a legacy migration. All the real complexity
and risk lies below the water line. If such a move were necessary, we would still employ the
Strangler pattern and leverage the evolutionary nature of our cloud-native architecture.
Thus, polyglot cloud would be a reality for the duration of the move. Ultimately, the teams
would have valid arguments for why certain components are better off on one cloud
provider or another. In the end, we might as well have welcomed polyglot cloud from the
beginning.
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We should instead focus our attention on a common team experience across components.
The syntactical and sometimes semantic differences between cloud providers are really just
noise and mostly insignificant. As developers we are already accustomed to moving
between projects that use different tools and languages or even just different versions of
these. It is just reality and, as we discussed, this flexibility is actually invaluable. It is the
large moving parts of our team experience that are most important. We have already
discussed such a common experience in the previous chapters.

At the tactical level, our deployment roadmap and our task branch workflow are the
governing factors of our team experience. Teams should use the same hosted Git provider
across all components, because the pull request tool is where teams spend a significant
amount of time. The choice of modern CI/CD tool will be largely driven by the choice of the
hosted Git provider, but it is not critical to use the same across components. The real win is
with tools such as the Serverless Framework that provide a common layer above the
infrastructure-as-code layers of the different cloud providers. The infrastructure
configurations within each project will be different, but that is just the syntactic differences
of code. The real win is the ability to go from project to project and simply type npm test
or npm run dp:stg:e and have all the cloud provider specifics handled by the tool. This
really cannot be overstated.

Once all the deployment pipeline plumbing is in place, alternating between implementing
cloud provider specific code is really no different than switching between different
languages and different databases. We can put in some lightweight layers to make
maintenance and testing easier that naturally hide these differences inside connectors, but it
is important not to make these layers too thick or rely on reuse across components. Layers
and reuse are a double-edged sword and their value in bounded isolated components,
particularly when using function-as-a-service, are much diminished.

Our testing and monitoring practices are cloud provider agnostic as well. Transitive testing
is a completely natural fit for integration and end-to-end testing across components on
different cloud providers. The exact testing tools used in each project will vary by cloud
provider, but the ability to exchange payloads between components is cloud provider
agnostic. The tools chosen for application performance monitoring and synthetic
transaction monitoring should be cloud provider agnostic as well.

As you can see, there is really no reason not to welcome polyglot cloud. Competition
between the cloud providers is good for cloud-native systems. We benefit from their
innovations as we leverage value-added cloud services to facilitate our rapid and
continuous delivery of innovation to our customers. We can make these decisions
component-by-component and embrace our disposable and evolutionary architecture with
the knowledge that we are at liberty to incrementally adapt as we gain stronger insights to
our customer's needs.
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Summary

In this chapter, we discussed a risk migration strategy, known as the Strangler pattern,
where we incrementally migrate to cloud-native following a roadmap of experimentation
that is focused on adding value. We leverage bi-directional synchronization, so that
features can continue to be used in the legacy system in tandem with the new cloud-native
system. We empower self-sufficient, full-stack teams to define the migration roadmap,
implement our cloud-native development practices, and establish the cloud-native
foundational components. We discussed how our reactive, cloud-native architecture itself is
designed to evolve by employing the Strangler pattern. I also left you with some final
thoughts on how to welcome polyglot cloud and build a consistent team experience across
multiple cloud providers.

For the next step, download the examples and give them a try. If you are migrating a legacy
system, then craft a roadmap along the lines recommended in the Empower self-sufficient,
full-stack teams section. If you are working on a greenfield project, then the process is much
the same. Focus on the pain points; focus on the value proposition. Most of all, have fun on
your journey. Cloud-native is an entirely different way of thinking and reasoning about
software systems. Keep an open mind.
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