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Foreword

Healthcare is an important service in great demand all over the world. Despite
it is constantly improved, the problems to scale it to an ever-growing world
population also seem to increase. The use of information and communication
technologies (ICT) solutions in healthcare settings is an emerging trend to try
to solve the current problems in the sector. This is the subject of this book.

Problems in healthcare supply seem to be very different in different parts
of the world, especially in developing and developed countries. Whereas
in developing countries there often is a lack of pharmaceutical products, of
healthcare personnel, and of healthcare infrastructure, in developed countries
problems origin from an over ageing population and increasing treatment
costs. Also, information technology as an advanced technology is often
assumed to be only applicable in industrial countries and cannot help with
the demands of regions with a low degree of technological infrastructure.
However, upon second look, it turns out that there are several challenges in
healthcare which are quite similar in developing and developed countries,
such as a lack of healthcare supply in rural regions of developed countries.
Also, there are lightweight applications of ICT technology, which have the
potential of major effects in all regions in the world, such as using cell phone
technology for telehealthcare.

The book reports on several studies addressing quite diverse aspects of
health care. The main common focus is on relations among developed and
developing countries. Without going too much into the details, the book
provides abroad overview of several aspects of health systems in several parts
of the world, with a focus on Germany and Benin. It covers the use of ICT
solutions in such diverse applications like pharmacovigilance, drug supply,
and disease monitoring. Sometimes, solutions for common problems exist in
developed countries, but they cannot simply be transferred to other contexts.
In the healthcare sector technical solutions often work only if complemented
by policy measures and vice versa. The book looks at both sides and considers
technical solutions together with their social and political background aspects.
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Foreword

The book is also a very personal way of dealing with its subject. The
author was born in Benin and now lives in Germany and thus has an intimate
knowledge of the daily aspects of both worlds. Also, as a computer scientist
doing research in the healthcare sector for many years, he knows both the
technology and the application domain. He has actively taken part in all the
studies reported in the book and can provide an authentic picture of their
approach and achievements. The book should be considered as a snapshot of
ongoing work in a highly relevant sector of modern life for a global society
which is in a need for sustainable solutions.

Gunnar Teege
University of the German Federal Army of Munich, Germany
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The challenges facing the global healthcare are on one hand the poor
healthcare delivery services accessibility due to the poor organization, lack of
information and communication technology systems, lack of diseases control
and surveillance policies and systems, and non-existent health insurance in
developing countries. On the other hand, developed countries also are facing
limited access to the healthcare in rural areas, non-accommodation to patient
needs, limited infection surveillance policies, high medical expenditures
due to the faster growing elderly population, and too slow adoption of ICT
systems in the healthcare systems. Particularly, the USA are facing high
administration costs and inefficient health insurance system.

This book discusses the health care services delivery issues in global public
healthcare system and proposes ICT based solutions for the improvement of
health care services delivery and diseases prevention methodologies.

SUPPORTING TECHNOLOGY

Healthcare improvement and disease prevention relies on certain policies and
technical support. The policies are defined by the Ministry of Health. The
technology supports certain workflows and the health care professionals (HCP)
along their daily tasks. In following, we briefly present certain technologies
used to implement the advanced systems for improved public healthcare and
diseases prevention.

Telemedicine

Health care provided at the remote using modern information and
communication technologies, such as the internet, audio/video, computer,
mobile devices (mHealth) and across geographic time, social and cultural
challenges.
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Telehealthcare

According to WHO, defined as “the integration of telecommunications systems
into the practice of protecting and promoting health, and telemedicine is the
incorporation of these systems into curative medicine” (Darkin & Cary, 2000).

Internet of Health Things (loHT)

Integrates health objects with network connectivity from the digital and
physical world. Furthermore. it combines personal health technologies and
IoT and takes full advantages of IoT in expanding abilities to exchange useful
data, enable improvements in context awareness, and the ability to initiate
actions based on data that are collected and analyzed (Terry, 2016).

Istepanian, Hu, Philip, and Sungoor (2011) define the benefits of using the
Internet of m-health Things (m-IoT) for non-invasive glucose level sensing.
m-IoT puts together the functionalities of m-Health and IoT. mHealth (mobile
Health) is health care services delivery supported by (smart) devices (i.e.,
smartphones, etc.).

Williams and McCauley (2016) define the Healthcare Internet of Things
(IoHT) as:

The new embedded sensing capabilities of devices together with the availability
of always being connected, to improve patient care whilst reducing costs.

Internet of Things (loT)

The concept of IoT is back to 1999, where Kevin Ashton did the pioneering
work linking to the new idea of using radio frequency identification (RFID)
in the supply chain. Ashton (2009) writes:

“Internet of Things” started life as the title of a presentation  made at Procter
& Gamble (P&G) in 1999. Linking the new idea of RFID in P&G’s supply
chain to the then-red-hot topic of the Internet was more than just a good
way to get executive attention. It summed up an important insight—one that
10 years later after the Internet of Things has become the title of everything
from an article in Scientific American to the name of a European Union
conference, is still often misunderstood.

Please, look at Sheng et al. (2013) for more details about IoT
Communication standards.

Xi
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Crowd-Sensing

Crowd-sensing is a critical component of the Internet of Things (Liu, Shen,
& Zhang, 2016). Crowdsourced data can be collected using participatory
or opportunistic crowd sensing paradigms, where participants’ smartphone
sensors are used to collect information/data. Smartphone sensors or sensor
systems are increasingly being used for measuring the quality of ambient
air (Dutta, Gazi, Roy, & Chowdhury, 2016), temperature and particularly
sensing bio-signals within an in- or outdoor crowd. Most traditional sensors
(i.e., smartphone embedded sensors [Carpenter & Frontera, 2016]) are based
on electrical working principles (Van Hoe et al., 2012), where they measure
the quantity items using electrical means (Marika & Di, 2012). These sensors
present limitations, that optical sensors overcome (Carpenter & Frontera, 2016).

Participatory vs. Opportunistic Sensing

Crowdsensing systems are either participatory or opportunistic. Participatory
crowdsensing requires participants active involvement, participants perform
computations and generate data as inputs for the systems, while in opportunistic
requires fewer participants involvement, sensing is more autonomous, data
are automatically generated without user involvement and computations are
also automatically performed using participants’ devices or available sensors
(Chatzimilioudis, Konstantinidis, Laoudias, & Zeinalipour-yazti, 2012).

Energy Consumption

Traditional opportunistic crowdsensing and crowdsourcing data is energy-
efficient but has poor real-time performance (Liuetal.,2016). Figure 1 presents
the general mobile crowd sensing (MCS) framework, where participants
open call, sense and collect data, aggregate analytics and send collected and
transformed data to the data center. The MCS strategy consists of participatory,
opportunistic and context-aware crowdsensing. Context-aware data sensing is
triggered by pre-defined context (Liu et al., 2016; Chatzimilioudis et al., 2012).

Device-to-Device (D2D) Communication
Enables devices to communicate directly without interaction of base stations

or access point. It is intended to exchange data utilizing various technologies

Xii
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Figure 1. General mobile crowd sensing framework
Source: Liu et al. (2016) and Chatzimilioudis et al. (2012)

Generate/process/sense

Open call

Aggregate

Analvtics

such as Ultra-wideband (UWB), Near Field Communications (NFC), ZigBee,
Bluetooth, Wi-Fi-Direct or LTE Direct. The distance between the devices
is relatively short and defined by the using protocol. The communication is
technology dependent (Haus, Waqas, Ding, Li, & Member, 2016).

Machine-to-Machine (M2M) Communication

An autonomous communication, based on a cellular network such as GSM,
LTE, etc., where the communication past through core networks via base
stations or access points and M2M Server (application server). Compared
with D2D, the communication is not direct, does not matter if the devices
are approximate to one other. The distance between the devices is unlimited.
Furthermore, the M2M communication is application oriented and technology
independent (interoperability) (Haus et al., 2016).

Standard E-Commerce
A set of online business activities for selling and buying products services

as well as transferring refers to an electronic commerce or E-commerce. The
E-commerce is supported by the internet technology and Information and

xiii
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Communication Technologies. There exist types of E-commerce: Business-
to-Business, Business-to-Consumer (B2C), Business-to-Government (B2G),
Consumer-to-Consumer (C2C), and mobile E-commerce (m-Commerce)
(Andam, 2013).

TERMINOLOGY AND DEFINITIONS
Adherence to Treatment
WHO defines the adherence to treatment:

As the extent to which the patient’s history of therapeutic drug-taking
coincides with the prescribed treatment. Process-oriented or outcome-oriented
are two methodologies and/or definitions that can be used to measure the
adherence to treatment. While end-results of a treatment, e.g. cure rate, are
the outcome-oriented indicator of success used to measure the adherence,
Process-oriented indicators of success are used to measure the adherence
by dealing with intermediate variables such as appointment-keeping or pill
counts. (Scott & Mars, 2015)

According to WHO, improving adherence to treatment results in a
much larger impact on overall global health than any other improvement of
specific medical treatment (Hope, 1999). Our on-site study found out that
non-adherence to treatment mostly in rural areas is due to the illiteracy, poor
access to pharmaceutical and/or medical care, lack of health insurance or the
high medical fees patients must pay.

Pharmacovigilance

Pharmacovigilance is the discipline for describing the process of monitoring
and evaluating adverse drug reactions (ADR). All marketed drugs have side
effects, which are described in the package leaflet. However, drugs can also
present adverse reactions. A drug is a product whose purpose is to prevent,
treat, or cure both physical and psychological diseases.

To prevent patients from the harm that can be caused by legal drugs, it is
important to have an adequate mechanism for assessing and monitoring the
adverse effects of the drugs, which the populations have used.

Xiv
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Adverse Drug Reactions (ADR)
John Murtagh defines ADR in Murtagh (2011) as:

‘Any unwanted effect of treatment from the medical use of drugs that occurs at
a usual therapeutic dose’. Almost every drug can cause an adverse reaction,
which must be elicited in the history. Any substance that produces beneficial
therapeutic effects may also produce unwanted, adverse or toxic effects. The
severity of the reaction may range from a mild skin rash or nausea to sudden
death from anaphylaxis. A study has shown that the incidence of adverse
reactions increases from about 3% in patients 10-20 years of age to about
20% in patients 80-89 years of age.

Counterfeit Drugs

Counterfeit medications are a worldwide problem (Rudolf & Bernstein,
2004). Counterfeit drugs are fake drugs, which can be purchased at the black
markets in the developing countries or through the internet in developed
countries. They are illegal and dangerous for the health. A counterfeit drug
is such contaminated drug or that containing the wrong, false dose, or no
active ingredient.

Off-Label Drugs and Use

Prescribing a medication for a medical condition that is not described in
the concerning drug label (package leaflet), which is approved by national
regulatory bodies, is called “Off-Label” prescribing or off-label use of drugs.
The theme of off-label use does neither imply improper nor illegal use of
drugs. It may provide the only available treatment for “orphan” medical
conditions, or for certain populations (children, pregnant women, very old
patients; Blondon, Desmeules, & Besson, n.d.). The most common form of
off-label-use involves prescribing available and marketed medicine, though,
for indication (e.g., a disease or a symptom) that is not approved by the
national regulatory bodies and not listed in healthcare authorities-required
drug-labeling information. The theme “off-label use of drugs” can also be
applied to the use of a marketed medication in a patient population (e.g.,
pediatric), dosage, or dosage form that does not have healthcare authority’s
approval (Wittich, Burkle, & Lanier, 2012). According to the definition Fukada,

XV
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Kohler, Boon, Austin, and Krahn (n.d.), the off-label-use does not consider the
national aspect, while all German definitions include the national aspect of
the concerning marketed pharmaceutical product. All health products which
have no national market approval in Germany are classified as unlicensed-use.

Unlicensed drug use is common in all fields of medicine and may be
encountered in therapeutic guidelines.

Disease Screening

Diseases Screening is a form of diseases prevention. It enables to detect
diseases at an early stage in asymptomatic individuals at risk of certain
medical conditions. Medical treatment could be provided to cure the affection.
Screening test differs from diagnostic test in many manners. Table 1
presents the differences between a screening test and a diagnostic test.

GOAL OF THIS BOOK
The key objectives of the present book are:

e  Todiscuss how to improve the healthcare by using modern Information
and Communication Technologies (ICT), methodologies, frameworks;
To analyze the non-technical challenges and make recommendations;
To initiate, among the scientific community, a discussion on proposed
systems and on the global challenges;

Table 1. Screening test vs. diagnostic test

Pos. Screening Test Diagnostic Test
1 Done on asymptomatic individuals Done on sick or ill individuals
2 Applied to groups, crowd Applied to single patient
3 Results are arbitrary and final Results are not final
4 Based on one criterion and cut-off Based on evaluation of many symptoms and laboratory findings
5 Less accurate More accurate
6 Less expensive More expensive
7 ;I:]r(;thnt;?s;S for treatment, but for It is used as basis for treatment
8 Initiated by a medical program Initiated by the patient

XVi
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e To encourage the reverse innovation, so that developed countries also
learn from developing countries.

TARGET AUDIENCE

This book is written as a set of research work experiments and in-situ-tests
results. It is presenting multidisciplinary themes in medical IT as well health
in field of health informatics and thus, written for researchers on medical IT,
health informatics, rural healthcare IT.

This book is mostly intended for the scientific interested in improving
health care delivery services, increase access to health care services in both
developing and developed countries. This book should also reach out healthcare
professionals seeking for simples ITC system to improve their daily duty
processes. ICT-professionals working at healthcare units may be concerned.

ETHICAL APPROVAL

For evaluation purposes, cohorts of participants were built in order to
simulate, test, and evaluate the different systems proposed in this book. In
collaboration with involved clinics and hospitals, we recruit patients using
snowball approach. Each involved individual gives his consent so that their
data can be collected, processed, and stored. The data were anonymously
collected, processed, and stored. We also apply for ethical approval at the
involved hospitals and clinics as well as at local municipal authorities.

OVERVIEW

e Chapter 1, “Challenges Facing Healthcare Delivery Systems in
Low-, Middle-, and High-Income Countries’’: Challenges facing the
global healthcare system worldwide have been discussed in this chapter.
These challenges are categorized in (1) policies and (2) technological
related challenges. Policies related challenges are organizational,
infrastructural, and structural issues, which could only be improved
by policy changes, re-structuration, politics will. The chapter presents
certain solution approaches that show how ICT can solve the technical
issues.

XVii
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Chapter 2, “Scale the Agility in a Multidisciplinary Remote Care
Services Delivery System”: Chapter 2 proposes a multidisciplinary
remote care system to improve the global healthcare in tackling the
challenges facing. This chapter analyzes issues that a multidisciplinary
team in providing medical treatment to the multiple or single patient
can face. The proposed approach, therefore, maps the care delivery
process on an IT project development process using scale scrum
development methodology to define a framework for efficient health
care services delivery process.

Chapter 3, “Towards Secure Off-Label Drug Prescribing and
Improved Drug Supply”: The developing countries are being faced
severe drug-stock-out and high drug prices. Counterfeits drugs and
additionally the use of off-label drugs are the direct consequences.
Developed countries are facing another aspect of the off-label use
drugs: the legal uncertainty among HCPs. Health insurance companies,
Patient, and HCPs regularly face lawsuits due to conflicts relating
to the refund of the medical costs in case of oft-label-Use drugs or
prescribing. This chapter proposes an ICT-based solution and makes
recommendations to tackle the discussed challenges.

Chapter 4, “Challenges Facing Adverse Drug Reactions Reporting
and Counterfeit Drugs Monitoring’’: Adverse drug reactions are
a significant factor of death in the global healthcare systems. FDA,
for example, is assigned to the tasks to monitor adverse drug reaction
in the USA. The chapter presents a picture of the pharmacovigilance
in developed and developing countries, discusses the challenges
and present a case study with solution approach to better protect the
population against adverse drug reactions.

Chapter 5, “Novel Approach to Anticipate Emerging Infectious
Diseases Spreading and Epidemics’: The recent Ebola epidemic in
Africa with the enormous risk to be spread worldwide has shown the
weakness of the existing infections surveillance and control policies
and mechanisms. Studies have shown the limitation of the infections
surveillance policies and systems that need to be improved. The
chapter designs a solution approach to better monitor and control any
infectious diseases outbreak. The presented system is tested in Africa
and can be adapted to developed countries.
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e Chapter 6, ‘“Early Detection Prediction and Prevention
of Noncommunicable Diseases in People at High Risks of
Communicable Diseases”: Traditional screening to predict and
prevent diseases foresees that the patient should go to the physician and
get screened. This mechanism in the in the age of IoT, globalization,
and growing changes in the labor market has shown its limitations.
Connecting the patient to the screening unit and physician presents
more advantages and facilitate the data and information collection for
an effective prediction of diseases outbreak and thus early prevention
of the affection. The chapter discusses how to early detect and prevent
diseases.
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Introduction

Asthisisthe firstedition of the book on Advanced Systems for Improved Public
Healthcare and Disease Prevention: Emerging Research and Opportunities,
interested readers will probably look for the contribution to Information and
Communication Technology management literature. The principal objective of
this edition is to present some emerging research and opportunities regarding
the challenges facing the global healthcare system.

I’m working on an up-coming edition, where the implementation,
deployment and test of the all in this present book discussed systems will be
presented. Following aspects will be discussed:

The global and detailed Architecture of each system;

The technology supporting the implementation;

The software development methodology like agile development or
classical development methodology;

The novelty of the system; and

Overall, the contribution to I'T management as well as health Informatics
literature.

Thierry Oscar Edoh
Technical University of Munich, Germany
December 2017
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Chapter 1

Challenges Facing Healthcare
Delivery Systems in Low-,
Middle-, and High-
Income Countries

ABSTRACT

In the USA, there exist inequities in health delivery depending on whether
you have healthcare insurance or not. People living in rural areas also
are facing limited access to healthcare. The other high-income countries
present, however, another picture. Healthcare insurance is mandatory and
thus enables access to healthcare services. Nevertheless, these countries also
face challenges such as the poor access to the healthcare services delivery
in rural areas because of lack of general physicians. The cost burden is an
important point that impacts the access to healthcare and care delivery
to a certain group of individuals such as elderly people. The healthcare
systems also are facing off-label-use challenges (see Chapter 5) that can also
negatively impact the care delivery. In the low- and middle-income countries,
the developing world, the poor access to healthcare services delivery is due
to infrastructural, structural issues, and poor funding. Information exchanges
and communication remain a challenge facing all public healthcare systems
around the world, though at diverse level. This chapter aims at investigating
the challenges facing the healthcare delivery systems around the world and
proposing information and communication-technology-based solutions to
tackle some challenges. The chapter further focuses on two case studies and
generalizes the results and solution approaches to the other countries. For
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these purposes, the Republic of Benin, representing the developing world,
and the Federal Republic of Germany, representing the developed world, are
selected as study cases.

INTRODUCTION

High-income countries own high organized and structured healthcare systems.
Most of these countries use the health insurances to partially fund their
healthcare systems. Though, there existinequities in the healthcare delivery in
the high-income countries, e.g. in the USA the access to adequate healthcare
delivery depends on whether the individual has a health insurance or not.
The rural regions have only a limited access to the healthcare (Brandeau,
Sainfort, & Pierskalla, 2005)(Barkan, 2010). The western countries, except the
USA, have national health insurance systems. The populations are mandatory
insured and thus can easily access the healthcare delivery systems. Beyond
this, the western public healthcare systems lack continuity and coordination
of health care delivery, direct communication between the entities and doctors
(A.C Greiner & Knebel, 2003). Although the challenges described in (A.C
Greiner & Knebel, 2003) date back to 2003, the healthcare systems in the
western countries are still facing these challenges [the result of the study we
carried out in 2016/2017].

Despite, the joint funding systems of the governments and health insurances,
the whole western public healthcare delivery system is facing challenges
such as cost explosion, due essentially to the rapid aging of the western
populations. The care delivery to elderly people is cost intensive since they
are often affected by old related chronic disorders (Cognitive impairments).
The medical treatment of disorders such as cognitive impairments, obesity,
diabetes, heart diseases is cost intensive. A study in (Morgan et al., 2014) has
shown the association between overweight (obesity) and the cost. An earlier
study (Sturm, 2002) also demonstrated the correlation between the medical
cost and the non-communicable diseases.

Beyond the financial challenges, the western countries public healthcare
systems also face access to healthcare delivery like long waiting periods before
visiting a doctor or long sitting in waiting room. For example, in Germany,
most of the health insurances companies help their members to quickly get
appointed by a medical doctor. The health insurance companies, therefore,
provide their insured members with a portal for this purpose. An example
of appointment portal can be seen here (https://www.dak.de/dak/leistungen/
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arzttermine-online-1445166.html). The appointment issues represent a big
challenge facing the public healthcare systems in the western countries. In
an earlier 2005, the study had found out that the waits time to see a doctor is
high in Europe (50% in the UK, more than 70% in Germany). The amounts
were similar for visiting a specialist. Today, 12 years later the situation is
likely to be different. The population is growing, more migrants are entering
these countries, and the elderly population is fast growing. Itis then becoming
very hard to quickly get an appointment for medical purpose, particularly,
the waits for specialists is longer as earlier.

During the case study in Germany, we met old people who were refused
by medical doctors because they do not have the necessary capacity to take
care of the new patient. Old people are looking for medical doctor practice
close to their residence place.

The case study in Germany reveals that the German rural regions are
facing a severe medical workforce shortage. By 2020 about 50.000 general
physicians (GP) would be retired. This fact will negatively impact the care
delivery in the rural regions, then the young doctors do not like to practice
in rural regions because of the low income and lack of carrier possibility.
Unfortunately, most old people are living in rural areas, and thus facing poor
access to the healthcare services. This situation is common to all western
countries and is more severe in USA (A.C Greiner & Knebel, 2003).

In the developing countries, in the recent years, the burden of diseases is
rapidly increasing. Most people living in developing countries are facing the
poor access to healthcare services delivery. Unlikely high-income countries,
the poor access to care services is because of poor medical infrastructure.
The rural and urban slums lack care units. The rare care units in rural regions
lack expert medical specialists or most health professionals working there are
undertrained (Thierry Oscar Edoh, 2010a). Additionally, the socioeconomic
and cultural factors are decisive in how regularly a patient can visit a doctor
(attend a health center in person). The patients are often hospitalized instead
of being ambulatory or remotely treated, because of their remote residence,
and thus occupy unnecessarily hospital beds and cause unnecessary costs.

According to the World Bank, most people in developing countries are
living on less than one dollar a day. Therefore, beyond the poor state of most
healthcare facilities, the economic situation, and poverty in the developing
countries are part of the leading causes of poor healthcare services accessibility.
Patient living on less than one dollar a day would prefer to buy foodstuff
instead of visiting a doctor, even in the case of chronic diseases [survey results].
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Most investigations carried out by the WHO have reportedly indicated
poverty, lack of political will, poor national economy and not least the poor
organization as the main deficiencies that underlie the enormous problems,
particularly in the public health systems in Sub-Saharan Africa (SSA) countries.
A study (Adeya & Cavanaugh, 2007) carried out by USAID in Benin stated
that the main problem of the poor healthcare accessibility is due to severe
lack of medical care facilities, particularly in urban slums and rural regions
and additionally the lack of specialists due to brain drain. Similar conclusions
have been made in studies conducted in other developing countries. A review
conducted in (Harrison, Cohen, & Walton, 2015) indicates that unsafe and
poor quality care such as infection, medication error or misuse and lack of
patient safety skills is a problem in developing countries in Southeast Asia.
Another study on maternal health care (Srivastava, Bilal, Preety, & Sanghita,
2015) had concluded that in the developing countries safe deliveries remain
a major challenge and barriers to utilization of institutional deliveries pose
also a major challenge for healthcare programs.

A particularity of the health system in the Sub-Saharan-African countries
is the wide absence of Information and Communication Technology (ICT)
systems. The weak ICT system landscape in the public healthcare systems
and its poor usage are discussed in (T.O. Edoh & Teege, 2010)(Thierry
Oscar Edoh, 2010a). In nearly all cases, patient data processing is carried
out manually using paper documents. Other ICT systems applications, such
as data mining or communication platforms are also mostly absenting in the
African health sector. Medical statistics are scarcely conducted. A group of
researchers has examined the Kenyan health system and noticed a “Digital
Divide” in African countries. Even for South Africa, an earlier Study (Mars,
Seebregts, & Rockefeller Foundation, 2008) pointed out major obstacles
for a successful introduction of ICT in the health sector. In (Scott & Mars,
2015), the authors discussed Healthcare services issues and analyze the
needs of the developing world accordingly. Some of these issues are poverty,
communicable diseases, maternal and child health, violence and conflict and
workforce shortages.

Launching Information and Communication Technology systems into
the public healthcare in the developing countries presents certain challenges
with regards to the technology level and the existing infrastructure. The
Health Information System Program (HISP) project(Scott & Mars, 2015)
thus worked for more than 10 years to develop and launch the District Health
Information Software (DHIS) system described in (J. J. Braa & Hedberg,
2002) and summarized in (Keeton, 2012).

4
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In Ireland, there exists a Homecare system project named CASALA',
which is designed and implemented for elderly people. This has shown how
Homecare and Telemonitoring can increase access to the healthcare delivery
system for old and disabled people. Telehealthcare systemis launched in Ireland
since they want to improve access to healthcare for isolated people. Certain
reports (Sluizer, S., Cashman, 1984) (Khani, 2015) estimate that outpatients
have to wait up to 2 hours before being examined by a medical doctor. The
2011 International IT and Connected Healthcare Solution Summit, taken
place on 11th & 12th May 2011 in Dublin, has shown how Telehealthcare
help to increase the healthcare services in Ireland.

Since Telehealthcare/Telemedicine is showing to improve healthcare
services in developed countries like Ireland (e.g. eHealth ERA project), USA
(Alaska,e. g. AFHCAN Project), Greenland (e.g. TEMS system?) particularly
in isolated regions (Niclasen & Mulvad, 2010), (Haveman & Flim, 2007).
Adapted Telemedicine/Telehealthcare Technologies and solutions could also
be implemented to improve the poor access to healthcare services in Benin.

This study aims at investigating the different challenges facing the different
public healthcare systems around the world as well as improving the healthcare
services, increasing the access to healthcare services.

In (Thierry Oscar Edoh, 2010a) the causes underlying the poor access to
healthcare services in the developing countries are investigated and analyzed.
It is figured out that launching Telehealthcare into the public healthcare
systems in the developing countries could be a solution to tackle the challenges
mentioned above, so that expert medical specialists could remotely assist
undertrained caregivers working in urban slums and/or rural healthcare centers
in providing preventive, curative, promotional or rehabilitative healthcare
services. A survey on mobile health (mHealth) adoption in developing
countries has reported that the use of certain mHealth technologies shows
improvements in healthcare processes and public health indicators (Chib,
Velthoven, Car, & Helena, 2015).

This study is a case-study with a focus on two countries; the public healthcare
system in Benin, a West African country and the public healthcare system in
Germany, a western country. The study results such as solution approaches
and recommendation that are implemented for Benin could be also adapted
and implemented for all SSA countries as well as other developing countries
with respect to cultural and traditional means as well as social, economic,
and technology level. The public healthcare systems are similar in all SSA
countries. The cultural and traditional means also do. The same for Germany.
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STUDY METHODS AND DATA

The author conducted several studies as well as literature review with focus
on challenges facing the public healthcare systems in low-, middle-, and
high-income countries.

In early 2015 to the beginning of 2017, case studies have been conducted
in Sub-Saharan African as well as in western countries. Additionally, an
exhaustive and comprehensive literature reviews have been conducted to
find out which challenges the public healthcare systems are facing, and
which solutions approaches are already implemented as well as to evaluate
the results of any implemented approach

Samples Selection

In the scope of the conducted studies, 17 western countries representing
the western world, 2 countries representing the middle-income countries, 5
African developing countries were selected. Purposeful, we have selected
literature that has discussed challenges facing these healthcare systems.
Thus, 45 articles, 5 books, 3 compendiums, and a huge of web pages have
been selected and reviewed. The selected documents are published between
2001 and 2017 in bases owning good impact factor such PubMed, Scopus,
etc. The selected journals belong to IEEE Xplore, Elsevier, Health Affairs,
NCBI Bookshelf, and some online journals. This period is chosen in order
to best analyze the evolution of the challenge facing the public healthcare
systems and evaluate the impacts of diverse implemented solutions approach.

The countries have been selected regarding the cultural, linguistic similarity
as well as social and economic diversity (Income level, technology level).
Table 1 presents the different selected countries.

The non-probability form of snowball sampling was used to select the
literature with relevant and significant contents in the domain: challenges
facing the public healthcare systems, usage of ICT in the healthcare systems.
A core literature is first identified. The relevant references cited by the core
articles/books are selected, where in turn the relevant references here also are
selected and so on. Thus, a significant set of articles are selected, reviewed
and categorized.

A Snowball is a low-cost research method and useful in specific cases
(Acharya, Prakash, Saxena, & Nigam, 2013) like the current study where
articles on challenges facing western healthcare systems relating to the poor
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Table 1. Selected countries in scope of the study

Pos. Countries Income Category Type of Study
1 Australia High-Income Literature research
2 Canada High-Income Literature research
3 Denmark High-Income Literature research
4 England High-Income Literature research
5 France High-Income Literature research
6 Germany High-Income Lite(rje::erestrzze;rch
7 Italy High-Income Literature research
8 The Netherlands High-Income Literature research
9 New Zealand High-Income Literature research
10 Norway High-Income Literature research
11 Japan High-Income Literature research
12 Israel High-Income Literature research
13 Singapore High-Income Literature research
14 Sweden High-Income Literature research
15 Switzerland High-Income Literature research
16 United States High-Income Literature research
17 China Middle-Income Literature research
18 India Middle-Income Literature research
19 Benin Low-Income L teéﬁg;i:ﬁ;?mh
20 Togo Low-Income Literature research
21 Ghana Low-Income Literature research
22 Ivory Coast Low-Income Literature research
23 Cameroon Low-Income Literature research

access to the care services in certain regions are scarcely published. The
snowball sampling is a method to select a research population or material
through contact (social, virtual, or reference/recommendation). According to
MacNealy, cited in (Latham, 2007), snowball sampling is defined as follow:

Snowball sampling is used in those rare cases when the population of interest

cannot be identified other than by someone who knows that a certain person
has the necessary experience or characteristics to be included (MacNealy)
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Different research populations have been also built to conduct interviews.
The Respondent-Driven-Sampling (RDS) method was used to implement the
cohort. We opted for this method because it best fits the research requirements
which are to recruits key persons who in turn will randomly recruit the cohort
members and report their personal network size. These requirements are well
supported by the five (05) assumptions of RDS.

Table 2 and Table 3 present the structure of the research population. In
African developing countries, 782 care consumers and 91 care professionals
(care providers) have been interviewed. In Germany, 80 care consumers and
18 care professionals have been interviewed. The interviews have focused
on: (1) waits for specialists, (ii) workforce shortage, (ii) accessibility to care
services, (iv) Electronic Medical Records and ICT Use, (v) care expenditures
and funding -health insurance -, care delivery to elderly suffering from chronic
disorders, and at least the care delivery at rural regions.

Table 2. Selected countries and the research population (health consumer) structure

#Elderly People B #Young People
= 60 Years Old) sk o &0 (0 to 19 Years Old)
Country > Years Old) Total

Female Male Female Male Female Male
Benin 47 51 55 48 37 39 337
Togo 26 30 15 18 12 13 114
Ghana 27 25 17 19 14 15 117
Ivory Coast 20 20 25 23 20 22 130
Cameroon 16 21 13 13 10 11 084
Germany 7 8 21 24 11 09 080

Table 3. Selected countries and the research population (health provider) structure

#General Physician #Spec]i;lists (e.g. ‘Cardiologist,
Country iabetologist, etc.) Total
Female Male Female Male
Benin 15 12 8 5 40
Togo 5 8 3 2 18
Ghana 3 4 2 2 11
Ivory Coast 2 2 2 2 8
Cameroon 3 3 4 5 14
Germany 5 6 4 3 18
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Study Data

We conducted quantitative and qualitative studies in different African
countries. Thus, various prospective randomized studies in several African
public healthcare systems have been performed. Health professionals, health
bodies and patients from five (05) sub-Saharan African (SSA) countries
(Thierry Oscar Edoh, 2010b), (Thierry Oscar Edoh & Teege, 2011) have
been interviewed. Data have been collected from the research population
consisting of elderly, adult, and young people (with respect to gender).

Surveys are also conducted using questionnaires (online and paper format)
and 1:1 interview. The surveys are focused on:

1. Healthcare Accessibility
2. Quality of healthcare services and health costs
3. Use of traditional healthcare services

The collected data were evaluated in the light of socio-cultural influences,
traditional manners, financial and familiar situation, as well as the education
level the interviewees own.

A case study is also conducted in Germany with the objectives to compare
the literature findings with the realities in the countries. A research population
has been built and interviewed. A case study is defined as the intensive study
of a single unit with an aim to generalize across a larger set of units (Gerring,
2004). The strategy behind the conducted case studies is to get significant
results that can be applied to the other countries in same income category.

The country Benin, an African low-income country, is selected as a study
subject to examine the challenges facing public healthcare systems in low-
and middle-income countries. In Benin the information and communication
systems, the structure, and the infrastructure consisting the healthcare system
have been evaluated. Public, as well as private hospitals, clinics, district
hospitals, rural health units, pharmacies, were involved in this study.

In Germany, the investigation has been focused on interviewing the
healthcare consumers and providers to figure out the challenges in point
of view of each actor in the system. Since the German public healthcare,
like the healthcare systems in most western countries, is best structured
and features better medical infrastructures such as several hospitals, clinics,
doctor practices, several university-hospitals. This study, therefore, bas been
focused on the health care services delivery, information and communication
systems, and financial means only.
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Additionally, literature reviews have been conducted on public healthcare
systems, health care services delivery, and access to healthcare in Developing
countries (Srivastava et al., 2015), in South Africa (Williamson, Heywood,
Williamson, Stoops, & Heywood, 2015), (Mayosi et al., 2014), (Thierry
Oscar Edoh, 2010b), (Adeya & Cavanaugh, 2007), (Joseph K. Rotich, Phd,
Terry J. Hannan, Mbbs, Faye E. Smith, Ms, Wilson W. Odero, Md, Nguyen
Vu, Md, Burke W. Mamlin, Md, Joseph J. Mamlin, & Robert M. Einterz,
Md, William M. Tierney, 2003)(Joseph K. et al., 2003), (J. Braa & Hedberg,
2000), in Tanzania, Nigeria, Kenya, Morocco, and Algeria (WHO Africa
2011) (Development, Development, Hospital, & Hospital, 2015), (WHO,
2015 -http://www.who.int/features/2014/morocco-maternal-health/en/-) as
well as western countries (see references).

The words “challenges”, “facing”, “healthcare”, “low-income”, “middle-
income”, and “high-income” have been used to find and select the documents
for literature review. The selected documents have then been classified by
publishing year and income-country category. Table 4 presents a part of the
materials used for the literature research.

Table 4. A sample of select articles and books

L. . Publishing
Pos. Description Title S ChieTy
This chapter describes current and future
1 challenges in the delivery of healthcare Healthcare Delivery: Current Problems 2005/Book
in poor an rich countries (Brandeau et al., And Future Challenges chapter
2005).
This blog describes the major issues the The Five Biggest Problems in Health Care .
2 USA health system is facing (Binder, 2013). | Today 2013/Web article
This book chapter presents the core
competencies healthcare professionals
3 should have to be able to address challenges | The Core Competencies Needed for 2003/Book
facing the care systems. It, further, describes | Healthcare Professionals chapter
the challenges the western car systems (A.C
Greiner & Knebel, 2003).
This t?hapter descrlpes Fhese' chftlleng.es and Chapter 2 Challenges Facing the Health
examines the resulting implications for the Lo . 2003/Book
4 . . . System and Implications for Educational
education of health professionals and its Reform chapter
reform (Ann C. Greiner & Knebel, 2003).
To estimate the direct healthcare cost of Obesity in pregnancy: a retrospective
being overweight or obese throughout y n preg ¥ P . 2014/Journal
5 . Lo prevalence-based study on health service .
pregnancy to the National Health Service in utilization and costs on the NHS article
Wales (Morgan et al., 2014).
This paper compares the effects of ob.esn'y, The Effects of Obesity, Smoking, And .
overweight, smoking, and problem drinking s . 2002/journal
6 Drinking On Medical Problems And .
on health care use and health status based Costs article
on national survey data (Sturm, 2002). o
continued on following page
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Table 4. Continued

e . Publishing
Pos. Description Title e
This paper reports on a 2005 survey of
sicker adults in Australia, Canada, Germany,
New Zealand, the United Kingdom, and the | Taking the Pulse of Health Care Systems: 2005/journal
7 United States. Sizable shares of patients in Experiences of Patients with Health .
. . . . . article
all six countries report safety risks, poor Problems In Six Countries
care coordination, and deficiencies in care
for chronic medical conditions.
8 ;{}::lsel:?;)lg;l;c?éiiiﬁe zsgit)a)l and health Social Problems: Continuity and Change 2010/Book
This book the medical workforce shortage D.en-l- deutschen Gesundheitswesen gehen 2010/Study
9 . die Arzte aus! (Workforce shortage in
in Germany (Kopetsche, 2010). report
Germany?)
This publication presents overviews
of the healthcare systems of Australia,
Canada, Chlm.i’ Denmark, England, France, 2015 International Profiles of Health Care | 2016/Study
10 Germany, India, Israel, Italy, Japan, the Systems report
Netherlands, New Zealand, Norway, y P
Singapore, Sweden, Switzerland, and the
United States.
Countries around the globe are investing
in health information and communications . .
. .. A Comparison of How Four Countries
technologies (ICT) as critical tools for 2014/Journal
11 . . . . . . Use Health IT To Support Care for People .
improving care for chronically ill patients With Chronic medical Conditions article
(Adler-Milstein, Sarma, Woskie, & Jha,
2014)
This paper presents the findings of a new
score'card demgned {0 assess and monitor U.S. Health System Performance: A 2006/Journal
12 multiple domains of U.S. health system National Scorecard article
performance (Schoen, Davis, How, &
Schoenbaum, 2006).
Thls paper p rofiles the EMR systems Electronic Medical Records: A
3 in developing and developed countries Developing and Developed Country 2016/
(SIKHONDZE & LOUWRENCE Analysis Proceedings
ERASMUS, 2016)
This paper assesses the state of health
14 information technology (HIT) adoption and | The use of health information technology | 2008/Journal
use in seven industrialized nations (Jha et in seven nations articles
al., 2008)
This article examines the major challenge
for low- and middle-income countries Building Learning Health Systems
15 in achieving broad coverage of health to Accelerate Research and Improve 2016/Journal
interventions and optimizing health Outcomes of Clinical Care in Low- and article
outcomes (English, Irimu, Agweyu, Middle-Income Countries
Gathara, & Oliwa, 2016)
This article describes the role of ICT in Consumer Health Informatics: The
16 improving the patient-provider partnership Application of ICT in Improving Patient- 2014/journal
in consumer health informatics (Abaidoo & | Provider Partnership for a Better Health article
Larweh, 2014). Care
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Table 4. Continued

Pos.

Description

Title

Publishing
Year/Category

This paper highlights the importance of
being able to access health information and
how traditional media methods have been
utilized to allow this within a developing
country setting, highlighting the clear
digital divide. The paper then addresses
the impact of convergent communication
technologies and mobile technologies in
providing a means of addressing existing
health care problems within a developing
country setting. (Chhanabhai & Holt, 2010)

The Disparity Information and
Communication Technology for
Developing Countries has in the Delivery
of Healthcare Information

2010/Journal
article

This 2009 survey of primary care doctors in
Australia, Canada, France, Germany, Italy,
the Netherlands, New Zealand, Norway,
Sweden, the United Kingdom, and the
United States finds wide differences in
practice systems, incentives, perceptions

of access to care, use of health information
technology (IT), and programs to improve
quality (Schoen et al., 2009).

A Survey of Primary Care Physicians in
Eleven Countries, Perspectives on Care,
Costs, And Experiences

2004/Journal
article

This article presents the German healthcare
delivery system (Busse & Riesberg, 2004).

Health Care Systems in Transition

2012/Journal
article

20

This presents the structures and
infrastructures of UK (Scotland) healthcare
system (Steele & Cylus, 2012)

United Kingdom (Scotland): health
system review

21

This report from The Commonwealth Fund
Commission on a High-Performance Health
System examines fragmentation in our
healthcare delivery system and offers policy
recommendations to stimulate greater
organization—established mechanisms for
working across providers and care settings
(Anthony Shih, Karen Davis & Anne
Gauthier, Rachel Nuzum, 2008).

Organizing the U.S. Healthcare Delivery
System for High Performance

2008/Report

22

This book deeply presents the US healthcare
system and its challenges(Knickman &
Kovner, 2015)

Health Care Delivery in the United States

2015/Book

23

This web article describes the structures
of German healthcare system and the care
delivery (I. fiir Q. und W. im G. (IQWiG),
2017).

Das Deutsche Gesundheitssystem (The
German Healthcare System)

2017/Web-article

24

This article describes, compares, and
evaluates the healthcare systems of three
western countries (Ridic, Gleason, & Ridic,
2012).

Comparisons of Health Care Systems in
the United States, Germany, and Canada

2012/Journal
article

25

This article presents the different challenges
facing the European healthcare systems

https://www.united-europe.eu/news-and-
opinions/what-others-write/europes-
healthcare-systems-face-reform-to-meet-
growing-challenges/

2015/Web-article
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Study Limitations

The study has taken place in Africa and presented several limitations. There
are very few healthcare systems related information available. The few
collected data are mostly from an academic study carried out by non-African
universities or international organization such as USAID. Electronic Medical
Records system are most scarce or non-existent. The few patient data found
are stored in papers and are uncompleted. We, therefore, conducted interviews
to collect the missing information.

Regarding the western countries, we found few kinds of literature on the poor
access to the healthcare services in the western rural regions. We, therefore,
seek for this information on the internet and found several forums as well as
magazine articles on the topics. Interviews with the healthcare professionals
have been conducted in order to evaluate the information collected from the
non-scientific sources.

STUDY RESULTS

The major challenges facing the public health systems in developing countries
are limited economic resources, demographic structure (quickly growing
population), big burden of diseases, rapid epidemiological changes, increased
public demand for specialized treatment, brain drain of health professionals,
lack of health insurance, poor access to healthcare, particularly severe in rural
areas and in the urban slums.

Middle-income countries are facing high healthcare demand from aging
population, medical cost coverage issues due to lack of funding system such
as health insurance (Brandeau et al., 2005). The challenge facing here are
like those facing in low-income countries.

The western counties present another picture. Their public healthcare
systems have better performance; the medical costs are mostly covered by
the health insurance or national health insurance.

The major challenges facing these healthcare systems are inequity in
the health care services delivery and poor or limited access to healthcare in
rural areas (for example, USA (Brandeau et al., 2005) recent investigations
have confirmed these facts), medical workforces shortage in rural areas (for
example in Germany (Kopetsche, 2010), in USA (Ann C. Greiner & Knebel,
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2003)), too much unnecessary care (Binder, 2013), poor accommodation to
patientneeds (Ann C. Greiner & Knebel, 2003), high expenditures challenges.

Structure and Infrastructure of
Public Health Care Systems

Low- and Middle-Income Countries

The public healthcare systems in the most developing countries are similar.
In a previous study, we pointed out that the public healthcare systems in all
sub-Saharan African (SSA) countries present similar structures, are facing the
same infrastructural challenges (Thierry Oscar Edoh, 2010a). However, public
healthcare systems in the Asian developing countries are more developed
than the SSA ones. Though, the Asian developing countries face at diverse
level similar infrastructural issues in their public health care systems.

African healthcare systems can be divided in three (03) healthcare services
zones (Figure 1), where all countries within a health region have a similar
public healthcare system, health care services deliveries issues, and economic
situation.

Figure 1. Regions with similar public healthcare systems and healthcare deliveries

sy Scale 1:51.400.000
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The public healthcare system and the quality of health care services
deliveries in the countries located in the health region III are higher than
those in the health region I. The access to health care and pharmaceutical
care services in the region III health systems are near to those observed in
developed countries. Beyond these aspects, the rural areas in the health region
IIT are however facing similar issues like rural areas in the health region I
and II (Thierry Oscar Edoh, 2010a).

The health region II presents a specific health care landscape. Different
health care services delivery levels are fund within the same country (Thierry
Oscar Edoh, 2010b).

The public healthcare systems in the SSA countries fall under the purview
of the Ministry of Health (MOH) and aim at providing appropriate, qualitative
healthcare services to the population even in the rural regions.

The public healthcare systems in the SSA countries are pyramid-shaped
and dispose of three service levels:

1. National Level: Is assigned with the tasks to define the national health
policies.

2. Middle-Level: Coordinates (at least theoretically) all activities defined
at national level.

3. TheMunicipality, City, and District Level: Represent the decentralized
unit. Medical facilities are subdivided into public hospitals and a network
of public or private medical services. They are intended to assure good
accessibility to the healthcare delivery facilities.

These healthcare systems are relied on two pillars, the public and the
private healthcare sector. Both system parts are under the responsibility of
the Ministry of Health (MoH).

Structure and Infrastructure of the Health Care System in the
Republic of Benin

The public healthcare system in Benin, Benin as a study subject, will be
described in order to give insight into the structures and infrastructural means
in the SSA public healthcare systems.

The medical infrastructure in Benin presents a pyramid-shaped structure
with five (05) levels (Maniatopoulos et al., 2009), which are, from the button
to the top of the pyramid,
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1. County Hospital/ Health Center: CSA (Centre de Santé
d’Arrondissement),

2. Communal Hospital/Health Center: CSC (Centre de Sant¢ Communal),

District Hospital: HZ (Hopital de Zone),

4. Department Hospital: HD (Hopital Departemental), and University
Hospital: CNHU (Center National Hospitalier et Universitaire).

bt

Figure 2 illustrates the different levels of the healthcare infrastructure
in Benin. The facilities of the lowest level (CSA) just provide the primary
healthcare delivery, such as a small surgery (injury) or consultation for malaria
infection. The next level, CSC, offers a little more health services. Therefore,
the amount of the beds in a CSC is about 13 beds and more personnel, and
ambulance station - The third level, HZ, from below of the pyramid, can
provide almost all conventional medical achievements and possesses a
relatively good healthcare delivery system. The amount of the employees is
higher than in a CSA and a CSC together and up to 200 beds are available in
the category of hospital. The number of in-patient per year is clearly higher
than in a CSA and a CSC combined. (30270 receptions per year comparing
to 16996 receptions per year in the CNHU) (Adeya & Cavanaugh, 2007).
These situations remain [our research results].

Figure 2. Structure of the healthcare system in Benin

A
HIGH LEVEL

(3 univergity - clinics/Hospital lan ide)

HD
(Department Level)

HZ
(Zone/District Level)

CcsC
(Communal Level)

CSA

LOW LEVEL
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Table 5. Structure of the medical infrastructure in Benin

Facility Categories Facilities per Department Total of Facilities in Benin
CSA 46 425
CSC 08 075
HZ 03 027
CHD 01 005
CNHU 1 003

(Available only in Cotonou, Porto-
Novo, and Parakou

At national level: [C(NHU-HKM],
[CNHPP ’HOMEL] [CNHNP
Jaquét].)

Facilities in medical > 400 2197
private sector (In Cotonou only) (legal & illegal)

Each Hospital of type HD has a capacity of around 300 beds. University
Hospital (CNHU) disposes of up to 600 beds. The difference between
both healthcare facilities categories HD and CNHU is about the amount of
personnel and the beds, and the size of the healthcare delivery services: for
example, radiology or cardiology department is more important and more
equipped in a CNHU than in an HD. CNHU has more care specialists and is
a university clinic. In comparison with HD, research projects are carried out
in CNHU. There are more beds in large cities and particularly in the south
of the country. A Report of the ministry of health (MoH) in 2004 had issued
the disparity between different health centers concerning a number of beds,
care specialists and medical infrastructure. A survey conducted in 2014 in
the scope of the present study, revealed that these disparity issues reported
by the MoH in 2004 are not yet fixed. Table 5 summarizes the amount of
existing medical facilities in the entire country as well as their density.

The institutional data exchange is illustrated in Figure 3. Figure 4 shows
the patient booklet, where his data are stored. The communication and
information exchange are mostly paper-based.

The public healthcare system in Benin, as all SSA countries care systems,
is a publicly financed governmental responsibility.

In 2001, in Abuja (Nigeria) the NEPAD (New Partnership for Africa’s
Development) had recommended to the 53 African Countries to allocate at
least 15% of total government expenditure to the health. They should steadily
increase their budget allocation to meet the so-called Abuja 2001 target by
2015 (NEPAD, 2007). Unfortunately, Benin spends every year 7,5% of his
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Figure 3. Data and Information’s flow within SNIGS

Central Level
DPP/SSD !

Source USAID.

Commune - Commune
Health Health
Center | Center

Technical
directions
Projects Program
International bodies

Figure 4. Booklet for Patient’s data record
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global national budget for its public health system’. In 2014 Benin spends
accordingly 129 million dollars for the public health system. According to
NEPAD Benin must allocate 258 million dollars to its public health system.
A health insurance system is therefore needed to help to meet the in Abuja
2001 target of 15% of the national budget.

It’s recommended to launch a health insurance where each inhabitant
would pay 1000 Frs CFA (about $ 1,5) a month. The population of Benin
is estimated to 10 million people. Such health insurance would bring each
month about 15 million dollars. Launching the proposed health insurance
could thus bring around 180 million dollars per year into health budget, i.e.
10,5% of the national budget. The system would then dispose around 310
million dollars per year, i.e. 18% of the national budget and can thus improve
a lot of care services.

High-Income Countries

Unlike low- and middle-income countries, high-income countries have well-
functioning healthcare systems and efficient funding systems*. However, the
USA health funding system is commercial. There exists no national health
insurance system like in Europe. The health insurance can be purchased at
the private market (Ridic et al., 2012).

The European healthcare systems are similar and facing similar challenges.
Since the European population is fast aging, the countries healthcare systems
are facing high demand from the elderly people (Ridic et al., 2012).

Structure and Infrastructure of the Health Care System in the
Republic of Germany

The structure and infrastructure of the German healthcare system will be
outlined in this section since it is the study subject of the current study.

The German health system is decentralized, self-governed and supported
by many factors such as health insurance companies, quality assurance
institutions, the Ministry of Health, etc. The care system in Germany is
based on three pillars: outpatient care, the hospital sector, and outpatient and
inpatient rehabilitation facilities. The health insured citizens and employers
pay some contributions that added to subsidies from tax revenues are used to
funding the healthcare system. In comparison, the UK or Sweden healthcare
are state health systems that are funding with taxes.
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The federal Ministry of Health (MOH) defines the health policy, prepares
laws, and sets up the administrative regulations which provide the framework
forthe activities of self-administration in the healthcare sector. The institutions
and authorities dealing with health issues such as the federal Institute for
Drugs and Medical Devices, the Federal Institute for Sera and Vaccines, the
Federal Institute for Communicable and Non-Communicable Diseases (Robert
Koch-Institute), the Federal Center for Health Education, and the German
Institute for Medical Documentation and Information assist the federal MoH
(1.-Q. und W. im G. IQWiG), 2017)

A key feature of the healthcare delivery system in Germany is the clear
institutional separation between (1) the public health services, (2) primary
and secondary ambulatory care, and (3) hospital care, which has traditionally
been confined to inpatient care. (Busse & Riesberg, 2004)

Germany is a federal state and thus composites of 16 states called Lander.
Each land defines on top of the federal healthcare policy its policy so that
the healthcare services and their levels differ among the Lédnder (Busse &
Riesberg, 2004)

The German healthcare system offers:

1. Primary and Secondary Ambulatory Care: Ambulatory healthcare
is mainly provided by private for-profit providers, including physicians,
dentists, pharmacists, physiotherapists, speech and language therapists,
occupational therapists, pedologists, and technical professions. (Busse
& Riesberg, 2004)

2. Secondary and Tertiary Hospital Care: German hospitals have
traditionally concentrated on inpatient care; sectoral borders to ambulatory
were strict. While acute hospitals in the hospital plan provide outpatient
emergency care, only university hospitals have formal outpatient
facilities. Day surgery and ambulatory pre- and post-hospital care have
become other fields of increasing activity. Since 2004, hospitals have
been granted additional competencies to provide care to outpatients that
require highly specialized care on a regular basis. Also, participation
in integrated care models offers new opportunities to become active in
ambulatory care. (Busse & Riesberg, 2004)

3. Social Care: Social care is delivered by a broad variety of mainly private
organizations that complement family and lay support for the elderly,
children with special needs, mentally ill and the physically or mentally
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handicapped. The Lénder are responsible for planning (and guaranteeing
the delivery) institutionalized care and schools for children with special
needs. Most providers of institutional care belong to the six members
of the Federal Alliance of Voluntary Welfare Organizations. (Busse &
Riesberg, 2004)

4. Pharmaceuticals: Pharmaceutical policy seeks to balance targets of
healthcare and industrial policy. Health care policy is primarily concerned
with safeguarding quality and safety, improving health and containing
costs for statutory health insurance (SHI). (Busse & Riesberg, 2004)

5. Statutory Insurances: The statutory long-term care insurance typically
consists of the mandatory social long-term care insurance and the
mandatory private long-term care insurance. (Busse & Riesberg, 2004)

Figure 9 summarizes the organization/structure of the German healthcare
system and the key actors as well as the relation between them. This figure
does not show the data exchange between the different care providers and
care consumers. The study reveals a lack of automatic and electronic data
exchange between the institutions. The extra-institution communication and

Figure 5. Type of data exchange and communication in German health system

Family Practice (Working station/network)

General Practitioner

-

fald J General Practitioner

*  Conventional Data Exchange Way

#® —— W Electronic Data Exchange
- (Prescribe by law)
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Figure 6. Example of paper-based medical records in German healthcare system

ool il
Wil
/!

Example of Patient dossier still in use in some
German hospitals and clinics.

data exchange are mostly paper-based or through the patient self. The intra-
institution communication is well organized and electronic based. In early
2012, Dr. S. Krolop gave a presentation on the topic where reveals the lack
of electronic data exchange between the key actors in the German health
system. A study (Biesdorf, Deetjen, & Moller, 2016) carried out in 2016
by Mckinsey & Company describes the present data exchange process and
way in the German health and propose a digital health system where data is
electronically exchanged.

Figure 5 illustrates the communication intra-and extra-institutional data
exchange in the German health system.

Figure 6, Figure 7, and Figure 8 show some examples of EMR and paper
base medical in the German healthcare system.

DISCUSSION

Comparing the German healthcare system (like most western countries) with
the healthcare system in Benin (representing the low- and middle countries)
points out that western countries’ healthcare systems have better performance,
efficient funding, which enables a better access to health services in western
countries (excepted the United States of America, where each citizen must cover
his medical costs) than in low- and middle-income countries. Additionally,
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Figure 7. Example of Data collection and processing system (German nursing house)

Example of electronic Medical Records
in a connected system.

This system is provided by VitaBIT to
e — "~ manage patient data in the Geman
Nursing Houses. Any physician with
access right can access the system and
read the patient dossier.

e — : - Surce http://www.vitabit.org/

RRIRIS
VItaBIT digitale Krankenakte

Figure 8. Example of EMR in a German hospital

1
S

Example of Electronic Medical Records at a German Hospital

Source: hittp//www.smi.ukw.de/de/sap-klinische-verfahren/archivsysteme/digitales-
krankenakten-und-belegarchiv.html
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Figure 9. The organizational relationships of the key actors in the healthcare system
Source: Health Care Systems in Transition (Busse & Riesberg, 2004).
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the western countries health systems are supported by best structured health
care services delivery system with relative enough health infrastructures.
Most developing countries healthcare systems present a pyramid-shaped
structure. Unlike the developing countries, the literature research and surveys
revealed that each inhabitant s living closer to a healthcare center (private GP
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practice, clinics, communal hospitals, university hospitals, etc.). In (Ridic et
al., 2012) the authors show how the citizen in two western countries (German
and Canada) are satisfied with their countries healthcare systems and policy.

Despite the good health structures and infrastructures in the developed
world, the healthcare systems are also facing their own challenges. The next
section will present the challenges facing the healthcare systems in low-,
middles-, and high-income countries.

Challenges Facing the Health Care System
Table 6 presents a systematical overview of the challenges facing the different

healthcare systems. Certain challenges are severe (S), middle (M), low (L),
or non-existent (No) at some healthcare systems.

Table 6. Summary of the challenges facing the different public healthcare systems

Income Countries

hall L. .
< Fa enges Short Description Observation
GIsi Low | Middle | High
ICT
Inequity in the access to
L healthcz li i i .
Disparities calthcare delivery is noticed US Health system is more
. between urban and rural, .
in Access to . S S M concerning than the other western
between poor and rich, .,
Healthcare . countries’ health system
between insured and not
insured
Deyelop Ing countries are The developed countries do not face
facing poor access to the .
Poor this challenge. They feature enough
. pharma care. The stocks often . . . :
Pharmaceutical . . S M N pharma industries. while developing
empty mostly in rural regions. . ..
Care It countries import all the medicine
It is difficult to purchase the
. L from abroad.
medical prescription.
In the developing countries,
. . . fei f 1li
Problems of The counterfeit drugs issue is counterfeit drugs are often selling

S S S in the drugstore, while in the
developed countries, there exist
special channels for the distribution

counterfeit drugs | a global burden.

The developed countries face the
personnel shortage issues mostly
at the rural level. The urban area,
however, faces this issue in nursing

The healthcare delivery houses and nurse shortage. For
Personal . S
systems lack medical experts, S S M example, most of the ‘nurses
Shortage .
nurses. working in Germany are from East
Europe.

In the developing world, workforce
shortage is a matter challenge due to
brain drain.

continued on following page
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Table 6. Continued

Income Countries

Challenges L. .
Faci 8 Short Description Observation
acing Low | Middle | High
Public health t . .
ubic heallicare sysiems Developing countries lack adequate
worldwide are often facing . ..
. . . surveillance tools and policies,
Diseases Control | serious diseases outbreaks . . .
) . . . S L while western countries are facing
and surveillance | despite the different diseases A .
. . . the limitation of the surveillance
surveillance tools available in
systems
most health systems
The Hospital Information
Exchange and Electronic
Medical Records Systems
are the central pieces of
. the medical data collection
Medical Data . . . . .
. and processing mechanism. In developing countries, medical
Processing and : . oo
s Most developing countries S M data processing is widely paper
Communication
lack these tools. Developed based
Systems . .
countries are mostly using
these tools, though are
also facing challenges in
exchanging electronically data
between institutions
Long waiting times to access
to specialized care is a
challenge that is more facing Few people have access to health
western health systems than services in developing countries.
developing countries systems. The private health sector is not
Waiting times The long waiting times are M M S organized and developed like in
a consequence of a shortage western countries. So, the waiting
of doctors and the possibility time’s challenge is less than in
each western citizen must western countries.
easily visit a doctor since they
are national health insured.
Increasing According to WHO obesity
obesity and and other communicable . . .
1 . ‘u This challenge is severe in all health
other non- diseases are a big challenge S S
. . systems around the world
communicable facing the world health
diseases system.
The western population is fast
Accommodation | aging; however, the healthcare
to Patient system is not accommodated Developing countries population is
Needs Longer to their needs. The health M M S younger than western ones and thus
living (aging system is more oriented and face few this kind of challenge
population) organized to tackle acute
affection than chronic ones.
Developing countries
doctors and other healthcare Western countries health systems
. professionals lack continuing offer more continuous education
Continuous . o
. education. The health system S N possibilities to the healthcare
education . . . .
lack of appropriate financial professionals. They work closely
means for regular continuous with researchers.
education.
continued on following page
26

printed on 2/11/2023 6:07 AMvia .

Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Challenges Facing Healthcare Delivery Systems in Low-, Middle-, and High-Income Countries

Table 6. Continued

Income Countries

hall L. .
¢ Fa fenges Short Description Observation
acing Low | Middle | High
Financial
:iieﬁ:iiiilzﬁewzgti health Among western countries, the USA
Funding rr}lle dical costs fur?din systems also face severe lack of medical
and Health because of lack of heiltz S S M costs funding, due to the structure
Insurances insurances. Few people are and policies of the health systems
. peop relating to health insurances
health insured
Elderly people, repetitive
. medlc'al t%eatments,.lack of Health systems around the world are
High costs coordination regarding the S S S facine this challenee
treatment are factors of high & g
costs facing all health systems
Longer Long living people are often Western countries are more
living (aging subject to chronic diseases, L M S concernin
population) which are factors of high costs s
Increasing Obesity among the youth and
obesity and non-communicable, chronic Western countries are more
other non- diseases, among the elderly M M S concernin )
communicable population are factors of high &
diseases medical expenditures.
Administrative
The structure and policies
. in the western countries .
E QQ Q g
Xcessive health systems lead to M M S Western‘ countries are more
bureaucracy . . concerning
high bureaucracy than in
developing countries

continued on following page

The challenges are grouped by categories: (1) ICT, (2) administrative,
and (3) financial.

1. ICT: Challenges in this category can be solved using Telehealthcare
and/or information and communication technology

2. Administrative: Are categorized in this group those challenges, which
require an organization and structure improvement

3. Financial: Need more investment to overcome the challenges in this

group
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Disparities in Access to Healthcare

In low- and middle-income countries, the differences in access to healthcare
across the different population are the consequence of the structure described
above and weak healthcare infrastructure. The medical facilities are often too
far from the residential areas. Mostrural regions lack municipal infrastructures
such as streets, energy supply system, etc. The access to healthcare depends
therefore on the place of residence of the patient. Thus, the rural population has
poor access to healthcare in comparison to the urban population. In addition,
the economic situation is an important factor in access to the healthcare. Due
to the large distance between the places of residence and the pharmacies,
pharmaceutical care remains also a major challenging problem that the public
healthcare system is facing (Thierry Oscar Edoh & Teege, 2011).

As in most SSA countries, in Benin for example, 51% of the women are
living relatively close to a hospital, more than 13% of the women live at
least 30 kilometers far away from a hospital or a comparable facility, and
the remainder has hard access to medical care (Klein, 2005). About 15% of
healthcare delivery in Benin is provided by the private health sector. Most of
the private health sector is in large cities. The quality of the services provided
by the private sector is higher and more expensive than services provided
by the public sector. This kind of facilities is only accessible for a part of
the population, namely the rich population, Government members and their
families. There exists also a “cheap private sector” in the healthcare system.
This part of the private sector consists of small facilities with a maximum
of three employees with elementary medicine background. It features only
nurses who just provide basic healthcare delivery like prescription in case
of non-complex malaria and/or small injuries. (Result of our recent survey)

Healthcare delivery in rural regions is quasi-non-existent. The causes are
mainly the lack of medical infrastructure, missing of care specialists, health
professionals, undertrained staff, insufficient funding of the public health
system (health insurance policies are scarce).

Many annual reports carried out by WHO (World Health Organization)
have reportedly indicated that healthcare systems in the Sub-Saharan African
countries are in a poor state; however, these reports have never discussed the
true causes leading to poor healthcare deliveries and the disparities in access
to healthcare. Poverty is the most cited cause. However, poverty is only the
peak of the iceberg. The low density of pharmacies and health centers in the
entire country, the lack of health insurances the main causes of the disparities
in the accessibility to healthcare.
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Interms of healthcare delivery issues, the major challenges facing the public
healthcare system in Benin are similar to those the Greenlandic health system
has started fighting against in 2010 (Niclasen & Mulvad, 2010). However,
Benin does not have the same telecommunication and city infrastructures
like Greenland. Therefore, the main question to be addressed is whether
the access to healthcare particularly in rural regions can be improved using
Telehealthcare systems technologies inspired by the Telemedicine system
implemented in Greenland® and adapt them to the technical and economic
realities in Benin. Telemedicine or eHealth is understood as the use of
information and telecommunications system to provide remote healthcare to
the population. Telemedicine is usually assumed to mean curative practices.
Telemedicine is playing anincreasing role in health development, in education
and training, in quality improvement and in the improvement of efficiency
of healthcare services (J. J. Braa & Hedberg, 2002).

In the high-income countries, the rural populations are facing similar
access to healthcare services issues. However, the causes here are different
from those in low- and middle-income countries. In the US health system,
for example, the access to the healthcare services is limited in rural regions.
Further, it depends on whether one can pay the medical costs since the
system is more commercial and each doctor can charge a medical treatment
as he wants. (Schoen et al., 2006)(Ridic et al., 2012). Furthermore, the US
healthcare faces a severe racial issue in the healthcare delivery system.

In (Barkan, 2010) the author state:

... Studies find that African Americans are much less likely than whites to
receive the procedures just listed. This is true when poor blacks are compared
to poor whites and when middle-class blacks are compared to middle-class
whites.

Regardless of the reason, the result is the same: African Americans are less
likely to receive potentially life-saving cardiac procedures simply because
they are black. Institutional discrimination in healthcare, then, is literally a
matter of life and death.

The access challenges facing high-income countries health systems could
be summarized to (i) long waiting time to have an arrangement with primary
care doctors, (ii) difficult access to specialized care. A study (Schoen et al.,
2009) carried out in 11 western countries, Germany included, has shown the
access to healthcare services issues in these countries.
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Primary care doctors’ perceptions of access to specialized care varied
significantly across countries. Dutch, Norwegian, and U.K. physicians
were the least likely to report that patients had difficulty getting specialized
diagnostic tests; Canadian, Italian, and New Zealand doctors were the most
likely. (Schoen et al., 2009)

In (Schoen et al., 2005) the authors also figure out the waiting times as a
challenge facing the healthcare delivery systems. The access challenges remain
in Germany so that the statutory health insurance companies provide the patient
with tools like web-pages to help them to quickly access specialized care.

Poor Pharmaceutical Care and
Problems of Counterfeit Drugs

The developing countries are facing the poor access to pharma care. Thus,
in large cities and particularly in the rural regions, it is often difficult to
purchase all medicine on a prescription in one pharmacy. Often the patient
must search in several pharmacies for the medicine and sometimes the patient
cannot even afford to purchase all prescribed products.

The public healthcare systems in low- and middle-income countries are also
suffering from counterfeit drugs, which can be purchased at any marketplace.
Despite the various registered adverse, death cases, most people prefer to
purchase those dangerous drugs, because they are cheaper than those at legal
pharmacies, and are available anytime at the market (Thierry Oscar Edoh,
2010a).

A study (Nidhi, Indrajeet, Khushboo, Gauri, & Sen, 2011) carried in
2011 estimates that between 38% - 53% of antimalarial drugs sold in Asia
and 30% of drugs sold in Kenya are counterfeit drugs. Developing world is
severe facing the challenge. The study further estimates that in the developed
world the counterfeit drug’s sales increase by 15%annually. A Europol-report
(Europol, 2015) in 2017 shows that the counterfeit drugs issue continuously
increasing.

Medical Data Processing and Communication Systems
Data gathering and processing in the healthcare system of Benin remain

largely paper-based. The paper-based data management systems about the
living situation of people particularly in rural areas and slums, the rate of
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illiteracy and the poor organization of the healthcare centers impactnegatively
the quality of the medical data, the data security and thus the medical care.
The patient data are recorded in a booklet (see Figure 4), which patients
keep at home. Most of the patients, particularly in rural areas and urban
slums, regularly lose their medical booklet. This influences negatively data
protection/integrity and data security.

There exists no ICT based data processing system at the different healthcare
units. This situation is more severe at all healthcare unit in the poor regions,
rural regions, and slums. Patient medical data are recorded in a register. The
information contained in such registers is incomplete and has no benefit for
care delivery. During the study, many registers were found in a bad state
under the table of the nurses or in a storehouse. Each patient must buy at
each medical visit a booklet to record his data into it. The recorded data
are temperature, name, address, weight, and size. At the end of the medical
visit, the nurse records the prescription into the booklet. At the next visit,
the nurse collects the booklet but does not use the information contained in
it. Patient and health worker contribute together to data loss in the system.
More than 1000 booklets were evaluated. The evaluated booklets contain no
health history or any data useful for a care delivery.

Beyond the poor patient data processing, information exchange and
communication within the healthcare system is mostly paper-based and takes
long. The medical institutions have quasi-no IT infrastructure, particularly
the medical facilities at the lowest level are poorly equipped.

Consequences of the situation described above are that 74% of reports
and/or information within the system are wrong or contain incorrect data
and are thus useless and can negatively affect the quality of the care delivery.

(...) Data quality is still a problem because reports are not free from errors. An
internal evaluation of SNIGS conducted in 1999 revealed that the proportion
of errorsinthe reports transmitted was not significant. However, considerable
errors and distortions existed in some of the epidemiological data (for example,
74 percent of reports on new cases contained errors). (...) [USAID]

The Ministry of Health (MOH) indicated in its report in May 2007 that
National Information System and Sanitary Management (SNIGS - Figure 3) has
databases at the central, departmental and some health zones. Unfortunately,
these digital databases cannot currently (in 2016/2017) be accessed through
the Internet. There is a case definition for the data in it and standardized
collection method. Following tasks are assigned to the actor within the
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system: (1) Epidemiological surveillance, quarterly meetings, (i1) Routine
system (departmental team and sanitary zones) of annual meetings with the
team SNIGS Central to validate the data and discuss the inconsistencies. The
MOH has objectively declared that the annual meeting at the central level is
insufficient and therefore has no effect on the expected improvement of data
at the departmental level (Ministere de la santé, 2007) (Mathias et al., 2013).

The western countries use more Electronic Medical Records Systems
(EMR) to collect and process the patient medical data (Williams, Austin, &
Mha, 2008).

A study we carried out in Germany in 2016 has revealed that the EMR
systems being used by private doctors are mixed: (i) paper-based and (ii)
electronic. The most diagnostics are recorded in paper-based record systems.
The hospitals are fully using electronic medical records. However, the
information is only shared within the institution. Data exchange with another
institution is mostly paper-based (see Figure 5).

In the scope of this study, we also analyzed 300 patient medical records
(paper-based and electronic) with the objectives to compare the quality of
the contents, the structure, and the limitations of the systems with those in
developing the world. The (E)MRs we investigated were anonymized, thus
any consents from the concerning were not needed. The (E)MRs contain
significant information, which most are provided by the patient self. Beyond
this information, the documents contain the full diagnostics. Unfortunately,
the documents are not complete, then when the patient change the doctor, he
leaves his medical record with the doctor, so that the new doctor lacks the
previous data and can base on the reports of the patient.

Personnel Shortage

The workforce shortage a matter cause of the poor/limited access to healthcare
delivery in some regions of the concerning country. So due to a brain drain
from developing countries toward the developed countries, the low- and
middle-income countries lack medical experts, general physician, nurse. The
challenge is more severe in the rural areas than the urban areas, then the rural
region has poor medical infrastructures.

Asadeveloped country, Germany is facing an exodus from the rural regions
to the urban areas. The workforce shortage is the direct consequence. The
young medical doctors prefer to stay in the large cities where they can earn
more. Thus, the health system faces a workforce shortage at the rural level.
The study in points the case of Germany out (Kopetsche, 2010).
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Diseases Control and Surveillance

The case of Ebolaepidemicin Africainrecent years has shown the importance
of pervasive screening. Infectious disease can quickly spread in a crowd such
as in a supermarket, the market in Africa, festivities, dancing crowd, etc. It
is therefore important to monitor crowds during their life-cycle collect and
process the crowdsourced data to determine any risk of emerging infectious
diseases. It is also important to collect data about infectious diseases through
the health based on defined policies. The study we carried out in the African
developing countries reveals a lack of policy and tools in the health systems to
collect infections related data so that they can be analyzed. The recent Ebola
outbreak in West-Africa leads the key actors in the different health systems to
design and adopt diseases control and surveillance policies. However, these
policies lack supporting materials such as ICT systems to collect, process,
and share the information so that a quick decision would be taken.

The health systems in the western countries have, unlike developing
world health systems, implemented policies and tools to control and monitor
infectious diseases and antibiotics adverse among their populations (Paolotti
et al., 2014)(Kinoshita, Tokumasu, Tanaka, Kramer, & Kawakami, 2017).
The implemented policies and tools are, however, limited in collecting data
from patients who do not visit a doctor and thus deliver their infections related
data. In (Paolotti et al., 2014) the authors show this limitation and propose a
web-based data collection system, that overcomes the limitation of existing
surveillance methods and systems. A study (Heil et al., 2017) carried out in
the Netherlands that can be generalized to all European countries reveals also
that the method, policies, and the surveillance tool in the case of pertussis
surveillance are less accurate.

Funding and Health Insurances

As described above, the western countries feature statutory (ex. Germany)
or national (Sweden, UK) health insurances systems to cover the medical
expenditures. Among the western countries, the USA are the only ones where
health insurances are not mandatory and be insured depends on incomes,
being rich or poor. Only retired and people over 65 years old are covered by
national health insurance. Obama care is a response to this inequity.

In the developing countries, health insurances are quasi-non-existent. In
Benin, forexample, being health insuredis a private concern. Some government
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employees benefit partially from national health insurance, which is only
valid at the public health center. There exist health insurances companies,
but the policies are too expensive for the common citizen [Study results].

Accommodation to Patient Needs

The population is fast aging. This fact is less considered by the health system
that is more designed for acute affections than chronic diseases, which are
more available to elderly people. In European countries, the different health
systems offer house nursing to old people and thus accommodate to needs
of the old people suffering from chronic or age-related diseases. The western
health systemis not prepared to face these cases and involved in the prevention
than a promotion of health. In (A.C Greiner & Knebel, 2003)the authors
report cases about a 75-old woman in the USA who did get appropriate
treatment. Her care has also suffered from bad communication. The authors
conclude following:

.... In addition to the need for the health system to be more responsive to
those with chronic medical conditions and more focused on prevention,
the system has not done a good job in accommodating the diverse cultural
needs and varying preferences of racial and ethnic groups. A recent IOM
report that reviews a large body of research concludes that racial and ethnic
minorities tend to receive lower-quality care than Caucasians, even when
one accounts for differences in insurance status, income, age, and severity
of medical condition...

The population in developing world is younger, thus, these health systems
do face few elderly people suffering from chronic diseases.

During the literature research, no publication was found dealing with
the subject. We, therefore, investigate the topic by surveying the healthcare
professionals. We then found out that most people suffering from chronic
diseases are treated ambulatory. No prevention policy or tool exist and further,
the system lacks medical promotion regarding the subject.

Further Major Challenges

Energy Supply, Frauds and corruption (Hope, 1999) and poor health insurance
are also major challenges, which the public health system is facing and
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suffering of. Poor health insurance is one of the underlying factor of frauds
and corruption within the system.

Monitoring of and integrating Traditional medicine and herbal treatment
into the public health system remains a challenge the health system is facing.
On one hand, traditional medicine can become too dangerous, since most
practitioners are illiterate and additionally perform mostly wrong medical
diagnosis. On another hand, traditional medicine can well cure some diseases.

TELEHEALTHCARE AS SOLUTION APPROACHES?

This section presents solutions approach to the challenges discussed above.
To what extent can the Telehealthcare help?

Tackling the challenges facing the public healthcare system regarding the
healthcare services accessibility means to provide the health system with an
adapted telemedicine solution that helps to overcome the accessibility and
long waiting times challenges described above.

According to the definition (see SUPPORTING TECHNOLOGY), a
standard telemedicine solution cannot tackle all challenges facing. For
example, the definitions of telemedicine/telehealthcare do not issue about a
personnel shortage in a healthcare system. Therefore, telemedicine solutions
and systems must be adapted and extended with additional features to meet
the needs and tackle the challenges facing.

Developing Countries: ICT Based Solution Approaches

The main challenges facing the healthcare here are: (i) poor access to health,
more severe in rural areas, (ii) poor access to pharmaceutical care, (iii) lack
of Electronic Medical Records systems, (iv) poor data management systems,
(v) proliferation of counterfeit drugs, (vi) workforce shortage, and (vii) lack
of continuous education.

As minor challenges, we can note (i) aging population, and (ii) poor
accommodation to patient needs.

We, therefore, propose a remote healthcare system that combines the
telemedicine, telehealth, eHealth, and mHealth technology with agile project
organization and management paradigm. Compared to agile development, the
proposed system disposes of a team as a pedestal for supporting the remote
healthcare delivery systems using mobile phone technology. Following
features are provided:
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1. Diseases surveillance and monitoring using IoI'/crowdsensing paradigm:
Surveillance and monitoring of health have been recognized efficient
and cost-effective

2. Electronic Medical Record (EMR): Improving the data collection,

processing, and management as well as data exchange

Remote Diagnostic and Care Delivery: Bring the care service to patient

Continuous Education unit for care professionals

Patient Education

A subsystem to help traditional practitioners to perform adequate

diagnostic and treatment: overcoming the personnel shortage issues

7. Pharmaceutical care delivery subsystem

A

The remote care system focusses on pervasive healthcare, health promotion,
and prevention, patient education to increase diseases awareness among the
population, improve the (continuous) training for health professionals, and
improve the data collection and thus the quality of the data within the healthcare
system. A remote care healthcare delivery solution has the potential to tackle
the healthcare poor accessibility challenges facing the public healthcare
delivery system.

A novelty in this system is to involve traditional practitioners in the system.
Rural populations in developing countries are more confident of traditional
medicine than modern medicine. While poor medical diagnosis is the big
weakness of traditional medicine, there are diseases, which are best treated by
traditional medicine. Since the rural population in those parts of the world are
more confident of traditional medicine, therefore it’s proposed to involve the
traditional practitioners into the multidisciplinary health team and train them
to perform a better medical diagnosis to provide the best care. Traditional
practitioners will be coached and assisted by health professionals. It’s further
proposed a multimodal database to record information about traditional
medicine and treatments. This would help to improve the traditional medicine,
share information between health professionals and traditional practitioners,
and between traditional practitioners and traditional practitioners. Because of
the highilliteracy rate among the traditional practitioners a Voice XML- based
application (Speech Interface Languages) is proposed so that the practitioners
can use it to record information into the multimodal database. The system
provides also video interface to enable to record images and video materials
into the database.
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A further novelty of this approach is to adapt and use pervasive healthcare
to improve access to healthcare tailored for a healthcare environment with a
low degree of technical infrastructure in a poor state or non-existent.

Remote care specialists are required to be involved in the multidisciplinary
remote healthcare system to assist nurses working at rural care units in
providing care services. Care specialists from the private health sector
could also be requested to participate in the system and help to minimize
any eventual workload within the system. The remote care specialists are
provided with MCSW systems, which they use in collaborating on a medical
case. Patient-data can be shared through the MCSWS. The MCSWS enables
video and voice conferencing communication. Most of the applications in
use in the MCSWS are running on the mobile phone (from GSM to G3).
Few desktop computer or laptops are in use in the system. The designed
MCSWS provides a training feature for the undertrained nurses and doctors.
All communications, in any case, are recorded and serve as training materials
for the health professionals providing an assistance and treatment protocols.
Because of the privacy-sensitive nature of health data, patient’s personal data
is erased from all training materials.

The global aims of the remote care system for the developing countries are:

Increase the accessibility of healthcare services

Increase the quality and continuity of care to patients

Increase the focus on preventive medicine through early intervention
involving traditional practitioners, village nursing, and NGOs
Improve the Adherence to Treatment

Reduce the overall cost of healthcare

Improve education and training of caregivers;

Provide services to remote areas in the case of natural calamities and
disasters, and Remotely monitor chronic patients.

The proposed care system enables remote assistance to the undertrained
caregivers, collaborating work between care professionals, delivery of remote
healthcare to the patient at home, and educate the patient. The system consists
of Telehealthcare system based on a network of medical centers, whereas at
least one of the centers belonging to the network must be close to the patient’s
place of residence. It provides a (mobile) pervasive healthcare system for
making healthcare available to the remote population at any time and in any
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Figure 10. Structure of a Remote Care Delivery system
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region of the country by removing locational/geographical, time and other
restraints.

Figure 10 shows the high-level architecture of remote care delivery system.
The payment, reminder (adherence to treatment) and MCSCW components
are not shown in the overview architecture. The proposed remote care system
consists of two subsystems:

1.  An Improved Drug Supply System (IDSS): IDSS is an adapted mail-
order-pharmacy (Thierry Oscar Edoh & Teege, 2011).

2. A Remote Health Care Provision System (RCPS): RCPS is a virtual
Hospital network system providing a Hospital Information system,
Enterprise Resource Planning and computer supported collaborative
work system for hospitals-employees, medical doctors, nurses, enabling
patient data management (data record system), tele-surveillance and
remote healthcare delivery systems. Electronic health professionals and
patient health cards, called eHealthCard, are also provided for accessing
the system and enabling secure data processing and combating frauds.
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Chronic patients can be provided with a wireless sensor network (i.e.
Internet of Things) that will be sensing and delivering medical data such as
bio signal to RCPS. Gateways, act as a proxy for the wireless sensor network
system on the patient’s mobile, which in turn acts as a proxy for the global
pervasive care system. Gateways are interfaced on the patient’s mobile phone
and allow each sensor in the wireless sensor network to send/receive data
to/from an application running on the patient mobile phone. An application
transmits automatically all data from patient’s mobile phone to the treating
nurses/physicians.

In the case of home care, patient’s family members can provide first aid
if they are instructed (over the mobile phone) by a nurse or physician.

SOLUTION APPROACHES
A Multidisciplinary Health Care Team

Telehealth systems connect remote patient to doctors through ICT devices
[Definition from WHO], though, regarding the religiously and/or traditionally
conservative, populations could reject the system because of the lack of patient-
to-doctor relationship, therefore, the concept foresees a multidisciplinary
health team that in situ works with the patient and remotely works with the
treating physician. The multidisciplinary team is an ad-hoc that is formed
and committed to medical treatment tasks.

A multidisciplinary remote healthcare team consists of health professionals
(doctors and nurses), NGOs workers (who played the role of social or
community services, psychologist), pharmacists, and local communities.
Table 7 summarizes the composition of the multidisciplinary team.

Challenges Facing the Implementation of
a Standard Telemedicine Solution

Implementing a Telehealth system as described in (Scott & Mars, 2015) implies
that ICT smart devices, reliable telecommunication infrastructure, simple or
complex multimedia to video conferencing to virtual reality, and energy are
available, the potential system users need basic to solid ICT knowledge and
awareness of IT-security in term of data protection. The technology level
and economic situation present several obstacles to implementing a standard
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Table 7. Multidisciplinary team and assigned tasks

Team Members

Descriptions

Assigned Tasks

Infrastructure

Local Nursing/ Village
Health Center health

Local Nursing or care units at village (rural)
level are the central component in care
delivery services within a multidisciplinary
remote healthcare system. It is required that
each health professional, working at these
units, is proficient in the local language
and dialects to communicate easily with the
local population.

Health professionals at this level work
closely together with NGOs, community
trained caregiver at many levels.

® Provide primary or specialized
care

o Oversee the patient-education for
increasing diseases awareness,

o Improve the disease prevention.
o Inform individuals living around
these care units about medical and
health concerns

 Visit the patient at home, train
him on hygiene, prevention of
infectious diseases, and first aid.

EMR
Smartphone

Volunteer community
trained Health Care
Giver, NGOs, and
Social Workers

Community trained caregiver and NGOs
are mostly close to the population and
work on voluntary base. They are present
at the places lacking care units or health
professionals. The healthcare professionals
at the rural level are in turn assisted by the
specialist at large hospitals.

o Provide first aid care to patients
and organize patient transportation
to a care unit in case of emergency
o Assisted by health professionals
at rural level in giving first aid to
the patients.

o Provide the patient with (all)
needed medicine, then they know
approximately the medical needs
of each patient they are medically
assisting

o Conduct regular surveys to state
on the medicine used in each care
area.

Mobile Computer
Supported
Collaborative Work
Systems (MCSWS)
Mobile EMR

Trained Traditional

Rural populations in developing countries
are more confident of traditional medicine
than modern medicine. While poor medical
diagnosis is the big weakness of traditional
medicine, there are diseases, which are
best treated by traditional medicine. Since
the rural population in those parts of the

o Traditional practitioners will
be coached and assisted by health
professionals.

Smartphone
Desktop PC
MCSW systems,

Remote Care Specialists

physicians included in the team and who
supervise all diagnostics and treatment.

services.
o Train the traditional practitioners
to perform good diagnostics

Practitioners . . e Perform diagnostics and video and voice
world are more confident of traditional . .
.. . treatment at areas lacking care conferencing
medicine, therefore it’s proposed to X
. .. .. . units ePharmacyNet
involve the traditional practitioners into
the multidisciplinary health team and train
them to perform a better medical diagnosis
to provide the best care.
© Provide medicine and other
pharmaceutical products to remote
Pharmacies at the healthcare units and patients
Pharmacist pharmacies from private health sector are o Help the patient to purchase ePharmacyNet
part of the multidisciplinary team. drugs a remote pharmacy
© Help the doctor to prescribe
existing medicine
o Assist nurses working at rural
Remote care specialists are remote care units by providing care MCSW systems,

video and voice
conferencing

The psychologists have the role of advisors

Assist, coach, and train the
community caregiver, nurses, and
traditional practitioners in daily

Psychologists . . .
4 s and assistants within the team. work as well as the patients and
their relatives during a medical
treatment
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Table 8. List of obstacles to the implementation of a standard Telehealthcare system

Problems

Descriptions

(Tele) Communication

The infrastructure and the coverage of telecommunication systems (The Internet, telephone
line, mobile phone system, etc.) are decisive for a well-functioning Telehealthcare system in
the country. Telehealthcare requires a (large) bandwidth transmission system and a very high
transmission quality for pictures (for example X-ray pictures, etc.) or video (video conference).
This cannot be guaranteed today. Telephone connections must also be good. More than 90% of
all regions in Benin are actually covered by mobile phone system (Thierry Oscar Edoh & Teege,
2011). However, internet penetration (33.1% in 2017) is not well established in the population.
Even Telephone connections have not entirely covered the country yet for the use of Mobile Data
services. Mobile SIM penetration in 2017 is 87.2%.

IT infrastructure for the
system user and -operator

Standard notebook costs more than 500 dollars against 300 dollars in the high-income countries.
Fortunately, in Benin like many developing countries, the number of mobile phone subscribers
reached9.63 millionin 2013.In2015, Benin accounts about 10 million of mobile phone subscribers
for 9 million populations®. Our recent study conducted in 2014 showed that most people possess
at least 2 to 3 mobile phones. Furthermore, GSM/2G, 3G mobile phones are more widespread
than 4G capable mobile phones. Mobile phones are becoming ubiquitous.

Paying the medical fees

There is no electronic payment infrastructure compared to what exists in high-income.
Most patients do not even have a bank account. Only a few people in the country
possess a bank account and there exists no obligation for the inhabitants to register
with the authorities. Doctor’s fees must be paid before the physician treats the patient.
How should the telemedicine services fees be paid in the case of a remote medical treatment? The
issue can be solved by launching a mandatory health insurance for everyone, that will cover the
most medical fees. Additionally, it is recommended to use the available mobile money solutions
such as M-Pesa, MoneyGram, MTN Mobile money, etc.

Energy reliability

Thereisnoreliableelectricity supply foroperatingICTequipment. ICT componentsmusthave automatic
recovery functions which allow a restart after an electricity outage without damage to the system.
There must be backup solutions to keep the system working when no electricity is available. This
may be back up for electricity supply, such as a generator or solar power modules, or it may be a
fallback mode based on paper and mobile phones.

Transportation in case of
emergency

Unreliable transportation means and roads in the poor state are a factor underlying the poor access
to healthcare too. Remote patients spend a lot of time to reach the next closer health center. Most
of the time, they have to go more than 30 km and spend more than 3 hours to reach the next care
unit. There is no transportation possibility available in remote areas due to the poor road-rail
network. Ambulances for patient-transport are scarce in the whole country. Thus, in the case of
emergency, remote patients are treated at home or delivered too late to the emergency center. Most
of the time emergency-patients are carried to the hospital using public or private transportation.
The drive takes long. Most of the patients are dying at the place of accident or during the transport.

Poor Health Insurance and
underfunded Care System

Thereisnoreliable health insurance systemin the public health systemin Benin. A survey conducted
on the topic and discussion with the key persons had figured out a government health insurance
in the public healthcare system. This health insurance is funded at 100% by the government for
healthcare professionals and 20% for the other government employees. The remaining 80% are
carried by themselves in the case of illness. Employees in the private sector or jobless have no
health insurance. They must pay 100% of the medical fees. The healthcare problematic also
underlies the poor healthcare accessibility.

Fraud and Corruption

Fraud and corruption are also factored leading to poor access to healthcare in
developing countries (Mackey & Liang, 2012), particularly in Benin. They further
adversely impact the infrastructures, financing, and social determinants of health.
InBenin, each care unitatrural, district or national level possesses public pharmacy-infrastructures,
which are intended to provide the patients with the basic medicine. Those pharmacies are often
low in stock due to fraud occurring in the care units and/or because of poor planning. Caregivers
sell the pharmaceutical products at black markets or use them for private concerns. Furthermore,
patients are only provided with those products only if they bribe caregivers or have a relative
working at the care units. This kind of corruption in any health sector, particularly in developing
countries, can gravely and negatively impact the quality and the coverage of healthcare services.
Price inflation or high medical fees could be the direct consequences and thus a barrier to access
to healthcare delivery for resource-poor people.
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Telehealth system. This leads us to adapt the designed system and select
infrastructure so that to meet the obstacles (Table 8).

Remote Care System as Solution Approach

A wireless sensor network to provide pervasive mobile healthcare and wireless
health monitoring services for chronic patients is designed and implemented.
This is the class of the measuring devices connected to patient’s mobile phone
for transferring critical measuring values to the next hospital and inform
the concerned members of the multidisciplinary remote healthcare system.
The communication between the measuring station and mobile phone is a
Bluetooth based communication and/or near field communication technology.
Today most mobile phones feature this technology to communicate with other
devices nearby using device-to-device (D2D) communication paradigm. The
architecture of the proposed Telehealthcare system is Service Oriented.

The system features services responsible for a defined unique task such
diagnostic service, education service, payment service, etc. which use diverse
communication protocols to exchange data and information. Devices using the
same communication protocol such as Bluetooth, Near Field Communication
follow the D2D communication paradigm. Machine-to-Machine (M2M)
communication paradigm is then performed for autonomous communication
between machines.

System Interfaces

Smartphones are used as a gateway within the wireless sensors network
placed at the patient to pervasively collect his bio-signals, which are partially
processed and stored at the edge if the patient smartphone is not connected
to the internet. The stored data are forwarded once the device is connected
to the internet.

A remote system team’s member can also use their smartphone to call
(using D2D paradigm) the data stored on the patient smartphone and forward
them to the system for further process. Figure 11 illustrates the data collection
and forwarding to the remote care center.

The devices (tablet, laptop, fax-machine, land phone) as Ul enables the
user to access and interact with the application or platform (Figure 10).
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Figure 11. Smartphone usage in data collecting, processing, and forwarding
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Graphical User Interfaces

A graphical user interface (GUI) is a purely textual user interface to a
computer or computer program/application. A GUI enables interactions with
an application where the client (in the case of server-client architecture) or
the standalone application runs on a device (User interface). Web-browser,
desktop GUI, and console are candidate GUI enabling interaction with the
proposed system.

The remote care delivery application features a multimodal access
interface, where the user can access and interact with the application through
web-browser (Firefox, Microsoft edge/explorer, Google Chrome, etc.), an
implemented desktop GUI (Text, voice), and console.

The application is a RESTful Web-Application accessible through web-
browsers. The desktop variant of the is SOAP-web service based where the
client on the desktop a dot-Net client using WCF (Windows Communication
Foundation) technology to communicate with the java based server. The
application has more than 150 user interfaces provided by all sub-components.
The application s still inimplementing; thus, the amount of GUI will certainly
increase.

Figure 13. Appointment management form
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presents the form to access to patient medical records. Through this form,
a remote physician can see the collected data at a remote chronic patient.
The collected are pushed to the server in real-time or using the store and

forward paradigm.

Figure 13 presents an appointment management form. This enables to
register a new patient, to manage emergency cases, and to automatically
request the concerning patient medical record from the server. New patients
are patients who are not yet registered into the national central patient database.

Emergency patients are automatically assigned to an appropriate physician
and his medical records are forwarded to the physician. In the case of

Figure 14. Medical electronic prescription form
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Figure 15. Drug search form
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emergency, it is often difficult to collect the patient id to request his medical
records. The system, therefore, provides a biometric identification feature,
that enables the patient to identify himself using his fingerprint. The system
collects the fingerprint and requests the corresponding ID which in turn is
used to request the full medical records.

The treating physician can electronically prescribe medicine using this
form. This form enables the physician to electronically order the prescribed
products and the patient will be delivered at home.

To order the prescription, the system uses another sub-component, call
IDSS, whose forms are presented in Figure 15 and Figure 16.

System Components

The system consists of the components described below; which, in turn,
provide a set of functionalities.

Drug Supply System

A mail order pharmacy that enables to prevent the patient to go through
several pharmacies before he could, if any, purchase the prescription. This
componentis deeply described in (Thierry Oscar Edoh, 2010a; Thierry Oscar
Edoh & Teege, 2011)

eDignostic and eConsultation

Both components enable to remotely be visited by a doctor and perform a
diagnostic. A remote physician could also use this component to assist a
traditional practitioner in performing a diagnostic at a patient.

This component offers a special feature to overcome the language barriers
intranslating all information into local language so that the involved traditional
practitioners can use the information too.

eDataManagement

Is a component for collecting, processing, persistent storing data. It provides
a security mechanism to protect the data against any attack. The component
consists of body areas networks, wireless sensors networks that are in charge
to collect medical data and send to the eDataManagement server at the
cloud. It furthermore collects data from other sources such diagnostic data,
medication data, etc.
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eHospitalNet

Is a network of involved health centers. It is a virtual Hospital-network
Solution inspired by the network-centric operation healthcare discussed in
(Maniatopoulos et al., 2009). Public Health Care Systems in developing
countries, particularly Sub-Saharan Africa, are facing a set of technical,
organizational, informational, personal, social, and financial issues. A network-
centric operation healthcare seems, therefore, to be the optimal concept to
meet the challenges these public health systems are facing

Logging Management

Each patient is advised to have an electronic health card secured with a
personal identification number (PIN). This PIN system is intended for literate
people. A picture-based password system, as shown in Figure 17, is used by
illiterates as well as by elderly people to access the system. This solution
approach consists of selecting pictures in certain order. Each selected picture
corresponds to a digit from 0 to 9. An illiterate patient can then enter his PIN
by selecting pictures in given order. Additionally, they can use the audio/
voice to enter their PIN. For example, an ID like “1234” will be given as
“Monkey, Panther, Lion, Buffalo”.

Figure 17. Picture-based PIN system
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An alternative solution for illiterate patients is to employ the
multidisciplinary health team to assist the patients during or for processing the
call. Unfortunately, this may lead to security or privacy problems. Therefore,
this person must be rigorously trained and should be always available. A
family member could also play this role.

Measuring Module Unit

The measuring devices (Figure 18) are connected to patient’s mobile phone via
Bluetooth, and used for medical monitoring and surveillance. This component
as already implemented in (T. O. C. Edoh, Atchome, Alahassa, & Pawar,
2016) and uses the ZigBee communication protocol. Using ZigBee enable
to reduce the energy consumption. As already demonstrated above, energy
supply presents a challenge for the public care system.

Central Database System

Is a central database for centralized medical data processing and promotes
distributed data access for the patient’s data. Distributed data access enables
the storage approach which replicates gathered and recorded data at local

Figure 18. Measuring infrastructure for a pervasive computing (monitoring)
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databases at different care units that are involved in the multidisciplinary
remote healthcare system. This approach also allows the queries to be processed
anywhere and at any time. The patient medical data is only replicated to the
local database if the care unit requests at least once the data and configure
the system to automatically replicate as soon as the patient dossier is updated
in the central database.

Regarding the technical, connectionissues that are facing, itis advantageous
to keep patient’s medical data updated at the local care unit, thus to assure
the care delivery at any time.

Mobile Computer Supported Cooperative Work Unit

Computer-supported cooperative work (CSCW) is a generic theme covering
and consisting of software tools, applications, and technology that supports
a group of individuals working on projects at different sites. CSCW is based
on the principle of group coordination and collaborative activities supported
through computer systems. A Mobile Computer-Supported Cooperative
Work (MCSCW) as a CSCW supported through the mobile computer and/
or a mobile phone (Schrott & Gluckler, 2004) is implemented to support the
communication in the remote care network.

Table 9 shows the technologies used to implement the remote care system’s
MCSCW. Only the existing and reliable technologies in the country such
as mobile telephony and the internet, services such as SMS, MMS, Email,
devices such as mobile phones of the first generation (GSM) and higher,
notebook, tablet, and laptop are elements of the MCSCW. Those technologies
and devices are accessible for all, reliable and cost-efficient. The mobile
telephony covers more than 90% (Thierry Oscar Edoh, 2010b) of the country.

Table 9. A two-dimensional collaboration framework with used technology

Communication DAt aréial‘:ifl(:;matmn Coordination/Instruction/Assistance

* .M()blle phone/ o Electronic Whiteboards
Line Phone

Real Time/ (electronic/presence)

Synchronous e Video o Meeting facilitation Video conferencing (Skype/Hangout)

conferencing )

(Skype/Hangout) (Trello & Slack)

o Email e Document repositories * Email
Asynchronous o SMS/MMS o Team workspaces * SMS/MMS

o Document repositories
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Billing and Payment Unit

This functionality is the same as that was described in (Thierry Oscar Edoh
& Teege, 2011). Additionally, external existing payment/money-Transfer
services such M-Pesa, Mobile-Money, and PayPal are called using web
service technology.

Diseases Spreading Prevention Unit

The risk of spreading diseases within (ad-hoc) crowds and the need to
pervasively screen asymptomatic individuals to protect the population against
emerging infectious disease request permanent crowd surveillance, particularly
in high-risk regions. The case of Ebola epidemic in Africa in recent years
has shown the need of pervasive screening. Infectious disease can quickly
spread in a crowd such as in a supermarket, the market in Africa, festivities,
dancing crowd, etc. It is therefore important to surveil crowds during their
life-cycle collect and process the crowdsourced data to determine any risk
of emerging infectious diseases.

We propose a smart health system that collects and transforms raw data
into useful information, communicates with other smart devices and the
people (e.g. emergency teams) to monitor outdoor (ad-hoc) crowd to prevent
the spread of diseases. The proposed smart health system will integrate the
physical and digital world (I6T/IoHT), where they interact with each other
using object with network connectivity.

The smart health system, an Internet of Health Things, combines two
paradigms: (i) crowdsensing and (i) Internet of Things. 10T is defined as
a paradigm in which computing, and networking are embedded in objects,
(Pena-Lopez et al.) and are equipped with embedded sensors, which in turn
could be used to collect crowdsourcing data.

In the scope of this project, we foresee to use balloons and drones provided
with fiber optic sensors and infrared cameras. The balloons and/or drones
equipped with infrared cameras (IRC) and fiber Bragg grating sensors (FBGS)
will permanent overfly cities in seeking for the (ad-hoc) crowd in order to
collect crowdsourcing data such as temperature. Our system application
would able to detect outdoor overcrowding (congestion) and thus contextually
start collecting crowdsourcing data, which would be transformed into useful
information. Fiber-optic sensing is an excellent solution to overcome the
limitations of smartphones embedded sensors. (National Instruments, 2016).
Furthermore, a pedestrian detection method in infrared images would be
implemented for automatic crowd detection using the images produced by
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the IRC fixed on the balloon. A shape-based pedestrian detection method is
presented in (Liu, Luo, & Yang, 2007) and a real-time pedestrian detection
system that works on low-quality infrared videos is implemented in (Nanda
& Davis, n.d.). A promising test was taken place and shows the feasibility
of the planned system. In the upcoming research, the experiment and results
will be presented and discussed.

System Functionalities
The following services and functionalities are offered in different types and
manners: Patient-to-Physician/Nurse or Nurse-to-expert (physician) and

Physician-to-Physician Service. Table 10 summarizes the main functionalities
featured by the system.

Table 10. System functionalities

Functionalities Descriptions

Synchronous and asynchronous teleconsultation is supported by the video conferencing

Teleconsultation, component. Short Message Service (SMS) or Multimedia Messaging Service (MMS)
Telediagnostic and Emergency | technology are used for asynchronous consultation, where larges files can be sent too.
service Clinical findings, prescription, and recommendations are to the multidisciplinary team

member closer to the patient and recorded into the patient electronic medical dossier.

A study (Hersh, JA, PK, & Al., 2001) shows that Telemonitoring particularly homecare
and pervasive computing, even in developed countries, can improve access to healthcare;
increases satisfaction with delivered care, and may be cost-effective.

Chronic patients can be monitored anywhere anytime using this functionality. Modern
measuring instruments are connected to the patient’s mobile phone. The patient’s mobile

Telemonitoring (using
Pervasive/Ubiquitous

Computing) phone will be used as a terminal that saves the received data into the central database
using a Remote Procedure Call (RPC) for standard applications (low-level safety and
security) and Restful Services for safety- and security-critical applications.

A database for medical intervention, treatments as well as experimental treatment

Data basis for Exchange of procedures containing anonymous patient data and accessible for every physician presents

Experience the basis for exchange experiences. The data from the database would be integrated into a
data warehouse, which, in turn, serves as a repository for data mining Business activities.

Patient Education and This functionality offers virtual seminars and learns room, scientific journals, webinars

Continuous Education for the for continuous education. It further features a health relating information dissemination

Medical Personnel module intended for the patient education.

The reminder system is set at the start of any treatment so that it reminds the patient to
take his treatment. It also reminds the caregiver to check whether the patient follows the
treatment properly and visits the medical doctor for scheduled appointments. It is possible
to include the patient relatives into this process so that they can also look at the patient and
be sure that the patient regularly adheres to the treatment.

The adherence workflow requires the medication parameter such as start and end date,
time and time interval where the medicine should be taken. The system calls at the set
time and requests the patient to take his medicine and notify the system about this. The
patient will be reminded three times. The system would then call a patient’s relative or the
next health center or the treating doctor/nurse. The third person should bring the patient

to adhere to the medication. Once the patient takes the medicine, he has to record this into
the system (warehouse) so that at the end of the medication the treating doctor can analyze
the recorded data and take accordingly a decision in the case of unsuccessful treatment.

Adherence to Treatment
Reminder
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Developed Countries: ICT Based Solution Approaches

The major challenges facing the health systems in the developed world are: (i)
long waiting times to access specialized care, to visit a General Practitioner, (ii)
limited access to healthcare services inrural areas, (iii) poor accommodation to
patient needs (chronic diseases), (iv) less accurate diseases surveillance tools
and policies, (v) lack of interconnection of all actors within a health system.

The minor challenges are poor access to certain drugs (ex. tropical
infections) and workforce shortage.

SOLUTION APPROACHES

Poor Access to Scarcely Used Drugs
for Non-Endemic Infections

To meet the minor challenges such as poor access to certain drugs, a reverse
innovation approach can be applied herein using the Drug Supply Systems
implemented for helping to purchase drugs in the developing countries.

Limited Access to Healthcare Services in Rural Areas

The proposed remote care system for developing countries can be also adapted
to meet the limited access to healthcare in rural regions. The pervasive data
collection unit can be used to pervasively screen the patient and thus collect
significant data about infections. Traditional practitioners do not exist in the
healthcare system of the developed countries. Therefore, the multidisciplinary
team can be reduced to (i) Social/welfare worker, (ii) remote physician, (iii)
nursing house, and (iv) mobile nurses
The global aims of the adapted remote care system are:

1. Improving the accessibility of primary healthcare services in rural
regions

Reduce the overall cost of healthcare using telehealth

Launching ePrescrition to automatically collect pharmaceutical data
Enable the interconnection within a health system
Ubiquitous/Pervasive diseases surveillance

Reducing the waiting time to specialized care through telehealth (patient
can be connected to remote specialist)

SNk w
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The medical workforce shortage issues can be partially solved using
asynchronous telehealthcare solution, where the patient can asynchronously
be examined by a doctor.

Poor Accommodation to Patient
Needs and Chronic Diseases

Western countries are facing more migration issues than the other part of
the world. We can notice the recent waves of refugees coming from Syria,
Palestine, Africa, and others to Europe. Each ethnic group brings his cultural
and economic problems to the host country. These cultural and economic
issues impact the healthcare delivery system in the host country. In the USA,
each citizen has to subscribe himself or through his employer a healthcare
insurance. People older than 64 years benefit from a government health
insurance. In this case, elderly refugees become a charge for the welfare
fund. The young refugees or immigrants must pay for their own health. In
Europe, we have another situation, where all legal immigration is included
in the health insurance system, without contributing to fund the system. This
fact reduces the financial resources in the healthcare system and thus impact
negatively the care delivery in the system. Treatment fiir chronic is cost and
time intensive. Due to the reducing financial resource, workforce shortage,
lack efficient communication between the actors in the system, and lack of
treatment policies regarding chronic diseases, elderly and in general chronic
diseases patientdo notreceive appropriate treatment. In addition, the different
cultural means present server limitation for the care delivery.

The Western countries populations are fast becoming elderly. Many
elderly people are suffering from age relating chronic diseases, have cognitive
decline. Elderly people living with age relating impairments have special
needs. However, the healthcare systems in the developed countries are not
prepared to face the above presented Issues.

To What Extent ICT/Telehealthcare Can
Help to Solve the Challenge?

A Patient@Home (Homecare) and telehealth-based on well-defined treatment
policies for chronic diseases have the potentiality to reduce the medical costs,
provide appreciate treatment to the patient. The elderly people can stay at
home as long as they are able to take care of themselves and use Patient@
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Home solution. An electronic health system based on pervasive/ubiquitous
computing could enable to permanently collect data on the chronic disease,
analyze the data and provide an appropriate cost effective and efficient
treatment at an opportune time to the patient. An EMR in a central database
would facilitate a teamwork and the communication between the actors.

Diseases Surveillance Tools and Policies

The high-income countries have several policies and infrastructures for diseases
surveillance. For example, Centers for Diseases Control and Prevention’
(CDC) in the USA, European Center for Diseases Prevention and Control® in
Europe. However, studies have shown that the current policies are limited. One
of limitation of the current policies is due to the way the data are collected.
For example, the patient reports to the physician any infection he is suffering
from. Studies have shown that only a few patients go to the doctor and report
an infection. This fact shows the weakness of the policies.

As a solution, we propose two ways: (1) incentive to encourage the
population to report infections, (ii) a technical tool to opportunistically and
participatory collect the information.

e Incentive: The government should declare the report of infections as
mandatory. Though, it will difficult to control the population, so, an
incentive system should be implemented.

e  Technical Tools: Nowadays, almost everyone has a smartphone with
internet access. We propose to implement a web-application the patient
can use to report his infection. Once the infection is collected a public
medical officer would visit the patient if he cannot attend the care unit.
The officer will examine the patient and thus collect the necessary data
and send it to the disease control unit.

Interconnected the Actors Within a Health System

There already exist in German significant ICT infrastructures and a good
technical level. The country counts many IT specialists and several IT
companies. All hospitals and clinics have launched since 2003 EMR systems
and other data processing tools in their daily operations. However, the care
units are not interconnected with each other to electronically exchange data
and information.
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A central database for patient medical data as well as a central data
warehouse would centralize all medical with the possibility that each unit
has his data and has the duty to replicate these data to the central database.
Any authorized person can then access anywhere anytime the data. This is
the way to interconnect the actors in the healthcare system.

EXPERIMENTS AND RESULTS
Access to Pharmaceutical Care Services

Problem Understanding

We collected various information during the test, both from interviews and
conversations and from own experience. A major part concerned security
aspects (see details in (Thierry Oscar Edoh & Teege, 2011)).

Feasibility

The mobile phone network provided a sufficient communication basis for the
system. Network coverage existed in all test areas. The test showed that mobile
phones are appropriate for processing an order, particularly in rural regions
or regions without cyber cafés. The communication costs are reasonably low.

The testalso confirmed the problems of delivery and payment, especially in
rural regions. One specific problem occurred with cash payment on delivery.
For security reasons, pharmacies prefer to hand out ordered medicine to a
carrier only against prepayment. However, often the carrier had not enough
cash. The alternative would have been to first collect the money from the
customer and then fetch the medicine at the pharmacy. This may require
additional tours by the carrier. The problem should disappear with an organized
supplying service which is better trusted by the pharmacies.

Action Research
The test was conducted for about 2 weeks simultaneously in the test areas.
During this time, a total of 434 volunteer patients used the system (Table 11).

We interpret this as support for our hypothesis 95.6% of the test participants
were villagers and many of them were women, predominantly mothers with
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Table 11. Test participants and results

Participants  Genre Large cities Villages/Slum  Total

N=434 Females 6 (37,5%) 406 (97,13%) 412 (94,93%)
Males 10 (62,5%) 12 (2,87%) 22 (5,07%)

Total 16 (100%) 418 (100%) 434 (100%)

small children from baby to children of 6 years of age. The highest participation
was in test area [, as expected. However, the system was also used in the other
two test areas and the participants were satisfied with the experience. We also
succeeded in the purpose of the system implementation. Compared to the
normal process, when the patients had to search and purchase the medicines
by themselves, time and effort were substantially reduced.

Without the system, people, mainly in rural regions need one to three
weeks to purchase a medicine. In addition, they must pay high transportation
costs for traveling to several pharmacies. Using the system, the participants
received the ordered medicine within two days. We thus reduced the time by
up to 90%. Also, the transport expenses have been reduced.

Resistance

We encountered relatively few resistances to EpharmacyNet usage. The
women accepted the system sooner than the male patients and appeared
very satisfied with it. Some cases of refusal to use the system were due to a
lack of trust. We address the general aspect of trust in “The trustee concept”.
Access to Healthcare Care Services

Rapid Prototyping and Problem Understanding

For the test purpose, we implemented a prototype of the proposed system.
We simulate a medical case and built a multidisciplinary team (MP). Each

team member received a mobile smartphone. As communication platforms,
we select Skype, WhatsApp, and Google Hangout.
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We involved an experienced traditional practitioner. He can read and write.
He also speaks and understands French.

Scenario 1

The rural population is informed about the test. The traditional practitioner
(TP) can speak and understand the local tongue, so he communicates with
the villagers in the local tongue.

The population visits the TP for any affection. The TP contact the head
of the MP on one hand to define the tasks and in another to proceed with the
diagnostics assisted by the (remote) care expert.

The MP defines and assigns to each member a task with exactly defined
workflow.

Scenario 2

The patient uses his (smart)phone to contact directly the next care unit for a
teleconsultation. The patient is requested to provide pictures and supplement
materials to ease the diagnostics.

The MP is built and defines, in turn, the tasks and assigns them to the
team members.

Data Gathering

We collected different data during the prior stages. The collected data helped
to design the present prototype of the remote care delivery system. The
collected data concern the care accessibility.

During the test, we collect again several data about the accessibility so
that we can compare them with the previously collected data and perform a
data analytics.

Feasibility

We used all selected instant message tools (Skype, WhatsApp, and Hangout)
for simulating the mobile computer supported collaborative work. All
the tools performed good results. We could send and receive large files,
asynchronously and synchronously discuss. However, sending large files
consumes many resources and take longer because of too small bandwidth
in the entire country. We faced also high latency issues.
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The test reveals that the organization must be accurate, the tasks must
be good planned and assigned to the person with the needed competence.
Additionally, a workflow is needed to be presented before starting the treatment.

Obviously, the TP involved in the test faced some understanding issues due
to the weak knowledge of the French tongue. 1/3 of the instructions from the
remote physician were wrongly implemented. This shows the limitation of
the system and the need for an automated translator and medical dictionaries
for each local tongue. Beyond this, 2/3 all written messages from the TP
were incomprehensible. So, he was requested to only use the vocal message
in his mother tongue.

We figure out that the TP could provide better diagnosis using this system
and with the help of the remote physician. The treated patients (88%) have
appreciated the treatment process as they were supported by a multidisciplinary
team and can facile access to pharmaceutical products. 12% claim that a lot of
people are involved in their treatment and thus fear to lose their intimacy and
privacy, and a lot of people would know more than necessary on the healthy.

The testis still running. Till now, only 35 patients and 86 medical treatment
are recorded into the system.

Action Research

The challenges facing, during the test, are collecting and analyzing. The
prototype is improving regarding the results of the running analysis.

Our goalis to attend 5000 patients and about 15000 medical treatment cases
and collect significant data so that we can perform a good action research.

FUTURE WORKS

Impact of Involving the Traditional Practitioners

The focus of our future work will be to investigate the impact of involving
the traditional practitioners on (i) the quality of the healthcare delivery and
(1) workforce shortage. Since we are dealing with a multidisciplinary team,
which work on a project (medical treatment), or one team member works on
different projects at the same time, we could face many-to-one (many health
caregivers, one patient) or many-to-many (many caregivers, many patients)
relationship. So, it will be important to optimize the scaling problem that will
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be issued by the proposed system. The objective of the work will be to scale
the agility in the care delivery process. We have in mind to use the scaling
agile approach practiced in IT world.

Adherence to Treatment

The adherence to treatment is a matter pre-requisite for successful treatment.
It is then important to investigate how the proposed system impacts the
adherence to treatment.

Understanding Barriers (Tongue Issues)

Speech-based applications and systems (spoken dialogue and multimodal
systems) are actually being implemented for a broad range of domains and
applications such as medical applications, tourist guide systems, and so on
(Bell, 2003)(Green, 2009). These kinds of systems or applications using
speech as the principal mode of interaction will become increasingly prevalent
(Fitzgerald, College, Net, & Firby, 2002).

To increase the usability of the proposed system, we would design and
provide a multimodal interface and spoken dialogue interface to the users.

Interconnection of All Stakeholder
in the German Care System

It is very hard to get authorized to test the proposed system for Germany.
Patient data are specially protected by the law. We are in planning how to
get the health-bodies to adhere to the project and let us perform the test. This
test will be the focus of our future works.

CONCLUSION

Indeveloping countries, the challenges facing public health systems are caused
by the lack of organization, poor healthcare infrastructure, lack of qualified
personnel, and weak funding (e.g. lack of adequate health insurance). These
challenges could be addressed by information technology solutions; however,
it is often not possible to implement solutions from developed countries
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without adapting them, because of the technology level in these countries
and the cultural manner.

The developed countries have very good technologic infrastructures and
structures to tackle the challenges facing their healthcare. Though, most
of the solutions proposed need legal improvement that will lead to the
implementation of the solution.

In this chapter, the author has proposed a virtual Hospital-network Solution
that uses Telehealthcare and wireless sensor network technologies to provide
pervasive/ubiquitous healthcare service to the population. It is aimed at
enabling remote assistance to the undertrained caregivers, collaborating work
between care professionals, delivery of remote healthcare to the patient at
home, and educate the patient. The system additionally involves traditional
practitioners and trains them to perform medical diagnostic.

In a prior study (Thierry Oscar Edoh & Teege, 2011), the access to
pharmaceutical care was investigated. An E-commerce solution was proposed
to overcome the issues. However, the implementation faced a set of obstacles
forlaunching a standard E-commerce system. The obstacles were then analyzed,
and workaround solutions were elaborated so that an adapted E-commerce
system can be implemented.

A practical test has shown that the adapted E-commerce system has the
potential to improve the pharmaceutical care delivery in the entire country
no matter where the patient is living or resides. The adapted E-commerce
system therefore extended to a multidisciplinary remote healthcare system
to improve and increase the access to healthcare services.

The proposed solution approaches are based on ICT networking technology,
which in turn needs a high and stable internet connection and reliable network
services, high latency. However, the country is not yet entirely covered with
mobile internet and, thus, mobile data services cannot be used everywhere.
Though, since SMS and MMS are well implemented, everywhere available,
and stable, the authors combine both mobile internet, where it is available,
and mobile phone services to provide the telehealthcare to the population.

Regarding the internet connection challenges facing, the upcoming
experimental will focus on the use of LI-WI to overcome the challenges.

Further, a novel Internet of Things technology to improve the efficiency
of data collection from sensors to a collector in a low-power lossy network
(i.e., the sensor network) will be implemented. A de-verticalized middleware
to expose the different data and services with a unique interface, on top of
which vertical application can also be created.
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Chapter 2
Scale the Agility in a
Multidisciplinary Remote Care
Services Delivery System

ABSTRACT

The main objectives of healthcare systems are to provide healthcare
services delivery to populations for health promotion, diseases prevention,
and treatment. Healthcare systems can use the telemedicine paradigm or
traditional direct care approach to deliver health services to the population.
Healthcare delivery activities include simple activities, predictable (e.g.,
curing a small injury), as well as unpredictable, variable, and complex
activities (e.g., heart disease treatment). Agile healthcare, learning from the
agile software development methodology, seems to be an approach today to
face the complexity of healthcare delivery. This chapter discusses how an
agile paradigm can help to better coordinate healthcare delivery within the
remote care system.

INTRODUCTION

Chapter 1 presented a multidisciplinary care team (MCT) as support for a
proposed remote care delivery system. The MCT consists of healthcare and
para-medical professionals as well as technical personnel. The MCT has to
perform planned and unpredictable tasks every day. The more the team and
project’s tasks sizes increase the more performing the tasks becomes very

DOI: 10.4018/978-1-5225-5528-5.ch002
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complex. Team members must regularly harmonize their work plans, have
grooming meeting, coordinate each step of assigned tasks.

Medical treatmentis adynamic process, whose requirements can continually
change according to the course of disease pattern or clinical pictures. This
aspect of the healthcare delivery leads to the unpredictability and can render
healthcare services delivery complex in certain cases. Therefore, physicians
and entire medical treating team must quickly react to any change and change
the course of the treatment accordingly. Precisely for this reason, adopting
the agile methodology like Scrum in providing healthcare can present certain
benefits and help to meet the high-level of complexity and uncertainty that
can be faced.

Recently, the agile methodology is proposed as methodology approach for
improving the healthcare services delivery. However, agile methodology is not
yet implemented in the medical field (Fujita & Guizzi, 2015). In (Williams,
2017), the recognition that research in agile healthcare is limited. Sara Tolf
et al., though, investigate in (Qin, Prybutok, Prybutok, & Wang, 2015) the
agility approach in hospitals and point out five cornerstones that hospitals
should build to optimally use the agile methodology in their care delivery
systems. They state their finding as follows:

... Five organizational capacities were derived as necessary for hospitals to
use the strategies optimally: transparent and transient inter-organizational
links; market sensitivity and customer focus;, management by support for
self-organizing employees; organic structures that are elastic and responsive;
flexible human and resource capacity for timely delivery...

The authors demonstrate how agile methodology can contribute to face
uncertainty and flexibility in healthcare services delivery. We retain two
matter points from the findings cited above: transparent and transient inter-
organizational links and management by support for self-organizing employees.
The mean “Self-organizing employees” implies flexible human and resource
capacity for timely delivery. According to the authors, the transparent and
transient inter-organizational links more focus on the interaction between
an organization and its surrounding context where the key feature is to
create relationships with the stakeholders in the external environment. This
study indicates the increasing interest in developing or implementing agile
healthcare to meet the increasing uncertainty, complexity of the healthcare
services delivery, and the flexibility requested by a dynamic medical process.
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The global healthcare system is facing low resources issues, e.g.
understaffed care units, brain drain, workforce shortage. Developing countries
are more affected than high-income countries. It is, therefore, important
to implement an approach that can provide more valuable and efficient
healthcare services to the population with fewer resources e.g. a small
number of healthcare personnel, financial resources. Lean Methodology is
an appropriate methodology supporting this approach. Lean methodology
pursues the objectives to continuously improve its process so, to achieve the
zero waste. Is an Improved healthcare services delivery process sufficient
to meet or overcome uncertainty and flexibility in a dynamic system like
medical treatment system? As indicated in (Fujita & Guizzi, 2015), the
implementation of lean, so-called lean healthcare management, can increase
orimprove the healthcare performance, though, cannot handle the uncertainty
and the flexibility issues healthcare services delivery can be faced. Giuseppe
Converso et al. propose an agile logic in the chapter “A System Dynamics
Model for Bed Management Strategy in Health Care Units” in the book, to
overcome the high-level of complexity and uncertainty inherent to healthcare.

Agile healthcare is defined as a flexible managing approach to deliver
healthcare to the populations and meet almost uncertainty that can be faced. It
includes personalized care in term of Patient-center-care (PCC) and flexibility
in the delivery of care services. PCC takes into consideration the patient’s
points. He defines the care and the physician implements it. The care is a
target to the individual patient’s needs (Tsuyuki & Krass, 2013). Table 1
summarizes the activities and characteristics of agile healthcare.

Eric King, from SolutionsIQ, and Victoria King, MD, report in an article
entitled “A Family Practice Transformation Based on Continual Learning
and Adaptation™" an interesting experience with agile healthcare at a family

Table 1. Summary of agile healthcare activities

Activity Agile Healthcare Characteristics
Commissioning Co-produced Patient/Person-centered
Delivery of care Ability to deliver care to patient demand and expectation

Holistic methodology integrating healthcare providers, business process, commissioners,

Service design .
& and patients

Ability to synthesize new productive capabilities from expertise of people and physical

Organisation el S .
& facilities regardless of their internal or external location

Emphasis on leadership (clinical and management), support, motivation, and trust

Management - . ) .
g specialized, skilled, and innovative employees

Source:(Williams, 2017).
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medical practice. The patient-population visiting the family practice was
consisting of young, middle-aged, and elderly patients. Developing and
continually enhancing an exemplary standard of care are highly required by
the patients. The five-years-experience with agile healthcare at the family
practice has demonstrated the ability of this approach to meet at any time
any issue generated by operated or occurred changes in term of employees’
size, process and procedure. Clinical teams are divided into small groups
regarding given medical skills; the medicals skills are determined to be
the backlog item, as known in agile development methodology in fields of
software. Agile methodology is shown to be adaptable to any organizational
structures beyond the software development ones. This positive experience
leads to the question of scaling the agility in the case, where the medical team
cannot be divided into small teams as in the experience described above.

Scaling the agility in an organizational structure requires another framework
as the framework used by traditional agile that is team oriented and vertical
while the scaling agile is more horizontal and enterprise level oriented. Scale
Agile Healthcare (SAH) is, therefore, an agile at the hospital/clinics level.
In our context, it is agile at the multidisciplinary remote healthcare services
delivery system that involves the underlying. multidisciplinary team.

We proposed a multidisciplinary healthcare team, in Chapter 1, that is
aiming to deliver PCC, assists the patient, provides the healthcare service on
demand (to patient demand and expectation). The team can be considered
as an agile development team. The patient’s health represents the product
and the patient himself the customer. He can get provided with healthcare
services on demand and according to his expectation. The question arises
here is to what extent the patient expectation is to achieve and how to measure
them? Beyond this, it matters to know which kind of team is providing the
care service. In the case of the single team, a traditional agile approach
can be applied here. The proposed team is multidisciplinary and thus, their
multiple teams that would join their efforts together to deliver appropriate
care services to the populations. Many scenarios would be considered in the
scope of this study. The first scenario requests that a patient is treated by
many medical and/or para-medical teams (multiple teams). The teams can
also treat many patients from different care units at the same time. The team’s
size can quickly increase. The course of the treatment can negatively change
and becomes very complex. Another scenario is that a team handles many
similar medical cases. Both scenarios are scaling agility scenarios that pose
some challenges to be met.
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The primary goal of the chapter is to discuss scale agile healthcare in the
context of remote care as described in Chapter 1. It further aims to define
a framework for facilitating scaling agility within the proposed remote care
system.

The remainder of this chapter is structured as follows: description of the
patient-centered-care and focused-care following be the description of Agile
methodology. We present our framework and evaluate.

Patient- or Person-Centered-Care
(PCC) vs. Focused-Care (PFC)

Patient-Centered-Care (PCC) and Patient-Focused-Care (PFC), although
different, are both important. Barbara Starfield, MD, MPH describes in
(Starfield, 2011) both terms as patient-centered care as visit-based and
person-focused accumulated-knowledge of people based. According to the
summary presented in form of table (Table 1), the PFC shows more advantages
like better recognition of health problem and needs overtimes and thus ease
appropriate care in the context of the needs. The author further compares
both approaches and the findings are presented the table (Table 2).

PCC is mostly initiated by the patient and thus called as care on-demand
and with respect to the patient expectations. There exists no global or
universal definition of term PCC. Though, most existing definitions emphasize
certain core elements of what PCC is. Respecting the patient’s choice and
effective communication are the core elements in most definitions (Kitson,
Marshall, Bassett, & Zeitz, 2013). Alison Kitson et al. conduct a narrative

Table 2. Person-Centered-Care vs. Person-Focused-Care by Barbara Starfield,
MD, MPH

- printed on 2/11/2023 6:07 AMvia .

Patient-centered care

Person-focused care

Generally refers to interactions in visits

Refers to interrelationships over time

May be episode oriented

Considers episodes as part of life-course experiences
with health

Generally centers around the management of diseases

Views diseases as interrelated phenomena

Generally views comorbidity as number of chronic
diseases

Often considers morbidity as combinations of types of
ilinesses (multimorbidity)

Generally views body systems as distinct

Views body systems as interrelated

Uses coding systems that reflect professionally defined
conditions

Uses coding systems that also allow for specification of
people’s health concerns

Is concerned primarily with the evolution of patients’
diseases

Is concerned with the evolution of people’s experienced
health problems as well as with their diseases
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review (Kitson et al., 2013) on PCC and point out significant themes and
sub-themes. They summarize these findings in three groups of themes: (1)
Patient participation and involvement, (i1) Relationship between the patient
and the health professional, and (iii) The context where care is delivered.
The first theme requires to respect patient choice and to involve him in the
care delivery process and procedure. The literature review points out three
sub-themes in the first theme:

e  Patient participating as a respected and autonomous individual
e  Care plan based on patient’s individual needs
e  Addressing a patient’s physical and emotional needs

The second theme is subdivided into four sub-themes and is mostly
concerning the communication between the patient and treating healthcare
professionals.

Genuine clinician-patient relationship

Open communication of knowledge, personal expertise, and clinical
expertise between the patient and the professional

Health professionals have appropriate skills and knowledge

A cohesive and co-operative team of professionals

The third and last theme is concerning the system issues that can be a
barrier to PCC.

This review reveals that PCC is mostly concerning the patient’s involvement
in his care means. Furthermore, the PCC rests on the communication a good
relationship between the patient’s the treating personnel. Barbara Starfield
reports in (Starfield, 2011) the same core elements on which PCC rests,
These core elements are communication or interaction and adherence to the
recommendation concerning the care.

In (Tsuyuki & Krass, 2013), Rosst Tsuyuki et al. state the vision of PCC as:

It is a professional obligation to take responsibility for and provide care
targeted to the individual patient’s needs.

The responsibility includes six points like respect for the patient,
communication by good listening to the patient, empower the patient, informing
the patient, and assisting the patient in reaching his goals. The authors in
(Williams, 2017) point out the same/similar findings.
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Inthelights of the above, the requirements and assignments to the proposed
multidisciplinary are more matches to the requirements of PCC than of PFC.

On the Weblog” Oneviewhealthcare.com” of May 15", 2017, PCC is
defined as:

.... Patient-centered care is the practice of caring for patients (and their
families) in ways that are meaningful and valuable to the individual patient.
It includes listening to, informing and involving patients in their care. The
IOM (Institute of Medicine) defines patient-centered care as: ‘Providing care
that is respectful of, and responsive to, individual patient preferences, needs
and values, and ensuring that patient values guide all clinical decisions.’

This definition above includes all findings and can be considered as a
definition’s approach.

Picker Institute is a nonprofit entity founded by Jean and Harvey Picker
to develop a scientific approach to measure how successfully the healthcare
system delivers patient-centered care. The Picker Institute, therefore, defines
eight (8) principles of patient-centered care. Table 3 summarizes these 8
principles described on their home website. For more details, videos placed
on the site can be watched.

Table 3. Picker’s eight principles of patient-centered care

Pos. Principe Description

Patients want to be kept informed regarding their medical condition and involved
in decision-making. Patients indicate that they want hospital staff to recognize
and treat them in an atmosphere that is focused on the patient as an individual
with a presenting medical condition.

Respect for patients’ e illness and medical treatment may have an impact on quality of life. Care
1 values, preferences and | should be provided in an atmosphere that is respectful of the individual patient
expressed needs and focused on quality-of-life issues.

o Informed and shared decision-making is a central component of patient-
centered care.

o Provide the patient with dignity, respect, and sensitivity to his/her cultural
values.

Patients, in focus groups, expressed feeling vulnerable and powerless in the face
of illness. Proper coordination of care can ease those feelings. Patients identified
Coordination and three areas in which care coordination can reduce feelings of vulnerability:
integration of care e Coordination and integration of clinical care

o Coordination and integration of ancillary and support services

e Coordination and integration of front-line patient care

continued on following page
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Table 3. Continued

Pos.

Principe

Description

Information,
communication, and
education

Patients often express the fear that information is being withheld from them
and that they are not being completely informed about their medical condition
or prognosis. Based on patient interviews, hospitals can focus on three kinds of
communication to reduce these fears:

o Information on clinical status, progress, and prognosis

o Information on processes of care

o Information and education to facilitate autonomy, self-care and health
promotion

Physical comfort

The level of physical comfort patients report has a tremendous impact on their
experience. From the patient’s perspective, physical care that comforts patients,
especially when they are acutely ill, is one of the most elemental services that
caregivers can provide. Three areas were reported as particularly important to
patients:

e Pain management

o Assistance with activities and daily living needs

o Hospital surroundings and environment kept in focus, including ensuring that
the patient’s needs for privacy are accommodated and that patient areas are kept
clean and comfortable, with appropriate accessibility for visits by family and
friends.

Emotional support and
alleviation of fear and
anxiety

Fear and anxiety associated with illness can be as debilitating as the physical
effects. Caregivers should pay attention to:

o Anxiety over clinical status, treatment, and prognosis

e Anxiety over the impact of the illness on themselves and family

o Anxiety over the financial impact of illness

Involvement of family
and friends

Patients continually addressed the role of family and friends in the patient
experience, often expressing concern about the impact illness has on family and
friends. These principles of patient-centered care were identified as follows:

e Accommodation, by clinicians and caregivers, of family and friends on whom
the patient relies on social and emotional support

e Respect for and recognition of the patient “advocate’s”
o Support for family members as caregivers

o Recognition of the needs of family and friends

role in decision-making

Continuity and
transition

Patients often express considerable anxiety about their ability to care for
themselves after discharge. Meeting patient needs in this area require staff to:

o Provide understandable, detailed information regarding medications, physical
limitations, dietary needs, etc.

e Coordinate and plan ongoing treatment and services after discharge and ensure
that patients and family understand this information

o Provide information regarding access to clinical, social, physical and financial
support on a continuing basis

Access to care

Patients need to know they can access care when it is needed. Attention must
also be given to time spent waiting for admission or time between admission and
allocation to a bed in a ward. Focusing mainly on ambulatory care, the following
areas were of importance to the patient:

e Access to the location of hospitals, clinics and physician offices

o Availability of transportation

o Ease of scheduling appointments

o Availability of appointments when needed

o Accessibility to specialists or specialty services when a referral is made

o Clear instructions provided on when and how to get referrals

Source: http://pickerinstitute.org/about/picker-principles/.
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We identify five principles having similarities with agile principles. This
demonstrates how agile healthcare and patient-centered care are tied to each
other. We will discuss this similarity in the next section.

STANDARD AGILE VS. SCALE AGILE

This section compares the traditional Agile (team-oriented) and Scale Agile
(Enterprise oriented) methodologies and their applications in the medical
field (Agile Healthcare).

In the Computer Science, especially in the software development, there
are a lot of methodologies and project organization and management tools
intended for better software development operations. It is worth to emphasize
two groups of software development methodology: (i) the classical and (ii)
the agile methodology. The classical or old and conventional methodologies
comprise the Waterfall-model, V-model, spiral-model, Iterative-model,
Prototype-model. The agile methodologies are Incremental-model, RAD
model, lean, scrum, XP, Kanban.

Intherecent years, engineers are using more the agile software development
methodology and project organization and management (POM) in the health
IT development. The conventional medical IT development follows the
classic way defined by FDA (US Food and Drug Administration) or CE
(European Conformity). There are existed many norms to be followed during
the development and marketing process. For medical devices and software
produced for the European market, EN 62304 and directives like:

e  Directive 90/385/EEC regarding active implantable medical devices
e  Directive 93/42/EEC regarding medical devices
e  Directive 98/79/EC regarding in vitro diagnostic medical devices

are defined. These norms have defined medical product development
processes that have to be strictly followed, otherwise, the marketing
authorization will be denied. Agile methodology is not comprised and
not recommended by these norms, though, the trend today is to apply this
methodology in developing IT medical products.

It is a matter to notice that agile health-IT or medical-IT development
process and methodology is different from agile healthcare. Agile Health-IT
is the use of Information Technology System in healthcare systems to deliver
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healthcare services, while agile healthcare is adopting agile methodology
and process in delivering care services.

This section and the entire chapter would focus on agile healthcare only.

Like software development processes, medical care services delivery
processes and procedures are complex too and use appropriate techniques and
processes for successfully diagnose and cure health issues in an individual.

A process is a set of repeatable actions for accomplishing tasks and
generating added-value. In (Highsmith & Cockburn, 2001), Jim Highsmith
et al. define the software development methodology as:

A software development methodology refers to the framework that is used to
plan, manage, and control the process of developing an information system.

Bo Bergman et al. present in (Bergman, Neuhauser, & Provost, 2011)
the five main processes in healthcare. These processes are like the software
development processes. Ha°kan Aronsson et al. (Aronsson, Abrahamsson, &
Spens, 2011) divide the care into three steps: (i) Diagnosis, (i1) treatment, and
(ii) convalesce. The treatment phase can be composed of various iterations and/
or face many changes in the treatment plan due to complication in the course
of the disease. We summarize in Table 4 the different activities consisting
the healthcare and software development processes. Figure 1 presents the
healthcare development life cycle as presented by Bo Bergman et al.

To understand how to use the agile methodology in delivering healthcare
services, we like first to go through the agile and scale agile as well as project
organization and management.

Table 4. Comparison of processes in healthcare with those in software development

Processes in Healthcare Processes in Software Development
Keeping healthy Project Initiation
Detecting health problems Requirement
Analyzing

Diagnosing diseases
Designing

Implementing

Treating diseases Deploying
Testing
Providing for a Good End of Life Maintenance

Source: (Bergman et al., 2011)/ Bo Bergman et al.
Source: (Highsmith & Cockburn, 2001)/Jim Highsmith et al.

79

EBSCChost - printed on 2/11/2023 6:07 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



Scale the Agility in a Multidisciplinary Remote Care Services Delivery System

Figure 1. Five main processes in healthcare
Source: (Bergman et al., 2011)/ Bo Bergman et al.

. Detecting . . ) Providing for a
Keeping health Diagnosing Treating Good
healthy problems diseases diseases End of Life

Figure 2. Care process according to Ha°kan Aronsson et al.
Source Ha°kan Aronsson et al. in (Aronsson et al., 2011).

Diagnosis = Treatment — Convalescence

What Is Agile?

Agile development methodology is a type of incremental development,
where the product or functionalities are subdivided into sub-products or sub-
functionalities, which can be delivered on time and create added-functionalities.
The main goals of the agile methodology are to reduce the cost and time to
market. In (Highsmith & Cockburn, 2001), Jim Highsmith et al. define the
agile methodology as;

Agile development combines creative teamwork with an intense focus on
effectiveness and maneuverability.

The agile manifesto? has defined 12 principles for the agile development.

As described above, Scrum is an agile methodology and process for
managing systems development. It is team oriented and self-organized.
It reacts and tackles any change occurred during developing a system or
solution. Scrum is iterative and projects developed using scrum are divided
into sprints (KoSinar, 2013). A sprint lasts from two (02) to four (04) weeks.
Each sprint delivers a part of the final. This part can be used to create values.

Health care systems are, like other industries, structured and organized in
the functional department with the chief objective to meet patient demands.
This requires well-functioning processes. Each functional department is
responsible for a group of patients (Aronsson et al., 2011).
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Table 5. The 12 principles of standard agile development methodology

The highest priority of agile methodology is

1 | to satisfy the customer through the early and 7 Working software is the primary measure of

. . rogress.
continuous delivery of valuable software. prog
Welcome changing requirements, even late in Agile processes promote sustainable development.
2 | development. Agile processes harness change for 8 | The sponsors, developers, and users should be able
the customer’s competitive advantage. to maintain a constant pace indefinitely.

Deliver working software frequently, from a couple
3 | of weeks to a couple of months, with a preference 9
to the shorter timescale.

Continuous attention to technical excellence and
good design enhances agility.

Business people and developers must work 10 Simplicity--the art of maximizing the amount of
together daily throughout the project. work not done--is essential.

Build projects around motivated individuals. Give
5 | them the environment and support they need, and 11
trust them to get the job done.

The best architectures, requirements, and designs
emerge from self-organizing teams.

The most efficient and effective method At regular intervals, the team reflects on how to
6 | of conveying information to and within a 12 | become more effective, then tunes and adjusts its
development team is a face-to-face conversation. behavior accordingly.

Source: Agile Alliance.

Agile development paradigm requires a development board on which
different steps of the development are drawn. A backlog is defined, it contains
a various item which represents the functionalities of the systems. The items
are called “User stories” (US), that are moving from one stage to the next once
the tasks at the stage are getting done. At a hospital there exist a case where
the patient must go through different departments like the scrum user stories.

Imagine a patient undergoes a complex heart operation and must go through
various medical stations. Such scenario is complex and susceptible to face
several changes and uncertainty. An agile methodology will best help to meet,
at any time, any change that can occur, since it works best in a situation like
medical treatment with various uncertainty.

Scrum Tasks-Board

The scrum tasks board presents the work status of an agile team. The sprint
backlog, the sprint duration, the ongoing tasks —user stories -, the impediments,
Product-Owner review, sprint goals are displayed on the board. The board
shows the progress of the tasks and of the team. A sprint is a development
period or time interval (between 2 and 4 weeks) where a scrum team comments
to certain tasks that should be done and delivered at the end of the sprint.
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Figure 3. Example of a Trello tasks board
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A scrum board can be physical or electronic. Team-members working on
the same project at the same place could use the physical board and get their
daily meeting on the board and update the board during the meeting. Team
members working at geographically distributed places can use electronic tools
like Jiraand Trello to create their tasks board. Figure 3 shows the screenshot of
anelectronic tasks board created with Trello. This sample tasks board displays
the ideas, the ToDos (the team backlog), the “In progress” Item (representing
the different user stories in progress), and the “Done” (representing the
implemented user stories). Each team can define the columns they need to
track their work progress. The team is self-organized.

In medical filed and precisely in the case of the proposed remote care
services system, team members can use electronic scrum board to bridge the
geographical and different time zone issues and thus have their daily meeting
online. The care units (hospitals or clinics) can follow the treatment progress.
The patient’s relatives as well as the patient himself, if he can, can also follow
the progress and discuss with the team to get more informed.

The particularity of the proposed remote care system s to involve, especially
in the developing countries, traditional practitioners (TP) into the system.
However, most TP is an alphabet, therefore, it is a matter to implement an
extension to these tools so that they can support voice features and thus permit
TPs to participate as a full team member. We are working on implementing
such a team tasks board so that TPs also can use it.
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Scrum Team
The scrum team is assigned different tasks. The team consists of

1. A scrum master,
2. A product-Owner, and
3. The development teams.

Figure 4 illustrates the concept of the agile scrum and shows the relationship
between the team members.

Scrum Master

The scrum master is the team member ensuring a smoothly process within
the scrum team. He brings the rest of team to understand what scrum theory
is and to adhere to it. He also assures that the team works without facing
impediments. He assisted the team-members, prepares the board, serves the
Product-Owner and the development team in certain tasks. He facilitates
Scrum events as requested or needed. Table 6 summarizes the scrum master
services to the other scrum team members and to the organization they are

- printed on 2/11/2023 6:07 AMvia .

belonging to.

Table 6. Scum Master Services in software development manufacturing

Scrum Master Service To
Development Team

Scrum Master Service to Product-
Owner

Scrum Master Service to the
Organization

e He coaches the Development
Team in self-organization and
cross-functionality as well as in
organizational environments in
which Scrum is not yet fully adopted
and understood;

o He helps the Team to create high-
value products;

o He removes impediments that can
disturb the work’s progress;

o He finds techniques for effective
Product Backlog management;

o He helps the Scrum Team
understand the need for clear and
concise Product Backlog items;

o He facilitates to understand the
product planning in an empirical
environment;

e He ensures the Product Owner to
know how to arrange the Product
Backlog to maximize value;

o He facilitates understand and
practice agility;

o He leads and coaches the
organization in its Scrum adoption;
e He plans Scrum implementations
within the organization;

o He helps employees and
stakeholders to understand and
enact Scrum and empirical product
development;

o He causes change that increases
the productivity of the Scrum Team;
and,

e He works with other Scrum
Masters to increase the effectiveness
of the application of Scrum in the
organization.

Source: Agile Alliance/Scrum guides (http://www.scrumguides.org/scrum-guide.html#team-sm)
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Table 7. Scrum Master Service in agile healthcare

Medical Scrum Master Service to
Medical Treating Team

Medical Scrum Master Service to
Remote Medical Expert

Medical Scrum Master Service to
the Care Unit

o Coaching the medical and para-
medical treatment Team in self-
organization and cross-functionality
as well as in medical structures in
which Scrum is not yet fully adopted
and understood;

o Helping the medical and para-
medical Team to provide efficient
care;

e Removing impediments that can
disturb the treatment’s progress;

o Finding techniques for effective
treatment activities Backlog
management;

o Helping the medical Team
understand the need for clear and
concise treatment detailed activities
Backlog items;

o Facilitating understand the
medical treatment planning in an
empirical environment;

o Ensuring the medical expert
knows how to arrange the medical
activities Backlog to maximize value
o Facilitating understand and
practice agile healthcare

o [ eading and coaching the care unit
in its Scrum adoption;

e Planning Scrum implementations
within the care unit;

o Helping healthcare professionals
and stakeholders to understand and
enact Scrum and empirical medical
treatment;

o Causing change that increases the
productivity of the Scrum Team;
and,

o Working with other medical
Scrum Masters to increase the
effectiveness of the application of
Scrum in the care unit.

Learning from the agile methodology in software development field,
a scrum master in the multidisciplinary team in the proposed remote care
delivery system should be multidisciplinary skilled, skilled in medical and
para-medical treatment as well as in organization. He would have the ability
to bring traditional practitioners and healthcare professionals together to
work on a common project, e.g. treating a patient. He should provide several
services to the care unit as an organization, healthcare professionals and
para-medical personnel and traditional practitioners as a development team,
and remote healthcare expert as product-owner. He should facilitate Scrum
events as requested or needed to implement an agile healthcare.

Table 7 summarizes the services a medical scrum master should provide
to other team members.

Product-Owner

The Product-Owner (PO) is representing the interests of the customer. He is
responsible for the product and the deliveries. He performs, during a sprint,
acceptance tests in testing the deliveries. At any time as well as during the
sprint, the PO can proceed with changes at the functionalities and the team
has to react and meet these changes.

In agile healthcare, the medical expert is acting as product-owner and can
represent amedical committee and would be responsible for the entire medical
treatment. He would define the treatment process and the different activities
that will be performed. He would clearly identify and describe the items in
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the treatment backlog (items such as medication, medical exams, surgery if
needed, etc.). He shares an understanding of the medical condition or diseases
and treatment approach with the treating team. He would fix the priority of
the treatment backlog items in order to maximize the medical outcome. Like
performing acceptance test, the medical PO determines, through evaluation
or medical examination, whether the treatment is successful.

Self-Organizing Team (Development Team)

The development teamis a self-organizing and cross-functional team consisting
of 5 to 7 team members. Big teams are subdivided into independent small
teams that communicate with each other. Team members meet every day for
a 5 minute-daily-meeting where each member reports his work’s progress
and impediments.

A medical team, playing the role of the development team, is in charge of
performing the treatment defined by the medical committee represented by
a medical PO. A traditional practitioner can constitute a team together with
healthcare professional, nurse, NGOs, and others. Such a team can become
big. In this case, the team can be subdivided into small teams fitting the
scrum norm. The team should report at each daily meeting the progress and
the issues facing and discuss with the medical PO as well as medical scrum
master.

Scrum Meetings
Daily

The daily meeting is a 15-minute meeting where the entire scrum team,
excluded the PO, discuss the work’s progress. The PO can optionally take part
to this meeting and thus reply to an eventual question from the development
team. The scrum master organizes and manages the daily, asks during the
meeting for impediments that he would resolve. The PO can make certain
changes during the meeting.

85

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Scale the Agility in a Multidisciplinary Remote Care Services Delivery System

Retrospectives

The retrospective meeting is one of the important meetings. During this
meeting, the scrum team reviews the work, discuss different challenges the
team has been faced and how to meet these challenges during the next sprint.

A retrospective meeting follows the objectives to summarize lessons
learned during the sprint. The lessons learned could help to best implement
the upcoming in avoiding and/or meet all challenges the team already
experience with.

In agile healthcare, this meeting is very important. It would help to train
the inexperienced healthcare personnel and the traditional practitioner. The
lessons learned could constitute a knowledge database.

Grooming

The grooming meeting is the meeting where the representative of all scrum
teams meeting work on the same project meet and discuss the implemented
items. During the grooming meeting, coordinate the tasks for the future
sprint. This meeting concerns only the POs and helps the POs in planning
their backlog.

This meeting in agile healthcare will POs working on similar cases to meet
and discuss the steps to follow to maximize the medical outcomes.

Estimation, Sprint Planning, Backlog Refinement

These meetings happened couple days before the sprint starts. At this meeting,
the user stories are estimation to determine how long the implementation can
take. This meeting is also used to plan and schedule the sprint and refine
the backlog in clearing the unclear items so that each member understands
what is requested.

What Is Scale Agile?

Scale agile is the Scrum of Scrum. Scaling agile problem occurs when there
are multiple scrum teams working on the one same project and for the same
product-owner (PO) or one many projects from multiple product owners.
Each product-owner with his own product backlog (PB) representing their
own Stakeholders. The main objective of scaling problem is to optimize the
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Figure 4. Concept of agile healthcare
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outcomes to the Stakeholders. The scaling problem, therefore, takes a lot of
agility in different areas. The scaling problem well fits the medical response
to an epidemic, where the care system is facing challenges generated by many
Stakeholders, and many medical experts with different PBs. Another scenario
generating a scaling is when a patient presents various medical conditions,
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for example, his is mentally ill, suffering from heart dysfunction, and also
with diabetes type II. In the present case at least three (03) PO are needed
with different PB, the Stakeholder is the same, but at least four (04) treatment
tram is required. One team for heart diseases, one for psychology, another
for psychiatric, a team for diabetes curing, a team for medical examination
(Radiology, Computer tomography, etc.). These teams have to coordinate the
treatment, report the health progress and ready for considering any ad-hoc
change.

Scaling Problem
The scaling problem is actually facing challenges such as:

Making Decision about the next steps and coordinate the team action.
Figuringaglobal clinical picture inreviewing the various multifunctional
teams’ outcomes, from our example above different teams would work
on the same medical outcomes.

e  Assuring high communication among the teams in providing feedback
about the outcomes to all the medical scrum teams involved in the
medical treatment and the administration.

e  Assuring that the teams do not confuse the treatment, and thus do not
provide treatment intended for a patient A to another patient B.

e  Assuring that is will possible to quickly build another functional team
so to move the treatment from an existing team to the newly built team
when the clinical picture changes — This case is quite frequent.

Agile Healthcare Methodology

The traditional medical treatment methodology consists of diagnosing,
prescribing medicine, performing the treatment and examining the outcomes
at the end of treatment. This kind of methodology is similar to the Waterfall
Methodology. The waterfall methodology is a traditional non-agile software
development methodology. The waterfall model is a sequential development
methodology (Figure 5). The requirement is clearly defined and analyzed
before starting the implementation. Each phase of the model must be completed
before moving to the next phase. In (Balaji, 2012), S. Balaji et al. present the
pros cons of waterfall methodology. They state that waterfall cannot meet
and implement any change during the different phases of the model.
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Figure 5. Waterfall Model Lifecycle
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The problems with one phase are never solved completely during that phase
and in fact, many problems regarding a particular phase arise after the phase
is signed off, this result in the badly structured system.

If the client wants the requirement to be changed, it will not be implemented
in the current development process. (S. Balaji et al.)

In the medical field, there are various uncertainty facing any medical
treatment, especially if the treating team lack experiences with the medical
condition it has to treat. Therefore, a waterfall like a methodology does not fit
the situation since changes cannot be implemented during a current treatment.
In agile healthcare, a medical treatment should have the ability to implement
any change in the current treatment phase.
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The agile healthcare methodology should be:

Visiting the medical doctor

Diagnosing the acute complains

Fixing a medical treatment plan

Building the different treating teams

Regular assuring the success of treatment, otherwise proceed with the

necessary changes

6. Involving the patient and his relatives into the treatment process for
assuring a patient-centered care

7. Assuring the communication among the teams

8. Repeat the steps 3 to 7 till the patient is successfully cured

Nk -

Figure 6 illustrates a many-to-many relationship between Backlogs and
Teams. There is also the case of many-to-one, many teams for one product-
owner.

Figure 6. A many-to-many scaling problem illustration
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SIMILARITIES BETWEEN PATIENT-CENTERED
CARE AND AGILE METHODOLOGY

The agile methodology enables to subdivide the final productinto part-product
that can be used to generate value. The final product is then incrementally
implemented; thus, it needs continuity and transition between consecutive
products.

Medical treatment requests also continuity and transition from a state to
the next till the treatment get completed.

Both, PCC and agile development methodology presents here also a
similarity.

Table 8 presents the similarities between agile methodology and patient-
centered care.

Respect for Preferences

As Picker Institute recommends for PCC, the patient’s values and preferences,
as well as express needs, have to be respected during a medical treatment.
The agile manifesto also recommends taking into consideration any
change the stakeholder expresses and insert it into the requirement for
implementation. Thus, the stakeholder’s preferences, values, and expressed
needs are considered.
Both agile methodology and-and PCC are therefore similar to this point.

Table 8. Similarities between agile methodology and patient-centered care

Patient-Centered Care Principles Agile Methodology

Respect for patients’ values, preferences and

Respect for Stakeholder requirements via the product-owner
expressed needs

Continuous integration of the deliveries into the existing

Coordination and integration of care
system

Communication with the client and among the development

Information, communication, and education team

Involvement of family and friends Involvement of the client during the development

Continuity and transition Iteration till the entire is implemented
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Coordination and Integration

Agile methodology requests continuous integration of deliveries. The
integration required high coordination’s tasks and analysis so that the new
version of the product presents an added-value for the user.

In point of view of PCC, the care has to be coordinated and integrated
into the existing care. The patient vulnerability should be coordinated and
integrated into the care so that the patient gets a good feeling. It is known
that the psychology and mental health can impact the body health positively
or negatively. Therefore, the integration of the patient’s feeling into the care
will conduct to good outcomes.

Information, Communication, and Education

The patient needs more information on the progress of the treatment. It is
important to communicate with patient and patient’s relatives so that he
knows his medical state. The patient also needs to be medically educated,
know more about his medication.

In agile software development, Information and communication with the
client/stakeholder as well as among the development team are very important
so that all team member has all the time the same understanding of the
product. The team members are regularly re-skilled/re-educated to meet the
project’s requirements.

The information, communication, and education are important for both,
agile development and PCC.

Stakeholder Involvement

The agile manifesto recommends, like the Picker’s principles, to involve the
client/stakeholder into the development operation, where can express his
changes or new needs that the team has to consider.

Patient’s involvement in the care delivery process is a central point in
the PCC. This allows the patient to express his needs and feelings that the
medical has to consider for further care delivery
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Continuity and Transition

The agilemethodology enables to subdivide the final productinto part-product that
canbeused to generate value. The final productis thenincrementally implemented;
thus, it needs continuity and transition between consecutive products.

Medical treatment requests also continuity and transition from a state to
the next till the treatment get completed.

Both, PCC and agile development methodology presents here also a
similarity.

ONGOING CASE STUDY

In the scope of the remote care delivery system proposed in Chapter 1, we
conducted a case study to determine the impact of the agile healthcare on
the system involving traditional practitioners (TPs).

The main goals of the ongoing case study are to compare the traditional
medical treatment process and its outcomes with the agile healthcare process
and outcomes. Furthermore, we pursued the objectives to investigate which
methodology can ease the integration of TPs and the impacts on the training
of the TPS, patient’s education.

Purposely, we built two cohorts which are assigned to use one methodology
and report their outcomes.

Case and Context

As the context of the first part of the ongoing evaluation, we choose the
healthcare delivery system in the low- and middle-income countries only,
since there exist no traditional practitioners in the high-income countries
who can play the same role as the traditional practitioners are playing in the
healthcare system in the low- and middle-income countries. In this context,
we have the possibility to evaluate the impact of the different methodologies
on the involvement of traditional practitioners into the healthcare services
delivery systems and vice-versa.

The public healthcare services system in the Republic of Benin, a West
African developing country, is subject to our case study. We select three
rural areas where the healthcare services accessibility is very poor. These
evaluation areas are optimally covered by GSM network (mobile telephony
and internet).
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The populations in these areas are most confident in traditional medicine
than modern medicine systems. There are facing various challenges in access
healthcare services, lack of pharmacies, modern care units, and medical
workforce.

SAMPLING

Cohorts

We builttwo cohorts: (i) acohort to conduct medical treatment using traditional
medical methodology (a waterfall like a methodology) and (ii) a cohort using
agile development like medical treatment methodology.

Each cohortis consisted of: (i) amedical expert, (ii) physicians and nurses,
(i1) Psychologists, (iii) NGO-personnel, (iv) Pharmacists, and (v) traditional
practitioners.

Additionally, we recruited patients suffering from malaria. Table 9 presents
a detailed structure of the selected cohort’s population.

e Snowball Approach: We recruited a medical expert, who in turn
recruited certain physicians, who also recruited their colleagues and
enrolled some patients. Thus, we selected 44 participants for the first
part of the ongoing project’s evaluation.

Table 9. Structure of the ongoing evaluation

Number of Participants
Participants Total

Cohort 1 Cohort 2
Medical expert 1 1 02
Physicians (General Practitioner) 5 5 10
Psychologists 1 1 02
NGOs-Personnel 2 2 04
Pharmacists 1 1 02
Traditional Practitioners 3 3 06
Patients — Women 4 4 08
Patients -Men 3 3 06
Patients — young 2 2 04
Total 22 22 44
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Methods and Materials

e  Qualitative Approach: We are conducting a quantitative study in
collecting data about the quality of the medical treatment completed
by each cohort. To measure the quality of the treatment, we defined
some criteria:

o The treatment velocity

o Relapse rate

o Patient’s satisfaction and evaluation of the treatment regarding
=  His involvement
=  The communication and information he received
= Respect for values expressed needs

o Impression of the traditional practitioner

o Satisfaction of the medical expert

o Team satisfaction

Data Gathering and Analysis

Each team report once a day their work’s progress, as well as the impediments,
facing. We asked them also to describe how they solve the impediments and
if they face any change coming the expert or some person else.

During the first six treatment weeks, we asked the patients to evaluate
their satisfaction regarding the methodology. It is well known that user
satisfaction is subjective and can be biased. We, therefore, plan to interchange
the team so that the one which uses agile in this evaluation phase will use
the traditional methodology and vice-versa. The objective is to verify if the
results we presently obtain are not biased and subjective.

Results

The data analysis points out that the velocity of the medical agile methodology
is higher than the traditional one. The agile teams (two teams) have treated 7
of 9 patients quickly and successfully, while the traditional team has treated
only 3 of 9 patients at the same time. Table 10 summarizes the results of the
evaluation.

We figure out two relapses among the patients cured using the traditional
methodology.
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Table 10. Summary of the evaluation’s results

Results
Evaluation’s Criteria Methodology
Participants/Evaluation’s Point
Traditional Agile

Velocity Healing/cure Treatment 33,33% 77,77%

Adult men 0% 0%

Adult women IOQ% (total cured = 1 0%
Relapse rate patient)

Young IOQ% (total cured = 1 0%

patient)
Adult men 66.66% (2 of 3) satisfied | S50 (10f3)
satisfied
Patient’s satisfaction Adult women 25% (1 of 4) satisfied 75% (3 of 4)
satisfied

Young Neutral Neutral
Tradltlop al practitioner Methodology 0% satisfaction 66’.66% .
impression satisfaction

Physicians

Psychologists
Treating Teams

NGOs-Personnel

Pharmacists
Me'dlcal'expert Collaboration with the team Partially dissatisfied Satisfied
satisfaction

Atthe end of the evaluation, we, additionally, asked the patients about their
satisfaction regarding the treatment and the methodology. The young patients
cannot express their satisfaction. The main reason was, the young were not
really involved in the treatment process and procedure, instead of this, their
parents were more involved. We did not collect or ask the parents about their
satisfaction since we are only seeking for the feelings of the patients and
not of their relatives. Women are more satisfied with the agile methodology
than the men. Our investigation reveals that the women satisfaction is due
to the communication and information as well as education possibility agile
methodology offers. It seems that women like communication on the health
more than men. We did not investigate this since the question is out of our
evaluation’s scope.

The traditional practitioners are more satisfied with the agile methodology
than the traditional one. They appreciated the daily meeting, the inter-team
communication, the role of the scrum master helping to resolve impediments
as well as coaching the teams.
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The remote medical expert was fully satisfied with the agile team because
of the dynamism and the self-organization as well as the role of the scrum
master in the team. Though, he states that complex operations have to be always
discussed with him in order to assure the patient’s safety and avoid death.

Base on collected data and a semi-structured survey, the traditional team
members complain about impediments they have to solve by themselves, lack
of communication among the team

This partial evaluation has demonstrated the potential of agile healthcare
but also its limitation e.g. patient’s safety.

CONCLUSION

Agile healthcare has a great potentiality to best provide care service to the
patient. Though, it requires more training and enterprise intern political will
from the manager board, since scaling agile can quickly become unclear for
the manager.

It matters to emphasize agile healthcare is not applicable everywhere. It
fit more situations where there exists more uncertainty.

In this chapter, the author provides the theoretical background of the agile
development as well as of scale agile. Both methodologies are compared with
each other. Further, the scaling issues have been discussed. The implementation
of agile methodology in the medical field discussed. It has been shown how it
makes sense to implement the agile heath care. The agile healthcare presents
several advantages like flexibility in the treatment, more communication
about cases, short reaction time and the treatment is more patient-centered.

This study introduces the notion of multimodal scrum board, which allows
the scrum team members different ways to update the board. They can use their
voice for example. The follow-up of this study will present the multimodal
scrum board. The multimodal board is intended especially for illiterates like
traditional practitioners, who can be involved in the healthcare supply chain
in order to meet certain challenges as described in the previous chapter.
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Chapter 3

Towards Secure Off-Label
Drug Prescribing and
Improved Drug Supply

ABSTRACT

Worldwide, among healthcare professionals an uncertainty as to what medical
uses exactly fall under the theme of off-label-use is noticeable. The lack of
a common definition complicates the comparison of methods of resolutions
in different countries. A current ambiguity is shown to cause false patient
education and invalid informed consent, hence leading to liability concerns.
Due to several legal restrictions in Western countries, healthcare professionals
are facing more legal actions (lawsuits) than their colleagues in developing
countries. The health systems in the developing countries, particularly in
Sub-Saharan Africa, are facing, in addition, severe drug supply issues.
This chapter analyzes the issues from the viewpoint of the information and
communication technology and proposes solution approaches.

INTRODUCTION

One of the problems in healthcare in developing countries is the bad
accessibility of medicine in pharmacies for patients.

The insufficient supply of pharmaceutical products for the population is a
major care delivery issue in the healthcare systems in the developing countries
(Edoh & Teege, 2011). For the individual patient, a high time and effort are
required to purchase all medicine prescribed by a physician.
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A case study in a representative developing country, the Republic of
Benin, had revealed that although the public pharmacies and dispensaries
are relatively frequent, the supplied medicine or pharmaceutical products are
very limited. The most supplied medicines are intended for common therapy
such as malaria treatment. Patients are sometimes obliged to procure at the
black market counterfeits (Edoh, 2010).

More than 90% of all private pharmacies are in few large cities of the
country. The countries are facing low density of pharmacies and frequent
drugs stock-out. In large cities as well as in rural regions, it is often difficult
to purchase all medicines on a prescription in a single pharmacy, due to
stock-out (Edoh & Teege, 2011).

The situations described above lead in several cases to the use of drugs
off the label to overcome the lack of appropriate medicines.

Off-Label-use is worldwide a common practice that is not restricted (J.,
2003). In Canada and the United States, it is illegal to promote or advertise
any medication for any indication other than that for which it was approved
(F. Christine Fukada, et al. in (Christine Fukada, MSc; Jillian Clare Kohler,
PhD; Heather Boon, PhD; Zubin Austin, PhD; Murray Krahn, MD, MSc,
n.d.)), while theoretically in high-income countries for example in Germany,
no law prohibits a physician or other healthcare practitioner from prescribing
an approved medication for other uses than their specific approved indications
(off labeling use) (KVBW, 2012).

In developing countries, however, we do not find any stipulation that
regulates the HCP liability.

Off-Label-Use is widely practiced in all areas of the medicine (estimated
to 21% worldwide (Jansen, 2011)). In German, the Off-Label-Use is widely
practiced and is generally, “consider legal” unless it violates some costs
reimbursement regulations set by German healthcare insurances., specific
ethical guidelines or safety regulations defined by the German Drugs Law
(AMGQG).

Unfortunately, due to the legal uncertainty, the risk of financial ruin,
insolvency and possible legal liability for the health practitioner in case of
health damage, most of the health professionals do not accepthaving practiced it

The dissemination of off-label-use related information is authorized in
the USA by American’s regulation and largely accepted, while the European
and South-African regulations are more restrictive. This fact generates, in
European countries (e.g. Germany) and in Africa (e.g. South-Africa) an
uncertainty among HCP (Jansen, 2011). The healthcare professionals could
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also face personal liability and be subjected to cost recourse process in case
of prescribing off-label drugs or treatment.

In the developing world, most healthcare professionals (HCP) are not
aware of being prescribing off-label drugs, medication, or treatment. South
Africa has the most developed health delivery system in Africa (Edoh &
Teege, 2011). However, the theme “Off-Label-Use” also receives here a little
attention (Jansen, 2009). The literature research and survey have revealed
that this fact is common to all African countries, furthermore, there exists
no common and explicit definition of the theme of Off-Label-Use.

Due to a frequent drugs-stock-out in up to all African countries, off-
label-use becomes a royal way for the medical treatment; for example in
South Africa, cases are reported in (De Decker R, Gordon-Graham E, Seller
N, 2009; “Off-label drug use,” 2009). African HCPs act in most medical
cases exactly like western pediatric psychotherapists. According to Prof. Dr.
med. Jorg M. Fegert, Off-Label-Use and/or treatment are most frequently
practiced in adolescent psychiatry (Prof. Dr. Lutz Goldbeck, Dr. Paul L.
Plener, Prof. Dr. Franz Resch, n.d.) since most of the psychotherapy-drugs
used in the children and adolescents therapy are only approved for adults
use. Medical doctors use unapproved medicine and/or unapproved dosage
for the adolescent psychotherapy due to the lack of approved drugs for that
age group (adolescent psychiatric patients). Off-Label-Use and/or Treatment
remains an important public health issue for infants, children, and adolescents
because an overwhelming number of drugs still have no information in the
labeling for use in pediatrics (Research, n.d.).

A legal uncertainty as to what medical uses exactly fall under the theme
of off-label-use is regarding the lack of common and explicit definition
noticeable among healthcare professionals for example in Germany, whereas,
in the developing world, no legal uncertainty is noticed, due to the lack
explicit regulation and control. Healthcare professionals, therefore, need
drug information to assure the safety of treatment, however, legislative
hurdles may hinder access to information, while at the same time broad
dissemination of off-label information is considered a risk of circumventing
marketing authorization. Though information dissemination regarding off-
label-use is prohibited in European countries (Jansen, 2011) as well as in
South Africa (Jansen, 2009). We lack studies regarding off-label-use in Africa;
in (Thomas, 2014) the author reveals that of-label-use in children is little
documented in Africa. The author further claims that he lacks documents
or literature regarding studies on off-label-use in African children. Our
review of literature confirms this fact. In (N. Krzy_zaniak* BPharm Sci
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MPharm GradCertPharmMed Ph.D. Candidate, 2016) the authors conducted
a literature review on off-label-use in neonatal and concluded that off-label
in this category is limited published. We review a huge of articles and found
no article, which presents a study on Off-Label-Use in African neonatal and
in adults. To our knowledge and according to the exhaustive review of the
literature we conducted, Sub-Sahara-African countries, except South Africa,
have no regulation or stipulation.

PROBLEM ANALYSIS

Based on the collected data, we analyze, from the viewpoint of computer
sciences, the different drug uses off-label and drugs supply the developing
and developed countries are facing.

Drugs Supply Issues

The main aspect is missing information about where medicine is in stock. A
second aspect is the patient’s high expenditure for purchasing the medicine.
Both aspects have a simple and standard ICT based solution: An E-commerce
system. The drugs supply issues could be improved using E-commerce solution.

Table 1. Obstacles hindering the implementation of a standard E-commerce in
developing countries

Problem Descriptions

The internet penetration in 2017 is 33%

Most rural regions are not covered so lacking of communication infrastructure. The Internet and
even traditional phone lines are sparsely existent and only concentrated in the larger cities.

The communication is considered as a major obstacle.

Internet Access

A large percentage of people mostly living in rural areas are analphabets and can only use ICT

Illiteracy rate . . o
equipment in a strongly limited manner.

Most pharmacies The pharmacies own only billing application and database system. Only a few are present on
P the internet. Launching and using a standard E-commerce imply the acquisition of new ICT

h ICT . o L .
ave no infrastructures. The ICT infrastructure acquisition cost can present an obstacle to launching the
equipment
system.
Electricity Supply There is no r'e]iable e]e':c'tricity supply for operating ICT equipment. Most developing countries are
regularly facing electricity shortages for several hours a day.
Delivery Service There is no reliable delivery service. Postal transport is unreliable, too slow and too expensive.

Electronic Payment

There is no electronic payment infrastructure. Most patients do not even have a bank account.
Infrastructure
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However, a standard E-commerce cannot be launched into developing countries
without adapt it to the local realities such traditional means, technology level,
access to internet penetration, and the illiteracy rate. Table 1 summarizes the
obstacles that could hinder the launch of standard E-commerce in developing
countries.

Off-Label Drug Use

Off-label prescriptions must better serve patient needs than alternatives and
must be supported by evidence or experience in order to guarantee patient
safety and treatment efficacy. However, there is often little or no proven
evidence of efficacy on much use of drugs for unapproved indications. A
regulatory review of the benefits and risks of using the drug for unapproved
indication has mostly not taken place. The lack of proven evidence of
efficacy orreported experiences in dealing with off-label-use of certain drugs
represents potential hazards for the patient with the legitimate desire for an
effective treatment since the drugs are not sufficiently tested. Nevertheless,
the use of medical products for unapproved indications is considered as
an essential part of the therapies in oncology, neurology, and pediatrics.
However, severe and very severe side effects that can lead to deaths due to
drugs used for unapproved indications are reported. It is then important for
the patient’s safety and protection that drugs should only be used accordingly
to the country’s regulations and stipulation, which in turn would facilitate
information dissemination regarding off-label-use and provide a system to
collect proven evidence.

The proven evidence is therefore mandatory for a safe off-label-use practice.
It’s therefore important to define some solution approaches and techniques
on the model of UK NHS Trust’s guidance to thus assure safe off-label use
in the German context. In (Christine Fukada, MSc; Jillian Clare Kohler, PhD;
Heather Boon, PhD; Zubin Austin, PhD; Murray Krahn, MD, MSc, n.d.),
the authors claim base on the results of the study the urgent need to educate
Health Care Professionals (HCP) and disseminate information about off-label
use. They assert following:

1. More widespread education for pharmacists, physicians, and other
healthcare professionals on off-label issues such as the common use of
non-traditional sources of information, including informal professional
networks, is needed.
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2. Better dissemination of evidence for off-label indications among
prescribers is needed, particularly when clinical practice guidelines
exist.

3. There is often a mismatch between scientific knowledge and practice
and pharmaceutical product label claims, suggesting the importance of
greater

The authors (Christine Fukada, MSc; Jillian Clare Kohler, Ph.D.; Heather
Boon, Ph.D.; Zubin Austin, Ph.D.; Murray Krahn, MD, MSc, n.d.) found out
that the off-label-use is idiosyncratic and based only on the experience of the
physician. This clearly means that the off-label use of drugs does not rely on
evidence. During our study, we find out the same behaviors by German and
African HCPs whom we interviewed.

Ourintention s to create large knowledge database, where any off-label use
result can be stored. These stored empirical data have to be verified analyzed
by a committee of a medical expert. Each HCP can access the database to
input information or seek for information about similar off-label use cases.

This solution approach can be efficient if some legal obstacles get abrogated.
Therefore, we recommend following:

Improving the Legal Circumstances to
Assure Secure Off-Label-Use

The off-label-use reimbursement regulations (to prevent costs resources)
should be valid for outpatient too.

Less liability for health professionals. The health system must produce
more evidence and provide the health professionals with more information
about off-label-drugs. In the case of health damage or death physicians shall
not be liable because of off-label treatment, but because of wrong treatment.
Off-label-use and approved treatment shall thus be co-equal regarding the
Drugs law.

The pharmaceutical companies must be legally more involved in the
Evidence capturing processes.

It shall be possible for the pharmaceutical companies to use the proven
evidence’ findings to extend drugs’ indications without applying for a
new mandatory marketing authorization. More collaboration between
pharmaceutical companies and practitioners should be encouraged.
Scientifically proven Evidence shall be accepted as clinical trials phase 2
and 3 and thus lead to indications extensions.
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Define a clear refund politic for the off-label-use: Directives regarding
costs recourse in the case of the off-label-drugs must be suppressed, thus
practitioners should not anymore be subjected to costs recourse process. Also,
all off-label-therapies’ costs shall be case-based lump sum for the outpatient
treatment too.

Ease the Drug Law Regarding the Extension of Indications

Improving the prescription policies is recommended

A sample of off-label policies of British NHS trusts shall serve as a model
for guidance to healthcare professionals. Items shall be identified from the
policies and tested for feasibility. Therefore, a survey with a web-based
questionnaire will provide evidence for practicable management of off-label
use among healthcare professionals, attorneys, and regulatory professionals.

Enabling Evidence gathering. Mandatory Reporting requirement for all
off-label-use/-treatment: All off-label activities (with positive or negative
results) must be mandatorily reported. This will lead to a high legislative
certainty among the health professionals and less liability in the case of health
damage must be provided for the health professionals. It is further important
to prevent the health of any costs resources process after practicing an off-
label-use/treatment. Soon those medical conditions listed above are met; it
will be easy to capture more data about the off-label-use.

In the viewpoint of computer sciences, we propose some tools to ease the
data capturing and data analysis.

METHODS AND MATERIALS
Sample Selection

Off-Label-Use Research Sample

We also built, in Germany as well as in Africa, two cohorts: (i) patient-cohort
and (ii) healthcare professional’s cohorts in each country. Data and information
have been collected quantitatively and qualitatively analyzed. We compare
the collected data from different cohorts with each other.
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We reviewed 23 scientific papers selected using a snowball approach.
Table 2 presents the selected research population selected in Germany. Table
3, Table 4, and Table 5 present the structure of the Beninese cohort involved
in the Off-Label-Use study.

Drug Supply Research Samples
Table 6 presents the materials selected in the scope of the drugs supply study.

We have found very few literature dealing with the topic. Only 5 scientific
papers, which vaguely discuss the theme.

Table 2. German research population (Off-Label-Use)

Participants Numbers Contacted by
Orga.nl.zatlons (Association of Statutory Health Insurance 33 Letter, phone, Email
Physicians)
ggs)pltals (Rechts der Isar, University Hospital Cologne, 6 Paper-based questionnaire
General Practitioners (Bavaria) 12 Paper-based/online questionnaire
Medical associations 16 Paper-based questionnaire
In-patients/out-patients 00 -

Table 3. Beninese healthcare units (Off-Label-Use)

Participants Numbers Contacted by
Hospitals (public) 3 Paper-based questionnaire
Clinics (private sector) 2 Paper-based questionnaire

Table 4. Beninese health Care Professionals involved (Off-Label-Use)

Pos. Professional Category of Involved Health Care Professional Number
1 Cardiologists 8
2 ORL/ENT specialists 5
3 Pediatricians 2
4 General Practitioners (GP) 3
5 Pharmacists 2
6 Gynecologist 1
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Table 5. Structure of involved patients in Benin (Off-Label-Use)

Pos. Number of Patients Involved Age Range
1 6 patients <10y
2 10 patients 10to 30y
3 30 patients 31to60y
4 04 Patients > 60

Table 6. Selected prescriptions

Samples Number

Prescriptions selected in Benin
o In-patients (876) 1000
o Out-patients (124)

Prescriptions selected in Germany

e Out-patients (300) 300

Scientific papers selected 5

Study Data

We conducted along-term study in carrying out several surveys (structural and
semi-structural interview) in 2013/2014 in Germany and 2015/2016 in Africa.
We designed online questionnaires (hosted on https://www.surveymonkey.
de) and paper-based questionnaires.

We collect the study datain a semi-structured interview on off-label-use and
drug supply in Germany and in Benin. We interviewed in- and out-patients,
physicians, and others healthcare systems actors (Table 2, Table 3, Table
4, and Table 5). Furthermore, we combine cross-sectional and longitudinal
studies approaches for investigating the causes of poor drug supply and poor
access to pharmaceutical care in the developing countries, wherein a long-
term study, we examine the correlation between the missing medicines and
other parameters related to the patient such as age, income, gender, place of
residence. We thus collected data about:

Most missing medicines

Categories/age/gender of patients facing this issue (poor access to
pharmaceutical care)

Income data

Amount of off-label-prescribing and the frequency
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Why oft-label-prescribing

Which affections are mostly treated off-label

What are the regulations and stipulations in use
How information is disseminated on Off-Labe-Use

We presented and discussed a concept to improve the drug supply and
secure the off-label-use with the hospitals and other health professionals. We
thus collected significant data, information, and opinions that we analyze.
The analysis helps to improve our concept.

RESULTS AND DATA ANALYSIS

We have assisted, in Benin, 1000 patients in purchasing their medicine and
found out how severe the drug supply issues are in developing countries.
71% of the prescriptions are off-label-use prescriptions. Only 2,9% of the
prescriptions could be purchased at a single pharmacy. 83,2% of prescriptions
were purchased partially at different pharmacies. 7,9% were not purchased
because the patient procures substitutions at the black market (counterfeit
drugs). 6% were purchased abroad. Table 7 summarizes the results of the
drugs supply study in Benin.

The high-income countries also face drug supply issues at their way. We
analyzed, in Germany, 300 prescriptions all concerning tropical diseases/infections
and found out that 95,24% (Table 8) of all pharmacies did not have the sought
medicines in stock. An example is a medicine named RIAMET. The pharmacies
must order it and deliver it the following day. We have cases where the patients

Table 7. Result of the drugs supply in Benin

Prescriptions Number of Prescription Percentage
Off-Label-Use Prescription 710 71%
Label conform prescription 290 29%
Total 1.000 100%
Prescriptions purchased at single pharmacy 29 2,9%
Prescription purchased at many pharmacies 832 83,2%
Prescriptions purchased abroad 60 6%
féif;ig;gﬂ; purchased a black market 79 7.9%
Total 1.000 100%
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Table 8. Result of certain drugs supply in Germany

Prescription/Pharmacies Number Percentage

Prescription purchased with delay 287 95,67%
Prescription purchased immediately 13 04,33%
Total 300 100%
Prescriptions purchased at pharmacies near to the patient place 294 98%
Prescription purchased at pharmacies far to the patient to the place 6 2%
Total 300 100%
Pharmacies, which did not have the drugs in stock 20 95,24%
Pharmacies, which had the drugs in stock 1 4,76%

must urgently use the product and thus cannot wait till to the next day. In these
cases, the patients went to the hospital and ask for the product. 2% of the analyzed
could not be purchased in the near pharmacy because the pharmacies often do
not have a big pack of certain drugs in stock, or the stock is out.

The studies have revealed that the different drug-use regulations applied
in several countries worldwide provoke on one hand uncertainty among
healthcare professionals and on other hand intended to assure more health
safety to patients. Hence, the uncertainty could negatively impact the care
delivery due to the legal restrictions. These studies also figure out that most
of the practitioner use drugs off-label though without neither inform the
patient nor the public healthcare concerning authority.

Most health professionals, pharmacists, health authorities and employees
of several pharmaceutical industries consider the Off-Label-Use only as the
use of medicine/drugs for an unapproved indication, or in an unapproved age
group, unapproved dosage, or unapproved form of administration (Stafford,
n.d.). The practicing Over-the-Counter-Drugs (OTCs) purchasing and/or
selling can also link to the Off-Label-Use. The discount agreement' between
German Health insurances and the different pharmaceutical groups are leading
to off-label use but are mostly ignored.

SOLUTION APPROACHES

Base on the data analysis we designed and implemented an empirical evidence-
based information system for a secure off-label-use and drug prescribing.

1M1
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To improve the drug supply in developing countries as well as in high-
income countries, we also design an E-commerce platform for pharmacies,
where the patient can seek for and order pharmaceutical products.

Our proposed evidence-based information system has the potentiality to
overcome any uncertainty issue and secure off-label-use and drug prescribing,
thus increase patient safety towards medicine adversity.

Drugs Supply Issues

To improve the drug supply particularly in developing countries, we have
designed and implemented an adapted E-commerce solution.

Drug Supply Platform

The proposed drug supply platformis a network, a Business-to-Business (B2B)
and Business-to-Consumer (B2C) pharmacy marketplace (¢Commerce) and a
service-oriented Distributed application for the improvement of pharmaceutical
care and acommunication system or acommunication platform (as acomputer-
controlled co-operation platform) for pharmacies, treating physicians and /
or hospitals and patients. The Potential communication axis in the proposed
systemis based on physician-to-pharmacy, pharmacy-to-pharmacy, Pharmacy-
to-wholesaler / supplier as well as pharmacy-to-patient.

The designed drug supply platform consists of two types of E-commerce:
(1) B2B (pharmacy-to-pharmacy) and B2C (pharmacy-to-patient and
pharmacy-to-physician). Table 9 compares the standard E-commerce with
the proposed adapted E-commerce.

ARCHITECTURAL OVERVIEW

This section presents the architectural overview of the proposed drug supply
platform.

System Use Cases
Figure 1 presents the use cases of the system. Patients, pharmacies, and

physicians could place an order. The patient (or a relative) can purchase
medicine for himself using the platform. Since there exist enough illiterates
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Table 9. Standard E-Commerce versus updated E-commerce (Drug supply platform
for developing countries)

Type of Technologies E_Sézﬁﬂizgce Updated E-Commerce
B2B Yes, available Yes, available
B2C Yes, available Yes, available
B2G Yes, available Not available
c2C Yes, available Not available
m-Commerce Yes, available Not available
Email Yes, available Yes, order can be placed or
SMS Not standard Yes, order can be placed through SMS
Telephony Not standard Yes, Illiterate can use it to place an order or raise a claim
Fax Not standard Yes, Illiterate can use it to place an order or raise a claim
Voice Not standard Illiterate can use this way to communicate within the system
Payment Credit card Updated payment ways
Delivery Standard post Adapted delivery logistics (standard post are not reliable)
Tracking tsr;ﬁ(‘iifgd;;:g:s The supplier informs the customer on demand

Figure 1. Use case of the adapted E-commence solution

System

Provide red list
of medicines

Process an order

Physician Pharmacy
Search a
pharmaceutical producy
Process payment
Delivery
Patient Supply logistic
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in the developing world, a physician can buy, on behalf of a patient, medicine
he prescribes him. A pharmacy near to the patient residence can use the
platform to purchase medicine for the patient.

Both pharmacies and physicians would provide an electronic dynamic red
list (Available medicine list), The red list should be regularly updated so that
only in the entire country available should be mentioned.

The platform features a search subroutine, that can be used by all actors
of the system to look for a medicine. A physician can use it to be sure that
the product the is prescribing is available at a pharmacy near to the patient
residence. Otherwise, the product would be ordered and the pharmacy
(supplier) will deliver it at patient home. The patient can track the delivery
on the platform. The platform features also a tracking system.

System Component Overview

Figure 2 shows the architectural overview of the drug supply platform. The
system consists of three (03) components (i) the user interfaces, (ii) the trade
center, and (ii1) the backend system (supplier system).

The Trade Center

The trade center, a public service, is the central system component. It is
implemented as an application server using a backend database system. The
front-end consists of a Web-based interface, an SMS interface, and a call
center providing the voice interface and handling SMS messages which do
not conform to the template. The basic information is a list of all available
pharmaceutical products in the developing world. This list (called red list)
is generated as a version and/or variant of the red book. The red list contains
a set of information for every product; it must be defined by physicians and
pharmacies.

User Interfaces

A set of devices can be used to access the system. The system users could use
a traditional mobile phone without internet capability but able to text (send
SMS), smartphone, laptop, tablet, and desktop PC with internet access. Any
browser can be used to connect to the system and place or track an order.
The user can also use a Fax machine to place an order.
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Database as Backend

Behind the trade center, several databases are running the stock of each
involved pharmacy. This information is replicated to a central database at
the trade center, so to prevent latency issues in case of an order. The data
replication happens in regular time span so that the local database at the trade
center is accurate and updated at any moment. The user can proceed searches
only in the trade center database. No user request can reach any pharmacy
database. A security mechanism (firewall, etc) separates both trade center
and pharmacies database, in order to prevent any attack (SQL Injection,
Buffer overflow). Each pharmacy stock database replicates automatically its
concerning data into the trade center, but cannot process any request coming
from the trade center.

In the case, the pharmacy does not own a database system it can forward
the relevant data per email using an XML form.

Deploying cryptographically enforced access control to information in
the database at pharmacies ensures the data protection.

Figure 3 shows the firewall-protected supplier’s databases. Requests coming
from the trade center to the supplier’s stock databases will be blocked by the
firewall. All order requests use another way to reach the order processing
systems at pharmacies side.

Figure 2. Architectural overview of the drug supply platform

Request > Trade push @
<4—— Response Center | pyi y
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Figure 3. Protecting the supplier stock databases against attack

Supplier order system
+
Stock database

Order request

Request

Order response

Response

Trade center

Supplier

System Functionalities
The system features following functionalities to the system’s users.
ePrescription

The ePrescription is the electronic interface for entering searches and orders to
the drug supply system. The physician prescribes one or more pharmaceutical
products and sends the prescription electronically to the trade center for
processing. The patient can also, use the ePrescription interface to order the
products by himself.

ePayment
All payment modes need to adhere to the rules and regulations of the bank
and financial system. They need to be usable throughout the country — in

large cities as well as in rural regions. In Africa today there exist a set of
“money transfer-systems:

116

printed on 2/11/2023 6:07 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Towards Secure Off-Label Drug Prescribing and Improved Drug Supply

p—

M-Pesa (http://www.vodafone.com/content/index/what/m-pesa.html#)

2.  Mobile-money (https://www.mtn.com.gh/personal/mobile-money/
about-mobile-money)

3. Flooz (https://www.gsma.com/mobilefordevelopment/wp-content/
uploads/2014/02/Snapshot-Etisalat-in-Togo-and-Benin.pdf)

4. Etc.

The payment modes are e-payment (using the internet or telephone to pay a
bill), cash on delivery (suited particularly for rural regions) and trust systems.

Pharmacy Support

The system has the potential to provide support and other advantages to the
pharmacies. This is an important incentive for them to participate in the system.

First of all, the resulting marketplace improves the revenue for the
pharmacies, since they can better sell the products to the patients who require
them. The transport costs need not be paid by the pharmacies since for the
patients the system already reduces the transportation costs in most cases so
that they can pay the remaining costs.

Second, when the trade center supports ordering, delivery, and payment, it
decreases the workload for the pharmacies. For example, in an online payment,
the trade center verifies the bank data of the customer. There exist today lot
of money transfer possibilities in the developing countries such as M-Pesa.
These money-transfer-systems are integrated into the ePayment feature so
that patients without a bank account can use this possibility to pay for the
product they purchase. The trade center can also process the organization
and the delivery of the ordered pharmaceutical products. The pharmacy
receives the order per email or another communication way and prepares
the product. The trade center may also prepare the invoice and process the
delivery certificates.

Finally, if a pharmacy uses own ICT equipment for its inventory
management, it can further reduce its overhead for participation in the drug
supply network by replicating in real time (push mode) its inventory into the
central database of the trade center. Another variant of participation is to
grant access to the trade center to the supplier’s system for querying updates
(pull mode).
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Teleconsultation and Telediagnosis

The drug supply system enables to provide simple forms of teleconsultation
and telediagnosis (telehealthcare). A patient living as far as 10 km from a
medical care delivery center, particularly in rural regions, can get a prescription
from a physician using his mobile phone to communicate. Alternatively, the
physician can directly enter the prescription into the system as an order for
the patient, with a confirmation by the patient.

Statistic Data Collection

If the system is widely used, the trade center can provide useful data about
the demand and supply of pharmaceutical products in the country. This
can be used for automatic statistics processing about certain medicines and
optionally its transmission to the health authorities.

Delivery Logistics

The transportation system in the most developing countries is inadequate.
The traffic net is in a bad state. In most African developing countries, a new
form of transportation is unfolding. As originally in most Asian developing
as well as emerging countries, the new transportation consists of using a
motorcycle to transport people. This transportation form is revealed efficient
with regard to the traffic net, the state of the roads. People can easily travel
from point A to point B.

Using aconventional means of transport to deliver pharmaceutical products
presents several issues such as late delivery, spoil products, etc. We, therefore,
design a smart transport system to secure and quickly deliver the products
to the patients.

The requirements for the smart transport are to:

p—

Conserve the product temperature during the transport

2. Guarantee that the products would not be exchanged on the way to the

patients by counterfeits

Monitoring the delivery process

4. Help the deliverer to find the shortest and secure way, avoiding traffic
jam

5. Deliver the right product to the person

bt
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We design and implement a thermal box to transport pharmaceutical
products. The box can itself regulate the interior temperature to keep the
products in the good state. As noted above, motorcycles are today the best
transport mode in the developing countries. The deliverer carries on his
motorcycle the transport box, which regularly communicate with the carrier
smartphone (device-to-device communication) in order to inform him about
the box interior temperature. RFID technology is identified as included in the
Internet of Things Technology (I0T) (Pesonen, Jaakkola, Lamy, Nummila, &
Marjonen, 2009) thus can contribute to connecting the differentdevices in this
system into a network. The box also communicates at regular time stamp its
geo-position to the cloud, which in turn transmits the data to the monitoring
system (machine-to-machine and Internet of things.) The box also features
an anti-fraud system that prevents against an exchange of a product against
counterfeits. An RFID system reads the data of each product from the box.
Each product has its own compartment that can be open only and only if
the current position of the box is comparable to the customer provided geo-
position through his address. In addition, the patient needs to enter a delivery
code he previously gets from the supplier or trade center.

Figure 4a) presents the overview of the logistics for drug supply. Figure
4b) shows how different parts of the system communicate with each other and
exchange data. The carrier smartphone communicates with the RFID reader
(datalogger) using BLE (Bluetooth Low Energy) protocol. At this stage, the
communication is device-to-device based. The carrier can regularly check
the box interior temperature. The carrier’s smartphone receives also data
about the transported products. A second RFID tag registers when a product
is taken from the box and sends this information to the smartphone, which
adds the current geo-position of the box and sends the entire information
to the fraud monitoring application/database in the cloud. The trade center
would automatically get informed about any fraud tentative and thus react
immediately by calling the carrier. This communication uses the machine-
to-machine paradigm so that the communication happens without third
intervention. RFID can precisely and accurately localize an object indoor
(Loeffler & Gerhaeuser, 2013). This ability is used to regularly localize the
products in the box.

The carrier is assisted during the travel so to choose the short ways
avoiding a traffic jam. A salesman algorithm combined with a crowd sensing
(participatory as well as opportunistic) guides the carrier through the city.
A cloud-based application initiates the traffic sensing and thus request any
smartphone on the potential route to inform the carrier about the traffic.
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The smartphone can be requested per SMS if they do not install the client
application of the crowd sensing application. The smartphone owners are
rewarded by providing the right information. The communication, in this
case, is free of charge.

The sensing data are partially processed at the edge so that useless
information is removed (fog/edge computing) before sending to the cloud.
The data are integrated into the route and new route, if needed, is drawn and
send to carrier smartphone in real-time.

RFID for Temperature Measurement

Radio Frequency Identification (RFID) is an effective automatic identification
technology for a variety of objects. The most important functionality of RFID
is the ability to track the location of the tagged item (Jain & Vijaygopalan,
2010).

Pervasive temperature sensing can improve the cold chain supply operations
(Bhattacharyya, Floerkemeier, & Sarma, 2010). The temperature in tropical
countries is permanently high, even in the rain season. The transport, of
sensible and perishable pharmaceutical products, requires to regularly monitor
the ambient temperature to increase the efficiency of the cold chain. RFID
temperature sensors can be utilized to monitor the ambient temperature.
The RFID technology offers a lot of matter attributes such as standardized
communication protocols and low-cost tag (Bhattacharyya et al., 2010).

TempCorder Sense -2,4 GHz, Active RFID Tag— (Figure 5) is an innovative
RFID technology capable of measuring with accuracy the cold temperature.
According to the vendor, it is:

Waterproof, dustproof, shockproof, IP68
Durable, Long battery life

Wireless temperature sensor

Accurate thermometers

The RFID Technology is identified to be included into IoT. Thus, as one
of the cornerstones of the Internet of Things, RFID can also, like IoT, impact
areas such as operational efficiency (cold supply chain efficiency), safety,
and security. The pharmaceutical products have to be transported in the best
medical condition so to guarantee health safety and security to the customer
(the patient). Applying IoT to the drug supply logistics can substantially help
to monitor the status of the products (assets) in real-time.
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Figure 4. Delivery process and communication during the transportation
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Figure 5. RFID temperature sensor
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RFID is used to detect the location of assets (Jain & Vijaygopalan, 2010).
It is used to itemize the products pharmacy loads into the transport box and
configure the appropriate/ideal box temperature in order to efficiently supply
the products. The data about each itemized product is sent to the trade center.
The data center can, therefore, remote monitor the box temperature through
the data the RFID system provides to the cloud via the carrier smartphone.

Avoid the Traffic Jam Using Crowdsensing

Crowdsensing systems are either participatory or opportunistic.

Our concept aims to combine both, participatory and real-time opportunistic
crowdsensing and crowdsourcing data to energy-efficiently and low-cost,
monitor ad-hoc traffic crowds for early detection of risks of a traffic jam.

A cloud-based algorithm would continuously request participant’s mobile
phone on a given route to provide information on the traffic. These participants
would be requested to activate the client application on their mobile phones.
The client application measures the density of the traffic in reporting their GSP
coordinates to the cloud. The client could recognize which GSP coordinates
are useful for detecting a traffic.

Each traffic has GSP coordinates. Our algorithm monitors every activity
within 2 kilometers around the traffic light using all smartphones coordinates
in this circle. Thus, we can determine the speed of each vehicle or motorcycle
on the given route and thus, detect if a traffic jam is occurring. Similar work is
done in (Cardenas-Benitez et al., 2016) where the authors use the Vehicle-to-
Vehicle paradigm to detect traffic congestion. Li Wei et al. propose in (Wei &
Dai, 2016) areal-time road congestion detection in estimating vehicle density
based on texture analysis and evaluate the system. The results demonstrate
the potentiality of this approach.

As Yun Zhu et al. in (Zhu, Gao, Wang, & Liu, 2016), we categorize the
traffic, after an observational study, in peak and flat period. From 10 pm to 4
am the next day we have a flat traffic. From 5 am to 9 am the road congestion
1s high as well as the accident risk. Between 7pm and 9 pm, road congestion
can be noted again. Our algorithm takes all this information into account
by defining the delivery route. We also use the travel salesman algorithm in
calculating the efficient route for a delivery tour.

The planning of the route for a delivery tour considers the context, road
congestion at any time and anywhere as well as the road and by-road state.
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It takes also into account the season, for example, rain period where most
road and way are in the poor state (case of the developing countries). The
routing application at the cloud continuously calculates the routes till the
carrier delivers the last product.

OFF-LABEL DRUGS USE
System Concept and Design
Knowledge Database

We propose to provide the healthcare professionals with a knowledge-based
database (KDB) to help them in prescribing off-label drugs in a secure manner.
A KDB is a system designed for collecting data and data analysis. This
system is based on technologies such as data warehousing (data capturing)
and data mining? (data analysis). Data mining is the analysis of data for
relationships that have not previously been discovered (http://searchsqlserver.
techtarget.com/definition/data-mining).

The proposed KDB system is consisting of a mechanism for generating
pattern lists of off-label-drugs and treatment with high evidence and evidence-
based knowledge on Off-Label-Use to help or assist the health professionals

Depending on the legislative situation regarding the off-label-use we
propose two data capturing methods by using a web-based user interface:
(i) an anonymous (online) off-label-use data capturing and (ii) logged-in
(online) off-label-use data capturing with grant access for physicians only.

A Business Intelligence System?, as backend system of our proposed KDB
will take the source of the capturing data in consideration by generating
evidence data after automatic analysis of the collected data.

Report Form
To facilitate off-label-use reporting, we proposed a form that we discussed
with different interviewees. The improved form after discussing with the

interviewees is presented in Table 10. All requested information on the form
is mandatory. The form could be anonymized, then the expert’s committee
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Table 10. Proposed report form

Report on Off-Label-Use Form Nr...........

Hospital data:
NAIME ..o

NAINC ..o e

INAINC .ottt

Professional CAtEZOTY. .....c.iuiu ittt e

Treatment-Data

Reported Treatment:
Diseases/AffECtiON: ... ....ouiuiii e

Relevant active COMPONENLS: ... ....uiuuiuunitititie ettt e e
Result of treatment: [] successful [] Failed

Patient’s State

Cured [
Palliation/Improvement []
Deceased []

Course of Treatment
Information
Regulation for Admission

Application Data

Dosage

Age group

Contraindication (see label)
Occurred side effects (see label)
Treatment Duration

Scope of Application (ex. Psychiatry)

Expected results: ...

needs the personal data of the reporter as well as treating physician’s data so
that they can be contacted in case complementary information is needed. The
form will be provided as workflow chart to guide the reporter. Mandatory
data should be inputted at each step before getting allowed to move to the
next step.
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ARCHITECTURAL OVERVIEW

This section presents the overall architecture of the proposed system. It
describes the system use cases, the related functionalities, the activities
diagram, and the flowchart of the proposed system.

System Component Overview

Figure 6 illustrates the overall architecture. The system consists of a reporting
client running on the mobile phone, desktop PC, and tablet. The reporting
application is a web-application. The backend system consists of a medical
data server, reporting database (rDB), reviewing database(reDB), and data
warehouse management system (DHW) that extracts, transform, and loads
data from the rDB and reDB. A business intelligence unit (BIU) uses the data

Figure 6. System architectural overview
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from DWH for data analytics, data mining and reporting. The BIU disposes
of an interface for data visualization.

The provides features a publication unit that extracts information from the
BIU and generates materials for three (03) kind of publications: (i) online
publishing, (ii) newsletters, and (iii) journals

The database could run under MySQL, MSSQL, or Oracle. The client
would support all web-browser, such explorer, Firefox, etc. The servers
are implemented using Java as a programming language. The client can
be implemented using dotNet technology as well as java. The client-server
communication can be implemented using dotNet Remoting technology or
Java RMI as well as Restful or SOAP web-service.

Flow Chart

Figure 7 illustrates the flowchart of the proposed system. The data acquisition
is performed and sent to the next stage where texts are extracted. At the
following stage, format/structure check is performed using plausibility rules.
The acquired data then stored in the reporting database only if the report is
well-formed, otherwise, the report would be corrected before storing into
the database.

System Use Cases

Three (03) actors are identified are identified. The system can retrieve
requested data/information, perform plausibility check, credential check,
online publishing, etc.

The medical doctor and expert’s group member can log into the system
perform review, submit a reporting, and search for a newsletter,

Figure 8 describes the different use cases backend system, physician, and
expert can perform in the system.

The user can access the system only using his credentials. It is important
to secure the access to any instruction. The reporting data are also protected
against attacks.

These use cases lead us to determine the main system functionalities such as

1. Logging

2. Report
3.  Review

126

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



Towards Secure Off-Label Drug Prescribing and Improved Drug Supply

Retrieve data

Figure 7. Flowchart of the proposed system
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System Components and Functionalities
The KDB will provide the User with following functionalities:

1. A Module for Treatment Tracking: This module is a journal where
the physician can track how the treatment goes on and documents the
methods, the used drug, and indication

2. A forum for Discussing With Another Health Professionals or
Pharmaceutical Companies: A discussion forum, where the physician
can discuss a case or advise another physician, also to report a case or
reply to a question
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Figure 8. System use cases and actors
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3. Search Option: Search for proven and/or succeeded treatment methods,
off-label-drug for given diseases, etc.

4. Reporting Tools: At end of the treatment, the physician can use this
module to report to the central system his experiences and thus described
the treatment and the methods also the drugs and indications used. The
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system will provide the User with a well-defined form and questions to
help the physician to provide all need information.

5. Approval Tool: This tool would enable the experts to comment the case,
record their proof results. The experts could use this tool to request more
empirical evidence from the physician, who recorded the information
and other. All registered physicians would be automatically contacted
and requested to provide empirical evidence if they have also used the
concerning product off-label.

Activity Diagram

Figure 9 illustrates the activity in reporting, reviewing and generating
publication materials. Pre- and post-actions each activity.

FURTHER WORKS

Our future work would focus on conducting a long-term evaluation of the
proposed system to prove the concept, and collect useful off-label-use data.

Figure 9. Activity diagram of reporting off-label-use
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The implementation of the proposed system is in progress and will be
presented in the upcoming publication.

CONCLUSION

Inacase study, we investigated the problem of the distribution of pharmaceutical
products by pharmacies. We found several obstacles for introducing a standard
E-commerce system and developed an adapted system. A practical test has
shown, that the adapted system has the potential to improve drug supply in
the developing countries and help people in western countries to quickly find
and purchase scarce medicines.

A survey showed that all Sub-Saharan African countries (except for South
Africa) suffer from similar problems and have a similar situation according to
ICT introduction. The same holds for rural regions of North African countries.
Hence, it can be expected that the designed, implemented, and successfully
tested drug distribution approach can be transferred successfully to those
countries. Additionally, the system can also be used in western countries.

The legislative and administrative hurdles may hinder to assure safe off-
label-use since more proven evidence is needed before authorizing drugs in
unapproved indication.

Beyond the drug supply issues, we investigate the off-label-use practices
in developed as well developing countries. We point out that off-label-use in
the developing countries is due to poor drug supply and lack of essential drugs
in these countries. In developed countries, off-label-use is more practiced in
the pediatric and geriatric medicine.

To extend the indication of an already authorized medicinal product, a
pharmaceutical manufacturer must provide new clinical trials of phase II and
III. However pharmaceutical manufacturers would not spend the amount of
sum to extend some of their drug’s indication or to provide evidence for any
off-label-use of those drugs that are already authorized for sale. Therefore,
only the practitioner can provide some evidence for drugs to be used for
unapproved indications.

Priv. Doz. Dr. med. H.E. Langer reported on 04.02.2002, Paul-Ehrlich-
Institute has reported about 29 death cases registered till to 31st of December
2001 in Germany due to the use of Remicade (Infliximab). The institute
has further reported that 10 death cases among the 29 death cases occurred
because of the use of the concerning drug for unapproved indications (Steiner,
2007). Since most off-label-use treatments are not documented it is difficult

130

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Towards Secure Off-Label Drug Prescribing and Improved Drug Supply

to show how off-label-use drugs can also cause health damage to the patient.
The health bodies should find solutions and ways to protect the patient on
one hand and on other hand enable the patient to be treated in the case where
off-label-use drugs are the last possibility to provide a possible successful
treatment. Therefore. regulations are needed to help the patient, protect him
by preventing an illegal Clinical trial. We can then conclude the different
legislative, administrative guidelines hurdles and reimbursement politics
of the health insurance companies hinder on one hand to provide enough
evidence for off-label-use drugs and on other hand increase the uncertainty
among the practitioners, but increase the patient protection against possible
health damages or death by using unproven off-label-use drugs.

Regarding the facts presented above, we design a system based on empirical
evidence to make off-label-use of the pharmaceutical product more secure
and safe for the patient. Our concept consists of using knowledge database
and business intelligence system as technical support of all system actors.
The central point of the system is the expert’s group, which examines the
provided information and approve or disapprove the use.

The proposed system presents the advantage to improve information
dissemination among the community and increase the certainty among the
healthcare professionals.
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ENDNOTES

' Discount Agreement: German healthcare legislatives prescribe discounts
onthedrugs’ price. Every health insurance company should negotiate with
pharmaceutical companies for off-patent and/or not patented medicines
discounts. Pharmacies must then exclusively sell to the patient drugs
from the manufacturer’s drug with which the fund has entered a contract.
Since July 2014 about 53 percent of all drugs sold with the same agent
are covered by health insurance’s discount agreement. The benefit to
the insured: insurance companies can exclusively provide their insured
with molecules concerned without supplement costs.

2 A process used by companies to turn raw data into useful information.
By using software to look for patterns in large batches of data, businesses
can learn more about their customers and develop more effective
marketing strategies as well as increase sales and decrease costs. Data
mining depends on effective data collection and warehousing as well as
computer processing (http://www.investopedia.com/terms/d/datamining.
asp).

3 Accordingto CIO, business intelligence as adiscipline is made up of several
related activities, including data mining, online analytical processing,
querying and reporting. Companies use business intelligence to improve
decision making, cut costs and identify new business opportunities.
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Business intelligence is more than just corporate reporting and more than
a set of tools to coax data out of enterprise systems. Chief information
officers use business intelligence to identify inefficient business processes
that are ripe for re-engineering (http://www.ask.com/business-finance/
data-mining-vs-business-intelligence-278d8f619{678338).
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Chapter 4

Challenges Facing Adverse
Drug Reactions Reporting and
Counterfeit Drugs Monitoring

ABSTRACT

This chapter investigates in a case study the limitations of adverse drug
reactions reporting (ADRr) and the challenges facing counterfeit drugs
monitoring in the African developing countries with a focus on the Republic
of Benin and proposes solutions to improve the adverse drug reporting
method and infrastructures as well as the counterfeit drugs monitoring. The
study aims at implementing an ADRr system using the m-health technology
to overcome the limitations and ease the use of the “yellow card” in the
developing world. Furthermore, a real-time notification system is provided to
promptly disseminate among the populations any registered and proved ADR.

INTRODUCTION

Pharmacovigilance History

WHO defines Pharmacovigilance (PV) as the science and activities relating
to the detection, evaluation, understanding, and prevention of drug adverse
reactions or other drug-related problem (WHO, n.d.). The pharmacovigilance
is consisted of recording and evaluating side or adverse effects resulting from
the use of drugs. Itsroles are to (i) report adverse drugs reactions by healthcare
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professionals, companies dealing with drugs, and collect information by the
public pharmacovigilance organization, (ii) register, evaluate, and use the
collected information, (iii) monitor drug safety.

Although, itisreported in the Hippocrates: “primumnonnocere” thatin the
ancient time, the doctors who prescribed a medicine (opium, strychnine ...),
also monitored the individual tolerance. The pharmacovigilance is, however,
a recent science, unlike the medicine. The pharmacovigilance began in the
USA in later 1938 after President Franklin Roosevelt signing the ‘‘Federal
Food, Drug and Cosmetics Act’’. This law foresees the necessity and the
obligation for pharmaceutical companies to report to the FDA concerning the
safety of all medicinal drugs. (Caron, Rochoy, Gaboriau, & Gautier, 2016).
European countries like France start their pharmacovigilance in earlier 1950.
The pharmacovigilance was subsequently widely implemented in all high-
income countries and only recently developing countries (Sommet, Bagheri,
& Montastruc, 2007).

The main event leading to the adoption and implementation of the
pharmacovigilance as known nowadays are among others:

1. In 1937 the sulphanilamide elixir causing 105 deaths as a result of
poisoning due to a lack of formulation enabled the improvement of
pharmaceutical regulation. (Akst, 2013; FDA, n.d.)

2. In 1961 thalidomide causing phocomelia in infants whose mothers
took the drug. This event allowed WHO to create an international drug
surveillance program (the birth of the first national pharmacovigilance
systems).

3. In 1969, subacute retrobulbar optic neuritis with clioquinol in Asia
revealed an ethnic susceptibility to drugs and their adverse effects.

The Program for International Drug Monitoring (PIDM), which, in 1960,
was consisted of ten (10) developed countries and expanded over the years,
was launched in 1992 in Africa. Morocco and South Africa have joined the
PIDM as the first two African countries. In 2006 the majority of African
countries joined the PIDM. In 2015, 35 of 54 African countries are already
members of the PIDM (Ampadu et al., 2016). Among the African countries
joined the PIDM, 24 countries have the status of full members and 9 are
associate members in 2010. The Republic of Benin is till 2010 an associate
member(Isah, Pal, Olsson, Dodoo, & Bencheikh, 2012) and becomes a full
member from 2011 PIDM (Ampadu et al., 2016).
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Adverse Drug Reactions Reporting in
Developing Countries: State-of-the-Art

The tragedies mentioned above and other disasters, for example, oral
contraception (1970), Practolol (1975), AINS (1980) have shown the
extreme importance of monitoring adverse drug reaction and thus the need
for implementing monitoring and reporting systems.

The main concern of pharmacovigilance remains to collect unknown
adverse drug reactions and report them to WHO.

The pharmacovigilance in Africa is still considered to be low due to their
low reporting quota into the UMC database (Isah et al., 2012). By 2015 the
rate of reporting sent by African countries represents 0.88% of the total
reporting received (Ampadu et al., 2016).

... While the total number of adverse event reports has increased steadily over
the past several decades, reporting of adverse drug reactions and suspected
adverse drug reactions have always been low...(Dal Pan, 2014)

... Although the number of ICSRs from Africa has increased substantially,
ICSRs from Africa still make up < 1% of the global total in VigiBase...
(Ampadu et al., 2016).

Many studies carried out in the developing world, particularly in African
developing countries reveal the poor ADRr from these countries and the
challenges facing the events or signals collection regarding certain affections.
For example, pharmacovigilance of antimalaria treatment is facing several
challenges in collecting the adverse drugs signals. In (Talisuna, Staedke,
& D’Alessandro, 2006) the authors describe a set of challenges facing the
pharmacovigilance of antimalaria treatment. The described challenges, such
as difficulty to distinguish adverse drug events from malaria symptoms,
could lead to poor ADRr in the endemic countries. Andrea Kuemmerle et
al. found out that only 51 out of 21,312 submitted number of individual case
safety reports (ICSRs) of antimalarials come from sub-Saharan countries
(Kuemmerle et al., 2011).

In 2009 Ezeoke, Ogochukwu M. et al. conducted in Nigeria and Benin
a study (Ezeoke, Ezeoke, & Chukwujindu, 2016) on the evolution of the
pharmacovigilance in western Africa and point out the causes of the poor
ADR in these countries. They found out that the healthcare professionals who
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fill the “Yellow Card” (Figure 1), intended to be used to collect ADR, found
the yellow card to be too complex to complete. Furthermore, few physicians
had been trained to complete the ADR reporting procedure. Some physicians
assert that reporting is not part of their professional duties. In 2013, a survey
(Hardeep, Bajaj, & Kumar, 2013)conducted in India also reveals that the
physicians are undertrained regarding the ADR reporting. The healthcare
personnel find the reporting process tedious and lack time to perform the
reporting. The survey concludes as follow:

. There is a need for a regular training and the re-enforcement for the ADR
reporting among the healthcare personnel. The perception of the reporting
process is tedious, the lack of time, a poor knowledge of the reporting
mechanism and inadequate expertise seemed to be the main reasons for not
reporting the ADRs.

Figure 1. Sample of the yellow card (Nigeria)
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In 2014, a study (Allabi & Nwokike, 2014) has assessed the
pharmacovigilance system in the Republic of Benin and thus pointed out
significantresults. This study is the first and complete ever conducted to assess
the pharmacovigilance system in Benin. One of the significant results is that

. no Physicians or pharmacists (0.0%) had ever reported ADRs to
pharmacovigilance service...

The lack of the yellow card is the principal point why no reporting has
never been submitted. Further, the healthcare personnel and pharmacists are
not aware of the existence of the pharmacovigilance system and additionally
lack of knowledge on how to find the reporting form. The study in 2014
paints an exhaustive and comprehensive picture of the pharmacovigilance
system in Benin This study

The main objective of this present study is to investigate the limitations of
the ADRrand figure outhow to improve the process to increase the ADRrrate.
As many studies reveal the use of the yellow card is tedious for the healthcare
personnel. The lack of time to perform the reporting is also a challenge to
overcome. A computerized system could help to ease the reporting procedure.
In (Allabi & Nwokike, 2014) the results of the questionnaire are summarized
in a table (Table 1). We can notice that more 96% of interviewed physicians
have been once reported by patients on ADR. However, the physicians do
not forward the report to the national pharmacovigilance center because of
the lack of the yellow card at their office. Therefore, a simplified reporting
system supported by the mobile distributed application can be provided to the
population so that people can report by themselves the ADR. Additionally,
a training module on pharmacovigilance would also be provided so that the
users get trained on how to report the ADR.

RESEARCH METHODS AND MATERIALS
Materials and Samples Selection
Literature Sampling

The Republic of Benin represents the study subject of this case study. We
select a set of 35 materials (published papers) from different publication
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libraries: PubMed, Scopus, Google-scholar using the snowball process as
defined in Chapter 4/STUDY METHODS AND DATA. 15 papers deal with
the pharmacovigilance in Africa, 10 papers handle the state-of-the-art, the
history and the reporting of pharmacovigilance in low- and middle-income
countries. The other 10 papers deal with the pharmacovigilance in high-income
countries, compare the pharmacovigilance procedure in the high-income
countries with that is running in low- and middle-income countries. The
challenges facing the pharmacovigilance of antimalaria treatment and other
affections are also described in the selected papers. Among the selected papers,

e 2 papers deal with the pharmacovigilance procedure in Benin, 2 papers
for Nigeria, 1 for Ivory Coast (Abidjan)

e 2 papers present implemented spontaneous reporting systems for
example “A computerized system for signal detection in spontaneous
reporting system of Shanghai China”

Testing: Cohort Sampling

We qualitatively and quantitatively collected in 2016 (for 6 months — March
to September) data related the pharmacovigilance procedure in the Republic
of Benin, we have interviewed physicians and patients (Table 1).

We built in afterward a cohort for test purpose. The main objective of the
test is to investigate whether the proposed system and infrastructure would
contribute to overcoming the challenges facing the ADRr in Benin. The
results of this test can be generalized to other sub-Saharan African countries.

Table 1. Participants structure

Hospitals/Clinics-Level # Number Participants Category Number of Participants
General Physician 13
Pediatric 2
University Hospital 1
Emergency care 5
In-Patient 10
General Physician 3
Private Clinics 1
In-Patient 2
General Physician 5
Medical practice 1
In-Patient 4
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e  Qualitative Research Approach: To collect qualitative data we use the
qualitative research approach and accordingly sample the cohort (Table
2/Table 3) consisting of diverse categories of persons: (i) Healthcare
professionals (HCP), (i) Pharmacists, (iii) the population/patients. In
this dummy test, we like to know if the involved pharmacists and HCP
find the necessary time to complete the reporting, and how they find the
procedure since they complain that it is complex to complete yellow-
card, however. We identified patients following a medical treatment.
The goal of the test involving the patient is to know: (1) if the patients
could make difference between diseases symptoms and adverse drugs
reaction, (ii) if are they able to correctly complete the forms, and (iii)
what is the quality of the information they provide. The patients are
divided into three categories: (i) illiterates, (i1) semi-illiterates, and (ii1)
high educated.

¢ Quantitative Research Approach: In this study, we like to know how
many people are interested in using the system to report ADR. For
this purpose, we inform the healthcare professionals and pharmacists
association about the online variant and advertise in the different social
network such as Facebook, LinkedIn, in some schools and universities
so that many persons get informed on the system. We also use the
snowball approach to reach many people.

Table 2. Structure of the care professional’s cohort

Are Trained on Pharmacovigilance (%)
Category Number
Yes No
Pharmacists 12 16,67% 83,33%
Health care Personnel 28 32,14% 67,86%
Table 3. Structure of the patient cohort
Are Trained on Pharmacovigilance (%)
Category Number Diseases
Yes No
Tlliterates 9 0% 100% Malaria
Injuries
Malaria
Semi-illiterates 4 0% 100% Heart diseases
Lung diseases
High-educated 3 0% 100% Severe malaria
Gastro-enteric
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Data Collection
Assessment and Interview on Pharmacovigilance in Benin

We used a semi-structured questionnaire to get insight into the ADRr process
in the country (Benin) and investigate the knowledge of the healthcare
personnel. The main reason for using the semi-structured interview in this
case study is that a semi-structured questionnaire is that to the set questions
we used we expect that the qualitative responses from participants, which
may vary despite that everyone gets asked the same questions.

The qualitative data analysis conducted the authors in (Allabi & Nwokike,
2014), pointed out the causes of the poor ADRr in the country. The causes
are according to the results of the study are that the yellow card is neither
available at the hospital nor at the pharmacies. Furthermore, most of the
healthcare personnel are not aware of the existence of the pharmacovigilance
center in the country. The training on pharmacovigilance reporting remains
a challenge facing the system.

We, therefore, use the finding from the 2014 study together with the data
we collected in 2016 to design and implement a prototype of the proposed
system.

Resulting Application for Reporting Improvement

NetBeans was used as IDE and Java 1.7 was the programming language we
used to implement the reporting system. MySQL was used to implement
the database management system. The application system consists of web
interfaces (running on any web-browser) and a desktop client which can
communicate with the server-side application over a Remote Method Invocation
(RMI). Itis also possible to use web services to access to the remote functions.
This implemented system considers the results of the data analysis, thus the
challenges facing the ADRr in Benin.

A training unit is provided to enable the users (healthcare professionals,
pharmacists, population) toreceive a training on pharmacovigilance reporting
procedure and to spontaneous report any ADR. We provided a mobile version
of the application which can run on the mobile phone. Smartphones are more
used in Benin. More than 95% of the population has a mobile phone, but
only a few people own a computer (Edoh, 2010). Each citizen, healthcare
personnel have 4 possibilities to access to system and report an ADR (Figure
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Figure 2. Data acquisition and reporting generating

VigiBase

Departmental Level

A"

Report ADRs

User completes the Yellow-card by self

Generated Yellow-card

Communal Level

2): (1) use a browser to connect to the system anytime, anywhere, (ii) use the
desktop variant, (iii) use the SMS to report the ADR, (iv) use the telephony
to connect to the system and report the ADR. The reported ADRs are either
directly forwarded and automatically insert into the VigiBase at the DPM or
would manually be added to reporting Database.

Figure 3 illustrates the flowchart of the proposed system. Data are collected
and processed following a defined workflow: (1) the user completes the
reporting form. (2) The acquired data are pre-processed where the inputs
are verified against the yellow card to figure out any missing information.
(3) If the data pass the step 2, then the generic name of the medicine will be
verified. If the name used is not valid so the system refers to the generic name
database (gnDB) to retrieve the valid name and complete the intern form.
Otherwise, the report is sent to the closest health center, where the report
would be manually re-processed. (4) At this stage, an electronic yellow card is
generated and automatically sent to the DPM to be inserted into the VigiBase.
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Figure 3. The flowchart of the proposed reporting system
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Collected Data Using the Proposed System

The proposed system enables to collect important data. The collected data
through the test allow us to find out the limitations of the proposed system
and the feasibility and the flexibility of the system. The following data are
collected and processed:

e Drug information (name and generic name, does the system always
detect and correct invalid generic name?)

Are the ADRs (to what extent are the ADRr correct?)
Locality/residence of the respondents (rural or urban)
Professional status (Worker, HCP, pharmacist, farmers, jobless)
Education Level

Level of difficulty in completing the forms

Consuming time

User observations

Usability and operability

Impact of the training unit on the quality of the ADRrs
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Study Limitations

We conducted a literature research at the first step to identify the open
questions and to verify if the study main question is still up to date or already
solved. The question was to know why the healthcare professionals in Benin
are not aware of the pharmacovigilance system available in the country and
how can this get situation get improved so that each healthcare professional
will be aware of the system, get trained, and easily get access to the system
and spontaneous report ADR.

We find many studies on the topics, however, only one study (Allabi &
Nwokike, 2014) has completely assessed the pharmacovigilance system in
Benin and presented the finding in detail. Another study (Ezeoke et al., 2016)
in 2016 has presented a brief outline on topic.

We found no study that is dealing with how to increase the access to the
pharmacovigilance system and prevent from tedious reporting. We, therefore,
conducted a survey to get our research questions answered.

DATA ANALYSIS
Quantitative Data Analysis

We define a set of research hypotheses, which we verify within this analysis
approach. The hypotheses are:

H1: Adults (40 to 59 Years old) would adhere more to the system than young
people

H2: High educated people would be more interested in the system than
illiterates

H3: Women would use the system more than men

H4: Young doctors and pharmacists would use the system more than elder
peers

HS: The education level and the training on pharmacovigilance would impact
the quality of the ADRr
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Qualitative Data Analysis

We use Microsoft Excel to analyze the data collected through the test. We
follow the 4 steps of the qualitative data analysis approach in:

Organizing the data

Identifying the framework

Sorting the data into the framework, and
Using the framework for descriptive analysis

The main objective of this analysis is to detect why and how many persons
have difficulty in completing the forms. Further, we like to know who (education
level, professional status) mostly face difficulty, and what was the impact
of the training on the quality of the ADRr. Therefore, we group the ADRr
in two (02): No-Health Care Workforce and Health Care Workforce. The
first consists of patient, common citizen, while the one consists of doctors,
pharmacists, nurses, etc.

Both groups are in turn divided into sub-groups with respect to the
education level for the first group and in a category such as a nurse, a doctor
for the second group.

RESULTS
Recommendations

The interviews results reveal that there is a need to improve the effectiveness
and safety of drugs use, to have a better knowledge of the adverse drugs in
certain situations and to warn health personnel of any risk for health.

The few literature (Allabi & Nwokike, 2014; Choi, Jude Nwokike,
& Lee, 2011; Ezeoke et al., 2016) available, which has dealt with the
pharmacovigilance in Benin has shown that:

e A pharmacovigilance (PV) center with a clear mandate, structure,
roles, and responsibilities exists in Benin
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No National PV guideline exists
No National safety advisory committee exists
No Mechanism for coordinating PV activities across all stakeholders
exists
e Database exists, containing partial sources of information for
Coordination and collation of PV data from all sources in the country
Few Spontaneous reporting on ADRs
No Spontaneous reporting on product quality
No Spontaneous reporting on medication error
No Spontaneous reporting on treatment failure
No existing medicines safety newsletters or bulletins published
No Mitigation plan for high-risk medicines in place
No locally relevant safety issues identified and acted on from outside
sources
No public education activities on ADRs and medicine safety
No safety alerts distributed
No regulatory actions were taken

We, therefore, propose to create a local pharmacovigilance center at each
health center (about 500 at communal and rural level and 12 at departmental
level), which will communicate with the departmental pharmacovigilance
centers or directly with national pharmacovigilance center, which in turn will
ultimately be linked to the national pharmacovigilance center, Direction des
Pharmacies et Médicaments (DPM). Figure 4 Illustrates the structure of the
proposed pharmacovigilance.

This recommendation can be generalized to other sub-Saharan African
countries since their structures and infrastructures, as well as the challenges
facing, are similar.

Additionally, we propose to grant to the population access to the yellow
card in a light way so that the citizens can report online any ADR to the local
pharmacovigilance center.

An electronic yellow card available anytime anywhere would ease the
reporting and thus overcome the time issues the physician have reported to
be facing.
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Figure 4. Proposed structure of the pharmacovigilance
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Test Results

Impact of Education level

The goal was to investigate the impacts of the education level (education
level, professional status) and training on the quality of the ADRr

Table 4 summarizes the behavior of healthcare professionals toward our
system and its usability. Figure 5 illustrates the results. It indicates that nurses
lack time to report ADR. This is since they are assigned to many tasks. Our
interview reveals that they also less confident in reporting the ADR then they
have no training on pharmacovigilance. Thus, it matters to train all healthcare
professionals on pharmacovigilance, so that they get confident to report ADRs.

To get better insight, we analyze the collected data in the light of the age
range of the participants. Table 5 indicates that elder participants show more
resistance towards the system. We interview them and find out that most of
the elder have few ICT-knowledge and have more difficulty to use electronic
systems. The young participants were more comfortable using the system.
Figure 6 compares the results obtained in each age-group with each other.

Table 6 presents the results obtained from patient group. Illiterate produce
worst reporting. This result shows that the system needs to be extended with
functionalities, which may help illiterates to easily access the system, that
means the reporting should be in the local tongue so that this group of patients
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Table 4. Overall results of the test (group: healthcare workforce)

Challenges
Category Number Lack Time LB DL e i Tram.et'i on
Complex Pharmacovigilance
Yes No Yes No Yes No
Pharmacists 12 2 10 1 11 3 9
Medical doctors 19 5 14 6 13 1 18
Nurses 9 9 0 8 1 0 9
Figure 5. Overall test’s results on usage of electronic ADRr
b
High Level
Departmental Level

(Hospital/Clinics)

Low Level

/

Communal Level
(Health centres)

ﬂ\

Table 5. Results regarding the age ranges
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Find the Form Complex Are Trained on Pharmacovigilance
Category Age Ranges
Yes No Yes No

1 0 1 2 > 50
Pharmacists

0 1 2 7 <49

6 1 1 0 > 50
Medical doctors

0 12 0 18 <49

6 0 0 5 >50
Nurses

2 1 0 4 <49
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can understand the questions and correct answer. The system should able to
translate the questions. These results further indicate that the education level
is an important factor that strongly impacts the quality of the ADR reporting.
The training on pharmacovigilance also impacts the quality, but its impact
is minor towards the age factor. Figure 7 compared the results produced by
each group of patients with each other.

Difficulty in Completing the Forms

One of the objectives of the study and relating tests was to find out why and
how many persons have difficulty in completing the forms.

We compare the difficulty of completing our simplified reporting form
with that of completing the actual paper-based form. The test reveals that the
paper-based form lacks an explanation of each point, which can be completed
only if the user was trained on the pharmacovigilance. Our proposed system
provides the user during the completing phase necessary information so that
he can complete without getting trained.

The training on pharmacovigilance, therefore, reduces the difficulty of
completing.

Figure 6. Test’s results per age ranges

USAGE OF ELECTRONIC ADR REPORTING
COMPLEXITY AND TIME CONSUMPTION

M Pharmacists ® Medical doctors ® Nurses
(o]
-
~ fae]
o N
o ) o)
- o -
. ©
o
- - =
I ° | ] m°
YES NO YES NO YES NO

LACK TIME FIND THE FORM COMPLEX ARE TRAINED ON
PHARMACOVIGILANCE

CHALLENGES
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Table 6. Results of the test (group: patient)

Quality of Collected Is It Difficult to N D
Inf i % C lete the F 2 (% Between ADR and
Category Number nformation (%) omplete the Form? (%) S
Good Bad Yes No Yes No
Illiterates 9 0% 100% 100% 0% 0% 100%
islfi‘t‘:r;‘tes 4 25% 75% 75% 25% 50% 50%
fheh 3 100% 0% 0% 100% 75% 25%

Figure 7. Quality of reported data by patient

USAGE OF ELECTRONICADR REPORTING
PER AGE RANGES

M Pharmacists ® Medical doctors Nurses

&
—
o~
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~
o
wn
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o oo opg®° [ m EE° Ioo Io
250 <49 250 <49 250 <49 250 <49
PER AGE RANGES PER AGE RANGES PER AGE RANGES PER AGE RANGES
YES NO YES NO
FIND THE FORM COMPLEX ARE TRAINED ON PHARMACOVIGILANCE

This study presents a matter factor in improving the healthcare in developing
countries. An improved pharmacovigilance system can save a life. Involving
patients in this process can increase their empowerment and awareness of the
ADR and thus educate them. Health literacy is today an important research
field. Several research works have been conducted on the topic.
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ADR is a worldwide phenomenon. This study demonstrates the need to
involve the world population in the reporting operation, train the population
on this topic.

As it is shown in (Edoh, 2010) counterfeit drugs, illegal drug testing are
challenges facing most public health care systems in the developing countries.
It is worth to notice that these drugs are mostly not labeled; thus, the adverse
effects are unknown. The population is not educated to report such adverse,
Additionally, the concerned people are mostly illiterate.

This chapter has discussed what the pharmacovigilance is and the challenges
the global health care system are facing. The origin of the topic is presented.
This study has shown that the public health care systems in the low- and
middle as well as high-income are facing the pharmacovigilance and ADR
issues at different levels, Therefore, the presents adequate solution approaches
to meet the different challenges.

Recommendations are made with focus on the developing countries, then
this chapter has dealt with a case study in order to point the pharmacovigilance
issues facing the global health care.
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Chapter 5

Novel Approach to Anticipate
Emerging Infectious Diseases
Spreading and Epidemics

ABSTRACT

In recent years, especially in 2014, Africa, as well as the whole world, has
faced an Ebola epidemic. The facts have demonstrated the weakness of the
global crisis management and limitation of existing diseases prediction,
prevention, monitoring, and surveillance systems and policies. From 2015
until today, many studies have been carried out and systems have been
implemented to improve the global infectious diseases monitoring. Most
proposed monitoring systems consist of using wearable sensors for the
remote sensing vital parameter in an individual. These monitoring systems
are, however, limited. This chapter proposes a novel infection monitoring
and prevention system using a hybrid crowdsensing paradigm to overcome
the limitation of existing systems. The proposed system uses large-distance
optical sensors (e.g., fiber Bragg grating sensors) for sensing bio-signals
in individuals within (ad-hoc) crowds to anticipate any risks of emerging
infectious diseases spreading or epidemics.
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INTRODUCTION

Infectious diseases can quickly spread to a crowd at a market or supermarket,
festivities, dancing clubs, schools, universities, etc. Therefore, it matters to
monitor any (ad-hoc) crowds, especially in regions and eventual in season at
high-risk for infectious diseases.

The tendency today in diseases surveillance consists of collecting
epidemiological data on emerging infectious diseases through social media,
wearable sensors systems, or mobile applications and carrying out the analysis
by examining the collected epidemiological data. Screening for diseases is
one of the oldest traditional diseases surveillance methods. It consists of
asking and medically examine a patient or an asymptomatic individual in
order to early detectdiseases. This method presents certain limitations in early
detecting the pathology. In much of cases, diseases are quite late detected
and can only be treated than prevented, people do not adhere enough to the
screening programs. Additionally, the results of screening for diseases can
be wrong or biased.

In the age of information and communication technology, many social
web-platforms are used to collect epidemiological data to predict and prevent
(infectious emerging) diseases and health conditions. For example, Foodborne
Chicago' and Flu Near You? are social media application used to collect
diseases and health conditionrelated data (Christaki, 2015). Though, collecting
data through social media applications is limited in its “participatory” and/
or voluntary aspect. Furthermore, they present a geographical surveillance
gap due to limitations in communication infrastructures in low- and middle-
income countries. To overcome this limitation, mobile phone application is
using to collect epidemiological data on infectious diseases, since the mobile
phone is widely distributed in these areas (Christaki, 2015). In (Brownstein,
Freifeld, Reis, & Mandl, 2008) have discussed the limitations of the internet
based diseases surveillance using the example of the Health Map system. The
authors summarize the limitations of the HealthMap as follow:

... While Internet-based online media sources are becoming a critical tool for
global infectious disease surveillance, important challenges still need to be
addressed. Since regions withthe least advanced communication infrastructure
also tend to carry the greatest infectious disease burden and risk, system
development must be aimed at closing the gaps in these critical areas...
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Influenza is endemic in Europe. Several Influenza monitoring and
surveillance systems exist at national level. The authors in (Paolotti et al.,
2014) have discussed the limitations of existing Influenza monitoring and
surveillance systems and propose an innovative web 2.0 based monitoring
system that is an improvement compared to the existing system. However,
the authors conclude that “Internet surveillance of healthcare usage can be
usedto complement traditional surveillance”. This conclusion reveals another
limitation of internet-based diseases surveillance.

In (Steinhubl, Marriott, & Wegerich, 2015), the authors present a system
consisted of wearable sensors to remote sensing vital parameter in the patient.
The system can detect any change in patient’s status quickly than conventional
monitoring. The tests conducted are conclusive. However, this system can
only monitor a unique individual, thus, it is limited in monitoring a crowd.

The few, but representative, Internet-based monitoring systems presented
above have demonstrated the limitations of such systems, which are not
applicable everywhere. Most of them are more focused on diseases monitoring
than surveillance. Monitoring is when an individual is suffering from an
affection and healthcare professionals are sensing changes occurring in his
medical status. Diseases surveillance is when a population at given areas are
screening to detect any abnormal indices pointing to any infection.

Collecting epidemiological data through internet based, social media,
or wearable sensors applications requires that the user should have access
to the internet, be literate (can read and write) and is willing to provide the
requested information. Further, it possible that the provided information
can be biased or fanciful. To our best knowledge, there exists no study that
analyzes the accuracy and scientific soundness of data containing in such
diseases surveillance and monitoring systems.

Preventing risks of emerging infectious diseases spreading and epidemics,
pervasive screening asymptomatic individuals for diseases, and remote diseases
monitoring, in regions at high-risk present more than ever challenges. The
case of Ebola epidemics in Africa in recent years has, however, demonstrated
the limitation of existing diseases surveillance systems. These surveillance
systems are mostly enabled to visualize extracted data (events or stories) in
form of map (Haddawy et al., 2015), for the HealthMap system (Brownstein
et al., 2008).

Crowdsensing offers interesting opportunities in providing real-time and
detailed information for example in a crisis situation (Haddawy et al., 2015).
The authors in (Haddawy et al., 2015) have presented approaches used to
bring people to actively report diseases. These Approaches are, under other,
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analysis of search queries, web-blogging activities, and web-platforms.
Compared with the internet-based approach described above, the crowdsensing
approaches presented in (Haddawy et al., 2015) are also limited, then they
request the user to actively participate in the data collection. So, if the users
do not trust the system, they would not provide their data. In (Gong, Fang, &
Guo, 2016), the authors propose to guarantee their data privacy so the users
are motivated to trust their data to the system.

Using a hybrid crowdsensing (opportunistic and participatory) system to
autonomously collect early diseases related data can help to overcome the
limitations presented above. Sensors can collect accurate data without human
involvement. The data accuracy depends then on the quality of the sensors:
(i) accuracy and (ii) sensibility.

To overcome the limitations, we propose an innovative crowd-sensing
framework for the Internet of Health Things (IoHT) for diseases surveillance.
The proposed IoHT system features a Hybrid Crowdsensing functionality
that consists, on one hand, of using sensor for long-range (up to 50 km) and
biomedical measurements to collect medical data such as temperature and
detect signs of infectious disease such as fever (for ex. in case of Ebola); on
other hand of using participant’s smart devices to identify and isolate the
sick person.

The main intention is to provide a balloon with long-range sensors
and IR-cameras for monitoring and measuring: (i) Blood temperature, (ii)
Continuous Respiratory air temperature, and (iii) Humidified oxygen heater
temperature. Unlike traditional temperature sensors, fiber sensors for long-
range can measure biomedical data at long-distance (up to 50 km: Ex. Fiber
Bragg Grating Sensor).

Methods of Epidemiological Data Collection

The trend today in diseases surveillance is consisting of epidemiological data
collection about emerging infectious diseases using social media, wearable
sensors systems, or mobile applications and data analysis.

Screening for diseases is one of the oldest traditional diseases surveillance
methods. It consists of asking and medically examining a patient or an
asymptomatic individual to early detect diseases. This method presents
certain limitations in the case of early detection of pathology. In many cases,
diseases are detected quite late and can only be treated than prevented, as
people do not adhere enough to the screening programs. Additionally, the
results of screening for diseases can be wrong or biased.
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In the age of information and communication technology (ICT), many
social web-platforms are used to collect epidemiological data in order to
predict and prevent (emerging infectious) diseases. For example, Foodborne
Chicago3 and Flu Near You4 are social media application used to collect
diseases and health conditions related data (Christaki, 2015). Collecting data
through social media applications, however, is limited in its “participatory”
and/or voluntary aspect. Furthermore, they present a geographical surveillance
gap due to limitations in communication infrastructures in low- and middle-
income countries. To overcome this limitation, mobile phone application is
using web-based surveillance tools and epidemic intelligence methods to
collect epidemiological data on infectious diseases, since the mobile phone
is widely distributed in these areas (Christaki, 2015). In (Brownstein et al.,
2008), the authors have discussed the limitations of the internet based diseases
surveillance using the example of the Health Map System. The authors
summarized the limitations of the HealthMap as follow:

... While Internet-based online media sources are becoming a critical tool for
global infectious disease surveillance, important challenges still need to be
addressed. Since regions withthe least advanced communication infrastructure
also tend to carry the greatest infectious disease burden and risk, system
development must be aimed at closing the gaps in these critical areas...

Crowdsensing

Crowdsensing presents various advantages in collecting epidemiological data
and can contribute to overcome the limitations described earlier.

An innovative crowd-sensing framework is proposed for the Internet
of Health Things (IoHT) for the diseases monitoring. The proposed IoHT
system features a Hybrid Crowdsensing functionality that consists, on the
one hand, of using non-contact sensors for long-distance (up to 50 km) and
biomedical measurements to collect medical data such as body temperature
and detect signs of infectious disease such as fever (for example in the case
of Ebola); on the other hand of using participant’s smart devices to identify
and isolate the sick person.

The main intention is to provide a balloon with long-range sensors and IR-
cameras for monitoring and measuring: (1) blood temperature, (i1) continuous
respiratory air temperature, and (iii) humidified oxygen heater temperature.

160

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Novel Approach to Anticipate Emerging Infectious Diseases Spreading and Epidemics

Precisely for the unique reason that smartphone embedded sensors are limited
in collecting accurate data, non-contact fiber optic sensors would be used for
the data collection. Unlike traditional temperature sensors, non-contact fiber
sensors for long-distance can measure biomedical data at long-distance (up
to 50 km: Example Fiber Bragg Grating Sensor).

RESEARCH OBJECTIVES

This ongoing research work would focus on ad-hoc outdoor crowd
surveillance inregions and seasons/periods at high-risk of infectious diseases
and autonomously detecting in a crowd ill subjects using a novel hybrid
crowdsensing paradigm.

Overcome the Limitations of Smartphone
Embedded Sensors

The proposed novel hybrid crowdsensing aims to use smartphone extended
with optical fiber sensors for opportunistic crowdsensing thus, overcome the
limitation of embedded sensors.

Close the Geographical Gap

The work would mainly focus on closing geographical surveillance gap due
to limited communication infrastructures in certain areas, such as developing
countries. Data acquisition would be performed by a central unit, a flying
balloon. Care units would then get needed data from the central database
using mobile phones. The mobile phone is widely distributed in developing
countries and mobile communication is relatively good.

Reduce the Human Active Involvement in Data Gathering

This work aims at reducing the participatory part of the data collection
to a minimum. Data manually provided by system user could be biased,
incomplete, are fanciful. So, the implemented system would autonomously
collect all epidemiological data and carry out the analysis. Users are only
actively involved non-epidemiological data collection.
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CONCEPT OF HYBRID CROWDSENSING SYSTEM

This section presents the concept of the proposed novel hybrid crowdsensing
approach and the major limitations that the proposed infrastructure presents
and how to overcome the limitation.

Our concept aims to combine both, participatory and real-time opportunistic
crowdsensing and crowdsourcing data to energy-efficiently and low-cost,
monitor ad-hoc outdoors crowds for early detection of risks of diseases
spread. Traditional opportunistic crowdsensing and crowdsourcing data is
energy-efficient but has poor real-time performance (J. Liu, Shen, & Zhang,
2016). Figure 1 presents the general mobile crowd sensing (MCS) framework,
where participants open call, sense and collect data, aggregate analytics and
send collected and transformed data to the data center. The MCS strategy
consists of participatory, opportunistic and context-aware crowdsensing.
Context-aware data sensing is triggered by pre-defined context (J. Liu et al.,
2016) (Chatzimilioudis, Konstantinidis, Laoudias, & Zeinalipour-yazti, 2012).

We propose a smart health system that collects data, communicates with
other smart devices and people (e.g. emergency teams) to monitor outdoor
(ad-hoc) crowd to prevent diseases spread. The proposed smart health system
will integrate the physical and digital world (IoT/IoHT), where they interact
with each other using object with network connectivity.

Our Smart Health System, an Internet of Health Things, combines two
paradigms: (i) crowdsensing and (i) Internet of Things. IoT is defined as a
paradigm in which computing, and networking are embedded in objects,
(Pena-Lopez et al.) equipped with embedded sensors, which could be used
to collect (crowdsourcing) data.

In the scope of this project, we foresee to use balloons and drones
provided with fiber optic sensors and infrared cameras. The balloons and/
or drones equipped with infrared cameras (IRC) and sensors will permanent
overfly cities and seek for (ad-hoc) crowd in order to collect crowdsourcing
data such as temperature. Our system application would able to detect
outdoor overcrowding (congestion) and thus contextually start collecting
crowdsourcing data, which would be transformed into useful information.
Fiber-optic sensing is an excellent solution to overcome the limitations of
smartphones embedded sensors.(National Instruments, 2016). Furthermore,
a pedestrian detection method in infrared images would be implemented for
automatic crowd detection using the images produced by the IRC that is fixed
on the balloon. A shape-based pedestrian detection method is presented in
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(S. Liu, Luo, & Yang, 2007) and a real-time pedestrian detection system that
works on low-quality infrared videos is implemented in (Nanda & Davis, n.d.).

In the case of detecting a risk of diseases spread within a crowd, the
system will autonomously detect smartphones available in the crowd and will
request them to opportunistically collect crowdsourcing data to isolate the sick
person. Participants would be requested per SMS to actively be involved in the
crowdsourcing data collection. The balloon will communicate the geo-position
of the detected person to a closer drone, which will follow the person in his
displacement. The person’s (smart) phone will then requested to provide in
real-time its geo-position so thatemergency service can easily find the person.
In case no smartphone is available to determine the geo-position, the drone
would monitor the person per video and additionally requested any detected
smartphone near to the detected person to provide the geo-position. Similar
work was implemented in SmartTrace project.(Chatzimilioudis et al., 2012)

Itis required that smartphones would be provided with an application, that
would run in the backend and enable to purposely use the device without the
explicit action of the owner.

CHALLENGES AND SOLUTION APPROACHES

This subsection discusses the limitations of using smartphones embedded
sensors for sensing data and challenges facing participatory crowdsensing.
It further proposes solution approaches to meet the challenges

Smartphone Embedded Sensors

Limitations

Crowdsensing paradigms (participatory and opportunistic) are intended to
help to collect crowdsourced data and forward them to a central unit for
processing. Participants can be requested to collect bio-signals such as body
temperature to detect fever, continuously monitor individual respiration, etc.

Sensing and processing in- and outdoor temperature using a smartphone
or tablet is theoretically an ideal method. Unfortunately, applications running
on a smartphone for sensing temperature do not deliver accurate values since
smartphones are not intended to be used as a thermometer. An accurate
temperature measurement with a smartphone or tablet embedded sensors
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is therefore not possible without extension. These limitations are due to
the electrical sensors smartphones actually feature (Van Hoe et al., 2012).
Electrical sensors have inherent limitations such as transmission loss and
susceptibility to electromagnetic interference (noise) that make their usage
challenging or impractical in many applications. (National Instruments,
2016) An application running on the smartphone can only read temperature
values provided by an integrated sensor. However, the device and/or battery
temperature can bias the measurement.

In (Kos, Tomazic, & Umek, 2016), Kos Anton et al. have evaluated the
accuracy of the smartphone sensors and figure out biases between measurement
from smartphone models. They conclude following:

... that the parameters of measured smart-phone sensors vary considerably
between different smartphone models and some of the parameters also within
the same model...

There are smartwatches that can sense bio-signals such as ECG, PPG,
temperature. These smartdevices can though be used for crowdsensing, where
participants could collect their own data as input for crowdsourcing systems or
the devices could automatically collect the data and perform computations for
opportunistic systems. However, these devices present limitation regarding the
accuracy of the sensitivity or specificity of the sensor (Carpenter & Frontera,
2016). Rahul Majethia et al. have evaluated in (Majethia et al., 2015) the
sensitivity and accuracy of the onboard ambient temperature sensor under
various circumstances and measure its performance against standardized
weather monitoring equipment. They had outlined four (04) key challenges
to get domain specific accuracy in using smartphone sensors. They use
Acru-rite temperature sensor (indicated to be accurate to 0.50 C within its
operating temperature range, i. e. -20°C to 60°C) to evaluate if the sensor
in a smartphone can provide accurate data as delivering by weather-sensing
equipment. The results of their work figure out that temperature measurement
using the smartphone sensors can cause biased data due to several device-
dependent and context-dependent factors.

Therefore, using smartphone sensors for collecting body temperature
presents some limitations, since smartphone sensors are limited in measuring
accurate in- and outdoor temperature as well as body temperature (Kos et
al., 2016).
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To overcome the limitation of sensing with smartphone embedded sensors,
Fraden Corporation invents an instant, the non-contact medical infrared
thermometer for augmenting any smartphone temperature sensing capability.
Accurate temperature measurement is only possible using an external sensor.

Regarding the above mentioned key challenges and limitations of using
smartphone sensors in measuring the body temperature of individuals within
a crowd, a question then arises, how to meet these challenges and collect
accurate medical crowdsourced data to detect emerging infectious diseases?

Fiber Bragg Grating Sensors (FBG) as Solution Approach

FBG sensors are the most used Fiber-optic sensors. They can measure strain
and temperature (see Figure 1) and present the advantage to overcome the
limitations of electrical sensors by using light rather than electricity and
standard optical fiber in place of the copper wire (National Instruments,
2016). FBG signals are not distance-dependent and can precisely be collected
from at least S0km transmission distance.(Soto, Bolognini, Pasquale, &
Thévenaz, 2010).

We propose to use Fiber Bragg Grating sensors for context-aware
crowdsourcing data collection. FBG sensors are suitable for strain measurement
from a large distance too, so this capability would help to exactly determine
the nature of the sensing objects and thus to prevent false alarm within the
system.

Participatory Crowdsensing
Limitations

Nobody would voluntarily accept to deliver his medical data to diseases
monitoring systems if they do not have the guarantee of data privacy (Gong
etal.,2016). However, participants’ devices cannot be used as sensing device
from which data will be collected, since: (i) participants must be enrolled before
starting collecting needed data, though (ad-hoc) crowd participants are not
known in advance, (ii) it will be difficult to find and/or to enroll participants
who would accept to sense own medical data and send it to health monitoring
system. In (Chessa, Corradi, Foschini, & Girolami, 2016) Chessa Stefano et
al point out the biggest challenge of real long-running participatory mobile
crowd sensing in the theme of the capacity to keep existing volunteers involved
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Figure 1. Fiber Bragg Grating technology
Source: http://www.scaime.com/en/335/article/la-technologie-advoptics.html.
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in the sensing communities. A diseases surveillance system that only relies
on participatory crowdsensing paradigm could face challenges described
above. The key challenges are to hire volunteers before the crowd is built,
keep the volunteer’s community as long as the crowd is existing. Beyond this
challenge, can participants use their smartphones to contactless measure the
body temperature of their crowd neighbor? This is only possible if their smart
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devices feature non-contact temperature sensors and are authorized to sense
the medical data or get the neighbor consent to do this, then nobody within
a crowd would accept that another participant measures his temperature,
even contactless. No smartphone is today capable of contactless tracking
body temperature.

Hybrid Crowdsensing as Solution Approach

Monitoring ad-hoc crowd using opportunistic crowd-sensing paradigm
requires that participant’s devices may be used to passively collect and
process crowdsourced data, or (wireless) sensor networks are available
and can collect crowdsourced data. In contrast to participatory sensing,
opportunistic sensing does not require human involvement. An application
may run on a device and collect data. Huadong et al. define, in (Ma, Zhao,
& Yuan, 2015), participatory sensing as conscious and opportunistic sensing
as fully unconscious. Combining both, unconscious and conscious sensing
paradigm, would compensate the limitations of one or other.

System Overview and Components

Our proposed IoHT would be consisted of (i) crowdsensing units using hybrid
crowdsensing paradigms, (ii) video surveillance units [using controllable
drones], (iii) a cloud, and (iv) emergency centers, that coordinates the entire
diseases monitoring.

Figure 2 shows the framework of the proposed data sensing system.

Set of Balloons, Which Permanent Overfly Cities

Balloons are featured with smartphones acting as a gateway, FBG sensors,
IR cameras, During the fly IR camera produces images, which the system
uses to detect crowd, congestion. The FBG sensors then start collecting data
from the detected crowd. The control unit on board of the balloon can request
any smartphone, near the scene and connected to the internet, to sense and
collect data,
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Figure 2. Proposed crowdsensing framework
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(Context-aware data sensing)
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Control and
Management Unit

Generate/process/sense

Using a Smartphone as Gateway

Marko Pesko et al. investigated in (Pesko et al., 2014) how a smartphone
can be used as a gateway, a bridge between sensors network and the remote
server. They prove their concept of connecting Samsung 18910 phone and a
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VESNA sensor node via Bluetooth. G. Aloi et al. also show in (Aloi et al.,
2017) that smartphone can be used to serve as a gateway in an [oT network.
Furthermore, they use this solution approach to overcome the interoperability
issues between different IoT-Devices.

We, therefore, propose to use a smartphone as a gateway to connect our
sensors network with the cloud.

We would choose appropriate architecture to overcome the high energy
consumption issues as the authors have been faced and reported in (Aloi
et al., 2017). The results of the tests and evaluation conducted in (Morén,
Luque, & Casilari, 2014) reveal that the selected Bluetooth profile, the use of
GPS device or the data buffering impact the battery lifetime. The energy and
battery lifetime would be investigated, and solutions would be implemented
to reduce energy consumption and increase battery lifetime.

Cloud-Based Applications and Infrastructures
The cloud will host the necessary applications such as machine learning
application, analytics, prediction, geo-localization, etc., it could be hybrid

or public. OpenSource systems could be used to implement low-cost hybrid
cloud.

Data Center

The data center can be in a public cloud since all collected data are anonym

Ad-Hoc (Mobile) Crowdsensing

An application for the purpose will be implemented and deployed on all
smartphone in the entire country. Participants would start the application
once they are requested per SMS to participate (actively or passively). The
only user who is closer to the scene would be requested. Since each mobile
is connected to the closer relay station, it will easy to identify the appropriate
devices and send to them a request. They would be rewarded for this service-

Emergency Center

This center would decide and coordinate any emergency action. It can send
ambulances, doctors to the crowd scene for medical means.
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Energy Consumption and Supply

We proposed to use photovoltaic and/or solar energy on the balloons as an

energy supplier.
Our intention is to use an external battery to operate the entire system

including the smartphone. Figure 3 shows our concept of energy supply.

Figure 3. Energy supply system
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Architecture Approach

As described above, our concept foresees to use a smartphone as a gateway at
the data hub. Collected raw data would be short-term processed at the edge
(for short-term analytics). This will, therefore, reduce the amount of data to
be sent to the cloud for long-term analytics. We will, therefore, implement an
edge or fog computing. Fog is more scalable, though it presents some weakness
as security issues (IP address spoofing, man-in-the-middle), privacy, trust
and authentication concerns. These points would especially be considered
during the implementation.

Additionally, edge/fog computing, cloud computing has to be considered.
However, cloud computing can support IoT, though soon a huge amount of
device and incredibly latency sensitive transactions are added to the system,
the cloud could fall apart by computing all these collected data. A Fog/edge
computing can help to overcome this issue.

Figure 4. The System functional architecture
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Figure 5. The seven and three layers of the system architecture

Which IoT communication protocols have to be considered? We have
identified two classes of communication between the object within the smart
system (IoHT): (i) near communication and (ii) distant communication.
Protocols such as BLE (Bluetooth Low-energy), NB-IoT (NarrowBand-IoT),
LoRa or Sigfox, ZigBee and other network protocols will be considered.

The proposed architecture refers to the 7 layers high-level loT-architecture
(i) the sensors (layer 1), (ii) fog/edge computing (layer 2), (iii) the cloud (layer
3), (iv) data ingestion (layer 4), (v) data analysis (layer 5), (vi) application
(layer 6), and process (layer 7). A raspberry pi and a smartphone will be
used to implement the layer 2. Protocols like CoAP, MQTT are selected for
communication with the cloud or a web server. The functional architecture
included protocols is represented in Figure 4. Figure 5 illustrates the seven
and three layers architecture of the proposed system.
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PROOF OF CONCEPT
Experimental

The global concept was experimentally verified for two (02) groups of
individuals: (i) ill persons and (ii) healthy individuals. Appropriate architecture
for optimizing data processing and covering energy consumption issues was
also tested. We overfly a test crowd and measure individual temperature and
thus detect any medical anomaly.

We overflew the part of the market where we placed some individuals,
whereas three adults and three youths are suffering from malaria and their
body temperatures were over the normal (normal body temperature is ~
37°C - cf. Table 1). According to NHS-UK (National Health Services), the
normal human body temperature (HBT) is 37°C. NHS states that the HBT
though depends on:

The person

His age

What He has been doing (Activity)

The time of day (ex. people, suffering from malaria, develop high
temperature in the afternoon)

5. Which part of the body you take the temperature from (temperature
taken from the mouth is more accurate than the other parts)

el S

We then sensed the crowd and collect crowdsourced data. We evaluated
the data. The results were conclusive, and the experiment has shown that
our concept is feasible.

Table 1. Human body temperature range

Hypothermia . q
Category Age Range (Low Normal e liGainEngh
Temperature)
Temperature)
Baby Birth to 2 years 36°C 36°C-37°C 37°-38C
Children 3 to 12 years 36°C 36°C-36.77°C 38°C
Adult 13 to 40 years 36.1°C 36.1°C-37.2°C 37.5°C
Elder >40 35°C 35.77°C-36.94°C 37.44°-37.94°C

Source: (Ghosh & Chaudhary, 2016).
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Test Infrastructure

For the test, we used adrone and had overflown a small market. The experiment
was approved by the municipality and the local police responsible because
of the drone, which will fly a public area.

We use acat S60 smartphone as a gateway and as a temperature sensor since
it features FLIR (Forward Looking Infra-Red) technology and can measure
temperature variation. FLIR is a thermal imaging camera, components, and
imaging sensors technology.

Drones Flight Authorization

Discussions we conducted with the aviation authorities reveal that most
African countries lack stipulations and regulations on drone’s flight.

Cohort Sampling

For the test purpose, we build two cohorts consisting of asymptomatic and ill
individuals. We selected only people suffering from malaria-tropica since the
disease cannot be transmitted by contact. Although malaria is an infectious
disease, the transmission is only possible through its vector, the Anopheles.

To assure that the healthy would not be contaminated during the test,
we worked with a clinic and medical laboratory which check the cohort
population and thus eliminate any risk of contagion. Table 2 and Table 3
shows the structure of the testing cohort.

Table 2. Asymptomatic individuals involved in the test

Gender Number of Adults Number of Youth
Female 3 5
Male 3 2

Table 3. Individuals suffering from Malaria

Gender Number of Adults Number of Youth
Female 2 2
Male 1 1
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Based on advice from the medical personnel which assisted the test we
consider the genre aspect. Female temperature faces more variation than man
body temperature. This variation is susceptible to bias the data.

Testing Methods

We build two testing teams which conducted the test without knowing
where the test participants are placed in the market. Each team consists of 5
students: 2 drone-pilots and 3 assistants. The pilots are trained so that they
may efficiently fly the drone within the delimited areas (Figure 6). The
training took 2 days long. Additionally, the team’s members learn how to
use the application. They were provided with a list containing the assigned
tasks and guidelines.

The first team collected the data in area 1 where all women involved in
the test are placed. All involved men are placed in area 2 and team 2 collects
their data.

Arapid prototype of the proposed system was implemented. The server site
application was hosted on a Glassfish 4.0.1 on a laptop. A client application is
used to visualize datareceived from the drone platform. The client application
on the smartphone (Gateway, sensors) communicate directly with the server
application.

Test Process

Table 4 indicates the test time and duration. Each team performed 2 times
the data collection in the area assigned to it. Each test lasted 1 hour included
15 min preparation and 45 min net test time. During 45 min, each team
flew assigned test area and collected data. The team 1 collects the first data
between 11:00 and 12:00 h. The second test phase was 16:30 to 17:30 h.
Team 2 performed its tests according to the timetable. These test periods are
chosen based on the advice from the medical personnel. The reason is that

Table 4. Test time table

Test Duration Test Time
Total Net Team 1 Team 2
60 min 45 min 11:00 — 12:00 13:00 — 14:00
60 min 45 min 16:30 - 17:30 17:45 - 18:45

175

EBSCChost - printed on 2/11/2023 6:07 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Novel Approach to Anticipate Emerging Infectious Diseases Spreading and Epidemics
Figure 6. Illustration of the test-areas

RECORDED KEY BODY TEMPERATURE

mTemperature (Participant) 13:15 - 14:00 mTemperature (Drone) 13:15-14:00

13:15 13:16:01 13:24 13:30:1213:31:00 13:34 13:38:53 13:40:11 13:43 13:50:01 13:50:54 13:52 13:57:21

Successful detected Successful detected Sucessful detected Test fails
High temp. variation Though detected

malaria patient develops high fever in the afternoon from 14:00 h. The data
collected in the morning are intended to be compared with those collected
in the afternoon, so to verify if the system detects any temperature variation.

Between the areas, we define a non-test zone. Any data collected in this
area will not consider. Further, if a team collects in the non-assigned area,
these collections will also be filtered and destroyed. Figure 6 illustrates
the test areas. The brown areas shape the entire marketplace. Fly-zones are
defined for each team. The participants are placed in brown areas. The red
area is a no-fly-zone.

Each participantis provided with amercury-type thermometer and is trained
to measure his body temperature every 9 min. The illiterates are assisted.
These data help to verify the reliability of the data collected with the drone.

Data Gathering
At the beginning and the end of the test, we measure the temperature of the
cohort population, noted the geo-position of the members. We use purposely

conventional methods the measure the parameter. We were advised to use a
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thermometer in the mouth. We use the information containing in Table 6 to

classify the subject regarding their collected data.

At this stage of the project, we only collect body temperature, the geo-
position of each sensing individual. measure the battery state. At end of the
test, we compared the data collected at the beginning, in the test phase, and
at the end of the test with each other. We thus detect the variation between

the measures.

In the test phase, we were focused on finding the placed ill persons. They
were asking to not move from the place (Geo-coordinates) so that we can
determine them according to their geo-position if the system succeeds or fails.
In the future, we plan to identify through their mobile phone GPS coordinates

or the one of their neighbor.

We provide a mapping table in the application, that maps the Geo-position
on participants names, so we can associate the collected data with the right

person. Table 5 illustrates the application’s output at the end of the test.

Table 5. Template of the structure of the collected data

Geo-Position/ .
Coordinates Mapped Name Time Measured Temperature
2017.06.15 16:00:53 TT° C
3551’ 3.107-78 53’ 9.78 Person_x
2017.06.15 16:03:54 TTT° C

Table 6. Human temperature and its impacts on the health

Temperature Effect
44°C Almost death. Sometimes patient is known to survive at up to 46.5°C
43°C Normally death/brain damage/cardiorespiratory collapse
41-42°C Fainting, confusion, very fast heart rate, convulsion, Low/high blood pressure
38-40°C Severe sweating, dehydration, weakness, vomiting, headache, dizziness, fast heart rate, slightly
hungry
37°C Normal temperature
36°C Mild or moderate shivering. Maybe normal temperature
34-35°C Intensive shivering, nu.mbness and bluish/grayness of the skin. Heart irritability. Confusion and
Loss of movement of finger
29-33°C Moderate to severe confusion or complete, slfeepinesg, progressive loss'of shivering or stop,
slow heartbeat, shallow breathing, unresponsive to stimulus and hallucinations
24-28°C Breathing may stop. But mostly death. Sometimes patient is known to survive at 14.2°C

Source: (Ghosh & Chaudhary, 2016).
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Data Analysis

Quantitative and qualitative analyses were undertaken on the number of
target persons (ill persons) found in each test area as well as the quality of
the collected data. The data were extracted from the system application.

The data we collected at the start and end of the test using a conventional
thermometer is used together with the data collected by the testing team to
perform qualitative analysis. The qualitative analysis is carried out using
Microsoft Excel and focuses on two (02) points: (i) the variation between
the data and (i) the number of success and fails. Further, both test results
have been compared with each other to determine the error rate and thus the
quality of the test.

Ethical Consideration

Authorization and written informed participant consent are received from
all major participants and parent of the young participants. We translate in a
local tongue the participant consent for the illiterates. Their literate parents
witness the translation and countersigned the consent. The consent allows the
project to collect and process their epidemiological data and finally publish
only anonymized data. Clinicians, laboratory personnel involved in this test
have provided participant consent too.

An ad-hoc ethics committee at the involved clinics examined the request
to conduct such a test involving patients. The participant consents were
transmitted to the committee together with the request, the authorization
from the municipality, and from the local police department. The committee
has then approved the test.

Test Limitations

The few number of involved participants is one of the limitations of the
proof-of-concept. Furthermore, we could not test the accuracy of optical
fiber sensor. This project is an ongoing project, so the concept including the
use of optical fiber sensors will be tested
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RESULTS

Data Collected

The collected are processed and extracted. We filter the bad data out. Table
7 summarizes the test findings. As we can see, the results in both areas are
similar. In area 1, 83,33% of the participants are sensed while in area 2, 100%
of the participants are sensed.

Table 7. Participants detected through the test

Test Conducted | Test Conducted
by Team 1 by Team 2
Gender Ll Age Participant Result/Comment
Status  [Category 1t nd
nd st
Test 2m Test | 1% Test Test
A Pafl ND D ND ND
A Paf2 D ND ND
A participant in area 1 is
A Paf3 D ND ND sensed by the team 2. This
Y Paf4 D ND ND ND reveals that the overflew a
Healthy part of area 1. This result
Y Paf5 D ND ND is not relevant to the test.
Two other participants
Female Y Paf6 D ND ND | were neither detected
Y Paf7 D ND ND in area 1 nor in area 2.
The drone has collected
Y Paf8 D ND ND no data on both. We
investigate and found
A Paf9 D ND ND ND | out that the drone did
. A Paf10 D ND ND | notoverflow the part the
Ma}arla— participants were standing.
Patient Y Pafl 1 D ND ND
Y Paf12 ND ND D
Malaria- A Paml ND ND D D
Patient Y Pam2 | ND | ND D D
A Pam3 ND ND D D
Male A Pam4 ND ND D D Test succeeded
Healthy A Pam5 ND ND D D
Y Pam6 ND ND D D
Y Pam7 ND ND D D
Legend:

Paf = Participant female
Pam = Participant male
A = Adult
Y = Youth

ND = not sensed

D = Sensed
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Table 8. Recorded data (participant Paml - male adult — malaria-patient)

Times Temperature
Lol 13:15 - 18:00 - 13:15- 18:00 - e
14:00 18:45 14:00 18:45
Before the test 13:00 17:45 36,7 37,9 Research Team
13:16:01 18:01:55 37,9 37
13:30:12 18:12:13 36 35
13:31:00 18:20:07 38 34
13:38:53 18:33:16 37 38
Drone
13:40:11 18:35:10 37,5 36
13:50:01 18:40:01 38 36,9
During the test process 13:50:54 18:43:58 36 38
13:57:21 38
13:15 18:00 36.8 38
13:24 18:09 36.9 38,03
13:34 18:18 37 38,01 Participant
13:43 18:27 36,8 38
13:52 18:36 36,9 38,02
After the test 14:05 18:50 37,01 38,6 Research Team

Table 9. Recorded data (participant Pafl - female adult - malaria-patient)

Times Temperature
ReEid 11:15 - 16:45 - 11:15 - 16:45 - DRI
12:00 17:30 12:00 17:30
Before the test 11:00 16:30 37,0 37,88 Research Team
17:03 36,9
11:20:55 36,80 Drone
11:55:33 17:29:23 37,01 36,01
11;15 16:45 37,00 37,90
During the test process
11:24 16:54 37,01 37,91
11:34 17:03 36,95 38,0 Participant
11:43 17:12 36,90 38,01
11:52 17:21 36,92 37,77
After the test 12:05 17:35 37,02 37,58 Research Team
180
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Table 10. Recorded data (participant Paf2 - female youth - malaria-patient)

Times Temperature
Ll 11:15 - 16:45 - 11:15 - 16:45 - RS
12:00 17:30 12:00 17:30
Before the test 11:00 16:30 36,31 37,02 Research Team
11:23:10 16:52:19 37 37,5
11:28:12 17:14:01 36,06 37,8
11:38:03 17:23:13 37,9 39 Drone
11:50:57 37,1
11:52:00 37,05
During the test process
11515 16:45 36,8 37,72
11:24 16:54 36,5 37,68
11:34 17:03 36,5 37,69 Participant
11:43 17:12 36,3 37.74
11:52 17:21 36,8 37,79
After the test 12:05 17:35 36,7 38 Research Team

Table 11. Recorded data (participant Paf3 - female youth - malaria-patient)

Times Temperature
Resid 11:15 - 16:45 - 11:15 - 16:45 - DRI
12:00 17:30 12:00 17:30
Before the test 11:00 16:30 37,1 37,7 Research Team
11:33:00 16:46:59 36,8 39
11:48:12 17:10:11 35,01 36 Drone
17:29:03 36,93
11:15 16:45 37,8 37,72
During the test process
11:24 16:54 37,5 37,68
11:34 17:03 37,5 37,69 Participant
11:43 17:12 37,3 37.74
11:52 17:21 374 37,79
After the test 12:05 17:35 37,8 38 Research Team

Data analyses in term of Temperature Variation is carried out and
summarized in Table 8, Table 9, Table 10, Table 11. In the healthy groups,
we figure out global temperature variations between + 0.3°C to + 0.8°C,
where the temperature variation recorded with the mercury-type thermometer
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were between 0.1° and 0.25°C the entire day against 0.5°C — 1.2°C for the
thermal camera.

The measurements in the malaria-patient groups were unsatisfactory.
Although the participants were all detected and sensed, the recorded
temperature values were very jumping. Two (02) participants data were
excluded from the analysis due to biased data recorded through mercury-
type thermometer.

Data Analysis

Based on extracted data, data analyses are carried out and findings are
presented in this sub-section. Overall, the system detects and senses the key
participants. The results reveal that smartphone embedded camera records
are not accurate, though the system succeeds in detecting 88% on average.
It worth to note that the drone flew constantly between 9 and 10 m to the
ground. The distance to the object does not impact the value of the sensing
data. We extract data sensed in different areas where the distance to object
was similar, but the difference of body temperature was enormous. High-
performance cameras and sensors are, therefore, mandatory for this system.

Adult Male Participant: 0.00 - 75% Success

Figure 7 presents the temperature variation between the data recorded using
a mercury-type thermometer and those recorded through the drone. The
participant was sensed 8 times. Two times, the test fails. The recorded values
were very low (36° C against the real value:36,9 and 37° C. 1 time the sensed
value (37° C) was approximatively equal to the real value (36,8° C). 5 times,
the recorded values were higher the real values.

Figure 8 presents similar results as the previous test (Figure 7). The test
fails totally. The drone recorded wrong data (high temperature variation).
The variations (37°,38°,34°, ...) in the same person during 1 h demonstrate
that the camera is not accurate and sensible enough to perform these tasks.

Adult Female Participant

e  First Young Female Participant: 50 — 66% success rate
e Second Young Female Participant: 50% success rate

182
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Figure 7. Key body temperature recorded in male participant Paml (11:15to 12:00)

RECORDED KEY BODY TEMPERATURE

W | EMPEraTUre (FarTiCIPanT) 181U - 18:45 W | eMperature (Urone) 1s:uu— 18:45

8
38,0
38,02

8

® ]

18:00  18:01:55  18:09  18:12:13  18:18  18:20:07  18:27  18:33:16 18:35:10  18:36  18:40:01 18:43:58

Test fails. Detected temperature degrees show severe hypothermia and normal temperature. This
person is not detected developing fever, although he is doing

Figure 8. Key body temperature recorded in adult male participant Paml (16:45
to 17:30)

RECORDED KEY BODY TEMPERATURE Severe

Hypothermia
- ipant) 11:15-12:00 L] 11:15-12:00

378

173

11:15 11:24 11:34 11:43 52
V4
Successful detected Strong temp. Test fails
Temp. variation - 0,7° C variation Temp. variation - 2,29° C
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Figure 9. Key body temperature recorded in young female participant Paf2 (11:15
to 12:00)

RECORDED KEY BODY TEMPERATURE

Critical, though wrong = Temperature (Participant) 16:45- 17:30 = Temperature (Drone) 16:45-17:30

Successful detected Test fails Successful detected

OVERALL RESULT

However, the Battery did nothold long. The energy consumption was very high.
The thermal camera did not afford the assigned tasks, collected temperatures
were jumping. We also face network issues. The main objectives were not to
test this smartphone, though to test our concept.

This experiment shows that the system should be more non-invasive to
not disturb the crowd. The drone we used requested the attention of everyone
at the market. They felt observed and disturbed. This is an index that our
sensing unit must be more non-invasive. The balloon is planned to overfly
cities height at 25 — 50 km to the ground.
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Figure 10. Key body temperature recorded in young female participant Paf2 (16:45
to 17:30)

o .
o r

11:15 11:24 11:33:00 11:34 11:43 11:48:12

RECORDED KEY BODY TEMPERATURE

m Temperature (Participant) 11:15-12:00 m Temperature (Drone) 11:15-12:00

35,01

Successful detected Test fails
Temp. variation -0,7 °C

CHALLENGES AND FUTURE WORKS

In general, a person is considered developing a fever if his body temperature
is over 37 °C. Though, each age group has different limits (see Table 1). The
challenges we will tackle is to estimate, based on collected images, the age-
range a sensing person belongs to so that the routine at the edges (sensors)
could correctly pre-analyze the data and set the right alarm. For example, an
adult sensed for 36,9°C would not be considered, though if it is a child the
system would alert the operation center.

A further challenge is the optimization of the energy consumption for a
high energy autonomy during each sensing phase.

The next steps in the project are to experiment the balloon, this requires
collaborating with the aviation authorities to find the exact routes to use so
to avoid any crash with airplanes.
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Figure 11. Key body temperature recorded in young female participant Paf3 (11:15
to 12:00)

RECORDED KEY BODY TEMPERATURE

mTemperature (Participant) 16:45 - 17:30 mTemperature (Drone) 16:45-17:30

16:54 17:03

Successful detected Test fails Successful detected
Temperature wrong Temp. variation - 0,86 °C

16:45 18:48:69

Figure 12. Key body temperature recorded in young female participant Paf3 (16:45
to 17:30)

RECORDED KEY BODY TEMPERATURE

n ature (Participant) 16:45-17:30  m Drone) 16:45-17:30

3
2
16:45 16:46:59 16156 17:03 17:10:1 17:12 17:21 17:29:03
——
Successful detected Test fails Successful detected
Temperature wrong Temp. variation - 0,86 °C
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Big data analysis, memory and data storage optimization, real-time data
processing, and data security, as well as reliability, would be also the focus
of the next work-packages.

CONCLUSION

The test on site using a drone with cat s60 smartphone helps to refine the
concept, to choose the right edge (devices, sensors), and research strategies.

The proposed system has the potential to prevent the spreads of diseases,
monitor diseases epidemic risks. Though, we need to work with health
authorities to implement strategies and policies on how to get people consent
so that people would accept to be sensed.

The energy consumption and smartphone’s batteries lifetime issues need
to be resolved to give more energetical autonomy to the system and thus
enable to keep the balloons for a while on air. The test has shown that the
energy issues can be resolved through implementing an efficient architecture.

Our future work will consist of proving our concept in collecting data
and processing the collected data with the proposed smart health system.
Furthermore, we would use smartphone embedded sensors to collect
crowdsourcing data and compare the quality and accuracy of sensing data from
both systems. Our architecture would be tested, aspects such as scalability,
data security, and privacy.

Several studies have been conducted to recognize congestion situation of
indoor spaces in real-time. Based on the results of these studies, we would
develop a method that combines indoor crowdsensing methods with our
proposed system so that indoor crowd could also be monitored at risks of
diseases spreads.

Finally, we would concentrate our effort on finding a solution to overcome
the energy issues by using smartphones as a gateway.
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Chapter 6

Early Detection Prediction
and Prevention of
Noncommunicable Diseases
in People at High Risks of
Communicable Diseases

ABSTRACT

The traditional screening for disease consists of medically testing individuals
todetect diseases at an early stage. However, a screening or disease diagnosis
is based on a patient-physician interview where patients answer the questions
the physician asks him. It can be a direct (face-to-face) interview or an
indirect communication by using a medium (video conference, phone, online
web application, etc.). The traditional screening for NDCs presents certain
limitations. Convergence of non-infectious and infectious diseases is not
considered. This chapter proposes an innovative system and framework for
pervasive/ubiquitous screening for early detection and prevention of NCDs
in asymptomatic individuals at (tropical) infectious diseases risks. The
proposed screening consists of pervasive sensing for physical, physiological,
biochemical vital parameters, and quality of life by measuring the mental
health, lifestyle, social, and climatic environmental modalities using the
miniaturized wearable internet of things (1oT) systems and m-health application
without activity restriction and behavior modification. It further determines
the genetic/genomic predisposition and uses it for the prediction processing.
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INTRODUCTION

Multimorbidities such as cardiovascular/heart diseases (CVD) associated
with severe malaria; or other (tropical) infectious diseases associated with
diabetics and/or CVD, HIV/Aids associated with tuberculosis, etc. are
frequent in several patients. Some parasitic infections can be associated with
significant morbidity and mortality in regions of high endemicity(Hidron et
al., 2010). The concept of multimorbidity, developed and published in 1976
in Germany at the first time, is an extension of the concept of comorbidity,
which is defined as the interaction between any disease or risk factors with
one main disease with the effect of making it worse. According to World
Health Organization (WHO), multimorbidity is defined as suffering of or
affecting by two or more chronic health conditions (Le Reste et al., 2015).

Recently two cases of tropical infections have been reported causing
cardiovascular diseases. A case of a fatal complication of myocardial
infarction in individuals (patient) with delayed diagnosis of Plasmodium
falciparum infection is reported in (Chandra & Chandra, 2011). Another
case of a complication of acute coronary after an experimental test/case of
Plasmodium falciparum infection is reported in (Nieman et al., 2009). The
coronary syndrome was diagnosed after the successful treatment of the malaria
infection. Considering these two reported cases above, aconvergence of tropical
infectious diseases such as malaria and CVD and/or other non-communicable
diseases seems to exist. The convergence presents new challenges and new
opportunities to enact responsive changes in policy and research (Remais,
Zeng, Li, Tian, & Engelgau, 2013). The association of the infectious disease
with the non-communicable disease will, therefore, be investigated in the
scope of the present project.

Data Analytics, including machine learning and predictive analytics
and modeling, leads to understand and mitigate the behavioral, genetic and
environmental causes of disease and treatment’s failure. Machine learning
methods are being used for large datasets to set up different patient groups,
healthy, asymptomatic or sick, as well as to perform early symptoms analyses
for early detection of acute NCDs and infection. The data sets could consist
of genetic material and information and/or biophysical and mental conditions
information collected from the patient. The convergence of tropical infectious
diseases, such as malaria, and non-communicable diseases is neither trivial
nor transient; but represents a phase in the epidemiological transition (Remais
et al., 2013), therefore, an improved early detection in asymptomatic or
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infected individuals is therefore highly motivated. Data analytics, including
machine learning and predictive analytics and modeling, in form of predictive
search (automated deduction or augmented reality), should be used, in early
detecting, surveillance, and monitoring of non-communicable diseases risks
factors in individuals/patients with tropical infectious diseases. Linking of
wearable devices with big data analytics to provide feedback and a suggestion
system for behavioral change is today well widespread (H. J. Wilson, 2013),
the present study has used wearable IoT systems in determining causes of
behavioral changes, to determine impacts of the behavioral changes on diseases
treatment and vice-versa and also factors of non-communicable diseases risks.

The research work focuses on the improvement of early detection,
prevention, monitoring, surveillance and treatment of medical conditions,
particularly (tropical) infectious diseases and associated non-communicable
diseases in individuals at high risk of tropical and other infectious diseases,
such as malariaand AIDS/HIV. The study pursues the objectives of improving
the traditional screening for disease using pervasive/ubiquitous sensing and
thus, early detect and prevent multimorbidity, disability, the convergence of
NCDs and CDs, and death. Individuals living and have sojourned in Tropical
(Developing) Countries will be considered for in this study.

This study further focuses on quality of life assessment. Monitoring and
detection of the physical state of a (chronic) patient are well advanced in
comparison to the detection of mental and social state using wearable IoT
systems (Roggen, Arnrich, Troster, & Tr, 2006). Measuring the quality of life
from the mental, social and climatic environmental parameters with wearable
IoT systems is still an open question, which will be investigated because these
modalities also could contribute to the improvement of screening for disease
and consequently improve diseases prediction and early detection.

This chapter is organized as follows. In Section “CONCEPT OF NOVEL
SCREENING APPROACH”, we present the motivation to our proposal,
the main problems to be overcome and how we address. The Section
“GUIDELINES TO IMPROVE THE COMMON SCREENING PROCESS”
presents the guidelines of the proposed best practice of our proposal for
the improvement of the screening. In Section “CONCEPT OF 10T BASED
PERVASIVE/UBIQUITOUS SCREENING FOR NCDS”, we describe the
concept underlying our system. We then describe the evaluation of the
implemented prototype of the system in section “PROOF OF CONCEPT
AND RESULTS”. We finally outline the following-up works in “FURTHER
WORK’ and conclude the study.
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CONCEPT OF NOVEL SCREENING
APPROACH FOR DISEASES

Problem Statement

Limitation of the Traditional Screening for Diseases

The Traditional Screening and Assessment are strongly limited, then a screening
isinitiated by the healthcare services (HCS) and is holding among people who
have not sought medical attention because they do not present any symptoms
of the disease for which they are screened for (Strong, Wald, Miller, & Alwan,
2005). Due to the lack of symptoms and information paucity on one hand and
due to medical fees (this is more relevant for health systems with weak health
insurance systems); most people at risk of contracting or developing certain
diseases do not take part in the screening programs offered. In Developing
countries, most people have poor access to healthcare (see chapter 2) and
thus to screening and assessment programs. Preventing a disease must not
always include screening people at the high-risk factor, but can also propose
or use the available resources for population education about risk factors (e.g.
reduce tobacco consumption to reduce the heart disease risks).

In the globalized world, we are living nowadays, people are moving
around the word and thus are limited to take part in a screening program.
The global healthcare is facing a major challenge concerning the ubiquitous
patient medical dossier. The units of the global care system are not connected
at all. That means a patient traveling to a western country and coming from
a developing country could access his medical data at the host country. If
he takes part in a national screening at the host country maybe he can start
eventual treatment and must bear the medical costs himself. A European in
America or in another European cannot take part in national screening if he
is not a permanent resident, then his health insurance at home would cover
the medical cost. Also, the results of the screening will not store into his
medical dossier at home.

People are easily traveling around the world nowadays and can quick attend
regions, which were still a short time ago not reachable. Certain infectious
diseases are endemic in these regions. Thus, the traveler can be infected and
back home with infection. During a screening for NCDs at home, the infection
carried from aboard would be considered. Only the infection control program
will consider this infection.
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What Are Non-Communicable Diseases (NCDs)?

Non-communicable diseases (NCDs) [Table 1], such as heart disease, stroke,
cancer, chronic respiratory diseases, and diabetes, are the leading cause of
mortality in the world. WHO figures the number of non-communicable
diseases related deaths over 68%, in 2012, against 60%, in 2000. There is a
rapid growth of the damage caused by these diseases. In 2012, 75% of deaths
related to cardiovascular disease affected the low-income countries, particularly
sub-Saharan Africans. These diseases remain an important factor for mortality
worldwide and represent in developed countries 87% of mortalities against
37-57% in countries with low and middle incomes. Low- and middle-income
countries, particularly Africa, bear the heavy burden of non- communicable
diseases, such as cardiovascular, diabetes, etc.

Non-communicable diseases (NCDs) kill 38 million people each year.
Almost three-quarters of NCD deaths - 28 million - occur in low- and
middle-income countries. Sixteen million NCD deaths occur before the age
of 70; 82% of these “premature” deaths occurred in low- and middle-income

Table 1. Common non-communicable diseases

Non-Communicable

. Descriptions
Diseases P

Cancer is a generic theme for a large group of diseases that can affect any part of the body.
Other terms used are malignant tumors and neoplasms. One defining feature of cancer is
Cancer the rapid creation of abnormal cells that grow beyond their usual boundaries, and which
can then invade adjoining parts of the body and spread to other organs. This process is
referred to as metastasis. Metastases are the major cause of death from cancer.

Diabetes is a chronic disease that occurs when the pancreas does not produce enough
insulin, or when the body cannot effectively use the insulin it produces. Hyperglycemia,
or raised blood sugar, is a common effect of uncontrolled diabetes and over time leads to
serious damage to many of the body’s systems, especially the nerves and blood vessels.

Diabetes

Cardiovascular diseases are a group of disorders of the heart and blood vessels and
include:

e coronary heart disease: a disease of the blood vessels supplying the heart muscle;

o cerebrovascular disease: a disease of the blood vessels supplying the brain;

e peripheral arterial disease: a disease of blood vessels supplying the arms and legs;

o rtheumatic heart disease: damage to the heart muscle and heart valves from rheumatic
Cardiovascular fever, caused by streptococcal bacteria;
diseases e congenital heart disease: malformations of heart structure existing at birth;

o deep vein thrombosis and pulmonary embolism: blood clots in the leg veins, which
can dislodge and move to the heart and lungs.
Heart attacks and strokes are usually acute events and are mainly caused by a blockage
that prevents blood from flowing to the heart or brain. The most common reason is a
build-up of fatty deposits on the inner walls of the blood vessels. Strokes can be caused by
bleeding from a blood vessel in the brain or by blood clots

Digestive diseases All diseases that pertain to the gastrointestinal tract are labeled as digestive diseases.

Source: http://www.who.int/.
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countries. Thus, Cardiovascular diseases account for most NCD deaths, or
17.5 million people annually, followed by cancers (8.2 million), respiratory
diseases (4 million), and diabetes (1.5 million) (WHO, 2013). NCDs are the
most frequent causes of death in most countries in the Americas, the Eastern
Mediterranean, Europe, South-East Asia, and the Western Pacific ((WHO),
2010)

Over the past decade, the prevalence of traditional risk factors for
atherosclerotic cardiovascular diseases has been increasing in the major
populous countries of the developing world, including China and India, with
consequent increases in the rates of coronary and cerebrovascular events.
Indeed, by 2020, cardiovascular diseases are predicted to be the major causes
of morbidity and mortality in most developing nations around the world
(Celermajer, Chow, Marijon, Anstey, & Woo, 2012).

Table 2. Lifestyle-related and metabolic risks factors

Related Risks Factors Descriptions

Physical activity consists of body movements produced by skeletal muscles. Physical
Physical inactivity activity requires energy. Physical inactivity is the fourth leading risk factor for global
mortality. Relating mortality is estimated at 3.2 million deaths. [WHO]

Tobacco use is one of risk factors for many chronic diseases such as cancer, lung

Tobacco use . . R
diseases, and cardiovascular diseases. [WHO]

Alcohol misuse means drinking excessively - more than the recommended limits of

Alcohol misuse alcohol consumption. [NHS]

Unhealthy diets are linked to four of the world’s top ten leading risk factors causing
death: high blood pressure, high blood glucose, overweight and obesity and high
cholesterol.

Diets high in sugars, saturated and trans fats, low fiber foods, and high-sugar drinks
contribute to non-communicable diseases (NCDs) and other health problems (Smith
S. etal, 2012).

Unhealthy diets (increased
fat and sodium, with low
fruit and vegetable intake).

Hyperglycemia is the technical theme for high blood glucose Also called blood sugar,
Elevated glucose it happens when the body has too little insulin or when the body can’t use insulin
properly. [American Diabetes Association]

Overweight and obesity are defined as abnormal or excessive fat accumulation that

Overweight and obesity may impair health, [WHO]

Blood pressure is the force of blood pushing against the walls of the arteries as the
heart pumps blood. High blood pressure, sometimes called hypertension, happens
Raised blood pressure when this force is too high. Health care workers check blood pressure readings the
same way for children, teens, and adults. [NIH National Heart, Lung, and Blood
Institute]

Raised cholesterol increases the risks of heart disease and stroke. Globally, a third of
ischemic heart disease is attributable to high cholesterol. Overall, raised cholesterol
is estimated to cause 2.6 million deaths (4.5% of total) and 29.7 million disability-
adjusted life years (DALYSs), or 2.0% of total DALYs. Raised total cholesterol is a
major cause of disease burden in both the developed and developing world as a risk

Raised total cholesterol

factor for Ischemic heart disease and stroke. [WHO]
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Lifestyle and Metabolic Risks Factors for NCDs

According to CDC, the lifestyle risks factors (also called modifiable
risks) causing NCDs are “An aspect of personal behavior or lifestyle, an
environmental exposure, or a hereditary characteristic that is associated
with an increase in the occurrence of a particular disease, injury, or other
health condition.” Metabolic risks factors are biochemical factors involved
inthe body’s normal functioning. Lifestyles can lead to metabolic/physiologic
changes. [Principles of Epidemiology, CDC, 2006/Overview of NCD’s and
Risk Factors]

Table 2 summarizes the metabolic and lifestyle-related diseases risks factors.
Almost three quarters occur in low- and middle-income countries, because
of late diagnosis and poor knowledge of risk factors, such as unhealthy diets,
physical inactivity, exposure to tobacco smoke or the effects of the harmful
use of alcohol (WHO 2015).

Non-Modifiable Risks Factors for NCDs

Non-modifiable risks factors are factors that one cannot control or reduce.
Various diseases are related to these factors. Table 3 summarizes some of
the non-modifiable risks factors.

Infectious Diseases (Communicable
Diseases) as NCD Risk Factor?

Among the (Tropical) Infectious Diseases [Table 4], tuberculosis, HIV,
Trypanosomiasis, both American (Chagas’ disease) and African (sleeping
sickness), and Malaria (Plasmodium falciparum) reportedly are the most
infectious diseases associated with non-communicable diseases such as

Table 3. Non-modifiable diseases risk factors

Related Risks Factors Descriptions
Age Certain NCDs (e. g. CVD) becomes increasingly common to elderly people.

A man is at greater risk of heart disease than a pre-menopausal woman. Once past the
Gender menopause, a woman’s risk is like a man’s. Risk of stroke, however, is similar for men

and women.
Race A family’s history of NCDs (e. g. CVD) indicates a person’s risk. If a first-degree blood
Family history relative has had coronary heart disease or stroke before the age of 55 years (for a male
(genetics). relative) or 65 years (for a female relative), the risk increases.
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cardiovascular disease, diabetes (Le Reste et al., 2015) (Chandra & Chandra,
2011) (Remaisetal.,2013). American (Chagas’ disease) and African (sleeping
sickness) constitute the most relevant parasitic infections involving the heart
and lung affections. A case study (Roggen et al., 2006) conducted in Kenya
has revealed that people living with HIV (PLHIV) may be at high risk of
non-communicable diseases (NCDs).

(Tropical) Infectious Diseases

Tropical diseases are diseases that are prevalent in or unique to tropical and
subtropical regions. The diseases are less prevalent in temperate climates,
due in part to the occurrence of a cold season, which controls the insect
population by forcing hibernation. Insects such as mosquitoes and flies are
by far the most common disease carrier or vector. These insects may carry a
parasite, bacterium or virus that is infectious to humans and animals. Most
oftenthe disease is transmitted by an insect “bite”, which causes transmission
of the infectious agent through subcutaneous blood exchange.

Infectious diseases are diseases that are prevalent not uniquely in tropical
and subtropical regions but in the whole world. Infectious diseases such as
hepatitis, HIV/AIDS, tuberculosis, and other sexually transmissible diseases
are not only endemic in tropical and subtropical regions. They are also
endemic in other regions of the world.

Migration and Infectious Diseases

Due to the growing migration, population displacement, and travel, tropical
diseases are becoming available in non-endemic areas such as Europe. Thus,
Chagas disease, a tropical infectious disease endemic in South America,
Central America, and parts of North America (The Southern United States
and Mexico) become available in Europe since the beginning of 2000. During
the last century, Chagas disease cases were detected in non-endemic countries
in North America (Canada and the United States) and the Western Pacific
Region (mainly Australia and Japan), and only more recently in Europe
(Celermajer et al., 2012)

In Italy, the available epidemiological data about the Chagas disease have

been very limited up to now, although the country is second in Europe only
to Spain in the number of residents from Latin American. Among 867 at-risk

198

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Early Detection Prediction and Prevention of Noncommunicable Diseases

subjects screened between 1998 and 2010, the Center for Tropical Diseases
in Negrar (Verona) and the Infectious and Tropical Diseases Unit, University
of Florence found 4.2 % patients with positive serology for Chagas (Angheben
etal., 2011).

Migration from Latin America to the European Union has increased
exponentially. Spain and Italy are more affected by this kind of migration. In
2008 101 Chagas’ diseases cases were diagnosed among the Latin American’s
migrants. This quote is increasing with the number of migrants coming from
the endemic areas. Although, tropical infectious diseases do not represent a
risk for the European host populations since they are vaccinated against most
of those infectious. Malaria, for example, cannot be transmitted in Europe or
coldregions because the cold seasons control the insect population, the vectors
(diseases carriers) by forcing hibernation. However, Chagas is an exception
and can thus be transmitted in cold region like Europe. Migrant can transmit
the diseases to the host population. Infections such as tuberculosis (TB),
hepatitis, tuberculosis, and sexual diseases (e.g. HIV) can be transmitted to
the host population too (Monge-Maillo et al., 2009) and are not only endemic
in tropical regions.

Developing countries contribute to almost 90% of GBD worldwide. In
comparison to the developed countries, the population in developing countries
lags majorly behind in achieving ideal health situation. Most tropical infectious
diseases are endemic in the developing countries and are one of the important
causes of mortality in these regions of the world. Table 4 shows the certain
infectious diseases and their causative agents.

STUDY MOTIVATION AND PURPOSES

Screening aims to detect specific or certain medical conditions in
asymptomatic individuals at risk of or already latently suffering from certain
medical conditions. These individuals mostly are not aware of their health
state. The process of screening consists of asking or medically testing the
concerned individual to identify diseases at an early stage. Disease diagnosis
at an advanced stage can enable early detection and lead to early medical
intervention to minimize the effect of the disease or avoid developing the
disease. Early disease detection can prevent disability or death (Strong et
al., 2005). Childhood screening programs for conditions such as congenital
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Table 4. (Tropical) infectious diseases

Infectious Diseases

Causative Agent

Descriptions

Plasmodium
Falciparum (Malaria)

Protozoan parasites

Transmitted by female Anopheles mosquitoes, as they are the
blood feeders. The disease is caused by species of the genus
Plasmodium. Malaria infects 300-500 million people each year,
killing more than 1 million.

HIV/Aids

A human
immunodeficiency
Virus

The human immunodeficiency virus (HIV) is a retrovirus that
infects cells of the immune system, destroying or impairing
their function (Definition WHO).

Tuberculosis

A bacterial infection of the lungs or other tissues, which is
highly prevalent in

the world, with mortality over 50% if untreated. It is a
communicable disease, transmitted by aerosol expectorant
from a cough, sneeze, speak, kiss, or spit. Over one-third of the
world’s population has been infected with the TB bacterium.

Neurocysticercosis

Taenia solium

Schistosomiasis

Species of flatworm

Snail fever is a parasitic disease: The most common form of
transmission is by wading

or swimming in lakes, ponds and other bodies of water
containing the snails and the parasite. More than 200 million
people worldwide are infected by schistosomiasis

Onchocerciasis

Onchocerca volvulus,
a parasitic worm.

A river blindness is the world’s second leading infectious cause
of blindness

It is transmitted through the bite of a black fly. The worms
spread throughout the body, and when they die, they cause
intense itching and a strong immune system response that can
destroy nearby tissue, such as the eye. About 18 million people
are currently infected with this parasite.

Approximately 300,000 have been irreversibly blinded by it.

Lymphatic filariasis

Thread-like parasitic
filarial worms called
nematode worms,

A parasitic disease transmitted by mosquitoes. Loa is another
filarial parasite transmitted by the deer fly. 120 million people
are infected worldwide. It is carried by over half the population
in the most severe endemic areas. The most noticeable symptom
is elephantiasis: a thickening of the skin and underlying tissues.

A chronic infectious disease. Leprosy is primarily a
granulomatous disease of the peripheral nerves and mucosa
of the upper respiratory tract; skin lesions are the primary

Leprosy i\é[;f;oebacterlum external symptom. Left untreated, leprosy can be progressive,
: causing permanent damage to the skin, nerves, limbs, and eyes.
Contrary to popular conception, leprosy does not cause body
parts to simply fall off, and it differs from tzaraath.
Leishmaniasis protozoan pa-rasites f)f Tran§missible by the bite of certain
the genus Leishmania, | species of sand fly
African Trypanosoma brucei, o ) -
trypanosomiasis Trypa‘nosoma Sleeping sickness is a parasitic disease.
gambiense

Chagas disease
(American
trypanosomiasis)

Trypanosoma cruzi
(flagellate protozoan)

A parasitic disease, which occurs in the Americas, particularly
in South America.

Source: http://www.news-medical.net/health/What-are-Tropical-Diseases.aspx.
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hypothyroidism and phenylketonuria have proved extremely beneficial for
early detection and intervention (Al-Qabandi, Gorter, & Rosenbaum, 2011)

Pervasive Diseases Screening for Early
Detection of Medical Conditions

The purpose of pervasive screening using information and communication
technology consists of pervasive and ubiquitous sensing bio-signals relating
to a specific medical condition. Information about the concerned medical
condition is automatically collected by using pervasive or ubiquitous devices
(e.g.body sensor). Is ubiquitous something thatis available anywhere, anytime,
whileis pervasive something thatis permeated in the environment” (Varshney
2009, p. 39). However, traditional screening or disease diagnosis is based
on a patient-physician interview where patients answer the questions the
physician ask him. It can be a direct (face-to-face) interview or an indirect
communication by using a medium (video conference, phone, online —web
application -, etc.).

Pervasive diseases monitoring, and diseases surveillance are well spread,
while pervasive screening is scarce. Disease monitoring intends to maintain
the health of a given patient, while the goal of diseases surveillance is to
provide health information about the prevalence of a specific disease or
risk factor in the certain population. Screening consists of early detecting a
medical condition in an asymptomatic individual at high risk of a disease
or who is already affected by the medical condition. However, traditional
screening has inherent limitations, then the patient needs to visit the doctor
or the screening program center. Further, we cannot notice any infections
related cause among the common causes of NCDs. That means infectious
diseases as causes of developing NCDs is not yet recognized or admitted.
This fact motivates the present work.

IoT opens new doors for the healthcare systems to better screening for
NCDs. Pervasive/ubiquitous screening. using IoT enables anyone at anytime
and anywhere to be (early) screened. So, the common cause factors of NCDs,
as well as the impacts of infectious diseases on developing NCDs, could be
continuously screening.

Several studies report that certain infectious diseases are associated with
some non-communicable diseases. The convergence of tropical infectious
diseases, such as malaria, and non-communicable diseases is neither trivial
nor transient; but represents a phase in the epidemiological transition
(Remais et al., 2013).
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The importance of preventing infectious diseases (ID) and non-
communicable diseases (NCDs) is to reduce risk factors. It is indicated that
certain IDs could be associated with certain NCDs, a prevention of these IDs
would increasingly reduce the risk of acute NCDs. Traditional prevention
of NCDs focuses on reducing the risk factor such as tobacco, alcohol use,
and weight. Due to the convergence of IDs and NCDs, prevention of NCDs
has, therefore, to focus on major risks with relevance to IDs in addition to
the traditional risks factors.

Overcome the Limitation of Traditional Screening

The proposed system is majorly aiming at overcoming the limitation of
the traditional screening using modern information and communication
technologies, then, it is today well known that screening’s results can be false,
thus people can wrongly be screened positive or negative and the subsequent
treatment can be hazardous, or the disease would not be prevented.

Increase the Adherence to Screening for
Diseases and Assessment of Diseases

Increasing the adherence to screening for disease among the population means
to make the population aware of the importance of the screening programs.
In developing countries, regarding the poor access to healthcare, increasing
the adherence to screening programs means on one hand to improve access
to healthcare and on other hand launch cost-effective and efficient pervasive/
ubiquitous screening systems into the public health systems and make it
accessible to the population so to increase the adherence to screening for
disease among the population at high risk factors.

ICT becomes a global phenomenon, the technology base for introducing
wearable and ubiquitous computing is already available to most of the
population in both the developing and developed countries. The integration
of wearable IoT technologies to satisfy unique needs of patients from these
medical domains is a necessity of time. Wearable sensors hold the promise
of early detection, diagnosis, and treatment of diseases.
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Improve the Efficiency and Interoperability
of Data Collection

Use novel Internet of Things technology to improve the efficiency and
interoperability of data collection techniques for Emerging standards (e.g.,
IETF 6tisch) for Improving the Efficiency of data Gathering from (Wireless)
Sensors in a Low Power Lossy Network (i.e., the sensor network) and a
De-verticalized Middleware to expose the different data and services with
a unique interface, on top of which vertical m-health applications can be
created consists the technical novelty of the proposed system. We recently
published the results of our work on low power consuming wireless sensors
at MMHealth 2016 (https://www.mmhealth2016.uni-oldenburg.de/https://
www.mmbhealth2016.uni-oldenburg.de/page7/page7.html.)

Today, there are many players in the IoT fields with non-interoperable
solutions which lead to complexity in communicating and interpreting their
data and services. One interesting aspect of the system is to accept those
differences and potential non-interoperability between two different systems
and adapt on the fly (WHO, 2013). Such solutions use intelligent gateways and
middleware. This can be called dynamic interoperability (WHO, 2013) and
should be a continuous important research area with the growing complexity
and heterogeneity of IoT environments. A middleware framework is the core
element to be used for providing baseline sensor functionalities associated with
registering and looking up Internet-connected objects, exchanging messages
between objects, as well as fusing and reasoning data from multiple objects
(WHO, 2013). That adaptation on the fly will be made easier if all actors
agree on at least implementing the same standard to ease integration of their
solutions. In scope of this study we would like to tackle some important
challenges the Internet of Things is facing in relation to data include: (i)
areas of the interoperability standard, (ii) consumption of the bandwidth,
(iii) role of the standard, and (iv) importance of the interoperability (WHO),
2010), since interoperability and standards still pose challenges and questions
for the future of IoT devices. In addition, I would like to investigate on: (1)
how to represent the data and standardize the data specifications, (2) if the
data is correctly collected (trust and validity) and represented, and (3) if the
information can be translated to a standard format (WHO, 2013).
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Impact Analysis of (Tropical) Infectious
Diseases on Non-Communicable Diseases

Impact Analysisis a technique designed to unearth the “unexpected” negative
effects of a change in an organization. The convergence of infectious diseases
and non-communicable disease is poorly investigated. The purpose of this
study is to conduct an Impact analysis in examining in-depth the association
of infectious diseases and NCDs as well as drafting a Diseases Association
table, which will be included in a learning database and used by the proposed
system to predict and prevent diseases. Following impacts should be analyzed.

Predictive Analytics and Modelling, in Form of Predictive
Search (Automated Deduction or Augmented Reality)

Four areas would receive attention: person identification, surveillance/
monitoring, 3D methods, and smart rooms/perceptual user interfaces.

Data Analytics, including machine learning and predictive analytics and
modeling, can help to understand and mitigate the behavioral, genetic and
environmental causes of disease and/or treatment’s failure. Machine learning
algorithms can learn from collected health-related data, use them to build
pattern, and thus, can predict diseases.

We would also implement and test a machine-learning algorithm that
could learn from and make predictions on collected health-related data. A
comparative analysis of following learning algorithms will be conducted
to determine the best suitable learning method for the system. We need an
algorithm that can accurately predict disease in an asymptomatic individual
at high risk.

We would design and implement an innovative technological solution
approach for early detection and diagnosis of NCDs, using the Internet of
Things system (IoTS). This system would be able to collect and process
health-related data. A previous work had introduced a technical solution in
the medical area by using wireless sensors networks, which responsibility
is to acquire and process different signals that one finds in the medical area.
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Genetic and Environmental Impacts Linking to
Convergences of (Tropical) Infectious Diseases
and Non-Communicable Diseases

The impact of the genetic and environmental on disease association in
individuals should be investigated, then genetics and environment can impact
the course of the disease. The genetic predisposition is getting more attention
in diseases prediction. In (Christaki, 2015) the authors have presented the
importance of considering genetic dimensions in predicting an infectious
disease. They further state the advances realized in the genome sequencing
and the new possibility the advancement in the microbiology offers to the
predicting means. They start following:

... The rapid development and declining cost of new molecular techniques have

provided the means for enhanced pathogen discovery. A shift has been taking
placeinmicrobiological surveillance, from diagnostic pathogen identification
in humans and animals to wide screening for pathogens in samples collected
at hotspots for emerging infectious diseases. The advancement of high
throughput sequencing methods has made it possible to rapidly acquire
detailed sequence data necessary for pathogen identification and analysis
in large databases for the characterization of a new agent.

Association Non-Communicable
Disease and Mental Health

How can mental health impact the development of non-communicable disease
and vice-versa? Can mental health be associated with the lifestyle of individuals
and their familiar and geographical environment? Sensing mental health is
still poorly investigated and not all advanced in comparison with sensing
physiologic modalities. Can the state of mental health and lifestyle boost the
development of (associated) non-communicable diseases or multimorbidities?
These questions should be answered in the scope of this study. Further, the
study should focus on improvement of sensing mental health using wearable
computing and management of life’s quality for individuals at a high-risk
factor of morbidities.
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Individual Drug Metabolism and Convergence
of Diseases or Multimorbidity

Studies (Smart, 2011) in Africa, especially in Kenya have shown the
convergence of HIV/AIDS and myocardial function in people living with
HIV. It is proved that some drugs used for curing affection can cause a non-
communicable disease. For example, AZT and d4T (two medicines used for
Anti-Viral- Therapy in HIV affected people) may affect myocardial function.
The question that will be investigated here is whether some patients treated
with some drugs face some drugs adverse and how those adverse can early
be detected to prevent multimorbidity in the concerned patient? Together
with medical partner and using the technology of pharmacogenomics/
pharmacogenetics, this question would be investigated. Additionally, the
further objective of this project is to find a way to include pervasive sensing
in the early detection of drug adverse.

Pharmacogenetics has been defined as the study of variability in
drug response due to heredity (Nebert, 1999). Pharmacogenomics and
pharmacogenetics are both interchangeable. Using this technology in
determining individual drug metabolism will help to draw an adverse drug
reaction map withregard to the genes determining the drug metabolism. Thus,
individual at high risk of drug adverse can better be monitored, assessed,
and treated.

STUDY QUESTIONS

How to improve the early detection of any associated non-communicable
disease in individuals at high risk of or suffering from infectious diseases and
thus prevent NCDs? To investigate the topic, this question should be broken
down so that a complete chain of answers should be found.

1.  DoGenetic and Environmental Impacts link to Convergences of (Tropical)
Infectious Diseases and Non-Communicable Diseases?

2. Could Non-Communicable Disease be associated with Mental Health?

3. Could Individual Drug metabolism impact Convergence of Diseases or
Multimorbidity?
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4.  How considering the genetic dimension could improve the traditional
screening for diseases so that to reduce the wrong negative or positive
screened? How the genetic impacts this effect?

5. How to sense sufficient risk of a specific disease using wearable IoT
systems? How to measure the risk through the bio-signals?

6. Can Pervasive sensing of NCDs improve the traditional screening
methods for disease?

7. Can Measuring health-related quality-of-life and sensing mental health
may contribute to the early detection and diagnosis of NCD?

8. are beyond the most known and well-investigated NCDs risk factors,
infectious diseases also causing NCDs?

9. Can monitor infectious diseases in infected individuals contribute to
predicting and thus early detect NCDs?

To answers the questions above, we will follow the stepwise approach we
proposed to solve key problems of medicine delivery and medical consultation
for the patients living in rural regions of Benin (T. O. Edoh & Teege, 2011).
Additionally, technological approach from recent works on wireless sensors
networks (T. O. C. Edoh, Atchome, Alahassa, & Pawar, 2016), remote care
delivery systems (T. O. Edoh & Pravin Amrut Pawar, Bernd Briigge, 2016),
and Off-Label-Use drugs would also be considered. The key steps in the
proposed approach are as follows:

1. Identification of basic health care problems in the implementation region
and conduct a long-term cohort study;

2. Identification and analysis of prevalent non-communicable and infectious
diseases and risk factors in the implementation region;

3. Impact Analysis of (Tropical) Infectious Diseases on Non-Communicable
Diseases and Drafting a Disease Association Table in the implementation
region;

4. Feasibility analysis of ICT implementation of the IoT supporting early
detection technology and identification of relevant ICT implementation
obstacles in the implementation region;

5. Researching scientific and technical architecture for Improving the Early
Detection of Non-Communicable Diseases (NCD)

6. Use Predictive Analytics and Modelling, in Form of Predictive Search
(Automated Deduction or Augmented Reality) to understand and mitigate
the behavioral, genetic and environmental causes of disease and/or
treatment’s failure.

207

EBSCChost - printed on 2/11/2023 6:07 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Early Detection Prediction and Prevention of Noncommunicable Diseases

7. Implementation of proposed system architecture, pervasive/wearable
sensing applications and adaptations to alleviate ICT implementation
obstacles;

8.  Forremote sensing of disease, similar technics as these used in (Cheng,
n.d.; H. Qu, Q. Cheng, 2006) for remote monitoring will be taken to
account

9. Setupnecessary technical and organizational environment to offer system
to the patient population and healthcare professionals;

10. Online offering of the system and patient empowerment applications to
people in the implementation region aiming to adhere to disease sensing
using their smart and adapted sensors kits (will be implemented); and

11. Investigate further challenges and suitable business model(s) in the
mass implementation of a system to positively affect the health of the
population and generate employment in the eHealth sector.

12. Drafting a universally valid Screening’s methodology

13. Each public health system defines its own program for screening for
diseases.

STUDY RISK ASSESSMENT

The risky and challenging nature of the proposed objectives requires special
attention during the cohort study and terminal testing phase of the study.
The main risks arise from the recruitment of adequate people and quality of
the data. The quality of the data is the central piece of this work, then the
learning algorithm should learn from accurate data and thus build correct
partner for future recognition. Table 5 summarizes the risks level and how
to mitigate them.

GUIDELINES TO IMPROVE THE COMMON
SCREENING PROCESS

This section presents the guidelines of a proposed best practice for improving
the screening process. Following steps can improve the screening and overcome
the major limitations the common screening methods present.

The concept is to define universal screening guidelines for disease and
additionally improve the methods of screening for diseases using ICT systems.
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Table 5. Risk management plan

Risk and Barriers Lacden Mitigation/Management Plan
Study Success
To prevent any issue at this stage, a collaboration with
Recruitment sufficient cohort healthcare centers will be made, selected people will be
population at the study regions for High informed on the importance of the study as well as the
long-term study expected outcomes. Incentives would be offered about and

respecting the local anti-corruption law.

Collection of sufficient data from
asymptomatic and infected patient
for significant data analysis for High
investigating the link between
infectious diseases and NCDs

Due to data protection law, it can be difficult to access
certain medical data or collect them. Enrolled people
would be informed about how their data will be processed.
Data will be anonymously collected and processed.

Only asymptomatic and people suffering from (tropical)

Possible interference between infectious diseases will be enrolled. NCDs patient at
patient medical device such cardiac Medium advanced stage won’t be enrolled at cohort study phase.
pacemaker and the proposed IoTS At the testing phase, they will be enrolled to test the IoTS

only under permanent medical surveillance

The data collector can intentionally falsify the data. The
same data will be collected by 3 different persons so
Quality of collected data High that they can be compared to detect any manipulation.
A Quality assurance will be implemented and should be
strictly followed by the data collectors

Considering the Genetic Dimension

The genetic dimension should be considered during a screening process, then
itis well known that the genetic predisposition can contribute to early detect
or predict certain diseases in an individual.

WHO had determined the criteria of screening for diseases since 1968. These
criteria are well spread and widely used till today(J. M. Wilson & Jungner,
1968). Those criteria do not take into consideration the genetic diversities
among the population. It is now well known that intermittent ART therapy
increases the cardiovascular disease risk in certain people living with HIV
(PLWH). The question to investigate here: does intermittent ART therapy
have the same effects in all PLWH? How the genetic impacts this effect?

Pervasive Sensing Physical Bio-Signals

In general, sensing physical/physiological values is well advanced. This
technology is to be used to improve the traditional screening, increasing the
adherence to screening among the population and finally reducing and/or bringing
down to zero the number of wrongly positive or negative screened individual.
Certain disease modalities could be sensed at early stage of the disorder
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A fundamental question is still open. How to sense sufficient risk of a
specific disease using wearable [oT systems? How to measure the risk through
the bio-signals?

Pervasive Sensing Mental Modalities

Most common solution approaches for sensing mental health are using video
and web conferencing in mental health delivery (Kinley, Zibrik, Cordeiro,
Lauscher, & Ho, 2012), also for facial gestures recognition. However, facial
gestures cannot 100% reveal the mental health of an individual, therefore,
it is mandatory to analyze, in-depth, the brain activities as well as other
physiological modalities in individuals suffering from any mental disorder
and thus, design an innovative solution for sensing mental health. Harris
Georgiou has recently evaluated the number of active CPU cores in the human
brain during the human brain is performing a simple task using a functional
Magnetic Resonance Imaging (fMRI) (H. Haddadi, P. Healey, R. McCabe,
2014). This result is a fundament on which we can build further research for
an innovative method of sensing mental health. Our hypothesis is that the
number of parallel active processes in the human brain may determine the
mental health of an individual.

Use Non-Invasive Screening

There exist today many non-invasive sensors on the market, which we advise
to use such sensors and miniaturized devices so that the individual is not
restricted in his daily activities. People carry pervasively their smartphone.
The smartphone can play the role of the gateway and will be connected to the
cloud to forward all useful data. We recommend using IoT infrastructure such
as raspberry pi, which will be assigned to pre-processing tasks at the edge.

Provide a National Screening Database
With Integration of Patient Dossiers

Data collected from the population should be stored somewhere and call for
analytics and decision tasks. This database can be a cloud (public or private)
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CONCEPT OF IOT BASED PERVASIVE/
UBIQUITOUS SCREENING FOR NCDS

This section presents our I'T concept for an improved screening process. The
proposal is an interdisciplinary effort that combines two major domains —
healthcare and ICT, whereas each objective is focused on using advanced
ICT techniques to solve problems in health data collection, analysis and
interpretation as well as improve existing health systems — especially in
developing countries. The objectives of pervasive disease screening for
early detection of medical conditions are using pervasive devices such as
body sensor to automatically and autonomously screen an individual (patient
or asymptomatic), overcome the limitation of tools and methods related to
traditional screening, rise the development of innovative ICT tools to increase
patient’s adherence to screening programs, and the creation of less invasive
tools. Furthermore, improving the efficiency and interoperability of health
data collection will make use of novel power-saving Internet of Things
technology based on emerging standards and will create vertical m-health
applications on top of a de-verticalized middleware

The system proposal consists, therefore, of a cloud and a web server, a
client (intended for physicians and control/data centers), a smartphone as a
gateway (patient own device), raspberry pi.

MQTT (Message Queue Telemetry Transport), CoAP (Constrained
Application Protocol), are the candidate data protocols. MQTT and CoAP
are data protocols, which are suitable to the constrained environment. They
support asynchronous communication via IP.

For the communication layers, Bluetooth (short range, and low energy),
ZigBee (low Energy, higherrange), WIFI are selected to enable communication
between the end-devices (for ex. sensors), system and Internet.

We propose to use noninvasive sensors to collect vital parameters during
a medication and infection period. The collected data are pre-processed at
the edge (edge/fog computing) and useful data are sent to the gateway, which
in turn sends the data to the cloud for depth data analysis.

The system aims at detecting any abnormal vital parameter value that
would analyze and controlled by a physician to check if the abnormal values
are temporary and related to the infectious disease or a dysfunction that lead
to an NCD.

At the cloud, the analytics application will consider the results of the
genome sequencing as well the patient dossier entries.
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The system features a patient dossier (EMR — electronic medical record),
where all patient medical data are recorded.
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Figure 1. Proposed platform
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As platform (Figure 1), we propose a wireless sensor network based Body
Area Network (BAN), that is connected to the patient smartphone (the 10T
gateway) through a raspberry pi playing the role of edge gateway. Data are
collected by the sensors and sent to the raspberry, which sends them to the
smartphone. The smartphone receives only useful data, then the data protocol
used here is MQTT (subscribe/Publish). The smartphone sends (publishes)
in turn the data to the cloud for further analysis. The smartphone can also
send the data to a web-server using the CoAP protocol.

The Cloud platform consists of disease prediction processor (input: collected
data and genome sequencing results, medical data), business intelligence
processor, data storage: medical data, Genome data, collected/sensing data.
illustrates the overview architecture of the proposed system.

e Data Acquisition: Individuals are provided with different kind of
medical sensors to pervasively collect the vital sign anywhere anytime.
We consider non-invasive sensors that are connected to a gateway. The
gateway pre-processes all collect data and sends only useful data to the
cloud for further data analysis and disease prediction.

e Screening Center: The screening center is the central place where
epidemiologists analyze the collected data. They access the data through
the cloud. They can also send a command to the collection unit (balloon
or drone) to proceed with special tasks. Additionally, they can directly
contact the potential patient, he owns a mobile phone, otherwise, an
emergency team would be sent to him for further measurement.

e  Cloud: The cloud is used for data storage (persistent) and processing.
At the cloud, the web-application, as well as prediction and business
intelligence processor, are hosted. Disease predicting processor
extracts the provided data and determine patterns that are used to
predict diseases outbreak at the individual. The business intelligence
processor provides the control center with necessary data to help for
taking an adequate decision. The cloud enables remote access to the
collected data.

The security (data etc.) is to assure by the provider of the cloud.
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PROOF OF CONCEPT AND RESULTS

The proposed screening system for diseases prevention is an Iol based
information system using biomedical sensors to collect bio signal and
smartphone as a gateway, where lightweight data processing is taken place.
The smartphone can then inform the patient and transfer the filtered data
(pre-processed data) to the cloud. At the cloud, genetic data are associated
with the received data to perform global data analytics as well as impact
analytics with the objective to predict potential risk level to develop the
certain disease as well as to early detect eventual non-communicable diseases
in the patient. Disease prevention can then be triggered to avoid developing
the detected disease.

We performed a test, which still ongoing. At this stage of the test, we
conducted a causal research to explore certain study questions, e.g. the
convergence of NDCs and CDs.

In(T.O.C.Edohetal.,2016), we had already tested the biosignal collection
using information system (wireless sensor network.).

Rapid Prototype
We implemented a rapid prototype of a bio-signal collector like the system

described in (T. O. C. Edoh et al., 2016). We use eclipse an IDE running
Java 1.8 (Java ME 8) to implement a Java IoT using Bluetooth (BLE) as a

Table 6. Test infrastructure

Infrastructure Description

We use following sensors to collect vital parameters, which is sent to the cloud.
1. Respiratory,

2. Heart/ECG,

3. Blood pressure/pulse and oxygen,

4. Temperature, (v) air humidity, and

5. Accelerometer/position sensor.

Data collection (Sensors)

Web server ‘Web-Apache 2.4 with a backend Glassfish 4
Cloud Cloud (Amazon AWS)
Edge/fog computing

loT e Raspberry pi

IoT Gateway e Smartphone

o MQTT (Message Queuing Telemetry Transport)
o CoAP

o NB-IoT (NarrowBand-IoT)

® Bluetooth Low Energy (BLE)

Data protocols And
Communication/Transport
Layer
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communication protocol between the raspberry pi and the smartphone which
sends the data to the cloud. The raspberry pi is connected to the different
Sensors.

Infrastructure

The devices needed and used for the test are summarized in Table 6.

Cohort

We build a cohort of 251 persons (see Table 8). The cohort members were
judiciously selected according to certain criteria: (i) age, (ii) gender, (iii)
NCDs predisposition, access to healthcare [we consider the financial capacity
to purchase any prescription], and social aspect.

With this cohort, we like to investigate the convergence of ID and NCDs
as well as the impacts of socialization, mental health (stress, financial and
emotional problems, ...) on developing NCDs. For this purpose, we selected
the candidates using a snowball approach and meeting defined requirements
(see Test design and methods). Table 7 indicates the sampling criteria.

TEST DESIGN AND METHODS

This section presents the test scenarios. Our requirements were to select
people free of malaria infection long time before the rainy season and who
do not present any of the indices present by WHO in (Gachot & Ringwald,
1998) (Table 1) [see Table 9]. The rain season is May to July. In this period,
according to the data presented by the MOH on the DHIS/SNIGS an AVG
of 60% tested people are a position' (Figure 2).

We worked together with medical doctors and laboratory personnel who
medically check the candidate fitting the criteria. We eliminated every people

Table 7. Sampling criteria

Categories Age Ranges

1. Children: 1 -5y
2. Teenager: 6 -19 y
3. Youth: 20 -25 y
4. Adult: 26-49y
5. Elderly: 50 +y

1. Female, good access to health
2. Male, good access to healthcare
3. Female, poor access to health
4. Male, poor access to healthcare
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Table 8. Structure and characteristics of the study/test cohort

Disease Number per
Age Predisposition/ Social Mental Access to Gender Descrintion
Range or Suffering Connected | Health | Healthcare P
From Acute NDS F M
1-5 X Y Y 3 4 Children
6-19 Y Y 5 5 School boys and
N Y 5 5 | s
Y 2 2
Y
N 2 2 Students,
Y Workers,
N Y 2 2 | Jobless
N 2 2
N
Y 2 2
Y
N 2 2 Students,
N Workers,
N Y 2 2 Jobless
N 2 2
20-25
N 2 2
Y
Y 2 2 Students,
Y Workers,
N Y 2 2 Jobless
N 2 2
Y
Y 2 2
Y
N 2 2 Students,
N Workers,
N N 2 2 Jobless
Y 2 2
Y 2 2
Y
v N 2 2 Workers,
Y 2 2 Jobless
N
N 2 2
N
Y 2 2
Y
N N 2 2 Workers,
Y 2 2 Jobless
N
N 2 2
26 -49
N 2 2
Y
v Y 2 2 Workers,
Y 2 2 Jobless
N
N 2 2
Y
Y 2 2
Y
N N 2 2 Workers,
N 2 2 Jobless
N
Y 2 2
216 continued on following page
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Table 8. Continued

Disease Number per
Age Predisposition/ Social Mental Access to Gender Description
Range or Suffering Connected | Health | Healthcare p
From Acute NDS F M
Y 3 3
Y
N 3 3
Y
Y 3 3
N
N 3 3 Workers,
N Jobless,
Y 3 3 Retired
Y
N 3 3
N
Y 3 3
N
N 3 3
50+
N 3 3
Y
Y 3 3 Workers,
Y Jobless,
Y 3 3 Retired
N
N 3 3
Y
Y 3 3
Y
N 3 3 Workers,
N Jobless,
N 3 3 Retired
N
Y 3 3
125 126
Total
251
Legend:
Y = Yes
N =No
X = Unknown
F = Female
M = Male

who present any risk factors described in Table 2 since we are investigating the
impacts of developing NCDs. Including any other risk factors will complicate
the test and can bias the results. In the malaria high season, we selected only
those who malaria-infected. So, we selected 251 people who were enrolled
in the test program.

Presently, we screened the family medical history of each enrolled people
to determine if they are predisposed to develop NCDs, this is the common
method used today. In the future, we like to use the genome sequencing to
determine any disease predisposition.

People enrolled give written consent to use their anonymized data.
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Figure 2. Population tested malaria positive in 2017
Source: SNIGS/Ministry of Health in Benin.
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Table 9. Laboratory indices in case of severe malaria

Table | Severe ifestations of Pk dium falcip laria in adults and children
Prognostic value (+ to +++) Frequency (+ to +++)
Children Adults Clinical manifestations Children Adults
bt e Impaired consciousness HH 5
et it Respi y di (acidotic breathing) tt ++
+ ++ Multiple convulsions R +
+ + Prostration o i
e [N Shock + +
4 it Pul: y oed (radiological) +-* 4
e ++ Abnormal bleeding +H-* +
4 + Jaundice + e
Laboratory indices
+ % Severe anaemia +HH +
ERX3 ERad Hypoglycaemia R ++
+H+ Acidosis Raas i+
bt it Hyperlactataemia (23] bt
+ Renal impairmentt + it
+- + Hyperparasitaemia ++ +
*Infrequent.

tAcute kidney injury.

Source: WHO/(Gachot & Ringwald, 1998).
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Our test and research are ongoing. We are using the action study approach
to refine the system proposal.

Scenario 1: Individual suffering from malaria-tropica, socially isolated, no
NCDs pre-detected, no mental disorder

Scenario 2: Individual suffering from malaria-tropica, social well connected,
no NCDs pre-detected, no mental disorder

Scenario 3: Individual suffering from malaria-tropica, socially isolated,
NCDs pre-detected, no mental disorder

Scenario 4: Individual suffering from malaria-tropica, social well connected,
NCDs pre-detected, no mental disorder

Test Duration: 3 months (June —August) Rain Period

Endemic Infection: Malaria-tropica

RESULTS

Our results relating to the indices () are similar to the results carried out by
WHO in Africa and illustrated with Figure 3. We, therefore, concentrate our
investigation and data analysis on (i) heart disease, (ii) hyperglycemia, and
(iii) digestive diseases.

Figure 3. Detected lab indices in a study carried out by WHO
Source WHO/(Gachot & Ringwald, 1998).

Children

Severe falciparum malaria

% 13% 8%
Uraemia Figure | Data compiled from prospective
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oy 6189 children in studies conducted in
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2 40% N 7 conducted in South-East Asu. Left side
2 . Renal failure shows the prevalence of different features
s \\ of severe falciparum malaria by age, and
K A\ \ Venn diagrams on the right show the
§20% - \ Aggernis mortality in children and adults
g Comaiiions associated with manifestations of cerebral
g’,_ﬁ J / and renal impairment and metabolic
0% — . . . . . 12% 44% zs/q acidosis alone or in combination. The
0 5 10 20 30 40 50 60 Uraemia cidosis sizes of the ovals are proportional to
Age number of cases.
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Figure 4. Comparison of symptoms and diseases development among females and
males without NCDs predisposition
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Table 10. Symptoms and diseases development among female participants (without

NCDs predisposition)
Infection
Age Range Number (11\)33;1)(;;) Predisposition NCDs Symlljt((j)l:lss %) Develo(pq:: )d RO
and Severity
1-5 3 30 days No 33,33% 0,0%
6-19 5 43 days No 20,00% 0,0%
20-25 16 25 days No 18,75% 0,0%
26 - 49 16 32 days No 43,755% 6,25%
50+ 24 35 days No 83,33% 4,17%

The test reveals that all involved participants present symptoms of the
digestive disorder. They vomited and have stomach cramps. According to
the project medical assistant, these symptoms are relating to the malaria-
tropica. Though, we did not examine the participants to find out if they have
developed digestive disorders due to the short test duration. In contrast, we
examine the participant of heart diseases and hyperglycemia. The participants
are provided with “Akku-Check” a device to measure and control the glucose
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Table 11. Symptoms and diseases development among male participants (without
NCDs predisposition)

Age Infection Duration Predisposition NCDs
g Number (AVG Day) and P Symptoms Developed NCD (%)
Range 2 NCDs
Severity (%)

1-5 4 28 days No 25,00% 0,00%
6-19 5 40 days No 20,00% 0,00%
20-25 16 23 days No 18,75% 0,00%
26 —49 16 27 days No 31,25% 6,25%

50+ 24 30 days No 79,17% 29,17%

Table 12. Symptoms and diseases development among female participants (with
NCDs predisposition)

Infection
R‘:;gleg . Number Dul]?;;(;r; ](:(&lVG Predgls(l,:)lo)ssition NCDs ?é)l)nptoms Developed NCD (%)
Severity
6-19 5 43 days Yes 80,00% 20,00%
20-25 16 25 days Yes 62,50% 6,25%
26-49 16 32 days Yes 50,00% 6,250%
50+ 24 35 days Yes 87,50% 8,33%

Table 13. Symptoms and diseases development among male participants (with
NCDs predisposition)

6-19 5 40 days Yes 60,00% 0,00%
20-25 16 23 days Yes 56,25% 0,00%
26 -49 16 27 days Yes 37,50% 0,00%

50+ 24 30 days Yes 83,33% 4,17%

level. The data thus collected reveal that certain participants have developed
the tendency to diabetes type II. Once a week, we examine the participants
to figure out if they are developing any heart disease.

We analyze the collected data and present the results with respect to the
gender in 10, Table 11, Table 12, and Table 13.
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Participant Without NDCs Predisposition

Comparing females with males, who are not predisposed to develop NCDs
has pointed out that females have more shown symptoms and more developed
the NCDs than the males. It is worth to note that this results only show a
tendency. The study duration was too short and the cohort size too small.
Figure 4 illustrates the results.

Participants With NDCs Predisposition

We further compare females with males with a predisposition to NCDs.
The results present the same tendency as within-participant without NCDs
predisposition. We can then prudently conclude that females are more tendency
to develop acute NCDs after a malaria infection. Figure 5 demonstrates the
tendency participants predisposed to NCDs have to develop acute NCDs after
suffering from malaria infection.

Figure 5. Comparison of symptoms and diseases development among females and
males without NCDs predisposition
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Figure 6. Comparison of the female ability to develop NCDs regarding their
predisposition to develop NCDs
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Impacts of the NCDs Predisposition on Developing
NCDs During or After a Malaria Infection

We have also analyzed the impact of NCDs predisposition among each gender
group. We, therefore, compare non-predisposed females with predisposed
females and the same for the males.

We can figure out in female’s cohort that age is also a factor in developing
NCDs after suffering from malaria infection. We only detected in the group
of 50+ years participants with acute NCDs. The analysis also reveals that the
NCDs predisposed participants develop more NCDs than the other. Figure 6
presents the comparison of both groups of female participants.

We also conduct the same analysis in the male’s cohort. We detect in two
age groups (26 to 49 and 50+) that participants non-predisposed to NCDs
have more developed NCDs than those predisposed to developed NCDs.
Figure 7 shows the comparison of both groups of male participants.
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Figure 7. Comparison of the male ability to develop NCDs regarding their
predisposition to develop NCDs
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Females and males present different diseases development picture. We
need a long-term test to confirm these results.

Though, our concept, to consider genomics parameters, gender, and
pervasively screening/sensing individuals at high risk to contract (tropical)
infections to predict an early detect the risk of developing acute and/or chronic
NCD:s, is demonstrated to be an improved method to prevent NCDs.

TEST LIMITATION AND DISCUSSION

The test was conducted for 3 months. This period is too short to obtain useful
results. Another limitation of the test was the few number of participants
involved. Though, this test demonstrates the feasibility of the concept and
shows a certain tendency on the correlation between infectious diseases and
non-communicable diseases.
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FURTHER WORK
Our future work would consist to investigate following questions:

1. Could an infectious disease provoke an NCD in an individual without
a genetic predisposition for NCDs?

2. Do infectious diseases accelerate the NCDs outbreak in an individual
with genetic predisposition?

3. What is the impact of pharmacogenomics on the outbreak of NCDs in
individuals at high risks of infectious diseases?

4.  How to, efficiently and cost-effectively, pervasively sense the evidence
of NCDs outbreak in an individual without genetic predisposition?

5. How to pervasively measure if ID affects the acceleration of NCDs
outbreak if our study reveals that ID can accelerate the NCDs outbreak?

6. Monitorthe adverse drugreactions that could provoke the NCDs outbreak.

Furthermore, we would implement an efficient IoT architecture to de-
verticalize the data collection. Additionally, we will extend our system with
a business intelligence feature that will help the physician to give appropriate
treatment to prevent NCDs.

IoT systems are facing the interoperability problem. It is well known that
web services could help to overcome this problem.

It matters to conduct a long-term test to obtain useful data for a definitive
statement.

CONCLUSION

The chapter discusses the limitation of the conventional screening and proposes
a new way for improved screening. It proposes guidelines for improving the
conventional screening process.

The chapter proposes an Iol-based solution for pervasive screening
combined with genome sequencing. Data gained from genome sequencing,
pharmacogenomics, mental health-related data, social and life quality, and
environmental (climate, air pollution) are the input data for the system. A cloud
performs data analytics on a large dataset and determines certain patterns,
which are used for prediction and thus prevent the disease.

This tendency demonstrates the need to conduct depth a long-term test
with a large size cohort. The results also show the feasibility of the concept.
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Conclusion

OVERALL CONCLUSION AND RESEARCH QUESTIONS

The Preface introduced this book; where the supporting technologies (those
used to implement the different solutions presented along this book) are
defined and described; the overall goal of the book as well as the target
audience have been presented.

The challenges facing the global (public and private) health care services
delivery have been discussed in the first chapter entitled “Challenges Facing
Health Care Delivery Systems in Low-, Middle-, and High-Income Countries”.
The chapter has compared the medical structures and infrastructures available
in low-, middle-, and high-income countries with each other. It has resulted
structural and infrastructural gap between the health care services in both
developing and developed countries. The challenges facing these different
health care systems are at certain level and somehow common, though have
different severity degree. It is worth to notice that developing countries are
facing severe lack of ICT-infrastructure, budget shortage (lack of health
insurances), undertrained healthcare professionals, and massive brain drain.
Poor health and pharmaceutical care services delivery and accessibility
characterize the global health care system in den developing countries. In
contrary todeveloping countries, developed countries mostly possess excellent
and well-structured health care systems, as well as disposing of excellent
medical infrastructure. Almost health care systems in the high-income countries
are relied on statutory and private individual health insurances as well as
on states subsidies. The health care services delivery is well organized and
thus health care services accessibility is higher than that in den developing
countries. Despite this fact, the chapter reveals that high-income countries
also are facing poor access to health care services, particularly in their rural
areas. Certain groups of individuals are mostly facing this challenge, for
example, elderly people, poor people or minorities (for example in USA). It
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has been shown that patients use to wait longtime until to get an appointment
with medical experts. This phenomenon leads to weak care accessibility.

Overall, the chapter presents the challenges the global health care system
is facing and discusses and analyzes the causes with the objective to design
and implement solution approaches that can meet these challenges.

Most challenges can be met by implementing and deploying ICT-based
solution approaches. The chapter presents a multidisciplinary remote health
care services delivery system that’s aiming to overcome care accessibility
issues in both developing and developed countries. The novelty of the
proposed solution is that traditional practitioners have been involved in the
proposed system. The proposed system is composed of a multidisciplinary
medical team and a set of ICT-systems. The multidisciplinary team is
composed of healthcare professionals, traditional practitioners, and para-
medical professionals. Involved traditional practitioners are intended for
developing countries, where rural populations are more confidentin traditional
practitioners regarding their health means. Admittedly, involving traditional
practitioners in the proposed system has promise to increase access to care
services delivery in developing countries. Though, this is not sufficient.
Therefore, the chapter proposes ICT-based solution to meet structural and
infrastructural limitations and educational as well as training approach for
involved traditional practitioners in order to help them to improve their
diagnostic and treatment methods.

The proposed system is adaptable and can thus be used for health care
system in high-income countries.

Solution approaches have been made in the following chapters. Certain
solutions aim to overcome the limitations of existing methodologies regarding
diseases early detection, prevention, and treatment. The chapter has answered
the research questions like:

What are the causes of the poor health care services accessibility?
How to increase the accessibility to the health care services, particularly
in medically underserved regions?

e  Why exist disparities between health care services delivery in the same
health care system, ex. USA public health care system?

e Can the health care services delivery get improved by involving
traditional practitioners (TP) into those health care systems, where
people are more confident in TP?

e  How to then get involved the TP in those health care systems?

230

printed on 2/11/2023 6:07 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Conclusion

Chapter 2, entitled “Scale the Agility in a Multidisciplinary Remote Care
Services Delivery System”, has dealt with scaling the agility in remote care
system proposed in Chapter 1. As proposed in Chapter 1, the system is an
agile health care involving traditional practitioners. The second chapter,
therefore, dealt with the research question like:

e  Howtoscalethe medical treatmentin the case the same multidisciplinary
team is involved in several medical treatments with several patients

The chapter discusses different aspects of the agile healthcare and how
to manage medical treatment processes using scale agile methodic. This
chapter has presented the background of the agile development methodology.
The chapter figure out an important issue regarding the scrum board. The
issue is to provide a multimodal digital scrum board to permit to traditional
practitioners (TPs) to adhere to the scrum process. Illiterates TPs can use
their voice to manage a scrum board. Future work will present this novel
scrum board.

As discussed in Chapter 1, the global health care is facing enormous
challenges. Chapter 3, entitled “Towards Secure Off-Label Drug Prescribing
and Improved Drug Supply”, has issued the off-label use problematics the
global health care system is facing. It presents a case study, where the off-
label use leading causes have been investigated. Off-Labe use, in developing
countries, is a subsequent of drugs shortage since these countries do not
produce drugs or other pharmaceutical products. In contrary to developing
countries, off-label use in high-income countries is due to lack of adequate
drugs for certain therapies, thus, off-label use is becoming an essential part
of therapies in oncology, neurology, and pediatrics. Pediatrics oncology lacks
drugs, which are produced and specially intended for children treatment.
Therefore, off-label use is a medical treatment approach.

The chapter presents interesting solution approaches for secure off-label
use, since these drugs used for off-label use are not tested in prior. Thus, this
practice presents certain risks for the patient health. The chapter proposes
an evidence-based system in term of big/large knowledge database to collect
evidence information to be provide to healthcare professionals willing to
practice off-label use.

A direct consequence of using drugs (also in the case off-label use) is
the adverse drug reactions (ADR). The global health care system is facing
ADR issues since the last century. The chapter has especially investigated
and answered the question:
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e  Why the global public health care is facing the off-label use of drugs,
although the developed countries have a well-developed pharmaceutical
industry and produce sufficient medicine for each medical condition?
Do the off-label use leading causes worldwide the same?

The term of off-label use is facing a definition issue in the medical
world; is this the main cause of the observed uncertainty among the
healthcare professionals?

e  There exist several definitions of the term of off-label use; which one
could be the most accepted and which regulatory and medical aspects
should be considered?

e To what extent could the information and communication technology
help to decrease the existing uncertainty among the healthcare
professionals?

Chapter 4 deals with “Pharmacovigilance and Drug Monitoring”. The
chapter presents the history of the pharmacovigilance, defines the topic. It
further presents the data collection methodology regarding the ADRs. The
yellow card is being used to collect ADR related data. The yellow card is
presented, and the data collection process and methodology are discussed.
The chapter issues challenges facing the data collection regarding ADRs.
The chapter proposes an approach to improve ADR related data collection
methodology and process. The chapter has discussed a topic similar to the
one discussed in the previous one. It has investigated:

Why the adherence to pharmacovigilance is so poor in the developing countries
and to what extent the information and communication technology can help
to increase the adherence.

Chapter 5 entitled “Novel Approach to Anticipate Emerging Infectious
Diseases Spreading and Epidemics” and the Chapter 6, “Early Detection
Prediction and Prevention of Noncommunicable Diseases in People at High
Risks of Communicable Diseases”, proposes some approaches to improve
diseases monitoring and prediction.

Chapter 5 presented a novel approach to prevent disease spreading and
epidemics. The recent Ebola epidemics in Afrika has shown the limitations
of existing epidemiological data collection. The risk of spreading diseases
within (ad-hoc) crowds and the need to pervasively screen asymptomatic
individuals to protect the population against emerging infectious diseases,
request permanent crowd surveillance, particularly in high-risk regions. The
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case of Ebola epidemic in West Africa in recent years has shown the need
for pervasive screening.

Chapter 5 has proposed a concept of a novel hybrid crowdsensing where
optical sensors would be used to sense bio-signals of individuals within (ad-hoc)
crowd with the objectives to monitor risks of emerging infectious diseases.

The proposed hybrid crowdsensing Framework uses large-distance non-
contact sensors based on Fiber Bragg Grating and participants smartphone
for opportunistic crowd sensing. Emergency team members devices are also
used for participatory crowdsensing.

A proof-of-concept has been performed using a drone armed with a cat
s60 smartphone featuring a Forward Looking Infra-Red (FLIR) camera. The
concept has the potential to improve the conventional epidemiological data
collection.

The test on site helps to refine the concept and to choose the right edge
(devices, sensors), and research strategies.

The proposed system has the potential to prevent the spreads of diseases,
monitor diseases epidemic risks. However, there is the need to work with
health authorities to implement strategies and policies on how to get people
consent so that people would accept to be sensed.

The main question this chapter has investigated was how to improve the
existing the methodology of epidemiological data collection, particularly in
developing countries with poor ICT infrastructure.

Since diseases spreads rapidly in crowds, this chapter specially investigation
how to better monitor crowds and quickly prevent disease spreading and
epidemics.

Chapter 6, “Early Detection Prediction and Prevention of Noncommunicable
Diseases in People at High Risks of Communicable Diseases”, has discussed
a novel approach of screening for diseases, that is consisting in pervasively
sensing vital/bio, environmental, and social parameters of an individual in
orderto earlier detect any eventual disease in the person. The proposed method
is called pre-screening, that happens before the traditional screening. The
main objective of this methodology is to collect enough data on the health
of the concerning individual for many reasons such as:

1. Overcome the limitations of the traditional screening methodology

2. Accommodate to the people modern life requirements in changing the
paradigm. The healthcare systems have to follow the data producer
and collect the data at any time and everywhere without disturbing the
potential patient.
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The chapter has presented a set of recommendations and guidelines in
order to improve the traditional and common screening methodology. It has
further presented a concept of an IoT-based innovative system for a so so-
called pre-screening.

MAIN FINDINGS OF THE STUDY

The important finding of the different studies presented in this book is that
moderninformation and communication technology can contribute to improve
existing disease prevention, systems promotion, and detection methodologies.
The provided solutions are simple and reduce the ICT infrastructure gap existing
between the low- as well as middle-income and the high-income countries.

This series of studies presents the benefits of the reverse innovation,
then several simple IT-based solutions that are designed, implemented, and
intended for developing countries have shown the potential to be adapted for
similar problems occurred in developed countries.

LIMITATION OF THE RESEARCH

The studies discussed in this book present some limitation regarding the size
of the testing cohort and the duration of certain tests.

The snowball research methodology was the research approach used
to build the different research cohort. This way of building cohorts gives
us a few room free to really select the cohort members accordingly. It was
sometimes very difficult to build the cohort in respect to the gender quota.
It further was difficult to recruit the cohort on time. This aspect has led to
delays in the research planning and running phases.

During the implementation, deployment, and testing of the proposed
multidisciplinary remote health care services delivery system, several technical
and technological issues were faced. For example, most areas are not covered
by the internet although mobile communication (SMS, telephony) are possible
there. Data upload and download streams are very low, less than 1 MB/sec.
This fact represents a major limitation we had faced.

Additionally, the analphabetism and the lack of a voice driven scrum board
had shown the limitation of certain solutions in the context of developing
countries. Agile healthcare is thus limited in the framework of the designed
solutionif a voice driven or multimodal electronic scrum board is not provided.
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Other minor limitations are not discussed here.

OPEN ISSUES AND PERSPECTIVES (FUTURE WORKS)

The studies described in this book are ongoing studies. Several systems will
be improved, extended, and tested.
Following works are planed:

Chapter 2

Design and implement a multimodal scrum board in order to prevent the
exclusion of illiterate traditional practitioners from taking part in the remote
care services delivery system and thus practicing the agile healthcare.

Chapter 5

The challenges that will be tackled are to estimate, based on collected images,
the age-range a sensing person belongs to so that the routine at the edges
(sensors) could correctly pre-analyze the data and set the right alarm. For
example, an adult sensed for 36.9°C would not be considered ill, though if
it is a child the system would alert the operation center. Additionally, it will
be important to make difference between a body of an ill individual and the
body expiration of a person after having physical activities like sport, since
people get hotter after sport.

Overall, the follow-up of this book will deeply present the implementation
of the proposed solution as well as give some tutorial on designing and
implementing telehealthcare/telemedicine solutions.
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Appendix

ACRONYMS

ADR: Adverse Drug Reaction

AR: Augmented reality

CD/ID: Communicable Diseases or Infectious Diseases

CDC: Center for Diseases Control and Prevention

D2D: Device-to-Device

EMA: European Medicines Agency

FDA: Federal Drug and Foods Administration

HCP: Health Care Professionals

ICT: Information and Communication Technology

IoHT: Internet of the Health Things

IoT: Internet of Things

IT: Information Technology

M2M: Machine-to-Machine

NCD: Non-Communicable Diseases

NEPAD: New Partnership for Africa’s Development

PV: Pharmacovigilance

SNIGS: Strengthening of the National Information and Health Management
System

USA: The United States of America

WHO: World Health Organization
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Glossary

Adverse Drug Reaction: Adverse Drug Reactions are colloquially also
called side effects. The World Health Organization (WHO) defines an adverse
drug reaction as a response to a drug which is noxious and unintended, and
which occurs at doses normally used in man for the prophylaxis, diagnosis,
or therapy of disease, or for the modification of physiological function.
According to this definition, medication errors, overdose, or abuse are not
considered as ADRs. Pharmaceutical entrepreneurs are obligated to collect
and assess all adverse drug reactions that become known and to list these in
the package leaflet. In the interest of improving therapeutic safety, healthcare
professionals are also legally bound to report ADRs. BfArM (The German
Federal Institute for Drugs and Medical Devices) offers online access to its
database with suspected cases of adverse drug reactions. The new internet
presence offers physicians and patients a further possibility for accessing
in-depth information on drug risks (https://www.bfarm.de/SharedDocs/Glos-
sareintraege/EN/A/AdverseDrugReactions-ADR .html).

Augmented Reality: Augmented reality (AR) is a technology in which a
computer-generated image is superimposed onto the user’s vision of the real
world, giving the user additional information generated from the computer
model. This technology is different from virtual reality, in which the user is
immersed in a virtual world generated by the computer.

Internet of Things: Internet of Things (IoT) is a scenario in which ob-
jects, animals or people are provided with unique identifiers and the ability
to transfer data over a network without requiring human-to-human or human-
to-computer interaction (http://whatis.techtarget.com).
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Multimorbidities: The concept of multimorbidity, developed and pub-
lished in 1976 in Germany at the first time, is an extension of the concept of
comorbidity, which is defined as the interaction between any disease or risk
factors with one main disease with the effect of making it worse. According
to World Health Organization (WHO), multimorbidity is defined as suffering
of or affecting by two or more chronic health conditions.

Pervasive Healthcare: Pervasive healthcare can be defined as healthcare
to anyone, anytime, and anywhere by removing locational, time and other
restraints while increasing both its coverage and quality. The broad defini-
tion includes prevention, healthcare maintenance and checkups, short-term
monitoring (or home healthcare monitoring), long-term monitoring (nursing
home), personalized healthcare monitoring, incidence detection and manage-
ment, and, emergency intervention, transportation, and treatment.
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