Premier Reference Source

o
o

. Advanced Methodologies and
Technologies in Engineering
and Environmental Science

<
5

~

52 Mehdi Khosrow-Pour, D.B.A.

S'g EBSCO Publishing : eBook Collection (EBSCOhost) - printed on 2/14/2023 11:23 AMvia

g; AN: 1869081 ; Khosrow Pour, Mehdi.; Advanced Methodol ogi es and Technol ogi es in Engineering and Environnmental Science



EBSCChost - printed o

n 2/14/2023 11:23 AMvia . Al

Advanced Methodologies
and Technologies

in Engineering and
Environmental Science

Mehdi Khosrow-Pour, D.B.A.
Information Resources Management Association, USA

A volume in the Advances in Environmental

Engineering and Green Technologies (AEEGT) IGI GlObal
Book Series DISSEMINATOR oF KNOWLEDGE

use subject to https://ww. ebsco. conitermns-of-use



EBSCChost -

Published in the United States of America by
IGI Global
Engineering Science Reference (an imprint of IGI Global)
701 E. Chocolate Avenue
Hershey PA, USA 17033
Tel: 717-533-8845
Fax: 717-533-8661
E-mail: cust@igi-global.com
Web site: http://www.igi-global.com

Copyright © 2019 by IGI Global. All rights reserved. No part of this publication may be reproduced, stored or distributed in
any form or by any means, electronic or mechanical, including photocopying, without written permission from the publisher.
Product or company names used in this set are for identification purposes only. Inclusion of the names of the products or
companies does not indicate a claim of ownership by IGI Global of the trademark or registered trademark.

Library of Congress Cataloging-in-Publication Data

Names: Khosrow-Pour, Mehdi, 1951- editor.
Title: Advanced methodologies and technologies in engineering and
environmental science / Mehdi Khosrow-Pour, D.B.A., editor.
Description: Hershey, PA : Engineering Science Reference, [2018] | Includes
bibliographical references.
Identifiers: LCCN 2018024577 ISBN 9781522573593 (h/c) | ISBN 9781522573609
(eISBN)
Subjects: LCSH: Engineering. | Environmental sciences.
Classification: LCC TA7 .A26 2018 | DDC 620--dc23 LC record available at https://lccn.loc.gov/2018024577

This book is published in the IGI Global book series Advances in Environmental Engineering and Green Technologies
(AEEGT) (ISSN: 2326-9162; eISSN: 2326-9170)

British Cataloguing in Publication Data
A Cataloguing in Publication record for this book is available from the British Library.

The views expressed in this book are those of the authors, but not necessarily of the publisher.

For electronic access to this publication, please contact: eresources @igi-global.com.

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



0®® Advances in Environmental
0008 00 Engineering and Green
00® o Technologies (AEEGT) Book
0@ .'. 0 Series

Sang-Bing Tsai

University of Electronic Science and Technology of China

Zhongshan Institute, China
Ming-Lang Tseng
Lunghwa University of Science and Technology, Taiwan
Yuchi Wang

University of Electronic Science and Technology of China

Zhongshan Institute, China

ISSN:2326-9162
EISSN:2326-9170

Growing awareness and an increased focus on environmental issues such as climate change, energy
use, and loss of non-renewable resources have brought about a greater need for research that provides
potential solutions to these problems. Research in environmental science and engineering continues to
play a vital role in uncovering new opportunities for a “green” future.

The Advances in Environmental Engineering and Green Technologies (AEEGT) book series is
a mouthpiece for research in all aspects of environmental science, earth science, and green initiatives.
This series supports the ongoing research in this field through publishing books that discuss topics within
environmental engineering or that deal with the interdisciplinary field of green technologies.

MissioN

COVERAGE

e Alternative Power Sources

e Water Supply and Treatment

e Biofilters and Biofiltration

e Contaminated Site Remediation
e Pollution Management

e Electric Vehicles

e Green Transportation

e Renewable energy

e Policies Involving Green Technologies and Environ-
mental Engineering

e Sustainable Communities

IGI Global is currently accepting manuscripts
for publication within this series. To submit a pro-
posal for a volume in this series, please contact our
Acquisition Editors at Acquisitions @igi-global.com
or visit: http://www.igi-global.com/publish/.

The Advances in Environmental Engineering and Green Technologies (AEEGT) Book Series (ISSN 2326-9162) is published by IGI
Global, 701 E. Chocolate Avenue, Hershey, PA 17033-1240, USA, www.igi-global.com. This series is composed of titles available for purchase
individually; each title is edited to be contextually exclusive from any other title within the series. For pricing and ordering information please
visit http://www.igi-global.com/book-series/advances-environmental-engineering-green-technologies/73679. Postmaster: Send all address
changes to above address. Copyright © 2019 IGI Global. All rights, including translation in other languages reserved by the publisher. No part
of this series may be reproduced or used in any form or by any means — graphics, electronic, or mechanical, including photocopying, record-
ing, taping, or information and retrieval systems — without written permission from the publisher, except for non commercial, educational use,
including classroom teaching purposes. The views expressed in this series are those of the authors, but not necessarily of IGI Global.

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



EBSCChost -

Titles in this Series

For a list of additional titles in this series, please visit: www.igi-global.com/book-series

Biostimulation Remediation Technologies for Groundwater Contaminants
Ashok K. Rathoure (Independent Researcher, India)
Engineering Science Reference e copyright 2018 e 355pp e H/C (ISBN: 9781522541622) ¢ US $215.00 (our price)

Innovations and Trends in Environmental and Agricultural Informatics
Petraq Papajorgji (University of New York Tirana, Albania) and Francois Pinet (Irstea Centre de Clermont-Ferrand, France)
Engineering Science Reference o copyright 2018  317pp e H/C (ISBN: 9781522559788) e US $205.00 (our price)

Effective Solutions to Pollution Mitigation for Public Welfare

Ahmet Ozan Gezerman (Yildiz Technical University, Turkey) Burcu Didem Corbacioglu (Yildiz Technical Uni-
versity, Turkey) and Bhola R. Gurjar (Indian Institute of Technology Roorkee, India)

Engineering Science Reference o copyright 2018 e 274pp e H/C (ISBN: 9781522533795) e US $180.00 (our price)

Handbook of Research on Microbial Tools for Environmental Waste Management
Vinay Mohan Pathak (Gurukul Kangri University, India) and Navneet (Gurukul Kangri University, India)
Engineering Science Reference e copyright 2018 e 496pp ¢ H/C (ISBN: 9781522535409) e US $285.00 (our price)

Food Systems Sustainability and Environmental Policies in Modern Economies
Abiodun Elijah Obayelu (Federal University of Agriculture — Abeokuta (FUNAAB), Nigeria)
Engineering Science Reference o copyright 2018 ¢ 371pp e H/C (ISBN: 9781522536314) e US $195.00 (our price)

Microbial Biotechnology in Environmental Monitoring and Cleanup

Pankaj (G. B. Pant University of Agriculture and Technology, India) and Anita Sharma (G. B. Pant University of
Agriculture and Technology, India)

Engineering Science Reference e copyright 2018 e 427pp e H/C (ISBN: 9781522531265) e US $235.00 (our price)

Handbook of Research on Renewable Energy and Electric Resources for Sustainable Rural Development
Valeriy Kharchenko (Federal Scientific Agroengineering Center VIM, Russia) and Pandian Vasant (Universiti
Teknologi PETRONAS, Malaysia)

Engineering Science Reference e copyright 2018 e 672pp e H/C (ISBN: 9781522538677) e US $345.00 (our price)

Green Production Strategies for Sustainability

Sang-Binge Tsai (University of Electronic Science and Technology of China (Zhongshan Institute), China & Civil
Aviation University of China, China) Bin Liu (Shanghai Maritime University, China) and Yongian Li (Nankai
University, China)

Engineering Science Reference o copyright 2018 e 325pp e H/C (ISBN: 9781522535379) e US $235.00 (our price)

IGI Global
DISSEMINATOR oF KNOWLEDGE

701 East Chocolate Avenue, Hershey, PA 17033, USA
Tel: 717-533-8845 x100 e Fax: 717-533-8661
E-Mail: cust@igi-global.com e www.igi-global.com

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

List of Contributors

Aguilar-Moreno, Estefania / Universitat Jaume I of Castellon, Spain..............coceveeveevenvenvenneenn. 349
Alharbi, Ali H. / Qassim University, SQUAT ATADIQ ..............cccooeeueeeceiaiiieeiieiieeeieeeiee et eee e 320
Al-Marzouqi, Mohamed / UAE URiversity, UAE ..........ccccououeioieeiieeieeeeieesieesieesieeseee e snsne e 117
Arslan, Yunus Ziya / Istanbul University, TUTKEY ..........cccueevueeeceeeiieeiieeiieeeie et esieesaeeseeesseesseesnes 1
Bag, Surajit / Tega Industries South Africa Pty Ltd., SOuth AfriCa ..........ccoevueevcveiceiecieeceeeeeeenan, 167
Battistella, GAetano / ISPRA, IALY..........cccceoooueeiciieeiie ettt ettt s saee et enteesbeesseeenes 250
Bonaiuti, Federica / ISPRA, T1ALY ............ooocuvoiiieiiieeee ettt ettt s ate et este e esree s 250
Bruno, Clementina / University of Piemonte Orientale, Italy ..............cccoouevveeieciecenceeienreerenns 236
Carlucci, Carlo / ISPRA, T1ALY .........ccuvecuieeieeeieie ettt st st sraesraessaessnesseenseas 250
Carnero, Maria Carmen / University of Castilla-La Mancha, Spain & University of Lisbon,

POTIUGAL ...ttt ettt e e st e st e st e s bt e e eate e e ab e e e nte e e nteeensaeeneeetaean 220
Chaudhuri, Somnath / Maldives National University, Maldives.............c.cccoeevvveevvervencrencrennennn 269
Chen, Edward T. / University of Massachusetts — Lowell, USA ...........ccoooeveerceenceenieeniienreneeseeenenns 157
Cheung, H. H. / The University of Hong Kong, HONG KON .........c..cccovveuireiieniiiieiieeeieeesieeecieeneeees 18
Choi, S. H. / The University of Hong Kong, HONG KONG ...........ccccoveeieciecieiiieiieeieeciieceeeieesesseeneens 18
Chuang, Huey-Wen / National Taichung University of Education, Taiwan................cccccceeeeeenne... 304
Di Marco, GIUSEPPE / ISPRA, T1ALY .........cccuoeeouiieiieieeeeeete ettt ettt ensaeenns 250
Duzgun, Sebnem / Middle East Technical University, TUTKEY............ccceeeveivcieeiieaiieaiieenieeeieeennes 384
Erener, Arzu / Kocaeli University, TUTKEY ..........ccccccveeeeeeeiieeiieeiiieesiteeeieeeieesieesteeseeessseessnseesnns 384
Fang, Edna Ho Chu / University of Malaya, MAlaySiai..............c..ccouveueeceeeeeecrenceneeneeneesresvesnenes 415
Farahneh, Hasan / Ryerson University, CANAAQ ................ccoueecueeeeiesieeeeiieeieenieesieeeeeessieeeseeenenes 425
Fernando, Xavier / Ryerson University, CANAAQ ...............ccoueeceeeieeesiieeiieeieeeieesieesieesseeeeeeeeennes 425
Gasmelseed, Akram / University of Science and Technology, SUdan .................ccecueevveeveevenreennnnn 320
Geetha, Mariappan / Kamaraj College of Engineering and Technology, India.............................. 400
Ghasem, Nayef Mohamed / UAE University, UAE..........cccccooueevueeieseeseerieenieesieeieeseessesseessesseennes 117
Granell-Canut, Carlos / Universitat Jaume I of Castellon, Spain............c.ccoueevveeeecvevveseeseeereannes 349
Hasan, Osman / National University of Sciences and Technology, Pakistan...................ccccoecuvenne... 187
Hasan, Syed Rafay / Tennessee Technological University, USA ...........coevvvevvecveciecienieesieesieeeveennns 187
Hsieh, Wan-Chiang / National Taichung Girls’ Senior High School, Taiwan.......................c......... 304
Hsueh, Ya-Hui / National Taichung University of Education, Taiwan...............cccccoceeeeueeecevenceeennnen. 304
Jafari, Mostafa / Regional Institute of Forest and Rangelands (RIFR), Iran.................ccccccvevvennnnn.. 200
Karabulut, Derya / Halic University, TUTKEY ..........cccoecueeeieeeiieiieeeieeeieeeeeeeieestesste e e eveesvee e 1
Khalifeh, Ala’ Fathi / German Jordan University, JOrdanm ................cccoevueeceeeiienieaaieeeeieeeeeennnens 425
Kumar, Sameer / University of Malaya, MAlQySia.............c..ccccueeieieeiieeceiaeiiieeiiieeieeeeieeesieeeneeeneeens 415
Lopes, Hélder Silva / University of Minho, POFTUZAL ...............c.ccovecveereeeriesieesiiecieecieeereeseeiessesse e 334

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Macko, Marek / Kazimierz Weilki University, Poland ..................cccooeeuveeceeecieeiiieiieesieeecieeecvee e 38

Mahmood, Awais / National University of Sciences and Technology, Pakistan .............................. 187
Manuzzi, Raffaella / ISPRA, T1ALY .........ooocueeeoeeeeieeeee ettt ettt ettt e s eeeesnreeennas 250
Maphanyane, Joyce Gosata / University of Botswana, BOISWANG .............c..cccueeeveeceescreesereenreennnes 362
Marichelvam, Mariappan Kadarkarainadar / Mepco Schlenk Enginering College, India........... 400
Mehta, Prashant / National Law University Jodhpur, INdia...............c.ccooueeeeeecuneciencieecieeereennes 144
Mekhiel, Christopher / Ryerson University, CANAAQ ...............ccueeceeeeeeiecieniiesiiiescieeeceeenaeenaeenns 425
Mikotlajewska, Emilia / Nicolaus Copernicus University, POland.................cccccoueeevvecceninceencenannnen. 38
Mikolajewski, Dariusz / Kazimierz Wielki University, Poland .................cccoccoueveeeeceeeceeeneeninennnnnn 38
DA 000 1T O 1 1 o Y g 0 VR 77 S 250
Ortes, Faruk / Istanbul University, TUTKEY ..........cooceueecieeeieesieeeieeeieeeteeeeeseesveesssessnseesnseesnsaeennes 1
Pelfer, Giuliano / University of FIOTence, ItALY .............ccoueeeieeceeecieecieeeieesie e eseeeeveesvee e 287
Rahim, Nihmiya Abdul / UAE University, UAE ...........ccooueueeiieeiiieeieesieeeieesreeeieeseeesseeessseesnses 117
Ray, Nilanjan / Adamas University, INAIQ ..............cccueeeueeecieeiieeiiiecieesieeeieesieesieeseseeesseeesseenenees 269
Remoaldo, Paula / University of Minho, POTtUZAL ................cccueeeeieciieeiieeieeeieeciee e eeee e 334
Ribeiro, Vitor P. / University of Minho, POFTUGAL ..............ccueecueeeeuieeeieeeieeeieeeieesieeseaeeseeesnneenenens 334
Sanguinetti, Paola / University of Kansas, USA ..........cccueuoueeceieiieeiiieeieeeeesieeeiteessieesseessseesssee e 61
Sarp, Gulcan / Suleyman Demirel University, TUTKEY .............coeeeueeeeeeeeiieeieeeiieeeieeseieeeeeeeeeeeneneas 384
Scanzio, Stefano / CNR-IEIIT, TtQLy.............cccooooeeeieeeiieeeiee et eceeeeee ettt eveesseesseesseesnneessneens 75
Silva, Sara Catarina Gomes / University of Minho, Portugal ................cccoccvuevcveecvenceeeceeeeeeenennnn 334
Spallone, Roberta / Politecnico di TOrino, ItAly...............cccueecueeeciieiiiecieeeieeeieeecieesee e seve e 49
Szczepanski, Zbigniew / Kazimierz Wielki University, POIGNd................ccccouevveevevieciecrieireeiseesseens 38
Tabrizi, Aydin / University of Kansas, USA ............occueveuieeieeiieeiieesieeeseeeeteesieesseessssessseesseesnsees 61
Vargas-Bernal, Rafael / Instituto Tecnologico Superior de Irapuato, Mexico .............coceueeevnnne.. 101
Zhao, Wenbing / Cleveland State University, USA ..........cccoueiviereieeeieeiieeieeesieesieesveesveesneeas 88,132
Zhu, W. K. / The University of Hong Kong, HONG KONG ...........ccc.cccoueveueeecieeiieeiieeiieesieeseeeeveesneens 18

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Table of Contents

| &g (S 21 T Xii

Section 1
Biomedical Engineering

Chapter 1
General Perspectives on Electromyography Signal Features and Classifiers Used for Control of
HUuman Arm ProSthetiCs .......ueiiiiiiiiiiieeiee ettt ettt ettt e st e s ate e sabeesbeesbeeenees 1
Faruk Ortes, Istanbul University, Turkey
Derya Karabulut, Halic University, Turkey
Yunus Ziya Arslan, Istanbul University, Turkey

Chapter 2

The Principle and Process of Digital Fabrication of Biomedical Objects...........ccccceeevvreciienreenreennen. 18
S. H. Choi, The University of Hong Kong, Hong Kong
H. H. Cheung, The University of Hong Kong, Hong Kong
W. K. Zhu, The University of Hong Kong, Hong Kong

Chapter 3
Reverse Engineering in Rehabilitation .............coocoiiiiiiiiiiiiiieee ettt 38
Emilia Mikotajewska, Nicolaus Copernicus University, Poland
Marek Macko, Kazimierz Weilki University, Poland
Zbigniew Szczepanski, Kazimierz Wielki University, Poland
Dariusz Mikotajewski, Kazimierz Wielki University, Poland

Section 2
Civil Engineering

Chapter 4
Digital Animation for Representing Architectural Design ...........ccoceriiiiiniiiiiinieniiene e, 49
Roberta Spallone, Politecnico di Torino, Italy

Chapter 5
Literature Review of Augmented Reality Application in the Architecture, Engineering, and
Construction Industry With Relation to Building Information..........c..ccocooviiiiniiniininininicneene 61
Aydin Tabrizi, University of Kansas, USA
Paola Sanguinetti, University of Kansas, USA

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



Section 3
Computer Engineering

Chapter 6

Architecture of an Open-Source Real-Time Distributed Cyber Physical System..........cccccccccereennene

Stefano Scanzio, CNR-IEIIT, Italy

Chapter 7

Consistency Is Not Enough in Byzantine Fault Tolerance ...........ccoccceevveenieiniieniieeniieeeceie e

Wenbing Zhao, Cleveland State University, USA

Section 4
Electrical Engineering

Chapter 8

Mechanisms of Electrical Conductivity in Carbon Nanotubes and Graphene............c..ccecceeeereenncene

Rafael Vargas-Bernal, Instituto Tecnologico Superior de Irapuato, Mexico

Section 5
Environmental Science and Agriculture

Chapter 9

Carbon Capture From Natural Gas via Polymeric Membranes .............ccoceeeeevienienieneenienieneeneens

Nayef Mohamed Ghasem, UAE University, UAE
Nihmiya Abdul Rahim, UAE University, UAE
Mohamed Al-Marzougqi, UAE University, UAE

Chapter 10

Enhancing the Resiliency of Smart Grid Monitoring and Control........cc..cceceeveeneencnieniennieneeneens

Wenbing Zhao, Cleveland State University, USA

Chapter 11

E-Waste, Chemical Toxicity, and Legislation in India............ccevevveriieriiirecii e

Prashant Mehta, National Law University Jodhpur, India

Chapter 12

Green IT and the Struggle for a Widespread AdOPLiON .........ccccevierieniinienienie et

Edward T. Chen, University of Massachusetts — Lowell, USA

Chapter 13
Identification of Green Procurement Drivers and Their Interrelationship Using Fuzzy TISM and

IMICMAC ANALYSIS ...veeevieeiieeeieeeiee ettt ettt e st e e bt e s bt e e bteestteesateessseesnseesseeensaeenssesanseesnsaesnseennns

Surajit Bag, Tega Industries South Africa Pty Ltd., South Africa

- printed on 2/14/2023 11:23 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



Chapter 14

Load Flow Analysis in SMart GridS.........ccceeceeeeiireiieeniieeiiesieesieeeiee e eseeeesaeesaeessseessseeesnesnnns
Osman Hasan, National University of Sciences and Technology, Pakistan
Awais Mahmood, National University of Sciences and Technology, Pakistan
Syed Rafay Hasan, Tennessee Technological University, USA

Chapter 15

Methodology of Climate Change Impact Assessment 0n FOrests ..........coccoveeriieriieniiieiieniienieeieeeee 200

Mostafa Jafari, Regional Institute of Forest and Rangelands (RIFR), Iran

Chapter 16

Model for Assessment of Environmental Responsibility in Health Care Organizations.................... 220

Maria Carmen Carnero, University of Castilla-La Mancha, Spain & University of Lisbon,
Portugal

Chapter 17

Potential Benefits and Current Limits in the Development of Demand Response............ccccceeeeeneee. 236

Clementina Bruno, University of Piemonte Orientale, Italy

Chapter 18

Waste Gas End-of-Pipe Treatment Techniques in Italian [PPC Chemical Plants............cccocceeeeenen. 250

Gaetano Battistella, ISPRA, Italy
Giuseppe Di Marco, ISPRA, Italy
Carlo Carlucci, ISPRA, Italy
Raffaella Manuzzi, ISPRA, Italy
Federica Bonaiuti, ISPRA, Italy
Celine Ndong, ISPRA, Italy

Section 6
Geographic Information Systems

Chapter 19

Application of Geospatial Mashups in Web GIS for Tourism Development ...........ccccceeeeveennnne
Somnath Chaudhuri, Maldives National University, Maldives
Nilanjan Ray, Adamas University, India

Chapter 20
Archaeological GIS for Land Use in South Etruria Urban Revolution in IX-VIII Centuries B.C
Giuliano Pelfer, University of Florence, Italy

Chapter 21

Exploring Tourism Cluster in the Peripheral Mountain Area Based on GIS Mapping................
Ya-Hui Hsueh, National Taichung University of Education, Taiwan
Huey-Wen Chuang, National Taichung University of Education, Taiwan
Wan-Chiang Hsieh, National Taichung Girls’ Senior High School, Taiwan

- printed on 2/14/2023 11:23 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use

...... 287



Chapter 22

Geographic Information System (GIS) Modeling Analysis and the Effects of Spatial Distribution

and Environmental Factors on Breast Cancer INCIAENCE ..........cceevvieriieeciieeiieeieeieerve e 320
Akram Gasmelseed, University of Science and Technology, Sudan
Ali H. Alharbi, Qassim University, Saudi Arabia

Chapter 23
Geographic Information SYSIEIMNS. .......ccueviiiiiriieie ettt ettt sttt e s 334
Paula Remoaldo, University of Minho, Portugal
Vitor P. Ribeiro, University of Minho, Portugal
Hélder Silva Lopes, University of Minho, Portugal
Sara Catarina Gomes Silva, University of Minho, Portugal

Chapter 24

Geospatial Influence in SCIeNCE MaAPPING.....ccocveerriirriireiiieiiieeieerieeeieeetteeite et esteeseeesbeesbeeeaeees 349
Carlos Granell-Canut, Universitat Jaume I of Castellon, Spain
Estefania Aguilar-Moreno, Universitat Jaume I of Castellon, Spain

Chapter 25

Parallel Development of Three Major Space Technology Systems and Human Side of Information

Reference Services as an Essential Complementary Method ............ccoocvevciiiciiieiinecie e 362
Joyce Gosata Maphanyane, University of Botswana, Botswana

Chapter 26

Use of GIS and Remote Sensing for Landslide Susceptibility Mapping..........ccccceeveeceerieriereeneenne 384
Arzu Erener, Kocaeli University, Turkey
Gulcan Sarp, Suleyman Demirel University, Turkey
Sebnem Duzgun, Middle East Technical University, Turkey

Section 7
Industrial Engineering and Informatics

Chapter 27

Cuckoo Search Algorithm for Solving Real Industrial Multi-Objective Scheduling Problems ......... 400
Mariappan Kadarkarainadar Marichelvam, Mepco Schlenk Enginering College, India
Mariappan Geetha, Kamaraj College of Engineering and Technology, India

Chapter 28

The Trends and Challenges of 3D Printing........cccccoceeviiriiiiiiiiiiiiiinieeeeceeeeecee et 415
Edna Ho Chu Fang, University of Malaya, Malaysia
Sameer Kumar, University of Malaya, Malaysia

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



Section 8
Optical Engineering

Chapter 29
Visible Light Communication Numerous AppliCations.........ccceeverierienienienieniente e see e 425
Ala’ Fathi Khalifeh, German Jordan University, Jordan
Hasan Farahneh, Ryerson University, Canada
Christopher Mekhiel, Ryerson University, Canada
Xavier Fernando, Ryerson University, Canada

Compilation of References ................oocooiiiiiiiiiiiiii ettt 438
About the ContribULOLS ............ooouiiiiiiiii et ebe e e teeereeebbeessseesenas 492
| 11T ). SO USSP 503

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



EBSCChost -

Xii

Preface

Advanced Methodologies and Technologies in Engineering and Environmental Science is a single-volume
major reference work comprised of 29 unique chapters focusing on some of the most advanced and in-
novative technologies and methodologies within various branches of engineering and environmental
science. The concepts presented within these chapters are sure to support the successful strategic man-
agement of operations and new research initiatives.

Aiming to serve the needs of libraries, corporations, research organizations, independent research-
ers, practitioners, scientists, policymakers, and instructors who are seeking advanced cross-disciplinary
knowledge on the conceptual and technical aspects, this publication offers a wide breadth of coverage,
with topics ranging from the engineering of prosthetics to green IT.

Attention is paid to emerging subject matter including but not limited to environmental sustainability,
building information modeling, 3D printing, electrical conductivity, and spatial analysis. The chapters
within this publication will provide readers with the tools necessary for further research and discovery
in their own respective industries and/or fields. Additionally, this publication could be extremely ben-
eficial for use in coursework by instructors of various engineering and environmental science programs.

Advanced Methodologies and Technologies in Engineering and Environmental Science is organized
into eight sections: Biomedical Engineering, Civil Engineering, Computer Engineering, Electrical
Engineering, Environmental Science and Agriculture, Geographic Information Systems, Industrial
Engineering and Informatics, and Optical Engineering.

The following paragraphs provide a summary of what to expect from this invaluable reference source:

Section 1, “Biomedical Engineering,” is comprised of three chapters and opens this extensive refer-
ence source by highlighting the latest technological advancements in the creation of biomedical tools and
materials. The first chapter in this section, “General Perspectives on Electromyography Signal Features
and Classifiers Used for Control of Human Arm Prosthetics,” authored by Mr. Faruk Ortes, from Istanbul
University, Turkey, Ms. Derya Karabulut, from Halic University, Turkey, and Prof. Yunus Ziya Arslan,
from Istanbul University, Turkey, focuses on the use of electromyography signal features and classifiers
to revolutionize the design of human arm prosthetics with the hope that there can be an improvement to
the locomotor tasks performed by the human body during daily activity.

The second chapter in this section, “The Principle and Process of Digital Fabrication of Biomedical
Objects,” authored by Profs. S. H. Choi, H. H. Cheung, and W. K. Zhu, all from The University of Hong
Kong, Hong Kong, discusses the fabrication of biomedical objects of multiple using MMLM technology.
It also addresses the limitations of MMLM and the development of multi-material virtual prototyping
and manufacturing (MMVPM) technology for digital fabrication of complex biomedical objects in a
convenient and cost-effective manner.
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The third and final chapter in this section, “Reverse Engineering in Rehabilitation,” authored by
Prof. Emilia Mikotajewska, from Nicolaus Copernicus University, Poland, Prof. Marek Macko, from
Kazimierz Weilki University, Poland, Mr. Zbigniew Szczepariski, from Kazimierz Wielki University,
Poland, and Prof. Dariusz Mikolajewski, from Kazimierz Wielki University, Poland, investigates the
extent to which the available opportunities of the application of reverse engineering in rehabilitation are
being exploited, including concepts, studies, and observations. In sum, through all these perspectives
on reverse engineering, digital fabrication, and artificial neural networks, this section demonstrates
general perspectives on electromyography signal features and classifiers used for control of human arm
prosthetics and other biomedical innovations.

Section 2, “Civil Engineering,” is comprised of two chapters and explores emerging innovations on
the use of digital technologies in architectural design and engineering. The first chapter in this section,
“Digital Animation for Representing Architectural Design,” authored by Prof. Roberta Spallone, from
Politecnico di Torino, Italy, highlights how the ability to access the fourth dimension through the con-
struction of a sequence of images constitutes a specific prerogative of digital representation that goes
beyond the static constraint imposed by conventional methods of representation.

The second and final chapter in this section, “Literature Review of Augmented Reality Application
in the Architecture, Engineering, and Construction Industry With Relation to Building Information,”
authored by Prof. Aydin Tabrizi and Prof. Paola Sanguinetti, from University of Kansas, USA, explores
the current trends in the development of augmented reality applications and the application of augmented
reality technologies in the architecture, engineering, and construction industries.

Section 3, “Computer Engineering,” is comprised of two chapters. The first chapter in this section,
“Architecture of an Open-Source Real-Time Distributed Cyber Physical System,” authored by Prof. Ste-
fano Scanzio, from CNR-IEIIT, Italy, presents a completely open-source architecture of a cyber-physical
system based on the Linux operating system. The proposed architecture exploits the RTAI or XENOMAI
hard real-time schedulers to guarantee the required degree of determinism of nodes.

The second and final chapter of this section, “Consistency Is Not Enough in Byzantine Fault Toler-
ance,” authored by Prof. Wenbing Zhao, from Cleveland State University, USA, presents a novel integrity-
preserving replica coordination algorithm for Byzantine fault tolerant systems. The central idea behind
this CD-BFT algorithm is that all random numbers to be used by the replicas are collectively determined
based on the contributions made by a quorum of replicas, at least f+1 of which are not faulty.

Section 4, “Electrical Engineering,” is comprised of one chapter titled “Mechanisms of Electrical
Conductivity in Carbon Nanotubes and Graphene” and authored by Prof. Rafael Vargas-Bernal, from
Instituto Tecnoldgico Superior de Irapuato, Mexico. It presents coverage on the mechanisms of electri-
cal conductivity in carbon nanotubes and graphene. Also highlighted are other electrical variables and
their role in the electrical conductivity of these materials.

Section 5, “Environmental Science and Agriculture,” is comprised of 10 chapters on emerging tech-
nologies and applications for maintaining environmental functions and safeguarding the planet. The
first chapter in this section, “Carbon Capture From Natural Gas via Polymeric Membranes,” authored
by Profs. Nayef Mohamed Ghasem, Nihmiya Abdul Rahim, and Mohamed Al-Marzouqji, all from UAE
University, UAE, illustrates the potential for an energy-efficient and effective separation of CO2/CH4
gas mixture via lean solvent and regenerating of the rich solvent through absorption/stripping mechanism
taking place in a hollow fiber GLMC process.

xiii
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The second chapter in the section, “Enhancing the Resiliency of Smart Grid Monitoring and Control,”
authored by Prof. Wenbing Zhao, from Cleveland State University, USA, presents the justification and
a feasibility study of applying the Byzantine fault tolerance (BFT) technology to electric power grid
health monitoring.

The third chapter in the section, “E-Waste, Chemical Toxicity, and Legislation in India,” authored by
Prof. Prashant Mehta, from National Law University Jodhpur, India, provides a comprehensive overview
of India’s current e-waste scenario, analyzes hazardous metals and considers environmental and health
risks posed by them, examines the existing legal framework and strategic interventions, and explores
the immediate technical solutions to manage and minimize its impact on all.

The fourth chapter in the section, “Green IT and the Struggle for a Widespread Adoption,” authored
by Prof. Edward T. Chen, from University of Massachusetts — Lowell, USA, describes the struggle of
adoption and provides basic concepts and sustainable solutions of Green IT for businesses and individuals.

The fifth chapter in the section, “Identification of Green Procurement Drivers and Their Interrelation-
ship Using Fuzzy TISM and MICMAC Analysis,” authored by Dr. Surajit Bag, from Tega Industries
South Africa Pty Ltd., South Africa, identifies the leading green procurement drivers and the interrela-
tionships using fuzzy total interpretive structural modeling and MICMAC approach.

The sixth chapter in the section, “Load Flow Analysis in Smart Grids,” authored by Prof. Osman
Hasan, National University of Sciences and Technology, Pakistan, Prof. Awais Mahmood, from National
University of Sciences and Technology, Pakistan, and Prof. Syed Rafay Hasan, from Tennessee Techno-
logical University, USA, describes smart grids in terms of their basic components and then categorizes
the factors that affect the loads in smart grids. This is followed by a comprehensive survey of various
existing load flow analysis techniques (i.e., numerical, computational intelligence, and probabilistic).

The seventh chapter in the section, “Methodology of Climate Change Impact Assessment on Forests,”
authored by Prof. Mostafa Jafari, from the Regional Institute of Forest and Rangelands (RIFR), Iran,
explores climate change, climate variability, and global warming and its effects on natural resources,
plants, animals, and human life.

The eighth chapter in the section, “Model for Assessment of Environmental Responsibility in Health-
care Organizations,” authored by Prof. Maria Carmen Carnero, from University of Castilla-La Mancha,
Spain and University of Lisbon, Portugal, sets out a multicriteria assessment system constructed by
extension to a fuzzy environment of the Technique for Order Preference by Similarity to Ideal Situation
(TOPSIS) to assess the environmental responsibility of a healthcare organization. This model allows
joint evaluation of a significant number of decision criteria.

The ninth chapter in the section, “Potential Benefits and Current Limits in the Development of De-
mand Response,” authored by Prof. Clementina Bruno, from University of Piemonte Orientale, Italy,
explores the potential benefits of demand response (DR) and illustrates a set of challenges to related
demand response development, while also discussing the regulatory, technical, and socio-economic
challenges related to DR.

The tenth and final chapter in the section, “Waste Gas End-of-Pipe Treatment Techniques in Italian
IPPC Chemical Plants,” authored by Profs. Gaetano Battistella, Giuseppe Di Marco, Carlo Carlucci,
Raffaella Manuzzi, Federica Bonaiuti, and Celine Ndong, from ISPRA, Italy, includes the latest results
of a screening of Italian IPPC plants. It highlights the operating conditions of abatement devices and
possible existing improvements for several compounds removal. The abatement techniques analyzed
operate mainly on VOC content reduction or on inorganic compounds abatement.
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Section 6, “Geographic Information Systems,” is comprised of eight chapters on the application of
geographic information systems and remote sensing across various disciplines. The first chapter in the
section, “Application of Geospatial Mashups in Web GIS for Tourism Development,” authored by Prof.
Somnath Chaudhuri, from Maldives National University, Maldives and Prof. Nilanjan Ray, from Adamas
University, India, examines current development in Web GIS with the implementation of geospatial
mashup technologies, such as Google Map, in the context of map mashups and presents a classification
of map mashups and their application in tourism management and promotion.

The second chapter in the section, “Archaeological GIS for Land Use in South Etruria Urban Revo-
lution in IX-VIII Centuries B.C.,” authored by Prof. Giuliano Pelfer, from University of Florence, Italy,
focuses on the use of GIS for archaeological predictive modeling of ancient land use by critically applying
this new technology and exploring its theoretical and analytical implications.

The third chapter in this section, “Exploring Tourism Cluster in the Peripheral Mountain Area Based
on GIS Mapping,” authored by Prof. Ya-Hui Hsueh, from National Taichung University of Education,
Taiwan, Prof. Huey-Wen Chuang, from National Taichung University of Education, Taiwan, and Prof.
Wan-Chiang Hsieh, from National Taichung Girls” Senior High School, Taiwan, locates a set of points
of tourist spots distributed on a peripheral mountain area by GIS mapping, illustrates that accessibility
and neighbor-to-community are the influencing factors of tourism cluster in a peripheral mountain area,
and further analyzes the benefits of tourism cluster for establishing cooperation network by tourism
associations.

The fourth chapter in this section, “Geographic Information System (GIS) Modeling Analysis and
the Effects of Spatial Distribution and Environmental Factors on Breast Cancer Incidence,” authored by
Akram Gasmelseed, from University of Science and Technology, Sudan and Prof. Ali H. Alharbi, from
Qassim University, Saudi Arabia, contains an analysis of the breast cancer distribution in the United
States by comparing the spatial distribution of breast cancer cases against physical environmental factors
using a geographic information system (GIS).

The fifth chapter in this section, “Geographic Information Systems,” authored by Profs. Paula Re-
moaldo, Vitor P. Ribeiro, Hélder Silva Lopes, and Sara Catarina Gomes Silva, from University of Minho,
Portugal, underwrites the concept of geographic information systems, distinguishes the diversity of
applications from the past until the present, and identifies new paths to accommodate recent scientific
approaches with an extensive range of application possibilities.

The sixth chapter in this section, “Geospatial Influence in Science Mapping,” authored by Prof. Carlos
Granell-Canut, from Universitat Jaume I of Castellén, Spain and Prof. Estefania Aguilar-Moreno, from
Universitat Jaume I of Castellon, Spain, aims at drawing attention to the possibilities that geospatial
technologies can bring to science mapping. It distinguishes the notion of mapping between the geospatial
information science (GIScience) and librarianship and information science (LIS).

The seventh chapter in the section, “Parallel Development of Three Major Space Technology Systems
and Human Side of Information Reference Services as an Essential Complementary Method,” authored
by Prof. Joyce Gosata Maphanyane, from University of Botswana, Botswana, elaborates upon GIS/remote
sensing. It compares and contrasts the four globally used GIS systems: GOES, the Geosynchronous Orbit-
ing Environmental Satellite; LANDSAT; SPOT, Satellite Pour I’Observation de la Terre; and WorldView.

The eighth and final chapter of the section, “Use of GIS and Remote Sensing for Landslide Suscep-
tibility Mapping,” authored by Prof. Arzu Erener, from Kocaeli University, Turkey, Prof. Gulcan Sarp,
from Suleyman Demirel University, Turkey, and Prof. Sebnem Duzgun, from Middle East Technical
University, Turkey, focuses on the use of geographic information systems and remote sensing data for
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landslide susceptibility mapping. Five factors including normalized difference vegetation index (NDVI)
and topographic wetness index (TWI), slope, lineament density, and distance to roads were used for the
grid-based approach for landslide susceptibility mappings.

Section 7, “Industrial Engineering and Informatics,” is comprised of two chapters. The first chapter
in this section, “Cuckoo Search Algorithm for Solving Real Industrial Multi-Objective Scheduling Prob-
lems,” authored by Prof. Mariappan Kadarkarainadar Marichelvam, from Mepco Schlenk Enginering
College, India and Prof. Mariappan Geetha, from Kamaraj College of Engineering and Technology, India,
explores the meta-heuristic algorithms inspired by the social behavior of cuckoos. The cuckoo search
algorithm is presented to solve the hybrid flow shop scheduling problems. To illustrate the proposed
algorithm, data sets from a steel furniture manufacturing company are used.

The second and final chapter in this section, “The Trends and Challenges of 3D Printing,” authored
by Profs. Edna Ho Chu Fang and Sameer Kumar, from University of Malaya, Malaysia, examines the
trends and challenges of 3D printing in various industries including footwear, jewelry, architecture,
engineering and construction, aerospace, dental and medical industries, education, consumer products,
automotive, and industrial design.

Section 8, “Optical Engineering,” contains one chapter titled “Visible Light Communication Numer-
ous Applications,” authored by Prof. Ala’ Fathi Khalifeh, from German Jordan University, Jordan and
Profs. Hasan Farahneh, Christopher Mekhiel, and Xavier Fernando, from Ryerson University, Canada. It
presents coverage on emerging innovations in using the visible light spectrum for data communication.
This inclusive information assists in understanding the potential for the adoption of this technology in
indoor and outdoor applications.

The comprehensive coverage this publication offers is sure to contribute to an enhanced understanding
of all topics, research, and discoveries pertaining to engineering and environmental science. Further-
more, the contributions included in this publication will be instrumental to the expansion of knowledge
offerings in this area. This publication will inspire its readers to further contribute to recent discoveries
and will surely progress future innovations.

Mehdi Khosrow-Pour, D.B.A.
Information Resources Management Association, USA
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General Perspectives on
Electromyography Signal
Features and Classifiers
Used for Control of Human
Arm Prosthetics

Faruk Ortes
Istanbul University, Turkey

Derya Karabulut
Halic University, Turkey

Yunus Ziya Arslan
Istanbul University, Turkey

ABSTRACT

Physically handicapped people encounter various kinds of obstacles and difficulties in their daily lives
due to the restricted ability of motion. Assistive technologies represent a crucial challenge of scientific
studies to overcome such an issue of reducing quality of life. Assistive devices such as wheelchairs,
orthoses, and prostheses are designed and built to contribute rehabilitation progress and to regain
lost functions. Although human body parts have intricate forms and functions, artificial devices and
components integrating to the body are anticipated to compensate the fundamental functions related to
user’s demands. Upper- or lower-arm amputations also result in severe cosmetic matters. However, what
is more important and obtrusive is the loss of primary functions including manipulating and grasping
the objects besides the locomotor tasks which are performed by the human body during daily activity.
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BACKGROUND

Development of human arm prosthetics, which are improved to regain lost functions of amputated
limbs, encounters critical and challenging problems to carry out various dexterous tasks. To date, many
of revolutionizing design of human arm prosthetics including Boston Arm (Mann & Reimers, 1970),
Deka Arm (Resnik, 2010), Otto Bock trans carpal hand (Otto Bock Health Care, Minneapolis, MN),
and Shanghai Kesheng Hands (Shanghai Kesheng Prosthese Corporation Ltd.) have been developed.
Intuitive and precise control of such prostheses is still one of the main interests of scientific studies. The
main deduction from researches could be stated as control of the prosthetics is a particular concern of
understanding the nature of the electrical activations of muscles. Imitation of the fundamental patterns
of human arm motion depends highly upon the transformation of the neuromuscular activities of residual
limbs to a specific control signal for controlling the artificial arm. In this respect, myoelectric signals
provide a base of intuitive control, unlike the conventional or direct control. The dexterous control of
such myoelectric-based prostheses requires a clear extraction of features from recorded surface electro-
myography (SEMG) signals and pattern recognition to discriminate the motion and force intentions of
the prosthetics users. The progress of feature extraction from SEMG signals has an extensive coverage
of myoelectric controlled prostheses studies due to the features in both time and frequency domains have
the great potential on representing clear and meaningful information of EMG signals. Additionally, the
feature classifiers have been given a special scientific interest by researchers. Selection and developing
of the case-specific classifiers, which are desired to have the optimal performance to specify motion
classes, still continue to be the main goal of current studies. Although, various types of classifiers such
as linear discriminant analysis (LDA), support vector machine (SVM), artificial neural networks (ANN)
and fuzzy logic (FL) techniques have been utilized to classify human arm motion patterns, merits, short-
comings and pitfalls of the classifiers are still required to be discussed extensively.

FUNDAMENTAL ASPECTS OF EMG

EMG is the electrical activity of skeletal muscles (Basmajian & Deluca, 1985). It represents the sum-
mation of the muscle action potentials which cause the contraction of muscle fibers. Recorded EMG
data by means of electrodes are amplified and filtered to eliminate the motion artifacts, as well as the
environment and device related noises. Rejection of ambient influences on natural muscle activation
improves the accuracy and usability of EMG signals. One of the most widely usage of EMG signals is
to control the myoelectric-based prosthetics which are used by amputated people. Control scheme for
EMG-driven human arm prosthetics includes a sequential series of signal processing (Figure 1).

A condensed and clear control signal is needed to control the EMG-based prosthetics. In order to
reduce calculation and to provide stability of signal, EMG data are scanned by sliding segmented win-
dows (Figure 2). Because the raw (amplified+ pre-processed) EMG signal contains a huge burden of
data, this signal is needed to be represented in a concise, but accurate ways. Widely used time domain
features extracted from signals includes mean absolute value (MAV), root mean square (RMS), Willison
amplitude (WAMP), waveform length (WL), variance of EMG (VAR), simple square integral (SSI),
zero crossing (ZC) and integrated EMG (IEMG) (Phinyomark et al., 2013). In frequency domain, mean
frequency, median frequency, peak frequency, mean power, total power, and spectral power features are
commonly preferred (Phinyomark et al., 2013).

2
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Figure 1. Control scheme of multifunctional human arm prosthetics
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EMG SIGNAL FEATURES

Obtained EMG signals during contraction of a muscle or muscle groups are needed to be quantified in
order to relate these signals with some certain sets of movement types (Zecca, Micera, Carrozza, & Dario,
2002). Mathematical expression of EMG signals could be defined using feature extraction approach. An
EMG signal could be expressed in two domains including time and frequency domains.

Time Domain Features

Features expressed in time domain are useful for pattern recognition process due to no transformation
process is required. Easy and fast calculation of features provides to reduce delay which is a critical
concern in control of human arm prosthetics. A wide range of time domain features have been proposed
by researchers for the purpose of movement or force classification process (Phinyomark, Phukpattaranont,
& Limsakul, 2012). While z, is the kth EMG sample and N is the number of samples in each segment,
the most widely used time domain features are given as follows.
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Mean Absolute Value

Mean absolute value (MAV) of an EMG signal is the average of absolute value of sequential signal
amplitudes. MAV is one of the mostly used features and defined as,

1 N
MAV:W;‘%‘ (1.1)

Root Mean Square

Root mean square (RMS) feature represents a calculation of amplitude modulated Gaussian random
process relating to constant force and non-fatiguing contraction. The mathematical expression of the
RMS is given as,

N
RMS = /%Z ! (1.2)
k=1

Willison Amplitude

Willison amplitude (WAMP) feature is the number of times the EMG signal amplitude exceeds a pre-
defined threshold. WAMP is an indicator of motor unit action potentials (MUAP) and contraction force
in muscles and can be expressed mathematically as,

N

WAMP = Z[f (‘% - zkﬂ‘)

k=1

(1.3)

f(z) =

1, if x> threshold
0, otherwise

Waveform Length (WL)

Waveform length (WL) of EMG signal is the camulative length of the waveform over the time segment.
WL feature can be calculated as,

N-1
WL = ;\xw ~ x| (1.4)
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Variance of EMG (VAR)

Variance of EMG (VAR) implies the second-order moment of EMG signal and is a measure of power.
VAR feature can be defined as follows,

1 N
k=1

Simple Square Integral (SSI)

Simple square integral (SSI) of an EMG signal represents the summation of square values of EMG signal
amplitude over time segment. SSI can be expressed as,

N
SSI=> " (1.6)
k=1

Zero Crossing (ZC)

Zero crossing (ZC) feature measures how many times the amplitude of EMG signal crosses zero level.
Threshold value is assigned to prevent voltage fluctuations or noises effects. ZC feature calculation
could be defined as,

70 =
N1 1.7
Z[sgn(wk X, )N ‘a:k - ka‘ > threshold 1.7
k=1

1, if x > threshold
sgn(z) =

|0, otherwise

Integrated EMG (IEMG)

Integrated EMG refers to the summation of absolute values of EMG amplitude for each time segment.
IEMG feature is also used for clinical applications and could be expressed as,

IEMG = EN:M (1.8)
k=1
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Frequency Domain Features

Investigation of EMG signal characteristics in frequency (or spectral) domain is mainly carried out to
analyze both the fatigue phenomenon in muscles and the motor unit recruitment (Kallenberg, Schulte,
Disselhorst-Klug, & Hermensa, 2007). Various types of features have been proposed to handle EMG
signal behavior in the frequency domain. While f] , P] and, M represent a frequency value at a fre-
quency bin j, the EMG power spectrum at a frequency bin j and the length of frequency bin, respec-
tively, some of frequency domain features are given as follows.

Mean Frequency (MNF)
Mean frequency (MNF) is basically the calculation of average frequency dividing the sum of product of

EMG power spectrum and frequency by total sum of the spectrum intensity. The mathematical expres-
sion is given as,

MNF = = (1.9)

Median Frequency (MDF)

Median frequency (MDF) of an EMG signal is the frequency at which the spectrum is partitioned into
two equal amplitude. The MDF feature can be calculated as,

15y

Peak Frequency (PKF)

The frequency containing the maximum power is called peak frequency (PKF). The PKF can be calcu-
lated as follows,

PKF = max(P) (1.11)

Mean Power (MNP)

Average of power spectrum of EMG signals is used to determine the characteristics of signal. The feature
could be expressed mathematically as,
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M
MNP:%ZPJ_ (1.12)
j=1

Total Power (TTP)

The sum of the power spectrum of EMG signal reveals another feature, namely, the total power (TTP)
and it is obtained as,

M
TTP = ZP]. (1.13)

J=1

Spectral Moments (SM)

Spectral moments (SM) is another important approach for feature extraction. Although higher order
spectral moment could be calculated, the mathematical expressions of the first (§M,) and the second
(SM,) order moments are given as follows, respectively.

M

SM, :ZP],fj (1.14)
j=1
M )

SM, = ijfj (1.15)
k=1

EMG signals can also be characterized in joint time-frequency domain (von Tscharner, 2000). In
order to observe more accurate description of the signal in physical manner, EMG signals could be
transformed to the area at which both frequency and time domain features exist. However, this transfor-
mation requires heavy computational costs and likely causes delay in controlling assistive devices. Main
features of time-frequency domain are Wavelet Transform (WT), Wavelet Packet Transform (WPT) and
Short-time Fourier Transform (STFT).

The above mentioned signal features are needed to be classified to specify the intended motion and
force production. To achieve this task, various types of classifiers such as artificial neural networks
(ANN) (Arslan, Adli, Akan & Baslo, 2010), fuzzy logic (FL) (Chan, Yang, Lam, Zhang, & Parker, 2000),
support vector machines (SVM) (Oskoei & Hu, 2008) and linear discriminant analysis (LDA) (Lorrain,
Jiang, & Farina, 2011) are widely employed in literature.

FEATURE CLASSIFICATION AND PATTERN RECOGNITION

Extracted time or frequency domain features are required to be classified to determine the motion or
applied force patterns (Oskoei & Hu, 2007). Characterization capability of prosthetic hands is firmly
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related to the classification performance of the selected classifier due to the classification accuracy
reflects the fundamental neuromuscular activity of human muscles. The main consideration of pattern
recognition progress of myoelectric signal is that each force or motion class is described by the corre-
sponding muscle activation which is represented by a set of extracted features (Farina et al., 2014). The
chosen classifier discriminates separate tasks using trial and test approaches, so that a relation between
muscle activation, features and real-world tasks could be built. Thus, selection of appropriate classi-
fier for pattern recognition process is a key issue which is expected to identify accurate patterns and
to perform fast sufficiently. A great amount of literature exists to propose an optimal performance of
classifiers and thereby selecting the most suitable one (Lorrain et al., 2011). The next section involves
fundamental structures and applications of the widely used classifiers including ANN, FL, SVM and
LD for the purpose of using in control of myoelectric based prosthetics.

Artificial Neural Networks (ANN)

ANN is an artificial intelligence method inspired by the biological structure of human brain and generally
referred to as “neural networks” (Haykin, 1999). In human brain, the neural networks is the central of
the decision making process. The receptors receive stimuli from the external environment and convert
to electrical impulses in order to transmit them to neural nets. Then, neural nets perceive the information
and make decision. Finally, the decision is transmitted the effectors to convert the impulses to response
as outputs. Setting a linear or nonlinear relation between inputs and outputs, biological and artificial
neural networks makes a specific decision.

Surface EMG feature classification using ANN is a popular subject among scientific studies related
to control of human arm prosthetics. The basic structure of ANN which is used in pattern recognition
process of EMG signals is shown in Figure 3.

The structure, namely the multilayer perceptron (MLP), which consists of a set of one input layer,
one output layer, and a number of hidden layers is one of the most simple and commonly used type of
ANN. Typical structure of an ANN, which is used for classification of EMG signal features, includes
input, hidden, and output layers, so that the features could be related to different force or position
classes. Extracted EMG features are fed to ANN as a set of inputs and classified into different force or
motion classes as the set of outputs. Each connection between neurons in neighboring layers such as
input/hidden layers and hidden/output layers has a weighting factor (w). Moreover, hidden and output

Figure 3. Schematic representation of an artificial neural network
@ Force
A IRAI -
EMG Signal —@ ‘- {) \ {)

Features ° 5 5
X ) o Position
@ % :Q ° Level
Input Hidden Hidden Output
Layer Layer Layer Layer

8

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



EBSCChost -

General Perspectives on Electromyography Signal Features and Classifiers

layer neurons implement a transfer function to make a mathematical relation between inputs and outputs.
The transfer function f(z) of input arrays x, which sets a relation between input and output data arrays,
could be selected according to characteristics of the problem. For instance, a logistic sigmoid transfer
function is given as,

1
)= — 2.1
f(z) ——
where
k
T = Z wa 2.2)
n=1

means the total input of neuron, where w_, fanda_are the weight, coefficient and input of ith element,
respectively. Although many transfer functions are available, the most widely used transfer functions in
pattern recognition of EMG signals are logistic sigmoid and hyperbolic tangent sigmoid transfer func-
tions. The number of layers and neurons are adjustable based on obtained results. Using huge numbers
of training data and neurons could lead to overfitting and make a complex networks structure which has
to carry out more tasks and likely produces delays. To overcome such issue, some dropout techniques
could be operated and train-test proportion of data is proposed to be adjusted.

Neural networks have been utilized to obtain the closest values of output for targeting the real world
results by changing the weights (training stage). Adaptation of weights is implemented according to
the desired results which is called supervised learning. In the cases of supervised learning of EMG
signals, desired results can be position, hand/muscle force, joint torque or motion trajectory. ANN have
been operated as a classifier to predict arm and joint trajectories (Cheron, Draye & Bourgeios, 1996),
to estimate hand and wrist motion trajectories in the control of a virtual hand (Sebelius et al., 2005),
to classify types of limbs motion (Hudgins et al., 1993), to recognize motion patterns based on signal
time scale features (Zhao et al., 2006) and to predict the kinematics of shoulder and elbow (Luh, Chang,
Cheng, Lai, & Kuo, 1999).

Fuzzy Logic (FL) System

FL systems are beneficial in signal processing and classification, especially for biomedical signals which
are not always repeatable, and may even be conflicting (Zadeh, 1973). One of the most useful properties
of fuzzy logic systems is that discrepancies in the data can be tolerated. Moreover, it is possible to detect
the patterns in data which are not easily identified by other methods using trainable fuzzy systems. Thus,
the experience of medical experts or clinicians could be integrated and benefitted. It is possible to incor-
porate this incomplete but precious knowledge into the fuzzy logic system, due to the system’s reasoning
style, which is similar to that of a human being. This is a substantial advantage over the artificial neural
network (ANN). Fuzzy logic systems better reflect the human decision-making ability than the ANN
(Chan et al., 2000). The fundamental of a fuzzy system is the fuzzy inferring engine. Fuzzy production
rules are identified according to the available knowledge or well-classified examples (Wang, 1994).
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In the fuzzy method, none of operations are random. Information involving a certain amount of
suspense is expressed as reliable as possible, without the deformation of forcing it into a “crisp” mold,
and it is then handled in a suitable manner. Figure 4 shows the schematic representation of a fuzzy
logic system with a fuzzifier and a defuzzifier phases. Fuzzy Logic Systems architecture has three main
(Figure 4). These are

1. Fuzzification Module (transforms the system inputs into fuzzy sets),
Fuzzy Inference Engine (simulates the human decision making process by making fuzzy inference
on the inputs),

3. Defuzzification Module (transforms the fuzzy sets into output parameters).

The inference engine maps each rule’s fuzzy input sets into each rule’s fuzzy output set. Rules have
a critical influence on the performance of a FL system. The rules operate only when the inputs are ap-
plied to them.

In order to predict the rules for a fuzzy logic system, dataset is trained. To begin, a certain number
of input-output training pairs are selected. The next step is to convert the training dataset into a set of
fuzzy rules (IF-THEN, IF-THEN-ELSE, etc.).

The fuzzy rules are mapping from the inputs to the outputs and this mapping can be denoted quanti-
tatively. This kind of FL system is very common and widely used in many engineering applications, such
as in fuzzy logic controllers and signal processors. It is also known as fuzzy system, fuzzy controller,
fuzzy model or fuzzy expert system.

In recent years, FL systems have been used for decision making process in biomechanical science
(Reaz, Hussain, & Mohd-Yasin, 2006). FLS system has been performed to control the elbow and shoulder
joint angles of the exoskeletons to design a controller of multifunction prosthetics (Kiguchi, Tanaka,
Watanabe, & Fukuda, 2003).

Support Vector Machines

Support vector machines (SVM) is amodern and sophisticated machine learning method (Cortes & Vapnik,
1995). Since EMG-based classification process for prosthetic control problems requires high accuracy
and short duration of time to obtain outputs, SVM has become a prevalent and widely used classifier
(Lorrain et al., 2011). Although the main notion of the classification progress is to assign the inputs to
predefined groups or categories, SVM basically separates the classes operating an optimal hyperplane. In
order to discriminate the data among a vast number of classes, a combination of multiple SVM is used.
SVM classification process, briefly, is described as follows (Leon, Gutierrez, Leija & Munoz, 2011),

Figure 4. Schematic representation of a fuzzy logic system

Input
Fuzzy Fuzzy Output Output
Parameters
Input S Parameters
FUZZY
FUZZIFIER -~ we{ DEFUZ ZIFIER|———fm—
INFERENCE
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] l
Let z, andy, are inputs and outputs, respectively, forz, € R' andy, € {— 1, 1} . The hyperplane,

which divides them into two previously determined groups, is defined as,
w'd(z) +b=0 (2.3)

where w and b are weight and bias parameters of hyperplane. Additionally, ¢ is a mapping function
which transforms z; vector into higher dimensional space.

For a classification case, a various number of hyperplane could separate data into two classes. How-
ever, there must be only hyperplane, which satisfies maximum margin between the classes, is defined as,

m

min|[— Hw” + CZ ¢l (2.4)

subjectto . (wo(z,) +b) > 1— ¢ and { > 0 where ¢, is the slack variables that related to error between
training data. In order to obtain optimal hyperplane with limited error equation, equation (2.4) is solved,
While o, and k(z,, xj) are Lagrange multipliers and Kernel function, respectively, the equation is re-

duced as follows,

maXZa ——Zaayykaq,x})] (2.5)

1]1

The equation of optimal hyperplane is expressed as,
w = Z y,'oé,j¢(x7;7 ‘Z'7)
i=1

which satisfies

m

> ay =0and 0<a, <C (2.6)

The inputs z, which satisfy a, = 0 are called support vectors. The maximization process to build
decision function of the classifier is related to choose suitable kernel function which is generally se-
lected based on inputs type and structure. The most common used kernel functions are linear, polyno-
mial, sigmoid and radial basis functions. The major components of SVM is shown in Figure 5.

Lucas et al. (2008) implemented the SVM method as a supervised classification of multi-channel
surface electromyographic signals with the aim of controlling myoelectric prostheses. They concluded
that the SVM classification rule can be effectively implemented with fast algorithms (after training) for
real-time applications.
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Figure 5. The basic representation of support vector machine. Optimal hyperplane is represented with
solid line which divides optimal margin between two classes. Square and triangle on dashed lines are

SUpport vectors.

>

O 0 N Optimal Hyperplane
B

Linear Discriminant Analysis (LDA)

Linear discriminant analysis (LDA) has become a prominent classifier with the intent of grouping very
complex EMG data arrays. This section summarizes, briefly, that how LDA method works. The method
is based on deriving the combination of parameters that optimally discriminates the priori defined groups
(Cao & Sanders, 1996). It is assumed that the vector of features is given as X = [z, z,,...,z,_].The mean
values of X for the ith class are expressed as 1. = [p, ft.,, ..., 1, ]. The main procedure of LDA method
is to maximize the following function which is known as linear discrimination or gate function (Kim,

Choi, Moon, & Mun, 2011),

flz)=2"S"p, —%,ufSl,ui + log(m,) (2.7)

where § is the pooled covariance matrix of input data and 7, is a prior probability of inputs coming
from class i. Using the combinations of the equation, misclassification could be minimized by obtaining
higher likelihood index for each defined class.

LDA method has been applied to identify EMG signals to discriminate the patterns of EMG linear
envelope of healthy subjects and patients with anterior cruciate ligament injury (Alkan & Gunay, 2012)
and to classify the features to enhance the controllability of a powered prosthetics (Hargrove, Scheme,
Englehart, & Hudgins, 2010).
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It is necessary to make an extensive evaluation of the performance of these listed classifiers in pat-
tern recognition process besides shortcomings and merits of them. Arslan et al. (2010) employed ANN
to predict externally applied forces to human hands using EMG signal features. The study, which was
aimed to estimate the forces accurately, showed that the classifier predicted the targeted force values in
a range of 0.34 and 0.05, and of 0.24 and 0.09 root mean square difference (RMSD) for isometric and
anisometric contraction experiments, respectively. In this study it was clearly stated that ANN method
could built a successful non-linear relation between force and EMG signal features. However, the au-
thors highlighted that it is not possible to propose a standard ANN design for training the EMG signal
efficiently. Even tough ANN is a powerful classifier, the absence of a conceptualized and standardized
training method represents an important disadvantage.

Chan et al. (2000) performed a fuzzy logic based classification procedure to control prosthetics. They
also provided a comparison between ANN and fuzzy systems in pattern recognition process. In the study,
it was shown that 8% and 11.3% of error rates were obtained by Fuzzy and ANN classifiers in pattern
recognition, respectively. Some advantages of fuzzy systems were listed as i) slightly higher recognition
rate than obtained by ANN, ii) insensitivity to overtraining, and iii) consistent outputs demonstrating
higher reliability. The main drawback of the method was noted that requiring more human intervention
at initialization stage in order to get the minimum inter-class cross-over. Hence it was stated that the
procedure is not automatic to the same extent as ANN.

LDA is becoming a prominent tool for pattern recognition in EMG studies. Chuetal. (2007) conducted
a study which includes an EMG feature discrimination process. After a real-time pattern-recognition
progress, it was shown that the proposed method achieves the recognition accuracy rate of 97.4%.
Phinyomark et al. (2013) also reported that LDA shows a better performance in the classification of
fluctuating EMG signals compared to several classifiers such as quadratic discriminant analysis (QDA),
random forests (RFs) and k-nearest neighbor (KNN).

The performance of SVM as a machine learning method is needed to be assessed. Subasi (2012)
compared the performance of a group of classifiers and reported that classical SVM method provided
96.75% accuracy, while the kNN and the radial basis function (RBF) classifiers achieved the process
with 95.17% and 94.08% accuracy, respectively. In the study, it was also noted that SVM performance
could be enhanced with some modifications.

FUTURE RESEARCH DIRECTIONS

Though rapid improvements of assistive technologies and specifically artificial human hand prosthetics
have been observed, challenging problems are still remaining to be solved in terms of EMG signal pre-
and post-processing operations with the intention of providing dexterous control of prosthetics.

Feature Selection
Features extracted from EMG signals for both in time and frequency domains are used at present.

However, new features may be proposed for better representation of EMG signals. Furthermore, effect
of sliding windows for calculation of features should be investigated in detail. Used features presently

13

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

General Perspectives on Electromyography Signal Features and Classifiers

are calculated by means of differentiation or summation of neighboring EMG signal amplitudes. New
approaches such as measuring energy consumption for each EMG signal maybe employed for time
domain in future studies, as well.

Classification Methods

The classifier performance is investigated by researchers extensively. Selection of training and test
data for discrimination process has a great influence on classification accuracy and operation dura-
tion. Selection of the optimum cross-validated EMG signal arrays should be a purpose of next studies.
Additionally, using the combinations of time and frequency domain features for training and test may
provide higher accuracy of classification. Furthermore, semi-supervised learning, which is one of the
fundamental aspects of classification methodology for cases that it is hard to obtain sufficient training
data, should be studied in more detail.

CONCLUSION

The chapter provides a general overview on the EMG signal features and their classification method-
ologies which are critical issues for controlling of human arm prosthetics. EMG-driven human arm
prosthetics are highly sensitive to the scientific and technological advances. Through the last decades,
many of EMG signal features calculation and discrimination methods have been proposed and applied
to prostheses. Precise and intuitive control of prosthetics depends mainly upon the type of extracted
feature and classification techniques. Making a significant difference or advancing the dexterity in the
control of prosthetic devices depend on achieving the optimum signal feature and classifier architecture.
Needless to say that in addition to the control structure, mechanical structure of the prosthetics also plays
a major role in the completion of complex motor tasks which deserves to be extensively dealt with in a
separate report.
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KEY TERMS AND DEFINITIONS

Assistive Technology: A branch of technology is used to regain the lost functions of human body parts.

Feature Classification: A pattern recognition technique that is used to categorize a huge number
of data into different classes.

Feature Extraction: A method to obtain meaningful and clear data of a signal.

Human Arm Prostheses: Assistive devices which enable to perform lost functions of human arm
due to upper or lower arm amputations.

Pattern Recognition: A machine learning process which identifies the pattern of physical systems
using data belong to investigated systems.

Rehabilitation: A series of therapy to make injured or amputated people regained lost skills or
functions.

Surface Electromyography: A type of electromyography signal recording method carrying out by
means of adhering electrodes to skin surface.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited
by Mehdi Khosrow-Pour, pages 492-504, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

Biomedical objects are used as prostheses to repair damaged bone structures and missing body parts, as
well as to study complex human organs and plan surgical procedures. They are, however, not economical
to make by traditional manufacturing processes. Researchers have therefore explored the multi-material
layered manufacturing (MMLM) technology to fabricate biomedical objects from CAD models. Yet, cur-
rent MMLM systems remain experimental with limited practicality; they are slow, expensive, and can
only handle small, simple objects. To address these limitations, this chapter presents the multi-material
virtual prototyping (MMVP) technology for digital fabrication of complex biomedical objects cost-
effectively. MMVP integrates MMLM with virtual reality to fabricate biomedical objects for stereoscopic
visualization and analyses to serve biomedical engineering purposes. This chapter describes the principle
of MMVP and the processes of digital fabrication of biomedical objects. Case studies are presented to
demonstrate these processes and their applications in biomedical engineering.

INTRODUCTION

Mounting pressure of market globalization and intensifying competition has ferociously been driving the
manufacturing industry to survive on incessant reductions in cost and lead-time. However, conventional
manufacturing methods can no longer satisfy increasingly diverse customer demands, tight cost control,
and complex new products.
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Against this background, much research efforts have been devoted to developing various technologies
to help the manufacturing industry, and layered manufacturing (LM, or now often called 3D printing)
and virtual reality (VR) simulation have been among the most significant technologies developed over
the past couple of decades.

Despite recent proliferation of LM (3D printing) for free-form fabrication, most of the current systems
can only fabricate objects of a single material (Wohlers Report, 2013). There are imminent demands for
multi-material layered manufacturing (MMLM) processes to fabricate advanced products and biomedical
objects comprising of multiple materials. A few experimental MMLM machines have been developed
based on the conventional single material LM systems for relatively simple objects (Bellini, 2002; Wang
& Shaw, 2006; Wachsmuth, 2008; Li et al, 2009; Aklint et al, 2013). However, their fabrication speed
is unsatisfactory for most complex, large products or medical objects for emergency cases.

More recently, many researchers have worked on virtual prototyping and virtual manufacturing (VPM)
(Bracht and Masurat, 2006; Wang and Li, 2006), which is regarded as one of the most important tech-
nological advancements for product design and development. VPM has been successfully used in ship-
building and car industries (Kim et al, 2002; Wohlke and Schiller, 2005). It uses simulation techniques
to analyze and improve a product design and validate the fabrication processes and production schedules.

Through simulations in a VR environment, key factors such as the product shape, manufacturability,
and durability that may affect the profitability of manufactured products are optimized. VPM enhances
profitability by reducing production cost and material usage, etc. Moreover, it reduces time and tooling
cost by eliminating the need for multiple physical prototypes. This allows the users to review and vali-
date a product design to “get it right the first time” for delivery of quality products to market on time
and within budget.

This chapter describes the principle of virtual prototyping and virtual manufacturing, with a focus
on the processes of modeling and subsequent digital fabrication of multi-material biomedical objects.
Case studies of modeling and digital fabrication of biomedical objects using a multi-material virtual
prototyping and manufacturing (MMVPM) system will be presented to demonstrate its principle and
possible applications in biomedical engineering.

BACKGROUND

There has been a huge surge in demand for biomedical objects in recent years for various medical and
dental purposes (Khan & Dickens, 2014; Lee et al., 2001; Maji et al., 2014; Pinnock et al., 2016; Ripley
et al., 2016; Sanghera et al., 2001; Winder et al., 1999).

Biomedical objects have been traditionally used as prostheses to repair damaged bone structures or
to replace missing body parts (D’ Urso et al., 2000; Eufinger et al., 1995; Sannomiya et al., 2008). They
are now commonly used by medical students, surgeons, and dentists to help study the intricate anatomi-
cal details of human organs and bone structures, as well as to facilitate planning of implantations and
surgical procedures (Singare et al., 2009). For example, artificial hip joints, and bone and jaw structures
are often used in hospitals to assist complex medical operations. In addition, they are used as specimens
for experiments in pharmaceutical manufacturing enterprises.

Depending on the required properties and applications, biomedical objects can be made of either
homogeneous (single) material, or heterogeneous (discrete multiple) materials, or functionally graded
materials (FGM) (Pompe et al., 2003; Sun et al., 2005). Watari et al. (2004) described the fabrication
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of an FGM dental implant by powder metallurgy. Experimental results showed that the implant could
achieve better mechanical properties and biocompatibility, and that it could control the tissue response
through the gradient function of FGM.

But over the years, biomedical objects have been getting more complex, both geometrically and
structurally, with more intricate internal details and delicate material variations. As such, most biomedi-
cal objects are not economical, and very often not possible, to make by the traditional manufacturing
processes.

To fabricate biomedical objects of multiple materials, some researchers have explored the MMLM
technology, which is a layer-by-layer additive process that fabricates a heterogeneous object of a number
of different materials, which can be discrete with distinctive boundary interfaces, or functionally graded
with composition gradients changing gradually from one to another. This process requires a computer-
aided design (CAD) model with sufficient material information (Gu and Li, 2002; Gupta et al., 2015;
Jafari et al. 2000; Sun et al., 2005).

MMLM, however, remains experimental, and its practical application for fabricating biomedical
objects is limited. Indeed, most current MMLM systems can only handle relatively small, simple objects
of few materials. More importantly, they are slow and expensive to operate. To address the limitations
of MMLM, research efforts have recently focused on developing multi-material virtual prototyping
and manufacturing (MMVPM) technology for digital fabrication of complex biomedical objects in a
convenient and cost-effective manner.

MMVPM provides a digital platform that integrates virtual reality (VR) simulation technique with
MMLM processes. It is an effective tool that can digitally fabricate complex biomedical objects for
use in lieu of physical ones. The user can model a complex biomedical object and digitally fabricate its
prototypes. Subsequently, the resulting digital biomedical prototypes can be visualized and analyzed in a
VR environment, as if the user is manipulating physical objects, for some medical and dental purposes.

The following sections describe the workflow of the MMVPM system in detail. Case studies of
modeling and subsequent digital fabrication of biomedical objects using MMVPM would be presented
to demonstrate the principle and process of digital fabrication of complex objects for possible applica-
tions in biomedical engineering.

THE MMVPM SYSTEM FOR DIGITAL FABRICATION OF BIOMEDICAL OBJECTS

The MMVPM system consists of a suite of software packages for design and visualization of discrete
and functionally graded multi-material biomedical objects and simulation of MMLM process in a VR
environment. These packages include a color modeler for coloring monochrome STL models, a slicing
algorithm, a topological hierarchy-sorting algorithm for grouping random slice contours, a topological
hierarchy-based toolpath planning algorithm for generation of sequential and concurrent multi-toolpaths,
and a virtual prototyping and virtual manufacturing (VPM) module for digital fabrication of the multi-
material biomedical objects (Choi and Cheung, 2005, 2007, 2009; Choi and Kwok, 2004).

Figure 1 summarizes the three major processes for digital fabrication of biomedical objects, namely:

1. Data acquisition for model generation of biomedical objects;

2. Model processing, contour slicing, and toolpath planning for digital fabrication;
3.  Digital fabrication, visualization and analysis of biomedical objects.
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Figure 1. The main processes of digital fabrication of biomedical objects
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To acquire data for generation of a biomedical model, a target anatomical structure is firstly scanned by
a medical imaging device, like CT, u-CT, and MRI, to generate 2D image slices. The resulting 2D slice
images in grayscale are then imported into a 3D construction software, such as Materialise Mimics and
Able Software Corp 3D-DOCTOR, to extract characteristic data points and subsequently generate the
required biomedical model, normally in STL format, which is the de-facto industry standard for layered
manufacturing (Sun et al., 2005; Wang et al., 2010). Figure 2 shows two screen captures of the 3D-
DOCTOR generating a 3D pelvis model and a 3D human skull model from respective 2D slice images
(Able Software Corp, 2016).

Model Processing, Contour Slicing, and Toolpath
Planning for Digital Fabrication

The resulting biomedical STL model is then processed in the MM VPM system to add material informa-
tion, generate slice contours, and plan toolpaths for subsequent digital fabrication and visualization of
the resulting biomedical object, as follows:

1. Anin-house package is used to paint the biomedical STL model (which is originally monochrome
of a single material), with each color representing a specific material;

2. The color STL model is sliced into a number of layers of a predefined thickness. The resulting slice
contours and material information are stored in a modified Common Layer Interface (CLI) file;

3. The slice contours are sorted with a contour sorting algorithm to establish explicit topological
hierarchys;
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Figure 2. Generation of a 3D pelvis model and a 3D human skull model from 2D image slices by 3D-

DOCTOR
Source: Able Software Corp, 2011
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4.  Based on the hierarchy information, a multi-toolpath planning algorithm is used to plan and generate
toolpaths for concurrent deposition of materials by hatching the slice contours with a predefined
hatch space. The hatch vectors are stored in the modified CLI file for fabrication of biomedical
object and build-time estimation.

Digital Fabrication, Visualization, and Analysis of Biomedical Objects

The toolpaths together with the hatch vectors are subsequently input to a VP module to perform digi-
tal fabrication of the biomedical object. The resulting digital biomedical object can be visualized and
analyzed, as if manipulating a physical one, to review and improve the design of the biomedical objects
conveniently. Although the digital biomedical object can be displayed on a general computer monitor
or projection screen, it is preferable to visualize and analyze it in a VR environment to take advantage
of the stereoscopic views and immersive feelings.

The following section uses a human mandible to be inserted with surgiguides to demonstrate how
the MMVPM system can model and fabricate multi-material objects for biomedical applications, such
as surgical training and planning, patient’s education, and implantations.

Figure 3 shows a multi-material assembly of a human mandible inserted with two surgiguides. To
ensure the required implant precision, virtual models of the human mandible will be useful to simu-
late and study possible treatment plans. The MMVPM system can be used to assist surgeons to study
a treatment plan through stereoscopic visualization and analysis of a human mandible prototype with
surgiguides, as shown in Figure 4.

The surgiguides facilitate positioning the implant accurately. Based on the treatment plan resulted
from the simulation, surgeons can improve the design of the surgiguides to fit the patient’s bone structure.
Figure 5 shows the complete process of digital fabrication of the mandible prototype, while its quality
can be visualized accordingly in Figure 6.
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Figure 3. A color STL model of a human mandible with two surgiguides

Teeth The bone structure of a human mandible

Two surgiguide

It can be seen in Figure 6 that areas of dimensional deviations scattered mainly around the teeth and
the bottom of the mandible bone, while the surgiguides are relatively smooth. This is considered satis-
factory as we are more concerned with the accuracy of the surgiguides.

Nevertheless, the simulation process can be iterated with a new combination of process parameters
to improve the accuracy of the surgiguides, if necessary. Therefore, based on stereoscopic visualization
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Figure 5. Digital fabrication of the human mandible prototype with surgiguides

Front View Back View

and deviation analysis, satisfactory designs can be enhanced and validated for subsequent fabrication of

dental implants in a convenient and cost-effective way.
To achieve best surgical results possible, an implant should preferably be made of functionally graded

materials with properties that would mimic the biological and mechanical characteristics of human organs
or tissues (Krishna et al., 2008; Lin et al., 2009; Watari et al., 2004). The MM VPM system can design

and digitally fabricate FGM objects to assist such purposes.
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For example, it would be desirable to have dental implants made of functionally graded materials, such
as titanium (Ti) and hydroxyapatite (HAP), to satisfy both mechanical and bio-compatible properties.
Figure 7 shows the resulting FGM dental implant, with material variation represented by blending of
red (100% HAP) and green (100% Ti) colors along the Z-axis. Figure 8 shows the resulting FGM teeth.

CASE STUDIES

To further demonstrate possible use of the MMVPM system for modeling and digital fabrication of
biomedical objects to facilitate complex surgical procedures, a human ear model and a human thorax
model are illustrated in this section.

Figure 6. Areas of the human mandible prototype with dimensional deviations beyond design limits

Green pins showing unacceptable deviation

Red pins showing
maximum deviation
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Figure 7. A functionally graded dental implant generated by the MMVPM system
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Case Study One: A Human Ear Model

Hearing loss is one of the common diseases of human ears. It may be caused by genetic problems,
harmful noises from working environments, and ageing, etc. (McCullagh, 2011). Some possible clinical
approaches include cochlear implant and tympanum (eardrum) repair (Huber & Kipman, 2011). For this
purpose, a digitally fabricated human ear model would be particularly cost-effective and convenient to
help surgeons diagnose the disease and plan the possible surgical operations. Therefore, to make one,
a monochrome human ear STL model is firstly painted with an in-house package to highlight various
parts of the model, as shown in Figure 9.
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Figure 9. A color STL model of an anatomical human ear
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Based on the geometric and material information provided by the color STL model, the ear model
is sliced into a number of layers with a predefined layer thickness. Figure 10 shows the slice contours
of a particular layer to be made of four materials colored in orange, pink, blue, and grey. The contours
of each layer are then sorted to obtain explicit topological hierarchy information for planning and gen-
eration of toolpaths for concurrent deposition of materials. Subsequently, a human ear prototype with

Figure 10. A slice of the ear model consisting of four materials
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discrete multi-materials can be digitally fabricated using the VPM module. Figure 11 shows some stages
of the digital fabrication process and the resulting discrete multi-material prototype of the human ear
model. Indeed, a digital multi-material prototype of a human ear would be particularly useful for study
and planning of delicate surgeries, in that they can differentiate clearly one part from another, or tissues
from blood vessels of the ear.

Case Study Two: A Human Thorax With an Intervertebral Disc Spacer

Figure 12 shows a color STL model of a human thorax, which consists mainly of three parts: the ribs,
the sternum, and the spine. Based on the geometric and material information provided by the color STL
model, the MM VPM system can slice the thorax model into a number of layers, one of which is shown
in Figure 13. The layer contours are then sorted to obtain explicit topological hierarchy information
for planning and generation of toolpaths for concurrent deposition of materials. Subsequently, a thorax
prototype with discrete multi-materials can be digitally fabricated using the VP module. Figure 14 shows
parts of the digital fabrication process.

The resulting digital thorax model would be particularly useful for studying related symptoms like
back pain, which is among the frequently reported musculoskeletal problems. The most common fac-
tor causing low back pain is the degeneration of intervertebral discs. Taksali et al. (2004) reported that
back pain can result from irritation of the surrounding sinuvertebral nerves when the nucleus extrudes
into annular tears.

To alleviate this problem, it may be necessary to replace the degenerated disc with an artificial
intervertebral disc spacer to remove the primary pain generator while preserving functional motion.
As shown in Figure 15, an artificial intervertebral disc spacer has to be inserted between two adjacent

Figure 11. Digital fabrication of a prototype of the human ear model
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Figure 12. A color STL model of a human thorax
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Figure 13. A slice of the thorax model consisting three materials
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vertebrae. For this purpose, it would be medically preferable to make such a disc spacer with materials
having functional and biocompatible properties similar to a normal disc.

The artificial intervertebral disc is to be composed of three components, namely the nucleus pulp-
ousus, the annulus fibrosus, and the vertebral endplates, as shown in Figure 16. In comparison with the
material property of the annulus fibrosus, the nucleus pulpousus is softer while the endplates are harder.

Parsons et al. (1992) invented a molding method to fabricate a functional and biocompatible inter-
vertebral disc spacer. The disc spacer consisted of:
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Figure 14. Digital fabrication of a prototype of the human thorax model
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Figure 16. The structure of an intervertebral disc
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1. A central core of a biocompatible elastomer with a hardness in the range of 20-70 shore-A, shaped
and sized to approximate the nucleus pulposus of a natural intervertebral disc, and

2. An outer ring of elastomeric material with a hardness in range of 40—80 shore-A, surrounding the
central core to approximate the size and shape of a natural annulus fibrous.

The endplates comprised a biocompatible elastomer with a hardness in range of 90-100 shore-A,
and affixed, one to each end, to the outer ring / central core. The relative size of the central core and
the thickness of the outer ring in the radial direction, and the selection of material hardness, could be
varied in order to better match the mechanical properties of the composite prosthesis with that of the
normal disc. The disc spacer could thus achieve the desired properties by varying the hardness of the
elastomeric material along the circumferential and the Z-axis directions of the spacer, respectively, by
changing the composition of the elastomeric material.

It is therefore desirable to design and fabricate an FGM intervertebral disc spacer with a gradual
change of compositions of the elastomeric material to achieve the desired hardness properties in order
to mimic the normal disc in an intervertebral disc prosthesis.

The MMVPM system can also be a practical tool to model an FGM intervertebral disc spacer with
a functional gradation in hardness property, and then build a digital prototype to facilitate visualization
and subsequent fabrication.

To represent the material variations of the intervertebral disc spacer, it is firstly sliced into a set of
homogeneous layer contour-based model, and explicit topological hierarchy information is then built
for each layer. Secondly, feature layers are selected for assigning primary materials and material control
functions for calculation of property values of material composition. Thirdly, each layer is discretized
into sub-regions of constant material composition.

Figure 17 shows the resulting FGM intervertebral disc spacer with 3D variations of material com-
position. Along the Z-axis, it has a material variation represented by blending of blue (100 shore-A
elastomer) and red (60 shore-A elastomer) colors; at the same time, there is material variation of each
layer in the X-Y plane.

Now, the resulting contour-based FGM intervertebral disc spacer model has both geometric and material
information to be processed for visualization of internal material variation of each layer, multi-toolpath
planning, and subsequent digital fabrication. Figure 18 shows various stages of the digital fabrication
process of an FGM intervertebral disc spacer prototype. The MM VPM system allows adjustment of the
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Figure 17. An FGM intervertebral disc spacer with material variations along the Z-axis and in the X-Y
plane
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resolution of material composition to suit practical visualization and fabrication requirements, simply
by changing the discretization of layer contours, which is the number of layers and the number of sub-
regions. Therefore, it is a practical tool for modeling and digital fabrication of biomedical objects with
FGM and discrete materials.

FUTURE RESEARCH DIRECTIONS

Although the MM VPM system presented above provides a convenient digital platform that integrates
VR simulation technique with MMLM processes for virtual prototyping and virtual manufacturing of
complex multi-material objects for advanced product development and biomedical applications, it is
limited by its local connectivity and there is a lack of cloud computing capability for remote processing.

Therefore, a worthwhile future development of the MM VPM system is to enhance the algorithms
of its main modules for integration with cloud-based computing technology to facilitate remote image
processing and visualization of digital fabrication processes. As such, users who are geographically
separated can participate in the discussion and sharing of digital fabrication of complex multi-material
objects simultaneously for different applications.

32

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



The Principle and Process of Digital Fabrication of Biomedical Objects

Figure 18. Digital fabrication of an FGM intervertebral disc spacer prototype

Completed FGM prototype from two perspectives

CONCLUSION

This chapter described the workflow of a multi-material virtual prototyping and manufacturing (MM VPM)
system, which is a digital platform that integrates VR simulation technique with MMLM processes.
Case studies of modeling and digital fabrication of biomedical objects using the MM VPM system were
presented to demonstrate its principle and possible applications in biomedical engineering. The case
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studies showed that the MM VPM system is a convenient and cost-effective tool that can digitally fabricate
complex biomedical objects for use in lieu of physical ones. The user can model a complex biomedical
object and perform fabrication simulation. Subsequently, the resulting digital biomedical object can
be visualized and analyzed in a VR environment conveniently for some medical and dental purposes.
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KEY TERMS AND DEFINITIONS

Biomedical Object: An object made of bio-compatible materials for prosthetic or bioengineering
applications.

Digital Fabrication: Graphical simulation of a fabrication process to make an object in digital form.

Multi-Material Layered Manufacturing: An additive manufacturing process for fabrication of a
multi-material object layer by layer.

Multi-Material Object: An object made of a number of heterogeneous (discrete) materials or func-
tionally graded materials.

Multi-Material Virtual Prototyping and Virtual Manufacturing: Graphical simulation of a multi-
material layered manufacturing process to make a multi-material object in digital form.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited
by Mehdi Khosrow-Pour, pages 505-520, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

Reverse engineering is relatively novel technology, which may revolutionize clinical practice in rehabili-
tation. This technology may constitute a next step toward patient-tailored therapy, providing customized
medical products and increasing effectivity and accessibility of rehabilitation procedures and decreas-
ing cost of manufacturing and time of delivery. Such opportunities need separate research, assessment
of associated threats, and dedicated solutions. This chapter aims at investigating the extent to which
the available opportunities in the area of application of reverse engineering in rehabilitation are being
exploited, including concepts, studies, and observations.

INTRODUCTION

Reverse engineering is relatively novel technology, which may revolutionize clinical practice in rehabili-
tation. This technology may constitute next step toward patient-tailored therapy, providing customized
medical products increasing effectivity and accessibility of rehabilitation procedures and decreasing
cost of manufacturing and time of delivery. Such opportunities need separate research, assessment of
associated threats, and dedicated solutions.
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In this chapter authors investigate the extent to which the available opportunities in the area of ap-
plication of reverse engineering in rehabilitation are being exploited, including own concepts, studies
and observations.

BACKGROUND

The additive manufacturing (AM), called also 3D printing or stereolitography is relatively novel technol-
ogy developing since 1980s. It constitutes iterative technology based on construction the real objects
layer by layer, translating this way digital file (digitized object) into a solid object. Features of such
object depend on technology and material used to print, but number of both of them rapidly increases,
providing important alternative for traditional manufactiring techniques. Moreover some objects have
unique features (e.g. shapes) not comparable with products of traditional manufacturing.

Recent editorial article by Maruthappu & Keogh paid particular attention to potiential of 3D printing
applications to transform healthcare technologies and organization. Authors divided possible healthcare
applications of additive manufacturing into three main groups:

e Internet as decentralised store of blueprints (drugs, equipment, devices, and even body parts) for
Early patients-tailored interventions, much quicker and cheaper than traditional delivery solutions,

e  Patient—tailored therapy based on medical imaging combined with 3D printing,

e  Engineering of 3D printed tissues (Maruthappu & Keogh, 2014; Murphy & Atala, 2014; Seol et
al., 2014).

Further implementation of reverse engineering needs additional interdiciplinary research (including
randomized controlled trials on patients where available), dedicated methodology, careful assessment
of opportunities and threats as far as dedicated solutions.

Reverse Engineering as a Complex Process

Reverse engineering is regarded as quick and cost-effective method of creating functional or nonfunc-
tional copies of existing objects. Process of reverse engineering for rehabilitation purposes is unified to
several subsequent stages covered by semi-automated process:

e  Digital acquisition of the 3D geometric data: directly from the patient or based on his/her medical
records (e.g. using computed tomography — CT or magnetic resonance imaging — MRI),

e  Modification/adaptation procedures,

e  Creation of 3D model or final product on 3D printer and control of its feasibility: material features,
shape, dimensions, patient comfort, etc.

Reverse Engineering for Rehabilitation Support Purposes

Rehabilitation aims at restoration of patient’s functions to the maximum possible degree. Scientists and
clinicians are aware that in such person the full capacity available in healthy people can not be achiev-
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able despite efforts of patient, therapists and caregivers. Increasing number of severely ill, disabled and
elderly people makes this task even more difficult. Thus there is still need for novel solutions increasing
effectivity of the current rehabilitation procedures.

Rehabilitation should be common, early, comprehensive, and continuous. Reverse engineering prod-
ucts are beneficial for a wide variety of applications in the area of rehabilitation providing:

e  Short track between measurements in particular patient and final ready-to-use patient-tailored
product (assistive technology device, drug, artificial organ),

e  The same quality, geometric accuracy and shape reconfiguration possibilities as original product
(e.g. in the case of replacement),

e  Features modification possibility (according to the current patient’s need) by therapists/
manufacturer,

e  Low price thanks to cheaper commercial technologies of 3D printing, lack of transport and stor-
age costs,

e  Cost-effective production of customized products.

Reverse engineering can provide cells based bones or soft tissues for modelling, testing and therapy
purposes thanks to the use of bio-ink (composition of cells and hydrogel materials). Moreover assistive
technology products can be cheaper and patient-tailored. Use of such solutions can provide higher therapy
efficacy, life quality in patients with severe disorders, usually associated with long-term disability. The
huge breakthrough in neurology, neurosurgery and neurorehabilitation can cause novel nerve repair tech-
nique: microstructured scaffolds to promote nerves regeneration (Chang et al., 2008; Zhu et al., 2008).

SOLUTIONS AND RECOMMENDATIONS

There is need for further development of interdisciplinary collaboration to identify possible threats and
limitations emerging from novel applications of the reverse engineering in everyday clinical practice.
Current limitations in the area of reverse engineering cover following topics:

e  Ethical issues concerning use of living tissue to print artificial organs, and possible tissue
modifications,

e  Legal issues including copyright laws to printed copies, patents and original-based hybrid

solutions,

Lack of commonly approved standards of quality,

Lack of quality and development of internet-based blueprints supervision,

Lack of control on printed medical devices, especially in poor and developing countries,

More complex emerging issues concerning eugenics and military applications (Maruthappu &

Keogh, 2014).

Novel imaging techniques, printing techniques and software encouraging reverse engineering will
constitute challenge for medical education system, due to required specialistic knowledge and experi-
ence. Graduate and postgraduate education of medical staff should incorporate novel standards of
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interdisciplinary co-operation, within patient-tailored therapy. Local scientific and clinical authorities
should incorporate modified evidence-based clinical guidelines, paying particular attention to possible
secondary changes in patients.

Important limitation constitutes variability of materials and associated techniques of 3D printing.
Current materials for 3D printers are limited to plastic, metal, ceramics and living cells. Material engi-
neering faces to biomaterials with features desired for surgical handling, encouraging tissue reintegra-
tion, anti-allergic, water-resistant, non-fragile or even biodegradable materials. Natural materials (wood,
leather) may be hard to replace. Also combining various materials (e.g. metal and plastic) within one
printable product still constitutes a challenge. Increasing use of E-health technologies can change face
of the healthcare in the future.

Traditional manufacturing technologies (e.g. welded) in selected cases can provide better solutions
than 3D printed. Thus key element of further development in the ares of reverse engineering is integra-
tion of 3D printed objects with existing approaches.

Despite aforementioned problems many successful products have resulted from this approach:

e  Surgical management and strategy of rehabilitation of acetabular fracture showed accurate and
safer surgical management, shorter postoperative recovery time and significantly decreases costs
(Deng et al., 2014, Klein et al., 2013),

e  Full-arch prostheses of edentulous mandibles (De Santis et al., 2013),

° Customised foot orthoses (Telfer et al., 2013),

° Customized Gensingen braces (Bibb & Brown, 2000; Weiss, 2010),

e  Dental technologies (Shahmiri at al., 2014; Yuan et al., 2013; Giordano et al., 2012; Leijnse &
Spoor, 2012),

e  Urological practice (Youssef et al, 2015),

e  Various other easy to use and effective assistive technology solutions (Watanabe et. al., 2015).

Rapid development of hardware and software allows for expectations concerning novel technologies
in the area of 2D to 3D images conversion as far as rapid reconstruction of the anatomical parts based on
CT and MRI. There is need for effective and accurate, but relatively simple, quick and cheap solutions
dedicated for medical applications. Errorless (even semi-automatic)) reproducing of natural affected
anatomy can significantly decrease time of recovery in patients after severe injuries.

Development of stem cell based 3D printing can make another breakthrough not only in everyday
clinical practice (e.g. reduce mortality in burns or vascular diseases) but also in medical ethics and law
regulations concerning transplantation procedures. Lack of physical person (donor) and possibility to
print artificial organ as copy of original organ can positively affect public awareness and public opinion
playing an important role in increasing organ donation. Clinicians should be aware that it may take a lot
of years to print some complex organs as heart and avoid complications.

Another challenge remains integration with other future therapies like nanomedicine, nanorobotics
and bioMEMS. There is need for closest co-operation of whole interdisciplinary research teams.
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FUTURE RESEARCH DIRECTIONS

Important directions for further research are multifunctional designs that combine geometric and material
complexity, such as self-folding 3D printed structures, actuated in a heating environment (Deng & Chen,
2015; Gao et al., 2013; Ishida et al., 2014). Further research on bio-inspired design can help understand
the mechanisms underlying many associated cognitive processes (Fu et al. 2014), as well as results of
the Human Brain Project (Rose, 2014; Markram, 2012).

Current evidences concerning use of reverse engineering in rehabilitation are regarded as insufficient.
There is strong need for further research exploring novel area of applications, e.g. semi-natural bones
and tissues, associated with bone kinematics and dynamics simulation (Fang et al., 2015; Wei & Dong,
2011; He et al., 2014). Our own research concern three main topics:

e  Use of various technologies and materials to print 3D patient-tailored assistive technology (Lei
etal., 2014),

e  Research on mechanical properties of printed objects,

e  Eagy acquiring and modification of existing patients’ electronic health records, including medical
imaging, as an useful source of templates for reverse engineering.

Further challenge constitutes development of family of novel reverse engineering tools (including
user-friendly software) for clinical staff - allowing for easy adjustment of the digital models/patterns to
the needs of the particular patient (Macko et al., 2016). Industrial 3D printers and associated technolo-
gies may reach extremely high resolution, but everyday use of 3D biomaterial printers and 3D desktop
printers is limited. Moreover cost-effect factors associated with aforementioned solutions are hard to
compare. Use of bio-ink has still many limitations: limited number of bio-plotting materials, limited
resolution and strength, complex technology, timing of gelation time, degradation kinetics, and influence
of byproducts (even biodegradable). Simultaneous printing using multiple biofactors and materials is
hard to achieve. But the room temperature of processing and homogenous distribution of cells makes
bio-printing the most useful and promising technology do far.

Even attempts of low-cost fabrication the soft prostheses with the help of a desktop 3D printer were
recently reported (He et al., 2014), but every novel medical technology needs careful studies to prove
its safety for patients and therapists, and avoid possible complications and secondary changes (even as
long-term effects). On-demand production of drugs must provide patient safety (e.g. dose precision,
drug features and effects) and quality similar to the drugs manufactured using traditional technologies
(Weismann et al. 2015).

Quick development of 3D printing and reverse engineering creates novel solutions and challenges
every day: 95.8% of plastic surgeons want CT- or MRI-derived models for their patients (especially as
low-cost solutions for facial transplantation and reconstruction purposes). There is common belief that
use of 3D printed models and reverse engineering should be incorporated into graduate and postgraduate
medical education. This way preoperative planning, developing intraoperative guidance tools, produc-
ing patient-specific prosthetics, and teaching patients and surgeons in everyday clinical practice may be
easier, and post-operative comfort and esthetics can be optimized (Chia & Wu, 2015; AlAli et al., 2015;
Chae et al., 2015; Jones et al., 2015, Chi & Kim, 2015; Wu & Hsu, 2015; Gerstle et al., 2014).
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CONCLUSION

Proposed approach — reverse engineering - enables us to design and manufacture relatively complex
objects from its original structures or digitized images. It poses intriguing research questions to its
further applications in rehabilitation and possible novel research. It can make key contribution to safe
human health and improve the quality of life of patients with functional deficits. Such powerful solution
needs for careful further research on larger samples, follow-up studies, and more advanced analytical
measurements and technical assistance.
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KEY TERMS AND DEFINITIONS

3D Printing: Technical process of building physical objects from a three-dimensional (3D) digital
model by adding many subsequent thin layers of special building material (plastic, metal, etc.).

Assistive Technology: Technology used in an assistive technology device or assistive technology
service.

Assistive Technology Device: Equipment used to increase, maintain, or improve functional abilities
of disabled people.

Biomedical Engineering: Application of principles and practices of engineering science to biomedi-
cal research and everyday clinical practice in health care.

Health-Related Quality of Life (HRQoL): Multi-dimensional concept covering the overall condition
of a human life in areas associated with impact of the health status on quality of life: physical, mental,
emotional, and social functioning.

Physical Therapy: Use of physical therapy methods, techniques and tools to promote, maintain, or
restore the physical and physiological well-being of an individual with movement dysfunction.
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Quality of Life (QoL): Multi-dimensional concept covering the overall condition of a human life
in various areas: physical, emotional, social, political, moral, etc., their modification and enhancement.

Recovery of Function: A complete (where available) or partial return to the normal (or maximum
degree) physiologic activity of an organism following disease or trauma.

Rehabilitation: Process of restoration of human functions to the full (or maximum possible) degree
in patients suffering from disease or injury.

Rehabilitation Engineering: A part of biomedical engineering: application of engineering science to
design, develop, adapt, test, evaluate, apply, and distribute technological solutions to problems associated
with disabilities in areas of mobility, communications, hearing, vision, and cognition.

Reverse Engineering: Quick and cost-effective method of creating copies or modified versions of
existing objects, unified to three subsequent stages: digital acquisition of the 3D geometric data, modi-
fication/adaptation procedures, and creation of 3D model or final product on 3D printer.

Universal Design: Concept for designing and delivering products and services usable by people with
the widest possible range of functional capabilities (including people with various deficits).

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited
by Mehdi Khosrow-Pour, pages 521-528, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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Chapter 4

Digital Animation
for Representing
Architectural Design

Roberta Spallone
Politecnico di Torino, Italy

ABSTRACT

Since the late nineties digital movies have emerged as one of the main methods for submission of architec-
tural designs at international competitions, public presentations, and shares on websites of contemporary
masters. The chapter highlights how the ability to access the fourth dimension, through the construction
of a sequence of images, constitutes a specific prerogative of digital representation, which goes beyond
the static constraint imposed by conventional methods of representation. The author investigates the
methods, techniques, and languages of the fourth-dimensional communication of architecture. The
chapter provides analysis and critiques of the case studies collected by the author from the beginning
of the phenomenon and traces an ideal interpretation path, due both to the changing technologies and
the emerging specific languages.

INTRODUCTION

Since the late Nineties of XX century digital movies have been emerging as one of the main methods
for submission of architectural designs at international competitions, public presentations and shares on
contemporary masters’ websites, allowing to preview buildings, spaces and urban environments before
their eventual construction.

The chapter highlights how the ability to access the fourth dimension, through the construction of a
sequence of images, constitutes a specific prerogative of the digital representation, which goes beyond
the static constraint imposed by conventional methods of representation codified by the Descriptive
Geometry in the previous centuries.

The great complexity of architectural video production has led to the birth of new professionals
who specialize in modelling, rendering, animation, graphics, montage, editing and post production and
work in specialist studios. In the past, this had resulted in the generation of specific and recognizable
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languages: the language of the design was overlaid by that of its narration, and they were not always in
harmony one with the other.

The author investigates on the methods, techniques and languages of the fourth-dimensional com-
munication of architecture, unexplored area of research thus far, already the subject of previous studies,
relating them with the masters’ personal poetics.

The chapter provides also analysis and critiques of several case studies collected by the author from
the beginning of the phenomenon, and traces an ideal interpretation path, due both to the changing
technologies and the emerging specific languages.

BACKGROUND

Digital modelling has affected the entire design process in recent years, starting with the conception
through the control and communication of designs and finally to the provision of tools for building
construction and then management activities. For the design stage of the process, these new modelling
tools seem to have unified the constituent elements of drawing and design, reconstituting them within
the etymological roots of the Latin term designo, the twofold meaning of which alludes to an abstract
component, indicating the mental processes intrinsic to design, and another concrete component relating
to the tangible operation of drawing (Garzino, Spallone, & Lo Turco, 2011).

These tools offer a possible answer to Rogers’s wishes, who in 1990 said that “what is needed... is for
the meaning of drawing (and therefore also the pedagogical and practical interpretation that is derived
from it) not to be just the descriptive representation of an object generated by means of symbols, but for
its ancient semantic value to return to it, which is summed up today by the English word design (as op-
posed to drawing), in which the symbols themselves contain the concept of thought, concrete intention
and the design of an object” (Rogers, 1990).

Digital models have a syncretic nature which offers new opportunities to the scientific research and
architectural design: tests and errors occur in a space in which our experience of problems are rendered
fluid and immediate as in an architectural promenade, “3D computer models... allow more enhanced
and more controlled interaction between users and models, they are able to cover the whole range of
possible models in a single system of representation” (Maldonado, 2005).

Moriconi, an earlier scholar of infographics, underlined that “through the infographic support, digital
drawing simulates a hypothetical reality, goes beyond the limitations of the static and allows interaction
with any type of sign. With the creation of virtual images, infographic technology represents what is
perhaps the most appropriate tool for interpreting the complexity of reality” (Moriconi, 2001).

According to Manovich the rise of the movie camera as a universal paradigm for the interaction with
any data which is represented on three dimensions goes back to the 1980s and 90s. Indeed he affirms
that “as the computer culture is gradually spatializing all representations and experiences, they become
subjected to the camera particular grammar of data access. Zoom, tilt, pan and track: now we use these
operations to interact with data spaces, models, objects and bodies” (Manovich, 2011).

As a new medium, the animation of digital models requires the establishment of relationships with
several disciplines such as communication sciences and cinema engineering and with technologies like
that of video games and it must also pass the test of comparisons with the established conventional
technologies of film production. “Considering architecture as a form of art, we might learn from other
artistic disciplines, such as moviemaking (cinematographic approaches, sequencing and animation),
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theatre (physical expression, interaction, improvisation) and music (thythm, harmonic variation, but also
digital recording and sampling). These may expand the palette of architecture (traditionally making use
of drawings, models, pictures and symbols)” (Breen & Breen, 2011).

This triggers a critical discussion on the ontological nature of films, on their narrative form and on
their character of exploring human emotions, and it implies the attention of videos of architecture to the
perceptual effects produced by relations between persons and space.

Three dimensional digital models frequently constitute the basis for the production of particularly
effective visualizations, using a variety of techniques, which can be exploited for different purposes.
As Engeli noted, “the creation of specific messages relating to space requires an in-depth knowledge of
the intrinsic characteristics to the different possibilities and to the aspects that are wished to emphasize.

An object that is viewed can be interpreted in different ways. The main parameters (light, materials,
perspective) can bring out the nature of an object, work against it, reveal new information and add or
hide aspects of the object” (Engeli, 1999).

Engeli also underlines the role of narration in the communication of a design: “when you talk about
a design, the aim is to give the public an opportunity to identify with the object that is being presented.
This is the main reason why it is necessary to tell stories about designs. In reality all architects perform
a similar operation when they present design ideas, but usually it is not a capability that is used know-
ingly, despite the importance of that activity for the communication of ideas” (Engeli, 1999).

The producers themselves, who include multidisciplinary groups, composed of architects, graphic de-
signers, modellers, producers and musicians, underline the importance of animations for the representation
in architecture. In an old interview, Scott, Hampton, Alsop and Cocke, members of Squint/Opera, one of
the most famous creative company, underlined the importance of videos in the presentation of a design:
“I would like to encourage all architects to tell the story of their designs by using videos, because it is
a tool which helps people to see a design in a different way. Our experience of architecture is dynamic:
we move through spaces and it is precisely this aspect that a film is able to explore” (Oddo, 2004).

Taking the part of the stakeholders, also today the foresight of Gregotti, who observed that “who has
had experience like a member of architectural competition jury panels composed by different experts,
knows very well which confusion has done between the value of design and the fascination of represen-
tation considered as a painting... we will see in any year in which way video and virtual representation
will act on communication in architectural competition” (Gregotti, 1995) seems to the author surely alive.

MAIN FOCUS OF THE ARTICLE
Issues, Controversies, Problems

For over fifteen years the ‘spectacle of architecture’ has been identified in the digital representation of
space and time, especially in the animation, one of the most effective media for the prefiguration and
communication of architectural design.

The author, following the development of the architectural representation from the outset through
digitally constructed video believes that, with some simplification, after a first moment of the centrality
of digital modelling within which paths were created or singular elements of the building were animated
a following moment in which photo-realistic and hyper-realistic results were chased and another, still,
characterized by the pursuit and consolidation of narrative styles, is witnessing nowadays a phase of
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reflection and refinement, with a return of the communication process production within the atelier of
architecture, which addresses, therefore, technical choices and languages consistent with its design poetics.

The current trend, in fact, is to turn increasingly to the opportunities offered by the motion graphics,
through the hybridization between static and dynamic images of different nature, photorealistic render-
ings tend to be singular, as they are snapshots within conceptual dynamic views, and a search for greater
deepening of content takes advantage of the development of the narration on motives, concept phases
and constructive solutions.

The below developed discussion, traces, through the comments of the peculiarities of several of the
videos found online (not always available even today) and collected by the author over the years, an ideal
path built on some case studies illustrating the developments outlined above.

As said, at the beginning of the phenomenon the centrality of digital modelling is evident in the
construction of the video.

Zaha Hadid is one of the first architects who use the digital tools for the design, presentation and
communication via video of the project. Central themes of her poetry, such as dynamism, fluidity,
transparency, found a solution to the problems of design and representation in the digital modelling.

Also the animations of the three-dimensional models offer an opportunity to overcome the two-
dimensional characteristics of her drawings and paintings and to move around buildings generated by
the computer while they are still in the design phase (Schumacher, 2004). A video realized in 1999, the
first that the author was able to find, in which the techniques of animation of three-dimensional model
are used in the project of architecture, shows the spatial characteristics of the architectural competition
proposal for the Casino and the Grand Hotel in Lugano submitted by Hadid. In the short video (0:58),
produced by the computer graphics studio Neutral, which is also one of the pioneers of the specific pro-
fessional field, a lava flow cools and consolidates into a new architectural form that wraps the existing
buildings. The model is rendered with only two colours, red and white, in order to resume the metaphor
of lava and ice, in complete harmony with Hadid’s the figurative language.

In subsequent years, the improvement of the techniques and digital tools accompanies the transition
from animation resolved within the conceptual modelling to an extreme tendency toward photorealism.

The availability of software used in computer-gaming, along with the launch of YouTube in 2005,
promotes the proliferation and spread of design representation through video, in particular in the field
of international architecture competitions, in which usually it becomes one of the mandatory require-
ments, in public presentations and in self-promotion of the main architectural studios through websites.
The tendency to create photorealistic images aspiring to become perfect copies of reality establishes
itself at this stage, in which rendering engines, textures of materials and systems for setting the lights
are improving.

The video for the project by Christian de Portzamparc in the competition for the headquarters of the
Region of Rhone-Alpes in Lyon (2006) describes a building in an urban scale, a complex designed as a

Figure 1. Zaha Hadid, Casino and Grand Hotel in Lugano
Source: Movie by Neutral (0:58), 1999
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block, a place that can be enjoyed by the community in democratical and active way. The project won
because of its elegance, fluidity and rigor and the particular suitability to the site (Cardani, 2006). In the
video (3:12), composed by the studio Bartproject, a virtual man takes viewers into the building suggesting
the functions of the different spaces through the movements of the body and emphasizing the role of the
building as a business and trade centre. The constant speed of the virtual camera movement simulates the
human walking. The video uses a communicative style, typical of Bartproject, which combines shooting
extrapolated from the reality with a hyper-realistic rendering that overlaps transparent figures symbol
of an ethereal humanity in motion. The animation shows the transparency and openness of the interior
spaces - the monumental entrance, the patio, the exhibition space and the room for debate, all designed
to minimize the power consumption.

Architectural competition for the Musée des Confluences in Lyon, won by Coop Himmelb(l)au in
2001, awards a project aimed at the needs of information-society: to make perceivable current knowledge
to a broad public in a process of constant change.

The concept, named Crystal and Cloud, combines a hard space, the crystal rising towards the city,
conceived as an urban space and an entrance hall for visitors, and a soft space, the cloud intended by
the designers to hide the knowledge of the future (Coop Himmelb(I)au, 2003). A short movie present-
ing the project has been included in the Coop Himmelb(l)au website, since 2007. This was probably the
basis for the longer and richer educational movie now present in the Musée des Confluences website
which is also enriched by an interactive virtual visit with 360° panorama views in the principal rooms.

The longer movie (7:30), produced by Isochrom in 2006, starts exploring the area of Confluences
by an aerial view, first zenith and then perspective, which shows a wide urban tissue extended to the
town hall, modelled with simple volumes and rendered as a plaster model lit by natural light. As the
approach is made from the river to the building, the model takes on greater realism and the movement
of the camera transforms into a walk through towards and inside the building under design. A virtual
person guides the observers through the main halls to the different floors and invites them to appreciate
the architecture and examine the main collections by the way the shots are framed. During the tour the
visitors meet “Crystal and Cloud” which characterize the shape of the building. The model is realistically,
but delicately, rendered with a particular focus on bringing out the quality of the materials, transparen-
cies, reflections and opacities and interactions between the materials and the lights. A few blobs of warm
colours attributed to the entrances of some halls, arousing the curiosity to enter them, and to secondary
animation elements, emerge in the interiors in cold colours, all ranging from white to grey and blue.

In the following period there is a passage from the technical virtuosism to the research and consoli-
dation of narrative styles.

This step intended to prevent the technocratic homologation by the software, and led the video pro-
ducers to create personal and recognizable narrative languages. As stated by the following three case
studies, this choice anticipates the current developments.

Figure 2. Christian de Portzamparc, New Rhone-Alpes Regional headquarters in Lyon
Source: Movie by Bartproject (3:12), 2006
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Figure 3. Coop Himmelb(l)au, Musée des Confluences in Lyon
Source: Movie by Isochrom (7:30), 2006

The submission by Steven Holl for the international architecture competition to design the future
Musée du Louvre-Lens in the north of France, launched in early 2005, is a building in which the idea of
a walk through time organizes the plan of the new museum according to a linear time increment along
the rectangular frame, which is crossed by cyclical time (represented by the arcs) in short circuits and
different access points.

The competition animation (4:00), made by Neutral, deepens the concept ideas, showing the aquarelle
sketch drawn by Holl as the basis for the three-dimensional geometric construction which develops the
idea of intersection between linear time (a parallelepiped) and cyclical time (four cylindrical rings cut to
make four arcs). When the geometries become buildings, the parallelepiped appears as a hard block of
bricks and the arcs as light curtains of glass. The architecture, surrounded by the green, is connected to
the built city in which it is wedged. The new museum and the settings are modelled and soft rendered.
The camera movement, characterized by constant speed, guides the spectators outside (by a fly trough)
and inside (by a walk trough) towards the knowledge of the design. Therefore most of the animation is
produced by modelling software, with consequent use of bigger time.

The proposal for the invited architectural competition for a new library in Utrecht (2008), presented
by 3XN, describes a multifunctional building suitable to house a library and a cinema with residences,
shops and cafes. In this way, the cultural centre could be enlivened by various activities throughout the
entire day. The architects’ goal is to preserve the existing idea of public life in the area, while the new
building should be in function as an anthill, of which the shape resembles, characterized by multiple
fronts, and should be a new meeting place for the entire city.

The 3XN claims to be deeply involved in the digital revolution (3XN, 2008) and this seems to rever-
berate in their choices of projectual communication, entrusted to the studio Cadpeople, demonstrating
the close cooperation between the two groups. In particular, the video (3:30), resolved entirely thanks
to the digital modelling, shows an original visual and communicative approach. It starts highlighting the
relationship between the building and the environment, the different functions, displayed with exploded
isometric, the accessibility system. Then, describing the project, a particular camera movement alternat-
ing the acceleration and stop-image is used, combined with special representation techniques that change
from the conceptual, in gray scale with a few spots of primary colours, secondary animations of people,
vehicles, videos, up to static photorealistic images delicately rendered.

Figure 4. Steven Holl, Musée du Louvre-Lens
Source: Movie by Neutral (4:00), 2005
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Figure 5. 3XN, New library in Utrecht
Source: Movie by Cadpeople (3:30), 2008

Opposed to the essentiality carried out in the previous case study, the imaginative language, rich in
contaminations between real and virtual can be found in the next case.

The animation for the presentation of the HOK Sport Olympic Stadium (2007), to be built for the
Olympics and Paralympics in London, was created by the filmmakers of Squint/Opera.

The film is produced through hybridization of materials and languages, real footage and photographs
with digital artefacts; the animation of three-dimensional model is reduced to a minimum in favour of
applying dynamic post-production tools to the static views.

A short presentation, which simulates a communication of television news, introduces the project,
firmly framed in the atmosphere of London through the city landmarks (the City Hall, the Tower Bridge
and the Battersea Power Station) progressively invaded by the flags of the Olympic competition. A child
spectator from the beginning to the end of the event takes the viewer into the discovery of the project
elements. These are realized through geometric models of roofs, services, seating and structural system
that immediately become, through animation, in other objects related to the fantasies of the child: the
colourful ellipsoidal shapes of the services become flying ships, the seats in the form of gulls arrive
from above, the three-dimensional trusses move to the place of foundation as they were snakes, while
in the background there is the real city. Finally, the elements reassembled and made static, assume again
their geometric appearance related to the environment through a model illustrating the overall functions
and accessibility. A sequence in which the realistic render of the three-dimensional model is set in mo-
tion through secondary animations of public, athletes, giant screens and actions of zoom, scroll, rotate,
concludes the movie.

Among the current trends of the animation for the design representation, as seen in the description of
the emblematic case studies, the minimalist choices consisting in conceptual views, in animations that
refer to the simple movements indicated above by Manovich, in attention to the concept communication
and the artefact constructability, can be affirmed to prevail.

Moreover, the video production within the same study of architecture is witnessed in many cases,
facilitated by the most common software for modelling, rendering and post-production.

Differently from the most of the architects group websites, that led by Will Alsop, which name is
AllDesign, shows his projects by movies besides static renders. These movies at first realized by Squint/
Opera or Virtual Artworks are nowadays produced inside the studio.

Figure 6. HOK Sport Olympic Stadium, London
Source: Movie by Squint/Opera (4:52), 2007
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The choice of attributing a central role to the movies in the communication strategy of the architect’s
team, in tune with the graphic style of his website, stimulates more involvement by the viewers.

The video for presenting the project for the complex of three theatres in Langfang, near Beijing, in
2010, was produced by the same AllDesign studio that, in its website, claims to create movies since the
best way to express their own ideas is telling a story.

The short video (2:44) introduces the narration with a recall to some images of the traditional Chi-
nese landscape: vegetation of bamboo, flowering cherry-trees, canoes on the lakes and, finally, the wild
boar, of which metamorphosis, described as the initial concept, gives shape to the project. The complex
aims to fit into the natural environment with the creation of a park with ship canals and walkways lead-
ing to theatres and shady spots designed as a meeting place. The architectures, displayed in conceptual
clay-render, on which the connecting blue ring raises, are part of the system of the green. Animations,
fly-through, static rendering zoom and scroll and simulations of the growth of the artefacts and the
green, combined with the apparition of evocative images (musical notes that come out of the buildings
and moulds of traditional theatre masks) constitute the sequence.

The video for the architectural competition in 2012 for Copenhagen Arena, presented by C.F.
Mgllers, shows a multifunctional complex intended for sports and concerts, without losing its human
scale, becoming a landmark, a building element of the landscape and an attractive element of activity.
The animation (3:54), presumably produced by the same architectural studio, initially presents, in a bird
eye view, the structural technologic and constructive elements and the building phases of the stadium,
set within a context geometrically modelled and clay-rendered. When the video camera is lowered to
the human level, its recurrent motion is the rotation around the conceptual model. The following still
image is characterized by the representation as a realistic static rendering to which actions of scroll up
or zoom out are slowly applied.

SOLUTIONS AND RECOMMENDATIONS

In summary, methods, techniques and figurative choices in the ambit of the architectural animation,
highlighted by the selection of case studies proposed above, can be synthesized as follows.

Figure 7. AllDesign, Great Beijing Theatre and Masterplan, Langfang
Source: Movie by AllDesign (2:44), 2010

Figure 8. C.F. Myllers, Suggestion to Copenhagen Arena
Source: Movie by C.F. Mgllers (3:54), 2012
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One or more geometric models of a design having an appropriate degree of detail in relation to the
positions from which they are filmed, which are based on figurative convention for the architectural
representation: dynamic bird eye views emphasize relationships between the building and the existing
environment, while those at human eye height give a preview of the perceptual impact of the future
settlements; orthogonal views of horizontal and vertical sections illustrate the space distribution and
the functional aspects.

The figurative decisions reconcile the design poetics of the architects on the one hand and the nar-
rative styles of the producers on the other, fluctuating between conceptual and hyper-realistic styles.

The camera movement is not generally at a constant speed, accelerating and slowing, sometimes mov-
ing rapidly on tracks to get close to the action or following the pace of an avatar who guides the spectator
in the discovery of the place, while secondary animations, of men and vehicles in movement, monitor
which projects films and fountains and fireworks overlap the primary animation or a still image of it.

The time dimension, introduced by the movement of the camera, is frequently overlapped by the
representation of the natural low of time, with animations which start in the daylight and end at the night,
thereby facilitating the entire daily life cycle of the object.

Animated projections are always accompanied by sounds. They can range from background music
which captures the attention and helps focus the observers’ attention on the noises which enliven scenes
evoking feelings of empathy and the recognition of places.

Finally different video production techniques can be observed, finding their place of convergence
in the digital world (Ciotti & Roncaglia, 2000): the composition of different two and three dimensional
views of digital models with photographs and texts using the established technique of stop-motion com-
bined with movement options such as fades, zooms, pans and scene changes which are practiced today
using dynamic postproduction software; the modelling of building designs in their existing context,
also modelled, but often in a summary manner and the formation of a long route along which a series
of rendered views are created; the modelling of building designs inserted dynamically in a film of the
environment using camera-tracking techniques.

FUTURE RESEARCH DIRECTIONS

Architectural videos, today with a greater presence, sometimes are accompanied, above all in the web-
sites, by the extremely recent and occasional introduction of 360° panoramic views, which offer a modest
degree of interaction, and by virtual views, which, on the contrary, offer a certain number of scenarios
that can be freely selected and navigated by visitors.

CONCLUSION

The rapid development of digital technologies makes foreseeable a greater interactivity between observer
and digitally simulated space, with the ability not only to freely explore the project, but also to modify
it in real time. The author believes that in the same time the research on languages should advance, with
the aim of increasing the wealth of knowledge provided by the animation, not only with respect to the
users, but also to the designers themselves who could find another effective verification tool and project
control thanks to it.
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KEY TERMS AND DEFINITIONS

3D Modelling: In 3D computer graphics, 3D modelling is the process of developing a mathemati-
cal representation of any three-dimensional surface of object via specialized software. The product is
called a 3D model.

Animation: Animation is the process of creating a continuous motion and shape change illusion by
means of the rapid display of a sequence of static images that minimally differ from each other. In the
architectural representations, animation can be the creation of a path inside and outside of buildings, or
the putting in motion of static elements.

Compositing: Compositing is the combining of visual elements from separate sources into single
images, often to create the illusion that all those elements are parts of the same scene.

Montage: Montage is a technique which uses rapid editing, special effects and music to present
compressed narrative information.
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Post-Production: Post-production is part of the process of filmmaking, video production and render-
ing, which consists in a series of editing and optimization of the product, subsequent to the camera shot
or the animated sequence creation.

Rendering: Rendering is a image generated by a computer using three-dimensional modeling soft-
ware, after applying materials and lights and setting a perspective view.

Secondary Animations: In architectural movies, the secondary animations consist of motions of
people, vehicles, videos which overlap the animation created by the video camera movement.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited
by Mehdi Khosrow-Pour, pages 973-982, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

The rapid development and adoption of AR applications creates numerous opportunities for integrating
AR with BIM and improving conventional methods used in the fields of architecture, engineering, and
construction (AEC). In this chapter, the current trends in the development of AR applications and the
application of AR technologies in the fields of AEC are proposed. Also, the relation between AR applica-
tion and BIM in the AEC industry with the benefits of this integration and possible issues is discussed.
The related examples of BIM+AR are described during the literature review. The authors believe the
papers presented in this document cover the latest research trends and developments in the use of AR
and its combination with BIM for AEC applications. In the future, it is expected that AR applications
will be further utilized in the AEC field to enhance productivity, safety, and efficiency.

INTRODUCTION

Productivity rate in construction industry shows a general pattern of decline in comparison to other
industries. This issue influences on performance and efficiency of construction projects by adding un-
necessary costs, time, materials, and manpower waste Alwi, Hampson et al. (2002). In dealing with this
issue, it is necessary to apply proactive approaches rather than reactive ones through using new method
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and processes in the construction industry. During the last decade, Information and communication
technologies (ICT) have been advanced significantly where the application of these technologies could
improve the construction industry efficiency to some level (Park & Kim 2012). However, in order to
fulfill this task in a larger scale, new methods and processes are required to develop and analyzed. This
paper presents a conceptual framework to enhance construction industry efficiency via a comprehen-
sive and proactive mechanism of Augmented Reality (AR) and Building Information Modeling (BIM)
linkage. To fulfill this objective, the study begins with an extensive and critical review on AR and BIM
separately in order to investigate the efficiency of each technique in the construction industry. Then the
study proposes a conceptual framework of AR and BIM combination by investigating this collaboration
in the enhancement of construction industry procedure.

BACKGROUND

Augmented Reality (AR) provides the means for intuitive knowledge presentation by enhancing the per-
ceiver’s situational awareness and cognitive perception of the real world. Through AR approach, virtual
objects can be registered in relation to real objects where these objects can be seen in the same position
and orientation of other real objects of the scene, as perceived by the user (Wang et al. 2004). In addition
the real objects can be tracked and their 3D shape can be reconstructed from pictures (Azuma 1997).

AR has introduced as a technology which allows the user to see, hear, touch, smell and taste things
that others cannot (Van Krevelen and Poelman 2010). It is a technology to perceive elements and ob-
jects within real world experience in a complete computational environment. It applies creatures and
structures that could be used in daily activities unconsciously through interaction with others such as
enabling mechanics to see instructions for repairing an unknown piece of equipment, surgeons to see
ultrasound scans of organs while performing surgery on them, fire fighters to see building layouts to avoid
invisible hazards and people to read reviews for each restaurant on their way (Feiner 2002). (Wang and
Dunston 2007) describes AR as a tool allowing users to work with real world environment while visually
receiving displays of additional computer-generated information about the item by superimposition of
additional information onto the real world scene. This approach enhances the user’s perception of the
real environment by showing information that cannot sensed unaided.

It is expected that in the near future, an increase in the use of AR applications will occur due to the
advancement of hardware and software. (McKibben and Furlonger 2009) predict that by the end of 2014
approximately 30% of workers will use some form of AR capability and after a long period of techno-
logical development and refinement, the implementation of AR applications for the general public will
reach its peak. In addition, the commercial market shows a same trend by promising examples such as
Project Glass as an R&D program by Google (Goldman 2012) to develop an AR head-mounted display
(HMD) for enabling users to experience a truly immersive digital life. ABI Research (Hyers 2006)
predicts that by the end of 2014 the revenue from the AR mobile market will reach $350 M and Juniper
Research (Holden 2005) predicts that the market for AR services will reach $732 M at the same time.
It is widely believed that AR technologies are maturing and that within the coming years they will be
broadly adopted by industry.
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Estimations show that at least 5% of total building construction costs are due to occurrence of problems
in the early design process, causing insufficiency, inconsistency and omission of design-related informa-
tion towards construction phase (Hwang, Thomas et al. 2009). Construction worksite layout planning
relies mainly on 2D paper media where the worksite planners sketch the future layout adjacent to their
real environment. This traditional approach is ineffective and prone to error because only experienced
and well-trained planners are able to generate the effective layout design with paper sketch (Wang and
Dunston 2007). In the architecture, engineering and construction industry (AEC), gaps between planned
solutions and practical implementations, poor communications between project participants and inef-
ficient scheduling are the main issues for the lack of sufficient information/communication technology
(ICT) support and innovative business procedures (Chi, Kang et al. 2013). (Froese 2005) has categorized
trends in construction ICT into three categories. The first category is stand-alone tools to assist specific
work tasks such as CAD, structural analysis and estimating programs. The second category includes
communication and online information sharing tools through worldwide web document management
system. Finally the third category includes the potential for integrating first and second category as a
cohesive model through Building Information Modeling (BIM) (Froese 2010) where project teams come
together to produce comprehensive and virtual prototypes of all aspects of the construction project as
the central activity.

With the progress of ICT use in the AEC industry, higher quality visualization platforms are necessary
for the efficient use of shared information among involved teams. Available research studies show the
attempts of construction activities simulation with feedback generation through visualizing construction
information for easier understanding and data share among project participants (Kang, Anderson et al.
2007). However, this approach only enables the visualization of activities in the virtual environment
without enough resemblance to the actual tasks in the real world. (Froese 2005) introduces AR approach
for the generation of digital project information prior to construction with transfer onto construction
site in a fully digital way where this process facilitates the comparison of the actual situation with the
planned final appearance to identify the concerned items.

Building Information Modeling (BIM)

(Penttild 2006) defines BIM as a set of interacting policies, processes and technologies that generates
a methodology to manage the essential building design and project data into digital format throughout
the building’s life cycle. BIM creates an interdependency environment between structural, architectural
and mechanical services (Dossick and Neff 2009) with digital representation of the facility’s physical
and functional characters to provide a shared knowledge resource for client or user to use and maintain
throughout the project’s life cycle (Eastman, Jeong et al. 2009).

According to the studies by (Taylor and Bernstein 2009), BIM can incorporate parametric 3D, 4D
and 5D modeling where 4D includes a time dimension and 5D contains time based cost model. In ad-
dition, studies by (Aouad, Lee et al. 2006) presents the expansion of BIM into nD environment in the
recent developments of AEC industry by incorporation of engineering analysis and construction business
functions during the lifecycle of a building. This expansion includes scheduling, cost analysis, quality
control, accessibility, safety, maintenance, sustainability and energy simulation. However, despite the
recent BIM developments in the AEC industry, it still requires further progress during construction phase,
specifically in relation to the daily monitoring of work and management of involved teams.
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Augmented Reality (AR)

Generally, the life cycle of construction project consists of five phases as a) project feasibility analysis;
b) planning/design; c) construction; d) operation; e) disposal (Halpin and Woodhead) where each phase
requires the creation of physical structures and elements to create visual information for understanding
and communicating the complexity of projects with consideration of relation to existing structures or
elements. With recent advances in computer interface design and hardware capability, the application of
AR research prototypes and test platforms have fostered in the construction industry (Yang, Tsai et al.
2011). However, AR technologies itself are not advanced enough to be applied effectively in real AEC
projects and there are two main issues in this regard and they must be addressed before AR technologies
can become prevalent in the AEC industry. The first issue is the limitation of available technologies to
support AR approach and the second is to identify appropriate application areas for the use of AR in the
construction projects. To clarify the issue, (Stanco, Battiato et al. 2011) studied the accurate alignment
of virtual objects in a real world scene with regards to the user’s orientation and position. Their research
identified recent tracking technologies for indoor, prepared environments with accurate registration, but
the lack of strong accuracies tracking techniques for outdoor environments due to the scale difference.
(Yokokohji, Sugawara et al. 2000), demonstrated a system combining accelerometers and video tracking
registration for analysis of indoors, but its’ non-practicality for outdoor and unprepared environments.

In order to create an efficient application of AR in construction projects, it is necessary to identify the
areas with the highest potential for better performance. (Balzani, Santopuoli et al. 2004), demonstrated
the potential of AR as a visualization aid for underground structures and (Bruner 1966) discussed the
benefits of AR for architectural assembly guidance, infrastructure field tasks, urban planning and design
detailing.

Therefore, the analysis of current literature, suggests the feasibility of AR technologies to increase the
likelihood of success in the AEC industry with the consideration of its suitability validation in each case.

FURTHER RESEARCH DIRECTIONS
Integration of Augmented Reality into AEC Industry

Research by (Chi, Kang et al. 2013) presents the four rapidly developing technologies in the application
of AR approach to integrate the virtual world with the real world as a) Cloud computing environment;
b) localization; c) portable/mobile devices and d) natural user interface (Table 1). The application of
these technologies plays a significant role in the integration of AR into the AEC industry.

Cloud Computing Environment

Cloud computing has become a powerful technology with the progress in the Internet data processing
speed where it has the potential to extend the use of AR and BIM applications in the AEC industry.
Research by (Jardim-Goncalves and Grilo 2010) emphasizes the shifts of CloudBIM approach from
stand-alone static applications to dynamic shared environment with dynamic tasks allocation and ac-
cess via a network. Internet operation in real time and cloud-based computer devices helps to make the
required information more accessible to the users by enhancing the AR experience with the possibility

64

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Literature Review of Augmented Reality Application

Table 1. Architecture of AR application in 4 phases adapted from “’research trends and opportunities of
augmented reality applications in aec’’

Architecture of AR Application
Data Phase Computing Phase Tangible Phase Presentation Phase
Cloud Computing Environment Localization Technologies Portable Devices Natural User Interface
BIM GPS Cheap Gesture
Internet RFID Light Motion Capture
Barcode Wearable

Source: (Chi, Kang et al. 2013)

of virtual information update or change by the cloud side. Therefore, similar to the use of web browser,
the involved parties can use the AR as the front-end to explore the virtual information with extra access
to more variable and meaningful information in the field. According to (Kamat, Martinez et al. 2010),
it can benefit construction field tasks such as schedule monitoring and building inspection where they
require huge amounts of dynamic information.

Localization Technologies

(Chi, Kang et al. 2013) expect the localization technologies influence in the future development of AR
applications and they introduce it as part of the core functionality of AR technology with its necessity
in identifying the posture of subjects. However, the accuracy of the localization method introduces the
limitations of AR applications in superimposing virtual information into the real world. To solve this
issue, a research by (Zhang and Hammad 2012) discusses the development of global positioning system
(GPS) and outdoor localization technologies such as radiofrequency identification (RFID), ultra-wide
band (UWB) and barcoding where all combine multiple sensors to provide the accurate functionality.
Despite the current developments, still all available localization approaches are limited by environmental
complexity, signal quality, ranges of sensors and uncertainty where it makes it difficult for developers
to maintain the accuracy level of AR and to promote the use of AR applications before improving its
accuracy.

Portable and Mobile Devices

The size, weight, performance, and cost of hardware directly influence AR applications where the por-
tability of AR depends on the level of mobility a hardware device can provide. This issue requires AR
systems focus on portability and providing the ability to maneuver at outdoor environments. Research by
(Yang, Tsai et al. 2011) highlights the need for all AR devices to be stable and capable of surviving in the
variable environments. Until this capability is achieved, new AR applications will not become available.

Natural User Interface

(Yeh, Tsai et al. 2012) define natural user interface as intuitive control mechanism that imitate human
behaviors and gestures with consideration of an increasing number of AR applications utilizing gesture
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controls such as Sixth-Sense as a wearable gestural interface that augments the physical world with digital
information and enables the users to interact with the digital information using natural hand gestures.
However, their research clarifies the dependency of AR application not only on its stability but also on
the quality of the control interface. Future research requires the control interface to be more intuitive
and more stable with fewer sensing limitations where it will reduce the risk of operating AR devices in
dynamic environments such as construction sites.

Combination of Augmented Reality and Building Information Modeling

BIM related research has predominantly focused on enhancing communication and collaboration between
stakeholders through the use of 3D modeling and 4D simulation throughout a project’s life cycle (Love,
Edwards et al. 2011) where BIM is utilized simply as a representation and simulation tool. The issues
dealing with large quantities of data and their accessibility have hindered the use of BIM being effectively
implemented on the construction site and even the issues regarding the application of BIM from design
to real-time on-site construction have not explored thoroughly yet. However, the contained information
within BIM should be used during construction to ensure that activities and tasks are completed on time
according to schedule and to ensure the desired quality and safety standards are met (Construction 2008).

While BIM provides static and pre-defined data and information, AR can be integrated with BIM to
enable the physical context of construction activities visualization with real-time monitoring of tasks.
The integration of BIM with AR can provide a platform for a site management team and subcontractors
to effectively interact and utilize the BIM model contained data (Hou and Wang 2011). This translates
to a major opportunity presented by the use of BIM+AR technique as the ability to work at real-scale in
all phases. Involved people in the building process, such as clients or prospective buyers, often have dif-
ficulties understanding and translating 2D CAD architectural representations into real 3D spatial models
where they basically need to build up their individual mental models to understand the project (Donath,
Beetz et al. 2001). There is also a need for a powerful and proper visualization approach to supply in-
formation to the onsite workers. BIM can make the interdependencies between work tasks more explicit
with making the existing complexity more visible and manageable onsite. It can be a proactive approach
where the potential negative impacts of any action can be identified earlier and mitigated avoided eas-
ily. Spatial collision analysis between trades by 3D modeling systems such as CATIA or Navisworks is
an example of this approach (Wang and Love 2012). However, during the actual construction process,
there is a possibility of collisions occurrence due to the change of building elements, site facilities and
the movement of construction machinery. Therefore, it is challenging to introduce the onsite real-time
dynamic collision detection approach to include the variations of construction sequence and schedule.
Addition of AR to BIM enables real-scale representations of the existing situation to be communicated
and augmented by further information where misunderstandings between planner, client and involved
parties can be better avoided with savings on additional cost measures and time-delays (Donath, Beetz
et al. 2001).

Therefore, BIM+AR can be proposed as the fourth era of construction IT where prior to construction,
the generated digital project information can be brought onto construction site with capability of being
processed in a fully digital way. Simultaneously, the site crews will have the capability of accessing the
information associated with the concerned construction component or entity in a fully digital approach
(Froese 2005).
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Framework of Building Information Modeling
and Augmented Reality Integration

(Wang, Love et al. 2013) define AR as an information aggregator to collect and consolidate information
from BIM model with sensing and tracking technologies such as barcode, RFID, and GPS to identify,
track and monitor individual resources. The tracking devices are mobile and ideal for onsite use to inte-
grate BIM and AR where tags are attached to elemental components and the progress is monitored by
identifying the details about the specific properties such as date, number, and text lists. Since the tags
are recorded with predefined activities with the requirement of constructing a specific component and
given capability to the site operator to record comments of each activity, it can be a direct link between
the BIM model and AR database where both containing drawings and documents linked to a specific
component and element database.

The Generation-Communication-Evaluation and Decision making (GCED) cycle was propagated by
(Arayici, Coates et al. 2011) as referring to the typical onsite decision making process. In this approach
a potential solution is generated before its being communicated and being aware of the potential solu-
tion, its evaluation can commence based on a set of pre-defined criteria and then decision can be made.
As an example, the architects who design the building envelope interact with engineers developing the
steel structures and when architects and engineers engage in discussions related to complex geometrical
relationships such as facades, the GCED cycle commences (Figure 1). In the conventional approach,
physical mock-ups are created considering their time-use and inaccuracy where many features and prop-
erties are lost. Another method is creation of computer-generated models prior to discussions with the
consideration of their ongoing insufficiency for evaluation and collaboration purposes. Integration of
BIM with AR enables the visualization of buildings 3D models with their detailed features where their
properties can be visualized directly onsite to support AEC team in their communication and dynamic
generation of alternative site solutions.

Similarly, in second study by (Froese 2010, Arayici, Coates et al. 2011), the framework for integration
of BIM and AR is defined in four steps. First, the design and planning of construction process starts with
the creation of digital prototypes in BIM model where it contains both geometric and non-geometric
information. Second, the BIM model is used as the reference guide to organize the production process.
Third, each involved party carries out their role according to the drawing information from the same
AR based BIM model where the models are used to support effective interaction and communication.
Forth, the work results are used to update the same BIM model through the function of AR annotation
and commenting.

DISCUSSION

(Behzadan, Timm et al. 2008) discuss the recent developments in mobile processing units, camera quality
and tracking technology where they enable AR applications to be implemented in different environments.
Available mobile augmented information has various applications at the construction site including
construction work planning, verification, training and safety, communication and marketing prior to
construction work. Seamless interaction cycle between the real world and digital building information
model developed by (Hakkarainen, Woodward et al. 2009) identifies the camera location in order to
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implement mobile location based visual feedback from the construction site to the BIM system with full
awareness of the user’s location in time and space.

(Irizarry, Gheisari et al. 2012) developed a low-cost mobile AR based tool for facility managers
called InfoSPOT as a mobile AR method for accessing building information through a situation aware-
ness approach where a real world example of a BIM was applied to test its development. The authors
discovered the challenging problem of the BIM being inconsistent with the built environment and in
order to solve this issue, they optimized the geometry to reduce the BIM complexity in displaying on
a mobile device. Their statistical analysis indicated a generally positive response for this inexpensive
solution and suggested it will assist facility managers in their routine tasks where the real-time views of
space can be supplemented with vital information. They concluded that AR solutions can be easily setup
and the costly hardware installations were unnecessary for a successful AR application.

(Jiao, Zhang et al. 2012) presented an AR framework integrated with a BIM and cloud computing
technologies where they utilized Web3D technology to display virtual objects and resulting solution from
integration with an as-built BIM model. The authors suggested the framework capability of being used
in real data application where it can support collaboration in a more natural and effective way with the
power of cloud services. They conducted a test case with an actual construction project and their results
demonstrated the usability of the proposed framework to source virtual objects from BIM and to sup-
port collaboration. They concluded that the extension of the framework as a daily tool for construction
applications require further research in the future.

(Park, Lee et al. 2012) proposed using AR for the management of defects during construction where
they made an investigation in the construction industry for identifying current issues and requirements
of defect management practices. Their studies presented a conceptual system framework integrating AR
with BIM model for construction defect management. Based on the laboratory tests, the authors con-
cluded that the BIM+AR system will enable managers to efficiently inspect and control their worker’s
job performance with allowing workers to readily confirm their works in real-time.

(Kandil, Hastak et al. 2014) proposed the integration of BIM model with AR for ductwork installation
and clash detection involved in erecting the HVAC system. Even though the conflicts and clash detection
can be largely identified in BIM model during design, design changes and errors or poor installation may
lead to conflicts arising onsite. Using integrated AR allows a site manager to address the potential for
conflicts onsite by retrieving and visualizing all the concerned properties and details in the BIM model
where it can improve speed, safety and accuracy as well as reducing the cost.
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CONCLUSION

Despite the limitations of building information modeling (BIM) to the design phase throughout the
project lifecycle, it has started to be implemented in the construction industry in the recent years. In the
meantime, augmented reality (AR) as a new and emerging technology in the construction industry deems
to be a key enabler to address the current shortcomings of using BIM onsite throughout the construction
process. While BIM can be used to improve the efficiency and effectiveness of design coordination, it is
unable to take into account the inherent uncertainty associated with design changes and rework happens
during construction and particularly in complex projects. With the rapid development and adoption of
AR applications, there are numerous opportunities to integrate BIM and AR in order to visualize the
information about as-built, as-planned and future progress.

In this paper, the current trends in the development of AR applications were identified and a series of
examples were presented in the application of AR technologies in the AEC industry by describing how
BIM+AR can be used for reasoning the interdependences of tasks, project progress monitoring, digital
to physical relations, material flow tracking and visualizing design during production. However, more
research and case studies are required in the future to empirically examine the proposed integrated frame-
work in obtaining the potential productivity and performance improvements in the construction industry.
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KEY TERMS AND DEFINITIONS

Augmented Reality: A live direct or indirect view of a physical and real-world environment where
the elements are augmented by computer-generated input such as sound, video, graphics, etc.
AEC: Stands for architectural, engineering and construction field.
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Building Information Modeling (BIM): A process where it involves the generation and management
of digital representations of physical and functional characteristics of items or places.

Literature Review: A text of a scholarly paper including the current knowledge and findings along-
side the theoretical and methodological contributions to a particular topic.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited
by Mehdi Khosrow-Pour, pages 983-993, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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Chapter 6

Architecture of an Open-
Source Real-Time Distributed
Cyber Physical System

Stefano Scanzio
CNR-IEIIT, Italy

ABSTRACT

Cyber physical systems are based on a number of nodes connected through a communication network,
which can interact with the environment. In this chapter, a completely open-source architecture of a
cyber physical system based on off-the-shelf components will be presented. Its main characteristics are
high real-time capabilities and the use of both wired and IEEE 802.11 wireless technologies for com-
munication. The Linux operating system installed on common personal computers and communication
technologies derived from the IT world make the proposed architecture highly customizable, inexpen-
sive, and performing. Moreover, the presence of a time synchronization service allows the sharing of
time between nodes. Specific software and techniques, some based on synchronized nodes, are used to
increase determinism and reliability in both wired and wireless extensions.

INTRODUCTION

Cyber physical systems (CPSs) (Guan et al., 2016) are based on a number of nodes connected through a
communication network, which can interact with the environment. Application contexts that foresee the
use of CPSs are Industry 4.0, building automation and smart grids (Yu & Xue, 2016). In such systems,
nodes are connected through a wired or a wireless network, but commonly a typical configuration re-
lies on the combination of both. In many applications, such as those regarding manufacturing systems,
determinism on data exchanges between nodes of the system is the most important requirement.

On the other hand, in recent years, open-source software and applications are approaching CPS
market. Open-source provides a low cost and effective method to implement inexpensive, performing
and bug free applications. The need of open-source components for many application contexts derives
from their capability to be highly customizable. This characteristic impacts directly on performance
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to preform actuations or sensing physical quantities, in terms of determinism and latency. The use of
open-source software for real embedded systems has been described in the book (Cibrario Bertolotti, &
Hu, 2015). Other examples of use of open-source software will be provided in the next sections. In the
PC world, the Linux operating system is an example of widely adopted open-source platform, which
offered long-term support and development. These last features are really important for systems such
as CPS, which are updated and replaced infrequently. The Linux operating system is often chosen by
researchers, users and developers. Moreover, the code of the operating system, and of its software suite,
is well documented, allowing to expert users a really high degree of control of any behavioral aspect.
From the network point of view, Ethernet is the “de facto” standard for wired networks. Regarding wire-
less, a number of technologies exist, but the most common, fast and easily interoperable with Ethernet
is IEEE 802.11, also known as Wi-Fi. For cost reasons and ease of configuration and installation, these
technologies are the best candidates for a CPS based on open-source components. It is worth pointing
out that, while the majority of protocols for industrial automation rely on Ethernet, possible candidates
in industrial CPS for wireless extensions are IEEE 802.11, Bluetooth or wireless sensor networks based
on the IEEE 802.15.4 standard (Lu et al., 2016).

In this chapter, a possible implementation of a CPS based on the Linux operating system is presented.
The proposed architecture exploits the RTAI or XENOMALI hard real-time schedulers to guarantee the
required degree of determinism of nodes. It makes use of synchronization protocols, in both the wired
and the wireless extensions, to provide all the nodes a common view of time. Transmission latency
can be reduced in the wired network by using hard real-time protocol stacks (such as, e.g., RTnet) and
channel access methods as the time division multiple access (TDMA). Regarding Wi-Fi, redundancy
techniques based on the transmission of the very same data packet on two non-overlapping networks
allow to reduce both the number of packets lost and latency. Finally, we will show how the proposed
architecture simplifies the integration of popular industrial protocols (e.g., EtherCAT or Modbus TCP)
within the communication system.

BACKGROUND

CPSs usually interact with the surrounding environment through a wired or a wireless network. Sensing
applications used to measure physical values are characterized by few timing requirements. Usually, a
network wide notion of the time is maintained through specific synchronization protocols. Common time
allows network nodes to associate a time to measured values. It is the case of wireless sensor networks
(WSN) (Zaman, Ragab, & Abdullah, 2012) or monitoring systems. A large class of CPS applications is
control systems (CSs). In CSs, remote actuators have to be continuously managed by a control unit. In
its control-loop, the CS cyclically makes use of data acquired by remote sensors to properly command
actuators. The main requirements of CSs are the determinism of the communication network and its
reliability. In practice, a network packet has to reach the receiving node within a predefined deadline. In
hard real-time (HRT) systems deadlines cannot be exceed, while in soft real-time (SRT) systems they
can be exceed with low probability, i.e., the deadline miss ration has to be bounded. For wired networks,
a number of protocols, technologies and node architectures, typically originated from the industrial
world, are able to ensure HRT constraints. Nowadays, only SRT is possible for wireless networks. This
is mainly due to the non-exclusive use of the communication medium (i.e., the ether) by nodes involved
in the communication. Nevertheless, a number of countermeasures appeared in scientific literature to
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increase determinism and reliability of wireless protocols, especially for Wi-Fi. Finally, in such type
of networks, nodes have to send packets with the correct timing constraints, to ensure the determin-
ism required by the application. To this extent, RT properties of nodes have to be improved by using,
e.g., a RT operating system. In the following, design guidelines and references will be provided for the
implementation of a distributed wired/wireless CPS, with completely open-source components, RT
capabilities and conventional hardware.

OPEN-SOURCE ARCHITECTURE FOR A REAL-TIME CPS
Architecture

A reference network architecture of a CPS is schematically presented in Figure 1. A wired backbone
interconnects wired nodes. In the proposed open-source architecture, it consists in standard Ethernet
cables and switches. Some wireless extensions are connected to the wired backbone. They allow node
mobility and cable replacement for such applications in which cabling is hard or cables are prone to wear
and tear (e.g., in robotic arms). Wi-Fi has been chosen as the reference wireless technology for wireless
extensions because it is faster if compared with other WSNs technologies, it is completely interoper-
able at the data link layer with Ethernet, and its basic components (i.e., access points (APs) and Wi-Fi
adapters) are available off-the-shelf at relatively low cost. APs are used as interconnection elements
between the wired backbone and wireless extensions. Two types of Wi-Fi nodes can coexist in the same
CPS: conventional Wi-Fi nodes and redundant Red. Wi-Fi nodes equipped with two or more wireless
adapters. The latter type of node is used for SRT applications with demanding latency and reliability

Figure 1. Reference architecture of a CPS
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requirements. Some nodes can be equipped with both wired and wireless adapters. An example is the
border node of a Wi-Fi subsystem (e.g., the interface node of an industrial machinery produced by a
specific vendor) which is connected to the wired backbone to communicate with other components of the
CPS and internally exploits wireless communication for the connection with moving elements. Finally,
some specific network segments may require a high degree of determinism. In this case, specific HRT
network protocols can ensure the expected performance. Both wired and wireless nodes of the CPS are
personal computers (PCs) or embedded systems running the Linux operating system.

Wired Backbone

In the proposed architecture, wired backbone is based on the IEEE 802.3 Ethernet standard. Switches
are used to interconnect wired nodes. As a matter of fact, the level of determinism in terms of latency
of switched Ethernet is enough for the majority of the CPS application contexts. Nevertheless, switches
introduce indeterminism on delivery time, because packets queued inside them experience a delay that
depends on network traffic. To avoid this problem, a synchronization protocol can be used to provide a
common notion of time to nodes. As a consequence, if network packets containing a command arrive
to the receivers sufficiently in advance, synchronized actuations can be performed by different nodes,
even if the underlying communication network is not deterministic enough. Synchronization protocols
will be analyzed in detail later. If the network packet containing the actuation command cannot be sent
sufficiently in advance, because the actuation command is based on other sensors data that must be
adequately new, network determinism has to be improved. A common and effective remedy is traffic
prioritization. Most important traffic has to be tagged with the higher priority, as define in IEEE P802.1p
standard, to increase Quality of Service (QoS). Such solution is adopted by the EtherNet/IP industrial
protocol. Further advantages can be achieved by using specifically modified switches. For example,
in TTEthernet high priority traffic is sent on specific time intervals. TTEthernet ensures that in such
intervals other traffic cannot interfere with the high priority one. TTEthernet preserves the compatibil-
ity with standard Ethernet (i.e., traffic is routed with conventional Ethernet rules outside the reserved
intervals). Unfortunately, as other HRT protocols, TTEthernet requires specific and expensive hardware.
A software-based, less expensive and less deterministic solution, is TDMA. In TDMA, synchronized
nodes subdivide the communication network in time slots. Each node is then allowed to transmit only
in its assigned slots, preventing possible interference with other network nodes. The main disadvantage
of this technique is that all nodes have to implement TDMA.

Quite counter-intuitively, in relatively small networks, the major source of indeterminism is not the
network, but is the node itself. A simplified schema of a Linux-based PC is reported in Figure 2.

In a PC, concurrently, a number of processes make use of the central processing unit (CPU). Between
these processes, the control application (CA) is in charge to manage the transmission and reception of
the relevant data of the CPS. The transmission of a packet (e.g., to perform an actuation on a remote
node) by means of the CA is usually triggered by a timer or by the reception of another packet, which
for instance contains a new sensed datum. In both cases, when the CPU is in use by others process, a
context switch operation to substitute the running process with that of the CA is needed. The additional
delay to save the context of the old process and to restore the CA context worsen the HRT capability
of the node, if compared with the more favorable case in which the CPU is idle when the CA process
is triggered. To send the packet, the CA that runs in user-space makes use of the system calls provided
by the operating system. System calls software is executed in kernel-space. The transition from user to
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Figure 2. Simplified schema of a PC wired node
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kernel spaces requires another context switch operation, which leads to further indeterminism. Moreover,
the use of shared resources by means of concurrent processes decreases determinism (e.g., the access to
the Ethernet adapter or to the main memory is performed through the shared system bus). Additionally,
the reaction time of the system to an interrupt depends on pending interrupts not yet managed by the
CPU. A first remedy is the installation of specific Linux kernel patches with the aim to reduce the time
intervals in which the operating system cannot be preempted by other ready processes, such as the CA.
The most known is RT patch. Among its most important features, it minimizes the time in which the
CPU is not sensible to interrupts and it allows the Linux kernel to assign a priority to each interrupt (i.e.,
a major priority can be assigned to Ethernet adapter and timing interrupts). Although RT patch allows
to increase determinism, the resulting system can only be considered SRT. A more effective counter-
measure relies on the use of HRT extensions, such as RTAI or XENOMALI. Normal processes and the
operating system itself are scheduled by these extensions as non-real-time processes. HRT processes
are not scheduled by the Linux kernel but by RTAI or XENOMAL. In this way, they do not suffer of the
interference caused by other non-real-time processes. Unfortunately, to guarantee HRT performance,
CA software cannot make use of system calls, and device drivers have to be programmed exploiting
specific RTAI or XENOMAL libraries.

The most recent article of performance comparison between standard Linux kernel, RT patch and
RTAI is (Cereia, Cibrario Bertolotti, & Scanzio, 2011). Some results of that work are reported in Table
1. It analyzes the jitter (i.e., the deviation from the desired actuation time) in a system without additional
load and with an intensive I/O load of 500 IRQs per second. In the latter configuration, results confirm
the impossibility to use a standard Linux kernel in RT applications (maximum jitter is 1151 ps), and the
effectiveness of RT patch and RTAI (maximum jitter is 10.4 and 8.0 ps, respectively).

When packets have to be sent timely, also driver and protocol stack implementations must have RT
properties. A commonly used HRT protocol stack for wired adapters is RTnet, which ensures a bounded
delay on packets delivery. Jitters of standard Linux and RTnet were analyzed in (Cena, Scanzio, Va-
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Table 1. Comparison between standard Linux kernel, RT patch and RTAI

Jitter (us)
No Load 1/0 Load
c Max c Max
Std. Linux kernel 5.72 1434.0 5.75 1151.0
RT patch 0.12 1.8 0.63 10.4
RTAI 0.12 2.5 0.32 8.0

Data source: (Cereia, Cibrario Bertolotti, & Scanzio, 2011).

lenzano, & Zunino, 2011). As reported in Table 2, the maximum jitter of the standard driver in the I/O
load condition is for many application contexts too high (1910.6 us). On the other side, with RTnet,
jitter remains bounded to 38 ps.

Wi-Fi Extensions

Wi-Fi extensions are really useful in many application contexts. Unfortunately, they cannot guarantee
the determinism of cables. In particular, the number and type of wireless nodes in proximity of the CPS
is usually out of the control of the application designer. Choosing the band and the transmission channel
of the Wi-Fi system in a frequency not exploited by other wireless networks is the first best practice.
Sometimes this solution is not possible, because in a specific environment users have not control over
the surrounding networks. With the widespread diffusion of mobile devices, the elimination of these
interfering nodes is becoming even more complicated. Moreover, electromagnetic disturbances are an-
other source of packets loss. TDMA techniques have been extensively exploited in Wi-Fi to prevent the
indeterminism of the CSMA/CA method used by nodes to manage channel access (Sevani, Raman, &
Joshi, 2014). As for the wired case, synchronized nodes are allowed to transmit only in their assigned
slots. Unfortunately, even with TDMA, sensitivity to channel disturbances is equal to normal Wi-Fi. In
addition, to obtain a sufficient degree of determinism, these methods require that all the wireless nodes
follow TDMA rules. Even if TDMA and the other listed techniques can noticeably improve channel
quality, they cannot deal with protracted disturbances or heavy interferences.

An effective solution is seamless redundancy, which is based on frequency diversity. The architecture
of a Red. Wi-Fi node implementing seamless redundancy and based on a PC is reported in Figure 3. The
most significant difference with a typical Wi-Fi node is the presence of two (or more) Wi-Fi adapters.

Table 2. Comparison between standard and RTnet protocol stack

Jitter (us)
No Load 1/0 Load
c Max c Max
Standard 11.2 723 352 1910.6
RTnet 6.0 38.0 4.0 33.6

Data source: (Cena, Scanzio, Valenzano, & Zunino, 2011).
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Figure 3. Simplified schema of a PC-based Red Wi-Fi node
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With seamless redundancy, two copies of the same message are transmitted on distinct wireless
channels. The receiver node takes care of discarding duplicates, and it forwards to the application layer
only the first message copy arrived to destination. The probability that a disturbance or an interference
affects all the channels involved in the parallel transmission is relatively small. Seamless redundancy
for Wi-Fi was firstly proposed by (Rentschler & Laukemann, 2012) and it was based on the Parallel
Redundancy Protocol (PRP), which is a protocol aimed at ensuring end-to-end redundancy for wired
Ethernet networks. Its first adaptation to Wi-Firelied on specific devices named RedBoxes thatimplement
the standard PRP protocol over Ethernet. Wi-Fi equipment was connected to RedBoxes to analyze PRP
performance in a wireless network. Seamless redundancy based on PRP is an end-to-end solution, i.e.,
between sender and receiver nodes. In Wi-Red technique (Cena, Scanzio, Valenzano, & Zunino, 2014),
seamless redundancy was applied at the link level. For instance, in the communication path between two
Wi-Fi nodes, the first link is between the node and the AP, while the second is between the AP and the
second node. With Wi-Red, further improvements are possible: by implementing specific techniques
to avoid the sending of packets already arrived through other channels, or by exploiting heuristics for
scheduling the traffic on the two interfaces.

Results published in scientific literature (Cena, Scanzio, & Valenzano, 2016) confirm that significant
improvements can be achieved in real installations in terms of packet losses and transmission latencies.
Table 3 compares performances of two single channels with those obtained with seamless redundancy.
Results, obtained sending periodically (every 100 ms) unicast and multicast traffic, are in terms of aver-
age latency, maximum latency and percent of packet lost much better than those of the single channel.
Even if, at present, a HRT driver implementation similar to RTnet for Wi-Fi adapters is not available,
the use of HRT extensions such as RTAI or XENOMALI is recommend to improve determinism as much
as possible.
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Table 3. Comparison between Wi-Fi transmissions on individual channels and on redundant channels

Unicast Multicast
p Max Perc. Lost 1 Max Perc. Lost
(ms) (ms) (%) (ms) (ms) (%)
Channel A 0.92 100.77 0.0 1.57 106.30 0.51
Channel B 0.95 100.92 0.0 2.16 92.71 1.11
Channel A+B 0.71 8.93 0.0 1.12 4435 0.02

Data source: (Cena, Scanzio, & Valenzano, 2016).

Clock Synchronization

Synchronization makes possible the implementation of TDMA and offers some essential services at the
application level. To permit the comparison between values sensed by different nodes, sensed data must
be associated with a temporal information. In addition, synchronization enables different nodes to per-
form simultaneous actuations, addressing the indeterminism of the communication network by sending
packets in advance. Synchronization protocols are based on the exchange of specific sequences of packets,
and on timestamps obtained on sending and/or reception of a subset of these packets. Timestamps are
used by synchronization protocols for the regulation of nodes time by means of specific clock regula-
tion algorithms (Mongelli & Scanzio, 2016). Their precision is directly related to timestamps accuracy.
If hardware timestamping is not supported by the adapter, timestamps are typically acquired at the first
instruction of the Interrupt Service Routine (ISR), executed to serve the interrupt raised by the network
adapter, which follows the reception of a packet. Synchronization quality in the case of software time-
stamps is in the order of tens microseconds, while for hardware timestamps a typical accuracy is in the
order of some nanoseconds. For wired networks, the “de facto” standard is the master-slave IEEE 1588
protocol (Cena, Cibrario Bertolotti, Scanzio, Valenzano, & Zunino, 2013). The IEEE 1588 protocol is
based on a tree synchronization hierarchy, where a number of slave nodes synchronize with a master
node. A slave node can act as a master for its sub-tree. For Wi-Fi, specific synchronization protocols,
namely the timing measurement and timing advertisement, have been included in the 2012 version of
IEEE 802.11 standard, but at the time of writing they are not implemented in most of the available off-
the-shelf Wi-Fi adapters, and they have some disadvantages (Cena, Scanzio, Valenzano, & Zunino, 2015).
The porting of IEEE 1588 to Wi-Fi has been analyzed in (Mahmood, Exel, & Sauter, 2014). The AP acts
as a slave for the wired backbone and as a master for the Wi-Fi extension. This solution is really effec-
tive, and, above all, it makes possible the sharing of the same synchronization protocol to all the nodes
of the CPS. Unfortunately, implementation requires modifications to the AP. The Reference Broadcast
Infrastructure Synchronization (RBIS) protocol (Cena et al., 2015) does not require any modification to
Wi-Fi equipment. As a consequence, it can be directly implemented in software on conventional hard-
ware. RBIS requires a Wi-Fi node as a master, i.e., the master is not the AP. This last requirement limits
the possible network topologies. In fact, the master node, to synchronize with the wired backbone, has
two network adapters: a wired interface connected to the backbone and a Wi-Fi interface connected to
the AP. On the other side, RBIS enables the connection of Wi-Fi subsystems to the wired backbone, as
represented in Figure 1. Synchronization error achieved by RBIS on a real implementation based on a
conventional PC is less than 3.3 ps (Cena et al., 2015).
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Other RT Protocols

Usually, actuations and sensing have to be performed within a given deadline. To this extent, some
network segments can rely on specific and more deterministic protocols, especially if the CPS is used
for CSs with safety requirements. A number of HRT protocols exist, each with its own peculiarities.
EtherCAT (Scanzio, 2012) is an example of really high deterministic protocol. In EtherCAT, master
node can be implemented on a conventional PC. This feature and the availability of open-source software
make it particularly suitable to be used in Linux-based CPS. Slave nodes, those performing sensing and
actuations, are implemented in hardware to increase determinism. EtherCAT has its own synchroniza-
tion protocol that guarantees a synchronization quality smaller than 50 ns (Cena, Cibrario Bertolotti,
Scanzio, Valenzano, & Zunino, 2012), and which can be easily integrated with IEEE 1588 through
specific EtherCAT slave devices. The most powerful open-source EtherCAT master software for Linux
is EtherLab. A description of EtherLab and some guidelines for its use and configuration can be found
in (Scanzio, 2012), while its performance was evaluated in (Cereia et al., 2011). An EtherCAT master
implemented on a Linux-based conventional PC requires a very high determinism on sending Ethernet
frames. For this reason, the use of HRT extensions as RTAI or XENOMALI is highly recommended.

SOLUTIONS AND RECOMMENDATIONS

A completely open-source architecture for CPS based on Linux, off-the-shelf network devices and
standard PCs has been proposed. Determinism of nodes is achieved with HRT extensions (i.e., RTAI or
XENOMAI) or with a SRT patch named RT patch. Moreover, specific HRT protocol stacks, such those
provided by RTnet, can be used for wired connections. Depending on the application requirements, the
proposed architecture has different levels of capability and scalability. For wired networks, it may rely
on conventional Ethernet, but TDMA techniques can be used to increase determinism. Specific HRT
protocols such EtherCAT can be exploited to further increase determinism. Regarding wireless extensions,
if conventional Wi-Fi is not enough, TDMA is a first improvement, which can be further enhanced with
techniques based on seamless redundancy. However, to the current state-of-the-art, Wi-Fi can be consid-
ered only for SRT systems, in which deadlines can be exceeded with low probability (Cena, Scanzio, &
Valenzano, 2016). Finally, a synchronization service is transparently available in all nodes of the CPS. It
is based on the IEEE 1588 standard for wired segments, and on recent researches for Wi-Fi extensions.

FUTURE RESEARCH DIRECTIONS

For many years, a constant research activity was targeted to improve determinism of wired networks. Its
outcomes were a suite of HRT protocols that rely on Ethernet, and deterministic software and operating
systems for nodes. Many of these software (and hardware) are commercial products, some are open-
source, which are the most used in research. Nowadays, research activity on CPS wired networks is aimed
to increase performance and to seamless integrate all network components (Bangemann, Riedl, Thron,
& Diedrich, 2016). Regarding determinism, HRT extensions installed on PCs have counter-intuitively
worst performance than in the past, because today’s CPUs are multi-core and their target is to maximize
throughput instead of determinism. The evolution of the hardware requires the implementation of new
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algorithms and software. The use of big-data analysis and machine learning techniques is a way to im-
prove the quality of some services, such as for synchronization protocols. Nodes virtualization allows
to decrease configuration and management effort in large CPS, and it is a very promising research area,
which opens many interesting investigation aspects regarding especially determinism. An even more
promising research area concerns wireless. CPS has areally high demand of deterministic communication
over the ether. Seamless redundancy is a new remedy, but not a definitive solution. Very large improve-
ments can be achieved on existing techniques, and the opportunity to propose new effective methods is
very high. A really heterogeneous set of wireless technologies is currently available in the market, with
very orthogonal characteristics (e.g., IEEE 802.11, Bluetooth, IEEE 802.15.4, WirelessHART, LoRa,
etc.). For each of these technologies, techniques to increase determinism and reliability have to be spe-
cifically implemented to obtain the maximum improvement (Lu et al., 2016). Finally, other services
such localization need to be improved and included in wireless networks of the future, in order to better
support node mobility.

CONCLUSION

The proposed architecture for the implementation of a CPS is based on open-source software, on stan-
dard hardware and on the Linux operating system. Other architectural solutions are possible, especially
if commercial products are considered. The latter are typically easier to install and configure, but their
integration in the overall architecture is more complex. The proposed open-source solution s very scalable
and customizable, especially because software components are easily modifiable and highly configurable
(i.e., source code is open). The reference wireless technology for wireless extensions discussed in this
chapter is Wi-Fi. It offers a number of advantages in terms of both integration with Ethernet networks
and throughput. Nowadays, general purpose systems (e.g., PC equipped with Linux) and off-the-shelf
devices (e.g., Ethernet and Wi-Fi adapters, or APs and switches) can be the basic components of high
performing CPS. This is a great achievement. Moreover, future research activities are very promising
and aimed to replace cable with wireless technology for an increasing number of applications.
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KEY TERMS AND DEFINITIONS

Cyber Physical System: A system that integrates computer and networking to control a physical
process.

IEEE 802.11 (Wi-Fi): A standard for the implementation of high-throughput wireless local area
networks.

IEEE 802.3 (Ethernet): A collection of standards for the definition of Ethernet. Ethernet is the most
known wired network technology.

Real-Time Networks: Communication networks with demanding requirements in terms of latency
and determinism.

Seamless Redundancy: Inclusion of duplicate components, not strictly necessary, to improve reliability.

Synchronization Protocols: Network protocols for the distribution of a common time reference to
the nodes of a communication network.
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Time Division Multiple Access (TDMA): A channel access method to manage a mutual exclusive
access of transmitting nodes to a network.

Wi-Red: A seamless redundancy technique applied to Wi-Fi to improve determinism and reliability
of IEEE 802.11 wireless networks.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 1227-1237, copyright year 2018 by Information Science Reference (an imprint of 1IGI Global).
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Chapter 7

Consistency Is Not Enough in
Byzantine Fault Tolerance

Wenbing Zhao
Cleveland State University, USA

ABSTRACT

The use of good random numbers is crucial to the security of many mission-critical systems. However,
when such systems are replicated for Byzantine fault tolerance, a serious issue arises (i.e., how do we
preserve the integrity of the systems while ensuring strong replica consistency?). Despite the fact that
there exists a large body of work on how to render replicas deterministic under the benign fault model,
the solutions regarding the random number control are often overly simplistic without regard to the
security requirement, and hence, they are not suitable for practical Byzantine fault tolerance. In this
chapter, the authors present a novel integrity-preserving replica coordination algorithm for Byzantine
Jault tolerant systems. The central idea behind our CD-BFT algorithm is that all random numbers to
be used by the replicas are collectively determined, based on the contributions made by a quorum of
replicas, at least f+1 of which are not faulty.

INTRODUCTION

In Byzantine fault tolerance (BFT), a core concern is to ensure the consistency of replicas despite mali-
cious attacks from the clients and compromised replicas (Zhao, 2014). This is accomplished by totally
ordering incoming requests and by rendering the replica’s operations deterministic (Zhang et al., 2011).
In the presence of application non-determinism, such as the access of local clocks, replicas are rendered
deterministic by forcing all non-faulty replicas to use the same values either supplied by the primary or
computed deterministically. While this approach works well for some applications, such as a replicated
file system, doing so could lead to the compromise of the service integrity for applications that rely on
the use of random numbers.

For example, consider an Internet application that relies on the use of session-ids for stateful interac-
tions between the server and its clients. As pointed out in (Dorrendorf, Gutterman, & Pinkas, 2007), if
the session-id of an active session can be predicted, the client’s session with the server could be hijacked,
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which could lead to the leak of confidential information regarding the client, such as name, address,
and the order history, or unauthorized orders (if the one-click option for placing orders is enabled). The
session-id may be predicted by searching the limited entropy space if weak random bits are used in an
application. For example, the authors of (Dorrendorf, Gutterman, & Pinkas, 2007) reverse-engineered a
version of Tomcat (a popular Java Servlet Engine) and the related operations in a Window’s based Java
Virtual Machine. They could attack the system by performing about 251 searches in finding an active
session-id.

Therefore, it is critical not to weaken the strength of the random bits essential for the integrity of
their operations when replicating these systems for Byzantine fault tolerance. For a sound coordina-
tion algorithm, it is essential to enable each replica to access its own entropy source and maintain its
independence in such operations. However, this desire is in conflict with the basic requirement for
state machine replication (Schneider, 1990), which mandates that the replicas must be deterministic or
rendered deterministic to maintain strong replica consistency. The conflicting requirements for security
and replication must be reconciled to avoid the dilemma of either favoring security over high availability
by not performing state machine replication of the systems, or trading security for high availability by
removing the randomness of the systems in order to perform state machine replication.

In this chapter, we present a novel replica coordination algorithm, referred to as the Collective-De-
termination BFT algorithm, or CD-BFT algorithm in short, towards the reconciliation of the conflicting
requirements for security and for strongly consistent replication. The central idea behind this algorithm
is that all random numbers to be used by the replicas are collectively determined, and furthermore, the
determination is based on the contributions made by a quorum of replicas, at least one of which is correct.

In the CD-BFT algorithm, the replicas first reach a Byzantine agreement on the set of contributions
fromreplicas, and then apply a deterministic algorithm, such as the bitwise exclusive-or operation (Young
& Yung, 2004), to compute the final random value. The freshness of the random numbers generated is
application dependent. Our approach does not alter the freshness of the random numbers. If a pseudo-
random number generator is used, it should be periodically reseeded from a good entropy source.

BACKGROUND

An arbitrary fault is often referred to as a Byzantine fault. The term was introduced in (Lamport, Shostak,
& Pease, 1982) to highlight a specific faulty behavior that a Byzantine faulty process may disseminate
conflicting information to other processes. For example, a compromised process might exhibit such
Byzantine faulty behavior. Byzantine fault tolerance refers to the capability of tolerating Byzantine
faults in a system. It can be achieved by introducing sufficient redundancy into the system and by using
a sophisticated replica coordination algorithm that can cope with Byzantine faulty replicas and clients.
A basic requirement for such an algorithm is to ensure that all server replicas agree on the total ordering
of the requests received despite the existence of Byzantine faulty replicas and clients. Such an agreement
is often referred to as Byzantine agreement (Lamport, Shostak, & Pease, 1982).

Recently, a number of efficient BFT algorithms (Castro & Liskov, 2002; Kotla et al., 2007; Yin et al.,
2003) have been proposed. Our CD-BFT algorithm is derived from the PBFT algorithm and we use the
same system model as that in (Castro & Liskov, 2002). The PBFT algorithm operates in an asynchronous
distributed environment. The safety property of the algorithm, i.e., all correct replicas agree on the total
ordering of requests, is ensured without any assumption of synchrony. However, for the algorithm to
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make progress towards a Byzantine agreement (i.e., liveness), certain synchrony is needed, for example,
areasonable assumption is that the message transmission and processing delay has an asymptotic upper
bound. This bound is dynamically explored in the algorithm in that each time a view change occurs, the
timeout for the new view is doubled.

How to ensure strong replica consistency in the presence of replica non-determinism has been of
research interest for a long time (Castro & Liskov, 2002; Castro, Rodrigues, & Liskov, 2003; Powell,
1991; Slember & Narasimhan; 2006), most of which are for fault tolerant systems using the benign fault
model. However, while the importance of the use of good random numbers has long been recognized
in building secure systems (Viega & McGraw, 2002), we have yet to see substantial research work on
how to preserve the randomized operations necessary to ensure the system integrity in a fault tolerant
system. For the type of systems where the use of random numbers is crucial to their service integrity,
the benign fault model is obviously inadequate and the Byzantine fault model must be employed if fault
tolerance is required.

Some form of replica non-determinism, in particular those related to timestamp operations, has been
studied in the context Byzantine fault tolerant systems (Castro & Liskov, 2002; Castro, Rodrigues, &
Liskov, 2003). However, as we will argue in the next section, the existing approach is vulnerable to the
presence of colluding Byzantine faulty replicas and clients. We also studied the replica non-determinism
issue with the emphasis of classification of non-determinism types and the systematic handling of vari-
ous types of replica non-determinism (Zhang et al., 2011).

RECONCILIATION OF SECURITY AND REPLICATION REQUIREMENTS
Pitfalls in Controlling Replica Randomness

In this section, we analyze a few well-known approaches that one may attempt to use to ensure replica
consistency in the presence of replica randomness. We show that they are not robust against Byzantine
faulty replicas and clients. We reiterate here the importance of using random bits for security- related
operations. Any attempt to weaken or remove such randomness from the system for the purpose of replica-
tion may compromise the system integrity. Furthermore, for Byzantine fault tolerance, it is essential not
to place undue trust to any single replica, such as the primary replica, because it is virtually impossible
to verify in real-time if the random number proposed by a replica is truly random, and consequently, if
that particular replica is compromised, the integrity of the entire replicated system will be lost.

For systems that use a pseudo-random number generator, the replica consistency can be easily
achieved by using the same seed value to initialize the generator. One might attempt to use the sequence
number assigned to the request as the seed. Even though this approach is perhaps the simplest way to
render replicas deterministic (since no extra communication step is needed and no extra information is
to be included in the control messages for total ordering of requests), it takes the randomness away from
the system. Consequently, a Byzantine faulty client can easily guess the seed and predict the random
numbers. A seemingly more robust approach is to use the timestamp as the seed to the pseudo-random
number generator. As shown in (Viega & McGraw, 2002; Young & Yung, 2004), the use of timestamp
does not offer more robustness to the system because it a Byzantine faulty client can easily guess the seed.

The only option remaining seems to be the use of a truly random number to seed a strong pseudo-
random number generator (or to obtain random numbers entirely from a high entropy source). We note
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that the elegant mechanism described in (Castro & Liskov, 2002) cannot be used in this case because
backups have no means to verify whether the number proposed by the primary is taken from a strong
random number generator seeded periodically using a high-entropy source, or is generated according to
a deterministic algorithm. If the latter is the case, the Byzantine faulty primary could continue collud-
ing with Byzantine faulty clients without being detected. A slight improvement over this scheme is to
proactively rotate the primary. However, this improved scheme does not solve the problem: while the
faulty replica serves as the primary, it can use a predictable seed and/or a weak random number genera-
tor without being detected, and hence, the system integrity cannot be guaranteed during this period.

Therefore, the most effective way in countering such threats seems to collectively determine the
random numbers, based on the contributions from a quorum of replicas so that Byzantine faulty replicas
cannot influence the final outcome.

The Collective-Determination BFT Algorithm

The normal operation of the CD-BFT algorithm is illustrated in Figure 1. The algorithm is executed
by a set of 3f + 1 replicas to tolerate up to f Byzantine faulty replicas. One of the replicas is designated
as the primary while the remaining replicas are backups. Each replica is assigned a unique id i, where
i varies from O to 3f. For view v, the replica whose id i satisfies i = v mod (3f + 1) would serve as the
primary. The view starts from 0. For each view change, the view number is increased by one and a new
primary is selected.

All messages exchanged among the replicas, and those between the replicas and the clients are protected
by an authenticator (Castro & Liskov, 2002) (for multicast messages), or by a message authentication
code (MAC) (for point-to-point communications). An authenticator is formed by a number of MACs, one
for each target of the multicast. We assume that the replicas and the clients each has a public/private key
pair, and the public keys are known to everyone. These keys are used to generate symmetric keys needed
to produce/verify authenticators and MACs. To ensure freshness, the symmetric keys are periodically
refreshed by the mechanism described in (Castro & Liskov, 2002). We assume that the adversaries have
limited computing power so that they cannot break the security mechanisms described above.

A compromised replica may replace a high entropy source to which it uses to seed its random number
generator with a deterministic algorithm, and convey such an algorithm and the random numbers col-
lectively determined via a covert channel to its colluding clients. We assume that a faulty replica cannot
explicitly piggyback such information with a reply through the normal communication channel, which
could be ensured by using an application-level gate- way, or a privacy firewall as described by Yin et al.
(2003). However, we assume that the bandwidth of the covert channel is very limited such that a faulty
replica cannot transmit confidential state information to its colluding clients in real time, more specifi-
cally, given the size of the secret data L, the refresh period T, and the covert channel bandwidth R, we
assume T < LR. For example, if the random number is of size 32 bits, and the covert channel bandwidth
is 0.1 bit/second, the refresh period should be made less than 320 seconds. How to limit the bandwidth
of covert channels is still under intense research (Gianvecchio & Wang, 2007; Shah, Molina, & Blaze,
2006), and it is out of the scope of this chapter.

When ordering a request, the primary determines the order of the request (i.e., assigns the next se-
quence number to the request), and queries the application for the type of operation associated with the
request. If the operation involves with a random number as input, the primary activates the mechanism
for the CD-BFT algorithm. The primary then obtains its share of random number by extracting from its
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Figure 1. Normal operation of the CD-BFT algorithm
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own entropy source, and piggybacks the share with the PRE-PREPARE message multicast to all backups.
The pre-prepare message has the form <PRE-PREPARE, v, n, d, R >a, where v is the view number, n
is the sequence number assigned to the request, d is the digest of the request, R, is the random number
generated by the primary, and o is the authenticator for the message.

When a backup receives a PRE-PREPARE message, it performs the usual procedure such as the
verification of the authenticator before it accepts the message. It also checks if the request will indeed
trigger a randomized operation, to prevent a faulty primary from putting unnecessary loads on correct
replicas (which might lead to a denial of service attack). If the PRE-PREPARE message is acceptable,
the replica creates a PRE-PREPARE certificate for storing the relevant information, generates a share
of random number from its entropy source, and multicasts to all replicas a PP-UPDATE message, in the
form <PP-UPDATE, v, n, i, R, d>a, where i is the sending replica identifier, R, is the random number
share from replica i.
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When the primary has collected 2f PP-UPDATE messages, it combines the random numbers received
according to a deterministic algorithm in the entropy combination step, as shown in Figure 1, and builds
a PP-UPDATE message with slightly different content than those sent by backups. In the PP-UPDATE
message sent by the primary, the R, component is replaced by a set of 2f + 1 tuples containing the ran-
dom numbers contributed by replicas (including its own share), S. Each tuple in the set S has the form
<R, i>. The replica R, identifier is included in the tuple to ease the verification of the set at backups.

On receiving a PP-UPDATE message, a backup accepts the message and stores the message in its
data structure provided that the message has a correct authenticator, it is in view v and it has accepted
a PRE-PREPARE message to order the request with the digest d and sequence number n. A backup
proceeds to the entropy combination step provided that it has accepted a PP-UPDATE message from the
primary and 2f PP-UPDATE messages sent by the replicas referenced in the set S. The backup requests
a retransmission from the primary for any missing PP-UPDATE message.

When it finishes the entropy combination, a backup multicasts a prepare message. The message has
the form < PREPARE, v, n, i, d">a,, where d’ is the digest of the request concatenated by the combined
random number. The replica then waits for 2f valid PREPARE messages from different replicas (possibly
including the message sent or would have been sent by itself), after which, it multicasts a commit mes-
sage to all replicas in the form <COMMIT, v, n, i, d">«. When a replica receives 2f+1 valid COMMIT
messages, it decides on the sequence number and the collectively determined random number. At the
time of delivery to the application, both the request and the random number are passed to the application.

In Figure 1, the duration of the entropy extraction and combination steps have been intentionally exag-
gerated for clarify. In practice, the entropy combination can be achieved by applying a bitwise exclusive-
or operation on the set of random numbers collected, which is very fast. The cost of entropy extraction
depends on the scheme used. Some schemes, such as the TrueRand method (Lacy et al., 1993), allow
very fast entropy extraction. TrueRand works by gathering the underlying randomness from a computer
by measuring the drift between the system clock and the interrupts-generation rate on the processor.

DISCUSSION

For clarity, when describing the CD-BFT algorithm, we have assumed that each remote method invoca-
tion involves only a single random number. In practice, an invocation might need to access a number
of random numbers. Our algorithm can be trivially modified to accommodate this need. Let n be the
number of random numbers needed for an operation. In the CD-BFT algorithm, during the pre-prepare
phase, each replica obtains n random numbers from its entropy source and includes them in the PRE-
PREPARE and PP-UPDATE messages. The entropy combination step would now combine n random
numbers instead of 1. The remaining steps are identical to those in the original algorithm.

If the entropy consumption rate exceeds the entropy generation rate of the entropy source, which is the
case for many practical systems, a pseudo-random number generator is normally used. If such systems
are replicated for Byzantine fault tolerance, unless the pseudo-random number generator is frequently
reseeded, it is not wise to collectively determine the seed to the random number generator so that the
sequence of pseudo-random numbers can be generated deterministically without replica coordination.
This is because if a compromised replica leaks the collectively-determined seed to some faulty clients
(an adversary can take the time to leak the seed number through a very low-bandwidth covert channel,
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if the reseeding is not carried out frequently), they can predict all the future random numbers produced
by the generator, which would compromise the integrity of the system (i.e., the backward security will
be lost). For better security, the replicas should instead seed their pseudo-random number generators
independently and collectively determine every random number generated. It is also advised that each
replica uses a different (strong) pseudo-random number generator for enhanced security. In fact, even if
all correct replicas use the same relatively weak random number generator that can be broken by search-
ing 2F space, our algorithm can expand the search space significantly to 2%*VE because the collectively
determined random number is based on contributions from at least f + 1 correct replicas.

FUTURE RESEARCH DIRECTIONS

It would be interesting to do a comparison study of our approach and the threshold cryptography (Des-
medt, 1994; Rabin, 1998; Shoup, 2000). Threshold cryptography can be readily used to perform many
secure operations across several replicas without ever exposing the security key, and hence, it is more
robust against malicious attacks because it works even in the presence of high-bandwidth covert channels
between a compromised replica and its colluding clients. However, threshold cryptograph is not without
its limitations shown below. How to over come these limitations would be very interesting research topics.

e  Threshold cryptograph is extremely computationally expensive. We have experimented with a
Java-based threshold cryptography framework on our test-bed. For a 1024 bit-long key, the key
shares generation operation takes over 1 second, and the key shares combination operation takes
over 2 seconds. This might be too expensive for most Web-based applications, which require soft
real-time responses. It is worthwhile to investigate if a shorter key is sufficient depending on the
security requirement of an application.

e  To achieve proactive threshold cryptography, the key shares must be frequently refreshed, which
involves not only expensive computations, but substantial message exchanges among the replicas
as well. How this step impacts the overall system performance should be evaluated.

e  Threshold cryptography assumes the availability of a trusted dealer to distribute the initial shares.
How to implement such a trusted dealer would be an interesting research challenge.

Nevertheless, threshold cryptography has been integrated into some Byzantine fault tolerance sys-
tems, such as in Byzantine fault tolerant distributed hash tables (Young et al., 2009), and Byzantine fault
tolerant distributed storage (Cachin and Tessaro, 2005).

CONCLUSION

The use of good random numbers is crucial to the security of many mission-critical systems. However,
when such systems are replicated for Byzantine fault tolerance, a serious issue arises, i.e., how do we
preserve the integrity of the systems while ensuring strong replica consistency? Despite the fact that there
exists a large body of work on how to render replicas deterministic under the benign fault model, the
solutions regarding the random number control are often overly simplistic without regard to the security
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requirement, and hence, they are not suitable for practical Byzantine fault tolerance. In this chapter, we
have presented a novel integrity-preserving replica coordination algorithm for Byzantine fault tolerant
systems. The central idea behind our CD-BFT algorithm is that all random numbers to be used by the
replicas are collectively determined, based on the contributions made by a quorum of replicas, at least
f+1 of which are not faulty.
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KEY TERMS AND DEFINITIONS

Entropy: It is a measure of uncertainty, or randomness.

Message Authentication Code (MAC): A MAC is produced by a keyed secure hash function on a
message. It is used to ensure the integrity of the message such that if a message protected by a MAC is
tampered, it can be detected by comparing the MAC included with in the message and the recomputed
MAC.

Pseudo-Random Number Generator: It is an algorithm used to generate a sequence of numbers
that approximate the properties of random numbers. The algorithm depends on one or a small set of
initial numbers, usually referred to as the seed to the generator.

Quorum: A quorum of a set consists of the minimum number of components to perform a predefined
function. In Byzantine fault tolerance replication, 2f+1 is needed to form aquorumin aset of 3f+1 replicas.

Random Number: It is a number generated by some process that cannot be reproduced or predicted.

Security: The security of a system refers to its capability of protecting itself from harm, such as
external attacks. More specifically, a secure system is one that guarantees confidentiality, integrity, and
the availability of the system.

Strong Replica Consistency: The states of the replicas of a process should remain identical at the
end of the processing of each request.
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System Integrity: The integrity of a system refers to the capability of performing correctly according
to the original specification of the system under various adversarial conditions.

Threshold Cryptography: Basic cryptographic operations such as encryption, decryption, signature
generation, and verification are performed by a group of processes withoutreconstructing the shared secret.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 1238-1247, copyright year 2018 by Information Science Reference (an imprint of 1GI Global).
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Chapter 8

Mechanisms of Electrical
Conductivity in Carbon
Nanotubes and Graphene

Rafael Vargas-Bernal
Instituto Tecnolégico Superior de Irapuato, Mexico

ABSTRACT

There is enormous interest in carbon nanomaterials due to their exceptional physical properties, from
the perspective of science and engineering of materials applied to the electronics industry. Significant
progress has been made towards understanding the mechanisms of electrical conductivity of carbon nano-
tubes and graphene. However, scientists around the world continue studying these mechanisms to exploit
them fully in different electronic applications with a high technological impact. This chapter discusses
the mechanisms of electrical conductivity of both nanomaterials, analyzes the present implications, and
projects its importance for future generations of electronic devices. In particular, it is important to note
that different mechanisms may be identified when these nanomaterials are used individually, when they
are incorporated as fillers in composite materials or hybrid materials, or even when they are doped or
functionalized. Finally, other electrical variables with important role in electrical conductivity of these
materials are also explored.

INTRODUCTION

In the search for alternative materials to semiconductor materials used commonly in electronics such as
silicon, germanium, gallium arsenide, gallium phosphide, etc., researchers around the world have been
developing carbon-based materials with ideal electrical properties to operate with high efficiency in
nanoelectronics. Carbon nanotubes (CNTs) and graphene represent two technological options for these
innovative materials, which can be used either individually, or in composite or hybrid materials as electri-
cal filler. They offer electrical properties such as high electrical conductivity and high dielectric permit-
tivity, which can be tuned by synthesis, doping, functionalization, etc. These qualities can be exploited
in applications such as interconnects, electronic devices such as field-effect transistors, batteries, fuel
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cells, supercapacitors (Yusoff, 2015), electrodes for touch screens (Zheng, 2015), flexible transparent
memory circuits, materials for electrostatic discharge (ESD) and electromagnetic interference (EMI)
shielding (Vargas-Bernal, 2015¢), etc.

This chapter will review the most important electrical transport mechanisms associated with the elec-
trical conductivity of carbon nanotubes and graphene, since these can be used in individual way or within
composite or hybrid materials, with the aim of discovering the origin of their extraordinary electrical
properties than have been used, are being used, and will be used in diverse technological applications.
The effect of a set of technical variables related with electrical behavior of carbon nanotubes and gra-
phene, and associated with the electrical conductivity such as band gap, intrinsic mobility, percolation
threshold, electrical conductivity, and dielectric permittivity, are also discussed.

BACKGROUND

Electrical conduction can be defined as the movement of electrical carriers through a transmission
medium. A transmission medium is a material substance that transmits or guides through of itself elec-
tromagnetic waves. This movement of carriers generates an electrical current in response to an electrical
field. Moreover, in each type of material, different mechanisms of electrical conduction are presented.
For example, electrons are electrical carriers in metals, and the Ohm’s law is the mathematical relation-
ship used to determine the mathematical expression between the electrical current (/) and the applied
potential difference (V) between a pair of ends of the material (Bird, 2014):

.
I=—=VG, 1
) (D

where R and G are electrical resistance and electrical conductance, respectively. Thus, one or more elec-
trons from each atom can move freely within the metal, since they are loosely bound to the atom in the
higher level of the valence band. These electrons are incorporated to the conduction band as electrical
carriers due to the potential difference, and therefore, an electrical current is generated. An electrical
current is a flow of electrical charge carried out regularly by moving electrons through a medium.

Electrical conductivity (o) also called specific conductance can be defined as the ability of a material
for conducting an electrical current. In three-dimensional conductor materials, the electrical conductance
can be mathematically expressed as:

G A _Wt_ Wi @)
pL  pL L

where A is the cross-sectional area, L is the length, W is the width, ¢ is the thickness, and, p and ¢ are
electrical resistivity and electrical conductivity of the material, respectively. Two different types of
electrical conductivities can be found in materials: surface conductivity and bulk conductivity. Surface
conductivity or sheet conductance quantifies the electrical conductance of thin films with uniform
thickness nominally. This represents the rate between the electrical conductivity of the material, and the
thickness of the thin film. Therefore, it is mathematically expressed as:
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= ot, 3)

whose units are square per Ohm or Siemen square or denoted by sq/€2 or [[]/€2 or S-sq or S-[T], which is
dimensionally equal to an Siemen. Bulk conductance, specific electrical conductance, or volume con-
ductivity (o) is expressed in units of Siemens per meter (S/m).

Materials can be electrically classified in accordance with their conductivities as conductive, static
conductive, or static dissipative (Grady, 2011). The surface conductivity regimes for each are approxi-
mately greater than 10 sq/Q, 10°—10* sq/Q, and 10'2-10° sq/Q, respectively. Moreover, the corre-
sponding volume conductivity regimes are > 0.1, 10°—10", and 10°—10 S/m. Two applications can be
identified in accordance with the value of conductivity: electromagnetic interference (EMI) shielding
and electrostatic dissipation (ESD). EMI shielding uses materials with high conductivity, while ESD
requires materials with low conductivity.

In materials such as insulators and semiconductors, there is an energy range called forbidden band or
band gap, where electron energy states cannot exist between the top of the valence band and the bottom
of the conducting band.

MAIN FOCUS OF THE ARTICLE

Carbon nanotubes and graphene has a structure of conjugated system, where a system of connected
p-orbitals with delocalized electrons in atoms, presents alternating single and multiple bonds, which in
general may lower the overall energy of the system and increase stability. Two p-orbitals form a z-bond.
A z-bond is a covalent chemical bond, where two lobes of one atomic orbital are overlapped to other two
lobes of the other atomic orbital involved. Therefore, the z-electrons do not belong to a single bond or
atom, but rather to a group of atoms (Jug, 2001). The conjugation can be viewed as the overlap of one
p-orbital with another across a sigma bond. A simple model of the energy levels can be considered as a
quantum mechanical problem of a one-dimensional particle, representing the movement of a z-electron
along a long conjugated chain of carbon atoms as found in carbon nanotubes and/or graphene. In this
model, the lowest possible absorption energy corresponds to the energy difference between the highest
occupied molecular orbital (HOMO), and the lowest unoccupied molecular orbital (LUMO). Almost
all electronic transitions in conjugated z-systems are carried from a bonding molecular orbital (MO) to
an antibonding MO (z to z*), but electrons from non-bonding Lone pairs (pair of valence electrons that
are not shared with another atom) can also be promoted to a z-system MO (n to 7*) in charge-transfer
complexes. A HOMO to LUMO transition is carried out by an electron if it is allowed by the selection
rules for electromagnetic transitions. Thus, the electrical conductivity is guaranteed at using carbon
nanotubes and/or graphene in electronic devices. Carbon nanotubes can achieve electrical conductivities
between 100 and 200E03 S/m, while graphene can achieve an electrical conductivity between 1,738
S/m and 100E06 S/m.

The hexagonal lattice, found in the carbon nanomaterials, possesses the longest mean free path of
any known material, in the order of microns. Therefore, a ballistic transport is presented in these mate-
rials, since the distance that an electron can travel freely without bumping into anything, or having its
path disrupted by scattering is large, which reduces their electrical resistance even at room temperature.
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Graphene is an allotrope of carbon, formed by a simple sheet of graphite, which is one-atom thick;
with carbon atoms arranged in a regular hexagonal pattern (see Figure 1). It has an extremely low weight,
since, a graphene sheet with an area of one square meter; this material only weights 0.77 grams. As a
semi-metallic material, this material is a semiconductor, and also it has high electron mobility at room
temperature. Graphene has no bandgap, since its conduction and valence bands fulfill the Dirac points.
It is possible to induce a small bandgap in graphene by doping. A material without band gap can convert
all wavelengths of light to electrons, with energy levels that even did not found in semiconductor materi-
als, and thus, graphene is a wonderful candidate for use in photovoltaic cells. Graphene has high energy
density and/or highest current density (a million times that of copper), that favors the storage capacity
and rate of charging/discharging, which make it suitable for batteries and electrical supercapacitors. It
has the highest intrinsic mobility (100 times more than silicon) between 15,000 cm*V~"-s! and 200,000
cm?V~!-s7! nearly unaffected by the temperature (10K and 100K), a fact that hints at defect scatter-
ing, being the dominant scattering mechanism (Tanaka, 2014). Graphene has a unique combination of
properties that is ideal for next-generation electronics, including mechanical flexibility, high electrical
conductivity, and chemical stability.

The graphene presents a very high electrical conductivity, thanks to its zero-overlap semi-metallic
behavior, with holes and electrons as charge carriers. The electrons in carbon atoms are distributed in
the following way: 2 in the inner shell and 4 in the outer shell. Three outer electrons are connected to
other 3 carbon atoms, and the fourth electron is left free to be exploited in the electrical conductivity.
These free electrons are called pi (x) electrons and they are located in both sides of the graphene sheet.

Figure 1. Different types of graphene sheets in accordance with their chiral indices (n,m) and chiral
angle ()

Armchair graphene
(n=m,V =309

Zigzag graphene
(m=0,n>0,¥V=0°

Chiral graphene
(0<|m]| <n)
(0< W] <30°)
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Moreover, these electrons overlap, and improve the carbon-to-carbon bonds in graphene, leading to
electronic properties established by the bonding and anti-bonding, of the orbitals associated with them.

Three different types of sheets of graphene can be identified: armchair, zigzag and chiral, in ac-
cordance with the chiral indices, as is illustrated in Figure 1 (Vargas-Bernal, 2015b). Zigzag graphene
nanoribbons have a metallic behavior, while armchair graphene nanoribbons can have behavior either
metallic or semiconducting. This last depends of the number (N) of atoms across the width where k is
the number of nanoribbons presented by the material, and therefore, when N=3k-1 a metallic behavior
is obtained, if N=3k a semiconducting behavior is presented, and finally, if N=3k+1, a moderate semi-
conducting behavior is achieved (see Figure 2).

Another important parameter which defines the electrical properties of graphene is its bandgap.
Graphene has no bandgap, since its conduction and valence bands fulfill the Dirac points. The Dirac
points are six locations in momentum space, on the edge of the Brillouin zone, divided into two non-
equivalent sets of three points. The two sets are labeled as K and K, as is illustrated in Figure 3. Electrons
through the graphene propagate according to the tight-binding model (electronic band structure), where
they are energetically dispersed as a traveling wave within the medium. The mathematical relationship
for determining 2D energy dispersion of the electrons in & bands of graphene is given as (Das, 2015):

J3k a k,a ka
g,, = £,,[1 + 4cos 2’” cos 5 + 4cos’ j 4)

where y, = 3.033 eV is the nearest-neighbor overlap energy. The e-k (energy versus wave vector) rela-
tionship of the electrical carriers is linear for lowest energies near the six corners of the 2D hexagonal

Figure 2. Electrical behavior of the graphene related with the number of atoms across the width of the
nanoribbon of graphene and the wave vector k
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Brillouin zone, which leads to zero effective mass for electrons and holes, as shown in Figure 3 (Shuai,
2012).

A carbon nanotube is an allotrope of carbon that can be conceptualized as a layer of graphite with
one-atom-thick called graphene, which is wrapped as a cylinder. One, two or more layers of graphene
can be concentrically wrapped giving place to a single-wall nanotubes (SWNTs), double-wall nanotubes
(DWNTs) or multi-wall nanotubes (MWNTs). The wrapping of a graphene sheet can be identified by
means of the indices (n, m), where n and m denote integer numbers representing the number of unit
vectors along directions in the honeycomb crystal lattice. When m = 0, the carbon nanotubes are called
zigzag nanotubes, if n = m they are called armchair nanotubes, and in otherwise, they are called chiral
nanotubes, as depicted in Figure 4.

The diameter of an ideal carbon nanotube is determined from its (n, m) chiral indices as:

3
dzhxlrﬁ—i—nm—l—mQ S)

™

where a .= 0.142 nm is the carbon-carbon bond length, as is illustrated in Figure 5. The electrical
properties of the carbon nanotubes are directly proportional to the value of the diameter, that is, great
values of diameter imply high conductivity and vice versa. The chiral angle is defined as:

2n+m

2\/n2 +nm +m’

W = cos "

(6)

Itallows distinguishing three classes of carbon nanotubes with different electrical properties: armchair
(n=m, y = 30°) with a metallic behavior, zigzag (m=0, n> 0, y=0°) with a semiconducting behavior,
and chiral (0<Iml<n, 0<lyl<30°) with a moderate semiconducting behavior, as shown in Figure 6.

Figure 3. Band structure of graphene (e-k relationship of graphene nanoribbons)
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Figure 4. Different types of carbon nanotubes according with chiral indices
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Figure 5. Estimation of the diameter of carbon nanotubes according to the chiral indices

Diameter (nm)

107

EBSCChost - printed on 2/14/2023 11:23 AMvia . All use subject to https://ww. ebsco. conitermns-of -use



EBSCChost -

Mechanisms of Electrical Conductivity in Carbon Nanotubes and Graphene

Figure 6. Electrical classification of the carbon nanotubes according to the chiral angle and indices

Angle (degrees)

In accordance with Kataura’s graph, the band gap energy in a carbon nanotube is inversely propor-
tional to the diameter of the nanotube. In a SWNT, their band gap goes from 0 to 2 eV and their electri-
cal conductivity presents metallic or semiconducting behavior. For a given (n, m) nanotube, when n =
m, the nanotube has a metallic behavior; if n-m is a multiple of 3, then the nanotube is semiconducting,
with a small bandgap, and otherwise the nanotube presents a moderate semiconducting behavior with
band gap (Vargas-Bernal, 2012). The chirality has strong influence on electrical properties in nanotubes
with small diameter. Theoretically, carbon nanotubes can carry an electrical current density of the order
of 4E13 A/m?, whose value is more than 1,000 times greater than that of metals, such as copper, which
reduce the effect of electromigration.

In carbon nanotubes, electrons travel only along the tube’s axis, and therefore, these materials are
referred to as one-dimensional conductors. At room temperature, the dominant scattering mechanism of
transport of electrons implies the emission of optical phonons and it is called ballistic transport. When
in a carbon nanotube and graphene nanoribbon, the electrons in transit are not scattered with too many
phonons and the devices have about 100 nm long, then the transport of electrons depends on the nanorib-
bon edge structure and the electron energy. The maximum electrical conductance of a single-walled
carbon nanotube is estimated as two times (sheet with two sides) the value than that of a single ballistic
quantum channel, that is, 2G, where G, = 2e*h or 7.748091734625x107 S, where e is the electrical
charge of the electron and /4 is the Planck’s constant. At high temperatures, a different mechanism of
transport of electrons is presented in carbon nanotubes called hopping. Hopping is a thermally activated
process in which an electron moves from one site to another. The electron loses all information about
its phase in the process, and it does not exist, coherence among the amplitudes for finding an electron
at different lattice sites.

Electrical transport properties of one-dimensional or quasi-1D nanomaterials such as quantum wires,
nanofibers, and carbon nanotubes are been subjected of intense scrutiny with the aim of introducing these
materials into electronic applications. Semiconducting carbon nanotubes are used in nano-electronic
devices, while metallic carbon nanotubes are applied in nano-interconnects (Das, 2015). The electrical
transport in semiconducting carbon nanotubes can be ballistic (tunneling) (see Figure 7), or diffusive
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Figure 7. Electrical ballistic transport in carbon nanomaterials
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(scattering) (see Figure 8). In carbon nanomaterials, tunneling can be defined as a quantum mechanical
phenomenon, where an electron tunnels through or cross a potential energy barrier (space without matter),
which it classically could not be surmount. Mechanism of diffusion based on scattering appears when
defects, impurities or lattice vibrations are found in the carbon nanomaterials. Diffusion is the movement
of electrons from a region of high concentration to a region of low concentration, where variables such
as pressure or temperature are involved.

During ballistic transport, carbon nanomaterials do not dissipate heat (Frank, 1998). Electrical con-
duction in carbon nanomaterials is quantized due to their one-dimensionality, and the number of allowed
electronic states is limited. In other words, charge carriers are transmitted through discrete conduction
channels without experiencing scattering due to impurities, local defects or lattice vibrations (Vargas-
Bernal, 2015a). In addition, the electrons do not find electrical resistance, and no energy dissipation
occurs in the conduction channel. For armchair carbon nanotubes, there are two sub-bands that cross
the Fermi level, and to semiconducting carbon nanotubes, these sub-bands do not cross the Fermi level.
Thus, there are two conducting channels and each band accommodates two electrons of opposite spin
(White, 1998). Conduction of electrons in armchair carbon nanotubes experience an effective disorder
that is averaged over the tube’s circumference, which increases the electron’s mean free paths with nano-
tube’s diameter, and therefore, the ballistic transport in the carbon nanotube is guaranteed. The electrical
conductivity of individual carbon nanotubes under ballistic conduction achieves the value of 100E06
S/m for single-walled and 3.33E06 S/m for multi-walled carbon nanotubes, respectively (Li, 2007).

Functionalization of carbon nanomaterials is necessary to interface it with other moieties in order
to expand the scope of its electrical/electronic applications (Sreeprasad, 2013). Unfortunately, this also
modulates its electrical properties, and therefore, a wide knowledge related with the effect of carrier
scattering, carrier concentration, charge polarity, quantum-capacitance enhanced doping, energy levels,

Figure 8. Electrical diffusive transport in carbon nanomaterials
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transport mechanisms, and orbital hybridization of energy-bands, must be developed. In (Sreeprasad,
2013), the authors have included factors such as covalent bonds, adsorption, z-z bonds, and lattice
incorporation to model its influence on electrical characteristics. They discovered that three different
mechanisms governing the electrical properties can be identified: (1) conversion of carbon’s hybridized
state, (2) dipole interactions enhanced via quantum capacitance, and (3) orbital hybridization with an
interfacing molecule.

The use of dopants in carbon nanomaterials such as metals increases the electrical conductivity and
its electrical current capacity. Ag nanowires have been used to generate hybrid fibers with graphene
oxide (Xu, 2013) for applications in high-performance materials, chemical supercapacitors, ultralight
aerogels, sensors and catalysts.

Nanocomposites for electrical applications and based on carbon nanotubes or graphene and poly-
mers, must achieve a certain percolation threshold or a minimum volume fraction, to form a cluster of
carbon nanotubes or graphene sheets connected, which will operate as electrical pathways, between a
pair of electrodes, to carry out the electrical transport of electrical carriers (Hu, 2014). In this case, the
electrical conductivity implies a tunneling of electrons (non-ohmic behavior), one by one, through the
polymer found between two neighboring carbon nanotubes o two neighboring graphene nanoribbons.

Carbon nanomaterials can be used as electrical fillers in composite materials or hybrid materials for
electronic applications. These materials must be dispersed in polymeric matrix to avoid the formation
of agglomerates of fillers. The electrical transport mechanism in these materials is due to tunneling
between electrical fillers, since polymers are regularly electrical insulators (Wen, 2012). When aligned
carbon nanomaterials are used in a composite material based on polymer (Gong, 2015), anisotropic
electrical conductivity in the longitudinal and transverse directions is obtained due to: 1) nanomateri-
als are distortable, and the Van der Waals forces are presented, and 2) there is structural distortion of
the fillers. In addition, aligned graphene in composite materials based on polymers can provide high
dielectric constants of over 14000 with 3 wt% of graphene at 1 KHz thanks to the charge accumulation
favored by the aligning (Yousefi, 2014).

Surfactants can be used to exfoliate and disperse carbon nanomaterials to be used in composites
based in polymers (Mittal, 2015). These additives allow reduce the percolation threshold (minimum
percentage to form an interconnected network between electrical fillers), and therefore, a high electrical
conductivity is easily achieved, either using high boiling point solvents or low boiling point solvents.

SOLUTIONS AND RECOMMENDATIONS

Different mechanisms are contributing to the electrical conductivity; a complete analysis must be real-
ized to determine the percentage of its influence on electrical properties of the carbon nanomaterials. In
real applications, ballistic and diffusive transports are completely influenced by different perturbations
from fabrication and operation of the carbon nanomaterials and their composites or hybrid materials.
Models of conductivity electrical must be developed to understand the types of transport presented in
aligned carbon nanotubes (Yousefi, 2014; Gong, 2015), segregated structures (Du, 2011), compacted
materials composed of multiple carbon nanomaterials (Marinho, 2012), and mixes of graphene and
carbon nanotubes in composite and hybrid materials.

Until now, in the case of composite materials, diverse strategies have been proposed to reduce the
percentage of the CNTs and/or graphene (electrical fillers) to be incorporated in composites based on
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polymers or metals with the aim of obtaining extraordinary electrical properties (Min, 2010, Jomaa,
2015). The most critical factor implied in the reduction of the filler is the reduction of the percolation
threshold or the minimum value of carbon nanotubes and/or graphene used to achieve the electrical
conductivity in composite o hybrid materials. Among these techniques that reduce the quantity of
filler used in a composite or a hybrid material, can be mentioned: surfactant treating, acid treating, and
chemical functionalization. The surfactants lower the surface tension of carbon nanomaterials, which
preventing the formation of aggregates of fillers, and thus, an increasing of electrical conductivity is
obtained. The cleaning of carbon nanomaterials by means of acids increases electrical conductivity of
them, decreasing the concentration of impure materials found on surface of these materials. However,
an excessive time in acid can damage the structure of the fillers. A better dispersion can be achieved
with functionalization since it changes the hybridization of the carbon nanomaterials, and thus, electri-
cal properties are also changed.

FUTURE RESEARCH DIRECTIONS

This chapter has presented an overview of the most significant advances in the research on electrical
transport mechanism that can be exploited in carbon nanomaterials such as graphene and carbon nanotubes.
More research must be realized to discover the effect of the ambient on electrical conductivity of both
carbon nanomaterials as was developed in (Roch, 2015). A lot of work must be realized to model electri-
cal transport in carbon nanomaterials that have been functionalized to be used in electronic applications.

Carbon nanomaterials will continue offering a highly disruptive technology to be exploited in the
interconnection of electronic devices, and the fabrication of electronic devices based either in individual
elements or as composite and hybrid materials. These materials will be used in the next generation of
electrical wires, with the aim of replacing traditional metal ones based on copper or aluminum (Lekawa-
Raus, 2014).

CONCLUSION

In this article, different mechanisms involved in the electrical conductivity of carbon nanotubes and
graphene, either working individually or within a composite or hybrid materials, have been discussed.
In the case of composite or hybrid materials can be distinguished two mechanisms: the formation of a
conducting network interconnecting, carbon nanotubes and/or graphene sheets, and the hopping of the
electrons within carbon nanomaterials. Carbon nanomaterials can present ballistic transport (perfect
material) or diffusive transport (when defects, impurities and lattice vibrations are found). New mecha-
nisms are presented when carbon nanomaterials are functionalized: hybridized states of the carbon atoms,
dipole interactions based on quantum capacitance, and orbital hybridization in the interface.
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KEY TERMS AND DEFINITIONS

Ballistic Conduction: or Ballistic Transport: The transport of electrons in a medium having neg-
ligible electrical resistivity or the highest electrical conductivity.

Band Gap: An energy difference (in electron volts) between the top of the valence band and the
bottom of the conduction band in insulators and semiconductors.

Carbon Nanomaterials: Nanostructures of carbon such as fullerenes, carbon nanotubes, nanofibers
and graphene with unique physicochemical properties with multiple technological applications.

Carbon Nanotubes: Allotropes of carbon with a cylindrical nanostructure of length-to-diameter of
up to 132,000,000:1, which have unusual properties and valuable for nanotechnology, electronics, optics
and other fields of materials science and technology.

Diffusive Transport: The movement of electrons from a region of high concentration to a region of
low concentration where variables such as pressure or temperature are involved.

Electrical Conductivity: The physical property that quantifies how strongly a given material opposes
the flow of electrical current. A low resistivity indicates a material that readily allows the movement of
electrical charge.

Electronic Device: Device that accomplishes its purpose controlling the flow of electrons applied to
digital electronics, analog electronics, microelectronics, optoelectronics, or integrated circuits.
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Graphene: A two-dimensional, crystalline allotrope of carbon whose atoms are densely packed in a
regular sp>-bonded atomic-scale chicken wire (hexagonal) pattern composed by a one-atom thick layer
of graphite.

Interconnect: A path of material that connects two elements or components in an integrated circuit,
through which electrical current is transported.

Quantum Tunneling or Tunneling: A quantum mechanical phenomenon, where an electron tunnels
through a band gap, which it classically could not surmount.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 2673-2684, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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ABSTRACT

Polymeric membrane is a promising energy and an active alternative for conventional CO2 absorption
column. The type of absorption liquid and operating parameters plays an efficient role in the ultimate
absorption/stripping performance using gas-liquid membrane contactor. The gas flow rate has a significant
effect on CO2 absorption performance,; by contrast, it has no effect on stripping performance. Further,
the CO2 absorption performance in membrane contactor could be enhanced by high liquid flow rates.
The gas-liquid contact time was a key factor in enhancing the stripping flux at low temperature while
liquid phase boundary layer thickness and associated mass transfer resistance is important at elevated
temperature. By controlling the liquid phase velocity and the length of module at low temperature, better
stripping performance can be achieved. The effect of liquid temperature on absorption performance in
gas-liquid is not straightforward, since the liquid temperature cooperatively influences several factors.

INTRODUCTION

With the rapid development of technology, there is an increasing demand for fuels. Natural gas is an
environmentally friendly, renewable, and clean energy source. It is also the third largest proportion in
energy structure throughout the world after coal and oil. The composition of the raw natural gas ex-
tracted from producing wells depends on the type, depth, and location of the underground deposit and
the geology of the area. Natural gas consists primarily of methane as the prevailing element but it also
contains considerable amounts of light and heavier hydrocarbons as well as contaminating compounds
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of CO,, N,, Hg, He, H_S and etc. The presence of acid gases such as CO, and H_,S can cause corrosion
of pipeline and equipment and they present a major safety risk. Also they reduce the energy content of
the gas and affect the selling price of the natural gas. Further in Liquefied Natural Gas (LNG) processing
plant, while cooling the natural gas to a very low temperature, the CO, can be frozen and block pipeline
systems and cause transportation drawback. Consequently, natural gas produced at the wellhead must
be processed, i.e., cleaned, before it can be safely delivered to the high-pressure, long-distance pipelines
that transport the product to the consuming public.

The traditional method for CO, separation is amine scrubbing. Although high product yields and
purities can be obtained, the disadvantage of this method is its high energy consumption, especially
during stripper, in combination with high liquid losses due to evaporation of the solvent in the stripper
(Naim et al., 2012). In addition, as liquid and gas streams cannot be controlled independently the occur-
rence of flooding, foaming, channeling and entrainment of the absorption liquid also limits the process.
Membrane technology is a promising method to replace the conventional absorption technology. It has a
high energy efficiency, is easy to scale-up because of its modular design and it has a high area-to-volume
ratio. A limitation can be found in the permeability-selectivity tradeoff relation. Gas—liquid membrane
contactor (GLMC) combines the advantages of membrane technology with those of absorption liquid
(Ze et al., 2014). In a GLMC the microporous membrane acts as a fixed interface between the feed gas
and the absorption liquid without dispersing one phase into another and this decoupling of the gas and
liquid phase prevents any momentum transfer occurring across the phase boundary. As a consequence,
the operation problems and constraints take place in conventional absorption technology can be resolved.
Further the employment of microporous membrane elucidates the permeability-selectivity tradeoff
relation drawback challenged in membrane technology. The performance of GLMC as CO, absorber
and stripper depend upon several factors such as type of membrane, type of absorption liquid, module
configurations and process parameters. Understanding the optimistic attributes of these factors on CO,
separation performance of GLMC is vital important to develop the GLMC that gives the outstanding
CO, absorption/stripping performance. The focus of this work is to illustrate the potential for the energy
efficient and effective separation of CO,/CH, gas mixture via lean solvent and regenerating of the rich
solvent through absorption/stripping mechanism taking place in a hollow fiber GLMC process.

BACKGROUND

GLMCs have attracted great interest over the past decade as CO, absorber and stripper. In the absorber,
CO, diffuses from the feed gas through the porous membrane and is then absorbed in the flowing liquid.
Then this CO, rich liquid circulated form the absorber to the stripper membrane contactor module in
which stripped CO, will be carried by sweep gas (Figure 1).

In the GLMC, gas and liquid flow on the different side of the microporous membrane and membrane
acts only as a barrier between two phases without dispersing one phase to another. In general, when
hydrophobic microporous membranes are used in membrane contactors, the gas-liquid interface is im-
mobilized at the opening of the pores of microporous membrane by careful control of the pressure dif-
ference between the two phases. For applications in gas—liquid absorption/desorption, the driving force
is based on the concentration gradient. The gas molecules to be separated diffuse from the concentrated
phase to the gas liquid interface via the membranes pores the then contacts the diluted phase on the other
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Figure 1. Membrane gas absorption/stripper process
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side. For instance, in the case of CO,/CH, separation, as shown in Figure 2, CO, molecules diffuses

from the feed gas side through the membrane and is then absorbed in the selective absorption liquid.
In GLMC the mass transfer process consists three steps in series: the transfer from one phase to the

membrane surface, transfer within membrane pores and transfer from other phase interface to the bulk.

Figure 3 shows the concentration profiles that are formed when species

(3343
1

is transferred from the gas

phase to the liquid and if hydrophobic membranes are used. In order to describe this mass transfer process
between two phases through porous membrane a resistance in series model based on film theory can be
used. The resistances to the mass transfer encountered in both cases are those offered by the boundary

layers and the membrane and can be drawn, as in Figure 4, by considering an electrical analogy.

Figure 2. CO, molecule transport through microporous membrane
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Figure 3. Concentration profiles formed when species “i” is transferred from one phase to another phase
through hydrophobic membrane
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As shown in the Figure 4, three resistances exist in the resistance in series model:
° Gas film resistance.
e  Liquid film resistance.
° Membrane resistance.

A general expression used to calculate the flux of the species through the membrane is:

J = Kov(Cl - CZ) [1]

with
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1 1 1 1
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hence
K, = flkgk, k mE) [3]

where J is flux. C, and C, are concentration of CO, in the two phases. K is overall mass transfer coef-
ficient. k,, k, and k, are individual mass transfer coefficient of gas phase, membrane and liquid phase
respectively. M is physical solubility and E is enhancement factor if any chemical reaction present.

Hence overall mass transfer coefficient in GLMC, be determined by three individual mass transfer
coefficients, solubility and enhancement factor which in turn be influenced by so many factors. Firstly,
membrane mass transfer coefficient influenced by so many membrane inherent properties such as
membrane pore size, porosity and tortuosity which on the other hand controlled by adopted fabrication
method . Further membrane mass transfer coefficient also subject to whether the membranes pores
are gas filled (ideal non wetted mode) or liquid filled (non-preferred wetted mode). Next, the gas and
liquid mass transfer coefficients as well depend in GLMC module configurations and adopted process
parameters during separation process such as gas and liquid flow rates, temperature etc. Solubility and
enhancement factor depends on the type of solvent used. So detail understanding of these properties
is vital important for complete understanding of GLMC. Qi and Cussler were the first to propose the
idea of CO, absorption by sodium hydroxide in a HFMC. Afterwards GLMC as CO, absorber has been
comprehensively studied by several researchers and exciting experimental and theoretical results have
been reported (Ghasem et al., 2011, 2012a, 2012b, 2013, 2014). Currently, efficient and effective CO,
stripping from liquid absorbents by using membrane contactor has become the target of many researchers
in the field and few experimental results have been reported [Rahim et al., 2014, 2015].

MAIN FOCUS OF THE ARTICLE

The schematic diagram in Figure 5 shows the experimental setup used to study the potential of custom
made hollow fiber GLMC for separation of CO,/CH, gas mixture via lean solvent and regeneration of
the rich solvent. Homemade and characterized 28% PVDF hollow fiber membranes (Ghasem e al., 2012,
2013) were used to prepare the GLMC modules. Shell and tube type modules were constructed using
Perspex tube as shell (transparent) and hollow fiber membranes as tubes. The details of the membrane
contactor modules are given in Table 1. Firstly the CO, absorption (by using fresh absorption liquids)
and stripping (by using manually CO, loaded absorption liquids) performance of GLMC was tested
separately. Then the absorption experiments were conducted by recycling the absorption liquid several
times with and without the stripping between each recycle to investigate the potential of using GLMC
for continuous mode operation.

To study the absorption performance 10/90 vol% CO,/CH, gas mixture was applied to the shell side
of the membrane contactor module at different gas inlet flow rate (10 to 100 ml/min) by using mass flow
controllers (Alicat Scientific). Different 0.5 M aqueous solutions of primary (MEA), secondary (DEA),

121

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Carbon Capture From Natural Gas via Polymeric Membranes

hindered (AMP) amines and amine salts (PG) were used as absorption liquid. The liquid feed stream
supplied to lumen side of the module at variable flow rate of 10-40 ml/min by using peristaltic pump
(Masterflex® L/S®). Also the liquid feed stream was heated for different temperatures; range from room
temperature 20 °C to 60 °C by using feedback control heater (WiseStir®).Exit gas concentration was
measured using gas chromatography (Shimadzu, Japan). Also the long term absorption performance of
absorption liquids was examined by running absorption experiments for 200 minutes. Moreover for PG
the ratio between potassium hydroxide and glycine were altered in order to study the effect of solution
pH on absorption/stripping performance. Further the recyclability of absorption liquids were studied by
recycling the absorption liquid from absorber module with and without stripping between each cycle.
To study the stripping performance the liquid feed stream either coming from the absorber module
or manual CO, preloaded aqueous solutions (different initial CO, loading) were pumped to the stripping
module. Pure nitrogen, as a sweep gas, was made to flow through the module shell side at different gas
inlet flow rate (100 to 600 ml/min) by using mass flow controllers (Alicat Scientific). The liquid feed
stream supplied to lumen side of the module at variable flow rate of 10-50 ml/min by using peristaltic
pump (Masterflex® L/S®). Also the liquid feed stream was heated for different temperatures, range from

Table 1. Specifics of the gas liquid membrane contactor module

Fiber 28% PVDF
Module length (mm) 260
Module outer dia. (mm) 15
Module inner dia. (mm) 11
Fiber outer dia. (mm) 1.5
Fiber inner dia. (mm) 0.42
No of fibers 10

Figure 5. CO, absorption/stripping experiment setup
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room temperature 25 °C to 90 °C by using feedback control heater (WiseStir®). A counter-current flow
mode was applied for the gas and liquid phases. Variable pressure difference range from 0.01 to 0.05
MPa was applied between the liquid stream and gas stream by using control valve in order to avoid the
formation of bubbles on the liquid side and to study the pressure effect. The system was in operation for
30 min to achieve a steady state condition before taking samples. The liquid phase CO, concentration
at the inlet and outlet of the stripper module was measured by using double chemical titration method
(described in the succeeding section), to determine stripping flux and efficiency. Also the sweep gas exit
concentration was measured by using gas chromatography (Shimadzu, Japan) in order to make sure the
titration results. The experimental CO,absorption/stripping efficiency was calculated as:

vC —vC
] 7 0 0

x 100 4
V.

[

n(%) = [

Where C, and C, (mol/m’) are the feed gas CO, concentration for absorption and liquid phase CO,
concentration for stripping at the inlet and outlet of the membrane module respectively.v, and v, (m’/
min) are the feed gas flow rate for absorption and liquid flow rate for stripping at the inlet and outlet of
the membrane module respectively

The CO, absorption/stripping flux of the module can be calculated as:

- <0;_C> “

2

where J ., (mol/m? s) is the CO, flux and A, (m?) is inner surface of the hollow fiber membranes.

Measurement of CO, Loading in Liquid Sample

CO, concentration in the aqueous solution was determined by double chemical titration method (Seo et
al., 1996) An excess amount of 1.0 M NaOH solution was added to the known amount of CO, rich liquid
sample, converting dissolved CO, into the nonvolatile ionic species.Then an excess amount of 1.0 M
BaCl, solution was added to the solution. The solution then stirred and heated for 3 hour at temperature
of 700C. Absorbed CO, precipitates as BaCO,. The excess NaOH was titrated with 1.0 M HCl solution
using phenolphthalein as the indicator. After this titration, using Methyl Orange as the indicator, HCI
was added to measure the amount of BaCO,. The volume of HCl added to neutralize the basic species
in the solution was used to calculate the CO, loading.
The CO, loading was calculated according to the following equation:

UHCZ
o= —""— 6
2xX0v ©)

sample

where a = CO, loading in mol of CO,/volume of solution, v
the BaCO, inml, v_

e, = volume of HCl request to neutralize

mple = volume of sample taken for analysis in ml.
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SOLUTIONS AND RECOMMENDATIONS

The potential of custom made hollow fiber GLMC for separation of CO,/CH, gas mixture via lean solvent
and regeneration of the rich solvent was tested by using different aqueous solutions of primary (MEA),
secondary (DEA), hindered (AMP) amines and amine salts (PG) as absorption liquids. The experimen-
tal results proved GLMC is promising energy efficient and effective alternative for conventional CO,
absorption/stripping technology and the type of absorption liquid and operating parameters plays a vital
role in eventual absorption/stripping performance given away by GLMC.

CO, Absorption Performance of GLMC

The CO, absorption experiments in GLMCrevealed the absorption performance order of studied absorbent
liquids is PG>MEA> AMP>DEA > regardless of operating conditions adopted (Figure 6). The aqueous
amine-based solutions are usually adopted CO, absorption liquids and MEA is the most commonly used
amongst them. The structures of alkanolamines include primary, secondary, ternary amines containing at
least one OH and amine group such as MEA, DEA and MDEA. The reactivity of amines to CO, follows
the order primary, secondary and ternary amines. So as obtained MEA has greater abortion performance
than the DEA. In addition to these amines, the steric hindrance amines such as AMP also proposed by
several researchers. This is because that the steric character reduces the stability of the formed carbamate
and easy regenerate the solution. The absorption performance of AMP is better than the DEA as shown
in figures. Amino acid salts (AAS) aqueous solutions attract great research interest in recent years as
CO, absorbent liquid in GLMC because of its prominent characters such as their better affinities towards
CO, than alkanolamines and their high surface tension because of its ionic nature. Hence mostly used
PG absorption performance was compared with other absorbent liquids and its absorption performance

Figure 6. CO, absorption performance of various absortion liquids in GLMC (0.5M aqeuous solutions
at room temperature flow in lumen side atl10 ml/min; gas mixture 9%CO /91%CH, flows in shell side)
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was greater than the MEA aqueous solutions. As well even after 8 hours long run the PG did not wet
the membrane. Whereas the amine solutions cause membrane wetting averagely after five six hours of
continuous running, this is due to its low surface tension.

Moreover from the absorption experiments it was observed the gas flow rate have a significant ef-
fect on CO, absorption performance in GLMC. Although as shown in Figure 6 the CO, absorption flux
increased with gas flow rate the CO, removal efficiency decreased with increased gas flow rate. For
instance for PG the removal efficiency reduced from 99% to 94% with the increased of gas flow rate
from 10 ml/min to 100 ml/min. This can be attributed to decrease in contact time and increase in driv-
ing force for mass transfer. Increasing the gas flow rate decreases the residence time of the gas phase
in the membrane contactor and hence contact time of the gas phase with liquid. On the other hand the
increase in the gas velocity results in the reduction of the boundary layer and the improvement of the total
mass-transfer rate. Further it was observed for any absorption liquid the CO, absorption performance
in GLMC could be enhanced by high liquid flow rates. This enhancement in absorption performance
was significant for the absorption liquids which have poor absorption performance than the absorption
liquids which have good absorption performance. For PG the removal efficiency increased only by 3.3%,
whereas for DEA the removal efficiency increased by 17% with increase of liquid flow rate from 10 ml/
min to 50 ml/min. This is attributed to higher liquid velocity leads to a lower CO, concentration in the
liquid phase, which in turn results in a higher CO, concentration gradient between gas and liquid phase
phases. Also increasing the liquid velocity turns the fluid flow form laminar to turbulent this reduces
the liquid phase boundary layer.

The effect of temperature on CO, absorption performance in GLMC is attributed to collective effect
of solubility (physical absorption), chemical reaction (chemical absorption), diffusion and evaporation of
absorbent. Further increase in temperature would decrease the viscosity of the solution which is favorable
character of GLMC absorbent liquid. It is well known the favored chemical reaction rate and diffusion
rate with temperature would enhance the absorption performance. While decrease in CO, solubility
and an increase in evaporation of absorbent (wetting) with temperature would reduce the absorption
performance. Experimentally it was observed MEA and shows no any significant effect of temperature
on absorption performance contrary to the results obtained with AMP and DEA. This may be due to for
MEA and PG the favored chemical reaction and diffusion with temperature were compensated by the
reduced solubility. Also these absorbent have good reactivity even at room temperature (around 95%
removal), so the enrichment in absorption performance with temperature was not highlighted. Whereas
for AMP and DEA the favored effect of temperature on chemical reaction and diffusion were higher than
the reduced effect temperature on CO, solubility and so the enrichment in absorption performance with
temperature was significant. However all solvents shows some flattening off at elevated temperatures.
Because the wetting caused by elevated temperature cannot be neglected in long term operation. Further
the thermal degradation of membrane material also should be considered. So, solvent temperature is a
crucial factor to be controlled very carefully for long term operation performance.

CO, Stripping Performance of GLMC

CO, stripping performance of PVDF hollow fiber GLMC was compared between primary (MEA), second-
ary (DEA), hindered (AMP) amines and amine salts (PG). The liquid solutions were manually preloaded
with CO, for saturation level in order to obtain higher CO, flux for comparing purposes In terms of
regeneration AMP and PG perform well as absorbent liquid comparing to MEA and DEA. The results in
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Figure 7 show the effect of different aqueous solution on stripping flux as function of temperature. The
regeneration energy of the absorbents was directly related with the heat of reaction and showed higher
values when the binding force between amines and CO, molecules was larger. Therefore, absorbents
that formed carbamate required larger quantities of heat, and the absorption heats of the MEA and DEA
were higher than those of AMP and PG. So AMP and PG shows better stripping performance compare
to MEA and DEA. Regardless of type of solvent the CO, stripping flux and efficiency increases with
temperature rapidly. Because as the reaction rate increases with temperature, the formation of carbamate,
which is the final product of CO, reaction, become unstable and the energy consumed in regeneration
become smaller.

The studies on sweep gas flow rates exposed the gas flow rate have no any significant effect on strip-
ping flux and efficiency regardless of type of solvent. However, when operating at high rich solution
temperature, the low sweep gas flow rate, allow the vapor molecules to easily enter through the pores and
wet the membrane. This reduces the effective long term operation of the membrane contactor module.
So, moderate sweep gas flow rate gives better performance comparing to low sweep gas flow rate. Liq-
uid flow rate shows some notable criteria on CO, stripping flux and efficiency. At low temperatures the
increase in liquid flow rate reduces the stripping efficiency. In contrast at high temperature the increase
in liquid flow rate increases the stripping efficiency. Two phenomenon govern the stripping efficiency.
The residence time (contact time between gas and liquid phase) and liquid phase boundary layer thick-
ness. At low temperature contact time overtaken by the boundary layer thickness. Lower liquid velocity
tend to higher residence time, which lets dissolved CO, to shift to gas-liquid interface and results in
increasing the driving force of mass transfer. In contrast at high temperature due to low solubility more
CO, end to be released. So rather than residence time boundary layer thickness is important. Because
the liquid flow rate reduces the boundary layer thickness and increase the mass transfer coefficient, at
high temperature high flow rates gives the high removal efficiency.

Figure 7. Effect of liquid phase temperature on CO, stripping flux for four different solvents (saturation
initial CO, loading, V= 50ml/min, v, = 600 ml/min and P, —Pg =0.5x10° Pa)
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The liquid pressure also has great influence in the stripping performance. The considerable increase in
CO, flux with liquid pressure can be attributed to the increase in driving force for desorption as a result
of an increase in CO, concentration. Many researchers proved the CO, absorption flux increase drasti-
cally with gas phase pressure. So vice versa by increasing the liquid side pressure the CO, desorption
flux can be increased. But, even though, hydrophobic PVDF hollow fiber membrane can resist wetting,
applying higher pressure in the liquid side can gradually cause wetting. It is well known that partial wet-
ting of membrane can increase mass transfer resistance significantly. So the liquid side pressure should
be maintained below the break through pressure.

The effect of absorption liquid pH on CO, absorption/stripping performance in gas liquid membrane
contactor module was investigated by using asymmetric solutions of PG (i.e. solutions containing dif-
ferent molar amounts of amino acid (glycine) and base (potassium hydroxide)). At lower pH the CO,
reaction equilibrium shifts towards the release of CO, enhancing the partial pressure of CO,. So higher
molar ratios of amino acid shows better stripping and reduced absorption performance (Figure 8). Sub-
sequently in continuous operation of absorption and followed up by stripping, the stripping performance
was controlled by reduced absorption performance because of resultant low initial CO, concentrations.
Hence for the net effect the molar ratio has to be optimized to achieve both good absorption and subse-
quent stripping performance.

FUTURE RESEARCH DIRECTIONS

GLMC due to attested several advantages has become the promising alternative for conventional CO,
absorption/stripping process. Although the GLMC for CO, separation has been extensively studied

Figure 8. Effect of different asymmetric solutions on overall efficiency
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there is still a long way ahead before this technique to completely replace the existing CO, separation
technology. The main hitch is long term stability of GLMC absorption process due to membrane wet-
ting. The key is employing surface modified super hydrophobic membranes and high surface tension
absorption liquids in GLMC absorption/stripping processes. Currently, various techniques such as
surface grafting, bore filling grafting, coating/interfacial polymerization and in-situ polymerization are
being investigated to improve the surface hydrophobicity. Some works are going on using ionic liquid
membranes in GLMC applications. Further as a consequences of seek out for new absorption liquids that
not only have high surface tension but also can be regenerable in efficient way, AAS and ionic liquids
have attracted great research interest. Most importantly AASs have favorable biodegradation properties,
which make the disposal of these solvents easier and with lower environmental impacts. In spite of all
these work still the membrane wetting at elevated temperatures is arguing. Moreover, despite the fact
that solvent regeneration is responsible for the major cost component in gas separation processes due
to energy consumption, the studies on CO, stripping using GLMC have started recently and there are
only few reports documented in the open literature. Hence future research directions should focus on
super hydrophobic membranes, absorption liquids that can be regenerated in an energy efficient way
and eventually suitable membrane-absorbent combination, therefore, GLMC will thrive as a perfectly
energy efficient and effective CO, absorption/stripping technology, which can replace the current CO,
separation technology completely.

CONCLUSION

The experimental results proved GLMC is promising energy efficient and effective alternative for con-
ventional CO, absorption/stripping technology and the type of absorption liquid and operating parameters
plays a vital role in eventual absorption/stripping performance given away by GLMC. Studied AAS (PG)
shows both good absorption and stripping performance. The gas flow rate has a significant effect on CO,
absorption performance where as it has no effect in stripping performance. Further the CO, absorption
performance in GLMC could be enhanced by high liquid flow rates. This enhancement was significant
for the absorption liquids which have poor absorption performance than the absorption liquids which
have good absorption performance. In contrast, the stripping performance enhancement with liquid flow
rate depends on liquid temperature. Because the gas—liquid contact time was a key factor to enhance
the stripping flux at low temperature while liquid phase boundary layer thickness and associated mass
transfer resistance is important at elevated temperature. So by controlling the liquid phase velocity and
the length of module at low temperature better stripping performance can be achieved. The effect of liquid
temperature on absorption performance in GLMC is not straightforward. Since the liquid temperature
cooperatively influence the several factors which determines the absorption performance positively and
negatively, it should be handled in care depending on the system used. However by increasing the rich
solution temperature the stripping performance can be improved preferably. To improve the stripping
performance enhanced CO, desorption (based on pH-shift) was studied. In this study the pH values were
changed by using asymmetric solutions of PG. Lower pH shifts the reaction equilibrium towards the
release of CO, and shows better stripping and reduced absorption performance. Thus for the net effect the
molar ratio has to be optimized to achieve both good absorption and subsequent stripping performance.
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KEY TERMS AND DEFINITIONS

AASS: Amino acid salt solution. Chemical solvent derived by mixing amino acid and alkaline hy-
droxides.
CO, Absorption: Operation used in removing acid gas from other gases using liquid solvent.
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CO, Stripping: Operation used in removing absorbed acid gas from absorbent liquid.

GLMC: Gas Liquid membrane contactor. A device that have bundle of fibers enclosed on a shell in
which gas and liquid flow without dispersing with each other.

Hydrophobic: The not-affinity to water.

Natural Gas: Gas consists with more than seventy percent methane.

PVDF: Polyvinylidene fluoride, polymer used in fabrication.

Wetting: Membrane pores filled with liquid instead of gas.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 3043-3055, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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Chapter 10

Enhancing the Resiliency
of Smart Grid Monitoring
and Control

Wenbing Zhao
Cleveland State University, USA

ABSTRACT

In this chapter, the authors present the justification and a feasibility study of applying the Byzantine
fault tolerance (BFT) technology to electric power grid health monitoring. They propose a set of BFT
mechanisms needed to handle the PMU data reporting and control commands issuing to the IEDs. They
report an empirical study to assess the feasibility of using the BFT technology for reliable and secure
electric power grid health monitoring and control. The authors show that under the LAN environment, the
overhead and jitter introduced by the BFT mechanisms are negligible, and consequently, Byzantine fault
tolerance could readily be used to improve the security and reliability of electric power grid monitoring
and control while meeting the stringent real-time communication requirement for SCADA operations.

INTRODUCTION

Smart grid is one of the hottest research areas in recent years. The development of smart grid is partially
driven by the fact that the traditional data communication infrastructure for electric power grid can no
longer meet the needs of new developments (Wang, Xu, & Khanna, 2011):

e  The recent deregulation would allow many independent parties to enter the utility industry by of-
fering alternative channels for electric power generation, distribution, and trade. This inevitably
demands timely, reliable and secure information exchanges among these parties (Bose, 2005).

e  The current data communication infrastructure lacks the support for large-scale real-time coor-
dination among different electric power grid health monitoring and control systems, which could
have prevented the 2003 massive blackout incident in North America (Birman et al., 2005).
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e  The use of modern computer networking technology could also revolutionize the everyday elec-
tric power grid operations, as shown by the huge benefits of substation automation and the use
of Phasor Measurement Units (PMUs) for electric power grid health monitoring (Melliopoulos,
2007).

However, the openness and the ease of information sharing and cooperation brought by smart grid
also increased the likelihood of cyber attacks on the electric power grid, as demonstrated recently by
an experiment conducted by the US Department of Energy’s Idaho Lab (CNN, 2007). To address such
vulnerability, intrusion detection and intrusion tolerance techniques must be used to enhance the current
and future data communication infrastructure for the electric power grid. Byzantine fault tolerance is a
fundamental technique to achieve the objective (Castro & Liskov, 2002; Zhao, 2014a).

In this chapter, we focus our discussions on the security and reliability of smart grid health monitoring
and control. We elaborate in detail the need for Byzantine fault tolerance and the challenges of apply-
ing Byzantine fault tolerance into this problem domain. In particular, we investigate experimentally the
feasibility of using such sophisticated technology to meet potentially very stringent real-time require-
ment for the health monitoring and control of smart grid, while ensuring high degree of reliability and
security of the system.

BACKGROUND

A Byzantine faulty process may behave arbitrarily. In particular, it may disseminate conflicting informa-
tion to different components of a system, which constitutes a serious threat to the integrity of a system
(Lamport, Shostak, & Pease, 1982). Because a Byzantine faulty process may also choose not to send a
message, or refuse to respond to requests, it can exhibit crash fault behavior as well. Consider the sce-
nario that multiple PMUs periodically report their measurement results to a controller for electric power
grid health monitoring. When it detects an abnormally, the controller may wish to issue specific control
instructions to the actuating devices, such as Intelligent Electronic Devices (IEDs) (Hossenlopp, 2007)
located at the same substation as those PMUs to alleviate the problem. Due to the critical role played by
the controller, it must be replicated to ensure high availability. Otherwise, the controller would become
a single-point of failure. The main components and their interactions are illustrated in Figure 1.

However, the controller replicas, the PMUs, and the IEDs, might be compromised under cyber at-
tacks. Consider the following two scenarios:

e A Byzantine faulty PMU could potentially send inconsistent data to different controller replicas.
Without proper coordination among the controller replicas, the state of the replicas might diverge
in the former case, which would lead to inconsistent decisions among the replicas.

e A compromised controller replica could send conflicting commands to different IEDs. Without a
sound mechanism at each IED, a malicious command might be executed in the latter case, which
could lead to the destruction of a generator or a transmission line, as reported by CNN (2007).

Byzantine fault tolerance (BFT) refers to the capability of a system to tolerate Byzantine faults

(Lamport, Shostak, & Pease, 1982). If BFT is used, the cyber attacks illustrated above could be defeated
provided that the number of compromised controller replicas, f, is below a threshold, and the number of
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Figure 1. The interaction of substation devices (PUMs and IEDs) and the controller replicas
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non-faulty PMUs and IEDs are sufficient for the normal operation of the substation. For the client-server
system shown in Figure 1, BFT can be achieved by using 3f + 1 replicas to tolerate up to f faulty replicas
and by ensuring all non-faulty replicas to execute the same set of requests in the same order. The latter
means that the server replicas must reach an agreement on the set of requests and their relative order-
ing despite the presence of Byzantine faulty replicas and clients. Such an agreement is often referred
to as a Byzantine agreement (Lamport, Shostak, & Pease, 1982). The Byzantine agreement among the
replicas ensures that a faulty client (i.e., a PMU) cannot cause the divergence of the state of non-faulty
controller replicas. Furthermore, a Byzantine agreement must be reached among all non-faulty replicas
on each command issued by the controller for reasons to be explained in the next section. Before an
IED can accept the command, it must wait until it has collected at least f + 1 identical command from
different replicas.

We should note that Byzantine fault tolerance has been a hot research area in many other areas, such
as Web services (Merideth et al., 2005; Zhao, 2009) and data storage systems (Rhea et al., 2003). Even
though the works are in a different context, many insights are useful for BFT controls in electric power
grid applications. In particular, the mechanisms designed to cope with the interaction of a replicated
object and the un-replicated external entities reported in (Merideth et al., 2005) have been partially
incorporated in this work.

BYZANTINE FAULT TOLERANT MONITORING AND CONTROL MECHANISMS

In this work, we choose to use PBFT, a well-known Byzantine agreement algorithm developed by Castro
and Liskov (2002). The PBFT algorithm is designed to support client-server applications running in
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an asynchronous distributed environment with the Byzantine fault model. The implementation of the
algorithm contains two parts. At the client side, a lightweight library is in charge of sending the cli-
ent’s request to the primary replica, retransmitting the request to all server replicas on the expiration of
a retransmission timer (to cope with the primary faults and network faults), and collecting and voting
on the corresponding replies. The main PBFT algorithm is executed at the server side by a set of 3f +
1 replicas to tolerate up to f faulty replicas. One of the replicas is designated as the primary while the
remaining are backups. Furthermore, all messages are protected by a digital signature, or an authenticator
(Castro & Liskov, 2002) so that a faulty replica or client cannot tamper with the messages and cannot
impersonate as another non-faulty replica or client.

The normal operation of the (server-side) PBFT algorithm involves three phases: pre-prepare, prepare,
and commit. In the beginning of the pre-prepare phase, the primary multicasts a pre-prepare message
containing the client’s request, the current view number and a sequence number assigned to the request
to all backups. A backup verifies the request message and the ordering information. If the backup accepts
the message, it multicasts to all other replicas a prepare message containing the ordering information
and the digest of the request being ordered. This starts the prepare phase. A replica waits until it has col-
lected 2f prepare messages from different replicas (including the message it has sent if it is a backup) that
match the pre-prepare message before it multicasts a commit message to other replicas, which starts the
commit phase. The commit phase ends when a replica has received 2f matching commit messages from
other replicas. At this point, the request message has been totally ordered and it is ready to be delivered
to the server application if all previous requests have already been delivered. If the primary or the client
is faulty, the Byzantine agreement on the ordering of a request might not be reached, in which case, a
new view is initiated, triggered by a timeout on the current message being ordered. A different primary
is designated in a round-robin fashion for each new view installed.

For electric power grid health monitoring and control, however, the above BFT algorithm cannot
be used directly, because normally the controller replicas collect input from the PMUs and the control
commands are issued to IEDs. Furthermore, the updates from PMUs are one-way messages in that the
PMUs normally do not wait for an explicit response from the controller. On the other hand, IEDs are
acting as the server role when it receives the control commands from the controller replicas. Table 1
provides a summary of the actions taken by the controller replicas in response to receiving a report from
a PMU and to sending of a command to an I[ED.

On collecting PMU data, the controller replicas engage in a Byzantine agreement for each input mes-
sage as usual, as shown in Figure 2. However, the message delivery procedure must be modified. When
a replica reaches a Byzantine agreement on the message, and it has delivered all previously ordered
messages, it invokes the callback function provided by the controller to deliver this message. On the
return of the up-call, no message is sent back to the PMU.

Upon issuing a control command, a controller replica does not directly send the command to the
target IED. Instead, a round of Byzantine agreement on the command message is conducted, as shown
in Figure 3. The procedure is very similar to that of PMU input message ordering, except that the pre-
prepare message is triggered by the issuing of a control command rather than the receiving of a client’s
request, and the command is sent to the target IED when the Byzantine agreement is reached, instead
of delivering a request. As mentioned in the previous Section, the target IED must not accept a control
command immediately because the command might have been sent by a faulty controller replica. By
waiting until it has received f + 1 identical command from different controller replicas, it can guarantee
that at least one of them is sent by a non-faulty replica, because at most f replicas can be faulty accord-
ing to our assumption.
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Figure 2. Normal operation of the BFT algorithm for PMU report handling
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If the replicas operate completely deterministically and in lock-step, the round of Byzantine agreement
for the commands to the IEDs is not necessary. However, it is virtually impossible to guarantee lock-
stepped execution of the replicas across a network. If the control command contains information such
as the time to execute the command, the commands issued by different replicas would contain different
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Table 1. A summary of the actions taken by the controller replicas in response to receiving a report from
a PMU and to sending of a command to an IED

Event Actions Taken

Byzantine agreement on the report

On receiving a report from PMU No message is sent back to PMU

Byzantine agreement on the command prior to sending

On sending of a command to IED IED must collect f41 consistent commands from different replicas

timestamps, which would make it impossible for the IEDs to authenticate and compare the commands
for acceptance. Therefore, in general, it is necessary for the replicas to reach an agreement on the com-
mand to be issued to the IEDs. Here, we assume that a backup replica is able to verify if the command
proposed by the primary is valid. A backup would initiate a view change if it deems that the command
from the primary is invalid. If a backup replica cannot verify the command issued by the primary, more
sophisticated mechanisms must be used, as reported in (Zhang et al., 2011).

EXPERIMENTAL ASSESSMENT

The implementation of our Byzantine fault tolerance framework is based on the PBFT library developed
by Castro and Liskov (2002). We incorporated the changes necessary for electric power grid monitoring
and control as mentioned in the previous Section.

The test-bed consists of 12 PCs in a local-area network (LAN) connected by a 100Mbps Ethernet. Four
of the PCs in the LAN are equipped with Pentium IV 2.8 GHz processors and 256MB memory, and the
remaining PCs in the LAN each has a single Pentium III 1GHz processor. All PCs on the LAN run the
Red Hat 8.0 Linux. The remote PC has one Pentium IV 3.2GHz processor running CentOS 4.5 Linux.

The main objective of the performance evaluation is to assess whether or not the Byzantine fault
tolerance mechanisms are efficient enough to meet the real-time communication requirement for power
grid health monitoring and control. Consequently, we characterize the response time and jitter of the
Byzantine fault tolerant system.

The test application simulates the electric power grid health monitoring and control scenario as shown
in Figure 1. The controller is replicated in the 4 Pentium IV PCs (one replica per PC) and the PMUs
and IEDs are run on the remaining 8 Pentium III PCs (a pair of PMU and IED on each PC). During the
experiments, up to 8 concurrent PMU-IED pairs are used.

A PMU (as the client) periodically reports its measured data to the replicated controller according to
the IEEE 1344 standard. Upon each PMU message received, the controller replicas generate a command
and send it to the corresponding IED (collocated on the same node as the reporting PMU). Note that this
is done purely for the purpose of performance characterization and might not match the practical usage
scenarios. The payload of each PMU report is 14 bytes long. The payload of each control command is
set to 128 bytes long.

Furthermore, the PCs in our test-bed are not equipped with high-resolution GPS devices, preventing
us from directly measuring one-way latencies for PMU reports and control command notifications. In-
stead, we measure the round-trip time from the sending of a PMU report to the receiving of a command
in response to the report at a collocated IED.
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To gain insight on the jitters of networking and Byzantine agreement processing delays, we measure
the intervals between two consecutive sending of PMU reports at each PMU and the intervals of con-
secutive deliveries of the PMU reports at each controller replica, and compare the probability density
functions (PDFs) of the sending intervals and the delivery intervals. The PDFs provide a much more
detailed and accurate picture on the predictability of the arrival rate of the PMU reports at the control-
ler replicas than using the mean values and standard deviations. For similar reasons, the PDF is used to
capture and present the round-trip times. In each run, 10,000 samples are taken.

Figure 4 shows the experimental results under the normal operation condition. The number of concur-
rent PMU-IED pairs varies from 1 to 8. The PDFs for the sending intervals measured at the PMUSs are
shown in Figure 4(a). The interval between two consecutive sending is controlled by the nanosleep() API
provided by Linux. Even though the target interval is 10 milliseconds, the actual intervals vary slightly
(with peak value of about 11.6 milliseconds). If there is no jitter in networking and Byzantine agreement
processing, the PDFs of the delivery intervals measured at the controller replicas should be identical
to those of the sending intervals. The PDFs of the delivery intervals shown in Figure 4(b) indicate that
there is noticeable jitter. However, the jitter is small enough to sustain a 60Hz PMU sampling rate for
all scenarios tested (up to 8 concurrent PMU-IED pairs), which is often regarded as the most demanding
SCADA requirement (Johnston, 2005). Furthermore, Figure 4(c) shows that the round-trip time is in the
sub- millisecond range, again for all scenarios measured, which is more than adequate to ensure urgent
sensing data delivered and control command acted upon.

When the primary controller replica is faulty, it may take asignificant amount of time (e.g., 2 seconds)
for a view change to complete. During this period of time, the controller is basically out-of-service. To
address this issue, the controller should periodically send contingency control commands to the IEDs. If
an IED does not receive a control command in time, it should resort to the contingency command. We
emphasize that this situation, even though not desirable, is far better than the IED executing a command
sent by a malicious controller, which can lead to the destruction of critical components of the power grid.

Figure 4. The measured PDF's with various number of PMU-IED pairs. (a) The report-sending interval
at the PMU. (b) The delivery interval at the controller replicas. (c) The round-trip time from sending a
PMU report and the receiving of a control command
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FUTURE RESEARCH DIRECTIONS

There is a large body of research work on how to restructure the current data communication infrastruc-
ture for electric power grid, such as (Zhang, Wang, & Xiang, 2015; Birman et al., 2005; Bose, 2005;
Hossenlopp, 2007; Melliopoulos, 2007). The SCADA security issues have also attracted worldwide
attention (http://sandia.gov/scada/). However, the work that targets both the security and reliability
aspects of the infrastructure is rarely seen. Our work appears to be the first to assess if it is possible to
apply the Byzantine fault tolerance technology for electric power grid health monitoring and control.
We plan to carry out more in-depth investigations. In particular, the performance of the BFT technol-
ogy in the wide-area network environment should be carefully evaluated. Furthermore, we also plan to
explore context-ware and adaptive fault tolerance (Buys et al., 2011) to improve the performance and
robustness of our framework. Another research direction is to improve the performance of the proposed
framework by adapting our replication protocol specific for SACADA interactions. We call this line of
research application-aware Byzantine fault tolerance (Zhao, 2014a; Zhao, 2014b).

The importance of stable sampling rate for networked sensing and control is addressed in (Liberatore,
2006). In (Liberatore, 2006), Liberatore proposed a playback-based method to increase the predictabil-
ity of the sampling rate. This method seems to be a good candidate to be integrated with the proposed
framework to address the potential jittering problem in the wide-area networks.

CONCLUSION

In this chapter, we presented the justification and a feasibility study of applying the Byzantine fault
tolerance technology to electric power grid health monitoring. We proposed and implemented the BFT
mechanisms needed to handle the PMU data reporting and control commands issuing to the IEDs. We
carried out an empirical study to assess the feasibility of using the BFT technology for reliable and se-
cure electric power grid health monitoring and control. We show that under the LAN environment, the
overhead and jitter introduced by the BFT mechanisms are negligible, and consequently, Byzantine fault
tolerance could readily be used to improve the security and reliability of electric power grid monitoring
and control while meeting the stringent real-time communication requirement for SCADA operations.

While the brief out-of-service time (typically in 1-2 seconds) during a view change can be a concern
for electric power grid health monitoring and control, additional mechanism, such as the playback scheme
proposed in (Liberatore, 2006) could be used to alleviate the problem. In any case, the BFT sensing and
control ensures that a PMU report from a compromised PMU cannot cause the state divergence of the
correct controller replica, and a control command from a compromised control replica is never accepted
by a correct actuating device such as an [ED.
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KEY TERMS AND DEFINITIONS

Byzantine Fault Tolerance: It refers to the capability of a system to tolerate Byzantine faults.

Intelligent Electronic Device (IED): It is an actuating device that is capable of receiving commands
from a controller. Example IEDs include protective relaying devices, and voltage regulators.

Jitter: It refers to the deviation from the periodicity of a sequence of events or signals.

Normal Operation: It refers to the operation of an algorithm during a period that either there is no
fault, or the faults do not disrupt its operation. For example, when a backup replica crashes, the PBFT
algorithm would still operate as normal.

Phasor Measurement Unit (PMU): It is a device that measures the electrical waves in an electric
power grid. The measurements must be synchronized with a global clock, such as a GPS.

Sampling Rate: It is defined as the number of samples taken per unit of time.

SCADA: It is short for Supervisory Control and Data Acquisition. It is a type of industrial control
system that monitor and control industrial processes that exist physically.

View Change: It refers to the configuration change of the group of replicas that engage in Byzantine
fault tolerance. When the primary is suspected of being faulty, a new view is initiated so that a different
replica is elected as the primary for the new view.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 3056-3065, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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Chapter 11

E-Waste, Chemical Toxicity,
and Legislation in India

Prashant Mehta
National Law University Jodhpur, India

ABSTRACT

In present digital age, we constantly upgrade or replace our numerous electronic devices due to con-
tinuous technological advances and short product life cycles. With increasing “market penetration” in
developing countries, “replacement market” in developed countries, and “high obsolescence rate,” a
large pile of e-waste is generated either internally or it is generated in developed countries and often
ends up for recycling in developing countries. The current practices of e-waste management and poor
awareness in India is posing a huge challenge to the environment regulators, governments, and policy
makers as much work needs to be done at ground level to achieve sustainable results This chapter provides
a comprehensive overview of India’s current e-waste scenario, analyzes hazardous metals and consid-
ers environmental and health risks posed by them, understands existing legal framework and strategic
interventions, and explores immediate technical solutions to manage and minimize its impact on all.

INTRODUCTION

The industrial revolution was a period of dynamic change and dramatic innovation in the history of human
society (Ayers, 1999). Across the world, societies are constantly reinventing to manage revolutionary
changes that have radically transformed the lifestyle of people. Some of these changes are subtle and
barely noticeable, while other changes are blatant and abrupt, like advances in Information and Com-
munication Technology (ICT) and widespread use of Electrical and Electronics Equipment (EEE), which
has made human civilization to grow in a more efficient manner.

Following economic liberalization in 1991, the Indian ICT industry has been one of the major drivers
of economic progress both in terms of volume and applications. It has assumed the role of providing
a forceful leverage to the socio, economic, and technological growth of a developing society (Joseph,
2007). However consumption and production processes of these complex electronic devices are unsus-
tainable, pose a serious challenge to environment and human health, making e-waste one of the largest
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growing waste streams (Lundgren, 2012a). With waste market getting increasingly global, such waste
is illegally exported to crude e-waste recycling hotspots in Asian countries, such as China, India, and
Pakistan, and in some African countries, like Ghana and Nigeria (Castillo, 2011). Such illegal trade in
e-waste is camouflaged and conducted under the pretext of obtaining ‘reusable’ equipment or ‘dona-
tions’ from developed nations.

E-waste comprises of ICT and EEE products that are not fit for their originally intended use. It in-
cludes computers, its accessories (monitors, printers, keyboards, and central processing units), typewrit-
ers, mobile phones and chargers, remotes, compact discs, headphones, batteries, LCD/Plasma TVs, air
conditioners, refrigerators, and other household appliances (Lalchandani, 2010). The increasing ‘market
penetration’ in the developing countries, ‘replacement market’ in the developed countries (Borthakur &
Sinha, 2013), coupled with rapid developments, innovation, miniaturization, and replacement resulted
into higher rate of obsolescence of electronics products. It is estimated that in 2014 world-wide 41.8
million metric tonnes (Mt) e-waste was generated and most of it was not collected and treated in envi-
ronmentally sound manner (Baldé, Wang, Kuehr, & Huisman, 2015). Most of this either end up with
municipal waste in landfills or unauthorized recycling yard (Greenpeace Press Report, 2008).

As noted by UNEP in 2005, “Every year, 20 to 50 million tonnes of e-waste is generated world-wide,
which could bring serious risks to human health and the environment” (Schwarzer, Giuliani, Kluser, &
Peduzzi, 2005). Even though there is no clear data on the quantity of e-waste generated and disposed of
each year in India, it is estimated 70 percent of e-waste handled in India is imported. It also estimates
that between the years of 2007-2020, domestic television e-waste will double, computer e-waste is
expected to increase five-fold, while cell phones will increase eighteen times (Disabled World, 2015).
Thus knowledge society of 21* century is creating its own toxic footprint which is most debated issue
amongst the environmentalists, environment regulators, world-wide environment forums, governmental,
and non-governmental agencies, and policy makers.

BACKGROUND OF STUDY

Solid waste management, which is already a mammoth task in India, is becoming more complicated by
the invasion of e-waste, which has complex characteristics as it differs chemically and physically from
urban or industrial waste. Each wave of technology creates a set of waste previously unknown by humans
(Sikdar & Vaniya, 2014) making e-waste management a big issue in both developed and developing
countries.

The current practices of e-waste management in developing countries suffer from a many drawbacks
such as informal recycling, inadequate legislation, low public awareness of the hazardous nature of e-
waste, use of obsolete methods, and inadequate emphasis on the employee’s protection (Cobbing, 2008),
is jeopardizing people’s health and environment (Smith, Sonnenfeld, & Naguib Pellow, 2006a).

Having reviewed literature from various other studies conducted in India and abroad, and understand-
ing the magnitude of this problem, it is time for India to critically review its management of e-waste, to
work towards a strategy to create the necessary infrastructure, and mechanisms to support sustainable
and environmentally friendly e-waste management besides sensitizing consumers, waste recyclers, and
future decision makers on issues like e-waste characteristics, its trans-boundary movement recycling
technology, social, and environmental considerations, and toxic effect on health.
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DEFINITION OF E-WASTE

Even though there is no standard definition for e-waste, some of the reported definitions of e-waste in
literature are mentioned below:

According to the Basel Convention, “Wastes are substances or objects, which are disposed of or are
intended to be disposed of, or are required to be disposed of by the provisions of national laws” (Text
of Basel Convention, 2014).

According to Basel Action Network (BAN), “E-waste includes a wide and developing range of electronic
appliances ranging from large household appliances, such as refrigerators, air-conditioners, cell phones,
stereo systems, and consumable electronic items to computers discarded by their users” (Puckett, Byster,
Westervelt, Gutierrez, Davis, Hussain, & Dutta, 2002), (Gaidajis, Angelakoglou, & Aktsoglou, 2010).

As per European Directive 2002/96/EC, “Waste electrical and electronic equipment (WEEE), in-
cluding all components, subassemblies, and consumables, which are part of the product at the time of
discarding” (European Parliament, 2003, January 27), (Jain, 2008), (European Parliament, 2012, July 4).

As per European Directive 75/442/EEC, Article 1(a), “Any substance or object which the holder dis-
cards or is required to discard in compliance with the national legislative provisions”. Further it includes
all components, subassemblies, and consumables which are part of the product at the time of discarding
(Borthakur & Singh, 2012).

According to Organisation for Economic Co-operation and Development (OECD), “Any household
appliance consuming electricity and reaching its life cycle end”, also referred as composite waste (OECD,
2007).

These differences in definitions, of what constitutes e-waste, have the potential to create disparities
in both the quantification of e-waste generation and the identification of e-waste flows across nations.
The lack of a precise definition of e-waste is one of the key issues that need to be addressed on an in-
ternational level (Lundgren, 2012b).

COMPONENTS OF E-WASTE

E-waste is classified as hazardous waste (Tsydenova & Bengtsson, 201 1a), and itimposes many challenges
on the recycling industry (Smith, Sonnenfeld, & Naguib Pellow, 2006b). Modern electronics can contain
up to 60 different elements; many are valuable, some are hazardous (Third World Network, 1991) and
some are both. Several rare elements are also used (Frazzoli, Orisakwe, Dragone, & Mantovani, 2010).
The types and amounts of metals used in electronics products vary with evolution of technology. The
most complex mix of hazardous substances is usually present in the printed wiring boards (PWBs) that
contain valuable metals like copper, silver, gold, palladium, and platinum, brominated flame retardants
used in connectors, cathode ray tubes and LCD contain heavy metals like lead and barium, switches
and flat screens contain mercury, older capacitors and transformers contain poly chlorinated biphenyl’s
(PCB’s), poly vinyl chloride (PVC) coated copper cables and casing, plastics from computer hardware
that release highly toxic dioxins and furans (Sum, 1991). The fraction including iron, copper, aluminum,
gold, and other metals in e-waste is over 60 percent, plastics account for about 30 percent, and the haz-
ardous pollutants comprise only about 2.70 percent of waste (Widmer, Oswald-Krapf, Sinha-Khetriwal,
Schnellmann, & Boni, 2005) besides alloys that mostly decreases metal’s recyclability.
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TOXIC ELEMENTS IN E-WASTE

E-waste contains thousands of components made of deadly chemicals, heavy metals, flame retardants,
and potentially hazardous substances whose main routes of human exposure are through inhalation, dust
ingestion, dermal exposure, and oral intake. Metal toxicity causes breathing difficulties, respiratory ir-
ritation, coughing, choking, pneumonitis, tremors, neuropsychiatric problems, convulsions, coma and
even death (Yu, Welford, & Hills, 2006 a). Some toxic chemicals found in e-waste are analyzed below.

1. Beryllium (Be)isused as copper-beryllium alloys in computer motherboards, relays, and connectors
(Taylor, Ding, Ehler, Foreman, Kaszuba, & Sauer, 2003). Beryllium refining produces fumes, dust,
and oxides which are both acutely and chronically toxic to humans. If inhaled in large concentra-
tion, it causes acute lung disease, breathing discomfort, coughing, rapid heartbeat, and death in
extreme cases. Its compounds are carcinogenic in nature (IARC, 1993b) and studies have shown
that people can still develop beryllium disease (beryllicosis) after many years of last exposure.

2. Cadmium (Cd) is a toxic heavy metal found naturally in very low concentration (Salomons &
forstner, 1984). It is used in switches, rechargeable (Ni-Cd) batteries, stabilizers, resistors, and
corrosion-resistant alloys. It is released into the environment as powdered dust during crushing
and milling of plastics, CRTs, and circuit boards. It is potentially a long-term cumulative poison
associated with deficits in cognition, learning, behavior, and neuromotor skills in children, causes
severe pain in the joints and spine (Itai-itai disease), affects kidneys and softens bones (osteoma-
lacia and osteoporosis) in humans. There is evidence of the role of cadmium and beryllium in
carcinogenicity (Strickland, & Kensler, 1995), (Pruss-Ustun & Corvalan, 2006).

3. Hexavalent Chromium (Cr-VI) is used to protect metal housings in a computer from corrosion. It
is very reactive and soluble in water, making it more mobile in environment (Mukherjee, 1998). Its
corrosive nature cause skin allergies (dermatitis), damage DNA, liver, kidneys, pulmonary conges-
tion, edema, bronchial maladies including asthmatic bronchitis, and lung cancer (IARC, 1990a).

4. Lead (Pb) as lead oxide comes from breaking of CRT, lead powder is released while removing
solder form microchips, and lead fumes comes from high temperature smelting processes exposing
the workers (Schutz, Olsson, Jensen, Gerhardsson, Borjesson, Mattsson, & Skerfving, 2005). In
unlined landfills, lead would dissolve in leachate or mix with ground water leading to contami-
nation. It is neurotoxin that exerts toxic effects on the central nervous system (organic affective
syndrome), peripheral nervous systems (motor neuropathy), the hemopoietic system (anemia), the
genitourinary system (capable of causing damage to all parts of nephron), and the male and female
reproductive systems (Harrington, Aw, & Baker, 2003). It affects mental development in children
with impaired cognitive function, behavioral disturbances, attention deficits, hyperactivity, conduct
problems, and lower 1Q.

5. Mercury (Hg) is used as lighting device which illuminates most flat panel monitors. Workers can
inhale of mercury vapour or dust which released while breaking and burning of circuit boards
and switches. It affects kidneys, immune system, damage to the genitourinary system (tubular
dysfunction), central and peripheral nervous systems, reduced fertility, and impairs fetus growth.
When inorganic mercury spreads out in the water, it is transformed into toxic methylated mercury
by microbial activity, which bio-accumulates, biomagnifies in living organisms, and concentrates
through the food chain, particularly by fish (Hu, & Speizer, 2001), (WHO, 1989).
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6. Brominated Flame Retardants (BFRs) like Polybrominated biphenyl (PBB), Polybrominated
diphenyl ether (PBDE), and Tetrabromobisphenol-A (TBBPA) are chemically persistent organic
pollutants (POP) along with toxic antimony trioxide which is used as flame retardants in electronic
devices. They release carcinogenic brominated dioxins and furans as gases during fire. PBDE
used in transformers and capacitors is bioaccumulative, impair brain function, and can cause liver
and malfunctioning of endocrine system (thyroid damage). TBBPA used in printed circuit boards
contains bromine that can leach into landfills. Dust on computer cabinets contains BFRs.

7. Polyvinyl Chloride (PVC) is found in circuit boards, cabinets, and insulation on cables. It is hazard-
ous because contains upto 56 percent chlorine which are precursors to polychlorinated di-benzo-p-
dioxins and di-benzo-furans (classified as POP under Stockholm Convention) during incineration
along with large quantities of hydrogen chloride gas, which when inhaled may leads to cancer,
respiratory problems, affect reproductive, and immune system.

8. Polycyclic Aromatic Hydrocarbons (PAH) is generated from e-waste recycling activities and have
potential impacts on soil, vegetation, and human health include breathing difficulties, respiratory
irritation, coughing, choking, pneumonitis, tremors, neuropsychiatric problems, convulsions, coma
and even death (Yu, Welford, & Hills, 2006 b). Epidemiological studies in the past on occupational
exposure to PAH, provides sufficient evidence of the role of PAH in the induction of skin and lung
cancers (Stewart & Kliehues, 2003).

9.  Cobalt (Co) is extensively used in integrated circuits, semi-conductors, magnetic recording media,
thin metallic films, and rechargeable batteries. It is mainly absorbed from the pulmonary and the
gastrointestinal tracts and cause allergic dermatitis, rhinitis, vomiting, thyroid damage, and im-
paired vision. Cobalt dust may cause an asthma-like disease with symptoms ranging from cough,
shortness of breath, and dyspnea to decreased pulmonary function, nodular fibrosis, permanent
disability, and death.

In addition to the hazardous materials e-waste also contain a large number of valuable precious metals
like Gold (Au), Silver (Ag), Platinum (Pt), and Palladium (Pd) in concentrations 40 to 50 times richer
than there naturally occurring deposits. These precious metals are extracted using hydrometallurgical
processes, where valuable metals first leached into acid or alkali solutions and then they are concentrated
by using various methods like precipitation, cementation, solvent extraction etc.

E- WASTE DISPOSAL AND RECYCLING PRACTICES IN INDIA

E-wastes disposal is a big problem faced by many countries including India. It is estimated that, by 2020,
India could see nearly 500 percent rise in the number of old computers being dumped (Schluepa, et.al.,
2009). E-waste disposal process work in two ways:

1. By removing the hazardous items;
2. By separating recyclable materials.

The three main groups of substances that may be released during recycling and material recovery,
and may pose significant human and environmental health risks are:
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1. Original constituents of EEE like lead and mercury;
2. Added substance during recovery processes like cyanide; and
3.  Hazardous byproducts formed by incineration of e-waste like PAH.

In India, e-waste collection, transportation, segregation, dismantling, recycling, and disposal is done
by unorganized small enterprise that is difficult to regulate. They employ untrained labours (more so
children and women) who work in poorly-ventilated or enclosed areas without appropriate equipment
and technical expertise. The process includes manual disassembly, melting, acid extraction of metals
from complex mixtures, and extruding plastics.

Further incineration of printed circuit boards for desoldering and removal of chips exposes workers
to fumes of metals, particularly those in solder (often lead and tin), and other hazardous substances that
can be potentially released (Tsydenova, & Bengtsson, 2011b) which pollutes the surrounding air. Inhala-
tion and dust ingestion impose a range of potential occupational hazards including silicosis (Lepawsky,
& McNabb, 2010). It exposes them to dangerous slow-poisoning chemicals on a regular basis impact-
ing their health. Computer wastes that are land-filled produces contaminated leachate which eventually
pollutes the groundwater, whereas acids and sludge obtained from melting computer chips, if disposed
on the ground causes acidification of soil and irreversible damage to environment.

LEGAL FRAMEWORK IN INDIA

The environmentally sound management of used EEE imports, recycling, and their disposal has become
the subject of serious discussion, debate, and significant challenge among the government, organizations,
environmental groups, and component manufacturers in India. The department related Parliamentary
Standing Committee on Science & Technology, under Ministry of Environment & Forests (MoEF) which
is also responsible for environmental legislation, in its 192" report on the ‘Functioning of the Central
Pollution Control Board (CPCB), which plays important role in drafting guidelines, has concluded that
e-waste is going to be a big problem in the future due to modern life style, increase in the living standards
of people, and augmentation of economic growth.

The rules and regulations for waste control in India are primarily listed under the aegis of Environmen-
tal Protection Act 1986. Despite a wide range of environmental legislation in India there are no specific
laws or guidelines for electronic or computer waste (Devi, Shobha, & Kamble 2004). Electronic waste
is included under List-A and List-B of Schedule-3 of the Hazardous Wastes (Management & Handling
Rules), 1989, as amended in 2000 and 2003. In 2007, separate guidelines on e-waste management were
implemented, but they were voluntary and had limited impact. These guidelines include details such as
e-waste composition; recycle, re-use, and recovery potential of items of economic value, identification
of possible hazardous contents in e-waste, treatment, disposal options, and the environmentally sound
e-waste treatment technologies (Rajya Sabha Unstarred Question No. 1887, 2009). However these rules
primarily dealt with industrial waste and lack elements to deal with complex nature of e-waste.

Subsequently in 2008, these rules were amended to include toxic content and made registration
mandatory for recyclers. The provision of environmental protection is delegated among various states
in India. Following Supreme Court directions (Writ Petition (Civil) No. 657, 1995), the states have
notified a set of hazardous waste laws and built a number of hazardous waste disposal facilities in the
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last ten years. However, the Controller and Auditor General (CAG) report found that over 75 percent of
state bodies were not implementing these laws (Writ Petition (Civil) No. 10, 1995), giving rise to sloppy
enforcement of e-waste related legislation.

India is also a signatory to the Basal Convention (under UNEP) on the control of Transboundary
Movement of hazardous wastes and their disposal but officially opposes enforcement of BAN Amend-
ment (Basel Action Network, 2011). The regulations banning the importation of hazardous waste for
disposal are weak and an imported consignment of electronic scrap still comes into the country, as they
are not properly classified as plastic scrap or mixed waste. In 2014, India generated 17 lakh tonnes of
e-waste increasing growing at rate of 4-5 percent per year. With such exponential growth, the Indian
government finally woke up and responded by framing the E-waste (Management and Handling Rules),
2016 with the aim to make re-cycling of e-wastes environmentally friendly. To begin with, the rules put
India along with a select club of nations like the United States and many European nations to have leg-
islation to regulate and manage e-waste. These rules recognized the producer’s liability for recycling and
reducing e-waste in the country. It will apply to every producer, consumer, and bulk consumer involved
in manufacture, sale, purchase, and processing of electronic equipment or components. It also brought
disposal of CFL lights under its preview.

While the rules seem impressive on paper, environmentalist argues that there is total oversight of the
ground situation. These rules ignore the unorganized sectors where 90 percent of the e-waste is gener-
ated. Also there is lack of a safe e-waste recycling infrastructure in the organized sector where only a
fraction of the e-waste (estimated 10 percent) finds its way to recyclers due to absence of an efficient
take back scheme for consumers. The ministry is giving the producers of EEE a breathing period of
one year to set up their collection centers (Kumar & Shah, 2014) and develop technical guidelines for
the environmentally sound management of e-wastes. Thus computer, mobile handset, and consumer
goods manufacturers, will be required to come up with e-waste collection centers or introduce ‘take
back’ systems. Therefore over reliance on the capacities of the informal sector poses severe risks to the
environment and human health.

STRATEGIC INTERVENTION

A smart e-waste management system have to access current e-waste situation, recognize that e-wastes is
complex mixture of hazardous substances, reduce the generation of e-waste through smart manufactur-
ing and maintenance, reuse till functioning of EEE, and finally recycle those components that cannot
be repaired or refurbished. Recycling and reuse of materials are the next level of potential options to
reduce e-waste (Ramachandra & Saira, 2004). Based on current situational analysis in India, following
strategic intervention is proposed:

1. Extended Producers Responsibility be introduced that involves collection and disposal of e-waste
in environmentally sound manner or else stringent financial penalties must be imposed by state
governments.

2. Update the legal and institutional framework for e-waste management including effective enforce-
ment of laws, regulations, and standards. Introduce strict liability clause in proposed rules for
effectiveness.
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3. Defining responsibilities of prime stake holders at the level of government, supply chain, consum-
ers, and develop a comprehensive policy that address all issues ranging from production, trade to
final disposal, including technology transfers for the recycling of electronic waste.

4.  Raise public awareness, advocate for e-waste management across all stakeholders through public-
private-partnerships linkages.

5. Introduce a concept of ‘e-waste exchange’ as an independent market instrument offering services
for sale and purchase of e-waste.

6. Tightenimport norms and custom procedure at port of entry. Maintain statistical records of imported
of EEE goods for further analysis including their final disposal.

7. Create a facilitative environment for investment in e-waste handling and disposal infrastructure by
creating modern e-waste recycling facility and provide tax incentives to make it more effective.

8.  Introduce advance recycling fees. Also setup and operationalise an e-waste fund to benefit those
working within this industry.

FUTURE RESEARCH DIRECTIONS

Developing national approach to handle e-waste, strengthening regulatory environment, designing new
methods to increase waste collection, integrated modelling concepts to build waste recycling capacities,
and building awareness among people can be carried out on larger scale across India. Also study of
impact on toxic heavy metals individually as well as their cumulative effect on ecosystem needs to be
further explored. Further quantities of waste material that moves between countries, waste flows within
a country and between countries and hazardous substance emissions associated with manual recycling
process, social, and its health impact on children and women can also be further investigated. A com-
parative study of various EEE product categories can made.

CONCLUSION

From the discussion above, it is aptly clear that India faces an enormous task of handling and disposing
growing piles of e-waste and its impact on human health (more so of women and children) and natural
environment has increased manifold. Therefore policy level interventions should include strong e-waste
regulation, tight control on import and export of e-wastes, and facilitation in development of recycling
infrastructure. Lack of strict enforcement of legislation is also worrisome situation.

It requires building of public awareness, establishment of institutional infrastructures (including e-
waste collection, transportation, treatment, storage, recovery, and disposal) at national and regional levels.
Furthermore product end-of-life management should be made a priority during design of new electronic
products using green materials, innovation in product technology, life cycle analysis, public outreach,
and so on. Beyond conservation of raw materials and energy, there are additional environmental benefits
of recycling, such as reduced land disturbance, water use, air emissions, and waste generation which in
turn improves efficiency and environment. In conclusion it is time for us to look deep and ahead today
as tomorrow it will be too late to act.
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KEY TERMS AND DEFINITIONS

Dioxins and Furan: These are persistent environmental pollutants (POPs), formed as unintentional
by-product during e-waste incineration to recover valuable metals.

Electronic Waste (E-Waste): It refers to EEE waste, including all components, subassemblies, and
consumables which are part of the product destined for reuse, resale, salvage, recycling or disposal at
the time of discarding.

Environmental Hazard: A substance, state or event which has the potential to threaten the sur-
rounding natural environment that adversely affects people’s health (Pollution and Natural disasters).

Environmental Sustainability: It is defined as could be defined as a condition of balance, resilience,
and interconnectedness that allows human society to satisfy its needs while neither exceeding the capac-
ity of its supporting ecosystems to continue to regenerate the services necessary to meet those needs nor
by our actions diminishing biological diversity.

Metal Poisoning: Toxic metals in certain form and dose sometimes imitate the action of an essential
element in the body; interfere with the metabolic processes that cause illness (metal poisoning).

Occupational Hazard: It is risk accepted as a consequence of a particular occupation and they
encompass chemical, biological, psychosocial, and physical hazards.

Recycling: It is the process of converting waste materials into reusable objects; dismantling, separat-
ing fractions, and recovering material in order to reduce the consumption of fresh raw materials, energy
usage, air pollution (from incineration) and water pollution (from land filling) from e-waste after the
lifespan of the equipment.

This research was previously published in the Encyclopedia of Information Science and Technology, Fourth Edition edited by
Mehdi Khosrow-Pour, pages 3066-3076, copyright year 2018 by Information Science Reference (an imprint of IGI Global).
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Chapter 12

Green IT and the Struggle
for a Widespread Adoption

Edward T. Chen
University of Massachusetts — Lowell, USA

ABSTRACT

Increasing pollution levels, consumption of electricity as well as other natural resources, and the con-
tinuous buildup of outdated computer systems in landfills are plaguing the computer systems industry.
Green information technology (IT) is a sensible solution providing multiple resources and alternatives
for day-to-day computer use that could reduce the negative impact on our environment without reducing
the effectiveness and capabilities of the technology. This chapter describes the struggle of adoption and
provides basic concepts and sustainable solutions of green IT for businesses and individuals.

INTRODUCTION

Since the inception of computers, both for business and personal purposes, there have been multiple
environmental issues that resulted from this technology. The complex electronics require significant
electricity to operate them, large amounts of energy to keep them cool for prolonged usage, and various
chemicals and resources to construct them. Notably, within the last decade, there has been a movement
building for the ecologically responsible construction, use and disposal of computer systems and their
components, including monitors, batteries and printer cartridges. This initiative is commonly known as
Green Information Technology (IT), or Green IT.

As both consumable and enterprise level computing products grows, a need for sustainability arises.
A balance between the energy consumption and the provided services is required to ensure the environ-
ment can survive the influx of billions and billions of devices. Concepts like the Internet of Things, Big
Data, smart devices and phones, and complex business analytics for corporations all drive the need for
more connected devices. These devices consume more electricity than ever before and data runs the
planet (Murugesan & Gangadharan, 2012; Subburaj, Kulkarni, & Jia, 2014).

The Green IT (green information technology) is the practice of environmentally sustainable comput-
ing (McLaughlin, 2013). The lack of regulations, standardizations, and standard operating procedures
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has left this notion out of the mainstream and under the radar of many organizations’ information
technology (IT) implementations. Several ideas at different levels have been proposed over the years.
Its current adoption rate is not enough for sustainability. G-Readiness framework combines properties,
processes, and components that are well defined and measurable to ensure success in the greening of IT
(Molla, Cooper, Corbitt, Deng, Peszynski, Pittayachawan, & Teoh, 2008). Large technology companies
have designed, patented, and implemented as a way to offer a differentiated service and a competitive
advantage through green IT. Some of their innovations have the potential to be replicated for further
successes (Murugesan & Gangadharan, 2012).

BACKGROUND

Though there is not a general consensus on the exact definition of Green IT (also referred to as green
computing, green information and communication technologies (ICT), or ICT sustainability), the most
commonly accepted definition was coined by San Murugesan, an outspoken university professor, in his
2008 article entitled “Harnessing Green IT: Principles and Practices”. Murugesan defined green IT as
“the study and practice of designing, manufacturing, using and disposing of computers, servers, and
associated subsystems... efficiently and effectively with minimal or no impact on the environment”
(Murugesan, 2008). Multiple efforts can be made, both from individual home users as well as those of
entire businesses, to reduce the negative impact on the environment from the technology they are using.

The hardware, software, and components that make up technology are always changing and evolv-
ing. Some components like computer processors, are gaining the ability to process information faster
while the integrated circuits is getting smaller. Other devices gain new features with each new release
and make the older model seem outdated or no longer usable. This perception is particularly accurate
with personal technology such as laptops, phones, and tablets. Unused excess hardware accumulates
in staggering quantities. In the corporate world, technology is advancing faster than the needs of many
businesses. Data centers are filled with high-powered servers and storage devices, which run 24/7/365
in a production environment. Attractive and enticing price points combined with clever marketing
presentations convince companies that the deployment of these systems is necessary to solve their IT
and IS (information systems) problems (Nguyen, Cheriet, Lemay, Reijs, Mackarel, & Pastrama, 2012).

According to Gartner Research, there are 2 billion computers in use today. They predict that the number
of devices and things, items such as thermostats, refrigerators, cars, and other non-traditional computing
hardware and sensors, on the Internet could surpass 40 billion by the year 2020 (Akhgar, Pattinson, &
Dastbaz, 2015). Greenpeace estimates that if the Internet were a country, it would fall between Japan
and Russia, or 5" place, in overall electricity consumption in the world (Cook & Pomerantz, 2015). 50%
of the world’s population owns a cellular telephone. This number is only going to go up as emerging
countries begin to rely on the same technology as First World countries. Tablets are expected to outpace
computers in sales and use before the end of this year (Akhgar, Pattinson, & Dastbaz, 2015). The amount
of technology in use and the amount of technology that has been cast aside present two challenges for
the concept of green IT: reducing energy consumptions of current hardware and finding ways to safely
recycle previous hardware that is no longer in use. Stated in a different way, it is solving the two prob-
lems of how to reduce CO, emissions and how to lower e-waste (Ahmad & Ranka, 2016; Elliot, 2007).

A study was conducted in 2009 to investigate why the lack of growth with implementing and sup-
porting green IT initiatives and standards. It surveyed Chief Information Officers (CIOs) and other IS
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professionals to find the “barriers” that keep green IT from being implemented. The results of the survey
show no surprises, citing a lack of business leadership; the unknown costs versus cost savings for green
IT solutions, and the absence of value by turning to green alternatives (Dedrick, 2010). Also uncovered
through the same survey was the importance of government incentives or regulations mandating con-
verting to green I'T. Without formal direction or instructions to do so, companies are not eager to start
the perceived arduous process to switch.

INFORMATION TECHNOLOGY’S GREEN PROBLEM

Energy consumption is a major aspect of I'T, with the methods to produce electricity still largely powered
by the depletion of fossil fuels such as coal and oil. It is estimated that the carbon dioxide (CO,) pro-
duced by a single desktop computer over its lifetime is 1,096 kilograms (Thomson & van Belle, 2015).
This consumption and pollution is amplified by the increasing occurrence of non-efficient software and
coding, requiring computers to take longer periods to process finite tasks. A 2009 disputed study found
that the average search using the popular search engine Google produced approximately 7 grams of
CO, and required roughly half of the amount of energy needed to boil a kettle of water (Swaine, 2009;
Warman, 2009). A portion of the total electricity consumed by IT is to power the computers and their
components, while an even larger portion (30%) is used to cool the computers and their related hardware,
particularly in the data centers associated with these information systems (IS) that house the computers
and their related components, such as servers and power supplies (Murugesan, 2008; Nguyen, 2012).

The majority of businesses routinely require that their data centers remain cooled at all times at
temperatures less than 70 degrees Fahrenheit (21 degrees Celsius) and one study found that only 7% of
data centers in the world run at or above a temperature of 75 degrees Fahrenheit (23.8 degrees Celsius)
(Mitchell, 2013). The majority of energy spent to cool these facilities utilizes air cooling as opposed to
other more efficient methods of cooling and require continuous operation to maintain the set tempera-
ture, regardless of whether the IT is even in use. It is estimated that many processors sit idle between 85
to 95% of the day, requiring nearly the same amount of electricity as when active (Shah, 2012). Energy
consumption utilized by IT is continually increasing as IT becomes more prevalent in society, with
electricity usage by data centers in the United States rising 74% between 2000 and 2010 (van Bussel,
Smitter, & Vandepas, 2015).

Computer production requires extensive resources and chemicals, with their associated production
facilities consuming large amounts of energy for daily operations as well as climate control. Materials such
as lead, mercury, cadmium and hexavalent chromium, combined with large amounts of water, aluminum
and plastic, are required to make these machines and their intricate components. With today’s pressing
need for IT, this technology is more necessary than ever before to ensure each company and household
remains capable of performing all manners of tasks and communications both within their community
and throughout the world. Despite these high production levels of state-of-the-art equipment, many
networks built to last 33 years are seeing themselves disposed of after only 3 to 5 years of use, mainly
due to a knee-jerk reaction by their owners to consistently replace and update their ‘obsolete’ systems
for the supposedly required next generations of technology (Ahmad & Ranka, 2016; Ogden, 2013).

These discarded systems are then largely disposed of inappropriately due to minimal disposal regula-
tions and recycling options for IT, resulting in approximately 80% of the systems being dumped in nearby
landfills or exported to developing countries such as China and Pakistan where the disposal regulations
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are less stringent. In 2008, it was estimated that two-thirds of the estimated 870 million personal com-
puters that will be made within the next five years will end up discarded in landfills (Murugesan, 2008).
In 2006, the global production of IT-related waste was estimated at 20 to 50 million tons per year (van
Bussel et al., 2015). These inefficient practices regarding IT are contributing towards global warming,
the expedited depletion of natural resources, and increasing the waste in landfills, leading to the pollu-
tion of both the land as well as water sources in the vicinity.

SOLUTIONS AND RECOMMENDATIONS

Despite this dire situation, many options exist to implement green IT and make computing less of a
hazard on the environment. The first practice the majority of companies and households can perform
is power management, ranging from simply turning off their computers when not in use to providing a
power management features to the IT to automatically reduce its electrical load following a period of
inactivity. This feature, known as sleep mode, can reduce costs by 60 to 70% and now comes standard
on most new computer systems after lengthy pressure was exerted on the manufacturing industry to
standardize power-saving features in their products (Murugesan, 2008). Another prevalent shift in the
IT industry is the development of ecological hardware that requires much lower levels of electricity to
operate as well as attempts to increase the lifespan of the equipment. An example of this innovative
new technology is the Atom series of energy-efficient processors designed by Intel. They are ultra-thin
and lightweight and their use in IT reduces the space and energy required on the IS. In addition, the fit-
PC by Compulab is a series of fanless personal computers that are smaller and require less power than
traditional IT, often able to function for long periods of time on batteries and requiring lower-power
processors such as the Intel Atom.

Monitors that display the IT images have improved significantly in technology and availability,
greatly reducing energy costs. Light-emitting diode (LED) displays are now very comparable in cost
and beneficial due to their use of significantly less electricity than liquid crystal display (LCD) moni-
tors as well as their predecessor, the cathode ray tube (CRT) display. In 2014, the German ion research
company GSI Helmholtz had created the world’s most energy-efficient supercomputer, the L-CSC, in
Frankfurt as evidenced by the ‘Green 500’ report released in November of 2014. Despite being incredibly
energy-efficient, the computer was also rated the fourth fastest computer in Germany upon its release
(Phys.org, 2014), demonstrating that green computers can be just as powerful and effective as standard
models. In addition, efficient coding of software and other applications can significantly reduce the time
required for computing processes by increasing the software processing speed on each computer, reducing
the electricity consumption as well as energy required to cool the IS. The increasing development and
availability of green IT hardware and software are helping provide efficient alternatives to traditional
IT equipment used throughout the past 30 years.

There is a wide variety of cooling system methods that can be used to maintain a requisite temperature
in the spaces that house computer systems. In addition to traditional air conditioning, alternative methods
such as air-side economizers for facilities and liquid cooling systems for PC’s are showing themselves
to be viable options for keeping equipment cool and, in many cases, requiring a fraction of the cost of
air conditioning while being several hundred times more efficient. Despite these benefits, it is under-
stood that a massive overhaul of a company’s cooling systems, as well as the required investment that
would accompany it, are not simple fixes that can be implemented overnight. Despite these hurdles, the

160

printed on 2/14/2023 11:23 AMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Green IT and the Struggle for a Widespread Adoption

primary solution to high cooling costs that is immediate and is being recommended by leading green
companies (such as FedEx, Raytheon and Northrop Grumman) as well as the American Society of
Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE) is to simply raise the temperature
in data centers. Rather than require a temperature of no warmer than 70 degrees Fahrenheit (F), multiple
experts state that all companies should be safely able to raise the temperature of its data centers to 75
degrees F and possibly even as high as 80.6 degrees F to maintain the climate required to protect the
IS while simultaneously reducing the energy demands of the facility cooling systems (Mitchell, 2013).
Finally, the most effective solution to reducing energy, hardware, and software costs for all entities
utilizing IT seems to be virtualizing equipment. Virtualization is the practice of consolidating servers,
desktops, and any other types of equipment to fewer pieces of equipment that can still handle the load
requirements. Server virtualization is common in which many virtual servers are hosted on a smaller
number of more powerful servers. Instead of having 20 servers throughout the country, entities can in-
vest in three larger server facilities that can still provide full network coverage throughout the company
while significantly reducing facility operating, cooling and maintenance costs (Pandi & Somasundaram,
2016). Northrop Grumman is an example of this type of virtualization, eliminating 4,000 physical servers
and combining 19 data centers and 81 smaller server rooms into only three facilities (Mitchell, 2013).
Desktop virtualization works in many ways by the same principles. Thin clients are stateless and
fan-less computer desktop terminals with no hard drives. They simply link in to the data center to access
all desktop capabilities while only drawing one-fifth of the electricity of a traditional desktop computer
(Murugesan, 2008; Nguyen, 2012). Even virtual chillers are becoming a frequently-utilized concept,
providing climate controls to multiple facilities within the area at a fraction of the cost each facility would
require to cool through individual systems. These concentrated efforts may take considerable planning
and expense to arrange in the majority of circumstances, but the initiatives pay off for years in the future
with exponentially lower energy and facilities costs to the companies (Pandi & Somasundaram, 2016).

LIMITATIONS

Despite the obvious benefits and wide array of alternatives for green IT that are available to companies
now more than ever before, the main deterrent is that there are very minimal laws of compliance and
regulation regarding green IT. Instead of strict legislation requiring specific changes to be implemented,
the majority of initiatives and alternative options available within the United States and beyond are solely
advisory. The United States Environmental Protection Agency (EPA) founded the Energy Star program
in 1992, giving it a significant upgrade in 2006 to include computers and other IT, but it is still mainly
an optional program and not a requirement for all appliances and equipment to have the green star logo
depicting environment-conscious operation. As of 2008, only 26 of the 50 United States had established
a statewide recycling program for the proper disposal of older computers. The Green Electronics Council
created the Electronic Product Environmental Assessment Tool (EPEAT) as a method to assist prospec-
tive IT buyers through the ranking of available for purchase equipment by more than 50 criteria topics,
assigning scores based on how green the technology is (Ahmad & Ranka, 2016).

In 2007, President George W. Bush signed Executive Order number 13423, which required all federal
agencies toutilize EPEAT when purchasing new computer systems and requiring all vendors contracted by
the Federal government to utilize EPEAT in their system purchases. President Obama recently modified
this requirement in March of 2015 with Executive Order 13693, stating that all government procurements
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of electronics should “meet or exceed specifications, standards, or labels recommended by (the) EPA”
(Moodie, 2015). This legislation is expected to reduce the prominence of the EPEAT ratings system by
instead requiring companies wishing to do business with the federal government to follow one of the
many recommended ratings systems, rather than specifically the most well-known, EPEAT, but at least
the directive to procure green equipment remains a priority.

The Restriction of Hazardous Substances (ROHS) in Electrical and Electronic Equipment Directive
makes significant restrictions on the European Union market for equipment containing specific amounts
of certain hazardous substances (Murugesan, 2008). Since August of 2006, Greenpeace International
has produced their quarterly Guide to Greener Electronics, ranking several companies on their overall
use (or lack thereof) of green IT. Then in 2007, several manufacturers of computer equipment (including
Dell, HP, Microsoft, and Intel) formed the Green Grid, a consortium dedicated to making data centers
and information systems more ecologically efficient.

Four general drivers for a company to choose to utilize green IT are economic, regulatory, market
opportunity, and finally influence from social, cultural and political pressures (Thomson & van Belle,
2015). Despite the wide variety of laws and regulations aimed to transform companies into becoming
more environmentally-conscious, the majority remain overwhelmingly optional for companies to follow.
Thus, the primary motivator for companies to go green is economic, strongly appealing primarily to
their own self-interests (Bohas & Poussing, 2016). Implementing green methods reduces energy costs.
Green practices can extend the life of the I'T and decreases the costs of disposal of obsolete equipment.
In addition, following green practices will set a positive example for other companies to follow and can
greatly increase the public image and reputation of the firm, known as “Green corporate image” (Bohas
& Poussing, 2016).

However, many businesses look at green IT through a purely economic mindset. Despite the benefits
to the business and the environment, fiscal incentives or government subsidies will have to be involved to
aid the businesses in the costly transition towards greener I'T (Mitchell, 2013). Through the use of several
of the advisory organizations listed above, there is a growing voice for green practices with increasing
pressures being placed on both the companies as well as the governments of the world to enact stricter
regulations to enable change. There is also a small but growing market opportunity for companies that
specialize in green IT consulting to help companies shift to cost effective and ecological green practices.
This will likely help increase the prevalence of green computing in the years to come.

Another major benefit of green IT is that for the majority of the process, managerial practices should
not have to change significantly in the business settings. The process of shifting systems to greener
alternatives will require close coordination and decision-making between the management of each busi-
ness and the IS personnel involved. Following these shifts, the systems will largely function in a way
that does not change the day-to-day aspects of each normal business process. The employees will likely
just see a greater emphasis on turning off their computers at the end of the day and other similar green
initiatives that are both understandable and significant practices that businesses can implement to help
their environment.

Other than the higher costs that are still regularly associated with newer technology, it does not ap-
pear to be any subsequent technological problems or complications that will arise as a result of green IT.
Alternatively, green methods are designed and implemented specifically to reduce the existing energy
problems that have been prevalent for decades. They are consistently being seen as reliable solutions to
the disadvantages of outdated technology.
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FUTURE RESEARCH DIRECTIONS

The Internet of Things (IoT) promises a lot of innovation through sensors operating and interoperating
together. It has already solved problems that previously having no operational solutions. IoT brings
with it immense computing capabilities and endless possibilities that combine science fiction with an
improved quality of life. The need for a seeming endless amount of storage to keep the big data collected
from over 40 billion IoT devices. This alone facilitates the immediate need for green IT. However, this
technology and this level of capability can also drive green IT initiatives.

As Big Data becomes a term that continues to grow in usage, the amount of data is also growing.
The more data that needs to be stored, the more natural resources it will take to power the servers, keep
them cool, and house them in large facilities. One innovative team decided to see if solving green IT
can be accomplished by reducing the abundant amount of data that is currently burning up more energy
than necessary. While this study still needs further development, it helps to further the cause here of
helping to define how to make green I'T more accessible to the general IT public. It categorizes green IT
into six core components. The first component is longevity of the hardware. How well was the product
produced? What is the expected life span? The second component is software optimization, allowing
for the hardware to consume less resource to compile and run the software. Third one is power man-
agement in finding the right formula and standard to shut off computer resources when not in use. The
fourth component is the recycling of materials and not just recycling computers but finding alternative
uses for the hardware. Fifth component on the list is telecommuting. An indirect benefit from fewer cars
on the road will reduce carbon dioxide emissions. And finally, the sixth component is energy-efficient
computing or low-power IT (van Bussel, Smitter, & van de Pas, 2015).

Current and previous research has been focused mainly on trying to better understand how green
IT can be codified for implementation. Longitudinal studies have looked at ways that Green IT could
be standardized, means to quantify form over function, and even look at the individuals who will need
to support it and their impressions from a psychological approach. If green IT is to surpass its current
adoption rate, stronger research needs to be conducted by pairing technology with green philosophies.
For example, implementing power-saving functionality at the firmware level of a network switch can
save energy for the entire network. Sensors abound from the Internet of Things revolution should make
collected data meaningful for experiments and publish new findings and standards easier to reach target
audiences (Kaushik & Vidyarthi, 2016).

CONCLUSION

Through a series of missteps or misinterpretations, green IT is still struggling to find its place within the
technology field. Studies have been conducted; outcomes have been published; and successes have been
documented; but something remains missing in this vital area that blends innovations with ecological
awareness and respect. The G-readiness framework is probably the most concrete way for a common
business to assess the potential of green IT for them based on the factors most important to keeping
the business operational. And while the framework might seem daunting at first, there is a structure to
it that forces a common sense and logical approach to reduce energy and look at IT in a smarter way.
Companies have adopted the virtualization of servers. Virtualization is not considered a win for
green IT, nor did it help to mainstream the concept. Instead, IT professionals everywhere have no idea
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that when they learn how to run multiple services virtually, they reduce their carbon footprints. Those
same IT professionals will be needed to collaborate with their business counterparts to ensure they can
provide innovative solutions to problems as they arise. This will be the cornerstone to the implementa-
tion of green IT within a business.

The green I'T community is still small and many of the same people have been working together on the
different studies and experiments trying to garner a stronger and larger following. Social media should
be exploited to ensure the next generation of IT professionals and operators know how to think green
right from the beginning. It’s the Millennials that will be faced with the green IT challenge, a challenge
to sustain a healthy planet through the Internet of Things and the 50 billion devices and zettabytes worth
of data that comes with it. Green IT must become the new normal before that time. It is no longer an
option, and it is no longer something for someone else to worry about.

Currently, there are notenough green IT regulations implemented through the governments of the world,
including that of the United States. They would require at least a small percentage of its implementation
by the business sector to kick start the unanimous shift towards fully green computing. Further, until
commercial entities are required to comply with green IT practices, the personal-use market will also
not attain compliance and yet another decade could likely pass resulting in very minimal improvements.
Until the requirements are enacted, the majority of businesses will simply not switch over. Before they
are able to devote the requisite time and energy to make this essential shift, they want to see that green
IT practices can benefit them significantly.

The concept of Green IT is steadily increasing in prominence and the benefits such as reduced energy
costs are making green IT practices very attractive to all businesses. They desire a sense of longevity and
a cost-effective IS infrastructure. The omnipresence and convenience of IT in all venues of life factored
in with the environmental benefits from computing. The reduced greenhouse gas emissions evidenced
from telecommuting, online education enterprises and video teleconferencing, will keep the IT industry
strong and a permanent fixture in today’s society. Green IT will eventually become the standard to follow,
but the implementation will be much slower if major elements do not become mandatory through the use
of effective legislation and increasing numbers of entities willing to set the correct industry examples.
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