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Preface

﻿

Person-centeredness﻿is﻿widely﻿recognized﻿as﻿a﻿multidimensional﻿concept﻿that﻿advocates﻿patients’﻿informed﻿
decisions,﻿successful﻿management﻿of﻿their﻿own﻿health﻿and﻿care,﻿and﻿choice﻿when﻿to﻿invite﻿others﻿to﻿act﻿
on﻿their﻿behalf﻿(Silva,﻿2014).﻿It﻿is﻿a﻿conception﻿that﻿comprehends﻿patients﻿as﻿peer﻿partners﻿in﻿planning,﻿
developing﻿and﻿assessing﻿care.﻿In﻿other﻿words,﻿person-centered﻿care﻿is﻿about﻿co-production﻿rather﻿than﻿
consumerism.﻿Moreover,﻿the﻿Institute﻿of﻿Medicine﻿prioritizes﻿six﻿dimensions﻿of﻿patient-centeredness﻿as﻿
decisive﻿to﻿supporting﻿quality﻿healthcare.﻿These﻿are﻿(US﻿Institute﻿of﻿Medicine,﻿2001):

•﻿ Being﻿respectful﻿of﻿patients’﻿values,﻿preferences,﻿and﻿expressed﻿needs
•﻿ Being﻿coordinated﻿and﻿integrated
•﻿ Providing﻿information,﻿communication﻿and﻿education
•﻿ Ensuring﻿physical﻿comfort
•﻿ Providing﻿emotional﻿support﻿and﻿easing﻿fear﻿and﻿anxiety,﻿and
•﻿ Involving﻿family﻿and﻿friends

However,﻿reviewers﻿have﻿argued﻿that﻿the﻿model﻿of﻿person-centered﻿care﻿is﻿somewhat﻿rhetorical﻿and﻿
equates﻿to﻿‘consumer-based’﻿model﻿rather﻿than﻿a﻿psychosocial﻿approach.﻿Moreover,﻿they﻿also﻿contend﻿
that﻿there﻿is﻿no﻿unopposed﻿definition﻿of﻿person-centered﻿care﻿in﻿the﻿empirical﻿literature﻿(Silva,﻿2014).﻿
As﻿a﻿result,﻿the﻿complexity﻿of﻿the﻿theory﻿raises﻿the﻿need﻿to﻿articulate﻿its﻿shared﻿meaning﻿and﻿explicate﻿
how﻿it﻿can﻿be﻿put﻿into﻿use.

Additionally,﻿the﻿term﻿‘patient-centered﻿care’﻿which﻿is﻿more﻿frequently﻿used﻿than﻿person-centered﻿
care﻿and﻿tends﻿to﻿describe﻿a﻿much﻿wider﻿range﻿of﻿disease﻿areas﻿has﻿often﻿been﻿analyzed﻿as﻿a﻿multifaceted﻿
construct﻿(Ishikawa,﻿Hashimoto,﻿Kiuchi,﻿2013)﻿with﻿no﻿single﻿theory﻿that﻿can﻿sufficiently﻿define﻿the﻿
whole﻿idea﻿or﻿lacking﻿a﻿unified﻿definition﻿and﻿operationalized﻿measurement﻿(Silva,﻿2014).

On﻿the﻿other﻿hand,﻿notwithstanding﻿patient-centered﻿care﻿may﻿be﻿considered﻿of﻿modern﻿origin,﻿its﻿
essence﻿can﻿unquestionably﻿be﻿found﻿in﻿the﻿Hippocratic﻿Oath.﻿Respect﻿and﻿broad-mindedness﻿to﻿the﻿
patient﻿needs,﻿relevant﻿ethics,﻿and﻿concern﻿for﻿community﻿well-being﻿are﻿prominently﻿evident﻿in﻿Hip-
pocrates.﻿However,﻿this﻿inclination﻿to﻿the﻿origins﻿of﻿medicine﻿has﻿been﻿long﻿discontinued.﻿Beneficence﻿
as﻿a﻿bioethical﻿teaching﻿has﻿lost﻿part﻿of﻿its﻿radiance,﻿dominated﻿by﻿the﻿belief﻿of﻿autonomy﻿and﻿by﻿the﻿
current﻿emphasis﻿on﻿defending﻿the﻿medical﻿commonality.﻿As﻿a﻿consequence,﻿medicine﻿has﻿missed﻿its﻿
holistic﻿focal﻿point,﻿which﻿patient-centered﻿philosophy﻿aims﻿to﻿regenerate﻿for﻿patients.

The﻿holistic﻿notion﻿upholds﻿that﻿each﻿aspect﻿of﻿patient’s﻿needs﻿including﻿corporeal,﻿social﻿and﻿mental﻿
should﻿be﻿taken﻿into﻿account﻿and﻿perceived﻿as﻿a﻿whole.
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How﻿exactly,﻿do﻿you﻿do﻿that?﻿What﻿does﻿‘emotional,﻿spiritual﻿and﻿mental﻿needs’﻿look﻿like﻿in﻿a﻿doctor-
patient﻿encounter?

The﻿doctor-patient﻿relationship﻿can﻿be﻿seen﻿as﻿a﻿social﻿mechanism﻿for﻿salubrious﻿impact﻿on﻿the﻿patient’s﻿
well-being﻿(Benedetti,﻿2011).﻿The﻿important﻿point﻿is﻿to﻿realize﻿why﻿this﻿social﻿interplay﻿is﻿necessary﻿
to﻿stimulate﻿the﻿endogenous﻿mechanisms﻿that﻿handle﻿expectation﻿and﻿placebo﻿outcomes.﻿However,﻿the﻿
reason﻿a﻿social﻿mechanism﻿of﻿that﻿kind﻿surfaced﻿in﻿the﻿course﻿of﻿evolution﻿appears﻿to﻿be﻿considerably﻿
reasonable.﻿There﻿are﻿numerous﻿benefits﻿of﻿altruism﻿and﻿social﻿partnership.﻿Suppression﻿of﻿psychologi-
cal﻿uneasiness﻿by﻿human﻿interactions﻿warrants﻿a﻿robust﻿mechanism﻿to﻿recover,﻿at﻿least﻿in﻿part.﻿In﻿this﻿
context,﻿following﻿evolutionary﻿theory,﻿the﻿healthcare﻿system﻿can﻿be﻿more﻿complicated﻿and﻿can﻿acquire﻿
the﻿qualities﻿of﻿an﻿actual﻿endogenous﻿system.﻿According﻿to﻿Humphrey﻿(2002),﻿the﻿ability﻿to﻿stimulate﻿
expectation﻿in﻿addition﻿to﻿placebo﻿mechanisms﻿following﻿the﻿doctor-patient﻿encounter﻿is﻿an﻿emergent﻿
issue﻿and﻿essential﻿feature﻿of﻿the﻿‘natural﻿healthcare﻿service’.﻿Humphrey﻿(2002)﻿claims﻿that﻿patient’s﻿body﻿
together﻿with﻿the﻿brain﻿have﻿a﻿considerable﻿role﻿in﻿healing﻿themselves﻿but﻿that﻿capacity﻿for﻿self-cure﻿is﻿
not﻿revealed﻿spontaneously,﻿but﻿can﻿be﻿triggered﻿by﻿the﻿influence﻿of﻿the﻿doctor.﻿Therefore,﻿the﻿pivotal﻿
point﻿is﻿to﻿realize﻿why﻿the﻿patient-doctor﻿encounter﻿is﻿needed﻿to﻿initiate﻿the﻿self-cure﻿mechanisms.

The﻿conceptualization﻿of﻿an﻿endogenous﻿healthcare﻿system﻿by﻿Humphrey﻿(2002)﻿is﻿extremely﻿use-
ful﻿to﻿know﻿why﻿the﻿doctor-patient﻿encounter﻿is﻿necessary﻿in﻿order﻿to﻿trigger﻿expectation﻿in﻿addition﻿to﻿
placebo﻿mechanisms﻿in﻿the﻿patient’s﻿brain.﻿Doctors﻿and﻿health﻿professionals﻿represent﻿environmental﻿
variables﻿that﻿act﻿on﻿the﻿patient’s﻿brain﻿by﻿inducing﻿expectancies﻿of﻿benefit﻿and﻿hope.﻿Health﻿profession-
als﻿are﻿crucial﻿actors﻿in﻿this﻿process,﻿as﻿they﻿promise﻿treatment﻿and﻿induce﻿expectations﻿and﻿hope﻿for﻿the﻿
patient’s﻿future﻿well-being.﻿The﻿patient’s﻿expectations﻿also﻿play﻿a﻿key﻿role.﻿If﻿the﻿patient﻿wants﻿to﻿consult﻿
a﻿physician,﻿this﻿is﻿because﻿of﻿his﻿beliefs﻿about﻿the﻿doctor’s﻿healing﻿skills.﻿Therefore,﻿the﻿‘healer’﻿is﻿the﻿
environmental﻿variable﻿that﻿triggers﻿endogenous﻿mechanisms﻿of﻿self-cure.﻿From﻿both﻿an﻿evolutionary,﻿
neuroscientific﻿and﻿patient-centered﻿care﻿perspective,﻿it﻿is﻿obvious﻿that﻿the﻿therapist﻿belongs﻿to﻿the﻿system﻿
and﻿has﻿a﻿pivotal﻿role﻿in﻿triggering﻿all﻿mechanisms﻿that﻿take﻿place﻿in﻿the﻿patient’s﻿brain.

Conclusively,﻿patient-centered﻿care﻿should﻿be﻿defined﻿as﻿the﻿symmetry﻿of﻿the﻿artful﻿and﻿the﻿perfunc-
tory﻿element﻿that﻿is﻿represented﻿by﻿the﻿Ancient﻿Greek﻿word﻿‘techne’.﻿As﻿a﻿result,﻿patient-centered﻿care﻿
is﻿the﻿competence﻿to﻿produce﻿a﻿preconceived﻿outcome﻿using﻿consciously﻿controlled﻿and﻿directed﻿action,﻿
which﻿involves﻿(Moumtzoglou,﻿2014):

•﻿ The﻿undivided﻿completeness﻿and﻿universality﻿of﻿human﻿health﻿defined﻿as﻿the﻿state﻿of﻿being﻿free﻿of﻿
physical﻿or﻿psychological﻿malfunction

•﻿ The﻿rational﻿and﻿ethical﻿principles﻿used﻿by﻿health﻿professionals﻿to﻿distinguish﻿between﻿different﻿
procedures,﻿and﻿observe﻿the﻿correct﻿diagnosis﻿and﻿action﻿in﻿each﻿case

•﻿ The﻿environmental﻿variables﻿that﻿act﻿on﻿the﻿patient’s﻿brain﻿by﻿inducing﻿expectancies﻿of﻿benefit﻿
and﻿hope

THE CHALLENGES

The﻿health﻿care﻿environment﻿is﻿currently﻿changing﻿to﻿meet﻿technology﻿and﻿societal﻿trends﻿which﻿converge﻿
to﻿bring﻿into﻿being﻿new﻿communication﻿patterns﻿that﻿connect﻿and﻿coordinate﻿ the﻿roles﻿of﻿healthcare﻿
stakeholders.﻿At﻿the﻿same﻿time,﻿the﻿healthcare﻿industry﻿is﻿steering﻿inexorably﻿toward﻿a﻿distributed-service﻿
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design﻿in﻿which﻿essential﻿decision-making﻿occurs﻿at﻿the﻿point﻿of﻿care.﻿One﻿of﻿the﻿central﻿engines﻿of﻿this﻿
shift﻿towards﻿decentralization﻿and﻿reorientation﻿of﻿healthcare﻿services﻿is﻿mobile﻿healthcare﻿(mHealth).﻿
mHealth﻿describes﻿the﻿use﻿of﻿a﻿broad﻿range﻿of﻿telecommunication﻿and﻿multimedia﻿technologies﻿within﻿a﻿
wireless﻿care﻿delivery﻿design﻿and﻿can﻿be﻿broadly﻿defined﻿as﻿the﻿delivery﻿of﻿healthcare﻿services﻿via﻿mobile﻿
communication﻿devices.﻿mHealth﻿establishes﻿healthcare﻿communities﻿in﻿which﻿every﻿stakeholder﻿can﻿
participate.﻿However,﻿it﻿disrupts﻿the﻿traditional﻿service﻿model﻿where﻿healthcare﻿information,﻿security﻿and﻿
access﻿is﻿centrally﻿managed,﻿maintained﻿and﻿limited,﻿transforming﻿the﻿healthcare﻿sector﻿and﻿destroying﻿
components﻿that﻿are﻿slow﻿to﻿adapt.

mHealth﻿interventions﻿range﻿from﻿simple﻿to﻿complex﻿applications﻿and﻿systems﻿that﻿remotely﻿coor-
dinate﻿and﻿actively﻿manage﻿patient﻿care.﻿In﻿this﻿context,﻿it﻿offers﻿an﻿elegant﻿solution﻿to﻿the﻿problem﻿of﻿
accessing﻿the﻿right﻿information﻿where﻿and﻿when﻿it﻿is﻿needed﻿within﻿highly﻿fluid,﻿distributed﻿organizations.﻿
Moreover,﻿it﻿removes﻿geography﻿and﻿time﻿as﻿barriers﻿to﻿care﻿by﻿establishing﻿connectivity﻿with﻿remote﻿
locations﻿and﻿remote﻿workers,﻿creates﻿new﻿points﻿of﻿contact﻿with﻿patients,﻿and﻿changes﻿the﻿frequency﻿
and﻿intensity﻿of﻿healthcare﻿delivery.﻿It﻿also﻿establishes﻿effective﻿new﻿treatment﻿modalities﻿like﻿telehealth,﻿
remote﻿patient﻿monitoring,﻿self-care﻿and﻿home﻿health﻿while﻿it﻿blurs﻿the﻿boundaries﻿between﻿professional﻿
medical﻿advice﻿and﻿self-care.﻿Overall,﻿mHealth﻿blends﻿three﻿bodies﻿of﻿knowledge:﻿high﻿technology,﻿life﻿
sciences,﻿and﻿human﻿factors.

On﻿current﻿trends,﻿mHealth﻿embraces﻿medical﻿and﻿public﻿health﻿practice﻿sustained﻿by﻿mobile﻿phones,﻿
patient﻿monitoring﻿devices,﻿personal﻿digital﻿assistants﻿(PDAs),﻿and﻿tablet﻿PCs.﻿The﻿spread﻿of﻿3G﻿and﻿
4G﻿networks﻿has﻿boosted﻿the﻿use﻿of﻿mobile﻿applications﻿offering﻿healthcare﻿services.﻿4G﻿is﻿a﻿mobile﻿
network,﻿IP-based,﻿providing﻿a﻿connection﻿via﻿the﻿best﻿network﻿using﻿seamless﻿roaming﻿and﻿independent﻿
radio﻿access﻿technologies.﻿In﻿4G﻿mobile﻿systems,﻿different﻿access﻿technologies﻿are﻿combined﻿in﻿the﻿best﻿
possible﻿way﻿for﻿different﻿radio﻿environments﻿and﻿service﻿requirements.﻿They﻿promise﻿much﻿larger﻿data﻿
rates﻿supporting﻿full﻿mobility﻿while﻿enabling﻿wireless﻿connection﻿and﻿access﻿to﻿multimedia﻿services﻿
with﻿high-quality﻿voice﻿and﻿high-definition﻿video.﻿In﻿addition,﻿the﻿availability﻿of﻿satellite﻿navigation﻿
technologies﻿in﻿mobile﻿devices﻿supports﻿safety﻿and﻿autonomy﻿of﻿patients.﻿Through﻿sensors﻿and﻿mobile﻿
applications,﻿ mHealth﻿ permits﻿ the﻿ accumulation﻿ of﻿ extensive﻿ medical,﻿ physiological,﻿ lifestyle,﻿ daily﻿
activity﻿and﻿environmental﻿data.

Consequently,﻿mHealth﻿serves﻿evidence-driven﻿care﻿practice﻿and﻿research﻿activities﻿while﻿expediting﻿
patients’﻿access﻿to﻿health﻿information﻿and﻿accommodating﻿lifestyle﻿and﻿wellbeing﻿applications,﻿counseling﻿
systems,﻿health﻿information﻿and﻿medication﻿reminders.﻿However,﻿beyond﻿clinical﻿connectivity,﻿mHealth﻿
is﻿a﻿field﻿that﻿came﻿to﻿light﻿holding﻿the﻿promise﻿of﻿quality﻿improvement,﻿cost﻿reduction,﻿wholesale﻿gains﻿
in﻿population﻿health,﻿access﻿to﻿care﻿and﻿better﻿allocation﻿of﻿health-delivery﻿resources.﻿With﻿mHealth,﻿
healthcare﻿professionals﻿can﻿continuously﻿monitor﻿and﻿manage﻿health﻿conditions.﻿As﻿a﻿result,﻿mHealth﻿
becomes﻿embedded﻿in﻿some﻿care﻿delivery﻿strategies,﻿including﻿the﻿medical﻿home,﻿a﻿health﻿information﻿
exchange,﻿the﻿care﻿team﻿and﻿patient-centric﻿healthcare.

In﻿its﻿fullest﻿flowering,﻿mHealth﻿it﻿is﻿expected﻿to﻿address﻿the﻿most﻿intractable﻿problems﻿of﻿healthcare﻿
quality﻿and﻿cost,﻿chronic﻿disease﻿management,﻿public﻿health,﻿wellness,﻿and﻿prevention.﻿However,﻿the﻿
impact﻿of﻿mHealth﻿is﻿just﻿beginning﻿to﻿be﻿felt﻿as﻿it﻿results﻿in﻿more﻿personalized﻿medication﻿and﻿treatment﻿
and﻿contributes﻿to﻿patient-centered﻿care.
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SEARCHING FOR A SOLUTION

There﻿is﻿no﻿standardized﻿definition﻿of﻿mHealth.﻿However,﻿in﻿most﻿cases,﻿mobile﻿health﻿or﻿mHealth﻿is﻿
defined﻿as﻿medical﻿and﻿public﻿health﻿practice﻿supported﻿by﻿mobile﻿devices﻿involving:

•﻿ The﻿use﻿and﻿capitalization﻿on﻿a﻿mobile﻿phone’s﻿core﻿utility﻿of﻿voice﻿and﻿short﻿messaging﻿service
•﻿ Applications﻿ including﻿ general﻿ packet﻿ radio﻿ service﻿ (GPRS),﻿ third﻿ and﻿ fourth﻿ generation﻿ mo-

bile﻿telecommunications﻿(3G﻿and﻿4G﻿systems),﻿global﻿positioning﻿system﻿(GPS),﻿and﻿Bluetooth﻿
technology

Mobile﻿health﻿became﻿functional﻿in﻿biomedical﻿engineering﻿and﻿started﻿with﻿looking﻿at﻿wireless﻿and﻿
sensor﻿technologies﻿that﻿could﻿be﻿incorporated﻿to﻿monitor﻿people’s﻿health﻿at﻿a﻿distance.﻿mHealth﻿imple-
mentation﻿came﻿out﻿in﻿developing﻿countries﻿out﻿of﻿access﻿necessity.﻿Moreover,﻿mobile﻿phones﻿had﻿been﻿
around﻿for﻿years,﻿but﻿it﻿was﻿not﻿until﻿1976﻿that﻿mobile﻿phones﻿first﻿appeared﻿in﻿Japan.﻿However,﻿a﻿lot﻿of﻿
work﻿happened﻿predominantly﻿in﻿the﻿early﻿millennium﻿when﻿mHealth﻿started﻿to﻿develop﻿mobile﻿health﻿
applications﻿for﻿cellphones.﻿The﻿early﻿days﻿there﻿were﻿things﻿like﻿remote﻿cardiac﻿monitors﻿that﻿evolved﻿
to﻿ look﻿at﻿diabetes﻿monitoring﻿and﻿other﻿ types﻿of﻿sensor﻿ technologies.﻿The﻿early﻿programs﻿provided﻿
support﻿ tools﻿ for﻿supply﻿chain﻿management﻿while﻿mobile﻿communications﻿gave﻿access﻿ to﻿areas﻿ that﻿
people﻿never﻿had﻿using﻿fixed﻿line﻿telephones.﻿More﻿recently,﻿mHealth﻿evolvement﻿provided﻿access﻿to﻿
emergency﻿medical﻿transportation﻿services,﻿facilitated﻿patient-doctor﻿encounter,﻿and﻿there﻿was﻿a﻿move-
ment﻿to﻿personal﻿digital﻿assistants﻿use.

mHealth﻿is﻿increasingly﻿being﻿used﻿in﻿the﻿healthcare﻿field﻿since﻿its﻿use﻿is﻿becoming﻿a﻿cost-effective﻿
method﻿of﻿identifying﻿and﻿monitoring﻿health﻿issues,﻿as﻿well﻿as﻿guiding﻿the﻿formulation﻿of﻿health﻿poli-
cies.﻿Programs﻿to﻿support﻿the﻿professional﻿development﻿of﻿people﻿in﻿the﻿health﻿field,﻿using﻿mHealth﻿
technology,﻿are﻿becoming﻿readily﻿available.﻿mHealth﻿also﻿provides﻿health﻿professionals﻿with﻿access﻿to﻿
patient﻿data﻿as﻿well﻿as﻿access﻿to﻿various﻿information﻿sources,﻿both﻿of﻿which﻿provide﻿valuable﻿assistance﻿
in﻿the﻿diagnosis﻿and﻿formulation﻿of﻿treatment.﻿Individuals﻿can﻿use﻿mHealth﻿to﻿access﻿resource﻿materials﻿
on﻿health﻿issues.﻿Patients﻿can﻿self-monitor﻿and﻿transmit﻿information﻿to﻿their﻿health﻿care﻿provider﻿making﻿
mHealth﻿particularly﻿important﻿to﻿people﻿living﻿in﻿remote﻿areas﻿or﻿those﻿who﻿are﻿physically﻿impaired.

While﻿the﻿timely﻿emergence﻿of﻿mHealth﻿did﻿not﻿resolve﻿the﻿myriad﻿problems,﻿it﻿offers﻿unique﻿op-
portunities﻿to﻿reduce﻿cost,﻿increase﻿efficiencies﻿and﻿improve﻿the﻿quality﻿and﻿access﻿to﻿care.﻿Home-based﻿
monitoring﻿helps﻿hospitals﻿track﻿patient﻿recovery﻿and﻿compliance,﻿thereby﻿minimizing﻿costly﻿episodes﻿of﻿
re-admission.﻿Coordination﻿between﻿departments﻿and﻿providers﻿reduces﻿wasteful﻿spending﻿and﻿improves﻿
the﻿quality﻿of﻿care.﻿Moreover,﻿with﻿rapid﻿consumer﻿adoption﻿of﻿smartphones,﻿physicians﻿can﻿perform﻿
two-way﻿videoconferencing﻿while﻿patients﻿and﻿physicians﻿have﻿access﻿to﻿medical﻿records﻿and﻿vital﻿signs.﻿
Finally,﻿wireless﻿technology﻿allows﻿physicians﻿to﻿serve﻿more﻿patients﻿despite﻿geographical﻿limitations.

In﻿this﻿context,﻿the﻿book﻿explores﻿the﻿emergence﻿of﻿mHealth﻿in﻿the﻿healthcare﻿setting﻿by:

•﻿ Focusing﻿on﻿the﻿broad﻿range﻿of﻿technologies﻿available
•﻿ Tackling﻿the﻿effects﻿of﻿mHealth﻿on﻿the﻿industry﻿and﻿stakeholders﻿exploring﻿the﻿infrastructure﻿and﻿

architecture﻿needed﻿to﻿support﻿these﻿technologies
•﻿ Discussing﻿ the﻿ evolvement﻿ of﻿ various﻿ stakeholders﻿ and﻿ the﻿ impact﻿ of﻿ mHealth﻿ on﻿ existing﻿

technology
•﻿ Analyzing﻿the﻿transformation﻿of﻿the﻿business﻿model
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Looking﻿forward,﻿it﻿explores﻿how﻿mHealth﻿reshapes﻿access,﻿quality,﻿and﻿treatment﻿and﻿demystifies﻿
the﻿impact﻿of﻿mHealth﻿on﻿patient-centered﻿care.﻿Conclusively,﻿it﻿intends﻿to:

•﻿ Support﻿students﻿understand﻿the﻿effect﻿of﻿mHealth﻿technologies﻿on﻿quality﻿in﻿healthcare
•﻿ Help﻿healthcare﻿professionals﻿better﻿understand﻿the﻿needs﻿of﻿their﻿patients
•﻿ Act﻿as﻿an﻿assistant﻿for﻿patients﻿to﻿derive﻿more﻿benefits﻿from﻿their﻿healthcare
•﻿ Encourage﻿ e-health﻿ systems﻿ designers﻿ and﻿ managers﻿ to﻿ ground﻿ everyday﻿ practice﻿ on﻿ mHealth﻿

technologies

The﻿prospective﻿audience﻿includes﻿undergraduate﻿and﻿extended﻿degree﻿programs﻿students,﻿graduate﻿
students﻿of﻿health﻿care﻿quality﻿and﻿health﻿services﻿management,﻿executive﻿education﻿and﻿continuing﻿
education,﻿health﻿care﻿managers﻿and﻿health﻿professionals.

ORGANIZATION OF THE BOOK

In﻿Chapter﻿1,﻿Yiannis﻿Koumpouros﻿and﻿Aggelos﻿provide﻿the﻿readers﻿with﻿a﻿macroscopic﻿analysis﻿of﻿the﻿
European﻿mhealth﻿related﻿funded﻿activities﻿of﻿the﻿last﻿decade.﻿The﻿study﻿examines﻿the﻿current﻿situation﻿
and﻿future﻿trends﻿in﻿three﻿main﻿axes﻿(innovation,﻿the﻿areas﻿of﻿application﻿and﻿adoption)﻿to﻿assess﻿whether﻿
the﻿provided﻿mhealth﻿solutions﻿are﻿positioned﻿to﻿have﻿a﻿fundamental﻿impact﻿on﻿healthcare﻿domain.﻿The﻿
mhealth﻿research﻿is﻿accelerating﻿fast﻿and﻿holds﻿great﻿promise,﻿improving﻿both﻿patient﻿outcomes﻿while﻿
lowering﻿the﻿healthcare﻿costs.

In﻿Chapter﻿2,﻿Adusumalli﻿Sai﻿Manoj,﻿Mohammed﻿Ali﻿Hussain,﻿argue﻿that﻿a﻿mobile﻿care﻿system﻿can﻿
be﻿designed﻿with﻿the﻿help﻿of﻿a﻿wireless﻿sensor﻿network﻿using﻿IoT.﻿That﻿can﻿be﻿done﻿by﻿integrating﻿differ-
ent﻿sensors﻿to﻿sense﻿physiological﻿data﻿from﻿the﻿human﻿body﻿and﻿then﻿transmit﻿the﻿data﻿to﻿a﻿healthcare﻿
cloud﻿through﻿a﻿smartphone.

In﻿Chapter﻿3,﻿Angelina﻿Kouroubali,﻿Lefteris﻿Koumakis,﻿Haridimos﻿Kondylakis,﻿and﻿Dimitrios﻿G.﻿
Katehakis,﻿analyze﻿the﻿clinical﻿and﻿technological﻿characteristics﻿of﻿mobile﻿apps﻿enabling﻿cancer﻿patients﻿
to﻿record,﻿manage﻿and﻿share﻿their﻿information﻿online﻿securely.﻿They﻿discuss﻿issues﻿relevant﻿to﻿increasing﻿
patient﻿experience﻿and﻿acceptance,﻿improving﻿adherence﻿to﻿treatment,﻿and﻿effective﻿support﻿of﻿coordinated﻿
care.﻿Outcomes﻿of﻿recent﻿research﻿projects,﻿relevant﻿to﻿end﻿digital﻿user﻿engagement,﻿trust,﻿interoper-
ability,﻿and﻿usability/﻿adaptability,﻿lead﻿to﻿an﻿integrated﻿approach﻿towards﻿developing﻿quality﻿mobile﻿
health﻿apps.﻿Improving﻿the﻿quality﻿of﻿life﻿and﻿well-being﻿seems﻿to﻿be﻿the﻿critical﻿challenge.﻿Regulation,﻿
standardization﻿and﻿interoperability﻿together﻿with﻿the﻿existence﻿of﻿useful,﻿accurate,﻿and﻿reliable﻿tools﻿for﻿
active﻿patient﻿engagement﻿are﻿imperative﻿for﻿efficient﻿cancer﻿disease﻿management.

In﻿Chapter﻿4,﻿Elpis﻿Vlachopapadopoulou,﻿Eleni﻿I.﻿Georga,﻿and﻿Dimitrios﻿I.﻿Fotiadis,﻿present﻿state﻿
of﻿the﻿art﻿mHealth﻿solutions﻿for﻿monitoring﻿and﻿treatment﻿of﻿children﻿suffering﻿from﻿obesity.﻿mHealth﻿
solutions﻿are﻿used﻿for﻿self-management,﻿remote﻿monitoring﻿and﻿counseling﻿of﻿several﻿chronic﻿conditions,﻿
including﻿diabetes﻿mellitus,﻿heart﻿failure,﻿Parkinson’s﻿disease,﻿etc.﻿Concerning﻿childhood﻿obesity,﻿those﻿
solutions﻿can﻿combine﻿targeted﻿games﻿and﻿motivational﻿approaches﻿towards﻿both﻿physical﻿activity﻿and﻿
diet,﻿which﻿could﻿help﻿in﻿addressing﻿this﻿serious﻿and﻿global﻿health﻿issue,﻿in﻿the﻿direction﻿of﻿minimizing﻿
co-morbidities﻿and﻿eventually﻿preventing﻿serious,﻿life-threatening﻿events.

In﻿Chapter﻿5,﻿Chinmay﻿Chakraborty﻿describes﻿the﻿implementation﻿of﻿tele-wound﻿monitoring﻿(TWM)﻿
for﻿a﻿patient’s﻿chronic﻿wound﻿using﻿a﻿smartphone﻿and﻿highlights﻿the﻿smartphone-enabled﻿tele-wound﻿
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monitoring﻿(TWM)﻿framework﻿which﻿is﻿used﻿for﻿remote﻿wound﻿monitoring.﻿The﻿TWM﻿is﻿useful﻿for﻿both﻿
rural﻿as﻿well﻿as﻿urban﻿people,﻿as﻿it﻿provides﻿good﻿performance﻿regarding﻿wound﻿monitoring﻿and﻿diagnosis.

In﻿Chapter﻿6,﻿Bibiana﻿Metelmann,﻿and﻿Camilla﻿Metelmann﻿argue﻿that﻿mHealth﻿can﻿assist﻿in﻿prehos-
pital﻿emergency﻿medicine﻿in﻿multiple﻿ways.﻿They﻿provide﻿insights﻿into﻿emergency﻿medicine﻿and﻿present﻿
three﻿different﻿forms﻿of﻿mHealth﻿in﻿this﻿field.﻿One﻿is﻿the﻿retrieval﻿of﻿medical﻿data,﻿e.g.﻿with﻿the﻿aid﻿of﻿
smartphone﻿applications.﻿A﻿second﻿one﻿uses﻿uncrewed﻿aerial﻿vehicles.﻿Moreover,﻿the﻿third﻿one﻿establishes﻿
real-time﻿communication﻿with﻿medical﻿experts.

In﻿Chapter﻿7,﻿Abraham﻿Pouliakis,﻿Effrosyni﻿Karakitsou,﻿and﻿Niki﻿Margari﻿expect﻿that﻿the﻿applications﻿
for﻿the﻿mobile﻿device﻿targeting﻿cytopathology﻿would﻿flourish.﻿There﻿is﻿potential﻿for﻿applications﻿into﻿
various﻿activities﻿of﻿the﻿laboratory,﻿including﻿and﻿not﻿limited﻿to:﻿training,﻿reporting﻿of﻿results,﻿diagnosis﻿
and﻿consultation,﻿management﻿of﻿the﻿laboratory,﻿whole﻿slide﻿imaging﻿and﻿still﻿image﻿capture,﻿quality﻿
control﻿and﻿assurance﻿and﻿numerous﻿channels﻿for﻿interactions﻿between﻿patient-doctor﻿or﻿among﻿medical﻿
specialists.

In﻿Chapter﻿8,﻿Stavros﻿Archondakis,﻿Eleftherios﻿Vavoulidis,﻿Maria﻿Nasioutziki,﻿Ourania﻿Oustampa-
sidou,﻿Angelos﻿Daniilidis,﻿Anastasia﻿Vatopoulou,﻿Alexios﻿Papanikolaou,﻿and﻿Konstantinos﻿Dinas﻿present﻿
thorough﻿research﻿of﻿mobile﻿applications﻿related﻿to﻿cytopathology﻿and﻿try﻿to﻿foresee﻿applications﻿that﻿
may﻿benefit﻿modern﻿Cytopathology.﻿Furthermore,﻿they﻿examine﻿the﻿feasibility﻿of﻿such﻿applications﻿for﻿
inter-laboratory﻿comparisons,﻿proficiency﻿testing﻿and﻿diagnostic﻿accuracy﻿validation.﻿Finally,﻿the﻿role﻿
of﻿mobile﻿applications﻿for﻿providing﻿or/and﻿enhancing﻿the﻿laboratory﻿capabilities﻿through﻿educational﻿
training﻿and﻿other﻿research﻿activities﻿is﻿studied.

In﻿Chapter﻿9,﻿Stelios﻿Zimeras﻿analyzes﻿various﻿epidemic﻿models﻿under﻿differential﻿mathematical﻿
systems.﻿Epidemic﻿models﻿assume﻿that﻿individuals﻿go﻿through﻿a﻿series﻿of﻿states﻿at﻿a﻿specific,﻿constant﻿set﻿
of﻿rates﻿while﻿different﻿epidemic﻿models﻿have﻿been﻿proposed﻿based﻿on﻿the﻿characteristics﻿of﻿the﻿systems﻿
and﻿the﻿topology﻿of﻿the﻿network.

In﻿Chapter﻿10,﻿Anastasius﻿S﻿Moumtzoglou﻿envisions﻿tailored﻿M-Health﻿communication﻿in﻿the﻿context﻿
of﻿the﻿science﻿of﻿individuality,﻿emphasizing﻿the﻿variability,﻿stability﻿and﻿centrality﻿of﻿the﻿individual.﻿
Reasons﻿and﻿evidence﻿are﻿cited﻿regarding﻿the﻿promise﻿of﻿the﻿science﻿of﻿individuality﻿which﻿promises﻿to﻿
recognize﻿the﻿uniqueness﻿of﻿the﻿individual﻿fully.﻿On﻿the﻿other﻿hand,﻿emerging﻿M-Health﻿technologies﻿
provide﻿fundamentally﻿different﻿ways﻿of﻿looking﻿at﻿tailored﻿communication﻿technology.﻿As﻿a﻿result,﻿tai-
lored﻿communications﻿research﻿is﻿poised﻿at﻿a﻿crossroads.﻿It﻿needs﻿to﻿both﻿build﻿on﻿and﻿break﻿away﻿from﻿
existing﻿frameworks﻿into﻿new﻿territory,﻿realizing﻿the﻿necessary﻿commitment﻿to﻿theory-driven﻿research﻿
at﻿basic,﻿methodological,﻿clinical,﻿and﻿applied﻿levels.

In﻿Chapter﻿11,﻿Anastasius﻿S﻿Moumtzoglou﻿argues﻿that﻿self-care﻿emerged﻿from﻿the﻿concept﻿of﻿health﻿
promotion﻿in﻿the﻿1970s﻿while﻿from﻿2000﻿onwards﻿the﻿term﻿‘self-management’﻿gained﻿popularity,﻿with﻿a﻿
greater﻿focus﻿on﻿long-term﻿conditions﻿and﻿the﻿trend﻿towards﻿more﻿holistic﻿models﻿of﻿care.﻿Although﻿‘self-
management’﻿and﻿‘self-care’﻿are﻿often﻿used﻿interchangeably,﻿a﻿distinction﻿between﻿the﻿two﻿concepts﻿can﻿
be﻿made.﻿Both﻿can﻿be﻿considered﻿in﻿terms﻿of﻿a﻿continuum,﻿with﻿self-care﻿at﻿one﻿end﻿as﻿‘normal﻿activity’﻿
and﻿self-management﻿an﻿extension﻿of﻿this.﻿Self-management﻿support﻿is﻿the﻿assistance﻿given﻿to﻿patients﻿
in﻿order﻿to﻿encourage﻿daily﻿decisions﻿that﻿improve﻿health-related﻿behaviors﻿and﻿clinical﻿outcomes.﻿These﻿
concepts﻿are﻿envisioned﻿on﻿a﻿continuum﻿with﻿one﻿pole﻿representing﻿mobile﻿health﻿and﻿the﻿other﻿self-care,﻿
and﻿self-management﻿support﻿is﻿thought﻿as﻿the﻿nexus﻿of﻿mobile﻿health﻿and﻿self-care.

P&A Kyriakou Children’s Hospital, Greece

xvii

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



Preface

REFERENCES

Benedetti,﻿ F.﻿ (2011).﻿ The Patient’s Brain: The neuroscience behind the doctor-patient relationship.﻿
Oxford,﻿UK:﻿Oxford﻿University﻿Press.

Humphrey,﻿N.﻿(2002).﻿The mind made flesh.﻿Oxford,﻿UK:﻿Oxford﻿University﻿Press.

Ishikawa,﻿H.,﻿Hashimoto,﻿H.,﻿&﻿Kiuchi,﻿T.﻿(2013).﻿The﻿evolving﻿concept﻿of﻿‘patient-centeredness’﻿in﻿
patient-physician﻿ communication﻿ research.﻿Social Science & Medicine,﻿96,﻿ 147–153.﻿ doi:10.1016/j.
socscimed.2013.07.026﻿PMID:24034962

Moumtzoglou,﻿ A.﻿ (2014).﻿ Redefining﻿ Patient-Centered﻿ Care.﻿ International Journal of Reliable and 
Quality E-Healthcare,﻿3(2),﻿iv–v.

Silva,﻿D.﻿(2014).﻿Helping measure person-centred care: A review of evidence about commonly used ap-
proaches and tools used to help measure person-centred care.﻿London:﻿The﻿Health﻿Foundation.

US﻿Institute﻿of﻿Medicine.﻿(2001).﻿Crossing The Quality Chasm: A New Health System For The 21st 
Century.﻿Washington,﻿DC:﻿National﻿Academy﻿Press.

xviii

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



﻿﻿

Acknowledgment

﻿

I﻿would﻿like﻿to﻿thank﻿the﻿reviewers﻿for﻿the﻿care﻿with﻿which﻿they﻿reviewed﻿the﻿manuscripts﻿and﻿all﻿the﻿
authors﻿for﻿their﻿diverse﻿and﻿outstanding﻿contributions﻿to﻿this﻿book.

xix

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



1

Copyright © 2019, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  1

DOI: 10.4018/978-1-5225-8021-8.ch001

ABSTRACT

The proliferation of mhealth holds great promise for improving human health. The mhealth industry has 
developed into a vivid ecosystem, growing steadily over the last years with the adoption of new technologies 
and business models that are transforming healthcare. To this end, the European Commission launched 
several initiatives offering great funding opportunities for researchers and organizations. The purpose of 
this chapter is to provide the readers with a macroscopic analysis of the European mhealth-related funded 
activities of the last decade. The study examines the current situation and future trends in three main 
axes (innovation, area of application, and adoption) to assess whether the provided mhealth solutions 
are positioned to have a fundamental impact on healthcare domain. The mhealth research is accelerat-
ing fast and holds great promise, improving both patient outcomes while lowering the healthcare costs.

INTRODUCTION

Health care is the industry that leads the technological developments while adopting the first the Informa-
tion and Communication Technologies (ICTs) innovations (Koumpouros I., 2012). The complexity and 
inherent multiple healthcare system components enforce technological innovation in order to overcome 
impediments and failures which slow or inhibit progress in the healthcare sector. The challenges faced 
are numerous, i.e. the exponential growth of data produced, the financial viability of the system, security 
and privacy issues, the ageing of the population, and similar (OECD, 2018) (UN, 2017), (Koumpouros 
Y., 2014). There is a great need for well-established solutions able to manage the flow of information 
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between the different parties and actors in the healthcare industry effectively. The explosion of new 
technological solutions, along with the appearance of the net generation, forced to find new ways to 
provide the health care services (PWC, 2012), (Jones & Shao, 2011), (Bayne & Ross, 2007).

The health care industry is one of the domains that are penetrated by many mobile technology solu-
tions. For example, mobile technology is having a dramatic impact on the way health care is delivered 
to both urban and rural communities in developing countries (e.g. the African Region). The use of the 
term mHealth is widely used the past years for such a purpose. To date, there are several definitions of 
mHealth:

• The Global Observatory for eHealth - GOe (WHO, mHealth. New horizons for health through 
mobile technologies: Based on the findings of the second global survey on eHealth, 2011) and 
the European Commission (EC, COM(2014) 219 final, 2014) defined mHealth as “medical and 
public health practice supported by mobile devices, such as mobile phones, patient monitoring 
devices, personal digital assistants (PDAs), and other wireless devices”.

• The World Health Organization -WHO (Youssef, MacCallum, McDonald, Crane, & Jackman, 
2012) refers to mHealth as “the spread of mobile technologies as well as advancements in their 
innovative application to address health priorities”.

• HIMSS - Healthcare Information and Management Systems Society (HIMSS, Healtcare 
Information and Management Systems Society, 2015) supports that “mHealth is the generation, 
aggregation, and dissemination of health information via mobile and wireless devices.”

• The National Institutes of Health (NIH, n.d.) defines mHealth as “the use of mobile and wire-
less technologies along with wearable and fixed sensors for the improvement of health outcomes, 
healthcare services, and health research”.

• United Nations Foundation (VitalWaveConsulting, 2009) refers to mHealth as “the provision of 
health-related services via mobile communications”.

The chapter adopts the Global Observatory for eHealth (GOe) definition of mHealth (WHO, mHealth. 
New horizons for health through mobile technologies: Based on the findings of the second global survey 
on eHealth, 2011).

Integration of mobile technology into healthcare services has allowed consumers to manage their 
daily activities effectively. mHealth applications propose solutions to the emerging needs in the health 
care industry (e.g. the rising of chronic diseases and conditions, the ageing of population, the changes 
in societal behaviour which are contributing to a steady increase in costly long-term health problems, 
global pandemics, etc.), which contribute to reduce healthcare expenditure by limiting the number of 
hospital visits, while reducing readmissions. It is critical that such implementations focus on the public 
health goals underlying mHealth initiatives, rather than on specific technologies (Fraser, Bailey, Sinha, 
Mehl, & Labrique, 2011), (WHO, mHealth. New horizons for health through mobile technologies: Based 
on the findings of the second global survey on eHealth, 2011).

Koumpouros & Georgoulas presented the several challenges in the health care industry and the need 
for innovative technological applications (Koumpouros & Georgoulas, 2016). Mobile technology has 
expanded significantly across the globe in recent years. With almost 103.5 mobile cellular telephone 
subscriptions per 100 inhabitants (7.74 billion subscriptions in total) (ITU Statistics, 2018), the number 
of mobile phone users in the world is expected to pass five billion by 2019 (Statista, The Statistics Portal, 
2016). Moreover, the number of active mobile broadband subscriptions reached 4.22 billion worldwide 
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(ITU Statistics, 2018). Mobile traffic has increased four-fold in recent years, and it is expected to grow 
exponentially shortly (due to advances in 3G and 4G network that has enabled utilization of mobile 
devices in several fields).

Globally, the health market is expected to grow at 36.5% CAGR (2017-2022) (Statista, 2018). This 
market is one of the fastest growing industries. The tremendous progress shown in the last few years 
can be justified due to patient’s involvement in personal healthcare, implementation of smartphones 
and wearable devices into the healthcare industry, integration of wireless technologies with healthcare 
devices that are portable, etc.

The European Commission (EC, COM(2014) 219 final, 2014) strives to the direction of mobile 
solutions in order to:

• Increase prevention and improve quality of life by promoting healthy behaviours.
• Help in the direction of more efficient and sustainable practices in health care by reducing unnec-

essary visits and consultations, etc.
• Empower patients and enhance their responsibility for their health.

Research and innovation are pillars of the Europe 2020 Strategy to put Europe back on the path to 
smart, sustainable and inclusive growth. For example, Horizon 2020 is the latest EU’s funding pro-
gramme for research and innovation that provides support from basic research through to innovation 
with almost €80 billion of funding from 2014 to 2020. The emphasis under Horizon 2020 is to assess 
its impact on Europe’s scientific and technological performance and research capacity and more widely 
on the European economy and society.

The main objective of this chapter is to provide an updated review of the European funded research 
efforts in the mHealth domain with a time span that reaches 2017. This will provide the reader with the 
latest technological solutions, their focus, the level of adoption, the funding opportunities, their impact, 
and other critical parameters.

At least to the knowledge of the authors, there is no other review on the specific domain. The current 
study is intended to provide researchers and decision-makers with a systematically organized knowledge 
base in order to better plan new mHealth research initiatives. The reader, after studying the chapter, 
will have a clear view on the challenges faced and opportunities are given by mHealth, the potential of 
the specific market, while recognizing the key players and the latest approaches in the specific domain.

PROJECTS AND TECHNOLOGY ANALYSIS

Over the last years, the EU has funded various projects involving the use of smartphones and other mo-
bile devices in the healthcare industry in order to support the different stakeholders (patients, healthcare 
professionals, healthcare systems, etc.).

HORIZON 2020 is the current programme, under which the latest activities are funded, mainly under 
PHC-12-2014-1 – Clinical research for the validation of biomarkers and/or diagnostic medical devices, 
and independent living, PHC-26-2014 – Self management of health and disease: citizen engagement and 
mHealth subprogrammes. Previous programmes include FP7-ICT (EU FP7-ICT, 2014), and especially 
subprogrammes ICT-2007.5.1 - Personal health systems for monitoring and point-of-care diagnostics, 
ICT-2009.5.1 - Personal Health Systems, ICT-2011.5.1 - Personal Health Systems (PHS), ICT-2011.5.3 
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- Patient Guidance Services (PGS), safety and healthcare record information reuse, ICT-2013.5.1 - Per-
sonalised health, active ageing, HEALTH.2012.2.3.2-4 – Low-cost interventions for disease control in 
poor resource settings, and others.

Within the following paragraphs, we attempt an overview of the most current (on-going or recently 
finished) European funded projects in the field of mHealth. A thorough review of the two official EU 
databases was conducted to identify these projects:

• CORDIS: EU research projects under FP7 (2007-2013) (CORDIS, European Community - 
Community Research and Development Infromation, n.d.): This dataset contains projects funded 
by the European Union under the seventh framework programme for research and technological 
development from 2007 to 2013. Grant information is provided for each project, including refer-
ence, acronym, dates, funding, programmes, participant countries, subjects and objectives.

• CORDIS: EU research projects under Horizon 2020 (2014-2020) (CORDIS, European Community 
- Community Research and Development Infromation, n.d.): This dataset contains projects funded 
by the European Union under the Horizon 2020 framework programme for research and innova-
tion from 2014 to 2020. Grant information is provided for each project, including Rcn (CORDIS 
record number), Reference, Acronym, Status, Programme, Topic, Title, Start Date, End Date, 
Objective, Total Cost, EC Max Contribution, Call Id, Funding Scheme, Coordinator, Coordinator 
Country, Participants, Participant Countries.

The search results were limited from the year 2008 and afterwards in order to study mHealth projects 
of the last decade, exploiting the latest technologies and mobile devices. The projects were selected by 
the following criteria:

1.  research and development projects involving mobile solutions for delivering or supporting healthcare;
2.  projects that utilize sensor or wearable technologies to support monitoring and evaluation;
3.  technologies and devices that are in small size (even nano-) and are applied to patients to support 

their health status from a distance;
4.  applications that use cell phones, tablets, etc., and/or wireless technologies to promote healthy 

living and adherence to therapies;
5.  other small-sized devices that can fit a person’s day to day life for general health purposes;
6.  projects funded by the EU.

Table 1 presents the basic features of the studied projects.
The analysis of the presented projects reveals the distribution of partners and coordinators per country 

(Table 2), as well as the type of partner (i.e. University, Research Centre, Small Medium Enterprise-SME, 
Public organization, Other) (Figure 1). The budget distribution is depicted in Figure 2.

The majority of the projects (47%) was funded under the Horizon 2020 programme, while the rest of 
them (53%) belonged to the FP7 one (ICT, HEALTH and PEOPLE), and only two of the studied projects 
were funded under the Marie Curie initiative.

The health issues addressed by the projects are presented in Table 3 and Figure 3.
The number of pilots per project and the targeted end users is presented in Figure 4 and 5 accordingly.
The EU projects studied dealt with ten main categories, as presented in Figure 6.
A variety of technologies were applied to the frames of the projects (Figure 7).
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Table 1. Characteristics of the reviewed mHealth projects

Project Name Participating 
countries1,2 Programme / Topic Budget (€) Start 

date
End 
date

Condition(s) 
addressed

Technologies 
employed

Target groups 
/ Pilots (no. of 

users)
Project scope

METABO 
(METABO, 2008)

ES(5); 
CZ(4); 
DE(2); FI(3); 
FR; EL(4); 
IT(5); LU; 
MT; SK

ICT-2007.5.13 11.419.530 01/01/08 30/06/11 Diabetes Sensors; App; 
Smartphone

Patients; HCP4 
/ 1

Monitoring; 
Treatment; 
Self-
Management

CHRONIOUS 
(CHRONIOUS, 
2008)

IT(4); AT(2); 
CH; CY(2); 
CZ; DE(3); 
ES; EL(4); 
HU; PT; SI; 
UK(2)

ICT-2007.5.1 10.284.963 01/02/08 31/05/12

Chronic 
Diseases 
(COPD5, 
CKD6, Renal 
Insufficiency)

Sensors; 
Wearables; 
Smartphone; 
DSS

Patients; HCP / 
1 (100)

Monitoring; 
Treatment; 
Self-
Management

ICT4Depression 
(ICT4Depression, 
2015)

NL(4); CH; 
IE; PT(3); 
SE

ICT-2009.5.17 3.706.506 01/01/10 30/04/13 Depression
Sensors; 
Smartphone; 
App; Web; AI8

HCP; Patients 
/ 1

Monitoring; 
Treatment; 
Self-
Management; 
Drug 
Compliance

PSYCHE (PSYCHE, 
2010)

IT(3); 
CH(2); DE; 
ES; FR(4); 
IE

ICT-2009.5.1 3.903.007 01/01/10 31/12/13 Bipolar 
Disorder

Sensors; 
Wearables; 
Smartphone; 
App; Data 
Mining

HCP; Patients 
/ 1

Monitoring; 
Treatment; 
Self-
Management

MONARCA 
(MONARCA, 2010)

IT; AT(3); 
CH(2); 
DE(4); 
DK(2)

ICT-2009.5.1 5.134.929 01/02/10 31/07/13 Bipolar 
Disorder

Sensors; 
Smartphone; 
App; DSS9

HCP; Patients 
/ 1

Monitoring; 
Self-
Assessment; 
Treatment

BRAVEHEALTH 
(BRAVEHEALTH, 
2016)

IT(9); BE; 
CN_X_HK; 
FI; NL; 
PT(2); UK(3)

ICT-2009.5.1 10.382.905 01/03/10 31/07/12 CVD10

Sensors; 
Wearables; 
Smartphone; 
App; AI

Patients / 1 Monitoring; 
Treatment

INTERSTRESS 
(INTERSTRESS, 
2010)

IT(6); BE; 
DE; ES; EL ICT-2009.5.1 4.438.842 01/03/10 30/11/13 Psychological 

Stress

Wearables; 
Sensors; 
Smartphone; 
App; DSS; 3D; 
Virtual World

HCP; Patients 
/ 1

Monitoring; 
Assessment; 
Treatment

REACTION 
(REACTION, 2010)

ES; AT(2); 
BE; DE(2); 
DK(2); 
EL(2); HU; 
SE; UK(2)

ICT-2009.5.1 16.318.147 01/03/10 28/02/14 Diabetes

Sensors; 
Smartphone; 
App; ePatch; 
DSS; BAN11

HCP; Patients 
/ 3

Monitoring; 
Treatment; 
Self-
Management

Nephron+ 
(Nephron+, 2010)

EL; AT; CH; 
DE(2); FR; 
NL(4)

ICT-2009.5.1 6.931.031 01/04/10 31/12/14 Renal 
Insufficiency

Sensors; 
Artificial 
Organs; 
Smartphone; 
App

Patients / 1 
(animals)

Monitoring; 
Treatment; 
Self-
Management

Help4mood 
(Help4Mood, 2011)

UK(5); 
ES(3); IT; 
RO

ICT-2009.5.1 3.599.074 01/01/11 30/06/14 Depression

Sensors; 
Smartphone; 
App; DSS; 
Avatar

HCP; Patients 
/ 1

Monitoring; 
Treatment; 
Self-
Management

MovingLife (Moving 
Life, 2011)

ES; BE; 
DK(2); 
IT;UK

ICT-2011.5.112 584.415 01/09/11 30/04/13 Lifestyle; 
Diseases Roadmaps

mHealth 
Solutions and 
Technologies

Commodity12 
(Commodity12, 
2011)

DE(2); CH; 
FR(2); IT; 
NL; PT; SI; 
UK(2)

ICT-2011.5.1 5.478.076 01/10/11 31/12/14 Diabetes
Sensors; 
Smartphone; 
DSS; AI; BAN

HCP; Patients 
/ 1

Monitoring; 
Treatment

continued on following page
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Project Name Participating 
countries1,2 Programme / Topic Budget (€) Start 

date
End 
date

Condition(s) 
addressed

Technologies 
employed

Target groups 
/ Pilots (no. of 

users)
Project scope

MobiGuide 
(MobiGuide, 2011)

IL(3); AT; 
ES(4); IT(2); 
NL(3)

ICT-2011.5.313 7.068.682 01/11/11 31/10/15

Chronic 
Diseases 
(Atrial 
Fibrillation, 
Gestational 
Diabetes, 
Gestational 
Hypertension)

Wearables; 
Smartphone; 
App; DSS; AI; 
BAN

HCP; Patients 
/ 3

Monitoring; 
Treatment; 
Self-
Management

RemPark (RemPark, 
2011)

ES(3); BE; 
DE; IE(2); 
IL; IT; PT; 
SE

ICT-2011.5.1 4.735.804 01/11/11 30/04/15 Parkinson

Sensors; 
Wearables; 
Smartphone; 
App; BAN; AI

HCP; Patients / 
4 (60)

Monitoring; 
Self-
Management

Empower (Empower, 
2011)

AT; CH; 
DE(2); EL; 
TR(2)

ICT-2011.5.3 4.276.946 01/02/12 31/01/15 Diabetes
Smartphone; 
App; Bluetooth; 
Sensors

HCP; Patients 
/ 2

Self-
Management; 
Monitoring

Decipher PCP 
(Decipher PCP, 
2013)

ES(4); FI(3); 
IT(2); UK(2) ICT-2011.5.3 3.551.931 01/02/12 31/05/16 mHealth; 

Procurement PCP14 Admin; HCP; 
Patients / 1

Secure Cross-
Border Access 
to Existing 
Patient 
Healthcare 
Portals

Supporting LIFE 
(Supporting LIFE, 
2017)

UK(2); SE; 
NO; MW(2); 
CH; US; 
TW; IE

HEALTH.2012.2.3.2-415 3.795.877 01/05/13 30/04/17
Malaria; 
Infantile 
Diarrhoea

Sensors; 
Smartphone; 
App; DSS

HCP / 2 (100)
Monitoring; 
Treatment; 
Diagnosis

Splendid (Splendid, 
2013)

EL; CH; ES; 
NL; SE(3) ICT-2013.5.116 3.597.959 01/10/13 30/09/16

Obesity; 
Eating 
Disorder

Sensors; 
Smartphone; 
App

Patients; 
Citizens / 1

Self-
Management; 
Monitoring; 
Prevention; 
Health 
Promotion

Welcome (Welcome, 
2013)

EL(2); CH; 
DE(3); IE; 
IT; NL; PT; 
UK(3)

ICT-2013.5.1 8.272.080 01/11/13 31/10/17

COPD (With 
Comorbidities 
Chronic 
Heart Failure, 
Diabetes, 
Anxiety and 
Depression)

Sensors; 
Wearables; 
Smartphone; 
DSS

Patients / 5 Self-
Management

Pegasof4f (Pegasof4f, 
2014)

IT(8); 
CH(2); DE; 
ES(7); RO; 
UK(4)

ICT-2013.5.1 11.639.121 01/12/13 31/05/17

Obesity; 
Lifestyle; 
Food 
Awareness

Wearables; 
Smartphone; 
App; Serious 
Games

Citizens / 3 
(300)

Self-
Management; 
Health 
Promotion; 
Prevention

NYMPHA-MD 
(NYMPHA-MD, 
2014)

IT(2); DK; 
ES(2) ICT-2013.5.1 2.589.981 01/01/14 30/06/17 Bipolar 

Disorder PCP Admin / 3 Health 
Services

Unwired Health 
(UnwiredHealth, 
2014)

ES(2); 
BE(2); DK; 
UK(3)

ICT-2013.5.1 3.842.262 01/01/14 31/12/16 Heart Failure PCP Patients; HCP; 
Admin / 3

Health 
Services; 
Monitoring

PERSONA 
(PERSONA, 2016) UK FP7-PEOPLE-2012-

IOF 294.693 05/05/14 27/06/17 Depression

Sensors; 
Smartphone; 
BAN; Affective 
Computing

Patients / 0 Monitoring; 
Diagnosis

Health on the Move 
(Health on the Move, 
2017)

UK FP7-PEOPLE-2013-
IEF17 221.606 08/09/14 07/09/16

mHealth 
Sociological 
and Ethical 
Issues

-

MONILET 
(MONILET, 2015) IL PHC-12-2014-118 71.429 01/11/14 30/04/15

Heart 
Disease; 
Pulmonary 
Disease; 
Sleep

Wearables; 
Cloud; 
Smartphone; 
App

Patients / 0
Monitoring; 
Self-
Management

Table 1. Continued

continued on following page
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Table 1. Continued

Project Name Participating 
countries1,2 Programme / Topic Budget (€) Start 

date
End 
date

Condition(s) 
addressed

Technologies 
employed

Target groups 
/ Pilots (no. of 

users)
Project scope

HEARTEN 
(HEARTEN, 2015)

FR(2); 
IT(4); ES(3); 
EL(2); DE; 
PT

PHC-26-201419 4.589.507 01/01/15 31/12/17 Heart Failure

Sensors; 
Wearables; 
Smartphone; 
App; Cloud

Patients; HCP; 
Carers; Others 
/ 1

Monitoring; 
Self-
Management; 
Prevention

m-Resist (m-Resist, 
2015)

ES(5); 
BE(2); IL; 
FI; EL(2); 
HU; IT;

PHC-26-2014 4.034.222 01/01/15 31/12/17 Schizophrenia Smartphone; 
App

Patients; 
HCP / 1

Self-
Management; 
Monitoring

myAirCoach 
(myAirCoach, 2015)

EL(3); 
UK(3); 
DE; NL(2); 
SE(2); BE

PHC-26-2014 4.581.378 01/01/15 31/12/17 Asthma

Sensors; 
Smartphone; 
App; BAN; AI; 
Fi-Ware

Patients; 
HCP / 3

Self-
Management; 
Monitoring

PD_Manager (PD_
Manager, 2015)

SI(2); IT(3); 
EL(2); 
UK(2); ES; 
DE

PHC-26-2014 4.345.500 01/01/15 31/12/17 Parkinson

Sensors; 
Wearables; 
Smartphone; 
App; DSS; Data 
Mining; Games

Patients; HCP; 
Carers / 1 
(230)

Monitoring; 
Self-
Management; 
Assessment; 
Drug 
Adherence

MyCyFAPP 
(MyCyFAPP, 20115)

ES(4); 
DE(2); IT(2); 
NO; BE; PT; 
NL

PHC-26-2014 5.087.508 01/01/15 31/12/18 Cystic 
Fibrosis

Smartphone; 
App; DSS

Patients; HCP; 
Citizens / 1

Monitoring; 
Self-
Management; 
Prevention

Sound of Vision 
(Sound of Vision, 
2015)

IS(2); RO(3); 
HU; IT; 
PT(2)

PHC-26-2014 3.960.709 01/01/15 31/12/17 Visually 
Impaired

Smartphone; 
App; Serious 
Game; 3D; 
Haptic

Patients / 1 Self-
Management

Do CHANGE (Do 
CHANGE, 2015)

NL(4); 
ES(3); 
UK(2); BE; 
TW(2)

PHC-26-2014 5.768.500 01/02/15 31/01/18

High Blood 
Pressure; 
Ischemic 
Heart 
Disease; 
Heart Failure

Wearables; 
Sensors; 
Smartphone; 
App

Patients; 
HCP / 3

Self-
Management; 
Monitoring; 
Diagnosis; 
Health 
Promotion

iManageCancer 
(iManageCancer, 
2015)

DE(4); EL; 
NL; UK(4); 
IT

PHC-26-2014 4.856.174 01/02/15 31/07/18 Cancer

Smartphone; 
App; Avatar; 
Serious Games; 
AI

Patients; 
HCP / 3

Self-
Management; 
Monitoring; 
Adherence to 
Therapy

PATHway 
(PATHway, 2017)

IE; EL; 
UK(2); NL; 
DE; IT; BE

PHC-26-2014 4.899.080 01/02/15 30/09/18 CVD Wearables; 
Sensors Patients / 1

Self-
Management; 
Health 
Promotion

WOMEN-UP 
(WOMEN-UP, 2015)

ES(3); FI(2); 
CZ; RO; CH; 
NL

PHC-26-2014 3.470.258 01/02/15 31/07/18 Urinary 
Incontinence

Smartphone; 
App; Wearables; 
Sensors; DSS

Patients / 3

Self-
Management; 
Monitoring; 
Treatment

PAL (PAL, 2015) NL(6); IT(3); 
UK; DE PHC-26-2014 4.515.460 01/03/15 28/02/19 Diabetes

Smartphone; 
App; DSS; 
Robot; Avatar; 
Cloud

Patients; HCP; 
Carers / 3

Self-
Management; 
Treatment; 
Monitoring; 
Health 
Promotion

NoHoW (NoHoW, 
2015)

DK(2); 
UK(7); 
PT(3); FI(2); 
IE

PHC-26-2014 4.949.337 01/03/15 29/02/20 Obesity
Sensors; 
Smartphone; 
App

Patients / 3
Monitoring; 
Health 
Promotion

SMART4MD 
(SMART4MD, 2015)

UK(4); LU; 
IL; ES(3); 
CZ; SE; BE;

PHC-20-2014 4.363.280 01/04/15 31/03/19 Dementia Smartphone; 
App

Patients; HCP; 
Carers / 4 
(1100)

Monitoring; 
Treatment 
Compliance

eKuore (eKuore, 
2017) ES PHC-12-2014-1 71.429 01/05/15 31/10/15

Pulmonary; 
Cardiac; 
Heart

Sensors; 
Smartphone; 
App

Patients; 
HCP / 0

Monitoring; 
Diagnosis

continued on following page
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FUTURE RESEARCH DIRECTIONS AND ISSUES

An unprecedented growth is observed nowadays in the mhealth market. The increasing adoption of 
smart and wearable healthcare devices is expected to contribute heavily in this direction. Every day, 
more vendors are considering investing in mHealth apps.

The combination of new diagnostic and monitoring devices along with smart mobile devices has 
enabled to render seamless healthcare services. This is expected to lead to better lifestyle management, 
identification of cost and convenience factors, and other initiatives that will alleviate the government’s 
healthcare burden.

According to the latest reports (Grand View Research, 2017), the mhealth applications can be broadly 
classified into eight major categories:

1.  Fitness
2.  Nutrition and diet
3.  Women’s health
4.  Healthcare Providers / Payors
5.  Lifestyle management
6.  Disease management
7.  Medication adherence
8.  Others

The above classification can be easily mapped to the categories presented in the examined projects 
(Figure 6). This reveals that the commercial applications and the research activities are in the same 
direction. However, as expected, the commercial apps were targeting more general population, thus, 
were related to fitness and wellness. PwC (PriceWaterhouseCoopers, 2014) estimated an increase in 

Project Name Participating 
countries1,2 Programme / Topic Budget (€) Start 

date
End 
date

Condition(s) 
addressed

Technologies 
employed

Target groups 
/ Pilots (no. of 

users)
Project scope

EmERGE (EmERGE, 
2015)

UK(7); DE; 
BE; ES(2); 
PT; HR

PHC-26-2014 5.457.480 01/05/15 30/04/20 HIV20 Smartphone; 
App

Patients / 5 
(3900) Monitoring

ScoliosisManager 
(ScoliosisManager, 
2016)

IT ICT-37-2015-1 71.429 01/06/15 30/11/15 Scoliosis

Wearable; 
Sensors; 
Smartphone; 
App

Patients; 
Carers; HCP 
/ 0

Monitoring; 
Treatment; 
Self-
Management

mHealth4Afrika 
(mHealth4Africa, 
2015)

IE; ZA; KE; 
ET; MW(2); 
NO; UK

ICT-39-2015 1.999.995 01/11/15 31/10/18

Maternal 
Care; 
Newborn 
Care

Sensors; 
Smartphone; 
App

HCP / 4 Monitoring; 
Diagnosis

CAREGIVERSPRO 
–MMD 
(CAREGIVERSPRO-
MMD, 2016)

ES(3); UK; 
EL(2); IT; 
FR

PHC-25-2015 4.087.199 01/01/16 31/12/18 Dementia
Smartphone; 
App; 
Gamification

HCP; Patients; 
Carers / 4 (550 
Patients + 550 
Carers)

Monitoring; 
Treatment 
Compliance

PreventIT (PreventIT, 
2016)

NO; IT(4); 
NL(2); DE; 
UK; CH;

PHC-21-2015 4.607.950 01/01/16 31/12/18 Ageing
Wearables; 
Sensors; Cloud; 
Smartphone

Citizens / 1
Health 
Promotion; 
Prevention

Nutrigen Service 
(Nutrigen Service, 
2016)

ES SMEInst-06-2016-2017 71.429 01/08/16 31/12/16 Obesity Smartphone; 
App; AI Citizens / 0 Monitoring; 

Prevention

Table 1. Continued

continued on following page

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



9

The Rise of mHealth Research in Europe
 

Table 2. Distribution of participants per country 

COUNTRIES CODES
PARTNERS COORDINATORS

COUNT % COUNT %

Belgium BE 15 3,58% 0 0,00%

Czech Republic CZ 7 1,67% 0 0,00%

Denmark DK 9 2,15% 1 2,22%

Germany DE 35 8,35% 2 4,44%

Ireland IE 7 1,67% 2 4,44%

Greece EL 25 5,97% 4 8,89%

Spain ES 53 12,65% 12 26,67%

France FR 10 2,39% 1 2,22%

Croatia HR 1 0,24% 0 0,00%

Italy IT 61 14,56% 8 17,78%

Cyprus CY 2 0,48% 0 0,00%

Luxembourg LU 2 0,48% 0 0,00%

Hungary HU 4 0,95% 0 0,00%

Malta MT 1 0,24% 0 0,00%

Netherlands NL 30 7,16% 3 6,67%

Austria AT 9 2,15% 1 2,22%

Portugal PT 17 4,06% 0 0,00%

Romania RO 6 1,43% 0 0,00%

Slovenia SI 3 0,72% 1 2,22%

Slovakia SK 1 0,24% 0 0,00%

Finland FI 12 2,86% 0 0,00%

Sweden SE 10 2,39% 0 0,00%

United Kingdom UK 60 14,32% 6 13,33%

Iceland IS 1 0,24% 1 2,22%

Norway NO 3 0,72% 1 2,22%

Switzerland CH 16 3,82% 0 0,00%

Turkey TR 2 0,48% 0 0,00%

Israel IL 5 1,19% 2 4,44%

China (except Hong Kong) CN_X_HK 1 0,24% 0 0,00%

South Africa ZA 1 0,24% 0 0,00%

Taiwan TW 3 0,72% 0 0,00%

United States US 1 0,24% 0 0,00%

Malawi MW 4 0,95% 0 0,00%

Kenya KE 1 0,24% 0 0,00%

Ethiopia ET 1 0,24% 0 0,00%

TOTAL: 419 100,00% 45 100,00%
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Figure 2. Budget distribution

Figure 1. Type of partner
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downloads of fitness and wellness apps from 40 million (2012) to 250 million (2016). Nowadays, the 
number of mHealth apps available in the market was doubled, in comparison to 2015, reaching almost 
318,000 worldwide. More than 200 apps are being added every day (IQVIA Institute for Human and 
Data Science, 2017). According to recent studies (KSI - Knowledge Sourcing Intelligence LLP, 2017) 

Table 3. Health issues addressed

HEATH ISSUE # of projects %

WEIGHT MANAGEMENT & HEALTHY DIET 6 13,33%

Diabetes 5 11,11%

Eating disorder 1 2,22%

Food awareness 1 2,22%

Obesity 4 8,89%

MENTAL DISORDERS 8 17,78%

Schizofrenia 1 2,22%

Psychological stress 1 2,22%

Depression 3 6,67%

Bipolar disorder 3 6,67%

NEUROLOGICAL DISEASES 4 8,89%

Dementia 2 4,44%

Parkinson 2 4,44%

MONITORING OF HEART AND CVD RELATED CONDITIONS 11 24,45%

Heart disease 3 6,67%

Heart failure 3 6,67%

CVD 2 4,44%

Chronic diseases (atrial fibrillation, gestational diabetes, gestational hypertension) 1 2,22%

CHRONIC DISEASES (COPD, CKD, RENAL INSUFFICIENCY) 1 2,22%

COPD (with comorbidities Chronic Heart Failure, Diabetes, Anxiety and Depression) 1 2,22%

OTHER 14 31,11%

Asthma 1 2,22%

Cancer 1 2,22%

Cystic fibrosis 1 2,22%

HIV 1 2,22%

Infantile diarrhoea 1 2,22%

Malaria 1 2,22%

Maternal care 1 2,22%

Scoliosis 1 2,22%

Urinary incontinence 1 2,22%

Visually impaired 1 2,22%

Renal insufficiency 2 4,44%

Pulmonary 2 4,44%
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the global mHealth app market is projected to be valued at US$28.320 billion in 2018 and is expected 
to reach up to US$102.35 billion by 2023.

On the contrary, since the action lines of eligible research activities are given by the European Com-
mission, the research efforts are focused on major diseases and health concerns with significant societal 
and economic impact. As seen in Table 3, the majority of the projects targeted the heart and CVD related 
conditions (24.45%), followed by with mental disorders (17.78%), weight management and healthy diet 
(13.33%), diabetes (11.11%) and neurological diseases (8.89%). Other conditions, including for example 

Figure 4. Number of pilots per project

Figure 3. Conditions addressed
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Figure 6. Categories addressed by the projects

Figure 5. Targeted end users
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asthma, cancer, HIV, malaria, scoliosis, have limited representation, covering in total the 31,11%. Chronic 
medical conditions have also received the focus of mHealth research. As anticipated, most of the health 
conditions faced by the projects were related to ageing. Figure 8 presents the chronological distribution 
of the projects along with the condition addressed.

Figure 8. Chronological distribution of mHealth projects vs conditions addressed

Figure 7. Technologies applied
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A significant stepping-stone towards more innovations always remains the available funding. In the 
case of the European Union, obtaining funding for research has always been a very challenging and 
extremely competitive task. Nowadays, Horizon 2020 is the main component of research funding on a 
European scale. All proposals are evaluated on the basis of three criteria (EC Horizon 2020):

• Excellence

Excellence refers to the quality of the project (soundness of the concept), the people and the partner 
organisations (including trans-disciplinary considerations) and to the extent that the proposed work is 
ambitious, has innovation potential, and is beyond state of the art (e.g. groundbreaking objectives, novel 
concepts and approaches).

• Impact

The impact depends on the type of proposal being funded. For example, in the case of Research and 
Innovation actions, impact is measured in relation to how the outputs of the project contribute towards 
four main axes: enhancing innovation capacity and integration of new knowledge; strengthening the 
competitiveness and growth of companies by developing innovations meeting the needs of European and 
global markets; other environmental and socially important impacts; exploitation of the project results.

• Quality and Efficiency of the Implementation

The quality and efficiency of the implementation are evaluated on the basis of the coherence and 
effectiveness of the work plan, the complementarity of the participants within the consortium, and the 
appropriateness of the management structures and procedures, including risk and innovation management.

Apart from the growth presented in the market, several issues still delay the adoption of mhealth 
applications in real life situations. For example, the weak reimbursement policies, the lack of accuracy, 
the uncertainty in government regulations, the lack of insurance coverage, are some of the barriers ex-
pected to hinder the growth rate. A critical issue related to the funded research activities is the fact that 
their sustainability is not guaranteed most of the times beyond the end of the project lifecycle. Thus, 
the expected societal and economic impact that drives EU related initiatives has still not been achieved.

The insights from the collected data (Table 2) reveal that the three countries dominate the mhealth 
research domain in EU (Italy, UK and Spain), with Spain keeping the reins of the project coordinator. It is 
really interesting that the public sector contributes the only to 6.68% of the examined consortia, whereas 
the private one dominates the research arena (34.48%). This contradicts the fact that the majority of the 
health care sector is public and may be the reason why there is no further adoption of the outcomes of 
the projects in the long run.

Even though there is no standard, it seems that the limited number of pilots and subjects participating 
in the study may have a negative impact on the project’s sustainability and further success. Most of the 
projects have only one pilot site, which does not guarantee the required multicultural and multilingual 
dimension of the results (see Table 1). According to the available data, only seven projects employed a 
significant number of end users (more than 60). Any research activity should employee a statistically 
significant number of subjects in order to conclude in satisfactory results regarding usage, user subjec-
tive and objective satisfaction, using already existed valid and reliable instruments able to capture the 
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users’ satisfaction in an early research stage (Koumpouros Y., 2016). Moreover, an advanced Technology 
Readiness Level (TRL) would drive to a close to market product/service.

Even though an interdisciplinary approach seems to be mandatory for any research effort nowadays, 
only 15.56% of the projects followed it. However, this could lead to better adoption rates of the final 
solutions by the end users. Behavioral intervention technologies (BITs) is also another area of applica-
tion of mHealth solutions exploiting interdisciplinary teams. Self-assessment, self-monitoring, psycho-
education, goal setting, and feedback are some of the interventions addressed by BITs (Mohr, Burns, 
Schueller, Clarke, & Klinkman, 2013).

The successful commercialization of the developed solutions is still an issue for EU. According to the 
study, an extremely limited number of products has the potential to be further commercialized. This is 
the case where a private organization is a partner in the consortium, and the final solution was based on 
further enhancement of one of the existing product of this SME. However, even in cases were several SMEs 
participate in the research project, there is still no guarantee for a marketable result. Maybe a large-scale 
implementation of the proposed intervention could facilitate the marketability of the projects’ outcomes.

As far as the technological approach is concerned, most of the projects employed a smartphone us-
ing ZigBee, Bluetooth and other wireless protocols. Algorithms and Decision Support Systems are also 
utilized to help the different target groups. Availability of sensors is also driving the mHealth research 
activities. Wearables, mobile sensors, body weight scales, food weight scales and chewing sensors were 
used in most of the cases to monitor patients’ biosignals and physical activity. Only a limited number of 
systems employed artificial organs (i.e. kidney). The low reliability of the collected data due to sensors’ 
low accuracy is considered critical for future research activities. The last Horizon 2020 call encourages 
projects to exploit open source frameworks and platforms, such as FiWare and UniversAAL. However, 
this was not the case in the studied projects.

Big data and cloud computing have become state-of-the-art technologies nowadays. Valuable insights 
can be gained exploiting such technologies (Koumpouros Y., 2014). The “Health, Demographic Change 
and Well-being” (European Commission, 2016) and “Information and Communication Technologies” 
(European Commission, 2016) work programmes have recognized the value of these technologies and 
launched related calls. However, none of the reviewed research projects utilized big data, while only four 
of them exploited cloud computing technologies and services. Future projects should, therefore, exploit 
the possibilities of these technologies. It is also impressive that affective computing was mentioned in 
only one project related to depression.

Finally, ethical and legal challenges are main concerns in mHealth projects. These are related to (i) 
privacy protection and confidentiality, (ii) ethics approval and informed consent, (iii) transparency of the 
collected data management by the final system and during pilots and validation studies, (iv) IT-security 
and identity management. Data security and privacy are areas that require legal and policy attention to 
ensure that mHealth users’ data are properly protected. Even though privacy and security issues were 
a concern in the studied projects, the advance of both the technology and the regulations require more 
efforts. Protection of data, unwanted sharing of sensitive information with third parties (Bielecki, 2012), 
accidental exposure or leaking of health data are some of the critical security issues arising in any 
project. The European dimension of the research consortia obliges to careful considerations regarding 
data sharing that should comply with the relevant EU laws and Directives, i.e. General Data Protection 
Regulation (European Commission, 2012), Directive 95/46/EC (European Parliament and the Council of 
24 October 1995, 1995), Directive 2002/58/EC (European Parliament and the Council of 12 July 2002, 
2002) and Charter of Fundamental Rights (European Parliament, 2000).
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CONCLUSION

With the replacement of traditional healthcare delivery models by patient-centric care model, growth 
in adoption of mHealth solutions is expected. In addition, the growing penetration of smartphones is 
supporting this growth. By 2020, smartphone subscriptions would have exceeded the global population. 
This growth is mainly expected from less mature markets such as India, Egypt, Turkey, and the UAE. 
Untapped markets in developing economies provide a lot of growth opportunities for the mhealth due to 
increase adoption of related services to control the spread of communicable as well as non-communicable 
diseases.

The Communication on Digital Transformation of Health and Care in the Digital Single Market 
(European Commision, 2018) identifies three main pillars:

1.  Pillar 1: Secure Data Access and Sharing

To facilitate greater cross-border healthcare access, the EC is building eHealth Digital Service Infra-
structure which will allow e-prescriptions and patient summaries to be exchanged between healthcare 
providers. The first cross-border exchanges are due to take place during 2018, with the aim to have all 
other EU countries on board by 2020. In the longer term, the Commission is working towards a European 
electronic health record exchange format accessible to all EU citizens.

2.  Pillar 2: Connecting and Sharing Health Data for Research, Faster Diagnosis and Improved 
Health

The decentralised European digital health infrastructure will facilitate tailored diagnosis and treat-
ment, help health services to be better prepared to respond to cross-border health threats, and improve 
the development and surveillance of medical products. This will provide personalised medicine through 
a shared European data infrastructure, allowing researchers and other professionals to pool resources 
(data, expertise, computing processing and storage capacities) across the EU.

3.  Pillar 3: Strengthening citizen empowerment and individual care through digital services

Digital services can improve the prevention and management of chronic conditions and allow patients 
to provide feedback to healthcare providers. Health systems will also benefit from innovative care models 
that use telehealth and mHealth to address the rising demand for healthcare. Digital tools will empower 
people to look after their health, stimulate prevention and enable feedback and interaction between users 
and healthcare providers.

The chapter reviewed the European funded projects in the mHealth domain in order to reveal the 
valuable benefits that derive from the capitalization of the mobile technologies; the challenges faced and 
opportunities given by mHealth, and the potential of the specific market. Several issues seem to delay 
the wider adoption of mhealth solutions (security, privacy, interoperability concerns, etc.). Additionally, 
many innovations have not achieved their initial targets.

By using the powerful analytics, healthcare apps can provide patients with digitally enabled care. The 
tech-savvy population supports such transformation. Mhealth solutions present unique opportunities with 
the ability to log information related to personal health at the touch of a screen. Initially, the mhealth 
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industry was dominated by health and fitness apps, while the growth now is in remote consultation and 
monitoring. Asthma, cancer and diabetes management are only some of the numerous applications ad-
dressed by the mhealth platforms. Europe is expected to be the largest mobile health market in the world.

The total valuation of the wearable device and mhealth markets is expected to grow due to acceler-
ated adoption of these tools by providers, hospitals, and patients, according to several market reports. 
mhealth solutions that improve the delivery care also help with the associated costs of healthcare by 
saving millions of euros for healthcare organizations. Software and data applications will be the largest 
drivers of market growth compared to hardware that hosts mhealth-related technology. Major drivers for 
the wearable device market growth are based on the fact that these devices are non-invasive for consum-
ers, and are highly intuitive, and that healthcare consumers are starting to become more conscious of 
their fitness and health-related lifestyles. These devices can also deliver patient-generated data that can 
inform healthcare decision making and allow providers to implement them into healthcare tactics that 
enhance communication with patients from remote locations.

The growth of the mhealth solutions market can be attributed to the penetration of smart gadgets, 
increasing utilization of connected medical devices for remote monitoring and mhealth apps in the 
management of chronic diseases. Also, factors such as the advent of advanced connectivity and network 
technologies, robust penetration of 3G, 4G and 5G networks to provide uninterrupted healthcare services, 
and rising focus on patient-centric healthcare are expected to drive the growth of the mhealth platforms.

Based on product and service, the connected medical device segment dominated the mhealth prod-
uct and service market in 2016. The mhealth solutions market growth can be attributed to the shifting 
consumer preferences towards a healthier lifestyle, need for continuous monitoring of various chronic 
health conditions of patients, and the need to overcome the financial burden on the caregivers.

The mhealth industry is expected to dominate the healthcare arena in the near future providing valu-
able support to patients, healthcare professionals and healthcare systems. However, several issues still 
need to be addressed more carefully in order to penetrate the market in even higher growth. Nowadays, 
the population is ready for such innovations. Interdisciplinary design and solutions that take into account 
the real-life behaviors of each participant are critical to achieve the objective.
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KEY TERMS AND DEFINITIONS

Behavioral Intervention Technologies (BITs): It includes mHealth and eHealth interventions to 
support people in changing behaviors and cognitions related to mental health, health and wellness. It 
is a multidisciplinary field, including psychologists, physicians, software engineers, human factors 
engineers, computer scientists, etc. BITs apply behavioral and psychological intervention strategies by 
using the latest ICTs.

Biosensor: It refers to an analytical device able to detect, record and transmit information regarding 
physiological/biological change or process (e.g., blood pressure, etc.). Some other indicative applica-
tions relate to the detection of body movement, temperature and fluid analysis, which are turned into 
electrical signals. In summary, it converts a biological response into an electrical signal. The biosensor 
is made up of a biological recognition element (e.g., an enzyme, a nucleic acid, or an antibody) and a 
transducer (to convert the recognition event into a measurable signal).

Body Area Network (BAN): A body area network (BAN) or a body sensor network (BSN) or a 
wireless body area network (WBAN) can be defined as a system of low power devices/sensors in close 
proximity to the body of the user that cooperate using a wireless network for the benefit of the subject/
end user. The devices may be wearable, implants, etc., and through gateway devices, it is possible to 
connect them to the Internet and transmit data to a local base station and remote places. A WBAN system 
can use WPAN wireless technologies as gateways to reach longer ranges. In the medical sector, they are 
used to help medical professionals to monitor patients’ data and activities remotely.

Chronic Care Management (CCM): The term is interchanged with disease management and is 
referred to activities (e.g., motivating patients to persist in therapies, etc.) carried out by health care pro-
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fessionals to help patients with chronic diseases (e.g., diabetes, high blood pressure, multiple sclerosis, 
etc.) learn and understand their condition and live with it having reasonable quality of life.

eHealth: Refers to the use of information and communication technologies for the support of healthcare 
practice. It covers electronic exchange of health-related data, while may be used for clinical, educational, 
research and administrative purposes.

Information and Communication Technologies (ICTs): The term is referred in the technologies 
used from the telecommunication and informatics sectors as well as any possible combination of them. 
It may include any communication device (e.g., telephone, tv, radio, cell phones, computers, satellite 
systems, wireless networks, etc.), as well as the software, applications and services associated with them 
which enable users to exchange information. The term covers also the audio-visual sector in combination 
with computer networks and telecommunication networks.

mHealth: The term is referred to the use of mobile technologies combined with wearable and fixed 
sensors to provide health-related services.

Patient-Centered: Patient-centered refers to any case (process, operation, system, etc.) that is focused, 
designed and developed based on the patient’s needs and the patient’s pathway, while trying to fulfill 
his/her expectations. The term is usually used in patient-centered care.

Personal Area Network (PAN): A personal area network (PAN) or a wireless personal network 
(WPAN) is a computer network for data transmission among devices (e.g., telephones, cell phones, 
computers, PDAs, wearable computer devices, etc.) organized around a person’s workspace. When us-
ing wireless technologies (e.g., irDA, Bluetooth, ZigBee, etc.) for data transmission the term WPAN 
is used, while PAN can also use computer buses (e.g., USB or FireWire). PANs can cover a range of 
almost 10 meters.

Wearable Devices: The term can also be found as wearables, wearable technology, fashionable tech-
nology, etc. It refers to accessories that can be worn on the body and clothing incorporating electronic 
technologies and computer. The main idea behind wearables is the ability to connect to the Internet, thus 
enabling data exchange between the device and the network. Wearables can provide biofeedback and 
tracking of physiological function and transmit the information. Biosnesors are also used for wearables. 
Glasses, watches, headbands, bracelets, and others are some examples of wearable devices. Smart tattoos 
and implanted devices are a more invasive version of wearables.

ENDNOTES

1  In “Participating Countries” column, in bold is indicated the coordinator’s country.
2  Country codes have been retrieved from Eurostat web page http://ec.europa.eu/eurostat/statistics-

explained/index.php/Glossary:Country_codes.
3  ICT-2007.5.1 – Personal health systems for monitoring and point-of-care diagnostics.
4  HCP: Health Care Professionals.
5  COPD: Chronic Obstructive Pulmonary Disease.
6  CKD: Chronic Kidney Disease.
7  ICT-2009.5.1 – Personal Health Systems.
8  AI: Artificial Intelligence.
9  DSS: Decision Support System.
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10  CVD: Cardiovascular disease.
11  BAN: Body Area Network.
12  ICT-2011.5.1 – Personal Health Systems (PHS).
13  ICT-2011.5.3 – Patient Guidance Services (PGS), safety and healthcare record information reuse.
14  PCP: Pre-Commercial Procurement.
15  HEALTH.2012.2.3.2-4 – Low-cost interventions for disease control in resource poor settings.
16  ICT-2013.5.1 – Personalised health, active ageing, and independent living.
17  FP7-PEOPLE-2013-IEF – Marie-Curie Action: “Intra-European fellowships for career develop-

ment.”
18  PHC-12-2014-1 – Clinical research for the validation of biomarkers and/or diagnostic medical 

devices.
19  PHC-26-2014 – Self management of health and disease: citizen engagement and mHealth.
20  HIV: Human Immunodeficiency Virus.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



30

Copyright © 2019, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  2

DOI: 10.4018/978-1-5225-8021-8.ch002

ABSTRACT

In today’s world, health is one of the vital issues to solve through wireless communication technology. 
It should be efficient in terms of cost and reliable communication with suitable protocols. To monitor 
the health conditions of a patient, a mobile care system can be designed with the help of wireless sen-
sor network using IoT. This can be done by integrating different sensors to sense physiological data 
from a human body and then transmit the data to a remote healthcare cloud through a smartphone as 
an interface. All the vital signs monitored are portable and will have the ability of short-range wireless 
communication. Then the data can be uploaded to the central server to keep track of the patient’s health 
condition. In emergency, a notification will be sent to the nearest hospital by sending a warning message 
through mobile application.

INTRODUCTION

Internet Of Things (IoT) technology has attracted much attention in recent years for its potential to allevi-
ate the strain on healthcare systems caused by an aging population and a rise in chronic illness. Patient 
monitoring has advanced over the years, from bedside monitors in the hospital to wearable devices that 
can monitor patients and communicate their data remotely to medical servers over wireless networks. It 
is a process that involves monitoring major vital signs of a patient, to check if their health is normal or 
deteriorating within a period. In a remote situation, vital signs information can help health care provid-
ers to easily send help to patients when their health is at immediate risk. E-Health technology can bring 
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a variety of benefits to patients, caregivers, and health institutions, by facilitating improved healthcare 
services through the utilization of Information and Communication Technologies (ICTs). The forthcom-
ing generation of healthcare services will require advances in computing and Wireless Sensor Networks 
(WSNs) to leverage truly intelligent and adaptive features for smarter health services. This is possible 
through Internet Of Things where the values of the vital signs will be monitored continuously, and if any 
of the vital-signs values are less than the threshold value, then the notification will be sent to the doctor 
in the nearby hospital. If the vital signs values are critical i.,e far beyond threshold value then precau-
tions to be taken are sent to the patient’s mobile which is discussed below. You can see the process of 
how the data about the patient will be transferred to the hospital in the Block diagram of Figure 1. This 
chapter discusses every block in detail.

BACKGROUND

Stephanie Baker et al. have discussed many challenges, technologies and opportunities where they deal 
with types of vital signs and sensors and their principles required for vital signs monitoring and about 
cloud technology and its importance in Internet Of Things. The authors have discussed the need for 
security measures in the cloud, and the main focus was on wearable sensors for healthcare Michelle 
Omoogun et al. developed a prototype of wearable sensors where patient’s vital signs are monitored and 
if there is any deviation in the vital signs readings then message will be sent to the patient indication 
that there is a deviation in his vital signs readings. The patient can also view the location of the nearest 
hospital in case of an emergency.

PATIENT HEALTH MONITORING USING IoT

This chapter is mainly focused on designing a prototype for vital signs monitoring using IoT. This is used 
for patient’s health monitoring without the need for doctor and intimating the doctor if the vital signs 
cross their threshold value through the mobile application. Initially, we will be focusing on the type of 
microcontroller used for sensors to be controlled, and then we will go to the vital signs that are to be 
monitored and a sensor for each vital sign and their position to be kept to the body. Then, the next focus 
is the cloud platform where data of a patient’s vital signs are stored for future purposes. Finally, we end 

Figure 1. Block diagram of patient health monitoring using internet of things
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with the mobile application where the patient can keep track of his vital signs status, and this is used for 
intimating the doctor about his vital signs status if it goes beyond the threshold value and integrating all 
these as a prototype that can be developed for patient health monitoring using IoT.

Issues, Controversies, Problems

The problem with this kind of remote monitoring system is that most of the times the patients must be 
within a specified location to either monitor their health or receive emergency help. The drawbacks include 
the security risk that comes with having large amounts of sensitive data stored in a single database, the 
potential need to regularly have an individual’s sensors recalibrated to ensure that they are monitoring 
accurately, and possible disconnections from healthcare services if the patient was out of the cellular 
range or their devices ran out of battery.

Microcontroller

The microcontroller is a mini computer on an integrated circuit which is dedicated for performing a 
task and execution of a specific application. It contains memory, Processor as well as programmable 
peripherals. The sensors are attached to the human body for sensing vital-signs which are controlled by 
a microcontroller, and this transfers the sensed data to the cloud.

There are different types of microcontrollers; this chapter proposes an ESP8266 microcontroller with 
which NodeMCU is made of. To this board, sensors are integrated measuring the vital-signs, and this has 
inbuilt Wi-Fi module where the data can be sent to the cloud without any other communicating module 
like GSM (Global System for Mobile Communications). GSM is also a type of wireless communication 
module for exchanging data over a network. So, GSM is not necessary if we use NodeMCU.

NodeMCU platform is like the Arduino platform, but the reason why this is selected is if we use 
Arduino board then we must use another module to connect the sensors over the Internet whereas 
NodeMCU does not need any module as it has inbuilt Wi-Fi module which can be seen in Figure 2. The 
normal way of powering NodeMCU is through the USB cable.

Figure 2. NodeMCU
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Interest Towards NodeMCU

The parameters that are good in NodeMCU when compared to other Microcontrollers are size and cost. 
Table 1 and Table 2 show variations of cost and size between different microcontrollers.

Advantages of NodeMCU

• The cost of NodeMCU is less than other microcontrollers.
• The size is also smaller compared to other controllers.
• It requires 3.3v of energy where others need 5v of energy.
• Inbuilt Wi-Fi module.

Disadvantages of NodeMCU

Reduced Pinout

NodeMCU has only one analog pin which might be the important disadvantage of this selection, but 
this can be changed using multiplexing of sensors connected to the board. If two analog sensors are 
connected to the microcontroller then first the value of sensor A will be read and then the value of sen-
sor B alternatively by multiplexing. (Multiple analogue inputs on only one analogue pin, 2016). If vital 
signs that are to be monitored are more than two, then the Arduino microcontroller is best to choose.

Either you use Arduino or NodeMCU 9v battery is enough for power supply because Arduino needs 
5v input power and NodeMCU needs 3.5v power for activation.

Software Platform

The software platform used in nodemcu is Arduino IDE. This is used to program NodeMCU. The lan-
guage used in Arduino IDE is C language. More detailed information about Arduino IDE can be found 
at (Information about Arduino IDE, 2018).

Table 1. Cost

Microcontroller Cost (Rs)

AtMega 328 500

PIC 18F4550 499

NodeMCU 300

Table 2. Size

Microcontroller Size

NodeMCU 49 x 24.5 x 13mm

AtMega 328 68.6 mm × 53.3 mm
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Vital Signs

Vital signs are used for measuring critical health such as pulse rate, respiratory rate, body temperature 
and blood pressure. These vital signs are measured with sensors which are connected to the human body 
as shown in Figure 3. These sensors are controlled by a controller which is connected at one end (Figure 
1) and sends the data to the Cloud as shown in Figure 9.

Pulse Rate

This is also known as heart rate which is defined as the number of contractions of the heart per minute. 
It is denoted by BPM (Beats per minute). The ranges of pulse rate vary with different age groups in 
determining critical health. We are classifying age groups into two types: children and adults where 
children will have age less than 18 and adults with age 18 and above.

Table 3 and Table 4 listed below show the normal heart rate and threshold heart rate classification 
based on gender and age taken from (Heart rate statistics, 2015).

The maximum heart rate of a person can be calculated using this formula

220 - your age = predicted maximum heart rate 

Example: A 50-year-old is predicted maximum heart rate is 170 beats/minute.

Table 3. Normal heart rate

Gender Age Heart rate (BPM)

Male
Children (<18) 70-75

Adults (>18) 66-69

Female
Children (<18) 74-77

Adults (>18) 69-72

Table 4. Maximum heart rate

Gender Age Heart rate (BPM)

Male
Children (<18) 145-150

Adults (>18) 151-154

Female
Children (<18) 143-146

Adults (>18) 148-151

Figure 3. Photoplethysmographic pulse sensor
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Pulse Sensor: PPG (Photoplethysmographic Pulse Sensor)

Pulse can be used to detect a wide range of emergency conditions such as cardiac arrest, pulmonary 
embolisms and vasovagal syncope. It is also used for fitness tracking.

The heartbeat rate can be read from various places in our body like chest, wrist, earlobe, finger-tip 
as discussed by (Guru et al., 2017). The best place to place this sensor is near the wrist which can be 
placed in a watch so, that it is very convenient to use without any discomfort (Baker et al., 2017). The 
Sensor placed to the human body is shown in Figure 3.

This sensor placed under the hand will be measuring the heart rate continuously, and the data will be 
uploaded to the cloud which will be used for future analysis, and as mentioned in the above table if the 
value of heart rate crosses the threshold value then information of the patient along with the location is 
sent to the doctor in the nearest hospital through the designed mobile application. The designing of the 
PPG circuit is shown in Figure 4.

Precautions for Heart Rate Abnormality

• Breathe deeply it will keep you relaxed.
• Splash your face with cold water. It stimulates a nerve that controls your heart rate.
• Don’t panic, stress and anxiety will make your irregular heart rate worse.

If a patient with heart rate less or more than the values mentioned above message will be sent to the 
mobile of the patient with the above precautions to be taken before the doctor arrives at him from the 
nearest hospital. These precautions are recorded from (Heart rate precautions, 2018).

Design of PPG Conditioning Circuit

LED (Light Emitting Diode) of 575nm is used as source, and a light dependent resistor of 10kΩ is used 
as a detector. The output from the sensor is given to the high pass filter whose cut off frequency is set 
to 0.5Hz as the frequency of PPG signal is between 0.5Hz-35Hz. The output of the high pass filter is 
given to the instrumentation amplifier AD-620 for further amplification. The gain of AD-620 is given 
by (Laulkar et al., 2012).

Figure 4. PPG Signal conditioning circuit
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RG is the external resistor. In this circuit, the external resistor used is 1.5kΩ, so the gain of AD-620 
becomes 34. After the amplification, the output is given to the notch filter. The notch filter is a combi-
nation of inverting adder and multiple feedback (MFB) bandpass filter. The gain of the bandpass filter 
is set by (2)
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which comes out to be 5. FreqThe frequency bandpass filter is given as (3) -
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which comes out to be 1124.85Hz. The notch filter is used to filter 50Hz frequency. The output of the 
notch filter is given to a low pass filter whose cut-off frequency is set to 35Hz. The total gain of the 
circuit is 1000 (Omoogun et al., 2017).

Respiratory Rate

A person’s respiratory rate is determined by the number of breaths he takes per minute. It is measured by 
breath per minute. The ranges of respiratory rate vary with different age groups in determining critical 
health. We are classifying age groups into five types like an infant, toddler, pre-schooler, school age, 
adolescent. The statistics shown in Table 5 are recorded from (Respiratory rates statistics, 2018). These 
values are the threshold values for sending the notification to the doctor in the nearby hospital.

Table 5. Normal respiratory rate

Type Age range Respiratory rate (BPM)

Infant 1-12 months 30-60

Toddler 1-3 years 24-40

Pre-schooler 4-5 years 22-34

School-age 6-12 years 18-30

Adolescent 13-18 years 12-16

Adult >18 years 12-18
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Stretch Sensor

This sensor is used to measure the respiratory rate of a person. This sensor is attached to the jacket of 
the patient which is placed at the chest. The central part of the sensor is comprised of a piezoelectric 
transducer realized using polyvinylidene-fluoride (PVDF). The design of the Piezoelectric transducer 
is shown in Figure 5

This PVDF (Polyvinylidene Difluoride) as a respiratory sensor yields various advantages like the 
smaller size, quicker reaction time, higher precision, simpler integration capacity and lower power dis-
sipation compared to other sensors. As a tensile force is applied to a PVDF transducer, the charge Q 
created due to the application of pressure can be represented as

Q d A= σ  

where ‘d’ is the piezoelectric strain coefficient and is applied in tensile stress, and ‘A’ is an area of the 
electrode. This sensor produces charge in response to the applied pressure caused by respiration. This 
is the common method as done in (Mahbub et al., 2017) and (Atalay et al., 2015).

This sensor placed in the jacket will keep on monitoring the respiratory rate of the patient and upload 
the data to the cloud and as mentioned in the above table if the value increases or decreases then infor-
mation is sent to the mobile of the patient and the doctor in the nearest hospital with patient information 
and location of the patient through mobile application.

Figure 5. An equivalent model of the piezoelectric transducer

Figure 6. Placement of stretch sensor for a patient
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Precautions for Respiratory Rate Abnormality

• Loosen if any tight clothing.
• If there are any open wounds in the neck or chest, they must be closed immediately, Bandage the 

wounds at once.
• Do not take any food or drink.
• Try to avoid crowded places or closed places; ventilated places are ideal.

If the respiratory rate of the patient falls than the value in the table mentioned above, it would be treated 
as abnormality condition, and the precautions will be sent to the patient’s mobile which are to be fol-
lowed by the patient before he is taken to the doctor.

Body Temperature

The body temperature is used to detect hypothermia, heat stroke, fever and many more. The range of 
body temperature varies with different age groups. We are classifying the age group into three types as 
children, adults, older as shown in Table 6. The sensor to make it wearable is made with a polymer as 
shown in (Nakamura et al., 2016).

Thermistor Sensor

Human body temperature can be measured using a thermistor sensor. The sensor is attached to the hu-
man skin, and the measurement is performed with the assumptions that the temperature of the thermistor 
and skin are same. This sensor works on the principle of the negative temperature coefficient(NTC) as 
discussed by (Narczyk et al., 2016).

Measuring human body temperature in the range between 25 °C and 45 °C means that resistance 
of the thermistor changes from about 980 Ω to about 2250 Ω. This sensor can be effectively used for 
measuring when embedded in textiles.

This sensor continuously monitors the body temperature and will upload the data to the cloud, and if 
the value is less or more than the threshold value as indicated in the above table, then the indication is 
sent to the mobile phone of the patient and the doctor in the nearest hospital along with the location of 
the patient. This sensor can be placed on the body as discussed by (Aqueveque et al., 2017).

Table 6. Normal body temperature

Type Age group Temperature (oF)

Children 1-17years 97.9-99

Adults 18-65years 97-99

Older >65years <98.6

Temperature in oF = Temperature in oC * (9/5) + 32
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Precautions for Body Temperature Abnormality

• Drink plenty of fluids such as soup and water but avoid fruit juices or sports drinks.
• Apply a cloth soaked in lukewarm water and salt on the forehead to lower your body temperature.
• Do not do forceful eating and avoid consuming spicy and oily food for a few days.
• It is better to bath with lukewarm water and stay away from cold baths or ice rubs.

If the body temperature of the patient increases, then the above precautions will be sent to the patient’s 
mobile that before the doctor’s arrival to the patient in case of an emergency.

Blood Pressure

It is the pressure of circulating blood on the walls of blood vessels. It can come in three forms low, normal 
and high. BP is certainly a valuable parameter in health care, and the ability to monitor it continuously 
would improve the quality of the health care system. The range of BP varies with different age groups 
and by gender. Table 7 is recorded from (Blood pressure statistics, 2018).

PPG Sensor (Photoelectric Plethysmograph Sensor)

The amount of blood pressure can be calculated using PAT (Pulse arrival time) i.,e two PPG sensors, 
one at the earlobe and one on the wrist is used to estimate pulse arrival time between these locations 
and thus estimates the blood pressures.

This sensor monitors the blood pressure and sends the readings to the cloud and if the value increases 
or decreases than the threshold value as mentioned above a notification will be sent through a mobile 
application to the doctor in the nearby hospital about the patient’s health condition along with the loca-
tion of the patient.

Figure 7. Thermistor curve
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Precautions for Blood Pressure Abnormality

• Let them take the breath in from nose and out through nose at even slower pace.
• The patient can be given fruit juice because high potassium levels in the juice will reduce the 

blood pressure.
• If there is a nose bleeding, then do proper first aid.

The above precautions for high blood pressure will be sent to the patient’s mobile if the BP content of the 
patient deviates from the values as mentioned above. So, the patient can take preventive measures before 
the doctor arrives at his location. These precautions are sent to the mobile as discussed by (Omoogun 
et al., 2017).

Table 7. Normal blood pressure

Age Female (mmHg) Male (mmHg)

6-9 98-114 97-115

10-11 100-118 102-120

12-18 117/77 120/85

19-24 120/79 120/79

25-29 120/80 121/80

30-35 122/81 123/82

36-39 123/82 124/83

40-45 124/83 125/83

46-49 126/84 127/84

50-55 129/85 128/85

56-59 130/86 131/87

>60 134/84 135/88

Figure 8. PPG sensor for BP monitoring
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CLOUD PLATFORM: THINGSPEAK

The data collected from different sensors like Pulse sensor, Respiratory sensor, Thermistor sensor, PPG 
sensor which is used to measure the heart rate, respiratory rate, body temperature, and blood pressure 
respectively is stored in the cloud in the form of a graph showing daily analysis and can be retrieved for 
future analysis. This is similar as discussed by (Raskovic et al., 2017). However, this chapter’s proposal 
is more effective than that method. Thingspeak is an open source platform which can be understood very 
easily (Thingspeak, 2018). Vital signs readings that are taken from a patient’s body are the inputs to the 
Thingspeak which are stored in a graph manner, and these values are stored in Thingspeak through the 
write API key provided by the Thingspeak. In the mobile application, the read API key is accessed to 
know the deviation in the vital sign values of the patient. Then the notification will be sent to the doctor 
about the patient health status along with the patient location and to the patient about his status and the 
doctor’s information.

In this way, the data is stored in thingsspeak each vital sign reading is taken individually as shown 
in Figure 9.

Mobile Application: MIT

Any intimation in deviation of any parameter or alert to the doctor in the nearest hospital is sent from 
a mobile application designed in MIT. This is very effective in sending accurate information without 
making any delay and with correct information to the doctor. The monitoring through a mobile applica-
tion is also discussed by (Daou et al., 2015). Figure 10 shows the home screen interface of the smart 
health application.

In case of any abnormal issue, the information of the patient along with his location is sent to the 
doctor in the nearest hospital from the patient’s location. As shown in Figure 11 patients are allotted 
with nearest hospitals.

Figure 9. Data stored in thingspeak

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



42

Patient Health Monitoring Using IoT
 

Pseudo Code for Patient Assigning to the Hospital

Step 1: Monitoring of sensors’ reading on vital signs.
Step 2: Checking of any deviation in the values of vital signs.
Step 3: If there is a deviation then check for hospitals nearby.
Step 4: Find the doctor on duty in the nearby hospital and send the patients’ health condition along with 

his location.
Step 5: If there are two patients with health abnormality then check for higher priority based on the 

condition and assign them to the nearby hospital.
Step 6: Doctor discharges the patient after the recording of normal parameters.

DISCUSSION

The assigning of a doctor to a patient is shown clearly in Figure 11. If a patient has got some health 
problem, i.e. any deviation in the threshold value of the vital signs, then based on the patient’s location. 
The doctor who is having no appointments in the nearest hospital is assigned to the patient. Based on 
the critical level of his health, a notification will be sent to the doctor to take the necessary steps before 
he arrives at the hospital and precautions are also sent to the patient to look after. Until the patient is 
cured, he will be under that doctor’s surveillance. Once a patient’s vital signs are normal then a doctor’s 
appointment will get open, and another patient if available will be assigned to him.

Figure 10. MIT application
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CONCLUSION

The proposed model is a novel design methodology for health monitoring using remote sensing by 
Internet Of Things. These vital signs have proven to be important in finding health abnormalities of a 
person. The placement of sensors to the body which is proposed above is a comfortable way of wearable 
sensors without any discomfort for the patient during his daily activities. Finally, this method produces 
accurate results which are less cost-effective.
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Patient Health Monitoring Using IoT
 

KEY TERMS AND DEFINITIONS

Cloud: Accessing computer and software applications through a network connection.
E-Health: Usage of information and communications technologies in healthcare.
Mobile Application: Type of application software to run on a mobile device, such as a smartphone 

or tablet.
Sensors: A device which detects physical property and responds to it.
Vital Signs: Important measurements that indicate the state of a patient’s essential body functions.
WSN: Group of spatially dispersed and dedicated sensors for monitoring and recording the physical 

conditions of environment or humans and organizing the collected data at a central location.
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ABSTRACT

The ever-growing demand for acquiring, managing, and exploiting patient health-related information 
has led to the development of several mobile health apps to support cancer patients. This chapter ana-
lyzes the clinical and technological characteristics of mobile apps enabling cancer patients to securely 
record, manage, and share their information online. It discusses issues relevant to increasing patient 
experience and acceptance, improving adherence to treatment, and effective support of coordinated care. 
Outcomes of recent research projects relevant to end user digital engagement, trust, interoperability, 
and usability/adaptability lead to an integrated approach towards developing quality mobile health 
apps. Improving quality of life and wellbeing in a secure and safe manner that respects the patients’ 
privacy seems to be the key challenge. Regulation, standardization, and interoperability together with 
the existence of useful, accurate, and reliable tools for active patient engagement are imperative for 
efficient cancer disease management.
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INTRODUCTION

Cancer is a generic term used to describe a large group of diseases that can affect any part of the body 
and is a leading cause of death worldwide (World Health Organization, 2018a). Cancer incidents have 
increased from 12.7 million in 2008 to 14.1 million in 2012, and this trend is projected to continue, 
with the number of new cases expected to rise a further 75%. This will bring the number of cancer cases 
close to 25 million over the next two decades (International Agency for Research on Cancer, 2015). 
The different phases in the cancer care continuum are prevention, early detection, diagnosis, treatment, 
survivorship, and end-of-life care. Many cancers can be prevented by not smoking, maintaining a healthy 
weight, not drinking too much alcohol, eating plenty of vegetables, fruits and whole grains, vaccination 
against certain infectious diseases, not eating too much processed and red meat and avoiding too much 
sunlight exposure (Kushi et al, 2012; Parkin et al., 2011). However despite prevention measures, some 
cancers do occur, while advances in medicine are helping patients increase their survival rate when cancer 
occurs. Cancer survivors live longer, following improved access to effective screening, diagnosis, and 
treatments. Individuals with cancer as a chronic condition need more complex, patient-centered qual-
ity of care across the entire cancer trajectory (Hewitt et al., 2005). As cancer is perceived as a chronic, 
rather than an acute, disease, concepts of patient empowerment and self-management become relevant 
also in the oncologic field (Kushi et al., 2012).

Cancer patients have supportive care needs during and after treatment. These relate to physical, 
emotional, and social needs that vary over time and between treatments. Cancer patients experience 
symptoms related to both the disease and the treatment, such as pain and fatigue. Care and support for 
patients with cancer should include early recognition of signs and symptoms, support for self-care, per-
sonalized care planning, and routine use of patient-reported outcome measures (Maher, 2013). Routine 
reporting of patient outcomes greatly facilitates the identification of present problems and impact of 
treatment. Patient reported outcomes also enhance patient-clinician communication that promote shared 
decision-making (Kotronoulas et al., 2014; Valderas et al., 2008). Reporting of outcomes and interacting 
with physicians over a digital application or app has been shown to lower overall symptoms of distress, 
improve quality of life (QoL), and result in fewer emergency visits and improved overall survival (Basch 
et al., 2016; Denis et al., 2017; Ruland et al., 2013).

Mobile devices are becoming an integral part of the healthcare industry, changing how care is de-
livered and received. Mobile health (mHealth) is a broad concept, used to describe a range of mobile 
technologies, most often consumer health care technologies, such as web-based information resources, 
remote monitoring, and telehealth. The World Health Organization describes mHealth as technologies 
like mobile phones, personal digital assistances, smartphones, patient monitoring devices, mp3 players 
for mobile learning and mobile computing (World Health Organization, 2011).

In recent years, Internet of Things (IoT) has emerged as a new computing paradigm, in which a 
continuum of devices and objects are interconnected with a variety of communication solutions (e.g. 
Bluetooth, WiFi, ZigBee, and GSM), enabling connectivity among heterogeneous IoT devices that can 
help improve the living standard of citizens. It is anticipated that more than 50 billion devices, ranging 
from smartphones, laptops, sensors, and game consoles, will be connected to the Internet through several 
heterogeneous access network technologies such as radio-frequency identification (RFID) and wireless 
sensor networks (Yaqoob et al., 2017). Future wireless systems will include myriad smart features and 
applications to make 5G the most intelligent and dominant wireless technology thus far (Al-Falahy & 
Alani, 2017).

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



48

An Integrated Approach Towards Developing Quality Mobile Health Apps for Cancer
 

Healthcare systems around the world are becoming increasingly interested in strengthening the role of 
patients in their own care. Empowerment occurs when patients increase their capacity to think critically 
and make autonomous, informed decisions. In that process, the role of healthcare providers, technology 
providers, citizens, and policy makers is of paramount importance. An increasing trend shows a shift 
of healthcare models towards early detection and home care monitoring. However, despite the fact that 
mHealth and IoT have the potential to improve the quality of care of patients, there are certain concerns 
about the accuracy and unregulated status of health apps.

This chapter aims to (i) analyze the clinical and technological characteristics of cancer mobile apps 
that enable patients to securely record, manage and share their information, (ii) propose an integrated 
approach towards developing quality mobile health apps for cancer, and (iii) discuss issues relevant 
to the increase of patient experience and acceptance, adherence to treatment, and effective support of 
coordinated care.

BACKGROUND

The field of mHealth has a central role to play in redefining existing healthcare models (Cucciniello 
et al., 2015). MHealth has been shown to improve communication and enhance the integration of care 
processes (Fife & Pereira, 2011). As a technology that goes beyond the boundaries of healthcare orga-
nizations, it can enhance transparency and increase the productivity and accountability of healthcare 
providers and systems (Cucciniello & Nasi, 2014), hence contributing to the quality of care. Within the 
care process, mHealth systems can empower patients, enhance quality of life and improve the appropri-
ateness of care (Heinrich & Kuiper, 2012). During the last decade, mHealth has shifted its focus, from 
the technical development to how the use of apps can influence people and their health (Fiordelli et al., 
2013). MHealth has been used in different phases of cancer treatment. It can play a significant role in 
empowering patients through self-management tools that help them with their condition and associated 
side effects in their own privacy (Heinrich & Kuiper, 2012).

Personal Health Management

MHealth has revolutionized the ability of citizens to manage their own health and personal health data. 
Personal health record (PHR) systems facilitate the collection of information about an individual’s health 
and health care, stored in electronic format intended for use by consumers, patients or their informal 
caregivers. The electronic health record (EHR) is a more generic term and encompasses the PHR and the 
electronic medical record (EMR) concepts. Essentially, the term EHR describes the systematic collec-
tion of health information about an individual patient, that is provided by healthcare professionals or the 
patient himself and can be shared across multiple healthcare environments when it is required, through 
various network technologies (Katehakis & Tsiknakis, 2006). The aim of PHR systems is to address 
patients’ evolving needs using specific methods to improve their care and foresee health issues. PHR 
systems that follow a modular architecture can be enhanced with additional disease specific modules that 
will assist patients based on their particular condition. The potential of personal health records (PHRs) 
to improve healthcare delivery and reduce costs has been recognized in many countries worldwide. In 
recent years, many regional and national healthcare networks based on PHRs have been established in 
Europe (Dogac, 2012), Australia, and America.
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A PHR with cancer modules has been seen as a potentially useful tool for patients in cross-sectoral 
cancer care (Kondylakis et al., 2017a). It has the potential to support patients in managing their chronic 
illness and is conceptualized to facilitate information exchange between patients and their healthcare 
professionals as well as among healthcare professionals or institutions across health care sectors. The 
phases of the course of illness create a challenge for implementation (Baudendistel et al., 2015) and 
specific modules need to be oriented towards the long-term and episodic character of cancer as a chronic 
disease. PHR adoption and use in the context of cancer is not yet widespread (Wiljer et al., 2010), how-
ever, when it is implemented, PHR use is frequent and increasing (Gerber et al., 2014).

An EHR encompassing information from a PHR that is interoperable with an EMR reflects a holistic 
view of health care as it includes both health providers as well as patients. The EHR is transforming the 
health care field worldwide (Sheikh et al., 2017). Patients have the ability to control and interact with 
their data in addition to having access to information provided by their healthcare team. EMR data is 
combined with data gathered from sensors or other wearable computing devices. In addition, personal 
data entries such as self-reported outcomes add to an integrated overview of patient data that can be 
shared with providers. The possibility of patients interacting with their own health data gives them 
autonomy over decision-making processes that may positively affect their health (Roehrs et al., 2017).

MHealth for Cancer

Research has shown that cancer patients value the use of apps for health care management and feel com-
fortable using them (Girault et al., 2015). A recent survey of 375 cancer patients reported that about half 
of the patients (48.5%) were willing to send data via an app supporting their oncological treatment and 
follow-up, while two-thirds (68.7%) agreed to use these regularly sent data as an ideal complement to 
the standard follow-up. The most mentioned characteristics that should be included in a cancer-focused 
app were pseudonymizing, data protection, and feedback from a physician based on the patients’ input 
(Kessel et al., 2017). A review by Nasi et al. has shown that most applications focus on supporting medi-
cal decision-making and much less on supporting patients during the entire care process of cancer care 
(Nasi et al., 2015). More studies concerning the use of apps are warranted as they are still in an initial 
phase of development (Wang et al., 2014) and their full potential is not used regarding evidence-based 
content, usability, security, and interactivity (Boulos et al., 2014; Wang et al., 2014).

Designing a user-centered, patient focused application or tool, tailored to the individual user needs, 
requires the early involvement of both patients and healthcare professionals in the development, imple-
mentation, and evaluation processes. User preferences and daily routines need to be taken into consider-
ation in chronic illness management. In addition, adequate patient support and technical advice for users 
have to be provided. Health data needs to be collected, viewed and utilized in a patient accessible way. 
Customizable functionalities in apps that can be easily modified based on user needs are very important 
in order to manage care-related information (Klasnja et al., 2010). Apps should also be easy to use, 
tailored to the individual, and include social support. Different partnerships and an innovative approach 
to developing, reviewing and testing mobile apps for cancer survivors are needed. User involvement is 
very important and needs to be established from the application conception. An application with clear 
involvement of cancer survivors in its development and evaluation is more likely to address actual rather 
than hypothetical patient needs. User feedback from doctors and cancer patients will help determine 
which apps or types of apps are most effective, and among which groups of survivors.
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Cancer applications may include features for the assessment of the occurrence, frequency and dis-
tress of symptoms, together with a connection to a monitoring web interface. They may also include 
a risk assessment model that sends alerts via text message to health care providers, continuous access 
to evidence-based, self-care advice, links to relevant websites for more information, and graphs for the 
patients and health care providers to view the history of symptom reporting. A good app should empower 
patients by providing useful information that enables them to manage the challenges of cancer treatment. 
Self-management apps play a crucial role in helping patients to both cope with illness and communicate 
with their healthcare professionals. In addition, cancer apps play an important role in raising aware-
ness and providing information about disease. Other features need to include, the possibility to record 
questions addressed to healthcare providers, medications, symptom tracking, reminders and schedules 
as a calendar to keep track of appointments, contacts and an easy-to-use journal. Glossary of medical 
terms will facilitate understanding information often conveyed in medical terms. Cancer patients face 
particularly difficult situations during their treatment including brain fog and temporary memory issues. 
Some application features that can support patients with these symptoms include, (i) recording answers 
from doctors and nurses, (ii) dictating or writing notes regarding side effects, concerns, and issues to use 
them for follow-ups, (iii) recording conversations with doctors, and (iv) possibilities to email recorded 
messages to friends and family. Important features need also to focus on stress relief complimentary to 
standard care. Online health journals are also important because they can be shared with friends and 
family and inspire other patients around the globe.

Cancer Apps and Quality

The complexity of illness and the need for cross-sectoral health care require the shift towards a patient-
centered care paradigm where patients have the opportunity to play an active role in their own healthcare. 
User adoption is crucial in order to achieve the potential benefits of health apps and PHR systems. User 
needs and requirements from both the patient and healthcare provider perspectives need to be addressed 
(Baudendistel et al., 2015).

Despite the existence of hundreds of studies involving cancer-focused mobile phone apps, there is a 
lack of collective efforts to determine cancer-focused apps that effectively represent useful, accurate, and 
reliable tools for cancer disease management (Rincon et al., 2017). Reporting of health apps evaluation 
is rare or non-existent (Bender et al., 2013). There is a lack of evidence base and medical professional 
involvement in the development of the majority of cancer apps (Collado-Borrell et al., 2016). Safety con-
cerns highlight the need for regulation, full authorship disclosure and clinical trials. A robust framework 
for identifying high quality applications is necessary. This will address the current barrier pertaining to 
a lack of consumer confidence in their use and further aid to promote their widespread implementation 
within healthcare (Mobasheri et al., 2014). Applications should also undergo a thorough evaluation and 
quality labeling procedure to ensure quality and effective functionalities. Categories of criteria for apps 
evaluation include engagement, functionality, aesthetics, information quality, and subjective quality scale. 
Quality assessment scales of mobile health apps can also be used to provide a checklist for the design 
and development of new high quality health apps (Stoyanov et al., 2015).

Privacy, security and confidentiality of health data managed in mHealth apps are of pivotal impor-
tance. Users should be able to control access to their information at any moment. The app should present 
a privacy policy informing the patients who will use their data, how it will be used, the privacy methods 
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implemented and their rights and contact information for support. Users need to explicitly accept the 
proposed policy and give their consent to data collection. Designers need to be able to certify that their 
policies satisfy the legal requisites in privacy and security (Martínez-Pérez, B. et al., 2015).

IMPLEMENTING MOBILE APPS FOR CANCER PATIENTS

Advances in early detection, diagnosis, and treatment of cancer has resulted in patients being cured of 
their cancer or managing it as a chronic illness. The shift from cancer as a terminal illness to cancer as 
a chronic illness requires that patients and their families assume a more central role in the management 
of the oncologic disease, healthcare professionals take a partnership with patients accepting to share 
responsibilities, and policymakers provide adequate support to the healthcare systems in implementing 
new models (McGuire, 2016). Therefore, new models and approaches arise in cancer care, increasing 
the need for a general paradigm shift that encompasses concepts of patient empowerment and self-
management in cancer as a chronic condition (Hewitt et al., 2005).

Patient empowerment as a concept emerges from social sciences generally described as a “social 
process of recognizing, promoting, and enhancing peoples’ abilities to meet their own needs, solve their 
own problems, and mobilize necessary resources to take control of their own lives” (Jones & Melei, 
1993). The nature of malignant disease requires patients to learn about and comprehend the illness, make 
difficult decisions regarding ensuing treatment, and cope with the consequences of the illness. It has been 
found that having relevant information not only helps cancer patients to understand the disease, but also 
facilitates their decision-making and coping with the disease (Iconomou et al., 2002; Friis et al., 2003). 
Patients should be actively involved and participate in decision making on treatment, in order to promote 
decisions that are consistent with their values, preferences and daily life management possibilities. This 
shared decision making process empowers patients and helps them make treatment choices based on 
well-discussed and well-informed options (Elwyn et al., 2015).

In a patient empowerment framework, importance should be given to mutual participation between 
patient and caregiver, and in improving how well the caregiver and patient can communicate with each 
other. Barnato et al. noted that, “In an ideal world [...] patients would come to a cancer consultation 
armed with sufficient knowledge, clarity about their personal value, and the ability to engage in a 
thoughtful discussion about the pros and cons of treatment options. Providers, in turn, would be pre-
pared to support their patients, armed with an understanding of the patient’s knowledge gaps, personal 
values about possible outcomes and treatment preferences” (Barnato et al., 2007). Therefore, it appears 
critical to develop tools, which can increase the quality of communication, eliciting the emergence of 
the patient perspective as an individual, while being also time efficient and thus more easily integrated 
with the current clinical routine.

However, one should keep in mind that focusing on the patient’s perspective and beliefs can also 
reveal patients who, depending on their condition and situation, cannot or do not desire to play an active 
role in decisions regarding their healthcare. Indeed, some patients do not even prefer a patient-centered 
or a patient empowerment approach (DeHaes & Koedoot, 2003; Aujoulat et al., 2007). For instance, 
many patients in palliative cancer treatment have no wish to take part in decision making when their 
health conditions worsen (DeHaes & Koedoot, 2003). Therefore patient empowerment should not come 
at the cost of a patient centered approach (Kvåle & Bondevik, 2008), respectful of the extent to which 
individuals want to participate in decisions on their own health, but rather offer individuals with op-
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portunities, skills and tools to become “empowered”. Hospitals often provide patients and families with 
standard leaflets, which are useful in gaining more knowledge about the disease, available treatment 
option or side effects of treatments but this is not always enough (Holmstrom & Roing, 2010). Health-
care professionals can teach self-management and increase patient’s problem solving skills, in order to 
develop patients’ understanding of their situations, and consequently, eliciting actual change and leading 
to self-management of their disease (Bodenheimer et al., 2002; McCorkle et al., 2011).

Self-management support has been defined by the Institute of Medicine as “the systematic provision 
of education and supportive interventions by health care staff to increase patients’ skills and confidence 
in managing their health problems, including regular assessment of progress and problems, goal setting 
and problem-solving support” (Adams & Corrigan, 2003). The prioritization of self-management sup-
port for cancer survivors not only builds on the evidence that patients want to be involved in healthcare 
decisions, but it is also grounded on a shift towards a more personalized and tailored approach to care, 
following cancer treatment. Therefore, there is a greater need for planned supported self-management, 
so that patients are confident and informed in terms of self-management and the support available to 
them (Hibbard & Cunningham, 2008). This holds in particular for those forms of cancer, which can be 
considered more as “chronic”. Self-management support should include systematic information and 
education provision, regular assessment of progress and problem, progressive goal setting as well as 
problem-solving support and training. Attitudes toward self-management, from the perspective of both 
the patient and the family, shall be taken into account. Eliciting preferences regarding involvement in 
healthcare from patients and their families is therefore a pre-requisite to implement self-management 
interventions, which should be followed by actions that take into account their preferences and their 
abilities (McCorkle et al., 2011).

Integrating technological self-management support into standard follow-up is fundamental in provid-
ing cancer survivors with the knowledge, skills, and confidence to manage the long-term implications 
of cancer treatment and initiate their own aftercare, when necessary. MHealth technologies provide the 
opportunity to customize communication, rapidly extract relevant information, and deliver different 
tools, integrated in a single platform.

Relevant European Union Projects

Several European Union (EU) projects have been implemented for the design and development of 
personalized health applications for the management of chronic diseases for patient empowerment and 
self-management. These projects offer the background of implementing health apps for cancer patients. 
Some of them are briefly presented below:

• MyHealthAvatar: “A Demonstration of 4D Digital Avatar Infrastructure for Access of Complete 
Patient Information” (http://www.myhealthavatar.eu/, 2013-2016) created a graphical representa-
tion of the user, acting as a mediator between the end-users and health related data collections, 
focusing on the interoperability and the data integration aspects. MyHealthAvatar was designed as 
a lifetime companion for individual citizens to facilitate the collection, the access and the sustain-
ability of health information.

• ESMART: The “Electronic Symptom Management System Remote Technology” (https://www.
strath.ac.uk/science/computerinformationsciences/esmart/, 2014-2019) demonstrates the effects 
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of a real-time, mobile phone based, remote patient monitoring intervention on key patient out-
comes, and delivery of care provided to people with cancer during and after chemotherapy.

• DESIREE: The “Decision Support and Information Management System for Breast Cancer” 
(http://desiree-project.eu/, 2015-2018) provides a web-based software ecosystem for the person-
alized, collaborative and multidisciplinary management of primary breast cancer by specialized 
breast units, from diagnosis to therapy and follow-up.

• iManageCancer: “Empowering patients and strengthening self-management in cancer diseases” 
(http://imanagecancer.eu/, 2015-2018) provided a cancer specific self-management platform de-
signed according to the needs of patient groups. It focused on the wellbeing of cancer patient with 
special emphasis on avoiding, early detecting and managing adverse events of cancer therapy, and, 
on the psycho-emotional evaluation and self-motivation goals. In this context, developed cancer 
specific apps allowed patients, through an easy-to-use interface for mobile devices, to keep track 
of their health and disease status and to keep a health diary on personal clinical observations such 
as side effects of therapies, which the patient can share with his healthcare providers. Health and 
disease status included therapies and results of clinical interventions or tests.

• CATCH: “Cancer: Activating Technology for Connected Health” (https://www.catchitn.eu/, 
2016-2020) is a Marie Curie action that offers PhD positions in different institutions to research 
on connected health for patients with cancer. Considering some cancers as chronic disease rather 
than fatal illness moves the point of focus in the fight against cancer from sustaining life towards 
maximizing functional capacity and QoL.

• BOUNCE: “Predicting Effective Adaptation to Breast Cancer to Help Women to BOUNCE Back” 
(https://www.bounce-project.eu/, 2017-2021) delivers a unified clinical model of modifiable fac-
tors, associated with optimal disease outcomes and advanced computational tools, to be deployed 
for a prospective multi-centre clinical pilot at four major oncology centers. The overreaching 
goal of the project is to incorporate elements of a dynamic, predictive model of patient outcomes 
in building a decision-support system used in routine clinical practice to provide physicians and 
other health professionals with concrete, personalized recommendations regarding optimal psy-
chosocial support strategies.

Integrated Architecture

In order to implement a mobile app focusing on empowering cancer patients, an integrated, modular and 
extensible architecture is required. A high-level, two-layer architecture facilitates the development of a 
multitude of interrelated apps, based on common modules that should be available. A data management 
layer is collecting and integrating all available data. The graphical user interface layer includes many 
individual apps offering three kinds of services, administration apps, core patient apps and cancer-spe-
cific apps. Generic services (admin and core patient apps), as well as cancer management services, are 
described first, followed by the description of the data layer that underlines them. The list of presented 
services is by no means complete. It can be extended with the addition of any relevant modules to support 
clinical and administrative needs (e.g. for insurance eligibility notification, etc.) not included here. The 
suggested modular architecture of a cancer mobile app is presented in Figure 1. The apps facilitate the 
communication and use of data among different supporters including patients, health providers, family, 
friends and social networks, researchers and policymakers.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use

http://desiree-project.eu/
http://imanagecancer.eu/
https://www.catchitn.eu/
https://www.bounce-project.eu/


54

An Integrated Approach Towards Developing Quality Mobile Health Apps for Cancer
 

Generic Services

Generic services consist of basic health monitoring modules that should be available to support both 
admin and core patient services.

Admin services consist of apps enabling user management (registration, complete delete data, remind 
password etc.), auditing, platform announcements and alerts, and apps for analyzing the available data 
through data mining algorithms. Only doctors can analyze data that has been shared with them, whereas 
the administrators can see statistic information about the number of user accounts available, the usage 
of the platform etc. Individuals should be able to share securely and in compliance with all legal/ ethical 
national and international requirements their data with other persons and health care services provid-
ers. On the other hand, health care service providers should have the necessary modules for visualizing, 
analyzing and reporting on these data, being able to compare patient status and to communicate offline 
with patients.

Core patient services consist of apps for mostly capturing medical history such as allergies, prob-
lems, procedures, laboratory results, measurements and demographics. All medical documents such as 
discharge letters, laboratory results, imaging data and others should be able to be stored in one place 
that the individuals will be able to navigate, search and visualize. Clinical documents such as discharge 
letters, images and the results from clinical examinations/ admissions can be stored using the documents 
app. In addition, an app should allow users to share selected data with other users or doctors. A forum 
and connections to social media in a regulated manner are important for patients as they can discuss 
health topics of interest and receive a sense of uplifting enhancing the communication aspect of such a 
platform. An e-diary offers a graphical overview of all available information, based on the appropriate 
profile settings, enabling also the users to make and view appointments with their doctors. An intelligent 
personal health recommendation app enables patients to search for health information in a high qual-
ity document corpus selected by health experts. Intelligent alerts in case of drug interactions and other 
serious events detected are also part of such a module.

Figure 1. Multiple modules required for cancer patient empowerment
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Cancer Specific Services

Besides generic modules, to support apps for admin and core patient services, there are available cancer 
specific apps. They provide for questionnaires recording the psycho-emotional status of cancer patients, 
tools measuring the resilience of the patient’s family, and parental distress in case of children. A decision 
aid app assists patients in making informed decisions about their treatment options based on the individual 
patient’s priorities. All collected information feeds a profiler app enabling the graphical representation 
of patient profile. These services are further described below:

• Psycho-Emotional Monitoring: As cancer highly affects the psycho-emotional status of the in-
dividuals, standardized, validated, psycho-behavioral questionnaires should be used in order to 
monitor psycho-emotional status of cancer patients and their individual resources in coping with 
cancer. This could feed interventions not only targeting at improving the health status of the pa-
tient but also her/ his ability to cope with this disease.

• Family Resilience: When a family member faces a potentially terminal illness, the prospect of 
death presents a crisis and a challenge to the entire family as a system. According to the family 
systems theory (Bateson, 1970), individuals cannot be understood in isolation from one another, 
but rather as a part of their family, as the family is an emotional unit (Kerr, 1988). Families are 
systems of interconnected and interdependent individuals: what happens to one family member 
affects the other members. To support a holistic management of cancer, tools to measure effec-
tively the family resilience are very relevant. Such tools individuate critical areas that can deplete 
the patient’s resources and help foster interventions that empower the entire family system as 
required. Those tools shall investigate areas concerning crucial psychological factors within a 
family such as low esteem/ self-efficacy, negative thinking, emotional reactions, personal sense of 
competence, self-reliance, health beliefs and other factors. These factors are directly related to in-
terpersonal relationships such as communication and problem solving skills, family disharmony, 
instability or breakout and family attitudes and values.

• Parental Distress: Childhood cancer is one of most stressful situations parents can face (Schepers 
et al., 2018). Parents experience significant distress at diagnosis and during treatment. A consid-
erable percentage of families develop psychosocial problems and are at risk of ongoing distress 
(Jantien Vrijmoet-Wiersma et al., 2008). In the same idea of holistic management as the family 
resilience tool, developing solutions to monitor parental distress is paramount in addressing it ef-
fectively. An example of such a tool is the Psychosocial Assessment Tool (PAT) (Pai et al., 2007) 
designed for families of children with cancer and distinguishes among families that are at uni-
versal, targeted or clinical risk for psychosocial problems. However, although such tools already 
exist, they are used in isolation, and are not combined with other information available for patients 
and their families.

• Decision Aid: These tools translate evidence into a patient-friendly form by providing, at a mini-
mum, information on the options, benefits and risks, and implicit methods to clarify personal 
values. In addition, many decision aids also include information on the condition, probabilities of 
the outcomes of options (benefits/ harms), exercises to help patients explicitly clarify their values, 
and guidance in the steps of decision-making. A variety of decision aids has been developed and 
proved successful in increasing knowledge, enhance active involvement in decision-making by pa-
tients, and decrease patients’ decisional anxiety (Gorini et al., 2016). These tools have the poten-
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tial to facilitate patient empowerment in the decision-making process. However, there is the need 
to provide decision aids according to individual characteristics, such as the thinking and decision 
styles. All these aspects should be considered in order to optimize decision-making.

• Profiler: Having all information available from the patient profile, a module should be available 
to analyze patient answers to the psycho-emotional and family resilience questionnaires, patient 
choices and decisions in order to create a personal profile in real-time. Using this tool doctors 
will be able to easily search for a specific patient and visualize results, providing appropriate 
recommendations.

Data Layer

The bottom layer of the data management architecture is an instantiation of the data lake concept (Kou-
makis et al., 2018). A state of the art mobile health app for cancer management should have the capacity 
to connect with external applications, lifestyle sensors and devices. However, the vast amount of data 
currently generated and collected come in different streams and forms. These range from physician notes, 
personal health records, images from patient scans, health conversations in social media, continuous 
streaming information from wearables and other monitoring devices.

For enabling a common representation of knowledge across the continuum of care and across the 
different information sources, a platform needs to be in place to support information integration and 
semantic uplifting at runtime, complementing user profiles. Ontologies and semantics can play a key role 
and big data management infrastructures can help in efficiently processing big amounts of information 
(Kondylakis et al., 2018). Having a way to model all available information allows both the real-time 
access over the integrated information and the offline extract, transform, load (ETL) of the semantically 
transformed and integrated information to a triple store. The benefit of the first approach is that the latest 
information is always accessed, however at a cost of the execution time. On the other hand, accessing 
the already transformed information is faster.

Interoperability Issues

Technical challenges for the implementation and adoption of electronic health records (EHRs) and PHRs, 
have mostly to do with issues relevant to interoperability, device connectivity, security, compliance with 
national and international legislation regulation, as well as with local policies, usability and accessibility 
from different devices by users with different profiles (Katehakis, et al., 2017).

Interoperability enables two directional communication between systems and is based on commonly 
accepted data standards, ensuring accurate data transmission in a secure way. Interoperability between 
systems is an imperative need in order to better support both clinical work but also economic and social 
aspects of health care. Due to the continuous ageing of the population, organizations are pushed to make 
effective use of available clinical and administrative data originating from different sources. Data gener-
ated within an organization can be used for different purposes by another organization. For example, in 
order to provide effective care, clinicians need comprehensive longitudinal data sets, while researchers 
and policy makers need quality data, in order to support health planning. Innovative use of existing data 
is also essential for deeper understanding and effective clinical interventions, as in the case of bioinfor-
matics and personalized or precision medicine. Both collaborators and competitors have recognized the 
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need for greater data sharing. Exchange can occur within a small network or it can expand to regions, 
nations and cross-national initiatives (Sheikh et al., 2017).

Clinical data standards enable healthcare institutions to share clinical information. The permanent 
availability and accessibility of this information is essential. However, the conventional storage of the 
information in a proprietary format or database that is only accessible to a single commercial system 
or application does not suffice because this makes sharing the information across systems impractical. 
Standardization in medical informatics enables the interconnection and the interoperability between both 
care and research systems, as well as the alignment of local clinical systems for easier data integration. 
In other words, it is very important that the specific meaning is preserved across information systems. 
Semantic interoperability guarantees that both transmitter and recipient interpret the shared information 
identically. Indeed, clinical data standards should enable the transfer of data and its metadata between 
clinics in different geographical locations, with possibly different local languages, in such a way that 
continuity of medical care and aggregation of medical research is made possible.

Fully interoperable electronic medical record systems are not yet a wide reality. Some degree of 
standardized transmission has been achieved but true semantic interoperability exists only in limited set-
tings including EHR components. Interoperability can advance only through sustained efforts to address 
clinical needs and financial constraints. A broader view of interoperability is required, as consumers 
move towards alternative approaches of care including mobile, wearable and home based technologies. 
Wide commercial availability of health care apps, sensor systems, and wearable technologies as well 
as the new home monitoring and communication systems technologies require viewing interoperability 
as an integration of entertainment, communication, home management and health. Interoperability is 
a primary consideration to achieve communication of applications, medical devices and health care 
providers. In addition, the growing demand to secondary use of clinical and administrative data renders 
the pressure towards solving interoperability challenges more imperative.

Efforts towards standardizing population-based cancer surveillance in the United States and Canada 
has led to the design of a document to guide EHR vendors and public health central cancer registries 
in the implementation of standardized electronic reporting (Kussaibi et al., 2010; National Center for 
Chronic Disease Prevention and Health Promotion, 2014; HL7 International, 2015). It includes both 
business rules and standardized specifications. Such a standard can be used with third party terminolo-
gies such as the Current Procedures Terminology (CPT) code set (American Medical Association, 2018), 
SNOMED CT (SNOMED International, 2018), Logical Observation Identifiers Names & Codes (LOINC) 
(Regenstrief Institute, 2018), and International Classification of Diseases (ICD) codes (World Health 
Organization, 2018b). In addition, several ontologies have been defined specifically for cancer, trying 
to integrate other existing biomedical ontologies such as the ACGT MO (Brochhausen et al., 2011) and 
the MHA Semantic Core Ontology (Kondylakis et al., 2015).

Organizations such as Health Level Seven International (HL7) (Health Level Seven International, 
2018) and Personal Connected Health Alliance (PCHAlliance) Continua (Personal Connected Health 
Alliance, 2018) help towards the delivery of standards-based, open specifications that can support the 
flow of data from the point of capture into EHRs in the same format and coded content. Consensus on 
systems requirements is also important. Integrating the Healthcare Enterprise (IHE) (Integrating the 
Healthcare Enterprise, 2018) describes how standards may be used effectively.

In the context of HL7 and lightweight semantic interoperability, it is important to mention Fast 
Healthcare Interoperability Resources (FHIR) (pronounced ‘fire’), which is a next generation standards 
framework created by HL7 (HL7 International, 2018). FHIR combines the best features of HL7’s v2, 
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HL7 v3 and CDA (Boone, 2011) product lines while leveraging the latest web standards and applying a 
tight focus on implementability. FHIR defines a set of “resources” for health. These resources represent 
granular clinical concepts that can be exchanged in order to quickly and effectively solve problems in 
healthcare and related processes. The resources cover the basic elements of healthcare - patients, ad-
missions, diagnostic reports, medications and problem lists - with their typical participants and support 
a range of richer and more complex clinical models. Several restricted message information models 
(RMIMs) are being represented into the resource description framework (RDF) in order to support 
semantic interoperability. FHIR resource definitions do not directly promise semantically consistent 
data out-of-the-box. Instead, to serve distinct contexts (e.g., EHRs, public health reporting workflows, 
wearable devices), FHIR resources might use specific data payloads with distinct terminologies.

SMART on FHIR is an example of a platform developed to support interoperable apps for EHRs 
(Mandel et al., 2016). Server implementers can create FHIR implementations with a small set of FHIR 
resources and incrementally expand coverage to address priorities. Implementation entails creating 
EHR-specific logic to transform internal data structures to corresponding FHIR resources and with 
SMART-specified profiles. SMART aimed to produce specifications that work for forward-thinking 
medical app developers and are implementable within today’s evolving healthcare technology landscape 
(SMART, 2018).

Apps exploiting both SMART and FHIR, specifically for cancer, have already started to emerge. An 
example of such apps is SMART precision cancer medicine, a FHIR based app to provide cancer genomic 
information at the point of care (Warner et al., 2016). In addition, a proprietary version of SMART is 
also supported from a suite of tools designed for cancer management within the iManageCancer EU 
project (Kondylakis et al., 2017a).

Security Considerations

To ensure that privacy and personal data of patients are protected, the current EU General Data Protection 
Regulation (GDPR) obligates data controllers to adopt data protection by design and by default approach 
in developing systems that process personal data. The GDPR is a regulation of general application and is 
principles-based. It includes the principle that the protection of personal data shall be a default property 
of personal data information systems, which is captured in an obligation of data controllers to implement 
data protection by design and by default. This means that data controllers must implement the data pro-
tection principles, facilitate the enforcement of the data subjects’ rights, as well as implement technical 
and organizational measures to secure the personal data under their care. Several options have been put 
forward regarding operationalization of privacy by design. Cavoukian, for example, notes that the broad 
concept of privacy by design encompasses many elements in practice (Cavoukian, 2011), and further 
develops seven fundamental privacy by design principles which suggests strategies for implementing 
privacy by design. The EU Agency for Network and Information Security (ENISA) has also published 
several documents on strategies and ways of implementing privacy by design (European Union Agency 
for Network and Information Security, 2018).

A fundamental principle of a personal health record is that the patient is the owner of his/ her own 
data and controls the access for others like healthcare professionals family, and friends. Apart from the 
data sharing issue, which rises due to this principle, a secure framework for the authorization, authen-
tication, delegation, and auditing is mandatory for secure access and communication between services 
and patient interaction with the platform. Every patient registered to the platform can upload all kind of 
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data into his/ her account. As these data are private and sensible, specific requirements for data protec-
tion have to be addressed. More specifically, apps should support:

• Roles and rights management to control access to the platform.
• Secure upload of data via a Hyper Text Transfer Protocol with Secure Sockets Layer (HTTPS).
• Data storage in an encrypted way.
• Patient full control over his/ her data. The patient can upload, edit and delete his/ her data at any 

time without giving a reason.
• Uploaded data belong to the patient.
• Secondary usage of data is only possible after anonymization of the data (Koumakis et al., 2018).
• Signing of contracts for secondary usage of anonymized data between the patient (data provider) 

and the data user (Kondylakis et al., 2017b).
• Patient capacity to sharing of data with other people at any time. These people are not allowed 

to download, edit or delete the data. They gain only the allowance to read the data after signing a 
contract with the patient.

• An audit trail system monitoring all the actions in the platform.

Based on the existing technologies, OAuth v2.0 is the de facto standard for authorization and com-
munication with a web based or mobile application (OAuth 2.0, 2018). With OAuth users can revoke a 
specific application program interface (API) client without affect other API clients, nor does user need 
to change password (e.g. in case one API party’s server is hacked). A new promising technology for 
information, communication and technology (ICT) security and especially for the auditing mechanism 
is blockchain. Blockchain is like a distributed ledger that has all the details for every transaction. Each 
transaction is validated and authenticated by protected digital signatures (cryptography). In blockchain, 
there is no central point of access and anyone can process transactions using the computing power. The 
fundamental strength of a blockchain system lies in its data integrity and networked immutability (write 
once and read only) digital events that can be applied in the healthcare domain (Kuo et al., 2017). Fur-
thermore, blockchain may have significant potential to improve data interoperability in the healthcare 
domain (Linn & Koo, 2016).

Software Quality Assurance

Software quality assurance consists of a methods and tools to monitor the software engineering processes 
in order to ensure quality. Software validation and verification activities should be conducted throughout 
the entire software life cycle. The scope of verification is to check that a product, service, or system (or 
portion thereof, or set thereof) meets a set of initial design requirements, specifications, and regulations. 
In the development phase, verification procedures involve performing special tests to model or simulate 
a portion, or the entirety, of the application. Validation is the process of evaluating software during or 
at the end of the development process to assure the quality of desired outcome.

The design and evaluation of any app should adhere to certain principles of systems and software 
engineering, such as the ones defined by ISO 25000 series for systems and software quality require-
ments and evaluation (International Organization for Standardization, 2014). A set of functional and 
non-functional requirements have to be collected by the development team (based on the needs of the 
end users), implemented and validated (by the development team) and evaluated (by end users). Different 
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requirements exist for different components such as the security mechanism, the application program-
ming interfaces (mainly for the communication with the databases) and end user interface. ISO 25000 
has organized the requirement into eight main categories, and its respective sub-categories, including 
functional suitability, performance efficiency, compatibility, usability, reliability, security maintainability 
and portability.

Common conformity assessment schemes for interoperability of health systems needs to be in place 
in order to promote the adoption and take-up of interoperability testing of eHealth solutions against 
identified eHealth standards and profiles. In addition, quality assurance through quality labeling is very 
important to promote the design, development and implementation of functional and effective applications.

SOLUTIONS AND RECOMMENDATIONS

Understanding factors that promote resilience may help people suffering chronic diseases to not only cope 
with unpredictable changes in health and abilities, but to thrive in spite of these changes. This should 
not be done at the expense of compromising patient security and safety, and this includes secondary 
use of data and appropriate management of information security issues related to biomedical research.

The continuous advancements in healthcare practice, the limitations of the traditional healthcare pro-
cesses and the need for flexible access to health information, create a continuous demand for the retrieval, 
processing and exchange of EHR information among all relevant stakeholders. Patient empowerment 
benefits give incredible potential to all relevant stakeholder communities, including patients and their 
associations, caretakers, healthcare professionals, healthcare providers, policy makers, academia, public 
authorities, technology companies, and others. Patients expect to be in a position to access and share 
their own data, as well as to be in a position to provide feedback on quality of treatments. Technological 
advancements and better access of patients to digital tools are capable to support patient empowerment 
to combat chronic diseases, by allowing targeted and faster research, more secure access to health data 
and their exchange, and by enabling patients to interact with their doctors and caretakers more effectively.

Adequately informed patients, who share decision-making with their medical team, have been shown 
to have greater autonomy and physical well-being within randomized and prospective observational 
studies. Patients offered higher levels of information also tend to have improved compliance, and sig-
nificantly reduced anxiety and depression (Davies et al., 2008). If they are not adequately informed, 
the anger and frustration associated with an inability to understand their treatment options can lead to 
anxiety, depression, poor compliance and cooperation with strategies to reduce treatment related side 
effects. Information is especially important in the area of lifestyle, since published evidence has high-
lighted that patients who decide to improve their lifestyle will have major benefits in terms of quality 
of life and physical outcomes. Figure 2 demonstrates a typical overview of an integration platform for 
the sharing of medical information between patients and healthcare professionals, within the context of 
a national health system.

National infrastructures in Europe provide for horizontal electronic Government (eGov) services 
(such as for electronic identification), as well as electronic services to support national health systems 
(e.g. for eConfirmation, eReimbursement, ePrescription, and others). Services are provided to both the 
public, as well as the private sector (i.e. primary care, hospitals, clinical centers, pharmacies, etc.). An 
integration platform, operating under specific interoperability agreements, may provide for (indicatively) 
certain home care, decision support, and research services.
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The widespread adoption of mobile technologies facilitates the introduction of new and innovative 
ways to improve health care delivery. Citizens can now use them to manage their own health and promote 
healthy living and active ageing by accessing useful information and linking to useful resources when 
needed; healthcare professionals and patients included.

Apps available cannot replace e.g. an oncologist, but they can provide the means to make the pain-
ful process easier for patients and their families during the treatment. Apps do not intend to diagnose 
or treat cancer by themselves. Still they can aid for early cancer diagnosis and treatment, provided they 
are tested and certified properly. For doing so, proper regulation is required and a framework to sup-
port interoperability at all levels (at home, at primary care, at the hospital, regionally, at a national or 
international level) for all relevant use cases (eHealth Network, 2015).

Screenshots of possible graphic interfaces of a cancer app are shown in Figure 3.
Limiting semantic fragmentation is a key challenge to address. Properly designed data (structure ad 

semantics) and authentication application program interfaces can successfully shield mobile app devel-
opers from complexity in integrating with proprietary vendor systems.

FUTURE RESEARCH DIRECTIONS

The proposed approach and integrated architecture for the development of high quality health apps for 
cancer does not replace medical practice but rather enhances and facilitates patient management. The 
platform, acting as a facilitator, supports a more effective management of cancer chronic conditions and 
their psycho-emotional aspects. Further work needs to be conducted, in order for the proposed architecture 
to be in a position to better fit available methodologies and treatments, as well as local configuration 
needs. Relevant challenges are relevant to the management of interoperability and security issues, as well 

Figure 2. Typical medical information integration platform to support coordinated care within a National 
Health System
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as patient motivation to introduce valuable data. Further issues under investigation include the provision 
of timely feedback, tailored educational material to patient needs and comprehension capabilities, patient 
guidance to relevant connections, effective communication support between patients and clinicians, 
filtering of relevant information, and usage of data for research purposes. Some of the indicated prob-
lems, as far as PHR adoption is concerned, include usability, privacy, security, and complexity of use. 
Main difficulties that remain are questionable quality of the data its interpretation (Roehrs et al., 2017).

Future research in apps for cancer patients need to focus on the challenges and issues related to security, 
privacy, and trust, and ways to help users gain confidence in adopting the PHR. Other aspects for future 
study involve the improvement of user experience looking at usability, personalization, familiarity, and 
comfort. In addition, it is important to envision an expanded PHR that will include wearable computing, 
IoT, and artificial intelligence. As these technologies mature and are applied to health, new frontiers will 
be open in the improvement of the user experience.

Evidence-based information and medical professional involvement in design and implementation of 
cancer apps need to become more common to better support behavior change, decision making follow-
ing diagnosis, but also the difficult aspects of end-of-life decisions and care. Further research should 
explore expectations of users about usability features of applications related to cancer in general and to 
specific cancers.

Work relevant to EHR interoperability for data exchange is still ongoing. Standardization organiza-
tions such as HL7 already work towards the development of functional models to improve providers’ 
workflows to support the timely transition of relevant clinical information at each point of care. This 
requires a systems engineering perspective, which considers all parts of the ecosystem and collaborative 
activity between care team members, where the patient and designated family caregivers are considered as 
members of the care team (Katehakis et al., 2017). Key issues include not matching semantic standards, 
quality needs and safe data exchange techniques. These limit the opportunities to reuse these data for 
research and better healthcare since they are usually kept in data silos.

Figure 3. The graphical user interface of a mobile app for the citizen
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CONCLUSION

The World Health Organization has set forth the global action plan for the prevention and control of 
noncommunicable diseases (NCDs) (World Health Organization, 2018c). This plan calls for six policy 
actions: (i) prevention and control of NCDs needs to become a priority in global, regional and national 
agendas; (ii) national response needs to be accelerated through leadership, governance and multisec-
tor action; (iii) risk factors and underlying social determinants need to be reduced through the creation 
of health-promoting environments; (iv) health systems need to be oriented and strengthened towards 
prevention and control through people centered health care and coverage; (v) national capacity for high-
quality research and development needs to be promoted and supported; and (vi) trends and determinants 
of NCDs need to be monitored.

As cancer has been transformed into a chronic disease, cancer survival means living with a chronic 
and complex condition. As mobile technologies have become integral part of daily life, there is a great 
opportunity using effectively mobile applications for empowering cancer patients. As there is a vast 
number of parameters affecting the long-term management of the disease, fragmented approaches do 
not unleash the potential benefits of an integrated mobile app. A holistic integrated mobile app should 
focus on all areas of the cancer continuum, from prevention, surveillance, intervention for consequences 
of cancer and its treatment to coordination between specialists and care providers and rehabilitation. To 
the best of the authors’ knowledge, such an app currently does not exist. This chapter has presented a 
holistic approach and a set of requirements for the design and implementation of state of the art patient 
centered mobile cancer applications focusing on patient empowerment and self-management.
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KEY TERMS AND DEFINITIONS

App: An application, especially as downloaded by a user to a mobile device.
Cancer: The uncontrolled growth and spread of cells. It can affect almost any part of the body. The 

growths often invade surrounding tissue and can metastasize to distant sites. Many cancers can be pre-
vented by avoiding exposure to common risk factors, such as tobacco smoke. In addition, a significant 
proportion of cancers can be cured, by surgery, radiotherapy or chemotherapy, especially if they are 
detected early.

Electronic Health (eHealth): The use of information and communication technologies for health.
Electronic Health Record (EHR): The electronic health record (EHR) is a longitudinal electronic 

record of patient health information generated by one or more encounters in any care delivery setting. 
Included in this information are patient demographics, progress notes, problems, medications, vital 
signs, past medical history, immunizations, laboratory data and radiology reports. The EHR automates 
and streamlines the clinician’s workflow. The EHR has the ability to generate a complete record of a 
clinical patient encounter—as well as supporting other care-related activities directly or indirectly via 
interface—including evidence-based decision support, quality management, and outcomes reporting.

Electronic Medical Record (EMR): An electronic record of health-related information on an indi-
vidual that can be created, gathered, managed, and consulted by authorized clinicians and staff within 
one health care organization.

Health: Health is a state of complete physical, mental and social well-being and not merely the 
absence of disease or infirmity.

Interoperability: The ability of organizations to interact towards mutually beneficial goals, involving 
the sharing of information and knowledge between these organizations, through the business processes 
they support, by means of the exchange of data between their ICT systems.

Mobile Health (mHealth): The use of mobile and wireless devices to improve health outcomes, 
healthcare services and health research.

Personal Health Record (PHR): An electronic, lifelong resource of health information needed by 
individuals to make health decisions. Individuals own and manage the information in the PHR, which 
comes from healthcare providers and the individual. The PHR is maintained in a secure and private en-
vironment, with the individual determining rights of access. The PHR does not replace the legal record 
of any provider.

Quality of Life: An individual’s perception of their position in life in the context of the culture and 
value systems in which they live and in relation to their goals, expectations, standards and concerns. 
It is a broad ranging concept affected in a complex way by the person’s physical health, psychological 
state, personal beliefs, social relationships and their relationship to salient features of their environment.
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ABSTRACT

In this chapter, state of the art in mHealth solutions for monitoring and treatment of children suffer-
ing from obesity is presented and discussed. mHealth solutions are used for self-management, remote 
monitoring, and counseling of several chronic conditions including diabetes mellitus, heart failure, 
Parkinson’s disease, etc. Concerning childhood obesity, those solutions can combine targeted games 
and motivational approaches towards both physical activity and diet, which could help in addressing this 
serious and global health issue in the direction of minimizing co-morbidities and eventually preventing 
serious, life-threatening events. Management of obese children requires behavior change. Multi-component 
intervention programs via a mobile platform can play a significant role in weight control during child-
hood and adolescence. In continuation of the chapter, the authors report on the newest advances in the 
field of digital health interventions addressing childhood obesity.

INTRODUCTION

During 1990s, in association with the extensive use of the Internet, a variety of applications have been 
developed using e-technology. The introduction of e-Health promised to improve health care delivery and 
health care access through increased availability of information and enhanced communication. Although 
the word used is “health”, it refers to healthcare. There are several definitions for e-Health. Most of the 
definitions use technology: (i) as a tool to enable a process or improve function, and (ii) as effective means 
to enhance human activities (Oh, Rizo, Enkin, & Jadad, 2005). The most commonly used definition is 
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that of (Eysenbach, 2001). mHealth is an abbreviation for mobile health, a term coined for the practice of 
medicine and public Health interventions, using mobile devices. mHealth broadly encompasses the use 
of mobile telecommunications and multimedia technologies, within or along with conventional health 
care delivery systems. mHealth, today, is closely related to smartphones, which can provide connectiv-
ity to various devices and provide a means for receiving the feedback from the healthcare professional.

A definition formulated during the 2010 mHealth Summit for the Foundation of the National Institute 
of Health defines mHealth as “the delivery of health care services via mobile communication devices”. 
We could differentiate mHealth and eHealth by elaborating on their fundamental functions, as eHealth 
supports health systems while mHealth provides healthcare access. mHealth offers an unparalleled op-
portunity to reach individuals and implement changes. With mHealth applications, the individual is at 
the center and the most important link: the technology responds to an individual’s needs. Everything 
starts with the need of an individual, either a healthcare worker or a patient, in our case the patient, and 
the mobile technology application is viewed as the potential lever of the solution. Effective technolo-
gies are those that will undergo extensive modifications based on users’ needs. Patient groups that can 
benefit include, but are not limited, to patients with asthma, diabetes, obesity, heart failure, neurogen-
erative diseases, multiple sclerosis, malignancies and bipolar disorders. In this chapter, we will review 
and elaborate on the published experience regarding interventions using mobile technology targeting 
childhood obesity, as well as, on the future potential, benefits and limitations of this emerging technology.

Childhood obesity is considered by the WHO as a new epidemic and has been characterized as the 
number one health problem worldwide (Ng et al., 2014). The American Academy of Pediatrics guide-
lines target the reduction of total and abdominal obesity through increased physical activity and healthy 
nutrition (Pediatrics, 2011). Although, recent research has demonstrated the efficacy of these lifestyle 
changes on weight loss and weight maintenance as well as on the prevention of comorbidities, promotion 
and maintenance of such changes continues to be a challenge (Teixeira et al., 2015).

It appears that there is a significant and growing opportunity for eHealth obesity intervention design-
ers to leverage the widespread public adoption of rapidly converging information and communication 
technologies—most notably the World Wide Web, wireless PDAs and cellular telephones (Tufano & 
Karras, 2005). Communication technologies such as smartphones offer a potentially powerful approach 
to support and maintain behavior changes, through delivering of convenient individually tailored, in line 
with the guidelines, behavioral interventions (Allen, Stephens, Dennison Himmelfarb, Stewart, & Hauck, 
2013). There is research evidence suggesting that mobile phones provide a powerful tool for interventions 
seeking to improve and maintain health outcomes (Allen et al., 2013; Cole-Lewis & Kershaw, 2010; 
Krishna, Boren, & Balas, 2009). This is supported by a multitude of applications ranging from graphical 
outputs, diaries, games, motivational platforms, etc. and of course connectivity to social media. More 
importantly, the child in this framework, is placed at the center of the mHealth solution, but at the same 
time it is connected with other players who are involved in his/her healthcare activities, such as caregiv-
ers, mainly family, pediatrician, another medical doctor, the psychologist, the nutritionist, the hospital, 
the school, etc. By those means, there is hope and expectation that the positive effect can be maximal.

This article is a continuation of our previous chapter on mHealth solutions to pediatric obesity man-
agement (Vlachopapadopoulou & Fotiadis, 2016). Herein, the literature overview has been enhanced 
by analyzing and discussing the recent developments in the field. Emphasis is placed on mHealth in-
terventions adopting a solid theoretical model of behavior change and combining electronic recording 
of diet, physical activity monitoring via wearable devices, personalized feedback, educational support 
and positive reinforcement.
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BACKGROUND

The number of smartphone users worldwide will grow to 2.87 billion in 2020, according to new figures 
from Statista—after nearly getting there in 2014. In 2018, there will be around 2.53 billion smartphone 
users across the globe; just over 36 percent of the world’s population is projected to use a smartphone 
by 2018. Mobile applications (apps) can help people manage their health and wellness, promote healthy 
living, and gain access to useful information when and where they need it. These tools are being adopted 
almost as quickly as they can be developed. Statista reports mention that “the digital health market 
is expected to reach 206 billion U.S. dollars by 2020, driven particularly by the mobile and wireless 
health market”. Thus, it would appear that smartphones would be the preferred hardware platform for 
mHealth obesity interventions for reasons of both enabling effective intervention design features and 
for promoting rapid public adoption and acceptance (Tufano & Karras, 2005). The trend is to merge 
mobile phones with tablets.

FDA encourages the development of mobile medical apps that improve healthcare and provide con-
sumers and healthcare professionals with valuable health information. The FDA also has a public health 
responsibility to oversee the safety and effectiveness of medical devices – including mobile medical 
apps. The FDA intends to exercise enforcement discretion for mobile medical apps that help patients/ 
users self-manage their disease or condition without providing specific treatment suggestions; provide 
patients with simple tools to organize and track their health information; provide easy access to informa-
tion related to health conditions or treatments; help patients document, show or communicate potential 
medical conditions to health care providers; automate simple tasks for health care providers.

Childhood obesity is considered by WHO as a new epidemic, and it has been characterized as the 
number one health problem worldwide. It has been on the rise for the past decades, specifically, the 
prevalence of combined overweight and obesity rose by 47.1% for children between 1980 and 2013 (Ng 
et al., 2014). Researchers have associated the increased body mass index (BMI) in childhood with comor-
bidities during childhood and adolescence, but also with comorbidities in adult life. Childhood obesity 
is associated with increased blood pressure, hyperlipidemia and insulin resistance, triad that constitutes 
the metabolic syndrome (Litwin, 2014), type 2 diabetes, sleep apnea, increased likelihood of asthma, 
increased risk for orthopedic problems, psychological problems and social maladjustment. A correlation 
of childhood obesity with the premature development of diabetes and cardiovascular disease is well es-
tablished (Litwin, 2014). Of special concern is the recently established association of childhood obesity 
with increased cancer risk during adulthood. The prevalence of several cancers is increased including 
thyroid cancer, colon, endometrial, and breast cancer. Contrary with previous findings, promising recent 
data provide supportive evidence that weight loss and attainment of normal weight during childhood 
or adolescence decreases the risk of malignancy later on in life. However, there are longitudinal studies 
that suggest that morbidity and mortality from complications of diabetes and cardiovascular disease is 
increased independently of the adult BMI (Kelsey, Zaepfel, Bjornstad, & Nadeau, 2014).

mHEALTH SOLUTIONS FOR PATIENTS WITH OBESITY

The need for interventions, in order to achieve primary prevention (preventing normal weight children 
from developing obesity) as well as secondary prevention (treating obese children and adolescents in 
order to revert to a normal BMI) to minimize health consequences, is obvious. Due to cost and resource 
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limitations, effective obesity interventions can be challenging to deliver to the adolescent population in 
need of care. The low cost and availability of mobile phones make mHealth an important player in en-
couraging change and sustaining healthy behaviors (Dijkstra & De Vries, 1999; Kreuter & Wray, 2003).

One serious limitation of the traditional approach to childhood obesity is the difficulty parents 
have to adhere to the healthy lifestyle habits as suggested by the physicians and the difficulty to keep 
the medical appointments, due to work or school obligations. Additionally that parents and children 
recognize a burden in self-monitoring practices. Self-monitoring of energy expenditure, caloric intake 
and weight are hallmarks of long-term weight control (R. R. Wing & J. O. Hill, 2001; Rena R. Wing & 
James O. Hill, 2001). Despite the evidence that self-monitoring is very important for weight control the 
majority of adults and children find it quite difficult to adhere to a specific program. Previous studies 
have reported that in the first month of a weight control intervention for morbidly overweight children, 
44% self-monitored at least 3.5 days per week (Germann, Kirschenbaum, & Rich, 2007; Kirschenbaum, 
Germann, & Rich, 2005); however, only 25% continued at six months (Germann et al., 2007). Compli-
ance can be improved if a diary system can be used. Electronic communication systems also provide 
electronic diaries. Electronic diaries may increase adherence via immediate feedback as well as time 
recording (Bartlett, Lukk, Butz, Lampros-Klein, & Rand, 2002; Stone, Shiffman, Schwartz, Broderick, 
& Hufford, 2003).

There are reports documenting, that the use of a personal digital assistant (PDA), significantly increased 
the rate of adherence from 11% to 94% (Stone et al., 2003). Children use electronic devices regularly; 
45% of US teenagers ages 12–17 own a mobile phone, and 33% use the short message service regularly 
(SMS; text messaging) (Shapiro et al., 2008). Researchers and physicians should look for protocols that 
will involve more modern ways of communication. Cost-effectiveness as compared to traditional therapy, 
telephone, email, web-based intervention or SMS should also be examined.

Globally, an estimated 43 million preschool children (under age 5) were overweight or obese in 2010, 
a 60 percent increase since 1990. The problem affects both countries rich and poor. Of the world’s 43 
million overweight and obese preschoolers, 35 million live in developing countries. By 2020, if the current 
epidemic continues unabated, 9 percent of all preschoolers will be overweight or obese—nearly 60 mil-
lion children (de Onis, Blössner, & Borghi, 2010). Over 200 million school-age children are overweight, 
making this generation the first one predicted to have a shorter lifespan than their parents, as stated by 
the World Obesity Federation (2014). The necessity of implicating secondary prevention programs ac-
cessible to the large population of patients can be met by the development of web-based programs. To 
implicate such programs, the field of digital therapeutics has emerged. Furthermore, the vast majority of 
children are tentatively candidates for developing obesity in an older age and therefore in need of having 
accessible information regarding healthy nutrition, physical activity and other daily habits proven to be 
important in maintaining a normal weight. Digital therapeutics is evidence-based behavioral treatments 
delivered online that can increase accessibility and effectiveness of healthcare. Those approaches offer 
a new opportunity for healthcare delivery, which can enrich the range of applications in mHealth.

To date, several systematic reviews have found that Web-based interventions may be a moderately 
effective way to facilitate lifestyle change and weight loss. Many people do not read books, they might 
not explore the internet, but 90% of the people in most developed countries have a mobile phone, usually 
smartphone, which they carry all the time with them. These mobile phones have a camera and microphone, 
they can send and receive text, they can provide information about location, they make applications 
always available, and they are handy and chargeable anywhere and anytime. Mobile technology offers 
access; access offers knowledge and mHealth applications to empower individuals to take an active role 
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in their health and promote their well-being. Thus, there is a substantial need for credible, trustworthy, 
understandable, concise but simple health information that is relevant, culturally sensitive and easy to 
apply. mHealth expands the definition of personalized medicine while maintaining and enhancing the 
integrity of the individual, delivering to the right person, the right information, at the right place, at the 
right time. Mobile means anytime and anywhere, at the discretion of the individual. Health issues and 
queries do not only arise when we are in front of a computer screen, but they can also arise anytime, 
anywhere. Via mobile technology, it is feasible to adapt face to face obesity interventions to a mobile 
platform and deliver effective remote care (Krishna et al., 2009; E. B. Tate et al., 2013).

Given the chronic health conditions associated with obesity, physicians, and other health providers 
are faced with the challenge to implement programs for both immediate and long-term weight loss. 
Predictive models have been published for adults that can predict weight change based on the daily 
energy imbalance. Based on historical controls they have estimated that an excess intake of 30kcal per 
day can lead to a weight gain of 1.8-2.0 lbs per year (Hill, Wyatt, Reed, & Peters, 2003). Another model 
used the method of doubly labeled water to measure total energy expenditure and introduces equation to 
estimate the difference in energy flux between two different weights (Swinburn et al., 2009). Hall and 
Jordan developed a spreadsheet-based model of the change in steady-state body weight that included 
the effect of both total energy intake together with physical activity changes and metabolic adaptation 
(Hall & Jordan, 2008). The application of predictive models for children is more complex as the energy 
needed for growth and the changing energy expenditure of the growing organism need to be considered. 
At present, there are no validated predictive models for childhood obesity. Predictive models can be 
implicated in intervention strategies, and they can increase the acceptance and accuracy of weight loss 
intervention plans, implicating nutrition, physical activity, and behavior changes.

There are several behavioral interventions that have demonstrated encouraging short-term results, but 
they do not have consistent results as far as the long-term maintenance of weight loss (D. F. Tate, Wing, 
& Winett, 2001). Thus, research for better models that can easily be delivered and sustained over time, is 
needed. To that end, mobile health development intervention could greatly benefit from the application 
of the health behavior theory (Khaylis, Yiaslas, Bergstrom, & Gore-Felton, 2010).

Smartphones can be easily connected to sensors that measure physiological parameters. Several 
protocols are available and continuous or no measurements can be collected. Features of those signals 
can be extracted, and those, or the raw signals can be uploaded in the cloud for storage and processing. 
Mainly the processing is related to the fusion of signals that characterize activity, lifestyle, physiological 
measurements, etc. Recently, those data have been enriched with the collection of environmental data, e.g. 
temperature, humidity, etc. which are also fused. The idea is to create decision support systems that can 
provide monitoring of the patient and support his/her treatment and wellbeing. As technology progresses, 
several players participate in this monitoring procedure and provide and exchange data. For example, 
caregivers can play a role in patient monitoring, and they can receive data even from patients otherwise 
unable to do so, concerning their vital signs, health status, activity, and medications. So parents, medi-
cal and school personnel become active and interactive players for the care of children with obesity and 
related disorders. The smartphone becomes a tool for data collection, data pre-processing and sometimes 
data processing and decision making. The old fashion telemedicine approach provides those data to the 
medical doctor, who is responsible for taking decisions regarding the patient. Those decisions can be 
transferred to the mobile, and the patient can receive an SMS or an alert on his/her smartphone. In that 
regard, we say that the loop is closed. In some cases, and this soon will become a reality, readings of the 
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sensors and decisions made by the system can be fed to an actuator, e.g. a pump, in the case of diabetes 
an insulin pump and the system is again closed, meaning that the artificial pancreas is operational.

Internet of Things can be used to provide additional measurements which are related to blood pres-
sure, weight, fat, and other, which can be combined in the same framework with other environmental 
and lifestyle measurements, which might come from sensors which can be placed in a refrigerator, in 
the ground, inside the house, etc. This results in a wider environment, which acts in the direction of 
collecting continuous measurements, which easily can be transferred to the cloud for storage, process-
ing and decision making. The general framework of developing such an approach within the healthcare 
ecosystem for obese children is given in Figure 1.

Figure 1 mHealth solutions within the healthcare ecosystem for obese children. In that framework, 
the participation of other healthcare ecosystem stakeholders becomes more evident and active. Parents, 
teachers, relatives and, in general, formal and informal caregivers become more informed and aware of 
the status of the patient and can participate in an active process, which is patient-centric, highly person-
alized, but at the same time holistic since the medical doctor, the patient, the caregiver, the nurse and 
other actors can communicate and keep active in the ecosystem. The mHealth systems now are driven 
by the concept of self-management. Self-management can be defined as the decisions and behaviors 
that patients with chronic illness engage that affect their health. Self- management support is the care.

Moreover, encouragement provided to people with chronic conditions and their families to help them 
understand their central role in managing their illness, make informed decisions about care and engage in 
healthy behaviors. The question is how this can be achieved through a mHealth system. Figure 2 presents 
the evolution of self-management devices from 2004 to today in terms of connectivity, measurements 
and functionalities (Georga, Protopappas, Bellos, & Fotiadis, 2014). The first row presents the function-
alities, the second the measurements and the third the connectivity technology. Lately, to those platforms 
apart from the use of sensors, several biosensors have been included. A biosensor is an analytical device 
incorporating a biological or biologically derived sensing element either intimately associated with or 
integrated within a physicochemical transducer. The usual aim is to produce an electronic digital signal 
that is proportional to the concentration of a chemical or set of chemicals (A. Turner, Karube, & Wilson, 
1987). At present, those sensors can become small. Key enabling technologies, such as microfluidics, 
nanotechnology, and flexible electronics can be utilized to provide us with miniature sensors, which can 
analyze blood, saliva or other biological fluids and communicate the result to the smartphone (Figure 2)

Figure 1. mHealth solutions within the healthcare ecosystem for obese children
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Previous Experience

Behavioral weight loss interventions consist of diet, exercise and behavior therapy. Behavioral modi-
fication strategies usually include the following: self-monitoring, goal-setting, shaping, reinforcement 
and stimulus control (Wadden & Butryn, 2003). The use of the web or mobile technology to support 
these strategies can augment the results. To date, several systematic reviews have found that Web-based 
interventions may be a moderately effective way to facilitate lifestyle change and weight loss (Neve, 
Morgan, Jones, & Collins, 2010; Norman et al., 2007).

Khaylis et al. have reviewed 21 studies and concluded that five elements are the key components in 
technology-based behavior interventions to be successful in weight loss (Khaylis et al., 2010). These 
features are self-monitoring; counselor feedback and communication; social support; structured program; 
and individually tailored program (Khaylis et al., 2010). The authors comment that a technology-based 
model of behavior change for weight management using the above mentioned five key components is 
advantageous over traditional methods in several aspects. The internet is a cost-effective way to deliver 
relevant information and stepwise instructions to individuals of different backgrounds, age range, and 
location. Using their mobile phone or digital music players, participants can have interactive communi-
cation with the physician, dietitian or counselor via online diaries and self-reports. They can also have 
access to lessons and healthy lifestyle information. A factor that is highly appreciated by the participants 
is that this approach is time-saving and can be incorporated into busy lifestyles, thus reducing resistance 
to engage in a weight reduction program. One of the most important reasons for drop outs of long-term 
programs in outpatient clinics is time restraint. On the other hand, portable devices such as handheld 
PDAs or pedometers, give the opportunity for continuous monitoring that has been shown to increase 

Figure 2. The evolution of self-management devices from 2004 to today in terms of connectivity, mea-
surements and functionalities (Georga et al., 2014)
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weight loss when compared with traditional methods. Of utmost importance is that technology-based 
interventions can provide individuals with a sense of control that is essential for developing and imple-
menting short- and long-term behavioral change (Khaylis et al., 2010).

The program “Prevent” was created to apply the principles of Diabetes Prevention Program (DPP) 
into a digital form and make it available to millions of people. The effectiveness of “Prevent” when used 
by adults with obesity and pre-diabetes in lowering BMI and hemoglobin A1c was assessed. Participants 
were enrolled in the “Prevent” program that they were able to access via any Internet-enabled desktop 
or mobile device (prevent by Omada Health) (Salber, 2014). “Prevent” is an Internet-based translation 
of the DPP lifestyle intervention, which includes small group support, personalized health coaching, a 
weekly DPP-based curriculum, and digital tracking tools. Participants were demographically matched 
into groups of 10-15 participants and placed into a private online social network resembling Facebook 
where they could discuss goal progress and provide social support to one another. At any convenient time 
or place using Internet-enabled devices, they could asynchronously complete weekly DPP-based health 
education lessons, privately message and call a health coach for individual counselling, track weight 
loss, and physical activity using a wireless weight scale and pedometer, and monitor their engagement 
and weight loss progress. The participants were enrolled for one year, and they were followed for two 
years. The program was proven to be successful in weight reduction and amelioration of HbA1c even 
one year after the program discontinuation (S. Cameron Sepah, Jiang, & Peters, 2014; S Cameron Sepah, 
Jiang, & Peters, 2015).

Shapiro et al. used SMS texting to assure compliance with a program and adherence to self- monitor-
ing. Children and parents participated in a total of three group education sessions (one session weekly for 
three weeks) to encourage increasing physical activity and decreasing screen time, and sugar-sweetened 
beverage consumption (Shapiro et al., 2008). All randomized children received a brief psychoeduca-
tional intervention and then were randomized into three groups either monitored target behaviors via 
SMS with feedback, via paper diaries or participated in a no monitoring control group for eight weeks. 
Children who were randomized to the SMS group were given one phone each to share for the duration of 
the study. They were instructed not to use the phone for anything except study-related SMS. They were 
instructed to send two SMSs per day (one for parent and one for child), daily for the full eight weeks 
of the study, and for each SMS sent, they would each receive an immediate, automated SMS feedback 
message from the program hosted on a secure server. The feedback message was automated to provide 
instant responses to the participants regardless of the time of day. This group of children had significantly 
higher adherence to self-monitoring than children who kept a paper diary, 43% vs. 19%. The children 
appear to prefer the assignment using mobile technology (Shapiro et al., 2008). The authors concluded 
that according to the cognitive, social learning theory, perhaps the support and positive reinforcement 
led to adherence and acceptability of the self-monitoring program (Shapiro et al., 2008). Moreover, SMS 
is more reliable regarding the date and time that is recorded automatically as opposed to paper diaries 
that are possible to be backfilled (Stone et al., 2003).

Bauer et al. (Bauer, de Niet, Timman, & Kordy, 2010) generated text messages based on weekly 
input from the overweight children in the study, but these messages were reviewed and modified by staff 
before sending. Diet, weight, and exercise data were provided via self-report for all interventions except 
the one by Hurling et al. (Hurling et al., 2007) which used accelerometer data wirelessly transmitted via 
Bluetooth to the mobile phone. Output from these interventions was predominately text although tabular 
and graphic comparisons to targets/goals were provided by some interventions (Beasley, Riley, Davis, & 
Singh, 2008; Burke et al., 2011; Haapala, Barengo, Biggs, Surakka, & Manninen, 2009). The interven-
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tion used a mobile phone program that adjusted music tempo to encourage an appropriate walking pace 
(Liu et al., 2008). Riley WT et al. criticized these studies for the fact that although they have based the 
protocol on a theoretical basis, they did not evaluate the changes in the targeted factors (W. T. Riley, 
Cesar, Martin, & Rivera, 2014; William T. Riley & Rivera, 2014). On the other hand, a positive outcome 
can be foreseen if there is a dynamical system model with algorithms that are used in real time and adapt 
the timing and the dose of the intervention (W. T. Riley et al., 2014; William T. Riley & Rivera, 2014).

The effectiveness of mHealth interventions as regards the prevention and treatment of pediatric as well 
as adult obesity has been largely reviewed, showing heterogeneous BMI or weight reduction outcomes 
which are, however, accompanied by a clearly increased adherence to treatment and improved eating and 
physical activity patterns (Chaplais, Naughton, Thivel, Courteix, & Greene, 2015; Stephens & Allen, 
2013; T. Turner & Spruijt-Metz, 2015; Wang, Xue, Huang, Huang, & Zhang, 2017). Table 1 presents 
the main characteristics (i.e., population, study design, intervention period, mHealth intervention, and 
outcomes) of the most recent mHealth randomized control or quasi-experiment interventional studies 
targeting at the management or prevention of pediatric obesity. Their effectiveness was demonstrated 
through either the between-group or the within-group comparative assessment of a number of quantita-
tive (e.g. weight, BMI, consumption of specific food categories, screen time) and qualitative outcomes 
(e.g. self-esteem, control over food), including usability and user acceptability metrics of the underlying 
mHealth system. Each study outcomes are closely connected to the study sample, the intervention period, 
and the employed mobile technologies.

In addiction model-based treatment intervention was delivered through a smartphone app support-
ing: (i) the daily self-monitoring of weight using a connected wireless body weight scale, and (ii) the 
graduated withdrawal of specific food categories as well as reduction of food portion sizes (Pretlow, 
Stock, Allison, & Roeger, 2015). Being combined with weekly 15-min phone meetings with a health 
professional, frequent text messages, four 2- to 4-hour in-person group meetings and peer support, it 
yielded significantly improved BMI indices, and it improved the overall self-esteem and problematic 
eating behaviors (i.e. emotional eating).

The SmartMoms smartphone-delivered intervention, which aimed at reducing primarily parent-
provided sugar-sweetened beverage and juice consumption in preschool-aged children, and, second-
arily, the maternal weight, encompassed: (i) self-monitoring of maternal weight and diet, and monitor-
ing of the child’s servings of sugar-sweetened beverage and juice intake through a paper diary or a 
smartphone app, (ii) lessons on behavioral strategies primarily to reduce caloric beverages and foods, 
which were accessed via a mobile website, (iii) tailored feedback sent through email, (iv) monthly prog-
ress reports on goal achievement, (v) text messages (tips, motivational messages and goal progress as-
sessment), and (vi) child reinforcement charts (Nezami, Lytle, & Tate, 2016; Nezami, Ward, Lytle, 
Ennett, & Tate, 2017). This multi-component interventional strategy resulted in a statistically significant 
reduction in child’s sugar-sweetened beverage and juice intake as compared with the control group[1.2 
(-2.8, 5.1) vs 9.9 (5.8, 14.0) fl. oz. / day, p < 0 01. ], and, additionally, the maternal weight was signifi-
cantly reduced [-2.7 (95% CI: -4.8, -0.7) vs. 1.1 (95% CI:-1.1, 3.2) ( . )p < 0 01 ]; however the child BMI 
z-score change did not reflect the effectiveness of the intervention. Similarly, a mobile app intervention, 
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grounded in behavioral weight control principles and encompassing goal self-monitoring and reinforce-
ment feedback, improved (though not significantly) fruits/vegetables consumption, sugar-sweetened 
beverages consumption and screen time both between- and within- group, which behavior was also re-
flected to improved BMIs (Nollen et al., 2013).

The comprehensive monitoring of physical activity through the Empatica E4 wristband and the 
electronic recording of food-intake through an app, enabled the provisioning of weekly feedback on the 
adequacy of the diet and the physical activity and the achievement of goals; all participants were given 

continued on following page

Table 1. mHealth interventions to pediatric obesity treatment

Study Population Study 
Design

Interven-
tion 

Period
mHealth Intervention Outcomes

(Schiel, 
Kaps, & 
Bieber, 
2012)

Intervention Group
(n=124)
Age (years): 13.5 ± 2.8 
BMI (kg/m2): 31.3 ± 5.2

QE 36.5±13.0 
days

A structured treatment and 
teaching programme (STTP) for 
weight reduction consisted of 28 
therapeutic sessions with a duration 
of 45 min each. 
Physical activity monitoring via 
an in-house activity sensor, and 
physical activity self-recording 
using standardized questionnaires. 
Food intake recording via an in-
house mobile app

Primary Outcomes
Weight reduction (kg)

7.1±3.0 kg ( . )p < 0 01
BMI reduction (kg/m2)

From 31.3±5.2 to 28.7±4.9 ( . )p < 0 01

(Sharifi 
et al., 
2013)

Intervention Group
(n = 27)
Child Characteristics
Age (years): 8.7±1.9 
Parent Characteristics
Age (years): 41.1±6.3

QE 3 weeks
Mobile phone text-messaging; 
parents received 3 text messages 
a week

Qualitative Results
Parents were generally enthusiastic about receiving text messages 
(preferably via email and through links to a website) to support 
healthy behaviors for their children. 
Parents anticipated high responsiveness to messaging endorsed by 
their child’s doctor as long as content remains relevant.

(Nollen 
et al., 
2014)

Intervention Group
(n = 26)
Child Characteristics
Female 
Age (years): 11.3±1.5 
BMI (kg/m2): 22.5±4.8
Control Group 

(n = 25
)

Child Characteristics
Female 
Age (years): 11.3±1.7 
BMI (kg/m2): 25.0±6.3

RCT 12 weeks

A mobile app intervention targeting 
fruits/vegetables consumption 
(Weeks 1–4), sugar-sweetened 
beverages consumption (Weeks 
5–8), and screen time (Weeks 
9–12), grounded in behavioral 
weight control principles (Nollen 
et al., 2013). 
- Goal-setting, planning, and self-
monitoring of goal progress. 
- Feedback and reinforcement on 
goal attainment through a song-
based reward system.

Primary Outcomes
Between Group (intervention vs. the control group)
Fruits and vegetables, daily servings

3.35±1.81 vs. 2.32±1.73 
p =( )0 13.

Sugar-sweetened beverages, daily servings

0.87±0.93 vs. 1.05±0.85 
p =( )0 25.

Screen time, hours per day

3.72±2.44 vs. 3.77±1.99 
p =( )0 76.

BMI

22.55±4.56 vs. 24.50±5.93 
p =( )0 91.

Within Group (change with respect to baseline)
Fruits and vegetables, daily servings *

0.88±2.36 
p =( )0 08.

 vs. -0.12±2.16 
p =( )0 79.

Sugar-sweetened beverages, daily servings *

-0.33±0.93 
p =( )0 09.

 vs. 0.02±1.14 
p =( )0 94.

Screen time, hours per day*

0.32±2.32 
p =( )0 53.

 vs. 0.12±2.05 
p =( )0 80.

BMI*

-0.21±2.20 
p =( )0 66.

 vs. -0.27±1.17 
p =( )0 33.

*intervention vs. the control group
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Table 1. Continued

continued on following page

Study Population Study 
Design

Interven-
tion 

Period
mHealth Intervention Outcomes

(Smith 
et al., 
2014)

Intervention Group
(n =181)
Child Characteristics
Male 
Age (years): 12.7±0.5 
BMI (kg/m2): 20.5±4.1
Control Group)
Child Characteristics
Male 
Age (years): 12.7±0.5 
BMI (kg/m2): 20.5±4.1

RCT 8 months

ATLAS (Active Teen Leaders 
Avoiding Screen-Time); a 
multicomponent, school-based 
obesity prevention intervention 
among adolescent boys attending 
school in low-income areas.
- Teacher professional development 
including two 6 h workshops and 
one fitness instructor session. 
- 4 parent newsletters 
- 3 researcher-led 20-min seminars 
were provided to students 
- 20 enhanced 90-min school sport 
sessions 
- Six 20-min lunchtime physical 
activity-mentoring sessions 
- Smartphone app and Web site 
for physical activity monitoring, 
recording of fitness challenge 
results, tailored motivational 
messaging, peer assessment of RT 
skills, and goal setting for physical 
activity and screen-time (15 weeks)

Primary Outcomes
BMI change (kg/m2) *

0.60±0.9 vs.0.61±0.08 
p =( )0 84.

Waist circumference change (cm) *

0.0±0.33 vs.-0.5±0.31 
p =( )0 16.

Body fat change (%)*

1.3±0.35 vs. 1.3±0.33 
p =( )0 99.

Secondary Outcomes
Overall activity change (mean counts per minute) *

-23±18.08 vs -3±14.69 
p =( )0 41.

Screen-time change (min) *

3±7.25 vs. 33±7.0 
p =( )0 03.

SSB intake change (glass/day) *

-0.8±0.19 vs. -0.1±0.18 
p =( )0 01.

*intervention vs. the control group

(Pretlow 
et al., 
2015)

Intervention Group 
(n=43)
Age (years): 16.0±0.43 
% over BMI: 77.4±4.6

QE 20 weeks

An addiction model-based 
treatment intervention being 
delivered through a smartphone 
app which supports:
- Daily weight self-monitoring 
using a wireless body weight scale 
connected to the smartphone app. 
- Staged withdrawal of specific 
foods, snacking/grazing, and 
excessive amounts of foods. 
- Weekly 15-min phone meetings 
with a health professional, frequent 
text messages, and four 2- to 4-hour 
in person group meetings. 
- Peer support

Primary Outcomes
% over BMI (with respect to baseline)

Males: 82.6 vs. 95.9 
( . )p < 0 01

Females: 67.1 vs. 70.9 
( . )p < 0 01

Secondary Outcomes

Improved control over food 
( . )p < 0 01

Improved self-esteem 
( . )p < 0 01

Improved control of emotional eating 
( . )p < 0 01

(Hull et 
al., 2017)

Intervention Group
(n = 63)
Black Children 

n =( )33
Child Characteristics *
Age: 
2 years: 18 (54) 
3 years: 14 (42) 
4 years: 1 (3) 
Gender: 
Male: 17 (52) 
Female: 16 (49) 
Maternal Characteristics*
Age: 
18-24 years: 5 (17) 
25-34 years: 14 (47) 
35-44 years: 11 (37) 
Hispanic Children
(n = 30)
Child Characteristics*
Age: 
2 years: 13 (45) 
3 years: 10 (35) 
4 years: 6 (21) 
Gender: 
Male: 17 (57) 
Female: 13 (43) 
Maternal Characteristics*
Age: 
18-24 years: 1 (3) 
25-34 years: 18 (60) 
35-44 years: 11 (37) 
*n(%)

Observational 
study- Betta 
Testing 
(Usage, 
Usability, 
Perceived 
Barriers)

3 months

The Children Eating Well 
(CHEW) smartphone app 
developed as a supporting tool 
for the Special Supplemental 
Nutrition Program for Women, 
Infants, and Children (WIC) in 
the United States.
The WIC Program
- Approved food packages are 
assigned to each WIC participant 
in the family, which list the specific 
types, brands, sizes, and quantities 
of products that can be purchased. 
- A cash value voucher (CVV) 
provides a flat dollar amount per 
WIC participant that can be spent 
on fruits or vegetables, currently $8 
for children and $10 for mothers. 
CHEW App Components
- WIC Shopping Tools, including 
a Barcode Scanner feature and 
Calculator Tools concerning the 
use of the CVVs. 
- Nutrition Education, focused 
on healthy snacks and beverages, 
including a Yummy Snack Gallery 
and Healthy Snacking Tips.

Primary Outcomes
Usage
Frequency of CHEW app sessions based on log files
12.57±14.98 
Duration of CHEW app sessions (min) based on log files
4.67±4.29 
Self-reported Usage*
Used any feature at least once 57 (90.5) 
Used WIC Shopping Tools at least once 51 (81.0) 
Used Yummy Snack Gallery at least once 43 (68.3) 
Viewed Healthy Snacking Tips at least once 47 (74.6) 
*n(%) 
Usability (5-point Likert scales ranging from 1=strongly 
disagree to 5=strongly agree, with higher values indicating 
greater usability).

WIC Shopping Tools 
(n = 51

)
Easy of Use: 3.98±1.12
Helpfulness: 4.40±0.90
Usefulness: 4.29±1.15

Yummy Snack Gallery 
n =( )43

Easy of Use: 4.81±0.50
Helpfulness: 4.95±0.21
Usefulness: 4.77±0.43

Healthy Snacking Tips 
n =( )47

Helpfulness: 4.68±0.59
Usefulness: 4.40±0.83
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Table 1. Continued

continued on following page

Study Population Study 
Design

Interven-
tion 

Period
mHealth Intervention Outcomes

(Nezami 
et al., 
2017)

Intervention Group
(n = 27)
Child Characteristics
Age (months): 56.4±10.5 
BMI z-score: 0.30±1.02 
Maternal Characteristics
Age (years): 36.6±5.7 
BMI (kg/m2): 33.1±4.8
Control Group 

(n = 24
)

Child Characteristics
Age (months): 51.3±9.2 
BMI z-score: 0.49±0.90 
Maternal Characteristics
Age (years): 36.2±4.3 
BMI (kg/m2): 32.0±5.9

RCT 6 months

The SmartMoms smartphone-
delivered intervention (Nezami 
et al., 2016)
- One 75-min in-person group 
session at the beginning of the 
study. 
- Self-monitoring of weight and 
diet, and the child’s servings of 
sugar sweetened beverage and juice 
intake through a paper diary or a 
smartphone app. 
- 18 lessons on behavioral 
strategies primarily to reduce 
caloric beverages and foods; they 
were accessed via a mobile website 
and were updated weekly for the 
first 12 weeks and biweekly for 
weeks 13-24. 
- Tailored feedback through email. 
Feedback was sent weekly for the 
first 12 weeks, and biweekly for 
weeks 13-24. 
- Monthly progress reports on goal 
achievement. 
- 3-4 text messages a week sent at 
random intervals (tips, motivational 
messages and goal progress 
assessment). 
- Child reinforcement charts

Primary Outcome
Child’s sugar sweetened beverage and juice intake (fl. oz./day)*

1.2 (-2.8, 5.1) vs. 9.9 (5.8, 14.0) 
( . )p < 0 01

Secondary Outcomes
Maternal percent weight change*

-2.7 (-4.8, -0.7) vs. 1.1 (-1.1, 3.2) 
( . )p < 0 01

Child BMI z-score *

0.40 (-0.05, 0.84) vs. 0.43 (-0.01, 0.87) 
p =( )0 33.

Maternal beverages (fl. oz. /day) *

5.6 (-1.2, 12.5) vs. 19.0 (11.9, 26.1) 
( . )p < 0 01

*Values are model adjusted means and 95% confidence intervals.

(Yang et 
al., 2017)

Intervention Group
(n = 558)
Child Characteristics
Age (years): 10-12 
Control Group
(n = 288)
Child Characteristics
Age (years): 10-12

Non RCT 6 months

Childhood obesity prevention 
intervention in a school setting 
using a mobile system, HAPPY 
ME; a smartphone app coupled 
with a wearable activity 
tracker. Tailoring of nutrition 
information messages and 
educational content is performed 
according to the Transtheoretical 
Model (Lee et al., 2017).
HAPPY ME for Children
- Self-monitoring of dietary 
habits, screen time, sleep duration 
(measured in hours), and physical 
activity. 
- Tailored feedback and 
encouraging messages. 
- Gamification 
HAPPY ME for Parents
- Monitoring of their child’s dietary 
habits and physical activity. 
- Educational materials about 
obesity, healthy eating habits, and 
nutrition. 
- Tailored messages once a 
week concerning the child’s 
performance and offering guidance 
on how to create a healthier home 
environment. 
HAPPY ME for Teachers
- Website with teacher-friendly 
educational material about nutrition 
and physical activity, test results of 
physical fitness measures among 
participants, and monitoring 
capabilities regarding application 
data on participating students from 
their classes. 
- Teachers in charge of classes 
with participating students can 
encourage participants using a 
bulletin or sending messages 
via the website, which can then 
be shown in an individual’s 
smartphone application.

Primary Outcomes
Behavioral changes, including healthy eating and increased 
physical activity. 
Secondary Outcomes
Changes in anthropometric parameters (body weight, height, BMI 
z-score and waist circumference), and BMI percentiles. 
Changes in psychological variables, such as self-body perception 
and sleep hours.
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a Mediterranean diet, and were instructed to practice 1 h day-1 of moderate to vigorous physical activity 
and minimize sedentary time by reducing screen time (<2 h day-1) (Mameli et al., 2018). A -0.06 (95% 
CI: 3.29 to 3.14) kg between-group (intervention vs control) mean difference in weight loss at three 
months, as well as a 0.01 (95% CI: 0.15 to 0.18) between-group, mean difference in BMI z-score could 
not substantiate statistically significant outcomes. On the other hand, the combination of physical activ-
ity monitoring and electronic food-intake recording with a structured treatment and teaching program 
for weight reduction significantly reduced both the weight and BMI in overweight children and adoles-
cents as compared with the baseline [weight reduction: 7.1±3.0 kg ( . )p < 0 01 , BMI reduction: from 
31.3±5.2 to 28.7±4.9 ( . )p < 0 01 ].

Yang et al. presented a childhood obesity prevention intervention relying on the transtheoretical model 
(Lee et al., 2017; Yang et al., 2017). In particular, the HAPPY ME mobile system couples a smartphone 
app with a wearable activity tracker and provides a multitude of features to participating children, par-
ents and teachers, ranging from self-monitoring of a child’s dietary habits, screen time, sleep duration 
(measured in hours), and physical activity to tailored nutrition information messages and educational 
content. The primary outcomes of this study are behavioral changes, including healthy eating and in-
creased physical activity, whereas changes in anthropometric parameters (body weight, height, BMI 
z-score and waist circumference), and BMI percentiles, as well as changes in a psychological variable 
(self-body perception and sleep hours).

A smartphone intervention protocol for adolescent obesity was recently published. The program is 
ongoing with the primary aim to assess the impact of a smartphone application compared with usual 
care on body mass index SDS over 12 months in adolescents (age range from 12-17 years) who are 
obese. Secondary outcome measures are waist circumference, insulin sensitivity, quality of life, physical 
activity and psychosocial health (O’Malley et al., 2014). It is an investigator blinded protocol of one-year 
duration. The obese adolescents, after the initial evaluation by a multidisciplinary team, are random-
ized into two groups; one receiving standard care and the other following the experimental smartphone 
intervention protocol. The smartphone application incorporates evidence-based behavioral change tools 
such as self-monitoring, goal setting, and peer support. Evidence-based tips are sent to the user in the 
form of a text tip, a video tip or an image tip. The tips aim to increase the knowledge of the participant 

Table 1. Continued

Study Population Study 
Design

Interven-
tion 

Period
mHealth Intervention Outcomes

(Mameli 
et al., 
2018)

Intervention Group
(n = 16)
Child Characteristics
Age (years): 12.6±1.7 
BMI (kg/m2): 29.6±3.3
Control Group 

(n = 14
)

Child Characteristics
Age (years): 12.4±2.2 
BMI (kg/m2): 28.6±2.6

RCT 3 months

Intervention Group
- Physical activity monitoring 
through the Empatica E4 
wristband. 
- Food intake recording via an app 
(METEDA, Italy). 
- Weekly feedback on the basis of 
the adequacy of the diet and the 
physical activity sent via SMS. A 
positive feedback was sent each 
time a goal was achieved. 
- All participants were given a 
Mediterranean diet, and were 
instructed to practice 1 h day-1 of 
moderate to vigorous physical 
activity and minimize sedentary 
time by reducing screen time (<2 
h day-1).

Primary Outcome
Between-group difference (intervention vs. the control group) in 
weight change

-0.06 kg (95% CI: 3.29 to 3.14) 
p =( )0 96.

Secondary Outcome
Between-group difference (intervention vs. the control group) in 
BMI change 

0.01 kg/m2 (95 CI: 0.15 to 0.18) 
p =( )0 87.

Ancillary Outcome
The change in weight was not associated with the number of days 
of use of the app and the wristband.

Data are mean±standard deviation
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concerning healthy eating, physical activity, physical fitness, and sleep. The user is encouraged to en-
gage in daily goal setting to increase the physical activity level and sleep, increase water intake, reduce 
intake of sugar and fat and to increase intake of fiber, fruits and vegetables. Also, the users are encour-
aged to monitor their progress by reviewing their goals daily and by entering their height and weight 
measurements. The findings are expected to guide further development of a telemedicine system for the 
management of clinical obesity in adolescence (O’Malley et al., 2014). Preliminary results of a pilot 
study of the above intervention project reveal that the majority of the adolescents were satisfied with 
the ease of use the benefit of the weight tracking and reward systems and the appealing look and feel 
of the app (O’Malley et al., 2014).

The use of social media and especially Facebook was integrated with a pilot study targeting college 
students. The study examined the feasibility, acceptability, and initial efficacy of a technology-based 
8-week weight loss intervention among college students. Students were randomly assigned to one of the 
three arms: Facebook, Facebook Plus text messaging and personalized feedback. Waiting List control 
with assessments at four weeks and eight weeks post-treatment. At eight weeks, the Facebook Plus 
group had significantly greater weight loss than the Facebook alone and control group, indicating the 
potential use of social media in weight control interventions, particularly when targeting large groups 
of adolescents and young adults (Napolitano, Hayes, Bennett, Ives, & Foster, 2013).

The term Ecological Momentary Interventions [EMI] was used for treatments that are provided to 
people during their everyday lives (i.e., in real time) and in natural settings (i.e., real world). King and 
colleagues (King et al., 2008) developed a palmtop computer-delivered intervention aimed at increasing 
middle- and older-aged adults’ physical activity using a palmtop computer-based EMI. The researchers 
demonstrated that a relatively short-term, low-intensity palmtop computer-based EMI could increase 
middle and older-aged adults physical activity. More, it provides an example of an automated, palmtop- 
computer based EMI that requires limited clinician time during the intervention (E. & M., 2010; Heron 
& Smyth, 2010; King et al., 2008).

The first RTC using smartphone technology aiming to increase daily physical activity was published 
in 2013. The smart move intervention program included obese patients older than 16 years of age who 
owned a smartphone and were randomly assigned to the intervention or controlled group. The intervention 
group was instructed in the usability features of the smartphone application and encouraged to achieve 
10,000 steps per day as an exercise goal and was given an exercise promotion leaflet. The control group 
was encouraged to walk an additional 30 minutes per day along with their normal activity (the equivalent 
of 10,000 steps) as an exercise goal and was given an exercise promotion leaflet. The primary outcome 
was the mean difference in daily step count between baseline and follow-up (Glynn et al., 2013).

Future Implications for Weight Management

Several systematic reviews have found that web-based interventions are moderately effective in promot-
ing weight loss. A personalized approach and intervention, with two-way feedback, sets a much more 
effective plan of action. Current technology offers the ability to measure and track several biological and 
environmental factors. At present, there are devices that can record weight, calories, sleep time, physical 
fitness, heart rate, sports performance. Shortly, we expect them to be able to measure and record nutri-
ents, microbiome, sweat and tear production, medication concentrations in the blood, comprehensive 
stresses of the spine and many other variables. Some of these functions are already incorporated into 
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smartphones while other measurements come from sensors that transmit data through USB or wireless 
connections. The sensors needed to capture these data have become miniscule, durable and highly effec-
tive. Currently, the data are personalized, and they can be exported in raw numbers or the form of graphs. 
Cloud sourcing and remote data accumulation and manipulation are already feasible and applicable. 
There are several health devices, usually sensors that connect to the body and they are used to acquire 
the recordings needed. In more details, we already have devices that can track calorie intake, activity 
and sleep round the clock using multiple sensors, others that can track weight, body fat, and BMI, or 
measure steps, distance and calories burned.

Furthermore, other devices can monitor sleep or track distance covered pace and calories. The use of 
GPS-enabled data recording and modulation enhances such a fitness watch. Blood pressure, heart rate, 
and pulse rate can be monitored and tracked, as well. iHealth Smart gluck monitoring system measures 
and records blood glucose levels, as this is measured and recorded using a portable testing kit. Similar 
sensors and apparatuses to collect similar biological data measurements are being developed at an en-
hanced pace.

Furthermore, of special interest and with fast development are the smart clothes. The world of 
electronics and textiles is collaborating, and they are creating smart clothes and e-textiles. These new 
materials are promising to detect an amazing number of physiological parameters, including thermal, 
mechanical, chemical, electrical, optical and magnetic signals. The availability of such diverse and rel-
evant measurements and parameters highly enhances our ability to establish algorithms and models for 
health status analysis, prompt and effective intervention, with the ability of real-time data feedback and 
the ability to further fine-tune our actions.

Once the sensors detect the signal, it is collected, processed, stored and transmitted appropriately. 
There are several other developments, as the industry is currently researching extensively, to manufacture 
small, state-of-the-art health tools and useful gadgets. The main theory behind all that excitement is 
that by measuring and tracking your everyday activities, you can help improve your quality of life and 
health. Specifically, all of the above mentioned traceable parameters and factors are of great interest and 
significance for weight management and weight loss interventions.

All the information captured can be easily transferred to a smartphone and can be associated with 
location, date, time and other information contained on the phone such as calendar events, phone calls 
or mails. Thus, individuals and their physician can develop a good understanding of the real factors 
influencing their health and health-related behaviors. Based on that, a reaction plan can be available 
to lead decisions and actions, mainly regarding food choices and nutrition but also sleep and stress 
management techniques. In order to promote self-management, personalized predictive models can be 
combined with captured data (clinical, biological, lifestyle, diet) and empower the patient to participate 
in the management of his or her health, with application in lifestyle changes and disease monitoring. This 
will improve patient compliance, adherence to the intervention plan and possibly improve the quality of 
life and prevent later advert events.

Today’s technology offers various ways to encourage children to adopt a certain type of behavior. 
Mobile technology is one of them since several alerts can be provided based on the understanding of 
unhealthy behavior. Also, messages can encourage the child to change the unhealthy behavior. In that 
respect, serious games provide with a means to entertain children, and in that way it is guaranteed that 
the children will use it, and, on the other hand, to provide with a means to change their behavior. The 
game must have a balance between “fun – ness” and “serious – ness” elements which can entertain and 

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



87

Management of Obese Pediatric Patients in the Digital Era
 

at the same time impose rules on their behavior (Thompson, 2014). For diabetes and self-management 
tools, several video games are distributed commercially to cover all ages (Lieberman, 2012). They are 
experimental and interactive, permitting the player to immerse in worlds offering challenges and progress 
feedback (Lieberman, 2012). In that sense, a game enhances learning about his/her health and stimulates 
behavioral change. To enhance access to those games, the cloud has been employed to provide content, 
recommendation, and evaluation and in that sense with guidance to change behavior (Hassan et al., 2012). 
A game can be used to fight obesity in children if energy expenditure can be increased, education on 
nutrition is provided, and healthy eating physical activity is promoted (Selmanovic, 2010).

A serious game can be combined with a mHealth solution. Smartphones can be utilized to deliver 
to children the high quality and attractive in that sense interfaces. From the point of view of frequent 
use, this is a real dangerous situation since the child can be addicted to the use of such a game. This 
somehow can be restricted, if mechanisms for delivering the game permit access only for certain time 
periods. The game must be carefully designed to include characters, which are familiar and trustable 
to the child. The game must be viewed as a two edges utility. on one edge the child can be placed, on 
the other the caregiver, especially the parents. Both sides must be motivated in healthy behavior: The 
child to avoid any unhealthy behaviors, and the parents to be motivated in a healthy diet, activity, etc. 
The child in everyday life eats whatever is offered by his/her parents. He/she exercises if the parents 
exercise. In general, he/she mimics the parent behavior. In that sense, both participate in an active and 
self-management “game”, which entertains, trains and motivates. The game design must be performed 
by experts, who have a better understanding of the life of an obese child. Providing strict rules does 
not help, does not really motivate. The game must entertain and at the same time gain the child and 
convince on healthy attitudes. The solution must be straightforward and not complicated, the healthy 
eating messages must be presented in an easy to understand way, and above all the provided solution to 
be attractive and feasible.

Serious games might also involve the school community, but the advice and training provided must 
be followed by the school personnel itself. Working with a virtual environment and living in a real world, 
those two actions must be compatible. If the motivation for a healthy lifestyle and weight decrease cannot 
be followed in the school environment, e.g. if the school canteen does not have, or it is not oriented to 
the suggestion given by the game, this is not going to work. The same happens with the family and the 
home. The child must be motivated, but this must be reflected the surrounding world, and the solutions 
must be there, other ways such games or motivation approaches do not work.

Future developments and implications include the following:

1.  Text messaging is an easy and cheap way to obtain greater adherence to treatment and monitoring. 
It is also well- accepted by parents and children.

2.  A theory-driven model of mobile intervention development promises improvement of these 
interventions.

3.  Applications with the end or another involved user in mind that are age appropriate and easy to 
use will be of greater success.

4.  The more interactive the interface is, the more efficacious and approved by the users it will prove 
to be. The ability to have advice on day to day changing internal and external circumstances can 
increase compliance and have the much needed sustainable results
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5.  Use of social support networks may augment the impact. Adolescents are already engaged in 
social media so they can move to another platform that of weight management and belong to a 
closed group. They retrieve information, set goals and have peer support. They can also download 
and upload materials. An application can request data from the user’s profile (e.g., his “likes” and 
interests). The moderators post the task of the week. The members of the group can access the app 
themselves and be presented with a list of completed and uncompleted tasks. The participants can 
send material to the moderator through the mail or Facebook message.

6.  Serious games can be engaged and implemented in order to provide an interaction between the 
children and their teachers and/or parents. The games offer the opportunity to “play” (really en- 
gage) with their chronic condition, to receive advice and alerts and in case they succeed to receive 
points to reach a certain goal. Those serious games have been transferred to a smartphone/ tablet 
platform and are part of any behavioral monitoring or motivation platform. The development of 
those games is guided by behavioral science principles, and it is a real lead for future developments 
(Thompson et al., 2010).

DISCUSSION

The options that technology can offer us are unlimited. However, the evaluation of their clinical effec-
tiveness, as well as the users’ satisfaction, is very important to improve outcomes and establish effective 
and sustained progress. At present few developers report whether their apps have been in line with best 
practice guidelines (E. B. Tate et al., 2013). It is important to have the needs of end users in mind. Kush-
niruk et al. published cognitive approaches for evaluation of information systems, and users interface 
(Kushniruk, Patel, & Cimino, 1997). Usability of a computer system can be defined as the capacity of 
the system to allow users to carry out their tasks safely, effectively, efficiently and enjoyably. Results 
indicated that subjects tended to rate the system in a very positive way on the questionnaire, despite the 
fact that video recording of their interaction with the system showed that they had encountered consider-
able problems in using the system, ranging from inability to navigate through the information contained 
in the program, to comments indicating that the program’s content was out of date (Kushniruk et al., 
1997). The practice of evaluating the usability of the electronic application in a small cohort, as O’ Mal-
ley et al. did, is a valuable, important and necessary tool before applying the application in larger patient 
groups (O’Malley et al., 2014). Another study explored the usability of the self-management program 
for youth with juvenile idiopathic arthritis and their parents to refine the health portal proto- type (the 
usability of the self-management program for youth with juvenile idiopathic arthritis and their parents 
to refine the health portal prototype (Stinson et al., 2010). Adolescents and parents provided similar as 
well as differing suggestions on how the website user interface could be improved in terms of improv-
ing its usability. Many participants responded that the interactive features made them feel supported 
and “not alone” in their illness (Stinson et al., 2010). Adolescents and parents provided similar as well 
as differing suggestions on how the website user interface could be improved in terms of improving its 
usability. Many participants responded that the interactive features made them feel supported and “not 
alone” in their illness (Stinson et al., 2010). This creates a very positive attitude for the whole process 
and enhances effective interventions. This creates a very positive attitude for the whole process and 
enhances effective interventions.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



89

Management of Obese Pediatric Patients in the Digital Era
 

Additionally, one very important issue is that the content and timing of the intervention can be tai-
lored to patients. By integrating the assessment and intervention capacities of the mobile technology, 
applications can be developed that are sensitive to the participants’ internal states (e.g., mood, cravings, 
physiological responses) and external cues and contexts (e.g., social interaction, location) (Heron & 
Smyth, 2010). This feature is of particular importance when dealing with adolescents, but of course, it 
is welcomed for any population group.

Strengths

mHealth-based child obesity interventions can capitalize on flexibility, speed, and power participant 
burden offered by mobile technology. The following can be considered:

• The prediction for wide use of smartphones as well as the availability of inexpensive smartphones 
are opening new opportunities for health applications and particularly for obesity prevention pro-
gram reaching larger number of patients including lower socioeconomic status children, adoles-
cents and their families.

• The use of mobile phone apps may be a motivational tool for sustainable weight control
• Individualized intervention can be an aspect of success for the intervention
• Sensors and IoT devices offer great flexibility in the collection of data related to weight and other 

behavioral/ lifestyle patterns.
• Cloud services can be used as a platform for data gathering, analysis, and decision support.
• mHealth advances may provide a new channel through which large audiences of obese young 

people can be reached and engaged.
• mHealth solutions improve the participation of the patient in the care process
• Use of predictive models augments preventive management
• The major actors in this healthcare process can be easily integrated through the use of mobile 

applications.
• Serious games can be developed based on the principles of behavioral science.
• Such an approach offers flexibility and is enjoyable for the young people.

Limitations

Still, there are many limitations, which must be faced in self-management systems, which limit the use 
of such systems and do not permit the wide spread of those approaches:

• Mobile health technologies are rapidly progressing, and they can support health behavior inter-
ventions that can be delivered in a personalized manner. A possible drawback is that if the concept 
behind the intervention is not based on behavior theory, then the content and the timing of the 
intervention may not be as effective.

• Researchers and practitioners should consider the theoretical basis of health interventions.
• Data protection is a major concern.
• The time that the child or adolescent spends in sedentary behavior and the screen time have to be 

accounted.
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• Increased social isolation, addiction to gaming, or electromagnetic radiation exposure with high 
cell phone use should be monitored.

• There is a need for interdisciplinary collaboration and the development of appropriate assessment 
tools.

• The relatively slower speed of the scientific research versus the high development speed of the 
mobile technology industry.

CONCLUSION

Communication technologies such as mobile phones may serve as an effective medium to deliver af-
fordable health promotion and disease prevention care to an array of people, due to their ubiquity and 
penetration into people’s everyday lives. However, emerging and promising technologies must be matched 
with such content that can successfully motivate people to change and sustain healthy behaviors. mHealth 
systems offer opportunities for surveillance and research in childhood obesity as well as development, 
delivery and dissemination of treatment and prevention programs. Adherence seems improved for those 
following webbased programs. Online monitoring programs lead to decreased severity of the disease. 
These interventions provide patients with a sense of accountability. Interventions using mHealth tech-
nology can target not only the children but their mothers as well, in order to change child dietary habits 
and improve maternal weight.

Usability testing is a critical step in the development of Internet interventions and solicits end-user 
feedback in order to learn what really works, what does not work, and where gaps in information or 
functionality exist, using iterative cycles to refine the prototype (Currie, 2005; Wichansky, 2000). These 
factors may impact on the frequency of use, understanding, and the likelihood that a user will implement 
the recommendations (Currie, 2005; Wichansky, 2000). Usability testing can also help determine the 
appropriateness of the website interface and content (Gustafson & Wyatt, 2004), especially when it is 
designed for different audiences (e.g., youth and parents) and delivered in different languages.
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KEY TERMS AND DEFINITIONS

Behavior Interventions: Protocols targeting body mass index reduction, implementing behavior 
modification and/or diet change, and increased physical activity. The strategy as well as the personnel 
involved, the duration, and the means used vary.

Biosensors: A biosensor is a device, based on a biological sensing element, whose output signal is 
proportional to a concentration of a chemical or chemicals.

Childhood Obesity: Increased body weight associated with increased adiposity which is best re-
flected by an increased body mass index. Body mass index cut offs points differ according to age and 
sex. There is no universal agreement regarding the cut-offs.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



97

Management of Obese Pediatric Patients in the Digital Era
 

Cloud: Cloud computing refers to a model which permits users to access servers and storage resources 
through the internet using a web browser or a client code.

Comorbidities: Childhood obesity is potentially associated with some complications that include 
insulin resistance, glucose intolerance, diabetes mellitus, fatty liver disease, dyslipidemia, hypertension, 
metabolic syndrome, sleep apnea, depression.

Internet of Things (IoT): Is a concept which describes a network of “things” (sensors, electronic 
devices, other hardware, etc.) and their capability to exchange data.

Lifestyle: The sets of daily habits that include meal frequency and composition, exercise frequency 
and duration, hours of sleep, hours of sedentary activities, hours of physical activity mainly walking.

Sensors: A sensor is a device which can detect input from its physical environment, in our case from 
the human body. The sensor output is an electronic signal which can be transmitted and displayed.

Smartphones: A smartphone is a small device that can be used as a cellphone and a personal com-
puter having the advantage of mobility. The disadvantage of the small screen has been overcome by its 
high-resolution screen.
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ABSTRACT

This chapter describes the implementation of tele-wound monitoring (TWM) for a patient’s chronic 
wound using a smartphone. The system proved to be quick and reliable for providing healthcare at the 
doorstep. The smartphone-enabled a tele-wound monitoring (TWM) framework, which is used for remote 
wound monitoring, has been highlighted. The TWM is effective for both rural as well as urban people; it 
provides good performance in terms of wound monitoring and diagnosis. The objective of this chapter 
is to design and develop a TWM system model that can acquire, process and monitor chronic wound-
related problems by using a low-cost smartphone to increase the overall performance of the system. 
Specifically, the TWM system is developed for biomedical information like chronic wound processing to 
monitor important patient information inexpensively and accurately. The implementation is carried out 
using hypertext preprocessor (PHP) and MySql database and especially by Firebase cloud database, 
which is used for improving the efficiency.

INTRODUCTION

The Information and Communication Technology (ICT) plays a vital role in the healthcare domain to 
improve the overall performance of the system. Efficient communication is needed for adjusting care and 
preventing serious issues as interventions can be done faster. The ICT is used for storing and retrieval of 
the information and provides the patients with better services at a reduced cost. The advantages of ICTs 
are as follows: (a) faster accessibility to clinicians and other medical resources, (b) technology helps 
to improve the hospital administration for better care, (c) quick critical patient monitoring, and (d) all 
medical related information is available via the social media. Currently ICT faces a lot of challenges due 
to the following reasons: lack of medical data standards, (b) poor infrastructure, (e) environmental chal-
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lenges, (f) Poor government policy, (g) lack of consistent power supply, (g) poor internet connectivity, 
and (h) lack of skilled people to operate the system, (i) lack of awareness respectively in today’s health 
care system. Bashshur et al. (2011) explained the importance of ICT for health domains consisting of 
(a) telemedicine, (b) telehealth, (c) e-Health and (d) m-Health.

Telemedicine

The smartphone has been recognized as a possible tool for a telemedicine system. (Chinmay et al., 2016). 
The smartphone used in telemedicine with an inbuilt high-resolution camera to capture digital images 
and computing and networking features which allow direct interaction. The acquired wound data using 
a smartphone app process is the central hub for better treatment. Appropriate returning messages will be 
routed to local providers through physical delivery to ensure information integrity. Telemedicine systems 
are becoming more demanding by providing advanced features of the smartphone and better comput-
ing services. Telemedicine systems also maintain stored patient’s data in the database. Telemedicine 
(Wood et al., 2008) is an emerging field in advanced communication systems and medical informatics, 
able to deliver the healthcare data and to share medical expertise using wireless technologies in the span 
of tele-oncology, telepathology, teleradiology, emergency healthcare and teledermatology. The high 
featured smartphones (Xolo, Apple, Nokia, Samsung Galaxy Tab, Windows Phone, Blackberry, iOS, 
Jio, Canon, Adobe, Android) can be used for sensing, acquiring a variety of medical data collection and 
monitoring applications.

Telehealth

Telehealth acts as a bridge between a patient and a healthcare provider via an electronic medium to moni-
tor medical services at distant sites. Telehealth systems examine patients who are in a critical condition 
with medical facilities anytime. It provides the patient’s vital signs monitoring on a regular basis reducing 
time and cost. This system created its network-based telehealth wound management system to address 
the systematic issue in the provision of wound care. It improves the access to healthcare technology and 
reduces costs. Telehealth can be applied to chronic wounds monitoring over a long distance because it 
can transfer audio and visual patient information from remote to expert clinics with specialized wound 
knowledge and technical skill.

E-Health

The electronic health (e-Health) services are driven by computers and other medical devices in the global 
market. Smartphone usability has increased drastically in recent years. e-Health improves the access 
efficiency, quality of care, effectiveness, and connected medical organizations, practitioners, patients, 
medical personnel in an effort to enhance the patient health status.

M-Health

Mobile health (m-Health) technology is the most demanding and developing factor in healthcare today 
providing better and more efficient care. The m-Health is a part of e-Health used in the delivery of 
healthcare services or medical information with a smartphone. m-Health technology plays an important 
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role in monitoring the remote wound diseases. There is limited access to modern technology for man-
aging the chronic wounds. According to clinical experience, high-quality regular care, especially for 
patients, self-management is necessary for accelerating wound healing. International statistics providing 
the complete depiction of the disability, occurrence, and impairment of wounds are difficult to acquire. 
The wound affected region information is collected by m-health technology through the faster network 
connectivity for processing and analysis. More advanced smartphone-enabled m-Health technology 
supports the remote diagnosis, telemedicine, and web-browsing, access to web-based patient data, GPS 
navigation, post-visit patient surveillance, and better healthcare management. Meum (2012) implemented 
the electronic medication management system using new technology to reduce the incidence of serious 
errors. A smartphone application page enables patients to remotely send wound images for monitoring 
by clinicians. M-Health allows the patient to be continuously monitored, and includes mobile telemedi-
cine, various healthcare units, electronic health records (EHR), remote patient monitoring, mobile pa-
tient monitoring, hospital information system, hospital management system, decision support systems, 
medical survey and awareness raising which can play a major role to enhance the healthcare services. 
This technology provides fast, secure, reliable, accurate, economical and time-saving, reduce hospital 
visits for regular health monitoring. M-Health allows new technologies in sensing, medical imaging 
and wireless data communications with much lower cost, enabling the development of new widespread 
remote medicine initiatives.

m-Health = Smartphone with application page + patient + remote healthcare service provider + cloud 
framework + clinician’s feedback processing 

The above-mentioned platforms have been providing continuous supports towards remote chronic 
wound status monitoring. Nowadays, the chronic wounds (CWs) signify an important health issue. The 
wound status monitoring is also a vital task in healthcare globally. Mostly, older adults (over 60 years) 
are more prone to suffering due to chronic wounds. The non-healing wounds can persist for years, caus-
ing pain to patients and placing them at risk for secondary infections and loss of a limb. All types of 
wounds may become chronic due to various conditions that stop or slow the wound healing process. 
These may include any of the following: (a) poor blood supply or ischemia, (b) infections, (c) immune 
suppression, (d) tissue swelling, (e) age, and (f) malignancy respectively. Patients are affected in many 
ways by various problems caused by the CWs such as pain, restricted mobility, economic burden and 
psychological stress which all lead to a reduced quality of life. The open wound is an injury, involves 
an internal or external break in body tissue. The five types of open wounds are abrasion (topmost layer 
of the skin is removed, painful), incision (smooth edges), laceration (irregular edges), puncture (deep, 
narrow wound) and avulsion (bleed heavily) respectively. In a closed wound, the skin surface is not 
broken so tissue damage and any bleeding occur below the surface.

Wound Types

More broadly, wounds are classified into two types acute and chronic wound. Acute wound – it is de-
fined as the disruption in the integrity of skin and underlying tissue that progresses through the healing 
process in a timely and uneventful manner that results in sustained restoration of anatomic and functional 
integrity. Chronic wound – according to Mustoe et al. (2006), chronic wound healing process is slow 
and stagnated; it does not heal through an orderly and timely reparative process over a period of three 
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months to restore anatomic and functional integrity. Moreo (2005), and Mustoe (2004) discussed that 
CWs are mainly classified into four categories: diabetic ulcer (DU), pressure ulcer (PU), venous ulcer 
(VU) and ischemic or arterial ulcer (IU) respectively.

Classification of Wounds

The chronic wound tissue can be classified into three major categories like granulation, slough, and 
necrosis. Granulation (G) tissue represents the growth of new tissue with a red color area that requires 
moist wound healing products, slough (S) tissue indicates infection with a yellow color area, requiring 
autolytic debridement and moist wound healing and necrotic (N) tissue represents the area of black 
dead tissue, which needs to be removed. Chinmay et al. (2016) discussed that the clinicians are used to 
the red-yellow-black (RYB) color coding scheme for classifying the different wound tissue and digital 
image commonly represented as red-green-blue (RGB) color. Figure 1 depicts the various tissue types 
with color variation.

Status of Chronic Wounds Treatment

In India, there is a scarcity of wound data on the prevalence of diabetes, atherosclerosis, tuberculosis, 
leprosy, and trauma, all of which lead to the development of CWs by one or other mechanism. There 
is also a lack of adequate health facilities and appropriate treatment in rural areas where 70% of the 
population lives, very few studies have been conducted to address the problem of CWs. The inappro-
priate treatment of acute traumatic wounds was the most widespread cause of the CW. In many poor 
counties, a lot of patients’ cannot meet the expenses of many of the wound-related investigations. The 
different kinds of ulcers are debilitating and more painful, mainly reducing patient’s quality of life. The 
wound assessment is a tedious assignment for clinicians as it requires periodic evaluation. The 5-7 mil-
lion chronic or complex wounds occur each year in North America. An occurrence of patients with a 
wound was 3.55 per 1000 population in the United Kingdom. The popularity of wounds was surgical/
trauma (48%), leg/foot (28%), and pressure ulcers (21%). In the United States, the healing cost of a single 
pressure ulcer can be as much as $50 billion, and CWs affect around 6.4 million patients annually. The 
United Nations - 2009 report showed that it affects more than 2 billion European populations and the 

Figure 1. Three important tissue types - granulation, slough, and necrotic tissue
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related cost of treatment is about 8 billion Euros per year. In 2012, there were 24 million people who 
faced CWs problems worldwide. Also, it is anticipated that worldwide 380 million people will suffer 
from this highly branded disease by the year 2025 (Inter., 2006). The treating foot ulcers cost is estimated 
at around $5 billion annually (Arthur, 2010). Although there is little variation in the treatment of the 
different CWs, appropriate management seeks to address the root cause of CWs, including ischemia, 
infection, and imbalance of proteases (Mustoe, 2004).

A typical treatment protocol is based on the combination of the following interventions:

1.  Proper cleansing of the wound with sterile water to reduce the possibility of infection.
2.  Debridement of dead necrotic tissue, foreign objects such as small stones, glass particles, and dirt 

that can delay healing and lead to infection.
3.  Use of external compression bandages to reduce edema by encouraging a movement of lymphatic 

fluids and blood through the veins.
4.  Use of wound dressings to absorb the wound exudate and maintain the moisture in the wound area 

to promote and speed healing.
5.  Infection should be controlled by the application of topical or oral antibiotics.
6.  If required wound should be treated surgically to promote wound healing.

Healing wounds have mostly red granulation tissue that shows proper blood circulation in the wound 
region and absence of any infection. Whereas yellow slough tissue is due to the presence of pus, fibrous 
material and other cellular components which accumulate as a result of infection in the wound. The black 
tissue is due to adherent necrotic tissue in the wound which should be removed to improve the wound 
healing. Information about the size of the wound area and percentage of each tissue in the wound area 
are important factors for determining the healing state of the wound and to evaluate and make necessary 
changes for the further treatment of the wound.

BACKGROUND

The preventive measures can be taken to bring low-cost screenings to the patients. The major limitations 
of chronic wound treatments are the lack of qualitative assessment, mostly dependent on color infor-
mation, while more ambiguities are there in detecting the CW type. There is no information about the 
percentage of wound tissue, inaccurate estimation of area and its monitoring over time, which is highly 
expert-dependent, limited access to modern technology for managing chronic wounds and there is no 
standard database available in present days respectively. There is, however, a demand for a practical 
tool for automatic wound assessment, combining dimensional measurements and tissue classification 
in a single user-friendly system which is not only used in therapeutic follow-up in hospitals but could 
also be used for telemedicine purposes and clinical research, where repeatability and accuracy of wound 
assessment are critical. Automatic wound assessment tools integrated with the m-health facility will 
drastically reduce the health care cost as patient monitoring could be carried out from a distance, outside 
a hospital environment, in private homes properly equipped for telemedicine practice. The clinician 
needs an objective for wound characterization method to decide if the current treatment is adequate or 
requires adjustments. The accurate wound measurement is an important task in CWs treatments because 
changes in the wound size and proportions of different tissue types are indicators of the wound healing. 
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Professionals dealing with wounded patients need to make treatment decisions principally, but not solely 
based on their visual perception.

Traditionally only empirical traditional or manual methods are used by the healthcare professionals 
for spatial measurements such as rulers, sketches, transparency tracings and alginate moldings (Gethin, 
2005). These methods give an only rough approximation of total wound area and no information about 
the proportion of different wound tissue types. Also, these methods are time-consuming, inaccurate and 
result in pain, infection, and allergy to the patient. These evaluations depend on the experience of the 
clinicians and are non-objective thus not eligible for validation of the wound healing process. Normal 
digital cameras and the smartphone could be used to acquire the wound image quickly and store it for 
further processing. The different methods required for analyzing the wound image such as preprocessing, 
segmentation, feature extraction, and classification are easily done by the automated diagnostic tool, 
although it is a difficult task for a human being (Albouy, 2005). Evaluation should be more accurate, 
reproducible and faster. Affordability of high-speed computers makes possible the implementation of 
sophisticated classification algorithms. The wound analysis should include measurement of the wound 
area and analysis of the color distribution within the wound affected portion. As manual methods of 
wound area calculation are invasive and inaccurate, the non-invasive digital planimetry method has the 
advantage of reducing the possibility of imparting infection as well as being faster and reproducible.

Challenges in Chronic Wound Monitoring Methods: 
Conventional vs. Recent Advances

There is limited access to modern technology for managing CWs. The current traditional clinical wound 
assessments depend on simple spatial measurements like ruler-based methods, tape measurement methods, 
transparency tracing, and alginate cast. Such types of subjective evaluations are inaccurate, inconsistent, 
inefficient and painful. The ambiguities and intra-observer variation affect wound classification. The 
manual errors include inconsistency of the data, loss of reliability and redundancy. The physical dangers 
to the data are aging of the paper documents, water, and bugs respectively. Several features contribute 
to making an automatic classification difficult. First, wound image acquisition requires technical skill, 
especially in the patient room where lighting is not controlled. At close range, the depth of field remains 
always limited in macro-mode; ambient light is insufficient and may easily result in fuzzy images. 
Moreover, the patient is rarely able to maintain a convenient posture for a snapshot. Figure 2 depicts the 
manual, error-prone patient monitoring systems.

The treatments of chronic wounds include monitoring of the color and size of the wound at regular 
intervals. Most of the people reported re-occurrences even after a long period of treatment. The critical 
task is to perform an accurate diagnosis and select a suitable treatment. The important parameter like 
color may provide relevant information about the tissue type and inflammation. The semi-automatic and 
or automatic process gives better results with respect to traditional methods. Mankar et al. (2013) have 
discussed 2D and 3D techniques for wound measurement. Two-dimensional techniques are influenced 
by lighting conditions, camera position, and angle of acquisition. 3D techniques could produce more 
metrics from the wound such as perimeter, depth, area, and volume. The new non-traditional techniques 
are required that increases accuracy in size measurements while reducing inter and intra-observer 
variability. They are low-cost, multispectral, hyperspectral, hi-tech medical imaging combined with 
a 3D surface and user-friendly. The computer-based diagnosis gives a good result concerning manual 
observation. The wound shape and size are the vital parameters in clinical and basic research for test 
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and effectiveness. The computerized wound documenting systems like digital VERG (Vista Medial 
Ltd., Winnipeg, Manitoba, Canada) and VISITRAK give the capability to measure the wound length 
and width automatically (Haghpanah, 2006). The VERG and VISITRAK software provide estimates of 
the length, width, area, and volume. DigiSkin software uses digital photography for picture processing 
that provides length, width, depth, area, and volume (Korber et al., 2006). Table 1 depicts the features 
of different devices for CW healing monitoring.

M-Health for Remote Wound Monitoring

M-Health is used for the delivery of public health and the sharing of medical information supported 
by smartphones. The aim is to provide expert based medical care service to any place that health care 
is needed. The shortage of good medical doctors, nurses, clinics or hospitals, and high expenditure 
incurred during medical treatment, increase the seriousness of the problem. Due to the unavailability 
of these factors m-health is needed to collect the vital patient’s information remotely through computer-
aided diagnosis and or high-resolution camera based smartphones. M-health aims to improves access 
to healthcare facilities for rural areas, gives clinicians better accessibility to tertiary consultation, gives 
clinicians access to conduct remote examinations, improve patient care, reduces health-care costs and 
patient transfers to secondary and tertiary care centers respectively. In the real-time mode, the clinician 
is present during the capture process through a video conferencing system, and streaming can be sent to 
TMH. The store-and-forward approach in a telemedicine system consists of a tele-medical Agent (TMA) 

Figure 2. Manual, error-prone patient’s monitoring system
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capturing patient data independently (images, text files, patient symptoms in a text file, etc.) and then 
sending them over the Internet to a clinician who can asynchronously and non-interactively perform a 
diagnosis (Chakraborty et al., 2014). The m-Health provides TMA to monitor physiological changes, test 
results, images with proper clinical evidence. Here, the TWM framework under the m-health scenario 
has been highlighted for remote wound monitoring. This framework is very effective for rural peoples 
as well as urban areas; it gives better performance in terms of wound data monitoring and advanced 
diagnostics. The different sensors are associated with telemedicine systems for acquiring the medical 
images from the patient. Oduncu et al. (2004) discussed that the most acceptable automatic or semiau-
tomatic wound analysis is color image processing. The wound image could be quickly acquired using 
ordinary cameras and or smartphones and storing for further processing. Accurate and faster-wound 
image analysis is possible with the help of a digital image processing technique rather than error-prone 
manual observation. The wound analysis includes estimation of the wound area and color distribution 
within the infected portion of the wound. The area of the wound is measured based on the total number 
of pixels in the region multiplied by a suitable scaling factor.

Table 1. Characteristics of various medical devices for CWs

Devices Main Features Limitation Cost

Measurement of Area and 
Volume Instrument System 
(MAVIS) (Plassmann et al., 
1998)

To measure area and volume of skin wounds, ulcers, and 
pressure sores 
Small and deep wounds can be measured with greater precision 
It is fast and comparably more precise than existing traditional 
techniques 
Frequently monitoring is possible with higher consistency

It cannot measure the 
depth of wound or ulcer 
Lacking 
interconnectivity 
between patients and 
clinics

Expensive

Stereophotogramm-etry (SPG) 
(Sprigle et al., 2006)

Multiple images are taken of the same wound with a slightly 
different angle 
Easy to perform 
Gives an accurate and repeatable result

Lacks accuracy 
Complex systems Expensive

Wound measurement device 
(WMD) (Nemeth et al., 2010)

Depth measurement is possible 
Increased reliability as compared to conventional methods with 
high precision

Poor accuracy Moderate

ARANZ Medical 
Silhouette (Silhousette, 2010)

High-quality wound image handling capability 
Robust, portable, easy to use and gives an accurate outcome Poor accuracy Expensive

Advanced Wound Assessment 
and Measurement System 
(AWAMS) (Casas et al., 2011)

Interface of a video camera with touch pad 
Calculate wound area and percentage of tissue types ---- Expensive

Medical Digital 
Photogrammetric System 
(MEDPHOS) (Malcolm, 2013)

Provide high speed and simple application 
Robustness and reliability 
Precision and accuracy

---- Low

DERMA device (Nila et al., 
2013)

Measure the time evolution of CWs 
Provides uniform interface to manage data 
High precision

Complicated Moderate

Verge Videometer (VeV) 
(Williams, 2009)

Determine wound measurement using an accurate perimeter-
based algorithm Lack of accuracy Quite 

costly

Stereophotogrammetry (SPG) 
(Thawer et al., 2002)

Wound volume determination performed 
Reliable and precise computer-assisted technique Inaccuracy Low cost

Compression Therapy Device 
(Robson et al., 2006)

To reduce the swelling and aid in the healing of a CW 
Used for chronic venous insufficiency

Poor healing rate 
Complex Moderate
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Wireless Body Sensor Networks (WBSN)

A wireless body sensor network plays an important role in data acquisition from the patient body via 
sensors. The WBSNs related issues and challenges were addressed which include emergency medical 
care, reliable transmission of vital patient’s data, low cost and better quality of service, need for extremely 
low power operation, lightweight, avoidance of wearable/implantable sensors, maintenance of security 
and privacy, real-time connectivity to heterogeneous networks, low complexity, standardization, and 
interoperability. The Advanced Topometric sensor (ATOS-II) is a stereo-photographic system that mea-
sures a 3D map of the wound surface. Present and emerging developments in today’s communications 
integrated with the developments in Microelectronics and embedded system technologies will have a 
drastic impact on future patient monitoring and health information delivery systems. The major chal-
lenges are bandwidth limitations, power consumption, and skin or tissue protection. The body sensor 
network is a set of several nodes distributed over the body to collect the physiological information. These 
networks are usually meant for the acquisition of data. The WBSN infrastructures are complex and need 
many functional support elements. Biosensors are attached to the human body for remote patient’s health 
monitoring with extremely high mobility. The wireless body area network consists of three types of nodes 
like (a) Implant-BAN – used for internal communication between the inside of the body where sensors 
and actuators are connected to the BAN coordinator that serves as a data acquisition centre (DAC), (b) 
External-BAN - for external communication between sensor nodes surrounding the body and the outside 
world, no contact with human skin, (c) Surface-BAN – placed on the surface of the human skin (Reinzo 
et al., 2009). These data are collected by m-Health through the faster network connectivity, processing, 
and analysis. Chen et al. (2011) present the difference between the wireless sensor network and BAN in 
terms of mobility, data rate, latency, node density, power supply, network topology, node replacement, 
security level etc and also compare with the existing body sensor nodes (Omeni et al., 2007), (Sofia et 
al., 2011), (Deena et al., 2012). A number of ongoing projects like firmware based CodeBlue (Shnayder 
et al., 2005), MobiHealth (Konstantas et al., 2003), AlarmNet (Wood et al., 2008), Advanced care and 
alert portable telemedical monitor (AMON) (Anliker et al., 2004), MagIC (Rienzo, 2005), Medical remote 
monitoring of clothes (MERMOTH) (Weber et al., 2006), Microsystems platform for mobile services 
and applications (MIMOSA) (Jantunen, 2008), Wireless sensor node for a motion capture systems with 
accelerometers (WiMoCA) (Farella et al., 2008), CareNet (Jiang et al., 2008), Advanced Health and 
Disaster Aid Network (AID-N) (Gao et al., 2007), SMART (Curtis et al., 2008), ASNET (Sheltami et al., 
2006), MITHril (Pentland, 2004), Wearable health monitoring systems (WHMS) (Mienkovic et al., 2006), 
NASA-LifeGuard (Montgomery et al., 2004), non-invasive LifeShirt (VivoMetrics, 2002), iSIM (iSIM, 
2015), HealthGear (Oliver et al., 2006), Ubiquitous Monitoring (Ubimon) (Jason et al., 2004), eWatch 
(Maurer et al., 2006), Vital jacket (Cunha et al., 2010), m-Health (Jovanov, 2005), Personal Care Con-
nect (Blount, 2007) and HeartToGo (Jin et al., 2009) have contributed to establish a practical solution 
for WBAN that is detailed in Table 2. Sana et al. (2009) highlight the efficient power solutions towards 
in-body and on-body sensor networks. According to the World Health Organization (WHO’s) report, 
approximately 17.5 million people die due to heart attacks each year, more than 246 million people 
suffer from diabetes; it will be increasing up to 380 million by 2025 and almost 20 million people will 
die from cardiovascular disease in 2025 (World, 2010). So, these deaths can be prevented with the help 
of the WBSN based telemedicine system. A typical WBSN consists of several sensor nodes with a low 
power constraint, each acquiring a specific physiological parameter from the human body. These nodes 
act as a bridge between the patient and technology-enabled devices. We can easily diagnose the patient 
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health status and early detection of abnormalities is also possible using sensor nodes. So the mortality 
rate can be minimized. An efficient WBSN requires portable, lightweight, low-power, miniature sensors, 
and autonomous sensor nodes that monitor the health-related applications.

TELE-WOUND MONITORING FOR REMOTE HEALTHCARE

Most of the population living in rural areas has been facing many problems due to the shortages of 
healthcare capacity in India. The affordable connectivity is required in rural areas where connectiv-
ity is dense. M-Health which integrated the TWM system has the potential to provide cost-effective 
treatment to the rural area. The proposed system suggests the following high-level requirements for the 
right solution: (1) Accessibility – to implement the methods to collect, process, analyze and monitor 
the patient’s vital signs. (2) Scalability - to support efficient remote monitoring and computerized data 

Table 2. Detailed description of various projects

Projects Main Features

CodeBlue Provides higher priority based on scalable and robust patient’s medical monitoring.

MobiHealth Allows continuous health monitoring fastly and reliably.

AlarmNet Uses for medical data analysis and long-term health monitoring

AMON Provides continuous collection and evaluation of various medical vital signs.

MERMOTH Used to monitor patient’s vital signs comfortably using wearable interface and supports parallel data management 
service.

WiMoCA Used to monitor the patient’s movement with high flexibility.

CareNet Monitors remote healthcare with a highly reliable and secure way.

AID-N Performs data delivery efficiently and treats a large number of patient’s.

SMART Provides a viable method for monitoring patient’s at-risk in the waiting areas of an emergency department.

ASNET Provides dynamic data query to allow the clinicians to monitor patients at any place via the web or Smartphones.

MITHril Provides healthcare with a highly flexible way and reduce medical costs.

LifeGuard Monitors patient’s vital signs.

LifeShirt Monitors patient’s health in real time.

HealthGear Monitors visualize and analyze a patient’s physiological data.

Ubimon) Monitors patient’s physiological states continuously.

eWatch Used in elderly monitoring and context-aware notification.

(Blo’07) Provides timely accessibility to the patient’s health status remotely. Improves patient’s quality care and life.

HeartToGo Detects abnormality of cardiovascular disease.

MagIC Detects ECG, respiratory activity and monitors patient data via wireless transmission scheme remotely.

Vital jacket Monitors patient’s vital signs

M-Health Continuously monitors ambulatory settings, early detection of abnormalities and supervised rehabilitation.

iSIM Supports sensing of location; position; obstacles; range finding; temperature; sound; and vision.

WHMS Monitors patient’s vital signs closely and provides optimal health status.

MIMOSA Uses low-power, optimized for flexibility and smart sensor based architecture.
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analysis of large patient populations. (3) Reliability – to provide reliable communication between TMA 
and tele-medical hub (TMH). (4) Manageability - to manage all patient-centric control information. 
(5) Flexibility – to be open, flexible and extensible. (6) Security – to protect the data, when processing 
for getting best treatment over the networks. (7) Throughput – to provide high throughput in terms of 
data processed over heterogeneous networks. (8) Storage – to increase the large volume of patient’s 
data storage. (9) Cost – to minimize the cost. The cost is associated with network bandwidth, use of 
computation, storage space, monitoring, accounting and billing, software services and content delivery. 
The cost can be increased using paid networks, but the TWM minimizes the cost by the minimal use 
of network involvement. (10) Optimization – to provide the network to the patient inexpensively. (11) 
Visualization – powerful visualization is required by the advanced processor for patients’ data analysis. 
(12) Easy up-gradation – the TWM can be upgraded easily with the changes in the medical informa-
tion from time to time. This TWM is the system used to collect patient’s vital signs automatically via 
the internet from medical sensors to TMH for storage, processing, analyzing and distribution. This tool 
has four important features like (a) voice, and video, (b) the web-based electronic health records, and 
cloud services, (c) wireless broadband, and (d) advanced wound healing products. The accurate wound 
assessment in the TWM system is an essential skill required by all practitioners able to plan effectively, 
implement and evaluate patient’s care. This system helps to develop a proper management plan for 
resolving the wound-related issues. Every CW might require at least three to six months, so a regular 
medication-related update is required. The TWM provides such patient medication. The TWM system 
maintained clinical documentation accurately and carefully for identifying vital signs of improvement 
or deterioration. The TWM followed the National Institutes of Health and Agency (NIHA) for Health 
Research and Quality guidelines for wound care and programmed them into its electronic health record 
system to standardize protocols for its TMA. The TWM system is needed for minimizing morbidity and 
possible mortality.

Smartphones enable the TWM healthcare platform to provide low-cost and high-quality medical 
services. TWM is applied for acquiring, transmitting, and monitoring wound status from rural to good 
clinics by wound app in smartphone technologies. It provides clinicians with the possibility to monitor 
emergency homebound patients using m-Health fastly, accurately, and precisely. The huge numbers of 
rural people in the world have been suffering from different types of wounds. However, due to the lack 
of trained clinicians, this adds up in suffering populations. The major improvement and development in 
mobile communication throughout the world reduce the problem up to some extent. The telemedicine-
based wireless body area networks can be used for continuous remote patient monitoring (Chinmay et 
al., 2013) where a wound image is collected by a high-resolution camera based on a smartphone and 
using the image sensor.

Operation

The TWM system aims to take off the chronic wound patients at each level. It provides a clinician mod-
ule, registers patients, emergency call services, sends a report. The smartphone can be used to capturing 
high-quality wound images and acquiring clinical information and send it to the TMH through a secure, 
web-based medium. Chronic wound images are automatically converted to the JPEG format by the 
camera and transferred to a compatible computer. Some limitations of wound image acquisition are low 
image resolution, color quality and constancy, pose uncertainty due to target movement, reflections due 
to skin nature and illumination constraints, shading and noise and variable environment illumination. 
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The noise can be eliminated using superior adaptive filtering methods (Chinmay et al., 2016). Therefore, 
images must be pre-processed to correct the variations in illumination. Automation of manual digital 
planimetry by replacing the task of manual delineation with a wound measurement technique will exclude 
dependency on clinician and reduce the probability of error due to the human factor. Results remain too 
dependent on image capture conditions, sample database building, region descriptor selection, tissue 
class learning protocol, etc., preventing reproducible results from being obtained within the complete 
color image processing chain. The cloud computing framework provides resources to patients or TMA 
on an on-demand basis through the web service interface. The TWM system can collect remote CW 
related information and send it via a communication platform to the TMH for better treatment (Figure 3).

The medical images are taken care of by the Image Recognition APIs and are progressively depen-
dent on chronic wound images for screening, diagnosis, treatment planning, and routine check-ups. A 
smartphone integrated low cost and a greater quality based metadata creation process for wound image 
acquisition at the patient. It provides a smooth interaction between experts and patients remotely. The end-
to-end routine diagnostic and maintaining patient history are also explained here. This chapter describes 
a prototype system that demonstrates and validates the approach. The implementation and simulation are 
carried out using Hypertext Preprocessor (PHP) and MySql database and especially by Firebase cloud 
database and also Wamp server, localhost database, Backendless and its API, OpenWeatherMap, Org 
API, artificial intelligence in Microsoft image cognitive APIs which are used for improving the efficiency. 
Each patient is assigned a unique PATIENT ID and password for authorization. Figure 4 shows that 
the screenshots of the TWM app using m-Health related to patients, doctors, medicine etc information.

FIREBASE CLOUD DATABASE

It is the main database used in the TWM app to store clinical data. Both the patient’s and doctor’s infor-
mation is stored in this database. Data of patients includes their name, date-of-birth, patient identification 
number, address at the time of diagnosis, wound site, patient history, year of diagnosis, previous visit 
history, contact number, comments along with their wound images. Images require much memory and 
hence would accumulate in the server if used there. Therefore, Firebase cloud is used for this purpose 

Figure 3. TWM system model for remote patient’s monitoring

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



110

Mobile Health (M-Health) for Tele-Wound Monitoring
 

to store patient health records on a cloud server that is shown in Figure 5. This data can be accessed at 
any place, at any specified time. Firebase is a web application and a mobile tool that helps developers 
build high-quality apps. The storage space is 1 GB for uploading and 10 Gb for downloading data. The 
most powerful, simple and cost-effective tool like Firebase storage is applied to store wound images, 
video, patient-centric contents.

FUTURE RESEARCH DIRECTIONS

The captured wound images, with clinical information, are processed via the TWM app to server-end. 
The clinician gives feedback related to wound status to the patients. In the future, a better medical data 
protection algorithm is required for sending patient’s information through the transmission medium. 

Figure 4. TWM application screenshots
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Availability of video conferencing and the TWM problems provide more flexibility and improvement in 
rural, remote care. In the future, tele-trauma case will be enhanced with patients uploading their images 
and videos of the wound for better treatment. The major challenge is to manage the large medical data 
that can be integrated with electronic health records (EHR) for big data analytics purposes. This novel 
approach can be used in data mining applications and remote health monitoring systems.

CONCLUSION

M-Health technology is becoming the solution for providing a fast and efficient diagnosis in the treat-
ment of CWs, and several other diseases. The TWM has been a breakthrough in providing quick and 
effective service to the patients. They can also maintain an electronic-prescription for referral case. 
Hence, time and cost could be saved, and clinicians can work from anywhere using a smartphone. CWs 
represent not only a burden to individuals affected but also a burden to the medical health care system. 
Information about the percentage of wounded tissues is the determining factor for the healing state, al-
lowing evaluation of the treatment efficiency and further treatment decisions. The TWM care provides 
the recording of clinical information, communication of clinical data, treatment planning, billing, quality 
assurance, standardization of care and medico-legal reasons. The m-health increases the accessibility, 
quality of patient’s care and focuses on preventive medicine through early intervention, reduces the 
overall healthcare cost, provides better services, reduces the need for the transportation of patients from 
their house to specialized clinics, getting the best consultation by medical experts, makes specialty care 
more accessible to rural and medically underserved areas, improves communication between rural-to-
urban providers, supports high patient and provider satisfaction.

Figure 5. Firebase database for wound data management
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KEY TERMS AND DEFINITIONS

M-Health: It is used in smartphones and other mobile technology in healthcare services.
Remote Monitoring: It is applied to collect clinical information in advanced communication tech-

nology that is interconnected with remote devices.
Tele-Wound Monitoring: The main purpose is to collect the patient’s wound image using a smart-

phone under the telemedicine system for remote monitoring.
Wound Database: A large volume of patient’s wound images along with vital signs which can be 

stored at a particular place called wound database.
Wound Tissue: Wound tissue is a biological cellular structure which has been injured. The wound 

tissue can be classified into three major categories: granulation, slough, and necrotic.
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ABSTRACT

Prehospital emergency medicine treats time-critical diseases at the emergency site to reduce preventable 
disabilities and deaths. mHealth can assist in prehospital emergency medicine in multiple ways. This 
chapter provides insights into emergency medicine and presents three different forms of mHealth in this 
field. One is a retrieval of medical data (e.g., with aid of smartphone applications). A second one uses 
unmanned aerial vehicles. And the third one establishes real time communication with medical experts. 
Examples are given to illustrate the variety of mHealth in prehospital emergency medicine.

INTRODUCTION

Prehospital emergency medicine is an integral part of all health care systems worldwide. The goal of 
prehospital emergency medicine is to treat time-critical diseases and conditions as early as at the emer-
gency site and hereby reduce preventable disabilities and deaths. MHealth offers the opportunity to 
balance existing healthcare disparities by using mobile information and communication technologies. 
It has huge advantages in emergency medicine, where the transfer of knowledge in a short time is criti-
cal and potentially lifesaving (Amadi-Obi, Gilligan, Owens, & O’Donnell, 2014). Mhealth applications 
support treatment of emergencies at the place of occurrence, whether it is at a patient’s home or the 
site of a road accident. Thus, there has been a rapid development in the field of mHealth in prehospital 
medicine in the last years. The purpose of this chapter is to display different approaches, how mHealth 
might be beneficial in prehospital emergency medicine.

After introducing the role of paramedics and emergency doctors in prehospital emergency medicine, 
the three key emergency cases of myocardial infarction, stroke, and trauma are described. These life-
threatening diseases belong to the leading causes of death worldwide and have a high economic impact. 
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MHealth offers a possibility to increase the quality of treatment starting at the emergency site to save lives 
potentially. There are three main ways of applying mHealth in prehospital emergency medicine. One is 
to retrieve data, e.g. by using smartphone applications. Multiple uses of applications will be presented. 
The second is the use of unmanned aerial vehicles to deliver medical goods.

Moreover, the third way to use mHealth is real-time communication with a medical expert. This 
communication could be the transmission of audio, vital signs, photos or video. Four projects using 
high-definition real-time video communication from the emergency site to a remote emergency doctor 
will be presented and discussed. Experiences in mHealth in the field of prehospital emergency medicine 
gained in the European Union FP7-funded project LiveCity (Grant Agreement No. 297291) will be 
described. Within the project, a video camera was developed and tested in a medical simulation center. 
Key findings of this study will be presented and issues and problems, which arose, will be analyzed and 
possible solutions discussed. Future research is expected to solve some remaining technical challenges, 
making mHealth in prehospital emergency medicine very promising.

BACKGROUND

Prehospital Emergency Medicine

Prehospital emergency medicine summarizes all efforts made by medical professionals to treat acute 
illnesses, life-threatening conditions and pain at the emergency site and to transport the patient – if 
needed – to a hospital. Prehospital emergency medicine varies between countries (Callese et al., 2015; 
Roudsari et al., 2007). Most developed countries have an advanced life support system, which can be 
divided into the Anglo-American model and the Franco-German model. In the Anglo-American model, 
the prehospital emergency medicine is provided by paramedics (Wandling, Nathens, Shapiro, & Haut, 
2016). The Franco-German model is similar to the Anglo-American model but differs in life-threatening 
conditions (Al-Shaqsi, 2010). The Franco-German model dispatches paramedics and additively dispatches 
emergency physicians in life-threatening conditions (Dick, 2003).

Three Key Emergencies: Myocardial Infarction, Stroke, Trauma

Medical emergencies, which happen outside a hospital, contribute immensely to the global morbidity 
and mortality. The World Health Organization published a fact sheet about “the top 10 causes of death”, 
where ischaemic heart disease and stroke are the two leading causes of death worldwide (WHO, 2014). 
Myocardial infarction, as the acute and life-threatening form of ischaemic heart disease, is one of the 
leading causes of hospitalization and mortality worldwide (Filgueiras Filho et al., 2018). The European 
Society of Cardiology emphasizes the importance of the prehospital phase because this is the most critical 
phase for the occurrence of cardiac arrest. Early treatment is proven to reduce morbidity and mortality 
(Steg et al., 2012). Stroke, which also is a common diagnosis in prehospital emergency medicine, depends 
on early treatment, too. The European Stroke Organisation recommends priority treatment to reduce 
morbidity and mortality (The European Stroke Organisation Executive & Committee, 2008). In case of 
stroke, a telemedical consultation from the emergency department increases patient outcome (Bernetti et 
al., 2018). The implementation of telemedicine in stroke treatment was recommended by the American 
Heart Association and American Stroke Association already in 2009 (Schwamm et al., 2009). MHealth 
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for stroke in prehospital emergency medicine is also feasible and beneficial (Hubert, Müller-Barna, & 
Audebert, 2014). Trauma, as in road injuries, also ranks in “the top 10 causes of death” and attempts are 
made to reduce trauma-related deaths (Dagal, Greer, & McCunn, 2014). Most deaths caused by injury 
and other medical emergencies occur outside of hospitals (Nilsen, 2012). The burden of traffic-related 
traumas is likely to increase further with further motorization, and the World Health Organization rec-
ognized the importance of prehospital emergency medicine in their developed action plans (Moroz & 
Spiegel, 2014). The prognosis for 2030 predicts ischaemic heart disease, stroke and trauma to be within 
the top five leading causes of death worldwide (WHO, 2010). This chapter will illustrate how different 
approaches in mHealth might improve the emergency treatment of these three severe emergencies.

MHealth in Prehospital Emergency Medicine

As shown in the three examples, the early beginning of the right treatment is crucial to improving the 
outcome of the patient. There are several concepts to make expertise available at the emergency site within 
a minimum of time. One possible way is by using mHealth. MHealth offers the transfer of knowledge 
over geographical distances in real time.

In contrast to the traditional telemedicine, mHealth has a huge advantage: it is not restricted to sta-
tionary devices anymore. Thus, a connection to a moving partner is possible. MHealth, therefore, allows 
telemedicine in the prehospital emergency medicine.

MHealth in prehospital emergency medicine can be grouped into three categories based on the kind 
of transmitted data: The first one is the retrieval of data, e.g. at the emergency site. This can, for instance, 
be made with smartphone applications (apps). The second one is the delivery of goods via unmanned 
aerial vehicles. Moreover, the third is real-time communication with a medical expert. It allows the 
transfer of knowledge from a remote expert to the emergency site.

Retrieval of Data

There is a variety of smartphone apps, which regard several different aspects of emergency medicine 
(Boulos, Brewer, Karimkhani, Buller, & Dellavalle, 2014). In January 2014, there were about 300 
smartphone apps with a focus on emergency medicine available in the Apple App Store (Lin, Rezaie, 
& Husain, 2014) and there are more than 20.000 apps in the field of medicine (Wiechmann, Kwan, Bo-
karius, & Toohey, 2016). Looking at the dynamics of the past, this number is expected to grow rapidly. 
There is a tendency towards smartphones compared to stationary computers, especially in rural areas 
and low- and middle-income countries. This makes the use of mHealth especially appealing in these 
areas (WorldBank, 2012). The world of emergency apps is evolving swiftly, and some authors state, that 
emergency apps are becoming increasingly essential to medical emergency personnel as well as medical 
laypersons (Bachmann, Jamison, Martin, Delgado, & Kman, 2015). Smartphone apps are either designed 
for non-medical professionals or medical professionals or both; latter being the rarest. Apps for non-
professionals aim to assist daily life and help to detect alarming symptoms. Exemplarily an app to detect 
and monitor possible concussions after a sports accident was developed by an interdisciplinary team of 
a neurosurgeon, graphic artist and computer programmer (Curaudeau, Sharma, & Rovin, 2011). There 
are also apps, which help medical laypersons to perform therapeutic procedures, e.g. cardiopulmonary 
resuscitation. Sakai and colleagues developed an app, which guides medical laypersons in real-time in 
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a step-by-step approach through resuscitation and showed the higher quality of chest compressions in 
participants using the app (Sakai et al., 2015).

Apps for medical professionals enable retrieval of knowledge in multiple domains: While some apps 
offer textbooks and lookup tables, others offer interactive flowcharts and step-by-step instructions. As 
an example of helping prehospital decision making, an app assisting with the allocation of trauma pa-
tients to the appropriate hospital was successfully tested against a paper version (Freshwater & Crouch). 
Consistently it could be shown that the use of tablet PCs at the emergency site to help allocate patients, 
could reduce transportation times and costs (Yamada, Inoue, & Sakamoto, 2015).Several apps assist in 
finding the right medication dosage. Calculating medical scores can be very challenging, because of 
complex equations and numbers. Thus, apps assisting in these tasks were developed. For instance, it 
could be shown that an app calculating adequate fluid management for burn victims was feasible and 
accurate (Barnes et al., 2014). Another group of apps keeps the user up-to-date on the latest research 
to ensure high-quality medicine. Many medical professionals value apps because they support work 
by providing information in a structured way. The traditional textbooks, handwritten notes, and papers 
can be replaced by smartphone apps, which are ubiquitously available and allow fast retrieval of data. 
However, one has to be aware, that not all apps have been officially approved by medical committees 
and not all information displayed in apps is consistent with medical guidelines and current research. 
The Medicine and Healthcare Products Regulatory Agency of the United Kingdom published in August 
2014 a “Guidance on what a software application medical device is and how to comply with the legal 
requirements”(MHRA, 2014).

Uncrewed Aerial Vehicles (Drones)

Over the last years, the technology of unmanned aerial vehicles (UAV) improved, and they became more 
easily available. This led to many reflections, how these drones might be helpful also in medicine (Bhatt, 
Pourmand, & Sikka, 2018). It could be shown, that UAV can transport medical products (e.g. automated 
external defibrillators) or medicine (e.g. vaccines or blood products) safely and fast from one point to 
another (Thiels, Aho, Zietlow, & Jenkins, 2015). This can be used in prehospital emergency medicine 
to deliver equipment to the emergency site. Initial obstacles, e.g. in the field of blood transportation, 
have been overcome (Wen, Zhang, & Wong, 2016). Drone networks, which are based on mathematical 
models, can provide automated external defibrillators substantially faster to patients with cardiac arrest 
than traditional systems do and, thus, might increase the likelihood of survival (Boutilier et al., 2017). 
UAVs can also be helpful in case of drowning. With the aid of an UAV, the exact location of the drowning 
person can be found, and a floating device can be provided (Seguin, Blaquiere, Loundou, Michelet, & 
Markarian, 2018). UAVs were shown to allow faster detection of victims and may thus lead to a faster start 
of resuscitation (Claesson et al., 2017). First reflections are done on how UAV might be helpful to detect 
hazards in case of a car crash with multiple vehicles involved (Jain, Sibley, Stryhn, & Hubloue, 2018).

Real-Time Communication With Medical Expert

The third category of mHealth in prehospital emergency medicine enables the user to have real-time 
communication with a medical expert. This allows a dynamic interaction and remote guidance. The 
kind of transmitted data differs between audio, vital signs (e.g. heart rate, blood pressure, oxygen satu-
ration), photos, and video. One paramount example for transmission of audio to the emergency site is 
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telephone-advised cardiopulmonary resuscitation (CPR). If a first aider calls the European emergency 
number “112” and the emergency dispatcher detects a cardiac arrest, the emergency dispatcher will 
then start assisting the layperson by explaining resuscitation. A video conference call from a bystander 
to the emergency dispatcher was shown to be possible with off-the-shelf products and to increase the 
confidence of the bystander (Melbye, Hotvedt, & Bolle, 2014). Thus, in the latest European Resuscitation 
Council Guidelines from 2015, the importance of telephone-guidance was stressed once more (Perkins 
et al., 2015). An example of the transmission of vital signs from the emergency site to a remote expert 
is the wireless transmission of a 12-lead electrocardiogram (ECG). In cases of acute transmural myo-
cardial infarction, a change in the ECG in terms of ST-elevation is detectable. As mentioned above, the 
treatment of this ST-elevation-myocardial infarction has to start as early as possible. If a pathological 
12-lead-ECG is transmitted to a cardiologist in the hospital, he can start preparing the therapy. Thus, 
many studies showed a benefit of wireless transmission of 12-lead ECGs (Kerem et al., 2014), so that it 
is recommended by the European Society of Cardiology (Steg et al., 2012). Although many ambulance 
cars are equipped with a digital camera, there is little research, how the transmission of photos can in-
crease emergency treatment. In a trial by BERGRATH and colleagues paramedics mostly transmitted 
photos of medical records, physician’s notes and medication lists (Bergrath, Rossaint, Lenssen, Fitzner, 
& Skorning, 2013). Even though the transmission of pictures is inferior to the transmission of videos 
to enable guidance by remote experts, there are still good reasons to take photos at the emergency site. 
For instance, in trauma patients, pictures of a traffic accident or wounds and injuries before emergency 
treatment can later help hospital doctors with further treatment and might be significant for forensic 
reasons. The video combines the two body senses hearing and seeing, which are essential for medical 
doctors to find the right diagnosis. While the patient’s history and symptom description are assessed 
acoustically, visual impressions are of the same importance. High-definition video communication in 
realtime offers the highest amount of information-transfer currently available. It probably has the greatest 
potential for the application of mHealth in prehospital emergency medicine. Therefore, the following 
part of the chapter will focus on the use of video communication in prehospital emergency medicine.

VIDEO COMMUNICATION IN PREHOSPITAL EMERGENCY MEDICINE

Four Projects Using Real-Time Video Communication 
in Prehospital Emergency Medicine

Several different mHealth concepts of video communication in prehospital emergency medicine are 
currently under study or already implemented. They use the mHealth video technology to transmit the 
expertise of emergency doctors to support and guide paramedics at the emergency site (Czaplik et al., 
2014). Exemplarily, pioneering projects from Germany, Belgium and USA will be outlined:

TemRas, based on the project Med-on-@ix (Aachen, Germany), developed a monitor, which auto-
matically sends the vital signs of a patient in real time to an emergency doctor, who is stationed at the 
emergency dispatch centre.

Additionally, the ambulance car is equipped with a video camera at the ceiling of the ambulance car, 
which sends high-definition videos in real time to the emergency doctor. The remote emergency doctor 
can operate this camera. For instance, the emergency doctor can zoom to analyze small details. The tech-
nical feasibility of this system was enhanced further in the last years, and the concept was proven to be 
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sufficient (Felzen et al., 2017). Thus, this concept, called “Telenotarzt” was successfully implemented as 
part of the emergency medical system in the city of Aachen in April 2014 (Buscher & Schilberg; Rortgen 
et al., 2013). Since then, the medical advantages were evaluated in several studies. It could be shown, 
that in cases of myocardial infarction, hypertensive crisis and pain management, the remote treatment by 
a tele emergency physician was equivalent or had an even higher guideline compliance than traditional 
treatment (Brokmann, Conrad, et al., 2016; Brokmann, Rossaint, et al., 2016; Brokmann et al., 2017).

In the project Land|Rettung in the county Vorpommern-Greifswald in northern Germany, the expe-
riences of the city of Aachen are now adapted to a rural area (Brinkrolf, Scheer, Hasebrook, & Hahn-
enkamp, 2017). The project equipped six ambulance cars with the mHealth technologies, which treat 
patients in an agrarian area. Technical feasibility in areas with low internet connectivity is evaluated 
as well as medical advantages in a rural area. It is expected, that areas with long distances to hospitals 
benefit even further from real-time video support.

The FACT Study (Feasibility of AmbulanCe-based Telemedicine) in Brussels, Belgium, part of the 
PreSSUB Project, has a similar approach using real-time video connection between the ambulance car 
and a teleconsultant. In patients with suspected stroke, the teleconsultant examines the patient according 
to a standardized protocol, asking questions and evaluating for example movements of facial muscles. It 
could be demonstrated that remote stroke assessment in moving ambulances is possible and reliable(Van 
Hooff et al., 2013; Yperzeele et al., 2014). Additionally, cost-efficiency could be shown (Valenzuela 
Espinoza et al., 2017). The mHealth support was rated as beneficial by patients as well as paramedics 
and doctors, and a 24/7 service could be implemented (Valenzuela Espinoza, De Smedt, et al., 2016; 
Valenzuela Espinoza, Van Hooff, et al., 2016).

The Tucson ER-link Project (Tucson, USA) combined a video link from inside an ambulance car with 
additional videos taken by cameras attached to the outside of the ambulance car and the existing highway 
cameras. The advantages of this approach lie especially in trauma management when the emergency 
doctor can also look at the accident scene. The system was successfully implemented in ambulance cars 
in the city of Tucson and could reach approximately 95% of the city’s inhabitants (Latifi, 2010; Latifi 
et al., 2007). Unfortunately, this project was terminated due to a shortage of funding.

One of the limitations of this Aachen-system and Brussels-system for telemedical consulting is that 
the video camera is fixed on the ceiling of the ambulance car (Thelen, Schneiders, Schilberg, & Jeschke, 
2013; Yperzeele et al., 2014). That way, the first video connection between paramedics and the remote 
emergency doctor is not possible before the paramedics and the patient enter the ambulance car. For 
some emergency situations, this might be too late. In a patient with severe bleeding, shock or coma, the 
blood circulation of the patient has to be stabilized or the airway secured, e.g. by endotracheal intuba-
tion, before it is possible to start transportation (Arbabi et al., 2004; Kleber et al., 2012). It could be 
shown, that paramedics not always perform endotracheal intubation in situations, where it is strongly 
recommended because they are not practiced enough (Franschman et al., 2009). This stabilization and the 
airway management can be difficult, and in a meta-analysis, it has been shown that emergency doctors 
have a significantly higher success rate in emergency endotracheal intubation than paramedics (Lossius, 
Roislien, & Lockey, 2012). So, a video-based assistance by an emergency doctor for those tasks could be 
helpful. Thus, the Tucson ER-link Project already integrated video laryngoscopes into their prehospital 
telemedicine network (Sakles et al., 2011). Video laryngoscopes are intubation-devices, which transmit 
a real-time video showing the vocal chords on a screen.

Another lack of benefit when using a video camera system mounted on the ambulance car occurs at 
the other end of the emergency spectrum, where there are also situations, in which a video consultation 
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before entering the ambulance car might be helpful. The decision, whether a patient has to be treated 
in a hospital or can be left at home, is a complex decision requiring consideration of a lot of additional 
surrounding facts, like the age of the patient, living situation, accessibility of family, friends and neigh-
bours. It is especially difficult to decide on hospital admission in cases of allergies and anaphylaxis and 
altered level of consciousness (Cummins et al., 2013). Hence, it is a decision many paramedics want to 
be made by the emergency doctor. Emergency doctors are more confident than paramedics in deciding 
not to transport a patient to a hospital(Roberts, Blethyn, Foreman, & Bleetman, 2009). The moment a 
patient has been carried into the ambulance car just for video consultation, the emergency doctor and 
the paramedics will become reluctant to tell the patient, that he can be treated at home and can leave 
the ambulance car again. This could lead to a higher rate of patients admitted to the hospital, which in 
consequence increases the workload and costs in the health system(Patton & Thakore, 2013).

In all situations mentioned above, patients would benefit from a mobile camera that can build a 
video connection and can be brought directly to the emergency site. That way, the emergency doctor can 
get earlier visual information about the patient. In a pilot feasibility study, WU and co-workers tested 
a video camera attached to the stretcher, with which the patient can be transported in a lying position 
from the emergency site and the ambulance car to the hospital. They concluded that prehospital stroke 
evaluation using this camera was feasible and reliable(Wu et al., 2014).To further enhance the chance 
to obtain essential information, it might be important to see the surroundings of the emergency site and 
thus get a better picture of what might be the reason for the emergency. This requires a mobile camera, 
which is directed by the paramedics.

Nonetheless, it is essential that the camera should not restrict the work of the paramedic while keeping 
both hands free to work. Such a kind of mobile video camera is google glass, which is tested in numerous 
projects in different scientific areas. Among others, PORTER and co-workers tested the use of google 
glass for a dermatology examination in the emergency department at the Rhode Island Hospital in Provi-
dence, USA and HRONG and colleagues tested a modified version of google glass in the emergency 
department at Beth Israel Deaconess Medical Center in Boston, USA (Friedman, 2014; Rojahn, 2014). 
Google glass is also tested in the field of disaster management to assist in triage (Broach et al., 2018).

Because of the wide distribution of mobile phones with the ability to do video calls, the idea often 
arose, that telemedicine could be realized with commercial off-the-shelf products. Moreover, especially 
in emergency medicine, the idea seems appealing, that the patient or the first-aider calling the emergency 
dispatcher uses a mobile phone video call and thus increases the amount of information the emergency 
dispatcher gets. For example, dispatcher-assisted cardiopulmonary resuscitation with video-conference 
via mobile phones could be shown to be superior to audio-connection (Johnsen & Bolle, 2008; Yang et 
al., 2008). However, off-the-shelf products are not designed for this purpose and often technical issues 
regarding for instance light, and audio-quality limit the success of such projects (Bolle, Johnsen, & Gilbert, 
2011; Melbye et al., 2014). Furthermore, the internet connection needs to “transport” a high amount of 
data within a short time in a stable and high quality, which limits the successful implementation of some 
telemedicine projects with off-the-shelf products (Mosier, Joseph, & Sakles, 2013).

Additionally, the telemedicine connection has to meet the high standards regarding the security 
of vulnerable patient data. Concerns about failures in data security are one of the main obstacles in 
telemedicine (Klack, Ziefle, Wilkowska, & Kluge, 2013). Therefore, individual devices with specially 
designed software and hardware for the specific purposes have to be developed. The camera, developed 
in the LiveCity project, was built to meet those challenges.
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Experiences Gained During the LiveCity Project

LiveCity Project

Among the main goals of the European Union are the reduction of disparities and the sustainable gain of 
equal opportunities across borders and over geographical distances. The LiveCity Project (“Live Video-
to-Video Supporting Interactive City Infrastructure”) examined the technical and structural basis of live 
communication between individuals or groups of individuals in distant places by using high-definition 
(HD) video communication in realtime (I Chochliouros; I. Chochliouros, Stephanakis, Spiliopoulou, 
Sfakianakis, & Ladid, 2012). Such a concept is expected to positively contribute to the quality of life of 
citizens or communities within the European Union in various situations (I. Chochliouros et al., 2012; 
Weerakkody, El-Haddadeh, Chochliouros, & Morris, 2012). One approach is to use mHealth in the pre-
hospital emergency medicine by connecting paramedics at the emergency site with a remote emergency 
doctor through a video camera. For this purpose, a HD real-time video camera, called LiveCity camera, 
was developed within this project (Goncalves, Cordeiro, Batista, & Monteiro, 2012; Palma et al., 2013). 
This camera enables paramedics to demonstrate the emergency situation and vital signs of the patient 
to the emergency doctor, and the emergency doctor can assess the emergency situation and advice the 
paramedics at the emergency site (B. Metelmann, C. Metelmann, D. Morris, et al., 2014).

LiveCity Camera

The LiveCity camera consists of (i) the video camera itself, worn with a headband above the right ear; (ii) 
a headphone with a mouthpiece to enable audio connection in both ways; and (iii) the micro-PC, which 
builds the internet connection. The position of the camera above the right ear was chosen to transmit 
the same perspective the paramedic has. Since the emergency doctor sees the emergency “through the 
eyes” of the paramedic, he can access all relevant information needed to evaluate the situation and can 
then guide manual activities. The transmitted video is dynamic and follows the head movements of the 
paramedics. Another advantage of this camera position is that the paramedic still has both hands free to 
work, which is of great importance in emergency medicine. Since the work of paramedics requires much 
bending and kneeling, the micro PC is placed in a small backpack. The transmitted video is received by 
the remote emergency doctor at a laptop provided with the special software. This software allows the 
emergency doctor to adapt the transmitted video according to the particular needs, e.g. regarding light, 
contrast and sound level (Metelmann, Metelmann, M.Wendt, K.Meissner, & Heyden, 2014). While the 
emphasis was put on reducing the time-lag to allow sufficient communication and guidance, high legal 
standards regarding data security were met.

Who Should Operate the Video Camera?

All four projects mentioned above, which establish a video communication from the emergency site to 
a remote expert, share the idea, that the communication device is brought to the emergency site by the 
approaching paramedics.

The prerequisite for mHealth is that two individuals or groups of individuals are connected with 
each other using communication technology. Often, this connection is built beforehand during a face-
to-face-meeting when both partners apportion the communication devices. When using mHealth in 
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prehospital emergency medicine, there is no possibility to meet beforehand and establish a connection. 
If an emergency patient is not already part of a telemedicine project, the connection has to be newly 
created, and the devices to build the connection have to be brought to the patient. In the LiveCity Project 
this communication device, the LiveCity camera, was brought to the emergency site by the approaching 
paramedics(C. Metelmann, B. Metelmann, D. Morris, et al., 2014). There are several advantages and 
some disadvantages if a paramedic operates the mHealth device and not the emergency patient. Because 
the paramedic is instructed into the operation of the camera and practiced in using it, the telemedicine 
connection can be established fast. However, the connection can only be established after the paramedics 
arrived at the emergency site. Patients and relatives are in an exceptional situation. For different reasons, 
their thoughts and actions are focused and reduced to the essential. Because of pain, anxiety and different 
levels of consciousness, the operation of a new device might be difficult or not possible. Therefore, it 
is of great value, when the paramedics establish the telemedicine connection, even if it is an additional 
burden for the paramedics. Another advantage is that the paramedics can integrate the maintenance of 
the device into their daily routine and, therefore, keep a high level of quality. Independent from the so-
cioeconomic status of the emergency patient, this mHealth connection is accessible for all citizens. The 
patient does not need to have any prior knowledge in the use of computers or similar equipment. This is 
especially important for elderly people, who form one of the main groups of emergency patients. Because 
the device can be used for several emergency patients, this concept also has the economic advantage of 
cost reduction (B. Metelmann, C. Metelmann, K. Meissner, et al., 2014).

Examining the LiveCity Camera in Simulated Emergency Scenarios

In the LiveCity Project, the benefit of paramedics consulting an emergency doctor by use of the LiveCity 
camera was investigated in terms of professional workflow and outcome. To prevent potential harm to 
individuals, the initial phase of the study was performed in the fully equipped medical simulation center 
of the Department of Anesthesiology and Intensive Care Medicine at Greifswald University Medicine. 
A medical simulation center creates dynamic, realistic routine or emergency scenarios with computer-
operated mannequins (Gaba, 2007). Simulation centers are commonly used for education and research 
in medicine worldwide and offer the possibility to learn and examine procedures without putting patients 
at risk (Levine, DeMaria, Schwartz, & Sim, 2013).

Ten typical emergency scenarios from five different categories were standardized and structured for 
a randomized two-armed protocol. Three of the chosen categories were myocardial infarction, stroke, 
and trauma. They were selected to represent life-threatening diseases, which require fast treatment. 
Because these emergencies often occur, lead to a high number of disability, inability to work and death, 
an improvement in treatment could have a notable economic impact (Wolfe, 2000). Apart from these 
emergency categories, two additional groups of emergencies were chosen, one being rare diseases and 
the other complications during pregnancy. Rare diseases do not have such an economic impact, but they 
are often a challenge in diagnostics and treatment. Thus, a transfer of knowledge through mHealth might 
improve the outcome of the individual patient.

Similarly, complications during pregnancy challenge the paramedic because special knowledge 
about changes in physiology and safe use of medication during pregnancy is required. Hence, the five 
different emergency scenarios aimed to represent the broad spectrum of emergencies, which occur in 
prehospital emergency medicine. For each emergency category, two cases with a similar level of dif-
ficulty in terms of diagnosis and treatment were created. This allowed a cross-over design: Paramedics 
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encountered similar scenarios (i) without support by an emergency doctor and (ii) with support by a 
remote emergency doctor using the LiveCity camera. To assess the outcome in technical, practical and 
psychological aspects, paramedics and doctors were interviewed by the use of structured questionnaires.

Key Findings of the Simulated Emergency Scenarios

More than 100 emergency scenarios were simulated, and five key findings will be presented in the fol-
lowing.

In line with the theoretical reflections made above, the vast majority of paramedics perceived the 
video guidance by the remote emergency doctor as helpful. Both, emergency doctors and paramedics 
agreed, at least partly, that the video connection with the LiveCity video camera improved the quality 
of patient care. At the same time, emergency doctors predominantly stated, that a sole transmission of 
vital signs without audio or video connection would not have been sufficient. Indeed, even a combined 
transmission of vital signs and audio would not have been sufficient for most emergency doctors. Though, 
many emergency doctors could imagine working as a doctor, consulting paramedics through a video 
connection. Similarly, after having encountered the simulated emergency scenarios without and with a 
video consultation by an emergency doctor, nearly all paramedics concluded, that they could imagine 
working with such a video camera.

Issues, Controversies, Problems in the LiveCity Project

Although some technical hiccups occurred during the work with the LiveCity camera, there was a posi-
tive perception of the camera. The technical problems arose mostly due to interruptions of the data flow 
through the mobile network. This was intensified by the multiple demands on the data transmission, e.g. 
high definition video, real-time transmission and high requests for data security.

Discussion of Potential Solutions and Recommendations

One possible solution to prevent technical hiccups and breakdowns could be a decreased amount of 
data transmission. This approach is difficult to realize. As mentioned above, data security regulations 
must be met at all times. Although complex encryption mechanisms increase the amount of data trans-
mission, they are fundamental. Users’ trust in mHealth systems is essential, and data security has to 
be ensured permanently (Calleja-Castillo & Gonzalez-Calderon, 2018). Another approach would be 
to permit greater time latency. Yet, that would challenge a meaningful communication and could even 
make guidance by video communication impossible. To compare the LiveCity camera with off-the-shelf 
products, remote video guidance via the GoPro camera Hero 3® was also done. However, communication 
was severely hindered by a long time lag, and additionally, a handheld receiver had to be used to allow 
audio-communication in both ways. That made the Hero 3-camera, which wasn’t originally designed for 
such purposes, unusable for video communication in prehospital emergency medicine. Another strategy 
to decrease the amount of data transmission is the reduction of video quality. But, this could make it 
impossible for the emergency doctor to detect important details. Moreover, a downgrade to mere photo 
and audio transmission instead of video transmission would make physical examinations from remote 
very challenging. For instance, the physical examination to detect a stroke includes the observation of 
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facial movements. Thus, a reduction in video quality would strongly inhibit the potential of video com-
munication in prehospital emergency medicine. In summary, the approach to decrease the amount of 
data transmission to prevent technical problems is currently not a feasible solution. Instead, the answer 
to this problem will be a further development of mobile networks.

FUTURE RESEARCH DIRECTIONS

With the fast evolving technology and immense successes in computer science, mHealth is bound to 
change and improve constantly. Looking at the progress made in the last decades, it is safe to predict, 
that mHealth devices will get smaller, more compact and even more user-friendly. At the same time, the 
mobile networks will optimize, and next generations of mobile telecommunication technologies will 
ensure that transmission of video will be more stable, of higher quality and faster. Thus, there is great 
promise in the use of video communication from the emergency site to a remote expert.

It will be very interesting to see, how the future achievements in mHealth will contribute to prehos-
pital emergency medicine and as a result potentially safe lives.

CONCLUSION

Prehospital emergency medicine strives to treat (potentially) life-threatening conditions as early as pos-
sible. For instance, the three emergencies myocardial infarction, stroke, and trauma are frequent and 
require immediate therapy and could benefit from mHealth. MHealth offers the opportunity to transfer 
knowledge to the emergency site with high flexibility in real time. One example is the retrieval of medical 
knowledge, for instance with the help of smartphone applications. There is a multitude of smartphone 
apps for a variety of emergency conditions for both medical laypersons and medical professionals. Lately, 
mHealth in the field of unmanned aerial vehicles has developed rapidly, and several application fields 
are currently evaluated. MHealth also enables real-time communication with a remote medical expert 
by the transmission of audio, vital signs, photos, and/or video. High definition video communication in 
real time offers the highest amount of mHealth communication currently available in prehospital emer-
gency medicine. Research projects in Germany and Belgium proved technical feasibility and medical 
benefits, e.g. in cases of stroke, myocardial infarction and pain management. In the LiveCity Project, a 
camera was developed and tested with realistic scenarios in a medical simulation center in a cross-over 
design. Paramedics were supported in diagnostics and treatment of emergencies by remote emergency 
doctors through the LiveCity camera. After having encountered the simulated scenarios, emergency 
doctors and paramedics rated the video connection as helpful, an improvement of the quality of patient 
care and could imagine working with such a video consultation. The impact of high-quality real-time 
video communication on prehospital emergency medicine is appreciated by potential users. MHealth 
has huge potential for the application in prehospital emergency medicine.
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KEY TERMS AND DEFINITIONS

Emergency Doctor: A doctor with special training in emergency medicine. In the Anglo-American 
model, the emergency doctor treats the patients in the emergency department of a hospital. In the Franco-
German model, emergency doctors start the treatment of patients with (potentially) life-threatening 
conditions already at the emergency site.

Medical Simulation Center: Creates dynamic, realistic routine or emergency scenarios with computer-
operated mannequins to learn or examine procedures without putting patients at risk.

Myocardial Infarction: Acute blockage of a coronary artery, stopping the blood flow to the heart 
muscle. This leads to severe damage to the heart and can result in cardiac arrest and death.

Paramedic: Paramedics receive a one- to three-year education in handling emergency situations and 
are the basis of prehospital emergency systems worldwide.

Prehospital Emergency Medicine: All efforts made by medical professionals to treat acute illnesses, 
life-threatening conditions and pain at the emergency site and to transport the patient—if needed—to 
a hospital.

Stroke: Acute lack of oxygen in brain cells, caused by either bleeding or blockage of an artery. A 
stroke can lead to massive disability or even death.

Trauma: Accidents, for example traffic accidents, leading to injuries. Severe accidents can result in 
massive bleeding, organ failure, and death.
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ABSTRACT

Since George Papanicolaou proposed the famous test pap about 60 years ago, and due to heavy impact 
on cervical cancer reduction, cytopathology became a popular discipline, and in some countries, a 
medical specialty. The microscope is still the primary device in cytopathology laboratories; however, 
modalities for molecular tests and networks hosting laboratory information systems and imaging systems 
produce enormous data. Nowadays, competing mobile devices are integrated with the environment, 
always connected and always on the user side. Therefore, it is expected that applications for the mobile 
device targeting cytopathology would flourish. There is potential for applications to various activities 
of the laboratory including and not limited to training, reporting of results, diagnosis and consultation, 
management of the laboratory, whole slide imaging and still image capture, quality control and assur-
ance, and numerous channels for interactions between patient-doctor or among medical specialists. The 
mobile device can enhance the cytopathology laboratory and offer numerous benefits.

INTRODUCTION

The practice of medicine and public health supported by mobile devices is called Mobile Health, in short 
mHealth or m-health (Adibi, 2015). Mobile computing and modern communication devices, mainly smart 
phones and tablet computers, has rapidly grown and nowadays are still growing. mHealth applications 
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have been used vastly to collect health-related data, delivery of healthcare information, monitoring in real 
time patient vital signs, and provisioning of healthcare services, to mention the main application streams.

mHealth has been applied in ambulatory medicine (K. Banitsas, Perakis, Koutsouris, Konis, & 
Tachakra, 2005; K. A. Banitsas, Perakis, Tachakra, & Koutsouris, 2006; Kiselev, Gridnev, Shvartz, 
Posnenkova, & Dovgalevsky, 2012; Pavlopoulos, Kyriacou, Berler, Dembeyiotis, & Koutsouris, 1998; 
Rosales Saurer, Mueller-Gorchs, & Kunze, 2009; Zerth, Besser, & Reichert, 2012), management of 
diabetes (Miyamoto, Dharmar, Fazio, Tang-Feldman, & Young, 2018; Modzelewski, Stockman, & 
Steenkamp, 2018; Ribu et al., 2013; Spat et al., 2013; Torbjornsen, Smastuen, Jenum, Arsand, & Ribu, 
2018) and asthma (Finkelstein, Hripcsak, & Cabrera, 1998; Gupta, Chang, Anyigbo, & Sabharwal, 
2011; Rudin et al., 2017; Xiao et al., 2018), control of obesity (Callender & Thompson, 2018; Delisle 
Nystrom et al., 2018), smoke cesation (Ghorai, Akter, Khatun, & Ray, 2014; Ybarra, Holtrop, Prescott, 
& Strong, 2014), management of seizure (Pandher & Bhullar, 2014) and stress (Clarke et al., 2014), 
depression treatment (Burns et al., 2011; Miranda et al., 2018), parkinsons disease patient management 
(Tsiouris et al., 2017) among others.

The global market for mHealth is estimated at 37 billion dollars for 2019, while telehealth is estimated 
at 22 billion dollars (The Statistics Portal, 2018). The majority of mHealth applications are for fitness 
(43%) followed by health resource (15.0%) and diet/caloric intake (14.3%,), while the user engagement has 
the form of self-monitoring and training (74.8%) (Sama, Eapen, Weinfurt, Shah, & Schulman, 2014); in 
contrast, despite there are applications targeting patients, which sometimes show lack of adoption (Thies, 
Anderson, & Cramer, 2017); there are rather limited applications targeting physicians and doctor-patient 
interactions (T. Martin, 2012). From the clinical applications, pioneering in the field of mHealth is, as 
expected, radiology (Choudhri et al., 2012; Choudhri et al., 2013; European Society of, 2018; Johnson 
et al., 2012; Toomey et al., 2010) and ECG transmission (Guzik & Malik, 2016; Rachim & Chung, 
2016; Sahoo, Thakkar, & Lee, 2017; Vaisanen, Makijarvi, & Silfvast, 2003). In relation to pathology, 
mHelath applications are rather limited, even less in cytopathology, despite both specialties deal largely 
with images, this may be attributed to the rather short number of served patients in pathology; However, 
concerning cytopathology, in countries that apply organized screening programs, a large proportion of 
women are examined usually every three or five years. The most reported uses of handhelds for pathol-
ogy are limited to experimental settings in education and telemedicine (Park, Parwani, Satyanarayanan, 
& Pantanowitz, 2012). Especially in the field of cytopathology, the published articles or reports are 
rather limited. However, pathology and cytopathology share many common characteristics. Therefore, 
applications, concepts and ideas applied in pathology, can be, rather easily, useful in cytopathology; 
thus, applications can be transferred from one domain to the other.

Cytopathology is a medical sector/discipline that gained popularity when George Papanicolaou, the 
founder of cytopathology (Papanicolaou, 1928), proposed the famous test Papanicolaou (known as Pap 
test), about 80 years ago (Diamantis, Magiorkinis, & Koutselini, 2014; Papanicolaou & Traut, 1941). 
Nowadays Pap test is still proved the most valuable tool for cervical cancer screening and prevention 
and is the major reason for cytopathology popularity. Additionally, cytopathology has the advantage to 
obtain biological material by minimally invasive (or not invasive) techniques. Cytopathology is a disci-
pline that the diagnosis is mainly based on the examination of cells via the microscope, histopathology 
(or pathology) does the same; however using complete tissues (obtained via a more invasive and usually 
painful technique, i.e. biopsy). The routine cytological examinations are performed, since the invention 
of the microscope, via the utilization of a glass slide and subsequent visual analysis.
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Today, the modern cytopathology laboratory is continuously changing. Modern cytopathology 
laboratories perform additional examinations based on molecular techniques and immunocytochemistry 
methods (i.e. cell staining with special technique to reveal disease aspects, if exist). Today, the modern 
cytopathology laboratory is equipped with a plethora of modalities; these are capable of performing 
medical tests, and to exchange data via computer networks. Additionally, there are available imaging 
systems, capable of creating digital pictures of the slides or even virtual slides, which are complete 
slides, scanned and available in digital form. The volume of data, in a cytopathology laboratory, nowa-
days is enormous; consequently, there are many applications that are available and others that can be 
envisioned for facilitation of cytopathologists and the benefit of the patients. The recent advances in 
handheld hardware and software; in parallel, with concurrent advances in whole slide imaging (WSI) 
and cloud computing, offer new opportunities and challenges for cytopathology. Cloud computing (one 
of the important foundations for mHealth) has already been proposed as a useful platform for modern 
cytopathology (Pouliakis, Archondakis, Karakitsou, & Karakitsos, 2014; Pouliakis, Archondakis, Mar-
gari, & Karakitsos, 2016; Pouliakis, Margari, Archondakis, Karakitsou, & Karakitsos, 2016) as well as 
in other medical laboratories (Pouliakis, Spathis, et al., 2014).

In this chapter an update of mHealth application in cytopathology (Pouliakis, Archondakis, et al., 
2016) is provided. We address the current state of the art in handheld hardware and software, analyze the 
history of handheld devices, with special focus on pathology and cytopathology, and present use cases 
that have the potential to be future applications. Various aspects of the modern cytopathology laboratory 
are analyzed as well, we present a thorough research of mobile applications, related to cytopathology and 
try to foresee applications, that, if enhanced with mobility and translated for mobile devices, may provide 
an important benefit to the modern cytopathology laboratory, as well as, for the patients. Wherever pos-
sible, we propose new mobile applications, having the potential to enhance the routine of the laboratory. 
Finally, we highlight issues, controversies and problems and propose solutions and recommendations.

BACKGROUND

An extensive search in PubMed can reveal that from the articles related in handheld computing, there 
are two groups: one group related to the usage of handhelds in medicine and a second group related 
to health risks caused by handheld devices (for example cancer risks due to radiation (microwaves), 
automobile accidents when texting or speaking via the mobile device, electromagnetic interference in 
hospital devices). The vast majority of research articles are published in the last 15 years; for example, 
two articles were published in 1983, and 61 articles in October 2011 alone (Park et al., 2012).

Focusing on pathology and cytopathology there is a limited number of articles that deal directly 
with handheld computing. Some conclusions may be extracted: almost half of the scientific articles deal 
with static telepathology using mobile phone cameras, and there are only two papers that discuss whole 
slide imaging and a large proportion of the articles deal with medical education. Nowadays, there are 
available applications, that exploit the built-in phone camera, mainly for taking photographs through 
the eyepiece of the microscope and interfacing the mobile phone directly (Breslauer, Maamari, Switz, 
Lam, & Fletcher, 2009; Roy et al., 2014) and recently were reported two evaluations on applications 
that create WSIs with the smart phone (Huang et al., 2018; Yu, Gao, Jiang, & Ma, 2017). In short, the 
scientific literature, related to mobile pathology and cytopathology is rather poor.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



139

Cytopathology and the Smartphone
 

Cytopathology and pathology are not the sole medical specialties based heavily on images and other 
data, however considering images, can be ranked as the first medical specialty in the scale of imagery 
that must handle. It is considered that over 70% of the data in a typical electronic medical record are 
generated within the clinical pathology laboratory (Pantanowitz, Henricks, & Beckwith, 2007). In pa-
thology, a Whole Slide Image can easily be in the range of gigabytes in size, even when heavy and lossy 
compression is applied such as JPEG and JPEG2000 (Pouliakis, Archondakis, et al., 2014). Comparing 
pathology with radiology, the latest being a medical specialty with extensive use of images as well, we 
can conclude that it is rather rare for radiology digital images to be more than a few hundred megabytes 
in size. Note that radiology uses mainly grayscale images (8-bit and in more advanced settings 12 or 
16 bits) having resolutions in the thousands of pixels. In pathology color images are required (24-32 
bit, thus the amount of data is tripled, simply due to the image depth [3 colors instead of gray scale]). 
Additionally, the resolution of images is in the range of tens to hundreds of thousands of pixels. Those 
“heavy” images simply pose requirements for high computational power, high-quality in terms of color 
reproduction and high-resolution screens with large bit depth (aka color range), fast networks with high 
bandwidth (sometimes with metropolitan or global aspects and not local for within building communica-
tions). Such characteristics were not available in handheld (and sometimes not even on desktop) computers 
until the evolution of processors, GPUs, 4G networks and high-resolution screens. These represented 
a barrier to the adoption of electronic data interchange in pathology and even worst in mobile pathol-
ogy and cytopathology. Modern mobile devices have extremely good characteristics and performance. 
Therefore there is potential for mobile pathology and cytopathology.

The New Generation of Mobile Devices

Mobile telephony is in everyday use for more than 20 years, during the last decade, advances have con-
verted the mobile phone to the smartphone; especially due to the sophisticated operating systems and the 
addition of numerous sensors supported by high-quality graphics and processing power. Mobile phones 
have been enriched with numerous new features:

• The battery that has the capacity to last for days and support computing intensive application and 
the addition of wireless charging

• CPU with processing power competing for desktop and laptops if we consider that users rarely 
use the full processing power, mobile phones nowadays can have up to 10 processing cores and 
support a smooth multitasking environment, while efficiency is improving and, designs to embed 
neural chips have been announced

• Excellent graphics capabilities with displays that nowadays are in the resolution of 3840x2160 
pixels (Ultra high definition displays)

• Processor memory in the range of gigabytes to support applications with a large footprint
• Storage memory in the range of hundreds of Gigabytes if not terra bytes
• Embedded GPS chips for positioning and navigation
• 4G and 4G+ connectivity supporting high-speed wireless communications via the mobile opera-

tor networks
• Wi-Fi connectivity of advanced wireless protocols supporting 600 Mbps and competing for the 

standard (1,000 Mbps) LAN connectivity
• Bluetooth connectivity that supports the creation of personal area networks (PANs)
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• USB connectivity for coupling the device to other devices
• NFC (Near Field Communications) to support financial transactions and RF identification
• Accelerometer, gyroscope and compass for enhancement of applications and user experience
• Temperature and light sensors
• One or more high-resolution cameras, higher than 20 million pixels, capable of capturing ex-

tremely detailed photographs
• Capacitive touch screen allowing rich user interaction with multi-touch capability
• Connectors to interface with displays on high-end models
• Specialized sensors, measuring vital signs such as heart rate and step counters for fitness measure-

ments, as well as, fingerprint identification for security
• Voice recognition, gesture analysis, and integration of artificial intelligence for enhanced human-

machine interface
• Ruggedized design and implementation to withstand harsh environmental conditions and accidents

All these features reversed the trend to shrink the telephone; mobile phones now are becoming larger 
due to the need for larger and denser displays. New generation smartphones compete for tablets and have 
the maturity for health sector applications.

CYTOPATHOLOGY AND THE SMARTPHONE

New types of cameras, microscopes, introduced during the last decades, made possible cytological im-
age capture and transmission, aka telecytology (Pantanowitz, Hornish, & Goulart, 2009; Pinco, Goulart, 
Otis, Garb, & Pantanowitz, 2009). Such telemedical systems have been tested extensively and became 
a necessity due to the need for therapeutic decisions in real time (Briscoe et al., 2000; Jialdasani et al., 
2006; Mun, Elsayed, Tohme, & Wu, 1995; Raab et al., 1996; Weinstein, Epstein, Edlow, & Westra, 1997; 
Yamashiro et al., 2004), as well as, for training of physicians (Stergiou et al., 2009). Telediagnosis and 
training are just two of the applications relevant to cytopathology, however, do exist other applications, 
including but not limited to everyday routine tasks of modern laboratories. For example: for reporting of 
results, routine laboratory management, WSI, patient-doctor communication, doctor-doctor communication 
among laboratory members or between separate laboratories and clinics, additionally quality control and 
assurance has become a necessity in modern laboratories with mHealth applications. In the sequel are 
presented existing mHealth applications, and, wherever possible, potential applications are pinpointed.

Training via the Mobile Device

In 2006, it was reported that medical students possessed, within their mobile phones, photographs of 
nearly all typical pathology specimens that could be encountered during examinations (Sharma & Kamal, 
2006). Such photographs were considered by the medical department similar to note-taking and eventu-
ally was decided to allow the mobile device during examinations as a memory aid. This was perhaps 
one of the earliest applications of mobile pathology. Five years later (Collins, 2011), it was reported 
the use of iPads for online distribution of cytopathology textbooks. This application was based on the 
epub 3.0 standard, which is used to create electronic books (e-books). The authoring software was 
Adobe InDesign CS5, and the e-book contained both text and images and w accessible from a variety 
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of different mobile platforms (due to the epub standard). In 2011, the 64 GB capacity of the mobile 
device was considered as ample storage space for such applications, today, cloud-based storage and the 
always-connected capability provides virtually unlimited storage (Pouliakis, Archondakis, et al., 2014; 
Pouliakis, Spathis, et al., 2014).

Electronic books have numerous advantages against paper books: a) e-book is searchable content b) 
interactive text and references can be followed by a click c) high-resolution cytopathology images d) 
capability to bookmark a page e) storage of user added references and text f) embedding of video and in 
general multimedia rich content g) instant access to medical references with a single touch. Moreover, 
images and text can be viewed in a stand-alone mode in full screen because, since iPad and some other 
mobile phones can be connected to external HDTV displays. Moreover, content could be copied, pasted, 
printed, and emailed.

Two other aspects of training are: a) the application of webcasts and b) the use of mobile phones to 
augment the education of remotely located lab technicians. For example, in developing countries, training 
of laboratory technicians by pathologists, thus they are competent to capture pathology images from the 
microscope for cytology of pathology (Livia Bellina et al., 2014; Hartman, 2016).

Training related applications on the mobile device is now a fact and not only for research. Nowadays, 
there are numerous commercial applications related to cytopathology: handbooks (Elsevier, 2015), medi-
cal atlases, e.g. Johns Hopkins Atlas of Pancreatic Cytopathology (Meszaros, 2014) and moreover the 
majority of cytopathology scientific journals.

In the first endeavors, applications were designed specifically taking to account the characteristics 
of the mobile device (such as image resolution). However browsers in smartphones, have turned such 
pioneering efforts almost obsolete. Today any web page can be viewed by the mobile phone browser, 
and the high resolution of the screen and the zoom capability facilitates this. Modern browsers are not 
anymore proprietary, in fact, all popular browsers are available for almost all smartphones and almost 
identical to the browsers of a desktop computer. Thus, there is no need to develop web-based training 
material and applications, specifically for the mobile device. Moreover, Web 2.0 technologies, are now 
directly available on the mobile phones as well.

In terms of connectivity capabilities, smartphones have numerous connectivity subsystems, and 
surprisingly there are integrated relational databases. Thus, the handheld device can be used both as 
server and client. In 2004,, the use of Internet search engines to find reference material for oral and 
maxillofacial pathology was reported (Ng & Yeo, 2004), and in 2004 it was proposed the caching of 
material on a PDA due to limits on communication capacity and local storage, nowadays caching is not 
a necessity as the mobile device is always connected.

Reporting Results via the Mobile Device

The appropriate reporting format for medical diagnosis can have consequences for patient management and 
treatment (Crowe et al., 2011; Hirsch, Robenshtok, Bachar, Braslavsky, & Benbassat, 2015). Frequently, 
laboratories produce medical reports that are incomplete, i.e. do not contain all the information required 
by clinical doctors; this may lead towards a suboptimal treatment or cause additional communication 
and between laboratory and clinic for resolution. In short, medical reports should be formulated and 
contain only the required information, which should be useful. Especially for cytopathology and pathol-
ogy, whereas, descriptive answers can be provided; based on the microscopic and macroscopic findings. 
These medical reports are often described in a qualitative (rather than quantitative) manner, thus, it is 
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crucial to formulate diagnoses based on cellular or tissue features, and to communicate the results in a 
useful manner for the clinical doctors. Additionally, cytopathology reporting systems (Field, Schmitt, & 
Vielh, 2017; Fulciniti et al., 2018; Margari et al., 2016; Nayar & Wilbur, 2015; Pusztaszeri et al., 2016) 
evolve continuously; thus, there a need for training and adaptation on how to report.

ReportSupport (Skeate, Wahi, Jessurun, & Connelly, 2007) was a software environment for the 
mobile phone that facilitated reporting. The researchers used ReportSupport and extracted a conclusion 
on its usage based on a PDA. They concluded that PDAs might improve resident learning as well as 
report completion as well. ReportSupport was relevant to the pathology discipline. However, similar 
outcomes are expected for cytopathology reporting, due to the fact that reporting has similar complexity 
in both specialties/disciplines. ReportSupport software was based on a navigable document, written in 
Hyper Text Mark-Up Language (HTML) by Macromedia’s Dreamweaver 4, and was presented by a web 
browser. Users have to supply credentials to use the system, after a short introduction and instructions, 
it is possible to search for a diagnosis of interest (via a choice of organ/system or alphabetically), For 
tho diagnosis of choice is presented a list of possible responses. Subsequently is presented a list of the 
elements required for a report to be complete. Additional help is provided for each diagnosis component, 
for instance is a descriptionof the criteria used to determine and the possible values/choices for report 
element. Evaluation of ReportSupport was based on two groups or residents; one group used the software, 
while the second did not. The performance of the first group was evaluated three times: T0: before use 
of ReportSupport, T1: when ReportSupport was accessed and T2: after T1 but when users did not ha 
access to the software. According to the results, ReportSupport could not ensure report completeness, 
but, was associated with more complete reports and more accurate judgments for report completeness. 
Due to the introduction of T2 was possible to conclude that residents’ performance was persistent even 
when ReportSupport was not accessible. In summary, the use of the PDA with the relevant software was 
a useful tool for user training and improved reporting.

It is well known that the vast majority of cytopathology reports are related to cervical cancer pre-
vention (via the Papanicolaou test), i.e. screening. Consequentlly, and despite this chapter is related to 
laboratories, it is worth mentioning some clinical applications, especially for the gynecologist, since it 
is aspecialty closelly related to cytopathology. In a recent study (S. J. Martin, Chen, Dattilo, & Johnson, 
2015), the baseline knowledge for mobile applications of trainees and practicing gynecologists and 
obstetricians focusing on their field of practice was assessed. An electronic questionnaire was filled by 
residents, and the responses were analyzed. More than 80% of practitioners were using a mobile phone 
in their practice for physician and student reference. The applications used were predominantly related 
to cervical cytology guidelines and obstetrics; more than 80% of the health care providers would like to 
see more applications on the mobile device. Thus, mobile applications for gynaecologists seems to be 
an expanding field, as such new technologies may provide benefits and advancement in obstetrics and 
gynecologic, both for health services providers, as well as for education.

Static Images on the Mobile Device for Diagnosis, 
Telepathology and Telecytology

The term conventional telecytology and telepathology is usually for a remotely controlled microscope 
providing a live view of a glass slide. Telecytology is usually employed for activities of low throughput, 
usually when a remote diagnosis is requested, as well as in the context of a second consultation review 
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or for a preliminary diagnosis. This mainly applies to situations that on-site cytopathologists are not 
available.

Digital cytopathology had a period of exponential growth and expansion, and this was possible from 
catalytic changes in imaging hardware and an increase in computational processing. Telecytology (Della 
Mea, Cataldi, Pertoldi, & Beltrami, 2000; Markidou, Karakitsos, & Pouliakis, 1999; B. H. Williams, 
Mullick, Butler, Herring, & O’Leary T, 2001) is probably the most obvious application with potential for 
application directly on the mobile device. In the past, telecytology has been applied for reproducibility 
assessment (Archondakis, 2013; Archondakis, 2014; Archondakis et al., 2009; Tsilalis et al., 2012) and 
remote diagnosis (Breslauer et al., 2009; Briscoe et al., 2000; Jialdasani et al., 2006; Pantanowitz et al., 
2009; Pinco et al., 2009; Raab et al., 1996; Ribu et al., 2013; Spat et al., 2013; Yamashiro et al., 2004) 
as already mentioned. However, desktop computers are used in all cases. Due to the advances on mobile 
devices, on communication bandwidth and speed, on display resolution and capability to use external 
monitors, it seems feasible to have mobile cytopathology. Applications can be very simple and even not 
require the development of special software. Images can be transmitted via e-mail or even uploaded on 
a secure web space since image viewers have already been embedded into the mobile device software.

For pathology, in 2009, two independent groups (L. Bellina & Missoni, 2009; McLean, Jury, Bazeos, 
& Lewis, 2009) published on the application of mobile phone cameras. The application was to snap static 
digital microscopy images through the eyepiece lens of the microscope and use them for telepathol-
ogy. In teledermatopathology there are numerous applications (Borve, Terstappen, Sandberg, & Paoli, 
2013; Chao, Loescher, Soyer, & Curiel-Lewandrowski, 2013; Janda, Loescher, Banan, Horsham, & 
Soyer, 2014; Manahan et al., 2015; Massone, Brunasso, Campbell, & Soyer, 2009; Massone, Brunasso, 
Hofmann-Wellenhof, Gulia, & Soyer, 2010; Wu et al., 2015), In this case mobile phones are used to 
take static dermatoscopic images and send them for teledermatopathologic consultation. In the field of 
cytopathology, image capture by the mobile phone camera, directly from the microscope is obviously a 
very important application, as reported recently (Huang et al., 2018).

Telecytology is a valuable tool to manage and promote interlaboratory collaboration, as better cyto-
logical data management and sharing can be achieved in a user-friendly and secure manner. Ideally, a 
mHealth application for cytopathology should be able to invite collaborators, share digital slides with 
just a few clicks and additionally put limitations on shared files and individual collaborators. Finally, 
users should be able to annotate images simultaneously with digital markers, with notes visible immedi-
ately to all collaborators. Of course, all this functionality should be available on the mobile device with 
simultaneous voice conferencing.

Whole Slide Imaging Can the Mobile Device Perform Whole Slide Imaging?

Nowadays, digitization of an entire glass slide can occur in minutes (depending on the optical resolution 
and slide area), in addition, it is possible to scan whole slides in fluorescence and by multispectral imag-
ing cameras and moreover to use robotic systems capable of scanning hundreds of slides sequentially 
(see Figure 1). WSI (or Virtual Slides) have been reported to be used successfully in pathology; however, 
their application in cytology is not so popular (as resulted from the published studies). This perhaps 
can be attributed to the requirement for z-stack (i.e. scanning of the slide in various positions of the z-
axis). This is due to focusing requirements since cytological samples in contrast to histological have a 
3D structure. When z-stack capable systems appeared, the application of digital slides for cytology was 
boosted (Al-Janabi, Huisman, Willems, & Van Diest, 2012; Cucoranu, Parwani, & Pantanowitz, 2014; 
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Fung et al., 2012; Ghaznavi, Evans, Madabhushi, & Feldman, 2013; Gutman et al., 2013; Hipp, Lucas, 
Emmert-Buck, Compton, & Balis, 2011; Huang et al., 2018; Krishnamurthy et al., 2013; Rudnisky et al., 
2007; Tawfik et al., 2014; Taylor, 2011; B. J. Williams, Bottoms, & Treanor, 2017; Wright et al., 2013).

A PubMed search for WSI or digital slides reveals that there are about 210 references. However, there 
is just one directly relevant to cytopathology along with the use of the mobile device (and mainly for 
capturing the WSI through the eyepiece). However, the technology developments seem to support WSI 
viewing through the mobile device. Perhaps it is just a matter of time and resources to implement WSI 
viewing applications. Mapping and navigation applications for the mobile device do exist, and perhaps 
it is the starting point to develop such applications. Google Maps and Microsoft Bing Maps have func-
tioned similarly to WSI. For example, the use of pyramidal images broken into tiles is light enough to 
serve satellite imagery (and of course WSIs) to a viewer application on the mobile device in real-time. 
Indeed, there are some efforts using the map Application Programming Interface (API) (from Google 
and Microsoft) used to create WSI viewers for the desktop (Triola & Holloway, 2011). Such applications 
can be transferred to the mobile device as in the case of mapping and navigation. Concerning the depth 
(aka z-axis) of WSIs, the already available capability of APIs, to display numerous information layers, 
seems to be able to solve this requirement. Finally, the multi-touch user interface of the mobile device 
screen along with the zoom capability with an incremental detail is an advantage of the mobile device 
and can provide a high-quality user experience.

WSI is simply the tool or the enabling technology, the most important aspect is applications, those 
include: a) long or short-term archiving of the slides b) use for onsite diagnosis c) use for remote con-
sultation and diagnosis d) providing the examination media to the patient e) training f) quality control 
and proficiency testing.

In a study performed in 2012, it was used an application (for the iPad device), for the online dis-
tribution of WSIs, to be used for teaching (Fontelo, Faustorilla, Gavino, & Marcelo, 2012). The study 
was performed with therd and fourth-year medical students. Since networking for the mobile device was 
not very efficient in 2012 two web servers were employed to feed the WSIs to the students, one server 

Figure 1. Automated whole slide scanner equipped with loader capable of serving sequentially 200 slides
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for remote access and a second with mirrored content for local area network access. According to the 
results, since the speed of serving the WSIs via the local server was much faster, it was preferred by the 
students. This role of telecommunication infrastructures is critical for the acceptance of such a “heavy” 
mHealth application.

The Mobile Device Capturing Images and for WSI Creation

Microscopes are readily available on the cytopathologist desk, however usually they are not equipped 
with a camera to snap images. In parallel, the mobile phone has a camera, usually with very high resolu-
tion and is at the side of the doctors. Adding a digital camera on the microscope comes at a high cost, 
especially if a computer is not available nearby. In contrast, the mobile phone has become a computer 
with processing capability and numerous communication channels. It seems that all required components 
to capture images from the microscope are in place! However, they are not interfaced to do the job!

Consequently, the concept is straightforward, and indeed, there are numerous efforts to use the nearby 
mobile phone as an image capturing device. In a more advanced application, a WSI system may cost on 
average between $30,000 and $300,000 (Auguste & Palsana, 2015), this cost is not affordable in low 
resource environments, and thus WSI cannot be available in the majority of laboratories. Cleverly, there 
are efforts to use the mobile phone not only as an image capturing device but for the more elaborate 
task of WSI creation.

Typical applications for image capturing involves interfacing of the mobile phone camera to the 
microscope eyepiece, a task requiring an adaptor usually of very low price (on average a few euros or 
a couple of decades). An alternative method involves a device equipped with optics and sometimes a 
light source, being capable of holding the slide, in this case, no microscope is required (Orth, Wilson, 
Thompson, & Gibson, 2018). Thus the microscope becomes not mobile and additionally digital and 
with capabilities for telemedicine! Such interfacing devices come at an extremely low cost since they 
are a small piece of plastic. In a recent study (Orth et al., 2018) the authors describe the procedure for 
a 3D printed add-on clip for microscopy with the mobile phone. This clip enabled both bright field and 
dark field microscopy without additional light source or optics, since by design the integrated flash of 
the mobile device along with a diffuse reflection enabled lighting of the microscopy slide. Moreover, 
the 3D designs were made publicly available. Image quantification was possible by the mobile phone 
in rather older report (Skandarajah, Reber, Switz, & Fletcher, 2014). By such low-cost settings, it was 
possible to capture and measure images and perform telemedicine; the major concern could be the 
diagnostic accuracy and perhaps the risk of misdiagnoses. Several studies in various fields have been 
performed using such mobile microscopes and all report relatively accurate results (Bogoch et al., 2017; 
D’Ambrosio et al., 2015; Orth et al., 2018; Pirnstill & Cote, 2015; Skandarajah et al., 2014; Sun & Hu, 
2018; Yoon et al., 2017).

In the WSI arena, in 2015, it was reported a WSI system called Open Mobile Telepathology Sys-
tem (OMT). This was a combination of two components, namely the Pocket Electronic Health Record 
(pEHR) and the Mobile Whole Slide Imaging (mWSI) application (). The authors used custom design 
and constructor adaptor to interface the phone to the eyepiece. The technology to create the WSI was 
based on a panorama technique, and the first diagnostic slide was feasible using an objective magnifica-
tion of 10x coupled with an eyepiece magnification 15x. The conclusion was that the system could be 
deployed at a fraction of the cost of commercial WSI systems, the images were easily transportable since 
their average size was less than 500 MBs. Additionally any non-medical grade technician could perform 
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the scans, and thus all components for low-cost telepathology and telecytology were feasible. In a more 
recent study () was reported a similar concept targeted to pathology frozen sections. The very low-cost 
system had an estimated cost for setup approximately $100 and for scanning a slide from $1-$10, thus 
was possible to have a WSI cost-effective for infrequent or low-throughput use. The authors additionally 
performed a clinical evaluation of the diagnostic reliability. The average accuracy was rather low for a 
pathology laboratory since it ranged from 78% to 50% depending on the organ (breast, uterine corpus, 
thyroid, and lung). The same system was reported to be used recently in cytopathology applications (). 
The authors tested the capabilities of 200 different android- based smartphones and concluded that there 
are technical issues, especially due to the smartphone software capabilities to export uncompressed im-
ages when captured by the camera. This leads to high CPU usage and power consumption issues. In the 
medical evaluation. The produced ThinPrep cytology WSI had similar and high quality when captured by 
Android or iOS (iPhone) based devices, as commented by the medical team. The correct diagnosis was 
achieved on 87.5% (175/200) of the cases when using the virtual slides. Moreover the agreement among 
various medical experts was substantial as the kappa value was in the range 0.70-0.82. Finally, participat-
ing doctors considered the quality of the WSI created by the mobile phones adequate for routine usage.

Laboratory Management, Quality Control and the Smartphone

Day to day laboratory management requires accurate operations since the product of the laboratory is 
a diagnosis or a test result, which it should be produced and transmitted within a specific time (turn-
around time TAT). The laboratory results are critical to the clinical doctors. Thus they provide timely 
intervention and prevent adverse outcomes (Lam, Ajzner, Campbell, & Young, 2016). Definitely, the 
TAT is strongly linked to the provisioning of quality health services (Pouliakis, Athanasiadi, et al., 2014; 
Pouliakis, Margari, et al., 2014; Shen & Yang, 2001) and is described as a requirement in ISO 15189 
(International Organization for Standardization, 2012 ). Risk management is a part of this process (Scia-
covelli, Secchiero, Zardo, D’Osualdo, & Plebani, 2007); it can be applied within the pre-analytical phase 
(Vacata, Jahns-Streubel, Baldus, & Wood, 2007; Westbrook, Georgiou, & Rob, 2008) or in the analytical 
phase (i.e. during sample analysis) or during the post-analytical phase. Laboratories use computerized 
systems (Laboratory Information Systems-LIS) (Pearlman, Wolfert, Miele, Bilello, & Stauffer, 2001; 
Pouliakis, Athanasiadi, et al., 2014; Pouliakis, Margari, et al., 2014) to facilitate such workflow and to 
enable automation; thus reduction of TAT and errors.

Reporting of critical results is a crucial part since laboratories should report them within a strict time-
frame to clinicians. Thus, mobile devices could not be kept outside of this process. Actually mobile phones 
have been already used in reporting of such critical results, and are ideal for such applications, due to 
the fact that they are always connected and always by the side of the user (aka the clinical doctor in this 
case). In a study about 15 years ago (Saw, Loh, Ang, Yip, & Sethi, 2011), was reported the experience 
with a setting employing Short Message Service (SMS) in reporting critical results of examinations. 
SMSs were used to notify clinicians in a teaching hospital for critical results; this application was used 
to provide the service and in addition to meet both documentation and auditing requirements of critical 
result reporting, as these were described by regulatory agencies and/or ISO 15189. The service was called 
Critical Reportable Result Health care Messaging System (CRR-HMS) and was simply sending a text 
message that allowed the receiver to acknowledge or reject the critical result by replying to the SMS. If 
there was no response or no confirmation within 10 minutes, a new procedure was activated, and escala-
tion was performed by sending the SMS to another physician (according to a predefined roster). Finally, 
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the procedure was stopped when confirmation was received. The process was possible to run unattended, 
and therefore no personnel was employed, thus was affordable! When the experiments and the measure-
ments were finished, it was concluded that CRR-HMS reduced the required time for a response from 7.3 
minutes to 2 minutes (almost four times reduction). The CRR-HMS was a useful tool to communicate 
critical results rapidly. Eventually this enabled timely therapeutic or patient management interventions.

Choice of SMS in this study was based on the following: a) users are familiarized with the software 
b) messages are delivered almost instantly c) has an adequate word limit that can be expanded d) it is a 
two way communication channel e) it can be stored electronic audit trail for the communication history 
(thus there are the records for quality requirements and f) the hardware is available and is in common use 
among the users, thus there is no need for additional cost for a new portable device (Saw et al., 2011). 
Nowadays, there are numerous applications that allow two way communications. However, these are 
based on IP networking capabilities and the ability of the smartphone to connect to Wi-Fi or a 3G/4G 
data network; since IP connectivity is not ensured and additionally can be disabled by the end users, 
SMS, despite the small overhead in costs, seems to be still the preferred technology for text-based criti-
cal results reporting.

According to ISO 15189:2012 requirements for medical laboratories, one of the most important tasks 
for cytopathology laboratories is the conformance with a board certified external quality assessment 
(EQA) program (i.e. proficiency testing). The role of this conformance is to ensure that tests performed 
by the cytology laboratory are accurate and that the findings are correctly identified and interpreted by 
physicians or other membres of a laboratory (e.g. biologists). Moreover, the results should be archived 
and communicated properly towards the clinicians or patients (Archondakis, 2013; Archondakis, 2014; 
Friedman & Wyatt, 2006; E. S. Lee et al., 2003; Nagy & Newton, 2006; Vooijs et al., 1998). Telecy-
tology has already applications for EQA schemes, as virtual slides are served by web servers towards 
cytopathology laboratory participating in certification schemes (i.e. no physical slides are sent to the 
cytopathology laboratories. Instead there is remote diagnosis via WSIs). A promising application in 
this field can be enabled if WSI viewing will be possible through the mobile device. This can facilitate 
immediate quality control and moreover collaboration among cytopathology teams.

Other applications related to the use of mHealth for quality control and assurance have already been 
proposed (Laktabai et al., 2018; Y. Lee et al., 2015), some especially focusing on cytopathology and 
cervical cancer screening (Archondakis, Vavoulidis, & Nasioutziki, 2016; Athanasiadi et al., 2014; 
Pouliakis, Athanasiadi, et al., 2014; Pouliakis, Margari, et al., 2014). Especially for screening programs, 
women conformance can be increased if there are reminders of appointments through the smartphone.

The Smartphone as a Communication Channel Between 
Patient and Doctor or With the Health System

Today, it is unlikely to imagine people without a mobile phone nearby, especially in the developed and 
developing countries mobile phones are always connected with high-speed networks (3G/4G or Wi-Fi). 
Therefore, the device can easily have a role of a terminal point of a communication channel. Patients 
can be informed for various cytology related aspects. Women can a) be immediately informed for the 
availability of cytological result, i.e. that their test Papanicolaou is completed and the result is available, 
a notification could be sent via SMS or email b) women may receive a reminder for their appointment 
related to cytological sampling and subsequent examination c) women may receive a reminder to book a 
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meeting for test Pap or confirm a predefined meeting, depending on the screening strategy (Athanasiadi 
et al., 2014; Moumtzoglou & Pouliakis, 2015).

Doctors and patients have to communicate in other circumstances as well. For example, for consult-
ing; often patients do have questions on their test results, especially when they are abnormal and they 
have not already consulted a clinician. Cytopathology usually provides services to other medical spe-
cialties; however, in clinical cytopathology, the patients are treated directly by cytopathologists. Thus, 
when examination results, eventually are known by the patients, and there is contact information of the 
laboratory, patients communicate with cytopathologists to be informed for the details reported, and 
especially directly from the microscopist rather from the clinical doctor (for example the gynecologist). 
Since the mobile device is always on the patient side, it is the obvious media for such communications, 
by voice or messages, in real time or asynchronously. Number recognition systems can immediately pop 
the medical history of the patient on the screen and thus facilitate patient-doctor interactions. However, 
specialized and complex applications should be developed.

The Smartphone as a Communication Channel Between Doctors

The standardized workflow of a cytopathology laboratory starts with the sample reception along with 
a referral form; ends with the production, release and dispatching of the cytological report (Pouliakis, 
Athanasiadi, et al., 2014); these two are the major interaction points of the laboratory with the “external” 
world. Cytopathology laboratories may produce reports printed on paper or reports in digital form, which 
can be distributed by secured e-mail or retrieved electronically by the requesting clinician via access to a 
remote system managed by the laboratory. The next step towards this automation is to use the smartphone 
capabilities and send SMS or emails. Thus, clinicians are immediately informed of the availability of 
results and get a link inviting them to login into their account and retrieve the reports from a web server 
via secured communication protocols. another doctor to doctor communication may involve requests of 
the laboratory for additional data related to a patient under examination.

In a similar manner to the patient-doctor interactions being reported previously, clinicians may have a 
plethora of options to consult cytopathologists. For example, interpretation of Papanicolaou test results. 
However, gynecology is not the sole specialty related to cytopathology, despite interactions between 
gynecologists and cytopathologists are the most frequent. The majority of medical specialties may re-
quest examinations from the cytopathology laboratory, and the group of users can become very large. 
Consequently the need for services provided by cytopathology laboratories becomes more interesting.

The Smartphone as a Communication Channel for Laboratory Personnel

Exchanging information among cytopathology laboratory members is the third axis relevant to mobile 
communications. It involves laboratory doctors’ requests for ancillary tests or preparations (for example, 
immunocytochemistry), towards biologists or technicians or urgent requests to repeat an examination. 
Usually, such requests are issued verbally, or written in a book of requests, and in the case, there is 
available a LIS, they are recorded via the use of a desktop workstation. Mobile technology is an attrac-
tive technology that has the potential to streamline such everyday routine. Laboratory personnel can be 
independent of desktop computers located in fixed physical locations and alternatively can be on the 
move. A single mobile phone adapted to their preferences can serve such purposes, in more details, since 
the mobile phone is nowadays so powerful that it can replace the desktop computer.
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One issue could be the use of a second mobile device. However, users are not in favor to take care 
and carry more than one device. Since modern devices are capable of having more than one commer-
cial communication channel (i.e. SIM cards), it is relatively easy to serve private and job-related tasks 
simultaneously. The mobile phones are configurable and can get optimization related to user personal 
needs/tasks, and preferences related to the laboratory tasks. Therefore, mHealth technology, if integrated 
into the daily laboratory y workflow, can provide exceptional opportunities. mHealth technology has 
the capability to improve the professional skills of the medical staff and consequently make them feel 
more confident in their daily work tasks.

ISSUES, CONTROVERSIES AND PROBLEMS

Early adopters of emerging technologies, usually encounter issues not foreseen in advance. Mobile 
cytopathology could be outside of this rule, in the sequel we try to foresee potential problems that may 
arise from such applications.

Considering WSI, systematic reviews show some evidence for the accuracy of the method. However 
there is no high quality of evidence since most studies are small. In a review of 1,155 abstracts, 38 papers 
were analyzed systematically (Goacher, Randell, Williams, & Treanor, 2017). The diagnostic concordance 
between WSI and conventional microscopy according to this study ranged from 63% to 100% (kappa 
values: 0.29 - 1.00), while the mean diagnostic concordance of light microscopy alone is 93.4%. Thus, 
WSI is not a confirmed technique even when using desktop computing; specifically images appear with 
high fidelity and visually pleasing on a computer screen, but medical information may be lacking due 
to contrast issues in important parts that can affect image interpretation. Such issues have never been 
considered for use WSI on a smartphone (Park et al., 2012); another issue is the smartphone screen size 
(i.e. physically small), in contrast, resolution of the mobile phone is excellent and competes or some-
times is higher than the resolution of desktop screens. However, a physically large display is important 
when viewing and interpreting a WSI; moreover, image colors and brightness should be calibrated; in 
the radiology domain there are guidelines governing the use and assessment of displays (Hirschorn, 
Krupinski, & Flynn, 2014; Samei et al., 2005) however when dealing with digital cytopathology there 
are not established requirements of displays (Brettle, 2007).

A second issue related to WSI and smartphones proprietary (vendor specific) data formats, these 
inhibit universal viewing in mobile phones and desktops. Note that WSI manufacturers use different 
and sometimes proprietary file formats, as the accompanying software is in the line of business for each 
manufacturer and it is supplied along with the scanners. This fragmentation complicates the efforts to 
create universal software for remote viewing of WSI and this has more emphasis on smartphones since 
there are numerous incompatible operating systems. There are a few efforts to create pathology oriented 
image viewers for handhelds, but, they are vendor specific (Leica Microsystems, 2011). The final issue 
related to WSI is the information size, a WSI ranges from tenths and thousands of Mbytes and up to 
GBytes, and this is dependent on magnification, scanned area and z-axis scanning (wherever available). 
Large file sizes of WSIs introduce important requirements for broadband communication channels and 
device memory as well, which is associated with costs and advanced infrastructures.

Another important issue of mHealth is related to security, especially since the General Data Protection 
Regulation (GDPR) became effective in EU (Krzysztofek, 2017; WikiPedia, 2018) but with a global effect. 
The mobile device is connected to numerous types of networks, mostly being public. On the other hand, 
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patient data is stored remotely on secured sites and have to be communicated via non-secure networks. 
Thus many vulnerabilities and security issues arise such as virus threats, hacker attacks or data storage 
in non-secure mobile devices. Therefore, special measures should be taken to ensure data encryption 
and access to data in cases of device loss.

SOLUTIONS AND RECOMMENDATIONS

There are three important issues for WSI on the mobile device: screen size (not resolution), non-standard 
file formats and large data volume.

Flexible screens, small projectors and easy connectivity of mobile phones with large displays can be 
the solutions. Experimental prototypes of flexible and easy to carry screens were produced, more than 
15 years ago, by Sony (SONY, 2010); the flexible screens are so thin that can be easily rolled around 
a pencil. The application of projectors with very small size can facilitate digital slide presentation on 
a wall. Finally, availability of embedded connectors or wireless connections on smartphones, such as 
miniature HDMI connectors or Bluetooth, can be useful to use nearby large displays.

Towards the resolution of the second issue (incompatible WSI image formats); nowadays exists a 
vendor-neutral open source software library for WSI [OpenSlide (Goode A, 2008)]. Although such soft-
ware libraries are desktop computer specific, porting to the mobile platform seems feasible, since they 
are open source and software libraries do exist for the mobile platforms. Since OpenSlide is designed 
as a device driver, then can be ported into all operating systems. Moreover, OpenSlide supports remote 
[over the Internet] viewing and implementation is based on bindings with the OpenSeaDragon viewer 
(OpenSlide, 2015b). Thus it is expected to be operational on the mobile platform. WSIs, nowadays, can 
be viewed over any network using a smartphone browser available at the OpenSlide demo site (OpenSlide, 
2015a) (see Figure 2). However adoption of the technology in the everyday routine is not straightforward.

The final WSI related issue is the enormous image size. The cloud perhaps is the solution towards 
this direction, as the cloud can provide affordable and unlimited storage space, expandable easily and 
with storage assurance, and no local personnel is required by the laboratory for maintenance. However, 
transferring of such large data from the server to the mobile device can be an issue. The most obvious 
solution is to transfer to the mobile device just the virtual slide parts requested to be viewed by the user. 

Figure 2. Screen shot of whole slide image viewed horizontally, within the FireFox web browser on an 
Android-based mobile phone display (resolution: 1920x1080), zooming, panning, scale and slide in-
formation are feasible. Left side: slide part within browser interface, right side: another slide detail in 
full-screen mode (immuno-staining)
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Tiles and pyramidal image formats along with multiple layers, is a solution to reduce the data volume 
required to be transmitted, WSI viewing on the mobile device should be similar to navigation and map-
ping applications such as Google Earth that uses satellite imagery, and that is already available today.

Finally, security issues raised by exposing data to the wireless networks and by exposing databases 
and servers to the edge of the networks, or requirements to open ports on servers/firewalls, some solu-
tions are proposed. Cloud computing is probably the solution of choice (Pouliakis, Archondakis, et al., 
2014; Pouliakis, Spathis, et al., 2014):

• Data should be encrypted during storage, and during their transmission, server to server connec-
tions should also be encrypted. More advanced methods, such as multi-cloud with key sharing 
(Mouli & Sesadri, 2013) or use of patient identification cross reference IDs (Kondoh, Teramoto, 
Kawai, Mochida, & Nishimura, 2013) are an option, especially due to GDPR requirements to 
separate identification from sensitive data.

• Unauthorized access can be controlled via strong passwords and password control mechanisms 
and in extreme cases via biometric checks; nowadays, mobile devices have the capability for bio-
metric security: fingerprint, face and voice recognition, for example.

• Database safety, long-term archiving and failure overcome, perhaps can be ensured by:
 ◦ Server Failures: By maintaining mirror servers and/or load/ balancing on the cloud
 ◦ Multiple communication channels with multiple Internet service providers may prevent dis-

ruption of services.
 ◦ Increased load can be handled by additional processing power into existing virtual servers 

or by splitting applications in order to run on multiple servers. Load balancing and multi-
tier architectures and more than one application servers and database servers can be of help 
(MySQL, 2018; The Apache Software Foundation, 2018).

CONCLUSION

Mobile phone hardware and software are now mature and powerful and seem ready to be used in cy-
topathology applications. mHealth technology has a tremendous advantage to provide equal access for 
medical services patients as it enables the use of services in difficult to access areas, or in regions that 
are not financially viable to provide such services. mHealth is capable as well of providing new medi-
cal services in areas that it is rare to be needed. Additionally, mHealth enables immediate collaboration 
among medical professionals.

The most elegant and challenging application is mobile WSI. However, it does not represent an ap-
plication that will be mostly used in the domain of cytopathology. Simple and lightweight services seem 
to be more practical and easier to implement, these include automation-related tasks such as notifications, 
transmission of results, education and on the spot access to medical information. Moreover, laboratory 
management tasks, related to smooth operations and compliancy with quality requirements are attrac-
tive. Finally, all types of interactions (such as voice, SMS, e-mail, conferences etc.) among stakeholders 
in the health chain are important.

The two major characteristics of the mobile device are related to time and place. The mobile phone 
can provide freedom from the time since asynchronous communications, such as e-mail, SMS, voice 
and video mail can be stored and consumed as information by the users on their own pace. Of course, 
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it is always possible to have synchronous communications to serve urgent tasks. Freedom from the 
place is the second characteristic since the mobile device is personal, it is usually always on and always 
connected. Simultaneously it is available in every place as it follows the owner. As a result, people 
involved in the cytopathology ecosystem are not required to be at specific places and a specific time to 
perform their tasks.

In summary mHealth technology can provide important benefits that health organizations would like 
to take advantage:

• Low cost for the devices and dropping costs for the services, such as networking costs
• Flexibility: since mHealth technology is much more handy than other computing methods
• Mobility, mHealth users can access information irrelevant of time and place, and health profes-

sionals can perform their tasks in a more flexible manner

Research on mobile computing focusing in cytopathology is still scarce, probably due to the strong 
relation with pathology. However, the potential and the benefits seem important. Although more devel-
opments may be required: standards for practicing and guidelines for validation are required, security 
issues concerns should be ceased by proper implementations and more importantly experimental settings 
with applications in routine should be tested and the results communicated. Mobile computing seems to 
play an important role as it has the potential to change the picture of future cytopathology.
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KEY TERMS AND DEFINITIONS

Cytopathology: A specialty of medicine related to the study and diagnosis of diseases by the ex-
amination of cells.

E-Health: Is the healthcare supported by electronics, informatics and tele-communications.
E-Learning: Is a broad concept referring to the application of information and communication 

technologies (ICT) for learning purposes.
Laboratory Information System (LIS): Or laboratory information management system (LIMS) is 

a software-based system for the support of operations in a modern laboratory, such as workflow, sample 
tracking, data exchange interfaces, LIS systems are often capable to be connected with medical analyzers 
for automated extraction and storage of measurements.

Mobile Health (mHealth): The practice of medicine and public health supported by mobile devices.
Pathology: From Greek pathos (πάθος), meaning “suffering” and -logia (-λογία), meaning study, a 

medical diagnosis and research field, studying cause of diseases, traditionally by tissue, cells or body fluid 
analysis via the microscope. Cytopathology is considered a sub specialty of pathology in many countries.

Quality Control: The set of processes by which entities review the quality of all factors involved 
in product, service or activity, during QC processes, the products, services and activities are tested or 
validated in order to reveal defects and problems, before their release.

Telecytology: The application of cytopathology from distance.
Telediagnosis: Is the determination of a disease at a site remote from the patient based on transmit-

ted data.
Virtual Slide: or whole slide imaging, a virtual slide is created when a glass slide is entirely scanned 

digitally.
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ABSTRACT

Modern cytopathology labs offer an outstanding portfolio of important testing services that must be of 
high quality and credibility. Over the last decade, clinical cytopathology was influenced by the wide 
implementation of computer sciences. Cytopathology labs wishing to achieve a seamless workflow process 
have successfully adopted automation and information management systems. Innovative information 
technologies, including e-health, constitute a valuable tool for interlaboratory collaboration and qual-
ity improvement. Cloud computing will enhance the opportunities in cytological data management and 
sharing. The authors present thorough research of mobile applications related to cytopathology and try 
to foresee applications that may benefit modern cytopathology. Also, the feasibility of such applications 
for inter-laboratory comparisons, proficiency testing, and diagnostic accuracy validation is examined. 
Finally, the role of mobile applications for providing and/or enhancing the laboratory capabilities 
through educational training and other research activities is investigated.
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INTRODUCTION

During the last decades, medical data deriving from the analysis of patient samples were stored in medi-
cal laboratories and was provided to physicians manually (Brender & McNair, 1996). The absence of an 
integrated laboratory information system was making medical data transfer slow and possibly ineffec-
tive while results inquiry/control and quality control (QC) was a rather expensive and time-consuming 
process (Kubono, 2004).

Over the last decade, the practice of clinical cytopathology was dramatically influenced by the wide 
implementation of informatics and computer sciences in the everyday laboratory workflow. The wide 
implementation of laboratory information systems became a necessity dictated by the need for real-time 
results and the increasing role of laboratory medicine in therapeutic decisions (Georgiou & Westbrook, 
2006).

Laboratory information systems have been implemented in many medical laboratories wishing to 
improve their quality standards. A laboratory information system (LIS) is a valuable tool for medical 
professionals in order to manage complex processes, ensure regulatory compliance, promote collabora-
tion between departments of the same or different laboratories, deliver detailed reports, and enhance 
the laboratory networking capabilities. That results in better data management and sharing between the 
laboratory and its clients (laboratories, clinicians or examinees) (Brender & McNair, 1996).

Cytopathology laboratory services are essential for patient care and include arrangements for exami-
nation requests, patient preparation and identification, collection, transportation, storage, processing and 
evaluation of clinical samples, together with subsequent interpretation, reporting and advice.

The main cytological examination, the well-known Papanicolaou test consists of a widely applied, 
cost-effective screening method for the early detection of cervical dysplasia and cancer. A well-written 
and well-implemented LIS software can improve the diagnostic accuracy of this method by introduc-
ing new emerging technologies. Pap smears screening, and cytological diagnosis provision for the vast 
majority of the female population requires a large number of skilled cytotechnologists and cytopatholo-
gists. Since the number of these professionals is still inadequate, the development of automated labora-
tory instruments and screening systems may provide a practical and satisfactory solution. Laboratory 
informatics are regarded nowadays as an essential tool for the laboratory’s quality assurance (QA) and 
improvement due to its key role in the pre-analytical, analytical and post-analytical diagnostic phases. 
A well-written and well-implemented LIS software can use medical data for the documentation of QC 
measures and the improvement of the laboratory’s performance.

Mobile Health technology is changing the way enterprises, institutions and people understand and 
use current software systems. It allows imaging flexibility and may be used for creating a virtual mobile 
workplace. Security and privacy issues have to be addressed in order to ensure the wide implementation 
of Mobile Health technology shortly.

Cloud services (in modern tech jargon often referred as “the cloud”) refers to a network of servers 
connected by the Internet or another network that enables users to combine and use computing power 
on an as-needed basis. Cloud computing is a novelty that rapidly showed tremendous opportunities for 
application in medicine and health care improvement (Eugster, Schmid, Binder, & Schmidberger, 2013; 
Glaser, 2011; Kuo, 2011; Lupse, Vida, & Stoicu-Tivadar, 2012; Mirza & El-Masri, 2013; Patel, 2012; 
Rosenthal et al., 2010; Waxer, Ninan, Ma, & Dominguez, 2013; Webb, 2012). It is forecasted that there 
will be an increase in the US cloud computing market for medical images from $56.5m in 2010 by 27% 
in 2018 at a Compounded Annual Growth Rate (CAGR). That is mainly due to the growing volume of 
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medical images and the increasing costs of the ownership for owning Picture Archiving and Communi-
cation Systems (PACS) (GlobalData, 2012).

The purpose of this chapter is to present our experience on the application of Mobile Health technol-
ogy to Cytopathology Laboratories, and on the possible ways Mobile Health technology can encour-
age or facilitate the wide implementation of ISO 15189:2012 specific requirements concerning every 
laboratory aspect and process.

Within this chapter we analyze state of the art related to the application of cloud computing services 
and infrastructure for cytopathology, identify and propose potential applications, explore possible solu-
tions for potential problems and finally promote the benefits of transforming traditional application of 
the cytopathology lab into cloud-based services.

Furthermore, we examine the feasibility of applying Mobile Health technology for laboratory infor-
mation systems data sharing and handling, for medical inter-laboratory comparisons, proficiency testing 
and for validating the accuracy of cytological diagnoses.

Also, we examine the role of Mobile Health applications to provide or/and enhance the existing 
laboratory capabilities for educational training and other research activities.

Finally, we give clear and comprehensive guidance concerning various financial, legal, professional, 
and ethical problems in this field.

BACKGROUND

Laboratory automation has been propelled during the last decade by the advantages of greater productivity, 
cost efficacy and the capacity of integration with modern instrumental equipment that has Internet Con-
nection (Vacata, Jahns-Streubel, Baldus, & Wood, 2007; Westbrook, Georgiou, & Rob, 2008). Laboratory 
information systems provide better functionality through automation in parts of the inspection procedures, 
permitting the lab to achieve maximum efficiency (Vacata et al., 2007; Westbrook et al., 2008). Such 
systems also improve service to physicians and other stakeholders and ultimately reduce the probability 
of human errors. It is widely accepted that error-prone activities can be substantially reduced, but not 
eliminated. However, information technology systems can provide reasonable, accurate and reliable 
standardized procedures of QC for the assessment procedure as well as sophisticated quality indices for 
all the control system of the medical laboratory (Vacata et al., 2007; Westbrook et al., 2008). Medical 
laboratory computers may be used in various ways. They may be used for preparing and administering 
the management handbook and standard operation procedures, for personnel training, for providing 
and archiving documents via a network. They may also be used for creating customer databases, for 
evaluating test results, for online connecting with external sources of information, for contacting with 
customers, or as a typewriter as well. A computing system contains at least one computer unit, some 
peripheral devices and some software packages.

Computing systems operating parameters require custom verification and validation. Verification is 
the confirmation that specified requirements have been fulfilled. Computing system monitoring, user 
acceptance testing and code reviews are some verification tools. Validation is the confirmation that the 
requirements for the specific use are fulfilled. Electronic records contain any combination of digital 
data that is created, modified, archived, or distributed by a computer system. Electronic records must be 
protected from exposure to accidental or malicious alteration or destruction (record security).
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Computing systems may be open or closed. In closed computing systems, individuals responsible 
for the content of the electronic records control access to medical archives. On the contrary, in open 
computing systems, people not responsible for the content of the electronic records (Vacata et al., 2007) 
control access to medical archives.

The computing systems software may be used for testing, calibration and sampling purposes (testing 
software) or for managing document control (document software) (Vacata et al., 2007; Westbrook et al., 
2008). The integrity of electronic records must be checked periodically (file integrity check) while the 
computing system must be tested periodically to determine if it meets specific requirements (acceptance 
test). Finally, according to the European Federation of National Associations of Measurement (2006), 
the software of the laboratory computing system must be periodically tested.

The ISO 15189:2012 requirements cover all aspects of the laboratory activities, including the labo-
ratory information system (LIS) (Pouliakis et al., 2014a, 2014b; Vacata et al., 2007; Westbrook et al., 
2008). ISO 15189:2012 suggests specific measures for the protection of electronic laboratory records 
(Pouliakis et al., 2014a, 2014b; Vacata et al., 2007; Westbrook et al., 2008). The proposed measures 
comprise a valuable tool for quality improvement in the field of electronic documentation of medical 
records. It is worthwhile mentioning that the ISO 15189:2012 requirements do not apply to desktop 
calculators, small programmable technical computers, computers used only for office applications by 
one single user, or microprocessors integrated in assessment instruments (Kubono, 2004; Pouliakis et 
al., 2014a, 2014b; Westbrook et al., 2008).

The laboratory information system (LIS) functions include workflow management, specimen track-
ing, data entry and reporting, assistance with regulatory compliance, code capture, interfacing with other 
systems, archiving, inventory control, security, and providing billing information. The LIS components 
include hardware (e.g. servers), peripherals (e.g. instruments, printers, cameras, monitors and scanners), 
a network, interfaces (e.g. links to other information systems), database(s) and software (e.g. database 
management system).

In the field of Cytopathology, laboratory information systems have enabled cytotechnologists and 
cytopathologists to achieve efficient, streamlined workflows, regulatory compliance, and superior report-
ing capabilities. A well-written and well-implemented cytopathology LIS, when integrated to Electronic 
Medical Records (EMRs) can provide full lab automation through connections to instrumentation and 
clinicians’ offices, minimize human errors and achieve detailed test order entry and efficient results 
retrieval.

Early software programs in the field of Cytopathology included reporting, data storage, and elementary 
data mining. During the past ten years, laboratory information systems capabilities have been dramati-
cally increased by automated enhancements, such as specimen tracking, barcode labelling, reflex testing, 
automated and customized report delivery and billing system interfaces.

Laboratory information systems in the field of Cytopathology may be autonomous or may consist 
a part of an integrated anatomic pathology system, or a part of a larger hospital information system.

National or international regulatory agencies are nowadays specifying the minimum period cytopathol-
ogy laboratories should record and retrieve specimen information and patient reports. The information 
system applied, should permit easy access to all cytology reports and, if possible, to related surgical 
pathology reports, in order to make the possible cytologic/histologic correlation. Older records should be 
archived and stored offsite as long as retrieval does not hinder patient care or delay regulatory inspections. 
Laboratory information systems should be able to correlate or merge records when there is an altera-
tion in patient identifiers without altering the data in the original records. It is advisable for laboratory 
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information systems in cytopathology departments to use unique identifiers, such as the patient’s record 
number, in order to achieve more accurate matching.

QC defines the service’s quality, imparting to it the credibility needed for its intended purpose, while 
QA activities measure the degree to which desired outcomes are successful (Archondakis, 2015). QC 
may be internal or external. QC in the field of Cytology is mainly achieved by slide rescreening or by 
clinical-histological correlation of cytological diagnoses (Archondakis, 2015). Many slide rescreening 
procedures have been proposed for QA purposes, such as rapid reviewing of smears initially reported as 
negative or inadequate, rapid preview/prescreening of all smears, random rescreening, targeted rescreen-
ing of specific patient groups, seeding abnormal cases into the screening pools, retrospective rescreening 
of negative cytology specimens from patients with a current high-grade abnormality and automated 
rescreening of smears initially reported as negative (Archondakis, 2015). The laboratory managers are 
responsible for the selection of the most appropriate method for QA purposes, according to the specific 
needs of their laboratories (Archondakis, 2015).

The practice of diagnostic cytopathology performed on digital images is a novel process that can be 
used for obtaining expert opinions on difficult cases from remote laboratories (telecytology) (Archon-
dakis et al., 2009).

Telecytological diagnosis can be achieved either with the use of cytological pictures viewed in real 
time with the microscope (dynamic telecytological systems), or with the use of cytological pictures 
that are first captured in a digital format and then transmitted to distant observers (static telecytological 
systems) (Archondakis et al., 2009; Stamataki et al., 2008). The static telecytology systems have the 
advantage of considerably lower cost, but they only allow the capture of a selected subset of microscopic 
fields (Pantanowitz, Hornish, & Goulart, 2009). The dynamic telecytology systems permit evaluation 
of the cytological material present on a slide (Yamashiro et al., 2004). These systems may be hampered 
by high network traffic and their high cost of purchase and maintenance that makes them unaffordable 
for small laboratories wishing to participate in proficiency testing programs.

The use of digital images in quality control/assurance programs eliminates the need for glass slides 
retrieval from the laboratory’s registry (at least at the point of examination), allows annotations to be 
added to images, enhances the ability to rapidly transmit and remotely share images electronically for 
several purposes (telecytology, conferences, education, quality assurance, peer review) and protects more 
efficiently patient anonymity (Archondakis, 2013, 2014).

Moreover, the use of digital images for QA programs is more practical and time-efficient, although 
the conversion process of glass slides into digital image files may require some additional time. Static 
telecytology systems are preferred due to their low cost by laboratories that cannot afford the high cost 
of purchasing and maintaining dynamic systems (Archondakis, 2013, 2014).

The limitations and diagnostic errors related to telecytology that are already mentioned by some 
authors may cause misinterpretation of digital images by less experienced participants (Briscoe et al., 
2000). Appropriate field selection, sufficient image quality and especially diagnostic expertise are the 
most crucial parameters ensuring the proper function of a static telecytological system (Archondakis, 
2013, 2014).

The most common manifestations of the inter-observer discrepancy are upgrading of the telecytological 
diagnosis to a definitive carcinoma diagnosis or downgrading of a suspicious telecytological diagnosis 
to a rather benign lesion because of image deficiencies (Archondakis et al., 2009).

Proficiency testing (PT) is a well-recognized method for evaluating actual laboratory performance 
usually using inter-laboratory comparisons (Archondakis, 2013, 2014). Proficiency testing results can be 
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used as an independent indication of a laboratory’s diagnostic competence and can be integrated into the 
ordinary process of the laboratory’s assessment and accreditation (Archondakis, 2013, 2014). According 
to ISO 15189:2007, all accredited laboratories must conduct proficiency tests by their normal patient 
testing and reporting procedures (Pantanowitz et al., 2009, Archondakis et al., 2011). A recent revision 
of ISO 15189, published in 2012 proposes the additional use of alternative methods for the evaluation 
of laboratories technical competence, where accredited PT schemes are not available. The practice of 
diagnostic cytopathology performed on digital images is a process by which remote laboratories can 
obtain expert opinions on difficult cases (telecytology) (Archondakis et al., 2009, Pouliakis et al., 2014a, 
2014b). Telecytological diagnosis can be achieved either with the use of cytological pictures viewed in 
real time from the microscope (dynamic telecytological systems), or with the use of cytological pictures 
that are first captured in a digital format and then transmitted to distant observers (static telecytological 
systems) (Archondakis, 2013, 2014; Stamataki et al., 2008). Hybrid systems have also been developed. 
The majority of relevant articles have focused on the possible use of telecytology for diagnostic and 
consultation purposes (Archondakis, 2013, 2014).

Diagnostic agreement and reproducibility between the same (intra-observer) and different (inter-
observer) observers are the main parameters monitored and recorded during telecytology programs 
(Stamataki et al., 2008; Pantanowitz et al., 2009). The agreement is the total or a comparable number 
of cases in which the same diagnosis was issued between or within observers, including the part of the 
agreement that may be attributed to chance (Landis & Koch, 1977). Reproducibility, which is part of 
the agreement that cannot be explained purely by chance (Landis & Koch, 1977) is measured by the 
kappa statistic. Within the positive kappa values and in accordance with the study by Landis and Koch 
(1977), the agreement was interpreted as follows: a range of 0.00– 0.20 indicates slight agreement, a 
range of 0.21–0.40 indicates fair agreement, a range of 0.41–0.60 indicates moderate agreement, a range 
of 0.61–0.80 indicates very good agreement, while a range of 0.81–1.00 indicates excellent or almost 
perfect agreement (Landis & Koch, 1977).

QA in the field of Cytopathology is achieved mainly by monitoring diagnostic discrepancies, through 
cytological and histological correlation. The improvement of information systems and LIS in most pa-
thology laboratories allows such correlations to be performed just immediately after the release of the 
examination results. Additionally, data mining either online or in a later stage may produce important 
knowledge for trends and problematic areas in the processes and, therefore, to initiate corrective actions 
for quality improvement. Also, image-based systems to evaluate the quality of classification systems 
such as the Bethesda System 2001 for reporting the results of cervical cytology (Solomon et al., 2002) 
have already been reported in the literature (Sherman, Dasgupta, Schiffman, Nayar, & Solomon, 2007). 
Mobile Health technology obviously can be of help for QC&QA, as the related application may be 
developed for such an environment, storage and application load will not be an issue, and additional 
benefits may be obtained as the QC&QA application can be shared among numerous laboratories and 
rare cytological cases can be used by all participating labs.

Until now, Mobile Health technology is not widely used for the various tasks related to Cytopathol-
ogy. However, there are numerous fields in which it could be applied. The envisioned advantages for the 
everyday practice of laboratories workflow and eventually for the patients are significant.

Mobile Health technology, in the field of cytopathology, may provide a valuable web-based service, 
which may be incorporated in the LIS and become part of a web-based Electronic Health Record (EHR).

A cytopathology laboratory wishing to store a large number of images and patient information files 
is nowadays obliged to install one or more servers and accompanying disk arrays, having poor or no 
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earlier experience in its upkeep. A possible server crash may result in severe data loss. Furthermore, the 
server may require constant upgrades. These two reasons are good enough for a modern cytopathology 
laboratory to shift its data to the Mobile Health. By doing so, the laboratory reduces dramatically all 
costs related to server software and hardware as well as the costs for maintenance and licenses. In such 
a scenario, the Mobile Health acts as LIS, telecytology software, and billing unit at the same time. A 
patient may perform a cytological examination at a hospital or a private laboratory. Representative im-
ages of the case may be stored on a hybrid Mobile Health. If the patients perform another cytological 
examination after some time, in another laboratory, the cytopathologists can retrieve and merge images 
that were stored previously in the Mobile Health directly from their offices. This way, the final diagnosis 
is made after having reviewed the images of the first cytological examination.

MOBILE HEALTH APPLICATIONS FOR QUALITY ASSURANCE PURPOSES IN 
A CYTOPATHOLOGY LABORATORY: BENEFITS AND CURRENT POTENTIAL

Mobile Health applications provide many advantages regarding scalability, maintainability, and mas-
sive data processing. They can provide exceptional consultation opportunities to distant cytopathology 
laboratories. Also, they can improve the professional skills and boost the confidence of the participating 
medical staff.

Mobile Health technology, when applied in the field of Cytopathology, has some main benefits, such 
as innovative dashboard for easy use, report formatted custom for each participant’s lab with images, 
automatic versioning history, secure access to records that removes backup concerns, faster cytopatholo-
gist approval process, easy to use browser-based system, automatic spell-checking, images integration 
into reports, faster “voice-to-file” process, HL7 interface availability, safe storage, safe records transmis-
sion, low cost of record retrieval, labor, copying, filing and storage, easy PDF documents production 
for easy integration to EMR systems and use of digital signatures for document control and compliance 
with standards.

Using Mobile Health applications, cytopathology laboratories can avoid huge spending on mainte-
nance of costly applications and image storage and sharing. Mobile Health technology allows imaging 
flexibility and may be used for creating a virtual mobile workplace. Security and privacy issues have to 
be addressed in order to ensure Mobile Health applications wide implementation shortly.

The main components of Cloud computing in the field of Cytopathology are the following:

1.  Applications: The Cloud applications are hosted on servers that are remote from the user and can 
be run in real time from a thin client that hosts the application through a web browser. The majority 
of Cloud applications are accessible via browsers. Thus, there is no installation of the application, 
no maintenance required, and support issues are resolved because the software is hosted on a ma-
chine that is dedicated to that software, so there is no danger that the thin client could influence the 
software. Cloud applications may be run as software as a service (SaaS), software plus service or 
data as a service. In Cloud applications, used by cytopathologists, the end users take advantage of 
some kind of “Software as a Service” for image reviewing, creating diagnostic reports or patient 
billing.

2.  Client: It is usually a web browser such as Mozilla Firefox. In the mobile telephone environment, 
Apple’s iPhone or Google’s Android platforms some applications can be considered to run from the 
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cloud. A client may also be a certain website such as Facebook, where there are many applications 
available for use. Cloud client, in the field of Cytopathology, is the medium which cytopathologists 
use to access the Cloud via the Internet. Cloud client may be a computer or a Smartphone.

3.  Infrastructure: Cloud infrastructure includes all computer hardware and the buildings contain-
ing it. The hardware consists of mass-produced server technology. The server environment may 
be running partial or complete virtualization, grid computing or paravirtualization technologies. 
Cloud infrastructure, in the field of Cytopathology, includes computer hardware and servers used 
for software running and data storage.

4.  Platform: The cloud platform is referring to the way that applications can be deployed. In the field 
of Cytopathology, a well-designed platform is an essential parameter for efficient application of 
laboratory’s Cloud applications.

5.  Service: Service refers to what users can reap from their cloud experience. To date, there is a great 
number of services for users wishing to take advantage of. Some of these services are unique, while 
others enhance services that were already available. A cloud service, in the field of Cytopathology, 
can be, without having to be limited to, either a web-based image archiving system or a web-based 
image gallery.

6.  Storage: Storage devices are the often first to fail on a computer. By using cloud technology, compa-
nies assure their data safety. In case there is an emergency situation, the chances of complete failure 
of all systems are very slim, due to a large number of computers working in the cloud environment. 
Cloud computing, in the field of Cytopathology, enables, for example, the storage of large medical 
laboratory databases in the form of documents and image libraries, instead of physical storage at 
the site (hospital or imaging center) which is much more expensive and difficult to maintain.

7.  Processing Power: The processing power that cloud computing is capable of has no boundaries. 
Cloud companies are willing to scale up their infrastructure if needed, so when there is a need for 
more processing power, it will be available on the fly. Due to Cloud computing immense processing 
power, companies do not have to worry about infrastructure purchasing or costs. Cloud computing, 
in the field of Cytopathology, can provide infinite processing power to all cytopathology laboratories 
at a very low cost.

The power of Mobile Health technology combined with the convenience of web applications can 
improve significantly the collaboration among cytology labs participating in image or data sharing QA 
programs.

Storing, archiving, sharing and accessing images in the Mobile Health allows a modern cytopathol-
ogy laboratory to manage data more efficiently and cost-effectively while overcoming many of the legal, 
regulatory and technical challenges that data requirements pose.

This technology enables a modern cytopathology laboratory to handle large bandwidth images effi-
ciently, to use non-proprietary, standards-based, vendor-neutral architecture, to expand or contract storage 
capacity easily as needed, to manage authentication, encryption and security protocols, to conduct efficient 
system-wide application upgrades and finally to extend the life of existing infrastructure/investments.

As there is pressure to reduce costs, many laboratories nowadays are exploiting virtualization capa-
bilities that are essential characteristics of Mobile Health technology.

The servers applied for image or data sharing QA programs need to support most digital slide formats 
and to be easily integrated with various scanners for single-click slide upload for on-premises deployment.
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A Mobile Health-based infrastructure for digital cytology can analyze whole slides on special image 
servers from each professional’s web browser with just a few clicks. Each cytopathologist simply has to 
select analysis, template settings and parameters with interactive visual preview, and let the server run 
complete slide analysis using the scalable power of the Mobile Health.

All professionals, although possessing different imaging equipment, can use Mobile Health-based 
software to integrate seamlessly with imaging hardware. Software like that permits the digital slide to 
be uploaded to the user workspace via the Mobile Health server automatically.

A modern cytopathology laboratory and the network of cooperating cytopathology laboratories have 
no obligation to conform to any single unified corporate IT policy. A modern cytopathology laboratory 
and the network of cooperating cytopathology laboratories can use a variety of computers, operating 
systems, and browsers. The special web interface can work with all the commercially available operat-
ing systems like Windows, iOS, Android and Linux that are used in modern tablets, smartphones, and 
personal computers without exceptions. Each professional (whether cytotechnologist or cytopathologist) 
can view digital slides online without having to download, install or update anything. A simple log-in to 
the browser is enough for establishing a connection with the Mobile Health platform.

Integrated Flexible Database module can create powerful knowledge database from each cytopatholo-
gist’s digital slide collection. Mobile Health-based software can use flexible attributes, quick tags, com-
ments and attachments for cases and slides to organize images and keep track of all available medical data.

Cytopathology professionals should be able to separate shared and private images. A modern cyto-
pathology laboratory and the network of cooperating cytopathology laboratories can invite collaborators 
and share digital slides via email, by using a Mobile Health-based software.

No need to mention once more that digital cytology images storage and transmission must follow strict 
regulations to avoid any unauthorized alteration or improper use. Current standards of electronic medical 
data handling are still informative, yet the need for a secure electronic environment continues to grow.

A modern cytopathology laboratory has already established a system where images and virtual slides 
are available online, and all cytopathologists can report remotely. By using the laboratory’s server, the 
users experienced many difficulties because of frequent local network disruptions. By shifting the data 
to the Mobile Health, the cytopathologists are now able to access the web-based cytopathology software. 
Here, the Mobile Health enables the implementation of teleconsultation applications.

Mobile Health technology can be used for making the entire medical record of a patient accessible 
for review by a remote cytopathologist. All cytopathologists can review admission notes for all cases, 
seek prior data from other laboratories that are mentioned in these notes and review all available imaging 
material to make all applicable correlations.

Further evaluation and development of intelligent Mobile Health based search engines exploiting 
artificial intelligence appear worthwhile.

Another aspect of primary diagnosis is related to homeworker cytopathologists. Virtual slide tech-
nology enables the digitization of complete slides. Thus, the diagnostic data can be now stored and 
transmitted, the barrier, in this case, is a large amount of data. Eventually, Mobile Health technology 
provides unlimited storage and fast communication channels, in this aspect; the remote primary diag-
nosis could be a reality.

A modern cytopathology laboratory is electronically tracking QC/QA indicators which can be done 
either within the LIS and/or by exporting data from the LIS (via spreadsheet software).
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Mobile Health applications can be used for monitoring laboratory requisition completeness, problems 
documented by the users, occurrences and trends with any particular physicians’ office sending specimens 
to the laboratory. Identification of such problems could prompt a redesign of requisition forms. Speci-
men rejection incidents and labelling errors are also electronically documented, and specimen rejection 
frequency is regularly reported to all physicians’ offices. Comments entered within available QA fields 
are included in the final cytological report. Electronic monitoring of lost specimens is accomplished 
with a simple spreadsheet log.

A cytopathology laboratory information system is monitoring electronic data integrity and is taking 
all available security measures, which may include regular back-up of data, password protection, data 
encryption, antivirus software, firewalls, and audit trails. Mobile Health applications can be used for 
assigning users different levels of privileges so that only certain individuals can finalize and sign out 
abnormal cytological diagnoses ensuring the integrity of finalized reports.

Mobile Health applications can be used for recording workloads for each cytopathologist. That is 
achieved by evaluating the diagnostic accuracy in comparison with productivity.

A modern cytopathology laboratory information system prohibits screening of more than 200 con-
ventional slides over an 8-hour period. Non-gynecologic and gynecologic liquid-based preparation slides 
also count as half-slides in such daily counts.

Mobile Health applications can be used for designating cases as high risk, based on database searches 
for particular entries within specific fields. In a modern cytopathology laboratory, computer-assisted 
designation of high-risk cases greatly increases the likelihood that high-risk cases are correctly identified 
to be a part of a detailed review process before signing out.

These applications can be used for creating pivot tables, which are useful tools to cross-reference 
diagnoses by cytopathologists and for analyzing diagnostic correlations and discrepancies. In a cyto-
pathology laboratory, software systems allow for individual cases to be easily retrieved for continuing 
education purposes.

Potential Applications of Cloud Computing in Cytopathology

Modern Cytopathology laboratories deal mainly with images as the routine cytological examinations are 
performed via the use of a glass slide and analysis with the microscope. However, modern cytopathology 
laboratories perform additional examinations based on molecular techniques and immunocytochemis-
try methods. The modern cytopathology laboratory is equipped with numerous modalities capable of 
performing medical tests and exchange data via networks, imaging systems capable of creating digital 
pictures of the slides or even virtual slides, which are complete slides in electronic format. The volume 
of data in a cytopathology lab nowadays is enormous. The major cloud-based applications that can be 
envisioned for the benefit of cytopathologists and the patients as well may be as follows:

Data Storage

Storing, archiving, sharing and accessing images in the cloud allows the industry to manage data more 
efficiently and cost-effectively while overcoming many of the legal, regulatory and technical challenges 
that data requirements pose (AT&T, 2012). The cloud enables hospitals to:
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• Efficiently handle large bandwidth images
• Use non-proprietary, standards-based, vendor-neutral architecture
• Expand or contract storage capacity easily as needed
• Manage authentication, encryption and security protocols
• Conduct efficient system-wide application upgrades
• Extend the life of existing infrastructure/investments

A cytopathology laboratory wishing to store a large number of images and patient information files 
is nowadays obliged to install one or more servers and accompanying disk arrays, having poor or no 
earlier experience in its upkeep. A possible server crash may result in severe data loss.

Furthermore, the server may require constant upgrades. These two reasons are good enough for a 
modern cytopathology laboratory to shift its data to the Cloud. By doing this, the laboratory reduces 
dramatically all costs related to server software and hardware as well as the costs for maintenance and 
licenses. Here the cloud acts as LIS, telecytology software, and billing unit. A patient may perform a 
cytological examination at a hospital or a private laboratory. Representative images of the case may 
be stored on a hybrid Cloud. If the patient performs another cytologic examination after some time, in 
another (and possibly distant), he can provide the reporting cytopathologists direct access to the images 
stored in the Cloud. The cytopathologists can retrieve and merge the images on his/her workstation. The 
cytopathologists can make his final diagnosis after having reviewed the images of the first cytological 
examination.

Laboratory Information Systems

Laboratory information systems (LIS) are used to supervise many varieties of inpatient and outpatient 
medical tests. The major features that laboratory information systems have include management of sample 
check-in, order entry, specimen processing, result entry and patient demographics as well as medical 
history. A LIS tracks and stores all the information related to a patient from arrival until he/she leaves 
and stores the data for future retrieval. LISs also produce reports for the tests that handle and statistics 
related to various aspects of a laboratory such as time for execution of examinations, sample volumes 
etc. Therefore, a (LIS) can be defined as a series of computer programs that process, store and manage 
data from all stages of medical processes and tests. Modern LISs are networked and the various modern 
modalities (biomedical analyzers) having networking capabilities can automatically send examination 
results directly for storage. Additionally, barcode technology automates sample and patient identification.

Usually, large laboratories have internal information technology (IT) personnel to handle hardware, 
software and provide technical expertise and support, and take care in cases of infrastructure lack as well 
as to optimize the systems to run mission-critical applications. However, cloud computing is changing 
this picture. As there is pressure to meet timelines, to reduce costs for example by spreading costs associ-
ated with infrastructure ownership and support, many laboratories nowadays are exploiting virtualization 
capabilities that are basic characteristics of cloud computing, virtualization provides convenient and 
on-demand network access to a shared pool of configurable resources such as networks, servers, storage 
and applications, and in the modern world the cost for owning and managing in-house the equipment 
and personnel. In addition to cost reduction, the set-up and configuration time for a laboratory wishing 
to adopt a new LIS is minimal. Therefore, a cytopathology laboratory that does not have an LIS, but 
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wants to start using a Cloud-based LIS, may purchase an LIS system hosted in the cloud, configure it 
according to the needs, train the users and launch the application within a short time. Using a community 
Cloud, many hospitals can share standard software and save large amounts of money.

Screening Programs

Cervical cancer is one of the most common women mortality reasons in the world (Jemal et al., 2011). 
However, it is a well-studied disease with known natural history and can be prevented and treated if 
diagnosed in early stage. The key to prevention is the regular check of all women fulfilling specific cri-
teria with Papanikolaou test; this process is called population-based cervical cancer screening program. 
As the involved population is very large, critical to the success of the program is the organization and 
quality control and assurance. Unavoidable a computerized information system supporting the program 
must be in place (Pouliakis, Iliopoulou, & Karakitsou, 2012; Pouliakis & Karakitsos, 2011). There are 
several important issues related to the software systems supporting screening programs where the ap-
plication of cloud computing can be a solution:

• Availability: it is the ability to cope with, and if necessary recover from failures of the host server 
either due to hardware reasons or due to the failure of the operating system and the application 
software, and to cope with hardware and maintenance activities that may cause downtime. The 
system availability is crucial for the program smooth operation; if the system is not operational the 
consequences range from missing appointments to cancelled treatments. Hosting of such systems 
in a cloud ensures the high availability of servers; moreover, as cloud services providers have mul-
tisite hosting and multiple internet connections, the availability of connectivity is ensured as well.

• Scalability: refers to the ability to spread both the system software and the load across multiple 
servers. Hosting the application in a cloud provider ensures that there will be plenty of CPU power 
available. Virtual machines offered by cloud services providers are fault tolerant and utilize many 
servers that appear to the end user as a single machine.Additionally, escalation of the application 
is easily performed by using additional servers both for the application and the database as well.

• Deployment and Problem Resolution: Deploying the traditional application in end user comput-
ers is not anymore a choice for IT systems supporting screening programs. The chosen solution 
is central hosting of the applications and preferably web-based applications hosted in the cloud. 
The benefits from this architecture are evident: the maintenance is easier and applied in a single 
place, and bug fixes and improvements when applied immediately are available to the other users.

Quality Control and Assurance

There are many aspects related to the quality in cytology, and how to control and assess. One of the 
fundamental methods is the correlation of the cytologic and histologic answers (Izadi-Mood, Sarmadi, 
& Sanii, 2013). The concept is to evaluate the discrepancies, determine why occurred, and to ensure the 
appropriate patient care. The way Cytologic and histologic correlation is performed changed over time. 
Years ago, it was to collect all cases every few months and go through them. That is not any more ac-
ceptable method because patients would not like to learn about a mistake a few months after it especially 
if this could have been corrected (Renshaw, 2011). The improvement of information systems and LIS in 
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most cytologic and histologic laboratories, allows such correlations to be performed just immediately 
after the release of the examination results.

Additionally, data mining either on-line or in a later stage may produce important knowledge for 
trends and problematic areas in the processes and therefore to initiate corrective actions for quality im-
provement. Additionally, image-based systems on evaluating the quality of classification systems such 
as the Bethesda System 2001 for reporting the results of cervical cytology (Solomon et al., 2002) have 
already been reported in the literature (Sherman, Dasgupta, Schiffman, Nayar, & Solomon, 2007). The 
cloud obviously can be of help for QC&QA as the related application may be developed and operate for 
such an environment, storage and application load will not be an issue and additional benefits may be 
obtained as the QC&QA application can be shared among numerous laboratories, and rare cytological 
cases can be used by all participating labs.

Proficiency Testing

Proficiency testing is not a new concept. European countries have tested a variety of areas in pathology. 
In the United Kingdom, there are quality-assurance testing programs for a variety of areas called Na-
tional External Quality Assessments Schemes; whereas, in the European Union, there is an aptitude test 
for cervical cytology that was created by the Committee for Quality Assurance, Trading, and Education 
(QUATE)(Demichelis, Della Mea, Forti, Dalla Palma, & Beltrami, 2002). The objective of the QUATE 
committee is to test each individual using the same slides to ensure equity of examination. Today there 
is available published evidence that the results of proficiency testing by virtual slides are comparable to 
those of glass slides, thus computer-based testing can be equivalent.

Additionally, according to the International Academy of Cytology Task Force (Vooijs et al., 1998), 
the training programs for cytotechnologists and cytopathologists should provide instruction and experi-
ence in new technologies. Advantages of digital images for training include standardization of teaching 
sets and interactive capabilities, allowing educational feedback.

The position of the International Academy of Cytology Task Force in 1998: “Diagnostic Cytology 
Towards the 21st Century” is highlighted by the following:

• Computerized support/assistance devices aid the complete screening of the slide during training 
and provide feedback to cytologists on screening techniques.

• The subjective nature of cytologic analysis poses many challenges for implementation.
• There is a concern for the value and validity of any large-scale formal testing programs.
• Locator and diagnostic skills are both critical in cytology, but assessment of each skill may occur 

in different ways using digital technologies.
• Assessments should provide educational feedback to participants.
• The reliability or consistency of the testing event is critical.
• A valid and reliable correlation between work performance and performance on a proficiency test 

needs to be established.
• Any cytology proficiency test program should also be considered in the context of other labora-

tory quality assurance tools and the entire cervical cancer screening program.
• Regulatory agencies should evaluate entire laboratory performance, while each laboratory direc-

tor should assume primary responsibility for evaluating and documenting the competency and 
daily performance of each practising cytologist.
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• Professional scientific organizations should take the lead in recommending methods and standards 
of performance assessment.

• A reliable method of correlating daily competency with results on PT is not yet established.
• Methods may evolve ever time using new technologies.
• The use of computerized techniques and images for assessment will require careful deliberation 

by experts as well as validation by practising cytologists.
• Variables include diagnostic categories for testing, numbers of challenges per testing event, types 

of slide preparations and characteristics of the digital images.
• Availability of equipment and staff will affect the introduction of new technologies in different 

regions.

Definitely 15 years ago the International Academy of Cytology had foreseen, concluded and recom-
mended the application of information technology in the proficiency testing field, as a promising solu-
tion to numerous issues. The trend for proficiency testing today is based on whole slide imaging, the 
advantages of cloud computing for storing and transmitting such large data is obvious.

Digital/Virtual Slides

Digital imaging in pathology has undergone an exponential period of growth and expansion catalyzed 
by changes in imaging hardware and gains in computational processing. Today, digitization of entire 
glass slides at near the optical resolution limits of light can occur in a few minutes. Additionally, whole 
slides can be scanned in fluorescence or by multispectral imaging systems. Whole slide imaging has 
been successfully used in surgical pathology, but its usefulness and clinical application have been limited 
in cytology for several reasons, mainly the lack of availability of z-axis depth focusing as cytological 
samples in contrast to histological have a 3D structure. However, nowadays, there are available systems 
capable of whole slide imaging with z-axis control. This boosted the application of digital slides for 
cytology (Al-Janabi, Huisman, Willems, & Van Diest, 2012; Fung et al., 2012; Ghaznavi, Evans, Mad-
abhushi, & Feldman, 2013; Gutman et al., 2013; Hipp, Lucas, Emmert-Buck, Compton, & Balis, 2011; 
Krishnamurthy et al., 2013; Rudnisky et al., 2007; Taylor, 2011; Wright et al., 2013).

Digital imaging is unlocking the potential to integrate primary image features into high-dimensional 
genomic assays by moving microscopic analysis into the digital age. That creates the opportunity for the 
application and use of these methods in clinical care and research settings. Digital whole slide imaging 
seems to be the future of cytopathology, probably sign-out of glass slides will be replaced by the whole 
slide scanned images.

Virtual slide sizes are enormous, ranging from more than 500 Megabytes and up to 1 Gigabyte, 
depending on the magnification and the scanned slide area. The use of cloud has similar advantages 
regarding the storage of standard cytological images. The cloud can provide affordable storage space, 
easily expandable and offering data storage assurance. Additionally, no local maintenance by labora-
tory technicians is required. Transfer of such data volumes from/to the lab and the cloud is an issue, 
however, the revolution in telecommunication networks, nowadays may provide the required bandwidth. 
Additionally, automated slide scanning workstations may operate overnight and store unattended the 
virtual slide data.
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Continuous Medical Education, E-Learning

Over the past decades, education has met the introduction of the Internet; this has changed radically the 
way humans learn and teach. As the evolution of information technologies, and telecommunications, 
made the World Wide Web (WWW) a low cost and easily accessible tool for the dissemination of in-
formation and knowledge, education could not be left outside. Various researchers have proved that the 
traditional learning theories can be applied in a web-based learning system and moreover web-based 
distance education may improve education and support new educational systems, radically changed in 
comparison to traditional learning, (Garrison, Schardt, & Kochi, 2000). Medical science and medical 
education represent a major category of lifelong learning, as it is one of the most rapidly evolving sci-
ences and new media offer an advantage for improvement. Therefore, the new developments and the 
constant growth of existing knowledge make continuous education vital for continuous medical educa-
tion. In the field of cytopathology, teaching usually takes place in front of the microscope, supplemented 
by real-case presentations, didactic lectures and audiovisual materials. However, it is not possible for 
all hospitals to provide microscopes dedicated for educational purposes and a smaller number of them 
possess multi-user microscopes, permitting simultaneous access to a high number of trainees.

A common technique for teaching cytopathology is via the exploration of ambiguous cases. In this 
case, trainees attempt to provide a diagnosis in a situation where the patient outcome would be unaf-
fected. Pitfalls during this type of training, i.e. false negative or a false positive answers, give a value 
to the trainees, as they experience problems that should never happen in the clinical practice and affect 
patients. The cytolopathogy lab is the environment where training takes place in front of the microscope, 
being the means of knowledge delivery. Web-based training programs appear to be a promising solution; 
as the financial barriers, workplace and time restrictions, experienced by the traditional educational 
methods in cytopathology, can be eliminated. Additionally, web-based learning systems can involve 
traditional learning methods and skills such as decision making, reasoning and problem solving, can be 
developed (Casebeer et al., 2003; Stergiou et al., 2009). Such skills are critical for the everyday medical 
practice of professionals.

Cloud computing seems that can become the means to give additional value, to the already avail-
able digital age education. Rich information becomes crucial for training. Still, images captured by the 
microscope do have limitations. The trainee experiences only a small part of the glass slide and areas 
selected by experts. That constitutes a bias for the trainees of the digital era. The solution is obvious 
completely digitized slides; however, the storage and transmission of such large amount of data, despite 
being possible nowadays, faces many difficulties. The rise and spread of cloud computing facilitate 
the elimination of both barriers, as storage is virtually unlimited, has low price and telecommunication 
infrastructure has a large capacity and is cheap as it is shared. Thus cloud computing and virtual slides 
seem to be the future of continuing medical education and eLearning for cytopathologists.

Tele-Cytology, Teleconsultation

Telecytology is the interpretation of cytological material at a distance via the use of digital images. His-
torically there are numerous attempts to implement telecytology (Khurana, 2012; O’Brien et al., 1998; 
Thrall, Pantanowitz, & Khalbuss, 2011; Tsilalis et al., 2012). Telecytology is ideally suited to situations 
that often encounter transportation problems, such as countries with lots of mountains, islands or many 
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dispersed cities and villages. In these situations due to weather conditions vehicles, ships or planes are 
unable to move and in many cases due to extreme weather conditions (snow, rain, winds) cities and 
villages are cut-off. However, telecytology has still limited applications and acceptance. That is mainly 
due to the challenges of making digital images of acceptable quality reproducing the biological mate-
rial available on the glass slides. Therefore, minimizing diagnostic errors due to the poor quality of the 
digital representation.

Primary Diagnosis

Cytopathologists traditionally perform diagnostic tasks with minimal information. Thus they are us-
ing other sources of information in order to improve the accuracy of their diagnoses (the triple test in 
breast fine-needle aspiration cytology, immunocytochemistry or molecular tests such as flow cytometry 
for cervical cancer detection). The cloud represents a system of interconnected information systems. 
Therefore, disconnected medical data sources will be possible to be integrated. As more and more of 
patients’ medical record could be available, the amount of information available to cytopathologists will 
increase. Cloud computing has the potential to make the entire medical record of a patient accessible 
for review by a cytopathologist. However, the obligation of the cytopathologist to review such records 
is questionable and a subject for discussion (Renshaw, 2011), because at present there is no standard or 
a recommendation. Some questions are: should cytopathologist review admission notes for all cases? 
Should cytopathologists seek prior material from other laboratories that are mentioned in these notes if 
they were not sent for review by the clinicians? Should cytopathologists review imaging material? For 
example, reviewing mammograms to ensure that the radiographic and pathologic lesions are correlated 
and from the same tissue that is diagnosed.

Despite the questions mentioned in the previous paragraph, it is a fact that there will be increasing 
access to more and more information, probably using cloud computing technology. Accessing all these 
data is time to consume and in the most of the cases of no value, and this is the major reason for the 
previous questions related to the obligations of cytopathologists in the digital era. The answer is not 
clear. However, cloud systems can exploit advanced and intelligent search engines that may automati-
cally identify important information and alert cytopathologists. These capabilities will remove the time 
barriers for the adoption of extensive health record examination. Further evaluation and development of 
intelligent cloud-based search engines exploiting artificial intelligence appear worthwhile. Computing 
power intensive algorithms seem to be easily a reality with cloud-based services on demand.

Another aspect of primary diagnosis is related to home worker cytopathologists. Virtual slide technol-
ogy enables the digitization of complete slides. Thus, the diagnostic data can be now stored and transmit-
ted, the barrier, in this case, is a large amount of data. Eventually, cloud computing provides unlimited 
storage and fast communication channels. In this aspect, remote primary diagnosis could be a reality.

RESEARCH

The potential applications of cloud computing for research in cytopathology seem endless, due to the 
storage and mainly for the availability of processing power. The major research fields envisioned are:

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



181

Mobile Health Applications and Cloud Computing in Cytopathology
 

Cytogenetics

Large comparative genomics studies and tools require increasing computational power mainly because 
the number of available genome sequences continually rises. Local computing infrastructures are likely 
to become not capable of coping with the demand for increased computational power and the associ-
ated cost. Therefore, alternative parallel computing architectures, toolboxes (Drozdov, Ouzounis, Shah, 
& Tsoka, 2011; Konganti, Wang, Yang, & Cai, 2013; Shannon et al., 2003) and in particular cloud 
computing systems, seem to be the solution to alleviate this increasing pressure. Nowadays, many ef-
forts and implementations are already available in the literature: existing similar genomics algorithms 
(specifically the Reciprocal Smallest Distance-RSD algorithm) from local computing infrastructures 
have been redesigned for cloud environments and in order to exploit their speed and flexibility (Wall et 
al., 2010). The results indicated that cloud computing environments might provide a substantial boost 
for the algorithm execution time and problem-solving with a manageable cost. However, the design and 
transformation of the TSD algorithm into a cloud application was not a trivial task. Technological ad-
vances for DNA sequencing have lowered the price for a personal genome sequence (the 3 billion letters 
in our DNA) to under $1,000 (Davies, 2010). That creates a new challenge for scientists, the analysis 
of cohorts of cancer research and treatment. However, large databases are required due to the increased 
data volume and extreme CPU power for their analysis. Cloud computing seems to be the solution for 
both issues. A side effect of low costs in DNA sequencing comes from the offered opportunity that 
allows scientists to collect and analyze whole genomes for genome-wide association studies. As such 
genetic data do have the potential to be more informative than standard medical records and in addition 
to the capability offered by cloud computing to access and analyze such data sets supplied by scientific 
groups around the planet, necessitates either a paradigm shift in the way that the science is done, and/or 
revised understandings of privacy and informed consent. A proposal by some researchers is to promote 
both shifts (Greenbaum & Gerstein, 2011).

Proteomics

Proteomics techniques can be used to identify markers for cancer diagnosis because the proteome reflects 
both the intrinsic genetic program of the cells as well as the impact of the environment. Proteome analysis 
has been used in cytopathology for the identification of tumors in various organs: thyroid (Torres-Cabala 
et al., 2006), breast (Li, Zhao, & Cui, 2013; Sohn et al., 2013), gastric (Fowsantear, Argo, Pattinson, & 
Cash, 2013; Lee et al., 2013; Uppal & Powell, 2013) and cervix (Yim & Park, 2006) among others as 
well as for response to treatment (Madden et al., 2009), One of the most promising developments from 
the study of human proteins is the identification of new drugs for the treatment of diseases.

Proteome research is mainly based on the assignment of unidentified spectra to peptides. These meth-
ods, including tag-based and de novo searches, have a high computational cost and involve processing 
of large volumes of experimental spectra thus requiring computers with large storage capacity. These 
exhaustive identification attempts are rarely carried out in laboratories, due to the lack of computational 
power, and limited support by information technology specialists to run identification algorithms. Cloud 
computing is the ideal environment to perform such a type of research. Recently, several attempts have 
been proposed and conducted by various researchers (Halligan, Geiger, Vallejos, Greene, & Twigger, 
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2009; Leprevost et al., 2013; Mohammed et al., 2012; Muth, Peters, Blackburn, Rapp, & Martens, 
2013). Cloud computing allows laboratories to pay for computing time as per requirements, rather than 
investing in local server clusters.

Artificial Intelligence

The application of artificial intelligence in cytopathology is not new (Karakitsos, Stergiou, et al., 1996). 
During the last decades, various classification techniques have been used in medicine and especially in 
diagnostic cytology, involving either classical statistical models or more advanced techniques, such as 
neural networks (Astion & Wilding, 1992; Cochand-Priollet et al., 2006; Karakitsos, Cochand-Priollet, 
Guillausseau, & Pouliakis, 1996; Marchevsky, Tsou, & Laird-Offringa, 2004; C. Markopoulos et al., 
1997; Pantazopoulos et al., 1998). More specifically, concerning cytology, these techniques have been 
applied to various organs, among others stomach(Karakitsos et al., 2004; Yamamura et al., 2002), breast 
(Dey, Logasundaram, & Joshi, 2013), urinary system(Schaffer, Simon, Desper, Richter, & Sauter, 2001; 
Vriesema et al., 2000), cervix(Boon & Kok, 1993; Giovagnoli, Cenci, Olla, & Vecchione, 2002) and 
thyroid(Haymart, Cayo, & Chen, 2009; Varlatzidou et al., 2011).

One of the major artificial intelligence technique/science is related to Artificial Neural Networks 
(ANNs). A typical cycle for the creation of a useful ANN system involves:

• Data Collection: Obtaining the data that will be used to create the intelligent system
• Data Preprocessing: Depending on the type of the ANN system and algorithm that is selected 

(data preprocessing may be required)
• ANN Model Selection: Choice of a suitable ANN type for the problem requiring a solution
• Parameter Selection: Configuration of the selected ANN parameters
• ANN training: identification of the ANN parameters that compose the solution to the problem
• Evaluation: Check the performance of the produced system on known and unknown data

If the performance of the system is satisfactory, then the produced ANN system can be used in a 
production environment otherwise the procedure should start again from an earlier stage. This type of 
complexity and the requirement to run numerous systems and combinations of ANN types, architec-
tures and parameters increases the required number of experiments geometrically and thus the required 
computing resources and computing time. Additionally, the training procedure for several ANN types 
is computing “hungry”, as it is not unusual that training of some ANNs can take weeks of computer 
time. Cloud computing can provide a pool of shared resources available on demand thus can facilitate 
the production of the ANN system both by increasing the number of experiments that can run and by 
decreasing the time of each experiment.

IMPACT OF CLOUD COMPUTING ON CYTOPATHOLOGY DAILY WORKFLOW

• Knowledge of IT: Until now, cytopathologists had total responsibility for the laboratory’s IT 
infrastructure, by having the authority to decide which IT element could improve daily laboratory 
workflow. In the Cloud computing era, cytopathologists are expected to use IT services without 
having to take control over the infrastructure that supports it.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



183

Mobile Health Applications and Cloud Computing in Cytopathology
 

• Costing: Cloud computing permits cytopathology end users to use hardware and software stored 
remotely over the Cloud-based systems, without having to purchase them, but rather to apply a 
pay-per-use model.

• Using cloud computing, various cytology and medical applications are delivered as a service over 
the Internet, which is named software as a service (SaaS software).

• Integration: Cloud computing can provide a software platform for laboratory information sys-
tems, remote image review software (telecytology) and billing software to cytopathologists, hav-
ing remote access to all applications by using computers or tablets over the Internet.

How Does Cloud Computing Benefit the Cytopathology Department?

Cloud computing allows administrators of cytopathology departments to take advantage of virtual im-
aging possibilities without having to maintain any software or hardware. Cytopathologists only have to 
maintain a single central processing unit.

This system permits cytopathologists to focus on their diagnostic practice and not how or where the 
service is hosted or processed.

FEW CASES ILLUSTRATING THE ROLE OF CLOUD 
COMPUTING IN CYTOPATHOLOGY

Advantages of Cloud Computing in Cytopathology

Cytopathology laboratories can benefit from the Cloud by using it in order to:

• Store data
• Increase productivity
• Make new software and extra storage available as and when required
• Provide access to patient data, billing, insurance, reports outside the hospital
• Archive studies
• Maintain directories
• Conduct examinations
• Maintain access control, manage the bill, and keep an audit trail for telecytology purposes
• Decrease costs on infrastructure
• Ensure system maintenance, performance, and security by professional agencies

Shortcomings in Cloud Computing

Cloud computing protected patient data is stored remotely and is sent and received through the Internet. 
That makes the data vulnerable to security violations. However, solutions may be proposed. The main 
threats Cloud computing is facing are:

• New threats of data security and privacy, these threats may be anticipated by data encryption dur-
ing storage and transfer and connecting with the server using an encryption protocol.
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• Unauthorized access may be anticipated by passwords and password control mechanisms and via 
mandatory biometric checks.

• Database safety and long-term archival process in case of emergencies and natural disasters have 
to be discussed with the Cloud computing service provider in detail.

• Server failures may be avoided by maintaining mirror servers.
• The efficiency of service, related to broadband speed may be ensured by the hospital cooperation 

with multiple Internet service providers to prevent disruption of service.
• The increased load can be easily handled by adding more processing power to existing virtual 

servers and/or by splitting the application to run on multiple servers, either via load balancing or 
by the exploitation of multi-tier architectures and by splitting to one or more separate application 
servers and database servers.

THE USE OF MOBILE HEALTH APPLICATIONS FOR ACCREDITATION 
PURPOSES IN A PRIVATE CYTOPATHOLOGY LABORATORY

Safety and Input Optimization of Clinical Information

A modern cytopathology laboratory’s information system is secured from unauthorized internal and 
external access and preserves the confidentiality of health records, according to national law and regula-
tions. Different levels of security are available.

Mobile Health applications will be used for remote log-in access to ordering and reporting systems 
via a secure web browser and will also allow reliable electronic signatures for data authentication.

Regarding test ordering, Mobile Health applications will be used for providing immediate feedback 
to all users. They will be used for guiding clinicians on how to order the appropriate cytological ex-
aminations while the clinicians are allowed and encouraged to enter the order directly into the system.

In the future, Mobile Health applications will be used for receiving inputs from clinicians that will 
have to include the following information:

• Ordering physician information (name, specialty, address, contact media for routine notification, 
contact information for critical result notification)

• Patient information (patient demographics, including date of birth/age, sex, location, results of 
laboratory and non-laboratory tests, medications, medical procedures applied to the patient, gyne-
cologic and obstetric information, other pertinent clinical information)

Management of Biological Specimens and Laboratory Orders

In the future, Mobile Health applications will possess a user-friendly display of the test catalog with 
available alternative groupings. They will be used for relaying orders to different interfaced systems 
without manual intervention so that tests ordered in one facility can enable specimens to be collected 
and accessioned at another location. Also, they will be used for keeping a list of the reference labora-
tories available to the ordering provider and for generating a report with sender, receiver and shipping 
information. Furthermore, they will be able to split clinicians’ orders, track the progress and report the 
status of each component separately under one order.
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In addition, new aspects for optimizing specimen collection and processing will be gradually intro-
duced into the Mobile Health applications, such as:

• Specimen collection lists as appropriate to laboratory operation
• Printed and electronic guidelines to the specimen collectors with a comprehensive display of 

proper instructions
• List of pending laboratory orders
• Automatic generation of unique barcoded labels
• Automatic recording of patient information, location, date and time of collection, and collector 

identity

In the future, Mobile Health applications will be used for interfacing with laboratory automation 
management software to ensure that all the pre-analytic requirements stipulated in the ordering process 
are transmitting to the specimen-processing system. These applications will be used for tracking the 
specimen location throughout the pre-analytic, analytic, and post-analytic phases, including transporta-
tion to various sections of the laboratory or external sites, and management of specimen storage.

Regarding optimizing the analytic phase, future Mobile Health applications will support:

• Tracking of all the components necessary for testing and association with individual testing records
• Generation of printed and electronic versions of appropriate standardized operating procedures 

for each test upon request by the cytopathologist
• Generation of laboratory-specific workload lists
• Generation of “Incomplete Lists” of tests that have been accessioned but not completed, highlight-

ing those that have exceeded the stated time for the category of the request
• Generation of lists of incomplete or unfulfilled orders

Management of Testing Results and Diagnostic Reports

Mobile Health applications will be gradually involved in optimizing the result entry and validation 
through the integration of:

• Ability to record results in various data formats
• Automated and manual entry and correction of results of tests, with appropriate security levels 

applied
• Application of different levels of result certification
• Reception of results in a variety of formats from other laboratories, including external reference 

laboratories, through electronic interfaces
• Utilization of advanced expert decision support for auto-validation of results. Inputs used to ar-

rive at an auto-validation decision include comparison with results of previous tests in the patient 
record, comparison with results of other related tests in the same or closely related specimens, 
statistical data on result distribution)

Regarding optimizing result reporting, future Mobile Health applications will support:
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• Generation of reports with information on both laboratory staff and recipients (clinicians, pa-
tients) of the test

• Generation of reports available by user-configurable automated secure faxing and e-mailing
• Sophisticated graphing of laboratory results
• Ability to incorporate, in the result, comments hyperlinks to pages containing further test 

information
• Ability to append appropriate interpretative comments on test results

These applications will be used for optimizing notification management through the addition of new 
services such as:

• Possession of a sophisticated “significant result” notification system that includes multiple tiers of 
urgency for significant result notification

• Utilization of dynamic rules to determine whether a result is critical
• Utilization of a rule-based notification of appropriate third parties
• Rapid update and notification about any changes or corrections to laboratory results

Also, these will efficiently optimize data mining and cross-sectional reports through:

• Ability to perform queries into the laboratory and clinical databases
• Search functions for combinations of laboratory results and clinical information
• Production of laboratory testing turn-around time reports with the ability to consolidate or split 

the various components
• Online reporting of surveillance data to public health agencies in their required format, using the 

appropriate standards

Optimization of Laboratory Quality Management and Other Functionalities

In the future, Mobile Health applications will be used for optimizing Quality management, by using a 
module that supports accreditation requirements, including International Organization for Standardiza-
tion (ISO) 15189:2012 standards and includes the following functionalities:

• QC protocols and alerting mechanisms that use thresholds for acceptability
• Linkage of each patient test result to the relevant QC results in an easily retrievable record
• Automated alerts to appropriate staff to perform QC tasks
• Active QC rules and reports customizable by test
• Ability to document corrective actions resulting from QC failure in real time
• Ability to remove outliers and erroneous results from QC calculations
• Ability to provide user-definable QC summary reports for review by supervisory and management 

staff
• Ability to manage proficiency-testing (PT) programs, from inventory control of PT materials to 

documenting PT results and investigation of PT failures
• Ability to manage accreditation requirements online, including preparation of appropriate 

documents

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



187

Mobile Health Applications and Cloud Computing in Cytopathology
 

Regarding incorporating advanced administrative and financial functionalities, future Mobile Health 
applications will support:

• Ability to generate and transmit the necessary forms and notifications for reimbursement of tests
• Intelligent generation of online and printed regulatory forms associated with laboratory testing, 

billing, compliance, and accreditation
• Tracking of costs of laboratory operation
• Analysis of profitability, pricing and outreach client management capabilities
• Ability to produce periodic reports of laboratory productivity and management efficiency, by us-

ing aggregate numbers and individual cost and productivity analysis per test
• Automated ordering from selected suppliers and real-time tracking of budget
• Tracking of human resource databases, labor-cost accounting, and credentials, competency, con-

tinuing education training, and performance appraisals

ISSUES, CONTROVERSIES, PROBLEMS

The implementation of ISO 15189:2012 guidelines in medical laboratories information systems presents 
some problems that need further analysis. Medical data that is stored and retrieved from a laboratory 
information system contains valuable information that needs to remain confidential. The widespread 
use of computers makes access to classified documents easier than ever. The use of electronic signature 
in medical reports may diminish bureaucratic problems but, on the other hand, makes the laboratory 
information system more vulnerable. The laboratory management has to implement specific policies that 
will protect medical data from unauthorized access but will not endanger cooperation between medical 
and laboratory information systems (Shen & Yang, 2001; Vacata et al., 2007).

Laboratory personnel training in informatics is necessary for ensuring the efficient function of the 
laboratory information system. The laboratory management has to plan personnel training in such a way 
that the main laboratory function will not be put in danger (Shen & Yang, 2001; Vacata et al., 2007). 
Poor hardware maintenance or improper use by inadequately trained personnel may cause a laboratory 
information system failure. Laboratory reports may be lost or deteriorated due to malignant software 
(virus programs), while LIS hardware may be damaged by adverse environmental conditions, such as 
heat, humidity or a possible fire, due to the vulnerability of wires and cables to unfavorable environmental 
conditions (Vacata et al., 2007; Westbrook et al., 2008). Finally, medical data stored only in electronic 
mediums may be easily lost due to a system’s unexpected failure (Vacata et al., 2007). All these possible 
threats of a laboratory information system require the implementation of specific measures and policies 
that may have a considerable economic impact, or may even prove non-affordable. The laboratory man-
agement handles the development of an economic plan, after taking into account the specific laboratory 
resources and needs (Shen & Yang, 2001; Westbrook et al., 2008).

The implementation of Mobile Health technology in medical laboratories information systems causes 
some problems that need further evaluation. The main threats Mobile Health technology is anticipating 
in the field of Medical Informatics are:

• New threats of data security and privacy, these threats may be anticipated by data encryption dur-
ing storage and transfer and connecting with the server using encryption protocols
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• Unauthorized access may be anticipated by passwords and password control mechanisms and via 
mandatory biometric checks

• Database safety and long-term archival process in case of emergencies and natural disasters have 
to be discussed with the Mobile Health technology service provider in detail

• Server failures may be avoided by maintaining mirror servers
• The efficiency of service, related to broadband speed may be ensured by the hospital cooperation 

with multiple Internet service providers to prevent disruption of service
• The increased load can be easily handled by adding more processing power to existing virtual 

servers and/or by splitting the application to run on multiple servers

The implementation of telemedical applications for proficiency testing purposes in medical laborato-
ries wishing accreditation presents some problems that need further analysis. In conventional cytology, 
specific diagnostic criteria and pitfalls are already described. During static telecytological diagnosis, 
the cytopathologist has to use the same diagnostic criteria and to avoid the same pitfalls. What makes 
the telecytological diagnosis more demanding is the uncertainty about the real specimen’s adequacy or 
the representativity of the selected images (Archondakis et al., 2009). Static digital images suffer from 
representing only limited portions of the specimen, and hence there is a potential bias of the image ac-
quirer relative to the image observer. The inability of image focusing and image manipulating (contrast, 
brightness, and color) may cause additional problems.

Cytology slides used for digital images must be validated in order to make sure that the initial cyto-
logical diagnosis was correct and did not differ significantly from the final histological diagnosis.

Reporting terminology is well-established for some categories of cytological specimens such as thyroid 
fine needle aspiration specimens and cervicovaginal smears. Still, cytological diagnosis for the majority 
of specimens remains descriptive, and no specific diagnostic categories have been established and imple-
mented in the everyday laboratory practice. The absence of a universally accepted and adopted reporting 
terminology is a serious problem for the correct statistical elaboration of cytological diagnoses provided 
by participants in a proficiency testing scheme. A widely accepted reporting terminology would make 
easier the implementation of scoring systems, validating participants’ performance and improvement.

Participation in proficiency testing programs is still weak. Many large Cytological Departments are 
reluctant to implement such practices as a measure of continuous improvement and quality assurance. 
Even when a proficiency testing program is ordered, only one or two certified cytopathologists are 
participating.

Last but not least, digital images storage and transmission must follow strict regulations to avoid 
any unauthorized alteration or improper use (Mun, Elsayed, Tohme, & Wu, 1995). Current standards of 
electronic medical data handling are still informative, yet the need for a secure electronic environment, 
especially in the field of static telecytology, continues to grow.

SOLUTIONS AND RECOMMENDATIONS

A modern cytopathology laboratory may need to cooperate in real time with a cytopathology laboratory 
in a remote location. In order to send or receive images in real time, a modern cytopathology laboratory 
can push the images into a Mobile Health application, enabling the cytopathologists to review images at 
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nodal centers, without having to buy additional software and hardware. Here, the Mobile Health application 
works as a gateway to the peripheral center where all its information is available on the Mobile Health.

Mobile Health applications are affordable for all cytopathology departments and give the opportunity 
to all scientific personnel to participate in proficiency testing programs, even when there is a significant 
time difference among participating laboratories. Moreover, laboratory management should encourage 
personal participation of all scientific personnel in such proficiency testing programs (Pinco, Goulart, 
Otis, Garb, & Pantanowitz, 2009).

Proper Education and Training of Laboratory Personnel

Before new software or hardware is introduced in a laboratory, the risk connected with such an introduc-
tion should be assessed (Vacata et al., 2007). A risk assessment should include identification of pos-
sible events, which may result in non-compliance, estimation of their likelihood, identification of their 
consequences, and ways of avoiding them, costs, drawbacks, and benefits (Vacata et al., 2007). Good 
knowledge of computer software and hardware details is also essential for maintenance, troubleshooting, 
and update. Medical laboratory personnel have to be periodically trained in the use of new computer 
facilities and new software products. Their training may be extremely difficult. Therefore, the laboratory 
director has to encourage these training sessions and continuously motivate its personnel (Pearlman, 
Wolfert, Miele, Bilello, & Stauffer, 2001; Westbrook, Georgiou, & Rob, 2008).

Moreover, we have to take into account that computer facilities maintenance is of paramount impor-
tance in the workflow of a medical laboratory. Therefore, the laboratory personnel should take specific 
measures for protecting the hardware (Markin & Whalen, 2000; Sciacovelli, Secchiero, Zardo, D’Osualdo, 
& Plebani, 2007). These measures should be documented in specific procedures to include aspects of:

• How to operate a computer
• How to maintain and clean the computer and its hardware components and peripherals
• What programs are required for specific computer labor and how to install and use them
• How to manage specific files and data-sets
• How to handle internet security programs

Hardware-Related Implemented Laboratory Procedures

The hardware should also be fully protected from any actual damages, and especially fire (Markin & 
Whalen, 2000; Sciacovelli et al., 2007; Vacata et al., 2007). The measures should be documented in 
specific procedures, and might include:

• Installation and periodical testing of smoke alarms and fire extinguishers
• Storage and use of heating sources and flammable items
• Control of electrical wires and cables regarding connection networking and proper maintenance

The provision of an uninterruptible power supply will protect the computer from crashing during 
power outages, or from low and high voltage occurrences (Markin & Whalen, 2000; Sciacovelli et al., 
2007). A UPS is much better than a surge protector and can save the laboratory computer facilities from 
virtually any type of power failure.
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Medical records and computer facilities should also be well protected from unauthorized access 
(Markin & Whalen, 2000; Sciacovelli et al., 2007). The laboratory should establish guidelines for the 
protection of medical data from unauthorized access, which should:

• Protect all laboratory data and information
• Analyze access methods based on standards
• Use the standard application methods wherever possible
• Designate personnel responsible for the integrity of specific data-sets
• Restrict access to data and information and relative editing privileges to authorized individuals 

only

The laboratory should also obtain a complete record of all preventive actions concerning computer 
maintenance (Markin & Whalen, 2000; Sciacovelli et al., 2007). Hardware preventive maintenance is the 
best way to reduce all factors threatening or shortening the computer’s life dramatically. The laboratory 
should implement specific procedures referring to many issues, such as:

• Excessive heat prevention
• Dust removal
• Magnetism radiated electromagnetic interference and static electricity prevention
• Power surges, incorrect line voltage, and power outages handling
• Water and corrosive agents prevention

Software-Related Implemented Laboratory Procedures

Software preventive maintenance is achieved by using anti-virus applications, defragmentation software 
and testing utility programs (Markin & Whalen, 2000; Sciacovelli et al., 2007). The laboratory should/
must implement specific procedures referring to many issues, such as:

• Proper activation/deactivation and utilization of computer and installed programs
• Systematic backup recovery and proper management of files and data-sets
• Scheduled hardware cleaning and maintenance and periodical software security and integrity veri-

fication by authorized personnel. System’s maintenance should be scheduled in such a way that it 
will not interrupt patient-care service

Every modification of the system hardware and software should be documented and verified while 
all computer problems and malfunctions should be analytically reported. Corrective action must be taken 
in order to avoid these problems in the future.

Specific Scoring Systems and Reporting 
Terminologies for Cytological Specimens

In the field of telecytology applied for accreditation purposes, the role of the person appointed to image 
capture and transmission is of paramount importance for the success of a static telecytology system. In 
our study, the person who captures and transmits the digital images is an already certified cytopatholo-
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gist with adequate experience in conventional cytological diagnosis. Less specialized personnel, such as 
inexperienced screeners, may endanger the acquisition of representative images from each cytological 
slide (Archondakis et al., 2009).

Besides the histological examination, other measures for cytology slides validation must be adopted 
in order to avoid possible indiscriminate failure of qualified, competent personnel (Nagy & Newton, 
2006). Such measures may be verification of cytological diagnosis by a board certified, well-trained, 
scientific personnel, the establishment of specific scoring system and reporting terminology for all 
kinds of cytological specimens and finally capturing of a significant number of representative images 
by certified well-trained personnel (Nagy & Newton, 2006).

The scoring system and reporting terminology may be simplified. Specific scoring systems and 
reporting terminologies should be established for each kind of cytological specimens in order to en-
sure that the cytological diagnoses reflect the clinical implications associated with this terminology in 
modern practice, particularly regarding recommended follow-up (Williams, Mullick, Butler, Herring, 
& O’Leary T, 2001).

Participation of Laboratory Staff in Proficiency Testing Schemes

Cytology scientific societies should focus on cytology proficiency testing particularities and define 
particular technical aspects such as images’ size and analysis, suggested testing intervals, diagnostic 
categories and methodology used for statistical evaluation of the proficiency testing results (Nagy & 
Newton, 2006).

Static telecytological systems are affordable by all cytopathology departments and give the opportunity 
to all scientific personnel to participate in proficiency testing programs, even when there is a significant 
time difference among participating laboratories (Raab et al., 1996). Laboratory management should 
encourage personal participation of all scientific personnel in such proficiency testing programs (Pinco 
et al., 2009). Laboratory management must have in mind that proficiency testing programs proffered 
by static digital images can improve the professional skills of the participating medical staff and make 
them feel more confident in their daily work.

Proficiency testing providers should ensure that the personnel appointed to image capture and trans-
mission has adequate experience in both conventional and image-based diagnosis. Previous experience 
in that field should be well-documented and recorded (Nagy & Newton, 2006).

It is expected that Cloud computing will be further exploited by cytopathology laboratories wishing 
to improve their quality standards. One of the major challenges of Cloud computing will be to resolve 
possible problems regarding data safety and security. A possible solution could be a multi-cloud ap-
proach with a key sharing mechanism (Mouli & Sesadri, 2013) and patient identification cross reference 
numbers (Kondoh, Teramoto, Kawai, Mochida, & Nishimura, 2013).

In the distant future, it is expected that the cytopathology departments will witness a large-scale 
migration to Cloud-based LIS due to ease of availability and low cost of ownership and maintenance.

In relation to the research activities, as sequencing costs are continuously becoming lower, nowadays 
it is not only possible but extremely easier for genomics researchers to have large amounts of data. The 
increasing availability of computational power according to Moore’s low and the falling overhead for 
data storage, give the scientists the opportunity not only to create and store large genetic data sets over 
the course of their research but it is possible to process them. However, the majority of the laboratories, 
have already become, or will soon become, oversubscribed and underpowered about the exploitation 
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of data. Unavailable software and lack of computational power to run exhaustive search algorithms, 
eventually, will lead many researchers towards cloud computing to conduct their research. Alternatively, 
much of the minable information may remain untouched, underutilized and not adequately explored. 
As a bonus, cloud computing provides the means for data sharing among research teams; thus, larger 
data sets can be exploited, more robust results and conclusions related to rear diseases can be obtained.

FUTURE RESEARCH DIRECTIONS

Telecytology, when integrated into the daily workflow, can provide exceptional consultation and profes-
sional testing opportunities to distant laboratories. Static telecytology systems are preferred by labora-
tories that cannot afford the high cost of buying and maintaining dynamic systems. In any case, the cost 
of participation in a running telecytology program is inexpensive for small cytopathology departments 
(Archondakis et al., 2009; Nagy & Newton, 2006). Provincial hospitals, where immediate scientific 
collaboration and support is necessary, can take advantage of this excellent opportunity to improve their 
cytology services (Archondakis et al., 2009).

It is expected that Cloud computing will be further exploited by cytopathology laboratories wishing 
to improve their quality standards. The primary challenge of Cloud computing will be to resolve possible 
problems regarding data safety.

In the distant future, it is expected that the cytopathology departments will witness a large-scale 
migration to Cloud-based LIS due to its easy availability and its low cost.

Future research must focus on the details of the implementation of a low-cost Mobile Health based 
application for proficiency testing purposes, that is determining the required testing interval, elucidat-
ing the validation criteria applied to the electronic material used for proficiency testing purposes and 
possibly changing the focus of the test from individuals to laboratory level testing.

The diagnostic reliability of telecytology provides the potential for the further amelioration of the 
laboratory services, by producing digital educational material for use in web-based training systems 
(Stergiou et al., 2009). Those programs can improve the professional skills of the participating medical 
staff and make them feel more confident in their daily work (Stergiou et al., 2009).

The use of ISO 15189:2012 requirements in electronic data storage and retrieval are expanding, and 
many informative clauses of the standard are expected to become normative shortly. A net of accredited 
laboratories is globally expanding (Kubono, 2007; Pearlman et al., 2001). Many more countries will 
incorporate ISO 15189 requirements in their national or local regulations. Medical laboratories that will 
develop the most innovative and up to date procedures for electronic medical reporting and storage will 
become referral laboratories for their countries or regions (Kubono, 2007; Murai, 2002; Okada, 2002, 
Pouliakis et al., 2014a, 2014b).

All laboratories notices concerning the implementation of the ISO 15189:2012 are collected by an 
international working group, which handles the revision of the standards when necessary. Problems 
that might be reported to this international working group are examined, and suitable solutions will be 
incorporated in the standard’s future editions or specific guidelines (Kubono, 2007; Murai, 2002; Okada, 
2002, Pouliakis et al., 2014a, 2014b).

Future research must focus on the details of the implementation of a static telecytological applica-
tion for proficiency testing purposes, that is, determining the required testing interval, elucidating the 
validation criteria applied to the electronic material used for proficiency testing purposes and possibly 
changing the focus of the test from individuals to laboratory level testing.
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Considering the future of Mobile Health technology in Cytopathology, ιt is expected that Mobile 
Health technology will be further exploited by cytopathology laboratories wishing to improve their quality 
standards. One of the major challenges of Mobile Health technology will be to resolve possible problems 
regarding data safety and security. A possible solution could be a multi-Mobile Health approach with 
a key sharing mechanism (Mouli & Sesadri, 2013) and patient identification cross reference numbers 
(Kondoh, Teramoto, Kawai, Mochida, & Nishimura, 2013).

In the distant future, it is expected that the cytopathology departments will witness a large-scale migra-
tion to Mobile Health-based LIS due to ease of availability and low cost of ownership and maintenance.

In relation to the research activities, as sequencing costs are continuously becoming lower, nowadays 
it is not only possible but extremely easier for genomics researchers to have large amounts of data. The 
increasing availability of computational power according to Moore’s Law and the falling overhead for 
data storage, give the scientists the opportunity not only to create and store large genetic data-sets over the 
course of their research but it is possible to process them. However, the majority of the laboratories, have 
already become, or will soon become, oversubscribed and underpowered about the exploitation of data. 
Unavailable software and lack of computational power to run exhaustive search algorithms, eventually, 
will lead many researchers towards Mobile Health technology to conduct their research. Alternatively, 
much of the minable information may remain untouched, underutilized and not properly explored. As a 
bonus, Mobile Health technology provides the means for data sharing among research teams. Thus, larger 
data-sets can be exploited, more robust results and conclusions related to rear diseases can be obtained.

Shortly, cytopathology laboratory information systems will be able to record large data-sets and 
interface with legacy systems to capture historical laboratory data, with the goal of storing life-long 
results for each patient. Capabilities for handling large genomic data-sets will be increasingly necessary 
for future LIS.

Shortly, cytopathology laboratory information systems will have to capture industry standards for 
coding, billing, document generation, and interface formats, such as CDC, HL7 CDA1/2, XML, ASC 
X12, LOINC, SNOMED-CT, ICD-9, or ICD-10, as appropriate for each data type. The user interface 
and navigation will become more user-friendly. The LIS will minimize the number of keystrokes required 
for all activities and will be uniform for similar tasks within the software.

In addition, all screens and reports will be printed and exported in the appropriate document text, 
spreadsheet, or graphics formats, while fully functional text editors will be used in text entry fields.

Moreover, cytopathology laboratory information systems will use interfaces that will be flexible in 
data formats and fully functional with appropriate routines available for testing the functionality of the 
interfaces before using them to meet end-user expectations.

The cytopathology laboratory information systems will be able to integrate instant messaging, forum, 
online meeting, and social-networking capabilities while they will become powerful enough to perform 
multiple functions simultaneously with an imperceptible impact on their speed.

CONCLUSION

The standard ISO 15189:2012 includes direct and indirect references to the requirements concerning the 
implementation of laboratory information systems in medical laboratories. These requirements constitute 
a powerful tool for medical laboratories wishing to improve the quality of their laboratory information 

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



194

Mobile Health Applications and Cloud Computing in Cytopathology
 

system because they diminish the possibility of human error or unexpected hardware or software failure 
dramatically. Laboratories should only specify the procedures to be followed according to their needs.

Laboratory informatics is critical to meet current and future challenges. Many of these challenges can 
be met by advancing technologies, such as improving the integration of disparate information systems, 
automation, specimen tracking, electronic document management systems, and streamlining procedures.

Telecytology can be used as an economical method for the implementation of QA programs in the 
everyday laboratory practice, provided that representative images be taken, standard diagnostic criteria 
are applied, and the participants have already acquired sufficient experience in the evaluation of digital 
images. The use of static telecytology systems for proficiency testing provision is possible, and the first 
steps towards this direction are already made in Greece.

Mobile Health technology promotes the concept of bedside, point-of-care, and instant cytopathology. 
It gives the cytopathologists, pathologists, physicians, and even patients the possibility to review images 
and medical data via any display device with Internet connection. Furthermore, Mobile Health technol-
ogy will play a significant role in the patient-centered healthcare since each patient can be associated 
with a unique individual EMR, that once created, could be easily accessible by numerous physicians 
and doctors (if needed or required) so as to promote efficient professional collaboration in the effort to 
define and apply the most ideal clinical healthcare and management plan suitable to the unique medical 
profile of each patient making a way towards the concept of “personalized medicine”.

Mobile Health technology is expected to provide flexibility to all cytopathology services and has the 
potential to revolutionize the way cytopathology data will be stored, accessed, and processed.
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KEY TERMS AND DEFINITIONS

Cloud Computing: An online data-storage platform where the users can access and process the 
uploaded records though an Internet connection without any limitations posed by the hardware and/or 
software they may use.

Laboratory Information System (LIS): A group of digital software and applications that consist a 
computing system with capability to provide better management, monitoring and automation for labora-
tory procedures and activities.

Mobile Health Applications: Computer programs and digital applications that used for the practice 
of medicine and provision of healthcare services through the utilization of mobile devices such as tablets 
and smartphones.

Proficiency Testing (PT): The inter-laboratory testing scheme though which the performance of an 
individual laboratory to carry out specific tests and measurements is evaluated in comparison with the 
performance of other similar laboratories.

Telecytology: A concept of diagnostic evaluation and assessment of cytological smear-slides that have 
been converted into digital images and uploaded online so as to be accessible remotely by cytopathologists.

Quality Assurance (QA): The entire system of planning procedures and systematic activities that 
a laboratory has implemented into its Quality Management System and carries out so as to assure that 
the determined quality requirements for its provided services will be fulfilled.

Quality Control (QC): The testing techniques, analytical measurements and observation methods 
that a laboratory uses in order to ensure that the services it provides will fulfill the quality requirements 
as defined through the earlier QA process.
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ABSTRACT

Computer viruses have been studied for a long time both by the research and by the application com-
munities. As computer networks and the internet became more popular from the late 1980s on, viruses 
quickly evolved to be able to spread through the internet by various means such as file downloading, 
email, exploiting security holes in software, etc. In general, epidemic models assume that individuals go 
through a series of states at a certain constant set of rates. Different epidemic models have been proposed 
based on the characteristics of the systems and the topology of the network. In this chapter, an analysis 
of various epidemic models will be analyzed under differential mathematical systems.

INTRODUCTION

The threats to network security can be classified as hacking, inside attack, computer virus, the leak 
of secret message and modification of key data in the network. All these attacks and invasions aim at 
wrecking information that is stored in a server in different ways.

The term “computer virus”, coined by Adleman in the early 1980’s, is suggestive of Btrong analogies 
between computer viruses and their biological namesakes. Both attach themselves to a small functional 
unit (cell or program) of the host individual (organism or computer) and co-opt the resources of that 
unit for the purpose of creating more copies of the virus. By using up materials (memory) and energy 
(CPU), viruses can cause a wide spectrum of malfunctions in their hosts. Even worse, viruses can be 
toxic. Computer viruses are self-replicating software entities that attach themselves parasitically to exist-
ing programs (Whitten et al., 2004; Bentley, et al., 2004).

When a user executes an infected program (an executable file or boot sector), the viral portion of the 
code typically executes first. The virus looks for one or more victim programs to which it has to write 
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access (typically the same set of programs to which the user has access), and attaches a copy of itself 
(perhaps a deliberately modified copy) to each victim. Under some circumstances, it may then execute 
a payload, such as printing a weird message, playing music, destroying data, etc. Eventually, a typical 
virus returns control to the original program, which executes normally. Unless the virus executes an 
obvious payload, the user is unlikely to notice that anything is amiss, and will be completely unaware of 
having helped a virus to replicate (Mollison, 1995; Skoudis, 2004). Viruses often enhance their ability 
to spread by establishing themselves as resident processes in memory, persisting long after the infected 
host finishes its execution (terminating only when the machine is shut down). As resident processes, 
they can monitor system activity continually, and identify and infect executables and boot sectors as 
they become available. Over a period of time, this scenario is repeated, and the infection may spread to 
several programs on the user’s system. Eventually, an infected program may be copied and transported to 
another system electronically or via diskette. If this program is executed on the new system, the cycle of 
infection will begin anew. In this manner, computer viruses spread from program to program, and (more 
slowly) from machine to machine (Burger, 1991; Newman, 2002; Beutel, 2012; Kephart and White, 1993)

Lately, computer worms have become a major problem for large computer networks, causing consid-
erable amounts of resources and time to be spent recovering from large-scale attacks. It is believed that 
understanding the factors influencing worm propagation in technological networks (such as the Inter-
net, the World Wide Web, phone networks, IP networks, etc.) will suggest useful ways to control them 
(Mollison, 1995; Skoudis, 2004). So far, a few studies have employed simple epidemiological models to 
understand the general characteristics of virus spreading (Stallings, 2011). However, they become one 
of the most important factors for the security of any system.

Epidemiological models have traditionally been used to understand and predict the outcome of virus 
outbreaks in human or animal populations. However, the same models were recently applied to the analysis 
of computer virus epidemics. For example, using a simple model it has been shown that networks that 
have a topology similar to the Internet are highly vulnerable to viral attacks (Burger, 1991; Newman, 
2002; Beutel, 2012; Kephart and White, 1993).

In general, epidemic models assume that individuals go through a series of states at a certain constant 
set of rates (Zimeras, 2016). Therefore, the elaboration of a model requires the definition of a set of pos-
sible states and a set of transition rates. The simplest model is referred as the SIS model (for Susceptible-
Infected- Susceptible). Other more complex models include the Susceptible-Infected-Removed (SIR) 
model and the Susceptible-Exposed-Infected-Removed (SEIR) model (Bailey, 1975; Zimeras, 2016).

The topology also plays a role in determining the outcome of an outbreak. Technological networks 
appear to be best approximated using scale-free graphs or homogeneous graphs network in some cases. 
Markov models may be introduced to analyse the network topology of the spreading into the systems. 
In this work, we analyse various computer virus spread models.

COMPUTER VIRUS DEFINITION AND MODELLING

A computer virus is a malicious software that infects other programs by attacking them and transforms 
them (or part of them) into an infected body. This technique includes infection of the basic host program, 
attacking a new uninfected program partially, making some copies of the infected program into the sys-
tem, spreading the infection inside the system, destroying whole or parts (Stallings, 2004).

During its lifetime, a virus goes through four phases (Stallings, 2004):
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• Dormant Phase: In this phase, a virus is waiting for attacking under a specific event (e.g. date, 
another program or file, disc capacity).

• Propagation Phase: The virus attacking the system by copying itself in whole or in parts and 
infects the system.

• Triggering Phase: The virus is activated by spreading the infection into the whole system
• Execution Phase: The infected program is executed and sometimes is harmless (e.g. message on 

the screen) and other times destructive (e.g. damage data files)

Continuous study of possible models of a virus attack in a population with different properties led 
to further study of epidemics. Modelling an epidemic has three main goals. The first is to understand 
the mechanisms of diffusion and how different parameters affect the epidemic. The second objective is 
to make it possible to predict the course of the epidemic in the future, which includes the final size the 
epidemic and convergence time at steady state. Finally, the third objective is to define the mechanisms to 
deal with the epidemic and to prevent it under spreading conditions. So, to create an epidemic model is 
essential to make a set of assumptions about the nature of the population and its mechanisms of spreading. 
Based on the transition between conditions to a disease, the most studied models are (Zimeras, 2016):

• Susceptible Infectious (SI) Model: In the SI model, people who are susceptible to infections, 
when infected, remain in this state forever.

• Susceptible Infectious Recovered (SIS) Model: In the SIS model, individuals go through three 
situations, from susceptible ones that turn into infected and then again susceptible.

• Susceptible Infectious Recovered (SIR) Model: In the case of a SIR model, after some time, 
a person dies or is recovered due to the immune system and cannot spread the infection further.

• Susceptible-Exposed-Infected-Removed (SEIR) Model: In the case of the SEIR model, after 
some time, a person is exposed to a virus before dying or recovering and cannot spread further 
infection.

For the study of the above models, simulation of the dynamic systems must be considered to investigate 
the effects of the attacks. In general, a model is a simplified representation of a system ignoring trivial 
or useless details, and emphasizes those of interest. Especially an attack’s model analyses the specifica-
tions of the attack as well as abilities and intentions. This analysis can be done by introducing attack’s 
graphs which are a special case of scenarios’ graphs. Attack charts illustrate ways in which a virus can 
invade the system. The system administrators analyze attack charts to understand the weaknesses of the 
system and to propose defensive measures.

Figure 1 illustrates the modelling process. It includes the following stages: initialization of the de-
fence system, creation of the model, variables and parameters, the modelling and control, and finally, 
evaluation (Dinesh Kumar Saini, 2012).

A scenario graph is a representation of all of executable paths through a system that violates some 
condition correctness (Sheyner, 2004). Scenario graphs represent anything that can work

incorrectly in a system, giving the system the ability to analyze appropriate problems. A graph at-
tack is a graphical connection between system security and network topology combined with the hosts’ 
connectivity (Michael Lyle Artz 2002). Examples are given in Figure 2.

The Attack Chart involves a collection of possible scenarios penetration into a computer network. 
Each penetration scenario is a series of steps of the attacker, ending with a specific target - access
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administrator on a particular host, access to a database, denial access to services. Summarizing, an 
attack graph is a collection of scenarios that show how a malicious virus can affect its target system 
(Sheyner, 2004).

A network is a group of computers that are interconnected by electronic circuits or wireless trans-
missions of various designs and technologies for the purpose of exchanging data or communicating 
information between them or their users. Different topology is given in Figure 3 (Zimeras, 2016).

Figure 1. Mathematical modelling procedure (Dinesh Kumar Saini, 2012)

Figure 2. Examples of graph attack (Michael Lyle Artz 2002)
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MATHEMATICAL MODELS OF COMPUTER VIRUS

The creation and spread of infectious diseases is a complex phenomenon with various factors such as 
the environment in which the population is exposed, and the dynamics of the studied population. The 
role of mathematics in epidemiology is to model the creation and spread of a virus.

SI and SIS Models

The SI (Susceptible Infectious Model) is the simplest epidemic model. In SI model, each host is susceptible 
to infection or already infected (Figure 4) (Hethcote, 2000; Diekmann et al., 2000; Kempe et al., 2000).

Susceptible hosts (S): These hosts do not currently have the virus and are capable of contracting the 
virus.

Infected computers (I): These hosts are currently infected with the virus and are capable of transmit-
ting the virus to others.

The infectious rate, β, controls the rate of spread which represents the probability of transmitting 
disease between a susceptible and an infectious individual. The dynamics of I in a SI model are also 
known as logistic growth. The differential equitation for the SI model is given by (Anderson et al., 1992):

dS
dt

SI
N

dI
dt

SI
N

I
I
N

= −

= = −










β

β β 1
 

where N is the size of the population (N=S+I).

Figure 3. Network topology

Figure 4. SI model
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Susceptible Infectious Susceptible (SIS) Model

In the SIS model, individuals go through three situations, from susceptible ones that turn into infected 
and then again susceptible. The model is an extension of the SI model including one more stage, the 
susceptible (Figure 5) (Hethcote, 2000; Diekmann et al., 2000; Kempe et al., 2000)

Recovery rate, γ = 1
D

, is determined by the average duration, D, of infection. The differential eq-

uitation for the SIS model is given by (Anderson et al., 1992):

dS
dt

SI
N

I

dI
dt

SI
N

I

= − +

= −

β γ

β γ
 

The second equation is solved as follows.

dI
dt

SI
N

I S
I
N

I= − = −









− =β γ β γ1 0  

There are two equilibrium solutions for the SIS model, the first is I = 0 (disease-free state), and the 
second is:

I
N

N=
−( )

= −










β γ

β
γ
β

1  

For spreading disease, the condition is dI
dt
> 0 , and for β

γ
> 1 , the disease will spread and approach 

the second steady state; otherwise, it will eventually reach the disease-free state.

Also under the conditionS I N
dS
dt

dI
dt

+ = ⇒ + = 0 , the solution for dI
dt
> 0  is

dI
dt

N I I= −( ) −β γ β 2  

Figure 5. SIS model
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The solution of this equation using the transformation I
y

=
1 is given by

−
′
= −( ) −y

y
N

y y2 2

1 1
β γ β  

with general solution form y t Ce
y N t( ) = +−( )β β . Thus

I t
Ce

y N t
( ) =

+−( )
1
β β

 

Susceptible Infectious Recovered (SIR) Model

In the case of a SIR model, after some time, a person dies or is recovered due to the immune system and 
cannot spread further infection (Hethcote, 2000; Diekmann et al., 2000; Kempe et al., 2000)

In epidemiology, the SIR model is more commonly used as the most realistic model to transmit 
disease. The SIR model presents a behavior depending on the populations’ characteristics. In other 
words, if the epidemic parameters have a critical value, the virus in a network dies before most of the 
population is infected. Kermack and McKendrick (1927) define a deterministic epidemic model with a 
stable N population and three states.

The infectious rate, β, controls the rate of spread which represents the probability of transmitting 
disease between a susceptible and an infectious individual. Recovery rate, γ, is determined by the aver-
age duration, D, of infection (Figure 6).

The R which represents the number of removed hosts. S, I and R represent the number of susceptible, 
infected, and recovered individuals, and N = S + I + R is the total population. The SIR model can be 
written as the following ordinary differential equation (ODE) (Anderson et al., 1992):

dS
dt

SI
N

dI
dt

SI
N

I

dR
dt

I

= −

= −

=

β

β γ

γ

 

Figure 6. SIR model
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If a person is infected, then it can transmit the disease with infectious rate β at the same time depend-
ing on the contacts (healthy and not healthy people). This implies that the patient is capable of provoking

β
N
NC aC=  

the number of infections, at any time, with C the probability of contact.

Susceptible-Exposed-Infected-Removed (SEIR) Model

In the case of the SEIR model after some time, a person is exposed to a virus before dying or recovering 
and cannot spread infection further (Kermack and McKendrick, 1927). The infectious rate, β, controls 
the rate of spread which represents the probability of transmitting disease between a susceptible and an 
infectious individual. The incubation rate, σ, is the rate of latent individuals becoming infectious (aver-
age duration of incubation is 1/σ) (Keeling and Rohani, 2008). Recovery rate, γ= 1/D, is determined 
by the average duration, D, of infection (Figure 7). Many diseases have a latent phase during which 
the individual is infected but not yet infectious. This delay between the acquisition of infection and the 
infectious state can be incorporated into the SIR model by adding a latent/exposed population, E, and 
letting infected (but not yet infectious) individuals move from S to E and from E to I (Hethcote, 2000; 
Diekmann et. al., 2000; Kempe et. al., 2000).

The SEIR model can be written as the following ordinary differential equation (ODE) (Anderson et 
al., 1992):

dS
dt

SI
N

dE
dt

SI
N

E

dI
dt

E I

dR
dt

I

= −

= −

= −

=

β

β σ

σ γ

γ

 

where N is the size of the population (N=S+E+I+R).

Figure 7. SEIR model
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CONCLUSION

In this work, the analysis of computer virus modelling is introduced, and the description of the character-
istics for the epidemiological model is illustrated. Based on that model, the dynamic equations system is 
explained considering the rate of infection for the computer network system and the final mathematical 
solutions are presented.

REFERENCES

Anderson, R. M., May, R. M., & Anderson, B. (1992). Infectious Diseases of Humans Dynamics and 
Control. New York: Oxford UP.

Artz. (2002). NetSPA: A Network Security Planning Architecture. MIT.

Bailey, N. T. J. (1975). The Mathematical Theory of Infectious Diseases (2nd ed.). London: Griffin.

Bentley, L., Dittman, K., & Whitten, J. (2004). System analysis and design methods. McGraw-Hill 
Higher Education.

Beutel, A., Prakash, B. A., Rosenfeld, R., & Faloutsos, C. (2012). Interacting viruses in networks: Can both 
survive? KDD: Proceedings / International Conference on Knowledge Discovery & Data Mining. Interna-
tional Conference on Knowledge Discovery & Data Mining, 12, 426–434. doi:10.1145/2339530.2339601

Burger, R. (1991). Computer Viruses and Data Protection. Abacus.

Diekmann, O., & Heesterbeek, J. A. (2000). Mathematical Epidemiology of Infectious Diseases: Model 
Building, Analysis and Interpretation. New York: John Wiley & Sons, Incorporated.

Hethcote, H. W. (2000). The mathematics of infectious diseases. SIAM Review, 42(4), 599–653. 
doi:10.1137/S0036144500371907

Keeling, M. J., & Rohani, P. (2008). Modeling Infectious Diseases in Humans and Animals. Princeton 
University Press.

Kempe, D., Kleinberg, J. M., & Tardos, É. (2003). Maximizing the spread of influence through a social 
network. SIGKDD.

Kephart, J. O., & White, S. R. (1993). Measuring and modeling computer virus prevalence. IEEE 
Computer Society Symposium on Research in Security and Privacy, 2-15. 10.1109/RISP.1993.287647

Kermack, W. O., & McKendrick, A. G. (1927). A contribution to the Mathematical Theory of Epidem-
ics. Proceedings of the Royal Society of London. Series A, Containing Papers of a Mathematical and 
Physical Character, 115(772), 700–711. doi:10.1098/rspa.1927.0118

Mollison, D. (1995). The structure of Epidemic Models. Cambridge University Press.

Newman, M. (2002). Spread of epidemic disease on networks. Physical Review Letters, 66, 1–11. 
PMID:12241447

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



212

Mathematical Models for Computer Virus
 

Saini, D. K. (2012). Cyber Defense: Mathematical Modeling and Simulation. International Journal of 
Applied Physics and Mathematics, 2(5), 312–315. doi:10.7763/IJAPM.2012.V2.121

Sheyner, O. M. (2004). Scenario Graphs and Attack Graphs. Pittsburgh, PA: Carnegie Mellon University.

Skoudis, E. (2004). Malware Fighting malicious code. Computer Networking and Distribution Systems. 
Prentice Hall.

Stallings, W. (2011). Cryptography and network Security. Pearson Education Inc.

Whitten, J., Bentley, L., & Dittman, K. (2004). Fundamentals of system analysis and design methods. 
Academic Press.

Zimeras, S. (2016). Computer Virus Models and Analysis in M-Health IT Systems: Computer Virus Mod-
els. In. A. Moumtzoglou (Ed.), Health Innovations for Patient-Centered Care (pp. 284-297). IGI Global.

KEY TERMS AND DEFINITIONS

Downloaders: Malicious software that installs a set of harmful tools on a target machine.
Keyloggers: Captures keystrokes on a compromised system and collecting sensitive information 

(e.g., names, passwords) for the attacker.
Trojan Horse: A destructive program that masquerades as a benign application.
Virus: Malicious software that infects other programs by modifying them.
Worm: Program that can replicate itself and send copies from computer to computer across network 

connections.
Zombie Programs: Program that secretly activated on an infected machine for launching attacks 

on other machines.
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ABSTRACT

The era of the science of individuality promises to fully recognize the uniqueness of the individual who 
needs to be seen and treated with utter respect for his or her individuality. It will not be long until 
digitizing a person unlocks the cause for what is wrong, creating valuable knowledge that can save a 
life or markedly improve the quality of life. On the other hand, emerging m-health technologies provide 
fundamentally different ways of looking at tailored communication technology. As a result, tailored com-
munications research is poised at a crossroads. It needs to both build on and break away from existing 
frameworks into new territory, realizing the necessary commitment to theory-driven research at basic, 
methodological, clinical, and applied levels. The chapter envisions tailored m-health communication 
in the context of the science of individuality, emphasizing the variability, stability, and centrality of the 
individual.

INTRODUCTION

The health care environment is currently changing to meet technology and societal trends which converge 
to bring into being new communication patterns that connect and coordinate the roles of healthcare 
stakeholders. At the same time, the healthcare industry is steering inexorably toward a distributed service 
design in which essential decision-making occurs at the point of care. One of the central engines of this 
shift towards decentralization and reorientation of health care services is mobile healthcare (M-Health). 
M-Health describes the use of a broad range of telecommunication and multimedia technologies within 
the wireless care delivery design and can be broadly defined as the delivery of healthcare services via 
mobile communication devices. M-Health establishes healthcare communities in which every stake-
holder can participate. However, it disrupts the traditional service model where healthcare information, 
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security and access is centrally managed, maintained and limited, transforming the healthcare sector 
and destroying components that are slow to adapt.

M-Health interventions range from simple to complex applications and systems that remotely coordinate 
and actively manage patient care. In this context, it offers an elegant solution to the problem of accessing 
the right information within highly fluid, distributed organizations. Moreover, it removes geography and 
time as barriers to care by establishing connectivity with remote locations and remote workers, creates 
new points of contact with patients, and changes the frequency and intensity of health care delivery. 
It also establishes effective new treatment modalities like telehealth, remote patient monitoring, self-
care, and home health while it blurs the boundaries between professional medical advice and self-care. 
Overall, M-Health blends three bodies of knowledge: high technology, life sciences, and human factors.

Additionally, four prevailing theories are explaining the formation of health attitudes, intentions, or 
behaviors (Weinstein, 1993):

• The protection motivation theory.
• The health belief model.
• The theory of reasoned action.
• The subjective expected utility.

These theories share an underlying premise. Health intentions arise to avoid potential adverse out-
comes through cognitive assessment and include a cost-benefit component. However, existing studies 
have largely ignored the role of various message tactics and individual characteristics, contrary to the 
protection motivation model (Rogers, 1985). Overall, health messages accommodate risk information 
in different formats (Keller, 2006):

• To increase perceptions of vulnerability.
• To include action steps.
• To provide comparative information to increase intentions.

By the same token, tailoring is a multi‐dimensional communication strategy that involves the devel-
opment of individualized messages that are based on the pre‐assessment of critical variables or char-
acteristics that are linked to the underlying model of behavior change. Several studies have found that 
tailored health messages demand greater attention for the following reasons:

• They are processed more intently.
• They contain less redundant information.
• They are perceived more positively by health consumers.

Specifically, the Elaboration Likelihood Model suggests that personal information enhances the 
strength of motivation and sensitivity to the argument, forcing the individual to expound on the message. 
Moreover, if the argument is forceful to senses, personal pertinence increases the probability for persua-
sion. Thus, tailoring creates an ideal environment for persuasion and health behavior change. Studies of 
tailored communication are exploding in an array of disciplines. In health education, studies have shown 
that tailored print materials are generally more effective than non-tailored ones (Prochaska et al., 1993; 
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Campbell et al., 1994; Skinner et al., 1994; Strecher et al., 1994; Kreuter and Strecher, 1996; Brug et al., 
1996, 1998; Brennan et al., 1998; Bull & Jamrozik, 1998; Dijkstra et al., 1998a,b; Marcus et al., 1998).

Computing technologies have considerably contributed to the sophistication of tailoring as they can 
facilitate theory‐based assessment of tailoring. Web‐based tailored interventions have multiple advantages 
over single-mode, static interventions:

• Abounding access probability to expert care and feedback.
• Capability to switch between modalities and formats of different learning styles and literacy levels.
• Asynchronous and synchronous communication.
• A vast array of interactive components to strengthen user experiences and support skills develop-

ment, behavior/goal monitoring, and progress tracking.

The objective of the chapter is to envision tailored M-Health communication in the context of the 
science of individuality, emphasizing the variability, stability and centrality of the individual.

BACKGROUND

Internet Health Coalition (2000) defines health information as ‘the information for staying well, prevent-
ing and managing disease and making other decisions related to health and health care.’ Bates (2009) 
states ‘information behavior is the currently preferred term used to describe the many ways in which 
human beings interact with information.’ It is also the concept used in information studies to refer to a 
sub-discipline that engages in research conducted to understand the human relationship to information. 
Wilson (2000) defines information behavior as ‘the totality of human behavior relating to sources and 
channels of information, including both active and passive information seeking and information use. 
Thus, information behavior involves face-to-face communication with others, as well as the passive 
reception of information. Pettigrew et al. (2001) point out that information behavior phenomena are 
part of the human communicative process. Furthermore, Savolainen (2008) has introduced information 
practice as a co-ordinate concept for the information behavior. He considers that both concepts refer to 
how individuals deal with information, but from somewhat different perspectives.

Derr (1983) states that information may be needed without being desired while Chatman and Pend-
leton (1995) separate information need and information want. The concept of ‘desire for information’ is 
also used to describe the amount (and frequency) an individual would like to have information (Fourie, 
2008). In other words, information could be important in an individual´s life, but yet that person may 
have no interest in gaining it. According to Fidel (2012), information needs can be unconscious, but 
information wants (or desire for information) can usually be put into words by the individual.

Information seeking is assumed to be an essential element in decision-making and health outcomes 
(Johnson, Andrews & Allard, 2001; Rimer et al., 2004). Human information behavior research has rec-
ognized information seeking as the central form of interaction that individuals employ to get information 
(Fidel, 2012). It can be active or passive. Active information seeking has been defined as ‘the purposive 
seeking for information as a consequence of a need to satisfy some goal’ (Wilson, 2000).

Information searching is seen as a narrower and more focused concept while information use is a 
poorly defined concept linked to the information need (Wilson, 1999). According to Cole and Leide 
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(2006) information use is a process in which an environmental stimulus, which includes stimuli obtained 
from reading, viewing, and listening activities, modifies the user´s knowledge structure. Wilson (2000) 
states that information use behavior ‘consists of the physical and mental acts involved in incorporating 
the information found in the person’s existing knowledge base.’ Information is interpreted and internal-
ized by the individual in order to construct knowledge, and this knowledge may result in further action 
(Savolainen, 2008).

The concept of ‘information reception’ has been used to define the first stages of the information 
use process. The stages include noticing, filtering, evaluating, and comparing the content of the ob-
tained information (Nahl & Bilal, 2007). In information studies, in addition to the cognitive viewpoint, 
information use has been considered from the constructivist and socio-constructivist viewpoints (Talja 
et al., 2005). These viewpoints have a lot in common as they all present information use as processes 
occurring within the human mind. They share the assumptions that a human being is an information 
processor. Moreover, comparing and interpreting qualities of things is fundamental to the information use 
process and that the reception of information is mediated by an individual´s existing state of knowledge. 
(Savolainen, 2009; Talja et al., 2005).

Health behavior has been studied by several social cognition theories and models that are widely 
used in health promotion. Many of these theories or models can be defined as statements about causal 
relationships between individual-level factors (such as knowledge, attitudes, motivation, sociodemo-
graphic factors, personality) and health behavior change. For health providers, they provide conceptual 
frameworks for developing effective health promotion programs, campaigns, and interventions (Campbell 
& Quintiliani, 2006; Schwarzer, 2008). Their theoretical constructs help in analyzing behavioral health 
problems and are also used as a basis to tailor health information and messages (Kreuter et al., 1999). 
However, no single theory or model can account for all complexities of behavior change, and therefore 
theories and models should be seen as complementary rather than competing.

Social cognition models have been divided into:

• Motivational models.
• Behavioral enaction models.
• Multistage models of behavior change.
• Health Action Process Approach (HAPA) by Schwarzer (2008).

Motivational models imply that motivation is sufficient for successful behavioral enaction. Behavioral 
enaction models focus on bridging the ‘gap’ between motivation, intention and behavior. Stage-based 
health behavior change models propose that behavior change is a non-continuous process occurring through 
stages. Each stage refers to differing individual barriers. In this context, the transtheoretical model of 
behavior change (TTM) argues that individuals move through a series of five stages of change. Accord-
ing to this model, when adopting a particular health behavior, an individual can be at one of five stages:

• Precontemplation.
• Contemplation.
• Preparation.
• Action or maintenance.
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People in action or maintenance stages may also relapse and then recycle between stages. It has been 
stated that different kinds of information, messages and support are needed for people in different stages 
of change (Rimer & Kreuter, 2006).

The TTM also includes other theoretical constructs. They can be used to explain what motivates an 
individual to progress through the stages of change toward a healthy change in behavior. Self-efficacy 
is one of the significant incentives of whether a person will progress through the stages. Self-efficacy 
originates from the Social Cognitive Theory and is defined as the confidence in individual abilities to 
overcome barriers and adopt a particular behavior (Toscos & Connelly, 2010). It can be seen as situation 
specific, but it has also been conceptualized as a stable, trait-like disposition (Contrada & Goyal, 2004). 
According to Bandura (2006), it is not a global trait but a differentiated set of self-beliefs.

Increasing awareness and enhancing intentions are significant predictors of health behavior and 
included in many behavioral change theories and models. Individuals are often unaware of their risk 
behavior, making it unlikely that they would consider a behavioral change. Awareness of the relation-
ship between behavior and outcome may also be significant, especially in earlier stages of behavioral 
change (Brug et al., 1994).

Behavioral intentions are defined as ‘plans individuals have about whether or not they intend to per-
form the recommended behavior’ (Murray-Johnson & Witte, 2003). However, a definite intention may 
not be enough for behavioral change (Sheeran, 2005; Webb & Sheeran, 2006), especially for complex, 
habitual behaviors. Such behaviors depend very much on personal abilities and environmental opportu-
nities (Brug, Oenema & Ferreira, 2005).

Likewise, health communication can be partly responsible for all aspects of disease prevention and 
health promotion. It has been defined as ‘the crafting and delivery of messages and strategies, based 
on consumer research, to promote the health of individuals and communities’ (Roper, 1993). In health 
communication, health information or messages can be delivered to a general audience or segmented, 
targeted audiences (Evans, 2006). Traditionally, health promotion materials have been generic (Kreuter 
et al., 1999; Johnson & Case, 2012). In generic mass media, communication materials are intended to 
appeal to a large group of people (Brug, Oenema & Campbell, 2003). A relatively large undifferenti-
ated audience receives identical information content (Kreuter & Wray, 2003). In many cases, as much 
information as possible is provided, and individuals need to find the relevant information on their own. 
However, it is likely that only individuals, who are already motivated, are willing to search through 
lengthy brochures for information that applies to their situation (Brug et al., 2003).

Although health information is widely available, appropriate information suited to particular indi-
vidual needs cannot often be found (Williamson, 2005). However, people do not always access or obtain 
information that could be beneficial to them (Chatman & Pendleton, 1995). One reason for this could be 
that the individual´s information needs can be unconscious, and thus they are not aware of them (Fou-
rie, 2008; Case, 2012). In addition, individuals do not always know how to express their information 
needs (Fourie, 2008). Moreover, other psychological and cognitive barriers can inhibit the recognition 
of information need (Johnson, Andrews & Allard, 2001).

Overall, it has been concluded that general health communication is not sufficient to meet the in-
formation needs of individuals (Docherty et al., 2008). In this context, progress in technology has led 
to a tailored approach to health communication. It involves soliciting information from individuals or 
querying information about individuals from existing records. It is consequential because it combines the 
potential for delivering cost-effective health communications to reach an enormous audience combined 
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with the benefits of interpersonal communication. The reason is that communications that are tailored to 
be responsive to the solicited information can be used to imitate the transactional and response-dependent 
qualities of interpersonal communication. An interactive cycle of tailored feedback and response can be 
repeated to assist in motivating health behavior change. Along the way, both source and message factors 
can be dynamically modified to realize the advantages inherent in interpersonal channels, advantages 
proven essential for persuading individuals to change their health behavior.

This approach, known as tailoring, has been defined as any combination of information or change 
strategies intended to reach one specific person. This definition highlights the two features of a tailored 
approach that distinguishes it from other approaches:

• The collection of messages is intended for a particular person.
• The messages are based on individual-level factors.

The rationale for a tailored approach is grounded in the theory that explains how people process 
information. Petty and Cacioppo’s (1986) Elaboration Likelihood Model (ELM) provides a method of 
understanding this process. They have proposed the central and peripheral routes to attitude formation 
and change. The central route involves a cognitive component and necessitates effort on the part of the 
individual. Studies have shown that messages processed via the central route lead to more firmly held 
beliefs and attitudes and result in lasting attitude change. It is, therefore, considered to be more effective 
in changing attitudes than general information. Subsequently, the theory suggests the following rationale 
for a tailored approach:

• By tailoring materials, superfluous information is eliminated.
• The remaining information is more personally relevant to the message recipient.
• The message recipient will pay more attention to the information if it is personally relevant.
• The unshared needs of a person will be useful in enacting and sustaining the desired behavior 

change

Tailoring enhances cognitive conditions for information processing and acceptance. A common aim 
of tailoring merely is to increase attention and comprehension. Apparently, attention to information is a 
prerequisite for the information to have any impact. Attention is gained by communicating to the infor-
mation receiver that the information addresses his or her preferences and needs (Hawkins et al., 2008). 
Rimer and Kreuter (2006) argue that at least four approaches to tailoring can be used to enhance health 
communication. The approaches are as follows:

• Matching content to information needs and interests.
• Providing information in a meaningful context.
• Using design, production and channel elements to capture attention and enhance message 

processing.
• Presenting the requested information.

In conclusion, tailoring of health information is a means to overcome the problems related to the 
provision of general health information. It attempts to provide carefully selected information suitable for 
an individual and consequently may lower or remove psychological or cognitive barriers to information 
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use and decision-making. It makes easier for the receiver to interpret, understand and trust information 
(Te´eni, 2001) while increasing the perceived personal relevance of health information. Consequently, 
it helps engage individuals and create ideal conditions for persuasion and attitude or behavior change 
to occur (Lustria et al., 2009).

Furthermore, tailoring and targeting are not discrete categories of communication, but overlapping 
segments of the continua (Hawkins et al., 2008). They combine the benefits of interpersonal communi-
cation and mass media (Evans, 2006). Tailoring imitates and automates the process of person-to-person 
counselling by providing more customized information than the mass media. Similarly, targeted com-
munication is intended to reach some population subgroup based on characteristics presumed to be 
shared by the group’s members

Despite these fundamental differences between tailoring and targeting, the rationale for both ap-
proaches is quite similar. The more one knows about the intended recipients of communication; the 
better able one will be to make the message relevant to them. There are, however, situations in which 
each approach would seem to have an advantage over the other. Tailored health messages should have 
an advantage over targeted messages when there is significant variability within the target audience.

Finally, because tailoring is a form of data-based communication, it should only be considered as a 
message strategy when a mechanism exists for gathering or accessing information from the target popula-
tion on the critical determinants of change. That is one reason that tailoring has been applied so often in 
health care settings. Individual-level data are already routinely gathered there; tailoring assessments can 
be integrated or added to existing structures without disrupting practice norms or patient expectations.

THE SCIENCE OF INDIVIDUALITY AND TAILORED 
M-HEALTH COMMUNICATION

Unquestionably, m-health communication requires extensive data, which currently flows from the 
beneficiaries towards data centers. Such data include a multitude of health and well-being information 
collected manually or automatically. Moreover, algorithms are required to process such information 
and alert when health-related actions should be taken. On the other hand, nowadays, there are technolo-
gies which provide both the data storage and processing capacity while the mobile device (especially 
the mobile phone), as well as inter-connectable devices (health gadgets), may serve as data acquisition 
points on the individual level.

However, there is a significant deficiency of contemporary medicine which is reflected by the use of 
experts to make recommendations or guidelines for a significant proportion of decisions for which no or 
minimal data exists. These guidelines are published in major specialty journals which have a pronounced 
impact, as they are believed to represent the standard of care. Overall, there is too much literature which 
is evidenced by the statistic that only 0.5 per cent of the 38 million published papers are cited more 
than two hundred times, and half were never cited. Moreover, when pooled analyses of prior studies are 
published, many relevant papers are excluded (Topol, 2012).

In fact, this should be considered ‘eminence-based medicine.’ (Topol, 2012).
Better studies might be part of the solution. However, as we can accrue more meaningful data and 

information for individuals, the hope is that we can override our dependence on such recommendations. 
We need evidence which is built not on populations but individuals.
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Fortunately, our capacity to get just that information is rapidly arising. An era which is character-
ized by the right drug and dose, at the right cost and timing has begun (Topol, 2012). Medicine for the 
common good is not sufficient. Α rebooted life science, instead of a mass-population-directed strategy, 
would leverage the science of individuality, getting the relevant digital readout from an individual to 
shape a therapy. We now, for the first time, have the devices to promote a level of prescription precision 
we have never seen before (Topol, 2012).

The era of individualized medicine ultimately promises to do away with terms like ‘cryptogenic’ 
and ‘essential,’ fully recognizing the uniqueness of the individual who needs to be seen and treated with 
utter respect for his or her individuality. It will not be long until digitizing a person unlocks the cause 
for what is wrong, creating valuable knowledge that can save a life or markedly improve the quality of 
life. That is a major outgrowth of the science of individuality.

In this context, the entire classification system of medical conditions and diagnoses is about to be 
rewritten. Instead of our current reductionist model for which individuals are unwisely assigned to such 
categories as one of two types of diabetes or cancer of a particular organ, the science of individuality will 
promote a new molecular taxonomy that invokes the main biologic basis, regarding genes or pathways.

On the other hand, communication has always been a fundamental component of effective health care 
and health promotion. In this context, throughout the last decade, tailoring systems have been developed 
for an extensive variety of applications providing information for:

• Patients at significant risk of developing chronic conditions.
• Patients who already have chronic conditions such as migraines, asthma, and diabetes that require 

long-term continuing treatment.
• Patients undergoing more short-term intensive treatment such as for cancer.

The goal of these systems has also been diverse, supporting the patient’s role, health promotion 
advice, and behavior change interventions.

However, improvement of ICT and mobile health has increased the potential for tailored commu-
nication (Rimer & Kreuter 2006). Computer automation allows for the rapid processing of individual 
responses and matches individuals´ answers to individually tailored messages (Kreuter et al., 1999; Noar 
et al., 2011). In this kind of computer-generated tailored communication (also called computer-tailoring), 
the combined expertise of health promoters is translated into a computer expert system (Dijkstra & De 
Vries, 1999). Content knowledge is needed both to determine the correct information for different kinds 
of individuals and to devise the decision rules on which the computer program is based (Brug, Campbell 
&Assema, 1999). Moreover, tailoring can be static or dynamic. In static tailoring, one baseline assess-
ment is provided on which all tailored information is based. In dynamic tailoring, the assessment is 
repeated before providing pieces of tailored information or feedback (Krebs, Prochaska & Rossi, 2010).

Computer-generated tailored information can be delivered via various channels. Channel selection 
can be guided by audience preferences and campaign goals.

Tailored information can be delivered via:

• Print.
• Telephone call.
• Face to face.
• Mobile phone text message.
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• CD-ROM.
• Computer kiosk.
• The Internet.

Computer-tailored but print-delivered interventions are deemed the ‘first generation’; interventions 
using interactive media are deemed the ‘second generation’ of tailored health communication (Oenema, 
Brug & Lechner, 2001). The ‘third generation’ interventions refer to interventions delivered via mobile 
and remote devices such as mobile phones and handheld computers (Norman et al., 2007).

Information and communication technologies (ICT) such as the Internet and mobile phones provide 
new opportunities for the delivery of innovative interventions (Pratt et al., 2012). Health behavior change 
programs and campaigns delivered via the Internet have become increasingly popular for the promo-
tion of lifestyle-related health behaviors (Kroeze, Werkman & Brug, 2006). Availability, transferability, 
relatively small cost, and customization are some of the benefits of selecting web-based programs and 
campaigns as well as a perception of anonymity, which may be appealing to reluctant or self-conscious 
participants. In addition, Web-based health behavior programs and campaigns appear to be cost-effective

(Norman et al., 2007; Tate et al., 2009; Webb et al., 2010). The Internet is increasingly used by pri-
vate and public healthcare organizations in their communications and information transfer (Eng, 2002). 
The concept of eHealth involves the use of ICT to improve health in general and the healthcare system 
in particular (Eysenbach, 2001; Chau & Hu, 2004). Furthermore, mobile health (mHealth) is thought to 
be the next step in computerized health interventions (Riley et al., 2011).

The research on health behavior change has also led to the development of technologies supporting 
behavior changes (Consolvo et al., 2006; Nawyn et al., 2006). These so-called persuasive technologies 
(Fogg, 2003) embed motivational strategies into everyday electronic devices to encourage and sustain 
long-term health behavior changes. They attempt to shape, reinforce or change behaviors, attitudes, feel-
ings or thoughts about an issue, object or action (Berkovsky et al., 2012). According to Oinas-Kukkonen 
(2013) behavior change support systems are the primary focus of research in the area of persuasive tech-
nologies (Lehto, 2013). A fundamental challenge in persuasion is that the target audiences are large and 
heterogeneous including users with wide-ranging goals, needs and preferences (Berkovsky et al., 2012). 
The solutions for this can be the targeting and tailoring of health communication. (Noar et al., 2009).

In addition, tailored health behavior change programs usually refer to computer-tailored programs 
commonly delivered by a computer or the Internet (Suggs et al., 2006). In a tailored program, for instance, 
tools for building self-regulatory skills can be combined with tailored health feedback messages (Lustria 
et al., 2009). Goal setting and action planning (Brug et al., 2005) or observational learning, providing 
role models, supporting emotional coping and allowing reinforcement by virtual rewards (Toscos & 
Connolly, 2010), can help to bridge the information behavior gap.

Other projects around the world are using natural language generation techniques that allow more 
interactivity. Interactivity is defined as the capability of new communication systems to ‘talk back’ to 
the user as do individuals participating in a conversation (Rogers, 1986). Although there is interest in 
producing tailoring systems that enable enhanced interactivity, few studies have been able to demonstrate 
the effectiveness of health behavior. Cawsey, Grasso & Jones (1999) developed a nutritional tailoring 
system based on a dialog with the user. The users receive suggestions for improving the meal after 
making some meal choices. They can answer back to each tip in various ways, asserting objections or 
rejecting it outright. Another example is the Patient Education and Activation System (PEAS) project, 
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which was designed to prepare individuals to take an active role in health care decisions (McRoy & Liu-
Perez, 1998).The project investigated strategies for helping people to identify their health care concerns.

These strategies combine a multimodal computer interface with intelligent tutoring and intelligent 
discourse processing. As PEAS interacts with a patient, it varies the content and pace of the interaction 
and suggests relevant learning activities.

Because of the restraints of existing tools and techniques, several of the most experimental projects 
attempt to use more sophisticated techniques, taking ideas from information technology and using 
Natural Language Generation (NLG) methods (Reiter & Sripanda, 2003). The basic idea behind most 
of these systems is to:

• Represent explicit information about the patient.
• Represent general rules about communication.
• Generate text from a database of health-related information.

Achieving this, with only limited knowledge of how humans tailor their communications has proven 
to be very difficult. In practice, however, even these systems have lacked access to a knowledge base 
that contains fundamental determinants of the selected behavior. As a result, NLG approaches that in-
corporate tailoring on health behavior determinants have been limited.

More frequently the tailoring systems are developed using NLG. Consequently, they embrace the 
understanding that the same semantic information can be conveyed through text and sentence structures. 
A multi-argument formation, which is critical to expanding communications in health behavior change, 
embodies two types of knowledge acquisition (KA) techniques:

• Working with experts in a structured fashion, think-aloud protocols, sorting and laddered grids.
• Learning from data sets of correct solutions.

In this light, a new conceptual framework is needed to broaden the scope and boundaries of tailored 
communications research in the era of the science of individuality. The traditional communications model 
consists of a source, a message, a channel of delivery, a receiver, and an effect on the receiver. Anything 
that impedes message transfer through the channel is considered ‘noise’. This basic model, developed 
before the science of individuality, could not anticipate the new tools that are now available. Ideally, 
both sender and receiver continually adapt their presentations until both are satisfied that knowledge has 
been appropriately transferred. As computers become faster, multimedia, interactive communications are 
now also possible, using sophisticated expert systems and inference engines to reduce ‘noise’. Virtual 
reality can help individuals ‘pre-live’ the future consequences of their decisions and explore the effect 
of their lifestyle choices on their biology and social and emotional well-being. Palmtop computers and 
personal organizers make it possible to provide ‘on demand’ information in ‘real time’. The concept of 
a computer ‘coach’ that is available on demand is rapidly becoming a reality.
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ISSUES, CONTROVERSIES, PROBLEMS

The most significant barriers to information use and information reception are psychological and cogni-
tive. For instance, an individual may feel bombarded with too much information. This kind of situation 
is called information overload, and it may lead to information avoidance (Case, 2012). Information 
overload is directly related to information use because the experience of information overload affects the 
way in which information sources are selected or rejected. According to Savolainen (2008), there is no 
consensus among researchers about the definition of information overload and whether the phenomenon 
exists. Eysenbach (2003) states ‘individuals who are exposed to excessive information may make poor 
health decisions that can potentially have harmful effects on outcomes.’

Additionally, the terminology used in health information may be complicated and presented in a way 
that the information receiver does not understand (Docherty et al., 2008; Fourie, 2008). Coping with 
differences between ‘lay language’ and professional terminology can be a barrier to information use and 
decision-making (McKenzie, 2002; Brennan & Safran, 2005; Eriksson-Backa, 2008). Thus, one way to 
avoid the experience of information overload or avoidance is to become information literate.

The Medical Library Association (2003) defines health information literacy as a ‘set of abilities 
needed to: recognize a health information need; identify information sources and use them to retrieve 
relevant information; assess the quality of the information and its applicability to a particular situation; 
and analyze, understand, and use the information to make good health decisions’.

On the other hand, no studies to date have directly compared tailored and targeted approaches to 
health communication. One particular area of inquiry would be to test the variability of the principal 
determinants of the intended outcome. More variability on the key determinants of some expected out-
come is associated with the tailored messages being superior to targeted messages. Such studies would 
provide valuable information contributing to greater evidence-based practice in health communication.

However, analysis elucidated that well-suited non-tailored materials can function as well or better 
than tailored materials. At the same time, moderate and poor-fitting non-tailored materials were usually 
subordinate to both approaches. These findings suggest two critical points. First, there is considerable 
variation in the effectiveness of any single communication approach. Second, current tailored print com-
munications may be no more effective than generic materials that are well matched to a particular person.

Nevertheless, the art of creating tailored health communication is still evolving. The tailored print 
materials tested to date probably lie in the middle of a continuum from entirely generic to perfectly tai-
lored health communication. However, enhanced tailored communication addresses not only behavioral 
constructs from a few selected theories of health behavior change but also factors such as:

• Learning style.
• Preferred media.
• Cultural norms and values.
• Need for cognition.
• Use of emotional versus cognitive appeals.

As a result, research on tailored health communication should identify and test new types of tailoring 
variables that could improve behavior change and health messages.
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Moreover, studies of tailored content matching have compared a group of targeted communication 
with the experimental group. In effect, the designs tested if tailoring is more efficient than little or no 
segmentation and customization. In this context, research questions should focus on the attributes of 
tailoring:

• The cognitive and behavioral determinant goals.
• The strategies to achieve them.

One obvious way to approach such designs is the presence versus absence of specific attributes, but 
many creative alternatives are also possible. Beyond this, research should also address the circumstances 
different tailoring tactics elicit different results. It is also necessary to compare specific tailoring strategies 
and tactics. One method is a dismantling design. Another approach, the parametric or ‘dosing’ model, 
examines the effects of the same tailoring strategy but various intensities. Third, individual tailoring 
strategies may be added to those with some degree of tailoring.

Finally, because segmentation and customization rely on information about individuals, individual-
based assessments are considered to be indispensable to tailored interventions. However, such assess-
ments can have an independent impact on behavior.

SOLUTIONS AND RECOMMENDATIONS

Tailored communications can come in an unlimited number of forms, including tailored telephone coun-
selling and voice response systems. As the information superhighway evolves, the World Wide Web will 
bring accessibility to interactive multimedia intervention technologies.

Given such rapid technological advances, tailored communications may now reduce ‘noise’ by gathering 
detailed personal information for input at the source and then presenting appropriate messages through 
the channel. Computer-based delivery options can simulate a conversation by tailoring information, in 
real time, based on user responses. The potential for rapid feedback in real time provides the capability 
to modify subsequent messages and/or deliver repeated communications.

Such factors offer qualitative advances in the communication model of the 1960s. As a result, the 
theoretical models of the future must continuously evolve to keep pace with new technologies.

Theories of behavior change must also guide tailored message algorithms. In the last 30 years, Social 
Cognitive Theory has served as an overarching theoretical framework; one that has identified specific 
mediating mechanisms that lead to behavior change. Related models emphasize different potential 
mediating mechanisms that are thought to be most relevant to creating tailored communications (Glanz 
et al., 1997). They range from the Health Belief Model, the Theory of Reasoned Action, and the Trans-
theoretical Stages of Change Model to more recent theories of risk perception such as the Precaution 
Adoption Model (Weinstein, 1993).

Research can help identify what specific mediating mechanisms and processes are best targeted to 
enhance tailored message effects. Such variables include:

• Intrinsic versus extrinsic motivation.
• Emotional blunting versus monitoring.
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• Availability and type of coping responses.
• Self-efficacy expectations.
• Variety of proximal and distal outcome expectations.
• Appraisal of the decisional balance between the advantages and disadvantages of changing 

behavior.

Neural nets and intelligence technologies blur the boundaries between computer learning algorithms 
and the human brain. Intelligence research can inform tailored communications research and vice versa. 
Current advanced tailoring technology uses deductive and inductive inferencing systems to generate 
new data points based on an individual’s profile information. Artificial intelligence applications, such as 
heuristics and neural networks hold much promise for generating tailored content from generic content 
and for modifying intervention curricula and presentation based on individual case observations.

Moreover, the particular neurobiological substrate determines the parameters and limits of the 
tailored communications. Basic mechanisms might include individual differences in speed of informa-
tion processing and preferences regarding modes of message delivery. Research on risk perception and 
optimistic versus pessimistic bias can further contribute to improving understanding of how to present 
information to patients and what questions to ask.

In the final analysis, the impact of computer and provider delivered tailored messages may also hinge 
on the receiver’s perceptions of self-efficacy, outcome expectations, and feelings of empowerment. 
Depending upon how messages are framed, receivers may feel more or less empowered and more or 
less self-confident. As a result, we need to understand more about how computer versus human experts 
influence the receiver’s perceptions of empowerment and self-efficacy.

Within Anderson’s (1998) interdisciplinary biopsychosocial framework, the interface between biobe-
havioral and biosocial disciplines is particularly relevant for advancing theory and guiding research on the 
mediating mechanisms underlying tailored communications. Models of self-control or self- regulation, 
derived from Social Cognitive Theory, are at the heart of understanding behavior change for tailored 
communications. However, different biological, psychological, or social mechanisms underlie change 
for different target behaviors and populations.

Prior research offers little specific guidance about how to bridge the gap between theory and ap-
plication. The gap between theory and practice raises fundamental questions about how to define the 
boundaries and limits of tailoring in actual practice. That raises the issue of whether the principles of 
stepped care should be considered when designing future tailored interventions. A stepped-care model 
would first disseminate a relatively brief inexpensive and less sophisticated tailored intervention. Only 
the subset who failed to respond would then be stepped up. This type of model that combines stepped 
care with tailoring has been proposed to improve the cost-effectiveness. It provides a rational means 
of allocating finite resources to achieve the most significant population impact by reserving the more 
complicated and expensive interventions for a smaller group who have failed at all previous steps.

Despite the intuitive appeal of stepped-care models to tailoring, it is also possible that a very inexpen-
sive intervention produce little change. Very little research to date has addressed these issues. Ultimately, 
future research should provide information relevant to the costs of tailoring per incremental increase 
in the outcome and population impact. It should also shed light on linking such gains to measures of 
quality-adjusted life years saved. Cost-effectiveness and cost-benefit information are critical for informing 
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health policy and convincing payers to consider investing in tailored message technologies over other 
ideas within their budget allocations.

In summary, traditional communication theories need to be expanded, or new ones developed. Bridges 
must be built between communication and behavior change theory. Standardization of language, models, 
mechanisms, and measures is needed to advance the field, producing unique additions to outcome vari-
ance. More research must focus on how to define and identify the mediators that optimize the impact of 
tailored communications. Variables that cut across biopsychosocial domains should be incorporated into 
a single model or theory of tailored communications. Future research on theory and mechanisms should 
conduct a more prospective process to outcome evaluations of causal pathways and examine the predic-
tive and incremental value of new variables and mechanisms over and above existing ones. A broader 
theoretical model must also incorporate other disciplines and bodies of knowledge beyond those listed 
above. Some of the significant factors in developing a credible and trusting relationship among humans 
is the consistency of responses over time. Finally, a fundamental issue that deserves more attention is 
who should receive tailored messages.

FUTURE RESEARCH DIRECTIONS

It is complicated to employ persuasive argumentation theories to behavioral change communication. 
Moreover, research in argumentation has been concerned only with the structure of single arguments. 
Likewise, NLG systems do not explore the planning mechanisms that would account for the generation 
of text. One also needs a theory that would describe (Ajzen, 1991):

• How arguments could be put together.
• Why particular multi-argument structures are more persuasive.

Some of the computational tailoring systems have attempted to combine theories of argumentation 
with behavioral theories. They realized that if an intervention aims to induce people to modify their 
behavior, particular theories of the advising process are necessary. These interventions have used Stages 
of Change and the Health Belief Model (Grasso, 1998). However, all of these systems have been difficult 
to move into real-world environments primarily because of the entanglement of using NLG techniques 
to generate multi-argument structures in domains as complex as health behavior.

In addition, little is known in the reusable NLG resources while the nonlinguistic tailoring approach 
has other limitations. It is possible that the integration of both the nonlinguistic tailoring approach and 
computer science methods is essential for the development of tailored messages. To design a system 
whose ultimate aim is to try influencing the user’s behavior, very diverse sources of knowledge have to 
be integrated.

Theories of argumentation and persuasive structure are perhaps what is needed to build on and extend 
current tailoring research. In addition, additional types of tailoring variables should be tested. Theory 
must adopt the most parsimonious strategies without omitting essential mechanisms. That will require the 
adoption of a common language and standard measures for the underlying mechanism and processes. For 
the unification of the more sophisticated technologies, theory, and real-world applications, joint research 
is needed. As such, it remains to be seen whether the advances of the tailoring process will deliver the 
tailored health communication approaches sufficient to engineer an impact on:
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• Improved decision-making.
• Patient health behavior.
• Chronic disease management.

CONCLUSION

Robinson et al. (1998) cautioned that health communications applications hold great promise but can 
cause harm. They encouraged health care providers to speed the advancement of knowledge and evaluate 
its safety, quality, and utility. They also proposed a standardized reporting template to:

• Guide developers and evaluators.
• Conduct evaluations.
• Help clinicians, purchasers, and consumers judge their quality, efficacy, and efficiency of dis-

closed results.

Of critical importance is the need for research on implementation to elucidate the mechanisms for 
cost-effective diffusion of tailored interventions to populations. Safeguards must also ensure confiden-
tiality and ethical standards to protect consumers. Finally, theory and applications are lagging behind 
the rapid pace of technological advances. Standardization of language, research designs, methods, and 
measures are crucial along with developing broader interdisciplinary conceptual models. The gap between 
technology, theory, and application can be closed by:

• Providing opportunities for basic research into the fundamental mechanisms of tailored 
communications.

• Broadening theories of behavior change for tailored communications research.
• Enhancing message effectiveness and practical impact on outcomes.

It remains to be seen whether the revolution in the science of individuality and m-health will provide 
the tools to engineer sufficient impact on tailored communication.
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KEY TERMS AND DEFINITIONS

Health Behavior: Behavior directed at promoting, protecting and maintaining health.
Health Communication: Informing, influencing, and motivating about important health issues.
Health Information: Information for staying well, preventing and managing disease, and making 

other decisions related to health and healthcare.
M-Health: It describes the use of a broad range of telecommunication and multimedia technologies 

within wireless care delivery design and can be broadly defined as the delivery of healthcare services 
via mobile communication devices.

Science of Individuality: The science which acknowledges that each human needs to be seen and 
treated with utter respect for his or her individuality.

Tailored Health Communication: Any combination of information strategies intended to reach an 
individual.

Targeted Health Communication: It corresponds to a process appealing to a defined population 
subgroup.
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ABSTRACT

Self-care emerged from the concept of health promotion in the 1970s while from 2000 onwards the term 
self-management gained popularity, with a greater focus on long-term conditions and the trend towards 
more holistic models of care. Although self-management and self-care are often used interchangeably, a 
distinction between the two concepts can be made. Both can be considered in terms of a continuum, with 
self-care at one end as “normal activity” and self-management an extension of this. Self-management 
support is the assistance given to patients in order to encourage daily decisions that improve health-
related behaviors and clinical outcomes. The chapter envisions these concepts on a continuum with one 
pole representing mobile health and the other self-care. It concludes that self-management support is 
the nexus of mobile health and self-care.

INTRODUCTION

The health care environment is currently changing to meet technology and societal trends which converge 
to bring into being new communication patterns that connect and coordinate the roles of healthcare 
stakeholders. At the same time, the healthcare industry is steering inexorably toward a distributed service 
design in which essential decision-making occurs at the point of care. One of the central engines of this 
shift towards decentralization and reorientation of health care services is mobile healthcare (M-Health). 
M-Health describes the use of a broad range of telecommunication and multimedia technologies within 
wireless care delivery design and can be broadly defined as the delivery of healthcare services via mobile 
communication devices. M-Health establishes healthcare communities in which every stakeholder can 
participate. However, it disrupts the traditional service model where healthcare information, security and 
access is centrally managed, maintained and limited, transforming the healthcare sector and destroying 
components that are slow to adapt.

The Nexus of M-Health 
and Self-Care
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M-Health interventions range from simple to complex applications and systems that remotely coor-
dinate and actively manage patient care. In this context, it offers an elegant solution to the problem of 
accessing the right information where and when it is needed within highly fluid, distributed organizations. 
Moreover, it removes geography and time as barriers to care by establishing connectivity with remote 
locations and remote workers, creates new points of contact with patients, and changes the frequency 
and intensity of health care delivery. It also establishes effective new treatment modalities like telehealth, 
remote patient monitoring, self-care, and home health while it blurs the boundaries between professional 
medical advice and self-care. Overall, M-Health blends three bodies of knowledge: high technology, 
life sciences, and human factors.

Self-care emerged from the concept of health promotion in the 1970s. The 1980s there was increas-
ing recognition of ‘partnership’ with health care professionals, and the 1990s saw more emphasis on the 
continuity of self-care and so-called ‘growth’ models. From 2000 onwards the term ‘self-management’ 
gained popularity, with a greater focus on long-term conditions and the trend towards more holistic 
models of care.

Although ‘self-management’ and ‘self-care’ are often used interchangeably, a distinction between 
the two concepts can be made. Both can be considered in terms of a continuum, with self-care at one 
end as ‘normal activity’ and self-management an extension of this.

Self-management is principally justified in two different but interlinked ways. The first is that long-
term conditions are most effectively managed when patients and professionals work in partnership, com-
bining their different skills and expertise. Secondly, reference is made to the growing older population 
and incidence of long-term conditions and the increasing demands on health services that result from 
these trends. In this context, supporting people to become more efficient self-managers of their condi-
tions is presented as an essential strategy for managing health care demand and ensuring the long-term 
sustainability of health services.

Attempts to encourage and enable people to self-manage have focused on two primary strategies:

• Educational, training and peer-support programs that are provided separately from clinical health 
care consultations and tend to have little connection to the patients’ usual clinical care.

• Approaches to health care meetings in which clinicians put a strong emphasis on supporting peo-
ple to manage their conditions rather than rely on the clinician.

On the other hand, self-management support is the assistance given to patients in order to encourage 
daily decisions. It may be viewed in two ways:

• As a portfolio of techniques and tools that help patients choose healthy behaviors.
• As a fundamental transformation of the patient-caregiver relationship into a collaborative 

partnership.

The purpose of the self-management support is to aid patients take an active role in their treatment.
Education is a feature of self-management support. In self-management support interventions, this is 

often in the form of patients teaching more about their health condition, the circumstances that trigger 
and potential options for managing symptom exacerbation.

Thus, the objective of the chapter is to argue that the different concepts of mobile health, self-man-
agement support, and self-eare are interconnected and reflect a continuum with one pole representing 
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mobile health and the other self-care. Analysis and interpretation goes beyond summarizing and synthe-
sizing concepts and evidence. It takes concepts apart and puts them back together in a new perspective.

Specifically, the premise that mobile health, self-management support, and self-care reflect a continuum 
with one pole representing mobile health and the other self-care will come into existence by exploring 
historical and conceptual information in the background. In this context, the concepts of self-care, self 
-management, self-management support, and M-Health will be defined and examined. The rationale of 
the presentation is to show the evolution and conceptual relationship of the concepts of self-care, self 
-management and self-management support and provide relevant information about the distinct concept 
of M-Health. The main section of the chapter explicates the nexus of M-Health and self-care by reframing 
self-management support within patient-centeredness. The rationale and the sequence for developing the 
arguments is that patient-centeredness involves patients in decisions as well as in their health and health 
care. Involving patients in decisions relates to the concept of shared decision making while involving 
patients in their health and health care implies the concepts of self-management support and care and 
support planning. The presentation, at this point, emphasizes the presentation of existing self-management 
support tools that embrace the dimensions of information, patient empowerment, and behavior change. 
Finally, the chapter concludes by providing a discussion of relevant issues, controversies, problems, and 
emerging trends relating to the conceptualization of the main argument.

BACKGROUND

The term self-care is often associated with a lack of theoretical clarity and confusion because its scope 
and boundaries are difficult to define (Soderhamn, 2000; Barlow et al., 2002; Clark, 2003). It is fre-
quently viewed as a spectrum starting from the individual responsibility people take in managing the 
daily choices that they make in relation to their lifestyle, maintaining their health and preventing illness 
(Chambers, 2006).

Several definitions of self-care have been proposed over the past few decades that highlight the broad 
spectrum of activities that self-care seems to encompass. Levin et al. (1977), state that self-care is ‘the 
process whereby patients deliberately act on their behalf in health, promotion, prevention of illness, and 
the detection and treatment of health deviations’. Orem (1995), states that self-care is ‘the practice of 
activities that individuals initiate and perform on their behalf in maintaining life, health, and well-being’ 
and that self-care is ‘an adult’s continuous contribution to his or her continued existence, health, and 
well-being’. These definitions clearly acknowledge that the nature of self-care encourages individuals to 
adopt responsibility for undertaking their self-care but also highlight the spectrum of activities considered 
to fall within the sphere of self-care.

In reflecting the earlier discussion on the medical and social ideologies associated with self-care, the 
Department of Health (2005) defines self-care as ‘the actions individuals and carers take for themselves, 
their children, their families, and others to stay fit and maintain good physical and mental health, meet 
social and psychological needs, prevent illness or accidents, care for minor ailments and long-term con-
ditions, and maintain health and well-being after an acute illness or discharge from hospital.’

Although, these definitions view self-care as occurring without professional assistance, Levin and 
Idler (1983) have acknowledged that in carrying out self-care ‘individuals are informed by technical 
knowledge and skills derived from the pool of both professional and lay experience.’ Hickey et al. (1986) 
also proposed that self-care be interactive with healthcare professionals, rather than being independent 
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of professional care. Moreover, Orem (1995) stated that a large part of self-care includes knowing when 
to seek medical advice and participating in interactions with health professionals.

Although the previous discussion has highlighted the different focus of each of the definitions presented 
above, all of the definitions highlight several key themes that can be considered central to the concept of 
self-care. The prominent idea is that of the patient being encouraged to take a more active role in, and 
a greater level of control over, its self-care. As Rodgers et al. (1999) acknowledged self-care transcends 
the idea of patients as dependent, customary recipients of health services to one where patients become 
a provider of a large part of their care. Ultimately, the choices for self-care are within the control of the 
patient, rather than, for example, the health professional (Rodgers and Hay, 1998). Recently, studies sup-
ported the potential of a caritative caring culture and compassionate community to form the basis for the 
reawakening of the natural self-care ability (Arman & Hok, 2016) and the influence of empowerment 
of habitual health behavior (Eyuboglu & Schulz, 2016).

As a result, the second theme is the idea of self-care, occurring not in isolation from health profes-
sionals’ provision of care, but in collaboration with health professionals. Self-care is often seen as the 
antithesis of formal care delivered by health professionals (Dill et al., 1995). However, it should be 
seen as an approach that requires and promotes a greater level of collaboration between patients and 
health professionals (Paterson and Sloan, 1994; Rodgers and Hay, 1998; Kolbe, 2002; Redman, 2005; 
Chambers, 2006). It is an approach that should acknowledge the importance of actively listening to 
patients about why, when and how they self-care (Ryan et al., 2007). It should also appropriately guide 
and support patients in their self-care practices (Richardson and Ream, 1997; Rodgers and Hay, 1998; 
Koch et al., 2004).

A number of theories and conceptual models, rooted in different disciplines, seem relevant to the 
concept of self-care. However, there are few which have been explicitly posited as a model designed to 
underpin self-care research and self-care in clinical practice and few which have been empirically tested 
for their utility. Fu et al. (2004) identified five theoretical or conceptual models central to the idea of 
self-care and symptom management. These included:

• The Self Care Model (Orem, 1991; 1995).
• The Conceptual Model for Symptom Management (Larson et al., 1994; Dodd et al., 2001).
• The Common Sense Model (Leventhal et al., 1984, 1997, 2001).
• The Symptom Interpretation Model (Teel et al., 1997).
• The Theory of Unpleasant Symptoms (Lenz et al., 1995; 1997).

The Self Care Model (Orem, 1991; 1995) focuses on determining the extent of one’s ability to carry 
out self-care. The Conceptual Symptom Management Model focuses on the subjective symptom experi-
ences of individuals, the influence factors, the symptom management strategies and symptom outcomes. 
The Common Sense Model or Leventhal’s Self-Regulation Model (Leventhal et al, 1984, 1997, 2001) 
theorizes that the perception of fear and threat resulting from the experience of a symptom are deter-
mining factors in the initiation of one’s self-care (Fu et al., 2004). The Symptom Interpretation Model 
(Teel et al, 1997) postulates that an individual receives and recognizes a stimulus from a symptom and 
makes a decision about how to manage that symptom (Fu et al., 2004). Finally, the Theory of Unpleas-
ant Symptoms (Lenz et al, 1995; 1997) argues that the same factors that influence symptom experience 
lead to similar alleviating interventions for more than one symptom (Fu et al., 2004).

Policy support for self-care has been firmly established in a number of published reports such as:
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• ‘The NHS Plan’ (Department of Health, 2000).
• ‘The Expert Patient’ (Department of Health, 2001).
• ‘Supporting People with Long Term Conditions’ (Department of Health, 2005a).
• ‘Self-Care – a real choice’ (Department of Health, 2005b).
• ‘Our Health, Our Care, Our Say’ (Department of Health, 2006a).

Additionally, a focus on self-care has also been encouraged by the Scottish healthcare system with 
the publication of:

• The ‘Partnership for Care’ (Scottish Executive, 2003).
• The ‘National Framework for Service Change in Scotland’ (Scottish Executive, 2005a).
• The ‘Delivering for Health’ (Scottish Executive, 2005b).

These reports appear to have acknowledged the changing focus of chronic disease management and 
service provision within the NHS. More, political support for self-care may also have been influenced by:

• The recent moves towards the greater patient and public involvement in healthcare (Hubbard et 
al., 2005).

• The growing evidence base on involving patients in decision-making related to their care (Degner 
et al., 1997; Beaver et al., 1999; Davison et al., 1999, 2004).

Such calls reinforce support for a move away from the existing top-down model of care to a culture 
where patients’ subjective experiences are considered an essential contribution to understanding the 
experience of illness.

Overall, definitions of self-care are wide-ranging as they refer to individual responsibilities for healthy 
lifestyle behaviors required for human development, functioning and coping with health conditions. Self-
care suggests that individuals use their attributes to improve poor health (Akinsola, 2001) and includes 
the actions individuals and carers take to maintain their health and meet social and psychological needs. 
Positive self-care behaviors include:

• Lifestyle
• Symptoms
• Therapy

Self-management refers to strategies, skills and methods by which individuals effectively direct their 
activities toward the achievement of their objectives. In computer science, it refers to the process by 
which pre-programmed computer systems will manage their operation without human intervention. It 
is understood both as an educative process and an outcome. As an educative process, self-management 
programs include the participation in education, and the preparation of individuals to manage their 
health conditions.

In health care, self-management refers to the individual’s ability to manage:

• Symptoms
• Treatment
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• Physical and psychosocial consequences
• Lifestyle changes

It is also linked with models of coping with adversity through self-help, self-reliance, and family 
and community reliance (Newbould et al., 2006). The emergence and development of self-management 
programs can be attributed to:

• The interest of policy-makers.
• The increasing numbers of people seeking to control their approaches to living with illness.
• The increase in awareness of the need to address chronic illnesses.
• The belief that promoting self-management has the potential to help individuals enhance their 

quality of life.
• The process of demographic and epidemiological transition.
• The emergence of new attitudes towards healthcare delivery.

From a technology standpoint, self-management tools can be categorized into four pillars regarding 
their use (Sutton & Vatavuk, 2014):

• Subordinate (they do not include much involvement from the patient).
• Structured (allow for self-management in a defined way).
• Collaborative (enable better collaboration between the patient and provider).
• Autonomous (do not require the regular involvement of a healthcare provider).

Although ‘self-management’ and ‘self-care’ are often used interchangeably, a distinction between 
the two concepts can be made. Both can be considered in terms of a continuum, with self-care at one 
end as ‘normal activity’, and self-management an extension of this. It is defined as managing ‘ailments’ 
either with or without the assistance of a health care professional. Likewise, self-management support 
is the help health care professionals give to patients with chronic disease in order to stimulate everyday 
decisions that ameliorate health-related behaviors and clinical outcomes. Self-management support, 
an important component of person-centered care (de Iongh et al., 2015), may be thought in two ways:

• A portfolio of techniques and tools that assist patients choose healthy behaviors.
• A radical change of the patient-caregiver interrelationship into a synergetic partnership.

The intention of self-management support is to assist patients to become informed about their con-
ditions and take an active role in their treatment. The concept of self-management support has evolved 
to encompass a wide variety of interventions with different intentions. It is largely a result of various 
disciplines having contributed to its evolution. There is an important distinction to make between ‘self-
management’ and ‘self-management support’. The former takes account of the fact that individuals are 
self-managing (to a greater or lesser extent) all the time in their daily lives. Self-management, therefore, 
refers to the behaviors that individuals engage in outside of the health care framework. Self-management 
support refers to individuals’ support for their self-management goals and activities by health care pro-
fessionals.
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Self-management support emanated from a social model of health and disability. The voluntary sec-
tor and service user groups were influential in the development of lay-led programs of support. Early 
models of self-management support were grounded in educational approaches. However, psychological 
influences became more prominent, especially from the late 1990s onwards, with the realization that 
behavioral change is not predicted by improvements in knowledge alone.

Mobile health became functional in biomedical engineering and started with looking at wireless 
and sensor technologies that could be incorporated to monitor people’s health at a distance. M-Health 
implementation came out in developing countries out of access necessity. Mobile phones have been 
around for years, but it was not until 1976 that mobile phones first appeared in Japan. However, much 
work happened predominantly in the early millennium when M-Health started to develop mobile health 
applications for cell phones. The early days there were things like remote cardiac monitors that evolved 
to look at diabetes monitoring and other types of sensor technologies. The early programs provided 
support tools for supply chain management while mobile communications gave access to areas that 
people never had using fixed line telephones. More recent, M-Health evolvement provided access to 
emergency medical transportation services, facilitated patient-doctor encounter, and there was a move-
ment to personal digital assistants use.

There is no standardized definition of M-Health. In most cases, mobile health or M-Health is defined 
as ‘medical and public health practice supported by mobile devices, such as mobile phones, patient 
monitoring devices, personal digital assistants (PDAs), and other wireless devices’. It involves:

• The use and capitalization on a mobile phone’s core utility of voice and short messaging service.
• More complex functionalities and applications including general packet radio service (GPRS), 

third and fourth-generation mobile telecommunications (3G and 4G systems), global positioning 
system (GPS), and Bluetooth technology.

M-Health is increasingly being used in the healthcare field since its use is becoming a cost-effective 
method of identifying and monitoring health issues. It also provides health professionals with:

• Access to patient data.
• Access to various information sources.

Individuals can use M-Health to obtain resource materials on health issues, and patients can self-
monitor and transmit information to their health care provider.

While the timely emergence of M-Health will not resolve the myriad problems, it offers unique 
opportunities to increase efficiency and improve the quality and access to care. Moreover, with rapid 
consumer adoption of smartphones, physicians can now perform two-way video conferencing. Patients 
and physicians have access to medical records and vital signs. Wireless technology will also allow physi-
cians to serve more patients despite geographical limitations.

On current trends, M-Health embraces medical and public health practice sustained by mobile phones, 
patient monitoring devices, personal digital assistants (PDAs), and tablet PCs. The spread of 3G and 
4G networks has boosted the use of mobile applications offering healthcare services. 4G is a mobile 
network, IP-based, providing connection via the best network using seamless roaming and independent 
radio access technologies. In 4G mobile systems, different access technologies are combined in the best 
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possible way for different communication environments and service requirements. They promise much 
larger data rates supporting full mobility while enabling wireless connection and access to multimedia 
services with high-quality voice and high-definition video. In addition, the availability of satellite navi-
gation technologies in mobile devices supports safety and autonomy of patients. Through sensors and 
mobile applications, M-Health permits the accumulation of extensive medical, physiological, lifestyle, 
daily activity and environmental data.

Consequently, M-Health serves evidence-driven care practice and research activities while expedit-
ing patients’ access to health information and accommodating lifestyle and wellbeing applications, 
counseling systems, health information and medication reminders. However, beyond clinical connectiv-
ity, M-Health is a field that came to light holding the promise of quality improvement, cost reduction, 
wholesale gains in population health, access to care and better allocation of health-delivery resources. 
With M-Health, healthcare professionals can continuously monitor and manage health conditions. As 
a result, M-Health becomes embedded into a number of care delivery strategies, including the medical 
home, a health information exchange, the care team and patient-centric healthcare.

In its fullest flowering, M-Health it is expected to address the most intractable problems of healthcare 
quality and cost, chronic disease management, public health, wellness, and prevention. However, the 
impact of M-Health is just beginning to be felt as it results in more personalized medication and treat-
ment and contributes to the empowerment of patients.

THE NEXUS OF M-HEALTH AND SELF-CARE

Patient-centered care is more than a method of communication. It focuses on patients’ preferences, 
experienced needs and values in decisions about care and treatment. It has a broadened perspective of 
illness, in which patients’ experiences and control are prominent. It also focuses on interactions, striving 
for an alliance between patients and professionals working together and having common grounds and 
goals (Epstein et al., 2005; Glasgow et al., 2008; Mead et al., 2000; Michie et al., 2003; Stewart et al., 
2000; Swedish Agency for Health and Care Services Analysis, 2012). Howie et al. (2004) reported that 
patient-centeredness is based on the patients’ concerns, putting emphasis on giving the patients time to 
express these concerns.

Patient-centeredness pertains to patient empowerment which is grounded in equality and respect. 
As a result, It features self-determining agents with some control over their health and health care and 
conceptualizes personal control and self-efficacy. For patient empowerment, it is important that pa-
tients have knowledge and skills to define and achieve their goals (Funnell et al., 2003; Nyatanga et al., 
2002). It is furthermore important that care be planned and performed from this perspective (Ekman et 
al. 2011; Funnell & Anderson, 2003). In this context, the features of patient empowerment are mapped 
into agenda, goal setting and its follow up regarding self-management support.

Ovearll, patient-centeredness involves patients in decisions as well as in their health and health care. 
Involving patients in decisions relates to the concept of shared decision making while involving patients 
in their health and health care implies the concepts of self-management support and care and support 
planning.

Concurrently, the concept of self-management support has evolved to encompass a wide variety of 
interventions with different intentions that is the result of various disciplines having contributed to its 
evolution. Moreover, a multitude of approaches have been tested to support self-management. These 
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range from more passive information sharing approaches at one end of the spectrum to more active 
behavioral change interventions at the other. Another way to conceptualize self-management support 
is to divide interventions into those that focus on building knowledge and technical skills versus those 
that aim to develop self-efficacy.

The most promising way of supporting self-management involves a person empowerment and activa-
tion. There is also strong evidence suggesting that improved self-efficacy is associated with better clinical 
outcomes (Hibbard & Mahoney, 2010; Remmers et al., 2009; Cunningham, Lockwood & Cunningham, 
1991). These approaches include:

• Motivational interviewing by telephone or in person.
• Group or individual education programs with an active component.
• Coaching with proactive goal setting and follow up.
• Programs based on psychological and emotional support that acknowledge people’s stage of 

change.

Individual and group education sessions are the most commonly evaluated interventions of this type 
though there is also an increasing focus on telephone coaching by nurses.

In this context, the Patient Activation Measure (PAM), a tool for measuring the level of patient engage-
ment, was designed to assess an individual’s knowledge, skill and confidence for self-management. It 
was developed as a 22 item scale, resulting in a 13 item short form, which asks people about their beliefs, 
knowledge and confidence for engaging in a broad range of health behaviors. It suggested four stages 
of activation that patients go through on their way to becoming fully activated in managing their health:

• Knowledge.
• Skills.
• Confidence.
• Behavior.

However, it is difficult to categorize approaches in self-management support because there is a wide 
variation. Historically, approaches built on patient compliance have been frequently used in health care. 
The approach emphasizes that health care professionals define the problems and give advice about 
solutions (Funnell et al., 2000). On the other hand, the patients are expected to follow the advice and 
instructions (Lutfey et al., 1999). Patients that do not follow the advice have frequently been labeled 
as non-compliant (Lutfey et al., 1999). Non-compliance, though, is invalid and not useful construct for 
understanding the behavior of patients. The patient is viewed as the source of the problem when adapt-
ing to a compliance approach. In addition, the solution is that the patient must change and follow the 
recommendations for lifestyle changes (Anderson & Funnell, 2000). Because of the criticism of the 
concept of compliance, alternative terms have been developed. The term adherence has a larger focus 
on the provider–patient relationship and the patient’s involvement in care. Therefore, adherence has 
been seen as a more patient-centered concept than compliance (Vlasnik et al., 2005). Differently, other 
researchers state that adherence represents a broader interpretation and understanding of factors that 
affect a person’s ability to follow treatment recommendations.

Anyhow, providing information about people’s condition and how to manage it is an important 
component of supporting self-management and patient-centered care. Information can be provided us-
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ing leaflets, websites, email, text messages, electronic forums, by telephone and in person individually 
or in groups. A great deal has been written about different ways to provide information to people with 
health conditions. There is some evidence that written motivational leaflets or letters can help people 
feel more confident to raise their concerns and discuss their symptoms (Glasgow et al., 2003). There is 
sparse evidence that such methods improve self-management behavior or clinical outcomes. Other re-
views suggest that printed materials can enhance knowledge (Dally et al., 2002: van Boeijen et al., 2005; 
Roberts et al., 2010) but may not impact behavior when used alone (Morisson, 2001: Gibson et al., 2004).

On the other hand, findings are mixed. Some trials suggest that postal educational materials are as 
effective for improving symptoms and self-efficacy as group education sessions (Lorig et al., 2004). 
There is also evidence that combining written information with lectures or other educational activities 
can be more effective than written information alone (Forster et al., 2004; Seals & Keith, 1997).

It is worth considering the characteristics of the most effective written information tools. There is some 
evidence that targeting and personalizing written information is more effective than standardized printed 
materials (Kennedy et al., 2003; Lafata et al., 2002; Sethares & Elliott, 2004; Enwald & Huotari, 2010).

Self-management support can also be delivered using audiovisual technology, computers and the mass 
media (Oermann, Webb & Ashare, 2003; Grilli, Ramsay & Minozzi, 2004; Buchbinder, 2008; Williams 
et al., 2010). Moreover, there is evidence that providing structured education programs by video/DVD, 
audio or computer may be as effective as in person education groups (Cordina, McElnay & Hughes, 
2001; Samoocha et al., 2010).

Other novel approaches have also been tried. A number of computer-based peer to peer communities 
and electronic groups have been set up to support self-management. Some descriptive studies suggest 
that computer chat rooms, coaching, and other online forums can provide a good motivator for self-care 
(Hoffman-Goetz & Donelle, 2007; Barrera et al., 2002; Stinson et al., 2010). However, the effect on 
clinical outcomes is uncertain. Another novel approach is using text messages or pager messages as 
reminders and support mechanisms (Simoni et al., 2009; Faridi et al., 2008).

Systematic reviews and randomized trials have found that when used alone, information provision can 
improve some health behaviors. However, when used as part of a broader support initiative, information 
provision has been found to be useful. Especially if it is targeted or personalized to account for people’s 
individual needs (Kennedy et al., 2003).

Decision support tools support self-management and encourage service users and carers to (Maly et 
al., 1996; Laffel et al., 2003):

• Take more responsibility for their care.
• Assist self-control in the long term conditions.
• Encourage adoption of care protocols.
• Have an impact on quality of life.

However, reviews about written decision aids suggest that such aids affect attitudes and knowledge 
rather than behavior.

A number of strategies have been experimented to increase people’s involvement in healthcare pro-
cesses and decision making as a way of facilitating self-management. Sometimes people are given their 
medical records to keep and bring to each consultation, which is known as patient held records. However, 
a number of reviews and trials suggest that patient held records have limited effects on self-management.

 EBSCOhost - printed on 2/10/2023 8:50 PM via . All use subject to https://www.ebsco.com/terms-of-use



245

The Nexus of M-Health and Self-Care
 

There is also interest in making records available electronically for service users (Ball, Smith & Baka-
lar, 2007; Winkelman, Leonard & Rossos, 2005; Currell & Urquhart, 2004). A randomized trial in the 
US provided patient records online to people with heart failure. Aster one year, those who had access to 
their records online were more likely to adhere to treatment, but there were no differences in self-efficacy 
or satisfaction with care (Ross et al., 2004). That implies that the patient held records might have some 
impact on self-management strategies, but it is unequivocal. The evidence is excessively diversified to 
suggest that the patient held records were a useful enabler for self-management.

Studies have also attempted to explore why action plans and agenda setting seem to work well, but 
few firm conclusions are possible. Plans and agenda setting appear to be better when care plans are 
provided and supported in primary care compared to secondary care. This approach may be better as a 
‘preventive’ measure rather for those with the most severe disease, or for those who are hospitalized for 
the first time (Osman et al., 2002).

Self-monitoring involves service users monitoring their symptoms in order to track their progress, 
modify their behavior and judge when to seek help (Bradley & Blenkinsopp, 1996). Self-monitoring is 
osten linked with electronic monitoring devices, but this term can also refer to written management plans 
and systems to help patient’s self-refer to health services (Coster et al., 2000). Randomized trials suggest 
that electronic self-monitoring may have some clinical benefits (Mailloux et al., 1996; Siebenhofer et al., 
2008; Menendez-Jandula et al., 2005). However, there are some conflicting findings (Coster et al., 2000).

Finally, schemes that use telecommunications systems such as the internet or telephone lines to 
transfer or record monitoring information are osten referred to as ‘telemonitoring’. Telemonitoring 
is not always strictly ‘self-monitoring’ as it may involve interaction between service users and health 
professionals (Biermann, Dietrich & Standl, 2000; Kruger et al., 2003). However, it is another way to 
support self-management although there is mixed evidence about the value of telemonitoring (de Lu-
signan et al., 2001). Notwithstanding, it is well received by patients and providers (De Clercq, Hasman 
& Wolffenbuttel, 2003; Cho et al., 2006).

To summarize, the evidence suggests that not all mechanisms to support self-management have equal 
outcomes. While information provision and building technical skills are necessary, this is just one aspect 
of self-management support. Approaches have been found to have more sustainable impact on behavior, 
clinical outcomes and healthcare resource use when:

• People’s motivations and needs are recognized.
• The stage of change is taken into account.
• People are emotionally and psychologically supported.

Conclusively, the concepts of mobile health, self-management support, and self-care could be ap-
parently thought on a continuum with one pole representing mobile health and the other representing 
self-care. In this context, self-management support is the nexus of mobile health and self-care.

ISSUES, CONTROVERSIES, PROBLEMS

While self-care and self-management concepts have been discussed in detail in the literature, the dif-
ferences between and relationships among the concepts are not apparent. Richard and Shea (2011), 
argue that self-care involves ‘the ability to care for oneself and the performance of activities necessary 
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to achieve, maintain, or promote optimal health’. It may also be viewed as a continuum ranging from 
complete independence to complete reliance on medical care (Wilkinson and Whitehead, 2009).

Self-management is the ability of the individual to manage symptoms, treatments, lifestyle changes 
and psychosocial, cultural, and spiritual consequences of chronic diseases in conjunction with family, 
community and healthcare professionals (Wilkinson and Whitehead, 2009), an ability and process that 
individuals use in conscious attempts to gain control of his or her disease, rather than being controlled 
by it (Thorne et al., 2003).

On the other hand, there is a consensus among scholars that the term self-management, which is 
different from disease-management, can apply to health promotion activities as well as to those related 
to acute or chronic illness (Wagner et al., 2002; Lorig and Holman, 2003; Jerant et al., 2005; Wilde and 
Garvin, 2007).

Moreover, there are a number of barriers to self-management, and self-management support. The 
Macmillan self-management study (Fenlon & Foster, 2009) identified the following number of obstacles 
to self-management:

• Lack of, or limited, support and help from health care professionals.
• Lack of information.
• Conflicting advice.
• Lack of financial information.
• Limited access to others’ experiences.
• Emotional barriers.
• Lacking focus.

It also identified specific factors that affect the engagement in self-management support. Specifi-
cally, self-management programs are more available to those who are well educated. Finally, information 
sources are also better utilized by those who are better educated.

SOLUTIONS AND RECOMMENDATIONS

The results from previous studies show that three strategies are used to achieve self-care objectives 
(Burney, Nadeem, Zain, 2010). The first strategy is the maintenance of health which is intended to avoid 
numerous afflictions such as early death, accident-related handicaps, psychological illnesses, behavioral 
problems and heart discomforts. The second important mobile-related, self-care strategy deals with 
chronic illnesses which form the primary challenge of the health system. The third strategy for self-care 
achievement is the application of mobile health for acute illnesses. Moreover, mobile health services for 
self-care have to be performed based on the following factors:

• The provision of quick replies to medical care users.
• The provision of medical consultations and communications.
• The development of a robust infrastructure.
• The applications of health services in three different areas of self-care.
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The use of mobile technology has the potential to improve self-management. Providing access to 
health information refers to a patient, caregiver, or provider being able to obtain patient-specific health 
information through a mobile device. This sharing of information may take place with:

• A personal health record.
• A social network.

Alternatively, in the form of sending/collecting physiological and other health data.
Personal Health Records refer to a group of technologies that help patients track their health care 

services, access health records and manage their health information. The patient controls the Personal 
Health Record and chooses whether to share the health information with family members, caregivers, 
and providers. Personal Health Records enable patients to store and share historical information about 
their diagnoses, medications, and hospitalizations.

Current applications of Personal Health Records tend to target essential functions such as:

• Storage of a patient’s medical history.
• Access to vital health records.
• Support for diet changes and wellness activities.
• Assistance with medication management.
• Secure forum for patient-clinician communication.

Social networking and care coordination technologies support seniors and their care providers. These 
social networks utilize a variety of means to facilitate communication between patients including discus-
sion groups, chat, messaging, email, video, and file-sharing. While currently more often web-based, these 
social networking and care coordination programs are becoming ever more accessible on mobile devices.

Online social networking emerged as a way to connect peers independent of geography. Currently 
available M-Health social networking and care coordination technologies include Kaiser Permanente 
Texting using MobileStorm, mPro Appointment Reminders and Patient Diary Cards, Smile Reminder, 
Tyze, and Kinnexxus.

Moreover, a high percentage of older adults are challenged by:

• Chronic illnesses.
• Improper medication use.
• Falls and injuries.
• Frailty.
• Limited access to their personal health information.

Chronic disease and medication management, safety monitoring, and improved access to personal 
health information provide significant opportunities for the application of M-Health technologies. The 
primary goals of fall detection technologies distinguish falls from daily activities and then contact au-
thorities who can quickly assist the individual. In this context, fall detection M-Health systems can be 
active, passive or a combination. Active systems are devices that users must activate to obtain assistance, 
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most commonly by pushing a button. Passive systems contain the use of sensors to monitor movement 
continuously and utilize specific algorithms and alert systems to inform of potential falls. Some passive 
systems provide a backup system where users can activate the device for assistance. A range of passive fall 
detection devices are based around an M-Health platform and make use of a variety of sensors, including:

• Motion and pressure sensors.
• Accelerometers.
• Gyroscopes.

Finally, algorithms are utilized to set thresholds for alert notification tailored to each older adult by 
monitoring patterns of movement and behavior.

Location tracking technologies enable locating older adults. The majority of these techniques involve 
the older adult carrying the location tracking device or mobile enabled tracking device, like a cell phone. 
These technologies vary in range and accuracy of location due to selected tracking techniques, signal 
activation methods, and technology support systems.

Currently, there are different types of tracking methods. GPS technology location systems utilize 
satellites to locate individuals, but they are limited in their coverage, as signals are often lost in areas 
of high-density. Some location tracking technologies require remote activation while others provide 
an automatic stream of the user’s location. Location information can also be available to providers and 
family caregivers or third party vendors and/or the authorities. Some location tracking devices require 
activation through the supplier, who then provides law enforcement personnel with location information 
of the older adult. Other tools provide algorithms with set alerts to notify providers, neighbors, family, 
and friends when the older adults leave a particular area. Finally, integration of multiple tracking tech-
niques with mobile phones and other devices is becoming commonplace. As tracking techniques have 
resolution or accessibility limitations in particular fields, hardware platforms and network infrastructures 
that utilize multiple methods may make attractive options for location tracking.

The availability of such M-Health technology interventions for wellness is rapidly growing. Cur-
rently, available mobile health wellness technology interventions are categorized according to three 
primary wellness functions, fitness, nutrition, and quality of life. Furthermore, the number of M-Health 
interventions for medication adherence has been rapidly expanding in both variety and sophistication. 
These technologies can assist:

• Proper medication information.
• Patient education.
• Medication organization.
• Dispensing, dose reminders.
• Notification when doses are missed.

The primary functions that M-Health technologies can provide in the medication administration 
continuum are fill, remind, dispense, and report. M-Health technology interventions for these features 
can include:

• SMS medication reminders.
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• SMS, email, and phone calls to healthcare professionals when a dose is missed.
• Mobile pill dispensers as a connector to cell phones or standalone devices.
• A smartphone application providing medication instructions.

The pill phone, which was developed by Verizon in 2008, is a cell phone software system that has 
fill, remind, and report functionality. The software can be used on particular cell phones and operates on 
basic cell phone models or smartphones. Reminders can be created around what drugs to take at what 
times. Older adults can reply to the alert saying they took the medication, skipped it, or may ‘snooze’ 
the alert to receive it at a later time.

In the same context, a number of diagnostic/monitoring devices can provide alert notifications to 
patients and caregivers via email, text, or a phone call. The systems will lock away the dispensed medica-
tion and alert up to four caregivers that a dose was missed. Dispensing and alert history is daily uploaded 
to a web support system allowing caregiver and clinician review.

FUTURE RESEARCH DIRECTIONS

The contemporary culture perceives healthcare as an entitlement while the goal of self-management 
technologies is to have patients collaborate with the healthcare providers. As a result, quality care 
becomes synonymous with convenient care, and education for self-management will begin as early as 
school age. Healthcare will not be aimed at certain illnesses, but at the care plan of the patient. In this 
context, the contemporary way of managing patients will quickly be obsolete as intelligent software 
steps in. Paper documentation will become uncommon, and mobile technology will become ubiquitous. 
Medical records will become profoundly detailed and personalized, as the acquisition of data becomes 
streamlined. Moreover, as medical records increase in number and reliability, datasets and analytics will 
start to play a role in diagnoses. Moreover, sensors will display their potential through mobile devices. 
They will be embedded in ubiquitous items and transform data collection and real-time analysis feedback 
into the new, normal industry standards. The integration of mobile devices into the lives of ordinary 
people through wearable technology will be a useful platform through which maximum impact can be 
achieved. Progressive methods of disease management will be continuously updated with the information 
provided by cloud data. It is obvious that mobile devices will operate on touchscreen platforms while 
innovations in human-computer interaction will drive the usefulness of M-Health.

Overall, M-Health has the potential:

• To improve the quality of care through self-management support.
• To reduce the strain on resources and healthcare workers.
• To redefine the roles of physicians, nurses, pharmacies, clinical research.
• To shift the point of care.

However, the continuum of mobile health, self-management support, and self-care as well as the 
self-management support as the nexus of mobile health and self-care should be thoroughly examined.
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CONCLUSION

Despite the abundance of health apps, empirical evidence for their contribution to health management 
is limited (Anderson & Emmerton, 2016). However, the concepts of mobile health, self-management 
support, and self-care could be theoretically thought on a continuum with one pole representing mobile 
health and the other self-care. In this framework, self-management support is the nexus of mobile health 
and self-care.

In light of this, the increasing recognition of consumers’ role in self-care, the engagement with technol-
ogy and investment in mobile health apps will lead to the development, endorsement and appropriate use 
of quality, evidence-based health apps. The result will be a holistic, integrated approach which will cater 
for stakeholders with different literacy and demographic characteristics (Anderson & Emmerton, 2016).
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KEY TERMS AND DEFINITIONS

M-Health: It describes the use of a broad range of telecommunication and multimedia technologies 
within wireless care delivery design and can be broadly defined as the delivery of healthcare services 
via mobile communication devices.

Patient Activation: It is the individual’s knowledge, skill, and confidence for managing his health 
and healthcare.

Patient Empowerment: It features self-determining agents with some control over their health and 
health care and conceptualizes personal control and self-efficacy.
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Patient-Centered Care: It is more than a method of communication which focuses on patients’ 
preferences, experienced needs and values in decisions about care and treatment.

Self-Care: It emerged from the concept of health promotion in the 1970s and describes what people 
do for themselves to establish and maintain their health and prevent and deal with illness.

Self-Management: The taking of responsibility for one’s behavior and wellbeing.
Self-Management Support: It is the assistance given to patients in order to encourage daily deci-

sions that improve health-related behaviors and clinical outcomes.
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