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satisfies the security requirements must be confirmed. To realize secure design,
the authors propose an application to design software systems with verification
of security patterns using model testing. The method provides extended security
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auction process so that we are able to ensure the reliability of submitted bid price and
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kind of activities that are performed, and secure design may be the most important
training need.
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Preface

Security in architecture and design of modern software system development is
driven by two main paradigm shifts, i.e. the transition from functionality-centric to
data-centric systems as well as the transition from closed to open systems.

FROM FUNCTIONALITY-CENTRIC TO
DATA-CENTRIC SYSTEMS

The world of information technology is evolving towards a kind of software-intensive
systems that, more and more extensively, integrate, aggregate and analyze large
amounts of data coming from a number of diverse data sources. In this respect, we
often hear the adage that “data is the new oil of digital economy”. However, this
metaphor is quite imprecise. Data sources are easy to obtain on the Internet, e.g.,
by accessing social media platforms. Hence, differently from crude oil, “drilling”
for data is quite inexpensive. Consequently, there is a reduced economic barrier to
entry for companies and institutions that want to enter the market of data-intensive
software systems.

The rapid growth of such systems is generating a paradigm shift in the field
of software development. Traditionally, software systems have been dealing, to a
large extent, with the digitalization and automation of human activities. In such
systems, the added value consisted primarily of the functionality provided to the
users (consulting amedical record, preparing invoices for customers, sending emails,
and so on) and to the software qualities attached to such functionality, like usability,
performance, and security.

Modern systems collect raw data from the users and their personal devices
(like health trackers), raw data from the environment and its smart objects (smart
thermostats, home automation devices), as well as higher-level data coming from
information providers like social platforms, open-data sites (e.g., OpenStreetMap),
and other silos of information. Also different types of data like image, sound or
textual data have to be taken into account. Beyond functionality, the success (and
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added value) of such systems is tied to the availability of the information that is
processed as well as its quality. Functionality is often centred around the analysis of
data to extract useful information (e.g. make user-specific recommendations, adapt
to user habits to make an application more ergonomic, etc.).

In a nutshell, we are moving from traditional software engineering, which is
functionality- and software-centric, towards modern software and data engineering,
which is data-centric and where the functionality is driven by the availability of data.
The success of data-driven functionality (e.g., business intelligence) is therefore
measured as the accuracy and trust of the extracted information in terms of its
correspondence to reality and ultimately of the veracity of the conclusions drawn
from the data analysis process.

FROM CLOSED TO OPEN SYSTEMS

The second aspect of the paradigm shift pertains to the increased openness of
modern systems. In the last decade, the major computer science trends of Internet
of Things (referring to the objects of the physical world gaining connectivity and
intelligence), System of Systems (referring to several systems collaborating and
producing emergent behavior) and Big Data (referring to the ability of storing and
analyzing large volumes of data) have led to the development of both research and
technology in the area of connectivity, storage and computation. These achievements
acted as enablers for the development of systems that are characterized by an ultra-
wide scale (w.r.t. size and complexity) and openness (e.g., multi-party integration,
loosely coupled collaboration, and so on). While ultra-wide scale poses a number of
key challenges for both software engineering (think of reliability and performance,
for instance) as well as security (think of access control, for instance), openness is
the major conundrum.

In fact, the boundary of a modern system is more and more going to resemble a
faint line that expands and contracts continuously, with no clear-cut divide between
the inside and the outside of a system. In a word, the architects and developers of a
system are not in control of all the “moving parts”, but, rather, they heavily rely on
external dependencies (e.g., external data sources, 3rd-party micro-services, etc.).

THE CHALLENGES

The trends and paradigm shifts mentioned above pose direct challenges to the way
we think about software security, in general, and secure design, in particular. The
main challenges we identified are:

XV
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e  Security requirements and secure design need to address both functionality
and data like text or image data, jointly;

e  Secure design principles need to be reconsidered, in light of open systems
and systems-of-systems;

e  Secure design should address fast-paced change in systems, be compatible
with respective agile and continuous processes and support the involved
stakeholders;

e  Securedesignrequires new risk-based quality assurance and testing approaches
that are able to cope with complexity due to openness and data-centricity;

e  Secure design for large systems should employ Al and automation to a greater
extent.

Traditionally, there has been a divide between secure software engineering and
secure system engineering. Secure system engineering has been concerned with
securing the data and the communication channels (e.g., by means of encryption
protocols), while secure software engineering has been concerned with avoiding
design and coding flaws in the system functionality. In the era of data-centric systems,
these two perspectives have to come together as one.

The increased openness of modern systems represents a challenge for traditional
secure software engineering practices. Several secure design tactics (like using a
single access point, or reducing the attack surface) rely on the assumption that a
clear line could be identified to demark the inside and the outside of the system.
Possibly, such principles need to be re-thought and adapted to cope with highly
interconnected software systems.

Another consequence of such openness is change. The elements integrated into
a system are subject to continuous change. Modern systems need to be able to adapt
rapidly in order to be opportunistic and exploit new sources of data as they become
available, as this could grant a competitive advantage. Therefore, modern systems
have to put up an increased ability to adapt to the changing operating conditions,
end-user needs and requirements. Most secure design techniques rely on a stable
set of security assumptions, which is not realistic anymore.

The increased complexity and ultra-wide scale of modern systems represent a
challenge for security experts. Many of the security-related activities performed
during the architectural design of systems are based on human-intensive and expert-
based activities. For instance, threat analysis and design reviews are not automated.
However, it is increasingly difficult for secure designers to grasp how all the system
parts work together and what security assumptions could be safely made about the
deployment environment. In this respect, there is a need for smarter tools that can
support software designers and security experts in their activities. Such tools should
incorporate the development of Al in order to become adaptive to the changing
needs of security experts.

XVi
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Preface

ORGANIZATION OF THE BOOK

The chapters in this book attempt to provide an answer to some of the challenges
discussed above. The book is organized into twelve chapters. A brief description
of each of the chapters follows:

Chapter 1 presents the fundamentals of threat modeling and their application
in modern software development with a focus on issues in agile and continuous
software development and how to overcome them.

Chapter 2 presents a quantitative security assurance framework for security
requirements and vulnerabilities as well as its assurance evaluation process.

Chapter 3 clarifies the requirements for software security assurance by using
an evaluation framework to analyze the compatibility of established agile security
development methods.

Chapter4 presents an evaluation of a test-driven security risk assessment approach
to assess how useful testing is for validating and correcting security risk models.

Chapter 5 presents an approach to use the B method to formally, and incrementally,
design and evaluate the security of systems using role-based access control policies.

Chapter 6 presents an approach to design secure software based on requirements
and design level patterns that are used for model testing.

Chapter 7 describes the design and implementation of a state and high-performance
online auction system based on cloud technology.

Chapter 8 discusses how to apply blockchain technology to a cloud-based online
auction system.

Chapter 9 provides an overview of recent robust image watermarking methods
to support the design of systems architectures using that technology.

Chapter 10 presents an improved image encryption algorithm based on digital
watermarking to support the design of respective systems.

Chapter 11 presents an evidence-based survey instrument that can be used
to investigate software security usage, competence, and training needs in agile
organizations to support secure design and respective training needs.

Chapter 12 presents challenges of combining security engineering with agile
development and derives security enhancements for Scrum to improve secure design
and development in that context.

Michael Felderer
University of Innsbruck, Austria

Riccardo Scandariato
Chalmers University of Technology, Sweden & University of Gothenburg, Sweden
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Threat Modeling in Agile
Software Development
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ABSTRACT

Threat modeling is a way to get an overview of possible attacks against your systems.
The advantages of threat modeling include tackling security problems early, improved
risk assessments, and more effective security testing. There will always be limited
resources available for security, and threat modeling will allow you to focus on the
most important areas first. There is no one single “correct” way of doing threat
modeling, and “agile” is no excuse for not doing it. This chapter describes the
authors’ experienceswith doing threat modeling with agile development organizations,
outlining challenges to be faced and pitfalls to be avoided.
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1. INTRODUCTION

Threat modeling has been identified as one of the most important activities in the
Security Development Lifecycle (SDL) (Howard & Lipner, 2006). According to
Jeffries (Jeffries, 2012), Microsoft SDL author Michael Howard states: “If you're
only going to do one activity from the SDL, it should be threat modeling”. The main
idea behind threat modeling is to think like an attacker. A well-defined threat model
helps to identify threats to the different assets of a system by utilizing well-grounded
assumptions on the capabilities of any attacker interested in attacking such a system. It
enables the teams to identify critical areas of design, which need to be protected. Over
time, various threat modeling approaches and methodologies have been developed,
and are being used in the process of designing secure applications (Cruzes, Jaatun,
Bernsmed, & Tgndel, 2018). The approaches vary from conceptual frameworks to
practical methodologies. To speed up software delivery, many organizations have
adopted an agile software development approach, in which development teams
produce code in shorter iterations with frequent feedback loops. In agile software
development, however, threat modeling is not widespread, and the practitioners have
few sources of recommendations on how to proceed to adopt the practice in their
process. In addition, in agile software development, it is often challenging in itself
to adopt security practices, either because security practices are not prioritized, or
because the practitioners are not able to see the relevance and importance of the
activities to the improvement of the security in the project (Cruzes et al., 2018).
Studies in software security usually focus on software security activities in general,
and there are few empirical studies focusing on specific practices in agile software
development. The threat modeling activity is particularly important in software
security, since many security vulnerabilities are caused due to architectural design
flaws (McGraw, 2004). Furthermore, fixing such vulnerabilities after implementation
may be very costly, requiring workarounds which sometimes increase the attack
surface. A well-defined threat model helps to identify threats to different assets
of a system by utilizing well-grounded assumptions on the capabilities of any
attacker interested in exploiting such a system. It also enables the development
teams to identify critical areas of the design which need to be protected, as well as
mitigation strategies. However, threat modeling can also be challenging to perform
for developers, and even more so in agile software development.

This chapter is based on results from the ongoing SoS-Agile - Science of Security
for Agile Software Development research project (https://www.sintef.no/en/digital/
sos-agile/) which investigates how to meaningfully integrate software security into
agile software development activities. The project started in October 2015 and will
end in October 2020, and involves many software development companies in Norway.
The method of choice for the project is Action Research, which is an appropriate
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research methodology for this investigation because of the combination of scientific
and practical objectives that aligns with the basic tenet of action research, which is
to merge theory and practice in a way such that real-world problems are solved by
theoretically informed actions in collaboration between researchers and practitioners
(Greenwood & Levin, 1998), (Davison, Martinsons, & Kock, 2004).

The remainder of this chapter is structured as follows: Section 2 outlines our
approach to threat modeling in broad strokes. In Section 3 we explore some particular
challenges associated with agile software development, which influence how we
think about threat modeling. Section 4 offers additional recommendations on how to
successfully perform threat modeling in agile software development. We conclude
in Section 5.

2. FUNDAMENTAL THREAT MODELING ACTIVITIES

Threat modeling is a wide concept that encompasses a broad range of techniques
that can be utilized to make a system more secure. Threat modeling usually employs
two types of models; one that represents the system that is to be built and another
one that represents the actual threats to the system (Shostack, 2014b). In the context
of software development, what is being built can be almost anything that will use
the developed software, for example a website, a mobile application or a distributed
system. The threats will then represent what can go wrong with the system, which
includes all the potential reasons why the software may not function as intended.
Depending on the scope of the analysis, one may choose to consider not only threats
that are due to malicious intervention, i.e., all the different types of attacks that may
occur, but also unintentional events, which are caused by legitimate users that make
mistakes. In some cases, random failures are also included as potential threats.

Our approach to threat modeling in agile software development organizations
consists of a visual representation of three main elements:

Assets that are essential or critical for the system,;

An overview over how assets are stored, processed or otherwise interact with

the system, which includes systems interfaces and potential attack surfaces;
° Threats to the system, which will affect one or more of the identified assets.

These elements can be found, to a greater or lesser extent, in many threat modeling
approaches (Dhillon, 2011). In the following we will briefly describe each in turn.
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2.1 Asset Identification

In the organizations where we have applied threat modeling, the first step has been
asset identification. An asset is something that needs to be protected within the
system. Usually, assets are the information or services that are vital for the business
operation and success, however, the concept of “assets” can also comprise other
parts of the system, such as hardware, network components, domains or even people.
Although Shostak (Shostack, 2014b) presents this step as optional, and Dhillon
(Dhillon, 2011) does not mention the concept explicitly at all, we always perform this
activity. In our experience, it creates awareness about security in the organization,
it helps the developers understand which components in their systems that need to
be protected, and it makes it easier to focus the discussion on relevant threats later
on during the threat modeling activities. Asset identification is also included as a
compulsory step in most of the existing standards for risk assessments, including
ISO/IEC 27005 (ISO, 2011). Even Dhillon (Dhillon, 2011) does this implicitly, e.g.,
by mentioning annotations of “processes that perform critical security functions”
and “encrypted or signed data flows and data stores”.

Asset identification, when performed at all, is often done from the top of one’s
head, with the results documented in a simple list. However, we have found it useful
to employ the explicit method formulated by Jaatun & Te¢ndel (Jaatun & Tgndel,
2008), which we have since evolved: Briefly, the developers, together with the most
important stakeholders in the project, participate in a semi-structured brainstorming
session, where the first step is to get all possible assets on the table. As a second
step, we then engage the participants in an interactive classification session where
we try to determine the assets’ relative importance or value (referring to Figure 1,
we don’t worry about the absolute value of “sprockets”, but we want to know if they
are worth more or less than “sockets”, etc.). Based on the developers’ knowledge
of the system, we finally try to determine the assets’ relative ease of exploitation,
and end up with a grid as exemplified in Figure 1.

In our experience, many agile teams seem to think that asset identification is
a waste of time; spending too much time on documenting something that is often
perceived to be obvious. However, we still believe this is a useful exercise that should
be performed at least once in each project. Even if the architecture changes, it is
unlikely that the assets change - and if there are fundamental changes in the system
that introduce new assets, that is a natural trigger for re-doing the asset analysis.

2.2 Data Flow Diagram

The second step in the threat modeling exercise is to get an overview over where
the identified assets are stored, processed or otherwise interact with the system. As
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Figure 1. Identification and classification of assets
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part of this step, it is also useful to define the interfaces of the system that is being
analyzed and to identify potential attack surfaces.

As a means to get an overview of the system to be analyzed, we recommend
making a Data Flow Diagram (DFD). A DFD is a graphical representation of the
most importantactors, processes, services, components and data stored in the system,
and it highlights how information flows between each of them. An example of a
DFD is shown in Figure 2, based on an OWASP threat modeling tutorial (Conklin,
2014). This example shows a simple university library system, with a web front end
for access by students and staff, a login process to authenticate users, and a database
system (which can be decomposed further). Users are represented by squares, and
processes by circles (complex processes that can be decomposed into more detailed
data flow diagrams are represented by double circles). Data flows are represented
by curved arrows, and data stores are represented by two parallel lines. Finally, trust
boundaries are indicated by dashed curved lines.

Drawing the DFD is usually perceived by the team to be worth it, but strictly
speaking it takes too long to draw. Participating in a session where the DFD is
created is good for newcomers; can be a good onboarding exercise giving new team
members a useful overview of the system. The agile culture of no documentation
is a detriment to gaining such an overview.
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Figure 2. Example data flow diagram (redrawn from example at http://owasp.org)
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The DFD is a very suitable backdrop for performing the next step in the threat
modeling exercise: threat identification and analysis.

2.3 Identification and Analysis of Threats

The last step in the threat modeling exercise is to identify and analyze all relevant
threats to the system. This can be done in several ways. Here we present the approach
that we have applied, using the STRIDE framework.

Back in the day, Microsoft employees Loren Kohnfelder and Praerit Garg created
the STRIDE mnemonic for typical attacks (Shostack, 2014b), based on the first
letter of each of the attack types:

e  Spoofing: An attacker can pretend to be another user, component or system.
Tampering: An attacker can modify data.
Repudiation: An attacker (or other actor) can deny having performed an
action or having sent a message if the system has insufficient mechanisms or
evidence.

o Information Disclosure: An attacker can get read access to protected data.

e  Denial of Service (DoS): An attacker can prevent legitimate users from using
the normal functionality of the system.

e Elevation of Privilege: An attacker uses illegitimate means to reach an
access level with other privileges than [s]he is supposed to have.
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STRIDE can be used toidentify threats by analyzing each of the interfaces defined
in the DFD, and assess whether any of the attack types are relevant and how they
could be executed. STRIDE can also be applied directly on the identified assets, to
see whether they are vulnerable to spoofing, tampering, repudiation, etc. attacks.

As stated by Adam Shostak, “STRIDE is a good framework, bad taxonomy”
(Shostack, 2014a). This implies that it would be dangerous to consider STRIDE an
exhaustive list of threats; there could be other threat types that are relevant for the
system. Privacy could be an example; even though some privacy breaks are simply
information disclosure, there are more subtle issues that may need to be addressed.
An obvious example is when personal data is used for other purposes than the users
have consented to. Such a threat will not be identified by the sole use of STRIDE.

To drill down on selected attacks, and explore the attacker’s goals and strategies,
an attack tree (Schneier, 1999) can be constructed. In this way we can detail all
the elements required in order to succeed with the attack, and also explore any
alternatives that are available to the attacker. This will also be a good starting point
for identifying security tests and possible countermeasures.

In the next section, we discuss the challenges we have experienced when applying
these threat modeling activities in agile software development projects.

3. CHALLENGES IN AGILE SOFTWARE
DEVELOPMENT PROJECTS

As shown by Camacho et al. (Camacho, Marczak, & Cruzes, 2016), adoption of
security practices pose challenges in agile, either because security activities are not
prioritized or because the developers do not see the importance of security activities
in their projects. In a recent case study (Cruzes et al., 2018), in which we observed
eight threat modeling sessions performed by agile software development teams, we
identified a number of challenges to applying threat modeling in agile development
practices. Here we report the most prominent.

Because of the lack of focus on documentation in agile teams, the teams had very
little material to use as a starting point for the meetings. Further, the teams did not
take the time to properly document the results from the asset identification activity,
mainly because (at this point) they did not see why it would be useful. Also, even
though the identification of assets naturally led to a discussion of whether they had
the necessary mechanisms to protect those assets, such input was not documented
during this phase and was hence not brought forward to the next phases.
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Regarding the Data Flow Diagram, it was challenging both to motivate the teams
to draw them, and to decide on the right level of abstraction. Some teams spent very
long time on this activity. It also turned out to be challenging to map the interfaces
of the system that they were modeling with the parts of the systems that other teams
were responsible for. Some of the teams mentioned that they actually did not know
how the system was really implemented, and the DFDs did not provide confidence
that the system was actually implemented that way, especially where there was a
lot of legacy code.

The study also revealed the need for better guidelines on how to organize the threat
modeling activities, and the need to involve security experts in these activities. To
agile teams, 1-2 hour meetings means a long time taken from the sprint hours and
the teams sometimes expressed frustration when they did not manage to complete,
for example, the DFD during the allocated meeting slot. It was also hard for the
teams to say something about how long the models they created would be valid. In
our experience, it is highly beneficial to let a security expert lead the threat modeling
activities, however, most agile teams do not have such a person.

Threat modeling is a team sport (Jeffries, 2012), and this is also true for agile
projects. When drawing a DFD, we like to be in a single room with all team
members participating. However, when the software development division consists
of distributed teams, which was the case for several of the organizations that we
studied, this activity becomes quite challenging (Smite, Moe, & Torkar, 2008).
Even though the teams were used to video conferencing to replace or complement
physical meetings, this turned out to be challenging when doing threat modeling.
Most of the teams preferred to use the whiteboard when brainstorming around
the different models that they created. However, with today’s videoconferencing
equipment it is generally not possible to see both the people at the other location(s)
and their whiteboard at the same time, and often not even the whole whiteboard at
a resolution that allows everyone to read everything. We have experimented with
different configurations, but the major challenges remain unresolved. We have tried
making identical drawings at each participating site, but maintaining consistency of
such drawings is hard. Eventually, we expect that technological advances will iron
out the kinks in such global collaboration sessions.

One thing we have found is that when threat modeling spans several sessions, it
is important to share any diagrams created previously upfront. Since the diagrams
may contain company sensitive information, they should be shared in a secure
manner, e.g., not sent in regular email.

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Threat Modeling in Agile Software Development
4. KEY FACTORS FOR SUCCESSFUL THREAT MODELING

The challenges identified in our study (Cruzes et al., 2018), together with challenges
previously identified by Tuma et al. (Tuma, Calikli, & Scandariato, 2018), Dhillon
(Dhillon, 2011), Assal and Chiasson (Assal & Chiasson, 2018), and Jaatun et al.
(Jaatun, Jensen, Meland, & Tgndel, 2011), enabled us to identify a set of key factors
for successful threat modeling in agile software development organizations.

4.1 Motivate the Team

Motivating the team is a prerequisite for a successful result! Make sure to explain
the purpose of the threat modeling activities up-front and inform the team what
they can expect as output of the activity. In particular they need to understand how
the outputs can be used in the software development process. Once the purpose has
been explained, hopefully the team is already motivated. Further motivation may
be provided through educational activities such as short courses, preferably built
around previous incidents that were caused by security bugs or flaws in the software
of the system that is being developed.

4.2 Invite a Security Expert

Make sure that a security expert participates in all the threat modeling activities.
This will help to focus the discussions, leverage relevant results and speed up the
work. The security experts should both facilitate the discussions and document the
results. He or she does not have to be a member of the development team, in fact,
as already stated, most agile teams do not even have a security expert. Engaging
someone external to the team has been shown to be a successful approach (Cruzes
et al., 2018). However, in the long run it is unrealistic to expect that the software
development organization will fund such an external resource. In order to make the
security work self-sustainable, the role of the security expert should be eventually
assumed by the security champion in the team. What security expertise is needed?
Jeffries (Jeffries, 2012) refers to required security training in the SDL guideline
(Microsoft, 2012), and states that it is “ideal that team members have an interest in
security”. The basic concepts in the SDL training include Secure Design, Threat
Modeling, Secure Coding, Security Testing, and Privacy. Intriguingly, among the
recommended resources are the Bell-LaPadula model and the Biba model — not
something we would have thought the average developer would try to tackle!
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We have found that teams that had a good architect from the beginning usually
have many things covered, so that when threat modeling is performed on an existing
system, few new unmitigated threats emerge. In general, this thymes with results
from Oyetoyan et al. (Oyetoyan, Jaatun, & Cruzes, 2017), who found that years of
experience correlate with level of software security expertise.

Threat modeling may not be perceived as worthwhile for old systems, particularly
for components which are slated for being phased out. Management support for security
work is clearly vital (Assal & Chiasson, 2018); lack of such support is detrimental
to software security morale, as exemplified by this skeptical quote from a team
member at the end of a session: “Will there be hours for implementing security?”

4.3 Manage System Complexity

If threat modeling is performed for the first time with a team, then a good strategy
is to limit the scope by zooming in on a selected part of the system. You should
also spend some time on understanding the organization’s mission and business
goals. This will ensure that the asset identification activity includes information and
services that are vital to the organization’s interest and hence critical to protect. Draw
a DFD upfront and decide which part of the system has priority to be analyzed first.

4.4 Short and Efficient Meetings

To agile teams, a 1-2 hour meeting means a long time taken from the sprint hours.
Therefore, a thorough preparation of the meetings is crucial for success. The security
expert facilitating the meeting needs to make sure that all preparations that could
speed up the meeting are done on beforehand. In cases where a team has one or two
very strong personalities, the facilitator may have to be active in ensuring that all
voices are heard and that the meetings do not exceed the allocated time slot.

4.5 Involve the Remote Team(s)

Whenever the threat modeling activities involve two or more teams connected
via videoconferencing, pick one location to be the “main” location, and provide a
whiteboard with the data flow diagram here, visible on video to the other locations.
Usually, the main location will be the site with the most developers participating. The
current technological limitations require that some extra preparations are required
for a successful remote session. All groups of remote participants should produce
a large printout of

e  Asset diagram (placed in value/ease of exploitation grid)

10
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e  Data flow diagrams
e  STRIDE definition

If the remote participants have access to more display units in addition to those
used for the videoconferencing solution, these may be used instead of the printouts;
the important thing is to have these items easily available for reference during the
discussion. The STRIDE definition may seem superfluous, but we have found that
it is a useful reminder for the teams, and even when the definition is well known by
the participants it serves as a minimal checklist for guiding the discussion.

4.6 Pick the Best Tool to Solve the Task

Most of the existing tools for threat modeling activities either lack maturity, or they
are targeted for security experts (Tuma et al., 2018). These tools may therefore be
too complicated for the average developer, and it will be counter-productive to try
to force developers to learn a new tool for doing something they already fear is a
waste of time. Tools should be chosen carefully, preferably involving security experts,
security champions, and representatives from the average developers. It is normally
better to err on the side of choosing too few or too simple tools.

4.7 Know the “Definition of Done”

When an organization is just starting out doing threat modeling, knowing when
“enough is enough” will be hard. However, instead of letting this cramp the
threat modeling initiative into indecision, it is better to simply make some broad
requirements that every team can follow, e.g.: “Each team must perform at least one
threat modeling session per major system component per quarter.” The work will
then be “done” (for now) when this session has been completed.

One problem we have experienced is that when a team really gets into the spirit
of threat modeling, they sometimes “go wild”. How to focus on valid threats? In this
case it is particularly useful to have a facilitator (or experienced security champion)
to steer the discussion in the right direction.

4.8 Document the Results
All identified assets need to be recorded in central repository, such as the team’s
issue tracking system (Jira, TFS, or similar). The DFDs should similarly be stored

in a central repository. The issue tracking system should also be used to ensure that
identified threats are handled in the code (see below).

11
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4.9 Ensure Results Are Propagated to the Code

We have found that the best way of ensuring that threat modeling results end up
in the code, is to create a “risk” ticket for each security issue that arises during the
modeling sessions. This allows the issue to be handled in a manner that will be
familiar to the developers, without introducing any new process elements. Broadly
speaking, such tickets will fall into two categories: Either something that needs to
be added by the developers, or something that needs to be discussed by other parts
of the team. The second type of ticket will then either be closed after discussion
(nothing needs to be done), or be transformed into the first type.

5. CONCLUSION

We have studied how threat modeling can be performed in modern software
development, and have outlined here a recipe that should work in most agile
organizations.

In his keynote at the XP conference in Porto, Portugal on May 23rd 2018, Kent
Beck responded to a prioritization question: “If I had to choose, I'd drop security”.
This reinforces the impression that agile developers are still prone to falling into the
trap of “we’ll fix security later; we just need to make this work first”. It is clear that
in some cases, temporarily deprecating security requirements is the right thing to
do, but the problem is that most security requirements treated this way end up being
simply forgotten. In a previous discussion with another agile developer (Hellesgy,
2017), the point was raised that developers need to start treating technical debt (and
thus, security debt) just like financial debt — you may be able to live with some
security issues for a limited time, but if you cannot keep up with the down payments,
you will eventually be facing bankruptcy.

An important side-effect of involving a development team in threat modeling
is a general improvement in security awareness, to the point where the developers
potentially become enthusiastic about security (Jeffries, 2012).

Finally, it’s not enough to identify threats, management must also prioritize
mitigating them!
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ABSTRACT

Security assurance is the confidence that a system meets its security requirements and
is resilient against security vulnerabilities and failures. Existing approaches can be
characterized as (1) qualitative in nature, (2) tend to achieve their goals manually
to a large extent, (3) very costly, (4) development-process oriented, and finally,
(3) treat all security requirements within one domain equally for all applications
regardless of the context. In this chapter, the authors propose a security assurance
[framework and its assurance evaluation process. The framework and process depend
on a quantitative security assurance metrics that were developed too. The proposed
metric considers both the security requirements and vulnerability. Weight has been
introduced to the security requirement metric to measure the importance of security
requirements that need to be fulfilled. The framework with the proposed quantitative
assurance metrics are evaluated and validated using two field case studies related
to two operational REST APIs that belong to and are used by Statistics Norway.
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INTRODUCTION AND BACKGROUND

Assurance can be defined as the estimate of the likelihood that a system will not fail
in some particular way (Anderson, 2010). Consequently, security assurance can be
defined as the estimate that the system will not be compromised in some particular
way. According to the National Institute of Standard and Technology (NIST) (Kissel.,
2013), assurance is defined as following as the “Grounds for confidence that the other
four security goals (integrity, availability, confidentiality and accountability) have
been adequately met by a specific implementation. “Adequately met” includes (1)
functionality that performs correctly, (2) sufficient protection against unintentional
errors (by users or software), and (3) sufficient resistance to intentional penetration
or bypass.”. According to (Ouedraogo, Mouratidis, Khadraoui, Dubois, & Palmer-
Brown, 2009) security assurance is defined as the confidence that the system meets
its security requirements. Further, authors in (Spears, Barki, & Barton, 2013) define
security assurance as the degree of confidence that security needs are satisfied, and
it represents the level of trust we give to the system (Bischop, 2002).

We define security assurance as the confidence that a system meets its security
requirements and is resilient against security vulnerabilities and failures. The
confidence indicated by the security assurance represents the level of trust we give
to a system that is safe to use. We assume that an assurance scheme (will be defined
later) contains the set of goals and objectives that need to be achieved to reach a
particular level of assurance. Such goals can be defined in terms of requirements
that need to be fulfilled, or vulnerabilities and threats that need to be avoided.
Evaluation, on the other hand, can be defined as (Anderson, 2010) (Bischop, 2002)
“the process of gathering and analyzing evidence that a system meets, or fails
to meet, a prescribed assurance target”. Assurance technique (Such, Gouglidis,
Knowles, Misra, & Rashid, 2016), or activity, is defined as a method of assessing
an assurance target.

This means that evaluation represents the process of evidence assembly and level
assessment, while an assurance technique, represents the technical method that is
used in the evaluation process for assessment. Assurance scheme in some standards,
like the Common Criteria (CC), can be defined in terms of security requirements
and assurance requirements.

Evidence collected in the evaluation process will be defined in terms of
measurements associated with a set of defined security metrics. A security metrics
can be defined as a measure that depicts the security level, security performance or
security strength of a system [5]. Authors in [35] categorize security metrics based
on four key dimensions (1) metrics of system vulnerabilities (2) metrics of system
defense strength (3) metrics of attack (or threat) severity (4) metrics of system
dimension or situations. In the context of security assurance, we define a security
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assurance metric, shortly assurance metric, as the indicator that provides an evidence
that the assurance target meets a particular level of the assurance scheme.

Since the orange book, there has been a plethora of research, industrial and
standardization activities in the area of security assurance and evaluation. For
example, the state of art review (Goertzel, et al.,2007), the industrial driven assurance
initiatives and maturity models like Building Security In Maturity Mode (BSIMM)?
and OpenSAMM?, and the evaluation standard CC. The majority of these approaches
can be characterized of one or more of the following characteristics. (1) They are
qualitative in nature and tend to achieve their goals manually, to a large extend,
which lead to a very costly evaluation process (Such, Gouglidis, Knowles, Misra,
& Rashid, 2016) and an inaccurate and not repetitive security assurance levels.
This prevents Small and medium-sized Enterprises (SMEs) from fully utilizing the
current assurance and evaluation standards and are they were left out to deal with
the security assurance problem on their own, if at all. (2) They are development-
process oriented, in which evaluation criteria covers all phases of the development
process and no special treatment is given to the deployed product. This, however,
is not well suited for the DevOps practice and methodology for development and
operation. Finally, (3) they treat security requirements within one domain equally
for all applications regardless of the context. This requires various applications
within the same domain and with different security requirements to develop their
evaluation profiles, or criteria.

The economic aspects of security assurance and evaluation process has been
discussed in (Such, Gouglidis, Knowles, Misra, & Rashid, 2016). Furthermore,
the problem of the qualitative nature of security assurance metrics and the need for
quantitative indicators has been identified in the literature as well (Ouedraogo, et
al., 2014). Recent efforts (Thakurta, 2013) (Yoo, Vaca, & Kim, 2017) (Abdulrazeg,
Norwawi, & Basir, 2017) indicate that prioritization of security requirements based on
the application context is an important aspect during in the application life cycle. On
the other hand, recent research work (Joshi & Singh, 2017) that applied quantitative
methods are focusing mainly on vulnerabilities but not security requirements.

We believe that security assurance metrics should be quantitative in nature and
include both perspectives, the positive side of security, i.e., security requirement
fulfillment, and the negative side of the security, i.e., threat and vulnerability existence.
Furthermore, the importance, or relevance, factor of security requirements, alongside
the risk factor of security vulnerabilities should be considered. This chapter presents
a framework for quantitative security assurance that provides a high-level security
assurance evaluation and distinguishes two perspectives: protection and vulnerability.
Accordingly, three types of security metrics were developed that can be used in the
evaluation process. We adapt a similar evaluation process to the one presented in
[6] for the development of the security assurance metrics.
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Two case studies were carried out at Statistics Norway to validate the proposed
method and verify its results. This include applying the assurance method to evaluate
two operational REST APIs that belong and are used by Statistics Norway*, which is
the Norwegian national statistical institute and the main provider of official statistics.
The first one, TS-API, is an internal private API which will be anonymized due to
security reasons. This API does not hold any data and it is used for transformation
of the data, and its security concerns are mostly related to integrity of the data, such
that the data must not be changed, before it is sent further. The other REST API,
PX-APP, is an open API which has a detailed user-documentation available on the
report (Statistics-Norway, 2017). This API lets the user create a customized dataset,
based on queries made towards over 5000 StatBank tables Statistics Norway offer.

Analysis showed that the API with the most security requirements fulfilled
got a slightly higher security assurance score. Lower weights for some security
requirements in the other open REST API led to minor effects of their absence to
the total assurance score.

The rest of the chapter is organized as follows. The next section discusses the
related work and the main concepts presented in this paper. Then we present the
security assurance process, and the different elements and indicators of our security
assurance metrics are defined and discussed. Later we present the case studies and
results and finally we analyze the results, conclude and present the plans for the
future work.

RELATED WORK

Research on security assurance metrics and evaluation methods is vast. The majority
of work focus on software security assurance throughout the software development
life cycle process (Agreement, 2009) (Goertzel, et al., 2007). This is a valid approach
as dealing with security from the early stages of the development process will end up
with more secure system. However, the emphasis on the process vs implementation
leads to overlooking the actual practical security posture of the system implementation
and its operations (Jansen, 2010).

Various frameworks and standards have been developed for evaluating security
assurance of systems, such as for example the BSIMM and OpenSAMM maturity
models, the OWASP Application Security Verification Standard (ASVS) (Jim,
2016) and the Common Criteria (CC) (Agreement, 2009). BSIMM is a study of how
different organizations deals with software security, which resulted in a software
security framework that is organized in 116 activities and 12 practices. Similar to
BSIMM, OpenSAMM is an open software security framework developed by OWASP
that provides guidelines on which software security practices should be used and
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how to assess them. Maturity models provide qualitative frameworks to evaluate
the security posture of the process and culture practiced in an organization. ASVS,
developed by OWASP, provides guidelines for web application security testing and
its security controls. It also collects a list of security assurance requirements and an
associated qualitative evaluation scheme that consists of three maturity levels. The
CCprovides a framework that allows specifying security and assurance requirements
that need to be evaluated to determine the security, or trust, level of a system. CC
distinguishes between a security functional requirement and a security assurance
requirement. The first specifies a security requirement, or function, that a system
or a product must provide, while the later specifies the assurance techniques that
must be taken to assess to which level the security functional requirements are
fulfilled. The main criticism against such standards is that (1) they tend to focus
on the process more than evaluating the actual system’s implementation, (2) they
depend on security assurance metrics that are qualitative in nature and (3) they are
done manually to a large extend.

Spears et al. (Spears, Barki, & Barton, 2013) examined assurance in a regulatory
context. They aim at conceptualizing assurance by applying Capability Maturity
Model (CMM) to security processes. CMM is a framework for helping organizations
to move their process from being ad-hoc, less organized and less effective to a highly
effective state of security. Their work provides the abstract theoretical background
of CMM and focuses on processes rather than implementation. Joshi et al. (Joshi &
Singh, 2017) proposes a framework that contributes to improvement of the security
level of their University campus network. The model is a quantitative information
security risk assessment model which uses CVSS. The framework is divided into
three main phases, including threat identification (weak points identification), threat
prioritization, and mitigation (improving the security position). This approach is
based on OCTAVE risk assessment method, is quantitative in nature and results in
prioritization of threats, but the main problem is the lack of security requirement
verification.

Such et al. (Such, Gouglidis, Knowles, Misra, & Rashid, 2016) provides an
economic study of security assurance techniques. It provides a taxonomy and suggests
aframework with 20 “assurance techniques”. The techniques are splitover 5 high-level
categories, review, observe, interview, independent validation, and test. The first four
techniques are mainly manual measures, and the last one can be automated. Testing
includes different verification methods, like formal verification, fuzz testing, static
and dynamic analysis, and vulnerability scanning. Our approach’s main assurance
technique is based on this category. Furthermore Such et al. conducted a survey on
153 industry practitioners where 81% had over 5 years of experience to study the
characteristics those assurance techniques, like expertise required, number of people
required, time required for completion, effectiveness and cost. The main finding
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of the work was to compute a measure of cost-effectiveness for each assurance
technique, which is not the focus of the current work.

Tung et al. (Tung, Lo, Shih, & Lin, 2016) has proposed a framework where they
have applied security activities and practices of secure development life cycle to
generate security guidelines and improving software security. This framework is an
integrated security testing framework that particularly can be used while developing
a software. Other authors applied formal methods for measuring security, e.g.,
authors in (Port & Wilf, 2017) applied decision-theoretic approach. The approach
is based on two options indicating security level, which are “send”, which means
that the system is secure enough to use, and “hold”, which means that the system is
not secure enough to use. Further two simple indicators of security sufficiency are
made, “Pass”/”Fail”. “Pass” means there will be no losses from a security breach,
and “Fail” is the opposite. This work’s method to “measure” how much security is
theoretical and not practical to be used in industrial setting.

Hudicetal. (Hudic, Smith, & Weippl, 2017) offers a security assurance assessment
methodology for hybrid clouds. Systems and services in the cloud are multi-layered
and multi-tenant environments. Hence, the proposed methodology of Hudic et al.
consist of identification and isolation of specific components that are of interest,
where the independent assurance level is calculated for each of them. Further, the
authors aggregated assessments into assurance levels for various groups. The focus
of this work is mainly on security requirements and policy compliance.

Additionally, some initiatives aimed at developing operational methodologies
for security assurance of IT infrastructures. Pham et al. (Pham, Baud, Bellot, &
Riguidel, 2008) proposes an attack graph-based security assurance method based
on multi-agents. The authors defined an “attackability” metric for static evaluation
and other metrics for anomaly detection at run time. Pendleton et al. discuss in their
survey paper (Pendleton, Garcia-Lebron, Cho, & Xu, 2017) how hard it is to develop
security metrics. They used attack surface estimation to detect vulnerabilities within
a system. In their study they define security metrics based on four key indicators:
system vulnerabilities, the system defense strength, the attack (or threat) severity
and (4) the system dimension or situation. Instead of evaluating the security directly,
they estimate the number of access points to the subject system by counting available
interfaces, supported protocols, open ports, open sockets, installed software, etc.
The current work considers these factors through the two-main security assurance
metric types, security requirement metrics and vulnerability metrics. Additionally,
we consider the security requirement importance, besides the vulnerability risks.

BUGYO (Haddad, et al., 2011) (Bulut, Khadraoui, & Marquet, 2007) can be
cited as the first methodology and tool for continuous security assurance evaluation;
security assurance evaluation in the context of BUGYO was aimed at probing the
security of runtime systems rather than products. This work investigates a quantitative
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approach for defining security assurance metrics that provides an overall security
assurance evaluation of a target of evaluation.

Ouedraogo et al. (Ouedraogo, et al., 2014) also advocate the need for a Security
Assurance (SA) system which can be embedded within a current IT system. The
purpose of the SA-system s to identify vulnerabilities and mitigate these by a so-called
assurance-driven approach. Hence, the output is a set of assurance indicators of the
system. Their paper analyzes the practical challenges associated to the assessment
of SA and shows when the assurance level eventually drops. The main focus of
these work is on run-time monitoring, and not testing, to check the availability of
security mechanisms.

Savola (Savola, 2013) explains a security metric as a metric that illustrates the
security level, security performance or the security strength of a system. Savola’s
paper is mainly about identifying quality criteria of security metrics. The result were
three foundational quality criteria: correctness, measurability and meaningfulness.

Please note that this work build on the previous research started by the authors
in (Katt & Prasher, 2018) (Weldehawaryat & Katt, 2018).

SECURITY ASSURANCE FRAMEWORK

In this section we present a general-purpose assurance framework that defines the
basic components of assurance, or an assurance ecosystem (Such, Gouglidis, Knowles,
Misra, & Rashid, 2016). Figure 1 shows the basic components in the framework,
which are security assurance scheme, security assurance target, security assurance
metrics, security assurance technique, evaluation evidence and security assurance
level. For the sake of simplicity, we omit “security” from all component names that
start with “security assurance”. In the following we define and describe the concepts
presented in the security assurance framework.

1.  Assurance Profile: An assurance profile indicates the set of the security
objectives, based upon the assurance level for a class of systems will be decided.
Additionally, it contains the basic design and components of a system and its
environment in that specific class. The security objectives are specified as a
set of (1) security requirements and their fulfillment conditions and a set of (2)
potential vulnerabilities and threats, and their existence conditions. The concept
of an assurance profile can be compared to the concept of protection profiles
of Common Criteria. For example, an assurance profile can be defined for the
class of office applications. An instance of an assurance profile specified for
one system is called an assurance scheme.

21

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Quantitative Security Assurance

Figure 1. Security assurance framework
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Assurance Scheme: An assurance scheme is an instance of an assurance
profile defined for a specific system, called an assurance target. It contains
the same security objectives taken from the assurance profile it instantiates
in terms of security requirements and vulnerabilities, and their fulfillment
and existence conditions, respectively. Also, it contains specific details about
the system design and its environment. Furthermore, it specifies the weight
for each security requirement and the risk for each vulnerability, or threat,
specified in the assurance profile. Assurance schemes can also indicate the
way the security requirements and vulnerability conditions can be checked.
For example, in our test-based methodology, test cases could be specified that
check each requirement’s condition and each vulnerability’s. The assurance
scheme will be used to set up the assurance target and the assurance metrics.
Assurance Target: An assurance target can be defined as the system under
evaluation, for which assurance level will be assessed. In order to prepare
the assurance target for evaluation it needs to be deployed in the operational
environment. Assurance scheme contains the information and models that can
be used to set up the assurance target and its environment.

Assurance Metrics: An assurance metric can be defined as a quantitative
measure that provides an evidence that the assurance target meets a particular
level of the assurance scheme. Thus, it must be derived from the security
assurance objective defined in the assurance scheme and the assurance profile. It
indicates to which degree the assurance target fulfills the security requirements’
conditions and the vulnerabilities’ conditions. It can be used by the assurance
technique to set up the evaluation process.
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5. Assurance Technique: An assurance technique can be defined as a method
that can be used for evaluating and assessing the assurance target. Such et al.
[8] provide a comprehensive classification of assurance techniques, including
review, observe, interview, independent validation and testing. The most suitable
technique within an automated evaluation process is testing, which will be
adapted in this work. This does not close the door to use other techniques too
when needed.

6. Evaluation Evidence: Evaluation evidence can be defined as a set of
measurements that can result from applying the assurance technique on the
assurance target.

7.  Assurance Level: An assurance level can be defined as the level of confidence
that we have on the assurance target as defined in the assurance scheme and
calculated from the evaluation evidence.

SECURITY ASSURANCE EVALUATION PROCESS

We define a security assurance evaluation process, shortly “evaluation process”,
as the process of evaluating the security assurance level of the assurance target.
The input is an assurance profile and information about the assurance target to be
evaluated and the output is the assurance level. Our proposed evaluation process
considers three main types of metrics: vulnerability metrics, security requirement
metrics and security assurance metrics. The different types of assurance metrics
will be discussed in the next section. Figure 2 shows the different activities in the
evaluation process. Please note that ellipse indicates an activity, while rectangles
indicate the output and/or the input artifacts of an activity. The evaluation process
consists of six main activities: Modeling and specification, assurance metrics
definition, assurance target deployment, Assurance technique execution, evidence
processing and assurance level calculation.

Modeling and Specification

This step takes as input an assurance profile (AP) and information about the system
(SI), and results in the definition of an assurance scheme (AS) for the assurance
target. To get the assurance scheme for the assurance target, this activity performs
the following: (1) the application and its environments will be specified, (2) the
weight of the security requirements (in the AP) will be estimated, as well as (3) the
risk of the vulnerabilities (in the AP) will be assessed.
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Figure 2. Security assurance evaluation process. The acronyms used are: SI: System
Information. AP: Assurance Profile. AS: Assurance Scheme AM: Assurance Metrics.
AT: Assurance Target. E: Evidence. MV: Metrics Values.
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The application modeling allows decomposing the application in order to
identify its main components, its environment, its assumptions, and its critical
assets. Security functions and vulnerabilities related to the basic security concepts
of the application and its environment will be extracted from the assurance profile
and analyzed in the context of the assurance target. The resulted assurance scheme
includes (1) the specification of the assurance target and its environment, (2) the
set of security requirement, their weights, and their fulfillment conditions and (3) a
set of vulnerabilities, against which the target needs to be secured, their risk values,
and their existence condition.

There has been some confusion when checklists are defined to verify security
requirement fulfillment and to verify vulnerability existence. Insufficient TLS/
SSL configuration is a vulnerability, while secure communication through HTTPS
is a requirement. Ensuring the fulfillment of the requirement does not mean that
the vulnerability does not exist. Further, if validation of the HTTP Certificate is
deactivated it does not matter that the encryption is enforced, still it is possible to
decrypt the information. To capture the whole picture, it is important to not only
to focus on security vulnerabilities, but in addition create a checklist for security
requirements. By doing this it is easy to get an understanding of what we expect
from the API and what we don’t expect from it (Felderer, et al., 2016).
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In this step the set assurance metrics will be extracted from the assurance scheme.
They will be used later by the assurance technique for evaluation and assessment.
Assurance metrics aim at quantifying the results and measurements from the test
cases performed to check to what extend the security requirements’ conditions and
the vulnerabilities’ conditions are true. We use the GOM (Goal Question Metric)
approach (Caldiera & Rombach, 1994) to link the quantitative measurements to the
security goals and objectives, through test cases defined for the conditions of the
security requirements and vulnerabilities. Depending on the measurements being
performed, assurance metrics in our approach can be classified as follows:

1. Security Requirement Metrics: Relate to ameasurement that evaluates whether
security protection mechanisms exist and fulfill defined security requirements
using the GQM method.

2. Vulnerability Metrics: Relate to ameasurement that evaluates the weaknesses/
severity and vulnerabilities existence in the systems using the CVSS and GQM
methods.

Assurance Target Deployment

This step is responsible of deploying the assurance target. The input of this activity
is the assurance scheme and the output is the deployed assurance target.

Assurance Technique Execution

Based onthelist of assurance metrics specified before, a set of test cases corresponding
to the specified assurance metrics will be defined, as well as, a suitable assurance
technique(s) will be decided. Furthermore, this step will execute the defined test
cases against the assurance target that has been deployed in previous step.

Evidence Processing
The execution of the assurance technique will result in the different types of
measurements that correspond to the assurance metric specified before. Evidence

processing activity is responsible of processing and aggregating these probes and
measurements to calculate the different elements of the assurance metrics.
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Once the security requirement and vulnerability metrics are determined, this step
aims at calculating the overall security assurance level of the assurance target.

SECURITY ASSURANCE METRICS

In this section we define meaningful and measurable metrics that capture the
requirements fulfilled and the vulnerabilities existed in the system. We assume that
there are a finite set of m security requirements r, ... r_, as well as a finite set of n
potential vulnerabilities v, ... v , defined for the assurance target. We assume that
these sets are specified in the assurance scheme.

Requirements and Vulnerabilities

A security metric is often defined as a metric that depicts the security level, security
performance or security strength of a system. Based on our following definition
of security assurance: the confidence that a system meets its security requirements
and is resilient against security vulnerabilities and failures, we notice that security
assurance consists of two main elements.

We assume that fulfilling a security requirement through a security mechanism
and checking its correct functionality will cover the first element. On the other
hand, checking the (non-)existence of known potential vulnerabilities in the system
gives the resistance assurance to intentional penetration or bypass that constitutes
the second element.

Thus, we define the assurance metric of an assurance target, AM as follows®

AM = RM -VM (D

RM is the requirement metric and VM is the vulnerability metric.

The previous discussion suggests that security requirement fulfillment and
vulnerability existence factors are two important indicators that need to be considered
when security assurance is evaluated. Additionally, the discussion in section 1
motivates that (1) security requirement importance, relevance, or weight, as we call
it, and (2) vulnerability risk value should be considered as well. Putting all together
we conclude that the security assurance metrics consists of two elements, security
requirement metric and vulnerability metric. The first will be defined based on two
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main factors, fulfillment and weight, while the other will be defined based on two
main factors, existence and risk.

Fulfillment and Existence

In order to map the fulfillment of security requirements and existence of security
vulnerabilities into measurable evidences, we use the GOM approach. It enables
deriving measurable metrics from defined conceptual goals by developing questions
that cover the goals, for which the answers represent the measurable metrics. It is
defined as tree structure consists of three levels (Caldiera & Rombach, 1994).

1.  Conceptual Goal: A goal in our case models the fulfillment of a particular
security requirement or the existence of a particular vulnerability.

2. Operational Question: A question is used to define the way the achievement
of a particular goal can be performed. A question in our context represents a
test case that aims at (1) checking whether a security requirement is fulfilled
by a security mechanism(s) or (2) (security)

3. Quantitative Answers: An answer represents a metric that is associated with
a particular question, i.e., test case, to check it in a measurable way.

If we assume that the overall goal is to check the security assurance level of the
assurance target. This main goal can be divided into sub-goals, each of which is
associated with the fulfillment of one security requirement or the existence of one
security vulnerability. After that we define the fest cases that check the fulfillment(s)
or existence(s).

Finally, we quantify the results of the test cases and associate them to the metrics.
Forexample, table 1 shows applying GQM for checking the fulfillment of the security
requirement user input should be sanitized. Note that ASVS standard, among others,
is used to construct the list of questions and test cases.

Weight and Risk

Weighting is explained as “The process of weighting involves emphasizing the
contribution of some aspects of a phenomenon (or of a set of data) to a final effect or
result, giving them more weight in the analysis. That is, rather than each variable in
the data contributing equally to the final result, some data are adjusted to contribute
more than others’.”
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In relation to security, not all security requirements are equally important.
That depends on the objectives and functions of the evaluation target and what it
does and if it processes sensitive data? The weights will express how important a
security requirement is and it must be done according to what we want to protect.
A scale from 0-10 will aid to express the levels of importance. Where 0 is assigned
to requirements that are meaningless and futile, and /0 is the maximum expressing
a vital requirement. The technique used to assign weights to security requirements
is out of scope of this work, but it has been assigned manually by domain and
security experts.

On the other hand, the term risk can be defined as the probability and the
consequence of an unwanted incident. That is, a risk is an impact of uncertainty on
systems, organizations etc. Further, risk management is the process of managing
of this impact, where the purpose is to protect against the threats. Within the risk
management process, risk assessment is the activity in which risks are identified
and analyzed. Several frameworks and methods have been developed for risk
analysis, and organizations may choose their method depending on the type of risks
they encounter, or their business area. In our case study we applied both CVSS
(Common Vulnerability Scoring System) and DREAD?® (Damage, Reproducibility,
Exploitability, Affected users, and Discoverability), for calculating risks, while
CVSS result were mainly used in metrics calculations. While using DREAD, we
noticed that it is difficult to use in the real world, especially for both reproducibility
and discoverability factors.

CVSS helpsto achieve a score, adecimal number, which reflects the vulnerability’s
severity, inthe range of [0.0, 10.0]. The metrics are calculated in three different groups:
base, temporal and environmental. The two latter metrics are optional to use depending
on the system and context. Base metrics consist of two metrics, exploitability and
impact metrics, which represents the intrinsic and fundamental characteristics of a
vulnerability that do not change over time or across user environments. Temporal
metrics reflect if the characteristics of the vulnerability changes over time, and
environmental metrics reflect characteristics of vulnerabilities that are unique to a
particular user’s environment.

Requirement and Vulnerability Metrics

Based on the previous discussion, we define a security requirement metric Rm, for
a given security requirement r, at a specific time instance as:

k
Rmi=| w, x Zj;j 2)
j=1
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where k represents the number of test cases, or questions, defined for the security
requirement r;, w, is the weight of the it and £, is the fulfillment factor of the i test
case of the same i requirement. Another way to calculate the security requirement
metric is to find out the average of all the fulfillment factors of all test cases, instead
of taking the sum. The formula will be in this case:

[z

Rmi=| w x———*~ 3
; X €))

We used the second form in the calculation of the case studies. The fulfillment
factor can have three values, 0, I and 0.5. A test case that shows that a security
requirement is not fulfilled will be assigned a value 0, 1 means that a test case result
indicates the fulfillment of a requirement, and 0.5 indicates the partial fulfillment.
GQM can be used, as aforementioned, to measure the fulfillment of the security
requirements.

Asaresult, we define the accumulate security requirement metrics of an application
at a specific time instance as:

RM =) Rm, “4)

where m represents the total number of security requirement defined for the assurance
target. Table 1 shows how to construct the test cases for a security requirement and
link it to a measurable fulfillment factors.

Similarly, we define the first form of a vulnerability metric Vim, for a given
security vulnerability at a specific time instance as:

Table 1. Example of applying GOM approach to quantify the fulfillment factor for
the security

Sub-goal Question / Condition Answer / metric

Do server side input validation failures result in request rejection and are logged? 1 (Full)

Do input validation routines are enforced on the server side? 1 (Full)

Are prepared statements used for protecting SQL queries, and others? 1 (Full)

Use input sanitization Do security controls preventing LDAP Injection enabled? 0.5 (Avarage)
Does the AT defend against HTTP parameter pollution attacks? 0 (Weak)

Is client side validation used? 0 (Weak)

Is positive validation (whitelisting) used for input data, like REST calls and HTTP headers? 0 (Weak)

Is JSON.parse used to parse JSON on the client.? 0 (Weak)
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Vm, =| r,x Zeij ®)

where, p represents the number of test cases defined for this vulnerability type,

r, is the risk of the i vulnerability and e, is the existence factor for j test case
defined for the i vulnerability.

The existence factor can have three values, 0 means that the test case indicates
no vulnerability, 1 indicates the existence of the vulnerability for the test case, and
0.5 indicates the partial existence.

Thus, the vulnerability metric of a system at a specific time instance can be
calculated using the risk of vulnerabilities and their existence factor as follows:

VM = imG 6)

k=1

where n represents the total number of vulnerabilities defined for the assurance target.

Finally, we define the assurance metric (AM) as the difference between security
requirement metric (RM) and vulnerability metric (VM). Thus, the assurance metrics
can be calculated as follows:

AM = RM -VM (7)

where, AM is the security assurance metric at a given time instance, RM is the
security requirement metric at that time instance, and VM is the vulnerability metric
at the same time instance.

From equation 7, it can be noticed that AM is minimum when the following two
conditions are met:

1. All security requirements are not fulfilled (RM becomes zero), which causes
the value of the first term to be minimum (zero), and

2. All possible vulnerabilities exist, and all have a maximum risk value. This
makes the second term to be maximum (VM).

AM, on the other hand, can be maximumif () VM is minimum for all vulnerabilities,

and (ii) the protection mechanisms have been found to be effective to fulfill the
defined security requirements (RM is maximum) for all requirements.
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Scale Consideration and Optimization

The scale of AM depends on the number of requirements and vulnerabilities.

However, such large variant range is difficult to work with and interpret, so the
score must be normalized to a common domain. It is possible to shrink a large scale
to fit into a new, smaller scale. The method used here is min-max normalization
(Khajvand & Tarokh, 2011) as shown in the following equation.

, v —min, . :
v'=————4(newmax ,— newmin )+ newmin, ®)
max , —min

In which, min , and max , are minimum and maximum values of an attribute,
A, while newmin, and newmax , are the new minimum and new maximum

values after normalization. v, is a value in the old scale that will be transformed to
the value v’.

CASE STUDIES

This section describes case studies and how the quantification method was applied
to two case studies, which are two REST APIs that belong to Statistics Norway,
where one of the authors is employed. The first one is an internal API that will be
anonymized due to security reasons. The other REST API is an open API, which
has a detailed user-documentation available on the website. This API lets the user
create a customized dataset, based on queries made towards over 5000 StatBank
tables Statistics Norway offer.

The public APl is PX-APP, which is the official open API that Statistics Norway
offers. Its main URL is composed as follows:

http://data.ssb.no/api-name/api-version/lang/

Further, there are two ways to find tables in the APIL. One id from the console
(http://data.ssb.no/api/v0/en/console/) and the second is the URL itself (http://data.
ssb.no/api/v0/en/table/). The data can only be extracted from the console, while
from the URL the metadata can be extracted. The URL allows to navigate through
the StatBank tables, in which you get the overview of all tables first, and then you
can select and move to more specified data/statistics. The structure of the URL is
as follow:
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http://data.ssb.no/api/vO/no/table/(topic)/(subtopic)/(statistics)/(tablename)

This API is public, and the availability requirement is the one that are weighted
most, compared to integrity and confidentiality.

The other API, TS-API is a private API, and the name stands for “Top Secret
API”, which is anonymized in this work. The API does not hold any data, but it is
used for data transformation.

Thus, the integrity of data processed in this API is assessed to be the most
important security requirement. The integrity requirement stems from the objective
that in the transformation activity the data transformed must not change before it
is sent further.

We will discuss in this section the different parts of the assurance profile that we
created for these case studies, and how the security assurance evaluation process
used the developed assurance profile on to evaluate the pubic API case study. In the
next section the results will be presented.

Assurance Profile

As defined before, assurance profiles specify the objectives of security assurance
as a set of (1) security requirements and their fulfillment conditions and as set of
(2) vulnerabilities and their existence conditions. In this section we list the set
of security requirements that are specified for REST API applications and their
fulfillment conditions. The fulfillment conditions are specified in terms of test
cases. Similarly, the set of vulnerabilities and their existence conditions, in terms
of test cases, will be specified.

Security Requirements

A total of 10 security requirements were considered as vital fora REST API. OWASP
ASVS standard was mainly used to define these lists. In the following is the set of
security requirements defined and for each requirement a sample of one conditions
(Project, 2016) is mentioned.

1. Authentication: a total of 7 conditions were specified, e.g., “Do credentials
such as passwords, security tokens and API keys appear in URL.”

2. JSON Web Tokens JWT) security: a total of 3 conditions were specified, e.g.,
“Are JWT (Json) tokens invalidated after logout”.

3. Access Control: atotal of 6 conditions were specified, e.g., “Is Oauth2 protocol
present”.
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4.

10.

Input Sanitation: a total of 8 conditions were specified, e.g., “Are that input
validation routines enforced on the server Side.”.

Error Handling: a total of 4 conditions were specified, e.g., “Does that error
handling logic in security controls deny access by default”.

Data Protection: a total of 6 conditions were specified, e.g., “Are all sensitive
data sent between client and server sent in the HTTP body or header”.
Communication Security: a total of 7 conditions were specified, e.g., “Are
backend TLS connection failures logged”.

HTTP Security: a total of 8 conditions were specified, e.g., “Do the HTTP
headers or any part of its response expose detailed version information of
system components”

Web Services: a total of 4 security requirements are specified, e.g., “Is the
same encoding style used between the client and the server.”

Cross-site scripting mechanisms. One condition is specified. “Do the server
apply secure mechanisms against cross site scripting”

Security Vulnerabilities

A total of 9 main vulnerabilities were considered to be crucial for a REST API. This
list was gathered mainly from OWASP Top Ten list. For each vulnerability the set
of existence conditions were defined too, which ranged from 1 condition, e.g., cross
cite request forgery, and 12 conditions defined for broken access control. The list is

AR AN o e

Injection

Broken Authentication
Sensitive Data Exposure
Broken Access Control
Elevation of Privilege
Cross-Site Scripting
Cross-Site Request Forgery
Parameter Tampering
Man-in-the-middle-attack

Assurance Evaluation Process

After the assurance profile was defined, evaluation of both case study API was
conducted based on the security assurance evaluation process. The following steps
have been performed.
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Step 1: MODELING and Specification

This activity takes as input both an assurance profile and application information
and results in an assurance scheme as output. Based on the application information
the assurance target is modeled and the weight and risk values for each requirement
and vulnerability, respectively, are calculated.

1. Modeling: Figure 3 shows the model of the request and the response classes
of the API and all resources associated with them. The main resources are
MainTable, Topic, Sub-Topic, Statistics, and Table.

2. Weight Estimation: Weights of security requirements in the range [0-10] were
estimated by security and domain expert from Statistics Norway. Authentication
isregarded as not relevant and assigned the weight 0. Similarly, data protection
and JWT security requirements were assigned the weight 0. On the other hand,
input sanitization is regarded as the most important security requirement and
assigned the weight 8. The weights of the rest of the requirements range from
5to7.

3. Risk Assessment: For each vulnerability stated in the assurance profile, the
risk has been assessed by using the CVSS method. All factors in the CVSS
score were taken into account, including exploitability, impact, and temporal

Figure 3. PX-API UML modeling

MainTable
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factors. The exploitability factor is assessed based on the following metrics:
the attack vector (AC), Attack Complexity (AC), Privileged Required (PR)
and User interactions (UI). The impact factor is assessed based on the Scope,
Confidentiality Impact (CI), Integrity Impact (II) and Availability Impact (AI).
Finally, temporal factor depends on exploit code maturity, remediation level,
and report confidence. Table 2 shows the risk calculation for three examples

of vulnerabilities.

Step 2: Assurance Metrics Selection

In the second step we derive the assurance metrics components from the assurance
scheme that is resulted from the first step. The assurance metric has two main
components, requirement metric and vulnerability metric. As mentioned in the
“Security Assurance Metrics” section, we use the GQM methodology to derive
quantitative metrics for each requirements and vulnerabilities. Sub-goals in this case
are to answer to the questions “Is requirement X fulfilled?” or “Does vulnerability
Y exist?”. Questions, or test cases, are derived from the conditions that were
defined for each security requirement and the conditions that were defined for each
vulnerability. For example, the condition “Do credentials such as passwords, security

Table 2. Risk calculation for three vulnerabilities in the case studies

Factors Vulnerability
Broken Au- | Broken Ac- | Elevation of
thentication | cess Control | Privilege
AV Network Network Local
N . AC Low Low Low
Exploitability Metrics PR None Low Low
ul None None None
Scope | Unchanged | Unchanged | Unchanged
. C None None None
Impact Metrics I High High High
A None None None
E High High Functional Ex-
Temporal Metrics ploit exists
RL Official Fix | Official Fix | Official Fix
RC Confirmed Confirmed Reasonable
Environmental IR High High High
Metrics
CVSS Base Score 7.5 7.5 5.5
CVSS Temporal Score 7.2 7.2 5.1
CVSS Environmental Score 8.9 8.9 6.8
CVSS Overall | 8.9 | 89 | 6.8
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tokens and API keys appear in URL.” Can be transformed into the test case: “Check
if credentials such as passwords, security tokens and API keys appear in URL.”.
The answer to this question, i.e., the result of the test case is quantified into three
values. 0, 0.5 and 1. For example, the use cases defined for fulfillment factor of the
security requirement “user input sanitization” are 8 depicted in Table 1

Step 3: Test Case Execution

In this step we executed the test cases stated in the assurance metrics definitions
in order to calculate the fulfillment factor of requirements and existence factor
of vulnerabilities. For the 10 security requirements, a total of 53 test cases were
defined. Also, a total of 36 test cases were defined to test the existence of the 9
vulnerabilities. The conditions associated with each requirement, or vulnerability,
will be mapped to at least one test case (one test case in our case study). For example,
communication security’s condition “Are backend TLS connection failures logged”
can be mapped into following one test case: “Checking if backend TLS connection
failures are logged!”. The same applies for all conditions for security requirements
and vulnerabilities.

Some of the test cases will test fulfillment of security requirements, and others
the existence of vulnerabilities. The security functional testing is mainly done by
checking manually if the security mechanisms exists or not. The security vulnerability
testing on the other hand is partially done automatically. The tools that used to
execute the test cases were mainly open-standard tools. Examples of some tools
used, SOQLmap is used for detecting and exploiting SQL injection vulnerabilities.,
Burp-Suite was used as a web scanner to find different web related vulnerabilities,
and it can be used as proxy to directly interact and manipulate web communication
with the server. Wireshark was used to sniff traffic and network protocol analyzers.
Finally, python was used for automated tasks.

Step 4: Evidence Processing

After executing the test cases, measurements for calculating the requirement and
vulnerability metrices were collected and analyzed, please refer to equations 2
and 5. Please note that values of weight and risk have been estimated in step 1,
though, risk values can be re-evaluated after this step (optional). Fulfillment and
existence factors are mainly measured based on the results of the test case execution.
Table 1 gives an example of how the security requirement “user input should be
sanitized” is mapped into 8 test cases / conditions and the result of each test case
is quantified into the values 0, 0.5, or 1. While step 4 executes these test cases, in
this step, the results of execution will be collected and quantified. Table 3 shows
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how mapping between different security requirements into a set of conditions/test
case and consequently the measurement that result from executing the test cases
will be quantified into the fulfillment factor. The second column of the table shows
how many test cases were defined for each security requirement, e.g., 7 test cases
were defined for authentication requirements. The third column, on the other hand,
shows how the results of these test cases were quantified in terms of fulfillment
score, for which the fulfillment score of all test cases were 0. Similarly, existence
scores were calculated for the vulnerabilities.

Step 5: Assurance Level Calculation

In order to calculate the assurance level, we need to calculate first the assurance
metric, as stated in Equation 7, and then the final assurance score will be normalized,
as in Equation 8. The requirement metric (RM) for example can be calculated based
on the weight factor for each requirement and fulfillment factor for each test case.
Table 4 shows how RM, whichis /9.25is calculated for the first case study depending
on equations 3 and 4. Similarly, VM can be calculated, and the value is 2.93, and

Table 3. Mapping the measurements of the test cases into fulfillment score

Security Requirement  Condition/Test Case Fulfillment

Authentication 1.1-1.7 0
JWT 21-2.3 0
3.1-35 0

Access Control 3.6 1
4.1 1

4.2 1

Input Sanitation 43 1
4.4-4.8 0

5.1 1

5.2 1

Error Handling 5.3 1
5.4 0

Data Protection 6.1-6.6 0
7.1 1

7.2 0.5

Communication Security 7.3 758& 7.6 0
7.4 0.5

8.1 0.5

8.2 1

HTTP Security 8.3-8.7 0
8.8 0.5

Web Services 9.1-94 0
Cross Site-Scripting Mech.  10.1 1

37

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



Quantitative Security Assurance

Table 4. Calculating the Requirement Metric (RM) for the case study

Security Requirement Fulfill- Num. Average Weight Rm; (Eq. 3)
ment of test
cases
Authentication 0 7 0.00 0 0.00
JWT 0 3 0.00 0 0.00
Access Control 1 6 0.17 5 0.83
Input Sanitation 3 8 0.38 8 3.00
Error Handling 3 4 0.75 7 5.25
Data Protection 0 6 0.00 0 0.00
Communication Security 2 6 0.33 5 1.67
HTTP Security 2 8 0.25 6 1.50
Web Services 0 4 0.00 0 0.00
Cross Site-Scripting 1 1 1.00 7 7.00
Requirement Metric RM (Eq. 4) 19.25

then the assurance metric will be resulted from subtracting VM from RM, i.e.
AM =19.25-2.93=16.32.

The second step is to normalize the final assurance score (Equation 8). As we
discussed before, newmin ,,, =0 and newmax ,,, =10. The original min and

max value can be calculated as follows. The total number of security requirements
in our case is 10 and the total number of vulnerability types is 9. Further, we assumed
that the maximum value of the weight/risk a security requirement/vulnerability,
respectively, can getis 10. Then, min ,,, applies when every vulnerability is present,

and each of them is assigned the max risk score, while no security requirement is
fulfilled, i.e.,

newmin ,,, =0—(9x10)=-90.

The maximum score can be calculated similarly, and it has the value:

newmin ,,, =(10x10)—0=100.
Thus, the scale will range from -90 up to 100. After normalization, the final

normalized assurance metric value is

AM —min ,,,

max ,,, —min ,,,

’ _ _ . . _
AM' . o = (newmaxAM newmmAM)+newmmAM =5.59
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Conducting the same aforementioned steps for the second case study, i.e., TS-
API, resulted in an assurance matric AM';s ,,, =5.64.

ANALYSIS AND VALIDATION

There has been little research on quantification of security, in which the security of
a system is measured, and the work presented in this chapter is an attempt to fill this
gap. First, we started with a general taxonomy to clarify the main concepts applied
in a security assurance ecosystem. The framework presented is a general-purpose
security assurance framework that incorporate two different types of quantitative
security metrices, security requirement metric and vulnerability metrics. Each
captures a different perspective of the total security posture of the assurance target.
The security requirement metric depends on two main factors, which are weight
and fulfillment, while the vulnerability metric’s factors are risk and existence. In
the last chapter we presented the result of applying our framework on the public
REST API application offered by Statistics Norway.

One of the main ideas that we introduced into the security requirement metric,
comparing to the other literature, is the weight. Both case studies used the same
assurance profile, and thus they were evaluated against the same set of security
requirements and vulnerabilities. However, due to the different usages and goals of
the two REST APIs, the importance of some security requirements is completely
different, and thus they were assigned different weights. This has its reflection on
the total security assurance score. The main idea is that we do not want to penalize
a system for not completely fulfilling a requirement that is not important for that
application. For example, authentication for a public API is not important at all,
and not fulfilling this security requirement is acceptable, while authentication has
an importance for a private secrete API. Regarding these case studies, the weight
distribution was different, in which the public API had four security requirements
that were weighted 0, while for the private one, three other security requirements
were weighted 0.

In order to validate our framework, we conducted interviews with those security
and domain experts that had been involved in the case studies. A questionnaire was
developed for this purpose, which includes the following questions.

1.  Doyouthinkthe developed security assurance framework based on quantitative
security assurance metrics is helpful, why and when?

2. Do you think that you will use the list of requirement/vulnerability when you
security test/develop a REST API in the future? and why?
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3. Do you think that dividing the assurance metrics into requirement and
vulnerability elements is sound?

4. Is it possible that a security requirement can be only partially fulfilled? If
yes, which scale can represent the fulfilment confidence, e.g., scale 0..1, 0..2,
0..3? (For this thesis work this scale has been used. O=not present, 0.5=partly
present, 1=present)

5. Doyouhave any other feedback to the developed security assurance framework?

The feedback, which was collected from these interviews and non-formal
discussions with other was very positive.

Framework

The feedback to the first question is that a framework for security testing,a REST API
as an example, is definitely useful for many roles and functions in the organization.
For the developer it can help as a guide on how to develop secure applications and
provide secure product to the end user. For a security tester, the framework with
security profiles that indicate security requirements and potential vulnerabilities,
can be used as a reference for what to prioritize and test, and when automated, it can
reduce the manual work. Additionally, the organization can use the framework and
the security profiles as a refence to follow for everyone. Thus, the different stages
of the proposed process can be done separately.

Security Requirements and Vulnerabilities (Security Profiles)

The answers to the second question were very positive, particularly from the
management. Actually, the management of Statistics Norway decided that the
proposed REST API security profile, i.e., the list of security requirements and
vulnerabilities, will be followed and used in the future for any REST API that will
be developed. The flexibility of changing the weights and risks when conducting
the evaluation process, and not bound them to a security profile is appreciated. An
additional feedback was that it was beneficial and agile of checking the requirements
during security testing, which has not been common.

Security Assurance Metrics
The feedback about the metrics in questions 3 and 4 was mainly that a metric that
is able to measure the security can help the management to make better decisions.

Though, difficulties achieving that is recognized. Additionally, there has been a
discussion on the values that the fulfillment factor of security requirements can take.
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It was noticed that limiting the result to only 0 and 1 was not enough. Adding the
score 0.5 was appreciated, because for some security requirements, some control
is in place, but they might not be functioning properly, or as expected. Thus neither
0 nor 1 could fit this situation.

Other Feedback

The feedback that was received from the management was that the proposed
framework was satisfactory and building similar security profiles for other domains
is seen as future work. Further, a discussion by the experts about a possible security
assurance level at the beginning revealed that the levels of both API should be close,
and the actual results gave very similar security assurance levels for both REST
APIs (5.95 vs 5.64).

CONCLUSION AND FUTURE WORK

In this paper, we presented security assurance framework and evaluation process
that is based on a quantitative security assurance metrics. The metrics cover both the
positive posture of system security, through including the security requirement metric,
and the negative posture through the vulnerability metric. The security assurance
evaluation process for conducting security assurance evaluation using our metrics
was discussed. Finally, two cases studies in the area of REST API were presented
and discussed. In the first, two vulnerability test cases indicated the existence of
one vulnerability (sensitive data exposure), while 12 security requirement test cases
indicated the fulfillment of 6 security requirements. In the second, 4 vulnerability test
cases indicated the existence of two vulnerabilities. Regarding security requirements,
17 test cases indicated the fulfillment of 7 requirements. The first API got the
assurance metric score 5.59 and the second got the score of 5.64.

The weigh and risk score are necessary contributors to the final security assurance
score. Requirement weights that is part of our security assurance metric is one of
the new features of our method. The weight assigned indicates how security is
emphasized in the assurance target. For example, if authentication is necessary to
make a specific API secure, the importance of that security requirement will also be
high, hence the weight is also high. For a requirement that does not consolidate the
security, or its presence is not vital to the assurance target, it will get a lower weight.
Similar to vulnerability risk estimation, security requirement weight is assigned by
security experts and is based on the application context.
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Considering the public API case study, the authentication requirement is estimated
not to be important at all, while the importance of the communication security
requirement is estimated to be medium, and of the input sanitization requirement is
estimated to be high (according to the security expert). Consequently, (not) fulfilling
the first requirement will not have any influence, while fulfilling the last will have
a great impact on the total security assurance score.

The framework has been validated through interview to the main security and
domain experts from the organization who used and was involved in the process. A
very positive feedback has been received and the merits of this approach has been
recognized. In particular, the security profiles and security assurance quantification.
As indicated also in the feedback, as a future work we plan to work on security
profiles in other domains. Additionally, we plan to work on automation. This include
test case generation test cases definition based on pre-defined assurance profiles and
abstract application and threat models. Thus, making security assurance evaluation
easier to use and available to wider range of enterprises that cannot afford the current
assurance solutions.
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KEY TERMS AND DEFINITIONS

Assurance Metrics: An assurance metric can be defined as a quantitative
measure that provides an evidence that the assurance target meets a particular level
of the assurance scheme. It indicates to which degree the assurance target fulfills
the security requirements’ conditions and the vulnerabilities’ conditions.

Assurance Profile: An assurance profile indicates the set of the security
objectives, based upon the assurance level for a class of systems will be decided.
Additionally, it contains the basic design and components of a system and its
environment in that specific class. The security objectives are specified as a set of
(1) security requirements and their fulfillment conditions and a set of (2) potential
vulnerabilities and threats, and their existence conditions.

Assurance Scheme: An assurance scheme is an instance of an assurance
profile defined for a specific system, called an assurance target. It contains the
same security objectives taken from the assurance profile it instantiates in terms
of security requirements and vulnerabilities, and their fulfillment and existence
conditions, respectively. Also, it contains specific details about the system design and
its environment. Furthermore, it specifies the weight for each security requirement
and the risk for each vulnerability, or threat, specified in the assurance profile.

Assurance Target: An assurance target can be defined as the system under
evaluation, for which assurance level will be assessed.

Assurance Technique: An assurance technique can be defined as a method that
can be used for evaluating and assessing the assurance target.

Evaluation Evidence: Evaluation evidence can be defined as a set of measurements
that can result from applying the assurance technique on the assurance target.

Security Assurance: A security assurance can be defined as the confidence thata
system meets its security requirements and is resilient against security vulnerabilities
and failures. The confidence indicated by the security assurance represents the level
of trust we give to a system that is safe to use.

Security Assurance Evaluation Process: Shortly “evaluation process,” can be
defined as the process of evaluating the security assurance level of the assurance
target. The input is an assurance profile catalog and information about the assurance
target to be evaluated and the output is the assurance level.
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ENDNOTES

https://www.commoncriteriaportal.org/

https://www.bsimm.com/

https://www.opensamm.org/

https://www.ssb.no/en/

> http://data.ssb.no/api-name/api-version/lang/

6 Another way to define the assurance metric is as a pair <RM, VM> instead
of subtracting the vulnerability metric from the requirement metric.

! https://en.wikipedia.org/wiki/Weighting

8 https://www.owasp.org/index.php/Threat_Risk_Modeling

? A detailed description of this API can be found in (Statistics-Norway, 2017).
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ABSTRACT

Agile software development was introduced in the beginning of the 2000s to
increase the visibility and efficiency software projects. Since then it has become as
an industry standard. However, fitting sequential security engineering development
models into iterative and incremental development practices in agile methods has
caused difficulties in defining, implementing, and verifying the security properties
of software. In addition, agile methods have also been criticized for decreased
quality of documentation, resulting in decreased security assurance necessary for
regulative purposes and security measurement. As a consequence, lack of security
assurance can complicate security incident management, thus increasing the
software’s potential lifetime cost. This chapter clarifies the requirements for software
security assurance by using an evaluation framework to analyze the compatibility
of established agile security development methods: XP, Scrum, and Kanban. The
results show that the agile methods are not inherently incompatible with security
engineering requirements.
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INTRODUCTION

During the last decade, agile software development methods have become an
industry de facto standard. The aim of these methods has been to improve efficiency
as well as transparency of software development (Abrahamsson et al., 2002). The
methods promote iterative development and informal interaction, and put a lower or
even negative value to strict processes. This is particularly stressed in cases where
documentation is used as a means of communication, whether used to convey the
customer requirements to the development team, or for communication within the
team itself, e.g., in the form of specifications (Beznosov and Kruchten, 2004; Ko
et al., 2007; LaToza et al., 2006).

Introducing strict security requirements to the software development process
usually results in creation of excess security assurance, such as a formal security
architecture, out of necessity to fulfill the strict external security criteria. Integrating the
security requirements, such as reviews, security testing, processes and documentation
into an agile method, the cost of the development effort is very likely to increase
(Beznosov and Kruchten, 2004). The entire extra ‘management overhead’ is in direct
contradiction with agile methods’ core philosophy of leanness and informality (Beck
etal., 2001). Thus, applying the security processes to the agile or lean development
methods has the potential of rendering the methods, by definition, something that
is neither agile nor lean.

On the other hand, the need for software security has been always one of the main
drivers in software development. While quality assurance remains a key process to
ensure software robustness, effectiveness and usability, security assurance provides
the means to develop and deploy software components and systems that protect the
system’s data, their users’ privacy and the system resources.

The operating environment of the software products and services has been evolving
and changing due to extensive use of the Internet and public services as well as the
ever-increasing pervasiveness and ubiquitous characteristic of software solutions.
In addition, the software industry itself has gone through an unprecedented shift
from sequential development methods (e.g. waterfall-type) towards iterative and
incremental software development methods (e.g. agile and lean). In addition, due
to the large scale adaptation of agile methods in the industry (Licorish et al. 2016,
VersionOne 2018), the new agile development methods seem to be able to reclaim
at least some of their claimed benefits.

Furthermore, the need for security has also been realized in the form of several
commercial, international and national standards. To comply with these, several
security frameworks and security-focused development methods have been presented.
However, knitting together strict security engineering practices and adaptable agile
software methods is not straightforward and may cause remarkable problems.
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Furthermore, the selection of a software development method to be used in a
development project has consequences into the software architecture and design.
While the manifesto for agile software development states that the best architectures
and design emerges from self-organized teams (Beck et al., 2001), this statement
has been often criticized. For example, renowned software engineering researcher
Philippe Kruchten (2010) has repeatedly questioned whether the concept of ‘agile
architecture’ combines two incompatible approaches. In the context of security
sensitive projects, this question is even more topical as it is a hard and arduous task
to embed security into a product afterwards.

Therefore, the objective of this chapter is to study how well the selected agile
methods are adaptable to security development practices. For the purposes of this study,
we have selected three widely-used development methods, Scrum, XP and Kanban.
We use Microsoft Secure Development Lifecycle (SDL) model as a benchmark
for the evaluation — as the model is designed for high regulation environment and
therefore its practices as well as the required frequency of occurrence should define
the baseline required for this kind of activities in the industry.

These agile development methods are evaluated against a security requirement
framework. The security requirement framework is created with adaption from
the Finnish governmental security instructions, named VAHTI (VAHTI, 2016).
The evaluation framework presented in this study consists of 22 different security
requirements, selected from the instructions from software development. The
compliance of the selected development methods is then evaluated against the
requirements of VAHTI, and the applicability and adaptability of the ‘security-
enhanced’ methods themselves are evaluated. In this analysis, SDL’s activities and
their properties are used to guide the analysis.

The remaining of this chapter is structured as follows. The next section discusses
shortly on different software development methods as well as related work. It is
followed by a presentation of the evaluation framework and VAHTI security regulation
as defined by Finnish government. After that, the results of applying the presented
evaluation framework into XP, Scrum and Kanban are presented. Finally, in the last
three sections the findings are discussed, future research avenues presented, and
the study summarized.

BACKGROUND

The security claims of a software product or a service need to be backed with evidence;
it cannot be declared only by the developer. To verify the security claims stated by
the software, evidence is gathered through several activities such as reviewing the
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software, documentation written during the development, and processes as well as
through security testing, and security auditing.

Combined, these requirements create a need for the software developers to be
able to choose a development methodology that supports not only the creation of
software for the selected software domain, but also satisfies the security requirements
(SAFECode 2012). Preferably, this is done in the most efficient way possible,
taking into account the organization and the operational environment. In software
development, efficiency is gained by close integration to the utilized development
methodology.

In the following, we will first take a look on different agile software development
methods later studied in this chapter. It is followed by a review of related studies
done in examining security engineering in agile software development context.

Software Development Methods

A series of different kinds of software development methods have been presented
(Abrahamsson et al., 2002). In our use, a ‘software development method’ defines
how a software development process is divided into different phases, how the phases
are arranged, and what kinds of artefacts are produced during the different phases.
Instead of more traditional methods, as so-called ‘waterfall’ and spiral models, our
focus turns on modern lightweight development methods labelled as agile.

For this study, we have chosen three agile software development methods: Extreme
Programming (XP), Scrum, and Kanban. These methods were selected as they are
among the most popular and most used ones in the latest surveys (Licorish et al.
2016) as well as they have been the among the most popular ones during the last
decade (cf. VersionOne 2013, 2018). That is, these methods can be interpreted to
present the core of agile software development methods. All of these methods can
be considered archetypes of agile software development methods, with strong use
base in the industry. Thus, they are also eligible candidates for development work
carried out in highly regulated environments.

In addition to the selected agile methods, we take a look on Microsoft’s SDL
model that acts as a reference point for the evaluation. As the SDL model is designed
especially for highly regulated information security environments, it should lay the
needed level of security engineering activities in software projects.

Extreme Programming. XP is one of the first and most widely used agile
development models. The XP method principally consists of a collection of
practices and values; that is, it does not define strictly how the actual development
process should be carried out (Beck, 1999). In addition, XP promotes a number of
techniques, such as 40-hours week, iteration planning game, test-first development
and small releases.
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However, the guidelines given by the method are quite practical, such as the
use of pair programming or continuous integration. Popularity of the XP method,
especially in the beginning of the first decade of the 21st century, has spun attempts
to bring security elements into the method. Previous work of security enhancements
into the XP method consist of security-related user stories and abuser stories in the
planning phase (Bostrom et al., 2006; Ge et al., 2007).

Scrum. Scrum can be considered as the current mainstream of the software industry
(see VersionOne, 2018). The method defines certain roles for the team members,
their responsibilities as well as certain tools, activities and a loose framework for
the development process. The development work is divided into sprints that usually
last from two to four weeks. (Schwaber, 1995, 2004)

In the extant literature, earlier examples of security enhancement to Scrum
consist of loosely SDL-based security features specifically aimed for regulated
environments, such as in a case presented by Fitzgerald et al. (2013). These features
and processes include ‘hardening sprints’, which consist entirely of security-related
planning and documentation, and regulation-driven security and quality assurance
reviews and checks. This methodology includes new roles that are not included in
baseline Scrum. Scrum has been selected due to its overwhelming popularity in the
current software development industry (VersionOne, 2013, 2018).

Kanban. Kanban, much like XP, can be understood simply as a set of development
concepts, ideas and principles, rather than a tightly-defined set of processes, practices
androles. It therefore provides arather flexible framework for development, focusing
on the work flow: the work flow is visualized, the amount of work in progress is
limited, and the development lead time is measured. This helps the developers to
stay informed of the work backlog, aims to ensure that the team members do not
get overloaded, and provides metrics to optimize the development time. Kanban is
typically combined with more prescriptive methods, leading into creation of e.g.
Scrumban (Nikitina et al., 2012) and other hybrid methods.

Security Development Lifecycle. Microsoft’s effort to improve the security of
their software has led them to develop their own security framework, the Security
Development Lifecycle process. SDLis based on iterative spiral model borrowed from
and adaptable to agile methodologies (Microsoft, 2012; Baca and Carlsson, 2011).

The approach selected in the SDL, when adapted without modification, is quite
heavy on processes, documentation and organization —a contrast to the agile methods
discussed above. This forms part of the motivation of this study, aiming to identify
the minimal set of SDL elements required to fulfill the security requirements. SDL
divides activities into three categories: one-time requirements, bucket requirements
and every-sprint requirement. The naming of the categories appears to suggest that
SDL for Agile is meant for Scrum or Scrum-like methods. SDL. emphasizes the
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use source code static analysis tools as the principal security activity, followed by
threat modeling and security testing.

Related Work

A starting point for the research was formal categorization of security aspects
for software development, and conducting a feature analysis using DESMET
(Kitchenham et al., 1997). DESMET framework was presented in the 1990s for
evaluation of software development methods. The evaluation may be quantitative
or qualitative, and based on experiments, case studies, screenings, effect analyses,
feature analyses or surveys. The nature of this study suggested a screening feature
analysis, with easily quantitative results: the requirement is either fulfilled or not,
and each method and security process is analyzed as a simulated case study, based
on expert opinions and without instantiation.

Beznosov and Kruchten (2004) earlier used a similar approach; however, they
did not use established security criteria or framework, nor an external evaluation
criteria. In addition, there exists a number of studies concerning secure software
development concept in general, also covering the topic of security-focused testing
(Fitzgerald and Stol, 2014). Furthermore, Abrahamsson et al. (2003) made an early
contribution comparing agile software development methods by their suitability for
different stages of development life cycle, and their support for project management
— both important aspects from the security point of view. In their study, security
engineering was not considered per se, as they focused more on general issues in
different agile software development methods.

Regarding more specifically literature on security engineering in agile software
development, a series of work has been presented (cf. Rindell et al., 2017b). A
common nominator for the earlier literature seems to be an approach of documenting
a proprietary corporate software development method, or even specify own
development method (e.g., Baca and Carlsson, 2011; Bostrom et al., 2006; Rindell
etal.,2015). For example, Baca and Carlsson (2011) also compare existing software
methodologies, including SDL, with a proprietary method, and claim also a new
proprietary method of their own. In addition, for instance Vuori(2011) discusses how
IEC 61508 standard can be used to improve agile software development methods’
suitability for a safety-critical development environment.

Furthermore, Wayrynen et al. (2004) discusses whether security engineering
approach can be implemented into XP development method at all. They also discussed
certain activities — e.g., static code reviews, security policies —that might need to be
included into XP to make it more security engineering friendly. Bostrom et al. (2006)
continued this topic and proposed the use of abuser stories and security-related user
stories as a part of XP to make it more suitable for security engineering.
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Similar approach has been utilized by Kongsli et al. (2006), who notes the
mismatch between requirements for security engineering projects and agile
software development. Yet, the study does not specifically discuss on the claimed
shortcomings. Nevertheless, the study reviews a bulk of literature and lists several
different security activities that should be taken into account. Chivers et al. (2005)
also note the mismatch between XP and security engineering. Their proposal is
iterative security architecting to maintain a ‘good enough’ (from a security point-
of-view) architecture during iterative and incremental development work. Also Ge
et al. (2007) aim to improve security engineering in XP through security training
and security architecture. Their security activities include, e.g., security stories.

Adelyar and Norta (2016) and Adelyar (2018) adopted a different approach and
studied what kind of security challenges there are in agile methods. Their results
show that there are certain developer and customer activities that might enable the
presence of security flaws in the software product.

De Win et al. (2009) used an alternative approach and focused on three security
engineering standard processes in the field: CLASP, SDL and Touchpoints. Their
focus is on these practices and whereas they acknowledge, e.g., XP, it is not clear
how well the studied cases are suitable for mainstream software security engineering
projects with an agile approach. Ayalew et al. (2013) continue this work and focus
on cost-benefit analysis. However, their work produces also a list of comparable
agile security activities.

Sonia et al. (2014) assigns an agility value to different security engineering
activities. In their analysis, all security activities studied are seem to be incompatible
with at least one modern agile activity. Thus, their work further emphasizes the
difference and incompatibility of security engineering and agile software development
methods.

Othmane et al. (2014) propose their own secure agile development method
for continuous security. Their approach is to adapt different security engineering
activities in each development sprint in order to guarantee that the software produced
in each iteration is secured.

In addition, empiric research has been conducted on the impact of agile methods
onsoftware security (Alnatheeretal.,2010). There also exists case studies in adapting
Scrum-based methods in an environment with strict formal security regulations
(Fitzgerald et al., 2013; Rindell et al., 2016, Oyetoyan et al., 2016).

The study by Fitzgerald et al. (2013) discusses security regulations and Scrum
in considerable depth, yet only within the scope of a single company and a single
development method. The case study by Rindell et al. (2016, 2017a) focuses also
on a case using Scrum-based method but it is as well restricted by the scope of a
single project. Oyetoyan et al. (2016) studied two organizations using Scrum in their
development work. The focus of the study is on the skills, trainings and experience
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of the development teams. The study shows that security awareness improves the
use of security activities in the development work.

To summarize the review of related work, it can be noted that there are a series
of work devoted for improving different aspects of security engineering in agile
software development methods. However, a common claim seems to be that agile
methods are inherently insecure and inapplicable for security engineering (Rindell
etal., 2017b). Yet, there is a lack of work addressing whether this can be considered
to be true or just a myth.

This study takes an alternative approach and aims to evaluate the vanilla versions
of different agile software development methods against a security engineering
framework. To depart from the previous work, that have assumed the insecurity of
these methods, we instead use an industry standard (i.e., VAHTI regulation) as a
baseline for defining security activities needed.

EVALUATION FRAMEWORK

This chapter aims to assess how well agile software development methods are
suitable for security engineering projects by using a nationwide criteria and new
development methods, and the SDL security framework as a benchmark. In contrast
to most of the previous approaches, security is in this chapter considered to be an
absolute requirement for software. In the agile method terminology, security is
considered an essential part of the customer satisfaction, which the agile methods
aim to promote (Beznosov and Kruchten, 2004).

We concentrate on the challenges this brings into the development process and
the quality assurance closely associated with security controls. This study also makes
the security requirement more specific by using a well-established security criteria,
VAHTI, and inspecting the applicability of the selected software methodologies
to comply with this criteria. The term ‘security assurance’ is used to describe the
drive to mitigate security vulnerabilities in a measurable and evidence-backed
way, comparable to the term ‘quality assurance’, which aims to mitigate software
discrepancies in general. In a regulatory context, security assurance conveys also the
meaning of security proof, referring to written security documentation and e.g. logs.

The specific set of security requirements used in this chapter is based on VAHTI
(literally translated ‘Guard’, a mnemonic acronym in Finnish for ‘Government
Information Security’) security regulation. VAHTI is one of the earliest and most
comprehensive sets of open and public information system security regulations. The
instructions consist of 51 documents, published since 2001, aiming at covering the
whole life cycle of the governmental information systems. The guideline covers also
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various aspects of information systems management, governance, use, and, ultimately
aid implementing Finland’s national information security strategy, published in 2009.

VAHTTI instructions specify three security levels (‘basic’, ‘increased’ and ‘high’).
The instructions were originally targeted only for government’s internal information
systems work; due to public sector’s integral part in the Finnish society, VAHTI is
in the process of becoming a de facto security standard in any information system
that interacts with a governmental system. VAHTI exists to harmonize the security
requirements among the public institutions, a set of national standards has been
developed, based on standards such as ISO/IEC 27002 (ISO/IEC, 2013), and derived
from Systems Security Engineering — Capability Maturity Model (ISO/IEC standard
21827, 2008). These requirements aim to cover the life cycle and various use cases
of the public information systems, and span over several dozen public documents.

VAHTI was selected due to two main reasons. First, the selection of a governmental
regulation that is in active use in Finland allows us to focus on aspects and activities
that are actively used in the industry. That is, instead of developing an own evaluation
framework from the scratch, we depart from the previous work by using an existing
and widely-used instruction set in our analysis. Second, VAHTT allows us to focus on
amore comprehensive picture of a security engineering instead of a single standard.
While this also forces us to select the suitable criteria for the evaluation of the
software development methods, the evaluation framework based on this kind of an
instruction set should be more general than one based on a more narrow standard.

For developing the evaluation framework for this study, we focused on all
VAHTI criteria in different phases and regulation levels. VAHTI security criteria for
application development comprises the whole life cycle of software. The complete
list of security requirements in VAHTT includes 118 activities (FMoF, 2013). This
list was analyzed through by the authors and relevant criteria for the software
development methods were selected. The selection was made based on the relevance
of the requirements to the software development method: the selected criteria are
either requirements for the documentation, reviews or the development process itself.

We excluded requirements that did not directly relate to the software development
method or approach used. For example, requirements for handling data storage as well
as physical access to the server room are not relevant for the software development
method’s point-of-view. That is, those can be handled regardless of the development
method used.

The only selected organizational requirement, the one for security training, was
included due to the fact that SDL as well as previous work (e.g., Ge et al., 2007
and Oyetoyan et al., 2016) emphasizes this as a security-enhancing mechanism.
Furthermore, it may affect the developmentroles in the software development method.
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From the complete list of VAHTI’s security requirements, 22 activities directly
concerning the software development methods were selected. The selected security
requirements are presented in Table 1. The table also links each requirement back
to the respective VAHTI security level.

We evaluate each criteria through four dimensions: i) requirements infegrality in
adevelopment method, ii) requirement’s frequency of occurrence in the development
work, iii) level of automation and iv) cost of performing or carrying out the
requirement. Each of these dimensions are clarified more in the latter.

In the evaluation, we study whether each requirement is i) an integral part of the
method; ii) the method can be adjusted to support the requirement; or iii) the method
is incompatible with the requirement or there are needs for improvement in the
method. This evaluation was done by the authors discussing and analyzing how well
the requirement can be implemented in each of the selected software development
methods. All authors are expert in software engineering and it was required that a
mutual agreement needed to be reached before continuing.

The other assessment criteria of the frequency requirement for each technique is
defined as itis by SDL. That is, the analysis of these requirements needed frequency
is based on how often SDL requires them to be used. The frequency is encoded into
three values: i) one-time requirements; ii) bucket requirements and iii) every-sprint
requirements.

Each task is further ranked to either Automated, Semi-automated or Manual.
Semi-automated means the bulk of the work is done by automated tools, which in
turn may require a considerable amount of manual configuration. This analysis is
based on the description in the VAHTT instruction set and it is subjectively evaluated
by the authors. However, the authors mutually agreed on the level of the automation
during the analysis.

Cost is calculated by multiplying the level of automation with the frequency of
the task. The cost of security requirement’s, that has to be carried out only one-time
during the project and which can be easily automated, would be considered as a very
low. Similarly, manual requirement that has to be carried out in each sprint would
be considered as a very high in its cost. The remaining combinations are similarly
categorized into the following scale: Very Low, Low, Medium, High, and Very High.

RESULTS

Table 2 summarizes the Scrum’s, XP’s and Kanban’s compliance with each security
requirement in the evaluation framework. In addition, Table 3 reports each criterion’s
level of automation and estimated cost as this was found an important factor. In
the following, we will discuss on the central observations based on these analyses.
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Table 1. The evaluation framework’s criteria

No. Criterion VAHTI level
1 Application Risk Analysis Basic
2 Test Plan Review Basic
3 Threat Modeling Basic
4 Goal and criticality Increased
5 Business Impact Analysis Increased
6 Documentation of Security Solutions Increased
7 Application Security Requirements Increased
8 Application Security Settings Definition Increased
9 Security Testing Increased
10 Security Auditing Increased
11 Architecture guidelines High
12 External Interface Review High
13 Use of Secure Design Patterns High
14 Attack Surface Reduction High
15 Architectural Security Requirements High
16 Internal Communication Security High
17 Security Test Cases Definition High
18 Test Phase Code Review High
19 Use of Automated Testing Tools High
20 Security Mechanism Review High
21 Application Development-time Auditing High
22 Security training High

The three first criteria (Application Risk Analysis, Test Plan Review and Threat
Modeling) of the framework can be considered as a basic requirement for all kinds of
application development projects. That is, Application Risk Analysis is an essential
security element and it has been or it can be well integrated into all methods. Yet,
it can be done only manually as SDL requires it to be carried out in each iteration.
Therefore, it is costly.

Test Plan Review is an internal security activity in which the personnel reviews
the test plan. All of the studied development methods support this integrally while
its cost is high. Threat Modeling consists of compiling the list of the threats and
keeping that up to date during every sprint. This is a cornerstone activity of SDL
and essential to any security related development project. The activity provides a
baseline for risk analysis and guides architectural choices, among other things. The
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Table 2. Compliance of XP, Scrum and Kanban with different security requirements
presented in the evaluation framework

No. Requirement XP Scrum. Kanban
1 Application Risk Analysis Integral Integral Integral
2 Test Plan Review Adaptable Adaptable Adaptable
3 Threat Modeling Integral Integral Integral
4 Goal and Criticality Adaptable Adaptable Adaptable
5 Business Impact Analysis Adaptable Adaptable Adaptable
6 Documentation of Security Solutions Adaptable Adaptable Adaptable
7 Application Security Requirements Integral Integral Integral
8 Application Security Settings Definition Adaptable Adaptable Adaptable
9 Security Testing Integral Integral Integral
10 Security Auditing Adaptable Adaptable Adaptable
11 Architecture guidelines Adaptable Adaptable Adaptable
12 External Interface Review Integral Integral Integral
13 Use of Secure Design Patterns Integral Integral Integral
14 Attack Surface Reduction Integral Integral Integral
15 Architectural Security Requirements Integral Integral Integral
16 Internal Communication Security Integral Integral Integral
17 Security Test Cases Definition Adaptable Adaptable Adaptable
18 Test Phase Code Review Integral Integral Integral
19 Use of Automated Testing Tools Integral Integral Integral
20 Security Mechanism Review Adaptable Adaptable Adaptable
21 Application Development-time Auditing Incompatible Incompatible Incompatible
22 Security training Adaptable Adaptable Adaptable

threat ‘landscape’ is dependent on the software’s intended users and use environment.
This is essential to all methods and easily integrated to them. This requirement
was not mandatory even at VAHTI’s highest level, which can be considered as a
clear omission to the instruction set. A potential explanation to this could be the
restrictions in the availability of threat modeling tools. Alternatively threat modeling
can be performed as a manual task using e.g. Microsoft’s STRIDE mnemonics for
component analysis. In this approach, the system and its components are reviewed for
security threats in the categories of Spoofing, Tampering, Repudiation, Information
disclosure, Denial of Service, and Elevation of Privilege.
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Table 3. The level of automation, frequency of occurrence and relative cost of the
evaluation framework’s security requirements

No. Requirement alﬁz‘rﬁ;toit(‘m Frequency Cost
1 Application Risk Analysis Manual Every sprint | Very high
2 Test Plan Review Manual Bucket High
3 Threat Modeling Manual Every sprint High
4 Goal and Criticality Manual One-time Low
5 Business Impact Analysis Manual Bucket Low
6 Documentation of Security Solutions Manual Bucket Low
7 Application Security Requirements Manual Bucket High
8 Application Security Settings Definition Manual Bucket High
9 Security Testing Automated Every sprint | Medium
10 Security Auditing Manual One-time Low
11 Architecture guidelines Manual One-time Low
12 External Interface Review Manual Bucket High
13 Use of Secure Design Patterns Manual One-time Low
14 Attack Surface Reduction Manual Every sprint | Very high
15 Architectural Security Requirements Manual One-time Low
16 Internal Communication Security Semi- Every sprint | Medium

automated

17 Security Test Cases Definition Manual Every sprint | Very high
18 Test Phase Code Review Manual Every sprint | Very high
19 Use of Automated Testing Tools Automated Every sprint | Very low
20 Security Mechanism Review Manual One-time Low
21 Application Development-time Auditing Manual One-time Low
22 Security training Manual Every sprint | Very high

The following six criteria (i.e., the requirements from number 4 to 10 in Table 1)
can be considered to be essential to all security engineering projects with increased
information security alertness. With the notable exceptions of Application Security
Requirements and Application Security Settings Definition, the cost of these
requirements is estimated to be low in a development project.

The Goal and Criticality requirement means classification of the software and
documentation of its purpose. Both XP and Scrum were found lacking in this respect
while the Scrum-based methods are more readily adaptable to produce planning
phase documentation. Kanban-based methods are also considered adaptable.
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Business Impact Analysis is basically method independent requirement, and as
such, considered adaptable to all methods. This document should be produced in
the planning phase, and updated during the implementation when the application’s
incremental threat analyses implicate further threats to the business environment.

Documentation of Security Solutions is a direct requirement to communicate the
security requirements to the developers through documentation. All agile methods
are fundamentally against this approach, and will need improvement to be able to
take into efficient use.

Document on Application Security Requirements is a high-level description,
covering the criticality of the information handled by the software, threat analysis,
and other functional security requirements. All security related development methods
were deemed to support creation of this document in the planning phase. Similarly,
Application Security Settings Definition is an extensive documentation step, where
all the software settings, interfaces, administration steps, test data, encryption details
etc. are listed and thoroughly documented. A suggested action would be a separate
documentation sprint, to be added into the agile methods.

On one hand, Security Testing states that security testing should be incorporated
into the standard testing procedure. This requirement is supported by all methods.
On the other hand, Security Auditing is arequirement for Increased and High VAHTI
levels. Furthermore, it requires an external auditor. This requirement was included
due to its strain on the development process, mainly through architecture auditing.
Also this requirement is supported by all selected methods.

The remaining twelve criteria can be considered to be essential for a software
development project where information security requirements are extremely high. As
the VAHTI instruction set is defined by a governmental agency, it is not a surprise
that special emphasizes has been put on these requirements. Furthermore, on average
these requirements are more costly to carry out than the ones belonging essentially
in the increased security category.

Architecture guidelines define the principles guiding the application development,
in this context especially from the security point of view. This requirement is
adaptable to all development methods. External Interface Review is an analysis of
the software’s external interfaces and comparison to architectural and application
level principles. All methods support the performance of this action. Use of Secure
Design Patterns mandates classifying the software due to its architecture type, such
as client-server, mobile, web or embedded application. The design pattern is then
selected based on the architectural type. All of the studied methods support this
requirement.

Attack Surface Reduction includes identifying and analyzing all software
functionality where the participants cannot completely trust each other, such as
open services, user or administrator actions or database connections. All methods
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support this step. Architectural Security Requirements mean analysis of the
application’s architecture against known or anticipated threats. All methods support
this requirement. Internal Communication Security concerns especially applications
utilizing multi-tier architecture and ties the deployment of the application into the
development phase. Largely method independent planning-phase activity, but still
supported by each method.

Security Test Cases Definition is an absolute requirement for almost all security-
related development, and VAHTI gives here specific instructions how the test cases
should be defined, such as use of empiric evidence, known issues and several sources.
This requirement is adaptable to all methods. Test Phase Code Review is informally
performed by the internal security personnel, and documented either separately or
even straight into the source code. This requirement is also supported by all of the
studied methods.

Use of Automated Testing Tools is more or less standard practice for all agile
software development, regardless of the used methodology. On the security side,
the tools include fuzz testing tools, vulnerability scanners, code analyzers and
continuous integration tools. This requirement is quite naturally supported by all
three included agile methods.

Security Mechanism Review is acode-level review of how security components are
implemented. Basically it is method independent, but may be difficult to implement
in iterative methods as after changes this review has to be done again. As such, this
activity might require a specific hardening sprint, as a time-consuming activity like
this may be difficult to fit into the work flow.

Application Development-time Auditing is ahigh-level security audition at various
points of application development. Intrinsically a waterfall-type approach, causing
difficulties with iterative methods. Security training means organizing purpose-
oriented and role-based training for the personnel responsible for the application
development, such as the product owner, developers and testers. This requirement
is adaptable to all of the studied methods.

DISCUSSION

The three agile methods (Scrum, XP and Kanban) studied in this chapter were found
to have certain issues with adaptability of security tasks. Repetitive (i.e., multi-sprint
orevery-sprint) documentation and review tasks were found specifically incompatible
with these methods. While a theoretical examination cannot establish concrete
benefits gained from the use of agile methods, it was deemed unjustifiable to claim
that their use would have an adverse effect on security assurance. Instead, use of
agile prompts including security items e.g. in the user stories and integrating them
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into the backlog as a part of regular conduct of an agile development project. All
three methods were found inherently compatible with or adaptable to all planning
and implementation phase activities. Incorporating security reviews and auditing
into the iterative development processes proved to be a tougher issue. The SDL
prompts these activities to be completed in “each and every sprint”, or “the sprint
is deemed incomplete”. However, the wording of the SDL has since 2015 been
altered, and the word sprint is no longer used as a synonym for release, which is
the current term. It appears that Microsoft, too, has awoken to the reality in which
not every agile sprint produces a released version of software.

When compared to the previous work in the field, this study is produces somewhat
different results, explained by the different research approach. Whereas the previous
work has been focused on defining more or less a ‘perfect’ method for agile security
engineering and underlining all possible obstacles, we adapted a different route for
our analysis. Instead of a rigid model, this study concentrated on the aspects that
are needed to be changed in order to use a popular agile method in a development
project that needs to fulfill governmental security development instructions. That
is, we were looking for a ‘good enough’ solution and the result shows that mismatch
between agile methods and security engineering might be too harshly reported.
Especially the concerns of agile methods’ compatibility with formal requirements
can be quite readily dismissed based on a theoretical analysis only.

Nevertheless, the use of studied agile methods clearly requires quite heavy process
customization, in order for them to be applicable to projects with formal security
requirements. The key findings were that continuous security planning, in the form
of iterative design and architecture activities, has the most potential to improve
the security of the finalized product. On other hand, at the higher security levels,
incorporating every-sprint security reviews make it difficult to retain the ‘agility’
of a method — and formal auditing requirements worsen this situation altogether.
Incorporating the ‘hardening sprints’, suggested by e.g. Fitzgerald et al., (2013), or
focusing on security only in the planning phase of the project (Bostrom et al., 2006;
Ge et al., 2007), may simply lead to superficial fulfillment of the requirements,
potentially leading to security issues afterwards. Methodology-based evaluation
suggests that security assurance is best achieved through investing in both planning
and implementation tasks.

Scrum is the only one of the methods that include any kind of role definitions.
Security methodologies, on the other hand, tend to have specific role definitions
and push for strict separation of duties. Table 4 presents a summary of key tasks
and properties required from a security assured software development method. The
table states whether the selected methods have the roles defined (Yes or No), or
support the extension of existing roles to cover the more security-specific one. This
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Table 4. Security task role definition

No Task XP Scrum Kanban
1 Security specialist roles defined No Yes No
2 Documentation and guidelines produced Yes Yes Yes
3 Support for development time security reviews No Yes No
4 Support for delivery time security reviews No Yes No
5 Compliant development process roles defined No No No

comparison reveals a more worrying side of the secure agile methods, especially
regarding role definition.

SDL defines several security roles for the development team, such as reviewer/
advisor, auditor, expert, and team champions. It also promotes strict and vigorous
separation of duties, all while the agile methods typically define only a minimum
set of roles or none at all. Scrum, in its basic form, defines only the roles of Product
Owner, Developers and the Scrum Master. Of these, the Developer is the most
appropriate one to assume the responsibilities of a security specialist. This, however,
is aclear violation of the industry standard ‘separation of duties’ rule: the developers
themselves are rarely the best persons to break their own code. This approach is
anti-agile in two ways: teams not sharing information is a clear violation against
the agile philosophy, and having separate teams working in parallel bogs down the
development speed while increasing the cost. The same lack of defined security roles
also characterizes XP and Kanban, all while giving organizations more freedom in
choosing the development tools, mechanisms and processes.

In addition, the message in the studied literature is clear about certain benefit
of employing agile methods to develop security-oriented software: developing the
software in numerous iterations towards the finalized product may actually improve
security assurance, as the product is kept potentially shippable after every sprint—an
agile ideal, although rarely achievable. This greatly helps in tracking the changes
in security development and detecting possible security threats. In addition, the
promoted use of automated testing and other tools is an inherent part of security
development, directly applicable also to fuzz testing.

FUTURE RESEARCH DIRECTIONS

This study opens new fruitful research avenues for future development in security
regarding software architecture and design fields. While there are different adaptations
defined and presented for secure agile software development, there is a lack of
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empirical evidence and test regarding these adaptations. Future work should be aimed
to develop usable agile software development improvements that comply with the
requirements of security engineering. Furthermore, this kind of a development work
should incorporate the ‘good enough’ principle in order to keep the benefits achieved
with agile methods. If the method aims for too good or too strict security process,
it might be that transparency and efficiency of agile methodologies will be lost.

In addition, this chapter calls for a new kind of thinking into the security
engineering. While security is and will be a main driver in many, if not in all,
software development projects, also other aspects are important. These include,
e.g., efficient and fast development. The current development in this field has been
based purely on the security engineering perspective and much of the realism in the
industry is bypassed. Therefore, especially in the agile security engineering field a
new fresh start is needed for defining, e.g., cost-efficient solutions and integrating
security engineering practices into other activities. While improving awareness has
been showed to have good effect on security engineering, lightweight solutions
could also work.

The limitation of this study is a lack of empiric evidence, and the logical next
step would be to instantiate the methods and possibly include more of them. While
security should be based on ‘defined’ rather than ‘empiric’ logic, practice will show
not only the applicability of the methods themselves, but also the real cost of security
mechanisms to the development process. Security cost is becoming increasingly
necessary to pay, as Finland’s public sector’s software security regulations show. As
the cost of development is much smaller than rewriting and refactoring an existing
code base, integrating the security processes to the development method is crucial.
The ultimate objective should be nothing less than finding a framework for the
software developers to choose the correct set of roles, methods and processes for
each situation and purpose.

CONCLUSION

This study used established and widely-used Finnish government’s security criteria,
VAHTI, as a basis for evaluation of three approaches to software development
for a regulated environment. Selected security framework was Microsoft SDL
and the methods XP, Scrum, and Kanban. Research objective of this study was to
use lightweight DESMET evaluation criteria to analyze the adaptability of agile
methods to security development, and to estimate the cost of security-related tasks.
The study shows that in a theoretical framework the agile methodologies are readily
adaptable to even the most strict security requirements. This result departs from
the extant literature, which too often presents agile software development methods
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incompatible with security engineering practices. Therefore, this chapter suggests
future activities in developing and using agile methods for the use of security work
in software architecture and design.
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ABSTRACT

Risk-driven testing and test-driven risk assessment are two strongly related
approaches, though the latter is less explored. This chapter presents an evaluation
of a test-driven security risk assessment approach to assess how useful testing is
forvalidating and correcting security risk models. Based on the guidelines for case
study research, two industrial case studies were analyzed: a multilingual financial
web application and a mobile financial application. In both case studies, the testing
vielded new information, which was not found in the risk assessment phase. In the
first case study, new vulnerabilities were found that resulted in an update of the
likelihood values of threat scenarios and risks in the risk model. New vulnerabilities
were also identified and added to the risk model in the second case study. These
updates led to more accurate risk models, which indicate that the testing was indeed
useful for validating and correcting the risk models.
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INTRODUCTION

Security risk analysis is carried out in order to identify and assess security specific
risks. Traditional risk analyses often rely on expert judgment for the identification of
risks, their causes, as well as risk estimation in terms of likelihood and consequence.
The outcome of these kinds of risk analyses is therefore dependent on the background,
experience, and knowledge of the participants, which in turn reflects uncertainty
regarding the validity of the results.

In order to mitigate this uncertainty, security risk analysis can be complemented
by other ways of gathering information of relevance. One such approachis tocombine
security risk analysis with security testing, in which the testing is used to validate
and correct the risk analysis results. This is referred to as test-driven security risk
analysis.

The authors have developed an approach to test-driven security risk analysis, and
as depicted in Figure 1, the approach is divided into three phases. Phase 1 expects a
description of the target of evaluation. Then, based on this description, the security
risk assessment is planned and carried out. The output of Phase 1 is security risk
models, which is used as input to Phase 2. In Phase 2, security tests are identified
based on the risk models and executed. The output of Phase 2 is security test results,
which is used as input to the third and final phase. In the third phase, the risk models
are validated and corrected with respect to the security test results.

Although strongly related, it is important to note that test-driven risk analysis is
different from the more common combination of risk analysis and testing, which is
referred to as risk-driven (or risk-based) testing. The purpose of risk-driven testing
is to makes use of risk assessment within the testing process to support risk-driven
test planning, risk-driven test design and implementation, and risk-driven test
reporting. GroBmann and Seehusen (2015) provide a detailed explanation of these
two approaches by combining the well-known and widely used standards ISO 31000
(IS0, 2009) and ISO/IEC/IEEE 29119 (ISO, 2013a), with a focus on security.

Figure 1. Overview of the test-driven security risk analysis approach
Source: Authors’ work
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In this chapter, the authors present an evaluation of the test-driven security risk
analysis approach based on two industrial case studies. The objective of the case
studies was to assess how useful testing is for validating and correcting security
risk models. The basis of the evaluation is to compare the risk models produced
before and after testing. That is, the authors compare the difference in risk models
produced in Phase 1 with the updated risk models produced in Phase 3.

The first case study was carried out between March 2011 and July 2011, while
the second case study was carried out between June 2012 and January 2013. In the
first case study the authors analyzed a multilingual financial Web application, and
in the second case study the authors analyzed a mobile financial application. The
systems analyzed in both case studies serve as the backbone for the system owner’s
business goals and are used by many users every day. The system owners, which are
also the customers that commissioned the case studies, required full confidentiality.
The results presented in this chapter are therefore limited to the experiences from
applying the test-driven security risk analysis approach.

The reminder of the chapter is structured as follows. First, the chapter describes
the background concepts relevant for this chapter and then describes the test-driven
security risk analysis approach, followed by a description of the research method.
Then, the chapter gives an overview of the two case studies as well as the results
obtained which are the basis of the evaluation. Then, the chapter provides adiscussion
of the results with respect to three research questions and an overall hypothesis
defined as part of the research method. Finally, the chapter discusses related work
and highlights the key findings before providing the conclusion.

BACKGROUND

This section provides the main background concepts in security risk assessment,
security testing, and their combination. The key terms and definitions are summarized
at the end of this chapter.

Security Risk Assessment

The most relevant part of a general risk management process within the context of
this chapter is risk assessment. That is, the steps related to risk identification, risk
estimation, and risk evaluation. The following provides a high-level explanation of
these steps. Risk assessment is explained in detail in the next section. The reader is
referred to ISO 31000 (ISO, 2009) for a detailed explanation of the complete risk
management process.
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Risk identification is the process of finding, recognizing and describing risks.
This involves identifying sources of risk, areas of impact, events (including changes
in circumstances), their causes and their potential consequences. Risk identification
can involve historical data, theoretical analysis, informed and expert opinions, and
stakeholder’s needs (ISO, 2009). Risk estimation is the process of comprehending
the nature of risk and determining the level of risk. Risk estimation provides the
basis for risk evaluation and decisions on whether risks need to be treated, and
on the most appropriate risk treatment strategies and methods (ISO, 2009). Risk
evaluation is the process of comparing the results of risk estimation with risk criteria
to determine whether the risk and/or its magnitude is acceptable or tolerable. Risk
evaluation assists in the decision about risk treatment (ISO, 2009).

There exist many risk analysis methods, for example, OCTAVE (Alberts,
Dorofee, Stevens, & Woody, 2003), CRAMM (Barber & Davey, 1992) and NIST
SP800-30 (NIST, 2012), to mention a few. It is beyond the scope of this chapter to
provide a detailed explanation of the various risk analysis method, but it is necessary
to introduce CORAS, which is the risk analysis method applied in the approach
explained in this chapter.

CORAS is a model-based approach to risk analysis (Lund, Solhaug, & Stglen,
2010) and ranked as one of the 10 popular risk assessment methods together with
OCTAVE, CRAMM and NIST SP800-30 (Gritzalis, Iseppi, Mylonas, & Stavrou,
2018). The CORAS method is an asset-driven defensive risk analysis approach
divided into eight steps. The method is asset-driven in the sense that the assets to
be protected are identified early on as part of the characterization of the system,
service, business or process to be analyzed, that is, the target of analysis. The first
four steps of the CORAS method are introductory and used to establish a common
understanding of the target of the analysis, and to make the target description that
will serve as a basis for the subsequent risk identification. The introductory steps
include documenting all assumptions about the environment or setting in which the
target is supposed to work, as well as making a complete list of constraints regarding
which aspects of the target should receive special attention, which aspects can be
ignored, and so forth. The remaining four steps are devoted to the actual detailed
analysis. This includes identifying concrete risks and their risk level as well as
identifying and assessing potential treatments for unacceptable risks. The CORAS
method and its concepts are explained in detail in the next section.

Security Testing
Security testing is a type of testing conducted to evaluate the degree to which a
test item, and associated data and information, are protected so that unauthorized

persons or systems cannot use, read, or modify them, and authorized persons or
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systems are not denied access to them (ISO, 2013a). Model-based testing (MBT) is
a variant of testing that relies on the behavior models of a system under test (SUT)
and/or its environment to (automatically) derive test cases for the system (Utting,
Pretschner, & Legeard, 2012). Based on models, MBT allows the tests derivation
process to be structured, reproducible, programmable, and documented. An MBT
approach in which the security requirements of a SUT are the main focus for testing
is called model-based security testing (MBST) (Felderer, Zech, Breu, Biichler, &
Pretschner, 2016). The model of a SUT dedicated to test generation is often called
test model. In practice, limited testing resource such as time makes test selection and
prioritization criteria vital to guide the selection and execution of tests generated
from test model. Among many possible criteria, security risks driven by threats
(e.g., specified in CORAS models) are important in MBST. The use of security risk
assessment to drive the test selection and prioritization is key in any (model-based)
risk-driven security testing approach.

The Combinations of Security Risk
Assessment and Security Testing

It is necessary to distinguish between the two strategies for the combined use of
security risk assessment and security testing: risk-driven security testing and test-
driven security risk analysis. In risk-driven security testing the objective is to use
security risk assessment to support security testing. This involves risk-driven test
planning, risk-driven test design and implementation, and risk-driven test reporting.
However, we may also use security testing to support the security risk analysis
process. This is referred to as test-driven security risk analysis in which the objective
is to make use of security testing to validate and correct the risk assessment results.

Security risk assessment can complement and improve security testing because
the high-level perspective of the security risk assessment can provide guidance
for focusing on the most relevant risks to the activities carried out during security
testing. Risk-driven security testing is the most popular way of combining security
risk assessment and security testing as we discuss later in the related work section.
In test-driven security risk analysis, security test results are used to provide valuable
feedback for improving the security risk assessment process. The next section
presents the details of test-driven security risk analysis, which is the focus of this
chapter. Integrating and interweaving the activities from both risk-driven security
testing and test-driven security risk analysis would be beneficial for both sides of
an overall assessment of the security of a system on different levels (GroBmann &
Seehusen, 2015).
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TEST-DRIVEN SECURITY RISK ANALYSIS

As already illustrated in Figure 1, the test-driven security risk analysis process is
divided into three phases. Each phase is further divided into various steps. Figure
2 shows the steps within each phase. In the following, we give a more detailed
description of each phase.

Security Risk Assessment (Phase 1)

The security risk assessment phase consists of four steps corresponding to the steps
of the CORAS method, which is a model-driven approach to risk analysis (Lund et
al.,2010). The purpose of the first step is to prepare the security risk assessment. The
first step is carried out together with the customer and involves defining a precise
scope and focus of the target of evaluation, defining security assets that needs to
be taken into consideration during the risk assessment, defining likelihood and
consequence scales necessary for risk estimation, as well as defining risk evaluation
matrices based on the likelihood and consequence scales for evaluating risks.
Table 1 shows an example of a likelihood scale. In this approach to test-driven
security risk analysis, the term likelihood is a general description of the frequency
for incidents to occur, and the likelihood scale defines the values that will be used
when assigning likelihood estimates to unwanted incidents in the risk model.
Because incidents may have different impact depending on which security asset is
harmed, a separate consequence scale is defined for each security asset taken into
consideration. Let us assume that we have defined a security asset named availability
of service. Table 2 shows an example consequence scale defined for this security
asset, in which the consequence values are defined in terms of downtime. Another
security asset could for example be confidentiality of user data. This security asset
would have a different consequence scale concerning the disclosure of confidential
user data such as login credentials, credit card information, and privacy-related data.

Figure 2. The steps in test-driven security risk analysis
Source: Authors’ work
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Table 1. Likelihood scale

Likelihood value Description Definition
Rare Less than once per year [0, 1): 1y
Unlikely One to five times per year [1,5): 1y
Possible Five to twenty times per year [5,20): 1y
Likely Twenty to fifty times per year [20, 50): 1y
Certain Fifty times or more per year [50, o0): 1y

Source: Authors’ work

Table 2. Consequence scale for asset: Availability of service

Consequence value Description
Insignificant Downtime in range [0, 1 minute)
Minor Downtime in range [1 minute, 1 hour)
Moderate Downtime in range [1 hour, 1 day)
Major Downtime in range [1 day, 1 week)
Catastrophic Downtime in range [1 week, co)

Source: Authors’ work

Having made the necessary preparations, the next step is to carry out security
risk assessment. That is, risk identification, risk estimation, and risk evaluation. The
risk models are constructed on-the-fly during the risk assessment process which is
carried out in a series of workshops. The information obtained in these workshops
is usually based on expert judgment, mostly from representatives of the customer
on whose behalf the analysis is conducted.

During risk identification (Step 2), risks are identified by analyzing the target
of evaluation and identifying potential unwanted incidents that may harm certain
security assets. In addition, threat scenarios causing the unwanted incidents, as well as
threats initiating the threat scenarios are identified. The process of risk identification
is carried out by creating risk models using the CORAS modeling language. The
constructed risk models are referred to as CORAS risk models. Figure 3 shows
an example of a CORAS risk model, and as illustrated, a CORAS risk model is a
directed acyclic graph where every node is of one of the following kinds.

e  Threat: A potential cause of an unwanted incident.

e  Threat Scenario: A chain or series of events that is initiated by a threat and
that may lead to an unwanted incident.

e  Unwanted Incident: An event that harms or reduces the value of an asset.
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e  Asset: Something to which a party assigns value and hence for which the
party requires protection.

Risks can also be represented in a CORAS risk model. These correspond to pairs
of unwanted incidents and assets. If an unwanted incident harms exactly one asset,
as illustrated in Figure 3, then the unwanted incident will represent a single risk. If
an unwanted incident harms two assets, then the unwanted incident represents two
risks, etc. As illustrated in Figure 3, a security aspect of certain information can
be regarded as an asset. For example, the confidentiality of user data may be an
important asset for a banking company.

Vulnerabilities that may be exploited by a threat to cause security risks are also
identified as part of risk identification. Vulnerabilities are illustrated as open locks
and are attached on relations in a CORAS risk model. A relation in a CORAS risk
model may be one of the following kinds.

o Initiates Relation: A relation that goes from a threat A to a threat scenario or
an unwanted incident B, meaning that A initiates B.

e  Leads to Relation: A relation that goes from a threat scenario or an unwanted
incident A to a threat scenario or an unwanted incident B, meaning that A
leads to B.

Figure 3. Example of a CORAS risk model

Source: Authors’ work

Vulnerability ﬁ ___________ >6 Conditional Unwanted
probability incident
Lack q’f proper
session management \ /
Threat 5 H

Hakcer intercepts
HTTP connection

acker obtains

\
X Confidential user
account user name \ 0.9

data disclosed

! [Likely] and password
| -
| [Possible] [Possible]
| [Major]
\'4 Weak login A
Hacker carries out policy /)
SQL injection Insufficient user ,
[Possible] input validation ,// Confidentiality of
Hacker user data
Consequence
Hacker launches . . -
. . Poor server/nétwork capacity 03 Service
denial of service i . .
unavailable
attack [Unlikely]
[Posstle] y[M derate]
. . oderate
id 1y Non-robust protocol implementation

Threat scenarioﬁ Likelihood 5 Asset 5’ -7
Availability of service

76

EBSCChost - printed on 2/9/2023 12:25 PMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

An Evaluation of a Test-Driven Security Risk Analysis Approach

e  Harms Relation: A relation that goes from an unwanted incident A to an
asset B, meaning that A harms B.

Vulnerabilities may be assigned on the initiates relations or the leads-to relations
going from A to B, describing a weakness, flaw or deficiency that opens for A
leading to B.

Havingidentified risks, the next step is to estimate the likelihood of risks occurring,
as well as the consequence of risks (Step 3). This step makes use of the predefined
likelihood and consequence scales (Table 1 and Table 2 in this example). The
likelihood estimation is carried out by first estimating the likelihood of threat scenarios
causing the risks, which also includes the estimation of conditional probabilities.
Then, based on these estimates, the likelihood of unwanted incidents is calculated.
During the calculation it is important to consider whether the threat scenarios are
mutually exclusive or independent, and make sure that the calculations are carried
out in a consistent manner. However, it is beyond the scope of this chapter to explain
the rules for calculating likelihood values using CORAS risk models. The reader
is referred to the CORAS approach (Lund et al., 2010) for a precise explanation of
the calculation rules. Finally, to complete risk estimation, the consequence for each
risk is estimated by making use of the predefined consequence scale. Thus, relations
and nodes may have the following risk-measure annotations.

e  Likelihood Values: May be assigned to a threat scenario or an unwanted
incident A, estimating the likelihood of A occurring.

e  Conditional Probabilities: May be assigned on the leads to relations going
from A to B, estimating the probability that B occurs given that A has occurred.

e  Consequence Values: May be assigned on the harms relations going from A
to B, estimating the consequence that the occurrence of A has on B.

Having estimated risks, the next step is to evaluate the risks with respect to their
likelihood and consequence values to determine a risk level for each identified risk
(Step 4). The risk level is calculated by plotting a risk into a risk matrix with respect
toits likelihood and consequence value. Risk evaluation matrices are constructed with
respect to predefined likelihood and consequence scales and are typically divided
into three risk levels: Low, medium, and high, which is commonly used as a basis to
decide whether to accept, monitor, or treat risks, respectively. Such risk acceptance
criteria are typically associated with security requirements or goals. Figure 4 shows
an example of a risk evaluation matrix constructed with respect to the likelihood
scale in Table 1, and the consequence scale in Table 2. That is, Figure 4 shows a
risk evaluation matrix constructed for evaluating risks that impact the security asset
availability of service. As shown in Figure 4, the cells of the matrix are divided into
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three groups to represent low, medium, and high risks. For example, by mapping the
risk service unavailable captured in Figure 3 to the risk evaluation matrix, we see
that the risk is assigned a low risk level. Similarly, if we map the risk confidential
user data disclosed to a similar risk matrix, then it is assigned a high risk level.

In traditional risk analysis, the next step is to decide which risks to treat, based
on the risk evaluation matrix, and then suggest treatments for those risks. In other
words, the risk evaluation matrix is used as a basis to prioritize risks to be treated
and typically the prioritization is based on the risk levels. Intuitively, high risks
are selected to be treated first, medium risks are selected to be treated second or
monitored, and low risks are either acceptable or treated last. The process of risk
treatment is also carried out in the approach presented in this chapter. However,
before risks treatment, the obtained risk models are tested to check their validity.
This is explained in detail in the next two sections, but the main idea is as follows.
In case the test results do not match the information conveyed by the risk models,
the risk models are corrected according to the test results. In case the test results
match the information conveyed by the risk models, no changes are made to the
risk models. Either way, the testing increases the confidence in the validity of the
risk models, which in turn increases the confidence of the decisions made related
to risk treatment.

The reader is referred to (Lund et al., 2010) for further explanation on the steps of
Phase 1. Throughout the chapter, we use the term risk model element, or just element
for short, to mean a node, a relation, or an assignment, and we will sometimes use
the terms unwanted incident and risk interchangeably when the distinction is not
important.

Figure 4. Risk evaluation matrix
Source: Authors’ work
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Security Testing (Phase 2)

The security testing phase consists of two steps, test identification and prioritization
(Step 5), and test execution (Step 6). In Step 5, test cases are designed by first
identifying high-level test procedures based on CORAS risk models. Then, the test
procedures are prioritized and manually refined into concrete test cases.

A CORAS risk model can be seen as a set of statements about the world. One
way of identifying test procedures based on a CORAS risk model is to derive
statements with respect to the threat scenarios in the risk model. CORAS provides
algorithms that may be used to translate a risk model into English prose (Lund et
al., 2010), and these algorithms are used in the approach described in this chapter to
construct test procedures. Typically, athreat scenario corresponds to a particular type
of attack, and the purpose of testing a threat scenario is to find vulnerabilities that
may be exploited by the attack. Based on the risk model in Figure 3, the following
test procedures may be identified.

e  Check that Hacker initiates Hacker intercepts HTTP connection with

likelihood Likely.

e  Check that Hacker initiates Hacker carries out SQL injection with likelihood
Possible.

e  Check that Hacker initiates Hacker launches denial of service attack with
likelihood Possible.

e  Check that Hacker intercepts HTTP connection leads to Hacker obtains
account user name and password with conditional probability 0.1, due to
vulnerability Lack of proper session management.

e  Check that Hacker carries out SQL injection leads to Hacker obtains account
user name and password with conditional probability 0.5, due to vulnerability
Insufficient user input validation.

e  Check that Hacker launches denial of service attack leads to Service
unavailable with conditional probability 0.3, due to vulnerabilities Poor
server/network capacity and Non-robust protocol implementation.

e  Check that Hacker obtains account user name and password leads to
Confidential user data disclosed with conditional probability 0.9, due to
vulnerability Weak login policy.

Having identified test procedures as described above, those that are considered
most important to test are prioritized and selected (that is, not all threat scenarios of
the risk model are tested). The priority of a threat scenario, and thereby the priority
of its corresponding test procedure is assessed by estimating its severity, as well as
the required effort to implement and carry out the test procedures in terms of time.
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Note that this effort estimate is not related to effort estimates for risk treatment,
which may be related to security requirements or goals. The focus here is to estimate
the effort required for test procedures as described above, which in turn is used as
a basis to create test cases to validate and correct the risk picture.

Severity is an estimate of the impact that a threat scenario has on the identified
risks. The intuition is that a high degree of impact should result in a high priority.
In the extreme case, if the threat scenario has zero impact on a risk, then there is no
point in testing it. The severity is also affected by the risk analyst’s confidence in
the correctness of the threat scenario. Intuitively, the less confident we are about the
correctness of the threat scenario, the more it makes sense to test it. If we, however,
are completely confident in the correctness of the threat scenario, then there is no
point in testing it because then we strongly believe that this will not give us any
new information.

The severity estimationis carried out as follows. First, the conditional probabilities
are expressed as conditional probability intervals to reflect the confidence in the
correctness of the threat scenarios. For example, considering the example in Figure
3, threat scenario Hacker carries out SQL injection leads to threat scenario Hacker
obtains account user name and password with conditional probability 0.5. If we are
completely certain that the conditional ratio is 0.5, for example based on historical
data that shows that account credentials have been compromised in half of the
successful code injections, then we express this as an interval in terms of /0.5,
0.5] representing the presumed minimum and maximum probability, respectively.
As mentioned above, in this case there is no point in testing the threat scenario
because we are certain about its correctness. However, if we are uncertain about the
correctness of the threat scenario, for example due to the lack of documentation of
the target of analysis and would like to express an interval considering probabilities
between 0.4 and 0.6, we write [0.4, 0.6]. The width of the interval expresses the
uncertainty. That is, the wider the width between the minimum probability and the
maximum probability, the less confident we are about the estimate. Second, for each
probability interval, we recalculate the severity of the threat scenario in question
with respect to the minimum probability, and then with respect to the maximum
probability. In the former we obtain minimum severity for the threat scenario in
question, while in the latter we obtain the maximum severity. Third, we subtract the
maximum severity from the minimum severity and obtain a value which is used as
the priority of the threat scenario in question. We do this for all threat scenarios in
the risk model and obtain a prioritized list of threat scenarios, that is, a prioritized
list of test procedures.

Having prioritized the test procedures using the severity score, we select those
procedures that will be implemented by also taking effort into account. Effort is
an estimate of the time it will take to implement and carry out the corresponding

80

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

An Evaluation of a Test-Driven Security Risk Analysis Approach

test procedure. It is important to consider effort, because in some situations the
effort required to carry out certain test procedures may be outside the boundaries
of available time and budget. In such cases, the customer must make a cost-benefit
analysis and decide whether to carry out the test procedures. Moreover, it is often
very difficult to test whether a threat will carry out an attack in the first place; at
least this is difficult to test using conventional testing techniques. The first three
test procedures listed above are examples of such test procedures, and in this case,
we would exclude them from the test selection.

The priority of a test procedure is carried out as described above. It is beyond the
scope of this chapter to give a detailed explanation of this process, and the reader is
therefore referred to earlier work for a more detailed explanation (Seehusen, 2014).
After selecting the test procedures with the highest priority, they are refined into
concrete test cases by making a detailed description of how they should be tested.
Inspired by the guidelines provided by ISO/IEC/IEEE 29119 (ISO, 2013b), the
test cases are specified based on the test procedures in the following way. First,
test objectives are defined for each test procedure. This includes defining test
objectives addressing the threat scenarios captured by the test procedures. Second,
preconditions for each test case are documented in terms of threat profile (what
kind of profile may initiate the threat scenario represented by the test procedure?)
and technicality (what kind of technical preconditions must be considered and be
in place to carry out the test case?). Third, the test case process is documented in
terms of tools (what tools are to be used to carry out the test case?) and procedure
(how shall the test case be executed?). Fourth, the vulnerabilities addressed by the
test case are documented. Finally, a description of verdict assignment is provided
(in what situations has the test case passed, failed or is inconclusive? — additional
verdicts may be used). Step 6, test execution, is the activity of executing the tests
identified in Step 5, as well as recording the test results. The test cases are typically
executed on a test environment provided by the customer.

Validation and Correction of Risk Models (Phase 3)

The validation and correction phase consists of one step (Step 7), which has two
main purposes. The first is to validate and correct the risk models (output of Phase
1) with respect to the test results (output of Phase 2). The second is to identify
treatments for the updated risk models. This step is based on the corresponding
step of the CORAS method. However, most of the reminder of this chapter will
be devoted to explaining the degree to which the risk models had to be updated by
taking the test results into consideration.
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Based on the test results, we may validate the risk models by checking whether
the test results correspond to the information conveyed by the risk models. If the
test results do not correspond to the information conveyed by the risk models, then
we may correct the risk models with respect to the test results in terms of adding,
deleting or editing risk model elements. Let RM, be the risk model before testing,
and RM, be the risk model after testing. The following points describe what we
mean by adding, deleting and editing risk model elements based on the test results.

Add: An element in RM, has been added if it is not in RM,,.
Delete: An element in RM, has been deleted if it is not in RM,.

e  Edit: A node orrelation in both RM, and RM , has been edited if its assignment
in RM, or RM, is different.

RESEARCH METHOD

The case study research was conducted in four main steps. First, the case study was
designed, which includes defining the objective, the units of analysis, as well as the
research questions. Second, the test-driven security risk analysis approach was carried
out within an industrial setting. Third, the relevant data produced in the test-driven
security risk analysis was collected. Fourth, the collected data was analyzed with
respect to predefined research questions. Figure 5 gives an overview of the main
activities of the research method. The research method is inspired by the guidelines
for case study research in software engineering provided by (Runeson, Host, Rainer,
& Regnell, 2012). This research approach was applied in both case studies.

As mentioned in the introduction, the objective of the case studies was to assess
the usefulness of testing for validating and correcting the risk models. Although
the authors carried out the complete test-driven security risk analysis approach in
both case studies, they specifically focused on the degree to which the test results
yielded information that caused an update of the risk models. That is, the units of
analysis are the risk models produced in Phase 1, and the validated and corrected
risk models produced in Phase 3. Thus, the data that were collected and analyzed
in the case studies were mainly the risk models produced in Phase 1 and Phase 3.

Figure 5. The main activities of the research method
Source: Authors’ work

Design the Carry out test- Collect relevant Analyze data
case stud driven security data w.r.t. research
Y risk analysis questions
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The authors’ hypothesis is that security testing is useful for validating and
correcting the security risk models. As already explained, the test results may be
used to validate the risk models. However, if the test results do not correspond to the
information conveyed by the risk models, then we may use the test results to correct
the risk models in terms of adding, deleting, and editing risk model elements. Thus,
the following research questions are defined.

RQ1: To what extent are the test results useful for correcting the risk model by
adding elements?

RQ2: To what extent are the test results useful for correcting the risk model by
deleting elements?

RQ3: To what extent are the test results useful for correcting the risk model by
editing elements?

OVERVIEW OF THE TWO CASE STUDIES

Both case studies were carried out in an industrial setting, and the analyzed systems
were already deployed in production and used by many users every day. As described
above, the authors carried out workshops together with the representatives of the
customers as part of the approach. However, the time devoted to the workshops
was limited and mainly used to gather the necessary information, as well as to
communicate findings. Most of the time in the case studies was devoted to carry
out the steps before and after the workshops.

Case Study 1: Test-Driven Security Risk
Analysis of a Financial Web Application

In the first case study, the authors analyzed a multilingual web application which is
designed to deliver streamlined administration and reporting of all forms of equity-
based compensation plans. The web application was deployed on the servers of a
third-party service provider, as well as maintained by the same service provider
with respect to infrastructure. However, the web application was completely
administrated by the client commissioning the case study for business purposes,
such as customizing the web application for each customer, as well as patching
and updating features of the web application. The focus of this case study was to
analyze the system to identify security risks that may be introduced internally by
the client when administrating the application, as well as security risks that may be
introduced externally via features available to customers. In this case study, it was
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decided not to consider security risks related to infrastructure because this was a
contractual responsibility of the service provider.

Table 3 gives an overview of the workshops in the first case study in terms of
time spent in each step of the approach before, during, and after the workshops.
The table reflects the size of the case study in terms of number of participants, as
well as the invested time in carrying out the approach in an industrial setting. The
column step shows the steps of test-driven security risk analysis that were carried
out in the corresponding workshop. In the participant column, the denotations C:n
and A:m represent n participants from the customer side and m participants from the
risk analysis team. The column duration during workshop shows the time spent in
each workshop. The columns duration before workshop and duration after workshop
give the approximate time spent before and after each workshop, respectively. Notice
that there was no workshop addressing Step 6 (test execution). This is because test
execution was entirely conducted between the fifth and the sixth workshop, which
is why the duration after Workshop 5 is approximately 100 hours. The total time
spent in the first case study was approximately 293 hours.

During the case study, the authors made use of the CORAS tool (CORAS, 2018)
to create CORAS risk models as well as to identify test procedures. Based on the
test procedures, the authors designed the test cases and executed them automatically,
semi-automatically and manually using the following tools.

° Automated Testing: IBM Rational Software Architect (IBM, 2018),
Smartesting Certifylt (Smartesting, 2018), Selenium (Selenium, 2018),
Eclipse (Eclipse, 2018).

) Semi-Automated Testing: OWASP Zed Attack Proxy (OWASP, 2018).

° Manual Testing: Wireshark (Wireshark, 2018).

Table 3. Overview of the workshops in the first case study

=~ Duration Duration | = Duration
Workshop Date Step Participant Before During After

Workshop Workshop | Workshop
1 28.03.2011 Step 1 C:1, A3 ~ 8 hours 2 hours ~ 10 hours
2 12.04.2011 Step 1 C3,A4 ~ 8 hours 3 hours ~ 10 hours
3 09.05.2011 Step 1 C:2,A3 ~ 10 hours 3 hours ~ 10 hours
4 20.05.2011 Step 2 and 3 C:1, A2 ~ 15 hours 6 hours = 45 hours
5 27.05.2011 Step 4 and 5 C:1, A2 ~ 15 hours 6 hours ~ 100 hours
6 07.07.2011 Step 7 P:2, A2 ~ 10 hours 2 hours ~ 30 hours

Source: Authors’ work
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All the tests were executed at the level of the HTTP protocol, that is, at the
application level, and from a black-box perspective of the system that was analyzed.
The automated process was as follows. First the authors specified a model of the
system under test using IBM RSA (IBM, 2018) together with the Certifylt plugin
(Smartesting, 2018), then they used Certifylt to generate abstract Java tests, then they
concretized these in Java using Eclipse, and finally the authors executed them using
the Selenium plugin (Selenium, 2018) on the Firefox Web browser (Mozilla, 2018).

The semi-automated process was carried out using the OWASP Zed Attack Proxy
tool (OWASP, 2018) to intercept the HTTP requests and responses. The authors
manually altered the information in the requests and responses and used Wireshark
(Wireshark, 2018) to analyze the communication between the client and the server
at the IP level.

Case Study 2: Test-Driven Security Risk
Analysis of a Mobile Financial Application

In the second case study, the authors analyzed a mobile application designed to
provide various online financial services to the users on their mobile devices. In
contrast to the first case study, this application was deployed on the local servers of
the client commissioning the case study. The online financial services were accessible
only via a dedicated mobile application installed on a mobile device. Moreover, all
aspects related to maintenance and administration was the responsibility of the client.
However, some few aspects related to content displayed to the user were directly
handled by a third party. The focus of this case study was to analyze the mobile
application to identify security risks that may be introduced from an external point
of view. That is, the authors identified security risks that may be introduced by the
third party when administrating the few aspects of the mobile application, as well
as security risks that may be introduced via features available to customers.

Table 4 gives an overview of the workshops in the second case study, as well
as the approximate time spent before and after each workshop. Like the first
case study, there was no workshop addressing Step 6 (test execution), which was
conducted between the fifth and sixth workshop. Notice that in the first case study,
the three first workshops were dedicated to Step 1 (establish context and target of
evaluation), while in the second case study the authors only needed one workshop
for the same step. This is because in the first case study, the context and target of
evaluation was not entirely clear in the beginning and needed to be concretized
over several iterations. In the second case study, the context and target of evaluation
were somewhat concretized by the customer prior to the first workshop, and it was
therefore sufficient with one workshop for Step 1. In addition, the authors got access
to the system documentation prior to the first workshop, which was useful to get a
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good understanding of the target of evaluation before the workshop. The total time
spent in the second case study was approximately 322 hours. Moreover, the fact
that the authors spent approximately 293 hours in the first case study and 322 hours
in the second case study, in which the analyzed systems were different in terms of
architecture and complexity, shows that the approach is applicable in industrial
settings within reasonable time. This also gives an indication of how much time
and effort may be required by the participants involved in the test-driven security
risk analysis process in an industrial setting.

Risk modeling, test procedure generation, test case design and the execution
of the test cases were carried out in a similar manner as in the first case study. In
addition to the tools used in the first case study, the authors made use of the tool
Burp Suite Free Edition (Portswigger, 2018) for automatic analysis purposes, and
Google Chrome (Google, 2018) for manual tests.

RESULTS

This section presents the results obtained in both case studies and describes the
difference between the risk models before and after testing for each case study.

Results Obtained in Case Study 1

After testing, no nodes or relations were added to or deleted from the risk model. The
only risk model elements that were added and deleted were vulnerabilities (recall
that vulnerabilities are not classified as nodes, but as assignments to relations). More
precisely, one vulnerability was deleted, and four vulnerabilities were added after
testing. However, it is important to note that the deletion of vulnerabilities was not

Table 4. Overview of the workshops in the second case study

=~ Duration | Duration | = Duration
Workshop Date Step Participant Before During After

Workshop Workshop | Workshop
1 19.06.2012 Step 1 C:7, A4 ~ 20 hours 5 hours ~ 25 hours
2 23.08.2012 Step 2 C:5,A:3 ~ 8 hours 6 hours ~ 35 hours
3 21.09.2012 Step 3 C:4, A3 ~ 8 hours 6 hours ~ 35 hours
4 01.10.2012 Step 4 C:3,A:3 ~ 8 hours 2.5 hours ~ 25 hours
5 16.11.2012 Step 5 C:6, A:3 ~ 10 hours 3 hours ~ 85 hours
6 24.01.2013 Step 7 C:4, A3 ~ 8 hours 2 hours ~ 30 hours

Source: Authors’ work

86

EBSCChost - printed on 2/9/2023 12:25 PMvia . All use subject to https://ww.ebsco.conlterns-of-use



An Evaluation of a Test-Driven Security Risk Analysis Approach

only based on the test results. In the case studies, the analyst removed vulnerabilities
by taking the test results into consideration, as well as own experience and knowledge
from conducting previous security tests. Thatis, the vulnerabilities were removed from
the risk models based on expert judgement, and not purely based on the test results.
Figure 6 illustrates the number of risk model nodes, the number of vulnerabilities,
and the number of relations before and after testing.

The only risk model elements that were tested in the case study were threat
scenarios. The aim of testing a threat scenario was to discover whether the target of
evaluation had vulnerabilities that could be exploited by the attack described by the
threat scenario. Figure 7 shows the total number of threat scenarios and risks that
were identified, the total number of tested threat scenarios, and the total number
of unwanted incidents and threat scenarios potentially affected by the tested threat
scenarios. All threat scenarios or unwanted incidents that a tested threat scenario T
can lead up to are potentially affected by the testing. For example, if the likelihood
value of T'is edited after testing, then this may have a rippling effect on the likelihood
values of all threat scenarios or unwanted incidents caused by 7. It is therefore, in
principle, possible that the complete risk model is affected by testing. However, this
depends on which threat scenarios are selected for testing in the testing phase. As can
be deduced from Figure 7, six out of 43 threat scenarios were tested, 14 out of 43
threat scenarios were potentially affected by the testing (this includes the six threat
scenarios selected for testing), and 13 out of 31 risks were potentially affected by
the testing. In CORAS, an unwanted incident may also lead to other threat scenarios
or unwanted incidents. This means that there may be situations where it is possible
to test risks. However, such situations were not encountered neither in the first nor
the second case study, which is why Figure 7 reports zero risks tested.

Figure 6. The number of risk model nodes, vulnerabilities, and relations before and

after testing
Source: Authors’ work
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Figure 7. The number of risks and threat scenarios tested and potentially affected

by the testing
Source: Authors’ work
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The risk model in Figure 8 represents an anonymized excerpt of the risk model
identified in the case study. Furthermore, it shows all risk model elements that
were tested and potentially affected by the testing, as well as the difference between
the threat scenarios, risks, and vulnerabilities before and after testing. The threat
scenarios that were tested are represented by ellipses with a dotted outline. All the
other elements of the diagram are potentially affected by the tested threat scenarios.
It can be noted that the level of indirection from the tested threat scenarios to the
risks is quite large.

The vulnerabilities VI and V6 were identified as potential vulnerabilities during
the risk assessment, that is, prior to the testing. By testing threat scenario 7/, the
authors discovered that vulnerability VI did not exist and it was therefore removed
from the risk model. The testing of threat scenario 722, however, revealed that
vulnerability V6 did in fact exist and therefore remained in the risk model after testing.
Furthermore, by testing threat scenarios 74, 76, T7 and T8, the authors discovered
and added four previously unknown vulnerabilities to the risk model (V2, V3, V4
and V5). This resulted in a total of five vulnerabilities in the risk model after testing.

The adding and deleting of vulnerabilities caused an update in the likelihood of
some threat scenarios and risks. In Figure 8, each threat scenario and risk 7R have
a label of the form i /j which means that TR had likelihood value i before testing
and j after the testing. The likelihood scale that was used in the case study can be
mapped to a number between / and 5, where [ represents the most unlikely value
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and 5 represents the most likely value. All the threat scenarios and risks whose
likelihood values were edited after testing are in Figure 8 represented with a darker
color than the threat scenarios and risks that were not edited. Note that all except
one risk model element (threat scenario 77) whose likelihood values were edited
after testing were estimated to be more likely after testing than before testing.
Threat scenario 7'/ was estimated to be less likely after testing due to the absence
of vulnerability V1.

Recall that risks may have risk levels which are calculated based on likelihood
and consequence values. The change in likelihood values resulted in the risk levels
of four risks being changed after testing; the risk level of risks C2, 11, I2, and I3
were changed because of the increase in likelihood, while the risk level of risks
CI and C3 did not change although their likelihood increased after testing. More
specifically, the risks C2 and /2 changed from low to medium with respect to risk
level, while the risks /7 and /3 changed from low to high. The risk C1 remained atrisk
level low after testing, while the risk C3 remained at risk level medium after testing.
The reason why the risk level of risks C/ and C3 did not increase was because the
increase of their likelihood did not have sufficiently high impact to increase their
risk level. The possible risk levels in the case studies were low, medium, and high.

Results Obtained in Case Study 2

Like the first case study, no nodes were added to or deleted from the risk model after
testing. One vulnerability was added to the risk model, while four vulnerabilities
were deleted from the risk model after testing. In addition, one leads-to relation was
added as part of the one vulnerability added to the risk model. Figure 9 illustrates
the number of risk model nodes, the number of vulnerabilities, and the number of
relations before and after testing.

The only risk model elements that were tested in the second case study were,
as in the first case study, threat scenarios. The chart in Figure 10 shows the total
number of threat scenarios and risks that were identified, the total number of tested
threat scenarios, and the total number of unwanted incidents and threat scenarios
potentially affected by the tested threat scenarios. Furthermore, the chart shows that
8 out of 24 threat scenarios were tested, 13 out of 24 threat scenarios were potentially
affected by the testing (this includes the 8 threat scenarios selected for testing), and
14 out of 26 risks were potentially affected by the testing.

Like Figure 8, Figure 11 represents an anonymized excerpt of the risk model
identified in the case study. The graphical notation of Figure 11 is equivalent to the
notation used in Figure 8.
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Figure 8. Difference between risk models before and after testing
Source: Authors’ work
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Figure 9. The number of risk model nodes, vulnerabilities, and relations before and
after testing
Source: Authors’ work
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Figure 10. The number of risks and threat scenarios tested and potentially affected

by the testing
Source: Authors’ work
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In the second case study, all vulnerabilities except one (V1) were modeled as
potential vulnerabilities during the risk assessment. By testing the threat scenarios
selected for testing, the authors discovered that the vulnerabilities VI, V2, V&8 and
V10 did not exist. These vulnerabilities were therefore removed from the risk model
after testing. The testing revealed that the other seven presumed vulnerabilities did
exist and therefore remained in the risk model after testing. In addition, by testing
threat scenario F706 the authors discovered that F706 may also lead to risk RT2
by exploiting a previously unknown vulnerability V//. Thus, the authors added
vulnerability V11 to the risk model. This resulted in a total of eight vulnerabilities
in the risk model after testing.

However, the adding and deleting of vulnerabilities did not cause an update of
the likelihood values. This is because the vulnerabilities were not sufficiently severe
to affect the likelihood of the tested threat scenarios. As a result, none of the tested
threat scenarios changed likelihood value after testing. Hence, none of the threat
scenarios and risks potentially affected by the testing changed likelihood value.
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Figure 11. Difference between risk models before and after testing
Source: Authors’ work
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This section discusses the results obtained in the case studies with respect to the
research questions.

To What Extent Are the Test Results Useful for Correcting
the Risk Model by Adding Elements (RQ1)?

Based on the results discussed above and the numbers in Figure 6 and Figure 9,
we know that new vulnerabilities were added to the risk models after testing. In
addition, we see from Figure 9 that one new relation was added to the risk model
after testing. However, this relation was added as part of a vulnerability. The relation
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would not been added if the vulnerability had not been discovered. No other kinds
of risk model elements were added.

Why did the testing only yield new information about the vulnerabilities? The main
reason for this is that the tests were designed with respect to the threat scenarios, and
the purpose of the tests was to identify vulnerabilities that could be exploited by the
threat scenarios. In other words, the tests were designed to uncover vulnerabilities;
not unknown assets, threats, threat scenarios, or risks. These elements were instead
part of the context in which the testing was performed.

Recall that an asset is something that is of value for the party, and that can be
harmed by a risk. If a party has no assets, then there is no reason to conduct a risk
analysis. For this reason, assets are always identified in the beginning of the risk
analysis, before the risks are identified. In our experience, the process of identifying
the risks has never led to the identification of new assets because the assets are then
part of the context of the risk identification. The same is also true for the testing.

The argument is similar regarding threats. A threat is a potential cause of an
unwanted incident such as a hacker, an insider or a virus, and the testing is performed
with regards to the identified threats. It therefore seems unlikely that the testing
would uncover additional threats.

In principle, we cannot rule out that testing could yield information that would
lead to the identification of new threat scenarios or risks. For instance, it might be
the case that a threat scenario may be refined (that is, split up into more than one
threat scenario) after testing, or lead to the identification of an unwanted incident
that had not been previously thought of. However, as long as the tests are designed
to uncover vulnerabilities, we believe that this would be unlikely.

As mentioned in the results section, some vulnerabilities in the case studies were
only discovered by testing and were not known prior to the testing. That is, they were
not identified during the risk assessment phase, but only during the testing phase. It
is worth noticing that these vulnerabilities could never have been uncovered if the
authors had performed risk analysis alone (without doing the testing), regardless
of how much effort the authors would have spent. This is because of the limited
amount of information that was available to the authors in the target description on
which the risk assessment was based.

To What Extent Are the Test Results Useful for Correcting
the Risk Model by Deleting Elements (RQ2)?

Based on the results, we know that the test results led to the deletion of exactly
one kind of risk model element, namely vulnerabilities. In the first case study, the
test results led to the deletion of one vulnerability, while in the second case study
four vulnerabilities were deleted after testing. The authors believe that this result
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is generalizable. That is, in general, threats, threat scenarios, risks and assets are
unlikely to be deleted after testing, whereas vulnerabilities may be deleted.

The reason why we deleted the vulnerabilities after testing was that the testing
provided evidence that a potential vulnerability identified in the risk assessment
phase was not present in the system. Based on this, as well as expert judgement, the
authors removed the vulnerabilities from the risk models. The authors also believe
that in general, testing can support the deletion of vulnerabilities, since the tests can
be designed to check whether a specific vulnerability is present in the system or not.

The reason why threats and assets are unlikely to be deleted after testing is the
same as for why they are unlikely to be added after testing. That is, the assets and
threats are part of the context in which the testing is performed, and the testing is
therefore unlikely to yield information about this context.

As for threat scenarios and unwanted incidents, these are risk model elements
that contain assigned likelihood values. Therefore, there will never be a need to
delete these from the risk model after testing. Instead of deleting them from the
risk model, we would assign a low likelihood value on these risk model elements.

To What Extent Are the Test Results Useful for Correcting
the Risk Model by Editing Elements (RQ3)?

The results obtained for the first case study show that 6 out of 43 threat scenarios
and 6 out of 31 risks were edited with respect to likelihood values. The six threat
scenarios and the six risks are illustrated with darker color in Figure 8. Moreover, 4
out of the 6 risks that were edited with respect to likelihood values were assigned a
higher risk level because of the new likelihood values. The results obtained for the
second case study show that there was no change in the likelihood values, because
the identified vulnerabilities in the second case study were not sufficiently severe
to have an influence on the likelihood values.

For all risk model elements that were edited in the first case study (except for
one), the likelihood value was increased after testing, that is, they were believed
to be more likely after testing than before testing. The reason for this was that the
testing uncovered vulnerabilities that were previously unknown, which led to the
belief that certain threat scenarios and risks were more likely to occur than believed
before testing.

In one of the threat scenarios in the first case study, the likelihood value was
decreased after testing because of the deletion of one vulnerability. Although four
vulnerabilities were removed after testing in the second case study, they were not
sufficiently severe to decrease the likelihood values of the threat scenarios.

In general, the authors believe that testing will uncover information that may cause
the likelihood values of threat scenarios and unwanted incidents to be edited after
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testing. The testing did not result in editing the consequence values that unwanted
incidents have on assets. The reason for this is that all the tests were designed
to uncover information about vulnerabilities that would increase or decrease the
likelihood of a successful attack. The consequence of a successful attack was already
known in advance. The authors believe this result is generalizable. As long as all
risks have been identified before testing, their consequences can be estimated before
testing, and it is unlikely that the testing will uncover information which will cause
the consequence values to change.

Summary and Lessons Learned

The authors overall hypothesis is that security testing is useful for validating and
correcting the security risk models. Based on the authors’ experience, the test results
are useful for correcting the risk models in terms of adding or deleting vulnerabilities,
as well as editing likelihood values.

Vulnerabilities are either added to or deleted from the risk models because the
test cases are designed to discover vulnerabilities. However, even if it is unlikely,
the possibility of identifying new threat scenarios or risks based on the test
results cannot be completely ruled out. Furthermore, the test cases are designed
with respect to threat scenarios which contain likelihood values. The adding or
deleting of vulnerabilities may therefore have an influence on the likelihood of the
corresponding threat scenarios. Thus, adding or deleting vulnerabilities may result
in editing likelihood values.

The testresults are also useful for validating the risk models in terms of discovering
the presence or absence of presumed vulnerabilities, and thereby increasing the trust
in the risk models. Even if the testing does not identify new vulnerabilities, or lead
to an update of likelihood values, it is still useful for validating the correctness of
the risk models. For example, in the second case study, the testing did not lead to
any update of the likelihood values, and it confirmed the presence of 7 out of 11
presumed vulnerabilities. This indicates that the risk assessment was of high quality.

Based on the authors’ experience, an industrial security risk analysis without
testing is typically carried out between 250 and 300 hours. In the first case study,
the authors spent approximately 293 hours, and in the second case study the authors
spent approximately 322 hours. Furthermore, in both case studies, approximately
25% of the total time was devoted to the testing phase. The authors believe that the
return of investment in testing outweighs the alternative, which is carrying out the
risk analysis without testing. The authors believe this because, in both case studies,
testing was useful to validate and correct the risk models as described above, and
thereby mitigated the uncertainty in the risk models. In both case studies, it would
not have been possible to validate or correct the risk picture without test execution.
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This is due to the limited amount of information that was available to the authors in
the target description, and because the testing uncovered issues which only appeared
in extremely specific circumstances which could not have been reproduced without
executing the system under analysis.

RELATED WORK

This chapter has presented an evaluation of a test-driven risk analysis approach
specialized on security. Test-driven risk analysis is the process of using testing
to improve the risk analysis results. The authors distinguish this from the notion
of risk-driven (or risk-based) testing which is the process of using risk analysis
to improve the test process. This distinction is usually unclear in the literature as
argued by Erdogan, Li, Runde, Seehusen, and Stglen (2014). However, most of
the literature on combining risk analysis and testing fits into the latter category
(risk-driven testing). Indeed, the idea of combining risk analysis and testing first
originated from the testing community, and this integration is also reflected in the
recent software testing standard ISO/IEC/IEEE 29119 (ISO, 2013a). Several risk-
driven testing approaches have been proposed over the years. These approaches have
in common that the identified risks become the driving factor for one or more of the
activities within a testing process: Test planning, test design, test implementation,
test execution, and test evaluation (Felderer & Schieferdecker, 2014); (Felderer,
Grossmann, & Schieferdecker, 2018). In a systematic literature review on approaches
for the combined use of risk analysis and testing Erdogan et al. (2014) identify three
other approaches that address test-driven risk analysis. The first two approaches
described below do not address security. Nevertheless, they suggest techniques in
which testing is used to improve the risk analysis results.

Wong, Qi, and Cooper (2005) suggest a test-drivenrisk analysis approach in which
risk of code is described as the likelihood that a given function or block within source
code contains a fault. Their mathematical risk model is updated based on metrics
related to both the static structure of code as well as dynamic test coverage. A more
complex static structure leads to higher risk, while more thoroughly tested code has
less risk. The approach is evaluated on an industrial software used for configuring
antennas. The approach is supported by a tool in which the only feedback to the risk
analyst or developer is a categorization of risky source code.

Schneidewind (2007) proposes an approach that supports both risk-driven testing
and test-driven risk analysis. With a focus on reliability, the approach suggests a
risk-driven reliability model and testing process where the risk of software failure is
used to drive test scenarios and reliability predictions. Both consumer and producer
risks are considered. In addition to comparing empirical values of risk and reliability

96

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

An Evaluation of a Test-Driven Security Risk Analysis Approach

to specified threshold values, emphasis is placed on evaluating the mathematical
model that predicts risk and reliability. The evaluation is carried out in terms of a
hypothetical example problem applied on the NASA shuttle flight software.

GrofBmann, Berger, and Viehmann (2014); Gromann, Schneider, Viehmann, and
Wendland (2014) suggest an approach that supports both risk-driven security testing
and test-driven security risk analysis. Their approach is somewhat similar to the
approach described in this chapter in the sense that it makes use of threat scenarios
to identify security tests. This is the risk-driven testing part of their approach.
Then, based on the test results, they update the risk models. This is the test-driven
risk analysis part of their approach. However, although it is mentioned that the test
results may lead to the identification of additional vulnerabilities, threat scenarios,
and unwanted incidents, it is not explained exactly how this may be achieved. In
particular, as discussed, itis not obvious how additional threat scenarios or unwanted
incidents can be identified by testing threat scenarios. Moreover, they mention that
based on the test results, the likelihood values may become more precise. Again, it
is not clear how this is achieved, and this is also not a straight forward process. For
example, in the approach described in this chapter, a level of severity is assigned
to the identified vulnerabilities. Then, based on the severity level, it is assessed
whether the likelihood value of the relevant threat scenario should be increased,
decreased or remain unchanged. The approach by GroBmann, Schneider, etal. (2014)
is supported by a tool and they give an analytical evaluation of the tool and mention
that the approach will be evaluated in future case studies.

GroBmann and Seehusen (2015) show how to combine the existing standards
ISO 31000 (ISO, 2009) for risk assessment, and ISO/IEC/IEEE 29119 (ISO, 2013a)
for testing into an approach that supports both security risk assessment and security
testing. This approach integrates two different workstreams of the two standards
in such a way that security risk assessment activities and security testing activities
complement each other, especially in the overall combined security assessment
process. The test-based risk assessment workstream describes how testing activities
can support risk identification and risk estimation. The approach in this chapter is
in line with the test-based risk assessment workstream, covering all three activities:
risk identification, risk estimation, and risk evaluation. Moreover, this chapter
provided an evaluation, based on two industrial case studies, of the test-based risk
assessment workstream described by Gromann and Seehusen (2015). Risk-based
security testing is not the focus of this chapter, even though it is closely related.
It is fair to say that the approach presented by Gromann and Seehusen (2015)
is a continuation in the same line of the approach presented in this chapter. As a
continuation, GroBmann and Seehusen (2015) give a systematic integration of both
workstreams: risk-based testing and test-based risk assessment. So far, the former
seems more popular than the latter as the literature consists of more approaches
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focusing on risk-driven testing as discussed by Felderer and Schieferdecker (2014)
and Felderer et al. (2018) compared to the few test-based risk assessment approaches
discussed in this section. It is worth to explore more of the latter as reported in this
chapter. Indeed, the industry-based evaluation in this chapter focuses on examining
the usefulness of testing for validating and correcting the risk models produced in
the security risk assessment phase, which to the best of our knowledge, has not
been done previously.

Felderer and Ramler (2016) conducted a thorough empirical study of how risk-
based testing is applied in small and medium size enterprises (SMEs) for reducing
testing cost and time. Using qualitative methods, the authors conducted analyses
across five case studies. Besides the research questions on how software testing
is organized in SMEs, or the difference in risk-based testing conducted in SMEs
compared to large enterprises, their focus on the role of risk in software testing of
SME is highly relevant to our study, even though our focus is more specifically on
security risk. They found that even though risk was mainly considered implicitly,
and sensitive to subjective perception, risk was involved in all the surveyed testing
activities and was used to make testing more effective and efficient. This study is
a good complementation in terms of scope to our evaluation in this chapter, which
focuses on how useful test-based risk assessment is for validating and correcting
the risk models in industrial settings.

The risk models presented in this chapter are based on the CORAS method (Lund
et al., 2010), which is one of the recognized techniques systematically reviewed by
Tuma, Calikli, and Scandariato (2018). The systematic review conducted by Tuma
et al. (2018) discusses 26 threat analysis approaches for secure software design,
including CORAS classified in the risk-centric category. For an overview of threat
analysis techniques the readers are referred to Tuma et al. (2018).

CONCLUSION

This chapter has described an evaluation of a process for test-driven security risk
analysis based on experiences from applying this process in two industrial case
studies. The objective of the evaluation was to evaluate how useful testing is for
validating and correcting the risk models produced in the security risk assessment
phase. To make the evaluation precise, the authors analyzed the difference between
the risk models produced before and after the testing.
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The process of testing yielded useful information, which led to an update of
the risk models created before testing. Specifically, in the first case study, four
vulnerabilities were added to the risk model, and one vulnerability was deleted from
the risk model. This resulted in a corrected risk model containing five vulnerabilities
instead of two vulnerabilities. In the second case study, one vulnerability was added
to the risk model, while four vulnerabilities were deleted. This resulted in a corrected
risk model containing eight vulnerabilities instead of 11 vulnerabilities.

Furthermore, in the first case study, six out of 43 threat scenarios and six out of
31 risks were edited with respect to likelihood values. Moreover, four out of the six
risks that were edited with respect to likelihood values were assigned a higher risk
level because of the new likelihood values. In the second case study, on the other
hand, there were no editing in terms of updating the likelihood values of the threat
scenarios and unwanted incidents. The reason to this is that the vulnerabilities in
the second case study were not sufficiently severe to affect the likelihood values.
However, the fact that seven out of 11 presumed vulnerabilities were confirmed
present, and that there was no need in updating the likelihood values, suggests that
the risk assessment was of high quality.

The testing was useful in the sense that it yielded more accurate risk models,
which indicates that testing is indeed useful for validating and correcting risk models.
Another important point is that the testing uncovered vulnerabilities that would never
have been uncovered in the risk analysis phase, regardless of how much effort the
authors would have spent in the risk analysis phase. This is because of the limited
amount of information that was available to the authors in the target description on
which the risk assessment was based. In other words, if the risk analysis phase had
been extended with the effort spent on testing, we would not have uncovered the
vulnerabilities that were uncovered in the testing phase.
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KEY TERMS AND DEFINITIONS

Risk-Driven Security Testing: Security testing that makes use of security risk
assessment within the security testing process to support risk-driven test planning,
risk-driven test design and implementation, and risk-driven test reporting.

Security: The preservation of confidentiality, integrity, and availability of
information.

Security Risk Assessment: The process of risk identification, risk estimation,
and risk evaluation specialized towards security.

Security Testing: The process of software testing to check whether a system
meets its specified security requirements.
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Test Case: A set of preconditions, inputs (including actions, where applicable),
and expected results, developed to drive the execution of a test item to meet test
objectives, including correct implementation, error identification, checking quality,
and other valued information. The terms test case and test are sometimes used
interchangeably.

Test Procedure: A sequence of test cases in execution order, and any associated
actions that may be required to set up the initial preconditions and any wrap up
activities post execution.

Test-Driven Security Risk Analysis: Security risk analysis that makes use of
security testing within the security risk analysis to validate and correct risk models.
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Chapter 5

Modeling and Re-Evaluating
Security in an Incremental
Development of RBAC-Based
Systems Using B Method
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ABSTRACT

Incremental software development through the addition of new features and access
rules potentially creates security flaws due to inconsistent access control models.
Discovering such flaws in software architectures is commonly performed with formal
techniques that allow the verification of the correctness of a system and its compliance
with applicable policies. In this chapter, the authors propose the use of the B method
to formally, and incrementally, design and evaluate the security of systems running
under role-based access control (RBAC) policies. They use an electronic marking
system (EMS) as a case study to demonstrate the iterative development of RBAC
models and the role of the B language in exploring and re-evaluating the security
of the system as well as addressing inconsistencies caused by incremental software
development. Two formal approaches of model checking and proof obligations are
used to verify the correctness of the RBAC specification.
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INTRODUCTION

Critical systems, including e-commerce, enforce security policies that preserve the
availability, integrity, and secrecy of data. Defects in applied security policies for a
givensystem, e.g.,ambiguous properties or inconsistent access control models, result
in unreliable security of the system. Furthermore, from the process of incremental
software development, the addition of new features and insertion of new access
rules may render the access control models inconsistent and create security flaws.
Therefore, exploring and addressing such flaws in software architectures is required
to preserve the reliability of a system. A common approach to study and analyse
security is to formally specify the system and its properties in models that allow for
the verification of their correctness and compliance to applicable policies, such as
Role-based Access Control (RBAC) policies (Ferraiolo & Kuhn, 1995).

RBAC is one of the most effective security models adopted in recent years
that facilitates the administration of security in large organisations. The principal
motivation behind RBAC models is that users are not directly granted access to an
enterprise’s objects. Instead, access permissions are administratively associated with
roles, and users are administratively assigned to appropriate roles. This mechanism
simplifies the management of authorisations and provides flexibility in specifying
and enforcing security policies, particularly in dynamic systems (Ferraiolo & Kuhn,
1995). Evaluation of the correctness and consistency of such policies is essential to
ensure the reliability and robustness of dynamic systems.

We discuss the application of the B language (Abrial, 1996) to incrementally
develop and re-evaluate the security of an Electronic Marking System (EMS)
running under RBAC policies. With B specifications, we study the impact of iterative
development on the system’s specification of access rights for subjects to resources
modelled as an RBAC. The access rights include, for example, that teachers can
access the system to add, edit or delete marks, and students have the authorisation
to submit reports and view their grades. Such a system requires reliable assurances
that the RBAC model is consistent and complies with a set of security policies.

The B language is a formal method based on set theory and first-order logic
used to model and refine a system’s specification (Schneider, 2001) using a special
notation, i.e., language, called Abstract Machine Notation (AMN). The model
development process creates multiple proof obligations that guarantee the correctness
of the model and the desired properties (invariants) that the model must preserve.
Proving the obligations, verifying the properties, and simulating the model are
functions commonly supported by tools such as ProB (Leuschel & Butler, 2003).

This chapter is organised as follows. In Section 2, we provide overviews of
the RBAC model, its properties, and refer to related work on applying formal
specifications to implement RBAC policies. In Section 3, we overview the B method
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used to formally model and evaluate our EMS system’s specification running under
RBAC policies. In Section 4, we introduce the EMS system without policies. In
Section 5, we augment the system with basic RBAC policies, namely RBAC . We
show how the policy is implemented in the model and discuss its weaknesses and
inconsistencies. In Section 6, we further develop the model to run under RBAC,
policy constraints focusing on the types of such constraints, separation of duties,
and cardinality constraints. In Section 7, we model the EMS under role hierarchies
(i.e., RBAC)). To evaluate the correctness of our RBAC model running under these
properties, we leverage, in Section 8, the B specification to model operations that
allow the system’s administrator to perform user assignments and revoke existing
assignments. Section 9 discusses the formal verification of the model using the
two approaches of model checking and theorem proving. Finally, in Section 10, we
conclude the chapter with a discussion of future work.

BACKGROUND
Role-Based Access Control

RBAC is an efficient access control model used to facilitate the administration of
security in large organisations with hundreds of users and thousands of permissions
(Sandhuetal., 1996). Beginning in the 1970s with multi-user applications, the RBAC
model rapidly evolved over the next three decades as a technology for applying high-
level security to large-scale systems. The pivotal idea behind the RBAC model is that
permissions are associated with roles to which users are administratively assigned.
Users are not directly mapped into permissions for accessing system resources but
to specific roles previously assigned to those permissions. This mechanism ensures
that only authorised users can perform functions on specified data or resources
(Ferraiolo & Kuhn, 1995).

Unlike traditional lattice-based access control policies, such as Discretionary
Access Control (DAC) and Mandatory Access Control (MAC), security administration
for RBAC models is simply implemented through specifying roles to organise access
privileges. This process offers multiple benefits including the ease of managing
and controlling the dynamic nature of organisations, such as registering new users
(i.e., hiring new employees) and changing work positions and responsibilities of
users. For example, it is easy to reconfigure a user into a new functional role within
an organisation by removing the association with a current role and assigning to a
new one without the need to manipulate or change the permissions associated to the
previous role. Another benefit for applying RBAC models is that they implement the
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principle of least privilege, which states that users should have only the minimum
privileges required to accomplish their tasks (Yu & Brewster, 2012).

Various dimensions of RBAC define properties and uses of the model. The
relation between four models is shown in Figure 1 with their essential characteristics
describedin Table 1. RBAC , the base model, is the core version defining the minimum
requirement for a system. This model contains the basic elements for any RBAC
policy, such as the sets of users (U), Roles (R), Permissions (P), and Sessions (S).
RBAC,,RBAC,, and RBAC, are advanced models each adding features or properties
to the base model. For example, RBAC, incorporates the concept of role hierarchy,
and RBAC, restricts the relations between the elements in the other models through
providing constraints in the form of conditions (Sandhu et al., 1996).

Formal Specifications of RBAC Models

In computer science, formal specifications are notation-based languages that use
mathematical techniques to model systems and software, which typically describe a
system, analyse its behaviour, and verify its properties through rigorous and effective
reasoning tools (Fraser et al., 1994). Given their power of discovering software bugs
during early stages of the development lifecycle, modelling a system and designing
security policies using formal techniques significantly strengthen the reliability of
the system (Lockhart et al., 2017).

Recently, formal specifications have been widely adopted in modelling and proofs
of correctness for many critical systems as well as evaluating security policies,
including RBAC models (Drouineaud et al., 2004). Yu and Brewster (2012) propose
aformal specification for formalising RBAC constraints that includes the separation

Figure 1. The elements of RBAC security policy
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(UA) (PA)
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Table 1. Description of RBAC elements

Code Description
Users (U) Persons who interact with a system.
Roles (R) Prescribed behaviours describing positions or functions within an organisation.

Permissions (P)

Descriptions of the type of interaction a user may have with a data or resource
object.

Object (0)

A passive entity that represents information and can receive new information.

User Assignment (UA)

A many-to-many relationship between users and roles.

Permission Assignment
(PA)

A many-to-many relationship between permissions and roles.

Session (S)

A mapping between a user and activated roles to which the user is assigned.

Role Hierarchy (RH)

A partial order relationship on roles.

Constraints (C)

Restrictions on any of the above relationships or assignments.

of duties. Formal verification of RBAC policies also received attention from many
researchers, such as Yuan et al. (2006) and Jha et al. (2008).

To formalize RBAC models, it is essential to understand the components and
properties, such as sets, relations, and constraints. From the basic elements of the
RBAC model listed in Table 1, the first four elements of U, R, P, and S can be
mathematically described as sets, while UA and PA are relationships between these
sets (Hu & Ahn, 2008). Since UA and PA are many-to-many relations, they can be
formally expressed as (Yuan et al. 2006)

UACUXR&PACRXP

Regarding the S set, a user can be activated for many sessions, but a session is
related to only one user. In addition, any session can be assigned to many roles, and
that role is not necessarily related to only one session. Therefore, users and roles
represent functions between a user and a session and a session and many roles,
respectively (Yu & Brewster, 2012), which is described formally as
users: S=>U

roles: S—2R

roles(S) C {r| (user(S), r) € UA }, for activating roles by a user
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The RBAC, model has the same elements as the base model, RBAC, except
that it defines the concept of Role Hierarchy (RH), which describes a partial order
relation on the roles (formally, RH C RxR). The partial order may also be written
with ‘>’, such as rolel > role2, which means that rolel is the parent and role2 is
the child (Chae & Shiri, 2007).

To formalise RBAC constraints (i.e., the RBAC, model), the type of constraints
must be specified, such as cardinality constraints or separation of duties. For separation
of duties (SoD), there must be a definition of the SoD type along with the element
of the RBAC model to which this type is applied (e.g., UA, PA or RH) (Strembeck
& Neumann, 2004). Cardinality constraints are simply formalised by specifying the
maximum number of elements (or relations), such as

card (R) < 8, to specify the maximum number of roles for set R.

card (user — R) < 3, to specify the maximum number of assignments for user to set
R.

The Static Separation of Duties (SSD) and Dynamic Separation of Duties (DSD)
are two types of separation of duties. SSD is used when a user cannot be mapped
into two conflicting roles simultaneously. For example, given two mutually exclusive
roles, ra and rb, a user u can be assigned to only one of these roles and not both
at the same time (Yu & Brewster, 2012). This condition is formally expressed as

Y ra, rb € Roles, a # b, ¥V u € Users, (ra, r,) € SSD
= (u, ra) & UA or (u, rb) & UA

DSD, on the other hand, is used when it is acceptable to assign a user to two
conflicting roles statically. However, these roles cannot be activated for the same
user in the same session (Yuan et al., 2006). For example, if ra and rb are conflicting
roles, then a user u can have a session with both roles valid, but only one session
may be activated to the user, such that
Vra, rb € Roles, a # b, Yue€ Users, (ra, rb) € DSD,

(u, ra) € Session_UA, (u, rb) € Session_UA,

= (u, ra) & Session_UA or (u, rb) & Session_UA
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THE B METHOD

Formal methods, in the context of software engineering, are mathematical techniques
and tools used to develop and analyse software systems (Clarke et al., 1996). The
methods can be applied to model and verify various types of systems, including
safety-critical systems, for the purpose of obtaining a correct product. The main
purpose of formal methods is to develop a precise statement of what the software
is to do instead of how it is to be achieved. Several examples of such methods exist,
such as ASM, VDM, Z, and the B method (Clarke et al., 1996).

The B method (Abrial, 1996) is a formal method based on set theory and first-
order logic used to specify, refine, and implement software, and it uses a language
called an Abstract Machine Notation (AMN) (Schneider, 2001) to develop an abstract
specification and its refinement. Figure 2 shows the primary building block (i.e.,
clauses) of AMN. This language enables the developer to start with an abstract
model of the system and refine it until obtaining a final implementable version
(Cansell & Méry, 2012).

The process of developing B specifications for a system and its refinement can be
formally verified. B Theory specifies the proof obligations to ensure the correctness
of a given specification (Hallerstede, 2008). Moreover, B supports tools specifically
designed to validate the specification and generate theorem proofs, such as B-toolkit,
Atelier B, and proB tools. In this work, we use the proB tool (Leuschel & Butler,
2003) as a model checker for evaluating the security of the EMS specification, and
additional details are discussed in Section 9.

Figure 2. The general template for Abstract Machine Notation (AMN)

MACHINE machine_name
SETS sets
CONSTANTS machine_constants
PROPERTIES prop
VARIABLES variables
INVARIANT inv
INITILISATION variables_initialisations
OPERATIONS
result < operation (x) &

PRE P

THEN S

END;

END
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Due to the simplicity of its notation, the capability of modelling and refining
specifications, and generating proof obligations, we propose the use of B specifications
to model the RBAC-based system and re-evaluate its security following the
model changes resulting from incremental development. The re-evaluation of the
specification may suggest an enhancement of the basic RBAC model by adding
new properties or incorporating new access control models to the current version
of the software.

CASE STUDY: THE ELECTRONIC MARKING SYSTEM

The Electronic Marking System (EMS) assesses students in Oman’s schools and
provides an integrated assessment environment allowing users to access the system
within their authorisations to fulfil the evaluation system’s requirements within the
educational institutions. For example, students can electronically submit papers for
a unit to be graded by the corresponding teacher. Then, teachers can establish, edit,
and delete their students’ marks. In addition, headmasters and students’ guardians
can also access the system for viewing the students’ marks and signing final reports.

The EMS system can be accessed by a variety of users, including the system admin
(responsible for controlling and managing the entities and resources of the system),
students, teachers, headmasters, and guardians. Therefore, users are classified into
the three entities (i.e., database’s tables) of staff, students, and guardians where the
staff entity represents teachers and headmasters as well as the system’s admin. The
other entities of the system as well as the relationships between these entities are
briefly demonstrated in table 2 and table 3, respectively.

In the following sections, we model role-based access policies for the EMS
system based on the system’s specifications and requirements. We develop these
policies incrementally using the B language. In other words, we initiate our software
development, i.e., version 1, by modelling the basics of the RBAC policies as the
RBAC, model. We next evaluate the version’s security and, if needed, propose

Table 2. Entities of the EMS system

Entity Name Description
UNITS To represent all units taught at a given school.
SUBMISSIONS To store the submitted reports by students.
FINAL_REPORTS Contains final reports for all students.
MARKS Its contents are natural numbers, representing the students’ marks.
ROLES Represents the various roles in the EMS, i.e., admin, teacher, student, etc.

1M1
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Table 3. Relations between the EMS entities

Relation Name Description
Studies A relation between a student and a unit, where each student studies more than one
unit, and that unit can be registered for many students.
A relation between a unit and a teacher, where each unit must be taught by at
taughtBy

least one teacher, and that teacher can be registered for more than one unit.

A relation between a student and a guardian. A student may have more than one
hisGuardian guardian allowing them to track the student’s educational level. In addition, a
guardian can be registered for more than one student.

A relation between a student and a submission, where any student can submit any

Submits number of reports (depending on the unit and the academic level of the student).

A relation between a submitted report and a unit. Here, all submitted reports
reportFor are mapped to the corresponding units, and each unit may accept more than one
report as submissions.

A relation between a submitted report and a mark (i.e., a natural number).
submissionMark Intuitively, it is not possible to map two different marks to the same report, but
the same mark can be found in many reports.

A relation between a unit and a mark representing the student’s mark of their

InClassMark L L .
participations and activities inside the class during the year.

examMark A relation between a unit and a mark to specify the student’s exam mark.

A relation between a student and a final report, where each student must receive a
studentReport final report for each unit showing their final marks. However, it is not possible to
assign two final reports to the same student.

Maps a user to a set of roles (e.g., student, teacher, headmaster or student’s
hasTheRole guardian), where by default each user is assigned to only one role (except in
certain circumstances, as we discuss later on).

appropriate solutions to update the flawed version. Updating a version may include
the addition of new security policies or the incorporation of new RBAC models. This
process of updating and evaluating the system is repeated until proof obligations are
created that guarantee the correctness of the model and the desired properties that
the model shall preserve. Finally, we discuss how, with the B method, such proof
obligations are generated and how the model consistency is verified.

EMS VERSION 1 AND THE BASIC RBAC MODEL

This section discusses the construction of the basic RBAC policy for the EMS system
through the definition of the following elements (see Figure 3):

e  Sets of USERS, ROLES, and PERMISSIONS.
e  Relationships between these three sets.
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Figure 3. Elements of the basic RBAC model

wAa)
User Assign-
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Permission
Assignment

user_

sessions session_roles

These elements form the RBAC model, which is one of the four conceptual
models for the RBAC security policy, as discussed above. This model is the basic
pattern as it represents the minimum requirements needed for a system, and the other
three models are built from this model (Ahn & Hu, 2007). For the EMS system, the
basic elements required to instantiate an RBAC policy include:

e U (Users): According to the database structure, there are three types of
users in the system, including students, students’ guardians, and staff. The
latter contains the system admin, teachers, and headmaster. Thus, each user
represents an element in the USERS set.

e R (Roles): Six roles describe the primary functionality for the EMS users,
which are stored into the ROLES entity of the database and is defined as

ROLES = {admin, student, teacher, headteacher, headmaster, student_guardian}

e P (Permissions): Each permission represents a relationship pair of (operation,
object). For example, students can perform the operation of submitting a
report such that each submitted report is stored in the SUBMISSIONS table
(the object).

e  User Assignment (UA) and Permission Assignment (PA): User Assignment
(UA) is a many-to-many relationship between the system’s users U and roles
R. For example, all students should be assigned the role student, and teachers
are assigned to the role feacher. In some cases, it is possible to assign a user
to two different roles if required for their responsibilities within the system.
For instance, in the case of the absence of the school manager, the deputy
headmaster (or any teacher) might be authorised to perform the headmaster’s
permissions, which is configured through temporarily assigning another
individual to the headmaster role in addition to their own primary role.
Permission Assignment (PA) is also a many-to-many relationship that maps
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roles into permissions (e.g., system functions). The functions can only be
performed by the users who are assigned to these roles. Figure 5 shows all

available assignments in the EMS.

Modelling the Basic RBAC Model Using B Specifications
We previously defined two sets of USERS and ROLES, and USERS contains subsets
of students, staff, and students’ guardians where their elements are dynamic (i.e.,
subject to change). Therefore, these subsets can be defined as the variables
staff, students, studentGuardian

Similarly, the subset staff contains teachers, the school manager, and other staff
members. However, since the EMS provides roles to teachers and school managers,
we represent only these two subsets as variables
teachers, manager

Now, we declare within the INVARIANT clause that each of these variables is a
subset of the USERS set, and some are also subsets of the staff subset, provided that
no element of each subset can be found in two subsets. For example, if a student is a
member of the students subset, then the student cannot also be a member of the staff
subset (i.e., students N staff={ }). This can be expressed using the B specification as
students C USERS A
staff C USERS A
students N staff = { } A

studentGuardian C USERS A

studentGuardian N students = { } A

Figure 4. The permission relationship of Adding Submission for students

4—'

Add Submission
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Figure 5. Roles and Permissions of the EMS system
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manager C staff A
teachers C staff A

manager N teachers = { }

To model the User Assignment (UA), which assigns each user to a certain role,
we need to define arelation between the USERS set and the ROLES set. This relation
is, in turn, a set of elements where each is a pair of user and role. For example, if a
user u is assigned to the role r, then the element for the relation is defined as {(«, r)}.

Since elements of the relation between USERS and ROLES are subject to change
(i.e., assigning new users to roles or revoking existing assignments), we represent
this relation as a variable named hasTheRole. We declare this formally within the
INVARIANT clause as

hasTheRole € USERS < ROLES

115

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



Modeling and Re-Evaluating Security in an Incremental Development of RBAC-Based Systems
How to Implement Access Control Policies?

The current specification allows all roles to access the system’s permissions. In
other words, any user can perform any function apart from the user’s position in
the system. To implement Permission Assignment (PA), we must show within the
specification of each operation that only the given role can perform the function.
For example, users who can add a submission are only students. Here, we need to
formulate a precondition for this operation that satisfies the informal statement,
“whoever has the role of ‘student’ can perform the addSubmission’s operation.”
Figure 6 demonstrates this formally using B specifications.

Version Weaknesses and Potential Inconsistencies

The current version registers users and assigns them to different roles consistently.
However, UA are not adequately controlled such that if a user is registered as a
student, then the user may be assigned to any role in the system (including teacher
and headmaster), which violates the privacy of staff members of the educational
institution. The second version attempts to address thisissue through enforcing robust
constraints, such as separation of duties policies, and strengthening the privacy and

Figure 6. Assigning the permission of adding a submission to the role student using
B. In this function, the user s can perform this operation if (as a first precondition)
s has the role of student.

addSubmission (s, report, u) =

PRE

hasTheRole[{s}] = {student} A

report € SUBMISSION A

report & reports A

u € studies[ {s}] A

card(submit] {s}] N reportFor![{u}] < maxSubmissions

THEN

reports :=reports U {report} ||
submits := submits U {s » report} ||
reportFor := reportFor U {report » u}

END;
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confidentiality of school managers by specifying cardinality constraints that allow
only a specific number of users (e.g., two users of the headmaster and the deputy
headmaster) to the role assignment of headmaster.

EMS VERSION 2 WITH ENFORCEMENT OF SEPARATION
OF DUTIES AND CARDINALITY POLICIES

Separation of Duties (SoD) and cardinality are advanced properties used to form
a new pattern for an RBAC model, namely RBAC, (also called the constraints
pattern). RBAC, is regarded as the main motivation behind RBAC policies because
it defines a powerful mechanism to force restrictions and establish a high-level
security policy (Poniszewska-Maranda, 2005). Constraints can be specified and
applied to any relationship or assignment defined in the base model (RBAC ), such
as UA, PA, and S.

Many types of applicable constraints exist, such as SoD (mutual exclusiveness of
roles) and cardinality constraints (Ray et al., 2004). The most cited in the literature
for RBAC is SoD. This type of constraint states that the same user cannot be assigned
to two conflicting roles. For example, if there are two conflicting sets of roles S, and
S, then if a user u is assigned to arole in S, then this implies that u is not assigned
to any role in S, and vice versa.

Another example of a user assignment constraint controls the number of users
assigned to a role. For example, in the educational system, there is typically a school
manager and an assistant, so the role headmaster must be associated with only
two users. We call this cardinality constraints, which can also be applied to other
elements such as sessions (S). It might be possible for a user to be mapped into
two roles, but the user cannot be active in both roles simultaneously. Constraints
on sessions can restrict, for example, the number of sessions in which a user can be
active (Sandhu et al., 1996).

Proposed Solution for Version 1 Inconsistency

Role inconsistency occurred in the initial version due to a lack of rules and policies
that control assignments of users to roles. This means that any user in the system
can be assigned any number of roles and perform any function. This scenario
unacceptably grants students the permission of adding marks for their submissions
and teachers the authorisation to submit reports for themselves. Another security
flaw exists related to the open number of assignments to the role headmaster.
Due to the absolute powers and privileges assigned to the school manager, it is so
important to allow only one user (or two, as a maximum, if we consider the deputy
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headmaster is also authorised to sign final reports of students) to be assigned the
role of headmaster.

A proposed solution for addressing the issue of open assignments and ensuring the
system users are only authorised to perform the appropriate functions is to separate
the users’ duties. This is accomplished by splitting the system’s roles into two distinct
sets such that each is conflict-free and a user cannot be assigned to two roles from
both sets. In the EMS system, we define the two conflicting classes (sets) of roles as

sod, = {teacher, headteacher, headmaster}, and
sod, = {student, student_guardian}

These sets of roles mean that if someone is assigned to a role from sod,, they
may not be assigned to any role from sod,, and if someone is assigned to a role
from sod,, they must not be assigned to any role from sod,. It is evident that because
of the nature of permissions assigned to the roles in each set, it is impractical for
these permissions to be performed by the roles from the other set. For instance, we
should not identify a teacher who submits a report on behalf of a student, and it is
impossible for students to add marks to their submissions.

On the other hand, and in some circumstances, it may be possible for a user
assigned to a role in a set to be assigned to another role within the same set. For
example, in case of the absence of the school manager, the deputy headmaster (or
any teacher) may be assigned to the role of headmaster to sign final reports on the
school manager’s behalf. As another example, a student can sign their final report
if the system has not yet registered a guardian for that student.

Regarding the cardinality constraints in our system, it does not matter how
many students are assigned to the student role or how many teachers are mapped
to the feacher role as they depend on the number of students and teachers within
an educational institution. However, there must be a specific number of users (e.g.,
two users) who can be assigned to the role headmaster. Therefore, we formulate a
‘B’ predicate that satisfies this cardinality.
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THE USE OF THE B METHOD TO
ADDRESS THE INCONSISTENCY

Implementing Separation of Duties

We defined in the previous section the elements of the roles that exist in each
set. Since the elements are known for each class, we can specify these within the
INITIALISATION clause as

sod, = {teacher, headteacher, headmaster},

sod, = {student, student_guardian}

Each of sod, and sod, is a subset of the ROLES set, and their intersection is an
empty set. Therefore, this must be declared within the INVARIANT clause as

sod, € ROLES A sod, C ROLES A sod, N sod, = { }
Next, we formulate the condition of SoD using B specifications as
Y(u, rolel, role2). (u € USER A rolel € sodl A role2 € sod2 A
rolel € hasTheRole[{u}] = not (role2 € hasTheRole[{u}]) A
V(u, rolel, role2). (u € USER A rolel € sod, A role2 € sod, A

role2 € hasTheRole[{u}] = not (rolel € hasTheRole[{u}])

Implementing Cardinality Constraints

Asdiscussed, the number of users who might be assigned to the headmaster role must
not be greater than two. Hence, we must declare this within the INVARIANT clause
by stating that for the role headmaster, where headmaster € sod,, the cardinality of
users who have the role headmaster must be less than or equal to 2.

V(headmaster). (headmaster € sod, =

card(hasTheRole'[{ headmaster}]) <2
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Version Weaknesses and Potential Inconsistencies

This enhanced version provides a powerful mechanism to increase security through
constraints on user assignments. We also notice that if we assign a new user to a role
from any set, the user will be available to be assigned to any other role belonging
to the same set. This feature resolves the problem of how to grant head teachers the
permission of adding marks, for example. We know that head teachers have their
tasks and permissions to perform in the system. However, these permissions do not
allow them to add or delete marks (review Figure 5). Therefore, this version could
be further improved to automatically grant head teachers the permissions associated
with the role feacher as soon as they are assigned to role headteacher.

EMS VERSION 3 WITH ENFORCEMENT
OF ROLE HIERARCHY POLICIES

Role Hierarchy (RH) is an additional property of the RBAC model represented by
RBAC, todescribe the structure of roles thatreflects the hierarchal nature of positions
and responsibilities in an organisation. In other words, role hierarchy represents the
presence of senior roles (more powerful roles) and junior roles (less powerful roles),
where senior roles can inherit permissions from the junior roles (Sohr et al., 2008).
In educational systems, there are head teachers (seniors) who have more privileges
than teachers (juniors) for reviewing and accrediting marks. However, they can
also add, edit, and remove marks exactly in the same way as teachers do (typically
they are assigned to units with students). Hence, head teachers should inherit these
permissions from teachers to execute these same tasks.

Proposed Solution for Version 2 Inconsistency

Since the current version does not allow head teachers to add or delete marks, we
must implement a mechanism that associates the headteacher role with the teacher
role without allowing the reverse relationship. With this association established, head
teachers may access the teachers’ permission levels. Figure 7 shows the concept of
RH and illustrates how head teachers can add marks, for instance.

The Use of the B Method to Address the Inconsistency

Head teachers have permissions, such as reviewing records. However, they are also
teachers and can perform operations associated with teachers. We must formulate a
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Figure 7. Role hierarchy where head teachers inherit permissions of the role teacher
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Add in-class mark |

Delete in-class mark |

predicate that satisfies the concept of ‘inheritance’ where head teachers inherit the
permissions from the teacher role. In B specifications, this is expressed as

V(u, headteacher). (headteacher € sod, A\ u — headteacher € hasTheRole
= headteacher € hasTheRole[{u}] A teacher € hasTheRole[{u}])

representing that for every user u and headteacher role, where headteacher € sod,
and the user is assigned to the role headteacher, then the user u has the role teacher
in addition to the role headteacher.

Version Inconsistency and Proposed Solution

Tounderstand the potential weaknesses that may existin the new version, we consider
the scenario of if the system’s admin can register as a teacher and add marks? The
answer is yes because the system’s admin is the only person who performs user-
assignments in the system. This allows the admin to potentially create a false teacher,
assign themselves to the role teacher and benefit from teachers’ privileges, such as
the permission of adding marks to insert marks for students in a corresponding unit.

Nonetheless, this scenario is not straightforward because the function of adding
marks is defined with multiple preconditions that must be conjunctively fulfilled to
perform the operation. For example, not any teacher in the system can add an exam
mark for a specific student, but only the teacher who teaches that student within a
specified unit, as is expressed in the following B code.
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addExamMark (t, m, s, u) L

PRE

hasTheRole[{t}] = {teacher} A
meNA

u € studies[{s}] A

t € taughtBy[{u}] A

u+— mée& examMark

THEN

examMark:= examMark U {u — m}
END;

Therefore, the teacher (f) can add a mark (m) for student (s) in unit («) if and
only if the preconditions above are satisfied.

Still, the admin can create a false teacher through registering anew user, assigning
the role feacher, and assigning the teacher to a unit. Doing so, however, will lead
to eventually exposing the flaw as soon as the legitimately assigned teacher of the
student inserts a mark. The last precondition of the above operation (i.e., u = m &
examMark) states that for the teacher to grant an exam mark for a unit, the exam must
not have been previously marked. Accordingly, an exam would either be marked
by the false teacher or the real teacher when the operation is performed. If the false
teacher grants the exam mark, then the real teacher would not be allowed to insert
a mark, leading to an investigation of the cause of the system’s fault.

We resolve this scenario by applying a minor modification to one of the defined
relations in the invariant of the machine. Currently, we have a relation, named
‘taughtBy’, that assigns units to different teachers in the system through

taughtBy € UNITS « teachers
This relation states that any unit in the UNITS set can be registered to any teacher

in feachers set and that a teacher can be assigned to any unit from the UNITS set.
It is apparent, then, that since one unit can be related to more than one teacher, the

122

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Modeling and Re-Evaluating Security in an Incremental Development of RBAC-Based Systems

version’s vulnerability lies in the possibility of assigning many users to the same
unit. Therefore, a possible solution is to change the type of the relation (<) to be
the rotal function with the symbol (—) as

taughtBy € UNITS — teachers

The above function is a special relation representing that every course in the
UNITS set must be assigned to exactly one teacher in the set feachers. This condition
guarantees that once the admin completes teacher assignments to their units, they will
no longer be allowed to create a false teacher and assign themselves to any registered
unit, as in the following example to illustrate the work of the new following relations

studies € students <> UNITS A
taughtBy € UNITS — teachers

Assuming that a student s is assigned to the unit ‘Math’ (the first relation), and
the unit ‘Math’ is assigned to a teacher ¢ (the second relation), then the teacher ¢ is
the only staff member who can teach the student s for the unit ‘Math’, and, thus,
may access the permission of adding marks.

So far, the updated specification addressed some issues regarding the
inconsistencies of access policies caused by our incremental development. To
evaluate our final RBAC model under the defined properties of the three versions,
we first need to construct operations that allow the system’s admin to assign users
and revoke assignments. Then, we verify the correctness of the RBAC policies using
the two approaches of model checking and proof obligations.

MODELLING OPERATIONS FOR USER ASSIGNMENT
(UA) AND REVOKING USER ASSIGNMENT

In this section, we use the B language to model an operation for user assignment and
another for revoking user assignment. The two operations must preserve the invariant
clause, i.e., predicates, such as separation of duties, cardinality, and role hierarchy.
Operation for User Assignment (UA)

To assign a user u to a role r, the following preconditions must be satisfied:

e  yuisauser belonging to the USERS set, and
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e  (r belongs to the first conflict class of roles sod, and u belongs to staff) or
(r belongs to the second conflict class of roles sod, and u belongs to either
students or studentGuardian), and

° The user cannot be assigned to the same role twice, i.e., there must be no
previous relationship between the user u and that role r before the application
of this operation.

The second precondition satisfies the concept of mutual exclusiveness of roles
(SoD), such that only staff members can be assigned to any role from the sod, set,
and only students and guardians can be assigned to a role from the sod, set. Thus,
the preconditions of the operation are formulated as

u € USERS A
((u € staff A r € sod)) V ((u € studentGuardian V u € students) A r € sod,)) A

u > ré& hasTheRole

Ifthese preconditions are satisfied, then the performance of the operation depends
on special cases of the role’s values (e.g., values of r). For example,

e If r belongs to sod,, and r is headteacher, then we apply the role hierarchy
(i.e., assign the user u to both the headteacher and teacher roles).

e If r belongs to sod,, and r is headmaster, and the cardinality constraint (of
headmaster) is satisfied (i.e., less than two), then we assign the user u to the
role headmaster.

e  Otherwise (i.e., no specific case for r), then we assign the user « to the role r.

The B specification representing this operation’s body is then

IF
(r € sodl A r = headteacher)
THEN
hasTheRole:= hasTheRole U {u v

headteacher} U {u = teacher}

ELSIF
(r € sod, AN r = headmaster A card(hasTheRole™[
{headmaster}]) < 2)
THEN

hasTheRole:= hasTheRole U {u & r} |
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card(hasTheRole™ [{headmaster}]) := card(has
TheRole™* [ {headmaster}]) + 1
ELSE
hasTheRole:= hasTheRole U {u v r}
END

In case of r = headmaster, once the user u is assigned to this role, there is another
statement that updates the current value of the cardinality constraint of the role
headmaster to make sure the next assignment to this role, if required, will satisfy the
predefined condition (i.e., < 2). As will be seen in the modelling of the revoking user
assignment operation, this statement does the opposite. In other words, it decreases
(by one) the current number of headmaster’s assignments when a revocation for an
existing assignment is performed. Figure 8 shows the complete B specification for
the operation of User Assignment.

Operation for Revoking User Assignment

To revoke an existing assignment between a user u# and a role r, three preconditions
must be satisfied. First, u is a user (i.e., u belongs to USERS set), second, ris a role
(i.e., r belongs to ROLES set), and third, the user u is already assigned to the role r
(i.e., u = r belongs to the relation hasTheRole). If these preconditions are satisfied,
then the revocation of the assignment depends on special cases (i.e., values) of both
hasTheRole relation and the role r. For example,

Figure 8. The B specification for the operation of assigning a user to a role

assignUserToRole (u, r) &
PRE
u € USER A
((u € staff Ar € sodl) V ((u € studentGuardian V u € students) A
r € sod2)) A
u = r & hasTheRole

THEN
IF (r€sodl A r = headteacher)
THEN
hasTheRole := hasTheRole U {u v~ headteacher} U {u v teacher}
ELSIF (r € sodl A r = headmaster A
card(hasTheRole\[{headmaster}]) < 2)
THEN
hasTheRole := hasTheRole U {uwr} ||
card(hasTheRole\[ {headmaster})):= card(hasTheRole\[ {headmaster}]) + 1
ELSE
hasTheRole := hasTheRole U {u - r}
END
END;
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e  If the user u is assigned to the roles of headteacher and teacher (i.e., the case
of role hierarchy), then we remove these assignments,

e If the role is headmaster, then we remove the link between the user u and
the role headmaster and decrease the current number of headmaster’s
assignments by one,

) Otherwise (i.e., no special values), then we remove the link between the user
u and the role r.

Figure 9 shows the complete B specification for the operation of revoking user
assignment.

EVALUATION AND MODEL TESTING

Validating and verifying software is commonly performed using code inspection
and testing (Hansen & Leuschel, 2012). However, discovering bugs becomes more
complex when testing large systems with alarge number of system executions. Formal
specifications and verification enable considering all situations and identifying all
possible bugs.

Two key approaches for formal verification exist of model checking and theorem
proving (Boulanger, 2012). Model checking is an automated approach for verifying the
correctness and consistency of amodel. The proBtool is a B machines-supported tool
that verifies the consistency of B specifications automatically (Hansen & Leuschel,
2012). The core idea of model checking is that all the machine’s nodes (states) are

Figure 9. The B specification for the operation of revoking user assignment

revokeUserAssignment (u, r) =
PRE
u € USER A
r € ROLES N
u v r € hasTheRole

THEN
IF  hasTheRole[{u}] = {headteacher, teacher}
THEN

hasTheRole := hasTheRole - {u ~ headteacher} - {u v~ teacher}
ELSIF r = headmaster
THEN
hasTheRole := hasTheRole - {uv r} ||
card(hasTheRole\[ {headmaster})):= card(hasTheRole\[ {headmaster}]) - 1
ELSE
hasTheRole := hasTheRole - {u - r}
E
END;
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visited to examine the existence of potential bugs. The proB tool generates and
graphically displays, if needed, counter-examples when a violation of the invariant
is discovered (Attiogbe, 2009). Theorem proving (or proof obligations), on the
other hand, constructs a mathematical proof representing that a statement is true
(Boulanger,2012). Since formal proofs do notuse natural languages, they are expressed
symbolically, such as with a proof language. For abstract machines to be correct and
consistent, many proof obligations must be demonstrated, including the four clauses
of an abstract machine (i.e., PROPERTIES, INVARIANT, INITIALISATION, and
OPERATIONS), whereas there is a separate proof obligation for each operation in
a machine (Mentré et al., 2012).

Testing the RBAC Model Using proB Tool

In the following, we use the proB tool as a model checker for testing the correctness
of our RBAC model and perform the following:

e  Test the process of registering users and UA.
e  Test cardinality constraints and RH.
e  Test the operation of revoking user assignment.

First, we initiate our system by registering users representing one student and
one teacher. We see how the defined SoD constraints work when assigning users to
roles by monitoring the state of the invariant once an operation is performed. If the
performance of any operation results in the invariant state code ‘ok’, representing
no violation (as appears on the left-hand side of the proB tool window), then the
machine’s state, at least at the current time, is correct. Figures 10 through 13 show
the registration of a student ‘USER1’ and a teacher ‘USER?2’, and the possible roles
to be assigned to each. The figures also illustrate the machine’s state before and
after applying the correct assignments.

To test the cardinality constraints, we register a school manager (e.g., USER4)
into the system and assign it to the role headmaster (see Figure 14). According to
the B code of assigning a user to a role outlined in Section 8, the system should
accept (at maximum) two assignments to the headmaster role, and the role will be
still available in the sod, set even when two assignments are established. However,
the cardinality condition defined in the operation will block additional assignments.
This condition represents a significant update to our previous B specification of the
user assignment operation in Al-hadhrami et al. (2016), wherein we specified only
one user for the role headmaster after which the role becomes unavailable until the
assignment is revoked.
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Figure 10. Registering a student and the roles available for assignment
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Figure 12. Registering a teacher and the roles available for assignment
State Properties | . 3] ——=| Enadled Operationc |-
vi

bmissions =
= (teacherheadteacherh

z0d2 = (student student_guardian)
hazTheRolc(USERL) = student
studente = (USERL}

staff = (USER2)

il

serToRole(USE!
s31gnUser T oRole(USER2, headteacher)
zzignUszerToRole(USER2 headmaster)

registerStudent{USERA)
egicterTeachet(USER3)
regicterTeacher(UISERE)
(egisterManager(USERS)
hegisterManager(USERS)
cgisterStudentGuardian(USER3 USERT)
registerStudentGuardian(USER4. USERL)

3 4 |

To test the role hierarchy, we register a new teacher (USER)S) into the system and
assign it to the role headteacher, instead of the teacher role, after which the user
automatically inherits the feacher role. As a result, the user maintains two roles of
headteacher and teacher (see Figures 15 and 16).
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Figure 13. The teacher is assigned to role ‘teacher’
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Theorem Proving: Proof Obligations

Inaddition to the validation process in the previous section, amathematical proof (i.e.,
proof obligations) can be constructed to demonstrate the correctness and consistency
of the RBAC model. According to the B theory, for the RBAC specifications to be
correct and consistent, multiple proof obligations must be satisfied represented by
the four clauses of the machine. Since the PROPERTIES clause is not included in
the current specification of our RBAC model (although there is a representation
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Figure 16. The head teacher inherits the role ‘teacher’
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of this clause in the complete specification of the EMS system itself), the proof
obligations remain only for the following clauses:

e  Proof Obligation for Invariant: Expressed as (Prp = 3 v. I), which means
that under the assumption that Prp (PROPERTIES clause, if found'®) is true,
then the invariant / is satisfied by at least one of the machine’s variables v.

° Proof Obligation for Initialisation: Expressed as (Prp = [Init] I), which
means that under the assumption that Prp (PROPERTIES clause, if found) is
true, then the initialisation clause /nit must establish the invariant /.

e  Proof Obligation for Operations: For each operation in the machine, there
is a separate proof obligation expressed as (I A P = [S] I), which means
that under the assumption that invariant / is true and the preconditions of
the operation P are also true, then the statement of the operation S (i.e., the
operation’s body) must preserve the invariant /.

Due to space limitations, we will not go through the generation of all the proof
obligations. Instead, we choose one example to demonstrate the mechanism of
establishing such obligations. This example considers the generation of the proof
obligation for the operation of user assignment. A complete discussion of the
generation of the other proof obligations for our RBAC policies is included in
previous work (Al-hadhrami et al., 2016), which exhaustively demonstrates and
mathematically proves the correctness of these policies.

Proof Obligation for the Operation of User Assignment (UA)
Recalling the assignUserToRole operation in Section 8, and the expression I A P

= [S] [ for the proof obligation, the statement S (the operation’s body) that must
preserve the invariant / has three cases:
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e If r belongs to sod,, and r is headteacher, then we apply the role hierarchy
(i.e., assign the user u to both the headteacher and teacher roles).

e If r belongs to sod,, and r is headmaster, and the cardinality constraint (of
headmaster) is satisfied (i.e., less than two), then we assign the user u to the
role headmaster.

) Otherwise (i.e., no specific case for r), then we assign the user u to the role r.

We only work on the second case (the cardinality constraint case) as an example
to show the obligation of the operation when assigning a user (say, Sarah) to the
role headmaster. The expression I A P = [S] Iis then replaced by the corresponding
statements as

u € USER A
((u € staff A r € sod;)) V ((u €
studentGuardian V u € students) A r € sod))) A
u = r & hasTheRole A
(r € sod, AN r = headmaster A
card(hasTheRole*[{headmaster}]) < 2) =
[hasTheRole:= hasTheRole U {u
=y ||
card(hasTheRole™ [{headmaster}]) :=
card(hasTheRole [ {headmaster}]) + 1]. I

Where I represents all the predicates we defined for the INVARIANT clause.
Suppose we have the following information in the database, and the system’s

administrator wants to assign the user “Sarah” to the role “headmaster” (here, u =

Sarah, and r = headmaster):

sodl: {teacher, headteacher, headmaster}

sod,= {student, student_guardian}

staff = {Mary, Sarah, Fatma}

hasTheRole = {(Mary, headmaster), (Fatma, headteacher), (Fatma, teacher)}
Since all preconditions of the operation are satisfied, including the cardinality

constraint of the headmaster role (i.e., < 2), it is possible then to assign Sara to the
role headmaster. Accordingly, we would have the following information updated:
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hasTheRole = { (Mary, headmaster), (Fatma, headteacher) (Fatma, teacher),(Sarah,
headmaster)}

card(hasTheRole![{ headmaster}]) = 2

Obtaining this information clearly preserves the invariant clause. In other words, no
violations are made to the following: the relation hasTheRole, values of the sod, and
sod, sets, separation of duties policy, cardinality constraint and role hierarchy policy,
proving the correctness of our specification for the operation of user assignment.

CONCLUSION

Incremental development of software can create inconsistencies in access control
policies and non-compliance with general security policies, such as separation of
duties. We proposed the use of the B method to formalise and evaluate the security of
an electronic marking system operating under role-based access control policies. The
case study demonstrated that this approach enables identification of inconsistencies
and weaknesses in role-based access control policies caused by incremental software
development suggesting that formal methods can preserve security policies.

Future directions include refining the B specifications of the model towards
obtaining an implementable policy, i.e., low-level security rules. We will study
the impact of the refinement on maintaining the coherence and consistency of the
RBAC policy. We also plan to incorporate other models of access control into the
specification of the EMS system to understand their effect and, consequently, if the
security of the system improves facilitating its usage under more hostile environments,
for example, as a mobile application running over untrusted client devices.
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ENDNOTE

It should be noted here that, while some B machines do not include the
properties clause (i.e., no properties are defined), it is still valid to generate
proof obligations for the other clauses (i.e., invariant and initialisation) by
only proving the satisfaction of the other variables (components) in the given
proof formula. For example, the proof obligation for the invariant clause is
established when it is provable that the invariant / is satisfied by at least one
of the machine’s variables v.
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ABSTRACT

Simply confirming potential threats and vulnerabilities in an early stage of the
development process (e.g., the requirement or design phase) is insufficient because
software developers are not necessarily security experts. Additionally, even if the
software design considers security at an early stage, whether the software actually
satisfies the security requirements must be confirmed. To realize secure design,
the authors propose an application to design software systems with verification
of security patterns using model testing. The method provides extended security
patterns, which include requirement- and design-level patterns as well as a new
designing and model testing process that uses these patterns. Once developers specify
threats and vulnerabilities in the target system in an early stage of development, the
method can verify whether the security patterns are properly applied and assess if
the vulnerabilities are resolved.
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INTRODUCTION

Security has become a critical issue as more businesses operate on open networks
and distributed platforms. Software must be supported with security measures
(Maruyama, Washizaki, & Yoshioka, 2008). Because threats and vulnerabilities
within a system cannot be sufficiently identified during the early development
stage, security measures must be addressed in every phase of software development
from requirements engineering to design, implementation, testing, and deployment.
However, creating software with adequate security measures is extremely difficult
due not only to the vast number of security concerns, but also the fact that not all
software engineers are security specialists.

Patterns, which are reusable packages thatincorporate expert knowledge, represent
frequently recurring structures, behaviors, activities, processes, or “things” during
the software development process. Many security patterns and abstract security
patterns have been proposed to resolve security issues (Buschmann, Fernandez-
Buglioni, Schumacher, Sommerlad, & Hybertson, 2006) (Lai, Nagappan, & Steel,
2005) (Fernandez, et al., 2018) (Fernandez, et al., 2016) (Fernandez, Washizaki, &
Yoshioka, 2016) (Fernandez, Yoshioka, & Washizaki,2015a) (Fernandez, Yoshioka,
& Washizaki, 2015b) (Fernandez, Yoshioka, & Washizaki, 2014) (Fernandez, et al.,
2014)(Fernandez, Yoshioka, & Washizaki, 2008). For example, Buschmann et al.
(2006) developed 25 design-level security patterns. By referencing these patterns,
developers can efficiently realize software with a high security level.

Security patterns, which are a level of abstraction, encapsulate security-related
problems and solutions that recur in certain contexts for secure software system
development and operations (Maruyama, Washizaki, & Yoshioka, 2008) (Washizaki,
2017) (Fernandez, etal.,2010) (Nhlabatsi, et al., 2010). Since the late 1990’s, almost
500 security patterns have been proposed.

Although UML-based models are widely used for design, especially for model-
driven software development, whether patterns are applied correctly is often not
verified (Maruyama, Washizaki, & Yoshioka, 2008). The lack of systematic guidelines
with respect to applications may result in inappropriately applied security patterns.
In particular, developers can instantiate security patterns at the wrong places with
the incorrect structure. Additionally, properly applying a security pattern does not
guarantee that threats and vulnerabilities are resolved. These issues may result in
security damage.

To address the aforementioned problems, we propose a method to design and
verify security patterns using model testing. Our method extends existing security
patterns, formalizes the security and pattern requirements, confirms that the patterns
are properly applied, and assesses whether vulnerabilities are actually resolved.

137

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Designing Secure Software by Testing Application of Security Patterns

Then we propose a new testing process to verify the applied patterns and a tool to
support model testing.

Our method does not fully automate all required steps. For example, pattern
selection and combination are not automated. Moreover, our method is not sufficient
for secure design since it verifies only that security patterns are applied as formalized
in security and pattern requirements. Patterns may be instantiated in different ways,
and the presence of threats not addressed by the security patterns cannot be verified.
Nevertheless, we believe that our method can mitigate the risk of instantiation of
security patterns at inappropriate locations with incorrect structures by guiding and
testing security pattern applications to confirm that they are appropriately applied.

Our method employs USE (Biittnera, Gogollaa & Richtersb, 2007), which is a
tool in UML-based simulation environments that runs tests to specify and verify
information systems based on subsets of UML and OCL (Kleppe & Warmer, 1999).
OCL is a semiformal language that can express constraints for various software
artifacts as well as specify constraints and other expressions in modeling languages.
USE was initially implemented in Java at Bremen University (Germany) to evaluate
OCL expressions via simulations. To verify OCL constraints, developers can create
an instance of a class in USE and then input the value as a test case.

Our method initially executes test scripts in a design model that does not consider
security in USE (Test First). These test scripts are generated automatically. Then
vulnerabilities to threats identified in the requirement stage are detected. Next security
patterns are applied. Then tests are re-executed to confirm that the vulnerabilities are
resolved. In our secure design method, we use OCL expressions as the requirements
and verify whether the target model satisfies these requirements.

Our method provides three major contributions:

e  Newly extended security patterns using Object Constraint Language (OCL)
expressions, which include requirement- and design-level patterns;

e A new model-based design and testing process using Test-Driven
Development (TDD) as the foundation to design and verify that patterns are
applied correctly and that vulnerabilities are resolved using these extended
patterns;

e A tool to support pattern applications by creating a script to execute model
testing automatically’.

This chapter is organized as follows. The background section describes the
background and problems with security software development. The design method
section details our new method, which integrates security patterns. The design
process section uses an example to apply our pattern to an example Web system.
The threats to validity section describes internal and external threats. The related
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works section describes previous studies. Finally, the conclusion and future work
section summarizes this chapter.

BACKGROUND

This section overviews security requirement patterns (SRPs) and security design
patterns (SDPs). In addition, we describe problems in secure software development
with security patterns by showing a motivating example.

SRPs

SRPs identify assets, threats, and countermeasures (Okubo, Kaiya & Yoshioka,
2012). A security pattern is reusable as a security package and includes security
knowledge, allowing software developers to design secure systems like security
experts. Various types of security patterns exist. For example, SRPs are used at the
requirement level, while SDPs are applied at the design stage level. SRPs consist
of Context, Problem, Solution, and Structure, which are summarized as follows:

Context: The situation of the pattern and system environments

Problem: The issue that the target function aims to address

Solution: The security goal that the applied pattern should satisfy
Structure: The format to describe the assets, threats and countermeasures.

Our method adopts the Misuse case with the Assets and Security Goal (MASG)
model (Okubo, Taguchi & Yoshioka, 2009), which is an extension of the misuse
case (Andreas & Sindre, 2000) to provide the structure of assets, threats, and
countermeasures at the requirement level. The MASG model can model attackers,
attacks, and countermeasures as well as normal users and their requirements (Figure
1). The MASG model consists of the following:

e  Data Assets: Assets to be protected
e  Use case Assets: Functions related to assets
e  Security Goals: Reasons to protect assets

Identifying assets improves threat recognition, while identifying security goals
determines what security measures are important in the target system. The MASG
model also contains a security requirement analysis process. First, system assets are
identified and security goals are defined. Next, threats that may violate the goals are
defined and security countermeasures against these threats are determined (Okubo,
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Kaiya & Yoshioka, 2012). Finally, security countermeasures that satisfy the security
goals are confirmed.

For example, a SRP named “Payment” (Okubo, Kaiya & Yoshioka, 2012) can
be described as follows.

e  Context: It is necessary to provides a function, which provides a payment or
makes a purchase by credit card, E-money, and so on.

° Problem: For the assets such as “Credit card info.”, “Personal info” and
“Password”, there are various threats and misuse cases such as “Steal info.”
and “Unintended use”.

e  Solution: The countermeasure for the threats are “Identification and
authentication (I&A)” and “Prevent CSRF”.

e  Structure: Figure 1 shows a typical structure of the assets, threats, and
countermeasures for the pattern under a context of a shopping website. The
function “make a payment” has several assets, which could be threatened. In
the model, “Disclosure” is a threat for “make a payment”, while “personal
information” is an asset. “Spoofing”, “Elevation of privilege”, and “SQL
Injection” enable Disclosure. In addition, countermeasures such as “I&A
(Identification and Authentication)”, “Authorization”, or “Input and Data
Validation” are effective to mitigate threats. Although the MASG model
helps comprehensively detect security issues at the requirement level, it does
not indicate whether the identified threats exist in the software system.

SDPs

An SDP is an established technique to satisfy the security specifications. The pattern
descriptions can be reused in multiple systems. An SDP includes Name, Context,
Problem, Solution, Structure, Dynamics, Consequences, and See Also. Usually, SDPs
provide concrete design-level solutions for the countermeasures stated in the SRPs.
Connections with the corresponding SRPs can be established by the descriptions
of See Also and other sections such as Context and Problem.

e  Context: The situation in which the pattern is applied and the functional
design specifications that require countermeasures

Problem: The issue that the target function aims to address

Solution: The objectives for security countermeasures

Structure: The framework of the countermeasures

Dynamics: The behavior of the countermeasures

Consequences: How threats are mitigated by countermeasures.
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Figure 1. Sample MASG model for a shopping website
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e  See Also: Related patterns, including corresponding SRPs.

Asexamples of SDPs, Buschmann et al. (2006) proposed 25 design-level security
patterns. One of which is the Role Based Access Control (RBAC) pattern, which
is a representative pattern for access control. RBAC demonstrates how to assign
precise access rights to roles in an environment where access to computing resources
must be controlled to preserve confidentiality and the availability requirements
(Buschmann, et al., 2006) (Okubo, Kaiya & Yoshioka, 2012). Below RBAC is used
as an example (Priebe, et al., 2004):

e  Context: Any environment where control access of computing resources is
needed and where users can be classified according to their jobs or tasks.

e  Problem: Permissions for subjects accessing protected objects have to be
described in a suitable way. A central authority should be responsible to
grant authorization. Furthermore, a convenient administration should be
guaranteed for a large number of subjects and objects. The principle of least
privilege should be supported.

e  Solution: Assign users to roles and give rights to these roles so they can
perform their tasks.
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e  Structure: Figure 2 shows the structure.

e  Consequences: Introducing roles reduces the administrative effort because
there is no need to assign rights to individuals. The structuring of roles allows
larger groups to be handled. By means of the session concept, implementation
of the least privilege principle is supported.

e  See Also: The RBAC pattern describes how to design a security measure
to realize one of the countermeasures (i.e., Authorization) identified by the
Payment pattern.

Figure 3 shows the process to apply the RBAC pattern to a design model in the
form of UML. Developers usually examine items such as Problem and Solution to
decide the applicability and how to apply the pattern.

Motivating Example

As an example of an applied pattern, Figure 4 shows a portion of “make a payment”
of a UML class diagram that processes payment on the Web. An SDP alone cannot
support the development lifecycle because it lacks systematic guidelines with respect
to applications (Dong, Peng & Zhao, 2008). Consequently, formally describing
which rules must be verified is difficult (Abramov, Shoval & Sturm, 2009). In
addition, most SDPs do not specifically mention systematic guidelines until the
relations with Security Requirements are defined. Under the present conditions, even
if developers intend to apply SDPs such as RBAC (Figure 2) to a structural model
(Figure 4), a security measure may not mitigate an identified threat. Additionally,
the appropriateness of the applied pattern to the model and the pattern’s ability to
resolve vulnerabilities are often inadequately verified. Consequently, these situations
may lead to inappropriately applying patterns and unresolved vulnerabilities.

Figure 2. Structure of RBAC
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Figure 3. Application of an SDP
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Figures 5 shows an example where RBAC is incorrectly applied to the model
shown in Figure 4. The NG design implies that the access right depends on the user
instead of the role. Moreover, the appropriate functional behavior of the access control
cannot be confirmed until the design model is tested. Thus, the applied measures
may not resolve threats and vulnerabilities.

SECURE DESIGN METHOD

In this section, we explain our method. Firstly, we describe the process of our secure
design method. Secondly, we show examples of Ex-SRP and Ex-SDP. Finally, we
apply our method to a purchasing system on the Web as an example.

Process of Our Design Method
Figure 6 overviews our method. We prepare extended SRPs (Ex-SRPs) and the
corresponding extended SDPs (Ex-SDPs) for well-known SRSs and SDPs. If

necessary, security experts prepare more Ex-SRPs and their corresponding Ex-SDPs.
These new SRPs and SDPs are expansions of existing ones. They can be used to
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Figure 4. “Make a payment” portion of a class diagram for payment processing

purchasing systam
2 f ey v /--'"r |1‘|:--.. '::}
" (" register ”
Payrnent_Ul L = -\ produdts S T I
Y Foonfirm purchase N A Acksiniriraser
i [ e _products o~
<<rontrol=> | | postaprofit
Payment_Controller = ~
* make_a_payment |

i S
i ( mbea w—— |
! b pamment 4 ’

panyrnent_info

 part of Class Diagram -

Figure 5. Example of an inappropriate pattern application

%u.,,

wismreie | g «<cHBAL3>
Payranex,_contoller =++H REAC
%&-’EDTD_: avten_tantm)
,f l'. s - -
| [ o=l
Product |III ;,-' "\\\ 'H" .r._
o A N | [
NG Design Correct Design

144

printed on 2/9/2023 12:25 PMvia

Al'l use subject to https://ww.ebsco.contterns-of-use



EBSCChost -

Designing Secure Software by Testing Application of Security Patterns

confirm the presence of vulnerabilities in the target model and whether the applied
patterns are appropriately applied.
Our method involves six steps (Figure 6):

1.  Determine the threats and countermeasures in the system. Ex-SRPs identify
the types of assets, threats, and countermeasures present while considering
the functional requirements and their associations at the requirement level.

2. Executeatestto verify that the input model satisfies the Security Requirements.
A design class diagram, which does not consider security, is used to execute tests
to verify whether the Security Requirements (in OCL) are satisfied. Whether
the input model satisfies the Security Requirements can be confirmed at this
the requirement stage.

3. Select Ex-SDPs. After confirming that the target model does not satisfy the
Security Requirements, Ex-SDPs related to countermeasures of Ex-SRP are
selected.

4.  Set Security Design Requirements using Pattern Requirements. Security
Design Requirements, which are combinations of each Pattern Requirement,
as requirements that the model must satisfy.

5. Apply Ex-SDPs. Specifically, the structure and behavior of Ex-SDPs are
applied to an input model that does not consider security by binding pattern
elements to the model based on stereotypes.

6. Execute tests to verify the appropriateness of each Ex-SDP (i.e., confirm
whether the Security Design Requirements are satisfied).

In this chapter, we adopt the UML notation (Bondareva & Milutinovich, 2014)
to describe the target system because UML-based models are common in system
design. For example, the UML notation is typically used to describe the structure
and behavior of SDPs. Additionally, the static structure and dynamic behavior the
system are represented by a class diagram and communication diagram, respectively.
To separate concerns with an application, we describe a system with three types
of classes: boundaries, controls, and entities. Boundaries are objects that interface
with system actors. Entities are objects representing system data, while controls are
objects that mediate between boundaries and entities (Pilgrim, 2013).

Ex-SRPs and Ex-SDPs

Figure 7 shows the overall structures of Ex-SRPs and Ex-SDPs. In addition to existing
SRPs and SDPs, extended patterns contain Security Requirements and Pattern
Requirements, respectively. Ex-SDP describes how to design security measures to
realize countermeasures identified by Ex-SRPs. For example, RBAC, Multilevel
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Figure 6. Process of our method

Ex-SRP .
X-aMFe u““m.ﬂ

Ex-5UHs

Select Ex-SDPs

CHJ CH o
: m—bmhm -0 t|l i
8@ . OO0

Mode] that security i Model that security b comsiderad
not condddersd

Figure 7. Overall structures of Ex-SRPs and Ex-SDPs

Extended SRP

o | i, '
Ex SAP | | A" ;
- | [ Souton 1. Threats
: | + Security Requirements :
1

______________________ e
g8 1o Counter
*

Extended SDP
+ Context
* Problem

146

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Designing Secure Software by Testing Application of Security Patterns

Security, and Reference Monitor (Buschmann et al, 2006) are design patterns related
to Authorization. Below we briefly describe Ex-SRPs and Ex-SDPs.

Ex-SRPs are organized by the following items. An example is given in the
Example of Design Process section.

e  Context, Problem and Solution: These are the same as those of SRPs.

° Structure: In addition to the assets, threats, and countermeasure, Security
Requirements that each countermeasure must satisfy are addressed. Security
Requirements are represented in the decision table and the OCL statement
form. If a model does not satisfy the Security Requirements, then the measures
do not remove vulnerabilities and the system may contain threats. In TDD,
these requirements represent test cases that must be satisfied.

Herein we assume that there are nine types of countermeasures: Input and
Data Validation, Identification and Authentication, Authorization, Configuration
Management, Sensitive Data, Session Management, Cryptography, Exception
Management, and Auditing and Logging. These countermeasures can be referenced
in the Security Frame Category (Mackman & Maher, 2007), which is Microsoft’s
systematic categorization of threats and vulnerabilities. We assume these nine
categories are typical countermeasures at the requirement level because they represent
critical areas where security mistakes are most common. Developers can use these
categories to divide the system architecture for further analysis and to help identify
application vulnerabilities. Table 1 details each countermeasure.

Ex-SDPs are organized by the following items. Connections with the corresponding
Ex-SRPs can be established by the descriptions of See Also and other sections such
as Context and Problem.

e  Context, Problem, Solution, Structure, Consequences and See Also:
These are the same as those of SDPs.

° Pattern Requirements: To meet the requirements (constraints), the structure
and behavior must be satisfied when a pattern is applied. If a model does not
satisfy the Pattern Requirements, then the pattern is applied inappropriately.

For example, Figure 8 shows the structure and behavior of RBAC as an example
of Ex-SDPs. In our method, stereotypes are used to represent pattern elements.
In RBAC, stereotypes, such as <<RBAC>>, <<User Data >>, <<Role>>, and
<<Right>>, are pattern elements. When developers apply a pattern, the pattern
elements are bound based on stereotypes. In Figure 8, “Subject Controller” using
the RBAC controller behaves as access control. To employ RBAC, if rights are not
specified in the role that an actor belongs, this system assumes that the actor does
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Table 1. Explanation of each countermeasure adoptedfrom (Santos, 2017; Mackman

& Maher, 2007)

Input / Data Validation

How do you know that the input your application receives is valid and safe?
Input validation refers to how your application filters, scrubs or rejects input before
additional processing.

iiReatian | Ahentcatsn Who are you? Authentication is the process where an entity proves the identity of

Authorisation

Sensitive Data

Session Management

Cryptography

Exception Management

Auditing and Logging

another entity, typically through credentials, such as a username and password.

‘What can you do? Authorisation is how your application provides access controls for
resources and operations.

Who does your application run as? Which databases does it connect to? How is your
application administered? How are these settings secured? Configuration management
refers to how your application handles these operational issues.

‘ How does your application handle sensitive data? Sensitive data refers to how your
application handles any data that must be protected either in memory, over the
network or in persistent stores.

How are you keeping secrets (confidentiality)? How are you tamper-proofing your data
or libraries (integrity)? How are you providing seeds for random values that must be
cryptographically strong? Cryptography refers to how your application enforces
confidentiality and integrity.

|When a method call in your application fails, what does your application do? How much
do you reveal? Do you return friendly error information to end users? Do you pass
exception information back to the caller? Does your application fail gracefully?

|
Who did what and when? Auditing and logging refers to how your application records
security-related events.

Figure 8. Structure and behavior of RBAC
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not have permission to access. Hence, the actor cannot execute processes requiring
Authorization. This security capability is realized because this pattern satisfies the
Pattern Requirements of RBAC.

Table 2 and Figure 9 show the Pattern Requirements of RBAC in the decision
table and the OCL statement form, respectively, for “if rights are given in a role
that an actor belongs, then the actor has access permission”. The actor can access
the asset. The decision table (Table 2) is prepared for ease of understanding of the
corresponding Pattern Requirements since the OCL expressions can be difficult for
developers to comprehend.

Table 2. Pattern Requirements of RBAC (conceptual)

rights are given in <<Role>> which an
<<User_Data>> belongs

<<Actor>> is considered to have
access permission.

<<Actor>> is not considered to have
access permission.

execute process requiring access
control.

not execute process requiring access
control.

Conditions Yes | No

Actions

Figure 9. Pattern Requirements of RBAC (OCL)

context subject_controller
inv access_control:
if sell. RBAC.Right->exists(p |
p.right = true and
p.role_id = p.Role.id and
p.role_id = p.Role.User_Data.role_id )
then
sell.Ul. Actor.right = trué and self.subject_function = true
else
sell. UL Actor.right = false and self.subject_function = false
endif
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Figure 10 shows the test script to verify whether the model-applied pattern satisfies
the Pattern Requirements. Developers provide concrete test cases to the target model
in our tool. Our tool outputs the test script, which is then translated to execute a test
in USE. Both the Security and Pattern Requirements can be verified simultaneously
using an OCL statement. The former determines the presence of vulnerabilities at
the design level, while the latter confirms if the pattern is appropriately applied.
In our method, appropriate application means that security patterns are applied as
formalized in the security and pattern requirements.

EXAMPLE OF THE DESIGN PROCESS

To confirm that our method realizes secure design, we applied it to a purchasing
system on the Web. We assumed that Figure 1 shows the assets, threats, and

Figure 10. Example of a test script

i =-—---——--Create instances

ilcreate Actor_1 : Actor

ilcreate Ul : UI

iIcreate Subject_function : Subject_function
ilcreate RBAC : RBAC

Hlereate User_Data : User_Data

iIcreate Role ; Role

ilcreate Right : Right

eeeeneeee InSert associations
ilinsert (Actor_1, Ul) into assignedTo

-------- Set Test Case
{1set Actor_1.name := XXXX

E!set User Data.id =z
il1set User_Data pass := 20000
:1set User_Data.name = X300

glset Role.id ==y
E!SE.'I Role.name := "ooon

i!set Right.id := x
i1set Right.role_id =y

;------- Execute Method
ilopenter RBAC access_control() i
ilopenter Subject_function subject_function()
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countermeasures using the MASG model. We initially identified and modeled the
assets, threats, and countermeasures in the system by referring to the Ex-SRPs
of the requirement called commercial transaction on the Web. Next, we executed
tests of the model that does not consider security (Figure 11) to verify whether the
vulnerabilities to threats identified by Ex-SRPs are detected. Table 3 explains each
element in this model.

The tests reveal that the system does not have a function to check the condition
to execute the “make a payment” process. In other words, even if this user is not a
regular user, the process may still be executed.

After confirming that the vulnerabilities exist in the input model, we set the
Security Design Requirements and applied Ex-SDPs. Finally, we executed tests to
confirm that the Security Design Requirements are satisfied due to an appropriately
applied pattern.

Step 1: Identify Threats and Countermeasures in the System
Referring to Figure 1, I&A, Input and Data Validation, and Authorization are

countermeasures for Spoofing, Elevation of Privilege, and SQL Injection in the “make
apayment” process, respectively. For simplicity, each threat has one countermeasure.

Figure 11. Model that does not consider security

% 1 request
Actor make_3_paymet

I access 3. gex this user’s dana

process
> 4 —
<<boundary>> — — ._ —ll [
Actor

Payment Ul
I : Payment Ul :Payment

| controller %%i_
<<comrals % s
Payment_contoller

- make_a_payment ()

<<gnainyrr

User Info
L ’
Product Info

< <gntigy>>

Payment Info
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Table 3. Explanation of each element

Element ‘ Stereotype  Description
Payment Ul boundary Interface that payment informations are input into.
Payment Controller  control Element that has a “make a payment” method.
v Element that contains user’s data such as name and

User Info entity

gender.
Product Info entity Element that contains product data.

Element that contains payment data. when the actor
Payment Info entity finishes make a payment process, this instance will

be created.

Step 2: Execute a Test to Verify That the Input
Model Satisfies the Security Requirements

Then by referencing the Security Requirements used for each Ex-SRP countermeasure,
the set for the Security Requirements should be satisfied in the “make a payment”
process. Table 4 and Figure 12 show the Security Requirements. If necessary, the
prepared OCL expression can be manually adjusted to the input requirement model
by adding the necessary properties and changing the element names to the actual
ones in the input model. The fact that adjustments are necessary is a clear sign that
the model is not ready for further pattern applications. The decision table (Table 4)
allows the Security Requirements to be easily understood since the OCL expressions
are not always apparent to developers.

The Security Requirements for the “make a payment” process include: actor
is a regular user, actor has access permission, and valid data is inputted. If these
requirements, which are a combination of 1&A, Input and Data Validation, and
Authorization are met, then the actor can execute the “make a payment” process.
These requirements represent the test cases in the TDD process.

Next, we executed amodel test to determine whether the input model that does not
consider security satisfies the Security Requirements in Figure 12. That is, whether
test cases 1-8 behave according to the expected action in Table 4 are verified. If the
Security Requirements are not satisfied, then the appropriate countermeasures are
not taken, which means that the threats identified using Ex-SRP may exist.
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Table 4. Security Requirements for the “make a payment” process (conceptual)

1

<<Actor>> is regular user

§| 8|8 |»

6 |7
No | No
Yes | No
No |Yes

| & | & |~
§Fl&|F |
|| & |~
§l|&|% |

Yes
Conations | <<Actor>> has access right Yes
Yes

valid data is inputed in <<UI>>

execute “make a payment”
process

not execute "make a payment”
process

Figure 12. Security Requirements for the “make a payment” process (OCL)

context payment_controller
inv SecurityRequirement :
if self payment_Ul.Userregistered_user = true and
self. payment_Ul.User.right = true and
self. payment_Ulis_safe_input = true then
self. make_a_payment = true
else
self. make_a_payment = false
endif

Figure 13 shows a case where the regular user, has access permission, and
uses valid input data are all false (Table 5, test case 8). Because the input model
lacks object constraints, an actor may carry out “make_a_payment = true” (i.e., an
actor can execute the “make a payment” process without being a regular user or
permission). Hence, the Security Requirements of the “make a payment” process
are not satisfied by the input model that does not consider security, and the OCL
evaluation in USE becomes false in Figure 16.

Table 6 shows the results of the eight test cases. Only case 1 satisfies the Security
Requirements in Table 4 and Figure 12, confirming the necessity of I&A, Input and
Data Validation, and Authorization countermeasures.
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Figure 13. Conditions of the Security Test in USE

USEruser
name='john’ B 0O 0O £ Class invariants
registered_user=false [ Invariant Result |
right=false | o
,,r; — payment_controller::... false
| payment Ul.payment Ul |
safe_input=false
nt troller n ntroller
make_a_payment=true 1 constraint failed. | 100% —#
P
g ™~ iohn:user data
! roduc ld=-333" .
T name='john
:'?‘;3& ‘Beatles’ p:as!s-333333
al -
price=1000 ct_regi
- \ ¥y
| payment info 1.payment info |
user_id=1
product_id=1
date=Undefined

Table 5. Results of the Security Test

<<Actor>> is regular user Yes |Yes|Yes |Yes| No [ No | No | No

Conditions [ <<Actor>> has access right Yes |Yes| No | No | Yes | Yes | No | No

valid data is inputed in <<UI>> |Yes| No |Yes | No |Yes | No |Yes| No

execute “make a payment”
process

not execute “make a payment”
process

Actions

Step 3: Select Ex-SDPs

We selected Ex-SDP related to the countermeasures of Ex-SRP. Then we added
these to the structure to realize security capabilities. We selected Password Design
and Use, RBAC, and Prevent SQL Injection for I&A, Input and Data Validation,
and Authorization, respectively?.
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Step 4: Set Security Design Requirements
Using the Pattern Requirements

Table 6 and Figure 14 show combinations of each Pattern Requirement necessary for
the “make a payment” process, which are referred to as Security Design Requirements.
If necessary, the prepared OCL expression of each Pattern Requirement can be
adjusted to the input model by adding the properties or changing the element names
to the actual ones in the input model. The fact that adjustments are necessary is a
clear sign that the model is not ready for further pattern applications.

Step 5: Apply Ex-SDPs and Bind Pattern Elements

We applied these Ex-SDPs. During pattern applications, we bind these pattern elements
to a stereotype in our tool. Figure 15 shows the conditions to apply a pattern using our
tool. Figures 16 and 17 show the structure and behavior after applying the patterns
to a model that does not consider security. In other words, these models consider
security. Compared with the model in Figure 11, there are several conditions (Table
7) to execute the “make a payment” process. Table 7 explains the added element.

Table 6. Security Design Requirements of the “make a payment” process (conceptual)

vmo same 1D and Password that are
inputted into <<Login_UI>> exist in Yes | Yes | Yes | Yes |No|No | No |No
<<User_Data>> respectively 2
Conations | fights are given in <<Role>> which an
<<User_Dats>> belongs

vald data is inputed in <<Ul>> Yes |No| Yes | No | Yes | No | Yes | No

<<Actor>> is considered reguiar user X X | X |Xx

<<Actor>> s consider non-regular user x| x|x|x
b ) S_— 4
considers that <<Actor>> have
BCCesS permission

consider that <<Actor>> does not have
ACCOSS POrMIssiONn

consider that valid data is inputed x x x x

consider that invalid data is inputed x x x x

execute ‘make a payment” process x

not execute “make a payment” process X | X | |x]|x|x|x
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Figure 14. Security Design Requirements of the “make a payment” process (OCL)

context payment_controlier
inv check_id_and_pass:
if self password_design_and_use.User_Data->exists{p |
p.id = self password_design_and_use.Login_Ul.id and
R p.pass = self.password_design_and_use.Login_Ul.pass)
self. Payment_Ul.actor.reqular_user = true

seif Payment_Ul.actor.reqular_user = false
endif

context payment_controlier
inv access_control:
if self. RBAC. Right->exists(p |
p.right = true and
p.role_id = p.Role.id and
p.role_id = p.Role.User_Data.role_id )
then
sell.Payment_Ul.actor.right = true
else
self. Payment_Ul.actor.nght = false
endif

context payment_controlier
inv sanitize_input_data_payment_UL:
it self Payment_Ul Prevent_SQL_injection.sanitize_input_data = true
then

self. Payment_Ulvalid_input_data = true
else
salf.Payment_Ul.valid_input_data = false

context payment_controlier
inv sanitize_input_data_login_Ul:
if sell.password_design_and_use.Login_Ul.Prevent_SQOL _Injection.sanitize_input_data = true
then
self.password design_and_use.Login_Ulvalid_inputl_data = true

self_password_design_and use.Login_Ul.valid_input_data = false
endif

context payment_controlier
inv security design requirement:
if sell. Payment Ul actor.regular user = true and
selt. Payment _UlLactaor.right = true and
selt. Payment_Ulvalid_input_data = true and
salf.password_design_and_use. Login_Ul.valid_input_data = trua
then
self make_a_payment = rue
else
self. make_a_payment = false
endif
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Figure 15. Conditions of pattern application in our tool
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Figure 17. Model that considers security (behavior)
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Step 6: Execute Tests to Verify Whether the Input
Model Satisfies the Security Design Requirement

To verify whether the patterns are applied appropriately to the “make a payment”
process, each Pattern Requirement must be verified. That is, the structure and
behavior of the model must be confirmed after applying the patterns. We executed
model tests to confirm that the models in Figs. 16 and 17 satisfy the Security Design
Requirements in Figure 14. Specifically, we confirmed that test cases 1-8 behave
as expected (Table 6). First, concrete test cases are inputted into the model created
in Step 4 to generate a test script. Then this script is translated to execute tests in
USE. Finally, the OCL statement using this test script in USE is evaluated. Figure
18 shows the conditions of the Security Design Test in USE.
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Table 7. Explanation of added element

Element ‘ Stereotype ‘ Description

Login Ul boundary | Interface that ID and PASSWORD are input into.

Element that has a “check identification” method.
control This method returns true when ID and
_ PASSWORD match.

Element that has a “access_control” method.
RBAC Controller control This method returns true when access permission
is given in Role that an actor belongs.

Password Design and
Use Controller

Element that has a “sanitize input data” method.

Prevent SQL Injection : ;
- control This method returns true when all input data are

Controller Sty :
sanitized in user interface.
. Element that contains role informations which user
Role entity
belongs.
. . Element that contains access permission
Right entity

informations which role has.

Figure 18 shows a case where access permission is denied for the “Role” of the
actor, but the system does not sanitize the input data in “Login UI”” (Table 6, test case
4). Prior to applying patterns, USE outputs “make_a_payment = true” (i.e., an actor
can execute the “make a payment” process, even if the actor does not have permission
or inputs invalid data). After the patterns are applied, USE outputs “make a payment
=false”, and the actor cannot execute the “make_a_payment” process because access
permission is not specified in the role and the system assumes invalid data is used in
“Login UI”. Consequently, the OCL statements in Figure 18 are true. Executing all
the test cases validates that the output model after the pattern application satisfies
the Security Design Requirements of the “make a payment” process.

To summarize, we applied Ex-SDPs for the “make_a_payment” process, which
requires I&A, Input and Data Validation, and Authorization, and then executed a
model test. If patterns are applied appropriately, then the output model will satisty
the Security Requirements. The initial input model did not satisfy the Security
Requirements of the “make a payment” process, but the output model that applied
patterns to satisfy the Security Design Requirements does. The output model is not
usually verified directly against the Security Requirements since the output model is
extended from the input model. By preparing the Pattern Requirements corresponding
to the Security Requirements, the existence of vulnerabilities can be verified by using
the Pattern Requirements. In this manner, the appropriate application of SDPs and
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Figure 18. Conditions of the Security Design Test in USE
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the existence of vulnerabilities to threats identified at the requirements stage can be
verified before and after pattern application.

Limitations

Our method has various limitations. First, our method is not sufficient for secure
design because it only verifies that security patterns are applied as formalized in
the security and pattern requirements and patterns may be instantiated in different
ways. Since the final output models after security pattern applications are not
usually verified directly against the Security Requirements of Ex-SRPs, Ex-SDPs
containing the Pattern Requirements must be carefully prepared to ensure that the
Pattern Requirements of Ex-SRPs satisfies the corresponding Security Requirements.

Because test cases are created based on threats and countermeasures identified
in the requirement stage, the presence of threats not identified in the requirement
stage cannot be verified. In addition, the criteria to select Ex-SDP may be impractical
because the range is influenced by the security policy, platform, and risk analysis.

The verification correctness of by preparing the Pattern Requirements
corresponding to Security Requirements, the existence of vulnerabilities can be
verified by using the Pattern Requirements.
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In terms of development processes, we only assume that our method is employed
to model-driven or model-centric developments that adopt UML including OCL.
Thus, the process can be model-driven agile development as well as traditional
plan-driven model-driven development.

In terms of security patterns, our method only addresses concrete security
requirement and design patterns that provide concrete structures (in UML) with
constraints (in OCL). High-level conceptual security architecture patterns such as
the Firewall pattern is hard to be addressed in our method.

THREATS TO VALIDITY
Threats to Internal Validity

In the example, the patterns were applied by one of authors with professional
development experience familiar with our method and security patterns. Therefore,
it is possible that general developers may apply our process inappropriately.
Additionally, our method may be time consuming compared to other approaches as
developers may be unfamiliar with our method. Although our tool provides a flow
for the design process, it executes test automatically. In the future, we should confirm
that the expected outcomes are achieved by developers unfamiliar with our method.

Threats to External Validity

We confirmed the applicability of our method by targeting a Web application. We
did not verify whether our method is applicable to other types of systems. Therefore,
it is difficult to generalize the results. Moreover, additional security patterns and
experiment testers are needed. Hence, it is possible that our method is not applicable
to all security patterns. Although we used representative patterns and a typical model
for software development to confirm that our method is useful, we should confirm
that our method is applicable to more general patterns and large-scale examples.

RELATED WORKS
Security Modeling
Recently, UML-based models have been used for design. Previous research adopted
UML-based models to describe security patterns (Jurjens, Popp, & Wimmel, 2002)

(Finkelstein, Honiden & Yoshioka, 2004). To model security concerns, modeling
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techniques such as UMLsec (Jurijens, 2005) and SecureUML (Basin, Doser &
Loddersted, 2002) have been proposed. UMLsec is defined in the form of a UML
profile using standard UML extension mechanisms. Stereotypes with tagged values
are used to formulate the security requirements, while constraints are used to verify
whether the security requirements hold during specific types of attacks.

SecureUML focuses on modeling access control policies and how these policies
can be integrated into a model-driven software development process. It is based on
an extended model of role-based access control (RBAC) and uses RBAC as a meta-
model to specify and enforce security. RBAC lacks support to express access control
conditions that refer to the state of a system such as the state of a protected resource.
In addressing this limitation, SecureUML introduces the concept of authorization
constraints. Authorization constraints are preconditions to grant access to an operation.

Although these techniques can support modeling security-related concerns in
UML, developers who are not security specialists have some difficulty employing
these approaches because they must understand the details of formal semantics.
Our method adopts SDPs that support developers who are not security specialists.
Additionally, our tool enables design without understanding the details of formal
semantics except for standard OCL notations.

Model-Based Security Testing

Model-Based Testing (MBT) is a technique to generate part or all of a test case from
a model (Dalal, et al., 1999). A model is an abstract representation expressing an
operation, structure, behavior, or any other concern to be realized by or related to
the system. In the context of security testing, the process of deriving tests tends to be
unstructured, irreproducible, undocumented, lacking detailed rationales for the test
design, and dependent on the ingenuity of the tester or hacker. This has motivated the
use of explicit models (Felderer, et al., 2016). Tretmans and Brinksma proposed an
automated MBT tool (Tretmans & Brinksma, 2003), while Felderer et al. proposed
a method of Model-Based Security Testing (MBST) that relies on models to test
whether a software system meets its security requirements (Felderer, et al., 2010).

Moreover, there are many other publications on MBST techniques since this is a
relatively new research field with potential in industrial applications (Schieferdecker,
etal., 2012). Felderer et al. proposed a taxonomy for MBST approaches and used it
to systematically classify 119 publications (Felderer, et al., 2016). However, none
of these publications focused on security design pattern applications.

We previously proposed a support method for SDPs in the implementation phase
of software development (Yoshizawa, et al., 2016) (Yoshizawa, et al., 2014). Since
the previous method addresses the implementation phase and our method presented
in this chapter addresses the analysis and design phase, they are complementary.
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Model Checking

Model checking is a method to verify a formula against a logic model algorithmically
(Clarke, Emerson, Edmund & Sistla, 1986). This verification technique can be
automated by a model checker. Several articles describe the verification of security
specifications using model-checking tools such as SPIN (Josang, 1995) (Jiang & Liu,
2008). However, a specific language, which developers must learn, is necessary to
check the model. Additionally, due to the general scale of development, describing
security specifications using a specific language is time consuming compared with
our method.

Pattern Verification

According to our previous surveys on security pattern research (Ito et al., 2015)
(Washizaki et al.,, 2018), several articles verify security pattern applications.
Abramov et al. (2009) have suggested using a stereotype for a database application
to verify security patterns. Although their method can confirm the applied patterns
structurally, it cannot assess whether the pattern behaviors in the model resolve
vulnerabilities to threats.

Dongetal. (2009) have proposed an approach to verify the compositions of security
patterns using model checking. They presented a guideline to specify the behavior
of security patterns in a model specification language. They defined synchronous
messages, asynchronous messages, and alternative flows of a UML sequence diagram
and transformed them into CCS specifications. Although this approach formally
defines the behavioral aspect of security patterns and provides transformation scripts
to confirm the properties of the security patterns by model checking, it does not
formally analyze the security requirements of the target system. Therefore, even if
the verification of security patterns application is executed appropriately, it does not
guarantee that threats and vulnerabilities are resolved. On the other hand, our method
sets security requirements and security design requirements prior to verifying that
the threats and vulnerabilities are resolved.

Similarly, Hamid et al. proposed a method to verify the application of object-
oriented design patterns at the model level using UML and OCL (Hamid, Percebois
and Gouteux, 2012). Although the method is similar to our method in terms of
utilization of OCL to check the correctness of the application, their method does
not address security aspects. In contrast, our method is useful to design and verify
the application of security patterns.
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Test-Driven Development (TDD) for Security

TDD is a software development technique that uses short development iterations
based on prewritten test cases to define the desired improvements or new functions.
Our testing process employs TDD. TDD requires that developers generate automated
unit tests to define code requirements prior to writing the actual code (Choi, Kim
& Yoon, 2009). The test case represents requirements that the program must satisfy
(Astels, Beck, Boehm, Fraser McGregor, Newkirk & Poole, 2003).

Although some approaches implement security requirements by adopting TDD
(Munetoh & Yoshioka, 2013) (Sonia & Singhal, 2011), they do not specifically
handle security design patterns. Consequently, such methods require developers
to manually prepare test cases when applying and testing security design patterns.
This is highly burdensome.

CONCLUSION AND FUTURE WORK

If software developers are not security experts, patterns may be inappropriately
applied. Additionally, threats and vulnerabilities may not be mitigated even if patterns
are applied correctly. Herein we propose a secure design method that verifies SDPs
using a model test in a UML model simulation environment. Specifically, assets,
threats, and countermeasures are identified in the target system during an early stage
of development. Both the appropriateness of the applied patterns and the existence
of vulnerabilities identified in the first stage of the design model are verified.

This method offers three significant contributions. First, Ex-SRP and Ex-
SDP, which are newly extended security patterns using OCL expressions, include
requirement- and design-level patterns. Second, a new model-based design and
testing process based on TDD designs verifies the patterns are correctly applied
and whether vulnerabilities exist using these extended patterns. Finally, a tool to
support pattern applications automatically generates a script to test the model. In
the future, we intend to conduct experiments using more general and large-scale
examples as well as consider applications based on the dependencies among the
patterns, which should realize more practical uses.
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ENDNOTES

! Source code of the tool is open to the public at https://github.com/takanorioo/

TESEM.

2 Note that these Ex-SDPs are selected at the current abstraction level. In further
detail design and construction phases, additional Ex-SDPs may be additionally
or alternatively applied upon considering the design and construction details.
For example, the proper SQL statements (such as using prepared statements)
and the input validation would prevent the “SQL Injection” threat.
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ABSTRACT

In recent decades, internet auctions have become the most significant e-commerce
business model worldwide. With the rapid rise of cloud computing over the last
few years, the legacy online auction platform is gradually being replaced using
service-oriented cloud computing in real time. This chapter describes the design
and implementation of a state and high-performance online auction system over
cloud and proposes the methodology to provide persistent state records during the
auction process so that we are able to ensure the reliability of submitted bid price and
guarantee the security of price message in the delivery process. The authors employ
actor-based applications to achieve stateful, parallel, and distributed architecture.
Meanwhile, utilizing distributed databases provides secure and efficient data storage.
To the best of the authors’ knowledge, this is the first time that the actor framework
has been applied to the online auction. The preliminary result is for implementation
of high-performance and real-time bidding online auction.
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INTRODUCTION

Cloud computing is becoming increasingly attractive to firms and developers
nowadays. Compared with traditional Internet service provider, the legacy service
providers are grouped into infrastructure vendors and service providers. The
infrastructure providers (Platform as a Service) include Microsoft Azure, Amazon
Web Services (AWS), and Google App Engine shown as Figure 1. The services
provide impressive, reliable, and cost-efficient cloud-based platforms and lease
these platform to the service providers who rent resources from infrastructure
providers to serve end clients (Armbrust, 2010). Moreover, those developers who
worked for the service providers have significant opportunities to transform their
innovative ideas into highly scalable Internet services. We also call them Software
as a Service (SaaS). These services can be easily expanded to a large scale to handle
the expeditious increase in service demands (Armbrust, 2009).

Because of these features, we, therefore, have the opportunity to deploy actor-
based applications in parallel and distributed system on cloud to overcome the
bottlenecks of traditional client / server framework of the online auction. The actor
model (Hewitt, P. Bishop, and R. Steiger, 1973) adopts an abstract concept to
describe concurrency of the program that is centred on the actor unit which performs
distributed computations and communicates through asynchronous information
exchange. Thus, the actor is suitable for developing large-scale parallel programs.
However, the concurrency of actors is limited by hardware resources and capability
of logical computations (Agha, 1985). As the rapid progression and innovation of
cloud technology in recent years, hardware constraints gradually weakened. The
actor model is increasingly being applied to highly concurrent applications on SaaS,
such as Microsoft Orleans and JVM Akka.

The main technical bottleneck of traditional online auction systems is that it
is hard to handle significant amounts of data from different regions in a highly
concurrent and parallel environment. More specifically, when an online auction
system receives quotes from all over the world, traditional tree-tired architecture
shown as Figure 4 will place cache area between middle tire and physical storage for
improving I/O performance (Power and Li, 2010). Unfortunately, usage of the cache
will directly lose the concurrency. The cache manager or application must adopt
concurrency control policy to avoid deviations resulting from concurrent updates
to a cached object (Strangers, 2005). Hence, the traditional architecture has to face
major issues that come from traffic reliability and massive data processing within
a short period. With or without the cache, this pattern cannot fulfil the requirement
of conformity on a cache with rapid reaction for interactive access (Bernstein, et
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Figure 1. Architecture of legacy web applications
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al., 2014). Eventually, these problems will result in excessive use of CPU resources
and physical memory depletion. On the other hand, traditional relational database
that is commonly utilised in a concurrently read or write scenario cannot provide
reliable data concurrency and consistency.

In this chapter, we discuss a methodology that can be implemented to convert the
structure of traditional English online auction into actor architecture so that we can
guarantee data consistency and integrity in the high-performed environment of the
online auction. We utilise the mechanism of safe message delivery which ensures
security of bid data from end to end. Moreover, internal state of the actor offers
reliability of persistent state records during the auction process. Finally, fair scheduling,
location transparency and mobility move burden of assuring data integrality and
consistency to the actor model (Strangers, 2005) resulting in offering high-concurrency
and low-latency online auction service. To the best of our knowledge, this is the
first time that the actor framework is applied to the online auction.

The remaining part of this chapter is organised as follows. Section II will present
related work, the current actor framework will be illustrated in Section III, the system
design will be introduced in Section IV; the distributed database will be described
in Section V. In Section VI we will detail the implementation and testing; in Section
VII, we will conclude this chapter and present directions of future work.
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RELATED WORK
Traffic Reliability in Online Auction

Traditional client/server architecture faces a severe problem of traffic reliability
in an online auction. The server is responsible for processing all clients’ bid data
regarding each round in a live online auction system. Because of network delay, the
clients’ request could be late to arrive the server side. Thus, the data from clients’
side will be dropped that will result in packet loss. This is one of the main reasons
why online auction systems cannot be trusted. Bidders never know whether their
bid has arrived safely on the server side or not.

A proposed solution to solve this problem is active protocol filters (Liu, Wang
and Fei, 2003). This protocol has a capability of filtering out low-bid data in the
process of price delivery before they reach the server side. Then the active filters will
reject the appropriate clients. Meanwhile, sending rejection notices to clients is for
the sake of improving loading balance of the server side. Other online auctioneers
use semi-enclosed auctions, which can lengthen the auction cycle. For example,
eBay or Amazon provides non-real-time online auction method so that there is no
need to control network delays of the online auction system. Obviously, performance
and stability of the communications between online auction systems, such as cost,
fairness, response time, traffic reliability and packets loss, have become the major
concern for all parties involved in the online auctions (McAdam, 2001). Another
mode (Liu, Wang and T. Fei, 2003) is for multicast-based online auctions. Although
the multicast model can enhance the capability of packet delays and traffic rates,
the issue of packet loss still cannot be resolved.

Auction Model

In general, most e-commercial auction services launched are based on disclosed
method, like English auction or reverse auction. eBay in USA, Alibaba from China,
or Trademe in New Zealand are very good examples. These auction methods are
developed andused in B2C, C2C and B2B domains. C2C-based English auctionis the
dominant mechanism in e-commerce marketplace (Karmani, Shali and Agha, 2009).

With globalisation of Internet-based cloud services, the online auction platform
is reshaping the market by providing a professional service. A key aspect of this
shift is the provision of many services, especially professional services, which are
no longer limited by the common location of buyers and sellers (Ackerberg, Hirano
and Shahriar, 2006). The research outcome Krasnokutskaya, et al. (Krasnokutskaya,
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Terwiesch and Tiererova, 2016) indicates that 80% of online transactions are carried
out by participants (both buyers and sellers) from foreign countries and regions.

Under these conditions, it is difficult for us to track the status of all bidders in the
clustering of trade to ensure the fairness and reliability of online auctions. English
auction has set an excellent example which is the most widely used methodology
on the Internet. Meanwhile, this type of transaction has a very high demand for
concurrency and responsiveness of a system. In a very short period, the system
needs to complete the price comparisons, price updates, and real-time notifications
of all bidders shown as Figure 2.

Two important principles should be emphasised on cloud-based online auction:
price priority and time priority. Bidding keeps increasing before the close time, and
finally the bidder holding the highest offer will win absolutely. Also, an English
auction provides a given period to all interested bidders in each round. This ensures
that buyers have enough time to think over and give their final responses shown
as Figure 5. However, we must take into account that the network delay can quite
easily lead to several buyers in a few milliseconds of time to place the same price.
For traditional online auction system, all quotes must be stochastically posted back
to the main server for price and time comparison. Moreover, the system achieves
the highest offer to the database in each round. If several buyers place the same
highest offer, the system will compare the timestamps to choose the earliest bidder.

English Auction allows sellers to seta start price, areserve price, and bid increment.
Reserve price (Kekre and Bharadi, 2010) provides an insurance mechanism against
low closing prices which means that if the final bidding cannot reach the reserve
price, all bidders will be failed. Moreover, bid increment also plays a pivotal role in

Figure 2. The workflow of real-time bidding
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English auction outcomes. Although high bidding increment pushes bidding price up
quickly (Karmani, Shali and Agha, 009)), it will result in reducing the participations.

Most of the online English auctions offer proxy bid service. It allows the buyers to
place the maximum bid price via the service. Moreover, bidding will keep increasing
until it reaches the proxy bid price (Chan, Ho and Lee, 2001).

The biggest challenge for applying this trading model to an online trading platform
is whether we distribute the comparisons of the highest price and the timestamp to the
other clusters. Also, itis tough to guarantee that the security of information exchange
between clusters. Because of features of the distribution of clustering, information
exchange on the Internet will be riskier than we expected. The existing technology of
signature verification has been quite effective for online message protection (Philip
and Bharadi, 2016). For example, modified digital difference analyser algorithm is
the best case in this point. It is used to capture dynamic characteristics of a signature
in discrete values so that we are able to identify whether the variables in messages
have been modified (Kekre and Bharadi, 2010). Most of these solutions of security
for a “live” online auction is too heavily. The encryption and decryption process
will undoubtedly affect efficiency of online auction systems. We are still looking
for a more lightweight solution to solve the issue of information exchange, like actor
model. This is also the main reason why we introduce the actor model to the online
auction platform. The technology is also widely used in big data deployment and
data mining to guarantee the efficiency of data processing (Estrada and Ruiz, 2016).

ACTOR FRAMEWORKS

Five key features are demonstrated (Karmani, Shali and Agha, 2009) for comparing
those existing actor frameworks: safe message delivery, mobility, state persistence,
location transparency and fair scheduling. There are now three main actor frameworks:
Erlang, Akka, and Orleans.

Erlang

Erlang is a functional programming language (Armstrong, Virding, Wikstrom and
Williams, 1993). The actor in Erlang is called process. Compared with Orleans,
actors in Erlang are created explicitly (Orleans uses virtual actors). So once the actor
is created, its location cannot be changed anymore (Armstrong, 2007). Meanwhile,
Erlang uses the link to handle the erratic propagation. The problem is that if the
processes are not linked together, the process will die silently. Moreover, Erlang
utilises the Open Telecom Platform (OTP) to expand performance and capabilities
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from distribution, fault tolerance, and concurrency. OTP provides supervisor tree
for unexpected error handling (Vinoski, 2007), but it will kill all its children and
recreates them once one of them dead. Otherwise, the developer needs to control
the process of lifecycle manually. By contract, Orleans and Akka create and garbage
collect their actors on runtime automatically.

Akka

Akka is an actor-based framework, which is available for Java, Scala, and C#. The
main features are almost as same as Orleans. For instance, each actor is single
threaded, the private state is able to access through the reference. The difference is
that the actor in Akka is named by the path that illustrates the hierarchy structure
from the supervisor to children.

Orleans

Orleans is the latest actor framework from Microsoft. It blends several technologies
from previous actor frameworks, such as Erlang and Akka. For example, it fully
supports immutable message delivery, state persistence, efficient and fair scheduling
for actors of sharing CPU, location transparency. Meanwhile, Orleans also supports
weak mobility - the actor can be moved from one machine to another in the idle
state (Bernstein, et al., 2014).

The main features of an actor, namely, an event-based asynchronous thread,
protected internal states mailbox mechanism, transparent location, make it scale
out from clusters and scale up to multi-core processors (Koster, et al., 2013). An
actor is regarded as a container for behaviour, internal state, children, and supervisor
strategy as shown in Figure 3.

The mailbox is utilised to store and deal with immutable messages that are sent
from other actors who are in or out of the actor system (Hewitt, 2010). The behaviour
of the actor defines the actions that are responsible for the matched messages. States
in actor reflect the possible statuses that could be business logic, a set of listeners,
the situation of HTTP requests, and so on. The state data is significant for actors.
Thus, actors encapsulate the internal state’s data and only share them with other
actors through immutable messages (Haller, 2012). Each actor will split tasks into
sub-tasks and delivery to its generated children shown as Figure 3. Meanwhile,
it will automatically handle failures (also called supervisor strategy) from these
children for the sake of providing an environment of highly fault-tolerant systems
shown as Figure 3.
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Figure 3. Understanding of an actor
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DESIGN
Immutable Message

When we instantiate actor pattern in code, the actors become essential building
blocks of an application. They are also a unit of isolation and distribution. Each
actor has its unique identity consisting of its type and primary key (a 128-bit GUID)
(Bernstein, et al., 2014). An actor will encapsulate its behaviours and internal state.
Meanwhile, the state can be held by using the built-in persistence facility which
means the core of actor is isolated, that is, they do not share state and memory.
Thus, the two actors or actor systems can only interact asynchronously by sending
an immutable message (Gupta, 2012).

With regarding to features, the bidder actor encapsulates its quotation and
timestamp in the message and pass it to comparison actor in its actor system. After
the comparison actor evaluates all messages from bidder actors, it will deliver
the highest price from its actor system to another system for price and timestamp
estimation shown as Figure 6. Once the comparison actor achieves the final price,
it will notice all bidder actors to update the highest price in the actor system.

In this way, figuring out the highest offer will be hierarchical. First, the filter
of a highest quotation starts from each actor system, and then gradually spreads
the message to another actor system. After the comparison actors receive the final
price, they will push it to bidder actors in the actor system instead of broadcasting

Figure 5. The communications between actor systems
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the result to all clients. Due to the hierarchical feature, this pattern improves the
network load balancing efficiently.

Shown as Figure 5 when bidders place their offers, they must require the
timestamp for server side first. The bidder actor will send a request to Server Time
Sync Actor through timestamp message. There are three parts of information in
one message: project ID, bidder ID, and timestamp. When a message arrived the
Server Time Sync Actor, this actor will generate a new timestamp and update its
state, which will be stored in the document database. This information will be an
intense connection between actors.

A Comparison Actor also communicates with the Bidder Actor through
BidderMessage as shown in Figure 6. The difference is that the Comparison Actor
will set up an Observer Pattern to keep tracking the messages from Bidder Actor
in real time. The Comparison Actor has the capability to subscript several actors’
messages at the same time so that the messages from various actors in different
regions are able to be handled immediately.

Figure 6. A bidder actor and its behaviors
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Figure 7. A diagram of the comparison actor
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Fault-Tolerant

The fault-tolerant mechanism notoriously is hard toimplement correctly the distributed
systems that include actor model applications and distributed databases (Stutsman,
Lee and Ousterhout, 2015). The reason is that the nodes may crash before finishing
its computing or database server may crash and result in losing all data and replicas
shown as Figure 7.

The actor models commonly employ hierarchies of supervisor strategy to
establish an intensive supervisor — children relationships to achieve an efficient
solution of fault-tolerance (K. Lu et al., 2016). When the failure occurs in nodes,
the error message will propagate upwards to the root node. If the error node cannot
be activated, the root node will force to restart the node and recover its state and
message box (Armstrong, et al. 1993).

Location Transparency

Location transparency allows actors and actor systems to easily talk to each other
without knowing physical locations. The actoris designed to extend out to a significant
number of dedicated servers and to allow this actor instantiated at different places
(Thurau, 2012). There is nearly no physical address for the actors. They may exist
in the purely virtual memory. In this way, the actor model can easily relocate some
actors to a different host server, so that we can scale out our web applications
(Bernstein, et al., 2014). Significantly, the actors no longer heavily rely on the Web
API for the actual remoting layer.

State Persistence in Actor Model

There are two options for persistent in actor model. Firstly, we load state from the
external relational database, or system information, such as bidder’s user ID, level,
and project ID from the authentication token. Moreover, we populate the variables
of the actor. Another option is that we can choose the distributed document database
on cloud, like Document DB on Azure or Mongo DB on AWS. Both document
databases provide the shard mechanism. Specifically, the document can be spread
with reading and writing transactions across more infrastructures with a high
throughput. Technically, the storage that is used to store the state data on the cloud
can scale out unlimited shown as Figure 9.

The document has aunique ID and a partition key for collection shard. Documents
are stored in a collection. Meanwhile, the collection can be shard between different
servers in various locations. Even if some data fragments are lost,document database
can recover them by using replicas.
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Figure 9. State persistence for bidding
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DISTRIBUTED DATABASES

Traditional relational database has difficulties to fulfil the requirements of the high-
concurrent applications. As we all know, the biggest problem is that it is hard to deal
with the exponential growth of data collection (Tauro, Aravindh and Shreeharsha,
2012). If we need to track and record the status of all bidders, the process will
generate a plenty of associated data. Additionally, complex relationship like many to
many relationships between tables, which enables data query, has become tough in
a relational database. For instance, some of the queries need to cross several tables
for retrieving many related data. In this stage, relational databases must join tons
of table together and traverse all data pace by pace.

High-Performance Read and Write

To achieve the best performance of an actor model, the databases that are served
must be distributed and extendable. Meanwhile, they are also demanded to fulfil the
requirement of high performance of reading and writing with high concurrency and
low latency (Han, et al., 2011). Most of the document databases, like MongoDB,
offer the capability of massively-parallel data processing (Moniruzzaman and
Hossain, 2013). Owing to the dependence on relationship between the tables, the
document database is schemaless. We deposit complex data types with BSON or
JSON document so that we are able to significantly speed up the access to mass
data. The access to Mongo DB is at ten times faster than relational database such
as MySQL (Castro and Liskov, 1999).
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Fault-Tolerance

Generally, most of the NoSQL databases take use of replication and sharding to
provide the fault-tolerant design.

e  Replication allows database scale horizontally. It is also called Master-
Slave Replication. In the pattern, only the Master database responds to write
request, slaves respond to read requests from clients.

e  Sharding machinimas allow us to store separated replication sets into each
shard, and results in offering high availability and data consistency.

Additionally, another replication algorithm (Byzantine faults tolerate BFT) from
MIT can provide highly available service without interruptions like system bugs,
accidental operation and malicious attacks (Castro and Liskov, 1999).

IMPLEMENTATION AND TESTING

The actor framework we proposed is Orleans from Microsoft. The latest version of
Orleans combined most of the actor models from Erlang and Akka. We implement
three grains (bidder actor, time sync actor and comparison actor) in an actor system.
We implement a single SiloHost server on the local server and calling actors from
another laptop. We find that the advanced features of the actor are stronger than the
legacy client / server framework as shown in Table 1.

In Table 1, we find that the actor is stateful. Each actor shares its inner state
through immutable message. We are able to see the state tracking on the server
side. When a bidder actor tries to get the timestamp from the ServerTimeSync
actor, its behaviours or states will be stored in a database on Azure. The messages
passing through the actors are in pairs. Each actor has a unique GUID code so that
every behaviour of the actor is trackable. The state persistence ensures the data
concurrency and consistency.

In order to observe the price notification between bidder actors, we set up three
bidder robots to bid the price randomly in one hundred rounds. Specifically, every
time a bidder bids the highest price, the asynchronous notification will be triggered.
The Comparison Actor will send the notifications to all bidders (except winner
itself) through winner message. The advantage of the asynchronous notification is
that the winner actor will not be noticed, which means that the server side will not
broadcast to all clients, they only update bidders’ state. In this way, we improve the
loading balance of this network. In addition, the document database is schemaless.
The data with different structures are able to be saved in the same collection. To
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Table 1. A comparison with features of the actor framework and the client-server
architecture

# Actor Framework Client-Server

Tracking the state changes to clients Needing to request state changes to clients from the
immediately server every time.

Utilising SSL protocol and digital signature technique

2 Providing safe message delivery .
to guarantees the message security.
3 Distributed to different server Only implemented on one server
At-least-once model guarantees no data . .
4 g Packet loss in heavy network traffic

packets loss

Supervison strategy and internal state

; fault tol
3 provide data fault tolerant No fault tolerant support
6 Location transparency Physical address requirements
7 Capability of nodes generation Do not support children management.

Using NoSQL database to tracking

. , Support NoSQL or Relational database to store the
8 persistent state (record states’ changes

final result (winner only)

every time)

be more specific, we store the bidder actor, compare actor and server time async
actor’s states in the same collection though the data structures is entirely different.
The benefit of the schemaless is that we do not need to join or transaction data in
various tables resulting in providing high-performance reading, writing, updating
and deleting.

For example, the document database, such as MongoDB, that we used in the
implementation provides high speed of reading, creating, and updating. When the
bidder robots get the system timestamp, we track the ServerTimeSync actor’s state
changes. We set up two different databases (SQL Server and MongoDB) as the
data record providers. In the process of inserting the first 5000 data, it’s hard for us
to distinguish who is faster. However, when the amount of data written gradually
increased to 15000, the SQL database writing speed is almost ten times slower than
MongoDB shown as Figure 10.

The state of bidder and comparison is a complex data structure. For instance, states
of the comparison actor include bidder actors’ states in each round of competition.
So, we need to join two or three tables together to query the data in SQL Server.
However, the database only nests the relevant information in adocument. For complex
data queries, we are not surprised that MongoDB is still faster. When the query data
is higher than 15000, SQL takes 16 seconds, and MongoDB takes approximately
5 seconds shown as Figure 11.
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Figure 10. Insert ServerTimeSync status into database
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CONCLUSION AND FUTURE WORK

The online auction platform is to transfer the market by providing reliable and
professional services. A key aspect of this shift is the accommodation of clustering
services. These services are no longer limited by the interconnected location of buyers
and sellers (Ackerberg, Hirano and Shahriar, 2006). 80% of online participants (both
buyers and sellers) are from different countries or regions.

In this situation, the traditional client-server architecture does not have enough
capability to manage all bidders in the distinct clustering of trading to ensure the
fairness and reliability of online auctions. The English Auction is an excellent case at
point. It has a very high demand for system concurrency and responsiveness because
the system needs to complete the price delivery, comparison, and notification in
very short time period.

Thus, the actor framework is employed to provide the data consistency and integrity
during the high-performance network environment. To the best of our knowledge,
this is the first time that the actor framework is applied to the online auction. The
main contribution of this chapter is as follows. (1) Using the actor framework to
improve the packet loss and traffic rates for our cloud online auction model. The
message is wrapped in the web stock, we cannot guarantee that any messages can be
received or dispatched each time successfully. Thus, the additional implementation
must be taken to actor mode like at-least-once in Orleans. It requires retry when

185

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Figure 11. Query state from comparison actor and bidder actor

State Actor Model for Cloud-Based Online Auction

20
15
10
w)
o
c
3] 5
)
wn
0
500 1000 5000 15000
Rows Rows Rows Rows
=@=SQL Server| 0.11 1 4.6 16
=@==MongoDB 0.1 0.09 2 54
=@=—S5QL Server =@==MongoDB

transport losses. (2) Implementation of the mechanism of safe message delivery
ensures our bid price cannot be tempered during the data passing from end to end.
(3) Recording all actors’ state persistently in document database so that we are
able to approve the data persistence, which is a highly difficult task in the latency
database like SQL database.

Although immutable message guarantees data security within the delivery
process, we cannot stop online fraud by using actor model. In future, we will set a
REST API server to test the performance in another different network environment.
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ABSTRACT

Online auction is one of the most successful internet business models. However,
auction fraud has become the highest threat and hazard to the future of this business
model. The blockchain provides a new perspective to resolve this problem. It can be
used for current financial services, certificates, remittances, and online payments;
meanwhile it also provides several crucial services such as smart contract, smart
property, trust system, and security services. This chapter discusses how to apply
blockchain to a cloud-based online auction and the principle of operation. The
purpose is to fundamentally solve the problem of online fraud caused by information
asymmetry of electronic transactions. To the best of the authors’ knowledge, this is
the first time that the blockchain has been applied to authentication of online auction.

The preliminary contribution is for preventing auction fraud from the aspects of
smart properties and smart contract.

DOI: 10.4018/978-1-5225-6313-6.ch008

Copyright © 2019, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

EBSCChost - printed on 2/9/2023 12:25 PMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Blockchain for Security of Cloud-Based Online Auction
INTRODUCTION

As one of the most significant electronic markets, online auction transfers the
collectables business and e-commercial business to a global billion-dollar market
(Grazioli and Jarvenpaa, 2000; Peters, et al., 2015; Corcoran, 1999). With the idea of
frictionless economy, online auction is considered to be rapid and efficient platform
to eliminate geographic boundaries and establish the accurate price based on supply
and demand (Ba, et al., 2003). Alibaba, Amazon, and E-Bay are the exemplar
cases in this area. These platforms offer low cost, excellent technical support, and
massive data analysis so that traditional sales begin to transition to e-business model
increasingly. The usage of online auction sites ranges from individuals to firms;
however, the market fraud is rising. According to the Internet fraud operated by the
National Consumers Union, online auctions were still the primary source of Internet
fraud (Alanezi, 2016).

For thisreason, a growing number of institutions, such as Alibaba, Samsung, Louis
Vuitton, Internet Fraud Watch (www.fraud.org) and the Internet Fraud Complaint
Center (www.ifcctbi.gov), are jointly developing new mechanism to combat this
challenge (Chua and Wareham, 2004). Simultaneously, Alibaba and a myriad of
financial institutions to propose a new solution - giant distributed database “block
chain.” The blockchain is secured by Byzantine fault tolerance (BFT). This database
is used to maintain a continuous growth of blocks. As shown in Figure 1, the design
of blockchain is to prevent data modification. Once the data are recorded, it cannot
be altered reversely anymore.

In blockchain, each block consists of block hash link, timestamp, and valuable
data as shown in Figure 2 The blocks can be transferred from one blockchain to
another. This technology has approved that it can eliminate the double-spending
problem (Pilkington, 2015).

Thus, itcan be utilised to various scenarios, such as financial services and medical
record (Peters and Panayi, 2016). The blockchain might become the most critical
online promising technology for Internet interaction (Zheng, 2016). This database is
more magic than we expected. It could be the final solution to online auction fraud.

Based on the distributed blockchain technology, we create a broad range of
distributed applications. The revolutionary methodology in this area is the Etherum
platform, which includes a complete programable framework (English, 2016).
This framework is utilised to implement smart contract. Moreover, the blockchain
infrastructure facilitates virtual currency, such as Bitcoin, trust and contract
applications. The most significant feature is that the linked data are decentralised
so that we do not need to be dependent on central server anymore.
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Figure 1. The diagram of blockchains

Figure 2. Bitcoin network (resource from bitcoin)
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In this chapter, we will discuss the methodology that can prevent online fraud
actively. The implementation of a blockchain can secure the currency transition
of online action. We utilise the mechanism of smart contract and link data which
ensures the security of online payment from end to end. Moreover, final transactions
are permanently recorded in the database so that we are able to provide permanent
records for all clients (Black, 2013). Finally, the Elliptic Curve Digital Signature
Algorithm (ECDSA) is implemented in blockchains for offering trusted handshakes
between blocks (Johnson, 2001).

The remaining parts of this chapter are organised as follows. In Section II, we will
present the related work while the methodology will be introduced in Section III,
the results database will be described in Section I'V. The analysis and comparisons
will be detailed in Section V, conclusion of this chapter will be stated in Section VI.

RELATED WORK
Type of the Online Fraud

The seriousness of auction fraud is actually far beyond our imagination. Victims do
notactually have to participate in the Internet auction, but will suffer the consequences
of fraud. The triangulation is used to implement an offline fraud via a merchant
sells the product from the online auction (Chua and Wareham, 2004). For example,
when a thief uses stolen money to buy valuable products and put them online for
auction, anyone could win the auction. However, once the fraudulent purchase is
restricted and confined, the buyers will lose the money paid for these stolen products.
Meanwhile all stolen products will be detained from the winners.

Information asymmetry has been recognized as the major issues that result in
cheating easily over the Internet (Macaulay, 1963). This results that two parties do
not share the same data in business timely (Ba, et al. 2003). For instance, trading
partners use anonymous identities or buyers cannot acquire the real data on the quality
of products. The main reason is that online market lacks interpersonal interactions
and communications. By contrast, in the traditional business environment, both
sides of a business establish their initial trust via physical contact like hugging, eye
contact, and handshake. Meanwhile, buyers get to know the quality of products by
touching, looking, or even tasting. However, these cases do not happen in the online
auction based on e-commerce.

In orderto reduce fraudulent transactions in the online auction, the intermediaries
have offered various services, like reputation system, feedback system, insurance
or guarantee, and certification authorities (CAs). Besides the Class 4 of CAs can
provide the maximum level of trust and assurance by thoroughly investigating
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companies and individuals, most of the anti-fraud mechanisms are passive defense
(Froomkin, 1996). Literatures have shown that trading partners heavily rely on their
reputations in the traditional business. Specifically, individual’s reputation can act
as a “hostage”. The disrepute always spreads quickly in the business community.
The social pressure or lost trusts caused by bad reputations might be more effective
than legislations in this online community (Macaulay, 1963). Because the online
auction sites rarely provide the strong authentication at present. Thus, those disrepute
traders may renew the identity by re-registering a new user ID (Ba, et al. 2003) to
get the new reputation.

Table 1 provides several frauds of online auctions, the triangulation is just one of
them (Chua and Wareham, 2002). Moreover, there are variations of online frauds. For
instance, Escrow Services fraud is a variant of failure to ship. The escrow services
are provided by the trusted third party, like Alipay, which are responsible to hold
transaction funds from the buyers before the deal is successfully accomplished.
However, the cheaters are able to set up a fake escrow service after receiving the
funds. In order to prevent this type of fraud, auction houses establish a reputation
system to mark each trader, like Alibaba, Amazon, and E-bay.

Bidders not only can view the reputation score itself, but also can find the number
of positive, neutral or dissatisfied transactions as well as the comments (Ba, et al.,
2002). However, the reputation score is rarely computed based on the high-priced
consumable market like artwork auction even if the seller really hardly tells the
fakes from originals.

With globalisation of Internet-based cloud services, the online auction platform
is reshaping the market by providing a professional service platform. A key aspect
of this shift is the provision of multiple services, especially professional services,
which are no longer limited by the location of buyers and sellers. The research
outcome (Krasnokutskaya, Terwiesch and Tiererova, 2016) indicates that 80%
of online transactions were joined by participants (both buyers and sellers) from
different countries and regions.

Under these conditions, information asymmetry illustrates a specific situation
that two parties do not share with the same information; it has been regarded as
the majority of issues in the electronic markets (Akerlof, 1970). There are two
most important aspects related to online frauds: one is the anonymous trading; the
other is the unwarranted products or uncertain quality of goods (Choi, Stahl and
Whinston, 1997).

Blockchain

Blockchains are considered as one of the most promising technologies in the next
generation of Internet transaction systems. It can be used not only for current
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Fraud Type Description
1 Failure to ship Never ship the product after payment.
2 Failure to pay Buyers do not send the money to seller.
3 Misrepresentation Seller describes items incorrectly that do not match real items
4 Loss or damage claims Buyer claim the loss or damage services to retrieve money back.
5 Shilling Se.ller uses another account to bids on own stuff to push up the
prices.
6 Triangulation Fraud Sell stolen items online.
3 Buy and switch Buyer switches the original sound with inferior one and return
it to seller.
. Seller set up a fake auction to store the credit card information
9 Shell auction
from buyer.
10 Bid shielding Two or three bidders collude on an auction.
11 Fee stacking Seller asks the buyer to pay extra fees after auction ends.

financial services such as digital asset management, deposit certificates, remittances
and online payment systems, but also for smart contracts, Internet of Things (IoT),
reputation systems and security services (Peters, Panayi and Chapelle, 2015), etc.
In order to provide a secure environment for virtual currency transactions, Bitcoins
(BTC) utilise blockchain to reinforce its cryptocurrency.

Specifically, blockchain facilitates the elastic and distributed ledger for storing
a significant amount of transactions, attributing them to a block in the network and
ordering these blocks inreal time (English, Auerand Domingue, 2016). As the number
of blocks grows rapidly, generating new blocks requires significant resources. So
many private organisations join the competing with each other for utilising dedicated
high-power computers to run ASICs for real-time process of Bitcoin networks (Kroll,
Davey and Felten, 2013). This process is also called “mining” as shown in Figure
3. Once the miner successfully finds a new valid block on the longest branch of the
branching tree, a new transaction will be added into the log and its nonce is selected.
Meanwhile, invalid blocks will be ignored. This mechanism is called proof-of-work
(POW), which is considered difficult to be performed, but the result is easy to be
verified (Becker, et al., 2013).

Blockchains work in a decentralised and untrusted environment through the
integration of encryption hash, consensus mechanism, and digital signatures (based
on asymmetric encryption). Fig 4 shows the details of a branch of blockchain. In
the blockchain, each client fully participates in all operations, such as initiating new
transactions, receiving transactions, validating transactions, and the generation of
new blocks.
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Figure 3. An example of mining process in the blockchain

Valid block n

Consensus Consensus Consensus

Genesis Consensus Consensus Consensus

First block

Figure 4. The details of a branch of blockchain

Genesis block Block i Blocki+ 1

Block

To prevent online fraud, such as double spending, all clients must participate in a
peer-to-peer protocol that implements a distributed timestamp service, and provide
a fully-serialized log which contains the details of all transactions. The transactions
in the log are formulated into blocks that contain block version, serial numbers,
timestamps, encrypted hashes, a nonce, metadata, and a set of valid records of
transaction. A single block structure is shown in Figure 5, which is presented by
JavaScript Object Notation.

Specifically, a header of the blockchain illustrates which block validation rule
should be followed. The previous block is a 256-bit encrypted hash number. The
difficulty is utilised to indicate the coefficient of difficulty for mining the new block.
The timestamp is a big integer that shows the current time stamp for the world UTC
time since 1970. A nonce number is a 4-byte field. This field usually begins from
zero, and each time the block is hashed, this field is incremented. The maximum
amount of transactions, which are stored in the single block, totally depend on the
size of the blocks and the size of each record.

The block body contains the amount of transaction records and the set of
transaction logs. A credible record of transaction is consisted of two mainly
components: output and input. The identity section of records of transaction inputs
is a significant reference to the unspent transaction outputs (UTXO) of the sender
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while the sender must have to designate the destination address and numbers in
outputs. In addition, clients or miners are able to validate the digital signature so as
to ensure the transaction is entirely validate. Asymmetric cryptography mechanism
is utilised in blockchain to verify the authentication of each transaction for the sake
of ensuring the authentication, data integrity, and repudiation. The trusted third
party provides digital signature based on asymmetric cryptography which is widely
utilised in an online market (Christidis and Devetsikiotis, 2016).

In online auctions, massive individuals participate in transactions. This
situation makes it tough to bind an identity to a participant. Obviously, blockchain
facilitates to solve this problem easily. The absence of interpersonal interactions
and communications based authentication in electronic markets is another issue
that leads to online frauds. In a traditional business, buyers and sales have got used
to face-to-face business at the same place. Customers and vendors establish their
basic trust via conversation, handshake, facial expression, eye contacts, etc. (Ba,
et al. 2003). The in-kind transactions provide opportunities to know the quality of
products by viewing and touching. Thus, due to the existing problems in online
auction, we will demonstrate how the blockchain solves these problems by using
decentralise framework, reputation system and smart contract.

Figure5. A blockinblockchain thatis represented by JSON (javascript object notation)

"hash": "893a09b5a19838027b6018007876bcf4333d4904",
"prev_block": "90f8b1f196c97b60c760f2d18601bc29bc5fe23a",
"time": 1491973298603,
"difficulty": 3343090408,
"nonce": 2504324516,
"tx": [{"hash ":"YXNkZmFzMjMe",
"in": [{
"prev_out": {
"hash": "eo0..."
¥
s
"out": [{
"value": "74.76710074",
"scriptPubKey": "36al..."

3
¥
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Figure 6. Digital signature in blockchain technology
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Decentralized Framework

Once the records of transaction or block are generated, the validation mechanism
will be triggered immediately. The new node needs to be verified by the network.
However, as shown in Figure 7, there may be highly distrusted network of blockchain,
because each branch may have a view which is different from the entire network
state. Thus, a decentralised network is needed to diminish the branches in blockchain.

In a distributed blockchain database, one of the most challenging issues is how
to reach consensus block on a transaction among the invalid blocks. Each miner
communicates with the blockchain database through a dedicated node in which a
clientis implemented. Many blocks across the network form a decentralised network.
Once a block receives transaction record from another customer, it is going to
verify the authentication of the block first. And then, the result of validation will
be broadcasted to every valid block connected to it. Thus, the valid block will be
rapidly spread throughout the whole network. The advantage of the decentralised
systems is the independency, which is able to save the cost of enterprise. However,
the decentralised network also increases the difficulty in verifying the transaction
record in the untrusted environment.

Smart Contract and Smart Property

From the very beginning, the smart contract and smart property in Blockchain 2.0 are
mainly utilised to solve the critical issue from generic identification and authorization.
Whereas, the Blockchain 1.0 focuses on virtual money transaction, the Blockchain
2.0is for decentralising the market generally, and the implementation of a blockchain
beyond the currency (Kosba, et al., 2016). Specifically, the technologies from
Blockchain 2.0, such as smart contract, smart property, decentralized applications
(Dapps) and decentralized autonomous organizations (DAOs), are implemented
on the application layer that provides to the software developer a tightly integrated
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Figure 7. Decentralize network
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end-to-end platform, such as Ethereum (Altcoin project), for building blockchain-
based software (Wood, 2014).

The key functionality of decentralised transaction ledger in the Blockchain 2.0 is
utilised to register, approve, and execute all types of contracts and properties. Table
II illustrated the properties, the contracts could be transferred with the blockchain.

Any forms of assets can be registered in blockchain database, once these properties
are encoded into blockchain, they become smart properties, such as public records,
private records, identification, digital documents, financial reports, and intangible
assets, like stock shares, copyrights of music and books. The key idea of smart property
is controlled by the owner who has the private key (Swan, 2015). By using the smart
contract, the ownership of smart property is able to be transferred automatically to
another owner after all payments are made. The execution of this smart contract
is totally automatic, there is no need to be interacted by human operations when
authentication and verification are successfully processed.

Tradenet

With the rapid development of Bitcoin, we gradually realise that the practical
value of blockchain is far more than the electronic money system, especially in the
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Table 2. Example of blockchain applications in version 2.0

# Category Properties
. Land and properties title, death certification, business registration
1 Public records . . .
data, and vehicle registration data.
. Personal contracts, digital signature, individual loans and marriage
2 Private records .
certifications.
3 Identification Passport, ID cards, driver license.
Notarized documents, property ownership Certifications, and proof of
4 Documents R property P p
insurance documents
. . Deposit, bank statement, private equities, stock records, bonds,
5 Financial records P K P 4
pensions.
6 Intangible assets Copyrights, intellectual property, domain names, and reservations.

auction market. All deals are able to be automatically transacted based on specific
permissions and contract (Swan, 2016). The Real-time Bidding (RTB) networks
are the best case in existing examples of automatic markets.

With the rise of online auctions in future, the blockchain is applied to restrict the
order and plan transactions for resource allocation of our real world. An advanced
concept is that the self-operation system (integrated with blockchain) will be
implemented for the management of those self-owned assets like house, private
stock, and self-owning car. Once these assets are registered into blockchain, they
will become self-directed assets (smart properties). These properties are able to
employ themselves for automatically trading based on continuously connected to the
Internet so that they can query significant data and search for the potential transferee
(Pagliery, 2014). If the conditions of potential customers meet the requirement of
smart properties, they are going to execute the smart contracts to finish the transaction.
This is a significant step of the distributed online auction.

Challenges of Blockchain

Blockchain has great capacity for establishing future Internet interaction systems,
but it has to face technical challenges. To be more specific, there are further needs
to be considered in the current blockchain for the sake of meeting the requirement
of real-time processing of billions of transactions. Additionally, there is a need to
propose a new mechanism to avoid selfish miners in blockchain (Eyal and Sirer,
2014). Meanwhile, before the blockchain is widely applied to various Internet
interactions, other challenges also need to be addressed, such as the lack of privacy
and current consensus algorithms (Kosba, et al., 2016).
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METHODOLOGY
Elliptic Curve Cryptography

Elliptic Curve Digital Signature Algorithm (ECDSA) was used to implement in
online transaction based on blockchain. Elliptic curve for cryptography (ECC)
is utilised to the establishment of open key encryption algorithm (Koblitz, 1987,
Miller, 1985). Compared to the RSA algorithm, the advantage of using ECC is that
it has shorter keys to achieve the same effectiveness of security[27]. Elliptic Curve
cryptography is based on eq.(1).

Y2:<X3—|—aX—|—b)m0dp (D

where the possible value of Y? should between 0 to p!, we thus have the modulo p.

There is a significant rule that is called chord-and-tangent rule. For example, let
p = 23 and the elliptic curve E: Y? = X* —4X + 0 where a = -4 and b = 0. We
have two distinct points on an elliptic curve E: P = (x,, y,), Q = (x,, y,). If we draw

Figure 8. The addition of two distinct elliptic curve points: P + Q = R
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Figure 9. The doubling of an elliptic curve point
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a line through P and Q, there must be an intersection point R on the elliptic curve.
Then the reflection point (x,, y,) of R is the sum of P and Q.

acgz[u]—xl—% @)
Ty =T,
Y, — Y,

=|=—|z,—z,)— 3

v, {%_xl]( - ©

In the same way, we have apoint P (x,, y ) ontheelliptic curve E: v’ =2’ +3z+3
where P = —P , and a = b = 3. We are able to draw a tangent line at point P, it
will intersect with the E at the third point, and its reflection point will be at 2P =
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(X,, ¥,)- Thus, we draw a line from 2P to P and it will intersect on the curve, the
symmetrical point is 3P,

2

3 2
z, = LT _2x1 4)
2y1
32> +a
_ 1 _ —
yg - 2y1 (I7 IQ) yl (5)

Oneparticularity of thispointisthatifwehaveapoint: \P = P+ P+ P +...+ P
(k times and k €Z* is integer)

Implementation

Elliptic Curve Digital Signature Algorithm (ECDSA) is implemented to Blockchain
for online auctions. In blockchain, we use public key encryption to create a key
pair, which is able to control the acquisition of specific transactions, like virtual
currency. The key pair includes a private key and the only public key derived from
it. The public key is used to receive the transaction, and the private key is used for
the transaction signature when the operation is finished.

Mathematically, the relationship between the public key and the private key is
that the private key is able to be utilised for the signature of a particular message.
This signature is able to be used to verify the public key. Meanwhile we do not need
to disclose our private key.

When the transaction is finished, current owner of the virtual currency needs to
submitits public key and signature in the transaction (the signatures of each operation
are different, but they are generated from the same private key). All traders in online
auction using the blockchain are able to be verified by the submitted public key and
signature for the sake of validity of the transaction.

In online auction, the whole process uses ECDSA with secp256k1 curve. We
will demonstrate that the above procedure includes three phases: key generation,
signature, and verification (Zyskind and Nathan, 2015). To be more specific, the
key pair of an entity is associated with a specific set of EC domain parameters
(Johnson, Menezes and Vanstone, 2001), = (q, FR,a,b,G,n, h) .

The key pairs are generated as follows:
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Step 1: Select a random integer d in [1, n-1]
Step 2: () = dP (P is a point of prime order » in the E)
Step 3: Public key is Q, while the d is private key.

Signature massage are as follows:

Step 1: Select a random or pseudorandom number k in the interval [1, n-1].

Step 2: Compute kP =x,, y, and r= x, mod n (where x, is regarded as an integer
between 0 and g-1). If » = 0, then go to Step 1.

Step 3: Compute (k-1) mod n.

Step 4: Compute s = (k -1)[h (m) + d ] mod n, where h is the Secure Hash Algorithm
(SHA-1). If s = 0, then go to step 1.

Step 5: The signature for the message m is the pair of integers (r, s)

Verification is following the steps:

Step 1: Verify that r and s are integers in the interval [1, n-1].
Step 2: Compute w =(s -1) mod n and & (m)

Step 3: Compute u, = h(m)w mod n and u, = r,_ mod n.

Step 4: Compute u P + u,Q = (x,, y,) and v=x, mod n.

Step 5: Accept the signature if and only if v =r.

RESULTS

We now used the design algorithms for testing. Our example was from a prototype
of an online auction which we have developed. Compared with the most of online
auction systems, we embedded the blockchain into our auction platform. Meanwhile,
we utilize standard cryptographic building blocks in this platform: keys generator,
digital signature and verification are employed by using the ECDSA prime256v1
curve. First, the SHA-256 resultis shown along with the private and public set of keys.

Input: “37F01AC0-66D5-49DA-AE14-E5F369225C5E”,
SHA -256 Hash

Output:
0d13ba7e63ee5faa77214fde9541edccdec70cc22b5341e415a85ad955b6ed46e
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We utilise the SHA-256 hash to reproduce the hash code thatis stored in the header
of each block. The hash code of this new block is hashed by its parent’s hash code,
GUID and timestamp. So, each block is tightly linked together by the chain. The most
significant thing is that the hash is irreversible. This prevents the block from being
deleted and changed. Thus, we can easily retrieve the history of transaction. These
features are critical to prevent the online auction fraud. For example, we register
a diamond and its certification is based on the blockchain for auction. Before the
diamond becomes smart property, the specific data of the diamond, such as brand,
colour, size, certification number, and price will be broadcasted for verification.
These broadcast messages are signed by private key so other networks can easily
verify these messages by using public key. This process will be described in the
coming section. If the data is verified, the blockchain is able to generate a new node
to save the data.

The next stepis to generate the paired keys. According to the algebraic description
over F, the p is a prime number. In our cryptographic applications p must be a huge
random prime number.

Key Pair Generation: 256-bit random private key and corresponding public key.
We use the NIST standard curve (P-256) to implementation of EC cryptography.

The modulus p is:

1157920892103562487626974469494075735300861434152903141955
33631308867097853951

The order n:

115792089210356248762697446949407573529996955224135760342
422259061068512044369

The domain parameter seed is:
c49d3608 86e70493 6a6678el 139d26b7 819£f7e90

According to the P-256 standard, we can generate the paired keys:
MHCCAQEEIKz8GGNNeWs79SyS70KicenedJ97VZ/oHbLwll1TU+gKY10A0GCCgGSM4

9AWEHOUQDQQgAEDzylCotL5r+Tmr8eDRBk3mJ0rZbQwlpbBVo4dP3BZx4JC/66YCs
93DNEVM09v40zS+DamySjzZbpCQ8r0SDUb7UA==
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MFkwEWYHKo0ZIzj0CAQYIKoZIzj0DAQcDQgAEDzy1CotL5r+Tmr8eDRBk3mJI0rZb
QwlpbBV04P3BZx4JC/66YCs93DNEVMO9v40zS+DamySy ZbpCQ8r0SDUbTUA==

Signature

We utilise the private key to generate signature (7, ) on a file as shown in Fig 12,
where

r=0xB1CC56C49D15D43065D6C33856CCA8B0267C8808E4F585DEFC5B6A1007
40870E
s=0xDD37897025A9BA67192604B68BA3EF43AC3BBAC6335AC3966E03C38457
FD2B6B

Proof of Verification

We have already known the » and s in the signature (7, s) on the transaction file, so
the easiest method to prove the verification is to utilize the OpenSSL. We save the
private key into the file: ec_private_key.pem, and then store the public key into the
file: ec_public_key.pem. The signature transaction file is deposited in ec_signature.
der. Meanwhile, the transaction file is kept in transaction.json file. We only need to
run and execute the command line: openssl dgst -sha256 -verify ec_pub_key.pem
-signature ec_signature.der transaction.json

Figure 10. Blockchain hash code example

"hash" : "00000000569b85207a17444f19fb542a21870cb4c47a914121870cb4c47a9141",
"confirmations" : 308321,
"size" : 285,
"height" : @,
"version" : 1,
"merkleroot” : "dd29ecf524b030a65261e3059c48ab9elecb25 3ab9e 548ab9el”,
"% : [
92cdeab6fbfl4cab4cbcbObe831c23dc772bf6831c23dc772bf6831c23dc772bf6"

1,

"time" : 1498049926399,

“"nonce" : 20832332434,

"bits" : "ldeeffff",

"difficulty" : 1.00000000,

"nextblockhash" : "0000000B569b85207a17444119fb54aa21870cb4c47a914121870cb4c47a9145"
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Figure 11. Private key and Public key in Hexadecimal

00:ac:fc: :79:6b:3b:f5:2c:
71:e9:de:27:de:d5:67:fa:07:6c:bc:
a8:a6:25

04:0f:3c:a5:0a:8b:4b:e6:bf:93:

64:de:62:74:ad:96:d0:c2:5a:5b
59:¢c7:82:42:ff:ae:98:0a:cf:77
6f:e3:4c:d2:18:36:a6:¢c9:28:d9
12:0d:46:fb:50

ASN1 OID: prime256vil

NIST CURVE: P-256

Figure 12. The transaction file needs to be signed by private key

"confirmations": 308421,
"size": 285,
"height": o,
"version": 1,
"merkleroot"”: "4aSele4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b"™
e [
"4aSeledbaab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b"

>

1,
"time": 1497454344469,
" ": 2083235593,
": "ldeeffff",
"difficulty": 1.00000000

We should emphasise that this example involves extremely modest-size integer
numbers for the sake of explanation of basic principle of ECDSA. In blockchain
applications, these integers are typically 256 bits long. For example, the hash code
in the header of the block is actually hashed twice by the SHA256 algorithm. Thus,
this process will result in dramatically increasing the cost of operations. However,
the process also dramatically enhances the cost of hacking. In other words, it is
impossible to restore the private key from the public key.

The experiment result demonstrates the fact that the implementation of blockchain
in online auction system is able to prevent the online fraud issue. Because of the
ECDSA is employed, every key link needs to be signed and verified. So, we are
able to easily retrieve the critical information about transaction records, like traders’
identities, authenticity of goods or trading history of trading items. We do not need
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to predict the potential fraud through analysing behaviour pattern of transaction of
sellers.

TRANSACTION VERIFICATION IN BLOCKCHAIN

The ECDSA is the essence of blockchain applications. This system is a point-to-
point (P2P) network whose primary purpose is to propagate transactions that need
to be validated to all participants (Antonopoulos, 2014). Generally, the registration
of smart properties or the transaction of payment is validated through replicated
execution of the nodes that receive this signification information. For example, we
register a house on blockchain for online auction. The house’s registration data, such
as real estate license, land certificate, holder history information, etc. will be signed
by our private key and broadcasted to other networks (the third part organization)
for verification. When these messages arrive at other institutions’ network, their
verification server is able to decrypt these messages by using our public key. They
will know where the verification request comes from. Itis an excellent idea to ensure
the authenticity of the data.

The land certificate data is able to be verified by government department, who
will decrypt verification request and then check whether our information of land
certification is entirely match their database; the historical records of housing
transaction are able to be verified by banks. They can retrieve all transaction records
of the house in their database to compare our data of trading history. The potential
auction price will also be circulated over the community for price comparisons.
Validation data contain transaction records of similar model of units and nearby
locations. So, other auction organisations will inform us that whether our price is
reasonable or not. The whole process of verification is covered by ECDSA algorism
so that verification request and response are impossible to be tempered. Meanwhile,
the verification response with digital signature is generally issued by trusted hosting
organizations. Thus, these processes are quite useful for providing high degree of
credibility under the untrusted environment.

The properties are able to be registered or the payments are able to be finished
successfully if and only if the validation process is valid. This is a huge difference
from the most popular algorithm of fraud detection which utilises data mining to
optimise the fraudulent behavioural patterns from social networks or reputation
systems. By contract, the blockchain only stores the solid data for transactions. It
is easier to authenticate the transaction data are fake or not.
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CONCLUSION AND FUTURE WORK

The online auctions promote the global market by providing reliable and professional
service. A key aspect of this shift is the accommodation of clustering services.
These services are no longer limited by interconnected location of buyers and sellers
(Ackerberg, Hirano and Shahriar, 2006). 80% of online participants (both buyers
and sellers) are from different countries or regions.

Online fraud detection is extremely hard to be implemented. The traditional
methodology does not have enough capability to prevent online fraud in the distinct
clustering of trade to ensure the fairness and reliability of online auctions. Blockchain
2.0 and 3.0 provide the fundamental solution for these issues. English auction is
an excellent case in point. It has a very high demand for protecting transactions
under untrusted environment. Blockchain provides a complete set of secure trading
mechanisms, from certification, smart property to smart contract.

Thus, blockchain is offered to the confidential transaction in the untrusted
environment. Once the subject is registered into blockchain, it will automatically
become a smart property. All relevant data of the subject will be stored in the
distributed blockchain and are not able be deleted and modified. In each of online
auction transactions, all relevant data about the subject has been verified through
broadcast the information to all distributed blockchain databases for verifications, such
as house ownership certification. When the online auction transactions are finished,
the smart contract will be automatically verified and the transaction is completed.
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ABSTRACT

In image watermarking, information is embedded in the original image for many
reasons, such as ownership proofing, alteration detection, and/or fingerprinting, but
it can also be used for real-time services such as e-payment, broadcast monitoring,
and surveillance systems. For these, the data embedded must be extractable even
if the image is manipulated intentionally or unintentionally. In contrast, robust
techniques are the kind of watermarking that could assure the authenticity and
protect the copyright. Many robust image watermarking approaches have been
proposed in the last few years, and the purpose of this chapter is to provide a survey
about recent relevant robust image watermarking methods existing in the literature.
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INTRODUCTION

The emergence of high-throughput applications in multimedia networks has a
great interest after the research community, this applications is characterized by an
important and voluminous amount of data compared to the traditional applications,
consequently it becomes an integral part of several areas of life (military, health,
education ...etc.) (Poljicak, 2011; Islam et al, 2014; Shao et al, 2016;Thilagavathi
et al, 2015). However, the data security turn into a fundamental and necessary
requirement which necessitates the development of new strategies; that takes into
account the specific characteristics of this kinds of applications (Wang et al, 2016;
Kandi et al, 2017; Jawad et al, 2013).

There are various techniques that help to develop secure architecture and software
systems especially for multimedia databases systems. These techniques make it
difficult for hackers to influence credibility and effectiveness of the software.
Software architecture and design are very important in order to create secure
software, especially also in the context of multimedia databases. A security domain
is the list of objects a subject is allowed to access. More broadly defined, domains
are groups of subjects and objects with similar security requirements such integrity,
authenticity and confidentiality of multimedia (images, sounds and videos) in that
type of systems.

Cryptography was the first solution in that direction. It is about making the
content of the document unreadable and unnecessary for an unauthorized user.
But it protects the document only during its transmission, which means that once
a document is decoded we cannot prevent its modification or illegal reproduction
(Saini, 2015; Hsu et al, 2013).

The watermarking technique has emerged as an alternative that can complement
cryptography. It consist of embedding the data information into a host image (Su
et al, 2013; Benoraira et al, 2015) to enhance cryptographic integrity, protect the
benefits of the document and prohibit the illegal reproduction (Rahmani ete al,
2010; Liu et al, 2016; Wang et al, 2016; Arsalan et al, 2017). In the other hand,
the watermarked image may face obstacles, and in some applications even the
smoothest distortion in the host image is intolerable (Verma et al, 2016; Amri et al,
2016; Khan et al, 2014); for example, in the field of medical imagery, if an image
is slightly modified; this may change the interpretation of the medicine, which can
cause disastrous consequences. In contrast, the watermark should be resistant to the
alteration introduced during either normal use (unintentional attacks), or intentional
modification which used to break or remove the watermark (malicious attacks)
(Tao et al, 2014; Islam et al, 2014). So, there is a strong need to employ a robust
watermarking which allows full resistant to the embedded data against the majority
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of attacks, this type of watermarking is gaining more attention for the last few years
because of its increasing uses in many applications (Jose et al, 2012)

Several robust watermarking algorithms have been proposed in this decade,
a number of new techniques or improved versions of the latest approaches have
been developed . This gave rise to the appearance of new surveys. Tao et al. (2014)
reported a review about robust image watermarking techniques. They present the
basics requirements and discuss the techniques existing; however, they cover very
limited area and discuss only few works. Mousavi et al (2014) introduced a survey
about watermarking techniques used in medical image. But few of works are analyzed
and compared.

In this survey, we aim to collect and present all of the literature currently available
in the field of robust watermarking and review in detail with a deep analysis of the
topic (using block-diagrams, tabular-comparisons) the newly emerging approaches.

PRELIMINARIES

The watermark data could be independent from the host image (extern) or a part of
the cover image (informed or zero watermarking), and this data may be embedded
in the spatial domain or transform domain (Das, et al, 2014) for the first, the data is
embedded directly in the host image by modifying the image pixels intensity (Su et
al, 2013), while in the second, it encrusted in a transformed of the original image
(Daraee et al, 2014).

In addition, different types of watermarking technique are reported in the
literature; namely: robust, fragile, and semi-fragile (Arsalan et al, 2017; Prasad et
al, 2016; Kamran et al, 2014). In robust watermarking, the watermark is designed
to resist after any operation used to alter the image (Wang et al, 2017; Ghosal et al,
2014), while, in semi-fragile, the watermark needs to survive minor manipulation
(Preda et al, 2013). In fragile watermarking, the watermark collapse or degraded if
the watermarked image undergoes any kind of alteration (Urvi et al, 2015). These
types of watermarking approaches have different applications, and they are employed
according to the purpose of the watermarking system, for example, the robust
schemes could be used in order to prove the ownership and copyright protection,
while fragile and semi-fragile are used for image authentication and data integrity
checking (Radharani et al, 2010). But, the majority of the existing watermarking
techniques are semi-fragile or fragile.

Furthermore, in terms of the watermark extraction process, the watermarking
schemes are regrouped into three categories, blind, semi-blind and non-blind schemes
(Lagzianetal,2011; Agarwal etal,2014). For the first class, the watermark extraction
process does neither require the original image nor and the watermark (Das et al,
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2014). For the second class, the watermark is required (Mohamadi et al, 2015) and
the extraction operation necessitates the presence of the original image (Jane et al,
2014). Figure 1, recapitulates the important classes of watermarking approaches.

The watermarking schemes have five important proprieties (Saini et al, 2015;
Tao et al, 2014) imperceptibility, embedding capacity, complexity, security and
robustness. Imperceptibility means the similarity degree between the original and the
watermarked images. Embedding capacity means the maximum amount of data that
could be hidden in the host image without degrading the image quality. Complexity
expresses the amount of time needed both for watermark embedding and extracting.
Security refers to the security of the embedded and the extracted data; it means that
no one could remove or extract the watermark without knowing the key used in the
embedding process. While robustness design the degrees of resistance against any
kind of illegal manipulation. Figure 2 shows the proprieties requirement schemes
of any watermarking framework.

Based on the used images, the watermark sensitivity must contain a trade-off
between the five proprieties cited bellow.

Figure 1. Classification of watermarking approaches.

Watermarking

v v v v

Embedding Domain Watermark data type Robustness Extraction Type
Spatial Extern Fragile Non-Blind
{ Transform { Informed {Semi-Fragile { Semi-Blind
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MALICIOUS ATTACKS AND QUALITY MEASURES

The imperceptibility and robustness degrees are measured in term of the quality
between the watermarked and the extracted watermark after applying attacks. In this
section we present the most famous malicious attacks and quality measures used to
analyze the imperceptibility and robustness.

Malicious Attacks

Several intentional attacks are cited in the literature, its common objective, is to
attempt to remove the watermark or confuse the authentication (Khalifa et al, 2012).
These attacks are regrouped into two principal groups namely: signal processing
attacks and geometric attacks.

Signal Processing Attacks

Called also image processing attacks. These types infect directly the signal of the
image in order to remove the watermark (Tao et al, 2014). Among the attacks of
this category we cite:

JPEG Compression

This attack decreases the image size by deleting the redundant information’s, and
consequently affect the watermark data’s (Parah et al, 2016).

Noising

The basic idea of this attack is to add noise (white, salt & pepper, Gaussian...) to
the watermarked image in order to degrade the watermark quality and increase the
difficulty of the extraction (Singh et al, 2016; Raghavender et al, 2016). The value
of noise degree is in [0, 1].

Filtering

Filtering attack is a signal processing operation which’s used to reduce noise and
enhance smoothness (P. S. et al, 2017; Singh et al, 2016). Several filtering-based
attacks are mentioned in literature, but the most famous are: mean filtering, median
filtering and Weiner filtering. Mean filtering replace each sample of the watermarked
image with the average value of neighboring pixels. Median filtering modifies the
center pixel value with the middle value of the sorted pixel. While Weiner filtering
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estimate the watermark data in order to generate the watermark embedded. This
attack require the basic knowledge of the embedding operation (Roy et al, 2016;
Roy et al, 2017).

Dithering

The mean idea of this attack is to use a set of black and white points to represent
the same number of image pixels and keep their integrated intensity. This makes
the watermark distortion degree very significant (Ming et al, 2010).

Histogram Equalization

The mean role of this attack is to modify some intensity of the histogram. This
attack could even eliminate completely the watermark information (Roy et al, 2016).

Gamma Correction

This attack has a goal to adjust the image quality with power low transformation in
order to cause high distortion to the watermark (Roy et al, 2017).

Blurring

This attack is a kind of distortion which could be caused for example from the long
time of the capture process or simply from a scattered light distortion (Khalifa et
al, 2012).

Geometric Attacks

The mean purpose of this kind of attacks is to destroy the synchronization of detection
in order to make difficult the extraction process and even impossible (Yang et al,
2010). The most geometric attacks used are rotation, cropping, scaling and translation.

Rotation

The idea of this attack is to rotate the watermarked image from 0° to 360° in order
to affect the watermark data (P.S. et al, 2017; Roy et al, 2016).
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Cropping

The essential principle of this attack is removing the borders of the uniform color
in order to destabilize the extraction operation (Raghavender et al, 2014)

Scaling

Is the resizing of the watermarked image in order to increase the complexity of the
extracting operation (Roy et al, 2016).

Translation

The principle of this attack is to move the image pixels to a different location within
the image size (P.S. et al, 2017).

Quality Measures
Imperceptibility and robustness of any watermarking method must be proved. To

this end, the quality of the watermarked image and the extracted one is analyzed
using several statistical measures.

Mean Square Error (MSE)

The MSE is the average squared error between two images (I1, I2) of sizes NxM.
It is calculated as follow:

1 N—-1M-1 ' .
MSE:NXM;;(Il(j,k)—IQ(j,k)) (1)

Peak Signal Noise Ratio (PSNR)

This metric is used to evaluate the imperceptibility performance. A higher PSNR
value indicates higher imperceptibility (Al-Nahbani et al, 2015). The PSNR is based
on MSE and calculated as follow:

2)

255
PSNR(dB)=10log,, [M—SE]
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Normalized Correlation (NC)

This metricis used to compare the original watermark with the extracted one (Cetinel
etal,2016). A higher NC value means a good robustness of the watermarking method.

WN—-1WM -1

NC =Y Z<W1(j,k)—W2(j,k>) 3)

=0 k=0

where WNxWM are the watermark size and W1, W2 are the original watermark
and the extracted one respectively.

Correlation coefficient (CRC)
CRC is used to quantify the linear relation between two images (11, I2) of sizes NxM
(Pal et al, 2017). These images could be the host image and the watermarked one.

In this case, the purpose is to measure the imperceptibility degree or it could be the
inserted watermark and the extracted one. CRC is measured as follow.

S, (ak) 125 )
N-1__ M-1 R N-l__ M-1 L2
\/ZM Hn( 4, k) DI DNRL ( 4, k)

CRC = 4

Bit Error Rate (BER)
The BER shows the probability of watermark binary data that are received incorrectly

(Kandi et al, 2017). The lower BER value indicates the better performance of the
watermarking system.

BER — 100+ 2 (5)
AB

where CB is the corrupted bits number of the watermark and AB is the number
watermark bits.
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Bit Correct Rate (BCR)

BCR calculate the probability of the correct bit of the extracted watermark.
BCR = BER (6)
Structural Similarity (SSIM)

SSIM is used to measure the quality of the watermarked image or the watermark.
It conducts a visual quality assessment similar to the Human Visual System (HVS)
(Mousavi et al, 2014). SSIM expressed as:

(2112 + 1) (205 + €2)

SSIM =
(MIQ +pu2® cl) (al2 +02" + c2)

(7

where pl, p2, ol, 02, oj are the average of the host image, the average of the
watermarked image, the variance of the host image, the variance of the watermarked
image and the covariance of the watermarked images. c1 and c2 are two constant
used to avoid the zero dominators.

ROBUST WATERMARKING APPROACHES

In this section, we review the new relevant robust approaches and categorizing them
in terms of extraction types into three groups namely: non-blind, semi-blind and
blind approaches. The third group contains more approaches; the reason is that the
blind methods are more practicable and present a challenge for some applications.
To this end, more techniques are discussed and compared.

Non-Blind Methods

Authors in (Dogan et al, 2011), presented a robust technique in the spatial domain
based on Singular Value Decomposition (SVD). The main idea is to decompose
the host image with SVD, then add the watermark to the singular value’s matrix.
Experimental results prove the good robustness against geometrical attacks. It offers
also a high imperceptibility. However, the false positive problem was not avoided
and the security of the watermark during embedding/extracting is not assured. Also
the scheme offers low embedding capacity.
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Jose et al. (2012) proposed a robust watermarking scheme based on Discrete
Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and SVD. The host
image is reordered and transformed by DCT succeeded by DWT. After that, SVD
is applied to LH and HL sub-bands, and the singular values of the watermark are
embedded into the singular values computed of the hostimage. (Figure 3). Simulation
results show that this approach can survive attacks like rotation, cropping, noising
and JPEG compression. However, it is tested only with few attacks and introduces
low security degree for the watermark.

Ali et al. (2014) presented a combined technique based on DCT, SVD and
Differential Evolution (DE). The main idea is to partition the host image into blocks,
then perform DCT on each block. After that, an approximation image is obtained
by collecting the DC coefficients, and the SVD is performed on this image. The
scrambled watermark is embedded in the singular values computed bellow. The
DE is used to identify the best multiple scaling factors; in order to achieve the best
performance in terms of robustness and imperceptibility. Figure 4 summarizes
the embedding operation. This approach shows a good imperceptibility, security

Figure 3. Embedding process

r(;rigiral_im_ag_e - : DCT DWT SVU

- = - -

o |
|

Watermark | iSVD I {Embedding I

Figure 4. Embedding process.
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and robustness against many attacks non including rotation, cropping and gamma
correction (the PSNR values were less than 20 dB). Also, the proposed approach
requires an important computational complexity.

In (Loukhaoukha et al, 2014) authors proposed a non-blind approach based
on Lifting Wavelet Transform (LWT), SVD and Multi—Objective Particle Swarm
Optimization (MOPSO). The original image is decomposed up by LWT and the SVD
is performed to a chosen sub—band. After that, the singular values are modified by
multiple scaling factors (MSF) to embed the singular values of the watermark. The
MOPSO is employed to achieve a highest possible robustness and imperceptibility
by optimizing MSF (Figure 5). The disadvantage of this approach is the important
computational complexity. Except that, the scheme offers good performance in
terms of security, imperceptibility and robustness.

A non-blind scheme based on Steerable Pyramid Transform is presented in (El
Hossanietal,2014). The mainidea consists to apply the Steerable Pyramid Transform
on both the watermark and the original images by adding the watermark bands to
the host image bands (Figure 6). As shown in Figure 6, the proposed approach is

Figure 5. Embedding process.
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Figure 6. Embedding operation
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robust against many attacks, except rotation (NC=0.7580). Howeyver, it provides low
security degree for the watermark, and the value of scaling factors wasn’t optimized
and this provides a scope forimprovement in terms of imperceptibility and robustness.

Authors in (Singh et al, 2015) introduced a multiple watermarking method
for medical image based on DWT, DCT and SVD. In the embedding process, the
cover image is decomposed up with DWT. After that, DCT and SVD are performed
on the watermark and the LL band of the host image. The singular values of the
watermark are embedded in the singular values of the host image. In addition, the
second watermark is embedded in HH band. The watermark is encrypted before the
embedding process in order to enhance the security. The experimental results show
a good performance of the scheme in terms of robustness, embedding capacity and
security. However, the imperceptibility is not much improved with the used image
(PSNR value=33dB for ct-scanning image). Also the scheme require an important
computational complexity.

Ansarietal. (2012) proposed a robust technique in integer wavelet transformation
(IWT)based on SVD and Artificial Bee Colony (ABC). The watermark is embedded
into the singular values of IWT bands of the original image. More, digital signature
is encrusted in the LL band to avoid the false positive error. In order to improve
the robustness and imperceptibility, the ABC is employed to optimize the scaling
factor. Figure 7 shows the block diagram of embedding procedure.

The obtained results prove a good performance of the proposed approach in
terms of imperceptibility and robustness. However, the embedding and extracting
procedures requires an important computational complexity.

Figure 7. Embedding procedure.
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Kabra et al. (2016) introduced a robust watermarking scheme based on LWT
and SVD. The main idea is to decompose the host image using LWT with three
resolution levels and performing SVD on all the sub-bands. After that, the watermark
is divided into four blocks and the SVD is applied on each of them. Finally, the
singular values of the watermark is added to the singular values of the cover image.
Figure 8 recapitulates the embedding operation.

The scheme proves good performance in terms of imperceptibility and robustness
with the attacks used in experimentation, except histogram equalization, cropping,
dithering and gamma correction (CRC values < 0.8). Also the watermark data are
not secured.

Authorsin (Cetinel etal,2016), introduced a hybrid technique based on Redundant
Discrete Wavelet Transform (RDWT) and SVD. The SVD after applying RDWT
is performed on the host image and the scrambled watermark. Then, the singular
values of the watermark are embedded into the singular values of the hostimage. The
Experimental results prove a good performance of the scheme in terms of security,
imperceptibility and robustness. However, it requires an important execution time
in embedding/extracting operations. Also, it uses multiple scaling factors, and it
became very difficult to get a good trade-off between imperceptibility and robustness
without using an optimization algorithm for the scaling factors.

Singh et al. (2017), developed a robust framework using non-linear chaotic map.
The main idea is to use chaotic map to generate keys to be used in the embedding
process. Generating keys is proposed firstly followed by the embedding process.
Finally a robust extraction process is proposed to verify the presence of watermark.
Simulation results prove the robustness of the proposed framework. Except that, the
scheme was tested only with few attacks. Imperceptibility was not much improved
(PSNR values were between 31dB and 33 dB for gray scale images) and the
embedding/extracting processes require an important computational complexity.

Figure 8. Embedding operation.
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Semi-Blind Methods

Gupta et al. (2012), introduced a robust technique based on DWT and SVD. SVD
is performed on the watermark, and then a data signature is generated from the U
and V matrices. This is used to avoid the false positive problem. After that, the host
image is decomposed up with DWT, and the SVD is performed on the HH sub-
band. The singular values of the watermark and the signature generated bellow are
inserted in the singular values of the host image. (Figure 9).

Thehybridizationof DWT and SVD give a good results in terms of imperceptibility
and robustness. However, beside the important computational complexity, the scheme
is not much robust against Gaussian noise attack (var=0.01) (CRC=0.4772), salt &
pepper noise attack (var=0.01) (CRC=0.4986) and scaling attack (512>>256>>512)
(CRC=0.4418).

In (Han et al, 2013), authors presented a combined zero-watermarking technique
for 3D medical images based on Discrete Fourier Transform (DFT), DWT, DCT and
Hermite chaotic neural network. The main idea is to perform the three-dimensional
DWT and DFT on the host image. Then, selecting low and intermediate frequency
coefficients as medical volume data features. These are used to structure the zero-
watermark. The watermark is scrambled using Hermite chaotic neural network
and encrusted in the DCT coefficients of the original image. Figure 10 shows the
embedding operation steps. This technique gets good trade-off between robustness,
security and imperceptibility. The approach was tested only with few attacks requiring
an important computational complexity.

Figure 9. Embedding process.
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Figure 10. Encrusting operation.
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In (Rani et al, 2013), authors proposed a semi blind technique based on DWT,
Balanced Neural Tree (BNT) and SVD. The main idea is to perform DWT on the
host image. Then, applying the SVD on the LL sub-bands by training the BNT to
learn the watermark. For the embedding, the synapses (optimal weights) of the
trained BNT are scrambled and encrusted in the singular values computed bellow
(Figure 11). The algorithm gives good results in terms of security, imperceptibility
and robustness. Except that, it requires an important execution time for embedding/
extracting.

The authors in (Laouamer et al, 2015) presented a semi-blind technique for
sensitive text images based on DCT and YUV transform. The main idea is to
perform the YUV transform on the original and watermark images. Then, perform
DCT on Y blocks and divide each matrix’s coefficients with matrix quantization
to obtain quantized matrices. For the embedding, the watermark quantized matrix
is encrusted in the original image quantized matrix. Experimentation results and
attacks analysis prove the advantages of the scheme in terms of imperceptibility
and robustness. However, it requires an important execution time for embedding/
extracting processes and the security metric is not assured.

Authorsin (Alietal, 2014) introduced arobust zero-watermarking approach based
on weber law. The main idea is to decompose the host image on blocks. After that,
employ the weber differential excitation to define the zero-watermark and embed
its intensity in the center pixel of each block (Figure 12).

The scheme offers good robustness and imperceptibility and allows the possibility
to localize the altered zones. However, the security of the watermark is not assured.
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Figure 12. Embedding and extraction processes.
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The authors in (Ghadi et al, 2016) proposed a semi-blind technique based on
Frequent Pattern Mining (FPM) and Appriori algorithm. The idea is to decompose
the host image into blocks, then represent these blocks in a Boolean database using
some thresholds. After that, the A priori algorithm is employed to extract the maximal
patterns which are the most robust blocks. These are used as an embedding location.
Simulation results and attack analysis show the efficiency of this scheme in terms
of imperceptibility and robustness. However, beside the low degrees of the security
metric, the embedding capacity is limited by the blocks number.

Mansoori et al (2016) presented a novel method based on Ordered Hadamard
transform (OHT). The basic idea is to decompose the host image and the watermark
into blocks and perform OHT on each block. After that, high frequency coefficients
of the host image are substituted with the watermark coefficients without using any
scaling factor, this guarantees the extraction of watermark with primary quality.

This method offers several advantages of imperceptibility, computational
complexity and embedding capacity. However, beside the low security degree, the
scheme is vulnerable with some attacks like: JPEG compression (PSNR=16.73dB
and NC=0.79) and salt & pepper noise (PSNR=11.17dB NC=0.75).

The authors in (P. S. et al, 2017) present a method combined DWT, Countourlet
transforms (CT), Schur Decomposition, SVD and Arnold transform to enhance the
imperceptibility, security and robustness (Figure 13).

Experimental results show that the scheme is not much robust against salt &
pepper noise(0.2) (PSNR in dB), Gaussian noise(0.1) (PSNR in dB). Also, a high
computational complexity is required for embedding and extracting operations
(Wang et al, 2016; Wang et al, 2017; Roy et al, 2017).
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Figure 13. Embedding process.
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Figure 14. Embedding and extracting process.
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Blind Methods

Makbol et al. (2013) introduced a blind method combine RDWT and SVD. The
gray scale image watermark is embedded directly into the singular values of the
host image RDWT sub-bands. (Figure 14). This approach benefited from the good
robustness of RDWT and the high stability of the SVD transform. However, the
principal disadvantage is its low security degree for the watermark.

Moghaddam et al (2013) presented a novel method in the spatial domain using
Imperialist Competitive Algorithm (ICA). The host image and the watermark are
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converted into vectors. Then, the ICA is used to identify the best’s locations for the
watermark insertion. After that, a neighborhood of pixels is chosen surrounding the
selected locations. And least significant color in neighborhood of each pixel is chosen
as an embedding location. For the embedding process, the pixel intensity values of
the selected pixels are modified using the watermark bits, embedding parameter
and the average of neighbor’s intensity value. (Figure 15). Experimentation results
show a good performances in terms of imperceptibility and robustness. However, this
approach requires an enormous execution time and offers low embedding capacity.

The authors in (Makbol et al, 2014) introduced a hybrid scheme based on IWT
and SVD. The basic idea is to encrust the watermark into the singular values of
the IWT sub-bands. In addition, a digital signature is embedded to avoid the false
positive problem. This approach uses the properties of IWT and SVD transforms

Figure 15. Embedding algorithm.
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to achieve the performance requirements, which are the good stability of the SVD
and the ability of the IWT to preserve a good reconstruction (Figure 16). The
disadvantages of this approach, is the important computational complexity, and the
scaling factors value wasn’t optimized and this provides a scope for improvement
in imperceptibility and robustness.

Zhao et al. (2015) presented a new technique in the Non-sub Sampled Contourlet
Transform (NSCT) domain. The NSCT is performed on the host image and the
largest energy sub-band is selected for embedding the watermark. The watermark is
embedded into the scale invariant feature transform (SIFT) regions. The algorithm
offers good imperceptibility, robustness and embedding capacity. However, it offers
also low security and requires an enormous computational complexity.

A novel IWT-based is proposed in (Behlou et al, 2014). The SURF decoder is
used to extract the interest points, and the non-overlapping blocks around each point
are selected. The watermark is embedded into the IWT coefficients of points selected
bellow. The simulation results show a good trade-off between imperceptibility and
robustness. However, the scheme offers low security degree for the watermark, and
the embedding/ extracting processes require an important execution time.

Authors in (Al-Nabhani et a, 2015) presented a robust technique using DWT and
Probabilistic Neural Network (PNN). In the embedding, the watermark binary blocks
are embedded in the coefficients blocks after applying DWT with Haar filter. In the
extraction process, the coefficients blocks after on DWT coefficients are used as an
input to the trained PNN to obtain the watermark. Simulation results of the method
prove the good performance in terms of embedding capacity, imperceptibility and
robustness. However, the quality of the watermark extracted after JPEG compression
attack is much degraded (NC value< 0.75 for compression intensity <= 50).

Thanh et al (2015) proposed a hybrid technique based on DWT, SVD and
Quantization Index Modulation (QIM). Firstly, anew frequency domain called g-LFD
is proposed. The main ideais the composition of the classical frequency domain such
as DWT and SVD, with the g-logarithm function and its inverse the g-exponential
function. After that, a scheme based on q-LFD and QIM is introduced. The principle
is to embed the watermark in the low-frequency of q-LFD using QIM technique.

This approach achieves good performance in terms of robustness, security and
imperceptibility. However, the watermark is collapsed after some attacks such
histogram equalization (0.46<NC<0.57) and average filtering (0.49<NC<0.57).

Hu et al. (2016) introduced a new method using DCT and Partly Sign-Altered
(PSA). Firstly, the original image is decomposed into blocks and the DCT is
performed on each block. After that, the PSA is obtained by changing the signs of
selected DCT coefficients and taking there’s average. The watermark embedding
is carried out by manipulating the PSA mean and taking into account the HVS
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Figure 17. Embedding process.
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Figure 18. Block diagram of embedding operation.
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characteristic (Figure 18). The scheme resists very well with many attacks and
offers high imperceptibility. However, it require an important complexity and the
watermark was not secured, also the watermark is vulnerable with Gaussian noise
attack (V=0.01 and 0.1) (BER > 45%).

Authors in (Roy et al, 2016) proposed a blind approach combining RDWT, DCT,
Repetition Code (RC) and Arnold chaotic map. The host image is decomposed up
into blocks, and the RDWT succeed by DCT are applied on each blocks. After
that, as an embedding location, a number of Middle Band coefficients are selected
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according to the zigzag order (Figure 19). The watermark is scrambled using Arnold
chaotic map to assure high security, and the RC is used to reinforce the resistance
of the watermark. Experimentation results and attacks analysis proves the good
performance in terms of robustness, security and imperceptibility. However, beside
the important computational complexity, the scheme offers low embedding capacity.
Also the watermark was corrupted with some signal processing attacks like: median
filter(3,3) (NC < 0.78 and BER > 25%), Weiner filter(3,3) (NC < 0.78 and BER
> 24%), speckle noise(var=0.01) (NC<0.8 and BER>20%), dithering (NC < 0.75
and BER > 27%).

A robust technique based on DCT and Inter-block Coefficient Differencing is
proposed in (Parah et al, 2016). First, the difference between two DCT coefficients
of the adjacent blocks at the same position is calculated. Then, the difference is
modified according to the watermark bit by modifying one of the two DCT coefficients.
The amount of modification of a DCT coefficient depends upon the scaling factor,
DC coefficient and the median of zigzag ordered coefficients (Figure 19). Figure
20 summarizes the embedding operation of this approach. The experimentation
results prove that this approach resist very well against many attacks, except salt
& pepper noise(v=0.01) (BER=14.18% and NC=0.87). However, the watermark
data wasn’t secured.

Authors in (Abdelhakim et al, 2017), presented a blind method based on DCT
and ABC. First, the DCT is performed on each block of the host image. Then, the
coefficients positions are selected from two groups of predetermined locations. In
the embedding step, the absolute difference value between the two coefficients is
checked if it is enough to provide robustness. More, a new fitness function based
on ABC is proposed for searching the optimum scaling factor. Simulation results
show the good robustness degree of this approach. However, the execution time is

Figure 19. Zigzag selection illustration.
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Figure 20. Embedding process.
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important and the approach doesn’temploy any security technique for the watermark.
Also, the watermark extracted after some attacks was almost readable, such Gaussian
noise attack (BCR < 64%), rotation(0.5° and 0.75°) (BCR < 62%), average filter(7x7
and 9x9) (BCR<65%), median filter(9x9) (BCR<53%).

Varghese et al. (2016) presented a hybrid scheme based on DFT, SVD and a
proposed decomposition algorithm called onion peel decomposition (OPD). The OPD
is a circular traversal starts from the upper left corner and ends at the center of the
image (Figure 21). The mean idea of the scheme is to use The OPD to decompose
the Fourier transformed image into four blocks. Then, perform the SVD on each
block. Finally, the singular values of watermark are added to the singular values
of the host image (Figure 22). The scheme introduces good imperceptibility and
robustness. However, it requires an important time for the embedding /extracting
process, the security metric is unfound and the false positive problem wasn’t avoided.

Roy et al. (2017) introduced a blind technique for colored image based on DCT,
Repetition Code (RC) and Arnold chaotic map. The green and blue components
of the original image are decomposed on blocks. Then, the DCT is performed on
each of them. A number of middle band coefficients according to the zigzag order
(Figure 19) are selected as an embedding location. Finally, the two watermarks are
scrambled with Arnold chaotic map, and the corresponding bit of RC is embedded in
the locations selected bellow. The scheme gets good trade-off between imperceptibility,
robustness and security. But, it requires an important execution time and offers low
embedding capacity. Also the first watermark is corrupted with some attacks, like
Gaussian noise: (PSNR < 21 and BER > 10%), salt & pepper noise(density=0.03):
(PSNR~25 and BER=12%), cropping(256x256): (PSNR<12 and BER>12.8%).
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Figure 21. lllustration of OPD algorithm proposed in
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A robust watermarking approach in Contourlet Domain based on Schur
decomposition and QIM technique In (Wang et al, 2016) is proposed. The idea is to
perform the Countourlet transform on the hostimage. Then, perform DCT succeed by
Schur decomposition on the low frequency coefficients blocks. The binary watermark
is embedded using the quantization step of QIM. The embedding locations is chosen
from each couples (DC, DC’) where the distance between DC and DC’ is greater
than a predetermined threshold (Figure 23). The scheme combines the advantages
of the three famous methods. But it requires an enormous computational complexity
and the security degree is very low.
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Figure 23. Embedding operation.
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A hybrid technique based on DWT, SVD and DCT is presented in (Singh et al,
2016). The basic idea is to split the watermark into two parts using four bits MSBs
and four bits LSBs of each pixel. Then, the scrambled DCT coefficients of these
MSBs and LSBs are embedded into the singular value of the DWT sub-bands in
the host image (Figure 24). Experimentation results prove the good robustness,
imperceptibility and computational complexity of this approach. However, it
introduces low embedding capacity, and the scheme is not much robust against
rotation attack 45° (NC=0.5184) and blurring attack (NC=0.7682).

Zaho et al. (2016) introduced a novel watermarking technique based on Non-
Sub Sampled Shearlet Transform (NSST). The main idea is to decompose the host
image using forward NSST, then selecting the embedding locations using direction
feature information intensity of each sub-band. A new watermark is obtained from
the XOR operation between the embedding key and the actual watermark. This is
embedded in the positions selected bellow (Figure 25). The scheme proposed offers
good robustness and security degree for the watermark, but beside the important

Figure 24. Embedding process.
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Figure 25. Embedding process.
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computational complexity, the watermark quality is degraded very much after some
signal processing attacks such: Gaussian noise(where v > 0.001) (SSIM < 48%)
and salt & pepper noise(v=0.05 and v=0.1) (SSIM < 41%).

Dongetal. (2016) Presented a robust technique for medical image based on DW'T
and DCT. Firstly, the hostimage is encrypted using DWT, DCT and logistic sequence
to encrypt the host image. Then, the watermark is scrambled and embedded in the
feature vector of the hostimage extracted from the DW'T and DCT coefficients. Figure
26 summarizes the embedding operation. This approach offers good performance in
terms of security and robustness. However, the approach is not much robust against

Figure 26. Embedding operation.
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rotation attack (2° and 4°) (NC value < 0.76), scaling attack (NC value < 0.71) and
cropping attack (20°) (NC value < 0.66). Also it require an enormous time for the
embedding/extracting operations.

COMPARISON AND EVALUATION

The performance of approaches cited bellow are compared and evaluated in this
section. These performances are analyzed through computational complexity,
security, imperceptibility, embedding capacity and vulnerability against attacks
used in simulation.

Table 1 and Table 2 show the comparison of the non-blind and semi-blind robust
watermarking techniques respectively. The researches are compared in terms of
embedding domain (E.D), Strength points and drawbacks remarked. In all of these

Table 1. Comparison of robust non-blind works.

Works E.D Strength Points Drawbacks

Good robustness with many
geometrical attacks, high
imperceptibility, Average
Computational complexity.

Low security and embedding
capacity, the presence of the false
positive menace.

(Dongan et al, 2011) Spatial

(Jose et al, 2012) Transform l{-obustr?ess with tAhe attacks‘ u:st?d in Low secu-rlty degree. H}gh
simulation, good imperceptibility. computational complexity.
Vulnerability with rotation,
(Ali et al, 2014) Transform Good security and imperceptibility. cropping ancll gamma correction
Average robustness. attack. Require an important
execution time.
(Loukhaoukha et al, Transform Good robustness, security and Hieh computational complexit
2014) imperceptibility. & P P v
(El Hossani et al, Good robustness and Vulnerabl} ity with rotation aFtack,
Transform . o low security degree, the scaling
2014) imperceptibility. s .
factor value wasn’t optimized.
(Singh et al, 2015) Transform Good ro‘busmess,‘securlty and Low 1mp§rcept1b111ty dggree. High
embedding capacity. computational complexity.
(Ansari et al, 2016) Transform Qood robgst.n‘ess, security and Requlre an important execution
imperceptibility. time.

Vulnerability with histogram
Good imperceptibility, Average equalization, cropping, dithering
robustness. and gamma correction attacks.
Low security.

(Radhika et al, 2016) Transform

. Good robustness and . . .
(Cetinel et al, 2016) Transform imperceptibility, High security. High computational complexity.

Low imperceptibility, high

(Pal Singh et al, 2017) | Spatial Good robustness and security. . .
computational complexity.
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Table 2. Comparison of robust semi-blind works

Works E.D Strength Points Drawbacks
High computational complexity.
(Gupta et al, 2014) | Transform Good security and imperceptibility, Vu'lnerablhty with Gau'5512m
Average robustness. noise, salt & pepper noise and

scaling attacks.

The method was tested
(Han et al, 2013) Transform | Good robustness and security. only with few attacks. High
computational complexity.

Good trade-off between security,

(Kahn et al, 2014) Transform imperceptibility and robustness.

High computational complexity.

(Laouamer et al,
2015)

Important computational

Transform | Good robustness and imperceptibility. . .
complexity, low security.

(Laouamer et al,
2015)

Good robustness and imperceptibility,

Spatial . .
P alter detection and localization.

Low security.

Limited embedding capacity,

(Ghadi et al, 2016) | Spatial Good robustness and imperceptibility. low security

(Mansori et al Good trade-off between robustness, Low security, vulnerability with
2016) ’ Transform | security and computational JPEG compression and salt &
complexity. pepper noise.

High computational complexity,
vulnerability with salt & pepper
noise and Gaussian noise.

Good imperceptibility, security and

(P. S.etal, 2017) Transform
robustness.

works, the watermark type is extern, except the works in (Han et al, 2013; Laouamer
et al, 2015) in Table 2 which is informed.

In table 3, the blind based watermarking techniques are compared and evaluated,
the works are compared in terms of strength points and drawbacks remarked. In
this entire works, the embedding is effectuated in the transform domain except for
the works presented in (Moghaddam et al, 2013; Al-Nabhani et al, 2015), also the
watermark type is extern for all the works.

Some of our finding related to robust watermarking methods:

1.  Non-blind extracting methods are less computationally complex and more
robust against signal processing attacks.

2. Semi-blind methods reduce the size of auxiliary data and consequently they help
inincreasing the embedding capacity. Also they improve good imperceptibility
especially in the case of zero-watermarking.

3.  Blind methods are more computationally complex and require more space
for embedding the auxiliary data. However this kinds of schemes are more
imperceptible and effective.
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Table 3. Comparison of different robust blind works

Works

Strength Points

Drawbacks

(Makbol et al, 2013)

Good robustness and imperceptibility.

Low security degree.

(Moghaddam et al, 2013)

Good imperceptibility and robustness.

Require an enormous computational
complexity. Offers low embedding
capacity.

(Ye etal, 2014)

Good robustness, security and embedding
capacity.

High computational complexity and
the imperceptibility degree wasn’t
indicated.

(Makbol et al, 2014)

Good robustness.

The scaling factor value wasn’t
optimized. Require high
computational complexity.

(Zhao et al, 2015)

Good trade-off between imperceptibility,
embedding capacity and robustness.

Low security and require high
computational complexity.

(Behloul et al, 2014)

Good imperceptibility and robustness.

Low security and require an important
computational complexity

(Al-Nabhani et al, 2015)

Good imperceptibility, embedding capacity

and robustness.

Low security and vulnerability with
JPEG compression attack.

(Thanh et al, 2015)

Good imperceptibility, robustness and
security.

Vulnerability with histogram
equalization and average filtering
attacks. High computational
complexity.

(Hu et al, 2016)

Good robustness. High imperceptibility.

Low security, require high
computational complexity, vulnerable
with Gaussian noise attack.

(Roy et al, 2016)

Good trade-off between Robustness,
security and imperceptibility.

Require high computational
complexity, vulnerable with median
filter (3x3), Weiner filter (3x3) and
dithering attacks. Low embedding
capacity.

(Parah et al, 2016)

Good robustness, average computational
complexity, good imperceptibility.

Vulnerability with salt and pepper
noise, low security.

(Abdelhakim et al, 2017)

Good imperceptibility and Average
robustness.

High computational complexity, low
security degree, vulnerability with
Gaussian noise, rotation (0.5° and
0.75°), average filter(7x7 and 9x9)
and median filter(9x9) attacks.

(Varghese et al, 2016)

Good imperceptibility and robustness.

High computational complexity, low
security.

(Roy et al, 2016)

Good trade-off between security,
imperceptibility and robustness.

Low embedding capacity. Important
computational complexity.
Vulnerability with cropping
(256x256), salt & pepper noise and
Gaussian noise attacks.

(Wang et al, 2016)

Good imperceptibility and robustness.

High computational complexity and
low security.

(Singh et al, 2016)

Good trade-off between robustness,
imperceptibility and security.

Vulnerability with rotation (45°) and
blurring attacks. High computational
complexity.

(Zhao et al, 2016)

Good robustness and security.

Important computational complexity,
vulnerability with Gaussian noise
and salt & pepper noise attacks.
Imperceptibility degree wasn’t
indicated.

(Dong et al, 2016)

Good security and average robustness.

High computational complexity,
vulnerability with rotation (2° and 4°),
cropping (20°) and scaling attacks.
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We have observed that almost of the transform-based robust approaches are
based on SVD, even that these techniques add more robustness. It may introduce
another problem who could affect the performance; which is the false positive
problem. Many relevant schemes avoid this problem with the embedding of a data
signature with the watermark, in contrast, this could increase the space required
for the watermark embedding, and consequently it reduce the embedding capacity.
Another solution is to use the SVD only on the host image, but these also decrease
the embedding capacity. Finally we suggest that robustness and embedding capacity
could be assured with the hybridization in transform domain. Extra security can be
assured with the encryption of the watermark and the good imperceptibility could
be assured using zero watermarking.

CONCLUSION

With the appearance of new technologies, preserving security and authenticity of
images becomes a fundamental and necessary requirement. Over previous years,
various robust watermarking algorithms have been proposed by anumber of different
researchers, but each method has a number of associated advantages as well as
drawbacks. In this chapter, we have presented many robust watermarking methods
with explanations and comparisons between them. The methods are categorized into
three major categories; non-blind, semi-blind and blind approaches. The performance
of these approaches is analyzed through computational complexity, embedding
capacity, security, imperceptibility and vulnerability against some attacks. Our
future focus will be redirected towards the robust zero-watermarking techniques
for medical image with tamper detection and localization.
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ABSTRACT

In this chapter, the authors propose an improved image encryption algorithm based
ondigital watermarking. The algorithm combines discrete wavelet transform (DWT),
discrete cosine transform (DCT), and singular value decomposition (SVD) together
ina DWT-DCT-SVD framework to improve the robust watermarking technique. The
secret image is embedded into both high-frequency and low-frequency sub-bands of
the host image; this makes it difficult to be attacked in all the sub-bands. To reduce
the size of a secret key, the authors use a logistic map to generate random images
so as to replace the host images. They tested the algorithm by using five types of
attacks and the results indicate that the proposed algorithm has higher robustness
than traditional chaotic scrambling method and the DRPE method. It shows strong
resilience against the five types of attacks as well as statistical attacks.
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INTRODUCTION

Image encryption techniques can be divided into two groups. One group operates in
spatial domain while the other in frequency domain. Earlier encryption methods work
typically using chaotic logistic maps which require large amount of computations.

Generally, in these methods, discrete cosine transform (DCT) and discrete wavelet
transform (DWT) are widely adopted because DCT avoids complex calculation
compared with traditional discrete Fourier transform (DFT) (Ahmed, Natarajan, &
Rao, 1974), and DWT can obtain good properties of input image in both spatial and
frequency domain (Burrus, Gopinath, & Guo, 1998). They provide convenience for
image encryption based on spatial and frequency domain.

We are aware that digital watermarking in frequency domain has high robustness.
The basic workflow of digital watermarking is similar to image encryption and
decryption processes. In this book chapter, we propose a new encryption method
based on watermarking techniques, the encrypted and decrypted processes are
designed by using a robust watermarking scheme which is called DWT-DCT-SVD
framework. We also extend our method using chaotic map to generate the encryption/
decryption images and reduce the size of the secret key. We carried out a series of
experiments and found that the proposed method has higher robustness than DRPE
method using DFT and DCT.

BACKGROUND

Since mainstream methods for image encryption and digital watermarking focus
on frequency domain, we will outline these methods in this section. In 2017, three
optical encryption schemes based on DRPE by using DWT were proposed (Mohamed,
Samrah & Allah, 2017). These schemes were based on DRPE by using DWT and
chaotic maps; one of them used DWT instead of fast Fourier Transform (FFT) in
traditional DRPE. Anotherused DWT and steganography combined technique, and the
last one utilized fractional fast Fourier transform (FRFFT), DWT and steganography
together. The results were compared with three traditional techniques. From the
performance metrics, the proposed three methods based on DWT achieved better
performance and robustness versus conventional ones.

DCT has strong energy concentration characteristics in the low-frequency part.
DCT is widely used in image processing such as image compression and image
encryption. Compared with DFT, the computations of DCT are in real domain.
Thus, DCT can resist geometric attack effectively. Because of these advantages,
DCT has outstanding performance in the field of image encryption. In 2010, an
image encryption algorithm was proposed based on Arnold transform and DCT
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(Liu, et al., 2011). In 2011, an image encryption algorithm using DCT and Secure
Hash Algorithm-1 (SHA-1) was proposed (Yuen and Wong, 2011).

A watermarking algorithm for digital images based on DWT-DCT-SVD framework
was proposed (Yuan and Zhou, 2011)(Wang, et al., 2009) where a four-layer DWT
was applied to a secret image. Firstly, the low-frequency subband and three high-
frequency subbands of the fourth layer were chosen. Similarly, the same operation
was applied to the watermarking image. By using DCT and SVD, the four subbands
obtained from the watermarking image were embedded into the hostimage adaptively.
Finally, the watermarked image is obtained after the inverse SVD, DCT and DWT.
Compared with the methods by using DCT-SVD and DWT-SVD frameworks, the
experiments show that this method is more robust against geometric attacks.

Different from the existing methods forimage encryption and image watermarking,
we combine DCT, DWT and SVD together and form an image encryption scheme.
Our method is robust to resist several kinds of attacks.

METHODOLOGY
Basic Workflow

In this book chapter, we will apply a similar idea of image watermarking to image
encryption so as to hide the secret image as the watermark inside the hostimage. The
watermarking algorithm can be treated as the encryption process of image encryption.
In the process of watermark extraction, the host image is needed and it can be treated
as the secret key for encryption. The process of watermark extraction can be treated
as the image decryption. The basic workflow for this proposed encryption method
based on watermark technique is illustrated in Figure 1.

Figure 1. The workflow of our proposed method

Encrypted Decrypted
@ ey o g

Host image

Original image
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Figure 2. The encryption process of the proposed method
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The DWT-DCT-SVD Framework

The proposed encryption method is designed based on a watermarking technique
which has high stability (Chakraborty, et al., 2017). It combines DWT, DCT and
SVD together and the whole framework can be divided into two parts: encryption
and decryption. The encryption workflow is illustrated in Figure 2. The decryption
workflow is illustrated in Figure 3.

The Improved Encryption Method

The proposed encryption method based on DWT-DCTSVD framework requires the
host image to be the secret key which is too large and inconvenient for transmission.
As an improvement, we use the logistic map (Pareek, Patidar, & Sud, 2006) to
generate the random image being used as the host image.
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The initial value x, and parameter u to generate the random image can be utilized
as secret keys, reducing the key size. For this method, we need 11 secret keys which
are the initial value x, parameteryu, 8 singular matrices of the decomposed secret
image as well as the selection of the wavelet basis function.

RESULTS

In our experiments, the proposed DWT-DCT-SVD method as well as the improved
method were tested by using the four sample images as shown in Fig. 4. We applied
five types of attacks to the encrypted images by using Gaussian noise, salt-and-
pepper noise, average filtering, image cropping and image rotating. Given the secret
image and its size WxH, we use five metrics to evaluate the encrypted images:
Mean Square Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Normalization

Figure 3. The decryption process of the proposed method
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Figure 4. The test images with the resolution 512x512: (a) Airplane (b) Lake (c)
Lena (d) Pepper

Cross Correlation (NCC), Number of Pixels Change Rate (NPCR), and Structure
Similarity Index (SSIM).

Method-I: Encryption Method Based on
DWT-DCT-SVD Framework

We used four secret images in the dataset to test our method and chose the image
Lena to illustrate the results. The encrypted and decrypted images are shown in
Figure 5. Based on the results, we clearly see that the encrypted image is similar
to the host image.

Figure 6 illustrates the histograms between a host image and its encrypted image.
From Fig. 6, we see that the pixel distributions are similar between the host image
and its encrypted image.

We also calculated the MSE of these two images so as to measure the similarity.
The MSE in Table I shows how these two images are similar. Based on the histograms
and MSE values, we summarize that the secret image has been uniformly encrypted
into the host image.

We applied five attacks to all the images in the dataset. The performances of
specific metrics against each attack for each image were similar. We selected the
results for image Lena as an example. This is illustrated in Figure 7 and the specific
metrics are shown in Table I. For the attack method using average filtering, it shows
lower similarity between the decrypted image and secret image. The decrypted
image after attack holds the overview outline of secret image, but the details in the
decrypted image are blurred compared with the secret image. For the attack methods
Gaussian noise and salt-and-pepper noise, they show the lowest similarity between
the decrypted image and the secret image. The decrypted images show blurred
details related to the secret image. Compared with the other two attack methods,
the results reflect that the encrypted method based on DWT-DCT-SVD framework
can resist image rotating and image cropping attacks; both decrypted images after
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Figure 5. The secret, encrypted, and decrypted images using Method-1.

Encrypted Image Decrypted Image

Figure 6. Pixel distributions of (a) the host image, (b) the encrypted image
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these two attacks hold not only the outline of the secret image but also the details
of secret image.

Method-ll: Improved Method Based on DWT-
DCT-SVD by Using Chaotic Mapping

We used the same four original images in the dataset to verify the encryption algorithm
and we chose the image Lena as an example in Fig. 8. From these figures, we see
that the encrypted image is obviously similar to the host image and the decrypted
image resembles the information of original image clearly. Figure 9 (a) and (b) are

Figure 7. The decrypted images after attacks using Method-1

Average Filtering Cropping

Table 1. Specific Metrics for Methods-1

Attacks MSE PSNR SSIM NCC NPCR

No attack 2.3131E-30 | 296.3580 1.0000 1.0000 0
Gaussian noise 0.0291 15.3633 0.3005 0.9526 0.9854
Salt & pepper noise 0.0469 13.2906 0.2370 0.9282 0.9883
Average filter 7*7 0.0013 28.7080 0.8308 0.9976 0.9317
Crop 100%¥100 pixels | 5.2916E-04 | 32.7642 0.9930 0.9990 0.9192
Rotate 5 degree 0.0048 23.1647 0,9070 0.9916 0.9802
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Figure 8. The original, encrypted and decrypted images using Method-11

a2 -‘«.uq,. ks e g
;\,&-\.5 i LR,

Host Image

Encrypted Image  Decrypted Image

the histograms for the original and encrypted images, respectively. We see that the
pixel distribution in the host image is random whereas it is a normal distribution
in the encrypted image. We applied five attacks to all the images in the dataset,
the performance of specific metrics against five attacks for each image is similar
as illustrated using the image Lena. We selected the image Lena as the sample for
evaluation which is illustrated in Fig.10. The specific metrics are given in Table II.

Figure 9. Pixel distributions of (a) the host image (b) the encrypted image

host mage oncrypind mage

@ (b)
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Figure 10. The decrypted images after attacks using Method-11

Average Filtering Cropping

Table 2. Specific Metrics for Method 11

Attacks MSE PSNR SSIM NCC NPCR

No attack 9.8689E-31 | 300.0573 [ 1.0000 1.0000 0
Gaussian noise 0.0011 29.7285 | 0.8622 0.9981 0.9414
Salt & pepper noise |  0.0022 26.5336 | 0.7638 0.9960 0.9587
Average filter 7*7 0.1122 9.4984 | -0.0765 0.8066 0.9941
Crop 100*100 pixels |  0.0041 23.8938 | 0.9378 0.9926 0.9760
Rotate 5 degree 0.0067 21.7112 | 0.6898 0.9890 0.9813

Analysis

In order to analyze whether the proposed method is robust enough, we chose
Method-II and compared it to two other methods: traditional chaotic scrambling
method and the DRPE method using DCT (Liu, et al., 2011). We use three methods
to conduct encryption and decryption processes on image Lena; then, five attacks
were applied to each method. The performance of the specific metrics against each
attack for each method are presented in Table 3.

In Table 3, we find that the proposed Method-II has the best performance against
composite attacks in general. Compared with the DRPE method using DCT, the
proposed method has lower MSE and NCPR in addition, the PSNR, SSIM and
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Table 3. Specific Metrics for the three encrytopn

Attacks | Methods MSE PSNR SSIM NCC NCPR
Gaussian | Scrambling 0.010 20.078 0.263 0.982 0.984
noise DRPE 1.575E+05 | -5.197E+01 | 5257E-09 | 1.313E-04 | 1.000E+00
Method 2 0.0011 29.7285 0.8622 0.9981 09414
Salt & | Scrambling 0.014 18.392 0.328 0974 0.051
pepper DRPE 6.564E+05 | -5.817E+01 | 3.498E-09 | -1.272E-04 | 1.000E+00
noise Method 2 0.0022 26.5336 0.7638 0.9960 09587
Average | Scrambling 0.035 14.557 0.330 0933 0992
filter 7%7 DRPE 9 734E+H05 | -5.988E+01 | -1.570E-08 | 3.872E-03 | 1.000E+00
Method 2 01122 94984 -0.0765 0.8066 09941
Crop | Scrambling 0.010 19.860 0.436 0981 0.038
100*100 DRPE 6.982E+08 | -8.844E+01 | 4.756E-13 | 3.043E-03 | 1.000E+00
pixels Method 2 0.0041 23.8938 09378 0.9926 0.9760
Rotate 5 | Scrambling 0.079 11.049 0.020 0.853 0.993
degree DRPE 4. 781E+09 | -9.680E+01 | 2.075E-11 | -1.747E-02 | 1.000E+00
Method 2 0.0067 21.7112 0.6898 0.9890 09813

NCC of proposed method are significantly higher than the DRPE method against all
attacks. Compared with traditional chaotic scrambling method, the proposed method
has higher PSNR, SSIM and NCC as well as lower MSE and NCPR for all of the
attacks except the averaging 7x7 filter. The traditional chaotic scrambling method
shows better performances against the average filtering attack; in particular, the
chaotic scrambling method has larger PSNR, SSIM and NCC values. The MSE and
NCPR values are also smaller than the proposed method. From these comparative
measurements, itis clear that the proposed method has a better performance compared
to the traditional chaotic scrambling method except average filtering attack. Compared
with the DRPE method using DCT, the performance for the proposed method is
much better. It is obvious that the proposed method has achieved higher robustness
over that of chaotic scrambling and DRPE method against composite attacks.

CONCLUSION

In this book chapter, we introduced image encryption on frequency domain; then,
we describe a new method based on DWT-DCT-SVD framework and proposed an
improved method using chaotic map to generate a random image for use as the host
image. We provided the analysis for these two methods and compared the results
with the traditional chaotic scrambling method and the DRPE method using DCT.
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The proposed method overcomes the shortcomings of those methods and has a
higher robustness. The experimental results along with the attack resistance were
analyzed in details.

Our future work will be on image encryption using robust ways and apply image
reconstruction techniques to remove the image artifacts from composite attacks by
using the methods from artificial neural networks and artificial intelligence so that
the robustness of selected method may be further improved.
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ABSTRACT

Software security does not emerge fully formed by divine intervention in deserving
software development organizations; it requires that developers have the required
theoretical background and practical skills to enable them to write secure software,
and that the software security activities are actually performed, not just documented
procedures that sit gathering dust on a shelf. In this chapter, the authors present
a survey instrument that can be used to investigate software security usage,
competence, and training needs in agile organizations. They present results of using
this instrument in two organizations. They find that regardless of cost or benefit,
skill drives the kind of activities that are performed, and secure design may be the
most important training need.
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INTRODUCTION

Traditional security engineering processes are often associated with additional
development efforts and are likely to be unpopular among agile development teams
(ben Othmane et al., 2014; Beznosov & Kruchten, 2004). A software security
approach tailored to the agile mind-set thus seems necessary.

Some approaches have been proposed to integrate security activities into agile
development, e.g., the Microsoft SDL for Agile (Microsoft, 2012). However, these
approaches have been criticised for looking too similar to the traditional versions
in terms of workload (e.g., performing a long list of security verification and
validation tasks) (ben Othmane et al., 2014). As a result, “agile” organizations have
approached software security in a way that better fits their process and practices.
Thus, regardless of whether agile is perceived to be incompatible with any particular
secure software development lifecycle, the major discussion we should have is how to
improve security within the agile context (Bartsch, 2011). Previous studies (Ayalew
etal., 2013; Baca & Carlsson, 2011) have investigated which security activities are
practiced in different organizations, and which are compatible with agile practices
from cost and benefit perspectives. Using a survey of software security activities
among software practitioners, they identify and recommend certain security activities
that are compatible with agile practices.

While these activities could be argued to be beneficial and cost effective to
integrate, there are still gaps between what is “adequate” security (Allen, 2005),
and what is currently practiced within several organizations. According to Allen
(2005), adequate security is defined as “The condition where the protection and
sustainability strategies for an organization’s critical assets and business processes
are commensurate with the organization’s tolerance for risk”.

BACKGROUND

Software security has existed as a distinct field of research for over a decade, and
reached prominence with the publication of the book “Software Security” (Gary
McGraw, 2006).

The studies by Ayalew et al. (2013), Baca and Carlsson (2011), and Morrison
et al. (2017) have investigated security activities from cost and benefit dimensions
to advise on frameworks and selection of security activities that can be integrated
to agile software development. Jaatun et al. (2015) have used BSIMM to measure
security practices but with focus on security maturity at an organisational level. Other
studies not directly related to our work have looked into market skills relevant for
cybersecurity jobs. For example, Potter and Vickers (2015) used a questionnaire to
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answer and address the question of what skills does a security professional need in
the current information technology environment, and they explored this question by
looking at the current state of the Australian industry. Fontenele (Fontenele, 2017)
developed a conceptual model and an ontological methodology to aid a robust
discovery of the fittest expertise driven by the specific needs of cyber security
projects, as well as benchmarking expertise shortages.

Our work differs from these studies as we have measured developers’ skills and
training needs along software security activities.

Secure Software Development Lifecycles

A number of Secure Software Development Lifecycles (SSDLs) have been proposed,
in the following we briefly introduce to most important ones as they relate to this

paper.
OWASP CLASP

The Comprehensive, Lightweight Application Security Process (CLASP) (OWASP,
2006) was a project under the Open Web Application Security Project (OWASP).
A high-level overview of CLASP is given in Figure 1. CLASP was based on seven
best practices:

Institute awareness programs

Perform application assessments

Capture security requirements

Implement secure development practices
Build vulnerability remediation procedures
Define and monitor metrics

Publish operational security guidelines

NV AE BN -

CLASP has not been updated since 2006, and is currently considered abandoned.
However, some of the CLASP activities can still be considered useful by themselves.

Microsoft SDL for Agile
The Microsoft Security Development Lifecycle for Agile Development (SDL-Agile)

(Microsoft, 2012) is the agile version of the traditional Microsoft SDL (Howard &
Lipner, 2006). SDL-Agile is split into three types of activities (see Table 1);
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Figure 1. CLASP Overview

Concepts View (1)
|_ Milestone: Understand how CLASP process components interactand how to apply Il through V

Role-Based View (l1)
Milestone: Create roles required by security-related project and use them in I, IV and V

Activity-Assessment View (ll1)
Milestone: Assess 24 security-related CLASP activities for suitabilityin IV

PE—
Implementation Costs Activity Applicability Risk of Inaction

Activity-Implementation View (IV)
Milestone: Perform subset of 24 security-related CLASP activities selected in lll

/ Vulnerability View (V) \
Milestone: Integrate solutionsto problem types intolll and IV

Consequences Problem Types Exposure Periods
of unresolved Vuln. 105 /5 categories (by SDLC phases)

2 S

Risk Assesment Avoidance & A&M Periods
Mitigation Techniques (by SDLC phases)

- /

e  “Every-Sprint Requirements” (S): These activities should be performed in
every iteration

° “Bucket Requirements” (B): These activities must be performed on a
regular basis during the development lifecycle; there are three types of such
requirements defined (each type referred to as a bucket) and typically one is
picked from each bucket in each sprint

e  “One-Time Requirements’ (O): These activities typically only need to be
performed once at the beginning of the project.

Cigital Touchpoints

The Cigital Touchpoints (Gary McGraw, 2004; Gary McGraw, 2005) (de Win et
al., 2009) were introduced as a lightweight way of distilling the essence of practical
software security. They have been presented slightly different over the years, but

the essence is as illustrated in Figure 3.
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Figure 2. The SDL-agile one-time and bucket requirements illustrated

Crmrind

Every S

_ Every Sprint

Bucket requirements

Table 1. MS SDL-agile activities — (o)ne-time, (s)print, and (b)ucket

1. 2. 3. Desien 4. 5. 6. 7.
Training | Requirement : g Implementation | Verification | Release | Response
2. Establish 11. Perform g:eate an
Security 5. Establish Design | 8. Use Approved ) . .
Requirements | Requirements (O) Tools (S) Dynamic Incident
(O)q q Analysis (B) | Response
Plan (O)
15.
3. Create 6. Perform Attack 9. Deprecate 12. Perform Cionduct 17.
1. Core . . . Final Execute
. Quality Bug Surface Analysis/ Unsafe Fuzz Testing . .
Security Bars (B) Reduction (O) Functions (S) (B) Security | Incident
Training Review Response
S) Plan
16.
4 Per.form 13. Conduct | Certify
Security and 10. Perform
. . 7. Use Threat . . Attack Release
Privacy Risk . Static Analysis
Modeling (S) Surface and
Assessments S) . .
©) Review (B) Archive
(S)
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Figure 3. The cigital touchpoints

[*] External analysis ) J
(6] Security Requirements
(1) Staticanalysis (3] P iontesting
(tools)
(5] Abuse cases [2) Risk analysis [4) Risk-based
security tests
\'\ (7) Security operations
I Requirements Design I Test plans I Code l Test Field
and use cases results feedback

In order of effectiveness, the 7 touchpoints are:

Code review
Architectural risk analysis
Penetration testing
Risk-based security tests
Abuse cases

Security requirements
Security operations

NV A BN -

ISO/IEC Application Security Standard

In 2011, the International Standards Organization published an application security
standard as part of its 27000-series (ISO/IEC, 2011). We have not seen this standard
in use in any of the organizations we have worked with, but it may prove relevant
in the future.

Measuring Software Security Activities

Measuring software security is difficult (Jaatun, 2012), and therefore second-order
metrics are often employed, i.e., measuring what kind of software security activities
are performed when developing the software.

OpenSAMM

The OWASP Software Assurance Maturity Model (SAMM or OpenSAMM) (OWASP,
2016) is an open software security framework divided into four business functions:
Governance, Construction, Verification and Deployment. Each business function
is composed of three security practices, as shown in Table 2.
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Table 2. The OpenSAMM software security framework

Governance Construction Verification Deployment
Strategy and Metrics Threat Assessment Design Review Vulnerability
Management
Policy & Compliance Security Requirements Code Review Environment Hardening
Education & Guidance Secure Architecture Security Testing Operational
Enablement

Each practice is assessed at a maturity level from 1 to 3 (plus O for “no maturity”),
and for each maturity level there is an objective and two activities that have to be
fulfilled to achieve that level. OpenSAMM is “prescriptive”, in the sense that it
advocates that all the specified activities must be performed in order to be a high-
maturity organisation.

BSIMM

The Building Security In Maturity Model (BSIMM) first saw the light of day in 2009,
based on a study of 9 software development organizations. BSIMM is structured
around a Software Security Framework of four domains, each divided into three
practices, as illustrated in Table 3. As is evident from the table, BSIMM shares
origins with the OpenSAMM framework described above. The latest version of the
BSIMM report (Gary McGraw et al., 2018) features results from 120 companies,
measuring 116 different software security activities.

Although BSIMM also ranks software security activities in three maturity
levels, it purports to be descriptive rather than prescriptive, and there is no implicit
expectation that all organizations should do all 116 activities. Due to the large
number of software security activities, BSIMM can said to be more specific than
OpenSAMM. New BSIMM activities are added as they are observed in the field,

Table 3. The BSIMM software security framework

Governance

Intelligence

SSDL Touchpoints

Deployment

Strategy and Metrics

Attack Models

Architecture Analysis

Penetration Testing

Compliance and Policy

Security Features and
Design

Code Review

Software Environment

Training

Standards and
Requirements

Security Testing

Configuration
Management and
Vulnerability
Management)

266

- printed on 2/9/2023 12:25 PMvia .

Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Measuring Developers’ Software Security Skills, Usage, and Training Needs

and activities that fall out of use are removed. The maturity level of a given activity
can also be changed from one version of the study to the next.

BSIMM has also been used to measure security practices in different organizations.
Jaatun et al. (2015) used a questionnaire based on the BSIMM activities to measure
the security maturity of Norwegian public organizations. They found that there is
a need for improvements in metrics, penetration testing and training developers in
secure development. BSIMM is useful for measuring the software security maturity
of an organization and helping them formulate overall security strategy (Gary
McGraw et al., 2018). However, it is not perceived as a lightweight measurement
tool to directly measure developers’ skill or usage of software security activities
within a development team.

Common Criteria

The Common Criteria (ISO/IEC, 2009) (CC) emerged toward the end of the
previous century as an amalgamation of the US DoD Trusted Computer Systems
Evaluation Criteria (TCSEC, a.k.a. “the Orange Book™), the European ITSEC and
the Canadian CTCPEC. CC is used in the security evaluation of computer-based
systems, typically for military or critical infrastructure use. A fundamental concept
of CC is that a Protection Profile containing functional security requirements and
security assurance requirements is established. A security assurance requirement is
intended to help achieve a certain level of confidence that the claimed (functional)
security requirements are fulfilled, and typically relate to zow the system is developed.
There are sets of predefined security assurance requirements which are referred to
as Evaluation Assurance Levels (EAL1-7). The manufacturer will create a Security
Target document which elaborates how the requirements of the Protection Profile
are met, and finally an external evaluator will perform an evaluation to confirm or
reject the claims.

CC is essentially a long list of requirements, and it is totally up to the Protection
Profile which requirements are considered for a given product. Some of the assurance
requirements are effectively software security activities.

The Top 10 Software Security Design Flaws
The IEEE Center for Secure Design has published a document (Arce et al., 2014)
explaining how to avoid the ten most common software security design flaws. The

recommendations are as follows:

1.  Earn or Give, but Never Assume, Trust
2. Usean Authentication Mechanism that Cannot be Bypassed or Tampered With
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et

Authorize after You Authenticate

Strictly Separate Data and Control Instructions, and Never Process Control
Instructions Received from Untrusted Sources

Define an Approach that Ensures all Data are Explicitly Validated

Use Cryptography Correctly

Identify Sensitive Data and How They Should Be Handled

Always Consider the Users

Understand How Integrating External Components Changes Your Attack
Surface

10. Be Flexible When Considering Future Changes to Objects and Actors

>

R Y

RESEARCH METHODOLOGY AND STUDY DESIGN

The research presented here is motivated based on the perceived knowledge gaps in
software security in agile software development organizations in Norway (Jaatunetal.,
2015). In order to address these gaps, management must first understand the current
status of software security practices and capability within their organization. We
used our survey instrument in a study carried out in 2 organizations (in the following
referred to as “Org-1" and “Org-2”), that develop software in telecommunication
and transportation, respectively. The case study is described in more detail in our
previous work (Oyetoyan et al., 2016; Oyetoyan et al., 2017) investigating existing
practice, skills, and training needs within agile teams. The survey instrument is
intended to shed light on the training needs and understand the relationships between
skills and usage of security activities among teams and across roles. The findings
are important to guide management decisions towards improving security within
their organization.

The sections below describe the research questions, hypotheses, data collection
procedure that we used in our case studies, the instruments used, and the type of
data analysis performed.

Research Questions

We make the following assumptions that:

o  Developers have relatively different skills in software security, regardless of
the organization where they currently work.

e  Agile organizations have different usage patterns with software security

activities. An agile team is mostly autonomous and self-confident (Robinson
& Sharp, 2004), and thus makes decisions that the team members think best
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contribute to customer satisfaction and product quality. Since activities are
chosen in a voluntary manner in agile settings, we believe that organizations
would use activities that best fit their process and business needs.

e  Based on conventional wisdom, using an activity requires certain level of
know-how. Hence, teams would use activities where they have competence.

e  Experienced developers would most probably have taken security related
decisions during their development career, and thus have knowledge and
experience in software security.

Our instrument is suitable for investigating whether the skills, usage and training
needs in software security activities in several organizations are similar or different.
Understanding the similarities and differences between organizations also help
during replications and adoptions of software security activities and programs across
different organizations.

The research questions that could be addressed include:

e  Which software security activities are most used within the organization?
Which training needs are important to the organization?
How are security experience and the perceived need for software security
training influenced by years of developer of experience?

e  What is the relationship between usage of, and skill in software security
activities?

Data Collection

The method of choice for the project is Action Research (Greenwood & Levin, 2006).
Action research is an appropriate research methodology for this investigation for
several reasons. First, the study’s combination of scientific and practical objectives
is a good match with the basic tenet of action research, which is to merge theory
and practice in a way that real-world problems are solved by theoretically informed
actions in collaboration between researchers and practitioners (Greenwood & Levin,
2006). Therefore, the design of the instruments had to take in consideration the
usefulness of the results for the companies and for research.

In addition, for the interpretation and discussion of the results, answers from the
survey should be complemented by document analysis of project artifacts, observations
of meetings, and discussions with different stakeholders in the companies. Other
focused interviews on specific topics, and the feedback from the survey results,
should be compared with the collected information about the organizational contexts
and documents.
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Survey Questionnaire

The questionnaire was designed in phases, getting feedback from the companies
and experts for getting to the final version. The first version of the questionnaire
contained questions on different software security activities from OWASP CLASP,
Microsoft SDL for Agile, Common Criteria, and Cigital Touchpoints that have
been used in previous studies (Ayalew et al., 2013; Baca & Carlsson, 2011). The
table also includes additional practices such as “pair programming” and ““drawing
a countermeasure graph” considered in these studies; both are common security
activities usedin agile settings, e.g., when security experts rotate through programming
pairs (Bartsch, 2011; Wéyrynen et al., 2004).

The instrument has been jointly reviewed by the authors, a security professional,
a security champion and a project manager. The activities are classified differently
than in the traditional software development lifecycle (SDLC), but they do, however,
fit into each development lifecycle. The rationale is to invoke a different way of
perceiving these activities than from a traditional viewpoint. This could make it
possible to spot some assumptions such as for instance, whereas secure design
involves many activities from “Threat modelling and risk management”, we can
argue that software designers could make assumptions about secure design when they
include, e.g., authentication mechanisms (Arce et al., 2014). However, performing
a comprehensive threat analysis could reveal an insecure design, e.g., a possibility
to bypass an authentication or authorization mechanism by directly navigating to
an obscure webpage or resource.

Similarly, we have considered software security tools separately in order to
identify strong and weak areas of usage and skills. Findings from the survey can
trigger further questions, e.g., why certain implemented tools are not used within
the organization, and this could lead to useful actions. These activities are divided
into: Inception, threat modelling and risk management, secure design and coding,
security tools, security testing, and release. Table 5 shows the software security
activities. In addition, we provided a short explanation of each term we have used
in the survey for the respondents. We have used a scale for the skill level as shown
in Table 4; the respondents were instructed to use this scale when assessing their
own skill level.

For the software activities listed in Table 5, we asked the following 3 questions:

Q1: What is your skill level in this activity or tool?

Q2: Do you currently use this activity or tool? (Check box for yes)
Q3: Do you want to have training in this activity or tool? (Check box for yes)
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In addition, we asked 2 questions about security and development experience:

Q4: Do you have security experience? (Yes or no)
QS5: Number of years with software development.

We have designed both an online questionnaire and a paper-based version.
We further refined the instrument by running a test on our industrial contacts, an
independent architect and a post-doctoral fellow in software engineering. The target
response time was 10-12 minutes. In our experience, administering the questionnaire
manually to the development teams on site will increase the response rate, and
provide the opportunity to clarify questions that respondents might have.

The final questionnaire can be found in the original paper (Oyetoyan et al., 2017),
and is also provided in Appendix A in this chapter. The skills are listed in Table 5,
and additional explanations are further provided in Appendix A.

Comparing with the software security activities defined in BSIMM (Gary McGraw
etal., 2018), we find that most of the activities in Table 5 are fully or partly covered
by BSIMM, except “Countermeasure techniques”, “Pair programming”, and “Use
of threat modelling tool”. Threat modelling is equivalent to what BSIMM calls
“Architecture Analysis”, but this practice does not mention using a tool.

RESULTS

We used our survey instrument on two local companies (Oyetoyan et al., 2017), and
in the following we briefly present some results of the survey and analysis conducted
among the two organizations, discussing each research question in turn.

Table 4. Scale for skill level

working in this
area

scenarios or as a
trainee on-the-job.
You are expected
to need help when
performing in this
area

from an expert may
be required from
time to time, but
you can usually
perform the skill
independently

Novice [1] Basic [2] Moderate [3] High [4] Expert [5]
You can perform the
You have the level | You are able . perie
. . actions associated You are known
of experience to successfully s . .
o in this area without as an expert in
gained in a complete tasks . .
C assistance. You this area. You can
classroom and/ in this area as . . .
Have no . are certainly provide guidance,
. or experimental requested. Help . s
experience recognized within troubleshoot and

your immediate
organization as “a
person to ask” when
difficult questions
arise regarding this
area

answer questions
related to this area
of expertise and
the field where the
skill is used
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Table 5. Mapping of software security activities

CLASP | MS-SDL | CcT | CcC | Others BSIMM Activities
Inception
Functioning as project security « s 22451%[’,282/[?[,;’1
officer/champion T3:5’ oy
Partly covered by
Gathering security requirements * * * * SR1.3 (Maybe
whole practice SR)
‘Writing abuse stories/cases * * AM2.1, ST3.5
Threat Modeling and Risk M
Threat modeling * * Practice AM
Attack surface analysis * * g?;ggc?xeﬁ'd by
Countermeasure techniques * * -
Asset analysis * ial\r/[llly; Oéepr;i by
Risk analysis * * * AA2.1
Role matrix identification * SMI.1
Secure Design and Coding
Secure design * * * :g;;: gll:gg;’
Secure coding * * * SR2.6, CR3.5
Pair programming # -
Static code analysis * * * Practice CR
Use of Security Tools
Use of threat modeling tool * -
Use of dynamic code analysis tool * l;f;(tl[)irczo];r;red by
Use of static code analysis tool * gathll?;covered by
Use of code review tool * gﬁ;z: gggi’
Security Testing
Vulnerability assessment l;f;l[)i’c(;o/:;ed by
Penetration testing * Practice PT
Red team testing g;i' PTL3,
Fuzz testing * ST2.6
Dynamic tesing : Practice CR and ST
Risk-based testing * Practice ST
Security code review * * Practice CR
Release
CMVML.1,
Incident response management * * CMVM2.1,
CMVM3.3
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Which Activities Are Most Used Within the Organizations?

Research performed by Microsoft (Adams, 2012) indicates that only 36% of developers
are confident to write secure software. Our small sample indicates that this situation
still persists. Our results show that the three most commonly used activities were:

e  Use of code review tool
e  Static code analysis
e  Pair programming.

Note that none of these are necessarily pure software security activities, and may
indeed be used without improving software security at all.

Which Training Needs Are Important to the Organizations?

In our study, secure design was indicated as the single most important training need
expressed by teams in both organizations. There is thus a need to focus on how to
address and assist agile teams in the area of secure design. Architectural-related
challenges such as lack of time, motivation to consider design choices, and unknown
domain and untried solutions have been shown to affect agile development teams
(Babar, 2009).

How Are Security Experience and the Perceived
Need for Software Security Training Influenced
by Years of Developer Experience?

We caninfer that training needs may or may not be influenced by years of development
experience. Factors such as an organization’s working culture, teams’ distribution,
teams’ interactions, security experience, and how new employees are integrated could
be responsible for training needs perceptions across different years of experience.

Zhu et al. (2013) argued that only a small fraction of developers are well
trained in secure software development. This is because most Computer Science
(CS) and Software Engineering (SE) curricula train students in programming and
application development, but not secure software development. As a result, CS and
SE graduates are not trained in programming techniques to reduce security bugs
and vulnerabilities and would unintentionally introduce avoidable security bugs in
the application. While this result is not surprising, we believe it should be a call to
integrate software security education in the curriculum for the next generation of
CS and SE graduates.
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Figure 4. % of Training Needs across all roles compared between the 2 organizations
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What Is the Relationship Between Usage of,
and Skill in Software Security Activities?

Correlation analysis between indicated skill levels and usage of activities shows that
skill drives usage of activities. In both organizations, the correlation resultis very high
at more than 0.9 and statistically significant at 95% confidence interval. Regardless
of the cost of activity, we found that teams do well in activities where they indicate
high level of skills. The studies by Baca & Carlsson (2011) and Ayaew et al. (2013)
report code review to be detrimental in cost and benefit and pair programming to
have marginal benefit and detrimental in cost to agile. However, our findings reveal
that code review and pair programming are well practiced in both organizations and
are areas where respondents indicate high skill levels.

Pair programming is an important practice in eXtreme Programming (XP) and
by itself includes the art of code review (Beck, 1999). In addition, peer code review
is claimed to catch about 60% of the defects (Boehm & Basili, 2005). These could
explain the reasons both organizations have adopted these practices. The work of
Dybéetal. (2004) thatinvestigated the factors affecting software developer acceptance
and utilization of Electronic Process Guides (EPG) corroborates this finding. Their
results suggest that software developers are mainly concerned about the usefulness
of the EPG regardless of whether it is easy to use, how much support they receive,
or how much they are influenced by others.
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On the other hand, we could hypothesize that management can increase usage
in certain software security activity if they invest into increasing the team’s skill
in this area.

DISCUSSION

A brief summary of our research questions and results (Oyetoyan et al., 2017) is
presented in Table 6. Note that despite the interpretation by Rindell et al. (Rindell et
al., 2017), our contribution is not intended as another secure software development
lifecycle.

Through interviews we discovered that certain security relevant tools (e.g. static
analysis tools) are not used for finding security defects. This implies that simply
making tools available will not improve security, unless the tools are actually used
with security in mind.

Although both organizations deliver solutions for critical infrastructures, Org-
1 has a higher level of security awareness, which is driven by the security expert
group. This context is important in order to understand why this organization’s usage
is higher than the other. We need to further investigate the drivers for increase in
software security adoption in an organization, such as research efforts, government
funding and policies, education, and commitments by management to security.

Furthermore, the results from our survey show gaps in secure software development
and opportunity for improvement. Among the development team, secure coding is
practiced by less than half of the developers in both organizations. Invariably, over
50% of the developers are not paying attention to secure coding. The main question
is whether this number is an acceptable risk for the management. Similarly, secure
design is practiced by less than 40% of architects in both organizations. The high

Table 6. Summary of results per research question

RQs Conclusion
1. Which software security activities are most Use of code review tool, static code analysis, and pair
used within the organizations? programming

The organizations agree on secure design and secure
coding, and additionally they identify training need in
penetration testing and risk analysis

2. Which training needs are important to the
organizations?

3. How are security experience and the perceived | Security experience increases with development
need for software security training influenced by experience, but perceived need for software security
years of developer of experience? varies between organizations

4. What is the relationship between usage of, and | Usage increases for activities where teams have a high

skill in software security activities? level of skill
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level of individual and team autonomy in agile settings requires a careful balance
with respect to software security integration. While different approaches to integrate
software security into agile teams have been proposed (Baca et al., 2015; Bartsch,
2011; ben Othmane et al., 2014), there are still many challenges about how to achieve
it. The cost and benefit in terms of additional activity such as in ben Othmane et
al. (2014) and additional security personnel, as in Baca et al. (2015) need to be
acceptable to the agile team and management.

An important result from our survey is that secure design is the highest training
need expressed by all roles in both organizations. We believe that this is not
accidental. The need for secure design is corroborated in Arce et al. (2014). Critics
of agile software development have argued that the lack of attention to design and
architectural issues is a serious limitation of the agile approach (Dyba & Dingsgyr,
2008; Rosenberg & Stephens, 2003). About 60% of defects in a system is introduced
during design (Bernstein & Yuhas, 2005), and fixing defects after release is ahundred
times costlier than fixing it during requirement or design (Boehm & Basili, 2005).
In terms of security defects in design, the strongest statement comes from a group
of software security professionals (Arce et al., 2014): While a system may always
have implementation defects, we have found that the security of many systems is
breached due to design flaws. In agile development, the lack of a complete overview
of the system leaves room for unidentified risks during design.

Our impression is that none of the top 10 security design flaws (Arce et al.,
2014) are particularly well known among developers, but many fall into the trap
of equating authentication mechanisms with software security. Thus, this aspect is
often implicitly covered, when good-practice standard authentication solutions are
employed.

Clearly, there is a need for more practice-oriented research efforts to find an
acceptable approach that can help agile organization move towards their “adequate”
level of security. We argue that security loopholes could be created by any team or
individual within the organization with weak approaches to security. There are two
major points to ponder in this result regarding software security adoption: 1) How
can skill be increased in specific software security areas relevant to the development
team and the goal of the organization? and 2) How can we create an environment
that make replication of software security successes possible among teams?
Creating a learning environment is central to point 1. Although agile development
and learning are highly related (Aniche & de Azevedo Silveira, 2011), building a
learning environment for security is not that easy. Differences in technologies and
team autonomy are just two of the challenges to consider.
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CONCLUSION

We have presented an instrument for measuring the current usage, team competencies
and training needs in software security activities in agile organizations. Our survey
instrument complements maturity models such as BSIMM and OpenSAMM by
focusing on the individuals rather than on organizations.

We have found that the individuals in our small sample of organizations were
similar in terms of employing certain activities such as use of code review tool, pair
programming, and use of static code analysis/tool, but since these activities may
or may not be used specifically for security, particular focus on software security
is necessary for these to have an impact on software security. Furthermore, skill
drives the usage of activities, and we found that secure design may be the topmost
area where there is a need for training.

We have identified learning and knowledge transfer as important to increase
software security usage among teams.
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APPENDIX

SURVEY INSTRUMENT AND EXPLANATION OF TERMS

Software Security Activities in Agile
Software Development Team

Instructions: Please mark the options that best fit your responses to these questions.

Section A: General Information

(Multiple answers are possible, see Table 7)

Section B: Capability and Interest

See Tables 8 and 9.

Table 7.

Developer

Tester

Architect

Project
Manager

Product
Owner

Others
(Please indicate)

What is
your role(s)
in the agile
team?

Scrum

Extreme
Programming
(XP)

Feature
Driven
Development
(FDD)

Lean
Software
Development

Crystal
Methods

Agile
Unified
Process

(AUP)

Kanban

Dynamic
Systems
Development
Method
(DSDM)

Others

Which
Agile
Method-
ologies do
you use?

Do you have
software
security
experience?

No of years with software development:

Name of product:

Type of product (e.g. web, mobile, network, control system, e-commerce, etc.):
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Novice [1]

Basic [2]

Moderate [3]

High [4]

Expert [5]

Have no
experience
working in
this area

You have the level
of experience gained
in a classroom and/
or experimental
scenarios or as a
trainee on-the-job.
You are expected

to need help when
performing in this
area

You are able to
successfully complete
tasks in this area as
requested. Help from
an expert may be
required from time

to time, but you can
usually perform the
skill independently

You can perform the
actions associated
in this area without
assistance. You

are certainly
recognized within
your immediate
organization as “a
person to ask” when
difficult questions
arise regarding this
area.

You are known

as an expert in

this area. You can
provide guidance,
troubleshoot and
answer questions
related to this area
of expertise and the
field where the skill
is used.

Section C: Training

Instruction: Please tick the activities you would like to receive training on (see

Table 10).

Comment/Feedback

Please provide any comment or feedback in the space below.

Explanation of Terms in Questionnaire

See Table 11.
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Table 9.

Currently
Do/Use It

‘What Is Your Skill Level in This

Activity?

‘What Is Your Level Of Interest in This Activity?

Novice
1

Expert
5]

Don’t
know

Not
Interested

Slightly
Interested

Moderately
Interested

Very
Interested

Don’t
Know

Security code
review

Secure design

Secure coding

Static code
analysis tool

Dynamic code
analysis tool

Code review
tool

Threat
modeling tool

Static code
analysis

Dynamic code
analysis

Vulnerability
assessment

Penetration
testing

Red team
testing

Fuzz testing

Dynamic testing

Risk-based
testing

Threat
modelling

Attack surface
analysis

Risk analysis

Role matrix
identification

Asset analysis

Countermeasure
techniques

Pair
programming

Functioning

as project
security officer/
Champion

‘Writing abuse
stories/cases

Gathering
security
requirements

Incident
Response
Management
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Table 10.

I want to have training
in this activity/tool

Threat and Risk Management

Threat modeling for secure software

Attack surface analysis

Threat countermeasure analysis

Asset analysis

Risk analysis

Secure design & coding activities

Secure coding

Pair programming

Secure design (e.g. attack surface reduction, secure defaults)

Security tools

Static code analysis tool

Dynamic code analysis tool

Code review tool

Threat modeling tool

Security Testing
(Note that several techniques exist for security testing and some of these techniques may be overlapping)

Penetration testing

Dynamic testing (Black box testing)

Fuzz testing

White box testing (Including manual code review)

Risk-based testing

Release Activity

Incident Response Management
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Table 11.

I Term

Definition

Examples

A Abuse stories

Brief and informal stories that identify how attackers may abuse the system
and jeopardize stakeholders’ assets

Attack surface

All different points where an attacker could get into a system and get data out
of the system

o user interface forms & fields
o HTTP headers and cookies
* APIs

o Files

o Databases

°etc.

Asset analysis

Identifying both physical and abstract assets of the organization. Assets are
threat target. For example, an asset of an application might be a list of clients
and their personal information; this is a physical asset. An abstract asset might
be the reputation of an organization. Analysis may include identifying the trust
levels (i.e. The level of access required to access the entry point is documented
here)

C Code signing

Providing the stakeholder with a way to validate the origin and integrity of
the system

® Threat — Tampering with
data

Countermeasure Action taken in order to protect an asset against threats e Countermeasures —
appropriate authorization, hashes,
digital signatures, etc.

D Dynamic Automated runtime testing tools e Penetration testing tools
analysis tools s (e.g. ZAP, IBM AppScan, etc)
e memory corruption
Dynamic testing Run-time verification of software programs e user privilege issues
e etc.
F Final security A deliberate examination of all the security activities performed on a software
review application prior to release
. Dynamic testing used to induce system failure by deliberately introducing
Fuzz testing L
malformed or random data to an application
I Incident A set of written instructions for detecting, responding to and limiting the
response plan effects of an information security event
P Pair Two people create code where one writes the code while the other reviews
programming each line of code as it is typed.
. Proactive and authorized attempt to evaluate the security of a system, by
Penetration " o o .
testin finding and exploiting vulnerabilities, technical flaws, or weaknesses to
€ compromise the system
o All SQL statements must be
parameterized before deployment
o All API classes must be
. . . . . reviewed before deployment
uality gates/ Minimum acceptable levels of security and privacy quality before the code
Q Quality g . pta y P ¥ quality e Mandatory check for known
bug bars goes into production o "
vulnerabilities of all 3" party
libraries
o All critical security bugs
must be resolved
. Simulate real-world attacks against an organization, challenging its defenses Red team — an external[1] team
R Red team testing

against electronic, physical and social exploits

with the goal to hack the system

Risk analysis

An approach of gathering requisite data to make informed decision based on
knowledge about asset, vulnerability, threat, impact, countermeasures and
probability

Risk-based
testing

Test approach that takes a risk into account by identifying and analyzing the
risks related to the system

Role matrix

Identifying all possible user roles and their access levels to the system
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Table 11. Continued

I Term Definition Examples

e Input validation
S Secure coding Development practices that assure secure software e parameterized SQL
°etc.

o reducing attack surface
during design
Secure design Design practices that assure secure software ® placement of security checks
before input processing

e etc.

Security code Manual review of source code for finding security bugs

review

o Defect density

e Windows of exposure (how
Security metrics Metrics that measure organization’s defense against attacks long a security defect is open)

o #Vulnerability

e etc.

Security patterns | A well understood solution to security problems

o Vulnerability assessment
o Penetration testing
e Dynamic testing (black box
An activity to assess a system for security bugs (technical flaws, vulnerabilities | testing)
or weaknesses) o Code review (white box
testing)

o Automated analysis
(dynamic and static)

Security testing

Static Fodc Verification of source code
analysis
o IDE vulnerability rule
Static code . checker
analysis tools Automated code review tools ® Anti-XSS library
e etc.
o identifying external
dependencies
e entry points
® assets
. . . I . o trust levels
T Threat modeling An approach to identify, quantify, and address the security risks associated « data flow diagrams

with a system .
Y e Categorize threats (attacker

goals) e.g. Spoofing

e Determine countermeasures
(e.g. security controls)

°etc.

Extension of Unified Modeling Language that allows to express security-

U UMLSec . . o " . -
relevant information within the diagrams in a system specification

Scanning for security issues using a combination of automated tools and
manual assessment techniques. The goal is to confirm the presence of a
vulnerability without actually exploiting it

Vulnerability
assessment
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Chapter 12

Challenges in Agile

Security Engineering:
A Case Study
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Ville Leppénen
University of Turku, Finland

ABSTRACT

This chapter describes a case of a large ICT service provider building a secure
identity management system for a government customer. Security concerns are a
guiding factor in the design of software-intensive products and services. They also
affect the processes of their development. In regulated environments, development
of products requires special security for the development processes, product release,
maintenance and hosting, and also require security-oriented management and
governance. Integrating the security engineering processes into an agile development
model is argued to have the effect of mitigating the agile methods’ intended benefits.
The project case was an effort of multi-team, multi-site, security engineering,
and development work, executed using the Scrum framework and regulated by
governmental security standards and guidelines. In this case research, the experiences
in combining security engineering with agile development are reported, challenges
discussed, and certain security enhancements to Scrum are proposed.
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1. INTRODUCTION

Security regulations are an important driver in various aspects of software development
and information systems and services. Even in the cases when formal security
standards or guidelines are not strictly required the drive for security still guides
the selection of design patterns and technological components, as well as the design
and development work. Increasing diversity in development methods, technology,
and the environments where the systems are used, have prompted organizations to
follow various security standards, as well as created the need to establish new ones to
guarantee adequate security assurance. In 2001, the government of Finland begun to
issue a set of security regulations, called VAHTT instructions'. Compliance with the
instructions is now mandatory for all government agencies and the regulation is also
applied to any information system and data connected to a VAHTI-classified system.

While the importance and use of security regulations has increased, the use of
lightweight software development processes and methods, i.e., agile development,
has become the de facto standard in the industry (VersionOne, 2016). While there
exists a series of suggested methods how to conduct security engineering activities
in an agile project (see e.g. Baca & Carlsson, 2011; Beznosov & Kruchten, 2004;
Fitzgerald, Stol & Sullivan, 2013; Ge, Paige, Polack & Brooke, 2007; Pietikédinen
& Roning, 2014; Rindell, Hyrynsalmi & Leppinen, 2015:1), the empiric evidence
is still largely anecdotal and the cases reported specific to an industry or a single
company. The study reported in this paper is exploratory, and thus the research, by
its nature, explorative. This study reports the experiences in agile development in
a security-regulated environment. The research objective (RO) is:

RO: Identify advantages, best practices and the possible disadvantages of using
agile software development methodologies in security engineering.

The results contribute to the on-going discussion by being a result of a deep
analysis of combining security engineering with an agile method in an industry setting.
Furthermore, the result of this study pave the way for further work deepening our
understanding on the benefits and drawbacks of using agile software development
methodologies in security sensitive development work.

In the case examined, a Scrum project was conducted with the objective of building
an IDM system for information systems compliant with the security regulations.
This included building a secure compliant server platform to host the IDM; the same
platform would be utilized also to host the client’s other information systems. Also
software development projects’ infrastructure would be hosted on the same platform,
although with certain (unrelated) dispensations from the client’s security regulations.
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The project was executed from 2014 t0 2015, spanning over 12 months. Depending
onthe tasks in each sprint, the team was splitinto two to three geographically dispersed
groups. The client, a government agency that initiated the building of the platform,
mandated the project to be managed by unmodified “textbook version” of Scrum.
This called for strict adherence to fixed-length sprints, well-communicated product
and sprint backlogs and daily progress monitoring by the Product Owner, and the
steering group watching over all the ongoing projects. The project was under strict
control of the Project Management Office, and schedules of related infrastructure
and software development projects were depending on the results of this project.
Compliance with the government regulation, VAHTI, was a central objective of
the project. In addition to VAHTI, the client agency had also their own additional
security demands, as well as recommendations from other government agencies, most
importantly the National Cyber Security Centre’s (NCSA-FI)? security instructions.
The server platform to be built was to be acceptable for use for all government
agencies, as well as private companies or organizations requiring similar level of
VAHTI compliance.

This paper presents how Scrum was applied for the security-related work required
inthe project, the challenges that were met, and how the project was overall conducted.
As observed, not all the objectives of using “pure” Scrum were not met; therefore,
suggestions are made to improve the efficiency of the development work by e.g.
introducing rudimentary security engineering extensions to the Scrum framework.
These extensions include a new role for a security developer. In addition, use of
specific security sprints and other security-oriented additions are suggested. We also
discuss how the introduction of the security engineering activities into the project
affect cost, efficiency and the conduct of the project.

Chapter 2 will present the related work and standards, as well as clarify the
motivation for the study. The Scrum process and some useful security augmentations
to it are presented in Chapter 3. This is followed by an explanation of the research
process, and the description of the case. In Chapter 6, an analysis is presented, and the
last two chapters conclude the study with discussion and proposals for future work.

2. BACKGROUND AND MOTIVATION

A software development process model depicts how development work is divided
into smaller parts and how those are managed. In addition, the method may define
different artefacts, tools, ceremonies and practices that should be used. Currently,
agile software development methods form the current state of the art in software
development projects, whereas the security standards regulating software development
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processes, such as ISO/IEC 21817 (2008) and ISO/IEC 27002 (2013) originate in
the time preceding the agile methods.

Based on the literature, the typical approach to agile security engineering is
to simply start using the methodology at hand without formal adjustments — the
observations made in this particular case follow this same pattern. In the literature,
notable exceptions of thorough and formal approach to security engineering are
described e.g. by Baca & Carlsson (2011) and Fitzgerald & al. (2013). There are even
well documented cases of attempts to achieve formal ISO/IEC capability maturity
level incorporating agile methods, such as Diaz, Garbajosa & Calvo-Manzano (2009).
Unfortunately, the findings and suggestions made in these studies were not directly
applicable in a project that was not strictly restricted to software development.

Instead, a more ad hoc approach was used by the project team of this case study.
In this approach, the security-related tasks are treated simply as any other items in
the backlog: the security requirements are converted to tasks, given story points,
and completed among the other items as best seen fit. In cases when security items
could notreasonably be time-boxed, because of the inherent uncertainties in the work
estimate — or the inexperience of the team — they were separated from the Scrum
sprint cycle and completed in non-time-boxed spikes. This was a common pattern
throughout the project, and a notable motivation to examine if the project could
have benefited from the “divide and conquer’ approach enforced by restricting the
tasks to the length of a sprint. Although technically spikes conform to the Scrum
methodology, this can also be seen as a partial abandonment of agile methods when
performing the crucial security tasks of the project.

While the ad hoc method may succeed in achieving “minimum viable security”
by complying with the formal requirements, it is hardly the most effective way to
achieve the goals, nor does it necessarily provide the best security assurance for
the product. Producing proper security assurance is possible with careful planning,
hindered by a lack of proper security requirement management and security task pre-
planning. Absence of these elements in the project management methodology tend
to lead to inefficiencies and consequently delays, as well as increased development
costs. Lack of proper security assurance may also increase the amount and severity
of the residual security risk during the software system’s life span.

Our argument is that by adjusting the Scrum methodology to better align with the
goals of security engineering, the security cost overhead can be reduced while the
security of the end product is enhanced, compared to traditional sequential security
engineering practices. This is achieved by incorporating the security processes into
Scrum activities, as opposed to treating them merely as items in the backlog, by
introducing new security-oriented roles into the development team. By incorporating
the security engineering activities into the development method, the full benefit of

290

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Challenges in Agile Security Engineering

incremental agile methods can be utilized to achieve better efficiency ratio and,
arguably, better software products.

The next subsections provide more information about the used governmental
security standard, VAHTI, and the use of Scrum methodology in development
projects requiring security standards compliance as well as the related work. Notable
similarities in the software security and safety regulations, and the ways they are
enforced, prompt a suggestion that similar methodologies are applicable to both
fields of requirement.

2.1. Related Work

To the best of the authors’ knowledge, this work is among the first empirical
explorations on an industrial setting where security engineering project has been
handled with an agile method. While, e.g., Bostrom et al. (2006) studied empirically on
the applicability of secure enhanced XP method, they used students in their controlled
experiments. However, due to the simulative nature of the student cases as well as
limitations and imbalance of students’ skills, the applicability and generalizability
of results are limited, at the best.

Despite the lack of empirical evidence, a series of different methods and
adaptions to the existing processes have been presented. In 2004, only a few years
after the agile manifesto, Wéyrynen et al. (2004) discussed on the applicability of
and needed improvements to XP development method to a security engineering
project. Kongsli (2011) presented an approach to integrate security mechanisms
into the agile methods. Chivers, Paige and Ge (2005) propose the use of iterative
security architecture for achieving agile security. They continued the work in Ge et
al (2007) by proposing security practices for XP.

While this research concentrates more on the overview of the issues faced in
a project including a considerable amount of security work, also more detailed
descriptions of security work have been created. Villamizar et al. (2018) have
conducted a systematic mapping of security requirements engineering in agile
development. They identify several approaches to meet these security requirements.
Among them are process adjustments, introducing new security-related artefacts
and guidelines to handle security issues — all of which were also observed in the
project reported in this article. Cruzes et al. (2017) provide detailed empiric reports
on security testing in agile development, suggesting further awareness on security
issues to improve the effectiveness and coverage of security testing. Morrison et
al. (2017) have studied how well development teams adhere to security procedures,
also measuring the security engineering based on the time spent on security during
development. Their findings are partially consistent with the observations in this
study, particularly on the strong negative experienced effect of security tooling and
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security reviews on the work schedule. Contrary to this, security documentation
of the technical stack was experienced positively in the study of Morrison et al.,
whereas our experience reports indicated a clearly negative impact of the extensive
documentation requirements.

Achieving software security is a goal separate from software security, although it
is achieved by very similar means. Kasauli et al. (2018) have conducted a mapping
study of agile development of safety-critical systems, listing also the challenges found
in industry projects. Their findings have a strong resemblance to our observations:
waterfall mindset, strong focus on documentation and reported lack of trust in agile
methods were all evident in our project as well; in practice, the waterfall mindset
resulted in abandonment of iterative workflow, a key component of agile methods,
in crucial project tasks. Heeager et al. (2018) have completed a systematic literature
review of agile development in safety-critical context. They identify four “problem
areas” in the research field: documentation, requirements, lifecycle and testing.
Although their focus is more on the quality assurance issues, the literature analysis
suggests that these areas are interdependent. In security, similarly to safety, the security
requirements do not change; however, if agile development models are abandoned
because of this, the quality improvement and other benefits of agile methods are lost
altogether, adversely affecting the implementation of requirements that do change.

Recent works by Othmane et al. (2014), Sonia, Singhal and Banati (2014) as well
as by Rindell, Hyrynsalmi, and Leppédnen (2015:2) have aimed to more complete
approach. For example, Rindell et al. (2015:2) presented an applied version of Scrum
method that fulfills the national security development requirements. Yet, their study
is also lacking an empirical evidence on the applicability of the presented method.
Thus, this study aims to explore a real-world industrial case in order to provide first
evidence on the actual applicability of agile methods in security engineering. In the
following, we will present Scrum and some of its security enhancements as it was
used by our case study team.

3. SECURITY-AUGMENTED SCRUM

Scrum is a generic agile framework, originally intended to manage software
development projects with small co-located teams. Scrum suggests that the product to
be completed is divided into smaller components, or features, based on the customer
requirements. These requirements are represented by user stories, which are then
translated into product features by the development team. Features are then further
divided into work packages or items, which are compiled into a product backlog.
Items in the product backlog are completed in an incremental and iterative manner
during short-term development sprints. The team, consisting of the Scrum Master,
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the Developers, and the Product Owner as customer’s representative, determines the
items to be completed during the next 2-4 weeks sprint, consisting of daily scrums.
After the sprint, the work is demonstrated, and optionally the team performs self-
assessment of the past sprint in a retrospect event.

In this representation, the Scrum process is augmented by three major extensions,
presented in Figure 1.

1.  The role of a security developer. The security developer, or developers, focus
on the security of the product, and typically create or review the documentation
required to pass the security audits.

2. Security assurance provided by creating security artefacts, mostly security-
related documentation. They consist of security training certificates required
from the project team, but most importantly the architecture documentation,
risk management plans, test plans, test reports, system’s log files and other
evidence required by the security auditor. The audits also produce reports,
which are part of the security assurance provided for the customer.

3. Anticipation of and planning for security-related tasks. To better illustrate this
aspect of security work, security engineering activities are presented as iterative
tasks in the sprint cycle in addition to the daily scrum. It should be noted that
not all sprints may have all the security tasks, and if the organization decides
to perform security-oriented security sprints, the daily scrum may entirely
consist of security activities.

Figure 1. Security-oriented Scrum process and roles
(adapted from Rindell, Hyrynsalmi & Leppdnen (2015:2).
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In a project using unmodified Scrum, such as the one used in this case, the
security testing, reviews and audits are viewed as normal stories in the sprint backlog
and executed as part of the daily scrum. In this view, the security tests and audits
are part of the product, as compliance with security standards and regulations is
mandatory during development time. The main shortcoming is the difficulty or
outright inability to estimate the amount of work involved in the security activities,
which merits for giving them special treatment. By emphasizing the importance and
special role of the security stories, compared to treating them as overhead and extra
burden, is prospected to produce better results with higher efficiency. In effect, this
will reduce the cost of the development work.

VAHTI is an open and free collection of the Finnish government’s security
guidelines, published on the Internet since 2001. The aim of this regulatory framework
is to promote and enforce organizational information security, risk management
and overall security competence of various government agencies, and harmonize
security practices throughout the organizations. As of spring 2016, the collection
comprises of 52 documents. The following VAHTI instructions were found to be
relevant for this project:

e  VAHTI 2/2009 “Provisions for ICT service interruptions and emergencies”,
VAHTI (2009:2)

e  VAHTI 2b/2012 “Requirements for ICT Contingency Planning”, VAHTI
(2012:2b)

e  VAHTI 3/2012 “Instructions for Technical Environment Security”, VAHTI
(2012:3)

Of these, only the document 2b/2012 is available in English. The other relevant
documents are made available in Finnish, and their English titles translated for the
purpose of this chapter. This also applies to much of the VAHTI terminology: official
English translations may not exist, may be inconsistent between documents or may
change over time. Even the name of VAHTI board itself has changed at least twice
after 2015, although the acronym remains unaltered.

In addition to the VAHTI requirements, the company responsible for building
the platform is audited for compliance with ISO/IEC standards 9001, 27001,
27002, and 21817, as well as its own extensive management framework, which it
makes available for its clients for review. The company has functions in the United
States, so also Sarbanes-Oxley (SOX) act applied. SOX is mostly concerned with
the financial elements of the project, but still affected the work load of the Scrum
Master by adding certain reporting responsibilities.

VAHTTI classifies the information systems into three security levels: basic,
increased and high. The server platform, where the IDM system was installed,
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was built for the increased security level. Information contained in the systems is
classified into levels from IV to [, level IV being the lowest. Information contained
in asystem audited for increased security level may contain clear-text information up
to level IIL. In this case, however, all data stored on the platform is always encrypted
despite the official classification level.

According to Hope, McGraw & Anton (2004), software security is an emergent
property, nota feature or set of features of the software. The term “security engineering’
used in this chapter comprises all security-related software engineering tasks within
a software-intensive product’s life cycle. In current standardization, these activities
are categorized into three main process areas: risk, engineering and assurance
processes, as presented in ISO/IEC 21817:

Security risk process assesses the risk and aims in minimizing it by assessing
threats and vulnerabilities, and the impact they have, producing risk information.

Security engineering process uses this information with other security-related
input to define security needs and provides solutions to fill them.

Security assurance process collects and produces evidence of security’s existence,
and aims in its verification and validation.

The ultimate goal of these processes is to identify and mitigate security threats,
and define the impact and actions to be taken when the residual or unrecognized
risk is realized: what will happen if, and when, the security becomes compromised.

In the Scrum development process both functional (business) requirements and
the non-functional (quality, architecture, environment) requirements are transformed
into a working software product. Security is typically classified as a non-functional
requirement: these are noted to receive lessened attention in the agile methods (seee.g.
Ramesh, Cao & Baskerville, 2010). However, in the case of regulated security, the
distinction between functional and non-functional requirements becomes irrelevant,
as incorporation of security requirements is an absolute acceptance criterion for
the product. The security requirements were given as strict list of processes to put
in place, functionality to implement and artefacts (security assurance) to produce.
These requirements were all evaluated, and assigned story points in a iteration
planning event; however, as shown in the case description (Chapter 5), this process
failed with certain types of security tasks, as they could not be fitted into the rigidly
time-boxed iterations. This happened at least partially because the security experts
were used to work in a more traditional way, and where the work units (tasks) are
considerably larger and, in this case, apparently indivisible. Despite not being part
of sprints, the performers of security-related items were still adhering to the Scrum
practices, and their work was monitored in daily meetings. In the team’s experience,
Scrum provided clear and consistent improvement to the security engineering work
also in this sense.
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4. RESEARCH PROCESS

This study follows a case study design method by Yin (2003), and a qualitative
research approach by Cresswell (2003). The research approach is exploratory as
there are only little empirical evidence prior this study, and acts as a research effort
towards revealing some of the mechanisms for future inquiries. For the study, a
development project utilizing agile methods in compliance with security regulations
or standards was sought out. VAHTI regulations, as a national security standard
in Finland, provided this context readily in Finland. In addition, a project either
already finished or near its ending was favored in order to provide quick access to
the challenges and solutions, and to a chance to evaluate the success of the model
used in the project. Finally, the selected case should be a representative candidate
as well as be able to produce rich information about the phenomenon under study.

In the project case an identity management and verification service was ordered
by a governmental client, who also required the use of VAHTTI security instructions;
also, their acquisition guidelines mandated use of Scrum, providing an ideal target
for research. The development work in the project was done by following a modified
version of Scrum software development method. As Scrum is currently one of the
most used development methods, the findings from this case study can be held
representative of industry practices.

The project was executed by a well-known software product development
and consultancy company in Finland. The company has a long history of and is
experienced on both agile methods as well as producing information systems for
the government. By the wish of the company, the client and the interviewees, all
participants to the project shall remain anonymous.

A post-implementation group interview for the key personnel of the selected
project was held. Semi-structured interview approach was used, where time was
given to the interviewees to elaborate their thoughts about the phenomenon under
study. The general questions concerned the scope and size of the project, amount
of the personnel involved, and the daily routines of the team.

Additionally, the security standards that were applied to the project were gathered.
The security mechanisms developed to implement the requirements were charted,
along with how they were presented to the client and auditors. Finally, the amount of
extra work caused by the security requirements was discussed and roughly estimated,
and the interviewees recounted their views of the lessons learned in the project.
The interview session also acted as a retrospective for the whole project, where the
participants were able to express their views of positive and negative aspects of the
project and the effect the security requirements had. The results of the interview
were then analyzed by the researchers and the key observations were emphasized.
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There were two interviewees: the Scrum Master and the head architect of
the project; the latter was also responsible for the design of the technical stack,
including the security features. In practice, the architect assumed a new role in the
implementation team dubbed security developer. Both of the interviewees were
essential to the project’s implementation, and the one most capable of providing
insight to the project background and its execution, as well as to evaluate its results
and level of success. The interviewees were also the only team members that
consistently participated in all of the sprints in the project, and were involved in the
project for its whole duration.

The questions posed before the interviewees were divided into three groups. First
three questions concerned the project background (Q1-Q3); following five questions
concentrated on the project process, security standards, and feedback on the Scrum
and security (Q4-Q8); and the final two questions canvassed the interviewees’ views
on the project results and success factors (Q9-Q10).

The questions asked in the interview were as follows:

Q1: Project subject and scope?

Q2: Project resources, budget, and duration?

Q3: Personnel locations, multi-site teams?

Q4: What VAHTI standards were followed?

QS: What other security standards and regulation were included?

Q6: Other restrictions (safety, privacy, agency specific regulations)?

Q7: What types of steps were taken to enforce them?

Q8: How was the security assurance verified (audited) and audit trail maintained?

Q9: Did the budget and schedule hold, and what was the amount of extra work
caused by security?

Q10: What were the lessons learned?

After the interview, some complementary questions were asked via emails to
confirm certain details, but otherwise the initial interview session was deemed
sufficient for the purpose of this study. Access to exact budget or workload figures, or
system logs or other technical documentation was not made available for research: the
security classification of the platform prevented using this data even for verification.
Instead, the interviewees relied on their personal experience and notes made during
the project, and provided best estimates on the matters in a general level accepted
for publication.
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5. CASE DESCRIPTION

The client agency required a VAHTI compliant IDM platform for their information
systems, and for users and system administration and management purposes. The
platform was to be built using off-the-shelf components, installed on common open
source operating systems, and deployed onto a large scalable array of virtual servers.
A similar IDM platform was built also to authenticate and manage the identities of
the administrators who manage other VAHTI compliant servers and services, and is
to be separately instantiated for regular office users as well based on the experience
and solutions gained in this project.

The IDM was deemed a critical service in respect of agency’s security, privacy
and business requirements. Whereas the agency had 650 internal users connecting
to 450 separate server-side computer systems, they also manage a sizable array of
contractors with up to 12,000 users. The building project was conducted at the same
time the server platform itself was being built, which added to the challenge in such
way that all the requirements of VAHTI were to be met by a novel implementation.

Nearly all the design and definition work was to be completed in this project. To
add to the challenge, the work was to be performed using Scrum, mainly to ensure
steering group’s visibility to the project’s progress, and to enable reacting to any
unexpected obstacles or hindrances met during the project execution. Unfortunately,
for the project team, the client also saw use of Scrum as a method to change the
project’s scope during its execution by adding items to the product backlog, or
removing them from there, which caused certain degree of confusion among the
team and forced it to abandon some work already completed. These aspects of Scrum
projects, however, are not a security issue but of a more generic field of project
management, and therefore are not further discussed.

The development work consists of distinct phases, which were completed during
one or more iterations:

1.  Definition: Synthesis of the requirements, component candidate selection,
risk assessment and analysis.

2.  Design: Architecture design, definition of interfaces, component hardening
plans.

3.  Development: Component research, modification (especially hardening the
operating systems and software), and installation.

4. Testing, Reviews, Audits and Acceptance: Security testing, external audits
and formal acceptance of the product to be a part of the agency’s system
portfolio. In effect, security assurance processes.

298

printed on 2/9/2023 12:25 PMvia . Al use subject to https://ww.ebsco.conl terns-of-use



EBSCChost -

Challenges in Agile Security Engineering

As there were no formal milestones preset at the beginning of the project, the
security gates, such as audits, were passed flexibly whenever each feature was
considered mature enough. This removed certain amount of unnecessary overhead,
as a traditional fixed milestone dates may call for the team to work overtime, which
may get costly due to pay compensations and cause delays to other projects due to
resource shortage.

5.1. Project Organization

The project involved an average of nine persons at any given time: Scrum Master,
dedicated Product Owner, Security Architect (who, during sprints, was completing
tasks in the role of a developer), and the developers split into their production teams
based on location and occupation.

The service provider in charge of the project is a devout follower of ITIL?, a
well-established and recognized set of industry standard best practices for IT service
management. As is typical for an ITIL-oriented organization, the infrastructure
production teams reside in their respective “silos”, with very little communication
with other teams. Production teams were divided by their specialization. The platform
teams involved in the project were “Storage and Backup”, “Server Hardware”,
“Windows Operating Systems”, “Linux Operating Systems”, “UNIX Operating
Systems”, “Databases” and “Networks”. The IDM application specialists came
from their own team, a separate unit within the corporation.

This Scrum project brought together the specialists from these various teams at
least for the daily 15-minute stand-up meeting — albeit most of the time virtually.
Due to teams’ multiple physically separated locations, the meetings were without
exception held as telephone conferences.

The developers participating to the project in its different phases were so diverse
that only the Scrum Master, security developer (i.e., the architect) and the Product
Owner participated in each sprint throughout the project. The developers were part
of a larger resource pool and drawn into the sprints or spikes in various phases of
the project whenever their expertise was required.

Much of the work related to VAHTI regulations was done in the planning phase:
itturned out that in addition to VAHTI, the client agency had compiled their own list
of requirements, which was based on VAHTI but had new security elements added
to the public requirements. The client viewed this to be necessary to compensate the
dropping the specific requirements for VAHTI compliant application development
(VAHTI, 2013:1) in the beginning of the project.
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The projectextended over a period of 12 months, from planning phase to accepted
delivery of final sprint. The amount of work was measured in story points, and the
average velocity of each sprint was 43 points. Divided with the average number
of the developers (9) and the length of the sprint (15 workdays) gives a rough
estimate of a story point equaling three workdays. As an overall measure, the story
points give an impression of the size of the tasks. This sort of conversion may not
be meaningful in general and outside of the scope of a single project, as the story
points are primarily used to compare the features (or stories) to each other within a
single project. For purposes of this study, the fact that largest single units of security
work, the hardenings, were not performed in sprints and therefore not measured in
story points, makes pinpointing the cost of security work much harder. In this case,
the interviewees’ estimates were the only source of the amount of workload, and
although trusted to be reliable, exact figures would have been preferred.

5.2. Project Execution

From the beginning, the team’s approach to the security tasks was pragmatic, although
in terms of Scrum, rudimentary: stories that were found difficult to time-box at
the time of their implementation were taken out of the sprint cycle and completed
as spikes. Prime examples of such tasks were operating system hardenings, a task
essential for the platform security: the project team allocated resources to these
tasks, and just ran them as long as the tasks took. This resulted in a project structure
presented in Figure 2, where there were major sidetracks to the main sprint cycle.
As tasks such as these were in the very core of the project goals, it would have been
beneficial to go through the trouble or even adjust the Scrum structure to better
accommodate these items.

The sprints are represented as the main story line. The parallel lines represent the
spikes that were executed outside the main sprint structure. Their results (deliverables)
were demonstrated at a sprint demo after the spike had run its course, although they
were executed independently without time-boxing. There were three distinct task
types outside the sprint structure:

Figure 2. Project structure and spikes.
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1. System hardenings, performed for each tier or environment of the system
under development: Development, Quality Assurance (QA), and Production
environments. The results obtained in the Development phase were not directly
usable for the upper environments, whereas the QA environment was built to
be production-like. As a result, the work done at QA phase was partly reusable
at Production phase. Despite the technical similarities, the ITIL-guided
maintenance models of these two environments were so great that the team
proceeded in executing the Production environment hardenings as a spike as
well.

2. Documentation was a ubiquitous process during the development. This
included risk management, technical architecture and technical component
documentation, test plans and reports. Documentation comprised most of the
security assurance. Complete list of VAHTI requirements for documentation are
presented in Appendix 3 of the VAHTI instruction 3/2012%. In this document,
there are 224 mandatory requirements listed for the increased security level
information systems. Almost all of these requirements call for some type of
written evidence to be verified and reviewed, although most of the documentation
artefacts are created in other than the development phase of the information
system’s life cycle.

3. Reviews and audit were performed based on the documentation and included
physical testing of implementation.

The demand for increased security (literally, the “increased level” on VAHTI
security classification) also stated how the systems were deployed: to maintain
audit trail, all changes to the production environment, including all server and
hardware installations during its buildup, were performed following ITIL processes.
These processes added extra levels of bureaucracy, and the team reported getting
acceptance from the Change Advisory Board (CAB) for all changes to be made in
the production environment had a very adverse effect on the deployment schedules.
Combined with the policy of role separation between developers and maintenance
personnel, this caused the building and installation of the production environment
to be document-driven, bureaucratic and slow. The policy of separating the roles
of developers and maintenance effectively prevents the DevOps type of continuous
delivery maintenance model, and would require e.g. a form of “continuous security”
model, such as presented by Fitzgerald & Stol (2014).

In this project, the continuous delivery model was used with the lower
environments, speeding the rate of delivery significantly. When building the production
environment, the flow of work assumed in previous sprints was disrupted, which
caused unnecessary slowness and cost overhead. Documentation necessary for the
maintenance personnel was to be created before the handover, and as such did not
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necessarily contain all the required information and details. Mandatory use of ITIL
processes when building the production environment was one of the main schedule
hindrances of the project according to the interviewees.

Depending on the items in the current sprint backlog, the team was divided in two
or three geographically separated locations during the whole length of the project.
The organizational separation of the developers resulted in situation, where even
the persons based on the same location did not necessarily sit near each other or
communicate with other team members directly. The central location for the project,
and the physical location of the server platform was Helsinki, Finland, but the team
members were divided on several sites. The Scrum Master performed most of her
duties remotely, without being in direct contact with the developers except rarely.
As usual in large ICT service companies, almost all developers were also involved
in other projects at the same time. The overall experience of the team was deemed
very high, although in infrastructure work the use of agile methods is not very
common, and is customer dependent at best. As per this fact, most personnel was
mostly inexperienced with Scrum, although they received basic Scrum training before
and during the project. Use of Scrum was reflected by the use of collaboration and
project management tools, mostimportantly Atlassian JIRA® specifically customized
for the agency’s use. The Scrum Master promoted and demanded the use of JIRA
as reflecting the work performed in daily sprints. The Product Owner’s most visible
role was following the project’s progress based on what team members reported
on this tool. In general, the team was reported to be happy or at least content with
Scrum, at least up until the production environment-building phase where ITIL
processes broke the team’s workflow.

The requirements called primarily for well-documented software quality and
component and process security. Most of the additional work was directly security
related, and creating its documentation. The platform also had strict and formal
requirements for availability and reliability. Outside the security domain, the main
source of regulation-related work was duplication of all infrastructure into the service
provider’s second data center. The data centers themselves, as well as the personnel
administering the system and its infrastructure were subject to meticulous security
screening. Proper level of access control was enforced, the server rooms’ CCTV
system extended to cover the new servers, and remote connection practices were
reviewed. All personnel involved with the client was to be security checked by the
national Finnish Security Intelligence Service®. Data itself must reside within the
country’s borders and even the infrastructure’s configuration data and work tickets
in the Configuration Management Database (CMDB) were to be made inaccessible
for personnel who are not security checked.
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Asaninfrastructure project, the main technical obstacle was securing the hardware,
operating systems, middleware and the application (the IDM system) against security
threats. The bulk of this work was performed by one of the interviewees, the security
developer. Hardening in this case covered analyzing and removal, or blocking, of
hardware and software features, and testing against the threats. The purpose is to
reduce the attack surface of the platform under construction and protect it from both
internal and external threats, as well as minimize the components where potential
future vulnerabilities may emerge.

On hardware level, hardening means controlling the network interfaces and the
surrounding local area network, routing and traffic rules. It also covers all hardware
maintenance interfaces, typically accessible through the network. On operating
system and software level, the operating system’s or software manufacturers, such as
Microsoft, provide their own hardening instructions, which were used as a baseline.
These were combined with the best practices of the consultant company’s own
experiences and policies, and the explicit instructions and requirements given by
the client organization. These included uninstalling a large number of modules and
services, disabling a number user accounts and policies, and enforcing a number
of others, and restricting access and privileges throughout the system. The same
principles were applied to each software component installed on the server platform.

By definition, all access rules and user validations had to be applied to the
infrastructure services provided for the server platform; these include software and
hardware patching, network access, malware protection, hardware and application
monitoring, and backups. The inherent uncertainty of security testing, together with
the inter-dependency of the components affected by the removal and alteration of
the services and restriction of rights made predictable time-boxing of these tasks
so unreliable that the team decided to execute them as spikes.

5.3. Cost of Security Work

The Scrum Master estimated that the extra work caused by the regulations was
approximately 25 to 50% of the project’s total workload and, in practice, the duration of
the project. As accurate billing information was not made available for the researchers,
this was accepted as the best estimate of the real cost of the security work. Most of
the overhead comprises from the documentation of the solutions. Security-related
documentation was created by all team members: project manager and the security
developer (architect) created most of the documentation, and the Product Owner
as the client’s representative made sure that the correct regulations were applied.
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Developers were burdened by creating appropriate level of security-oriented
technical documentation of all their work, especially related to operating system and
application hardening procedures. The hardening process itself lasted for four months,
presenting the largest tasks in the project. Changes to the production environment
were further complicated by ITIL’s requirement of strict Change Advisory Board
processing of each change that was made.

6. ANALYSIS

The research objective for this study is to identify best practices as well as hindrances
of using agile software development. This case provides a good view how unmodified
Scrum lent itself to a situation, where a large amount of regulations caused extra
work with uncertainties in work estimates. Due to these uncertainties, or the large
amount of presumably indivisible work included in some of these tasks, the team
was simply not able to fit certain features into the sprint structure. Additionally,
in contradiction to traditional security view, iterative and incremental approach to
development and building forced the project team, steering group and the client
to rethink how the product’s and its management’s security assurance was to be
provided. In a sequential waterfall model, the security deliverables and tasks were
tied into the predetermined milestones, without the flexibility provided by Scrum.
As presented in Figure 2, the project was in practice executed partly following a
“waterfall” model, yet without milestones fixed in advance; these waterfall processes
ran alongside the main project, and their deliverables were then included in the
project outcomes.

Based on the above, in the strictest sense the project organization failed utilizing
Scrum methodology to create the product, although the superficial requirements
were fulfilled — the client was mostly interested in progress reports and the timely
delivery of the complete and standard compliant product. The failures were partly
due to inflexibilities on both the company developing the system, and the client
demanding a formal and fixed approach to Scrum. Sprint planning for tasks, for
example, called for features to be completed during the sprint. When this was already
known to be extremely unlikely, these features were agreed to be performed as spikes.
In retrospect, this was most likely caused by the thinking that security features were
perceived as overhead and not actual features in the product, while in reality the
security features were essential to the product itself. The resulting implementation
model is partially waterfall-like.

Even without applying any formal modifications to Scrum, at least one of the
“secure Scrum” features, presented in Section 3 and
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Figure 1, was taken into use, as the project architect assumed the role of security
developer. In practice, most of the physical work triggered by security requirements
was done in spikes outside the sprints. When the work is done in a non-iterative
way, just letting them run along the project, the benefits of Scrum are lost. Based
on the project manager’s estimate of cost increase factor was 1.5-2x, caused by the
security features, and thus there exists a large saving potential in rearranging the
security work. Attempting a new approach and restructuring the work into iterations
isrecommendable in future projects. Initial spikes are acceptable, but in this case, the
team failed to utilize the experience gained from them, and continued to implement
similar security features as spikes even after the first one. This is represented in
Figure 2 by the OS hardening spikes H1, H2 and H3. During the spikes, there was
very little activity in the actual sprints, as also documentation was done as a spike.

The team defended their selected approach by stressing the inherent differences
in the physical environment and management practices of the development, quality
assurance and production environments, but also from the undertones of the
developer’s interview, it was perceivable that the attitude towards using Scrum in
this kind of project was negative to start with. Time-boxing the uncertain tasks to
three-week sprints, having to perform the demonstrations after each sprint, and other
Scrum routines were perceived to some degree as distractions from the main work.
This mentality seemed to affect some members of the team despite the personnel
was trained in the Scrum method and the tools necessary.

During the interview, the team was uniform on the key success factors of the
project. They emphasized the importance of document management, and very strict
requirement management. The amount of overlapping and sometimes outright
conflicting security requirements even within the VAHTI requirements increased
the Scrum Master’s workload substantially. Use of Scrum was deemed to have
overwhelmingly positive effect, by enabling faster reaction to changes in the
requirements and directness of the client feedback. In addition, the team praised
frequent sprint planning for the effect of keeping the team focused, especially in
contrast to the very long spikes run during the project. In retrospect, the team
regretted not utilizing the Product Owner more already in the beginning, as direct
channels to the client were viewed to be very valuable during the implementation.
Furthermore, the client’s key personnel were not always present at sprint demos,
which caused unnecessary questions and insecurity on the client’s side, despite the
features were already completed and already once comprehensively demonstrated.

The effect of Scrum to the efficiency of the work was estimated very positive.
The extra cost of the security was partly compensated by the fact that rigorous
testing and documentation of the technical solutions had also a positive impact on
the quality of the work, improving the system’s reliability and availability. It can
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also be argued that the cost of security work is lower when it is done proactively
rather than repairing an old system or trying to recover a breached one.

7. DISCUSSION
There are three key findings in this study:

e  First, an agile development method works in a security-regulated environment.
This study showed that is possible to develop a system with set governmental
security regulations by utilizing an agile method (Scrum). While the evidence
is based on a single case, when combined with other evidence it shows that the
oft-repeated belief of agile methods being unsuitable for security engineering
(cf. Rindell, Hyrynsalmi, and Leppédnen 2017) seems not to hold.

e  Second, Scrum as a method appears highly applicable for the software
security engineering projects. In this case, only little modifications were
needed to the method for meeting the security regulation restrictions. Yet, the
team constantly faced “surprises”, and were forced to adopt new techniques
and models in order to avoid pitfalls. While this is not a hoped approach, the
adoption to surprising changes is in the hearth of agile software development
methods and the Scum’s empirical software process improvement principle.

e  Third, the interviewees reported that required security routines and their
documentation took up to 25-50% of the project’s total budget. The time
reports were not made available for researchers, yet this was the estimate
given by the project manager.

This study has presented a case of building an infrastructure and setting up an
identity management software platform for a governmental client. The client agency
had a definitive set of security regulation and requirements: the VAHTI instructions.
In addition to the government requirements, the service provider contracted to build
the system was committed to several international ISO/IEC standards, as well as
to their own management frameworks. Additionally, the project management was
burdened with complex financial reporting tools and rules. Both the agency and
the service provider’s project management offices required employing the Scrum
methodology as the project management framework. The research was conducted
as post-project semi-structural interviews, and the information was gathered based
on interviewees’ experiences and personal notes of the project. The parties involved
are anonymized, and only publicly available information about the project and the
regulations involved was to be disclosed.
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Scrum was initially applied inits standard form, with no formal security extensions.
Security engineering activities were integrated into the product backlog, and
performed within sprints whenever possible. During the project, the team adapted
to the security work by creating a de facto security developer role, and many of
the security engineering tasks ended to be performed outside of the regular sprint
structure. Typically, security assurance is based on evidence gained through security
testing, which also in this case had an adverse effect on the team’s ability to schedule
and time-box the items that were subject to these tests; these were performed as
spikes instead. The same technique was also applied to documentation, which was
performed outside the main sprints, and audits and reviews, which were separately
scheduled one-time tasks. The results of these spikes were still presented in sprint
demos among the other artefacts and results. The reported issues at product deployment
in production environment prompt for developing and applying a delivery model
that provides the required security assurance without the interruption to iterative
development.

The team viewed the use of Scrum as a positive factor to project cost and quality,
although arguably Scrum was not utilized to the maximum extent: important parts
of the work were done in spikes outside of the main sprint flow, without attempts to
utilize the experience gained from them to time-box the future tasks. This was seen
to benefit the project, although an iterative and more exploratory approach to those
tasks might have proved more benefits in the long term, and it is still a possibility
that the experience gained in this project can be utilized in similar future projects.
The project team still regarded the security engineering activities and providing the
required security assurance to compose a significant amount of extra work: at final
stages, the workload effectively doubled. The initial approach in this project was
more or less an unmodified textbook example of the Scrum method, but the team
applied naturally certain security extensions. Conducting weekly product backlog
refinement sessions was deemed essential for the project’s success.

This project was a model case of two large entities that have decided to fit their
organizations to work according to an agile framework. The nature of work itself has
not changed, although the introduction of growing amount of security engineering
and increasing regulation put an additional strain on the project’s requirement
management. Agile methods have inherent preference to produce working solutions
instead of spending time documenting them; in contradiction to this goal, the
documentation of the solutions is a key deliverable in the field of security. Scrum
will continue to be used by both organizations. As the team’s experience grows, we
also expect the cost of the secure systems development to drop, while their quality
and security gets better.
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Based on the experiences gained in this case, Scrum has shown the potential
to be suitable for security-oriented development work. With certain additions
and modifications, it can be used to provide the security assurance required by
the regulators in the ICT and software industry. Especially when applied by an
organization capable to adjust itself to fully utilize the flexibility of incremental
agile frameworks, instead of partially reverting to sequential mode of operations. We
are yet to observe a pure agile project where security standards are in a central role:
truly integrating security engineering processes and security assurance activities
without losing the agile values and benefits gained by the use of those methods is
still a work in progress.

Naturally, this study has its limitations. First, the analysis is based on a single
case and overgeneralization of the results should be avoided. As study is by its
design explorative, restricting to a single case is understandable. However, further
work are needed to verify the results with new cases. Furthermore, case studies
should be extended to cover also other agile methodologies used in software security
engineering than Scrum. While Scrum is among the most popular development
methods nowadays, it still present only a handful of different methods, tools and
techniques developed inside the agile community.

Second, due to the nature of the project, non-disclosure agreements and security
classifications, the researchers could not access the project documentation and verify
the project team’s interpretations. Thus, no proper data triangulation with written
documentation could have been done.

Third, the study presents a case where software security engineering succeeded well
with a selected agile method. However, as the project faced only small disturbances
that were able overcome with simple modifications, complete view on the methods
suitability for complex security project cannot be assessed. A comparative study
with, e.g., student teams handling a complex security project with agile, as well as
traditional method will reveal more insights into this issue.

Finally, this study opens further avenues for research. Our study reported that the
development team and manager estimated that almost half of the project’s budget
was spent on the security related tasks. Regardless of the exact amount, this finding
calls for further development work on revealing the real cost of security as well as
methods and tools to reduce time spent on security issues.

In addition, while Scrum was shown to cope with security development, it is
clearly not perfect fit for the work. Thus, future work should be focused on developing,
testing and validating tools, techniques and models to extend Scrum or other methods
to be more suitable for security development projects.
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8. CONCLUSION

This chapter presented an exploratory case study on a security development project
regarding a governmental information system with strictly regulations. The aim was
to explore whether agile was a successful approach for the development work or
not. The result shows that agile development, performed using the Scrum method,
is suitable also for security engineering work. While drawing too far-reaching
conclusions from a single case study would be ill advised, this case still clearly
contradicts the criticism against agile methods’ suitability for security engineering.
Among the key factors to success were Scum’s iterative approach, enhancing the
management of client’s strict security requirements. Use of Scrum processes, artifacts
and roles also improved communication both within the team and towards the client.

In contrast, the observations also reveal certain negative issues in the Scrum
method, and the way agile values and principles are affecting the security development.
The findings of this study suggest the requirement for new tools, techniques and
models to solve the challenges and alleviate the issues in agile software security
engineering. The solutions include security training for all the project participants,
improved mechanisms to manage security requirements, and techniques to the
security tasks into iterative process.
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