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The main purpose of this chapter is to analyze the relationship between internal and external audit and
its effect on external audit fees, through a questionnaire addressed to the external auditors of Portugal
and Spain. It obtained 131 answers for Portugal and 149 answers for Spain. According to the results,
the competencies and characteristics of internal auditors, as well as the type of activities performed by
them and the communication between internal and external auditors, have a significant influence on the
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The purpose of this chapter is to analyze the effect that corporate governance measures have in external
audit fees in two countries where this matter is not much developed: Portugal and Spain. The analysis
includes a sample of 39 listed companies on the Portuguese Stock Exchange and 104 listed companies on
the Spanish Stock Exchanges for the years 2013 to 2015 using an OLS regression model. For the Spanish
sample, the results show that the capital hold by the Board of Directors influence negatively external
audit fees. The results are in accordance with the supplier perspective which states that better corporate
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governance practices decrease the control risk and, consequently, audit fees. On the other hand, the Board
of Directors’ diligence also affected external audit fees but positively, that is, the greater the number of
meetings the greater the demand for an audit with quality which result in higher fees charged (demand
perspective). For the Portuguese sample it can be observed that corporate governance characteristics do
not affect external audit fees.
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The audit expectation gap (AEG) is present in society and, while there, will encourage discrediting
the auditors. Given the seriousness of this situation, several solutions have been pointed out, one of
which is to promote audit education. The aim of this chapter is to verify if adult education, taught at
the Polytechnic Institute of Cavado and Ave (IPCA), reduces the AEG, considering the perceptions of
its students about the role assigned to the auditors and the degree of success of the auditors in certain
situations. The application of a questionnaire allowed to conclude that, as the literature review showed,
audit education changes the perceptions of IPCA students about the role and degree of success of the
auditors, generally reducing the AEG.
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Based on the premise that the quality of the audit is related to the quality of the financial reporting, the
purpose of this chapter is to verify if the audit is a determining factor in derivative financial instruments
disclosures. However, the academic literature has revealed that audit quality is influenced by a number
of factors, such as gender, experience, and auditor’s fees, as well as the type of audit firm (Big4 or
not Big4). In order to achieve the proposed objective, a disclosure index was prepared, based on the
requirements of the International Accounting Standards Board (IASB), applied to companies listed on
Euronext Lisbon, excluding the sports corporations. The results revealed that the level of disclosure is
influenced by the size of the audited company and by the auditor’s gender, being greater in the larger
companies and in the companies audited by a male auditor.
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Alcina Sena Portugal Dias, Instituto Politécnico do Porto, Portugal
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Standards are applicable to any kind of activity and could be defined, in a general way, as an activity
aiming to apply an ordered system to repetitive functions that take place in the context of industry,
technology, science, and economy. Auditing is deeply connected to the implementation of any standard,
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and this chapter aims to do its connection. Standardization can stimulate international comparability
eliminating obstacles arising from some different national practices in accounting and in auditing using
IFRS and ISA, in risk analysis using ERM or ISO 31000, in people’s safety, in the product or in the
environment. A case study about ISO 31000 in a municipality where IFRS and ISA are followed and ISO
9001, 14001, 18000 are a reality will frame this issue. ISO 26000 about corporate social responsibility
will be the new future challenge.

Section 2
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Chapter 6

An Overview on Mobile Cloud Computing: Impact on the Auditing Process .........ccceevveercveereneennne. 120
Carlos Santos, University of Aveiro, Portugal
Helena Indcio, University of Aveiro, Portugal
Rui Pedro Marques, University of Aveiro, Portugal & University of Minho, Portugal

Mobile cloud computing is a concept that has been gaining popularity, resulting from the synergistic
integration of cloud computing and mobile computing with the goal of minimizing some of the limitations
inherent in mobile computing (bandwidth, storage, autonomy, etc.) and giving greater plasticity to the
services of the cloud computing providers. This new paradigm of computation has similar limitations
to those associated with the paradigms that are at its origin. Therefore, it is essential that the research
carried out in this area is concerned about understanding its impact on audit processes, which aim to
verify and evaluate the mechanisms of the internal control system implemented to minimize threats to
integrity, confidentiality, and availability of the information assets (data and/or information) stored on
these platforms. Based on a literature review, this chapter aims to list a set of challenges associated with
the adoption of mobile cloud computing within the scope of organizational auditing.

Chapter 7
The Transformation of Auditing From Traditional to Continuous Auditing in the Era of Big

Adem Cabuk, Uludag University, Turkey
Alp Aytag, Uludag University, Turkey

Massive usage of internet and digital devices make it easier accessing the desired information. In the
past, auditing was a periodic, reactive approach, but this must change. Today, volume, velocity, variety,
veracity, and value of the information, which are the main criteria of big data, are crucial. Decision
makers demand timely, true, and reliable information. This need has affected every sector including
auditing. For this reason, the continuous auditing system comes to debate in the big data era. The main
aim of this chapter is to shed light on how traditional auditing transformed into the continuous auditing
and where big data stands in this transformation. It is concluded that even though many obstacles arise,
continuous auditing systems and harvesting big data benefits are crucial to gain a competitive advantage.
Also, using big data analytics and continuous auditing system together, management and shareholders
gain detailed information about the company’s present situation and future direction.
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Organizations face a challenge on the emerging technology-enabled businesses to prevent fraud and
mitigate risks. Information technology (IT) advancements also provided the possibility of ongoing risk
assessment and ongoing control assessment on the growing data volume in the digital age. Although
organizations perceive the benefits of continuous auditing (CA) and continuous monitoring (CM), its
adoptionislow. Some barriers limit CA and CM adoption along with common challenges that organizations
must face during implementation. This chapter provides a systematic literature review to promote CA
and CM by presenting the main challenges in implementations and general guidance to overcome the
identified challenges.

Chapter 9
Emerging Auditing Perspectives in the Age of the Fourth Industrial Revolution .............ccccceceenenne. 172
Mahmut Sami Ozturk, Suleyman Demirel University, Turkey

The purpose of this chapter is to investigate the role of audit activities and auditors in Industry 4.0. The
preferred methodological approach in the study is a general analysis of auditing in Industry 4.0 in the
form of a literature review. According to the purpose of the study, the effect and role of auditing big
data, the internet of things, the cloud, artificial intelligence, and other components in Industry 4.0 are
investigated. Furthermore, auditing activities that can be implemented in Industry 4.0 are presented as
suggestions in the study. The study explains the role of auditing as a whole in Industry 4.0 as a consequence
of examining audit activities for each component in Industry 4.0.

Chapter 10
Open Source Software in Financial AUItING ..........cooviiiriieriiieniiieeiie ettt s 188
Téania Correia, Instituto Politécnico de Coimbra, Portugal
Isabel Pedrosa, Instituto Politécnico de Coimbra, Portugal & Instituto Universitdrio de
Lisboa, Portugal
Carlos J. Costa, Universidade de Lisboa, Portugal

The auditing software is an essential tool to the auditor, being a mechanism that helps to achieve auditing
goals to obtain efficiency, quality, and to increase reliability on data analysis and evidence collection.
The auditing software can be proprietary software or free and open source software. The purpose of this
chapter is to understand which factors affect open source software adoption. To achieve these goals, a
survey aimed at financial auditors was carried through, and 64 complete answers were collected. Results
indicate that the most used software is the proprietary software and that 43% of the respondents belong
to the first stage of open source software assimilation. Additionally, it was verified that the external
environment is the macro factor, which positively affects the adoption of open source software in auditing.
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One of the objectives of supreme audit institutions (SAls) is to promote transparency and accountability
of the public sector entities. But, at the same time, SAIs must improve their own transparency and
accountability. The use of information and communication technologies plays an essential role in making
this disclosure. The International Organization of the Supreme Audit Institution INTOSAI) recognizes
that communication is a strategic factor of SAIs. Studies have analyzed information dissemination
practices carried out in developed countries. However, SAIs elsewhere, such as the Latin American and
Caribbean, have not been the object of research. This chapter analyzes whether these SAls are using the
internet as a means to enhance transparency and interaction with stakeholders. The results indicate that,
although in general the institutions analyzed publish the information required by INTOSALI, there is still
ample room for improvement, especially regarding interaction with their stakeholders.

Section 3
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Chapter 12

To Monitor and Detect Suspicious Transactions in a Financial Transaction System Through

Database Forensic Audit and Rule-Based Outlier Detection Model ............ccoceeiiiiiiiiiniiiniieiieee 224
Harmeet Kaur Khanuja, Marathwada Mitra Mandal’s College of Engineering, India
Dattatraya Adane, Shri Ramdeobaba College of Engineering and Management, India

The objective of this chapter is to monitor database transactions and provide information accountability
to databases. It provides a methodology to retrieve and standardize different audit logs in a uniform XML
format which are extracted from different databases. The financial transactions obtained through audit logs
are then analyzed with database forensic audit. The transactions are examined, detected, and classified
as per regulations and well-defined RBI antimony laundering rules to obtain outliers and suspicious
transactions within audit logs. Bayesian network is used in this research to represent rule-based outlier
detection model which identifies the risk level of the suspicious transactions.

Chapter 13
Forensic Auditing Tools in Detecting Financial Statements’ Irregularities: Benford’s Law and
Beneish Model in the Case Of TOSNIDA ..........cooovuvviiiiiiiieie e e 256
Radiah Othman, Massey University, New Zealand
Rashid Ameer, IPU New Zealand Tertiary Institute, New Zealand
Fawzi Laswad, Massey University, New Zealand

This chapter illustrates a three-stage analytical procedure to examine and detect the likelihood of financial
statements manipulation and identify the accounts that were manipulated by Toshiba. It applies the
Beneish model and Benford’s law to Toshiba’s balance sheet and income statement from 2002 to 2016.
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The results show significant deviation from Benford’s law in the pre-fraud period in equity, long-term
receivables and property, plant and equipment, long-term liabilities, and in the post-fraud period in the
long-term liabilities, equity, long-term receivables, and total current assets. The results provide evidence
of the usefulness of Beneish and Benford law as forensic auditing tools for detecting financial statements’
irregularities and fraud that would be useful for the audit planning and sampling procedures.

Chapter 14

Internal Control System in COOPErative SOCIELY........ccterierierierieiierte ettt ettt ettt 276
Norfaizah Manjah, Akademi Suruhanjaya Koperasi Malaysia (MCSC), Malaysia
Radiah Othman, Massey University, New Zealand
Haslinda Yusoff, Universiti Teknologi MARA, Malaysia

The increasing number of recent fraud cases involving the board of directors and top management in
cooperative societies has raised concerns about the effectiveness of internal control systems (ICS) in these
organizations. This chapter aims to examine the relationship between the effectiveness of the ICS and the
likelihood of fraud occurrence by focusing on the control environment, risk assessment, and monitoring
activities of cooperative societies in Malaysia. The results showed that the effectiveness of the control
environment, risk assessment, and monitoring had no significant relationship with the likelihood of fraud
occurrence in these organizations. However, this does not necessarily mean that the fraud risk is not an
emerging issue. The study proposes that the internal auditors and audit committee oversee a pro-active
fraud prevention check-up, as suggested by the Association of Certified Fraud Examiners (ACFE), which
is to be implemented in co-operative societies to assess how vulnerable the organizations are to fraud.

Chapter 15

Internal Audit Structure and Fraud Risk Assessment From a Regulatory Perspective: An Insight

Into the Turkish Financial SErvices SECLOT ........cocuiiiuiiiiiiiiiiiiiieeie ettt 302
Lale Aslan, Istanbul Yeni Yuzyil University, Turkey

This chapter aims to depict the role of internal audit in Turkish capital markets by comparing the internal
audit structure and its role in detecting fraud in financial institutions and developing a framework for
assessing fraud risk in intermediary institutions. The newly constructed regulations concerning banks,
intermediary institutions, and portfolio management companies are compared to a global benchmark
by using a conceptual and descriptive approach. According to the results of this comparison, it is clear
that Turkish legislation needs to be improved in critical areas. “Integrity” should be incorporated as a
founding concept of the internal audit function. Certification of internal auditors needs to be encouraged,
and internal audit standards need to be adapted. As a result, a fraud risk assessment template influenced
by the new regulatory framework is developed for intermediary institutions.

Chapter 16

External vs. Internal Auditors in Prevention and Detection of Fraud: The Perception of

POrtuguese TaX AUITOIS . ...uveeiieeiiieriieecieestieerteeste e st e steesteeeeeeeseeeessseesssaessseesnseeesasasseessseessseennses 333
Rui Robalo, School of Management and Technology of Santarém, Portugal
Sérgio Antunes da Silva, Portuguese Tax and Customs Authority, Portugal

This chapter aims to analyze, from the perspective of tax inspectors, what appreciation these tax auditors
have to the collaboration between external and internal auditors for the prevention and detection of fraud
in organizations. The investigation, based on the opinion of 142 Portuguese tax inspectors, reveals that
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tax inspectors attach a greater importance to the absence of barriers of communication between external
and internal auditors, to the indications of the external to the internal auditors, on situations enhancing
risk, and to the fact that, in dubious situations, the internal auditors must listen the opinion of the external
auditors. In turn, tax inspectors value less the consideration of the external auditors in the work developed
by the internal auditors, the frequency of meetings between the external and internal auditors, and the
confidence of the external auditors in the technical work quality of the internal auditors. Despite the
consistency of these results, the present study has allowed us to detect some differences between the tax
inspectors surveyed.
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Preface

ABOUT THE SUBJECT

Auditing is constantly and quickly changing due to the regulatory harmonization, the continuous evo-
lution of information and communication technologies, and other issues, which means that it needs to
adapt accordingly. In this context, if these issues are not adequately addressed by auditing, there will be
a decrease in the auditing effectiveness and efficiency, leading to a greater dissatisfaction among users,
and therefore contributing to the increase in the audit expectation gap. Thus, there are several auditing
challenges to be addressed: the standards to be applied; the auditing process and report; the respective
techniques, tools and procedures used; the control mechanisms; the monitoring; among others.

In the last decade we have been witnessing a major concern regarding auditing, in particular in
what regards the confidence of the capital markets. In addition, organizations, such as IFAC, have been
requesting studies from academics to assess certain changes that need to be made to standards, as was
the case of the latest amendments to the content of the report that came into force from 2016. Hence, it
is crucial for academics to discuss the various challenges that auditing is facing, providing appropriate
ways to ensure auditing efficiency and quality.

This publication intends to gather investigations and empirical researches on the challenges and de-
velopments in the auditing field to ensure the auditing quality despite the continuous changes on IT and
market requirements (supervisors, shareholders, stakeholders, among others). Furthermore, this publica-
tion also intends to fill a gap in the areas related to the use of information technologies and systems to
support auditing, to the internal control and to fraud detection.

The editors realize that a specific and rigorous publication is needed to make known the outcomes of
several researches and innovative practical cases developed in these areas, whether they are theoretical
chapters, empirical works, case studies or literature reviews. The impacts of the information systems
and the technologies which support them on the disclosure of the organizations’ financial statements
have increasingly been felt, particularly regarding the publicly listed organizations, as the stakeholders
should always have information properly assessed and validated in real time. The use of information
systems on auditing and the assurance services are research areas whose goal is to evaluate and validate
the control mechanisms, providing effective management of the risk associated to the organizational
transactions, mitigating the risk and assigning a more reliable and accurate character to the execution of
business transactions and processes.
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Preface

OBJECTIVES

The editors hope that this book may contribute to discuss auditing challenges, to identify opportunities
and to present solutions and case studies. By doing so, we believe that this discussion is important and
has an impact on the academic world, on supervisors, and on other professionals, as all of them expect
that auditing may provide increasingly quality service and business compliance.

Furthermore, it may contribute to the leverage of the use of information technology and systems on
auditing and the assurance services as crucial areas so that the financial statements of organizations can
be disclosed with guarantee of accuracy and transparency (accountability).

In addition, the editors believe that the book may be useful for academics, researchers and practitio-
ners, especially those to whom the issues of auditing in general may concern, including those who have
interest in information systems applied to this area. Moreover, it intends to get the attention of higher
education students who are studying these topics. Also, it may be an outstanding publication to internal
and external auditors, assurance providers, as well as managers and risk managers, and other profes-
sionals with interest in this subject.

This book aims to achieve the following main objectives:

e Discuss and disseminate recent audit development, being useful to entities, regulators and
researchers;

e  Review the auditing processes in view of enhancing quality and benefiting from information
technologies;

e  Analyze and discuss the new information technologies issues and their effects on the auditing
processes in order to help the auditing professionals to be aware of their risks and advantages;

e  Disseminate methodologies that would allow entities to implement practices to prevent and detect
fraud;

ORGANIZATION OF THE BOOK
This book is made up of sixteen chapters, divided into three sections, as follows:

e  Section 1, “Audit function,” is composed of five chapters on various aspects that influence the
audit function, namely the relationship between internal and external auditing, corporate gover-
nance, audit expectation gap, and the auditor’s role in disclosure.

e  Section 2, “Impact of Technological Development on the Audit Function,” is composed of six
chapters that discuss different news issues related to information technologies that have an impact
on the audit function.

e  Section 3, “Fraud and Forensic Audit,” is the last five chapters that are related to fraud and pre-
senting different approaches to detect and prevent it.

Each section is divided as follows.
Section 1:

xviii
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Chapter 1: The Influence of Internal Audit on External Audit: Evidence From Portugal and
Spain: The main purpose of this study is to analyze the relationship between internal and external
audit and its effect on external audit fees, through a questionnaire addressed to the external audi-
tors in Portugal and Spain.

Chapter 2: Corporate Governance Characteristics and Audit Fees: Evidence From Portugal
and Spain: The purpose of this paper is to analyze the effect that corporate governance measures
have on external audit fees in two countries where this matter is not very developed: Portugal and
Spain.

Chapter 3: Audit Education in the Polytechnic Institute of Cavado and Ave and the Audit
Expectation Gap: The aim of this chapter is to verify whether adult education, at the Polytechnic
Institute of Cévado and Ave (IPCA), reduces the audit expectation gap, considering the percep-
tions of its students about the role assigned to auditors and their degree of success in certain
situations.

Chapter 4: The Auditor as a Determining Factor on Derivative Financial Instrument
Disclosures: Based on the premise that the quality of the audit is related to the quality of the fi-
nancial reporting, the purpose of this chapter is to verify whether the audit is a determining factor
in derivative financial instruments disclosures.

Chapter 5: ISO Standards and Audit: A Case Study About ISO 31000: Auditing is deeply
connected to the implementation of any standard and this paper aims to do its connection exem-
plifying with a ISO 31000 case study in a municipality.

Section 2:

Chapter 6: An Overview on Mobile Cloud Computing: Impact on the Auditing Process:
Based on a literature review, this chapter aims to list a set of challenges associated with the adop-
tion of mobile cloud computing within the scope of organizational auditing.

Chapter 7: The Transformation of Auditing From Traditional to Continuous Auditing in the
Era of Big Data: The main aim of this chapter is to shed light on how traditional auditing turned
into the continuous auditing and on the positioning of big data in this transformation.

Chapter 8: Addressing Continuous Auditing Challenges in the Digital Age: A Literature
Review: This study provides a systematic literature review to promote continuous auditing and
continuous monitoring by presenting the main challenges in implementations and general guid-
ance to overcome the identified challenges.

Chapter 9: Emerging Auditing Perspectives in the Age of the Fourth Industrial Revolution:
The purpose of this study is to investigate the role of audit activities and auditors in Industry 4.0
based on a literature review.

Chapter 10: Open Source Software in Financial Auditing: The purpose of this chapter is to
understand which factors affect open source software adoption.

Chapter 11: Transparency in Latin American and Caribbean Supreme Auditing Institutions:
This chapter analyzes whether Latin American and Caribbean Supreme Auditing Institutions are
using the Internet as a means to enhance transparency and interaction with stakeholders.

Xix
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Section 3:

e  Chapter 12: To Monitor and Detect Suspicious Transactions in a Financial Transaction
System Through Database Forensic Audit and Rule-Based Outlier Detection Model: The
objective of this research work is to monitor database transactions and provide information ac-
countability to databases.

e  Chapter 13: Forensic Auditing Tools in Detecting Financial Statements’ Irregularities:
Benford’s Law and Beneish Model in the Case of Toshiba: This chapter illustrates a three-stage
analytical procedure to examine and detect the likelihood of financial statements manipulation and
to identify the accounts that were manipulated by Toshiba.

e  Chapter 14: Internal Control System in Cooperative Society: This study aims to examine
the relationship between the effectiveness of internal control systems and the likelihood of fraud
occurrence by focusing on the control environment, risk assessment and monitoring activities of
co-operative societies in Malaysia.

e  Chapter 15: Internal Audit Structure and Fraud Risk Assessment from a Regulatory
Perspective: An Insight Into Turkish Financial Services Sector: This chapter aims to depict
the role of internal audit in Turkish capital markets by comparing the internal audit structure and
its role in detecting fraud in financial institutions and developing a framework for assessing fraud
risk in intermediary institutions.

e  Chapter 16: External vs. Internal Auditors in Prevention and Detection of Fraud: The
Perception of Portuguese Tax Auditors: This study aims to analyze, from the perspective of
tax inspectors, the appreciation of the collaboration between external and internal auditors for the
prevention and detection of fraud in organizations.
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ABSTRACT

The main purpose of this chapter is to analyze the relationship between internal and external audit and
its effect on external audit fees, through a questionnaire addressed to the external auditors of Portugal
and Spain. It obtained 131 answers for Portugal and 149 answers for Spain. According to the results,
the competencies and characteristics of internal auditors, as well as the type of activities performed by
them and the communication between internal and external auditors, have a significant influence on the
decision of using the internal audit work. However, the Portuguese external auditors do not consider
this influence to be so significant that it affects the number of substantive tests, the quality of external
audit, and external audit fees. However, for Spanish auditors using internal audits decreases the planned
hours, the number of control and substantive tests, and improves external audit quality, but does not
reflect in the fees to be charged to the client.
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The Influence of Internal Audit on External Audit

INTRODUCTION

Internal audit carries out important functions within an organization, ranging from the verification of
control procedures to the evaluation of subjects related to external audit. The work developed by the
internal audit can be used by the external audit since the well-defined interface between internal and
external audits ensures a better coverage of the audit universe, improves the risk oriented focus of audited
activities, avoids redundant audit activities and saves costs (European Confederation of Institutes of
Internal Audit, 2007). External auditors must, however, make an appropriate assessment of the internal
audit’ work to enable them to decide whether or not to use that work and, if they choose to do so, also
define the level of confidence to be placed in that work, thereby preserving their independence. In ac-
cordance with this, The International Standard Audit 610, §11, establishes that in order to be able to
use the work performed by internal auditors, external auditors must evaluate it and perform procedures
with the purpose of determining their level of adequacy.

Internal and external auditors have different strengths that combine to increase the effectiveness of
external audit (Wood, 2004). The combination of these two types of audits may, in fact, allow an improve-
ment in the effectiveness of external audit, although it is necessary that the external auditor perceive
(after appropriate evaluations) that the internal audit’s department is credible, competent, objective,
properly qualified and that there is a good coordination between external and internal auditors, which
is not always easy.

In this context, the main purpose of this study is to analyze the relationship between internal and
external audit, identifying the characteristics that the external auditors consider more relevant in the
decision of using the internal audit” work. It is also important to verify whether the use of internal audit
affects the performance of the external auditor with respect to the time spent, the number of tests ap-
plied, the quality and, consequently, the cost of external audit. Hence, it was prepared a questionnaire
for the external auditors of Peninsula Iberian. The relation between internal and external audit has not
been much developed in Portugal and Spain and considering that these two countries have a strongly
related economic and cultural history, thereby it is relevant and interesting to analyze these countries
and verify if the external auditors have different perceptions.

This study is organized as follows. Section two presents the literature review and formulates research
hypotheses. The third section presents the methodology, describing the sample, the models and variables.
In the fourth section the results are presented and analyzed. Finally, conclusions, limitations and sug-
gestions for future research are presented.

LITERATURE REVIEW AND RESEARCH HYPOTHESES
Activities Developed by Internal Audit

The type of activities developed by internal audit is an important issue in the decision and extension
of the use of its work, since there are matters that become more important than others for the work of
external auditors.

By analyzing the Hong Kong’ market, Ho and Hutchinson (2010) found that the reliance that external
auditors place on the work of internal audit is related to the time that internal audit spends on activities
that decrease the risk of material misstatement on financial statements and the gathering of evidence

2
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by the external auditors. The authors found that the effort spent by internal auditors on the analysis of
financial statements and on matters related to external audit, system development and maintenance, fraud
investigation, operational efficiency and effectiveness review including internal controls decrease the
effort of external auditors during the audit and, consequently, their fees. In turn, Pestrascu and Tieanu
(2014) demonstrated the benefits of internal audit’ fight against fraud, and Goodwin and Seow (2002)
found that external audit preferably uses internal audit as a mechanism for detecting weaknesses in
procedures for controlling and preventing fraud.
In this context, the following research hypothesis was formulated:

H,: The type of activities developed by internal audit influences the use of internal audit’ work by ex-
ternal auditors.

Internal Audit’ Characteristics

Several characteristics have been discussed in the literature as essential in the decision of the level of
confidence that the external audit places on internal audit’ work, particularly the competence, size,
objectivity, and due professional care of internal audit.

Internal Audit’ Competency and Size

The skills and qualifications of internal auditors make their work reliable. The more competent and quali-
fied the internal auditors, the greater their performance and consequently, the quality of their work. In this
context, external auditors assess the extent in which internal auditors have the necessary qualifications,
with regard to their training and experience, to make the decision of using their work.

The study of Lee and Park (2016) in South Korea, shows that the existence of internal auditors with
high accounting and legal experience can decrease external audit’ hours. In Malaysia, several studies
show the importance that external auditors attribute to the experience (Zain, Zaman & Mohamed, 2015)
and the training program of internal auditors that certifies their competence (Haron, Chambers, Ramsi
and Ismail 2004), contributing these characteristics, as well as the certification of internal auditors in
accounting and audit, to decrease external audit’ fees (Mohamed, Zain, Subramaniam and Yusoff, 2012).
However, internal auditors’ skills in information technology did not contribute to a decrease in external
audit cost (Mohamed et al, 2012). On the contrary, Ho and Hutchinson (2010) found no relationship
between audit fees and internal auditors’ qualifications.

The literature has also highlighted the importance of internal audit department’ size and the resources
available, to the efficiency and effectiveness of internal audit. Internal audit’ departments with more hu-
man, technological and financial resources are able to competently extend their work to the most diverse
areas. The credibility of internal audit is, therefore, closely dependent of management because even if
management does not involve or does not attempt to involve internal audit in its issues, it is important to
show concern about investing in the internal audit” department and directs a part of company ‘resources
to make it properly qualified.

Al-Twaijry, Brierley and Gwilliam (2004) concluded through a study in Saudi Arabia that there is no
propensity by external auditors to use the internal audit work. This low level of confidence in the work of
internal auditors and the low level of collaboration between these two types of auditors is mainly related
to the small number of properly qualified internal auditors and the small size of internal audit depart-
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ments, because of the limitation to the scope and extent of the functions/duties performed by internal
auditors. According to the authors, companies should undertake more resources to establish competent
and independent audit departments so that external auditors can rely on the work of the internal audit’
team. Zain et. al (2015) also found that the greater the size of internal audit, the greater the contribution
of internal audit to external audit. Goodwin and Kent (2006) confirmed that firms with a larger internal
audit department, measured by the number of employees in that department, have a greater need for
monitoring and a greater requirement for external audit. Likewise, the study of Ho and Hutchinson (2010)
shows that external audit’ rates are lower when internal audit departments are larger. However, Gerrard,
Houghton and Woodliff (1994) measured internal audit by the number of staff working in the internal
audit department and found no significant relationship between this factor and external audit fees.

Based on the results obtained in the studies mentioned above, the following research hypothesis was
formulated:

H,: The skills and characteristics of internal audit influence the use of internal audit” work by external
auditors.

Internal Audit’ Objectivity

The objectivity of internal audit provides the assurance that it is not restricted to any limitations, imposi-
tions or any kind of constraints that may limit the scope of its work.

Several factors have been identified as very important in the external auditors’ assessment of the ob-
jectivity of internal auditors, in particular the autonomy to implement the necessary internal procedures
and their independence of the other departments of the company, pointed by Suwaidan and Qasim (2010),
and the mandatory reporting to the audit committee, analyzed by Abbass and Aleqab (2013). Abbass
and Aleqab (2013) analyzed the relationship between internal audit objectivity and external audit fees.
The authors found a negative and significant relationship between these criteria and audit fees, specifi-
cally the support for internal auditors by top management, non-existence of internal audit management
constraints / impositions and the mandatory report by internal auditors to the Audit Committee.

Regarding the relationship between the Audit Committee and internal audit, the literature argues
that when this connection is high, external audit places a greater confidence in internal auditors’ work
(Munro & Stewart, 2011). The audit committee’ responsibility to appoint and remove the director of the
internal audit department was also considered as one of the most important factors in the external audi-
tors’ assessment of internal audit’ quality (Al-Twaijry, 2017). Following these discussions, Jiang, André
and Richard (2017) showed that internal audit’ quality is negatively associated with the supremacy of
the Chief Executive Officer and positively associated with the Audit Committee’ diligence.

Given the above results, the following research hypothesis was formulated:

H, Internal audit’ objectivity influences the use of internal audit work by external auditors.

4
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Internal Audit’ Due Professional Care

The internal audit’ due professional care is closely associated to the way in which internal auditors perform
their work. External auditors assess internal audit” work and have more or less confidence depending
on how internal auditors do their work through a proper planning and supervision of their activities,
supporting documentation and sufficient evidence gathering. When external auditors perceive a poor
quality of the work performed by internal auditors, the confidence in their work decreases significantly
(Desai, Roberts, Srivasta, 2010).

Suwaidan and Qasim (2010) have shown that the external audit’ decision of relying on the work
performed by the internal auditor is dependent of the existence, in the internal audit department, of an
efficient documentation system, of an annual audit plan covering several areas, of other control systems
verification, and of the use of the company’s accounting system. According to Abbass and Aleqab
(2013) other criteria such as the efficiency of the internal audit planning and supervision, the adequacy
of the supporting documentation of internal auditor’ work and sufficiency of the evidence obtained by
the internal auditors, have proved to be extremely important in determining the due professional care of
internal auditor and, consequently, external audit fees.

Haron et. al., (2004) found that the satisfactory performance of follow-up procedures for deficiencies
in the company system and the methods and procedures observed in previous audits that demonstrate the
work performed by the internal auditors were considered as the most important factors in the evaluation
of internal auditors by the external ones.

Based on the literature review the present research hypothesis was formulated:

H,: The due professional care of internal auditors influences the use of internal audit work by external
auditors.

Communication Between Internal and External Auditors

The issue of communication and coordination between internal and external auditors is also very impor-
tant to the analysis of the relationship between internal and external audit. An inadequate coordination
between external and internal auditors may result in a duplication of work, leading to an increase in
external audit fees, without a correspondingly increasing on audit’ effectiveness (Wood, 2004).

According to literature there are several obstacles to the communication between the two types of
auditors, specifically: distortion or omission of information requested, external auditors’ perception of the
lack of internal auditors credibility, propensity of not listening each other, external auditors’ resistance
to the changes / improvements / innovations proposed by internal auditors, and the insufficient account-
ing skills of the internal auditors that require cooperation between both auditors (Golen, 2008). The
lack of feedback and trust, physical distance in communication, resistance to changes, and prejudgment
are others obstacles that have also been referenced as the main barriers on the communication between
external and internal auditors (Paino, Razali and Jabar, 2015).

Felix, Gramling and Maletta (2001) did not verify, however, that the coordination between internal
and external auditors has a significant relevance for the contribution of internal audit to external audit.
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However, as the inherentrisk is greater, this importance increases. On the other hand, the availability shown

by internal auditors as well as the free access to their documentation is very advantageous for external

audit. Felix et. al., (2001) concluded that the greater the availability of internal auditors to assist external

auditors during the external audit, the greater the contribution to external audit, and the importance of

this availability decreases as the inherent risk increases. Ho and Hutchinson (2010) have also verified

that external audit fees are lower when they have unlimited access to internal auditors’ work papers.
The following research hypothesis was formulated:

HS: The communication between internal and external auditors influences the use of internal audit work
by external auditors.

Internal Audit’ Contribution

On the Work Performed by External Audit

Internal audit can become a very useful tool for external audit since, by choosing to use the work developed
during the year by internal auditors, the external auditor can make a good use of their knowledge about
the company audited, and decrease the performance of certain audit procedures, as well as the time spent.

Internal auditors have a better understanding of the business, procedures and policies of the audited
company (Schneider, 2009), and can provide audit evidence for various balance sheet accounts or classes
of transactions and for the operational effectiveness of audit control policies and procedures (Whittington
and Winters, 1990). Thus, by relying on the work of internal audit, external auditors can avoid duplication
of certain audit procedures (Schneider, 2009) and even replace the performance of certain substantive
tests (Ho and Hutchinson, 2010).

The literature has also shown that the use of internal audit’ work not only decreases the time spent with
external audit but also increases its quality. Lee and Park (2016) analyzed the South Korean market and
found that the number of hours spent by the external audit is positively associated with the proportion of
internal auditors over the total number of employees of the audited company. According to the authors,
these results suggest that the greater the availability of internal auditors, the greater their contribution
will be to the financial statement audit, resulting in greater audit efficiency (p.1). By analyzing the
U.S.A market, Pizzini, Lin and Ziegenfuss (2015) found that the higher the quality of internal audit, the
smaller the external audits delay. According to the authors, these results suggest that companies with an
external audit quality function present a lower control risk. The authors also found that “competence and
fieldwork quality are consistently associated with significant reductions in audit delay” (p.27).

Based on the literature review, the following hypotheses of investigation were formulated:

: Internal audit is advantageous for external audit.
: The use of the internal audit work influences the planned external audit hours.
: The use of the internal audit work influences the amount of control tests performed by the external
auditors.
H: The use of the internal audit work influences the amount of substantive tests performed by the
external auditors.
H, : The use of internal audit work influences the quality of external audit.
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On External Audit Cost

The effect of internal audit on the cost of external audit has also been much debated by literature, although
the results are not consensual. Some authors verified that internal and external audits complement each
other, that is, there is a greater requirement of an external audit with quality, since there is a need of
information with a high level of reliability. On the other hand, other authors have verified that internal
audit and external audit are substitute of each other, allowing the external auditor to incur in a less effort,
which is reflected in a reduction on external audit fees.

Several studies found a positive relationship between the existence of an internal audit department in
audited companies and the fees of external auditors, specially Walker and Casterella (2000), in U.S.A,
Hay, Knechel and Ling (2008), in New Zealand, and Singh and Newby (2010) in Australia. Accord-
ing to Singh and Newby (2010) these results show that companies use internal audit to increase their
monitoring system. Anderson and Zéghal (1994), through a study in Canada, verified the existence of
a significant and positive relationship between the costs incurred by the company audited with internal
audit activities and external audit fees in large companies. In Australia, Goodwin and Kent (2006) found
that companies that incur in a higher cost with external audit fees have an internal audit (measured by
the number of audit department’ employees) with higher quality.

On the contrary, studies such as Felix et al. (2001), Mohamed et al. (2012), Zain et. al., (2015), Ab-
bass and Aleqab (2013), found that the greater the contribution given by internal audit to the external
one, the lower the cost incurred with external audit fees. According to Felix et al. (2001), the client can
influence this contribution by providing an increase in the quality of internal audit, in the availability
of management, and by facilitating communication / coordination between external and internal audi-
tors. Razek (2014) elaborated an extension of the work of Abbass and Aleqab (2013) using a different
methodology: the questionnaire method addressed only to external auditors. The author concluded that
a reduction on the audit program, procedures, and tests caused by the confidence on internal auditor’
work can lead to a decrease in the time, effort, and consequently, in the cost of external audit. Some
authors also verified this reduction in the cost of external audit through the use of internal auditors as
assistants. Abbot, Parker and Peters (2012) and Prawitt, Sharp and Wood (2011) found that the cost of
external audit is lower, the longer the time spent by internal audit in the direct assistance to external
auditors. Prawitt et. al (2011), also concluded that this reduction does not occur for the total time spent
with the work previously developed by internal audit.

There are also several studies that did not find any relationship between internal audit and external audit
fees, in particular the studies of Gist (1992), Gerrard et al. (1994), Suwaidan and Qasim (2010), Saidin
(2014). In the U.S.A, O ‘Keefe, Simunic and Stein (1994) found that the external auditor’ confidence
in the internal control of the audited company does not affect the hours spent during the external audit
and, consequently, external audit fees. Saidin (2014) performed a questionnaire to internal and external
auditors, through the competent authorities in England, and compared the perceptions of both types of
auditors regarding the reliability of the external auditor in internal audit work. The author concluded
that, for both internal and external auditors, the confidence on internal auditor’ work does not affect
external audit fees. However, internal auditors realize that the confidence in their work decreases the
work of external auditors, while external auditors do not have that perception.

The following research hypothesis was performed:

H,: The use of internal audit work influences audit fees.
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METHODOLOGY
Collection and Processing of Data

In order to perform the present study, a questionnaire was addressed to the Revisores Oficiais Contas and
to the Censores Jurados de Cuentas that are the Statutory Auditors, respectively of Portugal and Spain.
A list of Spanish (2 332 auditors) and Portuguese active auditors (1 375 auditors) was collected at the
beginning of 2017 through the official website of the Institute of Accounting and Audit (ICAC) and the
official website of the Order of Chartered Accountants (OROC), and a link by e-mail with the respective
questionnaire (three-way) was sent between February and March of 2017. The questionnaire is divided
into two parts, a first part allowing the analyses of the characteristics of the respondents’ auditors, and
a second part that allows testing the formulated hypotheses.

This questionnaire is based on the studies of Abbass and Aleqab (2013) and Razek (2014), both from
Egypt, also introducing questions related with the type of activities performed by internal audit and
with the relationship between these two types of auditors. We used these studies as the basis because
the methodology chosen by these authors is very similar to what we intended to do in this study. The
questionnaire was tested by a group of auditors before being sent to the Portuguese and Spanish external
auditors.

The collected data were processed through the SPSS statistical program.

Regarding Portugal, the questionnaire was sent by e-mail to the 1 375 auditors, of which 21 were not
active and were returned, so we obtained a sample of 1 356 auditors. We obtained 143 responses from
Portugal, which represents a response rate of nearly 10%. In Spain, the questionnaire was only sent to 1
774 external auditors, since the electronic address was only available to these auditors. However, 92 of
these e-mails were not active and have been returned, resulting in a sample of 1 682. We obtained 168
responses from Spain, which also resulted in a response rate around 10%. Thus, we obtained a response
rate below the one obtained by Abbass and Alegab (2013) that had a response rate of 20.5%, but closer
to the 12,7% obtained by Felix et al. (2001). It was also considered invalid 6 answers from Portugal and
19 answers from Spain because they were incompletely answers.

The final sample corresponds to 137 answers from Portugal and 149 answers from Spain, which
represents a total of 286 answers, as it can be shown in table 1. We verified, however, that some audi-
tors answered the questionnaire, choosing not to answer certain questions which were considered as
non-responses and, therefore, removed to test the hypotheses.

The table 2 shows the correspondence between the research hypotheses of the present study and the
questions that allow them to be validated as they appear in appendix I (questionnaire).

Hypothesis 1 and Hypothesis 2 are tested by Q 1.1 and Q 1.2 where we presented, respectively, a
list of different activities performed by internal audit and a list of different skills and characteristics of

Table 1. Description of the sample

Description Portugal Spain Totals
Initial Sample 143 168 311
Invalid answers 6 19 25
Totals 137 149 286
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Table 2. Correspondence between the investigation hypotheses and the questionnaire submitted auditors

Research Hypotheses to Test {{S::::rtc(;l‘g;rf(?ttlfetsl:

H,: The type of activities developed by internal audit influences the use of internal audit’ work by external Q11
auditors. '
H,: The skills and characteristics of internal audit influence the use of internal audit’ work by external Qi2
auditors '
H,: Internal audit’ objectivity influences the use of internal audit work by external auditors. Q13
H,: The due professional care of internal auditors influences the use of internal audit work by external Ql4
auditors. '
H,: The communication between internal and external auditors influences the use of internal audit work by Q15
external auditors '
H, Internal audit is advantageous for external audit. Q2
H.: The use of the internal audit work influences the planned external audit hours. Q3a
H,: The use of the internal audit work influences the amount of control tests performed by the external Q3b
auditors.

H,, The use of the internal audit work influences the amount of substantive tests performed by the external Q3c
auditors.

H ,;: The use of internal audit work influences the quality of external audit. Q3d
H, : The use of internal audit work influences audit fees. Q3e

The variables used to test the research hypotheses H, to H; were measured using the likert scale, where 1 = unimportant, 2 = less
important, 3 = moderate, 4 = important, and 5 = very important.

internal audit and we asked the external auditors to give punctuation to each one of them about their
importance for external audit.

Hypothesis 3 and 4 are tested by Q 1.3 and Q, 1.4, respectively. We presented in each of these ques-
tions important characteristics that define respectively the objectivity and the due professional care of
internal auditors and we asked the external auditors to also give a punctuation of its importance.

Hypothesis 5 is tested with Q 1.5 where we showed a list of important issues for the good commu-
nication between internal and external auditors and asked them to also give an importance punctuation.

Hypothesis 6 is tested through Q 2 where external auditors are inquired about if they consider, or not,
internal audit advantageous for external audit. They only can answer yes or no.

Hypothesis 7, 8,9, 10 and 11 are tested through Q 3a, Q 3b, Q 3¢, Q 3d and Q 3e. We asked exter-
nal auditors to answer if they consider that internal audit work can increase, maintain or decrease the
external audit tasks listed.

The Kolmogorov-Smirnov test, which is considered the most adequate to test the Normality of the
variables (Maroco, 2010), was used to decide which tests were adequate to test these hypotheses. The
Normality test showed that the variables do not have normal distribution, one of the conditions of para-
metric tests application. Thus, to test these hypotheses of investigation it was necessary to choose the
non-parametric tests.

To test H to H, |, because there are involved dichotomous variables, we used the binomial test, in
order to compare the proportions of the classes of these variables. The variables used to test H, H, H,
H,, and H | have three different classes (decrease, increase and maintain), so the use of the cut-off op-
tion was adequate. With this option, the auditors’ responses were grouped into 2 groups: the group that
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considers internal audit to influence external audit, increasing or decreasing the planned hours, control

tests, substantive tests, quality of external audit and external audit fees, and the group that considers that

internal audit has no influence on external audit. A 50% proportion was used in the binomial test, that is,

this influence will only be verified for a percentage of external auditors significantly higher than 50%.
The research hypotheses will be tested using a type III error probability () of 0.10.

Sample’ Characterization

The first part of the questionnaire consists of questions related to the auditors’ activity, their audit experi-
ence, and experience with companies that have internal audit department, allowing the characterization
of the sample as shown in table 3.

Table 3 shows that most of the Portuguese interviewed auditors perform their activity as members of
a society of statutory auditors (56%) while the Spanish auditors inquired are divided between the exercise
of their activity individually (49%) and as members of an audit firm (48%). Regarding the experience
presented, the majority of external auditors, both Portuguese (83%) and Spanish (86%), have a profes-
sional experience of more than 10 years.

Respondents’ answers also show that the percentage of companies that they currently audit with an
internal audit department is very small. Most Portuguese external auditors (64%) and almost half of the
Spanish ones (44%) do not currently audit companies with internal audit departments. Thus, our sample
combines the opinions of the auditors with experience in working with internal auditors and those who
do not have it, but who have their own perception resulting from their professional experience.

PRESENTATION AND DISCUSSION OF RESULTS

Internal Audit’ Activities

In order to evaluate the extent to which the type of activities performed by internal audit influences the
external auditors decision about the utilization of internal audit’ work (H1), it was made a descriptive

statistical analysis (table 4) and then the Kruskal-Wallis non-parametric test was applied, followed by
the multiple comparison of orders as described in Maroco (2010).

Table 3. Characterization of the sample

Auditing
Auditor’ Activity Portugal | Spain Experience Portugal | Spain | Companies With | Portugal | Spain
Internal Audit
As an individual 27% 49% ;::fstha“ S 7% 6% | Noone 4% | 64%
As a partner of an audit 56% 48% Between 5 and 10% 3% Less than 50% 50% 36%
company 10 years
Upder contr.act of audit services 17% 39 More than 10 839 6% More than 50% 59 0%
with an audit company years
Every companies | 1% 0%
Totals | 100% | 100% | 100% | 100% 100% 100%
10
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Table 4. Descriptive statistics for H,

Portugal Spain
Activities Performed by Internal Audit
N Mean Median N Mean Median

1 Evaluation of the internal control procedures of the 134 418 4 124 4.06 4

company
2 | Fraud detection and prevention 133 4,17 4 121 4,03 4
3 Eve}ll..latlon in accordance with the law of company 133 401 4 123 3.93 4

policies and procedures
4 | Risk management 132 3,91 4 121 3,95 4
5 | Review of operating activities 133 3,77 4 122 3,99 4
6 | Subjects related to corporate governance 133 3,56 4 121 3,44 4
7 Review of flnar.lcml information and subjects related 133 3.23 4 124 3.90 4

to external audit

The statistical analysis shows that for both, Portugal and Spain, the evaluation of the company’ inter-
nal control procedures and the detection and prevention of fraud are considered as the most important
internal audit activities for external auditor’ work. On the contrary, the review of financial information
and subjects related to external audit and activities related to corporate governance are the least important
activities for the external auditors of these two countries.

The results of the non-parametric test show that the type of activity developed has a statistically
significant effect on external auditors’ decision, since the degree of importance that they attribute to the
different activities performed by internal audit are statistically different for Portugal (X2 kw (6) = 80,480,
p = 0.000) and for Spain (X2 kw (6) = 31,655, p = 0.000). According to the multiple comparisons of
the orders, the review of financial information, the subjects related to external audit, and the activities
related to corporate governance stand out significantly from all the other activities. These activities are
the ones with the lowest levels of importance, so it can be concluded for the non-rejection of H, for both
Portugal and Spain.

These results are consistent with those of Petrascu and Tieanu (2014) and Goodwin and Seow (2002)
who place greater emphasis and importance on internal audit as an instrument for detecting weaknesses
in the company’ internal control and fraud prevention.

Internal Audit’ Characteristics and Competences

In order to test H2, a descriptive statistical analysis of the data was also performed (table 5), and then
the Kruskal-Wallis non-parametric test was applied, followed by the multiple comparison of orders as
described in Maroco (2010).

As it can be verified through table 5, external auditors give more importance to academic background,
professional experience, computer techniques, and appropriate policies for hiring and training, and less
importance to internal audit department size and certification of internal auditors. The type of skills and
characteristics developed have a statistically significant effect on external auditors’ decision, since the
degree of importance attributed to them by external auditors is statistically different for Portugal (X2
kw (5) = 33,641, p = 0,000) and for Spain (X2 kw (5) = 68,023, p = 0.000).
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Table 5. Descriptive statistics for H,

Portugal Spain
Internal audit’ Characteristics and Competences
N Mean | Median N Mean | Median
1 Internal auditors have the appropriate academic background 125 3,70 4 116 3,63 4
2 Internal auditors have adequate / relevant professional experience | 123 3,67 4 116 3,53 4
3 Level of use of computer techniques by internal auditors 124 3,49 4 115 3,50 4
4 Appropriate policies for hiring and training internal auditors 122 3,42 4 116 3,21 3
5 Internal auditors are certified 125 3,21 3 116 2,87 3
6 Internal audit department’ size 123 3,11 3 114 2,66 3

We conclude by not rejecting H, for both countries.

Several authors also emphasized the importance of the experience and professional training of internal
auditors as important factors that influence external auditors to trust in their work (Lee and Park, 2016,
Zin 2005, Haron et al.)

Internal Audit’ Objectivity

Table 6 shows the importance that the external auditors attribute to the different factors that allow
evaluating internal audit’ objectivity.

As shown in table 6, the lack of constraints on the performance of internal audit functions imposed
by management and the requirement that internal auditors have to report to the Audit Committee or other
equivalent body were considered as the most important elements in characterization of objectivity by
the Portuguese and Spanish external auditors.

To test H,, we consider that internal audit’ objectivity influences the use of internal audit work by
external auditors if the median is significantly higher than 3 (value classified as moderate importance).
So, we used the Wilcoxon test, the non-parametric test that equals the t-test of comparison of the means.
We do not use the T-test (comparison of means) because of the sample’ characteristics, mentioned before.

The results show that the median is significantly higher than 3 (p-value = 0.000), for each of the
elements that compose objectivity, for Portugal and Spain. Consequently, we do not reject H,.

Table 6. Descriptive Statistics for H,

Portugal Spain
Objectivity
N Mean | Median N Mean | Median
1 No C(.)nstré.nnts / limitations on the performance of internal audit 125 406 4 13 3.73 4
functions imposed by management
9 Obllgatlop of internal auditors to report to the Audit Committee or 126 3.97 4 115 3.79 4
other equivalent body
3 Lack of conflicting responsibilities by internal auditors 126 3,92 4 114 3,61 4
4 Management Performance in accordance with internal audit 126 3.87 4 114 3.66 4
recommendations
12
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These results are in accordance with the literature that has pointed the objectivity as one of the de-
termining factors of the decision of using internal audit work by the external one. As in the studies of
Munro and Stewart (2007), Al-Twaijry (2017), Abbass and Aleqab (2013), this study also shows that
the role of management and the obligation of reporting to the Audit Committee have a great influence
on the external auditor’ evaluation of the internal auditor’ objectivity.

Internal Audit’ Due Professional Care

Table 7 shows the importance that external auditors attribute to the different factors that allow evaluating
the due professional care of internal audit.

The descriptive statistics presented in table 7 show that an appropriate planning, supervision and
documentation of the activities performed by internal audit were considered by the Portuguese and
Spanish external auditors as the most important elements characterizing the due professional care of
internal auditors.

In order to test H,, we also consider that the due professional care of internal audit influences the use
of internal audit work by external auditors if the median is significantly higher than 3 (value classified
as moderate importance). To do so, we also used the Wilcoxon test. The results show that the median is
significantly higher than 3 (p-value = 0.000) for each of the elements that compose the due professional
care, as presented in table 7, so we do not reject H, for both Portugal and Spain.

The due professional care is important in that it allows external auditors to determine the quality of
the work developed by the internal audit, so the results obtained are in agreement with several authors
(Abbass and Aleqab, 2013; Desai et al, 2010).

Communication Between Internal and External Auditors

The importance given by external auditors to the communication with internal auditors is presented in
table 8.

The descriptive statistics (table 8) show that the communication of relevant subjects by internal auditors
to the external ones and the access by external auditors to internal audit’ work papers were considered
by the Portuguese and Spanish external auditors as the most important elements in the communication
between internal and external auditors.

In order to test H,, we consider that the communication between internal and external auditors influ-
ences the use of internal audit’ work by external auditors if the median is significantly higher than 3

Table 7. Descriptive statistics for H,

Portugal Spain
Due Professional Care
N Mean | Median N Mean Median

1 Approprlate pla.nmng and supervision of the activities performed by 124 | 3.90 4 113|373 4

the internal audit
5 .Approprlate. documentation of the activities performed by the 125 | 391 4 114|377 4

internal audit
3 Existence of appropriate audit manuals / work papers 124 | 3,78 4 113 | 3,53 4
4 Sufficiency and adequacy of the audit evidence collected 123 | 3,74 4 114 | 3,57 4
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Table 8. Descriptive statistics for H.

Portugal Spain

Communication Between Internal and External Auditors

N Mean Median N Mean Median
1 Communica'tion by the internal auditors to external auditors of 120 | 402 4 114 | 3.80 4
relevant subjects
2 External auditors have access to internal audit’ work papers 130 3,91 4 114 3,78 4
3 Frequency of meetings between internal and external auditors 129 | 3,57 4 113 | 3,45 4
4 Coordination between internal and external audit 130 3,61 4 112 3,68 4

(value classified as moderate importance). With the application of the Wilcoxon test, we verified that
the median is significantly higher than 3 (p-value = 0,000) for each of the elements mentioned in table
8, so we do not reject H, for both Portugal and Spain.

The lack of communication between internal and external auditors has been pointed in the literature
as a major obstacle to the use of internal audit work by external audit. Thus, the greater the availability of
internal auditors, in communication and in giving access to their documentation, the greater the external
audit confidence in their work (Félix et al., 2001; Ho and Hutchinson, 2010).

Advantages of Internal Audit

In order to evaluate whether external auditors consider internal audit to be advantageous (H6), we per-
formed a descriptive statistical analysis (table 9) followed by the binomial test.

As can be seen in table 9, only 1% and 4% of the Portuguese and Spanish external auditors, respec-
tively, do not consider internal audit to be advantageous for external audit.

The results obtained with the binomial test indicate that the proportion of external auditors who
consider internal audit to be advantageous is significantly higher than 50% (p-value = 0.000), so we
do not reject H. It can be concluded that almost all the Portuguese (99%) and Spanish (96%) external
auditors’ respondents consider that the internal audit presents potentialities that should be taken advan-
tage of. Several authors have highlighted these potentialities, such as increasing the quality of external
audit (Lee and Park, 2016), decreasing the performance of various types of procedures and tests (Ho
and Hutchinson, 2010), reduction in time (Pizzini, 2015) and cost of external audit (Abbot et al., 2012).

Table 9. Descriptive statistic for H,

Internal Audit Is Advantageous Portugal % Spain % Totals %
Yes 135 99% 130 96% 265 97%
No 2 1% 6 4% 8 3%
Totals 137 100% 136 100% 273 100%
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Planned Hours

Table 10 presents the descriptive statistics for H..

As it can be seen from table 10, 58% of Portuguese auditors and 72% of the Spanish auditors consider
that internal audit influences the planned hours of the external one, with the majority, 57% and 70%
respectively, perceiving that this effect decrease the planned hours.

The binomial test allows us to conclude that the proportion of auditors who consider internal audit to
influence the planned hours of external audit is significantly higher than 50% for both Portugal (p-value
= 0.087) and for Spain (p-value = 0,000). These results are in accordance with those of Lee and Park
(2016) and Pizzini ez. al (2015).

Control Tests

The statistical analysis of the effect that the use of internal audit work has on the control tests is presented
in table 11.

According to table 11, 58% and 64%, respectively, of the Portuguese and Spanish external auditors
consider that the use of internal auditor’s work influences the number of control tests to be applied. For
both countries this influence is reflected mainly in a reduction of the control tests.

The results of the binomial test for H allow us to conclude that the majority of Portuguese (p-value
=0.071) and Spanish auditors (p = 0.002) consider that internal audit has a significant effect on external
auditors’ control tests. We do not reject H, either for Portugal or Spain. Schneider (2009) and Razek
(2014) also showed that the use of internal audit can decrease various types of audit procedures and tests.

Table 10. Descriptive statistics for H,

Planned Hours Portugal % Spain % Totals %
Decreasing 78 57% 93 70% 171 64%
Increasing 1 1% 3 2% 4 1%
Maintain 58 42% 36 27% 94 35%
Totals 137 100% 132 100% 269 100%

Table 11. Descriptive statistics for H

Control Tests Portugal % Spain % Totals %
Decreasing 72 53% 79 60% 151 57%
Increasing 7 5% 5 4% 12 4%
Maintain 57 42% 47 36% 104 39%
Totals 136 100% 131 100% 267 100%
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Substantive Tests

Table 12 presents the descriptive statistical analysis of the effect that the use of internal audit work have
on substantive tests.

According with the presented data, in Spain, the majority of the auditors surveyed (65%) consider
that internal audit influences the amount of substantive tests to be applied, and this influence is mainly
reflected in a reduction of substantive tests. However, in Portugal, less than 50% of the external auditors
consider that this influence exists.

The performance of the binomial test allows us to conclude that most of the Spanish auditors consider
that internal audit influences the amount of substantive tests to be applied by external auditors (p-value
= 0.001). On the contrary, the Portuguese auditors do not have this perception. We, therefore, reject
H, for Portugal but not for Spain. The results are very different for Portugal and Spain. While Spanish
auditors, like on the study of Ho and Hutchinson (2010), consider that the use of internal auditors’ work
influences the performance of substantive tests, Portuguese auditors do not have this perception.

Internal Audit’ Quality

Regarding the influence of internal audit on external audit quality, we also performed a descriptive
statistical analysis, presented in table 13, followed by the binomial test.

The data presented in table 13 means that 52% of the Portuguese external auditors consider that the
external audit quality does not change with the use of internal audit work. In Spain, 60% of the auditors
consider that internal audit influences the quality of internal audit, and this influence results mainly, in
an improvement in the quality of external audit (55%).

The performance of the binomial test allows us to conclude that the proportion of external auditors
that considers that internal audit influence the external one is significantly higher than 50% (p value =

Table 12. Descriptive statistics for H,,

Substantive Tests Portugal % Spain % Totals %
Decreasing 61 45% 84 64% 145 54%
Increasing 2 1% 1 1% 3 1%
Maintain 73 54% 47 35% 120 45%
Totals 136 100% 132 100% 268 100%

Table 13. Descriptive statistics for H,,

Internal Audit Quality Portugal % Spain % Totals %
Decreasing 3 2% 7 5% 10 4%
Increasing 63 46% 72 55% 135 50%
Maintain 71 52% 53 40% 124 46%
Totals 137 100% 132 100% 269 100%
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0.029). Because of this, we reject H,, for Portugal but not for Spain. Although the Portuguese auditors
do not perceive an increase on the quality of external audit through the use of internal audit’ work, the
Spanish auditors have this perception, similar to Lee and Park (2016).

External Audit Fees

Finally, in order to understand the effect that the use of internal audit’ work have on external audit fees,
we perform a descriptive statistical analysis, presented in table 14, followed by the application of the
binomial test to test H, .

According to the data shown in table 14, it can be seen that for 30% and 41% of Portuguese and
Spanish auditors, respectively, the internal audit influence the fees charged by the external audit, mainly
reflected in a reduction of the fees charged.

The results of the binomial test show that the percentages referred above are significantly lower than
50% for Portugal (p-value = 0.000) and Spain (p-value = 0.000), so we reject H,, for both countries.
Despite the advantages that internal audit have, they are not reflected in the cost of the external audit.
Gist (1992), Gerrard et al. (1994), Suwaidan and Qasim (2010), Saidin (2014), among others, also found
no significantly relationship between external audit fees and internal audit.

Summary Results

Table 15 presents a summary of the results of the hypotheses validation for Portugal and Spain.

As it can be seen from table 15 the results show that the main differences between external auditors
from Portugal and Spain are basically in the perception about the extent of substantive tests and the
audit quality. For Spanish external auditors the internal audit work allows a decrease in the substantive
tests applied and an increase in audit quality. On the contrary, Portuguese auditors have the perception
that this influence doesn’t exist.

CONCLUSION

The results of this study allow us to conclude that the type of activities, such as competencies, charac-
teristics, objectivity and professional due care of internal audit, as well as the communication between
internal and external auditors, have a significant influence in the decision of using the internal audit
work by the external auditors. We also note that the Portuguese external auditors, as well as the Spanish
ones, consider that internal auditing is advantageous.

Table 14. Descriptive statistics for H

External Audit Fees Portugal % Spain % Totals %
Decreasing 36 26% 48 37% 84 31%
Increasing 4 3% 5 4% 9 3%
Maintain 96 1% 78 59% 174 65%
Totals 136 100% 131 100% 267 100%
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Table 15. Results of the hypotheses validation regarding the relationship between the internal and ex-
ternal audit for Portugal and Spain

Research Hypotheses Portugal Spain

H,: The type of activities developed by internal audit influences the use of internal audit” work by

. Not rejected | Not rejected
external auditors.

H,: The skills and characteristics of internal audit influence the use of internal audit” work by external

. Not rejected | Not rejected
auditors

H,: Internal audit’ objectivity influences the use of internal audit work by external auditors. Not rejected | Not rejected

H,: The due professional care of internal auditors influences the use of internal audit work by external

. Not rejected | Not rejected
auditors.

H,: The communication between internal and external auditors influences the use of internal audit work

. Not rejected | Not rejected
by external auditors

H, Internal audit is advantageous for external audit. Not rejected | Not rejected

H.: The use of the internal audit work influences the planned external audit hours. Not rejected | Not rejected

H,: The use of the internal audit work influences the amount of control tests performed by the external . .
8 Not rejected | Not rejected

auditors.
H, The use of the internal audit work influences the amount of substantive tests performed by the . .

o: . Rejected Not rejected
external auditors.
H,: The use of internal audit work influences the quality of external audit. Rejected Not rejected
H, : The use of internal audit work influences audit fees. Rejected Rejected

However, when we consider the direct effect of internal audit work on external audit work, we find
that the Portuguese external auditors do not consider this effect to be so significant that it influences
the number of substantive tests, the quality of the external audit and, finally, external audit fees. The
perception of the Spanish external auditors, however, is different. For the Spanish external auditors, us-
ing the work of the internal auditor decreases the planned hours, the number of control and substantive
tests to be applied and improve the quality of the external audit, but it isn’t reflected in the fees to be
charged to the client.

The difference in results may be related to the importance that both external auditors attribute to the
internal audit and to the attitude that they decide to follow when facing this type of advantages offered
by the internal audit. Both the Portuguese and Spanish auditors considered the internal audit to be very
advantageous. However, the Portuguese external auditors seem to choose to take advantage of these
characteristics and capabilities mainly in relation to the assessment of the company’s internal control and
the detection of possible fraud, thus reducing the control tests they carry out and the planned hours, but
in a way that does not affect the substantive tests applied and audit quality. Following this perspective,
the Portuguese external auditors prefer to opt for a neutral stance in which internal audit is advantageous,
but then there is no direct passage of this advantage to external audit fees. On the other hand, the Spanish
external auditors seem to take a greater advantage of the potential offered by external auditing, i.e they
take advantage of these potentialities in a deeper way, not only in terms of evaluating internal company
control and fraud detection, but also in the way they perform their work in terms of planned hours and
external audit quality. However, with no influence on the fees charged. It is important to point out that
the results obtained may simply result from the sample characteristics, i.e the percentage of Spanish
external auditors that have clients without an internal audit department (64%) is significantly higher
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than the Portuguese ones (44%), which could mean that the Portuguese external auditors are closer to
the Portuguese reality and can give more concrete answers.

In terms of limitations, the use of the questionnaire as a research method is in itself a limitation of
the present study. On the other hand, the existence of few companies with an internal audit department
makes the results obtained more directed to the external auditors’ perception and not to a direct reality.

As a future suggestion, the preparation of a questionnaire addressed to the external and internal
auditors of each of the companies listed on the Portuguese and Spanish stock exchanges would make it
possible to verify the variation on the fees of each of these companies. This type of study would make
it possible to perceive the characteristics of the internal audit departments of these companies (if they
exist) in terms of size, qualification, technology, type of activities developed, procedures used, among
other aspects. However, it would also be more difficult to obtain answers since it would include two dif-
ferent questionnaires and would require each of the respondents (internal audit department of the audited
company and corresponding external auditor) to reply. It would also be interesting to study the effect of
outsourced internal audit work on the external audit quality and consequently on the external auditors’
fees as well as the effect of the direct assistance of internal auditors to external auditors.
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KEY TERMS AND DEFINITIONS

Audit Fees: The price paid by a company for an external audit that will certificate its financial state-
ments.

Censores Jurados de Cuentas: Responsible for the review of the financial statements of the com-
panies and therefore, for the legal certification of account in Spain.

Control Tests: Audit procedures used by the auditor to test the effectiveness of the control system
of the audited company.

Corporate Governance: Is a system of practices, processes, and rules by which companies are
governed and controlled, in order to protect the stakeholders’ interests.

Internal Audit: According to The Institute of Internals Auditors, internal auditing is an independent,
objective assurance and consulting activity designed to add value and improve an organization’s opera-
tions. It helps an organization accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control, and governance processes.

Revisores Oficiais Contas: The responsible for the review of the financial statements of the com-
panies and therefore, for the legal certification of account in Portugal.

Substantive Tests: Audit procedures used by the auditor to obtain sufficient and substantial evidence
about the transactions of the audited company and providing an opinion basis about certain facts.
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APPENDIX: QUESTIONNAIRE

This questionnaire is part of a Thesis of the Doctoral Program in Accounting, from the University of
Aveiro and the University of Minho and aims to analyze the relationship between the internal audit and
external audit’ fees. The data obtained will only be used for this study its confidentiality is guaranteed.

1. Do you perform your auditor’s activity:
a. Asan individual
b.  Asa partner of an audit company
c.  Under contract of audit services with an audit company
2. How many years do you perform your auditor’s activity?
a. Less than 5 years
b. Between 5 and 10 years
c.  More than 10 years
3. Do the companies you audit have an internal audit department?
No one
Less than 25% of the clients’ companies
Between 25% and 50% of the clients’ companies
Between 50% and 75% of the clients’ companies
More than 75% of the clients’ companies
. Every companies
4.  Considering the existence of an internal audit in a client company, indicate (in table 16) the degree
of importance that you attribute to the external audit process, to each of the factors associated with
the following aspects, considering a scale of 1 to 5 in which 1-does not have importance and 5-very
important.
5. From your point of view, the use of internal audit work by external auditing is advantageous?
a. Yes
b. No
6.  For each of the following items, indicate (in Table 17) whether the work performed by the internal
audit allows the external auditor to:
7. Do you want to receive a summary of the results obtained with this work?
a. Yes
b. No

- e a0 o

If you had indicated yes in the previous answer, please enter your email address.
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Table 16.

1.1. Activities Performed by Internal Audit 1 2 3 4 5

a) Evaluation of the internal control procedures of the company

b) Review of financial information and subjects related to external audit

c) Review of operating activities

d) Evaluation in accordance with the law of company’ policies and procedures

e) Risk management

f) Subjects related to corporate governance

g) Fraud detection and prevention

h) Others. Which?

1.2. Internal Audit’ Characteristics and Competences

a) Internal auditors have the appropriate academic background

b) Internal auditors have adequate / relevant professional experience

c) Level of use of computer techniques by internal auditors

d) Appropriate policies for hiring and training internal auditors

e) Internal auditors are certified

f) Internal audit department’ size

g) Others. Which?

1.3. Objectivity

a) No constraints / limitations on the performance of internal audit functions imposed by
management

b) Obligation of internal auditors to report to the Audit Committee or other equivalent body

c) Lack of conflicting responsibilities by internal auditors

d) Management performance in accordance with internal audit recommendations

e) Others. Which?

1.4. Due Professional Care

a) Appropriate planning and supervision of the activities performed by the internal audit

b) Appropriate documentation of the activities performed by the internal audit

c) Existence of appropriate audit manuals / work papers

d) Sufficiency and adequacy of the audit evidence collected

e) Others. Which?

1.5. Communication Between Internal and External Auditors

a) Communication by the internal auditors to external auditors of relevant subjects

b) External auditors have access to internal audit’ work papers

c) Frequency of meetings between internal and external auditors

d) Coordination between internal and external audit

e) Others. Which?
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Table 17.

Decrease

Maintain

Increase

Planning hours

Quantity of control tests

Quantity of substantive testes

External audit quality

eExternal audit fees
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ABSTRACT

The purpose of this chapter is to analyze the effect that corporate governance measures have in external
audit fees in two countries where this matter is not much developed: Portugal and Spain. The analysis
includes a sample of 39 listed companies on the Portuguese Stock Exchange and 104 listed companies
on the Spanish Stock Exchanges for the years 2013 to 2015 using an OLS regression model. For the
Spanish sample, the results show that the capital hold by the Board of Directors influence negatively
external audit fees. The results are in accordance with the supplier perspective which states that better
corporate governance practices decrease the control risk and, consequently, audit fees. On the other
hand, the Board of Directors’ diligence also affected external audit fees but positively, that is, the greater
the number of meetings the greater the demand for an audit with quality which result in higher fees
charged (demand perspective). For the Portuguese sample it can be observed that corporate governance
characteristics do not affect external audit fees.
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INTRODUCTION

The profession of auditing as an activity whose main function is to contribute to the reliability of infor-
mation is experiencing a strong pressure on its ethical position, independence and quality. Audit fees
can jeopardize the auditor’s independence to the extent that if they are set high they can lead to evidence
of corruption between client and auditor, but if too low it can also be indicative that the auditor did not
take the necessary efforts to issue a proper opinion.

In general, external audit fees are defined considering three important aspects: client characteristics,
auditor characteristics and corporate governance characteristics (Kikhia, 2014). With the various finan-
cial scandals that resulted in a global economic instability, the importance of corporate governance in
the business world has substantial increased.

The implementation of the Sarbanes-Oxley Act (SOX), considered as the most extreme change in
securities market laws in the U.S.A (Calder, 2008) has promoted the importance of corporate governance
with the creation of a set of practices and measures of auditing, supervision and control. This study aims,
therefore, to focus on the relationship between characteristics of corporate governance and external audit
fees, given the relevance and interest that these two themes have in the current world, in Portugal and
Spain. These two countries that form the Iberian Peninsula have a strongly related economic and cultural
history, having also joined the European Union on the same date. In addition, Portugal and Spain have
particular corporate governance’ characteristics and the subject audit fees have not been much studied
in these countries which makes important to understand its behavior by comparing results. Besides that
in Portugal the liberalization of audit services was made with the elimination in 2005 of the table set-
ting the minimum fees based on the size standards of the audited company. So the perception about this
matter is very limited for Portugal which makes this study more interesting.

In fact, most of the studies that have focused on the relationship between corporate governance
mechanisms and audit fees present an Anglo-Saxon corporate governance model, such as the US, UK
and Australia, which are characterized by strong legal protection and transparency in the dissemination
of information.

Unlike the Anglo-Saxon countries, listed companies in Portugal and Spain are characterized by a
concentrated shareholder structure. In Spain, this concentrated structure creates conflicts of interest
between majority and minority shareholders (Castells, Sanz, & Chiner, 2013). The reduction of agency
costs caused by the separation of ownership and management is due to the high presence of control-
ling shareholders (majority) in the Board of Directors (Cristobal, Ucieda, & Navallas, 2011). Also “the
ownership in Portuguese listed firms is highly concentrated. This feature can influence the earnings
management activity, because it is highly concentrated in determining the nature of the agency problem
in Portuguese firms “(Alves, 2012, p.59).

The importance of the Audit Committee has also stood out as the codes of good governance have
undergone updates, reinforcing their role as supervisory body. It is important, however, to point out that
this code is voluntary and not mandatory “unlike in countries such as the UK, where these recommenda-
tions constitute, in effect, ‘strong guidance’ (Sdnchez, Frias-Aceituno, & Garcia, 2012).

In Portugal, the structure of administration and supervision is more complex than in Spain since the
Commercial Companies Code (CSC) allows companies to opt for the Latin, Anglo-Saxon or Germanic
(dualist) model considering what is best for them. Thus, according to CSC: the management and super-
vision of the company may be structured in one of three ways: a) Board of Directors and Supervisory
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Board b) Board of Directors, comprising an Audit Committee, and Statutory Auditor; c) Executive Board
of Directors, General and Supervisory Board and Statutory Auditor.

The analysis of corporate governance of a company involves the verification of a whole set of boards
and commitees, practices and measures. In this study, we will emphasis mainly on the characteristics
of the Supervisory Board and the Board of Directors as corporate governance measures that will allow
us to analyze the relationship between it and external audit fees. This choice was due to the importance
that these mechanisms have in corporate governance, as it will be explained in section two.

This study is organized as follows. Section two presents the literature review and formulates the
research hypotheses. The third section highlights the methodology, describing the sample, the models
and the variables. In the fourth section the results are presented and analyzed. Finally, conclusions,
limitations and suggestions for future research are presented.

BACKGROUND
Corporate Governance: Framework

With the various financial scandals that have created global economic instability, the concept of corporate
governance has gained increasing importance in the business world.

The implementation of the Sarbanes — Oxley Act (SOX) considered as the most extreme change
in securities laws in the U.S. (Calder, 2008) promoted this concept by creating a set of measures and
mechanisms for auditing, oversight and control. This regeneration on corporate governance allows to
avoid intolerable activities and increase the transparency of how companies behave (Ghafran & O’ Sul-
livan, 2017).

So, in general, corporate governance can be defined as “a set of relationships between a company’s
management, its board, its shareholders and other stakeholders. Corporate governance also provides the
structure through which the objectives of the company are set, and the means of attaining those objec-
tives and monitoring performance are determined...The presence of an effective corporate governance
system, within an individual company and across an economy as a whole, helps to provide a degree of
confidence that is necessary for the proper functioning of a market economy. As a result, the cost of
capital is lower and firms are encouraged to use resources more efficiently, thereby underpinning growth ”
(Organization for Economic Co-operation and Development, 2004, p. 11).

The relationship between corporate governance’ characteristics and audit fees has been very contro-
versial because the literature holds two distinct perspectives: the demand perspective and the supplier
perspective.

According to the demand perspective, i.e. the public, the relationship between audit fees and corporate
governance practices is positive, that is, companies with more efficient and effective corporate gover-
nance practices and measures will lead to a greater demand for an audit with quality that is reflected in
a greater auditor effort and, consequently, in higher audit fees. According to Farooq, Kazim, Usman and
Latif (2018) from this point of view audit fees will be greater to ensure trustworthiness and legitimacy
of accounting statements.

The supplier perspective, i.e. the auditor that provides a service, shows a negative relationship between
audit fees and corporate governance practices. According to this perspective, better corporate governance
practices will decrease the control risk of the company, which will allow the auditor, keeping audit qual-
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ity, to reduce the number of substantive tests to a certain level, which will result in a reduction in the
fees charged. Farooq et. al (2018) also found that companies can moderate agency costs by improving
audit committee’s as external auditors consider companies with high audit committee’ quality less risky
and because of that charge less audit fees.

According to Hines, Masli, Mauldin, and Peters (2015) these relationships become complicated since
a demanding Audit Committee is seen by the auditors as a strong internal control measure, however
commissions with this type of requirement also seek for demanding audits. On the other hand, “company
Boards often purchase additional or higher quality auditing services (outside or internal) to effect better
corporate governance, which in turn influences how auditors audit” (Griffin, Lont, & Sun, 2008, p. 19).

Griffin et al. (2008) developed a study in the U.S.A that covers the passage to the Sarbanes-Oxley
Act and reflects these two theories. On the one hand, the authors found that, in fact, companies with
better corporate governance practices such as independent Audit Committees and Board of Directors
and with a greater need for audit quality pay higher fees. According to the authors, this happens because
external audit constitutes itself a corporate governance measure. On the other hand, they verified that
better corporate governance practices lead to a reduction in audit risk and, consequently, in audit fees.
Griffin et al. (2008) concluded that auditing affects the relationship between audit risk and corporate
governance, because itself constitutes a governance measure, and not because its influence.

Figure 1 shows a summary of these two perspectives in accordance with literature.

Corporate Governance: Mechanisms and Measures

Analyzing the literature of corporate governance it can be observed that mainly four mechanisms have
been considered as being important factors to the introduction of good corporate governance practices:
the internal audit, the external audit, the Supervisory Board, where usually the Audit Committee is re-
ferred and the Board of Directors. In this study, we have chosen to relate the audit fees with the Board
of Directors and with the Supervisory Board. Most of the studies that analyze the relationship between
audit fees and corporate governance are usually devoted essentially to these two organizations (Carcello,
Hermanson, Neal and Riley, 2002; Conheady, Mcllkenny, Opong, & Pignatel, 2015; Farooq, et al. 2018;
Ghafran & O’ Sulivan, 2017; Kikhia, 2014).

Figure 1. Relationship between corporate governance and external audit fees
Source: Own Elaboration
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Board of Directors

We chose the Board of Directors to be analyzed in this study as a mechanism of Corporate Governance
for many reasons. First of all, the role of the Board is very deeper because, as pointed by Rioux (2012),
the strongest values of the organization are established by the Board of Directors. Second, as it can
be seen by literature, its efficiency is an important factor in determining audit quality and, therefore,
external audit fees. Audit quality is associated with the Board of Directors, not only because the Board
is responsible for the auditors’ selection decision but also because the auditor will incur in a greater
effort if perceive a greater demand for audit quality from the Board (Carcello et. al., 2002). Corporate
governance emerges as a mechanism that protects shareholders’ interests and decrease agency costs.
Therefore, the ability of the Board of Directors to achieve its duties, monitoring executive directors and
protect shareholders’ interests is particularly important (Conheady et. al,, 2015). A well-defined corporate
governance structure helps ensure that managers will fairly report the financial condition and operat-
ing performance of the company and acted in accordance with shareholders’ interests (Lin & Hwang,
2010). In this sense, Board of Directors and its designated committees are primarily responsible for
management oversight (Lin & Hwang, 2010). The OECD (2004) also pointed that the integrity of the
corporation‘s accounting and financial reporting systems, which includes the external audit, should be
guarantee by the Board of Directors.

Some authors (Carcello et. al, 2002; Kikhia, 2014) argued that the characteristics of the Board of
Directors may affect the relationship between the Audit Committee’ characteristics and audit fees.
Carcello et al. (2002) did not find a significant relationship between Audit Committee’ characteristics
and audit fees by including in the same model characteristics of the Board of Directors. The authors
found, however, that a more independent, diligent and specialized Board of Directors requires a greater
security and quality of external audit, in order to protect their reputation, avoid legal responsibilities and
promote shareholders’ interests. Kikhia (2014) also analyzed the relationship between audit fees and
Audit Committee and the characteristics of the Board of Directors. The author verified that the Board’
characteristics are positively related with audit fees but regarding the Audit Committee’ characteristics
only the independence is significantly associated. The next points analyze the following characteristics
of the Board of Directors: independence, diligence, size, and the capital hold by the Board in the audited
company. Given the difficulty in obtaining information from corporate governance reports about the spe-
cialization of the Board of Directors, we have chosen to exclude this characteristic from our investigation.

Board of Directors’ Independence

A Board of Directors is independent when its members do not exercise executive functions in the
company and therefore play a supervisory role of management free of any pressure and professional /
personal interest. An independent Board of Directors provides more transparent disclosures, which will
require more effort from the audit team and, consequently, more audit fees (Kikhia, 2014). On the other
hand, there is also the question of their reputation, as independent members are concerned about their
own personal exposure requiring a deeper audit to minimize the risk aroused by management. Executive
directors are concerned about audit cost while non-executive directors show a greater concern about
audit quality since they are more concentrated on the control, identification and correction of mistakes
made, intentionally, or not, by management (O ‘Sullivan, 2000). According to Hay, Knechel and Ling

30

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Corporate Governance Characteristics and Audit Fees

(2008), in order to avoid acts that could bring undesirable obligations and damage their status, outsiders
directors will require better corporate governance practices and external audit. Beasley (1996) also found
that companies with fraudulent financial statements had a lower proportion of independent members on
the Board of Directors when compared to companies that did not present fraudulent financial statements.
Some authors have concluded that a more independent Board of Directors influences positively ex-
ternal audit fees (Abbott, Parker, Peters, & Raghunandan, 2003; Al-Najjar, 2018; Bliss, 2011; Carcello
et al., 2002; Knechel & Willekens, 2006; Kikhia, 2014; Yatim, Kent, & Clarkson, 2006). O’Sullivan
(2000) also found that the proportion of non-executive directors on the Board of Directors influences
positively the external audit fees since they use the audit function as a complement to their monitoring.
Based on the literature review, it was developed the following research hypothesis:

H,: There is a significant relationship between the Independence of the Board of Directors and external
audit fees.

Board of Directors’ Diligence

The diligence of the Board of Directors is related to the care on its performance. Thus, determining its
activity is important to verify whether we are facing a more or less active Board, which influences, or
not, the auditors’ behavior and, consequently, their fees.

Although some studies such as Yatim et al. (2006) have not found a significant relationship between the
diligence of the Board of Directors and audit fees, the literature has generally found that this relationship
is positive (Abbott et al., 2003; Carcello et al.,2002; Stewart & Kent, 2006; Krishnan & Visvanathan,
2009; Zaman, Hudaib & Haniffa, 2011). Xie, Davidson and DaDalt (2003) also found that the level of
discretionary accruals is lower when the Board meets more frequently. According to the authors, active
Boards are able to perform their monitoring role more efficiently and address important issues such as
earnings management. According to Conger, Finegold and Lawler (1998), assessing the suitability of
the time available for group meetings and the efficient use of that time to deliberate on important issues
is essential on a Board of Directors.

In this context, the following hypothesis was formulated:

H,: There is a significant relationship between the diligence of the Board of Directors and external
audit fees.

Board of Directors’ Size

The literature has also given importance to the Board of Directors’ size, although it is not consensual.
On the one hand, some studies did not find significant relationships between the Board of Directors’ size
and audit fees (Knechel & Willekens, 2006; Yatim et al., 2006). On the other hand, some studies found
that this relationship is positive. According to Kikhia (2014), the probability of fraud on the financial
statements increases with a greater number of members. Therefore, a high number of members on the
Board of Directors is perceived by auditors to be more risky and, consequently, they charge higher fees
(Bliss, 2011). On a different perspective Al-Najar (2018) pointed that the positive relation between
Board’ size and audit fees is due to the fact that companies with large Boards are more likely to require
an audit report with more quality putting more pressure in that.
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The following hypothesis was formulated:
H,: There is a significant relationship between the size of the Board of Directors and external audit fees.

Capital Hold by the Board of Directors

The separation between ownership and control, that occurs when the owner delegates certain decision-
making powers to managers, makes the owners incur in agency costs. These costs are intended to
discourage/decrease the risk that management will act for its own benefit and against shareholders’
interests. This is the basis of agency theory, which argues that when managers have access to informa-
tion that is different from the one that shareholders have access, they can act in their own interest and
in detriment of shareholders’ interests (Jermias & Gani, 2014, p.135). In order to mitigate the conflicts
that result from the separation between shareholders and managers, shareholders (i) attribute incentives
to management, (ii) incur in costs for monitoring management activities and iii) in costs that prevent
management from engaging in activities that damage them or that protect them in harmful situations
(Jensen & Meckling, 1976).

When managers are also shareholders, the risk of management engaging in timely activities is lower
(Jensen & Meckling, 1976), so this separation of interests is smaller. Thus, the more significant the
proportion of capital hold by managers the lower the risk of fraud and manipulation of results, which
leads to a lower effort by auditors and, consequently, in lower audit fees.

According to O’Sullivan (2000), the auditor doesn 't need to perform additional tests during the audit
when managers hold a significant percentage of the capital since they have less incentives to change the
information issued to shareholders. O’Sullivan (2000) found that the higher the percentage of capital
hold by executive directors the lower the demand for a deeper audit and, consequently, the lower the
amount of audit fees. Mitra, Hossain, and Deis (2007) also verified that the higher the proportion of
capital hold by managers, the lower the agency problems as well as the risk premium and /or the effort
spent by auditor, which result in lower audit fees. However, Oktorina and Wedari (2015) found a positive
relationship between the percentage of managers who became owners and audit fees. These results are
in accordance with the demand perspective, that is, there is a greater motivation by managers to produce
financial information with quality when they own the capital of the company they manage. According to
the authors, managers look for this quality in auditing so that investors have confidence in the accounting
information reported and, consequently, in their work.

Some studies have also analyzed the relationship between ownership structure and external audit fees,
in particularly whether the fact that the ownership structure is more or less concentrated on a person
or a group affect audit fees and what type of group or person holds that capital. Desender, Aguilera,
Crespi, and Garcia-Cestona (2013) found a significant positive relationship between the proportion of
non-executive Board members over the total members of the Board and external audit fees for listed
companies on the Paris and on the Madrid Stock Exchanges. The authors also found that when the
President also performs the role of CEO, both non-executive directors and the external auditor face
more constraints in the pursuit and execution of a deeper audit. However, when the ownership structure
is concentrated these relationships are insignificant. The authors considered companies with a concen-
trated ownership structure the ones holding at least 20% per person, family group or company. Desender
et al. (2013) argued that the composition of the Board of Directors is intrinsically linked to its main
objective, that is, it composition will be more disperse or concentrated if the Board’s main concern is to
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monitor the management or to ensure the success of the company through its capacity and experience.
Hence, there is a greater monitoring and demand for audit quality when the ownership structure is dis-
persed, as shareholders seek a greater protection of their interests, while if the structure is concentrated
the shareholders have already a greater influence on the Board of Directors and have a easily access to
information (Desender et al., 2013).

Khan, Hossain and Siddiqui (2011) analyzed the relationship between external audit fees and the
type of “group” that holds the company’s capital in Bangladesh, an economy with a strong concentra-
tion of family businesses. The authors found a significant negative relationship between audit fees when
company capital is dominated by sponsors (family owners) and by institutional investors. According to
Khan et al. (2011) the market in emerging economies is not so efficient, so the demand for audit quality
in companies where capital is concentrated in families or in an individual will be lower.

The following hypothesis was, therefore, formulated:

H,: There is a significant relationship between the capital hold by the Board of Directors and external
audit fees.

Supervisory Board

When analyzing audit fees, we must not forget the importance of the Supervisory Board for many mo-
tives. The Supervisory Board is an independent board of the company whose objectives are, among
others, supervise company’s management, prepare and disclose financial information, supervise external
audit and ensure its quality. In Spain, the company’s Supervisory Board is the Audit Committee as is
required by Spanish law, however, in Portugal, the Supervisory Board can take three different forms:
The Statutory Audit Board, the Audit Committee and the General and Supervisory Board. The Audit
Committee is the one that is most used in the universe of companies worldwide and because of this,
when it comes to corporate governance issues the literature highlights mainly the figure of the Audit
Committee as a Supervisory Board.

With the various financial scandals that have shaken the world economy, the role of the Audit Com-
mittee as a corporate governance mechanism has received special attention (Krishnan & Visvanathan,
2009). The Audit Committee plays a relevant role in the quality of external audit services as it can
collaborate with the Board of Directors in the decision of selecting the external auditor and review the
audit plan and the proposed fees, besides that, by assuming an attitude of audit quality requirement the
auditor can perform the auditing with a superior quality (Carcello et al., 2002).

However, the mere presence of the Audit Committee does not mean that it is efficient and because of
that most authors are concerned with the effect that the Audit Committee’ characteristics have on external
audit fees. Regarding this, Abbott et al. (2003) stated that the characteristics of the Audit Committee are
the ones that determine the efficiency in which their tasks are performed. In turn, Knechel and Willekens
(2006) verified that the existence of an Audit Committee influences itself audit fees.

Audit Committee characteristics have been much debated in the literature. For example, Zaman et
al. (2011) found a positive relationship between the effectiveness of the Audit Committee and audit fees
through the UK FTSE-350, which covers large and small UK companies. This effectiveness was measured
by a composite variable, which determines that Audit Committee is effective when it is simultaneously
independent, specialized, diligent and has a minimum size (at least three members). However, when
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analyzing the relationship between these characteristics and audit fees independently, the authors found
that the specialization of the Audit Committee is not a relevant characteristic in the determination of
audit fees.

Other studies considered different aspects in their analysis about Audit Committee quality. Engel,
Hayes, and Wang (2010) found that the attribution of high compensations for the Audit Committee leads
to a higher quality on its performance and, consequently, to an increase on audit quality and audit fees.
In turn, Ittonen, Miettinen, and Sami (2010) analyzed the presence of women in the Audit Committee,
concluding that this presence allows to increase Audit Committee’ effectiveness and decrease the need
for security provided by the auditing and audit fees (by affecting the assessment of risk by external audi-
tors). In a more recent study, Karim, Robin, and Suh (2015) analyzed the relationship between audit fees
and the Audit Committee’ overlap (number of directors who are both members of the Audit Committee
and the Compensation Committee). Karim et al. (2015) found that this relationship is negative, stating
that the presence of members in both commissions discourages monitoring.

The most debated characteristics of the Supervisory Board by literature are independence, specializa-
tion and diligence. The specialization of the Supervisory Board is associated with the experience and
knowledge of its members, however, this information is difficult to obtain in Corporate Governance’
reports, especially in the case of the listed companies in Spain. Because of this reason we decided to
exclude this characteristic from our study and to analyze only the independence and diligence of the
Supervisory Board.

Supervisory Board Independence

The independence of the Supervisory Board members is very important as they must be impartial in
their assessment and on the pressure they place on audit quality. The more independent the Supervisory
Board, the more focused and concentrated it will be to ensure the transparency and reliability of financial
information and, consequently, the external audit quality. Owens-Jackson, Robinson and Shelton (2009)
verified that in companies with totally independent audit committees, the probability of financial state-
ments fraud is lower when there is a greater number of meetings hold by the Audit Committee and a
higher ownership concentration. Klein (2002) also found a significant and negative relationship between
abnormal accruals and the independence of the Audit Committee and Board of Directors. According to
Zaman et al. (2011), Audit Committee is more able to exert pressure on management for a greater audit
quality when its members are all non-executive.

The literature has not been consensual on this matter. On the one hand, some studies did not find a
significant relationship between Audit Committee’ independence and audit fees (Stewart & Kent, 2006;
Krishnan & Visvanathan, 2009; Yatim et al., 2006); on the other hand, there are also authors that have
found a positive and significant relationship between Audit Committee’ independence and external audit
fees (Abbott et al., 2003; Kikhia, 2014; Vafeas & Waegelein, 2007; Zaman et al., 2011).

In this context, the following hypothesis was formulated:

H,: There is a significant relationship between the Supervisory Board” independence and external audit
fees.
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Supervisory Board’ Diligence

The diligence of the Supervisory Board is related with the work developed by itself. Therefore, due to
insufficient data, the literature has analyzed this characteristic through its meetings frequency. The number
of meetings hold by the Supervisory Board indicates whether we are dealing with a more or less active
and dedicated Board focused on the matters that concern it. According to Zaman et al. (2011) “For an
audit committee to be effective, it must be active” (p.171). It is through these meetings that the Audit
Committee debates and informs itself about the accounting and control issues, transmitting the “image”
that the Audit Committee remain active (McMullen & Raghunandan, 1996).

Some authors did not find a significant relationship between external audit fees and the frequency
that an Audit Committee meets (Abbott et al., 2003; Kikhia, 2014) which could mean that the number of
meetings hold by the Audit Committee does not prove by itself that the Committee is diligent. However,
in general, literature has found a positive and significant relationship between the frequency Audit Com-
mittee meets and audit fees (Al-Najjar, 2018; Stewart & Kent, 2006; Krishnan & Visvanathan, 2009;
Oktorina & Wedari, 2015; Yatim et al., 2006; Zaman et al., 2011). An active Audit Committee requires
greater effort and quality from the external audit (Krishnan & Visvanathan, 2009).

We, formulated, therefore, the following research hypothesis:

H: There is a significant relationship between the diligence of the Supervisory Board and external
audit fees.

METHODOLOGY
Variables and Model

The study aims to analyze the effect that certain characteristics of corporate governance have on audit
fees, so the dependent variable to consider corresponds to the amount of audit fees (FEE). The introduc-
tion of a dichotomous variable to control the country made it possible to verify that the factors analyzed
influence in a different way the audit fees for listed companies in Portugal and Spain. Thus, it became
necessary to separate the study into two models, so we consider as dependent variables, respectively
for Portugal and Spain:

o  External Audit Fees for Listed Companies in Portugal (FEEPORT): Correspond to the natural
logarithm of the external audit fees for listed companies on the Euronext Lisbon Stock Exchange;

o  External Audit Fees for Listed Companies in Spain (FEESPAIN): Correspond to the natural
logarithm of the external audit fees for listed companies on the Valencia, Madrid, Bilbao and
Barcelona Stock Exchange.
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In order to test the hypotheses formulated, we consider the following independent variables:

e  Board of Directors’ Independence (BDIN): The literature has measured this variable by the
percentage (proportion) of non-executive directors (Carcello et al., 2002, Stewart & Kent, 2006;
Yatim et al., 2006) and the percentage (proportion) of independent directors (Abbott et al. 2003;
Bliss, 2011; Kikhia, 2014) on the Board. For our study we consider the percentage of independent
directors since they are members who are not associated with any interest group of the company
and because of that are more suitable to issue unbiased opinions.

e  Board of Directors’ Diligence (BDDL): It has been measured by the number of annual meetings
hold by the Board (Carcello et al., 2002, Stewart & Kent, 2006, Krishnan & Visvanathan, 2009),
so we chose this measure;

e  Board of Directors’ Size (BDS): It is measured by the total number of members who belongs to
the Board (Bliss, 2011);

e  Capital hold by the Board of Directors (CHBD): O’Sullivan (2000) analyzed the relationship
between the percentage of capital hold by executive directors and the percentage of capital hold by
non-executive directors and external audit fees. In turn, Desender et al. (2013) used the percentage
of capital hold by non-executive members of the Board. In this study, we chose to measure Board
of Directors shareholding by the total percentage that the Board holds on the company’s capital in
order to perceive the influence that shareholders who are also members of the Board have in audit
performance, and, consequently, in audit cost;

e  Supervisory Board independence (SBI): We used the percentage of independent members that
belongs to the Supervisory Board (Kikhia, 2014; Zaman et al., 2011);

e  Supervisory Board Diligence (SBD): We used the number of annual meetings hold by this or-
ganism (Stewart & Kent, 2006; Krishnan & Visvanathan, 2009, Oktorina & Wedari, 2015, Yatim
et al., 2006; Zaman et al., 2011).

As control variables, we used the audited company’ size (SIZE), measured by the natural logarithm
of the client’s total assets, the complexity of the audited company (COMPL), measured by the natural
logarithm of the number of subsidiaries of the client, the audited company (BIG4), measured by a
dummy variable that indicates if the company is, or not, a big four audit firm and the audited company
risk (RISK), measured by the quick ratio. These factors have been identified as important factors for the
determination of audit fees (Al-Harshani, 2008; Campa, 2013; Fleischer & Goettsche, 2012; Kimeli,
2016; Palmrose, 1996; Simunic, 1980; UlHaq & Leghari, 2015; Urhoghide & Izedonmi, 2015). Thus,
it is expected that companies with a greater size and complexity pay higher audit fees and that the big
four firms charge higher fees as well. On the other hand, it is expected a negative relationship between
liquidity and audit fees as the lower the liquidity the greater the risk and, consequently, the audit fees.

Considering that Portuguese companies can choose between three types of Supervisory Boards, it is
important to verify whether the adoption of different supervising structures affects, or not, audit fees.
Through figure 2 it can be observed that 74% of the listed companies on the Portuguese Stock Exchange
(corresponding to 28 companies) have chosen the Statutory Audit Board as a Supervisory Board, 23%
of the companies (corresponding to 9 companies) opted for the Audit Committee and 3% of companies
(corresponding to 1 company) opted for the General and Supervisory Board. The General and Supervisory
Board was chosen by only 1 company (which is an insignificant number) so we decided to introduce,
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Figure 2. Supervisory board assumed by listed companies on the Portuguese stock exchange

Supervisory Board for companies listed on
Portuguese Stock Exchange

m Statutory Avdit Board
m Avudit Committes

® General and Supervisory Boad

only for the Portuguese model, a dummy variable that controls whether, or not, the company has assumed
as Supervisory Board the Audit Committee (AC). For the Spanish model, this variable is not necessary
since all companies have as Supervisory Board the Audit Committee.

Table 1 shows a summary of all the variables introduced in the formulated models.

In order to analyze the determinants of audit fees for Portugal and Spain, we have tested our hypotheses
using the least squares regression (OLS). The research models to be tested are as follows:

FEEPORT= 8, + §,BDIN + ,BDDL +§,BDS+ ,CHBD+ B,SBI

+ B,SBD + B,SIZE +8,COMPL + B,BIG4 + B, RISK + , AC + ¢ (1)

Table 1. Variable’s description

Variables Measures E)él;::ct:d
FEEPORT The natural logarithm of the external audit fee in Portugal
FEESPAIN The natural logarithm of the external audit fee in Spain
BDIN Percentage of independent members of the Board of Directors ?
BDDL Number of annual meetings hold by the Board of Directors ?
BDS Total number of members of the Board of Directors ?
CHBD Percentage of capital hold by the Board of Directors ?
SBI Percentage of independent members of the Supervisory Board ?
SBD Number of annual meetings hold by the Supervisory Board ?
SIZE The natural logarithm of the client’ total assets
COMPL The natural logarithm of the number of subsidiaries of the client
BIG4 Dummy variable: 1= The audit firm is a BIG 4; 0= otherwise +
RISK Liquidity ratio: (Current assets — Inventories) / Current liabilities -
AC Dumrr.ly variable: 1=. The Audit Committee is the Supervisory 9
Organism of the audited company; O=otherwise
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FEESPAIN= , + f,BDIN+ 3,BDDL +$,BDS+ ,CHBD + ,SBI

+ B,SBD + B_SIZE + p,COMPL + B BIG4 + 8, RISK + ¢ )
where € is the error term.

Sample

The objective of this study is to analyze the factors that influence audit fees in the Iberian Peninsula. As
such, data were collected from the financial annual reports and corporate governance reports of listed
companies on the four Spanish Stock Exchanges (Valencia, Madrid, Bilbao and Barcelona) and on the
Portuguese Stock Exchange (Euronext Lisbon) for the years 2013, 2014 and 2015. These reports were
obtained through the official websites of the Securities Market Commission of Portugal' and Spain?. From
the initial sample of the listed companies we excluded the ones which we couldn’t obtain the necessary
data to test the formulated hypotheses and also the companies that were not listed on the stock exchange
during 2 years of the period under review We also excluded companies providing financial services,
since these companies have very specific characteristics and a degree of financial leverage that can bias
the results (Fuentes & Pucheta-Martinez, 2009), resulting in a final sample of 142 companies, of which
38 are Portuguese and 104 Spanish, as shown in table 2. It is important to point out that despite the
small sample size, especially in the Portuguese case, it results from an initial sample that represents all
companies listed on the stock exchange markets analyzed. The final sample, after the necessary elimi-
nations explained, translates, respectively for Portugal and Spain, 74% and 59% of the total companies
and 83% and 68% of the non-financial ones.

PRESENTATION AND RESULTS DISCUSSION
Descriptive Statistics: Listed Companies in Portugal

Table 3 shows the information about audit fees and total assets of the listed companies on the Portuguese
Stock Exchange by sectors.

Table 2. Sample’s description

Companies With Securities Exchange Portugal Spain
Initial Sample: 51 175
Filters:
Insufficiency of data -8 -34

Companies that are not listed on the stock exchange

during 2 years of the period under review 0 14
Financial services -5 -23
Final Sample 38 104
Total Sample 142
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Table 3. Classification of listed companies on the Portuguese stock exchange by sector

Sector g(l)llrnn[l)):;i(e)z External Audit Fees Total Assets
Agriculture, fishing, livestock, forestry, mining, hunting 0 - -
Industry, construction, electricity, gas and water supply 7 1174 127.00 € 68 564 872 615.58 €
Trade and services 31 6 408 460,44 € 88 338 660 249,05 €
Total 38 7 582 587,44 € 156 903 532 864,63 €

Most of the companies are dedicated to the third sector (trade and services) and the remaining com-
panies belong to the secondary sector (industry, construction, electricity, gas and water supply). During
the analysis period of the present study, the listed companies in Portugal spent a total of 7 583 million
euros in external audit fees and reported a total assets amount of 156 904 billion euros.

The descriptive statistics for the Portuguese model is reported in table 4.

From the analysis presented in table 4 it can be seen that, on average, 19% of the members of the
Board of Directors are independent (BDIN) and that the Board meets about 12 times per year (BDDL).
It can be also observed that the Board’ size of the Portuguese listed companies (BDS) corresponds, on
average, to 9 directors, ranging between a minimum of 3 directors and a maximum of 22 directors. The
members of the Board also hold about 18% of the capital of the audited company (CHBD). Regarding
the Supervisory Board, on average, 93% of its members are independents (SBI) and meets about 7 times
per year (SBD), meeting at a lower frequency when compared with the Board of Directors. Table 4 also
shows that 84% of the companies are audited by big four companies (BIG4) and the liquidity (RISK) of
the audited companies is, on average, reasonable. Finally, it should be noted that only 23% of the audited
companies have the Audit Committee as their Supervisory Body.

Table 4. Descriptive statistics for listed companies on the Portuguese stock exchange

Variables Mean Median Minimum Maximum Standat;céll)))eviation
FEEPORT 10,51 10,59 6,91 14,02 1,15
BDIN 0,19 0,20 0,00 0,60 0,17
BDDL 12,30 11,00 1,00 59,00 7,55
BDS 8,71 8,00 3,00 22,00 433
CHBD 0,18 0,01 0,00 0,80 0,27
SBI 0,93 1,00 0,50 1,00 0,13
SBD 6,52 5,00 0,00 17,00 3,60
SIZE 19,80 19,56 16,59 23,83 1,47
COMPL 2,69 2,71 0,00 6,02 1,61
BIG4 0,84 1,00 0,00 1,00 0,37
RISK 3,16 0,60 0,02 97,82 12,42
AC 0,23 0,00 0,00 1,00 0,42
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Table 5. Classification of listed companies on the Spanish stock exchange by sector

Sector Number of Companies Audit Fees Total Assets
Agriculture, fishing, livestock, forestry, mining, hunting | 2 324 322,16 € 1303 427 374,06 €
Industry construction, electricity, gas and water supply 36 25947 049,06 € 210812 139 974,27 €
Trade and services 66 6283191528 € 831239229 150,41 €
Total 104 89 103 286,50 € 1043 354 796 498,74 €

Descriptive Statistics: Listed Companies in Spain

The business classification of the listed companies on the Spanish Stock Exchanges is presented in table 5.

As it can be seen in table 5, only 2 companies belong to the primary sector, 36 to the secondary sector
and most of the companies to the tertiary sector. During the years 2013 to 2015 the listed companies on
the Spanish Stock Exchanges were charged in a total of 89 103 million euros related to external audit
fees and reported a total amount of assets of 1 043 billion euros.

The descriptive analysis of the data obtained for the listed companies in Spain is presented in table 6.

According to table 6, on average, 37% of the members of the Board of Directors are independent
(BDIN) and meets 10 times per year (BDDL). It can also be noted that, on average, the Board’s size
of the listed companies in Spain (BDS) corresponds to 10 directors, ranging between a minimum of 1
director and a maximum of 21 directors. Besides that, the members of the Board hold, about 25% of
the capital of the audited company (CHBD). Regarding the Supervisory Board, on average, 58% of its
members are independent (SBI) and meets 6 times per year (SBD) which means that they are meeting
at a lower frequency than the Board of Directors. The descriptive analysis show that 88% of the listed
companies on the Spanish Stock Exchanges are audited by the big four firms (BIG4) and the liquidity
(RISK) of the audited companies is reasonable.

Table 6. Descriptive statistics for listed companies on the Spanish stock exchanges

Variables Mean Median Minimum Maximum Standard Deviation (SD)
FEESPAIN 11,52 11,46 7,75 15,52 1,40
BDIN 0,37 0,33 0,00 1,00 0,18
BDDL 10,26 10,00 0,00 45,00 4,77
BDS 9,85 10,00 1,00 21,00 3,69
CHBD 0,25 0,19 0,00 1,00 0,25
SBI 0,58 0,67 0,00 1,00 0,25
SBD 6,36 6,00 0,00 16,00 2,89
SIZE 19,91 19,97 11,77 25,18 2,24
COMPL 3,12 2,86 0,00 7,14 1,59
BIG4 0,88 1,00 0,00 1,00 0,32
RISK 1,98 0,89 0,00 60,14 5,38
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Table 7 presents the correlation matrix of the independent and control variables.

Through the correlation matrix, it can be observed that the strongest correlations are between the
SIZE and BDS variables, with a correlation of 0,55 and between the AC and SBI variable, with a cor-
relation of -0,53. However, the collinearity test was performed and the results did not reveal any problem
of this type. The heteroscedasticity (White’s test) and the normality of the residuals tests also revealed
no concern with the dispersion of the data and the distribution of the error.

Table 8 shows the results obtained for listed companies on the Portuguese Stock Exchange using the
pooled OLS model, as it was verified to be more adequate than the fixed effects model and the random
effects model. The adjusted R? obtained with the pooled OLS model is higher than the other models
mentioned, which means that this model is the most explanatory of the external audit fees.

The adjusted R? indicates that the model explains almost 30% of the external audit fees. Regarding the
control variables, the results show that only the audited company’s size (SIZE) and complexity (COMPL)
affects audit fees (at 1% level). The remaining control variables as well as the experimental variables
have no influence on audit fees. Similar to Hassan and Naser (2013), Thi and Hong (2017), Palmrose
(1986), Urhoghide and Izedonmi (2015), among others, we also found in Portugal a positive relation-
ships between the size of the audited company and the external auditors’ fees. On the other hand, unlike
Carcello et al. (2002), Stewart and Kent (2006), Zaman et al. (2011), Desender et al. (2013) there were
no significant relationships between the corporate governance mechanisms and the external auditors’
fees. This low explanatory power of the model may indicate that in Portugal, although the minimum
fees’ table has not been mandatory since 2005, auditors continue to be heavily influenced by its base’
construction factor: the size. These results can also indicate that there are other factors, which have not
been studied, that may in fact influence Portuguese’ audit fees or may simply result from the small size
of the sample.

Ascanbe seen from table 9 the results do not support any research hypothesis for the Portuguese model.

Table 7. Correlation matrix for listed companies on the Portuguese stock exchange

Variables | BDIM | BDDL | BDS | CHBD SBI SBD SIZE COMPL BIG4 | RISK AC
BDIN 1,00 -0,21 0,36 -0,18 -0,12 0,34 0,32 0,28 -0,04 0,03 -0,41
BDDL 1,00 0,01 -0,07 -0,11 0,38 0,08 0,09 -0,15 -0,10 -0,12
BDS 1,00 -0,26 -0,04 0,42 0,55 0,18 -0,01 -0,14 -0,37
CHBD 1,00 0,12 -0,28 -0,29 -0,11 -0,14 -0,05 -0,13

SBI 1,00 -0,42 -0,11 -0,03 -0,17 0,03 -0,53
SBD 1,00 0,43 0,04 0,09 -0,04 -0,45
SIZE 1,00 0,41 0,23 0,04 0,18

COMPL 1,00 -0,05 0,12 0,10
BIG4 1,00 0,07 0,06
RISK 1,00 -0,03

AC 1,00
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Table 8. Results for the Portuguese model

Variables Coefficient T-Statistic P Value
CONST 4,02 2,20 0,00%**
BDIN 0,95 1,42 0,18
BDDL 0,02 1,46 0,17
BDS 0,02 0,46 0,60
CHBD -0,31 —-0,86 0,35
SBI 1,13 1,25 0,26
SBD 0,06 1,47 0,16
SIZE 0,26 2,87 0,01 %**
COMPL -0,19 —2,84 0,01 %**
BIG4 -0,31 -1,15 0,23
RISK 0,00 0,08 0,51
SAB -0,43 1,40 0,21
Mean dependent variable: 10,51
S.D. dependent variable: 1,15
Sum squared residuals: 93,25
S.E. of regression: 0,96
Adjusted R-squared (R?): 0,30
F(11, 24): 5,48
P Value (F): 0,00

Notes: ***Significant at p < 0.01, **Significant at 0.01 < p < 0.05, *Significant at 0.05< p < 0.10

Table 9. Summary of the research hypotheses for the Portuguese model

Hypothesis Description Support Evidence
. There is a significant relationship between the independence of the Board of Directors
Hypothesis 1 . No
and external audit fees.
Hypothesis 2 There is a mgmﬁcant relationship between the diligence of the Board of Directors and No
external audit fees.
. There is a significant relationship between the size of the Board of Directors and external
Hypothesis 3 . No
audit fees.
Hypothesis 4 There is a mgmﬁcant relationship between the capital hold by the Board of Directors and No
external audit fees.
Hypothesis 5 There is a 51gmf1.cant relationship between the independence of the Supervisory Board No
and external audit fees.
Hypothesis 6 There is a mgmﬁcant relationship between the diligence of the Supervisory Board and No
external audit fees.
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Regression Analysis Results: Listed Companies in Spain

The correlation matrix of the independent and control variables for listed companies on the Spanish
Stock Exchange is presented in table 10.

The results show that the strongest correlations were found between SBI and BDIN variables, with a
correlation of 0,61, SIZE and BDS variables, with a correlation of 0,67 and between the variables COMPL
and SIZE, with a correlation of 0,68. However, the collinearity test was performed and the results did
not reveal any problem. The heteroscedasticity tests (White’s test) and on the residuals normality also
showed no concern about the dispersion of the data and the distribution of the error.

The regression model for listed companies on the Spanish Stock Exchanges was introduced in the
gretl program, using the Pooled OLS for the same reasons presented for the Portuguese model. The
results obtained are indicated in table 11.

The adjusted R? indicates that the Spanish model explains 66% of the external audit fees. As expected,
the control variables for size (SIZE), complexity (COMPL) and for audit firms (BIG4), are positively
related to audit fees. The control variable for the risk (RISK) indicates that the lower the liquidity the
higher the amount of audit fees to be charged, that is, the lower the liquidity, the greater the audited com-
pany risk and the higher the audit fees. These results are in line with those of Campa (2013), Fleischer
and Goettsche (2012), Kimeli (2016), UlHaq and Leghari (2015), Urhoghide and Izedonmi (2015).

Regarding the experimental variables, the results allow us to conclude that only the Board of Direc-
tors’ diligence (BDDL), with a significance of 10%, and the percentage of capital hold by the Board
of Directors (CHBD), with a significance of 1%, are significantly related to the external audit fees.
These results indicate that the greater the diligence of the Board of Directors, measured by the number
of annual meetings hold by the Board, the greater the demand for an audit with quality, which leads to
an increase on audit price and are in accordance with the results of Carcello et al. (2002), Stewart and
Kent (2006), Zaman et al. (2011). On the other hand, the greater the percentage of capital hold by the
Board of Directors, the greater the influence of shareholders on the Board and the greater the access to
information (Desender et al., 2013). There is, therefore, a less concern with management monitoring
and audit demanding since the Board of Directors are themselves shareholders and they already do this
monitoring resulting in a lower demand for auditor effort and, consequently, in lower audit fees.

Table 10. Correlation matrix for listed companies on the Spanish stock exchanges

BDIN | BDDL BDS CHBD SBI SBD SIZE COMPL BIG4 | RISK
BDIN 1,00 0,01 -0,05 -0,20 0,61 0,12 0,11 0,10 0,01 0,20
BDDL 1,00 0,04 -0,22 0,10 0,42 0,15 0,20 0,07 -0,06
BDS 1,00 -0,10 -0,01 0,34 0,67 0,48 0,39 -0,10
CHBD 1,00 0,01 -0,14 -0,12 -0,06 -0,06 0,00
SBI 1,00 0,16 0,04 0,04 0,01 0,07
SBD 1,00 0,42 0,35 0,22 -0,01
SIZE 1,00 0,68 0,37 -0,15
COMPL 1,00 0,27 -0,14
BIG4 1,00 -0,16
RISK 1,00
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Table 11. Results for the Spanish model

Variables Coefficient T-Statistic P Value
CONST 3,34 5,78 0,000 **%*
BDIN 0,14 0,41 0,68
BDDL 0,02 1,69 0,09%
BDS 0 -0,41 0,68
CHBD -0,75 -3,77 0,00%**
SBI -0,08 -0,35 0,73
SBD 0,03 1,28 0,2
SIZE 0,36 10,05 0,00 *#*
COMPL 0,12 2,97 0,00%**
BIG4 0,67 4,23 0,00 *#*
RISK -0,03 -3,55 0,00%**

Mean dependent variable: 11,51

S.D. dependent variable: 1,39

Sum squared residuals: 193,44

S.E. of regression: 0,81

Adjusted R-squared (R?): 0,66
F(10, 102): 60,44
P Value (F): 0,00

Notes: ***Significant at p < 0.01, **Significant at 0.01 < p < 0.05, *Significant at 0.05< p < 0.10.

Another important conclusion is that the Supervisory Board of the audited companies is not impor-
tant in determining audit quality (SBI and SBD variables) and, consequently, external audit fees for
listed companies in Spain. This result is in line with Carcello et al. (2002) that verified in their study
that Audit Committee’ characteristics were not important in determining external audit fees when the
Board of Directors’ characteristics are presented in the model. In the same sense Kikhia (2014) found
that only Audit Committee independence was significantly associated with audit fees. These results
reflect the influence of the Board of Directors on the way in which the auditing will be conducted and,
consequently, on the external audit fees. However, the Board of Directors independence (BDIN) and the
Board of Directors’ size (BDS) were not significant in determining audit fees.

Finally, table 12 indicates that the results only supports the research hypotheses 2 and 4.

CONCLUSION

This study analyzed the effect of corporate governance’ mechanisms on audit fees for listed companies
on the Portuguese Stock Exchange (Euronext Lisbon), and on the four Spanish Stock Exchanges (Bilbao,
Valencia, Barcelona and Madrid), for the years 2013 to 2015.

The results are very different for Portugal and Spain. In general terms, the characteristics of corporate
governance influence audit fees in Spain but not in Portugal.
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Table 12. Summary of the research hypotheses for the Spanish model

. _— Support
Hypothesis Description Evidence
. There is a significant relationship between the independence of the Board of Directors and
Hypothesis 1 : No
external audit fees.
. There is a significant relationship between the diligence of the Board of Directors and
Hypothesis 2 : Yes
external audit fees.
. There is a significant relationship between the size of the Board of Directors and external
Hypothesis 3 . No
audit fees.
Hypothesis 4 There is a mgmﬁcant relationship between the capital hold by the Board of Directors and Yes
external audit fees.
Hypothesis 5 There is a significant relationship between the independence of the Supervisory Board and No
external audit fees.
Hypothesis 6 There is a mgmﬁcant relationship between the diligence of the Supervisory Board and No
external audit fees.

For Portugal, the results show that the characteristics of the Board of Directors and Supervisory Body
analyzed in the present study have no influence on audit fees.

For Spain, the results indicate that the characteristics of the Supervisory Board, in particular its
independence and diligence, do not have a significant effect on audit fees. On the opposite, the Board
of Directors is an important organism in determining audit fees. The percentage of capital hold by the
Board of Directors is negatively and significantly related to audit fees. These results indicate that the
higher the capital hold by the Board of Directors the greater the monitoring performed by them and the
lower the demand for external audit quality. The audit cost to be borne by the audited company will be,
therefore, lower. On the other hand, the Board of Directors’ diligence is positively and significantly as-
sociated with audit fees. These results show that a greater number of meetings leads to a greater demand
for audit quality that result in higher audit fees.

The results between these two countries could indicate that in Portugal external auditors still have
as reference the minimum fees based on the size and complexity of audited companies which were in
for until 2005.

The limitations of the present study are mainly related to the sample because the Portuguese sample
is smaller when compared with the Spanish one. This happens because we only used the companies
listed on the Portuguese and Spanish Stock Exchanges which limits the sample. However, including
other companies could be very difficult because some information as the amount of audit fees are not
required to disclose for companies that are not listed.

Regarding future research, if the companies disclose these kind of information it would be very
interested to expand the samples. In addition it would be interesting to explore the relationship of audit
fees with other corporate governance measures such as internal audit and the capital’s structure of the
audited company (whether it is more concentrated or dispersed and the type of group or person holding
the capital of the audited company).
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KEY TERMS AND DEFINITIONS

Agency Theory: A supposition that explains the problems that can exist between principals (share-
holders) and the agents (managers) resulting from the different goals among them.

Audit Fees: The price paid by a company for an external audit that will certificate its financial state-
ments.

Big Four Firms: The biggest four companies that offers services in audit, taxation, management
consulting and other related services: Deloitte, Pricewaterhousecoopers, Ernst & Young, and KPMG.

Corporate Governance: Is a system of practices, processes and rules by which companies are gov-
erned and controlled, in order to protect the stakeholder’s interests.

Discretionary Accruals: The accruals that do not result from the normal course of business activity,
also known as abnormal accruals.

Earnings Management: [s a practice that involves a set of accountings decisions by management
in order to obtain profitable advantageous of it.

Supervisory Board: An independent Board which main goal is providing an independent review of
the financial reporting process, internal controls and external audit.
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ENDNOTES

! http://www.cmvm.pt/pt/Pages/home.aspx

2 https://www.cnmv.es/portal/home.aspx
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ABSTRACT

The audit expectation gap (AEG) is present in society and, while there, will encourage discrediting
the auditors. Given the seriousness of this situation, several solutions have been pointed out, one of
which is to promote audit education. The aim of this chapter is to verify if adult education, taught at
the Polytechnic Institute of Cdvado and Ave (IPCA), reduces the AEG, considering the perceptions of
its students about the role assigned to the auditors and the degree of success of the auditors in certain
situations. The application of a questionnaire allowed to conclude that, as the literature review showed,
audit education changes the perceptions of IPCA students about the role and degree of success of the
auditors, generally reducing the AEG.
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INTRODUCTION

The AEG has become an important issue for everyone because of the financial scandals and bankruptcies
of enterprises. This situation has led to a crisis of public trust and raised concerns about the relationship
between auditor and client (Wolf, Tackett, & Claypool, 1999). According to Almeida (2005), the AEG
has been affecting audit professionals for several years, creating a critical and litigious environment,
promoted by the courts, politicians, the press, and society in general, that hinders responsibilities and
performance. Therefore, the AEG is due to the uncertainty associated with the objective, value, nature,
and effect of an audit. As such, according to Otalor and Okafor (2013), the greater the AEG, the greater
the negative impact on the financial statements of the entities.

It is therefore urgent to identify solutions to minimize the problem of the AEG. Audit education is
one of the solutions pointed out because, according to Pierce and Kilcommins (1996) and Lee et al.
(2008), this improves the knowledge and understanding of the auditor’s role and responsibilities. More-
over, Okafor and Otalor (2013) and Devi and Devi (2014) argued that a lack of education about audit
standards and audit practices is the main reason for the AEG. Thus, the importance of the effect of audit
education on the AEG, which has already been investigated by several authors (Ali, Heang, Mohamad,
& Ojo, 2008; Almeida, & Colomina, 2009; Bailey, Bylinski, & Shields, 1983; Enes, 2013; Epstein, &
Geiger, 1994; Fadzly, & Ahmad, 2004; Ferguson, Richardson, & Wines, 2000; Gramling, Schatzberg,
& Wallace, 1996; Idowu, & Oluwatoyin, 2014; Thendinihu, & Robert, 2014; Kose, & Erdogan, 2015;
Lee, Azham, & Kandasamy, 2008; Madsen, 2013; Monroe, & Woodliff, 1993; Pierce, & Kilcommins,
1996; Rehana, 2010).

Following this research line, the objective of this paper is to verify whether audit education as taught
at the IPCA reduces the AEG, considering the students’ perception of the role assigned to the auditors
and the degree of success of the auditors in certain situations. Although it is not the aim of this research,
it is also expected that its results will allow the identification of the subjects that students are not yet
aware of and, therefore, to highlight the programmatic contents of education in financial auditing that
should be improved.

In order to measure the students’ perception of the role assigned to auditors, as well as the degree
of success of the auditors in certain situations, a questionnaire was elaborated based on Enes (2013),
Ferguson et al. (2000), and Gramling et al. (1996). The questionnaire was applied to two distinct groups
of IPCA students: (1) students who had obtained audit training in the course and (2) students who had
not obtained audit education in the course.

The analysis of the data reveals that audit education has an impact on the AEG, reducing it in all situ-
ations except the auditor’s role regarding the internal control system, management, and continuity of the
audited entity. Even after audit education, students continue to believe that the auditor is responsible for
ensuring that the internal control system is well implemented, that the company is managed efficiently,
and that its continuity is not in doubt. This denotes the problem of students’ lack of knowledge.

This study also allows us to conclude that audit education increased the students’ confidence in the
work of the auditor, since they considered that, in the course of their work, auditors are successful in
finding solutions to detected problems, complying with laws and regulations, as well as preventing and
detecting the occurrence of errors and irregularities.
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In addition to this introduction, this study contemplates a theoretical framework on the AEG and the
importance of audit education for its reduction. This is followed by the case study, where the research
methodology is presented, as well as the analysis and interpretation of the results. The study ends with
the conclusion and respective solutions and recommendations, as well as future research directions.

THE AUDIT EXPECTATION GAP

As mentioned by Liggio (1974), the AEG results from the difference between the performance idealized
by the auditors and that idealized by the users of financial information, but this can be motivated by
several factors. According to the study by Almeida and Colomina (2009) carried out in Portugal, and
that by Masoud (2017b) carried out in Libya, the AEG is due not only to the lack of adequate standards
and the inadequate performance of the auditors but also to the differences in reasonableness related to
society and the organization. According to Adeyemi and Olowookere (2011) and Almeida (2012), the
factor that most influences audit dissatisfaction is the auditor’s inadequate performance.

In South Africa, Gloeck and Jager (1993) concluded that the AEG is due to the auditor’s lack of
independence and objectivity, uncertainties about the auditor’s role, and dissatisfaction with the audit.
In addition to these aspects, Bailey, Bylinski and Shields. (1977), Humphrey, Moizer, & Turley (1993),
and Almeida (2012) pointed out that the AEG is essentially motivated by the stakeholders’ perceptions
about the role and success of the auditor in the detection of errors and fraud, as well as the detection
of illegal acts. According to Low, Foo and Koh (1988), stakeholders understand the audit as a seal of
accuracy on the company’s financial statements and expect auditors to provide an absolute guarantee
(Enofe, Mgbane, Aronmwan, & Ogbeide, 2013). Incidentally, Salehi (2016) stated that stakeholders
expect the auditor to ensure that financial statements are free of errors and fraud and that entities are
managed efficiently and in accordance with the law.

McEnroe and Martens (2001), Dixon, Woodhead, & Soliman (2006), and Madsen (2013) also pointed
out as the cause of the AEG the auditors’ responsibility to detect and prevent fraud, monitor the audited
entities’ internal control systems, and prepare financial statements.

In New Zealand, Cameron (1993) analysed the relationship between auditors and audited companies
through the opinions of accountants. The author concluded that stakeholders expect auditors to provide
accounting advisory services, be proactive, identify problems, and advise on the development of the
business.

Importance of Audit Education to the Audit Expectation Gap

Following the literature review cited, it is concluded that the AEG exists and is present in society. Thus,
the need arises to eliminate the AEG or at least reduce it. Humphrey (1997) hoped that the problem
estates’ over time, but the constant scandals of fraud and bankruptcy of audited companies make this
problem difficult to solve.

Auditors’ responses to the AEG can be described as either defensive or constructive (Sweeney, 1997;
Gay, Schelluch, & Baines, 1998). A constructive response defends the extension of the scope and func-
tion of the audit. The defensive response emphasizes the need to educate the public about the role and
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functions of the auditor. Therefore, Godsell (1991), Almeida (2005), Lee et al. (2008), Heliodoro (2009),
and Kose and Erdogan (2015) stated that audit education is essential for users of audit services. Monroe
and Woodliff (1993), Epstein and Geiger (1994), Gramling et al. (1996), Pierce and Kilcommins (1996),
Ferguson et al. (2000), Shaikh and Talha (2003), and Enes (2013) reported that users’ knowledge of
financial information about auditing has a direct influence on the AEG. Thus, audit education may play
an important role in solving this problem.

In Australia, Monroe and Woodliff (1993) analysed the effect of audit education on the AEG. They
concluded that students’ opinions changed considerably after receiving audit education. Thus, after re-
ceiving audit education, students now considered the most credible audited financial information, and
the belief that audit reports conveyed messages about the future prospects of the audited entity declined,
reducing the AEG.

Epstein and Geiger (1994) also performed a study on the subject in the United States. After analys-
ing two groups of investors, they concluded that investors with education in the areas of accounting,
finance, and investment analysis do not expect audit reports to convey an absolute level of security to
financial statements.

Pierce and Kilcommins (1996) indicated in their study in Ireland that there is a significant reduc-
tion in the misunderstanding of auditing standards as students obtain audit education. Thus, the authors
concluded that audit education can be an effective approach to reduce the AEG.

Gramling et al. (1996) carried out a study with students in higher education courses related to au-
diting in North American universities and with auditors, allowing comparison of the perspectives of
finalist students and auditors. The authors compared the students’ perception of the audit at the end of
the education with the auditors’ perception and concluded that, in some areas, the AEG was reduced.

Ferguson et al. (2000) made a comparison between the perspectives of Canadian and Australian
students in the course of their academic education, students who trained with auditors, and auditors
themselves. They concluded that audit education is a determining factor in the reduction of the AEG,
but that this reduction is considerably higher when the students have a more practical contact with these
subjects, bringing their perception about the role of the audit to that of the auditors.

Enes (2013) concluded that audit education does not completely reduce the AEG but has a posi-
tive impact on students’ perception that the main role of auditors is not to focus on the prevention and
detection of errors, fraud, and illicit acts that, according to Almeida (2012), would be the causes for the
existence of the AEG in Portugal.

Fadzly and Ahmad (2004) studied the existence of the AEG in Malaysia by surveying auditors and
stakeholders (bankers, investors, and brokers). The major differences were related to the auditor’s respon-
sibilities in fraud detection and prevention, preparation of financial statements and accounting records,
and internal control. Using reading material as an audit teaching method, the results indicated that after
reading the material, there were no significant differences between the auditors and the stakeholders,
who were interviewed before and after obtaining the education.

Also in Malaysia, Ali et al. (2008) conducted research to verify whether there were significant dif-
ferences in the perceptions of accounting students before and after performing an audit internship. In
this study, the results are not conclusive, since the audit internship did not reveal anything unequivocal
about the audit.

Rehana (2010) also investigated the role of audit education in the AEG, in Bangladesh. The author
concluded that audit education improved knowledge about the auditor’s responsibilities, audit reliabil-
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ity, and utility of audited information. That is, the author concluded that audit education significantly
reduces the AEG.

In Nigeria, Ihendinihu and Robert (2014) investigated the extent to which public confidence about
the outcome of the audit process can be improved by audit education. The authors concluded that audit
education has a significant effect on the AEG.

Also in Nigeria, Idowu and Oluwatoyin (2014) found that audit education reduced the AEG. After
education, students became more aware of the auditor’s responsibilities and the role of the company’s
management in preparing the company’s financial statements. These results were consistent with those
obtained by Masoud (2017a) in Jordan and by Kumari, Dissabandara, & Ajward (2018) in Sri Lanka.

The study Elad (2017) conducted in Sweden also showed that audit education reduced the AEG
with regard to the responsibilities of the auditor in preparing a company’s financial statements and in
the selection of audit procedures. However, audit education had no impact on perceptions of the audi-
tors’ responsibilities for detecting fraud or on the credibility of the audit and reliability of the financial
statements.

In Turkey, Kose and Erdogan (2015) revealed that more experienced users have less unreasonable
expectations regarding the auditor’s responsibilities. Similarly, when the level of education increases,
the AEG decreases.

Considering that the mentioned studies show that audit education contributes to reducing the AEG
by altering the perceptions of stakeholders about the role of the auditor and the degree of success of the
auditors resulting from the audit, we defined the following hypotheses of investigation:

Hypothesis One: Students have different perceptions about the role of auditors before and after receiv-
ing audit education.

Hypothesis Two: Students have different perceptions about auditors’ success in certain situations before
and after receiving audit education.

CASE STUDY
Methodology

The objective of this research is to verify whether audit education reduces the AEG. Starting from the
basic research problem, this study aims to explore how audit education changes students’ perceptions of
(1) the role assigned to the auditors and (2) auditors’ degree of success in certain situations. The fulfil-
ment of the aforementioned objective will provide empirical evidence on the effect of audit education
on the change of the perception of the stakeholders but will also show the limitations of this research
and potential points to improve.

In order to measure the students’ perceptions of the role assigned to auditors as well as the auditors’
degree of success in certain situations, the questionnaire method was applied to two distinct groups of
IPCA students: (1) students who obtained audit education in the course and (2) students who did not
obtain audit education in the course. This data collection technique fits better considering the objectives
of the study that it was used in similar prior researches such as Gramling et al. (1996), Ferguson et al.
(2000), and Enes (2013).
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The questionnaire was adapted from Enes (2013), whose questionnaire, in turn, was based on that
of Ferguson et al. (2000), who in turn supported their research on Gramling et al. (1996), which al-
lows validation of the statements formulated and ensures their consistency. The questionnaire applied
is composed of six groups of statements. However, considering the purpose of this study, two groups
of statements were considered in the analysis: (1) statements about the students’ perceptions about the
role of auditors (see table 1) and (2) statements related to perceptions regarding auditors’ success in
relation to certain activities (see table 3). In total, there are 41 statements. A 7-point Likert scale was
used, where 1 means “total disagreement” and 7 means “total agreement” (1 = Strongly disagree; 2 =
Moderately disagree; 3 = Partially disagree; 4 = Neither agree nor disagree; 5 = Partially agree; 6 =
Moderately agree; 7 = Totally agree).

It should also be noted that the questionnaires were distributed face-to-face in the classrooms of the
courses involved in the research during the months of May and June of 2016.

The data obtained through the questionnaires were processed through SPSS Statistics software (ver-
sion 23). It is assumed that the sample is representative of the population, that is, that students who
answered the questionnaire represent all students of the IPCA School of Management who have, or lack,
audit education.

In order to analyse the internal consistency of the data, Cronbach’s alpha test was used, which is the
most used indicator to evaluate the reliability and consistency of data, especially when using a Likert
scale in a survey. Through the analysis of this indicator, it is concluded that the data are reliable, since
Cronbach’s alpha has a value of 0.733. According to Serra (2013), the results of this test, when the in-
dicators are positively related, vary between 0 and 1. The reliability of these indicators is proven when
Cronbach’s alpha has a value higher than 0.8 or, in exploratory investigations, between 0.6 and 0.7.

To test the hypotheses formulated in this study, an analysis of the statistical significance of the two
groups of students’ responses was carried out. To evaluate the statistical significance of the differences in
the responses, the T-test was applied to two independent samples, as was done in the studies of Ferguson
et al. (2000) and Enes (2013). In rejecting the null hypothesis, we confirm the research hypothesis that
the students have different perceptions about the role and success of auditors before and after receiving
audit education.

To calculate the test statistic, we considered the assumption of equality of variances of the two
samples, each sample corresponding to each of the groups analysed. Therefore, according to Enes (2013),
an F-Test was carried out, which allowed us to test the equality of variances, that is, 6> = 6. If the
sigma value is less than or equal to 0.05, the variances are different in the two groups. Conversely, if the
sigma is greater than 0.05, we do not reject the null hypothesis and assume that the variances are equal.

Sample

Two groups of students enrolled in the academic year 2015/2016 were selected: The first group (G1) is
composed by students who had not yet obtained an education in auditing, and the second group (G2) is
composed by students who had obtained an education in auditing. The first group included the IPCA
students in the second year of the course in Accounting and the course in Banking and Insurance Man-
agement, both day and post-work regimes. In the second group were students in the courses for the third
year of the Degree in Accounting and the Degree in Banking and Insurance Management, also in the
day and post-work regimes.
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Therefore, the population consisted of the number of students enrolled in the courses, and the sample
selected was composed of the students who were interviewed and were in the class in which the ques-
tionnaire was distributed. A response rate of 51.20% was obtained: Of the 334 students enrolled, 171
completed the questionnaire.

ANALYSIS AND INTERPRETATION OF DATA

In this section, we analyse and interpret the data about students’ perception of the audit, as well as the
influence of education in auditing, with a univariate analysis of the data, followed by a bivariate analysis.

Students’ Perceptions About the Auditor’s Role

The descriptive analysis of students’ perceptions about the auditor’s role is presented in table 1 and is
based on nine statements. In all statements, a mean of responses greater than 4 was obtained on a 7-point
scale. This shows that, on average, students agreed with all statements about the auditor’s role. However,
there was a tendency to increase the level of agreement on all issues among students with auditing edu-
cation, with the exception of statement 7, that “the company is managed efficiently”. This means that
audit education has altered the perception of IPCA students regarding the auditor’s role.

Concerning statement 1 (“Auditors must ensure that the financial statement is in conformity with the
conceptual framework’), the overall average response was 5.61. The answer most often given by G1
students was “neither agree nor disagree” (27.5%) and by G2 was “totally agree” (40.2%). At first, the
students were hesitant to agree with this statement, but after audit education, their doubts were elimi-
nated, and students mostly agreed with this statement. This demonstrates that audit education altered
students’ perception, helping to elucidate the stakeholders’ overall objectives for the independent auditor
and the conduct of an audit in accordance with international standards on auditing: “the purpose of the
audit is to express an opinion on whether the financial statements are prepared, in all material respects,
in accordance with an applicable financial reporting framework.” This was also confirmed by the T-test
result (see table 2).

Contrary to what has been observed in this study, the intensity of concordance decreased in the stud-
ies of Ferguson et al. (2000) and Enes (2013) after students received audit education. In the study by
Gramling et al. (1996), the means of the answers remained unchanged in the value of 6.37.

This trend was also noted in statement 2 (“Auditors must ensure that the financial statements do not
contain material misstatements resulting from intentional acts) and statement 3 (“Auditors must ensure
that the financial statements do not contain material misstatements of errors”), demonstrating once
again that audit education changed the students’ perceptions and reduced the AEG because, according
to paragraph 5 of ISA 200, “Overall objectives of the independent auditor and the conduct of an audit
in accordance with international standards on auditing”, the international auditing standards require the
auditor to obtain reasonable assurance about whether the financial statements as a whole are free from
material misstatement, whether due to fraud, understood as intentional acts, or error. This finding was
also confirmed by the application of the T-test, the result presented in table 2.

In addition, Enes (2013) concluded that audit education had a positive impact on students’ perception
of the role of auditors in the prevention and detection of errors, fraud, and illicit acts, which, according
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Table 1. Descriptive analysis: Perceptions about the auditor’s role

Measures of Central Tendency and

Frequency (%) . A
Statements Group Dispersion
1 2 3 4 5 6 7 Mean Median | Standard Deviation

Gl 1.4 0 43 275 | 232 |232 |203 |52174 5 1.30462
1. Auditors must ensure that
the FS is in conformity with G2 0 0 3.9 118 | 176 | 265 | 402 | 58725 6 1.18298
the conceptual framework.

Total 0.6 0 4.1 18.1 [ 199 |[251 |[322 | 56082 6 1.27129
2. Auditors must ensure Gl 14 0 5.8 333 | 232 | 188 | 174 | 5.0290 5 130577
that the FS does not contain | 5, 0 10 |20 |206 |206 | 157 |402 | 56863 6 129722
material misstatements
resulting from intentional acts. | Total 0.6 0.6 |35 257 | 216 |17.0 | 310 | 54211 5 1.33655
3. Auditors must ensure Gl 14 0 72 319 203 | 232 | 159 | 5.0290 5 1.31698
that the FS does not contain | 5, 10 |0 |39 |216 |186 |206 |343 | 55588 6 134660
material misstatements
resulting from errors. Total 12 0 53 257 | 193 | 216 | 269 | 53450 5 1.35613

Gl 2.9 14 |72 159 | 130 | 275 | 319 | 54493 6 1.55806

4. Auditors must ensure that
the FS presents a true and fair | G2 0 0 4.9 10.8 11.8 21.6 | 51.0 | 6.0294 7 1.23044
view of the company.

Total 1.2 0,6 5.8 12.9 123 240 | 433 5.7953 6 1.39713
5. Auditors must ensure Gl 0 0 5.8 26.1 20.3 29.0 18.8 5.2899 6 1.55806
that the company has the G2 0 10 |29 |118 |284 |206 |353 | 57059 6 120714
responsibility to prepare the
Es. Total 0 0.6 4.1 17.5 25.1 24.0 28.7 5.5380 6 1.22355
Gl 0 1.4 8.7 37.7 232 15.9 13.0 | 4.8261 5 1.23618
6. Auditors must ensure that
the internal control system is G2 1.0 0 1.0 21.6 21.6 28.4 26.5 5.5392 6 1.21600
well implemented.
Total 0.6 0,6 4.1 28.1 222 234 | 21.1 5.2515 5 1.26999
Gl 1.4 2.9 8.7 232 24.6 31.9 7.2 4.9130 5 1.30315
7. Auditors must ensure that
the company is managed G2 1.0 0 39 19.6 22.5 284 24.5 5.4608 6 1.25605
efficiently.
Total 1.2 12 5.8 21.1 234 | 29.8 17.5 5.2398 5 1.29970
8. Auditors must ensure that Gl 1.4 14 |72 290 | 261 | 203 | 145 | 49565 5 1.32215
regulators are informed of any | ;) 0 29 |29 | 118 |245 |314 | 265 | 55784 6 1.24627
irregularity committed by the
company. Total 0.6 2.3 4.7 18.7 25.1 26.9 21.6 5.3275 5 1.30983
Gl 14 29 8.7 34.8 20.3 17.4 14.5 4.7971 5 1.38882

9. The auditor must ensure
that the continuity of the G2 0 39 1.0 20.6 255 25.5 23.5 5.3824 5 1.29005
company is not in doubt.

Total 0.6 3.5 4.1 26.3 23.4 22.2 19.9 5.1462 5 1.35765

Legend: FS = Financial statement

to Humphrey et al. (1993), Baron, Johnson, Searfoss and Smith (1977), McEnroe and Martens (2001),
Dixon et al. (2006), Almeida (2012), and Madsen (2013), would be one of the main causes of the AEG.

In statement 4 (“Auditors must ensure that the financial statements present a true and fair view of
the company”), both groups’ most often chosen answer was “strongly agree”. Nevertheless, as in the
study by Gramling et al. (1996), there was an increase in the level of agreement after audit education.
This demonstrates, once again, the influence of audit education on altering students’ perceptions and
reducing the AEG. In fact, in accordance with Article 45 (2) (i) of the Statute of the Order of Statutory
Auditors and paragraph 3 of ISA 200, “Overall objectives of the independent auditor and the conduct
of an audit in accordance with international standards on auditing”, the auditor must give an opinion on
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whether the financial statements are appropriately presented, in all material respects, or give a true and
proper picture according to the conceptual framework. It should be noted that this result is contrary to
the studies of Ferguson et al. (2000) and Enes (2013).

Concerning statement 5 (“Auditors must ensure that the company has the responsibility to produce the
financial statements”), the overall average response was 5.54. After audit education, the students changed
their perception and agreed more with the presented question. This means that there was a reduction of
the AEG, since according to paragraph 13 (j) of the ISA 200, “Overall objectives of the independent
auditor and the conduct of an audit in accordance with international standards on auditing”, management
is responsible for preparing financial statements in accordance with the applicable financial reporting
framework. The level of significance presented in table 2 also allows us to prove the independence of
the samples. These results coincide with those of Fadzly and Ahmad (2004) and Elad (2017).

In statement 6 (“Auditors must ensure that the internal control system is well implemented’), the
overall mean response was 5.25, which was higher in G2 than in G1. The change in students’ percep-
tions is also evident in table 2. Incidentally, this is the statement where the differences are statistically
most significant. This result was not expected because the auditor does not have the function of ensur-
ing that the internal control system is well implemented. In fact, in the course of the audit, the auditor
assesses the internal control system, but only to identify the risks of material misstatement. In addition,
the report on the findings and recommendations about the internal control system is made known only
to the entity’s management. For these reasons, Gramling et al. (1996), Ferguson et al. (2000), Fadzly
and Ahmad (2004), and Enes (2013) revealed that, after audit education, the tendency to agree with this
statement was reduced.

The results of the univariate analysis of statement 7 (“Auditors must ensure that the company is
managed efficiently”), presented in table 1, reveal students’ different perceptions after audit education
through a higher average and median in G2 and consequently an increase in the AEG, since according
to Article 44 (5) of the Statute of the Order of Statutory Auditors, the audit does not include a guarantee
as to the efficiency or effectiveness with which the board of directors conducted the activities of the
audited entity. This was also found by Gramling et al. (1996). In contrast, Enes (2013) and Ferguson
et al. (2000) revealed a reduction in the level of agreement by students who had already received audit
education, that is, a reduction of the AEG. Although the univariate analysis revealed the students’ dif-
ferent perceptions before and after obtaining audit education, the results of the T-test, presented in table
2, did not reveal a statistically significant difference between the groups.

In statement 8 (“Auditors must ensure that the regulators are informed of any irregularity committed
by the company”), an overall average response of 5.33 was found. However, the average of the answers
was higher in G2, proving that the audit education altered the students’ perceptions and reduced the AEG,
since this duty of communication is imposed by articles 79 and 81 of the Statute of the Order of Statu-
tory Auditors. These results were also obtained by Enes (2013) and Gramling et al. (1996). Ferguson et
al. (2000), although in this aspect evidencing an increase in the AEG, revealed statistically significant
differences in students’ perceptions, as occurs in the present study, whose level of significance is found
in table 2.

Statement 9 (“Auditor must ensure that the continuity of the company is not in doubt.”) presents
an overall average of 5.15. However, the level of agreement with the statement was higher after audit
education, like in the study of Gramling et al. (1996), but unlike in the studies by Monroe and Woodliff
(1993), Ferguson et al. (2000), and Enes (2013). The change in perceptions is also evident in table 2.
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However, in this case, audit education increased the AEG, since according to paragraph 5 of Article
44 of the Statute of the Order of Statutory Auditors, the audit does not include a guarantee as to the
future viability of the audited entity. However, Article 45 (2) (f) of the Statute of the Order of Statutory
Auditors states, “the statutory certification of accounts must be in writing and shall include a statement
of any material uncertainties relating to events or conditions which may give rise to doubts the entity’s
ability to continue with its activities.” Furthermore, according to Article 45 (3) of the Statute of the
Order of Statutory Auditors, “statutory certification of accounts of public interest entities also includes
the elements provided for in Article 10 of Regulation (EU) No 537/2014 of the European Parliament
and of the Council of 16 April 2014”. Among these elements is giving an opinion on the economic and
financial viability of the entity.

ISA 570, “Going Concern”, was changed in 2016 for this reason, and this is up to the auditor respon-
sible for assessing whether the principle of continuity was properly used by the management body in
the preparation of financial statements and to check whether there are materially relevant uncertainties
that impede the continuity of the company.

Table 2 presents the results of the Levene test and the T-test. The Levene test reveals the existence of
different variances only for statement 4, since it is unique in that the value of “Sig” is below the level of
significance (0.05). As such, in this case, we will consider the value of the T-test presented for the equal

Table 2. Levene test and T-test result: Perception about the auditor’s role

Statements qufﬁl‘i]f;(e)f’r \e’:ltrfaoll;ces T-Test for Equality of Means
F Sig. T Gl Sig. (Two-Tailed) Mean Difference
Equal variances assumed 1.115 293 -3.408 169 .001 -.65516
. Equal variances not assumed -3.344 136.292 .001 -.65516
Equal variances assumed 1.004 318 -3.242 169 .001 -.65729
> Equal variances not assumed -3.238 145.457 .001 -.65729
Equal variances assumed 726 .395 -2.547 169 .012 -.52984
> Equal variances not assumed -2.558 148.267 .012 -.52984
Equal variances assumed 6.188 .014 -2.713 169 .007 -.58014
* Equal variances not assumed -2.594 122.769 011 -.58014
Equal variances assumed .052 702 -2.206 169 .036 -.40153
> Equal variances not assumed -2.204 143.419 .038 -.40153
Equal variances assumed 017 819 -3.737 169 .000 -71313
& Equal variances not assumed -3.725 144.479 .000 -.71313
Equal variances assumed .042 .838 -2.756 169 950 .03197
k Equal variances not assumed -2.736 74.132 958 .03197
Equal variances assumed .033 .856 -3.312 169 .002 -.62191
5 Equal variances not assumed -3.088 140.207 .002 -.62191
Equal variances assumed .303 .583 -2.822 169 .005 -.58525
> Equal variances not assumed -2.782 138.727 .006 -.58525
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non-assumed variances, which is -2.594. In all other cases, the value of the T-test to be considered is
what is presented in the same assumed variances. The analysis of T-test significance levels shows that
in all cases except statement 7, there were statistically significant differences. This allows us to validate
H1 and affirm that students have different perceptions about the role and responsibilities of auditors
before and after receiving audit education.

Students’ Perception of the Degree of Auditors’ Success

In this part of the paper, we intend to analyse students’ perceptions regarding some desirable attributes
in auditors that contribute to the success of the audit. Table 3 presents the descriptive statistics of the
obtained data.

Analysing the results, it is verified that, in both groups, there is agreement, since in all the statements,
the averages are above 4. It is emphasized that there is an increase in the average level of agreement after
the audit education, as occurred previously in the perception of the auditor’s role.

Statement 1 (“In the course of their work, auditors are successful in finding solutions to the problems
detected”) presents an average response of 5.32. As in the studies by Gramling et al. (1996), Ferguson et
al. (2000), and Enes (2013), students attributed a higher value to this attribute of auditors after obtaining
audit education. Cameron (1993) also concluded that stakeholders expect auditors to identify problems
and advise on the development of the business.

Table 3. Descriptive analysis: Students’ perception of the degree of auditors’ success

Frequency (%) Measures of Central Tendency
q y e and Dispersion
Statements Group
1 2 3 4 5 6 7 | Mean | Median | St2ndard
Deviation
1. In the course of their Gl 2.9 2.9 4.3 275 232 |26.1 13.0 | 4.9565 5 1.40832
work, auditors are successful ., 0 0 20 206 |235 [265 |275 |5568 |6 1.15621
in finding solutions to the
problems detected. Total 1.2 1.2 2.9 234 | 234 |263 |21.6 | 53216 5 1.2549
2. In the course of their work, | G1 1.4 0 2.9 232 | 21.7 | 348 159 | 5.3188 6 1.21864
auditors are successful in G2 0 0 10 | 137 |216 |265 [373 [58529 |6 1.10263
preventing the occurrence of
errors and irregularities. Total 0.6 0 1.8 175 |21.6 |298 |[287 |[56374 |6 1.17704
3. In the course of their Gl 1.4 0 4.3 21.7 18.8 1 29.0 | 24.6 | 5.4203 6 1.32183
work, auditors are successful |5, 0 0 0 98 [19.6 |304 |402 |6.0098 |6 0.99995
in detecting errors and
irregularities. Total 0.6 0 1.8 14.6 19.3 | 29.8 | 339 |5.7719 6 1.17349
4. In the course of their work, | G1 1.4 0 7.2 15.9 18.8 | 24.6 | 319 | 5.5217 6 1.39967
auditors are successful in G2 0 0 29 127 |216 | 196 |43.1 |58725 |6 1.19132
complying with laws and
regulations. Total 0.6 0 4.7 140 | 205 |21.6 |38.6 |5.7310 6 1.28710
5. In the course of their work, | G1 5.8 4.3 4.3 27.5 15.9 11.6 | 30.4 | 5.0000 6 1.77400
auditors succeed in acting G2 0 10 |29 [118 | 196 | 167 |480 |59216 |6 125616
independently without regard
to self-interest. Total 2.3 2.3 3.5 18.1 18.1 14.6 | 40.9 | 5.5497 6 1.54981
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The changes in students’ perceptions were also confirmed by the level of significance resulting from
the T-test (see table 4). Indeed, while solving problems is not the purpose of the audit, the resulting audit
recommendations help the entity to solve many deficiencies. Moreover, according to Dias (2006), all the
suggestions and references mentioned in the audit report are valuable elements to support the entity’s
strategic decisions and to help it fulfil its mission and achieve its objectives.

Both groups strongly agreed with statement 2 (“In the course of their work, auditors are successful
in preventing the occurrence of errors and irregularities””). However, unlike in studies by Gramling et al.
(1996), Ferguson et al. (2000), and Enes (2013), after receiving audit education, students agreed more
with the statement. The prevention of errors and irregularities is the responsibility of the audited entity,
through the implementation of an adequate internal control system. However, as evidenced by Kinney
and Martin (1994), Navarro and Martinez (2004), and Monterrey and Sdnchez (2007), the imminence
of the audit and the resulting output increases employees’ fear of irregularities. In addition, each audit
results in a report identifying internal control weaknesses and respective recommendations. Based on all
this, it is concluded that students have come to rely more on the work of auditors, as their main function
is to verify that statements have material misstatements resulting from errors and irregularities. In fact,
Monroe and Woodliff (1993) showed that, after receiving audit education, students began to consider
audited financial information more credible.

In statement 3 (“In the course of their work, auditors can detect errors and irregularities”). Similarly,
Gramling et al. (1996) also demonstrated the level of agreement among students who obtained audit
education. However, Enes (2013) and Ferguson et al. (2000) found the reverse. This result, in addition
to evidencing a change of perceptions about the background of the audit in relation to the area, reveals
the importance of the audit work in most areas of knowledge.

To statement 4 (“In the course of their work, auditors are successful in complying with laws and regu-
lations”), the most common answer by the students was “totally agree”. Nevertheless, as in the studies
by Ferguson et al. (2000) and Enes (2013), the level of agreement on this issue increased after students
received audit education. In fact, according to Humphrey et al. (1993), Garcia, Humphrey, Moizer, &
Turley (1993), and Duréndez (2003), the audit gives more security to stakeholders regarding compli-
ance with accounting and legal standards. However, the T-test result, shown in Table 4, reveals that the
differences between the groups are not statistically significant, as was also the case with Gramling et al.
(1996), Ferguson et al. (2000), and Enes (2013).

Statement 5 (“In the course of their work, auditors succeed in acting independently without regard to
self-interest.”) follows the tendency of previous answers. The increase in agreement intensity after audit
education is also found in the studies of Ferguson et al. (2000) and Gramling et al. (1996). The bivariate
analysis (see table 4) reveals that this is the item where audit education caused the greatest influence on
students’ perceptions. This result reveals a great advance in the reduction of the AEG because, as the
study of Gloeck and Jager (1993) revealed, the AEG is due to the perceived lack of independence and
objectivity of the auditors. Villacorta (2006) stated that if the auditor is not independent, then his or her
opinion will be no more reliable than the financial statements prepared by the entity. This means that
auditors are only in a position to properly serve stakeholders if they maintain a position of independence.
Being aware of this situation, the audit professional bodies have issued various audit standards to promote
independence, and the Sarbanes Oxley Act is one of the pioneers.

The results of the Levene test, presented in Table 4, reveal equal variances in statements 1, 2, and 4
and different variances in statements 3 and 5. As such, in statements 3 and 5, the T-test values presented

62

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Audit Education in the Polytechnic Institute of Cavado and Ave and the Audit Expectation Gap

Table 4. Levene test and T-test result: Perception of auditors’ degree of success

Statements qul;;‘ilf;z t:I‘ \e;trif;):‘lces T-Test for Equality of Means
F Sig. T Gl Sig. (Two-Tailed) | Mean Difference
Equal variances assumed 592 443 -3.107 169 .002 -.61211
. Equal variances not assumed -2.992 126.448 .003 -.61211
Equal variances assumed .643 424 -2.978 169 .003 -.53410
> Equal variances not assumed -2.921 136.075 .004 -.53410
Equal variances assumed 10.153 .002 -3.316 169 .001 -.58951
> Equal variances not assumed -3.145 118.849 .002 -.58951
Equal variances assumed 2.275 133 -1.759 169 .080 -.35081
* Equal variances not assumed -1.706 129.965 .090 -.35081
Equal variances assumed 9.191 .003 -3.978 169 .000 -.92157
> Equal variances not assumed -3.729 113.185 .000 -.92157

are for the equal non-assumed variances. In all other cases, the value of the T-test to be considered is
what is presented in the same assumed variances. Considering the levels of significance from the T-test,
it can be affirmed that statistically significant differences were obtained in all statements except state-
ment 4. Therefore, H2 is validated, proving that the students had different perceptions about the degree
of auditors’ success in certain situations before and after receiving audit education.

SOLUTIONS AND RECOMMENDATIONS

From the above, it is concluded that, despite the reduction of the AEG through audit education, there is
scope to improve the quality of audit education. As such, it is critical that stakeholders who need finan-
cial information to make their decisions obtain audit education, especially on audit standards and the
audit process, because this is the only way they will understand the auditor’s role, as well as the degree
of success of their work.

FUTURE RESEARCH DIRECTIONS

For future research, it would be interesting to add to the groups of this investigation two other groups:
students with professional audit experience and auditors. In this way, the results could be compared
with the global research of Ferguson et al. (2000), which analysed the perceptions of students without
professional audit experience before and after audit education, students with professional audit experi-
ence, and auditors. It would also be interesting to extend this study to other areas of the country and to
other interested groups, such as audit teachers.
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CONCLUSION

The AEG raises serious concerns, as not only the work but also the social responsibility of the auditor
is concerned. This puts at risk the credibility that auditors provide to financial statements and affects
the function of financial markets.

The AEG is motivated primarily by the fact that society does not understand the role of the auditor.
The users of the financial information believe that auditors must give their opinions on certain matters
that are not included in audit reports and must also increase their responsibilities, particularly in rela-
tion to fraud.

The several studies carried out have indicated ways to minimize the AEG. One of the solutions
mentioned is audit education. In line with this solution, this study intended to show the effect of audit
education on the AEG, namely, the IPCA students’ perceptions about the role and degree of auditors’
success. The study was carried out based on a questionnaire based on the studies of Gramling et al.
(1996), Ferguson et al. (2000), and Enes (2013).

Analysis of the data showed that, in fact, audit education has an impact on the AEG. It was proved
that audit education altered students’ perceptions regarding the role and degree of auditors’ success,
since 12 statistically significant differences were obtained among the 14 total statements on this matter.
Given the statistically significant differences in most of the statements, it is concluded that the research
hypotheses formulated (Hypothesis One: Students have different perceptions about the role of auditors
before and after receiving audit education; Hypothesis Two: Students have different perceptions about the
success of auditors in certain situations before and after receiving audit education) have been validated,
as in the studies of Gramling et al. (1996), Ferguson et al. (2000), and Enes (2013).

In most situations, audit education contributed to the reduction of the AEG. Contrary to what might
be expected, even after obtaining audit education, students continued to believe that the auditor should
ensure that the internal control system is well implemented, that the company is managed efficiently,
and that the company’s continuity is not in doubt. Regarding this aspect, even if the new model of the
audit report requires the auditor to pronounce on this aspect, it will never guarantee the economic and
financial viability of the entity, since this document will only mention that the auditor is not aware of
any material uncertainties related to events or conditions that could raise significant doubts about the
entity’s ability to continue its activities.

This study also concluded that education in auditing increased the students’ confidence in auditors’
work and, essentially, in their usefulness, since they considered that, in the course of their work, audi-
tors are successful in finding solutions to problems encountered, comply with laws and regulations, and
prevent and detect the occurrence of errors and irregularities. Students also considered that, in the course
of their work, auditors successfully act independently without regard to their own interest. This is a very
important finding given that independence is one of the most important characteristics of the auditor,
essentially because, as stated in paragraph 3 of ISA 200, “Overall objectives of the independent auditor
and the conduct of an audit in accordance with international standards on auditing”, the purpose of an
audit is to increase the degree of confidence of financial statements’ users.

The main limitation of this article is the size and diversity of the sample. Another of the limitations
found was a large number of neutral answers: That is, a large percentage of the students “neither agreed
nor disagreed” with several statements. This made it more difficult to determine the students’ views on
each issue.
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The main contribution of this study is the presentation of the effect of the Financial Audit educa-
tion on the students of the Degree in Banking and Insurance Management and Degree in Accounting
of the IPCA, since there has never been a study on this subject in this institution of higher education.
The results of this research will also allow us to identify the programmatic contents of audit education
that should be improved.
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KEY TERMS AND DEFINITIONS

Audit: The review process of the financial demonstrations conducted by an independent auditor,
which includes planning, execution, and opinion issues.

Audit Expectation Gap: The difference between the performance idealized by the auditors and the
performance idealized by the users of the financial information.

Auditor: A qualified and independent professional, whose main role is to carry out audits of financial
statements in order to express an opinion about their reliability.

Financial Statements: All the accounting documents prepared by the entity, comprising the bal-
ance sheet, income statement, statement of changes in financial position, statement of cash flows, and
annexed notes.

Fraud: An intentional act of falsifying accounts for an illicit and improper advantage.

Independence: The ability to perform a pressure-free audit with all necessary procedures to obtain
sufficient and appropriate evidence and issue an unbiased opinion on the financial statements.

Material Misstatement: A significant difference between the amount that was reported and the
amount that should be reported in accordance with the applicable financial reporting framework.

69

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

70

Chapter 4

The Auditor as a Determining
Factor on Derivative Financial
Instrument Disclosures

Katia Lemos
Instituto Politécnico do Cavado e do Ave, Portugal

Sara Serra
Instituto Politécnico do Cavado e do Ave, Portugal

Amidel Barros
Instituto Politécnico do Cavado e do Ave, Portugal

ABSTRACT

Based on the premise that the quality of the audit is related to the quality of the financial reporting,
the purpose of this chapter is to verify if the audit is a determining factor in derivative financial instru-
ments disclosures. However, the academic literature has revealed that audit quality is influenced by a
number of factors, such as gender, experience, and auditor’s fees, as well as the type of audit firm (Big4
or not Big4). In order to achieve the proposed objective, a disclosure index was prepared, based on the
requirements of the International Accounting Standards Board (IASB), applied to companies listed on
Euronext Lisbon, excluding the sports corporations. The results revealed that the level of disclosure is
influenced by the size of the audited company and by the auditor’s gender, being greater in the larger
companies and in the companies audited by a male auditor.

INTRODUCTION

The disclosure of information about derivative transactions and risks incurred in contracting these instru-
ments has been the subject of some debate at an international level. These instruments are associated
with financial disasters and their complexity has raised worries among stakeholders, who are eager to
understand how companies operate in derivatives markets and the associated risks. Given the above, the
accounting standard bodies have tried to improve the quality of information disclosed, in order to ensure
comparability at national and international levels.
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According to Rijwani and Rajpurohit (2017), the audit has an important role in the financial report-
ing process because it provides assurance about its credibility. A study by Nwanyanwu (2017) revealed
a statistically significant positive and strong relationship between audit quality and financial reporting.
According to this author, audit practices aim to ensure that financial statements reveal relevant and reli-
able information to members of an organization and to the public. According to Baffa (2017), the role of
an audit is to improve the quality of financial statements, since quality reporting reduces the problems of
information asymmetry. Similarly, the studies of Ogundana, Ojeka, Ojua and Nwaze (2017), Gebrayel,
Jarrar, Salloum and Lefebvre (2018), and Tambingon, Yadiati and Kewo (2018) revealed that the audit—in
these cases, internal — has a significant effect on the quality of financial information on risk assessment.

According to Fukukawa and Kim (2017), because auditors are concerned about the quality of their
audit, they try to influence disclosure practices. Because the management body has a discretionary power
over the disclosure of financial information, auditors can obtain a competitive advantage by providing
useful advice to the management body regarding the information to be disclosed, and the extent and
type of disclosure that is appropriate. Also, Barako, Hancock and Izan (2006) argue that while it is the
responsibility of the management body to prepare the financial report, an auditor can significantly influ-
ence the amount of information disclosed.

Regardless of whether it is an internal or external audit, it is undeniable the role of this supervisory
mechanism on the quality of financial information. Based on this premise and the assumptions of agency
theory, it is assumed that the external audit — called a statutory audit when imposed by law or auditing
the accounts when exercised voluntarily in Portugal — will be a determining factor in the disclosure of
financial derivative instruments. Moreover, Peters, Abbott and Parker (2001) argue that the quality of the
auditor may be negatively associated with the level of disclosure because firms can legitimize themselves
by compensating for the disclosure of reduced information through auditor quality. According to agency
theory, managers are incentivized to hire quality auditors in order to make their disclosures credible and
avoid the costs of non-disclosure (Peters et al., 2001). These authors obtained empirical evidence of
a negative association between the level of voluntary disclosure about commodity derivatives and the
level of expertise of the auditor.

Based on this premise and the assumptions of agency theory, it is assumed that auditing will be a de-
termining factor in the disclosure of derivative instruments. However, the academic literature has revealed
that the audit process and its consequent quality can be influenced by numerous factors, such as gender
and professional experience of the auditor, as well as the fees received by the audit service and even the
type of firm where the auditor carries out their function (Big 4 or not Big 4). Therefore, the purpose of
this study is to verify if the auditor is a determining factor in derivative financial instrument disclosures.

This research has an innovative character because, although there are studies about the determinants
of derivative instrument disclosures, there is no study that analyses in isolation the influence of the
auditor in the level of disclosure.

The next section of this chapter sets out the background to our research. Subsequently, the hypotheses
of the investigation are defined. The remaining sections describe the research design and method, and
report the content analysis results. Finally, we present solutions and recommendations, future research
directions, and the main conclusions.
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BACKGROUND

Any literature review and empirical study should be supported by theories that help to explain the
theoretical foundations used, research instruments developed, and data interpretation. Given the central
objective of this study, which is to assess whether the auditor is a determining factor in derivative finan-
cial instrument disclosures, it seems important to us to first address agency theory.

According to Jensen and Meckling (1976), the agency relationshipis defined as acontract by which one
or more persons (principal) hire another person (agent) to provide a particular service, which involves the
delegation of some decision-making to the agent. If the two parts of the contract are utility-maximizing,
there is reason to believe that the agent will not always act in the best interest of the principal.

According to Hansmann and Kraakman (2004), agency conflicts may involve different actors, such as:

e  Owners and Managers: In this situation, the challenge is to ensure that the manager (agent) will
act in the interests of the owners (principal);

e  Majority Shareholders (Agents) and Minority Shareholders (Principal): Here, the challenge
is to ensure that majority shareholders do not appropriate wealth to the detriment of minority
shareholders; and

e  The Company and All Parties With Whom It Establishes Contractual Relationships, Such
as Creditors, Employees, and Their Customers: In this regard, the challenge is to ensure that
the company will not act opportunistically to the detriment of these stakeholders.

Independent of the stakeholders, the basis of this theory is the assumption of the existence of a con-
flict of interests because, although the principal and the agent are subordinated to a contract, they have
different objectives and attitudes regarding risk; as rational beings, they want to satisfy their own inter-
ests (monetary and non-monetary) and maximize their wealth (Jensen & Meckling, 1976; Eisenhardt,
1989; Deutsch, 2005). This leads to agency costs. Jensen and Meckling (1976) define agency costs as
the sum of the costs incurred by the principal to monitor the agent, the costs incurred by the agent to
ensure compliance with the contract, and the residual costs resulting from the possibility that the agent
does not always act in the principal’s interests.

In a restricted view, agency costs can be analysed from the perspective of conflicts between capital
holders and managers. The existence of a separation between ownership and management (i.e., when the
owners of capital do not act as managers) leads to the establishment of a contract with the manager, who
acts as the owners’ agent. From another perspective, there are agency costs in the relationship between
the company and its creditors. Control mechanisms are established and contractual clauses are defined
which seek to reduce existing conflicts of interest, and encourage managers to act in the interests of
owners of capital or creditors.

Auditing is an example of one of these control mechanisms. Piot (2001) mentions that the audit ac-
quires technical legitimacy by reducing agency costs. Watts and Zimmerman (1978) also claim that the
audit was not developed as a result of legal requirements, but rather to reduce agency costs and conflicts
of interest between the agent and the principal. This opinion is shared by Wilson and Francis (1988),
Chan and Walter (1996), Chen, Su and Zhao (2000), Hay and Davis (2004), and Fan and Wong (2005).
Also, Kuntari, Chariri and Nurdhiana (2017) argue that the role of the audit is to reduce the asymmetry
of accounting information.
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Given the above, Fernando, Elder and Abdel-Meguid (2010) consider that one of the main functions
of the audit is to ensure the best use of resources entrusted to the agent by the principal because, as
Sikka, Filling and Liew (2009) explain, auditors are able to mediate uncertainty and construct an objec-
tive report of matters related to the entity’s business, allowing stakeholders to adequately manage the
risks. Therefore, Jensen and Meckling (1976) conclude that the audit dilutes the adverse effects of the
separation of ownership and control.

In addition, disclosure of information plays an important role in reducing agency costs, because it
ensures the reduction of existing information asymmetries, both between the holders of capital and man-
agers, and between the company and its creditors and potential investors. In this line, Eisenhardt (1989)
affirms that information asymmetry can be reduced by the installation of information channels which
report on the behaviour of the agent and the results of their work. In this regard, Almeida and Almeida
(2011) state that the formal or informal contracts established between the principal and the agent impose
objectives and information to be provided.

When accountability is placed in the context of agency control, the function of the measure is es-
sential, making reporting documents essential. Similarly, Evans (2003) mentions that financial reporting
is the means by which agents show accountability to principals. Thus, financial statements are assumed
to be a primary mechanism for the monitoring of the agents’ performance.

Because financial information is a way to monitor managers, they will be interested in disclosing
additional information to the market (Depoers, 2000) as a way to positively affect the stock price, which
can reward them with higher salaries.

Aggarwal and Simkins (2004) obtained empirical evidence of the influence of management and
agency costs, as well as political and strategic costs, in the decision to disclose information about de-
rivative instruments.

RESEARCH HYPOTHESES

In order to assess the influence of the auditor in the level of derivative financial instrument disclosures,
a set of research hypotheses was formulated, which relate the level of disclosure to some variables as-
sociated with the auditor, as follows.

Auditor’s Gender

According to Ittonen, Vdhdmaa and Vihdamaa (2013), behavioural differences between women and men
may have important implications for audit quality and financial reporting. According to Costa, Serra
and Gomes (2013), the auditor’s gender has a significant influence on the way information is collected
and processed, as well as on the risk profile, because female auditors are more risk-averse than male
auditors (Breesch & Branson, 2009).

The results of the study by Breesch and Branson (2009) indicate that female auditors found more
potential distortions than male auditors. Therefore, Hardies, Breesch and Branson (2016) assert that the
quality of the audit is greater when it is performed by female auditors.

Given the results obtained by these authors, it is expected that the level of derivative disclosures is
dependent on the auditor’s gender. Therefore, the following investigation hypothesis can be defined:
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Hypothesis One: The level of derivative instrument disclosures by listed companies is lower in com-
panies audited by male auditors.

Auditor’s Experience

According to Dunn and Mayhew (2004), Gul, Fung and Jaggi (2009), and Chiang and Lin (2012), the
level of experience, knowledge, and expertise of auditors affects the audit quality. The greater the audi-
tor’s experience, the more ability they will have to select and apply auditing techniques and procedures.
Thus, it is expected that the auditor will have a greater capacity to detect errors and irregularities in the
entity’s accounting information (Palmrose, 1986; O’Keefe, King, & Gaver, 1994; Craswell, Francis,
& Taylor, 1995; Hogan & Jeter, 1999; Taylor, 2000; Gémez, 2003; Chiang & Lin, 2012; Reheul, Van
Caneghem, Van den Bogaerd, & Verbruggen, 2017). Therefore, the auditor’s experience increases the
quality of the services provided and, consequently, the audit quality. Libby and Frederick (1990), Cahan
and Sun (2015), Zarefar and Zarefar (2016), Kuntari et al. (2017), and Chi, Myers, Omer and Xie (2017)
revealed that the auditor’s experience has a significant positive effect on the audit quality.

Given the above, it is expected that the level of derivative instrument disclosures will depend on the
auditor’s experience. As such, the following research hypothesis can be defined:

Hypothesis Two: The level of derivative instrument disclosures by listed companies is higher in com-
panies audited by more experienced auditors.

Auditor’s Fees

Another factor that may affect the audit quality is the amount of fees received by the auditor. More money
spent on the audit should result in more effort made in the audit, which can lead to a higher audit quality
perception and more reliable financial statements. Therefore, studies by Novie (2013), Babatolu, Aigi-
enohuwa and Uniamikogbo (2016), Kuntari et al. (2017), and Abdul-Rahman, Benjamin and Olayinka
(2017) revealed that the fees received by the auditor have a significant positive effect on the audit quality.

Considering the results obtained by the cited authors and based on studies by Adznan and Nelson
(2014), whose empirical study evidenced a relationship between the level of auditors’ fees and the level of
derivative instrument disclosures, the hypothesis of investigation three is defined in the following terms:

Hypothesis Three: The level of derivative financial instrument disclosures by listed companies is higher
in companies audited by auditors with higher fees.

Type of Audit Firm (Big4 or not Big4)

Audit firms are concerned with the market’s perception of its quality and with the consequences that
may result from auditing companies which do not disclose all the recommended information. Thus,
more reputable audit firms are more likely to advise their clients to disclose the recommended informa-
tion (Chalmers & Godfrey, 2004). According to the empirical studies of DeFond (1992), Khrisnan and
Khrisnan (1996), Rollins and Bremser (1997), Sucher, Moizer and Zarova (1999), Garcia, Garrido, Vico,
Moizer and Humphrey (1999), Ferguson and Stokes (2002), and Moctezuma (2017), the most reputable
auditors belong to multinational companies; i.e., the Big 4.
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Empirical studies by Shockley and Holt (1983), Francis and Stokes (1986), Keasey, Watson and
Wynarczk (1988), Menon and Williams (1994), Chan and Walter (1996), Reynolds and Francis (2000),
Go6mez (2003), Aronmwan, Ashafoke and Mgbame (2013), Pham, Duong, Pham and Ho (2017), Jiang,
Wang and Wang (2018), and Asthana, Kalelkar and Raman (2018) revealed that multinational audit firms
provide a higher audit quality. This is due not only to reputation but to the fact that multinational audit
firms are more likely to have more technical competence, given their structure, size, and solidity; they
also tend to have more specialized and trained employees (Colbert & Murray, 1998). In addition, they
have more financial resources, which allow them to acquire superior technology. In fact, according to
Bamber, Bamber and Schoderbeck (1993), the auditor’s judgment is affected by the technological level
of the audit firm in which they are inserted.

Based on previous assumptions, the empirical studies of Ali, Ahmed and Henry (2004), Chalmers
and Godfrey (2004), Hassan, Percy and Stewart (2006), Lopes and Rodrigues (2007), Lemos (2011),
Hassan, Salleh, Yatim and Rahman (2012), and Birt, Rankin and Song (2013) revealed a positive asso-
ciation between the level of derivative disclosures and the fact that the auditor belongs to a Big 4. The
following research hypothesis is therefore defined:

Hypothesis Four: The level of derivative disclosures by listed companies is greater in companies audited
by Big 4 auditors.

Considering the literature review and the results obtained by other authors, the following research
hypotheses were also considered for control purposes, which relate characteristics of the audited com-
panies to the level of derivative disclosure.

Size

The existence of an association between the level of disclosure and the size of the company has been
proven by several empirical studies (e.g., Watts & Zimmerman, 1978).

Large companies tend to incur lower information processing costs and higher political costs which
encourage them to disclose more information. On the other hand, larger firms are subject to greater scru-
tiny, which leads them to increase compliance with disclosure requirements in response to institutional
pressures and in an attempt to avoid threats to their legitimacy.

A number of authors have argued that there is an association between the level of derivative financial
instrument disclosure and the size of the firm (Chalmers & Godfrey, 2004; Mir Ferndndez, Moreno, &
Olmeda, 2006; Hassan et al., 2006; Lopes & Rodrigues, 2007; Lemos, Rodrigues, & Rodriguez Ariza,
2009; Lemos, 2011; Mapurunga, Ponte, Coelho, & Meneses, 2011). Thus, Hypothesis Five is defined
in the following terms:

Hypothesis Five: The level of derivative financial instrument disclosures by listed companies is greater
in larger companies.

Leverage

Companies with higher levels of leverage tend to avoid the adoption of accounting methods that would
reduce reported results or increase the volatility of results (Dhaliwal, 1980). It is therefore likely that these
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companies will tend to conceal transactions in derivatives markets, not only because of the risks associ-
ated with these transactions, but also because of the ‘bad reputation’ these instruments have acquired as
a result of various news stories disclosed by the media about losses incurred in derivative transactions.

However, agency theory suggests a high association between the level of leverage and the level of
disclosure (Jensen & Meckling, 1976), because in heavily leveraged companies there is greater pressure
from creditors to provide more detailed information about their activity.

Onthe other hand, according to signalling theory, disclosure reduces the existing asymmetries between
companies and their potential creditors, thus reducing financing costs (Sengupta, 1998).

Mir Fernandez et al. (2006) and Hassan et al. (2006) also obtained empirical evidence of a posi-
tive association between the index of disclosure about derivative instruments and the level of leverage.
Taking into account the results obtained by these authors, the following research hypothesis is defined:

Hypothesis Six: The level of derivative instrument disclosures by listed companies will be higher in
companies with higher levels of leverage.

RESEARCH METHODOLOGY

The population of this study is composed of the companies listed on Euronext Lisbon because they are
considered to be the ones that, together with financial companies, use derivative instruments most fre-
quently and those with a more demanding reporting level. However, sports corporations were excluded,
because their reporting period differs from the rest.

To study the disclosed information, we used the technique of content analysis, coding the informa-
tion collected into attributes or categories, and we used, as a source of data collection, the consolidated
annual reports and accounts of the companies studied, referring to the accounting period 2016.

With regard to the object of the study, several authors have used a content analysis technique, using
annual reports to measure and identify the determinants of disclosure of derivative instruments (Chalmers
& Godfrey, 2004; Hassan et al., 2006; Aggarwal & Simkins, 2004; Peters et al., 2001; Mir Fernindez et
al., 2006; Lopes & Rodrigues, 2007; Lemos et al., 2009; Lemos, 2011; Mapurunga et al., 2011; Adzan
& Nelson, 2014).

To identify the determinants of disclosure and to assess the influence of the auditor, a multiple linear
regression model will be used, considering the variables identified in the research hypotheses previously
presented.

Dependent Variable: Disclosure Index (DlI)

In order to measure the level of disclosure of derivative instruments, a disclosure index (DI) was pre-
pared based on the requirements contained in the IASB standards. Since the companies under study
are companies listed on Euronext Lisbon, the disclosure index is based on the disclosure requirements
contained in the IASB standards, because these companies have been obliged to adopt these standards
since 2005. On the other hand, taking into consideration the subject of the study, we based our disclosure
index on IFRS 7 financial instruments (i.e., disclosures) because it is this standard that defines which
disclosures should be made by the entities that transact financial instruments.
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Subsequently, the consolidated annual reports and accounts of listed companies were collected for
the year 2016. For that purpose, electronic documents relating to the entities and of the Securities Mar-
ket Commission were consulted. In addition, all accounting documents were analysed, including the
chairman’s letter, management report, corporate governance report, financial statements, and related
appendices and audit reports.

In order to measure the level of derivative financial instrument disclosure, in accordance with the
IASB standards, we adopted the same methodology as used by Mir Fernandez et al. (2006) and Lopes
and Rodrigues (2007); we constructed a disclosure index (DI) based on the IASB’s IFRS 7. Although the
new IFRS 9 relating to financial instruments, which replaces International Accounting Standards 32 and
39, and IFRS 7, is already approved, it is mandatory only from January 2018 onwards; thus, considering
the period under analysis, we used IFRS 7, which was still mandatory in 2016.

The use of indexes to measure the level of disclosure has been widely used in the literature. Regard-
ing the object of study of this paper, studies such as Chalmers (2001), Yong, Chalmers and Faff (2005),
Morais and Fialho (2008), Darus and Taylor (2009), Peters et al. (2001), Chalmers and Godfrey (2004),
Mir Fernandez et al. (2006), Hassan et al. (2006), Lopes and Rodrigues (2007), Lemos et al. (2009),
Lemos (2011), and Adzan and Nelson (2014) used an index to measure companies’ levels of derivative
transaction disclosures.

The index contains a total of 38 items (described in Table 13 at Appendix I), which are classified
into five main categories, namely:

Accounting policies (six items);

Specific information on risks (eight items);

Operations that do not qualify for hedging purposes (two items);
Hedging (18 items), divided into the following subcategories:

a.  General information (five items);

b.  Cash flow hedges (seven items);

c.  Fair value hedges (two items);

d. Net investments in foreign entities hedges (four items);

5. Fair value (four items).

B

Determination of the Disclosure Index Value

In the analysis of the reports and accounts of the companies included in the sample, we verified whether
each of the items constituting the DI was disclosed or not, giving each of them a weighting of 0 or 1,
according to the following criteria:

0 — the item was not disclosed;
1 — the item was disclosed.

Thus, the value of the index for each of the companies was obtained by the quotient between the total
items disclosed by the company under analysis and the sum of the total of the items which make up the
disclosure index, according to the following formula (see Table 1).

The index value varies between 0 and 1, and the higher the value of the DI, the higher the level of
the disclosure presented.
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Table 1. Disclosure index determination formula

DI, = iej /e
=i

Where:

DIit | Disclosure index of company i, at time t;

Disclosure element under analysis:
i Dichotomous variable, which assumes the value 0, if element j is not disclosed, and value 1, if element j is disclosed

e Maximum number of elements analyzed

The DI is an unweighted index; that is, it is assumed that all items considered have the same level
of importance for the various users of financial statements. The use of weighting factors would imply
a prior study of the importance attributed by the various users of financial information to each of the
considered elements and, consequently, the results obtained would always be biased by subjective factors.

On the other hand, it should be noted that the fact that the undisclosed items are not distinguished
from non-applicable items may affect the results obtained. Many of the items not disclosed by the com-
panies may be related to operations that were not carried out and, therefore, non-disclosure does not
mean a lack of compliance with the standards. However, since it is impossible to control (given the lack
of information presented) if the non-disclosure of an item is due to non-compliance with the standard
or its non-application, the classification was given as undisclosed.

Independent Variables

The independent variables were derived from the previously formulated research hypotheses and were
obtained through the analysis of annual reports. If it was not possible to obtain the required information,
the item was considered to be undisclosed and was statistically treated as a missing value.

The formulas which determined the independent variables are shown in Table 2, with an indication
of the associations predicted for each variable.

Characterization of the Sample

The sample used in this study consists of companies listed on Euronext Lisbon on April 20, 2018, ex-
cluding sports companies and another entity for which it was not possible to obtain the annual report
for the year 2016. Thus, the sample is made up of 44 companies, which are concentrated in the Lisbon
and Tejo Valley area or to the north of that region, as shown in Table 3.

The group of companies analysed was divided into the different industry sectors, as shown in Table 4.

Table 4 shows that the sector with the greatest weight is the consumer services sector, followed by the
industry sector and, thirdly, gas, oil, and energy, and finance. It should be noted that financial companies
that trade in derivative instruments not only in their own name but also on behalf of their customers
account for 13.6% of the total of the sampled companies.
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Table 2. Independent

variables

. o Expected Association .
Variable Determination Formula With DI Hypothesis
Dummy Variable:
Auditor’s gender (GenAud) 0 - the auditor is female Negative H1
1 - the auditor is male
Dummy Variable:
. . 0 - the auditor has less than 10 years of professional
Professional experience of . .
the auditor (ExpAud) experience Positive H2
P 1 - the auditor has more than 10 years of professional
experience
Fees received by the auditor | Logarithm of the amount of fees received by the .
. Positive H3
(LogFees) auditor
. . Dummy Variable:
g;idlg)r belong to a Big 4 0 - the auditor does not belong to a Big 4 Positive H4
& 1 - the auditor belongs to a Big 4
Size (LogAsset) Logarithm of total assets Positive H5
Leverage (Lev) Total liabilities / total equity x 100 Positive H6
Table 3. Characterization of the sample according to geographical location
Location Frequency Percent
North 14 31.8
Center 2 4.5
Lisboa and Tejo Valley 28 63.6
Alentejo 0 0
Algarve 0 0
Acores 0 0
Madeira 0 0
Total 44 100.0
Table 4. Characterization of the sample according to the industry sector
Industry Sector Frequency Percent
Gas, Oil Energy 6 13.6
Basic Materials 1 2.3
Industry 10 22.7
Consumer goods 3 6.8
Consumer Services 11 25.0
Telecommunications 4 9.1
Financial 6 13.6
Technology 3 6.8
Total 44 100.0
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RESEARCH RESULTS
Descriptive Analysis

At this point, we performed a descriptive analysis of the dependent variables, characterizing the sample
considering the variables under study. Thus, as can be seen in Table 5, the average value of the asset
logarithm stands at 8.92, the average value of the logarithm of the fees is 5.49, and the level of leverage
is 37,743%.

Concerning the dichotomous variables, as shown by the analysis presented in Table 6, only one
company had a female auditor, only nine auditors had less than 10 years of professional experience, and
only six companies did not use one of the four largest audit firms to carry out their auditing. It can be
concluded, therefore, that the market is very homogeneous regarding the choice of the type of external
auditor.

Concerning the disclosure of information on derivative instruments, it appears that only four of the
44 companies did not disclose any type of derivative information (as shown in Table 7).

Regarding the disclosure index, Table 8 shows that DI has an average value of 49.32%, with a maxi-
mum value of 92%, which indicates that Portuguese companies are concerned about compliance with
the disclosure requirements contained in the applicable standards, yet do not disclose all the information
required.

Table 5. Descriptive statistics: Quantitative variables

LogAsset LogFees Lev
N 44 44 44
Mean 8.9215 5.4951 37743%
Standard deviation .90692 .63433 55448%
Minimum 7.26 4.38 -120109%
Maximum 10.85 6.85 233764%
Table 6. Descriptive statistics: Dichotomous variables
N %
Female 1 23
GenAud Male 43 97.7
Total 44 100.0
Less than 10 years 8 18.2
ExpAud More than 10 years 36 81.8
Total 44 100.0
Not Big 4 6 13.6
Big4 Big 4 38 86.4
Total 44 100.0
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Table 7. Number of disclosing and non-disclosing companies

N %
Yes 4 9.1
No 40 90.9
Total 44 100.0
Table 8. Descriptive statistics - disclosure index
ID
N 44
Mean 4932
Standard deviation .339048
Minimum .00
Maximum 92

Multivariate Analysis

In order to verify the relationship between the independent variables and the dependent variable (DI),
a multiple linear regression model was developed, in agreement with the hypotheses formulated, which
is expressed as shown in Table 9.

The stepwise method was used in the estimation of the regression model. According to Pestana and
Gageiro (2003, p. 614), “whenever the stepwise procedure enters a new variable in the model, we analyze
the significance of each variable X, eliminating variables that do not have the capacity for meaningful
explanation. It is repeated until the variables not introduced in the model are not capable of meaningful
explanation and when all those in the model have it.” Consequently, the results shown in Tables 10, 11,
and 12 were obtained:

Table 10 presents a summary of the model, indicating that only two explanatory variables — the size
of the company and the gender of the auditor — are considered (as can be seen in Table 12).

The first variable entered into the model is the size of the company, which explains 45.4% (value
of R square in Table 10) of the DI, and the second variable entered into the model is the gender of the
auditor, which increases the explanatory power of the DI to 51.9% (R square).

Table 9. Multiple linear regression model

DI, = a, + B, GenAud, + B, ExpAud, + p, LogFees, + p, Bigd, + . LogAsset, + p Lev, + i,

DlIit: Value of the disclosure index for company i at time t
GenAud: Gender of the auditor

ExpAud: Auditor’s professional experience

LogFees: Logarithm of auditor’s fees

Big4 - Auditor belonging to a Big4

LogAsset: Company size, measured by the logarithm of total assets

Lev: Level of leverage
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Table 10. Model summary

Model Summary*
Model R R Square Adjusted R Square Std. Error of the Estimate Durbin-Watson
1 6742 454 441 .24699
2 7200 519 495 23484 2.015
a. Predictors: (Constant), Asset
b. Predictors: (Constant), Asset, GenAud
c. Dependent Variable: DI
Table 11. Anova
ANOVA?
Model Sum of Squares df Mean Square F Sig.
1 Regression 2.134 1 2.134 34.988 .000°
Residual 2.562 42 .061
Total 4.696 43
2 Regression 2.435 2 1.218 22.078 .000¢
Residual 2.261 41 .055
Total 4.696 43
a. Dependent Variable: DI
b. Predictors: (Constant), Asset
c. Predictors: (Constant), Asset, GenAud
Table 12. Coefficients
Coefficients®
Model Ulg(t)i?g?i:rtzs ed Séi‘;?g:?eis:: Beta t Sig. Collinearity Statistics
B Std. Error Tolerance VIF
1 (Constant) -1.698 372 -4.561 .000
Asset 246 .042 .674 5.915 .000 1.000 1.000
2 (Constant) -2.269 430 -5.275 .000
Asset 249 .040 .683 6.296 .000 999 1.001
GenAud 555 238 253 2.336 .024 999 1.001

a. Dependent Variable: ID

According to the sign of the unstandardized coefficients (see Table 12), we can verify that there is
a positive association between the level of disclosure and the size of the company, and the fact that the
auditor is male. It is then possible to validate Hypothesis 5, but it is not possible to validate Hypothesis
1 because a negative association was expected for the condition of the auditor being male; however, a
positive association was obtained.
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The level of significance of the ¢ test (as shown in Table 12) allows us to confirm the existence of a
linear relationship between the explanatory variables and the dependent variable; thus, we can conclude
that the DI will be greater in larger audited companies and with a male auditor. The level of significance
of the F test (presented in Table 11) allows us to validate the models in global terms and to conclude that
they are adequate to describe the relationship between explanatory variables and the dependent variable.

Contrary to what was expected, the remaining variables did not obtain statistically significant results
and, therefore, it is not possible to validate the remaining hypotheses formulated. In fact, the sample is
quite homogeneous in relation to the study variables related to the auditor because, of the 44 companies
analysed, only six did not choose one of the four largest audit firms and only eight have one auditor with
less than 10 years of professional experience, which justifies the results obtained.

Chalmers and Godfrey (2004), Mir Fernandez et al. (2006), Hassan et al. (2006), Lopes and Rodrigues
(2007), Lemos et al. (2009), Lemos (2011), and Mapurunga et al. (2011) also obtained empirical evidence
of the association between the disclosure index on derivatives and the size of the company.

The results obtained are contrary to the results obtained by Breesch and Branson (2009) which
pointed to a higher level of quality of the disclosed information if the auditor were female. However,
it should be pointed out that, of the total of the companies analysed only one of the companies had a
female auditor and that company did not present any disclosure on derivative transactions, which justi-
fies the result obtained.

On the other hand, the results obtained in this study are not consistent with the results obtained by:

e  Libby and Frederick (1990), Cahan and Sun (2015), Zarefar and Zarefar (2016), Kuntari et al.
(2017), and Chi et al. (2017), which revealed that the auditor’s experience had a significant posi-
tive effect on the quality of the audit;

e  Novie (2013), Babatolu et al. (2016), Kuntari et al. (2017), and Abdul-Rahman et al. (2017),
which revealed that the fees received by the auditor had a significant positive effect on the audit
quality, and those by Adznan and Nelson (2014), which demonstrated a relationship between the
auditor’s fee level and the level of derivative financial instrument disclosures;

e  Chalmers and Godfrey (2004), Hassan et al. (2006), Lopes and Rodrigues (2007), Lemos (2011),
Hassan et al. (2012), which revealed a positive association between the level of derivative disclo-
sures and the fact that the auditor belongs to a Big 4; and

° Mir Fernandez et al. (2006) and Hassan et al. (2006), which included empirical evidence of a posi-
tive association between the disclosure index on derivative instruments and the level of leverage.

SOLUTIONS AND RECOMMENDATIONS

The study concluded that the level of disclosure on derivative instruments presented by listed compa-
nies in Portuguese capital market is still incipient since there is an average disclosure of around 50% of
the items required by applicable accounting standards. As such, the authors believe it is important to
encourage companies to increase the disclosure levels presented, in order to respond to the information
needs of the different users of financial statements and to ensure compliance with the requirements of
IFRS 7. The auditor can play a key role in this process, exercising influence with its clients to properly
disclose all the required information.
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However, it should be noted that, according to the adopted methodology, it was not possible to
verify whether the failure to comply with a certain item is due to the fact that it does not apply to the
analyzed entity or if it is effectively a failure to disclose the required information. For this reason, the
results obtained may be influenced by this effect, the reason why not always the lack of disclosure could
be understood as noncompliance with the applicable standards. In this sense, it would be important to
seek this confirmation from the respective entities, so it is proposed for future investigation to carry out
a questionnaire to the companies analyzed, which allows crossing results with the analysis of annual
reports, in order to confirm the levels of disclosure obtained.

FUTURE RESEARCH DIRECTIONS

In addition to the limitation identified in the previous paragraph, this study presents, as another limita-
tion, the focus on listed companies and the analysis of annual reports for a single accounting period. It
was concluded that the Portuguese capital market is very homogeneous with respect to the characteristics
of the external auditor, so the results obtained do not show different levels of disclosure depending on
the type of auditor.

In view of the above, it is suggested that future research extend the sample to other Portuguese com-
panies not listed on a regulated market, which use derivative instruments and have different external
auditors. On the other hand, it is also suggested that future studies extend the period of analysis to verify
the evolution of the level of disclosure and to determine if there are significant changes in the type of
auditor over time.

Also, taking into account the adoption of IFRS 9 (which replaces IFRS 7) since January 2018 onwards,
we suggest that the creation of a new index of disclosure based on this new standard, which would be
applied to the annual reports referring to the accounting periods from 2018 onwards, would verify any
changes in the adopted disclosure policies and the influence of the auditor in these changes.

CONCLUSION

Based on the premise that the quality of the audit is related to the quality of financial reporting, the
objective of this study is to verify if the auditor is a determining factor in disclosures about derivative
financial instruments. However, academic literature has revealed that audit quality is influenced by a
number of factors, such as gender and auditor experience, as well as the fees received by the audit ser-
vice provided and the type of audit firm where the auditor performs their function (Big4 or not Big4).

In order to achieve the proposed objective, a disclosure index was constructed, taking into account
the requirements of the IASB’s IFRS 7, and applied to companies listed on Euronext Lisbon.

The results showed an average disclosure level of around 50%, revealing that companies do not dis-
close all the information required by the IASB standards and that the disclosure level is greater in larger
audited companies and in companies audited by a male auditor.

84

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

The Auditor as a Determining Factor on Derivative Financial Instrument Disclosures

Contrary to expectations, it was not possible to prove the existence of any association between the
disclosure index and the other characteristics associated with the auditor; i.e., the level of derivative finan-
cial instrument disclosure is not influenced by the auditor’s experience, the fees received by the auditor,
nor by the type of audit firm where the auditor performs their duties. This is due to the homogeneity of
the sample because the companies listed on Euronext Lisbon are audited mainly by male auditors with
more than 10 years of experience and who belong to Big4 companies.
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KEY TERMS AND DEFINITIONS

Audit: Review of the financial statements, carried out by an external auditor, with the purpose of
issuing an audit report, which includes the opinion on the audited financial statements.

Auditor: Qualified and independent professional, whose main role is to carry out audits of financial
statements, with the purpose of expressing an opinion about their reliability.

Derivative Instrument: A forward contract that focuses on an underlying asset (which may be a
commodity, a price index, an interest rate, an exchange rate, etc.), the settlement price of which is deter-
mined on the date of hiring, which allows the settlement of the contract to be made through the physical
delivery of the underlying asset or by the simple financial settlement of the difference between the fixed
price and the price of the asset in the spot market, with an initial investment that is nil or extremely low.

Disclosure Index: Indicator of the extent of the disclosure presented by a certain company, relative
to certain information, measured by the sum of the items disclosed on the total items considered.

Hedging: Using derivative instruments for the purpose of hedging risk in other current operations
of the company.

Quality of the Audit: The ability to perform the audit with knowledge, technical ability, and inde-
pendence, that is, ability to detect and disclose material misstatements.
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APPENDIX

Table 13. Index of disclosure on derivative instruments, in accordance with IASB’s standards (ID)

ACCOUNTING POLICIES
1 Risk management policy, including hedging policy
2 Objectives of holding or contracting derivatives
3 Accounting policies and methods used
4 Information on the guarantees committed by hiring derivatives
5 Internal control procedures followed by the company in the supervision of derivatives
6 Identification of transacted derivative instruments
SPECIFIC RISK INFORMATION
7 Segregation by risk categories
8 Risk management objectives, policies and procedures
9 Methods used to measure risk
10 Maximum exposure to credit risk
11 Sensitivity analysis for each type of risk
12 Face value, notional value
13 Analysis of contractual maturity
14 Information on the counterparty of derivatives
OPERATIONS THAT DO NOT QUALIFY AS HEDGE
15 Accounting method
16 Gains or losses obtained during the year
HEDGING
17 Description of each type of hedge
18 Accounting method
19 Description of financial instruments designated as hedging instruments
20 Fair values of the hedging instruments at the reporting date
21 Nature of risks covered
Cash Flow Hedges

22 Periods in which cash flows are expected to occur
23 The period in which operations are expected to affect gains and losses
o Description of forecasted transactions for which hedge accounting has previously been used but which are no longer expected

to occur
25 Amount carried in equity during the period/gains realized during the year
26 The amount that was removed from equity and included in gains and losses during the period

The amount that was removed from equity during the period and included in the initial costs or another carrying amount of a
27 non-financial asset or non-financial liability, the acquisition or occurrence of which is a forecasted and highly probable hedged

transaction
28 The ineffectiveness recognized in results from the cash flow hedges

continued on following page
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Table 13. Continued

Fair Value Hedges

29

Gains or losses of hedges at fair value over the hedging instrument;

30

Gains or losses of hedges at fair value over the hedged item, attributable to the hedged risk;

Hedging of Net Investments in Foreign Entities

31

Amount carried in equity during the period attributable to the hedging instrument

32

Amount carried in equity during the period attributable to the hedged item

33

The amount that was removed from equity and included in the profit or losses accounts during the period

34

The ineffectiveness recognized in profit or losses accounts from the hedges of net investments in foreign entities

FAIR VALUE

35

Fair value

36

Methods and techniques used to determine the fair value

37

Assumptions applied in the determination of fair values

38

Average fair value during the year
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ISO Standards and Audit:
A Case Study About ISO 31000
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ABSTRACT

Standards are applicable to any kind of activity and could be defined, in a general way, as an activ-
ity aiming to apply an ordered system to repetitive functions that take place in the context of industry,
technology, science, and economy. Auditing is deeply connected to the implementation of any standard,
and this chapter aims to do its connection. Standardization can stimulate international comparability
eliminating obstacles arising from some different national practices in accounting and in auditing us-
ing IFRS and ISA, in risk analysis using ERM or ISO 31000, in people’s safety, in the product or in the
environment. A case study about ISO 31000 in a municipality where IFRS and ISA are followed and ISO
9001, 14001, 18000 are a reality will frame this issue. ISO 26000 about corporate social responsibility
will be the new future challenge.

INTRODUCTION

This chapter aims to make the connection between the audit function and the applicable standards.
Audit consists of an activity of analysis, inspection and verification carried out about any subject, with
the purpose of issuing an opinion about its veracity, transparency and accuracy according to a reference
or a benchmark of performance. These benchmark tools, often called standards, may be related either
to accounting, auditing, risk, safety or to the quality of the product, the environment and the social re-
sponsibility of the organization. After considering each of them — IFRS, ISA, ERM and ISO standards
9001,14001,18000, 31000, 26000 — a brief description of the respective audit process associated will
be considered. Finally, so as to frame this issue, a case study about ISO 31000 in a municipality of the
District of Porto — that has already implemented most of these standards —will be displayed.
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BACKGROUND

Over the last few years, an acceleration of the process of standardization concerning business management
has taken place in an economic context characterized by a marked process of globalization and economic
integration of markets. Under this scope of analysis, many studies have been undertaken considering the
role of standards that are, in many cases, non-tariff barriers to international trade relationships.

As various authors have emphasized, while tariff barriers are becoming lower and lower, non-tariff
barriers (i.e., technical standards and regulations affecting the requirements for products, services and,
indirectly, production processes) are acquiring increasing importance (Blanco & Bustos, 2004). In short,
the importance of international trade in the global economy has grown dramatically over the last two
decades, but while tariffs and quantitative restrictions on trade have been lowered or eliminated, barri-
ers of a different nature have had an increasingly restrictive effect on trade, especially in the case of a
broad range of technical standards (Dias, 2014; Giovannucci & Ponte, 2005; Henson & Loader, 2001).

Standardization has been crucial for the development of the industrial society (Blind, 2004). At its
origins, in the early 20" century, standardization was introduced in order to curb an uneconomical di-
vergence of components, parts and supplies and to foster their interchangeability so as to facilitate mass
production and the repair and maintenance of products and services.

However, standardization has gone further than this and comes to be applied to the very manage-
ment processes and systems by which products and services are produced (Antonelli, 1999; Brunson
& Jacobsson, 2000; Dias, 2014; Heras, 2006). Standards-based management is a research field that has
received considerable attention in recent years, due to the great success experienced by management
standards all over the world. Therefore, it is important to review the different approaches of the study of
standardization in a management context, in order to try to synthesize and, thus, improve the academic
knowledge about these interesting management tools, within the interest of the various different stake-
holders involved (e.g., managers, consultants, policy makers and researchers). It is well known from the
perspective of the executives of organizations that all these standards need an accurate plan of audit in
order to test their fulfillment. This way, audit must be considered as a proactive and adaptive issue of
analysis and assurance that should make part of the management of any organization.

The auditing function concerning financial statements is developed according to ISA (International
Standards on Audit). This audit process has the aim of analyzing the organization accounting transactions
that must fulfil IFRS (International Financial Reporting Standards) (issued by IASB — International Ac-
counting Standards Board — United Kingdom). These standards have the purpose of creating the global
harmonization and comparability of the financial statements once they are applied worldwide. These
standards start with ISA 200 — Overall Objectives of the Independent Auditor and the Conduct of an
Audit in Accordance with International Standards on Auditing, and end with ISA 810 — Engagements
to Report on Summary Financial Statements covering the most relevant aspects of the audit process.
Nowadays they are a compulsory tool to be used by auditors along the development of the work on the
organizations’ financial statements.

Many articles have been written about the early application of IFRS. Some organizations were not
very interested in implementing these standards. It is interesting to note that there are very different
opinions. Hans, Edward, Martin, and Cheng (2015), in Germany, decided to measure the impact that the
early implementation of these standards would have on the quality of management reports. They took as
reference previous studies that measured the accounting quality through the management of the results,
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the timely recognition of losses and the relevance of value. While the literature showed that IFRS add to
the improvement of accounting quality, these authors considered that these improvements were confined
to companies that had incentives for their adoption. In this way, this study showed that companies that
resist the adoption of IFRS have closer links with banks and internal shareholders, which are consistent
with lower incentives for the use of more comprehensive accounting standards. The authors concluded
from the evidence gathered that they could not infer about changes in the quality of accounting around
the voluntary adoption of the early implementation of IFRS. With similar conclusions, another study
(Lourengo & Castelo Branco, 2015), which analyzed of a set of 67 articles published in accounting jour-
nals that integrate the Social Sciences Citation Index (SSCI), published between 2000 and 2013, refers
a positive effect on the quality of information, capital markets, analysts’ predictability, comparability
and use of information as consequences of the implementation of IFRS. However, this effect is also
related to other factors, such as the characteristics of both countries and companies. In short, they result
from factors such as the country’s socio-cultural framework. The authors conclude that rule-sharing is
not by itself sufficient to create a common business language; only with management incentives and
institutional factors playing an important role in framing the characteristics of financial reporting can
it be really achieved.

Consistent with and under the scope of these ideas, Mukhlisin and Antonio (2018) considered the ac-
counting standards’ development in the United Kingdom and Indonesia according to a different path and
history. The results of their study confirm the importance of the legal foundation, as well as political and
social differences of both countries, as factors and reasons that explain a unique development and results.

However, regardless of getting an advantage with their implementation, IFRS and IAS (International
Accounting Standards) are a global reality. What is important is the comparability and harmonization
of financial information — the great motive inherent in these standards. This analysis and inspection of
what is done in the accounting is carried out by the audit, whose process activity development is also
ruled by standards.

ISA: International Standards on Audit

Independent Audit aims to increase the degree of confidence of the users who receive the financial state-
ments (as per ISA 200 stating the general objectives of the independent auditor and the conduct of an
Audit in Accordance with the International Standards on Auditing). This is achieved through an opinion
expressed by the auditor on whether the financial statements are prepared, in all material respects, in
accordance with the applicable financial reporting framework. The Independent Audit is characterized as
an important type of assurance service. To execute audit firm inspections, the work paper files of audit
firms that audit companies listed on US-based exchanges for review, use a risk-based approach (Cheng
& Flasher, 2018). This is to guarantee that the work of auditors is good and faithful.

Besides this and according to the definition of assurance services of AICPA (American Institute of
Certified Public Accountants), assurance services are independent professional services that improve
the quality of information for the users’ decision-making.

However and according to Boynton, Johnson, and Kell (2003), assurance services and audit services
have different meanings because audit highlights information that affects accounting statements, and
assurance services cover a wide range of information used for decision making and are not restricted to
the financial statements.
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It is well known that assurance services can cover financial and non-financial information, isolated in
a process or system, direct or indirect, external or internal. The audit process will be achieved according
to ISA (issued by IAASB — International Auditing and Assurance Standards Board /IFAC — International
Federation of Accountants — United States of America).As a curiosity and just considering the above
mentioned issues, it may be stated that the mix of these standards — being at the same time from Europe
and from the USA — with a different global positioning of their issuing bodies contribute to the so-called
global financial harmonization.

Boolaky and Soobaroyen’s (2017) study about the ISA implementation and the advantages that may
follow uses the neo-institutional perspective, and seeks, for the first time, to investigate empirically the
determinants of the adoption of ISA and the commitment to harmonization on a cross-national basis
(89 countries). The results show that the protection of minority interests, law enforcement, creditor and
borrower rights, foreign aid, the prevalence of foreign ownership, educational level, and particular forms
of political system (level of democracy), prevailing in a country, are observed as significant predictors.
The degree of commitment to the adoption and harmonization of ISA’s statistical analysis shows that
coercive, mimetic and normative pressure have a significant impact on their adoption in relation to
economic factors (led by efficiency). The findings of the study reveal that the current efforts of IFAC
and other international agencies are directed to the use of ISA and should encompass a broad range of
institutional, rather than economic factors. These are, in fact, relevant reasons in the development of audit
policies around the world. It is well considered by all the stakeholders that, for an effective achievement
of audit functions, the support of management and the implementation of the auditor’s opinion play the
most important role (Mihret & Yismaw, 2007). It seems that the power established in the organization
is something quite relevant that must be fitted to each organization depending on the activity, placement
and socio-cultural environment. Yet, it is the combination and consideration of all these variables that
can explain the assurance that is expected from the audit on the financial statements. If one of them
fails, it becomes a risk factor.

ERM: Enterprise Risk Management

When considering an organization, a perspective of risk management must be encompassed. Itis important
to identify some of the tools available for the organizations, namely ERM (Enterprise Risk Manage-
ment), whose last review is from 2017. ERM considers the life of organizations just like a process where
one gets as inputs the core values of the company, translated in its Mission and Vision. A a set of risk
procedures should be implemented in order to comply with the mission and vision, so that an enhanced
performance may be the final outcome of ERM. So, Enterprise Risk Management (COSO, 2017) is a
tool — a benchmark, a standard — that, if correctly implemented in the organization, will contribute to a
better performance.

As mentioned before and according to Figure 1, the inputs of this process are a clear definition of
the organization’s Mission and Vision. The former has to do with the development of the organization’s
activity and the latter has to do with its future placement in the market. The core values are related to
the history tradition, beliefs and stories connected to the organization, that is, its cultural aspects, which
is a real innovation of ERM 2017 when compared to the previous Cube COSO.

The operational process consists of identifying the following aspects related to the organization’s
business strategy and objectives:
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Figure 1. ERM 2017
Source: 2017-COSO-ERM-Integrating-with-Strategy-and-Performance-Executive-Summary.pdf
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° Risk Governance and Culture, that is, how the organization identifies the risk and the relevance of
the organization’s culture in terms of risk;
Risk Strategy and Objective Setting has to do with the guidelines defined to identify risk situations;
Risk in Execution has to do with the implementation of the risk;

e  Risk Information, Communication and Reporting means how and to whom the risk environment
is communicated;

e  Monitoring Enterprise Risk Management Performance, that is, the ways found in order to test the
risk in the organizations.

This new COSO (2017) assumes that if these procedures are undertaken in order to match the organi-
zation’s Mission and Vision, the attainment of the organization’s goals will be reached and an enhanced
performance will be displayed.

An interesting study, quite similar to the one developed along this chapter, was carried out in a mu-
nicipality in Finland (Vinnari & Skerbak, 2014), having as purpose the analysis of the implementation
of risk management as a tool for internal audit activities. The authors found that risk management, rather
than reducing uncertainty, created unexpected uncertainties that would otherwise not have emerged.
These include uncertainties relating to legal aspects of risk management solutions, in particular the issue
concerning which types of documents are considered legally valid; uncertainties relating to the defini-
tion and operationalization of risk management; and uncertainties relating to the resources available for
expanding risk management. More generally, such uncertainties relate to the professional identities and
responsibilities of operational managers as defined by the framing devices.

The connection between audit and ERM is strong. In order to identify the areas and the issues that
may reveal a risk in a company, it is necessary to investigate, to check and to conclude about the risky
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events that may occur along a dynamic operational process of any kind of organization. And this process
is made up of enquiries, testing and defining goals to be attained expressed in KPI (Key Performance
Indicators).

ISO Standards (ISO 31000; ISO 9001; 1SO14001; 1SO18001; 1ISO 26000)

ISO 31000

Furthermore, besides ERM, and still regarding risk management, ISO 31000 (Figure 2) can also be
implemented. This standard’s last revision occurred in March 2018.

It should be noted that companies that used to work with ISO 9001 prefer ISO 31000 because the
language is objective and direct, in the same way and approach as ISO 9001..

Interms of input, communication and consultation is considered about risk position in the organization,
defining a framework and then assessing the risk in three distinct phases: identification, analysis, and
evaluation. Finally, there is the risk treatment. An output called monitoring and review ends the process.
Yet, this is an iterative process leading to continuous improvement, which means that after monitoring
and reviewing, there is a return to the first phase by communication and consultation because the non-
conformities must be disclosed and treated.

An application of ISO 31000 was considered by Oliveira, Marins, Rocha, and Salomon (2017) regard-
ing the supply chain. The authors posit that breaks and interruptions in supply chains can cause huge
financial losses and damage the companies’ reputation. Thus, Supply Chain Risk Management (SCRM)
is considered to involve a multi-step process analysis. However, researchers differ on the number and
content of these steps. The objective of this study was to analyze the applicability of ISO 31000 as a sys-
tematic procedure for SCRM. And, if so, how the standard can be implemented in the context of SCRM,

Figure 2. Risk management and the 1SO 31000 standard
Source: ISO 31000 — risk management — flowchart
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with a structure and in a specific company. Through the literature review, the risk management steps
proposed by SCRM surveys were compared and harmonized. In addition, a way has been developed to
identify and prioritize the risk assessment tools and techniques in ISO 31000: 2009 that should integrate
a procedure for SCRM, based on the Analytic Hierarchy Process (AHP), exemplified in a car industry
supply chain. Based on the results of the research (Dias, 2017), the authors concluded that ISO 31000
can be used in a beneficial way as a standardized method to execute SCRM, provided that the tools and
techniques are selected according to the needs of the company and the characteristics of the business.

As to the relation of audit to ISO 31000, it may be stated that its implementation is based on audit.
After its implementation, the monitoring is a kind of audit that must be achieved within the working
process of the organization.

1SO 9001

ISO9001, inits 2015 version, is the standard that organizations must apply to have their product or service
certified and, in this way, through their sales, have associated a guarantee, to and from the transaction,
in the global market. In schematic terms its composition is as depicted in Figure 3.

The main items to be considered for the implementation of ISO 9001 are shown in Table 1.

Studies about the “quality” factor show that the quality process can add to a change in the structure
of organizations (Deming, 1989; Dias, 2014; Heras, Dick, & Casadests, 2002; Hyvonen, 2007). The
way hierarchy is established or positioned can be altered to better serve the purposes of quality and, ulti-
mately, the management goals embodied in the organization’s mission. It is common knowledge that any
organization, to work efficiently and effectively, needs to have leadership (Dias, 2009; Mintzberg, 1987;
Zahirul, 2003), but this too is now changing. It is the good leadership that will make the organization’s
mission-oriented objectives guided by strategies (Dias & Lima, 2010; Drucker, 1986; Kaplan & Norton,

Figure 3. ISO 9001
Source: I1SO 9001 diagram
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Table 1. Crucial items from ISO 9001

1 Organization Context: interested parts in the Quality Management System

2 Leadership: distribution of power within the organization

3 Planning: the way the organization sees and plans its future business

4 Support: operational structure towards organization “core business”

5 Operations: process related to the product or service

6 Performance Evaluation: prevailing schedule in the organization

7 Continuous Improvement: KPI definition for the Quality Management System and follow up associated

1992; Oakland & Tanner, 2007; Ortiz, Benito, & Galende, 2006) that can and should be understood
through cultural factors (Schein, 1999).

The global market impels the organizations to look at ISO 9001 as a challenge. The universities
were entities studied in Malaysia. Basir, Davies, and Douglas (2017), based on the literature review
and considering only the academic culture, classified according to four elements — academic freedom,
individualism, professionalism and collegiality —, carried out two case studies in Malaysian universi-
ties, which were ISO 9001 certified for five years. At the time of this research, these two were the only
universities that had certification for the entire organization (most organizations obtain certification
only for specific departments). The results showed that academic freedom, individualism and collegial-
ity worked against the maintenance of ISO 9001, while professionalism influenced the maintenance of
ISO 9001 both positively and negatively. The opposites of individualism (teamwork) and collegiality
supported the maintenance of ISO 9001 in one case.

A Quality Management System is the result of ISO 9001implementation (Dias, 2010) and can be
responsible for the company’s sustainability. For this the company must achieve a previous audit so as
to evaluate the degree of compliance of the areas/sectors to be included within the scope of certification.
Then some actions and performance indicators will be settled to sustain it.

Subsequently, an audit plan will be designed to be in force since the moment ISO 9001 is granted to
the company and it will be working out along the life of the standard (evidencing and presenting non
conformities and trying to solve them). This audit function performance is described in the very ISO
9001 contents and is a compulsory figure to be followed.

ISO 14001

Any entity that wishes to use ISO 14001 regarding the environment should already have an ISO 9001
(Dias, 2013) because it is almost compulsory and its implementation procedures are quite similar and
complementary, but the environmental focus is the ultimate goal. Typically, the most polluting sectors
(such as pulp, chemicals, petroleum and civil construction, among others) will be most interested in
meeting this standard in order to show compliance with the environment and all the other stakeholders.
In terms of the diagram, it is possible to identify ISO 14001 as shown in Figure 4.

As can be noted in this standard, as in all the others, the responsibility of management and the environ-
ment policy defined by the organization to meet the environmental directives (usually European directives
for Europe) are the main issues. Planning is associated to the company’s environment approach. The
monitoring phase and actions include corrective measures whenever results come out of the plan. From
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Figure 4. Diagram of 1SO 14001
Source: ISO 14001 flowchart

the implementation of this standard a lot has been developed academically. A recent study by Murmura,
Liberatore, Bravi, and Casolani (2018) states that, over the last decades, the adoption of Environmental
Management Systems, as structures for the integration of corporate environmental protection policies
and programs, has become a growing practice among national and multinational companies around the
world. The study carried out by the authors is an empirical survey conducted among Italian companies
certified with the ISO 14001 Environmental Management System (EMS) and the European System of
Eco-Management and Audit (EMAS). The objective was to identify the types of companies that have
implemented an EMS standard, to examine the motivations that led them to introduce it, to identify
perceived benefits and barriers and to assess the differences and similarities between these two systems.
The research was carried out through a questionnaire sent to 1,657 certified organizations, of which 190
participated. The analysis of variance; the chi-test (2 test) and the Pearson’s correlation were used to
frame the items of motivations, benefits and barriers. The survey results show that EMAS certification
appears to be strictly related to ISO 14001; in fact, most companies operating in the international markets
have both standards. In addition, especially the larger companies have embarked on certification when
compared to the smaller ones, because they are almost “pushed” to certification for different reasons.
Time was also considered a relevant discriminant factor. Regarding the analysis of perceived benefits
and barriers, there was an important correlation similarity between ISO 14001 and EMAS. The research
made an added contribution to the importance of good environmental management.

The connection of this standard to audit follows the assumptions described for ISO 9001, that is to
say, the audit is a function needed in order to guarantee the granting and maintenance of this certification.

ISO 18001

People who work in an organization should be secured from any harm that can happen in the working
environment. For this objective OHSAS (18001:2007) must be referred and they deal with a management
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system that helps an organization to control the work risks and improve performance. The main issues
of its implementation are depicted in Figure 5.

The requisites to implement the Norm consist of the definition of the legal framework of the organi-
zation and its workers and then a full description of the objectives and the monitoring program associ-
ated, as well as the resources available to achieve them. The functions associated with human resources,
responsibilities/authorities related to the competence and the training and the awareness of the class are
also central. Communication, operational control and measures implemented to deal with emergencies
are factors that help to justify performance improvement. The final goal is the continuous improvement
and this way the organizations that follow these recommendations of safety and health policy will record
a minimized risk. However, it is very important that the human resources of the organization know that
they contribute to success and that they are recognized for it.

Usually the Human Resources Department of any company develops some audit procedures in order
to test the security and availability of the resources devoted to implementing this standard.

1ISO 26000

This standard is intended to help organizations contribute to a sustainable development and to encourage
it by going beyond legal compliance, as this is a fundamental duty of any organization and an essential
part of its social responsibility. In presenting ISO 26000, it is advisable for an organization to focus on
social, environmental, legal, cultural, political and organizational diversity, as well as on differences in
economic conditions, consistent with international standards of behavior.

However, for the purpose of the WTO (World Trade Organization)-Marrakesh Agreement, it is not
intended to be interpreted as an “international standard”, “guideline” or “recommendation”, nor is it in-
tended to provide a basis for any presumption or decision of a measure compatible with WTO obligations.
The performance of an organization that holds social responsibility can influence, among other things:

Figure 5. ISO 18001
Source: Diagram of ISO 18001
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e  Competitive advantage and reputation (organization, management, governance, operational
practices);

e  The ability to attract and retain workers or members, clients and third parties (human rights, labor
practices);
Maintenance of employee morale, commitment and productivity (human rights, labor practices);
The perception of investors, owners, donors, sponsors and the financial community (customer/
stakeholder issues);

e  The relationship with companies, government, media, suppliers, peers, clients and the community
in general (involvement or development in the community).

In brief, there are seven central issues of social responsibility defined in Figure 6:

Gupta, Briscoe, and Hambrick (2017) researched the position of United States’ companies in relation
to CSR (Corporate Social Responsibility) and questioned why companies presented different positions
towards this issue. Previous research had emphasized the role of external pressures as well as CEO’s
(Chief Executive Officer) preferences, while little attention had been paid to the possibility that CSR may
also derive from the prevailing beliefs of company’s political body. The authors introduced the concept
of organizational political ideology to explain how the political beliefs of organizational members can
shape corporate advancement in CSR. They used a new measure based on the political contributions of
corporate employees, evidenced in the Fortune 500, and found that ideology foresees advances in CSR.
This effect seems to be stronger when CSR is rare in: (i) the business sector where firms are located;
(i1) when firms have high human capital intensity; and (iii) when the CEO has been in the organization
for a long time. Another relevant issue addressed by the authors was the reason why companies vary
their positions regarding CSR. Previous research suggests that companies get involved in CSR when
they are under pressure to do so, or when their CEOs have liberal values. The concept of organizational
political ideology was then used and it was concluded that CSR can also result from the values of the
largest number of employees. Introducing a new measure of organizational political ideology based on
employee donations to the two main political parties in the United States, it has been found that liberal

Figure 6. Social responsibility
/ rights \
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companies are more concerned with CSR than conservative ones, and even more so when other com-
panies belonging to the same branch of industry have weaker CSR records, when the company relies
heavily on human resources (thus having many workers) and when the CEO of the company has a long
organizational mandate.

From these final ideas of Gupta, Briscoe, and Hambrick (2017), it can be stated that they are in line
with the conclusions from a PWC'’s (PricewaterhouseCoopers) study, dating back to 2012, carried out in
Portugal. This study covered different sectors of activity with CSR implemented, such as energy, transport,
logistics and real estate construction, which accounted for about 65% of all CSR companies. In a detailed
characterization analysis, it may be concluded that companies with a strong and shared leadership, hav-
ing a large number of workers, and presenting a considerable turnover need to defend their reputation/
brand and are looking for something that sets them apart from the others — the peers — and that is CSR.

After considering the importance of standards and the related function of audit, this chapter will now
consider risk management in a Portuguese municipality.

CASE STUDY OF A MUNICIPALITY

This study is under the scope of many other carried out about municipalities and local entities that have
somehow inspired it.

As to municipalities, it is important to refer that a great part of Portuguese municipalities are already
implementing most of the standards described above.

The District of Porto includes 18 municipalities'. Considering the size of the population to be served/
provided, the following municipalities stand out: Maia, Matosinhos, Porto and Vila Nova de Gaia®.

The municipality of Maia is an entity with autonomous administration of the Portuguese State and
is geographically located in the District of Porto (Portugal). The municipality of Maia has implemented
ISO 9001, 1ISO14001and ISO 18001. Furthermore, it is important to mention that this municipality
decided to implement in advance some procedures and measures to face the risk, being this fact one of
the good reasons that justifies this case study.

As initially mentioned, some studies have revealed interest on municipalities (Félix, 2013) either
about the environmental accounting and related reporting procedures or about the importance of internal
control as to the usefulness of the information displayed.

Ribeiro, Aibar-Guzman, Aibar-Guzman, and Monteiro (2016) considered the development of Envi-
ronmental Accounting and Reporting Practices (EARP) and an index was developed by a set of eight of
these entities from the 69 Portuguese local entities included in the considered sample. Three variables
were considered in this study as possible factors that drive the development of Environmental Manage-
ment Practices (EMP) by local entities. They were: size of entity, accounting framework, and degree of
development of EMP. Results indicate that the degree of development of EARPs in Portuguese local
entities is low. Additionally, accounting regulation and the degree of development of EMPs are explain-
ing factors of the degree of development of EARPs in Portuguese local entities. The information about
the environment seems to be relevant but internal control and the usefulness of the financial information
obtained for internal decision making is also quite a relevant issue (Nogueira & Jorge, 2017). The authors
made a quantitative research, based on a cross-sectional analysis developed in the local government
context. Data were collected from a survey addressed to decision makers (politicians and chief officials)
in charge of the financial area in all Portuguese municipalities. The response rate was approximately
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49%, assuring representativeness. As to the perceived usefulness of financial and budgetary reporting
for internal decision making, the results show that the attitudes of municipalities’ internal users towards
using accrual-based financial reporting for decision making is changing. Additionally, internal decision
makers consider financial and budgetary information as being very useful for decision making, and the
different types of internal control applicable to that information are referred to as very important. The
results also clearly point towards the existence of a significant and positive relationship between internal
control (including internal auditing) about financial and budgetary information and its perceived useful-
ness for municipal decision making (Nogueira & Jorge, 2017). This introduction allows identifying the
interest that municipalities have on financial reporting and the transparency and usefulness of its contents.

Objectives

According to literature suggestions and taking into account the needed policy and business require-
ments for the public sector in Portugal, a case study, based on ISO 31000, was carried out in a Town
Hall belonging to Maia, District of Porto, in Portugal. It is well known that municipalities have a quite
different organizational environment and positioning as to the hierarchical distribution of functions and
related management process (Azevedo, 2014).

As to the Portuguese Public Sector, risk management practices are quite recent. Emerging from
paragraph 1 of the United Nations Convention against Corruption, the Prevention Council was created
in Portugal in 2008 *.The objective was to have a formal institution coordinating the anti-corruption
model. Until that date only agencies acting on a repressive scope of analysis were provided (Central
Directorate for Investigation of Corruption and Economic and Financial Crime — Judicial Police and the
Central Investigation Department and Criminal Action — Attorney General’s Office).

Since then, the Corruption Prevention Council has been working closely with the Court of Accounting
(Tribunal de Contas) and has taken on a leading role in the adoption of new risk management practices,
issuing recommendations with a binding and compulsory application.

In order to comply with the guidelines laid down by the Recommendation of July 1, 2015, the Di-
rectorate General of Local Authorities prepared and approved the Management Risk Prevention Plan,
including the Corruption and Related Offenses, called PPRGCIC, which identifies, in a very exhaustive
manner, the different activities developed in an operational environment with potential risk. These should
be considered within the internal control measures/mechanisms to be implemented in a municipality in
order to prevent/avoid their occurrence.

In this context, the project described in the present chapter is based on the integrated Risk Management
Model for the Portuguese Public Sector. The overall objective (see Table 2) is to design an integrated
risk management model encompassing.

Table 2. Aims of the case study

To check the existence of mechanisms and instruments of Risk Quality Management System — already implemented in the
Management implemented in the municipality. municipality.

To develop a risk management model based on ISO 31000 — Risk To assess the operationalization of the Risk Management Plan

Management — integrating it into the Management System based designed for corruption and related infractions and ascertain its
on ISO 9001. contribution to management.
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The creation of a risk management model based on the compliance with legal and regulatory require-
ments is a useful model for municipal management and adaptable to the reality of any of the entities that
belong to the Portuguese Public Sector. This study aims to contribute to the continuous improvement
of the management system of the organization, placing it above the peers’ level (Dias, 2017; Magalhaes
& Dias, 2017)%.

Identification of the Organization: The Municipality of Maia

The Portuguese supreme law (Constitui¢do da Republica Portuguesa), in Article 235, establishes that
the democratic organization of the Portuguese State includes the existence of local authorities. Local
authorities are collective persons of population and territory with representative bodies, elected by direct
and secret universal suffrage, which aim at the pursuit of their own interests, common and specific to
the populations (Almeida, 2000; Amaral, 2007).

The municipality of Maia is part of the group of local authorities, which includes the City Council
(executive body), composed of the President, Vice-President and Councilors, and the Municipal As-
sembly (deliberative body), which includes the members representing the respective political parties and
the Presidents of the county’s parishes. It is headquartered in the city of Maia, located in the District of
Porto, and is one of the 18 municipalities that make up the Metropolitan Area of Porto. Over the last
thirty years, this municipality, has become one of the most important poles of attraction in the north of
the country being responsible for more than 100,000 inhabitants.

Aware of the importance of meeting the collective and individual needs of the local public, the
municipality of Maia has directed its strategy to reaching high levels of quality of life of the Maiatos
citizens. They highlight the guidelines for total certification for Quality and partial certification for the
environment; the international projection and entrepreneurship and the bet on youth, sports, culture,
environment, education and social support.

As to Risk Management, the municipality of Maia complies strictly with the recommendations of the
Corruption Prevention Council. Yet, as the authors verified by conducting this case study, the process
exists in the organization, but needs consolidation.

However, the specificities of municipal management and the fact that their action results from the
interface between the organization and the population implies a greater concern in identifying the risks
that may jeopardize their tasks (Rocha, 1997). There are numerous risks to be taken into account, such
as the fact that all public entities are subject to the primacy of legality and exist in the light of political
cycles; do not have as their main objective the attainment of profit; are entities governed by public law,
but also practice acts of private law (purchase, sale); their Top Management responds in some cases to
electors and in others cases to ministerial tutelage (Carvalho, 2013). In addition, it should not be forgotten
that there is also the risk of continuity, since the municipalities are mostly dependent on transfers from
the State Budget (Moura, 2011). At the same time, the risk of corruption is inherent. According to a
study on criminal sociology coordinated by Luis de Sousa in 2010, entitled “A corrupgao participada em
Portugal 2004-2008” (Participated corruption in Portugal 2004-2008), 345 of the 838 lawsuits analyzed
during the 2004-2008 period were related to local government authorities and municipal enterprises
(Cruz & Sousa, 2014).
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Methodology

According to the proposed objectives, a case study of an exploratory and descriptive nature was developed.

Scientific research seeks to attain a reliable solution to a given problem through a logical proce-
dure. Thus, it relies on an orderly and systematic logic of data collection and interpretation (Quivy &
Campenhoudt, 2005).

Literature presents different perspectives regarding methodological options (what to do) and the
design of information collection tools (how to do it), ascertaining them according to the objectives and
the research questions and considering the available resources and even the position of the researcher
him/herself (Monteiro, 2012).

In this sense, this case study was selected because one of the researchers has a professional link to
this municipality. As mentioned, a case study of an exploratory and descriptive nature was developed,
on a qualitative approach based on indirect observation, through the use of the documentary research
technique and direct observation through the interview techniques.

The documentary research consisted of gathering and analyzing the documentary sources (documents
generated within and across the organization) that consisted of the consideration of:

1.  Risk Management practices existing in the organization;
2. Dynamics of the Organization Management System;
3. Implementation and monitoring of the Risk Management Plan.

As to the internal documentary sources consulted, they were the following: The Organization Macro-
structure; the Management Report; the Management Policy; Review by Management; Management
Guide; Internal Control Standard; Risk Management Plan and Implementation Report.

It was considered appropriate, for the objectives of this case study, to carry out semi-structured in-
terviews, under previously studied specific objectives. The interviewees were chosen according to the
organizational hierarchy (mainly quality managers, related staff and top management), their position in
the municipality and the level of knowledge about the organization’s Management System. The contents
of the interview guide were displayed beforehand to the interviewees and consisted of the following
main issues: (i) involvement of the workers in the anti-corruption plan; (ii) relation of the internal audit
department to this anti-corruption plan; (iii) identification of the main risks considered; (iv) strategy to
be used to face the risks; (v) report about the execution of the measures defined to prevent the risks and
respective KPI. Content analysis and documentary analysis were the methods used for the analysis of
the collected information, so as to allow for data triangulation. Thus, a content analysis grid was used,
in which the interviewees’ perceptions were characterized in an individualized way. Each issue asked to
the interviewees corresponded to each study objective. After performing this content analysis, data was
compared to the previously referenced document sources.

At this moment it is important to put forward the formulated assertions that rule this project (Table 3).

Risk Management
The Integrated Risk Management Model for the Portuguese Public Sector is based on the consideration

of ISO 31000 — Risk Management — Principles and Guidelines for the management practices of the
organization. The municipality of Maia has already been quality certified by ISO 9001 — Quality Man-
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Table 3. Assertions

The existence and contribution of Risk Management practices for The contribution of the Internal Audit for the management of the
the municipal management. risks of the organization.

Integration of ISO 31000 — Risk Management — in the Quality The effectiveness of the Risk Management Plan as an instrument to
Management Systems. support the management of the municipality.

agement Systems (updated 2015). This last version provides a new approach for a Risk-Based Thinking,
which converges and announces a facilitator for the integration of the ISO 31000 within organization
management practices. Thus, the risk model to be constructed has the objectives shown in Table 4.

Since the municipality of Maia has clearly defined guidelines and strategic objectives, it is impor-
tant to try to identify the risks that may affect their fulfilment. Therefore, a Risk Management Policy
must be formally created. This will contribute to the consolidation of the risk management practices
already instituted and, consequently, to the improvement of the Organization Management System. In
this context, the elaboration of a Manual of Risk Management became a reality, having a main role in
the implementation and maintenance of the process. It will allow to standardize concepts, to institute in
the organization the adequate practices for managing the risks and, consequently, to keep a systematic
follow-up. It also considers all stakeholders in the process and contributes to the transparency of the
organization’s risk management.

In short, the content of the Manual is shown in Table 5.

So, the Risk Management scope of analysis within all the processes of the municipality will include
different paths:

Table 4. Objectives of the risk model

To be oriented for the implementation of the process of Risk

To integrate the risk culture into the organization’s culture.
Management.

. . To contribute to improving the organization’s image and
To establish a structured and systematic risk management. P & & g

reputation.

Table 5. Risk management manual

Manual

Applicable legal and regulatory imperatives and risk management procedures.

Concept of risk, description of level of risks and synthesis of the control and reporting systems that integrate and support the process.

Responsible people and their interaction in the process.

Procedures to be followed in the evaluation of the risks and periodicity of execution.

Criteria considered in the implementation of measures to mitigate risks and responsibilities in this area.

Graduation methodologies and quantification of risks (inherent and residual risk).

Methods of monitoring, responsible persons and periodicity. Measures to be implemented when risk limits are exceeded.

Model of risk report to be prepared.

Parameters to follow in the evaluation of the risk management process.
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Identification of the risks taking into account the strategic objectives;

Detailed characterization of the organization: vision, mission and strategic objectives; articulation
of the Internal Audit and Risk Management process; organizational macro-structure and data on
human and financial resources;

e  Presentation of the methodology underlying the plan and the report;

e  Introduction of data analysis concerning the execution of the plan (partial and global results of the
management of the organizational risks);

e Insertion of a chapter for final considerations (inquiries regarding recommendations issued by the
Corruption Prevention Council or changes to the International Organization for Standardization
referential);

e  Adequacy of the schedules and annexes attached to the plan and report (identification of processes
and objectives, articulation between strategic guidelines and objectives of each process, identifi-
cation of risk factors, expected dates for carrying out risk management actions and evaluation of
effectiveness).

In addition to the preparation of this Manual, the Risk Execution Plan was also developed. To attain
it, some complementary supports were carried out:

1. A Checklist for the Independent Evaluation of the Risk Management Process;
2. A Risk Management Implementation Schedule;
3. A Communication Report.

The Manual is closely linked to the Risk Management Plan and to the Implementation Report. It
establishes the methodology to be followed by the management of the organization as to the risks and,
in this sense, the Plan and the Report are the tools that will shape this methodology.

As can be seen from the contents of ISO 31000 previously described in this chapter (Figure 2), this
standard is fully used in this case. From establishing the context within the municipality until the moment
of assessing the risk and treating it, all the phases were considered and the guidelines and procedures
were implemented. For the integration of these documents in the organization’s Management System
(that is depending on ISO 9001) it was suggested to implement the following actions:

ACTION 1: Adapt all the processes to the new approach of Risk Based Thinking, including strategic
and change management. This approach is, in fact, one of the most important changes in ISO 9001.
Being present in practically all the requirements of this conceptual structure, it alerts to the neces-
sity of establishing a cause-effect thought. So, municipal management should be developed taking
into account the risks, their causes and their impact (both positive and negative) on all projects,
programs and organizational plans.

ACTION 2: Quarterly monitoring of actions defined for the treatment of risks. The organization has
an internal event registration system. Under a logic of continuous improvement and embedded in
this recording scheme, all the actions to be implemented, responsible parties, execution dates of
the actions undertaken and the evaluation of their effectiveness are identified. This internal event
recording system should include risk management strategies in order to direct the organization
towards possible changes to the risk profile and to the definition of measures to be implemented
when the risk limits are exceeded.
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ACTION 3: Integration in the annual review of the organizational performance information concerning
the risk management activity and its analysis by the top management. The municipality maintains
an annual cycle of revision of the organization system. Monitoring the evolution of the risk man-
agement strategies’ implementation may be a valid indicator of process performance.

Internal Audit Process

The Risk Management process should be kept along with the approaches established in the organization
(under PDCA Plan-Do-Check-Act Cycle, Process Approach and Risk Based Thinking) and according
to the organization’s strategy. For the implementation of this model, the municipality will consider an
analysis of the risks related to the already established processes, and whenever there are expected changes
the provision of services should be used.

On the other hand, all steps concerning planning the actions needed to treat the risks and consider-
ing the usual factors and their impact will take place. This task will take into account not only the rate
of risk implementation but also the evaluation of the actions undertaken about the risks, which shall be
disclosed to all stakeholders, once they are relevant for the Quality Management System. As concerns
the role of Internal Audit within the process, and taking into account that the new paradigm is based on
a vision focused on management risks, the Internal Audit is closely related to Risk Management and
to Internal Control. When internal auditors assess Internal Control, they question whether the controls
are appropriate to the risks identified by the organization. Controls exist because there are risks, and
the risks exist because the organization has goals. As to the Internal Audit, the municipality of Maia
considers that this is an important tool for top management to be involved.

Nonetheless, reflection on two aspects was considered quite beneficial:

e  The first concerns the formal consideration of “risk” in the planning and implementation of
Internal Audits. Since the audit work is based on sampling, and it is well known that auditors can-
not focus on all areas of the organizations, some criteria and some faithful samples must be previ-
ously defined. If the focus lays upon the mostly risky areas, it is essential that planning continues
to have a number of reflections about the critical processes, top management, internal service
requests, macrostructure changes, legal, regulatory or regulatory changes and available resources.

e  The second is the periodic performance of an independent evaluation of the Risk Management
process. This evaluation should be developed according to the organization’s specific character-
istics, and this could happen within the scope of analysis of internal audits and/or verifications
carried out by the Management System. Assuming it as a credibility factor, the independent evalu-
ation about risk management process of the organization should have as main objective to provide
security on the effectiveness of Risk Management activities in the municipality.

Thus, these guidelines are most important to frame this issue, as shown in Figure 7.

At this moment, the project is completely designed and some final comments about it may be put
forward.
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Figure 7. Guidelines for the evaluation of risk management

+the existence and adequacy of the elements that constitute the process of risk
management

+the interconnection of risks with strategic orientations and objectives of the
organization

+the identification of critical risks and related strategies for their treatment

*the definition, implementation, adequacy and effectiveness of controls

+the existence of mechanisms to monitor the treatment of risks

- <-<- <-4

CONCLUSION

From this short travel around standards it can be observed that they are quite important in the management
of any organization. They represent some accrued value and account for a lot to the top management
when the company has a good market-share to defend, relevant business numbers, significant assets and a
large number of workers. This study started considering the importance of using IFRS and ISA as to the
financial statements of any company. Additionally, some other ISO standards were considered. As to the
internal environment of any organization, a particular attention was driven to Risk Management placed
under two versions: ERM and ISO 31000. A case study about the implementation of ISO 31000 was
carried out in the Portuguese municipality of Maia, from which the following main ideas may be drawn:

1. The improvement opportunities suggested by the Integrated Risk Management Model for thePor-
tuguese Public Sector are numerous. The positive view of risk in the organization’s culture may
be highlighted. It seems that, if well seized, risk may also become an opportunity.

2. Inaddition to the organization’s context, other internal information became crucial, such as monitor-
ing stakeholders’ expectations and objectives, thus enabling satisfaction assessment results, audit
results, nonconformities and opportunities for improvement.

3. Itis also important to emphasize the implementation of the Residual Risk Graduation practice: the
quantification and graduation of the remaining risk, the one that is left after the implementation
of the mitigation measures, allows to assess the levels of the exceeding risk and, consequently, a
decision making about it.

4. Internal Audit considers risk in its planning, which is also important, since it directs the activity
towards the critical areas.

5.  Another important issue is that, by defining KPI (consequent to the Quality Management System),
the organization can regularly monitor the achievement of objectives and, consequently, do a direct
planning. The redesign and integration of the Risk Management Plan and the Implementation of
the Report into the Organization Management System is crucial to get evidence about process
compliance.
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6. Finally, the organization can report about the risk decisions in the Management Report and in the
Management Review Minutes.

The consolidation of the Risk Management process established in the Municipality of Maia proves to
be an added value for the organization’s management. Managing the risk can be named as a competitive
advantage (Magalhdes & Dias, 2017; Dias, 2017). A favorable corporate culture characterized by a clear
involvement of top management across the whole process was fundamental. This is a very positive stance,
inasmuch that the options and decisions about issues related to Risk Management in the Portuguese
Public Sector may, very frequently, involve political options that stand somehow beyond the scope of
the sole organization. As to this particular case study, it may be stated that its study and development is
applicable either to the private or to the public sector.

From the whole study, it may be concluded that all standards from the ISO family (such as the 9001,
18001 and 14001 standards) considered are important for the process of any kind of organization. Finally,
and as a tone of the top ISO 26000 was mentioned, meaning that only some companies can address it
because CSR is a top positioning of companies in the market.

As a limitation of this study, the authors assume the absence of the calculation of the added value of
the ISO 31000 implementation (it is still too early to measure it). Furthermore, the consideration of only
one municipality is somehow a short sample. As future research paths, this study could be replicated in
other municipalities or in some entrepreneurial sectors from industry or services and it would be quite
interesting to record the different outcomes.
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KEY TERMS AND DEFINITIONS

Audit: An analysis, an inspection, and verification of any issue done according to a reference. Audit
development process may concern different scopes of application — from a financial to a nonfinancial
scope of application.

Enterprise Risk Management (ERM): A management tool related to the prevention and mitigation
of Risk. ERM is a kind of risk approach applicable to a top down process of management pertaining to
any company. ERM makes part of the mission, vision, and strategy of the organization and is considered
across the hierarchy established in the organization.

Implementation of ISO 31000: Depends on the culture of the organization mainly on a risk perspec-
tive allocated to the top management. The process will start with the definition of risk and its scope of
analysis, the associated prevention and mitigation plan and at last the risk execution. All these steps need
to be connected to the top of the organization’s hierarchy. Risk procedures are needed.

International Financial Reporting Standards: References established by International Accounting
Standards Board (UK), as to the accounting register, to be in force worldwide. Their application aims to
get the Global Financial Harmonization. If all the countries use these standards to register their transac-
tions the consequent financial statements will be comparable.

International Standards on Audit: References established by International Federation of Accountants
(USA) so that the financial audit achieved worldwide, follow them. If the audit to be developed upon
the financial statements of the organizations follow the same procedures across the world, the auditor’s
opinion will be recognized by the global market.

ISO 31000: Reference established by International Organization for Standardization that deals with
risk management. The definition, scope analysis, identification, and mitigation plan related to the risk
context, in any organization, will be considered. ISO 31000 is easier to be implemented in organizations
that have previously adopted an ISO 9001.

Maia (Municipality): The municipality of Maia is headquartered in the city of Maia, located in
the District of Porto, Portugal. It is one of the 18 municipalities that make up the Metropolitan Area of
Porto which, in a whole, represents 2040 Km2 and 1,8 million people. The population related to Maia
municipality management is more than 100,000 inhabitants.

Standards: A reference or a benchmark used for any type of activity. Financial and nonfinancial
management should use them. From World Trade Organizations we know that the global market trans-
action has to comply with TBT agreement — Technical Barriers to Trade. So there are lot of applicable
standards to products and services. Only the ones considering the financial management of an organiza-
tion will be considered.
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ENDNOTES

! Porto District: Amarante; Baido; Felgueiras; Gondomar; Lousada; Maia; Marco de Canaveses; Ma-
tosinhos: Pagos Ferreira; Paredes; Penafiel; Porto; P6voa de Varzim; Santo Tirso; Trofa; Valongo;
Vila do Conde; Vila Nova de Gaia.

2 Source: Direcdo Geral das Autarquias Locais — Data from August 13, 2018.

3 the United Nations Convention includes Portugal since December, 11 2003, as from the date of
signature, and since September 28, 2007, as from the date of ratification).

4 A deep and recognized feeling for the help, knowledge transmission and team spirit granted by
Rita Daniela Oliveira de Sousa, who is part of the Top Management of this Municipality, must be
put forward.
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ABSTRACT

Mobile cloud computing is a concept that has been gaining popularity, resulting from the synergistic
integration of cloud computing and mobile computing with the goal of minimizing some of the limitations
inherent in mobile computing (bandwidth, storage, autonomy, etc.) and giving greater plasticity to the
services of the cloud computing providers. This new paradigm of computation has similar limitations
to those associated with the paradigms that are at its origin. Therefore, it is essential that the research
carried out in this area is concerned about understanding its impact on audit processes, which aim to
verify and evaluate the mechanisms of the internal control system implemented to minimize threats to
integrity, confidentiality, and availability of the information assets (data and/or information) stored on
these platforms. Based on a literature review, this chapter aims to list a set of challenges associated with
the adoption of mobile cloud computing within the scope of organizational auditing.
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INTRODUCTION

The integration of cloud computing with mobile computing has given rise to a new paradigm in the
use of information and communication technologies (ICT) and of mobile applications (apps). This new
paradigm, mobile cloud computing, has facilitated ubiquitous access to a wide range of ICT resources,
yet it does pose several challenges that need to be adequately addressed for the security of owners, of
information assets in the cloud, and of app users.

In the coming years, this new concept may continue to grow, with all the risks associated with it, as in
all projects involving the use of ICT in organizations (Hatefi & Fasanghari, 2016). According to Hatefi
and Fasanghari (2016), most organizations seek to define their strategy and objectives, taking into account
the potential risks posed by the adoption of new ICTs associated with the storage of informational assets
in the cloud, considering that these risks have a strong impact in the daily routines of any organization.

The information and communication technology (ICT) industry is in the midst of a shift that takes place
once every 20-25 years to a new technology platform for growth and innovation. International Data
Corporation (IDC) calls it the 3rd Platform, built on mobile devices and apps, cloud services, mobile
broadband networks, big data analytics, and social technologies. These paradigm shifts are intertwined
and rapidly impacting organizations around the world. In fact, from 2013 through 2020, IDC believes
that 90% of IT industry growth will be driven by 3rd Platform technologies that, today, represent just
22% of ICT spending (Crook & Hopkins, 2013, p. 2).

The growing adoption of this new computational paradigm, which has taken place in the various
organizational areas, especially the administrative and financial area, particularly in the accounting sec-
tor, is due to several reasons, namely the reduction of costs associated with the ICT management and the
large-scale consolidation and optimization of the use of hardware and software resources (Wyslocka &
Jelonek, 2015). According to Chou (Chou, 2015), this paradigm is highly complex, taking into consid-
eration the convergence of several technological dimensions that pose enormous challenges regarding
the protection and security of the information assets and that make the auditors’ task difficult.

The auditability of information assets, when stored and processed according to the new paradigm of
mobile cloud computing, must be ensured, allowing auditors to perform a correct risk assessment so that
they can then implement the mechanisms necessary to mitigate risks. In order to develop an adequate
understanding of this new technology and to rigorously advise organizations on the most relevant risks
and control mechanisms, the role of internal auditors is crucial (Elefterie & Badea, 2016).

The mobile cloud computing in the cloud, providing scalability, mobility and reduced maintenance
costs, has had a very positive role in the development of various types of business, with more organiza-
tions adopting these technologies as an integral part of the infrastructure that supports their operational
activities, with a significant impact on accounting information systems. Considering that these systems
are responsible for the processing and storage of sensitive and confidential information assets, the adop-
tion of those technologies requires a rigorous analysis regarding the security of information assets and
the use of apps (Brandas, Megan, & Didraga, 2015; Duncan & Whittington, 2016).

The security analysis of the information assets and of the use of apps can benefit from the research
that has been or will be done in the field of cloud computing and of mobile computing, focused on the
practices of the audit process. This action is fully justified now, when the research is reaching good levels
in this area and the environmental context presents risk levels which can be harmful to organizations
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(Duncan & Whittington, 2016). We should bear in mind that cloud computing and mobile computing
provide rapid updating cycles with an increasing rate of adoption of critical apps, thus requiring these
technologies to be highly reliable.

In order to achieve high levels of reliability, information assets should be auditable and subject to
auditing processes. We should not forget that continuous auditing can provide a high level of security
and reliability for organizations that use it. However, the methodologies to develop an efficient continu-
ous audit in these new platforms are still embryonic, and it is necessary to increase the research work in
these areas (Roshan, Prashanth, & Vineet, 2017).

This chapter, in addition to this section, which introduces it, is structured as follows: it has a section
that presents the methodology used in the elaboration of this chapter and its relevance for the devel-
opment of knowledge on the adoption of new paradigms for the use of new ICT and their impact on
the management of organizations; another section looks at the particularities of cloud computing as a
paradigm of ICT use; a third section describes the impact of mobile computing on organizations and
also another section which describes the impact of mobile cloud computing on the audit process and
consequently on ensuring auditability of information assets. Finally, a synthesis of the main conclusions
of this exploratory study is made.

METHODOLOGY

The impact of mobile cloud computing in organizations, particularly with regard to the audit process,
has not been properly consolidated yet. Thus, the authors of this chapter understood that it is opportune
to develop an exploratory study that allows to establish goals for future investigations in this area, very
important for society, in general, and for organizations, in particular.

This exploratory study, similar to other studies (Al-zoubi, 2017; Brandas et al., 2015; Gupta & Shakya,
2015; Pazowski & Pastuszak, 2013; Rashdi, Dick, & Storey, 2016), was developed based on a literature
review in which the keywords were cloud computing, mobile computing and organizational auditing.
In essence, three bibliographic sources were used: scientific papers; professional papers and technical
reports. As aforementioned, this literature review focused on cloud computing, mobile computing and
organizational auditing, and the following resources were consulted: Google Scholar; b-on; Scielo and
SSRN. In the first analysis, 202 bibliographic elements were collected, which turned out to be 51 after
analysis to their abstracts. These were then analyzed in more detail and cited in this chapter.

CLOUD COMPUTING

Cloud computing has become a platform of great potential for organizations, both public and private,
at their various levels. We can highlight, in particular, the administrative and financial area, emphasiz-
ing the importance in the overall performance of accounting. We should not forget that accounting was
one of the first organizational areas to be treated as a true information system. Thus, the accountants
should be aware of the evolution of this technological platform, which offers several advantages, such
as: accessibility to data, where space and time barriers cease to exist, and a strong reduction in operating
costs, considering that these are shared by multiple users. These benefits will have a strong impact on
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the accountants’ performance but will give rise to new risks which the professionals need to be prepared
for and implement appropriate mechanisms to mitigate them (Corkern, Kimmel, & Morehead, 2015).
The adoption of cloud computing by organizations presupposes, on their part, availability, as previ-
ously mentioned, to deal with new risks and also to migrate their information systems and technologies
to a third party entity. The assumption of this availability involves costs that must be evaluated and faced
with the benefits that may result from the shift paradigm. Cloud computing, from the perspective of
shared services, can offer advantages associated with economies of scale (Pazowski & Pastuszak, 2013).
Due to the degree of user maturity in the use of cloud computing, the provision of these services is
typically grouped into three large groups, as depicted in Figure 1 (Pazowski & Pastuszak, 2013):

e  SaaS (software as a service) - in this offer, the service provider makes available applications which
are accessed by the users through the internet, usually using a browser;

e  PaaS (platform as a service), which consists of offering the hosting service and implementation of
hardware and software to provide applications;

° IaaS (infrastructure as a service), which consists of the provision of a server infrastructure which
allows the user to use various resources, namely storage

The decision on which category of services to be contracted depends not only on the degree of ma-
turity of the organization, which contracts the services, but also on their willingness to be able to do it
without considerable loss of control over information assets by delegating custody to a third party entity.
The control that the organization has over its information assets, when outsourced, varies according to
the type of service contracted, see Table 1, adapted from (Pazowski & Pastuszak, 2013) and TechTarget.
The green cells correspond to the elements whose control is the information assets owner’s responsibility,
the cells with no color indicate that this responsibility is the service provider’s. This table clearly shows
that the adoption of cloud computing is associated with a considerable loss of control responsibility.

According to Rasheed (Rasheed, 2014), for many organizations one of the barriers to the adoption
of cloud computing is related to security aspects. This barrier is one of the challenges that auditors face
in the perspective of the auditability of information assets being ensured when using cloud computing,
and thus minimizing the risks of adopting this paradigm by many organizations.

Figure 1. Typical grouping of services offered by cloud computing
(Carlin & Curran, 2011)
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Table 1. Sharing of control over information assets when transferred to a third party entity

Local Infrastructure IaaS PaaS SaaS
Data Data Data Data
Aplications Aplications Aplications Aplications
Runtime Runtime Runtime Runtime
Middleware Middleware Middleware Middleware

Operating System

Operating System

Operating System

Operating System

Virtualization Virtualization Virtualization Virtualization
Servers Servers Servers Servers
Storage Storage Storage Storage
Network Network Network Network

The adoption of the paradigm of cloud computing, a trend that is becoming widespread, has a strong
impact on organizations, particularly regarding the risks that organizations should be available to take,
implementing mechanisms that can minimize their impacts. These risks include: the loss of control over
the information assets and part of the internal control system (procedures related to the storage); interrup-
tions in the provision of services (Mehri, Khakzadi, & Shamsi, 2016; Rashdi et al., 2016; Reads, 2015).

For these reasons two aspects of greater relevance in the computing paradigm in the cloud can be
identified. The first aspect, which organizations that adopt cloud computing cannot ignore, is related to
the migration of their data to a platform whose control does not depend on the organization that owns the
data. This requires that appropriate security policies are agreed between the service user (organization)
and the service provider (cloud computing service provider). The second aspect is related to ensuring
continuity of the service in the event of a system failure that jeopardizes its operation. Also, in this case,
the non-existence of full organizational control over information assets requires that appropriate security
policies are negotiated between the user and the service provider (Kinkela, 2012).

There are other issues related to the security of the main assets of any organization, their data and
the information which can be obtained from it and disclosed to the stakeholders, namely the possibil-
ity of being threatened by intruders that through the network can obtain unauthorized access to those
assets or being misused by the cloud computing service provider. These issues, which stem essentially
from organizations’ lack of control over their information assets, are one of the reasons that have some
reservations when organizations need to decide whether to migrate to cloud computing. These security
issues have posed new challenges for accounting and auditing professionals, especially those that are
more related to protecting integrity, confidentiality and availability of information assets, and maintain-
ing digital evidence to ensure their auditability (Rezarta & Muca, 2014).

These challenges have inhibited the adoption of cloud computing by organizations. The adoption of
this computational paradigm requires that organizations carefully analyze all possible service providers
and evaluate the level of security offered by each of them. This is very relevant considering that when
organizations migrate their information assets to a third party entity, they no longer have full control
over them. (Kavya & Lobo, 2017).
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The security weaknesses associated with cloud computing introduce new challenges in the context of
the audit process. According to Yang and Jia (Yang & Jia, 2014), these challenges require an independent
auditing service to identify and validate integrity, confidentiality, and availability of information assets
when they are migrated to a cloud computing platform managed by a third party entity.

Schmidt et al. (Schmidt, Wood, & Grabski, 2016), considering that cloud computing is a critical area
for organizational auditing, sought to assess its impact on the role of the auditor and audit procedures,
concluding that the paradigm shift for cloud computing is not sufficiently mature yet regarding the risks
involved, and therefore, studies should continue in order to acquire this knowledge and thus provide the
necessary confidence to organizations which adopt this paradigm.

The increase of popularity in cloud computing has not diminished the need to implement measures
that ensure the protection and privacy of information assets (Chou, 2015). The nature of cloud comput-
ing, of remote connectivity, is a reason for thinking about new ways of auditing these new computing
environments.

According to Carlin and Curran (Carlin & Curran, 2011), it is necessary to think and develop new
security techniques and adjust the older security techniques and adapted to different paradigms in order
to be able to work in cloud computing. The existing security technologies are not good for cloud comput-
ing because this new paradigm introduces new approaches to access and use the computing resources.

Regardless of security aspects, cloud computing offers significant developments related to the pro-
gressive computing power and the updating of the distribution of information assets and data storage
resources. The cloud computing services store information assets on the platform and ensure that they
are distributed to their users. As previously stated, the storage of information assets in the cloud is related
to issues of integrity, confidentiality, availability, and access by unauthorized users. Thus, these assets
must be auditable and subject to an audit process that ensures that information assets are properly stored
and processed in the cloud (Geeta, Raghavendra, Buyya, & Venugopal, 2018).

Yang and Jia (Yang & Jia, 2012) have conducted a study where one can verify that cloud computing
as a data storage service introduces new security challenges because data owners (organizations) have
different identities and interests. Therefore, an independent audit service is needed to ensure that the
organizational assets (data/information) are properly stored in the cloud.

Another critical issue related to security aspects in cloud computing is the processing of confidential
data done outside organizations. The storage of these data needs additional care because they ignore
the physical, logical and personnel controls. The retention of sensitive data must meet a specific set of
regulatory standards, so the cloud computing service provider must be prepared and certified to ensure
the requirements necessary to deal, in all its aspects, with sensitive data (Neto, 2011; Srinivasan & Raja,
2014).

Therefore, cloud computing has several vulnerabilities, some of which have high potential to become
risks that need research and development of control mechanisms specifically designed to constitute the
internal control system of this new paradigm of computing.

MOBILE COMPUTING

In recent years we have been witnessing a huge and successfully unprecedented expansion of all kinds of
mobile devices. Apps are constantly evolving, challenging the imagination of users and developers and
delivering innovative features. However, many abuses of information assets in mobile computing have
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been reported (Xia, Gong, Lyu, Qi, & Liu, 2015). In response to these abuses, Xia et al. (2015) propose
an app called AppAudit to efficiently and effectively check and evaluate apps in real time.

Mobile computing, looking at how mobile devices have access to information assets stored in the
cloud, presents new challenges inherent in mobile computing: low bandwidth and limited mobility and
storage capacity (Fernando, Loke, & Rahayu, 2013).

The mobile devices enable any employee in an organization to perform their duties when and where
they want, leveraging the ubiquity of these devices, and developing fieldwork with the various front-
office stakeholders. However, these devices need to have a back office with data / information and
organizational processes that are constantly updated and available. A mobile device can virtually house
an entire company in the same way as a physical hosting space for organizations (Archer et al., 2012).

Mobile computing, while offering a high degree of accessibility to its users, regardless of the day
and time, is particularly oriented to certain organizational activities, such as e-commerce. In a similar
way, apps are diversifying their relationship with other organizational activities and transforming the
client-company relationship taking this relationship to new levels of demand and posing new challenges.
The integration that has been occurring between cloud computing and mobile computing is opening up
new business possibilities with lower costs and high benefits for both parties (Carlin & Curran, 2011).

The synergistic use of cloud computing and mobile computing have applicability in various do-
mains of society, especially business. The business applicability of mobile cloud computing has a huge
impact on organizations, in particular on aspects in which the protection of information assets must be
guaranteed, namely on their integrity, confidentiality and availability (Rahimi, Ren, Liu, Vasilakos, &
Venkatasubramanian, 2014).

Mobile cloud computing is a convergent technology composed of three fundamental heterogeneous
technologies: mobile computing; cloud computing and networking. The integration of these highly
heterogeneous technologies makes the mobile cloud computing concept complex, which can impact the
success of its implementation (Sanaei, Abolfazli, Gani, & Buyya, 2013).

The app developers are those who make the new computing platforms (the reconfigurable base of
compatible components where companies and users can manage the available computing resources) valu-
able to their users. There are platforms oriented to different purposes that respond differently to different
needs of their users. The development of the platforms should also take into account the response that
their infrastructures should provide, not only with regard to the obligations of cloud computing service
providers but also concerning the rights of their users (Bresnahan & Greenstein, 2014).

As discussed in previous paragraphs, mobile computing and cloud computing pose new challenges.
The authors of this chapter have identified gaps in the research that has been carried out to respond to
the various challenges posed by these new computational paradigms, regarding solutions that ensure
auditability of the information assets when housed in these new computational platforms. The answer
to these challenges may be the study and development of new control mechanisms that allow the imple-
mentation of new audit processes aligned with the needs of these new paradigms.

IMPACT OF MOBILE CLOUD COMPUTING ON THE AUDITING PROCESS

Being accounting an essential component of the framework which supports any organizational activity,
it is critical to verify and evaluate the impact of cloud computing and mobile computing (mobile cloud
computing) on organizational activities, particularly on accounting and auditing (Dimitriu & Matei, 2014).
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Still according to Dimitriu and Matei (2014), the development and implementation of new technolo-
gies, the organizations, and therefore the administrative and financial department, particularly with
regard to accounting, are generally influenced by: business digitization; intense potential created by the
Internet; implications of Big Data; and increasing importance attributed to the identification of patterns
in the set of information assets. In this context, cloud computing paved the way for the creation of new
business models. Thus, the impact of cloud computing is currently undisputed and will provide the basis
for future changes in the economic field.

Mehri et al. (2016) developed a study in which they realized that if the user does not have the time,
feasibility or resources to verify and evaluate the conditions in which the information assets are stored,
they can delegate this task to an external auditor, thus this makes the storage of information assets in
the cloud publicly auditable. To safely delegate this task to an external auditor, there must be assurance
that the audit process does not bring new vulnerabilities to integrity, confidentiality, and availability of
the organization’s information assets.

The auditing process of information assets performed by external auditors in cloud computing is
an area of emerging research that has received increasing attention in recent years (Sookhak, Talebian,
Ahmed, Gani, & Khan, 2014). The evolution of ICT and the rapid growth of the digital economy have
introduced significant changes to the methods and tools used in the audit process. Large organizations
have been investing in the development and implementation of audit processes, with a view to enabling
them to check and evaluate their internal control systems on an ongoing basis, thereby increasing the
efficiency, effectiveness and coverage of audits carried out on information assets.

Cloud computing opens a new era in information technology, delivering various sharable services
with high plasticity and scalability, making a significant contribution to enabling users to reduce the
investments made in their own information technology infrastructure. With this new computational
paradigm, users of cloud computing services physically lose direct control over their information assets,
which makes their security assurance one of the main concerns when migrating information systems to
this new paradigm (Liu, Chen, Member, Yang, & Zhang, 2014).

There is no easy solution to protect the organizations’ infrastructure, processes, and information as-
sets, which are essential to the development of their business. These elements and the implementation
of an adequate internal control system require time, effort and planning. Incorporating good security
practices into an appropriate combination of organizational policies, deployed technologies, and security
configurations can provide an environment that can minimize the risk of attacks against organizational
infrastructure viewed in a holistic manner (Salazar, 2015).

Cloud computing enables organizations to remotely store their information assets and leverage
high-quality apps with no local storage capacity, benefiting from the security of cloud computing. This
security refers to a vast set of policies and control mechanisms deployed to protect information assets
from attempts to breach their integrity, confidentiality, and availability. However, it should be borne in
mind that cloud computing services are subject to frequent updates, and existing certifications may be
questioned if they are not subject to similar updating or renewal processes. Roshan et al. (2017) concluded
in their study that the business processes of any organization should be continuously audited. Most of the
existing methodologies do not apply to auditing processes carried out by external auditors. Therefore,
an architecture and a conceptual process were proposed which should be implemented to discuss the
benefits and challenges that should be used to disseminate the concept of continuous auditing in services
offered by mobile cloud computing.
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Therefore, we can conclude that the security of information assets has become a critical problem
for organizations and it has prevented this new information-asset-hosting service paradigm from being
widely adopted by most organizations. One of the major concerns related to information asset security
is ensuring integrity, confidentiality, and availability of the information assets transferred to a third party
entity that provides cloud computing services (Luo, Xu, Huang, Wang, & Fu, 2018).

From what we said previously, we can see that there are some consequences, with significant impact,
which result from the adoption of mobile cloud computing by organizations. Some of these consequences
can be seen as having a positive impact: ease of use; cost reduction; reliability; etc., while others can
be seen as having a negative impact: loss of security; infrastructure sharing; etc. We can conclude that
despite the benefits that cloud computing offers, it is also subject of both internal and external threats,
like any other information technology infrastructure, which depending on the organization’s appetite for
risk-taking, can be accepted or mitigated.

Regarding the security of information assets transferred to a provider of cloud computing services,
we should not forget that there may be lack of honesty and the possibility of information assets being
discarded if they are not accessed or rarely accessed for reasons related to saving storage space or to
maintain fewer replicas than the established in the contractual terms. Thus, the owners of the informa-
tion assets should be convinced that they are properly stored and managed and that they meet all the
regulatory standards of the contracted cloud computing service. In order to ensure the existence and
continuity of these requirements there should exist audit procedures on the type of contracted service
and on the hosting of information assets (Ren, Shen, Wang, Han, & Lee, 2015).

Understandably, ensuring the security of any type of cloud computing service, especially with respect
to integrity, confidentiality, and availability of information assets, is a highly challenging task. To address
these security issues, a number of control mechanisms have been proposed which should be periodically
or continuously verified and evaluated by external auditors to ensure their integrity, confidentiality, and
availability for the security of organizations using mobile cloud computing (Razaque & Rizvi, 2017).

The reliability of information assets transferred to a third party entity is not always achieved due to
the loss of physical control and ownership over information assets. As a result, many researchers have
focused their efforts on minimizing this type of threat to the security of outsourced information assets
by proposing remote data auditing techniques as a new concept that allows the development of audit
processes of the information assets hosted in the cloud (Sookhak et al., 2015). In the same vein, Garg
and Bawa (Garg & Bawa, 2017) developed a study in which they found that to ensure that outsourced
information assets are secure and are not possibly tampered with, the entity responsible for providing
the computing cloud service should allow the owner of the information assets to periodically audit their
integrity, confidentiality and availability.

The current trends are presented considering that the processing and hosting of information assets is
done with the aim of maintaining a high level of relationship between the provider of cloud computing
services and the owner of the information assets and the users of these services, the processing in the
cloud and the inclusion of mobile devices as access terminals to the information assets (Rus, 2015).

Kumar (2016) concluded that with the development of cloud computing service offerings over the
last decade, outsourcing information assets regarding cloud computing is a trend to be considered by
organizations, and no effort should be spared to implement best practices regarding the maintenance and
massive management of information assets. However, as the outsourced hosting in the cloud will never be
completely reliable, efforts must also be made to improve the security mechanisms associated with cloud
computing, while focusing on the development and implementation of appropriate auditing processes.
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Figure 2. Audit process using or not an external auditor
(Wei & Yang, 2017)
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Thus, at the level of the financial audit, the auditor must carry out a set of procedures in order to
evaluate the reliability of the information contained in the financial statements. These procedures may
be of three types: risk assessment procedures (carried out to assess the risk of material misstatements),
control tests (to assess the effectiveness of internal control) and substantive procedures (to assess the
assertions contained in financial statements). According to the International Standards on Auditing
(ISA) 330, §8 (International Federation of Accountants, 2016), the performance of control tests is
conditioned to the auditor’s expectation that the internal control is adequate, as if it is not an internal
control there is no need to check whether it is working effectively or inadequately; or to situations in
which insufficient substantive procedures are considered. This last situation, according to §A24 of the
same standard (IFAC, 2016, p. 359), “this may occur when in the entity conducts its business using IT
and in the documentation of transactions is produced or maintained, other than through the IT system”.
Thus, traditionally, the performance of control tests depends on the adequacy of internal control while
substantive procedures should always be performed since they are the ones that effectively test the content
of the financial statements on which the auditor’s opinion is focused. From this we can conclude that in
normal situations the audit strategy regarding the accomplishment of the different types of procedures
can be schematized as in Figure 3.

When we are faced with the dependence on the reliance of the information technology used, control
testing becomes mandatory. This dependence is referred to in the standard as documentation produced
and maintained only through information technology and it is, therefore, necessary to validate the controls
that ensure that the information is true and that it was not changed. In the case of mobile cloud computing,
as we seen before, there is a loss of control over stored data, and data reliability is also involved, and it
is therefore vital for the financial auditor to verify internal controls. Thus, the financial audit approach
to be applied through interpretation of §8 of ISA 330 will involve the carrying out of control tests, and
substantive procedures will be performed if there is confidence in the key controls and in greater depth
and number in proportion to the potential material misstatement of the financial statements, as depicted
in Figure 4.
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Figure 3. Strategy for applying audit procedures to a financial audit in a traditional environment

(Indcio, 2014)
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Figure 4. Strategy for applying financial audit procedures in the case of mobile cloud computing
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As can be seen in Figure 4, the audit approach in the case of using mobile cloud computing requires
the mandatory testing of control tests still to be relied upon to obtain confidence in the key controls so
that an unqualified opinion on the financial statements can be effectively made. Clearly there is a rein-
forcement of the importance of control over the monitoring of data reliability.

CONCLUSION

According to Ozdogan (Ozdogan, 2017), the future certified accountants should focus on improving
their skills with regard to the technological innovation that has been taking place in organizations and
which has an impact on their profession. In particular, attention should be paid to the rapid transforma-
tion of organizations with the emergence of new laws and regulatory procedures. These technicians
may be responsible for managing the compliance process of organizations with the impact that this
will have on the management of organizations. Similarly, auditors cannot remain indifferent to these
changes. These new developments will certainly bring new challenges to cloud computing services and
mobile computing, and should therefore be addressed, discussed and properly analyzed. When there are
changes in technology used by organizations, security policies and procedures should be reviewed to
ensure integrity, confidentiality, and availability of information assets (Kumar, Raj, & Jelciana, 2018).

In light of the above, it is extremely important to adopt a new legal framework for the protection of
information assets and to develop uniform standards to regulate their hosting and processing in order to
ensure security of the provision of services by this new platform (Wyslocka & Jelonek, 2015).

The long experience associated with organizational auditing fails to address the various types of
problems and conflicts of interest, and it does not make clear the understanding and interpretation of
the audit role, either, and hence the need to consider some of the most relevant issues that organizations
currently face with globalization and also with the dematerialization of business processes. We should
keep in mind that information is now as valuable to companies as money, and deserves serious thought
and the appropriate action for their protection (Duncan & Whittington, 2016).

In organizational computing (local infrastructure), information assets are stored using resources of
the organization itself and are entirely under the control of the organization. In cloud computing ser-
vices, information assets are stored under the custody of a third party entity outside the organization’s
premises. Therefore, cloud computing must implement additional security procedures and measures in
addition to traditional security checks and assessments to ensure that information assets are secure and
that the possibility of security breaches of information assets due to security vulnerabilities is minimized
(Kumar et al., 2018).

Regarding the need organizations have today to reduce their physical size in terms of building and
office space, globalization makes it easier for the property to be located anywhere without compromising
the quality of its management, regardless of its location. For this reason, organizations allow employees
and other interested parties to use apps that are supported on computers or other mobile devices in or-
der to access information assets, regardless of their location, as long as they have access to the Internet
(Al-zoubi, 2017).

In the coming years the mobile cloud computing paradigm will become common and will be used
in the vast majority of organizations as the use of this technology becomes safer and less expensive
and more options are available. We have already seen that the adoption of cloud computing across the
organization presents many new challenges to the audit process, both in the context of internal and
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operational auditing, namely internal control, and in the scope of the financial audit. The adoption of
mobile cloud computing should allow to deal with and be able to solve the enormous investments made
by organizations in the infrastructures of existing information technologies (Elefterie & Badea, 2016).

This change, as will be clear, will have enormous impacts on organizations. James (James, 2013) has
no doubt that the use of ICT, regardless of its degree of innovation, has a profound impact on several
professional classes, namely audit professionals. On the other hand, Lins, Teigeler, and Sunyaev (2016)
developed a study arguing that continuous auditing performed by external auditors is necessary to ensure
that the services offered by cloud computing remain reliable and secure.

Given that the accounting information system processes and stores a number of sensitive information
assets, adoption of cloud computing requires rigorous analysis of the information assets and security
offered by the use of apps to access such information assets (Brandas et al., 2015).
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KEY TERMS AND DEFINITIONS

Audit Process: A set of actions and procedures to monitor and control the activities at an organization.

Auditability of Information Assets: The auditability promotes confidence in the information, al-
lowing it to be analyzed methodically (quality of being audited).

Mobile Cloud Computing: Concept which has been gaining popularity, resulting from the synergistic
integration of cloud computing and mobile computing.

Information Assets: An identifiable collection of data recognized as having value for the purpose
of enabling an organization to perform its business processes.

Internal Control System: Consists of a set of rules, procedures and organizational structures to
ensure that operations comply with all existing laws and regulatory procedures.

Laws and Regulatory Procedures: An effort to bring legislation in compliance with the enterprise
model.

Mobile Application: Application software designed to run on a mobile device, such as a smartphone
or tablet computer.

Mobile Computing: Mobile computing is the set of IT technologies (products and services) thatenable
end users to gain access to computation, information, and related resources when they are in movement.
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ABSTRACT

Massive usage of internet and digital devices make it easier accessing the desired information. In the
past, auditing was a periodic, reactive approach, but this must change. Today, volume, velocity, variety,
veracity, and value of the information, which are the main criteria of big data, are crucial. Decision
makers demand timely, true, and reliable information. This need has affected every sector including
auditing. For this reason, the continuous auditing system comes to debate in the big data era. The main
aim of this chapter is to shed light on how traditional auditing transformed into the continuous auditing
and where big data stands in this transformation. It is concluded that even though many obstacles arise,
continuous auditing systems and harvesting big data benefits are crucial to gain a competitive advantage.
Also, using big data analytics and continuous auditing system together, management and shareholders
gain detailed information about the company’s present situation and future direction.

INTRODUCTION

Economic development of one country relies heavily on companies. Decision makers, whether they are
major or small investors, demand true, timely and reliable information about their possible investment.
Auditing provides this kind of information to decision makers. Auditing approach has started to change
since the 20™ century from traditional to continuous. With the auditing approach change, the volume of
information changed as well. Today’s information is voluminous and variable it is impossible to catch
up. This era is called ‘Big Data’. In the era of Big data, decision makers, whether they are managers of
a company or president of a country, demand true, timely and reliable information. In this era, big data
and continuous auditing system interaction are key in the name of providing this kind of information.
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In the literature, big data and continuous auditing are researched severely by practitioners and acade-
micians separately. However, not many study focus on the interaction of both. In this study, the authors
make an exploratory study and try to give a detailed examination of big data and continuous auditing
development and their relationship.

This chapter organized as follows: In the second section, aim and methodology of the chapter are
mentioned. Immediately after, the theoretical framework of traditional to continuous auditing, continu-
ous auditing, and big data is mentioned. After that, the relationship between big data and continuous
auditing is discussed based on related literature. This chapter is concluded with future research direc-
tions and conclusion.

MAIN FOCUS OF THE CHAPTER
The Aim of the Study

The main of this chapter is to shed light on how traditional auditing transformed into the continuous
auditing and where big data stands in this transformation based on related literature.

Methodology

In this chapter, the authors used an archival method. In Chiu, Liu, & Vasarhelyi (2014) study, they shed
light on extant continuous auditing research and reveals its longitudinal development by reviewing, sum-
marizing, and cross-comparing research characteristics of 118 relevant continuous auditing studies. The
three main research methods identified in the CA literature are: analytical, archival, and experimental/
behavioral. They define archival study as studies utilize sources from secondary records. In Brown, Wong,
& Baldwin (2007) study they divided the research streams into five categories: demand factors, theory,
and guidance, enabling technologies, applications, and impacts. The authors use theory and guidance
from secondary sources to shed light on the transformation of auditing, how big data accelerate this
transformation and the relationship between big data and continuous auditing.

THEORETICAL FRAMEWORK
From Traditional to Continuous Auditing

Massive usage of internet and digital devices make it easier to access the desired information. In the
digitalization and globalization era, decision makers demand timely, true and reliable information. This
pace has both positive and negative impacts. On the positive side, being able to reach the desired infor-
mation anywhere and anytime. On the negative side, information noise, biased information and useless
information are all over the place. Accurate, reliable and timely information is crucial for everyone. In
the context of business, this kind of information is crucial for management, employees, and stakehold-
ers who make decisions based on gathered information. To accomplish this task, auditing holds a very
important position.
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Auditing is the accumulation and evaluation of evidence about information to determine and report
on the degree of correspondence between the information and established criteria (Arens, Elder, &
Beasley, 2012, p. 4) The objectives of any audit are to identify the vulnerability of the system where it
exists, evaluate internal controls, and verify implementation (Koch, 1981, p. 29). A traditional audit is
a reactive approach which means it is executed after the year-end and on an annual basis. If anomalies
occur during the year, it could be detected only after the auditing process. However, today’s tough and
instantly changing economic conditions cannot tolerate this time difference. Due to this reason, continu-
ous auditing (CA) concept has emerged. When examining the literature, Canadian Institute of Chartered
Accountants/American Institute of Certified Public Accountants’ (CICA/AICPA) definition is generally
used. CICA/AICPA (1999) defines CA as a methodology for issuing audit reports simultaneously with,
or a short period after, the occurrence of the relevant events.

From the beginning of the 20" century, traditional audit started to evolve into the continuous audit.
Frequency, approach, procedures, work, and role of the auditors, nature, timing, extent, testing, and
reporting of auditing started to change. In this context, how traditional audit evolves into a continuous
audit can be seen from the table 1.

As seen from the table, traditional auditing is periodic and reactive, and this is the main reason why
traditional auditing is not sufficient enough to meet decision makers’ needs in today’s circumstances.
Decision-makers want more frequent and reactive approach. Therefore continuous auditing is the ideal one.
Also, in traditional auditing system testing is performed by humans, whereas in the continuous auditing
system data modeling and data analytics are used for monitoring and testing. In this case, auditors can
spend more time on risky areas. In Lombardi, Bloch, & Vasarhelyi (2014) study the expert’s indicated
that audits have changed from periodic to continuous, covering a much higher percentage of company
data and monitoring of business processes. As a result of increased audit automation, auditors can now
spend more time reviewing analyses and interpreting results rather than performing tasks. Audit auto-

Table 1. Traditional auditing vs. continuous auditing methodology

Traditional Auditing

Continuous Auditing

1. Frequency: Periodic

1. Frequency: Continuous or more frequent

2. Approach: Reactive

2. Approach: Proactive

3. Procedures: Manual

3. Procedures: Automated

4. Work and role of auditors

o Bulk of the work performed is centered around
labor and time intensive audit procedures

o Independent roles of the internal and external
auditor

4. Work and role of auditors

o Bulk of the work performed is centered around handling exceptions and
audit procedures requiring human judgment

o External auditor role becomes certifier of the continuous auditing
system

5. Nature, timing and extent:

o Testing consist of analytical and review procedures
and substantive details testing (nature)

o Controls testing and detailed testing occur
independently (timing)

o Sampling in testing (extent)

5. Nature, timing and extent:
e Testing consist of continuous controls monitoring and continuous data
assurance (nature)
o Controls monitoring and detailed testing occur simultaneously (timing)
e Whole population is considered in testing(extent)

6. Testing: Humans perform testing

6. Testing: Data modelling and data analytics are used for monitoring and
testing

7. Reporting: Periodic

7. Reporting: Continuous or more frequent
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mation tools evaluate inherent risks for a particular audit, so the auditor can spend more time reviewing
and interpreting analyses (rather than performing tests) and determining the desired course of action.

As CA performs frequent or real-time monitoring on the entity’s existing control system and com-
pares certain controls with the auditor’s expectations, a problematic event (i.e., a critical business risk
that is not identified by the entity’s risk management process) may be immediately observed and evalu-
ated, and, if necessary, trigger a system alarm which automatically informs the management for further
investigation(Sun, Alles, & Vasarhelyi, 2015, p. 176).

With the CA system, almost %100 of transactions can be audited because CA is more frequent, reac-
tive, covers a broad area, use data modeling and data analytics. In the next section, detailed information
about the continuous auditing system will be given.

Continuous Auditing System

Continuous auditing system holds an important position in the name of providing timely, true and reli-
able information. In the literature, there is a consensus on what CA is. According to CICA-AICPA report
(1999), continuous auditing is defined as a methodology for issuing audit reports simultaneously with,
or a short period after, the occurrence of the relevant events by CICA/AICPA 1999 report. One of the
ways to gain a competitive advantage in implementing the CA system.

Continuous auditing system is frequently examined with various variables from different kind of
aspects such as technical infrastructure, organizational factors, applied and proposed models.

On the technical infrastructure studies mainly focus on online system implementation (Kogan, Sudit,
& Vasarhelyi, 1999), information technology structure (Brown etal., 2007), enterprise resources planning
(ERP) structure (Alles, Kogan, & Vasarhelyi, 2004; Kuhn & Sutton, 2010) and factors influencing the
use computer-related programs (Janvrin, Bierstaker, & Lowe, 2009). Apart from technical infrastructure,
Pathak, Chaouch, & Sriram (2005) focus on the economic feasibility of CA system.

Some studies focus on organizational factors such as management support, employee knowledge,
government interference, acceptance, adoption and impact of CA system by internal auditors and func-
tional and dysfunctional effects of this system (Hunton, Mauldin, & Wheeler, 2008; A Kiesow, Scho-
maker, & Thomas, 2016; Rikhardsson & Dull, 2016; Sun et al., 2015; Vasarhelyi, Alles, Kuenkaikaew,
& Littley, 2012).

Continuous auditing system gets its power from computer-assisted programs. These programs au-
tomatize existing procedures, and if there are anomalies occur, the systems send reports to the person
in charge. In the literature, like Du & Roohani (2007) and Santos, Sousa, Ferreira, & Tribolet (2008)
proposed a continuous auditing model. Also, some programs such as Continuous Intermittent Solution
(Koch, 1981), Embedded Audit Modules (Flowerday & Von Solms, 2005; Groomer & Murthy, 1989)
and Continuous Process Auditing System (Halper, Snively, & Vasarhelyi, 1992; Vasarhelyi, Halper, &
Ezawa, 1991) is used by academicians.

Many criteria affect continuous auditing. First of all, culture is vital in the continuous auditing sys-
tem. Management and employees’ embrace this system and auditing should become a corporate culture.

Habits are stable whereas the conditions we are in are changing enormously. Companies that do not
follow the current trends are destined to disappear. When talking about current trends not just mention-
ing technical infrastructure, but also management and employees’ skill set as well. Ca system requires
technical knowledge about how to use computer-assisted programs, how to interpret its result and to
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report it to related parties. Due to this fact, management and employees’ have to adapt themselves to
instantly changing conditions.

Internal control system and continuous auditing system have a close relationship. Especially, internal
auditors make great use of the CA system. Internal auditor independence is vital. Even though internal
auditors are the employee’s in companies, they should independently collect data and report it to the
person in charge. In this process, effectively using the CA system brings many advantages to internal
auditors and therefore to the companies as well.

Continuous auditing system made it possible for companies and auditors to audit transactions si-
multaneously with or shortly after. Because of this, they can audit almost %100 of the transactions.
When examining, all transactions, quality and timing of the information will increase and that increase
decreases the fraudulent financial reporting. Advanced auditing tools made it possible to audit %100
of transactions whereas number and source of the data have also been increasing. Data is flowing from
every channel, and it is not as easy to obtain and store such a mass data. This development has brought
the literature ‘Big Data’ notion.

In the next section general information, literature review and how big data interacts with continuous
auditing system will be explained.

Big Data

The invention of the internet and world wide web (www) makes everyone to access the information they
want instantly. In the past, all the information are stored in print. For example, when doing homework,
people went to libraries and looked at books and encyclopedias. If people want to look at pictures, they
print them. But now, nearly everything stored in digital format.

In the third century BC, the Library of Alexandria was believed to house of the sum of human knowl-
edge. Today, there is enough information in the world to give every person alive 320 times as much of
it as historians think was stored in Alexandria’s entire collection- an estimated 1.200 exabytes’ worth.
If all this information were placed on CDs and they were stacked up, the CDs would form five separate
piles that would all reach to the moon (Cukier & Mayer-Schoenberger, 2014, p. 28). This huge informa-
tion has brought ‘Big Data’ to debate. In the literature, there is consensus on big data definition. Just
like Capriotti (2014), most studies define big data as the generation of data has started to outpace the
processing capabilities of the typical technology tools and as a result, computer engineers and scientists
started calling it “big data.”

In the past decision makers and auditors are using and analyzing structured information like financial
data. But now, with the big data revolution, information are both structured and unstructured.

Big Data can exist as large structured data (e.g., data that fit into a defined schema, such as relational
data), semi-structured data (e.g., data that are tagged with XML), unstructured data (e.g., text and video),
and multi-structured data (e.g., integrated data of different types and structural levels). Unstructured
data represent the largest proportion of existing data and the greatest opportunity for exploiting Big Data
(Moffitt & Vasarhelyi, 2013, p. 5).

Like many systems, big data includes some criteria as well. In the literature, there is no agreement
on what these are. For example, Gandomi & Haider (2015) use 3V’s of big data, and according to them,
volume refers to the magnitude of data, variety refers to the structural heterogeneity in a dataset, and
velocity refers to the rate at which data are generated and the speed at which it should be analyzed and
acted upon. In Zhang, Yang, & Appelbaum (2015) study they add veracity to the big data criteria. In line
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with Zhang, Yang, & Appelbaum (2015), Gepp, Linnenluecke, O’Neill, & Smith (2018) also use 4V’s
of big data criteria. In addition, Fosso Wamba, Akter, Edwards, Chopin, & Gnanzou (2015) define ‘big
data’ as a holistic approach to manage, process and analyze 5 Vs (i.e., volume, variety, velocity, veracity,
and value) in order to create actionable insights for sustained value delivery, measuring performance and
establishing competitive advantages. In this chapter, the authors use, Fosso Wamba, Akter, Edwards,
Chopin, & Gnanzou (2015) big data features. The authors agreed that volume, variety, velocity, and
veracity are crucial factors but the value is the centerpiece of these criteria.

The term ‘Big Data’ has been affecting the world. People are accessing an unprecedented volume of
information at an unprecedented time. This pace affects business, decision makers and the accounting
profession. According to McAfee & Brynjolfsson (2012) because of big data, managers can measure, and
hence know, radically more about their businesses, and directly translate that knowledge into improved
decision making and performance. And they gave an example that by using Big Data on the airline
industry gaps eliminated between estimated and actual arrival times.

Big data’s usage in business is limitless. For example, Walmart used it to improve supermarket per-
formance, CERN used it to solve universe mystery, Netflix used it to offer the programs customers want,
APIXIO used it to transform Public Health sector, Facebook used it to understand their customers, Royal
Scotland Bank used it to individualize customer services, LinkedIn used it to increase the visibility on
social media, ACXIOM used it to improve marketing etc. The accounting profession is affecting big data
usage as well. As mentioned before, decision makers want timely, true and reliable information and big
data provide timely information. But is this information is true and reliable? Auditors hold an important
position to give a satisfying answer to this question. Therefore, big data revolution has great impacts on
auditing and accounting. Information that someone might think is useless could be an important feature
with the big data. According to McAfee & Brynjolfsson (2012) the big data movement, like analytics
before it, seeks to glean intelligence from data and translate that into a business advantage.

Big Data will have increasingly important implications for accounting, even as new types of data
become accessible. The video, audio, and textual information made available via Big Data can provide
for improved managerial accounting, financial accounting, and financial reporting practices. In mana-
gerial accounting, Big Data will contribute to the development and evolution of effective management
control systems and budgeting processes (Warren, Moffitt, & Byrnes, 2015, p. 397). Using big data in
accounting bring my advantages to the profession. Pros of using big data in accounting and auditing
can be seen from Table 3.

Big Data will play an important role in auditing because it complements traditional evidence with
sufficient, reliable, and relevant information. Big Data will be used to decrease auditors’ dependency
on client data and provide an independent benchmark to evaluate internal audit evidence. The change
in the auditing environment brought about by Big Data gives auditors unique opportunities to build up
first-mover advantage and achieve economies of scale (Yoon, Hoogduin, & Zhang, 2015, p. 436). As
auditors gain greater access to data and audit procedures that can be performed by a computerized tool,
the role of the audit will become more like a master control plan, which includes greater automated
controls and greater timeliness. Analytics are part of the equation. As more work is performed automati-
cally, auditors will have the opportunity to focus more honing their judgment to the client’s environment
(Vasarhelyi, Warren, Teeter, & Titera, 2014, p. 36). Auditors should seek to verify transactions not with
just an invoice and receipt, but with multi-modal evidence that a transaction took place. Photo, video,
GPS location, and other metadata could accompany transaction data (Moffitt & Vasarhelyi, 2013, p.
17). Big data will be used to correlate log data and identify malicious activity in real time, allowing
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companies to react quickly, rather than after the event (Press, 2013, p. 4). Companies can also monitor
employee telephone calls, emails, and in-office behaviors. Furthermore, companies can track what em-
ployees do with company resources away from the office including vehicles, cell phones, and P-Cards.
Big Data could convert MCSs into comprehensive monitoring and control systems (CMCSs) (Warren
et al., 2015, pp. 400-401). Auditors will likewise benefit from radio frequency identification use. If an
entire inventory can be counted and located automatically, then sampling and spot testing will become
supplements to, rather than substitutes for, full population tests (Krahel & Titera, 2015, p. 412).

Big data offers a different kind of information to decision makers. In addition to financial data, non-
financial data plays an important role in the decision-making process. In Table 3, where to use financial
data can be seen.

As can be seen from the tables, using big data in audits has many benefits. But, as always, it is not
easy to receive benefits. Like many other techniques, big data has some obstacles as well.

Table 2. Pros of incorporating big data into audits

Potential Advantages Comments

Events/transactions included in Big Data can predate accounting transactions by
days, weeks months, and even years. For example, knowing someone is pregnant (by
analyzing sales of pregnancy test kits) enables prediction of a permanent change in
purchase patterns.

Strong predictive power, which is a powerful
tool for setting expectations for financial
statement auditor.

Difficult for fraudster to change all upstream non-financial transactions to cover up
Rich data sources to identify potential financial statement fraud. For example, trade based money laundering can be detected
fraudulent activities. by comparing invoices with the actual weight of shipping containers. Some potentially
valuable data may be unavailable due to privacy considerations.

Analyzing all data increases probability of
discovering red flags, “smoking guns,” and
suspicious outliers.

Fraud represents a very small percentage of transactions and could be easily not
included in the small samples auditors traditionally select.

Developing more predictive models of going Going concern issues are not a major part of the audit of most well established
concern, using leading indicators of sales and businesses in normal circumstances and there is no limit to the resources that auditors
costs. will devote to its estimation.

Source: (Alles & Gray, 2015)

Table 3. Summary of big data benefits

Area/Domain Big Data Can Assist in Addressing

Asset security/surveillance, employee productivity, individual characteristics such as integrity,

Audio .
mood, deception, etc.

Nonverbal communications, manufacturing process productivity, asset security/surveillance,

Video and Image . . ..
employee productivity, object recognition

Text Fraud, customer satisfaction, sentiment, employee satisfaction

Management control systems, budgeting, manufacturing process issues, employee productivity,

Managerial Accounting . .
customer satisfaction

Asset valuation, accounting record completeness and accuracy, accounting estimates, reporting
Financial Accounting transparency, fair value accounting issues, convergence of accounting standards, evolution of

accounting standards, audit efficiency and effectiveness

Source: (Warren et al., 2015)
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In the era of Big Data, data can easily be associated with other data. Once some sensitive data are
leaked, they can propagate with high velocity and connect to a large amount of related data. Thus, Big
Data confidentiality becomes even more urgent and important to preserve brand image and secure
competitive advantage (Zhang et al., 2015, p. 474). Through experience in audit engagements, training
and development of auditors and, most recently, as a vendor of data analysis tools, the practitioner has
observed that internal and external auditors struggle with the use of data analytics in their audits for a
number of reasons. These reasons include difficulty in acquiring appropriate data, a lack of trained staff,
reluctance to invest, not knowing where to start, uncertain benefits and costs of the audit, and concerns
about ‘‘false positives.”’(Wang & Cuthbertson, 2015, pp. 155-156). The use of Big Data involves ex-
tracting information for analysis from an extremely larger population of data from multiple nonfinan-
cial sources that auditors are not accustomed to having to collect and analyze during the conduct of an
audit Data analytic tools used to analyze Big Data give auditors the ability to incorporate and use both
structured (e.g., general ledger or transaction data) and unstructured (e.g., email communications, Wi-Fi
sensors, electronic tags, free-text fields in databases) data to identify potential transactional anomalies
(e.g., unauthorized disbursements), patterns of behavior (e.g., split payments to bypass transaction limit),
and trends (e.g., increased fraudulent transactions before a big holiday). Nonetheless, even in the Big
Data environment limitations exist that cannot be overcome with advanced tools alone. Decisions made
based on information derived from Big Data still involve interpretation and judgment (Brown-Liburd,
Issa, & Lombardi, 2015, pp. 453-454). According to Yoon et al. (2015) critical challenges for applica-
bility of big data, including integration with traditional audit evidence, information transfer issues, and
information privacy protection.

Increasing usage of big data and advanced auditing tools have made auditors to change their skill
sets. In the era of continuous auditing system and big data, auditors must have proper knowledge about
business analytics, data mining, how to interpret the text, audio, and images, what kind of tools should be
used to spend more time on critical areas and how to eliminate false positives, etc. According to Braun
& Davis (2003) to be able to execute continuous auditing, it seems clear that auditors will not only have
to increase their conceptual abilities in defining the techniques that are the foundation of the continuous
auditing process but also their technical skills in implementing these techniques.

Unfortunately, auditors are failed to keep up this pace. In Appelbaum, Kogan, & Vasarhelyi (2017)
study, they sort the factors that auditors’ lack of competencies in the big data and continuous auditing
era, which are;

e  Accounting faculties tend not to be prepared to teach analytics.

e  There is a widespread general feeling that students are not receptive to learning analytics (how-
ever, the feeling is not pervasive—there are some anecdotal reports to the contrary).

e  The accounting curriculum is too full to add more IT, statistics, and modeling.

e  Asthe CPA exam does not include these topics, there is little motivation by students for their ad-
dition to the curriculum of study.
Firms will tend/or already have hired specialist groups from non-accounting backgrounds.
Practitioners are also not prepared and their internal audit practices have not caught up properly
with these issues.
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Based on the literature, it can be seen that many obstacles arise from adopting big data into auditing.
But no benefits can be achieved without consequences. If auditors and companies can keep up with this
pace and adopt today’s situations, there is a win-win situation for companies, auditors, and shareholders.

Continuous auditing system and big data have a lot in common, and they complement each other. Via
CA system, %100 of transactions can be audited and through big data %100 information can be gener-
ated. In the next section, the relationship between big data and continuous auditing will be mentioned.

RELATIONSHIP BETWEEN BIG DATA AND CONTINUOUS AUDITING SYSTEM

Big Data revolution and continuous auditing have affected auditors deeply. This transformation made
auditors leave their comfort zone. In the past, auditors mainly use a sampling method to give a general
description of companies’ financial statements. Now, shareholders and managers want timely information
because of rapidly changing information. On one side, managers use timely information but on the other
side, auditors audit this timely information after the transactions occurred. But now, this must change.
To eliminate this difference, auditors must also audit transactions simultaneously with or shortly after
the transactions occurred. Only by doing this, auditors can give reliable information to the sharehold-
ers. Continuous auditing system helps auditors and managers to eliminate this time difference. With
the help of CA, auditors instantly check transactions whether they include fraudulent activities and give
insurance to the decision makers. In this context, big data come into the play. Advanced auditing tools
and obtaining detailed information both structured and unstructured, give auditors and decision makers
an advantage to deeply analyze information.

In the literature, many different kinds of data analytics techniques can be used such as, clustering,
data mining, artificial neural network, sentiment analysis, natural language processing, machine learning,
regression, visualization, predictive modeling, time series analysis, local outlier factor, social network
analysis, etc. By using data analytics techniques and continuous auditing together, companies will be able
to get the results that gives them competitive advantage effectively. According to Singh, Best, Bojilov, &
Blunt (2014) opportunity for CA/CM exists in the area of process mining of large amounts of structured
and unstructured data, namely ‘‘Big Data’’ and with the growth and ‘‘explosion’ of social media and
machine-generated data, there appears to be a growing need to perform analytics on this unstructured
data combined with existing ERP system-generated data. According to Liddy (2014), in the future, using
high powered analytics, auditors will have the capacity to examine 100 percent of a client’s transactions
and they will be able to sort, filter and analyze tens of thousands or millions of transactions to identify
anomalies, making it easier to focus in on areas of potential concern and drill down on those items that
may have the highest risks.

To effectively run continuous auditing, it is important to use appropriate data analytics techniques. In
the literature, many studies focus on different kind of data analytic techniques and how these techniques
affect companies in the auditing process.

Chen, Wang, & Chen (2007) use local outlier factor (LOF) values to measure the outlying behavior
among peer groups to gauge the financial performance of companies.
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Koskivaara & Back (2007) proposed an artificial neural network analysis (ANNA) based decision
support system for analytical procedures in the continuous auditing environment. A system like ANNA
can be used either predicting the yearly account values or, even more specifically, for modeling the
dynamics of the account values on a monthly basis. ANNA could serve a continuous monitoring and
controlling purpose as follows: It could automatically give, for example, a monthly report of those ac-
counts which follow the trend and two conventional analytical review methods. Furthermore, it could
raise the alarm to those accounts that occasionally either start or stop following the trend (Koskivaara
& Back, 2007, p. 43).

Thiprungsri & Vasarhelyi (2011) focus on how cluster analysis is used in the auditing for anomaly
detection in a major US insurance company. According to them, cluster analysis may flag transactions
not identified via other methodologies, and while universal detection is never guaranteed, flagged trans-
actions demonstrate suspicious characteristics worth investigating.

Debreceny & Gray (2011) investigated the Enron’s public released E-mail by using data mining
technique. According to them, e-mails are likely to contain exchanges of information that can provide
evidence and context for matters that are of interest to auditors. They add that an area for future develop-
ment is in continuous auditing and continuous monitoring of e-mails.

Kiesow, Zarvic, & Thomas (2014) study showed the correlation between continuous auditing and
big data criteria. In the continuous auditing, computer-assisted audit tools are commonly used. Accord-
ing to Kiesow et al. (2014), Test data are data, which is created by the auditor and processed within the
client’s system. Considering the dimension Volume, Test Data can be used to test the load capacity of
programs, i.e., to what extent is the program able to process large data sets. The dimension Veracity
could be addressed through the examination of the completeness and accuracy of programs. Privacy
aspects could be addressed by simulating personal data and examine their processing considering data
leaks. Velocity is not covered by using Test Data, since the continuous input of data in the AIS cannot
be tested by a single Test Data set.

According to Tysiac (2015) the power of data analytics could make it possible for external financial
statement auditors to improve audits by testing complete sets of data, aiding risk assessment through the
identification of anomalies and trends, perhaps even through comparison to industry data, pointing audi-
tors toward items they need to investigate further and to provide audit evidence through comprehensive
analysis of organizations’ general ledger system. Tysiac (2015) also added that auditors should use Big
Data and perform deeper analytics and audit procedures should be continuous.

Medinets, Gross, & Brennan (2015) made a case study at Siemens about developing continuous as-
surance. In their case, vice president of controls management said that ‘Exceptions in the data pool are
like fish in the lake. Just because they are there doesn’t mean you will catch any.” According to them,
continuously assessing 100 percent of data attributes (validity, authorization, completeness, valuation,
time period and disclosure) for exceptions gives far greater assurance that the data represents the com-
pany’s underlying economic position that periodic sampling ever could.

Another case study is done by Laslett & Hardy (2015). Laslett and Hardy’s study is about implement-
ing continuous auditing and continuous monitoring in MetCash which operates in four market areas:
food, grocery, liquor and automotive. In this case study, MetCash made an application called ‘The Leave
Continuous Monitoring Routine’. This app detects if any staff member who has not logged in for two
or more business days is identified and the exception is cross-matched to the human resources leave
records. This app could be much useful if MetCash uses social media as well. If an employee does not
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sign up in the system, the system may detect whether an employee is on leave or not from the employee’s
social media accountants.

Lins, Schneider, & Sunyaev (2016) focus on cloud service certifications and its need for continuous
auditing. Cloud service customers can benefit when CA is performed. Typically, cloud environments
are characterized by a lack of control since cloud customers cedes governance to cloud service provid-
ers. Especially when storing data in the cloud, customers fear that data could be compromised or leaked
since they are lacking transparency about how and where data is stored and processed. CA can counteract
this lack of control by increasing transparency regarding operations of providers. Through an increased
transparency, CA ultimately tries to increase trustworthiness of customers in cloud services (Lins et al.,
2016, p. 12).

Big Data and continuous auditing system have changed the auditing profession dramatically. With the
continuous auditing system, audit reports have changed from periodic, extent of auditing has changed
from sampling to whole population and auditing approach has changed from reactive to a proactive
approach. The proactive approach gives decision-makers the ability to take actions before they occur.
Companies may gain a competitive advantage; shareholders may get more profit and decision makers
to get true, timely and reliable information in the proactive approach. In this transformation, volume,
variety, velocity, veracity, and value which are the main criteria of big data holds a key position. In the
continuous auditing approach whole population is considered and this whole population comes from the
big data. Big data offers both structured (e.g., general ledger or transaction data) and unstructured (e.g.,
email communications, Wi-Fi sensors, electronic tags, free-text fields in databases) information. Merg-
ing structured information with unstructured one gives management and shareholders detailed point of
view about companies’ present situation and future direction. To achieve this, information comes from
big data has to be continuously audit. Only by doing this, the ore of big data can be processed.

FUTURE RESEARCH DIRECTIONS

In this chapter, an exploratory study was made based on related literature. The authors tried to give de-
tailed information about how traditional auditing has been changed to continuous auditing and where big
data stands in this transformation. In future studies, it is recommended that a case study could be done
to show the interaction of continuous auditing and big data in practice. Also, what kind of unstructured
information is used among auditors in the auditing process. Also, whether sectorial differences exist
with the application of CA and big data can be investigated.

CONCLUSION

Using big data is not an easy task. It has obstacles that must be overcome to gain full benefits from
it. Something is clear: Big Data has radically changed the business environment. Related parties must
adopt this change to survive in the tough economic environment. If auditors are failed to keep up this
pace, they might lose their jobs to data scientist. If managers are failed as well, someone will be found
who can adopt.
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In this chapter, there are some limitations. Only using English based references is a limitation in this
chapter. The authors think that, in other languages, there are studies that contribute to the development
of big data and continuous auditing relationship. Also, unable to make an empirical study is another
limitation. By merging big data and continuous auditing theory to the practice is an excellent way to
generalize outcomes.

Based on the literature, it can be said that traditional auditing leaves its place to the continuous auditing.
However, the CA system cannot survive on its own. It must be feed with big data. Big data may provide
such information that this information does not have a meaning when used alone but can collectively
make it possible to see the whole thing easily. Cukier & Mayer-Schoenberger (2014) mentioned the term
‘datafication’. In today’s circumstances, data-intense decision are the forefront and holds an important
position. Widely usage of internet, instantly accessing the information, technological development, us-
ing advanced analytic tools make every data important, and it is crucial to correlate this voluminous
information. Companies that harvest this information and instantly audit this information have a good
chance to gain a competitive advantage. Like Capriotti (2014) said, the future of auditing is here now,
and big data is leading the way.
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KEY TERMS AND DEFINITIONS

Archival Study: Studies utilize sources from secondary records.

Auditing: Accumulation and evaluation of evidence about information to determine and report on
the degree of correspondence between the information and established criteria.

Big Data: The generation of data has started to outpace the processing capabilities of the typical
technology tools.

Continuous Auditing: A methodology for issuing audit reports simultaneously with, or a short period
after, the occurrence of the relevant events.

Datafication: A modern technological trend turning many aspects of our life into computerized data
and transforming this information into new forms of value.

Structured Data: Data that fit into a defined schema, such as relational data.

Unstructured Data: Information that either does not have a pre-defined data model or is not orga-
nized in a pre-defined manner.
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ABSTRACT

Organizations face a challenge on the emerging technology-enabled businesses to prevent fraud and
mitigate risks. Information technology (IT) advancements also provided the possibility of ongoing risk
assessment and ongoing control assessment on the growing data volume in the digital age. Although
organizations perceive the benefits of continuous auditing (CA) and continuous monitoring (CM), its
adoption is low. Some barriers limit CA and CM adoption along with common challenges that organiza-
tions must face during implementation. This chapter provides a systematic literature review to promote
CA and CM by presenting the main challenges in implementations and general guidance to overcome
the identified challenges.
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INTRODUCTION

Currently, organizations are completely dependent on information technology (IT) and information
systems (IS) to deliver value to their customers and reach higher performance levels (Jacobson, 2009).
Moreover, organizations are now facing times of digital revolution. Throughout the last two decades,
IT/IS evolved at an exponential rate leading to a digital transformation in several industries and busi-
nesses (Bharati et al., 2009; Law & Ngai, 2005). Such digital transformation era seems to be a reality
that organizations must embrace. However, organizations must also be aware of the outcoming risks
and properly control them.

When technology develops faster than regulations, there is a higher risk of scandals and fraud which
may lead to financial and reputational losses. Significant corporate and accounting scandals led to the
implementation specific regulations such as Sarbanes-Oxley (SOX) act in 2002. To comply with such
regulations’ requirements organizations implemented internal controls to mitigate risks and consequently
reducing fraud. In 2011 the Association of Certified Fraud Examiners (ACFE) estimated that organiza-
tions lose 5% of their revenues to fraud (Association of Certified Fraud Examiners, 2018). Even facing
numerous compliance obligations (Protiviti, 2013) organizations fraud is increasing(KPMG, 2013).

We are facing times where I'T/IS are being used by organizations to help them collect more and more
information to support decision making (Power, Sharda, & Burstein, 2015). However, decision mak-
ing has an associated risk, and as the volume of information grows, the ability to deal with it decreases
(KPMG, 2013). A study conducted by PwC demonstrated that its respondents expected internal audit
to be a trusted advisor (PwC, 2014). Internal audit reliance is increasing yet their budgets are decreas-
ing (Protiviti, 2012; PwC, 2012). To do more with less, internal audit urges to increase its productivity.

Nowadays, organizational IS are capable of processing and logging huge amounts of transactions,
however, manually finding wrong actions among these is costly and wouldn’t guarantee the needed as-
surance additionally data generation is growing at an exponential rate (Singh, Best, Bojilov, & Blunt,
2014). This increases the chances of not noticing a problem within time of corrective action.

IT advancements also provided the possibility of new auditing and internal control approaches. Con-
tinuous Auditing (CA) and Continuous Monitoring (CM) provide the ability to verify 100% of the data
based on a determined ruleset, shorten audit cycles while providing near real-time alerts on unexpected
situations allowing faster responses to unusual situations to prevent or mitigate impacts. It is believed
that only 0.5% of the world’s generated data is analyzed and thus, there is plentiful of potential insights
given by the remaining data (Gantz & Reinsel, 2012).

Continuous assurance, CA and CM are three commonly used terms to describe this thematic. Most
authors define frontiers between these related terms(M. G. Alles, Kogan, & Vasarhelyi, 2008; David
Coderre, 2015; Deloitte, 2010; Gonzalez, Sharma, & Galletta, 2012; M. A. Vasarhelyi, Alles, Kuenkai-
kaew, & Littley, 2012; M. Vasarhelyi, Vasarhelyi, Alles, & Kogan, 2004). Others state that there is no
difference between CA and CM except who is responsible for each part (Marks, 2009).

Moreover, concerning the upcoming audit reform in the European Union, as well as the propositions
of the digital age, one predicts increasing demand for high-quality audit results in real-time and once
more thrust in CA research (Kiesow, Schomaker, & Thomas, 2016).

Most organizations believe that adopting CA/CM is useful (M. G. Alles, Riccio, Vasarhelyi, & Tostes,
2006). This is supported by KPMG survey in 2012 stating that the respondents understand the benefits.
Respondents believe that CA brings assurance (89% of the respondents), facilitate real-time assurance
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(81% of the respondents) and 90% of the respondents believe that CM identifies business process im-
provements (KPMG, 2012). The benefits of implementing CA/CM are perceived by most organizations
but hard to quantify (van Hillo & Weigand, 2016).

Another survey taken by PricewaterhouseCoopers (2006) stated that 50% of the respondents have
some CA/CM process which improved from the previous survey in 2005 with 35%. In 2009 a joint survey
was conducted by The Institute of Internal Auditors (IIA) and ACL, a software technology company that
provides GRC software, concluded that 36% of the respondents had adopted CA/CM and 39% are plan-
ning on adopting (Baker, 2009). In 2012 KPMG’s survey only 9% of the respondents have implemented
CA/CM on their organization, yet 83% have considered implementing it (KPMG, 2012). Based on these
survey results across the years no conclusions can be taken as there seems to be an adoption reduction
which is contrary to the growing rate of CA/CM academic research (Marques & Santos, 2017).

This proves that organizations are not only aware of CA/CM benefits, but they are also working
and evolving new CA/CM processes and techniques. However, with the exponential growth of IT and
IS organizations face challenging times ahead. More insights about CA/CM evolution, as well as main
challenges and possible solutions to be applied, must be explored.

Organizations continue to increase its reliance on IT which potentiates not only value but also risks.
Internal auditors struggle to deal with massive data volume while management expects them not only
to provide assurance but also be a trusted advisor. CA/CM provides efficiency and productivity gains
while performing value-based audits. Although most organizations identify the benefits of CA/CM they
strive to quantify them which may lead to low adoption.

Therefore, the authors propose to perform a literature review on the CA/CM field based on the
concept-centric approach proposed by Webster and Watson (Webster & Watson, 2002). This research
intends to provide answers to the research questions present at Table 1.

The remaining document is organized as following: next section describes how the literature review
was conducted and details the identified CA and CM implementation challenges; as well as on how to
deal with and/or overcome the identified challenges; then the authors present future research directions
and provide final conclusions.

Literature Review

A literature review was conducted between February 2018 and May 2018 on key terms such as continu-
ous auditing, continuous monitoring, audit automation, audit data mart, CAATs and audit analytics
which resulted in the collection of relevant articles from IEEEXplore, Scimago Journal & Country Rank,
Google Scholar and Science Direct. Additionally, the authors have also looked on reports provided by
major consultancy agencies and auditing associations.

Table 1. Research questions

Research Question (RQ) Description

Which are the main challenges organizations may have to deal with during CA/CM

RQI implementation?

RQ2 How can organizations overcome the identified challenges?
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Then the authors conducted a backward references search followed by compiling the references con-
tained in the previously identified articles. The references identified on the backward reference search
were filtered by the number of times they have been referenced in the first step resulting in a final list of
relevant articles. All the articles were carefully analyzed in order to elicit the most relevant information
regarding the scope of this research.

To increase the scientific rigor of this research, the authors follow the concept-centric approach
proposed by Webster and Watson (Webster & Watson, 2002) to maximize the relevance of the proposed
conclusions.

CA and CM Implementation Challenges

This section details the main CA and CM implementation challenges that organizations can face. As
previously stated, the authors followed the concept-centric approach. Therefore, Table 2 has the list
challenges found among the literature as well as all the studies supporting them.

Justifying the Costs

One of the CA/CM potential benefits is reducing the cost of assessing while providing assurance over
the adequacy of internal controls (David Coderre, 2015). According to KPMG’s study, organizations
find it difficult to quantify the benefits of CA/CM which are needed to justify the business case for its
implementation (KPMG, 2012). Typically, in risk management initiatives, costs are more evident than
the benefits (Deloitte, 2010). Nobody ever gets credits for fixing problems that never happened says
Repenning and Terman (Repenning & Sterman, 2002), and risk management is mostly about mitigating
problems that never happened but might happen.

Due to the nature of CA/CM its process implementation requires a significant and multi-year invest-
ment. These costs can be broken down into IT resources, such as hardware, software and I'T employees;
training, as stated on the Proficiency Challenge, and, not so easily seen, business understand efforts
which requires effort from auditors and business itself (Anderson & Chambers, 2006).

Conversely, lowering the costs by reducing the effort needed to achieve results isn’t the key factor on
the CA/CM adoption. Gonzalez et al study indicates that the most important factor for CA/CM adoption
is the performance expectancy (Gonzalez et al., 2012), this is also support by (M. A. Vasarhelyi et al.,
2012) stating that costs aren’t a barrier for adopting CA/CM say the internal audit department managers
(M. A. Vasarhelyi et al., 2012). The main reason to adopt CA/CM is to augment performance. Auditors
see CA/CM as a tool that helps them achieving performance gains on their tasks, such as increasing
productivity, accomplishing tasks quicker and improving organization’s financial position (Gonzalez
et al., 2012), or freeing their time by allowing the computer to do repetitive tasks (M. A. Vasarhelyi et
al., 2012).

Business and Audit Cooperation
In a traditional audit procedure, auditors and management are adversarial. In order to CA/CM flourish,
the relationship between auditors and business managers need to develop. Continuous monitoring is a

management process that assesses the efficacy internal controls. There is an inverse relationship between
CM and CA. In areas where management has not implemented CM, auditors should increase their efforts
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Table 2. Continuous auditing and continuous monitoring implementation challenges

# Challenge Sources

(Anderson & Chambers, 2006; David Coderre, 2015; Deloitte, 2010; Gonzalez et al., 2012; Catherine Anne

ci | Justifyingthe |y 4y & Laslett, 2015; KPMG, 2012; Repenning & Sterman, 2002; van Hillo & Weigand, 2016: M. A.
costs .
Vasarhelyi et al., 2012)
Business . . .
o and Audit (M. G. Alles et al., 2008; David Coderre, 2015; Deloitte, 2010; Catherine Anne Hardy & Laslett, 2015; Marks,
Cooperation 2009; van Hillo & Weigand, 2016; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004)

(M. Alles, Brennan, Kogan, & Vasarhelyi, 2006; Byrnes, Criste, Stewart, & Vasarhelyi, 2015; David Coderre,
2015; Flowerday, Blundell, & Von Solms, 2006; C A Hardy, 2015; Catherine Anne Hardy & Laslett, 2015;

C3 Proficiency Kiesow et al., 2016; KPMG, 2012; Rezaee, Sharbatoghlie, Elam, & McMickle, 2002; Sharbatoghlie, Professor,
Sepehri, & Professor, 2015; The Institute of Internal Auditors, 2017; van Hillo & Weigand, 2016; M. A.
Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004)

(M. Alles et al., 2006; M. G. Alles et al., 2008; David Coderre, 2015; C A Hardy, 2015; Catherine Anne Hardy
& Laslett, 2015; Kiesow et al., 2016; Medinets, Gross, & Brennan, 2015; M. A. Vasarhelyi et al., 2012; M.
Vasarhelyi et al., 2004)

Managing

c4 Change

(M. Alles et al., 2006; M. G. Alles et al., 2008; David Coderre, 2015; C A Hardy, 2015; Catherine Anne Hardy
C5 Data Access & Laslett, 2015; Laslett & Hardy, 2015; Rezaee et al., 2002; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al.,

2004)
Data (M. Alles et al., 2006; David Coderre, 2015; Flowerday et al., 2006; C A Hardy, 2015; Kiesow et al., 2016;
Cco L Koskivaara, 2006; Rezaee et al., 2002; van Hillo & Weigand, 2016; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi
Reliability et al., 2004)

(M. Alles et al., 2006; M. G. Alles et al., 2008; David Coderre, 2015; Flowerday et al., 2006; Catherine Anne
Hardy & Laslett, 2015; Kiesow et al., 2016; Koskivaara, 2006; Kuhn & Sutton, 2010; Lins, Thiebes, Schneider,
& Sunyaev, 2015; Raja & Ramakrishnan, 2017; Rezaee et al., 2002; Singh et al., 2014; van Hillo & Weigand,
2016; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004)

(M. Alles et al., 2006; David Coderre, 2015; C A Hardy, 2015; Catherine Anne Hardy & Laslett, 2015; Kress,
2016; Raja & Ramakrishnan, 2017; Rezaee et al., 2002; van Hillo & Weigand, 2016; M. Vasarhelyi et al., 2004)

C7 | Security

C8 | Scalability

9 Script (M. Alles et al., 2006; David Coderre, 2015; C A Hardy, 2015; Catherine Anne Hardy & Laslett, 2015; Kuhn &
Adaptation Sutton, 2010; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004)
(M. Alles et al., 2006; Byrnes, Criste, et al., 2015; David Coderre, 2015; Flowerday et al., 2006; C A
cl10 Exception Hardy, 2015; Catherine Anne Hardy & Laslett, 2015; Kuhn & Sutton, 2010; Laslett & Hardy, 2015; Raja
Handling & Ramakrishnan, 2017; Rezaee et al., 2002; van Hillo & Weigand, 2016; M. A. Vasarhelyi et al., 2012; M.

Vasarhelyi et al., 2004)

on CA. If CM is being applied in business processes auditors should focus their effort determining the
effectiveness and adequacy of the current CM process (David Coderre, 2015).

The objective of CA is to provide assurance while CM enables business process controls improvement
(Deloitte, 2010; van Hillo & Weigand, 2016; M. Vasarhelyi et al., 2004). Nonetheless, both CA and CM
rely on an ongoing analysis of data and can run on the same layer to collectively provide assurance and
business support (M. G. Alles et al., 2008).

Based on Vasarhelyi’s proposed audit maturity model the full continuous audit stage states that audit
and business share infrastructures and monitoring systems. The goal is having the internal audit depart-
ment generating an audit report and monitor results and business management receiving a summary of
the results (Catherine Anne Hardy & Laslett, 2015; M. A. Vasarhelyi et al., 2012). Even though busi-
ness managers have access to the monitoring systems, most of the times they never explore it to its full
potential (Catherine Anne Hardy & Laslett, 2015; M. A. Vasarhelyi et al., 2012).
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Proficiency

According to IIA’s Standard 1210 Internal auditors must possess the knowledge, skills, and other com-
petencies needed to perform their individual responsibilities. The internal audit activity collectively must
possess or obtain the knowledge, skills, and other competencies needed to perform its responsibilities
(The Institute of Internal Auditors, 2017). CA/CM brings a new agile paradigm, audit-by-exception (M.
Alles et al., 2006; M. G. Alles et al., 2008; David Coderre, 2015; Flowerday et al., 2006; Catherine Anne
Hardy & Laslett, 2015; KPMG, 2012; Sharbatoghlie et al., 2015; van Hillo & Weigand, 2016; M. A.
Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004). This approach requires a different type of knowledge
and different skill set compared with the most traditional curriculum for auditors is accounting and thus
they lack the necessary skills to manage CA/CM (Byrnes, Ames, & Vasarhelyi, 2015; Rezaee etal., 2002).

Along with audit skills, technical skills are needed to deal with specific software tools, such as ACL
and IDEA which are Computer assisted audit techniques (CAATSs) tools. Moreover, developing routines
for these types of software tools requires programming knowledge (Byrnes, Ames, et al., 2015; Catherine
Anne Hardy & Laslett, 2015; M. A. Vasarhelyi et al., 2012).

Appropriate training is required to integrate different sources of data, understanding the data fields,
understanding how the data is being updated on the data sources and validating the data (David Coderre,
2015).

Asking new and complex questions about the business to gain deeper insights requires not only ana-
Iytics knowledge but also having the need of an interested analytics person or someone who is interested
in developing that specific domain (Catherine Anne Hardy & Laslett, 2015).

Nonetheless, communication is vital to participate in multi-stakeholder interactions and effectively
report insights on large volumes of data utilizing data visualization techniques (Catherine Anne Hardy
& Laslett, 2015).

Along with these, additional business knowledge is required to understand the business systems and
how they support the business itself (David Coderre, 2015).

Managing Change

CA is a new paradigm that exploits IT advancements to automate auditing procedures and minimize
the lag between an event and the assurance of that event enabling ongoing risk and control assessments.
This is achieved by using IS like ERP, data analysis, CAATSs and business intelligence software (David
Coderre, 2015; M. A. Vasarhelyi et al., 2012). Given this, CA/CM involves a reengineer of the audit-
ing process to make it as much automated as possible (M. Alles et al., 2006; M. G. Alles et al., 2008;
Kiesow et al., 2016; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004). CA will revolutionize
how evidences are gathered, how often audits are performed, how audits are conducted and the effort
needed by internal auditors (David Coderre, 2015).

Traditionally, audit techniques depend on sampling data and providing a retrospective assessment. On
the other hand, CA/CM creates an agile approach that handles exceptions on a timely manner (Catherine
Anne Hardy & Laslett, 2015). This allows auditors to examine business processes from an analytical
point of view enabling deeper insights as well as offering business advice to become the trusted advisor
business managers expect (C A Hardy, 2015).
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Data Access

One of the reasons why traditional audit methodology consists in testing sampled data is the difficulty
and the cost of accessing data (M. G. Alles et al., 2008). Even though it is easier to access data nowadays,
data access is still troublesome for auditors (M. A. Vasarhelyi et al., 2012).

Traditionally, auditors captured data during the audit process. The goal is to automate this procedure
by creating an automation that accesses multiple systems and loads its data into an audit data warehouse
(C A Hardy, 2015; Rezaee et al., 2002).

Interviewees reported that internal auditors do not have direct access to the data. In some companies,
they need approval from the data owner or management before gaining access and, even then, the access
is time-limited. Normally, data extraction is done by the IT division according to the auditors’ request
(Catherine Anne Hardy & Laslett, 2015; M. A. Vasarhelyi et al., 2012).

Data Reliability

Data reliability can be defined based on the following principles: integrity, security, availability, and
maintainability (Koskivaara, 2006). A system that isn’t secure isn’t reliable (Flowerday et al., 2006). This
is applicable to both organizations’ systems and the audit data warehouse itself (Rezaee et al., 2002).

The reliability of business systems and transactional data is crucial for internal control, financial
report integrity and business efficiency (David Coderre, 2015; M. A. Vasarhelyi et al., 2012). Therefore
assuring data reliability on an audit data warehouse is also crucial (Kiesow et al., 2016) to enable internal
audit the ability to base their conclusions on accurate, reliable (Flowerday et al., 2006) and timely data
(van Hillo & Weigand, 2016), provide business empirical insights on risk and performance, creating
value added audits (C A Hardy, 2015) and assure the effectiveness of the continuous auditing system
(M. Alles et al., 2006).

Grounded on the previous statements, data reliability from legacy and modern systems, in different
formats (C A Hardy, 2015), physical and logical data fragmentation, millions of daily transactions and
the lack of enterprise-level data integrity across different systems emerges as a serious challenge (Rezaee
et al., 2002). Modern systems such as ERPs provide in-built automated controls which increases its
reliability, as opposed to legacy systems which suffer from a large number of integrity issues (M. Alles
et al., 2006). However, data-level assurance is one of the most intricate and difficult problems that will
face the real-time economy (M. Vasarhelyi et al., 2004).

Security

Access to the CA/CM system should be limited to auditors, business managers and corporate security
officers (Rezaee et al., 2002). This security level should assess privacy regulations, and maintain privacy
and security standards, such as the Directive 2013/0027 (COD), which aims to establish a high common
level of network and information security in the EU (Kiesow et al., 2016), identical to its system sources
or even exceed (David Coderre, 2015).

CA/CM can be based on three system architectures. Traditionally Embedded Audit Modules (EAM)
were a viable approach to augment auditing and consisted in a module built into an application designed
to gather and test audit-related data in real-time (M. Alles et al., 2006; M. G. Alles et al., 2008; Flower-
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day et al., 2006; Kiesow et al., 2016; Kuhn & Sutton, 2010; Lins et al., 2015; Rezaee et al., 2002; Singh
et al., 2014; van Hillo & Weigand, 2016; M. Vasarhelyi et al., 2004), which reduces the need of large
queries to detect such exception among multiple transactions at the cost affecting business performance
or with the possibility of being manipulated by application administrators (M. Alles et al., 2006). EAM
doesn’t need any additional security management as it its audit module is embedded on the source system.

EAM Ghosting is a different approach that benefits from the advantages of EAM while functioning
outside the application. This approach consists in mirroring the application to a different physical server
mitigating the risk of affecting live production servers (Kuhn & Sutton, 2010), yet requiring additionally
security measures.

Monitoring Control Layer (MCL) is the most recent approach (M. Vasarhelyi et al., 2004) and is de-
fined as an independent external module which consists in extracting transforming and loading process
(ETL), with data from multiple sources accessing it with read-only privileges (M. Alles et al., 2006;
Rezaee et al., 2002), into centralized database (Raja & Ramakrishnan, 2017), generally a data warehouse
or data marts (Flowerday et al., 2006; Kiesow et al., 2016; Kuhn & Sutton, 2010), to provide the ability
of storing large amounts of data(Catherine Anne Hardy & Laslett, 2015). One of the benefits of MCL
is being manipulation-free by the enterprise personnel. Conversely, MCL can’t work in real-time thus it
can miss suspicious transactions (M. Alles et al., 2006).

As MCL uses an independent and external module thus a secure and controlled system is needed
to protect sensitive data (David Coderre, 2015; Catherine Anne Hardy & Laslett, 2015; Kiesow et al.,
2016) and prevent unauthorized access (Koskivaara, 2006).

Scalability

One of the recognized benefits of CA/CM is the ability to test transactions on a much larger scale more
frequently (C A Hardy, 2015). Analytics software empowers auditors to cover an entire universe of data,
thus increasing the probability of finding errors (David Coderre, 2015; van Hillo & Weigand, 2016),
and focus on high-risk business by identifying trends and predicting risks (David Coderre, 2015; C A
Hardy, 2015; Kress, 2016). IT progress also enabled the cost reduction of transaction costs, information
problems and increasing the scope in all business areas (Rezaee et al., 2002).

Being an iterative process, a CA/CM implementation should reside on a scalable system enabling the
increasing volume of data extraction and test execution (M. Alles et al., 2006; Catherine Anne Hardy &
Laslett, 2015; Rezaee et al., 2002). With the increase of technology enabled business, multiple systems
coexist in an organization and may vary in technology (Rezaee et al., 2002).

Script Adaptation

After loading the data into a data warehouse or data marts, scripts can be used to automatically test all
transactions, instead of a manual periodic review (Gonzalez et al., 2012; Raja & Ramakrishnan, 2017;
M. A. Vasarhelyi et al., 2012) reducing auditing time by examining data faster and efficiently as well
as reducing errors induced by manual procedures (M. Alles et al., 2006; Rezaee et al., 2002). These
tests identify exceptions or anomalous transactions and confirm the correctness of transactions against
a predefined set of rules (C A Hardy, 2015) resulting in exception reports. The goal of the tests is to
verify transactions against business rules, norms that must be followed (David Coderre, 2015) such as
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SOX (M. A. Vasarhelyi et al., 2012), internal control rules to validate their effectiveness (Rezaee et al.,
2002; M. A. Vasarhelyi et al., 2012) or previously defined, observed or expected benchmarks (M. Alles
et al., 2006).

Certain vendors on this subject offer pre-written script packages (David Coderre, 2015; M. A. Vasar-
helyi et al., 2012), however due to the uniqueness of business rules that each organization follows, these
could not be universally applied (Catherine Anne Hardy & Laslett, 2015) and were found problematic (C
A Hardy, 2015) as there is a tradeoff between flexibility and complexity like any off-the-shelf product
(M. Alles et al., 2006).

A large number of false positives is expected initially (Kuhn & Sutton, 2010), due to wrong parameter
of sensitivity, i.e. low tolerance (M. Alles et al., 2006), depth of analysis or simply data interpretation
errors (David Coderre, 2015), as business rules require considerable business experience (M. Alles et al.,
2006; C A Hardy, 2015; Catherine Anne Hardy & Laslett, 2015) and possible highly skilled resources
(M. Vasarhelyi et al., 2004). Leaving the parameter sensitivity too loosely can result in missing relevant
exceptions (Kuhn & Sutton, 2010).

Exception Handling

Data analytics is the core of CA/CM, and can be defined as discovering valuable information from the
data. This is achieved by using analytics techniques such as analyzing patterns to discover anomalies,
identifying relationships among different data that aren’t apparently connected, creating models to explain
the historical data to furtherly identify deviations (Byrnes, Criste, et al., 2015).

To take advantage of CA/CM, exception handling is crucial to solve the problem within an acceptable
time-frame and prevent a larger impact (M. Alles et al., 2006; van Hillo & Weigand, 2016). Tests identify
exceptions or anomalous transactions (David Coderre, 2015; C A Hardy, 2015; Rezaee et al., 2002; M.
A. Vasarhelyi et al., 2012) and these results must be reported, investigated and actions must be taken
(Catherine Anne Hardy & Laslett, 2015). As previously mentioned, these results can lead to a massive
number of exceptions, it is necessary that these exceptions are handled properly. This can be achieved
by creating alarm systems that notify business management and internal auditors accordingly to its type
(M. Alles et al., 2006; Raja & Ramakrishnan, 2017; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al.,
2004) with the help of data visualization techniques (David Coderre, 2015; Catherine Anne Hardy &
Laslett, 2015), allowing further investigation, the so called audit by exception (Catherine Anne Hardy
& Laslett, 2015; M. A. Vasarhelyi et al., 2012; M. Vasarhelyi et al., 2004). However it is important that
alarm floods do not overwhelm the attention span of the auditor (M. Alles et al., 2006).

CA and CM Solutions and Recommendations

Justifying the Costs

Obtaining the continuous support from board and senior management is vital (David Coderre, 2015).
CA/CM should be tackled from a Bottom-Up perspective and recognized as an iterative process engag-
ing multiple stakeholders (Catherine Anne Hardy & Laslett, 2015). The collaboration with the first and

second lines of defense is essential to provide results and managing expectations to continue with the
never-ending process (David Coderre, 2015).
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Automating controls can replace the amount of manual controls needed, and by doing so, the risk of
an error is reduced as well as the costs of a corrective response. This exempts resources from problem
solving activities, as problems reduce, enabling these resources to be optimized in value-adding activi-
ties (David Coderre, 2015; van Hillo & Weigand, 2016).

Considering technologies and capabilities on the organization’s IT portfolio helps reducing costs
(David Coderre, 2015).

Business and Audit Cooperation

Cooperation between audit and business managers is critical to develop business knowledge and transform
internal audit into a trusted advisor to reveal insights from analytics (Catherine Anne Hardy & Laslett,
2015). However, the overlap between assurance and management is the biggest issue yet the biggest
opportunity on CA/CM (M. G. Alles et al., 2008). At glance, the only difference between CA and CM
is who is doing it (M. G. Alles et al., 2008; Marks, 2009), but even though they look similar, they differ
(van Hillo & Weigand, 2016).

Proficiency

To tackle this challenge skills and knowledge must be built to make use and take advantage of CA/CM
(David Coderre, 2015).

One approach is described as having each person assigned to a specific domain creating knowledge
on that specific subject (C A Hardy, 2015; M. A. Vasarhelyi et al., 2012) . These people should be in-
terested on that domain to develop specific skills. Retaining these capabilities is a hard task, as people
tend to be trained and leave after two or three years(M. A. Vasarhelyi et al., 2012). It is advised to share
the knowledge among each person to mitigate the loss of knowledge if leaves the organization as others
are still able to carry out the task (M. A. Vasarhelyi et al., 2012).

A different approach can be taken as well. Auditors can rotate in and out from the internal audit
department to various business departments with the cost of affecting internal audit operation and long
term internal audit staff’s breadth of knowledge and skill (M. A. Vasarhelyi et al., 2012).

Nonetheless, IT proficiency is transversal to every business and needs to be augmented to partici-
pate in the CA/CM process, more specifically, reviewing key data fields, the ability to create metadata,
assessing the completeness and accuracy of the information and perform integrity tests to ensure data
reliability (David Coderre, 2015) therefore resources with audit, IT skills and interest in analytics are
preferable (Catherine Anne Hardy & Laslett, 2015; Sharbatoghlie etal.,2015). To coup with this, specific
soft skills for instance, willingness to change, flexibility and teamwork are also enablers to the success
of a CA/CM implementation (Kiesow et al., 2016).

Managing Change
To successfully tackle change, a strong leadership is required along with a specific change management

plan. It should be approached in segmented phases prioritizing the most relevant business systems first.
The following key steps should be considered when implementing CA (David Coderre, 2015):
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1. A CA strategy should be well-established which involves coordination with first and second lines
of defense, the establishment of priorities, gaining management support and adapting the audit
plan to include CA.

2. Routines for data access should be developed along with the development of technical and analyti-
cal skills to assess the reliability of the source systems and prepare the data.

3.  Determine key controls and evaluate its adequacy and effectiveness and design analytics to measure
risk

4.  Develop a repeatable process and align with CM to adapt the initially established strategy.

Focusing on quick-wins, by choosing a specific area with well-defined business rules facilitates
anomaly detection while minimizing false-positives due to the objectivity of the defined rules, enables
a faster recognition of CA/CM potential (Medinets et al., 2015).

Data Access

Like any other project, the continuous auditing and continuous monitoring projects require support from
management, especially in the areas of access to data and implementation of audit-aid technology. To
implement CA/CM it is necessary to acquire data from multiple systems, modern and legacy, in multiple
formats while guaranteeing its completeness and integrity (M. G. Alles et al., 2008; David Coderre, 2015;
C A Hardy, 2015; Rezaee et al., 2002; M. Vasarhelyi et al., 2004). Furthermore, talking with business
system owners can facilitate the data access method and schedule (David Coderre, 2015). It is easier to
access data on ERP systems, like SAP, due to the availability of specific tools to access it such as ACL
Direct Link™ and Caseware SmartExporter for ACL and IDEA respectively (Laslett & Hardy, 2015).

Data Reliability

Ensuring reliability should be the goal for internal audit and senior management (David Coderre, 2015).
Not only CA/CM benefits from the reliability of its source systems, CA/CM also contributes to the
reliability of those source systems (M. Vasarhelyi et al., 2004) by auditing all the transactions inside
organizations (Rezaee et al., 2002).

Data should be extracted automatically to ensure the preservation of its integrity and security (M.
A. Vasarhelyi et al., 2012). After the extraction, numerous tests should be carried out before analysis
to ensure its integrity (M. Alles et al., 2006; Kiesow et al., 2016) such as edit checks and comparisons
with other sources (David Coderre, 2015). Data from modern systems and systems under IT general
controls is more reliable than data from legacy and end-user developed applications (M. Alles et al.,
2006; David Coderre, 2015). The level of validation may vary based on the reliability of the source
system, higher reliability source systems need lower level of validation and vice-versa (David Coderre,
2015). Additionally, the more management monitors their information systems’ controls effectiveness,
the higher its reliability is.

To support a large CA/CM implementation, a robust relational database is advised (M. Alles et al.,
2006), such as an audit warehouse or multiple data marts (Rezaee et al., 2002). This requires detailed
metadata to manage large volumes of data with increasing complexity (M. Alles et al., 2006) along with
data warehousing methodology investigation to ensure the data reliability of the data warehouse and/or
data marts (Rezaee et al., 2002).

163

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Addressing Continuous Auditing Challenges in the Digital Age

Security

Data should be automatically extracted to guarantee data integrity and security (M. A. Vasarhelyi et al.,
2012). After the extraction of the data, tests are conducted and exceptions identified. These exceptions
should be retained, while the remaining data shouldn’t as the retention of sensitive data in a database
carries additional security and confidential risks (M. Alles et al., 2006) besides increasing storage costs.
Compression techniques can be used to provide storage space reduction, augment data security and
improve database performance (Raja & Ramakrishnan, 2017).

Test exceptions can be reported in multiple ways, as detailed on the Exception Handling Challenge,
therefore the way they are transmitted should also be secured (Flowerday et al., 2006). Some results
might need an external communication and consequently security must also be assured through secured
communication channels such as VPNs, web-enabled agents or Web Services (Flowerday et al., 2006).

Scalability

Implementing a scalable audit data warehouse enables a wider coverage of audit by extracting relevant
data from multiple business systems into a single repository. Instead of a data warehouse, data marts can
be used. These are smaller data warehouses that only focus on one specific business integrating data
from a limited number of systems (Rezaee et al., 2002).

This approach enables the ability to discover relationships between multiple systems or business
areas using analytics that otherwise wouldn’t be possible as embedded audit models aren’t built to com-
municate with each other among different systems and creating this feature would be cost prohibitive
(David Coderre, 2015; Rezaee et al., 2002).

The process, as described above on the Security Challenge, consists on the ETL process. The informa-
tion is collected from the production systems, through source tables and then transformed through a data
standardization process (Raja & Ramakrishnan, 2017; Rezaee et al., 2002). Different sources might store
common data, such as date, in different formats, therefore it is vital to develop transformation mecha-
nisms to assure data standardization relating multiple tables from different sources. This can be achieved
either in the source applications or in the data mart and the decision should be taken considering the cost
implications on each. Appending, renaming, labeling or sorting data before importing it into the audit
data warehouse are some of the possible data transformation methods and should be done considering
business rules (Rezaee et al., 2002). Afterwards, data exploration tools and CAATs access the audit data
warehouse. Data analysis such as data exploration, correlation, regression analysis, data summarization
and statistical modeling capability provide business empirical insights on risk and performance, creating
value added audits (C A Hardy, 2015). Audit tests are predefined rule-based analytics that can monitor
internal controls (C A Hardy, 2015; Rezaee et al., 2002; M. A. Vasarhelyi et al., 2012). These tests result
in exception that should be further analyzed and the architecture should be able to manage not only the
growing number but also the results (Catherine Anne Hardy & Laslett, 2015).

Compression techniques can be used to ease escalation providing storage space and time reduction,
thus improving capacity and performance (Raja & Ramakrishnan, 2017).

164

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Addressing Continuous Auditing Challenges in the Digital Age

The CA/CM process should be fully automated thus tools used among the process need to be able
to communicate with each other ensuring the extraction, audit tests, analysis and reporting. To achieve
this automation level further application development might be needed to handle multifaceted data re-
quirements (Rezaee et al., 2002).

Organizations and the world around them are constantly evolving thus CA/CM implementations
will need constant updates in order to scale and maintain their capability (M. Vasarhelyi et al., 2004).

Script Adaptation

It is vital to prioritize the cooperation of business managers, owners of the business experience, and
internal auditors as they must work together, on this critical learning process, redesigning and tweaking
scripts to reduce errors and irregularities (C A Hardy, 2015; Catherine Anne Hardy & Laslett, 2015).
This learning process might be costly to business manager as it will impact their work activities but will
benefit auditors by developing enough business knowledge to enable the use of analytics and contribute
to be seen as a trusted advisor (C A Hardy, 2015). The design of tests must also consider dynamic condi-
tions and adapt accordingly to improve their accuracy however they should ignore pathologic conditions
(M. Vasarhelyi et al., 2004).

Exception Handling

CA requires a reengineer of the audit process since it impacts how data is acquired, what tests are ex-
ecuted and how the reporting is made (M. A. Vasarhelyi et al., 2012).

Exceptions should be given weighting to prioritize specific exceptions by grading them, for instance
by risk, to have a manageable result set (M. G. Alles et al., 2006; Flowerday et al., 2006; C A Hardy,
2015; Laslett & Hardy, 2015). Siemens implementation graded from O to 4 the severity of an exception,
with 4 consisting in a critical failure, and even though there was no difficulty assigning a 0 or a 4, the
intermediate scores were controversial (M. Alles et al., 2006). Even though there isn’t a definitive solu-
tion for false positives, they can be lowered using techniques such as shutting down alert systems on
specific time periods relevant to the analyzed process, such as month-end and year-end for accounting
information (Kuhn & Sutton, 2010), more advanced techniques, such as statistical learning, to identify
exceptional exceptions which is commonly used by credit card companies to identify potentially fraudulent
transactions without overwhelming clients with false alarms (Byrnes, Criste, et al., 2015) .

The channels used for reporting may vary from simply sending results via e-mail, using a shared
network folder, workflow (Catherine Anne Hardy & Laslett, 2015), dashboards or other data visualiza-
tion techniques even though it is suggested that sensitive data should not be sent via e-mail, preferably
it should be stored on a secured database or presented through a web-based platform (David Coderre,
2015). Having a workflow management system for exceptions allows traceability on the actions needed
to solve the identified exceptions (Catherine Anne Hardy & Laslett, 2015). Like traditional audit, recom-
mendations can be suggested to solve the identified problems (David Coderre, 2015).
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FUTURE RESEARCH DIRECTIONS

Future work may pass by a deep investigation of each challenge or respective solution along with a
practical application. Given the scarce amount of empirical work found among the literature, the authors
advise future researchers to perform case studies about the challenges and/or solutions presented in this
research. Such studies can provide deeper insights about how to deal with the identified challenges,
validate the respective identified solutions and give practical examples to furtherly enhance the empiri-
cal work on this field of work.

CONCLUSION

This research aimed to explore the challenges organizations may have to deal with during CA/CM imple-
mentation as well as possible ways to overcome such challenges and succeed. Therefore, the authors
formulated two research questions this study should answer (Table 1).

The first RQ focused on the challenges that organizations can find during CA/CM implementation.
At section CA and CM Implementation Challenges the authors provide a list of the most common chal-
lenges found in the literature. From the list of challenges, several conclusions can be withdrawn.

Having human resources with the right skillset to work with this new approach is crucial.
Reengineering the audit process presents a significant challenge.

Data access is going to be problematic and time-consuming.

The trifecta relationship between audit, IT department and business owners is a bureaucratic
process.

e  Adapting the bundled scripts requires time and resources due to business needs which differ

among organizations.

The second RQ intended to explore how can practitioners address and overcome the identified chal-
lenges. At section CA and CM Solutions and Recommendations the authors provide a list of some pos-
sible ways to overcome the challenges found among the literature. From this list of possible solutions,
several conclusions can also be withdrawn.

Audit, IT and analytical are the areas that should be developed. To reduce costs, organization’s port-
folio should be consulted prior to any acquisitions. The adopted solution must assure scalability, as CA/
CM continuous to grow, data reliability and security.

Data handling and false positive handling requires business understanding, so it is advised to create
agreements between audit and the business departments. The whole CA/CM implementation takes time
and should be treated as an iterative process with phased implementations to manage expectations and
achieve the quick wins.

Mega-process areas like Payroll and Procurement are good starting areas as most commercial solu-
tions have automated tests for them and most organizations use Enterprise Resource Planning solutions
like SAP.
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CA and CM provide an ongoing risk assessment and assurance over the adequacy of internal controls.
With the ability to identify possible risks due to analytics the probability of a risk event can be reduced
before the impact. Opportunities are also able to be easily discovered. Notifications on exceptions also
enable the immediate solution to the identified problems minimizing impact as soon as possible. CA
and CM also reduce the compliance costs while providing higher assurance by covering 100% of the
transactions. Higher assurance guarantees data reliability and adds business value enabling data-driven
decisions and insights.

Undoubtedly CA/CM implementations can improve organizations in many ways, but some barri-
ers affect its adoption. This study contributes to promoting CA and CM implementations by providing
general advice, key steps, possible problems and solutions to mitigate these problems.

Grounded on the previous paragraphs the authors state that the proposed RQs were answered. The
findings of this research can be useful for both academics and professionals. While academics can use
this research as a base to understand possible relevant topics for further investigation, professionals may
look to this research as a good source of awareness before any CA/CM implementation project.
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KEY TERMS AND DEFINITIONS

Analytics: A multidisciplinary field that explores, infers and communicates patterns in data.

Automation: A procedure that can be executed without any human intervention.

Bottom-Up Approach: An approach that starts with subparts to create a large unified part.

Continuous Assurance: The combination of continuous auditing and continuous monitoring.

Continuous Auditing: Technology-enabled automation that enables internal auditors to perform
ongoing risk and control assessment.

Continuous Monitoring: Technology-enabled automation that enables management to perform an
ongoing control effectiveness assessment.

Data Mart: A subset of a data warehouse that is generally oriented to a specific domain or business.

Data Warehouse: A system used for reporting and data analysis to provide business insight.
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ABSTRACT

The purpose of this chapter is to investigate the role of audit activities and auditors in Industry 4.0. The
preferred methodological approach in the study is a general analysis of auditing in Industry 4.0 in the
form of a literature review. According to the purpose of the study, the effect and role of auditing big
data, the internet of things, the cloud, artificial intelligence, and other components in Industry 4.0 are
investigated. Furthermore, auditing activities that can be implemented in Industry 4.0 are presented as
suggestions in the study. The study explains the role of auditing as a whole in Industry 4.0 as a conse-
quence of examining audit activities for each component in Industry 4.0.

INTRODUCTION

The invention of the telegraph at the beginning of the nineteenth century allowed instant orders for
products for enterprises and communication among people across the country. Towards the end of the
nineteenth century, the invention of the phone made it possible for traders to talk with customers in real
time. The rapid spread of the internet in the late twentieth century enabled the marketing of products
and services in virtual environments, and the instantaneous transmission of consumer opinions. But
the rapid progress of technology brought about various risks. This rapidity of communication has also
triggered the rapid spread of fraudulent and incorrect information. The use of advanced technologies
in the global world leads to more information being exchanged and spread over a wider area, and more
audit practices (Jackson, 2013).
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There have been four industrial revolutions in history: Industry 1.0, known as “Mechanization,” the
usage of mechanical systems and the emergence of mechanical production systems between the years of
1760 and 1840; Industry 2.0, known as “Mass Production,” the invention and use of electricity between
the years of 1870 and 1914; Industry 3.0, known as “Computerization,” the integration of information
technologies into industry between the years of 1960 and 2000; and Industry 4.0, the fourth industrial
revolution.

When historical industrial revolutions are examined in general, it is clear that there has been a shift
from mechanical and manual audits to digital audits. In the past, auditing had a highly manual and
human-focused structure. Auditors often tried to examine, conceptualize, and audit systems using manual
methods. It has been seen that audit methods have had to be changed because manual control processes
are insufficient for auditing complex production processes and business activities. Instead of traditional
audits, technology-driven instant audits are now being carried out, instant assurance can be obtained
as a result of instant audits. Currently, the application of technology-based audit techniques eliminates
the problems and negativity of manual control methods. Automatic auditing is rapidly spreading with
audit software.

Industry 4.0 is not an unmanned factory. With the increased use of information technology, it is
important to create a highly human-focused organization that adds value for all stakeholders. In this
structure, there are concepts such as the internet, connected products, machines, people, organizations,
and virtualization. With industry 4.0, modern automation systems, data exchange, and production
technologies are being used intensively. Audit activities should also keep up with Industry 4.0. Due to
technology-driven change in the industry, an audit structure based on automation occurs in enterprises.
Technology is a very important part of many controls. With the fourth industrial revolution, auditors are
also strongly influenced by automation. Technology is a necessary tool for auditors, as well as enhancing
the efficiency and effectiveness of the audit process. Nowadays technology-enabled auditing is spread-
ing rapidly, and due to the use of automatic audit tools, audits are becoming easier, more effective, and
more efficient. The use of automation tools in auditing activities may also bring about institutionaliza-
tion and standardization.

Computer assisted audit tools and techniques (CAATTSs) particularly increase audit efficiency and
effectiveness (Braun and Davis, 2003). Also, successful adoption of generalized audit software (GAS)
by internal auditors would help broaden the development of the technologies in audit activities (Mahzan
and Lymer, 2014).

In the Industry 4.0 environment, audit personnel are able to provide digitalized services such as con-
tinuous auditing, continuous monitoring, and anomaly detection (Dai and Vasarhelyi, 2016). Continuous
auditing is implemented in non-written, real-time accounting systems, and is aimed at assessing whether
the presented financial statements reflect the truth. It refers to bringing together audit evidence in the
electronic environment (Rezaee et al., 2001).

Industry 4.0 brings production elements such as product, machine, and operator into communication
with each other through an open internet network. In this revolution, a new generation of “smart fac-
tories” has been established, and this period has become a lifestyle of the production sector. Industrial
computerized control systems are beginning to be used in production processes that evolve into a smart
factory. Nonetheless, Common Control Systems are becoming widespread in conjunction with Program-
mable Intelligent Controls. Due to the creation of smart factories in industry 4.0, physical systems are
being transferred to cybersystems. Also, objects communicate with each other and with people. As a
result, decentralized decisions are made. With blockchain technology and decentralized decisions, audits
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will no longer be centralized but begin to be implemented in all areas of the organization away from the
centralized structure. In this respect, there will be no uncontrolled area, and control mechanisms will be
established in all fields of activity.

The research question of the study is how audit activities take shape in the age of Industry 4.0, and
the aim of this study is to investigate what changes have taken place in auditing as a result of industrial
revolutions and to examine how audit activities can be implemented in Industry 4.0. The methodological
approach of the study is a general literature review. According to the aim of the study, a general review
of Industry 4.0 was first carried out, then an analysis was undertaken of the main issues that emerged in
this new industrial revolution and how the audit activities could be carried out with respect to the main
issues in Industry 4.0.

BACKGROUND

When auditing studies conducted in Industry 4.0 area are investigated, specific studies of components
of Industry 4.0 draw attention.

For example, when the studies that have been done on big data are examined, the following publica-
tions stand out. Da Costa and Dutra (2014) conducted research into financial audits in big data fields. In
their study, they examined new methods that could be exposed to the assessment and prevention of risks
in the financial statements of the Federal State. They referred to big data and analysis. A publication
published by Whitehouse (2014) describes the role of auditing in the era of big data. In a study by Kie-
sow et al. (2014), the role of continuous auditing in a big data computing environment is analyzed. The
report, published by Ernst and Young in 2015, refers to big data and analysis of the auditing process. Jie
and Fang (2015) conducted research into online audit-warning technology in the big data environment.
Liburd and Vasarhelyi (2015) examine the relationship between big data and audit evidence in an article.
In a framework published by the Institute of Internal Auditors (IIA) in 2017 (i), the understanding and
auditing of big data is explained.

Continuing Professional Education’s (CPE, 2016) study is about the auditing of cloud computing. In
this study, the subjects of cloud computing background, security in the cloud, top security risk areas in
cloud computing, auditing the cloud, international regulations, and e-discovery are mentioned.

Studies on the auditing of the Internet of Things include the following. Salman (2015) investigates
auditors’ responsibilities as the Internet of Things advisors, assurance of new risks, and the benefits of
auditing. Tabuena (2016) examines the role of the Internet of Things in internal auditing and compli-
ance. In Underwood’s (2017) study, Internet of Things provenance, the benefits of auditing, forensics,
and safety are researched. Erturan and Ergin (2017) examine the transformation in auditing and the ap-
plication of the concept of the Internet of Things for the inventory cycle in auditing.

There have been some studies into the use of artificial intelligence in auditing activities. Meservy et
al. (1992) applied artificial intelligence to accounting, tax, and auditing services. A study by Issa et al.
(2016) raises a series of methodological and evolutionary research questions aiming to study the artifi-
cial intelligence-driven transformation of today’s world of auditing into the assurance of the future. In
another report published by the IIA (ii) (2017), global perspectives and insights are analyzed. The role
of artificial intelligence for the profession of internal auditing is mentioned in this publication.
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Dai and Vasarhelyi (2016) propose a new definition, giving the name “Audit 4.0” to auditing activi-
ties conducted in the Industry 4.0 environment. This article is one of the very rare examples of an audit
study on the whole of Industry 4.0.

AUDITING IN DEVELOPING PRODUCTION TECHNOLOGIES
Industry 4.0

Companies need to follow and implement technology closely so that they can continue their operations
and survive in a competitive environment (Erturan and Ergin, 2017). Recently, the concept of Industry
4.0, which is often heard throughout the world and was introduced in Germany, has had a profound
impact on commercial and social life, while at the same time undergoing important changes that will
change all functions of businesses.

The first industrial revolution, which started with the use of machines as production tools in the sec-
ond half of the eighteenth century, enabled the mechanization of production. With the second industrial
revolution, the production capacities of the machines were increased and mass production evolved. The
third industrial revolution, which resulted in the use of computer technology and automation at a basic
level, enabled the digitization of production. The fourth industrial revolution is defined as the ability of
machines to communicate amongst themselves, especially on the internet, and to coordinate intelligent
and self-managing production facilities. Industry 4.0 is shaped on the basis of the intelligent production
concept (Yazici and Diizkaya, 2016).

Like all industrial revolutions, needs and expectations have also created Industry 4.0.

The ability of machines to be coordinated by computers and internet technologies, along with the
replacement of human power by machine power, can be described as Industry 4.0 (EBSO, 2015). But
Industry 4.0 does not only imply communication with machines. Unlike previous revolutions, it is pos-
sible to say that the technological developments interact with each other and move coordinately, and that
all scientific fields are affected by improvements (Bulut and Akc¢aci, 2017).

Industry 4.0 is characterized by three distinct features, as follows (Ozsoylu, 2017):

e  Speed: Industrial developments change very rapidly. Every day a new technological development
takes place. These developments always pave the way for better development.

e  Width and Depth: This rapid development leads not only to the structure of production, but also
to profound changes in business, society, and individual living conditions.

e  System Impact: Industry 4.0 changes the structure of companies, sectors, and even whole coun-
tries, and includes a holistic transformation of systems.

The main purpose of the fourth industrial revolution technology, which is rapidly spreading, is to
establish factories that are made up of self-managing production processes. This is possible only with
the “Cyber-Physical System” and the “Internet of Things.” It is also useful to know about the other
technologies in Industry 4.0 in order to understand it (EBSO, 2015).
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Auditing in Industry 4.0

Today in the Industry 4.0 environment, internal auditors constantly face new and improved technologies.
Mobile devices, cloud computing, and social media help the improvement of businesses. It is important
to realize that the proper use and management of these applications is difficult, and that they bring their
own risks. Therefore, technology expertise has become a necessary qualification for the auditing pro-
fession. To obtain assurance in a virtualized environment, auditors should have full knowledge of the
technology in Industry 4.0 (Jackson, 2013).

There are basic topics, such as big data, the Internet of Things, the cloud, artificial intelligence and
other technologies, in Industry 4.0. The role and impact of auditing on these components will be explored
in order to investigate the role of auditing in Industry 4.0. Auditing activities that can be performed in
Industry 4.0 will also be offered as a recommendation at the end of this section.

Big Data

Nowadays, data is produced with the help of machines or other devices, and also stored on cloud com-
puting systems. Big data has a very important place in Industry 4.0. Also, according to the German
government, big data underpins Industry 4.0 (Pamuk and Soysal, 2018).

Such large quantities of data are stored, analyzed, and then converted into meaningful information
through secure systems. For businesses in particular, possible errors are prevented by foresight, and the
possibility of their occurrence is evaluated in advance (Siemens, 2018).

Entities such as machines and production tools in the factory, intelligent products, and cloud applica-
tions can communicate and interact with each other in an interactive way.

Since large amounts of data are used for analysis of big data systems, audit programs should also
include testing steps to ensure the safety, privacy, and quality of the data to be used in the analyses. Since
big data sets are intended to address everything about events and situations, data is collected from many
different sources. Therefore, audit programs should provide reasonable assurance that data is protected
from unauthorized access and can only be viewed by authorized persons. In addition, audit programs
should test the quality of the data-entry qualification, the quality of the output, and system reporting.
Thus, the quality of key system data and reports can be improved (ITA-i, 2017).

From the perspective of external auditors, an examination of customers who use big data and analytics
in their audit contracts to compete in today’s business world should take place. The customer’s systems
are integrated with external data sources such as cloud computing, the Internet of Things, and social
media. In addition, many customers use big data with new and complex business analytics approaches.
This situation requires auditors to use advanced analytics. In the big data environment, audit experts
must move forward with more predictions and have more sophisticated rule-based analytics (Appelbaum
etal., 2017).

The board of directors and audit committees can be proactive by conducting early interviews with
external auditors about the external auditor’s risk assessment process and the scope and use of the data
analysis in the audit test (Ernst and Young, 2015).

Internal auditing should take into account the role of big data within organizations as part of risk
assessment and audit planning. If risks are important, internal auditing can set an appropriate plan to
cover the scope of significant data risks and controls. Internal auditing has the opportunity to train the
board of directors on big data initiatives, and emerging risks and challenges, and significant opportuni-
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ties and benefits. Typically, the internal audit performs audits to encompass big data through multiple
audits (ITIA-1, 2017).

The creation of appropriate audit solutions to be performed in big data environments is extremely
important. Using big data at transaction level increases performance and offers opportunities to increase
audit quality. On the other hand, the complexity of analysis and control of accounting data presents a
challenge for experts. However, compliance with privacy and security guidelines in a big data envi-
ronment should be audited. Computer-aided audit tools and techniques are required for audits. In this
context, it is recommended to use an Audit Cockpit, which allows the use of managed and monitored
techniques together. In this respect, the development of the Auditing Cockpit, which allows the technical
reorganization of accounting processes and the insertion of automatic control points into the analysis
and processes, will provide significant benefits (Kiesow et al., 2014).

Internal auditors can benefit from big data solutions to support their data analysis in auditing projects.
Since data is already purchased, combined, and integrated, an internal audit can derive significant effi-
ciencies by receiving data from a data warehouse or data repository rather than targeting multiple source
systems. Big data control programs will vary by organization and usage, and program governance is an
important component of big data audit programs. Internal auditors should verify that the objectives of a
big data program are in line with entrepreneurial business strategy. In addition, internal auditors should
conduct tests to ensure that the big data program provides value and is fully supported by appropriate
leadership within the organization. Although the specific technology and level of the suppliers of big
data for big data solutions vary from organization to organization, internal auditors should ensure that
the confidentiality, integrity, usability, and performance of big data systems are aligned with the needs
and requirements of the management (ITA-i, 2017).

Transparency and accountability obtained in real time in business activities where big data is used is
an important requirement. From the management point of view, auditing and analytical applications, as
well as continuous audits, should be carried out by both internal audit and external audit units in order
to ensure that large amounts of data, which is increasingly changing, are analyzed. At this point, the ef-
fectiveness, efficiency, and timeliness of audit activities can be increased (Da Costa and Dutra, 2014).

Compared with traditional audits, online audits in big data environments seem to reduce audit risk
and work continuously in real time. Audit models with early-warning systems increase the frequency of
audits, and remote audit activities become widespread. Embedded audit modules and audit-alert models
increase the value of the audit report from integrated data. In addition to using audit-warning models
and conducting online audit activities efficiently, there is a need for a team of experienced data analysis
personnel and professional analysts who have been extensively trained. Online audits should be designed
and optimized according to the specific characteristics and operating conditions of the company to be
audited. Therefore, significant investment must be made in people, technology, and financing to create
the infrastructure of online audits (Jie and Fang, 2015).

The domains of auditing may be changed by extended and non-traditional data sources (Vasarhelyi
et al., 2015). Big data definitely changes business functions and the capability of business processes.
Anachronistic business functions can be eliminated, and business processes can be accelerated (Ap-
pelbaum et al., 2017).

Regarding big data, automatic validation will limit the need for data integrity and population veri-
fication. Auditors should also verify with multiform evidence, not only with invoices and receipts. For
example, different metadata such as photos, videos, and GPS location can also be used. Auditors are
required to expand existing corporate data, but an obstacle is that new forms of audit evidence bring
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new risks (Moffitt and Vasarhelyi, 2013). Further obstacles are integration of big data and the traditional
audit evidence, information transfer among clients, and information privacy, which should be considered
when using big data (Yoon et al., 2015).

The factors that determine how big data usage will progress in audit applications are facilitators
and obstacles. The identified auditing standards are the most important facilitator, whereas the greatest
potential obstacle is the lack of trained personnel. In brief, there are many fields in which auditors can
benefit from big data in both the near future and in the long run. However, against the challenges of the
technological requirements of big data, they should learn to live with them rather than succumb to big
data (Alles, 2015).

The Internet of Things

The concept of the Internet of Things first emerged in 1999 when Ashton made a presentation to P & G
(Ashton, 2009). According to Ashton, the internet is today dependent on information that is provided by
people. If this situation changes and computers become more powerful and able to gather information
for them, it is thought that the errors, damage and cost caused by people can be reduced.

The concept of the Internet of Things is regarded by a commission created in Europe as the internet
of the future. At the same time, the Internet of Things is defined as a self-organizing network that has
an identity, a mind, and physical and virtual things (Erturan and Ergin, 2017). IoT is a revolutionary
technology that solves problems that arise out of the ordinary, using software applications, daily objects,
and internet connectivity (Oral and Cakir, 2017).

Along with the developing technology, the number of smart things and usage areas are increasing
day by day, from intelligent phones to intelligent houses, intelligent metros and bus stops, it has a wide
range of usage. According to research and advisory firm Gartner Inc., within the scope of the Internet
of Things, 26 billion objects will be in service by 2020. Soon, machines will tell us what is going on
and what should be bought (Stamford, 2013; Bircan, 2017).

The Internet of Things and cyber-physical systems will be able to communicate in real time with each
other, and with people in cooperation. Both internal and cross-organizational services will be provided
through the services’ internet and be evaluated by users of the value chain. Due to Industry 4.0, the
Internet of Things will be implemented in factories and make production environments smarter. In this
way, complex products can be produced to the highest quality and in a shorter time. Control systems
related to the Internet of Things should be established in uninterrupted continuous processes.

For businesses in all industries across the globe, it is understood that an audit of the Internet of Things
system is necessary. Internal audit units should be confident that Internet of Things systems are operat-
ing effectively and that the control of risky areas is being carried out. Internal auditors may conduct
audit activities on the resilience, security, occupational health and safety, monitoring, and coverage of
the Internet of Things. However, auditors should use new auditing methods for specific areas of Internet
of Things. By means of audits, businesses can benefit more from the advantages of Internet of Things
(Salman, 2015).

The changes and transformations introduced by new technologies to the industry and the increasing
number of internally connected vehicles and systems have brought new opportunities, as well as some
risks. The internal auditing task, which is the third and final defense line, plays an important role in
defining and defending the risks. Internal auditing also plays a vital role in compliance as an element of
corporate risk assessments (Tabuena, 2016).
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Internal auditors do not have enough information about the Internet of Things, so they should inform
the company management about the benefits, advantages, and discrepancy of Internet of Things. Auditors
can provide guidance on how to use Internet of Things in sales operations, product distribution functions,
and inventory control activities in businesses. In addition, it is possible to conduct research into what
kind of benefits can be gained from Internet of Things in other areas of the business in meetings with
the management (Salman, 2015).

Big Data and Internet of Things interact with each other: there is a close relationship between the two.
Many Internet of Things devices will produce massive amounts of evidence that can be designated big
data. And big data can cause bring new challenges for data management (Underwood, 2017). Privacy
in Internet of Things is also a significant challenge. To provide transparency and accountability, data
protection requirements should apply to significant volumes of data that are produced within Internet
of Things (Pasquier et al., 2017).

Cloud

In today’s technology, people’s need for data storage is increasing day by day. Cloud computing, a sys-
tem that provides users with access to the internet from anywhere, provides the data-storage service to
meet this emerging demand.

The storage of and access to the big data that is an essential part of Industry 4.0 becomes easy by
means of cloud computing technology (Bulut, 2017). Cloud computing, big data, and the Internet of
Things work together to provide important contributions to the industry.

Organizational practices involving cloud-specific policies, procedures, and standards should be
disseminated. These applications should include the design, implementation, testing, and monitoring
of distributed services. Audit mechanisms and tools should be applied to ensure the follow-up of orga-
nizational practices throughout the system life cycle. Control mechanisms must be established for the
location, confidentiality, and security of data. It is necessary to review and assess whether the proposals
of cloud providers are in line with the needs of the organizations. The security and privacy controls, as
well as processes provided by cloud providers and performance indicators related to risks, should be
continuously monitored. Sensitive data should not be placed in the cloud. Cloud providers should effec-
tively use cloud security applications such as access controls, encryption methods, and data processing
procedures to assess risks.

The audit areas that can be applied in cloud computing can be listed as follows (CPE, 2016):

data management
information security
safety features
resilience

activity management
compliance

service security
application interfaces

Auditing of secure data-storage services in cloud computing ensures a strong cloud storage correct-
ness guarantee. And it simultaneously achieves fast data error localization (Kanchana et al., 2013).
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But cloud computing imposes some risk concerns. There are some challenges in the field of cloud
computing, such as technological complexity, security risk, the weaknesses and immaturity of cloud,
lack of cloud computing audit standards, and contractual issues (Chou, 2015).

Cloud computing is growing very quickly, especially in the sector of service provision, and this is anew
situation for security implementation in the cloud (Saxena and Dey, 2016). So, in other words, security
management in information technologies is a significant challenge in distributed systems, especially for
emerging cloud computing systems. Necessary precautions should be taken to protect data. In security
management, a logging architecture can facilitate the monitoring of user data. So, this will be a solution
tool for security (Massonet et al., 2011). Due to the lack of control and physical possession over the
data, the integrity and security of the data are a matter of major concern. To deal with this problem, a
remote data auditing (RDA) technique is generated for cloud storage systems that incurs minimal costs
(Sookhak et.al., 2017). Cloud security challenges can be addressed by cloud security audits. To enable
simultaneous cloud security audits, a cloud audit policy language is developed and integrated into the
audit architecture (Doelitzscher, 2014). Cybersecurity is also a serious challenge in the cloud. Within the
framework of cybersecurity, a properly specified audit trail can be an important tool in the fight against
cyber-crime (Duncan and Whittington, 2016).

Another obstacle, the gap between the rapid technological evolution and the supporting standards and
legislation in terms of assurance, reliance and information security, should be considered in the cloud
computing audits (Bendovschi and Ionescu, 2015).

Artificial Intelligence

Each enterprise should establish its own artificial intelligence strategy that can take advantage of the
opportunities offered by artificial intelligence. A framework can be established using artificial intelli-
gence practices that can be dealt with in the enterprises under the following six subjects (I[A-ii, 2017):

e  Artificial Intelligence Management: Artificial Intelligence Management includes the processes,
structures and applications that are used to direct, manage, and monitor the artificial intelligence
activities of a firm to achieve the objectives of the enterprise.

e  Data Architecture and Infrastructure: The data architecture and infrastructure of artificial in-
telligence should be applied to big data. Accessibility to data within this architecture and infra-
structure should be established, information security and confidentiality should be ensured, and
responsibilities and roles of data owners should be addressed.

e Data Quality: The integrity, correctness, and reliability of artificial intelligence algorithms are
highly critical. The data to be used in the field of artificial intelligence in business must be well
defined and well structured.

e  Measuring the Performance of Artificial Intelligence: In businesses that use artificial intel-
ligence systems in their activities, how much artificial intelligence applications contribute to the
achievement of the objectives of the enterprises should be carefully measured. Therefore, enter-
prise management should monitor the performance of artificial intelligence activities very well.

e  Human Factor: Since algorithms are designed by humans, human error and mistakes affect their
success. Therefore, in order for the artificial intelligence to achieve the desired results, the human
error risks must be considered.
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e  Black Box Factor: The complicated electronic devices that are concealed for internal mechan-
ics users are called the black box. Transparency and comprehensibility are not emphasized, since
some of enterprises using artificial intelligence technologies have applied self-learning systems.
The black box factor attracts attention in the complexity of artificial intelligence applications.

The use of artificial intelligence-based systems in audits provides many benefits to auditors. Some of
those are effectiveness and efficiency, consistency, the creation of a framework for audit areas, improved
decision-making processes and communication facilities, improved staff training, the development of
specialization, and shorter decision-making periods. There are also some disadvantages in adopting
artificial intelligence technologies. For example, the length of the decision-making period as a result of
searching for more alternatives, the higher costs of installation, updating and maintenance, the prevention
of professional judgment, and the risk that the tools and equipment will be compromised by competitors,
as a result of which evidence in a possible court could be challenge for the enterprises (Omoteso, 2012).

Experts who practice in the auditing profession should not be deprived of the necessary information
about future digital applications such as artificial intelligence. In order to be prepared for the future digital
world, auditors in particular should understand the fundamentals of artificial intelligence, the roles of
artificial intelligence in internal auditing, and the risks and opportunities of artificial intelligence. Internal
auditors should assess and improve the effectiveness of artificial intelligence-related risk management,
control, and management processes in order to overcome the challenges of auditing (ITA-ii, 2017).

Internal audit specialists are experts in identifying and assessing the risks and opportunities for
achieving the objectives of an enterprise. Internal auditors can assist the enterprise in exploiting their
experience on the positive or negative effect of artificial intelligence in the short, medium and long-term
value creation potential of the business (IIA-ii, 2017).

When the results of the studies are compiled, it is seen that artificial intelligence plays a very im-
portant role in digital auditing. The results obtained by using artificial intelligence methods are similar
to or better than those provided by traditional statistical methods. Artificial intelligence methods have
not been used to date in order to address the question of auditor nomination. Artificial neural networks,
learning systems, genetic algorithms, fuzzy logic, etc., and artificial intelligence will be used in auditing
activities. In particular, process controls and interference of system by failures would be key elements
of these audits.

Other Technologies in Industry 4.0

Due to the competitive environment within the industrial production sector, more factories have begun
to apply advanced technological tools. Therefore, increasing usage of sensors and networked machines
has led to the creation of the high-volume data calles big data (Bagheri et al., 2015). Cyber-physical
systems are intelligent systems that are equipped with sensors that collect data about business move-
ments that affect physical processes, and which are constantly linked together in a virtual cloud system
by continuously changing data. That is, the cyber part of the system collects data from the physical
processes and applies this data to the production processes through computer software (Al¢in, 2016).
Industry-based production processes allow systems to connect to different networks through various
interfaces and communicate with different services. Just as everyone have access to a variety of content
using an internet connection on smart phones, or through communication on different platforms with
other smart phones in the industry, Industry 4.0 also communicates between Cyber-Physical Worlds to
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the machines. The best example of this is “Smart Factories” (Ghafory, 2017). Factories are becoming
more and more intelligent thanks to technology that is being developed every day. The combination of
Industry 4.0 technologies leads to faster and more efficient production. Therefore, lower costs can be
obtained by means of them (Ariksoy, 2016). The use of industrial robots dates back to the 1960s. A robot
called “Ultimate” was working independently of human intervention for printing at General Motors in
1961. However, robotic technology has developed very rapidly in recent years and now meets many needs
in production. As robotic technology evolves, flexibility in production will be ensured, and intelligent
production transition will be accelerated. Moreover, the widespread use of intelligent robots will reduce
the problems caused by humans, and automation will become more widespread as robots become more
intelligent (Ozsoylu, 2017). With the 3D printers created by Charles Hull in 1984, 3D objects designed
in the virtual environment can be transformed into solid objects. If someone has this technology, required
apparatus can be printed, an object can be output from a 3D scanner, a drawn design can be prototyped,
and even personalized products can be created. In brief, there is almost no limit to what can be done
with 3D printers (Semiz, 2017). Another technology that comes to mind in the context of Industry 4.0 is
“Augmented Reality,” which can be termed a simulation. This concept initially evokes video games and
the entertainment industry, but it is actually used in many areas, from military applications to the health
sector, from education to architecture. When viewed industrially, this technology is used at every point
in production planning, design, testing, and quality control stages (Siemens, 2018). Augmented reality
is the transfer of objects in the virtual world into the real world in three dimensions. Virtual reality and
augmented reality are concepts that need to be separated from each other, because virtual reality hides
its users in a virtual environment and users cannot see the real world. However, by means of augmented
reality, the virtual world and the real world are merged (Kosan, 2014). Simulation is a modeling tech-
nique that forms the basis for monitoring the properties of a real system by transferring data belonging
to a physical system existing in the real world to a virtual environment. With a successful simulation,
probabilities can be previewed in the virtual environment, and preparations can be planned accordingly.
For now, simulation is currently used in the engineering and design phases. However, it is expected that
simulation will be used in almost every area in the future, and at the same time, it is expected to be used
for making quick and correct decisions (Celen, 2017). System Integration is the process of bringing
together several systems and operating them. It must also be able to integrate with many subsystems
in order to improve the functionality of the systems. For this reason, systems should be designed to be
integrated with other systems at the design stage (EBSO, 2015).

Other technologies in Industry 4.0 will cause auditing to evolve. Continuous auditing will be carried
out using CAATTs and GAS in the audit activities in which the robotic technologies will be used in
smart factories. 3D printers, simulations, and augmented reality will enable a transition from a traditional
audit to a technology-oriented audit.

Necessary attention should be paid to audit activities in other technologies in Industry 4.0. In par-
ticular, it must be ensured that technological tools operate effectively and efficiently, and how well these
technologies serve the enterprise’s goals should be well established.

For the audits to be done, security should be given great importance. Technological tools to fight
against cyberattacks and cyber-risks must be well protected. Because of this, cybersecurity audits must
be applied consistently. Information technology audits should be applied continuously to prevent dam-
age to these tools and technologies.
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FUTURE RESEARCH DIRECTIONS

Audit studies on Industry 4.0 are extremely inadequate in the literature. Therefore, many studies can be
made of the auditing of Industry 4.0. Audit studies can be done on each component of Industry 4.0. In
addition, it is possible to research the whole of Industry 4.0 auditing.

In industry 4.0, the ethical dimension of auditing should also be integrated over robotics and automa-
tion systems. Therefore, ethical components must be trained by encoding the audits performed in the
digital environment.

CONCLUSION

Along with successive industrial revolutions, audit activities are also changing and shifting. How auditing
activities should be done in the context of industrial revolutions is an important subject to be examined.
So, in this study, the role and effect of auditing activities in Industry 4.0 applications was investigated.
The role of auditing in each major component of Industry 4.0 was analyzed in the study. Particularly,
audit operations of big data, the Internet of Things, cloud computing, and artificial intelligence were
investigated. Thus, it is explained how audit activities will be performed entirely in Industry 4.0.

Production in the Industry 4.0 system is likened to a system in which machines serve and share
information in real time with products. In smart factories, products and manufacturing machines can
communicate with each other via radio-frequency (RFID) labels. Machines can recognize the products
through these labels. By means of this system, it is possible to store the information that a product trans-
mits with radio signals in the digital environment from the beginning of production. A cyber-physical
system emerges in this way, and because of the importance of this cyber-physical system in Industry
4.0, auditing activities should be applied in the technological part of these systems.

Audit automation can be provided by embedded controls placed in the business segments of organi-
zations, and risk-based audit activities should be carried out in the digital environment. With red flags
created in high-risk areas, systems can automatically sound the alarm. Alerts should be sent to authorized
units in the electronic environment. In addition to red flags and warnings, it is also very important that
these warnings are taken into account and that mistakes are corrected. Therefore, correction processes
must be coded separately when the system is defined. In addition to red flags, alarms should be generated
in the system for controls in the digital environment, and alarms should be monitored instantaneously.

Continuous audit activities are extremely crucial in the field of Industry 4.0. Due to the usage of
technological auditing tools such as CAATTs and GAS, and the application of continuous monitoring
and continuous auditing activities, continuous assurance can be obtained in the Industry 4.0 production
environment. Thus, the level of reliability and accountability can be increased.

Quality auditing should also be given importance in automatic production activities. In order to
produce the goods to the desired quality, the quality targets should be coded into electronic audit tools,
and necessary controls and inspections should be performed. Also, the audit of information systems
security, big data, and learning systems come into prominence within Industry 4.0.
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By means of Industry 4.0, companies store the large amounts of data generated by users, in cloud
computing technologies. In the near future, various assumptions can be reached when considering how
auditing will evolve. For example, in the future, the independent audit firms that companies select in the
virtual environment will audit the companies. Independent auditing firms will be able to instantly view
the information that companies upload to cloud computing technologies and conduct instant audits. Thus,
auditors will not have to come to the company. That is, companies will be able to select the auditors in the
virtual environment, and auditors will be able to audit the companies in the virtual environment. As can
be seen, in conjunction with the Industry 4.0, audit activities are changing beyond our wildest dreams.
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KEY TERMS AND DEFINITIONS

Artificial Intelligence: An intelligence by which computers or machines behave similarly to humans.

Big Data: The whole of the processable form of high-volume data obtained from different sources.

CAATTs: Technology-supported audit tools and techniques that are used in computer-based audit
activities.

Cloud: A technological tool that enables the storage of big data and access to data on the internet.

Continuous Audit: Auditing of the data created by information technologies in an electronic envi-
ronment and obtaining an instant audit report.

GAS: Technological audit software that provides auditing of information in an electronic environment.

Internet of Things: Communication networks through which physical objects communicate with
themselves or other systems.

Quality Audit: A systematic audit process performed by the auditors to obtain quality.

187

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use


http://maker.robotistan.com/3d-yazici-printer/
http://siemens.e-dergi.com/pubs/Endustri40/Endustri40/#p=13
http://siemens.e-dergi.com/pubs/Endustri40/Endustri40/#p=13
https://www.gartner.com/newsroom/id/2636073
https://www.complianceweek.com/blogs/jose-tabuena/internet-of-things-role-in-internal-audit-compliance#.WvsGVYiFMdU
https://www.complianceweek.com/blogs/jose-tabuena/internet-of-things-role-in-internal-audit-compliance#.WvsGVYiFMdU
http://www.acl.com/pdfs/CW_AuditingintheEraofBigData.pdf

EBSCChost -

188

Chapter 10

Open Source Software
in Financial Auditing

Téania Correia
Instituto Politécnico de Coimbra, Portugal

Isabel Pedrosa
Instituto Politécnico de Coimbra, Portugal & Instituto Universitdrio de Lisboa, Portugal

Carlos J. Costa
Universidade de Lisboa, Portugal

ABSTRACT

The auditing software is an essential tool to the auditor, being a mechanism that helps to achieve auditing
goals to obtain efficiency, quality, and to increase reliability on data analysis and evidence collection.
The auditing software can be proprietary software or free and open source software. The purpose of this
chapter is to understand which factors affect open source software adoption. To achieve these goals, a
survey aimed at financial auditors was carried through, and 64 complete answers were collected. Results
indicate that the most used software is the proprietary software and that 43% of the respondents belong
to the first stage of open source software assimilation. Additionally, it was verified that the external en-
vironment is the macro factor, which positively affects the adoption of open source software in auditing.

INTRODUCTION

The use of audit software is relevant support for auditing, by helping the auditor achieve auditing objec-
tives, increase efficiency, quality and reliability in data analysis and on evidence collection. Regarding
software adoption, in recent years, several companies worldwide have been gradually making use of part
or all the systems in the form of Copyleft. Among them are several large private and public groups, such
as Lufthansa, Walmart, Dow Jones, Amazon.com. Also state bodies and institutions such as NASA and
the Pentagon, also use free and open source software.
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As long as free and open source software is considered reliable by the most demanding organiza-
tions in the world, it is relevant to analyse if it is used in the context of financial auditing. This chapter’s
objective is to answer the following questions: 1) Which computer tools are the most used by financial
auditors? 2) Are auditors using Free and Open Source Software (FOSS) as a tool to accomplish their
tasks? 3) What are the predictive factors that can significantly influence the adoption or rejection in
the use of the FOSS for auditing purposes? 4) What are the facilitating and inhibiting factors in the as-
similation of FOSS for auditing?

The main contribution of this is to increase the knowledge on the most utilized tools on auditors’
daily work, and, mainly, on the free and open source tools for auditing purposes. In addition, authors
intend to contribute to a better awareness of the process of adoption and migration to free and open
source software for auditing.

The present chapter is composed of this first section, introduction, a section about the Background,
then the objectives and methodological approach. The last parts of the chapter are results, solutions, and
recommendations, future directions and conclusions.

BACKGROUND

In this section, the main aspect related to free and open source adoption and auditing software are anal-
ysed. This section starts with a comparison between free software, open source software and proprietary
software. Then, it describes the evolution of free and open source software, the advantages and inhibi-
tors of free and open source software. Then, it analyses the computer-assisted audit Tools/Software for
auditing purposes and open source software adoption. The level of assimilation of open source software
is also subject of study.

Free Software vs. Open Source Software vs. Proprietary Software

According to the definition of the Free Software Foundation’s website - FSF (FSF, 2017), coined by
Richard Stallman, Free Software means that users comply with the four freedoms in software usage.

The freedom to run the program as you wish, for any purpose (freedom 0).

The freedom to study how the program works and change it, so it does your computing as you wish
(freedom 1). Access to the source code is a precondition for this.

The freedom to redistribute copies so you can help others (freedom 2).
The freedom to distribute copies of your modified versions to others (freedom 3). (FSF, 2017)

When users complain with these four freedoms, the whole community/society has the opportunity
to benefit from undertaken changes. Access to the source code is a precondition for this.

Software that complies with these four principles is referred to as Free Software. Copyleft is added

to the four freedoms referred to above. And according to the FSF website (FSF, 2017), it is a method
that requires all modified versions and extensions of free software to remain free.
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According to the Open Source Initiative (OSI), the Open source does not just mean access to the
source code (Laurent, 2004). The distribution terms of open-source software must comply with several
following criteria. It is expected to free redistribution and supply the source code. Derived works must
be distributed according to the same license, and the integrity of the author’s source code should be pro-
tected. The license must not discriminate against people, groups or endeavour. In what concerns license,
it must not be specific to a product, nor restrict other software and must be technology-neutral. While
free software emphasizes freedom, Open Source is an approach that more emphasis on software quality.
(Raymond, 1999). These two concepts have much in common and are sometimes confused. However,
the difference lies fundamentally in the will of the creator for the distribution and redistribution over
the characteristics referred to above.

In contrast to the concepts above, proprietary software is software that is made available upon pay-
ment of a use license. The creator owns the rights to the software, not allowing the client to sell, query,
modify or redistribute the software. This concept is associated with the Copyright that intends to keep
the intellectual property private. Throughout this article, when mentioning open source software, free
software, and open source software, it is assumed that they will all have the same meaning.

Evolution of Free and Open Source Software

Over time, this theme has been developed, according to its historical milestones presented below. Where
its historical landmarks are presented (MUST always put an introductory text linking the various topics
that will include in this). There are some associations in the U.S. In 1969, the first version of Unix was
created by Ken Thompson, a researcher at Bell Labs. In universities, large computers used this operat-
ing system for some time. Universities and research centres distributed free Unix with their open source
code. In 1971, Richard Stallman of the Massachusetts Institute of Technology (MIT) inaugurated the
Open Source movement, producing several open source programs at the MIT Artificial Intelligence Lab.
In 1983, Richard Stallman started the GNU Project and later the Free Software Foundation (Laurent,
2004). In 1991, Linus Torvalds made the Linux source code available via the internet and requested
collaboration from other developers to develop it. Cooperation was positive, and in less than two years,
Linux had already become a reasonably stable system. In 1999, Raymond published “The Cathedral &
the Bazaar: Musings on Linux and open source by an accidental revolutionary,” comparing open source
development with the owner (Raymond, 1999).

In the Portuguese context, the Linux Caixa Magica (Trezentos et al., 2007), was a distribution made
for schools until the end of high school, giving support from 2000-2010. Ansol (ANSOL, 2018) rep-
resents the Portuguese Association for the free and libre software, defending and promoting the four
liberties of free software. Free software is named after the four freedom rules, rather than the cost of its
license. ESOP (ESOP, 2018) on the other hand is the association of companies open source software; this
association has the mission of guaranteeing service quality of the Portuguese open source companies.

The use of free and open source software is essential in some sectors as the public administration
in Portugal. Some important decisions were taken, especially in 2011 and 2012. According to the Law
36/2011 of 21 of June, is established the use of open standards in the computer systems of the government.
In the 14th November of 2011, the Portuguese Government through the Council of Ministers Resolu-
tion no. 46/2011 deliberated the setting up of the “Project Group for Information and Communication
Technologies” (PGICT) to rationalize and reduce costs in Public Administration (PA), regarding the
management and use of Information Communication and Technology (ICT) Costs ICT . To reach those
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goals, the PGICT drew the “Global Strategic Plan for Rationalization of ICT in Public Administration
(PGETIC).” This strategic plan was organized around five central action axis: (i) Improve governance
mechanism; (ii) Cost reduction; (iii) Use ICT to enhance administrative change and modernization; (iv)
implementing common ICT solutions and (v) stimulating economic growth. In the context of Axis V,
related to economic growth it is proposed the measure 21, called “Open Source Software”. The measure
21 Open Source Software has as its main purpose to promote open source software (OSS) in the Public
sector. Its purpose is to make available the best OSS practices and solutions. The software contracting
should be preceded by technical and economic viability study, using TCO (the total cost of ownership)
and compared with FOSS solutions. This measure has as the main purpose increasing the usage of
open source. However, it also allows negotiating with software’s vendor better conditions for the public
organizations.

Advantages and Inhibitors of Free and Open Source Software Usage

The use of open source software has various implications on microeconomics (Aparicio & Costa, 2012),
such as cost savings for open source software adopters; increase profits per sale in the market; pricing
advantages; flexibility for vendors; rise of the total market size; companies become more independent
of the software houses in the long run. Open source software also may have a good impact on the mac-
roeconomic level (Aparicio & Costa, 2012) regarding the balance of payments (BoP) it can improve
the imbalances, because of the software licenses and royalties paid to the exterior. Regarding the labour
market, it also gives the opportunity to create more employment in the country specialized in open
source. According to the literature (e.g., (Aparicio & Costa, 2012; Costa & Aparicio, 2006; Kavanagh,
2004), there are several advantages related to the use of the free and open software. The social cost is
low. FOSS increase independence from the suppliers. Initial disbursement tends to be close to zero.
Hardware obsolescence is reduced than in proprietary software. FOSS tends to be more robust and safe.
FOSS increases the ability to tailor applications and redistribute a modified version. There is abundant
and free support from the community. FOSS tends to be very configurable systems and applications.

Literature (Aparicio & Costa, 2012; Kavanagh, 2004) also refers to the inhibitors related to the use
of free software. For example, the user interface is not uniform in applications. Installation and configu-
ration may be hard and difficult. Development and support labour may be scarce and difficult to train.

Kavanagh (2004) point out other advantages such as the possibility of sharing the source code and
adapt the software to users’ needs and software with higher quality when compared to other types, as it
has more users. Therefore, software is tested, and errors are found faster and easily. As referred by (Kava-
nagh, 2004)some people indicate inhibitors in addition to those already mentioned as lack of guarantees
and support since free software generally exempts the author from any liability and quality, reputation,
and image are viewed there is not a well-known organization behind the software.

Garcia, Santos, Pereira, and Rossi (2010) carried out research with computer specialists, about the
use of free software comparing it with the use of proprietary software. They point out that the main
advantages are: reducing costs, ease of use, customization, safety and quality, less dependence on third
parties, support and maintenance of software. However, they point out that the main unfavourable as-
pects are the support and maintenance of the programs and emphasized that social category was also
low, revealing that the main issue on how users usually try to solve problems with software and try to
know it better was not assured.
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Aparicio & Costa (2012) mentioned that additional reasons to use Open Source Software are the
availability of Open Source Software to individuals, companies and organizations, and the Government
and the options to language customization.

Researchers also developed a study focused on local public administration to determine if FOSS is
being adopted by the central government (Godinho, 2012) and also local government (Fernandes, 2011)
. In what concerns local municipalities Fernandes (2011) concluded that they were used to support the
most critical computer systems and to reveal the determining factors to the adoption or rejection of such
technology. Fernandes (2011) concluded that 54% of the respondents were already using FOSS and three
factors were particularly relevant to predicting the adoption of FOSS: Awareness of success exemplars,
Existence of stable infrastructure and Availability of human resources in OSS (Fernandes, 2011).

Among management software as ERP, Enterprise Resource Planning software, despite the number
of researchers working on the topic and the use of OSS at Academia, Open Source ERPs still have a low
number of organizational users (Costa & Aparicio, 2006, Costa, 2007). Recently, there was an effort to
translate and localize ERP software (e.g., (Batista, Costa, & Aparicio, 2013; Lopes & Costa, 2008) and
to improve usability (Costa, 2010). Nevertheless, in Portugal, the invoicing system must be certificated
by the requirements of Decree n° 363/2010 and this new Decree n° 340/2013. This situation creates bar-
riers to the diffusion of open source software in the context of the corporate finance system.

Computer-Assisted Audit Tools/Software for Auditing Purposes

Computer-assisted Audit Tools, CAATS, are instruments that the auditor possesses to achieve its ob-
jectives, as they were defined previously in audit planning. CAATSs are essential for streamlining the
auditing process through process automation; complex calculations result in analysis and report creation
(Pedrosa & Costa, 2012a).

Hunton (2003) state that there are two concepts of computer-assisted audit software: Computer Assisted
Audit Tools and Techniques (CAATT) and Computer Assisted Audit Techniques (CAAT). Computer As-
sisted Audit Tools and Techniques (CAATT) is a concept that encompasses two categories, “Tools” that
are software used to improve auditor productivity and data extraction and analysis, and the “Techniques”
that adds greater efficiency and effectiveness to audit procedures. Computer Assisted Audit Techniques
(CAAT) is a concept that brings together greater efficiency and effectiveness in auditing procedures.

The various regulatory bodies that group audit-related professions (as The Institute of Internal Audi-
tors - ITA, The International Federation of Accountants - IFAC, ISACA and The American Institute of
Certified Public Accountants - AICPA) advocate the use of information technologies for auditing. They
pointa positive contribution of Computer-assisted Audit Techniques to the effectiveness and efficiency of
audit procedures (Pedrosa, Costa, & Laureano, 2015). Pedrosa, Costa, & Laureano (2015) define CAATSs
as “any mechanized tool for auditing, such as general-purpose auditing applications, auditing support
software, utility audit programs, and computer-aided audit techniques.” Their research also points out
that several International Standards for Auditing (ISA) recommend the use of CAATSs, namely: ISA 230,
ISA 240, ISA 320, ISA 330, ISA 505, ISA 520 and ISA 570.

There are three categories of software for the audit process, according to Lanza (1998): 1) Data Ex-
traction and Analysis Programs, 2) Audit management programs and 3) Instrumental utilities.

Data Extraction and Analysis Programs are intended to investigate the contents of tables in databases
and generate comparative reports. In this category, it is included in the following software: Active Data,
ACL Data Analysis, CaseWare IDEA Analytics, TeamMate Analytics, and SE Audit.
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Audit management programs incorporate specific audit functions, such as risk analysis and evaluation,
control of procedures and checks, the creation of automated internal control lists and questionnaires to
follow up the audit. In this group, the following software may be included: ACL Workpaper Manage-
ment, MetricStream Audit Management, MKInsight Audit Management, MyWorkpapers, SAP Audit
Management, TeamMate Audit Management, Thomson Reuters AutoAudit, SIPTA - Audit Work Papers
System, SIAUDI - Internal Audit and IDEAGen Pentana.

Instrumental utilities include all generic, non-audit-specific programs that have the potential to be
used in auditing, such as word processors, spreadsheets, and data extractors based on SQL-Structured
Query Language. In this category, we highlight the following software: Microsoft Word, Microsoft Excel,
Libre Office, and Apache OpenOffice.

Kim, Mannino, & Nieschwietz (2009) proposed a classification on CAATs based on features, as
Database queries, Ratio Analysis, Audit Sampling, Digital Analysis, Data Mining: regression/ANOVA,
Data Mining: Classification. Pedrosa & Costa (2012b) included a new feature: Working Papers, to group
all the software utilized to support and document auditors’ procedures.

Open Source Software Adoption

Glynn, Fitzgerald, & Exton (2005)] conducted a study on one of the most important models of open
source organizational adoption derived from the theory of innovation adoption. Adoption of open source
software that is, identifying the factors that influenced organizations to adopt this risky project and the
factors that prevented them from adopting it.

The model comprises four macro factors that are the (1) external environment, (2) organizational
context, (3) technological context and, (4) individual factors.

According to Tornatzky, Fleischer, & Chakrabarti (1990), the external environment represents
the space where the organization carries out its activity, referring to industry, its competitors, market
regulations and relations with governments. Glynn, Fitzgerald, & Exton. (2005) state that open source
software is a paradigm shift in software in an organization’s business environment, and for this reason,
the authors argue for the need to focus on the outside of the organization. It includes factors such as at-
titude towards risk in the activity sector; the existence of success stories in the adoption of open source
software; government or institutional support; the need for transparency, effective management of public
funds, security and the existence of purchase agreements with representatives of proprietary software.

The authors of the model identify the organizational context as a factor that describes the charac-
teristics of an organization. This factor has been referred in some studies on adoption of innovation,
as, is by Tornatzky, Fleischer, & Chakrabarti (1990) and Fichman (1992) on the need to increase focus
beyond an individual level. The following factors are included in this context: size of the organization,
the degree of centralization, support from the administration and the availability of resources (such as
limited financial resources or the existence of human resources with open source software experience).

Technological context is related to the technologies that the organization has at its disposal. In this
component, Glynn, Fitzgerald, & Exton (2005) add factors such as: technological benefits of open source
software, the possibility of superior software quality, possible advantages of having access to source code,
dissatisfaction with existing software, the ability of open source software to run on old hardware and the
existence of a stable and coherent information technology infrastructure backed by proprietary software.

Individual factors Glynn, Fitzgerald, & Exton (2005) also include in their model the individual
factors, based on the adoption of open source software implicitly has a strong ideological motivation,
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which occurs at the individual level. The charisma and leadership of an “OSS Champion” (someone
in the organization with wide experience and motivation in the use of open source software, someone
that may assist its pears in any difficulty) are factors that may also have a significant influence on the
adoption of open source software.

These factors were researched in a large-scale context of the adoption of open source software at
Beaumont Hospital, Dublin, Ireland. The factors that make up the model are presented in Figure 1,
where factors that assume an increase in the degree of adoption of open source software are referenced
with (4), and factors that are contrary (acting as inhibitors) to the adoption of open source software are
referenced with (-). They concluded that the major influences in the external environment are the network
externality effects and the fact that other organizations were adopting OSS. Concerning organizational
factors, the fact that the OSS is free is seen as important and the existence of an OSS Champion.

Level of Assimilation of the Open Source Software

A relevant issue in the context of FOSS’s use is the level/stage of OSS Assimilation. The assimilation
stage may be viewed as a combined measure of the earliness of initiation of assimilation activities
(awareness, interest, evaluation/trial, commitment, limited deployment, and general deployment), and
an absence of rejection, stalling, or discontinuance (Meyer & Goes, 1988). Glynn, Fitzgerald, & Exton
(2005, p. 230) run their research with the stages and criteria defined by Fichman & Kemerer (1997):
Stage 1 — Awareness, Stage 2 — Interest, Stage 4 — Commitment, Stage 5 - Limited Deployment and
Stage 6 - General Deployment.

Figure 1. Framework to investigate OSS adoption.
Source: Glynn, Fitzgerald, & Exton (2005, p. 226)

External Envir t Individual Factors

: S:::::l attitude to risk in industry - Ideologically pre-disposed towards OSS ()
+ Risk averse (-) + Existence of 0SS champion (+)
* Risk-receptive (+) + 0SS undervalued because free (-)

+ Successful exemplars: OS55-envy (+)

+ Government/institutional support (+)

+ Need for transparency, value for public
money, security (+)

+ Industry-wide purchasing agreements 0ss
with proprietary vendors (-) Adoption
Industry-wide standards

. for IT (-)
Organizational Context chhnologlcelcx

+ Large organizational size + Perceived benefits of 0SS (higher quality
* Most pay-back in reducing per-seat systems?; access to source code to tailor

license fees (+) functionality) (+)
- Top management support (+) + Dissatisfaction with existing proprietary
systems (+)

- Availability of Resources
- Limited financial resources (+)
+ Appropriately-skilled IT personnel (+)

+ Ability of OSS to run on older hardware (+)
+ Coherent stable existing IT infrastructure (-)
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Atstage 1 (Awareness), Key decision makers are aware of FOSS. At stage 2 (Interest), the organization
is actively committed to learning more about FOSS. At stage 3 (Evaluation and Trial), the organization
has acquired specific FOSS products and has initiated an evaluation or trial. At stage 4 (Commitment),
the organization has committed to using a specific FOSS product in a significant way or for a produc-
tion project. At stage 5 (Limited Deployment), the organization has established a program of regular
but limited use of the FOSS product. Finally, at stage 6 (General Deployment) the organization is using
FOSS product for at least one large and mission-critical system

The stages of assimilation are ordered, from the lower (““1 - Awareness”) to the higher (‘6 - General
Deployment”).

OBJECTIVES AND METHODOLOGICAL APPROACH
Research Question and Objectives

Free and Open source software is being used by the most demanding organizations, like American
military forces or governments all over the world. Governments, and specifically the Portuguese gov-
ernment issued laws encouraging the usage of open source. But on the other hand, there are also some
restrictions resulting from invoice software certification, that creates important barriers to free and open
source software diffusion in the context of finance software (invoicing, billing, accounting). On the
other hand, while billing, invoicing and accountancy are the first software systems to be implemented
in companies, the use of software tools in the context of auditing is far from being an easy task. What
happens in the context of financial auditing?
This study’s objective is to answer the following questions:

Which computer tools are the most used by financial auditors?
Are auditors using Free and Open Source Software as a tool to accomplish their tasks?

e  What are the facilitating and inhibiting factors in the assimilation of Free and Open Source
Software for auditing?

e  What are the predictive factors that can significantly influence the adoption or rejection in the use
of the Free and Open Source Software for auditing?

The main contribution of this research is on the knowledge about the most utilized tools on auditors’
daily work, and, mainly, on the free and open source tools for auditing purposes. In addition, the au-
thors intend to contribute to a better awareness of the process of adoption and migration to open source
software for auditing.

Methodological Approach
To comply with the proposed objectives, it was adopted a positivist and quantitative approach. Sup-

ported in the literature was created a questionnaire, focusing the main dimensions related to free and
open source adoption.
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The questionnaire includes a brief introduction to the research topic, 18 questions, and includes a final
space for comments and observations. The respondents have an expected response time of 10 minutes.
Respondents were assured that all responses would be confidential, and the results obtained would only
be used in the context of this research and publication.

The questionnaire encompasses five areas of information, the characterization of the organization, the
set of macro factors previously described (external environment, organizational context, technological
context, and individual factors), the level of assimilation of open source software, knowledge and use
of audit software.

The data was collected through the previous questionnaire in the online application LimeSurvey. The
questionnaire was administered with the collaboration of IPAIL, the Portuguese Institute of Internal Audit.

RESULTS, SOLUTIONS, AND RECOMMENDATIONS

In this chapter, the results obtained in the questionnaire will be presented, regarding the characteriza-
tion of the sample, knowledge, and use of the respondents alluding to software for audit, macro factors
influencing the adoption of open source software, and the level of assimilation of open source software
that characterizes the organization,

Characterization of the Sample

From the 64 respondents to the questionnaire, 66% are male, with an average age of 38.56 years and the
district with the most respondents is Lisbon. Regarding the academic formation, 69% of the respondents
are graduates, and 31% are masters. Respondents main currently area of work is accounting (19%), audit-
ing (15%), banking (14%), and government. They predominantly perform functions as internal auditor,
external auditor, and auditing director. Their age at present function is, on average, 8.65 years and the
average contact time with open source software has been 5.8 years.

Regarding the organizational characterization, which is based on the number of employees employed
by the organization and the number of employees directly involved in the audit department, they present
high values in the standard deviation, which shows a disparity of values. However, the most common
number of employees is 10, with one employee directly involved in the auditing area, which indicates
that mostly respondents belong to small organizations.

Knowledge and Use of Respondents Alluding to Audit Software

Based on literature review, respondents were asked if they knew several tools (despite they have never
utilized it) and, then, if they use it or not: ActiveData for Excel; ACL Workpaper Management; ACL Data
Analytics; CaseWare IDEA Analytics; IDEAGen Pentana; MetricStream Audit Management; Microsoft
Excel; MKInsight Audit Management; MyWorkpapers; SAP Audit Management; TeamMate Analytics;
TeamMate Audit Management; Thomson Reuters AutoAudit; SIPTA; SiAudit; Libre Office; SE Audit,
and OpenOffice. Previous questions were relevant to answer the first objective of this chapter, “Which
computer tools are the most used by financial auditors?”.
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Regarding audit software, it was concluded that the best-known software among respondents is Mi-
crosoft Excel (87.5%) followed by Caseware IDEA Analytics (45.3%), SAP Audit Management (40.6%),
ACL Data Analytics (39.1%), and Open Office (31.3%). Respondents pointed new items as ACD Auditor,
Rstudio, SharePoint, MyClient, Caseware Working Papers, and DRAI10. However, there was only one
answer to each one of the new listed tools.

Regarding usage, 59 respondents answered the question using a Likert Scale (from 1-Strongly disagree
to 7- Strongly agree). Taking the ones who stated that they “Somewhat agree,” “Agree” or “Strongly
agree,” the software that is the most commonly used is Microsoft Excel (86.4%), followed by SAP Audit
Management (18.6%) and Caseware IDEA Analytics (16.9%). Concerning Open Source Software, Open
Office has 10.2% of respondents saying that they use it on a daily basis. Mostly professionals in the audit
area use spreadsheets as the main tool. They often use the proprietary name (Excel) as synonymous of
the spreadsheet. But even though, it seems that the proprietary software, like Microsoft Excel which
was already mentioned in previous research for financial auditors: there is evidence that Microsoft Ex-
cel has about twice the number of users than its competitors ACL, Caseware IDEA, Access (Pedrosa,
Laureano, & Costa, 2015).

Macro Influencing Factors in the Adoption of the Open Source Software

In the analysis of the factors influencing the adoption of open source software, the macro factors “exter-
nal environment” and “technological context” stand out, as they present the most consensual answers,
considering that they may significantly influence the adoption of open source software adoption.

In the external environment, it is observed - with the great agreement - that the change from propri-
etary software to open source software can be problematic due to the absence of maintenance contracts
and the lack of knowledge of success stories. These factors are inhibitors of the adoption of open source
software, not giving security in this type of applications, because the open source software does not
offer the legal comforts that the proprietary software usually grants. The knowledge of other organiza-
tions have already opted for this type of software, would contribute to the increase of confidence with
this type of solutions, as reported by Glynn, Fitzgerald, & Exton (2005). This Chapter’s conclusions on
macro influencing factors are listed in Figure 2.

In the technological context, there was greater agreement that the audit department was stabilized
and based on proprietary software. In an organization where there are favourable agreements with pro-
prietary software vendors, the implementation of open source software may be more difficult to initiate,
resulting in an inhibitor for the adoption of open source software, as mentioned by Glynn, Fitzgerald,
& Exton (2005).

Level of Assimilation of Free and Open Source Software
That Characterizes the Organization of Respondents

The results obtained from the questionnaire revealed that 43.1% of the respondents defined the level
of assimilation of open source software in the organization where they work as ‘“Awareness” assuming
that management is aware of the existence of open source software. With roughly 29.3% characterizing
their organization with the level of assimilation of open source software of “Interest,” attributing that
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Figure 2. Conclusions on macro factors on OSS adoption
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the organization is committed to learning more about open source software. The maximum level of as-
similation of open source software “Limited Deployment” and “General Deployment” is 6.9% of the
respondents. These results translate the need to try to understand the reasons for auditing professionals
not to break the barrier of adopting this type of solution and stay on the first and second stages: aware-
ness and interest.

FUTURE RESEARCH DIRECTIONS

A limitation of the research reported here is the small number of answers. Only 64 respondents answered
the questionnaire. A new approach to disseminate the questionnaires to accomplish a higher number
of respondents will help to understand if the low numbers related to the use of Free and Open Source
Software was connected to the number of internal auditors or if the present conclusions could be gen-
eralized to all auditors. In addition, it would be important to understand if the conclusions are coherent
to other countries. New research should focus on countries that defined strategies to Free and Open
Source Software’s use and, then, understand if, among their auditors, the use of Free and Open Source
Software is higher than the present ones. It would also be opportune to repeat this study as soon as Mil-
lennials are in the labour market: their profile is seen as very distant from the generation that is now
in the organizations so, it would be interesting to understand if that also affects their choices between
proprietary and open source software. In what concerns Portuguese governments there is an incoherent
approach related to the usage of free and open source software. The government issued some measures
to increase usage of free and open source software (like the previously referred PGETIC), but on the
other hand, the certification of invoicing software almost killed the possibility of disseminating software
related to finance. Some challenges, like the impact of Article 13 of the EU directive on copyright may
be subject of study in a future research.
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CONCLUSION

The main objective of this chapter is to identify which tools are the most used by professionals in the
financial auditing area and whether they are using free and open source software as a tool to perform
their tasks. In addition, knowing the level of assimilation of free and open source software in the context
of auditing, another objective was to recognize the factors that could influence the adoption or rejection
of the use of open source software for auditing.

The results were obtained through an online questionnaire and its analysis allowed identifying that
the most used software by auditing professionals are spreadsheets software. In this context, the most used
is proprietary software Microsoft Excel. There is even the confusion between Excel and spreadsheet.
The respondents demonstrated that they also know software such as Caseware IDEA Analytics, SAP
Audit Management, ACL Data Analytics, and Open Office. In what concerns open source systems, just
a small number of auditors indicated Open Office Si Audit and open Office. It may suggest that these
professionals are aware of the existence of open source software as Libre Office, SiAudit and OpenOf-
fice but they chose not to use it.

The level of assimilation of open source software confirms the previous tendency: the respondents
characterize the use of Open Source software in the organization where they are working by using the
stages of “awareness” and “interest.” This demonstrates that the management has knowledge of open
source software, and the organization is actively engaged in learning more about this type of application,
but they are not yet using it. Moreover, they do not go beyond the “interest” barrier and do not transpose
into “experimentation”.

From this study, another of this chapter’s conclusion is that the macro factors that can influence the
use of open source auditing tools by the organizations are the external environment factor and the tech-
nological context factor. These factors are related to the lack of knowledge of success cases at the level
of assimilation of this type of application, the problem of changing the proprietary software to open
source and the audit department is stabilized with proprietary software.
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KEY TERMS AND DEFINITIONS

Computer-Assisted Audit Tools (CAATSs): Any mechanized tool for auditing, such as general-
purpose auditing applications, auditing support software, utility audit programs, and computer-aided
audit techniques.

Open Source Software: Like in free software, open source software should comply to the four free-
doms. But, while free software emphasizes freedom, Open Source is an approach that more emphasis
on software quality.
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ABSTRACT

One of the objectives of supreme audit institutions (SAls) is to promote transparency and accountability
of the public sector entities. But, at the same time, SAls must improve their own transparency and ac-
countability. The use of information and communication technologies plays an essential role in making
this disclosure. The International Organization of the Supreme Audit Institution (INTOSAI) recognizes
that communication is a strategic factor of SAls. Studies have analyzed information dissemination
practices carried out in developed countries. However, SAls elsewhere, such as the Latin American and
Caribbean, have not been the object of research. This chapter analyzes whether these SAls are using
the internet as a means to enhance transparency and interaction with stakeholders. The results indicate
that, although in general the institutions analyzed publish the information required by INTOSAI there
is still ample room for improvement, especially regarding interaction with their stakeholders.
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INTRODUCTION

Advances in information communication technologies (ICTs) have greatly expanded the volume of in-
formation available about governments and public administrations (Marland, Lewis, & Flanagan, 2017),
and public entities are now disclosing more information than ever about themselves (Weraas, 2010).
As observed in previous research (Krause, Feiock, & Hawkins, 2016; Mol, 2015), the recent financial
and economic crisis and public-sector corruption scandals have in many cases spurred this increase in
the volume of published information. The quest for social legitimacy seems to impel public entities to
define and communicate their differences from other organisations (Brunsson & Sahlin-Anderson, 2000).
In this respect, public managers are seeking to respond to citizen demand and thus justify their actions
(Neu, Warsame, & Pedwell, 1998; Goodpaster, 1991).

Stakeholder participation in the public sphere must be based on collaboration, in which citizens’
opinions, wishes and demands are taken into account (Baur, 2017; Estévez, Fillottrani, Janowski, &
Ojo, 2012). However, for this participation to be feasible and beneficial, citizens must have dependable
information providing a basis for opinion (Zuiderwijk, Janssen, Zhang, Puron-Cid, & GilGarcia, 2015).
In fact, citizens have traditionally been excluded from public management and control processes (Rios,
Benito, & Bastida, 2016), a situation that is particularly acute in less developed countries. As observed
by Renzio and Krafchik (2007), transparency is normally weak in countries with high levels of poverty,
unnecessary projects, corruption and inefficient services. All of these factors hinder efforts to improve
government, consolidate democracy and raise standards of living.

One of the main roles of Supreme Audit Institutions (SAIs) is precisely to ensure the transparency
and accountability of public sector entities INTOSAI, 2009a). However, the SAIs, as public entities
responsible for controlling the rest of the public sector, must themselves provide transparency and ac-
countability. For this reason, the International Organization of Supreme Audit Institutions (INTOSAI)
has issued a standard (ISSAI 20) for the principles of transparency and accountability (INTOSAI, 2009a)
and a code of good practices on transparency (ISSAI 21) (INTOSAI, 2009b), which, among other ob-
ligations, requires SAIs to supply information on the results and conclusions of their auditing activity.

Bearing in mind that INTOSAI (2010a) considers communication to be of strategic importance, stud-
ies have been conducted to analyse the information published by audit bodies, particularly in developed
countries (Garde-Sanchez, Rodriguez-Bolivar, & Alcaide-Muiioz, 2014; Gonzalez, Garcia, & Lopez,
2013; Gonzalez, Lopez, & Garcia, 2008; Alcaide-Mufioz, Garde-Sanchez, & Rodriguez-Bolivar, 2013).
However, SAIs elsewhere, such as the South America and Caribbean, where participation in INTOSAI
is coordinated through the Organization of Latin American and Caribbean Supreme Audit Institutions
(OLACEFS), have not been the object of research in this regard. In this paper, the authors examine the
level of transparency and accountability of SAls of the South America and Caribbean, taking into ac-
count the peculiarities of this socio-political context. To do so, the authors analyse the websites of these
SAls, comparing the information provided with the criteria and norms set out in ISSAI 20 and 21 to
determine the extent to which these institutions apply the ISSAI criteria regarding their own management.
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TRANSPARENCY AND ACCOUNTABILITY IN
SUPREME AUDITING INSTITUTIONS

In recent years, there has been a climate of uncertainty and mistrust of public institutions, following the
exposure of multiple scandals and cases of corruption, and in response to a perceived lack of information
(Krause et al., 2016; Tolbert & Mossberger, 2006). Studies of this question (Shin & Eom, 2009; Cuillier
& Piotrowski, 2009; Bertot, Jaeger, & Grimes, 2010; Relly, 2012) have concluded that trust in public
administrations could be regained via effective mechanisms of transparency, thus increasing credibility
in the exercise of their functions, favouring access to information and reinforcing accountability.

SAIs worldwide have taken initiatives to open up these institutions to the public and to improve their
transparency and accountability. Thus, to establish the necessary mechanisms to provide this transparency
and to ensure public-sector accountability, INTOSAI, through the Declarations of Lima and Mexico, has
laid down a series of principles and requirements to guarantee the integrity and professional quality of
SAIs and to ensure the provision of reliable, impartial, objective, validated information (International
Organization of Supreme Audit Institutions [INTOSAI], 1977, 2007).

SAIs of a general nature perform two main functions (INTOSAI, 2006): on the one hand, they audit
the economic-financial activity of the public sector, examining adherence to the principles of legality,
efficiency and economy. And at the same time, they carry out a jurisdictional function, to determine the
accounting responsibility of those responsible for managing public assets, incomes and disbursements.
The main aim of this second function is to protect public funds from misappropriation, from incorrect,
incomplete or absence of justification and from other improper causes or behaviours. To achieve these
goals, SAIs must remain beyond the control of the executive, thus guaranteeing the accountability of
public administrations (INTOSAI, 1977).

In practical terms, this requires the effective, efficient disclosure of relevant information (INTOSALI,
1977). Accordingly, in 2010, INTOSAI issued a Communication Directive setting out communication
principles for INTOSALI and its members, to establish and maintain an internal and external communi-
cation system providing effective, transparent and reliable communication, which moreover is timely,
accessible and promotes the visibility of the SAIs (INTOSAI, 2010a). This strategy, which has been
implemented through various action plans and publications since 2005 (Gonzilez et al., 2008; Gonzéalez
et al., 2013), has resulted in two major documents, known as the International Standards of Supreme
Audit Institutions (ISSAI): Principles of Transparency and Accountability ISSAI 20) and Principles of
Transparency —Good Practice (ISSAI 21).

In these documents (INTOSAI, 2010b and 2010c), SAls are urged to apply to their own case the
principles of transparency and accountability. As observed by Garde-Sanchez et al. (2014) and Gonzalez
et al. (2013), ISSAI 20 establishes the principles of transparency and accountability for SAIs to help
them become leaders in practices of good governance, while ISSAI 21 describes real-world experiences
among SAls of good practices for each instance of the principles of transparency and accountability
addressed in ISSAI 20.
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In this regard, the implementation of ICTs, especially the Internet, to promote transparency and ac-
countability plays a fundamental role in the disclosure of public information (Caba-Pérez, Rodriguez-
Bolivar, & Lépez-Hernandez, 2008; Serrano Cinca, Rueda Tomas, &Portillo Tarragona, 2009; Lim &
Lee, 2012; Rodriguez Bolivar, Alcaide Muifioz, & Lopez Herndndez, 2013). The use of new technologies
enables the SAIs to inform society of their legal competences, their work processes, their activities and
their products, making this information readily accessible and transparent, whilst facilitating open com-
munication with the media and other interested parties. In consequence, the SAls constitute a visible
element within the public space (INTOSAI, 2010b).

Previous research has studied transparency and the use of new technologies in public entities, which
have mainly focused on fiscal transparency and the dissemination of financial information through the
Internet, as well as the possible determining factors (Purén-Cid & Rodriguez-Bolivar, 2018; Cicatiello,
De Simone, & Gaeta, 2017; Alcaide, Rodriguez, & Lopez, 2017; Rios, Benito, & Bastida, 2013). How-
ever, the transparency of the SAIs has been poorly analyzed. Gonzalez et al. (2013) studied the general
communication strategy of the SAIs and note the importance of the use of social media and Websites,
highlighting the need for implementation and development of these tools in the control institutions.

Alcaide-Muifioz et al. (2013) analyzed the communication practices for the SAIs of the Spanish re-
gions, carrying out a comparison with the INTOSAI proposals. These authors indicate that the Spanish
regional SAIs disclosed in their websites an important part of the information established by the ISSAI
20. Thus, the Webs published information about the reports, their conclusions and recommendations
and, sometimes, indicators. In terms of design and navigability, websites were basically static, not al-
lowing interaction with stakeholders.

Also, Garde-Sanchez et al. (2014) have analyzed in depth Spanish regional SAIs, and they contrasted
the Webs with the INTOSALI principles (2010b and 2010c). These authors highlighted the dissemination
of information regarding planning and management of audits over other aspects. Likewise, they pointed
out that the design of the websites considers the needs of different stakeholders, but, in their opinion,
the main weakness was the lack of interaction with users. It also highlighted that the information is not
published on time or not easily manageable.

Thus, it is necessary to continue with the study of the disclosure practices of the SAIs, since it will
allow citizens, organizations and researchers to know how the public audit institutions disclose and what
the areas could be improved. Thus, the authors believe that a comparative study is necessary, timely and
appropriate. In this sense, the study of SAls in a specific geographic area can be interesting to advance in
the knowledge of the transparency practices of these institutions. In this sense, many countries in Latin
America have reformed their public accounting systems to increase transparency and improve manage-
ment (Caba & Ldpez, 2007, 2009; Araya Leandro, Caba Pérez, & Lopez Hernandez, 2011; Caba Pérez,
Lépez Hernandez, & Ortiz Rodriguez, 2009). In addition, in recent years the SAls of these countries
have increased their budgets (INTOSAI, 2017). Therefore, an analysis of Latin American area could be
of great interested.
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EMPIRICAL STUDY
Sample Selection

INTOSALI is composed of seven large regional associations, whose main purpose is to implement the
INTOSALI principles in their respective areas. One such association is Organization of Latin Ameri-
can and Caribbean Supreme Audit Institutions (OLACEFS), which comprises the SAIs for the South
America and Caribbean countries. Although all these SAIs have previous antecedents, an important part
of them were founded between the 20s and 30s of the last century (Table 1), some of them (e.g. Bolivia,
Chile, Colombia or Ecuador) as a result of the Kemmerer missions (see Drake, 1989). However, the
socio-political events (democratization, market and institutional reforms) present similarities throughout
the region, which has meant the rise to a new order (Jordana & Levi-Faur, 2005). In the case of audit
institutions, this evolution has led to the fact that almost all SAIs have undergone significant changes
in their structure and regulation in the last quarter of the twentieth century and early twenty-first. Most
of the SAIs have a unipersonal structure (Auditor General), while in seven of the twenty that has been
studied there is a Committee (Table 1).

In October 2009, the Declaration of Asuncidn on Principles of Accountability (Organization of Latin
American and Caribbean Supreme Audit Institutions [OLACEFS], 2010) was approved by the delegates
of the XIX General Assembly of the OLACEFS, achieving a common vision and providing a greater
importance of the SAIs. Nevertheless, despite the important role played by SAIs in the functioning of
government agencies and in promoting transparency, little is known about the development of these
functions in this geographic area.

The implementation of the same advances is sought to improve the transparency and accountability
of OLACEFS members. In this line, in the global survey carried out by INTOSAI the SAls that make
up of the OLACEFS reported a significant increase in their average budget for the years from 2014
to 2017 (INTOSALI, 2017). According to the audit institutions of this region, SAIs’ freedom to obtain
timely and unconstrained information is averaged compared to other geographical areas, but the right
to report on audit findings [...] remains a challenge to SAI independence/...], the data show that more
SAls need to exercise their obligation to report on their work as well, particularly SAls in developing
countries INTOSALIL 2017, p. 22) and SAls in Latin American do not present a high level in this point.
In addition, only 17% of OLACEFS members have carried out and assessment of their performance
(INTOSALI, 2017, p. 28).

Hence, Latin American SAls are interesting because their current configuration is recent, and they
have made important investor efforts in public control. They also face similar contexts, with important
institutional reforms. So, it could be very useful to conduct a preliminary investigation to determine the
extent to which the organisations that form part of OLACEFS are implementing policies to improve
their transparency and accountability to stakeholders, and whether they are using ICTs, and especially
the Internet, as a vital element in their information disclosure.
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Thus, in this paper, authors review the official websites of the SAIs in this area, examining both
their content and the context in which the information disclosure occurs. To achieve this, the authors
conducted an information search, finding that of the 22 SAIls that constitute the OLACEFS, 20 have a
website available. For Cuba and Republic of the Netherlands Antilles, it was not possible to consult the
Websites. Therefore, the sample considered for analysis in the research is composed of 20 SAIs (Table 1).

Research Method

To achieve the stated goals of this empirical study, an analytical model was created to evaluate informa-
tion disclosure by the SAls, examining the main aspects of their information content and the context in
which this communication took place.

In the first stage of the study, the researchers analysed the information content provided on the web-
sites of the SAIs belonging to the OLACEEFS. To this end, the INTOSAI guidelines for improving the
transparency and accountability of SAIs (ISSAI 21) were followed. The evaluation model described by
Alcaide-Muiioz et al. (2013) was then applied to record the online information disclosure of ten aspects
of SAI activity considered in ISSAI 21 (Table 2).

In the second part of the analysis, the researchers reviewed the design, navigability and context of the
information disclosure provided, taking into account, in line with previous research in this area (Caba,
Lépez y Rodriguez, 2005; Pettersen & Solstad, 2007; Caba et al., 2008; Gallego, Rodriguez, & Garcia,
2011), firstly the design and navigability of the website and then its usability. To classify each of these
aspects, following previous practice (Caba et al., 2008; Garde-Sanchez et al., 2014), adopting a binary
dichotomous evaluation system (0/1) according to the absence or presence of each aspect on the website
(Table 3). This approach was adopted in order to minimise subjectivity in the assessment. When a given
aspect was defined by several items, the score assigned was divided evenly (Ho, Tower, & Barako, 2008).

The data were compiled for the authors during April 2018, by viewing all available websites of the
OLACEFS SAIs.

Results and Discussion

Table 4 presents the information provided by all the SAIs belonging to OLACEEFS, in accordance with
the INTOSALI guidelines.

Overall, these SAIs disclose three quarters (77,5%) of the items required by ISSAI 20 and 21. In fact,
seven of the ten principles have a rate of diffusion greater than 80%. Thus, all the SAIs in the sample
publish full information on legal mandate and include the audit reports on their websites. Similarly, a
large majority (90%, all but two SAls — “Contraloria General del Estado” of Ecuador and “Tribunal de
Cuentas” of Uruguay—) use their website to interact with citizens, enabling them, publicly and through
a formal mechanism, to present complaints and suggestions related to the audit activity carried out by
the SAIL The same level of SAIs (all of them except Paraguay and Venezuela) disclose an annual report
about the results, as stipulated in principle 6 of ISSAI 21. Finally, only three (“Contraloria General” of
Chile, “Corte de Cuentas” of El Salvador and “Contraloria General de Cuentas” of Guatemala) do not
divulge the ethical codes, policies and practices that they apply in their audit processes.

On the contrary, only seven SAls disclose information about the contracts they conclude in order to
carry out their assigned tasks and roles, as stipulated in principle 5 of ISSAI 21. In addition, less than
half (45%) publish their conclusions and recommendations resulting from the audits.
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Furthermore, the disclosure made by each of the SAls reveals variability. On the one hand, three
SAls include in the website all the information requested by INTOSAL These are the SAIs of Bolivia,
Nicaragua and Dominican Republic. Similarly, four SAIs report on 9 of the 10 criteria established by
ISSAI 21, only failing to provide online information on the contracts they have concluded (“Tribunal
de Cuentas” of Brasil, “Contraloria General” of Colombia and “Auditoria Superior de la Federacion”
of Mexico), or the planned performance audits (“Contraloria General de la Republica” of Costa Rica).

At the opposite end of the spectrum is the SAI of Venezuela, that reporting on five of the ten principle
established by INTOSALI Hardly better, complying with six principles, are another five SAIs (Chile, El
Salvador, Paraguay, Peru and Uruguay). The remaining SAls are in an intermediate position regarding
the online provision of information about their activities.

Overall, the results for Latin American SAIs show a level of compliance with the criteria established
by the ISSAIs very similar to those observed in the studies carried out in the Spanish regional SAIs
(Alcaide-Muiioz et al., 2013; Garde-Sanchez et al., 2014). However, it is necessary to highlight the
lower level observed in the dissemination of contracts (Principle 5) and the publication of conclusions
drawn and recommendations (Principle 7). In this sense, the information provided to citizens cannot be
understandable since they do not always offer the summarized and simplified information that presents
the main findings of the audits. In addition, the non-publication of contracts implies a lack of transpar-
ency that should be avoided in this type of institution.

On the other hand, the analyzed entities have better compliance status of principle 9 (provide formal
mechanisms by which the public can express specific complaints and make suggestions regarding audits)
than those analyzed by Alcaide-Muiioz et al., (2013) and Garde-Sanchez et al., (2014). This situation
supposes a better communication between the stakeholders and the SAIs.

With respect to the second part of this study, focused on the form of information disclosure, examin-
ing basic questions about the design, navigability and usability of each website, Table 5 and 6 present
the data obtained and an overall summary for the 20 OLACEFS members.

The results show that these SAls score well for the design and navigability of their websites, with
an average total score of 2 out of 3. But only three institutions achieve the maximum rating and another
two score 2.5 out of 3. In the same way, the usability parameters considered reflect similar results, with
an average score of 2.03 out of 3. However, only one SAI (Mexico) reaches the maximum score and two
others (Brasil and Uruguay) get a score of 2.75.

A detailed analysis of the data obtained for navigability and design shows that all of the websites state
the corresponding title in the website heading. The content scores 0.75, but this result is due to the fact
that all websites allow the user to directly print the information content, but only ten of them indicate
that the content of the web it’s of its own. The lowest-scoring parameter is that for navigability because
only five SAls include a map showing the content that is available.

The usability observe three aspects too. The availability of formats for data processing is very high,
but “xls format” is only reachable in the case of Mexico. The accessibility scores 0.85 out of 1. The
information can be downloaded from the websites for free in all the cases except in Chile, while five
of twenty cases, the web does not include information in audio or visual format. The main weaknesses
observed in the usability of these websites concern the item about search and interactivity. Only five
SAIs provide the personal contacts of responsible persons for the information of the websites. A basic
search tool was included in thirteen of the websites, but advanced search tools were present in ten cases.
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By countries, the average score obtained was 4.03 out of 6, but there was considerable variance in
the design and usability of their websites. Thus, the websites of “Auditoria Superior de la Federacién”
of Mexico had the best rating in this section (5.5 out of 6), followed by the websites of the Costa Rica
(5.25 out of 6) and the SAIs of Dominican Republic (5 out of 6). The poorest performers in this respect
were the websites of the SAI of El Salvador (3 out of 6) and those of the SAIs of Chile, Panama, Peru
and Venezuela (3.25 out of 6 in each case).

The websites of the analyzed SAIs show better results than those obtained by Alcaide-Mufioz et al.
(2013) and Garde-Séanchez et al. (2014) in the Spanish regional institutions both the score in design and
navigability, also in usability. Although the interaction with the stakeholders is limited, the main difference
is that the websites of the Latin American SAIs provide information that can be manipulated (in almost
all the Webs the information can be obtained in Xml or Xbrl format). There is also multimedia informa-
tion that helps to understand the reports and published documentation. This information, together with
the channels to present complaints and suggestions (principle 9 mentioned above), allows us to affirm
that the institutions that make up the OLACEFS have a considerable presence on the Internet, contrary
to what was observed at the time by Gonzalez-Diaz et al. (2013). Among the reforms of recent years,
Latin American countries have enacted transparency laws. The article by Searson & Johnson (2010)
found no relationship between transparency laws and the level of information disseminated on the web-
sites of Latin American governments, although the authors themselves pointed out that Transparency
and freedom of information laws in most Latin American countries are remove new so it may take time
to see the results exhibited on Latin American government Web sites (Searson & Johnson, 2010, p.124).
This could be the reason for the level achieved in the navigability and the usability of the websites of
the SAIs in this study. Another possible justification is the pressure from international organizations.
These entities receive resources to developing countries from international organizations, requesting in
exchange, among other issues, the improvement in the transparency of governments (see, for example,
International Monetary Fund, 2001).

Therefore, the supervisory entities that constitute OLACEFS should continue to further strengthen
their online communication, so that the efforts being made to improve the transparency and accountability
of public sector administrations in the area may be accompanied by a corresponding improvement in the
transparency of the entities responsible for the control and supervision of governmental economic activity.
However, in view of the specific cultural characteristics of the countries analysed, and their influence on
economic management and information management systems (Caba & Loépez, 2007, 2009; Araya et al.,
2011; Caba et al., 2009), the authors consider it very satisfactory that many SAls, in this initial analysis,
obtained high scores for transparency and for the level of development of their websites. This outcome
means that working groups can be created within this geographical area to facilitate website development
and to foster the adoption of the transparency and accountability principles recommended by INTOSAL

CONCLUSION

In recent years, the context in which governments and other public organisations operate has required
them to provide greater transparency and accountability. However, in addition to public bodies’ own
efforts to respond more effectively to stakeholders’ information needs, it is necessary to reinforce the
activity of control and supervisory organisations. In this respect, the SAIs must contribute to increasing
the credibility of the information provided by public administrations. Moreover, these institutions must
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respond to the challenge of improving their own policies regarding transparency and communication with
citizens and with other public administrations. Hence, the SAIs themselves, through INTOSAI (2010,
p- 2), consider communication to be a strategic element within audit practice.

Declarations have been made and improvement plans designed to increase the accountability and
transparency of the SAIs. The goal of achieving effective internal and external communication has been
addressed in two basic pronouncements: ISSAI 20, on principles of transparency and accountability, and
ISSAI 21, which catalogues and presents good practices in the field of transparency. The application of
these principles and practices has been studied mainly with respect to developed countries, particularly
in Europe (Garde-Sanchez et al., 2014; Gonzalez-Diaz et al., 2013), and much less so for other realities
and sociopolitical contexts.

This study presents an initial analysis of the level of transparency and accountability of the SAIs
that form part of OLACEFS, obtained from an evaluation of their respective websites, to determine the
extent to which these organisations respond to the principles and criteria established by ISSAI 20 and
21, as well as to assess the design, navigability and usability of their websites.

The observation of Webs notes the interaction between the SAls and their stakeholders must be im-
proved. However, the websites examined are acceptable in terms of design and navigability, complying
with many of the parameters considered. The level for usability is similar. In both cases it is higher than
in previous studies, highlighting the efforts made by these SAls in their IT infrastructures.

Regarding compliance with the principles and recommendations set out in ISSAI 20 and 21, the
researchers find that there is heterogeneity among the SAls considered, but the level of institutional
information disclosure is, in general, quite high. Nevertheless some important issues are published in a
limited number of cases, as the cases of the contracts they conclude, the divulgation of the conclusions
and recommendations of the audits or even the audits planning.

Finally, the limitations of this study must be acknowledged. Firstly, the parameters studied regard-
ing the implementation of the ISSAI principles are very generic, and future research should analyse
the implementation of these principles in greater detail. It would also be interesting to study influential
factors online transparency of audit institutions. In addition, it would be useful to compare the results
obtained in this study with those from other geographic areas, such as Middle East or Southeast Asia,
to enhance our understanding of the communication policies of SAIs in developing countries elsewhere
and to identify their similarities and differences.
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KEY TERMS AND DEFINITIONS

Communication Strategy: Guidelines for action about what, how, and where to communicate the
activities and results carried out by the institutions.

INTOSALI: International organization of public sector audit institutions. It issues pronouncements
and guides of good practices for the realization of public audits.

ISSAIs: Professional standards and best practice guidelines for public sector auditors, officially
authorized and endorsed by the International Organization of Supreme Audit Institutions INTOSAI).

OLACEFS: Organization of public audit institutions in Latin America and the Caribbean. It is a
forum to exchange ideas and experiences related to government control. It is one of the regional groups
that make up INTOSAL

Supreme Audit Institutions (SAlIs): Independent public institutions; they are accountable to the
stakeholders (mainly legislative bodies and citizens) controlling the use of public money by public entities.
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Table 1. OLACEFS members

Venezuela

and Vice-auditor

Members Foundation Structure ‘Website

Auditoria General 1992 Committee -
de la Nacion de Argentina (7 members) -agn.gov-
Auditoria General de Belice 1887 Auditor General www.audit.gov.bz
Contraloria General
del Estado Plurinacional de 1929 Auditor General www.contraloria.gob.bo
Bolivia
Tribunal de Cuentas 1891 Committee Www.tew.gov.br
de la Union de Brasil (9 members) eu.gov.
Contraloria General . .
de la Repblica de Chile 1927 Auditor General www.contraloria.cl
Contraloria General 1923 Auditor General www.contraloria.eov.co
de la Republica de Colombia and Vice-auditor ’ -EOV-
Contraloria General .
de la Repblica de Costa Rica 1950 Auditor General WWW.CEI.Z0.CT
Contraloria General del Estado Aud1t9r General .

P 1927 and Vice- www.contraloria.gob.ec
de la Republica del Ecuador .

auditors(2)

Corte de Cuentas Committee
de la Republica de El Salvador 1939 (5 members) www.cortedecuentas.gob.sv
Contraloria General de Cuentas Aud1t9r General .

P 1985 and Vice- www.contraloria.gob.gt
de la Republica de Guatemala .

auditors(3)

Tribunal Superior de Cuentas Committee
de la Republica de Honduras 2002 (7 members) www.tsc.gob.hin
Auditoria Superior .
de la Federacion de México 2000 Auditor General www.asf.gob.mx
Contraloria General 1979 Committee WWW.Cer.gob.ni
de la Republica de Nicaragua (5 members) Cer-gob-
Contraloria General 1941 Auditor General www.contraloria.cob.pa
de la Republica de Panama and Vice-auditor ’ -£00-P
Contraloria General 1994 Auditor General www.contraloria.eov
de la Republica de Paraguay and Vice-auditor ’ -BOV-PY
Contraloria General . .
de la Repiiblica de Perd 1929 Auditor General www.contraloria.gob.pe
Oficina del Contralor del Estado 1952 Auditor General WWW.OCDE. 80V.Dr
Libre Asociado de Puerto Rico and Vice-auditor -ocprgov-p
Céamara de Cuentas Committee
de la Repiblica Dominicana 1942 (5 members) www.camaradecuentas.gob.do
Tribunal de Cuentas 1934 Committee Www.icr.ub.u
de la Republica del Uruguay (7 members) ergub-uy
Contraloria General de la .
Reptblica Bolivariana de 1938 Auditor General www.cgr.gob.ve

216

- printed on 2/8/2023 11:16 AMvia .

Al'l use subject to https://ww. ebsco.conitermns-of-use



http://www.agn.gov.ar
http://www.audit.gov.bz
http://www.contraloria.gob.bo
http://www.tcu.gov.br
http://www.contraloria.cl
http://www.contraloria.gov.co
http://www.cgr.go.cr
http://www.contraloria.gob.ec
http://www.cortedecuentas.gob.sv
http://www.contraloria.gob.gt
http://www.tsc.gob.hn
http://www.asf.gob.mx
http://www.cgr.gob.ni
http://www.contraloria.gob.pa
http://www.contraloria.gov.py
http://www.contraloria.gob.pe
http://www.ocpr.gov.pr
http://www.camaradecuentas.gob.do
http://www.tcr.gub.uy
http://www.cgr.gob.ve

EBSCChost -

printed on 2/8/2023 11:16 AMvia .

Transparency in Latin American and Caribbean Supreme Auditing Institutions

Table 2. Compliance with the principles and good practices of ISSAI 21 on the SAls’ websites

Content Provided on the SAIs Websites

ISSAI 21

Score

1. Most websites have a heading entitled “Legislation” or “Legal

express specific complaints and make suggestions regarding audits.

mandate”, which details the legal framework under which the SAI Principle 1 0/1
operates.
2..Tl?c majority of SAls publish details of their mandate, responsibilities, Principle 2 o1
mission and strategy.
3. Most websites have a section presenting the organisation’s institutional Principle 3 o1
activities.
4. The SAIs publish a list of planned audits on their website. Principle 3 0/1
5. The SAIs publish the values, ethical code or standards of professional Princinle 4 o1
conduct to which they adhere. P
6. The SAIs publish the contracts they conclude. Principle 5 0/1
7. The SAISs publish an annual report including performance indicators Principle 6 o1
and results.
8. The SAIs publish the conclusions drawn and recommendations arising L

. . Principle 7 0/1
from their audits.
9. Most of the. SAIs meet the minimum requirement of publishing their Principle 8 o1
complete audit reports on the website.
10. The SAIs provide formal mechanisms by which the public can Principle 9 o1
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Table 3. Model evaluating the design, navigability and usability of websites

Concept Item Score
m
Design and Navigability of Websites DI=3Y g
i=1

a) Headings

The SAI web pages each have a
heading.

0/1 according to the absence / presence of this
item

b) Characteristics of website content

b.1. The website allows the visitor to
print the contents.

b.2. The website indicates that its
content is copyright.

0/0.5 according to the absence / presence of each
item

¢) Characteristics of website navigability

A web map showing the contents is

0/1 according to the absence / presence of this

available item

m
Usability Ul=%gi

i=1

html

d) Electronic formats used to process -pdf or .doc 0/0.25 according to the absence / presence of each
audit reports Xml and Xbrl item
Xls

e) Search and interactivity

e.l. A basic search tool is included.

e.2. An advanced search tool is
included.

e.3. A different e-mail address to the
webmaster’s is provided to request
information or explanations.

e.4. Personal contacts with
responsible persons of the SAI
for the information provided are
supplied on the website.

0/0.25 according to the absence / presence of each
item

f) Characteristics of accessibility

f.1. The website includes information
in audio and/or visual formats.

f.2. All information provided on the
website is freeware and it can be
downloaded.

0/0.5 according to the absence / presence of each
item
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Chapter 12

To Monitor and Detect
Suspicious Transactions
in a Financial Transaction
System Through Database
Forensic Audit and Rule-Based
Outlier Detection Model

Harmeet Kaur Khanuja
Marathwada Mitra Mandal’s College of Engineering, India

Dattatraya Adane
Shri Ramdeobaba College of Engineering and Management, India

ABSTRACT

The objective of this chapter is to monitor database transactions and provide information accountability
to databases. It provides a methodology to retrieve and standardize different audit logs in a uniform
XML format which are extracted from different databases. The financial transactions obtained through
audit logs are then analyzed with database forensic audit. The transactions are examined, detected, and
classified as per regulations and well-defined RBI antimony laundering rules to obtain outliers and sus-
picious transactions within audit logs. Bayesian network is used in this research to represent rule-based
outlier detection model which identifies the risk level of the suspicious transactions.

INTRODUCTION

As per, FICCI- Federation of Indian Chambers of Commerce and Industry — Pinkerton India Risk Sur-
vey 2017, ‘Information & Cyber Insecurity’ has become more distinct due to the change that the nation
which is undergoing towards digitization of various assets. It is said in the FICCI release, that the recent
demonetization saw a spike in the number of people resorting to online platforms for financial transac-
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tions. This is posturing greater risks for users, including businesses, e-commerce etc. Also there is tre-
mendous increase in subscribers to the Unique Identification Number (UIN) where personal information
is stored as data which are linked to the banking details. The businesses are legally required to retain
certain types of information and data in their databases for various periods of time as per requirements
in every state and country; hence it becomes critical to stop deleting any form of electronic records that
might be related to the case. This is giving opportunities to hackers to commit a breach. This may also
lead to increase in existing risks in the cyber domain, such as money laundering and identity theft.

In developing countries, the security is becoming complicated with rapid expansion of access to the
Internet, an unprecedented understanding of technology, increasing economic competition, and the push
to achieve greater efficiencies. The technological advancement and the globalization of online banking
provisions for finance and the payment systems have widened the scope of concealing illegal money
and easy mobility of funds across the borders. These are known as suspicious activities or illegal trans-
actions incorporating money laundering. In financial transactions, people hide their actions through a
series of steps that make it look like money coming from illegal or unethical sources which was earned
legitimately. Financial institutions are required to keep an eye on database transactions to detect the
abnormality or any suspicious activity carried out if any. This will prevent such cases and submit the
detailed reports to the regulatory bodies.

Indeed, in today’s business world, almost all applications use databases to manage data. Here the
focus is on databases of banking transactions. Fraudulent banking activities are becoming more and
more sophisticated which is threatening the security and trust of online banking business resulting as a
major issue for handling financial crimes. It is now a global problem which can undermine the integrity
and stability of financial markets and financial institutions. Moreover it is becoming challenging due to
the Money Laundering practices carried over.

In view of this, the government act like Sarbanes-Oxley Audit Requirements (SOX) (“Sarbanes Oxley
Audit Requirements”, 2018) has an immense impact on database auditing requirements. Consequently,
the monitoring systems and log collection must provide an audit trail of all the activities and access to
sensitive business information. As per Reserve Bank of India (RBI) (“Master Direction - Know Your
Customer (KYC) Direction”, (2016)), the Banks and Financial institutions should exercise ongoing
due diligence concerning every customer and carefully examine the transactions to ensure that they are
consistent with the customer’s profile and source of funds as per extant instructions. The Regulations
of Reserve Bank of India for Anti-money Laundering (AML) defines the standard rules for suspecting
the illegal transactions. The AML systems produce large volumes of work items, but very few results
in quality investigations or actionable results. Effective and efficient detection of Anti Money Launder-
ing is regarded as a major challenge to all the banks and is an increasing cause for concern. One way to
ensure this is to keep end-to-end accountability of databases through continuous assurance technology
and transaction monitoring with Digital forensics. This has motivated us to develop a methodology
which monitors the database transactions and retain evidences to prove the transactions to be legitimate
or suspicious. The suspicious transactions can then be used for investigations to reconstruct the illegal
activity carried out in an organization. This can be achieved by incorporating information accountability
in Database Management System.

This chapter presents a comprehensive discussion of a proposed methodology to detect suspicious
transactions through forensic audit in a financial scenario which considers standard RBI rules imple-
mented for countering frauds such as money laundering. The information retrieved through database audit
logs is used to analyze hidden values. The suspected transactions are verified using Dempster-Shafer’s
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theory of evidence, a reasoning technique that provides a way to encode uncertainty more naturally by
determining risk level of the suspected transactions. The proposed methodology will facilitate digital
investigators or auditors with decisive information for further investigations.

BACKGROUND OF THE STUDY

As per the survey, various crimes have taken place during the last decades. The Basel Institute on Gov-
ernance shows the Basel AML Index (Base AML Index Report (2017)) which provides annual ranking
assessment of country risk regarding money laundering/terrorism financing etc. It focuses on anti-money
laundering and counters terrorist financing (AML/CTF) frameworks. The Annual Basel AML Index ranks
140 countries in terms of risk of money laundering and ‘terrorism’ financing. It released its annual Anti
Money Laundering index in 2017. As per Basel AML Index report the risk statistics for some countries
are shown in Figure 1a and Figure 1b. Each indicator is descaled into a 0 (low risk) to 10 (high risk) scale.

As per Basel AML Index, the factors which are leading to high risk ranking are predicted which are
shown in Figure 2.

Thus the increasing intensity of risks and the ongoing changes in cybercrime requires database moni-
toring, auditing and digital investigations by digital forensic practitioners which is becoming mandate
by different regulation bodies.

Database Auditing Requirement for Regulation Bodies

Figure 3 shows the various requirement and technology/techniques as said (Nick, 2016), which are
adapted to the regulatory compliance.

Government regulations and increased awareness of security have increased the auditing require-
ments. The government regulations have impacted information technology systems and the auditing
requirements of organizations. Some of these regulations have specifically influenced the auditing of the
databases. The three government acts like, Payment Card Industry compliance PCI DSS (PCI Payment
Card Industry Data Security Standard.), Health Insurance Portability and Accountability Act (HIPAA)
and Sarbanes-Oxley have a significant impact on database auditing requirements. These Regulations
require that access to sensitive data should be adequately monitored and managed. Ultimately, regardless

Figure la. Overall score based on a new FATF evaluation, which includes an effectiveness assessment

South Asia
Afghanistan 8.38
Nepal 7.57
Sri Lanka * 7.15
Pakistan 6.64
Bangladesh * 5.79
India 5.58

226

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



To Monitor and Detect Suspicious Transactions in a Financial Transaction System

Figure 1b. Overall score based on a new FATF evaluation, which includes an effectiveness assessment

Top 15 higher risk in Europe & Central Asia

Tajikistan 8.28
Turkey 6.65
Ukraine 6.52
Kazakhstan 6.42
Kyrgyzstan 6.33
Russia 6.22
Uzbekistan 6.09
Bosnia-Herzegovina 5.91
Serbia * 5.76
Albania 5.75
Moldova 5.43
Hungary * 5.41
Italy * 5.41
Luxembourg 5.40
Georgia 5.37

Figure 2. Factors that can lead to high risk ranking

SHORTFALLS IN
THE AMUCFT

FINANCIAL

STANDARDS
AND

LACK OF PUBLIC - . oL
TRANSPARENCY RIGHTS AND
RULE OF LAW

of whether an outside organization has mandated database monitoring if the stored data is of significant
business value, the database should probably have appropriate monitoring in place to identify malicious
attacks and inappropriate use of data. Activity monitoring should align with the business value of the
information stored in the database and with the policies and requirements of the organization.

To get surety of compliance with government and industry regulations is a strenuous task. Database
auditing on a regular basis if adapted can meet the regulatory requirements safely and proactively.

HIGH LEVEL OF FRAMEWORK

PERCEIVED
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Figure 3. Regulation bodies

Need SOX HIPAA PCl
Requirement Technology / Requirement | Technology / Requirement Technology /
Technique Technique Technique
z Confidential Use, of encryption AllgPHImust | Use of strong Protect Encryption of data,.
] Information cannot be gxposed..| techniques and be kept encryptionwhen consumer credit | gnly authorized
§ tounauthorized entities. algorithms toensure confidential to | storing and card,, system oragents
= data is onlydivulgedto prevent transmitting informatien- have access to
g authorized individuals. unauthorized | confidential datain sensitive account
access. database. information.

Software pgeds 1o support Cryptographic hashes gnd,, | Records Use, integrity checking
z evidence that data has not robust integrity checks. should not mechanism thatapply
= been modified. modifiableby | principles of least
g unauthorized | privilegeand —_— —
= people or minimize risk of

entities. privilege escalation.

Availability of . finangial data to | General code reliability Record,, Designed to properly

authorized individuals. ,resistance of denial of Quners are handle errors and
5 service attacks, reliable guaranteed withstand denial of
] data storage, therightto service attack. P —emmeeees
'§ in case of access their Maintain eventlogs
< system failure. ownrecords. | tobe ableto

reconstruct.

Support role- based access Intesrating.Jntg larger
7 g and revocation of accounts. identity management
e framework like LDAP. S — e ——— Sus—
< S Review

Access rights.

Auditing andlogging of events | Logging,of system Any.Ackion Log information to Comply with,, | Lesging.2ll pertinent
! in system that process events such as shutdown, | that might be able toconstruct | peripdicaudits | accounttransactions
S o sensitive data restart or unusual need tobe a clear audittrail of | to demonstrate | and accesses.
¥ % Logs must not reveal events. traced must how a useror entity standards are
= 5 infor ionthat sy is Avoidance of |ogging, of be attempts to access adequately
2 sensitive data. documented. | and utilizeresources. | being met.

be
backed up.
DIGITAL FORENSICS

As per Digital Forensics Research Workshop (DFRWS) (Brian C., 2002), Digital forensics is defined
as the use of scientifically derived and proven methods towards the preservation, collection, validation,
identification, analysis, interpretation, documentation and presentation of digital evidence obtained
from digital sources. It facilitates to reconstruct the events found to be criminal or helping to anticipate
unauthorized actions shown to be disruptive to planned operations. The major phases of the processes
in Figure 4 shows tasks like identifying, preserving, analyzing, and presenting which are in a legally
acceptable manner.

Digital forensics as said (Raghavan, 2013) conducts investigations for the cases like an external in-
trusion, internal or external fraud, or if any compromise has happened with specific security policy. It
investigates the crime scene and requires disciplines that include law enforcement and skills for present-
ing evidence. The process has to establish and maintain a chain of custody as explained in next section
that has to be acceptable in a court of law.
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Figure 4. Digital forensics process
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digital evidence in a the data
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Establish and Maintain a Chain of Custody

While performing digital forensics for a civil lawsuit, acriminal investigation, or an administrative inquiry,
the authenticity and integrity of the evidence examined are very critical. The first step in the process of
Digital Forensics is to establish a chain of custody policy for an incident from victim’s databases which
often contain useful information during forensic investigations.

The goal of the policy ensures that each piece of evidence collected is accountable to an individual.
To define a complete chain of custody, one must consider the following:

Designate an evidence custodian and backup evidence custodian.

Build a limited-access evidence storage facility.

Log access and activity in the evidence storage facility.

Establish a Standard Operating Procedure (SOP) for collecting, marking, transporting, and storing
evidence.

e  Forms created must include information for a chain of custody, evidence marks, evidence logs,
etc.

° Each piece of evidence should be marked with a unique evidence number; the location, date, and
time at which it is collected;

e  Evidence logs track the evidence that enters and leaves the evidence storage facility and should
contain (at a minimum) a description of the evidence item (to include identifying numbers).

e  Audit the evidence storage facility and evidence logs and have someone other than the evidence
custodian account for all evidence on a regular basis.
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Establish Integrity

It is not enough to establish only the authenticity of your digital evidence; one also needs to verify its
integrity. Because digital evidence consists of easily altered magnetic, electronic, or optical signals that
cannot be seen or heard until hardware and software have interpreted them, special care must be taken to
prove that your evidence is not modified during its collection, analysis, or storage. The primary method
for determining integrity is the calculation of a hash value for each piece of evidence before and after it
has been analyzed. The general procedure for establishing the integrity of digital evidence is as follows:

Calculate a hash value of the digital evidence.
Conduct a digital forensic examination using the appropriate methods.

e  Calculate a second hash value of the digital evidence and compare it to the first value. If they
match, the digital evidence has maintained its integrity.

Research by Access Data and NIST (E. Barker et al., 2015) take the position that MD5 and SHA-1
algorithms are secure for use in establishing digital evidence integrity and conducting forensic analysis.

DATABASE FORENSIC TOOL FOR AUDITING

Database forensics is a stream of Digital Forensics which has become an important field of study. As
mention in the paper (M.S. Olivier, 2009) metadata contains useful information for investigation. Thus
Digital forensics technique identifies preserves and analyzes digital information which can be used as
evidences in civil and criminal legal proceedings. Also while investigation traditional forensic investiga-
tion focuses on volatile and non volatile operating system and selected application data. Applications
such as Internet Explorer are typically targeted by traditional digital forensic investigations. These in-
vestigations often neglect the database.

Figure 5. Scope of traditional and database forensic investigations

Scope of Traditional Scope of SQL Server
Forensic Investigation Forensic Investigation
S b | p— ‘.\ “I
‘ \ \
. L ’ '
App | DB - A
Server 4 Server -~ '
e L .
"""""" o/
Daabase .’

lllegal transaction b L
activity Additional Data Identified
* Bxecuted statements
* State of database data pre and
post unauthorized transactions
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However, when the database is ignored, it is obviously difficult and in some cases impossible for
investigators to determine database transactions that are suspicious during illegal activity. Database
forensics picks up where traditional investigations end by focusing on the database and further qualify-
ing and investigating digital intrusions to prove or disprove the occurrence of an unauthorized database
transactions. Figure 5 shows the scope of traditional and database forensic investigations.

As said (Olivier, 2009) Database forensics is a subset of application-based digital forensics, which
identifies preserves and analyses digital information within databases to produce evidence in a court of
law. It involves the application of digital forensics techniques in gathering evidence admissible in a court
of law from the database. It explores the use of different audit log files as key artifacts as the evidence
in different databases for investigation which holds clues that will help to piece together the incident
events for use as evidence in criminal legal proceedings. This field is now becoming an essential part
of many investigations due to the increased volume of information which is helpful in solving different
crimes and a large number of risks associated with the data stored on many databases.

As said in SQL Server database forensics (Fowler, 2009) with the database forensics procedure, we
can retrace SQL operations performed, reconstruct the deleted information, also compromised data
can be achieved with database artifacts as explained in next section. As said (Litchfield, 2007), SQL
operations leave plenty of forensic data around database infrastructure in the Oracle server for forensic
analysis. There is a LogMiner tool which allows an Oracle DBA and Forensic analyst to reconstruct the
actions taken on an Oracle database even if the auditing features have been turned off.

Digital investigators can monitor the database audit logs and can perform various procedures to detect
outliers within a database. The procedures of outlier detection can be done with data mining process.
This is more explained in next section.

Outlier Detection in Database Audit Logs

An outlier as said (Kuna et al., 2014) is defined as an observation that is significantly different from
the other data in its set. It is described (Kanhere et al., 2014) detecting these outliers in audit logs is
extremely useful, as their existence can provide the auditor with crucial information but finding anoma-
lies through manual queries or analyses of the audit logs’ stored data requires highly trained staff and
is a time-consuming process. Data mining techniques as said (Han et al., 2012) can be used to identify
these entries and analyze the information. Real databases contain anomalies related to different causes,
including errors in data collection, errors in the information systems, probable malicious actions, and
illegal transactions and so on. As described (Rafal et al., 2012) data mining algorithms like clustering,
mining frequent sets and data visualization techniques can be used for finding suspected transactions.
The audit trails signifying the detection of anomalous values must be eventually analyzed by the auditor
because the underlying cause of these outliers may imply a risk to the security or quality of the data.

As described in (Adedayo et al., 2015), the authors explained the ideal log setting for database fo-
rensics reconstruction. To process on audit trails it is important to identify database artifacts to retrieve
the relevant information for investigations. It is more explained in next section.

The most popular databases mainly Oracle RDBMS, IBM DB2 and Microsoft SQL server are used
for financial management systems where millions of transactions are carried out every day which results
in massive amount of data in the databases. Oracle Forensics (D. Litchfield, 2007) and MS SQL Server
Forensics (K. Fowler, 2009) tools have the scope of investigating the respective stand alone database

231

printed on 2/8/2023 11:16 AMvia . Al use subject to https://ww.ebsco.conlterns-of-use



To Monitor and Detect Suspicious Transactions in a Financial Transaction System

with its own schema and audit log structure. As mentioned in the paper (Khanuja. H et al, 2014) the
databases provide transaction logs where each transaction can be retraced but as per its own database
structure. Sometimes it also results in difficult situations where the database becomes inaccessible due
to technical failure or human errors.

It is a major problem with databases, that accidently while performing investigations on Oracle or
SQL server, with sudden a power failure or breakdown there are chances where a log file can get cor-
rupted or may also affect the transaction logs. So, there was indeed a requirement to build an investiga-
tion methodology which processes databases without the constraints of database structure and design.
Hence we have designed and developed a process with database forensics which monitors, collects the
traces of transactions irrespective of any database. With every transaction commit, the logs are extracted,
transformed and loaded in database forensic XML file. This will save the risk of getting the evidences
lost or corrupted from log files due to any breakdown. To begin with Database forensic investigations
were experimented on Oracle 11g and MSSQL Server 2008.

Database Artifact Collection

The existing capabilities available for auditing in databases like MS SQL Server (Create a Server Audit
and Database Audit Specification, 2018) and Oracle (Auditing Database Activity, 2018) are shown in
Figure 6.

The database artifacts like audit logs, trace files, database objects, a data cache, data dictionary table,
etc. contain valuable information. The most relevant database key artifacts are shown in Figure 7.

The digital investigations using relevant and appropriate artifacts can reduce the duration and finan-
cial cost of the respective investigation. It can increase the amount of relevant volatile data which can

Figure 6. Existing capabilities in databases

Function/Database Oracle MS SQL Server
What to log Successful / All objects, tables, views,
not successful operations procedures and triggers
When to log When Event-condition is |[Database startup / shutdown
satisfied
Where to log Database or operating system| Operating system
or XML
Fine-grained auditing Yes Yes
Result storage Table File or Table
Audit trail SYS.AUDS table NA (User defined
database name name for trace table)
Column based Yes Yes
search possible
Mechanism Selected user database action Composing rules
using audit features by GUI tools
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Figure 7. Database key artifacts

Database Key artifacts Information collected
Oracle DBA_ Audit Trail |Object Name, Action Name,
(SYS.AUDS$) Time Stamp, SQL_ Text
Session ID

MS SQL Server||SQL Server Profiler,|| Text Data, Login Name,
Default Trace File ||SPID (Server Process ID), End Time

be preserved after an incident. It also ensures that database investigation remains manageable. The SQL
transactions are extracted from these database key artifacts (database audit logs etc.) and are transformed
and loaded in Database Forensic XML. The section below explains the generation of Database Forensic
XML through database audit logs.

Generation of Database Forensic XML Through Audit Logs

Three different processes like Extract, Transform and Load (ETL process) is done to get XML files
through audit logs. The XML obtained gives the transaction records along with metadata of the trans-
actions. This metadata gives the evidence to be kept and produced in court of law. Figure 8 shows the
three subsequent processes of ETL.

The following steps explain the ETL process which can be implemented with Java programming
language.

1.  Establish the database connection.

EXTRACT the SQL transactions through database key artifacts (DBA_Audit_Trail, logs etc.) from
different database systems. For this, create and execute SQL query on log table retrieving attributes
username, time and text data (SQL Text).

Retrieve results from the resultset.

Create new audit XML file.

Iterate through the result set and read each record.

TRANSFORM the data from heterogeneous sources into one uniform format like uniform DATE
structure, equivalence of different attributes name with the same context. For this, convert date
and other numeric parameters into a uniform format.

7. LOAD/WRITE the resultant records along its metadata in audit XML file.

kW

Figure 8. ETL process

' ") ( ) ( )
EXTRACT TRANSFORM LOAD
SQL Transactions / data Bring the data in one
extraction through logs uniform format N m::'g:‘:: d"lz‘:::::u
of different database "| e.g, uniform DATE obtained in XML file
systems structure, equivalence of Save this file as :
(eg, Oracle, MS SQL different attributes name Database Forensic XML
L Server) ) L with same context ) [ )
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Figure 9. Generation of database forensic XML

Query Executed:
“Select username, DB to XML
OBJ_NAME, ACTION_NAME, Generation of
TIMESTAMP, SQL_TEXT, [ | Database Forensic
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Select %:ﬂdgrmndﬂmo. —»{ Database Forensic
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Activate
SQL Server Profiler
DB2:MS SQL

The generation of Database Forensic XML is shown in Figure 9.

The XML files obtained contain SQL transactions (DDL/DML statements) and detail information
like date, time and user of the transaction records. The researchers call these XML files as Database
Forensic XML.

During experimentation the researchers get OracleAudit.xml and SQLServerAudit.xml files which
are shown in Figure 10. The Database Forensic XML file generated from different database systems
should have at least three headers in common i.e., < username >, < timestamp > and < SQL Text >. The
XML files obtained are stored on a separate storage for further forensic analysis by third party analyzer.
To prevent the data from getting tampered, the researcher generates hash code of the XML segments
using the MD5 algorithm. The Database Forensic XML files obtained are parsed using SAX parser (the
Simple API for XML) in sequential order.

PROPOSED METHODOLOGY

1. Rule-Based Outlier Detection: For identifying outlier transactions the rules mentioned in Figure
11 are applied. Each and every transaction in the set of database forensic XML is checked against
each of the rules one by one. If the transaction is found suspicious according to a rule, then the
respective transaction is added to the outlier transactions list along with details of rule which marked
it as suspicious. Once all transactions are checked, the researchers get the outlier transactions list
which also contains the reason for suspicion.

2. Bayesian Classification: The outlier transactions list is used as input to Bayesian classification.
While going through the list, the reason for suspicion is checked to identify that under which cat-
egories (Account Activity, Amount, and Location) the transaction is suspicious. This analysis is then
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Figure 10. Database forensic XML

Oracle <ROW num="433">
<USERNAME>

Record 1

Record 2

Record n

MSSQL
Record 1

Record 2

Oracle XML File
(OracleAudit.xml)

BANKUSER</USERNAME> ®  Data Source
<OBJ_NAME>TRANSACTION</OBJ_NAME>

<ACTION_NAME>UPDATE</ACTION NAME>

<TIMESTAMP>S/11/2015 12:17:46</TIMESTAMP> b Time of Acquisition
<SQL_TEXT>UPDATE TRANSACTION SET ACCOUNTSTATUS :

ACCOUNTHOLDERID = :B2 WHERE TRANSACTIONID = :Bl-

<SQL_BIND> #1(6) :Active #2(14):5/8/2012 0:0:0 ¢ ——————=b
<SESSIONID>255084</SESSIONID> DDL/DML Transactions

</ROW>
<ROW num="434">

<USERNAME>BANKUSER</USERNAME>
<OBJ_NAME>TRANSACTION</OBJ_NAME>
<ACTION_NAME>INSERT</ACTION_NAME>
<TIMESTAMP>3/31/2015 23:33:10</TIMESTAMP>
<SQL_TEXT>INSERT INTO &quot;BANKUSEREQUOT:. &que

MSSQL XML File
<ROW> SQLServerAudit.xm
<USERNAME>H. { PC\Ha lus'lnnub » Data Source

<TIMESTAMP>2015-08-01 01:14:51.45</TIMESTAMP> = Time of Acquisition

<SQL_TEXT>INSERT INTO ([Bank].[dbo].(TRANSACTION]
‘Maharashtra‘, "India‘, 5000, "Rupees’, *self credit’
</ROW>

<ROW> DDU/DML Transactions
<USERNAME>Harmeet-PC\Harmeet</USERNAME>
<TIMESTAMP>2015-08-01 01:17:11.88</TIMESTAMP>
<SQL_TEXT>INSERT INTO (Bank].([dbo].([TRANSACTION]
*Maharashtra‘’, *India‘', 1900000, 'Rupees’, "self cred
</ROW>

<ROW>

<USERNAME>Harmeet-PC\Harmeet</USERNAME>
<TIMESTAMP>2015-08-01 01:41:01.51</TIMESTAMP>
<SQL_TEXT>INSERT INTO ([Bank].([dbo].[TRANSACTION]
*Maharashtra’, 'India‘, 35000, 'Rupees’, 'Others’, '08

Figure 11. Rules for outlier detection

Rules ([ Suspicious | Description

Category

Rule 1 || Account Sudden transactions in dormant account ie. previously inactive
Activity account.

Rule 2 || Account Deposit or withdrawal transactions on same day in different
Activity accounts of the same person.

Rule 3 || Transaction | A customer makes large value deposit or withdrawal transactions

Amount in an account.

Rule 4 || Transaction | The deposit or withdrawal transactions of aggregate value greater

Amount than reporting threshold i.e. the amount of each deposit or
withdrawal is not substantial, but the total of which is substantial

Rule 5 || Transaction [ A customer makes deposit or withdrawal transactions of value

Amount just under the reporting threshold.
Rule 6 || Transaction [ The transactions in which cash is withdrawn immediately after
Amount it iz deposited.
Rule 7 ([ Tr: ti Freq of withdrawal transactions is greater than
Amount threshold.
Rule 8 || Location The cash deposited to an account from high risk country.
Rule 9 ([ Location Cash deposited to same account from different locations
on same day.
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Figure 12. Rules for Bayesian classification

Account || Transaction || Location || Level Of Suspicion
Activity Amount
0 0 1] Non-suspicious
0 0 1 Low-suspicious
0 1 1] Low-suspicious
1 0 1] Low-suspicious
0 1 1 Medium-suspicious
1 0 1 Medium-suspicious
1 1 1] Medium-suspicious
1 1 1 High- suspicious

used to describe the risk level of suspicion. Figure 12 shows the Rules for Bayesian classification,
where 1 indicates the transaction is suspicious in the category and 0 indicates the transaction was
not found suspicious in the respective category. According to these 0, 1 values in three categories
the last column in the table indicates the risk level of suspicion.

RULE-BASED BAYESIAN CLASSIFICATION

Rule-based method is applied in sequential order on Database Forensic XML files. The XML files are
frequently collected for particular duration and are parsed using SAX parser. The parser parses the data
under three categories that is, Account, Amount or Location. The list of transaction records obtained
after applying the Rule-based classification method gives the initial belief of the transactions to be
suspicious. It says any activity violating the rules will be marked as suspicious. The Algorithm for each
Rule is defined and shown in subsequent sections. The transactions are categorized as per rules defined.
Each transaction is verified against RBI rules. If the transaction is found suspicious, it is added to
the outlier transactions list and marked as suspicious. The reason for suspicion is checked to identify
that under which categories (Account, Amount or Location) or particularly which rule the transaction is
suspicious. The Rule Based Bayesian Classification is implemented as explained in next section.

Proposed Algorithms for Rule-Based Outlier Detection

The notations used in algorithms are shown in Table 1.

Table 1. Notations used in algorithms

Notation Meaning

TrnsAudRecList list of audit records for customers’ transactions in a bank.

outTrnsList list of outlier transactions.
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Figure 13.

Algorithm 1: for Rule 1, Activity in dormantaccount

For each Trns from TrnsAudRecList,
get accountld for for Trns if(status
of accountld is Dormant)

mark Trns as outlier transaction
set reason for outlier as activity in dormant account

and add it to the outTrnsList
End
if End
For

Algorithm 1: Category: Account Activity
This codeis used to detect sudden transactions occurred in dormant accounti.e previously inactive account.

Algorithm 2: Category: Account Activity

This code is used to detect transactions like deposit or withdrawal of amount done on same day in dif-
ferent accounts of the same person.

Algorithm 3: Category: Amount Activity

This code is used to detect transactions of a customer who makes large value deposit or withdrawal of
amount in an account.

Figure 14.

Algorithm 2: for Rule 2, Transactions in different accounts of same person on same day

For each Transi from TrnsAudRecList,

get transactionDatej, accountHolderNamei and accountldj for Trnsi
For each Trnsj from TrnsAudRecList,
if (transactionDatej =transactionDatei)
get accountHolderNamej and accountld; for Trnsj
if((accountHolderNamej = accountHolderNamej)and(accountldj =

accountld;)) mark transaction for accountld; as outliertransaction
set reason for outlier as Transactions in accounts of same person on same day
and add it to the outTrnsList
End if
End if
End For
End For
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Figure 15.

Algorithm 3: for Rule 3, Large value transactions in an account

For each Trns fromTrnsAudRecList,
get amount and accountRiskCategoryThreshold for Trns
if(amount is greater than accountRiskCategoryThreshold)

mark Trns as outlier transaction
set reason for outlier as Large value transactions in an account

and add it to theoutTrnsList
End if
End For

Algorithm 4: Category: Amount Activity

This code is used to detect the deposit or withdrawal of transactions with aggregate value greater than
reporting threshold i.e. the amount of each deposit or withdrawal is not substantial, but the total of which
is substantial.

Algorithm 5: Category: Amount Activity

This code is used to detect if a customer makes deposit or withdrawal transactions of value just under
the reporting threshold.

Figure 16.

Algorithm 4: for Rule 4, Transactions of aggregate value greater than threshold

For each Transi from TrnsAudRecList,
set aggregateAmount=0;

get amounti, accountld;, transactionTypei and accountRiskCategoryThreshold; for Trnsi
For each Trnsj from TrnsAudRecList,
if((accountldj = accountldi)and(transactionTypej =transactionTypei))

set aggregateAmount=aggregateAmount +amountj

End if

End For

if((aggregateAmount is greater than accountRiskCategoryThreshold;)
mark transaction for accountldj as outliertransaction
set reason for outlier as aggregate value of transactions greater than threshold
and add it to the outTrnsList

End if

End For
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Algorithm 6: Category: Amount Activity

This code is used to detect transactions where cash is withdrawn immediately after it is deposited.
Algorithm 7: Category: Amount Activity

This code is used to detect the transactions whose frequency of withdrawal is greater than threshold.
Algorithm 8: Category: Location Activity

This code is used to detect the transactions if the cash is deposited to an account from high risk country
Algorithm 9: Category: Location Activity

This is code is used to detect the transactions if cash is deposited to same account at different locations
on same day

Figure 17.

Algorithm 5: for Rule 5, Transactions of value just under the reporting threshold

For each Trns fromTrnsAudRecList,

get amount and accountRiskCategoryThreshold(arct) for Trns

if((amount < arct)and(amount >(arct-10%)))
mark Trns as outlier transaction
set reason for outlier as transaction of value just under the reporting threshold

and add it to theoutTrnsList
End if
End For

Figure 18.

Algorithm 6: for Rule 6, Deposit transaction followed by immediate Withdrawal transaction

For each Trans;i from
TrnsAudRecList,

get accountldi, transactionTypei, transactionDatej and transactionTimeij for Trnsi
For each Trnsj from TrnsAudRecList,
if((accountldj = accountldj)and(transactionDatej =transactionDatej)and
(transactionTimej > transactionTimei)and(transactionTypei is a Deposit
transaction)and (trans actionTypej is a Withdrawl transaction))
mark Trnsj as outlier transaction
set reason for outlier as aggregate value of transactions greater than
threshold and add it to the outTrnsList
End if
End For
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Figure 19.

Algorithm 7: for Rule 7, Frequency of withdrawal transactions is greater than threshold

For each Trans;i from TrnsAudRecList,
get accountld;, transactionType;j for Trnsi
if(transactionTypej is withdrawal transaction)
if(withdrawalHashtable doesnot contain
accountld;)
add accountld; to withdrawalHashtable and set withdrawalFrequency=1
else
set withdrawalFrequency=withdrawalFrequency +1 in hashtable for accountld;
if((withdrawalFrequency is greater than
MaxWithdrawalFrequency) mark transaction for accountld;
as outliertransaction
set reason for outlier as Withdrawal transaction frequency greater than threshold

and add it to the outTrnsList
End if
End if
Endif
End For

Figure 20.

Algorithm 8: for Rule 8, Deposit to an account from High riskcountry

For each Trns fromTrnsAudRecList,
get transactionType and country for Trns
if((country € highRiskCountries)and(transactionType is

withdrawal transaction)) mark Trns as outlier transaction

set reason for outlier as Deposit to an account from High risk
country and add it to the outTrnsList
End if

Tand T

Algorithm 10: Rule Based Bayesian Classification

This code is used to set the level of suspicion based upon the category (Amount, Account and Location)
as shown in Figure 22.

Algorithmic Steps of Proposed System for Suspicious Transaction Detection

e  Extract traces of transactions from audit logs of MS SQL and Oracle server.

e  Perform ETL process on the records retrieved to generate Database Forensic XML.
e XML files obtained are verified using MD5 Hashing Algorithm.

e  Parse Database Forensic XML using SAX Parser to get list of audit records.

e  Rule Based Bayesian classification Algorithm is applied on list of audit records.
240
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Figure 21.

Algorithm 9: for Rule 9, Cash deposited to same account at different locations on same day

For each Transi from TrnsAudRecList,
get accountldi, transactionTypei, transactionDateij, transactionCountryi for Trnsi
if (transactionType; is a Deposit
transaction)) For each Trnsj
from TrnsAudRecList,
if((accountld; is equal to accountldi)and
(transactionDatej is equal to transactionDatei)and
(transactionCountryj is not same as
transactionCountryi)and (transactionTypej is a
Deposit transaction))

mark Trnsj as outlier transaction
set reason for outlier as Cash deposited to same account at different locations on
sameday and add it to the outTrnsList

End if
Endif

e  Generate outlier transaction report as per Rules.
e  We get the list of transactions labeled as normal or suspicious. This gives the initial belief of the
transactions to be suspicious.

The suspicious transactions received at various risk levels are represented using Bayesian network model
(“Bayesian networks - an introduction”, 2018), as explained in next section.

BAYESIAN NETWORK MODEL REPRESENTATION
FOR SUSPICIOUS TRANSACTIONS

The Bayesian network model for rule-based outlier detection in Figure 8 explains how the level of suspi-
cion is predicted for any transaction. The Transaction risk category value indicates the level of suspicion.
It can be non-suspicious, low, medium or high. The transaction risk category depends on three values;
the Account activity, Amount and Location.

e  The Account activity can either be suspicious or non-suspicious. The Account activity value de-
pends on the values of the transaction in dormant account and the value of transactions in different
accounts of the same person.

e  The Amount is indicated as either less than or greater than defined threshold value. The Amount
value is the result of transaction amount compared with thresholds defined according to the ac-
count category.

e  The location can be either suspicious or non-suspicious. The location depends on the frequency
of the deposit transactions to same account at different locations on same day and whether the
deposit transaction was carried out from the high risk country.
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Figure 22.

Algorithm 10: Rule Based Bayesian Classification

Set accountActivityCount = 0, amountCount = 0, locationCount = 0 For each Trns from
outTrnsList get reasonForOutlier

switch(reasonForOutlier)

case 1:Activity in dormant account
accountActivityCount = accountActivityCount + 1

case 2:Transactions in accounts of same person on same day
accountActivityCount = accountActivityCount + 1

case 3:Large value transactions in an account
amountCount = amountCount + 1

case 4:Aggregate value of transactions greater than threshold
amountCount = amountCount + 1

case 5:Transaction of value just under the reporting threshold
amountCount = amountCount + 1

case 6:Aggregate value of transactions greater than threshold
amountCount = amountCount + 1

case 7:Frequency of withdrawal transactions is greater than threshold
amountCount = amountCount + 1

case 8:Deposit to an account from High risk country
locationCount = locationCount + 1

case 9:Cash deposited to same account at different locations on same day
locationCount = locationCount + 1

End switch

if((accountActivityCount > 1) and (amountCount > 1) and (locationCount > 1))
set level of suspicion as High

else iff ((accountActivityCount > 1) and (amountCount > 1) and (locationCount = 0))or
((accountActivityCount > 1) and (amountCount = 0) and (locationCount > 1))or
((accountActivityCount = 0) and (amountCount > 1) and (locationCount > 1))]

set level of suspicion as Medium

else if[((accountActivityCount > 1) and (amountCount = 0) and (locationCount = 0))or
((accountActivityCount = 0) and (amountCount = 0) and (locationCount > 1))or
((accountActivityCount = 0) and (amountCount > 1) and (locationCount = 0))]

set level of suspicion as Low
else if((accountActivityCount = 0) and (amountCount = 0) and (locationCount = 0))
set level of suspicion as NS(Non-suspicious)

Figure 24 shows that when the account activity is non-suspicious, amount is less than threshold value
and the location is non-suspicious then the transaction risk category is non-suspicious.

Figure 25 shows that when the account activity is suspicious, amount is less than threshold value and
the location is non-suspicious then the transaction risk category is less-suspicious.

Figure 26 shows that when the account activity is suspicious, amount is greater than threshold value
and the location is non-suspicious then the transaction risk category is medium-suspicious.

Figure 12 shows that when the account activity is suspicious, amount is greater than threshold and
the location is suspicious then the transaction risk category is High-suspicious.
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Figure 23. Level of suspicion transactions

Values Values Values
lessThanThreshold Low Risk True
greaterThanThreshold @ Medium Risk @ False
o HIgh Risk
) Transagtions in Account Deposit trangaction from
different apcounts of High Risk kountry Values
same person lessThanThreshold
Values greaterThanThreshold
True
False “
o \ Deposit transactions in
Transaction in dormant Values same account at
account lessThanThreshold different locations on
greaterThanThreshold same day
Account A\cﬁ}w
\
Transactionin | Transactions in different Deposit transaction| Deposit transactions in
dormant account | accounts of same person| suspicous | nonSuspicous from same account at different
High Risk country |locations on same day suspicous | nonSuspicous
i lessThanThreshold iggg gggg . lessThanThreshold 1.000 0.000
greaterThanThreshold o5 250 greaterThanThreshold 1,000 0.000
False lessThaniThyeshold . : Fal lessThanThreshold 0.000 1,000]
greaterThanThreshold | 1.000) 0.000 e greaterThanThreshold 1.000 0.000
Transaction Risk Category
Location Amount Account Activity | noRisk lowRisk mediumRisk | highRisk
suspicous 0.000 0.000 1.000 0.000
ousicous lessTharitheeshald | @ oo 0.000 1.000 0.000 0.000
SUSpICcous 0.000 0.000 0.000 1.000
greaterthasiiveshold [ e icos 0.000 0.000 1.000 0.000
SUSpIcous 0.000 1.000 0.000 0.000
Susc lessTharitheeshald | s 1,000 0.000 0.000 0.000
nonsuspicous e ThanThreshoid | S90S 0.000 0.000 1.000 0.000
greateran T esnold I onsuspicous 0.000 1.000 0.000 0.000

DEMPSTER - SHAFER THEORY

Dempster - Shafer theory is based on the work of Arthur Dempster during the 1960’s and in particular
by Glenn Shafer’s treatise A Mathematical Theory of Evidence (Shafer 1976) or the theory of belief
functions for representing and reasoning with uncertain and imprecise information. This particular theory
is especially relevant for auditing and assurance as it focuses on evidence and evidential reasoning. This
theory of evidence provides a framework to deal with a system with uncertain information. Moreover
it is a generalization of the Bayesian theory of subjective probability such that it does not require prob-
abilities for each evidence of interest, but bases belief in the truth of an event on the probabilities of other
propositions or events related to it. Evidence theory provides an alternative to the traditional manner in
which probability theory is used to represent uncertainty by means of the specification of two degrees
of likelihood, belief and plausibility, for each event under consideration.

There are three basic functions that are important to understand and apply in Dempster Shafer theory
(Shafer 2002): the basic belief mass function or basic probability assignment (bpa) function which speci-
fies the belief mass distribution (e.g. m-values in our system) over all possible sub-sets of a frame of
discernment(0), the Belief function (Bel(s)), and the Plausibility function (PI(s)). A frame of discernment
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Figure 24. Non- suspicious transaction
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Figure 26. Medium suspicious transaction
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(also called a Universe of Discourse) in Dempster-Shafer is a set of mutually exclusive and exhaustive
possibilities/evidence. The Dempster Shafer theory of evidence assigns a belief mass m to every element
in the power set to the interval between 0 and 1, where the bpa of the null set is 0 and the summation of
the bpa of all the subsets of the power set is 1. The relationship of belief function, plausibility function
and ignorance (uncertainty) is shown in Figure 13.

Theory of Evidence: Rule of Combination

Dempster-Shafer is the theory of Evidence (Sentz K. et al, 2002) which is the practical way to combine
information received from various sources. The general procedure in DST is to collect the evidence,
combine the evidence and interpret the evidence. Individual evidences can be combined to form stronger
evidences as said in paper (S. Panigrahi. et al., 2009). Say, two evidences, represented in terms of the
bpa, m1 and m2 such that,

ZP:ml (P) =1land ZQ:mZ (Q) =1 (1)
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Figure 27. High suspicious transaction
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Figure 28. Relationship of belief function, plausibility function and ignorance (uncertainty)
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> my(P)m, (Q)‘ 3

PNQ=0 A=2 | PNQ=A

The bpa, represented by ‘m’, is often thought of as Bayesian probability. In DST, the bpa is defined as a
generalized Bayesian probability. Thus we can define the combination of basic probability assignments as

o m(P)m, (@)

m, (A) = (%)
(1 =3 (P)m, (Q))
for all A #@, and m12 (@) = 0. This satisfies XA = 1
The Belief function can be expressed in terms of the basic probability assignment, bpa:
m, (A) = Bez(A) =3"m (B) (6)

BeA

Given the belief function, Bel( 4 ) and as shown in Figure 13 we have Plausibility function given as

PI(A)=1- Bel(A) (7)

So a novel approach is used to analyze and assure the suspected transactions using Dempster Shafer
theory. Here, initial belief is set on the basis of two parameters that are transaction amount (lower to
higher value) and frequency of transactions (withdraw or deposit). These two parameters give the sup-
port of evidence for evaluating suspiciousness of the transaction. Secondly, a class is defined on Risk
categories (Low, medium and high risk category) which classify the customers in a bank depending upon
the Customer profile. It may contain information relating to Customer’s identity, social/financial status,
nature of business activity, information about his client’s business and their location etc. This gives us
additional support of evidence for evaluating the customer’s transaction.

Evaluating Risk Level of Suspicious Transactions Using Theory of Evidence

The digital evidences like number of times the occurrences of suspected account (transactions) and high
value transaction amount retrieved from the database audit logs is combined using theory of evidence.
Algorithm of proposed system for finding risk of suspicious transactions using Dempster Shafer theory
of evidence is as shown in Figure 29.

DST Analysis evaluates the suspicion of transaction which is combined output received from m1(s)
which indicates number of times Account transaction occurs and m2(s) indicates transaction with high
value amount.
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Figure 29.

Algorithm 11: DST Analysis

Input evidence 1: No. Of Transactions (noOfTransactions),
Input evidence 2: High Value TransationAmt (highValueTransAmt) of each Account
Result: To get suspicion level of transactions
while [each case (for the transactions of suspected Account)] do
get the initial belief values of the transaction
combine the evidences(noOfTransactions) mi(s), (highValueTransAmt) ma(s) and risk
category mi(s), ma(s)
calculate Belief (Bel(s)) and Plausability (P1( s))
if (Bel(s))> (PI( s)) then
degree of plausibility for transactions to be genuine is less
suspected transactions = more suspicious
else
degree of plausibility for transactions to be genuine is more
suspected transactions = less suspicious
end if
end while

DATA ANALYSIS, FINDINGS, AND DISCUSSIONS

The experiments were carried out on Banking log files. Initially the researchers extracted the transac-
tion records from the logs of Oracle and MS SQLServer. The transactions obtained from two different
databases through audit logs were in different formats. These transaction records were then transformed
and loaded in different but uniform XML segments as explained in subsections below.

ETL Process of Oracle Database

The traces of transactions in the Oracle database were recorded in data dictionary table DBA_AUDIT_
TRAIL (SYS.AUDS) as shown in Figure 30. Specifically the attributes like username, TIMESTAMP
and SQL_TEXT from "BANKUSER’ database was retrieved with the query as shown below:

The output extracted from the audit table is transformed and loaded into XML format as OracleAu-
dit.xml. It contains three major heads < username >, < timestamp > and < sql_text >. The first XML
segment is shown in Figure 32.

Figure 30.
select USERNAME, TIMESTAMP, SQL_TEXT from DBA_AUDIT TRAIL  where
username="BANKUSER’ and OBJ_NAME="TRANSACTION’ and (ACTION_NAME="SELECT’or
ACTION_NAME="UPDATE’or ACTION_NAME="INSERT’ or ACTION_NAME="DROP’) and
TIMESTAMP > = to_date ( ’31-03-2015° , °DD-MM-YYYY’ ) and TIMESTAMP<to_date(*30-07-
2015’,DD-MM-YYYY)order by ACTION_NAME desc
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Figure 31. Transaction records in DBA_AUDIT _TRAIL

7 USERNAME [{} TIMESTAMP |} SQL_TEXT

426 BANKUSER
427 BANKUSER
428 BANKUSER
429 BANKUSER
430 BANKUSER
431 BANKUSER
432 BANKUSER
433 BANKUSER
434 BANKUSER
435 BANKUSER
436 BANKUSER
437 BANKUSER
438 BANKUSER
439 BANKUSER
440 BANKUSER

01-04-15
01-04-15
01-04-15
01-04-15
01-04-15
01-04-15
31-03-15
31-03-15
12-05-15
31-03-15
11-05-15
11-05-15
11-05-15
10-05-15
10-05-15

UPDATE TRANSACTION SET ACCOUNISTATUS =
UPDATE TRANSACTION SET ACCOUNISTAIUS =
UPDATE TRANSACTION SET ACCOUNISTAIUS =
UPDATE TRANSACTION SET ACCOUNISIAIUS =
UPDATE TRANSACTION SET ACCOUNISIATUS =
UPDATE TRANSACTION SET ACCOUNISIATUS =
UPDATE TRANSACTION SET ACCOUNISTATUS =
UPDATE TRANSACTION SET ACCOUNISTATUS = :BS
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".
INSERT INTO "BANKUSER".

"TRANSACTION"
“TRANSACTION"
“TRANSACTION"
“TRANSACTION"
“TRANSACTION"
“TRANSACTION"
“TRANSACTION"

:BS ,
:BS ,
:BS ,
:BS ,
:BS ,
:BS ,
:BS ,
’
(TRANSACTIONID,
(TRANSACTIONID,
(TRANSACTICNID,
(TRANSACTIONID,
(TRANSACTIONID,
(TRANSACTIONID,
(TRANSACTIONID,

DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4
DATEOFOPENING = :B4

ACCOUNTID,
ACCOUNTID,
ACCOUNTID,
ACCOUNTID,
ACCOUNTID,
ACCOUNTID,
ACCOUNTID,

» ACCOUNTBALANCE
» ACCOUNTBALANCE
» ACCOUNTBALANCE
.
.

ACCOUNTBALANCE =

ACCOUNTBALANCE
» ACCOUNTBALANCE
» ACCOUNTBALANCE

TRANSACTIONDATE,
TRANSACTIONDATE,
TRANSACTIONDAIE,
TRANSACTIONDATE,
TRANSACTIONDATE,
TRANSACTIONDATE,
TRANSACTIONDATE,

= :B3
= :B3

:B3
= :B3

TRANSACTIONTIME,
TRANSACTIONTIME,
TRANSACTIONTIME,
TRANSACTIONTIME,
TRANSACTIONTIME,
TRANSACTIONTIME,
TRANSACTIONTIME,

» RCCOUNTHOLDERID =
» ACCOUNTHOLDERID =
= :B3 , ACCOUNTHOLDERID =
» ACCOUNTHOLDERID =
» ACCOUNTHOLDERID =
= :B3 , ACCOUNTHOLDERID =
= :B3 , ACCOUNTHOLDERID =
+ ACCOUNTBALANCE = :B3 , ACCOUNTHOLDERID = :B2 WHERE IR...

TRANSACTIONMODE,
TRANSACTIONMODE,
TRANSACTIONMODE,
TRANSACTICNMODE,
TRANSACTIONMODE,
TRANSACTIONMODE,
TRANSACTIONMODE,

:B2 WHERE IR...
:B2 WHERE IR...
:B2 WHERE IR...
:B2 WHERE IR...
:B2 WHERE IR...
:B2 WHERE IR...
:B2 WHERE IR...

TRAN...
TRAN...
TRAN...

ETL Process of MSSQL Server

The traces of transactions of Microsoft SQL Server 2008 were retrieved from SQL Server Profiler. The
output from the SQL Server Profiler with attributes like LoginName, EndTime, TextData from ’Bank’
database were extracted and transformed in user defined table called *KeyArtifact” within the *Bank’ da-
tabase as shown in Figure 34. The contents of the table were extracted with the query shown in Figure 33.

The output of the file obtained is transformed and loaded into XML format as SQLServerAudit.xml
with three major heads < username >, < timestamp > and < sql_text >. The second XML segment is
shown in Figure 35.

Figure 32. Oracle: database Forensic XML (OracleAudit.xml)

<ROW num="433">
<USERNAME>BANKUSER</USERNAME>
<OBJ NAME>TRANSACTION</OBJ NAME>
<ACTION NAME>UPDATE</ACTION NAME>
<TIMESTAMP>5/11/2015 12:17: 46</TIMESTAMP>

<SQL_TEXT>UPDATE TRANSACTION SET ACCOUNTSTATUS =
:B2 WHERE TRANSACTIONID = =
<SQL BIND> #1(6) :Active #2(14):5/8/2012 0:0:0 #3(8):-1764300 #4(3):141 #5(3) :577</SQL_BIND>

ACCOUNTHOLDERID =

<SESSIONID>255084</SESSIONID>

</ROW>

<ROW num="434">
<USERNAME>BANKUSER</USERNAME>
<OBJ NAME>TRANSACTION</OBJ NAME>
<ACTION NAME>INSERT</ACTION NAME>
<TIMESTAMP>3/31/2015 23:33:10</TIMESTAMP>
<SQL TEXT>INSERT INTO &quot;BANKUSER&quot;. &quot;TRANSACTION&quot;

TRANSACTIONDATE, TRANSACTIONTIME,

TRANSACTIONMODE,

TRANSACTIONTYPE,

:B5, DATEOFOPENING = :B4, ACCOUNTBALANCE =
:B1</SQL_TEXT>

TRANSACTIONSTATE, TRANSACTIONCOUNTRY, AMOUNT, CURRENCYCODE, PURPOSEOFTRANSACTION)
VALUES (:B1,

TO_TIMESTAMP (:B4,

:B2, TO_DATE(:B3,

RETURNING ROWID INTO :00 </SQL_TEXT>
<SQL_BIND> #1(3):521 #2(2):40 #3(19):2015-03-31 00:00:00 #4(29):2015-03-31 19:26:28.030000000
#5(4) :Cash #6(6) :Credit #7(6) :Nagpur #8(11):Maharashtra #9(5):India #10(4):5000 #11(6) :Rupees

#12(11) :self credit #13(0):

<SESSIONID>87788</SESSIONID>

</ROW>
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Figure 33.

Select LoginName, EndTime, TextData from [Bank].[dbo].[KeyArtifact] where EndTime >=
(convert(datetime,’ 15-04-08 10:00:50 AM’,5));

Figure 34. Outcome of SQL Profiler with active traces

LoginName EndTime TextData
27  Hameet-PC\..  2015-08-0101:41:16.093 INSERT INTO [Bank].[dbo] [TRANSACTION] VALUES(525.43,01-APR-15"Cash', Cred'. Nagpur' Maharashtra'. India", 25000, Rupees

Hameet-PC\...  2015-08-0101:41:22.727  INSERT INTO [Bank].[dbo}. [TRANSACTION] VALUES(526.43,01-APR-15"Cash' Debit", Pune'. Maharashtra", India", 10000, Rupees'.C

Hameet-PC\...  2015-08-0101:41:29.527  INSERT INTO [Bank].[dbo]. [TRANSACTION] VALUES(527.43,01-APR-15' Cash' Debit", Pune’, Maharashtra", India", 20000, Rupees'.C

Hameet-PC\...  2015-08-0101:41:35.343  INSERT INTO [Bank].[dbo]. [TRANSACTION] VALUES(528.44,01-APR-15"Cash’.Cred', Nagpur'. Maharashtra'. India". 35000, Rupees

Hameet-PC\...  2015-08-0101:41:43.760  Select *from dbo."TRANSACTION":

Hameet-PC\...  2015-08-0101:42:00.013  set transaction isolation level read committed set implicit_transactions off

Hameet-PC\...  2015-08-0101:42:00.030 select LoginName,EndTime, TextData from [Bank].[dbo].[KeyArtifact] where EndTime >= (convert(datetime.'15-04-08 10:00:50 AM"5S)}a
.. 2015-08-0101:43:23.073 SELECT dtb.name AS [Name]. dtb database_id AS [ID). CAST(case when dtb.name in (master’.model’.msdb’.tempdb?) then 1 eise dtb
Hameet-PC\...  2015-08-0101:44:58440 SELECT dtb.name AS [Name]. dtb.database_id AS [ID]. CAST(case when dtb.name in (master’.model’.msdb’.tempdb) then 1 eise dtb
Hameet-PC\...  2015-08-0101:46:15.583 SELECT dtb.name AS [Name]. dtb.database_id AS [ID]. CAST(case when dtb.name in (master’.model’.msdb’.tempdb) then 1 eise dtb
Hameet-PC\...  2015-08-0101:47:43.783  SELECT dtb.name AS [Name]. dtb database_id AS [ID]. CAST(case when dtb.name in (master’.model’.msdb’.tempdb) then 1 eise dtb
HameetPC\... 20150801 01:48:56.420 _SELECT dib name AS [Name]. dtb.database id AS [ID]. CASTicase when dtb.name in (master' model .msdb'Yempdb) then 1 else b

BY8ERBRLE8YY

Figure 35. SQLServer: database forensic XML (SQLServerAudit.xml)

<ROW>

<USERNAME>Harmeet-PC\Harmeet</USERNAME>

<TIMESTAMP>2015-08-01 01:14:51.45</TIMESTAMP>

<SQL TEXT>INSERT INTO [Bank].[dbo].[TRANSACTION] VALUES(S21,40,'31-3-15','Cash’, 'Credit', 'Nagpur',
'Maharashtra', 'India‘', 5000, 'Rupees’', 'self credit','01-12-14"','Active',140);</SQL_TEXT>

</ROW>

<ROW>

<USERNAME>Harmeet-PC\Harmeet</USERNAME>

<TIMESTAMP>2015-08-01 01:17:11.88</TIMESTAMP>

<SQL TEXT>INSERT INTO [Bank].[dbo].[TRANSACTION] VALUES (522,41, '31-3-15','Cash’, ‘Credit', 'Nagpur',
'Maharashtra', 'India', 1900000, 'Rupees', 'self credit','08-12-14', 'Dormant',140) ;</SQL TEXT>

</ROW>

<ROW>

<USERNAME>Harmeet-PC\Harmeet</USERNAME>

<TIMESTAMP>2015-08-01 01:41:01.51</TIMESTAMP>

<SQL TEXT>INSERT INTO [Bank].[dbo].[TRANSACTION] VALUES(523,43,'01-4-15','Cash’, 'Credit', 'Nagpur',
'Maharashtra’', 'India', 35000, 'Rupees', 'Others', '08-12-12", 'Active', 141) ;</SQL_TEXT>

</ROW>

As the outcome of ETL process we obtained two XML storage files, Oracle Audit.xml and SQLServe-
rAudit.xml. We processed these XML files separately and were parsed using SAX parser (the Simple
API for XML).

EXPERIMENTATION

The experiment was carried on a financial banking dataset received from Financial Investigation Cen-
tre. The dataset received contained 600 accounts having more than 10,000 transaction records. These
transaction records contained the data fields like ID, AccountID, Date, Time, ModeOfTransaction,
TypeOfTransaction, City, State, Country, Amount, CodeOfCurrency. In experimentation proposed al-
gorithms were applied. The transaction records were extracted from the log files of Oracle Databasel1g
Release2 (11.2) and MSSQLServer 2008. The records extracted from two different databases were in
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different formats as shown in Figure 13 and 15. These transaction records were transformed into two
different XML segments in uniform format as shown in Figure 14 and 16 as per ETL process.

The results obtained were two Database Forensic XML files named as OracleAudit.xml and SQLServe-
rAudit.xml. Both XML segments have three common major heads, that is, < username >, < timestamp
> and < sql_text >. These files were processed and parsed in sequential order. Initially, Rule Based
Bayesian Classification algorithms were applied on both the XML segments. Suspected records were
received with the following headers like Transaction ID, Account ID, IsSuspicious, RiskLevel, Category
and Reason for Suspiciousness.

This gave the list of outlier transactions along with the reason of suspicious and marked with Rule
number (eg, Rule 1, Rule 2......). The transaction records were received as per TransactionID indicating
reason for suspiciousness for each record. The results obtained after first stage reduced the false alarms.

The suspected transactions are then assigned the probabilities on 0-1 scale based on the risk level
as per evidences. This is shown in Figure 36. The evidences retrieved were portrait to find mainly the
number of times account occurrences and the high value amount transaction in an account.

With Dempster Shafer theory the Degree of Belief and Plausibility values of the transactions are
measured with the following equation (as explained in section 5).

S, m(P)m, (@)

m(s) =m, <A> = (5)
(1 - mengml (P> M, <Q))
m(s) values: Risk Level For Account occurrences and Amount transactions
m(~s)values: Risk category (Low, medium and high risk category is assigned)
The evidence is considered Pure positive for suspicious transaction if:
(m(s) > 0, and m(~ s) = 0) and
Figure 36. Initial belief values on the evidence retrieved
No. of [fmy(s)||m1(~ s)[pm1(s, ~ =)|[High Value i (s)|ma(~ s)|ma(s, ~ s)
A ccount: . Transaction(Range)
Oce. Amount(in lacs)
1 0.2 0.6 0.2 Between 1 and 2 0.2 0.7 0.1
2 0.4 0.5 0.1 Between 2 and 3 0.3 0.6 0.1
3 0.4 0.5 0.1 Between 3 and 4 04 0.5 0.1
4 0.5 0.4 0.1 Between 4 and 5 04 0.5 0.1
5 0.5 0.4 0.1 Between 5 and 6 0.4 0.5 0.1
6 0.5 0.4 0.1 Between 6 and T 0.7 0.2 0.1
T 0.5 0.4 0.1 Between 7 and 8 0.8 0.0 0.2
8 0.8 0.1 0.1 Between 8 and 9 0.9 0.1 0.0
9 0.8 0.1 0.1 Between 9 and 10 0.9 0.0 0.1
10 0.8 0.1 0.1 Between 10 and 11 || 0.9 0.0 0.1
11 0.8 0.1 0.1 Between 11 and 12 || 0.9 0.0 0.1
12 0.9 0.0 0.1 More than 12 0.9 0.0 0.1
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The evidence is considered Pure negative for suspicious transaction if:
(m(s) =0, and m(~s) > 0)

The initial belief values from Table 36 are used for getting the combined result from the two param-
eters. It is the probability of occurrences’ of Account and Amount transaction.
Combining the two evidences P and Q we get value of m (s) from eqn. (5) which is equivalent to

Belief value Bel(s) as shown in eqn. (6) in above section. The transaction is considered suspicious if:

m,, (A)> 0 and thus Bel(s) > PI(s)

This indicates the belief for transaction to be suspicious is more. So the suspected transactions are
more suspicious.The transaction is not considered suspicious if:

m,, (A) < 0 and Bel(s) < PI(s)

This indicates the belief for transaction to be suspicious is less. So the suspected transactions are
less suspicious.

Figure 37 shows graphical analysis of risk level of suspected accounts as per number of account oc-
currences and high value transaction amount.

By using rule based and outlier detection technique in audit logs, the researchers have modeled a
system for financial systems in order to monitor and detect suspicious transactions regularly and easily.
Audit log is one of the important resources for suspicious transaction detection and this system provides
efficient methods for analyzing audit logs. This system also reduces the need for skilled staff, as it doesn’t
demand to have a staff having thorough knowledge about the rules and also reduces the time required
for detection and reporting by efficiently managing the whole process automatically.

Figure 37. Classification of transactions as per rules

tion ID[Account ID ___IsSuspici Risk Level [R of Suspicion n -
77 ol TRUE TRl Outlier Transactions
547 40 TRUE 1|Rule
2) 40 TRUE 1[Rule
3 4 TRUE 1[Rule

58 4 TRUE 1{Rule 3

60 4 TRUE 1[Rule 3
522 41 TRUE 3[Rule 1 Rule 2 Rule 4
575 42 FALSE 0
523 43 TRUE Rule 3 Rule 5
524 43 TRUE Rule 3 Rule 5 e —
52 43 TRUE Rule 3 Rule 5 ®Rule 1-4% ®RuUe 2- 1% ®Rule 3-5% ORue 4-73%
52 43 TRUE Rule 3 Rule 5 ORule S - 5% ORUE 6 - 4% ©Rule 9 - 4%
52 43 TRUE Rule 3 Rule 5 @ Non-suspicious Transactions
567 43 TRUE Rule 1 Rule 4 Rule 5
572 43 TRUE Rule 4 Rule 5

73 43 TRUE Rule 4 Rule 5

74 43 TRUE Rule 1 Rule 4 Rule 5

76 43 TRUE 7|Rule 1 Rule 4 Rule 5

77 43 TRUE 6|Rule 4 Rule 5

78 43 TRUE 5/Rule 4 Rule 5
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CONCLUSION AND FUTURE WORK

Commercial databases need to be monitored to comply with auditing requirements of government
regulations for financial institutions. The majority of systems are still using traditional techniques to
detect suspicious transactions. This chapter highlights a new dimension for accounting the databases
with Digital forensics to detect suspicious and illegal transactions by incorporating database forensic
practices and Dempster Shafer theory of evidence. This approach has been successfully verified using
banking database implemented using Oracle and MS SQL Server. Moreover this architecture approach
is designed for heterogeneous type of database.

However, in this research, the researchers have considered limited number of rules for outlier detec-
tion; the system can be extended to incorporate additional rules and more extracted evidence through
database audit logs for outlier detection. In future, the rules will be trained with machine learning algo-
rithms. This will automate the process for learning any new rule to be incorporated in the system and is
implied by the regulation bodies. The research work can be extended with Blockchain technology which
will keep time stamp of each record. The database will be decentralized which will make the transaction
more secure with minimum probability of occurrences of suspicious transactions.
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