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Preface

﻿

Nowadays’ society is becoming more and more dependent on the information infrastructures that rep-
resent the backbone of a vital information flow. Thus, the protection of this infrastructure represents a 
major concern of companies all around the world. The optimal circulation of information ensures the 
survival and development of the enterprise, as well as its adaptability to the new market challenges and 
ever-changing conditions of the competitive environment. At the same time, computer security must 
be seen as a process that is essential in meeting the legitimate needs of partners and customers and not 
as something that “can be added”, while social media have also gained considerable attention in the 
business world.

On top of that, advances in information and communication technologies have resulted in a vast range 
of applications leading to innovative business models and processes. There has been an explosion in the 
use of electronic devices, generating vast amounts of data about consumers and their daily economic 
and social activities. The resultant ‘big data’ – or data streams from various sources – can be collected, 
aggregated and analyzed to provide valuable insights into the minds of consumers. They can lead to 
efficiencies in a wide range of sectors, leading to innovative new products, as well as services and ways 
to serve customers. Interestingly, apart from tracking consumers, even business processes and models 
are changing because of these technologies.

Furthermore, the Network Security requires innovative forms of data collection from various sources 
and it needs to process it in order to decipher information faster than ever before. Huge data sets are 
analyzed to aggregate consumer information, preferences and behavior. Data from various sources is 
streamed, for example from social media sites such as Twitter and Facebook, transaction logs, automated 
information-sensing devices and geographical information collection. There is also the rise of Deep 
Learning, Artificial Intelligence, Internet of Things (IoT), and Digital Transformation. Big data analysis 
promises to usher in a disruptive change in almost every industry.

In other words, the goal of the Network Security is to be able to not just put in place measures to 
detect and mitigate attacks, but also to preemptively predict attacks, deter attackers from acting and thus 
defend the systems from attack in the first place. A superficial evaluation of the information security 
assembly, including security awareness, leads to the lack of feed-back necessary for the decision-making 
process with regard to the necessity of implementing adequate corrective measures for improving the 
information security management. This process implies a more profound understanding of the risks 
associated with each threat, and a better capacity of tailoring the security framework to align with the 
organization’s identified risks, regulatory requirements and perhaps most importantly – the increasing 
dependencies on information technology. Therefore, in choosing an effective strategy development, the 
organization should consider the risks and vulnerabilities exposed to treatment solutions adapted to the 
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needs of its risks while also reducing costs, both short- and long-term. In a stage where, as we have 
pointed out above, information has become a basic resource of any organization, making the best deci-
sions to protect this resource must be based on a coherent analysis.

As suggested by its title, the Network Security and Its Impact on Business Strategy volume displays 
various cross- and multi-disciplinary approaches. The authors of the papers in this volume propose prac-
tical solutions which reflect a dynamic and interdependent approach with the added value of the Core 
of the Business and at the same time the Leadership’s ability to rapidly identify existing risk changes in 
a system in order to introduce them. For this reason, the lessons learnt as a consequence of an incident 
should contribute to the improvement of the security mechanisms, policies and, overall speaking, of the 
security management within the organization.

The first chapter, “Network and Data Transfer Security Management in Higher Educational Institu-
tions”, shows the extent of network and data transfer security management in Ghanaian higher educational 
institutions. Winfred Yaokumah and Alex Ansah Dawson emphasize that managing and operating a 
secure network ensures the protection of information in networks and its supporting information process-
ing facilities. As a result of that, performing these activities can involve network monitoring, posture 
checking, network segmentation, and putting in place defense-in-depth measures. For this reason, the 
authors argue that it is expected that the findings of this study would be used by policymakers at the 
state government’s level to review their communications security plans and better manage network and 
data transfer security controls to mitigate data breaches.

In the next chapter, “Target Costing and Its Impact on Business Strategy: Computer Program for 
Cost Accounting and Administration”, Constantin Anghelache, Sorinel Căpușneanu, Dan Ioan Topor 
and Andreea Marin-Pantelescu investigate aspects of the contribution of an IT program used in cost 
accounting and its management according to the Target Costing, along with its impact on the business 
strategy of an economic entity. The authors also present the historical evolution of the Target Costing, its 
implementation steps and the methodological steps that go into the management accounting. The results 
revealed that the Target Costing method can be successfully implemented to increase the organizational 
performance towards product value creation and increased profitability for both existing products and 
new ones.

The focus of the chapter “An International Overview of the Electronic Financial System and the Risks 
Related to It” is on a comparative analysis of the issues emerging from the application of electronic 
reporting systems in order to identify the risks and possible solutions to current practices in financial 
reporting. Tatiana Dănescu, Alexandra Botoș and Ionica Oncioiu discuss the impact of the XBRL (Ex-
tensible Business Reporting Language) phenomenon on the process of harmonizing the global financial 
reporting system. They also claim that, compared to the XML system, XBRL has a more efficient semantic 
explanation but it is more inappropriate for automated logical reasoning. In contrast to these arguments, 
there are studies that mention the fact that, in the USA, the XBRL adoption transition has been a dif-
ficult time for both private and public entities. Currently, XBRL is also considered an opportunity for 
harmonizing the electronic reporting system in Europe, especially since ESMA (European Securities 
and Markets Authority) has made it mandatory to use XBRL as of 2020.

The fourth chapter of this book, titled “Healthcare Security Assessment in the Big Data Era: Lessons 
From Turkey”, contributes to the decrease of the shortcomings that exist in the healthcare security as-
sessment by focusing on data mining for public institutions and organizations in Turkey. Ionica Oncioiu 
and Oana Claudia Ionescu suggest that, in Turkey, the health services are strongly influenced by the 
changes that take place as a result of the health system reform, which aims to decentralize the health 
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system by increasing the role of local authorities, professional associations, funding institutions and 
the community. The results of this study show that the data generated by means such as health data are 
quite large in size, thanks to the developing information technology and cloud computing resources. The 
processing of this data requires confidential information to be collected over a limited time and it is to 
be resolved by means of certain large specific database coding techniques.

The purpose of the chapter “Business Transaction Privacy and Security Issues in Near Field Com-
munication” is to highlight aspects related to the Near Field Communication (NFC) transaction and the 
implications for its use in various fields such as electronic toll collection and e-payment collection for 
shopping. Jayapandian N explains that the concept of ‘hybrid encryption model’ has been created to give 
a reasonable solution to the data attack. Moreover, the main advantage of the homomorphic encryption 
algorithm is to secure chain transactions without losing their original information. This algorithm is 
used in different applications, for example in the currency exchange trading and transactions made by 
shipping companies.

The chapter “Green Reporting and Its Impact on Business Strategy: Computer Program for Evidence 
and Green Reporting” makes an interesting contribution regarding the green reporting and the green 
accounting synthesis documents by creating an integrated report and a computer program specifically 
designed to record green costs and green reporting. Dana Maria Constantin, Dan Ioan Topor, Sorinel 
Căpușneanu, Mirela Cătălina Türkeș and Mădălina-Gabriela Anghel propose a strategic framework for 
the accounting and sustainability reporting (Green Accounting and Reporting). The use of sustainability 
reports in strategic operations gives clear benefits both to long- and short-term companies that develop 
them, including increased efficiency and cost reduction. The results revealed that the need for transparency 
and disclosure of sustainability information is a priority for businesses of any small or large company, 
but also for other stakeholders, including governments, investors or civil society.

Alexandru Lucian Manole, Cristian-Marian Barbu, Ileana-Sorina Rakos and Catalina Motofei in 
“Information Technology in Higher Education Management: Computer Program for Students’ Evidence” 
investigate the role of the introduction of ICT into higher education management in the context of glo-
balization and the unprecedented development of information technologies. Many decision-makers in 
the field of higher education strongly support this issue, as this field has suffered over time from the lack 
of tools specifically created to improve the management of education on all levels. Suitably, as modern 
technology in the field of communications might allow a better access over wide area networks, the 
design and implementation of shared data structures should be made while keeping in mind the best 
practices in optimization of responses to users’ requests and also internal data processing. The chapter 
concludes that the use of educational technologies has increased the curricular learning between facul-
ties and students that promote constructivism.

The chapter “Fraud Risk Management for Listed Companies’ Financial Reporting” focuses on the 
aspects of reviewing the characteristics of financial information in order to identify some patterns and 
depict an overview for sensitive areas that may be vulnerable to fraudulent behavior, such as fair value 
measurements, related party transactions, revenue recognition, provisions or asset impairment (inven-
tories and receivables). This approach is due to the fact that the major corporate scandals which broke 
out at the 21st century horizon had in common some ingredients, among which: a poor corporate gover-
nance, a lack of accountability and misrepresentation of financial information. Tatiana Dănescu, Ionica 
Oncioiu, and Ioan Ovidiu Spătăcean believe that the prevention and deterrence of fraudulent financial 
reporting are definitely cheaper measures in comparison with the costs related to any fraud magnitude, 
either financial or, more important, reputational costs. Nevertheless, management, directors, and auditors 
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of companies that meet such profiles should submit the financial reporting practices to a higher level 
of supervision. As a result, the authors suggest that the fraudulent financial reporting is perceived as a 
major obstacle in the efficient functioning of capital markets and, despite its relatively few occurrences, 
it has a tremendous cost reflected upon the investors’ credibility.

“The International Experience in Security Risk Analysis Methods” is a chapter which tests a large 
number of methodologies for identifying information security risks. Anca-Gabriela Petrescu, Mirela 
Anca Postole and Marilena Ciobanasu outline an international overview regarding the quantitative and 
qualitative analysis methods for information risk analysis. The impact of each category of security may 
be associated with the loss of system functionality or other assets of the organization, degradation, re-
ducing response time for legitimate users, loss of public confidence in the organization or unauthorized 
disclosure of sensitive data. The data reveal that among the advantages of using qualitative methods, in 
general, there is no need to accurately determine the financial value of assets, but rather their effects in 
terms of general information security (confidentiality, availability, integrity).

The study “Mobile Commerce Adoption” by Husam AlFahl explores and identifies the various fac-
tors that influence the intention to adopt mobile commerce in Saudi banks and telecoms. According to 
the consolidation methodology, mCommerce is directly linked to eCommerce because both services are 
carried out by electronic means through computer-based networks and can be accessed using telecom-
munication networks. The findings of this research show that the three most significant components that 
can affect the intention to adopt mobile commerce services are performance expectancy, organizational 
readiness, and mobile commerce features and opportunities.

In Chapter 11, Ana Maria Ifrim, Alina Stanciu, Rodica Gherghina and Ioana Duca focus their attention 
on using integrated performance indicator systems in the digital economy. They consider that the evolu-
tion of a fragmented market, the pragmatic adoption of new technologies represents new opportunities 
for new market players to innovate and develop business models that generate profit. The study seeks 
to present the economic and managerial mechanisms of operation which determine the making of perti-
nent, real and especially timely decisions in counteracting the threats of a turbulent environment while 
increasing the potential of the entity. The authors argue that the analysis of the organizational evolution 
is usually associated with other methods of investigation and analysis of organizational performance. 
Those methods provide the possibility to anticipate the consequences of managerial decisions as a result 
of the impact of different environmental changes on the organizational performance in order to guide 
and control the development of the firm.

The chapter “A Noble Algorithm to Secure Online Data Transmission One Hundred Percent at Zero 
Cost” builds upon an algorithm to secure data in online transmission which provides one hundred percent 
security to online data. Currently, this algorithm is free of cost, as any internet user with basic knowledge 
of computer fundamental can use it without any external requirement. Alok Sharma and Nidhi Sharma 
explain the benefits of the session made using this algorithm, the fact that it can be destined for a life-long 
use and for other communications like Alpha-numeric communication along with binary communication 
with zero cost on security software and hardware without any type of network complexity.

The last chapter of the book is written by Louis Delcart and it is titled “Stimulating Local and Regional 
Economic Projects and Technological Innovation”. The author describes the various economic players 
and their accessibility to finance: the public authorities, national, regional and local, the enterprises and 
then in particular the SMEs and the traditional civil society. He also suggests that the economy of the 
future will be made to scale ever higher, will be electronic and will be based on the forms developed by 
the Internet. The Internet is proving to be successful by creating and improving the shopping and ways 
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of doing business. Soon, this will unfold faster than we can imagine and the specialist Internet economy 
will be the largest part of the infrastructure of the global economy. Thus, much can be solved by offer-
ing guarantees from international development banks, through the organization of serious follow-ups at 
the banks, by requiring an accounting at the companies, by introducing project-based thinking among 
the managers of SMEs. In any case, one of the incentives for regional involvement is to stimulate them 
in taking responsibility on the management of the European Regional Development Funds based upon 
a regionally developed strategy.

This overview of the content of the volume Network Security and Its Impact on Business Strategy 
outlines that each contributing chapter contains elements that have the potential to open doors for future 
research. Certainly, the Internet of Things is a new approach that steps outside the classical ICT environ-
ment and creates a vast opportunity to young engineers and ICT experts to find new markets. They have 
to consider various service sectors, such as buildings, energy, consumer and home, healthcare, traditional 
industries, transportation, retail and public safety, and to find various application groups such as com-
mercial and industrial applications, but also infrastructure, elderly care, entertainment, safety, resource 
automation, surveillance equipment and tracking, store hospitality and many more. Thereby, Network 
Security is conceptually positioned with the help of literature in the field, taking into account the time 
factor in a not too distant future, and the interdependencies with new concepts of the current economic 
environment. The specialists agree with the idea that the core changes caused by the Network Security 
consist in creating an environment which encourages and rewards innovation. What nowadays concerns 
all modern societies is not only how to use more efficiently and continuously the field of information 
technology, but also to improve the legal framework in which interactions in this field take place.

Finally, it is important to mention that e-business adoption will soon be one of the major factors 
which determine the competitiveness of a company. The small businesses that redesign their business 
processes and adapt to e-business before the others will increase their market share and soon will be 
the leaders of the sector. For that reason, explosion www and communication environments allow us 
to dream of a future in which most businesses and human activities will take place in a virtual space, 
communicating “digitally” for transmitting and receiving information, promotional activities, controls, 
financial transactions. But the realization of this future depends largely on increasing the number of 
consumers with Internet access.

Ionica Oncioiu
Titu Maiorescu University, Romania
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ABSTRACT

This chapter explored communications security through the use of an empirical survey to assess the 
extent of network and data transfer security management in Ghanaian higher educational institutions. 
Network security management controls consist of monitoring of networks, posture checking, network 
segmentation, and defense-in-depth. Data transfer security management includes encryption, media 
access control, and protection of data from public networks. Data were collected from information 
technology (IT) personnel. The ISO/IEC 21827 maturity model for assessing IT security posture was 
used to measure the controls. Overall, the result showed that the institutions were at the planned stage 
of communications security management. In particular, network monitoring, defense-in-depth, and the 
protection of data from public networks were the most applied controls. Conversely, posture checking 
was the least applied control. Higher educational institutions need to review their communications 
security plans and better manage network and data transfer security controls to mitigate data breaches.

INTRODUCTION

The increasing number of data breaches in higher educational institutions, coupled with high complex-
ity of emerging network technologies, poses a challenging environment for security professionals and 
systems administrators to put in place adequate protection on campus networks (Custer, 2010; HEISC, 
2014). Computer networks and data transfer technologies have evolved significantly (Choras, 2013). 
Data transfer technologies encompass the breadth of digital data flows both within an organization and 
between external entities across network infrastructures. Digital data flow includes transfer of data, voice, 
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video, and the associated signalling protocols. Securing information flow traversing networks requires 
effective network infrastructure management (HEISC, 2014). Therefore, systems administrators need to 
learn, understand, and know how to configure networking software, protocols, services, and devices; deal 
with interoperability issues; install, configure, and create interfaces with telecommunications software 
and devices; and troubleshoot systems effectively. Information security professionals must understand 
and analyze security features and fully recognize vulnerabilities that can arise within each of the systems 
components and then implement appropriate countermeasures (Harris, 2013).

There have been reports on increasing numbers of security incidents in the recent times (Koch et al., 
2012). According to the Verizon’s annual report, 76% of data breaches were carried out through network 
intrusion (Verizon, 2013). There have also been a significant number of reported incidents in connection 
with the widespread adoption of social media (Benjamin & Chen, 2012; Chandramouli, 2011). The rapid 
pace of data breaches can be attributed to the growing number of network users, human vulnerabilities, the 
vulnerabilities in applications and operating systems, and the complexity of network infrastructures that 
connect several devices. As emerging technologies proliferate, organizations have become increasingly 
vulnerable to cyber-attacks (Pfleeger & Caputo, 2012). In particular, higher educational institutions have 
been experiencing data breaches in the recent times due mainly to vulnerabilities in the campus network 
infrastructure. Many security incidents occur over the networks as a result of inadequate management 
of networks and data transfer services.

Information technologies have changed the way in which higher education is delivered (Martínez-
Argüelles, Castán, & Juan, 2010). Higher educational institutions use and store large volumes of data, 
including personal information of employees and students, sensitive institutional business data, and 
faculty research data. But the practices to design and institute strong and effective controls to safeguard 
data are often at odds with higher education’s values of collaboration, openness, and sharing (Coleman 
& Purcell, 2015; Custer, 2010). Notwithstanding, higher educational institutions must protect sensitive 
and critical data (Gregory & Grama, 2013). A recent study points to the growing number of cyber-attacks 
on colleges and universities (Garg, 2016); heightening concern among students, parents, alumni, and 
donors regarding the security of the personal information these institutions store, process and transmit. 
According to a survey conducted by Symantec, 10% of all the reported data breaches involve the educa-
tion sector (Symantec, 2014). A rather current statistics show that 35% of all data breaches come from 
the educational institutions (Garg, 2016). This alarming phenomenon is making information security a 
growing concern for higher educational institutions (Gregory & Grama, 2013).

While the effect of data breaches usually focuses on the harm to affected individuals, data breaches 
affect the institution experiencing the breach. Depending on the nature of the breach, potential direct 
financial costs of a data breach may include legal representation, fines, and the expense of notifying 
affected individuals (Grama, 2014). In particular, higher educational institutions may face reputational 
consequences and consumer confidence, which can result in a loss of alumni donations and a reduction 
in the number of students choosing to apply to or attend the institution (Grama, 2014). Therefore, how 
to establish sound and effective management of campus network security in colleges and universities 
has become crucial (Huang & Jiao, 2014). Security professionals and systems administrators in higher 
educational institutions have to effectively manage security on campus networks and data transfer ser-
vices to mitigate the risks.

The purpose of this study is to explore communications security (network and data transfer security) 
through the use of empirical survey to assess the extent of network and data transfer security manage-
ment of campus networks in Ghanaian higher educational institutions and to provide some strategies 
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for protecting campus information resources. The study assesses the extent to which higher educational 
institutions manage campus networks and the data traversing the networks. Network and data transfer 
security management fall under the broad classification of communications security management (ISO/
IEC27002, 2013). As classified by ISO 27002 (2013), network security includes monitoring of wired and 
wireless networks, performing posture checking, segmentation of networks, and implementing defence-
in-depth, while data transfer security entails encryption, media access control, control of exchanged data, 
and protecting data from public networks.

BACKGROUND

Higher Education and Information Security

Higher educational institutions amass astounding collection of information which is available in digital 
forms and accessible through a campus-wide technology infrastructure. For example, the universities 
and colleges in Ghana have deployed large information technology infrastructure including networks, 
operating systems, and data resources to support teaching, learning, and research activities (Yaokumah, 
Brown, & Adjei, 2015). These institutions have systems such as employee records, students’ records, 
payroll, and enterprise resource planning (ERP) systems normally used by businesses. In addition, Gha-
naian universities have from the scholarly information held in library collections to the administrative 
information stored in structured databases, faculty research, and instructional materials. The situation is 
more profound by the emerging trends in online and virtual universities, where academic programs are 
using technologies and methodologies different from the traditional classroom method of course delivery. 
This results in merging of voice, virtual reality, streaming video, and data traffic into a common digital 
infrastructure; providing the mesh of connectivity through wired and wireless connectivity on campuses; 
and the increasing mission-critical reliance on the Internet. Thus, higher educational institutions are 
regularly uploading study materials and research findings over the Internet for the speedy propagation 
of information (Kumar & Kumar, 2014). These data are central to learning, outreach, scholarship, and 
administrative functions of higher education.

Colleges and universities normally provide open academic environment for learning and hence ac-
commodate a wide array of mobile phones, laptops, and other mobile devices that students, faculty, ad-
ministrative staff, and visitors use on campus or gain access to campus networks remotely (Patton, 2015). 
This exposes campus networks to various attacks. But good information security practices are essential 
to reducing risk; safeguarding data, information systems, and networks; and protecting the privacy of the 
higher education community. However, recent reports mention that in 2015 some leading universities 
including Pennsylvania State University (PSU), Washington State University, Harvard University, Johns 
Hopkins University, the University of Virginia (UVA), and the University of Connecticut have suffered 
cyber-attacks with considerably damage (Garg, 2016).

Accordingly, the higher educational sector including educational institutions in the developing coun-
tries present unlimited threats related to data breaches. The reasons and motives behind data breaches 
are many and varied. There is a very high number of data moving electronically on campus networks 
owing to increasing students’ numbers. There is unlimited exchange of data among academic depart-
ments, administration, and academic registries. In addition, high usage of mobile devices for storing 
contents, ranging from personal information to research data, creates an environment for intentional as 
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well as unintentional data beaches. According to Poll (2015), nearly 86% of college students use smart 
phones regularly and students, professors and research fellows receive millions of unsolicited requests for 
sensitive information. Theft of expensive technical know-how and hiring of people within the education 
system for espionage - are all growing concerns. Thus, without proper security management, the threat 
can get out of hands, turning an actual incident into a very expensive and stressful aftermath remedial 
process (Garg, 2016).

Network Security

Network Security is defined as the process of taking physical and software preventative measures to 
protect the underlying network infrastructure from unauthorized access, misuse, malfunction, modifica-
tion, destruction, or improper disclosure, thereby creating a secure platform for computers, users, and 
programs to perform their permitted critical functions within a secure environment (SANS Institute, 
2013). Network security involves the use of technologies and the processes to design, build, manage, 
and operate a secure network (SANS Institute, 2013). Managing and operating a secure network ensures 
protection of information in networks and its supporting information processing facilities. Performing 
these activities will involve network monitoring, posture checking, network segmentation, and putting 
in place defense-in-depth measures.

Network Monitoring

Network monitoring describes a system that constantly monitors a computer network for network usage 
pattern and performance and hence notifies the network administrator of any abnormality (Downing, 
2013). Network exploits take advantage of software flaws in the systems that operate on local area net-
works (LANs), Bluetooth, and wireless fidelity (WiFi) or cellular networks. Network exploits can often 
succeed without any user interaction, making them especially dangerous when used to automatically 
propagate malware. With special tools, attackers can find users on a WiFi network, hijack the users’ 
credentials, and use those credentials to impersonate a user online (US GAO, 2012). Network, server 
and client misconfiguration offers another avenue for hacking. Network elements, such as routers and 
gateways, come with a default administrator password, passwords that often never change. Hackers with 
access to a router can cause all traffic through it to be sent through their own servers, allowing “man in 
the middle” attacks (US GAO, 2012). Similarly, misconfigured servers can allow hackers to disable or 
modify websites, inserting code of their own. Such codes are usually intended to steal data from associ-
ated databases (Schneider, 2012). But network monitoring can identify internal security threats, virus 
infection, user activities, network connections, degrading hardware, low drive space, and whether the 
security settings are meeting compliance requirements (Downing, 2013).

Posture Checking

Posture checking deals with performing penetration testing and network vulnerability assessment. Penetra-
tion testing is the process of attempting to gain access to computing resources without having knowledge 
of authentication credentials to the system (SAINT, 2016; SANS Institute, 2006). Vulnerability testing 
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places emphasis on identifying areas on the network that are vulnerable to a computer attack (SANS 
Institute, 2006). Penetration tools include packet manipulation tools and password cracking tools. These 
are also tools that the attacker uses to gain unauthorized access to systems. Packet manipulation tools 
allow a penetration tester or attacker to create and send all types of specially crafted transmission control 
protocol/Internet protocol (TCP/IP) packets in order to test and exploit network-based security protec-
tions such as firewalls and intrusion detection systems/intrusion prevention systems (IDS/IPS), while the 
password cracking tools are used to detect and obtain weak passwords (SANS Institute, 2006). Vulner-
ability scanners have the ability to exploit multiple vulnerabilities on different hardware and software 
platforms; can detect the vulnerability and further verify whether the vulnerability can be exploited by 
an attacker (SANS Institute, 2006). As best practice, all network controls should be routinely validated 
by an authorized external third party through penetration testing and vulnerability assessment.

Network Segmentation

One way to protect confidential and critical systems is to segregate networks along physical or logical 
lines by grouping information services, users and information systems on networks (ISO/IEC27002:2013). 
Using virtual LANs (VLANs) to separate systems creates an additional layer of security between regular 
network and most sensitive systems. This method is often utilized in order to protect data centers, credit 
card processing systems, and other systems considered to be sensitive or mission critical (HEISC, 2014). 
Network segmentation improves security; the systems administrators can have a better access control 
over the network by limiting access to sensitive data (ISO/IEC27002, 2013). An attacker who gains 
unauthorized access to a network segment would be limited to that segment and might not able to gain 
further access to the entire network (Reichenberg, 2014).

Defense-in-Depth

A sound network control strategy employs the concept of defense-in-depth to provide optimal security. 
Defense-in-depth is a security measure that builds layers of defenses to protect digital critical assets 
(Edge, 2010). Layering is implemented in the physical security plan as well as policy and administra-
tion (Edge, 2010). It can be implemented with multiple security controls. For example, firewalls at 
the network perimeter limit the traffic that is allowed in and out of the network. The IDS/IPS devices 
detect and prevent traffic that is suspicious or known to be malicious (Schneider, 2012). In addition, 
internal network isolation limits the visibility of network traffic to devices and users by department or 
role (HEISC, 2014). To provide additional layer of protection, strong passwords can be enforced for 
all network computers as computers run host-based firewalls and antivirus software. Certain sensitive 
network traffic can be encrypted so that it cannot be intercepted. All of these controls are combined 
together to provide a layered or in-depth defensive strategy (HEISC, 2014).

Data Transfer Security

Data transfer security entails maintaining the security of information being transferred within an orga-
nization and with any external entity (ISO/IEC27002, 2013). Providing data transfer security involves 
encryption of data in transit, controlling access to media, and protection of data from public networks.
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Encryption

With the purpose of maintaining the confidentiality of data, encryption can be used to transform data 
into a form unreadable by persons without a secret decryption key (US-CERT, 2013). Its main purpose 
is to ensure privacy by keeping the information hidden from anyone for whom it is not intended, even 
those who can see the encrypted data (US-CERT, 2013).. For example, people may encrypt files on 
their storage devices to prevent an attacker from reading them. Encryption of certain network traffic is 
an essential network control. All confidential or sensitive information leaving the network should be 
encrypted with proven encryption algorithms. Authentication protocols that transmit passwords or en-
cryption keys over the network should also be encrypted (US-CERT, 2013). Secure sockets layer (SSL) 
is a common encryption protocol used for web traffic (HEISC, 2014).

Media Access Control

Hindering intrusion of unwanted users gaining access to the network is essential to maintaining a se-
cure environment. Impeding such attacks involves creating barriers and blocking unauthorized entry, 
but establishing boundaries for legitimate users by limiting access to network resources (Edge, 2010). 
Network security devices consist of security functions that are used to manage networks. These devices 
include firewall, intrusion prevention/detection systems (IPS/IDS), data loss prevention (DLP) and content 
security filtering functions such as anti-spam, antivirus or URLfiltering (Schneider, 2012). Moreover, 
wireless devices contain security features to prevent unauthorized access. However, wireless networks 
have many security issues. Hackers have found wireless networks relatively easy to break into, and even 
use wireless technology to crack into wired networks (Kumar & Gambhir, 2014). Therefore, networks 
should be managed and controlled to protect information in systems and applications. Security mecha-
nisms, service levels and management requirements of all network services should be identified and 
included in network services agreements, whether these services are provided in-house or outsourced 
(ISO/IEC27002:2013).

Protect Data From Public Networks

Data interception can occur when an attacker is eavesdropping on communications originating from or 
being sent to a mobile device (US GAO (2012). Electronic eavesdropping is possible through various 
techniques, such as man-in-the-middle attacks - when a mobile device connects to an unsecured wireless 
fidelity (WiFi) network and an attacker intercepts and alters the communication; and WiFi sniffing - oc-
curs when data are sent to or from a device over an unsecured (i.e., not encrypted) network connection, 
allowing an attacker to record the information (US GAO, 2012). But with communication monitoring 
technologies, all information within the enterprise can be filtered, recorded, or even blocked in order to 
reduce the occurrence of data leakages (Mei-Yu & Ming-Hsien, 2013).

METHOD

This study explored communications security through the use of a survey questionnaire to assess the 
extent of network and data transfer security management of campus networks. The population of the 
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study was the 182 higher educational institutions (public and private universities, colleges of education, 
polytechnics, and tutorial colleges) accredited by the National Accreditation Board of Ghana (NAB, 2016). 
Higher educational institutions can be grouped under colleges and universities. Sixty higher educational 
institutions located within three capital cities of Ghana form the selected samples for the study. One 
hundred and eighty anonymous survey questionnaires were sent (3 questionnaires to each institution) to 
the security practitioners, systems administrators, and IT managers working in the selected institutions. 
The survey instrument (see Appendix), which was based on ISO/IEC 27002 (2013) framework, was 
adopted from Higher Education Information Security Council for measuring communications security 
(network and data transfer security) in higher education (HEISC, 2013). The questionnaire consisted of 
network security management (4 items), data transfer security management (4-items), and 3 items of 
demographical data (institution type, experience, and job function). Apart from the demographic data, 
all the items on the questionnaire used a 6-point Likert scale (not performed = 0, performed informally 
= 1, planned = 2, well defined = 3, quantitatively controlled = 4, and continuously improving = 5).

The ISO/IEC 21827 (2008) maturity model was employed to measure the responses because of its 
particular focus on IT security management. The metrics measure the level of management of informa-
tion systems security. The description of the scale on the metrics were: Not performed - no security 
controls or plans are in place; performed informally - the base security practices of the control areas 
are generally performed on an ad hoc basis, there is also general agreement within the organization that 
identified actions that should be performed and are performed when required, but the practices are not 
formally adopted, tracked, and reported on; planned - the base requirements for the control areas are 
planned, implemented, and repeatable; well defined - security processes used are documented, approved, 
and implemented organization-wide; quantitatively controlled - security processes are measured and 
verified; and continuously improving - standard processes are regularly reviewed and updated and im-
provements reflect an understanding of and response to vulnerability’s impact (ISO/IEC 21827, 2008).

The data collected were coded and analyzed using Statistically Package for Social Scientists (SPSS). 
Firstly, the Cronbach’s alpha reliability coefficient which measures the internal consistency of the items 
on the questionnaire was computed: the network security of 4 items gave a coefficient of .836 and the 
data transfer security also with 4 items gave an alpha of .869. Thus, the coefficients were within the 
acceptable range of 0.7 or above, according to Hair et al. (2014). Secondly, descriptive statistics were 
used to ascertain the network security, data transfer security, and the individual items of the controls.

MAIN FOCUS OF THE CHAPTER

The data analysis ascertained the practitioners’ perspectives on network and data transfer security 
management of their campus networks. The data analysis has been divided into three parts; a) assess-
ing network security management, b) assessing data transfer security management, and c) assessing the 
overall communications security. Out of the 180 survey questionnaires sent to the security practitioners, 
systems administrators, and IT managers working in 60 higher educational institutions, 80 responses 
were returned from 39 of the institutions. This represents 44.4 percent response rate. Table 1 shows the 
characteristics of the respondents. The vast majority, 57.5% of the respondents had 1 to 5 years experi-
ence as IT managers and network administrators in their respective institutions. This may be explained 
as most of the higher educational institutions are less than ten years old.
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Network Security Management

Firstly, the study assessed the extent to which higher educational institutions protected the campus 
networks. The network security controls that were measured included monitoring of wired and wireless 
networks, posture checking, network segmentation, and defence-in-depth. Overall, network security 
management stood at 48.8 percent. This indicated that the institutions were at the planned stage of net-
work security management (see Table 2).

Figure 2 shows the levels of network security management. With regards to network monitoring, the 
respondents were asked whether their institutions had controls in place to continuously monitor wired 
and wireless networks for detecting unauthorized access. The results indicated that on average the in-
stitutions were at the level of 59.6% of monitoring their campus networks. Network monitoring ensures 
the network reliability of the internal network, thereby increases user productivity (Downing, 2013). As 
such, systems administrators need to monitor traffic on every device (smart phones, cell phones, servers, 
desktops, routers, switches) connected to the wired and wireless networks on real-time bases and setup 
automatic discovery on the network to detect devices that are connected, removed or whose configura-
tion settings have changed. Any device that was not registered should be denied access to connect to 
the campus networks. Moreover, the administrators can use network access control (NAC) to verify 
whether devices connecting to the network are running antivirus software. NAC can prevent access to 
the network until antivirus software is installed and any identified vulnerabilities on the equipment are 
resolved (Hedrick & Grama, 2013).

Moreover, the participants were asked whether they performed vulnerability test to assess the current 
antivirus software, firewall enabled, open ports, operating system (OS) patch levels of devices and all 
the devices connected to the network. In Figure 1, the result indicated that the level of posture checking 
was 41%. The intent of posture checking was to find security weaknesses in computer systems, net-
works or applications and to ensure that detected vulnerabilities in the system were fixed correctly. For 
universities to know the resilience of their critical network systems, data residing and traversing their 
networks to attacks, security activities must include posture checking (performing penetration testing 
and vulnerability assessment). It is through assessment processes that the administrators can identify 
security holes and configuration issues, while maintaining system integrity and resilience. Thus, it is 
often necessary to regularly audit and assess the systems to ensure adherence to university-wide security 

Table 1. Characteristics of respondents

Respondents Frequency Percentage

Job Functions

IT Manager/IT Specialist 36 45.0

Systems/Network Administrator 44 55.0

Years of Experience

1-5 years 46 57.5

6-10 years 28 35.0

11-15 years 6 7.5

N = 80
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policy. To achieve this, there are several free and commercial vulnerability and exploitation tools that 
university system administrators can use to assess the health of their networks could include Nmap, 
Retina, SAINT, Metasploit, CORE IMPACT, and Nessus. At best, higher educational institutions should 
engage external qualified penetration tester on an annual basis to ensure that security controls are work-
ing effectively (HEISC, 2014).

Also, respondents were asked whether they have segmented the network architecture to provide dif-
ferent levels of security based on their information classification. The result revealed that the level of 
network segmentation stood at only 44.4%. But the universities can benefit from improved security and 
enhanced performance from network segmentation. For example, in the university, finance and human 
resources units can have their own subnet because of the sensitive nature of the data they process and 
store (Reichenberg & Wolfgang, 2014). Similarly, the faculty, students, alumni, and other personnel can 
have their own different subnets. The WiFi security controls could also be isolated from all other internal 
networks in order to help maintain the confidentiality and integrity of the wired network (HEISC, 2014). 
In this case, wireless users could not be able to access resources on wired networks (HEISC, 2014)). 
Doing this would limit security breaches on campus networks.

Moreover, participants were asked whether they had their servers protected by more than one security 
layer (firewalls, network IDS, host IDS, application IDS). The result showed that the level of defense-in-
depth was a little over 50%. This level of defense-in-depth implementation signified the need for system 
administrators and security personnel in the universities to put in place stronger defense-in-depth strate-
gies on their computers, servers, and wired and wireless networks which would make it more difficult for 
attackers to defeat the complex and multi-layered defense system to penetrate university networks. The 
components of defense-in-depth to be considered should include installation and updates of antivirus 
software, firewalls, anti-spyware programs, intrusion detection and prevention systems, multiple-factor 
authentication, and biometric verification systems. Hedrick and Grama (2013) investigated the extent 
of implementation of firewalls, intrusion detection systems (IDS), access control lists, network access 
control, and data loss prevention in educational institutions. The study found that firewalls and intrusion 
prevention systems (IPS) continued to be the most widely used security technology across campuses. 
In particular, firewalls were used to protect external connections (89% of the institutions studied) and 
high-security servers and networks (87% of the institutions studied) (Hedrick & Grama, 2013). The in-

Table 2. Network security management

Network Security Management NP 
(%)

PI 
(%) PL (%) WD 

(%) QC (%) CI 
(%) Mean ML 

(%) SD

1 Monitoring wired and 
wireless network - 15.0 25.0 22.5 22.5 15.0 2.98 59.6 1.302

2 Posture checking - 40.0 37.5 7.5 7.5 7.5 2.05 41.0 1.211

3 Network segmentation 7.5 7.5 47.5 30.0 7.5 - 2.22 44.4 .968

4 Defence-in-depth - 22.5 32.5 22.5 15.0 7.5 2.52 50.4 1.211

Levels of Network Security 
Management 1.88 21.25 32.63 20.63 13.13 7.5 2.44 48.8 

(PL) .965

Not Performed (NP – 0%); Performed Informally (PI – 20%); Planned (PL – 40%); Well Defined (WD – 60%); Quantitatively Controlled 
(QC – 80%); Continuously Improving (CI – 100%); ML - Management Level, N=80
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stitutions used IPS to monitor network traffic for malicious activities and to actively prevent attempted 
intrusions. IPS solutions should be implemented on external Internet connections and in high-security 
areas to block malicious intrusion (Hedrick & Grama, 2013).

Data Transfer Security Management

Secondly, the study assessed the extent to which higher educational institutions protect the data traversing 
their campus networks. Overall, data transfer security practices stood at 44.8% (see Table 3), indicating 
that the institutions were at the planned stage on data transfer security management. Observably, data 
transfer security management has been lower than network security management (which was 48.8%). 
This is an indication that the institutions are paying more attention to network security than data transfer 
security.

In particular, the respondents were asked to indicate their institution’s use of appropriate and vetted 
encryption methods to protect sensitive data in transit. Encryption protects data at rest and in transit. 
Figure 2 shows the level of encryption at 44.4%, indication the need to encourage the use of encryption 
software to encrypt sensitive data of their devices and when sent across the network. Data encryption 

Figure 1. Level of network security management

Table 3. Data transfer security management

Data Transfer Security Management NP 
(%)

PI 
(%) PL (%) WD 

(%) QC (%) CI 
(%) Mean ML 

(%) SD

5 Encryption 7.5 22.5 32.5 15.0 22.5 - 2.22 44.4 1.242

6 Media access control 7.5 32.5 15.0 30.0 15.0 - 2.12 42.4 1.236

7 Protect exchanged information 7.5 32.5 7.5 45.0 - 7.5 2.20 44.0 1.316

8 Protect data from public network 7.5 25.0 15.0 22.5 30.5 - 2.42 48.4 1.348

Levels of Data Transfer Security 
Management 7.5 28.13 17.5 28.13 17.0 1.88 2.24 44.8 

(PL) 1.090

Not Performed (NP – 0%); Performed Informally (PI – 20%); Planned (PL – 40%); Well Defined (WD – 60%); Quantitatively Controlled 
(QC – 80%); Continuously Improving (CI – 100%); ML - Management Level, N=80
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prevents anyone without a decryption key from being able to read the data (Beaudin, 2015). Principally, 
university community uses smart phones and other mobile devices to store and transmit sensitive data 
(personal and financial information, intellectual property), mobile data should be encrypted on these 
devices and when sent across to other devices for protection from potential theft. Even sensitive email 
messages can be encrypted using public keys. Most email clients have a feature to easily perform this 
task. The person receiving the message will be able to decrypt it.

Moreover, the respondents were asked whether their institutions have controls in place to protect, 
track, and report status of media that has been removed from secure organization sites (media access 
control). The result shows a score of 42.4%. In addition, the level of protection exchanged data stood 
at 44%, when the respondents were asked whether they had policies and procedures in place to protect 
exchanged information from interception, copying, modification, misrouting, and destruction. Finally, 
when asked whether the respondents have a process in place to ensure that data traversing public net-
works is protected from fraudulent activity, unauthorized disclosure, or modification, the result shows 
a score of 48.4%.

In order to manage and improve data transfer security, higher educational institutions could adopt some 
measures. Higher educational institutions could put in place mobile device and acceptable use policies. 
There is also the need for security education to address basic security literacy (Kaspersky & Furnell, 
2014). Training and awareness programs for the university community (faculty, staff, students, alumni, 
contractors) must focus on how users should protect themselves on the campus and public networks. 
The faculty should be taught and use Virtual Private Network (VPN) when sending sensitive data among 
themselves or with other research institutions. VPN creates a private network through public networks 
and routes data securely to the recipients. Training programs should cover basic security practices such 
as how to turn off sharing, how to enable firewall to block unauthorized access to their devices. They 
should be taught how to use Hyper Text Transfer Protocol Secure (HTTPS) and Secure Sockets Layer 
(SSL). HTTPS is the protocol that ensures data sent between the browser and the website is encrypted 
and SSL establishes an encrypted link between a web server and a browser. Also, running up-to-date 
anti-virus software could help protect systems connected to unsecured network.

Figure 2. Level of data transfer security management
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Communications Security Management

Finally, the study assessed the maturity of the higher educational institutions’ overall communication 
security management. Table 4 and Figure 3 show that the overall level of network and data transfer se-
curity practices, among all the institutions, was 46.8% (Level 2), which is the planned stage of maturity. 
This stage indicates that the base requirements for the networks and data transfer security controls are 
planned, implemented, and repeatable. Specifically, less than 5% of the institutions had no network and 
data transfer security controls or plans in place; about 25% had the base security practices of network 
and data transfer control areas generally performed on an ad hoc basis; and about 26% had the base 
requirements for the network control areas planned, implemented, and repeatable. Moreover, 25% had 
network and data transfer security processes documented, approved, and implemented campus-wide; about 
15% had network and data transfer security processes measured and verified; about 5% have standard 
processes to regularly reviewed, updated and improve processes to response to vulnerability’s impact.

Ideally, for higher educational institutions to attain the highest level of communications security, they 
should be at Level 5 (continuously improving). At this level, higher educational institutions would have 
implemented standard processes that would be regularly reviewed and updated. Also, improvements to 
communications security controls would reflect an understanding of, and response to, a vulnerability’s 
impact through the process of a measured and verified (e.g., auditable) security assessment. In addition, 
at this level, communications security controls would have been documented, approved, and implemented 
institution-wide.

SOLUTIONS AND RECOMMENDATIONS

Higher educational institutions have become the target of cyber attacks, which has been evident in several 
recent reported cases of data breaches (Garg, 2016; Symantec, 2014). This study used a survey to gain 
deeper understanding of network security (wired and wireless network monitoring, posture checking, 
network segmentation, and defence-in-depth) and data transfer security (encryption of data in transit, 
media access control, protection of exchanged information, and protection of data from public networks) 
management in Ghanaian higher educational institutions.

The results of the study showed that network and data transfer security were not adequately man-
aged in Ghanaian higher educational institutions. The overall level of network and data transfer security 

Table 4. Network and data transfer security management

Network and Data Transfer Security 
Management

NP 
(%)

PI 
(%) PL (%) WD 

(%) QC (%) CI 
(%) Mean ML 

(%) SD

Levels of Network Security 
Management 1.88 21.25 32.63 20.63 13.13 7.5 2.44 48.8 

(PL) .965

Levels of Data Transfer Security 
Management 7.5 28.13 17.5 28.13 17.0 1.88 2.24 44.8 

(PL) 1.090

Overall communications 
Security Management 4.69 24.69 25.7 25.07 15.07 4.69 2.34 46.8% 

(PL) .986

Not Performed (NP – 0%); Performed Informally (PI – 20%); Planned (PL – 40%); Well Defined (WD – 60%); Quantitatively Controlled 
(QC – 80%); Continuously Improving (CI – 100%); ML - Management Level, N=80
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practices among all the institutions stood at 46.8% (Level 2), which is the planned stage of maturity. This 
stage indicated that the base requirements for network and data transfer security controls were planned, 
implemented, and repeatable. With regards to the eight individual network and data transfer security 
controls assessed, apart from two controls, the level of management of all the other controls fell below 
50%. In particular, monitoring of wired and wireless networks for an unauthorized access was about 
60%, whereas protection of critical assets by more than one security layer (defence-in-depth) was about 
50%. On the contrary, all the remaining measures fell below 50%. The lowest score recorded was posture 
checking (41%). Considering the level of data breaches in higher educational institutions, these levels 
of network and data transfer security management are inadequate. Consequently, higher educational 
institutions need to review their communications security management plans and implement a more 
secure network and data transfer security controls.

There are some implications of this study. First, higher educational institutions need to invest in 
monitoring systems to continually monitor the campus networks for unauthorized access (PWC, 2015). 
Network monitoring systems monitor an internal network for problems and pre-emptively identify is-
sues such as virus infection, low drive space, and degrading hardware. This can reduce the impact these 
problems can have on the institutions’ productivity (Beaudin, 2015). Second, higher educational institu-
tions can deploy the necessary standards-based authentication, digital signatures (public-key encryption), 
directory services, and network management systems necessary for inter-institutional collaboration and 
resource sharing across the network to prevent unauthorized access to sensitive data in transit.

Third, implementing a strategy of defense-in-depth could defeat or discourage all kinds of attacks. 
Firewalls, intrusion detection systems, well trained users, policies and procedures, strong password, and 
good physical security are examples of some of the effective security plans that can be put in place. Each 
of these mechanisms by themselves is of little value but when implemented together will provide an effec-
tive security. Fourth, access to wireless and wired networks should be strictly restricted to authenticated 
faculty members, staff, students, and other authorized persons only. Moreover, all users must be made 
to change passwords periodically; systems should be deployed to encrypt passwords; and two or three-

Figure 3. Level of network and data transfer security management
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factor authentication methods can be instituted before access is allowed into campus networks. Fifth, 
systems administrators and security personnel need to employ standard information security frameworks 
and best practices to ensure data security.

CONCLUSION

The findings of this study will be useful to IT systems administrators, IT security personnel, and IT audi-
tors by gaining insight into network and data transfer security environment of the campus communications 
security. The study also showed some disparities in the management of network security between higher 
educational institutions in developing country, Ghana and that of the developed nations (Hedrick, 2013; 
PWC Report, 2015). These differences can be useful for benchmarking, which may inform IT strategic 
planning and management. However, the study had a limitation of low response rate. This is usually the 
case as evidence suggested that when collecting data of sensitive nature, the researcher should expect 
very low response (Kotulic & Clark, 2004).

Future research will involve replicating the study in other organizations so as to compare, benchmark, 
and gain insight of the broader network and data transfer security environment. Moreover, this study 
focussed on network and data transfer security, which were considered as technical security measures. 
However, data breaches happened as a result of human behavior (performing risky activities, non-com-
pliance to security policies). As such, multi-disciplinary study including behavioural science theories 
will be needed to explain user bahavior. Thus, combining behavioural science with communications 
security (including intrusion prevention, protocol and behavior analysis, application control, vulnerabil-
ity management, network segmentation, encryption and other defenses) may provide insightful results.
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APPENDIX

Information Security Management Survey Instrument

The purpose of this study is to assess the level at which network and data transfer security measures 
have been put in place on campus networks in Ghanaian higher educational institutions and to provide 
strategies for protecting information resources.

Please, use the scale below to assess the level of network and data transfer security management in 
institution.

Profile of Respondent

Please indicate your response to the following questions by checking the appropriate boxes.

1. 	 What is your current job title?
a. 	 Information Security Officer (CISO)
b. 	 Chief Information Officer (CIO)
c. 	 IT Manager /IT Specialist
d. 	 Internal Auditor
e. 	 Network Adminstrator

2. 	 How many years of experience do you have at your current position?
a. 	 1-5 Years
b. 	 6-10 Years
c. 	 11-15 Years
d. 	 16-20 Years
e. 	 Over 20 Years

Table 5. ISO 21827 International Standards Scale for Measuring Maturity Levels

Code ISO 21827 Definitions

0 Not Performed There are no security controls or plans in place. The controls are nonexistent.

1 Performed 
Informally

Base practices of the control area are generally performed on an ad hoc basis. There is general 
agreement within the organization that identified actions should be performed, and they are performed 
when required. The practices are not formally adopted, tracked, and reported on.

2 Planned The base requirements for the control area are planned, implemented, and repeatable.

3 Well Defined The primary distinction from Level 2, Planned and Tracked, is that in addition to being repeatable the 
processes used are more mature: documented, approved, and implemented organization-wide.

4 Quantitatively 
Controlled

The primary distinction from Level 3, Well Defined, is that the process is measured and verified (e.g., 
auditable).

5 Continuously 
Improving

The primary distinction from Level 4, Quantitatively Controlled, is that the defined, standard 
processes are regularly reviewed and updated. Improvements reflect an understanding of, and response 
to, vulnerability’s impact.
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Network Security

Please, indicate your reaction to each of the following statements by marking the checkbox that represents 
the level at which your institution has put in place the following network security measures.

Data Transfer Security

Please, indicate your reaction to each of the following statements by marking the checkbox that repre-
sents the level at which your institution has put in place the following data transfer security measures.

Table 6. 

Description of Items

NTSEC1 My institution continuously monitors our wired and wireless networks 
for unauthorized access. 0 1 2 3 4 5

NTSEC2
My institution has a process for posture checking, such as current 
antivirus software, firewall enabled, OS patch level, etc., of devices as 
they connect to your network.

0 1 2 3 4 5

NTSEC3 My institution has segmented network architecture to provide different 
levels of security based on the information’s classification. 0 1 2 3 4 5

NTSEC4 Internet-accessible servers are protected by more than one security 
layer (firewalls, network IDS, host IDS, application IDS, etc). 0 1 2 3 4 5

0. Not Performed 1. Performed Informally 2. Planned 3. Well Defined 4. Quantitatively Controlled 5. Continuously Improving

Table 7. 

Description of Items

DTSEC1 My institution use appropriate and vetted encryption methods 
to protect sensitive data in transit. 0 1 2 3 4 5

DTSEC2 Controls are in place to protect, track, and report status of 
media that has been removed from secure organization sites. 0 1 2 3 4 5

DTSEC3

My institution has policies and procedures in place to protect 
exchanged information (within my organization and in third-
party agreements) from interception, copying, modification, 
misrouting, and destruction.

0 1 2 3 4 5

DTSEC4
My institution has a process in place to ensure data traversing 
public networks is protected from fraudulent activity, 
unauthorized disclosure, or modification.

0 1 2 3 4 5

0. Not Performed 1. Performed Informally 2. Planned 3. Well Defined 4. Quantitatively Controlled 5. Continuously Improving
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ABSTRACT

This chapter highlights aspects of the contribution of an IT program used in cost accounting and its man-
agement according to the target costing (TC) and its impact on the business strategy of an economic entity. 
The authors present the historical evolution of the TC, its implementation steps, and the methodological 
steps that go into the management accounting. The characteristics of a software program specifically 
designed for cost accounting and management of TC, its design, implementation stages, execution mode, 
are presented. The guarantee of a managerial decision is based on the provision of real, accurate, and 
reliable information that can be obtained and analyzed with this software program. The theoretical and 
methodological aspects presented are based on the existing literature, university studies, and specialty 
from all over the world. Through the authors’ contribution, a new conceptual-empirical framework is 
created to discuss issues that impact on the business environment of economic entities.
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INTRODUCTION

This century begins with a revolution in the field of computers, especially by using and implementing 
computerized applications, information systems and information technology (IT) in all business practices 
of larger or smaller companies. The emergence and adoption of Web-based applications and technolo-
gies, information, and telecommunications has multiplied the capabilities and benefits of computers. 
The importance of computers and software in business can no longer be ignored or overestimated. Large, 
medium or small businesses use Internet-based communications technologies, networks, or programs that 
enable employees and professionals to quickly communicate, collaborate, and work across geographic 
locations across the globe, thereby contributing to streamlining workflows. Starting from the overall 
cost targeting framework, we focused our attention on creating an IT program able to manage the flow 
of financial and economic operations that took place in a small company. The program presented is an 
original one and is based on the technology provided by Microsoft Office through Access. The main 
objectives of this chapter are: (1) the presentation of some aspects of the target costing method, the 
implementation steps and the methodological steps in the management of a small company, and (2) the 
creation of a computerized program necessary for the management of the target costing accounting, 
adapted to the general accounting plan for managerial accounting from Romania.

BACKGROUND

Conceptual Approaches of Target Costing

The emergence and application of the concept of determining the target costing of products was found 
at the beginning of the 19th century at Ford in the United States and Volkswagen Beetle in Germany in 
1930 (Feil et al., 2004). During this time, Americans created a concept to maximize the attributes of a 
product by minimizing its cost, which was later transformed into a technique called VE (Value Engineer-
ing). This technique was taken over by Japanese companies to cope with the competitive environment 
and was an innovative incentive for the Japanese Managerial Accounting System to implement the Target 
Costing approach.

VE, known as “Genka Kikako”, was used for the first time at Toyota in 1963 and was not mentioned 
in Japanese literature until 1978 (Tani et al., 1995) when it was called “target costing” (Kato, 1993). 
Its implementation as a cost management technique was carried out by Japanese accounting officers 
(Kato, 1993; Tani et al., 1994; Tani, 1995) and the development of the TC system was initially made 
by Toyota Motor Production in 1959 being the oldest and technically advanced (Gopalakrishnan et al., 
2007). Target Costing has emerged as a market-oriented system that effectively manages the new costs 
of a product during the design and development phase and, along with the Kaizen Costing method, helps 
the Japanese automotive industry to achieve their goals (Monden & Lee, 1993).

As defined by CAM-I (Consortium for Advanced Management International), Target-Costing (TC) 
is a “a set of management tools and methods aimed to design and plan activities for new products, which 
provides the basis for controlling subsequent operation phases and which makes sure that the products 
achieve their goals in terms of profitability throughout their life cycle” (CAM-I, 1994).
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Several organizations around the world have adopted and implemented the TC technique to meet the 
objectives of manufacturing and internal management processes such as management controls or strategic 
and environmental considerations. Thus, in response to increasing supply chain pressures associated with 
capital market pressures, many companies in the US and Europe are adopting this technique (Paunica 
et al., 2009; Juhmani, 2010). Supply Chain Management plays a key role in uniting TC’s objectives 
with customer desires and market requirements through interactive supplier engagement in TC practice, 
contributing to the success of implementing this technique while providing credible market information 
(Hamood et al., 2011).

The most popular innovative methods and techniques used in cost accounting and management 
in the 1980s included: Activity-Based Costing, Target Costing, Theory of Constraints, Value-Added 
Management, Vertical Integration (Smith, 1999). According to US and European reports, companies 
have begun to adopt TC in the late 1980s (Ansari et al., 1997a) for several reasons: disciplining the PDP 
product development process (Cooper & Slamulder, 1997), improving cost management and increased 
competitiveness (Feil et al., 2004). This is a concern for cost management and not for the mitigation and 
control of costs, but also for supply chain management to be involved in TC practice as the main source 
of information to insure the value of products.

There are few studies about the implementation or non-implementation factors of TC and include: 
industrial affiliation, competition degree, uncertainty in the business environment and the strategy per-
ceived by the managers (Ansari et al., 1997b).

After its implementation, the Target Costing method has become the necessity of a compromise born 
between the rapidity of changing customer expectations and the execution of products with low costs 
and high quality and utility. Thus, the Target Costing method turns from a cost-cutting technique into 
a profit management tool after the 1990s and demonstrates its sustainability in a highly competitive, 
contemporary environment. Some specialists noted the positive relationship between the implementation 
of the Target Costing method and the intensification of competition (Dekker & Smidt, 2003), between 
increasing competition and stimulating and encouraging a dynamic environment (Kocsoy et al., 2008), 
while other specialists find that the method targeting costs was perceived as tool for cost-cutting, then 
for customer satisfaction, product quality and opportunity (Rattray et al., 2007). The positive argument 
for the implementation of the Target-Costing method is based on forecasts of customer requirements and 
competitor market behavior, and the negative argument for non-adoption of the Target-Costing method 
is based on the rigid targets identified in the forecasts of customer requirements and perceptions in an 
uncertain environment that suggests using the method only as a tool to maintain competitiveness.

Since 2000, some cost accounting techniques have been developed that integrate strategic manage-
ment (Adler et al., 2000) and are indispensable for a company’s continued activity much more than 
a feedback from the control system or market orientation to the detriment of production (Nishimura, 
2002). This is also demonstrated by a case study of a Romanian company that indicates that accountants 
are the main observers of the impact of market competitiveness and the increase/decrease in prices and 
costs for the Target Costing method and the transmission of these signals to the company’s management 
(Căpușneanu & Briciu, 2011).

Japanese companies regard the Target Costing method as an integral part of the design and development 
of the production process and not just as a stand-alone calculation technique. A number of specialists have 
put forward in their studies: the benefits of integrating the Target Costing Method (TC) along with the 
ABC-costing method in the target cost allocation process within American companies (Cokins, 2002); 
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the benefits of TC integration with the BSC by adopting the four perspectives of the BSC to support the 
frequent processes needed to cover the gap between the Target Cost and the estimated cost, and which 
leads to a balance between cost, quality and functionality (Souissi & Ito, 2004); the advantages offered 
by the similarities between TC and BSC in meeting customer needs and the requirements for achieving 
financial goals and global strategic goals (Yilmaz & Baral, 2010).

Other specialists have argued that the presence of the Target Costing method after the 2000s is rather 
a product development system rather than a costing technique (Burrows & Chenhall, 2012); the Target 
Costing method is an integrated system of several economic instruments that allows the three dimensions 
(cost, quality, time) to be used efficiently, but also to control product cost and increase the profitability 
of the company (Pakizeh et al., 2013). The specialists focus to identify ways in which the Target Costing 
method can be successfully implemented to increase organizational performance towards product value 
creation and increased profitability for both existing products and new products.

Purpose and Stages of Target Costing

The purpose of the Target Costing method is to identify the production cost of the product being tracked 
so that the sale brings the profit margin that the company desired. The Target Costing method focuses 
on reducing the cost of a product in the design phase where changes affect the entire life cycle of the 
product in question. These definitions imply that the Target Costing objective is characterized by (1) 
the market price and the desired profit, and (2) the start of the product life cycle. Atkinson et al., (1991) 
argue that Target-Costing is a cost-planning method that focuses on products in discrete manufacturing 
processes and short life cycles of products (Atkinson et al., 1991). During the life cycle of the product, 
such firms would gradually improve their processes using the Kaizen Costing method. Many US com-
panies use standard computing systems to control costs in the manufacturing phase. The focus of the 
Kaizen Costing method is very different from other systems. In general, standard cost systems focus on 
cost control, while Kaizen Costing focuses on continuous improvement.

According to the TC method, costs become fixed as soon as the product is in production, i.e. at the 
beginning of its life cycle. Applying a major redesign process becomes irrelevant when manufacturing 
a product, especially when its lifecycle is shorter. These two attempts to reduce the costs of the start-
up phase of a product production become useless and inefficient. According to the TC principle, its 
methodology is applied even from the first design phase of the product. We believe that this methodol-
ogy can be applied throughout the lifecycle of a product, from launch to maturity. This point of view is 
shared by other specialists like Horvath who wrote: ”Target-Costing is just part of the cost management 
function of a product throughout its life cycle. The target cost must be met by meeting the customer’s 
requirements, using different methods to identify the potential for cost reduction” (Horváth et al., 1993). 
By its restrictive descriptive content, most managers and other specialists have understood that this 
methodology cannot be applied to existing products, which has led them to continue to use inefficient 
cost management systems. The Institute of Management Accouting also advises companies to apply 
the TC methodology to new and existing or modified products. Changes in production techniques occur 
when the company is ready and motivated to move to another level, but this usually involves different 
production costs and profitability. If managers are of the opinion that only changes in product design are 
possible during manufacturing, then the company might lose some significant strategic opportunities.

In the literature, the specialists identified the following general steps underlying the Target Costing 
(Briciu & Căpușneanu, 2013):
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1. 	 Setting the Target Price: It is based on an assessment of the market’s needs, competitive analyzes 
or company’s preliminary plans based on the manufacture of a new or modified product according 
to the characteristics or requirements of the customers.

2. 	 Setting the Target Profit Margin: This is set according to the company’s long-term strategic and 
financial goals or as a result of the efforts made to plan a profit share. The general equation is as 
follows:

Tm = Tp – Tc,	 (1)

In which: Tm = target margin; Tp = target price; Tc = target cost (assignable).
The assignable cost consists of: costs of raw materials, direct wage costs, depreciation costs, instru-

mentation costs, development costs, general manufacturing costs, administrative costs, investment costs.

3. 	 Determining Estimated Cost and Target Cost: If a company wants to change an existing product, 
it has the necessary cost-base information and can only determine potential costs for the new prod-
uct if the specifications and manufacturing method of the new product are identical to the existing 
product (old). Based on these, the costs of the new product or the current costs are determined. 
The general equation is as follows:

Tp – Tm = Etc	 (2)

In which: Etc = Estimated Target Cost (subject to Kaizen Costing). The estimated cost is reduced 
using the Kaizen Costing technique to achieve the target cost proposed by the entity.

4. 	 Calculation of Estimated Cost of Estimated Products and Activities: It is determined by sum-
ming up the direct and indirect costs of the product.

5. 	 Calculate the Target Cost, the Amount to Reduce Costs: Applying value engineering is done 
when the estimated cost > the target cost proposed by the company. Adjustment is done from bot-
tom to top, starting with indirect costs and then with direct expenses, if applicable.

Adapting the General Accounts Plan to Target-Costing: Methodological Steps

Considering the life cycle of the manufactured products, the principles of the Target Costing method 
were adapted to the specifics of the technological processes and the types of manufacturing. Thus, our 
option consisted of adapting the principles of the Target Costing method to the General Accounts Plan 
in Romania by using Class 9 “Management Accounts” in the developed version of double-managerial 
accounting. This chart of accounts helps simplify the technique of recording and determining product 
costs by correctly reflecting the economic and financial operations that take place within a company 
(Briciu & Căpușneanu, 2011).

Being subject to accounting normalization and based on information pluralism, managerial accounting 
provides accounting information geared to several categories of users such as: state, company manage-
ment, investors, shareholders, etc. Managerial accounting satisfies the information needs and aims at 
internal analysis of the result on organizational structures. By using Class 9 “Management Accounts” a 
concrete capture of the operational flows performed in each phase of the life cycle of the manufactured 
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products (including the target price, the target costs or the target profit margin pursued by the company) 
is achieved. By adapting all the above-mentioned aspects, the chart of accounts presented the following 
synthetic structure (Briciu & Căpușneanu, 2011):

Group 90 “Internal Settlements” comprising the following accounts: 901 “Internal Settlement of Ex-
penses”; 902 “Internal Settlements of Output”; 903 “Internal Settlement of Cost Differences”; 904 
“Internal Sales Settlements”

Group 92 “Calculation accounts” comprising the following accounts: 921 “Basic activity expenses”; 
923 “Indirect costs”; 924 “General Administration Expenses”; 925 “Expenditure on disposal”.

Group 93 “Cost of Production” composed of the following accounts: 931 “Cost of Finished Produc-
tion”; 935 “Cost of production sold”.

Group 95 “Analytical results accounts” consisting of a single account, 951 “Analytical result”.

The way of functioning of the accounts in class 9 “Administration accounts” is presented as follows 
(Căpușneanu & Briciu, 2011):

Group 90 “Internal Settlements”. The ways of adapting to the Target Costing method required that the 
name of some of the accounts be changed in order to accommodate the flexibility requirements of 
the respective expenditures, respectively, of the obtained revenues.

Account 901 “Internal Reimbursement of Expenses” is a bifunctional account but acts as a passive 
account. It helps to keep track of direct costs (basic activity) and indirect costs (production, general ad-
ministration, sales). It is credited during the month for the settlement of operating expenses by destination 
(cost or expense locations) through the debit of the accounts: 921 “Basic Expenditures”, 923 “Indirect 
Production Expenses”, 924 “General Expenditures administration”, 925 “Expenditure on disposal”. At 
the end of the month, the actual cost of production sold through account credit is charged: 935 “Cost of 
production sold”. It has no balance.

Account 902 “Internal Settlements of Output” is a bifunctional account. It helps to keep track of the 
internal cost of production at the end of the month at actual cost. It is credited during the month with 
the estimated cost of finished production obtained through the debit of account 931 “Cost of production 
achieved”. At the end of the month, the target cost of production is accrued through the credit of the 
account: 921 “Basic Expenditures”. It has no balance. In analytics this account develops on calculation 
objects (orders, products, executed works, etc.).

Account 903 “Internal Settlement of Cost Differences” is an asset account and records the differ-
ences in cost calculated at the end of the month between the new actual costs calculated as a result of 
the customer’s compliance with the actual cost of production achieved within the entity. It is charged at 
the end of the month when the difference in cost (favorable or unfavorable) is determined and recorded 
by the account credit: 902 “Internal Settlements on Output” and through the debit of account 935 “Cost 
of Sold Production” with Final Actual Cost. It has no balance. In analytics this account develops on 
calculation objects (orders, products, executed works, etc.).

Account 904 “Internal Sales Settlements” is a passive account. It helps to keep track of: the proceeds 
from the sale of finished products at the selling price; the settlement of the actual cost and the result 
obtained from the sale of the finished production. It is credited at the end of the month when settling 
the target cost of the production obtained and sold, respectively the margin on the target profit obtained 
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from the sale of the production, through the debit of the account 951 “Analytical result”. At the end of 
the month, the amount of revenue generated from the sale of finished products is debited through the 
same 951 account “Analytical result”. It has no balance. In analytics this account develops on calculation 
objects (orders, products, executed works, etc.).

Group 92 “Calculation accounts” is a homogeneous group in terms of the economic content and 
accounting function of the accounts.

Account 921 “Expenditures related to the main activity” is an asset account. It helps to keep track of 
the expenses related to the core business of the entity. It is debited: (1) during the month, when collecting 
the direct expenses related to the core business, through the credit of account 901 “Internal Settlement 
of Expenses”; (2) At the end of the month, when allocating allowances from indirect costs (taking into 
account specific cost drivers), the credit of the accounts: 923 Indirect Production Expenses, 924 General 
Expenditures and 925 Retail Expenditure “. It is credited at the end of the month with the target Cost 
of Finished Production through the debit of account 902 “Internal Settlements of Output”. It has no 
balance. In analytics, this account is developed on calculations (orders, products, executed works, etc.), 
on calculation items (raw materials and direct materials and salaries and direct payroll accessories).

Account 923 “Indirect Production Expenses” is an asset account. It helps to keep track of indirect 
production costs. It is charged during the month for the collection of costs by production activities through 
the credit of account 901 “Internal Settlement of Expenses”. At the end of the month, at the end of the 
month, it is credited with the allocation of the share of the expenses related to main activity (indirect 
production) operations based on the specific cost inductors through the debit of account 921 “Basic 
activity expenses”. It has no balance. Analytically, this account grows over indirect production activities.

Account 924 “General Administration Expenses” is an asset account. It serves for the bookkeeping of 
administrative expenditure. It is charged during the month for the collection of administrative expenditure 
by the credit of account 901 “Internal Settlement of Expenditure”. At the end of the month, it is credited 
with the allocation of the share of the expenses related to the main (indirect management) operations 
based on the specific cost inductors through the debit of account 921 “Expenditures related to the main 
activity”. It has no balance. In analytics, this account grows over general government activities.

Account 925 “Retail Expenditure” is an asset account. It helps to highlight spending on commercial 
activities. It is charged during the month for the collection of expenses by commercial activity through 
the credit of account 901 “Internal Settlement of Expenditure”. At the end of the month, at the end of 
the month, it is credited with the allocation of the share of the expenses of the main (indirect) selling 
operations based on the specific cost inductors through the debit of account 921 ” Expenditures related to 
the main activity “. It has no balance. In analytics, this account develops through indirect sales activities.

Group 93 “Cost of production” is the group that highlights aspects of the cost of production from 
two points of view, namely: the finished output and the sold production. Both accounts described below 
show an asset accounting function.

Account 931 “Cost of Finished Production” is an asset account. It helps to keep track of the fin-
ished production, consisting of finished products, executed works. It is debited during the month with 
the registration price of the finished target output obtained through the credit of account 902 “Internal 
payments on the obtained output”. It is credited at the end of the month by settling the target cost of the 
finished output obtained through the debit of account 935 “Cost of production sold”. It has no balance. 
In analytics, this account develops on calculations (orders, products, executed works, etc.).

Account 935 The “Cost of Sold Production” is an asset account and records the finished output for 
sale (orders, products, works executed at the sales price) It is charged at the end of the month with the 
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recording of the finished output obtained at the estimated cost (target) through the credit of account 
931 “Cost of Finished Production.” It is credited at the end of the month by settling the estimated cost 
(target) of the production obtained on account 901 “Internal Settlement of Expenditure.” It does not have 
balance. It is similar to the previous account (orders, products, executed works, etc.).

Group 95 “Analytical results accounts” is the group containing results accounts obtained as a result 
of the difference between the income and expenditure of an entity’s output.

Account 951 “Analytical result” is a bifunctional account. It keeps track of the analytical result 
obtained from sales of finished products. Credits are credited at the end of the month with the selling 
price of the target sold product through the 904 “Internal Sales Settlements” account. It also flows at the 
end of the month with the target cost of the finished output obtained and the margin on the target profit 
obtained as the difference between the revenue recorded at the target sales price and the target cost of 
the sold output through the credit of the same account 904. It has no balance. In analytics, this account 
develops on calculation objects (orders, products, executed works, etc.)” (Căpușneanu & Briciu, 2011).

In our opinion, the methodological steps on management accounting and cost calculation using the 
Target Costing method are as follows (Căpușneanu & Briciu, 2011):

1. 	 Accounting the turnover into the target sales price. It is made through the debit of account 904 
“Internal sales settlements” and credit of account 951 “Analytical result”.

904“Internal sales settlements” = 951“Analytical result”	

2. 	 Establishing and recording the estimated profit margin (target). It is made through the debit of 
account 951 “Analytical result” and the credit of account 904 “Internal sales settlements”.

951“Analytical result” = 904“Internal sales settlements”	

3. 	 Calculate and record the estimated cost (assignable, target). It is made at standard cost by debiting 
account 931 “Cost of Finished Production” and crediting account 902 “Internal Settlements on 
Output”.

931“Cost of Finished Production” = 902“Internal Settlements on Output”	

4. 	 Establish estimated cost destinations (assignable, target). At this stage there is the allocation of 
the total cost of the sums by destinations, i.e. places of expenses (processes, activities) and cost 
carriers using the cost inductors or precise weights established by the Target Costing Method 
Implementation Team.

921“Expenditures related to the main activity”	

923“Expenditures related to the main activity”	

924“General Administration Expenses”	

925“Retail Expenditure”	
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= 901“Internal Reimbursement of Expenses”	

Analytical accounts can be opened for the following direct expenses: raw materials, direct salaries 
and other direct expenses. For Indirect Expenses, analytical accounts are opened for each type of activity 
evidenced in the appropriate process.

5. 	 Assignment of indirect costs related to activities on products, works or services provided using 
specific cost drivers (a list of cost drivers specific to each type of indirect expense or the scales set 
by the deployment team).

921“Expenditures related to the main activity”	

= 923“Indirect Production Expenses”	

924“General Administration Expenses”	

925“Retail Expenditure”	

6. 	 Calculation and settlement of actual cost. It is made by debiting account 902 “Internal Settlements 
of Output” and Account 921 “Expenditures related to the main activity”. There are no changes to 
traditional costing methods.

902“Internal Settlements of Output” = 921“Expenditures related to the main activity”	

7. 	 Calculation and recording of cost differences between the new actual cost as determined by recom-
mendations based on customers’ requests and the actual cost determined by component within the 
entity.

903“Internal Settlement of Cost Differences” = 902“Internal Settlements of Output”	

8. 	 Settlement of current actual cost of production sold. It is made through the debit of account 935 
“Cost of production sold” and credit of account 931 “Cost of production obtained”.

935“Cost of Sold Production” = 931“Cost of Finished Production”	

9. 	 Distribution of cost differences on sold production.

935“Cost of Sold Production” = 903“Internal Settlement of Cost Differences”	

10. 	 Settlement of current actual cost on target result. It is made through the debit of account 951 
“Analytical result” and the credit of account 904 “Internal sales settlements”.

951“Analytical result” = 904“Internal sales settlements”	
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11. 	 Closure of expenditure accounts (cost-production interface). It is made through the debit of account 
901 “Internal Reimbursement of Expenses” and credit of accounts 935 “Cost of Sold Production”.

901“Internal Reimbursement of Expenses” = 935“Cost of Sold Production”	

Computer Program for Cost Accounting and Administration

In this subchapter, the authors also present the model of a software solution for managing Target Costing 
method, built around a database. This solution is a model which, due to the expansion of modern devel-
opment environments, can be replicated in any (more or less) similar tool, and integrated into a more 
comprehensive IT solution for managerial accounting. The solution presented has the following aims:

1. 	 To assist the user(s) throughout the steps of the Target Costing method implementation within a 
company;

2. 	 To automatically generate inputs regarding the accounting records and the management of the ac-
counts dedicated to managerial accounting (class 9, according to the Romanian accounting plan).

This approach involves the use of an application which includes both procedural programming and 
support for database management. In this respect, the authors have selected the Microsoft® Access re-
lational database management software to build and develop the application. The procedural component 
dedicated to the first aim will follow the steps presented in the previous section of the chapter. It shall 
automatically calculate output indicators and store them in the dedicated section of the database, and they 
will provide input data for the second stage, that is the generation of accounting records. As both stages 
involves a database as storage instrument for the data processed within the Target Costing method, the 
database was designed according to the principles of the relational model, compatible with the DBMS 
(Data Base Management System) proposed.

The structure of the model involves the main tables presented below:

ACCOUNTS (Account_ID, Account_name)	

DEBT (ACC, Op_ID, Calc_ID, Sumd)	

CREDIT (ACD, Op_ID, Calc_ID, Sumc)	

OPERATIONS (Op_ID, Description)	

COST_CALCULATIONS (CID, Date)	

CALCULATIONS (CID, Phase_ID, Prod_ID, QP, TUSP, TPM, TUC, NTC, NRC)	

INDICATORS (Ind_ID, Ind_name, Type).	

COST_COMPONENTS(Calculation,Component,Weight)	
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PRODUCTS (Prod_ID, Prod_name, Description)	

PHASES (Phase_ID, Phase_name)	

The model designed is described by the following characteristics:

•	 The first four tables are used to manage the accounting records with the accounts member of the 
9th class. This approach follows the model specified by Roșca et al. (1993) and allows the input 
of accounting formula with more than one account on each side of the balance. To be noted, the 
operations are predefined, see the list of values below (Table 1).

•	 COST_CALCULATIONS defines the calculation operations, which is the transaction most com-
prehensive in our database, covering all other transactions. A complete calculation will follow all 
the steps described above, and their implementation should be subsequently explained.

•	 CALCULATIONS includes the data necessary to initiate a cost calculation (as defined above): the 
quantity, the target unit price, target profit margin, target unit cost, new target cost, new effective 
cost. The data are stored for each phase, and each product.

•	 The PRODUCTS table manages data about the products of the company. Each product is uniquely 
identified by the value of the primary key (the first column of the table);

•	 The INDICATORS table holds the list of indicators used in the process; they reflect the compo-
nents of the cost, grouped by type.

The physical model of the database, as represented in Microsoft Access, is presented in Figure 1.
The database functionalities are managed via a set of interfaces (forms), all of which can be accessed 

in a central panel: For all calculation operations presented above, the authors have defined a special 
control form, which allows the user to consult and interact with the data, in correlation with the calcula-
tion steps specific to the Target Costing method. The interface of the form is presented in the Figure 2.

Table 1. Predefined operations that allow accounting records to be managed within the database

Operations

OP_ID Description

1 Accounting the turnover into the target sales price

2 Establishing and recording the estimated profit margin (target)

3 Calculate and record the estimated cost (assignable, target)

4 Establish estimated cost destinations (assignable, target)

5 Assignment of indirect costs related to activities on products

6 Calculation and settlement of actual cost

7 Calculation and recording of cost differences between the new actual cost as determined by recommendations based on 
customers’ requests and the actual cost determined by component within the entity

8 Settlement of current actual cost of production sold

9 Distribution of cost differences on sold production

10 Settlement of current actual cost on target result

11 Closure of expenditure accounts (cost-production interface)
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The steps of the calculation, according to the specifications of the Target Costing method, are pre-
sented in the following section. Users are to use the Calculation data interface form, accessible by using 
the button with the same name, in order to entry the initial data for the calculation. The structure of the 
form allows for the input of the following attributes: (1) Calculation identifiers: ID and Date; (2) The 
product for which the calculation is realized; (3) Forecasted quantities; (4) Target unit sale prices; (5) 
The target profit margin; (6) The target unit cost.

Figure 1. Database diagram
Source: Authors’ work, as presented by ACCESS

Figure 2. Control form for applying the target costing method
Source: Authors’ work, as presented by ACCESS
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Apart from the first two items, the other indicators are introduced for each phase defined. At a sub-
sequent step, new indicators are inputted, namely the new target cost and the new effective cost. The 
structure of the initial data collection interface (the main section) is presented in the Figure 3 (the interface 
includes command buttons for appending, deleting records and for closing the form).

The first step involves the calculation of the following indicators: (1) Total turnover (the total amount 
of money when all products are sold); (2) Total target profit, corresponding to the turnover; (3) Total 
cost, for the entire quantity forecasted; (4) Weight of the profit margin in the turnover; (5) Weight of the 
target cost in the turnover.

This task is accomplished by the following query presented in Figure 4.
The query makes use of simple operations to determine the result measures, as unit indicators are 

multiplied by the appropriate quantitative value, and the result is stored in a new attribute. For a simple 
example, the results of the query are presented in the Figure 5.

The following operation involves the calculation of the individual components of the cost, based 
on the weights for each component type, defined in the table COST_COMPONENTS. The query has 
been defined as an action-type query, which has associated the APPEND operation (thus, it is an AP-
PEND QUERY, as defined in ACCESS), and the records obtained are used to fulfill the auxiliary table 
COST_COMPONENT_PHASES). Our query has the structure presented in the Figure 6.

The results of the query are presented in the Figure 7 (a preview before the actual append operation 
is executed):

The query capitalizes the weights associated with the current calculation, as specified by the INNER 
JOIN relationship between the tables CALCULATIONS and COST_COMPONENTS, and computes the 
unit and total component per phase. The next phase involves the input of real cost data for the current 
phase and calculation, by updating (manually) the values of the REAL_COST field in the COST_COM-
PONENTS_PHASES table. Following this operation, the next step takes into account the calculation of 

Figure 3. Data entry interface
Source: Authors’ work, as presented by ACCESS
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the unit and total deviations for the operational calculation. A simple, select-type query, provides the 
necessary results presented in Figure 8.

Having the cost components per phase together with the deviations allows us to move to the final 
stage of cost calculation, which assumes the calculation of the new real and target costs, for the current 
calculation and phase. These results are achieved by using the following query presented in Figure 9.

The final major set of operations in our database is the automatic generation of the managerial ac-
counting records that reflect the movements of cost components within the dedicated accounts, belong-
ing to class 9. This objective is achieved by building and ensuring the controlled running of a set of 
dedicated append queries, who upload the necessary records into the DEBT and CREDIT tables. Each 
append query has been defined starting from the structure of the destination tables. The source fields 
were designed and populated with values according to the requirements of each operations (there are 
11 operations, described in the first section of this chapter, for which the table OPERATIONS has been 
designed and populated.

Several queries are presented further on, in order to exemplify the application of this instrument for 
the stated requirement: the automatic generation of the accounting records (formulas). The use of the 
automated query running mechanisms is governed by the control form presented in Figure 2, and the 
specification of the calculation and phase for which the users want to manipulate data. The queries for 

Figure 4. Query for calculation target cost indicators per phase
Source: Authors’ work, as presented by ACCESS

Figure 5. Query results for calculation target cost indicators per phase, only a section is presented
Source: Authors’ work, as presented by ACCESS
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Figure 6. Query for calculation target cost components per phase
Source: Authors’ work, as presented by ACCESS

Figure 7. Query for calculation target cost components per phase - results preview, in section
Source: Authors’ work, as presented by ACCESS

Figure 8. Query for calculation deviations in cost components per phase
Source: Authors’ work, as presented by ACCESS
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the first operation, namely “Accounting the turnover into the target sales price”, the queries are presented 
in the Figure 10.

In compliance with the structure of the record, as presented in the first section of the chapter, cor-
related with the database structure proposed, the construction of the queries respected the following 
considerations:

Figure 9. Query for calculation of the new real and target costs
Source: Authors’ work, as presented by ACCESS

Figure 10. Query that automatically generates the accounting record for the step accounting the turnover 
into the target sales price. The first half is the query for debt; the second half solves the problem of the 
credit part of the formula
Source: Authors’ work, as presented by ACCESS
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•	 The operation number is given, as correlated with the corresponding value of the primary key in 
table OPERATIONS;

•	 The account symbol is also attributed, since the formula is standard, and is also correlated with 
the table ACCOUNTS, as it plays the role of foreign key here;

•	 The sum (either debt or credit) is calculated as product between the unit sales price, and the fore-
casted quantity;

•	 	From the dedicated text boxes in the control form (see figure 2, the bottom of the interface), the 
query reads and applies as criteria the values selected by the user for identifying the current cal-
culation and phase. The criteria used are, respectively:

[Forms]![f_COST_OPERATIONS]![Text38] for CID (calculation ID) and	

[Forms]![f_COST_OPERATIONS]![Text40] for Phase_ID.	

Those principles are applied for both queries and, upon running the queries; the record is entered 
into the DEBT and CREDIT tables.

Note: the two tables use a composite primary key, which prevents the user from entering two iden-
tical records for the same phase defined under the same calculation. Therefore, from this viewpoint, 
redundancy is excluded. Also, there is no issue in defining the foreign keys in the form proposed by the 
authors, as the following arguments apply:

•	 The list of operations is standard (11 operations, 11 methodological steps, as defined in the first 
section of the chapter);

•	 Each calculation is a unit of transactions that allows the application of the target cost for as many 
phases as the users need, respecting the methodological steps;

•	 The list of phases is pre-defined;
•	 The control of generating new records is automated by the attribution of values in each step, and 

the possibility of the users to select which calculation or which phase they want to solve.

Operations 2 and 3 are similar as record structure. A particular configuration was applied for opera-
tion 4, which assumes more accounts for the debt part of the accounting formula. Thus, the authors have 
resorted to define an append query for each component (unitary record, from the viewpoint of the table 
DEBT), all of them having assigned the “4” value for the destination foreign key that represents the ID 
of the operation.

The indicators that provide the values for the debt sums in this record are obtained depending on the 
cost categories. Therefore, an auxiliary query was defined, which helps calculate the unit cost for the 
three categories. The structure of the query is presented in the Figure 11, where the category is indicated 
by the attribute Type in the table INDICATORS:

The Calculation and Phase are restricted, at this stage, to the data selected by the user in the control 
form, in order to ease subsequent query definitions. The query presented is a classical aggregated func-
tions query, where the NRCU is the argument for the SUM function, and the other three fields are used 
for grouping the data. Based on this auxiliary instrument, the structure of the query for the first debt 
account, in the case of operation 4, is presented in the Figure 12.
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As the criteria for calculation and phase were solved during the design (and will apply during the run-
ning) of the auxiliary query, in this step, there is only necessary the criteria that selects the cost category 
for account 921, namely “Base activities”. Furthermore, the debt sum is computed by multiplying the 
unit cost (result of the auxiliary query) with the forecasted quantity. For the next formula, the structures 

Figure 11. Auxiliary query that calculates the unit cost per categories
Source: Authors’ work, as presented by ACCESS

Figure 12. Query that generates first debt formula, operation no. 4
Source: Authors’ work, as presented by ACCESS
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are the same, excepting the fact that the reference value of the criteria is the one corresponding to the 
debt account. Operation no. 5 involves two separate records, each having a single account on either side, 
which is another individual case in the structure of records for the methodological steps. The authors 
have resorted to defining separate queries for the respective records and accounts, in order to solve this 
case. Also, in order not to break the rule for unique values in the scope of the primary key, a separate 
operation was defined, with its own ID, for the second record. Alternatively, the two accounting formulas 
can be unified into a single one, considering that the debt account is the same. The queries that apply 
this solution are presented in the Figure 13.

To be noted, the design of the query includes the following elements:

•	 The use of the auxiliary query, in the right side of the data source area (basically, it solves the same 
processing needs as in the case of operation 4);

•	 This auxiliary query solves the problems regarding the filter for calculation and phase and also 
generates unit cost per categories;

•	 The account is provided, as it is 921 in both formulas necessary for this operation;
•	 As the debt sum is computed as general total, regardless of the categories, an aggregate function 

(SUM) was applied, to calculate the total cost;
•	 Also, the operation number is given, and the calculation ID is taken from the auxiliary query.

The other operations do not pose significant problems; the structure of their formulas is simple, ac-
count “against” account. The dataset regarding the accounting records can be presented to the user as a 
report, an accounting journal for the calculation and phase currently in operation. As we have defined 
the calculation as a complete application of Target Costing for a given phase, the accounting formulas 
should be presented based on these grouping criteria: calculation and phase.

Figure 13. Query that generates the unified debt formula, operation no. 5
Source: Authors’ work, as presented by ACCESS
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The structure of the report, proposed by the authors, is detailed in the Figure 14.
The journal reveals all account data and formulas on a certain calculation. It can be accessed for 

viewing from the main interface, as the calculation and phase numbers are read from the same window.

SOLUTIONS AND RECOMMENDATIONS

Starting from the topic discussed in this chapter, we propose to the specialists and to all those interested 
the following solutions to improve our approach:

•	 Adoption and implementation of Target Costing accounting alongside other management ac-
counting methods. The results of specialist studies have shown that there are real hybridization 
possibilities between Target Costing accounting and methods such as Activity-Based Costing, 
Activity-Based Management etc. (Briciu et al., 2012).

•	 Expanding the software program or creating other target-based software programs aimed at: high-
lighting and managing performance (creation of specific environmental indicators including), 
creating a set of synthesis documents specific to the Target Costing method, highlighting relation-
ships between suppliers and collaborators, etc.

Taking into consideration the conceptual approaches and software presented and based on the litera-
ture, we would like to recommend to specialists and those interested in deepening and implementing or 
adapting the Target Costing method to the specifics of a particular entity or organization, the following:

•	 Analyzing the principles and factors of the Target Costing method that Influence Company cost 
management. An analysis and implementation team will be set up. It will study and analyze all of 
these issues and will guarantee for successful implementation within the selected company.

•	 Researching the specialty literature on the degree of successful adoption and implementation of 
the target costing approach or adjusting the chart of accounts, if any. In this regard, different spe-
cialized institutions or research institutes can come to the conclusion that they can come up with 
viable solutions to ensure the successful adoption or implementation of the Target Costing method 
within the selected company.

Figure 14. Calculation journal report
Source: Authors’ work, as presented by ACCESS
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•	 Expanding IT programs dedicated to managing a company’s costs or performance by using the 
Target Costing method. This can be done by using more specialized software programs dedicated 
to the objectives pursued by a particular company that wants to implement them.

FUTURE RESEARCH DIRECTIONS

Through the set goals, the approaches and the presentations made, the authors are of the opinion that 
the aim of this chapter has been reached, addressing both established professionals from the business 
environment, as well as specialists or academics. The approaches presented and analyzed from the 
internal and international literature highlight the synthesis of a large amount of information presented 
and processed by the authors and covering the topic chosen for the debate, while leaving new possibili-
ties for quantifying future researches. In this respect, the new directions proposed by the authors for the 
expansion of the theoretical and empirical framework launched aim at:

•	 Analyzing the possibilities of adapting the principles of the Target Costing method to the specifics 
of the different companies that like this method of cost management and performance highlighting;

•	 Analysis of the impact of the managerial decisions resulting from the adaptation of the principles 
of the Target Costing method to the specifics of the different companies, including the use of a 
software program dedicated to cost management and performance highlighting;

•	 Analyzing the possibility of creating new software programs needed to monitor and measure the 
performance of a company based on the principles of the Target Costing method.

CONCLUSION

This chapter covers a wide range of themes based on the conceptual approaches of the Target Costing 
method, its stages in a company, and the presentation of the methodological steps in the managerial 
accounting by adapting the chart of accounts to its specificity. Also, the chapter also presents original 
authors’ contributions to creating a computerized program needed to manage costs by Target Costing 
within a company. As strong points of this chapter we can mention:

•	 Helps fill existing gaps in managerial accounting and apply the principles of the Target Costing 
method within companies precisely through interpretations of conceptual approaches and by pre-
senting the software specifically created for this purpose;

•	 Presenting the positive impact of implementing and using the IT program on management and 
employees through: (1) cost analysis involving staff from all departments, encouraging the re-
sponsibility for cost management; (2) source of information for other routine management ac-
tivities (process and product design, cost allocation and control, procurement process, pricing 
policies, performance appraisal); (3) making impact analyzes of new products on the market and 
the competitive environment (taking into account the full life cycle of the product, the total costs 
of both the manufacturer and the customer are significantly reduced).
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Through our contribution, we believe we have increased our knowledge of the cost-implementation 
and cost management capabilities through a company-wide cost targeting approach while opening up new 
opportunities for future research. The chapter presented remains open to any enlargement needs coming 
from specialists or other stakeholders. Along with them, we express our desire to extend our research, 
trying to diversify the problems that have arisen or been reported by specialists. We also remain open 
to any suggestions from the business or academic environment to continue or expand our research by 
developing partnerships or collaborations.
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KEY TERMS AND DEFINITIONS

Activity-Based Costing (ABC): An accounting method that identifies the costs of (indirect) activities 
and then allocates these costs to the products. Allocation of product costs to products is done through 
cost drivers.

Data Base Management System (DBMS): All the programs used to create, query, and maintain a 
database. Includes two categories of modules: modules that are common to those of computer operating 
systems and modules with database-specific functions.

General Accounts Plan: A classification system consisting of a list of all accounts used in account-
ing by an economic entity, ordered by economic content and accounting function.

Kaizen Costing (KC): A cost reduction system defined as the maintenance of present cost levels for 
products currently being manufactured via systematic efforts to achieve the desired cost level.

Microsoft Access: A program for creating and managing a Microsoft-based relational database that 
is part of the Microsoft Office suite.
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ABSTRACT

A significant milestone in the evolution of financial reporting systems occurred when the international 
financial reporting standards (IFRS) were first applied in the year of 1989. The XBRL (extensible busi-
ness reporting language) phenomenon marked a new stage in the development of global accounting and 
reporting systems in the year of 2008 when public companies in US began to use this system. Although 
the two steps have had a significant impact on the process of harmonizing the global financial reporting 
system, this process is yet not complete. This chapter presents a comparative analysis of some issues 
emerging from the application of electronic reporting systems in order to identify the risks presented by 
them and possible solutions to current practices in financial reporting.

INTRODUCTION

International commercial transactions have become an increasingly common practice among corporations 
as well as among medium and small entities (Hoffman & Raynier, 2017). At the same time, investors are 
much more open than previous practices to allocate significant amounts to projects in other countries 
based on the opportunities they identify. Due to the evolution of the economy and the two above men-
tioned effects, it is a concern of all investors and of all the commercial entities to harmonize the processes 
and instruments used in the elaboration of financial reports and to facilitate their correct interpretation 
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by any foreign citizen. The mission of this chapter is to critically and professionally analyze the overall 
framework of financial reporting in the era of digitization.

In the case of electronic financial reporting, one of the most recognized and used system is the XBRL 
(Extensible Business Reporting Language). XBRL is founded by a non-profit organization and is used in 
over 50 countries around the world, including United States of America, England, United Arab Emirates, 
Brazil, Spain, Germany, Belgium, England, Denmark, Indonesia, Japan and others (European Security 
and Markets Authority, 2017).

XBRL replaces reporting systems based on PDF or HTML files, still used in many countries of the 
world (European Security and Markets Authority, 2017). Also, the XBRL system has created techniques 
to replace the current system used by EIOPA (European Insurance and Occupational Pensions Authority), 
namely the T4U system, proving itself to be a flexible alternative that can boost to a stronger harmoni-
zation development of financial reporting systems, on certain market segments in the European Union.

One of the challenges for foreign investors is to adapt to the different electronic reporting systems, in 
addition to the differences presented by national standards in the country where they invest their resources, 
which usually are different in many perspectives from the ones from his native country. This issue is 
trying to be solved by different ways by each and every country that wants to attract foreign investors. 
A good example of this practice can be found in China, where the government has created special poli-
cies to meet the needs and challenges that the foreign investors face throughout their work. The main 
objective of this chapter is to observe the application of the electronic financial reporting system in the 
various national contexts of the world and to identify the similarities and differences in its application.

There are also electronic systems that facilitate the development of financial reporting in cloud, such 
systems are: Cognos - made by IBM, Dynamics 365 - made by Microsoft, Xero, and others. Moving 
processes and systems from physical platforms to electronic platforms has meant a rapid step for report-
ing systems. This process took place without giving the opportunity for a thorough analysis and for the 
development of risk-taking procedures before the electronic era. Currently, the rapid transformation can 
now be seen, from the electronic platform to the cloud platform. This is why it is considered appropriate 
to prepare a detailed analysis of the system before this new transit that the financial reporting system 
will inevitably follow. A second objective of this chapter is to identify the risks involved in preparing 
and transmitting financial reporting using the new informational systems.

The use of the XBRL and cloud-based systems is becoming more and more common. Currently, 
XBRL is considered an opportunity for harmonizing the electronic reporting system in Europe, especially 
since ESMA (European Securities and Markets Authority) has made it mandatory to use XBRL as of 
2020. This announcement gives a more urgent note to the need to analyze electronic financial reporting 
systems for the benefit of Europe’s commercial entities and investors.

BACKGROUND

Nowadays, the definition of an accounting information system has changed, in comparison whit the 
original definition, due to its development over time, so Fontinelle (2018) considers this system to be 
a program running on a computerized platform that identifies accounting activity through technologi-
cal resources, although this it is generally valid to note that there are entities who still keep the written 
financial information on paper and there are no legislative obligations to motivate them to do otherwise 
(Hoffman, 2006).
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Similar to all the functions within an entity and the accounting system, financial reporting is implicitly 
influenced by the emergence of innovative technologies. Entity management decides to change a report-
ing system in favor of another in response to changes in the environment, and in particular due to the 
emergence of new, more advanced technologies (Derman, 2005). The primary goal of the digitization 
of financial reports according to Hoffman (2017) is to improve and develop the accounting institution; 
given the increasing volume, complexity and importance of financial information, the digitization op-
tion becomes relevant.

International Financial Reporting Standards are currently of major importance for developers of new 
technologies for the financial reporting system. These are either mandatory or voluntary in around 120 
jurisdictions; they are the only common root of financial reporting systems around the world. On the 
adoption process, Holger et al. (2008) presents the statistical results of a study conducted on a sample 
of 3100 entities from 26 countries that have adopted IFRS. Accordingly, the mandatory adoption of 
IFRS may lead to an increase in financial market liquidity by between 3-6% and therefore to a decrease 
in the entity’s capital cost.

In today’s technology, an important element in the financial reporting system is human-computer 
interaction, which has been in development for over thirty years. The primary purpose of this interaction 
is to transpose information from the physical plane into the digital one. But this can trigger many risks.

Ilias et al. (2015) suggests that in order to promote an effective financial reporting system, an im-
portant factor is the adoption of XBRL. Gunn (2007) points out that the XBRL system resonates with 
individual concepts in financial reporting, allowing for a universally valid understanding of each financial 
information. Cohen (2015) also claims that compared to the XML system, XBRL has a more efficient 
semantic explication but is more inappropriate for automated logical reasoning. In contrast to these 
arguments, there are studies that mentions that in the USA the XBRL adoption transition has been a 
difficult time for both private and public entities. In June 2011, IFAC together with ISACA developed a 
“Leverage XBRL for Value in Organizations” project, which aims to support accountants in capitalizing 
on XBRL adoption initiatives and compliance requirements. The two entities argue that the benefits and 
opportunities to incorporate XBRL into internal processes can streamline management communication, 
thus increasing the value of information used within an organization. The materials provided include 
numerous examples and case studies.

“As XBRL is being implemented in financial markets around the world, it raises important questions: 
How will it help to increase the credibility of financial reporting? What does XBRL mean for professional 
accountants and auditors of financial information and for users of this information? What implications 
and challenges must be considered before the impact of XBRL on the supply chain of corporate report-
ing reaches its full potential? “(Gunn, 2007)

INTERNATIONAL FINANCIAL REPORTING SYSTEMS

Due to the fact that a financial reporting system is formed both from the information system and from 
the legal framework that regulates it, an individual analysis of the national reporting systems is needed 
to find similarities and differences. Therefore, in Table 1 one can observe the particular situations in 53 
states around the world.

By geographically structuring countries according to the situation of global financial reporting 
systems, a division of the world into four categories is achieved. States that adopt international report-
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Table 1. Situation of financial reporting systems in 53 countries

No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

1 Afghanistan
IFRS required for all non-small business entities and for 
all banks. Micro-enterprises are allowed accounting on 
the basis of receipts and payments.

Annual reports are submitted by commercial entities 
in printed form to government authorities.

2 Albania IFRS required for all listed entities, financial 
institutions and large private entities.

Many government institutions and agencies, banks 
and other financial institutions, as well as many 
private individuals, commercial entities (large and 
medium-sized) use electronic reporting solutions.

3 Australia

IFRSs are mandatory for listed companies and financial 
institutions. Alternatively, foreign business entities 
can use home standards if they are approved by the 
scholarship. For other SMEs, no specific reporting 
framework is required.

Transmission of financial reports is done 
electronically in .tif, .pdf or .rtf format along with the 
XML format and / or the standard format.

4 Austria

All national companies whose securities are traded on a 
regulated market are required to use the IFRS standards 
adopted by the EU in their consolidated financial 
statements. Except where a foreign entity whose 
national jurisdictions are considered by the EU to be 
equivalent to IFRS, they may use their own national 
standards.

Submission of financial reports to the Company 
Registry is made in PDF format.

5 Belarus The application of IFRS is required for all listed entities 
and financial institutions. XBRL (Reisinger, 2017)

6 Belgium IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

The National Bank of Belgium is responsible for 
preparing national situations. In order to contribute 
to this process, Belgian business entities provide the 
central bank with an annual XBRL template balance 
sheet.

7 Brazil

Entities quoted on a stock exchange and any banking 
entity that is legally required to publish financial 
statements in Brazil must publish consolidated financial 
statements in accordance with IFRSs. A Portuguese 
version of the IFRS for SMEs was also adopted as an 
option for Brazil’s SMEs.

Brazilian government entities use XBRL to efficiently 
collect and improve data quality for the Brazilian 
National Treasury.

8 Bulgaria IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

Non-listed business entity reports may be submitted 
either in electronic format in PDF or physically in a 
standard format at the Registration Agency. The listed 
entities electronically transmit financial reports to the 
authorities’ portal.

9 Cambodia

All Cambodian public interest entities quoted on the 
stock exchange must comply with IFRS. IFRS for 
SMEs is an option for all SMEs in Cambodia, except 
for those of public interest.

There is no legislative provision on the transmission 
of financial reports to national authorities.

10 Canada
Application of IFRS is mandatory starting in 2011. 
However, reporting entities in the United States are 
entitled to apply US GAAP.

Financial reporting issuers are required to submit 
reports in PDF or XBRL format on the SEDAR 
(System for Electronic Document Analysis and 
Retrieval) portal.

11 Chile

All listed entities or other types of commercial entities 
are accountable for the use of IFRSs in preparing 
financial statements. SMEs are required to use IFRS 
for SMEs. Banking institutions are required to apply 
national accounting standards as published by the 
Superintendence of Banks and Financial Institutions 
(SBIF).

The Securities Regulatory Authority of Chile requires 
listed companies to submit financial statements in 
XBRL format. Data is republished on its XBRL web 
site and can be used by global market participants, 
including data providers, investors and analysts.

continued on following page
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No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

12 China

China’s national standards are converging with IFRS. 
Chinese entities representing more than 30% of the total 
market capitalization of the domestic market produce 
financial statements consistent with IFRS due to their 
dual registrations in Hong Kong and other international 
markets.

The format for submitting financial reports may vary 
by location. If the reporting entity transmits its online 
reports, then the financial reports will be sent to the 
authorities using the format provided by the system.

13 Columbia

Public interest entities and large entities that: a) are 
subsidiaries of parent companies that report under 
IFRS; b) are the parent companies of branches 
reporting under IFRS; and c) are entities that export 
or import more than 50% of the value of the turnover; 
adopt IFRS. Large and medium sized companies other 
than those included in the first category adopt IFRS for 
SMEs. Micro-enterprises apply standards specifically 
developed for their needs (Normas de Información 
Financiera para Microempresas).

Colombian financial institutions complete financial 
reports in XBRL format and send them to the 
responsible authority, “Superintendencia Financiera 
de Colombia”. Also, the Columbia Business Registrar 
asks for the presentation of the balance sheet, profit 
and loss account and cash flows through its online 
XBRL Express portal, which feeds information into 
the SIRFIN Integrated Financial Reporting System.

14 Denmark IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

The Danish Business Authority has asked all Danish 
companies to provide either a XBRL format or the 
iXBRL format a digitally signed version of their 
annual financial reporting for market registration and 
market information.

15 Switzerland

Compliance with national accounting standards is 
required from all entities. However, compliance with 
IFRSs ensures compliance, and therefore many large 
entities have followed IAS / IFRS for many years. 
Companies whose shares are listed must prepare their 
financial statements either under IFRS or under US 
GAAP.

There is a program in development whereby 
the financial reporting of commercial entities is 
transmitted in accordance with the Swiss Code of 
Obligations in XBRL format.

16 UAE

All entities listed on the Dubai Financial Market are 
required to publish IFRS financial statements. Also, all 
United Arab Emirates banking entities are required by 
the United Arab Emirates Central Bank to publish the 
IFRS financial statements.

The Securities and Goods Issuing Authority shall 
request quarterly financial statements in XBRL format 
from listed entities on the Abu Dhabi and Dubai stock 
exchanges and brokers operating in that country.

17 Finland IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

banking institutions are required to use the XBRL 
format, while quoted entities have the option to use 
this voluntary format (Enachi & Andone, 2015).

18 France IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

All financial institutions are subject to the 
requirement of the Banking Commission and the 
French Bank to send financial reports in XBRL 
format (Enachi & Andone, 2015).

19 Germany

IFRS standards are required for national public entities 
and for listed entities that prepare consolidated financial 
reports. Non-listed entities producing consolidated 
financial reports have the option of choosing between 
HGB (Handelsgesetzbuch) and IFRS. Entities preparing 
financial statements in simplified form are required to 
apply the HGB.

Corporations are required to send digital files in 
E-Bilanz format (XBRL format) using a wide range of 
industry-specific taxonomies. In addition to the main 
taxonomy, based on the German Commercial Code, 
taxonomies were created for the banking industry, 
insurers and pension funds. Specific taxa were also 
produced for hospitals, health care institutions, 
transport-specific entities, local municipal enterprises 
and agricultural farms.

20 India National Accounting Standards (Ind AS) are based on 
and are substantially converged with IFRS Standards.

The four categories of entities that have the obligation 
to report in XBRL format are: all business entities, all 
of the contingent entities and corporations, financial 
and banking institutions, insurance institutions, and 
private pensions.

Table 1. Continued
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No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

21 Indonesia

Indonesia’s prospect of adopting IFRS is to maintain 
national GAAP (Indonesian Financial Accounting 
Standards) standards and to gradually converge with 
IFRS as much as possible. Currently, listed entities do 
not have the option of fully complying with IFRS.

The Indonesian Bank collects monthly financial 
statements from 34 Islamic banks, files being 
validated and sent in XBRL format directly to BI. The 
data are mainly used for surveillance purposes.

22 Ireland

IFRS standards are required for national public entities 
and for entities listed on the stock exchange. SMEs 
can use national standards that are based on the IFRS 
Standard for SMEs but with significant changes. 
Alternatively, they can use IFRS adopted by the EU.

The Central Bank of Ireland offers all institutions 
of creditors the option to submit special reports in 
XBRL format. The Registration Office of Business 
Entities also offers this option to all business entities 
to submit financial reports in this format. (Enachi & 
Andone, 2015)

23 Israel

All national entities whose securities are traded on 
a public market only in Israel are required to use 
IFRS. Banking institutions comply with regulatory 
accounting standards. Domestic entities whose 
securities transactions both in Israel and on foreign 
stock exchanges are allowed to file financial statements 
in Israel in accordance with IFRS, IFRS, or US GAAP.

Only listed entities have the obligation to submit 
financial reports electronically in PDF format, 
accompanied by an XHTL format that is converted to 
XML or XBRL.

24 Italy

Brokers, issuers of widely distributed financial 
instruments, banks, brokerage institutions, fund 
managers, regulated financial institutions and insurance 
institutions are required to apply IFRSs.

The Italian bank offers the possibility for commercial 
entities that have intra-community or international 
activities to send XBRL reports. The Trade Registry 
requires financial entities to report financial reports in 
XBRL format. (Enachi & Andone, 2015)

25 Japan

Japanese Accounting Standards (“Japanese GAAP”) 
are developed by the Japan Accounting Standards 
Board. GAAP are considered to be converging with 
International Financial Reporting Standards (IFRS) 
but are not identical, are considered to be equivalent to 
those adopted in the European Union in 2008.

Tax authorities have requested that XBRL 
corporations submit their annual financial reports, 
half-yearly financial reports, quarterly financial 
reports, and securities registration statements. The 
new generation EDINET also introduced Inline 
XBRL.

26 South Korea

National standards are identical to IFRSs, with short-
term differences when changing the latter. National 
standards are required for listed companies and 
financial institutions. Foreign-listed entities are entitled 
to use either IFRS or IFRS adopted in Korea or US 
GAAP. SMEs are entitled to use full IFRS standards.

Transmission of reports is done in XML or XBRL 
format, electronically on the governmental portal of 
all types of entities.

27 Latvia IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

Records to SRS (State Revenue Service) can be 
printed, XML files or filled in the online web form. 
Deposits to the FCMC (Financial and Capital Market 
Commission) are either printed or in PDF format.

28 Lituania IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

The Reclamation Center requires submission by 
electronic HTML or XML formats and, if necessary, 
accompanied by PDF files. A printed version 
it is not necessary.

29 Luxembourg

IFRS standards are required for national public 
entities and for entities listed on the stock exchange. 
Luxembourg’s accounting principles are required for 
separate and consolidated financial statements of non-
listed entities.

The Financial Sector Supervision Commission 
requires entities in its area of authority to submit 
reports in XBRL format. (Enachi & Andone, 2015)

30 Malaysia
Public entities and any entity registered in Malaysia 
must use the Malaysian Financial Reporting Standards 
(MFRS) framework that is in line with IFRS.

Financial, banking and insurance institutions as 
well as corporations transmit financial reports in 
a standardized format. It is expected that this year 
(2018) will launch the platform for XBRL electronic 
transmission of financial reporting of SME Entities.

Table 1. Continued
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No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

31 Malta IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

Annual reports are submitted by commercial entities 
in printed form to government authorities.

32 Mexico

All listed entities must comply with IFRS, except for 
financial institutions and insurance institutions, which 
must comply with national standards. Foreign business 
entities can use either IFRS or US GAAP.

Mexican Stock Exchange entities submit financial 
reports, including the statement of financial position, 
income statement and cash flows and changes in 
equity, in XBRL format, which are then posted on the 
stock exchange’s website.

33 Moldova Compliance with IFRS is required for listed companies 
and financial institutions.

Annual reports are submitted by commercial entities 
in printed form to government authorities.

34 Mongolia

The Accounting Act requires that all profit-making and 
non-profit entities, including small and medium-sized 
enterprises (SMEs), state-owned enterprises (SOEs) 
and other entities, prepare financial statements in full 
compliance with IFRSs.

Financial reports must be submitted electronically 
via the Ministry of Finance system. Printing in print 
format is acceptable but cannot replace electronic 
transmission.

35 Myanmar

Public entities and financial institutions are required 
to use International Financial Reporting Standards in 
Myanmar (MFRS), which are substantially in line with 
the 2010 version of the IFRS. Myanmar has adopted the 
IFRS for SMEs as the Financial Reporting Standard for 
SMEs, hate. SMEs are allowed to use MFRS for SMEs 
or full IFRSs.

Annual reports are submitted by commercial entities 
in printed form to government authorities.

36 New Zealand

New Zealand has adopted national standards equivalent 
to IFRS for all public entities. Foreign entities with 
subsidiaries in New Zealand are required to use NZ-
IFRSs if they are not granted specific exemptions 
by allowing them to use another financial reporting 
framework, including IFRS.

Financial reports are submitted electronically in PDF 
format or delivered in printed format to the competent 
authorities.

37 Holland Compliance with IFRS is required for listed companies 
and financial institutions.

The Netherlands Finance Ministry offers the 
possibility to send financial reports and economic 
statistics in XBRL format to all commercial entities. 
The Association of Water Councils also offers this 
option to all members of the Association. The Dutch 
bank offers this option to all credit institutions.
(Enachi & Andone, 2015)

38 Panama

All listed national private entities are required to use 
the US IFRS or GAAP. SMEs, as defined by the IASB, 
need to adopt IFRS for SMEs for annual financial 
reporting.

Peruvian banks complete financial reports in XBRL 
format and send them to “Superintendencia de Bancos 
de Panama”. Financial reports are available to the 
public online.

39 Papua New 
Guineea

Compliance with IFRS is required for listed companies 
and financial institutions.

Financial reports are filled in electronically on the 
Government Authority Portal or can be submitted in 
printed format.

40 Peru

IFRS standards are required for all national entities 
whose securities are traded on a public market in Peru 
other than banks, insurance institutions and pension 
funds. Banks, insurance institutions and pension funds 
have to comply with the accounting standards issued 
by the government regulator. The Peruvian Accounting 
Standards Board (CNC) also adopted IFRS for SMEs. 
This Standard may be applied by all Peruvian entities 
with a total assets and / or net income of less than 3,000 
UITs.

Securities supervised entities, with the exception of 
Intermediate Agents and Entities supervised by the 
Banking and Insurance Supervisor, use templates 
in Excel to record, validate, and generate reports in 
XBRL.
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No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

41 Romania

IFRS standards are required for national public entities 
and for entities listed on the stock exchange. The 
accounting principles should be applied in the financial 
reports of all non-listed entities.

Transmission of financial reports is done 
electronically in pdf format along with the XML 
format and / or the standard format.

42 Russia The IFRS standards required for listed companies, 
financial institutions and some state-owned entities. XBRL (Reisinger, 2017)

43 Rwanda Financial reports shall be submitted in printed form to 
the competent authorities.

44 Saudi Arabia IFRS standards are mandatory for all listed entities, 
banks and insurance institutions.

Deposit requirements in XBRL are implemented 
by all entities registered with MCI. Also, non-listed 
entities transmit financial reports together with PDF 
files.

45 Singapore

Entities listed in Singapore are required to use the 
Singapore Financial Reporting Standards (SFRS), 
which are substantially convergent to IFRS. However, 
with the permission of the securities regulator, listed 
entities may use IFRS. The SINGAPORE Financial 
Reporting Standard for Small Entities is based on IFRS 
for SMEs.

All entities (commercial, financial, banking, 
insurance) have the possibility to submit annual 
financial reports in XBRL format, except for limited 
guarantee entities and foreign entities with branches 
in Singapore.

46 Slovenia The IFRS standards required for listed companies, 
financial institutions and some state-owned entities.

Financial reports are sent electronically as a PDF, 
Word or Excel file. Small and Medium Entities 
can send annual reports via the web application by 
directly entering or importing an XML file. 
Medium and large businesses submit annual reports 
for statistical purposes through standardized forms 
and audited and / or consolidated annual reports as 
PDF files.

47 South Africa

South African entities are permitted to use International 
Financial Reporting Standards (IFRS), IFRS for SMEs, 
or South African GAAP standard based on the entity’s 
public interest score.

XBRL (Reisinger, 2017)

48 Spain IFRS standards are required for national public entities 
and for entities listed on the stock exchange.

All entities submitting financial reports are required 
to submit them to the Trade Registry and the control 
authority in XBRL format, which is then made public 
online.

49 USA

National public entities must use US GAAP. At 
present, over 500 ESA foreign applicants with a market 
capitalization of $ 7 trillion use the IFRS standards to 
develop US financial reporting.

FFIEC obliges US banks to provide quarterly “call 
reports” in XBRL format. Entities must provide 3 
quarterly (10-Q) and 1 year deposit (10-K) in the 
EDGAR system of the Regulatory Authority. The data 
is used by the Safety and Market Commission (ESA) 
to analyze the entity’s compliance with its disclosure 
obligations, as well as to identify abnormalities and 
exceptional values that could indicate fraud. Data is 
republished in XBRL format and is freely available 
to market participants with special use for a range of 
groups including data providers, research firms and 
analysts.

50 Sweden The IFRS standards required for listed companies, 
financial institutions and some state-owned entities.

The Registry of Business Entities provides the 
possibility to send annual financial reports and the 
auditor’s report, by small and medium sized entities 
and those subject to national GAAP, in XBRL format. 
(Enachi & Andone, 2015

Table 1. Continued

continued on following page
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ing standards or have converging standards with them and have implemented the XBRL system; States 
that have only adopted international reporting standards without implementing XBRL; States that only 
adopted XBRL without implementing international reporting standards; States that do not apply either 
of the above mentioned criteria.

On the world map, the spread of IFRS standards at the same time as the use of the XBRL system, 
and the geographic areas covered by purple color, Blue Areas are the only application of IFRS, and the 
orange areas only apply XBRL; the remaining white areas are represented by states that do not adopt 
either. It is noteworthy that the map is based on all the information identified so far including the adop-
tion of XBRL in South Africa’s reporting system starting in July 2018, with the indication that the map 
will continue to change especially since 2020 when all EU countries will be subject to XBRL adoption.

There are sustained efforts to implement IFRS, but the level of convergence is different, in particular 
due to certain economic, social and administrative elements that can accelerate or slow the convergence 
process. However, there is a large difference between the adoption of XBRL and IFRS. Considering this 
observation and the fact that there are already companies who use cloud computing financial reporting 
systems that are currently not standardized by any institution, the speed of new technology development 
can be a major drawback for the process of harmonizing the global system financial reporting.

Due to the fact that IFRSs are uniformly applied throughout the European Union and all national 
banking entities have the obligation to transmit XBRL reports to the European Central Bank, and since 
2020, States that do not currently apply XBRL will have to apply this system, it is relevant to analyze 
the situation as a whole. According to ESMA, financial reports will be made in HTML, with the help 
of XBRL, which can be opened with any standard web browser. Reports can also be easily converted to 
SQL or Excel. A special XBRL taxonomy will be performed according to IFRS by the IFRS Foundation, 
being an extension of the original taxonomy. To help professionals, ESMA has created a user manual 
to help them with simple problems in generating Inline XBRL files.

Based on the information available so far, some states under review implement national financial 
reporting standards or accounting law, which in some cases are in line with IFRS but have avoided 
adopting IFRS for one of the following reasons:

No. Country Regulatory Framework for the Financial Reporting 
System Use of XBRL

51 Turkey
National standards that are fully compliant with IFRS 
are required for listed companies, financial institutions 
and other public interest entities.

Currently, financial reports of any type of entity are 
transmitted electronically within the Government 
Authorities Portal in XML format accompanied by 
the PDF.

52 UK

IFRS standards are required for national public entities 
and for entities listed on the stock exchange. SMEs can 
use a national standard based on the IFRS Standard for 
SMEs, but with significant changes. Alternatively, they 
can use IFRS adopted by the EU.

The UK tax authority requires all listed entities to 
provide tax records in the iXBRL format. Also, the 
British Companies Registry requires all UK entities to 
file annual financial statements in iXBRL format.

53 Uganda The IFRS standards required for listed companies, 
financial institutions and some state-owned entities.

Financial reports shall be submitted in printed form to 
the competent authorities.

Source: Realized by processing the information found in bibliographic references

Table 1. Continued
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•	 Particular economic situations and specific to the local economy for which, to date, the coverage 
of the provisions of the general standards, IFRS (ex. Cuba) has not been met;

•	 Low national level of regulation of the financial reporting system in order to give freedom to non-
listed entities (ex. Paraguay);

•	 Disadvantaged state political governance for the adoption of international systems.

Considering the states that have adopted only the XBRL system, the ASIA region is the only one 
with such states: India, Iran, Saudi Arabia and Indonesia.

According to the information found, among the reasons why most states have not yet implemented 
the XBRL system for financial reporting are:

•	 Resistance to change, many states currently have a functional reporting platform in place, and 
changing this platform would involve changing the entire national system, this change affecting 
all entities in that state;

•	 Economic disadvantage or warfare. Some states currently lack the favorable internal environment 
for developing their internal financial reporting system;

•	 The cost of implementing the XBRL system, in order for the financial reporting system to be 
changed, needs financing of this process, some states do not have the financial possibility of updat-
ing the digital financial reporting system to the new technological trends.

Currently, at international level, the following formats used for the purpose of transmitting financial 
reports to responsible institutions can be highlighted:

•	 XBRL;
•	 HTML;
•	 PDF or Smart PDF;
•	 Printed forms

It is noted that if the digital system works efficiently, any of the systems using digital formats is 
much quicker and easier compared to the written submission of financial reports. Digital transmission is 
also preferred due to the reduction of paper waste and the reduction of bureaucracy. For the other three 
digital formats, these have advantages and disadvantages to each other. For example, the size of PDF 
files can take up more storage space than an HTML file, and the information presented in PDF format 
is harder to handle than HTML.

There are studies that have attempted to observe users’ financial reporting preferences about their 
format. Rowbottom and Lymer (2003) noted a preference for the PDF report of a UK business entity’s 
financial report while Hodge (2004), which analyzed updated traffic logs, found a slightly higher prefer-
ence for HTML versus PDF, of financial reporting. Also, Jones (2011) claims that in the case of quarterly 
reports, researchers have found a user preference for the PDF format.

The main difference between HTML and XBRL is the XML format. HTML format is predefined 
so that financial reporting information can be presented on World Wide Web platforms, while XML 
does not replace this format brings added flexibility to other devices such as tablets, phones, and so on, 
XBRL to Difference from HTML is an XML schema that is specifically designed for financial report-
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ing. XBRL has now begun to replace the HTML system within the financial reporting system. Inline 
XBRL offering the possibility to translate financial reports into French, German, Japanese, Spanish and 
English, and can be adapted to both IFRS and GAAP.

DIGITALIZATION AND INNOVATION OF FINANCIAL REPORTING SYSTEMS

Among the reasons entities adopt changes in financial reporting systems are the desire to lower costs or 
the desire to increase efficiency and performance by increasing the quality of the reporting information 
system (Deloitte, 2018). Thanks to the new data storage option in the Cloud Computing System, entities 
have the option of reducing the cost of maintaining the accounting information system and, at the same 
time, increasing the level of accessibility of information.

In the financial reporting process, the use of the cloud computing facility has become a very attrac-
tive option today. In a study by Shkurti and Muça (2014) it is presented that accounting professionals 
believe that with the implementation of a cloud-based system the biggest advantage is the cost savings 
with data storage systems and lower purchase costs of software licenses. In addition to this cost-cutting 
advantage, the increased transparency of information is highlighted, similar to the faster speed of accessing 
real-time financial information, and increased accessibility under the availability of an internet network.

One of the products that enable this feature and helps with financial reporting is the Oracle E-Business 
Suite, a set of technologies that provides integrated reporting. According to the information provided by 
them on their web site, the group was made available to corporations, especially the European region 
and Australia, when passing to the adoption of IFRS, at present it provides dual financial support in 
accordance with IFRS, and in accordance with GAPP.

G-Account for Xero is another alternative to using Cloud Computing, being a special application for 
XERO users in the bookkeeping system. This application allows Google-based automation of financial 
reporting via Google Cloud platforms. This means using a very simple system based on Excel files, 
being very accessible to any user.

Another innovation in this area is mobile applications that allow access to financial-accounting 
analysis software, suites like Oracle E-Business, as well as access to financial statements and reports. 
Therefore, the financial reporting system presents a continuous development along with the technological 
development, but can cause the number and complexity of the risks attributed to it. Also, both XERO 
and G-Account for Xero are available in Desktop and Mobile.

This innovative software integrates with other automated payment and collection systems such as 
PayPal, Bill.com, Shopify and more. These facilities increase the flexibility of businesses using these 
accounting programs, but these programs are usable by small and medium business entities and less 
when considering the large amount of data in large entities and corporations.

IDENTIFIED RISKS

In the decision of implementing a digitized financial reporting system, the risk level can be higher for a 
State that has not opted for the adoption of IFRS or US GAAP. Developing XBRL in a global interna-
tional financial reporting platform can also pose risks for every entity on a global level.

In the XBRL system the following risks can be highlighted:
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•	 Information denaturation due to the XBRL tagging system, each country or system that uses the 
XBRL choses the tags that the system will imply, this system may be in some cases a disadvantage 
in the interpretation of financial reporting information,

•	 Incompatibility and loss of information due to national accounting regulations or standards that 
are different from IFRS or US GAAP,

•	 Resistance to change by the reporting entities, this may occur especially in national reforms when 
implementing new systems, some entities will comply less when the reporting process changes,

•	 Inefficient data mining, due to the large amount of data that will be imported by the government 
after implementing the XBRL system. In the PDF and XML system there are a lot of information’s 
that do not enter the data base and remain strict as documents, like the management’s reports and 
other annexes, when implementing the XBRL all of this information will be flowing in the data 
base.

When choosing an accounting information system based on Cloud computing as a whole, the fol-
lowing risks can be attributed to this change:

•	 Choosing software for the accounting system and in advance of financial reporting that does not 
present a complete vision of the entity. In the case of small and medium-sized entities, it may lead 
to the distortion of the image presented in the financial reports, which becomes inconsistent with 
reality;

•	 The transition from a desktop software to the accounting information and financial reporting sys-
tem to a Cloud Computing based application can lead to multiple issues that are closely related to 
the transfer of information and complementary to their loss;

•	 Using an innovative system such as Cloud Computing can lead to the emergence of resistance 
to change by the reporting entity’s staff, especially the poorer staff that is more adaptable to the 
functionality of such a system;

•	 Cyber-attacks that have become real problems for some states can also pose threats to the entity’s 
financial reporting system, especially when using the Cloud platform that is not alert to unauthor-
ized infiltration. Also, the lack of knowledge of the existence of an authority or institution re-
sponsible for combating these risks may become problematic in the case of the Cloud Computing 
system by commercial entities.

SOLUTIONS AND RECOMMENDATIONS

The XBRL system may indeed present a solution to the needs of management and national authorities, 
but it must be perceived as a tool of the financial reporting information system, a tool that does not 
eliminate the vulnerabilities and risks that detract from financial reporting.

Regarding the adoption of XBRL, it is recommended that management should be aware that due to 
the use of certain labels within the XBRL system, the meta-data can be used inconsistently, requiring 
factual verification and quality control of financial reporting. Cohen (2004) noted that the development 
of the taxonomy could lead to the elimination of this risk. However, the XBRL taxonomy is quite ef-
ficient, this system using a number of 2845 well-defined labels, and its expansion could lead to a loss 
of value and relevance of information.
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Another possibility to prevent the risk of non-compliance is to develop accounting software so that it 
facilitates the verification and auditing of financial reports using the XBRL system. They may incorporate 
certain automatic alarms and if the financial reports are incomplete or inconsistent with the financial 
statements in the accounts, alert the professional who produces them.

Cybernetic resistance testing of the system can be simulated in order to identify vulnerabilities but 
also gaps, to test methods of response and information retrieval in the event of a timely attack. This 
practice can become a very important one in the process of preventing and protecting financial reporting 
systems, especially for corporations. The disadvantage of such a practice is that it would claim the con-
stant existence of a team that can track and counteract such attacks, which would increase costs. In view 
of the above-mentioned argument for adopting an innovative technology system, namely cost reduction, 
an entity is unlikely to want to set up a new office / department to perform this role if management is 
not aware of the risks and their consequences.

In view of the above, it is relevant that, alongside the XBRL system, there is a system that standard-
izes the use of Cloud Computing when it is the basis for the financial reporting process. In addition, 
regardless of the change to the financial reporting system, whether it is updating to XBRL format or 
updating to a cloud computing software, the adoption of new criteria for assessing the quality of the 
financial reporting system is also important.

It would be beneficial for both users and software vendors for the accounting information system, 
including financial reporting, to create a new profession of consultants who have economic and computer 
skills to provide objective advice at that time when an entity wants to upgrade the above mentioned systems.

FUTURE RESEARCH DIRECTIONS

It is relevant that future research on financial statements and situations be directed to the mobile applica-
tion area, which is a very new area but is beginning to show great interest in the corporate management 
view that accessibility to information is most important. Currently, this area cannot be investigated due 
to the fact that it is not possible to identify the entities that benefit from such a service.

CONCLUSION

Due to the rapid development of technologies and the desire of states to have the most efficient financial 
reporting system, a favorable environment is created to manifest the risk of non-compliance of financial 
reporting with the economic reality caused by the adoption of digital accounting systems and processing 
of reports that are not suited to issuers in all matters requiring public reporting.

At present, technological development exceeds the ability to absorb new products in many situa-
tions, which is why the most useful step in making the right decisions about the accounting information 
system and / or financial reporting is the use of advice from a professional, who is acquainted both in 
technology, accounting and economics.
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KEY TERMS AND DEFINITIONS

Entity: In the present context, it means any institution, organization, or economic entity in its own 
right, which presents a form of legal organization and is subject to financial reporting.

Financial Reporting: Individual financial statements prepared in accordance with IFRS, annual, 
semestrial, or whenever required in accordance with the national regulations of the reporting entity.
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Informational Accounting System: The set of elements, processes, and practices involved in the 
process of collecting, transmitting, processing, and compiling financial reports.

Inline XBRL: Inline xtensible business reporting language provides a mechanism for embedding 
XBRL tags into HTML documents. This allows XBRL users to associate the labeled data with a legible 
presentation of a report under the control of the reporter.

Prevention: Contextually, it means to avert a possible risk, to take all necessary measures to avoid 
triggering and creating a risk.

Risk: Possibility to manifest a phenomenon, act, or fact that may cause damage, loss, or may have a 
negative impact on the activity of an entity.

Taxonomy: Taxonomy is comprised of a schema file or links and direct link links mentioned in this 
scheme. The taxonomy scheme together with the link files defines the concepts and relationships that 
form the basis of the taxonomy. The set of relationships, schemas, and relationship files is taxonomy.
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ABSTRACT

By its nature, the improvement of the individual’s health is a service that involves a rigorous sharing of 
data in real time. Integrating innovative advances in technologies into the healthcare system by organiza-
tions from Turkey is a challenge, an approach to the economic and social boundary, and an attempt to 
balance consumer-oriented actions. This chapter aims to contribute to the decrease of the shortcomings 
that exist in the healthcare security assessment by focusing on data mining for public institutions and 
organizations in Turkey.

INTRODUCTION

The transition from the industrial society to the information society, technologically-oriented develop-
ments also contributed to the increase of the importance of knowledge by accelerating the production, 
storage, processing and sharing of the data (Frese & Fay, 2001). The rapid progress in information 
technology has brought many changes, from the daily life of people to the work processes of public and 
private sector organizations, from the provision of public services such as health and education to the 
emergence of new areas of expertise and professions (Pettigrew, Woodman & Cameron, 2001).

The use of information in administrative processes, adaptation to information and communication 
technologies is seen as an element that provides comparative advantage of competition among countries 
as well as between countries (Mikalef & Pateli, 2017). For this reason, investments for organizations 
and for information and communication technologies for countries have become a strategic priority 
(Grimson, Grimson & Hasselbring, 2000).
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Today, traditional hardware and software it is now possible to store, process, share and analyze large 
volumes of data, which are costly to be stored and analyzed by their solutions, thanks to developing 
information technologies, hardware and software solutions (Şener & Yiğit, 2017). In the 1990s, states 
and public organizations changed the procedures and procedures, using public facilities and facilities, 
as well as traditional means, introduced public goods and services, developed and implemented public 
policies (Ibbs & Kwak, 2000).

At the same time, data mining is a relatively new phenomenon for governments and the public sector, 
with an advanced implementation network in sectors such as banking, marketing, information, telecom-
munications and healthcare (Ericksen & Dyer, 2005).

The process of adaptation of the healthcare security assessment to information technology, starting 
with the state of affairs, now faces new challenges in Turkey such as social media and Web 2.0, open 
source software, large data, machine learning and open data (Yiğit, 2017).

Many field data mining applications are often found, such as risk analysis and irregularity detection, 
customer acquisition, credit card fraud detection, customer loss determination, fraud detection, line den-
sity estimates, medical diagnosis and appropriate treatment processes (Low & Chen, 2012). The large 
amount of data and data mining to government programs in Turkey, are included in development plans 
and policy documents such as the top national action plans (Bolman & Deal, 1999).

It is understood that this area is very dynamic and evolving. Nevertheless, it seems that public services 
and policies are limited to specific areas such as health. The first question that needs to be answered is 
“What should the purpose of health policy be?” It is not enough to define the goal as simply “provid-
ing each patient with treatment”. Because protecting healthy people from diseases and accidents is as 
important and necessary as being treated. For this reason, this chapter aims to contribute to the decrease 
shortcomings that exist in the healthcare security assessment by focusing on data mining for public 
institutions and organizations in Turkey.

In this context, the objective of government policy in Turkey, development plans and action plans 
as senior policy papers with the strategic plans of the ministries big analyzed using content analysis 
method data and data mining on public policies and services. Thus, examples of good practice developed 
especially in the ministries have been identified.

BACKGROUND

The presentation of public services and the decision to implement public policies have been reshaped 
since the 1980s with the wave of administrative reform (Ozcan, 2008).

As a result of adopting the private sector in the organizational structure and processes, a similar rela-
tion is established between the public organizations and the citizen with the market mechanisms and the 
innovative service methods are started to be applied. Living change accounted for public administrators 
and to increase public organizations’ productivity.

At the same time, the provision of organizational decentralization has led public administrators to 
be held responsible for their performance targets and the restructuring of public organizations (Narcı, 
Ozcan, Sahin, Tarcan & Narcı, 2015).

Professional governance, open performance standards and criteria in the public sector, focus on 
control of output, recruitment, application of private sector management techniques, productivity and 
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discipline in resource use are the basic principles of the wave of reforms, called new public administra-
tion (Crowley, Gold, Bandi & Goel, 2016).

International organizations such as the World Bank and the International Monetary Fund have rec-
ommended and encouraged operator reforms, public administration has spread on a global scale (Liu, 
Zhang, Keil & Chen, 2010). In the 1990s, developments in information and communication technologies 
became a new wave of reform in the public sector.

In fact, the rapid progress in technology has become a driving force for change in both private and 
public sector management. Innovations such as the use of information and communication systems such 
as computer systems, the Internet and new databases have been the prerequisite for inclusion in the public 
sector, called e-government.

In the US, one of the countries in which YKI emerged, at the beginning of the 2000s, President Bush 
pursued a policy of making more use of information technologies to reduce costs through productivity 
growth. In the UK, the use of information and communication technologies, the Labor government, 
which came to power in 1999 has been one of its main objectives. Discussions within the European 
Union in this period also focused on efficiency, efficiency and service delivery rather than the democratic 
potential of new information and communication technologies (Hadad, Hadad & Simon-Tuval, 2013).

With the widespread use of other developed and developing countries, e-government applications have 
gained an international character and spread all over the world (Bukachi & Pakenham-Walsh, 2007). In 
this period, public organizations have been adapting applications such as e-mail, web site management, 
online transaction and now web based services have become an integral part of the state.

The e-government has been the forerunner of the transformation of individual-state relations in the 
first quarter of the 21st century (Bostan, 016). Services provided under the e-government, shared data 
and realized transactions significantly increased the amount of data in circulation. In this period, the 
development of technologies such as smartphones and tablet computers and the widespread use of the 
internet have changed the expectations from the state.

Technologies such as customized forum pages, chat rooms, and group emailing have increased the 
opportunities for mass and private communication (Andreassen et al., 2007). In conjunction with Web 
2.0 technologies, which are called next-generation Internet applications, in which an average user can 
share their participation and knowledge, the Internet has become able to contribute to any content and 
re-publish existing content, transforming from the static internet structure into a dynamic structure in-
volving collaboration between social networks and users.

Social media tools based on Web 2.0 technologies have steadily increased in number since the early 
2000s, and private sector and public organizations have remained indifferent to developments in this 
area (Pelone, F., Kringos, D.S, Romaniello, Archibugi, Salsiri & Ricciardi, 2015). Public organizations 
have begun to use corporate social media accounts mainly for information sharing, reporting, interac-
tion and partly for participation and cooperation. Thus, the possibility of public services to be offered 
more effectively and quickly, citizens to take public decisions and to form politics has been improved.

Following a memorandum issued by President Obama in the United States in 2009, open government 
and open data policies have emerged that are based on transparency, participation and collaboration and 
advocate the incorporation of digital transformation possibilities into governance processes (Varabyova 
& Müller, 2016).

While openness in management is not a new concept, the difference from the previous ones is that 
it is more holistic enough to include transparency, participation and cooperation and is also used more 
effectively with the integration of tools such as information technology, the internet and social media.
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This goal of open administration also differentiates it from classical e-government applications that 
prioritize online transaction and service provision. With the influence of international organizations such 
as the Open Government Partnership established in 2011, open management has become a widespread 
policy among a large number of countries in a short period of time (Mikalef & Pateli, 2017). Innova-
tions that support the development of open administration include open data and open source software

Open data has helped national and local governments to ensure that users have access to a wide range 
of data in an easy-to-use format. The widespread use of open source software provides the necessary 
facilities for processing and analyzing large amounts of data, as well as programs that can be used for 
data access allowing them to be redesigned accordingly.

In recent years, we can say that we are faced with a new challenge with the development of technolo-
gies that can collect and process large amounts of data thanks to the widespread use of the internet and 
networks.

At present, there are applications called Industry 4.0 in the delivery of certain public services, in the 
management of production processes of factories and in the delivery of some private sector services 
(Girginer, Kose & Uckun, 2015). Innovations such as the integration of machine sensors, software, 
cloud computing and storage systems have opened up the opportunity to use the results obtained from 
interrogating large data sets as a way to perform organizational operational processes as a feedback.

Thus, the machines and the things we use, such as cars, refrigerators, factory robots, analyze what 
they collect while performing their functions, solve problems quickly, and develops an advanced per-
sonalized product and service mentality.

The impact of the learning of machines and the transformation of goods in terms of public utilities and 
politics, which are expressed in terms of internet, is not yet extensively addressed (Pettigrew, Woodman 
& Cameron, 2001). The in-depth study of all these developments is beyond the limits of this chapter. 
However, it is thought that this study will contribute to the related by evaluating the data mining issue, 
which has a critical role in processing large data, and the effects of data mining on public services.

On the other hand, data generated by means such as health data, shopping data, stock market and 
financial data, social media data, public transaction data, private sector data and personal use of the 
internet are quite large in size, and thanks to developing information technology, hardware and software 
solutions databases and cloud computing resources.

Hidden data cannot be analyzed by human ability using conventional methods have reached their size 
(Low & Chen, 2012). For this reason, it is necessary to analyze using special software and programs. 
This includes the Google-developed GFS file system and the MapReduce programming technique, and 
the Hadoop ecosystem to run applications that can be used to process large amounts of data on simple 
servers.

It is an open source infrastructure developed in Java that brings together a distributed file system 
called Hadoop Distributed File System (HDFS) and MapReduce features (Hasselbring, 2000). Hadoop 
is software that consists of HDFS and MapReduce components. As a result of that it has become pos-
sible to process collected data by using appropriate software, algorithms and technologies on large data, 
to determine the relationship between them, to determine the coexistence and to remove the patterns.

Anyway, today, besides statistics, data analysis and management are also used by those working in 
science branches such as information systems (Şener & Yiğit, 2017). In addition, experts examine social 
problems by integrating text mining techniques, a kind of data mining, into their research processes. 
Unstructured data is collected in databases and transformed into structured data, stored in tabular format 
in a specific format.
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Data mining studies are carried out with the aim of identifying and predicting data through the struc-
tured data contained in the institution’s databases and data warehouses. Large data, on the other hand, are 
often indicative of a non-structural dataset that results from the merging of multiple, unrelated datasets. 
The processing of this data requires confidential information to be collected over a limited time and to 
be resolved by means of large database specific coding techniques.

CHALLENGES AND DESIGN CONSIDERATIONS OF THE 
HEALTHCARE SECURITY ASSESSMENT IN TURKEY

During the Seljuk and Ottoman periods, health services were mostly offered through foundations (Briggs, 
Cruickshank & Paliadelis, 2012). However, it was not possible for the whole community to benefit from 
these services because the services were progressing with palace and soldiers.

Private medicine was also developed in the direction of the conditions. Until the end of the 19th 
century, those who were financially competent were treated by private physicians in their homes and 
received care (Aytekin, 2011).

The first hospital equipped with the help of the government of the Turkish geography in which we 
live is accepted as Gülhane. There is no well-equipped health facility up to this turnaround.

However, when the Gülhane Military Hospital was compared with the western hospitals of its era, 
it was far behind both equipment and information level (Briggs, Cruickshank & Paliadelis, 2012). To-
gether with the publicity of the Republic, health has been one of the primary issues and has been one 
of the first ministries established.

Over time, the world began to blow, the welfare state and social state currents and Turkey also have 
the understanding that influenza health care is guaranteed by the state is born. Health services that were 
socialized in 1960 began to weaken in the face of liberal trends that began to develop in the 1980s and 
had to change (Du, Wang, Chen, Chou & Zhu, 2014).

In particular, the medical education given here by German teachers is of great importance for Turk-
ish medicine. The training given by Rieder was, in theory, a practical training course, but only at that 
time. A team of medical information has been discovered a long time ago by Westerners, Rieder still 
not known and it is taught geography in Turkey have been identified and demonstrated by physicians 
(Gülsevin & Türkan, 2012). With the establishment of the Ministry, the central organization and the 
provincial organization have been restructured. Ministry of Health, as the first task; determining the 
priorities of health services, increasing the achievements in the field of health and allocating resources 
according to the determined criteria.

A government body and a health directorate have been established for the implementation of preven-
tive health services in line with the identified basic mission (Gemmel, Vandaele & Tambeur, 2001). 
Treatment services are planned to be performed by municipalities and special administrations, and it is 
envisaged that poor patients will be treated free of charge by government agencies and other organizations.

In 2003, the Health Transformation Program has brought the country’s health system to a completely 
different position, as well as the first phase of changes in health perceptions (Pan, Johnston, Walker, 
Adler-Milstein, Bates & Middleton, 2005). The changes that have taken place in Social Insurance In-
stitution premiums and the start of dominance of the public private partnership in the market point to 
bigger changes in our health care system.
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As a result, it has been seen that physicians who make a living with their work in the medical exami-
nation have been away from providing preventive services. The health centers suffering from the loss 
of doctors and nurses were reinstated with the Full Day Law issued in 1978, but remained physicians 
without any remedy (Škrinjar, Bosilj‐Vukšić, & Indihar‐Štemberger, 2008).

With the adoption of the Law on the Socialization of Health Services No. 224 in 1961, it was aimed 
to provide health services in a continuous, widespread and integrated manner to meet the needs of the 
public (Narcı, Ozcan, Sahin, Tarcan & Narcı, 2015). In accordance with this purpose; health centers, 
health centers, district and provincial hospitals were opened and a structuring integrated into the province 
was carried out gradually in the presentation of health services.

In addition to these objectives, the General Health Insurance (GSS), Draft Law, which was enacted 
in October 2008, was prepared at these times but was not presented to the Council of Ministers. Second 
Five-Year Development Plan coming to the fore again with the GSS in 1969, Turkey has not been ad-
opted by the Grand National Assembly (SB 2007). The State Planning Organization (DPT) established a 
master plan on health services in 1990. In the process of evaluating health reforms, the first and second 
National Health Conferences were held (Uçkun, Girginer, Köse & Şahin, 2016).

The ‘Green Card’ application, which was enacted in 1992 with the Law No. 3861, providing free 
public health services for low-income groups with no power to meet health care needs. Health reform 
studies in general; such as the collection of the social security institution under a single umbrella, the 
establishment of the GSS, the separation of health care service provision and financing functions, the 
effective restructuring of the Ministry of Health through supervision and planning tasks, prioritization 
of preventive health services, autonomy of hospitals, contains basic topics (Ozcan, 2008).

The main targets for health in the scope of Everyone’s Health under the Urgent Action plan announced 
on 16 November 2002 (Celik & Esmeray, 2014) are as follows: functional and administrative restruc-
turing of the Ministry of Health; all citizens to be covered by universal health insurance; the gathering 
of health institutions under one roof; giving importance to mother and child health; the financial and 
administrative autonomy of the hospitals; the transition to the practice of family medicine; prevalence 
of preventive medicine; elimination of the lack of health personnel living in priority regions in develop-
ment; encouragement of private sector to invest in health field; all the public institutions to the lower 
levels of authority transfer; the e-transformation project in the field of health is the passing of a dream.

Moreover, Health Transformation Program announced by the Ministry of Health in December 2003 
will design the future health system by considering project and reform studies from past to present and 
plan to make the necessary changes for the transition to this system. This program is structured to address 
the health sector in all its dimensions and consists of components and subcomponents. Each component 
is associated with one other component and is basically constructed on three main legs. Bağ-Kur, Re-
tirement Fund and Social Insurance Institution (SSI) programs, which cover different working groups 
with the province GSS program, are collected under the single insurance institution umbrella in 2006 
(Beylik, Kayral & Naldöken, 2015).

In the Ministry of Health hospitals, ‘Performance Based Payment System’ has been passed on to the 
requests for health services in the scope of access to health services. In all policies implemented under 
the SDP, health service provision is increase of to keep the increase in health expenditures in balance 
and to ensure effective use of resources allocated for health services (Yiğit, 2017).

The model of the Family Physician, proposed by the World Bank in its 2003 document, for the 
Turkish health system, constitutes the second basic pillar of health reform (Beylik, Kayral & Naldöken, 
2015). According to family medicine model, family physicians will provide services in the framework 
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of the practice system by contracting with the General Health Insurance. However, due to the failure of 
the General Health Insurance system to be fully implemented, family medicine is financed by the MoH 
(Bayraktutan, Arslan & Bal, 2010). It is envisaged that the financing of family physicians will be provided 
through agreement after the General Health Insurance system is fully implemented. It is not possible for 
the citizens who do not regularly pay their premiums to benefit from the family medicine system. The 
most important feature of the planned family medicine system that is planned to be implemented is that 
it is a mandatory step in the referral chain.

In the family medicine system, physicians are transformed into entrepreneurs who earn money ac-
cording to market conditions rather than public element. Family physicians are able to choose their own 
staff and provide the requirements outside the medical service through subcontracting firms (Akyuz, 
Yıldırım, Balaban, 2015).

When the Health Transformation Program is examined, it is observed that the provision of services 
to entrepreneurs, that is to leave the private sector, is aimed to be placed on the health insurance side of 
the public (Bal, 2013).

This area is a major precedent when it is examined specifically in the context of family medicine, in 
its current form in the UK, Clinical Commissioning Groups (CCGs), formerly known as Primary Care 
Trusts. CCGs are family physicians contracted with the National Health Service (NHS). The financing 
of health services in the UK is actually covered not by general taxation but by health-specific taxation. 
(Lee, Yang & Chen, 2016).

In the third basic footing of the Health Transformation Program, the Law on the Law No. 663 and 
the Public Hospital Unions (KHB) reform described in the Official Gazette dated 02/11/2011 take place. 
The reform goal is to reorganize the second and third level treatment institutions affiliated to the Minis-
try of Health as ‘autonomous’ under the roof of public hospital associations (Dogan & Gencan, 2014).

According to Article 30 of the Decree Law No. 663, Turkey Kamu Hospitals Institution establishes 
second and third level health institutions and public hospital associations at provincial level in order to 
use resources effectively and efficiently (Sebetci & Uysal, 2017).

Although access to health services for individuals is facilitated after the health transformation pro-
gram, there are differences between regions in terms of the supply of health services and it is observed 
that injustice is not remedied. A comparison between regions in terms of the number of beds per 10,000 
people is located well below the average of the Southeastern Anatolia Region of Turkey and Istanbul 
(Bal & Bilge, 2013). Therefore, it is seen that physicians and bed numbers are not done in proportion to 
the population in the supply of health services.

At the same time, the projects of city hospitals, which are being carried out by public private part-
nership, have begun to take place in our lives. It is certain that these investments, which have come to 
fruition with very high investments, will also affect the insurance structure. It is unlikely that the Turkish 
Health System will be kept away from the changes that are taking place in the world for sustainability.

RESULTS

The environment in which health organizations are operating today is constantly changing, requiring a 
thorough knowledge of changes, factors of influence, and future developments. The shift from product 
orientation to market orientation towards the consumer has forced health organizations to adopt ways 
of knowing it.
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In Turkey, health services are strongly influenced by the changes that take place as a result of the 
health system reform, which aims to decentralize the health system by increasing the role of local au-
thorities, professional associations, funding institutions and the community (Bircan, 2011). The mea-
sures taken have had various consequences both on the supply and the way of financing as well as on 
the demand. Thus, at the level of the supply and financing system, the development and consolidation 
of the privatization process, the development of integrated health services (primary care, ambulatory, 
hospital and emergency care), the creation of a combined financing model, from public resources and 
private and the introduction of private health insurance. That is why, at the level of health systems, we 
are discussing the directions for reforming them, due to the fiscal pressures that have accentuated over 
the years. Emphasis is placed on finding new sources of funding, on efficient management and on find-
ing alternative ways of organizing services.

SOLUTIONS AND RECOMMENDATIONS

From the perspective of change, the complex problems of the Healthcare security assessment face can-
not be analysed objectively and continuously within the current tasks (Alamin & Yassin, 2015). The 
lack of success of many advertising campaigns and the negative effect they generated were considered 
failures of marketing in health services. Thus, medical staff and consumers considered the publicity 
made by hospitals to be useless. The skepticism of marketing merits, especially promotion, has led to 
organizations in the field experiencing serious financial withdrawals during this period. In addition, 
hospitals were seeking to reduce their costs, and marketing spending was an easy target to operate. As 
a result, budgets for such activities were cut off, and marketing staff was fired. For some organizations, 
marketing activities have not been completely eliminated, and they are often embedded in strategic and 
development plans. In addition, this has enabled marketers to reevaluate that field and focus on develop-
ing basic concepts that can be used when marketing is back in place in these organizations. As a result 
of the diversification of the offered health services, the researches have also increased marketing on the 
health service consumer.

Governments undoubtedly want to raise their level of health. It is possible to see this interesting in 
every government’s program and in the statements of every politician and manager. Those with politi-
cal decision-making authority would prefer not to give priority to health, but to other issues, among the 
many jobs required to be done. Politicians, like everyone, care about their health or their relatives when 
they are sick. They do not even think that one day they will get sick and find the service they need. The 
first thing to do is to find the way to influence governments, not academic debates.

CONCLUSION

In order to explain the behavior of the healthcare consumer, it is not enough just to study the behavior of 
the healthcare consumer, but also the relationship between medical staff - especially the doctor - and the 
consumer as the main determinant of his behavior and consumption. The significance of this relation-
ship is extremely important for health services because the creation and delivery of services and their 
quality depend to a large extent on the relationship between the two. Medical staff can help improve 
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this relationship by constantly informing the consumer through a realistic picture of the illness and the 
judicious use of the possibilities and resources available to the consumer.

Because the medical sector is a highly conditioned technology, it presents some challenges for health 
service providers in terms of developing and implementing marketing strategies. First of all, it is neces-
sary to continue monitoring of the environment and developments in the field, because the technological 
breakthroughs lead to the improvement of the quality of the services rendered and to the diversification 
of the offer, as well as an advantage over the competitors.

New waves of technological change often allow participants from different levels to enter the market. 
For example, in hospitals, technology has spread to such an extent that procedures that once were only 
carried out in large hospitals or university institutes can now be achieved in many smaller hospitals or 
even at the level of medical offices.

In Turkey, the supply of health services is heavily influenced by the changes that take place as a result 
of the reform of the health care system, which involves the transition from the integrated, centralized, 
tax-based, government-controlled and state-controlled system to the social security system - decentral-
ized and pluralistic, based on contractual links between health care homes (service buyers) and providers 
of these services.
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ABSTRACT

The main objective of this chapter is to discuss various security threats and solution in business trans-
actions. The basic working principle and theoretical background of near field communication (NFC) 
technology is discussed. A component of NFC communication section is to be discussed on various 
NFC operation modes and RFID tags. NFC technology is used in various fields such as electronic toll 
collection and e-payment collection for shopping. This device-to-device payment system is facing major 
security issues. This NFC communication data is transferred from one terminal to another terminal by 
using short-range radio frequency. Data hackers try to access this radio frequency and attack the busi-
ness transaction. This hybrid encryption algorithm is used to solve business transaction data security 
issues. This chapter deals with both key encryption and data encryption processes.

INTRODUCTION

Near Field Communication is a wireless technology to establish a connection between device to device 
and device to tag. This is technically named as active communication and passive communication. This 
wireless communication is to create set of networking protocol between smart devices. The communi-
cation distance of NFC device is 4cm for each device, it’s in and around 10cm to 20cm is a maximum 
distance of communication. The working principle of NFC is store the payment information in element 
chip that is named as SEID. This is short name of Secure Element Identifier. This SEID chip is inserted 
in smart device and NFC active device (Khan, 2016). The advantage of NFC device is contact less busi-
ness payment transaction. The modern world all the business transaction is deal with digital currency. 
This digital currency is more secure and easy to handle with transaction. The currency is transformed 
in many structures, business transaction many customers using credit card or debit card payment. On 
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the time introducing this credit or debit card banking will provide only common password for all trans-
action, but now banking service is more modernize, they provide one time password for every single 
transaction. This is the evaluation of any technology; the modern computer world is now transforms 
in smart device. The day to day life without this smart device can’t do any work. The smart device is 
many devices, like smart phone, smart home and others. This major technology of this smart device is 
Internet of Things. The device is working the concept of Internet, without internet no use of this smart 
device. The major drawback of this NFC technology is only short distance communication, but alternate 
thinking security perspective this short distance communication is provide higher security compare to 
other communication protocol. The major part of working principle is Radio Frequency Indemnification 
(RFID). The NFC technology is developed by NXP semiconductors and Sony; previously it is named as 
Philips semiconductors. The technology is very old but modern applications are used in this technology. 
On the time of introducing android operating system it is not popular, but now more than 90% of smart 
phones used in this android OS. The reason of this usage is open source; it’s used to reduce the overall 
selling cost. The business point of view the end user getting lesser cost compare to other operating system 
mobile. This short distance communication is developed in the form of NFC; this is a joint organization 
of Sony, Nokia and Philips. This technology is under research department in more than three year, in the 
year 2004 NFC forum is introduce public usage and feast this technology in common peoples.

Figure 1. NFC technology application
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SCOPE OF NFC TECHNOLOGY

The scope of this NFC device is less cost with fast communication. This communication protocol is 
providing higher security with short distance. The mobile phone transaction is playing a major role. 
The smart phone is a key concept of this NFC; this NFC is inserted in smart device and use for busi-
ness transaction. The penetration of smart phone is unavoidable in this modern world (Falaki et al., 
2010). The recent survey world population more than 35% of people used this smart phone technology. 
The growth of this smart phone is in the year 2016 nearly 2.1 billion users used this technology. They 
expected more than 2.5 billion users in the year 2019. The major usage of this smart phone is China; 
more than 565 million peoples used this smart phone. The second largest user of this smart phone is 
United States. The 223 million US peoples used this smart phone technology. This technology is for-
mally accredited at ISO standard in the year of 2003. The purpose of this standard is to maintain some 
rules during wireless communication. After getting this ISO certificate the communication transfer rate 
is standardized with the range of 106Kbps, 212kbps and 424kbps. The technology is not a standard 
version; because any technology is need some latest updates, similar to that in the year 2005 the same 
accredited company will provide ISO/IEC 21481 standardization certificate. This accreditation is really 
useful for implement this technology in worldwide in short range of time. This NFC technology is not a 
used encryption mechanism; they use existing technology of RFID (Finkenzeller, 2010). The main aim 
of this RFID technology is to get data form tag and retrieve the same data in transceiver device, all this 
process is made with wireless communication. The purpose of this tag is used to store the information 
in the form of Non-Line-of-Sight storage. This method is used to easy to identify the object; here object 
in the form of people, animal, goods and location. The industry is commonly used to tracking their good 
in barcode technology, after coming this NFC tag method many companies used this technology, even 
some foreign courier transaction is also used this technology to track their parcel.

The business scope of NFC technology is playing major role. The team leader or manager is easy way 
to communicate with customer and employee. The major business application is employee communica-
tion this part easy to track the employee location. Employee spending time calculation is also done with 
this technique. The real time data updates are also possible this NFC technology, the immediate boos 
is give instruction to their employee and pass the customer information. The employee work schedule 
is dynamically updated and sends their instruction particular time interval. The recent day’s most com-
mon usage of this technology is online shopping portals use this technology and collects their business 
payment from customer. This NFC tags placed in their product customer easy way to get all the product 
details via smart phone using this technology no need to display all the product details. The service 
department is also used this NFC technology, after providing their service immediately they collect 
payment and feedback. The major service department is call taxi after providing their service immedi-
ately getting customer feedback. Sometimes customer location is monitored using this technology; this 
is really helpful for secure service. The customer expects more security while travel, using this technic 
easy to monitor the real time vehicle moments. The public department like restaurant is also used this 
technology, customers easy to place order in hotel. The Internet of Technology and NFC technology is 
working with same sensor technology.
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E-BUSINESS SECURITY ISSUES

E-Business means electronic business and alternate name of online business. The recent days the growth 
of this online business is reached billion and millions of dollars. Electronic means sharing the data or 
information by using internet technology. Commerce means sharing or selling the products through 
online medium. Main advantage of this business is globalization of products and easy to get buyer and 
seller. The development of Information and Communication Technology B2B and B2C is evergreen 
business opportunity (Turner & Dasgupta, 2003). The online business environment is a combination 
of product delivery, customer feedback and online payment system. The digital environment is to give 
good opportunity for both buyer and seller. The internet technology is giving a platform of lowest invest-
ment and higher profit. The booming of internet technology business environment is totally changed. 
Major benefit of this E-Business is shop establishment cost is very less and that profit is shared among 
the customers through some offers. The development of E-business will introduce e-payment method. 
The e-payment method is secure and convenient method compare to normal payment system. This e-
commerce system is handled with variety of application in modern technology (Harshita & Tanwar, 
2018). That is named as online fund transfer, Electronic Data Interchange, Supply Chain Management 
and Inventory Management (Zentner, 2008). The US online sales are reached around 175 billion dollars 
in the year 2007. The e-commerce security working principle is similar to network security mechanism. 
This e-business security issues can be categorized into three parts. First one is client side threat; this 
threat is an active threat. The active threat is a malware and virus. The second one is communication 
medium threat. This is a major component of information security. This communication channel attack 
is dealing with three major modules. Those components are confidentiality, availability and integrity. 
Final threat is server side attack, these is a major attack now a days. The hacker should hack the single 
server they get many client data. These server side attack is web-server attack, password attack, database 
attack and interface gateway attack.

Mobile Application Software Issues

Business transaction is used in handheld devices. Most of the handheld devices are working in applica-
tion software. These mobile applications are another threat, most of the untrusted mobile applications 
available in internet. Problem of these mobile applications is unknown third party is monitoring the user 
personal information. Software bug or error is another major problem of business transaction (Zhang & 
Adipat, 2005). Business industry is slowly moved into physical cashless payment system. These business 
transactions not implement our own payment platform because of huge investment is need for creating 
own platform, they automatically tie-up with some payment gateway portal. After coming with this type 
of payment gateway system small business industry benefited more compare to larger industry.

Network Security Issues

Network security is a one of the hottest topic in business transaction. This NFC technique is purely 
depending on internet network connection. The network connection is established on basic protocol 
concept. There are two types of network is generally created. One is private network and another one 
is public network (El Zarki, Mehrotra, Tsudik & Venkatasubramanian, 2002). This NFC mechanism is 

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



76

Business Transaction Privacy and Security Issues in Near Field Communication
﻿

working on public network concept. Once the public network many unknown users connected in public 
domain. Compare to private network higher risk factor is happened in public network. The major problem 
in this network security is denial of service attack. The e-business concept hacker tries to hack the data 
from this denial of service attack concept. Business transaction all the systems connected in distributed 
concept. Distributed denial of service (DDoS) attack is happen in distributed system connection. The 
customer expect higher security because of these DDoS security issue many customer doesn’t trust 
online e-business.

Hardware and Mobile Device Security Issue

Mobile device is a communication component of NFC business transaction. This mobile device is con-
nected with wireless communication that is internet. This wireless communication most of the time con-
nected with public network. Hardware component is also one of the major security issues. The untrusted 
mobile hardware devices also used for business transaction. Hacker is easy to get user business transac-
tion data through these untrusted devices. Difference of trusted and untrusted device is simple, licensed 
manufacturing is called as trusted device. Each device is having unique MAC Id, but this untrusted 
device is not having this kind of the MAC Id. Another problem is hardware and software compatibility, 
the higher version of software is not supported in some hardware component (Verdult & Kooman, 2011).

COMPONENTS USED IN NEAR FIELD COMMUNICATION

NFC is commonly used payment system in modern mobile devices. Samsung introduce this NFC based 
payment system in android phone. The business people always used in these types of handheld mobile 
devices. After coming these kind of payment method physical currency handling is avoided and it’s pro-
vide very safe and secure payment gateway. This NFC is deals with many components particularly NFC 
tag is acted as an identifier and NFC device is a recognizer of that tag. This NFC is a two mode one is 
active NFC device and another one is passive that is named as NFC tag. The basic working principle of 
NFC device is named as inductive coupling. The electrons moving to conductor, these electrons produce 
some magnetic effects (Schamberger, Madlmayr & Grechenig, 2013). These electrons changed in the 
form of magnetic field this is named as inductive coupling technique. The electrical coil generates this 
magnetic field by using battery power. Again this magnetic field induces the current in reverse process. 
This magnetic coil effort is used for NFC communication.

The Figure 2 is to elaborate working method of NFC communication. Smartphone is a sender and 
opposite receiver is receiving radio frequency signals. The business data is transferred by using this radio 

Figure 2. Basic working structure of NFC communication
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frequency signals. The receiver is also smartphone, computer system and other smart device. The mag-
netic waves generate the radio signal and send to one terminal to other terminal. There are two types of 
communication first one is NFC one way communication, it is read the information from NFC tag. The 
radio frequency read the tag information. Second communication method is NFC two way communica-
tion, this is two active device is involved. The main advantage of second method is these devices do the 
both work that is sender and receiver (Asaduzzaman, Mazumder & Salinas, 2018).

Operation Modes of NFC Device

Near Field Communication device operation mode is categorized in three different methods. The Figure 
3 is elaborate basic mode operation of NFC device. First method is read and writes mode operation. 
This method is used normally used in business billing payment system. The shopkeeper having unique 
tag, that tag is having all the information like shop name and bank account details. The user read that 
tag and sends the money through mobile phone. Second mode is peer-to-peer communication mode. In 
general peer-to-peer means establish the connection between two active devices. This particular mode 
both sending and receiving operation is deal with mobile device. Final method is smart card emulation 
mode, this operation active NFC device emulate the smartcard information (Lee et al., 2016).

RFID Tag

The basic working mechanism of Radio Frequency Identification is inductive coupling. This is similar 
to smartcard, this tag is having some data in inside. RFID reader is used to read the information; smart 
phone is acted as a RFID reader. The smart phone is generating some magnetic field and read the in-
formation from RFID tag. The RFID tag is fixed any one object this smart phone is moving nearby that 
tag, and then automatically tag information is read from this smart phone. This RFID is generally two 
types one is active RFID and passive RFID. This passive RFID is having only data there is no power 
source, but the active RFID is having power source with a data. This RFID is an example of one way 
communication system (Morak et al., 2012).

Figure 3. Structure of NFC operation modes
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Comparison of NFC and Bluetooth Technology

There are many advantages and disadvantage is there in this NFC communication. The Table 1 is to 
elaborate some major difference between Bluetooth and NFC technology. This Bluetooth technology 
is one of the main competitors of this NFC technology. Distance coverage of NFC is very less but it’s a 
higher security protocol. Near Field Communication data transfer distance range is less than 10cm, but 
its work nearly 20cm (Want, 2011). Bluetooth communication distance range is almost 100 meter. But 
the main advantage of this NFC secure communication is short distance, because higher distance data 
leakage problem is possible at both device and network side. This short rage communication security 
problem is reduced.

APPLICATIONS USED IN NEAR FIELD COMMUNICATION

The Near Field Communication is not only technology; it is one part of our life in future. The NFC stick-
ers or tags places in anywhere and track their moments. This is a simple technique to transfer the data 
from one device to other. The use of this NFC technology is wallet free transaction. Most of the time 
forgetting or missing the wallet is a major problem; this NFC technology is providing good solution for 
this problem. There are many real time applications used for this technology.

Cashless Payment System

The main application of this NFC technique is cashless transaction, no need to carrying the money dur-
ing shopping or another purpose. The concept of this cashless payment is particular product details and 
price information is stored in NFC tag, customers just read that tag and get product details. The customer 
use their smart phone and paying that bill via their mobile. This cashless transaction is slowly moved 
into digital currency. Most of the government initiates this online payment system, because based on 
this system government get their tax properly. The corruption and block money problem is avoided due 

Table 1. NFC and Bluetooth comparison

S.No NFC Communication Bluetooth V2.1 Technology

1 Short range of communication Wide range communication

2 No Pairing required Pairing is required

3 Distance range is less than 20 cm Distance range is nearly 100 m

4 Frequency range is 13.56 MHz Frequency range is 2.4 to 2.5 GHz

5 Slow Connection Faster Connection

6 Less power consumption Higher power consumption

7 Lower Setup time Setup time is higher compare to NFC

8 Data transfer rate is 424 Kbits Data transfer rate is 2.1 Mbits

9 Security range is higher than Bluetooth Less security protocol
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to this technology. The online shopping website gives option for cash on delivery. This cash collection 
is a major task, using this technology product delivery person collect their money using NFC enabled 
device. The cash collection and monitoring process is very easy compare to other methods (Chen, 2008).

Traffic Violation Monitoring

The modern world billions of individual vehicle transportation is increased day to day. The traffic 
management is one of the toughest jobs in police. The developing country transportation facility is not 
good, so automatically traffic violation is happened. Maintenance and traffic violation fine collection 
is critical task in police, also all this process is to be centralized. The recent days the traffic violation 
fine collection system is made with online. All the vehicle violation data is collected and maintained in 
centralized server. The Near Field Communication technology is used for gathering violation vehicle 
detail and driver details (Xiao & Wang, 2011). This technology is used for scanning driving license and 
vehicle RC book. This device is used for track the previous vehicle violation details. The traffic violation 
is automatically captured from CCTV camera and that data is send to this device.

Device Coupling

The device coupling is the process of establishing the short range of connection between two digital de-
vices. This NFC technology is not possible to transfer the file only establishing the communication link. 
The digital device is already having communication protocol named as Bluetooth or Wifi. The concept 
of this communication is transfer the file from one device to other device. Before transferring the file 
connection establishment is needed, this is named as device pairing or coupling. This device pairing is 
done with this NFC technique (Ortiz, 2006). This NFC is creating and maintains the device connection. 
This is normally used for frequent communication from one device to other device.

Automobile Industry in Near Field Communication

The growth of automobile industry is endless, reason is automobile industry is always adopt with new 
technology. Any new technology is incorporated in automobile sector. The combination of electrical and 
electronic technology is involved in this field. The Internet of Things is also implemented in this auto 
sector. The latest car there is no manual key is used; the RFID key tag is used for this purpose. If the 
person is missed the key means easy to trace and locate the key by using RFID signal. Another major 
application for automobile industry is payment system for vehicle parking and cross the vehicle tolls. 
This is really need product now a day, because for toll payment heavy traffic is to be happened during 
payment collection. To avoid this problem RFID tag is pasted in vehicle, NFC enabled device easy to 
scan the vehicle details and get the payment from that tag. The business purposes all the payment is 
easy to handle and monitored. This vehicle external data is also collected through this NFC technique 
(Dias, Matos & Oliveira, 2014). The car agency is used many car, using this NFC tag easy to find the 
component brand name and details.
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Electronic Business Card

The concept of Electronic Businesses Card system is to exchange the buyer and seller information. The 
business to business transaction contacts is most important one. The business person sharing the visiting 
card is quit natural. But the maintenance of this contact is really toughest one. This NFC is providing 
the wonderful solution for maintaining business contacts. The customer information is feted in this 
small NFC tag, like as name, address and phone number. The dealer just wipes the card in NFC enabled 
device and makes a call to the customer. Similar to that customer is wipes the card in NFC device they 
got distributer details (Yang & Papazoglou, 2000).

NFC Based Smart Card

The smart card is the concept of storing the customer information in electronic system. This particular 
smart card is used to access the any particular system also used to make a payment. This NFC based 
smart card is used for entry identifications. The banking sector, education sector and many business 
organization is used this smart ID card. The purpose to this smart card is easy to update the user details, 
also easy to fix the authentication permission. The education sector library management system is used 
this method, to track the library book and maintain the library users. The same RFID tag is used to locate 
the books. The book tracking system is automated due to this NFC technology (Pelletier, Trépanier & 
Morency, 2011).

SECURITY ISSUES IN NFC TECHNOLOGY

Data security is a heart of modern computer world. Online business is a hot topic of current financial 
growth. The benefit of this online business is reducing the investment cost of showrooms. This business 
environment is setup to create connection of user and system. The system means computer, smart phones 
and other payment devices. This business transaction is purely depending on Information technology 
with digital information concept. The security is two major attacks one is internal threat and another 
one is external threat. These digital information process is detection and prevention action is to found 
while data transaction. The Near Field Communication security is categorized in different levels and 
types (Haselsteiner & Breitfuß, 2006).

NFC Physical Security

The NFC physical security is the process of secure the physical device from theft, Natural disaster and 
fire. This security system is to prevent data theft of software, hardware and networking terminals. This 
physical security mechanism is also deal for user authorization and authentication. This will be helpful 
for controlling normal user and employee actions. They maintain some security protocol with some 
limited action to device access. The physical security is to theft data by using some hard disk and pen 
drive. The NFC device is connected with OTG cable with some biometric identification purpose. Before 
digitization people get their money by using ATM machine. ATM machine establishment and maintenance 
cost is very high compare to other digital transaction (Madlmayr, Langer, Kantner & Scharinger, 2008).
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Eavesdropping

The concept of eavesdropping is secretly listening others communication without their knowledge. 
Eavesdropping is a one of the major issue in NFC technology. It is a one type of electronic communica-
tion data attack. The basic working method of this NFC communication is to establish a wireless com-
munication in paired device. This wireless communication is made with RF signals. The RF signal used 
to transfer the data from one device to other device. The attacker is also getting this RF signals by using 
RF antenna receiver (Kortvedt & Mjolsnes, 2009). Attackers are also having technical skill to hack the 
RF signals. The digital information sniffing is the part of eavesdropping.

Information Exploitation

Information exploitation is the process of modifying or tries to change the original data. The communica-
tion medium data is transferred from source to destination node. The hackers try to modify the original 
information. This change percentage is very less; this is the major problem of this data corruption. The 
sender or receiver is very difficult to identify these threats. It is a one type of data error in the process of 
computer data transmission or storage. The wireless signal transmission data noise is a common problem. 
This information exploitation and data noise is a similar type, very difficult to identify the difference 
to both. The only possibility of identification is correct time calculation. The hacker takes little bit time 
to data exploitation (Azhari, 2014). The modulation and demodulation process is taken some time and 
difference of this time is taken for data exploitation.

Middle Man Attack in NFC

The Middle Man Attack (MMA) is a common problem in network security. The user tries to access web 
server and get some information. This Middle Man Attack problem is some unauthorized user try to 
hack the user information in the middle part of user machine to server machine. The major aim of this 
attacker is try to hack the user personal information (Conti, Dragoni & Lesyk, 2016). Normally in Near 
Field communication working principle is also same to send the user information from user terminal to 
server machine. The target of this middle man attacker is to get user name, date of birth and credit/debit 
card number. Based on this user personal information hacker is try to access the user personal banking 
or financial account. The e-commerce business transaction is mostly done with this type of automated 
machine system.

NFC Data Modification

Near Field Communication device is normally generate the data and transfer from one terminal to 
other terminal. This communication is done with wired and wireless channel. The data modification 
is somewhat different from data correction. The NFC wireless RF signals are working in modulation 
and demodulation process. Hacker or attacker is done with this modulation process in 10% means very 
difficult to analyze or identify this data change. Business data is normally handling with user financial 
information. This financial information is include user bank details and account balance. Hacker tries 
to modify the original data into modified data (Huitsing, Chandia, Papa & Shenoi, 2008). The purpose 
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of this modification is future data attack. Example of this data modification is user mobile number, if 
suppose the hacker is to modify the user original mobile number to attacker mobile number. Recent days 
all the banking transaction is done with One Time password concept. This OTP process is executed with 
user mobile number, now hacker is changed that mobile number means he receive OTP and complete 
that transaction. This is very dangerous problem compare to the data correction.

Data Insertion in NFC

Data insertion is the process of insert the message between the data exchange in two wireless devices. 
The business transaction sometimes automated device answer mechanism is involved. This type of 
mechanism is not possible to find the original message or inserted message. The attacker inserts the 
wrong data between the data exchange process. The network security system this data insertion operation 
is prevents by using firewall, traffic inspection and load balancer technique. This NFC data insertion is 
also similar to network security problem.

POSSIBLE SOLUTION FOR NFC SECURITY ISSUES

Near Field Communication is deal with many security and privacy issues. Section six is to elaborate 
many hardware and software security issues in NFC. The business transaction is slowly moved in wallet 
gateway system. This wallet payment is facing many security threats; generally wallet system is used in 
public places. This public places people get free public network connection, these kind of public network 
is not advisable for payment transaction.

Handling for Physical Security

Physical security system is to prevent the personal information form hackers. There are many protection 
is involved in this physical security that is hardware system, physical storage and networking component. 
Physical security is mainly safe from natural disaster and theft. This physical security is mainly three 
components Figure 5 is to elaborate physical security. The major component is controlling the system 
access. Then secondary component is surveillance system. Testing is also one of the additional com-

Figure 4. Middle man attack in NFC
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ponents this component is occasionally used. System control is the process of managing the hardware 
and software system. In general system should be managed and controlled administrator. This system 
control is similar to administrative rights.

This system is control the unauthorized access. Example of this access control is biometric system; 
this biometric system is used to control the system access. Surveillance system is one of the major 
physical security systems. This system is monitoring the system by using CCTV camera. This system is 
more useful but main drawback is some human monitoring is needed for this system. Testing is last but 
least physical security system (Fennelly, 2016). This system is frequently test the hardware and software 
system. Industry safety mechanism is mostly used this testing component.

Avoiding Middle Man Attack

Middle Man Attack is a common network communication problem. The private network connection 
attacker hack all the data. Then the receiver receive both sender and receiver data. This entire network 
connection is controlled by this middle man that means attacker. The attacker tries to inject their own 
message for this private and public network. The NFC business data transaction is used in RF signal, 
this signal is tracked very easy way. The major aim of Middle Man Attacker is to gather user login cre-
dentials; this login information is misused for somewhere. This information is gathered from banking 
application, financial loan application and some e-commerce website. There are three different spoofing 
attacks is happened in this NFC business transaction. Internet Protocol spoofing is a common attack. 
The attacker is changing packet header in normal IP address. That means hacker is to create duplicate 
website similar to original website. This IP spoofing is transfer the original link into duplicate link, the 
business transaction these type of attack is quite normal. Another problem is Address Resolution Protocol 
spoofing; this attack hacker link the user MAC address into IP address, then the entire data packet is 

Figure 5. Physical security component
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diverted into hacker’s machine. Final spoofing method is Domain Name System spoofing; this type of 
attack is change the website address database. There are many technique is there to avoid these kind of 
attacks. The common solution of this kind of attack is avoiding public network. That means public Wi-
Fi network like as hotel rooms, public transportations. This public network connection is used only for 
other purpose like browsing, media file view. Business transaction is involved and linking with our bank 
account, so always this kind of transaction our own private internet connection is advisable. Sometime 
emergency purpose public network usage is unavoidable that kind of situation after using our personal 
mail account or some other bank account immediately logout for our account. Unknown browser usage 
is also another problem; avoiding untrusted internet browser is most important one. Sometime hacker is 
install some unwanted software in public browser, this type of software easily catch our personal data 
and send to that hacker (Alsmadi et al., 2018).

Secure EMV Card Transaction

The cashless transaction is major achievement in this century. Before coming to the wallet payment 
this card transaction is heart of cashless transaction. The major goal of EMV card system is replace 
magnetic strip card into IC chip card. On the time of ATM card invention this magnetic strip technology 
is used. User information is stored in this magnetic strip, major problem of this technology is hackers 
easy to scan this credit or debit card details. After introduce this microprocessor chip technology many 
credit/debit card fraud is reduced. Abbreviation of this system “E” stands for Europay, “M” stands for 
MasterCard and “V” stands for Visa. This EMV is world standardized technology; it is ISO/IEC 7816 
standard technology (Hajji, Ouerdi & Azizi, 2018).

Card Authentication Methods

In business transaction normally used for credit and debit card, this card is authenticating by using veri-
fication code. This verification code is normally generating two types. First one is static verification; 
this method standard verification pin is mapped with user account. Technical name of this static method 
is Static Data Authentication (SDA). Second one is dynamic verification; this method service provider 
generate dynamic one time verification pin and send through email or mobile phone. Technical name 
of this method is Dynamic Data Authentication (DDA). These two methods not use in cryptography 
technic, but user expect more security in now a day. Third one is combination of above cryptography and 
dynamic system that is name as Combined DDA with Application Cryptogram (CDA). The concept of 
static data authentication is working in magnetic strip information authentication. It’s very old method 
also not secure in public key crypto system. The bank issuer singed static certificate and process the 
authentication (Laur & Nyberg, 2006). The major drawback is hacker easily read magnetic information 
and create duplicate card. This duplicate card is processed bank issued PIN number; sometime bank 
employee is also misuse customer account. Dynamic data authentication is needed for microprocessor 
chip, it is working public cryptography concept. The unique concept of this method is each and every 
transaction is to create unique cryptogram. The short certificate chain system is verifying this unique 
PIN in common terminal like as Mastercard or VISA. This type of dynamic PIN generation is to avoid 
attacks and microprocessor chip system is preventing card data theft. Combined DDA with Application 
Cryptogram is introduced in the year 2000. This is highly secure and similar to dynamic authentication 
method. RSA cryptography algorithm is used for data encryption and decryption process. The additional 
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advantage of this method is generating the second dynamic PIN for particular transaction; also they 
check that particular transaction process (Jayapandian, Rahman, Koushikaa & Radhikadevi, 2016). It 
provides higher security system compare to other method because of both dynamic PIN generation and 
encryption algorithm implementation.

ENCRYPTION ALGORITHMS USED IN ONLINE PAYMENT

Online payment system is processed with different modes. Most common method is card payment; this 
card payment is more reliable and secure. This card is previously used in magnetic strip technology, by 
using this method card information is stored in credit or debit card. The magnetic card reader is read the 
information and processes the further steps. That situation single password system is used to access our 
card information. The hackers easily scan credit or debit card information and make a duplicate card. 
This is one type of attack; another attack is all this transaction is processed online. This transaction is 
happened internet technology, again hackers hack the user transaction information. These two attacks is 
a major problem in business transaction. The latest technology is solving this problem; duplicate card 
system is avoided by using microprocessor chip technology credit or debit card. All the user information 
is stored in this Integrated Circuit (IC). It’s highly secure compare to older method. Second problem 
of business transaction is hacking user information while communication. This problem is avoided by 
using encryption algorithm. This section is discuss about various encryption algorithm is used in this 
online payment system.

This card transaction system first time they used in RSA algorithm. This algorithm is very powerful 
on the time of introduce. The public key cryptography method is very powerful method of inverse sys-
tem (Jayapandian, Rahman, Radhikadevi & Koushikaa, 2016). Main advantage of this RSA algorithm 
is factoring the larger integer values. The calculation power is high compare to other algorithm. After 
coming Elliptic Curve Cryptography (ECC) algorithm is RSA algorithm is not used (Huo, Dong & 
Chen, 2015). This business transaction system computation power is more important. Because based on 
this computation power payment transaction time is reduced. This ECC algorithm signature generation 
process time is very less compare to other algorithm. Public key size is another important problem, RSA 
algorithm public key size is not larger than 1984, due to this problem service provider migrate from RSA 
to ECC. Elliptic Curve Digital Signature Algorithm (ECDSA) is also altering method of RSA algorithm 
because business transaction memory requirement is also important. This ECDSA is reducing computa-
tion power with memory requirement (Johnson, Menezes & Vanstone, 2001).

Transaction PIN generation is another important role to complete payment transaction. This PIN 
encryption is also used basic working principle of elliptic curve method that is name as Elliptic Curve 
Integrated Encryption Scheme (ECIES). This algorithm is generating the key between user and server 
(Smart, 2001). Based on the card information the send information from user terminal to server, that 
server generates PIN and sends to the user mobile or mail.

HYBRID ENCRYPTION ALGORITHM USED IN NFC DEVICE

The hybrid encryption system is join public key cryptography method. This is effective method of 
symmetric encryption scheme. This encryption method is providing higher security system; also data 
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should be transmitted securely from sender terminal to receiver terminal using secret key method. Block 
diagram of hybrid encryption architecture is elaborate in Figure 6. There are two encryption scheme is 
commonly used that is key encryption and data encryption. This key encryption technical name is public 
key cryptography. Data encryption is named as symmetric key cryptography scheme. The combination 
of symmetric and asymmetric method is providing better security compare to other methods. Near Field 
Communication system is also deals with transmit the data by using radio frequency signals. This signal 
is attacked from the nearby attackers. Encryption algorithm is used by avoiding this kind of data attack, 
but recent day’s attackers easy to hack these encrypted data. The concept of hybrid encryption model is 
to give reasonable solution for these data attack.

There are many NFC standards currently available that is name as NFCIP-1. Some standard NFC 
protocol is also used; most commonly used protocol is ECDH protocol. ECDH means Elliptic Curves 
Diffie-Hellman method. This ECDH is used for key encryption process. Data encryption most powerful 
algorithm is used that is name as Advanced Encryption Standard algorithm. The proposed model for 
key encryption same Elliptic Curves Diffie-Hellman method is used. The data encryption special hybrid 
encryption method is used, that is named as probabilistic with homomorphic encryption (Jayapandian 
& Rahman, 2017). The basic working principle of probabilistic method is random data encryption. The 
similar data is encrypted in several times, not possible to read the original message. This is a public key 
encryption method different ciphertext is used. This encryption method original message is working 
with YES or No method. Suppose attacker try to attack means deterministic encryption method is used 
to avoid data attack. This encryption message is stored in common table. Second encryption method is 
homomorphic encryption algorithm. The purpose of encryption is providing higher security at the same 
time computation time is also more important. Business transaction is to be done with in a second, if 
suppose hybrid encryption is take more time for execution means it doesn’t suitable for payment trans-
action. That is reason basic working method of homomorphic encryption is computation on data. This 
encryption technique should take less computation time compare to other method. Main advantage of 
this homomorphic encryption algorithm is secure chain transaction without losing original information. 
This algorithm is used in different applications, for example currency exchange trading and transaction 
is made from shipping companies. The government sector is also using this algorithm for the purpose 
of secure voting system. The figure shows the working method of hybrid encryption algorithm in NFC 
communication. In general hybrid method takes more execution time compare to single encryption but 

Figure 6. Hybrid encryption in NFC
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provides higher security. The combination of probabilistic and homomorphic method is take same single 
execution time because homomorphic encryption is reducing computation time.

SUMMARY

The online business transaction is unavoidable in modern world. The modern technology many online 
payment gateway method is used. Credit or debit card transaction is very old method. Smart phone us-
age is gradually increased day to day. Smart phone is not only used for communication purpose, this 
should be used for social media access, browsing purpose and this kind of payment usage. This chapter 
is reviewing many online payment method merits and demerits. Moving to latest technology all the user 
information is handling with digital format. This is a major headache of this digital world, because hacker 
easy to hack the user personal information and misuse it. This chapter is to solve security problem in 
business transaction. In business transaction many methods are used for online payment, one of those 
methods is NFC. The proposed idea is to give reasonable security solution for NFC transaction. NFC 
transaction is happened with mobile to mobile and mobile to NFC tag. This chapter is reviewing and 
analyzing various payment security systems. The proposed idea is choosing hybrid encryption technique 
to provide data security. This method is to give importance for key encryption and data encryption. Hy-
brid encryption is choosing two best encryption methods; first one is probabilistic encryption. It takes 
random encryption method for data communication. Second algorithm is homomorphic encryption, it 
is a computation process.
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KEY TERMS AND DEFINITIONS

Data Security: Data security provides storage and transmits security by using encryption algorithm.
E-Payment: Electronic payment is online payment system without using physical money transaction.
Hybrid Encryption: Combination of any two encryption algorithms is called as hybrid encryption.
NFC: NFC is near field communication; it’s used for sharing short-range data transmissions.
RFID: RFID is radio frequency identification; it’s used to transfer the data by using radio frequency 

signals.
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ABSTRACT

This chapter illustrates some aspects of the green reporting and its impact on the business strategy of 
an economic entity. The main objectives of this chapter are to present the green reporting and the green 
accounting synthesis documents and, also, to present the computer program for the green report of an 
economic entity. Based on the national and international literature, the authors present the concepts of 
the green reporting and integrated report and a computer program specifically designed to record green 
costs and green reporting. They present the types of green costs and the legislation related to the green 
reporting. The aspects presented by the authors are based on the national and international literature, 
specialized studies related to the topic of this study. A new theoretical-empirical framework is created 
by the authors through their contribution, which facilitates the identification of new ideas, themes, and 
debates of other issues encountered in the world business environment.
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INTRODUCTION

Many companies around the world have included the environment as part of the global business strategy. 
Important business issues have become: the waste disposal, the greenhouse gas emissions reduction or 
various ways of promoting the use of electricity. The Global Resource Initiatives (GRI), the most widely 
used worldwide report framework, is applied globally by companies offering a standardized approach 
that demonstrates a strong corporate commitment to the environmental policy. The GRI framework has 
been developed by a network of people from more than 60 countries and is part of different areas such 
as: education, government, business etc.

This paper aims to propose a strategic framework for the accounting and sustainability reporting 
(Green Accounting and Reporting). The Green Accounting realizes how management acts and registers 
the effects of using the environment. Accounting and its awareness are done through reports which 
require transparency of the shareholders or other stakeholders. Starting from the specialized studies, a 
clearer delimitation of the strategic framework between the sustainability reporting and its impact on the 
business strategy has been attempted by using the information provided by an appropriate IT program. 
The objectives of this chapter are to: (1) highlight the implications of accounting as a green reporting 
tool; (2) achieving the integration between the green accounting and the green reporting through the 
information provided by an appropriate IT program, and (3) highlighting the impact of the accounting/
green reporting information on a company’s business strategy.

BACKGROUND

Conceptual Approaches of Sustainability

In the evolution of the concept of sustainability, the basic idea remained the same, but the specialists have 
presented several interesting approaches. Thus, some authors have focused on the essence of enhancing 
and preserving the environment (Shrivastava and Hart, 1992; Santos and Filho, 2005) and the sustainable 
society (Elkington, 1997), while other authors have reached the economic aspect of the concept of sus-
tainability. According to experts, a sustainable society must meet three conditions: its rates of renewable 
resources use should not exceed their regeneration rates; its rates of renewable resources use should not 
exceed the rate at which the alternative sustainable suppliers have developed; and the pollution emission 
rates must not exceed the capacity of the environment assimilation (Elkington, 1997). Sustainability is 
a fundamental and complex construction that helps maintain the balance of several factors for the long 
existence of the planet (Aras & Crowther, 2009). This construction has continued to gain the attention 
of the specialists, becoming one of the most important problems faced by mankind due to the continuing 
pressure of the society and investors (Ambec & Lanoie, 2008; Epstein, 2008; Lippman, 2010).

Sustainability represents the development of the society and its evolution towards a rich and more 
comfortable world, where the natural environment and cultural achievements are reserved for future 
generations. Nowadays, in addition to the benefits of the future generations, the viability offers gains of 
value and finance (Dyllick & Hockerts, 2002). Other conceptual approaches to the notion of sustainability 
refer to the expectations of improving the social and environmental performance of the present genera-
tion without including the ability of the future generations to meet their social and environmental needs 
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(Brundtland et al., 2003). The sustainability framework is a flexible one in the specialized literature, and 
the opinions of the specialists provide a wider range of concepts:

•	 Related to the environment such as: innovation in the sustainable marketing (Iles, 2008), 
Sustainable Reporting (Blengini & Shields, 2010), sustainability and consumer perception (Mc 
Donald and Oates, 2006); production construction and sustainability (Yan et al., 2008);

•	 Related to the social environment and the environment such as: promoting sustainability (Frame 
& Newton, 2007), sustainable society (Dewangga et al., 2008);

•	 Related to the social and economic environment such as: sustainability and marketing (Kirchgeorg 
& Winn, 2006);

•	 Related to the social, economic and environmental environment such as: sustainable corporate 
performance (Collins et al., 2007).

A Contribution to Sustainability: Sustainability Reporting

Nowadays, the companies have to take responsibility for revealing their operations on the business en-
vironment, society and the environment. The Sustainability reporting has become a common practice 
in the companies in order to respond to the expectations and critics of the stakeholders who want to be 
better informed about the social and environmental issues and about the impact on the business activi-
ties (Boiral, 2013).

The Global Reporting Initiative defines the concept of the Sustainability reporting as “the organiza-
tional performance practice of measurement, disclosure and being responsible towards the internal and 
external stakeholders in order to achieve the Sustainable Development” (Global Reporting Initiative, 2011).

This concept is considered to be synonymous with other concepts such as: corporate social responsibil-
ity reporting (CSR), non-financial report, triple bottom line reporting etc. In other words, a Sustainability 
reporting is that report that is published by a company about the economic, social and environmental 
impact caused by its day-to-day activities. This reporting presents the values of the company and the 
governance model and demonstrates the link between its strategy’s adoption and its commitment to a 
global sustainable economy. This reporting helps companies measure, understand and communicate 
their performance (economic, social, environmentally), set goals and manage actions in a much more 
efficient way. It is an intrinsic element of the Integrated Ratio Report, combining the analysis of the 
financial performance with the non-financial performance.

The main providers of guidance in reporting Sustainability are: GRI (GRI Sustainability Report Stan-
dards), Organization for Economic Cooperation and Development (OECD Guidelines for Multinational 
Enterprises), United Nations Global Compact (Communication on Progress), International Organization 
for Standardization (ISO 26000, International Standard for Social Responsibility).

The General Frame of Green Accounting and Green Reporting

The green management accounting includes the identification, collection, selection, calculation, analysis 
and the internal report of the environmental cost information and its use in the decision-making process 
with impact on the economic and the natural environment. Furthermore, the green management accounting 
can also reflect the impact of the human activities on nature and natural resources, and the assessment 
of their effectiveness can lead to solve the current environmental problems. The national environmental 
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legislation and the environmental policy regulatory authorities establish measures, in which the com-
panies must regulate their pollution emissions, manage the waste disposal and develop their product 
packing (Esty & Winston, 2006). The degree of adoption and implementation of the green accounting 
and green reporting has been influenced by: the regulatory pressures and adoption requests (Bell, 1997; 
Kurasaka, 1997), ethics of awareness (Lehmann, 1999), the available economic and financial initiatives 
(Richardson & Welker, 2001; Al-Tuwaijri et al., 2004), the sense of responsibility and transparency of 
information (Cox et al., 2004; Cormier et al., 2004), the management and efficient operation (Montabon 
et al., 2000; Husseini, 2001; Anton et al., 2004).

The general framework of green accounting and green reporting enables a company’s decision mak-
ers, the management and strategic team to use a conceptual model in order to ensure and guarantee the 
success of its implementation within a corporate strategy. From our point of view, this framework of 
green accounting and green reporting is particularly important because: (1) its conceptual-strategic 
development is reflected in the development of a model focused on the multi-level potential strategies 
of a company; (2) these strategies can be implemented and generally integrated in the corporate strate-
gies; (3) they outline the role of accounting function in supporting the green corporate strategy and in 
the business strategists.

Integrating the Green Accounting and Green 
Reporting in the Corporate Strategy

The strategy aims to understand and approach the issues that have an impact on the ability of the company 
to fulfill its mission that its products/services can be produced to meet the needs of the markets which 
the efficient configuration of resources serves, in order to build and sustain the competitive advantage 
(Galbreath, 2009). However, firstly, a company needs to revise its commitment to the environmental 
or green governance before it can decide the strategy to be adopted at firm, industry, country and the 
level of society.

According to Valentine and Savage (2010) the deep commitment is demonstrated by the availability of 
a quantitative environment, by the environmental performance, disclosures which reflect the company’s 
high value commitment to setting up systems and structures to monitor the engagement. The company 
must make a real attempt to integrate the environmental concerns within the existing ones and the 
decision-making process in all the aspects of a corporate management. On the other hand, the extreme 
superficial employment companies offer vague, qualitative vocations, with lack in the environmental 
initiatives and with no substance in its disclosure.

The companies might take into account a number of factors, before deciding on improving their 
commitment to the green accounting integration: the shareholders’ interests, the accounting manage-
ment, the implementation limits and options, the potential costs (Rubenstein, 1994). Once decided, 
the companies must integrate the green policies in the corporate and business strategy and the success 
depends on the study and understanding of certain forces: macro elements, the secondary elements of 
the stakeholders, the industry-specific elements; the elements specific to the company and the functional 
elements (Valentine, 2009).

The introduction of the green policy means reflecting a superior commitment of a company’s man-
agement and includes: planning, measuring, monitoring and reviewing. Planning is the process of iden-
tifying all the environmental aspects of the operations carried out, outlining the effective environmental 
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management procedures. It includes: (1) improving the environmental objectives; (2) training; (3) im-
provement; (4) awareness of campaigning promotion; (5) appropriate documentation for implementation; 
(6) Emergency preparation. Measurement is the process that means procedures involved in collecting, 
integrating, and directing the relevant environmental data to the specialized departments, according to 
their needs. Monitoring is the measurement and reporting of the environmental performance as well as 
the necessary preventive and corrective actions specific to the risk assessment procedures. The review 
includes the responsibility of the management to continuously assess and review the effectiveness of 
the policy, being conducted with the possibility of extending to the audit of the environmental data and 
environmental performance.

Through their studies, a number of specialists have identified some issues in adopting the green 
policy and in implementing the green accounting such as: (1) integrating the environmental policy into 
the company’s strategic and business policy; (2) preparing the accounting and reporting system at the 
level of the company’s accounting department; (3) adaptation of the green accounting information to 
the existing standards and regulations and their suitability to the system reflected in the annual financial 
statements of the company (Grinnell and Hunt, 2000).

Green Business Strategy and the Corporate Strategy

A unified business strategy refers to how a company is concerned about the competition from a particular 
market or industry, and at this level, the company must focus on improving the corporate reputation, 
either by reducing production costs or by resorting to quality products and services. The efforts to inte-
grate the environmental policy into the business strategies continue, and despite the regulatory efforts 
in the environmental field, many companies have not adapted yet, to these requirements. The only way 
to adapt along the way is to keep the interest and information about its evolution and to maintain the 
adaptability to the regulated changes when it is possible (Valentine, 2009). The adaptation to the new 
environmental regulations as quickly as possible is more advantageous than the late adaptation that will 
be mandatory and will have some repercussions on the company by sanctioning it. The reflection of this 
proactive attitude on environment of a company is given by: the analysis of the life cycle of processes 
and products, the environmental policies implemented within the supply chains; the monitoring and 
auditing environmental performance; the accounting for environmental costs and savings; the product 
recycling, restoration and redesign, eco-labeling (Yakhou and Dorweiler, 2004). Profitability can also 
be achieved by saving electricity and minimizing the waste, which are ultimately only possible after 
reaching the levels of environmental policy integration.

The degree of integration of the environmental policies should be tested on a daily basis and then, 
the decision taken at the organizational level. The integration may be conventional or unconventional 
(Fryxell and Vryza, 1999) and it is the ideal solution to solve conflicts that might arise such as: spe-
cialization differences, training, technical terms or jargon used. For this purpose, the use of EMS along 
with the ISO 14001 Standards would help to integrate the system functions via the interface provided 
with the input and output functions. EMS provides the life cycle accounting and the environmental cost 
accounting which are so useful to a company’s accounting department.

The corporate strategy focuses on the area of activity where a company is competitive on a particular 
market or industry (Galbreath, 2006) and must focus on the capital management (Valentine, 2009). Gal-
breath (2006) presents four strategists that the companies can use for the corporate social responsibility:
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1. 	 The shareholders’ strategy which states that the only responsibility towards the society is an eco-
nomic one;

2. 	 The altruistic strategy of the community (groups or causes) in the form of monetary donations;
3. 	 The mutual strategy which considers that by taking on social responsibilities, a company offers 

improved benefits to the society, but also receives tangible and financial rewards;
4. 	 Citizenship strategy which is the strategy that provides a direct link between citizens and companies, 

so that, by disclosing the environmental reports by the companies which ensure transparency and 
availability, the citizens can inform and may help protect the environment and warn of emerging 
environmental issues.

The specialists suggest five great strategies that the companies can use to improve environmental 
management (Valentine, 2009):

1. 	 The green positioning strategies, meaning those strategies incorporating eco-friendly features into 
a product or service;

2. 	 The financial strategies, meaning those strategies that allow the companies to access the green 
investment funds;

3. 	 The brand protection strategies, meaning those strategies designed to strengthen the reputation of 
a company or reduce the consumer perceptions;

4. 	 The quality strategies, meaning those strategies that eliminate the inefficiencies in inputs, outputs 
or processes;

5. 	 The cost control strategies, meaning those cost savings strategies by improving the environmental 
management techniques and preventing the future events that may cause them: fines, penalties or 
lawsuits because of not respecting the environmental legislation.

The Role of the Environmental Indicators for the Green Reporting

In the current context of the variability and climate change, sustainability is a problem of attitude, not 
a technological one (Dobrescu, 2010), where each economic player must assume the environmental 
management because the environmental protection has become a problem of general interest. The envi-
ronmental or ecological management requires a systematic and integrated approach (Figure 1), in which 
the green reporting is the control tool.

Within this management, there are a number of principles that need to be fulfilled such as: the 
environmental conservation, the environmental quality improvement, the pollution prevention, the en-
vironmental damage prevention and the precaution against an unknown risk. In order these principles 
to be fulfilled, the permanent assessment and monitoring of the environmental components (air, water, 
soil, biodiversity and human health) and (Constantin et al., 2016) and also emission levels are required 
(Duțu, 2010). These are done with the help of the environmental indicators, which are used in the green 
reporting, which is a control and planning tool of the companies which have implemented an environ-
mental management system.

The green reporting is an intermediate step in quantifying the status of the environment and the 
company’s responses to diminish and/or eliminate the environmental impact and preserve the natural 
resources for sustainability (Figure 2).
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The environmental indicator consists of a piece of information that quantifies the status of the envi-
ronmental quality at a moment. It can be characterized by a minimum, average and a maximum value in 
relation to the reference values or the maximum admissible concentration (Ionac and Ciulache, 2005; 
Ivan et al., 2017).

The environmental indicators provide information about:

•	 The integration of the environmental concerns into the company’s overall management;
•	 The assessing of the environmental performance;
•	 The report on the status of the environment;
•	 The company’s response to improving the status of the environment.

With the help of these environmental indicators, the green reporting is carried out and it consists in 
a process of permanent transmission of the monitoring and evaluation information of the environmental 
factors, on the basis of which the environmental status of the environment is established, meaning if it 
is polluted and how much is polluted. After Țuțuianu, in 2006, the environmental indicators are based 
on data or information which can be:

•	 Direct values obtained by measurements, being considered primary data;
•	 Values calculated on the basis of formulas, being considered data analized;

Figure 1. The components of the environmental management and green reporting
Source: Adapted after Dumitriu, 2003

Figure 2. The place of green reporting in the sustainability reporting
Source: Adapted after Țuțuianu, 2006
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•	 Relative values are in the category of the first two, but reported to reference values or values cal-
culated as percentages of the total;

•	 Indexed values are the data converted into units that are compare over time against a reference 
point;

•	 Weighted values are the data modified by applying a factor according to its importance, being used 
mainly in the calculation of indices;

•	 Aggregate values are the data obtained from different sources, collected and expressed as a total 
amount.

In order these environmental indicators may ensure the quality of the green reporting, some require-
ments must be accomplished:

•	 They must be comparable and highlight changes in impacts on the environmental quality;
•	 They must objectively reflect the environmental performance;
•	 They must continually improve the environmental performance;
•	 They must be measured in comparable units;
•	 They must be determined on a daily, weekly, monthly, quarterly, semi-annual and yearly basis, 

ensuring regimes and concentrations;
•	 They must be clear to users;
•	 They must meet the information requirements of the users.

The environmental indicators can be classified according to a wide range of criteria. In this chapter, 
we refer to the criterion of the global appreciation of the status of the environment, in which the envi-
ronmental indicators are:

•	 Air quality;
•	 Water quality;
•	 Soil quality;
•	 The lack of registered plants and animals, and the health of the population (Rojanschi et al., 2004).

The quality assurance of the green reporting by the environmental indicators depends on the cycle 
of surveillance or the environmental quality monitoring as summarized in Figure 3.

In order the monitoring of the environmental indicators may be objective, there must be reduced and 
eliminated a series of problems which can appear in the structure and monitoring methodology of the 
environment quality which can lead to a poor reporting such as:

•	 The spatial distribution and poor density of the sampling points;
•	 The too short sampling time;
•	 The inadequate selection of the environmental indicators in relation to the research environments;
•	 The absence of the sampling procedures;
•	 The lack of quality assurance procedures;
•	 The reference and standard materials are inadequate;
•	 The lack of standard procedures for sampling, analysis and data integration.
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The set of the environmental indicators constitute the most important tools for monitoring, reporting 
and controlling of the environmental performance of a company, providing the feedback to motivate the 
human resources, supporting the implementation of the environmental management and identifying the 
market opportunities and possibilities of decreasing costs.

The green reporting, on the basis of the environmental indicators, contributes to solving some major 
responsibilities of the companies in the environmental protection activity, in order to achieve sustain-
ability. By the temporal analysis of the environmental indicators, the weaknesses and optimization of 
potentials can be established, as shown in the below-mentioned IT proposal for a green accounting and 
green reporting.

Computer Program for Evidence and Green Reporting

In this chapter, the authors propose a software application to solve the environmental modeling of the 
selected/desired indicators, centered around a database, with the potential to store necessary data and 
provide access to information drawn from this data. The model of the database can be incorporated 
in a more complex application for managing the environmental policy, and the fact that is built on the 
relational model means that it can be implemented in any RDBMS.

As specified, the application will pursue the following objectives:

•	 To provide a data storage solution for environmental values (organized on indicators);
•	 To offer the necessary data processing and information presentation platform.

The authors have selected the Microsoft® Access relational database management software to build 
and develop the application. The database has a simple structure, which is presented, as a physical 
model, in the figure 4.

The tables presented have the following means:

•	 Time: Provides the time periods (months and years) for which data are collected. There is no need 
to manually input data directly into the table, because data can be collected on an external data 

Figure 3. The stages of the environmental quality monitoring for the green reporting
Source: Adapted after Rojanschi at al., 2008

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



100

Green Reporting and Its Impact on Business Strategy
﻿

source, such as a worksheet, and imported into the database, from which the data for this table can 
be easily uploaded, by using an append query;

•	 Imissions: Provides the list of imissions for which the data are collected. The table includes the 
maximum acceptable concentration, for comparison purposes;

•	 Imission_Values: The table in which data resulted from measurements are stored, grouped by 
imissions and time.

Once the data have been uploaded, they can be analyzed, under various forms.
The first data analysis we propose is the centralized situation of the values measured, grouped both 

on the time dimension and the imission type. In this scope, the authors have used a cross-tab query, 
structured as follows:

•	 On the row heading section, the time attributes;
•	 On the column heading, the imission type;
•	 The value section holds the actual measures.

The structure of the query is presented in the Figure 5.

Figure 4. Database diagram (physical model)
Source: Authors’ work, as presented by ACCESS

Figure 5. Crosstab query structure, used for centralized presentation of imission values
Source: Authors’ work, as presented by ACCESS
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The results of the query are presented in the Figure 6. Note: the authors have uploaded a sample of 
data only for presentation purposes.

For beneficiaries of information provided by such application, there is an important need to observe 
the correlation between the actual values of the imissions and the threshold represented by the accepted 
concentration. Thus, the gap between the values is also to be included in the results of data processing. 
The authors have designed the following query, which measures the gap and presents it in a centralized 
manner (Figure 7).

The IGAP field is calculated as a difference between the maximum admissible concentration (MAC) 
and the actual values. The usage of the TID field ensures the calendar-based sorting solution, as the 
name of the month might be written as is, regardless the language of the user.

Figure 6. Crosstab query results, used for centralized presentation of imission values
Source: Authors’ work, as presented by ACCESS

Figure 7. Crosstab query structure, used for centralized presentation of imission gap values
Source: Authors’ work, as presented by ACCESS
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A positive value of the gap means that the imission has not reached the critical level, while a negative 
value reveals an unfavorable situation. The authors have chosen this formula considering the sensible 
correlation between the possible sign of the gap and its meaning for the protection of environment.

As the month and year were represented under the form of separate attributes, they occupy the ROW 
HEADING section of the crosstab. The aggregate function used, as there is a requirement for this type 
of field, in combination with the VALUE property, poses no problem, as the argument is represented, at 
this stage, by a singular value. The results of the query are presented in the Figure 8.

The interpretation of the query results displays a single negative value, that is for PM imissions in 
January, 2014. Considering that the application will be able to store high amounts of data, measured for 
extended periods of time, the authors have pursued in the next stage the calculation and representation 
of aggregate values, based on various statistical functions. The aggregation criteria used were the year 
and the type of imission. The structure of the query for annual average values is presented in the Figure 9 
and the results of the query are presented in the Figure 10. The next step in the analysis of environmental 
data is the comparison between the average values and the maximum admissible concentrations. This 
result is achieved by applying the following query from the Figure 11.

All calculation formulas are visible in the figure above. The query allows the simultaneous calculation 
of average immission value per year, and of the average gap, as the grouping levels are the same and do 
not pose any kind of conflict. The results of the query are displayed in the Figure 12.

As the result formula was constructed on the same logic as the comparison between individual values, 
a positive difference means a favorable result.

SOLUTIONS AND RECOMMENDATIONS

Taking into consideration the aspects discussed in this chapter, we propose the following:

Figure 8. Crosstab query results, used for centralized presentation of imission gap values
Source: Authors’ work, as presented by ACCESS
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Figure 9. Crosstab query design, used for calculation the average imission values
Source: Authors’ work, as presented by ACCESS

Figure 10. Crosstab query results, average imission values
Source: Authors’ work, as presented by ACCESS

Figure 11. Crosstab query design, gap between average imission values and the maximum admissible 
concentration
Source: Authors’ work, as presented by ACCESS
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•	 Adopting and implementing GRI rules on green reporting, which leads to future benefits for a 
company such as: increasing transparency and financial performance, increasing stakeholder ac-
cess to capital, increasing innovation and efficiency, reducing waste, managing risk, increasing 
consumer confidence in manufactured products, increased employee confidence and recruitment, 
increased reputation and other social benefits;

•	 The need for sustainability helps companies manage their social and environmental impacts as 
well as improving operational efficiency and natural resource management, remaining a vital com-
ponent of shareholders, employees and other stakeholders;

•	 Sustainability is a differentiation factor in a competitive industry, favoring investor confidence, 
confidentiality and loyalty of employees.

By presenting environmental performance, the information presented in the sustainability reports 
becomes valuable to all parties involved in environmental, economic and social activities. In view of 
the above, we would like to recommend the following:

•	 Research of empirical literature to identify those opportunities to adopt and implement GRI prin-
ciples and adapt them to other management accounting methods that allow and highlight environ-
mental reporting;

•	 Accepting and expanding sustainability reporting across companies that have adopted or wish to 
adopt GRI principles alongside other accounting and management systems that have proven their 
viability and compatibility.

FUTURE RESEARCH DIRECTIONS

Through the assumed mission, this chapter has reached its goals set by the authors. The information and 
data used, processed and analyzed by the authors is a synthesis of a considerable amount of resources of 
the specialized literature that underpinned the creation and consolidation of the presented approaches. 
The original case study is a way of highlighting the environmental performance that is included in the 
sustainability reports created by small companies. Regarding this, we propose other future research 
directions such as:

•	 Analyzing the possibility of adapting GRI principles to other managerial accounting or environ-
mental accounting methods or systems;

Figure 12. Crosstab query results, gap between average imission values and the maximum admissible 
concentration
Source: Authors’ work, as presented by ACCESS
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•	 Analyzing the impact of managerial decisions resulting from the adaptation of GRI principles to 
other managerial accounting/environmental accounting methods or systems, including environ-
mental reporting;

•	 The analysis of the possibility of creating new instruments for monitoring and measuring the en-
vironmental performance based on the principles of GRI and the principles of other managerial/ 
environmental accounting methods or systems.

CONCLUSION

It is obvious that the need for transparency and disclosure of sustainability information is a priority for 
businesses of any small or large company, but also for other stakeholders, including governments, inves-
tors or civil society. From the understanding and the actual implementation of the GRI principles in terms 
of sustainability reporting, a considerable period of accommodation, harmonization and harmonization 
should take place. Increasing demand for sustainability reports is attributed to the needs of business 
communities and political leadership. The information contained in the environmental reports must be 
credible, reliable and robust, relevant and strategic to the appropriate user categories.

Business leadership has to support the sustainability strategy, introduce it into their businesses, and 
thus see the value it can offer to them, but also to society in general. Also, political leadership should 
support sustainability reporting, especially due to increased reporting and information requirements, 
but also to the fact that they are of particular importance in the sustainability landscape. Credibility and 
understanding of the impact of sustainability reports make the difference in a competitive market. The 
use of sustainability reports in strategic operations gives clear benefits both to long-term and short-term 
companies that develop them, including increased efficiency and cost reduction.
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KEY TERMS AND DEFINITIONS

Environment: The environment in which a company operates, including air, water, soil, flora, fauna, 
man, and relationships between them.

Environmental Indicator: Information that quantifies the state of quality at a time.
Environmental Monitoring: Monitoring, forecasting, warning and intervention for the systematic 

assessment of environmental components in order to know the state of its quality in order to decide in 
accordance with reality.
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Environmental Performance: Results that can be measured by a company’s environmental man-
agement.

Green Reporting: (GR): Report on the financial situation of a company based on information on 
costs and environmental indicators.

Software Program: Algorithm in a source code, written in a certain programming language, used 
to accomplish a purpose.

Sustainability: The current economic and social development without damaging the natural envi-
ronment.

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



110

Copyright © 2019, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  7

DOI: 10.4018/978-1-5225-8455-1.ch007

ABSTRACT

Information technology instruments are a very important asset in the hands of every manager. The higher 
education institutions make no exception from these rules. The exposure to the modern technology and 
communication tools is very quickly assimilated by students, who acquire the skills to address and even 
master it and have high expectations from the university they study in to provide them with accurate and 
real-time information on their particular needs. The management of the university should have at its 
hand data on students, including personal data, data on academic achievements of any kind, housing in 
hostels, due and paid tuition fees, data on research, emphasizing both resources allocated and the results 
obtained, even providing links to online platforms and databases that index these results. The authors 
approach both operational databases and decision-oriented data warehouses and will aim to capitalize 
their own research interests in the field of IT to synthesize a set of solutions for this type of software.
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INTRODUCTION

At the beginning of the millennium, education crosses a process of development to meet the current 
demands of society, a process marked by the phenomenon of globalization and the unprecedented devel-
opment of information technologies. We are witnessing a series of economic, technological and cultural 
changes that come both in good parts and in more difficult parts, which imply the need for adaptation 
in everyday life.

The introduction of ICT into higher education management has quickly received an air of inevitability, 
with most decision-makers in the field of higher education strongly supporting this issue, as the field of 
education has over time suffered from the lack of tools specifically created to improve the management 
of education at all levels. Thus, the last decades have transformed information technology from a product 
intended for a small number of people, due to high acquisition costs and relatively large dimensions, into 
a ubiquitous instrument in the professional and personal lives of the citizens of the country.

The advantages of using ICT are not negligible, which has attracted the rapid spread of formal and 
non-formal educational activities. One of the most visible benefits that ICT brings is accessibility of 
information. Education has used the opportunity offered by ICT to rethink how to deliver educational 
content in a manner that improves managerial performance. The management of the beneficiaries of 
educational services can be improved by creating tools to track the progress achieved - both by each 
student and by the academic community.

BACKGROUND

Information technology in education, according to foreign specialists - is defined as a combination of 
processes and tools involved in addressing educational needs, using computers and other electronic 
resources and technologies (Ball & Levy, 2008; Roblyer, 2006), and information technology applica-
tions in education are called “educational technologies” (Bernard & Abrami, 2004; Kingsley, 2007). In 
education, an example of IT is the type of wireless connection used for online learning, management 
systems, Internet technologies, high-speed communication infrastructure, emerging technologies for 
visual presentation, access to course materials through Internet resources and artificial intelligence (Ball 
and Levy, 2008). A classification of educational technologies is made by them in three categories, as 
follows: (1) training, (2) productivity, (3) administration.

Nowadays, most academics use ICT Information Applications - for teaching purposes, such as tutorials, 
research, simulations, and other forms of instruction. The use of online learning systems by faculties is 
more and more frequent, Bernard and Abrami (2004) suggesting that the use of educational technolo-
gies has increased curricular learning between faculties and students that promote constructivism. In 
addition to the many benefits, the use of information technology also has some challenges (Schmidt, 
2002), such as: “the effective replacement of traditional classrooms is one of the greatest challenges in 
placing the course on the internet.”

The idea of the information-based society was launched in the US and became of great interest in 
Europe after writing a famous report of the European Union, named after its coordinator, famous today, 
today’s controversial Martin Bangemann. UNESCO’s Objective by UN Charter is the UNESCO’s key 
objective of contributing to peace and security in the world by promoting collaboration among nations 
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through education, science, culture and communication, promoting universal respect for justice and re-
specting the law, and the fundamental rights and freedoms of man, indifferent to the country, regardless 
of nation, sex, language or religion. The UNESCO Principles on ICT in Education can be summarized 
as follows:

•	 Old and new technologies must be used in a balanced way - equally important is on-line and in-
teractive education;

•	 The achievement of international educational goals requires considerable investment in teachers/
teachers training institutions;

•	 The demand for higher education cannot be satisfied in the less developed and developed coun-
tries, rather than in the presence of the virtual teaching-learning mode;

•	 Training needs cannot be met without virtual classes, virtual labs, etc.;
•	 Educational objectives cannot be met without gender equality. Whenever possible, the proposed 

indicators will address the need to measure the gap between women and men.

Information technology in the management of higher education is undoubtedly one of the most 
important requirements of any result of the actions taken. Any activity aimed at detecting problems, 
assessing their influence and finding solutions to solve them is for any higher education institution - the 
key to progress. The higher education institution can present an integrated picture of its missions when 
it is conceived as a „learning organization”.

METHODOLOGY OF RESEARCH

We chose this direction for the study because we considered it useful to bring such research into con-
sideration as there is a wide range of issues that can be debated, not just information technology discus-
sions in the management of higher education institutions. Therefore, in order to pertinently draw a line 
of knowledge around them, we consider it appropriate to relate to the studies conducted to date with 
implications from the perspective of the chosen research theme. The approach of the study is thus one 
of the baseline analysis of the literature, focusing on determining the direction of research approached 
and the findings of the studies.

At the same time, this chapter also aims at conducting an empirical study on the particularities of 
the different types of evidence regarding the students, the disciplines in the program, the teachers and 
the marks obtained after the evaluation.

The proposed methodology for carrying out the study, as well as for achieving the objectives, is based 
on the preliminary documentation for understanding the theoretical aspects of information systems and 
information technology, as well as the understanding of the management of higher education institutions. 
The theoretical research describes and analyses the current state of knowledge, making contributions in 
completing it and clarifying certain aspects necessary for subsequent application. The starting point of 
the research is the theoretical documentation by going through the literature specific to the field, which 
allows the formulation of opinions at the end of the chapter.

The theoretical approach is complemented by a series of informational applications on the application 
of information technology in the management of higher education institutions.
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THE INFORMATION MANAGEMENT SYSTEM OF THE UNIVERSITY

The information system of the university management represents all the information, information flows, 
procedures and means of information processing meant to contribute to the achievement of the university 
objectives. Therefore, it is made up of a multitude of related elements, such as: data and information, 
information flows, procedures and means of handling information. The university information system 
can contribute to the achievement of the objectives of higher education only in the conditions in which 
the specific functions of the university are fulfilled. The information system as a direct result of IT prog-
ress is the most dynamic and flexible component of the management system. The educational process 
is constantly under the influence of changes in society, which must be elastic and receptive to technical 
and technological novelties and integrate on a large scale of modern information technologies.

University managers often claim that manual data processing invokes costs, major delays and the 
failure to meet deadlines. In this case, a well-developed information system would intervene, able to 
collect very large volumes of information in short time and to highlight the anomalies discovered in the 
course of time. Thus, the role of university management is not to cumulate and process whole volumes 
of data, but to see exactly what consequences and what impact certain decisions are taking in the process. 
“It may be said that the role of the information system of the university management can be expressed 
through the advantages it assures in the dynamics of the managerial activity”, as Professor Petrescu I. 
points out in his work „University management treaty” (Petrescu, 2003).

Universities have the obligation, according to the law of education, to keep records of students and 
to keep track of what happens to them after graduation, and those who do not produce what the market 
demands will be withdrawn from their funding. The classification of universities and the hierarchy of 
the study programs will allow for funding to be made on a performance-by-job basis, and the capacity 
of a university to produce graduates for the labor market will lead to resource concentration where the 
quality is. This is done in the major universities of the world, with the direct result of a very clear set of 
development strategies that the university pursues. A student will not choose a university; he will not 
go to a specialization that will not later bring him the opportunity to find a job.

Entry Document: Students’ Records

Documents for the record of the students’ professional activity are:

1. 	 The Registration Form
2. 	 The Admissions List
3. 	 The Admissions Book
4. 	 The Matriculation Register
5. 	 The Student Gradebook
6. 	 The Examination Gradebook

a. 	 The Examination Gradebook
b. 	 The Equivalent discipline Gradebook

7. 	 The Grades Centralizer
8. 	 The Final Examination Gradebook (Licence/Bachelor’s degree, Dissertation)
9. 	 The Graduation Certificate
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The Registration Form

It is the standardized document, proposed by the faculties, approved by the Board of Directors, which 
contains the candidate’s personal data and is filled in by the candidates enrolling in the admission contest 
or by the students transferred from other faculties/university centers, re-enrolled and foreign students. 
The application form is used to enter the personal data of students enrolled in the school management 
program database. The admissions lists are verified and signed by the Central Admissions Commission 
Responsible at the University.

The admission lists can be:

•	 Lists of candidates enrolled in the study programs/specializations;
•	 Lists of admitted/rejected candidates;
•	 Lists of candidates in descending order of the grades;
•	 Lists of registered candidates, on faculty/specializations. These documents form the basis of the 

registration decision of the candidates admitted to the admission exam and registered in the I year 
and have a permanent retention term.

The Admission Books

These are documents drawn up by the secretariats of the faculties containing the first and last name 
of the candidates in alphabetical order and the grades they have obtained in the competition tests. The 
gradebooks are signed by members of the candidates’ examination committee. The gradebooks used, 
stamps and serial numbers are kept in the archive.

The Matriculation Register

The document contains, for each matriculation number, all the disciplines in the educational curriculum 
of the promotion with the number of credits and hours related to each discipline. The document is filled 
in by the secretary of the faculty, immediately after the student’s enrolment, with their identity informa-
tion. The surname(s), the initial of the father (the mother, if the father is unknown) and the first name of 
the holder enrolling in the matriculation register and the study papers are those on the birth certificate 
and are capitalized, unique, and valid for the entire study period. If, at the time of enrolment or during 
the period of study, a student submits a request for completion of the name, accompanied by certified 
copies of the official documents giving the new name - in relation to the name on the birth certificate, 
based on the head of the institution’s approval for the request, shall proceed to the completion required 
by writing in parentheses after the last first name in the Register of Matriculation.

At the end of the academic year, for the student, the faculty secretary completes the columns with the 
marks. In the case of repetition, interruption of studies, etc., the unsustainable years are mentioned in the 
observations. After completing the final examination, the secretary enrols in the matriculation register the 
result obtained on the exam. The matriculation register is filled in with no blanking. Incorrect or filled 
empty tabs are cancelled. Entries on each tab of the Register must be signed by the faculty secretary, 
dean and stamped. The matriculation register is kept permanently in the archive, under full security.
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The Student Gradebook

The document is filled in with the student’s identity data by the secretary of the faculty and signed by 
the dean. At the beginning of each academic year the student gradebook is signed by the secretariat. 
Teachers will fill in the student gradebook, immediately after examination, with the exam grade.

The student gradebook is the only student’s legitimate document and will be permanently carried by 
the student. Issuing a duplicate for the student gradebook implies the public announcement (newspaper) 
of the cancellation of the first gradebook. Upon expelling, retreat or transfer, the student gradebook is 
retained at the secretariat. The gradebooks are documents that include students’ grades during the school 
year. These gradebooks can be:

The Examination Gradebook

The document is automatically generated by the school management program under the management of 
faculty secretariats, by years of study, study programs/specializations, educational subjects and forms 
of verification. The examination gradebook is sent in the exams to the teaching staff responsible for 
examining the students. The examiner enters the grade in the examination gradebook and in the student 
gradebook, confirmed by his signature. Upon completion of the exam, the examination gradebook is 
handed over to the secretariat within 24 hours to transcribe the grades into the centralized results of the 
students in the examination sessions (where applicable) and electronically, in the school management 
program.

The Equivalent Discipline Gradebook

The document is drawn up by the secretariat of the faculty for any student in one of the following situ-
ations: repeat, re-enrolled, transferred, admitted to further education, second faculty and includes the 
equivalent disciplines established by the Faculty Council for alignment with the curriculum of the series 
in which it is enrolled. The discipline holder enters the grade in the gradebook, confirmed by his sig-
nature. Upon completion of the exam, the gradebook is handed over to the secretariat within 24 hours 
to transcribe the grades into the centralized results of the students in the examination sessions (where 
applicable) and electronically in the school management program.

All these types of gradebooks are archived on study/specialization programs, years of study and 
educational forms, with a permanent retention term, in full security.

The Gradebook Centralizer

The gradebook centralizer is the document centralizing the results obtained by each student, following 
exams in a university year. The centralizer is based on study programs/specializations, years of study, 
comprising students in the alphabetical order. It is a working document, optional, for the secretariat, 
which is kept permanently alongside the Matriculation Register.
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The Final Examination Gradebook

These documents are drawn up on study programs/specializations, filled in by the secretary of the faculty 
with the data on the identity of the graduates enrolled in the examination and sent to the commission for 
the final examination. The grades given by the committee shall be entered in these gradebooks, which 
shall be signed by the members of the examination board. The gradebooks are handed over to the col-
lege secretary and the results obtained are transcribed in the matriculation register, electronically in the 
school management program and the diploma awarded to the graduate. These documents are archived 
with a permanent term.

The Graduation Certificate

It is the document drawn up by the secretariat of the faculty, which is issued to the graduates who have 
passed or not the examination of completing the studies. The graduation certificate for graduates who 
passed the final examination exam includes the graduate’s personal data, data on the study program/
specialization completed and the results of the study completion exam. For graduates who have not 
passed the final examination, the certificate will include the graduate’s personal data, details of the 
study/specialization program completed and specified: “without a study completion exam”. This docu-
ment is valid for 12 months. The student and master students’ information system is composed of client 
server applications, applications that allow the centralized management of personal, but also financial, 
schooling data. The modules of the system include secretarial, administrator, caseries, accounting, web.

The Department of IT Services and Support (DSSIT) of a university manages the entire hardware and 
software IT infrastructure and provides specialized IT support to legitimate users of this infrastructure. 
The existing hardware and software IT infrastructure at faculty and department level enables high level 
and effective teaching, research and administrative work, in line with the tasks and objectives set by the 
management of the higher education institution. The IT platform integrated with universities offers sets 
of IT services that address well-defined user categories: students, teachers, researchers, collaborators, 
administrative and public staff.

The computer network architecture is designed to provide users with quality IT services regardless of 
the access point. DSSIT’s tasks and responsibilities are defined according to the specificity of the activity, 
by harmonizing with the regulations and norms that stipulate the operating framework and the strategic 
plan of the respective institution. IT services are provided in a transparent way to end-users, so their 
management and coordination is based on analyzing and integrating the workflows of all departments.

IT services are provided to all departments, coordination of DSSIT activities takes into account the IT 
infrastructure dimension, flow management/task management, requirements management, real time IT 
resource planning and allocation in accordance with existing requirements. The IT Service and Support 
Department (DSSIT) is headed by a hierarchically and functional subordinate of the rector. The strategic 
decisions of DSSIT are analyzed by the DSSIT director together with the rector and communicated to 
DSSIT members.

The DSSIT Director supervises and supervises the DSSIT activities, and has meetings with the Rector 
at least every three months. The responsibilities and tasks of the DSSIT, as well as the procedures for 
the activity carried out within the DSSIT, are communicated to the DSSIT members.

The responsibilities and tasks of the DSSIT are as follows:
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•	 Designing, managing and monitoring network infrastructure;
•	 Monitoring and maintenance of hardware equipment (desktop systems, server systems, active and 

passive network equipment);
•	 Monitoring and maintaining software applications that are approved and validated by dssit, over-

seeing the legality of using software applications;
•	 Defining, designing, deploying, managing and monitoring it services (saas, paas, iaas) provided 

by the it infrastructure to its users, including it service availability management, it resource man-
agement, it service continuity management, it service security management (it services set is 
reassessed annually);

•	 Debugging and removing hardware and software malfunctions of it services to the extent that 
tools and resources are available to manage these actions;

•	 Defining the levels of importance of IT services in the context of ensuring their continuity and 
competitive allocation of existing and functional IT resources;

•	 Saving and managing critical data in digital format in accordance with their established leadership 
(database backup) levels;

•	 Providing specialist support to legitimate it infrastructure users (employees, students, collaborators);
•	 Ensuring the quality and availability of it services in line with existing and functional hardware 

and software resources;
•	 Continuous auditing and monitoring of it security and compliance with all compliance standards 

as set out in all security-specific regulations;
•	 Compilation of individual sheets for each computerized system identified by the inventory num-

ber, specifying the software applications installed;
•	 Defining, validating and enforcing digital identity management of legitimate it users;
•	 Defining user types, roles associated with user types and credentials of access to hardware and 

software it resources;
•	 Allocating to each user, individually depending on the type and role, the set of credentials on au-

thentication, authorization and access to hardware and software IT resources;
•	 Tracking compliance with the Software Use Regulations (Licensing Laws and User Rights for 

Users to Access IT Software Resources), the Rules of Use and Access to Computing Systems and 
the Computer Network (rights set by users for accessing hardware IT resources and computer net-
work), the Guidelines for Ethical Standards on the Use of IT Technologies, the IT Security Policy 
(including the Digital Personal Data Processing Policy) by all legitimate users;

•	 Validation and tracking of hardware and software IT purchases;
•	 Formulating and validating the proposals and specifications sets passed to management on the 

improvement of the entire hardware and software IT infrastructure;
•	 Formulating, validating and submitting the responsibilities/tasks of DSSIT to the management;
•	 Formulating, validating and submitting the operational procedures for the DSSIT (the DSSIT 

operational procedures are reassessed annually), to the operational management;
•	 Formulating, validating and submitting all Regulations defining the hardware and software IT 

infrastructure management, the Guidelines for the use of IT Technologies and the IT Security 
Policy, to the management;

•	 Formulating, validating and submitting the DSSIT payrolls and the corresponding job descrip-
tions, to the management;
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•	 Formulating, validating and submitting the requirements and measures to enable the DSSIT mem-
bers to work in good working order, to the management;

•	 Formulating and reporting to the management of all non-compliances arising in the operation 
of hardware and software IT infrastructure, non-compliance by legitimate users of the Software 
Usage Regulations (Licensing Law and User Rights for Access to IT Software Resources), access 
to computer systems and the computer network (user rights for access to IT hardware and com-
puter network resources), the Guidelines for the Use of IT Technologies, the IT Security Policy;

•	 Formulating and reporting to the management of all issues that impede and/or restrict the proper 
functioning of the DSSIT;

•	 Implementation and monitoring of sanctions and constraints and limitations on the use of hard-
ware and software resources imposed by management on users who do not comply with the 
Hardware and Software IT Infrastructure Use Regulations, the Guidelines on Ethics for the Use of 
IT Technologies and the IT Security Policy;

•	 Creating specific training sessions for IT infrastructure users, as needed.

In order to launch the program, the desktop application icon that includes the components used for 
student and master management is accessed. Because access to the program is secure, the user must enter 
a user account and password in the window, these data being provided by the IT service to each user. In 
the application, for any operation, navigation is done with mouse help by clicking on the tab displayed 
in the interface. For the registration of students and master students, the “Entries” tab is selected and 
operations can be performed here: entry to the admission exam for students and master students, opera-
tions related to the enrollment of students and master students in the higher year, enrollment of students 
in a supplementary year, enrollment of repeat students, enrollment of newly transferred students, or 
re-enrolled students.

Also, the students are enrolled in a single register, a database with all the information related to 
their academic activity and the diplomas obtained, whether they have been enrolled in state or private 
faculties, which prevents forgery. Besides, part of the information in this database, i.e. those related to 
the graduation diploma, will be accessible to the general public and, implicitly, to the employers. In 
this way, all students from Romania, from the time of enrollment to graduation to graduation, are kept.

The matriculation in the first year, undergraduate/master’s degree studies is done by the rector, only 
by decision, following the admission exam. Based on the Matriculation Decision, each student/master 
student is enrolled in the register, under the unique number, valid for the entire period of the faculty. 
The enrollment of the student to the budget/fee, bachelor’s/master’s degree studies, is only made after 
signing of the schooling contract with the rector of the university, as the state empowered person. The 
tuition agreement specifies the reciprocal rights and obligations, according to the rules in force. The 
student can enter into a contract with an economic agent - individual, legal person, etc. to receive mate-
rial support during the studies. The student’s registration in the matriculation register is based on the 
documents from the personal file which must include:

•	 The application form for the first year of study;
•	 The baccalaureate diploma or equivalent, in original or legalized copy. If a student submits a bac-

calaureate diploma in a legalized copy, he/she will automatically enroll in toll-paid education;
•	 The birth certificate in legalized copy;

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



119

Information Technology in Higher Education Management
﻿

•	 The bachelor’s/master’s degree or equivalent, graduation supplementary sheet, analytical curricu-
lum, for those who follow a second specialization, etc.;

•	 A medical certificate indicating that he/she can frequent collectivities;
•	 A copy of the i.c.;
•	 The schooling contract.

As a rule, papers in the original are not issued during the studies. Exceptionally, with the Dean’s ap-
proval, for a maximum of 48 hours, they can be released to solve personal problems. Otherwise, students 
receive certified college copies after their original studies. After joining the faculty, the Dean releases 
each student the following nominee documents:

•	 The student gradebook;
•	 The student card;
•	 The student tickets card.

The student gradebook includes all grades obtained during the evaluation, including those not pro-
moted. Presenting the student card, and the IC, as appropriate, to the examiner is mandatory. The student 
card - annually stamped - serves to obtain the facilities granted under the law. The tickets card is personal, 
non-transferable and serves only for the purpose for which it was issued. No corrections are allowed in 
the student’s/master student’s documents. In case the student loses the nominal documents, it is issued 
duplicate after the announcement in the press of the loss and payment of the fees set by the Senate. In 
case of retirement from the college, transfer etc., the student is obliged to return the nominal documents.

The student’s enrollment to the undergraduate (bachelor)/master’s degree in all forms of education in 
Year II and the following is done by the Dean in the first decade of October, but not later than October 
15, based on the results obtained by the student and the number of the faculty credits and known by the 
student by contract.

The budgeted/scholarship student/CPNV declared repeat student, will be enrolled, upon request, 
under the fee scheme, at the amount of the year of study in which he/she is to be enrolled. Additional 
school duties are set by the Faculty Council. Starting from Romania’s accession to the European Union, 
the citizens of the EU Member States, the European Economic Area and the Swiss Confederation have 
access to all forms and levels of education under the same conditions as those provided for by law for 
Romanian citizens, for the tuition fees. The enrollment file of foreign citizens to undergraduate/master’s 
degree studies will necessarily include the following documents:

•	 The baccalaureate diploma or equivalent, in original and certified translation in Romanian or in 
an international language;

•	 For enrolling in master’s degree studies: the graduation diploma of a long-term higher educa-
tion institution and the matricol or diploma supplement, in original and certified translation in 
Romanian or in an international language;

•	 The graduation certificate of the preparatory year, certificate of linguistic competence or, as the 
case may be, educational documents certifying the completion of at least 4 years of study at a 
school with teaching in Romanian (if the undergraduate/master’s degree studies are conducted in 
Romanian language);

•	 The birth certificate in legalized translation in Romanian;
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•	 The passport in legalized copy;
•	 The written approval of the Ministry of Education, Research and Innovation - Directorate for 

International Relations.

During the schooling period the student file is filled in with:

•	 The documents required for scholarships;
•	 Personal requests for professional activity: interruptions, delays, motivations, etc.;
•	 Documents attesting studies in other universities in the country and abroad, etc.;
•	 Other personal documents.

In this section, the authors propose a model for a software solution dedicated to the management of 
students’ results at examinations and verifications, at the end of each session. The application’s data 
structure, presented below, can be integrated into a wider database, dedicated to the management of the 
entire activity of the university.

Also, the contents of each data segment presented (students, disciplines, study programs, teachers etc.) 
can be expanded to provide support for additional informational needs. The database is loaded with a set 
of test data (no personal data are used in the application), used only to demonstrate the functionalities and 
to argument its usability with similar, real data. Not in the last row, the data structure can be uploaded 
in another compatible RDBMS, to be integrated in a client-server or n-tier application.

The activity is managed on the basis of academic years. Each academic year must be explicitly defined 
as a record in the corresponding table.

The process of enrollment collects the data solicited by regulations, and makes them compatible with 
the requirements of the National Students’ Register. A sample form used for data collection is presented 
in the Figure 1.

Figure 1. Form interface, enrollment of students
Source: Authors’ work, as presented by ACCESS
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This form can also be used to manage, in the future, following enrollment, the data from students’ 
personal files, as is necessary. Following enrollment, students must be assigned to groups and series 
(studies formation). This can be done automatically, by enforcing an algorithm which ensures strict 
alphabetical order and includes batches of students in each group, provided the maximum number of 
students allowed by the current educational quality standards. The interface that allows the distribution 
of students for the first year has the structure presented in Figure 2.

The interface reads the number of students per group/series and automatically generates the records 
in the tables that hold the evidence of students’ repartition on groups and series. A part of the code used 
for this purpose is presented in Figure 3.

The management of teachers involves a form gathering the data about teachers. It allows the run of 
create, read, update and delete data, this is presented in Figure 4.

The data structure behind the form involves three separate tables:

•	 Teachers, which provides the data for the main form;
•	 Degrees, which acts as a nomenclator for teaching degrees, as specified by the national law;
•	 Teach_degrees, which holds the evidence of career track for each teacher, specifying each degree 

awarded and the date of award.

Figure 2. Form design, distribution of students per student formation
Source: Authors’ work, as presented by ACCESS

Figure 3. Sample of code, distribution of students per student formation
Source: Authors’ work, as presented by ACCESS
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To present the evolution of the teacher’s career, a subform is used, based on the third table specified 
in the above list.

As the evidence of students, the dataset on teacher and the segments regarding the organization of 
the academic year, by series and groups were solved, the following function of the application will solve 
the assignment of teachers by disciplines.

The teaching load of each person is configured in compliance with its degree and depending on the 
existence of habilitation. The director of the department assigns the disciplines, for each teacher, upon 
consultation with each member of the department and within the legal rules and quality standards.

For this purpose, the authors have defined a form, which presents itself as a continuous form (a 
presentation closer to the spreadsheet view than the traditional columnar interface, which has default 
value set for the present academic year and fields designed to accommodate all necessary values for the 
source table.

The layout of the form is presented, as form view, in Figure 5.
The form includes a functionality that allows for the analysis of unassigned activities (considering 

that all series shall have the all disciplines in the learning plan assigned to them). This functionality is 
achieved by using two queries, in cascade. The structure of the first query is presented in the Figure 6.

Figure 4. Form for managing teacher data
Source: Authors’ work, as presented by ACCESS

Figure 5. Form for assigning courses
Source: Authors’ work, as presented by ACCESS
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The results of the query are presented, in section, in the Figure 7.
The second query, which actually provides the data necessary to the user, has the structure presented 

in the Figure 8.
As it can be seen from the structure of the two queries, the attempt to merge them in a single one 

should lead to an error message about ambiguous outer joins (these outer joins are needed to identify the 

Figure 6. Query design for retrieving the courses in the educational offer
Source: Authors’ work, as presented by ACCESS

Figure 7. Query results for retrieving the courses in the educational offer
Source: Authors’ work, as presented by ACCESS

Figure 8. Query structure for retrieving the unassigned courses in the mapping process
Source: Authors’ work, as presented by ACCESS
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data missing from the mapping table, on the left side of the figure above, with the arrowheads pointing 
towards it.

In the footer of the assignment form, a command button allows the user to access the list of unas-
signed activities. The query updates itself following each new record added or changed in the form and, 
subsequently, in the source table.

This instrument is supposed to ease the work of users, and its results are presented, in section, in the 
Figure 9.

The same procedure is applied for seminars and labs. Following the assignment of all activities, the 
teaching activities can be measured from the viewpoint of the teaching load.

The standard load for each discipline, by course and lab, expressed as number of hours, is specified 
in the learning plan, whose data are stored in the table EDUCATIONAL_OFFER.

Based on those data, for each teacher, the teaching load can be computed and presented in a central-
ized report. The query in the Figure 10 extracts the teaching load per courses.

Query produces the following results (in section), for teacher 4. The three links between the source 
objects prevent creation of unrelated records, based on the Cartesian product operation. To ensure proper 
saving of data, the data are appended to a temporary table, as the query in the figure above is an append 

Figure 9. Query results for retrieving the unassigned courses in the mapping process
Source: Authors’ work, as presented by ACCESS

Figure 10. Query design for teaching loads per courses
Source: Authors’ work, as presented by ACCESS
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query. All teaching loads will be stored in the temporary table for the academic year, allowing for the 
storage of data for more academic years, as in Figure 11.

The teaching load for seminars is determined in the same manner. All data are also uploaded in the 
auxiliary table, on the basis of reports on the teacher’s load are designed for that academic year. The 
structure of the query designed to solve this issue is presented in the Figure 12.

A composite primary key prevents duplicate records from being entered into this table.
The centralized situation per teacher can be presented in a report, which allows best graphical pre-

sentation of data and summarizing teaching load per course and seminar, shown in Figure 13.

Figure 11. Query results for teaching loads per courses
Source: Authors’ work, as presented by ACCESS

Figure 12. Query design for teaching loads per seminars/laboratories
Source: Authors’ work, as presented by ACCESS

Figure 13. Report for teaching loads per academic year
Source: Authors’ work, as presented by ACCESS
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The next function developed for the application is the management of students’ results, which is ac-
tually the purpose of this section. Based on the existing tables, an auxiliary table is used, the catalogue 
table, which is designed initially and then populated with actual catalogues, loaded with students’ grades. 
Regardless the organization of the exams, the catalogues are designed for each group of students. Sched-
uling the exams is a prerequisite task for catalogue operation. In this respect, the authors have designed 
an auxiliary table, whose structure is presented in the Figure 14.

The composite primary key prevents duplicate records from being inputted into the table, with a 
complex combination of values that fits the needs of faculty staff. Also, the table is correlated with the 
other tables from which the external keys that form its primary key come from. These considerations 
provide a reliable approach towards ensuring data integrity for this segment of the database.

The table can be loaded with the help of an append query, under the control of a dedicated from. 
On the form, the users specify the session for which exams are to be programmed, as seen in the figure 
below. A scheduling algorithm will consider the three situations:

•	 Winter session, for the exams due to be taken for the 1st semester;
•	 Summer session, for the disciplines belonging to the second semester;
•	 Re-exams or special session for exams failed by some students, all disciplines will be scheduled 

for examination within these two sessions. These aspects are shown in Figure 15.

Figure 14. Table design for scheduling the exams, for each semester
Source: Authors’ work, as presented by ACCESS

Figure 15. Control scheduling the exams, for each session
Source: Authors’ work, as presented by ACCESS
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Once the table was loaded with data, the dedicated form can be accessed in order for the calendar 
assignment and room allocation to be inputted as in the example in Figure 16.

After all the data have been entered, the schedule can be displayed for the information of students and 
all people interested. The name of the teacher for each discipline can be added to the data taken from the 
scheduling per-se, and included in the official information on the session schedule.

Following the generation of the exam schedule, the catalogue can be predefined for each group, this 
requires an auxiliary table in which the teacher has the opportunity to input the grade for each student 
as shown in the Figure 17.

Figure 16. Form for entering data for exams, for one session
Source: Authors’ work, as presented by ACCESS

Figure 17. Query design for generating catalogue data
Source: Authors’ work, as presented by ACCESS
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The next step involves the input of data regarding the grades, by the teachers. The teacher will be 
granted access only to the exams he/she supervises, and the grades can be inputted between 1 and 10, 
or 0 for absent students, as shown in the Figure 18.

The completed catalogue can be presented as a report, and can be printed for each group and disci-
pline through a control form that includes parameters for the two fields. Also, the printed catalogue can 
be signed and archived. The structure of the catalogue report is presented in the Figure 19.

Based on the grades, the students’ average grads can be computed. Also, the failed exams, either due 
to low score or absence can be emphasized. The students can be granted access to their own results, via 
a fiche that displays their scholar achievements, in terms of grades. Securing the application means to 
assign user accounts, passwords and rights proper to each segment of data. Also, an excellent method of 

Figure 18. Form for entering data for electronic catalogue, for one session
Source: Authors’ work, as presented by ACCESS

Figure 19. Printed catalogue, ready to be signed and archived, for one group and discipline
Source: Authors’ work, as presented by ACCESS
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ensuring the confidentiality of data involves the distribution and further configuration of the interfaces 
according to users’ rights. So, if users do not have access to the instruments that manipulate data, they 
cannot access the respective data (through the application).

The Evidence of the Disciplines: The Curriculum

The curriculum includes four defining components:

1. 	 The temporal component, which represents the way of planning the training process in time (week, 
semester, year, cycle);

2. 	 The formative component, which represents the way of distribution for content units (course unit, 
course packages, modules);

3. 	 The accumulation component, which reflects the modalities of allocating study credits;
4. 	 The evaluation component, which represents the modalities of the current and final assessment of 

the learning outcomes and competences obtained by the student at the course unit/module.

The curricula for the first cycle - undergraduate, are developed by specialties, according to the 
Nomenclature of Vocational Training and Specialties. The procedure for the elaboration, updating and 
approval of the curricula is applied within the framework of the management of each faculty. The pro-
cedure aims at describing the process of elaborating, approving and updating the curricula of bachelor/
undergraduate and master study programs in all forms of education. Selection of the disciplines to be 
included in each study cycle, their character (compulsory, optional, facultative, fundamental, specialty 
and complementary), the number of hours allocated for courses, seminars, practical papers, number 
of credits foreseen for each discipline, as well as the form of verification of the knowledge and skills 
acquired by students/master students/trainees is achieved through the curricula, in accordance with the 
legal provisions in force and ARACIS standards.

The curricula are developed in accordance with the following requirements:

1. 	 Clear definition and precise delineation of the professional and transversal competences in the 
fields of the Bachelor’s degree studies in correlation with the corresponding competences of the 
master studies;

2. 	 Ensuring compatibility with study plans and programs organized by other universities at national 
and European level, according to ARACIS standards in terms of:
a. 	 Study disciplines, by consulting the discipline nomenclature;
b. 	 The duration of study semesters;
c. 	 Weekly average of classes: 20-28 hours/week
d. 	 The structure of the didactic activity classes, according to the content of the study disciplines 

(fundamental disciplines, specialized disciplines, complementary disciplines) specific to each 
fundamental field of study;

e. 	 The structure of the didactic activity classes, according to the discipline required by the provi-
sion of training (compulsory subjects, optional subjects, facultative subjects) specific to each 
scientific field;

3. 	 Ensuring a logical succession of disciplines in the curriculum. A discipline scans one semester and 
ends with the assessment of knowledge.
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4. 	 The number of credits allocated to compulsory courses and optional courses for each semester is 
30, plus, as the case may be, the additional credits allocated to facultative subjects.

The curricula are elaborated on a bachelor’s and master’s degree program by the Dean of the faculty 
after consultation with the program department. The plan is proposed by the Dean to the faculty council 
for its approval. Upon endorsement by the Faculty Council, the curriculum is subject to Senate approval. 
Upon approval by the Senate of the University, the curricula of each study cycle (license/master) cannot 
be modified throughout their duration. The curricula for bachelor/master study programs evaluated by 
ARACIS during a university year cannot be changed from the next academic year.

The elaborated curricula will be signed by the Dean of the Faculty and the Rector and approved by 
the President of the Senate and the Chairman of the Board of Directors. The heads of departments and 
faculties are responsible for the completion and updating of the curricula within the time limit set by the 
Senate of the University, according to the provisions of the present procedure. All the related informa-
tion, study programs, teachers, etc. are found in the Application for the Education Plan.

The Teachers’ Records: The Payrolls/the List of the Department Members

The procedure for the establishment of the teaching staff positions in the university departments is ap-
plied by the management of each department. The payroll is the legal document on the basis of which 
the monthly salary of each member of the teaching and research staff is made.

The Description of the Payroll

The payrolls are drawn up within each department by its director, on the basis of the classes orders re-
ceived from the deans of the faculties and approved by the Rector, as well as the qualifications obtained 
as a result of the annual multicriterial evaluation of the teaching staff. According to art. 286 paragraph 
1 of the National Education Law no. 1/2011, amended and supplemented, the payrolls are drawn up 
annually, at least 15 days before the beginning of the academic year and cannot be changed during the 
academic year.

In the departmental functions of the departments, the didactic activities corresponding to the cur-
ricula of the bachelor’s and master’s degree programs, the full frequency and reduced frequency educa-
tion form, as well as the activities provided by article 287 paragraph 2 of the National Education Law 
no.1/2011, amended and completed. For DL/RF programs, the payrolls are developed by the ID/IFR 
Director based on classes orders received from the faculties Deans and endorsed by the Rector, as well 
as the qualifications obtained as a result of the multi-criteria annual evaluation of teachers.

The elaboration of the department payrolls is based on:

1. 	 Curricula for undergraduate/bachelor and master study programs managed by the department;
2. 	 The teaching and associate staff of the department;
3. 	 Study groups;
4. 	 Classes orders: between the dean of the faculty and the heads of the departments of the faculties; 

the completed classes orders are drawn up in duplicate. After completing it by the specialty depart-
ment, it is submitted to the rector for approval;
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5. 	 The university standard norm comprising: the didactic norm; the research norm. The didactic norm 
comprises the weekly didactic norm established by this procedure and other activities according 
to the law;

6. 	 The ARACIS mandatory rules on the coverage of teaching positions in the payrolls are as follows: 
for undergraduate study programs: 70% of the posts must be covered by basic or reserved posts 
for titulars with higher education qualifications. Of these teachers, at least 25% are professors or 
associate professors, but no more than 50%; for Master’s degree programs, all teaching positions 
must be covered by teaching staff titled in higher education with the teaching degree of university 
professor, associate professor or lecturer of which at least 80% are employed on the basis of the 
basic norm; or reserved post.

The formation of teaching positions and academic norms:
The teaching position represents a position in the payroll of a teaching staff or by one or more teach-

ers by hourly payment. The didactic norm, according to the legal provisions may include:

1. 	 Teaching activities;
2. 	 Seminar activities, practical and laboratory work, year project guidance;
3. 	 Guiding the elaboration of the graduation paper;
4. 	 Guiding the development of master dissertations;
5. 	 Other teaching, practical and scientific research activities included in the education plans;
6. 	 Conducting didactic-artistic or sports activities;
7. 	 Evaluation activities;
8. 	 Tutorials, consultations, guidance of students’ academic circles, students under the transferable 

credit system;
9. 	 Participation in councils and committees in the interest of education.

The weekly didactic norm is quantified in conventional hours. For academic teachers and lecturers, 
the weekly teaching norm can consist of 14 conventional hours of teaching and seminars (88% of the 
norm), and the rest up to 16 conventional hours is covered by activities (12% of the norm), as the case.

For the lecturer and assistant teaching staff, the weekly teaching norm can be 15 hours of conventional 
teaching and seminars (94% of the norm), and the rest for up to 16 hours is covered by activities (6% of 
the norm), as the case. The activities are assumed by each teacher by signing the job description at the 
beginning of the academic year. The performance of these activities is monitored by faculty deans every 
month. The vacancies to be put out to completion will consist of the number of conventional/weekly 
hours stipulated by the legal regulations in force. The total working hours in a teaching or research norm, 
achieved through the accumulation of activities, is 40 hours per week.

The equivalence of didactic activities included in the weekly teaching norm is as follows:

1. 	 In undergraduate education - teaching hours = 2 conventional hours; hour of seminar, laboratory 
and year projects = 1 conventional hour;

2. 	 In master university education - teaching hours = 2.5 conventional hours; hour of seminar, labora-
tory and year projects = 1.5 conventional hours;
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3. 	 In the case of full-time teaching in an international language, undergraduate, master and doctoral 
cycles, the teaching, seminar or other activities can be normalized with a multiplier of 1.25, with 
the approval of the Board of Directors. Exclusion from this provision is the teaching hours of that 
language. Teaching positions for professors, associate professors and lecturers should include the 
titles of each teacher, and, if necessary, disciplines in the same field of specialization. For this, the 
respective teacher must prove the development of relevant scientific research work in that field.

By way of exception, in the case where the didactic norm cannot be made according to paragraph 
(10) and (11), article 287 of the National Education Law no. 1/2011, amended and completed, the dif-
ferences up to the minimum didactic norm are supplemented with scientific research activities, upon 
proposal of the department director, with the approval of the faculty council, submitted by the Rector for 
approval to the Administrative Board. The reduction in the didactic norm is at most 1/2 of the norm, and 
the research time is equivalent to 0.5 conventional hours. The teaching staff maintains their qualification 
as a holder of the didactic function obtained through the competition. Activities exceeding a weekly 
teaching timetable set by the Senate may be remunerated on a pay-per-hour basis.

Teachers who are elected or appointed in the public institutions of the state or who carry out activities 
specific to the public service in ministries or other specialized bodies of the state may carry out didactic 
activities related to a didactic norm. Retired teachers or retired research staff may carry out teaching 
activities beyond the age limit of upper secondary education (65 years old) under a pay-time scheme 
equivalent to a teaching assignment. The appointment to posts is subject to the Senate’s approval upon 
proposal of the Faculty Council and with the approval of the Board of Directors.

The structure of the payroll must meet the following requirements:

1. 	 Didactic position in the payroll;
2. 	 In the payroll, the teaching positions (basic, reserved or vacant) are entered in the hierarchical order 

of the teaching positions and in the alphabetical order of the titular teachers;
3. 	 The normalization of the disciplines in the optional packages is based on the lists of students’ sig-

natures on the subjects chosen from the optional packages until september 10 of each year. If until 
this date the student has not opted, he/she will automatically be assigned to one of the proposed 
subjects in the optional package. For each discipline in the package there will be a minimum of a 
course and a seminar group;

4. 	 Should be signed by the department manager, Dean, Rector, President of the Senate.

The vacancy for the vacant positions is proposed by the director of the department in whose structure 
the vacant post is located, through a report endorsed by the department council. The proposal will contain 
a description of the post in the competition which will be made in comprehensive terms according to the 
University’s real needs, with the aim of not artificially limiting the number of potential candidates. The 
list of positions proposed for the competition is approved by the Dean of the faculty and submitted by 
the Rector to the Administration Board of the University for approval according to article 213 paragraph 
13 of the National Education Law no. 1/2011, amended and completed (according to the Methodology 
regarding the competition for occupation of vacancies and research positions in each University). The 
payrolls are drawn up in duplicate by faculty departments, endorsed by faculty councils and approved 
by the Board of Directors and the Senate.
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The Record of Grades: The Gradebooks

It would be useful for the student to be able to verify their school situation and their personal data in 
an integrated student registration program. In order to be able to access the online gradebook, students 
need the PIN (in Romanian CNP) and date of birth. For example, the PIN would be a username, and the 
date of birth would be the password. For example, a database can be created to store the grades given 
by teachers, students, to each discipline in the exam session. We can design a database of five tables on 
students’ general data and provide information on the subjects studied by them, the teachers teaching 
the subjects, and the grades obtained by the students during the academic year.

This provides an analysis of the practical ways to use computer tools to develop student’s status 
management systems for a particular university. The advantages of the application are its simple man-
agement because it has an intuitive and attractive interface. Users and administrators should not know 
the Microsoft Access database. The application can be easily modified, so it could be adapted to any 
type of specialization for tracking the students’ school situation.

CONCLUSION

The reform of education to include ICT is considered to be the only and most important factor that 
will create benefits for the profession. As career preferences are made at an early age, an early focus on 
computer science, computational logic, and computer science in parallel with digital competencies can 
provide a solid foundation for the next generation of specialists. Teacher training program needs to focus 
more and more on IT. While the education systems of the Member States vary significantly, successes 
with some previous systems point to the use of ICT in pedagogy as a fundamental requirement for all 
teacher training programs. Since the curriculum is generally a long-term activity, the rapid development 
of skills for non-field teachers offers a short-term solution during the transition period.

The informational-managerial system can be defined as the set of information, information, flows 
and information circuits, procedures and means of information processing designed to contribute to the 
establishment and realization of the organization’s objectives. The current trend, which is manifested 
with a progressive intensity, is to increase the use of automated means of information processing, while 
restraining manual and mechanized ones. The technical, functional and economical features of the 
automated means that are amplified at a particularly rapid pace make their proliferation very fast. As a 
result, there is an increase in both the weight and the role of the informational system in the information 
system at the level of the university education institutions.

Quality and efficiency in the university environment implies, first of all, quality decisions. In recent 
years, the decision support systems have become increasingly sophisticated, incorporating multiple 
functionalities and components to meet the diverse and complex needs of the educational act. Increasing 
the amount of data stored in operational databases, legal constraints and technological progress are only 
a few of the challenges facing this type of system to assist in decision-making at all stages.

Thus, any higher education institution is autonomously responsible for the development of a culture 
of quality that is, consistently applied, well-documented policies, techniques and practices to achieve 
those results/performances that are consistent with the intended objectives.
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SOLUTIONS AND RECOMMENDATIONS

In order to meet modern development trends, higher education needs should address several major 
challenges:

•	 To reach a qualitative level to be competitive at national and international level;
•	 To “improve” their leadership and, in the context of self-management, to increase their funding;
•	 To permanently diversify its educational and scientific services. These major goals imply changes 

in higher education that have to be topped up on the political agenda and national strategy of the 
country.

In order to improve teaching at university level, we propose:

•	 Enhancing and improving actions and tools to promote the educational offer in order to increase 
the number of candidates for the admission exam and implicitly the number of students;

•	 Enhancing the role of departments in evaluating and monitoring the study programs;
•	 Creating a database of disciplines records from each undergraduate/bachelor and master study 

program;
•	 Enhancing the tutoring program at the level of study programs and improving communication 

with students in order to reduce the dropout rate;
•	 Further development of relations with the pre-university environment, for increasing the quality 

of the training of young people at the entrance to the university and their correct guidance towards 
the appropriate academic fields according to their preferences and level of training;

•	 Promoting the University at an international level in order to attract students from abroad to the 
study programs.

The data that are of special interest from the students’ viewpoint should be carefully analysed, struc-
tured and made available, either in an Internet or Intranet environment. As modern technology in the field 
of communications might allow a better access over wide area networks, the design and implementation 
of shared data structures should be made keeping in mind the best practices in optimization of responses 
to users’ requests and also internal data processing.

The database by itself helps in the day-to-day running of the academic institution. However, over 
time, as the datasets collect more data, these can be used to capitalize their own informational potential 
in order to positively influence the decisions taken by the university management. The proper setting of 
instruments dedicated to the decisional processes, which is a business intelligence application, should 
focus both on the correct and functional structure of the data warehouse that provides raw data, and for 
the reporting tools used to present the information (results) to the end users. Also, the proper data analysis 
methodologies should not be put aside, as they help achieve better quality information.
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KEY TERMS AND DEFINITIONS

Administration: Registering and monitoring users, enforcing data security, monitoring performance, 
maintaining data integrity, dealing with concurrency control, and recovering information that has been 
corrupted by some event such as an unexpected system failure.

Data Definition: Creation, modification, and removal of definitions that define the organization of 
the data.

Database: An organized collection of data, stored and accessed electronically. Database designers typi-
cally organize the data to model aspects of reality in a way that supports processes requiring information.

Information and Communications Technology: (ICT): Extensional term for information technology 
(IT) that stresses the role of unified communications and the integration of telecommunications (telephone 
lines and wireless signals), computers as well as necessary enterprise software, middleware, storage, 
and audio-visual systems, which enable users to access, store, transmit, and manipulate information.
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Information System: A collection of software, hardware, procedures, data, and computer networks 
used by people in organizations. An information system is used to collect, store, manage, and distribute 
data to support specific activities. As organizations and their activities have grown more complex, spe-
cialized information systems have emerged.

Personal Identification Number: Introducing redundancy is a numeric or alpha-numeric password 
used in the process of authenticating a user accessing a system.

Retrieval: Providing information in a form directly usable or for further processing by other applica-
tions. The retrieved data may be made available in a form basically the same as it is stored in the database 
or in a new form obtained by altering or combining existing data from the database.

Update: Insertion, modification, and deletion of the actual data.
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ABSTRACT

Using accurate and reliable financial information is the primary condition for successful investments on 
a stock exchange. Nevertheless, some major corporate scandals broke out at the 21st century horizon and 
concluded with a major capital market crisis in confidence. Recent events have proved that Romanian 
capital market is no exception. All these unfortunate scandals had in common some ingredients, among 
which are a poor corporate governance, a lack of accountability, and misrepresentation of financial 
information. This chapter relates to the need of integrity in financial reporting process, as the basis for 
adequate, reliable, and comprehensive information used in decision making by investors in general, in-
stitutional investors in particular. The main focus is to review the characteristics of financial information 
in order to identify some patterns and depict an overview for sensitive areas that may be vulnerable to 
fraudulent behavior, such as fair value measurements, related party transactions, revenue recognition, 
provisions, or asset impairment (inventories and receivables).

INTRODUCTION

Effective capital markets require that accurate and reliable financial information is provided for stakeholders 
who have invested in the financial perspectives of a listed entity (Kizil & Burhan, 2018). Some resound-
ing corporate accounting scandals that occurred at the beginning of 21st century raised awareness upon 
the negative effects of fraudulent financial reporting and determined organizations to act more proactive 
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in fighting fraud (Nelson, Elliot & Tarpley, 2002). Soltani (2007) considered that notwithstanding the 
measures undertaken by market regulatory forces in the aftermath of such scandals, the audit profes-
sion is still under pressure to respond to criticism generated by corporate scandals. Enron, HealthSouth, 
Kmart, Parmalat, Tyco, WorldCom, Waste Management, Sunbeam, Adelphia Communications or Xerox 
represent just a few examples of companies that were subject to manipulation of financial information, 
with undesirable effects upon the investors’ community, at the beginning of 21st century. Apart from 
other corporate failures, Enron, WorldCom, and Tyco highly-publicized scandals provoked over $500 
billion in market value declines (Lord & Benoit Report, 2008).

As a result of the major accounting frauds unrevealed within these corporations, investor confidence 
has been seriously shaken, which has led to the collapse of trading prices despite all management efforts to 
delay the dissemination of bad news to investors (Kothari, Shu & Wysocki, 2009). According to Louwers, 
Ramsay, Sinason and Strawser (2007), financial experts have estimated investors’ losses to $7 trillion, 
over a period of three years from peak prices recorded in September 2000. Other authors, such Beasley, 
Buckless, Glover and Prawitt (2009) described the devastating impact caused by Enron’s announcement 
in 2001 related to an overestimation of the earnings declared over the last four years by $586 million, as 
well as debt understatement due to past unreported liabilities for estimated dollar amount of $3 billion. 
The massive and understandable public outcry over Enron’s implosion during the fall of 2001 spawned 
a mad frenzy to determine how the nation’s seventh-largest public company, a company that had posted 
impressive and steadily rising profits over the previous few years, could crumple into insolvency in a 
matter of months. From the early days of this public drama, skeptics in the financial community charged 
that Enron’s earnings restatement demonstrated that the company’s exceptional financial performance 
during the late 1990s and 2000 had been a charade, a hoax orchestrated by the company’s management 
with the help of a squad of creative accountants (Knapp, 2006).

Another relevant case is related to WorldCom which, in June 2002, announced a restatement of its 
financial results caused by the capitalization over the most recent two reporting periods of $3.8 billion 
in expenses. In fact, at the time, the WorldCom scandal was perceived as “the largest accounting fraud 
in history, with an overstatement of revenue estimated at $11 billion, an overvalued balance sheet of 
over $75 billion, and shareholders’ losses estimated at $200 billion”, according to Securities Exchange 
Commission pronouncements (Ricchiute, 2006).

From examples previously described, one may conclude that fraudulent financial reporting may seri-
ously deteriorate an organization’s reputation and financial strength. The companies’ market capitalization 
might drop instantly, causing billions of dollars losses for investors, as a result of financial statement 
fraud. Even if the balance sheet and income statement do not change substantially, a restatement is likely 
to damage investors’ confidence, and the stock price will deteriorate as a consequence. Also, the audi-
tors may face litigation as a response to investors’ losses, which could mean billions of dollars for large 
public companies (ACFE, 2014).

According to Soltani (2007), the increasing number of public companies and the high valuations of 
equity securities have put tremendous pressure on management to achieve earnings or other performance 
targets. Missing those targets, particularly increasing earnings per share and dividend per share each 
year, can result in significant declines in a company’s market capitalization and, consequently, reduced 
pay for those managers whose income largely depend on achieving earnings or stock-price targets.

Even though the auditor profession has a strong position in fighting against fraudulent financial report-
ing, unfortunate corporate scandals did not avoid Romanian stock exchange, weakening the investors’ 
confidence. The Romanian case has also a negative connotation among the investor community, due to a 
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total amount of Eur 3.5 million prejudice associated with securities fraud. Furthermore, previous research 
conducted by the authors proved that investors show little or no interest for audit reports that signal red 
flags of material misstatements caused by potential fraudulent reporting. On the contrary, evidences of 
irrational investment behavior were brought to light: increase in stock prices whilst audit opinion was 
modified. Based on these findings, we consider that red flags suggesting a potential fraudulent financial 
reporting should receive adequate importance whenever investors formulate their investment decisions.

CORPORATE GOVERNANCE AND FRAUDULENT REPORTING RISK

Solid corporate governance is grounded on the protection of stakeholders’ rights to benefit from in-
formation transparency. The concept of information transparency refers essentially to the process pro-
jected, implemented and monitored by a reporting entity, in terms of both qualitative and quantitative 
disclosures, on a timely basis, in order to disseminate relevant and accurate information for the public 
interest. At this point, the financial auditors play a significant role in forming and reporting an opinion 
that accompanies an entity’s annual financial statements, with the designated purpose of assuring the 
public interest about the integrity of the reporting process. Besides the financial auditor, a solid corporate 
governance structure involves different other relevant functions, such as: internal auditor, audit commit-
tee, risk management and compliance officer, with distinctive responsibilities in assuring the integrity 
and accuracy of financial information. Such characteristics of financial information primarily require 
the absence of fraud as a source for misrepresentation of financial statements. Therefore, we adhere to 
the general assertion that the degree of corporate governance efficiency significantly influences the oc-
currence of fraud risk. According to this approach, the weaker the entity’s corporate governance system 
is, the higher probability of fraud risk manifestation one may encounter.

FRAUDULENT FINANCIAL REPORTING DEFINED

Since annual financial statements are the backbone of the financial reporting process, we consider the 
terms “fraudulent financial reporting” and “financial statement fraud” as being equivalent. The ACFE 
2014 International Edition of Fraud Examiners Manual delivers a comprehensive definition for financial 
statement fraud. Basically, financial reporting is the intentional manipulation of reported financial results 
to portray a misstated economic picture of the firm, without involving the theft of assets or even the 
misuse of assets for personal benefits (Rittenberg & Schwieger, 2005). The perpetrators of such a fraud 
seek gain through the rise in stock price and the commensurate increase in personal wealth. Therefore, 
there is a tendency to view financial reporting fraud as taking place only in the large companies where 
the executives are concerned about stock options and their stock prices. In other cases, frauds are com-
mitted by senior managers, including managers, to prevent forcing the organization into administration 
or special measures (Taylor, 2011).

Furthermore, Taylor (2011) described fraudulent financial reporting as a financial statement fraudu-
lent scheme, which involves deliberate manipulation in order to depict a financial position which is in 
most cases better than the ‘true and fair view’ required by generally accepted accounting principles. 
Manipulation of financial statements is, almost by definition, a basic requirement for those frauds known 
as ‘Ponzi schemes’ whereby the aim is to attract new recruits to the scheme with fresh capital so earlier 
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investors can keep receiving dividends, thus perpetrating the scheme. In the author’s view, lies about 
financial health of the organization are essential to such schemes.

CHARACTERISTICS OF FRAUDULENT FINANCIAL REPORTING

Fraudulent financial reporting is a primary component of financial statement fraud, besides misappro-
priation of assets. Much like all types of fraud, financial statement fraud is an intentional act, involving 
either overstating assets, revenues or profits or understating liabilities, expenses or losses, for the purpose 
of depicting an artificially inflated financial position of a reporting entity. In case of listed companies, 
such a controversial accounting practice could easily fall under market abuse regulations associated with 
market manipulation, since management acknowledges the release of misstated financial statements on 
which investors base their decisions. From this perspective, fraudulent financial reporting constitutes a 
means for management to achieve higher performance bonuses or more valuable stock options, rather 
than an end in itself. Therefore, a primary characteristic of fraudulent financial reporting refers to a key 
person with managerial responsibilities, who has both the ability to override controls through force of 
authority and alter records supporting financial statements and the incentive to perform in such manner. 
Unlike misappropriation of assets, fraudulent financial reporting is more difficult to be uncovered since 
it usually involves secrete and complex arrangements planned by key management personnel.

EARNINGS MANAGEMENT: ESSENTIAL FOR FRAUDULENT REPORTING

Earnings management is a controversial accounting technique used by management to manipulate a 
company’s earnings so that the figures or ratios respond to a pre-determined projection. This fraudulent 
reporting practice is related to the cases where companies artificially inflate or deflate revenues or profits, 
in order to manipulate earnings per share figures. Income smoothing is a form of earnings management 
that involves a shift of revenues and expenses between periods for the purpose of tempering earnings 
volatility. In that way, instead of having years with outstanding or disappointing earnings, companies will 
maintain the profitability figures relatively stable. For instance, a company may cut inventory or other 
assets belonging to an acquired company at the time of acquisition, in order to achieve higher earnings 
from a later sale. “Companies may also deliberately overstate inventory obsolescence reserves and al-
lowances for doubtful accounts to counter higher earnings” (Arens, Elder & Beasley, 2008).

The incentive to manage earnings is usually encouraged by the management’s accountability to guide 
the company in a manner that provides the achievement of projected performance targets. This motiva-
tion may also appear as a result of pressures exerted on management both from outside and inside the 
company. External pressures are usually associated with stock markets’ expectations, since members of 
senior management are constantly under pressure to attain increase of shareholder value as a result of 
their leadership. The board of directors is also under external pressures to enhance the company value, 
and they in turn maintain internal pressures on management to achieve targets that ensure growth and 
prosperity. When managers or those charged with governance are strongly motivated to meet market 
expectation, they usually override commonsense business practices and ethical principles in financial 
reporting. Cases of abusive earnings management must be carefully investigated by external auditors as 
it is deemed by market regulators to be a material and intentional misrepresentation of results. More-

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



141

Fraud Risk Management for Listed Companies’ Financial Reporting
﻿

over, earnings management usually involves intentionally recognizing transactions and other events in 
an improper accounting period or entering fictious transactions, both of which meet the conditions of 
a fraud (Soltani, 2007).

FRAUDULENT CORPORATE FEATURES

Rittenberg and Schwieger (2005) referred to a study conducted by the COSO on the incidence of fraud 
within the companies cited by the Securities Exchange Commission (SEC) during the 1990s. According 
to this research, the most frequent techniques adopted by management to misstate financial statement 
information involve improper revenue recognition (e.g. revenues prematurely recorded or fictitious revenue 
transactions) and overstatement of assets (e.g. overvaluing different type of assets, recording fictitious 
assets or assets not under ownership, or capitalizing expenses instead of allocating to profit or loss). The 
study also identified the major characteristics of fraudulent companies. Those characteristics relate to:

•	 A smaller size than most SEC registrants (under $ 200 million in revenues);
•	 Management dominance upon the board;
•	 Absence of audit committees or lack of consistency on behalf of such committees in examining 

the integrity of financial reporting process;
•	 Overstatement of revenues and corresponding assets, by premature or fictitious recognition of 

revenue (e.g. Sales with conditions, long-term contracts, channel stuffing);
•	 Lack of internal audit departments;
•	 Relatively long periods over which frauds had been perpetrated (average fraud approached 24 

months);
•	 Imminent financial difficulties (majority in loss situations or nearing break-even) before frauds 

were committed;
•	 Dishonest management (the CEO and CFO were involved with the fraud in 83% of the cases);
•	 High financial interest in company’s equity (on average, company officers and members of the 

board owned 32 percent of the capital stock).

The financial reporting frauds over the past decade have been carried out at times with different levels 
of sophistication. Rittenberg and Schwieger (2005) portraited an overview of some major financial report-
ing fraud cases that shook both the American and European corporate history, as described in Table 1.

Boynton and Johnson (2006) referred to a 2003 KPMG Forensic study which addressed 459 executives 
of publicly held companies that reported revenues over $ 250 million, as well as persons from state and 
federal government agencies. According to this study, 75 percent of these organizations had encoun-
tered fraud in the previous year. Over the same period, one in 14 of the surveyed companies indicated 
fraudulent financial reporting as the type of fraud with the highest cost. Table 2 describes key elements 
related to the frequency and magnitude of different types of investigated fraud.

The research also revealed some relevant conditions that favored fraud occurrence within the orga-
nization. A four-year period comparison is summarized in Table 3. A significant loop may be seen in 
case of collusion involving employees and management or external parties while inadequate internal 
controls registered a major drop. On the other hand, ineffective or nonexistent ethics program seems to 
be an emerging factor.
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Identifying and analyzing different type of management fraud detectors was another point of focus 
for the conducted research. By far, the leading positions are held by internal controls, internal audit and 
notification by employees. An interesting finding is related to the high frequency of purely accidental 
detection of management fraud, which may suggest a significant vulnerability in the planning and 
implementing proper strategy for fighting corporate fraud. Table 4 summarizes nine type of methods 
involved in unearthing fraud.

Table 1. Summary of major financial reporting frauds

Company Nature of the Fraud

Enron

Covered up financial problems by: 
• shifting liabilities to off-balance sheet SPE’s; 
• recognizing revenue from impaired assets by selling them to controlled SPE’s; 
• engaging in round-tripping trades; 
• numerous other related-party transactions.

WorldCom

Decreased expenses and increased revenues through the following: 
• bartered transactions recognized as sales, e.g., trading the right to use telecommunication lines in one part 
of the world to similar rights to another part of the world; 
• restructuring acquisitions reserves to decrease expenses of future periods; 
• capitalizing line costs, i.e. rentals expenses paid to phone companies.

Lucent Enhanced quarterly revenues by “channel stuffing”; i.e., increasing sales at the end of the quarter at amounts 
greater than customers could actually take.

Parmalat
Company siphoned cash off of subsidiaries through a complex scheme that: 
• included recording of fictitious cash deposits held at major banks; 
• understated debt by engaging in complex transactions with off-shore subsidiaries;

HealthSouth

Recorded fictitious revenue across its 250 clinics and hospitals. A wide variety of schemes were used 
including: 
• improperly billing group psychiatric sessions, i.e., with ten people in a group the company billed for ten 
individual sessions instead of one group session; 
• using adjusting journal entries to both reduce expenses and enhance revenues.

Addeco Overstated revenue by holding the books open for 20-35 days after the end of the year to record sales from 
the subsequent period as current period sales.

Source: Rittenberg & Schwieger (2005), p. 313.

Table 2. KMPG forensic 2003 fraud survey: Frequency and magnitude

Type of Fraud Percentage Experiencing Fraud in 
the Last 12 mo.

Average Annual Cost of Fraud 
($000)

Fraudulent financial reporting 7% $ 257,932

Medical/Insurance fraud 12% $ 33,709

Consumer fraud 32% $ 2,705

Vendor related, third party fraud 25% $ 759

Misconduct 15% $ 732

Employee fraud 60% $ 464

Computer crime 18% $ 67

Source: Boynton and Johnson (2006), p.350
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Table 5 describes some major corporate policies that may be effective in mitigating or preventing 
management fraud occurrence. These policies were indicated as set in force for a 12 months period prior 
to the 2003 KPMG Fraud Survey.

The 2004 ACFE Report to the Nation, as cited by Boynton and Johnson (2006), referred to 508 fraud 
cases that generated a total amount of $761 million in losses, with a distribution that reached every ma-
jor segment of economy: 42 percent in privately owned companies, 30 percent in listed corporations, 
16 percent in government sector, and 12 percent in not-for-profit organizations. The most recent ACFE 
Report to the Nations (2018) shows that financial statement fraud occurred only in 10 percent of cases 
as occupational fraud committed (compared with 89 percent in case of asset misappropriation) but pro-
voked the highest financial magnitude (a median loss value of $800,000 compared to only $114.000 in 
case of asset misappropriation).

A research conducted by Sherman, Young, and Collingwood (2003) supported some conclusions 
regarding the characteristics associated potentially fraudulent corporate behavior of the New Economy 
companies. They are summarized into: high-growth firms with declining rates; high-profile glamor com-
panies with extensive business and popular press; new businesses that engage in controversial transactions; 
companies operating in weak regulatory environments, where low levels of efficiency and honesty may 
cover high-level corruption; companies that are subject to insignificant scrutiny from reporters, analysts, 

Table 3. KMPG forensic 2003 fraud survey: Major fraud factors

Factors Contributing to Fraud 2003 1998 1994

Collusion between personnel and third parties 48% 31% 33%

Inadequate internal controls 39% 58% 59%

Management override of internal controls 31% 36% 36%

Collusion between personnel and management 15% 19% 23%

Lack of directors’ supervision 12% 11% 6%

Non-compliance with ethics program 10% 8% 7%

Source: Boynton and Johnson (2006), p.351

Table 4. KMPG Forensic 2003 Fraud survey: Uncovering fraud

Methods of Uncovering Fraud 2003 1998 1994

Internal controls 77% 51% 52%

Internal audit 65% 43% 47%

Notification by employee 63% 58% 51%

Accident 54% 37% 28%

Anonymous tip 41% 35% 26%

Notification by customer 34% 41% 34%

Notification by regulator/law enforcement 19% 16% 8%

Notification by vendor 16% 11% 15%

External audit 12% 4% 5%

Source: Boynton and Johnson (2006), p.361
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and sophisticated investors; companies with complex ownership and financial structures that make key 
transactions less transparent and give rise to related-party transactions and conflicts of interest; companies 
whose survival requires them to attract the next round of financing; and companies that strongly link 
executive compensation to short-term business goals, such as sales, net income or stock price.

The presence of such characteristics is not automatically a sign that a company is tempted to engage 
in fraudulent accounting practices. Nevertheless, management, directors, and auditors of companies 
that meet such profiles should submit the financial reporting practices to a higher level of supervision.

CORPORATE RESPONSIBILITES FOR MITIGATING FRAUD RISK

As Tickner (2010) remarked, the only way to estimate with any degree of potential accuracy is to know 
where all the weaknesses lie within the business controls of the organization and where things have gone 
wrong before and frauds have come to light. Even then, the cleverest fraudsters may well be committing 
frauds that are unlikely to see the light of the day.

According to ISA 240 (par.4), the main responsibility for fraud prevention and detection is shared 
between directors, as individuals charged with governance and the senior management. It is the directors’ 
responsibility to ensure, through supervision of management, that the company establishes and maintains 
effective controls to provide reasonable assurance of the reliability of financial reporting. Proactive and 
consistent oversight should restore management’s commitment to project and put it place a culture of 
honesty and ethics. In performing such responsibility, directors should carefully consider the possibility 
for management to override controls or to exert inappropriate interference within the corporate reporting 
process, such as management earnings to influence the perception of analysts regarding the company’s 
performance and profitability (Soltani, 2007).

A company’s management exercises both the responsibility and the authority to implement measures 
to mitigate fraud risk. This major responsibility requires a strong emphasis on the reputational benefits 
associated with an antifraud corporate philosophy, which is expected to reduce opportunities to plan and 
perform fraudulent operations. This approach involves unconditional commitment for creating, enforc-
ing and supervising a culture of honesty and ethical behavior based on relevant corporate governance 

Table 5. KMPG forensic 2003 fraud survey: Anti fraud policies

Fraud Mitigation Policies %

Strengthened internal controls 75%

Instituted periodic compliance audits 44%

Created an employee hotline 42%

Appointed compliance personnel 41%

Established a code of conduct for all employees 40%

Conducted background checks for hires with budgetary responsibility 38%

Instituted fraud awareness training 28%

Tied employee evaluation to ethics or compliance objectives 24%

Other policies 19%

Source: Boynton and Johnson (2006), p.361
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principles. It is therefore quite usual for listed companies to embrace sharp code of ethics and recruiting 
procedures in order to set in place such values and principles. Besides the prevention component, an-
other dimension is concerned with fraud deterrence, which could withhold employees to engage in fraud 
since they are aware of a high probability of detection and punishment. The measures undertaken for 
prevention and deterrence of fraud can also sustain a competitive and positive workplace environment, 
which favors the enhancement of the ability to recruit and retain valuable employees (Soltani, 2007).

Fraud prevention and deterrence are primarily preoccupied with fraud committed by employees, such 
as misappropriation of assets (IAASB, 2015). Nevertheless, fraudulent financial reporting performed or 
acknowledged by management is far more sensitive and usually involves a greater magnitude in value. 
From this perspective, a strong corporate governance culture requires an effectively oversight conducted 
by the company’s Board of directors towards management’s ability to override internal controls or to 
inappropriate influence the financial reporting process, for instance artificially inflating earnings or 
deliberately omitting provisions in order to enhance investors’ perception as to the reporting entity’s 
performance and profitability. A sound mechanism of “whistle blowing” is also an efficient response 
to mitigate fraud risk.

Most fraud researchers agree that one of the most effective strategy to fight fraud is to adopt antifraud 
controls based on corporate core values. These values help create a culture of honesty and ethics upon 
which is built the foundation for employee’s major responsibilities (Arens, Elder & Beasley, 2008). Table 
6 summarizes some detailed antifraud programs and control measures, as developed by Whittington and 
Pany (2008) in accordance with SAS 99 (AU 316) requirements.

Richards, Melancon and Ratley (2008) affirmed that only through ongoing effort can an entity protect 
itself against acts of fraud. According to their views, the key principles for establishing an environment 
able to proactively and effectively manage fraud risk are:

Principle 1: A fraud risk management program should be enforced, within corporate strategies, including 
a policy to describe the directors’ and senior management expectations of how fraud risk is managed;

Principle 2: Possibility of fraud occurrence should be measured with a proper frequency to identify 
schemes and conditions that require prompt actions;

Principle 3: Prevention techniques should be put in place, to mitigate possible impacts of fraud risk 
upon the organization;

Principle 4: Detection techniques should be enforced to discover fraud when preventive measures fail 
to prevent fraud or insufficiently mitigated risks are realized;

Principle 5: A reporting mechanism should be put in place to require signals on potential fraud, while 
thorough investigations and corrective actions should be performed to ensure fraud is addressed 
in an appropriate and timely manner.

AUDITORS’ RESPONSIBILITES AND PROCEDURES 
RELATED TO FRAUDULENT REPORTING RISK

From a fraud risk approach, the auditor has a major responsibility to develop, project and perform audit 
procedures that allow obtaining reasonable assurance about whether financial statements do not contain 
material misstatement resulting from fraudulent reporting (Taylor, 2011). To obtain such assurance, the 
auditor must permanently maintain professional skepticism (Soltani, 2007).
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Table 6. Analysis of antifraud programs and control measures

Measure Examples

Objective 1: Create and Maintain a Culture of Honesty, Integrity and Ethics

Set tone at the top

establish, communicate, and enforce a corporate code of conduct with employee involvement; 
management’s activities should show employees that unethical behavior is not permitted; 
examples of elements that detract from a positive tone: 
• statement by management of an urging need to achieve financial targets; 
• establishment of unachievable goals.

Positive 
workplace 
environment

encourage and empower employees to help create a positive workplace; 
motivate employees to attain positive feelings about their employer, by discouraging acts that may induce senses of 
abuse, threat or ignoration; 
allow employees to participate in developing and updating the code of conduct; 
encourage employees to communicate noncompliance with the code of conduct.

Hire and promote 
appropriate 
employees

conduct background investigations on employees aiming a position of trust; 
thoroughly check the candidate’s education profile, employment history, and references; 
train new employees about corporate values and code of conduct; 
review how employees have contributed to an appropriate workplace environment; 
periodically objectively evaluate compliance with the entity’s corporate values.

Properly train 
employees

training should include information on the company’s values and its code of conduct; 
training should include information on the need to communicate certain matters and the manner in which it should 
be done; 
conduct refresher training; 
require employees’ confirmation regarding their responsibilities to comply with the code of conduct.

Discipline

expectations regarding the consequences of perpetrating fraud should be clearly communicated; 
appropriate anti-fraud actions should be adopted, including: 
• a thorough investigation; 
• appropriate and consistent actions against violators; 
• assessment and improvement of relevant controls; 
• communications and training should reinforce the entity’s values and code of conduct.

Objective 2: Evaluate the Fraud Risks and Implement Processes, Procedures, and Controls to Mitigate Those Risks

Identify and 
measure fraud 
risks

consider the company vulnerability to financial statements fraud, misappropriation of assets, and corruption (bribery 
and other such illegal acts); 
consider organizational and industry-specific characteristics that may induce fraud risks;

Mitigate fraud 
risks

change certain activities (e.g., cease business in some jurisdictions); 
change certain processes (e.g., implement lockbox system at a bank instead of receiving payments at the company’s 
various locations).

Implement and 
monitor controls 
and other 
measures

evaluate whether controls have been implemented in areas of high risk of fraud; 
implement appropriate oversight measure to control the risk of management override of controls.

Objective 3: Develop an Appropriate Oversight Process

Management oversee activities of employees;

Audit committee 
Board of directors

assess management’s identification of fraud risks and implementation of antifraud measures; 
consider likelihood of management override; 
consider communicating with middle management; 
have an open dialogue with independent auditors concerning internal controls.

Internal auditors determine whether fraud has been committed, evaluate fraud risks and deter fraud.

Independent 
auditors

assist management and audit committee in assessment of company’s activities for identifying and assessing fraud 
risks.

Source: Adapted from Whittington & Pany (2008), p. 294-295
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During an audit engagement, the independent auditors must be constantly alert to the possibility that 
fraud may exist. That vigilance should be more amplified when suspicions appear in relation with man-
agement fraud, far more difficult to reveal. In view of the possibilities of fraud committed by manage-
ment as well as the recent increase in the number of lawsuits against independent auditors, it is strongly 
recommended for audit firms to conduct any background investigation for key management personnel of 
a potential client, before accepting and audit engagement (Hermanson, Loeb, Saada & Strawser, 1976), 
especially for listed companies. Such investigation should provide the auditor with an adequate under-
standing for management motivations to commit fraud and the manner in which fraud may be perpetrated. 
Furthermore, even if such investigations are performed and no alarming results emerge, independent 
auditors must stay alert to any red flags that may occur during the performance of an audit engagement, 
suggesting any potentially fraudulent operation. Such a conduct is required under professional skepti-
cism as a basis for fraud risk assessment in the planning phase. Due to professional skepticism, auditors 
should not be satisfied with an honesty-based perception towards management. It is assumed that in order 
to estimate the risk of fraudulent reporting, in addition to the factors that determine its occurrence, it is 
necessary to take into consideration certain indicators whose analysis and evaluation have the purpose 
of identifying the likelihood of the occurrence and manifestation of financial statement fraud.

Pointers of fraud risk can be unearthed as a result of discussions among engagement team, discussions 
with key members of the Board and management, internal auditors and other key personnel involved 
in financial reporting process, such as risk officers, law councilors and compliance officers. Effective 
and transparent discussions allow more experienced auditors to share insights about how the financial 
statements might be susceptible to fraudulent reporting (Whittington & Pany, 2008). Audit team brain-
storming is a form of professional skepticism and should consider each relevant factor that might affect 
management motivation to misrepresent the financial condition of an entity. This analysis is followed 
up with a consideration of weaknesses in internal controls that may allow fraudulent reporting to occur 
and not be discovered by other employees, or could be covered up by other employees (Rittenberg & 
Schwieger, 2005).

SAS 99 and other literature sources (Messier, Glover & Prawitt, 2008) identify the following specific 
brainstorming recommendations:

•	 Consider the possibility of a fraud to be perpetrated and covered up;
•	 Presume fraud in revenue recognition and overstatement of certain assets that are susceptible to 

manipulation;
•	 Consider incentives, opportunities and rationalization for fraud, including the nature of executive 

compensation and pressure to meet earning targets;
•	 Consider industry conditions and its business environment. Changing technology is important, as 

is declining customer demand for the company’s products;
•	 Consider operating characteristics and financial stability, especially significant and complex trans-

actions, as well as significant changes in financial condition;
•	 Consider any unusual or unexpected relationships identified after performance of analytical 

procedures;
•	 Understand and investigate unexpected period-end adjustments.
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Inquires of management and directors, including audit committee as to their knowledge of confirmed, 
alleged or suspected fraud, their understanding of fraud risks and programs, systems or controls imple-
mented to mitigate those risks, prove to be effective tools used by auditors in identifying fraud risks. The 
auditors should also obtain management’s perspective regarding the effectiveness of internal control in 
detecting fraud and whether such perspective has been communicated to the audit committee. Inquiries 
are also directed to internal auditors to understand their perception about fraud risks and establish whether 
they have any knowledge of fraud or suspected fraud, including whether management has satisfactory 
responded to findings over a reporting period. To obtain a complete perspective and collaborate man-
agement’s responses, auditors should also inquiry other employees, such as operating personnel with 
no responsibilities in financial reporting, employees responsible for initiating, recording or processing 
complex or unusual transactions, and legal counsels (Whittington & Pany, 2008). Messier, Glover, and 
Prawitt (2008) suggested that auditor may consider making inquiries of third parties, such as vendors, 
customers, or regulators. It can be uncomfortable to inquire about potentially fraudulent activities; it is 
much more uncomfortable to fail to detect a material fraud.

Analytical procedures projected and performed as risk assessment procedures, within the planning 
phase of an audit engagement, such as comparisons of reported financial statement numbers with estimates 
developed by the audit team for reasonableness, may be very useful in identifying unusual relationships 
among accounts, unexpected transactions or events, ratios and trends that merit additional investigation. 
According to Taylor (2011), using analytical review procedures as an investigatory tool has the goal of 
determining whether or not the financial statements tell a coherent story and whether or not some of the 
numbers may have been manipulated to ‘window dress’ the figures. Whenever analytical procedures 
uncover an unusual or unexpected relationship, a signal is fired that the financial statements may be 
misstated due to fraud. As an example, an unexpected relationship between sales volume from the ac-
counting system and sales volume observed from production statistics listed by operations personnel 
may indicate fraudulent misstatement of sales (Whittington & Pany, 2008). Moreover, “a trend analysis 
of revenues and sales returns during and shortly after the reporting period may signal undisclosed side 
agreements with customers, which would preclude revenue recognition” (Soltani, 2007). Other authors 
promote data mining techniques, such as predictive modeling and deviation analysis, as highly efficient 
methods to unearth fraudulent operations, due to automatically capabilities of exploring large volumes 
of data for new, hidden or unexpected information or patterns, without any prior knowledge of fraud 
(Wadhwa & Virender, 2012).

As a result of audit team discussions, planning and performing the inquiries and analytical procedures, 
the auditors should obtain a sufficient base to identify fraud risks that require an audit response. In iden-
tifying such risks, the auditors consider some relevant factors, among which: the type and significance 
of the risk, the likelihood that the risk will cause a material misstatement, and its pervasiveness. Since 
material misstatements associated with financial statement fraud often involve management override of 
internal controls, auditors ordinarily presume a fraud risk in revenue recognition. For all identified fraud 
risks, auditors should gain a sufficient understanding of the programs and controls enforced to mitigate 
those risks (Whittington & Pany, 2008). Table 7 presents some relevant conditions that may strongly 
suggest presence of fraudulent financial reporting.

Based on identifying and assessing financial reporting fraud risk, the auditors elaborate an appro-
priate response to the results of fraud risk assessment. According to Whittington and Pany (2008) and 
Rittenberg and Schwieger (2005), most common responses refer to:
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1. 	 A modification in the overall audit approach, by:
a. 	 Designing procedures to gather more reliable evidence;
b. 	 Obtaining additional corroboration of management’s representations involving sensible and 

material matters, such as third-party confirmation (e.g. Customer confirmation related to 
specific terms of the transactions), or the use of a specialist;

c. 	 Assigning additional more experienced audit personnel with specialized professional skills 
and knowledge;

d. 	 Reviewing management’s selection and application of accounting principles;
e. 	 Adding an element of unpredictability in designing and performance of audit procedures, 

such as “surprise” inventory observations.
2. 	 An alteration of audit procedures planned to be performed, by shifting tests from the interim period 

to near year-end, or increasing the sample size for a particular substantive procedure.
3. 	 Performance of further procedures to address the management override of controls, by:

a. 	 examining sensible journal entries, such as entries made to unrelated or unusual accounts, 
with little or no explanation or description;

b. 	 reviewing the significant accounting estimates to determine whether management judgements 
and assumptions indicate possible biases;

c. 	 assessing the business rationale for significant unordinary transactions, especially with related 
parties;

d. 	 performing analytical procedures using disaggregated to discover more unusual fluctuations;
e. 	 inspecting details of major sales contracts and financial viability of customers;
f. 	 examining all reciprocal or similar transactions, to determine the economic viability and the 

correspondence with similar transactions in the industry.

Furthermore, Rittenberg and Schwieger (2005) explained how auditors should link audit procedures 
to some relevant fraud risk indicators, as presented in Table 8.

The auditors’ concern about fraudulent financial reporting does not stop at the planning phase of the 
audit. When collecting and evaluating evidence to support management assertions related to financial 
statements, by performing audit procedures planned as a response to previous fraud risk assessments, 

Table 7. Conditions of fraudulent financial reporting

Discrepancies in Accounting 
Records Conflicting or Missing Evidential Matter Problematic or Unusual Relationships With 

Auditors

Transactions not recorded or 
improperly recorded.

Missing documents 
Unavailable of other than photocopied or 
electronic documents.

Access denial to records, employees, and third 
parties.

Unauthorized balances or transactions. Undue time pressure imposed by management.

Last-minute adjustments. Inconsistent, vague, or implausible 
management or employee responses.

Management complaints about how the audit is 
performed.

Inadequate employees’ access to 
systems and records. Unavailable electronic evidence. Tips or complaints to the auditors about fraud.

Inability to demonstrate key systems 
development.

Denial of access to key information technology, 
staff and facilities.

Source: Adapted from Whittington & Pany (2008), p. 207
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auditors are required to remain vigilant and professionally skeptic. Any significant discrepancy in the 
accounting system and supporting documents, any conflicting evidence or missing documentation, any 
signs of strained relationship with management may result in signals for potential fraudulent financial 
reporting and should heighten auditor’s skepticism. Furthermore, management’s response is a key 
source of evidence, meaning that a vague, implausible or inconsistent response to inquiry, as well as a 
conflictual or problematic relationship with auditors, can suggest the pervasiveness of fraud (Louwers, 
Ramsay, Sinason & Strawser, 2007).

Auditors often use Computer Assisted Audit Techniques (CAAT) to screen for fictitious revenues. 
These tools provide efficient investigations for gaps in document sequences, which may indicate mis-
statement related to the completeness of liabilities and expense accounts. Audit software may also be 
used efficiently to sort transactions over a certain amount or containing unusual characteristics (Arens, 
Elder & Beasley, 2008).

Auditors must prove due care in instrumenting potential fraudulent operations because fraud alle-
gations are always treated with maximum consideration (Boyton & Johnson, 2006). After discovering 
conditions that indicate fraud, auditors should evaluate the implications. Their fraud suspicions should be 
communicated to an appropriate level of management (generally one level above the personnel involved) 
as soon as it is practicable and management assistance in further investigations should be required, pro-
vided that senior managers seem not to be involved. Nevertheless, unlike some minor frauds involving 
misappropriation of assets by employees at low organizational levels, fraud suspicions involving senior 
management are never inconsequential and are required to be communicated directly to the audit com-
mittee (Louwers, Ramsay, Sinason & Strawser, 2007). The determination of which party is appropriate to 
communicate with, requires professional judgement. In case of listed companies, the auditor is required 
to report valid suspicions of fraud to outside parties, such as a securities regulatory authority. In other 
cases, the auditor should recognize a duty to disclose fraudulent operations to a funding agency, to a 

Table 8. Linking audit procedures to fraud risk indicators

Fraud Risk 
Indicator Audit Procedures to Address Risk

Pressure to 
meet earnings 
objective: 
Unusual year-end 
spike in sales

• use audit software (computer analysis) to identify unusual sales or fluctuations; 
• review all large sales contracts to determine actual shipment of the goods, the existence of unusual terms, and 
payment date. 
• verify whether customer is a real business; confirm the terms of major contracts with the customer; examine cash 
receipts after year-end to determine if receipts were collected.

Potential violation 
of debt covenants

• perform analytical review of revenue recognition and cost of goods sold; 
• perform a detailed test of inventory, including observation of inventory and valuation; 
• review debt covenants to determine potential motivation; 
• review all changes in classification of liabilities and investigate any unusual entries.

Company is under 
pressure to show 
growth

• analytical review for unusual sales spikes near the end of the year; 
• select sales and note whether actual shipment took place or service was performed; 
• obtain a list of all related parties and search files for any sales made to related parties.

Pressure to 
meet projected 
earnings targets

• review financial statements for unusual ratios, particularly comparison with industry averages; 
• test capitalization of assets to determine if expenses are being capitalized, examine underlying supporting 
documents and physically examine the asset; 
• review all unusual journal entries, including those that involve decreases in previously established “reserves” 
accounts; 
• carefully evaluate the reasonableness of estimates.

Source: Rittenberg & Schwieger (2005), p. 315
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successor auditor; or to court as a response to a subpoena. In very serious situations, when the results of 
audit procedures indicate beyond any reasonable doubt that a fraud associated with financial reporting 
has occurred, the auditor should consider withdrawing and communicate the reasons to the audit com-
mittee (Messier, Glover & Prawitt, 2008). Such communications, among descriptions related to fraud 
risk assessment procedures, specific fraud risk factors identified and any additional audit procedures 
required, need to be properly documented.

Rittenberg and Schwieger (2005) pointed out some important lessons learned from equity funding 
practices, lessons that auditors should constantly bear in mind:

•	 Auditors take a great risk whenever they are not responsible for auditing the whole company;
•	 Auditors need to analyze the economic assumptions underlying a company’s figures and growth 

rates. For example, a mutual fund in a declining market will not generate the gains needed to pay 
the investor’s insurance premiums linked to that mutual fund investment;

•	 Whenever the risk of fraud is high, auditors must demand stronger audit evidence, without assum-
ing that all people are honest;

•	 Computer errors should not be viewed as an excuse, but rather an indication of a problem that 
should require higher skepticism;

•	 Dominant clients are a real issue. An audit firm cannot afford to have a client from which it be-
lieves it cannot walk away;

•	 Auditors need to understand the reasons which motivate management to engage in fraudulent 
reporting, for instance that is the case when all or significant part of management’s wealth is tied 
to stock options.

SOLUTIONS AND RECOMMENDATIONS

Often, fraudulent financial reporting involves more than a conscious act of committing such illegal acts. 
First of all, management or other relevant employees have an incentive or are under pressure, each of 
such condition providing a sufficient reason to engage in fraud. Secondly, there are circumstances that 
provide an opportunity for fraud. Thirdly, the perpetrators are able to rationalize committing a fraud, 
because “they possess an attitude, character or set of ethical values that support them to intentionally 
commit a dishonest act” (Soltani, 2007).

As Ragatz (2015) summarized, a better understanding of the causal factors of fraud can alert leaders 
to those circumstances that create potentially fraudulent activity. As a response, appropriate measures 
need to be implemented to reduce the opportunity of committing and concealing fraud. Although the 
impossibility of completely preventing unethical behavior is generally accepted, the awareness of fraud 
triangle can provide efficient tools in fighting fraud.

The pressure to commit fraudulent activities occurs when a company’s executives are constrained 
by investors and other stakeholders (e.g. credit institutions or analysts) to reach or even exceed some 
expected financial results (e.g. analysts’ forecast) or certain levels of key performance indicators, to meet 
debt covenant restrictions, or to artificially inflate stock prices (Bartsiotas & Achamkulangare, 2016). 
According to Messier, Glover, and Prawitt (2008), even honest individuals can engage in fraud provided 
that the environment exert sufficient pressure upon them. Fraud risk factors associated with such pres-
sures may include: management compensation schemes; financial pressures for improved earnings or 
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balance sheet; personal need for assets; debt covenant requirements; personal wealth conditioned by 
either financial results or company’s survival.

The opportunity to commit acts of fraudulent financial reporting occurs when a company’s internal 
control system encounters severe vulnerabilities or is not performing effectively, or when a key manage-
ment personnel finds methods to evade internal controls. Thus, the weaknesses in the internal control 
system may create certain opportunities in which the persons involved are convinced that they can 
commit those fraudulent acts without being uncovered (Louwers, Ramsay, Sinason & Strawser, 2007). 
Moreover, the complexity associated with certain transactions may result in the perpetrator’s risk as-
sessment of being caught as low. Opportunity is the only triangle factor that can be controlled by the 
directors and the management, through performance of periodic checks and implementation of effective 
risk management policies. Some relevant opportunities that should always be considered during fraud 
risk assessment performance may include:

•	 The presence of significant related party transactions (e.g. Spe’s used by enron);
•	 Industry dominance, especially the possibility to impose terms or conditions to business partners;
•	 Subjective judgements made by management regarding assets, revenues or accounting estimates 

(e.g. inventory valuation is exposed to a high risk of misstatement for those companies which own 
extremely diversified items of inventory, positioned in many locations, or potentially obsolete);

•	 Simple transactions are accounted in a highly complex manner through a disjointed recording 
process;

•	 Difficult to understand transactions, such as trading futures, options, etf’s and other financial de-
rivatives or structured products;

•	 Inadequate monitoring of management, either because the directors lack independence or is inef-
fective, or there is an extremely dominant or authoritarian manager;

•	 A complex or unstable organizational structure, characterized by weak or lacking internal con-
trols, or a significant turnover in accounting personnel.

A rationale behavior occurs when the fraudster is aware of the act of fraud, in terms of nature and 
consequences (Bishop & Hydoski, 2009). Thus, this condition arises as a result of the attitude and char-
acteristic features of that person which urge him or her to committing such illicit deeds. Alternatively, 
there may appear circumstances when persons who otherwise would not be capable of committing frauds, 
still end up acting fraudulent as a result of the environment’s pressure.

Many in the accounting profession felt they were generating value by delivering methods to “dress up 
the financial statements”, despite that financial statements did not accurately portray real economic events 
or conditions. On the other hand, management found they could borrow from the future to recognize 
current earnings as basis for incentive contracts. As Soltani (2007) stated, fraudulent financial reporting 
is not necessarily the consequence of a grand plan or conspiracy. It simply occurs when management 
rationalizes the appropriateness of material misstatement, for instance through an aggressive interpreta-
tion of accounting principles, or a temporary misstatement, expecting to adjust when operational results 
improve. Management has a dominant position in the company’s structure and possesses a privileged 
ability to perpetrate fraud by directly or indirectly altering documents or accounting records.

According to Arens, Elder, and Beasley (2008), the attitude of senior management towards financial 
reporting is a critical risk factor. If the CEO or other top managers pose a significant disregard for the 
financial reporting, financial statements fraud has a higher probability.
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FUTURE RESEARCH DIRECTIONS

The public expects a proactive approach to fraud detection. The issue of identifying key fraud risk factors 
(often referred to as “red flags”), as indicators of an increased potential for fraud occurring, should be a 
major preoccupation both for auditors as “watchdogs” for financial reporting integrity and the external 
users of financial statements. Nevertheless, external users are limited in possibilities to further investigate 
any fraud suspicion, beyond any alert that they could signal in attention of those charge with governance, 
regulatory authorities or independent auditors. From the auditor’s perspective such an approach must 
be designed starting with the planning phase of an engagement, based on a proper consideration of the 
likelihood that fraud may exist within the reporting entity. Efficient planning alerts auditors of potential 
fraud indicators that must be addressed in an adequately professional manner.

A brief literature review (Louwers, Ramsay, Sinason & Strawser, 2007) indicates relevant pointers 
for potential fraudulent financial reporting, such as: the predominant features of management and their 
negative influence upon the internal control environment; developments or changes in the business sec-
tor, including any regulatory incidence; high competition and reduced demand, as well as the features 
specific to the company’s operational activity and its financial condition.

SAS 99 (AU 316) describes a more detailed picture related to risk factors arising from fraudulent 
financial reporting in conjunction with the basic coordinates of fraud triangle. Some relevant factors as 
described by Soltani (2007) refer to:

•	 Unfavorable economic conditions within the industry;
•	 Extremely rapid expansion through new business segments or product lines;
•	 Reduced ability to access funding or restrictive loan agreements;
•	 High debt and insufficient working capital;
•	 Frequent cash flow shortages, declining sales and/or profits, and loss of market share;
•	 Sizable inventory increases without comparable sales increases;
•	 Difficulty in collecting receivables, amplified by a deterioration in quality of earnings;
•	 Urgent need for earnings to support high stock prices or to meet earnings forecast;
•	 Significant litigation, especially between stockholders, directors and management;
•	 Managers regularly assuming subordinates’ duties.

Taylor (2011) added the following key indicators that forensic accountants can use to flag up possible 
case of manipulation of accounts:

•	 Better or worse than expected results by a subsidiary or division which is sited away from central-
ized financial control;

•	 Subsidiaries or divisions with highly autonomous local management where interventions from the 
main (i.e. holding company) boar directors or internal audit reviews are resisted or unreasonably 
delayed.

Once risk factors for fraudulent financial reporting have been identified, the next step is taken forward 
for the assessment of what possible type of fraud might occur, the likelihood of that fraud to emerge and 
the pervasiveness (magnitude) of the suspected fraud (Thibodeau & Freie, 2007). Part of this assess-
ment involves taking into consideration controls in place to prevent fraud from occurring or detecting 
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fraud once it has occurred. This approach is highly effective in financial audit engagements, but it also 
is expected to produce notable results if used by internal auditors and those charged with governance 
(e.g. the audit committee).

CONCLUSION

Fraudulent financial reporting is perceived as a major obstacle in efficiently functioning of capital mar-
kets and, despite its relatively few cases occurrence, has a tremendous cost reflected upon investors’ 
credibility. Corporate responsibilities involved in fighting potentially fraudulent financial reporting are 
primary carried by those in charge with governance and senior management. Their greatest concern 
should be focused on designing and implementing a fraud management framework that supports anti-
fraud programs and controls. At least same equal as importance, should be viewed the responsibilities 
of independent auditors in measuring and addressing financial reporting fraud. Professional skepticism 
is a “must have” character whenever the psychological conditions of fraud occurrence are assessed. Any 
red flags should therefore be investigated with great concern and vigilance. Most common management 
frauds involve improper revenue recognition (either premature or fictitious), biased accounting estimates, 
misstated assets or liabilities values (inventory, accounts receivable, fixed assets, accounts payable, and 
payroll expenses), and inadequate disclosures or omission of such disclosures. Prevention and deterrence 
of fraudulent financial reporting are definitely cheaper measures in comparison with the costs related to 
any fraud magnitude, either financial or, more important, reputational costs. As ACFE recommended, 
three type of measures could be taken therefore: reduce the pressures, reduce the opportunity and reduce 
the rationalization of committing management fraud.
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KEY TERMS AND DEFINITIONS

Accounting Estimates: Often made under uncertainty in terms of determining their value as it involves 
the use of judgment. As a result, the risk of material misstatement is greater when these estimates are 
involved and in some cases the auditor may determine that the risk of material misstatement is greater, 
and it requires special attention in the audit.

Creative Accounting: A tool to create a distortion of the quality of financial information, creating 
uncertainty about the consistency and comparability of information for users, in which case we are deal-
ing with an accounting of intent.

Fair Value: The amount at which an asset is bought or sold in an arm’s-length transaction, in which 
neither party is forced to act.

Financial Reporting: Individual financial statements prepared in accordance with IFRS, annual, 
semestrial, or whenever required in accordance with the national regulations of the reporting entity.

Risk: Possibility to manifest a phenomenon, act, or fact that may cause damage, loss, or may have a 
negative impact on the activity of an entity.
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ABSTRACT

The goal of information security is to be able not just to put in place measures to detect and mitigate 
attacks but also to predict attacks, deter attackers from attacking, and thus defend the systems from at-
tack in the first place. Data protection should be based on the lessons learned over time, both within the 
organization and in other organizations. Over the time, a large number of methodologies for identifying 
information security risks were proposed and adopted and simplified approach to different methodolo-
gies has led to their classification in quantitative and qualitative, especially in terms of metrics used to 
quantify risk. This chapter proposes an international overview regarding the quantitative and qualitative 
analysis methods for information risk analysis. In practice almost always use a combination of these 
methods, depending on the characteristics of the organization investigated the degree of uncertainty 
associated with the method of analysis and risk management.

INTRODUCTION

Risk management process within the organization allows managers to handle uncertainty and associated 
risks and opportunities in an efficient manner, leading to increased ability to create added value (He, 
Chen, Chan & Bu, 2012; Kurosawa, Ohta & Kakuta, 2017).

Implementation of information security measures, however, is not always a smooth process and not 
slippery (Tropina & Callanan, 2015). In addition to the issues raised by the high cost of implementing 
security measures, the authorities control law implementation (enforcement) face a number of problems 
socially (Peltier, 2010).
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There are cases where data protection measures may affect the privacy of individuals. In these cir-
cumstances arises open conflict between human rights defenders and enforcement authorities, which in 
some cases lead to legislative and procedural ambiguities, as happens for example if the widespread use 
of cryptographic mechanisms (Chen, Ge & Xie, 2015).

Information society in which we live requires us to identify new safeguards, on the one hand, the 
information, which otherwise we are indispensable and, on the other hand, the right to privacy (Agrawal 
& Tapaswi, 2017).

The essential factor needed to ensure the effectiveness of the risk management process within the 
organization, however, is the firm commitment of the management (Hiller & Russel, 2013). The commit-
ment must be continuous and must involve the top management. Without this element, the initiative to 
conduct risk management cannot be successful. Keeping risk management policy up-to-date demonstrates 
that risk management is a dynamic activity, which benefits from the full support of the management 
board (Krombholz, Hobel, Huber & Weippl, 2015).

This is why, security mechanisms have to be properly designed and commensurate with the specific 
threats for the specific types of information (Landoll, 2010). Organizations have to expand and deepen 
their current information security risk frameworks to address these key threats (Wang & Hu, 2014). This 
process implies a more profound understanding of the risks associated with each threat, and a better 
capacity of tailoring the security framework to align with the organization’s identified risks, regulatory 
requirements and perhaps most important – the increasing dependencies on information technology.

BACKGROUND

The risk analysis must be approached methodically to ensure that all activities of the organization were 
evaluated and all risks associated with these activities have been defined (Stepchenko & Voronova, 2015). 
The results of the risk analysis can be used to outline a risk profile of the organization that provides a 
rating of the significance of each risk and to prioritize risk management efforts. This process allows 
the mapping of risks by fields that affect the description of existing control mechanisms and indicates 
situations where the investment in controlled measures should be raised, lowered or redistributed (Enagi 
& Ochoche, 2013).

Risk analysis activity contributes to the efficiency and effectiveness of the organization’s operations 
by identifying those risks that require management attention (Karim, 2007). It facilitates prioritization of 
risk control actions, depending on the impact on the organization and the potential benefit that they bring 
control measures organization. In this context, when we talk about treatment risks, the range of responses 
to risk includes tolerance, treatment, transfer and disposal (Coltman, Tallon, Sharma & Queiroz, 2015). 
However, organizations may decide that it is necessary to improve the control environment.

Some other external entities of the organization, such as customers, suppliers, business partners, 
external auditors, regulators and financial analysts often provide useful information for an efficient risk 
management process, but they are not responsible for the effectiveness of this process and also they are 
not part of the organizational risk management (Table 1).

Like any factor in a complex system, the benefits of information security are weighed against their 
total cost (including the additional costs incurred if the system is compromised). If the data or resources 
cost less, or are of less value, than their protection, adding security mechanisms and procedures is not 
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cost-effective because the data or resources can be reconstructed more cheaply than the protections 
themselves (Gandino, Celozzi & Rebaudengo, 2017). Unfortunately, this is rarely the case.

Overlapping benefits are also a consideration (Andress, 2003). Suppose the integrity protection 
mechanism can be augmented very quickly and cheaply to provide confidentiality (Smith, 2005). Then 
the cost of providing confidentiality is much lower. This shows that evaluating the cost of a particular 
security service depends on the mechanism chosen to implement it and on the mechanisms chosen to 
implement other security services. The cost-benefit analysis should take into account as many mecha-
nisms as possible (Fischbacher-Smith, 2016). Adding security mechanisms to an existing system is often 
more expensive (and, incidentally, less effective) than designing them into the system in the first place.

Changes expected in the future from a society based purely on material resources in a society of intel-
ligent resource already looming today, leading to widespread integration of processing and the manage-
ment of knowledge and information (Lin, Lin & Pei, 2017). This is a structural change in the conditions 
of globalization, Internet access, and so on (Choi, Lee, Kim, Jung, Nam & Won, 2014).

THE INTERNATIONAL EXPERIENCE IN SECURITY RISK ANALYSIS METHODS

According with Friedberg et al. (2016) there are two main types of risk analysis, namely the analysis of 
quantitative and qualitative analysis.

A qualitative method using words or descriptive scales and the form a hierarchical structure that 
alternates between “rarely” and “almost certainly” (Collins & McCombie, 2012). Such a method is 

Table 1. Roles and responsibilities in the management of organizational risk

Roles Responsibilities

General manager

• Determining the strategic approach to risk and determining the risk appetite of the organization 
• Establishing the structure responsible for risk management 
• Understand the most significant risks 
• Crisis Management Organization

Compartment 
managers

• Building risk awareness culture within departments of responsibility 
• Approval of the performance targets for risk management 
• Ensure implementation of recommendations to improve the risk posture of the organization to 
• Identifying and reporting changes in circumstances / risks

Executives

• Understanding, acceptance and implementation of the risk management process 
• Reporting of inefficient, unnecessary or unworkable 
• Reporting of loss events and incidents 
• Cooperate with management in cases of investigation of incidents

Risk manager

• Develop risk management policy and keeping it up to date 
• Documenting internal risk policies and structures 
• Coordination of risk management and internal control 
• Compiling information on risks and reporting to Top Management

Risk management 
specialists

• Providing support for setting specific risk management policies 
• Develop action plans for emergency and resumption of 
• Knowledge-date information in the field of specialty risks 
• Support investigation of incidents

Internal auditors
• Develop an internal audit program from specific risks 
• Provide assurance regarding risk management 
• Reporting on the efficiency and effectiveness of internal control

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



160

The International Experience in Security Risk Analysis Methods
﻿

intended to prioritize the likelihood and the consequences of which can range from insignificant to 
moderate to severe.

For qualitative analysis, management and line staff responsible for risk management at various levels 
need to work together to develop a risk ranking matrix (Norris, 2001). Each of the criteria for determining 
the probability and consequences must be considered to place events in proper categories.

On the other hand, quantitative analysis is based criteria to establish the possibility of producing an 
event and its consequences (Winkler, 2010). The possibility of the occurrence probability is expressed 
as, not in the form of frequency, thereby ensuring that the risks were compared to a similar base. When 
we speak of the possibility of occurrence of similar events small possibility of this happening can be 
treated as a single event.

Method OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation - Evaluation 
Threats, Assets and Organizational Vulnerability Critical) based on the definition of complex, system-
atic and contextual essential components of an information system, using a three-stage organization to 
determine the risks associated with privacy, integrity and availability of information assets critical to 
the proper performance of the organization considered (Eriksson & Kovalainen, 2015). The method 
addresses both the organizational, technological and from a modern perspective, which provides an 
ongoing evaluation process.

The first stage “Building profiles of assets based on their threats” involves the evaluation of the entire 
organization, key areas were identified and analyzed in order to extract relevant information on those 
assets, the associated threats controls (current and potential necessary) that minimize the threats posed, 
as well as weaknesses in the approach to policy and practice information security within the organization.

In turn, this stage is divided into four steps:

Step 1: Determining competence in information security for the senior management of the organization;
Step 2: Determining competence in information security for the operational level of the organization;
Step 3: Determination of employee competence in the field of information security.

The first three steps are dedicated meetings with employees from all organizational levels to identify 
assets with information systems and how they may be affected. Thus, in these meetings participants are 
asked to identify priority/importance of these assets and the level of safety that are/should be made to 
protect them.

Step 4: Create profile threats. In this step the participants are exclusively members of the team risk 
management information that based on the documentation and information obtained in the first 
three steps selected critical assets in the proper performance of organizational, group and classify 
these assets, with associated security measures in according to the organizational level that we 
serve, creating an overview of organizational assets and identify threats to these asset classes and 
the individual assets.

The second stage “Identification of structural vulnerabilities” involves the systematic evaluation of the 
informational structure of the organization to determine the effectiveness of current information security 
solutions, identify weaknesses and vulnerabilities (vulnerabilities classified as conceptual, implementa-
tion and configuration). In general, technological aspects are identified by comparison with standards 
established profile either producers or independent bodies. Generally, at this stage weaknesses of the 
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system are determined based on a variety of automated tools, including tools for testing the integrity 
of files, antivirus, and system efficiency by limiting access passwords, security communications, and 
many other instruments.

Once the assets, threats and vulnerabilities were identified, proceed to identify risks to the subject 
information system (Hong, Kim & Cho, 2010). The purpose of third stage is to determine how the risks 
associated with certain organizational assets. From the perspective of OCTAVE risk is considered a 
result of losses caused by the absence of inadequacy of ways to prevent or minimize them (Yang, Wu & 
Wang, 2014). Measuring losses or impact severity level of risk can be both qualitative and quantitative, 
depending on available resources and risk management information security system. Determination of 
information security risks is generally difficult because information about threats and asset values are 
generally more difficult to obtain and quantify and risk factors are constantly changing. OCTAVE risk 
analysis based on the methodology involves the use of risk scenarios associated with each critical asset 
of the organization.

Another mixed method (qualitative and quantitative risk assessment, known as VAR (Value Risk) 
based on the identification of the most severe effects of the production risks could have on the objec-
tives of the organization, in a horizon type and a given confidence interval and aims to achieve optimal 
balance between the risks assumed and necessary expenses of minimizing them (Singer & Friedman, 
2014). The four steps proposed by the VAR methodology includes identifying threats, estimating the 
probability of these threats, the calculation VAR (value risk) and determining controls to prevent or 
minimize the effects of identified risks.

In the first stage are identified risks (current or potential) that may face information system analysis. 
VAR method recommended classification as fraud, malicious activities, jokes, and attempts to access 
confidential information, natural disasters, sabotage, and user errors. Concrete ways of experiencing 
these threats can include DoS attacks, theft, deletion or amendment or affecting the normal operation 
of networks. These methods are designed to exploit vulnerabilities in information systems and include 
viruses, Trojan horse programs, and worms, “burst” passwords, intercept electronic mail and packages 
traded by different applications in computer communication networks, as the assumption of false identi-
ties within these networks (spoofing).

Activities in the second stage aimed to determine the probability of threats identified in the previous 
step. This activity can be performed on the basis of qualitative or quantitative methods described above. 
In addition, the VAR method recommended secondary sources of information (education provided by 
government agencies or by market research institutes) to obtain information about the frequency of oc-
currence of various types of threat. A study published by Khan, Gani, Wahab, Shiraz and Ahmad (2016) 
conducted in the United States on a representative sample of employees of information technology de-
partments private and governmental organizations found that 80% of the systems that they use or faced 
with viruses in the last year, the misuse of the organization’s information resources was reported by 58% 
of these, 42% experienced attempted or unauthorized access outside the organization, and 24% of them 
have had to repair the destructive effects of malicious or accidental activities of their colleagues. Ad-
ditional sources for this information can be public reports/government journals associated with different 
systems or applications used historical data or in-depth interviews with relevant personnel information 
security departments.

Based on the risks identified in the previous stage and the frequency with which they generate threats 
occur, the method involves calculating VAR variable with the same name, based on market value (PV) 
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of the organization investigated desired type horizon and confidence interval (statistics) to the result 
obtained by the formula:

VAR = ±a * σ * T	

where a is the confidence interval of the result (for the 99% value is 2.64, 95% 1.96), σ is the estimated 
market value of the organization, and T is the number of days for which the calculation is made.

The last stage of this method involves selecting different methods of minimizing risk (based on ex-
isting standards in the industry and based on secondary sources of information). VAR value is used to 
determine the level of investment, a company for which this value is less need to invest more modest in 
information security than companies with a similar higher.

Risk assessment method called Ukrainian (University of California Risk Assessment) developed by 
scholars at the University of California is an essential quantitative method that closely follows the rec-
ommendations of BS7799 standard which sets out a code of practice for information security, tracking 
its performance assuming a number of new steps (Gaidelys & Valodkiene, 2011).

Stage 1: Establishing the risk assessment team. This team will be responsible for collecting, analyzing 
and reporting the organization’s management. It is essential that all elements of the production cycle 
of the organization to be represented on this team, including the minimum manpower, administra-
tive and physical security systems.

Stage 2: Define the project goals. Risk assessment team should clarify at the outset the project objective 
risk assessment, specifying the department, area or function of the organization will be assessed, 
responsibilities of team members, personnel to be interviewed, standards used, the documentation 
required in the evaluation, as well as operations or functions to be observed in this process.

Stage 3: Identify the assets involved in the evaluation process. Organizational assets can include (but not 
limited to) personal, real hardware and software, data and information (including classification of 
sensitive data and critical for the smooth running of the organization), where operating facilities, 
as implemented controls to protect their. Identify all assets associated with the project objectives 
defined in the previous step is essential for project risk management.

Stage 4: Classification of potential losses. This step involves identifying and describing how produc-
tion risk situations identified will affect the organization and losses (financial or otherwise) that it 
would incur in this case. Thus, this loss could be the result of physical damage to the equipment, 
preventing legitimate users from accessing organizational assets, modification, unauthorized access 
or disclosure of confidential information. And in some cases, losses can be quantifiable, such as 
the loss of credibility of the organization.

Stage 5: Identify threats and vulnerabilities. A threat is defined as an event, process or action that 
exploits vulnerability to affect an organization’s information assets. Uses and can be no natural 
threats, human accidental or malicious. More in detail, the threats can result in events such as sags 
biological contamination or leakage of toxic chemicals, natural disasters, hardware malfunction 
or software, loss or damage to data integrity, sabotage, theft or vandalism. In turn, vulnerabilities 
relate to weaknesses in logical or physical security of organizational assets that a threat can exploit 
to affect them. Vulnerabilities are generally classified as physical security vulnerabilities, menu 
systems security; communication security processes associated personnel, plans, policies, proce-
dures, management, support, and other types.
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Stage 6: Identify existing controls. Different ways of minimizing the risks of adverse events with the 
organization’s information security are generally known as controls. Uses and controls are defined 
as safety tools designed to reduce the likelihood that a particular threat successfully exploiting a 
vulnerability information system to successfully attack a particular asset of the organization. This 
step is concerned with the identification of those controls that are already in place, as well as de-
termining the usefulness and efficiency of the context of the current.

Stage 7: Data Analysis. At this stage all data collected will be used to determine the actual risks faced 
by assets under the current project risk management. Ukrainian analysis technique involves pre-
paring a list of assets and their associated threats, the types of losses caused by the materialization 
of such threats and vulnerabilities that facilitated the attacks. Also be estimated frequency with 
which these threats may occur.

Stage 8: Determination of effective ways to minimize the risks referring to costs implementation. The 
assessment should provide an estimate of costs associated with implementing the proposed controls, 
costs and annual maintenance and updating of their life cycle.

Stage 9: Final Report. Project risk management in accordance with Ukrainian methodology involves 
presenting a formal final report in a form intelligible and useful to the audience being addressed. 
In general it is a simple and easy to read report and assimilate that conclusions with detailed ana-
lyzes that led to their formulation. The report should also include information identified in the 
organization and list of assets, threats and vulnerabilities associated, as well as determining risks, 
recommended controls and cost-benefit analysis.

Although there are many methods and approaches to risk management process steps, the most widely 
accepted view is that the process consists of two stages: risk analysis and risk treatment (Liaudanskienel, 
Ustinovicius & Bogdanovicius, 2009).

Therefore, risk management covers a wide range of activities rigorously defined and organized, 
based on the conditions of existence and objectives of the organization, the analysis of risk factors in an 
optimal and efficient operating concept.

SOLUTIONS AND RECOMMENDATIONS

Many organizations adopt the practice of updating the risk management policy annually (Yami, Castaldo, 
Dagnino & Le Roy, 2010). This practice ensures that the overall approach to risk management is in line 
with the latest practices. At the same time, it offers the organization the opportunity to focus on future 
goals, on the identification of priorities in terms of risk management and to identify emerging risks.

Consequently, the implementation of a continuous and correct process of risk management in all 
activities of the organization leads to crisis prevention and avoidance of resources waste, by inappropri-
ate reactions to, crisis and poor allocation and use of internal resources (Hadžiosmanović, Bolzoni & 
Hartel, 2012). It also leads to the minimization of risk and of the probability for negative events to occur 
in the organization, to protection against negative effects of these events and to real-time control of the 
organization‘s activities. At the same time, this process requires a division of responsibilities clearly 
delineated within the organization, creating a culture of risk prevention at all levels of the organization.
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In Romania, according to the Code of internal control standards including management/internal con-
trol public entities’ risk management methodology is aimed at providing a comprehensive risk control, 
allowing you to maintain an acceptable level of risk exposure for the public entity with minimal costs.

In addition, as we pointed out previously, management vision must change radically, from a passive 
or reactive management style to a proactive style, ready at any moment to face the challenges of achiev-
ing the objectives of the organization.

FUTURE RESEARCH DIRECTIONS

To be successful, the risk management process must be proportioned according to the risk level of the 
organization (depending on the size, nature and complexity of the organization), in conjunction with 
other activities of the organization, to be comprehensive in scope, embedded in routine activities and 
dynamic to adapt to changing contexts easily (Arukonda & Sinha, 2015).

This approach allows the risk management process to provide positive results, including compliance 
with the regulatory framework, increasing the confidence of partners and optimize decision making 
(Hjortdal, 2011). Impact or benefits associated with these results include more efficient conduct of the 
operations of the organizations more efficient and effective strategy tactics. It is essential that these 
benefits be measured and sustained.

The first step in understanding risk is to understand the risks in relation to the mission of an orga-
nization and its key assets. An appropriate level of understanding can be achieved based on a thorough 
analysis which risks are identified organization. Once these risks are identified, management organiza-
tion must decide how to address them.

When an organization is launching a risk analysis team running the process seeks to identify pos-
sible sources of problems, formulating questions such as: Under what conditions our activities can fail? 
What we can identify weaknesses in the security system? We can meet the objectives within the time 
and on the terms set?

Determining the magnitude or severity of the impact of a particular threat involves identifying potential 
losses in each category of security (confidentiality, integrity and availability), while the probability as-
sociated with its production (Malatras, Geneiatakis & Vakalis, 2016). The impact may be associated with 
loss of system functionality or other assets of the organization, degradation, reducing response time for 
legitimate users, loss of public confidence in the organization or unauthorized disclosure of sensitive data.

Finally, determining the level of risk is generally made based on the probability that a given threat 
exploiting vulnerability in the system and the gravity that having this threat has on the organization’s 
information assets (Tiago, Manoj & Espadanal, 2014). Mathematically, the risk is determined as the 
product of probability and severity of threats manifestation of their impact on the confidentiality, avail-
ability and integrity of the information system of the organization.

Future research is important because certain events with a negative impact on the objectives to be 
transformed into opportunities if they are identified early.
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CONCLUSION

In the context of vehicle information through computer systems and communications, risk is defined as 
the probability that a threat to exploit the vulnerabilities of property belonging to the organization and 
thereby cause injury organization (Broadbent & Schaffner, 2016). Risk is measured in terms of prob-
ability of delivering a threat and the consequences of this event (impact). The risk may be associated 
with damage to one or more of the security: confidentiality, integrity, availability and, where appropri-
ate, authenticity and non-repudiation of information, namely information and communication systems.

Over the time, a large number of methodologies for identifying information security risks were pro-
posed and adopted and simplified approach to different methodologies has led to their classification in 
quantitative and qualitative, especially in terms of metrics used to quantify risk (Singh & Fhom, 2017).

In practice almost always use a combination of these methods, depending on the characteristics of 
the organization investigated the degree of uncertainty associated with the method of analysis and risk 
management. Thus, if all the elements of this analysis (the value of assets, impact severity, frequency 
threats, effectiveness of controls, uncertainty and probability threat materializes) are expressed in quan-
titative terms, the process can be characterized as a fully quantitative one. Otherwise, depending on the 
wording of these measurements, risk management is partly or wholly qualitative one.

Risk assessment information based on the six distinct elements considered in risk management: the 
value of information assets, threat frequency, and severity vulnerabilities exploitation in the production 
of threats organizational effectiveness of risk minimization procedures (controls), their cost, as the level 
of uncertainty associated with the process information risk management (Kesan & Hayes, 2012).

Using quantitative methodologies for assessing information security risks involve a number of advan-
tages such as obtaining objective and statistically significant, the quantitative information is expressed 
more easily understandable by people with marginal training in related areas of information technology, 
the results are a reliable basis the cost / benefit analysis and the performance of risk management activi-
ties is easily evaluated and expressed in a way familiar to the organization’s management.

Among the advantages of using qualitative methods is included that in general, there is no need to 
accurately determine the financial value of assets, but rather their effects in terms of general information 
security (confidentiality, availability, integrity).

Qualitative assessment of the risks associated with information security also requires a number of 
disadvantages, including the fact that risk assessment and the results of this process are essentially 
subjective, influenced by qualified and experienced analysts (Campbell, Kay & Avison, 2005). Also, 
the lack of numerical values associated costs of identified risks tends to lead to inaccurate perception 
of them. In addition, this type of evaluation does not provide useful cost / benefit analysis and does not 
allow objective tracking performance of risk management activities, where all metrics are subjective.
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KEY TERMS AND DEFINITIONS

Credibility: A concept directly related to risk management. How the organization addresses its cred-
ibility influences behavior, and internal and external relations of trust.

Financial Risks: These types of risk may reflect inadequate or unclear definition of strategies and 
objectives of the organization.
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Residual Risk: The risk that remains after security measures are implemented in a computer sys-
tem and communications, as a consequence of the fact that not all threats can be countered and not all 
vulnerabilities can be eliminated or reduced to zero.

Risk Analysis: A process of calculating risk. Algorithms for calculating the risk calculated risk as 
a function of the organization’s assets, threats, and vulnerabilities.

Risk Management: A process conducted by the board of directors, the managers and others within 
an organization, in order to identify potential events that may affect the organization to manage the risks 
to the organization and to provide reasonable assurance regarding the achievement of organizational 
objectives.

Strategic Risks: Risks that should be considered by top management of the organization. These risks 
may affect the strategic objectives set by the organization in the long term.

Threat: A potential cause unwanted incidents that may result in damage to the mission of a system 
or an entire organization. Security threats can be accidental or deliberate (malicious) and are character-
ized by elements of threat, attack method, and the goods subject to the threat.
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ABSTRACT

Mobile commerce can be a great potential to generate new streams of revenue for many established 
and new businesses. The penetration rates for mobile phone subscriptions in many countries show that 
there are significant opportunities to invest in and introduce mobile commerce services in many of these 
markets. The aim of this chapter is to explore and identify the various factors that influence the intention 
to adopt mobile commerce in Saudi banks and telecoms. A number of these factors were included in this 
research as they are chosen from well-known theories and investigated in the current study within the 
mobile commerce context using principal component analysis technique. The findings of the research 
show that seven components can affect the intention to adopt mobile commerce in Saudi banks and 
telecoms. The three most significant components that can affect the intention to adopt mobile commerce 
services in Saudi banks and telecoms are performance expectancy, organizational readiness, and mobile 
commerce features and opportunities.

INTRODUCTION

Since the introduction of smart phones, there has been a noticeable shift in the use of wireless tech-
nologies. We have now reached the stage where almost every new application has an equivalent mobile 
version. At the same time, telecommunication networks, including wireless, have become sufficiently 
reliable, fast, and widespread to provide the required connectivity for users around the world. Innovative 
wireless devices, such as smart phones, allow users to, amongst other things, conduct electronic transac-
tions and access vital information anywhere and anytime (Benou & Vassilakis, 2010). Smart phones and 
other wireless devices have become ubiquitous tools that enable mobile electronic commerce, known as 
Mobile Commerce (mCommerce). According to Siau, Lim, and Shen (2001), the interaction between 
technologies such as the Internet, mobile computing devices, and wireless networks such as mobile 
networks facilitates the existence of mCommerce.

mCommerce can be considered as the latest version, or next generation, of electronic commerce 
(eCommerce). mCommerce can be defined as “the use of mobile, wireless (handheld) devices to com-
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municate and conduct transactions through public and private networks” (Balasubramanian, Peterson, & 
Jarvenpaa, 2002, p. 349). mCommerce has many applications, such as, using location services to deliver 
location-based information and for tracking and logistics (Stoica, Miller, & Stotlar, 2005), as well as 
purchasing from vending machines or paying for fuel using a cell phone’s credit. According to Tiwari, 
Buse, and Herstatt (2006), mCommerce is directly linked to eCommerce because all services in both 
are carried out by electronic means through computer-based networks and can be accessed using tele-
communication networks. The only difference between the two is that eCommerce provides “anytime” 
access to online services whereas mCommerce potentially allows users to perform online transactions 
“anytime and anywhere” (Saidi, 2009). This capacity for “anytime and anywhere” access is one of the 
most significant advantages of mCommerce from a business perspective (Varshney, Mallow, Ahluwalia, 
& Jain, 2004). According to Siau et al. (2001), mCommerce “is about delivering the right information 
to the right place at the right time”.

Based on the lack of studies about organizational adoption of mCommerce in the Kingdom of Saudi 
Arabia (KSA) and the significant investment opportunity that the Saudi market is offering for busi-
nesses, this research is focused mainly on mCommerce organizational adoption practices in the KSA. 
This paper presents a model of the factors that influence the intention to adopt mCommerce by Saudi 
organizations. According to the Gulfnews (2013), the smartphone penetration rate in the KSA is forecast 
to reach 50 per cent within the next four years and by 2015, the volume of mCommerce in the Middle 
East and Africa could reach $4.9 billion. By the end of 2013, there were approximately 51 million mo-
bile phone subscriptions in the KSA representing an overall penetration of around 169.7 per cent of the 
Saudi population (CITC, 2014). Based on the large number of mobile subscriptions in the KSA and the 
rapid development in the Saudi mobile telecommunication market, it can be seen that there is a huge 
opportunity for organizations to adopt mCommerce services in the KSA.

BACKGROUND

Many gaps can be identified in the current mCommerce literature. For example, Okazaki (2005) sug-
gested some insights for future research in the field of mCommerce; these include research comparing 
eCommerce and mCommerce, research about mobile-based social networks, and the development of 
research methodologies to study mCommerce. The literature presents a large number of studies in the 
field of technology adoption. Although mCommerce is still a relatively new technology in carrying out 
business processes, there are a significant number of articles about its adoption at the individual level. 
In addition, the number of these articles has noticeably grown in the past few years. On the other hand, 
there are a limited number of research-based studies about the adoption of mCommerce at the organi-
zational level, with few conducted in the KSA.

The following are some of the identified gaps. Stoica et al. (2005) believed that “the patterns of mCom-
merce adoption and its impact on the business strategy in an environment which is highly influenced by 
government participation has yet to be explored in business research” (p. 215). Furthermore, Okazaki 
(2005) revealed that research in the field of managerial issues in mobile Internet adoption is sparse. 
Additionally, there is a very limited amount of research in the area of wireless enterprise (Varshney et 
al., 2004; Varshney & Vetter, 2000; Vrechopoulos, Constantiou, Sideris, Doukidis, & Mylonopoulos, 
2003; Yuan & Zhang, 2003).
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Apart from the overt focus on adoption studies there are no clear models used to determine exactly 
what factors influence, drive, and ultimately facilitate successful mCommerce adoption. Studies such as 
(Bhatti, 2007; O’Donnell, Jackson, Shelly, & Ligertwood, 2007; Sgriccia et al., 2007; Tiwari et al., 2006; 
Zheng & Ni, 2006) are exploratory in nature, defining conceptual categories and extracting themes from 
case studies. This has led to a specific set of unrelated exploratory studies with emphasis on adoption, 
success factors (Zeeshan, Cheung, & Scheepers, 2007) and the impact of payment services (Hassinen, 
Hyppönen, & Trichina, 2008; Henten, Olesen, Saugstrup, & Tan, 2004; López Catalán & Díaz Luque, 
2008; Mallat & Tuunainen, 2008).

Research so far has also not considered organizational factors in much depth and has instead concen-
trated on broad geographical areas such as Japan for example, or the adoption of specific organizational 
technologies (Henten et al., 2004; Varshney et al., 2004). A recent review of the literature (Alfahl, Sanzogni, 
& Houghton, 2012) found that across a broad range of these studies no single research model, unified 
or otherwise, has been appropriated in the study of mCommerce adoption in organizations. Drawing 
on the work of others, a series of factors studied in isolation emerges. Alfahl et al. (2012) proposed 15 
adoption factors that may affect such adoption. This paper took the challenge by furthering the authors’ 
research questions stated earlier. To achieve this, this research adopt a quantitative research method test 
the mCommerce organizational adoption model from (Alfahl et al., 2012) for validity. Hence, the main 
goal for conducting this research is to test mCommerce organizational adoption model from (Alfahl et 
al., 2012). Such model may help in understanding the different factors that may affect the intention to 
adopt mCommerce services in organizations. Producing a conceptual model to support organizations 
when adopting and implementing mCommerce services can be considered a significant contribution to 
the literature (Narduzzi, 2001; Stoica & Roach, 2006).

FACTORS AFFECTING INTERNET ADVERTISING ADOPTION IN AD AGENCIES

According to Alfahl et al. (2012), mCommerce Organizational Adoption Model contains adoption fac-
tors that were identified from the literature by combining many theories and models including diffusion 
of innovation (Rogers, 2003), unified theory of acceptance and use of technology (Venkatesh, Morris, 
Davis, & Davis, 2003), technology acceptance model (Davis, 1989; Davis, Bagozzi, & Warshaw, 1989), 
theory of reasoned action (Fishbein & Ajzen, 1975), and other theories. Alfahl et al. (2012), defines each 
adoption factor separately with a proposition as well as the supporting literature. These propositions are 
investigated in the present study to confirm their validity and to see if the factors have an effect on the 
mCommerce organizational adoption within the Saudi context.

A quantitative research method is applied to this research in order to consolidate the findings from 
previous research. In this research, a survey questionnaire is designed to test, modify, and refine the 
conceptual model and the hypotheses adopted from previous research. At this research, a well-known 
quantitative technique called Principal Components Analysis (PCA) is applied to refine and reduce the 
number of variables that influence the adoption of mCommerce in organizations and modify the proposed 
conceptual model. The purposes of conducting this analysis are to reduce the number of independent 
variables by keeping the ones deemed to be significant and eliminating the less- important ones, to 
understand the structure and the relationship of the variables included in the study, and to construct a 
questionnaire that can be used in future research to measure the variables. Field (2013) stated that these 
three reasons are the main use for PCA. Because it “transforms a large number of correlated variables 
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into a few uncorrelated principal components, PCA is a dimension reduction method” (Saporta & Niang, 
2009). In addition, Armeanu and Lache (2008) stated that “PCA is a multivariate data analysis technique 
whose main purpose is to reduce the dimension of the observations and thus simplify the analysis and 
interpretation of data, as well as facilitate the construction of predictive models”.

The survey questionnaire was designed by identifying the items that can measure the various mCom-
merce adoption variables identified from the literature. Most of these items or questions were adapted 
from the existing literature and theories as well as other studies in the field of new technology adop-
tion. Furthermore, a scale to measure different items was designed after identifying the items. As this 
research is focused on the Saudi market, the information sheet and the questionnaire were translated to 
Arabic. The information sheet and the questionnaire were translated into Arabic using the back transla-
tion technique (Chapman & Carter, 1979). Besides the paper-based version, the questionnaires also had 
online versions that were designed using Google docs.

The seven components which emerged from the PCA are further contextualized and classified based 
on the items that cluster around each one. These seven components were grouped into two groups—
organizational / environmental and technological—as illustrated in the following section. The resulted 
seven components are labelled as follows: Performance expectancy (PE); Organizational readiness (OR); 
mCommerce features and opportunities (MFO); Compatibility of mCommerce services (CMS); Policy 
and legal environment (PLE); Social influence (SI); Top management support (TMS).

The target population of the survey was employees from both telecommunication and banking sectors 
within the KSA. From the online survey questionnaire, only 64 responses were received. The response 
rate was difficult to count since the number of people who came across the online survey is unknown 
due to the fact that the survey was posted many times to social media sites for two months. The paper-
based survey was distributed physically to banks and telecommunication companies. In this research, 
80 questionnaires were distributed to both banks and telecommunication companies in a random way, 
and only 38 valid responses were received. The response rate for the paper-based survey questionnaire 
was 47.5 per cent. Overall, 102 responses were received, 64 online and 38 paper-based.

When conducting PCA, three main steps should be considered: assessment of the suitability of the data, 
components extraction, and components rotation and interpretation (Pallant, 2011). In order to assess the 
suitability of the collected data and know if the sample is adequate to run PCA, the Kaiser-Meyer-Olkin 
measure of sampling adequacy (KMO) should be applied (Field, 2013; Kaiser, 1970). Many researchers 
suggest that KMO can be acceptable if its value is above .5 (Field, 2013; Kaiser, 1974). However, Kaiser 
(1970) stated that “it appears that we don’t have good factor-analytic data until measure of sampling 
adequacy gets to be at least in the .80s, and really excellent data does not occur until we reach the .90s”.

In this study, PCA technique was used to extract the components that account for most of the variation 
in the data. This technique is the right choice since the aim of this study is to explore the data in order 
to generate future hypotheses (Field, 2013). After applying the previous method to extract the underly-
ing components, the researcher has three techniques that can be used to decide about the number of 
components to retain. These techniques are Kaiser’s criterion, scree test, and parallel analysis (Pallant, 
2011). Kaiser’s criterion, or the eigenvalue value of 1.0 or more rule, is one of the most commonly used 
techniques (Field, 2013; Hutcheson & Sofroniou, 1999; Pallant, 2011).

In order to simplify the interpretation of components to be retained, factor rotation can be applied 
(Hutcheson & Sofroniou, 1999; Pallant, 2011). Researchers can make a simple interpretation for compo-
nents if a group of points have fallen on or close to the axes; this can be achieved graphically by rotating 
the axes of the graph, which presents the data points in a way that the variables are loaded maximally 
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to a particular component (Field, 2013; Hutcheson & Sofroniou, 1999). The two types of rotation are 
orthogonal and oblique (Field, 2013). The most common orthogonal rotation method is the Varimax, as 
it attempts to minimize the number of variables which have high loadings on each component. On the 
other hand, the most common oblique rotation technique is Direct Oblimin (Pallant, 2011).

The number of the valid responses obtained from the quantitative survey consists of 102 cases of 
employees who work in the two target sectors. The 102 collected cases can be divided based on the 
method of collection, namely online and paper-based questionnaires. An independent samples test which 
compares paper-based and online surveys was conducted and it shows that there is no difference detected 
between the results of the two questionnaires. The following are the results of the SPSS analysis that 
provide a description of the study’s sample. Of the participants, 91.2 per cent are between 21 and 40 
years of age, and almost 63 per cent are between 31 and 40 years of age.

Moreover, approximately 54 per cent of participants have a high monthly income of more than 11,000 
Saudi Riyals. Overall, almost 81 per cent of respondents earn more than 7,000 Saudi Riyals per month.

Almost all participants (99 per cent) use smartphones. In addition, 93.1 per cent of participants are 
Saudis (see Table 1). Around 58 per cent of the participants are employees in the Saudi banking sector.

PCA was conducted using SPSS on the 47 items included in the questionnaire, by applying varimax 
rotation. The results showed that twelve components can be extracted, and these components in total 
explain 74.94 per cent of the total variance. The scree plot was unclear and the determination of the 
twelve components was based on the Kaiser’s criterion (eigenvalue > 1) as suggested by Field (2013), 
Hutcheson and Sofroniou (1999), and Pallant (2011). Based on the sample size of 102 cases, items that 
have loading of less than .512 have been ignored as suggested by (Field, 2013). The Kaiser-Meyer-Olkin 
(KMO), which measures the sampling adequacy for the analysis, is .817. The resulted KMO is accept-
able since it is above .5 (Field, 2013; Kaiser, 1974). All KMO values for individual items were above .5 
except the two items that measure complexity with values of .404 and .348 as shown in the anti-image 
matrix from the SPSS output. The communalities table which represent the proportion of common 
variance within a variable shows that all items have a communality value of more than .605, and the 
average communality value is almost .75. Based on Rotated Component Matrix, a matrix of the factor 
loading for each item onto each component, the analysis will be repeated without the eight items that 
did not load in the first set of the analysis at .512 namely: OC3, TMS3, SF3, ICTI1, SEC2, SN1, SN2, 
and Compatibility1. In addition, the two items Complexity1 and Complexity2, which have KMO values 
lower than .5, will be dropped as suggested by (Field, 2013). Therefore, the analysis will be repeated 
without the inclusion of these ten items.

PCA was again run by loading 37 items and applying varimax rotation as well. The results showed 
that nine components can be extracted, and the sum of these components explained 72.55 per cent of the 
total variance. The determination of the nine components to be extracted from the PCA was also based 
on the Kaiser’s criterion (eigenvalue > 1). According to Field (2013), each item must have a loading 

Table 1. Participants’ nationality

Frequency Percent Valid Percent Cumulative Percent

Valid

Resident 7 6.9 6.9 6.9

Saudi 95 93.1 93.1 100.0

Total 102 100.0 100.0

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



175

Mobile Commerce Adoption
﻿

of at least .512 to determine if it contributes to the definition of components. The KMO for this set of 
analysis is equal to .840, which is acceptable since it is above .5 (Field, 2013; Kaiser, 1974). All KMO 
values for individual items were above .5. Based on Rotated Component Matrix, two items, namely 
TRU1 and TRU2, did not load at .512 or more onto any of the nine components. Therefore, the analysis 
will be repeated without the items that did not load as suggested by Field (2013).

PCA was again conducted on the 35 items by applying varimax rotation. The results revealed that 
only eight components can be pulled out explaining 71.47 per cent of the total variance. The extraction 
of eight components was based on Kaiser’s criterion (eigenvalue > 1). Based on the sample size, an item 
loading of at least .512 was also used to determine the items that cluster in the same components (Field, 
2013). The KMO for this analysis is equal to .837, which is acceptable since it is above .5 (Field, 2013; 
Kaiser, 1974). Based on the Rotated Component Matrix, two items, namely SEC1 and Compatibility2, 
did not load to any of the eight components at .512 or more. Hence, the analysis will be repeated without 
the items that did not load as suggested by Field (2013).

PCA was conducted again on 33 items with varimax rotation. The KMO for this analysis is equal to 
.838 as presented in Table 3. The KMO is acceptable since it is above .5 (Field, 2013; Kaiser, 1974). 
In this study the sample size of 102 cases can be described as “meritorious” (Field, 2013; Hutcheson 
& Sofroniou, 1999; Kaiser, 1974). All KMO values for individual items were above .5. After PCA was 
run, eight components had eigenvalues over Kaiser’s criterion of 1, and in combination they explained 
72.90 per cent of the total variance (see Table 2).

An item loading of at least .512 was also used to determine the items that cluster in the same com-
ponents (Field, 2013) and all the 33 items have loading of more than .512. Table 3 shows the Rotated 
Component Matrix which presents the item loading after the rotation.

SOLUTIONS AND RECOMMENDATIONS

The aim of PCA as used in this study is mainly to reduce the number of variables that affect the in-
tention to adopt mCommerce in Saudi banks and telecoms and group them under a small number of 
components. Hence, correlated items are grouped together under one component. The initial approach 
to the analysis consisted of loading the original 47 items used to measure the fifteen adoption factors 
in this research project. During the preliminary analysis, and to determine if the resulting components 
are related, a simple correlation was run on the saved components scores and this test shows there is no 
relationship between the twelve components that resulted from the preliminary analysis. As a result, an 
orthogonal rotation strategy should be used as suggested by Starkweather and Herrington (2014). Using 
an orthogonal rotation is more applicable as this type of rotation allows for component independency.

FUTURE RESEARCH DIRECTIONS

As mentioned before, the main objective for conducting this research project is to identify the factors 
that influence the intention to adopt mCommerce in Saudi in Saudi telecoms and banks. Attaining such 
an objective and constructing a conceptual model for mCommerce organizational adoption is the main 
contribution for this research project.
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Table 2. Total variance explained (SPSS output)

Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadings

Total % of 
Variance

Cumulative 
% Total % of 

Variance
Cumulative 

% Total % of 
Variance Cumulative %

1 10.780 32.667 32.667 10.780 32.667 32.667 7.355 22.289 22.289

2 4.335 13.137 45.805 4.335 13.137 45.805 3.851 11.670 33.960

3 2.031 6.156 51.960 2.031 6.156 51.960 2.503 7.586 41.546

4 1.814 5.498 57.458 1.814 5.498 57.458 2.242 6.795 48.341

5 1.441 4.367 61.825 1.441 4.367 61.825 2.145 6.501 54.841

6 1.338 4.054 65.879 1.338 4.054 65.879 2.111 6.398 61.239

7 1.180 3.576 69.456 1.180 3.576 69.456 1.979 5.998 67.237

8 1.137 3.444 72.900 1.137 3.444 72.900 1.869 5.662 72.900

9 .906 2.746 75.646

10 .865 2.620 78.266

11 .739 2.240 80.506

12 .692 2.096 82.603

13 .600 1.819 84.421

14 .585 1.771 86.193

15 .521 1.578 87.771

16 .479 1.450 89.221

17 .451 1.367 90.588

18 .352 1.066 91.654

19 .349 1.057 92.711

20 .317 .960 93.672

21 .275 .835 94.506

22 .265 .803 95.310

23 .229 .695 96.004

24 .203 .614 96.618

25 .198 .600 97.219

26 .186 .563 97.782

27 .150 .453 98.235

28 .137 .416 98.651

29 .125 .379 99.030

30 .097 .294 99.324

31 .087 .265 99.589

32 .076 .230 99.819

33 .060 .181 100.000
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As this research is only concentrating in Saudi banks and telecoms, there are seven components that 
may affect the intention to adopt mCommerce in Saudi banks and telecoms. Future work should duplicate 
the study in other sectors as well as other countries, including both developing and developed nations.

Table 3. Total variance explained (SPSS output)

Component

1 2 3 4 5 6 7 8

PU2 .881

PU3 .875

PU4 .854

PU1 .849

RA5 .823

Job-Fit3 .823

RA4 .815

Job-Fit2 .718

RA1 .558

RA2 .554

OC1 .804

ICTI2 .772

ICTI4 .766

ICTI3 .728

OP2 .678

OP1 .622

SEC3 .721

PEU1 .617

RA3 .548 .607

PEU2 .556

Compatibility3 .815

Compatibility4 .704

Job-Fit1 .688

PLE2 .779

PLE3 .753

PLE1 .712

SF1 .796

SF2 .734

SN3 .623

TMS2 .826

TMS1 .685

OC2 .755

ICTI5 .652
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CONCLUSION

This research project successfully identified a number of factors that affect the intention to adopt of 
mCommerce in Saudi banks and telecoms. Furthermore, producing a conceptual framework for mCom-
merce organizational adoption can be considered as the main contribution for this research. This research 
project is one of the first steps needed to develop a framework that can help to explain the organizational 
intention to adopt mCommerce services. The study delivered an early stage mCommerce organizational 
adoption model applicable to the KSA. The findings established that the components included in this 
model explain approximately 72.13 per cent of the total variance in such adoption.

Based on the above findings, performance expectancy (PE) presents the expected gains that can raise 
both employees and organizational performance when adopting mCommerce services. The above analysis 
revealed that nine items from three factors (perceived usefulness (PU), relative advantage (RA), and 
job-fit) load on PE component. The above results revealed that PE has a positive effect on the intention 
to adopt mCommerce in Saudi banks and telecoms. To support such finding, Venkatesh et al. (2003) 
found that PE is one of the most significant determinants for the adoption of information technology 
in organizations. Bhatti (2007), Snowden, Spafford, Michaelides, and Hopkins (2006), and (Yaseen & 
Zayed, 2010) believed that PU affects the adoption of mCommerce. The literature also revealed that 
PU significantly affects the adoption of new technologies (Davis, 1986; Davis et al., 1989; Grandon & 
Pearson, 2004; Subramanian, 1998). Additionally, RA can be a significant factor that affects the adop-
tion of new technologies (Moore & Benbasat, 1991; Rogers, 2003; Sait, Al-Tawil, & Hussain, 2004). 
Furthermore, job-fit can be considered a direct determinant of user acceptance of new technologies 
(Thompson, Higgins, & Howell, 1991).

The above analysis suggested that organizational readiness (OR) is based on the organization’s readi-
ness to adopt mCommerce services in three areas: culture, policies, and infrastructure. The above findings 
showed that six items from three factors: information and communication technologies infrastructure 
(ICTI), organizational culture (OC), and organizational policy (OP) loaded on the OR component. The 
previous analysis revealed that OR can have a positive effect on the intention to adopt mCommerce in 
Saudi banks and telecoms. Molla and Licker (2005) found that eCommerce adoption by businesses in 
developing countries is significantly influenced by some dimensions of organizational e-readiness. On the 
other hand OR, including financial and technological resources, was not found to be a significant factor 
in the decision to adopt eCommerce by small and medium US businesses (Grandon & Pearson, 2004). 
The reason behind such insignificance may occur as they investigated a different technology in different 
country and settings than the current study. ICTI, OC, and OP affect the adoption of new technology 
which is supported by the work of Léger, Cassivi, and Fosso Wamba (2004); Yang (2005); Elahi and 
Hassanzadeh (2009); Premkumar and Ramamurthy (1995). OECD (2007) revealed that business self-
regulation is a requirement to produce mCommerce regulations in any country and protect customers.

The above results showed that mCommerce features and opportunities (MFO) as a component rep-
resent the expected features that are embedded in mCommerce services and the potential opportunities 
of providing such service. The five items which are associated with the three factors (perceived ease of 
use (PEU), RA, and security) loaded on this component. The analysis of the data revealed that mCom-
merce features and opportunities can have a positive effect on the intention to adopt mCommerce in 
Saudi banks and telecoms. This is also supported by Bhatti (2007), Snowden et al. (2006), and Yaseen 
and Zayed (2010). The literature also suggests that PEU can be considered an important adoption factor 
affecting the adoption of new technologies (Davis, 1986, 1989; Davis et al., 1989; Grandon & Pearson, 
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2004; Subramanian, 1998; Venkatesh et al., 2003). Furthermore, two studies considered security a sig-
nificant factor that affects the adoption of mCommerce services (O’Donnell et al., 2007; Yang, 2005).

The above analysis revealed that compatibility of mCommerce services (CMS) to the employee’s 
work as well as to the current organizational systems can be represented by this component. As shown 
in the analysis above, three items from two factors (compatibility and job-fit) loaded to CMS. The above 
findings revealed that CMS can have a positive effect on the intention to adopt mCommerce in Saudi 
banks and telecoms. Compatibility of eCommerce to the firm’s culture, value, and preferred work prac-
tices were found to be influential factors in the decision to adopt eCommerce by small and medium US 
businesses (Grandon & Pearson, 2004). The literature also showed that compatibility can be a significant 
factor that affects the organizational adoption of new technologies (Elahi & Hassanzadeh, 2009; Moore 
& Benbasat, 1991; Rogers, 2003; Sait et al., 2004; Venkatesh et al., 2003).

As mentioned before, policy and legal environment (PLE) includes all the relevant governmental 
regulations that have impacts on mCommerce adoption and use in organizations. The above analysis 
suggested that three items (PLE1, PLE2, and PLE3) are related to the factor PLE. The above findings 
showed that PLE can have a positive effect on the intention to adopt mCommerce in Saudi banks and 
telecoms. This finding supports previous mCommerce studies such as O’Donnell et al. (2007), OECD 
(2007), Sharma, Murthy, and Sundar (2006), Tiwari et al. (2006), and Yang (2005).

Based on the above findings, social influence (SI) as a component describes how other organizations 
affect the organizational decision to adopt mCommerce services. The above analysis suggested that 
three items associated with two factors (social factor (SF) and subjective norms (SN)) loaded to the SI 
component. The current study found that SI can have a positive effect on the intention to adopt mCom-
merce in Saudi banks and telecoms. Venkatesh et al. (2003) indicate that SI is one of the significant 
determinants for the adoption of information technology in organizations. Yaseen and Zayed (2010) 
revealed that social and cultural values significantly affect the adoption of mCommerce by individuals. 
The literature also suggested that the diffusion of new technologies in organizations can be influenced 
by SF (Al-Somali, Gholami, & Clegg, 2009; Dutta & Roy, 2003; Thompson et al., 1991; Venkatesh 
et al., 2003). Additionally, Bhatti (2007) stated that SN can be a major determinant in the adoption of 
mCommerce. The literature also revealed that SN can predict the users’ intention to use and adopt new 
technologies (Davis et al., 1989; Mathieson, 1991; Taylor & Todd, 1995; Venkatesh & Davis, 2000; 
Venkatesh et al., 2003).

As mentioned before, top management support (TMS) refers to “the senior executives’ favorable 
attitude toward, and explicit support for information systems” (Sabherwal, Jeyaraj, & Chowa, 2006). 
Based on the above findings, only two items loaded to the TMS component. The previous analysis sug-
gested that TMS can affect the intention to adopt mCommerce in Saudi banks and telecoms positively. 
Researchers also found that TMS affects the adoption and implementation of mCommerce (AlHaj Ali, 
2005; Chang, Peng, Hung, Chang, & Hung, 2009) and of new technologies in organizations (Elahi & 
Hassanzadeh, 2009; Premkumar & Ramamurthy, 1995; Teo, Chan, & Parker, 2004).

Based on the findings, three components can have a significant effect on the adoption of mCom-
merce in Saudi banks and telecoms. These components are performance expectancy, organizational 
readiness, and mCommerce features and opportunities. Performance expectancy is the most important 
component as it explains almost 34.48 per cent of the total variance. The second significant component 
is the organizational readiness, which explains 13.34 per cent of the total variance. The third important 
component is the features and opportunities associated with the introduction of mCommerce services 
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in organizations; it explains approximately 6.38 per cent of the total variance. These three components 
in total explain 54.2 per cent of the total variance.

There are some limitations to the current study. The first limitation of the research is that it is con-
centrated on the Saudi market. This can be a limitation since it is focused on one country only and the 
results may not apply in another context unless confirmed by other research. The second limitation of 
this research is that the sample size of the research was relatively small with 102 complete cases. The 
third limitation is that the number of female participants can be considered as quite low.
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ABSTRACT

The digital era has brought along the exponential growth of the economic and technological oppor-
tunities that entities can access and implement in the development of their own activities, along with 
a series of threats with strategic impact. Being a global, multinational, sustainable, profitable, and 
credible concept, it also involves a leadership connected to market threats for the entity. Moreover, this 
leadership must be adaptable, identifying with the vision of the entity and conveying it to its members 
through the organizational culture it cultivates, but above all a leader who understands and is aware 
of the functioning of the entity, both managerially and economically. And in order to achieve this, a 
permanent assessment and re-evaluation of the entity’s performance is imperative. This chapter seeks 
to understand the economic and managerial mechanisms of operation to base the making of pertinent, 
real, and especially timely decisions in counteracting the threats of a turbulent environment while in-
creasing the potential of the entity.
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INTRODUCTION

Every entrepreneur is even now facing the influences of the megatrend and scenario; thus, it is vital 
for the future of the business to take prudent decision in order to assure its stability and growth (Leyer, 
Stumpf-Wollersheim & Kronsbein, 2017). The first step in using planning and using megatrend and 
scenario analysis for the longer-term business strategy development is to determine its relevance to the 
business. Comparing megatrends with the current business to create a collision with it and therefore 
revealing the point where the megatrend would intersect the business (Paton & McCalman, 2008). At 
that point, the megatrend forces the business to change its development course and the entrepreneurs are 
also forced to consider three possibilities: intersection with their business which implies “leaving the 
business in the dust”, providing acceleration for the business, and a parallel position of the megatrends in 
the business with no direct impact on it. All these future challenges can be avoided when entrepreneurs/
decision-makers assess the projected value of innovation against a range of scenarios using a full set of 
strategic key performance indicators (KPIs).

KPIs are the vital navigation instruments used by entrepreneurs to understand whether their business 
is having an increasing trend or whether it needs a change of direction. The right set of the indicators 
will shine light on performance and highlight areas that need attention. Without the right KPIs the en-
trepreneurs/decisions-makers are just sailing blindly. They understand the performance of all the key 
dimensions of their business by distilling them down in to critical KPIs who will equip them with the 
skills to understand, measure and interpret the most important aspects of the business.

However, the question that is on the wall of each entrepreneur is how are they going to build a strong 
KPIs system? Defining the strategy and the objectives that the business is aiming to achieve represents 
the first step in building the KPIs strength (Olson, Slater, Tomas & Hult, 2005). The key indicator must 
be related to the most critical aspects of the business. If the KPI is linked to the strategy and strategic 
priorities, then it must be meaningful and relevant. They become meaningful if they help decisions-
makers answer to a key business question (KPQs). For this reason, it is recommended to develop between 
one and three key performance questions for each of the strategic objectives. Those questions help the 
entrepreneurs identify the real information needed and guide it to the right indicators. Because every 
company has a different strategy and strategic priorities, every company requires a unique set of KPIs 
(Lin, Peng & Kao, 2008).

KPIs have to be owned and understood by everyone in the organization (Guo, Chen, Long, Lu & 
Long, 2017). People must understand the rationality of measuring the performance and have some level 
of ownership of the metric. In that way, the KPI become the critical decision support tools. For entre-
preneurs, it is important to explain to the company the way in which the KPI is linked to the strategic 
objectives and how KPI respond at strategic questions.

Same authors consider the KPIs be the “measures that help decision makers define and measure 
progress toward business goals. KPI metrics translate complex measures into a simple indicator that 
allows decision makers to assess the current situation and act quickly” (Meuer, 2017; Hurley, 2002).

The KPIs are the result of Druker development idea “A strategy without metrics is just a wish. And 
metrics that are not aligned with strategic objectives are a waste of time” (Guo, Chen, Long, Lu & 
Long, 2017). Despite the availability of enabling technologies, dashboard use didn’t become popular 
until the late 1990s, with the rise of key performance indicators (KPIs), and the introduction of Kaplan 
and Norton’s Balanced Scorecard (Hartnell, Ou & Kinicki, 2011). Today, the use of dashboards forms 
an important part of Management by Objectives (MBO), a management model that aims to improve 
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performance by clearly defining objectives that are agreed to by both management and employees and 
align to overall organizational objectives (Hurley, 2002). A principle of Management by Objectives is 
the establishment of a management information system to measure actual performance and achievements 
against the defined objectives. MBO benefits include improving employee motivation and engagement, 
and better communication between management and employees. A KPI Framework groups related KPIs 
together to provide greater structure and context, and optimize efforts and understand how performance 
of certain KPIs impact other KPIs (Pieper, Trevor, Weller & Duchon, 2017). Examining individual and 
cross-organizational metrics and making use of the information is much easier with a well-designed 
KPI dashboard. You can make comparisons, see trends over time, see distribution, and see relationships 
between different areas of the organization. Sharing information across multiple parts of the organization 
supports more streamlined problem-solving, collaboration, and forecasting (Paton & McCalman, 2008).

To develop a powerful KPIs dashboard the entrepreneurs must choose three priority goals and have 
no more than three KPIs per goal. Focus on linking KPIs or measures to the goals that are most direct 
and supply the most evidence (Homburg & Pflesser, 2000). KPIs may need to be adjusted, but when they 
are, is important to keep them relevant, and keep the overall number of KPIs lean using SMART criteria. 
Properly designed, KPI dashboards let know if the business needs maintenance or if it is running at peak 
performance. They are easy to read and understand, easy to update, aligned to best practices around 
visual presentation of information and constructed to enable decisions to be made at a glance. The KPIs 
dashboards are a storehouse for current status snapshots and historical trends that will help the decision 
makers answer to critical questions: “Does my company is strong enough to face all that changes? / Does 
my decisions are based on real predictions that are aimed to provide me a sustainable business? / What 
are the key elements that make a successful company? / I can measure this key element?”

Based on past data, a key performance indicator is necessarily reactive. In other words, it shows you 
that a problem has occurred. The decision-makers can examine contributing factors to find any culprits 
for poor overall performance, and take the right remedial action (Pieper, Trevor, Weller & Duchon, 2017). 
However, damage may already have been done. Dissatisfied customers may voice their complaints to 
others. In general they are more likely to criticize an enterprise than satisfied customers are to praise it. 
By the time your KPI has shown you there is something wrong, you may have lost valuable customer 
goodwill together with future revenues and profits. It would clearly be preferable to have indicators that 
give you information about what is likely to happen in the future, and not only what has happened in the 
past. Depending on who is talking about them, you may hear such indicators being called KPPs (key 
performance predictors).

Demand forecasting and planning are examples of predictions that use indicators in order to reach 
a conclusion. Those indicators may include sales information about with deals to be closed this month, 
deals in progress and the number of new leads generated per month. They may also include information 
about the economy and about exchange rate trends, if goods and services are being supplied in different 
countries (Hartnell, Ou & Kinicki, 2011).

The future usually contains more unknowns than the past. Whereas many standard industry models 
exist for the “rear-view” or diagnostic KPIs we were discussing before, the prognostic KPI (or KPP) that 
looks ahead will often need to be customized. Predictive indicators can be used to take preparatory actions 
to ensure that indicators stay at 100%. It is also worth mentioning that KPIs based on historical data (the 
rear-view, diagnostic KPIs) may also have predictive capabilities. Trend analysis from historical data may 
also give a glimpse of the future. Looking at past results for KPIs can reveal deeper underlying changes 
or seasonal effects, both of which can be used to enhance the predictive power of the KPI concerned.
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On the other hand, Benchmarking in today’s volatile, uncertain, complex, and ambiguous economic 
environment is the key to controlling entities that have understood and accepted that in order to remain 
on the market, it is necessary, regardless of the field of activity, to consider Vision Pillar - Innovation 
as essential (Henczel, 2002). Against the backdrop of rising generations, scarcity of resources, the rate 
of change is known to continue to accelerate. New social, technological, environmental, political trends 
converge to create disruptive and disturbing forces, remodeling consumers’ behaviors and preferences, 
going in-depth and responding to how / when / where?

On the other hand, the managers are an element that profoundly marks organizational culture (Amagoh, 
2008). The special qualities of the managers, their professional and managerial training, and the specific 
capacities directly influence the organizational culture. Of course, the highest influence is given by top 
level managers, then middle managers (Ashkanasy, 2011). They can adopt a simple strategy that moves 
in the middle of employees to communicate with them and to sensitize them to the values they would 
like them to adhere to.

Many managers develop and report on their subordinates to communicate their organization’s values 
and objectives. Other times, video cassettes are distributed to employees to highlight the role of each 
in achieving the company’s goals. Each manager is concerned with communicating the values of the 
organization and integrating these values into their own actions (Rowland & Hall, 2014).

Foreign managers present in Romania appreciate the good professional training of Romanians, in-
novation, creativity, sociability, ability to engage in solving situations, the ability to learn quickly and to 
adopt everything that is Western, but disapprove of the inappropriate use of time, the tendency to solve 
the tasks at the last moment, the work in jumps, the impression that they can do anything and they are 
good at everything. It has been found that Romanians are particularly motivated by rewards, and especially 
by the material ones. Also, Romania’s economic situation, the level of inflation, the devaluation of the 
national currency, the standard of living directly and indirectly affects the components of organizational 
culture: the aspirations of employees, their expectations, beliefs, behaviors.

In Romanian companies it is necessary to create a model of values compatible with the basic rules of 
the market economy, to form and consolidate a strong managerial organizational culture. In an organiza-
tion characterized by such an organizational culture, the values must not only be declared but supported 
by concrete actions.

The experience of competitive Western firms shows that sometimes the values of organizational 
culture conflict with the system of objectives. Surviving through a strong organizational culture requires 
attachment to values, even with the sacrifice of short-term financial interests.

Most initiatives of benchmarking across an entity have pursued competitive advantage through time, 
quality, cost, effectiveness, and customer satisfaction. The motivation to apply benchmarking by the 
leader of an entity suggests that it wants one of the processes within the entity to be consolidated.

This chapter intends to identify and analyze the perspective of benchmarking and key performance 
indicators in Romanian SMEs from the perspective of quality, cost, effectiveness, and customer satisfaction.

BACKGROUND

Today, organizational culture is one of the concepts of widespread use in practice and in management 
theory, benefiting from continuous development (Cameron & Quinn, 2011). Specialists are currently 
trying to explain and demonstrate the role of organizational culture in increasing the efficiency, per-
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formance and competitiveness of the firm (Barney, 1986; Lim, 1995; Denison, 1990; Hartnell, Ou & 
Kinicki, 2011; Schneider & Somers, 2006; Tong & Arvey, 2015).

In Romania we identify mainly two types of organizational cultures: bureaucratic culture and entre-
preneurial culture.

Bureaucratic culture is the one that characterizes state-owned enterprises, educational and health 
institutions belonging to the state, military institutions. This culture is arrogant, focused on the inside of 
the system and highly politicized. An adaptation of this culture to the environment is difficult because 
there is no strategic thinking and knowledge of performance management issues. Within these organiza-
tions, hostile relationships between employees, between employees and managers are distinguished, and 
work results are not considered important.

Entrepreneurial culture can be distinguished mostly within private organizations, characterized by 
greater power of adaptation to the environment and by greater openness to new values and strategies that 
lead to positive results. Employees are given a set of values, rules that lead to the creation of a relaxed 
and professional environment: respect and respect for the client, employees and community, creativity, 
involvement, courage and attachment to the organization.

Successful companies increasingly manifest themselves as true open systems, whose position in 
the market depends not only on their internal resources, but also their relations with configuration and 
external entities with complementary skills. External network of the company is basically an extension 
of the internal borders between the two types of networks becoming increasingly difficult to identify.

External networks of companies, based mainly on cooperation, may develop spontaneously with 
operators working in the same territory, usually in close proximity and belonging or industry, or suppli-
ers, specialized service providers, distributors etc. to rationalize the various phases of production and 
distribution of goods (Allan, 1993; Henczel, 2002; Deutsch & Silcox, 2003). Integration into external 
networks such synergistic effects materialized in generating competitive advantages for its members.

The managerial vision implies both a good knowledge of the past and the present, as well as ability 
to make attractive and practical reflections for the future that resonate with the soul and mind of the 
members of the organization (Tajeddini, 2015). Realistically, the second level prepares the guidelines 
that the organization must follow to succeed.

Benchmarking as the management tool and the leader’s vision is outlined. Some entities, by applying 
this method, have even changed and improved the field in which they operate, raising it to a different 
level, shaping new horizons, and even becoming themselves Benchmark / standards of excellence, used 
in the process of measuring practices, performances an entity, markets, industries. Regardless of the 
motivation, cultivating an external view of industry and competitors must be a priority to manage the 
business carried out in this economic vortex (Fisher, 2010).

In addition, specialist literature brings attention to several variants whereby an entity may decide to 
apply the Benchmarking method to improve its performance (Arsenault & Faerman, 2014; Ahearne et 
al., 2010; Delaney & Huselid, 1996). It may mean applying:

•	 Strategic Benchmarking: Used when the organization wishes to improve its overall performance 
by examining strategies and approaches that have made it possible to achieve high performance 
“by certain entities;

•	 Process Benchmarking: Used when trying to improve processes and critical operations in gener-
ating organizational performance;
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•	 Competitive Benchmarking: Enhanced performance of the entity by benchmarking of key prod-
uct and service characteristics obtained by competitors;

•	 Functional Benchmarking: The entity’s performance is analyzed in comparison with other se-
lected entities in different sectors of activity. The purpose of this type of analysis is to improve the 
performance of similar functions to other entities;

•	 Internal Benchmarking: Improves the performance of a department of an entity (eg “business 
unit”) as compared to another department within the same entity;

•	 External Benchmarking: The entity’s performances are analyzed against the “best in class” of 
the market;

•	 International Benchmarking: An entity’s performance analysis is performed by comparison 
with the performance of other entities on a particular international market.

Leaders’ decision to apply Benchmarking to their entity can be taken as a result of the desire to con-
tinuously improve performance as a result of preventing threats that may arise or as a result of capitalizing 
on the external or internal environment (Hurley, 2002; Becker & Huselid, 1998).

Applying the Benchmarking method involves passing it through a complex process of performance 
comparison, a process that will take place within a predetermined time, and on which it is imperative 
to establish stages to justify its deployment at the end and to ensure the efficiency reflected in the syn-
chronization of the vision leader with increasing entity performance (Alstete & Beutell, 2018; Kaplan 
& Norton, 2006; Galbraith & Lawler, 1993).

The classic Benchmarking method requires that complex performance benchmarking and process 
compiling go through several stages (Lin, Peng & Kao, 2008):

•	 Planning Phase, Which Involves: Identifying the area of the subject being treated by bench-
marking / Defining the objectives and criteria that will be used to assess the performance of the 
entity / Selecting the benchmarking type / Identifying the competitors / Producing an action plan 
/ Developing a communication strategy / Allocation of resources and selecting the project team / 
Obtaining the leader’s agreement;

•	 Data and Information Gathering, Seeks: Gathering performance information / Selecting and 
contacting competitors / Developing together with competitors a mutual understanding of the pro-
cedures to be followed / Preparing the questions, agreeing on the terminology and performance 
indicators that will be Use / Gather information using the chosen method, questionnaires, inter-
views, visits, telephone, fax, email / Examining and comparing the results for analysis;

•	 Analyzing the Results: Identifying performance differences between the entity being analyzed 
and competitors / Explaining these performance differences / Ensuring that these comparisons are 
relevant and credible / identifying opportunities to improve performance;

•	 Recommendations: Examine the feasibility of measures to improve performance according to 
the entity’s own conditions / agree on performance improvement measures / Produce a report on 
the benchmarking project, report containing proposed recommendations / obtaining stakeholder 
support for action corresponding to the recommendations;

•	 Implementation of Recommendations: Implementation of action plans / Performance monitor-
ing / informing stakeholder;
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•	 Monitoring and Review: Evaluation of the benchmarking process and results related to perfor-
mance objectives and criteria as well as overall efficiency / Periodic reassessment of performance 
benchmarks.

Among the advantages that turn benchmarking into a strategic tool include: helps identify oppor-
tunities for improvement, is the source of creativity and change; generates potential improvements in 
efficiency and effectiveness, both in current operations and strategy; helps establish internal priorities, 
align with strategy and customer expectations; supports improving productivity strategies (Behery, 
Jabeen & Parakandi, 2014); provide qualitative and quantitative information; helps to know your own 
activity and to appreciate all dimensions of performance; is a tool that links the organization (Akgün, 
Keskin & Byrne, 2009); people need to cooperate and learn how they work and how others think; this 
generates interdepartmental knowledge; is an effective tool for planning and implementing the change 
process that leads to improvement when knowledge is converted into action plans that lead to competitive 
advantages; increases the company’s understanding of its forces and weaknesses towards competitors 
and signals the existence of competitive disadvantages; sets pragmatic goals based on an external vision 
(Chan, Shaffer & Snape, 2004).

A too high rate of personnel change within the organization may have many negative aspects. Among 
these, the most important is the cost of staff change. Business organizations will scale up their initial staff 
costs as well as the costs associated with their change so that the profitability targets are not compromised.

The change of staff, however necessary, will cause changes in the organizational structure. Employees 
have to work in addition to being a substitute for the vacancy. Many plans can be or need to be recon-
sidered, and teamwork may no longer be possible when one of the participants is no longer present. If 
the employee in the organization was popular and loved by others, this change may be due to a general 
morale, which negatively affects motivation.

The employee’s decision to stay or to be the organization is one that can be analyzed with the tools 
specific to the theory of economics, as we would expect the organization to do when calculating it. 
Profitability of the workforce flow. In the case of the employee, the cost-benefit analysis can be applied 
to explain his decision to the organization; the determining factor is mainly the incentive system that 
characterizes the organizational environment.

Although all these advantages recommend it as a strategic tool that leads to improved performance, 
there are also critics, circumspect in terms of its usefulness. In this respect, through a review of literature, 
Longbottom identifies three trends in the literature (Agha, Alrubaiee & Jamhour, 2012):

•	 Traditionalists: Who explain how Benchmarking works and insist on its major long-term 
advantage;

•	 Criticism: Shows that rapid changes in the environment alter the importance of change through 
Benchmarking, so it generates slow and significant improvements. They are the followers of radi-
cal improvement through business process reengineering;

•	 Modernists: Argue for the use of global (integrated) models. They accept that Benchmarking is 
often perceived as an act of imitation or copying, but it shows that it actually supports more in-
novation than imitation.
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In this context, what the leader can do is build, orientate managerial culture, and provide a logical 
and credible view of where the business should go and what performance is required of its members 
(Cocca & Alberti, 2010). Leaders must therefore ensure that they have created the right organizational 
framework for company employees to showcase their skills and initiative, to capitalize on their knowledge 
at the highest levels without the need to build sophisticated or inflexible control systems.

USING INTEGRATED PERFORMANCE INDICATOR SYSTEMS 
IN THE DIGITAL ECONOMY: A CRITICAL REVIEW

Various methods and tools have been designed and used over time to assess organizational phenomena, 
culture and organizational performance respectively (de Waal & Kourtit, 2013; Taticchi, Tonelli & 
Cagnazzo, 2010). One of the questions frequently raised by management specialists relates to what is 
important for the organization to be assessed: the organizational climate or organizational performance 
of the firm?

In-depth analysis of organizational performance research requires the consideration of both quantitative 
and qualitative research (Yadav & Sagar, 2013). Qualitative research involves an interpretative approach 
to the subject under study by using and collecting empirical materials (case studies, observation, visual 
materials, interviews, human stories) describing common and special moments in the lives of individuals 
and organizations. Among the methods used by a series of sciences, applicable to organizational culture 
research, the most important are: observation method, experiment method, method of conversation, psy-
chological investigation method, biographical method, modeling and simulation method, psychometric 
test method, monograph method.

The method of observation lies in the intentional pursuit and accurate recording of the various be-
havioral manifestations of the members of the organization (Anand & Kodali, 2010). In essence, the 
method involves observing conduct, verbal expressions, physical products (uniforms, offices and outward 
appearance), interpersonal relationships, cultural norms and values, attitudes and beliefs, habits and 
work processes. The observation allows the direct knowledge of reality, identifying both the material 
elements of the organizational performance and some behavioral manifestations of the organization’s 
members, negative or positive.

Applying this research method also involves a number of disadvantages, such as the fact that it is not 
economic, having to passively anticipate the behavior; unintentional changes can be made to the facts 
studied; the factors involved cannot be tracked simultaneously; the information is often very rich, but 
not all of the same importance.

The psychological investigation method allows us to obtain information about the psychic life of a 
group of individuals by using oral or written questions (Alhyari et al., 2013). Researchers use two forms 
of this survey: based on an interview when questions are asked orally and based on a questionnaire when 
questions are written.

The information resulting from organizational performance research must be processed and presented 
in an accessible, synthetic and relevant form. Thus, statistical and mathematical methods and graphical 
methods are used in practice, such as: prediction tests, group conversations, in-depth conversations, 
motivational study, factorial, multidimensional analysis, etc.

In many cases, the employee’s lack of satisfaction (material and professional) contributes decisively 
to the decision to resign. It may simply fail to find interest in the job, when the task becomes overly 
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monotonous or boring, or it is possible that it does not use its knowledge or skill in its execution. Not 
knowing about wages and other material benefits, working hours or job security are also a powerful 
incentive to change the job. The organization, however, has much more control over the elements that 
affect the resignation of employees, these being related to the personnel policy adopted in the field of 
work or the decisions taken by the governing body.

Sometimes employees are very happy with the work they do, but they have problems with the company 
itself. The work environment is a tool and they cannot do anything about creating better working condi-
tions. Employees who are not happy with the working conditions will give their superiors or colleagues 
negative feelings about the organization and its rules, the opportunities it offers, and the chances of the 
organization and organization become bigger.

This method is used both to create a clearer picture of the company’s cultural profile and to provide a 
database for further interventions. Based on other methods of identifying organizational culture, S.W.O.T. 
aims to rearrange the elements of the cultural profile corresponding to the following categories: Strengths, 
Weaknesses, Opportunities and Threats. Based on the Benchmarking, the strengths and weaknesses, 
the causes that generated them and their implications for the performance of the organization will be 
analyzed and presented.

Morphological analysis is a way to analyze and predict the components of organizational perfor-
mance. This allows the decomposition of performance into component elements and their analysis in the 
context of profound changes in organizational culture in response to changes in the company’s external 
environment.

Value analysis is another technique of organizing and processing the values of individuals and organi-
zational performance (Andriole, 2010). This method provides information about what people value more 
or less, about what they value as desirable in correspondence with certain intentions, expectations and 
ideals. In organizations where employees are more concerned with meeting the basic, elementary needs, 
their behavioral choices are restricted, which leads to a decrease in their contribution to increasing the 
efficiency of their work. In strong economic firms, employees have higher aspirations, both spiritually 
and materially, which leads to their participation in organizational performance.

Impact analysis helps to get insight into the interaction between organizational performance and the 
external environment (Becker & Huselid, 2006). This type of method provides the possibility to anticipate 
the possible consequences of managerial decisions as a result of the impact of different environmental 
changes on the organizational performance in order to guide and control the development of the firm.

As a major difference, this method analyzes managerial performance by trying to assess its context, 
connect it to the performance of the organization, and discover ways to change it.

Critical Incident Technique Classification as a qualitative method is due to the possibility of a pro-
found approach to the subject, of obtaining a rich material of high authenticity and allowing individuals 
to clarify the meanings they associate with certain organizational components (Olson et al., 2005).

As one of the most studied subjects in the management, the integrated systems of performance in-
dicators and their influence in the ascension of an organization are today the ground for the assertion 
of many ideas, much of them controversial, a state determined by the various ways of approaching its 
problem, which led to the shaping of major research directions. The use of the method aims at identify-
ing common themes and perceptions and on this basis identifies predominant behavioral patterns of the 
members of the community in certain circumstances.

Acceptance and assumption by top managers not only of their formal role within an entity but also 
of the informal one contributes to building a strong managerial performance. Involving managers in 
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setting the mission and objectives of the entity in defining policies and action strategies that only make 
operational the stakeholder’s vision make the managerial culture of an entity the link between all the 
elements that can ensure organizational performance.

SOLUTIONS AND RECOMMENDATIONS

Regardless of the method used, of a qualitative or quantitative nature, it is important for the initiators 
of the audit of organizational performance and / or management performance to consider establishing 
conclusions that provide generally valid information in the context of the diversity of values, beliefs, 
opinions and attitudes of individuals of an organization.

Studies based on ethnographic analysis require a great involvement of researchers in the life of the 
organization so that they perceive the whole social construction of the organization, but within it, and 
even experimenting with these elements themselves (Chen & Fu, 2008; Rowland & Hall, 2014; Homburg 
& Pflesser, 2000). Therefore researchers must observe the daily activities of the organization, study cer-
emonies and rituals, to understand the significance given various artefacts, study verbal and nonverbal 
languages used to capture existing stories and myths etc.

The analysis of organizational evolution can be an information base for the analysis of organizational 
performance. It is advisable, however, to treat information sources carefully since much of the documents 
in which these reports are presented are likely to appeal to the general public and are therefore often 
changing financial information’s. For this reason, the analysis of organizational evolution is usually as-
sociated with other methods of investigation and analysis of organizational performance.

FUTURE RESEARCH DIRECTIONS

Today’s world differs, through a series of essential aspects, from what we have been used to for a long 
time. The value and performance are the successful formula for effective and modern management of 
companies. “Measuring performance means appreciating value, and knowing value, means” to translate 
‘performance’.

Traditional entity operations are now disruptive by new technologies that remove barriers to entry for 
agile players. Challenged by the evolution of a fragmented market, the pragmatic adoption of new tech-
nologies represents new opportunities for new market players to innovate and develop business models 
that generate profit. Even powerful leadership entities have difficulty finding and finding anchorages in 
this new economic environment that will keep their competitive advantage and face the new threats to 
remain performing. The impact of Internet of Things (IoT), Cloud Computing, Distributed Intelligence, 
and Robotics on entities in 2020-2030 will be very strong. Only a thorough knowledge of the entity and 
the operations, transparency of management processes and financial knowledge of the external environ-
ment especially threats innovation in order to increase product and service quality, diversification and 
creation of internal mechanisms to respond to forces disruptive together with a managerial culture in 
which the leader has the force to influence from almost to the world, ensures that he remains in the market.
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CONCLUSION

Considering the megatrends of economic environment and the concept of “vision” developed at level of 
strategic union (European Union), country/state (Kenya, Saudi Arabia) or economic sector (construc-
tion, oil and gas industry) and to gain some understanding of the future, four possible scenarios of how 
the economic environment could look in twenty years, have been developed to help the companies to 
create sustainable business plans, flexible and adaptable. Two variables: conflict versus harmony and 
evolution versus revolution and the interaction of these two variables has resulted in four scenarios of 
the state of the business world in 2030.

Megatrends signify major changes to the economy, society, and our personal lives – therefore they 
may represent material opportunities or challenges for businesses. External to companies, megatrends 
can give rise to new competitors, business models, customer segments or needs, and business contexts 
altogether. And internal to companies, megatrends can result in a need for new capabilities, offering, 
marketing mix, go-to-market models, and production processes. For these reasons, companies that con-
sider megatrends and their impact on their business should be better positioned for long-term sustained 
growth. Key performance indicators is already used by numerous supply chains to improve management 
and performance. New horizons of the entities in improving their performance bring in action predic-
tive KPIs or KPPs into the mix. These predictive KPIs are likely to be more specific to the enterprise 
concerned than the historical KPIs used so far. On the other hand, looking at how other sectors are us-
ing predictive business intelligence is likely to yield additional inspiration for improving supply chain

For many Romanian organizations, Benchmarking is still a little overlooked, on the one hand because 
of the lack of necessary financial resources, on the other hand, of a poor awareness of the importance 
of these investments in the medium and long term.

From the point of view of the improvement of the organizational performance, the following propos-
als can be recommended:

•	 In a world where competition is fierce, a leader can no longer meet his responsibilities without 
having managerial skills and knowledge. It is proposed that the managers go through specializa-
tion courses to help them successfully solve the problems, which are becoming more and more 
complex;

•	 The impact of Benchmarking on company performance is obvious and does not require much 
demonstration. The increase in performance gives the firm greater opportunities to adapt to the 
market, greater flexibility and chances of success compared with competition, and seek to improve 
financial results;

•	 The development of Benchmarking can offer the creation and observance of ethical codes that 
guide their activity and eliminate as far as possible the adoption of unethical behaviors with nega-
tive impact on the image of the company on the market;

•	 The initiation of partnerships, mergers, takeovers that will lead to the reinvigoration of the firm’s 
activity becomes possible by taking into account the organizational element that influences the 
result of the company.

For the time being, the only alternatives for developing small and medium-sized businesses in Ro-
mania are: the ability to create new products and services, the ability to improve internal and external 
relationships so as to favor the creation of competitive advantages that will ensure success in the market.
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ABSTRACT

This noble algorithm to provide security to online data transfer is an excellent means by which security 
can be received in transferring data over the network, and it cannot be detected by any technique or tools 
available in the market with attacker, unwanted parties, and intruder. In this chapter, a noble algorithm 
to secure data in online transmission is proposed that provides one hundred percent security to online 
data. This process makes the communication one hundred percent secure.

INTRODUCTION

Transfer of information and sharing of information to distant locations has increased to large extent in 
today’s digital world. So it has become compulsory to secure this information transferred over internet. 
There are lots of techniques available to secure information transferred over internet example public 
key cryptography, private key cryptography, hashing algorithms and steganographic techniques. This 
algorithm will cover main advantage of steganographic techniques to keep the existence of secret mes-
sage unrevealed along with the benefit of making it impossible for intruder, attacker and third party to 
retrieve even a single bit of secret message. This algorithm is NP-Hard algorithm on network for intruder, 
attacker and third party but polynomial at receiver end. This is a basic algorithm and many applications 
based on different type of communication like Alpha-Numeric communication and other communica-
tion may be communicated by this ago. Case 2 of this algorithm gives one example of alpha-numeric 
communication which may be used by different security agencies with hundred percent security to data, 
lifelong two way communication with zero cost on security software and hardware (Pratheek, 2017).
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BACKGROUND

Type of Encryption Algorithms Detectable by Bit Comparison Tools

1. 	 LSB in GIF.
2. 	 Steganographic Technique based on Difference Expansion method.
3. 	 Hiding behind Corners.
4. 	 Hiding Secret Message in Edges of the Image (RELSB).
5. 	 Steganographic Technique based on Modulus Function and Pixel Value Differencing.
6. 	 Data hiding method based on interpolation technique.
7. 	 LSB principle of image steganography.

LSB in GIF

Palette based images, such as GIF images, are popular image file format commonly used on the Inter-
net. GIF images are indexed images where the colors used in the image are stored in a palette or a color 
lookup table. GIF images can also be used for LSB steganography, although extra care should be taken. 
The main issue with the palette based approach is that if one changes the least significant bit of a pixel, it 
could result in an entirely different color since the index to the color palette gets modified. One possible 
solution to this problem is to sort the palette so that the color differences between consecutive colors 
are minimized. The main drawback of using GIF images in LSB steganography is that GIF images use 
to have a bit depth of 8 which means that information to be embedded is vey less as compared to other 
image formats. Second problem with GIF images is that these images are not secure to statistical as well 
as visual attacks, as the processing of palette processing to be done on the GIF images use to leave a 
clear signature on the image. This approach was dependent on the file format as well as the image itself, 
since a wrong choice of image could results in the message being visible (LSB in GIF, 2017).

Steganographic Technique Based on Difference Expansion Method

Difference Expansion (DE) is a more efficient and simple technique of data embedding used in digital 
images and is reversible in nature. In DE technique, one bit can be embedded into two pixels which are 
consecutive to each other. So it gives the maximum embedding capacity of 0.5 bpp. The main advantage of 
this technique was that it discovers extra storage space by exploring the redundancy in the image content. 
Both the payload capacity limit as well as the visual quality of embedded images of the DE method are 
the best along with a low computational complexity. The main problem with the difference expansion 
(DE) based reversible data hiding methods is that this technique is use to double differences between 
pixels in successive iteration. So this technique could not gain popularity. The DE is keen to statistical 
attacks as the level of distortions is high. DE based techniques use to have low payload capacity and 
could not be used for applications due to demand of high visual quality (Fridrich, Goljan & Du, 2001).

Hiding Behind Corners

There are techniques which do not take into account the cover image original information these cases 
use to drop certain marks on the cover image/stego image. In the technique of Hiding behind Corners 
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(HBC), cover image original information is not taken into account. Two algorithms were used in HBC 
based on using image filters to determine the effective hiding places in an image. They were Filter First 
and Battle Steg. The strength of Filter First was that it eliminates the need to provide any additional 
information such as original image. It was also very effective in hiding information (Wu & Tsai, 2003). 
Whereas the weakness of Filter First was that it was not secure, as an attacker can repeat the filtering 
process. It could be also much easier to retrieve the hidden information once the stego image is identi-
fied. The strength of Battle Steg was that it requires a password to retrieve the message. Its weakness 
includes the absence of a random seed so it was impossible to know where to place the shots and also 
it was possible for Battle Steg to never have a hit. Hiding behind Corners approach effectively utilizes 
edge areas but embedding capacity is less (Ni, Shi, Ansari & Su,2006).

Hiding Secret Message in Edges of the Image (RELSB)

Hiding Secret Message in Edges of the image introduced a new least significant bit embedding algorithm 
for hiding secret messages in non-adjacent pixel locations at the edges of images. Here the messages 
were hidden in regions which were least like their neighboring pixels i.e. regions that contain edges, 
corners, thin lines etc so that an attacker will have less suspicion of the presence of message bits in edges, 
because pixels in edges of an image appears to be much brighter or dimmer than their neighbors. Edges 
can be detected by edge detection filters such as a 3x3 window Laplacian edge detector. One common 
disadvantage of LSB embedding was that it created an imbalance between the neighboring pixels. Here 
this imbalance was avoided by flipping the gray-scale values among 2i-1, 2i and 2i+1. The various 
strengths of this scheme were that an attacker will have less suspicion to the presence of message bits in 
edges because pixels in edges appear to be either much brighter or dimmer than their neighbors and it 
was also secure against blind steganalysis. It also limits the length of the secret message to be embedded. 
The main disadvantage with this scheme was that the embedding capacity was relatively low. It could 
not make full use of edges during embedding (Li, Zeng & Yang, 2008).

Adaptive Data Hiding in Edge Areas of Images With 
Spatial LSB Domain Systems (AE-LSB)

Here a new adaptive least-significant bit (LSB) steganographic method based on pixel-value differencing 
(PVD) was proposed. The difference value of two consecutive pixels estimates how many secret bits to 
be embedded into the two pixels. Pixels located in the edge areas were embedded with more secret bits 
than that located in smooth areas. The range of difference values were adaptively divided into lower 
level, middle level, and higher level. It is ensured in the phase of readjustment that the level of consecu-
tive pixels remains same both before and after embedding. The division of range [0, 255] values is done 
between different levels. It is required for extraction that the value of difference should belong to same 
level before and after embedding. This scheme provides more capacity and better quality than the PVD 
and was an improved version of PVD. The main disadvantage with this scheme was that it was less 
tolerant to steganalysis (Wu & Tsai, 2003).

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



203

A Noble Algorithm to Secure Online Data Transmission One Hundred Percent at Zero Cost
﻿

Steganographic Method Based on Pixel Value 
Differencing and Modulus Function

High Quality Steganographic method with PVD and Modulus function was an extension of PVD based 
approach. This technique first calculates the difference value between two consecutive pixels and then 
modulus operation was used to calculate their remainder. To embed the secret data between two pixels 
their remainder is modified. The difference value taken use to decide the hiding capacity of the two 
consecutive. It is assumed that as much Lesser is the difference value that much smoother is the area, 
this means that only less secret data will be embedded and vice versa. The strength of the scheme was 
that it could greatly reduce the visibility of the hidden data than the PVD method. Since the scheme 
used the remainder of the two consecutive pixels it was more flexible. However, a loophole exists in the 
PVD method. Presence of secret data is revealed with the help of unusual steps in the histogram of pixel 
differences in this technique pixels which are modified are to be dispersed all around the whole cover 
medium or stego image and this contaminates many smooth regions (Marvel, Boncelet & Retter, 2007).

Data Hiding Method Based on Interpolation Technique

Reversible data hiding method based on Interpolation Technique (IT) concealed data into interpolation 
errors. Instead of using the nearest neighbor interpolation technique, an image interpolation algorithm 
was used to obtain the interpolation errors. The reference pixels are adaptively selected in the cover 
image and pixels other than the reference pixels are interpolated. Interpolation errors are obtained by 
subtracting the interpolated pixels from the original image. Data bits were concealed by modifying the 
interpolation errors. Because reference pixel values were not changed in the embedding process, the 
same set of interpolated pixels could be obtained in the decoding process and thus, the embedded data 
bits could be extracted and the original image was restored. In this technique, they reduced the number 
of reference pixels in smooth regions and increased the number of reference pixels in complex regions. 
But the distortions in the output image were\ much higher in histogram shifting method. However, in 
most cases, the number of reference pixels affects the payload and the stego image quality (Mao, Chen 
& Lian, 2004).

Edge Adaptive Image Steganography Based on LSB Matching (EA-LSBMR)

The least significant bit (LSB) based steganography is the most common type of steganographic ap-
proach. In most existing approaches, the choice of data hiding positions within the input cover image 
mainly depends on a pseudo random number generator (PRNG). Here the relationship between the image 
content and the size of the secret message to be embedded is not considered.

Even very low embedding rate will modify the smoother regions in the stego / cover image which 
will make the poor quality of image. It is easy for the stegano analyst to identify this type of images. In 
the techniques like LSB Matching Revisited (LSBMR) user has the option to select the region based 
on threshold value to embed the data. The threshold value will be calculated based on the size of secret 
message and the difference between two adjacent pixels in the cover image (S-Tools for Windows).
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Synthesis of Literature Review

It is concluded that no available technique claim hundred percent security in communication. If we make 
search on google about hundred percent secure communication then scientificamerican.com and many 
other website say that nothing is hundred percent secure in communication. Along with this available 
techniques are very costly and not in reach of ordinary man, requiring millions of dollar cost on hard-
ware and software.

MAIN FOCUS OF THE CHAPTER

This is an algorithm to create session for secure communication which is two way and lifelong. In this 
algorithm to create session between two parties both receiver and sender first mutually agrees on one 
BIT Table with values 0 and 1 in table and retains one (Same) copy of BIT Table with each and main-
tains it secret as the case of physically key exchange method in key based algorithm where both parties 
take their key physically (By transportation). As it is known that all communication on computer is in 
binary form that is 0 and 1. So message to be sent is converted into binary and it is spread in bit table 
such that 0 of message match with 0 of bit table and 1 with 1 as explained in example given below. Af-
ter spreading binary bits of message in bit table locations of bit table are stored where bits of message 
are spread and location array with these locations is transferred over network as explained in example 
given below. On the receiver end values in location array location are retrieved from bit table available 
at receiver end received initially physically. These values are converted into character form which gives 
original message. Important point in this algorithm is that it is two way algorithm as sender can become 
receiver any time and receiver can become sender any time as both parties have same bit table mutually 
agreed and received physically (by transportation) as keys are exchanged in key based algorithms in the 
starting session.

NOBEL ALGORITHM TO PROVIDE A HUNDRED PERCENT 
SECURITY IN ONLINE TRANSMISSION AT ZERO COST

Encryption Algorithm (Explained in Figure 1)

1. 	 Take BIT Table mutually agreed upon by receiver and sender in starting of session;
2. 	 Take secret message;
3. 	 Convert secret message into binary;
4. 	 Spread the binary message such that 0 and 1 of message match with 0 and 1 of BIT Table;
5. 	 Store the location of BIT Table where digits of secret message are stored in their sequence;
6. 	 Make an location array of BIT Table locations;
7. 	 Transfer the location array over internet to receiver.
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Decryption Algorithm (Explained in Figure 1)

1. 	 Receiver side those values in location of BIT Table are read as given in location array;
2. 	 Store those values in sequence;
3. 	 Convert from binary to text form;
4. 	 Original message is retrieved;
5. 	 Decryption is complete.

Example

Suppose the message to be sent is digit 32 online using this noble algorithm. First convert 32 into binary 
which is:

1 0 0 0 0 0	

Figure 1. Flow diagram of proposed algorithm
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Suppose the given below BIT Table is mutually agreed upon by sender and receiver, copy given to 
both in start of session physically as key exchange mechanism in key based algorithm:

Sender spread the message in underlined locations that is:

So location array of BIT Table is:

Send this location array online over network and at receiver end read the values of BIT Table at loca-
tions given in Location array which is:

When these values are changed to character gives 32 which is original message.

CASE 2 (ALPHA-NUMERIC COMMUNICATION)

To make a session for alpha-numeric communication both receiver and sender has to mutually agree 
on Alpha-numeric table and distribute it by physical transportation means in starting once as bit table 
is exchanged in case 1.
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Suppose both receiver and sender agree on given below Alpha-numeric table and retains it con-
fidentially:

Alpha numeric table with plain text above and cipher below.

Example

Suppose the message to be send is:

UNIQUE ALGORITHM NO 1	

Then the cipher to be sent by any media orally, telephonically or by internet etc. is:

45,43,33,27,45,13,3,34,23,39,49,33,48,26,31,43,39,4	

and on the receiver side above cipher text is received and their respective plain text values are found 
from Alpha-numeric table available with receiver.

ISSUES, CONTROVERSIES, PROBLEMS

Expected Outcomes

1. 	 To design an algorithm which makes steganography undetectable by bit comparison tools or any 
other technique available over the internet;
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2. 	 New algorithm to secure image steganoghraphic file will be designed to provide hundred percent 
security and confidentiality in online transmission of data over internet with zero cost which is 
urgent need of today’s digital world as internet / world- wide web has become part of everyone’s 
life;

3. 	 Lifelong two way communication session will be created;
4. 	 Using this research cost of security software and hardware will be reduced to zero;
5. 	 Easy to use session with basic knowledge of computer will be created.

Problems

Steganography is the latest field of encryption and decryption where existence of hidden data cannot 
be detected. Secondly techniques available in market are detectable by bit comparison tools and other 
techniques which do not confirm hundred percent security, confidentiality of data transmitted over net-
work. Most widely acceptable technique available is LSB (least significant bit) but this technique also 
do not ensure hundred percent security to data transferred using this technique.

Computer Code

Implementation

This implementation (shown in Figure 2–Figure 13) is done in MATLAB and works according to algo-
rithm of Encryption and Decryption explained above.

Figure 2.
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Comparison to Available Technique

According to Scientific American and other data available online on search to google.com for ‘Hundred 
percent secure online communication’ no available technique has claimed hundred percent security in 
online communication. According to ScientificAmerican.com nothing is hundred percent secure but our 
algorithm gives hundred percent security in communication.

Figure 3.

Figure 4.
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SOLUTIONS AND RECOMMENDATIONS

Quality Analysis and Hardness of Nobel Algorithm

In this algorithm BIT Table is transferred manually as key are exchanged manually in key based algo-
rithms. This makes this communication two way which means that receiver and sender can mutually 
exchange each other and receiver can become sender, sender can become receiver as BIT Table is same 
with both receiver and sender.

Figure 5.

Figure 6.
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Secondly only location array is transferred over network which do not carry data values but carry 
the locations of BIT Table whose data values are to be picked to retrieve the original message. In this 
way it is like sending the memory address without allowing access to data values in those memory ad-
dresses which makes impossible for intruder, attacker and third parties to access the data which makes 
this algorithm as NP-Hard. NP-Hard is justified as data cannot be recovered by any means by intruder/
attacker/third party and makes this unbreakable by third parties. On the other hand at the receiver end it 

Figure 7.

Figure 8.
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is polynomial as both BIT Table and location array are available. This is NP-Hard on network as BIT-
Table is not available over network which is transferred manually as key exchange mechanism in key 
based algorithms.

This analysis confirms that it is hundred percent secure algorithm to transfer data over internet with 
zero cost of algorithm and within approach of every civilian. What is required to use this algorithm is 
internet connection with basic knowledge of computer fundamental.

Figure 9.

Figure 10.
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FUTURE RESEARCH DIRECTIONS

This algorithm is a example of Basic research so gives a basic concept should be used for all type of 
communication and may be extended for image, video and for file with other extensions in communi-
cation. In future it is expected from our side that all communication of govt. organizations across the 
world, all private organizations across the world and every individual over net should use this algorithm.

This algorithm do not impose any type of limitation for binary and alpha-numeric communication 
but security of BIT Table/ Alpha-numeric table is must to get all advantage of this communication.

Figure 11.

Figure 12.
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CONCLUSION

This algorithm confirms hundred percent security and integrity of data transferred using this algorithm. 
This algorithm is free of cost as any internet user with basic knowledge of computer fundamental can use 
it without any external requirement. Along with the above mentioned benefits the session made using this 
algorithm can be used for life long and for other communications like Alpha-numeric communication 
along with binary communication with zero cost on security software and hardware without any type of 
network complexity. The session made through this algorithm are two way as sender and receiver can 
mutually exchange each other and easy to use. If all network communication is shifted to principle of this 
algorithm security problems will be reduced to zero. When use of this algorithm is made for communica-
tion, quality of network becomes immaterial for data security point of view as this algo is NP-Hard over 
network and even unsafe network can not compromise the security of data transferred over net using this 
algorithm. The behind this is that location of data in BIT table/ Alpha-numeric table is transferred over 
net not the real data which is equivalent to sending memory address without allowing access to them. 
By making use of this algorithm cost on network security is reduced to zero as there is no importance 
of security quality of network as it is taken care by algorithm itself. If all communication is done using 
this algorithm it will reduce the billions of cost spent on network security software, hardware and anti-
virus etc. to zero benefitting the society completely. The significance of this technique is for all defense 
purpose across the world, for govt. organizations across the world, all private organizations across the 
world and every individual over net as this technique is in reach of every organization or individual over 
net requiring basic knowledge of computer and internet connection.
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ABSTRACT

The literature on the development of SMEs is clear: one of the most important obstacles to developing 
a private sector that also creates jobs is access to financial resources. This chapter presents the various 
economic players and their accessibility to finance: the public authorities, national, regional and lo-
cal, the enterprises, and then in particular the SMEs and the traditional civil society. It also shows the 
conditions that succeed with the most effective results, incentives for start-ups and further developing 
companies, and the way targets are to be measured.

INTRODUCTION

In his introduction to the book “Internationalisation of SMEs. How to succeed abroad?” present chair-
man of the EU Parliament and former vice-president of the EU Commission, Antonio Tajani wrote: 
“The shortage of appropriate funding is one of the crucial factors preventing SMEs from exploring 
the potential of global markets. I would thus welcome and encourage every initiative that can improve 
access to finance at the European, national or regional levels. At a time when European enterprises, 
in particular start-ups and enterprises in an early growth phase, face unfavourable lending conditions, 
we need a concerted effort to establish financial instruments and a legal framework that would enable 
SMEs to expand beyond Europe’s Single Market” (Lernoux, Boschmans, Bouyon, Martin & Van Cail-
lie, 2013). Access to finance varies greatly between countries and ranges from about 5 percent of the 
adult population in Papua New Guinea and Tanzania to 100 percent in the Netherlands (Demirgüç-Kunt, 
Beck & Honohan, 2008).
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One of the incentives for regional involvement is to stimulate them in taking responsibility on the 
management of the European Regional Development Funds based upon a regionally developed strategy 
(EU, 2016). The difference in approach is striking: the UK manages the ERDF per member state of the 
Union: England, Scotland, Wales (2 programs!), Northern-Ireland and Gibraltar. Countries organizing 
the ERDF funds in a centralized way are Romania, Slovakia, Slovenia, Croatia, Malta, Luxembourg, 
Lithuania, Latvia, Hungary, Finland, Estonia, Denmark, Cyprus, Czech Republic, Bulgaria and Austria. 
Countries having developed various strategic plans for their regions –and enabling them most likely 
to manage the funds themselves- are Belgium, France, Germany, Greece, Ireland, Italy, Netherlands, 
Poland, Portugal, Spain and Sweden. And then there is an overwhelming offer of some 330 cross border 
collaboration plans. Hereby the regional approach is aiming transnational regions, such as countries 
alongside the coast of the Adriatic and Ionian Sea, the Low Countries and the North of France, the 
Danube countries or the countries alongside the Baltic Sea.

There will always be inequalities in economic development within a country. The composition of the 
population, the presence of large economic players, the presence of good schools and universities make 
the ascendance of a population towards economic improvement easier in one region compared with 
other ones. But to arrive to these results, the effort should not come from the sole national government. 
Local and regional authorities can have an immense impact on the development of their region and city. 
Even if they only have authority and a lack of budget, their creativity and local cohesion and dynamics 
can achieve important improvements for their local population. One should read the testimonials within 
the list of mayors selected for the “Mayor of the World competition”, to be convinced that mayors and 
governors can make a difference. The mayor of the Greek island of Lesbos, Galinos (2016), for example, 
is among the top-10 mayors of 2016. “Although he didn’t have any responsibility with the immigration 
issue because he is a mayor and not a Minister of immigration policy, he bears the whole weight on his 
back, he helped the refugees as much as he could, and he created a very good camp, the best in Greece 
probably. He did the best for his island, and for the residents even many of them don’t understand it. If 
the mayor Galinos was not there at this time, the chaos would have arisen.”

This chapter intends hereby to develop the various aspects of the various economic players and their 
accessibility to finance: the public authorities, national, regional and local, the enterprises and then in 
particular the SMEs and the traditional civil society.

BACKGROUND

National, Regional, and Local Authorities

Authorities have the potential to create jobs. Their financial means are in many cases substantial and come 
from direct taxes and indirect taxes. Direct Taxes are taxes that are directly paid to the government by 
the taxpayer. It is a tax applied on individuals and organizations directly by the government e.g. income 
tax, corporation tax, wealth tax etc. Indirect Taxes are applied on the manufacture or sale of goods and 
services. Direct taxes can be determined and collected as well by national, regional as local authorities. 
Indirect taxes are mostly collected on a higher level than the local one. Both together create a budget on 
an authority’s level. Expenses should be done based upon the level of the budget. When the budget is 
exceeding the foreseen income, authorities start to have debts. Nowadays, authorities try to reach their 
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goals by combining their means with the means of the private sector, under public-private-partnership 
(PPP) constructions. In such cases the authorities provide with basic means, such as land, on which the 
private partner builds a motorway or an office building. The motorway or the office building is then 
managed by the private company during a long-term contract period against a rent for the use. This rent 
can be collected through payment booths on the motorway, or through an annual rent received from the 
authority that occupies the building with its staff. The purpose of the PPP-tool is that payment of the 
rent is integrated in the authority’s expense budget and is taken out of the authority’s investment budget 
and gives it space to perform other urgent investments which they are bound to do alone. One of the 
many examples of this methodology is the construction of the motorway Recife-João Pessoa in North-
East Brazil, where the use of the motorway paid back the investment in ½ years’ time. Sometimes local 
authorities appeal to good citizenship of the entrepreneurs of the region in order to sponsor events or 
sports teams, or in order to give a grant for the restauration of a city centre, like it was the case in the 
Turkish city of Gaziantep.

To this enumeration is added in recent years the technique of crowd funding. Crowd funding is a method 
of raising capital through the collective effort of friends, family, customers, and individual investors. 
This approach taps into the collective efforts of a large pool of individuals - primarily online via social 
media and crowd funding platforms - and leverages their networks for greater reach and exposure (The 
startups.co platform, 2018). Although crowd funding has been created in the first place to serve start-ups 
or starting initiatives who are unable to receive funds from the banks or from venture capitalists, because 
of the lack of return on investment, crowd funding is nowadays also used by local public authorities to 
set up programs with a large public benefit, such as erecting or repairing monuments, purchasing new 
attractive pieces for the local museum etc. The return is in this case not expressed in financial benefits, 
but in social benefits, such as being mentioned as crowd funder on the website, having free access to the 
museum etc. Last but not least, authorities can fund through grant and lending international programs. 
Grants are - generally partial - investments of an international body into a project defined and proposed 
by a regional or local authority, who also funds the non-covered part of the program. European Fund for 
Regional Development (EFRD funds) are one of these examples. In many countries, these means are used 
in order to reshape city centers and make them more attractive for inhabitants, visitors and investors. The 
reshape of Constanta city center in South-East Romania is a nice large scale example of this, whereas the 
construction of a multifunctional day center for socio-medical assistance in the neighboring municipality 
of Cumpana is a nice small scale example. Loans are also provided to governments or regional authori-
ties who guarantee the reimbursement of these. The APEX-loans granted by the European Investment 
Bank to governments of the Eastern Partnership enabled the latter to work out large scale turnaround 
programs for the agricultural sector in order to make them more competitive to the European market. 
In this way the government of Moldova was not only able to modernise its wine production sector, but 
also to set up a program for replacing traditional low performing crops in the agricultural sector into 
perennial crops such as nuts, apricots, apples and berries such as mulberries, blueberries, raspberries. 
A similar scenario took place in the Western Balkans. Since 2009, the EIB, the European Commission, 
the Council of Europe Development Bank and the European Bank for Reconstruction and Development 
have been cooperating under the Western Balkans Investment Framework (WBIF). This provides a joint 
grant facility and a joint lending facility for priority investments in the region. The objective is to simplify 
access to credit by pooling and coordinating different sources of finance and technical assistance, with 
a focus on infrastructure sectors, including social infrastructure.
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Small and Medium Sized Enterprises

Small and medium-sized enterprises (SMEs) are often referred to as the backbone of the European 
economy, providing a potential source for jobs and economic growth. SMEs are defined by the European 
Commission as having less than 250 persons employed. They should also have an annual turnover of 
up to EUR 50 million, or a balance sheet total of no more than EUR 43 million (Commission Recom-
mendation of 6 May 2003). The EU administration makes a distinction between micro-enterprises, 
with less than 10 persons employed, small sized enterprise with 10-49 persons employed and medium-
sized enterprises: with 50-249 persons employed. Most SMEs are micro-enterprises (MSMEs) created 
by private individuals to create employment for themselves and their family. Their first ambition is to 
survive and only few of them have also the ambition to expand. In many cases the first mentioned have 
trouble in finding the appropriate funding, especially when they are in the start-up phase. They can usu-
ally only borrow from private investors or relatives, who would typically ask between 100% and 120% 
interest rate. In case microfinance organisations exist in their country they also can appeal to this type 
of non-banking financial institution. The required interest rates of these organisations are also quite high 
(30%) because of the labour intensive type of service provided to MSMEs, where bank agents have to 
visit the farms, help them in setting up project and a reimbursement scheme, following up the project 
on a regular basis. They also pointed out that MSMEs have generally no access to regular banks due to 
a lack of collateral. Thanks to their specific structure, collateral is sometimes not required by this type 
of financial institution.

The banking sector plays its role for SMEs with a proven track record and a solid business plan. There 
are as well venture capital companies that take financial participations in companies as banks that give 
credits and credit lines according to the demand for working capital or for investments. But even in coun-
tries where access to finance is very much available, start-ups have still trouble in finding the necessary 
financial means. Support to SMEs is prevailing, even in well-established Western European countries.

The support to SMEs is a typical matter for decentralisation. The difference in approach is striking: the 
UK manages the ERDF funds per member state of the Union: England, Scotland, Wales (2 programs!), 
Northern-Ireland and Gibraltar. Countries still organizing the ERDF funds in a centralized way are Ro-
mania, Slovakia, Slovenia, Croatia, Malta, Luxembourg, Lithuania, Latvia, Hungary, Finland, Estonia, 
Denmark, Cyprus, Czech Republic, Bulgaria and Austria. Countries having developed various strategic 
plans for their regions –and enabling them most likely to manage the funds themselves- are Belgium, 
France, Germany, Greece, Ireland, Italy, Netherlands, Poland, Portugal, Spain and Sweden (Delcart, 
2017). The aim for a decentralized approach is also promoted in non-EU European countries. For the last 
3 years Ukrainian law authorises local governments to retain taxes and to use them for the development 
of their regions. Several regions and cities such as Kiev and Lviv have a fund to stimulate the develop-
ment of SMEs. Kyiv has also a budget for stimulating IT-companies to increase added value. IT sector 
companies are numerous in Kyiv, but most of them just execute orders from international companies. 
In Albania all municipalities were merged into 61 new entities, which were regrouped into 12 counties. 
The municipalities focus nowadays on practical development of their areas, on urban development and 
leave strategic development and the acquisition of funds for those purposes to the regional council.

The main obstacle in access to finance for SMEs is the following: how to cover risks in areas where 
there are insufficient assets to use as pledge? Even when assets are available as collateral, it is real value 
is difficult to calculate, since in many transitional economies the real estate market is inactive. One of the 
newly developed support tools to SMEs is the risk sharing tool. In this case an international development 
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bank guarantees a part of a credit bank’s portfolio in case some of the attributed credit become defective. 
Thanks to this tool, selected banks are able to give credit to customer companies who were hindered 
in their access to finance, and thus their development, because of a lack of collateral: start-ups, service 
companies without assets, companies investing in assets that become an investment product when they 
are operational (e.g. power plants to be built up). Customers appreciate the guarantee facility because 
it enables them to borrow the required sum, based on their real needs. The guarantee enables the bank 
also to extend the tenor of the loan.

Another type of guarantee is the counter guarantee. In this case a back-to-back guarantee from an 
international development bank is involved to a national financial guarantee institution that in turn pro-
vides guarantees to SMEs. This type of guarantee is only successful in Turkey. Other countries hesitate 
in setting it up.

In democracies, governments cannot influence the interest rates charged or offered by the Central 
Bank to the banking sector. And the interest rate of the Central Bank is influenced by the international 
appreciation or rating of a country’s economy. Therefore, in some cases, ministries also subsidize inter-
est payments of loans to individual companies, when the charged interest rates are considered a main 
obstacle for development. Enterprise Georgia e.g. manages the state programs for economic develop-
ment. They have a budget of some 5 m GEL for interest rate subsidies to manufacturing companies and 
the hospitality sector (during 42 months), and can also provide with an interest subsidy for 2 years for 
the leasing component. In Moldova e.g. agricultural producers groups receive 75% of the investment’s 
interest payments from the state agency AIPA. Young farmers and women farmers receive 15% on top 
of the regular subsidies.

Another tool for development is the creation of producers groups or co-operatives. A co-operative 
is a form of self-organisation of producers and consumers, aimed at increasing economic power and 
achieving economies of scale (Delcart, 2015). Although promoted by the EU, and although in effective 
in many countries, former communist countries talk about producers groups, and not about the very 
socialist oriented co-operatives. Co-operatives are again appreciated as a development tool of a region, 
but have to be run efficiently and require solidarity among the shareholder. In Cape Verde for example 
coffee planters as well as vineyards are organised in co-operations that buy the products at a fixed price 
and proceed to the fabrication of the end product and the commercialisation. But the coffee plants and 
vines are not planted and maintained structurally in order to forecast a certain production quantity 
(Delcart, (2016). In that case it is preferable to have solid contracts with post-harvest producers, who 
guarantee the buy up of the harvest.

Innovation as Key Lever for Regional Economic Development

One of the two winners of the 2018 Nobel Prize for Economy, Paul Romer, demonstrates how knowl-
edge can function as a driver of long-term economic growth. When annual economic growth of a few 
per cent accumulates over decades, it transforms people’s lives. Previous macroeconomic research had 
emphasised technological innovation as the primary driver of economic growth, but had not modelled 
how economic decisions and market conditions determine the creation of new technologies. Paul Romer 
solved this problem by demonstrating how economic forces govern the willingness of firms to produce 
new ideas and innovations. In that spirit, a joint initiative was taken in December 2012, between the 
EIB, the EIF, the European Commission, the Council of Europe Development Bank and the European 
Bank for Reconstruction and Development to launch the Western Balkans Enterprise Development and 
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Innovation Facility (WB EDIF). It contains a guarantee fund in which local banks are encouraged to 
build up new portfolios of SME transactions and thereby improving access to finance to SMEs in the 
Western Balkans countries. Enterprise Innovation Fund (ENIF) supports innovative SMEs in the Western 
Balkans in their early and expansion stage by providing equity finance through local funds management 
companies.

Civil Society Organisations

By civil society, we understand in Western Europe in the first place: chambers of commerce, labour 
organisations, employers organisations, cultural organisations, health care organisations, universities 
and technical university colleges and the press (Delcart, 2017). Civil society organisations in Eastern 
Europe are based upon the legal statute of the organisation, which has to be a non-profit organisation. 
All above mentioned organisations, who constitute the pillar of Western Europe’s “Fourth power”, are 
in many countries public organisations and therefore not included in the list. The American consultants, 
who set up the system in the last decade of the previous century, have been counting heads, and did 
not base their appreciation on the content of the organisation’s activity, when they have determined the 
power and impact of civil society in post-communist European countries. Which makes that nowadays 
most “not-for-profit” organisations in post-communist societies have been set up by political parties in 
order to influence the public opinion. And are therefore also not intending to collaborate, on the con-
trary (Nikolov, 2017). But according to international habits, non-profit organisations are financed with a 
mixture of means: private donations or charity, national, regional and local governmental subsidies paid 
with tax payers’ money, grants coming from European or international projects, and nowadays crowd-
funding. On the other hand, non-profit organisations can also create an income through their activities. 
A recent visit to the Chamber of Commerce of Moldova showed that this private non-profit organization 
has to develop its own income, through membership fees as well as through courses and seminars and 
through the organization of trade fairs.

PREFERENTIAL ACCESS TO FINANCE

In a democracy, one cannot avoid that projects with no benefit for society or without employment op-
portunities but with only the benefit for a limited number of investors are launched and financed. But 
when efforts are made with tax money, such as local, regional or national grants, one could expect that 
each project considered should meet a certain number of requirements:

1. 	 A project should in the first place create employment. In countries with low labour cost, often there 
is a form of solidarity among the population, in which people are put more easily at work. Western 
economists consider this pattern with disdain and are reluctant in front of this lack of productivity. 
Due to high unemployment and low labour costs in Eastern European countries, lots of SMEs are 
overstaffed. While they have a turnover well below the €50m threshold of SMEs, they often employ 
more than 250 staff and therefore are officially not considered as SMEs anymore by European 
bureaucrats;

2. 	 A project should be sustainable on the long run. Many subsidised projects in the past focused on 
the payment of salaries, but offering services for free to the public. Many cultural projects saw the 

 EBSCOhost - printed on 2/8/2023 7:36 PM via . All use subject to https://www.ebsco.com/terms-of-use



222

Stimulating Local and Regional Economic Projects and Technological Innovation
﻿

light in this way but disappeared as quickly once the pot of subventions was emptied. A project 
should focus on offering a service that is sufficiently attractive that other companies or private 
individuals should be willing to pay for it. This requires as well investment in machinery as in 
expertise. But also in market knowledge. This means that projects need stakeholders: government, 
the personnel, the business community, customers, the neighbourhood, the press etc. Even cultural 
or sportive initiatives should create direct or indirect sustainable income. It is therefore important 
that projects are thought over thoroughly, according to a structured implementation scheme. Result 
based management, considering the input and the resources to be introduced, the activity/ies to be 
developed, the various outputs to be delivered, but also considering the outcome on the long run 
and even a certain impact on society should be described in the business plan. This methodology 
enables the initiator to consider also the investments to be made and the turnover to be examined;

3. 	 The results of a project should also be measurable. This implies that measurement criteria should be 
fixed in advance. Measurement indicators should be agreed upon, also with the financial partners. 
But this is only part of the game. Enablers (Assumptions and Risks) & Constraints (assumptions 
and Risks) should be defined in advance and should be monitored on a regular basis and reported 
annually. Planning and monitoring should also be linked to accountability and success. Because 
in the end, the business person who introduces the project is to be held accountable, not only for 
success bit also for failure.

START-UPS, SCALE-UPS, AND ACCESS TO FINANCE

Start-ups are the group that incurs the most difficulties in its search for finance. Especially when their 
projects are based upon innovation and develop a new market. Often they have to rely on family or rela-
tives who believe in them. Interesting initiatives have been taken in several Western European countries 
(The Netherlands, Belgium) where national or regional authorities create a guarantee fund protecting 
partially the seed capital they collect from relatives and family. In countries with microcredit institutions, 
these organisations give loans up to 10.000 € also to start-ups. In urban centres their customers often 
start grocery stores, bakeries, small retail businesses or renovate rooms in their houses for AirBNB or 
Booking.com application. At the outskirts of the city the loans tend to be for green houses, cattle and 
poultry raising for the supply of the city. Credit officers do a monthly follow up by personal visit or 
phone, asking for additional needs.

A scale up (company) is a company who has an average annualised return of at least 20% in the past 
3 years with at least 10 employees in the beginning of the period (OECD Eurostat, 2018). The need of a 
scale cannot be met by traditional fund suppliers coming from the family. So-called “business angles”, 
venture capital suppliers but also regional and local authorities provide with capital or guarantee bank 
loans enabling the company to increase its capacity and enter into new markets.

When it comes to venture capital, the European Investment Fund created since 2015 a South Central 
Ventures fund focused on the Balkans. These investments are intended to fuel the international busi-
ness expansion and growth of the most promising tech startups that can show traction and prove their 
potential to “make it big”. Shares from already 17 companies started in Croatia, Serbia, Macedonia, 
Greece have been taken into the portfolio of the Fund together with the necessary technical support. 
These companies deal with various technological aspects such as booking for tourism and solutions for 
recreational boats, optimisation of advertising on social media platforms, fintech, connecting parents 
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and medical specialist in child treatment, telecom services, sales technology, business information and 
credit risk mitigation, generation of productivity reports in companies, helping farmers to reach sus-
tainable, resource-efficient and profitable production, etc. The same European Investment Fund is also 
managing a fund-of-funds for seed and venture investments in Croatia. EIF is currently in the process 
of selecting a fund management team that will set up an accelerator and a Venture Capital fund, with a 
focus on investments in start-ups, mentoring, incubation and follow-on VC investments in the successful 
portfolio companies (Delcart, 2017).

SOLUTIONS AND RECOMMENDATIONS

Digital economy plays the key role in regional development. In the first place there is IT and the Internet 
that are to be considered as the single most important sources of growth for national economies around 
the world. It is clear that European SMEs grow two to three times faster when they embrace digital tech-
nologies. And many of the applications that are developed in that way, are effective on a regional level.

The most important characteristics of virtual enterprises are: virtual enterprise value is created not 
added. The purpose of virtual enterprise is to create value by changing opportunities in its environment; 
Virtual enterprise is a temporary cooperation objectives. To capture a new opportunity quickly, coopera-
tion between distributed sites is required.

The Internet of Things is a new approach that steps outside the classical ICT environment creates a 
vast opportunity to young engineers and ICT experts to find new markets. They have to consider vari-
ous service sectors, such as buildings, energy, consumer and home, healthcare, traditional industries, 
transportation, retail and public safety, find various application groups such as commercial and industrial 
applications, but also infrastructure, elderly care, entertainment, safety, resource automation, surveillance 
equipment and tracking, store hospitality and many more. Developments of remote health control and 
intervention assurance are thought over and installed. The skill needed is ICT, but the environment can 
almost be every human activity there is.

The economy of the future will be made to scale ever higher, will be electronic and will be based on 
the forms developed by the Internet. The Internet is proving to be successful by creating and improving 
the shopping and ways of doing business. Soon, and this will go faster than we can imagine new or other 
specialist Internet economy will be the largest part of the infrastructure of the global economy.

The share economy took a new breath once apps on the smart phone were available: the principle of 
rental received a whole new content. The Green Economy collaborates together with the Share Economy, 
where bikes and electric cars are shared and used to bridge the last mile. And this phenomenon is not 
limited to Europe and the US, on the contrary: more than 2 million inhabitants of Bogota take the bike, 
scooter, roller skates or go on foot every week on the weekly cycloid. In addition, more than 120 km of 
public road is then closed for motorized traffic between 7 and 2 pm. The driverless car makes companies 
dream of car fleets that are shared among users that only order a car when they need to use one. The 
same can be done by companies who need personnel on a temporary basis, and that are unwilling to fill 
in the necessary paperwork. Online staffing applications offer companies the possibility to share staff. 
The same principle is offered to restaurants that make lunches that are not consumed in their restaurant, 
but in the customer’s home. The bikers are able to pass through heavy traffic and deliver hot meals 
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within minutes. The same bikers deliver also parcels in the framework of e-commerce. Together with 
the classic examples such as AirBnB and Uber, this new type of industry offers powerful perspectives 
on a regional and local level.

FUTURE RESEARCH DIRECTIONS

Economic regionalization is one of the key features of the world economy in the post-war period. It has 
led to the formation of new power centres, which exert an increasing influence on the ratio of forces 
in the contemporary economy. As with globalization, regionalization has emerged as an effect of in-
creasing interdependencies due to the development of the world labour division and the diversification 
of international specializations. Regionalization requires complementarity based on a similar level of 
development in order to be a coherent whole.

Regions and cities take more responsibility than ever. Not because national governments fail, but 
because they face problems that are specific to their environment. Really democratic countries consider 
this trend as an opportunity and share power with lower levels not reluctantly but with conviction. And 
even the classic lack of funds through taxes to realize something is tackled by the many alternatives 
that are at our disposal nowadays: crowd funding, charities, co-operatives, cross-border co-operation, 
European cohesion funds etc. But empowering cities and regions means also disposing of charismatic 
politicians with a vision and with a heart from their population and not for their pockets. Local and 
regional politicians are much more in the picture and more vulnerable to criticism. But their capacity to 
change things quickly is much higher.

CONCLUSION

There are advantages and disadvantages in the globalized world. Young people study longer and acquire 
more know-how. Thanks to technology, they also have a much larger window on the world. But they are 
often confronted with a hopeless situation created by politicians who act only out of their own interests 
and who neglect the interests of the country. But there, too, there are breakthroughs. We visited countries 
where the rule of law is applied much more strictly than in the past. We visited European countries with 
a young population who dare to take risks and who want to live in a stable country and have the neces-
sary attention to that aspect. A stable political environment: that is the basic requirement for economic 
growth. But that stability must also be sustainable. Growth is reversed when government leaders lose 
against sight of the general interest and are only committed to securing their own re-election.

We strongly believe in the role of regional players in the development of an economy. This approach 
can arrive at a very effective stage thanks to the triple-helix approach. The Triple Helix concept comprises 
three basic elements: (1) a more prominent role for the university in innovation, on a par with industry 
and government in a knowledge–based society; (2) a movement toward collaborative relationships among 
the three major institutional spheres, in which innovation policy is increasingly an outcome of interaction 
rather than a prescription from government; (3) in addition to fulfilling their traditional functions, each 
institutional sphere also “takes the role of the other” performing new roles as well as their traditional 
function (Etzkowitz, 2003). Institutions taking non-traditional roles are viewed as a major potential 
source of innovation in innovation.
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The entrepreneurial university takes a pro-active stance in putting knowledge to use and in broadening 
the input into the creation of academic knowledge. Thus it operates according to an interactive rather 
than a linear model of innovation. As firms raise their technological level, they engage in higher levels 
of training and in sharing of knowledge. Government acts as a public entrepreneur and venture capital-
ist, in addition to its traditional regulatory role in setting the rules of the game. Globalization becomes 
decentralized and takes place through regional networks among universities as well as through multi-
national corporations and international organizations. As universities develop links, they can combine 
discrete pieces of intellectual property and jointly exploit them. In current international competitive 
circumstances, innovation is too important to be left to the individual firm, or even a group of firms, the 
individual researcher or even a cross-national collaboration of researchers. Innovation has expanded from 
an internal process within and even among firms to an activity that involves institutions not traditionally 
thought of as having a direct role in innovation such as universities (Etzkowitz, 2003).

The basic requirement for economic growth is access to finance. That has also been understood by 
the international community. She will respond to this. No longer by giving loans to nations that are then 
filled in incorrectly. But by going to the end consumer: the SMEs. Because past crises have shown it: 
fraudulent management is not spent on SMEs. It is the exclusive area of large companies, which are re-
garded as dairy cows by shareholders or by overpowered managers. There is a lot of know-how available 
in emerging economies: both technological and with market knowledge. Only the elaboration of projects 
to make them sustainable and thus proposing them to financial partners requires foreign know-how. But 
it also requires a smoother collateral policy from the local government or central bank. And that is only 
possible when fraud with collateral is severely punished by the rule of law. In the meantime, much can 
be solved by offering guarantees from international development banks, through the organization of seri-
ous follow-up at the banks, by requiring an accounting at the companies, by introducing project-based 
thinking among the managers of SMEs.
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