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PREFACE
°

This book is unusual. Most books about data—Dbe they popular
books about big data, open data, or data science, or technical sta-
tistical books about how to analyze data—are about the data
you have. They are about the data sitting in folders on your com-
puter, in files on your desk, or as records in your notebook. In
contrast, this book is about data you don’t have—perhaps data
you wish you had, or hoped to have, or thought you had, but
nonetheless data you don’t have. I argue, and illustrate with many
examples, that the missing data are at least as important as the
data you do have. The data you cannot see have the potential to
mislead you, sometimes even with catastrophic consequences,
as we shall see. I show how and why this can happen. But I also
show how it can be avoided—what you should look for to side-
step such disasters. And then, perhaps surprisingly, once we
have seen how dark data arise and can cause such problems, I
show how you can use the dark data perspective to flip the con-
ventional way of looking at data analysis on its head: how hiding
data can, if you are clever enough, lead to deeper understanding,
better decisions, and better choice of actions.

The question of whether the word data should be treated as
singular or plural has been a fraught one. In the past it was typi-
cally treated as plural, but language evolves, and many people
now treat it as singular. In this book I have tried to treat “data”
as plural except in those instances where to do so sounded ugly
to my ears. Since beauty is said to be in the eye of the beholder,
it is entirely possible that my perception may not match yours.

xi
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xii PREFACE

My own understanding of dark data grew slowly throughout
my career, and I owe a huge debt of gratitude to the many people
who brought me challenges which I slowly realized were dark
data problems and who worked with me on developing ways to
cope with them. These problems ranged over medical research,
the pharmaceutical industry, government and social policy, the
financial sector, manufacturing, and other domains. No area is
free from the risks of dark data.

Particular people who kindly sacrificed their time to read
drafts of the book include Christoforos Anagnostopoulos, Neil
Channon, Niall Adams, and three anonymous publisher’s read-
ers. They prevented me from making too many embarrassing
mistakes. Peter Tallack, my agent, has been hugely supportive in
helping me find the ideal publisher for this work, as well as gra-
ciously advising me and steering the emphasis and direction
of the book. My editor at Princeton University Press, Ingrid
Gnerlich, has been a wise and valuable guide in helping me beat
my draft into shape. Finally, I am especially grateful to my wife,
Professor Shelley Channon, for her thoughtful critique of multi-
ple drafts. The book s significantly improved because of her input.

Imperial College, London
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Chapter 1

DARK DATA

What We Don't See Shapes Our World

The Ghost of Data

First, a joke.

Walking along the road the other day, I came across an elderly
man putting small heaps of powder at intervals of about 5o feet
down the center of the road. I asked him what he was doing. “It’s
elephant powder,” he said. “They can’t stand it, so it keeps them
away.”

“But there are no elephants here,” I said.

“Exactly!” he replied. “It’s wonderfully effective.”

Now, on to something much more serious.

Measles kills nearly a 100,000 people each year. One in 500
people who get the disease die from complications, and others
suffer permanent hearingloss or brain damage. Fortunately, it’s
rare in the United States; for example, only 99 cases were re-
ported in 1999. But a measles outbreak led Washington to de-
clare a statewide emergency in January 2019, and other states also
reported dramatically increased numbers of cases.! A similar pat-
tern was reported elsewhere. In Ukraine, an outbreak resulted
in over 21,000 cases by mid-February 2019.” In Europe there were
25,863 cases in 2017, but in 2018 there were over 82,000.% From
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1January 2016 through the end of March 2017, Romania reported
more than 4,000 cases and 18 deaths from measles.

Measles is a particularly pernicious disease, spreading unde-
tected because the symptoms do not become apparent until
some weeks after you contract it. It slips under the radar, and you
have it before you even know that it’s around.

But the disease is also preventable. A simple vaccination can
immunize you against the risk of contracting measles. And, in-
deed, national immunization programs of the kind carried out
in the United States have been immensely successful—so suc-
cessful in fact that most parents in countries which carry out such
programs have never seen or experienced the terrible conse-
quences of such preventable diseases.

So, when parents are advised to vaccinate their children
against a disease they have neither seen nor heard of any of their
friends or neighbors having, a disease which the Centers for Dis-
ease Control and Prevention announced was no longer en-
demic in the United States, they naturally take the advice with
a pinch of salt.

Vaccinate against something which is not there? It’s like using
the elephant powder.

Except that, unlike the elephants, the risks are still there, just
asreal as ever. It’s merely that the information and data these par-
ents need to make decisions are missing, so that the risks have
become invisible.

My general term for the various kinds of missing data is dark
data. Dark data are concealed from us, and that very fact means
we are at risk of misunderstanding, of drawing incorrect conclu-
sions, and of making poor decisions. In short, our ignorance
means we get things wrong.

The term “dark data” arises by analogy with the dark matter
of physics. About 27 percent of the universe consists of this
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mysterious substance, which doesn’t interact with light or other
electromagnetic radiation and so can’t be seen. Since dark matter
can’t be seen, astronomers were long unaware of its existence.
But then observations of the rotations of galaxies revealed that
the more distant stars were not moving more slowly than stars
nearer the center, contradicting what we would have expected
from our understanding of gravity. This rotational anomaly can
be explained by supposing that galaxies have more mass than ap-
pears to be the case judging from the stars and other objects we
can see through our telescopes. Since we can’t see this extra mass,
it has been called dark matter. And it can be significant (I almost
said “it can matter”): our home galaxy, the Milky Way, is esti-
mated to have some ten times as much dark matter as ordinary
matter.

Dark data and dark matter behave in an analogous way: we
don’t see such data, they have not been recorded, and yet they
can have a major effect on our conclusions, decisions, and ac-
tions. And as some of the later examples will show, unless we
are aware of the possibility that there’s something unknown lurk-
ing out there, the consequences can be disastrous, even fatal.

The aim of this book is to explore just how and why dark data
arise. We shall look at the different kinds of dark data and see
what leads to them. We shall see what steps we can take to avoid
dark data’s arising in the first place. We shall see what we can do
when we realize that dark data are obscured from us. Ultimately,
we shall also see that if we are clever enough, we can sometimes
take advantage of dark data. Curious and paradoxical though that
may seem, we can make use of ignorance and the dark data per-
spective to enable better decisions and take better actions. In
practical terms, this means we can lead healthier lives, make more
money, and take lower risks by judicious use of the unknown.
This doesn’t mean we should hide information from others
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(though, as we shall also see, deliberately concealed data is one
common kind of dark data). It is much more subtle than that, and
it means that everyone can benefit.

Dark data arise in many different shapes and forms as well as
for many different reasons, and this book introduces a taxonomy
of such reasons, the types of dark data, labeled DD-Type x, for
“Dark Data-Type x.” There are 15 DD-Types in all. My taxonomy
is not exhaustive. Given the wealth of reasons for dark data, that
would probably be impossible. Moreover, any particular exam-
ple of dark data might well illustrate the effect of more than one
DD-Type simultaneously—DD-Types can work together and can
even combine in an unfortunate synergy. Nonetheless, an aware-
ness of these DD-Types, and examination of examples showing
how dark data can manifest, can equip you to identify when
problems occur and protect you against their dangers. I list the
DD-Types at the end of this chapter, ordered roughly according
to similarity, and describe them in more detail in chapter 10.
Throughout the book I have indicated some of the places when
an example of a particular Type occurs. However, I have delib-
erately not tried to do this in an exhaustive way—that would be
rather intrusive.

To get us going, let’s take a new example.

In medicine, trauma is serious injury with possible major long-
term consequences. It’s one of the most serious causes of “life
years lost” through premature death and disability, and is the
commonest cause of death for those under age 40. The database
of the Trauma Audit and Research Network (TARN) is the larg-
est medical trauma database in Europe. It receives data on
trauma events from more than 200 hospitals, including over
93 percent of the hospitals in England and Wales, as well as
hospitals in Ireland, the Netherlands, and Switzerland. It’s clearly
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avery rich seam of data for studying prognoses and the effective-
ness of interventions in trauma cases.

Dr. Evgeny Mirkes and his colleagues from the University of
Leicester in the UK looked at some of the data from this data-
base.* Among the 165,559 trauma cases they examined, they
found 19,289 with unknown outcomes. “Outcome” in trauma
research means whether or not the patient survives at least 30
days after the injury. So the 30-day survival was unknown for over
11 percent of the patients. This example illustrates a common
form of dark data—our DD-Type 1: Data We Know Are Missing.
We know these patients had some outcome—we just don’t know
what it was.

No problem, you might think—Ilet’s just analyze the 146,270
patients for whom we do know the outcome and base our un-
derstanding and prognoses on those. After all, 146,270 is a big
number—within the realm of medicine it’s “big data™—so surely
we can be confident that any conclusions based on these data will
be right.

But can we? Perhaps the missing 19,289 cases are very differ-
ent from the others. After all, they were certainly different in that
they had unknown outcomes, so it wouldn’t be unreasonable to
suspect they might differ in other ways. Consequently, any analy-
sis of the 146,270 patients with known outcomes might be mis-
leading relative to the overall population of trauma patients.
Thus, actions taken on the basis of such analysis might be the
wrong actions, perhaps leading to mistaken prognoses, incorrect
prescriptions, and inappropriate treatment regimes, with unfor-
tunate, even fatal, consequences for patients.

To take a deliberately unrealistic and extreme illustration, sup-
pose that all 146,270 of those with known outcomes survived
and recovered without treatment, but the 19,289 with unknown
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outcomes all died within two days of admission. If we ignored
those with unknown outcomes, we would justifiably conclude
there was nothing to worry about, and all patients with trauma
recovered. On this basis, we wouldn't treat any incoming trauma
cases, expecting them to recover naturally. And then we would
be horrified and confused by the fact that more than 11 percent
of our patients were dying.

Before I go any further with this story, I want to reassure
the reader. My extreme illustration is very much a worst-case
scenario—we might reasonably expect things not to be that
bad in reality—and Dr. Mirkes and his colleagues are experts on
missing data analysis. They are very aware of the dangers and
have been developing statistical methods to cope with the
problem; I describe similar methods later in this book. But the
take-home message from this story is that things may not be what
they seem. Indeed, if there were a single take-home message from
this book, that would be a good approximation to it: while it
helps to have lots of data—that is, “big data”™—size is not every-
thing. And what you don’t know, the data you don’t have, may
be even more important in understanding what’s going on than
the data you do have. In any case, as we shall see, the problems
of dark data are not merely big-data problems: they also arise
with small data sets. They are ubiquitous.

My story about the TARN database may be exaggerated, but
it serves as a warning. Perhaps the outcomes of the 19,289 patients
were not recorded precisely because they’d all died within 30 days.
After all, if the outcome was based on contacting the patients 30
days after admission to see how they were, none of those who
died would respond to questions. Unless we were aware of this
possibility, we'd never record that any patients had died.

This may sound a bit silly, but in fact such situations arise quite
often. For example, a model built to determine the prognosis for

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

DARK DATA 9

patients being given a particular treatment will be based on the
outcomes of previous patients who received that treatment. But
what if insufficient time had passed for all such previous patients
to have reached an outcome? For those patients the eventual out-
come would be unknown. A model built just on those for
whom the outcome was known could be misleading.

A similar phenomenon happens with surveys, in which non-
response is a source of difficulty. Researchers will typically have
a complete list of people from whom they would ideally like an-
swers, but, also typically, not everyone responds. If those who
do respond differ in some way from those who do not, then the
researchers might have cause to doubt whether the statistics are
good summaries of the population. After all, if a magazine car-
ried out a survey of its subscribers asking the single question, Do
you reply to magazine surveys? then we could not interpret the
fact that 100 percent of those who replied answered yes as mean-
ing that all the subscribers replied to such surveys.

The preceding examples illustrate our first type of dark data.
We know that the data for the TARN patients all exist, even if
the values aren’t all recorded. We know that the people on the
survey list had answers, even if they did not give them. In gen-
eral, we know that there are values for the data; we just don’t
know what those values are.

An illustration of a different kind of dark data (DD-Type 2:
Data We Don’t Know Are Missing) is the following.

Many cities have problems with potholes in road surfaces.
Water gets into small cracks and freezes in the winter, expand-
ing the cracks, which are then further damaged by car tires. This
results in a vicious circle, ending with a tire- and axle-wrecking
hole in the road. The city of Boston decided to tackle this prob-
lem using modern technology. It released a smartphone app
which used the internal accelerometer of the phone to detect the
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jolt of a car being driven over a pothole and then used GPS to
automatically transmit the location of the hole to the city
authorities.

Wonderful! Now the highway maintenance people would
know exactly where to go to repair the potholes.

Again, this looks like an elegant and cheap solution to a real
problem, built on modern data analytic technology—except for
the fact that ownership of cars and expensive smartphones is
more likely to be concentrated in wealthier areas. Thus, it’s quite
likely that potholes in poorer areas would not be detected, so that
their location would not be transmitted, and some areas might
never have their potholes fixed. Rather than solving the pothole
problem in general, this approach might even aggravate social
inequalities. The situation here is different from that in the TARN
example, in which we knew that certain data were missing. Here
we are unaware of them.

The following is another illustration of this kind of dark data.
In late October 2012, Hurricane Sandy, also called “Superstorm
Sandy,” struck the Eastern Seaboard of the United States. At the
time it was the second most costly hurricane in U.S. history and
the largest Atlantic hurricane on record, causing damage esti-
mated at $75 billion, and killing more than 200 people in eight
countries. Sandy affected 24 U.S. states, from Florida to Maine
to Michigan to Wisconsin, and led to the closure of the financial
markets owing to power cuts. And it resulted, indirectly, in a
surge in the birth rate some nine months later.

It was also a triumph of modern media. The physical storm
Hurricane Sandy was accompanied by a Twitter storm of mes-
sages describing what was going on. The point about Twitter is
that it tells you what and where something is happening as it hap-
pens, as well as who it’s happening to. The social media platform
is a way to keep up in real time as events unfold. And that’s exactly
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what occurred with Hurricane Sandy. Between 27 October and
1 November 2012, there were more than 20 million tweets about
it. Clearly, then, we might think, this is ideal material from which
to get a continuously evolving picture of the storm as it devel-
ops, identifying which areas have been most seriously affected,
and where emergency relief is needed.

But later analysis revealed that the largest number of tweets
about Sandy came from Manhattan, with few tweets coming
from areas like Rockaway and Coney Island. Did that mean that
Rockaway and Coney Island were less severely affected? Now it’s
true that subways and streets of Manhattan were flooded, but it
was hardly the worst-hit region, even of New York. The truth is,
of course, that those regions transmitting fewer tweets may have
been doing so not because the storm had less impact but simply
because there were fewer Twitter users with fewer smartphones
to tweet them.

In fact, we can again imagine an extreme of this situation. Had
any community been completely obliterated by Sandy, then no
tweets at all would have emerged. The superficial impression
would be that everybody there was fine. Dark data indeed.

As with the first type of dark data, examples of this second
kind, in which we don’t know that something is missing, are
ubiquitous. Think of undetected fraud, or the failure of a crime-
victim survey to identify that any murders have been
committed.

You might have a sense of déja vu about those first two types
of dark data. In a famous news briefing, former U.S. Secretary of
Defense Donald Rumsfeld nicely characterized them in a punchy
sound bite, saying “there are known unknowns; that is to say we
know there are some things we do not know. But there are also
unknown unknowns—the ones we don’t know we don’t know.”®
Rumsfeld attracted considerable media ridicule for that
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convoluted statement, but the criticism was unfair. What he said
made very good sense and was certainly true.

But those first two types are just the beginning. In the next
section we introduce some of the other types of dark data. These,
and others described later, are what this book is all about. As you
will see, dark data have many forms. Unless we are aware that data
might be incomplete, that observing something does not mean
observing everything, that a measurement procedure might be
inaccurate, and that what is measured might not really be what
we want to measure, then we could get a very misleading impres-
sion of what’s going on. Just because there’s no one around to
hear that tree fall in the forest doesn’t mean that it didn’t make

a noise.

So You Think You Have All the Data?

The customer arrives at the supermarket checkout with a full
shopping cart. The laser scans the barcode of each item, and the
till emits its electronic beep as it adds up the total cost. At the
end of this exercise, the customer is presented with the overall
bill and pays. Except that’s not really the end. The data describ-
ing the items bought and the price of each are sent to a database
and stored. Later, statisticians and data scientists will pore over
the data, extracting a picture of customer behavior from details
of what items were bought, which items were bought together,
and indeed what sort of customer bought the items. Surely there’s
no opportunity for missing data here? Data of the transaction
have to be captured if the supermarket is to work out how much
to charge the customer—short of a power cut, register failure,
or fraud, that is.

Now it seems pretty obvious that the data collected are all the
data there are. It’s not just some of the transactions or details of
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just some of the items purchased. It’s all the transactions made
by all the customers on all the items in that supermarket. It is,
as is sometimes simply said, “data=all”

But is it really? After all, these data describe what happened
last week or last month. That’s useful, but if we are running the
supermarket, what we probably really want to know is what will
happen tomorrow or next week or next month. We really want
to know who will buy what when, and how much of it they will
buy in the future. What’s likely to run out if we don’t put more
on the shelves? What brands will people prefer to buy? We really
want data that have not been measured. Dark data DD-Type 7:
Changes with Time describes the obscuring nature of time on
data.

Indeed, beyond that complication, we might want to know
how people would have behaved had we stocked different items,
or arranged them differently on the shelves, or changed the su-
permarket opening times. These are called counterfactuals
because they are contrary to fact—they are about what would
have happened if what actually happened hadn’t. Counterfactu-
als are dark data DD-Type 6: Data Which Might Have Been.

Needless to say, counterfactuals are of concern not just to su-
permarket managers. You've taken medicines in the past. You
trusted the doctor who prescribed them, and you assumed they’d
been tested and found to be effective in alleviating a condition.
But how would you feel if you discovered that they hadn’t been
tested? That no data had been collected on whether the medi-
cines made things better? Indeed, that it was possible they made
things worse? Or that even if they had been tested and found to
help, the medicines hadn’t been compared with simply leaving
the condition alone, to see if they made it get better more quickly
than natural healing processes? Or the medicines hadn’t been
compared with other ones, to see if they were more effective than
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familiar alternatives? In the elephant powder example, a com-
parison with doing nothing would soon reveal that doing noth-
ing was just as effective at keeping the elephants away as putting
down the heaps of powder. (And that, in turn could lead to the
observation that there were actually no elephants to be kept
away.)

Returning to the notion of “data=all,” in other contexts the
notion that we might have “all” the data is clearly nonsensical.
Consider your weight. This is easy enough to measure—just hop
on your bathroom scale. But if you repeat the measurement, even
very soon afterward, you might find a slightly different result, es-
pecially if you try to measure it to the nearest ounce or gram.
All physical measurements are subject to potential inaccuracies
as aresult of measurement error or random fluctuations arising
from very slight changes in the circumstances (DD-Type 10: Mea-
surement Error and Uncertainty). To get around this problem,
scientists measuring the magnitude of some phenomenon—the
speed of light, say, or the electric charge of the electron—will
take multiple measurements and average them. They might take
10 measurements, or 100. But what they obviously cannot do is
take “all” the measurements. There is no such thing as “all” in this
context.

A different type of dark data is illustrated when you ride on
London’s red buses: you will know that more often than not they
are packed with passengers. And yet data show that the occu-
pancy of the average bus is just 17 people. What can explain this
apparent contradiction? Is someone manipulating the figures?

Alittle thought reveals that the answer is simply that more
people are riding on the buses when they are full—that’s what
“full” means. The consequence is that more people see a full bus.
At the opposite extreme, an empty bus will have no one to re-
port that it was empty. (I'm ignoring the driver in all this, of
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course.) This example is an illustration of dark data DD-Type 3:
Choosing Just Some Cases. Furthermore, that mode of dark data
can even be a necessary consequence of collecting data, in which
case it illustrates DD-Type 4: Self-Selection. The following are my
two favorite examples of opposite extremes in terms of
significance.

The first is the cartoon showing a man looking at one of those
maps which are placed outside railway stations. In the middle of
the map is a red dot with a label saying “You are here” “How,”
thinks the man, “did they know?” They knew because they rec-
ognized that everyone looking at the red dot had to be in front of
the sign. It was a highly selected sample and necessarily missed
everyone standing elsewhere.

The point is that data can be collected only if there is some-
one or something—a measuring instrument, for example—
there to collect them. And the second extreme manifestation
of this is described by the anthropic principle, which essentially
says that the universe has to be like it is, or we would not be here
to observe it. We cannot have data from very different uni-
verses because we could not exist in those and so could not col-
lect data from them. This means any conclusions we draw are
necessarily limited to our (type of)) universe: as with the pot-
holes, there might be all sorts of other things going on which we
don’t know about.

There’s an important lesson for science here. Your theory
might be perfectly sound for your data, but your data will have
limits. They might not refer to very high temperatures or long
times or vast distances. And if you extrapolate beyond the limits
within which your data were collected, then perhaps your the-
ory will break down. Economic theories built on data collected
during benign conditions can fail dramatically in recessions, and
Newton’s laws work fine unless tiny objects or high velocities or
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other extremes are involved. This is the essence of DD-Type 15:
Extrapolating beyond Your Data.

I have a T-shirt with an xkcd cartoon with two characters talk-
ing to each other. One character says “I used to think correla-
tion implied causation.” In the next frame, he goes on to say,
“Then I took a statistics class. Now I don’t.” Finally, the other
character says, “Sounds like the class helped,” and the first char-
acter replies, “Well, maybe.””

Correlation simply means that two things vary together: for
example, positive correlation means that when one is big then
the other is big, and when the first is small, the second is small.
That’s different from causation. One thing s said to cause another
if a change in the first induces a change in the second. And the
trouble is that two things can vary together without changes in
one being the cause of changes in the other. For example, obser-
vations over the early years of schooling show that children
with a larger vocabulary tend, on average, to be taller. But you
wouldn’t then believe that parents who wanted taller offspring
should hire tutors to expand their vocabulary. It's more likely that
there are some unmeasured dark data, a third factor which ac-
counts for the correlation—such as the ages of the children.
When the xkcd character says, “Well, maybe,” he’s acknowledg-
ing that it’s possible that taking the statistics class caused his
understanding to change, but maybe there was some other cause.
We shall see some striking examples of this situation, character-
ized by DD-Type s: Missing What Matters.

I've now mentioned several dark data types. But there are
more. The aim of this book is to reveal them, to show how they
can be identified, to observe their impact, and to show how to
tackle the problems they cause—and even how to take advan-
tage of them. They are listed at the end of this chapter, and their
content is summarized in chapter 10.
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Nothing Happened, So We Ignored It

A final example illustrates that dark data can have disastrous con-
sequences and that they are not especially a problem of large
data sets.

Thirty years ago, on 28 January 1986, 73 seconds into its flight
and at an altitude of 9 miles, the space shuttle Challenger expe-
rienced an enormous fireball caused by one of its two booster
rockets and broke up. The crew compartment continued its tra-
jectory, reaching an altitude of 12 miles, before falling into the
Atlantic. All seven crew members, consisting of five astronauts
and two payload specialists, were killed.

A later presidential commission found that NASA middle
managers had violated safety rules requiring data to be passed
up the chain of command. This was attributed to economic pres-
sures, making it very important that the launch schedule
should be maintained: the launch date had already slipped
from January 22nd to the 23rd, then to the 25th, and then to the
26th. Since temperature forecasts for that day suggested an unac-
ceptably low temperature, the launch was again rescheduled,
for the 27th. Countdown proceeded normally until indicators
suggested a hatch lock had not closed properly. By the time that
was fixed the wind was too strong, and again the launch was
postponed.

On the night of January 27th, a three-hour teleconference was
held between Morton Thiokol, which was the company that
made the booster rockets, NASA staff at the Marshall Space
Flight Center, and people from the Kennedy Space Center. Larry
Wear, of the Marshall Center, asked Morton Thiokol to check the
possible impact of low temperatures on the solid rocket motors.
In response, the Morton Thiokol team pointed out that the
O-rings would harden in low temperatures.
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The O-rings were rubber-like seals, with a cross-section dia-
meter of about a quarter of an inch, which fitted in the joint
around the circumference between each of the four rocket motor
segments. The solid rocket boosters were 149 feet high and 38 feet
in circumference. Under launch conditions, the 0.004 inch gap
that the O-rings normally sealed typically opened to a maximum
of 0.06 inch: just six one-hundredths of an inch. And during
launch this larger gap remained open for just six-tenths of a
second.

Robert Ebeling of Morton Thiokol had been concerned that
at low temperatures the hardening of the O-rings meant they
would lose their ability to create an effective seal between seg-
ments when the gaps expanded by that 0.056 inch for that 0.6
second. At the teleconference Robert Lund, vice president of
Morton Thiokol, said that the O-ring operating temperature
must not be less than the previous lowest launch temperature,
53°F. Extensive, sometimes heated, discussion ensued, both in
the conference and off-line in private conversations. Eventually,
Morton Thiokol reconsidered and recommended launch.

Precisely 58.79 seconds after the launch a flame burst from the
right solid rocket motor near the last joint. This flame quickly
grew into a jet which broke the struts joining the solid rocket
motor to the external fuel tank. The motor pivoted, hitting first
the Orbiter’s wing and then the external fuel tank. The jet of
flame then fell onto this external tank containing the liquid hy-
drogen and oxygen fuel. At 64.66 seconds the tank’s surface was
breached, and 9 seconds later Challenger was engulfed in a ball of
flame and broke into several large sections.®

One thing we have to remember is that space travel is all about
risk. No mission, even under the very best of circumstances, is
arisk-free enterprise: the risk cannot be reduced to zero. And
there are always competing demands.
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Furthermore, as with any incident like this, the notion of
“cause” is complicated. Was it due to violation of safety rules,
undue pressure put on managers because of economic consid-
erations, other consequences of budget tightening, or perhaps
media pressure following the fact that the launch of the previ-
ous shuttle, Columbia, had been delayed seven times, each delay
greeted with press ridicule? For example, here’s Dan Rather’s
script for the evening news on Monday, January 27th, following
the four delays to the Challenger launch: “Yet another costly, red-
faces-all-around space-shuttle-launch delay. This time a bad
bolt on a hatch and a bad-weather bolt from the blue are being
blamed.” Or was it a consequence of political pressure. After all,
there was significantly more interest in this launch than earlier
launches because it carried an “ordinary person,” Christa McAu-
liffe, a teacher, and the president’s State of the Union address
was scheduled for the evening of January 28th.

In such situations, multiple factors typically come together.
Complex and obscure interactions can lead to unexpected
consequences. But in this case there was another factor: dark
data.

After the disaster, a commission headed by former secretary
of state William Rogers drew attention to the fact that flights
which had not had any O-rings showing distress had not been
included in the diagram discussed at the teleconference (dark
data DD-Type 3: Choosing Just Some Cases but also DD-Type 2:
Data We Don’t Know Are Missing). The report said (p. 146): “The
managers compared as a function of temperature the flights for
which thermal distress of O-rings had been observed—not the
frequency of occurrence based on all flights”” And that’s the give-
away: data from some flights were not included in the analysis. My
earlier examples have shown the sorts of problems leaving out
some of the data can lead to.
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The report went on: “In such a comparison [that is, using the
limited set of data presented], there is nothing irregular in the
distribution of O-ring ‘distress’ over the spectrum of joint tem-
peratures at launch between 53 degrees Fahrenheit and 75 degrees
Fahrenheit, ” meaning: there is no apparent relationship between
temperature and number of O-rings showing distress. However,
“when the entire history of flight experience is considered, in-
cluding ‘normal’ flights with no erosion or blow-by, the compari-
son is substantially different”; that s, if you include all the data,
you get a different picture. In fact, flights which took place at
higher temperatures were much more likely to show no prob-
lems, and these were the dark data not shown in the plot. But if
the higher the temperature, the less the chance of a problem,
then, conversely, the lower the temperature, the greater the
chance of a problem. And the ambient temperature was pre-
dicted to be just 31°F.

This section of the report concluded: “Consideration of the
entire launch temperature history indicates that the probability
of O-ring distress is increased to almost a certainty if the tempera-
ture of the joint is less than 65[°F].” (my italics)

The situation is graphically illustrated in the two diagrams in
Figure 1. Figure 1(a) shows the diagram discussed at the telecon-
ference. This is a plot of the number of distressed O-rings on
each launch plotted against launch temperature in degrees Fahr-
enheit. So, for example, at the lowest launch temperature in the
past, 53°F, three of the O-rings experienced distress, and at the
highest launch temperature in the past, 75°F, two of the O-rings
experienced distress. There is no clear relationship between
launch temperature and the number of distressed O-rings.

However, if we add the missing data—showing the launches
which led to no O-ring distress, we obtain Figure 1(b). The pat-
tern is now very clear. In fact, all the launches which occurred
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FIGURE 1. (a) Data examined in the Challenger prelaunch teleconference;

(b) complete data.
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when the temperature was less than 65°F experienced some O-
ring distress, but only four of the 21 launches which took place
at higher temperatures led to O-ring distress. The figure shows
that the lower the temperature, the greater the risk. And worse,
the predicted launch temperature was way below any previ-
ously experienced (DD-Type 15: Extrapolating beyond Your
Data).

The missing data are crucial to understanding what is going
on.

There is an interesting corollary to this story. Although it took
months for the official report to arrive at its conclusion, Morton
Thiokol’s stock price crashed by 11.86 percent on the day of the
disaster. Based on Morton Thiokol price movements prior to the
incident, stock price changes of even as much as 4 percent would
be rare. The stock prices of other companies involved in con-
structing the shuttle launch vehicle also slumped, but by far
less. It was as if the market knew what was responsible for the
crash. Dark data again?

The Power of Dark Data

That last example shows just how catastrophically badly wrong
things can go when we fail to allow for dark data. It seems that
they represent a real threat. But in fact the picture is not all
gloomy. It turns out that an understanding of dark data can be
used to our advantage, in a sort of data science judo. We can do
this in several ways, as I describe in the second part of the book.
Here’s one way.

Iintroduce so-called randomized controlled trials in chap-
ter 2, and in chapter 9 I return to look at them from a different
perspective. In a medical context, in the simplest such trial two
treatments are compared by giving one treatment to one group
of people and the other to another group. However, there is a

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

DARK DATA 23

risk. If the researchers know which treatment has been given to
which people, this knowledge could influence the study. The re-
searchers might be tempted to treat one of the groups more
carefully than the other. For example, if the study aimed to com-
pare an untested new treatment with the standard treatment,
the researchers might monitor the former group for side effects
more closely (perhaps subconsciously) or take more care in their
measurement of possible outcomes. To overcome this potential
bias, in such studies the treatment allocation is concealed from
the researchers (DD-Type 13: Intentionally Darkened Data). The
term blinded is used, to indicate that the data are dark.

Another familiar way in which dark data are used to advan-
tage is in sample surveys. We might want to know the opinions
of the people in a town, or of those who buy a company’s prod-
ucts, and perhaps it is prohibitively expensive to ask them all.
Certainly it is likely to be a time-consuming exercise, and opin-
ions might change over its course. An alternative to asking
everyone is to ask just some of them. The opinions of the others,
the ones you don’t ask, will be dark data. This might look like a
high-risk strategy—it clearly resembles the TARN example. But
it turns out that by using judicious methods of selecting which
people you approach, you can get accurate and reliable answers—
more quickly and cheaply than by attempting to approach
everyone.

Yet a third way to use dark data to advantage is through so-
called smoothing of data. As we shall see in chapter 9, this is
equivalent to revealing unobserved and unobservable kinds of
dark data (DD-Type 14: Fabricated and Synthetic Data), and it en-
ables more accurate estimates and better predictions.

We shall explore other uses of dark data in chapter 9, where
we will see that they often have exotic names. Some of them are
widely applied in areas such as machine-learning and artificial
intelligence.
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All around Us

We’ve seen that dark data are ubiquitous. They can arise any-
where and everywhere, and one of their most dangerous aspects
is that, by definition, we may not know that they are not there. It
means we have to be constantly on the alert, asking ourselves,
what are we missing?

Are we failing to notice large amounts of fraud because the
police catch the inept criminals while the really good ones es-
cape unnoticed? Bernie Madoff established his firm Bernard L.
Madoff Investment Securities LLC in 1960 but wasn’t arrested
until 2008, and sentenced (to 150 years in prison) in 2009, when
he was already 71—he almost got away with it.

Are we not noticing many potentially curable sick people sim-
ply because the more severe cases are obvious, but the less se-
vere don’t show so many symptoms?

Are the social networks established by modern social media
dangerous simply because they reflect what we already know and
believe, not challenging us because they don’t show us facts or
events outside our comfort zone?

Perhaps worse still, the descriptions people choose to post on
social media may give us a false impression of how wonderful
everyone else’s life is, casting us into depression because in con-
trast our lives have so many obstacles.

We tend to think of data as numerical. But data don’t have to
be just numbers. And that means that dark data also don’t have
to be numerical. The following is an example in which the cru-
cial missing information is a single letter.

The Arctic expeditions of 1852, 1857, and 1875 were stocked
with a supply of Allsopp’s Arctic Ale, an ale with an especially low
freezing point prepared by brewer Samuel Allsopp. Alfred Bar-
nard sampled the beer in 1889, describing it as “of a nice brown
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colour, and of a vinous, and at the same time, nutty flavor, and
as sound as on the day it was brewed. . .. Owing to the large
amount of unfermented extract still remaining in it, it must be
considered as an extremely valuable and nourishing food.”* Just
the sort of thing you need to sustain you on Arctic expeditions.

In 2007 a bottle of the 1852 batch came up for sale on eBay,
with a reserve price of $299. Or at least that was the aim. In fact
the vendor, who had had the bottle for 5o years, misspelled the
beer’s name—he missed one of the p’s in Allsopp. As a conse-
quence, the item didn’t show up in the searches carried out by
most vintage beer enthusiasts, so that there were just two bids.
The winning bid, for $304, was from 25-year-old Daniel P.
Woodul. Aiming to appraise the value of the bottle, Woodul im-
mediately relisted it on eBay, but this time with the correct
spelling. This time there were 157 bids, with the winning one
being for $503,300.

That missing p clearly mattered, to the tune of some half a
million dollars.* This shows that missing information can have
significant consequences. In fact, as we shall see, a mere half-
million-dollar loss is nothing compared with the losses that
other missing data situations have led to. Indeed, missing
data can wreck lives, destroy companies, and (as with the
Challenger disaster) can even lead to death. In short, missing
data matter.

In the case of Allsopp’s Arctic Ale, a little care would have
avoided the problem. But while carelessness is certainly a com-
mon cause of dark data, there are many others. The painful fact

*In fact it turned out that the winning bid was a practical joke, and the bidder had
no intention of paying. But Woodul is nevertheless doubtless still sitting on a tidy
profit: a private collector from Scotland recently auctioned a bottle from the 1875
expedition for £3,300 (~$4,300).
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is that data can be dark for a tremendously wide variety of rea-
sons, as we shall see in this book.

It is tempting to regard dark data as simply synonymous with
data which could have been observed but which for some rea-
son were not. That is certainly the most obvious kind of dark
data. The missing salary levels in a survey in which some people
refused to divulge how much they were paid are certainly dark
data, but so also are the salary levels for those who do not work
and hence do not have a salary level to divulge. Measurement
error obscures true values, data summaries (such as averages)
hide the details, and incorrect definitions misrepresent what you
want to know. More generally still, any unknown characteristic
of a population can be thought of as dark data (statisticians often
refer to such characteristics as parameters).

Since the number of possible causes of dark data is essentially
unlimited, knowing what sort of thing to keep an eye open for
can be immensely useful in helping avoid mistakes and missteps.
And that is the function of the DD-Types described in this book.
These are not basic causes (like failure to include the final out-
come for patients who have been in a study for only a short time)
but provide a more general taxonomy (like the distinction be-
tween data we know are missing and data we don’t know are
missing). An awareness of these DD-Types can help in protect-
ing against mistakes, errors, and disasters arising from ignorance
about what you do not know. The DD-Types, which are intro-
duced in this book, and which are summarized in chapter 10,
are as follows:

DD-Type 1: Data We Know Are Missing
DD-Type 2: Data We Don’t Know Are Missing
DD-Type 3: Choosing Just Some Cases
DD-Type 4: Self-Selection
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DD-Type s: Missing What Matters

DD-Type 6: Data Which Might Have Been
DD-Type 7: Changes with Time

DD-Type 8: Definitions of Data

DD-Type 9: Summaries of Data

DD-Type 10: Measurement Error and Uncertainty
DD-Type 11: Feedback and Gaming

DD-Type 12: Information Asymmetry
DD-Type 13: Intentionally Darkened Data
DD-Type 14: Fabricated and Synthetic Data
DD-Type 15: Extrapolating beyond Your Data
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DISCOVERING DRRH DATA

What We Collect and What We Don't

Dark Data on All Sides

Data do not exist de novo. They have not been there since the
beginning of time, sitting around just waiting for someone to
come along and analyze them. Rather, someone has to collect
them in the first place. And—as you doubtless expected—differ-
ent ways of collecting data can lead to different kinds of dark data.

This chapter looks at the three fundamental ways that data sets
are created, along with the dark data challenges associated with
each method. The next chapter then explores some further dark
data complications that can apply in many situations.

The three fundamental strategies for creating data sets are as
follows:

1. Collect data on everyone or everything for the objects you
are interested in.

For human populations, this is what censuses strive to
do. Likewise, stock-taking exercises aim to determine
the details of everything in the warehouse or wherever.
The annual stock take at London Zoo lasts about a week,
revealing that (in 2018) there were 19,289 animals from

28
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species ranging from Philippine crocodiles to squirrel
monkeys to Humboldt penguins and Bactrian camels
(ants, bees, and other social insects are counted in
colonies). In chapter 1 we noted that details of all the
purchases in a supermarket are collected. The same
applies to tax details and credit card transactions and
company employees. Details of all sporting records,
books on a library’s shelves, prices in a shop, and so on,
can be recorded. In all these examples the details of
every one of the objects, people, or whatever are com-
piled together to form the data set.

. Collect data on just some of the items in population.

An alternative to a complete human population
census is to collect data on just a sample of people.
Survey sampling is very important in this sort of situa-
tion, and we shall look at it and its dark data issues in
detail. Less formally, sometimes data are collected on
what is readily available. To get a feel for how shoppers
behave you might observe those who happen to come in
today, or to see roughly how long it takes you to get to
work each day you might record the daily times over a
month. In other situations it is impracticable to measure
everything: to see how food prices are changing over the
course of time you cannot collect details of every food
purchase made by everyone, and to determine the
average weight of a grain of sand you cannot weigh each
of them. In yet other contexts, as we saw in chapter 1, the
very notion of measuring “everything” may be meaning-
less. You cannot record the results of all possible mea-
surements of your height—only of those measurements
you take.
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Some years ago, before the era of readily available
large data sets, my colleagues and I compiled a collec-
tion of 510 small real data sets that teachers of statistics
could use to illustrate statistical ideas and methods
(published as A Handbook of Small Data Sets"). Very few
of those data sets describe complete populations. They
include such things as the results of 20,000 dice throws,
durations of pregnancies, corneal thickness in eyes, and
nerve impulse durations.

3. Changing the conditions.

The first two strategies for data collection are called
“observational.” You simply observe the values that the
objects or people happen to have. In particular, you
don’t change the conditions under which you observe
them, but measure them as they are. You don’t give
people a medicine and see how they respond, or ask
them to perform a particular task and see how long it
takes. You don’t change the fertilizer to see if it makes
crops grow more abundantly, or change the water
temperature when you make your tea to see if it affects
the taste. When you do change the circumstances under
which you collect the data—when you intervene—the
data are said to be “experimental.” Experimental data are
particularly important, because they can give you
information about the counterfactuals mentioned in
chapter 1.

Although these three modes of data collection have many
dark data problems in common, they also lead to different
kinds of problems. We begin by looking at comprehensive data
sets.
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Data Exhaust, Selection, and Self-Selection

The computer has revolutionized all aspects of our lives. Some
of these ways are obvious, like the word-processing software
I am using to write this book, or the travel booking system
I use when I buy an air ticket. Others are concealed, like the
computers controlling the brakes and engine of a car, or those
inside an elaborate printer or photocopying machine.

But whether the role of the computer is obvious or not, in all
cases the machine takes in data—measurements, signals, com-
mands, or other kinds of data—and processes them to make a
decision or carry out some operation. Then, once the operation
has been completed, the processing could stop. But often it does
not. Often those data are stored, sent to a database, and retained.
They are spin-oft data, data exhaust, which can be examined later
to gain understanding, improve systems, and decipher what hap-
pened if things went wrong. Black box recorders on aircraft are
classic examples of this sort of system.

When data like this describe humans, they are often called
administrative data.” The particular strength of administrative
data is that they actually tell you what people do, not (as can be
the case with surveys, for example) what people say they do. They
tell you what people bought, where they bought it, what they ate,
what web searches they made, and so on. Administrative data,
itis claimed, get you nearer to social reality than exercises involv-
ing asking people what they did or how they behave. This has
led to the accumulation of giant databases describing our behav-
ior by governments, corporations, and other organizations.
There is no doubt that these databases represent a great resource,
a veritable gold mine of potential value enabling all sorts of in-
sights to be gained into human behavior. From those insights we
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can improve decision-making, enhance corporate efficiency, and
devise better public policy—provided, of course, that those in-
sights are accurate and have not been contaminated by the im-
pact of dark data. Moreover, there are privacy risks which arise
when data we would like to keep dark become known to others.
We'll return to issues of privacy at the end of the section, but let’s
look first at unsuspected dark data.

One obvious high-level gap is that administrative data do in-
deed tell you what people actually do—which is useful, unless
you actually want to explore what people think and feel. Discov-
ering that a population of people in a particular corporation are
unhappy with the way things are going might be just as impor-
tant as noting how they behave under the constraints and im-
peratives of the corporation’s daily activities with their boss
looking over their shoulder. To discover how they feel we would
have to actively elicit data from them—perhaps in a survey, for
example. Different kinds of data collection strategies are suited
to answering different kinds of questions—and have different
kinds of dark data challenges.

My own first serious exposure to dark data was in the area of
consumer banking: the world of credit cards, debit cards, per-
sonal loans, auto finance, mortgages, and so on. Credit card trans-
action data involve giant data sets, with millions of customers
making billions of plastic card transactions each year. Around
35 billion Visa card transactions were made between June 2014
and June 2015, for instance.> Whenever a purchase is made with
a credit card, details of the amount spent, its currency, the ven-
dor, the date and time of the transaction, and many other items
of information are recorded (in fact, 70-80 items of informa-
tion). Much of this information has to be collected so that the
transaction can be made and the appropriate account charged;
it’s a necessary part of the operation, so that omitting these
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details is unlikely or even impossible. For example, the transac-
tion could not take place without knowledge of how much to
charge or who to charge it to. But other items of data might not
be critical to the operation, so it is possible they might not be
recorded. For example, omitting invoice numbers, detailed prod-
uct codes, and unit prices would not interfere with the opera-
tion. Clearly this is an example of our first dark data type: DD-
Type 1: Data We Know Are Missing.

Worse still, at least from a dark data perspective, while some
customers will use a credit card for their purchases, others might
use cash. This would mean that, as a record of all purchases and
transactions, the credit card database would have unseen swaths
of dark data, arising because of DD-Type 4: Self-Selection. More-
over, there are multiple credit card operators. The data from one
operator may not be representative of the entire population of
credit card holders, and certainly not of the entire population
altogether. So, while holding great promise, administrative data
might well have dark data shortcomings which are not obvious
at first glance.

The particular problem I was presented with was a request to
construct a “scorecard”—a statistical model for predicting
whether an applicant was likely to default with repayments which
could be used to guide the decision about whether the bank
should give him or her a loan. I was supplied with a large data
set giving the application-form details of previous customers,
along with the outcome indicating whether or not those previ-
ous customers had actually defaulted.

In essence the exercise was straightforward. I needed to find
what patterns of characteristics distinguished those customers
who had defaulted from those who had not. Then future appli-
cants could be categorized by determining whether they were
more similar to the defaulters or the nondefaulters.
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The trouble was that the bank wanted to make predictions
about all future applicants. The data given to me were surely un-
like the population of future applicants, because my data had
already gone through a selection process. Presumably the previ-
ous customers had been given aloan because they were thought
to be good risks according to some earlier mechanism—either
a previous statistical model or perhaps a bank manager’s subjec-
tive opinion. Those previously thought to be bad risks would
not have been given a loan, so I knew nothing about whether
they would actually have defaulted. Indeed, I had no idea how
many applicants had previously been declined and not made it
into my data set. In short, the data given to me were a distorted
sample, subject to an unknown extent of selection or selectivity
bias, and any statistical model built on this distorted data set
could be very misleading when applied to the overall popula-
tion of potential future applicants.

In fact, the problem was even worse than that. It actually had
multiple layers of dark data. Consider the following:

Who actually applied? In the past the bank might have
mailed potential customers asking if they would like a
loan. Some would have replied they did want a loan,
and others would not have replied. The data would
include only those who had felt motivated to reply to
the initial mailshot, and this might depend on how it
was worded, how much was offered, the interest rate,
and a host of other factors about which I knew nothing.
The ones who had not replied would represent dark
data.

Who received an offer? Those who replied would have been
evaluated, and some of those would have been offered a
loan, while others would not. But since I didn’t know on
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what basis this offer had been made, I was presented
with more dark data.

Who took up the offer? In addition to the preceding two
selection processes, of those who had been offered a
loan some would have taken it up, while others wouldn’t
have—introducing yet another layer of dark data.

Adding all these layers together made it very unclear how the
data I was given related to the problem to be solved, which was
to build a model to evaluate new applications. The multiple lay-
ers of dark data could mean that the sample I had, with all the
known good/bad actual outcomes, was completely different
from the population to which the bank would like to apply the
model. Ignoring the dark data could be disastrous. (The bank still
exists, so I suppose my model was not that bad!)

Administrative data are ubiquitous—just think of all the da-
tabases storing information about you relating to education,
work, health, hobbies, purchases, financial transactions, mort-
gages, insurance, travel, web searches, social media, and so on.
Up until very recently, in most of these cases your data were
stored automatically, without your knowing about it and having
asay in it. The European Union’s General Data Protection Reg-
ulation (GDPR) has changed that—as you doubtless realize
because of all the invitations to check boxes saying you under-
stand and give permission for personal data about you to be re-
corded by websites. But occasionally you can have a say in other
ways as well. (The protection of data of U.S. residents is regulated
by both federal and state laws, varying by sector.)

In 2013 the UK National Health Service (NHS) launched a
scheme whereby medical data would be copied from family doc-
tor records each month and merged with hospital records in the
national Health and Social Care Information Centre (HSCIC).
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The potential value of such combined data sets is immense. By
pulling together data describing the medical conditions and
treatments of millions of people it becomes possible to mine the
data to understand not only the medical conditions themselves,
including preventing illness and monitoring diseases and the
effectiveness of treatments, but also how effective healthcare
delivery is across the system and where it needs to be improved.
Confidentiality would be preserved by using a system of
“pseudonymization,” in which names, NHS number, and other
identifiers were replaced by a code, and the codes were stored
in a file in a different place from the actual data.

Unfortunately, the system—and its potential medical and
health benefits—was poorly presented to the public. Some
people were anxious that their data might be sold to commer-
cial third parties (like pharmaceutical and insurance companies)
which would seek to use the data for a profit. Others were wor-
ried about data loss and hacking, and that their data might be
reidentified, linked back to them, with implications for personal
privacy about confidential medical matters. As a result there was
a public backlash, which was reinforced by some parts of the
media. This was true even though the system allowed people to
opt out, that is, allowed them to say they did not want their data
to be transferred.

In February 2014 the program was put on hold. Eventually,
after a number of false starts, an extensive review was published
in July 2016, recommending an eight-point consent model for
patient data sharing. One of its features was that it gave people
the power not to allow their data to be used for purposes beyond
medical care, such as for research.

If you have been following the discussion so far, you will prob-
ably have spotted the danger. Allowing people to opt out means
that the databases are not comprehensive. They contain
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information on only some of the patient population. Worse, since
people themselves choose whether or not to have their data in-
cluded (DD-Type 4: Self-Selection), it is entirely possible that the
databases show a distorted picture of the population.

In 2009, Michelle Kho and colleagues from McMaster Uni-
versity looked at these sorts of issues.* They carried out a meta-
analysis of studies exploring whether requiring informed con-
sent for data to be used in this way influences who will agree to
take part. Looking at studies using medical records, they com-
pared consenters and nonconsenters in terms of age, sex, race,
education, income, and health status, and they found that the two
groups did differ. But alarmingly they also found that “there was
a lack of consistency in the direction and the magnitude of ef-
fect” That means that not only did consenters and nonconsent-
ers differ, but they differed in unpredictable ways, making it
very difficult to adjust for the difference.

Opting out—allowing people the right not to be included in
a database—at least requires them to make an effort to be ex-
cluded. In such circumstances many people are lazy, going with
the default, and so are included in the database. A potentially
more serious alternative is requiring people to opt in—to make
the effort if they want to be included in a database. Now; intrin-
sic laziness can make things worse: requiring people to make an
active effort is a sure way of reducing the response.

That medical record example involved very explicit adminis-
trative data. Sometimes things are not so obvious. Take the ex-
ample of abandoned phone calls to the emergency services.

An abandoned call is one in which someone calls the emer-
gency number but hangs up or terminates the call before being
connected to the operator. In September 2017, the BBC website
reported that over the year starting June 2016 the number of
abandoned emergency calls to UK police control rooms
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doubled, from 8,000 to 16,300.% There are various theories about
why this might be happening, but one is that overstretched po-
lice forces are taking too long to answer. Another is that mobile
phones are automatically generating such calls, perhaps as the
buttons are accidentally pressed in a pocket or handbag.

If that last theory were the sole cause, we might expect the
problem not to arise, or at least be less serious, in the United
States, where the emergency call number 911 uses two different
digits (it’s 999 in the UK). But the rate of such calls is rising in
America also. Records over three months from the Lincoln
Emergency Communications Center illustrate the sort of change,
with the percentage of abandoned incoming calls increasing from
0.92 percent to 3.47 percent from April through June 2013.

Abandoned calls are a clear case of DD-Type 1: Data We Know
Are Missing. In contrast, a wonderful example of DD-Type 2: Data
We Don’t Know Are Missing was given by Mike Johnston in his
column The Online Photographer. He wrote: “I have to chuckle
whenever I read yet another description of American frontier log
cabins as having been well crafted or sturdily or beautifully built.
The much more likely truth is that 99.9 percent of frontier log
cabins were horribly built—it’s just that all of those fell down.
The few that have survived intact were the ones that were well
made. That doesn’t mean all of them were.” Since there is no rec-
ord of all the many log cabins which have collapsed and de-
cayed, these are dark data.

DD-Type 2: Data We Don’t Know Are Missing is particularly
deceptive because we will generally have no reason to suspect
it. Suppose, for example, we read, as I did in the Times (London)
of 29 December 2017, that “the number of sexual assaults alleg-
edly carried out by taxi drivers on passengers has risen by a fifth
in three years, according to police figures.” The immediate and
superficial explanation is that more such offenses are being
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committed. But there is an alternative explanation, arising from
dark data. This is simply that while the rate of commission of such
offenses is remaining constant the rate of reporting of the offenses
is increasing. Hitherto concealed dark data may be becoming vis-
ible as a result of changing social mores and societal norms.
There’s a general moral there: if you see a sudden step change in
a time series of values, it could be because the underlying reality
has changed, but it could also be because the data collection pro-
cedure has changed. This is a manifestation of DD-Type 7:
Changes with Time.

A more elaborate example of DD-Type 2: Data We Don’t Know
Are Missing and DD-Type 7: Changes with Time working in tan-
dem is illustrated by the performance of investment funds. The
population of such funds is dynamic: new funds are set up, and
old ones die. And, unsurprisingly, it is generally the underper-
forming funds which die, leaving just the ones which do well.
Superficially, if we do not somehow take those that drop out into
account, on average such funds will appear to do well.

Although individual funds which have dropped out because
they performed badly will be excluded from an index showing
overall or average performance, it might be possible to look back
and obtain data on those funds. This would change them from
DD-Type 2: Data We Don’t Know Are Missing to DD-Type 1: Data
We Know Are Missing, and it would then be possible to explore the
impact of excluding them from the calculations. A 2006 study
by Amy Barrett and Brent Brodeski showed that “purging of the
weakest funds from the Morningstar database boosted apparent
returns on average by 1.6 percent per year over the 10-year period
[from 1995 to 2004].”” And in a study published in 2013, Todd
Schlanger and Christopher Philips of Vanguard looked at the per-
formance of funds including and excluding closed funds over
5, 10-, and 15-year periods.® The differences were striking, with
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the performance of those excluding the closed funds over 15 years
being almost double that when they were included. This study
also revealed the magnitude of dark data in this context: only
54 percent of funds lasted the full 15-year period.

The phenomenon also affects more familiar financial indexes
such as the Dow Jones Industrial Average and the S&P soo. Com-
panies which perform poorly drop out of these indexes, so that
only those which do relatively well contribute to the final per-
formance value. This is fine if you happened to have invested in
those companies which went on to do well, but not so fine other-
wise. And since it’s very difficult (some would say impossible)
to tell which companies are going to go on to do well and which
aren’t, the index performance is deceptive.

Having cautioned about so-called survivor bias in financial
indexes, it is worth noting that things can be more complicated.
Taking hedge funds as an example, certainly, poorly performing
funds are likely to close and not be included in the data, but so
also are funds at the opposite end of the spectrum: exception-
ally strongly performing funds are likely to close to new inves-
tors. Likewise, strongly performing companies can split and so
drop out of a share index. Dark data can work in mysterious ways.

Additionally, for reasons we shall explore in chapter 3, there
is a good chance funds which have performed exceptionally well
in the past will nosedive in the future owing to the phenomenon
of “regression to the mean.” This means purchasers of funds need
to look very carefully at how past performance is evaluated. As
in other walks of life, investors need to ask themselves if the truth
is being disguised by invisible dark data.

Survivor bias is always a potential problem for things which
change over time. In the world of startups we tend to hear more
about the successes than the failures—even though the major-
ity of such companies fail. Some researchers put this failure rate
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as low as 5o percent, while others put it as high as 99 percent. Of
course, it partly depends on the time period you are consider-
ing (one year, 50 years?) and how you define “failure.” Take the
social networking site Bebo, for example. Launched in 2005, at
one stage Bebo was the most popular social networking site in
the UK, with nearly 11 million users. In 2008 it was bought by
AQL for $8s50 million. So, over a three-year horizon Bebo was
hugely successful. But then the number of users started to fall,
partly as they shifted to Facebook, and in 2010 AOL sold Bebo
to Criterion Capital Partners. A computer glitch damaged its
reputation, and in 2013 Bebo filed for Chapter 11 bankruptcy pro-
tection. Later in 2013 the original founders, Michael and Xochi
Birch, bought the company back for $1 million. So is this a suc-
cess or a failure? And what about Lehman Brothers? This firm
was founded in 1850 and became the fourth largest investment
bank in the United States—until it filed for bankruptcy in 2008,
that is. Like Bebo, the company came to a sticky end, albeit over
alonger time interval. But was it a success or a failure?

In the startup world people would naturally like to hear about
the success stories more than about the failure stories, simply
because they are trying to emulate the successes and not the fail-
ures. But this situation reveals another kind of dark data. What
entrepreneurs should be looking for are characteristics which
distinguish between successes and failures, not simply character-
istics which happen to have been associated with successes.
Characteristics of the latter kind might also be associated with
the failures. Moreover, even if the characteristics are associated
with successes more than failures, there is no guarantee they are
causal.

The wonderful comic website xkcd has a cartoon about sur-
vivor bias.” The character is advising us never to stop buying lot-
tery tickets, describing how he lost and lost time after time but
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kept buying tickets, even taking extra jobs to earn money to buy
more tickets. And he eventually succeeded (if “succeeded” is the
right word). What we don’t see are the gamblers who poured
fortunes into lottery tickets but died without winning.

In general, administrative data have immense potential to do
good, provided we appreciate the dark data risks. But there is a
complementary aspect which might be less positive that is lead-
ing to increasing concern.

From our individual perspective the data exhaust retained in
an administrative data database is a data shadow. It consists of
the traces we leave from sending emails or texts, tweeting, post-
ing a comment on YouTube, swiping credit cards, using travel
cards, making phone calls, updating a social media app, logging
onto a computer or iPad, taking cash from an ATM, driving past
a car license plate recognition camera, and so on endlessly, in
often unsuspected ways. While such data can indeed be aggre-
gated to benefit society, they also inevitably reveal a huge amount
about each of us as individuals, our likes and dislikes, and our
habits and behaviors. The data relating to us as individuals can
be used to our benefit—guiding us toward products or events
which might interest us, facilitating travel, and generally smooth-
ing life out for us. But they can also be used to manipulate be-
havior. Authoritarian regimes can exert considerable control over
us if they know detailed patterns of our lives. In a way this is in-
evitable: the downside of giving out information so that we can
be assisted is that . . . we give out information.

Because of increasing concern about data shadows, services
exist which will minimize our shadow. Or, from the perspective
of this book, services exist to switch off the light on data, render-
ing them dark. Basic steps include deactivating all social media
accounts (Facebook, Twitter, etc.), deleting old email accounts,
deleting search results, using false information for accounts we
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cannot delete (e.g., false birth dates or middle initials), unsub-
scribing from lists and alerts, and so on. Of course, the comple-
mentary side of the protection created by hiding data is that the
potential benefits will be adversely impacted. We can determine
whom to give tax credits to only if we have details of people’s
income and tax payments.

From the Few to the Many

Collecting data on all the people or objects we are interested
in—Tlike the administrative data generated during supermarket
purchases—is a powerful way of acquiring information that
can improve our understanding, enabling us to make better
decisions. But such data are not always adequate for shedding
light on any particular question we might want to answer. The
obvious example is simply the situation in which no relevant
administrative data sets are being automatically compiled. One
solution might be to use the most closely related data set we can
find, but that has its own risks. A second solution would be to
deliberately carry out a separate exercise to collect data on the
entire population aimed specifically at answering the question.
That is, to carry out a census. Unfortunately, censuses are typi-
cally expensive and slow processes; and there’s no point in
spending a vast amount of money to get a perfect answer long
after it has ceased to be of use.

A third possible strategy is to use a survey.

Surveys are one of the main tools used for understanding
modern society. Their particular strength is that they enable us
to find out what’s going on in a population or group without ask-
ing everyone in that population or group. They are based on a
very powerful statistical phenomenon called the law of large num-
bers, which says that the average value of a (randomly drawn)

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

44 CHAPTER 2

sample taken from a population has a high probability of being
very close to the real average value of the population if the sam-
ple size is large enough.

Suppose we want to find the average age of people in a coun-
try. This matters because it is a basic piece of information in
determining whether there are (and will be as the population
ages) sufficient younger, wage-earning and tax-paying workers
to support the older retired population. Its importance and po-
tential impact is illustrated by contrasting the West African
country of Niger, where 40 percent of the population is aged less
than 15, with Japan, where just 13 percent is.

Suppose we don’t have birth records, that we cannot afford
to conduct a census to find out everyone’s age, and that we are
uneasy about the dark data associated with administrative data
in the many other databases which requested date of birth on
signing up for some service. Surveys allow us to be confident of
getting a sufficiently accurate estimate by asking only some of the
people their age. You might be immediately suspicious of this:
there’s the obvious dark data risk of not knowing the age of all
those people we don’t ask. But the law of large numbers tells us
that it is possible, provided the sample is properly drawn. More-
over, the mathematics behind this law also tell us that the sam-
ple need not be very large—a thousand might be large enough.
Obtaining data from a thousand people is a very different matter
from obtaining it from the possibly many millions of people in
the entire population.

The throwaway comments describing the sample as “ran-
domly drawn” and “properly drawn” are critical. If we took our
sample solely from people in nightclubs or in retirement homes,
we would probably not get a very accurate estimate of the over-
all population average age. We need to be as confident as we can
that the sample is properly representative of the population we
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are studying. The best way to achieve that is to begin by listing
all the members of the population we are interested in—such a
list is called a sampling frame—and to randomly choose a sam-
ple of people from that list and ask them their age. Such compre-
hensive lists are often available from administrative data. For
example, electoral rolls are often used for such lists, as are earlier
censuses.

At first the notion of randomly choosing whom to ask their age
might seem bizarre. Surely that means each time we undertook
such an exercise we could get a different result. That’s true, but
while this approach will not guarantee that there are no unfor-
tunate dark data distortions in the sample (e.g., that it does not
have a higher proportion of young people than is in the popula-
tion), the probability of such distortions can be kept to a con-
trolled level. It means we are able to make statements like “for
almost all (e.g., 95 percent) of the samples we could have drawn,
the sample average will be within two years of the population
average age.” And by increasing the size of our sample, we can
increase our confidence from 95 percent to 99 percent or indeed
whatever level we think is appropriate, and likewise we can make
the interval two years or one year or again whatever we want. And
in case you are concerned about the lack of absolute certainty
in the conclusions drawn by such a process, perhaps I should re-
mind you that nothing in life is absolutely certain (with the pos-
sible exceptions of death and taxes).

One of the interesting aspects of the law of large numbers is
that the accuracy of the estimate doesn’t materially depend on
how large a fraction of the population is included in the sample,
atleast if the population is large and the sample a relatively small
fraction of it. Instead, it depends simply on how large the sam-
ple is. Other things being equal, a sample of a thousand drawn
from a population of a million will usually give much the same
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accuracy as a sample of a thousand drawn from a population of
a billion. This is true even though the sample is one in a thou-
sand of the first population and one in a million of the second.

Unfortunately, this sample survey strategy is not a magic
wand. Like (almost?) everything else in life, there is a downside,
namely, that surveys generally rely on voluntary participation.
That means that people might answer some of the questions but
not others, or they might even decline to take part at all. We have
entered the realm of dark data (DD-Type 4: Self-Selection).

An example of such “nonresponse” is given in Table 1, which
shows a sample of data with some values missing. These are in-
dicated by a “?” symbol (often “NA” is used, for “not available”),
and these are highlighted so they are easier to see. The data are
alist of 10 records from the marketing data given on the Knowl-
edge Extraction Based on Evolutionary Learning website."°
They were collected from questionnaires given to people in a
shopping mall in the San Francisco Bay area, and the aim of the
study was to construct a model to predict income from the other
variables. The variables are given as A=Sex, B=MaritalStatus,
C=Age, D=Education, E=Occupation, F=YearsInSF, G=Dual-
Income, H=HouseholdMembers, I=Under18, J=House-
holdStatus, K=TypeOf Home, L=EthnicClass, M=Language,
and the variable to be predicted was that in the final column,
N=Income (the website gives more details of the meaning and
range of each of the variables; I have introduced the letter labels
for convenience). In all, the complete data set contains 8,993 rows
like those shown in the table, but 2,117 of them have missing
values—as do three of the rows of the extract shown. One of
these three has two values missing. The values missing in the
table are clearly DD-Type 1: Data We Know Are Missing, as we can
see that there should be something there.
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TABLE 1. Extract from marketing data
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Source: Website Knowledge Extraction Based on Evolutionary Learning, http://www.keel.es/.

The column labeled M, which is Language, is the answer to
the question “What language is spoken most often in your
home?” with the three possible response categories being
1=English, 2=Spanish, and 3=Other. Since only one of these
categories can be true for each household and since these cat-
egories include all possible answers (e.g., if German was the
language spoken most often, the response would be 3=Other),
we know that there really is an answer—1i, 2, or 3—for this ques-
tion for each row. It’s simply that, for some reason, two people in
our sample have not given it.

Sometimes, however, the records are incomplete because there
simply are no values to be put there; the answer really does not
exist. For example, a form which requested the age of the respon-
dent’s spouse would necessarily have a blank if the respondent
was not married. That poses the interesting question of how we
should treat that sort of missing value. The situation is clearly
different from one in which someone is married but simply has
not filled in that field in the form. But does this difference matter?
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If the two types of nonresponse are treated in the same way, will
it lead to mistaken conclusions?

A record which has gaps shows immediately that something
is missing (DD-Type 1: Data We Know Are Missing). But what
about people who refuse to answer any questions at all? The re-
sult is DD-Type 4: Self-Selection. People might be too busy, feel
it too much of an invasion of privacy, or simply be uncontactable
(e.g., they are out of town when the survey is conducted). These
are also known unknowns in that we know who they are—they
are on the list of people we intended to contact—and that they
could have given answers if they had been willing and able. But
since we don't have any of their responses, we really are in the
dark.

One of the most famous examples of this sort of problem oc-
curred in the 1936 U.S. presidential election. On the basis of
polls, the popular magazine Literary Digest had previously very
successfully predicted winners of elections, and in 1936 it pre-
dicted that the Republican candidate, Alfred M. Landon, would
win by a 3 to 2 majority. However, Franklin D. Roosevelt, the
Democratic candidate, won in a landslide, garnering 523 of the
s31votes of the Electoral College, 62 percent of the popular vote,
and 46 out of 48 states.

Descriptions of this election outcome and the mistaken Lit-
erary Digest prediction often attribute the failure to dark data aris-
ing from the design of the survey. In particular (though there
are slightly different stories, they all have the same core idea),
phone directories were used as the sampling frame from which
potential respondents were chosen. At the time, however, phones
were something of a luxury and were more likely to be possessed
by more affluent people, who were more likely to vote Repub-
lican. Thus, the sample would have overestimated the proportion
of people who would vote Republican.
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Much like the example of trying to estimate the average age
of a country’s population based on samples drawn from night-
clubs or retirement homes, this explanation for the election fore-
casting failure suggests that the cause of the dark datalay notin
people’s refusal to answer questions but rather in a faulty se-
lection of the initial list of people who were to be interviewed.

However, a detailed analysis by statistician Maurice Bryson
shows that this simplistic analysis is wrong.'' On the one hand
it underestimates the lengths to which the Literary Digest poll-
sters went to ensure representativeness of the sample of poten-
tial voters they approached. They were very much aware of the
factors which could lead to sample distortion. On the other hand,
although only about 40 percent of householders at the time had
phones, these would also be the ones most likely to vote. The
latter factor meant that although there might be a mass of dark
data from the population as a whole, it would be less serious
when thought of as a proportion of the voting population, which
is of course what counts in an election. Incidentally, this can have
a major impact: in the 2016 UK referendum about whether to
leave the European Union, 43 percent of those who claimed “no
interest in politics” voted, as opposed to just 30 percent voting
in the 2015 UK General Election. A poll assertion that someone
will vote for X needs to be translated into an action that they do
vote for X.

Concerning the Landon/Roosevelt election poll, it seems that
although the phone explanation is the one which is widely be-
lieved and propagated, it is wrong.

What, then, explains the failure of the poll?

The answer still lies in dark data but in a much more familiar
and straightforward form—one which has become very impor-
tant with the advent of web-based surveys. This is that although
the pollsters mailed out 10 million ballots, only about a quarter
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of those who received them, some 2.3 million people, bothered
to reply. Over three-quarters of those approached simply ignored
the ballot—their views became dark data. The implications are
obvious. If (as seems to have been the case) the Republican vot-
ers were more interested in the election than the pro-Roosevelt
voters, they would have been more likely to respond to the poll.
That meant that the poll would give the impression of a major-
ity in favor of Landon—the distorted view that the Literary Di-
gest saw. This self-selection distortion vanished when the actual
election was held.

So this polling disaster was not a consequence of dark data due
to the poll designers’ errors in drawing the sample but of dark
data arising from the different probability that Republican and
Democrat voters would respond to the survey. It was a conse-
quence of voluntary response (DD-Type 4: Self-Selection).

Since there was a properly defined sampling frame—that is,
the pollsters knew precisely who was eligible to vote—with a so-
phisticated enough analysis it might have been possible to ad-
just for it, as described in chapter 9. But in cases where there is
no properly defined sampling frame, such adjustment will be
much more difficult or simply impossible. If there’s no sampling
frame, then we have left the domain of DD-Type 1: Data We Know
Are Missing and moved into that of DD-Type 2: Data We Don’t
Know Are Missing. Web surveys, which we discuss later, are par-
ticularly vulnerable to this scenario.

In general, situations in which some people do not respond
atall, as in the Landon/Roosevelt example, are tough to handle.
It could very easily be that those who refuse to respond differ in
important ways from those who do choose to respond: the
simple fact that they have chosen not to engage with the survey
shows they are different in some way. Perhaps people with a par-
ticular interest in the topic of the survey might be more inclined
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to respond, as in the Landon/Roosevelt case. Or perhaps those
who are more likely to respond might be better informed about
the topic. One Dutch study of housing demand found that
people were more likely to respond to a survey if their needs were
greater, so that the survey was in danger of giving a very mislead-
ing overall impression.'” In victimization surveys, so-called
series events, such as spousal abuse, which have no clear-cut start
and end point might not be picked up by surveys which focus
onindividual incidents. In other contexts, people might not wish
to engage if the perceived time burden is too great. Overall, self-
selection is a particularly pernicious generator of dark data in
surveys and in other situations.

Pre-election polls are useful, but since surveys are used very
widely to collect information in government and commerce, in-
adequate response rates can have widespread implications. And
response rates are falling worldwide. An illustration is provided
by the UK’s Labour Force Survey." Figure 2 shows the fraction
of those approached who agreed to be interviewed in each quar-
ter from March—May 2003 to July—September 2017. The propor-
tion fell from over 65 percent to below 45 percent over this pe-
riod. The straight-line downward trend does not lead to a great
deal of confidence in the conclusions which will be drawn from
this survey in the future, unless action is taken to improve the
response rate.

The phenomenon is not restricted to the Labour Force Sur-
vey in Britain but affects surveys of all kinds worldwide. The U.S.
Survey of Consumer Attitudes is a telephone survey of attitudes
to spending and the economy. Its participation rate declined
from 79 percent in 1979 to 60 percent in 1996 to 48 percent in
2003. Many further examples are given in a 2013 report from the
U.S. National Academies edited by Roger Tourangeau and
Thomas Plewes which says: “Response rates to government and
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FIGURE 2. Proportion who agreed to be interviewed in the UK Labour Force
Survey each quarter from March-May 2003 to July-September 2017.

privately sponsored household surveys that provide rich data for
social science research have been falling throughout the richer
countries of the world.”** Figure 3 shows the response rates from
1997 to 2011 for households within the U.S. National Health In-
terview Survey. Although perhaps not as pronounced as in the
British example, the downward trend is still apparent.

The decline is also evident in medical epidemiological stud-
ies. The Behavioral Risk Factor Surveillance Survey is used
nationwide in the United States to study risk factors, health
screening, and healthcare access. The median participation rate
in this survey dropped from 71 percent in 1993 to s1 percent in
2005.
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FIGURE 3. Response rates from 1997 to 2011 for households within the U.S.

National Health Interview Survey.

The key question is, At what point does the response rate be-
come too low for a survey to be useful? At what point does the
proportion of data which are dark become too high for the re-
sults of the survey to be trusted as a summary of the overall popu-
lation? Is a 9o percent response rate good enough to produce
reliable results? If so, what about 80, 50, 20 percent? And how
effective are methods (like those described in chapter 8) for ad-
justing the results to allow for the nonresponse?

Unfortunately, there is no general answer to these questions.
It will depend on what the survey is about, on what questions
are to be asked, and on how and why the data are missing. In
some instances even a small proportion of missing records could
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mean the available data are unrepresentative of the overall pop-
ulation. A survey of the entire population about attitudes to
sex-change operations in which some question was so offensive
to transgender people that they all refused to answer while other
groups were not affected could yield misleading results, even
though it would have only a low nonresponse rate. In contrast,
in other instances, even a large proportion of missing records
might have only a small impact on the conclusions. In fact, it fol-
lows from our earlier discussion of the importance of sample
size and random sampling that if the nonrespondents don’t fall
into any particular pattern, then a high rate of nonresponse might
not matter at all.

In any case, as the examples show, the extent of dark data in
the form of nonresponse seems to be increasing, and while those
dark data might not have an adverse impact on any conclusions,
in some circumstances they could have a very serious impact. If
you were running a country or a major corporation, would you
want to rely on “might not™?

One of the exciting possibilities of the internet is that it facili-
tates low-cost surveys, with the potential to reach vast audi-
ences and hence huge sample sizes. But there are concomitant
shortcomings. In particular, there is a lack of control over who
responds to the questions. To a large extent, they will be self-
selected, deciding for themselves whether to take part in a sur-
vey or to vanish into the opacity of dark data. This is obviously
potentially disastrous to any kind of survey, since it means that
the responses are likely to be related to whether someone an-
swers the survey questions at all. (Recall the hypothetical mag-
azine survey example from chapter 1 asking the question “do you
reply to magazine surveys?”) This is on top of distortion arising
from who sees the relevant web page in the first place.
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At the other extreme, people might even be able to respond
to a web survey multiple times. Or even worse: while writing this
book I came across one person who said that whenever he was
presented with a survey on his mobile phone he handed it over
to his five-year-old son to answer. Moreover, a fundamental prob-
lem is that not everyone has access to the internet—compare
the role of telephones in the Landon/Roosevelt election. A
2013 Dutch paper published in the International Journal of Internet
Science reported that “older households, non-Western immi-
grants, and one-person households are less likely to have Inter-
net access.”'® As if all that wasn’t problematic enough, access is
likely to change over time as the population ages, and indeed as
technology progresses.

Underlying nonresponse is the question of why people appear
to be decreasingly willing to answer surveys. Tourangeau and
Plewes looked into this question and found that the reasons for
nonresponse hadn’t changed much over time.'® The main ones
were that the potential respondent was simply not sufficiently
interested to engage, was too busy, or that the interview would
take up too much time. Other reasons included privacy concerns
or not understanding the survey, and negative reactions included
hanging-up, door-slamming, or hostile or threatening behavior.
Clearly, being an interviewer can be a risky business! It has been
suggested that people have simply become saturated with
surveys—there are too many of them and people are exasper-
ated at answering endless questions. The situation is aggravated
by commercial promotion campaigns masquerading as surveys.
The metalevel reason behind all this is self-selection; that is, the
respondents are deciding for themselves whether to take part.

Survey nonresponse is not necessarily due to the respondent.
It might be that an interviewer failed to make sufficient effort to
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contact individuals. Indeed, dishonest interviewers have even
been known to make up data (DD-Type 14: Fabricated and Syn-
thetic Data). The term “curbstoning” has been coined to describe
this occurrence, reflecting (in caricature) the notion that instead
of going to the trouble of asking people questions, a census enu-
merator might simply sit down on the curb and make up the
numbers.'” Be warned, however, that sophisticated statistical
methods can often detect this deception, as they can other kinds
of data fraud. Language barriers and simple data loss can also lead
to missing values.

Sensitive survey questions—perhaps those related to sexual
activity or financial or medical matters—can be particularly sus-
ceptible to missing and incomplete records. Consequently,
some rather clever data collection methods have been developed
which allow people to answer such questions while retaining
their anonymity or in such a way that aggregate statistics can be
produced without individual values being known. We shall look
into these in chapter 9.

Experimental Data

We have looked at two of the modes of data collection described
at the start of this chapter: situations in which “all” the data were
recorded, and situations in which a sample of data was used. And
in particular we have explored how different kinds of dark data
can arise in each situation.

We now turn to the third mode of data collection, the experi-
mental mode, in which the circumstances, treatments, or expo-
sures that objects (or people) are subject to are varied in a care-
tully controlled way.

Suppose we wish to know which of two medical treatments
is the more effective. Let’s call the treatments A and B. The
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obvious place to start is by giving both treatments to a patient
and seeing which works better.

That’s useful if it is possible to give a patient both treatments.
For example, in a study of the effectiveness of medications to al-
leviate hay fever symptoms, we could give the patient treatment
A one year and treatment B the next, or the other way around
(hoping that the pollen count was the same in the two years).
But in many cases it’s not possible to give a single patient both
treatments. For example, in a study to see how effective treat-
ments are at extending life expectancy, we can hardly go back
and try the other treatment once the first has reached a conclu-
sion and the patient has died.

The only alternative to giving a single patient both treatments
is to give one patient treatment A and another patient treatment
B. The trouble is, of course, that not all patients respond the same
way to a given treatment: just because one patient did well under
treatment A does not mean all patients will do well. Indeed, even
worse, any particular patient might respond differently to the
same treatment at different times.

So we now go further. First, we shift our attention from in-
dividual patients to the average responses of several patients re-
ceiving each treatment: how well on average do patients re-
spond to A compared with how well they respond on average
to B? And second, we try to ensure that the patients are allocated
to the two treatments in such a way as to ensure that other
factors cannot account for any differences between the results.
For example, we would not want to give all the men one treat-
ment and all the women the other because we would then
not know if any observed differences in outcome were due to
the treatments or to sex. Likewise, we wouldn’t want to give
all the sicker patients treatment A and the less sick patients
treatment B.
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So, we could balance the allocations. For example, we could
give half of the men one treatment and the other half the other
treatment, and the same for the women, and half of the sicker
patients one treatment and the other half the other treatment.
This would be possible if we wanted to control for just a limited
number of factors. Thus, we could try to balance factors such as
sex, age, and severity of illness, but we would soon find the task
starts to become impossible: perhaps there is no seriously ill
25-year-old man with high blood pressure, body mass index of
26, a history of asthma, and who smokes, to balance against a seri-
ously ill 25-year-old woman with exactly the same conditions.
Worse still, there will doubtless be all sorts of factors we hadn’t
thought of.

To overcome this problem, people are randomly assigned to
the two treatment groups—hence randomized controlled trials
(RCTs). In this way we can be sure that the chance of imbalance
of the kind we want to avoid is very small. You will recall the ra-
tionale behind drawing a random sample when we looked at
surveys earlier. Exactly the same sort of principle is in play here,
except that now we are allocating patients to treatments instead
of simply selecting which people to interview.

Comparing just two groups in this way is a very simple experi-
ment. Sometimes it’s called an A/B trial, with the two groups
labeled A and B, or a champion/challenger trial, in which a new
method or treatment (the challenger) is compared with the stan-
dard method (the champion). Such designs are very widely
used, in medicine, web experiments, and manufacturing, for ex-
ample. The strength of such studies lies in the fact that we can
compare the outcome with what would have happened otherwise.
We have sidestepped the counterfactual dark data problem.

This way of controlling what data are dark has been around
for along time. One of the early modern influential randomized
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controlled trials was the 1948 study of the treatment of tubercu-
losis by streptomycin. Of this study, British health service re-
searcher Sir Iain Chalmers said: “The detailed and exceptionally
clear 1948 report of the British Medical Research Council’s ran-
domized trial of streptomycin for pulmonary tuberculosis is
rightly regarded as a landmark in the history of clinical trials.”*®

As is often the case, however, it is possible to trace the ideas,
or at least roots of them, throughout history. An earlier descrip-
tion of randomizing the group allocation includes the sugges-
tion by the Flemish physician Jean-Baptiste Van Helmont, made
in 1648, to decide the effectiveness of bleeding and purging
patients: “Let us take out of the hospitals . . . 200 or 500 poor
people, that have fevers, pleurisies. Let us divide them into halves,
let us cast lots, that one halfe of them may fall to my share, and
the other to yours; I will cure them without bloodletting and sen-
sible evacuation; but you do, as ye know. . . . We shall see how
many funerals both of us shall have.”*® You may be unfamiliar
with this old-fashioned use of the word “lot,” but you will cer-
tainly be familiar with it in the word “lottery.”

So far so good. Unlike the other two data collection modes,
which simply collected data on how people behaved (“observa-
tional data”), this new approach controls who receives what treat-
ment. And that would be fine if all the patients stuck to the
treatment protocols, taking the medication when they were
supposed to and continuing until the end of the trial. But un-
fortunately, dark data often occur in such trials in the form of
dropouts.

A dropout is simply someone who drops out or withdraws
from the study. This might be because he or she dies; suffers from
nasty side effects of the treatment; moves house; simply sees no
improvement, so that his or her motivation to continue with the
treatment is reduced; or for any of the other sorts of reasons we
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have encountered before. The essence here is that measurements
are made over time, or after some elapsed time, and the risk is
that the different arms of the trial might be affected by dark data
in different ways. They illustrate DD-Type 7: Changes with Time
and also DD-Type 1: Data We Know Are Missing.

For example, in a study comparing an active treatment with
a placebo (a “treatment” believed to have no active therapeutic
ingredient) any side effects are more likely to occur with the ac-
tive treatment, since, by definition, the placebo has no active
component. This may well mean that dropouts arise more often
in the treatment group. Perhaps worse, if people who see no ben-
efit or even deteriorate are more likely to drop out, then the
study will be disproportionately left with those who do see a ben-
efit. If we don’t allow for the dropouts in some way, we can
obtain a highly misleading impression of the effectiveness of the
treatment. This is another example of survivor bias—those who
“survive” or continue to the end of the trial do not properly rep-
resent the effect on the entire group.

Things are aggravated—for the good of the individual!—by
the need to behave ethically in clinical trials. Point 9 of the
Nuremberg Code, established after World War II, requires that
participants in clinical trials be able to stop at any time: you can-
not force people to stay in a trial.

Trials are often more complicated than the preceding simple
two-group illustration. They may involve multiple different clin-
ics and have multiple “arms,” with several treatments being
compared. An example is given in Figure 4, which shows data
from a clinical trial exploring the effectiveness of the drug
budesonide in asthma patients.?° This trial involved five groups
of patients, one receiving a placebo (zero dose), and the other
groups receiving 200, 400, 8§00, or 1,600 micrograms of
budesonide, respectively. Measures of lung function were taken
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FIGURE 4. Traces showing the number remaining in the asthma trial with time.

at the start, and at weeks 2, 4, 8, and 12 after patients joined the
study. The traces in the plot show the number of patients remain-
ing in the study at each week. The others dropped out—and the
monotonic pattern is very clear, with there being more dropouts
on each measurement occasion. The dropout rate is quite dra-
matic, with only 75 percent of the patients who began the trial
still there at the end. Perhaps even more alarming is that the
dropout rate seems to differ among the different arms of the trial.
In particular, only 10 of the 98 receiving the highest dose dropped
out, whereas 58, that is nearly two-thirds, of those receiving the
placebo dropped out. One might speculate that the drug is ef-
fective, with only the less severely affected patients remaining in
the study, but this would be speculation. Certainly, the missing
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data complicate the analysis and interpretation of what is going
on, with considerable potential to be misled if conclusions are
based solely on the data available.

I've illustrated randomized trials using medical examples, but
they are also very widely used elsewhere, including in social and
public policy domains such as education and crime prevention.
Indeed, randomized trials in social and public policy also have
a long history—though not so long as in medicine. For exam-
ple, between 1968 and 1982 researchers in the United States used
such methods to investigate whether people would be discour-
aged from working if they were guaranteed an income equal to
the minimum income deemed adequate. (It turned out the in-
come did reduce the time spent working, but only by a small
amount.”)

An interesting application of a randomized trial in education
was an evaluation of the impact of the children’s TV show Ses-
ame Street on vocabulary and cognitive skills. This study illus-
trated one of the challenges of randomized trials in the social
sciences: short of actually forbidding some children to watch the
show, there was no way of guaranteeing they wouldn’t watch it.
The researchers finally got around this problem by finding cities
where the show was available only on cable and providing cable
to arandomly selected group of households. And they found that
watching the show did improve vocabulary. Andrew Leigh de-
scribes this and many other two-group randomized trials in his
excellent book Randomistas: How Radical Researchers Are Chang-
ing Our World.** He also describes how he set up a randomized
trial to find the best title for his book. Before the book was pub-
lished, 4,000 people each saw a randomly chosen title from one
of 12 different possible titles. The response he measured was the
proportion of each group that clicked through to the publisher’s
website for more information.
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Regarding crime, it is known that public perceptions of the
risk of experiencing crime can exceed the real risk: not knowing
something can make it seem worse than it is (another aspect of
dark data). A study by the National Policing Improvement
Agency in the UK explored whether providing information
about crime and policing would be received positively by the
public or whether it would increase fear of crime.** Four groups
of research participants were presented with different kinds of
information about crime and policing, with different degrees of
dark data. One group received maps showing the recorded crime
rate in their local area, another received information about neigh-
borhood policing in their local area, another received both, and
afourth group received no information at all. This last group was
completely in the dark. The conclusions were positive: “The
study was able to challenge the myth that sharing information
with the public would increase the ‘fear of crime.’ In fact, infor-
mation was found to improve people’s perceptions of their neigh-
bourhood and of the local police.”

Of course, the results are not always positive—indeed, one
of the most important roles of randomized trials is debunking
popular myths or perceived “self-evident” truths which are in fact
wrong. And sometimes it takes considerable courage to run a
randomized trial in the face of a popular belief that something
is true.

For example, while a robust imprisonment policy will reduce
crime in the short term, this may not be because the miscreants
learn the error of their ways but could simply be that it takes them
off the streets. And a prison record is not conducive to fitting
back into society and finding regular work on release, so short
sentences might not help at all; they might even increase crime
in the long term. A proper experiment is needed to investigate
the policy. This example also illustrates another of the
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difficulties of randomized trials in social settings. Few judges—
and possibly even fewer members of the public—are likely to
agree that sentences should be decided randomly. Neverthe-
less, such experiments have been carried out, with criminals
being randomly selected for sentence reduction.”*

Even when the results are not positive, careful digging can re-
veal that there’s more to things than meets the eye. Andrew
Leigh describes four randomized studies investigating whether
providing textbooks to schools improved examination results.
None of the four studies showed that the policy did improve re-
sults, but the reasons were different in the four cases. In one, the
books were put into stores instead of being handed out. In the
second, parents compensated for the free books by cutting back
their spending on education. In the third, there was no incentive
for the teachers to use the books. And in the fourth, the books
failed to help the majority of the students simply because they
could not read. Had these explanations not been unearthed—
had they remained as dark data—the conclusions could have
been misleading.

Randomized trials are a wonderful scientific tool, but they are
not always appropriate. You would not carry out such a compara-
tive trial to see if having a parachute was more effective than not
having a parachute when jumping from an aircraft.>® Moreover,
subtleties can arise. Consider a study aimed at investigating pos-
sible ways to reduce unemployment. An intervention might
increase my chances of finding a job, but if that means I displace
someone else who would otherwise have taken the job, then the
intervention will not reduce unemployment. Likewise, an inter-
vention which replaced a few full-time employees by many part-
time employees might or might not be regarded as successful
even though more people had jobs, depending on how unem-
ployment is defined.
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Yet further complications arise from the “Hawthorne effect.”
This is the tendency people have to behave differently if they
know they are being observed. It looks as if, ideally, people should
be studied secretly—hiding the fact from them—Dbut this obvi-
ously runs into ethical problems of informed consent. The first
clause of the Nuremberg Code for clinical trials says that “The
voluntary consent of the human subject is absolutely essential.”

The general term for the branch of statistics concerned with
deciding how to allocate objects to treatments so that analysis
can yield the best estimates of treatment effectiveness is simply
experimental design. The two-group randomized trial is just about
the simplest possible and the most widely used design for explor-
ing the effectiveness of a treatment, policy, or intervention. Im-
mediate generalizations of the two-group strategy lead to stud-
ies with several groups as illustrated previously, each receiving
a different treatment, and to carefully balanced designs in which
multiple factors likely to influence the results are taken into ac-
count. I describe a plastic car-parts injection-molding experi-
ment like this in chapter 8. Sophisticated designs go under exotic
names like fractional factorial and Greco-Latin square designs.

The principles of experimental design were extensively devel-
oped by the leading British statistician Sir Ronald Fisher, work-
ing on agricultural experiments at the Rothamsted Experimen-
tal Station in Hertfordshire, the longest-running agricultural
research institution in the world. In 1935, he published a seminal
book, The Design of Experiments, describing how best to assign
“experimental units” to treatments, such as different fertilizers,
soil types, irrigation, temperatures, and so on, and how best to
explore different treatment combinations. The subject has now
become a highly advanced and quite mathematical discipline. It
includes strategies such as adaptive allocation, in which the
choice of treatment is influenced by results which have been
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obtained as the experiment proceeds. For example, as time pro-
gresses and results begin to accumulate, we might see that they
seem to favor a particular treatment. That leads to the question
of whether we should therefore assign more units (e.g., people,
if we are running a clinical trial) to that treatment on the grounds
that it currently appears to be the best or instead allocate them
to the other treatments with a view to becoming more confident
about the conclusion.

The web makes randomized trials of certain kinds of social
intervention very easy to carry out, since we can simply arrange
that people are randomly assigned to receive different messages,
see different versions of a website, or get different offers—recall
Andrew Leigh’s experiment investigating the best title for his
book. Internet companies typically do this as a matter of course,
carrying out thousands of experiments automatically every day
so that they can determine the most successful strategy for the
company. But the use of dark data in this way can produce a back-
lash. It inevitably means that customers are being kept in the
dark, and if they find out, they may not like it. For example, if
randomization is applied to the price charged for goods or ser-
vices, then having prices change in what appears to be an erratic
way can be unsettling and disturbing. In October 2000, the Wash-
ington Post reported customer reactions when they found out
that Amazon had explored the price sensitivity of its customers
by randomly manipulating prices.?® Feedback included: “I
thought the idea was to attract customers first and then work
hard to keep them. This is definitely not going to earn customer
loyalty” And worse: “I will never buy another thing from those
guys!”

Randomly varying prices to explore how much customers are
prepared to pay is one thing. Other web experiments tread a
much finer ethical line. In 2014, Facebook was severely battered
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by the reaction to an experiment it had carried out to test if
“exposure to emotions led people to change their own posting
behavior.”?” In the study, Facebook manipulated information
posted on nearly 700,000 users” home pages by reducing the
amount of positive or negative content, to see if it would make
people feel more positive or negative. When the study became
public, it was described as scandalous, spooky, disturbing, un-
ethical, and even possibly illegal. It certainly appeared to contra-
vene Article 1 of the Nuremberg Code, that participants should
have given consent to be part of the experiment.

Beware Human Frailties

This chapter has looked at three fundamental ways of collecting
data. The resulting data strip away obscurity and shine a light to
reveal new worlds to us. But the data collection strategies are de-
vised and run by humans, and the resulting data are interpreted
and analyzed by humans. Our decisions about what data to col-
lect and what the results of our analyses mean will be based on
our previous experience, and this may not be representative of
what the world will throw at us in the future. At a deeper level,
our decisions will be based on how our evolutionary develop-
ment has shaped us. One consequence of all these factors is that
we make mistakes, we fail to properly balance evidence, and we
often fail to take the most rational course. In short, we are vul-
nerable to all sorts of subconscious biases.

Availability bias is distortion arising from the tendency to
judge the likelihood of an event on the basis of how easily we can
bring to mind an example of it. If a plane crash has recently been
in the news, then there is a tendency to think plane crashes are
more likely. Advertisements capitalize on this sort of effect, try-
ing to ensure that when you want to buy a product you most

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

68 CHAPTER 2

easily recall a particular brand and are less aware or unaware of
competing brands. But the effect also at least partly explains sud-
den increases in rates of diagnosis of particular medical condi-
tions or kinds of social abuse when society focuses on them.
For example, in chapter 3 we will look at how the rate of autism
diagnosis in the United States has increased since 2000. Part of
the explanation for this increase is due to availability bias. If
people are bombarded with mentions of a condition, it’s hardly
surprising that they are alert for indications of it. Indeed, stud-
ies have shown that parents living near someone with the con-
dition are more likely to explore such a diagnosis for their own
child.

Availability bias is related to the base rate fallacy. Suppose you
are being tested for a rare disease and know that the test is
100 percent accurate in detecting the disease when someone has
it, and 99 percent accurate when someone does not. What is your
conclusion if the test is positive, flagging you as having the dis-
ease? At first glance you might think it means you are almost cer-
tain to be ill. But this can be very misleading, because the cor-
rect answer depends on the base rate—on how many people in
the population have the disease. For example, if the disease is so
rare that only 1in 10,000 people have it, then, of every 101 people
flagged as positive by the test, only 1 person will in fact have it
(on average!). Even though the test rarely makes a mistake with
people who don’t have the disease, because there are so many
more of them than there are of people with the disease, almost
all those diagnosed as ill are incorrectly diagnosed. If we ignore
or are unaware of the fact that the majority in the population
don’t have the disease, mistakes can be made. In a test on medi-
cal students at Harvard, over 56 percent of the students got this
wrong. Alarmingly, other studies have shown similar results with
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practicing doctors. The base rate, at least to these students and
doctors, was dark data.

The base rate fallacy arises because people are unaware of or
ignore relevant data. A similar phenomenon leads to the con-
junction fallacy. This is the tendency to regard highly specific
conditions as more probable than more general ones. A standard
illustration takes the following form.

My friend Fred is a university history professor who teaches
courses on Victorian England, nineteenth-century America, and
world trade in the nineteenth century. In his spare time he en-
joys reading dense biographies and spending his holidays in
places of archaeological or historic interest. Now, which do you
think is more probable: (i) that Fred has a beard or (ii) that Fred
has a beard and is a trustee of his local historical museum?

Many people say (ii), but a moment’s thought shows that this
cannot be. (ii) is a subset of (i), so (i) must be more likely than
(ii). The reason people make this mistake appears to be, much
like with availability bias, that they base their conclusion on
matching (i) and (ii) to the description of Fred. Someone with
Fred’s characteristics might be quite likely to be a trustee of his
local historical museum.

Confirmation bias is another related risk. Whereas the base rate
fallacy and availability bias arise from ignoring data describing
the population, in confirmation bias people actively, albeit sub-
consciously, seek data which do not adequately represent the
population. In particular, they seek information which supports
their point of view, tending to ignore data not supporting it. Take
the example of Jeane Dixon. Ms. Dixon, whose real name was
Lydia Emma Pinckert and who died in 1997, was one of Amer-
ica’s best-known psychics. She had a widely syndicated newspa-
per column, and her biography, A Gift of Prophecy: The
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Phenomenal Jeane Dixon, sold over 3 million copies. In fact, of
the vast number of predictions she made, many turned out to
be incorrect. But it is possible that she herself believed she had
the ability to predict the future, based on recalling the predic-
tions which came true and tending to ignore the others. It’s cer-
tainly true that many people believed in her powers, again based
on noting the occasions when she happened to get them right
and paying less attention to the others, effectively casting a
shadow over some of the data, turning them dark, a case of DD-
Type 3: Choosing Just Some Cases. Psychological experiments in
which people are presented with a series of examples have dem-
onstrated how what you believe can influence what you
remember.

The complementary side of confirmation bias is that people
also have a tendency to forget disproving evidence if it is contrary
to their initial beliefs.

Other examples of how people draw inappropriate conclu-
sions because they ignore part of the data (probably subcon-
sciously) include negativity bias, in which people have a natural
tendency to more easily recall unpleasant events than pleasant
events; acquiescence bias, in which respondents say what they be-
lieve the interviewer wishes to hear; the bandwagon effect, in
which people tend to go along with the majority; the belief bias,
in which the particular response given depends on how believ-
able the respondent believes it to be; and the bizarreness effect,
in which striking material is remembered better than common
material. Allin all, it seems a wonder that we ever get anything
right!

Not surprisingly, the sort of phenomena described in this sec-
tion often lead to overconfidence: if most of the evidence you
can recall supports a particular position, then you might reason-
ably be very confident that that position is right. And the
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problem is aggravated by so-called echo chambers, which we
discuss in chapter s.

You might think that once you have been made aware of these
human frailties you can avoid them. That might be true to some
extent, but they have a tendency to sneak up on you unexpect-
edly. This is illustrated by studies showing how the wording of
survey questions can lead to inconsistent answers. A familiar ex-
ample arises when both positive and negative versions of a
question are asked (e.g., “Did you like the film?” versus “Did you
dislike the film?”). In principle (assuming there is no “no opin-
ion” box) the numbers of people answering no to the first and
yes to the second should be equal. But often they aren’t. Some
kind of measurement error, buried deep in the minds of those
answering the question, is serving to conceal the true value.
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Chapter 3

DEFINITIONS AND DARH DATA

What Do You Want To Know?

It may be obvious, but it’s nevertheless worth emphasizing, that
the usefulness of data depends on the right data having been
collected in the first place and on the data being collected with-
out distortion or misrepresentation. Each of these conditions is
vulnerable to dark data risks. In fact, each of them is subject to
so many potential dark data risks that an exhaustive enumera-
tion of the relevant risks would be impossible. Nonetheless,
developing an awareness of the sort of situations to look out for
is vital in coping with dark data. This chapter examines what
data you aim to collect, and the next looks at how well that is
achieved, in both cases from the perspective of the dark data
risks.

Different Definitions and Measuring
the Wrong Thing

A fundamental kind of dark data arises from using inappropri-
ate definitions—or, as we might say, not knowing what you are
talking about. Let’s look at some examples.

72
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Immigration

Surveys are specifically designed with the target questions in
mind, but administrative data might have been collected for
some entirely different reason. This means that administrative
data might not be suitable for answering the question you are
interested in. For example, a recent controversy arose in the UK
about the accuracy of Long-Term International Migration
(LTIM) statistics. The Office for National Statistics (ONS) gave
a figure, based on the International Passenger Survey (IPS), of
257,000 for the number of people immigrating to the UK from
the European Union for the year ending September 2015. How-
ever, the number of European Union nationals registering for
National Insurance Numbers (NINos) over this period was
655,000. NINos are personal account numbers for people who
work in the UK, to ensure that tax payments and National In-
surance contributions (e.g, for health services and pensions) are
properly recorded, so the discrepancy appears odd to say the
least. It looks as if the ONS numbers are way off. In fact, UK poli-
tician Nigel Farage said: “They are pulling the wool over our
eyes. NINos are a simple and clear reflection of the real numbers
of people in this country, as without them you can neither legally
work, nor claim benefits.”*

The IPS, which covers all major air, sea, and tunnel ports into
the UK, has been running continuously since 1961. It carries out
between 700,000 and 800,000 interviews each year. Although
that number represents just a fraction of the people traveling to
and from the UK, the responses can be used to estimate the total
number of migrants. But it is just an estimate, and there is inevi-
tably some uncertainty associated with it. The ONS actually
gave a measure of this uncertainty of 23,000, yielding an inter-
val of 234,000 to 280,000, saying it was 95 percent confident the
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range contained the true number. The uncertainty, while sub-
stantial, clearly does not explain the difference from the NINo
figure.

Consequently, the ONS explored the discrepancy between
this estimate and the NINo number in depth.? It found that
short-term migration (“migrants who arrive for . . . between 1 to
12 months”) was the main reason for the difference. Long-term
migrants stay for 12 months or more. Short-term migrants can
work and apply for NINos, but LTIM (long-term) numbers are
the headline figure. The ONS went so far as to comment that
“definitional differences between these data are fundamental, and
it is not possible to provide an accounting type reconciliation
that simply ‘adds’ and ‘subtracts’ different elements of the NINo
registrations to match the LTIM definitions. . . . NINo registra-
tions data are not a good measure of LTIM. .. " In short, the
administrative data were aimed at the operation for which they
were collected and might not be ideal for other purposes. Inap-
propriate or unsuitable definitions eftectively obscure the data
of interest. They illustrate dark data DD-Type 8: Definitions of
Data, and the key point to remember is that whether data are
dark or not depends on what you want to know.

Crime

Another example of dark data arising from differences in defini-
tions is illustrated by crime statistics. At a national level, crime
statistics in England and Wales come from two main and rather
different sources: the Crime Survey for England and Wales
(CSE&W) and the Police Recorded Crime (PRC) statistics. The
CSE&W is equivalent to the National Crime Victimization Sur-
vey in the United States. It was launched in 1982 (as the British
Crime Survey), asking people about their experience of crime
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over the preceding year. The PRC data are collated from the 43
police forces of England and Wales and the British Transport Po-
lice, and are analyzed by the Office for National Statistics.

The different nature of these two processes of collecting in-
formation has immediate dark data implications. By definition,
since the CSE&W survey asks people what crimes they have ex-
perienced as victims, it does not report murders or possession
of drugs. It also does not include people who live in group resi-
dences, such as care homes or student residences, and it does not
cover crime against commercial organizations or public bodies.
Asyou can see, there is a large potential for dark data, though this
risk is made explicit by having a clear definition of what is cov-
ered by the survey.

The PRC statistics also have dark data, though of a shade com-
plementary to that of the CSE&W. By definition, the PRC sta-
tistics do not include crimes not reported to the police, perhaps
because the victim thought the police would do nothing. This
matters, because it has been estimated that only about 4 in 10
crimes are reported, though obviously this number varies sub-
stantially among types of crime. Moreover, the crimes appear-
ing in the police statistics are those which are classified as one
of anumber of “notifiable offences,” these being offenses that
could possibly be tried by jury (and a few others). Further com-
plications arise from feedback mechanisms (DD-Type 11: Feed-
back and Gaming). For example, the number of drug possession
offenses will depend on the extent of police activity, and the ex-
tent of police activity might depend on perceived rate of drug
possession, which in turn will be influenced by the number of
drug possession offenses in the past.

The use of different definitions explains discrepancies be-
tween the crime rates reported by the two sources. For example,
in1997 the PRC recorded 4.6 million offenses while the CSE&W
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estimated there were 16.5 million. The differences also explain
something which has been very puzzling to media pundits and
casual readers, namely, that, according to the PRC, the numbers
of crimes went up from 1997 to 2003 (from 4.6 million to 5.5
million) while according to the crime survey the numbers went
down (from 16.5 million to 12.4 million).’ So, is crime going up
or down? You can probably guess which side the media chose
to highlight.

Medicine

Immigration and crime are just two of an unlimited number
of domains in which definitions can lead to dark data by fail-
ing to include cases or types we might have wanted to include.
Sometimes the consequences can be surprising. For example,
dark data issues of definition can explain why more people
are dying of conditions related to Alzheimer’s disease than in
the past.

Alzheimer’s disease is the most common form of dementia.
Itis progressive, with early stages typically involving slight mem-
oryloss, and later stages characterized by confusion, an inability
to understand what’s going on, and personality changes. It is
thought to affect some 50 million people worldwide, a number
which is increasing and forecast to reach 75 million by 2030. And
dark data can explain this increase in at least two ways.

First, no one died of it before 1901, since that was when the
German psychiatrist Alois Alzheimer first described a case of
the disease which was subsequently named after him. Moreover,
the diagnosis was originally reserved for people aged between 45
and 65 with symptoms of dementia. Only later, in the last quar-
ter of the twentieth century, was the age range restriction re-
laxed. Clearly, such broadening of definitions will change the
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numbers of people being diagnosed with the disease. Data
previously treated as not relevant are becoming visible.

The second way in which dark data explain why more people
are dying of conditions related to Alzheimer’s disease than in the
past might appear paradoxical: it arises because medical science
advances. Thanks to medical progress, people who would have
died young are now surviving long enough to be vulnerable to
potentially drawn-out deteriorating conditions like Alzheimer’s.
That raises all sorts of interesting issues, not least of which is the
question of whether extending life is necessarily beneficial.

The fact that the rate of diagnosis of autism in the United
States has doubled since the year 2000 can also be largely ex-
plained by dark data DD-Type 8: Definitions of Data.* We saw in
chapter 2 that one reason for the increase was availability bias—
awareness of the condition was being raised. But another very
important reason for this increase is that there have been changes
to the formal way autism is defined and diagnosed. In particular,
although autism was included in the Diagnostic and Statistical
Manual of Mental Disorders in 1980, how it was diagnosed was
changed in 1987 and in 1994 in ways which essentially relaxed the
criteria. Relaxing diagnostic criteria, so that you are making them
easier to meet, means that more people satisfy them.

Furthermore, in 1991 the U.S. Department of Education de-
cided that an autism diagnosis qualified a child for special edu-
cational services, and in 2006 the American Academy of Pedi-
atrics recommended that all children be screened for autism
during routine pediatric visits. If you change the way data are
used, it is perhaps hardly surprising that behavior in collecting
those data changes—a feedback phenomenon of the kind we
examine in detail in chapter 5. The same sort of effect is also
illustrated by the consequences of the launch in England in
February 2009 of campaigns for national dementia awareness
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along with a National Dementia Strategy aimed at improving
diagnosis rates and the quality of care. Perhaps hardly surprisingly,
the rate of dementia diagnosis increased, going up by an estimated
4 percent in 2010 and 12 percent in 2011, compared with 2009.°

Economics

In general, changing definitions over time can obviously lead to
changes in the nature of the data which are collected. Not only
can this make retrospective comparisons difficult, but it can also
lead to accusations of dishonesty. An obvious example is given
by definitions of unemployment: change the definition, and a
government’s performance can suddenly look much better.
Another example in economics is the measurement of infla-
tion. Definitions of inflation are based on recording the prices
of a defined set of goods and services (called a “basket” of goods
and services—not a literal basket, of course) and seeing how the
average price changes over time. However, there are various
complications—all hinging on dark data DD-Type 8: Definitions
of Data. One is the question of how to calculate the average, since
statisticians have several different ways to do this—the arithme-
tic mean, geometric mean, harmonic mean, and so on. Recently,
the UK switched from using an index based on the arithmetic
mean to one based on the geometric mean, bringing it into line
with most other countries. Using a different definition means you
are looking at things from a different perspective, so that natu-
rally you see—and don’t see—different aspects of the data.
Beyond any effect originating from changing the formula, dark
data also arise in a more fundamental way in inflation indexes:
itis necessary to decide what items to include in the basket and
how to obtain their prices. In general, as the earlier examples
showed, we must be aware of the risk of dark data whenever a
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choice is made in a data collection process. Here, the question
of what to put in the basket is potentially problematic, because
society changes, and inflation indexes are supposed to reflect the
cost of living in some way. That last phrase is deliberately
ambiguous—“in some way”"—because different indexes measure
different aspects of inflation experience. Some measure how
price changes affect individuals, others how they affect the larger
economy, and so on. In any case, it is important that the basket
ofitems be relevant—that is, it must consist of goods and services
that people actually buy. The challenge is illustrated clearly by
comparing what might have been included in a price index bas-
ket 200 years ago with what might be included today. Two hun-
dred years ago, candles would have been an important item to
include in the basket, but candles generally do not constitute
much of people’s expenditure today. Instead, cellphones and cars
will figure. This means that we have a nominal list of items which
could in principle be included in the basket, but we will not want
to include all of them. Although a great amount of thought goes
into specifying exactly what items should have their prices re-
corded, it is clear that there is scope for ambiguity and, indeed,
arbitrariness to creep in.

As to the second point, how to obtain the prices for the items
in the basket, the traditional way has been to carry out surveys
and send teams of researchers out to shops and markets to note
the prices of goods. The U.S. Bureau of Labor Statistics surveys
some 23,000 businesses and notes the prices of some 80,000 con-
sumer items each month, aggregating these to yield the Con-
sumer Price Index. Other countries carry out similar exercises.

You may have spotted that this traditional approach to collect-
ing the prices of goods totally ignores online shopping. Given
that such purchases now account for around 17 percent of UK
retail sales® and nearly 10 percent of U.S. retail sales,” it seems that
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alarge number of relevant prices may not contribute to the index.
(Ishould add that those figures are “at the time of writing,” since
the trends are upward and steep.) For this reason, many coun-
tries are also developing measures based on web-scraping of on-
line prices. The measures do not seek to precisely replicate the
traditional measures, because the baskets will differ. We will see
an example of such a measure in chapter 10.

Society is constantly changing—perhaps more so now than
at any time in the past, as the computer and its attendant tech-
nologies such as surveillance, data mining, artificial intelligence,
automated transactions, and the web continue to have an impact.
Such a rapid rate of change has important general implications
for data analysis in terms of dark data, because projections about
the future are necessarily built on what happened in the past. In
technical terms, sequences of data over time are called, naturally
enough, time series of data. The rate of change of data collection
methods and technologies means that the time series we need
often do not go back very far. New types of data necessarily have
short histories, so data will be available from only the relatively
immediate past. Beyond that lies darkness.

You Can’t Measure Everything

Data sets are always finite. This is certainly true in terms of num-
bers of cases—the finite number of people in a population or
the finite number of times something is measured. But it is also
the case in terms of what is measured or what data are collected
about the objects of interest. If studying humans, we might de-
termine their age, weight, height, qualifications, favorite food,
income, and a host of other things. But there will always remain
countless other characteristics we have not determined. These
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other characteristics are inevitable dark data, with consequent
implications.

Causality

When population studies suggested a link between lung cancer
and smoking, the eminent statistician Ronald Fisher pointed out
that this did not necessarily mean that smoking caused cancer.
Among other possibilities, he noted that perhaps both lung can-
cer and a predisposition to smoke were caused by some other
factor—maybe, for example, a genetic condition which encour-
aged both things. This would be a classic case of dark data DD-
Type s: Missing What Matters—some other, unmeasured variable
which causes both and so induces a correlation between them,
even though neither causes the other. It also shows how difficult
it can be to detect dark data.

In fact we encountered this sort of situation at the start of the
book. I mentioned in chapter 1 that for children in their early
years of schooling, height is correlated with vocabulary. So, if you
conducted a survey measuring the height and testing the vocabu-
lary sizes of a sample of children aged between 5 and 10, you
would find that the taller children had, on average, a larger vo-
cabulary than the shorter children. You might conclude from this
that teaching children more words would make them grow taller.
And, indeed, if you did carry out such an exercise, measuring the
initial heights of a group of children, giving them intensive les-
sons in new words, and then measuring their heights again at the
end of the year, you would find that their height had increased.

But the reader will know what’s going on here. While height
and vocabulary for such children are certainly correlated, it is not
because there is a causal relationship between them. The fact is
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that both are related to a third variable, perhaps one we didn’t
think to measure in our survey, namely, the ages of the children.
Age was a dark data variable in this study, and failure to measure
it could give a very misleading impression of what the data were
showing.

This situation differs from ones in which some people (or,
more generally, objects) are missing values on some attributes
in arecord, and it differs from ones in which all the attributes are
unrecorded for some people (or objects). Now, the values for a
certain attribute or certain attributes are missing for all cases in
the database. All entries for such a variable would be recorded
as blanks or NA, if the variable was noted at all. For example, in
a survey, perhaps an oversight meant we simply forgot to include
the question asking how old the respondents were, so we do not
have age information for anyone. Or perhaps we didn’t think age
would be relevant, so it never occurred to us to include that ques-
tion in the first place. None of this is at all far-fetched: if surveys
are too lengthy, there will be an adverse impact on response rate,
so careful choices have to be made about what questions to
include.

Paradox!

Sometimes DD-Type §: Missing What Matters, in which entire
variables or characteristics are missing from the data, can have
some rather puzzling implications.

Everyone is familiar with the tragedy of the Titanic—the un-
sinkable liner that sank. But close examination of the survival
rates among the passengers and crew reveals something curious.®
As Table 2(a) shows, there were 908 crew members on the ship,
and of these just 212 survived, that is, 23.3 percent. And among
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TABLE 2. Proportion of crew and third-class passengers who survived the sinking
of the Titanic: (a) overall; (b) men and women separately

(@)
Crew Third-class passengers
212/908=23.3% 151/627=24.1%
(b)

Crew Third-class passengers
Men 192/885=21.7% 75/462=16.2%
‘Women 20/23=87.0% 76/165=46.1%

the 627 third-class passengers—those traveling deepest in the
ship and who therefore found it most difficult to get out—just
151 survived, that is, 24.1 percent. Although there’s not much dif-
ference between the survival rates of these two groups, it shows
that passengers were slightly more likely to survive than crew.

But now let’s look at the survival rates for men and women
separately, shown in Table 2(b).

First, for the men. Among the crew there were 885 men, of
whom 192 survived, a rate of 21.7 percent. And among the third-
class passengers 462 were men, and 75 survived, a rate of
16.2 percent, so male crew had a higher survival rate than male
third-class passengers.

Second, for the women. Among the crew there were 23
women, and 20 of those survived, a rate of 87.0 percent. And
among the third-class passengers 165 were women, and 76 sur-
vived, a rate of 46.1 percent, so female crew had a higher survival
rate than female third-class passengers.

So what is going on? For the men and women separately, the
crew had a higher survival rate than the third-class passengers.
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But overall the crew had a lower survival rate than the third-class
passengers.

This is not a trick—the numbers are what they are. But it does
seem almost paradoxical, and in fact the phenomenon is often
called Simpson’s paradox, after Edward H. Simpson, who de-
scribed it in a paper in 1951 (though others had also described
the phenomenon at least 50 years earlier).

The implications are potentially serious. If we had not re-
corded the sex of the people on the ship—if those data had
been missing—we would quite happily have reported the results
of our analysis to be that third-class passengers were more likely
to survive than crew. But that would be misleading if we were
interested in males—since the results for them are the opposite.
And likewise, it would be misleading if we were interested in
females. That means the conclusion would be misleading if we
were interested in anyone, since each of the passengers was male
or female.

We will explore why this situation occurs in a moment, but
quite clearly the potential consequences of it are staggering. An
unlimited number of characteristics of people who sailed on
the Titanic weren’t recorded. If any of them could have the effect
of flipping our conclusions, then omitting them, and their
being missing data, could be very misleading. This might not
matter in the case of the Titanic, since in that case we are merely
describing historical data, but consider the following example.

Suppose we are carrying out a clinical trial of the kind dis-
cussed in the previous chapter, comparing drug A with drug B.
To compare the drugs, we give A to one group of people and B
to another group. Both groups contain people of various ages,
which for convenience we will name “younger” and “older,” ac-
cording to whether they are younger or older than 40, say. To
make things concrete we will suppose that the group receiving
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TABLE 3. Average scores for
drugs A and B: (a) for younger
and older separately; (b) overall

(@)
Average score
Drug A Drug B
Younger 8 6
Older 4 2
(b)

Average score

DrugA DrugB

4.4 5.6

drug A has 10 younger and 9o older in it, while the group receiv-
ing drug B has 9o younger and 10 older.

Now let’slook at the results, where we suppose that the higher
the score the more effective the treatment. These (hypothetical)
results are given in Table 3.

Suppose we find the average score for the younger in group
A is 8, and the average score for the younger in group B is 6, as
shown in Table 3(a). This tells us that drug A is more effective
for the younger, since 8 is greater than 6.

Likewise, for the older suppose we find the average score in
group A is 4, and the average score in group B is 2, as in the sec-
ond row of Table 3(a). For the older, drug A is more effective
than drug B.

Although the average score for the older is lower than that for
the younger whichever treatment is given, it is clear that, for both
the younger and the older, drug A is more effective than drug B.
We should recommend that drug A be prescribed.
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But what about overall? The overall average score of all
people receiving drug A is (8 X 10 + 4 X 90)/100 = 4.4, while
the overall average score of all people receiving drug B is
(6 X90+2X10)/100 = 5.6. These results are shown in Table 3(b).
Overall, when we ignore the age of the patients, drug B produces
a higher score than drug A.

This means that if we had not recorded the age of the
patients—if those data were missing—then we would be led to
the conclusion that B was better than A, even though for the
younger A is better than B, and for the older A is better than B,
that is, even though for everyone A is better than B.

An obvious initial response is that we should record age
while collecting the data. That’s all very well, but once again
there are countless other variables we might also record, any of
which could have this same strange inversion effect. And we can-
not record all possible variables. Some are inevitably dark data.

The key to the mystery lies in how those overall averages are
calculated. In the drug trial example, in group A there are far
more older than younger, while in group B the reverse is true.
That swings the overall averages down: 8 is bigger than 6, and 4
is bigger than 2, but if you put enough weight on the 4 when you
calculate the average of 8 and 4, and put enough weight on the
6 when you average the 6 and 2, things turn around.

So we see now what caused the problem—it was the differ-
ence between the proportions of younger in the two groups. The
group receiving drug A had 10 percent younger, while the group
receiving drug B had 9o percent younger. If the two groups had
had equal proportions of younger, then the problem would not
have arisen. Since the drug trial is an experiment, in which we
control how many patients receive each treatment, we could have
eliminated the problem by balancing the proportions of the
younger so they were the same in each group.
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That method works if we have control over who goes into
which group. But there was no such control in the Titanic
example—passengers were passengers, and crew were crew, and
we did not choose which was which.

The following is another example in which we don’t have con-
trol over who is in which group.

In a 1991 study of the effect of race on death-penalty sentences
in murder convictions in Florida, 53 of 483 Caucasian defen-
dants and 15 of 191 African American defendants were sentenced
to death;” that is, a higher proportion of Caucasians (11.0 percent)
than African Americans (7.9 percent) were sentenced to death,
as shown in Table 4(a).

But if we now take the race of the victim into account, as well
as that of the defendant, a rather different, and again puzzling,
picture emerges.

Asis shown in Table 4(b), for cases in which the victim was
Caucasian, we find 53 out of 467 (11.3 percent) of the Caucasian
defendants sentenced to death, and 11 of the 48 African Ameri-
can defendants (22.9 percent) sentenced to death. And for cases

TABLE 4. Death penalty proportions: (a) overall; (b) by race of victim

(@)

Defendant

Caucasian African American

53/483=11.0% 15/191=7.9%

(b)
Defendant
Caucasian African American
Victim Caucasian 53/467=11.3% 11/48=22.9%
African American 0/16=0.0% 4/143=2.8%
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in which the victim was African American, we find o out of 16
(o percent) of the Caucasian defendants sentenced to death, and
4 of the 143 African American defendants (2.8 percent) sen-
tenced to death. So, it seems that when the victim is Caucasian,
a higher proportion of African American than Caucasian defen-
dants (22.9 vs. 11.3 percent) receive the death penalty; and, also,
when the victim is African American, a higher proportion of
African American than Caucasian defendants (2.9 vs. o percent)
receive the death penalty. But overall, a lower proportion of
African American than Caucasian defendants (7.9 vs. 11.0 percent)
receive the death penalty.

As before, the explanation lies in the imbalance in the propor-
tions between the groups. The overall proportion for Caucasian
defendants (11.0 percent) arises by averaging outcomes for 467
Caucasian victims and 16 African American victims. But the over-
all proportion for African American defendants (7.9 percent)
arises by averaging outcomes for 48 Caucasian victims and 143
African American victims. These two ratios, 467:16 and 48:143,
go in opposite directions, and that distorts the overall averages.

Once again you might legitimately say: “OK, the analyses
yield different results, and we can see why. But both seem reason-
able, so which is right?”

The answer is, it depends on the question. In particular, do you
want to ask a question about the overall population, with its rela-
tive group sizes as given, or do you want to make a comparison
within groups? If the former, then it’'s OK to ignore the splitting
variable. If the latter, then obviously it’s necessary to include it.

Note that the drug trial example is a little different from the
other two. In situations like in this example, there would nor-
mally be nothing fixed and preordained about the number of
younger and older in each group: these numbers would be cho-
sen by the experimenter. In contrast, in the Titanic and death
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penalty examples, the numbers were exactly as they were in the
populations considered—the people on the Titanic and those
sentenced to death. Thus, in those two examples it makes sense
to talk about the entire populations, whereas in the drug trial ex-
ample, since the experimenter chose the mix of younger and
older and could have chosen a different mix, it probably doesn’t.
(There might be cases in which the aim is to see how effective
atreatment is on a population as a whole, with the mix of younger
and older as it occurs in that population.)

All this means, first, is that it’s necessary to be very clear about
what question you are asking, and, second, that whether data are
dark or not will depend on that question. Trite though it may
sound, the data you need to collect, the analysis you will under-
take, and the answer you will get depend on what you want to
know.

Between or within Groups?

Issues similar to Simpson’s paradox also occur in other guises.
For example, the ecological fallacy describes a contradiction be-
tween an overall correlation and a correlation within groups of
objects. A classic example was described in 1950 by the sociolo-
gist W. S. Robinson.'® The correlation between the percentage
of the population who were foreign-born and the percentage
who were literate over the 48 states of the United States in 1930
was 0.53. That means that states which had a higher proportion
of foreign-born were also more likely to have a greater literacy
rate (more people could read, American English at least). Super-
ficially, this value suggests that being foreign-born meant people
were more likely to be literate. But looking within states revealed
a rather different picture. Within states the average correlation
was —o.11. The negative value means that being foreign-born
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meant people were Jess likely to be literate. Had the within-state
information not been available—had it been dark data—an in-
correct conclusion could have been drawn about the relation-
ship between birth country and literacy.

A related problem known as omitted variable bias arises in
more sophisticated statistical techniques. Multiple regression is
a statistical tool which relates multiple predictor variables to a
response variable. In general, though there are special cases in
which this does not apply; omitting any of the predictors will lead
to different apparent relationships between the other predictors
and the response variable. And, as before, since we cannot in-
clude all possible predictors, we will inevitably be omitting
some. The risk arising from the absent dark data is that the con-
clusions may be misleading. Of course, statisticians are aware
of these issues and have developed tools to try to mitigate them.

Screening

Early in my statistical career I took part in a project to identify
women who were likely to be suffering from osteoporosis. Os-
teoporosis is a condition in which the bones lose mass and be-
come fragile, so that they are more likely to fracture—one rea-
son why falls in the elderly can be so dangerous. There are
sophisticated ways to measure bone density, using things like
central dual-energy X-ray absorptiometry (central DXA), but
these tend to be elaborate and relatively expensive. This means
that it is desirable to develop a screening process allowing the
identification of those people likely to be suffering from the con-
dition. In the work I was involved in, the aim was to develop a
simple pen-and-paper questionnaire which would produce a
score of the likelihood of having osteoporosis based on known
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risk factors. This could be filled in by hand, without requiring an
expert to operate a machine.

Our questionnaire, like other screening instruments, would
not perfectly separate those with the condition from those with-
out it. But even an imperfect measure which could separate the
classes reasonably, identifying most of those at high risk and most
of those at low risk, would be immensely valuable. It would allow
the health services to focus attention on those most likely to have
the condition, testing them with the more accurate and expen-
sive procedure.

Now, an imperfect system can make two kinds of error. On
the one hand it might fail to identify someone who has the
condition—in the osteoporosis example perhaps someone who
has it but has none of the standard risk factors. And on the other
hand it might flag someone as likely to have the condition even
though he or she does not. Obviously, the lower the rates of these
two types of error, the better the screening instrument will be.
It is straightforward enough to reduce the rate of the first type
of error to zero by simply classifying everyone as having the con-
dition, but this would make the screening exercise pointless.
Worse still, it would mean the other type of error would be large:
we would be classifying everyone without the condition as hav-
ing it. Likewise, we could reduce the rate of the second kind of
error to zero by classifying everyone as condition-free, but this
would be just as pointless. Given that the instrument is not per-
fect, we must strike some kind of balance. Or, to put it another
way, we must accept that we will misclassify some people.

Anyone the screening instrument decides is likely to have the
condition will be given a closer examination. In the osteoporo-
sis example, perhaps they will go on to be tested using central
DXA. These people will include those without the condition that
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we misclassify as having it—so that we will discover that they
do not have it. But the others, those that the screening instru-
ment classifies as not having the condition, will not be investi-
gated more closely. We will not learn which of those we got
wrong, or at least, not until their condition has progressed fur-
ther. We might hope (if the screening instrument is reasonably
effective) that there are not too many of them, but their true con-
dition will be dark data.

Misclassifying persons as healthy when they have the condi-
tion can be serious, especially in the case of a potentially fatal
but easily treatable condition. But misclassifying someone as
having the condition when he or she does not can also be un-
fortunate. For example, suggesting that someone might have a
serious illness such as AIDS or cancer can obviously have adverse
psychological consequences, even if it later turns out to be a
mistake. It will also be associated with the unnecessary costs of
carrying out the more accurate examination (the DXA exami-
nation in the osteoporosis example). Gerd Gigerenzer, an expert
on how people misunderstand chance and statistics, gives the
example of breast cancer screening programs.'' He points out
that of 1,000 women who take part in such screening programs
about a hundred are incorrectly flagged as meriting further in-
vestigation, thus being exposed to intrusive, possibly painful, or
disturbing examinations. Indeed, even for those in whom breast
cancer is detected the outcome might be worse than if it had not
been detected. As Gigerenzer puts it: “Women who do have
breast cancer, but a nonprogressive or slowly growing form that
they would never have noticed during their lifetimes, often un-
dergo lumpectomy, mastectomy, toxic chemotherapy or other
interventions that have no benefit for them.” Sometimes, it
seems, it might be better if the data remain dark.
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The measurement of the effectiveness of screening programs
is complicated by progress over time. For example, as we saw
earlier, the rise in the prevalence of Alzheimer’s disease is at least
partly a result of people living longer, so that an Alzheimer’s di-
agnosis is no longer invisible dark data about “what might have
happened had you survived long enough to sufter from it” but
is becoming visible data about “what actually happened to you.”

Screening programs are also susceptible to a subtle manifes-
tation of dark data called length-time bias. The following is an ar-
tificial example to illustrate.

Suppose there are two types of disease, one which lasts one
day and one which lasts one year, and during the course of which
the infected people live normal lives but at the end of either pe-
riod they die. For simplicity, suppose also that one new person
is infected by each of the diseases each day (I said it was an ar-
tificial example). If we want to know how many people suffer
from each of these diseases, a simplistic (and mistaken!) ap-
proach will be to choose a single day and see how many people
have each of the diseases. We will find just one person with the
shorter-duration disease—the person infected on that day. But
we will find 365 people with the longer-duration disease—every-
one who was infected up to a year before that day. Superficially,
it will look as if 365 times as many people are contracting the
longer-duration disease than the shorter-duration disease. What
we will be missing will be the other 364 people infected with the
shorter-duration disease during the preceding year.

This may seem a contrived and artificial example, but it is ex-
actly what can happen in cancer screening. Slowly growing can-
cer tumors tend to have alonger presymptomatic phase, and they
also have a longer survival time. A study such as that just de-
scribed would identify more people with slowly growing

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

94 CHAPTER 3

cancers than with faster-growing cancers. It would lead to a
very misleading impression of the rate at which the two cancers
strike people in the population.

You can think of screening programs as seeking to assign
people to the correct class (such as disease vs. no disease), but
the same abstract structure describes many other situations. We
previously examined the case of credit scoring, in which the aim
was to classify people according to whether or not they would
default on repayments for aloan. Personnel selection—choosing
people for jobs—provides another example. Many applicants
apply, and these are whittled down based on an initial perusal of
curricula vitae and application forms. Candidates on a shortlist
are then invited for interview. The initial perusal serves the same
role as the screening instrument. Candidates interviewed but not
offered jobs might be regarded as the false positives—the ones
who looked suitable on the basis of the CVs but who, on closer
examination, were found to be not among the most suitable. But
there will also be a wealth of candidates rejected on the basis of
the CVs who would have been perfectly suitable. In medical par-
lance these are the false negatives—the dark data.

Selection on Basis of Past Performance

We might choose a courier to deliver our packages on the basis
that the company has been the quickest in the past. We might
choose a car model because of its safety record to date. We
might choose a restaurant because we really enjoyed our meals
when we previously ate there. It makes sense to predict likely
future performance from past performance. Indeed, we often
don’t have much else to go on. Unfortunately, however, the past
can be an uncertain guide to the future. This is obviously the case
when things change—if the economy takes a turn for the worse, or
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TABLE 5. Change in wheat yield in 1973 relative to 1970 at 12 UK agricultural sites

1970 yield

Low High
Difference between 1970 and 1973 Increase S 1
Decrease 1 S

the car manufacturer introduces a new model, or the restaurant
changes hands. But performance can also deteriorate if nothing
changes. In fact, it turns out we should expect such deterioration.

This strange phenomenon—Ieading to an expectation that
good performance should deteriorate and bad performance get
better even if nothing about the process has changed—is called
regression to the mean. It’s a manifestation of DD-Type 3: Choosing
Just Some Cases. Once you are aware of its existence, you will see
examples of it everywhere. The following is an illustration.

Wheat yields in kilograms were recorded at 12 agricultural
sites in the UK in 1970 and 1973.1? Table 5 shows whether the
yield increased or decreased between those years. We see that
for the six sites with the lowest yield in 1970, five of them had a
larger yield in 19773. Conversely, for the six sites with the highest
yield in 1970, five of those showed a decrease in 1973. The pattern
is clear and striking, and it means that had we selected just those
sites with high 1970 yields in the expectation of similar yields in
1973, we would have been disappointed.

To see why this sort of pattern emerges, suppose we have a
group of students, all of the same ability and industriousness. Al-
though they are of the same ability, whenever they take a test
some will do better than others because of variability arising from
chance conditions—whether they slept well the night before, or
their mind was occupied with something else, or they predicted
poorly what might come up on the test, and so on. We might rank
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them according to their test scores and classify the top-scoring
student as best.

But what is likely to happen on the next test?

Since we supposed that the students were all of the same abil-
ity, the students scoring highest on the first test obtained these
scores because of chance circumstances favoring them. These
circumstances—and the less fortunate circumstances of the
other students—are unlikely to repeat themselves. That means
it is likely that the best-performing students will probably do less
well in the next test, and the worst-performing students will
probably do better.

The problem here is that the initial test results—the past
data—show us the natural ability of the student combined with
the chance influences. The true abilities are obscured by
randomness.

Of course, in real life we are unlikely to encounter a group of
students who have equal ability and industriousness. They are
likely to have a range of abilities. But even so, those students who
do particularly well in the first test are likely to do less well in the
second, because at least some of their excellent first test perfor-
mance is likely to be due to luck. The consequence is that if we
simply select the best-performing students—for a job or a gradu-
ate program, for example—we are likely to find that their per-
formance will not be so good in the future.

What practical message should we take from this example?
Does it mean that we should avoid those who have performed
best in the past? The answer is generally no, since they may still
do well in the future—just not as well as it seemed they would
judging from their past performance. In general, the amount of
deterioration (or improvement of those who previously did
poorly) will depend on the magnitude of the random aspect of
the measurement compared with the magnitude of the real
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ability. If the range of uncertainty arising from the random part
is large compared with the range of abilities, the effect will be
very pronounced. Note that the uncertainty cannot be seen—
all we see is the combination of uncertainty and ability—so
both the uncertainty and the true abilities are forms of dark
data.

The term “regression to the mean” was coined by the Victo-
rian polymath Francis Galton. He noticed that (on average) the
children of tall parents, while still taller than average, were not
as tall as their parents, and the children of short parents, while
still shorter than average, were not as short as their parents.

In this chapter we have looked at just some of the ways in
which we can be misled by unsuspected dark data if we are not
careful enough or do not think carefully enough about what we
really want to know. In the next chapter we look at how we can
be misled even if we are sure about what we want to know.
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UNINTENTIONAL DARK DATA

Saying One Thing, Doing Another

The Big Picture

Measurements cannot be infinitely accurate. Counts, such as the
number of children in a family or even of ships on the sea, occur
in convenient whole-integer numbers, but measurements like
length have to be rounded to some level. They might be rounded
to the nearest centimeter, millimeter, micron (a millionth of a
meter), tenth of a micron, and so on, but it is not possible to take
an infinite number of decimal places. Put another way, at some
level we are unable to determine the details and have to live with
the big picture (even though “big” might be pretty small!). And
that, inevitably, means the details are dark.

This “rounding” is apparent whenever you look at tables of
data, where you will see numbers like 70.3, or 0.04, or 41.325, or
sometimes values like 76.2 & 0.2, where the 0.2 indicates a range
of accuracy within which the underlying true number is thought
to lie. This last notation makes very explicit the fact that we are
facing dark data.

Rounding is necessary and so familiar that often we simply
don’t notice it is hiding data. For example, people’s ages are often
recorded to the nearest year despite the fact that ages are not
really just whole numbers of years but include number of

98
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days—and hours, minutes, and so on, though at some point the
intrinsic inaccuracy arising from the fact that a birth takes place
over a period of time rather than at a precise instant means that
no further precision can be attained. The convention of round-
ing down to the nearest whole number of years when giving one’s
age means that ages appear to be grouped around whole num-
bers and that stated ages are smaller than the actual time people
have lived.

Sometimes ages are rounded to the nearest five years, or cat-
egorized as simply younger, middle, or older, with division points
of 25 and 65 years. While this last grouping might be perfectly
adequate for some purposes, it’s obvious that it loses informa-
tion: it conceals what is going on within the age groups. The prob-
lem is most clearly illustrated if we go to an extreme and group
people into just two categories, which we might call younger
and older, according to whether they are younger or older than,
say, 35. From data summarized in this way we can see if the older
group has properties different from those of the younger group:
for example, we could see if the average income of the older
group was greater than that of the younger, or if the proportion
married was greater. But we lose the ability to detect more sub-
tle relationships. For example, we could not tell if average income
increases from a very young age to some maximum in middle age
and then begins to decrease again for older people. The darken-
ing or “coarsening” of the data has denied us the possibility of
such potential discoveries, drawing a curtain across our vision.

When data are collected directly by humans, the darkening
of data implicit in rounding can occur in a particularly insidious
way. It can even lead to mistaken decisions and actions. Simon
de Lusignan and his colleagues studied 85,000 blood pressure
values.' There is no conceivable reason why the last digit of any
of these values should be more common than any other in real
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underlying blood pressure values. That is, we should expect
about 10 percent of the values to end in o, and 10 percent to end
in 1, and 10 percent to end in 2, and so on. But the researchers
found that 64 percent of systolic blood pressure readings (the
pressure when the heart contracts) and 59 percent of diastolic
readings (the pressure when the heart is distended between
beats) ended in the value o. Not only that, but among the non-
zero values they found that recorded blood pressures ending in
even numbers were significantly more common than those end-
ing in odd numbers, and that five was the most common final
digit among those ending in odd numbers. Real blood pressure
just does not have this strange grouping around certain numbers!
The recorded values are a result of people’s tendency to round
values to convenient numbers.

Does this matter? The British Hypertension Guidelines give
blood pressure thresholds above which they recommend drug
treatment.> One of these is a systolic blood pressure of 140 mm
or higher. But the preferential rounding to values ending in zero
(e.g., rounding 137 to 140) means that a significant proportion
of patients with this recorded value in fact have true systolic val-
ues below 140.

Clearly, in this example, the rounding is a consequence of the
nature of the measuring instrument. If the readings were taken
from a graduated physical scale, like the rulers used in school,
there would be a natural tendency to round them to a convenient
value. However, if the values had been given digitally by an elec-
tronic readout, they might well have been recorded to more
decimal places (still a finite number but a more precise level of
rounding). One implication of this is that the continued trend
toward automatic and more accurate digital readouts in modern
instrumentation is a good thing, at least from the dark data
perspective.
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That example gives a clue as to when we should expect this
phenomenon to manifest itself: we should be especially on the
lookout for it whenever humans are involved in reading a value
from a physical measuring instrument like a ruler or protractor
or a dial. But it can also occur with counts. John Roberts Jr and
Devon Brewer asked drug users how many partners they had
shared drugs with during the previous six months.* While only
2 claimed to have had g partners, and only 4 claimed to have had
1 partners, a whopping 39 claimed to have had 10 partners. Like-
wise, while 21 claimed to have had 20 partners, none claimed to
have had either 19 or 21 partners. This all looks very suspicious.
It would be extraordinary if people naturally gravitated toward
such nicely rounded numbers of partners, and it would be equally
extraordinary if the spikes just happened to occur by chance in
the sample of people studied. A vastly more probable explana-
tion is that the respondents gave rough answers, rounding to the
nearest 10.

I've called this phenomenon rounding, but when it is a result
of the human stage of the data collection process it also goes
under other names, including heaping, piling, peaking, discretiz-
ing, and digit preference.

It can also occur in the form of deliberate maximum and mini-
mum limits to values which might be observed. For example,
salary surveys are sometimes constructed with a top category of
“$100,000 or more” to encourage people to answer who might
otherwise be deterred from taking part in the survey at all. This
strategy is called topcoding, with a corresponding bottomcoding
if the lower values are truncated.

Ignoring such truncation can lead to serious mistakes. Using
a simple average of salaries could obviously be very misleading
if that meant you failed to take into account the fact that “$100,000
or more” could mean a great deal more, perhaps tens of millions
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more. Moreover, truncating the largest values in this way and
treating them at face value would certainly lead to underestimat-
ing the variability of the data.

Summarizing

It is generally not very productive trying to gain insight into a
large table of numbers simply by looking at the table. To cope
with this sort of challenge we need to summarize the values. Or,
put more elaborately, we analyze the data, condensing them into
summaries and aggregates which are more conveniently grasped
by humans. For example, we calculate averages and ranges of val-
ues, as well as more sophisticated statistical summaries like cor-
relation coefficients, regression coefficients, and factor loadings.
By definition, however, summarization means sacrificing the
details: it means darkening the data (DD-Type 9: Summaries of
Data).

IfItell you that the average weight of American men aged over
20is 1957 pounds, then you certainly know something useful.*
You can compare the value with the average weight in earlier
years to see if weight is increasing. You can see how you compare
with the average. But what you cannot do is determine the num-
ber of men exceeding any particular weight. You cannot tell if
this average is produced by relatively few excessively heavy men
balancing those below the average, or if there are a great many
just above the average. You cannot tell how many men weigh ex-
actly that average to the nearest pound. All these and other
questions cannot be answered, because the simple presentation
of an average has darkened the data, hiding the individual
values.

There are various lessons to take away from this. One is that
a single summary statistic, or even any small number of them

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

UNINTENTIONAL DARK DATA 103

summarizing the data in different ways (e.g., an average, plus a
measure of how widely dispersed the values are, plus a measure
of how skewed the distribution of values is) does not tell you
everything about the data. By darkening the data, summaries
might conceal critical information, and you need to be on the
alert for this.

A second important lesson is that you need to choose your
summary statistic(s) carefully, to answer the question you want
to ask. The average value (“arithmetic mean”) of incomes of
people in a small company, nine of whom each earn $10,000 per
year and one who earns $10 million per year, is over $1 million.
In many situations that would be misleading information—
almost certainly to someone who is applying for a job with that
company. For this reason, income and wealth distributions are
often characterized in terms of the median value (half earn below
and half above this value), rather than the mean. Better still is to
give more information about the shape of the distribution—
including more summary statistics, such as the number who
earn just $10,000 per year, or the maximum value earned.

Human Error

The human rounding we discussed earlier in this chapter wasn’t
exactly an “error.” It was really an approximation, hiding the de-
tails, although perhaps in a rather erratic way (not all the blood
pressure values were rounded to end in o, for example). But
human error can introduce dark data in a much more serious way.

In 2015, Alex Rosetto and Luke Parkin, both second-year
students at Northumbria University in the UK, took part in a
study to measure the effect of caffeine on exercise. However, a
“data error” meant that instead of receiving three times the caf-
feine in an average cup of coffee, each received 300 times the
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dose—about 30 grams. (I put data error in quotation marks to
draw attention to the fact that it was not the data making the
error—it was a human who wrote down the numbers.) To put
this into context, people have died after taking 18 grams. Not sur-
prisingly, Alex and Luke spent several days in an intensive care
unit undergoing dialysis to remove the caffeine from their
blood.

The cause of the overdose was a fairly common kind of error:
the decimal point was in the wrong place, so that the data mis-
represented what was intended.

A fairly common kind of error? Two days after his 19th birth-
day, Irish teenager Karl Smith was paid €19,636 instead of the
€196.36 he was expecting. Unfortunately, he succumbed to temp-
tation and proceeded to spend it, for which he was sent to jail
(though it has to be said that the 17 previous convictions didn’t
help his case). Likewise, North Yorkshire construction worker
Steven Burke was supposed to receive £446.60, but instead his
bank account swelled by over £40,000 due to a misplaced deci-
mal point, and he also found himself unable to resist spending
£28,000 of it—and received a suspended jail sentence. (There
seems to be a common theme here and a lesson to be learned:
if you should find your bank account unexpectedly inflated, don’t
spend that money!)

In December 2013, Amsterdam City Council paid its usual
housing benefits to nearly 10,000 recipients. However, instead
of the amount being in cents, it was wrongly paid in euros, shift-
ing the decimal point two places to the right. This error cost the
city €188 million. In 2005, a Lehman Brothers trader mistakenly
undertook a trade for $300 million, instead of $3 million. A re-
port on drug prices in the Times (London) of 26 May 2018 men-
tioned the pharmacy in Shropshire, UK, that was paid £6,030 for
a medicine which should have cost £60.30, and another in

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

UNINTENTIONAL DARK DATA 10§

Greenwich, UK, which was paid £7,450 for painkillers costing
£74.50.5

As an example of a mistake in the opposite direction, in 2006
Alitalia Airlines intended to offer business class flights from To-
ronto to Cyprus for $3,900.00, but careless positioning of that
pesky dot caused them to be offered at $39.00 per seat, leading
to a $7.2 million loss—another casualty of that slippery decimal
point.

Presumably, all the foregoing were all just careless slips. I cer-
tainly hope so, but it’s hardly encouraging to learn that Lord
Randolph Churchill, father of the famous British wartime prime
minister Winston Churchill, on being shown a column of figures
containing decimal points is said to have commented that he
“never could make out what those damn dots meant.” Disturb-
ingly, at the time he was Britain’s chancellor of the exchequer, the
equivalent of the USA’s treasury secretary.

Basic errors like misplacing the decimal point are a type of
data-entry error sometimes called “fat finger” errors. And there
are countless other examples, like the incident in 2005 when
Mizuho Securities Co. lost over $300 million after offering
610,000 J-com shares for 1 yen each, instead of selling single
shares for 610,000 yen each. Or the incident in April 2018 when
around two thousand employees of Samsung Securities Co. were
supposed to receive a dividend of about $0.93 per share, which
totals about 2 billion in won, the South Korean currency. Unfor-
tunately, instead they were issued 2 billion shares, or more than
30 times the total number of shares in the company, and which
were worth about $104 billion.

When these sorts of mistakes occur they are rectified as soon
as possible—but often not quickly enough. In the Samsung case,
it took 37 minutes to sort out the error, by which time 16 Sam-
sung Securities employees had grasped the opportunity and sold
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s million shares of their windfall. Samsung Securities stock price
dropped by almost 12 percent, and at the time of writing it is still
down 10 percent, so that the company’s value is down some $300
million.

And ifyou think the $105 billion mistake was bad enough, con-
sider the near-disastrous error on the Tokyo Stock Exchange in
2014. Instead of trading Toyota shares to the value of 1.96 billion
yen, a broker accidentally entered this figure in the field indicat-
ing the number of shares—equaling a value of $617 billion. An
easy enough mistake to make? I've certainly put entries in incor-
rect boxes on forms before but, thankfully, not with the same
potential consequences. Fortunately, in this case, the order was
canceled before it could be completed.

Another kind of human error is digit transposition, in which
two digits are entered in the wrong order (e.g., 89 instead of 98),
or a digit is entered by mistake for another (e.g., 7 instead of 2),
or values are repeated (e.g., 222 because of depressing the key for
too long), and so on.

Errors like these are simple slips, and, regrettably, humans
make mistakes in an unlimited number of ways. For example,
units of measurement are sometimes confused—as in the 1998
Mars Climate Orbiter case, when the spacecraft disintegrated on
passing too close to Mars because Imperial units of force had not
been converted into SI units; or as in the case of Air Canada
Flight 143 in 1983, which crashed after its fuel load was measured
in pounds instead of kilograms.

A difterent kind of human error affected the NASA Genesis
sample-return probe. It successfully captured samples of the solar
wind from beyond the orbit of the moon and successfully deliv-
ered them back to Earth—until, that is, the very last stage, when
it crashed on landing in Utah. The reason: faulty data from the
probe’s accelerometers, which had been installed backward, so
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that the probe was accelerating toward the ground instead of
decelerating.

A more subtle problem is that the usefulness of data can de-
crease over time. This is not because data physically deteriorate,
like fruit rotting, but because the world around us changes. You
might think your savings account is paying 3 percent interest, but
if you haven't been paying attention, you might be shocked when
you discover that it’s less than that and that the rates have been
changed without your noticing. Data referring to humans are
particularly susceptible to going out of date (DD-Type 7: Changes
with Time), simply because humans change.

Worse still, and as we shall explore in depth in later chapters,
data can even be deliberately distorted: a 1986 study by the U.S.
Census Bureau estimated that between 3 and s percent of cen-
sus enumerators engaged in some form of data fabrication
because they were too lazy to go to the trouble of actually col-
lecting the data—the curbstoning mentioned in chapter 2.°
American statistician William Kruskal wrote that “a reason-
ably perceptive person, with some common sense and a head for
figures, can sit down with almost any structured and substantial
data set or statistical compilation and find strange-looking num-
bers in less than an hour”” Media research analyst Tony
Twyman coined a law now known as Twyman'’s law, which says
that any figure that looks interesting or different is usually wrong.®
Moreover, the sheer volume of numbers recorded every day
means we should expect some to be misrecorded. For example,
there were nearly 35 billion financial transactions made per day
in 2014, a number which has increased since. As I explained in
my book The Improbability Principle, with so many numbers we
should expect to find many that have been misrecorded.

In a related vein, researchers in data mining (the discipline
concerned with finding interesting or valuable anomalies in large
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data sets) say the causes of unusual structures in large data sets
are the following, in decreasing order of importance: (i) there’s
a problem with the data (maybe they have been corrupted or
distorted during collection, or some are missing); (ii) the struc-
tures are due to chance fluctuations (they are really just rare
values which have happened to occur and don’t mean anything
important); (iii) they turn out to be known about beforehand
(like the discovery that people often buy cheese and crackers to-
gether); and (iv) they are uninteresting (like the discovery that
about half the married people in the UK are female). It's not until
all these factors have been accounted for that an unusual struc-
ture is real, interesting, and possibly valuable. For us the impor-
tant point is that most apparent discoveries are illusions caused
by glitches in the data.

Given the foregoing, perhaps it’s hardly surprising that IBM
once estimated that “poor data quality costs the U.S. economy
around $3.1 trillion per year”® But is this estimate correct?

First, this figure depends on how you define bad data: does
it include the cost of rectifying the errors, of checking to see
whether there are problems with the data, of the mistakes you
make because the data are poor? Second, you might consider that
figure in the context of the U.S. national GDP, which is about $20
trillion. Relative to that, the $3.1 trillion seems awfully large—
and I can’t help wondering whether this estimate itself represents

bad data.

Instrument Limitations

Human errors are common enough, but people are not solely
responsible for errors: breakdown of physical measuring instru-
ments can also lead to unsuspected dark data problems. At the
very least, if an instrument breakdown is not immediately
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detected, it might give output values fixed at zero or some other
number. Think of those television medical dramas in which the
heart monitor signal suddenly flatlines. You'd get exactly the
same signal if the sensors were pulled off the patient.

One of my postgraduate students worked on a project inves-
tigating the effect of adverse weather conditions like high winds
and heavy rain on telecommunications networks. His data came
from details of network faults and repairs and recordings from
weather stations (in fact, linking data sets, as described in the
next section). Being a wise student, before he undertook any
analysis he studied the data, plotting them this way and that,
looking for anomalous values. And he spotted something very
strange. On many nights the raw numbers appeared to show dra-
matic gales occurring at midnight. This was most odd, since no
one could remember such storms. Indeed, records from the Me-
teorological Office showed no such storms. Something funny
was going on.

Digging deeper, my student found that at midnight on some
nights the anemometer measuring wind speed automatically
reset itself. And when it did this it sometimes generated huge
apparent spikes in speed. But these were totally artificial. Had
my student not understood the need to check the data before-
hand, any analysis he might have undertaken would have pro-
duced nonsense. As it was, he spotted the problem and was able
to correct for it.

Instrument malfunction can lead to expensive consequences.
In 2008 a USAF B-2 Spirit stealth bomber crashed in Guam
because of incorrect data transmitted by sensors which had be-
come wet. The aircrew believed the plane was traveling at the take-
off speed of 140 knots, when in fact it was flying 10 knots slower.

In the previous section we looked at concealing data by de-
liberately curtailing values to lie above some minimum and
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below some maximum. Often, however, this sort of effect arises
from the very nature of measuring instruments themselves.

Bathroom scales, for example, will have a maximum value
which they can record. Persons heavier than that maximum will
know their weight exceeds whatever that maximum is, but their
precise weight will remain hidden as dark data. Although this
situation is similar to the topcoding strategy discussed earlier, it’s
not a deliberate choice of those taking the measurement and is
called a ceiling effect. Similarly, in other contexts there’s an analo-
gous lower limit: the value of measurements below some
threshold will not be recorded, but only the fact that they are less
than or equal to the smallest value the measuring instrument can
record. This is like bottomcoding and for obvious reasons is
called a floor effect. For example, temperatures below the freez-
ing point of mercury cannot be recorded with a mercury ther-
mometer. Ceiling and floor effects lead to DD-Type 1: Data We
Know Are Missing because we know there is a value, but we don’t
know what it is—only that it is above or below some limit. This
means they also illustrate DD-Type 10: Measurement Error and
Uncertainty.

Ceiling and floor effects can manifest themselves in rather un-
expected ways. For example, there are estimated to be some 10**
stars in the universe—that’s a 1 followed by 24 zeros. And yet
only about 5,000 stars are visible to the naked eye (and because
the Earth blocks half the sky, we can see only about half that
number from any one point). This means that most data relat-
ing to astronomical objects were dark before the telescope was
invented: the brightness of these objects lay below the floor of
sensitivity of the human eye. Thus, any conclusions about the
nature of the universe based on analyzing the few thousand visi-
ble stars could easily be very misleading.

Around 1609 Galileo began exploring the heavens with his
telescope, with a magnification of about 30, and this revealed the
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existence of stars which had not previously been suspected. Since
then, further advances in technology have continued to reveal
more information about the universe. Nevertheless, the funda-
mental challenge remains that more distant objects appear dim-
mer, and dimmer astronomical objects are less likely to be seen.
Failure to correct for this situation leads to so-called Malmquist
bias, after the Swedish astronomer Gunnar Malmquist, who ex-
plored it in the 1920s, and it has various subtle implications. For
example, although the brightness limits at which both stars and
galaxies can be detected are the same, stars are more likely to
exceed the detection threshold and be seen, because they form
a more concentrated light source. In general, ignoring this dif-
ferential dark data effect would lead to misunderstanding the
structure of the universe.

Telescopes are an example of an advance in technology which
reveals the existence of worlds (literally, in the case of telescopes)
that we had not previously imagined: they shine metaphorical
light into the shadows concealing data. Other instruments serve
the same purpose in other domains. Microscopes and medical
scanning technologies reveal previously concealed things about
the human body, aerial photographs of Earth can tell us about
ancient walls and buildings, and seismological and magnetic-
field-detecting instruments tell us about the inside of the Earth.
All these and countless other instruments extend the human
senses, revealing data which were previously dark.

Linking Data Sets

Individual data sets have immense potential for benefiting
humanity, but a particular synergy can result when we look be-
yond data acquired from a single source and consider linking,
merging, or fusing data sets. The records in one data set might
complement those in another, providing different types of
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information; they might supplement the other, for example,
enabling questions to be answered that either data set alone
could not answer; or they might be able to improve accuracy
through triangulation and imputation, in which values missing
in one data set can be filled in using information from the other.

One obvious group making use of these ideas are forensic stat-
isticians and law enforcement agencies concerned with detect-
ing fraud, but in fact they are applied much more widely. The
projects undertaken by the UK’s Administrative Data Research
Network illustrated the power of such data linkage.'® This con-
sortium of universities and the National Statistical Institutes of
the four countries of the UK aimed to facilitate the linkage and
analysis of administrative data for purposes of social science and
public policy research. One project brought together data from
several sources to explore the impact of housing assistance on
homeless people’s health conditions and use of healthcare ser-
vices. Another combined databases to look at the eftect of fuel
poverty on health. And yet another merged data to look at the
relationship between the density of alcohol outlets and popula-
tion health.

An example of the power of this sort of strategy was a project
which linked data from six social services agencies in the United
States to gain a clear picture of homelessness in Los Angeles
County and drew up a $2 billion program to build 10,000 houses
for homeless people with mental health problems.'*

The potential is unlimited and demonstrates the power of
modern data technology to do good. But linking and merging
data sets does not come without challenges—and there are dark
data risks. To merge data sets there must be common identifiers
or sets of identifiers so that a record in one set can be matched
with a record in another. Frequently, however, these are not re-
corded in the same format or style, so that mismatches occur.
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Almost always there are records in one database referring to
people not included in the other. Duplicate records complicate
things further. Methods for matching and linking data so as to
minimize the extent of dark data have become a major research
area, one which is likely to grow in importance as more and more
large data sets accumulate.

So where does all this leave us? Chapter 2 explored different
kinds of data, and chapter 3 and this chapter have looked at the
dark data risks arising during data collection. These included am-
biguous definitions, missing variables, random aspects of mea-
surement processes, instrumental limitations, data coarsening,
fat finger errors, and other risks. But there are more: the next
chapter looks at an entirely different class of ways in which dark
data can be generated.
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STRATEGIC DARK DATA

Gaming, Feedback, and Information
Asymmetry

Gaming

The European Union’s so-called Gender Directive* rules prohibit
insurance companies from using sex when deciding on premi-
ums; that is, they require that sex be treated as dark data when
they make such decisions." In principle, this means that, all else
being equal, a man and a woman would pay the same premium.
In Canada, however, things are different. In 1992 the Canadian
Supreme Court permitted sex to continue to be included in risk
assessment models. This ruling led one man from Alberta, taken
aback by the amount he would be charged to insure his new
Chevrolet Cruze, to obtain a new birth certificate stating that he
was female. He declared “I'm a man 100 percent [but] legally I'm
awoman.” Legitimately hiding his true sex in this way saved him
$1,100 dollars per year.

Fraud, to be discussed in the next chapter, is an overt attempt
to deceive—making people believe things are other than they

*A “directive” requires EU member states to achieve a result without specifying
how they must do it. It is contrasted with a “regulation,” which immediately becomes

enforceable law in all member states simultaneously.
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really are by concealing something. In contrast, gaming, as in
“gaming the system” or “playing the system,” seeks to take advan-
tage of misleading, ambiguous, or unintended aspects of the
way things are. The dark data in gaming arise not from deliber-
ate concealment but, rather, as some accidental aspect of the way
the system is constructed and which can be taken advantage of.
This means that gaming will typically not be illegal: the aim is
to remain within the rules while manipulating them to gain an
advantage. Gaming is dark data DD-Type 11: Feedback and
Gaming.

There’s a very deep and profound theorem in mathematics
named after its discoverer Kurt Godel, which says—in a vastly
oversimplified formulation—that any sufficiently rich axiom sys-
tem has statements which cannot be proved or disproved
within that system. But at a more human level, examples arise
in elaborate systems of regulations, which often inevitably have
gaps. One such domain in which we regularly see such gaps is
the tax regime. Legal tax avoidance schemes spring up to take
advantage of the ambiguities or oversights in tax laws. The de-
tails will obviously vary both between tax codes and over time
as the laws change, but the following are some examples of such
schemes which have been perpetrated in the UK:

« avoiding inheritance tax by borrowing against a taxable
asset (e.g., your house) and investing the loan in a
nontaxable property, such as woodland or a farm;

« buying property through an offshore company, since
non-UK residents and companies don’t pay UK taxes;

« shifting a company’s corporate headquarters to a country
with a low corporate tax rate, perhaps by merging with or
acquiring a firm in the second country, since there is no
worldwide tax authority.
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When gaps in a tax system are discovered and people start mak-
ing extensive use of them, they will be closed, but often that
merelyleads to even more elaborate structures, which in turn will
have their own gaps.

The so-called principal agent problem is another illustration
of dark data closely allied to gaming. This problem arises when
one person (the “agent”) is enabled to make decisions on behalf
of another (the “principal”). Obviously, this is a very common
situation, as when employees make decisions on behalf of their
employer, and politicians act on behalf of their constituents. It
becomes a problem when the agent is motivated to make choices
which are in his or her own interests but not in the principal’s
interests. Employees might start to take advantage of their extra
knowledge to make choices which benefit themselves rather than
their employer, and the politician might begin to act in his or her
own interests. This latter is a slippery road which can lead to
dictatorship.

Gaming also arises in so-called regulatory arbitrage, which
describes what happens when several regulatory regimes apply
in a particular situation, allowing organizations (e.g., financial
bodies) to choose which regulator applies to them (e.g,, by shift-
ing the head office to another country). Clearly, they will
choose whichever is most beneficial and might even occasion-
ally reclassify their activities so as to switch between regulators.

Campbell’s law is a nice summary of the danger of gaming in
public policy contexts. It says: “The more any quantitative so-
cial indicator is used for social decision-making, the more sub-
jectit will be to corruption pressures and the more apt it will be
to distort and corrupt the social processes it is intended to
monitor.” Goodhart's law says something similar, albeit in a milder
form: “When a measure becomes a target, it ceases to be a good
measure.”
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Take school grades for example, an indicator of academic per-
formance used to make many decisions in society. Examination
of grades over time shows very clearly that the average grades
awarded to students tend to drift up over time—so-called grade
inflation. A 2018 study of U.S. schools by Michael Hurwitz and
Jason Lee found that the number of A averages achieved by those
taking the SAT examinations in America rose from 39 percent
to 47 percent over the past 20 years.” The website Gradelnflation
.com goes into great detail on grade inflation at U.S. colleges and
universities. For example, it shows that grade point average in-
creased from about 2.83 to 3.15 between 1983 and 2013 and did so
in a remarkably regular year-on-year way. Such trends have sev-
eral possible explanations: people are getting cleverer, they are
becoming more skilled at answering the sort of questions asked
in these tests; or somehow the system is becoming corrupted,
so that people tend to get higher scores.

This trend is mirrored in the UK higher education sector,
although things are slightly complicated by the vast increase in
the numbers of students over time: the percentage of those in the
age range 25 to 29 with degrees increased from 13 percent in 1993
to 41 percent in 2015,> and by 2017 there were 2.3 million stu-
dents studying at British universities.

This means that to determine whether standards have
changed, first, we should look at proportions rather than abso-
lute numbers of students achieving the various classes of de-
grees.” Second, we would expect a decrease in the proportions
achieving higher degree classes. This follows from the presump-
tion that the universities previously made efforts to select those
few students who were the most able and who could benefit most

*The British university system awards degree classes of 1st, 2i, 2ii, and 3rd, in
decreasing order of excellence.
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from a university education, so that taking a higher proportion
of each age group necessarily means taking less able students or
those less suited to this type of education and who are conse-
quently less likely to obtain the top degrees. But what do the
figures show? In his highly illuminating book A University Edu-
cation, former UK universities minister David Willetts com-
mented that in the year 2000 some 55 percent of students gradu-
ated with a 1st or 2i class degree, but by 2015 that number had
risen to 74 percent.4 Not only was that an increase, contrary to
what we would expect, but it was also a surprisingly large
increase.

What drives such inflation?

University income depends on the number of students admit-
ted, so the more applicants the better. And students will be en-
couraged to apply to a particular university if they believe study-
ing there will enhance their chances in the job market—which
will happen if the students obtain high grades. Since universities
in the UK award their own degrees and grade them themselves,
this means there is a natural pressure to award high grades. It is
the competition between bodies which are able to grade them-
selves that drives the inflation. The situation would be different
if universities used a common set of examinations, and students
were graded by a single body: with the present system these stan-
dards are dark data. The phenomenon is aggravated by league
tables, which rank universities in terms including the numbers
of different classes of degree passes, which enables new appli-
cants to preferentially apply to those they believe will give them
higher grades.

In fairness, I should add that my description is something
of an oversimplification, and there are moderating influences.
For example, there is an “external examiner” system by which
the quality of the teaching and the level of the degrees is in

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

STRATEGIC DARK DATA 119

principle overseen by people from other universities. More-
over, a university which consistently awarded only first-class
honors might rank high in the league tables for a while—until
it became common knowledge that many students with a “good”
degree from this university actually knew very little. Then em-
ployers would look elsewhere, and the university’s student in-
take would slump as people learned that its graduates were
unemployable.

Schools in the UK are a bit different. Toward the end of sec-
ondary school level nationwide public examinations determine
who will advance to further school and university education.
However, there are several competing boards, each setting their
own nationwide examinations. The more students who sit a
board’s examination, the more money that board makes. And the
more high grades a school gets, the better it looks in the league
tables. This again may stimulate a race to the bottom—or the top
in terms of levels of mark awarded—although some have argued
that there is no evidence that the boards have different levels of
difficulty.

In addition, schools can have a say in who is admitted to them.
Indeed, once students are admitted, the schools can decide
which ones to allow to take certain public examinations. Clearly,
by permitting only the most able students to sit the examinations,
schools can give a distorted impression of their effectiveness, in
a clear case of DD-Type 2: Data We Don’t Know Are Missing. If the
performance of an organization is measured by its success rate,
then choosing conditions in which it is most likely to succeed
can make it look good. Writing in the Times (London) in Au-
gust 2018, Rachel Sylvester said: “A growing number of schools
are gaming the exam system to boost their league table rankings
to the detriment of pupils. . . . Private schools routinely encour-
age children to drop subjects in which they are not predicted to
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get top marks in order to keep up their overall grade average.”
Pupils expected to perform poorly might even be asked to leave
a school, so that its apparent performance looks better. Sylves-
ter cites the UK schools inspectorate Ofsted (Office for Stan-
dards in Education, Children’s Services and Skills) as finding
that 19,000 pupils were removed from the school roll just before
taking their GCSEs (a national examination taken at age 16). The
potential impact of such an action is obvious, both on indicators
of the effectiveness of schools and also on individual pupils.

Just about any domain in which performance is evaluated can
provide examples of such gaming. The following are a few from
very different domains:

« Surgeons can achieve a high success rate by avoiding the
more serious cases, which naturally have a more doubtful
outcome. More generally, even without overt choice of
whom to operate on, patient populations are likely to
differ between surgeons. This means that even surgeons
of the same ability should be expected to have different
success rates.

Emergency service response times can be manipulated

by redefining the precise nature of the emergency. The
Telegraph (London) of 28 February 2003 reported that
“according to [the Commission for Health Improve-
ment], West Yorkshire Metropolitan Ambulance Service
NHS Trust (WYMAS) downgraded some category A
calls if the ambulance crew arrived at the scene and
decided the call was not, in hindsight, serious enough to
warrant a category A response. . . . The watchdog also
found a substantial time lag between the time a call was
received and the time the trust started the clock to time

its response.”®
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« As mentioned in chapter 3, the definition of unemploy-
ment can be changed to adjust the figures: should gig
workers or part-timers who are seeking full-time employ-
ment be considered unemployed? An extreme of such
manipulation is illustrated by the difference between the
unemployment estimate for the end of February 2017
provided by the U.S. Bureau of Labor Statistics, which
was 4.7 percent, and that provided by President Donald
Trump, which was 42 percent.” The latter figure was
obtained by including as unemployed everyone above 16
who was not in the labor force—stay-at-home parents,
full-time students, retired grandparents, and so on. That’s
not the definition normally used by economists. In
general, in such cases it is not a matter of one definition
being “right” and the other “wrong.” They are simply
different (DD-Type 8: Definitions of Data)—and may well
be more or less useful for specific purposes.

Police forces can appear to do better by reclassifying
offenses as less serious. For example, according to
Glasgow’s Herald of February 2014, “officers feel the need
to massage the figures by downgrading crimes. The
classification system has two tiers: ‘crimes, which were
down 13 percent last year; and ‘offenses, which were
slightly up. In 2012-13, there were 273,053 recorded
crimes, but there were nearly twice as many offenses.”®

And you may well know that websites can be manipulated so that
they appear earlier in searches—thus helping company sales or
apparent relevance of blogs, for instance.

All these are examples of making choices and manipulating
definitions so as to conceal something or to present it in a dif-
ferent light. They hide something which would adversely impact
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an organization were it to become known, or they make appar-
ent something which could benefit someone or some organ-
ization but which might otherwise have been unnoticed.

Feedback

Good scores on a test can encourage more effort, which might
lead to more success, which in turn might lead to even greater
effort. The final data are real enough, but they are not what they
would have been had they not been measured. Although not
completely dark, they are hiding what was there before we in-
tervened. I say “intervened,” but our intervention was not a de-
liberate attempt to change the figures. It was an attempt to dis-
cover what the values were. It is the very making of this attempt
which changed the figures, so that we are left with values differ-
ent from those we originally set out to measure.

The preceding is an example of a feedback mechanism, in
which data we have measured loop back to influence and change
the values themselves. Such mechanisms are ubiquitous. They
occur in physical systems: you might be familiar with them in
sound systems, as when a microphone picks up the output of a
loudspeaker it is linked to, feeding it back to the loudspeaker,
where it is picked up again by the microphone, and so onina
loop, growing louder each time and resulting in a howling sound.
They occur in biological systems: in blood clotting for example,
damaged tissue releases a substance that activates blood plate-
lets, and these in turn release more of the same substance, lead-
ing to the activation of more platelets. And such mechanisms
occur in psychology: knowing that you are being observed in a
task can stimulate you to try harder (the Hawthorne effect men-
tioned in chapter 2). They are particularly striking when they
occur in the world of finance in the form of “bubbles.”

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

STRATEGIC DARK DATA 123

Bubbles in financial markets are sudden dramatic rises in stock
prices (or some other asset) followed by an equally dramatic
drop. The changes in prices do not reflect any real underlying
changes in value but, rather, arise from greed or lack of critical
assessment of the underlying value of the asset: the mistaken be-
lief that the underlying value has really increased. The funda-
mental point is that while underlying value is one of the factors
influencing share prices, the bottom line is what others are will-
ing to pay. Thus we have the analogy with a beauty contest
made by the eminent economist John Maynard Keynes that “it
is not a case of choosing those [faces] which, to the best of one’s
judgment, are really the prettiest, nor even those which average
opinion genuinely thinks the prettiest. We have reached the third
degree where we devote our intelligences to anticipating what
average opinion expects the average opinion to be. And there are
some, I believe, who practice the fourth, fifth and higher
degrees.”’

History is littered with examples of financial bubbles.

A major one occurred in the early part of the eighteenth
century, when the French tried to introduce paper banknotes—
money had previously been based on physical precious metals.
The issue of the banknotes was associated with a financial bubble
so dramatic that it destroyed the French economy and delayed
the further introduction of paper notes for 8o years.

It all began in 1716 when Scottish economist John Law per-
suaded the French government to allow him to set up a new
bank, the Banque Générale, to issue paper banknotes supported
by the bank’s reserves of gold and silver. That arrangement would
probably have been fine, but Law had much grander plans. The
next year, in 1717, he went on to persuade the French government
to hand control of trade between France and its Louisiana/Can-
ada colony to him. The colony was vast, stretching for 3,000
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miles from the mouth of the Mississippi River through Arkan-
sas, Missouri, Illinois, Iowa, Wisconsin, and Minnesota and in-
cluding parts of Canada. To finance the company, Law sold
shares for cash and state bonds. Since the colony was reputed to
be rich in gold and silver, the scheme attracted willing purchas-
ers. But that was not enough for Law. He went on to acquire a
monopoly over the tobacco trade between France and Africa,
and of companies trading with China and the East Indies. From
there Law’s “Mississippi Company” bought the right to mint
French coins and also the right to collect most French taxes. All
these activities were funded by issuing additional shares in the
company.

The growth in the Mississippi Company was matched by the
rise in value of the shares, increasing by a factor of 20 over the
year 1719. And the rapidly rising shares attracted purchasers—
even to the extent that soldiers sometimes had to be called out
to control the milling mobs of those who wanted to buy shares.
And, as always with speculative bubbles, people who can ill af-
ford to lose the money started to invest.

Itis a characteristic of bubbles, whether they are real or meta-
phorical, that they burst.

The turning point for the Mississippi Company came in
January 1720, when some investors started to sell shares to cash
in on their gains. In general, in such cases, initially a few people
sell. But these sales mean prices stop rising so sharply or even
start to fall. That in turn leads others to sell, believing that the
peak has been reached and hoping to cash in before the price falls
too much. And that in its turn leads to yet more selling. And sud-
denly prices are crashing, typically at a faster rate than they rose.

Law made valiant efforts to recover, limiting the size of pay-
ments in gold and devaluing shares in the company, among other
ways. But by December 1720 the price of shares had dropped to
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one-tenth of their peak value. Law became the subject of mob
vilification and in the end left France, dying poor in Venice.

The case of John Law and the Mississippi Company is extraor-
dinary enough, but perhaps an even more famous historical
example is the Dutch tulip market bubble.

Atthe end of the 16th century tulips were introduced into Hol-
land from Turkey. As a new kind of flower, they were already
pricey, but when tulips with unusual variegated colors (actually
caused by a plant disease) were developed, they became even
more so. Limitations on the supply of tulip bulbs stimulated com-
petition, and prices for future purchases began to rise. The ris-
ing market stimulated others to buy, believing they would be able
to sell the bulbs later. And then the race was on. Savings, houses,
and estates were sold to yield money to buy tulip bulbs. Clearly,
these hugely inflated prices did not reflect any underlying real
value, with the inevitable consequence once people began to
cash in on the increased value of their purchases. A catastrophic
crash in the price of tulip bulbs followed. People lost their for-
tunes, even their homes.

The story is a familiar one of boom and bust, so you might be
forgiven for thinking that only the naive would fall for it. But
things look different from the inside, as illustrated by the story
of Isaac Newton and the South Sea bubble. In a contemporane-
ous development paralleling John Law’s Mississippi Company,
the English government granted the South Sea Company a
monopoly on trades in the South Seas. Appreciating the advan-
tages of a monopoly, investors began to pour in. Share prices
rose dramatically. Isaac Newton bought some shares and then
sold them in early 1720, making a tidy profit. Unfortunately, as
the share prices continued to rise he decided he had sold too
early, and he jumped back in. The shares continued to rise, then
peaked, and crashed later in 1720. And Newton lost almost all his
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life savings. If this can happen to Isaac Newton, then it can hap-
pen to anyone.

Those are historical examples, but the sound of bursting fi-
nancial bubbles is not something we hear merely as echoes
from history.

The so-called dot-com bubble was triggered by a wave of in-
terest in hi-tech companies stimulated by the development of the
internet. As soon as shares of the startups were floated, many of
these new companies were valued in billions of dollars. One con-
sequence was that shares in the NASDAQ Composite index,
representing the exchange where these companies were traded,
also shot up in price, 10-fold between 1990 and 2000 (not quite
on the Mississippi Company level, but startling nonetheless).
Then, the crash occurred as people began to realize that the
stocks were overvalued—that their price was illusory and did not
properly reflect underlying reality in terms of economic value.
By October 2002 the NASDAQ index had fallen to just over one-
fifth of its previous value. As with the Mississippi case, the
knock-on effects were substantial—an economic recession in the
United States resulted.

The NASDAQ bubble was closely followed by the U.S. hous-
ing bubble—indeed, it has been suggested that the need for
investors to find homes for their funds after selling NASDAQ
shares led to a shift toward real estate. House prices began to in-
crease dramatically. Subprime lending and other activities indica-
tive of a bubble occurred. At least, that is, until 2006 when the
peak arrived, and things went horribly awry. Within three years
the average house price had dropped by one-third. This crash in
turn contributed to a global recession, the largest since the 1930s.

The following is a final example of data distorted by feedback.
This time the feedback explicitly served to conceal some of the
data.
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In 2011 England and Wales launched an online system of crime
maps, enabling users to see what crimes had taken place in the
vicinity of any location. The then British home secretary (and
later prime minister) Theresa May said: “I think people are going
to welcome the fact they can really see what’s happening with
crime in their area, not just on their street but in their neighbour-
hood.” In 2013 the New York Police Department released a simi-
lar interactive map, and nowadays such systems are common-
place. The obvious merit of them is that they allow people to
make informed decisions—about where to buy or rent, about
whether to walk down a particular street at night, and so on. Of
course, as with any large databases, they are not perfect, and
sometimes errors slip through: “The crime maps show Surrey
Street in Portsmouth, Hampshire, [UK], as having 136 crimes,
including burglary, violence and anti-social behaviour in
December. . .. But the street, which is less than 100 m long, is
only home to a pub, a car park and a block of flats.”*® Either it’s a
street to be avoided at all costs, or there’s a problem with the data.

But, data errors aside, there are more subtle issues with the
crime-maps idea, issues involving dark data and feedback. Atten-
tion was drawn to these when the UK Direct Line Insurance
Group carried out a survey and reported that “10% of all UK
adults would definitely or probably consider not reporting a
crime to the police because it would show up on an online crime
map, which might negatively impact their ability to rent/sell
or reduce the value of their property”! Instead of showing
where incidents had occurred, the maps were at risk of show-
ing where people did not mind reporting them. This is not at all
the same thing, and anyone basing decisions on such data could
easily be misled.

Finally on the subject of feedback, one of the key psychologi-
cal drivers behind bubbles is confirmation bias, which we have
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already encountered. This leads us to subconsciously seek infor-
mation which supports our point of view and to tend to ignore
data not supporting it. In the world of finance, as elsewhere,
people are naturally pleased to see information that provides sup-
port for the decisions they want to make or perhaps have al-
ready made.

The term echo chamber has been appropriated from the world
of acoustics to describe situations in which beliefs, attitudes, and
opinions are fed back in loops, reinforcing themselves. In the
context of social networks, this feedback can exaggerate marginal
beliefs, leading to polarization and extremism. The principle is
straightforward. Someone makes an assertion which is picked up
and repeated by others and eventually makes its way back to the
originator. This person, unaware that it is his or her own assertion
being fed back, thinks “See, I knew it! Others think so, too!”

This kind of process is one of the powerful engines underlying
the propagation of false facts, fake news, and absurd conspiracy
theories. Often, the cycle is accidental, as rumors swirl faster and
faster, but individuals have been known to use such a mechanism
to deliberately disseminate untrue information. Likewise, gov-
ernments have been known to spread such misinformation to
destabilize other regimes or to sow confusion to prevent their
acting in a coordinated way. Creating deliberately incorrect and
misleading information in this way is clearly potentially even
more damaging than merely hiding the truth and concealing it
as dark data.

Information Asymmetry

Information asymmetry is a general term for a situation in which
one party has more information than another (DD-Type 12: In-
formation Asymmetry). Put the other way round, for one of the
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parties some of the data are dark. Clearly, this places that party
ata disadvantage in negotiations or conflicts. Let us look at some
examples.

In a 1970 paper with the wonderful title “The Market for
‘Lemons’: Quality Uncertainty and the Market Mechanism,”
Nobel Prize—winning economist George Akerlof presented a
beautiful parable describing how information asymmetry could
have dire consequences. A “lemon” here is slang for a car that
turns out to be of poor quality or defective after it has been
purchased. It’s the opposite of a “peach,” which is high quality
and sound.

Buyers of a used car won't know if it is sound or defective at
the time they buy it. Other things being equal, a car they buy
might equally turn out to be alemon or a peach. They will there-
fore be prepared to pay only the average price of a lemon or a
peach. But the sellers will have the advantage of knowing—and
they won't want to sell a peach for such a price. So they’ll hang
on to the peaches, selling only the lemons. Buyers will learn they
are being sold only lemons and will accordingly offer lower pay-
ments, in turn discouraging the sellers even more from selling
peaches. A feedback loop will have been established, driving
peach holders away from the market and driving down both
prices and the quality of sold cars.

In the worst case this can cause the bottom to fall out of the
market altogether, so that it ceases to operate.

Asymmetric information is often of the essence in military
conflicts. For example, if one side knows more about the dispo-
sition of troops than the other side, it can gain an overwhelming
advantage. This concept is what lies behind the use of data col-
lection strategies ranging from simply sending scouts ahead to
explore the enemy lines to the use of drones, satellite photogra-
phy, and hacking of telecommunications.
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The same applies to spying, in which each side tries to discover
data the other side wishes to keep dark, as their release can do
a tremendous amount of damage. In 2010, the U.S. army intel-
ligence analyst Bradley/Chelsea Manning leaked a large num-
ber of sensitive documents via WikiLeaks, with the result that
the lives of political dissidents and others were put at risk.

In some contexts, regulations have been introduced in at-
tempts to tackle asymmetric information. As Arjan Reurink
puts it for the world of finance: “To facilitate the provision of
information to the market and to ameliorate the problem of in-
formation asymmetries, financial regulators have imposed dis-
closure requirements as a central pillar of financial market regula-
tion in all developed financial markets. Disclosure requirements
prescribe that issuers of financial instruments and providers of
financial services disclose to the market and their counterpar-
ties all relevant information, that they do so in a timely manner,
and that they make sure that all market participants have equal
access to this information.”'* Put another way, these regulations
seek to enforce transparency, so that data which would otherwise
be dark can be seen.

In general, the lesson to learn from this discussion is the im-
portance of being on the lookout for asymmetric information
and to ask yourself what might he or she know that you don’t?

Adverse Selection and Algorithms

Rich Caruana and his colleagues described a machine-learning
system for predicting the probability that patients who devel-
oped pneumonia would die from the illness. It was usually
pretty accurate—except, that is, when patients also had a history
of asthma." It predicted a lower risk of dying of pneumonia for
these than for other patients. This was clearly an unexpected
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finding and seemed counterintuitive. How can a further com-
plication interfering with breathing make things better? It could
indicate a major discovery—some unsuspected biological
mechanism that causes asthma to be protective against
pneumonia—but that would be surprising. On the other hand,
it might mean that unsuspected dark data are leading to us being
misled, so that the conclusion cannot be trusted.

In fact, close examination revealed that the machine-learning
system was wrong, and its decision was indeed a consequence
of dark data. It turned out, unsurprisingly, that patients with a
history of asthma were actually high risk—so high in fact that
they were sent to the intensive care unit, where they received
first-class treatment. And the treatment there was so good that
it reduced their risk of dying from pneumonia. Then, the system,
not being aware that such patients had been treated differently,
merely saw that patients with asthma had a reduced risk. So, quite
naturally, it instructed doctors to send such “low-risk” patients
home.

The fundamental problem here is that the machine-learning
algorithm did not see all the relevant data. In this case, it did not
know that the asthma patients were treated differently. However,
the problem of algorithms seeing distorted data sets is both ubig-
uitous and pernicious. And sometimes it results from the best
of intentions, as we shall now see.

As we saw at the start of this chapter for the particular case
of insurance, many countries explicitly legislate against discrim-
inatory or unfair treatment of specific groups. In the UK, for
instance, the Equality Act of 2010 is designed “to make provi-
sion to require Ministers of the Crown and others when mak-
ing strategic decisions about the exercise of their functions to
have regard to the desirability of reducing socio-economic
inequalities . . . to prohibit victimization in certain circumstances;
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to require the exercise of certain functions to be with regard to
the need to eliminate discrimination and other prohibited
conduct .. . to increase equality of opportunity . ..

The act then goes on to define direct discrimination: “A per-
son (A) discriminates against another (B) if, because of a pro-
tected characteristic, A treats B less favourably than A treats or
would treat others.” It describes specifics for each of several pro-
tected characteristics. This means it is prohibited to treat some-
one less favorably than another on the basis of a group
classification—that they are male or belong to a certain race, for
example. The act then defines indirect discrimination: “if A ap-
plies to B a provision, criterion or practice which is discrimina-
tory in relation to a protected characteristic of Bs”

The United States has a similar law, with “disparate treatment”
meaning that someone is deliberately treated less favorably than
someone else because of a protected characteristic, while “dis-
parate impact” involves practices that appear to treat groups
equally but nevertheless have more effect on some groups than
others.

Protected characteristics, which vary alittle from country to
country, include attributes such as age, being or becoming a
transsexual person, being married or in a civil partnership, being
pregnant or on maternity leave, disability, gender reassignment,
race (including color, nationality, ethnic or national origin),
religion, belief or lack of religion/belief, sex, and sexual orienta-
tion. The law basically says that protected characteristics must
be treated as dark data; they must not influence your decisions.
So let’s look at a couple of areas in which this law has had an
impact.

Aswe have seen, credit scorecards are statistical models yield-
ing scores showing how likely an applicant is to default on a
loan (for example). These models are constructed using past data
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describing a sample of customers and whether or not they de-
faulted. People with similar characteristics to those who de-
faulted in the past might be expected to be higher risk. Now it
seems obvious that when constructing such scorecards we will
want to make them as accurate as possible. For example, we
would like to be confident that if the scorecard estimates that
10 percent of applicants with certain characteristic values will de-
fault, then about 10 percent will actually default. It could be
disastrous for our business operation if 8o percent of applicants
like this defaulted.

To make the scorecard as accurate as possible, it would be wise
to use all the information we can and not ignore information
which might be helpful. And at this point, the reader will pos-
sibly have spotted a problem. For accuracy, it would be wise to
include the protected characteristics such as those listed earlier,
but for sound reasons the law prevents us from doing so. It says
we must not include these in our decision-making process.

Obviously there are ways around this restriction. If we can-
notinclude age in the scorecard, perhaps we can include some-
thing highly correlated with age as a substitute. But the lawmak-
ers are wise to this way of letting protected characteristics creep
in through the back door. A U.S. congressional report on credit
scoring said: “Results obtained with the model estimated espe-
cially for this study suggest that . . . certain credit characteristics
serve, in part, as limited proxies for age.” And the report pointed
out that “a result of this limited proxying is that the credit scores
for older individuals are slightly lower, and those of younger in-
dividuals somewhat higher, than would be the case had these
credit characteristics not partially proxied for age.”**

To prevent this surreptitious use of protected characteristics,
as well as prohibiting the use of the characteristics themselves,
the regulators could also prohibit the use of variables which are
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correlated with them. Unfortunately, this solution has two
problems.

First, as the congressional report went on to say, “Analysis
shows that mitigating this effect by dropping these credit char-
acteristics [correlated with age] from the model would come at
a cost, as these credit characteristics have strong predictive power
over and above their role as age proxies.” That means that drop-
ping these correlated characteristics from the scorecard may
mean sacrificing legitimate useful information.

Second, the factis that, atleast as far as humans are concerned,
most things are correlated at some level. We could easily end up
throwing away all the predictive information. We'd end up with
a scorecard which classified everyone the same way, either all as
“bad risk” or all as “good risk.”

There is another, even more important, point. If we were able
to omit sex, say, as well as all characteristics correlated with it
from the model, then the predictions for men and women would
be fair in the sense that a man and a woman who were identical
on those characteristics which were used would have the same
scores. Now, the fact is that, in general, women are less risky than
men: other things being equal, they are less likely to default. This
means that the consequence of forcing men and women who
were identical in terms of the recorded data to have the same
scores would unfairly penalize women—it would overestimate
their probability of defaulting—while unfairly rewarding men
by underestimating their probability of defaulting. And the prob-
ability estimates would be reflected in the premiums paid. You
might think that this hardly seems fair.

It all comes down to precisely what you mean by “fair”

A US. study showed that for men the average credit score was
630 out of 850, whereas for women it was 621. This difference can
be at least partly explained in terms of differences between the

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

STRATEGIC DARK DATA 13§

groups, such as men having higher wages on average, since in-
come was one of the factors included when calculating the score.
Commenting on this study, Stew Langille, Credit Sesame’s chief
strategy officer, said: “In some ways, it's good news that the study
shows there isn’t a huge discrepancy between the credit scores
for men and women, but it doesn’t feel as equitable as it should.”

Credit scoring is not the only place this form of dark data
arises. Insurance has the same sort of structure as credit scoring:
the aim is to build a statistical model to predict the probability
that an event will occur—dying, fallingll, a car crash, and so on.
Unlike credit scoring, insurance predictions in the European
Union could, until recently, be based on any data you liked so
as to enable you to make the best possible predictions. But, as
we saw at the start of this chapter, in 2004 the EU Gender Di-
rective was introduced to counter sex-based discrimination. This
directive said that EU insurers must not include sex as a factor
in determining premiums and payouts. It said sex was to be
treated as dark data, bringing it into line with credit scoring.

However, the EU Gender Directive had an opt out clause. It
permitted “proportionate differences in individuals’ premiums
and benefits where the use of gender is a determining factor in
the assessment of risk based on relevant and accurate actuarial
and statistical data.” So men and women identical in all other
characteristics in the statistical model could be charged different
insurance premiums, provided data showed they had different
risks.

This is all very well, and it adopts one of the perspectives on
what is meant by “fair” we noted earlier. But then, in 2008, a law-
suit was brought to the Belgian Constitutional Court claiming
that the opt out was incompatible with the principle of equal
treatment for men and women. The legal process ground slowly
on, and finally, in March 2011, the European Court of Justice
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decided that the opt out was to be treated as invalid from 21
December 2012. Thus, it would be illegal to have differential
insurance premiums based on sex even if data showed that other-
wise identical men and women had different risks. From then
on, sex had to be treated as dark data.

In the case of auto insurance premiums, for example, females
previously paid lower rates, since the data showed they were less
likely to have accidents. But after the change in the law, such dif-
ferences were no longer allowed. The impact is illustrated by a
table published in the Telegraph (London) of 21 January 2013."
The average insurance premium for men (the riskier group) be-
fore the ruling was £658. After the ruling it was £619. In contrast,
the average premium for women before the ruling was £488,
which increased to £529 after the ruling. In the riskiest group, ages
17-18, the premium for men shrank from £2,298 to £2,191, while
that for women grew from £1,307 to £1,965.

But there’s more. The new premiums mean that the riskier
group, the men, will find it easier to buy insurance and therefore
will be more likely to take to the road, while the less risky group,
the women, will be less likely to do so. This is hardly beneficial
to society! Again, the situation hinges on a particular interpre-
tation of “fair”

In general, insurance premiums are based on estimates of the
risk that some adverse event will occur, that someone will have
a car crash or fall ill, for example, and will need to file an insur-
ance claim. And these risks are based on past data. To take the
health example, people can be divided into groups on the basis
of their characteristics (age, sex, body mass index, past medical
history, and so on), and the data will show what fraction fell ill
in each group with identical characteristics. These fractions can
then be used as estimates of the probability that an individual
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person with the same characteristics as a particular group will
fall ill in the future. And this probability will be used to deter-
mine the premium that each should pay, with all such persons
in the group paying the same premium because they are regarded
as having the same chance of falling ill. The job of the actuary is
to make such calculations.

But now let’s look at this group of people as time progresses.
Members of the group will change in different ways. Some will
gain weight, others will stop smoking, yet others will stop pay-
ing their premiums and drop out, and so on. The risk that each
member of the group will fall ill will change, and it will change
in different ways. Relative to the average risk in the group, some
will become less likely to fall ill, while others will become more
likely. Some will become less likely to make an insurance claim,
while others will become more likely.

Those less likely to fall ill will notice that their healthy condi-
tion means they can reduce the premiums they pay by transfer-
ring to another insurer. That leaves the riskier people paying the
original premium. Data gradually accumulate showing the insur-
ance company that the total premiums paid by the riskier
people are unlikely to cover the cost of claims. It therefore in-
creases the premiums. The cycle then repeats—forming what
is called an insurance “death spiral” of gradually increasing costs.
Remember George Akerlof’s market for lemons?

The fundamental point here is that insurance is based on av-
erages. Everyone in the initial group was taken as having the same
risk, even if they really had somewhat different risks. Treating
them all the same essentially treats their deviations from the av-
erage as dark data (DD-Type 9: Summaries of Data).

Replacing data with averages is an example of obscuring val-
ues by summarizing or aggregating, and it’s not a hypothetical
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or theoretical phenomenon. Let’s look at the Affordable Care
Act, the health plan signed into law in 2010 and often called
Obamacare.

A clause in the plan, the so-called individual mandate, re-
quired most Americans to buy healthcare insurance or incur a
fine, except in certain special circumstances. That meant that
healthy people, who had a low risk of falling ill and requiring ex-
pensive medical treatment, were included. This in turn meant
that on average the pool of insured people had a lower risk—so
that premiums could be lower. However, a 2017 Senate bill re-
moved this mandate, so that people would not have to have
health insurance (at least—starting in 2019—all these legislative
changes are timed to take effect in the future relative to when
they were enacted, provided they haven't been amended in the
interim!). As a consequence we might expect the lower-risk in-
dividuals to drop out disproportionately more than the higher-
risk individuals, so that more treatments would be needed on
average, incurring more expense. And this in turn would mean
higher premiums. In fact, the Congressional Budget Office pre-
dicted that the removal of the individual mandate would cause
13 million people to decide not to take out insurance by 2027,
resulting in a 10 percent per year increase in premiums. Not
everyone agreed with its estimates: Standard & Poor estimated
alower figure, of between 3 and 5 million people not taking out
health insurance over the 10-year period. Either way, it does not
look very promising.

There are many other complications. One of these is the fact
that U.S. insurers may choose not to take part in the program. This
is another possible source of adverse selection, affecting the data
and the entire insurance system. At the time of writing, the situ-
ation is in flux, and it will be interesting to see how it pans out.
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In this chapter we have seen how ambiguities and oversights
in regulations can be taken advantage of, how observed data val-
ues themselves might influence the data generation process,
how information asymmetry can give one person an advantage
over others, and the impact of these aspects of dark data on al-
gorithms. To make things worse, these aspects of dark data can
work together, as the death spiral in insurance shows. But ma-
nipulating the rules is one thing: deliberately fabricating data is
something else. And that is what we explore in the next chapter.
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INTENTIONAL DARK DATA

Fraud and Deception

Fraud

Some fraudsters become famous. Victor Lustig had nothing to
do with the Eiffel Tower, but this did not stop his selling it. In
1925 he gathered together a group of scrap-metal dealers and told
them that the cost of maintaining the tower was so expensive that
the city of Paris had decided to sell it for scrap. This did not seem
unreasonable, because the tower was originally intended to be
only temporary, having been built for the 1889 Paris Exposition.
Lustig explained that, naturally, such a sale would cause some-
thing of a public outcry, so it was important to keep it secret until
the deal was signed off. With forged documents describing him
as the deputy director general of the Ministeére de Postes et T¢é-
légraphes, Lustig took the scrap-metal dealers on a tour of the
tower and requested bids. This allowed him to identify one of
them, André Poisson, as a suitable target, and Lustig arranged
a private meeting with him. At that meeting, Lustig deliberately
gave Poisson the impression he could be bribed to accept Pois-
son’s bid for the tower. And then, pocketing both the bribe and
the payment, Lustig fled to Austria, later becoming known as “the
man who sold the Eiffel Tower.”

140
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This true story is a masterpiece of layer upon layer of decep-
tion, in which the true state of affairs is hidden (DD-Type 13: In-
tentionally Darkened Data). Yet a further layer was added when
Poisson turned out to be too embarrassed to tell people he had
fallen for a confidence trick and kept it secret.

Lustig was also famous for his “money printing machine.” This
was a machine which appeared to print $100 bills. Lustig con-
vinced potential purchasers by showing it in action, very slowly
printing out a couple of bills to demonstrate it. Unfortunately,
by the time the buyers realized the $100 bills were real bills
merely being pushed out of the machine, Lustig (and the $30,000
he charged for the machine) were long gone. And the victims
could hardly complain to the police that they had been defrauded
in their attempts to buy a counterfeiting machine. Again, layers
of deception were involved, each hiding the truth.

As Lustig’s con tricks illustrate, the key to frauds is the con-
cealment of information about the real situation: the hiding of
data. But such deceptions also often rely on the tendency of the
human mind to make snap judgments rather than go to the trou-
ble of painstakingly weighing the evidence and looking care-
fully at the data. Nobel laureate Daniel Kahneman has explored
this tendency in depth, describing it in his best-selling book
Thinking, Fast and Slow. He distinguishes between what he calls
System 1and System 2 thinking. System 1 is quick, instinctive, and
changes with emotional state. System 2 thinking is slow, careful,
and logical. System 1 allows us to respond quickly to changing
events in the world and to make snap judgments which we hope
are correct. But such snap judgements can be wrong, and they
are subject to various subconscious biases like those mentioned
in chapter 2. In contrast, System 2 looks at the evidence, balances
the facts, and arrives at a conclusion only after carefully
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weighing the evidence for and against it. System 2 would take
into account the possibility that the data might not be as they
appear and that there might be something missing.

The New Oxford Dictionary of English formally defines fraud
as wrongful or criminal deception intended to result in financial
or personal gain. While the goal is often to benefit financially, it
can be something else—perhaps to gain power, reputation, or
sexual favors, or to commit terrorist offenses. And, unfortunately,
it can arise in all human activities. As we shall see, it occurs in
financial transactions ranging from fraudulent credit card pur-
chases to insider trading in the financial markets. Fraud occurs
in counterfeiting, where the aim is to conceal a true nature, so
that we are misled into believing an imitation is the real thing—
in art, banknotes, pharmaceutical drugs, consumer goods such
as handbags and clothes, and many other areas. It occurs over
the internet. It occurs in literature, through plagiarism. It occurs
in elections, in which the aim is to conceal the true voting out-
come so that power can be gained or retained. And as we shall
explore in chapter 7, fraud occurs even in science, where the
underlying motivation might be reputational enhancement or
the sheer overwhelming confidence that you are right, even if it
is difficult to find genuine data which support that belief.

Véronique Van Vlasselaer and her colleagues give another de-
scription of fraud in their outline of a tool for detecting Social
Security fraud, characterizing it as “uncommon, well-considered,
time-evolving, carefully organized, and imperceptibly concealed
crime.”’ The last characteristic, concealment, again highlights the
dark data nature of fraud: fraudsters try to cover their tracks, at
least for a while. Bart Baesens and his coauthors also comment
on this in their book Fraud Analytics, saying, “fraudsters tend to
try and blend in as much as possible into the surroundings. Such
an approach reminds [us] of camouflage techniques as used by
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the military or by animals such as chameleons and stick insects.”
So it’s not a uniquely human practice. In fact, it appears to be
pretty universal in the animal kingdom, ranging from the insects
which Baesens mentions, through striped tigers to decorator
crabs (which disguise themselves using material from their sur-
roundings, a strategy also used by finches). Some animals adopt
a contrary strategy, concealing themselves in plain sight. For ex-
ample, the ring markings of extremely dangerous coral snakes
are mimicked by harmless kingsnakes.

Fraud is now believed to be the most common type of crime.
Crime in England and Wales: Year Ending June 2017 reports: “The
latest [crime survey for England and Wales] estimate is 5.8 mil-
lion incidents of crime in the year ending June 2017. . .. However,
these headline estimates do not yet include fraud and computer
misuse offences. . . . Including fraud and computer misuse, there
were an estimated 10.8 million incidents of crime in the year end-
ing June 2017.”® There were about the same number of fraud and
computer misuse incidents as all the other crimes put together.
The cost of (detected) e-commerce fraud was £178 million in
2007, but this amount had shot up to £308 million in 2016. In a
2009 meta-analysis of estimates of the total amount of all kinds
of fraud in the UK, my then PhD student Gordon Blunt and I
found estimates ranging between £7 billion and £70 billion, de-
pending on precisely how fraud was defined.*

Since the web is a worldwide system, it is obviously not only
the UK which has experienced an increase in rates of fraud.
The U.S. Federal Trade Commission’s report Consumer Sentinel
Network Data Book describes the increase in the number of fraud
complaints in America between 2001 and 2014.° The trend,
shown in Figure s, speaks for itself.

There are two complementary faces of dark data in fraud.
While the fraudster wishes to conceal from you the reality of who
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FIGURE 5. Number of consumer complaints about fraud between 2001 and 2014.

he or she is and of the situation facing you (think of Lustig and
his scrap-metal merchants), you wish to keep certain data (such
as your passwords) secret from others to prevent fraud. This
chapter explores the first of these, in just a few of the unlimited
number of domains where fraud occurs. We shall look at the sec-
ond in chapter 9.

Identity Theft and Internet Fraud

There’s a famous cartoon by Peter Steiner, published in the New
Yorker in 1993 and subsequently widely reproduced around the
world, featuring two dogs at a computer. One is saying to the
other: “On the internet, nobody knows you're a dog.” The fact
is that the World Wide Web permits the ready concealment of
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identity, with all the potential for fraud that brings. Furthermore,
it can readily facilitate the fraudulent adoption of someone else’s
identity—identity theft.

The web has made it vastly easier to uncover personal infor-
mation which can be used to enable crooks to masquerade as
someone else, but this kind of deception didn’t begin with the
web. Indeed, the term identity theft was first used in the 1960s.
Methods for obtaining confidential personal information used
before the advent of the web included simple phone calls (the
most common route prior to the development of the internet)
and “dumpster diving”—looking through your rubbish to find
identifying information on discarded documents like old bills
and payslips. And just because the web has arrived does not mean
these earlier methods are not still used. Phone scams remain
commonplace, often with callers tricking people into calling a
bank on a false number and then happily giving out their pass-
words and other identifying information.

Another earlier tool used in identity theft is the “Day of the
Jackal” scam, as used in Frederick Forsyth’s bestselling book of
that name. This tactic involves obtaining the birth certificate of
someone who has died and then using this document to boot-
strap the acquisition of other personal documents like passports.
While in this case the person whose identity has been stolen
clearly does not suffer, the crook can then freely use the identity
for other nefarious purposes. Using this scam, 39-year-old Ger-
ald Dufty stole the identity of Andrew Lappin, who had been
killed in a road accident in 1972, when he was just three years old.
Dufty used this false identity to open a bank account and obtain
credit cards.

In a more bizarre example, New Zealand member of parlia-
ment and lawyer David Garrett obtained a passport in a dead
child’s name by first obtaining a birth certificate. He claimed to
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have stolen the name as a prank after reading about it in Forsyth’s
book, just to see if it could be done.

Taking the place of someone who has died—or perhaps even
whom you killed—seemed to be a familiar strategy for stealing
an identity before the advent of the World Wide Web (so per-
haps we should be grateful to the web for making that reason for
murder unnecessary!).

Child identity theft is particularly problematic, as it may be
undetected for along time, possibly until the child grows up. The
New York Times reported the case of Gabriel Jimenez. When
Gabriel was 11 years old, his mother filed taxes for his work as a
child model—only to discover that his taxes had already been
filed. It turned out that an illegal immigrant had adopted his So-
cial Security number. From the opposite perspective, concealed
identities can also be used for grooming unsuspecting child
victims.

The extent of identity fraud is revealed in a 2017 study by Jav-
elin Strategy and Research, which found that 6 percent of U.S.
consumers had been victims of identity fraud in 2016, some 15
million in all.” The Insurance Information Institute gives a table
of identity theft by U.S. state.® The top three (or perhaps that
should be bottom three, in that they had the most identity theft)
in 2016 were Michigan, with 176 complaints per 100,000 popula-
tion; Florida, with 167; and Delaware, with 156. The state with
the smallest number of complaints per 100,000 population was
Hawaii, with 5.

Every year brings new reports of identity fraud. The Datashield
website describes five of the “worst cases of identity theft ever.”
Of course, whether a theft meets the criteria to be one of the
worst five ever will depend on what those criteria are, but how-
ever you look at it, these cases are disturbing. For example, they
include the case of Phillip Cummings, who stole 33,000 logins
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and passwords from his former employer, selling them to crimi-
nals who used them to steal between $50 and $100 million.
They also include the case of father-of-two Malcolm Byrd, who
was arrested for cocaine possession and spent time in jail before
demonstrating to the police that his name had been stolen and
used in the crime.

The essence of identity theft is impersonation, concealing
your identity and adopting that of someone else and, usually,
seeking to remain in the background as much as possible—
perhaps never actually meeting the targets in person. But there
are exceptions. The Sunday Times (London) of 4 March 2018 re-
ported that the Zoosk dating website had images and a descrip-
tion of smiling gray-haired s8-year-old Danish American wid-
ower Martin. He was an attractive man and a good catch for
women seeking a partner. Curiously, however, the man bore a
striking resemblance to Christian, a divorcee described and pic-
tured on Elite Singles, as well as to Sebastian, who appeared on
Facebook. But it turned out that the resemblance was not sur-
prising after all. The pictures and backstory were all of the same
man, 46-year-old Steve Bastin. Steve was happily married and
had never visited these websites. Someone had gone to consid-
erable effort to collate his photographs and life story—easier, I
suppose, than trying to create a consistent one from scratch. Sev-
eral women fell for the ruse, at least for a while, and unfortu-
nately such cons are not that rare. Reports regularly appear in the
newspapers of people—usually women—who have fallen for
them. They have often given the fraudsters very large sums of
money—to pay for fictitious operations or to tide them over
until an inheritance materializes (really!) or until an imaginary
business transaction goes through.

You can think of identity frauds as the accessing and use of
information about you that you wish to keep secret, that is, data

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

148 CHAPTER 6

that should be dark data, at least to everyone but you and the ser-
vice you are using. It is when these dark data become visible—
perhaps because they are stolen—that problems such as iden-
tity theft arise. So, dark data are not intrinsically bad. In chapter 9
we look at ways you can strengthen your security around the data
you wish to keep secret, but signs that you might be the victim
ofidentity theft include plastic card charges for goods or services
you did not order, being sent credit cards you did not apply for,
being notified that a credit score has been checked, as well as the
more obvious ones like discovering money is missing from your
account.

Nowadays, banks and other financial institutions have highly
effective methods for detecting suspicious interactions. But they
cannot be perfect—there is always the human element. A col-
league of mine was confident that his new Mercedes would not
be stolen. It had all the cutting-edge antitheft technology,
ranging from secure electronic keys to cameras and a GPS tracker
transmitter. But none of this helped him when he was mugged
as he was getting into the vehicle.

I've deliberately focused on identity theft in these examples,
but internet fraud comes in a huge variety of shapes and forms,
all based on hiding information of some kind. One which you
may well have encountered is “advance fee fraud.”

Advance fee frauds are scams in which the victim receives an
email promising them a large sum of money in exchange for fa-
cilitating some transaction. The facilitation will require the pay-
ment of some fee to cover initial costs like delivery or transac-
tion charges. And then it typically turns out that further fees are
needed, and so on—until the victim begins to suspect that it is
a scam. Perhaps the most famous of these is the Nigerian 419
scam, named after a part of the Nigerian penal code. Typically,
avictim is emailed with the request to help transfer a large sum
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of money from an African country. Estimates of the global
amount lost to this scam vary, but they range up to $3 billion, all
built on concealing and misrepresenting information.

Personal Financial Fraud

I used to do research in fraud detection, especially in the finance
sector. At a conference of bankers, after I had given a talk on
methods of detecting credit card fraud, one very senior banker
came up to me and said, “We don’t have any fraud at my bank.”
As I'was thinking about this statement afterward the most gen-
erous explanation for his assertion I could come up with was that
he was joking. But it was also possible that he was deliberately
taking a corporate party line, not really expecting to be taken too
literally. After all, if it became widely known that his bank suf-
fered from fraud, perhaps suftered substantially, then it would
damage the bank’s reputation. There was good reason—at least
for him, ifless so for his customers—in keeping quiet about the
fraud. That is, in hiding the data. Of course, there is also a third,
perhaps more troubling, explanation for his assertion. This is that
he was unaware of the fraud within his bank. Perhaps he genu-
inely believed that there was no fraud. That would mean that, at
least as far as he was concerned, the data truly were hidden, and
if that was the case, then it was worrying. The fact is that all banks
suffer from fraud or attempted fraud.

The key role that dark data play in finance is nicely captured
in Arjan Reurink’s definition of financial fraud as “acts and state-
ments through which financial market participants misinform
or mislead other participants in the market by deliberately or
recklessly providing them with false, incomplete, or manipula-
tive information related to financial goods, services, or invest-
ment opportunities in a way that violates any kind of legal rule
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or law, be it a regulatory rule, statutory law; civil law, or criminal
law’*° Although Reurink is mainly talking about financial mar-
kets, the words “misinform,” “mislead,” “false,” and “incomplete”
are all characterizations of forms of dark data.

The range of different types of financial frauds is limited only
by the imagination of those who wish to perpetrate them. But
they are all based on misleading people about the underlying
truth by concealing it. To see how some of these different types
arise, let’s begin with something personal: fraud with plastic
cards such as credit cards and debit cards.

Plastic-card payment technologies continue to evolve. In the
early days they were based on taking a print of the card, coupled
with a physical signature. These were replaced by systems in
which the user’s details were encoded in a magnetic stripe on the
card. Then, some ten years ago in Europe, and more recently in
the United States, they changed to using a chip embedded on the
card, in conjunction with a Personal Identification Number
(PIN) memorized by the customer. More recently still, so-called
contactless payment has been introduced for small transactions.
This technology uses radio-frequency identification or near-field
communication, which allows customers simply to tap their card
or other device such as a smartphone onto a card reader. Since
no proof is required that the person waving the card is the actual
card owner, theft of the card means money (albeit in small
amounts) can be stolen until the card is stopped—though only
alimited number of such transactions can be made before a PIN
is required.

Credit card numbers and PINs are example of kinds of data
you will want to keep dark and to make visible only to the people
or machines you choose. But those are the data thieves will be
trying to read. The cards themselves do not need to be stolen,
but only the information on the cards or the information used

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

INTENTIONAL DARK DATA 151

when making transactions with them. A mix of technology (e.g.,
“skimmers,” card readers attached to real payment terminals
which capture data from everyone who uses the terminal) and
social engineering (e.g., tricking someone to divulge a PIN) is
used by the thieves to access this information. Understanding
these strategies equips you with the tools to decrease the chance
you will fall prey to them. These tools include standard strate-
gies like not letting anyone see your PIN as you enter it and not
letting anyone take your card out of your sight.

There are various types of credit card fraud, and the impor-
tance of each changes over time as new prevention technologies
come into force. The fundamental problem is that while new
methods for detecting and preventing fraud may deter some
people, they will not deter all, and certainly not organized crime.
This means that the introduction of tools for deterring one kind
of fraud can lead to an increase in other kinds of fraud. This “wa-
terbed effect”—in which pushing crime down in one place leads
to its rising elsewhere—certainly happened when chip-and-PIN
technology was introduced to the UK before it was introduced
elsewhere in Europe. The consequence of the UK introduction
was that while crimes due to stolen cards went down in the UK,
they went up in France as card details were sent across the
Channel.

Among the most common kind of frauds are “card not pre-
sent transactions.” As the term suggests, these are transactions
conducted remotely, over the internet or via phone or mail order,
where the card and cardholder are not physically present. The
riskier nature of such transactions explains why enhanced secu-
rity procedures may be initiated if you wish to send a purchase
made over the web to a new address. They are attempts by the
vendor to overcome the invisibility of the person making the
transaction.
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Unfortunately, no matter how advanced the technology,
human nature will prevent fraud from being stopped completely.
You may have received an email purporting to come from a friend
or colleague who is overseas and has had his money and papers
stolen and needs cash to help him return home. Or you may have
been a victim of a phishing attack, in which an apparently trust-
worthy email seeks to trick victims into revealing card informa-
tion by luring them to log onto a fake website which looks ex-
actly like their familiar bank or credit card site. Unfortunately,
the battle between the fraudsters and those seeking to stop them
is very much an arms war, with both sides becoming more ad-
vanced over time. Indeed, it was not so long ago that you could
recognize many email phishing attempts by their poor spelling
and inadequate grammar, but now they seem to have learned to
spell. (Though it has been suggested to me that the poor spell-
ing was deliberate, because anyone who was taken in by such
semiliterate messages would be easier to steal from. Personally,
I think that’s giving the fraudsters too much credit.)

Each new wave of technology is intended to enhance user con-
venience, as well as improve security, but sometimes these are
uneasy bedfellows. For example, the transition from magnetic
stripe to embedded chip slightly slowed down transactions,
sometimes frustrating customers in a hurry. Make a service too
burdensome, and the potential customer will go elsewhere. This
obstacle applies at several levels. Passwords, double-key identi-
fication, and biometrics such as fingerprint-, iris-, and voice
recognition are all ways of keeping the account details hidden
from potential fraudsters, of keeping your data dark. But they all
inevitably add a burden to the use of the account. On top of the
hurdles introduced in accessing his or her money;, if a suspected
fraud is detected, the account holder has to deal with the phone
call asking if he or she made the suspicious transactions. This is
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all useful at some level—indeed, it can be reassuring knowing
that your bank is keeping alert to protect you—but it becomes
tedious if too many such calls are received.

Financial Market Fraud and Insider Trading

In 2011, Ghanaian financial trader Kweku Adoboli carried out off-
the-book trades while working in the Global Synthetic Equities
trading team at the UK office of the Swiss bank UBS. He ran up
losses of some $2.3 billion. This was the largest unauthorized
trading loss in British history, but not the largest ever. In the
1990s, Yasuo Hamanak, one-time chief copper trader at Sumi-
tomo, carried out unauthorized trades which led to the com-
pany’s losing $2.6 billion. And unfortunately there have been
even larger losses still, though not all due to dark data and crime.
Howard Hubler III undertook legitimate but risky trades in sub-
prime mortgages in the United States in the early 2000s, caus-
ing Morgan Stanley to lose around $9 billion. It’s in the nature
of chance and risk that sometimes things go bad—though Huber
did hide information and misled his colleagues by telling them
the financial positions they were taking were very secure.
While it is clear that some rogue traders set out to be fraudu-
lent from the start, it seems likely that most do not. They might
begin by carrying out trades which exceed authorized limits,
driven by the organization’s culture to make as much money as
possible. Then, when they start to lose money, instead of admit-
ting it and unwinding their positions at a loss, they may extend
their positions in the hope that things will come out all right and
no one will discover their unauthorized trades. The risks accu-
mulate, and things can accelerate, increasing the pressure on
them to make more overtly fraudulent trades. And from there
it’s all downhill. The activities of Nick Leeson, whose rogue
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trading activities leading to a $1 billion loss single-handedly
brought down the 200-year-old British investment bank Bar-
ings, are a case in point.

All this talk of billions might be desensitizing you to the sheer
magnitude of such numbers—as reflected in the humorous
quote often misattributed to Illinois Senator Everett Dirksen to
the effect that “a billion here and a billion there, and soon you're
talking about real money.” So let’s put $1 billion into perspective.
According to the Census Bureau, the median U.S. personal in-
come in 2016 was $31,099. Thus, the $9 billion Morgan Stanley
loss represented the annual income of nearly 300,000 people.

The phrase insider trading refers to using confidential informa-
tion to take unfair advantage when trading in financial securi-
ties on a stock exchange. “Confidential” means the information
is not known to the general public, so it is dark data. It is also
asymmetric information (DD-Type 12: Information Asymmetry)
in that it is known to one party to a transaction but not to the
other, as we discussed in chapter s.

As you might imagine, detecting insider trading can be diff-
cult. The trick is to spot unusual patterns of behavior, such as
people making multiple suspiciously well-timed trades in ad-
vance of public announcements.

One of the most famous insider trading scandals involved
the American trader Ivan Boesky. In 1975 he launched Ivan F.
Boesky & Company, specializing in speculating on corporate
takeovers. He was extremely successful, making some $200 million
within 10 years and being featured on the cover of Time maga-
zine. But when Boesky successfully predicted most of the major
deals of the 1980s, the Securities and Exchange Commission
(SEC) became interested. Boesky’s trades seemed remarkably
well timed, with purchases of stock often occurring just before
the stock value rocketed in response to a takeover. It turned out
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that he was able to do this not because he had precognitive
abilities or because he had some superbly predictive algorithm
but simply because he paid employees of investment banks to
feed him information on impending takeovers. Boesky was tak-
ing advantage of data which should have been concealed. He
was fined $100 million and went to prison. Apparently, the
character of Gordon Gekko (he of the famous “greed is good”
speech) in the film Wall Street is based partly on him.

Not all insider trader frauds involve sums as large as Boesky’s.
Australian Rene Rivkin based his decision to buy 50,000 Qantas
shares on a confidential conversation with Gerry McGowan,
chairman of Impulse Airlines, in which he learned that Qantas
would merge with Impulse. But Rivkin ended up making a profit
of just $2,665 (that’s dollars, not millions of dollars). Of course,
failure to succeed in making millions of dollars from a fraud is
not a mitigating factor, and unfortunately for Rivkin, he was later
found guilty of insider trading and sentenced to nine months in
prison. He committed suicide in 2005. Later investigation re-
vealed that despite being banned from trading, Rivkin had con-
tinued to do so in secret.

The crimes I have just described occurred before the so-called
big data and data science revolution, so authorities often had to
rely on being alerted to suspicious behavior by whistleblowers,
other regulatory bodies, or financial exchanges. But as we ad-
vance into the big data world, modern machine-learning and
artificial intelligence algorithms are proving invaluable in spot-
ting unusual behavior and detecting concealed activity. In 2010
the U.S. SEC set up the Analysis and Detection Center, tasked
with analyzing billions of trading records to spot unusual trad-
ing behavior.

The activities of the center have resulted in various charges
being brought. For example, based on the center’s work, in
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September 2015 the SEC charged two lawyers and an accoun-
tant with purchasing shares in New Jersey—based pharmaceu-
tical company Pharmasset after having been fed confidential in-
formation by a board member that the board was negotiating
to sell the company. These three and two others agreed to pay
nearly half a million dollars to settle the charges."

Insider trading hinges on knowing something others don’t. A
more general manifestation of such asymmetric information oc-
curs in false accounting. Hiding the true state of a company by
concealing data and releasing incorrect accounting information
is probably one of the most prevalent manifestations of dark data
in the world of financial fraud. It might be false information about
the real condition of an investment or potential investment, it
might be concealment of improper transactions in order to
mislead investors or regulators, it might be false information
about earnings or profits, or it might be a host of other lies.

There are unfortunately many examples to choose from. A
well-known case is that of Enron, one of the largest-ever corpo-
rate bankruptcies, which occurred in 2001. (Indeed, it was the
largest corporate bankruptcy until the collapse of WorldCom the
following year.) Enron was created in 1985 in the merger of Hous-
ton Natural Gas and InterNorth, and Kenneth Lay, previously
CEOQ of the former, soon became the CEO. Enron became one
of the world’s biggest energy, communications, and pulp and
paper companies, with revenues in excess of $100 billion. The
complexity of the company enabled its chief operating officer,
Jeffrey Skilling, and its chief financial officer, Andrew Fastow, to
use accounting loopholes and specially set up companies to iso-
late Enron from financial risk, essentially hiding billions of dol-
lars of debt from the board of directors. But in 2001 an article in
Fortune magazine suggested it was not clear how Enron was earn-
ing its income and hence how it could justify a stock value some
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55 times its earnings. Gradually, other concerns surfaced—not
helped by Skilling’s being gratuitously offensive to a journalist
in arecorded conference call. Skilling resigned, initially citing
personal reasons but then admitting that his move was motivated
by a 5o percent drop in the company’s share price.

On 15 August 2001, an anonymous letter from Sherron Wat-
kins, the vice president for corporate development, warned Ken-
neth Lay about dubious accounting practices, saying, “I am
incredibly nervous that we will implode in a wave of accounting
scandals.” That statement turned out to be prophetic. The com-
pany struggled on, but investor confidence was suffering, with
various media attacks and concern about the opacity of its op-
erations. Enron’s share price fell from $90.75 in mid-2000 to $1
by November 2001 (prompting a $40 billion lawsuit from
shareholders). Eventually, after a hard-fought battle by Lay, En-
ron’s credit rating was reduced to junk status, and it filed for
bankruptcy.

One might have hoped that events such as this would lead to
increased regulation, making it more difficult to conceal the way
companies operate. Unfortunately, this appears not to be the
case. A 2014 article in the Economist alarmingly said: “If account-
ing scandals no longer dominate headlines as they did when
Enron and WorldCom imploded in 2001-02, that is not because
they have vanished but because they have become routine.”*> The
article went on to describe a few others: Bankia in Spain misstat-
ing its finances when it went public in 2011; the Japanese com-
pany Olympus hiding billions of dollars of losses; the failure of
Colonial Bank in 2008; the Indian technology company Satyam
faking over $1 billion of cash; and so on. It’s clear that such ac-
tivities occur throughout the world, and it’s unlikely that they
apply only to giant companies and frauds involving billions of
dollars. If even massive incidents no longer capture the headlines
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like they used to, what does this say about the number of lesser
incidents?

Insurance Fraud

Most of us will have no direct contact with money laundering
and corporate fraud, but an area with which we all have contact
and where financial fraud occurs all too frequently is insurance.
Like the Roman god Janus, insurance fraud faces in two direc-
tions. One is defrauding insurance companies. The other is de-
frauding insurance customers. Both depend on hiding informa-
tion, the difference being who is hiding it from whom. Both can
be deliberate and planned or can simply be opportunistic.
Sometimes, planned fraud and opportunistic fraud are called
“hard” and “soft” fraud, respectively.

One way in which customers might be defrauded is by the
payment of premiums on nonexistent policies—which they
might not find out about until they submit a claim, and that
might never happen. At a higher level, customers might even be
sold policies from nonexistent companies. Clearly, dark data
scams like this require organization and are unlikely to be spur-
of-the-moment opportunistic efforts. Needless to say, the web
provides an ideal environment for disguising the truth of such
operations.

“Churning” is another general strategy for fraudulently ex-
tracting money from customers, and one which requires elabo-
rate organization. Here an unnecessary or excessive series of
trades or transactions are undertaken, with commissions being
charged on each one. In insurance, this might involve multiple
intermediaries, each taking a commission. When looked at in
isolation, each of the individual transactions looks unobjection-
able, and it is only when the big picture is seen that the fraud
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can be detected. In fact, the difficulty of detecting fraud when
each component of a network appears to be (indeed, is) behav-
ing legitimately applies more generally.

A major consumer bank once employed me as a consultant
to develop tools for detecting fraudulent networks in mortgage
applications: if the various players are working hand in glove to
manipulate prices it can be difficult to recognize that fraud is
going on (though be warned, should you be tempted: modern
data mining tools to ferret out deception are becoming increas-
ingly sophisticated, and detection is very likely!).

Fraud in the other direction, when customers try to steal from
insurance companies, is probably more common. Often, a poli-
cyholder misrepresents material facts, such as previous claims
history, preexisting medical conditions, or vehicle modifications,
so as to lower insurance premiums. A familiar example is insur-
ing a property for more than it is worth before burning it down.
Clearly, such scams require some planning, or at least
forethought.

An even more extreme example is that of people faking their
own death or the deaths of others so they can make fraudulent
life insurance claims. Elizabeth Greenwood, who has written a
book about such scams, estimates there are hundreds of cases of
this sort each year."® Often, such incidents are contrived to hap-
pen when people are traveling to countries where it is easier to
obtain fraudulent death certificates. For example, Jose Lantigua
from Jacksonville, Florida, tried to escape his financial problems
by collecting $6.6 million in life insurance by faking his death in
Venezuela.'* He was later arrested in North Carolina, having
adopted a different name. A less ambitious attempt was made by
amother and son from the UK who tried to claim a £140,000 life
insurance payout by claiming that the mother had died in a road
accident while they were on holiday in Zanzibar.'* The mother
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moved to Canada, but insurance investigators caught up with her
after becoming suspicious that they could find no record of the
death with the Foreign and Commonwealth Office.

Of course, faking your own death does come with the disad-
vantage that you do really have to disappear. As Greenwood says,
the question is whether you can walk away from everyone and
everything in your life, and also whether you can acquire a new
identity.

A milder version of this sort of fraud occurs when people file
a claim for ruined holidays arising from food poisoning. The
sums may not be trivial—Paul Roberts and Deborah Briton from
Liverpool in the UK falsely claimed £20,000 arising from two
trips to Spain. Unfortunately, on social media Briton described
the holidays as “two weeks of sun, laughter, fun and tears. Met
up with all our lovely holiday friends who made our holiday fab”
and “Back home after a fantastic holiday, my favourite so far” It
is tempting to take such people aside and point out that the key
to keeping data dark is just that—you have to keep them dark.
Social media seem to be a very powerful tool for revealing such
scams, which says something about the common sense of those
attempting such frauds, or at least of those who are caught.
(There may be many others, more sophisticated, who manage
to keep things hidden.) In the present case both Roberts and
Briton went to prison.

One carefully planned strategy which has attracted public
attention in the UK in recent years has been seeking compen-
sation payment for injuries claimed to be the result of a car
accident, where the “accident” was deliberate—the so-called
crash-for-cash scam. Sometimes, multiple passengers, or even
phantom passengers, will each submit injury claims. Claiming
for whiplash injury has been a particularly popular strategy, as
this is easy to fake, and average payouts range from £1,500 to
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£3,000. According to Tom Gardiner of Aviva Insurance, between
2005 and 2011 the number of road traffic accidents fell by
30 percent, but the number of claims for whiplash injury went
up by 65 percent, which certainly arouses suspicion.*®

Fake vehicle accidents are not restricted to the UK, and to
draw out such fraudsters, in 1993 New Jersey fraud investigators
rigged a dozen fake bus accidents, with all the “passengers” in fact
being undercover agents.'” It might seem a little farcical, but
video recordings from one of these fake accidents showed 17
people rushing to board the bus after the “accident” but before
the police arrived, so that they could later claim to have been in-
jured in the accident. The case was aggravated by some doctors
later billing for visits and treatments which had not been carried
out. In all, more than 100 charges were brought. This episode
gives a rather depressing impression of the fundamental nature
of humanity!

Opportunistic claims made by people who had nothing to do
with an incident are not restricted to traffic accidents. It is
thought that some $6 billion worth of claims following Hurri-
cane Katrina in 2005 were fraudulent.'® And after the BP Deep-
water Horizon oil spill in the Gulf of Mexico in 2010, more than
100 people were jailed for making fraudulent claims against the
company. According to the Financial Times, “in 2013, BP esti-
mated that it was paying out up to $100 million per week in
fraudulent claims.”*®

There are many other variants of insurance fraud, to the ex-
tent that the total value of detected dishonest insurance claims
in the UK in 2016 was £1.3 billion, involving some 125,000 claims,
with a suspected similar amount undetected.”® And according
to the FBI, non-health insurance fraud costs over $40 billion per
year. ('The discrepancy between the UK and U.S. figures, even
taking the different population sizes into account, is probably due
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to the use of rather different definitions, rather than implying a
difference in average degree of honesty between the two
countries!)

Whatever the kind of fraud, be it personal banking, insurance,
or other, there is a general principle that the cost of preventing
fraud should be balanced against the loss if it succeeds. There’s
little point in spending $1 billion to prevent a $1loss. But there
are elementary tools which will prevent the bulk of fraud, and
they should be adopted. For example, in financial accounting,
reconciliation is undertaken to ensure that funds leaving an ac-
count match the amount spent, to ascertain in particular that no
money is going astray. This is a fundamental way to check that
you are seeing all the data, and you probably do the same with
your bank account, comparing your records of expenditure with
amonthly bank statement (if you don’t, you should). While dis-
crepancies might sometimes arise because of time delays, un-
explained discrepancies can be an indication of fraud. Likewise,
systems of double-entry bookkeeping are used to ensure that
things balance—that all transactions are visible and transparent.
Such systems probably originated in fifteenth-century Italy: the
1494 book Summa de arithmetica, geometria, proportioni et pro-
portionalita (Everything about arithmetic, geometry and propor-
tion) by Luca Pacioli is thought to be the first published book
describing the system, which shows its long history.

As far as insurance fraud is concerned, indications hinting at
possible concealed data include the submission of many claims,
patterns in the kinds of claims submitted, a claimant who is very
calm after submitting a large claim, handwritten receipts for lost
or stolen goods, increased insurance just before a claim, and
medical claims by seasonal employees about to stop work.
Clearly, these signs are specific to insurance fraud, and while
awareness of them might not be helpful in detecting fraud in
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other contexts, this is where the DD-Types of dark data can be
useful. As illustrated in chapter 10, these show not how specific
instances can arise but, rather, describe the different higher-level
characteristics of dark data.

And More

Money laundering is the process by which illegally obtained
money is sanitized to disguise its origins. These origins can be
any illegal activity—drug peddling, slavery, illegal gambling, ex-
tortion, tax fraud, people trafficking, and others. These are all
nefarious activities about which you want to hide data. A 2016
report from PwC (PricewaterhouseCoopers) estimated that
money laundering transactions for $1 trillion to $2 trillion per
year were being carried out globally.?! That amounts to 2 to
s percent of global GDP.
Money laundering involves three steps:

« “placement”: feeding the money into the financial
system;
“layering”: undertaking often elaborate financial transac-

tions to make it difficult to trace the actual source of the
money;

“integration”: using the money in legitimate ways so that
it is merged with money from legitimate sources and
appears clean.

The first two of these steps, especially the first, make use of dark
data. Since the sudden appearance of a large sum of money in
an account, with no obvious explanation of where it came from,
is naturally suspicious, anti-money-laundering regulations re-
quire large transactions to be reported. For this reason, money-
launderers typically split large sums into multiple small
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sums—for example, less than $10,000 if this is the reporting
limit. This practice of splitting the money to keep it invisible to
the regulatory radar is known as smurfing.

Businesses which receive a significant part of their income le-
gitimately as cash can be used to feed illegally obtained funds
into the system, simply by adding the latter to the former and
claiming it was all obtained legitimately. The sorts of businesses
where this is easiest to accomplish are service industries such as
restaurants, casinos, bars, and manual car washes. The shift away
from cash toward contactless electronic transactions is likely to
make this harder to do by making transactions visible and
traceable.

Gambling is another common strategy for placement. Even
if the odds are against you on any particular bet, over time some
bets will win, and they can then be reported as legitimate gam-
bling winnings. The inevitable small percentage of loss on re-
peated bets can be thought of as the cost of having the money
laundered.

Dark data also lie at the heart of an investment fraud tactic you
may have heard of—the Ponzi scheme. Although it is named after
Charles Ponzi, who used the method during the 1920s, he was
certainly not the first to come up with the idea. Indeed, the strat-
egy was described by Charles Dickens in his novels Martin
Chuzzlewit and Little Dorrit. Such schemes promise investors rich
returns but in fact do not invest the money given to them at all;
they simply feed back some small percentage of later investments
to the earlier investors so that it looks as if profits are being made.
Inevitably, at some point, the scheme comes tumbling down
when it runs out of potential future investors or people start ask-
ing for their money back—possibly because of deteriorating
economic conditions. Then, the cold light of reality reveals
the true nature of the investment company and how it makes
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its investment decisions. The Madoff fraud, mentioned in
chapter 1, was an example of a Ponzi scheme that fell apart when
the financial crash of 2008 caused many investors to try to with-
draw their investments, only to discover they had evaporated.
Prevention of such schemes is facilitated by transparency and in
particular by regulations requiring investors to be able to see
what is being done with their money.

We have already looked at insider trading, but insider theft is
a more general kind of fraud and one which is notoriously dif-
ficult to detect. Insider theft involves staft with access to accounts
siphoning off money for their own use. These can be individuals
who find themselves unable to resist the temptation when they
realize they have control over large sums of money. In fact, such
cases often occur when employees find themselves in financial
difficulties and, unknown to their employer, “borrow” from
them—fully intending to repay the money when things improve,
only to find that things don’t improve, and they getin deeper and
deeper, typically ending in a prison cell.

But insider theft can also occur on a larger scale, as part of or-
ganized crime, and can stretch over years. I came across one
elaborate, and sad, case of this kind. A poor student received a
scholarship from a minor foundation, which funded his college
fees and also paid the rent on his accommodations for him. On
the student’s graduation, the foundation helped him find a job
in a bank. The student, hardworking and trustworthy, worked
his way up in the bank until he reached a position where he
controlled significant sums. The foundation then contacted
him, requesting him to transfer a large amount of money to a
named account—in what appeared to be an entirely legitimate
transaction. And then the foundation, and the money,
vanished—Ileaving the innocent and trusting employee to face
the music.
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The list of types of financial fraud hinging on dark data is end-
less, as is the particular form they can take. As well as those al-
ready discussed, others include tax evasion—illegally failing to
declare tax which is owed (distinct from the tax avoidance which
I mentioned in chapter 5, which uses elaborate strategies to le-
gitimately avoid tax)—and boiler room scams, in which fraud-
sters cold-call potential investors offering them “wonderful bar-
gains” in overpriced or worthless shares or bonds.

At some level all these different kinds of fraud involve hiding
information. Because they are so diverse, a wide variety of dif-
ferent strategies are needed to tackle them. These range from the
painstaking checking of detailed records, through sophisticated
statistical approaches; to modeling typical customer behavior
patterns, via machine-learning and data mining tools for detect-
ing anomalous transactions; to the raising of flags indicating
suspicion when certain kinds of transaction configurations occur.
Regarding dark data, the moral is the familiar one: if something
looks too good to be true, then it probably isn’t true. It is prob-
ably hiding the truth.
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SCIENCE AND DARK DATA

The Nature of Discovery

The Nature of Science

Science is all about discovering the nature of things and how they
work. It’s all about shedding light on the unseen. But dark data
also lie at the root of science in a very practical sense. Fundamen-
tal to the practice of science is the Popperian notion (after Karl
Popper) of “testability” or “falsifiability.” The basic idea is that
you come up with a potential explanation—a theory, conjecture,
or hypothesis—for the phenomenon being studied, and then
you test that explanation by seeing how well its consequences
or predictions match what actually occurs. Recast in our terms,
we know what unseen data should look like if our theory is cor-
rect, and then experiments produce data which we can match
against our predictions. If the theory’s prediction does not match
reality, as revealed by the data, then the theory is replaced, modi-
fied, or extended so that, as well as successfully predicting past
observations, it also predicts the new ones. In a sense this is an
example of DD-Type 15: Extrapolating beyond Your Data. But it
is deliberate extrapolation, based on a theory, with the testing
objective in mind.

At least until the scientific revolution (and doubtless since,
though it is hoped less overtly) advances in understanding were

167
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retarded by a (typically subconscious) reluctance to collect data
which might disprove a theory—the confirmation bias already
mentioned. That is, advances were held back by an unwillingness
to make dark data visible. After all, if you have a solid theory
which has been accepted perhaps for centuries (like the miasma
theory of disease, which held that epidemics were caused by a
poisonous vapor given off by rotting matter and was believed
across Europe, India, and China from ancient times to the nine-
teenth century), why would you go looking for data which con-
tradicted it?

My favorite historical example of someone who spotted this
problem is given by the seventeenth-century philosopher Fran-
cis Bacon, who wrote: “Human understanding when it has once
adopted an opinion . . . draws all things else to support and agree
with it. And though there be a greater number and weight of in-
stances to be found on the other side, yet these it either neglects
and despises, or else by some distinction sets aside and rejects.”
Bacon illustrated the dangers of neglecting data with the story
of aman presented with a picture of people who had escaped
drowning in a shipwreck after praying, and who was then invited
to acknowledge the power of prayer. Bacon asked where were the
pictures of the men who were drowned despite praying.

A classic and colorful example of collecting data to test a the-
ory is the observational evidence collected by Sir Arthur Ed-
dington and Frank Dyson to test Einstein’s theory of general rela-
tivity. Einstein’s theory predicted that the path of rays of light
would be bent when they passed close to massive objects. An
ideal such massive object would be our sun, when bending of
light would be revealed by an apparent shifting of the positions
of stars whose rays passed close to the sun on their way to Earth.
The trouble is that the brightness of the sun would swamp the
starlight—except, that is, if the sun’s light was blocked out by the
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moon. With this in mind, in 1919 Sir Arthur Eddington led an
expedition to Principe, an island off the west coast of Africa, and
Frank Dyson led one to Brazil, to observe the May 29th solar
eclipse. Their photographs and measurements of the stars’ ap-
parent positions during the eclipse confirmed Einstein’s predic-
tions. This meant that Newtonian mechanics was a simplifica-
tion or approximation, and Einstein’s theory of general relativity
provided a better description of reality. This really was an exam-
ple of shining a light!

There is one particularly important implication from this de-
scription of how science works, namely, you can never be sure
that you have found the “real” mechanism of a phenomenon. Science
provides explanations, each becoming more powerful as under-
standing progresses, but it is always possible that any of those
explanations might be proven wrong by new experimental
evidence—though the more past experimental evidence a new
theory must also explain, the tougher this becomes. This “con-
tingent” nature, allowing theory to change as more data become
available, is what distinguishes science from, for example, reli-
gion, which is not driven by evidence. Having said that, for con-
venience I shall occasionally refer to a scientific theory as “true”
or “correct,” but bear in mind that theories are always subject to
contradiction by further evidence which leads to their being
changed.

Thus, science is a process. In particular, it is not simply a col-
lection of known facts—even though it is often taught as if it
were, and even though it is often described in that way for sim-
plicity. When children begin to learn about science in school, for
example, they are taught things like the periodic table of ele-
ments, Newton’s laws, and how rainbows form, rather than the
careful notion of testing observation against ideas. While it is
necessary that children should understand the world around

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

170 CHAPTER 7

them, this is perhaps a pity: science education should serve as
the natural cradle of critical thinking in our schools, equipping
the adults of the future to better evaluate what they are told, as
well as teaching them facts.

The use of the falsifiability criterion—the idea of deducing the
consequences of a theory and then comparing those predicted
consequences with actual data—goes back along way. The an-
cient belief that heavier objects fall faster than lighter ones is eas-
ily debunked by observation—as Galileo is purported to have
shown by dropping balls of different masses from the Leaning
Tower of Pisa and noting that they hit the ground at the same
time.

Similarly, the notion that Earth is flat is one which superficially
seems to fit the facts. After all, if you go on a long road trip, while
there may be hills and valleys, on the grand scale you have no
sense that you are driving over a curved surface. But more data,
more evidence, shows that things are not so straightforward, and
people have been aware of this for millennia. One piece of evi-
dence came from watching sailing ships float off into the distance
and disappearing, beginning with the hull and ending with the
tip of the mast.

In summary, the fundamental process of science is one of test-
ing theories against observed but previously dark data, where a
mismatch between the theory and those data leads us to reject
or amend the theory. But we need to recognize that a mismatch
might have another explanation. If the theory and data don’t
match, it might be because there’s something wrong with the
data. If there’s one thing I hope the examples in this book have
made clear, it is that data are always at risk of errors, measure-
ment inaccuracies, sample distortions, and a host of other prob-
lems, so this is a real possibility. This is why scientists put so
much effort into producing accurate measuring instruments and
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taking measurements under precisely controlled conditions,
whether they are concerned with measuring mass, length, time,
intergalactic distances, intelligence, opinion, well-being, GDP,
unemployment, inflation, or anything else. Accurate, reliable, and
trustworthy data are a prerequisite for sound science.

The testability criterion is what distinguishes science from
pseudoscience. It’s not difficult to come up with explanations
(e.g., “it happened by magic”), but unless the explanation has
been subjected to a rigorous set of tests, we should be suspicious.
Moreover, a theory which appears to have an explanation for any
possible outcome that could conceivably occur is useless—it is
certainly not science. A theory of gravity which conjectured that
things would sometimes fall down, and sometimes up, and some-
times sideways, and when they fell in any direction said it was
simply to be expected, would be of no use whatsoever. In con-
trast, Newton’s explanation that masses are attracted to each
other, which is why a dropped object falls down, is properly sci-
entific: its prediction can be tested. And then once we have ob-
served from repeated observations that a theory is generally true,
it becomes part of the canon of knowledge, and we can make
predictions and build machines which rely on it.

An example of a theory which has been criticized on the
grounds it is just too comprehensive to be scientific or useful is
psychoanalysis. Indeed, as Frederick Crews eloquently demon-
strated in his book Freud: The Making of an Illusion, its origin is
a triumph of dark data, involving generalizations from highly
selected groups (even Freud himself, a one-man sample), re-
luctance to collect disconfirming evidence, unwillingness to
see what really was happening (at one point Crews comments
“every stage magician hopes that his audience will consist of
precisely such eyewitnesses as Freud”), and taking denials that
things had occurred as evidence that they had in fact occurred
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(that “no means yes”). Perhaps the most revealing indicator is
that Freud never admitted being wrong. A scientist not pre-
pared to accept that his or her theory might be wrong hardly
conforms to the principle of potential falsifiability and surely
cannot be called a scientist. Freud’s own admission that “I am
actually not at all a man of science, not an observer, not an ex-
perimenter, not a thinker. I am by temperament nothing but a
conquistador—an adventurer” really says it all.' Or perhaps
Freud’s disclaimer means that at least some of the problem lies
not with him but with those who have uncritically regarded one
man’s opinion as fact.

If Only I'd Known That

Since the scientific process consists of testing conjectured expla-
nations against real data, it is hardly surprising that potential
explanations often turn out to be wrong. If this were not the case,
the entire enterprise would be simplicity itself. And while great
scientists are immortalized because of the theories they came up
with which turned out to be good explanations for empirical phe-
nomena, this does not mean they don’t also produce their share
of mistaken theories along the way. Often, this is because some-
thing they don’t know about is discovered, or because new data
have been collected.

One of Charles Darwin’s most outspoken critics was Sir Wil-
liam Thomson, who later became Lord Kelvin (after whom the
temperature scale is named). He was one of the most eminent
scientists of his day, becoming Professor of Mathematics at
Cambridge at the age of 22. He is buried in Westminster Abbey
with Isaac Newton (and, more recently, Stephen Hawking). Pre-
vious physicists had estimated how long the sun would last,
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based on the assumption that it was burning fossil fuels like coal,
but Kelvin recognized that this would mean it would burn for
only a few thousand years. So he developed a suggestion from
Hermann von Helmholtz that it was gradually contracting, and
that the gravitational energy released by the contraction was
being converted into heat and light. Even so, he calculated, the
sun could not possibly have kept burning for long enough for life
to have evolved on Earth, so he argued that Darwin’s theory of
evolution did not fit the data.

But Kelvin was wrong. Crucial data—which became available
only later—were missing from his argument. These were data
showing that the mechanism behind the sun’s energy was not
chemical burning or gravity but a new kind of thing altogether:
nuclear fusion.

Nuclear fusion is the process by which atomic nuclei are
forced together so powerfully that they merge into a single larger
atomic nucleus. In the process some mass is lost, and this mass
is converted into energy, which is radiated away. The conversion
factor is such that a tiny amount of mass transforms into an enor-
mous amount of radiated energy, as is demonstrated by the
detonation of a hydrogen bomb. The fuels for such reactions are
deuterium (which is a hydrogen atom whose nucleus has a neu-
tron as well as a proton; an ordinary hydrogen nucleus has no
neutron) and radioactive tritium (a hydrogen atom whose nu-
cleus contains two neutrons and a proton), which is produced
in nuclear reactors by bombardment of the isotope lithium-6
with neutrons. The magnitude of the power which can be gen-
erated is illustrated by the fact that, theoretically, half a bathtub
of water plus the lithium from one laptop battery would yield
electricity equivalent to burning 40 tons of coal. Such a source
of energy would solve humanity’s energy problems, and we could
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do away with the pollution-generating fossil-fuel power stations:
nuclear fusion reactions are “clean” in the sense that no radioac-
tive waste is produced. This sort of reaction is the source of the
sun’s energy.

However, if we want to produce such a reaction on Earth, we
encounter the difficulty that squeezing atoms together with the
necessary pressure for them to merge requires a huge force and
very high temperature. At the moment, the most effective way
of achieving those is to put a layer of deuterium around a nuclear
fission bomb. But nuclear fission bombs are clearly not a con-
venient or practical way of generating a well-regulated energy
supply! Thus, several major research projects around the world
are working on ways of generating the forces and temperatures
required to produce controlled nuclear fusion and safely con-
taining the resulting high-energy plasma. Since it would simply
melt through any physical material, this plasma is balanced in a
carefully created magnetic field which keeps it away from the
walls of the physical container. Although such projects have
been underway for many years, none have yet succeeded in gen-
erating more energy than is put into them. (Indeed, for this rea-
son nuclear fusion is sometimes jokingly described as always
being 30 years in the future.)

If Kelvin was mistaken because he did not know about nuclear
fusion, others have been misled about fusion by faulty data. In
1989, two physicists, Martin Fleischmann and B. Stanley Pons,
announced they had managed to achieve nuclear fusion without
raising the raw materials to incredibly high temperatures—so-
called cold fusion—simply by passing an electric current through
a solution of lithium in deuterium oxide. Since deuterium oxide
is a form of water (called heavy water), the potentially limitless
supply of energy that this implied would revolutionize society.
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This announcement naturally stimulated a great deal of interest,
and laboratories all around the world tried to replicate the experi-
ment. Some appeared to succeed—one in Moscow and one in
Texas, for example—Dbut most failed.

At alecture at the Atomic Energy Establishment at Harwell
in the UK a few days after the press announcement, someone
asked Fleischmann if his experimental setup had been compared
with control conditions. In Pons and Fleischmann’s case, that
would be an experiment run with ordinary water, in which the
hydrogen in the water molecules does not contain a neutron.
Strangely, Fleischmann refused to answer the question. Now, lack
of an answer is suspicious (is it in fact dark data?). Certainly, if
there were no results from a parallel experiment using ordinary
water, then there were missing data—data which could have
been crucial in shedding light on exactly what mechanism was
generating Pons and Fleischman’s results. Later, other criticisms
of Pons and Fleischmann’s original experiment were made, and
as time progressed some of the purported replications were with-
drawn. The consensus nowadays is that cold fusion is not a re-
alistic proposition—although there are still some who hold out
hope. It would, after all, represent a new dawn for humanity.

Alack of data also misled the chemist Linus Pauling, winner
of a Nobel Prize in Chemistry and a Nobel Peace Prize. Argu-
ably one of the greatest scientists of all time, Pauling contributed
to an immense range of chemical and biochemical topics and
published over a thousand papers. He was one of many scien-
tists trying to determine the structure of DNA in the middle of
the twentieth century. Studying electron microscope images led
him to conjecture that the structure was likely to be helical. This
was not altogether original for Pauling—over years of painstak-
ing and meticulous work he had already convincingly
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demonstrated that helical structures existed in other molecules.
Despite having no X-ray images or hard data on sizes and bond-
ing angles between atoms, he suggested that DNA was a three-
stranded structure. Although calculations showed that the posi-
tions he proposed for the atoms did not perfectly fit what data
he had, he felt it was just a question of sorting out the details.
Being very much aware of other teams of researchers working on
the problem, especially at the Cavendish Laboratory in Cam-
bridge, England, he was determined to publish first. So, on 31
December 1952, he and his colleague Robert Corey submitted
a paper titled “A Proposed Structure for the Nucleic Acids” to
the journal Proceedings of the National Academy of Sciences.

Two other researchers, Francis Crick and James Watson at the
Cavendish Laboratory, had also previously conjectured that the
structure was a triple helix but had rejected it on the basis of data
provided by chemist and X-ray crystallographer Rosalind Frank-
lin. When Crick wrote to Pauling pointing out some of the
problems with the triple-helix model, Pauling did exactly what
the scientific process described earlier implies he should do: he
tried to modify his theory to match the data. But meanwhile,
Crick and Watson were also looking for alternative models. And
extra data from Jerry Donohue, a specialist in hydrogen bond-
ing, led them to one such alternative which fit all the data—the
famous double helix.

Pauling was not yet willing to accept that he had been wrong,
writing that he looked forward to seeing which model would turn
out to be right. When he traveled to Cambridge in April 1953, he
looked over the structure Crick and Watson had come up with,
and examined X-ray photographs. After discussing the model
with them, Pauling acknowledged they appeared to have the
answer.
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Itis in the very nature of science that even the most able and
eminent scientists can get it wrong, especially when they don’t
have all the data. For example, Lord Kelvin, mentioned earlier,
brilliant scientist though he was, made his fair share of other mis-
taken suggestions. When Wilhelm Réntgen announced the
discovery of X-rays, Lord Kelvin’s first reaction was that it must
be a hoax. He also wrote that “no balloon and no aeroplane will
ever be practically successful” And Albert Michelson (of the fa-
mous Michelson-Morley experiment which provided strong
evidence in favor of Einstein’s theory of special relativity) wrote
in 1894, just before the discovery of quantum mechanics and rela-
tivity, that “it seems probable that most of the grand underlying
principles [of physics] have been firmly established.”

Sir Fred Hoyle is another eminent scientist who produced a
theory which was refuted when his predictions were compared
with data. Hoyle made major advances in our understanding of
the universe, in particular, concerning the origin of heavy ele-
ments. A theory that the elements had formed early in the life
of the universe had foundered when calculations showed that
some of the steps in the process were too unstable to permit
lighter elements to coalesce into heavier elements. Hoyle came
up with an alternative explanation, showing how heavier ele-
ments could be synthesized in stars by fusion—exactly the sort
of process we discussed earlier. Once synthesized in the cores of
ancient stars, Hoyle argued, the elements were scattered through-
out the universe when those stars exploded in giant supernovae.
And then the elements slowly accreted to form planets, moons—
and us. This theory has stood the test of time, establishing
Hoyle as one of the most accomplished British physicists of the
mid-twentieth century. But not all of Hoyle’s ideas were so suc-
cessful. The following is one such.
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After data on the distance of stars from the Earth revealed that
the universe is expanding, Belgian physicist Georges Lemaitre
made the logical deduction and suggested that perhaps the uni-
verse had begun as a tiny ultradense and hot point billions of
years ago. Since the notion of testability is key to science, and
there seemed to be no way to test this theory, and because it had
no competitors, it did not attract much attention. But then Hoyle
suggested an alternative to what he called Lemaitre’s “big bang”
theory: that instead of having a well-defined beginning, the uni-
verse was in a state of continuous creation, with new matter
continually popping into existence throughout the universe (the
so-called steady-state theory). The existence of two competing
theories stimulates the search for data to distinguish between
them, since at least one of them must be wrong. In this case evi-
dence gradually accumulated favoring the big bang theory. But
Hoyle did not give up, devising many variants of his steady-state
hypothesis to keep the theory in play. Eventually, however, the
evidence against this theory became overwhelming.

Even Albert Einstein came up with theories which further
data showed to be incorrect. His theory of general relativity
showed that mass distorts space and time (which is what ac-
counts for the bending of the paths of light rays as they pass a
massive object, which we discussed earlier). At the time that Ein-
stein described his general theory, the universe was thought to
be static. However, since all matter attracts all other matter, a uni-
verse which just sits there would not sit there for very long: it
would collapse on itself. To overcome this objection, Einstein
added an extra term to his equations, a so-called cosmological
constant, leading to a repulsive force which would counteract the
attraction of gravity. Unfortunately for Einstein, this extra term
proved unnecessary when further data revealed that the universe
is not static after all but is expanding. Einstein is said to have
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called the introduction of this extra term his “biggest blunder.”
But he was being a little unfair on himself. After all, based on the
data which were available at the time, conjecturing that such an
extra force existed was a perfectly good idea. In general, if new
data, previously dark and unsuspected, do not match a theory,
it does not mean that the theory was a bad idea at the time. As
it happens, however, there’s another twist to Einstein’s tale.

Further data collection hasled to the discovery that not only
is the universe expanding but that it is in fact expanding at an
increasing rate. This has led to the suggestion that the cosmologi-
cal constant, or at least something like it (nowadays it’s called
dark energy), might be necessary. Perhaps Einstein was right the
first time. Incidentally, in his excellent book Brilliant Blunders,
astrophysicist Mario Livio questions whether Einstein actually
did use the phrase “biggest blunder.” Livio attributes the phrase
to physicist George Gamow.

Turning from pure science to medicine, we find that attempts
to alleviate suffering have been with us since the dawn of human-
ity, with plants, earths, and magic all playing a role. Yet, it is only
relatively recently that we have begun to properly evaluate the
effectiveness of treatments, guided by a developing deep under-
standing of biology, physiology, genetics, and the associated
sciences underpinning medicine. Thus, it is perhaps not surpris-
ing that some unevaluated treatments have lingered on in gen-
eral practice. I'm not referring to things like the idea that some-
one might have too much blood and need bloodletting, or to
discredited notions such as homeopathy, but to certain practices
which the general medical community regards as effective but
which have not been subjected to a rigorous evaluation, at least
not until recently, such as through a randomized controlled trial.

The case of the prefrontal lobotomy is an apt illustration. This
neurosurgical procedure was used around the world to treat

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

180 CHAPTER 7

psychiatric illnesses including schizophrenia and bipolar disor-
der for several decades. It involves cutting connections in the
brain’s prefrontal lobe. Initially this was done by drilling a hole
in the skull and injecting ethanol to destroy a part of the brain,
and later it was accomplished by inserting a rotating loop of wire.
In still later developments, surgeons accessed the frontal lobes
through the eye sockets. The inventor of the procedure, Anténio
Egas Moniz, was awarded the Nobel Prize for Medicine or Physi-
ology in 1949 for devising it. This award was made despite sus-
picions that the procedure was ineffective: a 1941 editorial in the
Journal of the American Medical Association said: “This operation
should not be considered capable of transforming a psychotic
personality into a normal one. Even in our present state of igno-
rance concerning the frontal lobes there is ample evidence of
the serious defects produced by their removal in nonpsychotic
persons.”? Certainly, the procedure had significant side effects,
including vomiting, bladder and bowel incontinence, lethargy,
apathy, and a host of others; but on the other hand, treated pa-
tients were quieter and easier for families to look after. (The cy-
berneticist Norbert Wiener said: “Let me remark in passing that
killing [such patients] makes their custodial care still easier.”)
Fortunately, the use of the procedure began to decline in the
middle of the last century as chemical medications were devel-
oped. Nowadays we have a much better understanding of the
brain, and neurosurgical interventions are precise and carefully
controlled exercises, enhanced by sophisticated scanning tech-
nologies. These technologies allow us to see within the three-
dimensional structure of the brain—essentially making data
visible.

A more recent medical example is arthroscopic surgery to ease
osteoarthritis of the knee. This is a widely used procedure gen-
erally regarded as alleviating painful symptoms. But when Bruce
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Moseley and his colleagues looked at its effectiveness in a ran-
domized controlled trial comparing it with a placebo, they found
that “at no point did either of the intervention groups report less
pain or better function than the placebo group.”* Blind assump-
tions about the effectiveness of treatments are unjustified—it
is also necessary to make clear the consequences of not doing
the treatment, so that a comparison can be made.

More generally, it is perhaps not surprising that we find many
ineffective “treatments” on the fringes of medicine. For exam-
ple, in a very recent major meta-analysis, Joonseok Kim and his
colleagues found conclusively that “[multivitamin and mineral]
supplementation does not improve cardiovascular outcomes in
the general population.”® But people are difficult to convince.
Rather than accepting that their beliefs may be mistaken, they
cast doubt on the evidence—confirmation bias again. Perhaps
the most powerful example of this phenomenon at present re-
gards climate change, but in the context of medicine, John Byrne
says: “When faced with the hard reality of properly obtained,
negative studies, it is natural for many to become denialists. Many
will still cling to the favoured practices. Vitamin C is still given
for colds. Cough medicines are actively recommended. Ar-
throscopic knee surgery is still performed (and avidly defended
by some). Fenofibrate sales will likely still be in the billions for
years to come. Being skeptical doctors means that we follow the
evidence, even if we may not (at first) like where it leads. True
compassion is guided by truth”¢ And truth is revealed by data.

Tripping over Dark Data

Sometimes we get lucky. Dark data usually represent a problem.
Something is hidden from us—something which, if we knew
about it, would change our understanding and most likely the

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

182 CHAPTER 7

actions we take. But occasionally we accidentally trip over dark
data, and the world stands suddenly revealed before us.

A classic example was the discovery of cosmic microwave
background radiation. The familiar story is that in 1948 Ralph
Alpher and Robert Herman predicted the universe would be
bathed in low-temperature radiation, a remnant of a period in the
evolution of the universe soon after the big bang. Sixteen years
later, in 1964, astronomers Arno Allan Penzias and Robert Wood-
row Wilson were taking measurements with a 20-foot-long
horn-shaped Dicke microwave radiometer. This instrument was
originally built for testing satellite transmissions, but Penzias and
Wilson were using it as a radio telescope. However, they had
trouble eliminating background noise—even cooling the an-
tenna did not remove it.

One explanation they investigated was the possibility that it
might be caused by pigeon droppings from birds roosting inside
it. They scrubbed it clean, but the interference remained. Coin-
cidentally, Robert Dicke, who was looking for evidence to sup-
port the notion there would be fossil radiation left over from the
big bang, visited their laboratory. On meeting Penzias and Wil-
son, he realized they had found what he was looking for, com-
pletely by accident while they were trying to do something else.
Penzias and Wilson shared the Nobel Prize for Physics in 1978
with Pyotr Leonidovich Kapitsa for his work in the area of
low-temperature physics.

The moral of this story is that while most anomalies and
glitches in data will be experimental errors or measurement in-
accuracies of some kind, others might lead to fundamental break-
throughs. The following are some more examples.

When B. C. Subba Rao tested 57 substances and found that
one of them behaved in an anomalous way, he wanted to ignore
that one result and publish the consistent results of the other 56.
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This made sense, not least on the grounds that the 56 had been
prepared in a carefully controlled way, while the 57th had been
prepared in a different way. But his collaborator, English-born
American chemist Herbert Brown, felt they should get to the bot-
tom of things, and he investigated further. This led to Brown’s
discovery of a chemical reaction called hydroboration—and to
his Nobel Prize.

German mechanical engineer and physicist William Rontgen
noticed that when a high-voltage current was passed between
two electrodes in an evacuated glass bulb, it caused a platinobar-
ium screen 9 feet away to glow, even though the bulb was
shielded with heavy black cardboard. He had discovered
X-rays.

The planet Uranus was discovered by accident by German-
born astronomer William Herschel when he noticed an object,
barely visible to the eye, that changed position against the back-
ground of fixed stars.

Alexander Fleming is said to have discovered penicillin when,
sorting through petri dishes containing colonies of the bacterium
Staphylococcus, he noticed an area on one dish where there was
a blob of mold but no bacteria.

In his seminal work The Structure of Scientific Revolutions, phi-
losopher Thomas Kuhn wrote: “That is what fundamental nov-
elties of fact and theory do. Produced inadvertently by a game
played under one set of rules, their assimilation requires the
elaboration of another set. After they have become parts of sci-
ence, the enterprise . . . is never quite the same again.”” But be-
ware: while novelties, anomalies, surprises, or shocks may rep-
resent a flicker of light revealing previously concealed dark data,
so that they give hints of a deeper understanding, they may also
simply be a consequence of measurement inaccuracies or experi-
mental glitches which are smearing data with an obscuring film.
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Dark Data and the Big Picture

In a paper which has become famous, John Ioannidis, a profes-
sor of medicine and statistics at Stanford, claimed “it can be
proven that most claimed research findings are false.”® As a re-
sult of this bold assertion, he has become one of the most widely
cited of scientists.

The reasons behind his claim are well understood, and indeed
have been understood for decades. What was less appreciated
until Ioannidis stirred up interest was just how big the effect was
on the scientific and medical research literature. Also unexpected
was the huge outpouring of interest and concern it precipitated.
Perhaps even more surprising than all those outcomes, however,
was that the subsequent debate revealed just how widespread
were basic misconceptions about the very nature of the scien-
tific process, often among those who should know better, with
such questions being asked as, Why does science fail to meet the
basic standard of reproducibility? Is science broken? and Is sci-
ence really facing a reproducibility crisis?

The following are some figures to put Ioannidis’s claim into
context, bearing in mind that there are substantial differences
between disciplines.

Bruce Booth, partner in the life sciences venture capital firm
Atlas Venture, said that “an ‘unspoken rule’ among early stage
venture capitalists is that at least 50 percent of published stud-
ies, even those in top-tier academic journals, ‘can’t be repeated
with the same conclusions by an industrial lab.” As a conse-
quence, Atlas Venture now requires independent validation as
a precondition for further investment.’

A survey by Nature revealed that over 70 percent of its 1,576
respondents had tried and failed to reproduce another’s work."°
We might wonder if this report should be taken at face value—it
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is likely that it has been distorted by dark data. For example, per-
haps those scientists who had failed to replicate some work in
the past would be more inclined to respond to the questionnaire
than those who had succeeded. Or perhaps there was one study
that produced anomalous results which many of the respondents
had tried and failed to replicate (recall the case of cold fusion).
Nevertheless, the figure is strikingly large.

In an extreme case, C. Glenn Begley and Lee M. Ellis de-
scribe studies aimed at reproducing the results in 53 “land-
mark” papers in preclinical cancer studies. They found that the
findings were reproduced in only 6 of the 53 studies, that is,
11 percent.11

Leonard Freedman and his colleagues cited studies giving es-
timates of the amount of irreproducible preclinical medical
research ranging from s1 percent to 89 percent. They then went
further and estimated the financial cost of results that later stud-
ies could not replicate, finding that it came to some $28 billion
per year."?

Motivated by results of this kind, in a famous investigation
Brian Nosek from the University of Virginia led the Reproduc-
ibility Project, which sought to replicate 100 studies published
in the psychological literature in 2008."* Of the 97 studies which
had originally produced statistically significant* results, in only
35 of them did Nosek’s team get the same result. As you might
expect, this was not an uncontroversial study, with some re-
searchers claiming that Nosek’s design had major weaknesses,
such as in its selection of the 100 studies to be replicated. It goes
to show that even investigations of dark data can themselves be
plagued by dark data issues. It is no exaggeration to say that dark
data are everywhere.

*This is a technical statistical term which we define later.
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These sorts of conclusions certainly seem alarming, but we
must never forget that science is a winnowing process. Many of
the critics seem to have an idealized child’s view of science, in
which an experiment is a one-off exercise which seeks to “prove”
or “disprove” the existence of some phenomenon. Science is
more complicated than that. And it has to be so. By definition,
scientific research takes place at the boundaries of knowledge,
where uncertainty dominates. Because researchers are trying to
separate a tiny signal from a mass of noise, it is only to be ex-
pected that often the noise will tip things in the wrong direc-
tion. Indeed, we might go further and say that if we did not see
experimental results which failed the reproducibility test, then
scientists would not be doing their job. They would not be ad-
venturous or creative enough in testing the boundaries of
understanding.

The point of this discussion is that the scientific process is not
broken. The irreproducibility is a sign that it is working, that
claims are being tested and that those which are untrue are ul-
timately being rejected. Furthermore, the bottom line is that sci-
ence does demonstrably work. We have only to look at our in-
creasing understanding of nature and the advanced technology
surrounding us, in materials, machines, and medicine to see this.

Admittedly, even if science is not broken, it would obviously
be better if fewer incorrect conclusions were initially drawn—
provided correct scientific theories weren't too frequently re-
jected. And the route to that lies in better design of studies. But
there are also aspects of scientific culture which tend to encour-
age risk-taking and lead people to unnecessarily overstep the
boundary, and this is what Ioannidis and the many who came
after have stressed. We'll return to consider these mattersin a

moment.
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First, however, let us note an analogy with the U.S. space pro-
gram. In its early days, when rocket engines and systems were
being refined and when the boundaries of our understanding of
how rockets behaved were being pushed back, failures naturally
occurred quite often. Or as Tom Wolfe described it in chapter 10
of his book The Right Stuff, the pessimistic view was “our rock-
ets always blow up.” Whenever you are exploring a boundary,
you sometimes step this side of it and sometimes that—perhaps
half the time each side if you are sitting right on that boundary.
And from these results (“failures” perhaps in rocket engineering,
but just “results” in science), through careful engineering you try
to ensure that you land on the right side in the future: that your
rockets don’t blow up and that your scientific conclusions are
correct. But the very nature of the enterprise means that’s the risk
you are taking. It’s the risk you have to take to learn where the
boundary is.

What aspects of scientific culture might drive researchers to
results on the wrong side of the boundary, to spurious claims and
irreproducible results?

Publication bias describes the fact that the published literature
is not a fair representation of all the scientific work that is car-
ried out. It means that large quantities of scientific results lie
moldering away unpublished and undiscovered “in the drawers
of filing cabinets,” or gather metaphorical dust on hard drives that
no one looks at. These hidden results are not simply a random
selection but are selected by various forces (DD-Type 3: Choos-
ing Just Some Cases). One force is the tendency of journals to
prefer striking and novel results. An experiment which produced
an unexpected outcome is likely to stimulate much more inter-
est than one about which people simply say “ah, yes, that’s what
I would have expected.”
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This “file-drawer” effect stimulated the creation of the Journal
of Non-Significant Differences. “Significance” is a technical statisti-
cal term which we shall examine in more detail later, but roughly
speaking a significant result is one that is very unlikely to occur
if a certain hypothesis is true, so perhaps leading to doubt about
the truth of that hypothesis. And contrariwise, a nonsignificant
result is one that is in accordance with the hypothesis: in the
words of the preceding paragraph, it’s what you would expect if
the hypothesis is true. The Journal of Non-Significant Differences
publishes only research which yields nonsignificant results, with
the aim of communicating “an understanding that research does
not have to be significant to provide valuable insight into ongo-
ing scholarship.”** (Incidentally, there is also a Journal of Irre-
producible Results, founded in 1955, but that is a science humor
magazine.'® It’s important not to confuse the two!)

Why might the preference for the novel and unusual lead to
irreproducible results? Well, extreme, abnormal, or anomalous
values can arise because of a genuine underlying phenomenon:
perhaps this drug really is much more effective than the others,
or perhaps this alloy really is far less reactive than expected, for
example. But such values can also arise purely from random fluc-
tuation. A chance coincidence of background conditions (im-
purities in the drug or alloy; participants in a psychology experi-
ment feeling under the weather) or simple measurement error
might lead to a spuriously high or low value. After all, as we have
seen, no measurements are absolutely accurate, and no two ex-
perimental setups or samples are completely identical.

It follows that it’s unlikely that the same accidental configura-
tion or error of measurement will appear when the work is rep-
licated. On average, as we saw in chapter 3 when we examined
regression to the mean, we should expect later replications to
produce values which are less extreme. We should not be
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surprised if the anomalous result disappears, and we should ex-
pect that often the “claimed research findings are false,” as Ioan-
nidis put it. In our terms, the unusually extreme values arise
because of a form of dark data—the spurious measurement
error—which serves to distort the underlying value.

The tendency of the editors of scientific journals to prefer
exciting results is just the end point. Earlier in the chain, authors
will be less inclined to submit papers they believe have a poor
chance of being accepted for publication, with an interesting and
rather surprising consequence.

There is tremendous prestige attached to publishing in
high-profile journals which have a high impact factor—such as
Nature or Science, to name just two. (Impact factor is a measure
often regarded as indicating the importance of a journal. It’s
based on numbers of citations of the articles in the journal, that
is, on how much attention has been paid to them.) Researchers
are more likely to submit striking “breakthrough” results to
high-prestige journals than they are to submit more mundane
run-of-the-mill results, simply because they know the former
journals prefer to publish such results (DD-Type 4: Self-
Selection). This in turn means these journals tend to publish a
higher rate of the more exciting advances—which is one of the
reasons for their high prestige in the first place (DD-Type 11:
Feedback and Gaming). But more outstanding results are also
more likely to be unreplicable, owing to the regression to the
mean phenomenon we have just discussed. Additionally, re-
searchers might be more prepared to “bend” the precise details
of what they did to increase their chance of being published in
such places. (As we shall see later, there is often a fine line be-
tween legitimate and fraudulent selection of data points). The
implication would be that the more prestigious journals are
likely to have more fraudulent results.
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The surprising consequence seems to be that the results pub-
lished in leading journals are less likely to be true. And this is
indeed what various authors appear to have found. Ferric Fang
and coworkers have reported that “a highly significant correla-
tion was found between the journal impact factor and the num-
ber of retractions for fraud or suspected fraud and error.”*¢

A tongue-in-cheek conclusion is that to avoid publishing in
outlets which have a high rate of false results, you should avoid
high-prestige journals. It’s all very confusing! But we should also
bear in mind that causal directions are difficult to establish. The
higher-profile journals, by definition, have a wider readership, so
their papers naturally come under closer scrutiny, with the im-
plication that questionable conclusions are more likely to be de-
tected, even if the underlying rate is no higher than in other
journals.

The problem is alleviated if announcements of novel results
are required to be based on more than one study, that is, if in-
dependent replications are conducted before announcements are
made (recall Bruce Booth’s “unspoken rule”). This is the case in
the pharmaceutical sector, for example, where drugs submitted
for regulatory approval have to be backed up by multiple clini-
cal trials. But in other contexts—especially in academic research
environments—priority of publication is a key measure of per-
formance, and researchers are loath to hang around risking that
others will get there before them (recall Linus Pauling’s rush to
get his paper on the structure of nucleic acids published). It’s bet-
ter to publish a result which might be a major breakthrough,
even if there is a risk that it will be found to be flawed.

The pressure to make novel discoveries has led to the practice
oflooking at data in many different ways, or looking at many dif-
ferent parts of a data set, until something significant is found.
For example, in comparing two groups of patients, we might
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measure 100 characteristics of each patient and then compare the
averages of the two groups on all 100 characteristics, one at a
time. It would be surprising if the groups were not substantially
different on at least some of the characteristics, purely because
of random measurement error. This procedure is sometimes
called p-hacking.

The curious name comes from statistics.

To begin with we need to recognize that if we look at data,
especially large data sets, in enough different ways we are es-
sentially certain to find some unusual patterns just by chance,
even if there are no real relationships underlying the data. For
example, if a great many variables are involved, then some
pairs are likely to have high correlations in any finite set of data
even if the real underlying variables are not correlated, just
because of randomness and measurement error. Or if a great
many cases (e.g., people) are involved, then there are very
likely to be some small groups which happen, by chance, to be
surprisingly similar.

To take a trivial but straightforward example, suppose we pro-
duce a string of 1,000 randomly chosen digits. Here are the first
30 of such a string:

678941996454663584958839614115

Now, we might look for a substring of 10 consecutive occur-
rences of the same digit among these 1,000. If we are unsuccess-
ful, we might instead look for a sequence of nine consecutive
digits occurring in order (123456789). If that fails, we might look
for a sequence like 2323232323, of alternating digits. If that fails . . .
Eventually, if we keep trying for long enough, we can be sure of
finding some structure in the data. But here’s the crunch: the
structure, the anomaly we find, will not represent anything real.
If we were to repeat the exercise, generating another 1,000 digits
at random, there’s no reason to suppose that we would find the
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same unusual configuration among them. The discovery would
not be replicable.

Economist Ronald Coase has pithily summed up this situa-
tion, saying that if you torture data for long enough they will con-
fess. But like other admissions extracted by torture, the confes-
sion may not represent the truth. In our example, the 1,000 digits
were generated at random—there is no hidden meaning behind
any structures we might find.

The concept of p-hacking formalizes this situation. We begin
by noting that a fundamental tool in scientific research is the sig-
nificance test. This is a formal statistical procedure to test a hy-
pothesis or conjecture. We start by calculating a summary sta-
tistic for our sample. For example, we might choose to
summarize the sample using the mean or median or variance,
depending on what aspect of the data we are interested in.
Now, if we take another sample, it is likely that it will have a
different value for the summary statistic. Indeed, if we were to
repeatedly draw samples, we would obtain a distribution of
sample statistic values. Statistical methods enable us to calcu-
late the shape of this distribution under the assumption that
our hypothesis is true.

Then, by comparing the actual observed value of the summary
statistic with this distribution, we can see how often we would
expect to get a sample summary statistic at least as extreme as that
obtained from the real data if the hypothesis was true. The prob-
ability that we would get a summary statistic value at least as
extreme as that actually observed is called the p-value of the test.
A very low value—say p equal to 1 percent—would mean that
if our hypothesis was right, then we'd get a sample as extreme or
more extreme than our actual data only 1in 100 times. That sug-
gests that either our hypothesis was right and a very improbable
event has occurred, or the hypothesis was wrong.
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Itis often convenient to compare p-values with conventional
thresholds. If our analysis produces a p-value no greater than
the threshold, then the result is said to be statistically significant
at that threshold level. For example, if we chose a threshold of
s percent, then p-values this size or smaller would allow us to
say that the result was “significant at the 5 percent level.”

Here’s an example. I might hypothesize that a particular coin
is fair; that is, the probability of getting a head each time I toss
itis a half. To test this, I'll toss it many times and see what pro-
portion comes up heads. Under the hypothesis that it is a fair
coin, I'd expect about half of the tosses to come up heads. I
wouldn’t really expect to get exactly equal numbers of heads and
tails; I'd expect some slight difference from 5o percent heads, but
I'wouldn’t expect an extreme difference if it was a fair coin. The
significance test tells us the probability, if the coin is fair, that we'd
see a difference the same as or greater than the difference we ac-
tually obtained when we did the experiment. Obviously, if it is
very unlikely that such extreme results would be obtained were
the hypothesis true, we might be suspicious about the hypoth-
esis. For example, the chance of getting 9o or more heads in 100
tosses with a fair coin is astronomically small (this chance would
be the p-value). So, if the coin came up with 9o heads when we
tossed it 100 times, we might suspect that the coin was not fair.

Incidentally, the p-value is a horribly misunderstood concept.
People often think it gives the probability that the hypothesis is
right. It doesn’t. The hypothesis is either right or wrong, and the
p-value simply tells you the probability of getting certain extreme
outcomes if it is right.

So that’s what a p-value is, but where does the “hacking” come
from?

The term arises from the misleading practice of carrying out
lots and lots of significance tests without taking the number of
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tests into account, and it’s easy to see why this is a problem. Sup-
pose we tested 100 unrelated hypotheses, all of which, unknown
to us, were true. And suppose we treated a p-value of 2 percent
for any one of these 100 hypotheses as being sufficiently low that
we would be suspicious about that hypothesis. For any one of
the significance tests alone, that’s perfectly reasonable. It means
the chance of incorrectly raising suspicions about that single hy-
pothesis if it is true is only 2 percent. But with 100 such tests,
each carried out at the 2 percent level, it turns out that the chance
of raising suspicions about at least one of them is 87 percent. You
are more likely than not to decide that at least one of the hypoth-
eses is suspicious, even though all are correct. Recall the com-
ment about torturing the data for long enough! If you hide the
fact you have carried out 100 tests, treating this as dark data (DD-
Type 2: Data We Don’t Know Are Missing), then the conclusions
may be very misleading.

This sort of blunder has been made time after time in the sci-
entific literature. A 1987 survey of randomized trials from four
leading medical journals found that “74 percent of all trials were
judged as having at least one impaired comparison, and
60 percent had at least one emphasized comparison that was im-
paired by the statistical problem of multiple comparisons. None
of the trials judged as having impaired comparisons discussed
the potential impact of the multiple comparisons problem on
their conclusions.” By “impaired by . . . multiple comparisons”
the authors meant that the studies failed to take into account the
multiple statistical tests being run, so that false positives were
highly likely. We might hope the problem has been reduced since
that study, but experience suggests it is still insufficiently
recognized.'”

A classic paper on this problem is much more entertaining
than its title might suggest: “Neural correlates of interspecies
perspective taking in the post-mortem Atlantic Salmon: an
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argument for proper multiple comparisons correction,” by
Craig Bennett and his colleagues.'® This study looked at the re-
sults of an MRI scan of a dead salmon’s brain when “the
salmon was shown a series of photographs depicting human
individuals in social situations. . . . The salmon was asked to de-
termine which emotion the individual in the photo must have
been experiencing.” You can probably draw your own conclu-
sion about the response of the dead salmon’s brain to being
shown these photographs. But MRI scans are made up of about
130,000 elements (called voxels), each one of which has a tiny
chance of showing electrical activity purely because of random
background noise in the equipment, and not because the cells
in the dead salmon’s brain were really responding. Now, while
it’s true that each of these voxels has only a tiny chance of show-
ing a spurious signal, there are a great many of them. Add up
that vast number of tiny chances and it becomes overwhelm-
ingly likely that at least one and probably more of those voxels
will appear to show electrical activity, giving the appearance
that some neurons in the salmon’s brain are firing, even though
the salmon is dead. And Bennett et al. did indeed find apparent
signals from some of the voxels. They concluded: “Either we
have stumbled onto a rather amazing discovery in terms of
post-mortem ichthyological cognition, or there is something
a bit off with regard to our uncorrected statistical approach.
Could we conclude from these data that the salmon is engaging
in the perspective-taking task? Certainly not. By controlling for
the cognitive ability of the subject we have thoroughly elimi-
nated that possibility.”

Bennett’s paper won an Ig Nobel Prize in 2012. This award is
given to “honor achievements that first make people laugh, and
then make them think.”

I am reminded of the following joke. Experimenter A tells B
that he’s having great trouble in replicating B’s results. “I'm not
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surprised,” says B, “I didn’t get it the first hundred times I ran the
experiment either.”

Sergio Della Sala and Roberto Cubelli*® have drawn attention
to what might be another example of p-hacking, in which Ran-
del Swanson and colleagues report on possible brain damage suf-
fered by U.S. diplomats in Havana after alleged exposure to “an
unknown energy source associated with auditory and sensory
phenomena.”*® Swanson et al. concluded that “these individu-
als appeared to have sustained injury to widespread brain net-
works without an associated history of head trauma.”

But how did they go about testing this? Table 2 of the Supple-
ment to Swanson’s paper describes their having looked at 37
neuropsychological test results, and a footnote to the table says
“Bold highlighting denotes abnormality or <4oth percentile” That
seems to imply that anyone scoring below the 4oth percentile
of the distribution of scores on any of the tests will be catego-
rized as “abnormal”” That is certainly how Della Sala and Cubelli
interpreted it. But if the 37 tests were perfectly correlated (all giv-
ing the same result for any chosen individual), this would mean
that only 60 percent of the population would score above the
4oth percentile threshold on all tests and hence be categorized
asnormal. And at the other extreme, if the test scores were per-
fectly independent, with no correlations between them, then a
straightforward calculation shows that fewer than one person in
a hundred million would be categorized as normal on all the
tests. Superficially, it appears that Swanson et al. bent over back-
ward to show there was some brain damage in at least some of
the people. As Della Sala and Cubelli point out, it would have
been far better to choose a much more stringent criterion for
abnormality—say 5 percent, instead of the 40 percent which they
appeared to use—but a key problem is allowing a score below
the threshold on any one of the 37 tests to suggest abnormality.
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Incidentally, so that there’s no misunderstanding: none of this
means that these individuals did not suffer brain injury. It merely
means that the conclusion that some did suffer injury was almost
certain to be reached and would also be reached with a group of
healthy people.

However, sometimes we do want to look at many different
aspects of a data set. For example, we might have measured 100
different patient characteristics in a clinical trial comparing two
groups of patients, and we want to know if they differ on any.
(Indeed, if you are going to the considerable expense of setting
up such a trial, it makes sense to measure lots of things at the
time.)

Fortunately, there are tools for tackling p-hacking and reduc-
ing the risk of producing spurious and nonreplicable results
when carrying out multiple tests. The earliest approach, the Bon-
ferroni correction, dates to the 1930s. This is a way of adjusting
the p-value of each individual test to allow for the number of tests
conducted. In particular, if we control each of the 100 tests so that
each has a p-value of 0.1 percent (a1in 1,000 chance of incorrectly
rejecting a true hypothesis) instead of 2 percent, then the chance
of at least one showing significance if they are all true is just
10 percent, rather than 87 percent. That is, if all 100 hypotheses
are true, there’s now just a 10 percent chance that at least one of
the 100 will be rejected as false. That’s much more acceptable.

In the past two or three decades some substantially more
powerful tools for controlling the problem of multiple testing
have been developed. Many of these involve extensions and elab-
orations of the Bonferroni method, for example, controlling the
sequence in which the tests are conducted. But a major advance
came with the work of Yoav Benjamini and Yosef Hochberg.
They shifted attention from the p-value (the chance of drawing
an incorrect conclusion if the hypothesis is true) to the “false
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discovery rate.” The false discovery rate is the expected pro-
portion of errors amongst those hypotheses flagged as false.
Arguably, this is the more relevant measure: it tells us the
chance we will make a mistake when we conclude that a hy-
pothesis is false.

Apart from p-hacking, another and indeed a more basic rea-
son for failure to replicate results is potential differences in the
experimental conditions. Accounts of experiments given in the
scientific literature are necessarily brief—the cost of pages in aca-
demic journals ensured that was so in the past, though it is of
less concern in the age of the World Wide Web. This means that
papers rarely describe the exact procedures of any study in great
detail. Again, since research is at the boundary of knowledge,
slight changes to an experiment can have a big effect on the
results.

Yet another cause of mistaken results is the pernicious prac-
tice called “HARKIing,” or Hypothesizing After the Result is
Known.

HARKing occurs when a hypothesis is tested using the data
which suggested it in the first place. If you look at a data set and
spot something in it which leads to an idea, it is unfair then to
use the same data set to test that idea to see if it is true. Obviously,
the chance that those exact same data will cast suspicion on the
hypothesis is pretty small! For example, if I observe that the av-
erage weight of 1,000 grains of sand drawn from one beach is
greater than the average weight of 1,000 grains drawn from an-
other beach, I can certainly conjecture that in general the first
beach has heavier grains than the second, but I can hardly use
the weights of those same 2,000 grains to test the hypothesis,
since they are certain to support it. The idea must be tested by
looking at another, independent data set. We need to find some
data we have not previously seen—some previously dark data.
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Note that it is perfectly acceptable to sift through, examine,
and analyze data to see if they have interesting features. Such “ex-
ploratory” investigation is an important (indeed, a fundamen-
tal) way of generating new hypotheses and of coming up with
new ideas and spotting previously unrecognized phenomena.
But those same data cannot be used again to see if those ideas
are true.

HARKing can be alleviated by requiring researchers to state
their hypotheses before they collect any data. Some scientific
journals are considering moving in this direction, guaranteeing
publication of a paper regardless of how the results come out,
provided the hypothesis is stated beforehand, and the design and
methodology meet a rigorous standard.

Hiding the Facts

As we have seen, science is essentially a self-correcting process.
The bottom line is always validation by comparing predictions
with data, with the consequence that a proposed theory which
turns out not to fit the facts will sooner or later be rejected or
modified. The flip side is that theories which eventually turn out
to be incorrect will often seem to be supported by the data for
awhile, before the self-correcting nature of science swings things
back toward a more accurate portrayal of the truth.

We have already noted that one obvious way this can happen
is when there’s something wrong with the initial data. Perhaps
the observations were insufficiently precise to reject a theory,
perhaps they simply had distortions and errors, or perhaps they
were incomplete in some way. We have seen plenty of examples
in this book, all illustrating the way shadows can be cast over
data. But sometimes these distortions and errors might be the
work of a deliberate hand—the data might be fraudulent.
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We explored financial and other kinds of fraud in earlier chap-
ters. In a sense it is hardly surprising that fraud occurs in areas
like finance: the rewards are obvious. But scientific research is
not generally a path to great wealth. Indeed, the popular image
of science is that is it pursued by disinterested researchers (in
white coats, probably!) who are concerned solely with the truth,
uninfluenced by earthly matters. Unfortunately, this image does
not reflect reality. Scientists, after all, are human, and so are sub-
ject to the same drives and motivations as everyone else.
Money, power, respect, and peer regard are just as important to
scientists as to people in other professions or occupations. Sci-
entists are just as likely to be driven by greed, hubris, and envy
as are others.

But there is another key difference between finance and sci-
ence: it is possible that fraudulent financial transactions might
never be discovered, but incorrect scientific assertions will even-
tually be refuted. The self-correcting nature of science sees to
that. So what would be the point of publishing false claims which
would ultimately be detected?

One possibility is that the theory actually might not fail.
People do make lucky guesses—though guessing is not a sound
strategy for a successful scientific career. Another is that the
theory might not fail during the perpetrator’s lifetime, or con-
ceivably even for centuries. This could tempt someone who is
convinced his or her theory is right to adjust or even invent data
to make it better match their theory, hoping that no one will spot
the deception. Some of the greatest of scientists are alleged to
have been guilty of dubious practices with their data, including
Robert Millikan, Louis Pasteur, John Dalton, Gregor Mendel,
and even Galileo and Newton. We shall look further at the case
of Millikan, because there are recorded data on which to judge
the allegations in his case—his notebooks have been preserved.
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In the other cases, however, the data are spotty at best, so that
detection depends on careful statistical forensic work.

One of the most interesting points here is that the people I
listed in the previous paragraph are indeed regarded as among
“the greatest of scientists,” and this is in part because posterity
and replication supported their conclusions. Had things gone the
other way, they might have been regarded as unreliable or worse
and consigned to the dustbin of history. There seems to be an
element of unfairness in this!

Even if a theory built on fraudulent data turns out to be in-
correct, the fraud might not be detected. The nature of science
means there are plenty of failed theories which initially seemed
to match the data but which later began to show cracks as rep-
lications failed to reproduce the results. But unless there is rea-
son to go back and reexamine past data (assuming they are still
available), the failure of the theory will generally just be dis-
missed as data measurement inaccuracy, chance variation, or
some other shortcoming, rather than dishonesty.

Occasionally, however, frauds are detected, even long after the
event, and then a glittering career can crumble. A common pat-
tern seems to be for someone to begin with a small deception
and then, encouraged by its success, to make larger ones. These
stack up, until eventually one is spotted, stimulating closer—and
retrospective—examination of data and experiments. And be-
fore long a whole edifice collapses.

Sir Cyril Burt was a very eminent psychologist: he was the first
non-American recipient of the prestigious Edward Lee Thorn-
dike Award from the American Psychological Association, in
1968. But suspicions were aroused about his work on inheritabil-
ity of intelligence shortly after he died in 1971, when Leon
Kamin noted that some of Burt’s correlation coefficients (indi-
cating how closely two variables take similar values) from
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different experiments were the same to three decimal places.
The chance of such a precise match is tiny. Several authorities
agreed that Burt had committed fraud, although others noted
that various researchers had obtained similar correlation values.
Arthur Jensen claimed that “no one with any statistical sophis-
tication, and Burt had plenty, would report exactly the same
correlation, o0.77, three times in succession if he were trying to
fake the data”*" This is an interesting argument. It suggests that
anyone wanting to commit scientific fraud should make it obvi-
ous, since no one will believe you could be so foolish. I'm not
sure that it’s a sound strategy. Note also that it relies on destruc-
tion of the evidence: all of Burt’s notes had been burned, so no
one could check the coeflicients or see if the data from which
they were purported to arise actually existed.

The initial steps might be of a fairly unobjectionable kind. All
scientists have to make subjective decisions at some level about
what data are acceptable and what should be rejected. After all,
ifyou discovered that someone had kept his winter overcoat on
when he was weighed, or her shoes on when her height was mea-
sured, you might feel justified in not including those data in
your analysis. But what if the scale broke down soon afterward,
leading you to doubt the accuracy of its earlier measurements;
or you could not remember if you had instructed subjects to re-
move their shoes when their height was measured? Do these
suspicions mean you should reject these cases? Indeed, it is pos-
sible that different researchers might make different decisions.

The possibility of fraud in science is not a new one. In chap-
ter 6, section 3, of his classic 1830 book, Reflections on the Decline
of Science in England, and on Some of its Causes, Charles Babbage,
“the Father of the Computer,” said: “Scientific inquiries are more
exposed than most others to the inroads of pretenders; and I feel
that I shall deserve the thanks of all who really value truth, by
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stating some of the methods of deceiving practised by unwor-
thy claimants for its honours, whilst the mere circumstance of
their arts being known may deter future offenders. . . . There are
several species of impositions that have been practised in science,
which are but little known, except to the initiated, and which it
may perhaps be possible to render quite intelligible to ordinary
understandings. These may be classed under the heads of hoax-
ing, forging, trimming, and cooking.”** These all represent dif-
ferent ways of making data dark, so let us examine each of them
in more detail.

Hoaxing

Hoaxing is the fabrication of data (DD-Type 14: Fabricated or
Synthetic Data) (or, as we shall see, even actual objects such
as fossils, bones, or even complete animals) to give the impres-
sion that something exists which really does not, but with the
intention that the truth should be discovered eventually, to the
embarrassment of those fooled. It is a form of scientific practical
joke.

Scientific practical jokes often seem to be perpetrated with the
aim of subjecting a pompous target to ridicule. For example, Jo-
hann Bartholomeus Adam Beringer, dean of the faculty of
medicine at the University of Wiirzburg in the early eighteenth
century, collected fossils. When some extraordinary examples
were brought to him, some apparently showing animals, insects,
or plants, others with images of stars and planets, and yet later
ones engraved with letters spelling out the name Jehovah, he was
very impressed, even going to the extent of publishing a book
about them. He was convinced the chisel marks which could be
seen in some of the stones were stronger evidence that God had
created them. Talk about confirmation bias!
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At some point the perpetrators, who turned out to be Bering-
er’s university colleagues—J. Ignatz Roderick, professor of ge-
ography and mathematics, and Johann Georg von Eckhart, privy
counselor and university librarian—decided things had gone too
far. They told Beringer it was a hoax, carried out because he was
so arrogant. But he didn’t believe them. Instead, he suspected
they were trying to rob him of the glory of discovery. Only when
a stone turned up with his name on it did he accept it. He sued,
and Roderick’s and Eckhart’s careers were ruined.

In a similar example in a lighter vein, two boys tried once to
play a trick on Charles Darwin by sticking the head of a beetle,
the wings of a butterfly, and the legs of a grasshopper onto the
body of a centipede and asked him if he could identify it. Dar-
win looked carefully at it, and after a pause asked if it hummed
when they caught it. On being told that it did, he suggested it was
a humbug.

By making up data, the perpetrators of a hoax are concealing
the truth, obscuring what real data might look like by replacing
them with false data.

A more recent example of a hoax, one which has become a
classic, skipped the data altogether and went straight for the
published paper. To test the intellectual rigor of the postmod-
ernist journal Social Text, physicist Alan Sokal submitted a non-
sense article titled “Transgressing the boundaries: Toward a
transformative hermeneutics of quantum gravity.>* Social Text
is ajournal which “covers a broad spectrum of social and cultural
phenomena, applying the latest interpretive methods to the
world at large””** The paper was accepted and published without
referees’ review, at which point Sokal revealed it was a hoax.
Since such hoaxes are a kind of practical joke, they are uncom-
fortable for the targets (recall Beringer, earlier). However, if they
reveal untruths or woolly thinking, they can be useful: “Many
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researchers in the humanities and social sciences wrote to
Sokal . . . to thank him for what he had done”**

There’s a modern twist to hoaxing of the Sokal kind which
deserves mention, arising in the context of so-called pay-to-
publish journals. The web has had a very large impact on sci-
ence publishing, as it has on other walks of life. In the past, re-
searchers or their libraries would take out subscriptions for
journals, and these subscriptions formed the basis of the jour-
nal business model. However, the advent of the internet and
web permitted people to upload their papers to a website free
of charge, so a different business model was needed. The system
is still in something of a state of flux, but in an important model
which has emerged the author pays a fee when the paper is pub-
lished, and then the paper is free to all potential readers. Unfor-
tunately, a side effect of this process has been that unscrupulous
operators have created “journals” which will publish anything for
a fee, no matter how nonsensical or fraudulent. There have been
many exposures of such publication outlets, in which people fol-
lowing the Sokal model have deliberately submitted nonsensical
papers to see if they would be accepted, to ridicule the journals.

A particularly noteworthy such exercise was carried out by
John Bohannon, who submitted versions of a paper under the
name Ocorrafoo Cobange, from the fictitious Wassee Institute
of Medicine, to 304 journals.?® Of the paper Bohannon writes:
“Any reviewer with more than a high-school knowledge of chem-
istry and the ability to understand a basic data plot should have
spotted the paper’s shortcomings immediately. Its experiments
are so hopelessly flawed that the results are meaningless.” But
“more than half the journals accepted the paper, failing to notice
its fatal flaws.”

Another of the many examples is a paper by David Maziéres
and Eddie Kohler, originally submitted to a conference and later
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accepted by a journal (which clearly had no refereeing process
whatsoever).”” The paper consisted solely of repeats of the phrase
“Get me oft your f***ing mailing list” The title of the paper—well
you can probably guess.

Such attempts to demonstrate the shallowness of some jour-
nals can face significant obstacles. At the time of this writing,
assistant professor of philosophy at Portland State University
Peter Boghossian is possibly facing the sack after coauthoringa
series of papers, seven of which were accepted, in which he lam-
pooned the level of scholarship, aiming to “see if these disci-
plines that we called ‘grievance studies’ are compromised by po-
litical activism that allows for the laundering of prejudices and
opinions into something that gets treated as knowledge.” Rich-
ard Dawkins and Stephen Pinker have defended him.*®

Forging

Forging is similar to hoaxing, except that ultimate discovery is
not intended. Again, the perpetrators are concealing what real
data might look like, turning them dark by replacing them with
fake data. Curbstoning—the fabrication of data in surveys and
censuses which we met in chapter 2—is an example.

One of the most famous cases of forging was the Piltdown
Man. In 1912, lawyer and amateur archaeologist Charles Daw-
son wrote to his friend Arthur Smith Woodward, who was then
Keeper of Geology at the Natural History Museum in London
telling him he had found a section of old human skull in gravel
beds near Piltdown in East Sussex. Together they continued to
investigate, and Dawson unearthed a fragment of a lower jaw,
along with some teeth. The result of putting these together with
the skull fragment and completing the re-creation using model-
ing clay suggested they had found an example of the missing
evolutionary link between early apes and humans.
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The find stimulated great excitement, and not a small amount
of controversy. Some people suggested the two bones did not
come from the same creature. Zoologist Martin Hinton, con-
vinced it was a trick, went so far as to try to expose the perpetra-
tors. He filed down the tooth of an ape to match one that
Woodward had made from modeling clay and planted it in the
gravel beds.

As he had planned, the fake tooth was discovered. Unfortu-
nately, however, rather than revealing Dawson as a fraud, the find
was regarded as more evidence that he was right. Determined not
to give up, Hinton took a leg bone from an extinct species of
elephant and carved it into the shape of a cricket bat, which he
also buried at Piltdown. But even that failed, as Dawson and
Smith Woodward published a scientific paper in Geological
Magazine on their latest discovery. They wrote: “During the
past season we have spent much time in examining the Pilt-
down gravel, working round the margin of the area previously
explored in detail. . . . however, discoveries were few. . .. No
human remains were met with; but a large piece of bone evi-
dently worked by man compensates for much disappointment,
and proves to be so singular that it is worthy of special
description.”

It is interesting how people can deceive themselves. In a nice
example of confirmation bias, Dawson and Smith Woodward
commented: “This bone implement was found about a foot
below the surface, in dark vegetable soil. . .. On being washed
away, the soil left not the slightest stain on the specimen, which
was covered with firmly-adherent pale-yellow sandy clay, closely
similar to that of the flint-bearing layer at the bottom of the
gravel. The bone, therefore, cannot have lain buried in the soil
for any long period, and was almost certainly thrown there by
the workmen with the other useless débris when they were dig-

ging gravel from the adjacent hole”?®
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The paper, which went into considerable scientific detail about
the nature of the artifact and how it might have been made, was
followed by a discussion which included the following
comments:

“Mr. G. F. Lawrence said that the form of the implement
suggest[s] a club””

“Mr. W. Dale said that the tool-marks on the bone were of a
character similar to those on an artificially-cut bone in his pos-
session, which was found in the peat, during the dock excavation
at Southampton, in association with a hammer-stone of Neo-
lithic age”

“Mr. Reginald Smith said that . . . the discoverers were to be
congratulated on providing a new and interesting problem, such
as would eventually provoke an ingenious solution.” (Indeed!)

“Mr. E. P. Mennell said that . . . it seemed to him very remark-
able that so primitive a being as Eoanthropus should be capable
of making and using any implements at all.”

In terms of scientific forgery, the Piltdown Man must surely
be one of the more successful, as it was more than 40 years be-
fore it was definitively established as being a concoction of orang-
utan jawbone, chimpanzee teeth, and human skull fragment.
The creation is reminiscent of Darwin’s humbug. Suspicion fell
mostly on Dawson. Indeed, according to archaeologist Miles
Russell, some other items in Dawson’s private collection were
also fakes.*

Archaeological and paleontological forgery does not have a
direct impact on human well-being. But the forgery of researcher
John Darsee might have. Darsee served as chief medical resident
at Grady Memorial Hospital, the largest hospital in the state of
Georgia, and then at Harvard, where he was offered a faculty po-
sition in 1981. But that same year an investigation into his data
was prompted when suspicions were aroused by some of
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Darsee’s colleagues about the accuracy of his laboratory results.
After extensive inquiry, the National Institutes of Health con-
cluded that he had fabricated data from experiments he had not
actually carried out. So much easier simply to make up the num-
bers instead of going to all that frustrating and time-consuming
effort of doing the real work!

Unfortunately, there are many other such examples. Cardiolo-
gist Bob Slutsky received superlative recommendations for his
outstanding research—until the cracks began to appear. Even-
tually, a University of California San Diego committee concluded
that Slutsky had distorted and fabricated data in various ways.*'
Medical researcher Jon Subde published papers on oncology in
leading medical journals—until it was revealed that the data from
900 patients described in a paper published in the Lancet were
entirely made up. The Office of Research Integrity (ORI) in the
United States concluded that cancer researcher Dr. Anil Potti en-
gaged in research misconduct by including false data (including
a claim that 6 out of 33 patients responded positively to the drug
dasatinib when only 4 patients were enrolled, and none
responded).

In a case reported in 2017, which was unusual because of the
numbers of people involved, the Chinese Ministry of Science and
Technology found 486 researchers guilty of misconduct.** Their
use of dark data was not one of creating or modifying the raw
data arising from the experiments but, rather, one of paying ref-
erees to comment favorably on their submissions or nominat-
ing imaginary referees when the journal editor sought opinions
on the merits of the paper.

And so it goes on. If you wish to explore further, the ORI
monitors public health service research integrity in America and
lists case summaries.** And forgery does not arise merely in med-
ical research. Physicist Jan Hendrik Schon reported a single set
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of data several times as having arisen from different experiments,
and Dutch social psychologist Diederik Stapel invented data for
many studies—causing s8 of his papers to be retracted.

Abelief underlying scientific forgeries is that it’s easier and
cheaper to invent data which match your pet theory than to col-
lect data (which may not actually support the theory anyway).
However, it turns out that inventing data which look realistic is
not straightforward.

While life would be so much simpler if all measurements in
an experiment gave identical results, all real data have random
aspects. Very fine measurement of mass or charge or pressure in
a physics experiment will generally give a random scatter of val-
ues owing to fluctuations in the background conditions, though
itis hoped they will be distributed around the true value of what-
ever is being quantified. Measuring the height of people in a
population leads to a distribution of values because the heights
differ. The numbers and weights of seeds produced by plants of
a particular kind are not the same for each plant for the same
reason. Thus, if we want to make up data which look real, we need
to make up this randomness as well.

However, people are simply not very good at making up data
which look convincingly random, that is, do not have intrinsic
patterns. For example, if you ask people to generate a string of
digits at random (for example, 26217833383774811256, . . . ), they
tend to produce too few groups of the same number (like the 333,
77,and 11 in the example), produce ascending or descending runs
of digits too often (e.g., 654 and 4567), repeat sequences of dig-
its, and produce other kinds of patterns too frequently. In fact,
Bernie Madoft, whom we met in chapter 1, produced too many
pairs of the digits 8 and 6 (both in his financial statements and
his fabricated golf scores).
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Naturally, everything depends on the degree of sophistication
of the fraudster. Someone with deep statistical knowledge will
be aware of many of the different kinds of ways fake data can
depart from real data and will endeavor to match those aspects.
Alternatively, they might copy data from somewhere else or even,
with a bit more sophistication, copy the data and also add in
small random perturbations. All this makes me wonder if at some
point it might have been easier to do the actual experiment rather
than go to that much effort to fabricate convincing fake data!

Trimming

Trimming is the adjustment of data to make them fit the theory
better. Babbage described it as “clipping off little bits here and
there from those observations which differ most in excess from
the mean, and in sticking them on to those which are too small”
If this is done strategically it can, for example, leave the average
value unchanged while giving the impression that the range of
values, and hence the uncertainty of the measurements, is smaller
than it really is.

There are actually some sound statistical techniques that do
something like this and which are advocated in some circum-
stances to limit the undue influence that unusually high or low
(and possibly spurious) values can have on the findings. One
such method, Winsorizing (after Charles P. Winsor), replaces ex-
treme observations with values a certain distance from the
mean. For example, values beyond two standard deviations from
the mean might be regarded as unreliable and be replaced with
values at two standard deviations. The average of the resulting
data is less variable than that of the raw data—but we must be
aware that the data have been modified. Failing to report what
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you had done to the data would mean you were disguising the
truth. And note that this technical approach does not go as far
as sticking the bits of data you cut off onto the other values!

In a dramatic version of Babbage’s trimming with intent to de-
ceive, segments of data are moved or copied wholesale from
one part of a large data set. As with simply making up the data,
this can save so much effort! I have seen this done with numeri-
cal data in alleged fraud cases I have examined, but it seems to
me to occur most often with images and photographs, in which
an image is described as being something that it is not.

I have also seen what is essentially trimming occur at a higher
level. Papers submitted to quality scientific journals undergo a
refereeing process in which the papers are sent out to several
other researchers to comment on—to say if they think the
studies are accurate, well conducted, and of sufficient impor-
tance to merit publication. If a referee points out that there ap-
pears to be something wrong with the study as described in a
paper, authors have occasionally been known to amend it to
make it ambiguous so that other referees (and readers) will not
be able to spot any errors. And then they submit it to another
journal.

For example, the validity of a statistical test or modeling pro-
cedure might be based on assumptions which seem dubious on
examination of the data, potentially invalidating the conclusions.
In one case I came across, the mean and median of a data sam-
ple were both reported, and their relative values raised the worry
that the distribution was skewed, which would invalidate the sta-
tistical analysis conducted later in the paper. When I raised this
concern in my referee’s report, instead of undertaking some other
analysis which could cope with this situation (possibly chang-
ing their conclusions), the authors simply deleted mention of the
median before submitting the paper elsewhere. Unfortunately
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for them, the editors of the new journal chose to send it to the
same referee!

Cooking

Cooking aims to make data look more accurate and trustworthy
than they really are by taking many observations and selecting
only those which match the theory most closely. Here’s Babbage:
“If a hundred observations are made, the cook must be very un-
lucky if he cannot pick out fifteen or twenty which will do for
serving up.” The strategy is similar to p-hacking.

One of the most famous alleged cases of cooking was that per-
petrated by Nobel laureate Robert Millikan. However, closer
investigation suggests that all was not as it seemed: there were
certainly dark data, but not due to cooking.

Robert Millikan won the Nobel Prize for Physics in 1923, in
part for his measurements of the charge of the electron. Initially
working with PhD students but later by himself, Millikan car-
ried out a number of experiments involving balancing the rate
of fall of charged droplets of water and oil against the force ex-
erted by an electric field. By measuring the terminal velocity of
adroplet, he determined when the force of gravity was balanced
by the viscosity of the air, and this allowed him to determine
the size of the droplet. Further measurements of speed when
the electric field was turned on permitted Millikan to deter-
mine the charge on the droplet. Through many such experi-
ments he was able to determine the smallest possible electric
charge—the charge of the electron.

For us, the key is that in his 1911 Physical Review paper, Mil-
likan said: “These are the only drops of this size which were ob-
served with the present arrangement so that they represent the
regular run of observations rather than a selected group. . .. It is
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to be remarked, too, that this is not a selected group of drops but rep-
resents all of the drops experimented upon during 6o consecutive
days, during which time the apparatus was taken down several
times and set up anew.”** (italics in the original) That statement
seems to be very clear: it’s telling us that there is no possibility
of distortion arising from selection of data, either conscious or
subconscious—no DD-Type 3: Choosing Just Some Cases, and no
making data dark.

And that would be that but for the fact that examination of his
notebooks reveals that these were in fact not all the data. (If you
are interested in seeing a facsimile of his notebook for yourself,
it is available at http://caltechin.library.caltech.edu/8/). Whereas
the paper reported the results of measurements on §8 drops, his
notebooks show 175 measurements. This begins to look like a
clear case of cooking—possibly even of fraud. At least it seemed
that way to William Broad and Nicholas Wade, as described in
their book Betrayers of the Truth: Fraud and Deceit in the Halls of
Science, the title of which says it all.*®

However, deeper examination by physicist David Goodstein
suggests that there’s more to this manipulation of data than meets
the eye. Of the three factors influencing the movement of the oil
drops, two of them—namely, gravity and the electric field—were
well understood. But the effect of viscosity on objects as small
as the drops Millikan was studying was less so. To allow for this,
and so that he could be confident in his results, Millikan had to
conduct experiments which allowed him to refine and polish his
measurement procedure. The measurements conducted during
this phase were not included (even if they accorded with his
ideas—Goodstein cites Millikan saying of one such excluded
measurement, “This is exactly right, the best one I ever had!!!”) 36

And then there were other reasons for dropping some of the
measurements. These included measurements on drops which
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were very small, so they were heavily subject to Brownian mo-
tion; and measurements on drops which were too large, so they
fell too rapidly for accurate measurement, and so Millikan felt
they should not be included. As we saw earlier, this is the sort
of decision all researchers (have to) make. If someone bumps the
lab table just as a sensitive measurement is being made, you will
probably exclude the result. If you slip as you are adding a chemi-
cal to a mixture, you may want to skip that result. As with all
aspects of life, there are shades of penumbra between perfect
light and complete darkness.

Babbage listed hoaxing, forging, trimming, and cooking, but there
are other kinds of scientific misconduct, such as plagiarism, which
is concealing the true origin of a piece of work, hiding the origin
as dark data, and passing the work off as your own. Often, this
takes the form of word-for-word copying of text, or even simply
changing the title and author on a paper and resubmitting it! Soft-
ware tools which match submitted papers against the published
literature have been developed to detect this sort of thing, so that
copying others’ work is now a more risky strategy than in the past.

The reputation of institutions can obviously be damaged by
cases of scientific misconduct. This means they might wish to
play them down, or even conceal them. But hiding misconduct
which later becomes public can be even more damaging. Insti-
tutions usually set up independent panels tasked with investigat-
ing such allegations. I have served on several.

Retraction

We have seen that the standard approach to self-correction in
science is replication—carrying out more studies comparing the
theory with data. But there are also other mechanisms. If an error
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is found in a published paper the authors and the journal editors
may retract it, acknowledging that it does not show what it claims
to show. That may not necessarily mean the paper is wrong but
perhaps merely that it does not adequately demonstrate its con-
clusions. Papers will also be retracted if fraud or misrepresenta-
tion has been detected.

A recent investigation by R. Grant Steen and colleagues on
publications indexed by PubMed (a database of publications in
the life sciences and biomedicine) showed that the rate of retrac-
tion “has risen sharply in recent years” and, alarmingly, that
“there has been an estimated 10-fold increase in retractions for
scientific fraud . . . since 1975.”%” If that sounds like a terrible in-
dictment of science and scientists, let’s put it into perspective.
There has also been a very substantial increase in the number of
papers published in recent decades, with 21.2 million journal ar-
ticles indexed in PubMed between 1973 and 2011, of which 890
were retracted for fraud. That’s just 1 for every 23,799 published
articles, which does notlook so bad. Steen et al. commented that
“from 1973 to 2011 inclusive, the change in publication rate was
greater . .. than the change in retraction rate for fraud ... or
error” but added there were periods within this interval when
it appeared that the rate of retractions was accelerating. One of
the complications is that retraction must necessarily be retro-
spective, and editors might be looking further back in time and
retracting papers published in the more distant past. Readers in-
terested in what sort of papers get retracted, and the reasons for
the retractions, might look at http://retractionwatch.com. But we
have to recognize that retractions probably represent the tip of
the iceberg of poor-quality research publications. Doubtless
there are many others which deserve retraction but which are
missed.

Incidentally, there’s a lesson here for would-be fraudsters. (I
hesitated about drawing attention to this lesson, for obvious
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reasons, but decided that it was more honest to give the big
picture—and, in the spirit of this book, not hide the informa-
tion.) By definition, fewer researchers will read obscure jour-
nals, and since fraud is less likely to be detected the smaller the
readership, it follows that dishonest papers published in ob-
scure, low-readership journals are less likely to be detected. Of
course, while this helps an author’s publication rate, it does not
help the citation rate, which is the number of times other au-
thors acknowledge the impact of the paper on their own work.

In chapter 3 we saw that the dramatic increase in diagnoses of
autism in the United States since year 2000 was at least partly due
to increased awareness of the condition. The same sort of phe-
nomenon might be a partial explanation underlying the increased
retraction rates of scientific papers: perhaps it is partly due to
increased awareness and vigilance on the part of editors, refer-
ees, and readers in detecting fraud and error. Indeed, the same
is likely to be true for scientific fraud in general, where an appar-
ent increased rate might simply be attributable to the fact that
people are more alert for such things, so that more incidents get
spotted and reported. Awareness of the potential danger of
fraud has certainly recently been raised by some of the high-
profile cases mentioned above, contributing to the impression
that there’s a lot of it about.*®

Provenance and Trustworthiness:
Who Told You That?

A particular genre of dark data has hit the news over the past
couple of years, that is, so-called false facts or fake news (DD-
Type 14: Fabricated and Synthetic Data). Wikipedia defines fake
news as “a type of yellow journalism or propaganda that consists
of deliberate misinformation or hoaxes.” Yellow journalism is a
term coined at the end of the nineteenth century during the
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newspaper wars between William Randolph Hearst and Joseph
Pulitzer II, describing exaggerated and sensational stories. It de-
rives from a comic character, “the yellow kid” who wore a yel-
low nightshirt and appeared in Pulitzer’s New World newspaper.
Hearst responded by creating another “yellow kid” for his New
York Journal. Fake news might not be in numerical form, but they
still might be classed as a type of dark data—something you
think you know which isn’t so. And to the extent that it is per-
petrated deliberately, it is a kind of fraud.

The problem of distinguishing the truth from the lies is one
which has perplexed humanity from the dawn of time. And it’s
not one which allows for a strict answer. But there is a helpful
strategy in the realm of data, namely, simply to insist on being
told where the data come from: insist on being told who col-
lected them or who reported them. Or, as I wrote in an article
on this topic, demand an answer to the question, Who told you
that? when you are presented with data.*® Insist on being told the
provenance of data. If the information is not forthcoming, then
you can draw your own conclusions about the likely veracity of
the information. (Unless, I suppose, there’s a question of risk to
the source, as can happen in some contexts.) In practical terms
this means that all newspapers and websites, all journalists and
politicians, should say where they got their information. That
allows you to check it—you may not want to or have the time
to, but at least you are now able to. While this strategy will not
overcome all the challenges (that would be expecting too much),
and while it will not prevent someone from deliberately select-
ing information to support his or her position, it will help.

The word transparency is often put forward as a partial answer
to dark data, at least that kind which arise in fraud and decep-
tion. The idea is that it’s easy to see what’s going on if it's made
public. People can then see for themselves what’s happening, and
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fraud becomes difficult. This is the “shine alight” principle which
we have seen before. Western democracies place considerable
emphasis on such openness at various levels, and governments
are encouraged to publish details of their transactions. For ex-
ample, the UK’s Local Government Transparency Code says:
“Transparency is the foundation of local accountability and the
key that gives people the tools and information they need to en-
able them to play a bigger role in society. The availability of data
can also open new markets for local business, the voluntary and
community sectors and social enterprises to run services or man-
age public assets. . . . The Government believes that in principle
all data held and managed by local authorities should be made
available to local people unless there are specific sensitivities.”*°
It further says: “This Code ensures local people can now see and
access data covering . . . how moneyis spent . . . use of assets . . .
decision making . . . issues important to local people.” For ex-
ample, details of expenditure items over £500 in value for the
Tameside borough of Greater Manchester for each quarter are
publicly available.*' These details include supplier, department,
description of goods/services, amount, date, and others.

At the individual level, however, things seem to be working
in the opposite direction—to protecting privacy—or as we
might put it, to promoting the secrecy or darkness of individual
data. Thus, on 25 May 2018, the EU’s General Data Protection
Regulation (GDPR) mentioned in chapter 2 came into force.
This imposes obligations on organizations which store and use
personal data, and gives individuals increased rights over their
data and how those data may be used. Personal data are those
aspects of data relating to a living individual who can be identi-
fied from the data. The GDPR requires organizations to explain
why they are collecting and using the data, and requires unam-
biguous and freely given consent (or other justifications, such
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asalegal requirement, or to save someoness life). Individuals have
rights of access to the data, and the power to require it to be cor-
rected, erased, and transferred to another data controller. It is
also worth noting that these sorts of legal requirements do im-
pose considerable bureaucratic drag on enterprises which pro-
cess large amounts of personal data.

Incidentally, I've interpreted the word “transparent” in the way
itis typically used when people talk about data transparency:
meaning that people have access to data. But there’s another way
tolook at it. Something is transparent if you can see right through
it, perhaps without even noticing it’s there. Windows and eye-
glass lenses are transparent. And the painful fact is that many of
the most effective frauds and con tricks are based on this notion:
things are happening without your seeing them, and everything
looks fine—until you notice a discrepancy, and then it all comes
tumbling down. “Transparent” in this sense has an uncomfortable
similarity to “dark” as far as data are concerned.

This chapter has delved further into how to recognize and
overcome the challenges of dark data, in particular in the con-
text of scientific investigations. We looked at the notion of com-
paring theories with data, of errors made because oflack of data,
of fraudulent misuse of data and of fabricating artificial data, at
drawing attention only to the largest value in a collection, at the
problem of very extensive searches throwing up anomalies, and
at the suggestion that “most scientific discoveries are wrong.” We
also looked at the general principle of understanding the prov-
enance of data—of insisting on an answer to the question, Who
told you that?

This first part of the book has explored the various ways in
which dark data can cause problems. In Part IT we look at how
to detect dark data, make allowance for them, and beyond that,
how we can actually take advantage of dark data.
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Chapter 8

DEALING WITH DRRR DATA

Shininga Light

Hope!

We’ve seen that dark data can occur for many reasons and that
while we might know that the data we see are potentially mis-
leading, we might be entirely unaware that we are not seeing
everything. We've seen also that the consequences of such igno-
rance can be serious—in financial terms and also possibly in
terms of loss of life. The picture is not a good one!

So what can we do about it? This chapter looks at ways in
which we can peer into the shadows to discern what’s hidden
there, and ways in which we might be able to mitigate the prob-
lems even if we cannot determine exactly what has gone amiss. It
outlines ideas, tools, methods, and strategies which have been
developed to lead us to the right answers, even if we are envel-
oped by a cloud of ignorance. The bulk of the chapter discusses
situations in which data are missing (e.g., DD-Type 1: Data We
Know Are Missing, DD-Type 2: Data We Don’t Know Are Missing,
DD-Type 3: Choosing Just Some Cases, DD-Type 4: Self-Selection,
and others), and then at the end of the chapter we briefly turn to
discuss data we can see but which are potentially misleading (e.g,,
DD-Type 10: Measurement Error and Uncertainty, DD-Type 9:
Summaries of Data, DD-Type 7: Changes with Time). Regardless
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of the cause of the problem, however, a key plank of the solution
is vigilance: an awareness of what can go wrong. This is perhaps
especially important in situations in which the data themselves
cannot give you a hint that something untoward has happened
(e.g., DD-Type 15: Extrapolating beyond Your Data, DD-Type 12:
Information Asymmetry, DD-Type 8: Definitions of Data). The
hope is that the many examples in this book, along with the list
of DD-Types, will help you maintain such a state of vigilance, so
you will know at least some of the things to keep an eye open for.

But before we dig into the details, there’s a very important and
fundamental point to emphasize, namely, that it’s not ideal that
data are dark. This is clearly the case when data are incorrect, but
itis also implicit in the very word “missing”: it represents the no-
tion that you had hoped for more data, but that something has
gone awry. While the following methods might be able to allevi-
ate the problems arising from incorrect and incomplete data, it
would be better still if the data were correct and complete. This
means that every effort should be made, both when designing the
data collection strategy and when actually collecting the data, to try
to avoid errors and incompleteness.

But what if that is not possible?

Linking Observed and Missing Data

If our strategy to collect a full set of data has failed, then the key
to coping with dark data is gaining an understanding of why the
data are missing. In particular, we need to explore the relation-
ship between the data, observed or not, and whether an item is
missing. With luck this will give us some idea of what sort of val-
ues the missing items would have had, and that in turn will
allow us to compensate for them.
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The starting point for doing this is a very useful classification
described by the American statistician Donald Rubin in the
1970s." This classification distinguishes three different types of
relationships between observed and missing data. We begin with
an example.

Body mass index, or BM], is a standardized measure of tissue
mass in the human body. It is used to categorize people as un-
derweight, normal weight, overweight, or obese and is defined
as a person’s weight in kilograms divided by the square of their
height in meters. Persons are overweight if they have a BMI of
greater than or equal to 25, and they are obese if they have a BMI
of greater than or equal to 30. Evidence suggests that, compared
with people of a healthy weight, obese people are at increased
risk of Type 2 diabetes, coronary heart disease, stroke, osteoar-
thritis, some forms of cancer, depression, and a host of other ill-
nesses. For such reasons, there is considerable interest in
weight-loss diets.

In a study of one such diet, observations were taken at weekly
intervals over a six-month period, to see how things had im-
proved between the start and the end of the six months. The
observations included weight, skin-fold thickness, and BMI, but
here we shall focus solely on BMIL

Unfortunately, not everyone remained in the study over the
entire six-month period, so there was no final measurement for
people who dropped out. The question is, Can we ignore them
and their dark data, and simply analyze the data from those for
whom we have both start and finish values? We saw some of the
problems of dropouts in chapter 2, and given that you have got-
ten this far in the book, you will doubtless realize the answer is
likely to be no, we cannot just ignore the dropouts, but let’s ex-
plore why in more detail.
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In the weight-loss study, some of the dieters were more likely
to drop out because they failed to stick to the program and felt
too embarrassed to return to the group. A second group, espe-
cially those who were not dramatically overweight at the start,
found they were not losing much weight and began to lose mo-
tivation. So some of those, too, dropped out. And a third group
dropped out for reasons not associated with weight loss—some
moved because of a job change, and others were too busy to at-
tend the clinic, for example.

For the first of these three groups there is clearly a relation-
ship between the probability of dropping out and the BMIs
which would have been recorded had they remained in the study.
That they did not stick to the program meant they were likely not
to have lost weight as rapidly as they should—or perhaps they
might even have gained weight. Rubin called situations like this,
in which the probability that data were missing was related to the
values they would have had if they had been observed, “non-
ignorably” missing situations (sometimes they are called “in-
formatively” missing). Clearly, this sort of situation is going to
be difhicult to cope with, because the dark data are likely to be
different from the observed data obtained from those who re-
mained in the trial.

For the second type of dropouts, those who were not dramati-
cally overweight at the start and who dropped out because of
loss of motivation, there was a relationship between the prob-
ability they would drop out and something which was
measured—their initial BMI. Although we don’t observe the
final BMIs of these people, we do know they’ve dropped out, and
we also know their dropping out was related to things we had
measured. Rubin called these “missing at random” observations.
The point about this kind of “missingness” is that we have indi-
cations things are going or might go wrong.
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Finally, the third category consists of people whose reason for
dropping out bore no relation to the study. For such people nei-
ther the measurements before they dropped out nor the mea-
surements which would have been taken had they not dropped
out have any relationship to a tendency to drop out. Rubin called
such cases “missing completely at random.”

For nonstatisticians, Rubin’s terminology is probably not very
easy to remember, so I shall rename the three types of missing
data mechanism:

I shall describe non-ignorably missing as Unseen Data
Dependent, or UDD for short. Here the probability that
an observation is missing depends on values which have
not been observed. In the example, the probability that a
final BMI value is not observed depends on how high it
is: people with larger values are less likely to return to
have it measured.

I shall describe missing at random as Seen Data Dependent,
or SDD for short. Here the probability that an
observation is missing depends on other data which
have been observed. In the example, the probability that
a final BMI value is not observed depends on the value
of the initial BMI, with people with low values more
likely to drop out.

I shall describe missing completely at random as Not Data
Dependent, or NDD for short. Here the probability that
an observation is missing does not depend on the data,
observed or not, in any way at all. In the example, the
probability that a final BMI is missing is not related to
anything else in the data, either the other observed
values or the values which would have been observed
had they not been missing.
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The merit of Rubin’s categorization becomes apparent when we
think about what we need to do to adjust for some data being
missing. The last type of missing data mechanism is the easiest,
so let’s begin with that.

In an ideal world, everyone would have been measured at the
end of the six months, as well as the start, so the question to be
answered is how omitting the results of those who dropped out
will distort the conclusions. Now, the NDD dropouts have
dropped out for reasons unrelated to the study (NDD—that
they are missing does Not depend on the data, regardless of
whether it was observed or would have been observed had they
not dropped out). There’s no reason that these dropouts will dif-
fer in any systematic way from those for whom measurements
are taken. In fact, it’s just as if we had drawn a smaller sample to
start with. On average, omitting their unmeasured weights from
the analysis will not affect the results, so we can ignore these
people. This is a particularly straightforward situation—and
probably a rare one. In this case the dark data don’t matter.

If only life were always that simple.

Rubin’s second class, the SDD case, is more subtle. Whether
or not these people drop out depends on their initial BMI score,
which was measured (SDD—dropout depends on Seen data).
In particular, those with low initial values are more likely to drop
out and not record a final value, whereas those with higher ini-
tial values are less likely to drop out.

The important thing to note here is that this kind of missing-
ness does not distort the observed relationship between the
initial and final BMI values. For any given initial value there
might be fewer final values, because some are missing, but those
that are observed will be properly representative of the distribu-
tion of final BMI values for people with that initial value. This
means we can estimate the relationship between the initial and
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final values just using the values which have been observed: it
will not give us a misleading idea of the relationship. We can then
use this estimated relationship between initial and final values
to give, in turn, estimates of final BMI values for any initial value.

Finally, we have Rubin’s first class, the UDD cases. These are
the really tough ones. Data are missing because of the BMI val-
ues they “would have had,” which, of course, we do not know
(UDD—that they are missing is because of Unseen data). They
are not missing randomly or because of the magnitude of other
observed values. The only way to estimate those is to get infor-
mation from somewhere else or to make assumptions about why
those values are missing.

Here’s another example.

Social statistician Cathie Marsh described a data set consist-
ing of a random sample of 200 husband and wife couples drawn
from the adult population of Great Britain in 1980.> Our aim is
to use this sample to estimate the average age of wives in Britain
at that time. Examination of Marsh’s data shows there are miss-
ing values, with some of the wives’ ages not being recorded. The
question is whether these dark data have an impact on how to
analyze the data and if they invalidate any conclusions we might
reach. As in the BMI example, the answer depends on why the
data are missing.

The unobserved ages of the wives might be NDD data, where
the probability of being missing is not related to any of the data
values, observed or not.

The unobserved values might be SDD data, where the prob-
ability that a wife’s age is missing might depend on other data
values which we have seen. To keep life simple, in this SDD case
let’s suppose the wife’s decision about whether to divulge her age
depends solely on the husband’s age and not on the value of any
other variable. So perhaps, for example, wives of older husbands
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might be half as likely to divulge their age as wives of younger
husbands. We shall assume we always know the value of the hus-
band’s age.

Finally, the unobserved values might be UDD, where the
probability that a wife’s age is missing depends on that very age
itself. This is not far-fetched: at least in the past in the Western
world there has been a social convention that it is rude to ask a
woman her age, and women are often reluctant to divulge it.
Here’s a passage from “The Match-Maker,” a short story by the
British writer Saki in the book The Chronicles of Clovis, published

in 1911:

“The crisis came,” returned Clovis, “when she suddenly started the
theory that late hours were bad for one, and wanted me to be in
by one o’clock every night. Imagine that sort of thing for me, who
was eighteen on my last birthday.”

“On your last two birthdays, to be mathematically exact.”

“Oh, well, that's not my fault. I'm not going to arrive at nine-
teen as long as my mother remains at thirty-seven. One must have
some regard for appearances.”

This social convention might account for the missing values: per-
haps the older women were less inclined to answer.

Dealing with the first case, NDD, is again straightforward.
Because the missing observations are not related to any actual
data values, we can ignore any couples for whom the wife’s age
is missing and simply estimate the average age of wives in Brit-
ain from the other couples. Doing this means that the sample is
smaller than the 200 ages we had hoped for, but it doesn’t intro-
duce any bias or systematic distortion into our estimate. Of
course, if too many values were missing, so that the sample size
was dramatically reduced, then any conclusions we reached
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based on them would be highly uncertain, but that’s a different
matter.

But what about the SDD situation? The probability that a wife
will say how old she is depends on her husband’s age, so we could
get a distorted sample of wives’ ages. We might find, for exam-
ple, that the ages of older wives, who tend to be married to older
husbands, would be underrepresented in the data. If we ignored
this possibility, we would underestimate the average age of the
wives.

But that also again shows us how to cope with the problem.
While it is true that for husbands of any particular age, not all
wives might say how old they are, the wives who do say are just
arandom sample of all wives for husbands of that age (we as-
sumed that whether they said or not didn’t depend on anything
other than husband’s age). This means that the average age of
those wives who do tell can be used as an estimate of the average
age of all wives for husbands of that age. This means (again) that
we can study the relationship between husbands’ ages and wives’
ages just using the age pairs we have. And once we have estimated
this relationship, we can use it to explore the expected age of all
wives, for any age of husband. Now, it’s simple to estimate the
overall average age of all wives: we simply calculate the average,
using the ages of those who did say and the expected ages of
those who didn’t.

Finally, the data might be UDD. If the probability that a wife’s
age was missing depended on that very age itself, with (for ex-
ample) older wives tending not to give their age, then once again
we would have a distorted sample of ages. And now we wouldn’t
be able to ignore the incomplete pairs, as we did in the NDD and
SDD cases. After all, for husbands of any particular age the wives
who didn’t give their age would tend to be older than those who
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did, and we would have no information about which was which.
Any analysis which ignored the distortion could be seriously mis-
leading. In this case, the UDD situation, we will need to look
elsewhere for a solution.

Much of the early research on how to cope with missing data
was carried out by economists. This is perhaps to be expected:
economics is a particularly tough discipline because people are
not passive objects to be measured but react to the measuring
situation—perhaps even by refusing to be measured. In partic-
ular, they can refuse to answer questions on the basis of the an-
swers they would have given.

The importance of dark data in economics isillustrated by the
fact that the American economist James Heckman was awarded
the Nobel Memorial Prize in the year 2000 “for his development
of theory and methods for analyzing selective samples” carried
out in the 1970s. “Selective samples” is another way of saying you
don’t have all the data—only samples which have been selected
from them. Heckman’s approach is known as a “two-stage” or
even sometimes the “Heckit” method. It tackles SDD data by
first building a model for the process which leads to some data
being missing and then uses that to adjust an overall model—
similar to that used in the Cathie Marsh example. In Heckman’s
case he was interested in such factors as hours of work and mar-
ket wages. An example he used which has now become a classic
is the wage a woman earns, which is related to other variables but
which is missing if she decides not to be employed (this also ap-
plies to men!).

In fact we already encountered economic examples, espe-
cially of SDD missingness, in chapter 2, when we looked at fi-
nancial indexes. For example, the Dow Jones Industrial Average
is the sum of the individual stock prices of 30 large publicly owned
U.S. companies divided by the Dow divisor. But companies come
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and go—and the constituents of the Dow Jones have changed
over 5o times since it was launched in 1896. In particular, com-
panies might be dropped from the index when they have finan-
cial difficulties or as the economy changes. This means that the
index is not representative of overall company performance but
only of those companies which are doing reasonably well. But
the signs of deteriorating performance or economic changes
precede and inform the decision to drop a company—the data
are SDD.

Likewise, companies will drop out of the S&P 500, a weighted
average of the stocks of 500 companies with large market capi-
talization, because of poor performance relative to others. The
decision about which companies to expel must be made on the
basis of data available prior to the expulsion (assuming it is not
retrospective!), so again the data describing the dropped com-
panies, data which are missing from the calculation of the index,
can be described as SDD.

As a final financial index example, in chapter 2 we saw that
survivor bias affected not only the Dow Jones and S&P 500 but
also hedge fund indexes. The Barclay Hedge Fund Index is based
on the arithmetic mean of the net returns of the hedge funds
listed in the Barclay database. But funds whose performance has
deteriorated to the extent they have been closed will not be in-
cluded there. Once again, though, the deteriorating perfor-
mance should be apparent in the months leading up to the clo-
sure, so these data may also be SDD.

Identifying the Missing Data Mechanism

The NDD, SDD, UDD classification is very useful, since differ-
ent types of missingness require different types of solution. Of
course, that means we need to be able to identify the class of any
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particular missing data problem—and if we get it wrong, our
conclusions might be wrong. In the example concerning wives’
ages, we could be misled if we were mistaken in an NDD assump-
tion that the probability a wife’s age was missing was indepen-
dent of her age or her husband’s age. Likewise, if we believed the
missing data were SDD but were wrong in our assumption that
awife’s decision on whether to divulge her age depended solely
on her husband’s age, then we could again draw incorrect con-
clusions. But this should not be surprising. Any analysis makes
assumptions about how the data arose, and if those assumptions are
wrong, it naturally follows that the conclusions could be wrong. But
it also follows that we want to be as confident as we can in our
assumptions, and if possible find ways to test and validate them.
Various strategies have been explored to do this.

Perhaps the most basic strategy is to use your expertise
about the domain the data describe. For example, if you are
working in an area where people are particularly sensitive about
the data, then you might suspect the missing data to be UDD—
survey questions relating to use of cocaine are probably more
likely to be UDD than are questions relating to use of public
transport.

In general, other studies of the same topic, or studies from
related areas, might shed light on why data are missing. Harvard
statistician Xiao-Li Meng used this approach to yield an elegant
quantification of the impact of missing data on conclusions.* He
decomposed a measure of the accuracy of an estimate into parts,
one of which was the correlation between whether a value was
missing and the size of that value itself. And then he described
how indications of the size of this correlation can sometimes be
obtained from other data sources, such as similar problems
elsewhere.
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A more active strategy for investigating why data are missing
is to try to collect some of the missing data. We explore this
method in detail in the next section.

Sometimes, statistical tests can be used. For example, we could
split the husbands into two groups according to whether their
wives did or did not give their age. A difference in the shape of
the distributions of husbands’ ages for these two groups suggests
the data may well not be NDD. American statistician Roderick
Little, one of the leading experts in how to cope with missing
data, has developed a general statistical test to see if missing data
on multiple variables are NDD.* Statistical tests to see whether the
data are SDD have also been developed—Dbut they are sensitive
to any assumptions made about the models. That means if your
basic model for what is going on in the data is wrong, so might be
your conclusions. Again, this should be hardly surprising.

We have seen that identifying the missing data mechanism,
and in particular the extent to which data are missing because
of the values they would have had, is important in avoiding mis-
leading results. Sometimes it is clear that one or other of the
missing data types is appropriate, but at other times we might
be faced by a mixture of the different types. The three different
processes are not mutually exclusive, and just because some of
the missing data are NDD does not mean other missing values
are not UDD. Nevertheless, if we are able to classify the missing
data values in this way, then we are well on the way to tackling
the difficulties of dealing with missing data.

With the tripartite NDD, SDD, UDD missing data classifica-
tion in hand, we can now begin to explore practical methods
for coping with dark data. We begin, in the next section, with
some simple and widely used—and it has to be said often
misleading—methods.
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Working with the Data We Have

Identifying the missing data mechanism gives us a powerful
handle on how to cope with the problem. But it clearly requires
quite a sophisticated level of understanding, so various simpler
methods are often adopted. These methods, which are often ob-
vious and straightforward, are widely available in statistical
software packages. Unfortunately, “simpler,” “obvious,” and
“straightforward” do not necessarily mean valid. Let’s look at
some of these approaches and their properties, and see how they
relate to the UDD, SDD, NDD classification.

Table 6 shows a small sample illustrating the sort of data col-
lected at the start of studies of weight-loss diets. Entries labeled
“NA” mean that the value in that cell was not recorded.

Complete Case Analysis

First, we might use only those rows of the table which are com-
plete; that is, those rows which have observations for all the
characteristics. That would make sense if we believed the dark
data to be NDD, and for obvious reasons, such an approach is
often called complete case analysis. However, if you examine
Table 6 and imagine attempting this, you will immediately see
one drawback which can arise even if the dark data are NDD;
namely, all the rows in the table are missing at least one value.
If we knocked out incomplete rows, we would be left with no
data at all!

This might be a particularly extreme (and, I have to admit,
artificial) example, but even in less extreme cases such an ap-
proach can mean dramatically reducing the sample size. While
we might be happy to draw conclusions on the basis of 1,000 rec-
ords, we might justifiably be uneasy about doing so on the basis
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TABLE 6. Data sample from a study on diet

Age (years) Height (cm) Weight (kg) Sex

32 175 NA Male
NA 170 90 Male
NA 180 NA Male
39 191 95 NA

S3 NA 86 Male
38 NA 90 Female
61 170 75 NA

41 165 NA Female
NA 158 70 Female
31 160 NA Female

of just 20 of those records. Even if the data were NDD, so that
the 20 fully observed records were properly representative of the
underlying population, the variability arising from such a small
sample might make us uneasy about the accuracy of any
conclusions.

And, of course, if the dark data were not NDD, then even a
small reduction in sample size could mean we were left with a
distorted data set.

Use All Available Data

A second simple strategy is just to use all the data we have. For
example, seven of the rows have age recorded, so we could es-
timate the average age using just those seven values. Again, that’s
fine if the records with missing ages don’t differ in some way from
the others—if the data are NDD. But if the missing values do
tend to differ from the others, we can be misled. For example,
if the missing age values in Table 6 tend to be the older ages,
then this approach would mean we would underestimate the
average age.
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There’s a further complication which can arise from this
method. Different records are missing values for different char-
acteristics: some records are missing ages, but different records
are missing weights. That means that if we used this approach,
the estimates of average age and average weight would be based
on different people. If the weight values of the heavier people
tend to be missing, and the height values of the shorter
people tend to be missing, this approach could give the incor-
rect impression that the population consisted of tall skinny
people. Indeed, this sort of approach can even lead to contradic-
tions. For example, if we are studying relationships between
pairs of variables, we might find that the age/weight correlation
and the age/height correlation imply a weight/height correla-
tion contradicted by a direct calculation from the data of weights
and heights. That would leave us in something of a quandary.

Missing Value Patterns

A third strategy is to group records into classes according to
which characteristics are missing. For example, we could analyze
those with weight missing separately from those where weight
is not missing. In fact, in Table 6 there are five missing data pat-
terns: those cases with just weight missing, those with just age
missing, those with both weight and age missing, those with just
sex missing, and those with just height missing. Obviously, with
a sample size of only 12 cases there are not many records with
each missing data pattern (in fact, 3, 2, 1, 2, and 2 respectively),
but with larger samples we could analyze the cases within each
pattern separately. This sort of approach could be used with any
of the three missing data mechanisms, but it might be difhcult
to pull all the conclusions together into a useful summary.
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Moreover, with large data sets, with many measured variables,
there could be alot of missing data patterns!

This sort of approach makes particular sense when the miss-
ing values are not observed because they don’t exist. For exam-
ple, as mentioned in chapter 2, it would make sense if “spouse’s
income” in a survey was missing because the respondent had no
spouse. Then, clearly, we would be dealing with two distinct
kinds of cases: respondents who had a spouse (and gave a value),
and respondents who did not have a spouse. However, it might
not make as much sense if “spouse’s income” was missing because
someone simply refused or forgot to say what it was.

This example also shows the importance of having different
codes for different kinds of missing values. NA can cover a lot
of sins, and this simple “unknown” categorization might be

unhelpful.

Perseverance and Gold Samples

In earlier chapters we saw many situations in which data for large
parts of a population were missing. This might be because people
had refused to answer questions in a survey, because a screening
process had identified them as probably not suffering from the
disease, because a data linkage process had poorly matched dif-
ferent databases, or for a variety of other reasons. If those who
had not provided data could be identified—perhaps because
they satisfied certain criteria or simply because there was a list
(such as a sampling frame in a survey) identifying who had and
who had not responded—then a very simple possible strategy
would be to follow up those (or some of those) with missing
data. If done effectively, this can overcome the difhculties aris-
ing from any of the missing data mechanisms.
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In fact, this is a widely adopted strategy in survey work, often
with a concerted effort made to contact nonrespondents. If re-
peated callbacks are made in an effort to obtain an interview, it
can be possible to model the relationship between the charac-
teristics of the respondent and the number of attempts to inter-
view him or her. This relationship can then be used to adjust the
results in an effort to allow for those who could not be contacted
atall.

The strategy of using additional data can arise in various
guises. Here’s an example from earlier.

In chapter 2 we briefly looked at dark data in consumer or per-
sonal banking—the kind we engage with almost every day. We
saw how difficult it was to build models aimed at all potential
applicants, because the available data were typically a distorted
sample. For example, we never discover what would have been
the outcome (default/nondefault on repayments) for unsuccess-
ful applicants who were not given a loan. Within consumer
banking the term reject inference has sprung up to describe strate-
gies for trying to infer what would have been the outcomes for
those people. These are the “rejects” and are contrasted with the
“accepts,” who were given a loan. (The consumer credit indus-
try was not known in the past for its tact in choice of terms. So
we had “rejects,” “subprime applicants,” and even “lemons.”) Re-
jectinference is a special case of a very general basic strategy for
coping with missing values called imputation, which will be dis-
cussed later in this chapter.

There are various reasons we might be interested in inferring
these unobserved outcomes. A basic one is to see how well our
selection method is performing—is it, for example, rejecting
many applicants who would not have defaulted? A second one
is to build better models to predict the likely outcome of new
applicants. After all, if our models are based on only part of the
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population—those previously given loans—then they might be
quite misleading when applied to the entire population of ap-
plicants. This was a problem described in chapter 1.

To tackle the problem of the unknown outcomes of people
not given loans, one bank I worked with had obtained what they
called a “gold sample.” This was a sample of people who should
have been rejected because they did not meet the bank’s previous
criteria for aloan. They were thought to have a high probability
of defaulting, but the bank nevertheless accepted a (small) ran-
dom sample of them because of the information that could be
obtained by giving them a loan. This strategy allowed the bank
to build a better model of the sort of people who were likely to
default on loans and to make better decisions about whom to
offer loans to in the future.

Unfortunately, it is not always possible to draw another sam-
ple to make up for the missing parts of the population, but
sometimes we have an idea of what the overall shape of a distri-
bution should look like, perhaps from other similar problems
(e.g., the age distribution of the populations of similar countries)
or from theoretical arguments (e.g., the shape of the distribution
oflifetimes of lightbulbs based on the physics of how lightbulbs
work). In such situations, provided we know the selection cri-
teria, we can use the part of the distribution that we do observe
to estimate the entire distribution—and hence features of it, like
its average value. The next section gives an important illustration
of this idea.

Going Beyond the Data: What If You Die First?

We are often interested in how long it will be before some par-
ticular event occurs. For example, we might want to know how
long someone will stay in a job, how long a marriage will last, or
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how long it will be before an engine breaks down. In surgery;, it
is sometimes necessary to lower a patient’s blood pressure by
using a hypotensive drug, but doctors want blood pressure to
return to normal as soon as possible after the operation. Con-
sequently, it’s important to know how long that will take and
whether the time taken to return is related to blood pressure lev-
els during surgery. More generally in healthcare, we might be
interested in how long it is likely to be before someone dies, until
a disease recurs, or until an organ fails, and so on.

Problems of this type are called problems of survival analysis.
They have a long history, especially in medicine, and they are
closely related to life tables in actuarial work, concerning how
long people will live in general, and to methods of reliability
analysis in manufacturing, concerning how long objects will last
before breaking down.

The difficulty of estimating likely survival times is illustrated
by the example of patients with stage III prostate cancer. Stage
III means there is evidence the cancer has spread into nearby
tissues. To determine which of two treatments is the more effec-
tive in prolonging life, patients will be randomly assigned to the
two treatments, and the average times for survival in the two
groups will be compared. But inevitably some patients will sur-
vive for a long time—perhaps decades—and we will not want
to wait for decades before knowing which treatment is better.
Thus, the study will probably be terminated before all the pa-
tients have died. That means we will not know the survival
times for those patients who lived beyond the termination
date—the data will be missing. Additionally, other patients might
die of something else instead of prostate cancer. For these pa-
tients also, the data telling us how long they would have sur-
vived before dying of cancer are missing. And, as usual, yet others
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might drop out for reasons unrelated to the study. Their survival
times are again dark data.

It is immediately obvious that if we simply ignore the patients
for whom we do not see the real survival times, then we could
produce grossly misleading conclusions. For example, suppose
that one of the treatments was very effective—so that all but a
couple of patients receiving this treatment survived beyond the
end of the study. Then we would dramatically underestimate the
effectiveness of this treatment if we ignored all but those two
patients.

However, although we won’t know the survival times of pa-
tients who lived beyond the time at which the study was termi-
nated, or who died from other causes, or who dropped out for
other reasons, we will know the times at which they stopped
being measured. These times are called “censored” times, and
such censoring means we know that the time interval between
when the patients entered the study and when they would have
died of prostate cancer is larger than the length of time they were
in the study.

In a very important paper which appeared in the Journal of the
American Statistical Association in 1958, Edward Kaplan and Paul
Meier showed how to estimate the probability that people will
survive beyond any given time, allowing for the fact that some
survival times will be longer than the observed times.® The im-
portance of this paper is illustrated in a report by Georg Dvor-
sky showing that the Kaplan-Meier paper is the 11th most highly
cited scientific paper of all time.® Given that there are more than
so million scientific papers, this is some achievement.

Sometimes we want to go beyond merely estimating the prob-
ability that people will survive longer than any given time. For
example, we might want to estimate the average survival time.
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Now, distributions of survival times are typically positively
skewed, meaning that longer times are less common than shorter
times, and there might be many short times but only a small
handful of very long times. Statisticians describe such a distri-
bution as “having a long tail” Given that the top few valuesin a
positively skewed distribution might be a great deal larger than
most of the values, not including them in the analysis could have
a huge effect on an estimate of the average value. Think of cal-
culating the average wealth of people in the United States leav-
ing out Bill Gates and every other billionaire. The result would
be a serious underestimate. In terms of survival times, it could
mean omitting those who survived longest, which could obvi-
ously dramatically distort any conclusions.

So what can we do about this problem?

The ideal of drawing an extra sample, this time of those who
dropped out before dying from prostate cancer, is out of the
question. We cannot, for example, follow up a sample of people
who died from other causes to see how long they would have
lived before dying of prostate cancer had they not died of other
causes (the counterfactuals again).

So, instead, we have to resort to other ways of modeling the
distribution of those we are unable to follow up. A common strat-
egy is to assume that the overall distribution of survival times
follows some familiar shape. This assumption might be based on
past experience and observation with other diseases. To illus-
trate, one common assumption is that the survival times follow
an exponential distribution. This is a particular family of positively
skewed distributions with many small values and just a handful
of very large values. The choice of which member of this family
to use can be determined using the observed survival times along
with the fact that the censored times must be greater than the
observed times of dropping out of the study.
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While this approach might be reasonable in many cases, we
must not forget that we made the assumption that the exponen-
tial distribution was appropriate. As always, if the assumption
is unrealistic, the conclusions could be wrong.

Survival analysis combines the known survival times of those
whose deaths from the cause in question were observed with the
known fact that others’ survival times were greater than a certain
time. If we could have estimated the survival times of these
others, we could have simply summarized all the times—the ob-
served ones and the estimated ones. That suggestion leads us
on to a very general method of coping with missing values,
namely, imputation. This is the subject of the next section.

Going Beyond the Data: Imputation

A natural suggestion for attempting to tackle incomplete data is
to complete them by inserting substitutes for any missing values.
This strategy is called imputation. Since it makes the data com-
plete, once we have imputed missing values we don’t have to
worry about any holes, and we can go ahead and analyze the data
any way we want. For example, once values have been plugged
in for the missing ages in Table 6, we can very simply calculate
the average age of all 10 people in the sample. However, this ap-
proach does sound suspiciously like making up data, and unless
we want to be accused of fraud we need to think carefully about
how we are doing it. Moreover, it’s one thing if the unobserved
values are NDD but another if they are SDD or, worse still, UDD.
If the missing values are SDD, we will want to make our imputed
values depend on aspects of the observed data. If the missing
values are UDD, the observed data tell us little about what the
imputed values should be—and plugging in inappropriate val-
ues could lead to misleading overall results.
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One reason that imputing missing values can often simplify
analysis is that many statistical methods are based on balance and
symmetries in the data. For example, I advised a manufacturer of
injection-molded plastic car-parts who wanted to know what
combination of levels of three factors—temperature, pressure,
and time in the mold—would yield the highest-quality product.
Two levels of temperature, two levels of pressure, and two levels
of time were to be tried. (In fact, they explored more than two
levels, but I shall take two here to keep things simple and call
them high and low for each factor.) With two levels for each
factor, there are a total of eight combinations: all three at the high
level, the first two high and the third low, and so on. The manu-
facturer carried out several production runs at each of these eight
combinations, and each production run yielded a finished
part whose quality could be assessed. In experiments like this,
if the same number of parts is produced at each combination
of the three factors, then convenient mathematical formulas
can be used to give the results. But the analysis is more difficult
if the different combinations produce different numbers of car
parts. In particular, if the original design aimed at having such
a well-balanced number of cases, with the same number in each
factor combination, but some values are missing (e.g., a power
cut disrupted some runs of the manufacturing process), then
things become unbalanced. This can make the analysis much
more complicated, requiring more elaborate calculations.
Clearly, the idea of plugging in replacement values to rebalance
the data is very attractive.

Imputing values for the missing observations is useful, but it’s
pretty obvious that if we repeat the exercise with different
plugged-in values, we’ll get different results (remember the
phrase “making up data”). Since the motivation for plugging in
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values is simply to make the calculations easier and not distort
the results, we might try to find plug-in values so that a simple
calculation based on the balanced completed data will give the
same results as a long and complicated calculation using just the
incomplete data.

That’s an attractive idea, and in some simple situations it is
possible, but it seems to be a bit circular: how do we find those
critical plug-in values that won't affect the results without carry-
ing out the longer calculation in the first place? We'll return to this
question later, where we will see that attempting to answer it can
lead to deep insights into what’s going on in the data. First, how-
ever, we look at basic approaches to imputation in more depth.

Average Imputation

One common approach to imputation is to replace missing val-
ues by the average of the recorded values. Thus, we could re-
place the three unknown values of age in Table 6 with the aver-
age of the seven known values. Indeed, this very simple strategy
is readily available in many data analysis software packages. But
no doubt you have already acquired a certain skepticism regard-
ing simple strategies for coping with dark data and are thinking
about what could be wrong with this approach. One possible
problem is the one we keep meeting: if the missing values differ
systematically in some way from the others, then replacing those
missing values with the average of the others could well be mis-
leading. For example, if the three people whose ages are missing
are older than the other seven, it would not be a great idea to re-
place their ages with the average of the other seven. So this solu-
tion would be fine if the missing data were NDD but could be
problematic otherwise.

printed on 2/9/2023 7:13 AMvia . All use subject to https://ww.ebsco.confterns-of-use



EBSCChost -

248 CHAPTER 8

Unfortunately, however, there’s another problem with imput-
ing using the average. It’s usually unlikely in the extreme that all
the missing values would actually have been identical if they had
been measured. That means that plugging in the same value for
all the missing values is making the “completed” data artificially
homogeneous. If we did this for age in Table 6, for example, then
the variance (a measure of how much the values differ) of the
completed sample of age values would probably be smaller than
the actual variance would have been if all the ages had been
observed.

Last Observation Carried Forward

The values missing in Table 6 don’t appear to have any pattern
but are missing haphazardly. In contrast, as we have seen, we
often find that people drop out as time progresses, so that each
record is complete until the dropout time, and then all its later
values are missing. We saw a very pronounced example of this
in chapter 2, Figure 4.

When this dropout pattern occurs, we can use the particular
imputation method called last observation carried forward
(LOCF), which does what it says: a missing value for a patient
is replaced by the most recent preceding recorded value. Note
that this essentially assumes that things don’t change between
the time at which the measurement was taken and the time of
the missing value. That’s quite a brave assumption (“brave” being
a possible euphemism for foolhardy.) You might ask yourself
about the wisdom of such an approach, bearing in mind that gen-
erally the reason for repeating observations as time progresses
is that we think things change over time.

Thus, perhaps unsurprisingly, the LOCF method has come
under criticism:
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« “If there were a prize for the most inappropriate analyti-
cal technique in dementia research, ‘last observation
carried forward’ would be the runaway winner.””

« “All analyses using LOCF are of questionable veracity, if
not being outright specious (definition: appearing to be
true but actually false). . .. LOCF should not be em-
ployed in any analyses.”®

“Both LOCF and mean value substitution falsely increase
the stated precision of the estimates by failing to account
for the uncertainty due to the missing data and generally
give biased results™

o “The use of LOCEF is statistically un-principled, with
assumptions that are only occasionally justifiable.”*°

Given those comments, you might hesitate about using LOCF.

Predict from Other Variables

So far, the imputation methods we have considered have been
straightforward: use the average of the values which have been
observed, or use a previous value from the same object, patient,
and so on. However, a more sophisticated strategy would be to
model the relationship between the variable with a missing value
and other variables, and then predict the missing value using ob-
served values of those other variables. The model could be
based on those cases with all the values observed. In fact, we met
this idea when we looked at the definition of SDD missingness.

For example, in Table 6 there are four rows with values for
both age and weight. The four corresponding points are shown
plotted in Figure 6. We could use these to construct a simple sta-
tistical model relating age and weight. The straight line in the
figure might be a suitable model, capturing the fact that, for these
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FIGURE 6. Relationship between age and weight for rows in Table 6, in which
both are recorded.

data, larger age values are associated with lower weights. (I would
not recommend you fit models on samples as small as four points
in real life!) Then we could use this model to predict missing
weight values when the corresponding age value was recorded.
For example, the person described in the eighth row in the Table
has an age of 41 but an unknown weight. The line, our model,
suggests her weight might be around 91 kilograms.

This is really an extension of the idea of just plugging in the
average of the observed values of weights but using a more
elaborate statistical model which takes advantage of other infor-
mation available in the table. Since it uses more information
(the values of age and not just of weight), the strategy can yield
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better results than just using the average. In particular, it is ap-
propriate if the weights are SDD missing, with the probability
of their being missing depending only on age. But if the data are
UDD missing, the model is problematic. Nonetheless, it turns
out that this modeling and prediction strategy contains the seed
of a very powerful idea, which we will return to later.

Hot Deck Imputation

Another simple imputation method based on the values of ob-
served values goes under the exciting name hot deck imputation.
To find a substitute for a missing value in a partial record, it
matches the partial record with other records with recorded val-
ues in common. Then, it randomly chooses a record from those
which match most closely and uses that record’s value for the
missing item. For example, in Table 6, the first female has an un-
known height. Comparing this row with the others, we find two
other rows which are similar, in that they are for females with ages
of 41 and 31, not too far from the age of 38 of the female with the
unknown height. So we randomly pick one to plug her height
value into the NA for the 38-year-old. The heights of these fe-
males are 165 and 160 centimeters. If we picked the 41-year-old
for example, we'd plug in the value 165 centimeters for the miss-
ing height of the 38-year-old.

This method derives its name from the days when data were
stored on punched cards, and in the past it was used quite exten-
sively. Its attraction is that it’s straightforward and doesn’t in-
volve any complicated statistics; it simply requires calculating a
measure of similarity between the records. However, it does de-
pend on how you define “similarity”: Which of the other vari-
ables are you going to use in your measure of similarity (all of
them?) How do you combine them to yield an overall measure?
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And should some of the other variables be regarded as more
important and weighted more heavily than others?

Multiple Imputation

We have already seen that one of the apparent problems with the
imputation approach is that repeating the exercise using differ-
ent imputed values will produce different results. In fact, how-
ever, we can take advantage of this.

Each completed data set represents a possible configuration
of data which could have been observed. A summary statistic
calculated from such a completed data set represents a possible
value of that statistic which might have been obtained had the
data been complete. That means that if we repeat the imputation
multiple times, using different imputed values, we will obtain a
distribution of summary statistic values, one for each possible
completed data set. We can estimate various parameters from this
distribution, such as the uncertainty or variance of the summary
statistic. That is, instead of simply getting a single “best estimate,”
we will now get a measure of how confident we can be that it
takes different possible values.

This strategy of repeating the imputation is called, reasonably
enough, multiple imputation. It has become a very widely used
tool for tackling missing data problems.

Iteration

We have looked at some straightforward methods of substitut-
ing replacement values for missing data—using the average of
that variable’s observed values, for example. We have also looked
at more elaborate methods of using other observed variables to
lead to an estimate of a missing value. This idea, of using an
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estimated relationship to predict missing values from observed
values on the same record leads to a powerful iterative idea, based
on the law of likelihood.

For any given set of data, and any proposed statistical model
for the mechanism which might have generated them, we can
calculate the probability that such a dataset could arise from that
model. The law of likelihood then says that of two statistical
models we should prefer the one for which the probability of
generating those data is the higher. More generally, if we have
several or many or even an infinite number of possible explana-
tions for a set of data, the principle says that we should choose
the one with the highest probability of having produced the
data. The iterative approach is a method for finding that model
when there are NDD or SDD missing data.

We begin by plugging in initial substitutes for the missing val-
ues (we get these initial values however we want—even ran-
dom guesses). Then, we use the entire completed dataset—the
observed values along with the values which have been plugged in
in place of the missing values—to estimate the relationships
between variables, using the maximum-likelihood approach.
Next, we use those estimated relationships to get new replace-
ments for the missing values. We then use the completed data
with these new replacement values to give further estimates of
the relationship, and so on, round and round. Under certain
general conditions, the replacement values change less and less
at each step, and the final estimated relationships between the
variables are those which give the maximum-likelihood model.

This looping round and round, choosing values for the miss-
ing items and then using the completed data to obtain estimates
of relationships between variables, which can in turn lead to new
substitute values for the missing items, is a powerful idea which
has been discovered many times. But in a seminal paper
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published in 1977, three statisticians, Arthur Dempster, Nan
Laird, and Donald Rubin (the last of whom we have already
encountered) pulled the ideas together in a remarkable synthesis
showing the commonality of the ideas, and setting them in a
more abstract form, permitting wide generalization to other situ-
ations. They called their method the EM algorithm, where EM
stands for “Expectation Maximization.” This name refers to
the two steps in each loop: first the calculation of an “expected”
value for each missing item and, second, the estimation of the
relationships between the variables using the completed data
set. The second step in each loop is called “maximization”
because it maximizes the likelihood.

In fact, Dempster, Laird, and Rubin showed that it was not
necessary to go so far as to find substitute values for the missing
items. All that was necessary was to model the distribution from
which the missing values were likely to have come. We encoun-
tered this concept when we looked at survival analysis, where
we did not try to estimate the survival times of those who lived
beyond the end of the observation period but merely used the
probability they would live longer than that time.

The EM algorithm has been increasingly strengthened. Once
Dempster and his colleagues’ abstract description of the basic
two-step looping of the algorithm was presented, it became ap-
parent that the fundamental idea cropped up everywhere, and
often in all sorts of unexpected ways. Moreover, the algorithm
has been extended in a variety of ways—for example, modifica-
tions have been developed which require fewer turns around
the “expectation-maximization” loop before the substitutes for
the missing values (and the relationships between variables)
barely change at all, that is, before the process converges to the
best (in the maximum-likelihood sense) model.
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The abstract presentation of the EM algorithm has also led to
greater insights. In chapter 1, for example, I mentioned that in
general any unknown characteristic of a population can be
thought of as missing and hence dark data. This is a very power-
fulidea. The underlying characteristics might be a single simple
value (like the average height of a population), but they could
be much more elaborate, involving multiple unobserved postu-
lated variables being related in complex ways. A classic example
is the trajectory of a moving object when its precise position is
never observed but only values of its position contaminated by
measurement error. In many cases the underlying dark data are
more than merely unobserved—they are intrinsically unob-
servable. They are hidden or “latent” (and hence latent variable
models). But that does not mean that light cannot be shed on
them, and that is indeed the whole purpose of statistical meth-
ods. Statistical tools applied to data generated from the under-
lying reality tell us something about that reality: the data shine
beams of light onto it.

This chapter has explored how we can analyze data and gain
a good understanding of the processes which generated them
even if there are dark data. We have looked at a range of general
methods, from simply working with the available data, through
discarding any incomplete records, to a variety of imputation
methods in which attempts are made to determine what the
missing data would have been had they been measured. We also
looked at an important classification describing the structure of
missing data—whether they were related to data which had been
observed. This three-part classification—which I called NDD,
SDD, and UDD missingness—Iled to a deeper understanding of
what might be achieved in terms of coping with dark data. In the
next chapter we change tack and see how we can actually take
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advantage of dark data. In particular, we will begin by looking
back at some of the ideas we encountered earlier and see how
they can be examined from a different perspective which reveals
that they rely on dark data. But first, a few general words about
data which we can see but which are deceptive.

Wrong Number!

Until now, this chapter has focused on missing data. But as we
have seen, data can also be dark in other ways—such as DD-Type
10: Measurement Error and Uncertainty, DD-Type 9: Summaries
of Data, and DD-Type 7: Changes With Time. Consideration of
these leads us to a higher-level perspective on dark data and to
three fundamental steps in coping with them, namely, prevention,
detection, and correction.

Prevention

Data errors are prevented by being aware of what sorts of errors
occur and putting systems in place which stop their arising when
the data are collected. Of course, “being aware of what sorts of
errors occur” may well be because they are mistakes you've pre-
viously made or, better still, because you have seen others make
the mistakes. (As I once heard someone saying to a manager
when he left the organization: “Thank you for giving me so many
opportunities to learn from your mistakes.”)

If we input data directly into a database, then simple checks
can be made as they are entered. For example, if a birth date is
required, it is a simple matter for the machine to check that it is
alegitimate date. However, sometimes some care is needed. I
heard of one case in which a data set had a strange peak of births
on 11 November 1911. It turned out that the birth date had to be
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entered as six digits, in the day/month/year format, and that the
programmers were aware that people would sometimes type
00/00/00 to avoid giving a date. If six zeros were entered, the
machine rejected the date and required them to try again. And at
that point those who were very keen not to give a date would pre-
sumably try the next simplest thing they could think of—a se-
quence of six 1s, yielding an apparent date of 11 November 1911.

Redundancy in the data can be used as a general strategy to
prevent errors. This essentially involves entering the data, or at
least aspects of them, in more than one way. One common
method, especially in clinical trials research, is the double data
entry system, in which values are copied across (e.g., from data
collection forms into the computer) by two different people in-
dependently. The chance of their both making the same mistake
in the same place is small.

A rather different redundancy strategy involves entering a
string of numbers and also entering their sum. The computer
then adds up the numbers and compares its result with the input
sum. An error in any of the numbers in the string will mean the
two sums won’t match (except, presumably, in some very rare
cases when two errors canceled out). There are some very sophis-
ticated versions of this “check digit” idea.

Detection

The 11 November 1911 example and the use of check digits to pre-
vent errors at the data entry stage verge on error detection. Data
errors might be detected because they are out of line with other
data points or with what is expected. A value of 10ft sin in a data-
base of human heights would immediately arouse suspicion—
no human has ever been that tall. It’s possibly a data entry error
for sft 10in (although we cannot assume that that’s the case, and
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we would ideally go back to the data source to check, though this
is not always possible).

Errors can also be detected if there are logical inconsistencies.
If the claimed number of children in a family does not match the
number of ages given in a list of their ages, then there’s something
amiss. But errors can also be detected from statistical inconsis-
tencies. A 4-foot-tall person weighing 400 pounds might arouse
suspicion of a data error, even though some people are 4 feet tall,
and some people do weigh 400 pounds.

A more sophisticated example of the statistical detection of
oddities occurs in the Benford distribution. The first description
of this distribution (sometimes called a “law”) seems to have
been in 1881 by the American astronomer Simon Newcomb. He
used books of logarithms in his work. These are tables of numeri-
cal values enabling large numbers to be multiplied together very
quickly, which were widely used prior to the computer age. New-
comb noticed that the early pages of tables were much more
heavily thumbed than later pages. The law was rediscovered
nearly 60 years later by the physicist Frank Benford, who made
an extensive study showing that the same phenomenon—early
values being used more frequently than later values—cropped
up with many lists of numbers.

So what is Benford’s law?

First, we must define the most significant digit of a number.
It’s basically the first digit: the most significant digit in 1,965 is
1, and the most significant digit in 6,009,518,432 is 6, for exam-
ple. Now, in a collection of numbers you might expect the digits
1,2,3,...,9 to occur about equally often as the most significant
digit. That is, you might expect each of 1,2, . . . , 9 to occur as the
first digit in about one-ninth of numbers. But curiously, in many
natural collections of numbers the proportion of times that the
digits 1, 2, ..., 9 occur as the most significant digit is not
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roughly equal. Instead the 1 occurs about 30 percent of the
time, the 2 about 18 percent of the time, and so on down to the
9 occurring about 5 percent of the time. In fact, there is a precise
mathematical formula giving the distribution—Benford’s
distribution.

There are sound mathematical reasons why this strangely
counterintuitive phenomenon might occur, but we will not go
into them here." For us the important thing to note is that if data
depart from this Benford distribution, then it might be worth-
while checking to see if there is something funny going on. In
fact, Mark Nigrini, an expert in forensic accounting, has devel-
oped tools based on Benford’s distribution for detecting fraud
in financial and accounting records. And there’s a general point
here. Tools for detecting data peculiarities arising from errors can
also be used to search for peculiarities arising from fraud—where
the true numbers are being deliberately concealed. In chapter 6,
I mentioned that anti-money-laundering regulations require pay-
ments of $10,000 or more to be reported to the regulators.
Criminals have tried to overcome this hurdle by splitting their
transfers into many sums of just less than this figure. But an ex-
cess of numbers beginning with 9 (e.g., $9,999) will show up as
a departure from the Benford distribution.

I've spent quite a bit of time working with consumer banks
developing tools for detecting potential fraud in credit card
accounts. Many of these tools are based on searching for odd-
looking data points, values which might be errors but which
might indicate deception.

There’s one final important point to note about error detec-
tion; namely, you can never be sure you have detected all the
errors. The unfortunate truth is that the presence of errors can
(sometimes) be proved, but the absence of errors cannot. As we
saw earlier, while data can be wrong in an unlimited number of
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ways, they can be checked in only a finite number of ways. How-
ever, some sort of Pareto principle undoubtedly applies, which
says that most of the errors will probably be detectable with rela-
tively little effort, but also implies that there’s a law of diminish-
ing returns. If you detect 50 percent of the errors with a certain
amount of effort, then the same amount of effort again might
detect 50 percent of the remaining errors, and the same amount
again ..., but you'll never get them all.

Correction

The third strand to coping with dark data, after prevention and
detection, is correction. Once you've spotted that a number is
wrong, you need to decide what it ought to be. How you correct
errors—and even if it is possible to do so—will depend on what
you know about the values that should really be there and gen-
eral insight into the sorts of errors that arise. The examples of
misplaced decimal points in chapter 4 illustrated how our gen-
eral knowledge of the data and our experience with errors in the
past meant it was often fairly obvious what the true value should
be. Likewise, a recorded value that a cyclist was traveling at 150
mph in a table where all the other values lie between 5 and 20
miles per hour suggests that perhaps the true value was 15 miles
per hour, based on the context. But we must be cautious about
adjusting values too readily—in September 2018, champion cy-
clist Denise Mueller-Korenek established a land-speed bicycle
record of 183.942 miles per hour. Short of going back to the origi-
nal source and repeating a measurement, we cannot be sure
what number should be there, even if we can be sure that the re-
corded value is wrong.

One final general point about data errors is that the power of
the computer has opened up amazing new worlds of data and of
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understanding. Truly colossal data sets are being collected,
stored, and processed thanks to modern computers. These da-
tabases lead to tremendous opportunities. But that very comput-
ing power also implies a fundamental opacity. Although it en-
ables us to see things in data tha