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Preface

The technology landscape in the world has been continuously advancing at an 
unprecedented pace over the last decade, resulting in many novel theories and 
applications of global information resource management. The new technology 
landscape manifested by the emerging technology and applications has brought new 
opportunities for companies from different industries to enhance their competitive 
edge in global markets. The increasingly fierce global competition has demanded 
companies to closely monitor the development of new technologies, evaluate their 
potential values, and use them for their advantages. To meet the growing demand 
for research from these perspectives, this book presents some latest studies on the 
innovative approaches of managing information resources in the contemporary 
global society.

ORGANIZATION OF THE BOOK

This book presents 12 chapters submitted by contributors from twelve different 
countries including Brazil, China, France, India, Jamaica, Malta, New Zealand, 
Singapore, South Korea, Thailand, United Kingdom, and United States of America, 
documenting the latest development of new technologies and their applications in 
global information management in different countries. The book covers a broad range 
of topics on global information management, such as risk management, IT project 
management, mobile computing, software development, knowledge sharing, online 
trust, health-care systems, supply chain management systems, privacy and security 
issues in network systems, neural networks, and Internet of Things. Specifically, 
the book is organized as follows.

Chapter 1 reviews relevant literature in the last 20 years with respect to the risks 
in global and local IT projects and conducts a systematic comparison.

Chapter 2 studies how to effectively display commercial information on mobile 
devices based on its collaboration with a European mobile application company.

xv
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Chapter 3 proposes a simplified software process improvement model for small 
businesses in developing countries.

Chapter 4 investigates the effects of national cultures on individuals’ knowledge 
sharing with subjects in the U.S. and China.

Chapter 5 conducts a comparative study of mobile banking adoption by customers 
in the U.S. and Thailand.

Chapter 6 develops and tests a consumer trust model to predict a first-time buyer’s 
trust in a Korean business-to-customer online marketplace.

Chapter 7 conducts comparative research on the different health systems in two 
different countries: Malta and India.

Chapter 8 examines the impact of the Internet on the core values of consumers 
in India.

Chapter 9 highlights the challenges, their severity, and improvisation for the 
successful implementation of supply chain management information systems in the 
Indian automobile industry.

Chapter 10 identifies the critical success factors to improve the network system 
to reduce the security and privacy vulnerabilities in smart cities of India.

Chapter 11 proposes a new subnet training method for modular neural networks.
Chapter 12 develops a modified method to address the issues for Internet-of-

Things applications.

CONTRIBUTIONS OF THE BOOK

The last two decades have witnessed the abundance of research on IT project risk 
management. While local IT projects concern more on clients and scope, those 
on a global scale care more about the psychic distance, coordination, and control. 
The first chapter entitled “Are Risks in IT Global and Local Projects the Same? 
Systematic Literature Review of the Last 20 Years” identifies and differentiates 
the risk between global and local IT projects through exploratory research carried 
out using a systematic literature review. This chapter helps readers understand the 
different concerns between local and global IT projects as well as the main differences 
between the risk categories for each project type.

There has been an ongoing debate about how to place advertisements so as to 
attract users’ attention to generate more click-throughs on mobile devices. The 
chapter entitled “Mobile Advert’s Contextual Consistency: The Effect of Its Positional 
Display” provides findings based on the collaboration with a European mobile 
application company, to help businesses understand how to effectively leverage the 
emerging technologies to effectively display commercial information. In particular, 
the chapter shows that when contextual advertisements are consistently placed at the 
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top position or on the front page of a mobile application, it is more likely to achieve 
high click-throughs among users.

To better manage software quality, many companies have adopted different software 
process improvement programs to improve the process of software development. 
However, most of the existing models are often expensive and difficult to implement, 
particularly for small software firms in developing countries. The chapter entitled 
“A Software Process Improvement Model for Small Firms in Developing Countries” 
presents a simplified software process improvement model that ranks the primary 
considerations in the process of software development, subject to the constraints for 
small businesses. Specifically, the paper collected and analyzed the data collected 
from 112 developer/user dyads regarding their best practices of software development 
in four Caribbean developing countries, and demonstrates the factors, processes, and 
technologies that significantly impact the quality of the software product.

Motivating employees to share knowledge remains a challenge in organizations, 
particularly for employees with different individual and national cultural characteristics 
in multinational companies. Based on the analysis of subjects in both the U.S. and 
China, the chapter entitled “National Culture on Knowledge Sharing in the U.S. and 
China” investigates how individual and national cultures impact knowledge sharing 
by considering individual cultural characteristics as antecedents of knowledge-
sharing motivations and studying the national cultural differences. The chapter makes 
several significant findings for multinational companies to develop best practices to 
facilitate knowledge sharing. For instance, the chapter identifies that power distance 
and uncertainty avoidance are significantly related to reciprocal benefits in the U.S. 
but not in China. In addition, individualism (collectivism) relates to organizational 
rewards and images only in the U.S., but reciprocal benefits only in China.

Recent years have seen the accelerated pace of the development in mobile banking 
due to the increasing number of smartphone users. In response to this trend, banks 
have started to strengthen their mobile banking services as a new focus on competitive 
advantages. Due to a variety of reasons, many customers are still reluctant to use 
mobile banking services. Therefore, there is an urgent need for banks to understand 
the influential factors that inhibit them from using mobile banking. Against this 
backdrop, the chapter entitled “A Comparative Study of Mobile Banking Adoption: 
An Analysis of Banking Customers in the U.S. and Thailand” explores consumers’ 
perceptions of mobile banking in both the U.S. and Thailand and identifies important 
factors affecting mobile banking adoption by people in these two countries. The 
factors identified by this chapter provides practical guidance for global companies 
to better design mobile services to satisfy customers’ needs when developing and 
deploying mobile banking services.

In an online marketplace, trust is a fundamental element to facilitate the transactions 
between buyers and sellers who often have never met before. The chapter entitled 
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“Predicting Consumer Trust in an Intermediary in B2C Online Marketplaces: Insights 
From the Korean Experience” presents a consumer trust model to assess the trust 
of first-time buyers in a Korean online marketplace. Analyzing data collected from 
208 respondents, the chapter investigates some specific organizational factors of 
trustworthiness that help predict the overall trust in an online intermediary. For 
instance, it was found that integrity has the most significant association with the 
overall trust in an intermediary. An online marketplace typically has its unique level 
of trustworthiness beliefs, which serve as the predictor of its overall trust.

The continuously advanced technologies and social demands have challenged 
healthcare organizations to update their management policies and strategies to 
increase their awareness of corporate social responsibility (CSR). Using a mixed 
qualitative-quantitative research approach, the chapter entitled “Communicating 
Corporate Social Responsibility in Healthcare Through Digital and Traditional 
Tools: A Two-Country Analysis” explores the CSR communication in a healthcare 
setting regarding the use of both traditional and interactive technologies in both 
Malta and India. This chapter finds that healthcare organizations in both countries 
have been enhancing their CSR awareness and suggests different strategies based 
on both digital and traditional tools to effectively communicate CSR initiatives in 
healthcare organizations.

The ubiquity of the Internet has made it easier to transfer values and beliefs between 
western and eastern cultures. The recent development in Web 2.0 technologies such 
as social media, blogs, wikis, and online forums have enabled individuals from 
different cultural backgrounds to communicate and exchange the beliefs from their 
value systems. Studying the impact of western individualistic culture, the chapter 
entitled “The Impact of The Internet on Change in Consumer Values in India: 
Internet and Values” summarizes the changes in values in India between 2004 and 
2014 due to the influence of the Internet. The traditional collective values such as 
Universalism among the youths in India have been increasingly replaced by western 
individualistic values such as power and achievement. The findings from this chapter 
provide valuable implications for businesses as customers’ preferences are typically 
aligned with their values.

The increasingly globalized business environment requires companies to constantly 
seek innovative solutions to manage their information and communication systems 
in supply chains. Supply Chain Management Information System (SCMIS) plays 
an important role in the whole process of supply chain management by reducing 
the costs and enhancing the responsiveness of supply chains. Prior research shows 
that it is a major challenge to successfully implement SCMIS and achieve expected 
returns as many implementations suffer from a high failure rate. Therefore, 
more research is needed to identify the risk factors that may lead to failures in 
implementing SCMIS and the ways to mitigate such risks. The chapter entitled 
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“Fading Challenges in Implementation of Supply Chain Management Information 
System in Indian Automobile Industry” studies the implementation of a SCMIS in 
the Indian automobile industry with respect to the challenges and success factors. 
The chapter makes valuable suggestions to help managers develop appropriate 
practices to overcome the challenges and better utilize the resources during the 
process of SCMIS implementation.

The advancement of technologies provides opportunities for cities to modernize 
their facilities to sustain their developments. In India, the government has launched 
initiatives to create 100 smart cities in different regions where 5G network systems 
will be introduced to deploy the underlying network infrastructure. However, such 
development opportunities also bring new concerns about the privacy and security 
issues involved in the network systems. Considering the needs of the smart cities in 
India, the chapter entitled “Critical Success Factors to Create 5G Networks in Smart 
Cities of India: From Security and Privacy Perspectives” proposes a framework 
to identify the critical success to improve the security and privacy levels in the 
network systems. The chapter applies different standardized methods to detect the 
relationship among the critical success factors so as to mitigate privacy and security 
vulnerabilities.

Dynamic modularity, one of the fundamental characteristics of the human 
brain, serves as the fundamental principle of the cooperative divide-and-conquer 
approach used in problem-solving. From the perspective of “an expert with other 
capabilities”, the chapter entitled “A Novel Cooperative Divide-and-Conquer Neural 
Networks Algorithm” develops a new subnet training method for modular neural 
networks. The method proposed is based on the assumption that a subnet learns 
the data sets from its neighbor while completing its main task. The chapter also 
suggests replacing the classical absolute distance measure with a relative distance 
measure. Conducting both methodological and empirical studies, the chapter designs 
two types of experiments to solve both approximation and prediction problems in 
nonlinear dynamic systems.

For real-time Internet-of-Things (IoT) applications in Modern-Secure-Wireless 
Sensor Networks (MS-WSN), it is challenging to design energy saving routing 
protocols. Existing hierarchical protocols for WSN lack scalability in large-scale 
global IoT applications. For instance, Low Energy Adaptive Two-level-CH Clustering 
Hierarchy (LEATCH) reduces the energy-consumption but is not suitable for scalable 
and dynamic routing. Energy Efficiency and Event Clustering Adaptive Routing 
Protocol (EEECARP) relays information with intermediates nodes but cannot address 
issues such as magnitude ecological conditions and energy waste. The chapter entitled 
“An Experimental Analysis of Modified EEECARP an Optimized Cluster-Based 
Adaptive Routing Protocol for Modern-Secure-Wireless Sensor Networks” develops 
the modified EEECARP to address the above issues to improve the lifetime of MS-
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WSNs with better dynamic event clustering adaptive routing. The chapter conducts 
experiments to demonstrate the better performance of the proposed protocol than 
that for EEECARP and LEATCH.

Zuopeng (Justin) Zhang
University of North Florida, USA
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ABSTRACT

The aim of this chapter is to identifier the differentiation of risk between global 
and local projects through exploratory research carried out using a systematic 
literature review. One thousand seven hundred twenty-five risks were identified in 
46 articles published in the last 20 years and classified within 22 categories. The 
major concern regarded in local project management was the client (external risk) 
and scope (internal risk) and, in global project management, the psychic distance 
(external) and coordination and control (internal). The main difference between 
the risk categories for each project type refers to the psychic distance category, 
which was identified almost exclusively in global projects, thus making the external 
risks more relevant than those in local projects. On the other hand, it allows some 
risks, such as supplier and stakeholder, to be underestimated. The results indicate 
that project managers should focus on different risks depending on the type of IT 
project: global or local.
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Are Risks in IT Global and Local Projects the Same?

INTRODUCTION

The complexity of IT projects has increased as technologies evolve, end users 
demand greater ease of use and flexibility and their development is carried out 
globally. There are many differences between the attributes in local and global IT 
projects. While local projects involve a single or a limited number of organizations, 
global projects have multiple organizations and departments involved, each with 
their different interests and cultures. While legislation is known and well understood 
in local projects, in global projects the comprehension is difficult and needs 
interpretation (Lientz & Rea, 2003). Regardless of being local or global, projects 
are impacted by numerous uncertainty and risk events during execution, producing 
a high level of failure among organizations (Sauser, Reilly, & Shenhar, 2009). The 
Risk Management [RM] is the knowledge area within project management [PM] 
that regularly handles risk. Risk Management provides a dynamic way of decision 
making, prioritizing and classifying risks (Pasha, Qaiser & Pasha, 2018), therefore 
it is considered a key process to achieve high performance in IT projects (Kutsch, 
Denyer, Hall & Lee-Kelley, 2013; Odzaly; Greer & Stewart, 2018).

Many studies focus on the risks management in local IT projects regarding 
information systems Shokouhyar, Panahifar, Karimisefat, & Nezafatbakhsh, 2018), 
software (Jiang & Klein, 2000), Enterprise Resource Planning [ERP] (Sumner, 2000) 
and Outsourcing (Bunker, Hardy, Babar & Stevens, 2015). Other articles focus on 
the risks of global IT projects related to ERP (Aloini, Dulmin, & Mininno, 2012), 
outsourcing (Kliem, 2004) and software (Perrson, Mathiassen, Boeg, Madsen, 
Steinson, 2009; Verner, Brereton, Kitchenham, Turner & Niazi, 2013). However, 
few studies look into the difference between the risks in both of them. The exception 
was the study by Ghafoor, Shah, and Rashid (2017) which analyzed risks in adopting 
agile methodologies in both, global and local, software projects; Nakatsu and Iacovou 
(2009), who, nevertheless, focus on the main risk factors in outsourcing projects; 
and Shehzad, Awan, Lalu, and Aslam (2017) who identified patterns of failure in 
software projects, which is risk to future ones.

Therefore, this chapter has the aim of identifying the differentiation of risk between 
global and local projects, which will be highlighted through a Systematic Literature 
Review [SLR] method, based in Petticrew and Roberts (2008), published between 
2000 and 2019. The methodological procedures are described in the appendix. This 
is an evidence-based approach (Tranfield, Denyes & Smart, 2003). Identify risks 
and risk categories involved in IT projects, as well as their specificities related to the 
type of projects (global or local) can help organizations review their management 
strategies and practices, as well as facilitating successful scaling and, in the case of 
global projects, improving relations between geographically distributed organizations 
(Shameem, Kumst, Kumst, Chandra, & Kan, 2018).
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BACKGROUND

IT projects are classified into system and infrastructure development projects. In 
the former, delivery is a computational system. In the latest, on the other hand, 
deliveries are related to servers, communications, and other several possibilities, 
thus having specific risks for each type (Sommerville, 2015). In this chapter, systems 
will be the focus. It is common to use offshore teams in this type of project (Kliem, 
2004), constituting what is known as a global project, which uses distributed teams 
(Ebert, 2011). Specifically, software projects have been called distributed software 
development.

Global projects are those that involve individuals, teams, groups and organizations 
from multiple locations (Lientz & Rea, 2003), cultures and business units and 
functions (Anantatmula & Thomas, 2010). There are unique challenges in this 
new context, such as language and communication barriers, cultural differences, 
distributed teams, and different government regulations from one country to another. 
The trend of involving different countries in such projects is due to the use of each 
country’s competitive advantages, which can be explained specifically by two 
factors: the marketing factor, in which there is the need for access to markets and use 
of distribution channels, responding to local needs and increasing client intimacy, 
and the technology factor, related to the recruitment of qualified personnel, access 
to foreign talents, the existence of lower wages and differentiated technologies 
(Chiesa, 1995).

Specifically, global IT development projects promise improvements in the time 
to market, round-the-clock development, client proximity and access to cheaper 
skilled labor (Carmel, 1999; Holmstrom, Conchúir, Ågerfalk & Fitzgerald, 2006) 
and thus to gain and maintain competitive advantage (Kommeren & Paiviainen, 
2007). However, in addition to bringing benefits to the projects, this new reality 
introduces new challenges to their management due to the distance aspects known 
as geographical distance, temporal distance (time zone difference), and socio-
cultural distance. These characteristics are usually termed as ‘‘global distance’’ 
(Noll, Beecham, & Richardson, 2010). All these challenges must be dealt with 
through RM. They are another aspect that becomes predominant within the overall 
project scope and, if ignored, can increase the likelihood of project failure (Jalali & 
Wohlin, 2010). It can be seen as a combination of the probability of occurrence and 
alternate impacts, including perceived importance for the stakeholders (Treasury, 
2004). Thus, it involves uncertainty and it is an opportunity, if positive, or a threat, 
if negative (Project Management Institute - PMI, 2017) and specific unknown risks 
cannot be managed proactively, which suggests that project teams should create 
a contingency plan (PMI, 2009). Although RM is a continuous process, Russo, 
Sbragia and Yu (2017) state that it occurs mainly in the initial phase of the project, 
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emphasizing the importance of identification of the early signs of environmental 
change during the project.

IT risks are related to systems development, support infrastructure, peopleware 
and information security (Sommerville, 2015). Many risk factors come from outside 
the project, the company and its environment, so the project manager should promote 
favorable effective communication and collaboration between all stakeholders, a 
particularly important condition for the early detection of risk and its management 
(Thamhain, 2013). The user is one of the most important stakeholders because they 
are the primary source of requirements for the system (Schmidt, Lyytinen, Keil, & 
Cule, 2001). Risks events can serve as input information for knowledge management 
in projects (Alhawari, Karadsheh, Talet, & Mansour, 2012) to organizational learning. 
Prikladnicki and Yamaguti (2004) affirm that RM must not only be adapted to the 
configuration of global software development projects, as it also becomes more 
important in this context than in the context of local projects.

DIFFERENCE BETWEEN GLOBAL AND LOCAL RISKS

Which Literature Shows Risks?

Table 1 features 46 selected papers, 17 about global projects, 26 articles related to 
local projects and 3 articles covering the two types of projects. Among the selected 
references, 2 articles evaluated ERP projects, 4 articles evaluated Information System 
projects, 6 evaluated Outsourcing and the majority referred to Software development. 
The vast majority applied qualitative procedures to deal with research about risks, 
which shows deep analyzes, and the quantitative ones mainly tried to identify the 
most relevant risks to the context.

The researched papers bring us different points of view regarding the risks, as 
clients (Nakatsu & Iacovou, 2009), managers (Dwivedi et al., 2015), project managers 
(Smite, 2006), service providers (Ahmed, Capretz, Sandhu, & Raza, 2014), experts 
and practitioners (Shrivastava & Rathod, 2015); team members (Hwang, Hsiao, & 
Chern, 2016). Few articles explore more than one point of view: senior executives 
and project managers (Liu, Zhang, Keil, & Chen, 2010), client and vendor (Bunker 
et al., 2015) and managers and software developers (Neves, da Silva, Salomon, da 
Silva, & Sotomonte 2014).

From this overview it is noted that distributed software development projects 
have become the most published topic in recent literature on IT project risks. 
Another recurring theme in recent years is agile project management that focuses 
on teamwork, the importance of individuals and their interactions throughout the 
life cycle, early product delivery, customer collaboration, and changing response 
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Table 1. References selected in the Systematic Literature Review

Id Reference Project Type It Project Research Type

1 Ahmed et al., 2014 Global Outsourcing Mixed

2 Aloini et al., 2012 Global ERP Qualitative

3 Aslam et al., 2017 Global Software Mixed

4 Aslam, Ijaz et al., 2017 Global Software Qualitative

5 Aundhe & Mathew, 2009 Global Outsourcing Qualitative

6 Baccarini et al., 2004 Local Software Quantitative

7 Brookfield et al., 2014 Local Software Quantitative

8 Bunker et al., 2015 Local Outsourcing Qualitative

9 Dwivedi et al., 2015 Local Information Systems Qualitative

10 Ebert et al., 2008 Global Software Qualitative

11 Elzamly et al., 2016 Local Software Quantitative

12 Ghafoor et al., 2017 Both Software SRL

13 Gheni et al., 2016 Global Software Mixed

14 Ghobadi & Mathiasse, 2017 Local Software Mixed

15 Han, 2014 Local Software Quantitative

16 Hijazi et al, 2014 Local Software Qualitative

17 Hwang et al., 2016 Local Information Systems Qualitative

18 Jiang & Klein. 2000 Local Software Quantitative

19 Kliem, 2004 Global Outsourcing N/A

20 Lee & Baby, 2013 Global Software Qualitative

21 Liu & Wang, 2014 Local Outsourcing Quantitative

22 Liu et al., 2010 Local Software Qualitative

23 López & Salmeron, 2012 Local Software Qualitative

24 Lu et al., 2013 Local Software Qualitative

25 Nakatsu & Iacovou, 2009 Both Outsourcing Qualitative

26 Neves et al., 2014 Local Software Qualitative

27 Nicolás et al., 2018 Global Software RSL - Quantitative

28 Nurdiani et al., 2011 Global Software RSL - Quantitative

29 Pasha et al., 2018 Local Software Qualitative

30 Perrson et al., 2009 Global Software Qualitative

31 Rodriguez et al., 2016 Local Software Qualitative

32 Samantra et al., 2016 Local Software Quantitative

33 Sarigiannidis & Chatzoglou, 2014 Local Software Quantitative

34 Schmidt et al., 2001 Global Software Quantitative

35 Shameem et al., 2017 Global Software Mixed

36 Sharma et al., 2011 Local Software Mixed

continued on following page
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requirements (Aslam et al., 2017; Ghafoor et al., 2017; Shameem et al., 2018; 
Nicolás, de Gea, Nicolás, Fernández-Alemán, Toval, 2018).

Which Differences Are There Between Risk Categories?

To discuss this differences, in the next topics it will be explained each risk category 
by type of project. The complete risk category table by author is extensive, so the 
reader can access it at the link http://gg.gg/erlus.

External Risks

Table 2 summarizes the external risk items identified from 46 references, classifying 
them according to different categories, project type, and references. Moreover, it 
is noteworthy that most external risks were cited in articles about global projects.

The global and local projects showed a relative concern with the client category of 
risks, which include user also. Client commitment with project is the most common 
risk (Shameem et al., 2017). In local projects, the main types of risks found were 
related to the failures in managing client expectations and lack of commitment, 
support, and participation of users, as Jiang and Klein (2000) discussed in detail. 
In addition to the fact that these same risks have been found in global projects, 
risks related to the difficulty in managing conflicts of major clients, changes in 
the structure (like mergers and acquisitions), CEO/top management change, and 
processes specific to bigger clients have also been noted.

The psychic distance is the difference between the home country and the foreign 
country. The greater difference between the countries, the greater the level of 
uncertainty involved in the business (Carlson, 1975). Even in local projects, some 

Id Reference Project Type It Project Research Type

37 Shehzad et al, 2017 Both Software RSL

38 Shokouhyar et al, 2018 Local Information Systems Quantitative

39 Shrivastava & Rathod, 2015 Global Software Qualitative

40 Smite, 2006 Global Software Quantitative

41 Sonchan & Ramingwong, 2014 Local Software Qualitative

42 Sumner, 2000 Local ERP Qualitative

43 Verner et al, 2014 Global Software RSL

44 Vrhovec et al., 2015 Local Software Qualitative

45 Wallace & Keil, 2004 Local Software Quantitative

46 Ziemba & Kolasa, 2015 Local Information Systems Qualitative

Source: Authors

Table 1. Continued
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authors (Bunker et al, 2015, Dwivedi et al., 2015; Ghobadi & Mathiasse, 2017) 
highlighted the risks when the project involves different organizations in a team. 
Nurdiani, Jabangwe, Smite and Damian (2011) extensively explored this kind of risk in 
global projects in three dimensions: temporal, as time-zone differences; geographical, 
which limits face-to-face meetings; and socio-cultural, which includes language, 
values and work process. These risks can result in a decrease in communication 
frequency, access, and richness. Difficulty in creating mutual trust and cohesion 
between team members due to physical distance was also reported. It was expected 
that this risk category would be significantly different between global and local 
projects, as Table 2 shows. This category is very significant and represents 32% of 
the external risks of global projects.

Few risks were related to the economic category, which shows low concern from 
local and global projects with this kind of risk. These risks are related to currency 
fluctuation, macroeconomic instability (such as inflation), high exchange rate and 
competitors’ actions, which were the main factors reported. Apart from these risks, 
Ahmed et al. (2014) cited new competitors that may affect both the organization and 
offshore outsourcing projects. The major importance given by researchers of global 

Table 2. External risks by categories and by reference

Risk Category
Local Global Total

Quantity % Id Authors Quantity % Id Authors Quantity %

Client 95 8%

7, 8, 9, 11, 12, 14, 
15, 16, 17, 18, 21, 
22, 23, 25, 26, 29, 
31, 33, 36, 37, 41, 
42, 44, 45, 46

32 5% 2, 3, 5, 12, 25, 27, 
34, 35, 39 127 7%

Psychic Distance 7 1% 8, 9, 14 117 19%

3, 4, 10, 12, 13, 
19, 20, 25, 27, 28, 
30, 35, 37, 39, 
40, 43

124 7%

Economic 12 1% 6, 11, 15, 22, 29 14 2% 1, 5, 10, 19, 28, 37 26 2%

Supplier 22 2% 6, 8, 9, 11, 15, 
22, 45 24 4% 1, 2, 3, 10, 25, 27, 

34, 35, 37, 39, 43 46 3%

Environment 5 0% 8, 38 3 0% 20, 37 8 0%

Political 1 0% 9 8 1% 1, 5, 19, 25, 37, 43 9 1%

Regulatory 5 0% 8, 11, 15, 33, 41 12 2% 1, 5, 10, 19, 20, 
28, 37, 43 17 1%

Stakeholder 16 1% 6, 8, 22, 29, 36, 
37, 44 14 2% 3, 20, 27, 28, 30, 

34, 37, 39, 43 30 2%

Technological 6 1% 7, 8, 9 0 0% 6 0%

Total 169 15% 224 37% 393 23%

General Total 1118 100% 607 100% 1725 100%

Source: Authors
Note: The authors of each reference are detailed in Table 1

Table 1. Continued
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projects can be explained by the novelty of the context that this type of project will 
be faced with, and the likely consequent lack of knowledge of the new market and 
competitors (Pasha et al., 2018).

The risks covered by the supplier category are related to the performance and 
behavior of suppliers, which can hardly be anticipated or controlled. Despite the slight 
difference in the number of risks in global and local projects, it can be considered 
significant. Articles from both projects mention risks relating to non-compliance 
with deliveries agreed upon, lack of cooperation and integration between suppliers 
or between them and the client, infrastructure incompatible with the requirements, 
opportunistic or unethical behaviors and hidden costs. Bunker et al. (2015) highlight 
the hazard of reputational damage caused because of this category of risks.

Risk events related to the environment category are linked to the requirements 
or restrictions imposed by nature. Only eight risks were mentioned and they were 
related to the lack of disaster recovery practices, both for the project and the business, 
as Bunker et al. (2015) mentioned. This indicates that there is little concern about 
risks related to the environment for both project types.

Another type little cited is political risks for which global projects are more 
concerned. Political risks are about hostile societies (such as terrorism, insurrection, 
riots, revolutions and civil wars) and interstate (such as economic sanctions and wars) 
than risks related to a government, expropriation, confiscation, restrictions, and 
taxation. The risks cited in researched articles were: the tension between countries, 
war, disorder, terrorism, corruption, protectionist laws, and political instability of 
the destination countries, as Ahmed et al., (2014) mentioned.

The regulatory risk category is reported mainly in articles about global projects. 
Issues related to lack of knowledge or understanding of the law, differentiation of 
agreements, protection of patents and intellectual property, including concerns 
about private property.

The stakeholder category includes generic risks to any external stakeholder 
of the project and those that could not be classified into the supplier or client/user 
categories. Internal organization stakeholders (sponsor, representatives of other 
departments) were classified in the organizational environment category. The risks 
cited in global and local projects related to excessive external dependence, lack of 
commitment and trust, and failure to identify all stakeholders. In local projects, the 
concern was focused on conflicts between users and developers and withholding 
of information.

Obsolescence and emergence of new technologies risks may arise due both to 
the opportunity to find a more suitable technology and to the increased cost to find 
new technological options. Bunker et al. (2015) classified them in strategy risks, 
which included ROI and reputational damage risks, while Brookfield, Fischbacher-
Smith, Mohd-Rahim, and Boussabaine (2014) considered the appropriateness of 
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choice of technology and its impacts as cost. It is surprising that only articles about 
local projects cited this kind of risk. The cited authors considered more relevant 
the risk to deal with technology internally than the change in the technology itself.

Regarding the social category that encompasses risks include actions that affect 
the communities around them, labor issues, human rights violations within the 
workforce, and corruption. This allows us to infer that project management is still 
far from addressing more structural and deeper issues of the external environment.

Internal Risks

The internal risks are presented in Table 3 and it has been observed that internal 
risks were mentioned more in articles about local projects than to global projects.

Among the internal risks of the organization, the organizational environment 
category stands out. This category was cited by 26 authors, who focused on local 
projects, such as Lu et al. (2013), who identified that this subtype is more influential 
to experts from a medium-scale technology enterprise and a software development 
company. The risks cited are very similar in both projects. This category can be 
subdivided into 2 subtypes: issues related to culture and organizational processes 
and those related to internal stakeholder. As for the first subtype, the following 
were cited: the distinction of business tradition among organizations, the lack of 
project value for the business, change conditions and organizational structure. As for 
the stakeholder, the instability of the organizational environment arising from the 
change of sponsors and the opposition to the IT department were both cited. The same 
subdivision can be applied to risks in local projects. Regarding the organizational 
processes and culture, the following were cited: the changing environment, including 
its priorities and instability, lack of experience of the organization with the project 
type, lack of organizational structure to support the project, projects generated for 
political reasons, lack of maturity. Concerning stakeholder, certain conflicts between 
departments were cited, such as lack of support and commitment of sponsors. The 
lack of executive (sponsor) involvement and support were unanimous among authors.

While the supplier category contains risks that do not depend on the performing 
organization, the acquisition category contains risks that can be managed by the 
project team. Bunker et al. (2015) identified 27 risks in local projects, which involve 
contracts, as risks arising from the choice of agreement, choice of consultants and 
outsourcing, a false sense of risks being mitigated or transferred. The risks related to 
global projects present more details on these risks, as pointed Verner et al. (2014), 
including the most suitable type of agreement, the inclusion of specific clauses, such 
as one relating to intellectual property and confidential information, including the 
lack of learning and control. Therefore, a greater concern has been noted on risks in 
global projects regarding the acquisition process and the performance of suppliers. 
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Table 3. Internal risks by category

Risk Category
Local Global Total

Quantity % Id Authors Quantity % Id Authors Quantity %

Organizational 
Environment 115 10%

6, 7, 8, 9, 11, 12, 14, 
15, 17, 21, 22, 23, 

24, 25, 26, 29, 31, 32, 
33, 36, 37, 41, 42, 44, 

45, 46

33 5% 1, 2, 3, 12, 19, 20, 25, 
34, 37, 39, 40, 43 148 9%

Acquisition 34 3% 6, 8, 11, 22, 29, 33, 37 26 4% 5, 10, 25, 37, 43 60 3%

Complexity 45 4%
7, 9, 14, 17, 18, 21, 

22, 23, 24, 25, 31, 32, 
33, 41, 42, 45, 46

10 2% 2, 3, 13, 19, 34, 
35, 43 55 3%

Communication 23 2%
7, 8, 11, 12, 14, 16, 

17, 21, 22, 23, 29, 33, 
37, 41, 45, 46

28 5% 2, 3, 12, 19, 35, 37, 
39, 43 51 3%

Coordination 
and Control 139 12%

6, 7, 8, 9, 11, 12, 14, 
15, 16, 17, 18, 21, 22, 
23, 24, 25, 26, 29, 31, 
32, 33, 36, 37, 38, 41, 

42, 44, 45, 46

65 11%
2, 3, 4, 10, 12, 19, 20, 
27, 30, 34, 35, 37, 39, 

40, 43
204 12%

Cost 18 2% 8, 16, 25, 32, 36, 37, 
41, 45 11 2% 2, 19, 25, 27, 34, 35, 

37, 39 29 2%

Scope 154 14%

6, 7, 8, 9, 11, 12, 15, 
16, 17, 18, 21, 22, 

23, 24, 25, 26, 29, 31, 
32, 33, 36, 37, 41, 42, 

45, 46

28 5% 2, 3, 12, 19, 27, 28, 
34, 35, 37, 39, 43 182 11%

Human 
Resource 
Management

111 10%

6, 7, 8, 9, 11, 12, 14, 
15, 16, 17, 18, 22, 

23, 24, 25, 26, 29, 32, 
33, 36, 37, 38, 41, 42, 

45, 46

54 9%
2, 4, 10, 13, 19, 20, 

27, 28, 30, 34, 35, 37, 
39, 40, 43

165 10%

Personal 78 7%

6, 7, 8, 9, 11, 12, 14, 
17, 21, 22, 23, 24, 29, 
31, 32, 33, 36, 37, 41, 

42, 45, 46

42 7%
3, 10, 12, 19, 27, 28, 
30, 34, 35, 37, 39, 

40, 43
120 7%

Product Process 115 10%
7, 8, 9, 11, 12, 15, 16, 
21, 22, 23, 29, 31, 32, 

36, 37, 41, 46
35 6% 3, 4, 12, 19, 27, 34, 

35, 39, 43 150 9%

Quality 44 4% 7, 8, 9, 12, 23, 29, 32, 
33, 36, 37, 41 6 1% 3, 37, 39, 43 50 3%

Technology 51 5%

6, 7, 8, 9, 11, 14, 15, 
17, 18, 21, 22, 23, 24, 
29, 36, 37, 38, 41, 42, 

45, 46

40 7%
2, 3, 12, 13, 19, 20, 

25, 27, 28, 30, 34, 35, 
39, 40, 43

91 5%

Time 22 2%
7, 8, 15, 16, 22, 23, 
26, 32, 36, 37, 41, 

45, 46
5 1% 30, 34, 37, 43 27 2%

Total 949 85% 383 63% 1332 77%

General Total 1118 100% 607 100% 1725 100%

Source: Authors
Note: Id authors correspond to Table 1
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It is important to remark the concern conveyed by Nakatsu and Iacovou (2009) on 
this category only in global projects when they analyzed the two kinds of projects.

Only a few risks were cited in the complexity category for global projects, 
however, this category was relatively well cited in the local projects category. 
While the risks in global projects were more focused on the complexity that results 
from the interaction with several organizations that impacted project control and 
communication, local projects focused instead on project size, large number of 
departments or units involved, on the great number of technological interfaces with 
other systems, on the number of features to be developed and on the technological 
level required. One could say that these risks relate more to complicated projects 
than to complex projects because complexity arises from the interplay of variables. 
However, some authors (Liu & Wang, 2014; Wallace, Kell, & Rai, 2004) suggested 
reducing or managing the complexity because it may amplify a risk’s impact.

The communication category presented more risks caused by misunderstandings 
due to the absence and/or poor communication between project teams. As expected, 
the risks reported related more to global projects. This is since communication in 
dispersed teams always generates a challenge to global projects. However, the low 
percentage in local projects was surprising. In these projects, the poor and inefficient 
communication with project stakeholders stood out, while in global projects, the 
lack of synchronous communication and lack of properly designed communication 
planning were the ones with the most detail. Therefore, preventing communication 
from being minimized between geographically dispersed teams is one of the main 
challenges of the project, especially when it comes to distributed projects (Aslam 
et al., 2017; Perrson et al., 2009; Smite, 2006).

The authors have highlighted both in local and in global projects the coordination 
and control category. The leader’s role is also emphasized in this category. The 
vast majority of risks listed in this category refer to problems in or lack of project 
managing methodologies, lack of maturity in Project Management, lack of application 
of management, including RM, and lack of planning, coordination, and control. In 
global projects, strategic thinking and planning were mentioned, as well as problems 
caused by asymmetry in processes, policies, and standards. Besides, some authors 
mentioned creating, capturing and sharing knowledge (Lee & Baby, 2013; Perrson 
et al., 2009).

Only eight authors cited the cost category generally linked to local projects. Such 
risks focus on measurement, inadequate budget and cost management. In turn, the 
risks of global projects are more detailed, such as the risks for the early definition 
of costs without a detailed definition of the project, assessment of costs of passing 
from transition to operation, failure to use appropriate tools to calculate the cost, 
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and lack of reserves. It can be said that they relate to the accuracy of project cost 
estimates. This category and the time category had the lowest percentage among 
all internal risk categories.

The scope category was the second most mentioned and is mainly linked to poorly 
designed requirements or omissions, including business requirements, failure to meet 
expected results, mismanaged change requests, lack of freezing changes, erroneous 
development of features, gold plating (including unsolicited features). Although there 
is a great difference in the number of risks cited between the two project types, the 
risks cited for global projects are also classified as specifically formulated for local 
projects. Nicolás et al. (2018) focus on requirements issues on global projects and 
Neves et al. (2014) concluded that unclear or misinterpreted scope and objectives 
are the main risk factor for local projects in incubated technology-based firms.

The staff management category is mainly related to problems with the distribution 
of roles and responsibilities among team members. This was the third most mentioned 
category. It refers to problems in the distribution of resources, to the lack of qualified 
personnel, lack of training, turnover, improper distribution of roles and responsibilities, 
conflict management, negative attitudes by the development team, and different 
levels of knowledge among team members. Jiang and Klein (2000) detailed many 
kinds of lack of expertise of team members and lack of clarity in role definitions. 
The distinction in global project risks is the difficulties in coordination of multisite 
development (Verner et. al., 2014) and delegation (Klein, 2004). Few studies focus 
on virtual teams (Gheni, Yusmadi, Marzanah, & Norhayati, 2016) and distributed 
teams (Nurdiani et al., 2011; Smite, 2006).

Risks relating to personal characteristics of the project team, project manager 
and members, were grouped in the staff category. It was not as listed as the staff 
management category. It was well balanced between the authors and between global 
and local project types. The most frequently reported risks of that category were: 
lack of expertise, experience, skill, and competence; behavioral attitudes such as 
lack of commitment, trust, and collaboration; diversity of styles. Focusing on local 
projects, Baccarini, Salm and Love (2004) identified this risk category as the most 
present based on interviews with 18 IT managers.

The category product process covers all risks related to the specific project 
product development. The risks referred to errors in the development strategy and 
product configuration, flaws in software development processes (architecture, 
analysis, design, coding, and integration). Some authors (Hijazi, Alqrainy, Muaidi, 
& KhdourIdentifyin, 2014; Elzamly, Hussin, Saleh, 2016) analyzed in detail the 
risks of each phase of the life cycle of a software project, which can explain the 
high number of risks in this category.

The risks of the quality category refer mainly to the low quality of tests conducted, 
as well as their lack of planning. It is perceived that there was little concern for 
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quality in local projects and even less in global projects. The high number of risks 
generated by Bunker et al. (2015) in this category refers to the risks that may arise 
regarding the Service Level Agreement [SLA].

The risks related to technology in both types of projects referred mainly to the 
tools, infrastructure and technologies required to develop the product of the project 
and transition it into operations. The differentiated risks of global projects were 
related to the infrastructure of communication and security, cited by Kliem (2004), 
Nakatsu and Iacovou, (2009), Verner et al. (2014), Shrivastava and Rathod (2015), 
and Smite (2006).

The most prominent risks in the time category concerned the estimates of 
unrealistic deadlines. Moreover, it is noticed that the local projects are more concerned 
about this kind of risks. Herbsleb and Mockus (2003) concluded that global projects 
take, on average, more than twice the time required for a local project of equal content.

Are These Differences Significant?

In Table 4, it is presented the quantity and percentage of risks by category and 
type of project. The chi-square statistical test was significant (p <0.0001) (Siege 
& Castelan, 2006), accepting that there are differences in the treatment of risks 
between global and local projects.

SOLUTIONS AND RECOMMENDATIONS

By differentiating global projects from local, it is possible to highlight the deeper 
concern about external risks in global projects when compared to local projects, 
which give significance statistical to this difference. Such risks are hardly controlled 
directly by the organization; nevertheless, they should be identified and monitored 
by the company. As Russo et al. (2017) state, at least managers and the team must 
be aware of changes in the environment to proactively manage the situation.

Naturally, psychic distance has a strong presence in global projects, as it 
encompasses the differences between the home country and the foreign country. Of 
the seven specific risk events of global projects identified by Nakatsu and Iacovou 
(2009), five also fall into this category: the language barrier in communication, 
cultural differences between nations, restrictions due to different time zones, lack 
of familiarity with the agreements and laws of the destination country, as well as 
its political instability. Therefore, it can be mentioned that many risks related to 
the supplier, client, and stakeholder in global projects were included in the psychic 
distance, for instance, the language barrier will not only impact the team elements 
but also suppliers, clients, users, interpretation of the law, etc.
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The more presence of economic, political and regulatory categories in global 
projects also demonstrates concern about the instability of governments and 
regulations that underpin the competitive advantages of such projects. As highlighted 
by Chiesa (2000), obtaining economies of scale and protection of technological 
rights are relevant criteria for achieving the purposes of global projects.

Table 4. External risks by category

Risk Category
Local Global Total Level of 

SignificanceQuantity % Quantity % Quantity %

External Risks 169 15% 224 37% 393 23%

Client 95 8% 32 5% 127 7% 0.02*

Psychic Distance 7 1% 117 19% 124 7% 0.00***

Economic 12 1% 14 2% 26 2% 0.05*

Supplier 22 2% 24 4% 46 3% 0.02*

Environment 5 0% 3 0% 8 0% 0.89

Political 1 0% 8 1% 9 1% 0.00**

Regulatory 5 0% 12 2% 17 1% 0.00**

Stakeholder 16 1% 14 2% 30 2% 0.19

Technological 6 1% 0 0% 6 0%

Internal Risks 949 85% 383 63% 1332 77% 0.00

Organizational 
Environment 115 10% 33 5% 148 9% 0.00**

Acquisition 34 3% 26 4% 60 3% 0.19

Complexity 45 4% 10 2% 55 3% 0.01**

Communication 23 2% 28 5% 51 3% 0.00

Coordination And 
Control 139 12% 65 11% 204 12% 0.32

Cost 18 2% 11 2% 29 2% 0.76

Scope 154 14% 28 5% 182 11% 0.00***

Staff Management 111 10% 54 9% 165 10% 0.51

Staff 78 7% 42 7% 120 7% 0.97

Product Process 115 10% 35 6% 150 9% 0.00**

Quality 44 4% 6 1% 50 3% 0.00**

Technology 51 5% 40 7% 91 5% 0.08

Time 22 2% 5 1% 27 2% 0.07

Total 1118 100% 607 100% 1725 100% 0.00**

Source: Authors
Note: * p < 0.05, ** p < 0.01, *** p < 0.0001
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Also noteworthy is the lack of concern with external risks in the social and 
environment categories for both types of projects. Note, however, that global 
projects also add complexity to internal management processes, such as processes 
related to communication, which have their frequency and efficiency diminished, 
to technology, which is not always compatible with the technology of the foreign 
units, to the time for project development, which can be two and a half times longer 
than the time of a local project (Herbsleb & Mokus, 2003), among other internal 
aspects. This concern was in fact verified in this research since the internal risks 
of the global projects also stood out with a strong occurrence in the researched 
literature. Thus, the effort to manage such internal risks in global projects must be 
redoubled in practice by project managers.

The lack of risks in the technological category in global projects and the 
small number in local projects show that the obsolescence and emergence of new 
technologies do not concern many practitioners. It is surprising that only articles 
about local projects cited this kind of risk. The cited authors considered more the 
risk to deal with technology internally than the change in technology outside.

Concerning internal risks, it was observed that the authors mentioned the 
coordination and control, the scope, the staff management, and organizational 
environment categories the most. Regarding global projects, four major risks are 
noteworthy: coordination and control, staff management, staff and technology. As 
well as the supplier external category, the acquisition was presented with more 
details in global projects, mainly because of the need for including specific clauses 
such as intellectual property. Another consideration is that communication in global 
projects should be the focus of most attention, through technology and control being 
used in ensuring proper flow of information, with the restrictions and peculiarities 
of this type of project. Allen (2007) and Chiesa (1995) argue that communication 
becomes more difficult and reduced among teams dispersed worldwide. It is known 
that problems in communication between teams will cause rework, misunderstandings 
and will even increase project development time. Virtual and distributed teams 
used in the global project require technology to overcome the distance and support 
communications (Lee-Kelley & Sankey, 2008; Gheni et al., 2016, Nurdiani et al., 
2011), which brings a high level of risks to the project.

It must be clear that a risk list can help identify the occurrence of risks, but 
as the uncertainties are located precisely in the lack of knowledge, merely listing 
several factors does not ensure their identification. The team can use such a list to 
get an insight into some aspects that differentiate the project to be careful about 
them, as well as obtain more information and perceive early signs of change in the 
environment, as Russo et al. (2017) suggested. These authors recommend that the 
entire team, not just the project manager, stay alert for signs of changing environment, 
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especially early in the project, with discussion to reduce ambiguity and make sense 
of early signs. Stakeholder management, although little cited by the authors, is a 
process that can support the issues encountered.

FUTURE RESEARCH DIRECTIONS

Agile methods are increasingly being used in globally distributed teams, this generates 
an avenue of research possibilities, that some authors have begun to look at (Aslam, 
Ijaz, Lali, & Mehmood, 2017; Ghobadi & Mathiasse, 2017; Shameem et al., 2018). 
For example, the inclusion of multidisciplinarity in teams makes dialogue even more 
subject to misunderstanding when done remotely; the daily meetings with different 
time zones and other method features may bring other differences in risk handling. 
In addition, in many organizations risks are handled for each sprint, which can hide 
non-technical risks.

CONCLUSION

In response to the purpose of this study, which aimed to identify differences in risk 
categories between global and local IT projects, based on a survey of the relevant 
theory, the findings will be presented in four points:

1. 	 Categories with more emphasis on global projects: the percentage of risks in 
global projects in the external category shows that, given its greater focus, the 
psychic distance plays a rather important role in these projects. The second 
most important was client, because the difficulty in managing conflicts of 
major clients, changes in the clients structure and gain their commitment. The 
supplier category, evidently because language and cultural differences, increase 
management difficulty. It is also noteworthy that the political, economic 
and regulatory risk categories were more cited in global projects because 
such projects must deal with political systems and the specific laws of each 
country involved. The most conspicuous categories related to internal risks 
were coordination and control, staff management, staff, and technology. 
Communication, as expected, is focus by various authors. Although there are no 
percentage-related remarks in other categories, some of them show differences 
in the type of risk involved within the category. The focus of the complexity 
category differs by being involved in global projects of various organizations, 
often large corporations; which also led to minor differences in deepening the 
risks of the client, stakeholder, coordination and control categories. Besides 
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these, it is noted that important aspects of the management of external risks 
such as stakeholders had little relative occurrence in the global projects. Such 
a lack of concern is probably due to the concern with the risks related to the 
category of psychic distance.

2. 	 Categories with greater emphasis on local projects: internal risks were 
prevalent. The idea is that these projects also include a greater concern with 
primordial aspects of management, such as the risks related to the scope, 
organizational environment, complexity, product process, quality and 
time.

3. 	 Similarities between the categories of the two types of project: environmental 
and social risks have few citations by authors and show the stage of IT 
Management regarding sustainability issues. Technological risks deserve little 
concern, probably because of the proximity to the technology market of these 
projects or overconfidence in their criteria to choose the right technology. About 
external risks, the stakeholder category, and to the internal risks, coordination 
and control, cost, staff management, staff, and time have similar levels of 
citation percentage. They are basic areas in PM and show that managers must 
observe these risks in the same way, regardless of the kind of project.

Thus, the main theoretical contribution of this chapter was the identification of 
differences in risk categories between global and local IT projects. Additionally, the 
following contributions stand out: i) the identification and consolidation of a list of 
risk categories classified as internal and external risks; ii) the identification of the 
relevance of these categories in terms of risk occurrences based on the researched 
literature (1725 risks); iii) the classification of the relevance of the categories 
according to the type of project (global and local).

The practical contribution indicates that the project managers should focus 
on different risks depending on the type of IT project, global or local. This study 
relates to the indication of risk categories that must be stressed in managing global 
and local projects. The categories presented in the description of the respective risk 
events can be an initial list of risks becoming the basis for identifying risks in such 
projects, to get more information or raise awareness of early signs of change in the 
environment. Moreover, according to the scenario of risks and project needs, the IT 
project manager can evaluate the skills required for the team, leading it and managing 
stakeholders to mitigate the most likely risks and those with a higher impact on the 
objectives of their project. Also, based on the conclusions above, it is possible to 
observe the importance of interpersonal competence, communication, cultural and 
political awareness of global project managers, due to the psychic distance generated 
mainly related to the personal and cultural aspects, showing that deficiencies in that 
area may compromise project success.
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The risk categories defined by this work summarize the perceptions and experiences 
of various academics, experts and managers, which has updated the theory of RM in IT 
projects. This article integrates this theory with the organizational internationalization 
theory, thus identifying important features for global projects, differentiating them 
from local ones. Its contribution becomes more relevant as, given the literature on 
internationalization, the specific category of psychic distance could be identified in 
global projects, as well as its influence on other categories. It should also be remarked 
that a gap was identified in the RM of both global and local projects, about the 
environmental and social aspects. These categories (external) are essential to meet 
the increasing demand of society for socially responsible companies. Problems in 
these areas may not only impact the image and reputation of the project but also of 
the entire organization. The heightened focus on external risks to the detriment of 
internal risks, equally important for the management of global projects was another 
gap identified by the study, allowing to suggest to practitioners a need for closer 
attention to the internal aspects of management of global projects.
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KEY TERMS AND DEFINITIONS

External Risk Factor: It arises from outside the organization, can only be 
mitigated, but cannot be managed. They can be classified as client, psychic distance, 
political, regulatory, economic, social, technology, environment, stakeholder, and 
suppliers.

Global Project: It involves individuals, teams, groups, business units and 
organizations from multiple locations with different cultures, languages or other 
characteristics.

Internal Risk Factor: It is related to the internal operations of the organization 
refer to providing capacity and competence. They can vary greatly depending on 
the product (complexity, product process, technology), the project (acquisition, 
communication, coordination and control, cost, scope, staff management, quality 
and time), and the organization as environmental.

Local Project: It involves a single or a limited number of organizations in a 
near location geographically.

Psychic Distance: The sum of the factors that affect the flow of information 
between countries whose companies perform certain trading activities, in terms of 
development, educational content and level, language, culture, economy, political 
system, market structure, among others.
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Risk: It is a situation that can influence the project goals and outcomes, depending 
upon the probability of occurrence and impact of loss. This impact cannot be 
completely eliminated, but if well managed it can be reduced.

Risk Management: Process of identifying, analyzing, defining strategies to deal 
with the more concerning risks, which can be threats or opportunities to project 
objectives. In the process, it is included the control of the risks throughout the life 
cycle of the project.
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APPENDIX

Research Procedures

As a research strategy, it was used a Systematic Literature Review. The inclusion 
criteria were (1) studies from the IT sector; (2) those that addressed global or local 
projects; (3) those that had empirical research; (4) those that listed the risks of these 
projects; and (5) those written in English.

To explore the literature, the first nine steps defined by Petticrew and Roberts 
(2008) was used and a step for performing a statistical evaluation of the results. These 
steps are detailed in Figure 1. Conflicts were discussed in committee meetings for 
consensus. The protocol (step 3) was defined toward research and analysis, which 
was followed in the subsequent steps.

For the research (step 4), three tools to access information were used: Institute 
for Scientific Information [ISI], Science Direct and Institute of Electrical and 
Electronics Engineers [IEEE]. It was searched for the words, risk, project, global 

Figure 1. SLR flow in 10 steps
Source: Authors
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project, international project, information technology, information systems, ERP 
and software; whenever possible, the research scope was defined within the areas 
Business and Computer Science. With this method, the authors were able to research 
various types of sources, including conference proceedings and industry. In this 
step, it was selected 1027 articles.

In the following step (5), the abstracts were assessed and the five inclusion 
criteria were applied, resulting in 158 complete articles to be analyzed. Reading 
these articles in the following step (6) led to the exclusion of 112 of them, which 
either were duplicated in the bases, or dealt with the same projects, or presented only 
risk categories, or were theoretical or did not meet the inclusion criteria completely. 
The authors made a quality assessment of the internal validity of each article and 
some were excluded when the resulting list of risks was not objecting of analysis.

In the following step (7), the lists of risk items and their respective risk categories, 
when it was possible, were extracted. The authors classified projects as global 
or local projects and by the type of IT. It was also identified the source of the 
information in the articles, regarding the risk list as empirical research, when the 
list of risks was originated in the research of the article, or as literature, when the 
list was generated based on literature searches. To identify relevant outcomes, it was 
extracted the objectives, keywords, methodological procedures applied, outcomes 
and contributions. Then, the authors conducted another quality assessment of the 
internal validity of each article to identify the impact factor and number of citations 
as well. The result was a database with 1725 risks, another with their 254 original 
categories and the classification of 46 articles.

Aiming at consolidating the original categories, the authors reclassified 
them in the subsequent step (8). First, the database with original categories was 
compared with standard categories based on the initial risk factor lists of RM 
standards established in the Protocol (Committee of Sponsoring Organizations of 
the Treadway Commission [COSO] (2007); Higuera & Haimes, 1996; Office of 
Government Commerce [OGC], 2005; PMI, 2017; Treasury, 2004). Some of these 
standards refer to these lists as risk categories, a term that is also used in this study. 
Those categories, however, have shown to be insufficient for proper classification 
and thus adjustments have been made, resulting in 22 categories, called an adjusted 
category which was explained in key terms and definitions.

After that, the authors evaluated the classification of each risk under the adjusted 
categories. At times, it was needed to reread the original article to get a deeper 
understanding of each risk to classify it in the correct category. In some cases, it 
was necessary to transfer the risk to another category, as when the original category 
was referring to a specific phase of the life cycle of the project. Then, a comparative 
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framework was generated based on adjusted categories. Although the client, supplier, 
and staff were considered stakeholder, the authors decided to split them into various 
categories, given a large number of risk items related to each one of them.

The analysis (step 9) was made using differences and similarities between risk 
categories (internal and external) and the categories of local and global projects. 
The literature was accessed to validate the findings. Step 10 (statistically evaluate 
the results) was not indicated by Petticrew and Roberts (2008) as advisable but was 
included to validate the hypothesis of a difference in the treatment of risks among 
the authors of articles related to global and local projects. For the verification of 
independence between the two groups of articles, the chi-square statistical test was 
applied, and the significance level (or error rate) was set at 5% in the statistical 
analysis (Siegel & Castellan, 1988). As the chi-square test requires the number of 
zeroed cells to be at a minimum, the technological category was excluded due to the 
low number of risks identified in each of them, accounting for 18 degrees of freedom.
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ABSTRACT

How adverts can be better displayed to attract more click-throughs has been enduringly 
debated, and mixed findings have been reported regarding the effectiveness of 
contextual consistency. This study reconciles prior debates by anchoring on the load 
theory of selective attention to propose that user response to contextually consistent 
adverts is dependent on their intra-page and inter-page positional display. In 
collaboration with a European mobile application company, adverts were randomly 
displayed in its location-based mobile social networking application. The follow-up 
think-aloud protocol analysis, conducted to collect qualitative feedback from users, 
validates the theoretical assumptions. The findings reveal that high click-through 
could be obtained when contextually consistent adverts are displayed at the top 
positions or the front page of the mobile application. These findings address an 
enduringly debated issue of how to leverage on new technology, such as mobile 
device, to display commercial information most effectively.
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INTRODUCTION

Mobile Internet technology has been rapidly adopted in the last decade and it is 
estimated that around 2 billion users are using smartphones globally (Dong, 2009; 
Su et al., 2018). The global mobile application revenue has reached US$88 billion in 
2016 and it has been forecasted to reach US$189 billion in 2020 (Dogtiev, 2019a). 
Due to the importance of mobile Internet market, advertisers have been focusing 
on running advertisement campaigns in mobile applications, and it is reported that 
global mobile advertising spending reached US$107 billion in 2017 (Dogtiev, 2019b). 
Advertisers would like to have their displayed adverts to receive high number of 
click-throughs. However, the effectiveness of advert displays in mobile applications 
has been questioned. For example, Google faces the difficulty to monetize mobile 
advert clicks for most of the places globally (Marvin, 2014), and it is reported that 
most of the mobile users do not click on those adverts (Belicove, 2013). Thus, how 
mobile adverts should be displayed in mobile applications to attract higher click-
throughs needs to be examined.

Although the display of adverts has been examined in traditional forms of 
media, only a few studies have focused on mobile context (Vasisht et al., 2004). 
Due to its smaller screen size characteristics, only limited information or adverts 
can be displayed on the screen, which forces mobile users to engage in extensive 
scrolling to navigate within and across mobile pages (Jones et al., 1999). Although 
adverts are visual distractions from the primary task of using the backdrop media 
(McCoy et al., 2007), the distraction effects could differ based on the theme of 
advert content (Edwards et al., 2002; Moore et al., 2005). When the content of an 
advert shares the same theme as the backdrop content, such as an advert of a mobile 
gaming application appears on the same page of an article on online gaming, the 
advert could be recognized as contextually consistent. Existing studies found that 
contextually consistent adverts are perceived as informative (see e.g., Edwards et 
al., 2002), and affect users’ overall perceptions of a web page positively (Newman et 
al., 2004). However, other studies claimed that such contextual consistency does not 
necessarily lead to higher click-throughs for adverts (Lee & Faber, 2007; Mandler, 
1982; Moore et al., 2005). These mixed findings suggest that the effectiveness of 
contextually consistent adverts needs further examination.

This article aims to empirically examine whether and how contextually consistent 
adverts can be effective in terms of users’ click-throughs. Previous studies considered 
users’ cognitive loads, which are affected by the position where an advert is displayed 
in the mobile application, and suggested that contextually consistent adverts could 
receive high click-throughs when they are exposed to mobile users earlier, but the 
effect diminishes (Liu et al., 2016). The objective of this study is to enrich the 
previous findings by examining this positive effect in different positions. Specifically, 
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the positional display of an advert can be considered in two ways: intra-page and 
inter-page positional displays. By collaborating with a mobile application company, 
empirical investigations using the company’s location-based mobile social networking 
application was conducted. Field data were collected, in which users’ click-through 
records were obtained, and think-aloud protocol analysis was performed, in which 
users were recruited to validate the theoretical assumption. This study contributes 
to the existing literature by examining the advert display, and taking into account 
the contextual consistency and the position in which the mobile advert is displayed 
in the application.

LITERATURE REVIEW

Studies on online advert display have largely focused on non-mobile context, such 
as desktop version of websites. Various factors have been examined, such as website 
complexity (Nadkarni & Gupta, 2007), formats (e.g., graphics and animations) 
(Hong et al., 2004), personalization (Halkias & Kokkinaki, 2017), and privacy 
considerations (Tsai et al., 2011). Regarding the positional display of adverts, existing 
studies have claimed the primacy effect as an important design principle for advert 
display (Hoque & Lohse, 1999). For instance, adverts displayed at the left side 
(Ryu et al., 2007) and the top positions of a web page (Agarwal et al., 2011; Ghose 
& Yang, 2009) could receive more click-throughs from users. A general deduction 
from these studies is that users are inclined to respond favorably to adverts if they 
are displayed at the top rather than the bottom of a page when it is tall and narrow, 
and on the left rather than on the right side of pages that are short and wide.

Existing studies have also compared intra-page advert displays where adverts are 
displayed across pages with the explicit consideration of the contextual consistency 
between adverts and the backdrop media content. An advert which is consistent with 
backdrop page content is perceived to be informative (Edwards et al., 2002), and 
positively affects the perception of the web page where it is displayed (Newman 
et al., 2004). Contextual consistency increases the recognition of adverts by users 
seeking information in online magazines (Zanjani et al., 2011), leading to high advert 
click-through (Cho, 2003). But, other studies have claimed that context consistency 
does not necessarily draw users’ attention to adverts, because it could not raise 
visual and semantic contrasts that distract users away from the page content (Lee 
& Faber, 2007; Mandler, 1982; Moore et al., 2005). It has been also found that only 
contextual consistency between visual adverts and visual backdrop content leads to 
better persuasion (Bishop et al., 2017).

Recent studies started to investigate advert display in the mobile context. It has 
been proposed that the effectiveness of mobile adverts is influenced by adverts’ 
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characteristics and different contextual cues, such as environmental, consumer and 
technological contexts (Grewal et al., 2016). Specifically, it has been found that mobile 
application usage decreases when users are shown adverts while they are engaging 
with the application (Ghose & Han, 2014). Users’ responses towards mobile adverts 
are also affected by the types of mobile application, scrolling frequency (Peng et al., 
2014). For example, users are more likely to tolerate the adverts in informational 
application (Logan, 2015), and adverts placed in entertainment applications are more 
effective (Valvi & West, 2015). Concerning the contextual consistency in the mobile 
context, a few studies offer us insights. For example, in mobile gaming application, 
contextually consistent adverts lead to better users’ responses toward adverts and 
advertised products. However, the positive effects were more salient when users 
played calm–happiness games and were less immersed in the game (Wang & Chou, 
2019). Other moderating factors for the effectiveness of contextual consistent adverts 
were also found, such as nature of game, and brand prominence (Vashisht & Pillai, 
2016). Liu et al. (2016) suggested that the effectiveness of contextual consistent 
adverts is influenced by the early/late exposure of them. Hence, the positional display 
of mobile adverts potentially moderates the effect of contextual consistency. This 
study aims to further examine the effectiveness of contextual consistent adverts and 
investigate their joint effect with the positional display of mobile adverts.

THEORETICAL FOUNDATION AND RESEARCH MODEL

The load theory of selective attention provides us a theoretical foundation to predict 
the influence of adverts’ positional display. It proposes that users make deliberate 
efforts to maintain selective attention by focusing on the task at hand, and that this 
conscious effort requires the employment of cognitive functions (working memory) 
to actively maintain processing priorities (Lavie & Tsal, 1994; Lavie, 1995). Thus, 
distractions gain no attention from these users with low working memory load. 
However, high working memory load drains the user’s capacity for active control, 
resulting in increased processing attention being given to distractions (Lavie et 
al., 2004). For example, Conway et al. (2001) showed that more people with high 
working memory loads than with low working memory loads notice their names in 
unattended channels. Prior studies which examined the effects of working memory 
load manipulated the length of the main content (Lavie et al., 2004), the order of 
the sequence of digits (de Fockert et al., 2001) and the intervals between targeted 
stimulus (Jonides et al., 1997).

When users are browsing the content in mobile applications, adverts are distractions 
from this primary task. Thus, in order to be effective, adverts need to draw users’ 
attention away from that primary focus. Distracted adverts may not get attention 
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from users involved with low working memory load, since they can selectively 
channel their attention to the main contents. When applying to mobile application 
context, these suggest that mobile users could better focus on main content in the 
application and ignore unrelated distractions, when they are involved with low 
working memory load compared with high working memory load. However, when 
mobile users browse progressively through the content of a mobile application by 
scrolling down from the top to the bottom of a page or navigating from the front 
to other pages, their working memory load increases. Consequently, an advert’s 
positional display influences users’ abilities to ignore this distraction.

Building on the load theory of selective attention, this study considers the joint 
effects of an advert’s contextual consistency and its positional display on its click-
through. It proposes that the effectiveness of a contextually consistent advert is 
contingent on its display position, which could affect users’ working memory load. 
Contextually consistent adverts could receive high number of click-through when it 
is displayed on the top positions of the pages or the front page of the application, as 
users are likely to have low working memory loads at those points. Figure 1 depicts 
the research model.

Intra-Page Positional Display

The primacy effect describes that displaying an advert at the top rather than the 
bottom of a page can lead to favorable responses from users (Ghose & Yang, 2009; 
Hoque & Lohse, 1999). Based on the load theory of selective attention, this study 
argues that this primacy effect is contingent on the contextual consistency of an 
advert’s content. Kane & Engle (2003) found that people with high working memory 
capacity are better able to ignore inconsistent distractions than are their counterparts 
who have low working memory capacity and suffer high working memory loads. 
On the top positions of mobile application pages, users will have low working 
memory load, and they can actively maintain their processing priorities to ensure 

Figure 1. Research model
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that distractions do not divert their attention away from the main content (Lavie et 
al., 2004). Given that they are more likely to consider a textually consistent advert 
less as a distraction and more as a part of the main page content, a light working 
memory load will also enable them to more easily ignore the cognitive distraction 
of one that is contextually inconsistent. Thus, contextually consistent advert has 
higher chance to be noticed and clicked subsequently.

When adverts are placed at the bottom positions, users need to scroll down 
through the primary content displayed before reaching them (Jones et al., 1999). 
Consequently, the main content gradually fills up their working memory, and their 
working memory load increases as additional information need to be processed. 
The load theory of selective attention proposes that with a higher working memory 
load, a mobile user will be less affected by contextually consistent adverts (Lavie et 
al., 2004). So the consumption of working memory load involved in scrolling down 
front pages makes it harder for users to identify contextually consistent adverts. 
Thus, it hypothesizes:

H1: Contextually consistent adverts displayed at top positions are likely to produce 
higher numbers of click-throughs than contextually inconsistent adverts placed 
at the same positions.

Inter-Pages Positional Display

The front page of a mobile application is the landing page, where mobile users have 
low working memory load to maintain their processing priorities. As they navigate 
beyond the front page to other pages in the mobile application, the cognitive cost 
of reading the content due to the small smartphone screen size increases, so the 
consumption of their working memory will be increased further (Ghose et al., 2013). 
This increase in working memory load drains their active control capabilities, making 
it less likely for them to detect more contextually consistent adverts from others (Lavie 
et al., 2004). The assumption can be supported in the previous studies. In the n-back 
task, which has been used in several prior studies to manipulate working memory 
load, an increase in the navigation (or interval) length “n” (the length between a 
stimuli and it being repeated that the participants must recognize at a later stage) 
increases their working memory load (Jonides et al., 1997). Similar to the n-back 
task, users’ working memory load also increases during the navigation across mobile 
pages. Related studies examining website navigation and cognitive load, followed 
the same theoretical perspective, demonstrating the importance of using the working 
memory concept to theorize online user behavior (e.g., navigating and recalling the 
website structure/layout across website links). Thus, it hypothesizes:
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H2: Contextually consistent adverts displayed at front page, are likely to produce 
higher numbers of click-throughs than contextually inconsistent adverts placed 
at the same position.

METHODOLOGY

By collaborating with a mobile application company, field study was conducted on 
its location-based social networking mobile application between 2007 and 2010. 
During this period, 1,373 adverts were displayed, in random positions, and they 
were clicked 201,364 times. The adverts were in the format of banner, and those 
banners were static, equivalent in size, and displayed at the top or bottom position 
across pages. The themes of the adverts range from mobile gaming application, 
lucky draws to social networking applications. The dataset was collected by the 
collaborator independently. The location-based mobile social networking application 
is a globally available ‘friend-finder’ application, which allows users to find others 
by accessing the phone directory stored in their mobile phones, by self-inputting 
phone numbers or by searching for nearby application users, so enabling them to 
find and meet new friends. The front page is the landing page and the directory of 
the whole application. From the front page, users can navigate to the admin pages 
to update their profiles, the location-based pages to check nearby users and places, 
and socializing pages to check the profile of other users and chat with them.

In the dataset, three information about mobile adverts were recorded: intra-page 
positional display (top or bottom of the content pages), inter-page positional display 
(front, admin, socializing, or location pages), and advert-theme consistency (if the 
advert has the same theme as that of the mobile application such as socializing/
dating services). The click-through counts were used to measure the effectiveness 
of mobile adverts, since these adverts were displayed equally often on the mobile 
application pages. Click-through count data reflects the number of clicks made on 
an advert, and were obtained for each advert located in each spatial location (intra-
page and inter-page) from users in each continent.

DATA ANALYSIS RESULTS

To test the hypotheses, four models were analyzed: main effects only (Model 1); 
interaction of consistency and intra-page positional display (Model 2); interaction of 
consistency and inter-page positional display (Model 3); interaction of consistency 
with both intra-page and inter-page positional display (Model 4). In these models, 
conditional negative binomial regression was used with fixed effect (grouped by 
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advert in each specific positional display and user continent), since the dependent 
variable was a count measure with relatively high dispersion (μ=17.83; σ=140.14; 
min=1; max=5353). Table 1 gives the analysis results. The results shown in 
Model 4 indicate that contextual consistent adverts received lower number of 
click-through (coefficient=-0.164, p<0.05). Regarding the positional display, 
mobile adverts displayed at bottom positions received lower number of click-
through (coefficient=-0.105, p<0.001) compared with the adverts at top positions, 
while adverts displayed at front page received higher number of click-through 
(coefficient=1.027, p<0.001). For the interaction effects, contextual consistent 
adverts at front page (consistency*front) yielded higher number of click-through 
(coefficient=0.254, p<0.05), while contextual consistent adverts at bottom positions 
(consistency*bottom) yielded lower number of click-through (coefficient=-0.133, 
p<0.05). Thus, both H1 and H2 are supported.

POST-HOC THINK-ALOUD INVESTIGATION

Since the anchored theoretical lens of load theory of selective attention and the 
hypotheses are based on the concept of working memory load, a thinking-aloud 
protocol analysis was conducted to understand and validate our assumptions on 
how users’ working memory loads change while using the application. Participants 
were asked to use the same mobile application to find new friends, which is the 
main function of this application, and “think aloud” at the same time. Think aloud 
is often employed in information management studies, such as website usability 
(Benbunan-Fich, 2001) and mobile application evaluations (Benbunan-Fich and 
Benbunan, 2007). It can produce an accurate and valid account of a subject’s cognitive 
process via concurrent verbalizations (Van Someren et al., 1994). In addition, the 
amount of these thoughts reflects their working memory load. Participants were 
recruited to represent the demographic profiles (e.g., age, country of origin, etc.) 
of the location-based mobile social networking application’s users. 40 participants, 
including 22 males and 18 females, attended the think-aloud sessions. Participants’ 
verbal transcripts were categorized based on how long they spent using the mobile 
application, but no systematic difference was observed. Hence, an aggregate analysis 
of the verbal transcripts was conducted.

Participants were asked to verbalize their thoughts in each think-aloud session. 
The sessions followed the protocol analysis procedures suggested in prior studies 
(Payne 1994; Van Someren et al. 1994). A training session was conducted to 
accustom the participants to verbalizing their thoughts and actions, after which the 
main session observed their thoughts while interacting with the mobile application. 
During the training sessions, which were designed to accustom the participants to 

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



39

Mobile Advert’s Contextual Consistency

Table 1. Analysis results

Model 1 
(Main Effects)

Model 2 
(Interaction 

of Consistency 
and Intra-Page 

Positional Display)

Model 3 
(Interaction 

of Consistency 
and Inter-Page 

Positional Display)

Model 4 
(Interaction of 

Consistency With 
Both Intra-Page 
and Inter-Page 

Positional Display)

Advert-Theme Consistency (Inconsistency as the Base)

  Consistency -.136* 
(.055)

-.067 
(.064)

-.236*** 
(.073)

-.164* 
(.080)

Intra-Page Positional Display (Top as the Base)

  Bottom -.115*** 
(.017)

-.105*** 
(.018)

-.116*** 
(.017)

-.105*** 
(.018)

Inter-Page Positional Display (Admin Page as the Base)

  Socializing .505*** 
(.021)

.505*** 
(.021)

.493*** 
(.022)

.493*** 
(.022)

  Location -.365*** 
(.038)

-.364*** 
(.038)

-.382*** 
(.040)

-.382*** 
(.040)

  Front 1.045*** 
(.031)

1.047*** 
(.031)

1.027*** 
(.033)

1.027*** 
(.033)

Advert-Theme Consistency* Intra-Page Positional Display

  Consistency*Bottom -.127* 
(.064)

-.133* 
(.064)

Advert-Theme Consistency* Inter-Page Positional Display

  Consistency*Socializing .151 
(.078)

.151 
(.078)

  Consistency*Location .232 
(.148)

.239 
(.148)

  Consistency*Front .242* 
(.115)

.254* 
(.115)

Continent (Base: North America)

  South America -.068 
(.063)

-.068 
(.063)

-.068 
(.063)

-.068 
(.063)

  Africa .772*** 
(.049)

.772*** 
(.049)

.773*** 
(.049)

.773*** 
(.049)

  Europe .318*** 
(.053)

.318*** 
(.053)

.318*** 
(.053)

.318*** 
(.053)

  Asia 1.159*** 
(.046)

1.159*** 
(.046)

1.159*** 
(.046)

1.160*** 
(.046)

  Oceania -.409** 
(.141)

-.408** 
(.141)

-.406** 
(.141)

-.405** 
(.141)

Number of Observations 
  (Number of groups)

10882 
(912)

10882 
(912)

10882 
(912)

10882 
(912)

  Hausman test Fixed effect 
(p<0.05) Fixed effect (p<0.05) Fixed effect (p<0.05) Fixed effect (p<0.05)

AIC 
  (BIC)

52986.62 
(53066.86) 52984.64 (53072.18) 52986.38 (53088.51) 52983.98 (53093.40)

***p<0.001, **p<0.01, *p<0.05
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verbalize their thoughts. During the main session, the participants were asked to 
use the application. They were given instructions and basic information about the 
application, and asked to use it freely, as they would in normal situations. They were 
assigned no specific tasks when using the application, in order to examine their 
natural behaviors in interacting with the application. An immediate retrospective 
verbalization at the end of each subject’s main session was conducted to collect 
more insights that may not have been verbalized during the session. On average, 
each subject’s think-aloud session lasted approximately one hour.

40 concurrent and retrospective verbalizations were collected. A set of systematic 
procedures to analyze our think-aloud data based on prior studies was conducted. The 
verbalizations were transcribed and segmented based on sentences and punctuation. 
The segments were aggregated into episodes corresponding to the application pages 
the participants visited. The episodes were analyzed iteratively using an open coding 
technique (Strauss & Corbin 1998). Each subject’s working memory load was ranked 
based on the number of words verbalized. For instance, if a subject verbalized most 
in the socializing page, then that page was ranked first for that subject. The results 
showed that the socializing and location pages produced higher working memory 
loads than the front page. In most cases, participants verbalized more on these pages.

Based on the results obtained in think-aloud sessions, users consumed more 
working memory when browsing non-front pages of the mobile application than 
on its front page, because these pages contain the core and dynamic contents, while 
front page functions as the directory for the whole application. These qualitative 
results provide a validating check on our theoretical assumptions concerning the 
load theory of selective attention.

DISCUSSIONS AND CONCLUSION

This study examines how adverts can be best positioned in the mobile applications 
and the effectiveness of contextual consistent adverts. It finds that users’ responses 
to contextually consistent advert depend on their working memory load, which is 
reflected by the positional display in the mobile application. Contextually consistent 
adverts yielded higher number of click-throughs than contextually inconsistent adverts, 
when they are placed at the top positions of the pages in the mobile application, or 
the front page of the application. This study employs field investigation to improve 
the realism and practical value. However, the application under investigation provides 
location-based feature, which is common for mobile application, and social networking 
feature, which is specific for an application. Future research could consider other 
types of mobile applications.
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Theoretical Contributions

This study contributes to academia in several ways. First, this research provides 
a potential positive understanding of the ongoing debate on the effectiveness of 
adverts’ contextual consistency. Contextually consistent adverts have been found more 
effective (Cho, 2003; Newman et al., 2004), or less effective (Lee and Faber, 2007; 
Moore et al., 2005). Hence, other possible factors have been jointly examined with 
contextual consistency, such as nature of the application (Wang & Chou, 2019), and 
brand prominence (Vashisht & Pillai, 2016). This research considers users working 
memory load, which is affected by an advert’s display position in the media, and 
examines the most appropriate placement of consistent adverts to increase user 
click-throughs. Adverts, as distractions from the media’s main content, need to draw 
attention from users who are processing that target stimuli. Contextually inconsistent 
adverts that present a semantic contrast to the main content may interrupt users from 
reading it, but this interruption effect is contingent on user’s working memory load, 
which can increase the interference caused by such distractions. When an advert is 
displayed at top positions or the front page of the application, users still have enough 
working memory to separate inconsistent information, so contextually consistent 
adverts will result in more click-throughs.

Second, this study investigates the positional display of mobile adverts by 
considering it in two dimensions: intra-page and inter-page. The existing literature 
on advertising display considers either intra-page (e.g., Ghose and Yang, 2009; Ryu 
et al., 2007) or inter-page (e.g., Cho, 2003; Moore et al., 2005) advert placement, but 
never both. By considering the effects of both intra-page and inter-page positional 
display, the current study presents a more complete empirical understanding of 
advert display location.

Practical Contributions

This study also offers insights for practitioners. The effectiveness of adverts is an 
enduring question for marketers, since the adverts always receive low number of 
click-through (Brenner, 2018). Although the increased proliferation of smartphones 
in the global consumer market has generated a novel opportunity for marketers to 
reach an ever-expanding consumer base, the effectiveness of mobile adverts still 
concerns marketers (Belicove, 2013). A fundamental issue with mobile advertising 
is smartphones’ small screen size compared with desktops, which limits the amount 
of space available for inserting promotional messages (Park et al., 2008). This space 
is further reduced when considering that already occupied by the main content 
itself, and by unsolicited promotional messages, which might not be well received 
by users, and is likely to make meeting the commercial expectations of gaining 
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adequate message click-throughs even more difficult (Kim, 2012). This study offers 
certain solution. By conducting a field study and a follow-up think-aloud protocol 
analysis, it shows that better positional displays of adverts in mobile applications 
can contribute to greater advertising effectiveness. It is better to display contextually 
consistent adverts on the top positions of the mobile application or its front page.
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ABSTRACT

Managing software quality is a major challenge for software development firms. 
This has led many firms to adopt software process improvement programs such 
as the capability maturity model integration to improve the software development 
process. However, these models are often too cumbersome and costly, especially for 
small software firms in developing countries, to implement. This chapter proposes 
a simplified software process improvement model that prioritises key practices for 
software development, given the constraints that face small firms. Using data collected 
in four developing countries in the English-speaking Caribbean from 112 developer/
user dyads on their software practices, the results show that software process coupled 
with supporting technology (e.g., project management tools) significantly impact the 
quality of the software product. Smaller projects (represented by size of the project 
team) are also associated with high quality software products than larger projects. 
Implications for SPI programs in small firms and future research is discussed.
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INTRODUCTION

The key to the survival of software development firms, both large and small, is to 
develop and deliver high quality software products (Larrucea, O’Connor, Colomo-
Palacios, & Laporte, 2016; Tan, 1996). One approach to achieve this goal is the 
application of software process improvement (SPI) programs. The benefits of 
software process improvement (SPI) programs include improvements in software 
product quality, staff productivity, return on investment, customer satisfaction, and 
reduced deployment and implementation time (Larrucea et al., 2016; Lee, Shiue, & 
Chen, 2016; Niazi, Babar, & Verner, 2010; Staples & Niazi, 2008). To achieve these 
benefits, firms must be able to manage the software development process well and 
deliver high quality software products. This is a challenge (Larrucea et al., 2016), as 
evidenced in high project failure rates, time overruns and budget overruns (Standish 
Group, 2015). Even with improvements in software development processes, for 
example with the shift to agile development, the failure rate on software projects 
continues to be high.

The 2015 Chaos report on software projects shows the rate of project success 
has improved rising from 16% in 1995 to 29% in 2015, and as high as 31% in 2013. 
However, projects still continue to fail at a high rate, coming in late, over budget or 
with less than the required features. Indeed, the period from 2011 to 2015 shows some 
leveling off in success rates with 2011 reporting 29% of projects as successful (and 
49% as challenged e.g. coming in late or over budget), compared with 2015 with 29% 
of projects reported as successful, and 52% as challenged (Standish Group, 2015). 
Small firms in developing countries with financial, physical and human constraints, 
are even more challenged as they often do not have the capacity to absorb project 
failures in comparison to large firms or their counterparts in developed countries 
(Fiestas, 2011). They also do not have the capacity to implement full-fledged SPI 
programs such as the CMMI. This divide can severely curtail the competitiveness of 
small software development firms and impede their ability to secure global contracts 
so negatively impact the viability of these firms (Niazi et al., 2010). To address these 
challenges, this study suggests a simplified software process improvement model 
(SPIM-S) for small firms. The aim is to identify a set of software development 
practices that are more feasible for small firms to implement and which can help 
them mature over time and attain the thresholds needed to compete more effectively 
in a global software market.

It is widely believed the people, technology and process are major determinants of 
software quality (Gorla & Lin, 2010). These determinants singularly or in combination 
are possible solutions to address the problem of high rates of project failure. The 
central belief is that software quality is influenced by the people who are involved 
in the development process and the usage of the system, the technology used to 
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support the development and the software development process that is adopted 
(SEI, 2010). However, some scholars believe that process has the greatest impact 
in determining software quality (Pane & Sarnob, 2015; SEI, 2010). Indeed, the 
improvements noted in project success (Standish Group, 2015) have been attributed 
to software development factors including processes, methods, skills, and tools.

The capability maturity model integration for development (CMMI - Dev) is one 
of the leading SPI model for software process improvement (Pane & Sarnob, 2015; 
Torrecilla-Salinasa, Sedeñoa, Escalonaa, & Mejíasa, 2016). It has become the de facto 
standard for assessing and improving processes and is supported by the Software 
Engineering Institute (SEI, 2010). Having been established with large projects in 
mind, the CMMI is applied mostly in large firms in developed countries (Iqbal et al., 
2016; Niazi et al., 2010). However, it is often criticised for being cumbersome and 
costly to implement even in large firms (Larrucea et al., 2016; Niazi et al., 2010). 
The challenge is even greater for small firms, with their limited resources making 
full-blown maturity models such as the CMMI are often too difficult to implement 
(Staples and Niazi, 2008). Indeed, for micro-sized and small software firms in 
developing countries Espinosa-Curiel, Rodriguez-Jacobo and Fernandez-Zepeda 
(2013) describe CMMI-based SPI programmes as too cumbersome, time consuming, 
disruptive and too costly to implement. Yet, the practices that these models embody 
are essential for producing high quality software products and so are important 
for small software firms which, like their larger counterparts, experience pressure 
from clients to produce high quality systems (Iqbal et al., 2016; Torrecilla-Salinasa 
et al., 2016). Furthermore, for software development firms to compete effectively 
for global contracts it is expected that they demonstrate a certain level of process 
maturity. Indeed it is expected that firms be assessed at CMMI Level 3 and above 
in terms of software process maturity to qualify for global contracts (Niazi et al., 
2010). Thus it is critical they improve and can show their software development 
processes are sufficiently capable and mature to compete in a global market. Although 
SPI models have been proposed for small and medium-sized firms in developing 
countries few have been empirically tested and validated in practice (Espinosa-Curiel 
et al., 2013). Indeed, most studies that assess the impact of software improvement 
practices on software quality have been conducted in developed countries with very 
few conducted in developing countries (Richardson and von Wangenheim, 2007).

To address the gaps, this study presents and evaluates a simplified software process 
improvement model proposed for use by small firms (Chevers, Moore, Duggan and 
Mills, 2008). Drawing on established software process development practices from 
the CMMI, a set of software practices modelled in a developing country setting, more 
specifically four countries in the English-speaking Caribbean (ESC) were identified 
that account for the constraints and goals of small software development firms in 
developing countries. The aim of this study is to validate an ‘a-contextual’ set of 
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best practices for software process improvement for small firms. This study also 
recognizes that practices related to the software process are not the only resource 
that determines software quality. As such the impacts of people and technology –
related factors along with process, on software quality are also examined. Hence, 
this study addresses the following research question: What is the impact of the 
software process, people and technology in determining the quality of the software 
product for small firms in developing countries. It is expected that a simpler and 
less cumbersome software process model will improve access to best practices for 
software development and enable small firms to minimise the occurrence of failed 
and challenged projects and realise the benefits gained by large firms.

LITERATURE REVIEW

Information technology (IT) is recognized as a capability that can lead to 
competitive advantage and improved performance (Avgerou, 2008; Chi and Sun, 
2015; Techatassanasoontorn, Huang, Trauth and Juntiwasarakij, 2011). As such, it 
is imperative that software development firms (whether large firms in developed 
countries or small firms in developing countries) produce high-quality software 
products (Iqbal et al., 2016; Kuhrmann & Fernández, 2015; Larrucea et al., 2016; 
Vasconcellos et al., 2017). This need by small software development firms to produce 
high-quality software and to compete effectively in the global market, are underlying 
reasons why it is important to adopt practices that can help improve the quality of 
the software product (Gorla and Lin, 2010; Vasconcellos et al., 2017).

It is widely believed that the major determinants of software quality are people, 
technology and process (Gorla & Lin, 2010). However, some scholars believe that 
the quality of the delivered software product relies heavily on the quality of the 
software development process (Iqbal et al., 2016; Pane & Sarnob, 2015). This has 
led to the development of software process improvement initiatives (Humphrey, 
1989). Process improvement recommends implementing a number of established 
measures to pave the way towards enhancing software processes which in turn lead to 
high-quality software being delivered on time, within budget and with the requisite 
quality features (Iqbal et al., 2016). The underlying tenet of an SPI approach is that 
an extensive focus on process improvement is needed to establish the predictability 
necessary to produce and deliver high-quality software. This involves assessing the 
capability and maturity of a firm’s software practices and established implementation 
plans and improving the process by achieving higher levels of process maturity 
(Humphrey, 1989). Here, process maturity is defined as the degree to which a 
process is defined, managed, measured and continually improved (Dooley, Subra 
and Anderson, 2001).
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The CMMI is a process improvement framework that is widely used to measure 
software process maturity and provide a reference point for planning SPI initiatives 
(SEI, 2010). It is a de facto standard for assessing and improving the software delivery 
process (Niazi et al., 2010), and is known as the “Father” of all process improvement 
frameworks. However, it is also criticized for not being able to guarantee success, 
as well as having too much bureaucracy and being costly to implement (Iqbal et 
al., 2016; Larrucea et al., 2016). Nonetheless, given its popularity (Pane & Sarnob, 
2015; Torrecilla-Salinasa et al., 2016), the CMMI was used in this study as a starting 
point for identifying software practices that small firms should embrace to improve 
their software development process.

The CMMI framework has five levels of software maturity (SEI, 2010), namely:

Level 1: Initial. Software processes are usually ad hoc and chaotic; few are defined, 
and success depends on individual effort.

Level 2: Repeatable. Basic project management processes are in place which enhances 
the ability to repeat earlier successes on projects with similar applications.

Level 3: Defined. Software processes are documented, standardized, and integrated 
into a standard software process for the organization; all projects will use an 
approved, tailored version of the standard software process.

Level 4: Managed. Quantitative measures of the software process and product 
quality are set up and used to manage and control projects.

Level 5: Optimizing. The focus is on continuous process improvement enabled by 
quantitative feedback from the software process and piloting new ideas and 
technologies.

To progress from one maturity level to the next, firms must demonstrate compliance 
with the practices at the lower level. So while at Level 1 there are few if any defined 
software processes, at Level 3 projects will use standard processes for managing, 
developing and maintaining software, and at Level 5 these practices would be seen 
as embedded and part of a culture of continuous process improvement.

To improve efficiency, profitability and competitive advantage, it is important that 
firms improve their software practices and advance along the maturity continuum 
(SEI, 2010). With sufficient attention to SPI programs, firms can increase the 
likelihood of producing high quality software, reducing project cycle time, reducing 
development cost, improving staff productivity and improving customer satisfaction 
(Lee et al., 2016; Niazi et al., 2010; Staples and Niazi, 2008). Yet studies have found 
that small firms are not using SPI programs (Chevers and Duggan, 2007; Richardson 
and von Wangenheim, 2007). This low SPI adoption rate in developing countries 
is due to the financial, physical and human constraints being experienced by these 
firms (Avgerou, 2008). Consequently, these small firms are unable to adopt the full-
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blown SPI models like the CMMI. With a phased approach, it is hoped that small 
firms will find the SPIM-S more accessible and be better able to reap the benefits 
of SPI programs.

In addition to process improvement in software development, the literature also 
identifies people and technology as complementary determinants of software quality 
(Balasubramanian and Raja, 2010; Gorla and Lin, 2010). Altogether, research 
suggests these three factors (i.e. process, people and technology) impact the quality 
of the software product (Duggan & Reichgelt, 2006). This study therefore examines 
the impact of the software process (as encapsulated in the practices identified in 
the SPIM-S model), together with people and technology on software quality (see 
Figure 1).

Process Maturity

There are two distinct paradigms of software development approaches (Torrecilla-
Salinasa et al., 2016) - structured methods and agile methods. The ultimate goal of 
each paradigm is to deliver high-quality software products. Within the structured 
approach, process maturity is seen as the main determinant of software quality 
(Humphrey, 1989); CMMI-SPI programs fall in this paradigm. Within the agile 
approach, people are seen as the main determinant of software quality (Cockburn 
& Highsmith, 2001). Due to the complex nature of software development and the 
many challenges encountered, there has been an integration of the two paradigms 
(Dalton, 2016). As a result, CMMI firms have been implementing agile methods in 
software development and vice versa (Dalton, 2016), so attending to both process 
and people.

The literature largely confirms that higher CMMI levels are associated with higher 
software quality and project performance (Chevers et al., 2008; Harter, Slaughter 
and Krishnan, 2000; Subramanian, Jiang, Klein, Huang and Bramanian, 2007). For 
example, in a study of 30 software products created by an IT firm, Harter, Krishnan 
and Slaughter (2007) found that greater embeddedness of SPI practices is related to 
higher product quality, that is, fewer defects in system and user testing. Likewise, 
findings from a survey of IEEE Computer Society members suggested higher CMMI 
levels were related to improved software quality (e.g. software reliability, cost of 
software operations) and project performance (e.g. meeting budgetary, schedule and 
user requirements) (Subramanian et al., 2007).

Altogether, these studies acknowledge the importance of specific process 
improvement practices, and support the notion that sufficient attention to SPI 
practices, can increase the likelihood of producing high quality software (Niazi and 
Babar, 2009; Staples and Niazi, 2008). Hence, it is expected that:
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H1: The institutionalization of software process improvement practices will have a 
positive impact on software quality

People

The agile paradigm emphasizes the importance of people in software development 
(Cockburn & Highsmith, 2001). Proponents of this view suggest that the competence 
and contribution of those involved (people) in the development of the software can 
impact the quality of the delivered software (Torrecilla-Salinasa et al., 2016). In 
this study, competence refers to project management skills, software development 
methods, software engineering skills and faithful execution of software practices 
that are brought to bear on the project, while contribution describes the level of 
input by project team members towards the successful execution of the project. It 
is posited that both the competence and contribution of software developers and 
project managers can impact the outcome of software projects, and especially in 
developing countries where there are human resource shortages (Fiestas, 2011).

Duggan and Reichgelt (2006) asserted that if developers are knowledgeable and 
capable, the possibility exists for the delivered system to be of high quality. They 
further explained that knowledgeable developers, in the execution of their tasks, 
are better able to observe sources of inconsistencies, track such occurrences and 

Figure 1. The research model
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negotiate their resolution. In a SPI deployment study, people skills and contribution 
were found to be the most important (Kaltio and Kinnula, 2000). This suggests that 
the competencies of the people on a project (i.e. for project managers and system 
developers) and their contribution to the project are key indicators of the impact of 
people on software quality. Thus it is expected that:

H2: People skills will have a positive impact on software quality

Technology

Technology is concerned with the extent to which automated facilities are used to 
support the successful execution of the project. Studies have shown that technological 
tools (which includes project management software applications and computer aided 
software engineering tools), when used in software development positively impact 
the quality of source code, developer’s productivity and the quality of documentation 
(Coupe and Onodu, 1996). For example, computer-aided software engineering 
(CASE) tools have been found to play a key role in improving IS quality (Coupe & 
Onodu, 1996; IIT Kharagpur, 2008). CASE tools are described by Coupe and Onodu 
(1996) as “a fully integrated, automated software development tool, for producing 
effective information systems that can help organizations fulfill their objectives” 
(p.173). The benefits include improved software quality, especially in the areas of 
reliability and functionality quality characteristics (Coupe and Onodu, 1996).

Project management software like Microsoft Project, Smartsheet and Trello are 
another category of tools that impact software quality. These assist with planning, 
estimating, scheduling, resource allocation, quality management, cost control and 
budget management for development projects. Empirical research suggests a positive 
relationship between established project management practices and the performance 
of projects (Chou and Yang, 2012). Conversely, it can be suggested that ineffective 
application of project management practices and procedures can result in the delivery 
of poor quality products or project failure.

Technologies such as CASE tools and project management software have been 
shown to enhance the performance of developers and project managers during the 
development process from requirements management through to deployment (Coupe 
and Onodu, 1996). In general, the benefits of these tools include improved productivity 
and efficiency through greater control of resources, improved communication, 
better documentation, improved code generation and improved tracking of project 
performance (Wilson, 2007). Hence it is expected that:

H3: The use of technological tools will have a positive impact on software quality
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In summary, this study suggests three key factors, that is, the software process 
in combination with technology and people, as determinants of software quality. 
These relationships are summarized in Figure 1.

Software Quality

Researchers over the years have not entirely agreed on what is a good measure for 
software quality. To resolve the issue, in 1991 a group of software and systems 
engineers under the guidance of the Joint Technical Committee 1 of the International 
Organization for Standardization and International Electrotechnical Commission, 
established a set of software product quality standards that are now known as ISO/
IEC 25010, and which are widely accepted in the IS community (Gorla and Lin, 
2010). They defined quality as “the totality of features and characteristics of a 
product or service that bears on its ability to satisfy given needs” (ISO 8402: 1986, 
3.1), and established a framework for the evaluation of software quality, through 
identification of key quality characteristics and their metrics.

In this study the ISO/IEC 25010 software product quality standard was chosen 
based on its popularity (Gorla & Lin, 2010; ISO/IEC, 2014). The ISO/IEC standard 
comprises six (6) characteristics, namely, functionality, reliability, usability, efficiency, 
maintainability and portability. However, similar to Gorla and Lin (2010), portability 
which addresses how easy it is to transfer the software to another environment, was 
not included in this study, based on the belief that the need to transport software from 
one platform to another would not be as prevalent for the types of software projects 
undertaken by small development firms. As such, ‘software quality’ as defined in this 
study comprises five (5) dimensions namely, maintainability, reliability, efficiency, 
functionality and usability.

METHODOLOGY

The key objective of this study was to propose and validate a simplified software 
process improvement model that maintains the intent of established SPI models 
such as the CMMI, but is less complex and so more accessible to small firms in 
developing countries. The first step was to identify key practice areas that small 
firms should focus on for improving the software development process. Four focus 
group sessions were held across four developing countries in the English-speaking 
Caribbean (ESC) countries. Thirty (30) IS professionals working in and with small 
software development firms participants participated. They were asked to identify, 
select and rank key software practices based on their knowledge of the goals, norms, 
software practices, and constraints of small firms in their regions. Starting with the 
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full set of eighteen CMMI Level 2 and Level 3 practices (See Table 1), persons 
added, deleted or combined SPI practices they viewed as inseparable, to yield a 
set of practices which they believed were relevant to small software development 
firms in the ESC. They then ranked the practices they believed were essential to 
an SPI framework for small firms; 24 practices (including practice combinations) 
were identified and ranked. The results were then collated across the regions and 
the top-ranked practices identified (Chevers et al., 2017).

The 10 top-ranked software practices (Table 1) identified by the focus groups 
were: risk management, technical solution, organization training, requirements 
development + requirements management, integrated project management, project 
planning, organization process definition, organization process focus, project 
monitoring and control and verification + validation (For brief descriptions of the 
practices, see Appendix A). The shortlisted practices covered 12 of the 18 CMMI 
process areas at Levels 2 and 3 (with two practice areas deemed inseparable, 
i.e. requirements development + requirements management and, verification + 
validation). The number of practices to be included in the framework was not pre-
determined. Rather, the Top-10 list emerged naturally, as those ranked 11 onwards 
were combinations of practices that were already in the Top-10 (e.g. Requirements 
Management + Organization Process Definition). This normative set of practices 
was then incorporated into a simplified software process improvement framework 
for small firms (SPIM-S) (Chevers et al., 2017).

To validate the SPIM-S framework, a survey using a matched-pair design was 
conducted in the four countries represented in the focus groups. The impact of the 
software practices alongside technology and people on software quality was assessed. 
The participating organizations were small firms, defined as having 50 employees or 
less, and an annual turnover of up to ten million euros (European Commission, 2005). 
The unit of analysis was the IS development project. To identify suitable projects and 
survey respondents, a list of small firms in Barbados, Guyana, Jamaica, and Trinidad 
& Tobago that develop software for sale or in-house use was identified using phone 
lists, referrals and other contacts. Contacts were initiated with the firm CEOs/CIOs 
who referred the research team to recently completed software development projects 
(i.e. projects implemented within the last two years). The surveys were distributed 
to the project managers (or senior developers) with responsibility for the project. 
Each project manager/ developer respondent was asked to complete a set of questions 
related to software practices, and technology and people elements for that project. 
The project manager/developer then passed the survey to a key user to respond to 
items on the quality of the software that had been delivered.
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Instrument Development

All constructs were operationalized as multi-dimensional with each sub-dimension 
consisting of 2-4 items each (See Appendix B). Responses were captured using 
7-point Likert-type scales anchored as (1) Strongly Disagree and (7) Strongly Agree; 
those for which a practice was not in place were recorded as ‘not applicable’, and 
coded as 0. The software process consisted of 10 sub-dimensions (software practices) 
and was measured using items from the CMMI ‘Maturity Questionnaire’ (Zubrow, 
Hayes, Siegel and Goldenson, 1994). Software quality was assessed in terms of 
five dimensions, namely maintainability, functionality, usability, efficiency and 
reliability, and multi-item scales (with 2-3 items each) adapted from (Lewis, 1995).

Construct measures for people and technology elements were newly developed. 
Based on a review of the literature (Balasubramanian and Raja, 2010), the scales 
focused on key dimensions of people and technology resources, namely the use 
of project management and CASE tools for the technology element, and software 
development and project management skills, and contribution to the project for the 
people aspect.

The research instrument was then assessed using a pre-test. A convenience 
sample of 17 IS researchers, research method specialists, and graduate IS students 
(in Jamaica and Trinidad), provided feedback on the survey form and administration 
process including duration to complete the survey, and to identify any ambiguous, 

Table 1. CMMI maturity level and associated software process areas

CMMI Maturity Level 2: 
Software Process Areas

Included 
in 

SPIM-S

CMMI Maturity Level 3: 
Software Process Areas

Included 
in 

SPIM-S

Requirements Management Y Requirements Development Y

Project Planning Y Risk Management Y

Project Monitoring & Control Y Technical Solution Y

Supplier Management Agreement Organization Training Y

Measurement and Analysis Integrated Project Management Y

Process & Product Quality Assurance Organization Process Definition Y

Configuration Management Organization Process Focus Y

Verification Y

Validation Y

Product Integration

Decision Analysis & Resolution
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compounded or difficult questions. Based on this feedback, the necessary changes 
were made to the measures and survey administration process.

Data Collection

The survey instrument was distributed to targeted organizations in Jamaica, Barbados, 
Guyana and Trinidad & Tobago. Respondent dyads consisted of a project manager 
(or senior developer) and a key user who had participated in a recently deployed 
software project. The project manager (or developer) represented someone who was 
knowledgeable about the practices and resources used to plan, organize, schedule, 
and deploy the respective systems and could evaluate the project from an internal 
perspective, while the user respondent represented someone who could provide a 
separate evaluation of the quality of the software project from an external perspective. 
The research instrument had two (2) parts: Part A listed questions related to the 
software process, people and technology and were answered by the project manager/
developer; while Part B on software quality was completed by a user-respondent of 
the same system. Responses from project manager/developer and user dyads were 
then combined to yield one set of measures for each project. While some firms had 
more than one project that met the study criteria, only one paired project manager/
user response was sought from each firm.

The survey was administered online. In total, 360 survey links were sent to 
small software development organisations. 136 responses were returned of which 
24 were incomplete, resulting in a usable response rate of 31% (n=112). Most of 
the responses came from Jamaica (63%) and Trinidad & Tobago (21%) which was 
expected as these countries are by far the largest of the four, in terms of population 
and number of software development firms. Several sectors were represented with 
responses coming from information technology firms (26%), government agencies 
(18%), and the education (11%) and communications (10%) sectors. For the selected 
software project, the average project complexity was just above mid-range at 4.8 
(on a scale of 1-7) when compared with other projects in the organisation. Project 
manager/developer experience ranged from 1 to 30 years (mean=9.1 years, SD=7.3). 
Most of the project teams were small: 9% had less than 3 members, 32% had 3-5 
members, 26% had 6-10 members, and 13% and 20% had 11-15 and >15 members, 
respectively.

Harman’s one-factor test (Podsakoff and Organ, 1986) was used to assess common 
method bias. The results showed that no single factor accounted for more than 28.7% 
of the variance observed. Common method bias was therefore not considered an 
issue for this study.
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DATA ANALYSIS

The research model was tested using the Partial Least Squares approach to path 
modeling (PLS-PM), a structural modeling technique. PLS-PM was chosen because of 
its ability to handle relatively small sample sizes, and model formative and reflective 
constructs (Chin, 2010). PLS Graph 3.0 was used to assess the measurement and 
structural models, and bootstrap re-sampling (500 re-samples) used to determine 
the significance of the paths within the structural model.

Descriptive statistics for the first-order constructs (i.e. the sub-dimensions of the 
software process, people, technology, and software quality) are reported in Table 2. 
The results show the firms evaluated their software quality at just above the mid-point 
(on a 1-7 scale), with usability being the highest ranked dimension (mean=5.06, 
SD=1.61) and maintainability the lowest ranked (mean=3.96, SD=1.72). On average, 
all firms had some software processes in place; however the mean response being 
around mid-range (mean=4.60, SD=1.55) suggests that the associated practices 
were not well-established. At the same time, the firms appeared to have reasonable 
access to people-related skills (e.g. project management and software development 
skills) with those involved making significant contributions to the project success 
(mean=5.17, SD=1.35). The results also showed that technology aspects were 
evaluated on average as below the mid-point (Mean=3.01, SD=2.10) with the higher 
standard deviation suggesting that tool use was more varied across the firms when 
compared with the software process and people aspects.

Measurement Model

At the first-order level, all construct sub-dimensions were assessed as reflective, while 
at the second-order level software quality was modeled as reflective, and software 
process, people and technology modeled as formative. Analysis of the measurement 
model for reflective constructs at the first-order level involved an evaluation of the 
item loadings, and estimations of internal consistency and convergent and discriminant 
validity. Factor loadings for first-order variables, composite reliabilities and average 
variance are reported in Table 3.

The results show that for the first-order reflective constructs (Table 3), item 
loadings were above the recommended cut-off of 0.70 (Chin, 2010), except for five 
items (i.e. RMRD01, PMC01, PP01, PMSKL02, PMSKL04). PP01, PMSKL02 and 
PMSKL04 (at 0.6314, 0.6438 and 0.6791 respectively) were just below the threshold 
of 0.70 and were retained. RMRD01 and PMC01 (at 0.5359 and 0.5425 respectively) 
were also retained. As these items were informed by established measures for 
the CMMI (Zubrow et al., 1994), they were retained to preserve content validity. 
Composite reliability (CR) measures ranged from 0.816 to 0.977, so were well above 
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the recommended threshold of 0.70 (Chin, 2010) demonstrating adequate internal 
consistency. The results also show AVE values ranging from 0.553 to 0.933. These 
are above the recommended threshold of 0.50, suggesting adequate convergence 
among the measures for each construct (Chin, 2010).

Discriminant validity indicates the extent to which items load more on their own 
construct than others in the model. In this study, discriminant validity was assessed 
at the construct and item levels. For satisfactory discriminant validity at the construct 

Table 2. Descriptive statistics, composite reliability, and average variance extracted

Variable 
(# of Items) Description Mean SD

Composite 
Reliability 

(CR)

Average 
Variance 
Extracted 

(AVE)

Software Process

RSKM (4) Risk Management 4.43 1.738 0.949 0.823

TS (3) Technical Solution 4.81 1.298 0.836 0.630

OT (3) Organization Training 4.80 1.599 0.886 0.722

RMRD (4) Requirement Management + 
Requirement Development 4.89 1.247 0.837 0.570

IPM (3) Integrated Project Management 4.52 1.687 0.894 0.737

PP (5) Project Planning 4.88 1.309 0.869 0.573

OPD (3) Organization Process Definition 4.23 1.968 0.951 0.867

OPF (3) Organization Process Focus 4.02 1.816 0.921 0.797

PMC (4) Project Monitoring and Control 4.71 1.338 0.848 0.589

VV (4) Verification + Validation 4.76 1.514 0.941 0.800

People

CONTR (3) Quality of Contribution to Project 5.46 1.237 0.879 0.708

PMSKL (4) Project Management Skills 4.98 1.252 0.830 0.553

SDSKL (3) Systems Development Skills 5.07 1.575 0.863 0.677

Technology

TTOOL (2) Technological Tools 2.89 2.048 0.816 0.690

TEFFI (2) Technology Efficiency 3.13 2.150 0.954 0.913

IS Quality

MAINT (3) Maintainability 3.96 1.724 0.913 0.778

RELIAB (3) Reliability 4.61 1.793 0.884 0.718

EFFICI (2) Efficiency 4.76 1.662 0.925 0.860

FUNCT (3) Functionality 4.92 1.645 0.913 0.779

USABIL (3) Usability 5.06 1.607 0.977 0.933
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level, the square-root of the AVE for each construct should exceed the correlations 
among the constructs (Chin, 2010). Except for organization process definition and 
organization process focus, the results (Table 4) show that the square root of the 
AVE for each construct was greater than the correlation of that construct with other 
constructs in the model, suggesting adequate discriminant validity. For discriminant 
validity at the item level, the correlation of each item on its own construct was 
compared with all other constructs (i.e. cross-loadings); when items load more highly 
on their own construct than on other constructs, discriminant validity is satisfied at 
the item level (Chin, 2010); Table 5 shows this test was satisfied for all constructs.

Next, the second-order measurement model was evaluated. Latent variable scores 
were extracted and used to create second-order constructs for software process, people, 
technology and, software quality. For the second-order model, software process, 
people and technology were assessed as formative and software quality as reflective.

For software quality, the results (Table 5) showed the factor loadings ranged 
from 0.849-0.918 so were well above recommended cut-offs of 0.70. Composite 
reliability and AVE for software quality construct were 0.942 and 0.763 respectively 
and within the acceptable ranges (Chin, 2010). For discriminant validity the results 
showed the square root of the AVE for each construct was greater than the correlation 
of that construct with others in the model, indicating adequate discriminant validity 
(Chin, 2010).

For formative constructs (i.e. software process, people and technology), item 
weights and loadings, and collinearity were examined (Hair, Hult, Ringle and Sarstedt, 
2016). Item weights indicate the relative importance of an item to the construct while 
the item loadings indicate its absolute importance to the construct regardless of the 
contribution of other items. The results (Table 6) showed loadings exceeded 0.50 
(except two items) signaling their absolute importance to their respective constructs. 
Turning to item weights, contribution, project management skills, and technology tool 
use were also significant (p≤0.10). For software process improvement practices, the 
results showed significant weights for organization process focus and, verification 
and validation at p≤0.10; organization process definition was weakly significant at 
p≤0.20. Since prior work and the focus group results suggest all 10 practices are 
important for software improvement (SEI, 2010) these were retained to ensure the 
integrity of the framework. Finally the level of collinearity was assessed using the 
variance inflation factor (VIF). The results show all items returned a VIF less than 
5; as such collinearity was not considered to be an issue.

Structural Model

For the structural model, the results for the main effects showed that the model 
accounted for 0.276 of the variance observed for software quality. Software process 
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Table 3. Item loadings, composite reliability and average variance extracted for 
reflective first order variables

Software Process

Risk Management: Project Monitoring and Control: Verification + Validation:

RSKM01 0.863 PMC01 0.543 VV01 0.899

RSKM02 0.930 PMC02 0.772 VV02 0.899

RSKM03 0.933 PMC03 0.842 VV03 0.893

RSKM04 0.902 PMC04 0.870 VV04 0.886

Technical Solution: Integrated Project Management: Organization Process Focus:

TS01 0.804 IPM01 0.854 OPF01 0.822

TS02 0.793 IPM02 0.811 OPF02 0.919

TS03 0.784 IPM03 0.909 OPF03 0.933

Organization Training: Requirement Management + Requirement 
Development: Project Planning:

OT01 0.794 RMRD01 0.536 PP01 0.631

OT02 0.857 RMRD02 0.874 PP02 0.853

OT03 0.894 RMRD03 0.806 PP03 0.722

RMRD04 0.760 PP04 0.761

Organization Process Definition: PP05 0.800

OPD01 0.940

OPD02 0.929

OPD03 0.924

Technology

Technology Tools: Technology Efficiency:

TTOOL01 0.861 TEFFI01 0.955

TTOOL02 0.799 TEFFI02 0.956

People

Contribution: Project Management Skills: Systems Development Skills:

CONTR01 0.807 PMSKL01 0.644 SDSKL01 0.804

CONTR02 0.844 PMSKL02 0.841 SDSKL02 0.848

CONTR03 0.872 PMSKL03 0.794 SDSKL03 0.815

PMSKL04 0.679

Software Quality

Maintainability: Functionality: Reliability:

MAINT1 0.899 FUNCT1 0.860 RELIAB1 0.867

MAINT2 0.871 FUNCT2 0.921 RELIAB2 0.816

MAINT3 0.875 FUNCT3 0.866 RELIAB3 0.859

Usability: Efficiency:

USABIL1 0.960 EFFICI1 0.935

USABIL2 0.971 EFFICI2 0.920

USABIL3 0.967
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(β=0.386, p≤0.01) and technology (β=0.225, p≤0.001) are significantly and positively 
related to software quality supporting hypotheses H1 and H3 respectively. However, 
contrary to expectations, the people element (β=0.050) was not significant regarding 
software quality; hypothesis H2 was not supported (as shown in Figure 2).

Project Characteristics: Team Size and Project 
Complexity – A Post-hoc Analysis

To provide insights into alternate explanations for the findings, a post-hoc analysis 
with two project-characteristics included as control variables was conducted – project 
team size and project complexity. Team size refers to the number of persons on the 
project team, and is an indicator of the size of the project. Prior research has shown 
that the size of the project (i.e. large vs. small) and project complexity are related 
to project success. For example, research shows smaller projects are more efficient 
in responding to changes (both business and technological) than larger projects 
(Lee and Xia, 2005). Agile and iterative development approaches which have been 
shown to be more successful are also associated with smaller teams (Vijayasarathy 
and Butler, 2017). It is generally expected that smaller projects are likely to be more 
successful than larger projects (Standish Group, 2015).

A complex project is one that has a number of characteristics (to a degree, or 
level of severity), that makes it extremely difficult to predict project outcomes, or 
to control or manage the project (Remington, 2009). Studies suggest that project 
complexity can negatively impact the success of projects (Luo, He, Xie, Yang, and Wu, 
2017) such that less complex projects are likely to be successful than more complex 

Table 4. Inter-construct correlations–first-order model

Note: The diagonal elements show the square root of the average variance extracted (AVE).
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projects (Standish, 2015). Muller, Geraldi and Turner (2011), when investigating the 
interaction between project managers’ leadership and project complexity, likewise 
found a negative impact for project complexity on project success.

The results showed that of the control variables, only project (team) size impacted 
software quality (β=-0.212, p≤0.01), such that larger projects were associated with 
lower software quality and smaller projects with higher software quality. Together 

Table 5. Loading and cross-loadings – first-order model
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with the main effects, the augmented model accounted for a total variance observed 
of 0.309. To further understand the significance of team size, the change in R2 was 
examined; more specifically the effect size f2 was calculated for the change in R2. The 
results showed a small effect size of 0.04 for project team size (Chin, 2010). Taken 
altogether the post-hoc test provides further evidence that even though project size 
does matter, the main impacts on software success for small software development 
firms derive from process and technology.

Table 6. Weights and loadings for second order variables

Variable (# of Items) Description Weights Loadings

Software Process

RSKM (4) Risk Management -0.081 0.587***

TS (3) Technical Solution 0.185 0.763***

OT (3) Organization Training 0.171 0.544***

RMRD (4) Requirements Management + 
Requirements Development 0.034 0.605***

IPM (3) Integrated Project Management 0.217 0.654***

PP (5) Project Planning 0.120 0.704***

OPD (3) Organization Process Definition 0.401† 0.188

OPF (3) Organization Process Focus -0.792** 0.159

PMC (4) Project Monitoring and Control 0.233 0.715***

VV (4) Verification + Validation 0.550** 0.818***

People

CONTR (3) Contribution 0.431* 0.747***

PMSKL (4) Project Management Skills 0.780*** 0.930***

SDSKL (3) Systems Development Skills -0.088 0.542**

Technology

TTOOL (2) Technology Tools 0.910** 0.997***

TEFFI (2) Technology Efficiency 0.114 0.808***

IS Quality

MAINT (3) Maintainability 0.296*** 0.847***

RELIAB (3) Reliability 0.205*** 0.882***

EFFICI (2) Efficiency 0.246*** 0.919***

FUNCT (3) Functionality 0.184*** 0.812***

USABIL (3) Usability 0.215*** 0.904***

Key: *** p≤0.001; ** p≤0.01; * p≤0.10; † p≤0.20
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DISCUSSION AND IMPLICATIONS

The purpose of this study was to propose and evaluate a simplified software process 
improvement model for small firms (SPIM-S). This was done by examining the 
impact of the software process as well as people and technology on software quality; 
the impacts of project size and project complexity were also assessed. Using data 
from small software development firms in developing countries of the English-
speaking Caribbean (ESC) the results show that quality of the software process 
and technology have a positive impact on software quality. The model collectively 
explains 27.6% of the variance observed for software quality, with software process 
having the greater impact. The results are consistent with prior research which have 
explained 21% to 32% of the variance observed for IS quality (Dooley et al., 2001).

Although the study did not show a significant impact for the people element 
in explaining the variance observed for software quality, having adequate people 
‘resources’ in terms of project management and systems development skills and, the 
quality of their contribution to the development process is nevertheless essential to 
software development and producing quality products (Kaltio and Kinnula, 2000).

The results also show that project team size significantly impacts software quality, 
such that smaller projects were associated with higher software quality and larger 
projects with lower software quality. This provides support of the importance of 
project size (with smaller projects being the more successful) for software quality 

Figure 2. Research model results

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



67

A Software Process Improvement Model for Small Firms in Developing Countries

(Standish Group, 2015). This finding is also consistent with the expectation of agile 
approach to software development (Cockburn and Highsmith, 2001).

This study evaluated the SPIM-S by examining the impacts of the software 
practices of small firms on the quality of the software product. It also made an 
assessment of the current state of small firms in the ESC with respect to these SPI 
practices. The results confirmed that most software development firms in the ESC 
are, in general, operating at Level 2 or Level 3 in terms of process maturity. While 
the software process had the greatest impact on software quality, only three out of 
ten practices were significant in respect of software quality - organization process 
definition, organization process focus and, verification and validation – all Level 3 
practices. A probable explanation for why these three practices were significant could 
be the emphasis that firms place on the importance of project activities like reviews, 
inspections and quality assurance in software development (Niazi and Babar, 2009).

The results further suggest that the other software practices may not have been 
well-embedded in the software development process and so had no significant 
impact on the quality of the software product. This is likely because the majority of 
software development firms in the ESC are not fully aware of SPI practices or were 
not explicitly using direct forms of SPI initiatives to support their software delivery 
process (Chevers and Duggan, 2010). With limited system development processes 
in place, these firms have a long way to go to improve their software development 
processes and comply with international quality standards for competing effectively in 
a global market. Such can be achieved through improved awareness, and incremental 
adoption and adaptation of SPI practices and programs to support their software 
development processes. However, as small firms often do not have sufficient resources 
to engage in cumbersome compliance systems, industry resources, development 
agencies and advocates for small firms, and ‘IT professional associations’ may be 
able to assist by enabling educational and other opportunities to increase awareness 
of best practices to help firms improve their processes.

Another key outcome of this study is the validation of a simple yet potentially 
feasible software process improvement model for small firms (SPIM-S), which can 
be used as a diagnostic tool to evaluate SPI programs and as a guide to identify 
practices that should be prioritized for improving software quality and qualifying 
themselves to compete globally (Niazi et al., 2010). The proposed framework can 
also be used to assess and understand the relative impact of various software process 
improvement practices on software quality, and identify practices that warrant 
further attention. Business and technical managers in small firms can therefore 
avail themselves of a set of tools to assess their software development process and 
help them identify and address gaps in their practices, and increase their capacity to 
produce high quality software. The proposed framework is considered to be more 
in line with the context and constraints of small firms, particularly in developing 
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countries, given the setting in which the model was developed and assessed. It is 
therefore expected that access to a simpler framework, such as the SPIM-S, may help 
increase the adoption and use of SPI methods in these firms. Indeed as the current 
study shows, on average many firms (whether they were fully aware or not) to some 
extent have incorporated aspects of various practices into their software development 
processes. Thus, compared with the CMMI and other process improvement models, 
the SPIM-S with fewer practices should be less complex, and so less costly and 
disruptive to implement. It is hoped that through improved SPI awareness, a simpler 
framework, such as the one offered in this study, will be useful for helping firms 
produce higher-quality software.

The proposed framework also has diagnostic value for any stage of the development 
cycle. For example, it can be used to assess a firm’s level of software process 
maturity by benchmarking current practices against desired standards and identifying 
opportunities for improvement. The measures that accompany the SPIM-S can also 
be used to assess industry averages as well as the standards exemplified by high 
performing firms, against which individual firms can evaluate their performance 
and again, identify areas for further attention. This should assist with identifying 
practices with greatest potential for benefit and provide guidance to help small firms 
progress from one maturity level to the next. Although the proposed model is not 
exhaustive of CMMI Level 2 and Level 3 practices, it does provide a starting point 
from which firms can then look to incorporating the remaining Level 2/3 practices 
into their software process and the longer term goal of embracing Level 4 and 
Level 5 practices (SEI, 2010). This progressive approach is indicative of a CMMI 
continuous representation roll-out, in which achievement at each level are used to 
measure process improvement and maturity (SEI, 2010).

As far as we are aware this is one of the few studies to evaluate the relationship 
between these factors and software quality for small firms which are often challenged 
by constraints. As such, this study also provides impetus for further research. First, 
the results show that while ten (10) practice areas are considered a priority (so 
were included in the simplified software process improvement model for small 
firms, SPIM-S), for the firms that participated in this study only three practices 
had a significant predictive impact on the variance observed for software quality 
(i.e. organization process definition, organization process focus and, verification 
and validation). However this does not mean that the remaining practices are not 
important – only that they did not significantly explain the software quality observed 
in the study context. Replicating the study in other countries to further validate the 
suggested practice areas and determine those that most impact software quality is 
encouraged. The results also suggest the usefulness of the survey instrument and 
of Zubrow’s ‘Maturity Questionnaire’, for future studies of software quality and 
CMMI/SPI based research.
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LIMITATIONS

This study offers useful insights into the practices of small software development 
firms in developing countries. At the same time some elements may limit the 
applicability of the findings to other settings. First, the scope of the study was limited 
to those small software development organisations that responded to the survey in 
Barbados, Guyana, Jamaica and Trinidad; these four countries account for 83% of 
the ESC population. While this suggests greater confidence in the representativeness 
of the findings across the ESC, there may be factors such as culture (Yadav, Adya, 
Sridhar and Nath, 2009), that distinguish the software practices in this region from 
other regions. Future research should consider replicating the study in other settings 
to extend the applicability of the model and findings beyond the current bounds.

Second, this study returned a relatively small sample. Although the sample size 
was sufficient for the data analyses (Chin, 2010) with smaller samples often returned 
for studies involving paired-responses (Ko, Kirsch and King, 2005), it is suggested 
that future work aim for a larger sample. Third, the findings may be subject to the 
possibility of response bias, poor recall, and other factors that impact reporting 
accuracy. Having a separate assessor for IS quality may help to address the problem. 
At the same time, it is possible that the organisation contacts may select respondents 
who report more favourably on the practices of the firm and project quality. Future 
replications may even out possible impacts of such effects on findings.

Fourth, the proposed model is not exhaustive of CMMI Level 2/3 practices; it 
also does not cover Level 4/5 practices. This is intentional as the aim is to suggest a 
more feasible starting point that can help firms improve their software development 
capabilities. Firms would still need to demonstrate compliance with the respective 
SPI model, such as the CMMI to attain the requisite maturity level.

In addition to these limitations, it is likely that other factors impact the outcome but 
were not considered in the research model. For example, technology characteristics 
such as ease of use (Gorla and Lin, 2010) and firm-level factors such as culture and 
decision style (Martinsons and Davison, 2007) may also impact quality outcomes. In 
assessing software quality this study also relied on subjective measures. Although 
the study accounted for project manager and user views to reduce bias, future 
research may consider using objective metrics such as code coverage and bug rates 
to measure quality.

Finally, this study focused on SPI practices that had been used for the target 
project, but did not consider projects that were not governed by these practices, or 
initiatives that were in place but not being used, or practices that the firm believed 
‘should’ be in place. Providing more in-depth insight into the software practices and 
capabilities of small firms will enable a better understanding of the capacities of 
small firms to implement SPI initiatives. Given the progressive nature of software 
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process maturity, it is worthwhile also revisiting the firms over the long term to 
review changes in their software practices and how these impact software quality, 
and progression along the ‘software maturity’ continuum.

CONCLUSION

Despite improvements far too many software projects continue to fail (Standish, 
2015). This is even more problematic for small software development firms in 
developing countries with a lower capacity to absorb such failures compared with 
large firms (Niazi et al., 2010). Software process improvement models aim to address 
these problems. However many of these models are too cumbersome and costly for 
small firms to implement. To avail them of the benefits that these practices bring, 
this study suggests a simplified model of software process improvement practices 
(SPIM-S) aimed at helping small firms, especially those in developing countries, 
improve the quality of their software development process. Drawing on established 
practices, the study presents a set of standards that are deemed to be more feasible 
to implement given the resource limitations and other constraints of such firms. As 
small firms advance their software development processes, the phased adoption of 
software improvement practices are expected to improve their competiveness and 
provide a stepping stone to the next stage of process maturity.

In this study, three key contributors to software quality, that is, people, technology 
and process are evaluated. The results confirm the importance of software process 
and technology –related factors as major determinants of software quality. A post-
hoc test further showed that project characteristics, more specifically, project size 
(measured in terms of team size) was also important with smaller projects being linked 
to higher software quality, and larger projects associated with lower software quality. 
Altogether, the study showed all ten of the suggested software process improvement 
practices were present in some form in the participating firms. However, only three 
of the practices were impactful in term of the quality of software development 
among small software firms in the English-speaking Caribbean (ESC). As such, 
the challenge for SPI lies not as much with the absence of various practices from 
the software development process, but that greater effort is needed to incorporate 
them more fully into their project implementations, with a view to institutionalizing 
them in the development process. To enhance the awareness of SPI and to educate 
IS professionals and users of the benefits of SPI initiatives, training and associated 
workshops are recommended. Equally important also is the drive to increase the 
maturity of the delivery process by encouraging firms to engage in continuous 
improvement of their software development practices.
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Finally, it is hoped that the findings will be useful to IS researchers for future 
work and to practitioners in their efforts to improve software quality. By focusing 
on core practices such as those suggested in the SPIM-S framework, it is expected 
that small software development firms will be better able to realise the benefits 
of SPI in their software development process, improve their competitiveness, and 
reduce the digital distance between themselves and others in their own countries 
and in more developed settings.
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APPENDIX A: SOFTWARE PROCESS IMPROVEMENT 
PRACTICES – KEY DEFINITIONS

Table 7. 

1. Requirements Management & Requirements Development are about analysing and producing the 
system requirements and managing customer requirements. 
2. Project Planning establishes and maintains the plans that define project activities
3. Verification describes the steps taken to ensure that the activities are performed in compliance with 
processes such as reviews, audits and software quality assurance while Validation is checking that the 
software process produced the intended results such as formal walkthroughs and inspections 
4. Project Monitoring & Control provides an understanding of the project’s progress so that appropriate 
corrective actions can be taken when the project’s performance deviates significantly from the plan 
5. Technical Solution is about designing, developing and implementing solutions to user requirements
6. Organization Process Definition establishes and maintains a usable set of software development 
procedures and standards 
7. Organization Process Focus plans, implements and deploys process improvements based on a thorough 
understanding of the strengths and weaknesses of the organization’s software development processes 
8. Organization Training is about developing the skills and knowledge of project personnel so they can 
perform their roles effectively and efficiently 
9. Integrated Project Management is about managing the project in a manner that brings team members 
together in a coordinated manner 
10. Risk Management is about identifying potential problems before they occur so that risk-management 
activities can be planned and put into action as needed

Source: Zubrow et al.,1994; SEI, 2010
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APPENDIX B: SURVEY ITEMS

Figure 3. 
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Figure 4. 

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



80

A Software Process Improvement Model for Small Firms in Developing Countries

Figure 5. 
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ABSTRACT

A major challenge for multinational companies is how to motivate employees with 
different individual cultural characteristics and national cultures to share knowledge. 
The purpose of this study is to investigate the effects of individual and national cultures 
on knowledge sharing. Individual cultural characteristics are incorporated into the 
model as antecedents of knowledge-sharing motivations (organizational rewards, 
image, and reciprocal benefits). National cultural differences are examined by 
conducting studies with subjects in the U.S. and China. The results show that power 
distance is significantly related to reciprocal benefits in the U.S. but not in China. 
Individualism/collectivism is related to organizational rewards and image in the U.S. 
but not in China, while individualism/collectivism is significantly related to reciprocal 
benefits in China but not in the U.S. Uncertainty avoidance is significantly related 
to reciprocal benefits in the U.S. but not in China. This study provides knowledge-
sharing practices and management implications for multinational companies.
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INTRODUCTION

In today’s knowledge-based business environments, a mass of knowledge is growing 
and increasing in organizations. Knowledge can be viewed as the most valuable 
resource because it helps organizations increase competitive advantage (Huang et 
al., 2008; Wasko & Faraj, 2005). As knowledge is critical for organizations, how can 
organizations motivate their employees to share knowledge? Based on social exchange 
theory (SET) (Blau, 1964), knowledge sharing can be driven by motivational factors, 
such as organizational rewards, image, reciprocal benefits, knowledge self-efficacy, 
and altruism (Bock & Kim, 2002; Bock et al., 2005; Chen et al., 2012; Huang et al., 
2008; Hung et al., 2011; Hsu & Lin, 2008; Kankanhalli et al., 2005; Lin, 2007; Lin 
et al., 2015; Sedighi et al., 2016; Yan et al., 2016; Zhang et al., 2017; Zhou, 2018).

If knowledge-sharing motivations are provided for employees, will all employees be 
willing to share their knowledge? According to prior research results, the answers seem 
to be equivocal. For example, U.S. samples show that image has a significant impact 
on knowledge-sharing intentions (Wasko & Faraj, 2005), but Chinese samples do not 
(Hung et al., 2011). In another case, reciprocal benefits positively affect knowledge-
sharing intentions for Chinese employees (Lin, 2007; Zhang et al., 2017) but not for 
U.S. employees (Wasko & Faraj, 2005). This implies that even if organizations provide 
the same motivations, employee behavioral intentions do not universally hold across 
cultures and countries (Srite & Karahanna, 2006; Zhang et al., 2014).

To deeply understand cultural contexts, some existing studies have employed 
Hofstede’s (2001) multidimensional national cultural framework to analyze the 
main knowledge-sharing differences (Chiu et al., 2018; Chow et al., 2000; Griffith 
et al., 2006; Jiacheng et al., 2010; Jin et al., 2017; Scuotto et al., 2017; Posey et al., 
2010). The cultural dimensions include individualism/collectivism, power distance, 
uncertainty avoidance, and masculinity/femininity (Hofstede, 1980). Additionally, 
Hofstede’s country scores are used to theorize about differences between countries. 
For example, the U.S. and China can be classified as individualistic and collectivistic 
countries (the U.S. has a score of 91 and China has a score of 20). China and the 
U.S. can be classified as high and low power distance countries (China has a score 
of 80 and the U.S. has a score of 40).

Behavioral models can be influenced and modified by national culture, but 
individual beliefs, values, and self-motivated behaviors may also be shaped by 
individual cultural characteristics (Chiu et al., 2018; Tyler et al., 2000; Kivrak et al., 
2014). Although two individuals both belong to the same country, they may have 
different cultural characteristics because of religion, ethnic background, region, 
and linguistic background (Lee et al., 2007; Karahanna et al., 2005). Thus, cultural 
characteristics are treated as individual difference variables and should be measured 
at the individual level of analysis (Srite & Karahanna, 2006; Zhang et al., 2014).
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However, current knowledge-sharing studies have investigated the effects of culture 
at the national level rather than at the individual level (Chiu et al., 2018; Chow et al., 
2000; Griffith et al., 2006; Jiacheng et al., 2010; Jin et al., 2017; Scuotto et al., 2017; 
Posey et al., 2010). Thus, the purpose of this study is to understand how cultural 
characteristics influence knowledge-sharing motivations, which in turn influence 
knowledge-sharing intentions. We incorporate Hofstede’s cultural dimensions 
into knowledge-sharing models. In addition to individual cultural characteristics, 
national cultural differences are examined by conducting studies with subjects in 
the U.S. and China. We choose the U.S. and China because the two countries have 
salient differences in most of Hofstede’s country scores (Hofstede, 2001). The U.S. 
is characterized as an individualistic, high uncertainty avoidance, and low power 
distance country, while China is characterized as a collectivistic, low uncertainty 
avoidance, and high power distance country.

This study is the first to develop a model that includes the effects of both 
individual and national cultures on knowledge sharing. We confirm that individual 
cultural characteristics influence knowledge-sharing motivations, which in turn 
influence knowledge-sharing intentions. The results also show that there are 
significant differences between the U.S. and Chinese model. Thus, individual and 
national cultures both influence employees’ knowledge sharing. These findings can 
help organizations better understand employees’ knowledge-sharing motivations. 
In particular, understanding can help improve knowledge management based on 
employees’ individual cultural characteristics and national cultural backgrounds.

The remainder of this paper is organized as follows. In the next section, the 
theoretical bases of this study are described. Based on Hofstede’s cultural framework, 
individual cultural characteristics are incorporated into the model as antecedents of 
knowledge-sharing motivations. Section three describes the hypotheses and research 
model. Section four explains the methodology and data collection, followed by the 
results from the U.S. and China in Section five. Section six discusses the research 
findings. Section seven concludes the theoretical and managerial contributions. The 
conclusions and limitations are presented in the last section.

LITERATURE REVIEW

Social Exchange Theory

Social exchange theory derives from economic exchange theory (Liao, 2008). 
However, there are some differences between the two theories. The former concerns 
intrinsic benefits, whereas the latter focuses on extrinsic benefits. The intrinsic benefits 
(e.g., approval, status, and respect) have no exact price or future return in terms of 
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a single quantitative medium of exchange. As such, social exchange differs from 
economic exchange, as it entails unspecified obligations (Organ & Konovsky, 1989).

Blau (1964) posited that individuals engage in social exchange. Social exchange 
factors have accounted for the social and individual cost and benefit factors 
(Kankanhalli et al., 2005). Cost factors can be opportunity costs or an actual loss of 
resources (Molm, 1997), such as loss of knowledge power and codify effort. Benefit 
factors can be organizational rewards, image, reciprocity, knowledge self-efficacy, 
enjoyment in helping others, and sense of self-worth (Deci & Ryan, 1980; Bock et 
al., 2005; Kankanhalli et al., 2005).

Thibaut and Kelley (1959) suggested that widely cited social exchange factors 
include direct reward, anticipated reciprocity, expected gain in reputation and influence 
on others, altruism and perception of self-efficacy. Bock et al. (2005) argued that 
knowledge sharing can be seen as a form of social exchange. Knowledge-sharing 
studies have confirmed that social exchange factors are associated with knowledge-
sharing behavior on blogs, electronic networks, and electronic knowledge repositories, 
online health communities, and social medias (Bock & Kim, 2002; Constant et al., 
1994; Chen et al., 2012; Ham et al., 2019; Hsu & Lin, 2008; Huang et al., 2008; 
Hung et al., 2011; Hung et al., 2011; Lin, 2007; Wasko & Faraj, 2005; Yan et al., 
2016; Zhang et al., 2017).

This study investigates how organizational rewards, image, and reciprocity 
motivate employees’ knowledge-sharing intentions. These factors can be classified 
as extrinsic benefits that the organization or management typically provides for 
good job performance (Deci & Ryan, 1985; Ryan & Deci, 2000). Organizational 
rewards are defined as the degree to which individuals believe that they will receive 
extrinsic incentives for their knowledge sharing (Bock et al., 2005). Image is defined 
as the degree to which individuals believe that they will increase reputation through 
knowledge sharing. Reciprocal benefits are defined as the degree to which individuals 
believe that their knowledge sharing will lead to future requests for knowledge being 
met (Kankanhalli et al., 2005).

Culture

Several scholars have proposed different definitions of national culture. Kluchhohn 
(1951) defined culture as consisting “in patterned ways of thinking, feeling 
and reacting, acquired and transmitted by symbols, constituting the distinctive 
achievements of human groups, including their embodiments in artifacts; the essential 
core of culture consists of traditional (i.e., historically derived and selected) ideas and 
especially their attached values.” Kroeber and Parsons (1958) defined the concept 
of culture as “transmitted and created content and patterns of values, ideas, and 
other symbolic-meaningful systems as factors in the shaping of human behavior and 
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the artifacts produced through behavior.” Hofstede (1980) defined culture as “the 
collective programming of the mind that distinguishes the members of one group 
or category of people from another.”

Although a variety of cultural dimensions have been proposed by scholars (Clark, 
1990; Triandis, 1995), Hofstede’s (1980) national culture is the most widely accepted 
explanation in cross-cultural studies. From 1967 to 1973, Hofstede collected 1,160,000 
comparative attitude surveys from IBM employees in 72 countries. National cultures 
from 53 countries were classified into four cultural dimensions: power distance, 
individualism/collectivism, masculinity/femininity, and uncertainty avoidance.

Power distance is defined as the extent to which the less powerful individuals of 
organizations and institutions accept and expect that power is distributed unequally. 
Individualism/collectivism is defined as the degree to which individuals are integrated 
into groups. Masculinity/femininity is defined as the degree to which individuals 
express masculine values (e.g., assertive and competitive) or feminine values (e.g., 
nurturing). Uncertainty avoidance is defined as the extent to which individuals feel 
either uncomfortable or comfortable in unstructured situations (Hofstede, 1980; 
Hofstede & Bond, 1988).

Culture and Knowledge Sharing

Based on Hofstede’s cultural framework, Griffith et al. (2006) argued that culture 
can afford an understanding of how societies manage exchange. Thus, culture has 
also been applied to knowledge-sharing realms. Most of the knowledge-sharing 
studies mainly used Hofstede’s country scores to theorize about differences between 
countries. For example, the U.S. and China’s country scores for each cultural 
dimension are listed in Table 1. The U.S. has strong individualism (score 91) and 
China has strong collectivism (score 20). The U.S. (score 46) has more uncertainty 
avoidance than China (score 30). China (score 80) has more power distance than 
the U.S. (score 40). The U.S. and China are less different in terms of masculinity 
(scores 62 and 66, respectively).

Table 1. Comparison of Hofstede’s country scores between the U.S. and China

Cultural Dimensions United States China

Power distance 40 80

Individualism/collectivism 91 20

Masculinity/femininity 62 66

Uncertainty avoidance 46 30
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The country-level assessments of culture have been applied to address knowledge-
sharing issues (Chiu et al., 2018; Griffith et al., 2006; Jiacheng et al., 2010; Kivrak et 
al., 2014; Posey et al., 2010). Chiu et al. (2018) explored the influence of optimism, 
pessimism, and positive effects on knowledge sharing in Taiwan and Malaysia. The 
findings indicated that national cultures of collectivism and power distance play 
moderating roles in these hypothesized relationships. Griffith et al. (2006) investigated 
the influence of culture on relationship resources (i.e., the relationship between trust 
and commitment) and knowledge resources (i.e., the relationship between information 
sharing and problem resolution) in Japan and the U.S. Their results showed that 
culture influences the relationship resources, which in turn influences information 
sharing. Jiacheng et al. (2010) investigated how intrinsic (i.e., social and personal 
norms) and extrinsic motivations (i.e., reward and punishment) shape the intention 
to share knowledge in a cross-cultural context. After considering the influence 
of Hofstede’s culture, there are significant differences in Chinese and American 
knowledge-sharing motivations. Posey et al. (2010) proposed an online community 
self-disclosure model in a cross-cultural setting. Their results indicated that social 
influence and reciprocal benefits influence French people’s self-disclosure, while 
trust and privacy risk belief influence British people’s self-disclosure.

Hofstede’s model has been applied to knowledge management in entrepreneurial 
settings (Jin et al., 2017; Scuotto et al., 2017). Jin et al. (2017) investigated the 
effects of psychological capital (i.e., hope, resilience, optimism, and self-efficacy) 
on young start-up entrepreneurs’ performance, knowledge, and skills in China and 
Korea. Psychological capital differs across countries based on Hofstede’s cultural 
dimensions. Scuotto et al. (2017) followed Hofstede’s model and found that national 
and generational cultures influence global family firms’ knowledge management.

Research Model and Hypotheses

Previous studies have investigated the effects of culture at the national level. It is 
inappropriate to use Hofstede’s country scores on cultural dimensions to predict 
individual behaviors (Srite & Karahanna, 2006). Culture is a macro-level phenomenon 
and lacks precision in explaining individual behaviors (Straub et al., 2002). Individuals 
may have different cultural characteristics even though they all belong to the same 
country (Lee et al., 2007). Thus, culture should be treated as an individual variable, 
that is, a cultural characteristic. Srite and Karahanna (2006) defined cultural 
characteristics as the degree to which an individual embraces the values of his or 
her national culture. As Tyler et al. (2000) argued, cultural characteristics can shape 
individual beliefs, values, and self-motivated behaviors. Given the above discussion, 
this study investigates the effects of individual and national cultures on knowledge-
sharing motivations and intentions. Only the three cultural dimensions (i.e., power 
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distance, individualism/collectivism, and uncertainty avoidance) are chosen for 
this study. The cultural dimension of masculinity/femininity mainly distinguishes 
men’s and women’s values according to one’s sex. Masculine people are assertive 
and competitive, while feminine people are nurturing and helping others (Hofstede, 
1980; Yoon, 2009). Because femininity implies enjoying helping others, the cultural 
dimension may be closely related to intrinsic benefits of knowledge sharing. This 
study focuses on only extrinsic benefits from the organization or management. 
Further, we propose a research model, as shown in Figure 1.

Knowledge Sharing Motivations

Organizational rewards range from monetary rewards (e.g., increased pay and bonus) 
to nonmonetary rewards (e.g., job security and career advancement) (Bock and Kim, 
2002; Chen et al., 1999). Monetary incentives and points toward promotion are 
regarded as extrinsic motivations for knowledge sharing (Granovetter, 1985). Prior 
studies have confirmed that such organizational rewards can effectively motivate 
individuals to share knowledge (Chang et al., 2015a,b; Huang et al., 2008; Husted 
& Michailova, 2002; Kankanhalli et al., 2005; Sedighi et al., 2016). Thus, if an 
employee believes he/she can receive rewards for his/her knowledge sharing, he/she 
will be likely to share knowledge. This study hypothesizes the following:

H1: Organizational rewards positively affect knowledge-sharing intentions.

Figure 1. Research model
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Image can be regarded as a social reward, such as approval, status, and respect 
(Blau, 1964). In the workplace, employees can show their valuable expertise to earn 
respect and achieve a better image (Constant et al., 1994; 1996). Huang et al. (2008) 
also argued that people can establish their status as experts in organizations while they 
share their professional knowledge with colleagues. Several studies have confirmed 
that image can cause individuals to share useful knowledge (Chang et al., 2015a,b; 
Huang et al., 2008; Hsu & Lin, 2008; Lin, 2007; Wasko & Faraj, 2005). Thus, if an 
employee believes that he/she can build a personal image through knowledge sharing, 
he/she will be willing to share knowledge. This study hypothesizes the following:

H2: Image positively affects knowledge-sharing intentions.

Reciprocal benefits serve as mutual factors for knowledge contributors because 
they expect future help from others (Bock & Kim, 2002; Connolly & Thorn, 1999). 
They can establish reciprocal relationships with colleagues in organizations (Bock 
et al., 2005). Some studies have also confirmed that reciprocal benefits can facilitate 
individuals’ knowledge sharing and achieve long-term mutual cooperation (Bock & 
Kim, 2002; Bock et al., 2005; Chang et al., 2015a,b; Lin, 2007; Sedighi et al., 2016; 
Zhang et al., 2017). Thus, if an employee believes that he/she can obtain reciprocal 
benefits from other colleagues through knowledge sharing, he/she will enhance his/
her knowledge-sharing intentions. This study hypothesizes the following:

H3: Reciprocal benefits positively affect knowledge-sharing intentions.

Power Distance

People with a high power distance refer to their superiors, peers, or subordinates’ 
decisions and then perform a specific action (Chiu et al., 2018; Li et al., 2009; 
Zhang et al., 2014). In other words, their behaviors could be affected by superiors’ 
and peer influences (Taylor & Todd, 1995). Such influences are called norms in 
organizations. Similar to this concept, a norm of reciprocity also exists in knowledge-
sharing environments (Wasko & Faraj, 2005). When an employee is influenced by 
reciprocal relationships between colleagues, he/she is willing to contribute his/her 
knowledge (Hsu & Lin, 2008). Thus, an employee with a high power distance is likely 
to perceive the reciprocal benefits of knowledge sharing. This study hypothesizes 
the following:

H4: Power distance positively affects reciprocal benefits.
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Individualism/Collectivism

Individualists are expected to take care of their own interests (Lee et al., 2007). 
In knowledge-sharing realms, organizational rewards can be regarded as a kind 
of personal interest. In addition, Lee et al. (2007) noted that individualistic users 
appreciate monetary value more than collectivistic users do. That is, they are sensitive 
to monetary rewards, such as increased pay and bonuses. Thus, an individualistic 
employee may be concerned about organizational rewards when sharing knowledge. 
This study hypothesizes the following:

H5: Individualism positively affects organizational rewards.

People with high individualism seek to satisfy and emphasize personal goals 
(Lee et al., 2007; Radford et al., 1991; Yu, 2014). They think that personal 
identity is determined by individual achievement (Srite & Karahanna, 2006). 
Such achievements in terms of knowledge sharing can be social images. Thus, an 
individualistic employee tends to build personal identity and recognition through 
knowledge sharing. Individualism may have a positive effect on image. This study 
hypothesizes the following:

H6: Individualism positively affects image.

Reciprocal benefits are based on social relationships (Huang et al., 2008; 
Sedighi et al., 2016). Because individualists do not emphasize strong relationships 
(Yoon, 2009), they believe less that benefits derive from reciprocal relationships. 
In addition, there is a strong norm of reciprocity in the collective (Wasko & Faraj, 
2005). When individualists tend not to follow social norms and collective goals in 
organizations (Steenkamp et al., 1999; Choi & Geistfeld, 2004; Sedighi et al., 2016; 
Srite & Karahanna, 2006), individualism may reduce the perception of reciprocal 
benefits. Thus, this study hypothesizes the following:

H7: Individualism negatively affects reciprocal benefits.

Uncertainty Avoidance

Uncertainty avoidance is expected to be inversely associated with trust (Lee at al., 
2018; Yoon, 2009). People with high uncertainty avoidance tend to distrust other 
people (Fukuyama, 1995). In general, reciprocal benefits are uncertain and unknown 
in knowledge-sharing environments (Chang et al., 2015a; Huang et al., 2008). We 
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expect that uncertainty avoidance may reduce trust and reciprocal benefits among 
employees. Thus, an employee with high uncertainty avoidance may be less concerned 
about reciprocal benefits when sharing knowledge. This study hypothesizes the 
following:

H8: Uncertainty avoidance negatively affects reciprocal benefits.

METHODOLOGY

Measures

A survey methodology was used to measure the constructs of this study. Organizational 
rewards were measured using scales derived from Davenport and Prusak (1998). 
Image and reciprocal benefits were measured using scales derived from Kankanhalli 
et al. (2005). Knowledge-sharing intentions were measured using scales adapted from 
Moon and Kim (2001). The cultural characteristics of power distance, individualism/
collectivism, and uncertainty avoidance were measured using scales derived from 
Yoon (2009). All items were measured using a seven-point Likert scale ranging 
from strongly disagree (1) to strongly agree (7). A pretest was conducted in Taiwan’s 
branch company to verify the measurement scales. Based on the pretest, we modified 
the wording of some scale items. The back-translation method was applied to ensure 
consistency of the questionnaire between the U.S. and China. Appendix 1 shows 
the final items used in this study.

Data Collection

Engineers were selected for this study since engineer samples usually come from 
knowledge-concentrated departments in a company. These engineers were from 
a large multinational company that manufactures machines in the semiconductor 
industry and has plants and service departments in 14 countries. The final data 
collections were distributed to 520 U.S. and 480 Chinese engineers. A total of 
153 U.S. and 154 Chinese respondents participated in this study, of whom 261 
were employees (85%) and 46 were managers (15%). Half of the respondents had 
a bachelor’s degree (69.4%). Approximately 45% of the respondents were between 
the ages of 26 and 35. Demographic profiles for the respondents in the two countries 
are shown in Appendix 2.
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Data Analysis

The partial least squares (PLS) method supports both confirmatory and exploratory 
research (Gefen et al., 2000). PLS also allows researchers to use a smaller sample 
size than other structural equation modeling techniques. Thus, this study uses PLS 
to assess measurement and structural models. The measurement model examines the 
convergent and discriminant validity of items and constructs. The structural model 
examines the hypothesized relationships between constructs in the research model.

RESULTS

Common Method Bias

To assess common method bias, Harman’s one-factor test is examined using a 
principal component analysis. If a single construct accounts for more than 50% of 
the variance, the common method bias might threaten the validity (Harman, 1976; 
Mattila & Enz, 2002; Pee et al., 2010). The results show that the combined 11 
constructs account for 89.75% of the total variance. The variance of the 6 constructs 
ranges from 7.23% to 19.64%, which is less than 50% of the variance. Therefore, 
the common method bias might be excluded by the items in this study.

Non-response Bias

Among 307 data in this study, 235 respondents completed the survey during an early 
stage and 72 respondents completed the survey during a later stage. Late respondents 
might resemble non-respondents more than early respondents (Armstrong & Overton, 
1977). To assess non-response bias, we conducted t-tests to compare gender and age 
between early and late respondents. The results indicate no significant differences 
between the two groups. Since the non-response bias is excluded, we can pool data 
from these two groups together.

Measurement Model

PLS is used to assess the reliability and discriminant validity of the measurement 
model. The reliability is calculated using the composite reliability (CR) and the 
average variance extracted (AVE) (Fornell & Larcker, 1981). Table 2 shows that 
CRs for all constructs range from 0.61 to 0.85, which exceeds the recommended 
level of 0.60. AVEs range from 0.55 to 0.78, which also exceeds the recommended 
level of 0.50. This therefore supports the reliability of the measurement items.
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The discriminant validity is evaluated using the factor loading and the square root 
of the AVE (Chin, 1998). Table 3 shows the factor loadings for all items ranging 
from 0.74 to 0.93, which exceeds the recommended level of 0.7. Additionally, the 
factor loadings for each construct are higher than cross-loadings on other constructs. 
Table 4 shows that the square root of the AVE for each construct is larger than its 
correlations with the other constructs. This demonstrates reasonable discriminant 
validity in our models.

Structural Model

PLS is used to examine all hypothesized relationships between constructs in the 
U.S. and Chinese models. Figure 2 shows the results for U.S. samples. The model 
accounts for 57.3% of the variance in knowledge-sharing intentions. As hypothesized, 
organizational rewards and reciprocal benefits have significant effects on knowledge-
sharing intentions, providing support for hypotheses 1 and 3. However, image has no 
direct influence on knowledge-sharing intentions, and hypothesis 2 is not supported. 
Individualism/collectivism has a significant effect on organizational rewards and 
image but not on reciprocal benefits. Thus, hypotheses 5 and 6 are supported. 
Power distance and uncertainty avoidance significantly affect reciprocal benefits, 
supporting hypotheses 4 and 8.

Figure 3 shows the results for Chinese samples. The model explains approximately 
54% of the variation in knowledge-sharing intentions. As a result of the U.S. model, 
the results also provide support for hypotheses 1 and 3 but not for hypothesis 
2. Contrary to expectations, power distance and uncertainty avoidance have no 
significant effect on reciprocal benefits. Thus, hypotheses 4 and 8 are not supported. 
Individualism/collectivism significantly affects reciprocal benefits. Unexpectedly, 

Table 2. Results for reliability test

Construct Mean Std. Deviation CR AVE

Power distance (PD) 3.14 1.39 0.61 0.59

Individualism/collectivism (IC) 3.31 1.30 0.70 0.65

Uncertainty avoidance (UA) 3.56 1.18 0.64 0.55

Organizational rewards (OR) 3.29 1.52 0.83 0.78

Image (IMG) 4.44 1.35 0.82 0.73

Reciprocal benefits (RB) 5.64 1.15 0.85 0.75

Knowledge-sharing intentions (KSI) 5.42 1.18 0.85 0.76
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Table 3. PLS confirmatory factor analysis

PD IC UA OR IMG RB KSI

PD1 0.84 0.08 0.21 0.06 0.16 0.05 0.02

PD2 0.86 0.07 0.19 0.10 0.04 -0.02 0.02

IC1 0.15 0.83 0.21 0.00 0.09 0.05 0.02

IC2 0.04 0.89 0.19 0.13 0.08 -0.04 -0.04

IC3 -0.02 0.81 -0.04 0.12 0.12 -0.06 0.02

UA1 0.14 0.14 0.81 0.08 0.02 0.05 -0.09

UA2 0.21 0.11 0.81 0.11 0.10 -0.02 -0.07

UA3 0.08 0.08 0.80 -0.04 0.08 -0.08 0.18

OR1 0.14 0.09 0.09 0.82 0.25 0.09 0.08

OR2 -0.01 0.14 0.04 0.93 0.13 0.03 0.12

OR3 0.06 0.01 0.02 0.92 0.18 0.03 0.09

OR4 0.03 0.08 0.04 0.81 0.28 0.13 0.13

IMG1 0.06 0.08 0.04 0.16 0.85 0.19 0.16

IMG2 0.10 0.09 0.11 0.27 0.81 0.11 0.19

IMG3 0.05 0.08 0.06 0.23 0.84 0.19 0.13

IMG4 0.08 0.14 0.05 0.24 0.77 0.25 0.11

RB1 0.00 -0.06 -0.02 0.08 0.24 0.80 0.33

RB2 0.03 -0.02 -0.04 0.06 0.22 0.84 0.33

RB3 0.00 -0.01 0.00 0.13 0.29 0.74 0.36

KSI1 0.02 0.03 0.06 0.13 0.19 0.32 0.82

KSI2 -0.01 -0.02 -0.01 0.18 0.20 0.25 0.86

KSI3 0.04 -0.01 -0.03 0.10 0.14 0.36 0.81

Table 4. Inter-construct correlations

PD IC UA OR IMG RB KSI

PD 0.76

IC 0.23 0.80

UA 0.54 0.36 0.74

OR 0.20 0.22 0.16 0.88

IMG 0.29 0.23 0.22 0.50 0.85

RB 0.09 -0.05 -0.02 0.25 0.56 0.87

KSI 0.10 0.00 0.03 0.33 0.48 0.76 0.87
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individualism/collectivism has no direct influence on organizational rewards and 
image. Thus, hypothesis 7 is supported, while hypotheses 5 and 6 are not. Table 5 
shows the hypothesis test results between the U.S. and China.

Table 5 further shows differences in hypothesized relationships between the U.S. 
and China. There are no significant differences in organizational rewards, image, 
and reciprocal benefits between the two countries. The effects of power distance 
and uncertainty avoidance on reciprocal benefits are larger in the U.S. than in 
China. The effect of individualism/collectivism on reciprocal benefits is weaker 

Figure 2. Results for U.S. model
*p < .05, **p < .01, ***p < .001

Figure 3. Results for Chinese model
*p < .05, **p < .01, ***p < .001
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in the U.S. than in China. However, we do not find significant differences in the 
effect of individualism/collectivism on organizational rewards and image between 
the two countries.

DISCUSSIONS

This study explores the role of motivational factors in explaining knowledge sharing 
and incorporates power distance, individualism/collectivism, and uncertainty 
avoidance into the research model as antecedents of motivational factors. Data were 
collected for the U.S. and Chinese samples. Six of the eight hypothesized relationships 
are found to be significant in the U.S. and three of the eight hypothesized relationships 
are significant in China. The findings related to the hypotheses are discussed below.

Knowledge-Sharing Motivations

According to the research results of this study, the direct paths between organizational 
rewards and knowledge-sharing intentions and between reciprocal benefits and 
knowledge-sharing intentions are significant and positive in the two countries. Image 
does not significantly affect knowledge-sharing intentions in the two countries. One 
possible explanation is the interface with knowledge management systems. The 
investigating system does not provide any feedback functions, such as a reply, a like 
button, browser time, or download time. Thus, U.S. and Chinese employees may 
perceive that they do not gain reputation feedback when sharing their knowledge.

Table 5. Hypothesis test results

Hypothesis
U.S. Model Chinese Model

Statistical 
DifferencePath 

Coefficient t-Value Path 
Coefficient t-Value

H1 OR→KSI 0.120 1.99* 0.200 2.67** n.s.

H2 IMG→KSI 0.024 0.40 0.123 1.62 n.s.

H3 RB→KSI 0.744 10.85*** 0.705 6.75*** n.s.

H4 PW→RB 0.225 1.98* -0.080 -0.60 p<0.05

H5 IC→OR 0.316 3.77*** 0.128 1.47 n.s.

H6 IC→IMG 0.291 3.45*** 0.125 1.389 n.s.

H7 IC→RB 0.095 1.06 -0.222 -2.19* p<0.05

H8 UA→RB -0.225 -1.97* 0.091 0.71 p<0.05

***Significant at 0.001; * *Significant at 0.01; *Significant at 0.05
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Power Distance

The direct effect of power distance on reciprocal benefits is significant in the U.S. 
but not in China. We find that Chinese employees with high power distance are 
unwilling to share knowledge for reciprocal benefits. Chinese employees may not 
trust each other because people in high power distance societies consider each other 
as unequal (Yoon, 2009). In addition, reciprocal expectations are expected to be 
intimately associated with trust (Putam, 1995). Thus, the effect of power distance is 
statistically insignificant on reciprocal benefits. In other words, they may not trust 
that they can obtain others’ knowledge after sharing knowledge.

Individualism/Collectivism

Individualism has no significant influence on organizational rewards and image 
in China. This may be influenced by national culture. China is characterized as a 
collectivistic country (Hofstede, 2001). Thus, some of the individualistic employees 
tend not to emphasize personal interests (i.e., organizational rewards and image). The 
converse dual effects reduce the effect of individualism on organizational rewards 
and image for Chinese employees.

On the other hand, individualism does not significantly affect reciprocal benefits 
in the U.S. One possible explanation for the result is that U.S. employees who are 
individualists may trust reciprocal benefits. Yoon (2009) proposed that individualists 
are not sensitive to the in- and out-group boundary. They are still willing to trust 
reciprocal relationships even if they do not follow collective goals. Thus, the converse 
dual effects may decrease the effect of individualism on reciprocal benefits for U.S. 
employees.

Uncertainty Avoidance

The direct effect of uncertainty avoidance on reciprocal benefits is significant in 
the U.S. but not in China. On the one hand, because China is representative of a 
weak uncertainty avoidance country (Hofstede, 2001), some of the employees still 
trust reciprocal benefits. On the other hand, Li et al. (2009) proposed that people 
with high uncertainty avoidance rely on social norms. Since reciprocal benefits 
become a norm in organizations, uncertainty avoidance may strengthen the effect of 
reciprocal benefits. The two reasons may reduce the effect of uncertainty avoidance 
on reciprocal benefits.
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IMPLICATIONS FOR THEORY AND PRACTICE

Implications for Theory

In knowledge-sharing fields, most motivational issues have been studied in a single 
country (Bock & Kim, 2002; Bock et al., 2005; Huang et al., 2008; Hung et al., 2011; 
Hung et al., 2011; Hsu & Lin, 2008; Kankanhalli et al., 2005; Lin, 2007; Sedighi et 
al., 2016; Yan et al., 2016; Zhang et al., 2016; Zhou, 2018). Although some studies 
have used Hofstede’s country scores to theorize about differences between countries, 
prior research models have been developed and assessed at the national level (Chiu 
et al., 2018; Chow et al., 2000; Griffith et al., 2006; Jiacheng et al., 2010; Posey et 
al., 2010). This study is the first to investigate the effects of individual and national 
cultures on knowledge-sharing motivations and intentions.

In the past, few existing studies have focused on the antecedents of these knowledge-
sharing motivations. In this study, Hofstede’s cultural dimensions are integrated 
into the research model as the antecedents of knowledge-sharing motivations. Our 
results show that individual cultural characteristics influence motivational factors, 
which in turn influence knowledge-sharing intentions. This implies that individual 
cultural characteristics play important roles in knowledge sharing. Further research 
may use a similar framework and methodology to investigate the effects of other 
individual characteristics (e.g., personality traits) on knowledge-sharing motivations.

After considering the effect of national culture, our models and hypothesized 
relationships are verified in the U.S. and China. In this study, the relationships 
between knowledge-sharing motivations (i.e., organizational rewards, image, and 
reciprocal benefits) and intentions are found to be similar in the two countries. 
However, individual cultural characteristics (i.e., power distance, individualism/
collectivism, and uncertainty avoidance) exhibit salient differences in knowledge-
sharing motivations. The results of this study demonstrate the importance of individual 
cultural characteristics across different countries. If future research is undertaken 
in a cross-cultural context, the effects of individual and national cultures should be 
accounted for.

Implications for Practice

The findings of this study provide insights for managers to develop knowledge-
sharing practices and management implications across countries. Organizational 
rewards and reciprocal benefits are important knowledge-sharing motivations in 
the U.S. and China. However, after considering the effect of individual cultural 
characteristics, power distance, individualism/collectivism, and uncertainty avoidance 
play significant roles as antecedents of knowledge-sharing motivations in the U.S. 
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and China. The results indicate that organizations should use different approaches 
to motivate employees’ knowledge sharing.

Organizational rewards provide an effective mechanism to encourage U.S. and 
Chinese employees to share knowledge. Although several organizational rewards 
(such as promotion, salary, bonus, job security) have been used to motivate knowledge 
sharing, they should be used with caution in organizations. Scholars have proposed 
that organizational rewards are only triggers for knowledge sharing (Kelman, 
1958); temporary compliance cannot maintain employees’ attitudes toward sharing 
knowledge in the long term.

Reciprocal benefits are the important determinants of U.S. and Chinese employees’ 
intention to share knowledge. Managers should strengthen the sense of mutual 
indebtedness among employees. That is, employees perceive that they will receive 
knowledge from others after contributing their own knowledge. Meanwhile, managers 
should endeavor to establish a norm of reciprocity in organizations. Employees can 
also be encouraged to create and share their knowledge to maintain a good social 
relationship with their colleagues.

High power distance increases U.S. employees’ perception of reciprocal benefits, 
which in turn increases their knowledge-sharing intentions. The tendency of the 
cultural characteristic makes employees follow a norm of reciprocity in organizations. 
Thus, organizations should place more emphasis on relationships between superiors 
and peers. In addition, good knowledge sharing behaviors of managers may foster 
their employees to follow and imitate.

Individualism increases the perception of organizational rewards and image, 
which in turn increases knowledge-sharing intentions in the U.S. Individualistic 
employees are willing to engage in knowledge sharing because they usually view 
organizational rewards and image as important incentives. Thus, managers should 
provide an effective reward mechanism and recognition strategy for encouraging 
the knowledge-sharing behaviors of individualistic employees.

High uncertainty avoidance may reduce the perception of reciprocal benefits for 
U.S. employees. These findings suggest that these employees are reluctant to engage 
in knowledge sharing because they perceive reciprocal benefits as uncertain outcomes. 
First, managers should endeavor to reduce uncertainty in employees’ minds. Thus, 
managers can create and maintain a norm of reciprocity in the workplace, which in 
turn helps employees trust each other.

On the other hand, individualism may reduce the perception of reciprocal benefits 
in China. That is, this inclination might indirectly hinder knowledge sharing among 
employees. Thus, managers should set knowledge sharing as the collective goal of the 
organization and encourage individualistic employees to attain it. Since employees 
have a primary orientation toward shared goals and objectives, they will progressively 
raise the perception of reciprocal benefits in a cooperative organizational context.
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CONCLUSION AND LIMITATIONS

Effective knowledge sharing can help organizations increase competitive advantage. 
Thus, more and more organizations hope to motivate their employees to share 
knowledge. However, to the best of our knowledge, few studies have addressed 
knowledge-sharing issues at both the individual and the national levels. This study 
examines how cultural characteristics influence knowledge-sharing motivations, 
which in turn influence knowledge-sharing intentions. Our models are tested using 
data collected from the U.S. and China. In this study, Hofstede’s three cultural 
dimensions of power distance, individualism/collectivism, and uncertainty avoidance 
are measured at the individual level and incorporated into our model as antecedents 
of knowledge-sharing motivations.

The results show that power distance is significantly related to reciprocal benefits 
in the U.S. but not in China. Individualism/collectivism is significantly related to 
organizational rewards and image in the U.S. but not in China, while individualism/
collectivism is significantly related to reciprocal benefits in China but not in the U.S. 
Uncertainty avoidance is significantly related to reciprocal benefits in the U.S. but 
not in China. Since the empirical findings show different effects of both individual 
and national cultures on knowledge sharing, we also contribute to knowledge-sharing 
practices in the U.S. and China. The findings can help organizations effectively manage 
employees’ knowledge sharing based on different individual cultural characteristics 
and national cultural backgrounds.

This study has some limitations. First, we focused on only extrinsic benefits 
from the organization or management. Future research may also examine intrinsic 
benefits, such as altruism and knowledge self-efficacy. Second, this study focused 
on the effects of the three cultural dimensions that were closely related to extrinsic 
benefits. When future studies investigate other motivational factors, masculine/
femininity may be accounted for. Third, this study was conducted with respect to 
employees in a single multinational company. The generalizability of the results 
may be limited due to a single sample. Finally, our data were collected from the 
U.S. and China. The results may differ across other countries. Future research can 
extend the framework to investigate samples in other countries.
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APPENDIX 1

Measurement Items of Constructs

Table 6. 

Construct Measurement Items Source

Organizational rewards

1. I will receive a higher salary in return for my knowledge 
sharing. 
2. I will receive a higher bonus in return for my knowledge 
sharing. 
3. I will receive increased promotion opportunities in return 
for my knowledge sharing. 
4. I will receive increased job security in return for my 
knowledge sharing.

Davenport and 
Prusak (1998)

Image

1. Sharing my knowledge improves my image within the 
organization. 
2. Engineers in the organization who share their knowledge 
have more prestige than those who do not. 
3. Sharing my knowledge improves others recognition of 
me. 
4. When I share my knowledge, the people I work with 
respect me.

Kankanhalli et 
al. (2005)

Reciprocal benefits

1. When I share my knowledge, I believe that I will get an 
answer for giving an answer. 
2. When I share my knowledge, I expect somebody to 
respond when I’m in need. 
3. When I share my knowledge, I expect to get back 
knowledge when I need it.

Kankanhalli et 
al. (2005)

Knowledge-sharing 
intention

1. I will share my knowledge on a regular basis in the future. 
2. I will frequently share my knowledge in the future. 
3. I will strongly recommend others to share knowledge.

Moon and Kim 
(2001)

Power distance

1. Subordinates should follow their superiors’ decisions 
unconditionally. 
2. Subordinates should not question their superiors’ 
decisions.

Yoon (2009)

Individualism/ 
collectivism

1. Individual rewards are more important than group 
welfare. 
2. Individual success is more important than group success. 
3. Having independence is more important than being 
accepted as a member of a group.

Yoon (2009)

Uncertainty avoidance

1. When starting a new job, I fear doing it. 
2. I fear ambiguous situations and unfamiliar adventures. 
3. It is risky to do something that has never been done 
before.

Yoon (2009)
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APPENDIX 2

Descriptive Statistics of Respondents’ Characteristics

Table 7. 

Measure
Total U.S. China

Value Freq Value Freq Value Freq

Position
Management 46 15.0% 24 15.7% 22 14.3%

Employee 261 85.0% 129 84.3% 132 85.7%

Gender
Male 248 80.8% 125 81.7% 123 79.7%

Female 59 19.2% 28 18.3% 31 20.3%

Education

Senior high 
school 32 10.4% 25 16.3% 7 4.6%

University 213 69.4% 110 71.9% 103 66.9%

Master 54 17.6% 15 9.8% 39 25.3%

Doctor 8 2.6% 3 2% 5 3.2%

Age

18-25 9 2.9% 5 3.3% 4 2.6%

26-35 139 45.3% 41 26.8% 98 63.6%

36-45 118 38.4% 67 43.8% 51 33.1%

46-55 39 12.7% 38 24.8% 1 0.7%

56-65 2 0.7% 2 1.3% 0 0%

Work 
experience

<3 49 16.0% 8 5.2% 41 26.6%

3-5 73 23.8% 18 11.7% 55 35.7%

6-10 78 25.4% 39 25.5% 39 25.3%

11-15 65 21.2% 48 31.4% 17 11.1%

16-20 28 9.1% 26 17.0% 2 1.3%

>20 14 4.5% 14 9.2% 0 0%
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ABSTRACT

Recently, mobile banking has gained significant importance, and the growth of the 
field is accelerating. Due to a rapid increase in smart phone users, banks have shifted 
the competitive landscape from physical banking branches to internet banking and 
mobile banking services. However, many customers remain reluctant to use this 
banking channel. It is crucial for banks to meet customers’ need and understand 
which factors play an important role in encouraging or discouraging them from 
using mobile banking. Culture can also play an important role on these factors. 
This study compares the mobile banking perceptions between the consumers in 
the U.S. and in Thailand and reveal various factors that influence mobile banking 
adoption for these two nationalities. The findings suggest factors that banks should 
consider when implementing mobile banking services, thus allowing them to design 
the services that meet the needs of their customers.
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INTRODUCTION

Emerging technologies often result in new opportunities, choices, and possibilities, 
which allow businesses to open new channels for offering products or rendering 
services to meet their customers’ need (Bhattacharjee et al. 2006, Changchit et al., 
2017). The increasing popularity of the Internet has created great challenges for 
companies to offer products or services via this new distribution channel (Chau & 
Lai, 2003). As with other types of online businesses, Internet and mobile banking 
has gained significant importance, and the growth of the field is accelerating (Afshan 
& Sharif, 2016; Kim et al, 2013). The Internet-based technologies enable banks to 
provide customized content that can educate and cross-sell while strengthening the 
long-term relationship between banks and customers (Chau & Lai, 2003). Banks 
around the world have invested about $115 billion for the purpose of increasing 
mobile banking adoption (Baadullah et al., 2019).

With a growing number of households turning towards the world of e-commerce, 
it is crucial for online businesses to realize the need to run their business to suit 
the convenience of their customers. Recently, the number of consumers owning 
sophisticated mobile handheld devices, i.e., smart phones, has rapidly increased 
(Gerpott et al., 2013; Kim et al., 2013). The functionalities of this communication 
device not only enable consumers to make voice calls but also allow them to perform 
several transactions via mobile applications (West & Mace, 2010). The mobile devices 
can be used not only for personal activities, but also for business-related activities, 
particularly in mobile environments (Zhang & Jasimuddin, 2015). Rapid advances in 
mobile technologies and devices have made mobile banking increasingly important 
in mobile commerce and financial services (Lin, 2011). This service provides a more 
convenient means for customers to meet their banking needs with more complete 
and timely information (Baptista & Oliveira, 2015; Gerrard & Cunningham, 2003). 
However, many customers remain reluctant to use the mobile banking due to its 
security (Muñoz-Leiva, Climent-Climent, & Liébana-Cabanillas, 2017). These 
situations increase the number of mobile banking users and it is interesting issue 
of finding which factors the users use in adopting the mobile banking services.

Research in this area have expanded to investigate the reason of using mobile 
banking outside U.S. Cross cultural effect has been found to be important in many 
studies (Al-Refaie, 2014; Ao & Liu, 2014; Bin et al., 2003; Greenberg et al., 2008; 
Yan et al., 2014; Lippert & Volkmar, 2007; Chang et al., 2015). For instance, Chang et 
al. (2015) gathered survey data from university students in Cambodia, Iran, and South 
Korea producing results showing that country development index has a significant 
effect on the levels of the digital divide. A study conducted by Hung et al. (2012) 
revealed that respondents from different cultures prefer different communication 
methods. Shin and Choo (2012) use the sample from U.S. and Korea to study the 
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cross-cultural effect on smart phone users and find that different value preferences, 
intention, and adoption patterns were observed for the two countries.

Even though the literature on the adoption of mobile banking is quite extensive 
(Afshan & Sharif, 2016; Lee et al., 2013; Lin, 2011; Nel & Boshoff, 2014; Staff, 
2013), few studies have explored the motivations for mobile banking adoption in 
a cross-cultural manner (Baptista & Oliveira, 2015; Yu & Chantatub, 2015). In 
particular, there is no prior study comparing consumers’ attitude toward the usage 
of mobile banking between the U.S. and Thailand. The comparison between the U.S. 
and Thailand was chosen because both countries show a high percentage of mobile 
banking usage (64% in Thailand and 42% in the U.S.), as reported by Statista (2015). 
In addition, despite many prior studies in mobile banking, this study provides several 
contributions to the literature. First, since smart phone technology has dramatically 
changed since the last five years, many mobile banking features have been either 
added or improved as well. Although some constructs in the proposed model were 
examined in the past, the findings may not be relevant nowadays. Second, this 
research extends the study of factors investigated in prior studies to include the factor 
“Previous Experiences”. It was hypothesized that consumers’ experiences on using 
mobile banking should influence their attitudes toward mobile banking adoption. 
Third, unlike prior studies that did not track whether subjects have used mobile 
banking before or not, subjects in this study contain only those who have experience 
using mobile banking before. Attracting potential customers and retaining existing 
customers is crucial to the long-term business success of mobile banking firms (Gu 
et al., 2009). Therefore, the responses gathered from this target group of subjects 
should not only help banking services understand the needs of their customers in 
regard to the adoption of mobile banking but also help them improve the retention 
rate of their existing customers.

Contributions from this study can be obviously obtained both academically and 
practically. The findings should provide a better understanding of localized demand 
for mobile banking. It is apparent that better serve quality should be met by the 
devotion to serving local need (Singh et al., 2003). In other words, suggestions from 
this study should allow banking institutions to provide a better quality of mobile 
banking services and expand their target customer base by providing information 
regarding the specific needs of customers from different cultures. This study aims 
at comparing the mobile banking perceptions between the consumers in the U.S. 
and in Thailand. The findings should reveal various factors that influence mobile 
banking adoption for these two nationalities. These results should help banks gain an 
understanding of these factors, and thus direct their efforts to develop features that 
satisfy the needs of their target customers and alter their business model to promote 
factors that have a positive influence on mobile banking adoption.
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This study is structured as follows. First, the rationale of the study is mentioned. 
The second section discusses the literature review, which will present related empirical 
studies. The mobile banking situation in Thailand as well as related literature on 
cross-cultural influences is also discussed in this section. In the third section, a 
theoretical framework, a research model, and hypotheses are proposed. The fourth 
section presents the data and analytical model with the results. The fifth section is 
the conclusion. Practical implication is also discussed in this section.

LITERATURE REVIEW

Internet banking has emerged as one of the most profitable e-commerce applications 
over the last decade (Intana et al., 2013). The annual survey of 1,000 U.S. adults 
conducted by the American Bankers Association (ABA) revealed that nearly one-
third of respondents (32 percent) indicated Internet banking as the method they 
used most often to manage their bank accounts (American Bankers Association, 
2015). The Internet banking application provides many advantages, such as faster 
transaction speed and lower handling fees (Lee et al., 2011).

Internet banking brings advantages both to customers and banks. It provides 
customers with a fast and convenient way to undertake various banking transactions 
from the comfort of their home, office, or other preferred space, during and after 
banking hours. Customers can avoid travel time and the need to wait in queues to 
access banking services. For the banks, Internet banking has improved productivity 
and efficiency, reduced costs, and enhanced customer service. Furthermore, Internet 
banking usually requires less staff and fewer physical branches resulting in much 
lower operating costs (Yaghoubi & Bahmani, 2010).

In parallel with the growth of Internet banking, mobile banking has gained 
significant importance, and the growth of the field is accelerating (Lin, 2011; Salehi 
& Alipour, 2010). Mobile banking is a channel whereby the customer interacts with 
a bank via a mobile device (Singh et al., 2010). Due to a rapid increase in smart 
phone users, banks have shifted the competitive landscape from physical banking 
branches to Internet banking and mobile banking services (Nasri & Charfeddine, 
2012). In this digital age, financial technology offers a new service platform for 
banking sector in the world. The number of mobile payment transactions has 
increased by approximately 58.33 percent from 2014 to 2015 (Dapp, Slomka, & 
Hoffmann, 2015). According to a recent survey, although Internet banking is still 
America’s most popular banking method, mobile banking continues to grow. Mobile 
banking is now preferred by 12 percent of consumers—up from 3 percent when 
it was surveyed five years ago (American Bankers Association, 2015). With the 
help of mobile banking, bank customers can easily access banking facilities such 
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as information inquiry, account managing, bill payment and money transfers etc. 
(Luarn & Lin, 2005).

Several studies were conducted to examine the factors influencing the usages 
of mobile banking. For instance, Alalwan et al. (2017) investigated the extended 
UTAUT factors and trust in influencing behavioural intention and adoption of 
mobile banking. The results showed that all extended UTAUT2 factors, except social 
influence, and trust affect mobile banking adoption through behavioral intention. 
Afshan and Sharif (2016) analysed the dimensions of mobile banking acceptance 
and found a significant association of task technology fit, initial trust, and facilitating 
condition with intention to adopt mobile banking. Lin (2011) developed a research 
model to examine the effect of proposed factors on attitude and behavioral intention 
about adopting (or continuing to use) mobile banking across potential and repeat 
customers. The results indicated that perceived relative advantage, ease of use, 
compatibility, competence and integrity significantly influence attitude, which in 
turn lead to behavioral intention to adopt (or continue to use) mobile banking. Trust 
also plays an important construct in explaining the intention to use mobile banking 
in the research of Sharma and Sharma (2019) whose finding shows that satisfaction 
is intermediary factor to the relationship between trust, service quality, information 
quality and intention to use mobile banking.

Kang et al. (2012) developed a model that explains sustained use of mobile 
banking services. The study results pointed out that perceived usability, channel 
preference, and perceived value were three major determinants of sustained mobile 
banking use. Another study proposed a model to predict users’ intention to use mobile 
banking (Song, 2015). The results found that perceived usefulness, perceived ease 
of use, social influence, and trust perception significantly effects user adoption. 
AlSoufi and Ali (2014) studied the mobile banking adoption in Bahrain. The results 
revealed that the intention to adopt mobile banking is mainly affected by perceived 
usefulness and perceived ease of use. Using Technology Acceptance Model (TAM) 
with social image, trust and perceived risk integrated, Muñoz-Leiva et al. (2017) 
found both direct and indirect effects of these factors on users’ attitude and intention 
to use mobile banking apps.

Gu et al. (2009) examined and validated determinants of users’ intention to adopt 
mobile banking. The study found that self-efficiency was the strongest antecedent 
of perceived ease-of-use. In addition, Structural assurances were the strongest 
antecedent of trust. Another study found that performance expectancy, task technology 
fit, social influence, and facilitating conditions had significant effects on mobile 
banking adoption (Zhou et al., 2010).
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Internet and Mobile Banking in Thailand

Internet in Thailand was dated back to 1987 (Thailand Chapter of Internet Society, 
2015). The first Internet email services were operated under an agreement made by 
the Asian Institute of Technology (AIT) and the Department of Computer Science at 
the University of Melbourne in Australia (Intana et al., 2013). A major breakthrough 
occurred in 1991 when Chulalongkorn University became an Internet gateway in 
Thailand, becoming fully operational in July of 1992 (Thailand Chapter of Internet 
Society, 2015). Nowadays, over one third of the population in Thailand has regular 
access to the Internet (National Statistical Office, 2014).

The Bank of Thailand (BOT) regulates and supervises financial institution operated 
in the country (Suanmali, 2015). Internet banking offers many benefits to banks as 
well as their customers. One study summarized the advantages of Internet banking 
services as follows: (1) cost saving, (2) increased customers, (3) enabling of mass 
customization for e-business services, (4) extended marketing and communication 
channels, (5) search for new innovation services, and (6) exploration and development 
of non-core businesses (Ongkasuwan & Tantichattanon, 2002).

The number of mobile subscribers in Thailand had exceeded its population since 
2010 (Suanmali, 2015) and this situation leads to an increasing usage of mobile 
banking services. Although Internet banking in Thailand is increasing, not all 
customers are ready to adopt this channel of banking services (Intana et al., 2013). 
It is a challenge for banking businesses to revise their strategies to attract more 
customers for Internet banking. One study reported that Thai people find security 
to be insufficient and thus holding them back from adopting Internet banking 
(Esichaikul & Janecek, 2009). The study also revealed that the lack of customer 
service was a major reason preventing them from adopting Internet banking as well.

Rotchanalitumnuai and Speece (2003) studied barriers to Internet banking 
adoption. The research findings from interviews with Thai firms suggested that 
the security of the Internet is a major factor inhibiting a wider adoption of Internet 
banking in Thailand. Subjects revealed that they did not feel comfortable making 
financial transactions via Internet channels. The management also has negative 
attitudes toward Internet banking adoption and usually cites the reason as lacking 
resources. Jaruwachirathanakul and Fink (2005) applied the decomposed planned 
behavior to identify the factors that encourage customers to adopt Internet banking 
services in Thailand. The research findings revealed that “Features of the Web 
Site” and “Perceived Usefulness” are the two factors that encourage the adoption 
of Internet banking in Thailand. They also reported that the factor that inhibits the 
adoption is “Perceived Behavioral Control.” Another study conducted by Namahoot 
and Laohavichien (2015) reported that information quality (i.e. the accuracy of the 
online transaction record) of online banks in Thailand was negatively correlated with 
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trust to use Internet banking. Trust was also found to be the critical factor leading 
to the adoption of using Internet banking in Thailand

With more advanced computing ability and connectivity, smart phone applications 
become more popular in this era. Based on Payment Systems Report 2017 by Bank 
of Thailand, mobile banking customers have been dramatically increasing since 
2015 as shown in Figure 1. Since then, customers prefer mobile banking to Internet 
banking. The number of mobile banking users at the end of 2017 grew by 51% 
from 2016. These increasing numbers were driven by banking applications, which 
are easy to use and offer a variety of services. Moreover, banks use aggressive 
marketing campaigns to attract more customers. Another important factor that drove 
the use of mobile banking is a PromptPay operation since the beginning 2017. The 
number of registered PromptPay users in 2017 were 40.4 million and the PromptPay 
transactions via mobile and internet banking grew approximately 26.3% per month 
(Bank of Thailand, 2017).

Figure 2 shows that the volume of mobile banking transactions in 2017 increased 
from 2016 by 110%. This trend is consistent with an increasing number of mobile 
banking users. At the same time, Figure 2 shows that internet banking transactions 
is lower in terms of both volume and growth (Bank of Thailand, 2017).

Figure 3 shows the value of internet and mobile banking transactions. Although 
mobile banking transactions had a higher growth compared to internet banking 
during 2015-2017, the value was significantly lower. This is due to the reason that 
the maximum transfer amount allowed per transaction for mobile banking (500,000 
baht per transaction) is lower than which of internet banking (10 million baht per 
transaction). Therefore, internet banking was mostly used for business purposes.

Boonsiritomachai & Pitchayadejanant (2017) investigated mobile banking 
adoption by Thai generation Y using UTAUT and TAM. The results show that 
facilitating conditions and security in mobile banking application have an indirect 

Figure 1. Number of internet banking and mobile banking accounts
(Bank of Thailand, 2017)
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effect on behavioral attention via hedonic motivation while self-efficacy has both 
direct and indirect effect on behavioral attentions.

Cultural Considerations

Culture has long been recognized as an important factor shaping consumer behavior 
(Changchit et al., 2014). Culture has been defined by Matsumoto (1994) as the 
degree to which people share attributes, values, beliefs, and behaviors. The most 
popular definition of culture is Hofstede’s, which defines culture as, “the collective 
programming of the mind which distinguishes the members of one group from 
another” (1984, p.21).

In his work, Hofstede (1984) identified four dimensions of culture. The first 
dimension is power distance, which is described as the extent that less powerful 
members of an organization accept that power is distributed unequally. The second 
dimension is individualism, which refers to the degree to which individuals emphasize 
self-interest over that of the group. The third dimension is that of masculinity, 

Figure 2. Volume of internet banking and mobile banking transactions
(Bank of Thailand, 2017)

Figure 3. Value of internet banking and mobile banking transactions
(Bank of Thailand, 2017)
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which attaches importance to goals such as career and material success versus 
social goals such as relationships and helping others. The fourth dimension is 
uncertainty avoidance, which addresses the degree to which people of a society feel 
uncomfortable with uncertainty and ambiguity. Table 1 below shows the comparison 
of these cultural dimensions between people in U.S. and Thailand.

As the globalization of business and systems continues, there is a need for studies 
on the cross-cultural adoption and use of information technology as cultural issues 
play a significant role in the development, design, and use of Information Systems 
(Hasan & Ditsa, 1999; McCoy et al., 2004). The national culture of IT development, 
operation, and use is important for the research on global information management 
(Markus & Soh, 2002). Effect of cultural differences on IT perception and use is 
studied from various perspectives. For instance, Kim et al. (2014) revealed that 
perceived usefulness, perceived risk, and trial ability are determinants of consumers’ 
perception on the IT process in China, Korea, and Japan and are affected by different 
cultures.

Cultural difference is the significant factor that can limit the online activities 
such as the use of online searches or even blocking E-commerce activities (Bin 
et al., 2003). Different cultures reflect differing social norms and propensity to 
trust (Greenberg et al., 2008). Locally, usage of IT may be affected by different 
political systems (Elbeltagi et al., 2005). For global business, the integration of IT is 
recognized as a global competitive pressure. This challenge can be achieved by the 
cross-cultural study to gain more knowledge on the differences in value and attitude 
(Lippert & Volkmar, 2007). For instance, Rouibah and Hamdy (2009) revealed that 
curiosity can be one additional factor to the Technology Acceptance Model (TAM) 
for a study conducted in Kuwait. Gefen and Heart (2006) also found that trust and 
trust beliefs differ markedly in individualism, uncertainty avoidance, and power 
distance for subjects in Israel. The results showed that the effects of predictability 
and familiarity on trust beliefs might differ across national cultures.

Culture has been considered as a factor influencing IT adoption (Ein-Dor et al., 
1993; Harvey, 1999; Palvia, 1998). Straub et al. (1997) found that the TAM could 

Table 1. The comparison of cultural dimensions between U.S. and Thailand

U.S. Thailand

Power distance 40 64

Individualism 91 20

Masculinity 62 34

Uncertainty avoidance 46 64

(Hofstede, 1984)
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not predict technology usage across all cultures. The study examined the accuracy of 
TAM across three countries, Japan, Switzerland, and the U.S. and found that TAM 
could not explain subject’s behavioral intention in Japan while the model was found 
to be a good explanation for IT use in Switzerland. The difference in these results 
was explained to be the influence of national culture. Results in another study also 
suggested that culture could impede IT implementation efforts because of differences 
in the way IT were interpreted and given meaning (Robey et al., 1989).

Cross country differences should be considered in the agenda of technology 
challenges (Malquias and Hwang, 2019). The differences in term of level of 
development of the country implies an effect on the variables that can facilitate or 
create obstacles to the adoption of new technologies. Malaquias and Hwang (2019) 
use 375 Brazillian students who are mobile banking user and 174 U.S. students who 
are the U.S. mobile user. They found that perceived usefulness and trust are among 
the main factors on explaining the mobile banking in Brazil.

Baker et al. (2010) conducted a study with Saudi subjects to examine the cultural 
effect on technology adoption behavior. The result reported that collectivist culture 
and the worker’s focus on the managerial father figure influences the individual 
acceptance of technology. In addition, a study conducted by Srite et al. (2008) also 
revealed that cultural values significantly influence technological acceptance and use. 
Hung et al. reported that culture is an important element when choosing investment 
options in communication media and also revealed that respondents from the U.S. 
and Taiwan preferred different communication methods. Shin and Choo (2012) 
explored the cross-cultural effect on smart phone users in the U.S. and Korea. The 
results found that the two countries showed different value preferences as well as 
intention and adoption patterns. Brown et al. (2004) studied the Internet banking 
adoption in two countries, Singapore and South Africa. They concluded that attitude 
and behavioral control factors influenced consumer adoption of Internet banking 
but with differences in the number of determinants and the degree of influence of 
certain determinants. Susanto et al. (2013) conducted another cross-cultural study 
between subjects in Indonesia and Korea. The results revealed that Indonesians’ use 
of Internet banking is strongly influenced by perceived security, while Koreans’ use 
of Internet banking is strongly influenced by privacy concerns. In addition, trust 
and user satisfactions have a greater influence on loyalty for Indonesians while 
commitment has a greater influence on loyalty for Koreans.

THEORETICAL BACKGROUND

The Technology Acceptance Model (TAM) developed by Davis in 1986 (Davis et 
al., 1989) is derived from the Theory of Reasoned Action (TRA), developed by 
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Fishbein and Ajzen (1975). The TAM was a big hit for modeling user acceptance 
of information systems (Bagozzi, 2007; Davis et al., 1989). The TAM model was 
proposed to address the question why users accept or reject information technology. 
The key purpose of TAM is to trace the impact of external variables on internal 
beliefs, attitudes, and intentions. The TAM suggests that two factors - perceived 
usefulness and perceived ease of use - are the two main factors in explaining system 
use. The TAM has several strengths, including its specific focus on information 
system use, its theory base of social psychology, and the validity and reliability 
of its instruments. Overall, the TAM has received widespread support based on a 
meta-analysis of 22 articles. The model is successful in predicting about 40% of a 
system’s use (Legris et al., 2003). Lee et al. (2003) stated that TAM is considered 
the most influential and commonly employed theory for describing an individual’s 
acceptance of information systems.

A review of prior studies suggested that the Technology Acceptance Model 
(TAM) was widely used to study users’ acceptance of the new technology. Quite 
a few studies in many countries have widely used TAM to study the use of mobile 
banking. For example, studies took place in Iran by Hanafizadeh et al. (2014), in 
China by Song (2015) and Zhou et al. (2010), in Bahrain by AlSoufi and Ali (2014), 
in Korea by Gu et al. (2009), in Taiwan by Luarn and Lin (2005). The original TAM 
model is shown in Figure 4 below.

RESEARCH MODEL

In this study, the TAM model was modified to fit within the context of mobile 
banking adoption. Five additional factors: (1) Perceived Security (PS), (2) Perceived 
Privacy (PP), (3) Previous Experience (PEX), (4) Normative Beliefs (NB), and (5) 
Technology Competency (TC) were examined in the proposed model. Despite many 
prior studies in mobile banking, this study provides several contributions to the 
literature. First, since smart phone technology has dramatically changed since the 
last five years, many mobile banking features have been either added or improved as 

Figure 4. Technology acceptance model (TAM)
(Davis, et al., 1989)
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well. Although some constructs in the proposed model were examined in the past, 
the findings may not be relevant nowadays. This research also extends the study of 
factors investigated in prior studies to include the factor “Previous Experiences”. 
It was hypothesized that consumers’ experiences on using mobile banking should 
influence their attitudes toward mobile banking adoption. Third, unlike prior 
studies that did not track whether subjects have used mobile banking before or not, 
subjects in this study contain only those who have experience using mobile banking 
before. Attracting potential customers and retaining existing customers is crucial 
to the long-term business success of mobile banking firms (Gu et al., 2009). The 
responses gathered from this target group of subjects should not only help banking 
services understand the needs of their customers in regard to the adoption of mobile 
banking but also help them improve the retention rate of their existing customers. 
The proposed research model is shown in Figure 5 below.

Factors Influencing Mobile Banking Adoption

In the proposed model shown in Figure 3, seven factors are investigated as potential 
determinants of consumers’ attitude toward the usage of mobile baking as follows: 
1) perceived usefulness (PU); 2) perceived ease of use (PEU); 3) perceived privacy 
(PP); 4) perceived security (PS); 5) previous experiences (PEX); 6) normative belief 
(NB), and 7) technology competency (TC). Survey questions for this empirical 
research were compiled from previous studies (Alomaim et al., 2003; Changchit, 
2006; Joines et al., 2003; Koivumäki, 2001; Koyuncu & Lien, 2003; Lin, 2003; 
Posnock, 2004).

•	 Perceived Usefulness of Mobile Banking (PU): The construct perceived 
usefulness is defined as the prospective users’ subjective probability that 
using a specific application system will increase his or her job performance 

Figure 5. Research model and hypotheses
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within an organizational context (Davis et al., 1989). This factor has a 
significant effect on usage intention (Agarwal & Prasad, 1999; Davis et al., 
1989; Venkatesh & Davis, 2000). Perceived usefulness is, thus, predicted to 
be a positive driver for the attitude towards the usage of mobile banking. A 
study conducted by Elbeltagi et al. (2005) reported that perceived usefulness 
significantly affected a decision support system (DSS) usage by senior 
managers in Egypt. Based on these discussions, the following hypothesis was 
proposed:

H1: Perceived usefulness (PU) positively affects the attitude towards the usage of 
mobile banking.

•	 Perceived Ease of Use of Mobile Banking (PEU): The construct perceived 
ease of use is defined as the degree to which the prospective user expects 
the target system to be free of effort (Davis et al., 1989). This factor plays a 
crucial role in understanding individual response to information technology 
(Agarwal & Karahanna, 2000; Chau & Hu, 2001; Hong et al., 2001). 
Research over the past decade provides evidence of the significant effect 
perceived ease of use has had on usage intention (Agarwal & Prasad, 1999; 
Venkatesh & Davis, 2000). Similar to the construct perceived usefulness, 
Elbeltagi et al. (2005) also revealed that perceived ease of use significantly 
affected a decision support system (DSS) usage by senior managers in Egypt. 
Therefore, it was posited that:

H2: Perceived ease of use (PEU) positively affects the attitude towards the usage 
of mobile banking.

•	 Perceived Privacy of Mobile Banking (PP): The concept of privacy is 
defined as a security principle that protects individuals from the collection, 
storage, and dissemination of information about themselves, and the possible 
compromises resulting from unauthorized release of that information (Forcht, 
1994). Invasion of privacy is a situation in which someone tries to find out 
details about another person’s private affairs in a way that is upsetting and 
often illegal. With mobile banking, invasion of privacy can occur in the form 
of hacking. Through recent advances in technology, hackers have the ability 
to use mobile banking to illegally access personal consumer information 
quicker and easier than ever before.
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Concern regarding the responsibility of organizations to protect consumer 
privacy has become an increasingly major obstacle to the spread of E-commerce 
(Islam, 2014). It appears that many customers do not trust most websites enough to 
engage in “relationship exchanges,” or the exchange of personal information (Liu 
et al., 2004). The construct perceived privacy can be defined as the possibility that 
companies collect data about individuals and use them inappropriately (Jarvenpaa & 
Todd, 1996; Roca et al., 2009). Zorotheos and Kafeza (2009) stated that a customers’ 
willingness to transact online depended on their perceived privacy control (PPC). 
Privacy concerns are revealed to vary between different cultures. A study conducted 
by Dinev et al. (2006) revealed that Italians exhibit lower Internet privacy concerns 
than individuals in the U.S. Based on this reasoning, it is postulated that:

H3: Perceived privacy (PP) positively affects the attitude towards the usage of 
mobile banking.

•	 Perceived Security of Mobile Banking (PS): Security awareness is an 
important issue for all individuals who are dealing with sensitive data in 
everyday life (Changchit, 2008). Within the context of mobile banking, 
customers’ perception of security depends largely on how confident a bank 
can make them feel their financial data is safe and secure. Yenisey et al. (2005) 
defined perceived security in E-commerce as the level of security users feel 
while they are shopping online. Flavia´n and Guinalı´u (2006) presented their 
view of perceived security as a subjective probability with which consumers 
believe their personal information (private and monetary) will not be viewed, 
stored, and manipulated during transit and storage by inappropriate parties in 
a manner inconsistent with their confident expectations. Customers usually 
feel that the degree of risk is higher when performing transactions via the 
Internet (Black et al., 2001; Rotchanalitumnuai & Speece, 2003). They worry 
that their money may disappear from their account without any trace.

Security has been studied and defined in several prior studies. Luarn and Lin 
(2005) reported that information security is one of the greatest concerns in the 
adoption of mobile banking. Roca et al. (2009) defined overall perceived security 
as a threat that creates a circumstance, condition, or event with the potential to 
cause economic hardship to data or network resources in the form of destruction, 
disclosures, modification of data, denial of service, and/or fraud, waste, and abuse. 
Therefore, it is postulated that:

H4: Perceived security (PS) positively affects the attitude towards the usage of 
mobile banking.
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•	 Previous Experiences with Mobile Banking (PEX): Research indicates 
that consumers evaluate their online experiences in terms of perceptions 
regarding product information, payment, delivery, service, privacy and 
other such factors (Parasuraman & Zinkhan, 2002; Mathwick et al., 2001). 
Consumers will choose whether or not to continue future online transactions 
based on their past experiences (Shim et al., 2001). If the experiences have 
been positive, they will likely continue to initiate online transactions. Hung 
et al. (2012) reported that users’ experience in Taiwan have a strong effect 
on National Healthcare Services Information Systems. Another study also 
revealed that shoppers experience influenced the amount spent on Internet 
purchases (Doolin et al., 2005). The following is the hypothesis for this factor:

H5: Previous experience (PEX) positively affects the attitude towards the usage of 
mobile banking.

•	 Normative Beliefs (NB): Normative beliefs represent the social pressures 
to perform certain behaviors (Ajzen, 1991). It can also be defined as an 
individual’s perception about a particular behavior, which is influenced by 
the judgment of significant others such as parents, spouse, friends, teachers, 
co-workers, and the individual’s boss. Hernandez and Mazzon (2007) stated 
that normative beliefs can be defined as the degree of disagreement among 
the opinions of key reference groups such as friends, peers or colleagues, 
superiors, and subordinates in an organizational environment.

According to a recent boom in public opinion and widespread use of new technology 
such as smartphones or tablet devices, people are influenced to adopt technologies 
used by their relatives and friends. This demonstrates that normative beliefs act as 
an important factor shaping the direction in which consumers do business. Sprott 
et al. (2003) stated that normative beliefs can lead to a socially desirable behavior 
in a specific situation, and should thus be included as a fundamental component 
of any predictive variables. For cross cultural results, social structure also plays 
an important role on explaining the adoption of IT. As reported by Kamal et al. 
(2013), the adoption of electronic implementation by the government (e-Government 
adoption) was affected by the existing social structure in Pakistan. Based on the 
foregoing, the following hypothesis was proposed:

H6: Normative beliefs (NB) positively affects the attitude towards the usage of 
mobile banking.
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•	 Technology Competency (TC): Technology competency is defined as the 
extent to which an individual is knowledgeable about and effectively utilizes 
Information Technology to manage information (Tippins & Sohi, 2003). 
Typically, consumers with a high level of self-efficacy are more motivated 
to use technology-based services. Moreover, they have a more positive 
attitude and specific intent to use technology-based services than consumers 
with a low level of technology self-efficacy. Therefore, consumers with a 
high technology self-efficacy are expected to have positive attitudes and 
behavioral intentions to use mobile banking. For these reasons, consumers 
who are highly competent with technology are more likely to perceive mobile 
banking as easy to use than consumers who are less competent (Yang, 2010). 
We, therefore posit that:

H7: Technology competency (TC) of subjects positively affects the attitude towards 
the usage of mobile banking.

RESEARCH METHODOLOGY

Instrument Development and Pretest

The questionnaire designed for this study adapted the instrument and scales developed 
from TAM with additional constructs as described in the proposed research model 
(Venkatesh & Davis, 2000; Venkatesh et al., 2003). The questions used to measure 
other additional constructs were adapted from prior studies (Intana et al., 2013; 
Pikkarainen et al., 2004; Venkatesh & Davis, 2000; Vijayasarathy, 2004; Wong & 
Hsu, 2008).

The questionnaire consisted of fifty-five (55) questions. Thirty-five (35) questions 
with the five-point Likert scale were designed to measure subjects’ perceptions 
on mobile banking. One question (Question# 36) asked, “Overall, I prefer to do 
mobile banking transactions than other forms of banking” as a measurement for 
subjects’ attitude on intention to use mobile banking. Another question (Question# 
37) asks, “Have you ever used mobile banking?” to measure subjects’ actual use of 
mobile banking. The remaining eighteen (18) questions were asked to gather some 
demographic data on the subjects. To validate the clarity of these questions, three 
professors and three researchers were asked to read through the survey questions. 
Revisions to the survey were made based on the feedback received (see Table 8 in 
Appendix A for the research questionnaire).
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Data Collection

Surveys were distributed to students enrolled at a South-western United States 
university for the U.S. subjects and a Northern university in Thailand for Thai subjects 
during the fall and spring semester of 2015-2016 academic year. The researcher 
contacted the instructors to gain their consents to distribute the surveys in their classes. 
In the class, the researcher spent about ten minutes explaining the importance of 
the study and asked students to read each item carefully as their responses are very 
important to this study. Then, all students were provided with sufficient class time 
to respond to the survey. Students were informed that participation in the study was 
voluntary and that their responses would be kept anonymous.

For subjects in the U.S., four hundred and forty-seven (447) subjects participated 
in this study. However, only three hundred and fifty-five (355) responses are valid. 
Of the three hundred and fifty-five (355) subjects, three hundred and nine (309) of 
them are mobile banking customers. The remaining forty-six (46) subjects have never 
used mobile banking before and thus have been removed from the data analysis. 
Subjects’ demographics are shown in Table 2.

For the Thai subjects, four hundred (400) subjects participated in this study. Of 
the four hundred (400) subjects, two hundred fifty-three (253) or 63.25% of them 
are mobile banking customers. The remaining one hundred forty-seven (147) or 
36.75% of the subjects have never used mobile banking before and therefore have 
been disregarded from further analysis. Subjects’ demographics are shown in Table 3.

DATA ANALYSIS AND DISCUSSION

Analysis of Measurement Model

In order to examine the internal consistency of the research instrument, a reliability 
test was conducted. The test confirms the reliability of the research items with 
Cronbach’s alpha coefficient of 0.947 for the U.S. subjects and 0.946 for the Thai 
subjects.

The measurement model for the seven constructs was assessed by a confirmatory 
factor analysis with Varimax rotation in order to test whether the questionnaire 
items produced the expected number of factors and whether each item was loaded 
on their appropriated factor. Results from the factor analysis indicates that all items 
are loaded into six factors. As shown in Table 3, the result from the factor analysis 
reveals that the ten (10) questionnaire items designed to measure the perceived 
privacy and perceived security constructs are loaded into the same factor. We, 
therefore, combined the two factors and labelled it as the “Perceived Trust” (PT) 
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Table 2. U.S. subjects’ demographics n = 309

No. %

Gender

Male 139 44.98

Female 170 55.02

Age

Under 18 0 0.00

18-24 237 76.70

25-34 56 18.12

35-44 14 4.53

45 and over 2 0.65

Smartphone

Yes 301 97.42

No 6 1.94

No answer 2 0.65

Data Package on Smart Phone

Yes 281 90.93

No 19 6.15

Not applicable 9 2.9

Heard About Mobile Banking

Yes 307 99.36

No 1 0.32

No answer 1 0.32

Credit Card or Debit Card

Yes 294 95.14

No 12 3.88

No answer 3 0.97

Online Purchase or Payment

Yes 301 95.49

No 4 4.51

No answer 4 1.29

Use Internet Banking

Yes 298 96.44

No 6 1.94

No answer 5 1.62

Employment Status

Yes 208 67.31

No 101 32.69

Highest Education

High school 174 56.31

continued on following page
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No. %

Associates 2 0.65

Bachelors 89 28.80

Graduate 29 9.39

No answer 15 4.85

Student

Undergraduate 243 78.64

Graduate 60 19.42

No answer 6 1.94

Area of Study

Science and Technology 67 21.68

Health Sciences 49 15.86

Social Sciences 101 32.68

No Answer 92 29.77

Annual Income

<15K 164 53.07

15K-30K 64 20.71

30K-45K 27 8.74

45K-60K 11 3.56

>60K 23 7.44

No answer 20 6.47

Internet Use per Month

None 0 0

1-5 6 1.94

6-10 12 3.88

11 and up 289 93.53

No answer 2 0.65

Make Purchase via the Internet on a Computer per Month

None 14 4.53

1-5 213 68.92

6-10 46 14.88

11 and up 30 9.71

No answer 6 1.94

Make purchase via the Internet on a Smart Phone per Month

None 54 17.48

1-5 194 62.78

6-10 30 9.71

11 and up 26 8.41

No answer 5 1.62

Table 2. Continued

continued on following page
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factor. In addition, the factor loading of 0.1633 on item PU 2 for Thai subjects was 
below the threshold, indicating that this item should not be used to measure the PU 
factor, and thus was removed from the data analysis.

The measurement model was further assessed for construct reliability. The 
composite reliability for all the constructs was above .70, conforming to an acceptable 
threshold (0.7) suggested by Nunnally and Bernstein (1994). Table 4 presents the 
mean, standard deviation, factor loading, and composite reliability of all items 
assessed in this study.

As shown in Tables 5 and 6, a correlation analysis was conducted to test the 
relationship between each variable. The correlation between the attitude towards the 
usage of mobile banking (ATT) and its determinants ranged from 0.274 to 0.697 for 
U.S. subjects and from 0.357 to 0.675 for Thai subjects, indicating a high likelihood 
that these factors influence the attitude towards the usage of mobile banking. To 
ensure that there is no problem with multicollinearity, the Variance Inflation Factor 
(VIF) was also tested and reported along with the regression analysis (please see 
Table 6).

Model Testing Results

In order to validate the relationship of factors in the proposed research model, 
a multiple regression analysis was conducted to test the six (6) hypotheses. As 
mentioned above, H3 and H4 variables, which are perceived privacy (PP) and 
perceived security (PS), were grouped into one variable, which is perceived trust 
(PT), as suggested by the factor analysis results. The dependent variable in this test is 

No. %

Perform Banking Transaction at the Bank Site per Month

None 36 11.65

1-5 164 53.07

6-10 62 20.06

11 and up 43 13.92

No answer 4 1.29

Perform Banking Transaction via the Internet on a Computer per Month

None 37 11.97

1-5 109 54.69

6-10 51 16.50

11 and up 46 14.89

No answer 6 1.94

Table 2. Continued
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Table 3. Thai subjects’ demographics n = 253

No. %

Gender

Male 91 35.97

Female 162 64.03

Age

Below 18 1 0.40

18 - 34 200 79.05

35 - 44 50 19.76

above 44 1 0.40

No answer 1 0.40

Smartphone

Yes 248 98.02

No 4 1.58

No answer 1 0.40

Data Package on Smart Phone

Yes 226 89.33

No 23 9.09

Not applicable 3 1.19

No answer 1 0.40

Heard About Mobile Banking

Yes 249 98.42

No 4 1.58

Use Credit Card or Debit Card

Yes 203 80.24

No 50 19.76

Online Purchase or Payment

Yes 243 96.05

No 10 3.95

Use Internet Banking

Yes 238 94.07

No 14 5.53

No answer 1 0.40

Employment Status

Yes 98 38.74

No 155 61.26

Student

Bachelor 177 69.96

Master 74 29.25

Not a Student 2 0.79

Table 2. Continued

continued on following page
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No. %

Area of Study

Science and Technology 52 20.55

Health Science 6 2.37

Social Science 195 77.08

Monthly Income

Below 15,000 Baht 172 67.98

15,000 - 30,000 70 27.67

30,001 - 45,000 7 2.77

45,001 - 60,000 3 1.19

Above 60,000 1 0.40

Internet Use per Month

None 1 0.40

1-5 3 1.19

6 - 10 7 2.77

11 and up 242 95.65

Make purchase via the Internet on a computer per month

None 39 15.42

1-5 194 76.68

6 - 10 10 3.95

11 and up 10 3.95

Make Purchase via the Internet on a Smart Phone per Month

Never 55 21.74

1-5 180 71.15

6 - 10 9 3.56

11 and up 9 3.56

Perform Banking Transaction at the Bank Site per Month

None 40 15.81

1-5 186 73.52

6 - 10 13 5.14

11 and up 14 5.53

Perform Banking Transaction Via the Internet on a Computer per Month

None 59 23.32

1-5 161 63.64

6 - 10 18 7.11

11 and up 15 5.93

Table 3. Continued
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Table 4. Summary of measurement scales

Construct

U.S. (n=309) Thai (n=253)

M SD Factor 
Loading Reliability M SD Factor 

Loading Reliability

Perceive Usefulness 0.741 0.758

   PU 1 4.385 1.059 0.732 4.462 0.809 0.5963

   PU 2 (removed from 
   Thai data) 3.340 1.213 0.479 3.565 1.131 0.1633

   PU 3 4.155 1.123 0.701 4.427 0.787 0.7412

   PU 4 4.553 0.846 0.483 4.609 0.762 0.7760

   PU 5 4.592 0.803 0.464 4.514 0.795 0.7318

Perceived Ease of Use 0.906 0.908

   PEU 1 4.472 0.913 0.688 3.806 0.890 0.7726

   PEU 2 4.304 0.925 0.765 3.972 0.852 0.7702

   PEU 3 4.294 0.977 0.731 3.834 0.893 0.7662

   PEU 4 4.440 0.879 0.650 4.040 0.835 0.8170

   PEU 5 4.087 1.091 0.580 3.957 0.874 0.7168

Perceived Trust 0.936 0.943

   PP 1 3.437 1.120 0.809 3.178 1.029 0.8218

   PP 2 3.608 1.090 0.821 3.182 1.050 0.8586

   PP 3 3.725 1.047 0.835 3.423 1.003 0.7985

   PP 4 3.699 1.164 0.635 3.419 1.042 0.7022

   PP 5 3.210 1.299 0.715 3.079 1.044 0.7651

   PS 1 3.634 1.019 0.709 3.182 0.903 0.7878

   PS 2 3.508 1.062 0.756 3.186 0.922 0.8024

   PS 3 3.327 1.179 0.760 3.202 0.919 0.7552

   PS 4 3.618 1.180 0.635 3.289 0.886 0.6738

   PS 5 3.718 1.048 0.743 3.277 0.892 0.8115

Previous Experiences 0.913 0.906

   PEX 1 4.168 0.959 0.715 3.866 0.885 0.6264

   PEX 2 4.197 0.969 0.762 3.917 0.889 0.7429

   PEX 3 4.194 0.937 0.759 3.929 0.884 0.7656

   PEX 4 4.074 1.046 0.775 4.162 0.808 0.7227

   PEX 5 3.861 1.098 0.766 3.704 0.906 0.6174

Normative Beliefs 0.823 0.768

   NB 1 3.424 1.095 0.651 3.352 0.877 0.6546

   NB 2 3.340 1.150 0.680 3.213 0.977 0.5080

   NB 3 2.799 1.357 0.820 2.933 1.087 0.7882

   NB 4 3.275 1.263 0.722 3.727 1.004 0.5580

   NB 5 3.372 1.241 0.755 3.625 1.014 0.6593

Technology Competency 0.785 0.866

Table 3. Continued

continued on following page
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Table 6. Correlation matrix; Thai subjects

Variable PU PEU PT PEX NB TC ATT

PU 1

PEU 0.615** 1

PT 0.266** 0.420** 1

PEX 0.524** 0.608** 0.581** 1

NB 0.343* 0.376** 0.514** 0.521** 1

TC 0.424** 0.323** 0.130** 0.336** 0.282** 1

ATT 0.468** 0.643** 0.598** 0.645** 0.542** 0.357** 1

** p<.0001, * p<.01

Table 5. Correlation matrix; U.S. subjects

Variable PU PEU PT PEX NB TC ATT

PU 1

PEU 0.640** 1

PT 0.423** 0.482** 1

PEX 0.541** 0.673** 0.573** 1

NB 0.282** 0.237** 0.431** 0.260** 1

TC 0.431** 0.545** 0.320** 0.433** 0.166* 1

ATT 0.545** 0.635** 0.567** 0.697** 0.274** 0.423** 1

** p<.0001, * p<.01

Construct

U.S. (n=309) Thai (n=253)

M SD Factor 
Loading Reliability M SD Factor 

Loading Reliability

   TC 1 4.511 0.956 0.657 4.202 1.081 0.6617

   TC 2 4.573 0.809 0.733 4.403 0.838 0.7712

   TC 3 4.440 0.901 0.815 4.174 0.855 0.8715

   TC 4 4.314 0.975 0.778 4.273 0.831 0.8118

   TC 5 4.236 1.041 0.791 4.111 0.875 0.8298

Rotation Method: Varimax with Kaiser Normalization.

Table 4. Continued
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the attitude towards the usage of mobile banking (ATT). The independent variables 
include perceived usefulness (PU), perceive ease of use (PEU), perceived trust (PT), 
previous experience (PEX), normative beliefs (NB), and technology competency 
(TC). The analysis controls for three subjects’ demographics, which are gender 
(DGender), employment status (DEmploy), and areas of study (DStudy). Based on 
previous literature, these control variables are included in the model as they have 
a potential to influence the IT adoption (Guo & Zhang, 2010; Lippert & Volkmar, 
2007; Trauth et al., 2008). DGender is assigned the value of 1 if the respondents 
are male and 0 otherwise. DEmploy is assigned the value of 1 if the respondents 
are employed and 0 if they are not employed. DStudy is assigned the value of 1 if 
respondents study in field of science and 0 otherwise. The regression equation was 
written as follows:

ATT PU PEU PT PEX NB

TC DGender
i i i i i i

i i

= + + + + +
+ + +

α α α α α α
α α α

0 1 2 3 4 5

6 7 88 9
DEmploy DStudy

i i i
+ +α ε

	

The results from Table 7 show the R2 and Adjusted R2 of 48.4% and 46.8% 
respectively for U.S. subjects and 54.5% and 52.8% for Thai subjects, indicating 
that the factors investigated are suitable to explain the attitude towards the usage of 

Table 7. Relationship between factors and attitude towards the use of mobile banking

Ha Independent 
Variables

U.S. Subjects; n = 309 Thai Subjects; n = 253

𝛃 t VIF 𝛃 t VIF

H1 PU 0.215 ** 2.52 1.83277 0.115 1.35 1.9048

H2 PEU 0.277 *** 3.15 2.55430 0.436*** 5.73 2.0218

H3, H4 PT 0.112 * 1.69 1.75887 0.144** 2.18 1.7356

H5 PEX 0.423 *** 5.40 2.25066 0.241*** 3.00 2.2844

H6 NB 0.030 0.56 1.27133 0.170** 2.45 1.5714

H7 TC 0.063 0.87 1.47769 0.084 1.31 1.3863

Gender 0.059 0.64 1.05806 -0.047 -0.52 1.1795

Employment -0.032 -0.33 1.02487 0.084 1.00 1.0702

Areas of study -0.086 -0.76 1.06196 -0.032 -0.31 1.1162

U.S. Subjects Thai Subjects

R-Square 
Adj R-Square 
F-stat

0.484 
0.468 
31.11***

R-Square 
Adj R-Square 
F-stat

0.545 
0.528 
32.37***

*** Significant at 1% level
** Significant at 5% level
* Significant at 10% level

Table 4. Continued
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mobile banking. The F-stat was reported to be at 31.11 for U.S. subjects and 32.37 
for Thai subjects, both were significant at a 1% significant level. This also indicates 
that the combined factors are able to simultaneously explain the attitude quite well.

Regarding each variable factor, the results from the regression analysis showed 
noticeable differences between the determinants of mobile banking adoption in the 
U.S. and Thailand as follows:

•	 Perceived usefulness (H1): The result showed the significant effect of this 
factor on the attitude towards the usage of mobile banking for the U.S. 
subjects (β = 0.214, t = 2.52). However, this factor does not significantly 
influence the attitude of Thai subjects (β = 0.115, t = 1.35). This result 
indicated that perceive usefulness played an important role in determining 
whether U.S. subjects will use mobile banking while it was not important 
to Thai subjects. The significance of perceived usefulness is also found in 
earlier studies (Hanafizadeh et al., 2014; Püschel et al., 2010).

•	 Perceived ease of use (H2): The result revealed that this factor significantly 
affected subjects’ attitude towards the usage of mobile banking in both 
countries (β = 0.277, t = 3.15 for U.S. subjects and β = 0.436, t = 5.73 
for Thai subjects). Consumers nowadays tended to live with an idea that all 
technology should require minimum effort to use it. This finding suggested 
that banks in both countries must ensure their target customers are aware that 
it is easy to use mobile banking. This result confirms the findings of some 
prior studies (Dasgupta et al., 2011; Sripalawat et al., 2011) but contradicts 
to some previous findings (Koenig-Lewis et al., 2010; Liébana-Cabanillas et 
al., 2016).

•	 Perceived trust (H3 and H4): This factor played an important role in 
determining subjects’ attitude toward the usage of mobile banking for subjects 
in both countries (β = 0.112, t = 1.69 for U.S. subjects and β = 0.144, t = 2.18 
for Thai subjects). Trust is always a major concern for any technology use. 
It is not surprising that the perception about trust should play an important 
role in whether subjects will use mobile banking. It is apparent that they are 
not willing to transact via a mobile device if the transaction is not considered 
safe and secured from unauthorized usage. This result confirms prior studies 
that perceived security plays a crucial role in explaining the mobile banking 
services adoption (Alalwan et al., 2017; Bhatt, 2016; Svilar & Zupančič, 
2016). The result for both countries reveals that subjects are more likely to 
use mobile banking if they can trust that their banking transactions will be 
kept confidential and secure. The result suggests that banks in U.S. and in 
Thailand should consider educating their customers about the privacy and 
security of mobile banking transactions.
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•	 Previous experiences (H5): The result revealed a strong relationship between 
this factor and subjects’ attitude towards the usage of mobile banking for 
subjects in both countries (β = 0.423, t = 5.40 for U.S. subjects and β = 
0.241, t = 3.00 for Thai subjects). The finding pointed out that subjects in 
both countries would be more likely to use mobile banking if they have a 
good experience with their previous mobile banking transactions.

•	 Normative Beliefs (H6): This factor did not significantly impact the attitude 
of subjects in the U.S., but appeared to be a significant factor for the attitude 
of Thai subjects (β = 0.030, t = 0.56 for U.S. subjects and β = 0.170, t = 2.45 
for Thai subjects). This finding is consistent with prior studies showing that 
social norm is a determinant factor for mobile banking adoption (Bhatiasevi, 
2015; Malaquias & Hwang, 2016; Puschel et al., 2010; Sripalawat et al., 2011; 
Yu, 2014; Kazi & Mannan, 2013). This result indicated that U.S. subjects’ 
attitude on the use of mobile banking were not influenced by peers, family 
members, and other social factors. This finding may result from subjects’ 
belief that banking transactions are high-risk activities and require serious 
measures of protection. In this situation, peers or social factors may have less 
influence on their attitudes toward the usage of mobile banking. In contrast, 
this factor was found to be of importance in encouraging Thai subjects to use 
mobile banking.

•	 Technology competency (H7): The result revealed that this factor did not have 
a significant effect on subjects’ attitude toward the usage of mobile banking 
in both countries (β = 0.063, t = 0.87 for U.S. subjects and β = 0.084, t = 
1.31 for Thai subjects). The finding suggested that users’ ability in using 
technology did not play an important role in encouraging or discouraging 
them from adopting mobile banking. This finding contradicts with prior 
studies (Masrek et al., 2014; Malaquias & Hwang, 2016; Oliveira et al., 2014; 
Yu, 2014; Yadav, 2016) whose findings revealed that technology competency 
has a significant effect on attitude towards the usage of mobile banking. A 
possible explanation is that the majority of subjects in both studies are in the 
range of 18 to 24. Subjects in this age group tend to be highly competent in 
using technology and are typically not afraid of using new technology. For 
this reason, this factor does not play a significant role in determining whether 
subjects will use mobile banking or not.

The Variance Inflation Factors (VIF) for all factors range between 1.025 and 
2.554 for U.S. subjects and between 1.070 and 2.284 for Thai subjects. All VIFs are 
not greater than 10, indicating that there is no problem of multicollinearity (Hair et 
al., 2009; Diamantopoulos et al., 2008).
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CONCLUSION

This study examined the mobile banking acceptance model in a comparative way in 
order to identify possible cross-cultural differences in behavioral intentions to adopt 
mobile banking between U.S. and Thai consumers. Although there are quite a few 
prior studies investigated the factors influencing the adoption of mobile banking 
(Afshan & Sharif, 2016; Lee et al., 2013; Lin, 2011; Nel & Boshoff, 2014; Staff, 
2013), not many of them have explored the motivations for mobile banking adoption 
in a cross-cultural manner (Baptista & Oliveira, 2015; Yu & Chantatub, 2015). In 
particular, there is no prior study comparing consumers’ attitude toward the usage of 
mobile banking between the U.S. and Thailand. The comparison between the U.S. 
and Thailand was chosen because both countries show a high percentage of mobile 
banking usage (64% in Thailand and 42% in the U.S.), as reported by Statista (2015).

In the research model, seven factors predicted to influence the attitude toward 
the usage of mobile banking were investigated and compared between the two 
nationalities. The factor analysis result suggested that the ten questions used to 
measure the factors perceived privacy and perceived security should be grouped 
into one factor, which was labeled perceived trust (PT).

The findings revealed that four factors: perceived usefulness, perceived ease of 
use, perceived trust, and previous experiences were determinants of mobile banking 
adoption for U.S. users. Although four factors were also found to significantly 
affect mobile banking adoption for Thai users, these factors differ from U.S.’s. The 
findings revealed that perceived ease of use, perceived trust, previous experiences, 
and normative beliefs are determinants of mobile banking adoption in Thailand.

For both nationalities, subjects who perceive mobile banking as easy to use 
and can be trusted generally show a positive attitude towards the usage of mobile 
banking. These findings conform to the study conducted by Malaquias and Hwang 
(2019) which compared subjects in Brazil and U.S. In addition, those who had good 
experiences in using this banking channel are more likely to report a positive attitude 
towards the usage of mobile banking. However, the technology competency did not 
appear to be a determinant of mobile banking for both nationalities. This similarity 
in the results may be due to the fact that both countries are two of the top ranked in 
mobile usage (Statista, 2015). Therefore, the IT competency may not be the main 
influencing factor to adopt mobile banking for people in both countries.

The results showed that the users in the two countries differ in the significance of 
two factors, perceived usefulness and normative beliefs, affecting the attitude toward 
the usage of mobile banking. For U.S. users, perceived usefulness plays a significant 
role in influencing their attitude about mobile banking. The results suggested that 
it is important to banks in the U.S. to educate their customers about the benefits of 
using mobile banking. In contrast, this factor did not impact Thai subjects’ attitudes 
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about mobile banking. This may be due to the fact that 77.2% of Thai consumers 
already use their mobile phones. As mobile phones are already integrated into 
daily life of Thai consumers, most of them realize the benefits of mobile banking. 
In addition, horrible traffic conditions in Thailand (National Statistical Office, 
2014) also discourage them from visiting bank sites. For this reason, the perceived 
usefulness factor did not influence their attitude on mobile banking adoption.

It is also interesting to note that normative beliefs appears to be a significant 
factor influencing mobile banking adoption for Thai consumers, but not for U.S. 
consumers. Typically, banking transactions have been viewed as high-risk activities 
and require a serious mean of protection. This result pointed out that the influence 
from family members, peers, and social factors were perceived to be more important 
for Thai consumers than for U.S. consumers. The finding suggested that banks 
in Thailand could use this strategy to attract more mobile banking customers by 
investing more on social programs that affect the use of mobile phone banking. 
These results point out that culture plays an important role in explaining the mobile 
banking adoption. The findings confirm suggestions from other studies that culture 
should be considered in explaining the IT adoption (Chan & Lu, 2004; Kim et al., 
2013; Niederman et al., 2012; Hung et al., 2012; Susanto et al., 2013).

The study results address the widely used technology acceptance model (TAM) 
and demonstrate that when the model is used on different culture settings, which 
some patterns are predominated, different results are expected. For strong social 
cultures as found in Thailand, national cultures predominate while in strong task 
cultures like in the U.S., professional cultures predominate (Karahanna et al., 2005). 
These findings lead to the following suggestions to practical implication.

PRACTICAL IMPLICATION AND LIMITATION

Mobile banking technology provides the essential capacity of banking transaction. 
This innovative technology has led banking activities to the new platforms using 
Internet and mobile phone. With this new platforms, competitive challenge faces by 
banking industry is questioned on how to induce bank customer to use the mobile 
banking. The findings in this study suggest factors that are crucial to the success of 
mobile banking adoption. In order to encourage customers to adopt mobile banking, 
the study reveals that before implementing this technology, a bank should educate 
their target mobile banking customers about the usefulness of mobile banking. 
This is especially true in the U.S. where this factor significantly influences mobile 
banking adoption. It is also important to ensure that their customers are aware that 
this technology is easy to use, and all transactions conducted via mobile banking are 
secure and will be kept confidential. Since customers’ past experiences are important 
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factors in determining whether they will use mobile banking, it will be crucial for 
a bank to gather feedback from their customer to ensure that they are informed 
about any bad experiences and thus be able to prevent it from happening again in 
the future. This implementation scheme can be applied to both countries since both 
countries share similar view of the positive influence of previous experiences on 
mobile banking adoption.

The result in this study also indicates that users’ attitude on the use of mobile 
banking are not influenced by peers, family members, and other social factors for 
the U.S. customers. This may due to the uncertainty and high-risk associated with 
mobile banking transactions. However, peers, family members, and other social 
factors play important roles in explaining mobile banking adoption in Thailand. 
Therefore, banking institutions in Thailand may consider attracting more mobile 
banking customers via a social marketing channel such as Facebook or LinkedIn. 
The finding also reveals that users’ ability to adeptly use technology does not play 
an important role in encouraging or discouraging users from adopting mobile 
computing. These findings are similar for both countries. Therefore, banks may 
not have to invest too many resources on these factors and can instead spend more 
money promoting the other four factors, which are more important to users

As in most empirical studies, there is an inherent limitation in this paper. The 
sample in this research was limited to subjects in two universities. The main reasons 
why students were employed as the subjects in this study are (1) students are no 
doubt the heavy users of mobile phone (i.e., 97.42% of US subjects and 98.02% of 
Thai subjects in this study have a smart phone) and (2) only those who currently 
use mobile banking are included in this study. Despite prior studies have proposed 
students as good surrogates to mirror typical consumers (Luo et al., 2010; Remus, 
1986; Zhou, 2012), there might exist a threat to the external validity since they do not 
symbolize the entire population of mobile banking. So, to improve the generalizability 
of the findings, future research should consider expanding demographics to include 
non-student subjects and users in various countries. In addition, a future study 
could provide a more detailed investigation into which features of mobile banking 
are deemed necessary or unnecessary when deciding whether or not to adopt this 
technology.
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APPENDIX: RESEARCH QUESTIONNAIRE

Table 8. 

Perceived Usefulness (PU)

It is less time consuming than doing transactions at bank sites

I usually get better transaction fees than doing transactions at bank sites

I usually get a faster service than doing transactions at bank sites

Mobile banking allows me to do transactions at any time

Mobile banking allows me to do transactions at my own pace

Perceived Ease of Use (PEU)

Learning to use mobile banking is easy for me

I find it easy to get mobile banking to do what I want it to do for my banking purposes

My interaction with mobile banking is clear and understandable

I find mobile banking easy to use

It is easier to use mobile banking than other forms of banking

Perceived Privacy (PP)

I believe that the mobile banking system will protect the privacy of my personal banking data

I believe that the mobile banking systems will not disclose my personal banking data

I believe that banks will keep mobile banking transaction confidentially

I am not afraid to do transactions via mobile banking

I am not afraid to lose my confidential data via mobile banking transactions

Perceived Security (PS)

Using mobile banking enables me to conduct transaction securely

Using Internet banking makes me believe that the existing regulations are sufficient to ensure that users are protected

Overall, I am not worried about the security of the mobile banking

I believe that my banks protect me from unauthorized charges

I believe that my transactions are secured

Previous Experience (PEX)

I am usually satisfied with the mobile banking services

My mobile banking transactions are always accurate

I usually have a good experience with mobile banking services

My transactions are always processed in a timely manner

I never feel disappointed with mobile banking

Normative Beliefs (NB)

People in my organization think that I should use mobile banking

My family thinks that I should use mobile banking

continued on following page
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My friends influence my decision to use mobile banking

The image of the bank has influence on my using mobile banking

Using mobile banking makes me feel current in the trend

Technology Competency (TC)

I use computer everyday

I am not afraid of using technology

My ability to learn new technology is high

I am always interested in new technology

I enjoy working with technology

Attitude Towards the Usage of Mobile Banking (ATT)

Overall, I prefer to do mobile banking transaction than other forms of banking

Table 8. Continued
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ABSTRACT

Trust is a central element in online transactions in B2C e-marketplaces where a 
buyer needs to evaluate intermediary trust as well as seller trust to make a purchase 
decision. The authors develop and test a consumer trust model to predict first-time 
buyer’s trust in an intermediary in Korean online marketplaces. Data were collected 
via a questionnaire survey using 218 respondents. Results from an empirical analysis 
indicate that while all the three factors of trustworthiness were found to be a predictor 
of overall initial trust in the intermediary, ‘integrity’ turned out to have the strongest 
association with overall trust. The findings suggest that trustworthiness beliefs and 
trust are conceptually distinct from each other and that the former is a predictor 
of the latter. The chapter offers implications for both academics and practitioners 
of online marketplaces.

INTRODUCTION

An electronic marketplace (or e-marketplace) is an interorganizational information 
system that allows the participating buyers and sellers in some market to exchange 
information about prices and product offerings (Bakos, 1997; Hong, 2018). It is 
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an intermediary that brings together sellers and buyers by providing an online 
marketplace. Buyers in an e-marketplace are exposed to an even greater risk of 
opportunistic seller behaviour than those in an online storefront. In fact, the Internet 
Crime Complaint Centre (2018) received 26,967 consumer auction fraud complaints 
between May 2014 and December 2017 with an adjusted dollar loss of $54,032,396. 
The reasons that online marketplaces are riskier than digital storefronts are twofold. 
Foremost, e-marketplaces typically consist of SOHO (small office home office) 
sellers who process a limited volume of transactions daily and handle returns or 
exchanges with limited manpower resources. Moreover, e-marketplace buyers 
routinely engage in transactions with a community of unknown sellers within the 
marketplace with whom they have little or no prior interaction, whereas buyers on 
a digital storefront develop business relationships with the single seller over time 
to the extent that they get to place trust in the e-commerce firm. Therefore, trust 
remains a key to the success of online marketplaces today. From the standpoint of 
consumers, buying from an online store that is not trustworthy is like accepting 
foreseen risks of financial or other possible losses. For that reason, it is critical for 
vendors to successfully build trust to overcome consumer perceptions of uncertainty 
and risk. Likewise, it is important to understand how a consumer places trust in an 
online marketplace.

The literature on consumer trust in electronic commerce reveals a rich body of 
knowledge on the antecedents of trust, which predominantly focuses on the context 
of digital storefronts. However, little work has been dedicated to understanding what 
affects consumer’s trustworthiness beliefs in an intermediary in an online marketplace 
especially when a consumer has no buying experience with that e-marketplace. While 
Kim & Ahn(2001) investigated the antecedents of trust in an online marketplace, 
their study is not applicable to a situation where a consumer has no transactional 
experience to form trusting beliefs concerning the e-marketplace. A trust model for 
an online storefront is distinct from that for an e-marketplace. While trust in a single 
vendor is of importance in an online storefront, consumers in an e-marketplace 
have a prime concern with trust in the marketplace intermediary. Thus consumer 
trust in an intermediary will be first formed, and then trust is transferred from the 
intermediary to the vendors selling within the marketplace (Hong & Cho, 2011). To 
help online marketplaces successfully build consumer trust, a consumer trust model 
specifically tailored to e-marketplaces that articulates the sources of trust for this 
particular type of e-commerce firm is needed. In particular, the way initial trust is 
formed in online marketplaces differs from the way subsequent trust is developed; 
development of subsequent trust can be importantly influenced by consumer’s buying 
experience (i.e., length of relationship). In order to examine how trust is formed 
with first-time buyers, this paper will focus on initial trust that consumers have to 
deal with who have not yet shopped in a given e-marketplace.
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In addition, one trend that is noticeable with some of the recent trust-related 
research is that the trust concept is interpreted and used in two different ways. 
While trust can be measured by a single dimension such as reliability, the trust 
construct can be viewed as multi-dimensional(Ou, Pavlou, & Davison, 2014). The 
first view focuses on the concept of general trust, which is not related to a specific 
behaviour of the other party, or any component of trust(Chen & Dhillon, 2003). On 
the other hand, the second view assumes that trust is comprised of such differing 
dimensions as competence, integrity, and benevolence, which are termed factors of 
trustworthiness in the literature (Mayer, Davis, & Schoorman, 1995). Based on the 
second view, some researchers tend to identify trust with trustworthiness and measure 
the trust construct using items created for the trustworthiness construct. While the 
aggregate perception of the three dimensions may influence the overall trust of the 
consumer (Chen & Dhillon, 2003), trust can by no means be conceptually equated 
with trustworthiness. In particular, the magnitude of influence of the individual 
attributes of trustworthiness on the overall trust may be unequal to one another in 
e-marketplaces due to the very nature of the online-marketplace business model. It 
is imperative to examine the association between the attributes of trustworthiness 
and overall trust.

This paper aims at examining the influence of e-commerce firm and site 
characteristics on the formation of trustworthiness beliefs in an intermediary in online 
marketplaces and at exploring the relationships between trustworthiness attributes 
and initial trust in an intermediary. To this end, we will first conduct an extensive 
review of the related literature to discover factors that are central to e-commerce 
firm and site characteristics and to trustworthiness beliefs in an intermediary. 
Next, we will conduct an empirical examination to take an in-depth look at the 
relationships between e-commerce firm characteristics and trustworthiness attributes 
and between site characteristics and trustworthiness attributes. At the same time, we 
will empirically analyse the linkage between trustworthiness and overall trust in the 
context of e-marketplaces. The findings of this research are expected to contribute 
to our understanding of how initial trust in an intermediary is formed in business-
to-consumer online marketplaces, enabling practitioners to formulate strategies to 
build trust for first-time buyers on such marketplaces.

TRUST IN AN ELECTRONIC COMMERCE CONTEXT

The Trust Concept

Researchers agree that trust plays a critical role when consumers buy from Internet 
vendors, but that it is a concept that is least agreed upon by researchers in all related 
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academic disciplines. There is no universally accepted definition of trust. Scholars 
have given different definitions from the perspectives of their respective domains. 
Nevertheless, many researchers concur with the Mayer, Davis and Schoorman’s 
(1995) definition that trust is the willingness of a party to be vulnerable to the actions 
of another party based on the expectation that the other will perform a particular 
action important to the trustor, irrespective of the ability to monitor or control that 
other party. This definition is widely accepted because it adequately captures the 
very nature of the relationship between the trustor and the trustee. We will use this 
definition of trust throughout the paper.

Overall, researchers agree that trust represents an expectation or belief that a 
partner will behave with goodwill and in a favourable way, although the acceptance 
of trust involves taking certain risks. Their view implies that trust builds up over 
a period of time as the trusting party has repeated experience with the trusted 
party. Unlike this cumulative concept of trust, initial trust, for which a conceptual 
framework has been introduced by McKnight, Cummings, and Chervany (1998), 
can be formed without acquiring related knowledge or having prior experience. 
McKnight et al. (1998) state that Web consumers may develop institution-based trust 
as they discover technological and legal safeguards such as data security measures, 
guarantees, and regulations.

Trust and Electronic Commerce

Electronic commerce (e-commerce) involves business transactions in which a 
buyer decides to engage in exchange relationships with a seller to make an online 
purchase. Trust plays a crucial role in such a business relationship (Lu, Zhang, 
Wang, & Keller, 2016; Palvia, 2009). Buying on the Internet presents numerous 
risks for consumers over and above the perceived risk of the transaction process itself 
(Einwiller & Will, 2001); for example, online consumers may experience financial 
loss from online fraud, product performance failure, mismatch between the product 
and the consumer’s sense of self-identity, or wrong delivery of an order. Trust has 
the potential to mitigate risk when exchange relationships accompany risks due to 
uncertainty and interdependence (Etzioni, 2019). Therefore, e-commerce firms must 
establish online trust by employing trustmark seals, reputation systems, payment 
intermediaries, insurance providers, or other measures. Besides, maintaining trust 
on an ongoing basis is as important as initiating and building trust, since the level of 
trust can change over time with variations in the perceived risk and interdependence.

Trust in e-commerce typically is associated with two categories of relationships 
between the trusting and trusted parties. The first category represents a trust 
relationship between a consumer and an online store. In most Internet stores where 
the salesperson is absent or plays hardly any role, the primary target of the consumer’s 
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trust is the e-commerce firm itself (Jarvenpaa, Tractinsky, & Vitale, 2000). Consumers 
continue to develop perceptions of e-commerce firm’s trustworthiness through 
personal shopping experience in the online store. For this reason, the formation of 
buyer-seller trust may evolve over a long period of time, while a single occasion of 
unsatisfactory experience may terminate the growing trust relationship. The other 
category is concerned with the relationship between a consumer and a website that 
houses an online store. Researchers treat websites as objects of trust, assuming 
that a consumer enters into relationships with computers and websites, as they buy 
online (Corritore, Kracher, & Wiedenbeck, 2003). An e-tailing website with repeated 
incidences of leakage of personal data will lead to minimal consumer trust in the 
website as a result of consumers’ perceptions of poor system security.

Existing research in electronic commerce indicates that the trust that consumers 
perceive in an online store is determined by the perceived trustworthiness (Hong, 2018; 
Hong, 2019). It is pointed out in the literature (Barney & Hansen, 1994) that trust is 
an attribute of a relationship between exchange partners, while trustworthiness is an 
attribute of individual exchange partners involved in the relationship. Furthermore, 
researchers (Gefen, 2002; Mayer et al., 1995) agree that trustworthiness is the 
characteristics of a trustee, whereas trust is “a willingness to be vulnerable” to the 
trustee and thus to take risk. For this reason, trustworthiness of a trading partner 
is a predictor of trust in that partner (Chen & Dhillon, 2003), since perceptions 
about trustworthiness contribute to the formation of overall trust. That is, the more 
trustworthy transaction partners are perceived to be, the more likely they are to 
place trust in each other. It is a widely accepted notion among trust researchers that 
trustworthiness is a multi-dimensional concept that consists of three characteristics 
including competence, benevolence, and integrity (Mayer et al., 1995). These three 
characteristics are often referred to as the factors of trustworthiness (Chen & Dhillon, 
2003). The first dimension of trustworthiness, competence, is defined as the belief 
that an electronic commerce firm is able to fulfil its promises communicated to 
consumers. It has to do with perceptions of how well the firm does its job or how 
knowledgeable the firm is (McKnight, Choudhur, & Kacmar, 2002). Secondly, 
benevolence is the extent to which a trustee is believed to want to do good to the 
trustor, aside from an egocentric profit motive (Mayer et al., 1995). For first-time 
buyers, this belief is formed with perceptions of how effectively the focal website 
supports the users’ needs and the welfare of the customers (Chen & Dhillon, 2003). 
Integrity is the third dimension that is associated with the belief that a company 
will act in a consistent, reliable, and honest manner when fulfilling its promises 
(Chen & Dhillon, 2003; Everard & Galletta, 2005). This dimension encompasses 
consumer perceptions of vendor honesty, truthfulness, and keeping commitments.

Due to the risk of the transaction, the buyer must evaluate the trustworthiness of 
the seller by envisioning the seller’s likely behaviour, and then choose to participate 
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in the transaction, if and only if the seller is trustworthy enough (Good, 1988; 
Ring & Van de Ven, 1994). McKnight, Choudhury, and Kacmar (2002) call these 
trustworthiness factors ‘trusting beliefs’ which are distinguishable from trusting 
intentions. According to D. H. McKnight et al. (2002), beliefs in trustworthiness 
attributes (such as competence, benevolence, and integrity) have a positive effect 
on the intentions to be vulnerable to the behaviour of the other party. Their line 
of reasoning is consistent with the view that trustworthiness attributes affect the 
overall trust.

Trust in a B2C E-marketplace vs. Trust 
in a B2C Digital Storefront

One striking distinction between a B2C online storefront and a B2C e-marketplace 
lies in the target of trust (Pavlou & Gefen, 2004). The main target of trust in an 
online storefront is the single seller, and online transactions in this context involve 
a dyadic relationship, i.e., one-to-one relationship between buyers and sellers. The 
consumer trust model for B2C digital storefronts therefore deals with trust in the 
seller only. Trust in a dyadic relationship is formed when the buyer believes that 
the seller will behave with goodwill and in a favourable way (Donney & Cannon, 
1997). The relationship among parties who have had no prior association is expected 
to emerge incrementally and to begin with small actions that initially require little 
reliance on trust (Jarvenpaa et al., 2000). Trust either increases or decreases as 
the two parties reciprocate the actions. For that reason, trust is often regarded as a 
governance mechanism in exchange relationships (Hong, 2015).

However, a B2C e-marketplace provides online transactions in a setting involving 
one-to-many relationship between buyers and sellers. The e-commerce firm in 
this setup consists of two components, including an intermediary providing the 
transaction infrastructure and the sellers doing business within that infrastructure 
(Hong & Cho, 2011). The intermediary in an online marketplace furnishes an 
online marketplace (for example, providing a transactional infrastructure including 
institutional mechanisms), whereas the sellers therein are responsible for a broad 
range of activities, from marketing the Web site, to fulfilling online orders, to handling 
customer services. Thus, for a transaction to occur in B2C e-marketplaces, consumers 
have to deal with both trust in an intermediary (i.e., one to one relationship) and trust 
in the community of sellers (i.e., one-to-many relationship). That is, the buyer has 
to ensure that overall the community of multiple sellers as well as the intermediary 
in the marketplace is trustworthy.
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THE E-MARKETPLACE TRUST MODEL AND HYPOTHESES

The E-Marketplace Trust Model

A review of the related literature indicates that numerous trust models exist showing 
relationships between consumer trust and related constructs in a B2C electronic 
commerce setting. These models incorporate a wide range of trust antecedents such 
as trustworthiness, online store’s characteristics, media (website) characteristics, 
disposition to trust, and institutional mechanisms. For example, Koufaris and 
Hampton-Sosa (2004) proposed a model of initial trust in an online company based 
on company perceptions and website perceptions. Their model indicates that the 
perceptions about a company and a website directly influence initial trust. However, 
given that trust refers to the willingness of a trustor to be vulnerable to the actions 
of a trustee (Mayer et al., 1995), those perceptions will first affect trustworthiness 
beliefs (e.g., competence, integrity, and benevolence) that then will contribute to 
the formation of the ultimate trust. Despite an extensive review of the literature, 
we could hardly find a research model of trust formation specifically for first-time 
buyers in online marketplaces. This research is unique in that it focuses on the 
formation of initial trust, rather than subsequent trust, in B2C e-marketplaces, with 
trustworthiness dimensions as a mediator between trust antecedents and trust.

Figure 1. How consumer perceptions about e-commerce firm are formed
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Perceived trustworthiness of an e-commerce firm is closely related to perceptions 
that a consumer develops concerning the reliability of that firm (Corbitt, Thanasankit, 
& Yi, 2003). As shown in Figure 1, perceptions about an e-commerce firm are 
formed through three paths. A consumer typically perceives the trustworthiness 
of the firm from personal online experience (Everard & Galletta, 2005; Karake-
Shalhoub & Westport, 2002) or by word-of-mouth (Brown, Broderick, & Lee, 2007; 
Dellarocas, 2003) or from transaction experience (Donney & Cannon, 1997). First, 
a consumer can gain perceptions about an e-commerce firm (e.g., easy navigation, 
painful payment process, fast feedback to online inquiries) while interacting with 
the firm’s Web site to gather product information or to buy online. Since the Web 
site of an online firm is regarded as the primary interface linking the firm with its 
customers (Hong & Cho, 2011), perceptions of the firm’s Web site can directly impact 
the consumer’s impression on the firm. Second, a consumer’s perception about an 
e-commerce firm’s reliability can also result from his or her indirect experience 
with the firm (e.g., word-of-mouth). Brown et al. (2007) point out that word of 
mouth has a greater impact on product judgments, attitude formation, and decision 
making than formal marketing communications. Information that a consumer obtains 
over time both online and offline, such as firm-related postings, customer reviews, 
and social network recommendations, can importantly help shape the consumer’s 
perceptions about the reputation or size of the firm. Third, a consumer can also 
perceive trustworthiness of a firm from transactional experience. Donney and Cannon 
(1997) states that when a trustor learns more about the trustee through repeated and 
broader experience, the trustor develops confidence that the trustee will behave in 
a predictable manner (i.e., either trustworthy or untrustworthy). As the consumer 
continues to buy online from that firm over time, he or she will develop very concrete 
firm-specific perceptions (e.g., good product quality, poor service, difficult returns). 
As shown in Figure 1, of the three categories of e-commerce firm perceptions, only 
the first two are associated with initial trust, whereas all the three contribute to the 
formation of subsequent trust. Based on this observation, we determined that our 
B2C e-marketplace trust model should include two key categories of dimensions, 
including website characteristics and intermediary characteristics.

The above conceptual development results in a research model shown in Figure 
2. Based on the existing studies summarized in Table 1, perceived reputation and 
perceived size have been designated as key firm dimensions, while site design, 
interactivity, and ease of use have been chosen as website dimensions. The research 
model shows that the three factors of trustworthiness are not linked to trust in a 
community of sellers. One reason why we excluded from the model such relationships 
for sellers is that this research focuses on trust in an e-marketplace intermediary, 
rather than trust in sellers, as an important dependent variable in itself.
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Based on the above theoretical grounds, it is posited that intermediary and 
site characteristics positively influence the factors of perceived intermediary 
trustworthiness in an e-marketplace, which then, in the aggregate, affect the initial 
trust in the intermediary. In addition, consumer trust in the intermediary influences 
trust in the community of sellers.

Research Hypotheses

Based on the research model, we have formulated a total of eighteen hypotheses to 
explore the relationships among the constructs under consideration in the present 
study. The first six hypotheses are concerned with the effects of intermediary 
characteristics on the factors of intermediary trustworthiness, and the subsequent nine 
hypotheses with the effects of website characteristics on the factors of intermediary 
trustworthiness. The remaining three hypotheses are designed to delve into the 
relationship between the factors of multi-dimensional trustworthiness and initial 
trust in the intermediary.

Figure 2. The research model
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Intermediary Characteristics and Factors of Trustworthiness

Reputation: A review of the trust literature indicates that the reputation and size of 
an Internet store as perceived by the user does influence the store’s trustworthiness 
(Jarvenpaa et al., 2000). A corporate reputation is a collective representation of a 
firm’s past actions and results that describes the firm’s ability to deliver valued 
outcomes to multiple stakeholders (Fombrum & Riel, 1997). The reputation measures 
the extent to which a firm is honest and concerned with its customers (Donney & 
Cannon, 1997), and directly affects trusting beliefs (McKnight & Chervany, 2002). 

Table 1. Online trust antecedents in existing studies

Study Trust Object Trust Antecedents Trust Items

Wang et al. (2015) Mobile bank

Vendor familiarity, 
structural assurance, 
disposition to trust, 
situational normality, 
calculative-based trust

Trustworthiness, integrity, benevolence

McKnight et al. (2002) Online store
Institution-based trust, 
perceived site quality, 
disposition to trust

Trusting beliefs (competence, 
belevolence, integrity); trusting intentions 
(willingness to depend, subjective 
probability of depending)

Gefen et al. (2003) Online store

Calculative-based beliefs, 
structural assurances, 
situational normality, 
familiarity, perceived ease 
of use

Integrity, benevolence, ability, and 
predictability

Flavian et al. (2006) Online store Website usability, 
satisfaction, Honesty, benevolence, competence

Kim et al. (2008) Online store

Cognition-based 
(information quality, 
privacy protection, security 
protection), affect-
based (third-party seal, 
reputation), experience-
based (familiarity), 
personality-oriented 
(disposition to trust),

Trustworthiness, integrity, benevolence

Lu et al. (2016)
Online 
microsourcing 
marketplace

Resource complementarity, 
resource utilization, resource 
availability, resource 
suitability, marketplace 
effectiveness

Dependability, willingness to use, reuse 
intention

Kim & Ahn (2007) Online market-
maker

Market-maker reputation, 
Web usability, Web security

Benevolence, integrity, and 
trustworthiness

Guo et al. (2014) User in a social 
rating network

Global trustworthiness 
(ability, integrity, 
benevolence), local 
trustworthiness (ability, 
integrity, benevolence), trust 
propensity

Trustworthiness (local & global)
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Donney and Cannon (1997) suggest that the trustworthiness of a firm can be inferred 
through the words and actions of other people and organizations. In other words, a 
trusting party draws on “proof sources” from which trust is transferred to the target. 
In particular, the costs for a firm that acts in an untrustworthy manner can be quite 
high for firms with good reputations.

Hypothesis H1-1: Reputation is positively related to competence in the e-marketplace.
Hypothesis H2-1: Reputation is positively related to benevolence in the e-marketplace.
Hypothesis H3-1: Reputation is positively related to integrity in the e-marketplace.

Firm Size: Meanwhile, a firm’s size encompasses the overall size and market-
share position, and provides a signal that the firm can be trusted (Donney & Cannon, 
1997). A large size and market share indicate that the firm has a large number of 
customers and has followed through with commitments made to its customers (Chen 
& Dhillon, 2003). Typically, a large organization will deliver on its promises, have 
better support capabilities, control its suppliers for improved reliability and credibility, 
and know the potential costs of acting in an untrustworthy manner (Jarvenpaa et 
al., 2000). Based on the existing research evidence, we can establish the following 
hypotheses that show how the reputation and perceived size of an intermediary, 
respectively, are related to each factor of trustworthiness in an e-marketplace.

Hypothesis H1-2: Perceived size is positively related to competence in the 
e-marketplace.

Hypothesis H2-2: Perceived size is positively related to benevolence in the 
e-marketplace.

Hypothesis H3-2: Perceived size is positively related to integrity in the e-marketplace.

Site Characteristics and Factors of Trustworthiness

Hampton-Sosa and Koufaris (2005) report that a website appears to influence a 
person’s initial trust in the e-commerce firm. In addition, the characteristics of a website 
significantly influence the perceptions of the competence, integrity, and benevolence 
of the associated online seller (Chen & Dhillon, 2003). The site characteristics in our 
model consist of three dimensions, including design, interactivity, and ease of use.

Design: The design of a website refers to the extent to which the information and 
visual elements of the site are effectively designed to provide maximum navigability 
(Bauer & Scharl, 2000). Navigation is facilitated when the information (i.e., content) 
on the website is structured such that it will allow for quick and easy access to any 
webpage that the user wants (Nielsen, 1999). For example, an optimal organization 
of the content together with an adequate menu system can enable efficient move from 
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page to page. Meanwhile, website navigation can also be improved by optimizing 
the visual elements (e.g., fonts, colours, page layouts, etc.), because they can 
dramatically affect the readability of the page content. The related literature as a 
whole agrees that a properly designed Web site with good navigability fosters all 
the three user beliefs on trustworthiness of an e-commerce firm. First, a favourable 
site design can improve competence belief since, as Jakob Nielsen (Nielsen, 1999) 
wrote, “professional appearance feels solid and clear navigation conveys respect for 
customers and an implied promise of good service.” Flavian, Guinaliu, and Gurrea 
(2006) also found that self-confidence generated by solid design (e.g., related links 
in and out) is likely to escalate consumer credibility in the website. In particular, 
correct and up-to-date content and product selection importantly influence user’s 
perceptions on competence. For example, findings of a usability study indicate that 
users who viewed a map site that did not show a recently constructed bridge instantly 
lost faith in the site and wondered what else was missing in the maps (Nielsen, 
1999). Second, a carefully thought-out website design has the potential to increase 
integrity belief. Nielsen (1999) warns that up-front disclosure of all aspects of the 
customer relationships (e.g., shipping charges) can assure users that the e-commerce 
firm is honest and doesn’t intend to cheat customers by showing such information 
of prime interest to a customer only at the end of the order. Finally, a professionally 
designed, usable website is likely to improve user’s benevolence belief. A site that 
users find satisfactory is one that provides users with comfort and acceptability of 
use (Zazelenchuk & Boling, 2003). Such a comfortable and user-friendly site will 
lead users to believe that the electronic commerce firm does care about the individual 
user and best supports the user’s needs and interests. Based on this evidence, the 
following hypotheses can be formulated regarding the relationships between website 
design and each factor of trustworthiness.

Hypothesis H1-3: Design is positively related to competence in the e-marketplace.
Hypothesis H2-3: Design is positively related to benevolence in the e-marketplace.
Hypothesis H3-3: Design is positively related to integrity in the e-marketplace.

Interactivity: Interactivity in an e-commerce context involves interactions between 
a buyer and a seller, between customers, and between a user and the website (Wu, 
Hu, & Wu, 2010). Online interactions are facilitated when a Web site functions to 
support a user-to-user as well as user-to-website communication. Questions and 
answers (Q&A), frequently asked questions (FAQ), customer reviews, online chat, 
and user communities are well-known examples of Web-based tools to support such 
communication. These tools can make site visitors feel that the e-commerce firm 
not only cares about customers trying to listen to them, but also is self-confident and 
honest in the sense that users’ feedback is made available on the Website for other 
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visitors to view. Wu et al. (2010) conducted a survey of the members of online travel 
communities, and concluded that interactivity and trust affected each other, and that 
improvement in interactivity on a website can lead to a more favourable attitude 
towards the website. In a related study, Merrilees and Fry (2003) have also shown 
that the more a site is perceived to be interactive, the more the users trust that site. 
From the results of an experiment, Chen, Griffith, and Shen (2005) reported that 
through greater interactivity, individuals develop greater trust in the Internet vendor 
and a better understanding of its products. They argue that superior interactivity can 
positively affect both online and offline purchase intentions. These prior research 
outcomes suggest the following hypotheses concerning the relationships between 
interactivity and each factor of trustworthiness.

Hypothesis H1-4: Interactivity is positively related to competence in the 
e-marketplace.

Hypothesis H2-4: Interactivity is positively related to benevolence in the 
e-marketplace.

Hypothesis H3-4: Interactivity is positively related to integrity in the e-marketplace.

Ease of Use: Ease of use is one of the two central beliefs of the Technology 
Acceptance Model that posits that the perceived ease of use and perceived usefulness 
significantly influence users’ acceptance of computer technology (Davis, Bagozzi, 
& Warshaw, 1989). Davis et al. (1989) define the perceived ease of use as the 
degree to which the prospective user expects the use of the target system to be free 
of effort. In their empirical study of experienced repeat online shoppers, Gefen, 
Karahanna, and Straub (2003) find that an easy-to-use Web site interface is among 
the key factors that significantly influence online trust. Researchers (Flavian et 
al., 2006; Liao, Chen, & Yen, 2007) agree that the more a website is easy to use, 
the more are customers satisfied and come to trust the website. Indeed, a Web site 
requiring users to consume much time to figure out how to perform necessary tasks 
(e.g., locating a particular webpage) would no doubt give users an impression that 
they are not quite cared for and that there is a lack of expertise associated with the 
development of quality Web site. Based on the evidence from the existing related 
studies, we can infer that the ease of use of an e-marketplace Web site positively 
affects the individual dimensions of trustworthiness.

Hypothesis H1-5: Ease of use is positively related to competence in the e-marketplace.
Hypothesis H2-5: Ease of use is positively related to benevolence in the e-marketplace.
Hypothesis H3-5: Ease of use is positively related to integrity in the e-marketplace.
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Trustworthiness and Overall Trust in the Intermediary

Ganesan (1994) states that the concept of trust conveys two central components: (1) 
credibility (i.e., the expertise and reliability of the vendor) and (2) benevolence (i.e., 
the vendor’s intentions and motives that are beneficial to the retailer). Flavian et al. 
(2006) states that trust in an e-commerce context is a construct made up of three 
dimensions: honesty, benevolence, and competence perceived in the website. However, 
as we pointed out earlier, numerous authors suggest that trust and trustworthiness 
factors are inter-related but distinct concepts. For example, trust is conceptualized as 
the result of attributes of the other party such as that party’s competence, concern, 
openness, and reliability (Mishra, 1996; Ring & Van de Ven, 1994). In the trust 
model proposed by Mayer et al. (1995), the antecedents of trust are competence, 
benevolence, and integrity, which are independent of one another. These related 
studies imply that the overall trust is determined by the integrated trustworthiness 
construct that is a composite measured by three dimensions: competence, benevolence, 
and integrity. Therefore, we now have the following hypotheses.

Hypothesis H4: Competence is positively related to the overall trust in the 
intermediary.

Hypothesis H5: Benevolence is positively related to the overall trust in the 
intermediary.

Hypothesis H6: Integrity is positively related to the overall trust in the intermediary.

RESULTS

Research Method

Table 2 provides a listing of the measures associated with the constructs, along with 
the definition and items for each measure. Data were collected via a questionnaire 
survey using Korean consumers who all had hands-on experience in Internet 
shopping within the six months preceding the date of the survey. Prior to the main 
questionnaire survey, a pilot test of a preliminary instrument was conducted using 24 
college students enrolled at a major university in Korea, and the survey items were 
clarified and refined, based on the results. Then, the main survey was conducted in 
which a total of 236 participants. 216 responses were taken and used for data analysis, 
after 20 responses were excluded due to incompleteness or invalidity. Responses 
were classified as incomplete if one or more items were not answered or as invalid 
if it was apparent that most of the questionnaire items were consistently answered 
with either ‘1’ or ‘5’ on a 5-point scale.
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Table 2. Measures and scales

Measure Definition Label Scale Source

Reputation
Perception of the brand 
name and standing of the 
e-marketplace

rep1 
rep2 
rep3 
rep4

This e-marketplace is well known. 
This e-marketplace has a good reputation in the market. 
I can easily recognize the name of the e-marketplace. 
The e-marketplace is perceived as a superior e-commerce 
firm.

Jarvenpaa 
et al. (2000)

Perceived size Perception of the size of the 
e-marketplace

siz1 
siz2 
siz3 
siz4

This e-marketplace is a very large company. 
There is a large collection of products. 
The website has many visitors. 
There are many sellers in the e-marketplace.

Jarvenpaa 
et al. (2000)

Design Organization of information 
and visual elements

dgn1 
dgn2 
dgn3

Product information is well organized by category. 
The visual layout of products is appealing. 
I am satisfied with the overall design.

Hong 
(2003); 
Flavian et 
al. (2006)

Interactivity
Responsiveness of the 
web-based system to the 
user’s needs

iav1 
iav2 
iav3 
iav4 
iav5

I had some control over the content of this website that I 
wanted to see. 
I was in control of my navigation through this website. 
The site had the ability to respond to my specific questions 
quickly and efficiently. 
I could communicate in real time with other customers 
who shared my interest in this product category. 
The e-marketplace sends a confirmation email upon the 
completion of an order.

Wu (1999)

Ease of use Perceived ease of using the 
website

eou1 
eou2 
eou3 
eou4 
eou5

The site content is easy to understand. 
The site is easy to use even for beginners. 
Product information is easy to browse. 
I can easily access my transaction pages. 
I can easily move from page to page.

Davis et 
al. (1989); 
Gefen et al. 
(2003)

Trustworthiness - 
competence

A company’s ability to 
fulfill the promises that 
it has communicated to 
consumers

trc1 
trc2 
trc3

I think that this website has the necessary abilities to carry 
out its work. 
I think that this website has sufficient experience in the 
marketing of the products and services that it offers. 
I think that this website has the necessary resources to 
successfully carry out its activities.

Flavian et 
al. (2006); 
Mayer et al. 
(1995)

Trustworthiness - 
benevolence

The belief that a company 
holds consumers’ interests 
ahead of its own self-
interest

trb1 
trb2 
trb3 
trb4 
trb5 
trb6

I think that the advice and recommendations given on this 
website are made towards mutual benefit. 
I think that this website is concerned with the present and 
future interests of its users. 
I think that this website takes into account the 
repercussions that its actions could have on the consumer. 
I think that this website would not do anything intentional 
that would prejudice the user. 
I think that the design and commercial offer of this 
website take into account the desires and needs of its 
users. 
I think that this website is receptive to the needs of its 
users.

Flavian et 
al. (2006)

Trustworthiness - 
integrity

The belief that a company 
will act in a consistent, 
reliable, and honest manner 
when fulfilling 
its promises.

tri1 
tri2 
tri3 
tri4 
tri5

I think that this website usually fulfils the commitments 
it assumes. 
I think that the information offered by this site is sincere 
and honest. 
I think I can have confidence in the promises that this 
website makes. 
This website does not make false statements. 
This website is characterized by the frankness and clarity 
of the services that it offers to the consumer.

Hong & 
Cho (2011); 
McKnight 
& Chervany 
(2002); 
Flavian et 
al. (2006)

Overall trust in the 
intermediary 
(single-item 
measure)

The general trusting belief 
in the vendor tro Overall, I trust the vendor and would buy from them. Hong & 

Cho (2011)
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At the start of our main online survey, written instructions were given to the 
respondents to inform them that it was not the digital storefront, but the online 
marketplace, portion of Interpark.com that their answers to the questionnaire items 
should be based upon. Interpark.com, founded in 1997, is Korea’s first Internet 
shopping mall selling a broad range of goods and services. We screened out respondents 
with buying experience on Interpark.com e-marketplace by inviting to the survey 
only those students who have never ordered online on that marketplace. Although 
Interpark.com originally started out as a digital storefront selling a wide range of 
products directly to consumers, they added an online marketplace component to 
their business only recently. Therefore, the online marketplace portion of Interpark.
com is relatively new to many consumers in Korea, and was considered suitable in 
surveying the initial trust of consumers in Korea.

The reliability and validity of the survey instrument were tested using Cronbach’s 
alpha and confirmatory factor analysis, respectively. In addition, the hypotheses 
were tested using the structured equation modelling (SEM) technique. The statistical 
analysis was performed using SPSS Win 15.0 and Amos 17.0. The characteristics 
of the sample are shown in Table 3.

Table 3. Characteristics of the sample (N=216)

Attribute Category Frequency Percentage

Gender
Male 143 66.2

Female 73 33.8

Age

Teens 1 0.5

20’s 213 98.6

30’s 2 0.9

Products of chief interest

Clothing/fashion 137 63.4

Books/CDs/office products 31 14.4

Computers/home appliances 23 10.6

Others 25 11.6

Online shopping frequency

More than once a week 74 34.3

More than once a month 94 43.5

More than once every 3 months 32 14.8

More than once a year 16 7.4
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Reliability and Validity of the Measurement Items

As shown in Table 4, an analysis of the reliability of the measuring instrument 
yielded Cronbach’s alpha figures that exceeded 0.7 on all the constructs, meaning 
that the constructs were measured using test items with adequate internal consistency.

Meanwhile, the scale items of each measure were examined for unidimensionality, 
and purified using confirmatory factor analysis. Based on the scale reliability 
(Cronbach’s α), SMC and goodness-of-fit indices, we purified scales. First, 
we deleted two items from reputation, one item from design, three items from 
interactivity, one item from competence, three items from benevolence, and two 

Table 4. Validity and reliability of the measurement model

Measure No. of 
Items (1)

Cronbach’s 
α

No. of 
Items (2) Items

Standardized 
Factor 

Loadings
SMC AVE Composite 

Reliability

Reputation 5 .801 3

rep2 0.754 0.569

0.768 0.882rep4 0.940 0.884

rep5 0.923 0.851

Perceived size 4 .897 4

siz1 0.791 0.626

0.736 0.906
siz2 0.882 0.778

siz3 0.874 0.764

siz4 0.881 0.777

Design 3 .726 2
dgn2 0.779 0.607

0.646 0.709
dgn3 0.828 0.686

Interactivity 3 .752 3
iav1 0.871 0.759

0.760 0.837
iav2 0.873 0.762

Ease of use 5 .884 3

eou1 0.676 0.458

0.616 0.781eou2 0.721 0.520

eou3 0.933 0.871

Trustworthiness – 
competence 4 .852 3

trc2 0.765 0.585

0.613 0.781trc3 0.824 0.678

trc4 0.758 0.574

Trustworthiness – 
benevolence 5 .760 2

trb4 0.765 0.465
0.628 0.729

trb5 0.900 0.811

Trustworthiness – 
integrity 5 .919 3

tri3 0.880 0.775

0.813 0.906tri4 0.948 0.899

tri5 0.876 0.767

Overall trust in the 
intermediary 1 .800 1 tro 0.893 - 0.797 0.701

NOTE: The numbers of items (1) and (2) refer to the number of items remaining before and after adjusting 
the measurement items, respectively.

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



171

Predicting Consumer Trust in an Intermediary in B2C Online Marketplaces

items from integrity. The unidimensionality analysis was conducted with regard to 
convergent validity, discriminant validity, and nomological validity. Convergent 
validity refers to the degree to which two measures of constructs that theoretically 
should be related are, in fact, observed to be related to each other (Trochim, 2006). 
Convergent validity was examined by checking the factor loadings, squared multiple 
correlations (SMCs), average variance extracted (AVE), and composite reliability 
(CR) estimates. In general, the convergent validity is supported if factor loadings, 
SMC’s, AVE’s, and CR values are greater than 0.5, 0.5, 0.5, and 0.7 respectively 
(Nunnally & Bernstein, 1994). The related values in Table 4 satisfy these thresholds, 
and thus, it was determined that the convergent validity was acceptable. Next, 
discriminant validity (or divergent validity) tests whether constructs that should have 
no relationship do, in fact, not have any relationship. We verified discriminant validity 
by checking the minimum of AVE values for all scales against the squared values 
of the correlation coefficients. Fornell and Larcker (1981) suggest that in order to 
assure discriminant validity, the smallest AVE between a construct and its measures 
should be greater than the variance shared (i.e., the squared correlation) between 
that construct and other constructs. As can be seen in Table 4, the smallest AVE is 
0.613 for trustworthiness-competence, and thus no correlation coefficient should 
exceed 0.783 (= square root of 0.613). Table 5 shows that the largest correlation 
coefficient is 0.679 that is the correlation between overall trust and trustworthiness-
integrity and that it is smaller than 0.783. Therefore, the evidence of discriminant 
validity can be established for our constructs. Finally, nomological validity refers 
to the degree to which a construct behaves, as it should within a system of related 
constructs called a nomological set. A measure of a construct is regarded as having 
nomological validity if it correlates with those of other constructs in a theoretically 
predicted manner (Walford, Tucker, & Viswanathan, 2010). An examination of the 
between-measure correlation matrix shown in Table 5 indicates that correlation 
coefficients are mostly significant at the level of 0.01 except for the insignificant 
relationship between design and perceived size and that trustworthiness beliefs 
are significantly correlated both with their antecedents (i.e., reputation, perceived 
size, and design) and with their consequence (i.e., overall trust). Thus nomological 
validity is supported for the measurement model. In summary, the analysis revealed 
that convergent, discriminant, and nomological validity were established.

Finally, we assessed common method bias that may exist with all self-report 
data. To assess the severity of common method bias, Harman’s single-factor test 
(Podsakoff & Organ, 1986) has been performed. For the Harman’s single-factor test, 
all the variables data in our model were entered into an unrotated exploratory factor 
analysis. Results from this test showed that the most covariance explained by one 
factor was 37.29% that was well below the 50% threshold, meaning that common 
method biases are not a notable concern for this study (Podsakoff & Organ, 1986).
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Then we assessed the goodness of fit of the measurement model, and the result 
is shown in Table 6. GFI (goodness-of-fit-index) is slightly below the recommended 
threshold. However, the indices as a whole satisfy the respective thresholds, and thus, 
suggest that the measurement model was reasonably fitted to the analysed dataset.

Hypotheses Testing

The hypotheses were validated using a path analysis method based on the 
structured equation modelling technique by analysing the relationships between site 
characteristics and factors of trustworthiness and between factors of trustworthiness 
and overall trust in an intermediary.

The results of hypothesis testing are given in both Figure 3 and Table 7. It was 
revealed that 10 of the 18 hypotheses were accepted, while the remaining eight 
were rejected. First of all, as to the paths linking either intermediary or website 
characteristics to the factors of trustworthiness, a total of seven hypotheses were 
supported. The perceived reputation of the online marketplace was found to have 
a positive effect on all the factors of trustworthiness, i.e., competence (0.22**), 
benevolence (0.30**), and integrity (0.37**), providing support for H1-1, H2-1, and 
H3-1. Meanwhile, the perceived size of the e-marketplace had a significant effect 
on competence (0.36**) supporting H1-2, while its influence on benevolence or 
integrity turned out to be not significant providing no support for H2-2 and H3-2. 
The site design had no significant effect on competence, but a noticeable effect on 
both benevolence (0.45***) and integrity (0.34***), and thus both H2-3 and H3-3 
were supported. Interactivity had no effect on the factors of trustworthiness, and 

Table 6. Goodness of fit of the measurement model

Category Measure Acceptable Values Value

Absolute fit indices

χ2(Chi-square) 466.513

d.f 203

χ2/d.f 1~3 2.298

GFI 0.90 or above 0.895

SRMR 0.080 or below 0.070

Incremental fit indices

IFI 0.90 or above 0.925

TLI 0.90 or above 0.905

CFI 0.90 or above 0.924

Other fit indices RMSEA 0.050~0.080 0.077
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Figure 3. Result of path analysis

Table 7. Result of hypothesis testing

Hypothesis Path Path-
Coefficient

Standard 
Error

Critical 
Ratio

Significance 
Level Result

H1-1 REPUT → COMPET 0.217 0.077 2.610 0.01 Supported

H1-2 SIZE → COMPET 0.364 0.088 3.297 0.01 Supported

H1-3 DESGN → COMPET 0.145 0.094 - - Rejected

H1-4 INTVTY → COMPET -0.035 0.106 - - Rejected

H1-5 EOU → COMPET 0.293 0.084 3.160 0.01 Supported

H2-1 REPUT → BENEV 0.300 0.072 3.297 0.01 Supported

H2-2 SIZE → BENEV 0.041 0.075 - - Rejected

H2-3 DESGN → BENEV 0.452 0.095 3.714 0.01 Supported

H2-4 INTVTY → BENEV 0.071 0.094 - - Rejected

H2-5 EOU → BENEV -0.014 0.072 - - Rejected

H3-1 REPUT → INTEG 0.372 0.085 4.513 0.01 Supported

H3-2 SIZE → INTEG -0.006 0.093 - - Rejected

H3-3 DESGN → INTEG 0.344 0.107 3.284 0.01 Supported

H3-4 INTVTY → INTEG -0.105 0.116 - - Rejected

H3-5 EOU → INTEG 0.157 0.089 - - Rejected

H-4 COMPET → TRUST 0.287 0.085 4.102 0.01 Supported

H-5 BENEV → TRUST 0.197 0.102 2.765 0.01 Supported

H-6 INTEG → TRUST 0.562 0.074 8.323 0.01 Supported

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



175

Predicting Consumer Trust in an Intermediary in B2C Online Marketplaces

none of H1-4, H2-4, and H3-4 was supported. Finally, ease of use was shown to 
affect competence only (0.290***) supporting H1-5. However, it was found that it 
had no effect on benevolence or interactivity giving no support for H2-5 or H3-5.

On the other hand, all the three paths representing the relationships between each 
factor of trustworthiness and overall initial trust in an intermediary proved significant. 
The path coefficients for the three paths respectively turned out to be 0.56*** 
(integrity), 0.29*** (competence), and 0.20*** (benevolence). An examination of 
correlation coefficients among the related variables in Table 5 also indicated that 
initial trust in an intermediary is more closely related to integrity (0.679) than to 
benevolence (0.508) or competence (0.495).

DISCUSSION

It was found that both intermediary and Web site characteristics influence attributes 
of trustworthiness. Of the two intermediary-related dimensions, reputation showed 
significant impact on all the trustworthiness factors, while perceived size had 
a significant effect only on competence. Reputation helps consumers avoid the 
uncertainty and risks that may exist with e-commerce firms who are relatively 
unknown or unheard of, thereby making a big name e-commerce firm (e.g, Amazon.
com) trustworthier. Although numerous researchers have reported positive effects 
of reputation on overall trust in an e-commerce firm, no one has systematically 
investigated the relationship between reputation and factors of trustworthiness. On the 
other hand, the perceived size of an e-marketplace was found to affect competence, 
but not integrity nor benevolence. It implies that consumers often use the size as a 
measure of the extent to which a seller is capable of smoothly executing transactions.

The results showed that all the website-related dimensions but interactivity had 
positive effects on the trustworthiness beliefs. First, site design had no significant 
effect on competence, but a noticeable effect on both benevolence and integrity. This 
implies that the ability to impress website visitors visually and intuitively plays a key 
role in shaping their beliefs in the intermediary’s benevolence and integrity. From 
the perspective of a consumer who buys online using website-supplied information 
only, a good design implies one that fosters efficient access to product-related 
information so that consumers will find it easier to make purchase decisions. For 
that reason, highly effective and professional design elements enable users to feel 
that the intermediary is doing its best to service the customers faithfully and to 
be an honest e-commerce firm. However, such desirable design elements are not 
regarded as a sign of superior competency for conducting business transactions, as 
reflected in the finding. A consumer is likely to feel that even an e-commerce firm 
with no expertise in business operations can easily have a great looking website 
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built through outsourcing, as long as it is willing to spend a good sum of money. 
Second, interactivity was found to have insignificant influence on all the three factors 
of trustworthiness, although numerous past studies have found that it significantly 
affects trust in digital storefronts. Our observation is that the culture seems to have 
played a crucial role in bringing about such a contradictory result. Related studies 
reported that Koreans exhibited greater collectivist, as opposed to individualist, values 
exhibiting greater affiliations to groups than Americans (Hofstede, 1980; Lewis & 
George, 2008). Given that under a collectivist culture individuals act predominantly 
as members of a lifelong and cohesive group or organization (Hofstede, 1980), it is 
presumed that Koreans are more apt to take as given a socially prevailing system 
like a popular online store and that their perceptions of the vendor trustworthiness 
are less likely to be affected by some challenges they face when interacting with the 
e-commerce website. Finally, ease of use was found to influence competence, but 
not benevolence nor integrity. This finding allows us to figure that an easy-to-use 
and consistent website gives consumers an impression that the online marketplace is 
competent in handling online transactions and therefore trustworthy. If users perceive 
the website to be easy to manoeuvre and its content to be clear and self-explanatory, 
then they are likely to use it as a signal that the intermediary has good experience 
in the online business and excels in the business infrastructure with rich resources. 
However, a usable website does not necessarily mean that the e-commerce firm 
sincerely cares about consumers or fulfils their promise to consumers.

An examination of the relationships between trustworthiness factors and trust 
in an intermediary suggests that integrity is the most important contributor to the 
overall trust in an intermediary, with competence being the next in importance. 
It can be inferred that e-marketplaces need to place top priority on strengthening 
consumer’s belief in integrity by valuing honesty. This finding indicates that the 
extent to which the individual factors of trustworthiness influence the overall trust 
differs across factors. More specifically, the differences in the path coefficients 
among the trustworthiness factors are attributed to the very characteristics of 
an online marketplace. This means that an empirical analysis using websites of 
categories other than e-marketplaces is presumed to yield differing coefficients. 
For example, users of an Internet banking website are likely to place greater 
emphasis on competence than on the other factors, as their foremost priority will 
be to ensure that their bank will be competent in system security. These findings 
concerning the effects of trustworthiness dimensions on trust are in parallel with 
the theoretical perspective presented by the related literature. In their model of 
trust, Mayer et al. (1995, p. 720) maintain that “trust for a trustee is a function of 
the trustee’s perceived ability, benevolence, and integrity,” implying that the three 
beliefs of trustworthiness all contribute to the overall trust. As stated earlier, these 
trustworthiness attributes are conducive to the building of trust. Therefore, it is not 
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surprising that all the three dimensions were found to be significantly related to 
overall trust in this study. Nevertheless, findings from some recent empirical studies 
indicate that the three attributes of trustworthiness do not always have significant 
relationships with trust. For example, Gefen’s (2002) study involving an online book 
purchase setting found that belief in integrity and benevolence were significantly 
related to overall trust, whereas belief in competence was not. As Mayer and Davis 
(1999) state, “depending on the circumstances, only some of these three specific 
trustworthiness-beliefs increase trust.”

IMPLICATIONS AND LIMITATIONS

Online marketplaces are growing at an unprecedented rate and thus becoming 
increasingly important in electronic commerce today. However, consumers’ 
reluctance to trust e-marketplaces remains a chief barrier to the continued growth of 
e-marketplaces. Practicing mangers in e-marketplaces need to comprehend potential 
antecedents of trust in the intermediary, in order to successfully remove such 
barriers. This research represents one step towards understanding the relationship 
between the attributes of trustworthiness and website’s as well as intermediary’s 
characteristics that affect these attributes in online marketplaces. In addition, we 
have sought to study the effect that trustworthiness attributes have upon the overall 
trust in an intermediary.

The results of the present research point to a set of implications for managers 
and practitioners who are – or will be – involved in a B2C e-marketplace business. 
First, the extent to which the factors of trustworthiness influence the overall trust 
is shown to differ across factors. Integrity proved to have the most influence, with 
competence coming next and benevolence having the least influence. This order is 
attributed to the fact that online shoppers are most interested in ensuring that they 
are buying from an honest e-commerce firm who fulfils their stated promises with 
their customers. In so doing, they will be better off by checking, and revising if 
necessary, the transaction-related rules and online policies to make sure that the 
statements that are publicly released on their website will be realistic enough to 
be in accordance with their day-to-day practices. Second, the following positive 
effects of variables on each factor of trustworthiness were uncovered: integrity 
is affected by reputation, competence by perceived size, and benevolence by site 
design. Therefore, firms needing a boost in consumers’ belief in integrity should 
focus on building reputations via a range of online marketing campaigns; firms 
needing an enhancement in consumers’ belief in their competence should try to 
improve their perceived size by partnering with larger online players (e.g., banner 
exchanges); and firms needing betterment in customers’ belief in their benevolence 
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should endeavour to address the issue by remodelling the website or modifying the 
website’s user interface such that the newly designed website gives an impression 
that the e-commerce firm is now more caring and more responsive to customers’ 
concerns or inquiries.

The present results also offer theoretical implications for academics. It was 
proved that trustworthiness in a B2C e-marketplace is a multi-dimensional construct 
that can be measured through a combination of variables, including competence, 
benevolence, and integrity. In particular, it was found that the extent to which 
these factors influence the overall trust in the intermediary differs across factors. 
This suggests that the relative weightings of the individual factors may vary with 
the type of electronic-commerce website (e.g., digital storefront, e-marketplace, 
Internet banking, etc.). For this reason, future research will need to address such 
an empirical issue, viz., how the type of electronic-commerce website affects the 
relative importance of each trustworthiness factor. Such research will help firms 
to develop a strategy to build consumer trust by better meeting consumers’ online 
needs for a specific category of electronic-commerce website.

The present research bears some limitations. First, the research model suffers 
from failing to incorporate a comprehensive list of factors found by prior studies 
to potentially influence the trustworthiness of an intermediary. For example, not 
included in the model are consumer characteristics, such as disposition to trust, 
attitude toward online shopping, past purchase behaviour, and personal values. 
These factors may potentially influence the process by which initial trust in an 
online marketplace is formed. Second, this study made use of student respondents in 
the data collection process. College students may not quite represent the consumer 
population for online marketplaces.
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INTRODUCTION

The rising interest on the social and environmental side of corporations has recently 
shifted attention towards the communication of Corporate Social Responsibility 
(CSR) and, has increasingly focused on the tools adopted to communicate these 
activities to stakeholders (Chaudhri & Wang, 2007).

CSR is a complex subject and is the result of long-existing concepts, consisting 
of numerous and contrasting theories, as well as individual interpretations (Collins, 
2010). However, it is possible to summarize CSR as responsibilities of enterprises that 
go beyond the mere economic aspect of maximizing profits. These responsibilities 
should be directed towards society, environment and different stakeholders (Carroll, 
1999; Davis, 1992; Hart, 1997; Shamir, 2005).

Healthcare organizations’ interest towards CSR is relatively recent (Russo, 2016). 
The health care sector has not received systematic attention to CSR, despite its critical 
importance worldwide (Collins, 2010; Tomaselli et al., 2018). Indeed, there is scant 
literature in the field of CSR communication in health care, and scarce literature 
that deals with the use of interactive technologies for CSR communication in the 
health care context. Even though CSR should interest organizations across all sectors, 
CSR is crucial to the health care sector, which is facing challenges, namely rapid 
technological advances as well as financial, economic and sustainability pressures. 
Over the last few years, health care organizations have been under severe public 
scrutiny and this pressure has led to an increase in consciousness and conscientiousness 

ABSTRACT

Health systems are currently facing a series of challenges dealing with continuous 
technology advances and social demands, which require changes at managerial 
and policy level that fully incorporate social responsibilities within healthcare 
organizations’ strategy. Thus, communicating corporate social responsibility (CSR) 
takes an important role in today’s health contexts worldwide. This work aims to 
investigate CSR communication in healthcare through the use of both traditional 
and interactive technologies by adopting a mixed qualitative-quantitative research 
approach. To this extent, a comparative research was conducted in two different 
countries with different health systems and contexts, namely Malta and India. Findings 
show that healthcare organisations of both countries are increasing their awareness 
towards their social responsibilities and the different ways of communicating their 
CSR activities. A mixed strategy—including both digital (interactive technologies) 
and traditional tools—was identified as the most effective way of communicating 
CSR in a healthcare context.
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of CSR-related issues (Collins, 2010). Moreover, they are required to provide high 
clinical quality, a high level of functional quality and cost-effective patient care with 
the limited resources that they are allocated (Fottler & Blair, 2002). To achieve this 
level of awareness, the health care sector is paying increasing attention to the different 
methods of CSR communication and, particularly, on the use of technologies to 
communicate on their CSR activities. In this regard, the interactive technologies are 
being popularly used in the health care sector for communicating CSR activities. 
Today health care organizations have different choices and tools to communicate 
their CSR activities. The use of traditional means of CSR communication (social, 
sustainability and integrated reports, codes of ethics, certification standards, etc.) is 
often complemented by the implementation of interactive communication technologies 
(internet, web sites, social media, social networks, mobile apps, etc.), which have 
been gaining ground year after year. The importance of communicating CSR lies in 
the fact that it may influence leaders and public opinions, as well as their behavior 
(Tomaselli & Melia, 2014). According to Watts and Holme (1999), public opinion 
does not trust organizations whose efforts are not directed in observing CSR-related 
issues. Moreover, public opinion has an important role in regulating healthcare 
organizations behaviors (Esrock & Leichty 1998). Thus, CSR communication 
has a key role in influencing stakeholders’ relations (Arvidsson, 2009) and helps 
organizations to increase their image, reputation and credibility (Dawkins, 2004; 
Hooghiemstra, 2000; Chaudhri & Wang, 2007).

In this context, the research presented in this chapter aims to: i) analyse CSR 
communication in the healthcare context; ii) investigate the use of both traditional and 
interactive technologies for healthcare CSR communication (as well as differences 
and similarities); and iii) compare CSR communication between two countries with 
extremely different contexts, Malta and India. We adopted quantitative methodology 
in order to understand the different perception and applications of CSR commutation 
between the two contexts analysed. By doing do, this work may provide a contribution 
to the development of novel theories and applications of global information resource 
management.

The work is structured as follows: First, the authors discuss the peculiarities of 
the Maltese and Indian healthcare systems and CSR application in both countries. 
Then they review literature dealing with healthcare CSR communication and the 
tools (both traditional and interactive technologies) used by healthcare organizations 
to communicate their CSR activities. The following sections outline the study 
design and discussion of results. Researchers conclude the chapter by discussing 
the implications, main limitations and further research directions.
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THEORETICAL BACKGROUND

Application of CSR in the Healthcare Context

CSR is a topic of significant importance for the healthcare sector, although few studies 
have been done on the application of CSR in the healthcare context. On June 2019, 
the authors conducted a keyword search on Scopus (using the keywords combination 
“corporate social responsibility” OR csr AND healthcare) which yielded a total of 
only 78 peer-reviewed journal articles (in English language) published from 2001 
onwards in this field. Despite that, Lee (2005) sustained that the healthcare sector is 
a leader in the field of CSR. The author identified some of the reasons in the close 
relationship that exists between healthcare systems and their multiple stakeholders 
in society, the government, and the private sector. The healthcare sector’s way of 
making profits is closely connected to people’s lives, since it affects people’s health 
problems and not just business entities (Lee, 2005). According to Kakabadse and 
Rozuel’s (2006) study on the application of CSR in healthcare, which analyzes the 
case of a local public hospital in France, CSR in healthcare is strictly related to 
the notion of dialogue with stakeholders (Weiss, 2003), thus, developing CSR in 
healthcare (especially for medical care) means, substantially, building a dialogue 
between the healthcare structures, the patients, and their families, as well as listening 
to their needs. However, developing CSR in this sector does not involve medical 
care only, since it also involves dialogue between managers, clinicians, and support 
staff, as well as listening to employees’ and staff’s needs. The application of CSR in 
healthcare also requires the establishment of good dialogue between the healthcare 
structures, the communities and different kinds of stakeholders (internal, external, 
and interface) with which they are associated (Tomaselli et al, 2015, 2018).

Applying CSR in the healthcare context is about providing extended care, and 
meeting the needs of patients, staff, the community and stakeholders (Kakabadse 
& Rozuel, 2006). The issue of dialogue and communication in healthcare as a part 
of CSR has also been sustained and developed by authors such as Szwajkowski 
(2000), Minkes, Small and Chatterjee (1999). Their contributions emphasized the 
importance of dialogue and communication in this sector and the key role that top 
management plays in dealing with CSR issues.

Furthermore, building on Boatright (2003), applying CSR in healthcare is not 
merely focusing on the quality of health services, competitive prices, and advanced 
technologies, but it also implies being respected by stakeholders (including customers, 
professionals, and society) (Boatright, 2003; Brandao et al., 2012).

Thus, CSR is fundamental for the healthcare sector, considering the different 
new challenges and pressures that health systems are currently facing (Fottler & 
Blair, 2002; Tomaselli et al. 2015, 2018).
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All these reasons have contributed to making CSR widely accepted and 
incorporated into the healthcare sector (Morrison, 2006). According to Lee (2005), 
the perception of CSR in the healthcare context is stronger when compared to other 
sectors of industry. Although CSR may not have direct benefits on organizations’ 
growth, customers tend to be more judgmental towards healthcare organizations 
when they are engaged in CSR-related issues (Lee, 2005).

CSR Application in Malta and India

The study presented in this chapter analyzes and compares CSR communication in 
the Maltese and Indian healthcare sector. Two different countries with extremely 
different contexts related to their population, size, Gross Domestic Product (GDP), 
healthcare systems, healthcare industry and CSR application.

Malta is a small state located in the Mediterranean Sea and is an archipelago 
composed by three main islands: Malta, Gozo and Comino. It is an EU member since 
2004 and is the most densely populated country with the lowest total population 
compared to other EU member states (Europa.eu, 2016). Malta population (2019) is 
estimated to be 422.00 people and its density is 1,562,0 people per square kilometer 
on a total area of 320 Km2. Total life expectancy (both sexes) at birth is 81.80 
years and 94.15% of adult population (aged 15 years and above) in Malta are able 
to read and write in both national languages (Maltese and English). Malta GDP is 
30,074.7USD (World Bank, 2018) while its unemployment rate in 2019 is 3.5% 
(EUROSTAT, 2019).

Maltese healthcare system has universal coverage and is free at the point of use. It 
is primarily financed through taxation. Maltese citizens are not obliged to have health 
insurance; however, all workers are required to pay National Insurance contributions 
on a weekly basis. All residents have access to the Maltese National Health system 
and migrants resident in Malta are covered by the Maltese social security system 
(Grech et al, 2014). The National Health Service (NHS) allows some free medicines 
and access to certain medical devices for individuals with low incomes. The Maltese 
NHS is inspired by the British one and provides comprehensive health packages 
to citizens (Buttigieg, Schuetz and Bezzina, 2016). The private healthcare sector 
is small compared to the public sector (Tomaselli et al, 2015). In 2014, the total 
health expenditure as a percentage of GDP in Malta was 9.7% (World Bank, 2016).

In contrary, India is a large country located in Southern Asia and is the seventh 
large country by area and the second in the world by population (to 17.74% of the 
total world population). India population (2019) is estimated to be 1,369,218,923 
people and its density is 460 people per Km2. Total life expectancy (both sexes) at 
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birth for India is 68.56 years and 74% of adult population (aged 15 years and above) 
in India are able to read and write. India GDP is 2,015.6USD (World Bank, 2018) 
and unemployment rate in 2019 is 6,1%.

Healthcare in India represents one of the largest economic sectors in terms 
of both revenues and employment rate (Ibef.org, 2016). Indian healthcare sector 
includes both public and private hospitals as well as specialized hospitals. While 
private hospitals usually offer adequate standards of care, the situation is different 
for public hospitals, which usually provide only basic care and present infrastructures 
gaps. Regarding health insurance, it covers manly cost for hospitalization and 
emergency issues (Tomaselli et al, 2015, 2018). Indian healthcare industry is also 
cost competitive compared to its peers in Asia and Western countries. The overall 
Indian healthcare market has and amount of around 10 billion USD and is estimated 
to reach 280 billion USD by 2020 (Ibef.org, 2016). Thus, healthcare spending (as 
a percentage GDP) is strongly rising in India.

CSR needs to be understood within the contexts analyzed, in order to track 
differences in both CSR perception and application between different countries. 
Malta and India have several differences in terms of CSR. These differences are due 
to extremely different contexts, historical backgrounds, cultures, laws, economies, 
markets and healthcare systems. However, these topics have not been compressively 
treated in literature with regard to these two specific countries. Results of keyword 
search mentioned in the previous sub-heading showed that 7 articles treated the topic 
of CSR in healthcare in India and only 1 in the Maltese context. Thus, in this section 
authors do not provide an exhaustive survey of CSR application and communication 
in both countries, but they attempt to highlight main issues that help readers to better 
understand results of this paper.

Table 1 shows some key differences between Malta and India in terms of CSR 
application in general, business and healthcare contexts according to the little 
literature available and policy documents.

As table 1 show, CSR application in Malta is strictly influenced by EU laws and 
statements and is commonly agreed as related to business ethics; while in India CSR 
has different historical roots and today has mainly a business/marketing importance. 
These aspects are fundamental to better understand results and implications of our 
research.

Healthcare CSR Communication

According to Verk, Golob and Podnar (2019), there has been a growing interest 
towards the topic of CSR communication in the academic literature of recent years; 
however, these studies have mainly focused on the business and industry context 
and just a few investigated the topic of CSR communication in the healthcare 
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sector (Tomaselli et al., 2015; 2018). Today’s healthcare organizations, being aware 
of the importance of CSR (Collins, 2010), are paying particular attention to the 
communication of their CSR activities. CSR should made visible and accessible to 
their different stakeholders, both internal and external (Arvidsson, 2009). Moreover, 
CSR communication is of key importance for organizations since it helps increasing 
in transparency, business ethics and value creation (Dawkins, 2004; Hooghiemstra, 
2000; Chaudhri & Wang, 2007; Etter, 2013), and represents a “key issue of concern” 
for all organizations (Capriotti & Moreno, 2007).

Healthcare organizations have different options to communicate their CSR 
activities. It is possible to identify two main categories of CSR communication 
tools: i) traditional technologies; and ii) interactive technologies.

Traditional Technologies

Among the category of traditional technologies for healthcare CSR communication, 
reporting tools, codes of ethics and standards for certification are the main tools.

Reporting tools include social, sustainability and integrated reports. They allow 
healthcare organizations to report to different stakeholders about their CSR and 
sustainability activities. These tools supplement the consolidated financial reports 
with CSR and sustainability reporting (GRI, 2014).

The code of ethics is the document which contains rights and moral duties that 
identify the ethical and social responsibilities of organizations. It is the main tool 
that allows the implementation of ethics within organizations and prevents illegal 
and irresponsible behaviors by their members (Pritchard, 1998; Valentine & Barnett, 
2003; Serra, 1997; Sacconi, 2002).

Table 1. CSR application in Malta and India

Malta India

CSR application in Malta reflects EU standards. 
European Commission (2011) defined CSR as “The 
responsibility of enterprises for their impacts on 
society”.

Business in Asia and in India is part of a social 
philosophy embedded in corporate philanthropy 
(Mohan, 2001). Thus, CSR has own historical roots 
in India.

Most CSR initiatives are focused on Large 
companies and multinational corporations (Harwood, 
2006).

The importance of CSR is largely agreed by Indian 
companies, although its application is still in 
confusion state (Arora & Puranik, 2004).

Maltese enterprises are annually communicating and 
reporting about CSR through reports (Mifsud, 2009).

CSR communication and annual reporting is 
increasing in India (Chaudhri & Wang, 2007)

High-importance of CSR. Its application is mainly 
related to ethical issues (Tomaselli et al, 2015, 2018).

Medium-high importance of CSR. Its application 
is mainly related to business and marketing issues 
(Tomaselli et al., 2015, 2018).
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Standards of certification for CSR communication allow healthcare organizations 
to convert CSR into their routine practices (Beck & Walgenbach, 2005; Walgenbach, 
2001). Main standards for CSR communication are: ISO 9000/9001, 26000, 14001, 
AA 1000, SA 8000.

Traditional technologies include also tools such as TV, radio, billboards, print, 
booklets, flyers, brochures, events (Tomaselli et al., 2016).

Table 2 summarizes traditional technologies for healthcare CSR communication 
and related literature (Table 2).

Interactive Technologies

Among the category of interactive technologies, eHealth, mHealth/apps, web sites, 
and Social Network Sites (SNS) are the main tools.

Electronic Healthcare (eHealth) identifies healthcare practices that are supported 
by electronic processes and communication (Della Mea, 2001). It provides 
several logistical advantages to health care organizations including: efficiency, 
enhancing quality of care, empowerment of customers and patients, enabling 
information exchange and communication in a standardized way between healthcare 
establishments, ease-of-use, CSR communication, dialogue and interaction between 
patients and health professionals, and equity (Eysenbach, 2001).

Mobile apps have also made their appearance in the healthcare sector. Building 
on Kjeldsko and Paay (2012), Smartphones have revolutionized the way people 
think and function, and their use has led to a new era in the way humans interact 
in their respective environments (Scerri et al., 2015). Thus, it is imperative for 
healthcare organizations to interact effectively with mobile phone owners. To this 

Table 2. Traditional technologies

Tool Features References

Reporting tools
Social report 
Sustainability report 
Integrated report

GRI (2014)

Code of ethics
Rights, moral duties, business ethics 
and CSR to prevent illegal irresponsible 
behaviors

Pritchard (1998) Valentine & Barnett 
(2003) 
Serra (1997) Sacconi (2002)

Standards of 
certification

ISO 9000/9001 
ISO 26000 
ISO 14001 
AA 1000 
SA 8000

Beck & Walgenbach (2005) 
Walgenbach (2001)

Other TV, radio, billboards, print, booklets, 
flyers, brochures, events Tomaselli et al. (2016)
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regard, Mobile Healthcare (mHealth) refers to the use of mobile devices in support 
of medicine and public health. It deals with applications (apps) for mobile phones. 
Its features include: time-reducing (since it is easier to use and allows stakeholders to 
be reached in a faster way); user-friendly (since it is a rapid, learning health system); 
data-sharing feasibility (since it provides the platform for patients to collect and 
share relevant data at any time, not just when they visit a clinic); and treatment plan 
integration (since it allows more rapid convergence to optimal treatments) (Estrin 
& Sim, 2010; Stone et al., 2007).

The corporate web site is today’s main tool used by organizations for CSR 
communication (Tomaselli & Melia, 2014). Web site features include: easy access, 
low costs, wider coverage, timeless benefits (information can be updated fast and 
easily), connection between businesses, consumers and society (Wheeler & Elkington, 
2001; Adam & Frost, 2004; Bolivar, 2009; Darus et al., 2013).

Health organizations are also implementing the use of SNS in their CSR 
communication practices. SNS refers to a number of different interactive technologies 
and applications that include social media, social networks, social software and web 
2.0. They enable the connection between the participants, although the individual 
motif and the specific subject may differ (Schaar, Calero Valdez & Ziefle, 2012). 
Interactive technologies also include the use of other social media, namely videos, 
blogs and chat (Tomaselli & Melia, 2014).

Table 3 summarizes interactive technologies for healthcare CSR communication 
and related literature (Table 3).

Traditional vs. Interactive Technologies

Today ICT, web 2.0 and social media are the main channels for CSR communication 
(Harmoni 2012; Tomaselli & Melia, 2014). However, these technologies have 
not totally replaced traditional tools. In contrary, organizations tend to use both 
traditional and interactive technologies to communicate their CSR activities, adopting 
a “communication-mix strategy” in which both tools are used in a complementary 
and integrated way (Tomaselli et al, 2016). Thus, the importance of traditional 
communication is still largely recognized by organizations,

Interactive technologies are not only used for information and dissemination. 
They allow to better reach and maintain stakeholder relations, and help managing 
patients (Eysenbach, 2001; Schaar, Calero Valdez & Ziefle, 2012; Estrin & Sim, 
2010; Stone et al., 2007). These technologies enable to bridge the gaps of traditional 
tools, which provide only information to stakeholders but do not allow to dialogue 
and interact with them.

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



193

Communicating Corporate Social Responsibility in Healthcare 

Interactive technologies imply additional investments and costs for organizations 
who want to implement these tools for their CSR communication strategies. These 
requirements are in terms of infrastructures (computing equipment, software, 
databases, rooms, etc.) and news skills and competence for employees (IT skills, 
marketing trends updating, etc.) (Detmer, 2003; Bose, 2003; Rolim et al., 2010).

SETTING

This study analyzes best practices within the Maltese and Indian health care sectors 
that are using both traditional and interactive technologies to communicate their 
CSR activities. Within the sample of organizations investigated, key managers 
were identified and contacted in order to better understand the importance of CSR 
communication in healthcare and the use of interactive technologies.

In order to compare CSR communication between Malta and India, the authors 
approached with cluster analysis (Ketchen & Shook, 1996). Cluster analysis is a 
suitable methodology to group data and information from different contexts and 
extrapolates features and their relationships. The intention was to observe and 
analyze how CSR communication is perceived and implemented in extremely 
different countries and healthcare contexts. To this regard, researchers chose Malta 

Table 3. Interactive technologies

Tool Features References

eHealth

Efficiency 
Quality of care 
Patients management Information 
exchange Communication 
Ease-of-use 
Dialogue/interaction Equity

Della Mea (2001) 
Eysenbach (2001)

mHealth & Mobile apps

Time-reducing 
User-friendly 
Data-sharing feasibility 
Treatment integration

Estrin & Sim (2010) Stone et al. 
(2007) 
Kjeldsko and Paay (2012) 
Scerri et al. (2015)

Corporate web site

Easy access 
Low costs 
Wider coverage 
Timeless benefits 
Businesses-consumers-society 
connection

Wheeler & Elkington (2001) 
Adam & Frost (2004) 
Bolivar (2009) Darus et al. 
(2013)

SNS & Social Media
Participants connection 
Dialogue/interaction 
Time-reducing

Schaar, Calero Valdez & Ziefle 
(2012)

Other Videos, Blogs and Chat Tomaselli & Melia (2014)
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as representative for small size European countries and for the peculiarities of its 
healthcare context (Buttigieg, Schuetz and Bezzina, 2016). On the other hand, 
India is a relevant example of a large country with different features concerning the 
healthcare sector (Tomaselli et al, 2015).

Research Approach

A literature review was first carried out in order to understand the state of the art on 
the topic of CSR communication in health care. The theoretical framework was then 
developed. Quantitative methods were used. A total of 72 participants expressed 
interest in participating in the questionnaire.

Data Collection

Primary data were first collected through questionnaire surveys administered to 
managers of the organizations analyzed in this research. Questionnaires allowed 
participants to freely express their views on healthcare CSR communication and 
the tools used (both traditional and interactive technologies) for this regard. Online 
questionnaires were sent (via URL) using snail mails to collect data. Emails were 
sent to all the participants, who agreed to take part in the study. Researchers ensured 
that all responses to the questionnaire were fully voluntary and anonymous, since 
questionnaires via URL allow respondents to answer questions without giving 
their names and personal information. The questionnaire focused on the following 
issues: i) the importance of CSR communication for the healthcare organizations; 
ii) the targets of healthcare CSR communication; iii) the different tools (both 
traditional and interactive technologies) adopted by healthcare organizations for 
CSR communication, as well as differences and similarities; and iv) advantages 
and requirements for interactive technologies implementation.

Prior to starting the questionnaire, researchers presented to all participants a 
participant information sheet consisting of a detailed description of the research and 
security/privacy information of the data collected. The reason of this choice was to 
ensure that all participants were briefed on the purpose of the questionnaire and that 
they felt comfortable taking part in it. researchers’ contact details were also provided 
to participant in order to ensure a direct contact with the researchers in case of any 
question/information. Informed consent forms were collected from all participants.

Data Analysis

Data analysis was carried out using quantitative methods. A total of 72 respondents (63 
from India and 9 from Malta) participated in the survey. Participants were categorized 
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by country, city, the typology of the organization (public or private hospitals; center 
for research; ICT company involved in the health domain; etc.) and size.

Within the sample of Indian organizations surveyed, 63,5% were private 
hospitals and clinics, 34,9% public hospitals and 1,6% research centers. 50,8% were 
medium-size organizations, 42,9% small, 6,3% large, and 1,6% were multinational 
organizations. Healthcare organizations investigated in India were from the following 
cities: Panchkula, Chandigarh, Patiala, Gwalior and Rajkot.

Within the sample of Maltese respondents, except for one ICT company involved 
in the healthcare domain, all were public organizations.

Researchers further analyzed data to understand CSR communication and the 
use of both traditional and interactive technologies to this regard. First, a separate 
data analysis was conducted for the two countries, and then results were compared.

Since all results generated were quantitative, data were extrapolated using 
analytical tools in order to accurately identify differences and similarities between 
the two countries, Malta and India.

Margins of error were also calculated for each category of results using total 
number of ICT professionals (estimated) as population size and a confidence level 
of 95%. Margins of error results were, respectively, 33% for Maltese results and 13% 
for results of Indian healthcare organizations. Margins of error related to Maltese 
results may seem too high compared to Indian ones (we surveyed 9 Maltese health 
professionals and 63 Indian ones); however, one must keep in mind the small 
size of the country and its population density. These margins of error influenced 
generalizability and reliability of the results presented in this chapter and suggested 
that further research is required to strengthen the coverage of this study.

FINDINGS

Results can be grouped into four categories: i) the importance and aims of 
healthcare CSR communication; ii) the targets; iii) the tools used for healthcare 
CSR communication (traditional and interactive technologies and their relative 
differences); and iv) advantages and requirements for implementing interactive 
technologies in surveyed healthcare organizations.

The first key findings of this quantitative survey concerned the importance and 
aims of CSR communication for healthcare organizations. Communicating CSR in 
the Indian healthcare sector is perceived as an issue of medium-high importance 
(47,6%), while in the Maltese context it is considered a very important issue (44,4%). 
Table 4 shows the reasons why healthcare organization of Malta and India are 
communicating CSR. Data suggest that for the majority of Indian organizations 
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(90,5%) the aim of healthcare CSR is to be competitive in the sector, while for 
the majority of Maltese organization (33,3%) it is important to communicate CSR 
because this is the right thing to do (and, thus, for ethical reasons).

The second key finding observed in the data sets was related to the target of 
healthcare CSR communication (Figure 1). According to Indian respondents, 
the 74,6% affirmed that their main target are internal stakeholders, followed by 
external stakeholders (66,7%), all stakeholders (66,7%) and interface stakeholders 
(57,1%). According to 66,7% of Maltese respondents, the main target of their CSR 
communication are all stakeholders (internal, external and interface), while 33,3% 
of respondents do not know who their targets are.

This research also investigated the use different tools (both traditional and 
interactive) for healthcare CSR communication and identified differences and 
similarities. According to Indian respondents (74,6%), healthcare organizations use 
both traditional and interactive technologies at the same level to communicate their 

Table 4. The aims of healthcare CSR communication

Aim Malta (%) India (%)

To be competitive in the sector 11,1 90,5

Due to an evolution of corporate objectives 22,2 85,7

To deal with a corporate crisis/scandal/trouble 11,1 85,7

Because it is the right thing to do 33,3 82,5

Figure 1. Targets of healthcare CSR communication in Malta and India
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CSR activities. According to Maltese respondents, 50% do not know whether they 
are using more traditional o interactive technologies for their CSR communication, 
while 25% sustained that they are using both at the same level. Additional 25% of 
respondents affirmed that they are using more traditional technologies, and 12.5% 
of participants sustained that they are using more interactive technologies. Results 
are illustrated below in Figure 2.

Figure 3 shows and compares traditional tools used by Maltese and Indian 
healthcare organization for communicating CSR.

Figure 2. Traditional vs. interactive technologies for healthcare CSR communication

Figure 3. Traditional tools for CSR communication (Malta and India)
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Main traditional tools used by Maltese healthcare organizations for CSR 
communication are print (33,3%), TV, radio, billboards and brochures (22,2%); while 
in India standards of certifications (96,8%), social (93,7%), sustainability (82,5%) 
and integrated (81%) reports, and codes of ethics (92,1%) are the main tools.

Among the category standards of certification, Maltese respondents affirmed 
that they are abiding by legal requirements and no one of the identified standards 
(e.g. ISO 9000, ISO 9001, ISO 26000) were selected. In India, ISO 9000 (68.3%) 
and ISO 9001 (93.7%) were the predominant standards selected for healthcare CSR 
communication.

Figure 4 shows and compares interactive technologies used by Maltese and Indian 
healthcare organization for communicating CSR.

In Malta web sites (55,6%), social media (33,3%) and SNS (22,2%) are the 
main interactive technologies used for CSR communication. In India, there is the 
prevalence of eHealth (93,7%), mHealth (88,9%), web sites (88,9%), social media 
(77,8%), SNS (63,5%) and videos (66,7%).

Both Maltese and Indian healthcare organizations (respectively 44,4% and 100%) 
agree that they communicated different content when using interactive and traditional 
technologies. Specifically, interactive technologies enable to communicate more, 
include additional information and interact with stakeholders (22,2% of Maltese and 
90,0% of Indian healthcare organizations), while traditional tools are used mainly 
for reporting reasons (22,2% in Malta and 98,4% in India).

Figure 4. Interactive technologies for CSR communication (Malta and India)
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Among interactive technologies, 100% of Indian respondents affirmed that 
eHealth is the most effective and efficient for healthcare organizations that want to 
communicate their CSR activities, followed by mHealth and social media (93,7%), 
SNS (76,2%) and videos (73,0%). In Malta 33,3% of respondents do not know which 
interactive technologies is the more effective and efficient, while additional 33,3% 
chose SNS and Social Media.

The final objective of the survey was to investigate the advantages and requirements 
(e.g. infrastructures, skills, competences, etc.) of interactive technologies. About 
the advantages of interactive technologies, 100% of Indian and 66,7% of Maltese 
respondents agree that interactive technologies bring several advantages to 
organizations in the health sector. According to 33,3% of Maltese respondents, the 
main advantages of interactive technologies implementation in healthcare are: speed 
and low costs (93,7% in India), easy access to information (90,5% in India), easy-
to-use (87,3% in India), reducing the use of printed documents (100% in India), and 
making it easier to reach stakeholders (84,1% in India).

The implementation of interactive technologies requires the availability of 
supporting infrastructures as well as specific skills and competences. 96,8% of Indian 
respondents and 33,3% of Maltese ones already have those infrastructures. Table 5 
shows results of Indian and Maltese respondents according to infrastructures required.

Table 6 shows results of Indian and Maltese respondents according to skills and 
competences required.

Finally, in the light of the results obtained, 44,4% of Maltese respondents and 
55,6% of Indian ones affirmed that they wish to improve their eHealth, mHealth 
and SNS communication in the next future.

Table 5. Required infrastructures

Features Malta (%) India (%)

Computing equipment 22,2 96,8

Fast internet and wi-fi 22,2 84,1

Qualified employees 11,1 84,1

Software, databases, app developers 11,1 81

Rooms and desks 11,1 63,3

Uninterruptible power supply (UPS) or battery backups 11,1 44,4

None of the above/Unknown 66,6 0
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DISCUSSION AND IMPLICATIONS

Healthcare organizations should be more aware of the importance of CSR 
communication. They are using both traditional and interactive technologies 
to communicate their CSR activities. However, interactive technologies enable 
them to communicate more and additional information compared to traditional 
ones, as well as to dialogue and interact with stakeholders at different level. Thus, 
interactive technologies implementation also brings several advantages to healthcare 
organizations, according to 100% of Indian and 66,7% of Maltese respondents. 
Among the category of interactive technologies, eHealth is perceived as the most 
effective and efficient for Indian organization, while main Maltese answers were 
“I do not know” or SNS/Social Media.

In both Malta and India, CSR communication is perceived as an issue of medium 
to high importance by, respectively, 44,4% and 47,6% of respondents. However, 
healthcare organizations of both countries are paying growing interest on how to 
communicate their CSR activities to their stakeholders. Their reasons to communicate 
CSR are different: while Indian organisations do this mainly to be competitive in 
the sector (and hence for business/marketing reasons), the main reason that Maltese 
organizations do this is because it is simply the right thing to do (thus, for ethical 
reasons).

Indian organizations (96,8%) seem to be more aware of Maltese ones (33,3,%) 
that implementing interactive technologies require infrastructures and costs, such 
as computing equipment, operating systems, software, databases, etc. Furthermore, 
in India is higher the awareness that implementing interactive technologies requires 
also investments in new skills and competences for employees, such as computer 
literacy, knowledge of software, social media management and network strategies.

However, when interpreting results of this study one must keep in mind that the 
research was conducted in two countries with very different healthcare contexts and 

Table 6. Required skills and competences

Features Malta (%) India (%)

Good use of internet and web-based technologies 44,4 93,7

Knowledge of operating systems, software, data bases, apps 33,3 92,1

Continuous updating about new trends in technologies 22,2 73

Knowledge of social media and network marketing 44,4 68,3

Knowledge of foreign languages 11,1 44,4

Knowledge of algorithms, cryptic languages (as HTML) 0 30,2

None of the above/Unknown 33,3 0
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type of economies. First, CSR has different perceptions and applications in both 
countries. While in Malta CSR refers mainly to the concept of business ethics and 
is mainly regulated by EU statements, in India CSR has different roots and today 
is used mainly for business-related issues.

Malta and India are also characterized by extremely different healthcare systems. 
Maltese healthcare system provides universal coverage and is free at the point of use, 
since it is primarily financed through taxation. The private sector is small compared 
to the public sector and this makes competition less of a problem in Malta. India, 
in contrast, shows that competition is important. The Indian health system includes 
both public and private hospitals as well as specialized hospitals offering traditional 
Indian system of alternative medicine. However, since public health often lacks 
quality of treatment and care, only private centers allow an excellent and adequate 
standard of care. Thus, it is more important for Indian healthcare organization to 
be competitive in the sector rather than Maltese ones. For these reasons aims of 
healthcare CSR communication are different in the two countries analyzed.

This research has implications for both theory, research and practice. The 
theoretical debate and empirical research on healthcare CSR communication is still 
scant. Furthermore, to the authors’ knowledge, there have not been any relevant 
developments and contributions in this fields since the first publication of these results 
(Tomaselli et al., 2015, 2018). Thus, this work attempts to provide a contribution to 
the scientific debate on CSR communication in the healthcare contexts and to bridge 
the existing gaps in literature by offering some theoretical and practical insights in 
this field. From a managerial perspective, this work may provide a contribution to 
the development of novel theories and applications of global information resource 
management. Health care organizations are aware of the impact of their activities 
on the society, the communities and environment in which they do operate. They 
are brought to communicate more about their CSR activities in order to facilitate 
dialogue and better meet the expectations of their stakeholders. In this perspective, 
CSR communication is a highly relevant topic for today’s healthcare organizations, 
which have to answer for their actions to different stakeholders and to society. These 
organizations are particularly careful to communicate CSR to their stakeholders 
to respond to ethical standards, build corporate image and reputation, strengthen 
stakeholders’ relations, and create value. While traditional tools are still predominant, 
ICT and interactive technologies are gaining ground in the healthcare context. These 
technologies enable a more effective and efficient CSR communication rather than 
traditional tools.

There are limitations in this study that suggest opportunities for further research. 
Main limitations identified are two: i) the number of participants (63 respondents 
from India and 9 from Malta), which also turns into high margins of errors; and ii) 
the focus on two specific geographical areas (Malta and India). These gaps do not 
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allow generalization of findings to the global health care context. This study reports 
first results of ongoing research, the progress of which is directed towards expanding 
the sample of organizations analyzed and the geographic context.

CONCLUSION

Today’s healthcare organizations, being more aware of their responsibilities and 
impacts for society (Amone et al., 2011), and of their public scrutiny role in 
influencing behaviors and policies (Collins, 2010; Esrock & Leichty 1998), are paying 
particular attention to CSR communication in order to improve their reputation (Du, 
Bhattacharya & Sen, 2010; Middlemiss, 2003), as well as to promote and strengthen 
stakeholders’ relationships (Tomaselli et al., 2016).

Healthcare organizations have different options to communicate their CSR. The use 
of traditional technologies (reports, codes of ethics and standards of certification) is 
still used but is increasingly being complemented by ICT and interactive technologies 
implementation (web sites, social media, SNS), which are gaining ground year by 
year. To this regard, the study emphasized that these technologies enable several 
advantages to health services organizations (such as a better dialogue and interaction 
with different stakeholders, speed, low costs, easy access to information, etc.), as well 
as they require infrastructures (e.g. computing equipment, software, rooms and desks.) 
and skills/competences (e.g. ICT knowledge) for their complete implementation.

Communicating CSR may bring several advantages to organizations, including: 
i) stakeholder engagement; ii) transparency; iii) improvement of the hospital’s image 
and reputation; iv) a more efficient use of scares resources; v) enhancement of patient 
loyalty; vi) facilitating patient’s empowerment and person-centered approaches to 
care; vii) increasing the attraction and retention of quality employees; viii) responsible 
competitiveness; ix) attracting investors and business partners; and x) governmental 
support (Tehemar, 2012).
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ABSTRACT

Has the Internet impacted the core values of consumers, particularly in developing 
nations? Unlike one-way mass media vehicles such as television, the internet’s two-
way, interactive nature allows individuals to communicate in a high-involvement, 
border-free world via social media, blogs, online forums, and the like. This will 
result in the trading of values and ideas, and especially in the erosion of traditional 
value systems in developing nations. This chapter highlights the changes in values 
in India between 2004 and 2014, with a marked increase in Western individualistic 
values such as power and achievement, eroding traditional collective values such as 
universalism among Indian youth during this period. Since consumers buy products 
that reflect their values, these findings have profound implications for business 
management and marketing. Further, the general notion that the core values of a 
society are slow to change is refuted.
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INTRODUCTION

The notion of globalization of culture and markets, where western cultural values, 
depicted by international mass media channels, have made the world a “global 
village,” is not new (e.g., McLuhan 1962; Kraidy 2002). The general narrative 
argues that western television programs and ads were increasingly accessible to 
developing markets, thanks to satellite and other advanced technology. This, in turn, 
led to a steady flow of transnational images which encouraged youth in developing 
countries to adopt a western lifestyle by consuming similar products (e.g., Nike 
shoes, Coca-Cola, etc.) to their compatriots in developed nations. In the words of 
Levitt (1984, p. 1) technology “has made isolated places and impoverished peoples 
eager for modernity’s allurements. Almost everyone everywhere wants all the things 
they have heard about, seen, or experienced via the new technologies”.

These assertions would suggest that, over the past 50 years, western individualistic 
traits, such as power and achievement, would have made inroads into the core 
collective value system of consumers in developing nations, including India. Evidence 
suggests, however, that this has not been the case, at least not before 2004. Indeed, 
core values in India have remained fairly stable from the 1980s until the early 2000s. 
As an example, the individualism score for India was 48, according to Hofstede’s 
cultural value score in 1980, and 46 in 2004 (Ghemawat and Reiche, 2011; Hofstede 
2015). This would suggest that one-way mass media while encouraging Indians to 
adopt western products, had little influence on changing core values.

However, as we will demonstrate in this paper, all this changed since the advent 
of the internet and, more recently, social media. The high-involvement, interactive 
nature of the internet has had a profound impact on the values of Indian youth. Online 
platforms, such as those afforded by social media, facilitate a high-involvement, 
interactive exchange of views between people around the world resulting in a true 
exchange of ideals and values and, in the process, impact the value system of Indian 
youth. While existing research on human values suggests that, barring a catastrophic 
event, core values in a society are slow to change (e.g., Rokeach 1968), we show 
that, in recent years, the internet has been the catalyst for rapid change of values 
among youth in India.

Specifically, we address the question of how the Internet is changing the values 
of youth in India. Does the amount of time spent on the Internet affect the rate of 
change of a person’s values? If so, which values change, and which do not? How 
quickly have these values changed? These questions are noteworthy, both from 
managerial and academic perspectives. Since consumers buy products that reflect 
their values, a noteworthy change in core values of society will have a significant 
impact on the products demanded and, commensurately, on the most effective ways 
to market them. Academically, newer concepts and theories will evolve, potentially 
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refuting the long-standing belief that values are slow to change. This chapter reflects 
on these questions and attempts to provide some insights from existing research, 
while contextualizing the discussions to India, with observations and reflections on 
the change due to globalization and mass communication from 2004-2014.

India was specifically chosen for this study because of the tremendous growth in 
internet connectivity and, more recently, social media membership during the time 
frame of this study (i.e., from 2004 to 2014). India had just 39.2 million internet 
users in 2004 (Internet World Stats 2019), a number that has increased to 350 million 
users by 2014 and over half a billion users by 2018 (Internet Live Statistics 2019). 
This exceeds the entire population of the United States and is second only to China 
in terms of internet consumption. India currently has over 300 million Facebook 
users, the largest in the world (Statistica 2019).

In this chapter, we report on a study of Indian youth that took place between 
2004 and 2014. We focus on two critical points. First, we anticipated that the two-
way interactive nature of the internet and social media, would have led to increased 
adoption of western individualistic values (Self-Enhancement), and a commensurate 
erosion of traditional eastern values (Self-Transcendence) that once pervaded Indian 
society. Second, while traditional mass media would also have exposed consumers 
to western products and ideals, it would have had less impact than the Internet in 
changing values. This is because of the internet and social media’s high-involvement 
and interactive nature. Together, the internet and social media facilitate interpersonal 
influence, by far the most impactful form of communication, more so than do 
traditional media of TV and print.

VALUES – HIERARCHY, DIMENSIONS, SELF-
ENHANCEMENT, AND SELF-TRANSCENDENCE

What Are Values?

Values guide people in their life-paths over the long run (Rokeach 1968). Indeed, 
values transcend across all behavior and represent both instrumental modes of 
conduct and terminal end states of existence. Values are not the same as ordinary 
attitudes and beliefs. The latter applies to specific objects and situations, while 
values apply across many objects and situations. As evidenced by over 200 studies 
across 60 nations (Schwartz et al. 2001), values are both absolute (i.e., apply to all 
situations) and universal.

Values operate together as a system (Rokeach, 1968; Schwartz et al. 2001). Some 
values can be achieved simultaneously but collide with other conflicting values. A 
value dimension includes a set of values that operate together and can be fulfilled 
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without conflict (Schwartz 1992; Smith and Schwartz 1997). Within a dimension, 
values go hand-in-hand. At the same time, these correlated values sometimes conflict 
with other values outside of the dimension. Indeed, one dimension may include 
values that are at opposite poles from the values within another value dimension 
(e.g., Bond 1988). For example, collectivism conflicts with individualism, change 
counters tradition, and high-level in-group priorities collide with sensual gratification 
of individuals (Hawkins and Mothersbaugh 2010). When values conflict, an individual 
must choose those that are most important over those of lesser importance (e.g., 
salvation versus pleasure) (Scott 1965; Rokeach 1968). Thus, values range within 
a hierarchy in which some are ranked higher than others. This hierarchy, in turn, 
guides behavioral choices (instrumental values) that lead to preferred end states 
(terminal values) (Rokeach 1968).

Two overarching value dimensions that are important drivers of consumer behavior 
and business success are Self –Enhancement, and Self-Transcendence (Schwartz 
et al. 2001). Self-enhancement includes both Power and Achievement (Schwartz 
et al. 2001), which in turn have been shown to overlap with the cultural dimension 
of individualism (Parthasarathy et al. 2015). Self-transcendence includes both 
Benevolence and Universalism, subdivisions which research shows are associated with 
the collectivism cultural dimension. Within each dimension, values are congruent, 
but across dimensions, values are incongruent. Thus, these dimensions conflict 
with each other - Self-transcendence (Benevolence and Universalism) clashes with 
Self-enhancement (Power and Achievement) since each exists on the opposite pole 
from the other (Schwartz et al. 2001).

How Are Individual Values Measured? 
What Are Their Dimensions?

Various approaches to measuring values have much in common, and researchers 
have correlated different measures to one another (Beatty et al. 1985; Bond 1988, 
Braithwwaite and Law 1985). By doing so, it is possible to apply the Schwartz’ 
theory of the structure of values to other measures. For example, research depicts 
considerable overlap between Rokeach values and Schwartz values (e.g., Bond 
1988) and a relationship between Rokeach scales and Schwartz dimensions of 
self-transcendence and self-enhancement. Table 1 illustrates the Rokeach scales 
and Schwartz value dimensions. It is important to note, Power and Achievement 
are combined as a single construct, but Benevolence is considered separately from 
Universalism for the following two reasons. First, Benevolence includes values 
regarding other individuals, while Universalism includes values regarding larger 
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societal groups. Second, Benevolence values are instrumental modes of behavior, 
while Universalism values are terminal end states of existence, and thus involve 
different classes of value measures as per Rokeach.

INDIA: COUNTRY CONTEXT

Ever since the liberalization of the Indian economy in the early1990s, there has 
been growing evidence that Indian consumers have changed in several ways. 
These changes include a rising middle class, more widespread and greater levels 
of education, increased affluence and buying power, rapid increase in global media 
exposure (e.g., Thussu 2007; Sathpathi and Roy 2011), increased global travel, a 
tremendous increase in the number of internet consumers (Internet Live statistics 
2019), and greater exposure to western brands (e.g., Rao 2000), especially among the 
youth. These changes have led to the position that Indian consumers are becoming 

Table 1. Values and dimensions

A. Power and Achievement Value
          Definition: social status and prestige, control or dominance over people and resources, and personal 
success through demonstrating competence according to social standards (Schwartz et al. 2001). 
          Dimensions: Together the following 6 personal aspirations move in tandem with one another and 
constitute Power and Achievement value dimension. Due to the overlapping nature of these value traits, past 
and current research has construed them as a single dimension (Schwartz et al. 2001)(Rokeach (1968))Lane 
et al (….) 
          • Striving for social recognition (i.e., “respect, admiration”), and 
          • sense of accomplishment (i.e., “lasting contribution”), 
          • ambition (i.e., “hard-working, aspiring”), 
          • independent (i.e., “self-reliant, self-sufficient”), 
          • intellectual (i.e., “intelligent, reflective”) 
          • logical (i.e., “consistent, rational”). 
B. Benevolence Value
Definition: preservation and enhancement of the welfare of people with whom one is in frequent personal 
contact” (Schwartz et al. 2001). In support of a value orientation of benevolence towards others, past and 
current research (Rokeach (1968), Lane et al ….) finds support for the following three modes of being that 
operate together to constitute the benevolence value dimension. 
          • forgiving (i.e., “willing to pardon others”), 
          • helpful (i.e., “working for the welfare of others”) 
          • loving (i.e., “affectionate, tender”). 
C. Universalism Value
Definition: Understanding, appreciation, tolerance, and protection for the welfare of all people and for nature 
(Schwartz et al. 2001). In support of the Universalism value dimension, past and current research (Rokeach 
(1968), Lane et al ….) demonstrates the following as “ultimate end states of existence”, and consistent with 
past research (e.g., Parthasarathy 2015), together, these terminal goals constitute the Universalism value 
dimension. 
          • world at peace (i.e., “free of war and conflict”), 
          • equality (i.e., “brotherhood, equal opportunity for all), 
          • freedom (i.e., “independence, free choice”), 
          • national security (i.e., “protection from attack”).
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increasingly materialistic (e.g., Eng and Bogeart 2010), more “westernized” (e.g., 
Batra et al. 2000; Gupta 2011), and more favorably disposed to western brands as 
opposed to Indian brands (Kinra 2006, Rao 2000). Indeed, as caste barriers slowly 
erode, they are being replaced by conspicuous consumption as a leading differentiator 
between the haves and the have-nots, especially among the youth (e.g., Eng and 
Bogaert 2010).

In addition to greater exposure to global media (via TV channels and online access), 
Indian consumers have also enjoyed more interaction with citizens of other countries 
via outsourcing, blogs, forums and chatrooms on the Internet, and the large-scale 
adoption of smartphones. Currently, India has over half a billion internet users, more 
than the entire population of the United States and second only to China (Internet 
Live Statistics 2019). India also has over 370 million smartphone users (Statistica 
2019) who use their mobile phones to access the Internet. Unlike Chinese internet 
users who primarily communicate with one another in Mandarin, the main language 
of online communication in India is English, and this enables Indian Internet users 
to communicate seamlessly with other English-language users in the west. Indeed 
over 300 million Indians have Facebook accounts, and the majority of these users 
are logging in from their smartphones. There are expected to be over 800 million 
smartphones users in the country (Bhattacharya 2018).

With increased connectivity comes increased interaction with a western audience 
(via English language blogs, forums, discussion boards and the like) and hence 
increased exposure to, and interest in, western products, and western philosophies 
and values. The evidence above that Indians are getting increasingly materialistic, 
possibly as a result of their being inundated with western media and products, 
suggests an erosion of the traditional philosophical pillars of eastern religions. The 
traditional philosophical pillars, Buddhism, Jainism, and Hinduism, practiced by 
70 percent of Indians, encourage their followers to shun desires and attachments 
to objects in favor of self-transcendence (Basu 2002, pg. 104). The erosion of 
traditional non-materialistic philosophical bases of the belief systems followed by 
most Indians suggests that young Indian consumers, those that are most likely to 
have adopted an online existence or been exposed to global media (and therefore to 
western ideals), are more likely to favor values associated with self-enhancement 
over self-transcendence.

THE INTERNET’S IMPACT ON CONSUMER VALUE CHANGE

Arguably, the explosive growth of the internet is having an impact on values. More 
specifically, this change is most evident in emerging and developing countries. In India, 
for example, we propose that values have changed among Indian youth in the past 
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decade and that this change in values has been influenced more by Internet use than 
by mass media exposure (e.g., television, newspapers, and magazine subscription). 
Prior research on the impact of the Internet has investigated its positive role in several 
fields, including education and knowledge sharing (Andrews 2004; Hendriks 1999; 
Passey and Goodison 2004), productivity and output growth (Black and Lynch 2001), 
health (Lindsay et al. 2008; O’Mahony and Vecchi 2005), availability of global 
skilled labor (O’Mahony et al. 2008), and economic development (Gigler 2011).

However, no prior research has investigated the impact of the Internet on 
changing consumer values, perhaps because values were always considered to be 
slow to change (Rokeach 1973, p.5) and, thus, such research required a significant 
inter-temporal time spread. This is also perhaps the reason that, while studies have 
examined the impact of traditional mass media advertising on children (see review 
by Villani 2001), the increase in materialism (Richins 1987; Sirgy et al. 2012) and 
deviant behavior (see review by Anderson et al. 2009), their impact on changing 
core consumer values has hitherto been left under-researched.

The study of the impact of the Internet and media exposure on changing consumer 
value systems is important because consumers often buy products and brands that 
reflect their values (Beatty et al. 1985; Chen et al. 1999; Hawkins and Mothersbaugh 
2010; Johnson 2014; Wansink 2000). Indeed, values are differentiated between various 
groups based on religion, age, and cultural, economic, and political variables that 
are (Braithwaite and Law 1985), distinguished between various consumer behaviors 
(Beatty et al. 1985), and then linked to specific brand attributes and benefits (Wansink 
2000). Therefore, evolving consumer value systems in India, fueled by information 
and communication technologies, cell phone penetration, and Internet proliferation, 
would naturally lead to a similar evolution in product demand. If companies do 
not grasp the nuances of evolving value systems across large global markets, and 
strategically adjust their product and brand strategy to cater to those changes, they 
will be susceptible to failures.

India is an attractive market for many global companies, with an annual 
purchasing power, adjusted for parity, of more than 10 trillion dollars (IMF 2018). 
After the liberalization of the Indian economy in the 90s, many multinational 
companies viewed India as a lucrative and large new market to consider in their 
market expansion strategies, particularly from the perspective of leveraging the 
rapidly growing consumer potential in the country (Friedman 2005; Padmanabhan 
2012). Furthermore, India has concurrently experienced a rapid increase in global 
media exposure (Satpathi and Roy 2011; Thussu 2007) and an explosive increase 
in the number of Internet consumers during the last decade (Internet Live Statistics 
2019). These changes have led to the belief that Indian consumers are becoming 
increasingly materialistic and “Americanized” (Batra et al. 2014; Gupta 2011), and 
more favorably disposed to global brands as opposed to Indian brands (Kinra 2006; 

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



216

The Impact of the Internet on Change in Consumer Values in India

Rao 2000). Indeed, conspicuous consumption has become a leading differentiator 
between the rich and the poor (Eng and Bogaert 2010), which would suggest that 
core consumer values have changed in the past decade.

A recently published study (Lane et al. 2017) empirically tested changing values 
in India over a period encompassing a full decade, from 2004 to 2014. The study 
assessed whether the recent rapid increase in Internet access and media exposure 
have contributed to these changes. This chapter reflects on the findings of this study. 
A summary of the findings of Lane et al.’s study is as follows:

1. 	 Between 2004 and 2014, the Power and Achievement value dimension increased 
significantly, and the Universalism value dimension declined significantly;

2. 	 Increased time spent on the Internet strongly led to increased Power and 
Achievement and decreased Universalism; however, increased time watching 
TV and reading newspapers or magazines had no impact on changing values;

3. 	 The positive effect of internet time on Power and Achievement and the negative 
effect of internet time on Universalism progressively increased over the decade.

REASONS ASCRIBED FOR VALUE EVOLUTION AND 
THE IMPACT OF MEDIA AND THE INTERNET

The change or shift in India and the Internet’s effect on those changes is explained 
by the following:

1. 	 Value shift congruity. Value shift congruity is critical to the major theories of value 
structure and evolution. Value shift congruity indicates that a value dimension 
includes an amalgamation of values that evolve and shift in tandem. It is based 
on the notion that it is feasible to pursue the value cluster simultaneously, and 
it is not necessary to choose between these values within the cluster. If any 
values within a dimension evolve, the others do so, too. As one becomes more 
influential, so do the others. As one becomes less critical, so do the others.

2. 	 Conversely, the opposite holds for conflicting values. When values oppose 
one another, they tend to move in opposite directions. Consequently, a value 
dimension tends to evolve opposite that of another value dimension with 
which it conflicts. The implication for the present study is that as Power and 
Achievement go up, both Benevolence and Universalism will go down. This 
inverse relationship is part of the Westernization of values.

3. 	 Value Stability and Evolution. Values are generally slow to change (e.g., 
Rokeach 1973) and do so over very long periods of time. As an example, the 
Hofstede individualism value for India (which is closely related to Power 
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and Achievement) remained unchanged from 2001 to 2015 (Hofstede 2015; 
Hofstede and Hofstede 2001). While values are very stable, scholars recognize 
that they do change slowly over time (e.g., Rokeach 1973, pg. 5), across the 
stages of life and societal changes in demographics, government, education, 
economic growth and development, business innovation, and technology. 
Experts believe that a global urban youth cohort that shares values, lifestyles, 
brands, and brand-based identities, largely as a result of global mass media 
emerging (Hawkins and Mothersbaugh 2010; NGT 2008; Walker 2008).

4. 	 The Westernization of Values. Globalization refers to the dramatic cross-society 
confluence of information, communication, technology, capital, products, 
politics, and legal exchanges (Esmer 2006), that impact countries’ evolution 
over time. Many scholars (e.g., Esmer 2006; Ester et al. 1994; Hawkins and 
Mothersbaugh 2010; Inglehart 1997; Inkeles 1998) argue that these realms of 
international interaction and modernization shape cultural values, in particular, 
shifting them toward individualism, power, and achievement (Ester et al. 1994; 
Inkeles 1998). This phenomenon is frequently referred to as the “Westernization” 
of values, the exportation of the American ideals of power, achievement, self-
aggrandizement, and love of materialism. The United States is considered the 
most individualistic society in the world with a Hofstede individualism score 
of 91 (Hofstede.com 2019) and is potentially one of the largest “exporters” 
of Self-Enhancement values. Other countries, such as India, with traditional 
philosophical pillars of eastern religions, encourage citizens to shun desires and 
attachments to objects, in favor of Self-Transcendence (Basu 2002, pg. 104), 
leading to lower levels of Self-Enhancement traits (India’s individualism score, 
for example, is only 48, Hofstede.com 2015). These countries may become 
net “importers” of Self-Enhancement as global Westernization occurs. Islamic 
scholars believe that western materialism threatens eastern core belief system 
more than secularism (e.g., Mazrui 1996).

5. 	 English fluency in India facilitated Westernization. Third, the language of 
online communication in India is predominantly English, whereas this is not 
the case in other emerging countries, such as in China. As a result of English 
fluency, young Indian consumers are more frequent users of social media (e.g., 
Facebook) (Internet World Stats 2016) than less fluent countries. The use rate 
of social media is relevant because media is expected to “Westernize” Eastern 
cultures via the transfer of Western individualistic values. Without a language 
barrier, connected Indian consumers more easily communicate with their 
western English-speaking counterparts. This communication then facilitates the 
transfer of values from one culture to another. Table 2 summarizes the changes 
in ICT between 2004 and 2014 for India, the span of the data collection efforts 
of this study.
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6. 	 Media-Induced Values Evolution. Of particular interest in this paper is the 
role of the Internet and media as a potential export/import funnel for values. 
Scholars believe that one society’s media communicates and exports cultural 
values to other societies that tune in to the original exporter’s media (Hawkins 
and Mothersbaugh 2010). With the growth in media technology, individuals 
from one side of the world witness events unfolding from across the globe via 
live communications. With globalized media, young, connected individuals 
are increasingly watching similar TV programs, visiting similar websites and 
chatrooms, and forming global friendships. The Western portrayal of lifestyle 
in ads, movies, music, and brands transfers values from one culture to the other.

In the case of India, the Media Growth during 2004 between 2014 has been 
substantial. According to TAM media research (http://www.tamindia.com/), India has 
a strong and growing mass media presence. Out of a total of 234 million households, 
the number owning TV sets in the country has grown from 105 million in 2004 
to over 167 million today, with over 160 million cable and satellite connections, 
a growth of 11 percent over the previous year. TV reaches 650 million people in 
India, with 1400 unique television stations in 500 different languages, and over 800 
channels (DiehardIndian.com 2012; TAM 2015). India also leads the world with a 
print media circulation of 330 million daily and is one of the few countries where 
print media circulation is somewhat stable (DiehardIndian.com 2012; Twocircles.
net 2015).

7. 	 The impact of the Internet on a Culture’s Values. Like mass media (TV, 
newspapers, and magazines), the Internet may influence values because it 
exposes consumers to western products and ideals. Such Internet-induced 
value evolution is more likely to occur amongst youth because they are more 
connected via online technology. A greater level of online interaction and 
engagement between the youth of different cultures may lead to a sharing of 
values; western values will make inroads into eastern cultures and vice versa. 

Table 2. ICT in India

2004 2014 % Growth

Internet users in India 22 million 275 million 1250%

Facebook accounts 0 108 million Infinite

Cell Phone Penetration 75 million 965 million 1287%

Mobile Internet Access 0 185 million Infinite

Sources: Internet Live Statistics, 2014; Internet World Stats 2014; TRAI 2014
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A critical idea of this chapter is that the Internet has the potential to have 
greater influence on value shifts than traditional media. While traditional media 
provide one-way communication and are often low-involvement in nature, the 
Internet encourages greater involvement via personal interaction, friendships, 
and rich, consistent two-way contact. With greater involvement comes greater 
persuasion, making the Internet a more influential communication medium.

8. 	 Moreover, engagement on the Internet often occurs between young consumers 
who are less set in their ways and more open-minded to new ideas. Also, the 
Internet makes the exchange of ideas easy. It is no more difficult for a tech-
savvy student from an Eastern culture to communicate with friends in the USA 
than to friends from his own country. As a result of these high-involvement 
interactions, the Eastern student may be awed by the fact that his American 
friend does not live with his parents, but rather rents an apartment, drives a car, 
and earns enough money to buy nice brand-centric possessions—traits worth 
emulating. Such Western, self-aggrandizing lifestyle choices may trickle over 
to the Eastern student and subsequently dissipate to this student’s friends and 
acquaintances.

9. 	 The Internet and the impact of Social Influence on Values. Social media 
dramatically changed the nature of Internet interactivity from what it was in 
2004 when Facebook launched until 2014, when the number of worldwide users 
had grown to more than 1 billion. Today, those aged 18-34 spend an average 
of 3.8 hours on social media. Indeed, one of every 7 minutes spent online is on 
Facebook, with almost 25% of users checking their Facebook account five or 
more times daily. The average Facebook user has 130 friends, and 88% of teens 
say that social media helps them stay in touch with those they do not regularly 
see (Vermeren 2013). Social media has had a tremendous impact on personal 
and professional relationships, allowing for larger social networks amongst 
individuals and deeper engagement between individuals in the network, both 
of which encourage greater interpersonal influence, the most believable form 
of communication (Liu and Shrum 2002; Van Noort et al. 2012).

Internet-based social networks may have a compounding effect on value diffusion 
from word-of-mouth influence and opinion leadership. As individual values change, 
due to interaction with a western audience, so do the values of their friends (face-
to-face and online) within the country. The Internet has greatly enhanced the word-
of-mouth effect critical to the diffusion of new values and ideas in society (Rogers 
2010). Also, opinion leaders can influence thousands of people online via social 
media, blogs, Youtube, and other connectivity tools today. Opinion leaders influence 
others, and before long, there is likely to be a significant domino effect. Consider that 
social media has influenced the way that news, education, law enforcement, political 
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change, voting behavior, marketing strategy, and music are consumed or practiced, 
which has in turn impacted and changed economic growth (Vermeren 2013). Such 
changes support the notion that the diffusion of Westernized values would spread 
increasingly rapidly, consistent with the increase in Internet adoption (which is 30 
percent a year in India) and the evolution of the Internet from informational to social 
engagement. Mass media, being non-interactive and less social in nature, would be 
less influential than the Internet.

10. 	 The growth in Internet Usage in India from 2004-2014 is also substantial. As 
indicated in the introduction, internet and other communication technologies 
have spread dramatically across India over the last decade, with 965.52 million 
phone users and 462 million internet users, growing at over 30 percent annually 
(Internet Live Statistics 2014; TRAI 2013). In terms of the total number of 
Internet users, India has overtaken the USA and is second only to China. 
These changes are recent phenomena. In 2004, for example, the average Indian 
consumer was restricted to communication media typical of a developing 
country. There were just 22 million internet users, and 75 million telephone 
users, as depicted in Table-1 (as opposed to 462 million internet users and 
over 200 million smartphone users currently) (Internet Live Statistics 2014; 
TRAI 2013). The primary media vehicle was television with 104 million 
households reached in 2004. While TV viewership has grown 50 percent in 
the past decade, it is the exponential growth in Internet and communication 
technologies that has truly changed the way the country communicates, from 
snail mail and phone calls to smartphones, and Internet access.

WHY DOES THIS MATTER FOR BUSINESSES 
AND WHAT ARE THE IMPLICATIONS?

Media exposure to Western ideals has encouraged the development of an “Indian 
global citizen,” with greater awareness of what is possible via hard work and 
achievement. Fueled by the Internet revolution, in particular, Indian consumers are 
increasingly likely to engage in a two-way interaction with Western cultures that 
value Power and Achievement over Benevolence and Universalism. Engagement 
with Western culture has influenced India’s view of success as one connected with 
individualism, power, achievement, money, consumption, and materialism. This 
change in the view of success is reflected by an increasing prevalence of conspicuous 
brands and flashy fashion (e.g., Independent 2011).

While Power and Achievement values are congruent with one another, they 
collide with the opposing values of Universalism and Benevolence because the 
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fulfillment of individualistic values interferes with the fulfillment of collectivist 
values. Consequently, as the focus on Power and Achievement increases, a natural 
consequence is that the focus on Benevolence and Universalism decreases. That 
is, the more time a person spends on enhancing themselves, the less time and 
attention they have available to help others or society at large. Anecdotal evidence 
supports this. For example, wealthy Indians neglect philanthropy (Sinha 2014) 
often preferring to live in ultra-luxury, billion-dollar homes while their countrymen 
languish in poverty. At the extreme, incidents of chilling public apathy towards 
those in distress (e.g., Sharma 2013; Stancati and Rana 2014) suggest an increasing 
aversion to helping others.

Universalism, much like Benevolence, is a value dimension that works in 
opposition to Power and Achievement, according to values theory (Schwartz et al. 
2001). From a logical perspective, this makes sense. For example, national borders 
become less relevant as people communicate with friends and colleagues around 
the world, and therefore understand that they perhaps have more in common with 
someone thousands of miles away in a foreign land, than with their neighbor. Along 
with this, issues such as national security and pride lose their importance. As Indian 
consumers, enabled by the Internet and other communication media, increasingly 
trade and communicate with individuals in countries around the world, national 
borders, and hence patriotic values associated with the nation and its security, 
become less important.

The impact of the Internet and media exposure on these value systems is important 
because consumers often buy products and brands that reflect these values (Beatty 
et al. 1985; Chen et al. 1999; Hawkins and Mothersbaugh 2010; Johnson 2014; 
Wansink 2000). If values in a society are rapidly changing, as shown in this research, 
so do ideals of self-concept (Hawkins and Mothersbaugh 2010), attitude towards 
product attributes (Gurhan-Canli and Maheswaran 2000), societal innovativeness 
(Parthasarathy et. al. 1997), reactions to marketing communication (Pornpitakpan 
and Francis 2001; Choi, Lee, and Kim 2005), preferences for various sources 
of information (Money, Gilly, and Graham 1998), and consumption symbolism 
(Robinson 1996). In summary, the study of fast-changing values is critical as it 
impacts a variety of product development, communication, and consumption related 
strategies relevant to global organizations.

Given the huge increase in connection with western audiences via the Internet, 
it has been proposed that Indian buyers would likely adopt more western core 
values, prioritizing Self-Enhancement ideals related to Power and Achievement 
over Self-Transcendence related values, specifically Universalism and Benevolence. 
We hypothesized that internet usage would elevate the importance of Power and 
Achievement and that this increase would be progressively stronger from 2004-
2014, along with the evolution of social media. The opposite would be true for 
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both Benevolence and Universalism, which would decline over time as western, 
individualistic ideals erode traditional collectivist values, with this negative effect 
progressively increasing over a decade.

The fact that increased time spent on the Internet leads to increased individualistic 
traits as embodied by the Power and Achievement dimension, and decreased scores on 
the collective Universalism trait is indeed a significant finding. What is particularly 
profound is that all this happened in the span of just ten years, belying existing 
research that core consumer values are slow to change (Rokeach 1973). While a 
move towards individualism would naturally occur as a country develops, enjoys a 
growing, empowered middle class, and is more exposed to western media outlets 
(be they TV channels, magazines, etc.), this study strongly suggests that the Internet 
caused the rapidness of the change and not mass media exposure. Indeed, it is a 
significant finding that none of the traditional media vehicles measured, namely TV 
viewership, magazine, and newspaper subscriptions had any impact on the change 
in values. This is despite the fact that TV penetration increased by approximately 
50 percent from 2004 to 2014. As an ever-increasing number of Indian Internet 
users visit western websites, interact with a global audience, and idolize western 
products, lifestyles, and values, it stands to reason that they forsake some of their 
eastern ideals in favor of western ones. Further, Universalism traits, e.g., national 
security, world-at-peace, equality, etc., become less important as Indian Internet users 
become global citizens, and as Self-Enhancement needs become more important.

Of some significance is that both the impact of the positive effect of Internet time 
on Power and Achievement and its negative effect on Universalism are increasing 
over time. This is further demonstrated by the fact that the number of Internet 
users in India is likely to continue to grow exponentially. For example, the growth 
rate of internet users is expected to be 44 percent annually, with over two billion 
“networked” devices by 2017 (Economic Times 2013). Taken together, this would 
suggest that individualization of values, propelled by ICT, is likely to progress at 
an ever-increasing rate, at least in the near future.

The increased westernization of Indian consumers is also reflected in their 
consumption of products. This increase would suggest an increase in the demand for 
conspicuous products that adequately portray consumers’ newfound individualism. 
For marketers, the implications are clear; the value and the equity of the brand 
become important, and brands that are globally recognized and valued will be 
construed as more desirable. Highlighting the upscale nature of the brand, or its 
outgoing personality, will be the preferred strategy. When consumers feel that a 
brand’s benefits help them achieve their values, brand preference and loyalty follow. 
In light of this, marketers need to be especially aware of evolving values. Indeed, 
they need to anticipate how and when values will change because it often takes many 
years to change a brand’s image. If managers do not foresee value shifts, their brand 
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could end up representing unimportant values or possibly even clash with newly 
adopted values. To avoid this, brands need to attach to values that are growing in 
importance; while these values are on the rise. In other words, brand image must 
evolve alongside changing values. This also has implications for advertising. The 
online generation is best reached via email, social media marketing, and websites, 
and hence, a shift in media strategy may be warranted.

The Internet provides a unifying experience since all Indian consumers online 
communicate in English. They interact with one another, as well as with their friends 
around the world, in the English language. They learn from one another, influence 
one another, and are influenced by one another. This would suggest that young, 
connected people around India are more similar to one another than they are to the 
general population or that the similarity within the Internet community is greater 
than the similarity within the general population of India.
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ABSTRACT

With the advent of globalization and fast changing environment, companies are 
using information and communication systems in the supply chain. Supply chain 
management information system (SCMIS) has gained a lot of importance because of 
its ability to reduce costs and increase responsiveness in the supply chain. Review of 
literature has revealed that the success in implementation of SCMIS and successfully 
attaining the return expected from the system implemented is a challenge. With such 
high failure rates scenario, it becomes imperative to identify the risk and the failure 
factors that may arise during implementation and the ways to tackle these risks. In 
this chapter, an attempt has been made to establish the challenges, their severity, and 
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INTRODUCTION

In the contemporary world competitive advantage of an organization depends on 
the information sharing and flow of information across the supply chain with the 
help of information technology. Information sharing in SCM is receiving attention 
for achieving global competitive advantage (Khurana et al., 2011). Through the 
use of information based upon the use of information technologies, the efficiency 
and effectiveness of supply chains can be significantly enhanced. Thus IT plays an 
important role in integrating supply chain. Besides information flow it also helps in 
various decision making processes. At present focus is on integration of upstream 
and downstream partners through Supply Chain Management Information System 
(SCMIS). It is cross-functional, inter-enterprise system that uses information 
technology to support and manage the linkages between company’s processes 
involved in buying, making and moving a product. It integrates supplier, manufacturer, 
distributor and customer logistics processes to improve manufacturing efficiency 
and distribution effectiveness.

Supply chain management information system (SCMIS) extension of Enterprise 
resource planning (ERP) as shown in Fig 1 (Moller, 2005) integrates companies 
beyond the boundaries of an organization and with the advent of globalization it 
has further gained more importance (Marwah, et al., 2012).

It has been recognized by many organizations as a strategy to attain business 
goals (Chan and Lee 2005). SCMIS involves managing and coordinating all activities 
associated with goods and information flows from raw material sourcing to product 
delivery and finally to the end customers (Wei and Chen, 2008). It provides high 
quality, relevant and timely information flow that effectively supports decision-making 
for inventory replenishment, capacity activation and for synchronizing material flows 
at all tiers within the supply chain. Thereby it plays an increasingly critical role in 
the ability of firms to reduce costs, increase responsiveness (Chopra and Miendl 
2005), gain competitive advantage (Dezdar, 2011) and achieve better coordination.

Manufacturing companies including automobile companies have already realised 
the importance of these systems as it needs to keep control over costs at every stage 
to remain competitive. The emergence of e-business has thus led to different way in 
which enterprise communicate, transmit and receive information with the suppliers 
upstream and customers downstream. Major OEMs have realized the benefits arising 

improvisation for the successful implementation of SCMIS in the Indian automobile 
industry. The findings can help the practitioners and managers better understand 
the challenges, focus the resources, their attention, set up the priorities, and thus 
improve the chances of successful implementation of SCMIS.
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out of these systems; however, the achievement of these above mentioned benefits 
depend upon the effective implementation of the SCMIS. Implementing these 
systems is a complex, lengthy and expensive process. These systems require huge 
commitment of funds, time and expertise (Motwani et al. 2008). There is a strong 
evidence in the literature that implementation of SCMIS projects were either not 
completed on time or did not bring about the planned effects and even exceeded 
their estimated costs (Davenport 1998).

This is substantiated by the research done by Panorama consulting solutions 
in 2018 which summarizes the experiences of 237 ERP customers with regards to 
enterprise software, vendors, consultants and overall implementation as shown in 
Table 1 and Fig 2

Table 1 shows the average project cost percentage of implementation for last five 
years is 5.2% and average duration for implementation to be 17.2months. Further for 
2017, 64% of the projects have exceeded their planned budgets, 79% have exceeded 
their planned durations and about 44% of respondent organizations have received 
less than 50% of the benefits that was expected from the system. Fig 2 shows 42% 
of the respondents deemed their ERP implementation a success, 28% perceived that 

Figure 1. 
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the implementation of ERP has failed and 30% were not sure about the outcome. 
The overall failures and implementation difficulties in implementing these systems 
have attracted lot of research (Singh, 2010)

In SCMIS, too much focus is paid on the technical and financial part of the project, 
and often the non-technical issues are neglected. Leon (2008) defines these systems 
as people’s project. Therefore, SCMIS must be viewed in a different perspective, as 
a new business endeavour and not just an IT project. Changing this mind-set will 
reduce the failure rate in the implementation of these enterprise systems. During 
the course of our detailed research and analysis, it is observed that the technical 
problems how so ever large it may be are not the main reason for unsuccessful 
implementation of SCMIS projects.

Table 1. Experience of ERP users with regard to enterprise software

Year
Average 

Project Cost 
Percentage

% of cost 
Overruns Duration

% of 
Duration 
Overruns

% 
Receiving 

50% or 
Less 

Benefits

2017 3.6% 64% 17.4 months 79% 44%

2016 6.5% 74% 16.9 months 59% 37%

2015 5.9% 57% 21.1 months 57% 46%

2014 4.6% 55% 14.3 months 75% 41%

2013 5.5% 54% 16.3 months 72% 66%

Figure 2. 
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Therefore, in addition, there are organizational issues like top management 
support, change management, BPR ; Human issues like users participation, resistance 
to change, employees motivation ; inter organizational issues like trust between 
members, willingness to collaborate, long term relationship among chain members ; 
and other issues like data quality, product selection, IT infrastructure, project goals, 
project team and project schedule that needs to be addressed for the successful 
implementation of SCMIS projects. Further, the management should not expect the 
rewards for granted that may accrue from implementation of SCMIS projects; but 
should also consider the risks involved and the ways to tackle these other issues. 
Henceforth, it is crucial to have conducting research on the SCMIS systems for their 
successful implementation. Thus, the study has been undertaken with an objective 
to find out the critical impediments and challenges in implementing SCMIS in the 
Indian automobile industry of India.

THEORETICAL BACKGROUND

Critical Failure Factors (CFFs) are the key areas where things must go wrong in 
order for the implementation process to achieve a high level of failure. Huge cost is 
involved in the implementation of these complex systems, and failure would lead 
to huge monetary loss to an organization. Therefore to avoid such costly failures 
researchers are putting in efforts so as to help organizations make better use of 
their resources. Failure may be defined in terms of project factors like cost or time 
overruns. It may also be defined as a failure if the system is not able to meet the 
desired expectations of integrating organizational information, better communication 
across the organizations, better decision making, and reduction in cost. As is evident 
from the literature, the failure rate of ERP implementation is very high. It has been 
observed that about 70%of ERP implementations fail to deliver anticipated benefits 
and 75% of these projects are unsuccessful (Kumar, 2003). These projects are, on 
average, 178%over budget took 2.5 times longer than intended and delivered only 
30% of promised benefit (Zhang, 2005). With such high failure rates scenario it 
becomes imperative to identify the risk and the failure factors that may arise during 
implementation and the ways to tackle these risks. Therefore an extensive review 
of literature was undertaken to identify the impediments which are defined as an 
obstacle that prevents an action or event from being carried out successfully (Peng 
&Nunes, 2010). Two groups of studies have been considered, firstly, failure factors 
focusing on ERP implementations and secondly, CFFs for implementation of inter-
organizational systems.
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Venkatraman and Fahd (2016) described challenges, such as ERP customization, 
BPR and training as the major constraints for ERP adoption in SMEs. Other key 
factors considered where high cost of upgrades, high integration cost and high 
maintenance cost.

Ranjan et al., (2016) through in-depth review of literature presented the ERP 
implementation challenges from four different perspectives of technology selection; 
change management, knowledge management and emerging technologies. According 
to them it is important that the organisation and ERP system are compatible with 
each other for successful implementation.

Basu and Biswas (2013) attempts to empirically assess factors most critical 
in the ERP implementation process from the Indian perspective. Findings of the 
study suggest factors like poor quality of testing, poor consultant effectiveness, 
overreliance for high customization, lack of proper communication, poor quality of 
BPR and high turnover rate which lead to unsuccessful implementation of Enterprise 
Business Application.

Garg and Garg (2013) focused on the process of identifying, analyzing and 
prioritizing the failure factors of ERP implementation using cause-effect and Pareto 
analysis. Results suggest that 9 critical failure items namely inadequate resources, 
poor user involvement, users’ resistance to change, high attrition rate of project 
team members, lack of top management commitment, poor project management, 
inadequate project team composition, ineffective organizational change management 
and unrealistic project scheduling have a high impact on ERP implementation and 
therefore deserve serious attention in the process of ERP implementation.

The main purpose of the study by Amid et al. (2012) was identification of the 
factors and classifies them to help other industries, consultants and implementers 
to prevent failures in ERP projects implementation. The CFFs were classified in 
seven groups named as vendor and consultant, human resources, managerial, project 
management, processes, organizational and technical. They analyzed and concluded 
the following important CFFs: a) the lack of any clearly defined IT strategies and its 
alignment with business strategies and goals, b) the lack of a full time and balanced 
project team, c) poor human resources management d) inaccurate data, and e) the 
absence of an ERP readiness assessment before project implementation.

Shah et al. (2011) attempted to understand how and why different factors impeded 
successful ERP implementation in a public organization. The findings showed lack 
of user involvement, lack of top management support, lack of vendors experience 
and support, and lack of change management as impediments of ERP successful 
implementation. Other factors like turnover of ERP developers team members 
and transfer/posting or retirement from service of top management of beneficiary 
organization, all thus leading to project run over cost, behind schedule and not able 
to meet user requirements.
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The study by Khurana et al. (2011) identified and measured the perceived 
importance of information sharing barriers in SCM. The barriers have been 
categorized as managerial, organizational, technological, individual, financial, social 
and cultural. The crucial barriers found in the study were financial, technological 
and organizational barriers for information sharing in SCM industries. The top three 
barriers were ‘financial constraints for high cost of maintenance’ under financial 
barrier category, followed by ‘data and information security’ from the category of 
technological barriers and finally ‘cost of specialized manpower and training ‘from 
financial barrier category.

Ganesh and Mehta (2010) on the basis of research study identified and validated 
some of the crucial failure factors affecting ERP implementation in context to Indian 
small and medium scale enterprises which include: poor quality of testing, unrealistic 
expectations from top management, poor top management support, poor consultant 
effectiveness, users resistance to change, software modification, functionality problem 
with system, poor project management, unclear concept about ERP system, poor 
quality of BPR, poor IT infrastructure, high turn overrate and informal strategy.

The study by Peng and Nunes (2010) identifies, assesses and discusses potential 
cultural, organizational and system barriers to the successful exploitation of ERP 
systems. The findings of this study identified perceived system barriers as most 
critical to ERP exploitation, but they seemed to overlook the organizational barriers. 
Thus insufficient supports and services from system vendors, system incompatibility, 
slow system response time, System inflexibility,Inexperienced and low- qualified 
system consultants, Power centralization of top management, Lack of in-house IT 
specialists, high cost for add-ons and further system development were reported as 
barriers to successful implementation of ERP.

Garg (2010) explores and validates the existing literature empirically to find out 
the critical failure factors that lead to the failure of ERP in context to Indian retail 
organizations. The CFFs are classified into the following three dimensions: strategic, 
tactical and operational. Strategic dimension included top/middle management in 
implementation of ERP, tactical consists of 11 items that deals with various project 
managements& selection criteria related issues of ERP product; finally operational 
dimension consisted of 5 items that deals with the user training and involvement.

Soja (2008) identified barriers to enterprise system (ES) adoption success. 
The barriers were categorised as economic, technical, organisational and social. 
He concluded in the study that the most important issues were connected with 
infrastructure, time, cost, and knowledge. The outcome of the study was that people 
involved in project teams should represent all areas of the company which are 
affected by ES adoption and should hold various positions across different levels of 
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the company’s organisational hierarchy. He also stated that it would be beneficial 
to involve people from outside the organisation, who have expert knowledge and 
extensive ES implementation experience.

The study by Kumar et al. (2003) investigates critical management issues in ERP 
implementation. The study concluded that in implementing ERP systems firms face 
more behavioral and management related challenges; such as the end-user not being 
ready, resistance to change, lack of training, turnover of key project persons and 
lack of project planning, rather than pure technical glitches such as software bugs 
and configuration difficulties.

Tapp et al. (2003) in the study tries to address the potential pitfalls namely 
inadequate education and training, poor leadership and support from top management, 
resistance to change, unrealistic expectations for benefits for the implementation 
of ERP.

Study by Umble and Umble (2003) investigates how to avoid ERP implementation 
failure. The study divided ERP implementation failures into 10 categories: poor 
leadership from top management, unrealistic expectations, inadequate education 
and training, poor project management, a bad match, trying to maintain the status 
quo, inaccurate data, ERP implementation is viewed as an IT project, automating 
existing redundant or non-value-added processes in the new system, and significant 
technical difficulties.

These impediments were categorized into six main barriers

•	 Financial barriers
•	 Organizational Barriers
•	 Inter organizational barriers
•	 Human Barriers
•	 Project Management barriers
•	 Technical barriers

Financial Barriers

The research by Khalifa (2103) and Kang et al. (2012) considers financial hindrance 
for implementation of information systems. Huge investment is required for the 
implementation of SCMIS. The general financial barrier includes cost of the 
system and cost of trainings. Cost benefit analysis is done to justify the investment. 
The various costs involved are cost of the software, migration of legacy data, 
implementation consultant cost, internal project team costs, training cost, and post-
implementation maintenance cost. Both tangible and intangible benefits accrue from 
the implementation of the system. Tangible benefits include reduction in inventory, 
better forecasting, improving supplier on time delivery, reduction of lead time 
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in production and delivery, better resource planning and reduction in workforce 
costs. Intangible benefits include improvement in communication, reduced chaos 
and confusion, real time flow of information and better services to customers. The 
company analyzes economic feasibility, and often fails to draw a clear return from 
the investment that is being transpired. Thus, unclear ROI from the system forms 
one of the major barriers for the implementation of the system (Koh et al., 2008). 
Cost and time overruns is another problem faced by the organization which adds up 
to the otherwise expensive IS. According to the study by Soja (2008) lack of funds 
is one of the main causes of failure of ERP.

Organizational Barriers

One of the prime hindrance factors is the lack of top management support, vision, 
and focus. Various researchers like, Shah et al. (2011), Finney & Corbett (2007) and 
Bhatti (2005), have stressed that if there is lack of commitment and participation 
from the top management, there are huge chances of failure. The top management 
must view SCMIS implementation as an improvement in the way the company is 
doing the business and not just an IT project. Top management support is needed in 
all phases of implementation (Sarker & Lee, 2003) like adoption of proper change 
management, proper understanding of the capabilities and limitations of the system, 
management of expectation (Tapp et al., 2003) and regular feedback from the project 
management team. Less active participation (Umble, 2003) and lack of tracking of 
the project progress by the Top Management becomes one of the barriers for the 
successful implementation of the system (Bhatti, 2005).

There should be a formal communication about the benefits of the system to the 
users (Sarker & Lee, 2003), because it is very important to convince the users that 
ultimately the change is for the betterment of both the company and the individual 
and ineffective communication with the users would lead to the failure of the system. 
The proper communication would lead to thorough understanding of “As-Is” & 
“To-Be” business models and would lead people moving in the right direction from 
the top to the bottom by understanding the future benefits of collaborating with the 
partners, both downstream and upstream. Thus lack of clear formal communication 
among implementation team, software provider, and the users would lead to informal 
channels of communication which may lead to inaccurate flow of information in the 
organization. Thus it forms a barrier to successful implementation of the system.

Change management (Aleballa& Al-Mudimigh, 2011; Leon, 2008) is one of the 
factors that affect the ERP adoption in organizations. The organization faces two 
types of changes namely the way business is done and the way people do their job 
therefore for successful implementation of the system both these changes needs to 
be addressed so as to overcome the resistance otherwise lack of commitment to 
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change forms a barrier in the implementation process. The studies by Lindley et 
al. (2008), and Umble et al. (2003) consider the lack of change management as a 
hindrance for successful implementation, and Kim et al. (2005) pointed that unless 
change management is appropriate in an organization, it would be difficult to adapt 
to the new system and to obtain total benefits from it.

Poor quality BPR leads to unsuccessful implementation of the system. The role 
of BPR in the implementation of SCMIS is of prime importance (Hsu et al., 2015). 
If business processes are not re- engineered properly to fit with the SCMIS system 
it leads to system configuration problem. Most of the researchers are of the opinion 
to fit business process to the system so that minimal customization is to be done. 
According to Bingi et al. (1999), implementing an ERP system involves re-engineering 
the existing businesses to the best business process standard. Thus BPR outlines how 
to reengineer human and system behaviors to fit SCMIS to the enterprise and lack 
of it will be detrimental to the success of the system. Another problem faced is the 
absence of readiness assessment before project implementation. Study by Jagoda and 
Samaranayake (2017) mention’s readiness assessment as a key for eliminating the 
main causes of many failures. Individuals and organizations might not be ready for 
complex level of integration leading to unsuccessful implementation of the system.

Finally an unrealistic expectation from both the management and the user side 
forms the barrier to the successful implementation of the system. The management 
has to be prepared for the decrease in the productivity of the people in the initial 
phase of the implementation and cannot expect return overnight. Also the users need 
to understand that they will require time to become efficient in using the new system.

Inter-Organizational Barriers

Study by Weston (2003) has divided barriers to the implementation of ERP II system 
into two categories, general business issues and issues related to technological 
infrastructure. The study refers issues of collaborative BPR or business management 
process as a barrier to implementation. Inter-organization relationship which includes 
trust, willingness for collaboration and shared vision between the partners is very 
important for the successful implementation of SCMIS. The Lack of trust among 
supply chain members has been considered by various researchers (Schoorman et 
al., 2007) as a barrier to information sharing. Premium on trust is placed since an 
organization allows an outsider to view their transaction level data which in term 
faces the competitive risk (Young et al., 1999). Thus due to the collaborative nature, 
trust and security issues which were not there in case of ERP surfaces in case of 
SCMIS implementation. Another barrier is inter-rivalry as researched by Fawcett 
et al. (2012) which include the lack of willingness to share information, risk, and 
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rewards. Further due to cultural differences, span of relationship, and volume 
of transactions, trading partners may be unwilling to collaborate leading to the 
unsuccessful implementation of the system.

Additionally, the lack of shared vision between supply chain partners leads to less 
information sharing (Mentzer et al., 2000) and more resistance from people leading 
to reduction in the quality of information being shared, causing less successful 
implementation of the system. Most of the executives’ lack business understanding 
which become more challenging when external partners are included (Koh, 2011).

Human Barriers

The resistance to change by the people (Tapp et al., 2003) forms one of the critical 
barriers to successful implementation of enterprise system. It is the people who can 
make or break the success of a project without their buy –in and support projects 
are doomed. Leon (2008) in the study has stressed that system implementation is 
not a technology but a people project.

According to Umble et al. (2003) people have a natural tendency to be comfortable 
with the status quo therefore do not require a new system and are resistant to change 
but it’s not a resistant itself that leads to failure, it’s the way we handle it. To respond 
to resistance in an effective and proactive manner we must first understand why we 
are facing resistance. The study by Umble et al. (2003) have shown that the resistance 
is due to lack of understanding about the system, lack of process orientation, fear 
of unknown, fear of computers, transparency of data and information, increase in 
accountability, not knowing the degree of priority assigned by top management 
and fear of losing job. Therefore to be successful in SCMIS implementation it is 
important to overcome this resistance.

Lack of sufficient training will result in users that are unable to run the system 
properly (Umble et al., 2003). Insufficient training and education will increase the 
resistance associated with the system. These systems are extremely complex and 
require thorough training. Unless and until proper training is given the user will not 
be able to understand about what the new system will achieve and how his way of 
working will change (Kang et al., 2012). Proper confidence building should be done 
in the training period otherwise the user will keep on working in the legacy way 
leading to the failure of the system. Training will help to meet users’ expectation 
and decrease the uncertainty associated with the system. It will help the users’ to be 
satisfied with the system and user satisfaction will act as a measure of information 
systems success (Wu et al., 2002).

Lack of users’ participation, involvement, and motivation will act as a hindrance 
factor to the successful implementation since users would be less motivated to use 
it and at the same time they might fear the new system. Studies by Francoise et al. 
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(2009) and Ngai et al. (2008) includes two important areas for users’ participation, 
i.e., when the organization is defining the need for adoption of the system and during 
the implementation phase. Lack of participation will lead to more resistance from the 
users as they will not be in a position to understand the future prospects of adopting 
the system and how they fit into the system. Thus user acceptance for the project 
will be less and it would be difficult to achieve project success.

Project Management Barriers

According to Khaparde (2012) one of the top three reasons for the failure of IT 
projects as cited by 77% of IT managers in Information week was poor planning or 
poor management. Project management deals with planning, execution, monitoring 
and controlling of a project. It requires the ability to examine in project details 
while keeping a perspective on the original business objectives. Lack of effective 
project management methodology plays a major role in the failed implementation 
of the systems. Without proper project management, system will not be able to 
deliver the promised functionalities and will experience time overrun and cost 
overrun. According to the study by Umble et al. (2003) one of the reasons for system 
implementation failure is the underestimation of the scope, size, and complexity 
of the project. They also emphasized about the lack of development of achievable 
schedules and lack of proper communication of realistic expectations unfavorable 
to the successful implementation of the system. Another reason for poor project 
management effectiveness was that project team members lacked ERP experience 
(including top management, the project manager, middle level management and 
operational staff). The lack of experienced project leader also becomes a hindrance 
factor. He also plays a crucial role in the selection of the implementation team 
(Sarker & Lee, 2003). The project manager needs to have the ability to overcome the 
deadlock through a judicious combination of different qualities of visionary, mentor 
and a leader (Umble et al., 2003).Weak implementation team forms a hindrance to the 
implementation of the system (Gargeya& Brady, 2005) since it is the responsibility 
of the team to coordinate, communicate, and reduce the resistance among the users. 
Thus due to limited ERP knowledge, capability and poor project management skills 
(Sommers and Nelson, 2004) project members fail to plan, lead, manage and monitor 
the project resulting in the implementation failure.

Technical Barriers

SCMIS involves complex transition from the legacy systems to an integrated 
inter- organizational system; therefore, problems interfacing with existing systems 
and hardware difficulties (Umble el al., 2003) lead to the failure of the IT system. 
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Al-Mashari (2006) in their study emphasize that lack of adequate IT infrastructure 
in hardware and networking will lead to the failure of ERP system. SCMIS 
implementation faces distinctive technological barriers since different systems 
in different organizations need to communicate freely with each other. Another 
important barrier to the successful implementation of the system is related to data 
standards and accuracy (Kang et al., 2012). In case standardized data is not there 
between disparate systems, erroneous data will be spanning to various organizations. 
Therefore poor data conversion and quality may cause negative domino effect in 
the organization, thus causing delay in the implementation of the system and may 
even lead to a failure of the project (Soja, 2006).

Overreliance on heavy customization would lead to higher implementation cost, 
causing project delays and unreliable system. Relying heavily on customization to 
fit with the business processes might lead to sacrificing best practices set in the 
system (Wong et al., 2005).

Conceptual Model

The conceptual model for impediments in the successful implementation of SCMIS 
is shown in the figure 3.

RESEARCH OBJECTIVES AND METHODOLOGY

The main objectives of this paper are:

•	 To identify various impediments and their dimensions for the implementation 
of SCMIS;

•	 To calculate the severity of the impediments in the implementation of SCMIS; 
and

•	 To suggest measures to reduce the impediments for the successful 
implementation of SCMIS.

The various impediments identified are based on the previous studies reported 
in the literature and discussions with the researchers, experts and practitioners in 
this field. They were categorized into six main barriers

•	 Financial barriers
•	 Human Barriers
•	 Organizational Barriers
•	 Project Management barriers
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Figure 3. 
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•	 Inter organizational barriers
•	 Technical barriers

Each impediment was analysed on multiple dimensions which added up to forty 
dimensions for all the six impediments together. Each of the dimension was measured 
on a five point Likert scale ranging from 1 (No Problem at all) to 5 (very serious 
Problem). The score calculated represented the severity of the problem. Thus, higher 
the score higher is the severity of the barrier and its related dimensions.

Research Design

In order to satisfy the research objectives, both exploratory and descriptive research 
design is used. The first objective is to identify the various dimensions of SCMIS 
in the selected automotive sector. For this, exploratory research design has been 
used. The second objective of the study is to analyse the hindrance factors for the 
implementation of SCMIS. For analysing the hindrance factors, a descriptive research 
design has been used.

Pilot Study and Validity

A pilot test was conducted for measuring the face and content validity of the survey 
instrument. Validity of the instrument was done to see:

•	 If the questionnaire is measuring what it is intend to measure
•	 Is the questionnaire comprehensive enough to collect all the information 

needed to address the purpose

Thirty practitioners and academics scholars were actively involved in the pilot 
study. They were provided with the questionnaire and asked to comment on its 
format, readability, and comprehensiveness. Specifically, experts were asked 
to provide feedback regarding the factors that were not in the questionnaire but 
should be addressed. Thus, the validity of questionnaire content was established by 
taking help from a panel of experts and having discussions with academicians and 
implementers. The discussion with the experts led to certain changes in the wording 
of some survey items, which was incorporated, into the draft of the questionnaire.

Data Collection

Questionnaires based survey method was used for data collection.The questionnaires 
used are directed towards the identification of critical failure factors for successful 
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implementation of SCMIS in the context of Indian automotive industry. It 
identifies perception of the respondents’ towards the Critical Failure factors in the 
implementation process of SCMIS.

The pretested questionnaire was given to 150 executives of two major Indian 
automobile companies namely – Maruti Suzuki India Ltd. and Honda Cars India Ltd. 
including their suppliers and dealers for their opinion on CFFs. The questionnaires 
were administered through e-mail and personal meetings with the executives of 
OEMs. However for dealers and suppliers, personal interviews were held and 2 
executives from each supplier and dealer expressed their opinion. The total of 10 
dealers in NCR and 1st Tier Suppliers were chosen for Maruti Suzuki India Ltd. and 
8 each were chosen for Honda Cars India Ltd. Table 2 shows the actual response and 
% response rate of the users of SCMIS. A total of one hundred and six respondents’ 
has responded to the questionnaires. The respondents expressed their opinions 
concerning the importance of subsequent factors for the implementation success.

The data was analysed in SPSS and the reliability was checked. A Cronbach 
alpha coefficient for the data was 0.83 which is greater than 0.7 and therefore it 
was acceptable.

Measurement of Severity for Each Barrier

To measure the severity of the barriers, an un-weighted summated scale was used, 
and was equal to the sum of all the responses of the dimensions for the related barrier 
by the respondent. The various variables are: OBsum which represents organizational 
barrier and is the sum of score given to nine dimensions OB1, OB2, OB3, OB4, 
OB5, OB6, OB7, OB8, and OB9.

Table 2. Response for the opinion on CFFs

S.No. Company Population Sample Actual 
Response

% Response 
Rate

1 Maruti Suzuki India Ltd. 260 52 34 65

1st Tier Suppliers 10 10 10 100

Dealers in NCR 10 10 06 60

2 Honda Cars India Ltd 310 62 42 68

1st Tier Suppliers 08 08 08 100

Dealers in NCR 08 08 06 67
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Thus,

OBsum OB
i

i

=
=
∑
1

9

	 (1)

All the dimensions are explained in Table 4. As seen above, the organizational 
barrier has nine dimensions and the range for each is from 1 to 5, then the range for 
OBsum is 9 to 45. High score will suggest higher severity of the barrier.

Similarly, FBsum represents financial barrier and is the sum of score given to 3 
dimensions FB1, FB2 and FB3.

Technical barrier is represented by TBsum and is the sum of score given to 8 
dimensions TB1, TB2, TB3, TB4, TB5, TB6, TB7 and TB8.

Further HBsum represents human barrier and is the sum of score given to 8 
dimensions HB1, HB2, HB3, HB4, HB5, HB6, HB7 and HB8.

PMBsum represents project management barrier, which is a sum of 6 dimensions 
PMB1, PMB2, PMB3, PMB4, PMB5 and PMB6.

Lastly, inter-organizational barrier variable is represented by IOBsum, which is 
the sum of score given to 6 dimensions IOB1, IOB2, IOB3, IOB4, IOB5 and IOB6.

For the comparison and ranking for each of the barrier, severity was calculated 
using the formula given in the study by Chaturvedi & Goyal (2012).
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Higher severity means high barrier to the successful implementation of SCMIS, 
therefore it was given highest ranking.

DATA ANALYSIS

Profile of The Respondents

Profile of the respondents for the study has been given in the table 3. Out of total 
106 respondents, 13.2% were female and 86.8% were male respondents. Based on 
number of years of work experience, 34% of the respondents had experience less 
than 5 years, 38.6% of respondents had an experience between 5 to 10 years and 
27.4% of respondents had work experience of more than 10 years.
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Barriers Leading to the Failure of SCMIS Implementation

Table 4 shows the various variables for the respective barriers. Non parametric 
analysis of the six barriers using summated score is done.

Table 4 shows ‘Organizational’ barrier with a mean, minimum value and maximum 
value of 34.94, 20 and 44, respectively. The standard deviation is 3.113. Likewise 
Table 4 also shows mean, minimum value, maximum value and standard deviation 
for all the ‘Barriers’ considered in the study. These scores cannot be compared since 
the number of dimensions in various barriers varies between 3 and 9. Therefore, 
each impediment is converted into severity score which is expressed in percentage 
as shown in Table 5. The Table 5 shows the severity score of organizational barrier 
as 72.06%, financial barrier has a score of 70.42%, technical barrier has 68.13% 
and human barrier has a severity score of 74.62%.

The barriers are arranged in the descending order on the basis of severity score. 
The Table 6 shows the ranking of the barriers. The highest rank with severity score of 
74.62% was that of human followed by organizational barriers with score of 72.06%.

DISCUSSION

The highest severity among the barriers is that of Human which is supported by 
Leon (2008) who stressed that system implementation is not a technology but a 
people project. According to the study 69%, 28% and 13% failure rate of the ERP 
systems is due to people, process and technological problems, respectively. The 
study by Khalifa (2013) on the barriers to health information system also concluded 
human barriers as a major challenge in the way of successful implementation of 
Electronic medical records. The findings from the study by Hawking et al., (2004) 
also reinforced ERP implementations as people focused projects which rely heavily 

Table 3. Profile of the respondents

Basis Frequency (n) Percentage (%)

GENDER
Male 92 86.8

Female 14 13.2

EXPERIENCE 
Less than 5 years 36 34.0

5-10 years 41 38.6

More than 10 years 29 27.4
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continued on following page

Table 4. Descriptive Statistics

Barrier Variables Mean S.D Min Max
1.

 O
RG
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N

IZ
A

TI
O

N
A

L 
(O

B
su

m
)

OB 1 Lack of top management support

34.94 3.113 20 44

OB 2 Lack of alignment between IT and 
organizational objectives.

OB 3 Organization not committed to change

OB 4 Poor BPR – failure to redesign business 
process

OB 5 Absence of readiness assessment before 
implementation

OB 6 Poor middle management support

OB 7 Perspective of SCMIS as just a technical 
system

OB 8 Unrealistic expectation

OB 9 Inexperienced consultants

2.
 

FI
N

A
N

C
IA

L 
(F

B
su

m
) FB 1 Huge investment

11.45 1.56 8 15FB 2 Unclear ROI

FB 3 Financial constraints for high cost of 
maintenance

3.
 

TE
C

H
N

O
LO

G
IC

A
L 

(T
B

su
m

)

TB 1 Inappropriate system integration

29.80 3.506 18 38

TB 2 Over reliance on heavy customization

TB 3 Poor data quality

TB 4 Lack of data standards

TB 5 Poor product selection

TB 6 Poor quality of testing

TB 7 Poor IT infrastructure

TB 8 Lack of data and information security

4.
 H

U
M

A
N

 
(H

B
su

m
)

HB 1 Lack of users participation

31.88 3.346 21 39

HB 2 Resistance to change

HB 3 Lack of sufficient training to end users

HB 4 Inadequate employee involvement

HB 5 Lack of employees motivation

HB 6 Users don’t understand the benefits of the 
system

HB 7 Ineffective communication with the users.

HB 8 Reluctance to use the system
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on change management for success. Further studies on information system indicate 
that failure is largely due to organizational and social factors, rather than technical 
factors (Fitzgerald & Russo, 2005).

Among the human barriers the most important is users’ resistance to change. 
Resistance to change is better understood by the concept of force-field analysis 
developed by Lewin Kurt (1951) as shown in Figure 4. According to him any change 
situation is faced by two opposing forces namely driving forces and resisting forces. 

Table 5. Percentage severity of the barriers

Barrier No of 
Dimensions

Mean 
Score

Max 
Possible 

Score

Min Possible 
Score Severity (%)

OBsum 9 34.94 45 9 72.06

FBsum 3 11.45 15 3 70.42

TBsum 8 29.80 40 8 68.13

HBsum 8 31.88 40 8 74.62

PMBsum 6 22.31 30 6 67.96

IOBsum 6 22.57 30 6 69.03

Barrier Variables Mean S.D Min Max
5.

PR
O
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C

T 
M

A
N

A
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EN

T 
(P

M
B

su
m

)

PMB 1 Lack of effective project management 
methodology

22.31 2.583 17 30

PMB 2 Lack of agreement on project goals

PMB 3 Lack of full time and balanced project team

PMB 4 High attrition rate of project team members

PMB 5 Lack of a project champion/ establishment of 
an inexperienced project manager

PMB 6 Too tight project schedule

6.
 IN

TE
R

 O
RG

A
N

IS
A

TI
O

N
A

L 
(I

O
B

su
m

)

IOB 1 Lack of trust between members

22.57 3.527 11 29

IOB 2 Lack of willingness to collaborate.

IOB 3 Technological incompetence’s within trading 
partners

IOB 4 Culture of the partner may not support 
sharing of the information

IOB 5 Lack of data standard consistency

IOB 6 Lack of long term relationship among chain 
members

Table X. Continued
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He points out that increasing one set of forces without decreasing the other set of 
forces will lead to conflict in the organization.

Therefore, it is better to reduce the resisting force rather than increasing driving 
forces which may otherwise further lead to increase in resistance. Thus, particularly 
lowering the resistance will lead to increase in user satisfaction. Thus change 
management helps in balancing of forces in the favour of change over forces of 
resistance (Obeidat et al., 2016). People prefer status quo as change produces anxiety 
and uncertainty. People resist change because of several reasons like rationale for 
change not clear, non-participation of the users in the change process, modification 
in the working relationships between people, no proper communication with the 
users, threat of job, power or status and benefits not adequate for the effort involved 
in learning. Change management is one among the most factors that led to failure 
in ERP implementation (Al-Shamlan and Al-Mudimigh, 2011, Trieu and Kuzic, 
2010). According to Trieu (2010) the elements of change management strategies 
is shown in figure 5. The employees usually do not resist technical change but it is 
the social change that accompanies it is resisted. Therefore at the outset it is very 

Table 6. Ranking of the barriers

Barrier Severity Rank

HBsum 74.62 1

OBsum 72.06 2

FBsum 70.42 3

IOBsum 69.03 4

TBsum 68.13 5

PMBsum 67.96 6

Figure 4. 
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important for an organization to understand the nature of resistance, before adopting 
any strategy for minimizing this resistance.

Overcoming resistance to change: The organizations should implement the 
strategies for minimizing this risk and should be competent enough to facilitate a 
smooth implementation of the system. The most frequently used strategies to overcome 
resistance to change are communication, user participation, user involvement and 
training.

Communication

In the study by Andersson (2016) communication patterns were explored and 
analysed to describe communication as a barrier in an interorgainisational ERP. As the 
organizations move towards integration with the outside world proper communication 
is imperative amongst the users, top management, project management team and 
leader. Communication is required in every phase, before, during and after the 
implementation. Proper communication should ensure that the users understand 

Figure 5. 
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the need and the benefits associated with the adoption of the inter-organizational 
system. Communication should be two way as well as open where employees are 
free to express themselves and give their feedback .Communication will reduce the 
uncertainty with the adoption of the information system and would diminish the 
concern about the threat of job, power or status.

User Participation and Involvement

According to Briolat and Pogman (2000), “user participation is advocated in order 
to discover

Users’ needs and point of view validate specifications, and hence build better IS 
for the Organization”. The users who participate in the planning and implementation 
stage of the system are less likely to resist the change. The users should be asked 
to give their suggestions and feedback in the process of implementation which will 
improve user understanding of the system. Thus it is very important to keep the 
users and other stakeholders motivated and actively involved.

Top Management Support

Top management plays an important role in reducing resistance to change. Formal 
and honest communication from the top management leads to reduction in the 
resistance to change. Employees and the Management acting in tandem as a team can 
alleviate the resistance. The Management can facilitate team spirit by empowering 
the employees and also create a conducive environment for the employees to 
accept change. They can also develop informal leaders who can become effective 
agents of change and also can practice soft coercion tactics to reduce resistance. 
Top management should assign sufficient resources to the change management 
and should act as a leader and not boss. Top management should establish reward 
system which would further reduce the resistance.

Education and Training

The recent literature suggests that education and training are critical for competitive 
advantage (Ram et al., 2014; Chien et al., 2014; Sudhaman and Thangavel, 2015). 
Education and training should be provided to the user so that he becomes comfortable 
with the system. Due to lack of training, users are uncomfortable to input or retrieve 
data from the system (Peng & Nunes, 2010) .The user will be reluctant to use the 
system or will not posses sufficient skill unless and until relevant training is imparted 
to him. Low-skilled and ill-trained staff represents a crucial barrier to the use of ERP 
systems (Sherer & Alter, 2004). It is very important to give hands-on training to 
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the user so that he gets a feel of it. There must be development of a formal training 
program to meet the system users’ requirements. Proper allocation of resources 
for the training should also be done. The training could be organized in-house or 
at the training centre where consultants could transfer knowledge to the technical 
personnel and end-users. Training is one of the most costly components of an ERP 
implementation project so the proper monitoring and evaluation should be done to 
ensure that the employees gain maximum knowledge and skillset.

CONCLUSION

The competition no longer exists between the companies, but it is between supply 
chains, this summarises the importance of supply chain in today’s global competitive 
environment. The firm must be competitive enough to survive and technology is 
being used as a competitive tool in the form of implementation of SCMIS. The 
integration of supply chain is being embraced by the business firms in order to 
reduce cost and fulfil the market demand efficiently and effectively.

The implementation of highly integrated supply chain is a challenging task, as it 
requires huge amount of resources, cooperation from suppliers/partners, commitment 
from top management, organizational change, and technical infrastructure. There 
is a strong evidence in the literature that implementation of Inter organizational 
systems were either not completed on time or didn’t bring about the planned effects 
and even exceeded their estimated costs.

This study aims to identify the impediments in the implementation of SCMIS. 
The impediments identified from the previous researches and discussions with the 
researchers, experts and practitioners in this field are organizational, technical, 
human, inter-organizational, project management and financial barriers. These 
six impediments were further divided into 40 dimensions and the severity score 
of each of the impediment was calculated. The highest severity factor is for the 
human barrier which is in line with the various previous researches (Khalifa, 2013, 
Fitzgerald & Russo, 2005; Hawking et al., 2004; Leon, 2008). Human barrier should 
be alleviated so as to have a successful implementation of the system. The major 
impediment is users’ resistance to change which can be reduced by proper and formal 
communication, top management support for change, users participation and proper 
training. Thus these systems should not be viewed as an IT implementation only 
but more as an organizational revolution which would transform the organization 
processes into more efficient and effective one.
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IMPLICATIONS OF THE STUDY

The contributions of the paper are important for industry practitioners, researchers 
and policy makers. The implementation requires huge investment and intensive 
research. With the clear understanding of the impediments the organizations can 
manage their resources in an efficient and effective way. Industry practitioners have 
not fully recognized the importance of such research due to a lack of understanding of 
technologies and their benefits. The impediments and their dimensions will provide 
a useful guide for industry practitioners who are planning to implement SCMIS 
in their organizations. The study can help them to improve decision making for 
successful implementation of SCMIS right from inception and subsequent realization 
of the enormous benefits like reduction of inventories, minimization of bull whip 
effect, cost saving, quality improvement, better coordination with the suppliers, 
more visibility of the information across the supply chain and greater competitive 
advantage that will accrue with right implementation.

Managers should streamline the business processes, manage the change carefully, 
understand the intrinsic complexities in the implementation of these systems, and 
increase the likelihood of implementing a successful system and achieve the desired 
results.

For the academic researchers the study form the basis of a more detailed 
examination of the subject related to the implementation of SCMIS. The proposed 
model can form the basis of deriving ‘performance metrics’ to give organizations a 
clearer picture of the benefits accruing from SCMIS. This study can encourage and 
enlighten policy makers to establish new training institutes and formulate policies 
in favour of SCMIS in the wider interest of the industries and improve the overall 
economy.

RECOMMENDATIONS

The recommendations for the managers to improve the success of SCMIS 
implementation in automotive industry are:

•	 For successful implementation, the focus should be on both product and 
process dimensions. Product dimension defines the efficiency of the system 
and process dimension provides the effectiveness of implementation process.

•	 Organization should effectively manage the change and all efforts should be 
made to make a smooth transition from the traditional to integrated systems 
across the organizations. For the smooth transition, the change should be 
managed at individual, workgroup and organizational levels.
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•	 People form the biggest hindrance to the successful implementation, therefore 
the organization need to minimize the resistance to change. Companies 
should adopt strategies such as clear communication, user participation, user 
involvement, and proper training to overcome the resistance to change.

•	 Organization should ensure that the users understand the need and the benefits 
associated with the adoption of the inter-organizational system through clear 
and proper communication.

•	 The users and other stakeholders should be motivated and actively involved 
in the implementation process. User should be involved in defining SCMIS 
needs. The user involvement will be helpful to get user requirements, better 
quality of the system, and finally lead to the increase in system usage.

•	 Organizations must develop a formal training program to meet the 
requirements of the system users. The management should allocate proper 
resources for the user training to be imparted to the users so that the user 
becomes comfortable with the system. The training should be organized in-
house or at the training center where consultants could transfer knowledge to 
the technical personnel and end-users.

•	 Support from the top management is very critical for successful 
implementation of SCMIS and they should not view it as a technological 
endeavor. Top management should assign sufficient resources and facilitate 
team spirit by empowering the employees, and create a positive environment 
for the employees to accept change.

LIMITATIONS OF THE STUDY AND 
FURTHER SCOPE OF RESEARCH

The major limitation of this study is its generalizability since the study was limited 
to two major players of the automotive sector, their suppliers and dealers of the 
NCR Region, India. The sample may not support the automobile industry of India in 
general. Secondly, the study does not include the views, opinions, and perceptions of 
software experts that are involved in the development of SCMIS from organizations 
like IBM, Oracle, and SAP. Thirdly, SCMIS implementation success was measured 
using perceptual measures because of difficulty in getting the factual data from the 
participating organizations. These limitations create ample scope of future research.

It is recommended that similar research studies should be conducted by taking 
a larger sample of organizations in automotive industry from other parts of India 
so as to include any other dimension whatsoever that might have been left out in 
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this study. Similar research should be undertaken for different sectors like retailing, 
pharmaceuticals, and petroleum as well for various organizational sizes like small, 
medium and large.

It would be beneficial if in future, research is conducted to find CFFs that are 
more industry-specific since certain CFFs like lack of top management support, 
inappropriate change management strategies, failure to redesign business process 
etc. are general failure factors for the implementation of any Information System. 
Further case studies can be undertaken in which longitudinal research should be 
done before and after the implementation of the system. This is to know the exact 
benefits the organization derives from the system. Future research can be undertaken 
where critical success and failure factors are linked to tangible benefits arising out of 
the system so that a clear ROI can be calculated for the system being implemented.
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ABSTRACT

Development of cities brings in overall economic growth of the country. As a result, 
cities are taking new shape with modern facilities to ensure development. In this 
perspective, Government of India (GOI) has announced to create 100 Smart Cities 
across different locations in India. In these Smart Cities, modern infrastructure 
would be created with introduction of modern 5G network systems. This network 
system is expected to bring in considerable improvements in the Smart Cities if the 
security and privacy issues involved in this system can be addressed. This chapter 
has taken an attempt to identify the critical success factors (CSFs) instrumental 
to improve this network system within the acceptable level of security and privacy 
vulnerabilities in Smart Cities of India. To identify the CSFs, different standard 
methods including questionnaire-oriented survey, brainstorming have been adopted. 
Interpretive structural modelling (ISM) methodology has been used to find out inter-
relationships among the CSFs along with identification of driving forces.
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INTRODUCTION

Urban setting has undergone radical change due to considerable development of 
Information and Communication Technology (ICT). As a result, cities are gradually 
assuming new shape with all modern and updated facilities including facilities 
of modern networking systems. These cities may be called Smart Cities where 
digitalized services are expected to be readily available. Naturally, in these cities, 
availabilities of strong and updated networking systems are to be ensured. India is 
also not lagging in this race of development. For this, Government of India (GOI) 
has already taken attempts to create 100 Smart Cities across different locations of 
India. However, complete creation of Smart Cities is in initial stage in India. For 
such creation, availabilities of all modern facilities including facilities concerning to 
networking systems are to be ensured (Lovehagen and Bondesson, 2013). The citizens 
of Smart Cities of India (SCI) would expect to enjoy robust, flawless, updated, quick 
networking facilities in this digitalized environment. Thus, to achieve this, the factors 
critical for improving the networking grid systems are to be identified and they are to 
be nursed properly. This work requires applications of modern techniques. Attempts 
are being taken to identify these Critical Success Factors (CSFs) instrumental to 
improve the networking systems with a focus on the security and privacy issues. It 
is pertinent to mention here that without ensuring proper protection to the security 
and privacy issues, desired results towards improvement of networking systems 
can hardly be achieved (Brown and Brudney, 2003). To identify the success factors 
critical to improve modern networking grid systems within the acceptable level of 
security and privacy issues, initially, attempts would be taken to detect relevant 
success factors (Nfuka and Rusu, 2010). To achieve this, several standard processes 
like questionnaire-based survey, brainstorming method and so on would be taken 
focusing due attention on security and privacy vulnerabilities within acceptable 
range. The procedural architecture for identifying CSFs in this context includes 
detection of success factors and then to filter those to detect CSFs. Once those are 
(CSFs) identified within the acceptable level of security and privacy issues, the inter-
relations among those CSFs are to be identified for better understanding. After that 
the driving factors from these CSFs are to be identified so that additional attention 
may be devoted to nurse and nurture the driving forces for betterment of the latest 
networking systems expected to be used in SCI.

The success factors are identified through different standard methods as mentioned 
above and those are set into a Systematic Model (Warfield, 1974). To establish 
interrelationships among those so-identified SCFs and to identify the driving forces, 
Interpretative Structural Modelling methodology (Singh et al., 2003; Ravi et al., 
2005; Raj et al., 2007) has been adopted. This ISM methodology is known to have 
brought in successful results in many places like Career Planning, Process Designing, 
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E-Commerce issues, Barrier Identifications and so on (Banwet and Arora, 1999; 
Rajesh et al., 2007).

In this background, this article has taken a holistic attempt to identify the CSFs 
for successfully establishing the latest 5G grid systems for the SCI with a focus on 
the security and privacy issues.

SMART CITIES AND SAFE DIGITAL SERVICES

It is expected that in the proposed SCI, the concerned authorities would continuously 
try to improve the modern digital systems by developing the smart grid networks. 
The authorities are scheduled to take sincere attempts to plug up any type of 
unexpected pilferage by tightening the security and privacy issues (Bartol et al., 
2011). Digitalization of SCI mainly lies on the updated applications of modern 
networking systems like 5G. The authorities of SCI are to take sagacious as well as 
sincere attempts so that the citizens of SCI do not unnecessarily face any unwanted 
impediment to use new networking systems due to ominous threat of security and 
privacy issues (Tripathy and Mishra, 2000). In the proposed SCI, the citizens are 
expected to use online systems for purchasing items with the help of modern digital 
grid systems. In this process, naturally, some personal data of the purchasers would 
be disclosed to the vendors. The purchasers will be expecting that their personal data 
would be kept secret absolutely and those would be never used for purposes other 
than those purposes for which they were disclosed. This is needed to be ensured 
through efficient information security management (Eloff and Von Solms, 2000) 
to be exercised by the authorities of SCI. This issue is associated with the culture 
of the vendors and in that respect, the authorities of SCI should be vigilant to 
appropriately train the vendors and even the purchasers to develop their reasonable 
cultural perceptions (Hofsted et al., 2010). Appropriate regulatory control, by 
systemizing and updating the legal frameworks, should be executed with good 
governance to mitigate these ailments (Kally, 1994). These security and privacy 
issues associated with the network grid systems to be used in SCI are apprehended 
to retard the digital systems to be used in SCI (Rashad and Noor, 2010). In the 
digitalized environment, the citizens of SCI are expected to utilize cloud platforms 
in their daily financial transactional activities including activities concerning to 
banking transactions. It would save their time and it would be done with ease if they 
are able to use the systems appropriately. They will hesitate to use the systems if 
they apprehend that the security and privacy of their personal data in such activities 
would be at stake (Baraskar et al., 2010). For ensuring proper protection of their 
personal data while involved in online transactional activities, the citizens are to be 
trained to follow proper guidelines (Yasin et al., 2012). In the context of security 
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and privacy issues for managing personal data sharing associated with networking 
activities, confidentiality, non-repudiation and integrity are perceived to be principal 
essentialities (Los Huertos, 2010).

Applications of appropriate technologies, enforcement of appropriate regulations, 
development of clear perceptions of the users would help address privacy invasion 
of the personal data through collaborative digital governance (Dawes et al., 2002). 
These discussions highlight that CSFs are to be kept within controlling limit to 
ensure protection of security and privacy issues in modern networking systems 
to be operated in SCI. In such scenario, some researchers wondered if such type 
of Smart Cities can really be created in India where there will be no security and 
privacy vulnerabilities (Hollands, 2008; Cosgerove, 2011). To establish effective, 
flawless 5G network systems in SCI, it is required to use such bandwidth appropriate 
to address the needs of the citizens in the advanced digital environment (Norris, 
2001; Odendaal, 2003). It is expected that security and privacy vulnerabilities will 
be there even for the cars plying in SCI with in-car wireless networks (Rouf et al., 
2010). These are required to be addressed. Many researchers have discussed the 
technologies and mechanisms to be adopted for ensuring protection of security and 
privacy vulnerabilities and tried to identify the CSFs that require proper nursing to 
improve the developed networking systems in Smart Cities (Jeberson and Singh, 
2011; Adel and Elmaghraby, 2013).

In this article, through questionnaire-based survey, brainstorming process (Isaksen 
et al., 2006) and through other processes, the CSFs have been identified and inter-
relationship has been detected along with identifying the driving forces by the help 
of Interpretive Structural Modelling (ISM) methodology (Chidambaranathan et 
al., 2009).

METHODOLOGY

There are many methods to identify CSFs concerning to use of modern networking 
system through grids within the acceptable level of security and privacy issues. In 
this study, three processes have been perceived to be appropriate to identify the 
CSFs. The three processes are as follows:

1. 	 Questionnaire-oriented survey
2. 	 Brain Storming
3. 	 Principal Component Analysis (PCA)
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QUESTIONNAIRE-ORIENTED SURVEY

This method includes preparation of a set of questions (questionnaire). The questions 
are framed in the form of statements. These are also called items. In preparing the 
questionnaire, the scale development architecture has been adopted. This includes 
step-by-step approach where opinion of experts is taken, pre-test is conducted and 
so on (Carpenter, 2018). Due regards are emphasized so that the questions are not 
controversial, there should not be any leading question and the readabilities of these 
questions should not be difficult. After preparation of the set of questions, those are 
sent to some potential and selected respondents for their feedbacks. The feedbacks 
are quantified by applying 5-point Likert scale procedure. In this way eventually 
22 questions have been prepared.

Towards selection of usable respondents (Sample), developers, enablers, thinkers 
and potential consumers have been targeted from different sectors. 28 firms from 
different parts of India have been chosen at random and 409 respondents have been 
initially targeted from those different sectors. The questionnaire was sent to them 
for their feedbacks in the usual way. They are to put one tick mark in one option 
out of five options in terms of 5-point Likert scale as already mentioned (Strongly 
Disagree (SD) has been marked as 1 to Strongly Agree (SA) has been marked as 
5). The 409 respondents were given one-month time to respond. Within scheduled 
time, 226 responses have been obtained. Here response rate is 55%. Out of the 226 
responses, 21 responses were found vague as opined by most of the experts. Here, 
either the respondents did not put tick mark in any option, or they put a tick mark in 
one particular option against all the questions. This is the reason for not considering 
those 21 responses. Eventually, number of usable responses was 205. The survey 
approach is within the acceptable range since the ratio between number of items and 
number of usable responses lie between 1:4 to 1:10 (Hinkin, 1996; Deb and David, 
2014). The details of 205 usable respondents are given in Table 1.

In this way, it was possible to identify 22 success factors needed to be focused 
for betterment of 5G network systems in SCI. The mean, median, and standard 
division (SD) of all the success factors have been estimated and shown in Table 2.

BRAINSTORMING

With the help of brainstorming method, attempts are taken to develop ideas emerging 
spontaneously from the group members involved in this process. This process includes 
attempts to intend for reducing the social inhibitions among the participating group, 
for stimulating new ideas and for enhancing the creativity of the group. In the instant 
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issue, 9 experts (5 from industry sectors and 4 from academia) were selected for 
the exercise of brainstorming. The experts gave ranking to each of the 22 success 
factors. Details are shown in Table 3.

However, the close relevance of the success factors and the subjective nature of 
the topic posed impediment to come to an unbiased conclusion through this process.

PRINCIPAL COMPONENT ANALYSIS (PCA)

This process is usually considered as a dimensionality reduction technique. The aim 
of this PCA is to realize the issue of interest. It also takes an attempt to discover 
new patterns among the relationship variables and to reduce the amplitude of focus 
by reduction of number of success factors in this context. The loading factors of all 
the success factors have been estimated. This process also estimated Eigen value, 
Variance along with Loading Factors. Those components possessing loading factors 
less than 0.707, which is the lowest acceptable value of loading factor, have not been 
considered (Borasso et al., 2010). By this way 16 Critical Success Factors (CSFs) 
out of 22 success factors have been selected. The results are shown in Table 4.

Table 1. Descriptive statistics of the sample

Segmentation Type of Sector No of Firms No of Respondents

Developers Telecom Equipment Manufacturer 4 23

Developers Mobile Operator 7 35

Developers R&D Org 3 8

Developers Academia N/A 7

Enabler Chip Manufacturer 1 3

Enabler Handset manufacturer 2 6

Enabler Sensor Device Manufacturer 2 6

Thinker Forums 3 18

Thinker Telecom Consultants N/A 6

Thinker Marketing Consultants N/A 12

Consumer The Individuals N/A 20

Consumer Digital Media Firms 2 7

Consumer Random People N/A 12

Consumer Banks 4 42

Total 28 205
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EXPLANATION OF THE CRITICAL SUCCESS FACTORS (CSFs)

End to End (E2E) Security in Hetnets

The modern network system is vast. It possesses different complex architecture. 
The heterogeneity character of network is massive. As a result, the entire concept 
to secure the modern network has undergone a drastic change. The security of 
modern networking systems demands microscopic action at every vulnerable 
point. Continuous security layer is to be ensured through the networking systems. 
This discrete nature of security issues related with modern networking systems 
have made the designers tremendously flexible for optimizing the requirements of 
security. The end users are expected to possess huge information if the users use 

Table 2. Critical factors summarization

Sr. No. Critical Factors Mean SD Median

1 Security as a Service 3.910 0.765 4

2 Isolated as well as Integrated Secure Network Slices 4.045 0.830 4

3 Signaling security and user plane security 3.330 0.770 4

4 Cognitive, Embedded and Adaptive Privacy Protection Features 3.255 0.845 3

5 Identity, Authentication & Data Management 3.845 0.842 4

6 Energy Efficient Security 3.690 0.915 4

7 Evolving Standards for Open Systems 4.345 0.773 4

8 Differentiated Security Protection 4.155 0.821 4

9 Seamless and Non-Disruptive Security Models 3.745 0.829 3

10 Service Trust Models 3.855 1.018 4

11 Leakage, Pilferage resistant networks 3.405 0.880 4

12 Privacy Information Management 3.155 0.910 3

13 Secure Connected Ecosystem 3.655 0.820 4

14 CIA 3.230 0.738 3

15 Breadth of Service for Customers 3.445 1.075 4

16 Privacy Information Management 3.595 1.020 4

17 E2E Security in HetNets 3.395 0.840 4

18 Durable and tensile security models 3.955 0.781 4

19 Elastic and scalable security architecture 3.505 0.783 4

20 Privacy Protection 3.380 0.710 3

21 Security for trusted Non 3GPP access 4.205 0.660 4

22 Operator Monetization 3.655 1.032 4
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IoT enabled devices. Hence, that information is needed to be kept secret. Thus, end 
to end security of heterogeneous network is required to be ensured in the discrete 
areas to the entire areas.

Elastic and Scalable Security Architecture

In the 5G networking environment, it is perceived necessary to consider a more 
flexible, dynamic, elastic and scalable security architecture. Protection of synchronous 
aspects is to be ensured. To achieve this, cell reselection RAN signaling systems 
are required to be placed close to the access system ensuring higher degree of 
independence from asynchronous security aspects. This would enhance the security 
handling mechanisms and would mitigate infringement of privacy of data of the 

Table 3. Ranking based on brainstorming

Sr. No. Critical Factors Ranking

1 Security as a Service 6

2 Isolated as well as Integrated Secure Network Slices 18

3 Signaling security and user plane security 7

4 Cognitive, Embedded and Adaptive Privacy Protection Features 13

5 Identity, Authentication & Data Management 8

6 Energy Efficient Security 20

7 Evolving Standards for Open Systems 10

8 Differentiated Security Protection 19

9 Seamless and Non-Disruptive Security Models 15

10 Service Trust Models 22

11 Leakage, Pilferage resistant networks 11

12 Privacy Information Management 21

13 Secure Connected Ecosystem 16

14 CIA 1

15 Breadth of Service for Customers 3

16 Privacy Information Management 17

17 E2E Security in HetNets 2

18 Durable and tensile security models 6

19 Elastic and scalable security architecture 4

20 Privacy Protection 5

21 Security for trusted Non 3GPP access 12

22 Operator Monetization 14
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users of SCI. The security network should be elastic to ensure wide protection. In 
brief, for protecting data, extensive elastic and scalable security architecture is to 
be ensured.

Privacy Protection

Coverage of service layer with the access layer and ensuring privacy of identity and 
of location are perceived to be the two salient protective requirements in the context 
of 5G network systems expected to be used in SCI. Latency requirements and use of 
multi-layer architecture have aggravated the security and privacy issues. To ensure 
protection on these issues, new technologies including SDN oriented authentication 
handover can be used. This use of SDN oriented authentication architecture would 
help to signify the complex protection mechanisms in the context of use of 5G 
networking systems in SCI within the acceptable level of security and privacy issues.

Table 4. Survey through PCA

Critical Factors Eigen 
Values Variance (%) Factor 

Loading

Security as a Service 6.232 12.990 0.825

Isolated as well as Integrated Secure Network Slices 5.435 11.329 0.817

Cloud Oriented Security 4.319 9.002 0.803

Cognitive, Embedded and Adaptive Privacy Protection Features 3.905 8.139 0.801

Identity, Authentication & Data Management 3.625 7.556 0.792

Evolving Standards for Open Systems 3.024 6.303 0.784

Differentiated Security Protection 2.863 5.967 0.775

Seamless and Non-Disruptive Security Models 1.765 3.679 0.775

Service Trust Models 1.543 3.216 0.765

Leakage, Pilferage resistant networks 1.436 2.993 0.752

Secure Connected Ecosystem 1.404 2.926 0.745

CIA 1.286 2.680 0.739

Breadth of Service for Customers 1.171 2.440 0.727

E2E Security in HetNets 1.012 2.190 0.718

Elastic and scalable security architecture 1.010 2.080 0.712

Privacy Protection 1.040 2.020 0.708
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Differentiated Security Protection

In SCI, the security demands would vary greatly for the service issues in the context 
of vertical industries. Light weight security would be needed to protect IoT enabled 
mobile devices (Chatterjee and Kar, 2018). Highly effective mobile security is needed 
to ensure protection to high-speed mobile services. The organizations would be 
able to establish virtual networks. It would be able to connect arbitrary end points. 
It would create multiple entry points along with creation of multiple backdoors. To 
ensure protection on all entry points, differentiated security protection architecture 
is to be ensured.

Evolving Standards for Open Systems

Higher degree of security arrangements is needed to be ensured for protections to 
the connected devices via HetNets. Provisions of open platforms for IoT and for 
5G are to be provided. In these platforms, software and hardware of multi-vendors 
would exist. In the context of use of 5G in SCI, the users want to ensure end-to-
end security. The 3GPP is already working with standardization of interfaces. The 
global bodies like SECAM, 3GPP, IEEE are needed to develop standard security 
frameworks for open systems.

Identity, Authentication and Data Management

IoT enabled devices are such devices which are embedded with many devices used 
for household activities, vehicular activities connected with Bluetooth and so on. In 
the 5G network operational systems, there are needs of identity management and of 
authentication management. These can be done by the appropriate use of Universal 
Integrated Circuit Card (UICC) and using Physical Unclonable Function (PUF) 
respectively. Data security is also needed to be ensured since using 5G network, there will 
be exchange of huge volume of data. In the era of environment of cloud infrastructure, 
security of data of the users in SCI is perceived to be another important issue.

Security as a Service

In SCI, security compromise can never be indulged at any level. Use of 5G networking 
systems in SCI involves use of IoT embedded devices. These devices are expected 
to be utilized by multifarious industries like healthcare industries, automobile 
industries and so on. If any security latches take place in these industries expected 
to function in SCI, the provider should instantly respond for treating the ailments. 
The service providers can ensure security of data by supplying SECaaS which can 
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address authentication issues, issues connected with anti-virus, and anti- malware. 
The service providers are needed to respond to address any case of security issue 
with zero delay.

Breadth of Service for Customers

Next Gen security arrangements offer an unprecedented protective mechanism for the 
customers. The service providers offer the customers all pervasive safety networks. 
However, the value of buck which is provided for protection of 5G is surprising. The 
scope of their security-related deliverables is expected to ensure security towards 
adoption of all modern devices in SCI including IoT enabled network devices. With 
discoveries of more secure IoT embedded devices, its use would be enhanced in SCI. 
If breadth of security devices is enhanced through use of 5G network, it would also 
provide security to the IoT embedded devices expected to be used in SCI.

Service Trust Models

Ultra-lean access design acts as an important ingredient of radio networking system 
to achieve higher efficiency. This mechanism acts to reduce all transmissions which 
are not directly concerned with the communication of users’ data. This ultra-lean 
design is highly essential for ultra-dense deployments having large number of network 
nodes. This design is considered as a significant component for delivering high 
network energy performance. This design offered by the service providers of 5G 
networking systems would derive high benefits to the end users and would provide 
an effective input to grow trust on the service providers for using 5G networks.

Secure Connected Ecosystem

Users are always disturbed by the problems of latency, call drop, and security loopholes 
in the networking systems. But, the 5G network systems automatically remove these 
problems by the design itself. Moreover, this 5G network system expected to be used 
in SCI uses NFD and SDN which provide tight security architecture by rendering 
greater data protection technique. This 5G network consumes less energy ensuring 
secure connected ecosystem.

Confidentiality, Integrity, and Authenticity (CIA)

Preservation of confidentiality, integrity, and authenticity is considered as a secret of 
success in the Information Security Management. These attributes should be there 
in 5G network systems. In SCI, there should be appropriate infrastructural facilities 

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



274

Critical Success Factors to Create 5G Networks in the Smart Cities of India

for the use of 5G networking systems with preservation of all the security aspects 
like confidentiality, integrity and authenticity that would help the citizens of SCI 
to fearlessly accept the 5G networks.

Isolated as Well as Integrated Secured Network Slices

For addressing issues of security of any shape in SCI, the service providers can use 
NETaaS. In this system, network slices can even be leased out on demand. This 
remedial measure is associated with the advanced concept of SDN and NDF. The 
authorities are required to put more sophisticated design of software of virtualization 
layer. This can ensure more secure isolated as well as integrated network devices.

Cloud Oriented Security

In SCI, it is expected that huge data will be generated using many modern devices. 
Management for providing security of these data needs help of Cloud Computing 
Infrastructure. Due to existence of many entry points, cloud is vulnerable, However, 
now, due to advancement of technology, many modern protective measures are being 
used to mitigate the threat in the context of security and privacy issues. Any abrupt 
attack on cloud infrastructure in SCI can bring in the SCI to stand still. Efficient 
programmability of SDN and cloud-friendly data encryption system should be used 
for ensuring cloud-oriented security.

Cognitive, Embedded and Adaptive 
Privacy Protection Features

Network sizes will lead to distributed, cognitive and programmable infrastructure 
that would provide efficient and flexible deployment of embedded and adaptive 
privacy protection solution. It would ensure protection of data in cloud storage. 
Embedded Universal Integrated Circuit Card (UICC) devices or use of Physical 
Unclonable Function (PUF) are expected to protect any untoward and unexpected 
privacy leakage. Homomorphic encryption may be used to ensure foolproof data 
protection in the environment of use of 5G networks in SCI.

Seamless and Non-Disruptive Security Models

5G network model can provide tremendous scope. Multifarious users’ profile including 
individuals’ profile to the profile of large business organizations functioning in 
SCI would be handled using the modern networking systems. This requires non-
disruptive and seamless integration of security aspects in the service layer as well 
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as in the application layer. Appropriate programmable infrastructure would be the 
main building block to develop such seamless and non-disruptive security model.

Leakage, Pilferage Resistant Networks

It is a fact that radio access is very much vulnerable in cellular network in the context 
of security and privacy issues. Different encryption algorithms can ensue security of 
data. However, in-built pilferage resistant network can bring in full-proof protection. 
Signaling confidentiality and integrity can be addressed by the NAS layer security 
mechanisms, but its actions are sometimes delayed which are otherwise considered 
inimical for the interest of the citizens of SCI. 5G system networks are supposed to 
be free from all unwanted delays. For this, the protective systems should be enriched 
with application layer security acting in parallel to network security layer.

ISM Methodology

ISM methodology takes an attempt to draw a hierarchical structure establishing an 
inter-relationship among the 16 identified CSFs. The methodology consists of the 
following steps:

1. 	 Construction of the Structural Self Iteration Matrix (SSIM)
2. 	 Construction of Reachability Matrix (RM)
3. 	 Carrying out level partitioning
4. 	 Clustering of Factors and
5. 	 Formation of the ISM

Now stepwise approach gives the results eventually.

Construction of the Structural Self Iteration Matrix (SSIM)

For expressing the inter-relationships among the 16 CSFs, 4 symbols have been 
used. These are V, A, X and O. These symbols provide different direction relating 
to the parameters i and j.

V is used for parameter i to lead to j
A is used for parameter j to lead to i
X is used for parameters i and j to lead to each other
O is used for parameters i and j when they are unrelated

Basing on these relationships, SSIM is developed and is shown in Table 5.
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Construction of Reachability Matrix (RM)

SSIM is transformed to Binary Matrix which is termed as Reachability Matrix 
by the substitution of the symbols V, A, X, O with binaries 1 and 0. For this, the 
following mechanism is used.

•	 For each (i, j) pair in the SSIM is V, the (i, j) pair in the reachability matrix 
becomes 1 and the (j, i) pair becomes 0.

Table 5. Structural Self Iteration Matrix

Sr. No. Critical Factors 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

1 E2E Security in 
HetNets V V V V V V V V V V V V V V V

2 Elastic and scalable 
security architecture V V O V V V O V O V O V V

3 Privacy Protection V V O O V V V V V V V V

4 Differentiated Security 
Protection V V V O V O V O V V

5 Evolving Standards for 
Open Systems V O V O V O V V

6 Identity, Authentication 
& Data Management V O V V V V V

7 Security as a Service X O V O V O V V

8
Isolated as well as 
Integrated Secure 
Network Slices

V O V O V V

9 Cloud Oriented 
Security V O V O V V

10
Cognitive, Embedded 
and Adaptive Privacy 
Protection Features

V V V V V

11
Seamless and Non-
Disruptive Security 
Models

V O V V

12 Leakage, Pilferage 
resistant networks V V V V

13 Breadth of Service for 
Customers A V V

14 Service Trust Models V V

15 Secure Connected 
Ecosystem V

16
Confidentiality, 
Integrity and 
Authenticity
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•	 For each (i, j) pair in the SSIM is A, the (i, j) pair in the reachability matrix 
becomes 0 and the (j, i) pair becomes 1.

•	 For each (i, j) pair in the SSIM is X, the (i, j) pair in the reachability matrix 
becomes 1 and the (j, i) pair also becomes 1.

•	 For each (i, j) pair in the SSIM is O, the (i, j) pair in the reachability matrix 
becomes 0 and the (j, i) pair also becomes 0.

Following the above rule, the Reachability Matrix (RM) is prepared and it is 
shown in Table 6.

Table 6. Reachability matrix

Sr. 
No. Critical Factors 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 Driving 

Power

1 E2E Security in HetNets 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 16

2 Elastic and scalable security 
architecture 0 1 0 1 1 0 1 1 1 0 1 0 1 0 1 1 10

3 Privacy Protection 0 0 1 0 1 1 0 0 1 1 1 1 1 1 1 1 11

4 Differentiated Security 
Protection 0 0 0 1 0 0 1 1 1 0 1 0 1 0 1 1 8

5 Evolving Standards for Open 
Systems 0 0 0 0 1 0 0 0 1 0 1 0 1 0 1 1 6

6 Identity, Authentication & 
Data Management 0 0 0 0 0 1 0 0 0 1 0 1 1 1 1 1 7

7 Security as a Service 0 0 0 0 0 0 1 1 0 0 1 0 1 0 1 1 6

8 Isolated as well as Integrated 
Secure Network Slices 0 0 0 0 0 0 1 1 0 0 1 0 1 0 1 1 6

9 Cloud Oriented Security 0 0 0 0 0 0 0 0 1 0 1 0 1 0 1 1 5

10
Cognitive, Embedded and 
Adaptive Privacy Protection 
Features

0 0 0 0 0 0 0 0 0 1 0 1 1 1 1 1 6

11 Seamless and Non-
Disruptive Security Models 0 0 0 0 0 0 0 0 0 0 1 0 1 0 1 1 4

12 Leakage, Pilferage resistant 
networks 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 5

13 Breadth of Service for 
Customers 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1 1 3

14 Service Trust Models 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 4

15 Secure Connected Ecosystem 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 2

16 Confidentiality. Integrity and 
Authenticity 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1

Dependence 1 2 2 3 4 3 5 5 6 4 9 5 14 6 15 16
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Carrying Out Level Partitioning

From the Reachability Matrix as shown in Table 6, reachability set, and antecedent set 
have been derived. After this, the intersection of these sets is identified considering 
all the CSFs and levels of different factors are identified. Those factors would occupy 
top level in the ISM hierarchy for which the reachability and the intersection sets 
are the same. Once the top factor is identified, it is removed from consideration. 
Same process is repeated for identification of the factor/factors for the next levels. 
This process, known as iteration process, is continued till the level of each of the 
CSFs could be identified.

The process is lengthy. But, for conceptualization, the 1st iteration is shown only 
in Table 7.

It appears from this table, which is Iteration 1, serial number 16 as shown in 
Table 5(SSIM), that is, Confidentiality, Integrity and Authenticity (CIA) occupies 
in Level-1. In this way, by the help of different iterations, all the CSFs are given 
different levels. In this way, it has been assessed that there are 8 levels where the 
8th level (lowest level) is occupied by E2E Security in HetNets.

Table 7. Iteration 1

Factor Reachability Set Antecedent Set Intersection 
Set Level

1 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 1 1

2 2,4,5,7,8,9,11,13,15,16 1,2 2

3 3,5,6,9,10,11,12,13,14,15,16 1,3 3

4 4,7,8,9,11,13,15,16 1,2,4 4

5 5,9,11,13,15,16 1,2,3,5 5

6 6,10,12,13,14,15,16 1,3,6 6

7 7,8,11,13,15,16 1,2,4,8,7 7,8

8 7,8,11,13,15,16 1,2,4,7,8 7,8

9 9,11,13,15,16 1,2,3,4,5,9 9

10 10,12,13,14,15,16 1,3,6,10 10

11 11,13,15,16 1,2,3,4,5,7,8,9,11 11

12 12,13,14,15,16 1,3,6,10,12 12

13 13,15,16 1,2,3,4,5,6,7,8,9,10,11,12,14,13 13

14 14,15,16 1,3,6,10,12,14 14

15 15,16 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15 15

16 16 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 16 1
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Clustering of Factors

The CSFs are compartmentalized into four clusters. It is shown in Figure 1.
Its implications are shown in the Table 8.

Formation of the ISM

With all the inputs derived from (i), (ii), (iii), and (iv), the final model could be 
structured. This is called Interpretive Structural Model (ISM) with reference to this 
study. This is shown in figure 2.

Besides, it appears that the CSFs occupy different levels in this model. The 
level-wise description of the CSFs is shown in Table 9.

DISCUSSION OF RESULTS

The ISM shows the blueprint in a hierarchical and sequential fashion distinctly 
highlighting the level of influence of each CSF. The ISM shows that the Confidentiality, 
Integrity and Authenticity (CIA) gets incremental benefits from the below seven 
levels. The practitioners would get food for their thinking regarding how full-proof 
security can be achieved by emphasizing the CSFs occupied in different levels in 

Figure 1. Dependence and driving power diagram
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the context of their weightage. This is a new type of research study. However, this 
study has given a lot of emphasis to identify the salient factors that would help to 
ameliorate the 5G network systems expected to be used in SCI within the acceptable 
level of security and privacy issues. The ISM shows that apart from E2E Security 
in HetNets, two other factors like Elastic and Scalable security architecture and 
Privacy Protection act as main driving powers for ensuring secure 5G networks in 
SCI. This also responds with the result of clustering in terms of 4th compartment 
of Figure 1 where these three CSFs are there. If these drivers (3 drivers) are made 
healthy and robust, it is expected that eventually it will be possible to ensure security 
in 5G network system expected to be used in SCI.

Table 8. Implications of clustering

Cluster No. Characteristics Significance

Cluster 1 Autonomous Factors These factors possess weak driving power with weak 
dependency. They are weakly linked with the system.

Cluster 2 Dependent Factors These factors possess weak driving power with strong 
dependency.

Cluster 3 Linkage Factors
These factors possess strong driving power with 
stronger dependency (In this study, no factor is seen in 
this cluster)

Cluster 4 Independent Factors (Drivers) These factors possess strong driving power with weak 
dependence.

Table 9. Level-wise description of CSFs

Level Number Name (s) of the CSFs

1 CIA (Confidentiality, Integrity and Authenticity)

2 Secure Connected Eco System

3 Breadth of Service for Customers; Service Trust Models

4 Seamless and Non-Disruptive Security Models; Leakage, Pilferage resistant networks

5 Security as a Service; Isolated as well as Integrated Secured Network Slices; Cloud 
Oriented Security; Cognitive, Embedded and Adaptive Privacy Protection Features

6 Differentiated Security Protection; Evolving Standards for Open Systems; Identity, 
Authentication and Data Management

7 Elastic and Scalable Security Architecture; Privacy Protection

8 E2E Security in HetNets
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LIMITATIONS OF THE STUDY

•	 For gathering feedbacks in the Questionnaire-based survey, 205 feedbacks 
have been considered and analyzed. This figure is meagre compared to the 
vastness of India.

•	 Inputs through feedbacks have been taken from Indian individuals. In India, 
Smart Cities have yet not been fully operational in the real sense of the term. 
Naturally, the feedbacks obtained from the respondents are the feedbacks 
obtained from the non-adopters. Hence, the feedbacks are predictive in nature. 
Generalization of this result might have invited some unwanted errors.

Figure 2. Interpretative Structural Modelling

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



282

Critical Success Factors to Create 5G Networks in the Smart Cities of India

•	 Different Smart Cities may have their own special type of complexity and may 
possess different specific challenges in the context of security and privacy 
issues. These diversities have not been considered in this study.

CONCLUDING REMARKS

The aim of this study is to identify the Critical Success Factors which would impact 
to ensure security and privacy vulnerabilities in the SCI in the context of use of 5G 
network. The blueprint drawn in sequential style through ISM clearly has demarcated 
different levels of importance of the CSFs in hierarchical manner. The ISM has been 
able to stratify the relative additive power of each of the CSFs in terms of the 8 levels. 
The extent of independence as well as of convergence has been laid out in explicit 
manner. The study has highlighted an effective and meaningful incremental benefit 
over different 7 specific levels that eventually adds to a secure and CIA compliant 
SCI. Though it is a fact that most of the salient specifications for evolution of 5G 
connecting grids in SCI are yet to be finalized, it is important that each aspect 
concerning to network has been designed considering the security vulnerabilities. 
The CSFs so identified are expected to provide effective inputs to the designers and 
developers to nurse and to ease out the finer points and to weed out the latches which 
might crop up in terms of issues of security and privacy vulnerabilities towards use 
of 5G networking system when SCI would be fully operational.
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ABSTRACT

Dynamic modularity is one of the fundamental characteristics of the human brain. 
Cooperative divide and conquer strategy is a basic problem solving approach. This 
chapter proposes a new subnet training method for modular neural networks with 
the inspiration of the principle of “an expert with other capabilities.” The key point 
of this method is that a subnet learns the neighbor data sets while fulfilling its main 
task: learning the objective data set. Additionally, a relative distance measure is 
proposed to replace the absolute distance measure used in the classical method and 
its advantage is theoretically discussed. Both methodology and empirical study are 
presented. Two types of experiments respectively related with the approximation 
problem and the prediction problem in nonlinear dynamic systems are designed to 
verify the effectiveness of the proposed method. Compared with the classical learning 
method, the average testing error is dramatically decreased and more stable. The 
superiority of the relative distance measure is also corroborated. Finally, a mind-
gut frame is proposed.
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INTRODUCTION

In the system of nature and human society, the operation mode of physical and 
virtual worlds is dominated by some basic rules and patterns. For instance, the 
macroscopic world exists and evolves in a harmonious and orderly manner due to 
the internal effect of Newton’s laws for the classical mechanics. The diversity and 
unity of the biology world have been determined by the principle of genetics in the 
life sciences and the determinism declared by Laplace has been terminated by the 
uncertainty in the microscopic world, etc.

Another important principle called “divide and conquer” has been confirmed 
by some discoveries in the brain-related sciences. Specifically, some researchers 
in neuroscience have found in human brain that there exist sparse connections 
between different neuronal groups where neurons are often densely connected 
and meanwhile that different response patterns are produced by the neuronal 
groups for different perceptual and cognitive tasks (Edelman, 1987; Fodor, 1983; 
Kandel, Schwartz, & Jessell,2000). These two phenomena are respectively called 
the structural and functional modularity. These modularity evidences suggesting 
that domain-specific modules are required by the specific tasks and that a variety 
of modules can be coordinated for more complex tasks have reflected the principle 
of “divide and conquer” and have motivated the development of modular neural 
network (MNN) (Farooq, 2000). Therefore, it can be deemed that the principle of 
“divide and conquer” has given birth to MNN.

With the social development and the progress in science and technology, an 
interesting phenomenon has been widely witnessed in various fields, such as talent 
cultivation, corporate development, and especially in biology. For instance, in the 
microscopic aspect, it has been found that a gene called Mesp1, the main controlling 
factor for the development of cardiovascular, can activate the transcription factors 
of the heart, guide the cardiac mesoderm formation, and prevent the stem cells 
from differentiating into other cell types. In addition, it plays an important role in 
the growth of the blood and skeletal muscle (Chan et al., 2013). In the macroscopic 
aspect, Rapamycin, which was previously a medicine for the treatment of immune 
rejection after transplantation, not only helps to prolong the life of yeast, worms, 
fruit flies and other invertebrates, but also can be used in the targeted therapy of 
tumor (Harrison et al., 2009; Ma et al., 2010).

In addition, this substance is even considered as the key factor in the evolution 
history of diverse species. Inspired by these discoveries, Wang et al. (2008) first 
proposed a principle called “an expert with other capabilities”, based on which 
a subnet training method in MNNs is then proposed by Wang and Wang (2012). 
However, few experiments have been carried out to test its effectiveness due to space 
constraint. Therefore, this paper is devoted to further describe this method and to 
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testify its performance with more delicate experiments. In addition, the distance 
measure used in Wang and Wang (2012) is replaced by a new one, which proves 
theoretically and empirically more effective in general cases.

The chapter is arranged as follows. The principles respectively initiating the 
research in MNNs and motivating the work of the authors are briefly introduced. 
Next, the recent advances in MNNs, reflecting the active research on MNNs, are 
introduced. Then, the MNN is illustrated in detail and a classical subnet training 
method in MNNs is introduced. Next, the principle of “an expert with other 
capabilities” is described in depth and then a new subnet training method as well 
as a specific algorithm are proposed. In addition, a relative distance measure is 
advanced and its superiority is theoretically proved. Then the authors present the 
performance of the proposed subnet learning method in the experiments associated 
with the approximation problem and prediction problem in dynamic systems. The 
superiority of the relative distance measure is also illustrated with the experiment 
results. Finally, this paper is concluded with some directions for future research.

RECENT ADVANCES IN MNNS

MNNs have been widely applied in many fields such as image recognition, systems 
identification and time series prediction (Caelli, Guan, & Wen, 1999; Melin & 
Castillo, 2007; Melin, Mancilla, Lopez, & Mendoza, 2007). A recent example of 
MNN in pattern recognition is introduced in Melin et al (2011) where a modular neural 
network consisting of three monolithic feedforward neural networks is designed for 
the face recognition by using the Sugeno integral with interval type-2 fuzzy logic as 
the integration method and its outstanding performance has been verified in ORL 
(Samaria & Harter, 1994), Yale and FERET benchmark face databases. To the best 
of our knowledge, the recent work in the pattern recognition by using MNNs has 
been mainly led by a group of researchers from Tijuana Institute of Technology and 
their latest result was reported in (Sanchez, Melin, Castillo, & Valdez, 2013) where 
a modular neural network, combined with a granular approach and optimized by 
a new multi-objective hierarchical genetic algorithm in terms of several important 
parameters, is used in the human recognition based on the database of human Iris 
(Institute of Automation, Chinese Academy of Sciences, 2002).The effectiveness 
and the advantages of MNN in human recognition based on benchmark ear and 
face databases is verified by Sánchez et al. (2017) . A hybrid model using modular 
neural networks and fuzzy logic has been designed to provide the hypertension risk 
diagnosis of a person (Melin, Miramontes, & Prado-Arechiga,2018).
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As an ensemble learning method, MNN has also been used in other problems. 
For instance, in Fernández-Navarro et al. (2013), neural networks are used as the 
base threshold methods in an ensemble approach based on negative correlation 
learning (NCL) (Wang, Tang, & Yao, 2009; Wang & Yao, 2010) to solve the 
ordinal regression problems. The diversity existing in different projections which 
are respectively generated by these threshold neural networks during training is 
promoted to ultimately improve the performance of ordinal regression classifiers. 
Additionally, a well-known problem within MNN has been studied in Coop et al. 
(2013). A feedforward neural network embedding an extra sparsely encoding hidden 
layer called fixed expansion layer (FEL) is designed to mitigate the catastrophic 
forgetting in parameterized supervised learning systems and a diverse set of FEL 
networks, which can effectively overcome the limitation of any single-FEL network, 
exhibited significantly higher accuracy in the presence of non-stationary inputs.

It is worth noting that MNN has been increasingly combined with machine 
learning methods. For instance, in Van and Wiering (2012), a structured multi-layer 
perceptron (MLP) is used as an evaluation function for the game Othello (Buro, 
2003). The modularity lies in that the opening board is divided by the game program 
into regions which are then respectively evaluated by the corresponding subnets. 
Furthermore, by using a special sparse network structure and a weight sharing 
strategy, the number of learning parameters in a variant of temporal difference (TD) 
learning algorithm (Samuel, 1959) is largely reduced to accelerate the learning 
process and the resulting player is superior to that based on the linear networks 
or fully connected neural networks and to that based on the evaluation functions 
evolved with evolutionary algorithms (Rechenber, 1971).

Furthermore, since Hinton et al. (2006) made a breakthrough in deep neural 
network (DNN) learning by proposing a hybrid learning strategy which has given 
birth to a new machine learning area called deep learning (DL), the combination of 
MNNs and DNNs becomes a promising direction given the recent research results. 
In Gehring et al. (2013), a deep neural network composed by multiple stacked auto-
encoders is applied to extract deep bottleneck features and then a deep belief networks 
(DBNs) (Hinton, Osindero, & Teh, 2006) is used to model successive windows of 
the bottleneck features by applying each neural network to the adjacent windows of 
features. The success of the modularity of these two tandem DNNs has proved the 
applicability of modularity to DNNs. Moreover, the catastrophic forgetting is also 
studied in modular DNNs. In Pape et al. (2011), by using a learning algorithm that 
adjusts the learning rate of each DBN module proportionally to the fraction of the 
best reconstructed samples, the proposed unsupervised modular DBN architecture 
is able to retain learned features even after they are removed from the training data, 
which shows that the modularity can enhance the adaptability of DNNs in complex 
situations.
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Another evidence can be found in Gatys et al. (2015) where the content 
representation of an arbitrary image is learned by some parts of a deep convolutional 
neural network (CNN) and then a new image is produced by combining this content 
representation with the style representation of a piece of art extracted by other parts 
of the same CNN, giving this ordinary image a visually appealing style of well-known 
artists, e.g., Van Gogh. Since the content is the key of an ordinary picture while 
the style is the soul for an artistic one, the new artistic image can be viewed as a 
successful trial of the functional modularity in the DNN framework. Most importantly, 
AlphaGo (Silver et al., 2016), which is developed by Google DeepMind and has 
beaten the world champion Go Lee SeDol in 2016, is undoubtedly a highlighted 
example of such tendency. Three deep convolution neural networks are used in 
AlphaGo. The successive training of them respectively yields a supervised learning 
policy, a reinforcement learning policy and finally a predicted value.

With these obtained policies, AlphaGo is able to evaluate the board position and 
its local computation capability is significantly augmented, hence effectively reducing 
the width and depth of the search tree in Monte Carlo tree search (Coulom, 2006) and 
finding the quasi-optimal paths in an acceptable time.A generic training strategy that 
incorporates anatomical prior knowledge into CNNs through a new regularisation 
model in (Oktay et al.,2018). A unified deep neural network is helpful in car license-
plate detection and recognition in natural scene images(Li,Wang,&Shen,2018).

MODULAR NEURAL NETWORKS

The modular neural network is one of the most important ensemble methods and 
tools (Seni & Elder, 2010; Wang et al., 2008; Wang, Xu, Zhou et al 2010; Wang, 
Zhang, Guo, Tao, & Liu, 2016). According to its definition in Wang et al. (2008): In 
the generalized sense, a modular neural network is a system composed by multiple 
neural networks which are relatively independent, mutually correlated and cooperative. 
These neural networks have individual specific tasks, relative independence and 
distinctive information processing patterns and styles. To be straightforward, the 
modular neural network is a system of neural networks connected in diverse manners, 
each of which is called a module and learns a part of the samples. Finally, the outputs 
of all the modules are integrated. This type of integrated neural networks can be 
cooperative or competitive. The so-called multi-neural network integration can be 
also unified in the above definition.

In fact, the information processing pattern of the modular neural networks is 
similar to the idea of problem solving adopted by the human teams, i.e., the task 
is first decomposed into several sub- tasks and they are then distributed to each 
team member who may be mutually cooperative and/ or competitive and finally the 
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decision maker integrates the opinions of different members or the members decide 
collectively by reaching unanimity through consultation.

The structure of a modular neural network in Wang et al. (2008) is depicted in 
the Figure 1 and it is associated with a wide range of application problems. Task 
distributor represents a certain algorithm/ method, e.g., clustering algorithm, which 
divides the training task to reduce the problem complexity and to facilitate the network 
training. Then, the data X processed by the task distributor are respectively sent 
to each subnet (Net 1, Net 2, ..., Net K) for training and the outputs of all subnets 
respectively multiplied by the corresponding connection weights are given to the 
decision maker whose output is as follows:

Y y
i

i

K

i
=

=
∑ η
1

	 (1)

where y
i
 and η

i
 are respectively the output of subnet i  and the connection weight 

between subnet i  and the decision maker.

Figure 1. Structure of a modular neural network
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Classical Subnet Training Method in MNN

The basic idea of training and testing algorithm used in (Wang et al., 2008; Wang, 
Shao, & Luo, 1998) for the MNN in Figure 1 is given as follows. First, the sample 
set is divided into the training set and the testing set. Then, the training set is clustered 
with fuzzy C-means Clustering method which functions as the task distributor and 
the center C

i
, i i K= ,...,  of each cluster is obtained. Then, K  subnets are constructed 

to train every class of the training set. After the training, each member of the testing 
set, i.e., testing datum, is sent into all the subnets and the output of the i-th subnet 
is y

i
. The membership degree of this test datum to the i-th subnet is denoted by β

i
 

and let β η
i i
= . Then, the integrated output for each test datum is computed according 

to (1). Finally, the sum of the absolute errors between the network outputs based on 
the testing set and the corresponding targets is used to evaluate the network 
performance which is a measure of generalization capability. In this paper, this 
algorithm is called Algorithm 1 for the sake of brevity.

Note that with the objective to minimize V d
ii

K

i
=

=∑ β2
1

, where

β
ii

K

=∑ =
1

1 ,d X C
i i
= −

2
	

and . stands for the Euclidean distance, the Lagrangian multiplier method is adopted 

to obtain β
i
. Specifically:

β β

β

i j i i

i
i

j
j

K

if d

d

d

otherwise

= = =

=











≠

=∑

1 0 0

1

1
1

,

	 (2)

for i j K, ,...,= 1 and j i≠ . Algorithm 1 shows the procedure.
This algorithm contains the procedures such as data clustering (Bi and Cochran 

2014; Chen 2016; Duan et al 2009, 2012, 2015, 2017; Li et al 2009; Shen and Ye 
2017), subnet training and error calculation and will be used as a reference algorithm 
for the comparison with the algorithm proposed in Wang and Wang (2012). It can 
be also seen that the connection weights differentiate with the distances between 
the testing sample and the cluster centers, so Algorithm 1 reflects the

idea of variable weight synthesis which has been firstly proposed in Wang (1985).
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Algorithm 1.

Step 1: The sample set is divided into a training set named TrainSet and a testing 
set named TestSet. TrainSet is clustered with fuzzy C-means method, generating 
K  clusters respectively denoted by S

i
with the center C

i
, i K= 1,..., .

Step 2: K  subnets, respectively denoted by NN
i
, i K= 1,..., , are constructed.

Step 3: The training performance index and training stopping criteria (such as 
certain value for performance index and maximum epoch) are set and then 
NN

i
 is trained by S

i
.

Step 4: Using (1), the outputs based on the samples in TestSet are calculated and 
the absolute error between these outputs and the corresponding targets is used 
to evaluate the generalization capability of the MNN.

SUBNET TRAINING METHOD BASED ON “AN 
EXPERT WITH OTHER CAPABILITIES”

Principle of “an Expert With Other Capabilities”

Apart from the principle of “divide and conquer”, another principle called “an expert 
with other capabilities” can be also used in the MNN. In this paper, this principle is 
defined as a strategy of being excellent in one aspect and meanwhile being capable 
in some other ones. For instance, this principle is very important for the survival and 
development of a variety of species. Specifically, according to the evolution theory 
proposed by Darwin, whether a creature can evolve microscopically in the positive 
direction depends on the extent of its adaptation to the environment, i.e., whether the 
creature can make the best of environment resources and eliminate its adverse factors 
and whether it can achieve a sustainable development in the co-system composed 
by the environment and itself. Therefore, its adaptation extent is an important factor 
determining its evolution direction. However, it has been proved in practice that it 
is rather complex to determine the adaptation extent of a specie to the environment. 
For instance, a population adapts well to the environment in the early stage while the 
characteristics which have helped them adapt to the environment gradually become 
the bottleneck hindering the maintenance of co-system when the environment has 
changed. For another example, a population develops in the early phase at the price 
of destroying the environment resources to promote its evolution while keeping the 
equilibrium of the co-system. However, once the destruction becomes excessive, the 
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adaptation was reversed, i.e., the former mutualism in the co-system became mutual 
antagonism, causing the population crisis. These two quintessential examples show 
that the adaptability has the following features:

•	 Decisive Factors: The adaptation extent determines the emergence of the 
characteristics for the positive evolution and the growth of a population;

•	 Time-variation or Dynamic Property: The adaptation of the same 
characteristic to the environment varies with time. In certain cases, it even 
results in an opposite result. In addition, when a characteristic causes the 
disequilibrium of the co-system, the adaptation is reversed;

•	 Dependence on Environment: The adaptation of certain characteristics 
of a population to different environment appears extraordinarily different. 
A population highly adaptable to a certain environment may be unable to 
survive when the environment changes.

It can be inferred that the principle of “an expert with other capabilities” is very 
promising to enhance the adaptability of one creature. The advantage of “an expert 
with other capabilities” is significant on account of its ability to resist the environment 
change. The adaptability of “an expert with other capabilities” is generally better than 
“an expert without other capabilities” and in some specific domains it outperforms 
“an ordinary person with no capability”. Meanwhile, it should be noted that the 
strategy of “an expert with other capabilities” has more training complexity, e.g., 
a person who not only expects to be an expert but also pursues other capabilities 
must spend more time in learning and training in comparison with the others who 
are satisfied with being an expert in only one field. Therefore, the strategy of “an 
expert with other capabilities” sacrifices the training complexity for a better effect 
and a higher quality including the adaptability to a large-scale environment.

Subnet Training Method Based on “an 
Expert With Other Capabilities”

Inspired by the adaptation strategy of “an expert with other capabilities” in the real 
world, Wang and Wang (2012) has primarily proposed a subnet training algorithm 
in the MNN. Its general idea lies in that the training procedure of the i-th subnet is 
not only based on the corresponding training set S

i
 as its main training set, but also 

on some other geometrically adjacent training sets S
iNEAR

 as the auxiliary training 
sets to reinforce the training. Therefore, the performance index for training the i-th 
subnet is rewritten as follows:
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F w e
m

e
x S x S NEARi i

( )= +
∈ ∈
∑ ∑2 21 	 (3)

where m depicts the importance of the auxiliary training set S
iNEAR

. The closer to 
S
i
 it is, the more important S

iNEAR
 is (the closeness can be measured with the 

absolute/relative distance). In fact, m  should be differentiated in the case of multiple 
auxiliary training sets. For instance, in the case of two auxiliary training sets, if the 
auxiliary training set closer to the main training set is assigned m , then the farther 
one should be assigned a value smaller than m . For the sake of simplicity, all the 
auxiliary training sets are treated equally and their importance is measured with the 
same value m  .

The subnet training algorithm, based on “an expert with other capabilities” was 
proposed in Wang and Wang (2012) and shown in Algorithm 2.Wang and Wang 
(2012) has proposed the subnet training method based on “an expert with other 
capabilities” with few experiments to test its effectiveness. As its subsequent research, 
this paper illustrates its advantages with more experiment results.

Levenberg-Marquardt (LM) Training Algorithm

In this paper, it is necessary to describe the LM algorithm which has been introduced 
in the neural network training by Hagan and Menhaj (1994) since this algorithm or 
its variants have been involved in Algorithm 1 and 2 in this paper.

In LM algorithm, the performance criterion is:

I e
w

x S

=
∈
∑ 2 	

which is the sum of quadratic errors e2  between the network output based on the 
samples x  in the training set S  and the target output. A more specific expression 
is as follows:

Algorithm 2.

Step 1: The sample set is divided into a training set named TrainSet and a testing 
set named TestSet. TrainSet is clustered with fuzzy C-means method, generating 
K clusters respectively denoted byS

i
 with the center C

i
 , i K= 1,...,  .
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Step 2: The main training set and the auxiliary training sets of the i-th subnet are 
generated. Specifically, in the case of single auxiliary training set, S

i
is the 

main training set and the nearest adjacent set to S
i
is chosen in 

S j K j i
j
, ,..., ,={ } ≠1 , as the auxiliary training set S

iNEAR
according to the 

absolute distances between the auxiliary training set and the major training 
set.

Step 3: Levenberg-Marquardt (LM) algorithm is used to train each subnet with 
performance index (3).

Step 4: The outputs of all subnets are integrated.
Step 5: After a certain operation period, the sample set is updated and then return 

to Step 1.

I w d o
kp kp

k

K

p

P

( ) = −( )
==
∑∑

2

11

	 (4)

where w w w w
N

T
= 


1 2

, ,...,  is a vector containing all the weights and biases to be 
updated and they can be orderly organized. Here, they are described in a general 
form and N is the total number of all the weights and biases. d

kp
 is the target value 

of k-th output associated with the p-th sample, o
kp

 is the actual value of k-th output 
associated with the p-th sample. K  represents the output dimension of the network 
and P  denotes the number of training data. The vector form of (4) is shown as 
follows:

I w E ET( ) = 	 (5)

where

E e e e e
K P KP

T
= 


11 1 1

,..., ,..., ,..., 	

is an error vector and e d o
kp kp kp
= −  for k K= 1,...,  and p P= 1,..., . The Jacob 

matrix J is defined as follows:
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In neural networks, the derivative of the error with respect to the weight is 
calculated with a chain rule. The weights of the neural network is updated as follows:

w w J J I J E
t t t

T
t t t

T
t+

−
= − +( )1

1
µ 	 (6)

where w
t
,J
t
,E
t
 respectively represent the weights, Jacob matrix and error vector 

at the t-th step. I is a unit matrix and µ
t
represents a learning rate. When I

w( )  

increases, µ
t
 will be multiplied by a factor α  while it will be divided by α  when 

I
w( )  decreases. When µ

t
 is large, LM algorithm is approximately reduced to the 

gradient descent method and it is close to Gauss-Newton method whenµ
t
 is small. 

The weights and biases are iteratively updated until the training objective function 
(4) falls below a threshold and then the training is terminated.

Subnet Training Method Based on “an Expert 
With Other Capabilities” and LM Algorithm

When the subnet training method based on “an expert with other capabilities” is 
used, LM algorithm should be modified. First, similar to (5), Equation (3) is written 
in the vector form:

′ ( ) =I w E ET 	 (7)

where:
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E e e e e
m
e

m
e

m
e

m
e

K P KP P K P P KP
=









′ ′ ′+( ) ′+( )11 1 1 1 1 1 1

1 1 1 1
� � � � � � 

 	

and e d o
kp kp kp
= −  is the k-th output error of the p-th datum. By comparing the 

expression of E  with (3), it can be seen that the number of samples in the main 
training set is ′P  and that in all the auxiliary training sets is P P− ′ . Then, the 
Jacob matrix is modified as:
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For the subnet training, the weights and biases are still updated according to (6), 
but J and E are respectively replaced by J  and E . Note that the objective of the 
subnet training algorithm based on “an expert with other capabilities” is not restricted 
to the minimization of the sum of quadratic errors as is shown in (3). Other performance 
indexes such as algorithm speed, algorithm robustness, and structural complexity 
are also suitable major/auxiliary objectives for the future research. In this paper, the 
auxiliary objective is the minimization of the sum of quadratic errors with respect 
to auxiliary training sets. Furthermore, other proper training algorithms such as 
genetic algorithm (Jiang et al 2009; Li et al 2011a,b, 2012), simulated annealing 
algorithm, etc., can be also used in the proposed subnet training method.

Relative Distance Measure

In Algorithm 1, an absolute distance is adopted and is calculated as d X C
i i
= −

2
 

where X  is a testing sample. This is effective and acceptable when the radii of the 
clusters are roughly equal. However, a relative distance measure is more rational 
when the radii of the clusters significantly differ. For instance, in Figure 2, the point 
X  is considered to be closer to the class A  if the absolute distance measure is used 
while the class B  is geometrically closer. If a relative distance measure is used, 
this point is apt to belong to the class B . Therefore, it is considered that a better 
performance can be obtained with a relative distance measure, which is calculated 
as follows:

d
d

i relative
i

i
− =

γ
	 (8)

In the above equation:

γ
i

i

ij i
j

S

S
X C

i

= −
−
∑1

2

1

	 (9)

where C
i
 is the center of the cluster S

i
 and S

i
 is the number of samples in the 

cluster S
i
. X

ij
 is the j-th sample in the cluster S

i i
γ is the radius of the cluster 

S d
i i relative−  is the relative distance between X  and the cluster S

i
.
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When the relative distance depicted by (8) is used, the membership degree β̂
i
 

of a testing sample to the cluster S
i
can be obtained by respectively replacing d

i

and d
j
in (2) with d

i relative− and d
j relative− :

ˆ , ˆ

ˆ

β β

β
γ

γ

i j i i

i
i

j

i j
j

K

if d

d

d

other

= = =

=

×












≠

=∑

1 0 0

1

1
1

wwise











	 (10)

It can be seen that including the relative distance in the membership β̂
i
 is 

equivalent to respectively multiplying the reciprocal of each d
j
 in the denominator 

of (2) with γ γ
j i
/  when d

i
≠ 0 . If γ

j
> γ

i
 and γ γ

k i
= for k i j≠ ,  and j i≠ , 

then the influence of 1/d
j
 is more significant and β̂ β

i i
< . If γ γ

j i
=  for j i≠ , 

then β̂ β
i i
= . If γ γ

j i
=  and γ γ

k i
=  for k i j≠ ,  and j i≠ , then the influence 

of the i-th cluster is augmented and β̂ β
i i
> .

From the perspective of information utilization, the relative distance measure 
contains more information than the absolute distance since it considers the impact 
of cluster radius. Intuitively, a cluster with a larger radius has a higher probability of 
containing new samples as well as a better robustness to the same change. Therefore, 
this measure is preferable for calculating the membership degrees of the testing 
samples to different clusters. When their radii are comparative, the difference in the 
membership is not evident. However, when these radii are significantly different, it 
is expected that the performance associated with the relative distance measure will 

Figure 2. Example for illustrating the rationality of relative distance measure
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be superior to the one related to the absolute distance measure. Additionally, with 
the increase of new samples, it is necessary to re-cluster the samples periodically 
so that the radius of each cluster can be more exactly approximated.

EXPERIMENT RESULTS

Some simplified notations are made before presenting the experiment results. The 
aforementioned Algorithm 1 and 2 are respectively denoted by A1 and A2. This 
subnet training algorithm with k auxiliary training sets is named as A2-k. The 
maximum number of auxiliary training sets is 3 in terms of the computational 
time. The Algorithm 1, i.e., A1, adopting the relative distance measure is named 
as A1-R. Similarly, The Algorithm 2 adopting the relative distance measure with k 
auxiliary training sets is named as A2-k-R. The structure represented by in-hidden1-
hidden2-out is composed by the input layer of in neurons, the first hidden layer of 
hidden1 neurons, the second hidden layer of hidden2 neurons and the output layer 
containing out neuron. Tan-sigmoid activation function is represented by “tansig” 
and the linear one is denoted by “purelin”.

The error for evaluating the performance of the modular neural network is 
calculated as follows:

Ê d o
ki ki

i

N

i

N

= −
==
∑∑
11

	 (11)

where N  is the number of samples contained in the testing set and K  is the 
dimension of the network output. d

ki
 is the target value of the k-th output for the 

i-th testing sample and o
ki

 is the actual value of the k-th output for the i-th testing 
sample. In addition, an average performance index is used for repeated experiments. 
Specifically, for the same algorithm, M = 10  times of experiments are executed 
such that the training data and testing data from the same distribution are different 
at each time but the number of testing samples is fixed at N = 500 , then the average 
performance is defined as:

ˆ ˆE
M

E
avg j

j

M

=
=
∑1
1

	 (12)

where Ê
j
 represents the error (11) in the j-th experiment.
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Performance of Subnet Training Method Based on “an 
Expert With Other Capabilities” Approximation Problem

Experiment 1: The testing model is:
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where x x x x x
1 2 3 4 5

0 0 5, , , , , .∈ 

 . The structures of all the subnets are 5-9-19-5 of 

back propagation (BP) type. The activation functions in the hidden layers are tansig 
and the ones in the output layer are purelin.The training objective for each subnet 
is set to 10-6 and the maximum times of training repetition is 2500 and the number 
of cluster is 10.First, 1700 uniformly random numbers of x x x x x

1 2 3 4 5
, , , ,  are generated. 

Then, 1200 training samples and 500 testing samples are produced and used to train 
and to test A1, A2-1, A2-2, A2-3. 10 experiments are repeated in the same way for 
m = 2 3 4 5, , ,  and the average performances of A1, A2-1, A2-2, A2-3 based on 
these 10 experiments are obtained according to (12) and shown in Figure 3. Figure 
4 exhibits the respective performance calculated by (11) in each experiment for 
m = 2 3 4 5, , ,  

Experiment 2: The testing model is:

y e x x x x x x x x x

y x x x x x

x x

1 2 3 4
2

5 6 7 8 9 10

2 1 2 3 4 5

1 2= ( ) + + ( )
= + + + + +

cos sin

xx x x x x
6 7 8 9 10
+ + + +








	

where

x x x x x x x x x x
1 2 3 4 5 6 7 8 9 10

0 0 5, , , , , , , , , , .∈ 

 .	

The structures of all the subnets are 10-15-31-2 of BP type. The activation functions 
in the hidden layers are tansig and the ones in the output layer are purelin.The training 
objective for each subnet is set to 10-6 and the maximum times of training repetition 
is 2500 and the number of cluster is 8.First,1700 uniformly random numbers of
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Figure 3. Average performance of A1, A2-1, A2-2, A2-3 for different m in Experiment 1

Figure 4. Respective performance of A1, A2-1, A2-2, A2-3 for different m in 
Experiment 1
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x x x x x x x x x x
1 2 3 4 5 6 7 8 9 10
, , , , , , , , , 	

are generated. Then,1200 training samples and 500 testing samples are produced 
which are used to train and to test A1,A2-1, A2-2, A2-3. 10 experiments are repeated 
in the same way for m = 2 3 4 5, , ,  and the averageperformances of A1, A2-1, A2-2, 
A2-3 based on 10 these experiments are shown in Figure 5. Figure 6 exhibits the 
respective performance calculated by (11) in each experiment for m = 2 3 4 5, , , .

Experiments 1 and 2 are both related with the approximation problem. According 
to the average performance in Figure 3 and Figure 5, these aforementioned algorithms 
are ordered in descending order as A2-3, A2-2, A2-1, A1 and this is not difficult to 
understand since within a certain range, “more capabilities” endows more advantages 
to the adaptation, i.e., the improvement in the testing performance in the paper.

Additionally, it can be seen from Figure 4 and Figure 6 that A2-3, A2-2,
A2-1 are more stable and significantly superior to A1 in terms of the performance 

with different m . Therefore, it can be concluded that the average performance of 
the subnet training algorithm based on “an expert with other capabilities” is better 
than that of A1 in the case of approximation problem. It can be also inferred that 
the increase in the number of auxiliary training sets in a certain range improves 
the average performance. In addition, the proposed algorithm has a more stable 
performance with few remarkable fluctuations.

Experiment on Dynamic Systems

Experiment 3: The testing model is:

y k
y k u k

y k
( ) =

−( )+ −( )
+ −( )

0 875 1 1

1 12

.
	

This is a nonlinear dynamic problem where the input sequence is u k U( ) ∈ −( )2 2,  

and y k( )  is a random number in the interval 0 1,( ) . y k −( )1  and u k −( )1  are the 

inputs, y k( )  is the output. The structures of all the subnets are 2-6-13-1 of Elman 
type. The first and second hidden layers both contain a regression link, i.e., the 
network is a diagonal neural network. The activation functions in the hidden layers 
are tansig and the ones in the output layer are purelin. The training objective for 
each subnet is set to 10-6and the maximum times of training repetition is 2000 and 
the number of clusters is 8.
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Figure 5. Average performance of A1, A2-1, A2-2, A2-3 for different m in Experiment 2

Figure 6. Respective performance of A1, A2-1, A2-2, A2-3 for different m in 
Experiment 2
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First, a sequence containing 3500 random numbers u k U( ) ∈ −( )2 2,  are generated 

and the sequence of y k( )  is obtained according to u k( )  and the initial value of

y k( ) . Then, the first 3000 random numbers in the sequence are used as the training 
samples and the remaining samples are taken as the testing samples for A1, A2-1, 
A2-2, A2-3. The average performances of A1, A2-1, A2-2, A2-3 based on 10 repeated 
experiments for m = 2 3 4 5, , , are shown in Figure 7. Figure 8 exhibits the respective 
performance calculated by (11) in each experiment for m = 2 3 4 5, , ,  . In addition, 
the average time for each subnet training algorithm is shown in Figure 9.

Experiment 4: The testing model is:

y k y k u k u k y k u k+( )= ( )+ ( )− −( )− ( ) ( )
−

1 0 9722 0 3578 0 1295 1 0 3103

0

. . . .

.. . .

.

04228 1 0 1663 1 1 0 03259 1

0 351

2 2y k y k u k y k y k−( )+ −( ) −( )− ( ) −( )
− 33 1 0 3804 1 1 0 1087 1 12y k u k y k y k u k y k u k u k( ) −( )+ ( ) −( ) −( )+ −( ) ( ) −(. . ))

	

This is a nonlinear dynamic problem where the input sequence is u k U( ) ∈ −( )1 1,  

and the twoinitial values of y k( )are random numbers in the interval 0 1,( ) . y k( ) , 
y k −( )1 , u k( )  and u k −( )1  are the inputs, y k +( )1  is the output. The structures 

Figure 7. Average performance of A1, A2-1, A2-2, A2-3 for different m in Experiment 3
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of all the subnets are 4-6-13-1 of Elman type. The first and second hidden layers 
both contain a regression link. The activation functions in the hidden layers are 
tansig and the ones in the output layer are purelin. The training objective for each 
subnet is set to 10-6 and the maximum times of training repetition is 2000 and the 
number of clusters is 6.

First, a sequence containing 2500 random numbers u k U( ) ∈ −( )1 1,  are generated 

and the sequence of y k( )  is obtained according to u k( )  and the initial value of 

y k( ) . Then, the first 2000 random numbers in the sequence are used as the training 
samples and the remaining samples are taken as the testing samples for A1, A2-1, 
A2-2, A2-3. The average performances of A1, A2-1, A2-2, A2-3 based on 10 repeated 
experiments for m = 2 3 4 5, , ,  are shown in Figure 10. Figure 11 exhibits the 
respective performance calculated by (11) in each experiment for m = 2 3 4 5, , , . In 
addition, the average time for each subnet training algorithm is shown in Figure 12.

Figure 8. Respective performance of A1, A2-1, A2-2, A2-3 for different m in 
Experiment 3
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The testing problems in Experiment 3 and 4 are respectively discussed in (Ahmed, 
1994; Wang, 2006). According to the results, it can be also seen that the subnet 
training algorithm based on “an expert with other capabilities” performs better than 
the classical training method and its stability is also observed. According to the 
average time for each subnet training algorithm in these two experiments, the proposed 
algorithm consumes more training time as is predicted. Therefore, the tradeoff 
between improved performance and the learning complexity is an important issue.

Although the main and auxiliary objectives of the algorithms based on “an expert 
with other capabilities” in these experiments are both related with the error, they 
are not constrained to this criterion. Other performances indexes such as algorithm 
speed, algorithm robustness, and structure complexity can be also used.

Performance of Algorithm Including Relative Distance

A relative distance measure is proposed in the paper to eliminate the deviation 
induced by the large difference in the radii among different clusters. In order to 
highlight its effectiveness, Experiment 5 is designed and then the performance of 
the proposed algorithm with the relative distance measure is studied.

Figure 9. Average time for each subnet training algorithm based on 10 experiments 
with different m
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Figure 10. Average performance of A1, A2-1, A2-2, A2-3 for different m in Experiment 4

Figure 11. Respective performance of A1, A2-1, A2-2, A2-3 for different m (in 
comform with Figure 10) in Experiment 4
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Experiment 5: All the conditions are the same with Experiment 3 except for the 
sampling range.First, a sequence containing 1000 random numbers 
u k U( ) ∈ −( )2 0,  and another sequence of 2500random numbers u k U( ) ∈ ( )1 4,  

are generated. Then, all y k( )  are obtained according to these 3500 numbers 

and the initial value of y k( ) , other manipulations are the same with Experiment 
3 and the average performance of different algorithms is shown in Figure 13.

It can be seen that A1-R, A2-1-R, A2-2-R, A2-3-R have respectively outperformed 
A1, A2-1, A2-2, A2-3, which indicates that the relative distance measure is preferable 
in the case of a large difference in the radius.

DISCUSSION AND CONCLUSION

More recent researches have proven the solid fundation of modulality of human brain. 
In a literature of 2013, the authors claim “that the emergence of dynamic functional 
connectivity,from static structural connections, calls for formal (computational) 
approaches to neuronal information processing that may resolve the dialectic 

Figure 12. Average time for each subnet training algorithm based on 10 experiments 
with different m (in comform with Figure 10)
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between structure and function.”(Park, 2013) . Moreover, the brain networks’ small-
world topology and the dynamic reorganization of its community structure lead the 
emergence of human’s general intelligence (Barbey, 2018).

An exciting advance in neuroscience is the mind-gut connection (Mayer, 2016; 
Sangjune Kim et al., 2019; Nicholas WB et al., 2017). Based on the mind-gut 
connection, we propose the following mind-gut computational framework:

Figure 13. Average performance of various algorithms for different m in Experiment 5

Figure 14. Mind-gut computational framework
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This chapter is devoted to the further research on the proposed subnet training 
algorithm based on the principle of “an expert with other capabilities” – a paradigm 
of the cooperative divide and conquer strategy in the modular neural network. In the 
experiments related with the approximation problem and the prediction problem in 
nonlinear dynamic systems, the proposed subnet training algorithm has been verified 
to be better and more stable than the classical subnet training method. In addition, it 
has been theoretically and experimentally proved that the relative distance measure 
can bring up high stability and significant performance improvement when the 
radii of the clusters containing the training samples are very different. The further 
research of this paper includes:

1. 	 The reduction in the training time and the improvement in the robustness as 
an auxiliary objective in the proposed training algorithm;

2. 	 A further consideration of different MNN structures so that the advantage 
of integrating various typical ideas for the problem solving can be better 
highlighted;

3. 	 The verification of effectiveness of the proposed method in some real- world 
problems.
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ABSTRACT

Designing various energy-saving routing protocols for real-time internet of things 
(IoT) applications in modern secure wireless sensor networks (MS-WSN) is a tough 
task. Many hierarchical protocols for WSNs were not well scalable to large-scale 
IoT applications. Low energy adaptive two-level-CH clustering hierarchy (LEATCH) 
is an optimized technique reduces the energy-utilization of few cluster heads, but 
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INTRODUCTION

The modern-secured-WSN is containing many sensor-nodes, tiny battery-powered 
gadgets. Their role intends observe, perceive and grasps the info from different 
ecological-objects and from environment and relay the sensed information securely 
(by security protocol) to a Base Station (BS) for further analysis (Visvanathan et al., 
2005). MS-WSN systems can be deployed in underwater, underground, Terrestrial 
and can used in multimedia, mobile, Bioinformatics and IOT applications. Since 
modern-secure-WSNs contain many tiny sensor-nodes with minimal energy, so, a 
routing mechanism has to layout for retaining energy of sensor-nodes in modern-
secure-WSN systems (Quang & Miyoshi, 2007). All the equipped sensors has to 
sense physical qualities like moisture, sound, luminosity, pressure, climate condition, 
humidity and transmit the possessed attributes to a central location called Base 
Station for further investigation(G.T. Shi and M.H. Liao,2005; Zheng et al., 2004).

Two-level-CH-LEACH method and LEATCH are the best hierarchical-routing 
method, which introduces aggregating the information; it’s a turning point in 
grouping routing techniques. Most of hierarchical-routing methods have drafted 
working on the perception of LEACH (Fu.C et al., 2013). As per figure 1, Cluster 
Head (CH) analysis with sensor estimation achieves powerful data communication 
with server to CH analysis. LEATCH protocol reduces the energy-utilization of 
few CH’s whose residual energy is low or is at a distant place from BS by setting 
Two-Level CH. Figure 1 represents the sample relay multi node communication of 
sensor network with routing.

Existing techniques use single hop transmission for which more energy 
consumption is observed. These transmission technologies work well on small-
scale networks because each CH is within the reach of BS (Venkataramana et al., 
2019). For large-scale networks, a CH is unable to transmit data to a BS due to the 
distance between them.

the LEATCH is not suitable for scalable and dynamic routing. For dynamic routing 
in MS-WSN, energy efficiency and event clustering adaptive routing protocol 
(EEECARP) with event-based dynamic clustering and relay communication by 
selecting intermediates nodes as relay-nodes is necessary. However, EEECARP 
cannot consider the hop-count, different magnitude ecological conditions, and 
energy wastage in cluster formation while collisions occur. So, the authors propose 
the modified EEECARP to address these issues for better dynamic event clustering 
adaptive routing to improve the lifetime of MS-WSNs. The experimental outcomes 
show that proposed protocol achieves better results than EEECARP and LEATCH.
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LEATCH is a revised technique based on LEACH technique; CH election and 
formation of cluster is similar to LEACH, but the average_energy of all nodes 
in the cluster is greater than the current-energy of elected Cluster-Head or the 
average-distance of all nodes to BS is lesser than the distance of CH to BS, then 
select the maximum energy node as the secondary Cluster-Head for same cluster 
(Venkataramana et al., 2016).

For large-scale WSNs, APREES (Quang & Miyoshi, 2007) and EEECARP 
(Venkataramana et al., 2017) are best dynamic event routing hierarchical methods, 
which introduce relay-node communication in an effective manner. However, 
EEECARP cannot consider the hop-count, different magnitude ecological conditions 
and energy wastage in cluster formation while collisions occur.

So, the authors propose the modified EEECARP to address these issues for 
better dynamic event clustering adaptive routing with load balancing of nodes for 
improving the lifetime of Modern Secure-WSNs (Venkataramana et al., 2017).

The rest of article summarizes as: later Section summarizes the related work. 
Next Section outlines the proposed system design and implementation process. In 
the next Section outlines the performance of proposed approach with LEATCH and 
EEECARP in computer simulation. In the final Section encapsulates the conclusions 
of the proposed protocol.

RELATED WORK

LEATCH (LEACH with Secondary/Additional Cluster-Head) is a revised technique 
build on LEACH Method (Venkataramana et al., 2016); the techniques of CH 
identification, construction of cluster are similar to LEACH method. Whenever the 
current energy of CH is less than the average-energy of all nodes in the cluster, that is

Figure 1. Representation of hierarchal clustering for WSNs with relay nodes
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E E
cur avr
< , where E E i

avr i

N

cur
= ( )=∑ 0

	 (1)

Or the distance between the CH and BS is greater than the average distance 
(average of all node’s distances to BS), that is

d d
avr

< , where d d
avr ii

N
=

=∑ 0
	 (2)

In this situation,

Case 1: the algorithm will selects highest energy node as a secondary Cluster-Head.
Case 2: If E E

cur avr
≥  or d d

avr
≤ , then no need to select another CH.

As per Case 1, additional CH duty is to collect and aggregate the information 
from the common nodes (Setup Phase) and transmit the fused information to primary 
Cluster-Head (Steady-state phase). Then the primary CH did the Steady-state phase 
(Venkataramana et al., 2016). As per Case 2, the Cluster without additional CH, the 
primary CH will take of Setup and Steady state phases.

In LEACH technique, all sensors are distributed randomly into ‘n’ clusters, if 
the number of clusters is very small, each CH suffers from heavy load so that the 
corresponding cluster will die soon due to energy drain; that will effects the network 
lifetime (Heinzelman et al., 2000). So, the scalability of LEATCH is very poor, i.e.; 
for large-scale wireless sensor networks LEATCH is not suitable.

For large-scale MS-WSN, the EEECARP is more suitable because it provides 
dynamic event handling, multi-hop transmitting in network. For multi-hop routing, 
EEECARP will choose the highest residual energy common node and nearest to 
the BS as Relay-node to deliver the fused information to the BS (Venkataramana 
et al., 2017).

As per EEECAPR, the Figure 2 depicts the dynamic data routing path when an 
even occurs at every place in the network, considering RN1, RN2 and RN3 as relay 
nodes. The routing path is CH-RN1-RN2-RN3-BS almost equal to straight line.

SYSTEM DESIGN AND IMPLEMENTATION

Proposed Simulation Model

•	 Sensor-nodes are stationary. In our approach, authors have to maintain 
dynamic node event handling for WSN nodes. The BS is distant from the 
nodes and is fixed.
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•	 All the Sensor-nodes having same communication/processing capabilities & 
energy constrained since they are still not monitored after deployment. So 
charging of battery may not be possible.

•	 Every Sensor node equipped with stable levels of transmission power and 
will maintain their residual energy.

•	 All Sensors and the BS are not able to communicate directly. To know the 
distance between the sensor-node and the BS, authors assumed that the 
beacon messages are broadcasted to all Sensors from the BS. Every Sensor-
node able to calculate the distance from the BS by using Received Signal 
Strength Indication (RSSI) (Bahl. P & Padmanabhan. V, 2002) when they 
received a beacon message from BS.

Implementation Process of Modified EEECARP

The process of modified EEECARP is classified as two stages for every round.

1. 	 Clusters Formation and Cluster Head selection
2. 	 Data Communication between CH to BS selecting Relay-nodes.

Clusters Formation and Cluster-Head Selection

Originally, every node is in sleep state to conserve the battery power in the entire 
network. Whenever any event occurs throughout the network, the neighboring nodes 
activated and sense the specific attributes. Based on the value of the sensed attribute 
value; some times its greater than or sometimes it is lesser than the threshold (pre-
defined), then the particular nodes run a process to construct a cluster and elect a 

Figure 2. Data routing hierarchy implementation with route request and Relay-node 
selection in WSN.
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CH. All nodes in the cluster broadcast REQ_CLUSTER message to their neighbors. 
That REQ_CLUSTER contains the Identification ( ID i( )), Sensed attribute ( I i( ) ) 
and the residual-energy (E i

res ( )) of ith node. (Assumed that one sensor node can 
sense only one type of information).

REQ CLUSTER ID i E i I i
res

_ { , , }( ) ( ) ( ) 	 (3)

During the time-period t1, every sensor-node receive REQ_CLUSTER message 
from each node within the Cluster after setting their timer to t1 and executes the 
function below:

F i E i I i
CH res( ) = ( )× ( ) , such that i ∈ X 	 (4)

In case if a sensor node can sense more than one type of information, then 
Cluster-Head function as below:

F i E i I i
CH res k

k

n

( ) = ( )× ( )
=
∑
1

, such that i X∈ 	 (5)

Max F i
i X
set as

Cluster Head
CH ( )

∀ ∈ 	 (6)

Where X - set of activated sensor-nodes by an event.
The Maximum Max F i

CH ( )  sets itself as the CH, when the timer t1 expires. The 
CH save all nodes IDs of activated nodes and generates the TDMA Schedule (P. 
Gupta & P.R.Kumar, 2000; Heinzelman.W et al., 2002) to set of all the nodes(X) 
to transmit perceived information to Cluster-Head. The TDMA schedule avoids the 
collisions in transmission of data and maintains the sync between the nodes in the 
same clusters. The other nodes wait for TDMA schedule from the corresponding 
CH and sets as non-CHs. Meanwhile, these nodes in sleep state to save their battery 
power for own data transmission. The flow chart of Stage-1 is depicted in Fig. 3. 
The algorithm ensures that the selected CH has the maximum residual energy and 
is nearest to the event.

But the REQ_CLUSTER is an asynchronous message, so collision will be there 
resulting in energy wastage. Here the EEECARP cannot consider the collisions 
when an event occurs, all the sensor nodes send REQ_CLUSTER message to other 
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nodes in the cluster. Modified EEECARP try to solve this problem by considering 
different cases.

Case 1: Authors assumed that among the activated sensors nodes at least two 
sensors will exchange REQ_CLUSTER message without collision, so that 
cluster will form.

Case 2: in the worst case, if the cluster is not formed means the number of collisions 
is Maximum. In this case, when the time period t1 expires, the algorithm takes 
another time period t1 to send REQ_CLUSTER message as the event lasts long.

In our simulation, retransmission of broadcast message is acceptable because 
broadcast packet size (25 bytes) is very much small compared to data packet size 
(500bytes).

Hence, later during transmission, TDMA was implemented to avoid collisions 
because retransmission of data packets consumes more energy.

Case 3: if energy efficiency has to be increased collisions must be avoided. Hence 
as an extension of the work researchers can implement Carrier Sense Multiple 
Access (CSMA) (can be 1-persistent, non-persistent or p- persistent) during 
the cluster formation stage.

If further energy efficiency has to be enhanced, researchers can implement Carrier 
Sense Multiple Access with Collision Avoidance (CSMA/CA).

In this case, authors did not consider collisions during CH formation; later during 
transmission TDMA was implemented to avoid collisions.

When an event occurs, all the nearby nodes sense the same event with different 
values. Then these nodes start broadcasting REQ_CLUSTER and wait for the same 
from the remaining nodes until the time period t1 expires. From the set of parameters 
in REQ_CLUSTER message, ID i( ) is the identity of the node which sensed the 

event. Hence, every node will receive different ID i( )and aware of other nodes that 
sensed the same event. After time period expires, no node will wait to receive 
REQ_CLUSTER and algorithm starts selection of Cluster-Head.

But when an event continuous, then non-CH nodes have to send information in 
its every TDM slot continuously. When another event occurs in the same activated 
area, it will restart the same process by sending REQ_CLUSTER. For this new event, 
the previous CH will not be selected as Cluster Head because the previous CH will 
consume some energy for Data communication (Aggregation and communication 
to BS). So, the previous Residual Energy (E

res
) of previous CH will be low. Hence 

new CH will be selected.

 EBSCOhost - printed on 2/8/2023 9:09 PM via . All use subject to https://www.ebsco.com/terms-of-use



325

An Experimental Analysis of Modified EEECARP

Note: Our experimental work was carried on events where I i( )  is higher value 
because, in most of the applications, the sensed values must be highest magnitude 
value will be considered. In some applications the sensed value I i( )  has to be low, 
then modifications have to be done on lowering the Threshold value as well as a 
condition for cluster head selection given in as per Equations (5) and (7)

Min F i
i X
set as

Cluster Head
CH ( )

∀ ∈ 	 (7)

Furthermore, the Stage-1 used one type of message to form clusters and elect 
Cluster-Heads. By this lightweight modified-EEECARP, authors can minimize the 
overhead-messages and data-packets transported from nodes to CH. The Stage-2 
will portray this.

Figure 3. Flow chart representing Stage-1
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In our work, authors assumed that when an event occurs, the event lasts long for a 
period of time where the sensors no need to sense continuously and meanwhile, the 
sensor nodes can switch-off their radio signal except during their own transmission 
time slot. Slot is a TDMA time slot of node during data transmission phase. When 
event occurs, the sensed event attributes are few in number when compared to the 
number of sensor nodes deployed in the network. The CH should turn-on their 
radio device to receive sensed info forward by nodes within the cluster. The major 
point is that the nodes near the event are grouped as cluster and remaining nodes 
still in sleep state i.e. turn-off their radio receiver to preserve their energy. So, the 
broadcast phase should also consume less energy due to minimal distance between 
sensing nodes and CH.

Data Communication Between CH to BS Selecting Relay Nodes

Because of the large-scale MS-WSN, the CH cannot transfer the aggregated 
information to BS directly. So that some intermediate nodes to be act as relay nodes, 
which can receive the aggregated information from CH and forward to BS. Otherwise, 
the intermediate node to select another intermediate node as relay to depends upon 
the scalability of network. The data transmission phase composed as three activities.

1. 	 Collecting data within cluster
2. 	 Performing data aggregation
3. 	 Identifying optimal relay-nodes and constructing a route

Second Stage of modified EEECARP is similar to that of EEECARP 
(Venkataramana et al., 2017). The selection of Relay-node in EEECARP is not 
considering the hop count and overloading when more number of events occurs in 
same activation part in the network. Modified EEECARP is tried to address these 
issues by calculating hop count. When any Relay-node is overloaded, our modified 
EEECARP protocol select another node as Relay-node based on the below criteria.

1. 	 The next highest residual energy and
2. 	 Next nearest to BS

Our proposed protocol is an adaptive routing protocol. Hence, even though the 
events are happening in one part of the network only, the cluster formation, CH 
selection and route are different. When compared with static routing protocol or 
direct routing our protocol is energy efficient.
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When an event occurs in any activation area the number of hops always depends 
on the number of Relay nodes (r) only. Because the non-cluster-head initially 
communicates with its cluster head and thereafter hops are carried through relay 
nodes to the base station of the MS-WSN. So, the average number of hops required 
on a WSN with ‘r’ number of relay nodes is (r+2).

Figure 4. Flow chart representing Stage-2

Table 1. Relation between No. of relay nodes and hops

Sl. No No. of Relay Nodes No. of hop(r+2)

1 0 2

2 2 4

3 4 6

4 10 12

5 15 17

6 20 22
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SIMULATION EVALUATION

The proposed Modified EEECARP carried out using NS-2 platform (NS-2, 2008). 
LEATCH and EEECARP protocols are also implemented for comparing with 
modified protocol large-scale MS-WSN. Evaluation of all three protocols was done 
using QoPML process (Venkataramana et al., 2016, April).

The Parameters considered in the simulation as well as EEECARP protocol 
(Venkataramana et al., 2017). Authors change the network simulation area in our 
experiment depending on the nodes (He,T & Stankovic.J, 2003). Modified EEECARP 
protocol mainly concentrates for better dynamic event clustering adaptive routing with 
load balancing of nodes for improving the lifetime of Modern Secure-WSNs. Our 
main goal is to minimize the energy consumption of MS-WSN measuring number of 
living nodes present in network. The authors consider the every sensor node initial 
energy is 2 J after deployment. The rate of Data Frames is set to 30 in each round.

Experimental Results

The authors examine the recent contribution of efficient energy consumptions with 
efficient packet delivery ratio and collection of nodes with simple data transmission 
in MS-WSNs. For that, authors are taking 22 nodes sample network application as 
shown in following figures.

In the above figure 5 displays the formation of Network as per the proposed 
Network model. The main aim of modified protocol is to find perfect multi-path to 
transfer the fused information to the distant remote BS considering the overloading 

Figure 5. Network simulation of stage-1
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two criteria of Relay-nodes. Then authors need to select a Cluster-Head when an 
event is occurred in the network is called as activation part, the nodes surrounding 
the activation part are activated and sense the specific attributes. If value of specific 
attribute is more than the threshold (pre-defined), then those sensors execute Stage-1 
process.

In the above figure 6 shows Cluster-Head formation and Cluster formation for 
efficient data Transmission and Communication between nodes.

In the figure 7 shows collecting data within the cluster, performing data aggregation 
and identifying relay-nodes and generating a route as per Stage-2. In Stage-2, the CH 
transmits the data packets by selecting the Relay-nodes intern pass these data packets 
to BS with a multiple hop route, rather than send the data packet directly to the BS.

To evaluate the parameters of the load balancing in terms of living nodes, efficient 
energy utilization in terms of total residual energy, authors used 22 nodes in our 
simulation process consistently spread over a 500m square region. The BS placed 
at [250, 600] co-ordinates, and 100m far away the nearby sensor node. According 
to our proposed approach, it has the dynamic simulation in topology maintenance, 
for that; initially, the energy of each node in the network is assumed as 10J. The 
energy consumption of each node in milliJoules (mJ) according to the number of 
packets transmitted.

Using LEATCH, the number of Cluster Heads (K) has to define because irrespective 
of occurrence of an event, clusters are formed. Where as in Modified EEECARP a 
cluster is formed at a place where an event occurs.

Figure 6. CH formation and cluster formation for efficient data transmission and 
communication between nodes
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Hence the comparison between LEATCH, EEECARP and Modified EEECARP 
is only possible in terms of Energy Utilization and load balancing parameters as 
given in tables 2 and 3, with respect to K value the comparison is not possible.

The energy consumption of all three protocols for every 10 rounds is shown in 
table 2. As per the results, the LEATCH gradually increases the energy unitization 
of the network in every 10 rounds. EEECARP is also consumes slightly more 
energy compared with LEATCH. Whereas modified EEECARP outperforms steady 
energy utilization even for every 10 rounds till the end of the simulation. As per 

Figure 8. Cluster-Head formation in each node in data transmission

Figure 7. Relay node selection & data transmission with different Relay nod
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the experiment, modified EEECARP consumes almost same energy compared 
with after 10 and 60 rounds; that’s an indication of load balancing is done in the 
network excellently.

Load balancing is a major issue when evaluate performance of MS-WSN 
concerning of Stage-1 and Stage-2. In modified EEECARP, authors slightly modify 
the relay node selection in Stage-2 of EEECARP to improve load balancing all 
sensor nodes in network.

For Load Balancing (no. of alive nodes after fixed number of rounds), for every 
periodic intervals of time, the CH has to calculate

1. 	 Read the residual energy and distance with respect to BS

Figure 9. Each node’s energy consumption for data transmission in WSN

Table 2. Energy consumption analogy of LEATCH, EEECARP and Modified 
EEECARP

No. of Rounds LEATCH EEECARP Modified EEECARP

10 5.82 4.35 3.82

20 4.81 4.45 3.73

30 6.5 4.2 3.63

40 7.3 4.7 3.49

50 8.3 4.9 3.51

60 7.8 5.4 3.64
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Figure 10. The Energy Consumption results of three protocols plotted in the 500 
meter network zone

Table 3. Load Balance performance results of LEATCH, EEECARP and Modified 
EEECARP for 60 rounds

No. of Nodes LEATCH EEECARP Modified EEECARP

10 4.0 5.4 6.82

20 4.1 4.8 5.78

30 4.2 6.3 8.18

40 4.6 7.3 8.97

50 4.7 8.2 10.41

60 5.0 7.8 10.83

Figure 11. Load Balance in terms of alive nodes for three techniques
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2. 	 Evaluate cos αj for all Relay nodes in the cluster and based on which relay 
node will change.

Load balance performance evaluation of proposed method clearly shown that 
modified EEECARP outperformed in terms of percentage of alive nodes compared 
with LEATCH and EEECARP.

Undoubtedly, if more nodes were dead in the network or less number of alive 
nodes i.e., node density decreases, the network will be disconnected quickly. 
Our main aim is solve this problem. When more different events occurred at one 
place, some relay nodes will become as hot spots to relay the information to Base 
station which provokes the rapid death of those sensors because being overloaded 
(Venkataramana et al., 2016, December).

Table 4 clearly shows that the Modified EEECARP maintaining the load balancing 
compared with LEATCH and EEECARP. The 2nd column in the table 4 indicates the 
load balancing of modified EEECARP in terms of percentage of living nodes with 
respect to LEATCH is much more and 3rd column shows the same compared with 
EEECARP is more. Authors considered that a node consumes 90% of its energy 
as a dead node. So, the modified EEECARP improves the load balancing almost 
60% and 30% respectively when compared with LEATCH and EEECARP, hence 
improves the network life time.

CONCLUSION

Our methodology is completely innovative correlates with the existing hierarchical 
approaches. In our methodology, authors never distribute all sensor nodes into 
clusters in the whole network, as and when an event occurs in the network (activation 

Table 4. Load balance performance of modified EEECARP in terms of alive nodes 
comparing with existing LEATCH and EEECARP for 60 rounds

No. of Nodes % of Alive Nodes w.r.t 
LEATCH

% of Alive Nodes w.r.t 
EEECARP

10 28.2% 14.2%

20 16.8% 9.8%

30 39.8% 18.3%

40 43.7% 16.7%

50 57.1% 22.1%

60 58.3% 30.3%
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part), only the surrounding nodes in the activation part will form a cluster. The 
remaining nodes still in sleep state i.e. switch-off their radio receiver to preserve 
their energy. So, the estimation of Cluster-Heads and clusters are determined by 
the occurrence of events in the different parts of the network (Event-Clustering). 
By event clustering feature the data transmission will performs in activated part of 
the network whenever an event occurs. This avoids energy wastage by avoiding the 
transmission of messages in non-activated part of the entire network because in the 
non-activated parts of the network, the nodes are in sleep state and have nothing 
to transmit. Additionally, authors used the multi-hop strategy to relay the fused 
information for a long distance. The key feature of the modified protocol relies 
in relay node selection of Stage-2 of EEECARP to improve load balancing of all 
sensor-nodes in the network.

The simulation results illustrate that the modified routing protocol is able to reduce 
the energy utilization of each node and avoid the collisions when all sensor nodes 
transmit data to other nodes simultaneously. Most importantly the proposed protocol 
improves the load balancing of the network, therefore Modified EEECARP prolongs 
the whole network lifetime, especially in large-scale Wireless Sensor Networks. In 
the subsequent work, we will concentrate to apply the Modified EEECARP in the 
mobile wireless sensor networks where base station and mobile gadget nodes are 
not stationary.
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