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Section 1
GDPR: The Foundational Questions

This section considers the foundational questions regarding privacy and data protection examined within
the context of the main data protection legislative instrument in the EU, the GDPR.

Chapter 1

Protection of Personal Data Regulation and Public Liberties: A Polyhedron With Unexpected

B O CES .ttt b ettt e b e e bbbt et ettt e et e e bt e bt et et et e et e eaee 1
Ana Neves, School of Law, University of Lisbon, Portugal

The Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data is much more than a personal data regulation. It
has a wide range of impacts, of different nature: substantive, procedural, and organisational ones. In each
of these dimensions, it is the personal autonomy and the equilibrium of the relationship of individuals
with those processing their data that are at stake, hence, the centrality that individual rights over their
own data shall have. Nonetheless, the access, the flow, and the free movement of information, including
personal data, are the essential foundations of a free and democratic society in which the freedoms and
rights of individuals are guaranteed. Despite having the necessary premises to guarantee it, the GDPR
carries the risk of being used by public authorities to condition the space for public freedoms.

Chapter 2
Revisiting the Basics of EU Data Protection Law: On the Material and Territorial Scope of the

Dimosthenis Lentzis, Aristotle University of Thessaloniki, Greece

It is often said that the EU General Data Protection Regulation (GDPR) has a much broader material
and territorial scope than the EU Data Protection Directive it has recently replaced. This chapter tries
to find out if (and, if so, to what extent) this assumption is correct. To this end, it analyzes, in the light
of the existing case-law of the Court of Justice of the EU, the relevant provisions of the GDPR, namely
Articles 2 and 3. It comes out that the GDPR has a slightly different (but not necessarily broader)
material scope and a broader (but not as broad as one would expect) territorial scope than the old EU
Data Protection Directive.
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Selling Personal Data: The Legal Framework and Nature of Personal Data Selling Transactions
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Konstantina Samara, University of Macedonia, Greece & Democritus University of Thrace,
Greece

The prevalent and currently unanimous European legal system regarding personal data comprises a set
of protective rules, enshrining, amongst others, the prerequisites for lawful processing. The venture of
the ensuing aims to examine, under the scope of both constitutional rules and the ius cogens provisions
of the Regulation (EU) 2016/679, the validity of a transaction pertaining to the processing of personal
data. The objective of the herein argumentation specifically focuses on the juridical act of selling personal
data, in accordance with the principle of contractual freedom and its compatibility with the core of
constitutional provisions, which safeguard human value. The correlations examined below are referred
to the contractual interaction between the subject of the personal data and the data controller under the
scope of a double facet approach of GDPR, as a legal system both personal and property oriented.

Section 2
A Closer Look at the GDPR: Basic Definitions, Purposes, New Technologies,
Implementation, and Its Relationship With Other Instruments

This section focuses on a plethora of complex questions that arise when considering the GDPR. These
concernthe uncertainties regarding basic definitions, such as ‘controllers’ and ‘processors’, the challenges
that new technologies such as Al and profiling present, the purposes of EU data privacy law, the problems
of its implementation at the national level, and its relationship with other instruments.

Chapter 4
Data Controller, Processor, or Joint Controller: Towards Reaching GDPR Compliance in a Data-
and Technology-Driven WOTId.........ccoiiiiiiiiiiie ettt et ettt e st esbeessaaeesnaee e 61
Yordanka Ivanova, Sofia University, St. Kliment Ohridski, Bulgaria & Vrije Universiteit
Brussel, Belgium

This chapter aims to examine critically the existing legal provisions on the concepts of controller,
processor, and joint controller, as interpreted by the relevant non-binding guidelines and case law, and to
propose a new “‘value chain” method for allocating responsibilities among joint controllers that is more
effective and appropriate for the technology- and data-driven world. It also examines the corresponding
data protection responsibilities of different data processing actors, in particular through the prism of the
new accountability principle, which arguably includes not only obligations for means but also result-
oriented obligations for compliance in terms of data subjects’ effective and complete protection.

Chapter 5

GDPR in Between Profiles and Decision-Making: How the General Data Protection Principles

Under Article 5 GDPR Are Engaged With Profiling.........cccccooiiiiiiiiniininiiceecececceeeeen 85
Elena Georgiou, University College London, UK

The creation and application of profiles may affect individuals and their lives. The lack of transparency
and accuracy that may result from these profiles can cause asymmetries of knowledge and unbalanced
distribution of powers between business entities and individual subjects. As such, profiling challenges
the protection of individuals and generates concerns over the individuals’ privacy and data protection. In
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using profiling practices, every business entity must comply with data protection legislation.The purpose
of the chapter is to examine the effectiveness of the GDPR to ensure protection for individuals within
the context of profiling. It identifies and analyses, from a profiling point of view, a number of strengths
and weaknesses associated with the general data protection principles as adopted under the Article 5
GDPR. The author argues that profiling contradicts the transparent nature of data protection principles,
and thus of the GDPR. In practice, the law is ineffective to ensure fair, lawful, and transparent profiling
activities to safeguard individuals and their rights.

Chapter 6

Is “Privacy” a Means to Protect the Competition or Advance Objectives of Innovation and

CONSUMET WEITATE? ... .ottt ettt ettt st st e et e et e st e s it e satesaeesaeeeateeaeesaeas 106
Arletta Gorecka, University of Strathclyde, UK

The relationship between competition law and privacy is still seen as problematic with academics and
professionals trying to adequately assess the impact of privacy on the competition law sphere. The chapter
looks at the legal development of the EU merger proceedings to conclude that EU competition law is
based on the prevailing approach and assesses decisions involving data through the spectrum of keeping
a competitive equilibrium in hypothetical markets. Secondly, it considers the legal developments in the
EU Member States’ practice, which acknowledges the apparent intersection between the phenomena of
competition law and privacy. This chapter attempts to propose that privacy concerns appear to hold a
multidimensional approach on competition legal regime; nevertheless, it does not result in the need of
legal changes within the remits of competition law, as the privacy concerns are already protected by the
data protection and consumer protection law.

Chapter 7

Is There Anything Left of the Portuguese Law Implementing the GDPR? The Decision of the

Portuguese SUPervisory AULNOTILY .......c.coruiiiiiiiiieeieee ettt ettt ettt et 125
Graga Canto Moniz, Lusofona University, Portugal & Nova School of Law, Portugal

The entry into force of the General Data Protection Regulation (GDPR) was expected to cause difficulties
to data controllers and data processors mostly due to the practical consequences of the accountability
principle and the role of risk. However, in Portugal, there were supplementary problems triggered by
two events: the long legislative process of the national law implementing the GDPR and the decision
of the national supervisory authority to disapply nine provisions of it. In August 2019, the Portuguese
Parliament adopted the law implementing the GDPR, Law 58/2019, and one month later, the Portuguese
supervisory authority, Comissao Nacional de Protecdo de Dados, decided that nine articles of the recently
adopted national law were incompatible with European Union Law. This chapter aims to address this chain
of events, to understand the reasoning behind the decision of the Portuguese authority, and to tackle its
practical consequences to day-to-day data-processing activities of data controllers and data processors.
Overall, it also aims to evaluate what is left of the national piece of legislation after this decision.

Chapter 8
Erosion by Standardisation: Is ISO/IEC 29134:2017 on Privacy Impact Assessment Up to
(GDPR) StanAard? ........ooeoueeeeeee ettt eee e e et e e e e e e e e e e e e e e e e e een—a——aaeeeeanaanaes 140
Athena Christofi, KU Leuven, Belgium
Pierre Dewitte, KU Leuven, Belgium
Charlotte Ducuing, KU Leuven, Belgium
Peggy Valcke, KU Leuven, Belgium

printed on 2/9/2023 12:31 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

This chapter examines the interplay between the GDPR and parallel private regulation in the form of
privacy-related standards adopted by the International Organisation for Standardisation (ISO). Focusing
on the understanding of ‘risks’ in the GDPR and ISO respective ecosystems, it compares the GDPR
requirement for Data Protection Impact Assessments (DPIAs) with ISO/IEC 29134:2017, a private
standard on Privacy Impact Assessment explicitly referred to by EU Data Protection Authorities as
relevant in the context of DPIA methods. The resulting gap analysis identifies and maps misalignments,
critically reflecting on whether the parallel form of ISO regulation, in the context of DPIAs, could support
or rather blurs GDPR’s objective to protect fundamental rights by embracing a risks-based approach.

Section 3
Data Privacy at and Beyond the EU’s Borders

The EU has established over the years digital, ‘smart’ borders through the operation of large databases
that store the personal—including the biometric—data of TCNs. While the GDPR has strengthened data
protection standards, the latter protections do not apply to TCNs. Beyond the EU’s borders, it is worth
noting that many countries are adopting their own data protection laws and it is important to also pay
attention to these developments as well.

Chapter 9

Smart Borders and Data PrOtECTION ..........cccuvieviiiiiiiieiieeiiieciieeieeeieeeteeeseeeeseveesaeesbeesveeesseeesseenssens 169
Sarah Progin-Theuerkauf, Fribourg University, Switzerland
Margarite Zoeteweij, Fribourg University, Switzerland
Ozan Turhan, Swiss Refugee Council, Switzerland

In May 2019, the elections to the European Parliament and the political consequences of the new
composition of the Parliament, as well as the never-ending Brexit debate, in which there seems to be
a new dramatic turn every week, received a lot of media attention. So, it is perhaps not surprising that
two regulations adopted by the Council on 20 May 2019 have so far gone almost unnoticed. However,
this is completely unjustified, as they will have far-reaching consequences. Specifically, the chapter
concerns regulations 2019/817 and 2019/818, establishing a framework for the interoperability (i.e.
linkage) between EU information systems in the field of borders and visa and in the area of freedom,
security, and justice. The regulations are part of the EU’s idea to create smart borders (i.e., borders that
can be better and more easily controlled by using new digital systems). This chapter critically analyses
the establishment of the individual databases and their interoperability, with a particular focus on data
protection issues that result from them.

Chapter 10

Biometric Data in the EU (Reformed) Data Protection Framework and Border Management: A

Step Forward or an Unsatisfactory MOVE?........cccoiiiiiiiiiiiiiieiteete ettt ettt 202
Simone Casiraghi, Vrije Universiteit Brussel, Belgium
Alessandra Calvi, Vrije Universiteit Brussel, Belgium

Biometrics technologies have been spreading cross-sector in the public and private domains. Their potential
intrusiveness, in particular regarding privacy and data protection, has called the European legislators, in
the recent EU data protection reform, to introduce a definition of “biometric data,” and to grant biometric
data specific protection, as a “special category of data.” Despite the reformed framework, in the field
of border management, the use of biometric data is expected to increase steadily because it is seen as a
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more efficient and reliable solution. This chapter will look into the reformed data protection and border
management legal frameworks to highlight discrepancies between the two, and ultimately assess to what
extent the new data protection reformed regime for biometric data is satisfactory.

Chapter 11

The Impact of the GDPR on Extra-EU Legal Systems: The Case of the Kingdom of Bahrain.......... 224
Maria Casoria, Royal University for Women, Bahrain
Eman Mahmood AlSarraf, Al Zayani Investments, Bahrain

The chapter discusses the influence of the General Data Protection Regulation (GDPR) on legal systems
extra-EU and particularly the Kingdom of Bahrain, country member to a regional organisation located
in the Arabian Gulf denominated Gulf Cooperation Council (GCC), which is exclusive to six states (i.e.,
Saudi Arabia, United Arab Emirates, Oman, Qatar, and Kuwait in addition to Bahrain). Amongst these
countries, Bahrain is the only one that has recently enacted its own separate Personal Data Protection Law
(PDPL) mostly resembling the GDPR due to the ever-increasing commercial relationship with business
undertakings in Europe. Moreover, the adoption of the data protection law counts as a huge leap forward
taken by the kingdom in reforming its legal framework, since it is the state’s striving strategy to grow
into a midpoint for data centre, just on time for the launch of data centres opening in Bahrain that are
endorsed by Amazon Web Services.

Section 4
Studying Data Privacy Under Different Lenses

This section focuses on studying data protection beyond the boundaries of a traditional legal analysis.

Chapter 12

A Comprehensive Perspective on Data Protection Practices in Organizations: Beyond Legal

(000 s 36 1< 215 Lo 3 - F O PRRRRNE 239
Ine van Zeeland, imec-SMIT, Vrije Universiteit Brussel, Belgium
Jo Pierson, imec-SMIT, Vrije Universiteit Brussel, Belgium

The aim of this chapter is to take readers beyond the prescriptions of the law to present them with a
practical perspective on what happens when organizations try to protect personal data. This is based on
the acknowledgement that different sectors of society will have different concerns when it comes to the
protection of personal data and privacy. The various conceptions of privacy connect a wide variety of
academic disciplines, from anthropology to urban planning. We need to understand that there are many
different perspectives on what privacy signifies, and hence, that there are many different considerations
regarding what to do to protect it.

Chapter 13

GDPR: The Battle for European Consumer Data...........cccveveuieriiieeriieeniieriee et siee e eeee e 256
Tomds Pikulik, Faculty of Management, Comenius University in Bratislava, Slovakia
Peter Starchoii, Faculty of Management, Comenius University in Bratislava, Slovakia

Implementation of the GDPR changed the way how personal data of EU customers are processed. The
purpose of this chapter is to explore the links between the rights of customers as a data subject and related
aspects of customer satisfaction. Entities in modern economy (encompassing not only goods and services
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but also intellectual property) generate and process huge quantities of customer data. Information and
communication technology (ICT) infrastructure became a basis for the digital economy and society in
the EU (settled by Eurostat as ISOC) that definitely replaced the previous era of the information economy
that was based on the effective acquisition, dissemination, and use of information. Data-driven marketing
puts data at the center of additional value creation and brings new insights and perspectives, included in
the results of this research. The impact of GDPR on customer-centric ICT, stronger consumer awareness
of data protection rights, creates new pathways to customer centricity and the legal and technical aspects
of data processing within the digital economy ecosystem.

Section 5
Jurisprudential Developments on the Right to Be Forgotten

This section focuses on case law developments regarding the right to be forgotten by taking a closer
look both at the EU and the Member States’ levels.

Chapter 14

The Unexpected Consequences of the EU Right to Be Forgotten: Internet Search Engines as

Fundamental Rights AdJUdICAtOLS.......cc.couirueeteriinirieiertinteterte sttt sttt ettt sae e eanen 279
Maria Tzanou, Keele University, UK

The right to be forgotten as established in the CJEU’s decision in Google Spain is the first online data
privacy right recognized in the EU legal order. This contribution explores two currently underdeveloped
in the literature aspects of the right to be forgotten: its unexpected consequences on search engines and the
difficulties of its implementation in practice by the latter. It argues that the horizontal application of EU
privacy rights on private parties, such as internet search engines—as undertaken by the CIEU—is fraught
with conceptual gaps, dilemmas, and uncertainties that create confusions about the enforceability of the
right to be forgotten and the role of search engines. In this respect, it puts forward a comprehensive legal
framework for the implementation of this right, which aims to ensure a legally certain and proportionate
balance of the competing interests online in the light of the EU’s General Data Protection Regulation
(GDPR).

Chapter 15

New Boundaries for the Right to Be Forgotten? An Analysis of Italian Jurisprudence..................... 302
Federica Casarosa, European University Institute, Italy
Dianora Poletti, University of Pisa, Italy

The right to be forgotten has come to the forefront of the academic debate as a reaction to Court of
Justice’s decision in case C-507/17 Google LLC c. CNIL concerning the issue of geographical extension
of the delisting obligation. Along with the development of CJEU jurisprudence, national courts have
developed their own caselaw interpreting and adapting the right to be forgotten, now included in art 17
of the General Data Protection Regulation, to the pre-existing legal framework. Italian courts, and in
particular the Italian Supreme Court, have addressed in several occasions the features and facets of the
right to be forgotten, and the recent decision of the Grand Chamber (n. 19681, 22 July 2019) is the last
though not the least. Starting form this decision, the chapter will analyse how the Supreme Court has
attempted to systematise the right to be forgotten distinguishing what is called the traditional application
of the right from the ones emerging in the digital context.
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Particular Regard to the Decision Reached in the UK...........cccoociiiiiiiiiiiiciceeceeee e 315
Evelyn (Patsy) Kirkwood, University of Reading, UK

Increased recognition of the pervasiveness of information collected and accessed has led to concern as
to its impact on privacy. The ability to impact people’s lives with the easy availability of information
that in other eras would have remained hidden or “forgotten” is highlighted by the use of the internet for
instant recall. Such information, which organizations often hold for commercial benefit, is increasingly
made available through search results or from online archives. This chapter will focus on the impact of
the Google Spain case, which was believed to have created a new right to be forgotten, leading to the
finalization of Article 17 of the General Data Protection Regulation. The author will then examine more
recent cases where the new right has been applied and their impact on defining its scope. In particular,
the author will focus on the UK joined cases of NT1 and NT2.
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Preface

It seems that data protection law in the European Union (EU) is living its golden age. Data protection
has been recognised as a fundamental right alongside the right to privacy (Tzanou, 2017); data privacy
regulation has been modernised to face the ‘information technology-driven challenges’ of the 21* cen-
tury through the adoption of the General Data Protection Regulation (GDPR); and, the Court of Justice
of the EU (CJEU) has delivered a number of landmark decisions that mark a significant victory of data
privacy vis-a-vis modern electronic surveillance, confirm the extraterritorial application of EU data
privacy rights, and show big tech companies, such as Google and Facebook that data protection rights
are taken seriously in the EU.

Primary and secondary data EU protection law is surrounded by an impressive amount of soft law,
reports, guidelines and recommendations by independent authorities and bodies specialising on data
protection both at the national level (the national Data Protection Authorities or ‘DPAs’); and at the
EU level, the European Data Protection Supervisor (‘EDPS’) and the European Data Protection Board
(‘EDPB’, previously known as Article 29 Working Party). EU data protection law is further complemented
by an extensively rich legal academic scholarship that spans across several hundreds of EU data protec-
tion books and textbooks, thousands of journal articles, data privacy studies, blogposts and specifically
dedicated data protection conferences and workshops.

Yet, despite this rich body of law (both hard and soft) and the complementing academic literature,
there are a number of uncertainties that remain about EU data protection law- both theoretical and prac-
tical. The centrepiece of EU data protection law, the GDPR, has modernised data privacy law but it has
also brought forward new questions and problems.

A first set of questions concerns the relationship of the GDPR with its legislative predecessors, in
particular, the Data Protection Directive (DPD). What has the GDPR changed in this respect and are
the changes it introduced significant? Questions about foundational issues remain as well. What is the
relationship between the fundamental right to privacy and the fundamental right to data protection and
what role is each of these rights expected to play?

While the extent of the changes the GDPR introduced and how much these depart from the DPD are
interesting points for discussion, it is fairly undisputed that both legal instruments are quite complex.
The complexities of the GDPR are numerous and they can be seen throughout its long text. They even
concern basic definitions such as ‘controller’, ‘processor’ and now ‘joint controllers’ that are the main
actors held accountable for the implementation of data protection responsibilities, principles and rules.
A further area that remains contentious concerns the interrelations between data protection law and
other forms of legal regulation such as competition law or consumer law. Can data protection law be
used to advance competition law objectives, for instance to control the market power of big tech? Can
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competition law be used to protect data privacy? How can competition law and data protection law work
together to deal with big tech problems?

A third set of questions refers to the relationship between hard law data protection instruments, such
as the GDPR, and soft law measures, such as the privacy-related standards adopted by the International
Organization for Standardisation (‘ISO’). What is the purpose of these soft law rules, how they interrelate
with the GDPR and what can they add in this respect? Can the GDPR ‘learn’ anything from soft law
tools and their mechanisms or there is a risk that these could undermine its human rights centred core?

Once more, questions also arise about the relationship between data protection law and new tech-
nologies. The GDPR is clear of its aims to address modern technological challenges. Recital 6 states:

Rapid technological developments and globalisation have brought new challenges for the protection
of personal data. The scale of the collection and sharing of personal data has increased significantly.
Technology allows both private companies and public authorities to make use of personal data on an
unprecedented scale in order to pursue their activities... Technology has transformed both the economy
and social life, and should further facilitate the free flow of personal data within the Union and the
transfer to third countries and international organisations, while ensuring a high level of the protection
of personal data.

In this regard, the GDPR contains a series of substantive provisions that concern the impact of new
technologies on personal data processing. It imposes an obligation on controllers to undertake data pro-
tection impact assessments (DPIAs) ‘where a type of processing in particular using new technologies,
...1s likely to result in a high risk to the rights and freedoms of natural persons’ and attempts ‘to address
the risks arising from profiling and automated decision-making’ by establishing a general prohibition for
decision-making based solely on automated processing that produces legal effects concerning the data
subject or significantly affects her. While the aspirations of the GDPR to address challenges brought by
new technologies, such as big data, Artificial Intelligence (AI) and machine learning are remarkable,
it remains to be seen whether as a regulatory measure it is up to this task. More importantly perhaps, it
remains to be seen whether data protection legal instruments, such as the GDPR, are appropriate tools
to deal with Al and big data problems. The GDPR purports to do so by containing rules, as seen above,
among others on automated decision -making including profiling, but can its scope and concept be
stretched so much so that it becomes the ‘law of everything’ (Koops, 2014; Purtova, 2018)?

A further set of issues concerns the protection of data privacy rights in different jurisdictions across
the globe. It is worth noting that the EU’s GDPR is one model for data protection regulation (applicable
throughout the European Union), but many countries worldwide are adopting new rules on data privacy
that might or might not be inspired by the GDPR. The quest to acquire the precious ‘adequacy finding’
is a strong motivation to incorporate the GDPR principles in other jurisdictions, but we should avoid
adopting a mainly ‘Eurocentric’ perspective of data protection law. It is dangerous to assume that data
privacy laws cannot be done differently from the EU’s model.

Furthermore, while the GDPR has been widely applauded for strengthening data privacy protections
in Europe and even worldwide and the EU presents itself as a ‘global force’ of good in data privacy, at
the same time it is adopting all the more invasive measures that monitor and put under pervasive sur-
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veillance non-EU citizens. Third Country Nationals (TCNs) are treated as suspicious or criminals by
default and as a result their personal information, including their unique identifying biometric data are
collected, processed, analysed and stored in EU large interoperable databases. This illustrates the dif-
ferential distribution of EU data privacy rights: additional levels of surveillance are imposed for TCNs
with measures that often contravene basic principles of the GDPR. Paradoxically, this is not considered
problematic; it is presumed that TCNs should expect by default diminished levels of data privacy. The
disparate impact of data protection has attracted little attention in the popular data privacy narrative, but
it is a problem that should be taken seriously.

Finally, a variety of perspectives, methodologies and disciplinary lenses that go beyond legal analysis
is needed for studying data protection. Data protection will not achieve its objectives and will remain a
dead letter if it is limited to traditional, black-letter legal debates. New perspectives and methodologies
are needed, and data protection should be examined in a variety of different contexts involving problems
that legal scholars often fail to consider.

Jurisprudential developments are at the heart of EU data privacy law. The right to be forgotten is an
example of an impressive amount of case-law originating from both EU and national courts. A form
of this right is included in the GDPR, but the CJEU in its seminal decision in Google Spain that was
delivered before the entry into force of the GDPR, had already taken the opportunity to introduce such a
right in the EU legal order with respect to search engines. Yet, the Court’s landmark decision in Google
Spain seems to be raising more questions than answering them. Uncertainties still remain regarding the
scope of this right and these can be seen both in recent CJEU and national court judgments. It certainly
appears that the right to be forgotten will remain an area that generates complex theoretical and practical
questions for the time to come.

This book engages with these questions from a variety of perspectives and disciplinary lenses. Data
protection is a constantly evolving body of law that aims to deal with several technological and societal
problems, while addressing its internal gaps and uncertainties. This very idea connects the chapters in
this book.

The contributions that follow engage to this open dialogue, by offering new theoretical consider-
ations and a taxonomy of data protection related problems as well as solutions, proposals and models.
The present volume is divided in five sections, all of them encountering some of the most pressing and
significant debates concerning data privacy in the EU.

Section 1 considers the foundational questions regarding privacy and data protection examined within
the context of the main data protection legislative instrument in the EU, the GDPR.

Chapter 1 examines the substantive, procedural and organisational changes that the GDPR introduced
and reflects on how these achieve the aims of protecting the right to the protection of personal data and
further fundamental rights and freedoms. Ana Neves argues that such examination is necessary in order
to fully understand the different dimensions of the right to data protection and be able to deal with the
implications of the use of information and personal data within complex technological frameworks.

In Chapter 2, Dimosthenis Lentzis investigates whether the widespread belief that the GDPR has a
much broader material and territorial scope than the Data Protection Directive it has replaced is correct.
Having analysed the relevant rather obscure provisions of the GDPR that raise a number of complex
questions, the Chapter concludes that this is only partially true. According to Lentzis, the truly revolu-
tionary features of the new legal framework should be searched elsewhere and not in its rules concerning
its material and territorial scope.

XVii
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Konstantina Samara explores in Chapter 3 the potential validity of a personal data vending transaction
between the data subject and the controller under the scope of the GDPR. The analysis, which is under-
taken through a fundamental rights perspective, finds that forced disclosure of personal information as a
prerequisite for the enjoyment of Information Society services is an oxymoron under the GDPR’s opt-in
requirements. Samara argues that the GDPR’s opt-in clause should be perceived not only as granting a
‘positive will power’ to data subjects to enter into a personal data processing relationship; it should be
seen as offering a positive discretionary power in choosing the types of ‘currency’ for the enjoyment of
information society services. According to Samara, data subjects’ real control over their personal data
could be enhanced if the latter are legally recognised as forms of ‘assets’ or ‘currencies’. This could also
increase awareness of the economic and proprietary values of personal data, lead to a ‘monetary equity’
and, thus, potentially a stronger protection of personal information.

While Section 1 of the book revisits basic concepts and assumptions, Section 2 focuses on a plethora
of complex questions that arise when considering the GDPR. These concern the uncertainties regarding
basic definitions, such as ‘controllers’ and “processors’; the challenges that new technologies such as Al
and profiling present; the purposes of EU data privacy law; the problems of its implementation at the
national level; and, its relationship with other instruments.

In Chapter 4, Yordanka Ivanova critically examines the GDPR’s provisions on the concepts of ‘con-
troller’, ‘processor’, and ‘joint controller’, in the light of relevant non-binding guidelines and case law
and the corresponding data protection responsibilities of different data processing actors through the
prism of the new accountability principle. The Chapter finds that the definition of these concepts creates
significant legal uncertainties regarding both application and compliance. Ivanova goes on to propose
a new value chain method for allocating responsibilities among joint controllers that is more effective
and appropriate for the technology and data-driven world.

Chapter 5 considers whether the GDPR provides adequate and effective protection to problems that
arise from profiling. Elena Georgiou investigates the application of the GDPR to data processed for
profiling purposes; the potential protective mechanisms that exist in this respect; the problematic of
group profiles; and whether the data protection principles can effectively minimise the asymmetries
of knowledge and the unbalanced distribution of powers between controllers and individual subjects
resulting from the use of profiling. The Chapter argues that the GDPR provides limited solutions to all
these problems, thus, leaving individuals with unsatisfactory protections.

Chapter 6 reflects on the interrelationship between data protection and competition law. Arletta
Gorecka argues that privacy concerns have a multidimensional impact on competition law; nevertheless,
they do not require any legal changes within the remits of competition law. The Chapter distinguishes
three phases in the EU legal development of data assessment in competition law: i) ignorance of personal
data protection; ii) identification of parallel pathways between competition law and data protection; and
iii) a third that has emerged from certain member states recognising the importance of personal data in
the competition law sphere. Gorecka submits that competition authorities should base their assessments
solely on competition law rules as these appear flexible enough to incorporate data privacy concerns.

Chapter 7 focuses on the Portuguese law that implements the GDPR (Law 58/2019) and the judg-
ment of the Portuguese Comiss@o Nacional de Protecdo de Dados (CNPD) (National Commission for
Data Protection) declaring that nine articles of this law were incompatible with EU Law and cannot,
therefore, be applied in the future. Graga Canto Moniz

examines the reasoning behind this peculiar decision and assess its consequences. She considers that
given the absence of an erga omnes effect of this decision, it is possible that Portuguese courts might,
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in future cases, ask the CJEU to clarify its understanding regarding the provisions disapplied by the
CNPD. This is regarded as the best option that can solve the problems and uncertainties that arose from
the CNPD’s decision.

Athena Christofi, Pierre Dewitte, Charlotte Ducuing and Peggy Valcke explore in Chapter 8 the
interplay between the GDPR and ‘private’ regulatory instruments of data processing, such as the In-
ternational Organization for Standardisation (‘ISO’) standards in the field of privacy. At the centre of
their analysis is the risks-based approach enshrined in the GDPR, which culminates with the obligation
to conduct a DPIA in cases of high-risk processing. At the same time, the authors find that risks-based
methodologies are also at the core of privacy-related standards adopted by ISO. The Chapter maps the
misalignments between the two instruments and warns that the GDPR’s objective to protect fundamental
rights should not be undermined by embracing a risks-based approach.

Section 3 addresses another issue of increasing importance, data privacy at and beyond the EU’s
borders. The EU has established over the years digital, ‘smart’ borders through the operation of large
databases which store the personal -including the biometric- data of TCNs. While the GDPR has strength-
ened data protection standards, the latter protections do not apply to TCNs. Beyond the EU’s borders,
it is worth noting that many countries are adopting their own data protection laws and it is important to
also pay attention to these developments as well.

Chapter 9 discusses the EU’s ‘smart borders’. These refer to several information systems contain-
ing data related to migrants, asylum seekers and travellers managed through the use of digital systems.
Sarah Progin-Theuerkauf, Margarite Zoeteweij-Turhan and Ozan Turhan examine the existing and future
information systems containing data related to migrants, asylum seekers and TCNs by focusing on their
modus operandi, access rights and specific data protection issues. They go on to analyse the importance
of the two new interoperability regulations adopted in 2019 by taking a look at their potential effects on
the protection of fundamental rights of the TCNs affected. The authors contend that while digital bor-
ders remain invisible, they raise in practice higher boundaries than physical borders and render migrants
from third countries increasingly transparent. More importantly, blanket assumptions about the alleged
‘dangerous nature’ of TCNs result to unjustifiable discrimination.

Chapter 10 focuses on the processing of biometric data that is often taking place in the EU’s large-
scale IT border management systems. Simone Casiraghi and Alessandra Calvi argue that biometric data
is expected to play a key role to make these systems interoperable by creating common search portals
and by establishing common repositories with biographic data of the persons whose data are stored in
these systems. Chapter 10 demonstrates the discrepancy between the status of biometric data in border
management instruments and the new status granted to biometric data in the General Data Protection
Regulation (GDPR) and the Law Enforcement Directive (LED).

Chapter 11 scrutinises the stimulus the GDPR initiated on the enactment of official privacy laws in
jurisdictions other than the European Union and analyses, using a comparative approach the privacy laws
enacted in the Kingdom of Bahrain, one of the Gulf Cooperation Council (GCC) countries by examining
its similarities and differences with the GDPR. Maria Casoria and Eman Mahmood AlSarraf find that
the regulatory process in the GCC region is still at its inception and, thus, it is interesting to investigate
the GDPR’s influence in this respect.

Section 4 introduces two studies of data protection that depart from a traditional legal analysis.

Chapter 12 aims to provide a holistic perspective on what happens when organizations try to protect
personal data. Ine van Zeeland and Jo Pierson investigate how an interdisciplinary framework for the
study of factors that influence personal data protection in practice can be constructed by collecting re-
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search results from the various disciplines in which this subject has been studied, as well as from differ-
ent jurisdictions beyond the EU. As the authors argue, there is a clear need for an all-round perspective
on data protection ‘on the ground’ that can provide valuable insights to different stakeholders in the
digital economy — policy makers, watchdogs, privacy and consumer advocates, industries, technology
developers- and inform policies and hands-on approaches at the macro (societal), meso (sectoral), and
micro levels (organizational).

Chapter 13 examines how the implementation of the GDPR changed the ways in which personal data
of EU customers are processed. Tomas Pikulik and Peter Starchoti explore the links between the rights
of customers as data subjects and related aspects of customer satisfaction. They note that data-driven
marketing puts data at the centre of additional value creation and brings new insights and perspectives.
According to the authors, the impact of the GDPR on customer-centric information and communica-
tion technologies can increase consumer awareness of data protection rights and create new pathways
to customer centricity and the legal and technical aspects of data processing within the digital economy
ecosystem.

Section 5 focuses on case law developments regarding the right to be forgotten by taking a closer
look both at the EU and the Member States’ level.

Chapter 14 explores two underdeveloped in the literature aspects of the right to be forgotten: its
unexpected consequences on search engines and the difficulties of its implementation in practice by the
latter. Maria Tzanou argues that the horizontal application of EU privacy rights on private parties, such
as internet search engines -as undertaken by the CJEU- is fraught with conceptual gaps, dilemmas and
uncertainties that create confusions about the enforceability of the right to be forgotten and the role of
search engines. The Chapter goes on to propose a comprehensive legal framework for the implementation
of this right, which aims to ensure a legally certain and proportionate balance of the competing interests
online in the light of the GDPR.

In Chapter 15, Federica Casarosa and Dianora Poletti examine the jurisprudence of the Italian Supreme
Court on the right to be forgotten and in particular a case recently decided by the Grand Chamber that
addressed the application of the right to be forgotten to printed press. While the Grand Chamber could
have clarified how far the criteria identified by the CJEU in Google Spain would be applicable to factual
circumstances involving printed press, the court did not evaluate the right to be forgotten as a single
concept, but rather it provided for a set of distinctions which resulted in different rights to be forgotten.
Chapter 15 considers that this classification barely fits with the EU’s approach and potentially hinders
the harmonisation objectives of the GDPR.

This section concludes with Evelyn Kirkwood’s chapter which focuses on the legacy of Google Spain
and its impact on some recent cases within different EU Member States regarding the right to be forgot-
ten. Chapter 16 examines in detail the UK joined cases of N7/ and NT2 and the questions that arise with
regard to the right to be forgotten when criminal convictions are at issue.

Overall, the aim of this book is to provide readers with new perspectives on data protection and the
more recent developments in the field from a variety of different backgrounds and disciplines. It is cer-
tainly a peculiar time to be reflecting about data privacy in the COVID-19 era of imposed quarantines and
‘self-isolation’. This can be seen, on the one hand, as a form of what Anita Allen has called ‘unpopular
privacy’ (Allen, 2011). On the other hand, and while everyone in the society is asked to endure these
forms of unpopular privacy, data protection is suffering again under current, COVID-19 related measures
that require the monitoring for instance of phone location data to track phone users’ movements. Data
privacy scholarship needs to remain awake and ready to speak up against these new and ongoing privacy
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threats. We must make sure that these extraordinary circumstances and the measures they require do not
become the new ordinary as far as our fundamental rights and freedoms are concerned.

Keeping these thoughts in mind, I hope that the following pages with their broad coverage of a diverse
range of data protection problems and perspectives will provide the reader with interesting and thought-
provoking discussions about the present and the future of (EU) data privacy law.

Maria Tzanou
Keele University, UK
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Section 1

GDPR: The Foundational
Questions

This section considers the foundational questions regarding privacy and data protection examined within
the context of the main data protection legislative instrument in the EU, the GDPR.

EBSCChost - printed on 2/9/2023 12:31 PMvia . Al use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Chapter 1

Protection of Personal Data

Regulation and Public Liberties:
A Polyhedron With Unexpected Effects

Ana Neves
School of Law, University of Lisbon, Portugal

ABSTRACT

The Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data is much more than a personal data regulation. It has
a wide range of impacts, of different nature: substantive, procedural, and organisational ones. In each
of these dimensions, it is the personal autonomy and the equilibrium of the relationship of individuals
with those processing their data that are at stake, hence, the centrality that individual rights over their
own data shall have. Nonetheless, the access, the flow, and the free movement of information, including
personal data, are the essential foundations of a free and democratic society in which the freedoms and
rights of individuals are guaranteed. Despite having the necessary premises to guarantee it, the GDPR
carries the risk of being used by public authorities to condition the space for public freedoms.

INTRODUCTION

The Regulation 2016/679 (GDPR) lays down rules on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data within the European Union.
It intends to achieve a common protection of fundamental rights and freedoms of natural persons, in
particular of their right to the protection of personal data, and to guarantee the free flow of data within
the European Union (e.g., Recitals (1) and (2) and Article 1 of GDPR). On the one hand, it stresses the
rights of data subjects that enable them to have more control over their own personal data, reducing
power and information asymmetries between ordinary citizens and those who control the processing of
their personal data (Orla Lynskey, 2020, p. 82). On the other hand, it specifies the obligations of those
who process or determine the processing of personal data and reinforces the compliance and enforce-
ment framework (e.g., Recital (11)).
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However, the GDPR is much more than a personal data regulation. It has a wide range of different
types of impacts, of diversified nature, substantive, procedural and organisational ones. Processing of
personal data takes place in different dimensions of individuals’ lives, on various grounds and in different
ways. It intertwines with rights that enable people to have a value as a human being in public and social
life’, like the right to freedom of expression and information, the right to freedom of peaceful assembly
and to freedom of association and freedom of thought, conscience and religion®. It is about protection
of fundamental rights and freedoms of natural persons, mobilised either within the same protective
framework or as competitors. This aspect is highlighted by the GDPR and it renews the need to discuss
the scope of the right to data protection®. It also justifies renewed attention to some classic categories
of law disciplines, as responsibility and consent.

The GDPR involves organisational changes. These relate to the monitoring and enforcement archi-
tecture of personal data regulation, to the internal organisation of controllers and processors and to the
collaborative governance regime (Kaminski, 2019, p. 195) that it involves. The GDPR implies also
procedural modifications related to the way personal data are processed in the light of its structural
principles and with the exercise of procedural rights, like the right to rectification or the right to erasure.
The organisational and procedural aspects are designed to guarantee the protection of personal data, but
they correspondingly shape the guarantee of the right of data protection, the balancing with other rights,
and also the way to understand it.

The present study aims to highlight the cross-cutting effect of the GDPR, the triple and interrelated
substantive, procedural and organisational impacts of it and how considering these is important to under-
stand the right to the protection of personal data and to safeguard the exercise of fundamental rights and
freedoms. Firstly, the main differences between the GDPR and the repealed Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 (DPD) are outlined. Then, organisational
and procedural aspects are considered, stressing its role towards the substantive dimension of data pro-
tection. In third place, the focus is on the substantive aspects, mainly, looking at the GDPR clarification
of the nature of the right to protection of personal data, and at the relevance of its core principles. Both
are an important tool for protection of fundamental rights and freedoms of natural persons.

BACKGROUND

The right to data protection has autonomous provisions on some constitutions* and in some international
instruments®; and has been considered in the scope of Article 8 of the Convention on Human Rights,
which provides about the right to respect for private and family life.® Orla Lynskey underlines that [t]
he right to data protection set out in Article 8 of the EU Charter of Fundamental Rights had played a
pioneering role in the development of EU fundamental rights jurisprudence (2020, p. 80), pointing out
cases like Schecke and Eifert’, Digital Rights Ireland® and Google Spain’. These cases predate Regulation
2016/679, but come after the Commission proposal which triggered the reform of the Directive 95/46/EC
of the European Parliament and of the Council of 24 October 1995, repealed by the GDPR'’, proposal
which stated as its objective the building the a stronger and more coherent data protection framework
in the EU, backed by strong enforcement that will allow the digital economy to develop across the inter-
nal market, put individuals in control of their own data and reinforce legal and practical certainty for
economic operators and public authorities.!!
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The GDPR can be said an extension and refinement of existing requirements imposed by the 1995

Data Protection Directive (Hoofnagle, p. 98). Among other changes, the following stand out:

10.

The GDPR characterizes itself —in Article 1, dedicated to the subject-matter and objectives — as an
act that protects fundamental rights and freedoms of natural persons and in particular their right
to the protection of personal data, as well as states that the free flow of personal data within the
Union is neither restricted nor prohibited on grounds relating to the protection of individuals with
regard to the processing of personal data. The repealed Directive 95/46/EC, in Article 1, under
the title object of the Directive, stated in similar but not quite so affirmative terms. It paid less at-
tention to fundamental rights and freedoms of natural persons than the GDPR. For instance, it had
not an article about access to official documents'? and it was more laconic about the conciliation
between processing of personal data and freedom of expression.'

The GDPR fosters the information duties towards the data subject, like the duty to inform about data
transfers to third countries or international organisations '4; the duty to inform about the purpose
for processing; the duty to inform about the existence of automated decision-making and, in this
case, to give meaningful information about the logic involved and its meaning and scope'®; and the
duty to inform users without delay in case of harmful data breach.!¢

The GDPR strengthens the rights of the data subject, like the right to data portability; clarifies the
right to erasure data (where a person no longer allows his data to be processed and there are no
legitimate grounds for keeping the data, it will be deleted), and the right to have easy access to his/
her own data.’

The GDPR pays more detailed attention to the automated decision-making'8, requiring the adoption
of new or adapted procedural safeguards (such as the right to a statement of reasons or the right to
an explanation of the underlying logic and scope of automated decisions).

It reinforces the integrated nature of data protection institutional system, by giving a central role to
the European Data Protection Board. It, namely, provides guidance and interpretation, adopts some
binding decisions; and functions as counterpoint to the intervention of the national supervisory
authorities, which, in addition, must fulfil more demanding independence requirements."

It determines that, in general, the controller and the processor shall designate a data protection
officer, as a «guardian» of data protection law and as an adviser.?

Among the duties of the controller, it introduces the duty to carryout a data protection impact as-
sessment where processing operations are likely to result in a high risk to the rights and freedoms of
natural persons?'; and the duty to maintain records of processing activities under its responsibility.*
It defines a strong enforcement framework®, namely it makes the system of enforcement more
concrete and as so reduces the margin of discretion of States to apply it. Penalties including ad-
ministrative fines should be imposed for specified infringements in addition to, or instead of, ap-
propriate measures adopted by the supervisory authority.>*

It removes most of the notification obligations to the supervisory authority.?

The GDPR readjusts its territorial scope to the fact that it is a directly applicable text and adopts two
main criteria to ascertain it: the ‘establishment’ criterion - according to which the GDPR applies
to processing in the context of an establishment of a controller or processor in the EU? - and the
‘targeting’ criterion -, according to which the GDPR applies to non-EU controllers or processors
in certain specific circumstances.”’
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The summary of the main changes does not reflect the real impact of the GDPR. It has organisational,
procedural and substantive effects on data protection law, which bring with them a better conceptual
delimitation of the right to data protection and the consequent need to understand it within a broader
framework of fundamental rights and freedoms that must be guaranteed in a democratic, transparent
State, governed by the rule of law.

ORGANISATIONAL AND PROCEDURAL IMPACTS OF THE
GDPR AND THEIR SUBSTANTIVE RELEVANCE

Data protection regulation is about the collection and other performing operations on personal data and
about empowering individuals to be aware and control their personal data. The core principles of GDPR
as well as various of its provisions demand organisational and procedural changes, some of which go
beyond the data protection dimension.

The GDPR obliges institutions to think about the information they gathered or asked for and about
the way they organise, control, secure, correct, transmit, erase personal data. It demands that inherent
appropriate technical or organisational measures are taken. These shall be designed to implement data-
protection principles, such as data minimisation, in an effective manner and to integrate the necessary
safeguards into the processing and ensure that, by default, only personal data which are necessary for
each specific purpose of the processing are processed.”® The GDPR obliges also to pay attention to
information needs of clients or citizens and institutions, namely, due to the portability right, which is
favoured by the use of interoperability systems and by the use of technology.

Apart from the effect on the number and the kind of organic-functional structures, it must be high-
lighted the existence of a data protection officer GDPR in public authorities (except for courts acting in
their judicial capacity) and in other controllers or processors in the case of processing specific data or
doing so in specific terms®. It shall secure the implementation of GDPR, by carrying out specified tasks
(notably as a register®), with wide technical autonomy, and as such he has a special position towards
the controller or processor even if he is a staff member?!. The public authorities or bodies, given their
organisational structure and size, may designate a single data protection officer?, arrangement that pro-
motes cooperative relationships. The existence of a data subject, whose contact details shall be known,
is a guarantee of the rights of data subjects, inasmuch it shall monitor compliance with this Regulation,
with other Union or Member State data protection provisions.>

Data subjects shall benefit from a homogeneous protection independently of his/her geographical
location.* In this perspective, national public authorities responsible for monitoring the application of
the GDPR?* must be worth of the same reliability and work easily in coordination and cooperation. In
the GDPR, there is a more precise definition of its features and less autonomy of Members States to
provide about them*®. Each supervisory authority shall have complete independence in performing its
tasks and exercising its powers, namely towards national authorities. Nevertheless, there is a functional
centrality of European Data Protection Board, as it shall contribute to the consistent application of data
protection rules throughout the European Union, and promote cooperation between the data protection
national supervisory authorities*’, which is endeavoured, besides under the general cooperative duties®®,
by the possibility of adopting legally binding decisions in clearly specified cases* and by the ‘one-stop-

shop mechanism’.#
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The processing of personal data principles (Article 5), like the purpose limitation principle, the data
minimisation and the accuracy principles*, gained a renewed importance that manifests itself in proce-
dural duties. On the one hand, controller has precise duties to provide information in a certain form and
terms* and to document and to organize records (see, e.g., Article 20 of GDPR). On the other hand, there
shall adopt procedural measures to secure the exercise of the rights of data subjects, like the right of ac-
cess to the personal data, the right to rectification, the right to erasure and the right to data portability.*

The right to data portability is an important tool for data subjects to control their personal data. It
enables individuals to maximise the advantages of big data and to benefit from the value created by
the use of their personal data (1. van Ooijen and H.U. Vrabec, 2019, p. 102) and it could also favour
the information interchange. The data subject, not only have the right to receive the personal data con-
cerning him or her, which he or she has provided to a controller and have the right to transmit those
data to another controller without hindrance from the controller to which the personal data have been
provided (Article 20(1)*), but also have the right to have the personal data transmitted directly from
one controller to another, where technically feasible (Article 20(2). This is of the interest of the data
subject and seemingly of the interest of the controller to which the data are transmitted.* In the case
of performance of a task carried out in the public interest or in the exercise of official authority vested
in the controller*, the right does not apply to processing necessary for the exercise of them*, but the
transmission between public authorities of personal data that is in the interest of the his or her holder*®
may hardly be hindered by the public authority addressed.

Another relevant effect coming from the GDPR is the emphasis on the importance of accurate data
and on the data subjects right fo access and correct data.” In the case of public authorities, it reinforces,
and are reinforced by, the duty to act diligently, which is inherent in the principle of sound administra-
tion and requires that administration act with care and caution.®® This may demand them to consider
information supplied by other competent authorities under a duty to inform or entered into a database
when carrying out their activities®' *, which is facilitated by interoperability solutions in which public
authorities and private are many times necessarily participants> and by the only once principle.>* In this
context, the ‘purpose limitation’ and the ‘lawfulness, fairness and transparency’* principles help to build
reliable and useful relationships. The ‘transparency’, ‘accuracy’ and ‘integrity’ principles®® favours the
exercise of the right to information.

The ‘transparency’ and ‘fairness’ principles entail renewed attention to automated decision--making
systems (e.g. article 22 and recital 71).5’ On the one hand, the extent and scope of the guarantees provided
for in the GDPR are very much discussed.” On the other hand, the GDPR is motivating the search for
new guarantees to deal with the use of algoritms.*® % In both cases, the GDPR is being called upon to
incorporate the reasoning behind judgments on the matter.¢!

At intra and inter-administrative cooperative and collaborative level, the GDPR calls for a greater
dialogue between the data protection national supervisory authority and the national supervisory authority
responsible for securing the Directive (EU) 2019/1024 of the European Parliament and of the Council
of 20 June 2019 on open data and the re-use of public sector information.®* And as Kaminski points out,
the GDPR is full of broad standards, to be given specific substance over time through ongoing dialogues
between regulators and companies, backed eventually by courts. Both the Recitals and the Working Party
guidelines, along with numerous mechanisms ranging from a formal process for establishing codes of
conduct to less formal impact assessment requirements, are part of this collaborative approach (2019,
p. 195).%
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SUBSTANTIVE ASPECTS

The adoption of appropriate technical and organisational measures and the protection of rights of data
subjects under the GDPR are interconnected. Those measures influence or affect the exercise of the right
to data protection. The interlinked nature of the substantive and the organisational and procedural dimen-
sions is present in the set of principles relating to personal data processing (Article 5).% For instance,
the ‘accuracy” principle demands that every reasonable step must be taken to ensure that personal data
that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified
without delay.®®

Moreover, the procedural aspects fall within the scope of the very understanding of the right to data
protection. Within the GDPR, it has gained a new or a more precise and clear content. The right to data
protection consists of a number of «sub-rights», like the right to rectification, the right to erasure (‘right
to be forgotten”)®’, the right of access by the data subject®® and the right to restriction of processing.® They
serve the aim of enhancing the individual’s control over personal data and of reducing the asymmetries
between individuals and those who process their data (Lynskey, 2014). The RGPDP helps to clarify the
concepts and to understand the distinction between the right to personal data protection and the right to
privacy. These rights have diverse material objects”, different subject scope’ and restrictive grounds
or logics” (Kokott and Sobotta, 2017; Tzanou, 2017, p. 40%). With the GDPR, the distinction between
the right to data protection and the right to privacy emerges more clearly. The first one is about trust-
ful (reliable and accurate) information related to all aspects of an individual’s life. As such, it concerns
the protection of the personal identity. In sociable, political and administrative life, people should be
treated in a fair way, which means in accordance with their own facts and deeds, as they are represented
by accurate ledgers. Therefore, it is not in its essence a negative right. Otherwise, it demands an effec-
tive transparency from the controllers of personal data: without this one it is not possible to discuss and
guarantee the above-mentioned rights.”

Inthis perspective, it must be underlined that it cannot be used or exercised to humper other fundamental
rights, namely civil liberties. On the contrary, the GDPR protects fundamental rights and freedoms of
natural persons (Article 1(2)).” For instance, pursuant to art. 85, the right to the protection of personal
data must be reconciled with the right to freedom of expression and information, including processing
for journalistic purposes and the purposes of academic, artistic or literary expression.”

The correct understanding of the procedural dimension of the right to data protection and the correct
implementation of data protection regulation prevent it from being used to hinder the exercise of rights
such as the freedom of expression, the freedom of assembly (for instance, by denying publicity to citi-
zens’ Assemblies or by collecting unlawful information about individuals assembled in a public places),
the right to access official documents.” The value of receiving information from public authorities and
to impart it is of particular significance as it relates directly to democracy and to citizenship.”® From
the open government standpoint, there is a risk, of the data protection regulation being used by public
authorities to hide information about the way they manage public resources, conflict of interest situa-
tions and illegal practices.” The nature of data and access to it are different things. The more difficult
is to access information, less trust is placed in public authorities and the greater the negative influence
on the representative democratic legitimacy. The contrapuntal effect of, for instance, the Directive on
the Protection of Persons Reporting on Breaches of Union Law (Directive (EU) 2019/1937 of the Euro-
pean Parliament and of the Council of 23 October 2019)% reveals the existence of an insufficient flow
of relevant information. The relationship between the right to data protection and transparency should
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not be an antinomic one.?! The former demands a proportional, objective and entirely clear processing
of personal data of data subjects. The effectiveness of the lawful, fair and transparent data processing
and, therefore, of data minimization, requires the development of information systems that ensure it;
and may improve the sharing of data, and remove reasons to hinder the exercise of the respective rights.

Related to the guarantee of exercise of rights provided in the GDPR, some concepts or categories
used therein are of particular importance and justify renewed attention. It is the case of consent, respon-
sibility and non-discrimination categories. The data protection regulation questions the place of consent
as a data processing title, which is a central concept of law of obligations (Debet, 2016, pp. 22-24).
Indeed, only the expression of a free, informed and specific will can be considered as a consent, assessed
in the concrete contexts and by reference to real alternatives and to the degree of transparency.®’> The
recital 74 of the GDPR states that the responsibility and liability of the controller for any processing
of personal data carried out by the controller or on the controller’s behalf should be established. This
means, in particular, that the controller shall implement appropriate and effective measures and be able
to demonstrate the compliance of processing activities with GDPR, including the effectiveness of the
measures. It also means that they shall maintain records of processing activities under its responsibility
and that they shall cooperate with the supervisory authority (Recital 82%). Within the GDPR, regarding
automated decision-making, the controller has the responsibility to secure that the algorithm used is
the computational translation of the normative premises relevant to the decision and, therefore, that it is
legally sound.® In addition, namely due to the importance of accuracy data and the cooperative duties,
the responsibility for factual errors and for the respect of impartiality principle can emerge more clearly.
Concerning non-discrimination, the GDPR stresses the need that processing of personal information and
the decision-making process be free of pre-bias and, in automated decision-making, the importance of
using reliable or certified algorithms and of impact assessment tools.

CONCLUSION

The GDPR can be said a detailed regulatory regime about information, the most consequential regulatory
development in information policy in a generation (Hoofnagle et al., 2019, p. 65). Purtova argues (2018,
p. 40) that [w]hen the hyperconnected onlife world of data-driven agency arrives, the intensive compli-
ance regime of the General Data Protection Regulation (GDPR) will become ‘the law of everything’,
well-meant but impossible to maintain. As a data protection regime and as an inherent discipline about
processing information, the GDPR has necessarily a cross-cutting character. This, on the one hand, at
first, obliges to be attentive to the objective and scope of the right to data protection. This means not to
turn it into a right to privacy and to be aware of the importance and substantive relevance of procedural
dimensions of the former. On the other hand, it is important to keep in mind that the GDPR is an act
about protection of fundamental rights and freedoms of natural persons (Article 1(2)). This means that
it must be considered in relation to its function in society and be balanced against other fundamental
rights, in accordance with the principle of proportionality (Recital 4). Here, public authorities have a
special responsibility. They must respect the rights of the data subjects they interact with and they must
not use the GDPR to make the exercise of public power and private institutions opaque. Unduly confu-
sion between data protection and privacy can be used to hamper the exercise of fundamental freedoms
which are the ground of liberal democratic society. At the same time, public authorities as regulators
seem not be doing enough to help individuals understand and deal with the implications of the use of
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information and personal data®® and to ensure the exercise of data protection rights®” , namely, in the
context of the relations they establish through technology (Mantelero, 2017).
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