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1: INTRODUCTION

Vignette: The Search for a New Rifle

After World War II, both the Soviet Union and the United States sought
“assault” rifles: infantry guns that could operate effectively in single-shot,
semiautomatic, and automatic modes. The desire for such a weapon came
from the shared experience of fighting the German Wehrmacht, which in-
dicated that soldiers inflicted most casualties at short range.' At the same
time, both the Red Army and the US Army saw an advantage in a weapon
that would allow soldiers to engage at the longer ranges traditionally asso-
ciated with rifles. The problem for designers in both countries was to man-
age the tradeoffs between accuracy, hitting power, and speed in producing a
gun that could become the standard infantry weapon of a mass army.?

The Soviet military-industrial complex eventually produced the AK-47
family of weapons, known colloquially as “Kalashnikovs,” while the United
States settled on the M16 family. In the intervening decades, upwards of
ninety countries may have produced more than one hundred million rifles
similar to the AK-47, while only three countries have produced fourteen
million or so M16 originals and variants.®> What explains the contrast in the
extent of diffusion between the two weapons? Traditionally, political scien-
tists have explained such variation primarily as a function of some combina-
tion of domestic organizational sophistication, external security need, and
prestige. These factors surely had an impact, but understanding the range
of diffusion requires an appreciation of the legal environments under which
inventors, firms, and governments created and exported the weapons. Spe-
cifically, the difference between the AK-47 and the M16 depends, to great
extent, on differences in intellectual property protection (IPP) between the
United States and the Soviet Union.

The Red Army developed the AK-47 through a cooperative/competitive
design process.* Beginning in 1946, several teams of engineers developed
alternative models based on a set of Red Army requirements. During the
process, teams borrowed liberally from each other’s designs in order to pro-
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duce the most effective weapon. This effort resulted in a weapon containing
elements of many different designs, which consequently could not be fully
attributed to the work of a single individual or team.> Despite the collabora-
tive nature of the final design, for political reasons the Soviet government
decided to credit the engineer and former Red Army soldier Mikhail Kalash-
nikov with “inventing” the rifle.® Although Kalashnikov enjoyed significant
rewards from this credit, he held no property rights in the weapon or in any
of its components. The government’s decision to award credit to Kalashni-
kov led to controversy down the road, however, as other participants argued
that Kalashnikov had copied design elements from various teams.

This focus on mass production over scrupulous attention to individual
intellectual achievement was emblematic of the Soviet defense industrial
base, which consisted of a vast network of state-owned firms producing
massive amounts of military equipment for the USSR and its allies and satel-
lites around the world. These firms conducted internal research and devel-
opment, and also worked with a constellation of state-operated laborato-
ries and research facilities on high-technology systems. Firms (and teams
within firms) competed against one another to develop military technology
to government specifications, with success resulting in political favor, pres-
tige, and greater resources.’

Internationally, the USSR had a licensing system that granted rights of
construction to allied countries; but political factors, rather than the interest
of individual firms, drove technology transfer decisions.? In 1958 production
of AK-47s began in North Korea, in 1959 in the People’s Republic of China,
and in the early 1960s in Egypt, all either Soviet allies or bulwarks against
Western expansion.” Eventually, every member of the Warsaw Pact adopted
the AK-47 as its primary infantry weapon, and developed its own produc-
tion facilities. While most often the Soviet Union directly provided most of
the technology to other countries, in other cases countries received the tech-
nology from earlier recipients, without direct Soviet coordination. For ex-
ample, Albania received the basic AK-47 technologies from China.’® Conse-
quently, in addition to the huge stockpile of AK-47s produced by the USSR,
Soviet allies and partners produced vast numbers of rifles. Monitoring pro-
duction of AK-47s was made more difficult by the phenomenon of unlicensed
“craft” shops around the world, which produce an uncertain number of weap-
ons of varying quality. As a result, as many as ninety countries may, at one
time or another, have seen production of the AK-47 and its variants within
their borders, but it is impossible to know exactly how many.*?

The United States also sought a new assault rifle after the war. After a
series of abortive efforts, the US Army issued contracts to three firms to pro-
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duce the M14, a large rifle using a 7.62mm round. The M14 went into pro-
duction in 1959, and served as the primary US rifle during the early years of
the Vietnam War. However, performance issues —including weight and suit-
ability to a jungle climate —forced the Department of Defense to reconsider
the contract. An earlier call for proposals had resulted in the Armalite AR-15,
a lighter assault rifle using a 5.56mm round.” Colt, a major small arms pro-
duction firm, acquired a license to produce the AR-15 in 1959. It used politi-
cal connections in the US Air Force to good effect in opening to the door to
major US procurement.” Transfer of the rifle to the Army of the Republic of
Vietnam (ARVN) allowed Colt and its allies to argue for the gun’s effective-
ness in combat conditions.”®

The M16 would become the primary rifle of the US Army during the latter
portion of the Vietnam War, although substantial teething problems lim-
ited its effectiveness.’ Like the AK-47, the M16 spread across the world, be-
coming the primary firearm for most NATO countries and many other US
allies.”” In contrast to the 100 million AK-47s and spin-offs, however, only
about 14 million M16 variants have been produced since the 1960s.®* While
a wide variety of manufacturers produce variants of the M16, most are still
operating under licensing agreements with Colt, with current manufactur-
ing only in the United States, Canada, and China. In addition to the licensed
versions, the only known unlicensed spin-off is the Chinese CQ assault rifle,
produced by NORINCO—a company that also produces unlicensed copies
of the AK-47.°

So why, then, is the AK-47 seemingly much more popular than the M16?
Several factors explain its greater extent of diffusion, including timing of
market entry, the configuration of Cold War alliances, and the ease of pro-
duction. Nevertheless, an appreciation of the intellectual property environ-
ments helps illuminate the differences that influence diffusion: the original
development of the weapon, its early manufacturing, and finally the pres-
ence and frequency of reproductions.

During the Cold War, the United States and the Soviet Union adopted
much different models for developing new military technology. In the
United States, private industry met military demand, albeit with state sup-
port and in close collusion with military practitioners. In the Soviet Union,
the state owned the major defense enterprises. Ownership of technological
innovation or creative works followed these broader approaches: American
defense companies retained rights to their innovations, whereas the Soviet
Union recognized no independent private ownership of innovations in the
military sphere.

This Soviet absence of private ownership translated into an absence of
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obstacles for any manufacturer seeking to fabricate their own version of the
AK-47. Whereas a business wanting to produce a copy of the M16 had to
contend with the powerful intellectual property laws of the United States
as well as the still more powerful Colt Corporation, which had owned the
contract since the gun’s inception, a company wanting to produce its own
line of Kalashnikovs merely had to acquire either the plans or a working ex-
ample. While the former procedure is a model for rigorous quality control
and oversight of what is, after all, an engine of lethal force, the latter is one
for widespread mass production under an array of conditions.

In short, the laws that structure how the inventors, producers, and dis-
tributors of weapons do their jobs have an impact on the development and
diffusion of military technology. Intellectual property law, the body of law
that regulates the protection of invention, has an effect on how states de-
velop and disseminate military technology.

Introduction

Why do states adopt some weapons and not others? How does a defense
industrial complex reliably produce innovative new systems? These ques-
tions have bedeviled both policy makers and political scientists for a very
long time. Since the dawn of the modern state system, governments have
made innovation in military technology a bureaucratic focus, bringing to
bear capital, scientific expertise, and the attention of private industry in
order to seek advantage over potential foes. Today, many national govern-
ments sit atop a bewilderingly large and complex system for military inno-
vation, development, and procurement.

During the Cold War, and especially in its latter half, scholars in political
science, organizational theory, and other disciplines devoted an increasing
amount of attention to the question of how states pursued military inno-
vation. In the United States these studies won government support, often
through research grants and access to qualitative and quantitative data about
innovation. Employing a range of analytical tools, scholars developed theo-
ries of military innovation that concentrated on civil/military relations, the
nature of the international threat environment, and the internal organiza-
tional dynamics of military organizations.

While many of these studies have investigated the domestic conditions
necessary for military technological innovation, few have focused on how
the legal environment affects how firms and states produce these innova-
tions, or on how international law affects the diffusion of technology across
the international system. In part, these lacunae stem from deep disciplinary
divides that have separated the study of international law from the study of
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international security. Scholars of military innovation simply do not con-
centrate on legal factors, while scholars of international law rarely dive deep
into how military organizations make procurement decisions. This has left a
hole at the center of the study of military innovation and diffusion, which is
curious given that both military organizations and industrial defense pro-
ducers find themselves bound by law. This study seeks to fill part of that hole
by examining two related groups of questions.

Questions

First, how does intellectual property law affect the process of technologi-
cal innovation in the military sphere? How have intellectual property (IP)
law and the diffusion of military technology interacted and structured each
other in the past? Do particular configurations of IP law speed or slow tech-
nological innovation? How does IP law affect the relationship between the
state and private firms? How have technological changes interacted with do-
mestic systems of IP protection?

Second, how does intellectual property law affect the diffusion of mili-
tary technology across the international system? What limits do domes-
tic configurations of IP place on the transfer and acquisition of military
technology? How has the increasing “value added” of intellectual property
changed the conduct of international espionage? How has the emerging
architecture of international intellectual property law affected the trade in
military technology? What impact has this architecture had on how firms
organize their multinational activities? Finally, how has international IP law
affected domestic systems of IP protection?

In this study we employ a mixture of analytical methods to examine
the impact of intellectual property law on the innovation and diffusion of
military technology. We describe the historical and contemporary contexts
under which states and firms have developed military technology, both in
the United States and abroad. We compare the intellectual property compo-
nents of several national systems of innovation, and explore how these sys-
tems have changed over time. We investigate the role that intellectual prop-
erty law and broader intellectual property concerns have played in the arms
trade, and particularly in the system of export control developed by the
United States during and after the Cold War. Finally, we examine how the
means and methods of international espionage have changed in response to
symbiotic changes in technology and IP law.
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Communities

Just as this book draws on multiple literatures, it seeks to appeal to several
different communities. First, this is a work of international relations theory,
designed to add to the literature on military innovation, the diffusion of
military technology, and the influence of law on how states make security
decisions. Each of these rich literatures contain extensive empirical and
theoretical work, and this study seeks to explore the connections between
the three.

Second, this work hopes to contribute to the policy debates associated
with military procurement and defense innovation. The production and
procurement of advanced defense technology remains a core interest of the
state. This study contributes to our policy understanding of the relationship
between innovation, diffusion, and intellectual property law, and hopefully
opens the way for the development of better decision-making processes, and
the improvement of regulation associated with arms procurement and ex-
port.

Third, this book seeks to illuminate the legal complications of intellec-
tual property law in the defense industrial complex. Law firms have increas-
ingly become interested in the protection of intellectual property in the na-
tional security sphere, and scholars of law have produced considerable, if
disparate, work on the subject. This book draws much of this work together
to provide a better understanding of how intellectual property protection
works in the defense industry, and how the law can contribute to defense
innovation.

Finally, we hope that general students of national security, law, and de-
fense technology find something of interest in this work. We have attempted
to convey the relevance of intellectual property protection to some of the
best-known accounts of the development of military technology. Our argu-
ment is that intellectual property law and the production of military tech-
nology are best understood in conjunction with one another, and that ac-
counts which ignore either are at best incomplete. The renewed focus that
the Trump administration has placed on the protection of intellectual prop-
erty, especially with regard to the relationship with China, has moved IP
protection to the center of the national security conversation.

Notes on Terminology

As this book speaks to several different audiences, defining several terms of
art will add clarity to the discussion.
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« Anational innovation system (NIS) consists of three parts: state-controlled
research agencies, research labs and educational institutions, and pri-
vate firms. Together, these three groups provide the financial capital,
human capital, and physical infrastructure of military technological
innovation.

o The defense industrial base (DIB) consists of the state and privately owned
firms that operate primarily in the military and defense market.

« The military-industrial complex (MIC) is a constellation of actors that in-
cludes the defense industrial base, the uniformed military services, and
the civilian bureaucracy of defense procurement.

« Intellectual property (IP) consists of patents, trade secrets, copyright, and
trademarks, protected under legal regimes of the state and of interna-
tional organizations.

o This book uses the term firm in the classic economic sense, to refer to
business organizations such as publicly-held corporations, state-owned
enterprises, and privately-owned commercial groups.

« This book uses the term state in the international relations sense, to refer
to national (rather than subnational) governments.

Why Should Intellectual Property Matter Now for Military Technology?

Why concentrate on intellectual property law? Historically, the security
studies subfield has paid little attention to development in international or
domestic intellectual property law, beyond a comment here or there about
how technological innovation requires sound legal support.?®° Few studies
have concentrated on how the legal regulatory regime affects a military-
industrial complex, or how the emerging international intellectual property
regime might affect the diffusion of military technology.> However, con-
current developments in intellectual property law and in the nature of the
defense industry suggest that the intersection of the two demands greater
attention.

First, the global defense industry depends more on foreign sales than
ever before. The monopsony (single buyer) conditions that existed for most
of the twentieth century no longer hold, as foreign buyers have repre-
sented a steadily increasing share of the industrial output since the end of
the Cold War. Declining defense budgets in Europe and Russia have forced
arms manufacturers to focus heavily on foreign customers. With reliance on
exports comes concern over export controls and technology transfer, and
especially concern over how foreign buyers will use, trade, and respect the
intellectual property of arms producers. Even European and Russian compa-
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nies have begun to recognize their need to safeguard their innovations and
trade secrets in order to remain competitively viable.

Second, partnerships between firms have become ever more important
to the production and development of military technology. Many of the
best-known military systems of the last decade have emerged from joint
ventures between large, established producers and small, nontraditional
firms.?*> These partnerships inherently create the potential for conflicts
over the ownership of technology and trade secrets, both between the firms
themselves and between the firms and the government. To the extent that
the nature of intellectual property law affects the profitability prospects of
these alliances, IP law has an impact on military innovation.

Third, the defense industry has undergone both horizontal and verti-
cal integrations that have diversified supply chains across numerous coun-
tries. A modern jet fighter contains components built in dozens of countries,
often by hundreds of subcontractors. This new reality has forced US defense
contractors to manage a variety of local intellectual property regimes, and
this has had an impact on the manufacture of military equipment and the
transfer of technology.

Fourth, the political demands of defense contracting have grown steadily
more complex. Arms export agreements have increasingly taken on the
character of transnational public-private partnerships. To sell fighter jets,
for example, US firms might have to agree to build components in the cus-
tomer country, as well as to transfer technology associated with the jet’s
weapon systems. This kind of commercial complexity creates the need for
intricate legal arrangements that delineate where and how firms can trans-
fer technology.

Fifth, the dual (military and civilian) use of numerous twenty-first-
century technologies, especially those from within the computing and com-
munications sectors, has complicated the relationships that private firms
have with governments. While most US firms are pleased to sell to the US
government, few nontraditional providers envision the Defense Depart-
ment as their only customer. Rather, they plan to sell their technological
innovations commercially, for civilian purposes—hence, “dual use.” How-
ever, state interest in acquiring the IP rights to the data, patents, and trade
secrets of firms developing dual-use technologies stands in tension with
those firms’ commercial efforts.

Sixth, the defense industry faces the same competition as firms in other
sectors in the developed world. Firms in developing countries often have
better access to local markets, and can take advantage of less rigorous local
labor and environmental laws to lower their costs and shorten their produc-
tion schedules. With foreign firms having clear advantages in production
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and labor cost, US industry in general needs to protect the area in which it
maintains a competitive advantage: intellectual property and innovation.
This phenomenon has provided the impetus for many large corporations
in the developed world (and especially in the United States) to press for
stronger intellectual property protection in global trade forums.

Seventh, private firms have, over the past five decades, contributed an
increasing percentage of total funds devoted to technological research and
development. At the same time, the US government remains deeply in-
volved in most defense-oriented research, committing substantial resources
to the development of new weapon technologies. Consequently, most new
military technology involves some mix of public and private funding, and
emerges from a mix of public and private institutions (research universities,
for example). This creates problems for the ownership of the intellectual
property associated with technological innovations, problems that intellec-
tual property law can either solve or exacerbate.

Taken together, these trends point to two conclusions. First, scholarship
on military innovation and diffusion has overlooked the role played by intel-
lectual property law in the makeup of the defense industrial complex. Sec-
ond, IP law potentially has a greater impact on the development and trans-
fer of military technology than ever before. This combination of absence of
exploration and increased importance suggests that a full examination of
the interaction of IP law and national security is sorely overdue.

Why This Matters: Offset Strategies and
the Diffusion of Military Technology

The impact of intellectual property protection on the innovation and dif-
fusion of military technology may prove deeply consequential for strate-
gic competition in the twenty-first century. Concerns about the innovation
and diffusion of military technology have preoccupied US defense thinking
since the 1950s. The United States Department of Defense has pursued three
“offsets” since the end of World War II. It identified Soviet numerical su-
periority and the continuing wartime mobilization of the Soviet defense in-
dustry base as key advantages that threatened Western security; technology
would “offset” those advantages.

The first offset, launched in the 1950s, was designed to preserve US (and
NATO) technological superiority in the face of what was expected to be over-
whelming Soviet conventional military superiority.*® It concentrated on
nuclear weapons and the systems needed to deliver them, though it also in-
cluded conventional military aspects.>* This first offset carried both domes-
tic and international implications for intellectual property law. On the do-
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mestic side, it deepened the research and production relationship between
the big defense firms and the government, creating the “military-industrial
complex” that President Dwight Eisenhower memorably evoked in his fare-
well address. This deepening led to a cozy relationship between private firms
and the state, relaxing the need for strict application of intellectual property
law. On the international side, the first offset was accompanied by govern-
ment imposition of strict export controls on weapons and military tech-
nology, which private firms accepted because they expected access to strong
markets domestically, and to NATO allies.

The second offset, launched in the mid-1970s, was based on the precepts
of the “revolution in military affairs” or “military technical revolution,” even
if the practitioners had not yet settled on terminology. It involved pursuit of
technologies associated with communications, computing, and long-range
precision guidance, with the goal of creating the military capability to dis-
rupt Warsaw Pact forces in echelon as they attacked NATO’s central front.
The proponents of the second offset recognized the need for focusing on
dual-use technologies, as civilian firms had in many cases displayed enough
flexibility and innovation to move ahead of their counterparts in the DIB.
In combination with the judicious use of government research funding and
the promise of a significantly larger and more procurement-oriented de-
fense budget, the second offset would maintain the position of the old de-
fense firms while providing incentive for new contributors. It would result,
its progenitors hoped, in the capacity of NATO forces to destroy the nerve
centers of the Warsaw Pact, halt a Soviet advance in its tracks, and induce the
disintegration of the Red Army and its Eastern European satellite partners.

The second offset also had domestic and international implications for
intellectual property law. On the domestic side, the complexity of introduc-
ing new players into the defense game required the development and en-
forcement of new rules guaranteeing that every firm stood a chance to make
aprofit. This sat uneasily with the existing defense firms but, as they still con-
trolled the overwhelming bulk of a huge domestic and international market,
they could accept some restrictions in order to maintain their positions. On
the international side, the US government stepped up its efforts to control
the export of technology to the Warsaw Pact, clamping down on the trans-
fer of dual-use technologies even on behalf of US allies. These controls were
intended to starve the Soviet Union of the “disruptive” technologies that
characterized a private-public partnership, and which the state-controlled
defense industry of the USSR could not produce. The rules imposed by the
United States represented a de facto international regime for the control of
intellectual property, as most of the NATO and major non-NATO allies (in-
cluding Japan and South Korea) subscribed to the restrictions.
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The third offset, launched in 2014, seeks to preserve the superiority of
US arms in the context of the economic and technological growth of key
competitors, most notably the People’s Republic of China. The third offset,
much like the previous two, seeks to leverage the innovativeness of the US
civilian economy to develop military technologies that significantly exceed
the capabilities of their Chinese, Russian, and Indian counterparts. The au-
thors of the third offset seek to achieve this by focusing even more on dual-
use technologies, and by enhancing the ability of nontraditional defense
providers to access the Department of Defense. This represents a far greater
threat to traditional providers than the second offset, as it comes during a
period of US defense budget austerity, and in the expectation that Chinese
economic growth will continue to outpace American. The third offset also
assumes that the traditional means of securing technological superiority,
export controls, will fall by the wayside as the digitization of knowledge and
the technology transfer associated with globalization of the world economy
grant competitors easy access to even the most cutting-edge systems.?®

And so, one of the core questions this study hopes to answer, or at least
contribute to, is “How does intellectual property law matter for the third
offset?”

Theory

This section begins to develop the theory of how intellectual property law
affects the production, diffusion and innovation of military technology. This
question touches upon three major debates in international relations theory:
how states innovate militarily, how technological innovations spread across
the international system, and how international law affects the behavior and
internal constitution of states. This section summarizes the extant debates
on these topics, before offering a way forward for thinking about how the
three questions interact.

Innovation and Diffusion

Over the past four decades, a rich literature on military innovation and dif-
fusion has developed in political science. Military innovation involves the
development of new doctrines, forms of organization, and technologies for
the defense sphere. Military diffusion involves the spread of those inno-
vations across the international system. Diffusion necessarily comes after
innovation, though innovations can also emerge through interaction be-
tween states. This section examines the most significant theoretical trends
on the diffusion and innovation of military technology. We pay particular
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attention to the ways in which major approaches in the field treat law gen-
erally and intellectual property law specifically, in both domestic and inter-
national applications.

THEORIES OF MILITARY INNOVATION

Innovative military technologies help states to accomplish their goals, up
to and including survival. States with advanced military technologies can
defend themselves against aggressors, or take advantage of weaker, less ad-
vanced opponents. Accordingly, both the realist and constructivist schools
of thought in international relations theory have tackled the problem of
military technological innovation in some detail. This section looks at how
theories of military innovation have developed as a consequence of inter-
action between academic and policymaking communities.

A central theme in the academic debate over military innovation pits the
role of ideational (or human, in colloquial terms) factors against the role of
technology.*® Most scholarship accepts that ideas and material technology
interact in the innovation of military doctrine and practice, though scholars
differ on the relative weights of these factors.?” On the ideational side, schol-
ars have accepted a loose distinction between broad social factors (ethnic
composition, state capacity, national culture) and factors specific to mili-
tary practice (organizational learning and experimentation, organizational
culture, bureaucratic politics).2® Stephen Rosen, for example, discusses the
role of internal military debate in the development of new tactics and strate-
gies.?® Colin Gray emphasizes the importance of intellectual developments
in the history of warfare and innovation.*® Generally speaking, the literature
treats technological innovation as a partially exogenous variable, with states
having only limited control over improvements in military equipment. The
direction of technological innovation, thus, is at least partly subject to social
and organizational factors, just as technology provides the context for so-
cial and organizational change.3! The debate over the balance between tech-
nology and “doctrine” —usually defined as including experience, training,
and organization —extends into the policy literature as well.*?

As this study concentrates on the technological side, it will ignore many
of the more vexing questions associated with the sources of military doc-
trine. However, to the extent that military doctrine and culture inform a
military organization’s approach to technology, they can help define what
the state expects from its national innovation system (NIS) and what de-
mands it can make upon that system. With this in mind, this study concen-
trates on technological rather than doctrinal or organizational innovation.
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THE OFFENSE-DEFENSE BALANCE

Beginning with George Quester, a large scholarship emerged on what be-
came known as the “offense-defense balance.”*® This literature sought to
ferret out how the prevalence of certain kinds of weapon systems affected
the international politics. Specific technologies, or combinations of tech-
nologies, could reduce or increase the costs of military action. For example,
a common account of twentieth-century warfare ran thus: machine guns
(leading to trench warfare) produced defensive stalemates, while tanks and
aircraft (enabling mobile warfare) made territorial conquest easy. Arms con-
trol efforts in the early century, notably the Geneva Disarmament Confer-
ence of 1932, tried to distinguish between “offensive” and “defensive” weap-
ons, allowing diffusion of the latter while restricting development of the
former, as a means to reducing international conflict by raising its costs and
lowering the probability of its success.>*

Much of the earlier work associated with the offense-defense balance fo-
cused on the effects of the balance rather than the process of achieving it. A
representative argument suggested that conditions of defensive dominance
could facilitate arms control and the development of international regimes,
while offensive dominance encouraged preemption and aggressive behav-
ior3> Mild reformulations of the argument suggested that offensive domi-
nance (or the perception of such) set the stage for alliance behavior prior to
the two world wars.

But for several reasons, the offense-defense literature reached a dead
end 3¢ First, critics correctly noted that circumstances had a huge impact on
whether particular technologies had offensive or defensive characteristics.
The technological conditions of World War I and World War II each spurred
wide variance in offensive and defensive tactics. Moreover, the success of
offensive and defensive operations often depended more on doctrine and
force employment than on technology.*” Offense-defense balance theory
generally lacked a good account of international diffusion (how offensive
and defensive technologies spread between countries), leaving it unclear
whether the balance represented a systemic variable or simply the relation-
ship between a pair of states.

Most important, from the point of view of this study, the offense-defense
balance literature as it developed in the 1980s and 1990s tended to treat tech-
nological change as an exogenous variable. As we shall see, this understand-
ing of technology as a “pusher” —exogenous technological change spurring
change in policy —mirrored much early work on technology in the field of
economics.®® Few studies within the literature examined how states pursued
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innovation, or under what conditions the balance might change. For the
most part, states simply adapted or failed to adapt to new technological con-
ditions, echoing classic realist thinking on state behavior. Misunderstanding
the current nature of the offense-defense balance could prove disastrous to
both status quo and revisionist nations, but neither had much opportunity
to change the balance.

However, some source material for offense-defense theory took seri-
ously the prospect for international law to affect innovation and diffusion
of military technology. The Geneva Disarmament Conference of 1932 tried
to establish legal limitation on the development of weapons with offensive
functions, such as submarines, heavy bombers, and aircraft carriers.> The
conference disintegrated not just because of the difficulty of distinguishing
between offensive and defensive weapons (submarines, for example, clearly
perform both roles), but also because each participant interpreted the stra-
tegic impact of offense and defense differently.*® Many in the United King-
dom, for example, believed that deterrence against a continental power re-
quired the Royal Air Force to field a fleet of heavy bombers.* Despite these
difficulties, some modern arms control theory also takes seriously the pros-
pect of distinguishing between offensive and defensive weapons for pur-
poses of arms control.*?

REVOLUTIONS IN MILITARY AFFAIRS

By contrast, the revolution in military affairs (RMA) literature closely exam-
ined the question of military technological innovation. Stemming in part
from Soviet military theory, it viewed military history as a succession of
technical revolutions, each of which established the basic conditions under
which states would innovate and military organizations fight.** For example,
the revolution that preceded World War I created the “empty battlefield,”
as machine guns, smokeless powder, and heavy artillery forced fundamen-
tal changes in how armies would fight. Similar revolutions overtook naval
warfare (the development of steel-hulled battleships, and later the aircraft
carrier), and air warfare (the transition from piston- to jet-engine aircraft).
Most RMA literature foresaw the dawn of a new revolution in military affairs
in the 1980s and 1990s, in which the combination of highly sophisticated
sensors, long-range precision munitions, and real-time communications
would transform how military organizations operated.**

Critics of RMA theory pointed out the difficulty of distinguishing be-
tween evolutionary and revolutionary changes in military technology. Did
the invention of the tank and the airplane, for example, constitute a revo-
lution, or did they simply supplement the existing technological situation
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in 1914?*° Critics also noted the context-dependence of much technologi-
cal innovation. Transformations in the technological foundations of the US
military-industrial complex did not, for example, make the US Army more
capable of solving the counterinsurgency problem in Iraq and Afghanistan.*¢

Like offense-defense theory, the RMA literature treated much techno-
logical development as exogenous. However, RMA theory carried a more
practical bent than offense-defense theory, as many of the theorists were
also practitioners. Consequently, it tried to frame particular innovations
within a technological context, and to point the process of innovation in
specific directions.*” Both Soviet and Western theorists of RMA, for ex-
ample, argued for industrial and research strategies focused on the next
revolution. Especially on the Soviet side, theorists also lamented when a
nation’s industrial and innovative capacity could not produce sufficiently ad-
vanced technology. And like offense-defense theorists, RMA theorists often
struggled to explain international diffusion, or more specifically the lack
of diffusion.*® Revolutionary developments, especially in the latest RMA,
often failed to spread beyond a few core states.** RMA theory had little to
say about the legal framework of innovation, at either the national or the
international level, beyond suggesting that economic systems which fos-
tered and protected innovation were generally more effective at pursuing
cutting-edge technologies.>®

Nevertheless, RMA theory gives theorists and practitioners a much better
handle on the direction and process of innovation than offense-defense
theory. It helped open a fruitful field for considering cross-fertilization be-
tween military doctrine, the defense industrial base, and civilian techno-
logical frontiers. RMA practitioner/theorists, including Andrew Marshall of
the Office of Net Assessment, played important roles in charting the direc-
tion for US technological innovation in the 1980s and 1990s.>!

NATIONAL INNOVATION SYSTEMS

The national innovation system literature attempted to remedy many of the
problems associated with previous theories of innovation by focusing on
process rather than outcome. This literature does not provide an alterna-
tive explanation for innovation, but rather offers a framework for thinking
about the necessary conditions under which states conduct innovative ac-
tivity. A national innovation system consists of three parts: state-controlled
research agencies, research labs and educational institutions, and private
firms. Together, these three groups provide the financial capital, human
capital, and physical infrastructure of military technological innovation.>
As Paul Bracken, Linda Brandt, and Stuart E. Johnson describe it, a de-
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fense innovation system (DIS) is the subset of the NIS that deals with mili-
tary innovations. In the United States, “this includes institutional actors
such as DOD and the services, defense contractors, and supporting institu-
tions such as universities. Investment flows of research and development
(R&D), Wall Street valuation of defense contractors, and the amount of dual
use are all part of the defense innovation system.”** A key component of the
DIS is the research, development, and acquisition system (RDA), which is
the bureaucracy for managing the development and production of weap-
ons.>* According to Tai Ming Cheung, the “defense RDA apparatus refers to
the complex ecosystem of organizations and rules responsible for the con-
ceptualization, design, engineering, testing, production, and operation of
weapons systems.>

As a framework for developing theories, the NIS certainly lacks the par-
simony and elegance of the broader theories of military innovation. It has
the advantage, however, of giving us a productive glimpse into the process
of innovation, and into the decisions that characterize how, whether, and
when states will pursue technological innovation. By focusing on the activi-
ties of individual firms and agencies, it also proves compatible with theories
on the changing nature of the firm, and on the changing preferences of gov-
ernment entities.

However, the NIS literature unquestionably leaves open considerable
space for discussion of the legal framework of technological innovation
generally, and the intellectual property framework specifically. Establish-
ing that an NIS exists as a constellation of private firms, public corporations,
educational institutions, and government agencies inevitably raises ques-
tion about the linkages among the elements of the constellation, and about
the rules that regulate their interaction. The NIS literature is largely com-
patible with the literature on military-technical revolutions; indeed, practi-
tioners have used the two in conjunction to productively examine the pro-
liferation of dual-use technologies in military equipment.

This study uses the NIS model as a starting point for considering the im-
pact of intellectual property law on military innovation. In chapter 3, the
study evaluates how the US national innovation system uses intellectual
property law to manage relations between its components. Chapter 4 does
the same thing for several comparative systems, including the Russian, Chi-
nese, and South Korean.

Theories of Diffusion of Military Technology

The international diffusion of military technology is related to, but distinct
from, the issue of innovation. Generally speaking, the literature on mili-
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tary innovation treats it as a domestic or even intraorganizational process.
By contrast, the study of diffusion involves evaluating how innovations de-
veloped in one state spread to other states. The relationship between the
two is important but often underspecified, as the systemic effects of mili-
tary innovation—changes in the nature of warfare, and modified political
arrangements based on those changes—depend less on how innovations
come about than on how they spread between states.

The literature on diffusion in military affairs focuses on three questions.
As characterized in Emily Goldman and Leslie Eliason’s edited volume The
Diffusion of Military Technology and Doctrine,

The first debate concerns how one defines the diffusion process, which
is critical for identifying whether or not diffusion has occurred. The key
question here is whether the communication of information is sufficient
to conclude that diffusion has taken place. . .. The second debate concerns
the causes of diffusion. What motivates states to adopt innovations from
abroad, and what is the mechanism by which knowledge is transferred?
While scholars advance various typologies, three distinct processes—
competition, socialization, and coercion—drive the spread of policies
across societies with different implications for what is modeled. The third
debate concerns the patterns and effects of diffusion.>¢

Our argument mostly concerns the second and third questions, on the moti-
vations and mechanisms for—and through which—states acquire knowl-
edge, and on the overall impact of legal regimes on the patterns and effects
of diffusion. The rest of this section details how the extant theories of mili-
tary diffusion have approached these questions, once again with an eye to
how they treat international and domestic law as plausible influences on the
process. Two primary mechanisms for the diffusion of military technology
are the international arms trade and industrial espionage. Broadly speak-
ing, two schools have emerged regarding why states pursue certain mili-
tary technologies. The first, associated with structural realism, suggests that
states pursue technologies they believe to be effective because they want to
survive. The second, associated with more sociological approaches, main-
tains that states pursue technologies because of a complex combination of
material and normative factors.

REALIST-RATIONAL SCHOOL

Kenneth Waltz’s spare account of international politics argues that anarchy,
the ordering principle of the international system, forces states to compete
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with one another in order to survive.*” One strategy states use to survive in
an anarchic system is to mirror other the behavior of other states; as a re-
sult, they need to pay attention to the strategies pursued by other states so
that they do not fall behind. Because of the importance of military doctrine,
Waltz gives it special attention. He argued in his landmark work Theory of
International Politics:

The fate of each state depends on its responses to what other states do. The
possibility that conflict will be conducted by force leads to competition in
the arts and the instruments of force. Competition produces a tendency
toward the sameness of competitors. Thus Bismarck’s startling victories
over Austria in 1866 and over France in 1870 quickly led the major conti-
nental powers to imitate the Prussian military staff system. ... Contending
states imitate the military innovation contrived by the country of greatest
capability and ingenuity. And so the weapons of major contenders, and
even their strategies, begin to look much the same all over the world.*®

In short, competition and the fear of state death drive the spread of military
innovation. Military organizations in contending states learn from organi-
zations in successful states, imitating strategies and innovations that prove
worthwhile. Successful strategies then spread across the international sys-
tem. Competitive imitation plays a crucial role in the diffusion of military
technology.

According to neorealist theory, military organizations learn vicariously
from each other and through scanning (paying attention to the international
environment).>® Organizations consciously imitate the successful practices
they see in other organizations.®® Competitive pressures force military orga-
nizations to match the effectiveness of other organizations.® Just as firms
attempt to copy the successful practices of other firms in order to keep costs
low, military organizations have to adopt the innovations of other organiza-
tions in order to have a reasonable chance on the battlefield.

Scholars working in the neorealist tradition have provided nuance to this
argument. States adopt technologies and doctrines more readily when they
feel threatened; at times of reduced threat, they may let innovation slide.®
Joao Resende Santos argues that states adopt new doctrines, organizational
modes, and technologies out of concern for their security, with adoption
succeeding insofar as states can devote sufficient resources to the project.®®
In The Diffusion of Military Power, Michael C. Horowitz takes an organi-
zational perspective to extend this case, arguing that differences between
wealth and organizational complexity limit the diffusion of military power.
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Modern military operations place enormous demands on human and finan-
cial capital.** Consequently, some states and societies lack the wealth and or-
ganizational capacity to successfully adopt certain kinds of military innova-
tions. Andrea and Mauro Gilli have modified this argument to suggest that
states require an entire ecosystem of related technologies in order to sup-
port certain innovations —an argument that has implications for industrial
espionage.®® The Gillis argue that the increase in technical sophistication of
military technology over the twentieth century has made it more difficult
for “second mover” countries to adopt the most advanced weapon systems,
such as stealth aviation.*® Along similar lines, Douglas O’Reagan argues that
even great powers struggle to acquire technological when they lack access
to tacit knowledge (human know-how).®”

NORMATIVE SCHOOL

Sociological explanations for institutions and behavior presuppose that
humans live within a universe of social meanings. Although interest plays a
role in behavior, appropriateness and legitimacy help construct the condi-
tions under which states interpret interest. The behavior of others, especially
powerful states, legitimates some behaviors and delegitimates others.®®
Norms and expectations structure how states pursue their interests. For ex-
ample, in The Purpose of Intervention, Martha Finnemore argued that “the
utility of force is a function of its legitimacy.”¢® States may behave in accor-
dance with a utilitarian logic, but rules of appropriateness help determine
the parameters of utility. Several scholars have applied this logic to procure-
ment. Emily Goldman has explored how the impact of the Western military
model differed in Japan and Ottoman Turkey, and Theo Farrell has studied
the effect of world military culture on the constitution of the Irish army.”®
Particularly relevant for this study, Dana Eyer and Mark Suchman estab-
lished that poor countries buy expensive weapons, even when cheap weap-
ons would better meet their needs.”* Similarly, Daniel W. Henk and Marin R.
Rupiya argue that symbolic logic drives much procurement strategy in Afri-
can states.””

The sociological framework allows that consequential and social logics
interact, but that it is worth the effort to specify how, and under what con-
ditions, such interaction produces varied outcomes. Ideas matter, and the
presence of powerful ideational forces at the systemic level can cause states
to redefine their identities and change the methods through which they
pursue power. National security problems extend beyond survival. Chang-
ing ideas about the constitution of national power can, therefore, result
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in changes in how states conceive of power and, consequently, how they
conceive of competition with one another. For example, the 1941 Japanese
attack at Pearl Harbor helped change how the world thought about battle-
ships, even though battleships remained useful weapons of war. Also, the
lack of a sharp distinction between symbolic and utilitarian action may acti-
vate familiar international relations dynamics such as the security dilemma.
Symbolic action always has a practical impact, and the indistinguishability
of symbolic from consequential acts in the international system may lead to
the perception of all such acts as consequential, with the result that states
feel threatened, and act threatening in response. Moreover, symbolic inter-
actions can take on a competitive dynamic all their own. Governments pur-
sue prestige for both domestic and international audiences, and both pur-
suits can manifest in competition with other states.”®

Dennis Gormley works through the implications of this logic on the
cruise missile trade in Missile Contagion.”* Gormley argues that international
law has treated cruise and ballistic missiles differently, and that this treat-
ment has had significant implications for how the two types have spread.
International arms control efforts have generally concentrated on the threat
of ballistic missile diffusion, implicitly treating cruise missiles as a more tac-
tical concern. This has persisted even as the functional gap between cruise
and ballistic missiles has narrowed. Gormley attributes the focus on ballis-
tic missiles, in large part, to the disinclination of the United States to accept
any restriction on the production, development, or employment of cruise
missiles.”” Given the US dependence on cruise missiles in many of its recent
conflicts, this disinclination is hardly surprising, but Gormley argues that
it has a global impact on the availability and desirability of cruise missiles.”®
When the United States uses cruise missiles, it normalizes them for the rest
of the international community.

LAW AND INTERNATIONAL POLITICS

Law and international politics have a complicated relationship. War, or
intercommunal violence, seems particularly resistant to legal regulation.
As early as Cicero, warriors and statesmen claimed that the law falls silent
during war.”” As Carl von Clausewitz suggested:

Attached to force are certain self-imposed, imperceptible limitations
hardly worth mentioning, known as international law and custom, but
they scarcely weaken it. Force—that is, physical force, for more force has
no existence save as expressed in the state and the law—is thus the means
of war; to impose our will on the enemy is its object.””®
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The development of the realist, and later neorealist, IR theory came as a
scholarly rejection of the efforts to manage international affairs by legal
means in the first half of the twentieth century.”® The perceived relevance of
international law goes to the core of differences between the major schools
of thought on international relations. Historically, practitioners of interna-
tional law have sought to constrain state behavior, while practitioners of
more traditional forms of statecraft have often tried to evade or skirt these
legal constraints. This divide has extended into the scholarly realm, making
legal-focused studies of “hard” military questions, such as the innovation,
production, and diffusion of military technology, relatively rare. This study
seeks in part to bridge that divide by bringing law back to the core of “hard”
security studies.

Peter Gourevitch laid out the classic theoretical formulation of how the
international system affects domestic politics in “The Second Image Re-
versed.”®® In reference to Kenneth Waltz’s categorization of theories that
derive international political outcomes from the characteristics and behav-
ior of states, Gourevitch created a framework for thinking about how the
international system could affect the internal operation of states.®! Scholars
have used this framework to examine the impact of war, trade, and interna-
tional law on the domestic functioning of nation-states.?>

Few disagree that the density of law and obligation in the international
system has increased. Many scholars question, however, the depth of state
interest in complying with this regulation, especially as compliance be-
comes costly. Edward Luck has framed the problem of compliance with
international law thus:

When a state becomes party to an international convention, it undertakes
certain legal obligations and, in some fashion, can be held accountable for
upholding its provisions. The degree of its commitment to ensuring that
the larger purposes of the convention are fulfilled in specific cases and in
operational terms, however, is necessarily a political matter. There is no
automaticity here, particularly given the paucity of compliance or enforce-
ment provisions in most international conventions. The degree of commit-
ment, moreover, will depend on to whom the legal obligations are seen to
be undertaken; to people, to the world, or to the nation.®?

In short, states sometimes enter into agreements that they have no intention
or capability of fulfilling.®* Given the anarchic nature of the international
system, decisions to comply depend on political calculation between com-
peting factions and interests. Our theories of international relations suggest
that states especially prioritize maintaining their political autonomy in the

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

22 Chapter One

security sphere; consequently, scholars of security affairs doubt that inter-
national law can have much effect on state behavior.?

International law scholars call the difference between commitments and
behavior “the compliance gap.”®¢ States make commitments to international
law or international institutions for a wide variety of reasons; they may want
access to markets or technical knowledge, they may face alliance pressures,
important domestic constituencies may want an international commit-
ment, or larger countries may lean on them. The space between the legal
requirements of commitment and actual state behavior becomes the com-
pliance gap.#”

International treaty law has automatic and semiautomatic mechanisms
for enforcing compliance at the domestic level. Much international treaty
law requires, upon ratification, the domestic execution of the legal obliga-
tions in the treaty. Self-executing treaties become domestic law as soon as
states formally ratify them. Non-self-executing treaties require additional
legislation.®® In some special cases, institutional mechanisms ensure the do-
mestic adoption of international legal agreements. In the case of the Euro-
pean Union, for example, international treaties and acts of the European
Parliament automatically ensure a degree of compliance across the orga-
nization, though individual governments may vary in enthusiasm for en-
forcement.®

This process does not happen apolitically. The functionalist school of
European integration hoped that the creation of international obligations
could, through the development and linkage of national bureaucracy, cre-
ate regional integration without need to resort to messy intergovernmental-
ism.”® The history of the European Union has made the strong form of this
view untenable; integration is more punctuated than incremental. However,
the weak form survives, and offers a good explanation for the development
of certain kinds of state and national interests.”*

Yet an important element of how international law and international in-
stitutions come to have a domestic footprint, potentially one that avoids the
messy national politics, is through the bureaucratization of international
priorities.”? Many international agreements require the creation or modi-
fication of state bureaucracy in order to fulfill the obligations of the agree-
ment. Whether or not states intend to fulfill these obligations, they often
develop bureaucratic institutions in order to demonstrate good faith. Inter-
national obligations can also privilege certain political and bureaucratic
actors at the expense of others, thus tipping the balance between factions.”

The best examples of the integration of international law directly into
the concerns and behavior of states in the security sphere comes with the
law of armed conflict (LOAC), and with a variety of different arms control
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treaties. The former has, through a series of treaties and agreements, effec-
tively become customary international law, binding upon every country in
the world.** Governments which fail to embed LOAC in the decision making
of their military and security institutions run the risk of severe sanctions
and the prosecution of their military and civilian leadership. Compliance
with arms control treaties often requires the embedding of international
legal restrictions within systems of export control, otherwise used to pre-
vent the spread of sensitive military and dual-use technologies, or to protect
intellectual property.”®

With respect to intellectual property specifically, compliance with inter-
national IP law places obligations on all sectors of society. The state must not
only avoid infringing on foreign property itself, but undertake the regula-
tion of the behavior of private actors. Similarly, private firms need to ob-
serve the law while also reporting infringements to state authorities. How-
ever, given the overwhelming state interest in maintaining a healthy defense
sector (and especially in pursuing innovative military technologies), we can
expect the state to pay close attention to the regulation of IP in the national
security sphere.

Increasingly, a bureaucracy for managing intellectual property has be-
come a standard component of statehood across the international system.*®
Even states that produce little intellectual property have established such
bureaucracies. Institutions that manage international intellectual prop-
erty protection have actively undertaken efforts to deepen their reach into
domestic law. These institutions, including the World Intellectual Property
Organization, negotiate with national governments to improve the level of
IP protection.”” This effort includes the contribution of legal and technical
expertise in maintaining a system of IP protection. Attracting foreign direct
investment (FDI) from major multinational firms often requires such pro-
tection. In other words, international regimes (including the international
IP regime) do not merely “trickle down” into the domestic institutions of
their member states; they actively replicate themselves, both through direct
negotiation between states and by the active machinations of the institu-
tions themselves.

WEAPONIZED INTERDEPENDENCE

One consequence of the expansion and bureaucratization of interna-
tional law may be what Henry Farrell and Abraham Newman have termed
“weaponized interdependence.”®® Farrell and Newman argue that, among
other phenomena, international commerce creates a complex and asym-
metric map in which certain players can leverage their central positions in
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order to coerce others. Farrell and Newman illustrated the argument with
an application to the global financial system, in which interdependence has
allowed the United States to aggressively target countries and firms that
have violated sanctions against Russia and Iran. While seeming obvious, the
argument runs contrary to decades of thinking about the “flattening” nature
of international commercial networks.

We can think of the global system of patent and trade secret protection as
a similar kind of interdependent network, with its own vulnerabilities and
opportunities for leveraging lethality. As we will demonstrate in chapter 2,
the United States has been at the forefront of an effort to increase intellec-
tual property protection for at least the last three decades.®® Since the 1980s,
it has facilitated the establishment of a global IP protection architecture, and
ensconced that architecture in multilateral and bilateral treaty law. While
the impetus for strengthening international IP protection came largely from
private actors, the weapons of interdependence need not be designed with
lethal effect in mind. Empirical research on globalization has long suggested
that states benefit from “first mover” steps with respect to the establishment
of global rules of the road.’*®

Weaponized interdependence cuts both ways. The interconnected nature
of the global tech sector gave Chinese firms such as Huawei access to tech-
nologies it otherwise would not have been able to take advantage of. Inter-
national intellectual property protection, a system of mutually supporting
patent law and trade secret protection that enabled sharing, provided the
foundation for that success. But, as we will argue at various points in this
volume, interdependence has given the United States leverage for attacks
against China’s technology sector.

Our Expectations

Political scientists have not yet developed a model for how intellectual prop-
erty law affects the innovation and diffusion of military technology, largely
because they have yet to think very hard about the question. Nevertheless,
we can derive a few hypotheses from the theories described above.

With respect to military innovation, political scientists of the realist
school of international relations thought might generally grant that patterns
of intellectual property protection have an effect on how a defense industrial
base operates, but they would also expect that the pressure of maintaining a
competitive military would push contending states towards similar internal
arrangements.'” In other words, if a particular system of intellectual prop-
erty protection helps spur innovation in one state, other states will generally
copy that system and implement it on their own.
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With respect to military diffusion, theorists of international politics
would likewise not deny the proposition that states take protection of their
technology and intellectual property seriously. However, theorists, espe-
cially from the realist school, view states as security maximizers, and gen-
erally believe that international laws and norms breach the military sphere.
In other words, few states would entrust protection of their intellectual
property, or that of their domestic firms, to international law or interna-
tional management. Pairs or small groups of states might engage tech-
nology transfer to facilitate an arms deal, but the transaction would remain
at “arm’s length,” and would not involve particularly sensitive technologies.
States would not, as a general rule, trust other states to protect their most
advanced military innovations. Furthermore, with respect to industrial es-
pionage, realist scholars would expect states to engage in spying in order to
acquire knowledge of foreign military technologies, and hopefully to repli-
cate the most successful technologies. Realists would not, as a general rule,
expect the development of norms of restraint to guide this behavior.

By contrast, we argue that the developing constellation of international
intellectual property law regimes will increasingly constrain the behavior of
states, even in the defense procurement sphere. The development of inter-
national IP legal regimes has forced nearly all states to create domestic intel-
lectual property management bureaucracies. Although these bureaucracies
may initially play only a symbolic function, over time they have a greater
impact on state behavior.

The model works as follows. The demands of both international orga-
nizations and domestic economic innovation require the creation of an
intellectual property protection bureaucracy that can negotiate with inter-
national organizations as well as private firms. Over time this bureaucracy
takes on a life of its own, changing how a government operates. States will
increasingly struggle to maintain dual-track systems of IP management that
protect domestic innovation while facilitating the theft of foreign IP. This
system will come to characterize transaction in military and dual-use equip-
ment, thus bringing IP law into the security sphere.

The emerging international intellectual property regime, manifested
in both multilateral —agreements on trade-related aspects of intellectual
property rights (TRIPS) and transatlantic trade and investment partnerships
(TTIP), for example) —and bilateral agreements, affects the nature and con-
tent of intellectual property regulation at the domestic level, thus yielding
changes in national innovation systems that result in a more homogenous
global intellectual property regulatory regime.

In large part because of trends in technology and international trade,
the innovation and production of military technology has taken on an in-
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creasingly international character. The development and assembly of spe-
cific weapons now occurs transnationally, with components built in several
countries and transferred to others for final assembly.

Intellectual property regulation affects the extent and nature of military
innovation. Systems of IP regulation consistent with the emerging global
regime tend to enable states to take advantage of dual-use technologies and
enhance public-private collaboration. These systems tend to discourage un-
licensed appropriation of foreign military and dual-use technology.

The emerging system of intellectual property protection facilitates the
globalization of military production by reducing concerns about the loss
of IP to partners. Believing they have legal recourse in the case of violation,
states and firms become more willing to engage in collaborative transna-
tional projects, including both innovation and production. The emerging
system of intellectual property protection also ameliorates some of the con-
cerns states have over illegal appropriation in the wake of arm’s-length arms
transfers. While many arms transfers do not involve appropriation concerns
because the buyer lacks the technological foundation to copy any relevant
innovations, some transactions between technologically similar countries
run the risk of appropriation and theft. The existence of a common set of
intellectual property protections helps to reduce this risk.

During the Cold War, the United States developed a wide-ranging sys-
tem of export controls for military and dual-use equipment. This system en-
compassed not just the United States but also most of its partners and allies,
especially those engaged in cooperative military production and research.
Today, that system has become integrated with the emerging international
IP regime to place strict restrictions on how and where partner states can
export military equipment.

The combination of shifts in technology and the increasing relevance
of IP law, both internationally and domestically, has made the field fertile
for the emergence of new forms of industrial espionage. The digitization of
technology, to some extent abetted by the expansion of IP protection, has
made it possible for the military and intelligence assets of some states to
appropriate the military and dual-use technology of others. This comes in
the form of cyber-espionage, a practice that increasingly dominates efforts
to steal military industrial secrets. As with many new forms of state inter-
action, however, the practice of cyber-espionage takes cues from the devel-
opment of international laws and norms, including those of IP protection.
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The Plan of the Book

The rest of the book proceeds as follows. Each chapter begins with a short
vignette about the impact of intellectual property law on the technologies
of national security. These vignettes serve to familiarize the reader with the
history and stakes of IP protection in the defense sector. Chapter 2 describes
the nature and history of intellectual property law and its intersections with
the military-industrial complex. This includes descriptions of patent, copy-
right, and trade secret protections (including those for patent acquisition
procedures), and how each of these matter for the practices of firms within
and around the MIC. Scholars in business, economics, and organizational
behavior fields have studied the differential impact of different IP schemes
in cross-national context. While few of these studies concentrate specifically
on the defense industry (which usually exists in an idiosyncratic position
with respect to IP law), they provide useful context for thinking about how
variations and changes in IP law might affect innovation and productivity.
The chapter traces the history of intellectual property protection, highlight-
ing instances in which military considerations have had an important im-
pact on how the current regime came into existence. It concludes with an
account of the emergence of the international intellectual property regime,
with a particular eye to how the United States and other important actors
have used bilateral and multilateral agreements to create an international
IPP standard.

Chapter 3 delves into the US national innovation system, describing how
the existing military-industrial complex came into existence in the United
States. This account concentrates on the relationship between government
and private business in the defense sector, including an explanation of how
the United States has primarily relied on patent and trade secret regimes to
protect innovative technology. The chapter highlights two intellectual prop-
erty protection issues in the current US legal regime; the Invention Secrecy
Act and the state secrets privilege. These two issues structure and complicate
the relationship between the US government and the private defense sector.

Chapter 4 provides an introductory description of how different, often
competing, intellectual property frameworks operate, including a historical
account of how states have approached the protection of intellectual prop-
erty. The chapter compares how the Soviet Union, the Republic of Korea,
and the People’s Republic of China pursued innovation within their par-
ticular intellectual property frameworks, and investigates the benefits and
drawbacks of each system. Both the Soviet Union and China concentrated
their defense industrial bases in state-owned enterprises, albeit with im-
portant differences in the treatments of interfirm collaboration and intel-
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lectual property. These systems have changed over time, however, with the
role of intellectual property expanding as the networks of firms, labs, and
government agencies became more complex. The Republic of Korea, one
of the few countries to occupy a space as both an importer and exporter of
high-technology military equipment, represents a particularly interesting
case of collaboration between domestic and international public and pri-
vate producers.

Chapter 5 examines the interaction between the international arms trade
and the growing body of domestic and international intellectual property
law. The chapter begins with an extensive description of the functioning
of the extant arms export market. It examines how intellectual property
concerns have affected arms transfers, and how states and firms have navi-
gated the increasingly complex defense supply chain in the context of vari-
ous intellectual property law jurisdictions. In particular, the chapter details
the development and functioning of the US government’s system of export
control during the Cold War. Although it operated on an idiosyncratic set of
legal principles, this system did and does represent a form of legal intellec-
tual property protection, limiting the transfer of technologies to states and
firms unfriendly to the United States. This chapter also includes a quantita-
tive investigation of how intellectual property practices affect arms exports.

Chapter 6 studies the phenomenon of industrial espionage, especially
as practiced through cyberwarfare. Although states have long engaged in
industrial espionage in the defense sector, the advent of the digital age,
combined with an increase in the importance of intellectual property and
changes in IP law, have transformed the field of play. States no longer need
direct physical access to foreign technology in order to copy and appropri-
ate it. Indeed, this form of espionage has come to dominate discussion of
cyberwarfare between China and the United States.

The final chapter reviews the findings of the book, and charts the way
forward in both policy and research terms. On the policy side, we offer sug-
gestions for reforming elements of the Department of Defense’s intellec-
tual property practices within the United States. We also offer some input
regarding how the military-industrial complex in the United States should
approach multilateral negotiations on intellectual property protection. On
the research side, we describe several questions that could animate future
researchers, working from a variety of methodological approaches.
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INTELLECTUAL PROPERTY PROTECTION

Vignette: Patent Law and the Quest for Maritime Dominance

“Water, water, everywhere—nor any drop to drink.” The despair in “The
Rime of the Ancient Mariner” was based on hard facts: In the seventeenth
and eighteenth centuries, the ability of ships to conduct long-range military
and commercial voyages depended to a great degree on their access to fresh
water.' Ships destined for India, China, or the Americas needed either large
stores of water or access to fresh water ashore. Efforts to construct a device
that could convert seawater to freshwater thus became a key scientific and
engineering priority in Great Britain and the Netherlands from the seven-
teenth century on.

It is therefore unsurprising that these efforts triggered a series of legal
disputes around attempts to obtain patents—the legal mechanism by which
an inventor obtains a temporary monopoly over a new invention. The early
English patent system involved a complex relationship between inventors,
the Crown, and a variety of interest groups, with authority to assign owner-
ship delegated to the Royal Society of London (one of the first chartered
scientific societies). Several inventors attempted to register with that so-
ciety machines that they claimed could convert seawater to freshwater, with
one William Walcot succeeding in obtaining a patent that gave him a mo-
nopoly over one design.? Walcot eventually became embroiled in a dispute
with Robert Boyle over claims to a very similar, competing machine, and
lost most of his rights over the invention. The strategic significance of the
legal argument becomes apparent given Walcot’s response: he picked up and
moved to England’s primary military competitor, the Netherlands, where he
was able to register his patent.?

As history records, none of the machines ever worked.* The culmination
of the dispute, however, illuminates how the early modern state attempted
to use intellectual property protection to facilitate the extension of military
reach and national power. Even at this early point, state authorities appreci-
ated that the structure of intellectual property law does not merely influence
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the broad health of the national economy, but could more directly impact
the pursuit of military power.

The second half of the nineteenth century saw tremendous innovation
in naval warfare, driven in great part by the patent system.®> Steam-powered
vessels had begun to appear in the first half of the century, and when steam
was united with screw propulsion (propellers), it resulted in fast, efficient,
well defended warships. The first such battleship, the French Napoleon of
1850, could outpace the older sail-driven ships of the line that had domi-
nated warfare since the seventeenth century.® Iron plating came next. The
French armored cruiser Gloire, with iron plating over a wooden hull, showed
the way. The iron-hulled HMS Warrior entered service a year later. In two
years, the American ironclads CSS Virginia and USS Monitor would fight to
a draw at Hampton Roads. The age of the wooden sail-driven ship of the line
had ended, but innovation had not.

The next generation of ships carried heavy steel armor and breech-
loading turrets, and eschewed sails completely.” In the United Kingdom, the
firm of Armstrong-Wentworth secured several critical patents on artillery
and armor technology, then used those patents to win contracts with the
Royal Navy? However, even as British IP policy was successful in encourag-
ing this modernization, the British government also recognized one fraught
tightwire: How to permit useful private property protection—which the
government had concluded was helpful to spur such improvements—while
nonetheless ensuring government access to those improvements. As is ex-
panded upon later in this chapter, the British government used two weights
to balance the established property protection: reservation of the right to
compel inventors to license their military technology, and the setting of
royalty rates for the government’s use of that technology.’

Meanwhile, the US military and its counterparts in Europe did their best
to get access to the latest British inventions. By 1900, many navies around
the world possessed squadrons of heavily armed and armored battleships
and cruisers.’® The modern ships’ combination of armor and firepower put
smaller ships at a distinct disadvantage. Further innovations in fire control
helped increase the range of these larger guns. These trends drove an in-
crease in ship size, gun power, and armor into the first decades of the twen-
tieth century.

In several countries, inventors and engineers quickly responded by shift-
ing to develop a counter to these tremendous ships: accurate, easily fired
torpedoes that, unlike the early stationary mines, were self-propelled."
With sufficient range and accuracy, these torpedoes could bypass the sys-
tems of armor protection that battleships and armored cruisers relied upon.
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But for lethal accuracy, they depended upon a propulsion system, a deto-
nator, and a mechanism for maintaining depth and course,'? all needed to
withstand the rigors of combat.”* When all these parts worked successfully,
they could be expected to give small, fast, maneuverable vessels a means for
destroying capital ships for the first time in decades.

This budding arms race put the existing national innovation systems
under strain. First, the extent and the cost of modern warships put pro-
duction beyond the capacity of private industry to independently develop
updated versions."* As a result, the US and British governments began di-
rectly employing many of the engineers working on torpedo technology.
Moreover, much of the capital necessary to facilitate research and exploit
innovations came directly from the government.'” This shared investment
inevitably produced questions about who owned the resultant technology
in the form of patents and trade secrets. Each of those governments would
come to control many of the rights associated with the patents, including
domestic and international rights of transfer. Private firms, on the other
hand, came to expect that the state would finance their research activities,
at least in part. The torpedo provided a template for the development, pro-
duction, and sale of modern military technology—a template that would
help create an infrastructure of intellectual property law in both countries,
and around the world.

Left inchoately addressed, however, was a second tightwire: how to pro-
tect the state from letting militarily sensitive technology fall into problem-
atic hands, yet still permit firms to gain as much economic benefit as possible
from their inventions through export of the technology.® The mechanisms
established for managing the development of the torpedo would have far-
ranging effects on the intellectual property systems of both the United
States and the United Kingdom.

Introduction

Intellectual property law is certainly older than the modern nation-state.
Nascent forms of patent and trade secret protection began to emerge dur-
ing the medieval period, and even then they were often in association with
the need to protect monopolies or provide incentive for military innovation.
But the twentieth and twenty-first centuries have seen an explosion in the
extent and influence of intellectual property law. An increasing number of
interest group disputes, international disagreements over enforcement, and
court decisions have broadened the scope of the legal conflict and added to
the body of law. These concerns and disputes have impacted how states cre-
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ate, transmit, and access defense technology. Yet, until very recently, there
has been little interest in considering how intellectual property law affects
defense industries and the transfer of defense technology between states.

To understand the interactions, it is crucial to appreciate the mechanisms
ofintellectual property, its genesis, and its subsequent development through
the twentieth century. While political scientists have only rarely discussed
intellectual property, economists and lawyers have probed questions asso-
ciated with IP protection at considerable depth. This chapter examines the
extant research on the effect of intellectual property law on economic be-
havior more broadly, before drilling down to evaluate the behavior of firms
in the defense sphere. We use the unfortunately awkward term “firms in the
defense sphere,” rather than “defense firms,” quite intentionally. As will be
discussed later in more detail, in light of the expanding role of dual-use tech-
nology in the modern defense arena, a proper assessment of the influence of
intellectual property law requires consideration of a broader vista not only
of defense-focused firms, but also of general commercial companies whose
technology is sometimes of great strategic value.

After establishing the state of research on the impact of patents, this
chapter turns to the international factors facilitating the spread of patent
protection across the international system. States have sought coordination
on IP law since the late nineteenth century, but the effort has accelerated in
the past twenty-five years. This effort, including both multilateral and bi-
lateral components (both most often led by the United States, at least until
recent shifts of policy under the Trump administration), has resulted in a
global homogenization of intellectual property protection around the US
model. Finally, the chapter continues to examine the intertwined nature of
IP law and the pursuit of national security.

The Forms of Intellectual Property

As currently understood, there are four main types of intellectual prop-
erty protections, but only a triad of them come into play throughout the
course of this book: utility patents, trade secrets, and copyright.” When lay
people refer to “a patent,” they are generally referring to the majority subset
more accurately described as a “utility patent” —the time-limited monopoly
granted by a government to inventors of a sufficiently novel and useful pro-
cess, product, or device. This contrasts with the small minority of “design
patents,” which protect only the nonuseful designs of useful inventions. Be-
cause the functional benefits of inventions interest military-industrial com-
plexes, and because most of the defense industry’s technology is protected
through utility patents, in this book the term “patents” will refer to utility
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patents.’® The very nature of utility patents is a quid pro quo; in order to
receive that time-limited exclusion, an applicant must disclose to the gov-
ernment the detailed mechanics of an invention and explain not only how
it differs from prior creations in the field, but how it is sufficiently original
so that “a person of ordinary skill in the art” (referred to in some jurisdic-
tions as “the common technician in the field”) could not have developed it
on her own. The government, generally, then publishes that information so
that other parties can copy the version once the patent exclusion has expired
and, just as importantly, can use the more general knowledge for other pur-
poses right away. With that general knowledge, others can create related
products and often even create work-arounds that accomplish the same goal
in a fashion similar to the version covered by the patent, but are tweaked just
enough to avoid infringing on the patent’s territory.

An alternative form of protection relies on the creation of “trade secrets.”
Most broadly, a trade secret can be any economically advantageous informa-
tion which is not generally known and is kept secure so that it is not easily
ascertainable. Like Coca-Cola’s well-known secret flavoring recipe “7X,”
trade secrets can include innovative processes and new items."”” Any trade
secrets are, by definition, not disclosed to the outside world —and so cannot
be simultaneously patented. Instead, owners of trade secrets seek to pro-
tect them by instituting special procedures for handling them. If patent pro-
tection is akin to placing money in a bank, trade secret protection is more
like keeping cash in a mattress, with the inherent benefits and risks that the
metaphor implies. Like depositing assets in a bank, patent recognition in-
volves a formal process and opens the property to government scrutiny, but
comes with the assumption of certain government protections (though this
assumption may turn out to be unwarranted when the state secrets privilege
is unsheathed). By contrast, like keeping money in a mattress, trade secret
protection is a discreet process. As the protection primarily hangs on the dif-
ficulty of uncovering private conduct, the owner attempts to maintain the
confidentiality of underlying information, and often even the existence of
the secret itself. But there are various avenues of remedy when that security
is breached and a trade secret is stolen. While theft of a trade secret used to
be matter of civil concern and financial recovery, it is a sign of the increasing
importance of that approach that such theft is now frequently treated in the
province of criminal prosecution. However, like the unreported money in a
mattress, the trade secret legal regime provides no protection against those
who, without engaging in improper acquisition, uncover the secret property
either through reverse engineering of a properly acquired product or simply
through independent creation.

Discussion of how intellectual property can be used to impact the dis-
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semination of defense products would be incomplete without discussion of
the related fields of design patent and copyright. Like utility patents, design
patents and copyrights provide for limited-time monopoly rights. But in-
stead of focusing on practical innovations, both design patents and copy-
rights are meant to protect nonfunctional design and expressive creative
content. On first glance, defense technology appears unlikely to contain
such creative, “artistic” aspects. After all, in the development stage, a mili-
tary’s first or even second priority is not its simplicity or beauty, as might be
a priority for a commercial company such as Apple. However, even indus-
trial design—that is, design of items that are primarily functional, such as
automobiles and airplanes—can contain nonfunctional ornamental com-
ponents that may, in combination, fall within the protection of a design
patent.?°

Readers are undoubtedly most familiar with copyright as it is used to
protect works valued primarily for their original communicative content,
such as movies, music, and other creative arts. But undoubtedly most sig-
nificant in the defense arena is the use of copyright to protect computer soft-
ware. Going forward, it is probably accurate to say that almost all technically
sophisticated items will contain software. While software may contain algo-
rithms that would satisfy the general principles of patentability, it is cur-
rently unclear under what circumstances it will be protectable by patent.!
It is clear, however, that source code, if it satisfies the very low creativity re-
quirement, can be copyrighted.?

Intellectual Property and Innovation

But what of the actual impact of IP protection on the behavior of inven-
tors? Does intellectual proportion protection spur or hamper innovation?
This question has vexed inventors, merchants, and policymakers since
the beginning of the early modern period. In both the United States and the
United Kingdom, policy makers and commentators have hotly debated the
question of the value of patent protections.?®* While the fully formed systems
of intellectual property protection eventually emerged in the US and the UK
(European continental states proceeded more slowly), these systems devel-
oped fitfully, and occasionally faced strong opposition. This opposition first
developed because the earliest patents were often unconnected with inno-
vation, and existed primarily to allow the state, and particularly royalty, to
reward supportive constituencies. To many in the United Kingdom, patent
protection appeared to be of so little value to inventors, scientists, and in-
dustrialists that in the late nineteenth century a coalition of them argued not
merely for its reform but its abolition.?* This group argued that patent pro-
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tection represented unwarranted government intrusion into the function-
ing of the capitalist economy. This coalition failed, although its efforts even-
tually succeeded in streamlining the patent process in the United Kingdom >

A similar effort developed in the United States in the 1930s and 1940s.
Partially in response to the Great Depression, New Deal policy makers
considered options that would free scientific and industrial patents from
monopoly control.>¢ Although the power of the abolitionist force waned
quickly, suggestions for intervention into the patent system remained until
the 1950s. This included a proposal to empower a government board to dis-
tribute certain patents according to social and scientific need.*” Another pro-
posal was one which, if it had succeeded, would have radically transformed
the nature of US defense innovation: that any government investment in a
research project should void all private patent rights.?® Criticism of the pat-
ent system also attacked the state’s use of secrecy to prevent the spread of in-
formation (we will return to this in chapter 3).2° The appropriation of a wide
range of German intellectual property during and after the war gave these
arguments some steam. However, even though this movement found some
high-powered intellectual support (from the philosopher Michael Polanyi,
among others), it failed in the long run to either abolish or fundamentally
reform the handling of intellectual property in the United States.>

Scholarship in economics was slow to take up the question of the effec-
tiveness of IP law in spurring innovation. For along time, economic analysis
treated technological change and invention as exogenous to the economic
system.* The early-twentieth-century work of Jacob Schmooker helped clar-
ify the impact of economic activity on the pursuit of innovation. Schmooker
recognized that “technological progress is not an independent cause of
socio-economic change, and an interpretation of history as largely the at-
tempt of mankind to catch up to new technology is a distorted one.”** In-
ventive activity, as represented by research and development investment
and the establishment of patents, follows economic demand.*®* Schmooker
showed this empirically by examining patenting behavior in railways and
associated industries. Research within an industry, he concluded, does not
“exhaust” innovation, in the sense of pushing particular industries into un-
productive dead ends; rather, as long as demand exists, investment and re-
search will follow.>*

The landmark contribution of William Nordhaus a half-century ago
tightened this weave by making inventive activity endogenous to modern
economic models, particularly intellectual property protection. Nordhaus
determined that, theoretically at least, firms should be sensitive to changes
in patent law, especially regarding the length of patents. Through use of
intellectual property protection, the state could manipulate the incentives
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firms had for investing in research and development.** Some scholars have
suggested that the correlation between patent rights and innovation would
not necessarily be a positive one; rather, patent rights can in certain situa-
tions dissuade innovation. Indeed, some in the Marxist tradition have ar-
gued that the commoditization of knowledge that the emergence of the
international intellectual property regime represents is responsible for eco-
nomic stagnation and the growth of inequality in late capitalism.*® Refining
the techniques for maintaining ownership of knowledge, by this account,
curtails open research and the sharing of knowledge for the human good.

In a recent review, Mike Kimel made this argument, noting that in years
where there are more patents per capita issued, the subsequent growth rate
in real per capita GDP over a ten-year period seems to go down.*” He has
offered at least two reasons for this. First, wherego the creation of legal pro-
tections, so goeth attorneys fees; those additional transaction costs inevi-
tably decrease the amount of innovation that might otherwise be created.
While that is possible, we suspect that it is of very limited import, as the
cost of those fees are generally going to be dwarfed by the potential profits
of most defense innovations. Thus, the marginal harm to innovation caused
by attorneys’ fees could be expected to be quite low. However, Kimel’s sec-
ond point ties into wider arguments against patent protection: To a patent
owner’s competitors, the patent has a negative value—it creates a threat of
potential damages should one’s innovations fall within the scope of the pat-
ent. And that is more likely than one might imagine. Innovation, as impor-
tant as it can be, is often incremental. It can be difficult if not impossible to
ascertain ahead of time how broadly a patent’s terms will be construed. A
competitor may forgo attempting to innovate in a specific field if the result
may run afoul of an invention that appears to have wide protection.

One clue as to the effect of intellectual property protection on innova-
tion is the empirical evidence regarding how modifications to IP law have
affected firms’ engagement in innovative activity.*® A growing community
of scholars has tackled this question.?® For example, Edwin L. C. Lai showed
that the impact of intellectual property protection depends both on global
economic position, and on the nature of technology transfer.*® Strong IP
protection in the “global North” slows innovative activity by providing
Northern inventors with longer, more secure periods of monopoly control.
However, strong IP protection in developing countries can help generate
foreign direct investment and technology transfer, which then increases the
rate of product innovation, as well as increasing the relative wage and other
economic macro-indicators. On the other hand, Mariko Sakakibara and Lee
Branstetter found little indication that the major Japanese patent reform
of 1988, which brought Japanese practice much closer to the US standard,
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had a significant effect on the research and development behavior of Japa-
nese firms.* Combining quantitative data with qualitative interviews, Saka-
kibara and Branstetter could not demonstrate that the 1988 reform changed
the way in which firms approached research and development, or that it in-
creased the overall innovative output.*?

Data problems have slowed research. Scholars like using patent regis-
tration data because by its nature and purpose it is publicly accessible and
thoroughly classified according to industrial sector and type of technology.
However, drawing conclusions from patent data is problematic. A 1987
article by Bjorn Basberg laid out many of the problems and much of the
debate associated with using patent registration data for measuring inno-
vation.*® First, not all innovations are patented. Given the public nature of
patenting, some inventors may prefer secrecy (trade secrets) to protect key
innovations, especially if the patents do not result in some commercially
obvious technology.

Second, and perhaps most important: not all patents represent innova-
tion. Indeed, correlating the quality of innovation by the number of patents
is a flawed exercise. As indicated earlier, companies can be motivated to pat-
ent so as to encourage potential competitors to relinquish that field. Because
it is generally not possible to fully ascertain the strength or weakness of a
patent without engaging in litigation, having many patents can serve the
purpose of discouraging others from spending research and development
funds in that field. It might be that some of the patents would be found to
be invalid or weak—that is, they would be shown to have been unentitled to
patent protection. But a patent holder is aware that some potentially com-
peting companies will choose to forgo setting themselves up for a patent
battle and will instead focus their efforts on other technology. In addition,
some companies often pursue even meritless patents to fool unsophisticated
stock market evaluators, who will then drive up stock prices. Recognizing
this, researchers have made efforts to define which patents are meaningful
by focusing on particular words that likely suggest that the innovation re-
vealed in those patents will have greater import in that technology sector.**
Equally important is that variance in patent law and attitude toward patents
may frustrate studies that attempt cross-national, cross-sectoral, or cross-
temporal comparisons.*®

In light of the expanding role of dual-use technology in the modern de-
fense arena, a proper assessment of the influence of intellectual property
law requires consideration of a broader vista. With some important excep-
tions (the pharmaceutical industry, for example), patent statutes themselves
are not industry-specific, and the general rules of statutory interpretation
should be the same across industries. Nonetheless, patent law has a variable
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effect on innovation across industries. Different industries have characteris-
tics—organizational structure, means of information diffusion, or potential
application of the law—that affect the impact of patent law on innovation.
As Dan Burk and Mark Lemley write, “As a practical matter, it appears that
while patent law is technology-neutral in theory, it is technology-specific in
application.”*¢ Some research supports this suggestion. Albert Guangzhou
Hu and Ivan P. Png posited that “as patent rights change at the national level,
industries within a country may react differently according to the impor-
tance of such rights to the respective industries.”*” They found that stronger
patent rights were indeed associated with faster growth among more patent-
intensive industries.*® Michael Heller and Rebecca Eisenberg, for example,
specifically argued that the nature of biomedical research causes patent pro-
tection to be likely to curtail effective research within that community.*
This book is focused on provisions of intellectual property law and policy
that particularly affect military acquisition and use. As chapter 3 will discuss,
the existence of the Invention Secrecy Act and the availability of govern-
ment immunity among other facets of intellectual property law means that
defense firms and their partners face a different legal environment than do
most other private companies.

Trade Secrets

While economists have largely dominated the academic literature on pat-
ents, organizational theorists have taken a larger role on the question of
trade secret protection. In part, this is because analysis of trade secrets poses
obvious data problems, as academics have no more access to trade secrets,
individually or in aggregate, than anyone else. It is unfortunate for there to
be no empirical data regarding trade secret protection, because in a mod-
ern, interconnected economy, trade secret protection may be having a big
impact on innovation. As James Pooley, deputy director general of the Inno-
vation and Technology Sector of the World Intellectual Property Organi-
zation, argues, “Although it may seem paradoxical, trade secret laws can
enable and encourage technology transfer, because they provide a commer-
cially reasonable way to disseminate information.”® In the absence of such
laws, firms would lack confidence in their employees, customers, suppliers,
and other partners, leading to deadweight economic loss and a decline in
innovation. Andrea Fosfuri and Thomas Ronde, for example, demonstrated
that trade secret protection tends to incentivize high-tech clustering, which
itself generates economic growth and technological innovation.* That is
because—as Silicon Valley’s computing industry exemplifies—high-tech
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industries can benefit from labor and related capital mobility across rela-
tively constrained geographical areas.” Trade secret protection enables that
clustering by giving firms sufficient confidence to allow employee mobility,
which in turn permits the dispersion of broader skills and knowledge gained
in creating a trade-secreted product. However, the power of trade secrets
is controlled both by the ability of a particular holder to effectively limit
access, and by the willingness of private and state competitors to respect
those attempts to limit access.>® The former will be discussed in the context
of needed defense industry collaboration; the latter becomes an issue, dis-
cussed in greater length, regarding some states’ unwillingness to respect at-
tempts at maintaining secrecy.>*

History of Intellectual Property Acquisition as Statecraft

Why would governments, particularly capitalist ones, agree to give some
person or entity exclusive rights to make or use an invention, rather than per-
mit society to immediately benefit from the reduced costs of competition?*
Historians trace early intellectual property systems to the Renaissance-era
Italian city-states of Venice and Florence, with the perceived success in spur-
ring innovation there leading to analogous systems elsewhere in Europe.
However, as those patents and copyrights required authorization from the
reigning monarchs, they were often were used to grant a stream of revenue
to favored individuals and groups and, in the case of copyright, to control
the publication of ideas.

Over the centuries, however, the derived benefit to the public became
the focus. This understanding, particularly in the case of patents, relies on
the belief that an incentive is needed to get an inventor to allocate the re-
sources to invent (given the opportunity costs involved) and to give other
potential inventors access to that advancing technical knowledge through
the patent protection process’s detailed disclosure requirements. The patent
monopoly and its associated profits are the incentives provided to achieve
those two aims. There is also the tertiary public benefit that exclusivity moti-
vates potential competitors to develop alternative designs or processes that
achieve the same goal, yet work around the protected version. Often it is in
creating these “work-arounds” that the technology improves even further,
beginning the cycle anew. It is this public benefit rationale that explains the
prefatory language in the US Constitution’s clause providing Congress the
right to establish copyright and patent protection: “To ... promote the Prog-
ress of Science and use Arts.”>” This assumes that personal benefit is required
in order to motivate innovation; if the inventor was otherwise motivated
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to equally innovate, this legal incentivizing would be economically unwar-
ranted. This view also assumes that the public benefit from patents is greater
than the cost of monopoly pricing.

Until the late nineteenth century, both the beneficiary “public” and the
innovators and creators were understood to be limited to a particular state’s
citizenry.>® As a result, the unauthorized appropriation of foreign intellectual
property “was seen not only as not dishonorable, or ‘piracy, but as the ren-
dering of a public service.”*® Indeed, today’s industrial powers achieved de-
velopment in part by freely appropriating the intellectual property of other
countries. The British patent system was sought to lure foreign technolo-
gies to the kingdom not by granting rights to the original, often foreign,
inventors, but to whoever brought inventions into domestic public knowl-
edge. The United States’ antagonism toward protecting foreign inventors
was even less subtle: foreigners were ineligible to obtain US patents until
1836, and even thereafter remained saddled with higher patenting fees until
the United States was forced to abandon that approach as a result of the
Paris Convention.*® Discrimination against foreigners effectively encour-
aged technology transfer. As David Jeremy observed, “If both citizens and
aliens were denied the possibility of a patent for introducing a foreign inven-
tion, foreign inventions could be introduced to America without the addi-
tional cost of the inventor’s monopoly rights. The USA therefore had access
to the world’s technology at a lower cost than other nations.”®* And indeed,
the United States was a net technology importer throughout most of the
nineteenth century.®* One of the better known examples of appropriation
was British steam engine technology, acquired with no compensation and in
spite of British prohibitions on export.** Indeed, as late as World War II the
United States was regarded even by its allies as having a loose appreciation
for the intellectual property of others.5*

Internationalization

The degree and nature of IP protection should vary across nations. Coun-
tries vary in terms of their exposure to international trade, the size of their
domestic markets, the role of private versus public capital, the level of eco-
nomic development, their trade partners, the balance of industry versus
commodities, their colonial heritage, and the nature of their international
commitments. All these factors have an effect on economic policy and legal
systems, so we should expect that different countries in different positions
will have different systems of IP protection.®® Yet in reality, state practice in
IP protection has seen an increasing degree of homogeneity.

Through the first half of the nineteenth century, efforts at creating multi-
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national intellectual property protection arrangements ran aground in the
face of pirate communities. In the United States, for example, both pub-
lishers and industrialists bitterly fought any suggestion that the US govern-
ment should recognize British intellectual property.® The prosperity of the
latter, and in many cases the survival of the former, depended on cheap ac-
cess to British creative work. Senator Henry Clay took up the cause of de-
veloping a trans-Atlantic accord on intellectual property in the 1840s, but
supporters of international protection failed to overcome domestic oppo-
sition.”

Other international efforts also fared poorly. The confederation of Ger-
man states that existed prior to 1871 failed to develop a uniform system of IP
protection, leading to widespread piracy —and, some have argued, consider-
able industrial success.®® Not even the British Empire could manage a com-
mon standard of IP protection, as the government recognized that uneven
development across the empire made patent protection onerous to the less
technologically advanced colonies.®’

Nevertheless, by the end of the nineteenth century, the “national” phase
began to give way to an “international” one as US inventors joined their
European counterparts in seeking to protect their inventions from unau-
thorized copying within the small number of industrialized countries. This
phase began with bilateral deals for mutual protection of intellectual prop-
erty, but soon began moving towards comprehensive multilateral treaties.”
These international efforts resulted in the Paris Convention for the Protec-
tion of Industrial Property in 1883 (regarding patent protection), and the
Berne Convention for the Protection of Literary and Artistic Works in 1886
(regarding copyright protection), in which signatory countries agreed to
domestically codify certain basic protections of intellectual property.”* The
Berne and Paris Conventions formally established both priority irrespec-
tive of the nationality of the owner (permitting a foreign creator to establish
priority over a subsequent domestic user) and national treatment (requiring
that each nation treat foreign and domestic creators alike in establishing
rights and analyzing infringement claims—so that, for example, a state may
not offer its citizens longer patent or copyright terms than those provided
to foreign holders). The Berne and Paris Conventions’ equalizing concepts
have been reaffirmed and expanded upon in the 1994 Trade-Related Aspects
of Intellectual Property Rights agreement (TRIPS).”2

However, these early agreements created only a very limited degree of
legal cohesiveness and consistency. First, they permitted individual states
to retain their own patent and copyright systems, specifying length of pro-
tection, scope of protection, and carve-outs permitting “fair use” and other
limits on exclusivities. As Peter Drahos has noted, throughout the early
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twentieth century, “it was an accepted part of international commercial
morality that states would design domestic intellectual property law to suit
their own economic circumstances. States made sure that existing interna-
tional intellectual property agreements gave them plenty of latitude to do
$0.””* To this day, despite many industrialized countries’ quite similar pat-
ent procedures, there is no such thing as an international patent. Each state
typically still controls its patenting process through its own national pat-
ent office.” Second, and crucially, the early multilateral agreements did not
contain any enforcement mechanism, making their value wholly subject to
the signatories’ willingness to self-police: a US patent could only be enforced
by a US court, a Russian patent could only be enforced in a Russian court, a
Chinese patent could only be enforced in a Chinese court, and so forth. As
a result, each state was generally free to interpret its own law as narrowly
as it chose.”®

Despite nascent internationalization, the long history of wholly domestic
patent enforcement frequently causes lay people to misconstrue patent law
as being completely territorially limited. Many states do attempt to control
inventive conduct well outside of their borders, and the United States falls
unreservedly within this group. In the United States, “direct infringement”
encompasses not only the creation, sale, and offer to sell an infringing
product, but also the importation of that product. For example, any foreign
company that ships its infringing products into the United States is a direct
infringer, even if the company neither has manufacturing facilities nor mar-
keting or sales personnel within the United States. Even a foreign company
that merely induces infringement or importation can be held responsible.
It is true that a foreign company may be able to avoid the damages from
lawsuits outside its state of origin, as enforcement of judgments in foreign
courts is difficult at best. However, many judgments can be enforced against
intentional countries by seeking to reach the assets of those foreign compa-
nies through their local subsidiaries or other assets that make their way into
or through the commercial or monetary system. For example, in 2019 the
Trump administration determined to punish the Chinese technology firm
Huawei for suspected espionage by cutting Huawei off from all US-patented
technology. This has the potential to devastate Huawei’s operations, as its
complex technology depends not only on specific US patents, but also on
patents from foreign firms that themselves depend on US technology.”®

Changes in the late 1960s and 1970s signaled an international recogni-
tion in the mid-twentieth century of the growing importance of intellectual
property to global commerce. In 1967 the formation of the World Intellec-
tual Property Organization helped with the global administration of exist-
ing international IP agreements; in 1978, the Patent Cooperation Treaty
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(PCT) entered into force, providing a unified procedure for filing patent ap-
plications in each of its contracting states, thus expediting and strength-
ening protection. However, that treaty has not fully unified patenting laws
even in signatory countries; rather, it merely streamlines the patent process
by engaging in a cooperative review that is generally accepted by state pat-
ent offices. For example, the European Patent Office does not provide any
“European patent.” It merely offers an expedited avenue for filing in all of
the cooperative countries; an EPO grant must then be converted into indi-
vidual national patents in accordance with each European state’s laws.””

Throughout the 1970s and 1980s, US policymakers and business leaders
increasingly recognized three independent but nondiscrete facts: the grow-
ing importance for the American economy of innovative technologies, and
the growing importance of foreign markets for US technologies, and the
increasing unauthorized appropriation of American technologies by those
within developing countries, especially in Asia.”® The United States spent the
1980s and early 1990s working with the European Union, Japan, and several
other developed nations to negotiate the TRIPS agreement, which was con-
cluded in 1994 at the end of the Uruguay Round of the General Agreement
on Tariffs and Trade (GATT).

Because ratification of TRIPS is a compulsory requirement of World
Trade Organization membership, any country seeking easy access to the
numerous international markets opened by the WTO must enact the strict
intellectual property laws mandated by TRIPS. A signatory’s failure to com-
ply with TRIPS can lead to discipline through the WTO’s dispute-settlement
mechanism, and accordingly through restrictions on a state’s right to par-
ticipate in the WTO. For this reason, TRIPS is the most important multi-
lateral instrument for the globalization of intellectual property laws. States,
like Russia and China, that were very unlikely to join the Berne Convention
have found the prospect of WTO membership a powerful enticement. As a
result, TRIPS established a powerful enforcement mechanism.”®

TRIPS can affect state action to a far greater extent than earlier agree-
ments, as it has instituted much stronger standards for IP protection, to
some extent globalizing what before had largely been the province of do-
mestic policy. However, the impetus for the TRIPS agreement originated
not with the governments themselves but with multinational corporations.
Pfizer, in particular, as well as IBM and other major multinational corpora-
tions with strong interests in both patents and copyrights, pushed for intel-
lectual property harmonization. For example, the Advisory Committee on
Trade Policy and Negotiation (ACTPN), which was established by the 1974
Trade Act to “institutionalize . . . business input into US trade policy and
multilateral negotiations,” was initially chaired by Pfizer’s CEO.2° US busi-
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nesses had traditionally maintained a strong pro-free trade view, and intel-
lectual property exclusivities, by definition, encumber free trade. However,
the ACTPN and lobbying organizations controlled by these multinational
organizations engaged in a systematic effort to shift the mentality of both
government and major policy think tanks toward seeing intellectual prop-
erty exclusivities as an aid, rather than an obstacle, to US trade growth by
“relocat[ing] the intellectual property issue within a frame of fundamental
liberal values—the individual right of property ownership; the right to a
reward for labour; fairness.”®' They also worked to replace, in policy and
news communications, the use of the more neutral terms “appropriation”
and “copying” with the critical nomenclature of “piracy.”

Thus, TRIPS dispenses with the justification, real or pretextual, of pro-
viding intellectual property exclusivities as an apparatus for public benefit,
and transmutes that into a private property right. TRIPS does include some
“publicinterest” exceptions which allow for compulsory licensing, but it still
requires payment of even licensing royalties. However, in clear indication of
which states the most powerful patent holders originated from, those TRIPS
exceptions only permitted domestic production —meaning that countries
without production facilities could not use compulsory licensing and con-
tract with a supplier in another country.?? Thus, the move to a global intel-
lectual property system has not simply expanded the geographic scope of
protection and a more effective enforcement regime, but has been part of
a rapid substantive swing toward placing private commercial interests over
state benefit.®?

More recently, in the same internationalist directions, there have been
moderately successful efforts to move past the purely intrastate litigation
that have resulted in states’ selective enforcement of patents in defense
fields—though these efforts have notably lacked the full support of the de-
fense powerhouses. The Comprehensive and Progressive Agreement for
Trans-Pacific Partnership (TPP), which covers many Asian countries (other
than China and Korea) representing approximately 13 percent of the world’s
trade, established an avenue through which a company that unsuccessfully
enforced its patent rights could sue a state itself in an international arbi-
tration forum, at which point it could argue that its loss in domestic courts
had been the result of state-motivated discrimination against the foreign
patent holder?* Originally, the United States was also a signatory in Janu-
ary 2016, but it withdrew from the agreement in January 2017.%° In a January
2018 interview, US President Donald Trump announced his interest in pos-
sibly rejoining the TPP, but only if it were a “substantially better deal” for the
United States. Whether this is based on a concern that the agreement would
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harm industry, as opposed to being based on domestic politicking, has yet
to be established.

The Transatlantic Trade and Investment Partnership (TTIP), between
the European Union and the United States, contained a similar provision;
however, the negotiations toward that expected agreement were halted in-
definitely following the 2016 US presidential election. By providing a way
for private inventors to hold a state accountable when it rejects legitimate
claims on national security grounds (as well as for other less legitimate rea-
sons, such as bribery), the mechanism potentially greatly weakens a state’s
ability to shield itself from patent enforcement threats.?¢ As a result, it is a
noticeable shift in defense policy for the United States to have pulled out of
these emergent agreements.

BILATERAL AGREEMENTS

In part because the multilateral institution-building process slowed around
the turn of the twenty-first century, the United States and the European
Union have both made intellectual property protection a key pillar in their
bilateral trade agreements.?” For example, the US-Korea free trade agree-
ment of 2012 emphasized the protection of intellectual property rights above
and beyond what multilateral institutions demanded.?® The 2003 US-Chile
free trade pact provided a template in this regard, with a full chapter de-
voted to intellectual property.® These bilateral agreements generally con-
tain more aggressive protection of IP than is required by TRIPS, and are
frequently referred to as “TRIPS-plus” agreements. One study found that
twenty-five of twenty-eight such agreements contained more IP protection.
The agreements also contain enforcement mechanisms similar to those of
the TPP, including a dispute resolution committee and changes in the do-
mestic law of the partner country.® These agreements sometimes require
changes to IP legal protection in the host (US or EU) country as well.** The
recently renegotiated United States-Mexico-Canada Agreement (USMCA),
successor to the North American Free Trade Agreement (NAFTA), differs
from its predecessor mainly in the extent of its IPP provisions.

Conclusion

Our understanding of how technological innovation relates to the intellec-
tual property protection system remains incomplete. We know that patent
behavior follows an economic logic; innovations happen because firms can
expect a return on their research and development either through patent
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protection or through trade secret protection. We have a good account of
why firms very likely respond to changes in patent law, though developing
a good basis for how to quantify and assess those responses presents diffi-
culties. Our theory of the relationship between trade secrets and innovation
is even more difficult to study.

Whether intellectual property law reform has happened because of a
better understanding of the determinants of innovation, or because power-
ful actors have done an increasingly effective job of maintaining monopoly
control over their inventions, there is little question that the regulatory en-
vironment for managing intellectual property has changed. Moreover, this
change has shaped intellectual property internationally. The next chapters
take a closer look at the formal institutions by which governments (espe-
cially the United States, but also China and Russia) manage the intellectual
property aspects of their military-industrial complexes. These systems of
IP protection have developed against the complementary backdrop of rapid
industrial globalization and the spread of IP law across the international
system.
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3: INTELLECTUAL PROPERTY AND THE
US DEFENSE INDUSTRIAL BASE

Vignette: Working with Government

A young David with a new slingshot approaches its Goliath—not to battle,
but to cooperate. In 1991, the small engineering firm Crater developed a cou-
pling device (or “wetmate”) that links underwater pipes or cables together
without the need for welding.! Recognizing that they were having little suc-
cess marketing their invention, they contacted Lucent Technologies, a sub-
sidiary of AT&T. Lucent expressed an interest in obtaining a prototype of
the so-called wetmate mechanism with the possibility of using the device to
fulfill a classified contract with the US Navy. Although the project remains
classified, it may have involved efforts to tap undersea communications
cables.? Lucent obtained from Crater access to the inventors’ undisclosed
engineering drawings, as well as a license to use the drawings to produce a
prototype for R&D purposes. In return, Lucent agreed to keep the drawings
secret and to negotiate another license agreement if they were interested
in using the device in their network.? The inventors were excited to learn
that Lucent’s suitability testing indicated that the coupler was the best de-
vice for the project. They were less excited, however, when Lucent offered
only $100,000 to license the technology, a small fraction of the overall Navy
contract. Although no licensing agreement was reached, the inventors had
reason to suspect that Lucent had gone ahead and used their technology. In
May 1998, Crater filed a lawsuit in federal court alleging patent infringe-
ment, misappropriation of trade secrets, and breach of contract.*

However, two fists—in the form of statutes known only to the most
sophisticated patent attorneys—effectively smashed Crater’s case. First, the
inventors found their patent infringement claim dismissed by a statute shift-
ing liability from the contractors (Lucent) to the government, and requiring
that the inventors seek restitution through an administrative mechanism.?
This effectively gutted the possible award on their patent claim. But even
once the district court litigation resumed on the remaining trade secret and
contract claims, Crater found itself stymied. The government acknowledged
that Lucent made thirty-six Crater-based prototype wetmates for research
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and development, but denied that these prototypes were used in the Navy
project. When Crater asked for evidence that the chosen device did not make
use of their design, the government refused to produce any such informa-
tion, citing the state secrets privilege. Without that evidence, Crater was un-
able to demonstrate violations of its trade secrets and contract claims. David,
in short, was left without a rock for his sling.

Industry professionals suggest that situations like this happen with dis-
tressing frequency. As discussed in this chapter, the development of mili-
tary technology increasingly became a public-private partnership, and the
attribution of credit became a legal and financial issue.® Firms that retained
rights to their intellectual property, or that at least could sell those rights for
a reasonable price, prospered. But at the same time, the value of the rights
themselves came into question as the military conducted testing, developed
new requirements, and highlighted new techniques for innovation.”

Introduction

Historically, the US defense industrial base (DIB) has consisted of a varying
number of large private-sector corporations. Most of these firms came into
existence in the first half of the twentieth century, often in association with
the aerospace sector. These firms competed for contracts and research funds
from the US government, but also sought contracts with foreign govern-
ments. The US government took an active interest in the health of the DIB,
sometimes taking into account the structure of the industry when tender-
ing contracts—for example, by choosing struggling firms in order to keep
them in existence.?

The contemporary American national innovation system (NIS) involves
a constellation of government actors (including the military services, the
Department of the Defense, the Department of Energy, the intelligence
community, and others) and a large collection of private entities. While the
most well-known private entities are those private businesses that concen-
trate primarily on the defense market, there are also research institutions
(including public and private research labs and research universities) and
various private businesses primarily focused on producing for the civilian
market.

How did the defense industry become mired in intellectual property law?
As discussed in chapter 2, modern intellectual property law in the United
States resulted partially from the need to respond to challenges in motivat-
ing government/private collaboration.’ Collaboration became necessary as
the costs of research and development more generally began to clearly ex-
ceed the means of private firms. In order to continue their work on defense
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technology projects, these firms required either direct investment from the
government, or a guarantee that the government would compensate them
for their internal research.

The Contemporary Defense Industrial Base
and the Revolution in Military Affairs

The revolution in military affairs (RMA) literature, discussed in chapter 1, set
forth not only a general theory of military innovation —that military tech-
nology and doctrine exist in a kind of punctuated equilibrium, with long
periods of relative stasis following short periods of intense change—but a
specific theory of what the next revolution in military affairs would look like.
The transformations envisioned by RMA theorists would have huge impli-
cations for the structure of the defense industrial bases of the United States,
the Soviet Union, and beyond.

The events of the 1973 Yom Kippur War sparked much early RMA theo-
rizing. In that conflict, Arab and Israeli forces used precision-guided muni-
tions to devastating effect. In particular, the Egyptian use of surface-to-air
missiles and guided antitank munitions nullified traditional Israeli advan-
tages in marksmanship and armored warfare. On both sides, the effective-
ness of weapons increased dramatically, making the conflict far more lethal
than either side had expected. Although the war ended with a traditional
armored offensive, the course of the conflict created serious questions
about how armies and air forces would conduct conventional warfare in the
future .l

These developments fell into line with a body of theory in the Soviet mili-
tary circles about the emergence of the “reconnaissance strike complex.”"
Soviet theorists suggested that future warfare would depend on a combina-
tion of long-range precision munitions, advanced sensors and reconnais-
sance capabilities, and real-time command and control that could enable
near-direct communication between “seers” and “shooters.”*? Such warfare
might involve combat between competing reconnaissance strike complexes
across wide fronts, each striking deep into the staging areas of the other. The
destruction, at least in terms of reducing the organizational capacity of an
enemy force, would approach that previously estimated to require the use
of tactical nuclear weapons.’®

This theory of the next RMA had the potential to have big effects on the
military-industrial complexes of both the West and the Soviet bloc. On the
doctrinal side, these developments helped revive the “operational” level of
war, as opposed to the tactical and strategic. While the tactical level focuses
on the means with which individual units fight one another, and the stra-
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tegic level deals with the conduct of large-scale campaigns, the operational
level concentrates on how organizations plan for and maintain themselves
during extended engagements. In the United States, the operational mani-
festation of these theories became known as effects-based operations (EBO).
EBO expected precision-guided munitions (PGM) attacks along the entire
depth of enemy formations conducting either offensive or defensive opera-
tions.* The radical increase in information processing and communications
technology, combined with the expansion of intelligence collection and ag-
gregation capabilities into the upper atmosphere, would render the battle
space more intelligible and more plastic than ever before, making the iden-
tification of critical targets possible."

Increasing the precision of weapons and the capacity of sensors, and the
ability of communications technology to transfer large amounts of data in
a very short period of time, would require frequent escalations in process-
ing speed.’ It became clear that to make that possible, the military would
need to be able to consistently rely on the rapid improvements being at-
tained by the civilian tech industry. While the United States had long ap-
preciated the implications of dual-use technologies for the relationship be-
tween national prosperity and military strength, in the 1950s and 1960s the
contribution had mostly gone the other way; investments and advances in
military technology could “spin off” into products with civilian application.
Possibly most well known to the interested public may be the example of
ENIAC. Construction on the Electronic Numerical Integrator and Calcula-
tor, which was invented at the University of Pennsylvania to calculate ar-
tillery firing tables for the US Army’s Ballistic Research Laboratory, began
during World War I1.”7 The researchers applied for a patent on the ENIAC
in 1947, and shortly thereafter formed the Eckart and Mauchly Computer
Corporation. As Martin Weik writes, “ENIAC was the prototype from which
most other modern computers evolved.”*® That company was subsequently
sold to Remington Rand, major manufacturer of business machines and
office equipment. And the military had a hand in the development of many
technologies associated with the computer industry.*”

But by the 1970s, the evident usefulness of civilian-led computing tech-
nology for military benefit led many analysts to conclude that this the flow
of relationship was reversing itself more generally; primarily civilian-
oriented technologies would provide the foundation of the West’s military
advantage.*® The flowering speed and variety of 1970s and ’8os hardware
and software innovation was predominantly the germination of the seeds
within industries not traditionally associated with the military-industrial
complex.? Soviet military authorities soon concluded that Soviet industry
lacked the ability to compete with the West on the key technologies of the
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RMA, an appreciation that had some effect on the Soviet decision to reduce
tensions with the United States in the mid-1980s.22 The USSR’s resultant col-
lapse helped prevent a full test of these RMA concepts.? It was the 1991 Gulf
War that fully demonstrated the promise of the long-range reconnaissance
strike complex, as US and coalition forces wreaked extraordinary destruc-
tion on fortified Iraqi forces and governmental infrastructure with long-
range air strikes and cruise missile attacks.

The success of coalition efforts appears to have confirmed RMA theories.>*
However, it was also apparent that, government support notwithstanding,
the American NIS was insufficiently nimble to keep pace with the latest devel-
opment in civilian computing technology.>® This led some to argue that the
DIB in its extant configuration could not even survive, much less dominate,
the latest revolution in military affairs; faster-evolving civilian tech firms
were seen to be replacing companies that concentrated on military contract-
ing?® Secretary of Defense Les Aspin and other senior officials within DoD
reasoned that the US defense industry of the late Cold War was far too large
to sustain on a shrinking post-Cold War defense budget.*” In a 1993 speech
later dubbed “the Last Supper,” Deputy US Secretary of Defense William Perry
suggested to a group of defense industrialists that the number of major firms
should shrink by about half, from fifteen to seven or eight. This talk, along
with associated changes in Defense Department policy, helped fundamen-
tally change the nature of the US military-industrial complex.”® The next five
years saw several major mergers and acquisitions between and among long-
time major competitors: Rockwell and McDonnell Douglas joined Boeing;
Martin Marietta joined Lockheed to become Lockheed Martin; Northrop
purchased Grumman and became Northrop Grumman. The mergers led
to a reduction of production facilities and infrastructure, but crucially al-
lowed firms to capture the intellectual property and tacit knowledge owned
by their competitors.?® Yet, even with these mergers, traditional providers
could not supply advanced computing and communications technologies at
a rate and price competitive with commercial producers.*® Moreover, addi-
tional legal problems with the DIB’s technological synergies arose: pressure
from the Department of Justice, concerned about antitrust issues and a lack
of competition, forced DoD to reverse this policy in 1998.3*

Pentagon studies since the turn of the century have captured the ex-
pected shift in the origins of innovations.? They specifically called for the
Defense Department to expand access to civilian-sector innovation, both for
those specific technologies and to spur innovation from the DIB.3® As a re-
sult, the Department of Defense has made it a priority to transform the de-
fense industrial base by reaching out to smaller inventive entities.>*
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Defense Firm as Aggregator

Procuring advanced technology from smaller civilian companies was inevi-
table. The increased power of the smaller firms is the result of the several
advantages they have over large firms in pursuit of innovative technologies.
James Hasik argues that uncertainty and a low-cost research and develop-
ment can favor small firms over large. Fields like computing do not require
huge cash investments for laboratories and other expensive R&D equip-
ment. Moreover, small firms have more incentive to engage in risky long-
range planning than do their large, established cousins, in order to generate
market share in a crowded field.*® Finally, smaller firms can be more com-
petitive than their much larger cousins in fields where success is possible
with a small, highly skilled workforce and in environments that favor flex-
ible organizational decision-making.*¢

But while the logic of the RMA requires cutting-edge technologies that
are the fruit of successful civilian firms, it also requires an active pursuit
of systems integration.” The networked battlefield —which links sensors to
stand-off precision-guided weapons—demands that all elements of the sys-
tem speak the same language so that every weapon can talk to every other
weapon. The military expectation has become that the role of the large de-
fense firms will be as an aggregator of the products of smaller firms, each of
which specializes in the production of components for the systems big firms
eventually produce.® Rather than conduct the basic research necessary for
the operation of the reconnaissance strike complex, the defense giants co-
ordinate and integrate technologies into platforms (specific classes of ships,
planes, and ground vehicles) and weapons.* Thus, dozens of firms contrib-
ute to the construction of a Lockheed Martin F-22 jet fighter, for example,
most through subcontracting arrangements with the mother firm.*® The
rise of the defense technology firm as aggregator, and especially the accel-
eration of the aggregation trend in the 1990s, seems incompatible with the
desire of the Pentagon to pursue relationships with small, nontraditional
defense providers. However, expecting each aggregator to manage integra-
tion within their product reduces the total number of systems for the mili-
tary to integrate.”

This trend toward defense contractor as aggregator has shifted the re-
lationship of small firms with the traditional firms from that of relatively
weak subcontractor to allied partner.*> Any relationship between multiple
companies in a high-technology field requires agreement on the initial
ownership of intellectual property, and then on the owner’s ability to con-
trol use of that property. But while the smaller partners are focused on cre-
ating and protecting their trade secrets and patent rights, the major aggre-
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gators want access to as much data as possible in order to ensure long-term
viability of its contracted system. We discuss below the history and current
state of ownership of defense technologies. Then we note that the viability
of these business negotiations becomes even more fraught in the world in
which the state secrets privilege hangs overhead.

Intellectual Property in the Modern Defense Industrial Base

The extent of an inventor’s patent rights depends on the amount of govern-
ment funding involved, and on which agency provides the funding.** Prior
to 1980, the government typically took title to inventions that arose dur-
ing performance of a government contract. However, as civilian technology
played a greater role, there was a greater concern that eliminating an entity’s
ability to commercialize its invention was too great a disincentive to the de-
velopment of important new technology. This realization led to the Bayh-
Dole Act of 1980, which defaulted to a presumption that the government’s
rights to patentable technology developed for an invention conceived or
built in performance of a government contract is most often limited to an
irrevocable but crucially nonexclusive license. However, if a defense com-
pany contracts with the federal government, the contractor must adhere to
the Federal Acquisition Regulation (FAR) to protect its patent rights.** Pat-
ent clauses affect the patent rights in all prime contractors and subcontrac-
tors under a government contract. Again, FAR clauses are “flowed down”
to all subcontractors, regardless of tier. The flow-down allocates rights and
obligations between the subcontractor and the government, not the sub-
contractor and the prime, unless the transaction is undertaken with com-
mercial terms.

Nonetheless, the Bayh-Dole Act does give public and private actors
broad discretion to negotiate over ownership and employment of intel-
lectual property.** And some have argued that many of the problems that
have emerged with respect to military contracting are the result of unreal-
istic negotiating positions rather than inevitable legal and business conflict;
procurement managers could simply behave in less assertive and predatory
ways, and thus ensure better relations with private suppliers.*® Industry has
regularly complained of overzealous policies designed to force contractors
to give up their hard-won technical data.*” One individual interviewed for
this book expressed frustration at recurring conflicts between government
and private enterprise, suggesting that both sides could share sufficiently
large pieces of the pie.*®

In 2018, Dr. Bruce D. Jette, assistant secretary of the Army for acquisition,
logistics, and technology, established new guidelines for Army acquisition
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of intellectual property. Calling for a “balanced approach,” Jette noted the
difficulties that existing contracting procedure created for both the Army
and industry, especially nontraditional providers. Jette established four prin-
ciples: fostering open communication with industry, planning IP acquisition
strategy based on the nature and availability of the equipment, preparing
to negotiate flexible licensing agreements that preserve rights for both con-
tractors and the Army, and setting prices as early as possible in the process.*
Jette also argued that potential contractors should protect themselves dur-
ing the negotiations process by holding their intellectual property as tightly
as possible.”® Although it is too early to determine the effectiveness of these
reforms, they do indicate that the Army understands the value of intellectual
property, and the problems outlined in this study.

Invention Secrecy

As discussed in chapter 2, states remain reluctant to relinquish their power
to formulate patent policies to benefit state security interests. Governments
are willing to reduce patent protection to the point of gutting it completely,
when doing so serves national security interests. This section discusses how
the US government specifically has obstructed patent protection and, in
some cases, has entirely eliminated the patent holders’ ability to enforce
their patents against unauthorized use. It focuses on the Invention Secrecy
Act of 1951, as well as the state secrecy privilege.

Patent protection drove the innovation of many key technologies in
World War I, including the flamethrower (patented both in Germany and
the United Kingdom), the Brodie helmet, and the Lewis machine gun.® Un-
surprisingly, states displayed a willingness to ignore foreign claims of in-
fringement regarding these technologies.®® For example, during World
War I, the US Navy sought to have its military contractors build a wireless
radio system. There were US companies capable of manufacturing that tech-
nology, but they hesitated to do so because of potential threats from the pat-
ents of the Marconi Corporation, a company located within US ally Italy.
Congress responded to that hurdle by immunizing the domestic companies
from any related patent infringement lawsuits.>?

Given how willing the United States was to discard the patent rights of
allied patent holders, it is unsurprising that it was willing to do so for enemy
foreign patent holders as well. The United States seized a variety of German
patents at the advent of its participation in World War I, a process it would
repeat when it entered World War I1.>* More surprising was the decision to
permit the nullification of potential rights of even domestic inventors. Yet
in 1917 Congress chose to do so, authorizing the US Patent and Trademark
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Office to classify certain patents beneficial to the war effort as “secret.”*
Upon issuance of a secrecy order, the government froze issuance of a patent,
prohibited the filing of foreign patent applications, and ordered the appli-
cant inventor to keep the invention secret.*® The patent law security pro-
visions threatened an inventor who sought to obtain foreign patent rights
in light of such a secrecy order with criminal punishments and the loss of
future US patent rights.”” Of course, the statute’s drafters recognized that
such secrecy orders might cause inventors to turn to a trade secret approach
rather than seek patents.®® So, to diminish the negative impact of a secrecy
order, the 1917 Act contained a provision requiring the government to pro-
vide compensation if a patent was later granted and if it was acknowledged
that the government used the invention. The inventor received no compen-
sation if the patent never issued because suppression continued indefinitely,
or for any private use of the invention unless contracted for by the gov-
ernment use.’® While Congress ended these secrecy provisions shortly after
the end of World War I, President Franklin Roosevelt reestablished them
just prior to the US entry into World War IL.5° During the World War II, the
number of secrecy orders in effect peaked at 8,293 on December 31, 1944.%
At the end of the war, as the likely extended duration of the Cold War be-
came clear, the US government recognized the need to have similar secrecy
powers going forward.

Much of this emphasis on secrecy was motivated by the desire to protect
nuclear weapons technology, as post-World War II nuclear technology was
treated very differently from the other technology that had been suppressed
during the war. Recognizing that many of the inventions had dual-use
potential, the secretary of commerce explained to Congress that continu-
ing the secrecy orders unnecessarily impaired the commercial use of those
inventions. Accordingly, the commissioner of patents rescinded most of the
existing patent secrecy orders, approximately 6,575 in number.5> By con-
trast, the government explicitly rejected disclosure of nuclear technology.
In August 1945, shortly after the US Army Air Force dropped the first atomic
bomb on Japan, Secretary of War Henry Stimson released a statement prais-
ing the efforts of scientists and military officials that led to the bomb’s suc-
cessful development. Stimson also noted that the government had already
concluded that the patent system provided potentially dangerous access to
America’s nuclear technology.®® Unlike the released majority, applications
directed to nuclear technology, approximately eight hundred in number,
remained under secrecy orders.

But just a few years later, the government’s view shifted considerably; it
apparently concluded that many forms of technology were strategically im-
portant. With passage of the Invention Secrecy Act of 1951 (ISA), the govern-
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ment’s authority to maintain the secrecy of any inventions implicated in na-
tional security was made permanent.** The ISA outlines three differing legal
statuses—wartime provisions, national emergency provisions, and peace-
time provisions—and differing secrecy order provisions for each.®®> During
a war, the ISA authorizes an essentially unchallengeable order to “remain in
effect for the duration of hostilities and one year following cessation of hos-
tilities.”%¢ As formal declarations of war tend to be limited in time, it was a
conceptually powerful but cabined authority —and, as Congress has not for-
mally declared war since World War II, this section has been impotent. In
1950, however, President Truman declared a national emergency that would
last for the next twenty-nine years.5” As a result of this declaration, secrecy
orders increased dramatically. In 1950, approximately 2,395 patent applica-
tions were under secrecy orders.*® From 1951 to 1958 the number of secrecy
orders rose from 3,435 to 6,149, and it remained between 4,100 and 5,100 for
the next twenty years.*’

Ostensibly, the ISA established two alternative standards that the govern-
ment must satisfy in order to authorize suppression of a patent, depending
on whether the government has a property interest in the private inven-
tion—generally, where the government has worked with private industry.
If that is the case, an agency must at least show that publication or disclo-
sure of the invention “might . . . be detrimental to the national security.””°
Although this standard theoretically provides a floor below which suppres-
sion could not be justified, it is so porous that the government’s discretion is
effectively unfettered. By contrast, the statute formally establishes a higher
standard for “John Doe” suppression orders where the government does not
have property interest because the inventors’ work has been wholly inde-
pendent of the government. An agency must show that publication or dis-
closure “would be detrimental to the national security” —a nominally more
stringent standard than the conditional “might be.” While the government’s
frequent involvement in military technological development makes the
formal relevance of this standard slightly less common than the former, it is
hardly rare; since 1988, more than 41 percent of all secrecy orders filed have
been John Doe orders.”* In practice, however, the standard is the same—
which is to say that the government’s authority to invoke a secrecy order
goes effectively unchecked.

An individual patent applicant can request a secrecy order rescission
from the defense agencies that issued it, and such a request will trigger a re-
view of the order.”> However, such a review is rarely successful. The secrecy
order review process normally happens within the first few months after
a patent application has been filed.”® Unsurprisingly, the people determin-
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ing the appropriateness of a secrecy order are involved in the defense agen-
cies’ research and development, as those are the employees with sufficient
knowledge to properly evaluate the national security value of any new pat-
ent applications.”* But one can expect these same defense officials to be
tempted to pass along the information gained during a secrecy order re-
view to their established contractors for use in proposed or modifiable de-
fense technology, particularly if such officials can look forward to employ-
ment with those contractors after they retire from the public sector.”® Yet the
courts have rejected the few attempts to dispute the circumstances in which
the government may conclude that an application is subject to being with-
held as potentially endangering national security. This is hardly surprising;
as indicated by the Lucent v. Crater case, the courts traditionally give the ex-
ecutive branch very wide discretion on issues of national security.”¢

Only in 1979, when the National Emergencies Act became effective, did
the ISA’s peacetime provisions take effect for the first time in ISA’s almost
thirty-year existence. Under peacetime, the statute requires annual review
of each patent to ascertain whether continuation of the secrecy order is in
the national interest. The result of this policy shift was a cautious reduction
in intellectual property classified as secret: the first review, undertaken be-
tween September 1978 and March 1979, resulted in 1,150 declassifications
and 3,300 renewals.””

The reform did not settle the issue, however. During 1979, the Pat-
ent Office received 107,409 patent applications. It concluded that 4,829 of
those applications might have been of interest to defense agencies, and it
sent them to DoD for review. Two hundred forty-three secrecy orders were
issued, 200 of which contained security classification markings when filed.”®
Such significant use of secrecy orders in the absence of a formal national
emergency caused the US House of Representatives to hold hearings on their
appropriateness in 1980, during which it was noted that the original enact-
ing body “never set down a rationale for invention secrecy.””® Much of Con-
gress’s concern appeared to be related to the danger of impeding civilian
economic development — perhaps unsurprising, as that was around the time
that the United States first found itself subjected to increasing technological
competition from Japan. But the executive branch denied that there was sig-
nificant civilian value to the intellectual property being suppressed, noting
that most of the suppressed inventions were created in conjunction with
government contracts, generally for defense purposes.®

In theory, whether the suppressed inventions have civilian application
would not adjust the calculus regarding potential injury to the inventors, be-
cause the ISA, like earlier wartime statutes, authorizes inventors to receive
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compensation for lost profits from government use caused by the order of
secrecy. However, perhaps in recognition by the government of the impor-
tance of dual-use technology, it also permits recovery from the government
for lost profits from private use. Moreover, unlike in the previous acts, in-
ventors do not have to have first offered their inventions to the government
in order to assert claims relating to private use.® But while this might sug-
gest a sufficient compensation scheme, it has come under fire from several
angles. As noted by the relevant courts hearing such cases, inventors must
prove actual damages.®? Satisfying this standard requires proving both that
the unauthorized user would not have been able to substitute an alternative
sufficient to effectively compete, and proving how much the inventor would
have reasonably obtained from licensing and/or competitive sales.

In the late 1980s, a major generator of secrecy orders was shut down.
Interviews conducted by Dorothy McAllen of two government workers em-
ployed in the aerospace/defense sector suggest that around that time, their
agency issued an internal policy ceasing the submission of patent applica-
tion unless there was clear future commercial value to the invention. The
government was always more inclined to issue a secrecy order for any tech-
nology that it alone owned, as there was no private inventor to demand issu-
ance of the patent or compensation. This decision, rather than any major
shift in bureaucratic philosophy regarding secrecy orders on truly civilian-
born dual-use inventions, is the cause of the decline. In fact, individual in-
ventors face the same roadblocks to getting their IP patented and compen-
sated in the post-Cold War period as they did during the Cold War.??

However, while the total number of secrecy orders filed each year dra-
matically decreased from 630 in 1988 to 86 in 2010, it does not appear that
the government has lost interest in seeking secrecy orders regarding wholly
privately developed inventions.2* There were 5,680 invention secrecy orders
in effect at the end of fiscal year 2016, with 121 new secrecy orders issued in
2016.%5 Recent direct attack on the act itself has so far been unfruitful 2

Contracting Practice

The structure and practice of intellectual property law can have an impact
on the structure of the defense industry by affecting the behavior of private
firms. The government wants small technology firms to focus their innova-
tive efforts with defense applications in mind, and it holds out the promise
of substantial government sales as motivation.?” Private firms have several
reasons to worry about their intellectual property, and to resort to the use of
IP law to protect themselves from other firms (and from the government).
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If a private company wants to sell to the civilian market as well as fulfill
government contracts, it needs to ensure its continued control over its own
trade secrets, lest competitors gain access to the data and processes needed
to replicate the company’s products. Private firms operating in partnership
with defense firms also need assurance that their IP will remain safe from
their partner. This requires a confidence in a judicial system that can en-
force those rights if disputes arise. On the other hand, some have argued that
small civilian-oriented firms have displayed considerably more sophistica-
tion with respect to IP contracting than their large defense counterparts.®
So why haven’t small, flexible, nimble private firms replaced the lumbering
dinosaurs of the defense industrial base? Over the past two decades, the De-
partment of Defense has made repeated efforts to encourage small firms to
engage with DoD, and to improve the standing of small firms with respect
to their larger competitors.®?* Donald Rumsfeld reiterated this case in the
20005, as did Secretary of Defense Ash Carter during the Obama adminis-
tration.”®

The Office of Small Business Programs (OSBP) is one manifestation of this
interest. The OSBP was created by statute in 1978 as the Office of Small and
Disadvantaged Business Utilization, and took its current name in 2006.°* Ac-
cording to its mission statement, OSBP advises the secretary of defense on
matters related to small business, and attempts to maximize the contribu-
tions of small business to DoD. Organizationally, OSBP is within the Office
of the Undersecretary of Defense for Acquisition, Technology, and Logis-
tics. The office seeks to develop small businesses as suppliers to DoD (and to
front-line war fighters) and to increase the percentage of DoD funding that
goes to small business.”

In an April 2015 speech at Stanford University, Secretary Carter elabo-
rated on the Defense Department’s view of high technology contracting.
Carter made an explicit point about the role of intellectual property in the
relationship between Silicon Valley and the Department of Defense. He tried
to allay the fears of entrepreneurs:

One concern I've heard about is the worry that the government will insist
on taking intellectual property, and then reveal proprietary information to
the public and to competitors. Let me assure you that we understand and
appreciate industry’s right to intellectual property. And DoD has a long
history of successfully protecting companies’ proprietary information,
and we respect the fact that IP is often the most important and valuable
asset a company holds, and that businesses cannot be forced to sell their
IP to the government. We understand all that. We need the creativity and
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innovation that comes from start-ups and small businesses, and we know
that part of doing business with them involves protecting their intellec-
tual property.®*

The foundations of innovation now lay, Carter argued, primarily in
civilian hands. At the same time, government has played an important role
in founding the digital world. To facilitate cooperation between Silicon Val-
ley and the Department of Defense, Carter has activated a Defense Inno-
vation Unit-Experimental (DIUx) in Mountain View, California. Led by a
senior employee from Defense Advanced Projects Research Agency (DARPA)
and a former Navy SEAL, the DIUx hopes to serve two purposes: identify
advanced technology, and ameliorate the technology industry’s concerns
about the Pentagon.’® George Duchak, the first director of DIUx, referred to
the unit as “match.com” for the Defense Department, with a focus on bring-
ing nontraditional providers into DoD’s orbit.”®

Unfortunately these reforms seem to have consistently failed, as Penta-
gon procurement remains dominated by the small number of large, tradi-
tional defense firms. These firms continue to enjoy advantages for several
reasons.”” First, the traditional defense providers have mastered the com-
plex rules that govern defense procurement. In order to ensure fairness and
prevent corruption, Congress and the executive branch have established
an extremely detailed system for managing every step of the process, and
companies that have no familiarity with this process are at a huge disadvan-
tage against those that do. Moreover, even in a noncompetitive situation,
the prospect of dealing with the Pentagon’s procurement system may prove
daunting to nontraditional providers.*®

Second, while modern military equipment increasingly involves the
adoption of technologies with civilian as well as military applications, or
“dual-use” technologies, the tolerances for military equipment generally go
well beyond those required for civilian products. While civilian and mili-
tary products often seem similar, the military versions generally need to
survive in much more difficult circumstances, and perform more complex
tasks. Traditional defense providers understand these requirements and de-
sign equipment with them in mind. Civilian firms, on the other hand, have
more trouble adapting their products, and this puts them at a disadvantage
against traditional defense firms, whose products will require fewer adjust-
ments to military use.”®

Finally, traditional defense firms tend to employ large numbers of per-
sonnel with experience either in the military, the procurement office of the
Department of Defense, or the congressional staffs tasked with evaluating
weapons systems for federal funding in what is commonly referred to as
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the “revolving door.” And this door is spinning faster. According to a 2010
study in the Boston Globe, “from 2004 through 2008, 8o percent of retiring
three- and four-star officers went to work as consultants or defense execu-
tives, according to the Globe analysis. That compares with less than 50 per-
cent who followed that path a decade earlier, from 1994 to 1998.”'°° On the
upside, these relationships help the DIB understand DoD needs, and help the
DoD understand industry limitations. Admirals, generals, and procurement
officers, and senior staffers have sufficient professional and subject-matter
expertise to make valuable contributions to their employers’ understanding
of the procurement and development processes. These contributions give
traditional defense providers an advantage in both the innovation process
(producing better weapons) and the competitive process (ensuring that DoD
selects a firm’s systems).

Even without the revolving door, government officials are generally
interested in maintaining good relations with these regular suppliers. As a
result, even when one of these large companies holds the intellectual prop-
erty rights to an invention useful for a military system and is not the party
contracted to produce that system, the military will likely agree to license
that invention rather than try to undercut one of its regular suppliers. In
contrast, smaller businesses do not have the political and economic influ-
ence to compel the government to license their intellectual property. In-
stead, they are left feeling impotent and apprehensive. Indeed, one com-
menter on the respected blog Patently-O described this impotence through
the following apocryphal dialogue:

Patentee sends letter to [the government] contractor saying “You are in-
fringing my patent.” [sic]

Contractor sends letter to patentee saying “Pound sand, weasel. Go take
it up with the [the government,] ‘cuz it ain’t my problem.”

Patentee send letter to [the government] saying “My patent is being in-
fringed by the work being done under your contract with the contractor.”

[The government] replies “So sue me. I will consign your claim to a
‘black hole’ where it will languish for years as an administrative claim.”

Patentee send letter saying “Here is my claim.”

[The government] replies “Got it. We will get back to you sometime in
the next decade of [sic] so. Hopefully, by then you will be under Chap-
ter 11.”1%

To the extent that this view is prevalent among small businesses, they will
anticipate the need to rely on legal recourse rather than clout. However, in-
novators attentive to that prospect will be dissuaded by the possibility that,
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if the fruits of their efforts are used without authorization, their avenues of
recourse could be blocked through the government’s use of the state secrets
privilege. As described earlier in the chapter, this privilege is a common-law
(as opposed to statutory) creation that allows the government to refuse to
disclose possible use of technology during intellectual property litigation
that would otherwise be required, as long as the government merely asserts
that there is a reasonable danger that such disclosure would harm the na-
tional security of the United States.

The privilege emanates from a series of nineteenth-century judicial rul-
ings with an underpinning rationale that there is a public interest in allow-
ing the government to shield its military and diplomatic strategy from its
enemies.®? But its establishment was not cemented in the area of military
technology until the case of Reynolds v. United States in 1953. In this case,
three employees of an Air Force contractor were killed when a B-29 Super-
fortress crashed. The employees’ widows sued the government under an act
that would permit them to recover —but only if the Air Force had engaged in
negligence. To prove negligence, the widows had sought to obtain from the
Air Force the official post-incident report and survivors’ statements. The Air
Force opposed disclosure of those documents, arguing that the aircraft and
its occupants were engaged in testing new radar equipment, and that release
of those reports to the widows’ counsel would threaten national security.
The government would not even provide the reports to the district court to
permit the judge to evaluate the reasonableness of the government’s asser-
tion. The government’s refusal led the court to make a presumption of negli-
gence against the government and to direct a verdict in favor of the widows.
Even after that decision was affirmed by the circuit court, the government
steadfastly maintained its refusal to produce the document.

The Supreme Court upheld the government’s refusal, declining to order
that the government produce the withheld documents, and precluding a
presumption of negligence from the failure to do so0.°® Just fifty years later,
the accident report’s release shed a very bright but harsh light on the gov-
ernment’s use of the privilege. That report disclosed exactly what the plain-
tiffs had alleged: that the crash had indeed been caused by the government’s
negligent maintenance of the plane. Moreover —and more significantly, in
evaluating the government’s motives —wholly contrary to the government’s
position, the accident report contained no information concerning the al-
legedly confidential radar technology. And the only reason that this had not
become known during the case was because the Supreme Court had refused
to compel production of the report, even to the justices. Essentially, it be-
come clear that the entire foundation of the modern state secrets privilege
was built on a lie—one about which the Reynolds court was, if not complicit,
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willing to be snookered.’®* And it demonstrated that the government was
perfectly willing to employ that privilege to accomplish goals other than
protecting national security.

State Secrets Privilege

As the state secrets privilege has developed, both the circumstances of its in-
vocation and its impact on litigation have had far broader effects than origi-
nally expected.®® Indeed, invocation of the privilege has increased in recent
decades. From 1953 to 1976, it was invoked only four times, but in the five
years from 2001 to 2005 it was invoked twenty-three times. In the Senate
Judiciary Committee’s report on the proposed State Secrets Protection Act,
the committee noted that “the Bush administration has raised the Privilege
in over 25 percent more cases per year than previous administrations, and
has sought dismissal in over 9o percent more cases.”**¢

Employment of this privilege has been fostered by the lack of judicial
oversight. While the Supreme Court did declare that an invoking agency
head would be required to provide the deciding court with information sur-
rounding the creation of the document, it declined to require that the ex-
ecutive branch provide the courts with the underlying information as proof
of the danger to security. Thus, while a judge may request that the agency
produce the information for her review, the agency is free to refuse. The
Reynolds court contended that “too much judicial inquiry into the claim of
privilege would force disclosure of the thing the privilege was meant to pro-
tect,” though it is difficult to imagine the circumstances in which permitting
review by a district court judge—an Article III appointment, vetted through
prior executive branch review —is likely to be equivalent to the type of “dis-
closure” that was originally of concern.'”” In practice, the government can
always provide a seemingly plausible reason for invocation of the privilege,
a reason that can withstand superficial evaluation. And while courts have
indicated that a private litigant’s need for the information may be relevant
to the amount of deference afforded to the government, once a court con-
cludes that the privilege has been properly invoked, “even the most com-
pelling necessity cannot overcome the claim of privilege if the court is ulti-
mately satisfied” that the privilege is appropriate.'®®

This litigation tactic was developed contemporaneously with the devel-
opment of the Invention Secrecy Act, and although no evidence indicates
more than a coincidental connection, the state secrets privilege has become
a key method for the government to avoid having to defend against pat-
ent infringement lawsuits. The need to rely on the government’s assertions
absent the opportunity to evaluate the underlying facts created a rubber-
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stamping process particularly in patent cases. The Reynolds court noted that
the government’s ability to provide equivalent information to the plain-
tiffs while avoiding disclosure is a key factor in determining whether the
agency’s invocation should be upheld, but even evaluating the equivalence
of the information is in practice dependent upon the government’s conclu-
sions as to equivalence.® Thus far, in patent litigations a court has rarely,
if ever, required production of the documents to the private patent holder
even when there has been no other way to confirm or deny the government
contractor’s use of the patented device or method."®

This result leaves the patent holder attempting to litigate a claim of in-
fringement against the government with one hand tied behind their back.
Andin practice, in many contract cases the government has effectively turned
the privilege into full handcuffs: an all-purpose get-out-of-infringement-
cases-free card. By claiming that it could not effectively mount its defense un-
less it used (and thus disclosed) the protected information, the government
has regularly convinced courts to dismiss cases even where the plaintiffs had
been willing to go forward without the disclosure. In 2011, for example, the
federal government asserted the privilege to prevent the disclosure of sen-
sitive stealth technology in a defense contract dispute with a government
contractor.*? In refusing to find an enforceable contract “where liability de-
pends upon the validity of a plausible . .. defense, and when full litigation of
that defense ‘would inevitably lead to the disclosure of” state secrets, neither
party can obtain judicial relief.” The nail in the intellectual property owners’
coffin is the government’s recent argument that the state secrets privilege in
this case is not limited to certain specific documents that contain confidential
information, but rather covers the information (namely, the government’s
choice of technology) itself** In nearly all intellectual property disputes,
the primary issue is the government’s choice of its technology.** As a result,
these arguments prevent successful pursuit of most claims of unauthorized
use by intellectual property holders, regardless of whether the patent holders
might have access to other sources of information that might reasonably lead
them to succeed. In about 73 percent of patent cases the court has upheld the
assertion in full, and in another 10 percent it has upheld it in part.*®

Therein lies the problem: the government’s use of the privilege to foster
uncertainty in a commercial licensing context is dangerously counterpro-
ductive. Some of those on the federal court most often hearing these cases
have recognized the harm being done. The esteemed Judge Newman, of the
US Circuit Court for the Federal Circuit, who authored a dissent to the Fed-
eral Circuit’s Crater decision, argued: “Fair resolution of disputes is neces-
sary to ensure the government’s continued access to the private sector’s tal-
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ents.’ Unexpected termination of disputes through the privilege undermines
such a fair resolution.

However, it is even more counterproductive than perhaps even Judge
Newman realized, because the smaller entities on which the government
intends to rely lack the political clout and long-term institutional relation-
ships to ensure that the military will properly license their technology. As a
result, unless they can rely on having their intellectual property protected,
small inventors will likely be disinclined to pursue inventions sought after
by the military, or to make their nonpatented civilian inventions available to
the military. Thus, injudicious application of the privilege discourages inno-
vation by those whom the Defense Department most wishes to encourage.

In sum, this legal concept has become a means through which the gov-
ernment and major firms within the defense industrial base protect them-
selves from the claims, particularly claims by the “Davids” —small, innova-
tive, civilian-oriented firms like Crater. Oddly, use of the privilege continues,
and indeed has expanded, even as the Department of Defense has called for
small firms that have not traditionally participated in defense contracting
to contribute more to the US national innovation system. The result, how-
ever, is that this privilege places hard constraints on government endeavors
to make its defense industrial base more innovative.

Conclusion

Intellectual property protection is embedded at every level of the US defense
industrial base and national innovation system. The constellation of private
companies, research universities, and government labs that constitute the
manner in which the United States develops and builds weapons requires
close attention to the ownership and transfer of technology. This system,
internationally idiosyncratic for a variety of reasons, excels at certain tasks
while lagging at others. Its drawbacks have driven calls for reform from a
sequence of secretaries of defense and other major figures, but successful
reform threatens to break certain aspects of the system.
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4:INTELLECTUAL PROPERTY IN DEFENSE
IN COMPARATIVE CONTEXT

Vignette: Tony Stark and Borrowed Technology

Tony Stark, a character in the 2010 Hollywood film Iron Man 2, is the quintes-
sential fantasy figure of American capitalism: a billionaire member in good
standing of the military-industrial complex, whose father, allegedly single-
handedly, created the underlying technology behind the Iron Man suit,
Stark’s signature weapon.! Yet in the film, that inherent American superi-
ority is thrown into question by an allegation that the technology was truly
created in conjunction with an unsung Soviet scientist named Anton Vanko,
thus giving Vanko’s son and heir Ivan some claim to the intellectual prop-
erty within the suit.?

Regrettably, Stark does not place his faith in the legal system in order to
defend his claim against Vanko.? And, while trying to fend off Vanko’s claim
through other means, Stark is pressured by the US government to give up
the secrets of the Iron Man suit. After Stark refuses a senator’s demand that
he relinquish his body-armor technology, he risks billion-dollar pieces of
equipment to impress guests at a birthday party. The US government uses
that reckless debauchery as a pretext to assert full control of the equipment,
only to turn it over to a competitor that then uses the technology to fulfill
its own defense contract.*

This fictional world gives a surprisingly accurate view of some of the
issues that have faced and are facing inventors in the United States and
abroad. Though Stark quickly dismisses Vanko’s claim, many of Russia’s best
inventors did indeed face major challenges in reaping the benefits of their
work due to the Soviet Union’s obvious lack of individual intellectual prop-
erty protections. Mikhail Kalashnikov “invented” the AK-47, but never prof-
ited directly from the sale of nearly one hundred million weapons. Similarly,
Alexey Pazhitnov created the video game Tetris, only to watch as the Soviet
government sold the rights to Nintendo. Although both Kalashnikov and
Pazhitnov managed to prosper in the end, the idea of the brilliant Soviet in-
ventor who watches his invention used by others and receives no compen-
sation for it is hardly outlandish.’
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Similarly, in the United States the path from defense inventorship to
profits does not run straight. In real life, most inventors aren’t trying to “pri-
vatize peace.” Many just want to get a government contract. Inventors are
supposed to profit from their creations. Their inventions are kept as trade
secrets, like the Iron Man suit, or are patented. But, consciously or no, Iron
Man 2 echoed the real world; the US government can take such actions with
almost total legal impunity. It is not unheard of for a potential contractor to
provide the government with product specifications, only to then watch it
award the contract to a competitor that has suddenly and suspiciously gen-
erated remarkably similar technology. For example, during World War I the
British Royal Navy turned over patents on torpedo technology invented by
Sydney Upton Hardcastle to British allies, precluding Hardcastle from pat-
enting his work in France or the United States.®

As discussed in chapter 3, when invoking the military and state secrets
privilege, the government claims that access to information about the mili-
tary’s use of technology might endanger national security. So in Iron Man 2,
Stark’s competitor, Hammer, can immediately begin production after ac-
quiring the Iron Man suit under a government contract. If Stark sues, the
government could claim state secrets privilege, protecting details of the con-
tract and production design from Stark’s lawyers. Of course, when the de-
veloper of such trade secrets is a well-connected defense contractor like
Stark Industries, institutional relationships with the Pentagon will tend to
protect its interests—which is why those who suffer this type of abuse are
not suave billionaires, but small companies or even individual inventors.

Stark doesn’t need a monetary incentive to develop his technology, and
apparently neither does Vanko. And of course, both Stark and Vanko are
comic book characters. But movie audiences should keep in mind that the
claims of real-life inventors who correspond to Vanko are not, from a his-
torical point of view, absurd. Nor is the concern absurd that states might
have legal tools for acquiring and distributing the technology they want.

Introduction

This chapter examines the role of intellectual property protection in three
major military-industrial complexes: Russia (and the Soviet Union), China,
and the Republic of Korea. The chapter begins by discussing some themes
and problems common to all three systems, including question of state ver-
sus private ownership, and of the relationship between government defense
bureaucracies and private entities. The chapter then focuses on a close ex-
amination of the Soviet/Russian, Chinese, and South Korean systems, in
that order. The first two merit inclusion because of their intrinsic impor-
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tance to the innovation and diffusion of military technology around the
globe. The third represents an interesting case of a mid-tier arms producer
and consumer that has undergone its own transition with respect to intel-
lectual property protection. All three systems have evolved over time, with
particularly striking transformations in the first two. Each of these countries
has taken a different road to the development of its national innovation sys-
tem (NIS), both in its government and in its defense industries.

State-Owned Enterprises and Private Enterprises

Every NIS has its strengths and weaknesses, just as every configuration of
intellectual property protection has its costs and benefits. Similarly, every
modern defense industrial base (DIB) requires a degree of state intervention.
Because of the vagaries of the international arms trade and the dangers of
the international system, many states lend considerable financial support to
the defense industries. The response to these problems has manifested in a
variety of different means of managing the relationship between state and
private investment. Some states have tried to solve the public-private prob-
lem by simply taking full ownership of their defense industries, though,
as we shall see, this decision still produces some complexity with respect
to intellectual property protection. Most states have settled on systems of
public-private collaboration, which, as discussed in chapter 2, inherently
create intellectual property protection complications. Finally, as intimated
in chapter 1, the increasing importance of dual-use technology to military
affairs has made it necessary for states to develop means for taking military
advantage of private-sector innovation.

In the twentieth century, several different types of states experimented
with defense technology enterprises wholly or partially owned by the state.
In the socialist sphere, state ownership became the norm; heavy industrial
production came wholly under the ownership and management of the gov-
ernment. Such Chinese and Soviet Russian firms as Shenyang, Chengdu,
Sukhoi, Tupolev, Mikoyan, and Gurevich are characteristic representatives
of state-owned defense enterprises (SOEs). State-owned defense technology
firms resolve most of the major intellectual property problems associated
with technological innovation. The firm owns any intellectual property, and
the state owns the firm. As discussed in chapter 1, the AK-47 assault rifle
resulted from competition between several design teams within the same
firm, with the teams liberally borrowing features from each other’s designs.
The individual engineers had no property rights to the rifle (a situation also
common to Western-style private firms), and the firm had no independent
rights against the government. Economic systems with state-owned enter-
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prises also tend to dissuade small firms from competing with the larger
state-run firms, especially for major military contracts.

Nevertheless, the details of the structure of intellectual property practice
can affect the behavior of state-owned firms, and especially of subcompo-
nents within those firms. State ownership means that individuals and units
receive rewards different from those allocated by the private market. In-
stead of enjoying market-driven financial success, state-run firms compen-
sate units and individuals may receive privileges, promotions, prestige, au-
tonomy, and resources. Consequently, even within state-owned enterprises,
units have an incentive to protect their own inventions. If one unit within
a state-owned firm suspects that another unit within that firm will steal its
inventions without offering appropriate credit or recompense, it becomes
unwilling to share its innovations. The result can be a system-wide decline in
innovation, which is why most national innovation systems based on state-
owned enterprises nevertheless offer some degree of patent or other intel-
lectual property protection for inventions, thus giving particular firms an
incentive to innovate and to share their inventions.”

DIBs built around state ownership stand in contrast to the US system (de-
scribed in chapter 3), which is built around private firms that compete for
contracts from the government. These contracts can involve agreements
to produce specific weapons, but also agreements on research funding for
future weapon projects. The details of a system built around private industry
vary considerably, but in all cases they involve substantial government regu-
lation of contracting, production, and sale. In this system, the state and pri-
vate industry share a responsibility for innovation. Because of the necessity
of establishing property ownership for various public and private entities,
these systems necessarily require some specification of intellectual prop-
erty rights.

The Russian National Innovation System

The NIS developed by the Soviet Union in the ashes of the Bolshevik Revo-
lution helped to produce a huge amount of remarkably sophisticated weap-
onry. Working from a small, backward base, it began to produce weapons
competitive with those of the West by the early 1930s. While the USSR regu-
larly imported technology from Western sources, the Soviet DIB developed
the capacity to generate enormous quantities of advanced military equip-
ment during World War II and the Cold War. Despite heavy state invest-
ment, however, the Soviet NIS could not keep pace with American inno-
vation in electronics and computing toward the end of the Cold War. The

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

Intellectual Property in Defense in Comparative Context 71

Russian NIS that survived the collapse of the Soviet Union continues to pro-
duce effective equipment at competitive prices, and has worked to integrate
new technology, and a new legal framework, into existing practices and
infrastructure.

The Classic Soviet National Innovation System

At the end of the Russian Revolution, the Soviet state nationalized arms
production, along with most other heavy industry. Several major firms re-
mained semi-independent from one another, but all were owned by the
state, and all had close relationships with the Red Army. Through the inter-
war period, World War II, and the Cold War this system developed into a
sprawling array of manufacturing complexes, labs, factories, and testing
grounds, dominating large tracts of the Soviet landscape.? In World War II,
war material constituted 60 percent of the Soviet economy.’ This percent-
age remained high in the postwar period, and throughout the Cold War.
Although estimates vary (and Soviet data is misleading), defense spending
made up as much as 40 percent of the Soviet economy as late as the 1980s."°
Soviet industry responded to the demands of both the civilian leadership
and the Red Army leadership. The requirements of the Red Army, in par-
ticular, shaped the contours of the industry and gave it the political power to
outcompete civilian priorities. Theoretical work in the Red Army produced
the “pull” necessary for innovation, with theoretical developments leading
to contracts and investment."

Soviet industry produced an enormous volume of weapons, many of
which compared favorably with Western systems. Even in the wake of the
disruption of the Russian Civil War, the Soviet DIB developed and produced
awide array of systems, including T-26 light tanks, BT-7 medium tanks, Poli-
karpov I-5 biplane fighters, and I-16 monoplane fighters. Some of these were
derivative of foreign designs and included licensed technology, imported
before the development of strong export control in the West. Military ana-
lysts generally regarded these systems as competitive with those of foreign
contemporaries.”> On the eve of World War II, the Soviet DIB began to pro-
duce some of the most innovative weapons in the world, including the Ilyu-
shin Il-2 ground attack aircraft, the KV-1 heavy tank, and the T-34 medium
tank.®

Soviet productivity continued into the Cold War. The Soviets churned out
ground combat vehicles, small arms, and aircraft in numbers considerably
greater than their Western counterparts.* Although exact comparisons are
difficult, they produced roughly double the number of fighter aircraft as the
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United States during the Cold War. Similarly, from a relatively slow start,
the Soviet shipbuilding industry took off during the Cold War, producing an
array of vessels from patrol craft to submarines and oceangoing cruisers."
The Soviet NIS proved adept at some kinds of innovation, but it often
lagged behind the West and required regular injections of technology. In the
prewar period, the USSR acquired technology through direct licit or illicit
purchases of military equipment.’® After the war began, it enjoyed trans-
fers of technology and weapons from the West (in some cases stealing tech-
nology, such as the B-29 Superfortress).”” During the Cold War, Soviet efforts
at acquiring Western technology mostly took the form of industrial espio-
nage, due in large part to the imposition of export controls by the United
States.'® These controls, to be discussed at more length in chapter 5, pre-
vented the USSR from acquiring certain categories of US technology.

INTELLECTUAL PROPERTY IN THE CLASSIC
SOVIET NATIONAL INNOVATION SYSTEM

The Russian Revolution spurred several waves of reform of Imperial Russian
patent law"® Existing patent law in 1917 hewed close to European standards,
but the revolution and its attendant disruptions made enforcement nearly
impossible. The first wave of reform gave the Soviet state the right to ap-
propriate any patented inventions; this had the result of pushing inventors
outside of the system of IP protection, as the state appeared more danger-
ous than any potential pirates. The New Economic Policy of 1924, needing
to jump-start the moribund Soviet economy, restored most patent rights
to individual inventors; but the end of NEP in 1931 curtailed some of these
rights, and in any case the lack of private capital made it difficult for in-
ventors to take advantage of their patents. However, the Soviet Union did
join the Paris Convention for the Protection of Industrial Property in 1965.2°
Soviet IP law made virtually no allowance for protection of trade secrets, but
Soviet inventors had access to the IP systems of other countries. Indeed, in-
ventors would sometimes bypass the Soviet bureaucracy and apply for pat-
ents directly in the United States.”

By the early 1930s the USSR established its Committee for Inventing,
which was responsible for overseeing all inventions, nonsecret and secret.
In 1936 the Soviet government abolished the committee and established a
bifurcated legal framework for Soviet inventions, placing innovations re-
lating to the military and national security under the auspices of the mili-
tary and certifying them as “highly classified” by the Ministry of Defense. A
civilian authority handled all other inventions.>*

Despite possessing what would seem to be the type of bureaucratic struc-
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ture that would retard innovation, as judged by the applications for “highly
classified” certification, the pace of development of Soviet military tech-
nology appears astounding. By 1967 more than ten thousand applications
were filed requesting a “highly classified” certificate, and by 1987 the annual
totals were close to thirty thousand.?®* These applications are estimated to
have resulted in about seventeen to twenty thousand secret inventors’ cer-
tificate grants annually toward the end of the 1980s. By contrast, the number
of approved US secrecy orders regarding technology amounted to no more
than a few hundred each year.>*

What explains this difference? Engineering groups would likely have
been the target of significant domestic political pressure to be seen as pro-
ductive, especially for the military’s benefit.>® Because of this motivation to
justify labeling any change as a breakthrough worthy of secrecy protection,
the rate of alleged Soviet military innovations is more accurately described
as incredible —as in the Latin incredibilis (not to be believed). This sole reli-
ance on an invention secrecy system, rather than any use of a public intellec-
tual property regime, likely affected diffusion of military technology within
the USSR. Different parts of the Soviet military-industrial system struggled
to benefit from innovation because they lacked access to the latest inven-
tions and techniques even within the Soviet Union, much less the rest of the
world. These restrictions almost certainly significantly hampered the evo-
lution of those technologies, slowing down the pace of innovative improve-
ments within the Soviet/Russian sphere.?®

Moreover, by relying on secrecy classification, the Soviet Union and Rus-
sia faced the same problems and limitations faced by private actors who rely
on its private equivalent, trade secrecy protection—namely, the inability
to use legal systems to prevent foreign state actors who discover the tech-
nology from using it. This approach has meant that there have been no legal
mechanisms to prevent diffusion of technology by those who acquire the
technology through independent means. Indeed, unlike formalized trade
secret protection, the Soviet Union left itself without access to alegal regime
that might prevent some foreign use of the technology after improper ap-
propriation, either through theft or through other unauthorized acquisi-
tion, such as illegal arms sales.

INDUSTRIAL ESPIONAGE AND THE SOVIET
NATIONAL INNOVATION SYSTEM

In order to remedy a lack of internal technological innovation, the Soviet
Union borrowed liberally from foreign systems. Chapter 6 of this book will
detail one example of this borrowing: the B-29 Superfortress heavy bomber,
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which became the Soviet Tu-4. Another well-known example involves theft
of secrets related to the US atomic bomb program, which helped acceler-
ate the Soviet program.”” The Soviets also purchased a significant amount
of Western technology through licit, arms-length transactions, including
tanks from the United Kingdom, aircraft from the Netherlands, and aircraft
parts from the United States.?® The prewar Soviet military DIB borrowed
liberally from foreign technologies, often improving on foreign models, or
at least improving production efficiency. Examples of appropriated tech-
nology include the T-18, a reproduction of French Renault FT-17 light tanks,
produced from examples captured in the Russian Civil War.?® In some cases
the USSR negotiated licensing agreements for the production of parts or
machine tools.*

Soviet success in appropriating and then transforming Western tech-
nology served as one of the key justifications for the postwar US creation of
an elaborate system of export controls designed to prevent the USSR from
acquiring Western innovations. The functioning of this system is discussed
in greater detail in chapter 5, but in essence it sought to prevent the trans-
fer of advanced technology to the Soviet Union. The Soviets countered this
effort by developing a structured program for industrial espionage, tar-
geting military and civilian technologies, a program that was fully opera-
tional by the late 1970s.3! It was so structured, in fact, that it was demand-
driven: twelve industrial branch ministries made requests for information
to the Soviet intelligence community. Nine of the twelve branches focused
on military technology, while the other three concentrated on civilian pro-
duction. According to documentation acquired by the French government,
the system acquired roughly five thousand items of hardware and eighty
thousand technical documents per year.?? The industrial branch ministries
assessed and reported the usefulness of these acquisitions to the Soviet gov-
ernment. However, not all of the documentation involved industrial theft;
like the United States, the USSR sought information about the strengths and
weaknesses of foreign competitors.>* Moreover, some of the documents and
equipment acquired were available through open sources.

Defense analysts debated the impact of this industrial espionage during
the Cold War. In the United States, the Department of Defense regularly
claimed that Soviet military research depended on stolen Western tech-
nology, and called for tighter export controls. In the 1980s, for example,
the Soviets used Western technology to assist in the production of armor-
piercing shells, phased-array radars, infrared reconnaissance sets, computer
systems, and submarine development technology.?* The system did not work
across the board, however; the Soviets enjoyed considerably greater suc-
cess integrating foreign technology into their military production system
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than into the civilian economy. Given the rapid increase in the importance
of dual-use technology in the 1970s and 1980s, this may have hamstrung not
only the overall civilian economy but also the military sector itself, and in
fact it may have contributed to the USSR’s collapse.

THE SOVIET EXPORT SYSTEM

Soviet industry exported a great number of weapons to the rest of the world,
with major customers including India, the People’s Republic of China, Iraq,
Egypt, Cuba, and most Eastern European countries, among others. By the
late Cold War, the annual value of Soviet arms exports regularly reached
$15 billion, some 40 percent of overall global arms transfers.>> Both politics
and the desire to earn hard currency drove Soviet export ambitions.?® The
Soviet Union exported arms to proxies and clients to ensure that the proxies
had the military strength to further Soviet foreign policy goals, and that
the clients remained in Moscow’s political orbit.3” Indeed, states that pur-
chased Soviet arms and then strayed from the Soviet Union often faced seri-
ous problems maintaining their military capabilities. Indonesia, China, and
Egypt all paid a price in terms of military effectiveness for defecting from
the Soviet sphere.

The USSR also furthered both its economic and foreign policy goals by
allowing Soviet firms to conduct licensing agreements with foreign firms,
often supplying manufacturing kits and advisors to ensure successful imple-
mentation and spur local industry. However, most of these agreements were
limited to the Eastern bloc, where the recipient regimes remained firmly
under the Soviet thumb.?® India and China were the major exceptions to this
rule. Early in the Cold War, the Soviet Union licensed numerous systems to
the People’s Republic of China while also providing technical assistance to
jump-start the Chinese defense industry® This resulted in fighter aircraft,
submarines, small warships, and a variety of small arms. The Sino-Soviet rift
of the early 1960s effectively ended this relationship.

The Soviet Union also developed a series of licensing agreements with
India, mostly in the aftermath of the Sino-Indian War of 1962, as the USSR
attempted to use India as a counterweight to China. Immediately following
independence, India acquired most of its arms from the United Kingdom
and the United States, as befit its heritage as a former British colony.*® After
the 1962 war, however, India diversified its military technology supply port-
folio and began to acquire not only Soviet weapons but Soviet industrial
know-how. These agreements accelerated after the 1971 Indo-Pakistani War,
which drove a wedge between Washington and New Delhi. The Moscow-
Delhi relationship has persisted even beyond the end of the Cold War; Russia
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FIGURE 4.1. USSR/Russia arms exports, trend indicator value (TIV) by year, in billions of US
dollars
Source: SIPRI, “Arms Transfer Database,” https://www.sipri.org/databases/armstransfers

transferred a refurbished aircraft carrier to India, and Russia and India have
worked together on several variants of the Brahmos cruise missile.*!

The Soviets paid a price for the licenses they exported. The Eastern Euro-
pean countries often sought military export relationships with less devel-
oped countries (LDCs), cutting into the Soviet share.*? In other cases they
filled in for the USSR when tensions developed between Moscow and the
LDCs. Erstwhile Soviet allies India, North Korea, and China undertook simi-
lar efforts, the latter two countries with far less respect for Soviet wishes
and interests. This may have led the Soviets to curtail technology transfer
to Eastern Europe and the rest of the world by the 1970s.** Figure 4.1 illus-
trates the arms exports of the Soviet Union and Russia using the Stockholm
International Peace Research Institute’s (SIPRI) Arms Transfer Database,
which uses trend-indicator value (TIV) to operationalize the value of each
arms deal. TIV measures the volume of the military resources themselves,
rather than the transaction’s financial value, calculated on the basis of the
estimated production costs of the weapons traded to and from a country
within a given year.

REFORM AND TRANSITION

Since the end of the Cold War, Russia has struggled to maintain the quality
and size of its defense workforce. The dramatic downsizing of the defense in-
dustry in the 1990s meant that the surviving producers had little incentive to
train new workers. Moreover, the increasing importance of the oil and gas
industries attracted many of the engineering-oriented workers away from
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defense work. Combined with the relatively short life span of Russian men,
this means that the Russian defense workforce has dwindled in size and
quality. Indeed, several regular customers have complained of poor mainte-
nance and workmanship on Russian weapons.** Today the Russian defense
industry continues to consist of several large state-owned enterprises, with
import and export activity coordinated through Rosoboronexport, a state
agency regulating the transfer of military equipment and dual-use tech-
nologies.*

The end of the Cold War radically changed the environment of the Rus-
sian arms industry. Domestic demand for weapons collapsed; the Red Army
and its sister organizations could not maintain the equipment they currently
owned, much less purchase replacements or upgrades. Providing weapons
and associated military technology to the Russian armed forces could no
longer provide sufficient incentive for innovation, and the development of
new systems stalled, or ended altogether. Consequently, the economic im-
portance of exports soared.*®

However, the outcome of the 1991 Gulf War produced a concurrent crisis
that made it difficult for the Russian arms industry to increase exports. The
course of proxy conflict during the Cold War had always left some ques-
tion as to the relative quality of Western and Soviet equipment. Although
Western proxies usually performed better in high-technology combat than
their Soviet counterparts, observers could generally write the difference off
to variables such as training, doctrine, and force employment. Moreover,
Soviet weapons performed quite well in some key conflicts, including the
Vietnam War (where Soviet MiG-21s outperformed larger, less maneuver-
able American fighters) and the Indo-Pakistani Wars, where Indian soldiers
and pilots fought competently and effectively with Soviet equipment.*”

In the Gulf War, however, Western weapons built and operated by the
United States, the United Kingdom, and others cut through Iraqi forces
with uncanny effectiveness. In both the air and ground wars, Western sys-
tems easily prevailed over their Soviet-built counterparts. Air attacks deci-
mated Iraqi formations, the Iraqi air force refused to fight, and US Army
spearheads utterly destroyed Iraqi defensive positions. To be sure, coalition
forces had big advantages in training and doctrine. But justifiably or no, a
perception developed that Western systems enjoyed a decided advantage
over Soviet systems.*®

The Russian DIB survived the 1990s primarily by massively increasing its
exports to China. The Sino-Soviet split had severed the arms relationship
between the two Communist giants in the 1960s, but a warming of relations
in the 1980s opened the door to potential bilateral cooperation.*® This warm-
ing trend accelerated with the end of the Cold War as Moscow abandoned
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its political qualms about exporting equipment to China and sent huge ship-
ments of arms to the Chinese military, peaking at $2.5 billion annually dur-
ing the 2000s.>° It also produced kits for Chinese production, and engaged
in some technology transfer.>

Today’s Russian arms industry has not globalized to the same extent as
the US arms industry. However, many Russian defense firms have important
relationships with foreign supplies and partners, both in production and
innovation. In the case of India, this has resulted from a diplomatic and mili-
tary relationships that highlight joint innovation and production, though
the nature of that relationship has changed since the end of the Cold War,
given India’s access to sophisticated American and European technology.*?
However, the multinational nature of the Russian defense industry also
stems from patterns of innovation and production left over from the Soviet
period. During the Cold War, the system of military production and innova-
tion in the Soviet bloc encompassed Russia, the rest of the Soviet republics,
and the Eastern European satellites. Some of these relationships ended be-
tween 1989 and 1991, but others have endured, especially among the former
republics. Until recently, for example, Russia and Ukraine enjoyed a produc-
tive military relationship, with Ukraine manufacturing many key aviation
components for delivery to Russian industry.>® This relationship, along with
anascent relationship Russia had attempted to develop with France, fell vic-
tim to the 2014 Ukrainian revolution and the consequent Russian seizure of
Crimea®*

POST-TRANSITION EXPORT

The Russian defense industry still produces a variety of systems developed
in the Cold War. Russia continues to export all manner of weapons, but most
involve incremental innovation on frames developed and deployed during
the Cold War. The most lucrative exports include Kilo-class diesel-electric
submarines, MiG-29 fighters, variants of the Su-27 “Flanker,” T-9o tanks,
and a variety of other vehicles and small arms.

New weapons include the Lada class submarine (an evolution of the Kilo
design), the Borei class ballistic missile submarine (initially designed dur-
ing the 1980s, though not laid down until 1996), and the T-go tank, among
others. Russia has seen less success with next-generation products. The Su-
khoi PAK FA fifth-generation fighter promises, on paper, to compete effec-
tively against Lockheed Martin’s F-22 Raptor and F-35 Lightning II. Although
Sukhoi expected the fighter to become the mainstay of the Russian air forces,
it also sought joint production and export partnerships with India. Large-

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

Intellectual Property in Defense in Comparative Context 79

scale production of the PAK FA, however, may exceed the current capacity of
the Russian arms industry and the Russian economy. Stealth aircraft require
parts crafted within an exacting range of tolerances, and fielded prototypes
have suffered from numerous problems. Significant tensions have emerged
with India over partnered production of the aircraft, with Indian air force
officers expressing open concern over the capabilities of Russian industry.*

Russia’s export problems are not confined to the air. The Armata once
represented Russia’s most modern entry into the ground combat vehicle
market, the vanguard of a family of armored vehicles that share a com-
mon chassis. Upon its appearance, some analysts suggested that the Armata
could have a big impact on the international export market.>® Uralvagon-
zavod, the developer of the combat vehicle, seemed to agree, and by 2015 it
had begun hyping the prospect of sales to Egypt and various Central Asian
states.”” However, the Armata ran into significant cost problems.>® Russia
substantially cut back its expected purchase, and other countries balked at a
high price tag for an admittedly excellent tank. Moreover, the export pros-
pects of the Armata may face another problem: China has its own tank for
export, the Norinco Type 9o, which sells for less than the projected price of
the Armata. The Armata design team has expressed concern about the possi-
bility of Armata exports to China, on the grounds that China might reverse-
engineer components and manufacture them domestically.>

INTELLECTUAL PROPERTY REFORMS

As discussed above, the Soviet Union bestowed an uncertain IP legacy upon
Russia. Patent rights conveyed very little in terms of individual ownership
or monopoly, and thus did not well serve the transition to a capitalist econ-
omy. Consequently, along with other sectors of the economy, the Russian
intellectual property system underwent a massive overhaul in the Russian
parliament in 1992 and 1993.%° This legislation affected patent, trademark,
and authorial rights, among others, and created a bureaucracy for managing
and protecting these rights.® This first wave of legislation left much to be de-
sired. Enacted in haste, the legislation often lacked clarity and coherence.®
Reform faced significant obstacles, including a basic lack of understanding
on the part of many actors within the economic system as to the functioning
of essential IP concepts.®® As Russia grew more familiar with the practice of
IP protection, the need for further reform became clear.** Indeed, as Rus-
sian civilian and military firms became integrated into the broader global
economy, and as the economy shifted toward private over state ownership
(though less so in the defense field), IP reform became imperative. Real-
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ization of this problem led to an overhaul of IP law in 2007, which resolved
many of the problems associated with existing law and introduced some
new concepts.*®®

Russia’s defense sector suffered from the lack of understanding of IP. As
the relationship with China would eventually show, Russian firms displayed
little sophistication with respect to management of their intellectual prop-
erty.® They undertook few safeguards to prevent Chinese copying, either on
the engineering or contractual levels.”” Western firms may also have taken
advantage of Russian desperation and lack of sophistication. In the early
1990s, Lockheed entered into a collaborative project with Yakolev, a state-
owned aviation firm. Yakolev produced the Yak-38, one of only two VSTOL
(vertical or short take-off and landing) fighters in the world. Yakolev had de-
veloped the Yak-141, a supersonic successor to the Yak-38, in the 1980s, but
the Soviet Union collapsed before it could produce the aircraft in any num-
bers.5® Unlike the Yak-38 or the Hawker Siddeley Harrier (the other VSTOL
fighters), the Yak-141 used a rotating tilt mechanism that allowed it to use
its main engine for both lift and thrust. A central turbofan provided power,
which could be vectored depending on the aircraft’s position.®

Lockheed and Yakolev failed to turn the Yak-141 into a commercially
viable project, though they did build several working prototypes. A de-
cade later, however, a turbofan system very similar to that of the Yak-141
appeared in the F-35B, the VSTOL variant of Lockheed Martin’s Joint Strike
Fighter.”® Today, the F-35B is the world’s only operational VSTOL fighter
capable of supersonic speed. While the precise details of the collaboration
between Yakolev and Lockheed remain hazy, there is little doubt that Lock-
heed engineers gained important experience from the joint project.”

Reform efforts continue today, as members of the Russian parliament
seek to both improve the legal environment for domestic innovation and
improve prospects for Russian companies operating abroad.”> With re-
spect to the latter, Russia has developed mechanisms for hiring Western
law firms to protect Russian products abroad. Sergei Zuikov, director of a
Russian patent firm, has commented, “Part of the state’s plans [sic] is the
creation of a system of accreditation of Western lawyers, who will defend
Russian intellectual property abroad. Not all Western lawyers—even those
who take ... multimillion-dollar honorariums are professional enough and
are interested in protecting the interests of their customers from Russia. In
this regard, there is a need to hire those specialists, who will protect Rus-
sian intellectual property for a reasonable price on a regular basis.””* Over
time, however, Russia will need to increase domestic expertise on intellec-
tual property protection.
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China’s National Innovation System

Political dysfunction and technological backwardness plagued China’s de-
fense sector during the twentieth century. Late in the Imperial Period, gov-
ernment and private actors began to borrow industrial technology from the
West, and during World War I China became a significant industrial pro-
ducer despite the chaos that continued to grip the country. However, China
did not at this time achieve any lasting innovative success; its industry re-
mained firmly behind the European competitors on the industrial frontier.
The destruction associated with the Japanese invasion of 1937, along with the
Chinese Civil War, left the Chinese Communist Party (CCP) nearly a blank
slate when it took control of the country in 1949.

The Classic Chinese National Innovation System

In 1949 the Chinese defense industry produced little in the way of sophisti-
cated military technology. World War II and the Chinese Civil War had de-
stroyed much of the urban industrial base, and the Soviets had confiscated
most of the industrial equipment the Japanese had brought to Manchuria
in the 1930s. The dire economic situation that faced the People’s Republic of
China (PRC) in the wake of the revolution left little for investment in tech-
nological development.” To the extent possible, China established a defense
industrial base on the model of the Soviet Union, built primarily around
large state-owned firms.

As initially established, the Chinese DIB distinguished between the stra-
tegic weapons complex (nuclear weapons and their delivery systems) and
the conventional weapons complex.” The former would have the latitude to
engage in basic research, as well as a degree of protection from the vagaries
of CCP politics. The latter would concentrate on production, imitation of
foreign technology, and incremental improvement. The strategic complex
managed to develop nuclear weapons with minimal foreign assistance in
conditions of tremendous poverty. The conventional weapons complex pro-
duced a huge number of obsolescent planes, tanks, and ships, often a gen-
eration behind the industry standard. Both sides relied on state investment
in large-scale state-owned enterprises.”®

The advent of the Cultural Revolution in 1966 did not help matters. A
combination of bureaucratic infighting, intra-CCP politics, and the broader
ideological struggle for control of the communist world with the Soviet
Union, the Cultural Revolution inaugurated a wave of anti-elite, anti-
intellectual politics that afflicted both the civilian and the defense econo-
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mies. Scientific and engineering expertise became suspect, limiting the
potential for innovation and curtailing the development of the Chinese NIS.
Although the most intense period of the Cultural Revolution lasted only two
to three years, it had an enduring impact on the competitiveness and sophis-
tication of the Chinese defense sector.””

INTELLECTUAL PROPERTY IN THE CLASSIC
CHINESE NATIONAL INNOVATION SYSTEM

Intellectual property considerations were virtually absent from the early
Chinese national innovation system. A patent system did not, in any mean-
ingful sense of the word, exist in either China’s defense sector or its industrial
sector more broadly. Unlike imperial Russia, which maintained intellectual
property protection standards roughly in line with European contempo-
raries, the Qing Dynasty had no system of intellectual property protection,
and no means of enforcing any system that it could import from the West.”®
Indeed, copying Western technology (and thus abrogating Western intel-
lectual property) represented a central industrial development strategy for
the Qing Dynasty, for Nationalist China, and for the PRC.”® Rudimentary
systems for IP protection were installed in 1903, 1912, and 1923, but disinter-
est and lack of enforcement capacity limited their effectiveness.®° The PRC
thus had little interest in borrowing an IP protection system (although it did
borrow some specific procedures from the USSR), and no relevant model
to borrow from.*' Consequently, in the early history of the PRC, neither
the nuclear nor the conventional sides of the Chinese NIS used patent pro-
tection.

While limited information from this period precludes a complete as-
sessment, anecdotal accounts suggest that the lack of patent protection
had severe negative effects on information sharing within the Chinese NIS,
especially in the conventional arms industry.#?> Without a system for attrib-
uting credit for innovations, individual firms, labs, and research groups
hoarded information even though the state owned all of them. This infor-
mation hoarding limited the extent to which innovations could find their
way around the NIS, not to mention the broader civilian economy.

INDUSTRIAL ESPIONAGE AND THE CHINESE
NATIONAL INNOVATION SYSTEM

Most scholarly treatments agree that the Chinese defense industrial base
has historically depended a great deal on illicit acquisition of foreign tech-
nology.®* In the 1960s and 1970s, this primarily involved the appropriation
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FIGURE 4.2. People’s Republic of China arms imports, trend indicator value (TIV) by year, in bil-
lions of US dollars
Source: SIPRI, “Arms Transfer Database,” https://www.sipri.org/databases/armstransfers

and repurposing of Soviet technology. From the 1980s on, the Chinese na-
tional innovation system has sought and acquired technology from Rus-
sia, the United States, and a variety of European targets.®* For example, just
on the aerospace side, the influence of foreign technology is clear. The J-10
fighter was based on the Israeli IAI Lavi and the US General Dynamics F-16;
the J-11 fighter is a clone of the Russian Su-27; the JF-17 is a modern devel-
opment of the Soviet MiG-21; and finally, the J-31 is widely reputed to rely
heavily on technology associated with the US Lockheed Martin F-35.5¢

Chinese military technology firms acquire foreign technology through
various means, both above and below board.?” On the private side, Chinese
firms operating abroad, and in partnership with foreign firms domestically,
have access to an array of foreign technologies and production methods.
Chinese students study in Europe, Australia, and the United States, be-
coming familiar with techniques developed in the world’s most advanced re-
search universities. They then bring specific expertise, as well as a variety of
research and engineering techniques, back to the Chinese NIS.®® China also
acquires weapons and technology transfers through legitimate purchase;
the acquisition of Russian fighter and jet engine technology began with the
licit purchase of Russian Sukhoi aircraft.®* But most notably, the People’s
Liberation Army has created a vast infrastructure for the appropriation of
foreign intellectual property, especially in the defense sector.® Figure 4.2
illustrates the arms export behavior of the PRC.

As chapter 6 will discuss in detail, there are many practical obstacles to
the successful theft of technology.” Individual bits of data, even sophisti-
cated data associated with patents and trade secrets, mean little out of con-
text. Would-be thieves need to know a lot about their targets, as well as a
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great deal about the subject matter involved. In order to produce useful
innovation, the cyber-soldiers of the People’s Liberation Army need to know
where to direct their efforts, and what they need to look for. This requires
close collaboration between the DIB, which knows what it needs, and the
cyber teams, who know where to look. The responsiveness of these organi-
zations remains among the most closely guarded secrets of Chinese intelli-
gence, and there are few effective ways of measuring their impact.

The successful Chinese projects have required either significant produc-
tion data (as was the case with the J-10), or actual physical examples to work
from (as in the case of the Su-27). Despite this, Chinese efforts at reverse
engineering have periodically hit production roadblocks; for example, a lack
of access to Russian trade secrets associated with the construction of jet en-
gines has led to considerable problems in China’s own jet engine assembly.

CHINESE EXPORTS

China has long exported military equipment to the world, but for most of
the postwar period this has involved second-rate, low-technology weapons.
These sales sometimes went to states that could not afford similar Soviet
systems, or which had found themselves in some sort of political difficulty
with Moscow. Albania, for example, purchased extensively from China after
it split from the Warsaw Pact.”® In part because of the rudimentary nature
of the weapons exported, and in part because of the nature of the weapons
delivered, intellectual property concerns rarely arose in these relationships.

One interesting exception to this rule came in the early 1970s, when the
PRC sold a squadron of J-7 interceptors to the United States. The Sino-Soviet
split had taken place prior to the full development and licensing of the MiG-
21 to the PRC, but in an effort to heal the political divide the Soviets had ex-
ported plans and a working model to China in the early 1960s.°* The Soviets
ceased cooperation after the signing of a licensing deal, forcing the Chinese
to proceed with limited technology and expertise.”® Nevertheless, the Chi-
nese persevered, eventually producing the J-7 for domestic use and the F-7
for export. In the early 1970s, China delivered a group of these aircraft to the
United States for use in aggressor training, presumably violating the licens-
ing agreement with the Soviet Union.’® It eventually exported the F-7 to fif-
teen different countries, many of which still fly the fighter.*”

REFORM AND TRANSITION

Patent protection proved a controversial element of Deng Xiaoping’s eco-
nomic reforms, but China passed its first comprehensive patent legislation
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in 1985.°% These reforms, based around the German model of patent pro-
tection, tended to favor foreign investors rather than domestic producers.
In the late 1990s and 2000s the CCP pushed a major set of reforms through
the defense industry.”® The largest, most important firms remained state-
owned, but were forced to reform in order to increase efficiency and respon-
siveness, and to reduce cost.’®® The government tried to create a competitive
environment by splitting firms and setting them against one another, and by
stepping up purchases from Russia.'®* Indeed, unlike the DIBs of the United
States and Europe, the Chinese defense sector has enjoyed consistent in-
creases in domestic procurement funding since the early 1990s, allowing it
to invest in innovative technologies and production facilities.

This is not to say that the Chinese DIB can compete in technological terms
with the most innovative firms in Europe, Japan, and the United States.
Most firms in the Chinese DIB have concentrated on incremental inno-
vations, adapting newly developed and acquired technologies to old plat-
forms in small-batch construction. Chinese firms have also specialized in
what scholars describe as “architectural” innovation; innovations that shift
and repurpose existing technologies in new forms, hopefully with emer-
gent qualities.’* Architectural innovations can reap tremendous rewards in
military technology. The world-beating battleship HMS Dreadnought, for ex-
ample, represented an architectural innovation, combining unrelated inno-
vations in gunnery, armor, and propulsion. Similarly, the Df-21 carrier-killer
antiship ballistic missile, a weapon that some have argued can unsettle the
balance of power in the Pacific, repurposes existing communications, geo-
location, and missile technology into a new form.

China’s DIB has not globalized to the same extent as that of the United
States or even Russia. China never had a collection of satellite states that
formed an integrated system of military production, and consequently Chi-
nese innovation and weapons manufacturing has remained firmly within
its borders. The exception to this rule came in the 1970s and 1980s, when
China’s defense industries enjoyed a degree of collaboration with Ameri-
can and European partners. Motivated both by profit and by the desire to
weaken the USSR, Western firms worked to improve Chinese military capa-
bilities, especially in electronics. However, this period ended with the impo-
sition of sanctions following the 1989 Tiananmen Square massacre.'®

The reforms of the 1980s and 1990s pushed the defense industry into the
civilian economy, often unwillingly. Firms often had to restructure in order
to produce goods for the civilian market, and this sometimes reduced effi-
ciency and innovative capacity. However, the restructuring also tended to
improve the internal operation of firms, familiarizing them with the pros-
pects of the civilian market.'* More recently, the Chinese defense industry
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has moved toward the Western model, with strong ties developing between
large state-owned defense enterprises and smaller technology firms. In the
Chinese case, the lack of access of traditional defense providers to the wider
world of military technology makes it even more important for Chinese de-
fense firms to work with their civilian counterparts.’®® Until 2002, private
Chinese firms could not compete with state-owned enterprises for contracts
with the People’s Liberation Army. Between 2002 and 20035, regulatory re-
form opened up the PLA’s system of contracting, theoretically allowing
private firms to compete.'°® However, the process of creating a regulatory
system for managing such bids has proceeded slowly. State-owned enter-
prises, which have powerful connections within both the People’s Libera-
tion Army and the Chinese Communist Party, retain huge bureaucratic ad-
vantages over their private competitors, even when the private firms can
aggressively bid.'””

As with the United States and most Western countries, the Chinese gov-
ernment realized in the 1990s that civilian and military technological needs
overlapped, especially in high-end electronics, and that an increased em-
phasis on research would benefit both the civilian and the military sectors.!®
The problem lies in the need for a regulatory framework that will allow the
integration of civilian and military research—one that ameliorates distrust
between civilian and military researchers while also providing incentives
for collaboration.'”®

China has taken some steps toward reversing this isolation by globaliz-
ing its defense industry, mainly by allowing foreign investment in sensitive
defense-related firms."® This grants the firms access to capital, bureaucratic
expertise, and some technology. The biggest global influence on the Chinese
defense sector, however, has come not through partnerships but through es-
pionage. Chapter 6 covers this phenomenon in greater detail.

POST-TRANSITION EXPORT

The increasing sophistication of the Chinese DIB could make it more com-
petitive for higher-tech equipment, but Chinese firms have had trouble
breaking into some of the more lucrative markets. For example, the
Chengdu Industry Group may be on the verge of some success with the JF-
17 fighter, though as this aircraft strongly resembles an updated MiG-21, it
does not serve to demonstrate cutting-edge technological innovation. Thus
far, the only customers are Myanmar and Pakistan, but rumors suggest that
Nigeria, Egypt, and Argentina may also have some interest."* Nevertheless,
during the period of reform the overall value of China’s military exports has
generally increased, as can be seen in figure 4.3.
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FIGURE 4.3. People’s Republic of China arms exports, trend indicator value (TIV) by year, in bil-
lions of US dollars
Source: SIPRI “Arms Transfers Database,” https://www.sipri.org/databases/armstransfers

INTELLECTUAL PROPERTY REFORM

A combination of the move to an export-driven economy, an increase in
the importance of the civilian-technology sector, and an interest in increas-
ing the level of innovation across the economy drove intellectual property
protection reform in the 1990s and 2000s. Part of the impetus for reform
came from US pressure. From the 1990s on, the United States has consis-
tently and vigorously critiqued the Chinese government for its relaxed atti-
tude towards the protection of intellectual property. Copyright has come
under the most scrutiny; US films, television, and music commonly appear
in China with little attribution and no profit for artists or producers.*** In
addition, the US government has critiqued China for ignoring patent pro-
tections and for appropriating Western trade secrets.'”® Indeed, intellectual
property disputes have become the central tension in the US-China trade
relationship. President Donald Trump has made Chinese IP theft a central
plank in his critique of China.*

This pressure, along with the influence of international intellectual prop-
erty regimes, has undoubtedly had an effect on Chinese behavior."® In 1998,
the PRC established its State Intellectual Property Office, updating older in-
stitutions that could not manage foreign IP claims."® This strategy repre-
sented an enormous step toward bringing China into formal accord with de-
veloping international IP norms. The Chinese government also established a
bureaucracy for patent protection, though Beijing’s interest in creating the
bureaucracy stemmed both from international pressure and from a desire
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to increase the rate of innovation in the domestic economy."” Along the way,
China joined most of the important international intellectual property pro-
tection regimes.

Reforms to the system of IP practice in the Chinese DIB have helped in-
centivize information sharing, and an across-the-board regulatory effort
helped bring many firms up to international standards."® These reforms
also facilitated the integration of dual-use technology into the Chinese NIS.
As was the case in the United States, Chinese civilian firms worried about
cooperation with the defense industry, out of concerns over state appro-
priation of technology. China employs a dual-track IP protection system
that allows for the use of technological innovations before those inventions
enter the patent system. This leaves individuals and firms without protection
and at risk of appropriation, and thus less interested in sharing their dis-
coveries with other companies, labs, and organizations than in a Western-
style patent system."?

Moreover, a culture of patent application has yet to take full hold in the
Chinese science and technology communities, as inventors often fail to take
advantage of even the limited protections offered by the IP system.'?° In part
this has resulted from the underdeveloped nature of the Chinese IP system.
As noted above, China is in the process of developing a bureaucracy for the
protection of intellectual property, but this development has thus far con-
centrated on broad directional goals rather than on regulatory detail.'**

China also has yet to resolve the IP problems posed by state ownership.
Because of the prominent role of state-owned enterprise in the defense sec-
tor in both industrial production and research, even innovations that reach
the patent stage often remain the property of the state. This strips financial
incentive from researchers working on military technological innovations,
especially when those researchers work outside the state (for private firms,
private research labs, or universities).??

Weak IP protections also limit technology transfer from the defense sec-
tor into the civilian economy. China’s state-owned defense firms, and the
constellation of research labs operated by the People’s Liberation Army and
other organs of the Chinese government, often develop dual-use technolo-
gies. However, the PLA’s incentive for sharing whatever innovations do not
compromise state secrecy depends upon the health of the IP system, and
thus far the military has not demonstrated much trust in the robustness of
legal protection.’*® As in the United States, the bureaucracy for protecting
state secrets, and thus preventing the release of sensitive technology, has
proven difficult to navigate.’>* The size and complexity of the state-owned
component of the Chinese military-industrial complex makes it difficult for
anyone to assess the breadth of technologies for potential civilian use.’*®
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In short, the Chinese defense industrial base has matured along with the
larger Chinese economy. This maturation, along with exposure to the inter-
national economic regime, has forced the Chinese government to adopt
more complex and restrictive rules of information sharing. This adoption
remains uneven, but it seems to guide the behavior of an ever greater por-
tion of China’s domestic firms.

The Second Tier: South Korea and the
Hyundaization of the Arms Industry

At the end of the Korean War, the Republic of Korea (South Korea) possessed
little in the way of advanced industry or industrial know-how. Through an
export-led growth strategy with significant state investment, and with the
economic and technological help of the United States, South Korean indus-
try today has reached the pinnacle of several sectors, from shipbuilding
to automobile construction to telecommunications. And although South
Korea equipped its military primarily with American arms through most of
the Cold War, today its defense industrial base has developed a prominent
export profile.

The South Korean defense industry is sometimes mentioned as part of a
phenomenon referred to as the “Hyundaization” of the global arms export
business. The reference is based on the idea that the Hyundai automotive
conglomerate has succeeded globally by producing “good enough” automo-
biles, while not competing on the high end.’*® The argument suggests that
medium producers—South Korea, Brazil, Turkey—can undercut the domi-
nance of the United States and Europe in the most sophisticated arms by
providing equipment nearly as good for a lower price. While analysts of the
global defense industry have warned of the rise of the second tier for quite
some time, these midrange producers have yet to seriously undercut the
biggest players.’” Part of the reason may be that the United States has legal
tools (offered by the export control regime and the intellectual property
regime) for preventing South Korea and similar states from exporting arms.

South Korea is one of only a few countries involved in both the import
and the export of high-technology military equipment. Much of its most
advanced equipment comes from the United States, with some systems sup-
plied by European providers. For example, the bulk of its air force consists
of F-155 and F-16s. South Korea’s large navy, mostly built by its bustling ship-
building industry, uses US technology. The Aegis air defense system, for ex-
ample, provides the primary defensive weaponry for its larger destroyers.
One of South Korea’s main battle tanks, the Ki, is based on the US M1A1,
albeit with significant modifications.’*® The second, the more modern K2,
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uses indigenous technologies in order to avoid licensing issues associated
with export of US military equipment.'*

Intellectual Property Protection in South Korea

As a member of the World Trade Organization since 1995, South Korea has
adopted most of the major international legal requirements for IP protec-
tion.*° It joined the World Intellectual Property Organization in 1996."** The
US-South Korea trade agreement of 2012 further boosted mechanisms for
the protection of IP.3> During the 1990s, South Korea briefly became notori-
ous for lax enforcement of IP norms, its membership in major international
organizations notwithstanding. Some scholars have associated this lack of
compliance with enduring cultural factors.”** However, in the ensuing years
South Korean compliance has shifted markedly for the better, suggesting
that enforcement and government commitment play a major role in the
functioning of IP law.**

South Korea entered the export-control regime relatively late, as it did
not have a functional defense industry until the 1980s. By this time, how-
ever, a robust consumer electronics industry had developed which could
potentially export dual-use systems of some concern to the United States.
Indeed, during the 1980s South Korea specifically sought a larger trade re-
lationship with the Soviet Union and the rest of the communist bloc.’** In
1987 it formally acceded to the US export control regime.’*® Its export con-
trol system now functions in terms broadly similar to that of the United
States, granting differences that result from the different positions of the
two countries. In terms of dual-use technology, South Korean firms play a
large role in global electronics. Samsung, in particular, occupies a central
place in the Korean economy, exporting electronics, computers, and other
technology around the world."*” Between 2011 and 2018, Samsung became
engaged in a wide-ranging series of IP disputes with Apple about the de-
sign of tablets and smartphones.®® The case, litigated across several differ-
ent countries, was seen by some as important to the development of inter-
national IP jurisprudence.’*®

The US-South Korea Free Trade Agreement (KORUS) of 2012 included
provisions designed to help solidify South Korea’s commitment to intellec-
tual property protection.’*® Even after KORUS, however, US business rep-
resentatives continued to criticize South Korea’s IP protection practice. The
US pharmaceutical industry, always particularly sensitive to IP violations,
complained in 2017 that the South Korean government was unfairly regu-
lating against US patents, assigning highly valuable pharmaceuticals to cate-
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gories that received little protection. These complaints provided grist for
the Trump administration’s aggressive approach to trade negotiations with
South Korea.'*!

Innovation and Espionage

The South Korean defense industry consists of firms jointly held by private
groups and by the government, and has a complex set of connections to
both the civilian economy and to foreign defense producers. Big players in-
clude Hanwha (a defense electronics firm spun off from Samsung), Korean
Aerospace Industries (KAI), the shipbuilders HHI, DSME, and HHIC, and
the munitions and electronics firm LIG Nex1."*? The state has a significant
ownership stake in several of these companies; 26 percent in KAl, for ex-
ample** South Korea also carries on a robust arms export business, as
would reflect its leadership position in many high-technology categories.
In fact, it was the world’s thirteenth largest arms exporter in 2013, dealing
mostly in warships and aircraft but also in missiles and artillery.*** Because
of South Korea’s position within the international arms trade, its export con-
trol mechanism does much of its work negotiating with other (primarily
American) systems of licensing.*®

South Korea’s defense industrial base commonly undertakes joint proj-
ects with US firms, and less often with European firms. Such joint efforts
can provide a country with critical technologies, but such ventures come at a
significant cost. For example, he KF-X project demonstrates many of the pit-
falls of the internationalization of the arms industry. In the late 2000s, South
Korea initiated the KF-X project as a means of developing an indigenous
fifth-generation stealth fighter, potentially competitive with the US F-35,
the Soviet PAK FA, or the Chinese J-31.1¢ KAI pursued this project in co-
operation with Lockheed Martin, which had developed considerable exper-
tise with stealth technology as a result of the F-22 and F-35 projects. The deal
involved the purchase of forty F-35 joint strike fighters, along with twenty-
five technology transfer projects. This fulfilled South Korea’s need for a fifth-
generation fighter to replace its aging F-15s and F-16s, and promised to re-
vitalize the South Korean aviation industry.

In 2015, South Korea requested the transfer of the twenty-five projects in
order to facilitate the further development of the program. Despite Lock-
heed Martin’s willingness to sell the technologies and send engineers to
Korea to facilitate the technology transfer, the US Defense Acquisition Pro-
gram Administration refused to grant an export license for four of the most
important technologies, presumably on the grounds that the technologies

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

92  Chapter Four

were too sensitive for export even to a close ally.*” They included an active
electronically scanned radar, the infrared search-and-rescue systems, the
electro-optical targeting pod, and the radio frequency jammer."*?

The lack of these technologies will almost certainly have a long-term
detrimental effect on the KF-X program, which was intended to provide
120 fighters for South Korea, and another 8o for Indonesia, between 2025
and 2030.° South Korea can acquire some of the technologies from other
sources, such as European defense firms, and can develop some on their own,
but only with considerable delay to the overall project.’*® And even if it man-
ages to acquire or develop the four technologies, it cannot export the KF-X
without US cooperation. As will be discussed in chapter 5, the US system of
export control gives the US government a veto over how foreign countries
can transfer US technologies. The presence of significant US technology in
the KF-X project makes it difficult for South Korea to sell the fighter without
aUS go-ahead. In 2015, for example, the United States vetoed the transfer of
the KAI T-50 jet trainer / light attack aircraft to Uzbekistan, on the grounds
that such a sale would violate US technology rights.’** KAI developed the
T-50 in collaboration with Lockheed Martin, and though the fighter does
not include any extremely sensitive technologies, the fact of collaboration
gives the United States enormous influence over the marketing and export
of the aircraft.

The reticence to transfer the technologies to South Korea may result
from long-term concerns on the part of US officials over the theft of other
military technology. As aforementioned, part of South Korea’s strategy for
developing a robust arms export involves a strategy of indigenous techno-
logical development, specifically to avoid complications with foreign licens-
ing and thus avoid a US veto on such transfers as the T-50 to Uzbekistan.'*>
The K2 main battle tank has already won one export customer (Turkey, in a
deal that included technology transfer), and South Korea hopes it will win
more competitions in the future.!®* The KW1 Scorpion armored personnel
carrier uses a strategy similar to that of the K2, consisting almost entirely of
indigenous technologies in order to avoid licensing problems.’**

US officials have reportedly expressed concern, repeatedly, that this
industrial strategy involves the quiet replication of US defense technologies
to avoid licensing concerns. In particular, some US officials suspect that the
South Koreans have appropriated fire control technology for the K2 tank,
as well as structural and propulsion technology for the Haesung anti-ship
missile.’*> The United States (which has reportedly expressed these concerns
directly to South Korea in secret talks) worries both about the potential that
South Korea might transfer these technologies to a hostile third party, and
also that South Korean exports could undercut US exports in the same sec-
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FIGURE 4.4. South Korea arms imports, trend indicator value (TIV) by year, in billions of US
dollars
Source: SIPRI, “Arms Transfer Database,” https://www.sipri.org/databases/armstransfers

tor.*¢ Unlike many American export partners, South Korea has the indige-
nous industrial and technological base to appropriate and replicate the most
advanced US technologies.

Concerns over theft have not dissuaded US or European producers from
additional alliances with South Korean firms. In addition to South Korean
companies’ partnerships with Lockheed Martin on both the KF-X and the
T-50, the South Korean shipbuilding firm Daewoo worked collaboratively
with the German firm Howaldtswerke-Deutsche Werft (HDW) to produce
under license the Type 209 submarine, which South Korea has agreed to
export to Indonesia.’*” So, while the quality of the South Korean products
may not be high enough to attract US and European buyers, that does not
stop both South Korean and Western firms from pursuing manufacturing
partnerships. Figures 4.4 and 4.5 describe the arms import and arms export
behavior of South Korea.

Conclusion

The structure of a national innovation system, and consequently of a defense-
industrial base, depends on many things other than intellectual property
protection. Government ownership, the nature of relations between gov-
ernment and private defense firms, and the position of a state within the
international arms export market all matter for how a DIB functions.

That these factors are critical does not mean that there is a single ap-
proach a country can adopt for the creation and operation of an effective
national innovation system. Even for China and Russia, the former of which
built its DIB upon the pattern set by the latter, IP protection practice varied
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considerably. Moreover, the IP protection systems of both varied over time,
with major change coming in the 1990s and 2000s. Despite being radically
different in design and execution, in the United States the relevance of IP
law to defense procurement and the practices of the Department of Defense
has varied over time.

The South Korean DIB, by contrast, has developed in full exposure to the
international economy, and in particular the international intellectual prop-
erty regime. Along with several other sectors of its industrial economy, its
DIB has become internationally competitive, even as American export con-
trol restrictions continue to limit its international impact. These restrictions
have helped shape South Korea’s DIB, pushing it to selectively adopt autarky
in service of export goals.

Some common themes emerge, however. In all three cases, the impor-
tance of intellectual property protection has grown over time. In the Soviet
and Chinese cases, this happened in part because of dissatisfaction with the
pace of innovation, especially relative to the West. In all three countries, an
increase in IP protection has come in response to pressure from the emerg-
ing international intellectual property regime, and from the need to man-
age the evolving nature of public-private partnerships in the defense sphere.

The future success of these national innovation systems depends to a
great extent on their capacity to take advantage of dual-use technologies,
and to manage the relationship between public and private actors. Intel-
lectual property protection lies at the center of this effort. Establishing a
bureaucratic system that can best use IP law to ensure military access to pri-
vately held IP, ensure sufficient protection to allow the transactional sharing
of IP between private firms, and protect all IP from outside actors is the key
problem for the modern research, development, and acquisition system.
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Vignette: Selling the Flanker

In the late 1960s, the Soviet Union became aware of an American air su-
periority fighter project that would eventually become the F-15 Eagle. At
the time, the USSR relied on the MiG-21, the MiG-23, and the MiG-25 for
air superiority and interception missions, but the Soviets expected that the
new American fighter project would exceed all three in capability.' Conse-
quently, the Soviet general staff solicited designs from Sukhoi and Mikoyan
for fighters that could match the F-15’s expected performance. Mikoyan pro-
duced a lightweight fighter that became the MiG-29, while Sukhoi produced
a heavier aircraft, eventually classified as the Su-27, NATO code “Flanker.”?

The first Flankers entered service in 1985, but production problems kept
their numbers low until the early 1990s. At that point, the collapse of the
Soviet Union significantly reduced the expected production run.? Neverthe-
less, the Flanker eventually proved successful, with performance exceeding
design expectations. Moreover, the basic Flanker frame has proven remark-
ably flexible for upgrade, and, as a result, the Flanker has become the plat-
form of choice for discerning, budget-conscious fighter customers. Russia
has exported the Flanker around the world, but India, China, Ukraine, and
Russia itself remain the most important operators. Variants of the Flanker
include the Su-30 multirole fighter, the Su-33 carrier-based fighter, the S-34
fighter-bomber, the Su-35 air superiority fighter, the Shenyang J-11 air su-
periority fighter, the Shenyang J-15 carrier-based fighter, and the Shenyang
J-16 fighter-bomber. Both Russia and China continue to build Flanker vari-
ants, though problems have recently emerged with the Russian production
chain, as Russia depends on Ukrainian suppliers for some components and
the 2014 conflict between Russia and Ukraine over Crimea disrupted this
process. Table 5.1 lists the variants and users of all variants of the Flanker
family.

Little in this history distinguished the Flanker from earlier Soviet fighter
aircraft. The USSR exported most of its tactical aircraft widely during the
Cold War, sometimes using the airframes as loss leaders for engines and
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TABLE 5.1. Sukhoi Su-27 variant transfers

Variant Source Operator Number Use

Su-27 Russia Angola 8 Multirole fighter
Su-27 Russia China 75 Multirole fighter
Su-27 Russia Eritrea 9 Multirole fighter
Su-27 Russia Ethiopia 12 Multirole fighter
Su-27 Russia Indonesia 5 Multirole fighter
Su-27 Russia Kazakhstan 30 Multirole fighter
Su-27 Russia Russia 412 Multirole fighter
Su-27 Russia Ukraine 70 Multirole fighter
Su-27 Russia Uzbekistan 34 Multirole fighter
Su-27 Russia Vietnam 12 Multirole fighter
Su-27 Russia United States 2 Multirole fighter
Su-27 Russia Belarus 28 Multirole fighter
Su-30 Russia Algeria 44 Multirole fighter
Su-30 Russia Angola 18 Multirole fighter
Su-30 Russia China 100 Multirole fighter
Su-30 India India 140 Multirole fighter
Su-30 Russia Indonesia 1 Multirole fighter
Su-30 Russia Kazakhstan 4 Multirole fighter
Su-30 Russia Malaysia 18 Multirole fighter
Su-30 Russia Russia 66 Multirole fighter
Su-30 Russia Uganda 6 Multirole fighter
Su-30 Russia Venezuela 24 Multirole fighter
Su-30 Russia Vietnam 24 Multirole fighter
Su-30 Russia India 90 Multirole fighter
Su-33 Russia Russia 33 Carrier fighter
Su-34 Russia Russia 84 Strike fighter
Su-35 Russia Russia 40 Air superiority fighter
J-11 China China 253 Multirole fighter
J-15 China China 15 Carrier fighter
J-16 China China 24 Strike fighter
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other components. Expecting a short, sharp war against NATO, the Soviets
did not design their planes to last, a reality sometimes lost upon their cus-
tomers.

The real complications emerged following the export of Flankers to
China. The Sino-Soviet split had largely ended the USSR-China arms trade
in the 1960s, but the end of the Cold War reopened the relationship. In the
early 1990s, China purchased forty-eight Su-27s from Russia in two groups
of twenty-four. Russia followed up this sale by delivering one hundred Su-
30 MMKs (a long-range strike variant) to the PLAAF and the PLAN.* In
1995, Russia and China came to agreement for the licensed production of
two hundred Su-27 derivatives by Shenyang, a major Chinese aviation firm.
Russia agreed to transfer production airframe kits to China, with final as-
sembly within the PRC. The deal included IP rights to some of the technolo-
gies associated with the aircraft, including production trade secrets.?

The resultant aircraft became the Shenyang J-11, an aircraft that NATO
refers to as the “Flanker B+.” At some point in the early 2000s, however, the
contract fell into dispute as Russia accused China of improperly fitting Chi-
nese avionics and electronic equipment into the Flanker airframes.® Russia
claimed that this would undercut long-term maintenance and supply con-
tracts, and that it might allow China to export the J-11, in direct competi-
tion with Russia’s own export ambitions and in violation of the contract.”
Also, Russia disputed the legality of China’s development of the J-15, a car-
rier capable variant of the J-11 that could compete directly with the Su-33,
Russia’s carrier-variant of the Flanker family.2 Russia suspended delivery of
kits at around one hundred, although China continued to construct the J-11
and its variants. The deal dissolved in acrimony, with a concurrent deal for
the delivery of I1-76 transport aircraft also disintegrating.®

For its part, Shenyang argues that it has substantially improved the J-11
by including Chinese technology, and that the inclusion of these technolo-
gies did not invalidate the agreement with Russia. China clearly can now
produce the aircraft on its own, with a variety of key modifications (the
radar systems on the J-11D, the latest variant, exceed the capabilities of their
Russian equivalents).’® But Chinese copies have had their own problems.
While China’s aircraft industry has proven capable of replicating the Su-27
airframe, it has run into significant problems with engine production." The
WS-10 jet engine, for example, burns out after thirty hours, one-tenth the
time of the same engines built in Russia. Chinese engines also deliver less
thrust than their Russian counterparts, providing jets with less power. These
problems have endured even as other aspects of China’s aviation industry
have moved forward.?
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Regardless of which side bears the blame, the Flanker fracas created seri-
ous diplomatic problems between Russia and China. Until 2016, Russia and
China could not come to agreement on the sale of additional Flankers, not-
withstanding interest on both sides. China remained interested in the Su-
35, Russia’s most advanced version of the Flanker, but Russia was reluctant
to sell, given its concern over China’s past behavior. Contract negotiations
focused on the delivery of complete aircraft, without production in China,
and with a set of anticopycat and antireplication clauses. However, because
the Su-35 carries an even more advanced version of Russia’s best engine,
Russia continued to balk unless the deal was substantial enough to guaran-
tee a profit."* Eventually, Russia and China signed a deal for the transfer of
twenty-four Su-35s beginning in December 2016.**

More broadly, these problems cooled Russian enthusiasm for a share of
the Chinese arms market.”* Russia has hesitated to export submarines, bal-
listic missiles, and air defense systems to China, largely out of concern that
China might copy the equipment and compete with Russian products. More
recently, engineers associated with the Russian Armata family of armored
vehicles expressed concern about the prospect of exports to China.!® Russia
expected the Armata, an advanced chassis with configurations that run from
main battle tank to infantry fighting vehicle, to become its primary mecha-
nized vehicle in the 2020s. However, because of the cost of the vehicle and
the relative success of the T-72 main battle tank and its variants, Russia de-
cided to curtail production of both the domestic and the export versions of
the Armata.””

China represents the best and worst kind of customer for Russian weap-
ons. Beijing has the financial resources to purchase Russia’s most sophisti-
cated systems, but has sufficiently advanced technical and industrial capa-
bilities to pose a significant IP threat. This is a classic IP dilemma, generated
by the organization of Russian and Chinese industry. The iterative devel-
opment of the Flanker represents a series of sustaining innovations built
onto a single airframe, and we would expect large-scale, state-owned de-
fense industries to excel at just this kind of innovation. The maturity of the
technology, however, makes it difficult for Russia to keep the genie in the
bottle. The Flankers have been on the market long enough that China can
produce the airframes without Russian assistance or Russian license, and can
equip them with Chinese electronics and other technology. Consequently,
Russia depends on trade secrets and industrial practice to maintain an edge
over China. For now, these trade secrets, as well as other industrial practices,
allow Russia to maintain an advantage in engine construction; but that ad-
vantage may not last.

In short, Russia and China have an intellectual property law problem.
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Russia would like to sell its most advanced military equipment to China, in
no small part because it needs foreign sales to keep its military-industrial
complex modern and competitive. China wants to buy Russia’s most ad-
vanced military equipment, both in order to increase its military capabilities
and because it wants access to Russian technology. China worries, though,
that Russia will renege on a deal if China engages in what Beijing character-
izes as “incremental” improvements to Russian technology. Russia worries
that the Chinese will make cheap copies of the weapons they sell them and
undercut their efforts on the global military technology market, especially
in the developing countries that account for most of the Russian sales. How-
ever, the lack of enforceable intellectual property rights in either country, as
well as an applicable international IP protection regime, prevents the two
countries from reaching a deal.

This demonstrates the limits of an “arms-length” approach to the pro-
tection of IP. Russia can protect its military intellectual property simply by
refusing to sell to China, but this tactic has its limits, especially if Chinese
firms use industrial espionage or reverse engineering of third-party pur-
chases to acquire the technology. A bilateral and multilateral framework for
the enforcement of Russia’s IP rights could free both countries from their
concerns and increase the security of each. The prospects of both countries
respecting (and relying on the other to respect) such an agreement may
seem farfetched, but this is precisely the kind of architecture that the United
States has attempted to construct for all forms of intellectual property.

Introduction

This chapter investigates the impact of intellectual property on the inter-
national arms market. The modern defense industrial base (DIB) has, since
its inception, catered to both domestic and international customers. In the
nineteenth century the major arms producers of Europe began exporting
military equipment, including ships, small arms, and artillery, to smaller
powers in Europe and around the world.*® The importers lacked either the
industrial technology to produce their own modern equipment, or repre-
sented a market too small to justify the development of a domestic arms
industry of their own. In fact, large countries often fought wars almost en-
tirely with equipment purchased from Europe; the Sino-Japanese War, for
example, was fought almost entirely with warships acquired from European
producers.”® After World War II and decolonization, American, Soviet, and
European arms found their way to newly independent governments around
the world.?°

Exporters have an incentive to control the intellectual property asso-
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ciated with their equipment in order to safeguard the effectiveness of their
weapons, and to maintain the competitiveness of their exports. Importers,
on the other hand, have different preferences: although some are content
with the purchase of finished equipment and will contract with the seller for
maintenance, replacements, and spares, other buyers want the technology
and intellectual property associated with the weapons they purchase. Some
may want to produce the weapons themselves.

At this point, intellectual property law intervenes. In general, importers
and exporters have different interests, and the contractual agreements they
arrive at take place within a framework structured by intellectual property
law. Sometimes, weapons transfers convey no IP beyond that present in the
weapons themselves; a one-off sale of small arms, for example. At other
times, export arrangements will include provision for technology trans-
fer associated with reducing the maintenance and repair costs associated
with the weapons; machine tooling and instructions for construction spare
parts, for example. Other agreements lay the foundation for joint produc-
tion, which involves the transfer not only of various patented technologies,
but also, necessarily, of trade secrets associated with manufacture.

National governments have generally supported arms sales, for both eco-
nomic and political reasons. On the economic side, exports often generate
a very high percentage of a DIB’s total arms sales.”! In the post-Cold War
era, for example, some analysts estimated that Russian arms exports con-
stituted around 85 percent of the total activity of the Russian defense indus-
try?> Many of the major European producers, such as Sweden and France,
have similar, although less pronounced, patterns. Indeed, only a few DIBs
(in the United States, China, and perhaps India) expect to cater primarily
to domestic customers. In addition to initial sales, the transfer of military
equipment generally comes with a set of long-term agreements for main-
tenance, parts, and upgrades.® These long-term contracts are sometimes
more lucrative than the initial sales.**

On the political side, arms exports can help ensure a long-term political
relationship between patron and client state. The need for service and up-
dates can lock a client into a relationship with a patron. Advanced systems
often require a long-term advising presence as well, in order to ensure the
proper employment and maintenance of the weapons. Arms transfers can
also increase the strength of proxies, and help secure the terms of an alli-
ance*

But while arms deals bring clear benefits, they also have pitfalls. Sell-
ing a weapon to another state carries the straightforward threat that buyer
will use the weapon against the exporter. During the Falklands War, Argen-
tina operated several British-designed and -built Type 42 destroyers and a
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Colossus-class aircraft carrier, all sold to Buenos Aires in happier times.?¢
The threat of regime change can also make sellers leery of the transfer of
some systems. For example, the Islamic Republic of Iran Air Force inherited
several dozen F-14 Tomcats from the military of the Shah, and is currently
the only air force in the world operating the aircraft. The reluctance of the
United States to expedite the transfer of F-16 Vipers to the Iraqi Air Force
has come in part from concern over the future of the Baghdad government.
Indeed, the desire to control exports played a role in developing intellec-
tual property protection at the dawn of the modern defense industrial base.
As Katherine Epstein has pointed out, part of the US government’s inter-
est in acquiring property rights in torpedo technology came from an inter-
est in preventing the exportation of that technology to potential competi-
tors.?” In fact, the US government was so concerned about keeping torpedo
technology stateside that they used anti-espionage statutes to claim partial
ownership of it.

States also face a variety of political obstacles to arms exports. Allies can
have a significant effect on arms export decisions, with one government
pressuring another not to export advanced systems. The United Kingdom,
for example, places a great deal of pressure on other European countries to
restrict exports to Argentina, and the United States does the same to main-
tain restrictions on European and Israeli technology exports to China.”® The
sale of advanced fighter aircraft to Gulf states invariably causes problems be-
tween Israel and the United States, although generally not serious enough
to cancel the deals.?®

In addition to political obstacles, states can also face legal obstacles to
exporting weapons. After the Tiananmen Square massacre in China, for
example, the EU imposed an arms embargo that has lasted until the cur-
rent day.*® The United Nations has imposed a variety of arms embargos in its
history, usually against conflict areas to prevent escalation. On a unilateral
basis, the United States has imposed numerous arms embargos (legal pro-
hibitions against the sale of weapons) against unfriendly or suspect states,
based on a wide variety of justifications. Such unilateral embargos can have
greater impact than unilateral sanctions because of the market position of
big suppliers (the United States, Russia, China, and France dominate much
of the arms export market) and because of the long-term nature of a mili-
tary relationship; the suspension of ties can leave existing equipment non-
functional and useless.*

Finally, international legal agreements have tightly restricted the trans-
fer of some kinds of military technology. The Missile Technology Control
Regime (MTCR) includes many of the world’s most advanced military pro-
ducers and regulates the export of systems associated with ballistic missiles.
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Because they cannot buy ballistic missiles on the open market, this regime
forces countries like North Korea and Iran to develop their own missile tech-
nology.*> The Chemical Weapons Convention restricts the transfer of equip-
ment and chemicals necessary to the development of chemical weapons.*
Not every attempt to institute international legal controls on weapons sales
has succeeded, however. International efforts to regulate the trade in small
arms have run aground on the opposition of the United States and a few
other important countries, but nevertheless represent an important legal
effort to limit the transfer of military equipment.** Most recently, various
NGOs and advocacy groups have called for limitations on the export and use
of autonomous weapons.*®

In short, states (and defense firms within states) have a strong interest
in exporting military equipment, but also face some important obstacles.
Some of these obstacles take political form, while others rest on legal prohi-
bitions. The arms trade, consequently, is ideal for investigating how intellec-
tual property law might affect the diffusion of military technology across the
international system. The rest of this chapter examines the various means
by which states manage intellectual property concerns in the development,
production, and diffusion of military technology. It concludes with a quan-
titative investigation of some aspects of the relationship between US arms
exports and rates of intellectual property protection in buyer countries.

Licensing and Joint Production

Licensing represents the least complex form of intellectual property trans-
fer. The licensing state receives technology and legal approval in return for
financial and other considerations. Licensing agreements may also prohibit
re-export of equipment, although only limited legal means exist to enforce
this prohibition.?® Historically, states licensed the production of military
equipment outside their borders. Such agreements were common even in
the communist world, which otherwise lacked strong intellectual property
protections. In the wake of World War II, for example, the Soviet Union
often licensed production of tanks, aircraft, and small arms to its satellites
in Eastern Europe, as well as to the People’s Republic of China. These agree-
ments allowed Warsaw Pact countries to produce equipment such as the
MiG-15, the AK-47, the “Whisky”-class submarine, and a wide array of other
weapons under license.*” This enabled the USSR to augment its own capa-
bilities by increasing those of its allies and satellites, and to take advantage
of and develop their industrial capacity.

The technology transfer associated with such deals could survive the
diplomatic conditions that made the agreements possible. The People’s Re-
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public of China, for example, continued to produce Soviet-designed inter-
ceptors, submarines, and small arms long after the Sino-Soviet split.3® The
licensing state has limited tools for preventing such violations, beyond bi-
lateral measures such as sanctions, tariffs, and the seizure of property. The
expansion of the international IPP regime may offer more tools for enforce-
ment, however.

Technology Transfer

The concept of “technology transfer” has merited a rich and extensive lit-
erature in the economic and development fields. Broadly speaking, scholars
define technology transfer as the passing of industrial techniques, engineer-
ing know-how, and data from one country to another.>® This necessarily re-
quires the transfer of patents and trade secrets. Since at least World War II,
technology transfer has played an important role in the arms trade. The dev-
astating effect of the war on the industry of continental Europe and Japan,
combined with the heavy American capital investment in military tech-
nology during World War I, led to a situation in which the United States en-
joyed a massive technological advantage over its NATO partners and its non-
NATO allies, an advantage that the United States became aware of during
its postwar investigation of German industry.*® Because the United States
sought to increase European military capability as well as European eco-
nomic prosperity, it facilitated the transfer of military and nonmilitary tech-
nology to European industry.* It placed stark limits on how its allies could
use this technology, however, in order to prevent its transfer to the commu-
nist bloc (these practices are detailed in the section on export control below).

Contemporary arms negotiations have increasingly revolved around
questions of technology transfer. For example, a recent deal between France
and India involved the sale of thirty-six Rafale fighter aircraft, built in France
and sold in flyaway condition.*? This deal represented a huge victory for
the French firm Dassault, which can now expect years of maintenance and
supply contracts to keep the aircraft in operational condition. The Rafale deal
emerged from the ruins of a much larger negotiation, which could have seen
the joint construction of 126 Rafales between India and France, accompanied
by the transfer of production technology that would have made India capable
of managing the maintenance requirements of the Rafales on its own.** The
agreement collapsed on the Indian requirement for joint production with
Hindustan Aeronautics Limited (HAL), and on French concerns over the ca-
pacity of Indian industry to successfully manage production requirements.**

Originally considered a subcategory of technology transfer in weapons
contracts, data transfer also represents an increasingly large concern in the

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

104 Chapter Five

arms trade.*® In 2015, Japan agreed to the transfer of confidential data asso-
ciated with its Soryu-class submarines to Australia, in an effort to capture
a deal to build eight subs.*® The data gave the Australian military a better
understanding of the capabilities of the submarines, as well as the ability to
successfully modify them, but it also left both the Japanese Maritime Self-
Defense Force and Japanese shipbuilders vulnerable. As mentioned above,
however, this is the classic tradeoff associated with international military
technology transfer: increased cooperation and profit in exchange for
potentially decreased national security. That Australia decided on a French
bid instead of the Japanese bid highlights the risk of such transfers.*”

Globalization of the Defense Industry

Accounts differ as to whether the drive toward the globalization of indus-
trial production over the past few decades represents a break with the past,
or simply the culmination of trends developing since the early modern
era.*® Almost all agree, however, that industrial production now has a more
global character than ever before, with the components of finished products
(cars, aircraft, computers) coming from an array of multinational corporate
producers. Industrial firms have integrated across borders both horizon-
tally and vertically, and have enthusiastically engaged subcontractors from
around the world. Modern industrial production rarely happens in an ex-
clusively domestic context.

For most of the twentieth century, the defense industry defied these
trends. National governments jealously protected their defense firms,
whether private or state-owned. They saw these firms not only as critical
to national security, but also as potential vehicles for driving technologi-
cal innovation.*® After the Cold War ended, the number of firms focusing
on the defense market contracted dramatically, but national governments
retained an interest in protecting their defense industry, and in maintain-
ing barriers to transnational collaboration.>® At the same time, domestic
law in many countries, including the United States, requires the production
of some percentage of defense products domestically. Indeed, because of
formal requirements associated with selling weapons to the United States,
many foreign firms need subcontractor status in order to have any chance
of taking advantage of the lucrative US defense market.”

The first steps towards breaking down these walls came in Europe, in
the latter half of the Cold War. Although several of the biggest European
countries maintained large defense industries (France, Italy, Germany, and
the United Kingdom in particular), policy makers recognized the benefits
of transnational industrial cooperation.>> The increasing cost of advanced
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weapons, combined with the decline of global defense expenditures at the
end of the Cold War, threatened to push many states out of the defense ex-
port market. Under the aegis of the European Union, however, several coun-
tries took steps towards defense industrial cooperation. Despite the EU’s or-
ganizational capacity for fostering such cooperation, however, the major
contributors maintained an interest in defending their own “national cham-
pion” defense firms.>® For example, the main competitors for generation 4.5
fighter aircraft, a category that includes most modern avionics innovations
but excludes advanced stealth, include Sweden’s Saab Gripen, the Euro-
fighter Typhoon (sourced primarily from Germany and the United King-
dom), and France’s Dassault Rafale.

Because the United States spends far more on defense than any other
country, US defense technology companies enjoy several competitive ad-
vantages on the international market.>* The flow of capital from the US
government to the big US defense firms allows them to invest in nearly
every corner of the defense market, while other countries need to special-
ize. Nevertheless, not even US defense contractors are immune to trends
driving them towards globalization.>® As discussed above, three trends ap-
pear to have moved the DIB inexorably towards globalization: the switch to
becoming systems aggregators, the incentive to find the most competitive
subcontractors, whether domestic or foreign; and the need to engage in pur-
chases of dual-use technologies. As a result, transnational subcontracting
partnerships have become common.>®

Globalization of the defense industry has ongoing implications for the
arms trade and for intellectual property protection. First, any relation-
ship between a contractor and a subcontractor in a high-technology field
requires agreement on the ownership of intellectual property. Subcontrac-
tors want to protect their trade secrets and patent rights, while the contrac-
tors want access to as much data as possible in order to ensure long-term
viability. When the relationship between two firms crosses a border, it also
crosses two systems of intellectual property protection, making the IP nego-
tiation even more difficult.

Second, a firm’s decision to subcontract across a border often requires the
transfer of technology from the contractor to the subcontractor. This trans-
fer can run afoul of the interest of national governments to maintain control
of their defense technology, manifested in the form of export controls. This
international technology transfer, again, requires a negotiation between
two systems of intellectual property, along with management of the export
control requirements and governmental demands for national security.

Third, the joint production, development, and subcontracting of dual-
use components falls under the aegis of the international intellectual prop-
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erty regime, rather than under any arms-length negotiations between firms
and governments. This means that even if firms and national governments
try to avoid the procedures and requirements mandated by multinational
intellectual property agreements, the subcontractors of their components
still rely on those agreements in order to protect their property. Indeed,
governments can sometimes use international subcontracting to short-
circuit patent claims by domestic rights-holders. In Zoltek vs. United States,
for example, a court held that while a government contractor had indeed
infringed upon one of Zoltek’s patents— part of the stealth covering of the
F-22 Raptor fighter —the government was not liable, because the contractor
had completed part of the process outside the United States.>”

These complications can have significant geopolitical consequences. For
example, concerns over intellectual property regulation have caused prob-
lems in the nascent military relationship between the United States and
India. The growing power of China has concerned both India and the United
States, making a deeper strategic partnership possible. Moreover, India has
expressed considerable interest in several critical US technologies, includ-
ing the electro-magnetic aircraft launch system (EMALS) that the US has
developed for its most recent carriers.”® However, the US defense industry
remains concerned about cooperation with its Indian counterpart. Indian
government rules prohibit foreign direct investment in its defense indus-
try beyond 49 percent, which American companies fear would leave India
in control of key technologies.>® More broadly, India has resisted reform of
many aspects of its domestic system of intellectual property, and has heavily
criticized how the emerging international IP regime treats developing coun-
tries.®° The US and India continue to work on reforming Indian IP protection
procedures, but much work remains.*

Despite these complications, scholarly work has shown that the glob-
alization of production in the defense sphere increases innovation; states
taking advantage of globalization produce more innovative, effective weap-
onry, while those excluded fall behind.* The question becomes the degree
to which states can pursue a strategy of globalization while also undertaking
to protect their most innovative technologies from potential competitors.
And, the following section on export controls suggests, the globalization of
the arms industry offers important tools for managing the diffusion of mili-
tary technology.

3D Printing

The development of 3D printing, which allows the production of three-
dimensional solids without the need for an assembly line and traditional
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tool, die, and stamp production, could have a big effect not only on how
military organizations maintain themselves in the field, but also on how
they make long-term procurement decisions. Over the past several years
the US military has experimented with 3D printing to manufacture compo-
nents on military bases and even in underway naval vessels.5® This reduces
the logistical footprint of far-flung naval bases and warships, allowing front-
line operators to manufacture intricate components and spare parts rather
than rely on shipments from home. A 2015 report on China indicates that
the People’s Liberation Army Navy has equipped some of its deployed ves-
sels with similar printing equipment.**

The conceptual foundations for 3D printing were laid in the 1970s, with
the idea that machines could use lasers to render solid objects from a liquid
mass.*> Modern 3D printing uses digital design files to give the printer a tem-
plate for the production of solid objects from preexisting materials.*® These
design files can be printed or transferred from a central source or can be cre-
ated through scanning a physical object; a smartphone with the appropriate
apps can in many cases create the necessary files."” Contemporary 3D print-
ing can create a bewildering array of objects, from simple solids to complex
parts to sophisticated combinations of solids and biological tissue.®

The popularization of 3D printing poses a threat to traditional manufac-
turing in that consumers may be able to avoid long lead time and investment
in major manufacturing capacity, as well as the costs of transport of spe-
cialized materials and equipment. Widespread adoption of 3D printing also
poses a significant threat to traditional intellectual property law. If 3D print-
ing technology allows manufacturers to produce patented or copyrighted
items without a large manufacturing base, then it limits the effectiveness of
legal recourse against infringers. If property rights cannot be enforced, they
lose value for their holders. The nightmare scenario for traditional IP rights
holders involves an array of mobile 3D printers, each able to download de-
sign templates for medical devices, automobile parts, action figures, and
other items that carry much of their value in intellectual property.

The advent of 3D printing also represents both a problem and an oppor-
tunity for states concerned about their military-oriented intellectual prop-
erty. First, the problem: If weapons customers can create components and
spares with advanced 3D printers, then they become less reliant on the MIC
of the exporting country. Consequently, 3D printing gives manufacturers
the technical ability to violate patent or copyright, thereby preventing pro-
ducers from enjoying monopoly technology rights, and from controlling
images and ideas. Manufacturers using 3D printers can also potentially skip
over traditional trade secret protections, especially if the infringer can ac-
quire design templates from illicit sources. Instead of buying new engines
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from Russia or France every time equipment breaks down, for example,
Egypt could manufacture and assemble the most important components on
its own.®® Producing an air-to-air missile or an assault rifle won't become
quite as easy to producing illicit copies of the film Lord of War, but it won’t
be far off.

The specialized manufacturing complexes that service a system of world-
wide exports could become obsolete; and arms buyers could, if they so de-
sired, simply ignore the intellectual property rights of the sellers. After all,
why engage in complicated, potentially risky arms sales when you can just
print copies of guns you bought originally? Traditional producers could lose
the advantage they enjoy in specialized, expert workforces, such as those
that exist in the aviation and shipbuilding industries. The problem gets even
worse if consumers illicitly acquire the data and technical information nec-
essary to produced specialized components and either sell it to a third party
or use it to manufacture their own technology. This particular type of theft
could severely undercut follow-on maintenance and service contracts, one
of the pillars of the modern arms trade. In such a world, the protection of
trade secrets becomes even more important, increasing the stakes of cyber
security and industrial espionage conflicts.”® In short, industrial espionage
in the defense sector might get much more lucrative, and potentially a lot
easier.

But the extent of this tragedy, such as it is, depends on the degree to
which military technology consumers respect the intellectual property of
producers. If buyers have good reason (either through the iteration of arms-
length transactions, or because of national and international legal commit-
ments) to avoid infringing on the intellectual property of sellers, then IP
rights become central to the arms export relationship. Indeed, other than
the initial frames of the technology being bought and sold —whether they’re
ships, planes, or vehicles —the key aspect of the arms deal becomes the intel-
lectual property rights necessary to servicing and maintaining the trans-
ferred equipment.

The basic IP response for a firm includes the acquisition of design patents
on specific design templates, which allows the firm some control over the
data necessary to produce the items. As Pierce and Schwarz, members of
the law firm Venable LLP, note, “Rights holders have a few options to pursue
when they discover infringement. One such option is to sue the direct in-
fringer, another is to pursue the parties who have knowingly aided in direct
infringement, and yet another is to do both.””* In the international intellec-
tual property regime that the United States has helped create, this poten-
tially could give US and other Western arms producers the opportunity to
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launch legal action against offenders, both in government and in private
industry.

For producers, Pierce and Schwarz offer three recommendations for
combating the threat to IP protection represented by 3D printing: increase
the rate of technological innovation to stay ahead of infringers, adapt a busi-
ness model that engages 3D printing, and build multiple layers of IP protec-
tion.”? Not all of these solutions are adaptable to the military market, though
we may expect that the second strategy in particular will become part of the
arms export model. The need to develop technology faster in order to stay
ahead of infringers could support a further shift to small, flexible produc-
tion firms (a problem discussed in chapters 1, 3, and 4). The utility of mul-
tiple layers and formats of legal protection depends on the ability of states
to enforce IP rights in the military sphere, but it could become a productive
strategy as IP law further colonizes military production. For example, mili-
tary producers could increasingly use copyright (a form of IP that normally
only protects creative, non-useful objects, but which also protects software
and design templates) to protect aspects of military equipment.”®

In theory, it is possible for potential defense technology consumers to
use 3D printing to avoid the technical violation of IP law by relying on open-
source designs that effectively mimicked the capabilities of protected sys-
tems. For example, if key components to a MiG-29 engine became available
through online open-source software and design specifications, then a 3D
producer could manufacture the components without specifically violating
Russian IP rights.”* For this reason, some argue that the key to intellectual
property protection lies in developing acceptable norms of behavior, rather
than legal restrictions.”®

There is already evidence that militaries have used 3D printing to evade
foreign export controls. After the 2013 Ukraine War, Russia cut off supply of
parts and spares to many of the Eastern European members of NATO. Most
of these countries still use Soviet kit, including upgraded versions of Soviet
fighters such as the MiG-29. Instead of starting over and purchasing entirely
new systems from other sellers, the former Warsaw Pact countries turned to
fabrication. Poland in particular has begun using 3D printing technology to
replicate aircraft parts, relieving itself of the necessity of dealing with Russia
in order to maintain the readiness of its fighter force.”®

Export Controls

National security concerns deter some states from exporting their most ad-
vanced military and civilian technology. Officially and unofficially, many
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arms exporters employ export controls to prevent technology from ending
up in foreign weapons systems. The desire to control the rate of diffusion of
technology is the central reason why states place legal limits on weapons
and dual-use technology transfers, but political factors also play a part in
some export control systems.

This desire is especially strong in the US MIC. Export controls in the
United States emerged as an effort by the state to limit the ability of private
firms to send technology and finished weapon systems to potentially hostile
foreign governments.”” In the years immediately prior to World War II, the
US government found that it had very few tools for managing the spread of
advanced military technology, especially to Nazi Germany, Stalinist Russia,
and imperial Japan. The case United States vs. Curtiss Wright, ruling that the
Roosevelt administration had the inherent authority to prevent the export
of military technology to Bolivia, offered the basic legal foundation for ex-
port management.”® After the war ended, US planners believed they would
require a significant technological advantage to offset the numerical superi-
ority of the Soviet military, and they consequently helped institute strict
rules on the export of equipment with military application.” For example,
these rules forced private US firms to seek approval from the US govern-
ment for the transfer of sensitive technologies. Essentially, the new regime
placed limits on the rights of defense and other firms to control over their
intellectual property.2°

These rules established by the US government only became stricter dur-
ing and after World War II. Through the medium of export controls, there-
fore, intellectual property protection formed a core aspect of US strategy
in the Cold War. Moreover, the US strategy for technology management
had an international aspect: although the US designed the system to pre-
vent its own companies from transferring technology to the Soviet Union,
in practice many friendly states found themselves the target of the export
controls, due to concerns over secondary transfer and espionage. The inter-
national manifestation of export controls was the Coordinating Commit-
tee for Multilateral Export Controls, more commonly known as CoCom.
Designed to coordinate high technology export policies across the United
States, Western Europe, and Japan, CoCom came into effect in 1950.%' The
United States leaned hard on allied states, mostly Japan and the members
of the NATO alliance, to limit the transfer of military and dual-use tech-
nology to the Soviet bloc, and to customers sympathetic with the Soviet
bloc.# It sought to limit the export not only of technology that resulted from
US transfers, but also of domestically developed technology that might en-
hance the capabilities of Soviet systems.
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The export control system had a deep impact on the movement of
people and knowledge. The system of protection that concentrated on the
movement of “things” in the 1940s and 1950s soon turned its attention to
“people.”® This manifested in not only in visa regulation applied to inter-
national scholars and engineers, but also to classificatory schemes designed
to prevent suspect individuals from accessing critical knowledge. Even the
spread of unclassified information became problematic, if it might lead
naturally to the revelation of classified knowledge.®* Soviet efforts to col-
lect vast reams of Western scientific knowledge undoubtedly heightened US
concerns.®® These efforts necessarily reduced the scientific capacity of the
United States and its allies, both by compartmentalizing information and by
insulating Western scientific communities from foreign knowledge and ex-
pertise. However, US policy makers believed that controls designed to limit
personal interaction with Soviet and Soviet-sympathizing scientists would
have a more negative impact on the USSR .2¢ Such controls remained in force
until the end of the Cold War, and concerns about Chinese espionage have
revitalized the idea of curtailing foreign scientific contacts.?”

Later in the Cold War, the role of export controls in maintaining Ameri-
can technological supremacy came under debate. On the one hand, the com-
munity of scholars and policy makers associated with the Office of Net As-
sessment in the Department of Defense emphasized the need for the United
States to stay ahead of the USSR in technology in order to “offset” Soviet
numerical superiority.®® On the other hand, détente provided the basis for
a variety of social and scientific exchanges between the US and the USSR.
When détente waned after the Soviet invasion of Afghanistan, advocates of
tighter controls gained the upper hand #° Even tighter restrictions on scien-
tific cooperation and the export of dual-use equipment ensued. Similar ar-
guments proliferated as the commercial technology relationship with China
increased, to the extent that export controls were viewed as an appropriate
means for protecting US market share in the international arms trade.*®

The result of this decades-long effort is that the US has some of the most
elaborate and careful export controls in the world, a complexity necessitated
by its role as both economic and strategic global hegemon. Although the Di-
rectorate of Defense Trade Controls resides within the State Department,
the responsibility for managing the system of US export controls lies across
several government departments.” In the Department of Defense, the De-
fense Threat Reduction Agency plays a key role in evaluating technology
transfer.”> The Department of Commerce also plays a large role in the man-
agement of technology export.”® In fact, US government export controls are
so restrictive that prospective foreign buyers sometimes subject these orga-
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nizations to lobbying efforts (as with the KF-X program, described in chap-
ter 4), and also attempt to influence them indirectly through lobbying of
Congress and other elements of the executive branch.®*

The rules of export control are remarkably complex. Any equipment
deemed to have military-only use falls under the responsibility of the Direc-
torate of Defense Trade Controls (DDTC), requiring an export license. The
DDTC compiles a large list of military-related items for regulation. States
subject to US or UN arms embargoes (for example, China) cannot receive
any of this equipment.®® Even friendly states can run into difficulties if the
DDTC deems technologies under consideration too sensitive for export;
South Korea’s inability to purchase several technologies related to stealth
aircraft is discussed in chapter 4.

The restrictions imposed by export controls also apply to dual-use equip-
ment. The United States prohibits the export of an array of dual-use tech-
nologies with the potential to improve the capabilities of foreign weapons.
These prohibited systems include advanced computing technologies neces-
sary for running simulations or for improving the precision of manufac-
ture.®® The spearhead of the US government dual-use technology export
control system is the Department of Commerce, which manages dual-use
equipment through the Bureau of Industry and Security. This bureau clas-
sifies technologies by type and sensitivity, regulating the export of equip-
ment based on target country.’” This classification is based on the potential
national security threat posed by the technology consumer; US allies are
subject to fewer restrictions than are neutral or hostile countries. Dual-use
items subject to export control restriction run the gamut, with the most im-
portant items including high-tech electronics and sophisticated software.”®

Complex and stringent as the US export control system is, it is not fool-
proof. The Toshiba-Kongsberg scandal was one of the most well known fail-
ures of export controls during the Cold War. The Japanese firm Toshiba and
the Norwegian firm Kongsberg each operated under strict export controls
designed to prevent the sale of advanced manufacturing and computing
technology to the Soviet Union.*® The United States suspected that such
technology could significantly improve the design and manufacture of sub-
marine propulsion systems, thus reducing the noise of Soviet submarines.
In the early 1980s, Toshiba supplied milling machines to the Soviets, while
Konigsberg, acting on Soviet design requests, supplied the software neces-
sary to drive the machines. Both companies violated domestic export con-
trol regulations, in addition to incurring reprisal from the United States.'*

Export controls do not generally cover single weapon systems in this
fashion, but rather cover subsystems that contribute to the overall effective-
ness of a weapon or class of weapons. Under special circumstances, however,
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export controls can apply to entire systems. Congressional concern over the
transfer of F-16 technology from Israel to China led to the Obey Amend-
ment, a law intended to prevent export of the F-22 to any foreign govern-
ment.'” Similarly, strategic arms limitation treaties prohibit either Russia
or the United States from transferring nuclear-capable strategic bombers.

Export controls can generate tension between private firms and the gov-
ernment, especially for firms that normally focus on the civilian market.*2
This tension becomes even greater when firms globalize; a 2015 report in the
New York Times detailed the many connections between US technology firms
and their Chinese counterparts.'® The report suggested that many compa-
nies that US firms regularly deal with have their own relationships with the
Chinese military, and consequently may run afoul of export control rules in
ways that are difficult to police. The Times report, inspired by a report from
the private intelligence firm Blue Heron on IBM’s dealings with China, high-
lighted the tensions between maintaining security over American dual-use
technological innovations and staying abreast of the global technology mar-
ket.’** While the report does not indicate that IBM has violated the US sys-
tem of export control, it does imply that the system lacks capacity to prop-
erly monitor interactions between US and Chinese companies.

A 2012 article in China Business Review detailed some warnings for private
firms working in technology cooperation with China, given the existence of
US export control rules.’®> These include

« allowing Chinese workers to manufacture sensitive US technology,

o conducting research and development that uses US software or tech-
nology,

« collaborating with Chinese researchers on nonpublic intellectual prop-
erty,

« selling to Chinese consumers,

« supplying tech support to Chinese consumers,

« licensing software or technology to Chinese firms,

« engaging in corporate transactions with Chinese investors, and

« facilitating visits of Chinese nationals to US manufacturing or research
facilities.

In spite of the obstacles that the US export control regime erects that are de-
signed to prevent or limit US firms from collaborating with their Chinese
counterparts, the United States and China nevertheless have established a
massive collaborative economy, often in high-technology equipment. This
suggests that some companies may honor many of these restrictions in the
breach.
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This collaboration is understood by US firms to pose an IP protection
risk, however; and in response to concerns about IP enforcement in China,
some firms have begun to develop more sophisticated strategies for protect-
ing their property. The Taiwanese Semiconductor Manufacturing Corpora-
tion (TSMC), for example, recently opened a new plant in China, without a
Chinese partner.'®® This makes the physical protection of trade secrets easier,
and also simplifies the legal defense of TSMC'’s property. In addition, TSMC
has maintained facilities for the production of its most sophisticated chips
in Taiwan, thus preserving a degree of market advantage. US firms can avail
themselves of similar strategies as long as the Chinese economy remains
open, though facilities constructed in China will always be at greater risk of
penetration than facilities built in the United States.

Some Implications of the Emerging International Intellectual
Property Regime for the Global Defense Industry

As discussed above, the defense sector has experienced globalization differ-
ently from most other industrial sectors. Because of the desire of national
governments to both protect technology and foster domestic firms, defense
firms have retained a more national character than most other kinds of cor-
porations. This national character has limited the exposure of the defense
industry to the pressures that drove other multinational corporations to de-
velop and promulgate international standards of IP protection. The defense
industry was largely absent from the consortium that produced TRIPS, the
most serious effort to create international intellectual property standards.’*”
Consequently, the rules created and promulgated through the WTO and
other organizations did not fit comfortably with the needs and interests of
global defense industries.

As this chapter has detailed, states and firms have long had an interest
in managing concerns over technology transfer and IP rights. The prospect
that American military or dual-use technology might fall into the hands of
the Soviet Union caused endless concern in Washington during the Cold
War, even as the United States attempted to learn everything it could about
Soviet technology and production methods.’*® For the most part, however,
states dealt with intellectual property problems through arms-length trans-
actions: licensing deals, specific technology transfer arrangements, and lim-
ited joint production and development projects. The export control regime
developed by the United States but enforced multilaterally is the major ex-
ception to this trend.

The question that animates this chapter is the extent to which the trans-
formation in how global industries have viewed and managed IP protection
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issues has extended or will extend to the defense industry. If the answer is
“not much,” part of the reason concerns the lack of a serious need for de-
fense technology companies to seek this protection. Even if defense firms
lack interest in doing so, however, producers of dual-use technology will
undoubtedly find it necessary to protect their intellectual property abroad.

Since the end of the Cold War the United States and, to a lesser degree,
Western Europe have moved into a dominant position within the interna-
tional arms trade. This dominance is reflected not only in sales figures but in
the extent to which US and European firms have diversified supply and sub-
contracting relationships across the world. As we would expect, the states
most interested in imposing robust IP protection for high-technology prod-
ucts are those that dominate the defense export industry.

Conceivably, the defense industrial market could develop into a two-tiered
system of military technology export and production, with the first tier in-
cluding the United States, Europe, Japan, South Korea, and Australia, and the
second tier including China, Russia, and Iran. Relations between first-tier ex-
porters, and between first-tier exporters and their customers, would be char-
acterized by a detailed, robust, multilateral system of intellectual property
protection. Relations in the second tier would lack such exacting standards,
but could include states that reject the first-tier IP protection system. Export
procedures in this tier would continue to take IP protection into account, but
mainly through arms-length contracting rather than through multilateral
standards. States such as India and Brazil might float between the two tiers,
depending on their specific military or dual-use technology needs. In this
system, which can be thought of as the “anything goes” system of IP man-
agement, states beg, borrow, and steal whatever technology they can, often
attempting to copy or reverse-engineer systems developed in other states. In
many ways, Iran and North Korea operate by the same rules, buying and ex-
porting missile technology without respect for legal protections on the pat-
ents or trade secrets that go into them. This older, more traditional system
of “anything goes” IP management also allows countries like North Korea,
Syria, Iran, and Myanmar to gain access to weapons without the acquies-
cence of Washington or the major European arms exporters.

The near-term development of an alternative system of IP protection
among the second-tier states is possible, but not particularly likely. First, as
has become obvious in the Russia-China relationship, arms-length arrange-
ments do not suffice to give states the confidence to export military equip-
ment and technology to potential rivals. Even if China and Russia do not
view each other as strategic threats, they surely view each other’s military
industries as economic competitors. If they desire to further exploit arms
markets in Latin America, Southeast Asia, and Africa, they will eventually
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need to sell to countries that may have the capacity to appropriate, repro-
duce, and then re-export their technology.

Second, any two-tier system that Russia and China create, formally or
informally, will still require technology transfer from first-tier states. Every
innovative industry in the world requires technological input from inter-
national sources.'®® Neither Russia nor China can operate on the frontier of
military technology without access to the latest in dual-use systems, and as
long as these systems are available only from companies in first-tier states,
(cyber espionage efforts aside) they will find it difficult to access such sys-
tems if they maintain a second-tier-level system of IP protection.

While neither China nor Russia may have a strong commitment to the
maintenance of a robust international IP protection regime, both may in
time benefit from adherence to international standards."® For example,
China’s position in the military export market and in the larger interna-
tional economy is growing more significant. As it comes to rely on an export
market for military hardware, the salience of IP concerns will grow." By and
large, exporters of high-technology equipment benefit from the strict en-
forcement of IP rules. As Chinese military production increases in sophis-
tication, and as the Chinese military supply chain spreads across different
countries, China’s position on IP management for military equipment may
become more similar to those of first-tier states than to those of states in the
second tier. Like the United States, China may always have political reasons
to export weapon systems to bad IP citizens. In the future, however, it may
pay increasing attention to precisely how its technology is used, and it may
attach strings intended to prevent the loss of Chinese trade advantages. In
this sense, the politics of intellectual property are just like any other kind of
power play: states seek to structure the rules of the game to their own ad-
vantage. As the economic and military profiles—if not necessarily the inter-
ests—of the United States and China converge, there will be more substan-
tial grounds for cooperation on the rules that govern the international IP
regime.

Table 5.2 depicts the world’s major arms producers and the average intel-
lectual property protection scores of their customers. Trend indicator value
comes from SIPRI, while average IPP scores come from the World Bank
database. Ranking by tiers, common practice in the arms trade literature, is
based on technological sophistication of the DIB.

Finally, if either China or Russia wants a forward-looking technology
sector with a strong collection of private firms, they will need to strengthen
their domestic IP protection regimes. As chapter 3 noted, China has already
begun this process. Both China and Russia will find it exceedingly difficult
to put into place a system of intellectual property protection that fosters an
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TABLE 5.2. Average intellectual property protection scores for arms sales
producers, 2012-16

Tier/region Country IPP average TIV total
Tier1
Europe France 5.71 8,579
Germany 5.55 7,663
Italy 3.78 3,678
Russia 2.80 33,857
UK 5.88 6,637
Europe average 4.74 12,083
Americas United States 5.27 46,790
Tier 2
Europe Netherlands 5.83 2,797
Spain 3.93 3,994
Sweden 5.67 1,648
Europe average 5.14 2,813
Middle East Israel 4.73 3,446
Asia Australia 5.45 417
China 3.96 8,690
India 3.76 133
Japan 5.68 N/A
South Korea 4.06 1,415
Asia average 4.58 2,131
Americas Brazil 3.44 267

environment necessary for domestic firms to flourish, but which leaves for-
eign firms without recourse to IP infringement.

Quantitative Investigation

We have conducted a limited statistical investigation in support of the argu-
ment that the intellectual property considerations have some impact on US
decisions on arms exports. We analyzed international arms sales made by
the United States to other countries from the years 2012 to 2016. We gathered
this information using the Stockholm International Peace Research Insti-
tute’s (SIPRI) arms transfer database, which uses trend-indicator value (TIV)
to operationalize the value of each arms deal. We used this TIV for each
country-year as our dependent variable.

To explain how the TIV from the United States to client countries might
vary, we conducted a regression analysis using the following independent
variables: the World Bank’s IPP ratings, where each country’s intellectual
property protection is rated from 1 (worst) to 7 (best); polity IV scores,
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from -10 (worst) to +10 (best); a dichotomous variable “conflict,” measur-
ing whether a client country was involved in a conflict that year, according
to the Uppsala Conflict Data Program’s definition of a “conflict” involving
at least twenty-five battle deaths per country-year; a dichotomous variable
measuring whether the client country was a signatory of the TRIPS Agree-
ment, administered by the WTO; an interaction variable multiplying IPP
and polity; and five financial control variables based on World Bank data, in-
cluding military expenditures as a percentage of GDP, personal purchasing
power logged and unlogged, and GDP logged (table 5.3).

The regression analysis demonstrates that the relationship between IPP
and TIV is both positive and significant, reinforcing the argument that the
United States takes the client country’s level of intellectual property protec-
tion into account when deciding to sell arms to that country. The IPP inde-
pendent variable had a significance level of at least 0.05 in every model, and
a significance level of at least 0.01 in four out of the six models, including
the model containing just that variable. This relationship is driven in part by
the United States’ healthy arms sales relationship with countries like Saudi
Arabia, Qatar, the United Arab Emirates, and Singapore, which place a great
deal of importance on intellectual property protection, if not necessarily on
democracy.

The presence of conflict also has a positive and significant relationship
with TIV, although it is not as strong as that of IPP. While this relationship
would seem to make a certain amount of sense—countries at war are more
likely to buy weapons than countries not at war —the regression results sug-
gest that the relationship is not ironclad. The relationship between conflict
and TIV is significant in only three of the five models in which it is included,
and at varying levels of significance. Granted, all three of those instances are
positive, suggesting that countries involved in conflict— Turkey, Iraq, India,
Pakistan, —are more likely to be US arms clients than those that are not.

Like IPP, membership in the WTO and being a signatory to the TRIPS
agreement has a significant and positive relationship with TIV, suggesting
that membership in an international trade organization and a public com-
mitment to protecting intellectual property are more likely to make a coun-
try an attractive arms trading partner for the United States than not. Of the
five models in which the TRIPS variable is included, it is significant in all of
them, with a p value of at least 0.01 in three of them. In addition, the coeffi-
cients are all positive, suggesting that the relationship between WTO mem-
bership and US arms sales probability is a strong one.

This relationship, however, could also be the result of the client country’s
willingness to pay, which would help explain the positive and significant re-
lationship between TIV and percentage of GDP devoted to military spend-
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TABLE 5.3. Predicted probabilities for US arms transfer

Model 1 Model 2 Model 3 Model 4 Model 5 Model 6

(Intercept) —115.21"**  —263.95"**  —915.73***  —215.90***  —323.60*** -1100.57***
(-26.91)  (43.49) (99.56) (48.82) (52.14) (103.51)
IPP 45.11%%F 42.22F*% 20.64** 21.62** 58.94*** 66.01%**
(6.72) (7.07) (9-42) (10.97) (12.96) (12.66)
Polity —2.00 —2.70* —2.61 26.13*** 24.75%**
(1.60) (1.63) (1.61) (5.82) (5.50)
Conflict 43.18* —0.04 44.30™F 55.93%*% 5.85
(21.99) (22.66) (21.83) (21.47) (22.16)
TRIPS 99.76*** 94.57%%* 107.02*** 82.20** 67.71%*
(35:77) (34-34) (35:51) (35.05) (33.94)
Milex/GDP 36.59*** 38.81%** 39.92%** 30.21%** 29.43%**
(4.63) (4.72) (4.74) (5.01) (4.95)
Log (Ppp) 8.32 8.93
(8.46) (8.27)
Log (GDP) 24.25%** 26.21%**
(7.28) (7.12)
GDP per capita 0.00** 0.00%**
(0.00) (0.00)
IPP x polity —7.53*** —7.09"**
(1.47) (1.36)
R? 0.07 0.22 0.30 0.24 0.27 0.33
Adj. R* 0.07 0.21 0.29 0.23 0.26 0.32
Number of 622 555 554 554 554 554
observations
RMSE 182.25 169.95 162.04 168.37 164.60 158.29
**p < .01
**p<.05
*p<.o1

Sources: World Economic Forum Global Information Technology Report 2016 (https://www
.weforum.org/reports/the-global-information-technology-report-2016),Center for Systemic
Peace Polity IV Research Project 2017 (http://www.systemicpeace.org/inscrdata.html), Uppsala
Conflict Data Program (http://ucdp.uu.se), World Trade Organization (https://www.wto.org
/trips), and World Bank (https://data.worldbank.org).

ing. Again, the logic here seems straightforward: countries that spend more
money on their militaries are going to buy more arms, and the relationship
between the two variables might be robust enough for this to be the case:
the military expenditure variable is positive and has a p value of less than
o.o1 for all five of the models in which it is included. These results imply that
the United States’ best customers for arms tend to be the most enthusiastic
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purchasers of arms overall, even to the exclusion of other types of govern-
ment spending.

The relationships between the variables paint a relatively clear picture
of the type of state to whom the United States is most likely to sell arms.
That state is likely to be a member of the “community of nations” participat-
ing in international trade agreements like TRIPS, and will protect its corpo-
rate citizens and the countries with which it does business through vigorous
intellectual property protection. Occasionally, this protection will extend
to the rights of its citizens who are not corporate, and this IPP and interna-
tional cooperation will be a result of its commitment to democracy and good
global citizenship.

But this commitment to protection and good citizenship is not always the
case. Sometimes the state must focus on arms sales because it is experienc-
ing conflict and buying arms as a result. Given that most of the United States’
most enthusiastic customers are in conflict-prone regions—nine of its top
ten customers are in Asia or the Middle East —this conclusion does not seem
unreasonable. However, given the relatively weak support for it, combined
with the fact that two of these top twenty are Iraq and Afghanistan—both in
a region prone to conflict partly as a result of US actions—this is a conclu-
sion we must be careful about drawing.

Instead, it is important to observe that the variables with the most consis-
tent and abundant support—IPP, TRIPS, and military expenditures —paint a
very specific picture of the type of country to whom the United States is most
likely to sell arms: one that cares very much about the rights of businesses,
and which is willing to spend a great deal of its budget on weapons whether
itis in conflict or not. Of the top five US customers—Saudi Arabia, the UAE,
Turkey, Australia, and Taiwan—only Turkey was involved in any sort of con-
flict. Reinforcement of democracy and assistance to conflict-torn countries
in need are not very reliable drivers of the US decision to sell arms; countries
that have put IP protections in place and are willing to buy are more reliable
candidates, regardless of their politics or motivations beyond a desire to par-
ticipate in the global marketplace.

Conclusion

The arms export industry has come late to an understanding of the impor-
tance of IP law. Historically, political and economic factors have posed bar-
riers to the theft of defense-technology-related IP. States and firms have
treated IP protection as an arms-length concern, managed through indi-
vidual contracts and relationships rather than through an overarching
framework. The primary systematic means of managing technology trans-
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fer came as a result of concerns over the export of US military technology to
the Soviet Union and its allies. This system of export control developed into
a de facto international intellectual property protection regime during the
Cold War, and it continues to regulate the transfer of military technology
today.

However, changes in the nature of defense technology, in the structure
of the defense industry, in the nature of manufacturing, and in the con-
struction of international intellectual property law have made defense ex-
porters, both in private firms and in governments, more cognizant of IP
concerns. Dual-use technologies require a more systematic and careful ap-
plication of IP legal principles than do legacy military equipment, as private
civilian-oriented firms have less tolerance for export restrictions than do
their defense-oriented cousins. The development of the defense firm into
an aggregator with an international system of subsidiaries and subcontrac-
tors has made managing the transfer of military technology more complex,
both in terms of various cross-border arrangements and in the negotiation
of agreements between private firms.

Finally, while international and domestic legal considerations have long
constrained the ability of states and firms to export weapons solely on the
basis of demand, the emerging international IP protection regime may soon
exert its own effects. The ability of states and firms to use this regime to pro-
tect their IP internationally may change how states purchase, maintain, and
re-export military technology. Specifically, the international availability of
legal sanctions that have heretofore only applied to the domestic setting
may make states more willing to allow the export of advanced, protected
technologies.

Some important questions remain for further research: Has the expan-
sion of international intellectual property protection changed how states
export weapons? Has the expansion of international intellectual property
protection changed how states develop weapons? Do states curtail weapons
exports because of concerns about insufficient IP protection? Do states cur-
tail joint production, licensing, and subcontracting arrangements because
of concerns about insufficient IP protection?
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6: INTELLECTUAL PROPERTY, INDUSTRIAL
ESPIONAGE, AND CYBER SECURITY

Vignette: Stealing a Bomber

In 1944, during the course of the American strategic bombing campaign
against Japan, five Boeing B-29 Superfortress heavy bombers unexpectedly
landed in the Soviet Union." While the United States and the USSR were
allies in the European theater of operations, in the Pacific the Soviets re-
mained neutral, maintaining correct diplomatic relations with Japan until
mid-1945. Rather than returning the B-29s and several other aircraft that
had landed in Siberia, the Soviets decided to intern them for the duration
of the war?

The Superfortress represented an enormous corporate investment on
the part of Boeing, and national investment on the part of the US Army
Air Force. The bomber, intended to fly in self-defending high-altitude for-
mations, represented a key component of the Air Force’s expectations for
dominance in the postwar world.? It became the central aircraft in the Pacific
bombing campaign, with a pair of Superfortresses eventually delivering the
atomic strikes on Hiroshima and Nagasaki. By some accounts, the B-29 pro-
gram cost the United States more than the Manhattan Project.*

The Soviet Air Forces, despite their reputation as a ground support force,
had invested heavily in strategic bombing prior to World War II.* Unfor-
tunately, none of their projects had quite panned out, and the Soviet High
Command frittered away most of the bombers in a fruitless attempt to stop
the German advance in the early days of Operation Barbarossa.® The Soviets
requested access to the B-29 through the lend-lease program, but the United
States had little interest in giving one of its most impressive technological
achievements to an ally of uncertain loyalty and intentions.”

But with the four intact and one damaged bombers now in their pos-
session, the Soviets had the opportunity to closely study the aircraft, and
perhaps attempt to replicate it. Although the Soviets generally dismissed
the effectiveness of the strategic bombing campaigns against Germany and
Japan, they saw some value in having a heavy strategic bomber of their own,
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especially if reverse engineering could spare them the development costs.
As a bonus, several of the aircraft carried technical manuals detailing the
maintenance and performance of the bomber.?

Stalin ordered the USSR’s best aviation engineers to copy the B-29, and
ready it for serial production. The aircraft included a variety of features
utterly unfamiliar to the Soviets, including “lightweight aluminum alloys,
pressurized crew compartments, remote-controlled guns, powerful super-
charged engines, Norden bombsight, radar, electronics, and instrumen-
tation.”® While some Soviet engineers argued for incorporating this tech-
nology into existing Soviet designs (the B-29 was already growing long in
the tooth by the standards of World War II aviation), Stalin insisted on a
copy.’’

Within about two and a half years, the Soviets had a prototype, the Tupo-
lev Design Bureau’s Tu-4. By 1949, they began to deploy the Tu-4 in num-
bers. Not everything on the Tu-4 was illegally appropriated; the Soviets had
acquired licensing rights to some US engines during the war, and they in-
stalled modified versions in their own bombers." Despite having several ex-
tant examples, which allowed both full disassembly and comparison to a
complete example, the process of reproduction of the Superfortress hit a
number of difficult snags. Soviet tool systems, based on metric units, were
not compatible with the systems used in US industry, which used English
measurements; and this forced a number of minor modifications. The effort
proved demanding for Soviet industry, eventually occupying sixty-four de-
sign bureaus and some nine hundred factories.?

Nevertheless, the Tu-4 flew in Soviet Long Range Aviation for almost
two decades, with 847 aircraft eventually entering service. The Soviets even
exported ten Tu-4s to the People’s Republic of China, with the last aircraft
leaving service in 1988."* After the Sino-Soviet split, China would show the
same degree of courtesy to Russian equipment that the Soviets showed to
the United States, reverse engineering or otherwise copying a variety of sys-
tems, including the MiG-21 fighter. The availability of the B-29 also helped
jump-start the Soviet aviation industry, allowing it to catch up with the
United States far more quickly than it otherwise would have done.**

What does this have to do with cyber warfare? Whether undertaken by
states or private actors, and whether involving patents or trade secrets,
industrial espionage in general represents the theft of intellectual property.
Cyber warfare is a means of industrial espionage, which continues to play an
important role in the diffusion of military technology. During the Cold War,
both the West and the Soviet bloc delighted in the acquisition of each other’s
aircraft, tanks, and other weapons. New equipment was disassembled, sub-
jected to an array of tests, and used to modify industrial priorities. While
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some of these practices continue (China’s acquisition of fragments of a
downed F-117 stealth fighter-bomber in 1999 is a modern example), the digi-
tization and interconnection of industrial knowledge has largely made these
techniques of espionage secondary.”® Today, industrial espionage has taken a
different form. By most accounts, over the past decade and a half China has
devoted significant resources to efforts to steal digitized US and European
intellectual property through cyber attacks. These attacks have targeted both
civilian and military facilities, stealing technologies with civilian, military,
and dual-use application.

Introduction

Since the early days of the industrial revolution, national governments have
sought to steal the economic and manufacturing secrets of foreign coun-
tries. This theft has ranged from the passive (lax or no enforcement of pro-
tection on foreign IP) to the active (the dispatch of agents directly to foreign
countries in order to observe and mimic processes).! In the eighteenth cen-
tury, for example, the French government sent agents to industrial centers
across Great Britain in an effort to both steal processes and potentially lure
expert workers across the English Channel."” Given that national power de-
pended on the sophistication and productivity of industry, and that major
national stakeholders sought to improve their position on the global market
as a way of maximizing both profit and national security, the existence and
range of this espionage should surprise no one.

Indeed, as chapter 2 indicates, national authorities have only recently
come around to the idea that respect for IP should cross international bor-
ders. The motivating concept for IP protection is that legal defense for in-
ventors can allow them to retain a temporary monopoly over production
of their invention. The granting of this temporary monopoly provides in-
centive for innovation, benefiting the entire public. In the nineteenth cen-
tury, “public” applied almost exclusively to the domestic context, to the ex-
tent that inventors who managed to copy or appropriate foreign intellectual
property were regarded as national heroes. The expansion of “public” to
refer to an international community of property holders has happened only
recently, at considerable political expense, and with great controversy.'®

During the Cold War, concerns over industrial espionage loomed large.
The key military systems of the Cold War relied on sophisticated compo-
nents that spying could steal or make vulnerable. The development of jet,
missile, nuclear, submarine, and radar technology meant that either the
United States or the Soviet Union could potentially reap huge advantages
from intricate knowledge of its foes’ systems. These concerns prompted the
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US government to develop the extensive system of export control discussed
in chapter 5.

The United States and the Soviet Union waged an asymmetric war over
industrial espionage. Soviet technology consistently lagged behind that of
the West, though Soviet industry offset US competitive advantages in terms
of cost and productivity.'” In order to remedy this lag, the Soviets often
sought to acquire Western technology through illicit means, either to di-
rectly copy foreign systems or to introduce new technological processes and
know-how into the Soviet system of national innovation. And the Soviets
were occasionally successful. Observers of the military aviation industry, for
example, could hardly fail to notice the tight similarity between generations
of US and Soviet bombers, from the aforementioned B-29 and Tu-4 to the
B-52 and Tu-95, the XB-70 and T-4, and the B-1B and Tu-160.2° While some
of these similarities were the result of parallel development, there is direct
evidence that direct appropriation of US technology affected Soviet bomber
development.”

For its part, the United States also successfully stole Soviet industrial
secrets. However, it only rarely sought to acquire and copy complete sys-
tems.?*> Rather, US espionage efforts focused on learning as much as pos-
sible about foreign systems, giving domestic industry the opportunity to
develop countermeasures. For example, Adolf Tolkachev, a Russian radar
engineer, spied for the United States over the course of six years in the late
Cold War.?® Driven by a disdain for the Soviet system, Tolkachev turned over
avast amount of information regarding Soviet airframes, Soviet electronics,
and Soviet radar systems. This intelligence supplied the United States with a
key strategic advantage—it made clear, for example, that the Soviets had no
good answer for US systems such as ground-launched cruise missiles—and
also critical data on the effectiveness of Soviet electronics. Working in con-
junction with private industry, the US government did not directly appro-
priate Soviet systems, but instead used the information to alter the trajec-
tory of America’s own aerospace and electronics efforts.>*

In short, the United States used Tolkachev’s trove to pursue strategic ad-
vantage against the Soviets, but not to directly appropriate Soviet break-
throughs. US intelligence repeated this pattern in other areas, including the
acquisition of data on Soviet fighter aircraft, missiles, and submarines. Over
time, US officials have stressed the distinction between the use of indus-
trial espionage to gain strategic advantage (which they consider legitimate),
and its use to directly appropriate foreign secrets (which they consider ille-
gitimate).?* Nevertheless, this kind of industrial espionage paid enormous
benefits in terms of American technological and strategic planning during
the Cold War.
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The question animating this chapter is whether the combination of
changes in technology change and changes in the practice of intellectual
property protection have introduced a new era in industrial espionage. We
argue yes; industrial espionage now largely takes the form of cyber attacks
against the IP holdings of state, military, private, and legal institutions. The
next section investigates the dynamics, history, and processes of a specific
form of industrial espionage commonly known as reverse engineering. Fol-
lowing this, we discuss the emergence of cyber security, cyber war, and cyber
espionage both as the most recent evolution of industrial espionage and as
national security concerns. The chapter then details the US-China cyber re-
lationship, with particular attention not only to espionage but to efforts on
both sides to create norms of behavior that facilitate cyber restraint.

Reverse Engineering

As mentioned in the introduction, one means of violating intellectual prop-
erty rights in the military sphere is the reverse engineering of technology
acquired through legitimate or illegitimate means. Reverse engineering in-
volves taking apart an example of an extant piece of equipment, and then
attempting to reproduce it.?® As a practical matter, reverse engineering of
foreign technology for domestic production faces several difficult obstacles:
alack of trade secrets, a lack of testing data, and the lack of a broader indus-
trial ecology.

The obstacle of the technological mismatch is, at its root, that the thief
lacks trade secrets associated with the manufacturing of the system. At the
very least, this absence can make the replication of foreign systems a costly
and time-consuming process, as the thief needs to develop manufacturing
procedures from scratch. At worst, it can lead to seriously substandard com-
ponents that reduce the capabilities and reliability of a system. For example,
Chinese efforts to reverse engineer certain Russian jet engines during the
1990s and 2000s invariably produced engines with extremely short life-
spans, and without the power of their Russian counterparts.?”

Second, the thief lacks access to data associated with design and testing.
Modern weapon systems generate an extraordinary amount of data dur-
ing the development process, as computer models explore a vast array of
scenarios with respect to potential components.?® The testing process also
generates data, and the thief generally lacks access to prototype models and
to testing data associated with the system. This makes it difficult to come to
solid conclusions regarding the tolerances of particular materials, or even
the purpose of certain subcomponents, not to mention the overall reliability
and performance capabilities of the technology in question. In the case of

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

128 Chapter Six

the USSR’s theft of the B-29, the Soviets needed to conduct extensive materi-
als testing of their own in order to mimic American manufacturing.

Third, the success of reverse engineering depends on access to a broader
ecosystem of technologies. As Andrea and Mauro Gilli have pointed out,
successful adoption of a given military technology often requires adop-
tion of a broader family of associated technologies. An armed drone, for
example, requires broadband, communications, and surveillance technolo-
gies that extend far beyond the airframe itself. In this sense, acquiring a unit
for reverse engineering, or acquiring blueprints through cyber espionage,
does not necessarily produce meaningful diffusion.?®

Altogether, reverse engineering an entire military system is generally
more trouble than it is worth. States that have the industrial and techno-
logical capability to reverse engineer a complex system generally also have
the capacity to engage in their own design work.>° Domestic designs mean
that the builder can focus on the weapon characteristics it wants, rather than
settling on a system designed by a foreign producer. Nevertheless, as the
example of the B-29 and the Tu-4 shows, reverse engineering occasionally
works in spite of the odds. Some states, most notably China, have persisted
in efforts to reverse engineer foreign military technology

Allied efforts to reverse engineer German technology in the aftermath of
World War II provide a real-world test case of the utility of reverse engineer-
ing. Shortly after the war, the United States, France, the United Kingdom,
and the Soviet Union all attempted to appropriate German intellectual prop-
erty in pursuit of “intellectual reparations,” technological and economic re-
payment for damage caused during World War II. Most of these efforts en-
countered difficulty turning static intellectual property —patents, diagrams,
formulas—into technological innovations, at least until they began directly
borrowing German scientists and engineers. Tacit knowledge (know-how)
was critical to the process of reverse engineering.>

Industrial Espionage and the Digitization of Knowledge

Over the summer of 2015, the popular national security blog Lawfare asked
readers to name the most hackable database operated by the US govern-
ment. The request came in the wake of a massive hack of the Office of Per-
sonnel Management database in spring 2015, which led to the loss of huge
amounts of personnel information on government employees and appli-
cants. The primary authors and readers of Lawfare submitted dozens of data-
bases, most of which contained various types of information about govern-
ment personnel.*®* Two of the databases, however, made a different kind of
sense. One, cited by Ben Wittes, was the Commerce Department’s database
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of export control applications, which determine how and where US firms
can export sensitive dual-use technology.?* Reader Jonathan Lichtman sug-
gested the US Patent and Trademark Office database, which includes appli-
cations, with supporting materials, for US patent protection.?

Lichtman’s idea made sense, because the concurrent development of
cyberspace and the expansion of intellectual property law have changed
the context in which states conduct industrial espionage.*® The digitization
of knowledge means that patent applications, trade secrets, and reams of
industrial data have become available to talented hackers and dedicated or-
ganizations. Moreover, the functioning of intellectual property law in the
United States and elsewhere requires a degree of communication between
different organizations. The military services, contractors, subcontractors,
defense firms, and law firms all have some degree of access to crucial se-
crets. Hackers can attack these communications, in addition to the home
organizations. For example, the Mandiant: APT1 report (a 2013 report by
the cyber security firm Mandiant) indicates that People’s Liberation Army
hackers stole information directly from US law firms specializing in intel-
lectual property.>”

In a sense, the vulnerability arises from changes in the nature of the de-
fense industrial base, and more broadly in the nature of modern capitalism.
Specialization of firms increases interfirm communications, which then re-
sults in communications vulnerabilities: the more firms need each other,
the more vulnerable they become to communications hacks. Cooperation
with the regulatory state complicates the picture even further. Many com-
panies and legal firms have already begun to take steps to manage their vul-
nerability, including developing firewalls on communication with foreign
clients and affiliates, especially those in China.*® However, hackers have the
luxury of concentrating on the weakest links. They can probe every mem-
ber of the prime contractor-contractor-subcontractor-government agency
relationship, looking for security vulnerabilities that allow them access to
data, engineering files, and even other partners.

Scholarship on the development of the information economy has long
grappled with the shift from an industrial to a postindustrial knowledge-
based economy.** Modern computing technology has enabled the collection
of tremendous amounts of data, with processors allowing for search and
analysis, and communications equipment facilitating near-instantaneous
transfer of information. Decades ago, the information contained in the data-
bases mentioned above resided in huge warehouses, and could not effec-
tively be “stolen” without immediate physical presence and the use of heavy
equipment. For example, in 1969 Daniel Ellsberg photocopied some seven
thousand pages of material associated with US government deliberation on
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the Vietnam War. Ellsberg smuggled these materials out of the RAND Cor-
poration over the course of several weeks before passing the documents to
the New York Times.*° By contrast, in 2009 Chelsea Manning gained access to
several classified databases, which she then leaked to the transparency ad-
vocacy network Wikileaks. The entire database (around five hundred thou-
sand documents) fit on a single rewritable CD and was communicated to
Wikileaks electronically.* In 2013, NSA contractor Edward Snowden leaked
a very large—the exact number is unknown—number of documents to a
group of journalists.*> In both cases, releases of this scale would have been
difficult or impossible if the leakers had lacked access to modern digital
technology.

This digitization of knowledge extends to the intellectual property
sphere. Paperwork associated with trade secrets once resided in guarded
offices, behind physical lock and key; now it exists on computers with vary-
ing levels of protection from outside attackers. Copyrighted material such as
film, music, and books can be digitized and shared almost infinitely; thieves
no longer need to produce physical copies of pirated material.** Finally,
while most patents (outside those designated as having national security sig-
nificance) have always been in the public sphere, these patents are now far
more accessible than in previous decades. Whereas access to these patents
once required physical presence at the US Patent and Trademark Office in
Washington, they now only require an Internet connection. This enables far
broader dissemination of the knowledge embedded in those patents.

Cyberspace, Cyber Conflict, and Cyber Espionage

Cyberspace is a relatively recent development; the necessary connectivity
only emerged in the 1970s, and the bulk of the public only became aware of
the Internet’s existence and utility in the 1990s.** The development and im-
pact of cyberspace has attracted attention from a variety of disciplines, in-
cluding political science, organizational theory, economics, business, com-
puter science, sociology, and various technical fields.*® It has also produced a
huge literature in military, law enforcement, and public policy fields. Given
the novelty of the cyberspace domain and the wide array of disciplines work-
ing within it, some confusion over terminology is inevitable. In the words of
Brandon Valeriano and Ryan Maness, cyberspace constitutes

the networked system of microprocessors, mainframes, and basic com-
puters that act in digital space. Cyberspace has physical elements because
these microprocessors, mainframes, and computers are systems with a
physical location. Therefore cyberspace is a physical, social-technological
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environment—a separate domain but one that interacts and blends with
other domains and layers.*®

This definition has the advantage of including both the communicative and
the physical aspects of cyberspace, each of which matter for competition
between states. The “cloud,” as computer specialists say, is simply someone
else’s computer.

Other scholars have identified cyberspace as a new “commons,” framing
it alongside space, the air, and the sea.*” A commons, as defined by Barry
Posen, is an “area that belongs to no one state and provides access to much
of the globe.”*® The term seems particularly appropriate for cyberspace, as
many nations and other actors use the cyber commons for commercial, po-
litical, and military purposes, none of which necessarily exclude the others.
Cyberspace is for the most part consensually communitarian; it is possible
for the entire world of Internet users to access it simultaneously.

As with the other commons, cyberspace has been subject to attempts
of a legal regulation. The development of a legal framework for managing
the Internet, and for managing relations between individual and corpo-
rate actors in cyberspace, only began in the 1990s.*° Realization of the perils
and opportunities of cyberspace for the protection of intellectual property
emerged in the late 1990s, as courts and legislators began to accommodate
themselves to the unfamiliar realm, its limitations, and its capabilities.>®
Nevertheless, by the 2000s it had become clear that certain strategies of ap-
propriation ran counter to national law (often in both attacker and target
countries) and international law.

Many studies have explored the founding of the Internet and the parallel
growth of legitimate and illegitimate Internet traffic.>' By most accounts, the
militarization of cyberspace happened prior to mass public awareness of
the Internet, largely as a result of military interest in, and influence upon,
the developing network.>?> Over the past decade, however, scholars and
policy makers have increasingly concentrated on the prospects for, and im-
plications of, “cyberconflict.” Valeriano and Maness define cyber conflict as
“the use of computational technologies for malevolent and destructive pur-
poses in order to impact, change, or modify diplomatic and military inter-
actions between states,”>3
offensive intelligence measures to steal, corrupt, or erase information in the
cybersphere of interactions.”**

According to Valeriano and Maness, almost half of all cyber incidents
involve theft, in which one state attempts to appropriate some kind of in-
formation from another.>® Cyberespionage offers a low-key, nonconfron-

and cyber espionage as “the use of dangerous and

tational way for states to compete with one another over existing points
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of dispute.®® States accomplish three goals by engaging in cyber espionage:
they demonstrate capabilities, balance against rivals, and attempt to shift
economic costs to competitors.>” For the purposes of this chapter, we are
most interested in how one state attempts to appropriate IP under the legal
protection of another state—this is to say, when a state or the agents of a
state use access to digital space in order to steal legally defined property. This
process, which we will define as “cyber espionage” for the purposes of this
study, runs counter to how domestic and international legal protection of
intellectual property has developed.

The Basics of Cyber Espionage

Cyber espionage employs many of the same techniques as cyber crime,
which unsurprisingly makes it a moving target for state intelligence and law
enforcement organizations.>® Unlike cybercriminals, however, cyber spies
undertake cyber espionage in order to acquire information covertly, and as a
result do not generally engage in such cyber-criminal tactics as vandalizing
websites or initiating dedicated denial of service (DDOS) attacks, except in-
sofar as these efforts support their main objectives. As a result, scholars and
specialists in cyber espionage have identified several common techniques
for entering target networks, and for illicitly appropriating information.
Cyber espionage can also involve more sophisticated operations designed
to cause extensive damage rather than simply steal secrets. These sabotage
efforts—capable of doing severe damage to computing networks, to intra-
organizational communications resources, and in some cases to physical
infrastructure —skirt the line between traditional espionage and outright
military conflict, as they can cause significant economic damage to the tar-
get.> Sophisticated attackers with considerable resources, such as state mili-
tary bureaucracy, normally have access to a wide array of computers from
which to launch attacks. To make attribution difficult (desirable to avoid
both some simple defensive techniques and retaliation), attackers will often
use techniques designed to disguise their country of origin.®

Cyber security specialists have struggled to stress the danger these tech-
niques pose to private and government actors.5! Unfortunately, compliance
with best practices of cyber security can cost individuals and organizations
more time and money than they are willing to spend. Consequently, con-
firming best practices across several linked organizations —for example, the
Department of Defense, a major defense conglomerate, a range of subcon-
tractors, and a series of law firms defending the interests of each actor—can
prove exceedingly difficult even under optimal circumstances.
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DEVELOPMENT OF US CYBER STRATEGY

Given the difficulties associated with establishing any sort of defense against
cyber attacks, it is not surprising that the world’s militaries have had trouble
establishing their own cyber war infrastructures. The integration of new
technologies and concepts into existing military organizations often proves
time-consuming and disruptive; the waves of disruption caused by the
introduction of military aircraft more than a hundred years ago continue
to ripple today.®> The United States, among other countries, developed an
overarching cyber security strategy slowly, and continues to struggle with
organizational dynamics down to the present day.

One of the least tractable problems with creating an effective cyber secu-
rity infrastructure is the difficulty of locating full responsibility within any
single organization.®* Every modern bureaucratic organization, whether
military, civilian government, or corporate, requires defense against cyber
attack, meaning that every organization needs to develop the capabilities
of managing its own protection. This inevitably leads to different practices,
varying tolerance for risks, and poor communication between organiza-
tions. It also means that the public can hold no single organization fully re-
sponsible for cyber security failures, not even for ones as large as the OPM
hack. However, government can simplify the problem by centralizing some
responsibilities, especially on the offensive side, in specific commands.

And yet the Obama administration began to develop a response to cyber-
espionage in 2013.%* In February 2016, President Obama followed this up
with the proposal of a national action plan for cyber security.®> The proposal
included

« establishment of a Commission on Enhancing National Cybersecurity,
which would strengthen cyber security in the public and the private sec-
tor, as well as promote cyber security technologies and best practices;

« creation of a $3.1 billion information technology modernization fund;

« development of a cyber security awareness program intended to improve
standards and practices in everyday Americans; and

« a3jgpercent increase in federal cyber security spending.5

These measures suggest concern over the vulnerability of the public-private
nexus in the US technology economy. Steps to protect the private and the
public sectors (by increasing the difficulty of stealing passwords, for ex-
ample) go hand in hand, reinforcing the idea that vulnerabilities in one part
of the network weaken the entire system.
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In 2018 the Trump administration released its own comprehensive cyber
security strategy. The strategy has four pillars, including

o defense of the homeland by protecting networks, systems, functions, and
data;

o promotion of American prosperity by nurturing a secure, thriving digital
economy and fostering strong domestic innovation;

o preservation of peace and security by strengthening the ability of the
United States—in concert with allies and partners—to deter and, if nec-
essary, punish those who use cyber tools for malicious purposes; and

« expansion of American influence abroad to extend the key tenets of an
open, interoperable, reliable, and secure Internet.®”

The Trump administration’s cyber strategy specifically challenges some of
the assumptions of the previous strategy, arguing that faith in the liberating
power of information and free media was misplaced, and that cyberspace
represented a critical area of contestation with adversaries such as Russia
and China.*®

CYBER STRATEGY AND THE PUBLIC-PRIVATE PARTNERSHIP

Former Secretary of Defense Ash Carter elaborated on the Defense Depart-
ment’s view of cyber security in an April 2015 speech at Stanford University
(alluded to in chapter 3).%° The location was not accidental, as the speech
concentrated on the need for cooperation between the Pentagon and Silicon
Valley. Carter argued that civilian innovation goes hand in hand with gov-
ernment action on cyber security. This relationship, which remained essen-
tially the same under the Trump administration, has four aspects:

1. Theincreasing role that civilian investment plays in military technologi-
cal innovation demands closer ties between the Department of Defense
and the centers of civilian innovation.

2. Government investment and support have facilitated the development
of many technologies central to digital innovation over the past several
decades.

3. Private firms and the government face different facets of the same cyber
security problem, as espionage threats target both private and public sec-
tor entities.

4. Private cyber security and publicly provided cyber security overlap; the
defense of each depends on the security of the other, as both can come
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under attack, and vulnerabilities in one sector can lead to vulnerabilities
in the other.

Yet some argue that the public-private partnership that interests Carter and
the rest of DoD is particularly unlikely to develop in the information tech-
nology sector.”° Despite the critical role that government investment played
in the foundation of the computing industry and the Internet, technology
firms and their workers tend not to share the values of the military-industrial
complex or have much interest in securing government contracts. The Pen-
tagon, operating under government employment restrictions, cannot com-
pete with Silicon Valley salaries. Moreover, the revelations of Edward Snow-
den exacerbated a long-term political distrust between the government on
one side, and left- and libertarian-leaning tech workers on the other.”

The distrust between the Pentagon and Silicon Valley mirrors the prob-
lems that the Department of Defense has faced in broadening its procure-
ment base to civilian-oriented firms. In the case of cyber defense, however,
the problem is even more serious; DoD needs the active cooperation of tech-
nology and software firms in order to carry out its cyber security strategy. If
private firms are vulnerable to espionage, then the Department of Defense
cannot defend its system of procurement, or its basic military secrets.

THE US-CHINA CYBER ESPIONAGE RELATIONSHIP

While states and nonstate actors have engaged in a variety of activities that
might fall under the umbrella of “cyber conflict” over the past decade, com-
petition between China and the United States bears the most attention.”?
The United States and China have developed an enormous trade relation-
ship since the 1980s, with investment spreading across nearly every sector
of both economies. US and Chinese firms have engaged in dual production,
with technology transfer, in an array of different fields.”® Even big industrial
producers such as Boeing have begun to work with Chinese manufacturers
and subcontractors, transferring technology to their partners as necessary.”

The US government has periodically expressed concern about the amount
of technology transfer to China, especially of potential dual-use technolo-
gies; but prior to 2017 actual interventions in private deals remained rare.”
The problem goes to the very core of US foreign policy towards China.
American firms seek to develop relationships with their Chinese counter-
parts in order to enter new markets, take advantage of relatively cheap Chi-
nese labor and resources, and increase profits at home and abroad. Built on
this foundation, the economic relationship between the US and China has
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become the chief dynamic in the Asia-Pacific region and in the world as a
whole. Moreover, the financial aspects of this relationship have become cen-
tral to the functioning of the world economy.”® The Trump administration
had a different perspective on this relationship.

Attribution for cyber attacks has rarely been a major problem in the
US-China relationship, in part because the reputed crudeness of hacking
efforts.”” According to US cyber-experts, Chinese hacking activities began in
the 1980s, with a substantial upsurge around the turn of the century. Experts
began to suspect in the mid-1990s that Chinese hackers were secretly at-
tempting, through a variety of cyber attacks, to appropriate the technology
of American firms working in critical strategic fields. Many early efforts fo-
cused specifically on economic espionage, without much attention to either
military or dual-use technologies.”®

By the early 2000s, details began to emerge of persistent Chinese efforts
to attack US computer networks, both in government and industry. We
have no reliable account of the number of intrusions made by Chinese
actors, as both government and private sources hesitate to release full de-
tails. However, John Lindsay and Tai Ming Cheung have assembled a list of
thirty-seven intrusions into US networks between 2003 and 2013, including
several large-scale attacks against defense-oriented networks.” Notable
attacks included a 2006 intrusion into the US Department of Commerce,
targeting export license data. In 2007, the “Ghost Net” attack targeted a
wide variety of firms and public entities across 103 countries.®® Another
2007 intrusion hacked BAE, Lockheed-Martin, and Northrop Grumman,
acquiring nonclassified data on the F-35 Joint Strike Fighter. The 2009
“Elderwood” intrusion involved a sophisticated attack against defense and
manufacturing firms in the United States. In the same year, a Chinese APT,
or hacking group, called Hidden Lynx attacked hundreds of firms in the
defense and financial industries. US industries are not the only targets; the
“Luckycat” attack of 2011 concentrated on targets within the Indian defense
industry, as well as Tibetan activist networks. “Nitro,” another 2011 effort,
attacked forty-eight chemical and defense firms. Another APT, Beebus
Mutter, concentrated on drone technology in the United States and South
Asiain 20113

In 2013, a report from the cyber security firm Mandiant argued that
the People’s Liberation Army has played a central role in China’s cyber-
espionage efforts, with what amounts to the official sanction of Chinese gov-
ernment authorities.®? According to Mandiant, a unit associated with the
PLA launched attacks against 141 global firms, many operating in the defense
sector.?®> Reports indicate that these attacks have sought draft patent infor-
mation, organizational strategy and hierarchy, and trade secrets.* Accord-
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ing to FBI Director James Comey, there are “two kinds of big companies in
the United States ... those who've been hacked by the Chinese and those who
don’t know they’ve been hacked by the Chinese.”®

The participation of an active-duty PLA unit in efforts to steal US defense-
sector-related IP indicates that state behavior in the field of espionage is
adapting to new technological and legal realities. The strategic relevance of
cyber crime becomes tied to the rise of IP protection as a critical national
concern. To the extent that the Chinese government facilitates the appro-
priation of important US intellectual property, especially in the defense in-
dustry, it threatens the national security of the United States.

Defense Material

Chapter 3 detailed the deeply complex set of relationships between contrac-
tors, subcontractors, law firms, and government that characterizes the con-
temporary US defense industry. The multiplication of the number of inde-
pendent players in the US national innovation system (a trend mirrored in
other countries) means that cyber attacks can acquire critical defense infor-
mation from a wide range of sources, both public and private. As chapter 3
discussed, virtually every patent owned by traditional national security pro-
viders in the United States involves de facto collaboration between the US
government and a private actor.

The data revealed by Edward Snowden and other sources indicates
that the United States believes that China has appropriated a considerable
amount of technology associated with numerous defense systems includ-
ing the F-35 Joint Strike Fighter and the General Atomics MQ-1 Predator
drone.® Of these, the F-35 represents the most critical vulnerability. The
Department of Defense expects the F-35, a product of Lockheed Martin, to
fill out the fighter-bomber fleets of not only the US Air Force, Marine Corps,
and Navy, but also the fleets of nearly a dozen allied states.?” Classified pre-
sentation slides published by Der Spiegel indicate the loss of detailed infor-
mation regarding radar design and engine schematics, as well as terabytes
of engineering and testing data. These slides also indicated a US government
belief that it had suffered®®

¢ 30,000 incidents,

¢ 1,600 computers penetrated,

e 60,000 user accounts compromised,

e 33,000 US Air Force field officer records,
¢ 30,000 US Navy passwords, and

« information on
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air refueling schedules,

the US Transportation Command (TRANSCOM) single mobility system,
US Navy missile and navigation systems,

US Navy nuclear submarine and anti-air missile designs,

International Traffic in Arms Restrictions (ITAR) data, and

data on the B-2, the F-22, the F-35, and other aircraft.

o O O O O o

With respect to the F-35 in particular, China could use technical infor-
mation appropriated from the project in several ways. First, it could apply
technical know-how to efforts to detect and defeat the F-35. This would in-
volve improving the capabilities of Chinese detection and weapons systems
in ways that could ensure detection, and a successful kill following detec-
tion. Potentially, China could share this information with other interested
states, just as the United States, Israel, and others shared information about
Soviet MiGs with one another during the Cold War.?® This would fall into a
traditional understanding of military espionage, and would not represent a
significant violation of the intellectual property rights of US firms. Second,
China could use the appropriated technical information to improve its own
jet fighters, potentially competing with US aircraft. Some indications sug-
gest that China is moving in precisely this direction. The J-31 fighter proto-
type, produced by the Chinese military aviation firm Shenyang, reportedly
has many features that Shenyang has directly copied from the F-35.°° The
two aircraft are not identical, as the J-31 has two engines to the F-35’s one,
and the J-31lacks the architecture for VSTOL flight that is central to the F-35.
Nevertheless, some similarities suggest that Shenyang had access to propri-
etary information about the F-35 when designing the J-31.

Adding to the complication, recent reports have indicated that China
plans to export the J-31, and indeed that Shenyang may build the aircraft
primarily for export, rather than for the domestic market.”* This would put
the J-31 into direct competition with the F-35 as the only fifth-generation
stealth fighters currently available. Potentially, this could open Shenyang
and the Chinese government up to legal action under several instruments
of international intellectual property law. While it is unlikely that the United
States could enforce a settlement inside China, a ruling could potentially
affect Shenyang’s assets abroad, making them subject to lawsuits or other
legal sanction.

More broadly, the evidence suggests that Chinese cyber espionage has
targeted technical subsystems that can be incorporated into broader weap-
ons projects.”> These include dual-use technologies that often fall under
US export control prohibitions. The targeting of dual-use technologies fur-
ther expands the number of firms that could come under attack from Chi-
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nese cyber-espionage assets.”® Again, the nature of the modern military-
industrial complex, reliant on the defense firm as aggregator and on a broad
base of civilian-oriented technology firms, exacerbates vulnerability to es-
pionage.

However, the extent to which such data has found its way into Chinese
military technology remains uncertain. All the problems associated with
traditional industrial espionage, and particularly with reverse engineering,
apply to espionage with digital tools. Successful espionage requires several
sequential steps.”* The PLA must communicate its technological needs to
China’s defense industry. The defense industrial units must assess their areas
of weakness, and request the theft of information by the PLA and by China’s
intelligence agencies. These agencies must identify the appropriate targets
of espionage and gain entry to them in a timely fashion. It must then pass
this information back to the appropriate consumers within the defense in-
dustry, who must absorb the stolen data into their own systems of research
and development. This process can break down at any number of points, re-
sulting in a failure to acquire and deliver relevant information to the appro-
priate actors in a timely fashion.

By contrast, the kind of cyber espionage undertaken by US intelligence
agencies has different implications for intellectual property protection. As
discussed in the introduction to this chapter, the US intelligence commu-
nity (IC) has historically supplied US firms with a variety of intelligence de-
signed to improve their market position and negotiation strategies.”® The IC
has also fed intelligence about foreign military equipment into the private
sector of the defense industrial base, although it is less clear that this intelli-
gence gathering has directly affected the ability of US firms to compete with
foreign products.®®

The US Response

Much about the US response to these cyber attacks remains unknown. The
revelations of Edward Snowden made clear that the United States does
undertake sophisticated cyber espionage efforts against China and Hong
Kong.*” According to Snowden, the PRISM program, under the aegis of
the National Security Agency, collects information from a group of nine
US Internet firms. This information includes chats, emails, and other direct
forms of communication between companies, individuals, and the govern-
ment, and it gives the United States legal access to much of the information
that Chinese hackers need to steal, as well as insight into hacking activities.”®
The US government may also undertake other even less visible measures to
deter or retaliate against Chinese hacking.
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The United States has also responded through a combination of diplo-
matic and legal tools. The Federal Bureau of Investigation, among other
organizations, has employed sophisticated forensic computing methods
to trace incidents of espionage to Chinese hackers.”® In May 2014, the US
Department of Justice indicted five officers of the People’s Liberation Army
on charges of cyber theft.’®® The US indictment established an important
distinction between US espionage policy and Chinese policy. The key dif-
ference, according to US policymakers, is that the PLA hackers stole infor-
mation from private US firms and turned it over to Chinese state-owned
firms. Recall that US espionage purportedly concentrates on governments
and state-owned firms. While the information gained from such espionage
may benefit private American firms, it does not involve the straightforward
transfer of foreign information to privately-owned American companies.

In the belief that private Chinese companies often benefit directly from
both state-supported and privately conducted industrial espionage against
US firms, the Obama administration issued an executive order in March 2015
that individual Chinese companies would be subject to financial and legal
reprisal.®* Some experts worried that this would deter US companies from
working with Chinese counterparts, for fear of inadvertently transferring
key intellectual property. Other experts suggested that China might retali-
ate against the United States by selectively enforcing regulations on cyber
security to American firms operating in China.'*?

Many critics suggested that these indictments would have no meaning-
ful effect on Chinese cyber activities, largely because the United States could
not deliver or enforce the indictments on Chinese so0il.!*®* However, changes
in China’s approach to cyber security suggested that the indictments may
have had a more significant effect than initially expected.’* Following the
indictments and a broader flurry of US complaints, President Xi reportedly
dismantled some elements of the PLA’s suite of cyber-warfare capabilities.
This included a crackdown against “moonlighters” who used PLA spying as
a cover for appropriating US intellectual property and selling it to Chinese
firms. According to the Washington Post, since 2014 Chinese hacking largely
shifted from the PLA to the Ministry of State Security, which undertakes
more traditional spying efforts.’® Still, in December 2015, China arrested
several individuals suspected of participating in the hack of the US Office of
Personnel Management.'*®

In 2018, the Trump administration took a harder line on Chinese IP ap-
propriation. Spurred by a DiUX report on China’s espionage activities, the
United States threatened aggressive sanctions against China, and against
specific Chinese firms. The DIUx report detailed cyber espionage, collec-
tion of open source information, development of human capital in US uni-
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versities, and forced technology transfer by US firms.'” The report rec-
ommended domestic reforms in the United States, more aggressive steps
toward countering Chinese activities, and specific punishments for China.
At the time of this writing, the fallout from the report remains uncertain.
And in 2019 the Trump administration took its most aggressive step yet,
sanctioning the technology firm Huawei. Concerned about the foundational
position that Huawei might achieve in the development of 5G networks, the
Trump administration banned US companies from working with the Chi-
nese firm. This essentially prevented Huawei from accessing the patents it
uses for much of its equipment, even with respect to components produced
outside the United States. Because of the intertwined nature of technology
supply chains and the myriad of different IP claims within those chains, the
Trump administration’s actions have the potential to severely disrupt Hua-

wei’s operations.!®®

Political Pressure and Cyber Restraint

Why did China, at least briefly, prove flexible on cyber-conflict manage-
ment? The answer may lie in some basic interpretations of the history of
cyber warfare. Many analysts have predicted that the opening of cyberspace
would lead to national conflict, and to government conflict against subna-
tional groups. However, Valeriano and Maness argue that the chief charac-
teristic of conflict in the cyber age has been restraint.’®® While the devel-
opment of the cyber commons opens up wide avenues in which states can
attack one another, most governments thus far have not pressed their ad-
vantages. In part because of uncertainty about their own vulnerability, states
restrain themselves from escalating. Some states may also worry about the
principal-agent problem: the degree to which they can exert full control
over the cyber capabilities they develop and the individuals who operate
them. And while nonstate proxies may offer some states certain advantages,
these states may also be concerned about the use of such groups because of
the long-term threat that enabling them could pose.*°

Viewed in this context, the Chinese response to American pressure fits
into a general pattern of international behavior. If the theory of cyber re-
straint proves correct, then legal and diplomatic efforts at preventing the
improper appropriation of intellectual property may yet bear fruit. The na-
ture of restraint lies in the development of norms of appropriate behavior.
International and domestic law help to inform and produce these norms.
Conceivably, careful pursuit of international IP protection could put bounds
on the acceptability of some forms of cyber espionage. Thus, intellectual
property law could help determine how states think about the appropriate-
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ness of certain kinds of cyber espionage under certain circumstances. If US
officials have their way, the bounds would involve respect for the property
rights of private firms, and a renunciation of efforts to directly copy and ex-
port foreign systems." Of course, the US decision to destroy Huawei may
undermine efforts to develop sustainable norms with China.

If cyber restraint comes at least in part from queasiness about principal-
agent problems, then the structure of cyber weaponization may matter for
how states behave. At the same time that China has embarked on an ap-
parent reevaluation of its cyber operations, President Xi has spearheaded a
massive reorganization of China’s military establishment."? This could bring
China’s corps of cyber soldiers, which has apparently developed in ad hoc
fashion, under tighter central government control. However, it could also
create a constituency within the military, and consequently within govern-
ment, for more aggressive use of cyber espionage.'®

Of course, the United States faces some of the same issues. Currently,
responsibilities for cyber warfare exist across a range of military and intel-
ligence agencies. In the Department of Defense, the US Cyber Command
coordinates efforts across the services.™ In the intelligence community,
the National Security Administration has taken the lead on cyber security,
though other organs of the IC also maintain capabilities commensurate with
their missions. Some have argued that the United States should centralize its
military capabilities, at least, in a service dedicated to cyber warfare, some-
what akin the development of the US Air Force in 1947."°> However, the pros-
pects for such reform seem dim.

The 2015 summit between US President Obama and President Xi of China
seems to have borne some fruit with respect to cyber espionage. In the sum-
mit, Obama reportedly expressed the gravity of US concerns over China’s
hacking activities against both civilian and military targets. The summit re-
sulted in a joint statement pledging that “neither country’s government will
conduct or knowingly support cyber-enabled theft of intellectual property,
including trade secrets or other confidential business information, with the
intent of providing competitive advantages to companies or commercial
sectors.”"¢ Xi followed up these statements with similar commitments to
Germany and Great Britain, and participated in a multilateral statement to
the same effect at the G-20 conference that year.” Of course, the notable
shift in US rhetoric following the election of President Trump very possibly
undercut even the limited progress that the summit may have achieved.

Given the danger posed by unconstrained cyber conflict, the technology
policy specialist Fergus Hanson has suggested developing norms that allow
differentiation between “military attacks during war, state-backed economic
espionage, political espionage, and military-style attacks during peace-
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time.”"® Hanson argues that states need to establish a clear set of standards
for how to respond to each of these attacks, as they all carry complications.
The latter two kinds of attack invite military escalation, as they threaten
a state’s ability to manage itself and protect its population. The first kind
seems simple, but the level of response may depend on the severity of attack
and have synergistic effects on other battlefronts. But if US pressure against
China has really had an effect on the latter’s conduct of state-based eco-
nomic espionage, this may suggest genuine progress in creating norms of
appropriate cyber conflict. Again, however, the Trump administration has
pursued a different strategy.

Many questions remain, in no small part because of uncertainty about
China’s long-term intentions."® The appeal of cyber restraint may decline
over time, as states become more sure-footed with regard to their capabili-
ties for cyber warfare. Moreover, China may come to resent the asymmet-
rical impact of the norms, which protect US, European, and Japanese tech-
nology more than Chinese.'*® If so, the immense productivity that the cyber
commons has enabled may yield to a set of entrenched, protected fiefdoms.

Conclusions

Many of the implications of the cyber revolution remain difficult to fer-
ret out.”*! The expansion of IP law has the potential to create contradictory
effects on international espionage. On the one hand, the accumulation of
data, ease of cyber access, and proliferation of actors makes it easier for
hackers and spies to acquire intellectual property. On the other hand, the
growing acceptance of international IP law may offer victims a new set of
instruments for fighting espionage.

The People’s Republic of China has pursued industrial espionage as
a defense innovation strategy since its founding. Only the methods have
changed. Early in the Cold War, the Chinese attempted to copy complete
systems, or at least learn as much as they could from subsystems. Later, after
the Sino-Soviet split, it produced unlicensed versions of Soviet equipment,
from tanks to submarines, aircraft, and assault rifles. The Chinese military
industrial complex steadily worked incremental innovations into those plat-
forms, but the lack of investment, along with assorted political difficulties
associated with the Cultural Revolution, meant that China fell further and
further behind both the United States and the Soviet Union.

After the Sino-American rapprochement China gained access to some
Western technology, which helped facilitate its incremental strategy. Only
in the 1990s, however, when China gained access to the latest Russian tech-
nology, did the Chinese national innovation system kick into high gear. At
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the same time, the creation of a system of intellectual property protection
internal to the DIB helped improve the innovative climate (as discussed in
chapter 4). China appropriated technology it had purchased from Russia,
reverse engineering and producing several major platforms, though the lack
of access to trade secrets limited the effectiveness of this espionage.

In the last decade China has gained access, through digital means, to a
wide array of Western intellectual property, including civilian, military, and
dual-use innovations. At the same time, the Chinese DIB has diversified be-
yond its state-owned core to embrace a family of civilian technology firms.
It now appears that these firms are working together with the People’s Lib-
eration Army to facilitate the acquisition of US military and dual-use tech-
nology for military purposes.

The role of intellectual property IP law has been to shift the terms under
which China engages in industrial espionage, and potentially to increase its
efficacy. While China may have the most formalized, virulent cyber espio-
nage program, the scope of cyber theft of IP is global. Part of the problem
was generated, ironically, by the expansion of IP law itself. As managing IP
protection in the modern economy has become more complex, the number
of actors needing access to information has increased. Cyber espionage can
target any of these actors, seeking weak links to appropriate critical proper-
ties. The digitization of knowledge makes the business of IP legal protection
easier while at the same time making the information more vulnerable to
cyber theft.

At the same time, domestic and international IP law offers answers. To
the extent that the international IP regime can drag such states as Russia,
China, India, and Iran into its embrace, it can create the foundation of do-
mestic legal systems that can constrain bad behavior. International IP law
can also offer weapons with which to fight certain kinds of espionage, par-
ticularly on the part of actors with some kind of international exposure.
Finally, states are actively seeking norms of restraint in cyber espionage, and
international IP law can help provide those norms.
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Vignette: Rise of the Drones

The MQ-1 Predator drone has become the unlikely face of American air-
power. An unmanned aerial vehicle (UAV), the Predator became the center-
piece of the long-running campaign against Al-Qaeda, the Taliban, ISIS, and
various other groups affiliated with jihadist ideology. Predator drones, along
with the follow-along Reaper design, conduct reconnaissance and carry out
air strikes around the world.!

The history of unmanned aerial vehicles (commonly, although incor-
rectly, known as “drones”) stretches back to the aftermath of World War 1.2
The development of purpose-built drones for reconnaissance and attack
missions by the United States Air Force began in the 1950s, as the service
worked through the implications of unmanned ballistic and cruise missiles.
The first deployable US utility drones emerged out of cooperation between
the Air Force and the National Reconnaissance Office in the early 1960s.* The
NRO provided the institutional vehicle for collaboration between the Air
Force and the Central Intelligence Agency, as the latter was interested in the
intelligence-gathering capabilities of drones.?

By the late 1970s, developments in Soviet ballistic missile technology
such as rail-mobile ICBMs created a demand for reconnaissance assets with
persistent loiter capability (aircraft that could remain on station longer than
pilots could fly them). Neither the SR-71 (the most advanced high-speed
spy aircraft) nor the satellites of the time could provide this capability.® Re-
search into a drone that could fill this gap did not result in a useable ve-
hicle, but did keep money flowing into the program. By the 1980s, the Air
Force began losing interest in drones. Stealth aircraft such as the F-117 and
the B-2 could strike Soviet targets during a general war, and did not suffer
from data link vulnerability.” The need for operators to stay in contact with
drones made them unreliable in high-intensity warfare and other critical
situations. Air Force planners worried that the Soviets could exploit a UAV’s
need for a sophisticated data link during critical strike missions. Cruise mis-
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siles, which did not rely on such links, also appeared more attractive? In any
case, the prospect of having sufficient bandwidth to communicate complex
data (video, photographs, and flight instructions) seemed distant during the
1970s and 1980s. By the early 1990s, US Air Force research into UAVs had vir-
tually ceased.

Then, in 1993, the Defense Airborne Reconnaissance Office (DARO) took
over control of UAV research and development, and helped shepherd the
General Atomics RQ-1 Predator drone into existence. Created to answer
the need for long-term loiter reconnaissance during the Bosnia conflict, the
General Atomics Predator used civilian satellites for data uplink, and took
advantage of the Global Positioning System (GPS).? The Predator served over
Bosnia, in the Kosovo War, and in Operation Southern Watch (surveillance
over Iraq). It would serve as a forerunner for such craft as the RQ-4 Global
Hawk and the MQ-9 Reaper. In 2001 a program to equip MQ-1 Predators (the
designation shifted from “R” to “M” with the armament) with Hellfire mis-
siles came to fruition, and the UAV close-air-support mission began.'’ The
first “drone strikes” were launched in October 2001."

The effectiveness of the Predator depends on several related but distinct
technological trends. In part because of the unpredictable development of
these technologies, the Predator emerged outside the normal US defense
procurement process. The airframe, which is limited in speed, size, and ma-
neuverability relative to most military aircraft, is in some ways the least
important part of the system. Far more important is the data link, which
allows UAV operators to remain in consistent contact with the vehicle while
receiving and processing huge amounts of information.’? Prior to the 1990s,
communication and computer processing technology had not matured suf-
ficiently to make the UAV an effective collector of real-time intelligence.
Operators ran the risk of losing control of the aircraft, and therefore of a
crash, possibly in hostile territory. At the very least, drone operators could
not feed information directly from the aircraft to customers (shooters,
policy makers) down the line."* But, as computer and communications tech-
nology developed —with a jump start from government, but mainly through
civilian investment —the prospect of controlling a Predator became a lethal
reality.

In short, the Predator and its kin exist because of the confluence of civilian
and military investment, with dual-use technologies at its core. These tech-
nologies, often developed by small, civilian-oriented firms reliant on intel-
lectual property protection, made the Predator an effective military plat-
form. While the US government supported and invested in many of these
technologies, the firms that produced them generally focused their atten-
tion on the civilian market. Computer processors, software, and wireless
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communication technology enabled the rather milquetoast Predator air-
frame to become the face of American airpower during the War on Terror.

Also reflective of changing realities in the defense industry, the Predator
emerged as the result of a partnership between several firms, not all of which
had historically focused on the defense market."* Stemming in part from the
need for inclusion of dual-use technologies, and in part from changes in the
organization and structure of the defense industrial complex, the Predator
became emblematic of a trend in defense innovation that saw small firms
develop partnerships with large, traditional defense conglomerates. These
partnerships require careful negotiation of intellectual property rights, as
each firm accepts some risk from working with the other.

This system places stress on the procedures the US government uses to
secure its access to military equipment and protect intellectual property. Al-
though civilian-oriented and partnership-seeking firms want control over
their own IP, they require active legal protection from the US government
in order to achieve this. The US system of IP protection, in effect, guarantees
the terms of defense partnerships, as well as the rights of civilian-oriented
firms to their inventions. The prospects of such partnerships, and the inter-
est of civilian firms in participating in the defense market, depend on the
nature and extent of such protection. In this sense, the MQ-1 Predator exists
because of a specific configuration of intellectual property.

The apparent effectiveness of the MQ-1 Predator has spawned clones
around the world.® Russia, China, and several other countries have devel-
oped drones similar to it. Indeed, China appears to have what amounts to a
clone of the Predator.’® In addition, its CH-4 armed UAV strongly resembles
the General Atomics MQ-9 Reaper, a larger, more advanced version of the
Predator operated by the US Air Force."” Bill Gertz, working from a video of
the CH-4 posted online, writes: “Both aircraft are about the same size and
wing-span and both sport identical V-tails, landing gear, imaging pods and
propeller-driven rear engines.”*® To be sure, no one can yet prove that China
acquired information about US drones through illicit means from General
Atomics, the Department of the Defense, or the myriad of contractors, sub-
contractors, and law firms associated with the development and sale of US
weapons. The Reaper depends for its success on a set of technological ad-
vances in computing and communications that China already has access to
through the civilian market. As chapter 6 discussed, much of what looks
like industrial espionage actually involves parallel development, sometimes
supported by legitimate, open-source acquisition of technological innova-
tion. Put differently, even without secret data about the Reaper and other US
drones, China could likely construct an aircraft of similar capabilities. That
said, some customers for Chinese drones have expressed discontent with
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Chinese quality control. Jordan, for example, attempted in 2019 to resell its
CH-4 drones after only two years of use.”®

The potential theft of proprietary technology may matter on the export
market, however. Since 2013, China has become a major exporter of UAVs.>
If the US Department of Justice could ever conclusively demonstrate that
Chinese hackers stole US technology, the firms that produce the drones
could conceivably come under sanction, especially if they operate in coun-
tries friendly to US legal intervention. And that could make buyers uncom-
fortable enough to hesitate before pulling the trigger on a big arms deal,
especially if they represent states that have come under the umbrella of the
emerging international intellectual property regime.

Introduction

Isolating the impact of intellectual property protection on the innovation,
production, and diffusion of military technology is a research program nec-
essarily in its early stages. While IP issues represent a fast-growing sector of
economic statecraft, research into how economic statecraft interacts with
defense statecraft remains sparse. However, this book has demonstrated
that IP concerns have an impact at every stage of the innovation-diffusion-
adoption process. First, the structure of IP law can affect the ability of states
to innovate, structuring the defense industrial base to meet specific needs
and develop certain types of military technology. Second, concern over re-
spect for IP can alter how a state exports particular kinds of arms. Finally,
in combination with changes in information technology and the structure
of the modern military-industrial complex, the relevance of IP to modern
military technology has opened up new avenues of international espionage.

As Susan Sell has suggested, international IP protection is, in and of itself,
a power play on the part of major economic actors.?* The construction and
maintenance of the rule systems owes itself to the entrepreneurial behavior
of private business, working not only through the US government but also
through international institutions. As such, power relations are embedded
within the rules of the IP system, and within our entire way of talking about
intellectual property. This is one reason why the IP provisions of the pro-
posed Trans-Pacific Partnership, for example, proved so controversial.

But adherence to international institutional frameworks is not entirely
voluntary. The demands of international organizations (and, in bilateral
terms, of the European Union and the United States) require the Chinese
government, for example, to develop a position on intellectual property, a
set of policies designed to support that position, and the bureaucracy nec-
essary to execute those policies.?> While this bureaucracy may lack power
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initially, over time the state acquires what amount to habits of compliance,
where it becomes more problematic to step outside the expectations of the
international regime than to stay within them.>?

Summary of Findings

This study has synthesized several large bodies of work on the nature of
intellectual property protection in the defense sphere. Intellectual property
law has affected the pursuit of military advantage for virtually the entire
history of the modern state. Rulers in the early modern period used patent
protection to support the development of military technologies that would
allow them to maximize national security. These efforts helped lay the foun-
dation for modern intellectual property law. Indeed, at the opening of the
twentieth century, IP law played a central role in creating the boundaries
and structure of the modern military-industrial complex, helping business
and the government form stable relationships in defense procurement and
military technology development.

With respect to the United States in particular, intellectual property law
holds a central position in the modern American defense industrial base.
This system consists of a vast array of defense-oriented private firms, gov-
ernment agencies, military organizations and offices, independent labs, uni-
versities, contractors, subcontractors, law firms, and civilian-oriented pro-
ducers of dual-use technology. It depends on intellectual property law to
guarantee ownership, attribution, and secure transfer of technical innova-
tions. The Invention Secrecy Act and the state secrets privilege continue to
have a major impact on how these actors function, and on what they can ex-
pect when they try to negotiate lasting commercial agreements.

As intellectual property law has become critical to the functioning of the
modern economy, it has spread across the international system. Three cen-
turies ago, states —especially those trying to catch up with leading industrial
nations—bitterly resisted the concept of international IP protection, formu-
lating policy around the idea of appropriating foreign technology. Today,
the United States and a group of advanced Western countries have managed
to develop and spread a system of legal IP protection that involves an ever
larger part of the global economic system. This has created obligations for
states (including those trying to catch up in military technology) that they
would not have suffered a century ago.

Intellectual property regimes have also helped structure national innova-
tion systems outside the United States. Both the Soviet Union and China de-
veloped regimes of intellectual property protection based on idiosyncratic
ideological foundations. These regimes, in conjunction with other institu-
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tional elements of their military-industrial complexes, helped to structure
the nature of technological innovation in the defense sphere. As China and
Russia have reformed and modernized the broader aspects of their regula-
tory economic strategy, they have also changed how they approach intellec-
tual property in their MICs. This change has had significant implications for
how they innovate, and for how they transfer military technology abroad.

The transfer of military equipment through arms sales has long been one
of the central vectors through which military technology diffuses across the
international system. Since the beginning of the Cold War, the United States
has used a system of export controls to prevent the transfer of sensitive intel-
lectual property to hostile foreign countries. This practice continues along-
side a series of other practices that states have adopted to manage the sale
of their IP to customers. Licensing, coproduction, and technology transfer
agreements now characterize virtually every major licit global arms deal.
The transnational integration of production and innovation have compli-
cated the picture, requiring further interventions on the part of intellectual
property law. The increasing importance of dual-use technology to military
innovation has complicated the situation even further.

The expansion of IP law, like many technological and legal developments,
has the potential to have contradictory effects on international espionage.
On the one hand, the accumulation of data, ease of cyber access, and prolif-
eration of actors makes it easier for hackers and spies to acquire IP. On the
other hand, the growing acceptance of international IP law may offer vic-
tims a new set of instruments for fighting this espionage.

Theoretical Implications

These findings suggest that political scientists have understated the role that
the regulatory state plays in setting the stage for the development and dif-
fusion of innovative military technology. The nature of the domestic regu-
latory state has observable effects on how the national innovation system
produces and integrates novel military technologies. The impact of the regu-
latory state increases as the NIS becomes more complex, involving more
actors who must protect their rights to their own contributions. The legal
structure of intellectual property protection, manifested in both legislation
and judicial procedure, affects the incentives of companies to contribute to
the defense economy, and consequently imposes a limit on military access
to innovative technologies.

Political science research into the diffusion of military technology may
also have understated the impact of domestic and international legal struc-
tures. States—including those with a revisionist approach to international
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law, such as Russia—take seriously the potential for IP appropriation when
making decisions about arms transfers. The United States regularly rejects
potentially lucrative arms transfers to reliable allies because of concerns
about the security of intellectual property. International legal structures are
increasingly having an effect on this process, both by standardizing levels
of IP protection and by creating mechanisms for exacting costs for IP viola-
tions. This increases the seller’s confidence that its technology will remain
secure, thus reducing impediments to the transfer of arms and arms tech-
nology.

There is little indication that the United States intended to “weaponize”
intellectual property law when it helped sponsor the development of robust
systems of [P protection in the 1990s.2* This process was driven largely by
corporations in the entertainment, agriculture, and pharmaceutical sectors,
all of which sought tighter protection in order to guarantee their own profits
against competitors in the developing world. This effort has been remark-
ably successful, as the TRIPS Agreement became binding on WTO members
in 1989, and a flurry of bilateral treaties, all with extensive IP regulations,
followed in the early twenty-first century.>

America’s status as a first mover on intellectual property protection can
obscure the fact that the system is at its foundation voluntary. The interna-
tional community accepted the growth of the international IP regime be-
cause of pressure, but also because it saw advantage in promising to follow
the rules that the United States had helped to set. As nations perceive IP law
not simply as an obstacle to navigate but also as a potentially lethal weapon
directed at the core interests of their major corporations, they may well be-
come more reticent about accepting the preconditions that the United States
wants to establish. The weapons of interdependence only work insofar as
major players see advantage in allowing them to work. And that, in the end,
means that efforts to exercise US power may result in the loss of that power.
In short, turning IP protection into a lethal weapon the United States can
use to kill companies it doesn’t like runs the risk of causing a backlash and
halting the momentum that produced strong protection in the first place.

Policy Implications: The Third Offset Revisited

To recap a theme visited in chapter 1 of this book, in the last decade the
US military-industrial complex (led especially by the Pentagon) has con-
centrated on the idea of the “third offset,” a program to develop innovative
technology that would allow the United States to retain its military advan-
tage over China, Russia, and others. This effort has included substantial out-
reach to private, civilian-oriented businesses, especially in the technology
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sector. The premise behind the third offset is the idea that the digitization
of knowledge has made technological advantage over potential foes fleet-
ing, and that therefore only a system of continuous innovation can maintain
America’s position.

As previous chapters have suggested, this question has potential impli-
cations for both domestic and international practice of intellectual property
law. Beyond using international IP law to ensure US industrial access to the
world’s most advanced technologies and technology-producing systems, the
United States can weaponize IP law to interfere with China’s efforts of China
to build competitive military technology. This weaponization involves
taking the same steps that the US government has taken to protect nonmili-
tary forms of intellectual property: primarily, an expansion of bilateral and
multilateral agreements to protect IP. These agreements help to establish an
international standard for IP protection, even for states that do not formally
abide by them or that do not expect to conform to their provisions.

Surely, the United States cannot convince Beijing or Moscow to prose-
cute violations of the intellectual property rights of US defense providers.
Military technology remains a core state interest, and US competitors are
unlikely to give up their most effective tools for keeping pace with US mili-
tary technology. As discussed above, the United States has used these tools
primarily to effect change in trade partners, such that prospective partners
adopt US norms and restrictions on US intellectual property. For the most
part, the United States has focused its efforts on “civilian” intellectual prop-
erty, including copyrighted works of art, patented pharmaceuticals, and
trade secrets associated with industrial production techniques.

The United States should explore the extent to which it can use these
same tools to retaliate against the appropriation of intellectual property
in the military sphere. Washington cannot convince Beijing to give up on
industrial espionage, but it might be able to convince engineers working
for Shenyang from attending international conferences in states where they
might face legal retaliation for suspected violations of US patent and trade
secret law. Perhaps more important, it could conceivably convince execu-
tives of Chinese civilian firms that supply Shenyang or Chengdu with the
electronic components necessary to make their systems function that they
need to be careful about who they work for, and when. The US government
could also conceivably take action against firms in third-party countries that
have agreed to the central tenets of US intellectual property protection.

Chinese companies, not to mention the Chinese government, need to
work with foreign firms and governments that place a high priority on the
protection of their IP. The need for the Chinese government and Chinese
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companies to navigate an increasingly complex international IP regime
helps strengthen IP protection inside the country. From an administra-
tive point of view, successfully managing the intellectual property aspects
of a national innovation system is a tremendous challenge, especially for
a culture without a strong intellectual property tradition, and a state built
in express defiance of capitalist property norms.?® Nevertheless, with the
now-established connections Chinese firms have developed with their
foreign-owned counterparts, the foundation for a robust IP system is poten-
tially solid.>” On both the civilian and the military sides, Chinese officials
now appreciate that IP rules facilitate information transfer and sharing, and
that a strong culture of sharing is necessary in order to promote widespread
innovation.?®

But a dual-track policy of management, in which the Chinese govern-
ment attempts to preserve patent and trade secret protection for Chinese
firms while exposing foreign firms to attack and expropriation, is difficult if
not unworkable in the long term. The extremely complicated set of business
and legal relationships that characterize the IP world will make a dual-track
system impossible. This is not to say that all Chinese industrial espionage
will end, but if China develops an internal system of guaranteed property
rights, the norms and practices associated with these property rights will in-
evitably seep into its foreign technology acquisitions.

When considered under these terms, the pessimism about international
technological diffusion that underlies much of the third offset requires some
tempering. US firms in the civilian sphere stay ahead both because of their
innovative characteristics and because they can protect those innovations
through intellectual property law. We cannot expect that US defense firms
will enjoy complete protection of their IP on the international stage, but we
can expect that civilian firms focusing on dual-use technologies will enjoy
considerable protection, and that even the big, traditional defense providers
will be able to take advantage of some aspects of IP law. This expectation im-
plies that the diffusion of military technology may not happen as easily or
as seamlessly as some expect or fear. It also means, however, that intellec-
tual property protection may become a core interest of the United States not
only in economic terms but in the defense sphere.

The Trump administration’s aggressive steps on intellectual property
protection may herald this new perspective. The administration opened a
section 301 investigation of China’s IP practices in 2017, and used the re-
sults of this investigation to open a round of tariffs against China.** More
recently, the administration took steps to cut the Chinese technology firm
Huawei off from any US intellectual property, effectively isolating Huawei
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from international supply chains. This was undertaken in part because the
administration believed that Huawei intended to manipulate its position at
the core of the international technology economy to establish foundations
for future IP espionage.

Reform

The United States needs to reform its approach to intellectual property in the
defense sphere. The current IP practices of the Department of Defense make
it more difficult, not less, to pursue the Pentagon’s goal of diversifying the
procurement base beyond the large traditional firms of the defense indus-
trial base. Current IP practice puts small civilian-oriented firms in jeopardy
with respect to their position in the civilian market, their legal vulnerability
to the government, and their ability to conclude fruitful partnerships with
defense-oriented firms.

First, the Department of Defense should reform its legal approach to the
state secrets privilege, such that firms have reasonable legal recourse to in-
fringement. Abuse of the state secrets privilege not only damages specific
firms that have an interest in defense contracts, but also chills the enthu-
siasm of civilian firms for working in partnership with traditional defense
providers. As demonstrated in Lucent v. Crater, under some circumstances
suppression of evidence under the State Secrets Act may disregard inven-
tors’ constitutional rights. Where the government has directly or indirectly
misappropriated a trade secret, the owner has a constitutional right to com-
pensation for the taking. Suppression of the evidence needed to prove the
owner’s trade secret claim removes this constitutionally mandated remedy.
To add salt to the constitutional wound, any direct takings claim would gen-
erally fall victim to the same problem.

Equally problematic is the deterring effect of the US government’s de-
struction of inventors’ IP claims that will fall disproportionately on smaller
businesses. This directly conflicts with DoD’s contention that smaller firms
will need to produce a substantial share of the next generation of defense
technology in order to maximize the nation’s security. This result is also at
odds with DoD’s stated goals of encouraging small firms to consider it as
a potential customer for technological innovation. Smaller firms, already
facing substantial obstacles in breaking into the defense procurement mar-
ket, lack the political influence and long-term institutional relationships to
ensure that the military will properly license their technology. As a result,
these firms must rely primarily on legal protection, rather than political
or economic clout, to vindicate their intellectual property rights. If the ap-
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plication of the state secrets privilege strips these smaller inventors of this
protection, they may be disinclined to pursue inventions sought after by the
military. In essence, the nation’s long-term defense strategy is being taken
hostage by a short-term litigation strategy.

DoD should modify its IP acquisition practices to ensure that civilian
firms feel securely in control of their intellectual property. This includes
simplifying the procurement process such that these firms have greater con-
fidence in the security of their property as well as a better understanding of
how DoD approaches competitive bids. DoD should also take a more flexible
stance on the acquisition of trade secrets and patent rights from civilian-
oriented firms, recognizing that changes in the nature of defense procure-
ment have rendered some traditional practices obsolete.

More broadly, the US government should stake out a position in interna-
tional forums on best practices for handling defense IP. The defense firms,
as discussed in chapters 3 and 4 of this book, have adapted slowly to the new
intellectual property landscape, in part because it has not heretofore been
necessary for them to adapt quickly. Consequently, they missed out on the
ability to contribute to the formulation of the international IP regime, de-
spite having strong interest in export, international supply chain manage-
ment, and the minimization of piracy and IP theft. Yet the dominant US
defense corporations remain in a uniquely advantageous position with re-
spect to the formulation of international IP rules. First of all, the United
States remains the world’s largest arms exporter. US defense firms have sub-
sidiaries and subcontractors all over the world, and they wield a great deal
of influence on the security decisions of foreign governments. While the
US government cannot prevent all instances of industrial espionage, it can
jump-start the development of an international legal framework in which
US defense producers can retaliate against the piracy of military IP. This
framework can help replace the ad hoc arrangements that characterized US
relations with its allies during the Cold War. It can also provide tools for
fighting infringement by non-allies, largely by outlining measures for re-
taliation against individual, corporate, and state-based offenders.

The World Intellectual Property Organization has, in fact, already put
into place programs designed to establish respect for IP law within the legal
systems of developing countries. Although the Trans-Pacific Partnership
has failed, and the future of the Transatlantic Trade and Investment Part-
nership remains uncertain, bilateral efforts will continue to shore up this
multilateral structure. These efforts, though not driven by defense industry
firms, may serve to make transnational integration of the global defense in-
dustry easier.

printed on 2/10/2023 1:59 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCOhost -

156 Chapter Seven

Avenues for Future Research

This study has broad implications for future research on how intellectual
property law affects the innovation, diffusion, and production of military
technology. Future studies can examine comparative innovation frame-
works in greater detail. Industrial, IP, and multilateral arrangements differ
widely across the OECD. European countries have defense priorities very
different from those of the United States, and their firms face different do-
mestic and export markets. Industrial policy, occasionally a dirty term in
the United States, enjoys much more favor in Europe. Perhaps most impor-
tant, the European Union has mechanisms for the domestic harmonization
of law that have significant implications for how different countries treat IP.

The existing international intellectual property regime has come about
through the collective action of a group of large corporations exerting their
influence on national governments and on the multilateral rule creation
process. These firms stood to profit from the extension of IP protection to
the international stage, or stood to suffer significant losses from changes in
technology that made IP piracy easier. While these firms were concentrated
in sectors that have traditionally placed a strong emphasis on intellectual
property (communications, pharmaceuticals, entertainment), this process
has had unexpected and unpredictable side effects with respect to the de-
velopment of IP regulation and protection in other fields. In particular, the
emergence of crossover dual-use technology has made IP management and
regulation a central concern of defense departments and defense firms.

In part, this response by defense-oriented corporations is the result of an
increase in the potential of industrial espionage of defense technology. With
respect to industrial espionage, a full analysis of the implications of cyber
warfare for illicit acquisition of military technology requires considerably
more research. This book hopes to lay the foundation for that research. The
future of the Chinese military-industrial complex depends to some extent
on its ability to acquire technology from the United States and elsewhere.
Therefore, the future of US-Chinese relations depends to some extent on the
size and sophistication of the Chinese defense industrial base. Given the im-
portance of the US-China military balance for twenty-first-century geopoli-
tics, the determinants of China’s military innovation capacity merit greater
attention.

Perhaps most important, this book has demonstrated that states and
military organizations take international and domestic legal structures into
account when making decisions about national security. These legal con-
cerns and considerations go to the core of state policymaking in the defense
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sphere, setting the terms by which national governments make decisions
about how to protect themselves and their property, both physical and intel-
lectual. Contrary to the expectations of realist scholarship, defense minis-
tries take legal constraints seriously, even when faced with a dangerous, an-
archic international system.

Even under anarchy, states invariably pursue multiple goals, weighing
the importance of military security against such issues as economic pros-
perity, international reputation, and the protection of domestic producers,
which are themselves guarantees of a state’s position in the global hierarchy.
Defense ministries, in most cases, must therefore negotiate with other stake-
holders while pursuing the goals that they seek. Consequently, professional
military organizations often find themselves constrained by law, especially
when domestic bureaucracies for managing particular legal questions have
developed.

The extent to which states accept legal constraints on their ability to pro-
vide for the common defense —whether in the field of IP, the field of the law
of armed conflict, or other areas—remains an important subject of study
within the field of international relations. Indeed, it goes to the core of
the question of how the institutionalization of international politics in the
postwar world has affected the prospects for and conduct of conflict—not
to mention how globalization and the resultant economic interconnect-
edness of states and corporations has affected the prospects for interstate
conflict.

Conclusion

The study and practice of international relations has long stood in tension
with the study and practice of international law. Scholars of the former have
often seen efforts associated with the latter as a naive and unnecessary in-
vasion of the former. E. H. Carr, in particular, argued that the post-World
War I efforts to establish a legal regime capable of managing international
politics would founder upon the collision of interest and power among great
nations.*® For their part, advocates of institutionalization have sometimes
approached “realist” visions of international politics as apologetics for the
misbehavior of great states.

This tension has made it difficult to assess the real impact of domestic
and international law on how states defend themselves, supposedly a core
interest of international relations scholars. Hopefully, this book has dem-
onstrated that we cannot understand how states develop and acquire weap-
ons without appreciating the domestic and international legal frameworks
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under which they operate. States compete for their security, but they com-
pete within social and legal frameworks that channel and focus their efforts.
These frameworks are, in and of themselves, subject to the competition of
states, as power and interest affect the construction and functioning of
institutions.
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