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same.mistakes.as.big.tech?.Why.does.innovation.fail.so.often.within.the.existing.
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discusses.these.questions.and.provides.suggestions.for.improvement.of.corporate.
governance.of.established.companies..In.the.next.chapter,.the.author.provides.rules.
of.the.road.for.how.established.companies.can.monetize.their.data.including.some.
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the.obstacles.encountered.by.established.companies.when.wishing. to. transform.
their.business.models.and.provides.suggestions.for.improvement.of.their.corporate.
governance.to.better.navigate.the.digital.transformation..In.this.chapter,.the.author.
provides.practical.rules.of.the.road.for.how.established.companies.can.monetize.their.
data.including.some.pitfalls.for.established.companies.and.discusses.a.number.of.
ethical.dilemmas.that.companies.have.encountered.in.practice.when.implementing.
new.digital.technologies.and.services.
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service.providers.has.evolved.for.this.profession,.including.conferences,.degrees,.
consulting.services,.certifications,.etc..Analytics.is.best.understood.as.an.organizational.
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bigger.data.is.becoming.accessible.publicly.like.Google.Trends,.Cancer.Genome.
Atlas.data.portal,.etc..Hence,.developing.big.data.analytics.tools.and.techniques.is.the.
need.of.the.hour.in.healthcare.and.pharma..The.problem.of.the.healthcare.industry.
generates.with.the.lack.of.information.that.is.available.for.decision-making..The.
volume.of.data.available.is.no.doubt.too.big,.but.the.integration.of.data.from.different.
players.becomes.a.very.tedious.task..The.aim.of.this.report.is.to.provide.a.detailed.
comparative.study.of.pharmaceutical.industry.from.Indian.and.global.perspectives.
and.also.to.provide.the.applications.of.big.data.analytics.in.the.healthcare.industry.
and.indicate.the.limitations.and.way.forward.
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and. society. at. large..The. emerging.digital. ecosystems. emit. strong. signals. for. a.
transformation.in.leadership.models.and.styles..Drawing.on.empirical.and.theoretical.
work.on.the.movement.in.the.generations.of.people,.especially.the.workforce.in.
the.economic.and.social.world,.it.is.evident.that.new.leadership.models.need.to.be.
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explored.in.alignment.to.the.digital.era..This.chapter.attempts.to.evolve.a.framework.
of.leadership.for.the.digital.era..The.framework.has.been.used.further.as.an.illustration.
through.an.initiative.designed.and.implemented.for.mid-level.leaders..The.chapter.
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of.digital.abundance.
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entire.attack.chains.into.the.espionage.and.surveillance.realm.

Chapter 9
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Sue Milton, SSM Governance Associates, UK

The.proliferation.of.data.exposure.via.social.media.implies.privacy.and.security.
are.a.lost.cause..Regulation.counters.this.through.personal.data.usage.compliance..
Organizations.must.also.keep.non-personal.data.safe.from.competitors,.criminals,.
and. nation. states.. The. chapter. introduces. leaders. to. the. two. data. governance.
fundamentals:.data.privacy.and.data.security..The.chapter.argues.that.data.security.
cannot. be. achieved. until. data. privacy. issues. have. been. addressed.. Simply. put,.
data.privacy.is.fundamental.to.any.data.usage.policy.and.data.security.to.the.data.
access.policy..The.fundamentals.are.then.discussed.more.broadly,.covering.data.and.
information.management,.cyber.security,.governance,.and.innovations.in.IT.service.
provisioning..The.chapter.clarifies.the.complementary.fundamentals.and.how.they.
reduce.data.abuse..The.link.between.privacy.and.security.also.demystifies.the.high.
resource.costs. in. implementing.and.maintaining. security.practices. and.explains.
why.leaders.must.provide.strong.IT.leadership.to.ensure.IT.investment.is.defined.
and.implemented.wisely.
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This.chapter.aims.to.explore.the.possibilities.of.visualising.work-integrated.competence.
networks—here.referred.to.as.relatonics—and.contribute.to.the.understanding.of.
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hidden,.and.what.is.not,.is.relocated.through.the.use.of.visualisations.of.relatonics..A.
conclusion.is.that.images.representing.relatonics.can.be.utilised.to.support.informed.
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The. e-learning. environment. has. changed. at. an. unprecedented. pace. since. 2014..
As. corporate. and. higher. education. learning. environments. continue. to. immerse.
themselves.in.e-learning,.what.themes.and.implementation.principles.will.follow?.
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The.future.of.education.matters.to.all.of.us..This.chapter.presents.a.theoretical-inductive.
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Foreword

This book addresses concerns relevant to the interests and activities of current and 
aspiring leaders who are introducing elements of the Fourth Industrial Revolution 
into their organizations. In their previous book, Smith and Cockburn (2014) together 
with their collaborative chapter coauthors detailed the new capabilities that leaders 
must develop to successfully steer their global businesses communities through the 
new era of social digital connectivity and through situations in which leaders are 
co-evolving with their environments at ever accelerating rates.

In this new book, Smith and Cockburn and their collaborative-chapter co-authors, 
provide an updated extension of their previous book (Smith and Cockburn, 2014). 
This includes updating the leadership capabilities that leaders must develop to 
successfully address the further complexities associated with introduction ofthe 
Fourth Industrial Revolution into their organizations.

In order to set the context of the topics in the book the first chapter gives a very 
brief overview of key definitions of leadership in organizations which have been 
discussed in a previous book by Smith and Cockburn (2014). The chapter then 
provides an overview of the contents of the remaining chapters, each of which 
addresses a specific area of application of the Fourth Industrial Revolution in a 
particular line of business.

I highly recommend this book, which contributes significantly to organizational 
and management knowledge, and participation in global affairs of all kinds, and 
which helps ensure successful outcomes in today’s unpredictable ‘Fourth Industrial 
Revolution” contexts. Each approach does not entail any assumptions of expertise, 
and is adaptable for all organizations being comprehensible for both technical and 
non-technical readers, thus enabling all readers to readily apply the models to their 
own evolving situations.

John Pourdehnad
University of Pennsylvania, USA
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Preface

This book aims to address the interests and concerns of relevance to current and 
aspiring leaders in business organizations; plus academics in higher education and 
senior students; as well as business consultants; and intelligent laypersons with an 
interest in subject matter related to adoption of the Fourth Industrial Organization 
(IR4.0). This book is not aimed at technical or functional specialists or managers 
specifically, although the broader models, strategic topics, digital technology focus, 
attitudes and competencies, outlined herein can be successfully applied by them to 
their leadership roles, or the roles they aspire to have, and may acquire. To enhance 
and improve clarity each chapter has a list of key terms and definitions. An abstract 
is provided for each chapter to indicate to readers the overall range and scope of 
the topic in that chapter.

In our previous book, Smith and Cockburn (2013), Dynamic Leadership Models 
for Global Business: Enhancing Digitally Connected Environments, we outlined a 
number of areas where leaders have to lift their game in order that their organizations 
can reap the rewards and ultimately benefits will accrue to our global society in 
various ways. The metaphorical ‘elephant in the room’ is that many current leaders 
lack awareness; skills; or in many cases have a demonstrable lack of interest in the 
new socio-digital technologies. Thus our objectives in this new volume is to provide 
readers with a range of insights and research data as well as cases from a number 
of authorities in key fields of research and of practice with particular relevance to 
adoption of the Fourth Industrial Revolution (IR4.0).

To set the context for the topics in this book, our first chapter gives an overview 
of key definitions of leadership in organizations, which we discussed in detail 
in our first book (Smith & Cockburn, 2013). As noted elsewhere, organizations, 
societies and leaders at all levels today “have their work cut out” as their roles and 
responsibilities or priorities morph in the slipstream of the turbulent social economic 
and technological changes occurring across the world today (Smith & Cockburn, 
2013). Leaders today have to continuously strive to build and maintain: a sharp, 
cutting edge profile, as well as to generate loyalty, innovation and sundry other 
discretionary behaviours amongst staff and other stakeholders in their organizations, 
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and in their markets; to facilitate better business in the global context of rapidly 
accelerating technological change (Pretorius & Roux, 2011); plus the fast growing 
global impact of COVID19 virus! Alongside the above tasks, leaders must frequently 
re-evaluate their roles and reinvent themselves to address the constantly shifting 
forms and diverse types of unpredictable opportunities and constraints of operating 
in the global business environment in a period when, as Helbing, et al (2017) stated: 
¨Everything will become intelligent; soon we will not only have smart phones, but 
also smart homes, smart factories and smart cities. Should we also expect these 
developments to result in smart nations and a smarter planet? ¨

By the same token, and without becoming excessively ‘intoxicated’ by 
technological determinism, academics, consultants and leaders must search for 
more effective, and more dynamic leadership models in order to simply keep pace 
intellectually, as well as practically, with the complex swirl of health concerns; new 
digital technologies; socio digital media; and the trans-disciplinary derivatives and 
related devices or applications surfacing in our lives each day. The practical drawback 
here is that many current definitions of leadership continue to be based on stable or 
constant factors interacting in predictable ways. That is, these perspectives tend to 
eschew any dynamically interactive form of complexity in the context or processes, 
but instead, favour an assumption “that slightly more complicated types of ‘business 
as usual’ scenarios will return some-day soon”. Such theories or models typically 
demonstrate limited range; duration; or diversity; and are lacking practical application 
by many leaders engaged with navigating the stormy seas of global business. They 
thus seem somewhat “archaic”. The static models are increasingly coming “under 
fire”, and so are part of a much contested and often confused area of academic 
research, and practitioner debate. In addition, there are the often “lagging” public 
perceptions, fuelled by the popular media, which ignore impacts such as the recent 
‘heart-bleed’ virus issue (Kets de Vries, 1993; Higgs, 2003; Ruettimann, 2011; 
Krohe, 2011, Smith & Cockburn, 2013), or COVID19.

On the other hand, Smith and Cockburn in this book point the reader towards the 
gender-neutral, flexible, leadership model presented in their first book in this series 
(Dynamic Leadership Models for Global Business: Enhancing Digitally Connected 
Environments; Smith & Cockburn, 2013) which the authors believe will still be the 
basic model required to successfully address current and future leadership concerns 
in the Fourth Industrial Revolutionary (IR4.0) contexts. At the time of writing the 
Leaders of many nations as well as those in global businesses are under threat and are 
failing. As many as 40% of all new leaders fail within the first 18 months according 
to recent surveys, thus the leadership crisis continues to grow more threatening and 
as the leaders’ world of work grows more complex each year, the leaders’ own self-
doubt about their skills is magnified (Newhall, 2011, Smith & Cockburn, 2013, xii).

xviii

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



Preface

In Dynamic Leadership Models for Global Business: Enhancing Digitally 
Connected Environments (Smith & Cockburn, 2013), the authors proposed a 
dynamic foundation for understanding and practicing leadership based on proven, 
practical ways to deal with complexity. For example, one may address complexity 
very successfully by basing one’s actions on intuitive decisions that in turn are 
based on extensive tacit and explicit knowledge and experience. When one does not 
yet possess extensive experience, another way to successfully make progress is by 
taking small steps in an experimental fashion, and continuously learning from what 
seems to produce the results one wants and what doesn’t. In this vein, we visualize 
leaders as members of a complex evolving ecosystem, where individually or in 
groups they are co-evolving with forces and currents of specific markets or wider 
business complexity and their own systemic organizational contexts using a variety 
of dynamic leadership models.

To this end, we set out (Smith & Cockburn, 2013) integrated processes that 
facilitate this co-evolution without prescribing what the specific leadership models, 
behaviours, competencies etc. must be. In this manner, based on their learning 
and experience, each leader may continually tailor their activities and leadership 
models to address shortfalls perceived between what they are achieving and what 
they themselves or others expect them to achieve.

Long ago, scholars in organizational behaviour established that there were close 
links between leadership and learning (Schein, 1972, 1992; Argyris, 1976; Argyris 
& Schon, 1978); and these links continue to be emphasized worldwide today. 
Grazier (2005, p. 360) in the USA emphasizes the connection between leading and 
learning, maintaining, “leaders [...] have to have the insight to admit they don’t know 
everything but are willing to learn. They must be driven to do better tomorrow.” The 
leadership process described in Dynamic Leadership Models for Global Business: 
Enhancing Digitally Connected Environment (2013) and the current (2020) “Global 
Business development for the Fourth Industrial Revolution (IR4.0)” are designed to 
take into account the existing knowledge of an individual; his/her colleagues; and 
their organization. This provides a framework to develop this knowledge further, 
or as appropriate, to relinquish previous knowledge and skills that are proving 
counterproductive. This latter activity is termed ‘unlearning’, and although it has 
not received as much attention in the literature as that of learning in the workplace 
(Becker et al., 2006), it is a significant factor in dealing with dynamic complexity.

Leadership has always been equated with authority and ‘power over’ – in this 
book (Global Business Development for the Fourth Industrial Revolution (IR4.0) 
Smith and Cockburn equate leadership with planning, performance-related learning, 
and “power to” rather than ”power over”; however, Smith and Cockburn recognize 
the lingering nostalgia for the ‘heroic’ paradigm in the minds of many leaders of 
organizations. Thus, despite some reservations about his alleged autocratic manner, 
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Steve Jobs’ death prompted many hagiographic reviews crediting him with having 
merged and changed industries - or at the least initiated whole new products such 
as the combination of music and the mobile telephony; the iPod; and the iPad; all 
catering to the ‘wired’ generation. For every Steve Jobs there are thousands of 
leaders who must tackle their complex environments without the experience and 
personal attributes that allow individuals such as Steve to make successful intuitive 
decisions – depending on the specific organizational context, either of the following 
two books will be of enormous assistance to them: Dynamic Leadership Models for 
Global Business: Enhancing Digitally Connected Environments (2014) or Global 
Business Development for the Fourth Industrial Revolution (IR4.0) (2020).

CHAPTER 1: LEADERSHIP CONTEXT

Chapter 1 covers in significant detail much the same ground as has been overviewed 
in this Preface. The authors briefly outline the historical development of ‘leadership 
theory and practice’ as foundational for our readers’ understanding of leadership, 
and to contextualize the subsequent chapters.

CHAPTER 2: DYNAMIC LEADERSHIP PROCESS

In Chapter 2, a systemic on-the-job integrated learning approach to leadership is 
described that provides the foundation for adopting a dynamic leadership model 
appropriate to the reader’s own situation. Very briefly this involves following a 
four-step incremental leadership process:

1.  The first step is to understand your leadership role – what are you expected to 
achieve?

2.  The second step involves analysing how to successfully perform your role. This 
is accomplished using a performance system model where your performance is 
viewed as dependent on three elements or fields (Focus, Will, and Capability) 
that help you structure your activity. These three elements form a dynamic 
system and your personal performance level depends on the interactions and 
interdependencies of these three elements.

3.  The third step involves your very frequent cycling through a succession of 
activities in an experiential leadership learning cycle (Smith, 2000) based on 
the work of Schewhart (2012), Kolb (1984), Honey and Mumford (1989), and 
Deming (2012).

xx
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4.  Step four is concerned with operationalizing steps one through three to obtain 
the maximum value. Steps one through three are termed single-loop learning 
(Argyris & Schon, 1974) and step four moves to a higher order, “double loop 
learning” (Argyris & Schon, 1974).

CHAPTERS 3-15

The remaining chapters detail significant current and emerging issues and complex 
systems, scenarios, problems and social or demographic aspects relevant to 
technologically driven business landscapes with which leaders must increasingly 
engage in order to deliver for their organizations.

These chapters are intended only to acquaint you with the general properties 
of such conditions. These environmental factors are all systemically linked, and 
the results of their interactions will be dynamic and unique to your particular 
situation. The environments themselves will also typically be digitally connected, 
adding a further level of complexity. The first two chapters in this set, chapters 
three and chapter four, lay out for the readers, the authors’ sense of the changing 
spirit of leadership in an age of digital abundance. These two chapters consider 
how the emerging world has already begun to shape the agenda of future leaders 
in diverse ways. Current projections by McKinsey have suggested that almost half 
of the fortune 500 companies in the future will be based in emerging nations. The 
global panoramas that are opening up before the eyes of perceptive leaders today, 
have much for these leaders to get excited about. In addition, there are some new 
challenges for much of traditional thinking on leadership, strategy and organizational 
behaviour; for example, related to the impact of the COVID-19 virus. In this chapter 
the contributing authors look at how leadership development must be reformed to 
begin to address the shifting directions in leaders’ strategic thinking, their revised 
priorities and emerging challenges as well as some of the potential rewards of the 
new age. In Chapter five the authors discuss their analytics research using illustrative 
case material from field studies to demonstrate the practical, on-the-ground impact 
of the new digital technologies, and how these have begun to shape the socio-cultural 
arenas in which both the “for-profit” and “not-for-profit” leaders act in advanced 
industrialised countries.

Chapters 6-14 begin to examine human and technological facets and interfaces 
of the new global business world leaders are now entering. In chapter six, Big data 
analytics use in healthcare is discussed. In chapter seven, the authors review how 
the application of learning models and leadership might be applied to create a 
catapult effect in leadership development for IR4.0. Chapter 8 considers emerging 
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cyber security risks and challenges and is followed by chapter 9 which reviews data 
security and data privacy.

Chapter 10 updates these authors´ research first presented in our 2014 book, with 
the latest developments and issues on emerging changes in workplace relationships 
and how hidden aspects of these interactions and working relationships may be 
visualised using the relatonics modelling approach they have developed. Chapters 
11 and 12 both refer to the need for an ongoing review of how higher education and 
learning using digital technology may be underpinned with some core values and 
orientations towards futures and related perspectives reflective of students evolving 
in a positive, compatible direction without losing sight of core educational values 
of critical learning necessary for addressing emergent organisational and social 
complexity.

Chapters 13 and 14 both consider social innovations and how NGOs and social 
justice may be pursued in the new era. Chapter 13 addresses that issue in respect of 
a current telecenters project in an emerging country and how this effort has grown 
and developed since they first reported it in the 2014 book edited by Smith and 
Cockburn. Chapter 14 provides a discussion of how the theory and practices involved 
in social innovation will have to be enhanced and deepened as well as widened in 
scope at home and abroad-wherever home is in the post-Covid19 world.

Chapter 15 outlines an exploration of the business vista that is now emerging, 
and how the significant currents and flows driving business have changed and are 
changing, and the evolution of leadership in digitally connected environments, 
including IR4.0, will challenge our ideas about business efficiency, sustainability, 
and the nature of leadership. We will be entering an era of mainstreaming of concepts 
such as substitution, reusability, circular production systems, and optimization, 
virtualization and waste elimination (Heck & Rogers, 2014)

As noted above, and in greater detail in the individual chapters, the focus of this 
book is to alert readers to these matters and raise awareness of the scope, pace and 
diversity of applications of socio-digital technologies in the emerging global business 
environment of the Fourth Industrial Revolution (IR4.0) as we move towards the 
second decade of the present century; plus the need for leadership to be developed 
to move beyond the current state of ‘semi literacy’ in terms of technologies (such 
as those involved in actualization of a Fourth Industrial Revolutionary approach) 
. This book addresses the impact of the emerging technologies on leadership 
across many disciplines and in diverse fields. Collectively, the editors and authors 
of chapters look beyond the focus of the immediate technologies to engage with 
wider scientific and social changes; new norms of behaviour, sensemaking, and 
cognition with regard to our ‘lifeworld’ and potential ‘workworlds’. Such impacts 
are often reflected or presaged to varying extents by the applications and devices 
we construct for our pleasure, or for easing the strains of living and working and for 
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opening up the doors to future possibilities for development. As such these continue 
to drive culture change, reprioritisation, moral as well as business change and, as 
suggested by a number of the chapter authors, is beginning to shape our strategic 
leadership thinking, alter agendas and present new vistas for change and positive 
improvements in the lives of people as well as some potential threats for leaders 
and the public to attend to.

The various chapters have been written with an eye to not only gaining the 
intelligent reader’s attention, but also to gain their interest. There is a wealth of 
food for thought; discussion; debate; and reflection; as well as stimulation; and 
satisfaction of readers’ taste for new concepts; all alongside the practical ideas to be 
gleaned from the case studies provided. The chapter- authors have figuratively ‘set 
the table’ for an intellectual feast, and collectively provided a diverse menu, with 
items to appeal to those with a thirst for a deeper understanding of these matters... 
“Bon Appétit!!!”
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ABSTRACT

This chapter introduces the scope and focus of the new book. The reader is briefly 
introduced to the definitions and debates about leadership and management 
boundaries, differences, and overlapping responsibilities in the digital age. Drawing 
on both theory and practice, current issues and topics are covered in depth, providing 
an introduction and overview of perceptible trends and scenarios relevant to the 
current post-global financial crisis (GFC) and the emergent IR4.0 leadership 
outlook for global business. The editors then provide an outline and overview 
of the chapters, topics, and themes of each chapter and a coherent rationale for 
this new book as developing discussions and research from our first book in the 
series, “Dynamic Models of Leadership for Global Business: Enhancing Digitally 
Connected Environments.”
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INTRODUCTION

There is a well-researched and growing recognition amongst many commentators 
today that it is a axiomatic that ‘Business as usual’ is no longer a viable option, 
especially in the period of the surprise emergence of the Covid-19 global pandemic 
which has caused massive disruption across the global economy. The public health 
actions taken by governments has wreaked some havoc initially for those in tourism, 
hospitality and aviation industries but increasingly in other sectors and types of 
businesses as provinces and whole countries go into lockdown with people told 
to self-isolate and stay home. Thus, it is not useful to continue with some of the 
failing models of leadership based upon assumptions of business as usual. There is 
a new, more urgent rhythm of business and social life. The beat has changed, and 
the new high performers are playing a different tune and using new instruments. 
We live today in a world rich in digital resources but share a poverty of leadership 
competence in exploration and exploitation of these resources to their fullest it seems. 
We still also have emerging climate issues with environmental degradation and finite 
physical resources though some –but not all-of these ecological deficiencies might 
be attenuated with more judicious use of the digital abundance becoming more 
and more accessible to us globally. Thus, delivering a ´green dividend´ from lower 
carbon emissions from grounding of many airlines, expected reduction commuting 
by cars in lockdown countries in Europe and elsewhere and rise in virtual meetings 
globally. However, this green dividend may be partly offset by increased use of 
energy by those confined or working at home during the lockdown periods ranging 
from a few weeks to a few months in the current UK planning (Harvey, 2020)

Such emerging digital resources have brought demands for changes in many 
societies, which go beyond simply increasing access to the technology per se for 
consumers. For example recent research by Pew Global Researchers (2014) has 
noted that 20% of the world has mobile and online access and this has reinforced 
other social demands in particular from the younger generation who are usually 
the first to take up the newer technologies and access the web. As the report states:

“Majorities in 22 of 24 countries surveyed say it is important that people have access 
to the internet without government censorship. In 12 nations, at least seven-in-ten 
hold this view. Support for internet freedom is especially strong in countries where 
a large percentage of the population is online. And, in most of the countries polled, 
young people are particularly likely to consider internet freedom a priority.” (Pew 
Global Research Center, March 19,2014)

These and other changes also beg many questions about what leaders must do 
to succeed and what new ‘psychological contracts’ need to be negotiated between 
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citizens, followers, employees and the formal and informal leaders in all organizations 
in order to sensibly and practically define what is allowable, acceptable, desirable, 
possible and mandatory in the workplace today. We have drawn on the research and 
practical expertise of authorities from across the world in this edited book. That is 
fitting since the changes that are emerging continue to widen their application and 
impact across even the most remote and seemingly inaccessible societies, businesses, 
governments and cultures, albeit in diverse ways and at different speeds. As mentioned 
above, the Internet has opened up the world and increasingly; mobile technology 
has diminished distances and expanded communication as we pointed out in our 
last two books in the series (Smith & Cockburn, 2013, 2014).

This first chapter in this new book gives a very brief overview of key definitions 
of leadership in organizations we discussed in detail in our first book. We also point 
the reader towards the flexible, gender-neutral leadership model we presented in our 
first book and that we believe will be required to successfully address current and 
future leadership in digitally defined contexts. At the time of writing the Leaders 
of many nations and businesses are under threat and are failing. As many as 40% 
of all new leaders fail within the first 18 months according to recent surveys, thus 
the leadership crisis continues to grow more threatening and as leaders’ world of 
work grows more complex each year, the leaders’ own self-doubt about their skills 
is magnified (Newhall, 2011, Smith & Cockburn, 2013, xii).

As noted above, both organizations and leaders at all levels today have to 
work hard and to strive to continuously maintain a sharp, cutting edge profile in 
their organizations and in their markets (Pretorius & Roux, 2011) or else reinvent 
themselves to address the constantly shifting unpredictable opportunities and the 
constraints of operating in a global business environment. By the same token, so 
too must we search for more effective, dynamic leadership models in order to keep 
pace intellectually and practically with the heady pace and complex swirl of new 
socio digital media, devices and applications bubbling to the surface of our lives 
each day. The practical drawback here is that many current definitions of leadership 
continue to be a much contested and often confused area of academic research and 
practitioner debate as well as the often lagging public perceptions fuelled by the 
popular media (Kets de Vries, 1993; Higgs, 2003; Ruettimann, 2011; Krohe, 2011).

In general, as we have noted before, many definitions are either so broad that they 
become bland, so narrow that little of any practical significance can be elicited or, 
in the case of the public perceptions tend to refer to historic or military metaphors 
of heroic leader (Smith & Cockburn, 2013). In addition, many of these definitions 
often seem to be based on versions of leadership activities and competences that are 
out of touch with a globalized world of cloud computing, viral marketing, ecological 
disasters, and emotional contagion of flash mobs using social media to self- organize 
a form of collective leadership and the Volatile, Uncertain Complex and Ambiguous 
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(‘VUCA’) world of today (Smith & Cockburn, 2013, pp.6-7, Lawrence, 2013). Older 
certainties of a more stable and less disrupted world are gone.

However, the current academic consensus about best leadership practice does 
revolve more closely around the transformational leadership styles than the older 
transactional or traits-based models. So although there is debate about the character 
of it, or how it impacts on the leader or followers, there is at least some implicit or 
explicit recognition that change is a major factor in the leaders’ world. Transformational 
leadership therefore is the style with which most readers of this book will be familiar, 
and most importantly, this style is in harmony with the learning approach that is 
foundational to the leadership process model we set out in detail in chapter two. The 
changes today are often based around efficiency and effectiveness gains linked to 
greater automation, artificial intelligence systems installation, or trawling big data 
from social media and customer feedback. For instance, the amount of autonomous 
Internet-connected devices is growing and is expected to reach 200 billion in 2020, 
so radically altering the Industrial sector.

So, this sort of change begs the question: What are the strategic risks associated 
with organizations’ increasing dependence on integrated and embedded information 
and communications systems and technologies that underpin all of that? For instance, 
the risks posed by these systems that they enable every facet of the organization, 
impacting customers, employees and trading partners? What metrics allow leaders 
to quantify, evaluate and cover the risks of not updating systems or alternatively the 
risks inherent in system failure, hacking, failed installation or poor integration of 
new or linked IT systems? Some systems for trading work with millions of dollars 
in transaction each every second of the business day so a system ‘meltdown’ can 
be very costly to organizations, clients, and the wider community. More generally, 
although providing the world with many advantages the technologies relies on 
many finite resources to produce them, so there is an underlying question about 
sustainability and environmental impact.

We have noted and taken heed of the changes to modern organizations, their 
technologies, the emerging cultures as well as associated risks at various levels 
and in different markets indicating the need for greater leader-awareness of these 
matters. These risks as well as the potential benefits to leaders and the stakeholder 
communities are amply described, analysed and discussed in the chapters presented 
in this volume.

The above changes were preceded by a process of structural and cultural changes 
to organizations, which also continues today. The internal layers of organisations have 
been stripped down throughout the last 15-20 years of downsizing and de-layering 
prior to the post-Global Financial Crisis (GFC) restructuring and Sarbanes legislative 
regime since 2007. Other hitherto pre-existing boundaries within and between 
organisation and environment have in some senses now become more permeable 
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as the global socio-digital networks expand and with the greater interactivity of 
such networks. In both the latter descriptions of organizational states and systems 
today, that is the internal-internal and in the internal-external systems, greater 
collaboration is being sought by those engaged in global business at all levels and 
types of organizations, from strategic alliances to local operational networking.

A number of years ago, Kauffman (1995) related this rapid change process to 
evolutionary theory of business development and described it as technological co-
evolution: one business creating niches for another in the ecological landscape of 
the new technology market or “technosphere”. However, he also describes two core 
evolutionary strategies. The first is what he calls the “Red Queen” effect which he 
links to organizations selfishly competing and over time, as the business landscape 
gets harder with increasing competition, shortening product and supply lead times, 
higher expectations of customers, these companies end up having to run faster just 
to stand still relative to others and to the general pace of change. Crucially however, 
the new technology developed by one firm often provides a niche for another firm’s 
product or service to enter. There are symbiotic developments as well as competitive 
developments similar to the kinds of co-evolutionary developments seen in “predator” 
and “prey” species in the animal world (Kauffman, 1995, p125).

Globally, this model often also applies to big businesses nowadays, as they inhabit 
similarly turbulent and chaotic markets with increasing diversity and redundancy 
leading to high numbers of fatalities. This co-evolutionary model contrasts with 
the evolutionary stable strategy often found in large, hierarchical organisations 
that have frozen too readily into compromise solutions. The leader in all sizes of 
organization in the era of emerging web 3.0, Facebook, Twitter and Wikileaks 
now faces a different global market, public, regulatory and employee community 
than previously. So, leaders must change their approach to address the current and 
imminent challenges they face today or else watch as their organizations fall behind 
in the race for business until they are so far behind, they cannot catch up. Leadership 
as we have said elsewhere, has previously always been equated with authority and 
‘power over’ – in this book we equate leadership with planning, performance-related 
learning, and ‘power to’ (Smith & Cockburn, 2013).

In order to thrive and survive in a precarious global economic environment 
today therefore organizations of all kinds have to strive to continuously reinvent 
themselves to address rapidly developing or emerging digital technologies which 
continue to disrupt or demolish markets for many goods and services. However, 
leaders and managers have new tools and techniques to deploy to increase interest 
and engagement for staff as well as effectiveness and efficiency of operations, 
including aspects such as sustainable growth, reduced environmental impact, or 
staff wellbeing and safety.
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Writers and bloggers are presenting ideas to their online audiences on various 
related topics. For example, a few current examples of the kind referred to drawn 
from consulting experience and that illustrates actual digital technology applications 
are presented by Marr (2014). For instance, a construction company whose staff 
work in hazardous environments is currently using wearable devices to collect and 
analyze data on employee’s body functions. Their aim is to identify ways to detect 
fatigue and stress levels from the analytics data retrieved and to put systems in place 
so they can pull people off dangerous jobs if fatigue and stress levels are too high. 
Other companies are looking for socio-digital tools that can analyze data on staff 
engagement from their peoples’ posts on Facebook or Twitter or recruit based upon 
information on which browsers or apps job candidates use.

Digital technologies are increasingly now being embedded in various 
transdisciplinary applications and new domains such as GRIN and BNIC have 
become mainstream in advanced economies (Smith & Cockburn, 2013). As Ulla 
de Stricker (2014, p4) notes “The increasing sophistication and scale of the systems 
organizations use to manage information objects and to amass, manipulate, visualize, 
and extract data have added to the stresses the organizations experience in dealing 
with their knowledge.” In parallel, leaders face the related dilemma of a constantly 
shifting economic vistas post-GFC as these and other factors change the character 
and relative global influence of advanced and emerging markets.

Yet another layer of complexity is added by the changing social mores in mainstream 
cultures in many societies. These changes include such fundamental areas of life 
as dining. Reflecting not only the availability of fast food but the pace of life today 
and the availability of the cheaper travel, the internet, mobile communications and 
social networking media have contributed to changes in eating habits in the USA 
for instance (Hartman, 2014). As one commentator has remarked, “The time it takes 
the average American to prepare dinner is now less than half the length of a Hell’s 
Kitchen episode. Cooking has become a spectator sport, with people watching TV 
chefs battle it while they grow ever distant from the farmers who produce their food. 
The loss of culinary skills and regular mealtimes mean 40% of American meals are 
solitary and eating with friends and family has become the exception rather than 
the norm” (Nierenberg, The Guardian, 2014).

However, this is not just because people are too busy to stop and cook but, as 
the Hartman (2014) report authors remark on page one it reflects the spread of 
information on food and its preparation too: “Research shows people consume 
social media content far more than they create it, which means many are mainly 
exploring. As a result, one person’s online suggestion to try a Korean hamburger 
or a peppermint mocha latte—or more powerful, one person posting an appetizing-
looking photo of the same—can reach thousands of people in a day. ” The report 
suggests that the growth in Internet access and use has also promoted the growth in 
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cyber-explorations of food with one site Allrecipes.com already in the global top 10 
sites. This is now a trans-generational growth phenomenon as older users have begun 
to catch up with the younger generation of early adopters of social media, helped by 
retailers like Starbucks, McDonalds, IKEA and others whose online presence on sites 
such as Twitter, Facebook, allied to their physical locations have been transformed 
into “Wi-Fi” hotspots operating as online as well as offline “community anchors” 
(Hartman, 2014,pp2-3).

Globally the related social and work expectations of the upcoming generations of 
consumers and staff who fall into the category of ‘digital natives’ and thus frequent 
and enthusiastic users of social media and new technology increases the impact of 
socio digital technology on behaviors and expectations. This group is the future. 
They expect digital media to form part of their future whether they are at work or 
socialising and frequently they make fewer distinctions. Often expecting the same 
amount of functionality in their workplace technology as their personal devices, 
hence the growth of the BYOD phenomenon.

However, the BYOD growth rate and complexity is not evenly distributed between 
continents or populations however. As has been noted in a survey of 3,796 consumers 
in countries as diverse as Brazil, Russia, India, South Africa, United Arab Emirates, 
Malaysia, Singapore, Japan, Australia, Belgium, France, Germany, Italy, Spain, 
Sweden, UK, US, there is a marked difference between emerging rapidly-growing 
markets and others. The survey indicated different orientations to work and using 
your own devices. It showed that 75 per cent of respondents in the emerging markets 
(including Brazil, Russia, India, UAE, and Malaysia) as compared to 44 per cent 
in more mature markets would prefer to use their own devices at work. “(Logicalis 
White paper, 2014).

Under these circumstances, leadership is best conceived as “a process of continuous 
optimization and adaption, where the next leadership action is based on what is 
happening now. In other words, leadership is emergent, and is co-developed with 
the context in which the leadership is taking place” (Smith & Cockburn, 2013). In 
Dynamic Leadership Models for Global Business: Enhancing Digitally Connected 
Environments we proposed a dynamic foundation for understanding and practicing 
leadership based on proven ways to deal with complexity as outlined in chapter 2.

New macro trends and incipient strategic webs of cooperation, new joint ventures, 
and market coalitions presenting potential future challenges for the current first 
world powers such as the US (Saddi, et al., 2011, Pew report, 2014). Some of these 
trends are exemplified by recent actions of countries in the Gulf Cooperation Council 
(GCC), Brazil, Russia, India and China (BRIC) and the so-called, ‘next 11’ group 
(Bangladesh, Indonesia, Iran, Mexico, Nigeria, Pakistan, Philippines, South Korea, 
Vietnam and Turkey). Entropy has also appeared as a result of mega-communities, 
such as the fragile monetary zone of the EURO, BRICS, and the leadership contest 
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between India and China, the economy of the USA, Japan and emerging Corporate 
identities as well as popular uprisings and social unrest such as presently occurring 
in Syria and the Ukraine (Khanna, 2011, Pew, 2014).

In our previous book we outlined the emerging contexts and domains where we 
saw relevant issues, concerns and applications of our model. We recognised that 
some issues needed to be resolved in order to enable greater access and participation 
in the emerging era for all. Prejudices and stereotypes lingered and hindered growth 
and development or productive engagement such as age-based stereotypes which, 
according to Blauth et al (2011) severely restrict or constrain productivity and 
collaboration between the four or five generations working in organizations today. 
These authors also suggest that an ‘age-blind’ workplace may not be the answer 
to such issues of collaboration between generations in the workplace (Blauth et al, 
2011, p.10).

The editors and authors of this book have also recognised that things were moving 
fast and further changes were imminent in a diverse array of fields and professional 
disciplines and that our initial chapter topics were by no means exhaustive or mutually-
exclusive but instead are often interconnected in many ways. So, the context for this 
book has emerged and evolved further as currents of change have escalated in line 
with the general predictions of exponential acceleration in “Moore’s law”.

The chapters in book one are described in figure 1 below for your information 
and in order to locate the current book as an extension and advance on the previous 
research. We would again stress the dynamic interrelationships and the connectedness 
between the various chapter topics since these continue to be major features of work 
and life today that we all have to deal with and have if anything grown since last year 
in some ways. Consequently, such aspects must form part of the leaders’ reflections, 
understanding and actions to enable organizational as well as career survival.

Figure 1. Dynamic leadership models for global business: Enhancing digitally 
connected environments
Smith and Cockburn, 2013
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The world of demand and supply continues to shift and some of these fields 
have begun to overlap or at least the demarcation of roles has become blurred in 
many ways as consumers become or are emerging embryonic ‘prosumers’ in many 
sectors (Toffler, 2006). A McKinsey Global Lifestyle brief in May 2013 stated 
that advances in analytics and pricing algorithms are now giving companies the 
opportunity to deliver personalized pricing to their customers. This emergent world 
is increasingly technology-driven with exciting new opportunities which demolish 
older ‘forcefields’ and frames of reference on what is possible in the production of 
goods and services. However, without become too “technologically intoxicated” the 
latter drivers also unveil the tantalisingly dynamic global business complexity that 
imposes new demands and new limits as peoples’ interconnected, social, cultural 
and economic lives evolve within expanding and increasingly global technological 
frameworks (Cockburn and McKie, 2004). Nevertheless, nature may still intervene 
and surprise us all from time to time as the current Covid-19 pandemic has shown 
though robotic patient testing technology has sped up the testing of people and 
epidemiology technology and mobile phone apps alerting people to infection 
´hotspots´ or Covid19 patients nearby has been shown to assist in ´flattening the 
curve´ in various places such as South Korea though there are some implicit issues 
regarding privacy and surveillance and ethics in their use which has limited their 
roll out in other countries.

Meanwhile, the B2C world is being transformed by the array of increasingly 
diverse digital devices enabling more customisation as well as sharing, crowdsourcing 
of resources, ideas and new products and services such as venture capital, building, 
fashion and furniture design. The same innovations have also simultaneously impacted 
on B2B suppliers and potentially weakened some intellectual property rights. With 
the increasing functionality the impact of Big data provides the opportunity to 
outsource not only product evaluation or market pilots but product design to the 
‘crowd’. Potentially at least, the organization has a global talent pool to draw from. 
This goes beyond the older ideas such as initiating a consumer competition with a 
prize in order to get new ideas.

The other side of this ‘coin’ is the impact on the careers of some of those professions 
such as that of designers (as well as design courses and education). Some companies 
now see the worldwide web and the promise of untapped reserves of global ‘crowd’ 
creativity as a valuable form of customer feedback and a cheaper, more effective 
option than hiring a trained designer (’Click’ technology updates on BBC). Frey 
and Osborne (2013) estimate around 47% of US jobs fall into their ‘at risk’ of 
computerisation and automation. As these authors state: “While computerisation 
has been historically confined to routine tasks involving explicit rule-based activities 
(Autor et al, 2003;Goos, et al., 2009; Autor and Dorn, 2013), algorithms for big data 
are now rapidly entering domains reliant upon pattern recognition and can readily 
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substitute for labour in a wide range of non-routine cognitive tasks (Brynjolfsson and 
McAfee, 2011; McKinsey Global Institute, 2013). In addition, advanced robots are 
gaining enhanced senses and dexterity, allowing them to perform a broader scope of 
manual tasks (IFR, 2012b; Robotics-VO, 2013; McKinsey Global Institute, 2013). 
This is likely to change the nature of work across industries and occupations.”

In addition, a recent report suggests some possible social media backlash is 
developing as shown by studies purporting to demonstrate the need for “tech breaks” 
and warnings that social media can also make people lonely, so there are now “Digital 
Detox” camps for adults as well as some children (Hartman, 2014, p5). The areas 
where populations are in isolation and lockdown may have given an extra impetus 
to organisations to think about ways to increase virtual teaming and widening the 
working-from-home movement generated from the governments´ attempts to suppress 
the pandemic. So, the future is, as usual, ambiguous for forecasting outcomes. So, 
although the research survey has generally been positive (since 8 of the 15 theses 
presented are positive with respect to how the changes in society and economy 
enacted through the new technology are seen), some of the expert commentators 
consulted for the Pew research report on “Digital Life 2025”, also point to privacy 
and surveillance issues, distinctions forming between classes of users and access 
to sites (Pew 2014).

In other words, organizations, leaders, and all the stakeholders are in a situation 
where they are co-evolving at an accelerating rate. Leadership is no longer a matter 
of setting a direction and ensuring it is being followed - leadership for the future is 
all about having a vision with an uncertain path to its achievement that may only be 
attempted through awareness, flexibility, agility, and adaptability in the collaborative 
company of fellow stakeholders.

As we commented elsewhere,

“Leadership today and in the future must be achieved in face of organizational 
complexity, whereas Yeo (2009, p. 67) states “If anything can go wrong, it will 
(Murphy’s Law)”. Now and in the future leadership is all about having a vision with 
an uncertain path to its achievement that may normally only be navigated through 
flexibility and agility based on the collaborative wisdom of fellow stakeholders.” 
(Dynamic Leadership Models for Global Business: Enhancing Digitally Connected 
Environments, Smith and Cockburn, 2013)

In global contexts, the sustainable strength of integral business transformation 
lies in the capability to continuously create, connect, and execute strategy throughout 
the entire business system. Leaders must be conscious of the repercussions of 
their role as context creators in which a collaborative nexus of customer/employee 
emotional and creative engagement occurs. However, many leaders are not aware 
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and there are also other tensions and conflicts in workplaces generated from cultural 
roadblocks to building and maintaining trustful collaboration between employees in 
different professional specialisms as well as between co-workers and their leaders. 
Some problems exist precisely because of ‘creative’ or crowd fixes applied locally 
that have masked conflicts or other issues, embodied some local tacit knowledge 
or cultural bias. Often that sort of knowledge is not part of the wider knowledge 
management structure in an organization or reflects demarcations of ‘ownership’ 
of problems and responsibilities for investigating issues.

For yet other organizations there is a reluctance in the hearts and minds of 
some leaders with ‘getting their hands dirty’ or doing tasks they feel are boring 
or beneath them even if such activities are vital to the future of that organization. 
The sorts of areas resisted are diverse but include corporate PR or fundraising in 
the case of some NGOs or Not-for-profits. Thus, according to the BoardSource 
2012 Governance Index, 46% of not-for-profit CEOs gave their boards “D” or “F” 
grades for their fundraising efforts and fundraising is the lowest ranked of 10 board 
responsibilities. Consequently, in practical terms that often means managing and 
funding necessary changes become too ‘political’ and are in the ‘too hard to fix’ 
file or are locked into particular operations, or specific regions (Smith & Cockburn, 
2013, de Stricker, 2014).

Thus, as the EU’s business innovation observatory report indicates with respect 
to Artificial Intelligence (AI) work especially: “development of AI for big data 
in Europe has a number of drivers and faces several obstacles. These drivers and 
obstacles impact both technology companies developing solutions and companies 
looking to implement AI. Drivers include a highly educated workforce, scalability of 
developed solutions and public support programmes fostering innovation. Obstacles 
include the difficulty of attracting funds both for company set up and early financier 
divestment, high administrative burdens for small companies and unfavourable tax 
environments” (EU, 2013, p4).

Global leadership models therefore must be continuously reviewed and enhanced 
to keep pace with these complex, dynamic forcefields. Further, leaders seek a practical 
and sustainable approach that helps build effective personal leadership, whilst also 
leveraging organizational capabilities with action plans that take account of the 
complexity of emergent problems, learning and reciprocal unlearning to harvest 
technological potential. These include factors such as the professional silos, time 
pressure, change management, influence and cultural change.

If we accept the premise that a critical success factor for achieving global 
competitive business advantage today and in the foreseeable future involves 
networking and collaboration between webs of consumers, individual organizations 
and/or networks of allied organizations, then today’s business environments demand 
updated leadership and managerial attitudes towards understanding the tools and 
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practices at both organizational and network levels, focusing on knowledge sharing, 
collaborative leadership, and more inclusive managerial procedures and systems 
(Hyypia & Pekkola, 2011). With relevance particularly to globalized environments, 
Harris (2011) has drawn attention to the work of Spillane (2006) claiming that this 
research has sparked renewed interest in distributed leadership practice, focusing 
particularly on the interactions between leaders, followers and their evolving 
workplace situation.

Our first and second books were unique in treating current leadership challenges 
that are not amenable to leadership approaches of the past, recognising complexity 
in global business exceeded the merely technically complicated and now our newly 
composed book brings this objective up to date. The first two books attempted to 
provide an emergent viewpoint derived from the dynamics of interconnected contexts, 
learning and activities, where the reader is both the systems architect of his/her own 
leadership (the system) and an optimal, generalized, gender-neutral process through 
which the reader’s style of leadership might be built up in an ongoing manner. It is 
our intention that this book is also written in an accessible manner that effectively 
empowers the reader to develop their leadership aptitudes, and sustainably mature 
their organization and staff for the kinds of challenges they face now and will 
encounter in the future.

Nevertheless this new book is distinctly separate from our previous books as it 
builds upon and extends its central thrust, setting out important new approaches to 
leaders’ orientations towards digital technologies, and a much needed comprehensive 
overview of these various newly emerging elements that are driving the ever increasing 
complexity in our global environments. This book extends the discussion to encompass 
impacts in the socio-digital sphere across all business functions and includes reviews 
of emerging roles, responsibilities, and the redefined rights that accompany them 
in diverse organization types, sectors, consumers and organizational structures as 
the millennial generation comes to the fore in the domain of leadership. The book 
also includes case histories and examples reflecting issues and models in chapters 
therefore providing a useful reflective reference tool for leaders in any organization 
to better analyze and review their strategic situation, available decisions options, 
resources and outcomes, to enhance or construct flexible action plans.

The approach of authors in the new book does not entail any assumptions as to 
skills or expertise of users, and is adaptable for all organizations, being comprehensible 
for both technical and non-technical readers, and so enabling all readers to readily 
apply the book’s content to their own evolving situations and emerging roles and 
responsibilities.

Objectives for this chapter:

• Introduce and review leadership impacts of digital technology
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• Discuss the authors’ perspective on impacts and issues of digital technology 
leadership;

• Present concluding remarks and explore emerging trends; and
• Detail the relevant references.

BACKGROUND

Research on leadership in general or what leadership is, what leaders do and what it 
takes to be a great leader is reportedly the most researched area of human behavior in 
the social sciences (Dulewicz & Higgs, 2005) dating back to the 19th century. Before 
the nineteenth century there were commentaries and observations about leaders and 
leadership; many of the so-called ‘Great man’ theories that underpinned some of the 
research. They were, as the name implies mainly biased towards a gender-specific, 
traits-based perspective, namely that leadership was the sole preserve of great men 
with inherited traits of leadership (Zaccaro, 2007). Often these traits-based models 
are aligned with popular perceptions of leaders.

Yukl (2002, 2009, 2010) has suggested 5 broad categories of research on leadership: 
as trait theories, behavioral models, power-influence, situational and a blended type 
of integrative models. Bolden et al., (2003) proposed seven theory types: ‘Great 
Man’ theories, trait theories, behaviorist theories, situational leadership theories, 
contingency theory, transactional theory and transformational theory. More recently, 
a review article lists 29 diverse types of leadership theories (Gardner et al., 2010).

Spicker (2012) has now succinctly summarized this into a set of six principal 
classes of leadership theories as follows:

• Leadership as Motivation and Influence: For example, Yukl (2010, p. 21) 
suggests that leadership reflects “... the assumption that it involves a process 
whereby intentional influence is exerted over people to guide, structure 
and facilitate activities and relationships in a group or organization”, and 
Northhouse (2007, p. 3) asserts that leadership is “a process of influencing 
the activities of an individual or group in efforts toward accomplishing goals 
in a given situation”.

• Leadership as a Set of Personal Attributes or Traits: Leadership may 
be understood as describing someone who motivates or influences others 
through for example charisma, emotional intelligence, and on and on!

• Leadership as a System of Authority: Leaders ‘run things’ and are ‘in 
charge’ or ‘take charge’.

• Leadership as a Relationship with Subordinates: Many definitions of 
leadership assume that leaders have followers, and leadership can be seen as 
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a relationship where the leader(s) mold(s) the behaviors of the followers in 
order to influence them to perform in certain ways or produce certain results.

• Leadership as a Set of Roles: A leader might act as a pioneer, working in a 
different kind of way as an example for others to follow.

• Leadership as Management: Several authorities assert that leadership is 
quite different from management, where management is said to be about the 
status quo and leadership about change (Kotter, 2001).

However, many of these theories and models are often underpinned by, or 
premised upon traditional, rationalist, economic models that often seem to ignore 
the effects of complexity by assuming a relatively stable, though complicated global 
socioeconomic system. Others propose that there is a clear dichotomy between 
management skills and leadership skills. We propose no such dichotomies are present, 
recognising that management skills and leadership skills form a continuum and both 
ideally can exist in the same person but are used for different but interdependent 
ends (Smith & Cockburn, 2013).

We have therefore outlined an alternative to the traditional academic models in 
our previous book. Our proposed model attends to complexity and emergence as 
an endemic feature of global business today yet requiring a manageable approach 
from those with leadership responsibilities. Our model is both practical and realistic, 
embodies the academic research consensus supporting transformational leadership 
styles and is in the form of a simple 4-step model. The model entails leaders learning 
to cope with complexity using an iterative, gender-free, collaborative methodology 
(Smith & Cockburn, 2013) that is briefly summarised in the next chapter.

MAIN FOCUS OF THE CHAPTER

The current chapter has opened the book by locating leadership and management of 
global and local operations within often turbulent and always dynamically intersecting 
dimensions of complexity evident in an increasingly technology-dominated social 
and market environment with major ´surprises such as the current Coronavirus 
(Covid-19) pandemic which has had major economic as well as health impacts 
globally at the time of writing. It is also proposed that the “Industrial Internet” of 
machines talking to other machines, a component of the largely unknown ‘second 
economy’ outlined in a McKinsey paper by Arthur (2013) which operates beneath the 
surface or visible structures and processes of the usual model of the ‘first economy’ 
involving production, manufacturing and consumption dynamics is also evolving 
towards what has been termed as the Fourth Industrial Revolution or IR4.0 (Smith 
and Pourdehnad, 2018). Although referring to technological co-evolution, it seems 
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reasonable to infer organizational co-evolution too as a concomitant structural 
development. The technology-driven networks in the second economy could add $10 
to $15 trillion to global GDP in the coming years it has been suggested (GE reports, 
cited in M. van Rijmenam, http://www.bigdata-startups.com/big-data-trends-2014/). 
Much of the second economy involves automated processes such as Big data capture 
used to inform other technological systems and trigger various responses directed at 
production, consumption or regulation of these and of ancillary systems to smooth, 
improve and grow the economic functioning of global business.

Nor is ‘Big data’, from trawling the Internet solely available to big organisations’ 
marketing or production functions, as there is a plethora of open source tools becoming 
available to all. Big data analytics have been used in a variety of ways by different 
organizations globally. These applications range from the advanced deployment of 
the techniques to relatively simple uses of social media. KLM the Dutch airline has 
a ‘meet and seat’ program which enables passengers who wish to do so, to select 
compatible seat partners based upon their online profile, in order to make travel 
more interesting. Elsewhere, Australian retailer “Shoes of Prey”, have an analytics 
system allowing them to begin upselling based on the fashion tastes of its clients 
derived from analysis of individual customer-spend and profitability data they 
capture (M. van Rijmenam, http://www.bigdata-startups.com/big-data-trends-2014/). 
The Brazilian fashion outlet C&A on the other hand simply uses Facebook ‘likes’ 
displayed on coat hangers in their store displays to encourage purchases, Y&R 
Dubai’s marketing campaign for the UAE-based ‘Gulf News’ employed an adapted 
coffee cup sleeve that displays headlines tweeted by the paper in the previous hour 
(http://www.springwise.com, 2014). These and other examples of rich and diversely 
intersecting domains of technology, society and market are increasingly ubiquitous 
and make the former distinctions between online and offline less tenable.

In short, unless we relapse into a socio-digital ice age, the evolution and integration 
of the online and offline bridging, using various interface or augmentation technologies 
and systems and spanning diverse fields or disciplines such as BNIC and GRIN are 
where the sources of major changes will be spawned. These are often transdisciplinary 
projects. Diverse applications are being developed integrating technologies from one 
field into another to produce innovative and beneficial devices such as non-invasive 
Brain-to-computer interfaces allowing partial or wholly paralysed or injured patients 
to carry out tasks they otherwise could not achieve and also potentially transforming 
surgery and medicine. Some research is into varieties of wearable devices and 
yet others are harnessing Big data to social media and attempting to personalise 
consumption which, at the same time is transforming business disciplines such as 
marketing and HR.

This is also the territory the authors of the chapters in this book have begun to 
navigate and to map. The map is by no means complete and is it is still likely to 
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change in the course of time as some areas expand and others decline or mutate 
or as the global economy falters or recovers from Covid-19 and other surprises. 
Nevertheless, researchers already predict that around one-third of Fortune 500 
organizations will have encountered major problems with their business intelligence 
by 2017 (Vladimir, 2014). So, the message has yet to penetrate to all sectors of the 
global business community.

Excluding our editors’ introductory and short concluding chapters setting the 
book in context now and looking to some possible future scenarios and research 
directions, there are 13 other chapters in this book. The 13 chapters are each written 
by authorities in leadership and/or in a particular digital technology area and address 
the significance of the developmental impact in that field whether that impact is 
positive or negative. These include chapters on conceptual and practical models, 
research and data about Governance, Big data Analytics, digital collaboration 
technology, personal collaboration privacy, innovation, competitive intelligence, 
social and developmental networks and strategic use of IT in public, private and 
Non-Government Organizations (NGOs).

Such topics surely apply amongst global leaders in public and private organizations, 
including NGOs, hospitals and commerce today. The chapters cover other impacts 
on leadership in sectors as diverse as healthcare, Fashion Industry, pharmaceuticals, 
data security, work reorganization, business risks and corporate financial flows as 
well as social media usage, in functions such as marketing, Human Resources and 
product design. The question is how best to organize these diverse chapters to reflect 
the themes of the book?

The arrangement and ordering of the chapters has emerged as the book progressed 
beyond the initial ‘drawing board’; our book proposal and topic list proffered to 
the publisher for review and consideration. As with leadership and global business 
complexities and ‘life’ events intervened and seemed to conspire to make work difficult 
as in the expression of ‘Murphy’s law” –anything that can go wrong is likely to do 
so at some point during the project. Equally we had some good fortune and things 
turned out well; better than expected in a few cases. Some of the chapter proposals we 
received were unexpected or ‘left field’ ones we had not really anticipated and even 
those covering topics we had anticipated in our discussions, often drew on diverse 
and interesting ideas, concepts, models, case materials and particular research of the 
authors with which we have only now become familiar. Others were a mixed bag, 
and a few had to be rejected. The book compilation process and editing were also 
much impacted by surprises and extra complexity due to unforeseen eventualities 
and spirals of complexity too, with both editors’ computers crashing, thankfully 
at different times but with our data having to be retrieved. On another occasion 
one of the editors became seriously ill and hospitalized (although now recovered). 
Nevertheless, and perhaps because of these surprises and trials, we have an interesting 
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and insightful book for the reader to engage with. We offer a number of chapters, 
which hold both theoretical as well a practical benefits that we believe will enrich 
the readers’ work and study goals.

Following the initial context setting and the chapter outlining and refreshing 
readers about our model in our previous book, the chapters move from ‘broadbrush’, 
contextual discussions and framing chapters outlining the fluid new global business 
and action landscapes organizations inhabit and vistas leaders see before them to 
more narrowly focused, detailed analyses and descriptions of particular technologies 
entering leaders’ fields of vision and action. Others add data and outcome discussions 
drawn from emerging professional and research domains such as Big data Analytics, 
Social networking media, and Healthcare or focus on particular aspects such as 
cybercrime and privacy.

Chapter 2 brings the reader up to date with an overview of the leadership 
models, learning processes and practical applications drawn from the research 
and consulting work carried out and developed by Peter A.C. Smith and Dr Tom 
Cockburn over time in the course of research or discussions with our academic and 
practitioner colleagues or clients in the Center for Dynamic Leadership Models 
in Global Business. The model outlines a simple, iterative process incorporating 
learning new, effective and relevant ways of working in the current and future 
environments as leaders. The latter learning process for leaders may also incorporate 
some unlearning of inappropriate habits or customary ways of working that are no 
longer appropriate in the organization or in the business world today. The model is 
free of gender or cultural biases, simple to apply and humanistic since it involves 
enhanced communication and openness, captures creative input and empowers 
‘voice’ of actors whilst reducing negative conflicts in teams.

Chapter 3 is by Prof Lokke Moerels on governance in the era of IR4.0 and outlines 
a range of issues affecting diverse organizations in the EU. A major finding of her 
research has been that the language for discussing the range of impacts and emerging 
trends in the field of governance is not yet developed sufficiently well to enable 
boards and leaders to discuss and build some commonality in order to communicate 
and sensibly tackle some aspects such as collaboration and thus developing common 
and agreed vocabularies, frameworks and terminologies are urgently required across 
many business sectors.

Chapter 4, also by Prof Moerels gives suggestions for achieving the enhanced 
governance and provides some case analyses to illustrate key points made.

Chapter 5 is by Rahul Saxena and R.Gupta and is titled the Analytics Asset. In 
this chapter the authors outline the analytics landscape to help organizations gain 
a shared understanding of issues that must be addressed to plan, build and use the 
Analytics asset. Including an outline of the historical convergence of the techniques 
and tools or methodologies drawn from the fields of statistics, operations research, 
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industrial engineering and computer science and he describes the emergence of 
the discipline of Data analytics. Analytics as a discipline is increasingly important, 
emerging profession within the evolving landscape forming around the network 
of the digitally informed global business ecosystem. The authors relate this to the 
current perceived deficiencies in the levels of leadership awareness or interest as 
well as the need to inform and build leaders’ confidence and skills development 
to enable them to more astutely explore its potential or exploit this technological 
domain now and in future.

Chapter 6 is by Prof Javanthi Ranjan and Dr P.M. Jeyanthi, is looking at Big 
data Analytics in Healthcare and is titled Application of Analytics to better target 
physicians. Professor Ranjan tackles the thorny subject of how Big Pharma garners 
analytic data on physicians prescribing practices and how this material is used in the 
marketing of pharmaceutical products. In this chapter Professor Ranjan discusses 
the differences between hype and reality about big data and places the emerging 
analytics movement into perspective whilst discussing the opportunities, scale and 
limitations of the application of the tools of decision-collection and analysis by the 
analytics professionals with respect to the pharmaceutical and healthcare industry 
specifically.

Chapter 7 is by A/Prof Kalyan Banerjee and Uma Maheshvari, titled Leading 
in the Era of Digital Abundance These authors have taken the theme of growing 
recognition of the potential global abundance and availability of digital and information 
resources as their core topic, albeit in a context of finite physical resources and issues 
of environmental degradation. They discuss the emerging skills development drivers 
and how these task leaders to undertake personal growth to enable their organizational 
growth as well as simply keeping pace with the sociodigital technology exponential 
growth rate. These authors outline a specific program they have developed for leaders, 
drawing conclusions about applicability globally as business and academic thinking 
turns to explorations of transdisciplinary synergies in the development of products 
and services for all types of organizations, professions and industry sectors.

Chapter 8 is by Michael Anton Geodeker, titled Cyber Security: Future IT Security 
Challenges to tomorrow’s leaders and businesses, and this encompasses empirical 
research on raising employees’ growing concerns about protecting organizations 
increasingly reliant on ICT, the protection of data and of confidentiality of clients 
as well as intellectual property from hackers as well as viruses. These and other 
cyber challenges of cybercrime and cyber warfare are set to rise exponentially as 
increased uses of transdisciplinary digital technologies spread the areas and domains 
where we are increasingly dependent ranging from false credentials in E-learning 
derived from hacking into online learning bodies, through to industrial espionage 
carried out by accessing staff development files in organizations to see what ways 
companies are training and developing their engineers, scientists and others as a 
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means to determine strategic directions, markets targeted and attempts to ‘steal a 
march’ on rivals to get there first (Innovaro, 2014).

Chapter 9 Sue Milton and is titled Data Privacy versus Data Security. This 
chapter employs case material and the author’s own experience as a CEO to give an 
overview of how concerns about balancing privacy and security impact on business 
systems, processes and reputation. The chapter author uses a pair of anonymous case 
organization descriptions, each one with a different set of priorities, constraints and 
expectations of Information technology and of the associated costs and benefits, to 
help elucidate for readers the issues affecting each and the sorts of outcomes that 
they experience.

Chapter 10, by Dr Peter Johansson, Dr Tomas Backström and Dr Marianne Döös is 
a development of their 2014 research and is titled Uncover the Hidden Relationships 
of Work: A Visualisation Tool to Support Informed Change Decisions In their 
abstract they concisely outline the chapter as based on theorising and analysis from 
an ongoing research and development project exploring the use of visualisations 
in task-based development and decision making; specifically, the potential of new 
types of organisational images that may support understanding about work-integrated 
learning. Thus, the aim of the chapter is to explore the possibilities of visualising 
work-integrated competence networks – here referred to as relatonics – and contribute 
to the understanding of how such visualisations can support efforts of organising 
change when organisational boundary-crossing cooperation is needed for a significant 
task. “So, as is readily evident to the reader this too is a chapter with both a practical 
focus on implementation of this methodology within a business environment as well 
as a research or academic model building description and discussion.

Chapter 11 is by is by Matthew Kolakowski and SAEbrahim and is titled 
E-Learning- Emerging Themes and Implementation Principles In this chapter the 
authors describe and discuss the research on digital technology systems applied to 
learning. As discuss emerging themes and principles of effective e-learning and the 
subsequent impact on leadership in global business as digital technologies mediums 
continue to emerge within academia and the workplace. This is an important and 
continually developing socioeducational and cultural field as MooCs begin to become 
more accepted in some parts of academe and some are getting credentialized and 
ICT is effectively mainstreamed now and a part of Educational policy development 
in many western countries. The currents of streaming and ‘pop up’, ‘just-in-time’, 
‘anywhere, anytime’ are reflected in the social fabric of many countries and especially 
amongst the younger millennial and their younger siblings who have only known 
the digital era. For these demographics there is no looking back to earlier didactic 
models and ‘old style’ learning media minus devices or as part of a historical project.

Chapter 12 is by Dr Francisco Leandro and is titled Educating for “buoyancy”: 
Professional skills for a new generation of digital natives. This chapter addresses 
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changes required in the universities practices and teaching to ensure professional 
development suitable to move forward in IR4.0 and looking ahead to IR5.0 in terms 
of values, resilience and competence of graduates.

Chapter 13 is by Sampath S. Windsor, Carol Royal and C. C.Windsor and, and 
is titled Aiding the Fourth Industrial Revolution in the Developing World, Socio-
Cultural Leadership in ICT4D: Learnings from Telecentres in a South Asian Country 
. In this chapter the authors describe and discuss their research and have a practical, 
pragmatic and focused look at how the broader perspectives of other authors are 
enacted in situ. They use a case analysis of for-profit and not-for-profit telecenters in 
emerging countries and how these may potentially become an adjunct to sustainability 
and community development and Corporate Social responsibility. They uncovered 
fusion of Socio-Cultural Leaders (SCL) that perpetuated CSR synergies within 
Nenasala telecenters to successfully enhance sustainability, community focus, and 
competitive advantage against their non-Nenasala, for-profit telecenter counterparts.

Chapter 14 is by Roopinder Oberoi,W. Mswaka, Francisco J. Leandro, M. 
Snowden and Jamie P. Halsall, is titled Reimagining Social Innovation and Social 
Enterprise for Industrial Revolution 4.0: Case Study of India and UK. This chapter is 
an exploratory study aiming to understand the social aspects of the Fourth Industrial 
Revolution and how technological innovation and social innovation can resolve 
societal and socioeconomic problems with stress on sustainable development. Here, 
social innovation and social enterprise is viewed as a new amalgam for solving social 
problems in the era of the Fourth Industrial Revolution. By applying theoretical 
analysis of the existing literature about the correlation between the Fourth Industrial 
Revolution and social innovation and social enterprise, the authors aim to describe 
the opportunities, forms and the challenges unfolding in this new age. UK and China 
case studies will provide the empirical data which could support social innovators 
and social enterprise in understanding implications in the fields of application of 
the Fourth Industrial Revolution and the interplay between them.

Chapter 15 is a short reflective concluding commentary by Peter A.C. Smith 
and Tom Cockburn and is titled Epilog: Retrospective and Prospective reflections. 
This chapter briefly outlines some of the emerging challenges observed, notable 
themes and perspectives described and discussed in the book and some ways we 
see these moving forward in the global business context leaders face in future. We 
do not have any ‘crystal ball’ and prophesying the future in our complex world is 
always a fraught endeavor but also a task which leaders attempt each day in their 
working lives, even with the benefit of Big Data analytics.
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ABSTRACT

In this chapter, Smith and Cockburn reaffirm their claim in a previous book that 
today’s global business contexts are volatile, uncertain, complex, and ambiguous 
(VUCA), and leaders must focus more on complex thinking skills and mindsets than 
developing behavioral competencies. In so doing, leaders must be familiar with the 
benefits and drawbacks of emerging digital technologies and use these technologies 
appropriately. In the previous book, the authors defined flexible and dynamic 
leadership models that assure success in the above contexts and described learning 
related processes essential to mastering the ability to adapt at rates consistent 
with the business complexity leaders now face. In this chapter, they extend their 
previous research and review newly emerging factors contributing to global business 
complexity in the era of the Fourth Industrial Revolution (IR4.0) and explain how 
these elements may be applied by leaders, including CEOs and Boards of Directors, 
to augment the power of their recommended leadership models.
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INTRODUCTION

According to Friedman (2007) the rate of change today is much different than in 
the past and this has created a new environment that strategic business leaders are 
increasingly calling a ‘VUCA’ environment (Lawrence, 2013). VUCA (Wikipedia, 
2013) is an acronym used to describe or reflect on the volatility, uncertainty, 
complexity and ambiguity of general conditions and situations. The common usage 
of the term VUCA began in the late 1990s and derives from military vocabulary 
and has been applied in a wide range of organizational and business situations. In 
today’s VUCA environment, organizations of all kinds are facing unprecedented 
economic demands that they be successful in their given niches whilst operating 
in increasingly dynamic business contexts, with many unexpected, surprises and 
under ever escalating ethical and sustainability constraints (Smith and Cockburn, 
2016). The further impact of a host of newly emerging digital technologies and 
´surprise´ issues such as unforeseen viral pandemics like Covid-19, can be seen as 
´asymmetric threats´ which may well be the straw that “breaks the camel’s back” for 
many organizations and potentially for national economies (Wolfowitz, Rivera and 
Ware, 2018). In any event, in face of these complex challenges such as the current 
pandemic, with many airlines rapidly depleting their reserves as flights are cancelled 
and national governments in the EU, UK and elsewhere closing entire businesses 
down for the foreseeable future until the pandemic diminishes as well as climate 
change; “business as usual” is no longer a viable option, and organizations as well 
as governments and whole societies must change since complacency equates with 
extinction.

In other words, leaders must develop new capabilities and resilient systems if 
they are to successfully steer their communities through the newly emerging era of 
social change as well as social digital connectivity and global dynamic complexity. 
As Lawrence (2013) explains in regard to this new VUCA environment, “It is taxing 
even the most able of leaders who may find their skills growing obsolete as quickly 
as their organizations change in this volatile, unpredictable landscape. Leadership 
agility and adaptability are now required skills if organizations are to succeed in 
this VUCA world.” or as Michael Marquardt (2000) foresaw: “Our new century 
demands new kinds of leadership with new skills. Leadership styles and skills that 
may have worked in a more stable, predictable environment of the 20th Century will 
be inadequate in this new era of uncertainty and rapid change, where we can hardly 
define the problem, much less engineer possible solutions”. The widespread push for 
staff to work from home and self-isolate to avoid spreading the highly contagious 
Covid-19 infection has given extra impetus to the use of such technology.

In consequence, as organizations reinvent themselves to address such constantly 
shifting opportunities and constraints, so must new relevant leadership models 
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emerge to fit the changed landscape the leaders confront, bearing in mind that 
such leadership models must be culturally and economically sensitive, and thus 
country sensitive (Bersin, 2012). Clearly it is a matter of urgency that HR and 
talent management professionals reframe leadership development activities to 
accommodate the faster-paced VUCA/4th industrial revolutionary world and focus 
less on behavioral competencies and more on complex thinking abilities and 
mindsets. As Petrie (2011) asserts “Leadership development should be focused on 
learning agility, self-awareness, comfort with ambiguity, and strategic thinking” 
- this is essentially the approach to leadership-development that was described in 
the book “Dynamic Leadership Models For Global Business: Enhancing Digitally 
Connected Environments” authored by Smith and Cockburn (2013) and their 2014 
book ¨Impact of emerging digital technologies on Leadership in global business¨.

This new leadership development focus is itself made more complex since it 
is not a one-time event, and the business landscape and available technologies are 
constantly changing such that leaders may not know at any given moment what 
manner of organization or context they will have to deal with in the future. In 
other words, organizations, leaders, innovators, and all the other stakeholders are 
in a situation where they are co-evolving at an accelerating rate. Leadership is no 
longer a matter of sailing a calm sea, setting a direction and ensuring it is being 
followed by an obedient crew - leadership now and for the future is more like trying 
to survive a tsunami, and is all about having a vision with an uncertain path to its 
achievement that may only be attempted through flexibility, agility, and adaptability 
in the collaborative company of fellow stakeholders. In other words, as Cashman 
(2013) notes: “To succeed in our volatile, complex, ambiguous world, we have no 
choice but to master our ability to adapt and learn”, or as Biro (2013) concluded: 
“The demands of a collaboration-based, talent-hungry, global, wired economy are 
evolving so quickly that success depends on nothing less than continuous learning. 
Fall behind and you may find yourself disqualified from the race.” and Biro (2013) 
further asserted that “Companies of all sizes in all industries are trying to meet the 
new imperative. Learning and development spending was up 12 percent in 2013, the 
largest jump in almost a decade. The goal is to integrate learning into a company’s 
culture and processes. There are also training sessions, workshops, conferences, and 
retreats, but the most successful strategies are those that make learning a continuous 
process, hardwired into a company’s metabolism.”

In their first book in this series (Smith & Cockburn, 2013), the authors defined 
flexible and dynamic leadership models that are consistent with development of the 
above capabilities, and also described learning related processes that are essential 
to mastering the ability to learn and adapt at rates consistent with the business 
complexity leaders face. The models provide simple, iterative, and reflective tools 
for leaders in any organization to better analyze their strategic situation, decisions, 
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available options, resources and outcomes, and to enhance or construct flexible action 
plans. These models are based on the understanding that Smith and Cockburn (2013) 
have developed from their practice that a leader’s ongoing experience represents a 
significant source for development, but that this is often an untapped resource. In 
order to leverage this resource these authors (ibid) proposed a disciplined, deliberate 
and systematic process for learning from experience.

In their second book in this series (Smith & Cockburn, 2014), the authors 
presented an extension of their first book (Smith & Cockburn, 2013) dealing with 
then newly emerging elements of social digital connectivity and now updated with 
current dynamics and topics in the fourth industrial revolution, that are contributing 
to global business complexity, and with which leaders must not only be familiar if 
they are to be successful, but must also incorporate into their leadership models. 
In this book chapter, descriptions of the original leadership models were updated 
consistent with these imperatives, and newly emerging digital technologies plus 
contributions from other authors in Chapters 3 through 13 which provided further 
detail on these emerging technologies and their impact on leadership.

In this 2020 updated Chapter 2, the authors first clearly recapitulate and elaborate 
on details of the proven, flexible, and highly practical leadership process that was 
detailed in their first book by Smith & Cockburn, (2013). They then show how these 
models may be augmented to include the impact of the various new and emerging 
digital technologies including some of the relevant digital technologies for Board 
leadership in the era of IR4.0. Many of these technologies were not treated in the 
first and second books (Smith & Cockburn, 2013, 2014), and this new material 
indicates specifically how leaders may recognize, review, and react to these new 
factors. The new book is comprised of fifteen chapters, where Chapters 3 through 13 
are authored by authorities in the subject matter of a particular chapter. As a whole, 
and as shown in Figure 1, the book proposes to change the mindset of leaders from 
command and control, based on the Newtonian view of the world as clockwork, to 
one of appreciation of successful leadership through influence, learning and agility 
based on a world characterized by digital networking, complexity, unpredictability, 
asymmetric threats and emergence.

This 2020 book seeks to contribute significantly to organizational and management 
knowledge and participation in global affairs of all kinds and help ensure successful 
outcomes in today’s dangerous and unpredictable contexts. The approach does not 
entail any assumptions as to skills or expertise of users, and is adaptable for all 
organizations, being comprehensible for both technical and non-technical readers, and 
so enabling all readers to readily apply the models to their own evolving situations. 
Further, this book treats current leadership challenges that are not amenable to 
leadership approaches of the past, and it does so in an accessible manner that 
effectively empowers the reader to enhance their leadership aptitudes and sustainably 
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develop their organization and staff for the challenges they face now and in the future. 
The book is potentially appropriate for all classes of current and aspiring leaders, 
being gender-neutral, culture-neutral, and economy-neutral, and it will aid in their 
day-to-day activities, their career progression, and in the development of emergent 
capabilities relevant to co-evolution with their environments.

Objectives for this Chapter:

• Review dynamic leadership models recommended in Smith and Cockburn 
(2013, 2014)

• Discuss how newly emerging digital technologies may be integrated into 
these models

• Present concluding remarks and explore related emerging trends
• Detail the relevant references

BACKGROUND

Smith and Cockburn (2013, p. 32) state that, in relation to their recommended dynamic 
leadership models: “To fully equip global leaders nowadays there is a need to build 
an enabling framework across all levels of the organization. We believe that a bold 
approach is necessary and that Dynamic Leadership Models for Global Business: 
Enhancing Digitally Connected Environments is the result”. Like that great leader 
Alexander in ancient times, it’s time to unravel the Gordian Knot (2011), and we 
propose a foundation for understanding and practicing leadership based on proven 
ways to deal with complexity. This foundation is particularly relevant to dynamic 
leadership in digitally connected environments where such leadership is critical to 
addressing the complexity typical of such situations. Please note that the foundation 
is also independent of whether one leads in engineering, IT, construction, banking, 
or a myriad of other disciplines, and is gender neutral.” These authors go on to claim 
that complexity may be very successfully addressed if one’s actions are based on 
“intuitive decisions that in turn are based on extensive experience” (ibid, p. 34), but 
add that if one does not have extensive experience, “another way to successfully 
make progress is by taking small steps in an experimental fashion and learning from 
what seems to get the results one wants and what doesn’t.” (ibid, p. 34). This is an 
‘emergent’ approach that Snowden (2012) terms “probe, sense, respond” (ibid, p. 95).

In adopting this approach, all chapters in this new book (Smith and Cockburn 
(2014, updated 2020) add practical supportive detail to the approach illustrated in 
Figure 1 which summarizes the intent of the previous books (Smith & Cockburn, 
2013) and of this updated book (Smith & Cockburn, 2020).
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Smith and Cockburn (2013) devoted chapters to up-to-date research on leadership 
fundamentals such as strategy, complexity, sustainability, socio-digital technologies, 
knowledge management, innovation, demographics, team learning, and digitally 
connected networked environments, with the proviso that these are subjects with 
which leaders must be familiar if they are to lead successfully in our complex 
global environment. These authors (ibid, 2013) also detailed integrated processes, 
termed “Dynamic Leadership Models”, that facilitate this emergence, but they were 
not prescriptive regarding specific behaviors, competencies etc. In this way, these 
authors avoided the trap whereby leadership development is based on competency 
models derived for a past era, for as Myatt (2013) asserts: “When organizations hire, 
develop, and promote leaders using a competency-based model, they’re unwittingly 
incubating failure.” Rather Smith and Cockburn (2013) emphasized continuous 
learning, noting that the close links between leadership and learning were established 
long ago by scholars in organizational behavior (Schein, 1992; Argyris, 1993), and 
the links continue to be emphasized world-wide today (Grazier (2005). Further, they 
explained that the leadership processes they described (Smith and Cockburn, 2013; 
p. 39-55) were designed to take into account the existing knowledge of an individual 
and provide a framework to further develop this knowledge, or as appropriate, to 
relinquish previous knowledge and skills that the individual finds counterproductive e. 
This latter objective has come to be termed ‘unlearning’ (Becker et al., 2006). Smith 
and Pourdehnad (2018) also explained in detail further leadership fundamentals that 
are specifically relevant to the implementation of the Fourth Industrial Revolution.

Smith and Cockburn (2013) and Smith and Pourdehnad (2018) claim that the 
learning-based leadership approaches they detail are effective and efficient for the 

Figure 1. A Leader’s Mindset For Success In “The Fourth Industrial Revolution” 
And All VUCA Environments
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complex environments leaders must safely navigate daily, and that their new system 
is free of the weaknesses of current leadership programs, delivering significant 
additional personal and organizational benefits at less cost. Smith and Cockburn 
(2013, p. 39) state that:

Although leadership learning has been covered in the past, we believe this is the 
first time that an overarching process has been fully described that successfully 
addresses the realities of everyday leadership, and at the same time facilitates many 
dynamic leadership models to be enacted depending on the digitally connected 
environments at hand.

Leadership Process Cycle

The four-step learning-based leadership approach advocated by Smith and Cockburn 
(2013) and Smith and Pourdehnad (2018) is described in this sub-section. Here is 
what this “learning-leadership by doing” might look like:

Follow the four-step incremental leadership process cycle recommended by 
Smith & Cockburn (2013, p. 39-55), and Smith & Pourdehnad (2018, p.79-83). 
According to Smith and Cockburn (2013, p. 39-40) also …

• Face reality
• Continuously reflect alone and with others
• Recognize the strengths you have and build on them
• Start from where you are
• Learn by leading in your particular context
• Learn from successes and failures
• Continue to incrementally improve at your best pace
• Organize in a people-centric way
• Motivate stakeholder participation
• Leverage the wisdom of your learning partners

Step 1

According to Smith and Cockburn (2013, p. 40) and Smith and Pourdehnad (2018, 
p.81) “The first step is to understand your leadership role – what are you expected 
to achieve? In sporting terms, this is your scoreboard, and the win, lose, or draw of 
your leadership will be judged on its results.” Your leadership role may be defined 
by a variety of people in any given organization but it is critical, according to Smith 
and Cockburn (2013) that you yourself are very clear on your current leadership role, 
and furthermore you must constantly review and attempt to change it to better meet 
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your organization’s mission, goals and objectives. These authors strongly encourage 
leaders to develop and have approved such a personal role if one does not exist.

A generic leadership role framework according to Smith and Cockburn (2013, 
p. 40) is said to describe the leader’s involvement in:

• Defining the organization’s mission and identifying the means and outcomes 
for its achievement

• Developing the plans to actualize the tasks and activities related to the means 
and outcomes desired

• Leading implementation of the plans, sustaining commitment and ensuring 
cohesiveness

• Supporting sustainability through openness to change and continuous 
improvement

Smith and Pourdehnad (2018, p.81) provide a similar framework but one more 
specifically relevant to the adoption of The Fourth Industrial Revolution.

Step 2

The second step involves analyzing how to successfully perform your role. This is 
accomplished according to Smith and Cockburn (2013, p. 41) using the performance 
system model presented in Figure 2

In Figure 2, your leadership role performance is pictured as dependent on three 
fields (Wheatley, 1992, p. 47-57) termed Focus, Will and Capability. The three 
fields form a dynamic system, and the performance level you achieve depends on 
the interactions and interdependencies of the three fields. According to Smith and 
Cockburn (2013, p.41):

Focus represents a clear definition and understanding of your role performance to 
be achieved; Focus is associated with questions such as What ..?; How ..?; Who ..?; 
Where ..?; When ..?; Why ..? The element Will represents your strength of intent to 
achieve the performance defined in Focus; Will is associated with your attitudes, 
emotions, beliefs and mindsets. Capability represents the wherewithal to transform 
into reality the performance defined in Focus; Capability is associated with such 
diverse areas as your skills, infrastructure, budgets, tools, physical assets etc. A 
change in any one of these fields may effect a change in the state of one or both of 
the other fields.

As Figure 2 shows, current performance potential is represented by the degree 
of overlap of the circles; optimal performance potential is indicated when Focus, 
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Will and Capability are all in balance and harmony, which would be demonstrated in 
the figure if all three circles completely overlapped. Imbalance leads to misdirected 
and wasted efforts as well as loss of performance. Figure 2, where only two model 
fields overlap and three fields overlap only slightly, is typical of real-life situations. 
For example, Smith and Cockburn (2013, p. 42) noted that:

… it is not unusual for a leader to poorly discharge their role because although the 
leader has a relatively clear understanding of the role performance they are charged 
to action (strong Focus), the leader has somewhat inadequate interpersonal skills 
and resources to carry out the actions required (moderate Capability), and no belief 
in the role’s value and so little incentive to carry out the role as given (low Will). 

Performance optimization is based on the continual dynamic tuning of the degree 
of overlap of the three fields. As a leader reflects on the results of their workplace 
efforts, their learning provides them with the clues regarding how they need to 
alter their Focus, Will and Capability to attempt to maintain harmony and balance, 
and thus there optimum role performance; in other words learning and reflection 
are keys to optimum leadership performance. Smith and Cockburn (2013, p. 42) 
claim that the necessary learning, and reflection are fostered and greatly facilitated 
through the kind of collaborative learning associated with the Action Learning 
approach that these authors discuss in their book (Smith Cockburn, 2013). These 
authors further claim that a unique benefit of this performance model is its “systemic 

Figure 2. Dynamic Performance System
(Reproduced from Smith & Saint-Onge, 1996)
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equivalence of Will versus Focus and Capability and its personal psychological 
nature.” As Popper and Mayseless (2007) point out, this is in contrast to typical 
leadership instruction where the emphasis is on observable variables rather than on 
the intra-psychic psychological variables that are truly fundamental to the visible 
expression of leadership.

Step 3

Smith and Cockburn (2013) stated that the third step involves a leader frequently 
working through a succession of activities in an experiential leadership learning cycle 
(Smith, 2000; Schewhart, 2012; Kolb 2012; Honey and Mumford, 1992; Deming, 
2012); this experiential leadership learning cycle is shown in Figure 3.

In Figure 3, the first three cycle segments refer to any aspect of the leadership 
role being undertaken. “See the results” and “Think about the results” are segments 
in which the leader reviews role demands and actual results versus relevant aspects 
of the elements Focus, Will and Capability described in Step 2. “Carry out the role”, 
“See the results”, “Think about the results” and “Develop enablers” correspond to 
“probing, sensing and responding” and are consistent with the ‘emergent’ approach 
described by Snowden (2012) and Smith and Cockburn (2013, p. 95). Reflection, 
particularly in segments three and four, facilitates the leader deciding on what s/he 
needs to do to correct the mismatch between role demands and leadership results. 
Smith and Cockburn (2013, p. 42) point out that:

“When time is extremely short, decisions have to be rapid, and the scope for 
reflection is extremely limited. In these circumstances, reflection may be seen as a 
metacognitive process in which the practitioner is alerted to a problem, rapidly reads 
the situation, decides what to do and proceeds in a state of continuing alertness.”

Smith and Cockburn (2013, p. 43) explain that:

“Enablers are comprised of any understanding, knowledge, activity, capability, 
attitude, characteristic etc. which enables the leader to carry out his/her leadership 
role more effectively and better achieve intended results. For example an enabler 
might be as onerous as undertaking a skill training course or as simple as dropping 
into a colleague’s office to straighten out a misunderstanding.”

Some typical enablers highlighted by Smith and Cockburn (2013, p. 43) are 
listed in Figure 4. Segment number one in Figure 2 then re-starts the cycle with the 
chosen enabler(s) as part of role execution, and so on repetitively, cycle by cycle.
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Smith and Cockburn (2013, p. 44) claim that complexity by its nature must be 
addressed through experimentation, and that Steps 1 through 3 should be treated in 
this manner, where iteration of the steps provides the experimentation from which 
the leader must learn and build experience. Yeo (2010) notes that the intrinsic 
value of reflection is not simply to seek an immediate solution to a problem, but 
rather it creates new insights into broader and deeper issues that reflection brings 
into continued questioning. Smith and Cockburn (2013) also recommend that the 
leader capture these experimental episodes in a reflective journal that may be used 
in the future to help in selecting enablers and also maintains a database of events.

In Step 2 of the leadership process cycle it was noted that learning and reflection 
of the performance system model is fostered and greatly facilitated through the kind 
of collaborative learning associated with action learning (McGill & Brockbank, 
2004). In this regard, Smith and Cockburn 2013, p. 45) recommended that from 
time to time segments three and four in Step 3 be carried out in the company of one 
or more (no more than five) trusted colleagues in “learning partnerships” as shown 
in Figure 5. Action learning in an informal setting is a very effective method for 
developing learning partnerships; the formal activities of an action learning group 
(set) need not be followed, but the general principles of questioning, reflection, 
conjecture and activity planning would be utilized in achieving these results. Action 
learning (McGill & Brockbank, 2004) was originated by Professor Reg Revans in the 
1940’s (Revans, 2012) and is used by many notable organizations (Smith, 2001, p. 
35) Action learning according to Revans embodies an approach based on comrades 
in adversity learning from and with each other through discriminating questioning, 
fresh experience and reflective insight. This seemingly very simple methodology has 
demonstrated in innumerable cases that its practitioners can affect the complex and 
often inscrutable processes of natural learning through personal and collaborative 
reflection. The seven questions listed by Smyth (1991) are also helpful in reflection:

1.  What do my practices say about my assumptions, values and beliefs?
2.  Where did these ideas come from?
3.  What social practices are expressed in these ideas?
4.  What is it that causes me to maintain my theories?
5.  What views of power do they embody?
6.  Whose interests seem to be served by my practices?
7.  What is it that acts to constrain my views of what is possible?

Smith and Cockburn (2013) note that simple personal assessment instruments 
related to the performance model shown in Figure 2 have been used for many 
years (Tosey & Smith, 1999). Such a personal assessment instrument relevant to 
the leadership performance discussed here is presented by these authors (ibid, p. 
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49). In interpreting the assessment results, Smith and Cockburn (2013) encourage 
leaders to add their own questions to the assessment to help track problem areas or 
to highlight important aspects of their leadership role. Further these authors caution 
that it is important to have balance between the three fields rather than have one field 
significantly better than others e.g. Capability is typically over-developed, and Will 
is typically under-developed. Smith and Cockburn (2013, p. 47-52) provide further 
comprehensive research and recommendations regarding the tuning of Focus, Will 
and Capability.

Figure 3. Leadership Learning Cycle
(Reproduced from Smith, 1999)

Figure 4. Some Typical Enablers in General Business Situations
(Smith & Cockburn, 2013)
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Step 4

Smith and Cockburn (2013) assert that Step 4 is concerned with operationalizing 
Steps 1 through 3 to obtain the maximum value.

These authors cite Argyris and Schon (Argyris, 1991) who adopted the position that 
learning that involves the detection and correction of error is ‘single-loop learning’ 
based on a simple feedback loop, where outcomes cause adjustment of behaviors, 
like a thermostat. It is generally in operation when goals, beliefs, values, conceptual 
frameworks, and strategies are taken for granted without critical reflection. In other 
words it is the uncritical acceptance of a leader’s role description in Steps 1 through 
3 of the leadership process approach described so far.

Smith and Cockburn (2013, p. 52-53) claim that a higher order of learning is 
realized when a leader, upon detecting a mismatch between the target leadership 
role and reality, questions the goal-structures and rules embedded in his or her role 
description. This process these authors assert, is exemplified when a leader doubts 
and queries the relevance of his/her leadership role based on practical results and 
circumstances (s)he perceive in carrying out Steps 1 through 3 of the leadership 
process approach described previously. According to Argyris and Schon (Argyris, 
1991), this is referred to as ‘double-loop learning’. Double-loop learning is more 
creative, and may lead to alterations in the rules, plans, strategies, or consequences 
initially related to the problem at hand. Double-loop learning involves critical 
reflection upon goals, beliefs, values, conceptual frameworks, and strategies. Argyris 
believed that this way of learning is critical in organizations and particularly to 
individuals who find themselves in rapidly changing and uncertain contexts - that 
is in complex situations.

Figure 5. Learning with Partners
(Reproduced from Smith, 1999)
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Pardey (2008) claims that there is little new in terms of leadership ideas, and 
the challenge of today and the future is to adapt leadership styles to fast changing 
business environments. Smith and Cockburn (2013) state that the more complex, 
dynamic, turbulent, and threatening the organization’s environment, the more 
significant double-loop learning must be considered in relation to leadership capability 
(Van Grinsven & Visser, 2011; Smith, 2012), and since the notion of single- and 
double-loop learning has stood the test of time, application of this concept to Steps 
1 through 3 of the work-based leadership process described previously is important 
and relevant as shown in Figure 6.

Unfortunately, practical experience described by Smith (2011) indicates that many 
organizations are operating as if they were involved in ‘simple’ or ‘complicated’ 
contexts, rather than the reality of their current highly complex environments. This 
has potential implication for leadership where the leaders delude themselves in regard 
to the complexity of the situation they are dealing with, and the understanding of 
others. Again, this is a common problem with leaders (Smith & Saint Onge, 1996; 
Argyris, 1990; 1993). The latter delusion is particularly relevant in many emergency 
situations where teams must operate under constrained time horizons and with fluid 
‘experts’ joining and leaving the teams at various points. Riley et al. (2008, p. 8), 
comment:

“...in conventional teams it might be possible that implicit communication is sufficient 
for team members to effectively communicate with each other. However, in critical 
teams, our observations show that implicit communication can be ineffective and 
possibly dangerous for patient safety. For example, we observed many instances in 
leadership transfer where the leader made certain assumptions that were erroneous.”

Figure 6. Steps One through Four of the Leadership Process
(Reproduced from Smith & Cockburn, 2013)
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On the basis of this theory and their own experience, Smith and Cockburn 
(2013) emphasize the importance of a leader continually evaluating his/her role 
for relevance given their experience in Steps 1 through 3, and seeking to have it 
revised as appropriate.

MAIN FOCUS OF THE CHAPTER

Paul Barsch (2013) recounts a story that he attributes to Gillian Tett of the Financial 
Times who discusses how in western economies 85% of the dollars lent by banks go 
to supporting existing assets, and not innovation, with only 15% of financial flows 
going into ‘productive investment’.

This is a phenomenon typical of human nature where, for example, only 15% 
of a community are natural avid learners of new subject matter, with 80% being 
learners only when ‘seriously encouraged’, and 5% being ‘couch potatoes’. Smith 
and Cockburn (2013) make the case that given the complexity inherent in today’s 
business world, and the necessity for systemic thinking to address this complexity 
(Gharajedaghi, 2012), leaders in general are

not familiar in any meaningful way with important business and technology topics 
outside of their own particular discipline. In particular, leaders must be sensitive 
to the relationship between leadership behaviors and the five culture dimensions 
described by Hofstede (1980). In today’s varied organizational workforces there 
will be similarities as well as differences, and leaders must adjust their leadership 
style to address these variations. The five dimensions of culture that

Hofstede (1980) identifies are Power Distance; Uncertainty; Avoidance; 
Individualism vs Collectivism; Masculinity vs Feminity; In their efforts to close 
this gap, Smith and Cockburn (2013) devote a chapter to each of the topics that they 
claim contribute to business complexity and with which leaders ought to be at least 
familiar; these topics are leadership fundamentals, strategy, complexity, sustainability, 
socio-digital technologies, knowledge management, innovation, demographics, and 
digitally connected and networked environments.

In this book, Smith & Cockburn (2014) assert that the plethora of emerging digital 
technologies must be added to this list. These technologies include: information 
organization and representation; information use and analysis; information 
preservation and access; information environments and socio-cultural concerns; 
social networking; enterprise social software; innovation/collaboration platforms; 
cloud computing; grid computing; big data; analytics; risk analysis; dashboards; 
eLearning; mobile technologies; Artificial Intelligence (AI); distributed AI systems 
and multi-agent systems; games; simulations; Social Network Analysis and related 
software; information capture and storage; data mining; potential pitfalls of emerging 
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digital technologies; information security; and information privacy issues. Clearly 
a daunting list, especially when combined with the topics detailed by Smith and 
Cockburn (2013). Smith and Cockburn (2014) assert that only very few domains 
in business or society remain untouched by emerging digital technologies, and 
especially social media (Deiser & Newton, 2013). Wikis enable more efficient 
virtual collaboration in cross-functional projects; internal blogs, discussion boards, 
and YouTube channels all encourage global conversations and knowledge sharing. 
This radical change has created a dilemma for senior executives; while the potential 
for leveraging the power of social media seems immense, the inherent risks create 
uncertainty and unease. The security concerns raised with respect to this internal 
(and often private) privileged information are significant and well founded. In 
addition, as Deiser and Newton (2013) point out:

“…there’s a mismatch between the logic of participatory media and the still-
reigning 20th-century model of management and organizations, with its emphasis 
on linear processes and control. Social media encourages horizontal collaboration 
and unscripted conversations that travel in random paths across management 
hierarchies. It thereby short-circuits established power dynamics and traditional 
lines of communication.”

These authors in their article detail many aspects of a leader’s role that have been 
redefined in this new digital environment.

Smith and Cockburn (2013) made it clear that they were only recommending 
‘familiarity’ with the topics they covered in their 2013 book, and these authors 
feel that this proviso should apply to a leader’s understanding of emerging digital 
technologies and their applications. They make the point that expert authorities in 
these various topics are typically readily available, and the purpose of ‘familiarity’ 
is to ensure meaningful dialog between the business leader and the topic expert. 
Too often in the past technical solutions to business problems have resulted in 
mismatched ‘stitched together’ solutions where each side blames the other for the 
failure of the initiative in practice. This is a particular problem in regard to emerging 
digital technologies that are rife with acronyms and where senior staff still show 
disregard for the benefits of the digital era. For example, Toomey (2013) in discussing 
a government case “Plain Language about Digital Leadership and Governance of 
Information Technology” states as follows:

“The patterns are clear. When the IT agenda is controlled by the IT specialists, 
and the people who run the government agencies are not engaged, things often go 
wrong - sometimes horribly. None of the investigations that I have seen describe a 
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significant government IT failure arising from a situation where the business leaders 
are firmly in control of the IT agenda.”

Toomey cites numerous examples of IT-business mismatches, for example Gershon 
(2009); Reinecke (2009); National Audit Office (2012); Chesterman (2013); and 
Joyce (2013).

Smith and Cockburn (2014) emphasize that ‘familiarity’ with emerging digital 
technologies in the sense outlined above is the aim of their new book - leaders need 
to be ‘broadly read’ in these topics and take a learning approach to adoption of these 
technologies where their successes and failures both provide the learning. Research 
conducted by Korn/Ferry International, and reported by Cashman (2013) from 
assessment of nearly 1 million executives, demonstrates that as individuals mount 
the executive ladder or assume Board positions, they need to become increasingly 
comfortable with uncertainty and sudden change; as Cashman states: “As leaders, 
they have to have the “integrative capability” to weave together and make sense of 
apparently unrelated pieces of information and ideas, crafting novel and innovative 
solutions from them”.

The notion of organizational leadership has traditionally been viewed in a top/
down reductionist thinking fashion. At the pinnacle of the organization is the CEO, 
followed by the other C-Suite incumbents, then senior executives, then middle 
management and so on and so on. The idea that an organization’s Board of Directors 
has the ultimate leadership responsibility is either not typically considered, or 
the role of a CEO has become so dominant that no Chairman wants to fight that 
leadership battle anymore. This is no trivial matter in regard to who should lead the 
sustainability initiatives in general, and adoption of the Fourth Industrial Revolution 
in particular. It’s one thing to report good intentions through a Corporate Social 
Responsibility report, but another entirely to envision and lead the complex long-
term business changes entailed in a Fourth Industrial Revolution strategy, since this 
is one of the most systemic and challenging change-related journeys on which any 
organization may embark.

The board of directors in principle is ideally placed to envisage and lead such a 
demanding journey (Leighton & Thain; 1997), given that it has responsibility for 
the interests of all the stakeholders, not just shareholders, as its mandate. Without 
the board of directors’ interest, broad experience, vision, knowledge, and leadership, 
regarding a chosen ‘Fourth Revolutionary’ variant, it is not likely that anyone else 
in the organization will pay much attention, other than for “window dressing.

Furthermore, even a top management that is committed to the Fourth Industrial 
Revolution does not last forever, and the responsibility for maintaining a change 
initiative falls back on the governance structure. If the Board of Directors does not 
understand the essence of such a pivotal organizational change, the risk is that top 
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management will be replaced with new managers who have fresh ideas of their 
own – organizations are replete with change/credibility “black holes” created when 
change sponsors have moved-on from much hyped initiatives without accomplishing 
their objectives.

As the authors (Smith & Cockburn) look around at “Fourth Industrial Revolution” 
initiatives reportedly in progress, they see more and more evidence of the application 
of the traditional reductionist approaches, whereby responsibility for sustainability 
is parceled out to individual organizational entities (particularly to the Systems 
Organization) without regard for the need, as described in Chapter 2, for a new and 
innovative organizational strategy plus an overarching planning process capable of 
addressing systemically the unpredictability and dynamic complexity in which today’s 
organizations operate. All too often a Fourth Industrial Revolutionary initiative, is 
targeted to a specific narrow aspect of the business; of course such initiatives are 
important, but typically this is “cherry picking”, and no consideration is given to 
applying Fourth Industrial Revolutionary principles on a wider basis that could lead 
to optimal restructuring of the organization as a whole, including redesign of its 
strategy for competitive success in the current and future global economy.

Listening does not mean mastering; it must be clearly understood that, soaking 
up the latest technological achievements of the Fourth Industrial Revolution e.g. 
at prominent conferences held by high-ranking professors mostly from Silicon 
Valley, cannot be rated as a practical educational effort. Such conferences are 
important, necessary and informative. However, according to Jahns (2017) they are 
not transformative and moreover, this problem is nothing new. It was true for “old” 
management competencies such as for the Balanced Scorecard, where volumes were 
heard and read on the Scorecard topic, but how it worked when adapted to a specific 
company remained a mystery. What applied to adoption of the Balanced Scorecard, 
now applies even more powerfully to adoption of a Fourth Industrial Revolutionary 
transformation; but simply “Knowing” can only lead to disaster! (Jahns, 2017). Jahns 
(2017) further advises that “a Fourth Industrial Revolutionary transformation must 
be ‘taken part in, attempted and tested’ and even ‘experienced’ i.e. in the sense of 
“test driving the future”. As Smith and Pourdehnad (2018) affirmed “The global 
political, economic and technological environment is a state of upheaval resulting 
in volatility, uncertainty, complexity and ambiguity (the VUCA world). Global 
organizations worldwide, of every kind, and in every industry, are now stepping 
back and questioning their most fundamental assumptions, even as they consider 
adopting the Fourth Industrial Revolution together with its associated technological 
complexities.”

“With all this complexity Smith and Pourdehnad (2018) wonder:
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• Why are organizations not learning and adopting new planning and 
implementation processes that are appropriate for dealing with dynamic 
complexity?”

As Jahns (2017) explains: the educational needs in boards and management are 
indeed being ignored by many organizations, or “shoved to the side”, and only a few 
organizations (the best in class) are addressing the issues with the seriousness that 
is needed, given the typical exponential speed of development: the most successful 
competence offensives are those that identify the core decision-maker groups: 
starting first with the Board members, and then the managers: these individuals 
go through a “Digital Readiness” program which lasts, should it succeed, around 
six to ten days organized into intervals; first it is carried out through the classical 
stepwise approach although not by a “face to face” method, but rather by direct 
application (based on so-called field experiments). In between the intervals, the 
attendees revisit what they have learned; they then adapt it to their own situations. 
This approach is very similar to the very successful“PKMS” system described by 
Smith & McLaughlin (2004).

Jahns (2017) also recommends “Digital Coaches” who act as internal ‘catalysts’, 
‘enablers’ and ‘change drivers’ within the organization. This group of people, formed 
from within the company, ultimately drives the digital change operationally; provides 
technical and, far more importantly, social and change management support; and 
forms the hinge between the executive operative level and the digital strategy.

Smith and Cockburn further claim that “Systems must be designed to enhance 
the performance of decision makers including Board members”, and these authors 
propose that the superior learning process described earlier in this chapter (based on 
an experimental learning cycle) is the key to success during actual “in organization” 
implementation.

The focus of this chapter so far has been on recapitulation and elaboration of details 
of the proven, flexible, and highly practical leadership process that were detailed in 
the book by Smith & Cockburn, (2013). In this section the authors will demonstrate 
how these models may be augmented to include the impact of the various new and 
emerging digital technologies. Although, in many cases the potential for a given 
digital technology to impact the particular leadership model is treated in isolation 
from other potentially promising digital technologies, the leader is cautioned that 
digital technologies often display the greatest synergy when used in combinations in 
holistic fashion, and digital technologies should not be segmented without situational 
consideration (Goldner, 2013). In addition, it should not be inferred that this section 
in any way represents an exhaustive application of emerging digital technologies 
to these models; each leader, in the spirit of learning and adaption, must reflect on 
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the relevance of emerging digital technologies to application of the models in their 
environment, and augment the models as appropriate.

Leadership Process Cycle

The four-step learning-based leadership approach advocated by Smith and Cockburn 
(2013) was described previously in this chapter in the sub-section ‘BACKGROUND’.

According to Primus (2013): “Driven by clear productivity and cost benefits, 
IT and business management are embracing and empowering a mobile, distributed 
workforce – a workforce that views communications and collaboration technology, 
rather than bricks-and-mortar offices, as their business infrastructure”. This White 
Paper states that this movement is in response to the need to reduce costs, attract/retain 
top talent and recruit from around the world by offering the flexibility to work from 
any location, offer options to local employees who prioritize workplace flexibility, 
and the need to integrate “independent professionals” into their organizations. As 
Primus (2013) makes clear, the result is that productivity is significantly enhanced 
and costs significantly reduced. For example:

Research shows that employees tend to dedicate 60% of the time formerly lost to 
commuting to additional work activities, and another study shows that 35 per cent 
of technology professionals…said they would sacrifice up to 10 per cent of their 
salaries ($7,900 on average) for full-time telecommuting.

Clearly organizations leaders need to factor this trend into their leadership 
initiatives, and here is what the learning-leadership by doing recommended by Smith 
and Cockburn (2013) additionally might look like in a digitally-aware environment 
[based on Murray (2013)]:

• Foster a culture of digital experimentation
• Cultivate digital leadership
• Utilize technology for improved communication, sharing and interaction
• Communicate your own digital learning
• Invigorate team meetings through technology (surveys, desk-sharing etc)
• Model ‘powering down’ to maintain sanity
• Utilize technology by automating for improved efficiency
• Encourage personal learning networks and COP
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Step 1

As emphasized earlier in this chapter in the sub-section on BACKGROUND - 
Leadership Process Cycle - Step 1, according to Smith and Cockburn (2013, p. 
40) “The first step is to understand your leadership role – what are you expected 
to achieve? In sporting terms, this is your scoreboard, and the win, lose, or draw of 
your leadership will be judged on its results.” This advice holds true as you attempt 
to introduce emerging digital technologies into your leadership and workplace 
practices. If your role does not specifically include introduction of emerging 
digital technologies into your business environment, great care must be exercised 
to demonstrate that such digital technology as you do introduce can be seen to be 
linked to achieving elements of your role that are listed. As stressed in the Step 4 
sub-section of BACKGROUND - Leadership Process Cycle - Step 4, Smith and 
Cockburn (2013) emphasize the importance of a leader continually evaluating his/
her role for relevance given their experience in Steps 1 through 3, and seeking to 
have it revised as appropriate, and this holds true particularly when the introduction 
of emerging digital technologies seems appropriate.

Step 2

As explained earlier, the second step involves continuously learning how to 
successfully perform your role using the performance system model presented in 
Figure 2.

In this step mobile phones and tablets have significant potential for enhancing 
learning and reflection. Maglajlic and Helic (2012) in their research identify a high 
correlation between communication intensity and learning outcomes. Insightful 
guidance provided by the Aberdeen Group (2012) includes the use of mobile devices 
in building leadership capability, plus widespread use of such devices for knowledge 
sharing and learning. Aberdeen Group’s data showed significant increase in the use 
of mobile tools for internal learning and communication between 2009 and 2011 
with further major growth anticipated. An enhanced learning experience was said to 
be one of the prime drivers for the use of mobile technology with improved learning 
administration also being identified according to these authors. As more mobile 
tools are targeted by organizations to their customers etc. the more an organization’s 
leaders may learn with and from these important networks. Aberdeen Group (2012) 
claim that issues around how to stream content and address interactive activities are 
becoming more important as users become more sophisticated. As in other areas of 
complexity, mobile technology is coevolving with learners and their needs.

Analytics is another emerging digital technology that may have a place in Step 
2 activities. Bersin (2013) defines the word “Analytics” as the systematic discovery 
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of meaningful patterns in data to support decision-making. In practice (Forbes & 
Mckiney, 2012) Analytics is typically the process of turning large quantities of data 
into information that is digestible and actionable. It includes tools and processes 
that analyze large amounts of organizational data, related to finances, employees, 
transactions, customers, etc. The term includes reporting, Dashboarding (Levy, 
2011; IBM, 2013; Dashboards, 2013), predictive analyses and scenario-modeling. 
Research shows that many companies which have included corporate analytics 
in their operations have seen a 5 percent to 6 percent increase in performance in 
comparison with their peers (Forbes & Mckinsey, 2012). Bersin (2013) found, in a 
study of 741 organizations, that:

75 percent of HR leaders agreed that analytics is an important element to their 
organizations, but 51 percent said they have no plans in place. Another 37 percent 
reported that they have insufficient resources. In fact, 56 percent said that they have 
poor skills and only 6 percent rated themselves as highly skilled.

Gaining immediate and appropriate feedback on performance is critical and 
Dashboards (2013) are becoming more and more highly prized for Business 
Intelligence (BI) with potential for Step 2 application, although development 
cost maybe a deterrent. Back in the 1980’s, Executive Information Systems (EIS) 
performed a similar service but today’s Dashboards are far more interactive and 
usable for today’s dynamic business requirements. Modern dashboards have the 
capability to present data and information in summary which makes them very 
powerful tools for BI, although the question of how to calculate the return on a 
Dashboard investment can be tricky. However, many of the charts used in older EIS 
systems were very much like those in use in today’s Dashboards since user needs 
and wants have not changed much over time. What has changed is the availability 
of more sophisticated technology and more sophistication in the user community. 
Modern Dashboards meet business needs in a practical and actionable way when 
they can give quick snapshots of the big picture on one hand while being capable 
of offering detail on the other. Dashboards are fundamentally intended to provide 
‘at-a-glance’ views of key performance indicators relevant to a particular objective 
or business process. The most useful dashboards in Step 2 are those designed for 
analytical purposes that often include context, comparisons, and history, along with 
subtler performance evaluators.

The spreadsheet is an alternative to the dashboard for certain applications. 
Spreadsheets are typically used in the form of Microsoft Excel documents. Their 
advantage is that they are intuitively easy to use and learn, providing detailed 
numbers, which users can analyze adding their own calculations. Unfortunately, 
the spreadsheet is often too detailed to give a quick and comprehensive overview of 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



48

Reflecting Emerging Digital Technologies in Leadership Models

business data, although given their ease of development, they may provide a useful 
tool to assist in Step 2 activity.

Scorecards may also be developed for use in this step based on the kind of appraisal 
set out in Smith and Cockburn (2013, p. 49 & p. 265). Such scorecards, for ‘at a 
glance’ visualization of the status of Focus, Will, and Capability, have been used 
in many practical situations (Tosey & Smith, 1999) and are based on transferring 
the numerical outcomes from an appraisal onto three vectors each scaled from 0 
to 10. The use of scorecards implies the use of surveys for the appraisal. Also, 
surveys in their own right may be used very profitably in Step 2 to help ascertain 
how others view the manner in which your role is being discharged and to gauge 
the effect of enablers. Online surveys are now easy to assemble and may therefore 
be distributed, collected and analyzed very readily. A primer on survey-design for 
the Internet is provided at Survey (2013) and many commercial s/w ‘do it yourself’ 
systems are available.

Membership in relevant social networks also offers access to potentially useful 
data in Step 2 with respect to for example Enablers that others have found useful, 
availability of Focus and Capability enhancement opportunities, and also to gain 
organizational ‘savvy’ in all areas of practice. With respect to Capability enhancement 
in particular it is noteworthy, as Arinze (2012) claims that E-Collaboration has 
come of age in the last decade, with industry and academia using the latest web-
based collaborative software to bring together groups of workers, including those 
in academia, to work on common tasks.

Step 3

The third step, as explained earlier, involves a leader very frequently cycling 
through a succession of activities in an experiential leadership learning cycle. This 
experiential leadership learning cycle is shown in Figure 3. The emphasis in this 
case is on personal learning and reflection, and comments regarding emerging digital 
technologies recommended in regard to step 1 above are appropriate in this step.

However, as Figure 4 illustrates, it is recommended from time to time that this 
learning and reflection be carried out in the company of learning partners. As Smith 
and Cockburn (2013, p. 35 & p. 46-47) explain at length, action-learning is very 
well suited to the type of learning and reflection that is fundamental to this step. 
The extent to which a leader wishes to apply digital technology to broaden the circle 
of their learning partners or facilitate dialog where these partners are situated at 
a distance, is an individual matter that the leader must decide. The emergence of 
ubiquitous digital interconnectivity for social networks has provided a ready means 
by which public and private conversations may take place across an organization, 
including very importantly its customers and stakeholders. This is critical to the 
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widespread sharing and generation of knowledge, and to learning and reflection in 
general. This widespread digital interconnectivity for social networks has already 
provided a means for action learning to be carried out at arm’s length (VAL) between 
an action learning group’s participants (IFAL, 2013).

Dickenson et al. (2010) report findings from their research exploring VAL as 
an emerging variety of action learning (AL). These authors note that VAL provides 
value by bringing together geographically dispersed individuals within and across 
organizations, and possibly across time, and therefore has potential in both education 
and commercial contexts. At the beginning of this research there appeared to be 
little evidence of VAL being used, although face to face was well known and 
practiced. Although there was considerable interest expressed by educationalists 
and practitioners in adapting AL to VAL, there was a lack of understanding of how 
to go about it. However, the research findings revealed more practice than was 
anticipated and demonstrated that VAL is a distinct variety of AL, characterized 
by its virtual, non-f2f nature, and that it has its own strengths and weaknesses. 
Dickinson et al. (2010) provide a 6-form classification of VAL, consider some of 
the theoretical questions associated with its practice and explore its potential in the 
light of emerging technologies. These authors conclude that, like AL, VAL is not 
singular, but takes a variety of forms, each with distinct characteristics, advantages 
and shortcomings. It is further reported in a study by Plack et al. (2010) that most 
of the students engaged in VAL were able to demonstrate reflection on complex 
clinical issues. Some struggles were encountered, and issues were exposed regarding 
a lack of voice and power that may lead to missed learning opportunities. VAL also 
facilitates social learning, meaning making, and social reflection in communities of 
practice [COP] or in broader organizational setting (Wenger, 2000).

Wenger (2000) asserts that:

A community of practice can be viewed as a social learning system. Arising out 
of learning, it exhibits many characteristics of systems more generally: emergent 
structure, complex relationships, self-organization, dynamic boundaries, ongoing 
negotiation of identity and cultural meaning, to mention a few. In a sense it is the 
simplest social unit that has the characteristics of a social learning system.

However, as Wenger (2001) explains, COP are “focused on a domain of knowledge 
and over time accumulate expertise in this domain. They develop their shared practice 
by interacting around problems, solutions, and insights, and building a common 
store of knowledge”. That is CoP are typically concerned with the development of 
best practices through the sharing, and recycling of existing ‘accepted’ knowledge 
(Cavaleri & Seivert, 2005), whereas the kind of learning and reflection related to 
step three relates to expanding the leader’s thinking, knowledge, and boundaries, 
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and requires a different supporting mindset from that of sharing existing knowledge 
(Coakes et al., 2011). However Smith (2003, 2009) quotes Wenger (circa 2007) that 
COP are formed by people who engage in a process of collective learning in a shared 
domain of human endeavor: a tribe learning to survive, a band of artists seeking new 
forms of expression, a group of engineers working on similar problems, a clique 
of pupils defining their identity in the school, a network of surgeons exploring 
novel techniques, a gathering of first-time managers helping each other cope. In a 
nutshell: Communities of practice are groups of people who share a concern or a 
passion for something they do and learn how to do it better as they interact regularly. 
Clearly, Wenger’s sense of COP is consistent with individual learning via social 
interaction and co-participation, and is ubiquitous in ongoing activity, though often 
unrecognized as such.

Communities of Innovation (CoInv) are a special case of the more general 
Communities of Practice (COP), and are proposed as places of safety to provide ‘Ba’ 
(Nonaka & Konno, 1998), and for challenging organizational norms and innovating; 
thus changing organizational practices long term. CoInv are a form of COP that 
leverage the appropriate capabilities of COP, but are very specifically dedicated to 
the support of innovation. CoInv are an important new social learning concept that 
was first introduced by Coakes et al. (2009).

Smith & Cockburn (2016; p. 49-54) discuss a very powerful new approach 
“developing and leading emergence teams” for identifying and resolving complex 
business problems, and these authors explore the relevance of emergence teams in 
the four-step leadership process described so far in this chapter; these authors detail 
how such a team approach facilitates the reflection and learning that are essential 
to optimizing leadership performance. In addition, the leader must also decide if 
COP or CoInv are more appropriate vehicles for learning and reflection in this step. 
Some practical pointers may be gleaned from work addressing leadership in virtual 
team environments by Pauleen (2003).

The learning and adoption approach developed by Russell Ackoff (1999) may 
also prove effective in ensuring that lessons are learned to improve future decision- 
making; here are the steps in Ackoff’s approach:

• Decide. Choose a course of action, and make a record of the decision;
• Act. Take action or instruct others to do so;
• Monitor. Track the implementation, expected outcomes, and the validity of 

the assumptions on which the expectations are based;
• Detect. Identify any significant differences between the performance observed 

and the expected outcomes and assumptions;
• Diagnose. Determine the causes of mistaken expectations and assumptions;
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• Prescribe. Initiate changes in the system or its environment, based on the 
diagnoses; prepare a decision record of such action;

• Evaluate. Assess the impact of the prescribed changes;
• Retain. Collect lessons and make them easily accessible to all those who are 

authorised to receive them.

Smith and Cockburn (2013) recommend keeping a personal reflective journal 
that may be used at a later date to help in selecting enablers or for resolving other 
performance issues. In the past, such a journal was laborious to compile by long-
hand and very difficult to search when one wished to locate a particular incident; 
digitization has revolutionized the keeping of such a journal and also the capability 
to search it using keywords (tags). There are many commercial digitized “diary” 
products on the market; one such well- known app is Day One (2013) which is 
usable via mobile devices and has key word search-ability. Such a digital journal 
may also be readily backed-up for security purposes by for example Dropbox (2013). 
Dropbox also facilitates sharing the journal and ensures that the journal is available 
on all a user’s digital devices.

The question of whether a leader should be using Cloud Computing in relation 
to any of the dynamic leadership models described in this chapter to a large extent 
depends on (a) the ready availability of cloud computing to realize the capabilities 
of the emerging technology being applied to the model, or (b) the policies and 
capabilities of the IT department of the leader’s organization, or both (a) and (b). 
There is no shortage of hype regarding cloud computing, but CNBC (2011) provides 
clarification that cuts through the rhetoric. For example this source claims that “cloud 
computing can be grasped on its basic level - anytime, anywhere computing - without 
the user ever having to know much about the technology” and “In simplest terms, 
cloud computing involves delivering hosted services over the Internet. The service 
end is where the data or software is stored and the user end is a single person or 
company network.” The official definition from the National Institute of Standards 
and Technology is also provided and reads: “Cloud computing is a model for 
enabling convenient, on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications and services)that 
can be rapidly provisioned and released with minimal management effort or service 
provider interaction.” Although cloud computing offers cost savings and enhanced 
use of use, as CNBC (2011) goes on to caution, safety is a bit of a touchy issue, and 
“By using cloud computing, a company opens a door into its data and that door is 
an attractive target for attacks.”
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CONCLUSION AND FUTURE TRENDS

Throughout this chapter, the authors have been discussing how a leader may learn 
to figure out and achieve his/her role in realizing their organization’s vision and 
strategy and utilize emerging digital technologies as appropriate. Social media at 
leadership levels was once the exclusive domain of digital gurus; however, Twitter, 
Facebook, and other tools are gradually becoming everyone’s responsibility and 
“We are seeing an increased demand for social savvy candidates across the business 
-- from human resources to product to customer service,” (Holmes, 2013). It must 
be noted though, that digital technologies provide both credits and debits. The 
biggest debit associated with these technologies is digital fatigue (Kenyon, 2013). 
As Deiser and Newton (2013) point out “The Social media has created an ocean of 
information. We are drowning in a never-ending flood of e-mails, tweets, Facebook 
updates, RSS feeds, and more that’s often hard to navigate.” These authors propose 
that leaders must become proficient not only in the software itself, but also in using 
the settings that filter important from unimportant information. Unfortunately, this 
is only a partial solution, since fundamental to social-media is social interaction, 
and a leader must decide on whether and when to comment and or reply, and in 
what fashion to apply the information. This is more time consuming than it might 
appear, since most of such information requires assessment of its source, authenticity, 
and credibility. In addition, to remain a legitimate player in this social dialog, there 
is considerable pressure to respond immediately in this social process of creating 
meaning. Although leaders from the millennial-generation are more adept at handling 
such rapid digital-dialog, there remain questions regarding their ability to reflect 
and make meaning from such exchanges (Barry, 2013), and indeed their growing 
antagonism to digital media (Grensing-Pophal, 2013). This digital fatigue problem 
is likely only to grow worse in the future, and ultimately the answer lies with the 
leader developing appropriate discipline and working guidelines.

Good leaders not only demonstrate a clear Focus, and the required Capability, but 
they have the Will to follow through and persevere in meeting the challenges presented 
to them. Clearly this is asking a lot of a leader and the situation is further exacerbated 
by the significantly increasing and important impact of digitization on all business 
environments, particularly those related to global business. The emerging skill set and 
expected capabilities of leaders are both wide ranging and continually evolving at an 
ever-faster pace. Developing the global business perspective and business strategy 
for the global business phase of Figure 1 means that “one needs to enhance one’s 
understanding of the social, political, technological and environmental forces that 
are shaping our existence and our children’s’ future, including an understanding of 
the links between us and others throughout the world.” (Smith and Cockburn, 2013, 
p. 258-259). There was a time when this involved onerous undertakings to search 
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for relevant information in books, journals, magazines, and newspapers through an 
organization’s library or information service. Progress on the Internet has meant 
that much of the searching and indexing on given topics are now done for us by 
commercial organizations to which we can subscribe. In addition, search engine 
capability provides us with quick and easy access to ad hoc information searches 
as required, and ‘clipping’ s/w such as Evernote (2013) and ‘sharing’ s/w such as 
Dropbox (2013) facilitate our personalizing retention and sharing of information. 
Linkedin (2013) through its general postings, networks, and discussion groups also 
provides an excellent means for professionals to stay up to date on global topics 
and to pose questions as appropriate. It is reasonable to suppose that such services 
will become even more user friendly and search question focused in the future. The 
increasing use of mobile devices will certainly encourage this trend.

All of the leadership activities and undertakings that have been presented so far 
in this updated chapter will have important relevance during the Fourth Industrial 
Revolution; however, it is essential that leaders are also familiar at a practical level 
with the digital technologies that are fundamental to the Revolution (Smith and 
Pourdehnad, 2018). These technologies are: cloud computing and predictive analytics; 
the internet of things (IOT); super-computers such as IBM’s “Watson” super-computer 
and other super-computers as they emerge commercially; and digital technology 
security. Two other potentially very relevant digital technologies with which leaders 
should be familiar are artificial intelligence (AI), and “Crowdsourcing” (Smith and 
Pourdehnad, 2018; p.21- 41). There are also significant workforce implications 
associated with implementation of the Fourth Industrial Revolution (Smith and 
Pourdehnad,p. 95-101) and leaders will not be able to envisage or carry out their 
roles without their having familiarity with the relevant workforce implications.

Two other topics that hold much promise for facilitating the development 
of agile leaders capable of functioning in VUCA environments and the Fourth 
Industrial Revolution, are games and simulations. The successful application of 
these technologies to leadership-development is not new (Smith, 1996), but their 
growing sophistication promises much for the future, and leaders are urged to follow 
emerging trends and products. Balance (2013) supports this recommendation, noting 
that corporations and other organizations around the world are recognizing that 
games promote cognitive reasoning and information retention, and that modern 
games are advanced, immersive and engaging. Another topic that has particular 
relevance to the broader topic of leadership learning and development is E-learning 
both in its synchronous and asynchronous forms. E-learning is a broadly inclusive 
term that describes educational technology that electronically or technologically 
supports learning and/or teaching. This again is a topic that has a long history, but 
it is one where enhancements continue to be made, particularly in regard to mobile 
delivery. Zhang (2003) provides a broad and detailed, if somewhat dated, overview 
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of the subject, and. Wikipedia (Elearning, 2013) and Peacock (2012) provide 
comprehensive current accounts.

Effective and efficient networking and collaboration within and between 
organizations are Critical Success Factors for achieving global competitive business 
advantage, and today’s business environments demand continuously updated 
leadership tools and practices reflecting these factors, focusing on relevance 
particularly to globalized environments (Hypia & Pekkola, 2011). It is concluded 
that an understanding and adoption of the dynamic leadership models detailed in 
this chapter together with a broad familiarity with application of the emerging digital 
technologies highlighted in this book will satisfy the critical success factors criteria, 
and will be highly beneficial for both the leader and the organization.
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KEY TERMS AND DEFINITIONS

Asymmetric Threats: Are completely unpredictable surprises emerging from 
nowhere and which have therefore usually not been planned for by organizations. 
These threats demand rapid development of resilient systems and means to resist 
the growth of the threat.
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Covid-19: Refers to a strain of Corona virus which emerged in 2019 and was 
the source of a global pandemic and which currently has no vaccine developed to 
tackle it at the time of writing this book in 2020.

Digital Technologies: Are digital resources that are effectively used to find, 
analyze, create, communicate, and use information in a digital context. This 
encompasses the use of web 2.0 tools, digital media tools, programming tools and 
software applications.

Global Business: Consists of very many companies that operate in several 
(many) countries and that may use information technology to facilitate the control 
of operations and performance in each country.

Leadership: Is a process of social influence which sets direction toward a goal 
and maximizes the efforts of others towards the achievement of the goal.

Organizational Complexity: Is present when there are multiple systems 
dynamically interacting in unpredictable ways; the outputs of one system are the 
inputs for another and so on across various scales, from micro levels of individual 
actors upwards to the macro scale of global business, resulting in the final result 
being unpredictable and emergent.

Social Digital Connectivity: Refers to the situation in which individuals’ 
professional and private lives are integrated with digital social media platforms like 
Facebook, YouTube, and Wikipedia, etc., that enable them to make connections by 
sharing expressive and communicative content in order to enjoy online social lives.

VUCA Environments: Are characterized by volatility, uncertainty, complexity 
and ambiguity of general conditions and situations.
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ABSTRACT

The digital revolution transforms business models and presents new privacy issues 
and ethical dilemmas. Research by MIT Sloan CISR reports that U.S. listed companies 
that have a digitally savvy board show substantially better financial performance. 
What is a digitally savvy board? What are the differences between the old and the 
new world? What are the new ethical dilemmas and how do you prevent making 
the same mistakes as big tech? Why does innovation fail so often within the existing 
structures of established companies? Why does the three lines of defense model for 
risk management have an inhibitory effect on innovation in practice? The author 
discusses these questions and provides suggestions for improvement of corporate 
governance of established companies. In the next chapter, the author provides rules 
of the road for how established companies can monetize their data including some 
pitfalls for established companies and discusses a number of ethical dilemmas that 
companies encounter in practice when implementing new digital technologies and 
services.
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INTRODUCTION

Friend and foe agree that our society is undergoing a digital revolution that will lead 
to a transformation of our society as we know it (Moerel, 2014, p. 4). In addition 
to all economic and social progress and prosperity, every technological revolution 
also brings along disruption and friction (Brynjolfsson & McAfee, 2014). It is now 
clear that new digital technologies (and, in particular, artificial intelligence, AI) 
enable many new services that can substantially disrupt existing business models. 
These new business models, in turn present new privacy issues and ethical dilemmas 
(Moerel & Prins, 2016, pp. 9-13) (van den Hoven, Miller, & Pegge, 2017, p. 5), and 
social resistance to the excesses of the new data economy is becoming increasingly 
visible and urgent. It is a challenge for established companies, to say the least, to 
both drastically innovate in order to remain future-proof and, at the same time, take 
social responsibility.1

The question that now arises is whether our current corporate governance 
regulation requires adjustment in order to be able to navigate these times of 
transformation. This is not a strange question, as corporate governance is now 
transcending the boundaries of the roles and interaction between the traditional 
decision-making bodies of the company (board of directors and general meeting of 
shareholders) and is increasingly spilling over into compliance, risk management 
and responsible entrepreneurship (Raaijmakers & Buma, 2019). Note that in this 
chapter, I do not distinguish between the one-tier and two-tier board models, but 
refer to the board as the interaction between non-executive directors and executive 
directors, whether they formally form one board (one-tier system, such as in the 
UK) or two separate boards (two-tier system, such as in The Netherlands), whereby 
next to the board of directors there is a seperate supervisory board.

Relevant here is that under both Dutch and UK corporate governance rules, 
the board is expected to lead a process of change where it is necessary to bring 
about a change in corporate culture for long-term value creation (Raaijmakers & 
Buma, 2019, p. 69) (van de Loo & Winter, 2016). Part of the culture of a company 
is the increasing attention to ethics and to why people act the way they do. To that 
end, the board must identify good and bad practices and dilemmas that employees 
encounter in the company, so that they can be trained to strengthen the corporate 
culture (Raaijmakers & Buma, 2019, p. 69).

In concrete terms, I see that digitisation leads to the following practical questions: 
Why does innovation at established companies often better succeed if placed outside 
existing structures? What needs to change in governance to enable innovation within 
the existing structure? If innovation is better achieved in small and agile teams, 
how does this fit into the command and control structure of compliance-driven 
organisations, in particular in regulated sectors, such as our financial institutions? 
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How do we find time and attention in the company for innovation if we already 
have enough trouble in upgrading or replacing existing IT systems (legacy systems)? 
How do we balance the ever-greater investments in digitisation and developing 
digital services, potentially undermining our own business model, with our short-
term (financial) KPIs and reporting? How do we recognise new privacy issues and 
ethical dilemmas that new digital products and services present, and how do we 
safeguard an open culture for discussing and addressing these? How do we ensure 
that the board has have sufficient knowledge and experience with new technologies 
and disruption through new business models? Is it sufficient that one of the directors 
has this expertise, or do more or even all directors have to re- en upskill, as it is 
called today? Does the board need to set up a technology committee? In these times 
of rapid transformation, shouldn’t the board have much more frequent and in-depth 
discussions about strategy? And ultimately, is a one-tier board model better equipped 
to deal with digital disruption that a two-tier board model?

Companies with digital savvy boards show 34% higher ROA, 38% higher revenue 
growth, 34% higher three-year market cap growth and 17% higher profit margin. 
(MIT Sloan CISR 2019)

All of these very relevant questions, especially where recent research by MIT 
Sloan CISR (Weill, Apel, Woerner, & Banner, 2019a) (Weill, Apel, Woerner, & 
Banner, 2019b) reports that U.S. listed companies that have a digital savvy board 
(boards with at least three digital savvy board members) show substantially better 
financial performance (above three the added value was small). Only 24% of the 
boards qualified as digital savvy, whereby certain sectors are lagging behind, while 
being susceptible to disruption (such as transport and construction). The results 
are striking, although you can argue that the results reported in this research are 
correlations only (and that, therefore, no causal relationship is demonstrated). For 
example, it is conceivable that companies with a more open culture would sooner 
admit diverse board members and that this open culture is the real underlying cause 
of the better financial performance.

BACKGROUND

Angle of Approach

Let me state first and foremost that my academic work focuses on how to best 
regulate the friction that new technologies cause in society. Furthermore, my work 
mainly consists of assisting (mostly U.S.) tech companies with the implementation of 
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(mostly AI-driven) digital services based on privacy-by-design and ethics-by-design. 
The digital services of these newcomers often result in the disruption of existing 
business models (and they are usually aimed at this). Drawing on my experience 
with these newcomers – and also the bumps in the road they subsequently encounter 
and the mistakes they make – I also advise boards of established multinationals on 
their digital strategy. It is clear that newcomers are often managed differently than 
established companies, where innovation is achieved in agile teams, failures are 
celebrated – if acknowledged early (fail fast) – and growth in user base is initially 
a more important KPI for success than generated revenues. Non-executive directors 
on boards of newcomers are furthermore more recruited based on how well they 
can help the company to scale-up (supporting the executive directors with advice 
and introducing them in their network), more than for their supervisory qualities. 
This is often the other way around for established companies. The purpose of this 
publication is to share some of my observations based on working with newcomers 
that are relevant to boards of established companies.

No Common Language for Discussion Yet

My most important initial observation is that we are still at the beginning of 
thinking about a new corporate governance that would fit the realities of the new 
digital world. We are in the transition phase to a new ordering, and, for the time 
being, we have not yet developed the language to have a meaningful discussion in 
board meetings about the strategic issues that new technologies and the disruption 
of existing business models entail. In my experience, conversations between board 
members about the impact of the digital revolution often get lost in translation. In 
philosophical terms, we are still in Plato’s cave2 and need Wittgenstein’s ladder to 
get out.The ladder metaphor of Wittgenstein symbolises the phase we are now in, 
where language is used from the perspective of the old logical order to describe a 
new logical system.

My propositions serve as elucidations in the following way: anyone who understands 
me eventually recognizes them as nonsensical, when he has used them – as steps 
– to climb beyond them. (He must, so to speak, throw away the ladder after he has 
climbed up it.) He must transcend these propositions, and then he will see the world 
aright. (Wittgenstein, 1922)

There is a broad consensus that the digital revolution involves a paradigm shift, 
whereby the principles of and belief in the existing logical order shift to a new set 
of principles and belief in a fundamentally different logical system. According to 
Wittgenstein, all language rules have a social aspect, as a result of which the meaning 
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of language depends on the social context in which it is used (Wittgenstein calls this 
Lebensform). Language only has meaning within a certain logical structure. People 
from two different systems may both use the same language (for example, English), 
but do not necessarily speak the same language (in the sense that they understand 
each other). In order to understand each other and have a relevant discussion, they 
will first have to agree on the meaning of certain concepts, the principles that they 
both deem true and the logic that they both find valid to reach conclusions. You 
can sometimes hear someone very well, yet you cannot understand them at all (in 
the words of Wittgenstein: The world is my world). Humor is an excellent example 
of this (in the words of Wittgenstein: Humor is not a mood but a way of looking at 
the world).

As long as we have not yet developed the new language for discussing (let alone 
agree on the correctness of) the new principles for the new digital world ordering, 
we cannot yet reflect on a new governance for controlling the new logical system. 
We are still on the first step of Wittgenstein’s ladder. As a consequence, the most 
I can do here is try to interpret the new developments with concepts from the old 
order to hopefully arrive at a number of new common true starting points for the 
new system. In a few years’ time, we will experience this language – in the terms 
of Wittgenstein – as nonsensical and hopefully will be able to view and interpret 
the world with new eyes.

The most feasible approach for now is to see whether there are any bottlenecks 
in our current corporate governance in order to conduct discussions about the new 
digital reality in boards and initiate change management. That is already a sizeable 
task. Even without a digital transformation, there is a dominant discourse in boards, 
whereby the performance of the company is assessed primarily from a financial and 
control lens, making it difficult to discuss culture-related issues in boards due to a 
lack of conceptual understanding and language (van de Loo & Winter, 2017). This 
lack of conceptual understanding and language will apply a fortiori to the discussion 
of a drastic digital transformation.

When assessing performance based on financial indicators that always cover a 
preceding period, boards primarily assess the performance of a company from the 
rear-view mirror. In order for the digital transformation to be successful, boards will 
first and foremost have to look forward, which is only possible if they delve deeper 
into strategic issues and get closer to the business than before. The result thereof 
is that the roles of executive and non-executive directors will have to recalibrate a 
new mutual relationship, which could initially lead to confrontation, irritation and 
friction (Winter 2018a, pp. 1-3). I will not discuss the structural issues in current 
board dynamics that can lead to friction here (Winter 2018a, pp. 1-3). I will limit 
myself to a number of initial observations where I see that discussions on digital 
disruption in boards often get lost in translation.In order not to let these observations 
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hang in the air, I will further briefly list a number of differences between the old 
and new worlds that should be part of the conversation in boards. I will not give an 
overview of the new digital developments and how the negative effects can best be 
regulated. This I have attempted in a different context, to which I here refer (Moerel, 
2014, pp. 9-13) (Moerel & Prins, 2016).

Below I will give many examples by way of illustration, which are often from 
the financial sector. The reason is that this is a highly regulated sector that has been 
IT-driven for a long time (which means there are many, often decades-old, legacy 
systems), while, at the same time, all the elements for potential disruption are present. 
Now that everyone uses financial services themselves (we all have bank accounts, 
loans, mortgages, insurance and a pension), the examples will stay close to home 
so everyone is able to relate to them. If this choice comes across as bank bashing, 
then that is not the intention.

MAIN FOCUS OF THE CHAPTER: OBSERVATIONS

Status Quo Bias

In regulated sectors in particular, I observe that established companies are often 
so entrenched in their compliance-driven institutionalised processes and existing 
IT systems (status quo bias) that it is difficult for them to imagine that, with new 
technologies, these processes and systems could be substantially organised in a 
different manner, including with regard to compliance (Boden, 2019). The result is 
that discussions in boards about the implementation of new technologies are often 
conducted from a risk perspective, whereas in the new digital age, project risks must 
primarily be viewed from the following perspective: What is the risk for our business 
model if we do not do this? Specifically in the financial sector, the risk perspective 
appears to be reinforced by the toolkit developed by the financial supervisory 
authorities as a result of the previous financial crisis, whereby supervision is mainly 
focused on problems from the past rather than what will be needed in the future. 
For example, the transition to new IT systems required for digital innovations is 
sometimes hampered by the focus of supervisors on operational resilience during 
migration, while I am more concerned about the continuity of these banks if the 
legacy systems are not phased out swiftly. The three lines of defense model for risk 
management and internal control insisted on by supervisors also has an inhibitory 
effect on innovation in practice. I elaborate on this below, in section ‘Division Of 
Duties Hinders Innovation’. All in all, I see that boards sometimes have the idea 
that far-reaching compliance requirements are a barrier for newcomers, while my 
observation is that compliance requirements will ultimately not be a barrier for 
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newcomers, but rather will be the subject of innovation and disruption themselves. 
I also elaborate on this further in section ‘Division Of Duties Hinders Innovation’.

Digital savvy directors change the risk conversation from evaluating the project 
risk of particular initiatives to the business model risk of not doing something new. 
(MIT Sloan CISR 2019)

Product Centric

The focus of established companies is primarily on what they can imagine, and that 
involves digitizing their existing services and sales and communication channels 
(Moerel, 2019a, pp. 2.2-2.5). This provides efficiency benefits and usually better 
customer experiences, but this does not result in new business models and (therefore) 
also does not protect against disruption by newcomers. Disruption mainly comes 
from new providers taking the end user as the starting point (user-centric). They 
think of what the end user wants and then offer this as a service (usually for free). 
If it catches on (and a substantial user base is generated), they come up with a 
revenue model. Earning models are often indirect, whereby the service is free and 
revenues are earned from advertisements (advertising model). Established parties 
mainly think from their own products and services (product-centric) and then try 
to be customer-oriented. This is genuinely something else.

It is important to say that disruption of the centuries-old banking model involves 
much more than just digitizing existing services. As with each of the disruptors that 
have gone before, it requires an entirely new way of thinking. (Boden, 2019, p. 30)

Example: The Leasing Company

A leasing company offers companies leased cars for their employees and really 
tries to provide the best services, not only to the companies, but also to employees 
of those companies (e.g., by providing a handy app to organize fast maintenance 
services and breakdown assistance). However, the younger generation of employees 
does not want a leased car at all. They mainly want mobility (how do I get from 
A to B, both for work and in my private time). They want the freedom to take the 
train one time (maybe combined with a bike ride) and another time the car is the 
best option. The traditional lease model is therefore susceptible to disruption if 
other providers offer employers a combination of all these mobility services. The 
availability of (shared) cars then becomes part of the total service offering. If the 
leasing company succeeds in offering this combination service itself, it suddenly 
does not have just the companies as customers, but in fact has the many individual 
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employees as customers as well. As a result, many of the existing B2B (Business 
to Business) business models become B2C (Business to Consumer). This example 
can be translated to any sector.

Example: The Pension Sector

In the pension sector, the current focus is primarily on offering pension products, 
but, depending on the circumstances, it is not a given that this is the right solution for 
every participant. A user-centric model is based on individual financial life course 
guidance, whereby the question is whether a pension product is then part of the mix 
for each participant. The pension product then becomes one of the potential products 
in an integrated financial life course plan. The question, therefore, is whether the 
pension sector is becoming a provider of a component of integrated services provided 
by others, or if the sector itself is trying to be that integrator? A more correct name 
here would be C2B (Consumer to Business), where the consumers themselves shop 
for their ideal combination (Accenture, 2019, p. 1 & 22).

If user-centric thinking (including about consumer concerns) is taken even further 
for pension products, the following applies. Consumers are concerned about lack 
of insight into their finances when they retire. The trend of fintech is to make this 
transparent, so that consumers gain more control over their pensions. For example, 
there are various apps that offer a real-time integrated overview of all pension rights 
via an online dashboard (instead of consumers having to add up all annual overviews), 
provide insight into how much should be invested monthly based on current income 
and age to arrive at the desired pension at the desired retirement age (with different 
levels being offered), and automatically transfer monthly payments (or receive a 
prompt to make those payments with a few clicks). Examples of retirement apps 
are: Retirement Countdown, Retire Logix, PensionBee, Nutmeg and Moneyfarm.

Non-Transparent Bundling of Services and 
Cross-Subsidisation Between Services

Business models that are based on solidarity between customers or on cross-
subsidisation between products and services are vulnerable to disruption. Digitisation 
entails unbundling. Insurance is an example of a business model based on solidarity. 
In principle, everyone pays the same premium for a life insurance policy, and the 
premium is calculated on the basis of the common denominator. By giving people 
fitness bands, a person’s movement frequency can be measured (Khouri, 2015). 
This makes it possible to offer a so-called pay-as-you-live insurance policy, whereby 
people with better movement frequency pay less for their insurance. Personalization 
allows new providers to make cheaper offers to better customers (those who exercise 
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more). That’s how they are able to cherry-pick customers. Those who exercise 
less will stay with their existing provider. The consequence may be that expensive 
customers will remain with existing providers.

The online media are an example of disruption due to cross-subsidisation 
between services (Moerel, 2014, p. 16). Many new online news services are free 
and are paid for via advertising revenues. As advertisers pay by the click, what is 
published will be determined by what raises advertising income. That is often not 
high-quality content, but rather the flimsier, popular fare, while hard journalism tends 
to be more expensive to produce. The digital advertising model has in fact made 
transparent that traditional newspapers functioned on an invisible system of cross-
subsidisation between certain parts of the newspaper. Similar effects can be seen in 
TV programming, where there is cross-subsidisation between popular movies and 
documentaries. Now that programs are becoming available on a pay-per-view basis, 
it is becoming uneconomical to produce expensive documentaries (Deans, 2006).

How do we create high-quality content in a world where advertisers want to pay by 
the click, and consumers don’t want to pay at all? Nisenholtz, 2006 (Deans, 2006)

Example: The Pension Sector

Our pension system is based on solidarity and also contains cross-subsidizing 
elements, making it vulnerable to new service providers who want to cherry-pick. 
Consider the solidarity between young and old, compulsory industry-wide pension 
funds with large differences between companies in the age structure of participants 
and sick leave and pension funds where new schemes are introduced and the old 
and usually more expensive schemes are continued and reimbursed from a pay-as-
you-go premium.

Potential disruption, of course, plays a role in areas where the participants now 
have, or in the future will have, the freedom to choose whether or not to take out 
a supplementary pension product with their pension fund. Alternative providers 
will then make an estimate of the longevity risk based on algorithm-driven data 
analysis. These providers can then offer participants with, for example, an unhealthy 
lifestyle and a lower life expectancy a lower premium for a supplementary pension 
or a higher pension payment for the same premium (anticipating a shorter period in 
which the pension will have to be paid). Before you know it, a pension fund offering 
its participants an optional supplementary pension will attract participants with a 
high life expectancy and a high longevity risk, and, as a result, the product will not 
be viable. The advice here is to apply disruption yourself (to unbundle products and 
make them smart) before someone else does it for you.
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Uneven Playing Field or Lack of Sympathy?

New services –that are easy to use, tailored to the wishes of the user, and mostly 
free – generate (initially) a lot of sympathy from users. As a result, it seems that an 
uneven playing field has been created, whereby established companies (feel that 
they) are measured against stricter ethical standards than newcomers. A strategy of 
copying the models of newcomers is often met with resistance. Illustrative of this 
is where the Dutch-headquartered bank ING started a pilot program where it would 
provide customers with personalised offers based on analytics of payment data. 
ING requested consent for the processing of the payment data of the participants 
and complied with privacy laws. Despite this, the pilot program generated much 
commotion, and ING stopped the pilot program under pressure from the Dutch 
Financial Services Authority, the Dutch Data Protection Authority and public opinion 
(Wokke, 2014). This type of public reaction causes great frustration for established 
parties trying to innovate and also a certain level of paralysis. Newcomers, incidentally, 
struggle with a similar dilemma when, after first offering free services (and having 
generated a lot of sympathy), they want to introduce a revenue model (which erodes 
sympathy). For newcomers, it is a balancing act to retain the sympathy of their users. 
The difference is that established companies first have to gain sympathy for their 
digital services, which is a trickier sequence (Greenfield, 2012). I elaborate on this 
further in section ‘The Trust Paradox – How Can You Get To Know Your Customer 
Without Losing Their Trust?’ in the next chapter “How to Monetize Data Rules of 
the Road & Ethical Dilemma’s”.

The Expectations of Customers Are 
Formed by the Outside World

Digital developments are changing customers’ expectations (Boden, 2019, p. 24). 
The new services are not only digital but also data-driven (smart) and designed on 
the basis of User Experience (UX). People are getting used to services tailored to 
them and now expect this as well. For example, 35% of sales on Amazon and 75% 
of views on YouTube are generated by their recommendation engines (AI-driven 
predictions) (Solsman, 2018) (MacKenzie, Meyer, & Noble, 2013). The recent 
PSD2 legislation is giving the financial services sector a helpful hand, whereby the 
Google’s of this world also will be offering financial products. Citizens will think: 
“If a foreign company can make a financial service offer that fits my lifestyle and 
spending pattern exactly and that I can buy with a few clicks, why can’t my own bank 
or insurance company do that? Are they not there for me?” (Accenture, 2019) These 
are the situations in which people lose their faith in their existing relationships and 
become more likely to switch providers. According to surveys in the Benelux, up 
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to 40% of customers and users of Google, Apple, Facebook and Amazon (GAFA) 
would welcome the possibility of banking via these platforms. The percentages are 
even higher for investments and insurance (Accenture, 2017) (Banken.nl, 2018). It 
is a striking contrast that if ING wants to implement personalised offers, this is met 
with considerable social resistance. Many see in this the double standard discussed 
above. Contrary to what is generally thought, this phenomenon cannot be reduced 
to a double standard, but can be explained through ethics. You can anticipate and 
manage this. I elaborate on this further in section ‘The Trust Paradox – How Can 
You Get To Know Your Customer Without Losing Their Trust?’ in the next chapter 
“How to Monetize Data Rules of the Road & Ethical Dilemma’s”.

Division of Duties Hinders Innovation

Innovation requires a culture of openness and transparency, where mistakes can be 
made, dilemmas can be raised and discussed and joint decisions are made about the 
design of new services and the risks to be taken.

Supervisory authorities around the globe, typically consider the so-called three 
lines of defense model as best practice for risk management and internal control 
(European Banking Association’s, 2011) (Institute of Internal Auditors, 2018). This 
risk management model is based on a strict segregation of duties. The commercial 
departments are expected to innovate and ensure compliance for new products and 
services (first line). The compliance function checks for irregularities (second line). 
The audit department then reviews, post rollout (third line). This model is not fit-for-
purpose when it comes to digital innovation. In fact, this division of tasks inhibits 
innovation. Because new technologies are not fully regulated yet, it is difficult to 
perform a clear-cut compliance check.

Artificial intelligence (AI) in particular opens up a whole new range of design 
issues (van den Hoven, Miller, & Pegge, 2017, p. 5) and associated ethical dilemmas 
(Lotti, 2009-2010) (see, for examples of design issues and ethical dilemmas, section 
‘Design Choices And Ethical Dilemmas’below). 

To start with, large amounts of data are required for training AI, mostly from 
consumers and employees. The European privacy rules, in particular, the European 
General Data Protection Regulation (EU) 2016/679 (GDPR) require that new 
technologies which process personal data be developed based on privacy-by design. A 
Data Protection Impact Assessment must also be carried out, taking into account the 
potential impact for individuals and for society as a whole (e.g., a potential chilling 
effect on the liberties of individuals when using continuous monitoring techniques), 
i.e. ethics-by-design (Article 29 Working Party, 2018, p. 14).

Privacy-by-design and ethics-by-design are not about choosing between clear-
cut options, in other words, picking between pre-existing options A or B, but about 
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developing option C to mitigate the negative impact of a new technology on the 
individual and society (van den Hoven, Miller, & Pegge, 2017, p. 5).

Example: Application AI

We regularly see in the news that the application of self-learning algorithms leads 
to discriminatory outcomes. For example, Amazon stopped its AI recruitment tool 
in 2018 because it discriminated against female candidates. The robot was trained 
on the basis of CV’s that the company had received in the past. Because many more 
men than women work at Amazon, the algorithm quickly developed a preference for 
male candidates (Dastin, 2018). EU privacy rules require that deploying an algorithm 
should not lead to discriminatory outcomes. They also require companies applying 
algorithms for automatic decision-making - for example, automated rejection of 
a loan application - to provide individuals with meaningful information about the 
underlying logic and to an explanation of the decision, so they can challenge this 
decision (Moerel & Storm, 2019). At present, however, advanced forms of AI are 
still a black box - we do not know how algorithms come to their outputs. Innovation 
is therefore required to prevent discriminatory outcomes and ensure transparency 
and explanation (Moerel, 2018b). In fact, innovation at major U.S. tech companies 
currently is geared towards cracking this black box and developing new de-biasing 
techniques (Gunning, 2016). Various media recently reported that Google had 
tackled the black box problem with “explainable AI”, which is expected to be a major 
competitive advantage going forward (Kelion, 2019). In this example, innovation 
is at the very heart of ensuring compliance.

As first line, the commercial departments are responsible for developing option C. 
However, in my experience, they are often not capable of doing so in practice. This is 
also one of the findings of a study on the factors that undermine the smooth operation 
of the model in practice (Udding, 2016). This leaves the compliance department 
with no other option but to reject the innovation. In turn, boards of established 
companies (often encouraged by consultants) are led to think – incorrectly – that 
the company must be prepared to colour outside the lines to be able to innovate, 
when, in fact, the innovation needs to be directed at how to ensure compliance. 
Further, they often hold the belief that far-reaching compliance requirements are a 
barrier for newcomers, while my observation is that compliance requirements are 
ultimately not a barrier, but rather become the subject of innovation and disruption 
themselves. An example of this is that by now it has become clear that it is easier 
for the big tech companies to comply with strict GDPR requirements, resulting in 
a competitive advantage (Yueh, 2018). In my view, responsible innovation is only 
possible if the relevant compliance experts are part of the innovation team and if 
teams take joint responsibility for compliance.
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My conclusion is that the three lines of defense model prescribed by supervisors 
is, in this form, not suitable for achieving responsible innovation. Years of controls 
by the compliance function have undermined the self-learning capacity of the 
business to make contextual assessments and ethical considerations (Winter, 2018b, 
p. 170). Just like muscles, contextual assessments and ethical considerations wither 
away when not used (Moerel, 2018a). In current over-regulated sectors such as the 
financial sector, the reflex is now that if there is no rule that prohibits something, 
then it is allowed. In the words of psychologist Barry Schwartz (Schwartz, 2019) in 
his famous TED-talk: Moral skill is chipped away by an overreliance on rules that 
deprives us from the opportunity to improvise and learn from our improvisations.’ 
In currently highly-regulated sectors such as the financial sector, the reflex is that 
if there is no rule that prohibits something, that same thing is therefore allowed 
and does not require any moral considerations. (van de Loo & Winter, 2017, p. 6).

More and more rules replace the responsibility we feel for our behavior and its 
consequences for others with responsibility to comply with the rules. Increasing 
regulation generates a feeling that anything that is not prohibited is therefore 
permitted and does no longer require an assessment of the consequences of one’s 
own behavior for others. (van de Loo & Winter, 2017, p. 6)

Because new digital services present us with new ethical dilemmas, the new reality 
cannot be captured in rules (if that were possible). The business itself, with the help 
of compliance experts, should therefore develop these practical skills, challenge 
itself to develop the self-discipline to set the right moral course, and, at the same 
time, have the discipline to quickly recognize mistakes and stop them. In established 
companies, failure is often seen as a weakness. By contrast, tech companies see this 
as a strength, provided it is quickly acknowledged (fail fast). Illustrative here is that 
the CEO of Amazon systematically calls his company the ‘best place in the world 
to fail’ (Mac, 2016). A personal note here is that celebrating failure in these tech 
companies does not mean that poor performance is accepted. In these companies, 
celebrating failure is done by the absolute best of the best, in a corporate culture 
where there is only room for excellence. This is not something that can be copied 
easily and it requires compliance officers to get out of their comfort zone. Often, 
the warning with AI is that it will require our workforce to reskill and upskill. For 
compliance officers, this means they will no longer check for irregularities, but 
collaborate with the business and think out-of-the-box about new technical solutions 
to ensure compliance. Current compliance departments are not equipped for this. 
A frequently heard complaint is that if compliance is involved at the start of an 
innovation project, innovation will not get off the ground. Working with the Chief 
Privacy Officers of U.S. tech companies, my observation is that this position existed 
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much earlier in the U. S. (while no rule forced them to have this position) and that 
these officers are very business and tech savvy personalities who are more heavily 
a part of the innovation teams than in Europe, and also correspondingly are better 
paid. Here, too, the cost goes for the benefit. I conclude by noting that if companies 
have to adapt, supervisory authorities will have to adapt, too.

Design Choices and Ethical Dilemmas

Many digital services require the processing of personal data for which prior consent 
of the consumer (opt-in) is required under GDPR or for which an objection must be 
offered (opt-out). The online design of opt-ins and opt-outs (in jargon: the choice 
architecture) requires many design decisions in which ethical considerations must 
be made (Thaler & Sunstein, 2008, p. 3). Because the commercial interests of 
collecting as much data as possible are large, in practice all tricks available are used 
to entice website visitors and app users to opt-in (or to make it difficult for them to 
opt-out). The design thereby exploits the predictably irrational behaviour of people 
so that they make choices that are not in their best interest (Ariely, 2009). In 2018, 
the Norwegian Consumer Authority published a report on the bag of tricks of the 
three largest tech companies, see (Norwegian Consumers’ Council, 2018). A very 
simple example is that consumers are more likely to click on a blue button than a gray 
button, even if the blue one is the least favourable option. Telling is that Google once 
tested 41 shades of blue to measure user response (Holson, 2009). Before you think 
that we, as a company, would never do so, I would like to inform you that almost 
all established companies deliberately make it difficult for consumers to make their 
actual choice and seem to have little moral awareness of doing something wrong. 
If you would deliberately mislead someone in the offline world, everyone would 
immediately feel that this was unacceptable behavior (van den Hoven, Miller, & 
Pegge, 2017, p. 25). Part of the explanation for this is that GAFA have deliberately 
and systematically pushed the limits with their digital services in order to get their 
users used to certain processing practices (Zuboff, 2019, p. 159). Although GAFA’s 
privacy practices are now under investigation by privacy and anti-trust authorities 
around the world, we still see that these practices have obscured the view of what 
is or is not an ethical use of data. Although there are compliance rules, these rules 
mainly concern a floor that you cannot go under. Compliance does not yet mean 
that you as a company also take social responsibility and create long-term value. 
This requires reflection on the mission of a company and how to best fulfill that 
mission in a digital world. That seems simple and obvious, but it is not. I regularly 
see elaborate digital strategies that do not contribute (or are even contradictory) to 
the mission. Innovation is often taken outside the existing framework with the idea 
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that then only moonshot ideas can be developed. However, in the new digital reality, 
innovation must also be directed to continuing to achieve the mission.

Example: Mission of a Bank

If a bank’s mission is to enable people to make conscious choices for a healthy financial 
future (financial autonomy), then, as a board, you will also have to think about what 
digital financial autonomy actually requires. With new digital capabilities, that will 
at least mean that customers are provided with real-time insight into their finances 
and pension rights (which also integrates account information and pension rights 
with other institutions) so that they can manage their personal finances and pensions. 
As long as you do not offer this type of functionality, you do not give substance to 
your mission. We see that banks are taking the first steps in this direction, but this 
is often seen as a fun new digital gadget instead of a necessary step towards giving 
substance to the mission.

By way of illustration, I will provide a number of examples of new ethical dilemmas 
that arise in AI-driven digital services at the next chapter (“How Can It Be Done?”).

Risk of New Missteps

It is sufficient that the executive should have known that mistakes of the kind that 
occurred were probable (for example, when there are strong incentives to complete 
the job as fast as possible, the risk that safety may be compromised increases). In 
certain organizations certain patterns are common enough that we should expect 
a competent official to anticipate them and to take reasonable precautions to avoid 
them or at least to minimize their harmful consequences (Thompson, 2017, p. 36)

Because compliance is in the design of AI-driven solutions, important design decisions 
are made by data scientists. Individual design decisions can sometimes be perfectly 
logical at the micro level from the perspective of the data scientists, but can become 
problematic at the macro level in combination with all other microdecisions in the 
end result. Because so many individuals are involved in the development process, 
the problem of many hands arises, where nobody ultimately has the overview and 
feels responsible for the complete end result (Thompson, 2017). A problem that 
established banks have experienced with their Anti-Money Laundering compliance, 
and something many people will have wondered is: how is it possible that we involve 
so many employees for this and then come to this result? If development of AI-driven 
solutions and the design decisions involved are left to the innovation teams with 
data scientists (Thaler & Sunstein, 2008), there is a good chance that results will 
come out that are ultimately not in accordance with the mission and profile of the 
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company. Tech companies now have extensive experience with such missteps by their 
innovation teams and have their hands full with correcting these and making publicly 
apologies (Zuboff, 2019, p. 159). It is the task of boards to become aware of where 
things regularly go wrong with others and to provide direction thereon in their own 
organisation. Tech companies now do this with their Corporate AI Principles and 
internal ethics boards (Machmeier, 2018) (Pichai, 2018) (Sharron & Serwin, 2018). 
Some also experiment with independent ethics review boards (Thompson, 2017, pp. 
46-47). The idea behind setting up an independent ethical review board is that such a 
board can address the problem of the many hands (ironically, therefore, by actually 
adding more hands). In practice, I see that setting up an external independent ethical 
review board is not easy to integrate into current corporate governance. What do 
you do as a company when new critical digital services are labelled insufficiently 
ethical by such an external board? And, which independent expert wants to be on 
such a board? Illustrative is that in April 2019, Google announced its intention to set 
up an independent ethics board, only to cancel it within a week after heavy criticism 
of the proposed members (Wakefield, 2019).

Risk Assessment From a Business 
Perspective Is Not Sufficient

Privacy- and ethics-by-design require that the impact of innovations must be assessed 
on the basis of risks for individuals (and therefore society as a whole), and not 
only in the jurisdiction of the company, but also across borders (van den Hoven, 
Miller, & Pegge, 2017, p. 7). Established companies assess risks primarily from the 
perspective of the company itself, and on a jurisdiction-by-jurisdiction basis. This 
also requires a change of mindset. My experience is that newcomers find this easier 
because they usually develop a global platform and have a user-centric approach, 
addressing user concerns (the perceived negative impact and risks of services from 
established companies) in the new service.

Example: Concerns of Individuals That They Have 
No Control Over Their Financial Situation

Established banks are traditionally not very transparent about their earnings model 
and how the financial system functions exactly, with the idea that full transparency 
will ultimately only lead to a race to the bottom, which is not in their interest. 
Meanwhile, people who use financial services mainly worry that they have no overview 
of their overall financial situation and therefore cannot make informed decisions 
about, for example, their desired pension accrual. Research shows that emotional 
elements (and, in particular, reduction of anxious feelings) is an important factor for 
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the Net Promoter Score (NPS) and has more impact on such score than functional 
improvements in services (Bain & Company, 2018b, pp. 4-7). The research reports 
that almost all established banks score low on the fear reduction factor. Newcomers 
respond to this by offering apps that provide full transparency to their users about 
their integrated financial situation (regardless of through which bank or insurer their 
accounts, loans, mortgages and insurance have been taken out), which facilitates 
the creation of a personal pension plan.

Lack of Recognition Function and Impact AI

AI is often viewed as a smarter version of IT systems, in which a project team with 
data scientists is deployed to train the AI and get it into production. The function 
of AI, however, is, in its core, not the automation of business processes. The real 
progress and added value of AI is the ability to make cheaper and better predictions 
(Goldfarb, 2018) (Agrawal, Gans, & Goldfarb, 2018). If you look at AI through 
the economic lens of a reduction in the cost of predictions, it suddenly becomes 
possible to assess where the use of cheaper predictions can make a difference in the 
business operations. That is sometimes easy to imagine (how can distribution and 
stock management be optimised?), and sometimes it requires quite some imagination, 
because the real breakthrough that AI applications bring is actually devising how 
you can reformulate an existing problem into a prediction issue.

Example: Translation Software and Self-Driving Cars

For example, AI has made a breakthrough in translation software. Before AI, the idea 
was that for translating a text, the translation rules had to be programmed. Now, the 
issue has been reformulated into a prediction issue, and the algorithms are trained 
to predict the most likely translation. The same applies to self-driving cars. Instead 
of programming the traffic rules, an algorithm is now being trained to predict how 
a human driver would act in relevant circumstances.

Many companies do not systematically think through in which of its business 
processes cheaper predictions can play a role (or how some processes can be converted 
into a prediction) and therefore where AI can make a difference. And when AI is 
deployed, it is often treated as an IT development and implementation project, for 
which a project team is set up, which can be dissolved when the project is finished. 
The expectation is further that after the implementation of AI, fewer employees 
are needed for a task or that the same number of employees can generate more 
output. For example, if we can predict how to optimise distribution and inventory 
management, we need fewer people for that. These are misconceptions. In economic 
terms, algorithms also have their own complementary goods. When the price of coffee 
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goes down, the demand (and price) for sugar and milk goes up. The complementary 
goods of algorithms are data and judgements (making trade-offs on how to set up 
and apply the algorithms) (Agrawal, Gans, & Goldfarb, 2018, p. 15 & 18).

Data. Most companies think that they have lots of data, but practice shows 
that if an algorithm has to be trained to improve a business function, you require 
other or more data to train the algorithm properly. Because the circumstances are 
constantly changing, an algorithm will further have to be continuously updated 
with the latest data.

Example: The Call Center

Suppose a company wants to optimise the functioning of a call center (less time per 
caller and better answers). The expectation is that certain problems with products and 
services can be spotted and solved earlier. Until now, this has been done by having 
the call center operators write down notes of their conversations with customers 
and code the issues, but because the operators do not always use the right codes, 
it is difficult to make good analyses. The available data is therefore insufficient to 
train an algorithm. To be able to train an algorithm, the call center calls themselves 
must first be converted into data. This can be done, for example, by converting all 
conversations via voice recordings into voice data and applying speech and text 
analytics, so that problems and solutions can be identified. Because the topics about 
which customers call are constantly changing, the algorithm must be constantly 
updated with recent call data. Call center operators can then be provided with 
suggestions for answers in real time while having a conversation. Problems with 
products and services can also be identified almost in real time.

Judgements. Apart from the design choices and ethical considerations discussed 
earlier (see section ‘Design Choices And Ethical Dilemmas’), it is ultimately your 
employees who determine where you can best use predictions, which data you can 
best use for them and how you can generate them, what to do with the predictions 
once you have them and whether the people who have to apply the predictions on 
the floor are able to do so. Proper training and use of algorithms almost always 
requires re- and up-skilling of employees.

Example: Insure or Not?

A company wants to consider whether it makes sense to take out insurance for 
certain events. An algorithm can predict the risk of a certain event occurring and 
the costs involved. You would still have to consider what you will do with those 
predictions, which also depends on other measures that you can take to prevent 
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risks. In that case, the predictions of the algorithm are input for an assessment, but 
are not the assessment itself.

All in all, I see that initial expectations regarding cost savings and efficiency 
improvements are overestimated by boards and the impact on the organisation is 
underestimated. This is mainly due to insufficient thought being given to the impact 
of AI’s complementary goods. Implementation of AI applications is not a one-off 
IT project; it usually requires extensive adjustments by the organisation itself with 
regard to the data to be generated and assessments to be made.

When is AI a board issue? I noted earlier that companies often assess AI 
applications as an IT project and treat the associated risks as operational risks. 
This is not sustainable as soon as AI goes beyond increasing the productivity of 
tasks to implement the strategy and can have an impact on the strategy itself. The 
latter is particularly the case if the business model is based on a trade-off that can 
be influenced by uncertain factors, where predictions can be used to decrease the 
uncertainties, as a result of which the trade-off may tip in the other direction. Another 
example where deploying AI is a board issue is when applying AI in one part of the 
company also has an impact on other parts of the organisation, and where the skills 
required to make the assessments require a different design of the organisational 
structure (Agrawal, Gans, & Goldfarb, 2018).

Example: The Trade-off of the Amazon Business Model

Like other retailers, Amazon has a shop-then-ship business model and not a ship-
then-shop model. The latter model will generate more sales, but will also incur more 
costs due to returns. If the cost of returns is too high, the ROI of the traditional 
shop-then-ship model is higher than the ROI of ship-then-shop. By using better 
predictions, the uncertainty can be reduced for both sales (higher) and returns (fewer). 
As a result of better predictions, the trade-off may turn out in favour of ship-then-
shop. If Amazon were to implement this model, this would probably also have an 
impact on other parts of the company; for example, this could make it opportune to 
vertically integrate deliveries and returns, which are now mostly outsourced to third 
parties. (This example is from (Agrawal, Gans, & Goldfarb, 2018, pp. 156-157)).

What Is an Open Culture?

My impression, specifically for boards in the Northern European countries, is 
that they themselves have the conviction that they have an open culture (whereby 
everyone openly gives his or her opinion and a good discussion takes place), and 
that, as a result, there is a good culture for innovation. Speaking your mind, however, 
is not the same as having an open mind. As a rule, the boards of U.S. newcomers 
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are more open-minded. They listen to insights that are different from their own 
understanding of reality and ask further questions (which does not mean that they 
will then do what you say). The reactions of boards from established companies 
(and, in particular, those in the financial sector) are mainly characterised by ‘yes, 
but ...’, whereby an attempt is made to fit a new insight into what they already know 
(confirmation bias). By applying selective insights into existing knowledge in this 
way, an overestimation of one’s own digital savvyness is created. This results in a 
strong tendency to confirm the status quo and complicates out-of-the-box thinking 
and a can do mentality, which hinders disruptive thinking. Innovation in Northern 
European countries, therefore, seems to focus primarily on existing services and 
products. These countries find it more difficult to become disruptive themselves.

Digital Is Not Expertise but Is the Business

Few boards have enough combined digital expertise to have meaningful digital 
conversations with senior management. (…) The solution isn’t simply to recruit 
one or two directors from an influential technology company. For one thing, there 
aren’t enough of them to go around. More to the point, digital is so far-reaching – 
think e-commerce, mobile, security, the Internet of Things (IoT), and big data – that 
the knowledge and experience needed goes beyond one or two tech-savvy people. 
(Sarrazin & Willmott, 2016, p. 2)

The board determines the digital strategy. At established companies, boards are 
currently insufficiently equipped for this (Weill, Apel, Woerner, & Banner, 2019b, pp. 
4-5) (Stephenson & Olson, 2017) (Bonnet, 2014) (Merrill, 2019). Every digital strategy 
will require change management, and I would even say transformation management. 
Change management is already a disruptive affair under all circumstances, which 
requires a lot of commitment, perseverance and insight from the leadership (van de 
Loo & Winter, 2016, pp. 3-5). Not only can the change itself fail, but failure usually 
also means a decline in the authority of leadership. Transformation challenges are 
about questioning and adapting long-held views and behavioural patterns (van de 
Loo & Winter, 2016, p. 4) (Heifetz, Grashow, & Linsky, 2009) (van de Loo, 2010). 
The inclusion of a digital expert as a member of the board is not sufficient to achieve 
this (Merrill, 2019, p. 2). Digitisation is not support for the business, but by now has 
become the business itself. For a digital strategy, all relevant aspects must be considered 
in combination, including behaviour, culture, risk management, ethics, compliance, 
strategy execution, decision-making and leadership (van de Loo & Winter, 2016, p. 
4). To steer this in the right direction, both executive and non-executive directors 
must have in-depth knowledge and experience to be able to build up the digital 
dimension of the company and to monitor its quality. This cannot be left to a newly 
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appointed (or to-be-appointed) digital director or chief digital officer or external 
advisors (Valentine & Stewart, 2015). The MIT Sloan study shows that companies 
with boards that have at least three digital savvy members show significantly better 
financial results (the value add above three was small) (Weill, Apel, Woerner, & 
Banner, 2019b, p. 6). A quote from the report (Weill, Apel, Woerner, & Banner, 
2019a, p. 1): ‘As one director commented: A single digital savvy director in the 
boardroom risks feeling lonely and misunderstood. To effect change at the board 
level, there must be a critical mass of directors who truly understand’.

In the words of the introduction: with a minimum of three board members, it is 
possible to develop a common language and common principles so that a meaningful 
discussion can take place. The other board members will have to sufficiently master 
this language and these principles to be able to participate in the discussion in a 
meaningful way. This means that the entire board must commit to digital education. 
In U.S. companies, we do see that boards set up technology & cybersecurity 
committees, through which new technologies are assessed from both a risk and an 
opportunity perspective, including cybersecurity risks (Ferracone, 2019). Research 
also shows that an increase in the frequency of interaction within boards leads to a 
better balanced discussion about both the opportunities and risks of new business 
models (Kark, Puranik, Leatherberry, & McCormack, 2019) (Sarrazin & Willmott, 
2016, p. 6). For some companies, cybersecurity is assigned separately to the audit 
committee, but it is difficult to assess this element separately from new technologies 
(because cyber risks are intertwined symbiotically) and risks need to be assessed in 
the entire context of business operations (Ferracone, 2019).

Short-Term KPI and Reporting Cycles

Established companies are often stuck in their traditional short-term reporting cycles 
and expect investments to generate immediate revenues or savings, while new business 
models are first aimed at achieving the largest possible user base and only in time 
introduce a (mostly indirect) earnings model, which requires a longer-term vision. 
Established companies sometimes overcome this issue by developing digital innovations 
outside the existing context and, for the time being, not formulating revenue and profit 
targets. That seems logical, but the real point here is that where business models are 
going to transform, another way of reporting should be devised to express the value of 
the new business models (Sarrazin & Willmott, 2016). This is something different than 
adjusting sales and profit expectations downwards. Furthermore, I am not an expert on 
remuneration policy, but it seems clear to me that where variable rewards are mainly 
related to annual profitability for shareholders, digital innovation will suffer.KPIs and 
remuneration policies should be geared towards successfully introducing innovations 
that are valued by existing and new customers for their added value.
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CONCLUSION

History shows that whenever a new technology is introduced, society needs time to 
adjust. As a consequence, at this time the internet is still driven by the possibilities 
of technology rather social and legal norms (Moerel, 2014, p. 21).This inevitably 
leads to social unrest and calls for new rules. An illustrative example here is that in 
2010, Mark Zuckerberg (CEO and founder of Facebook) caused quite a stir when 
he publicly announced that the end of privacy was in sight (Johnson, 2010).

People have really gotten comfortable not only sharing more information and different 
kinds, but more openly and with more people. That social norm is just something 
that has evolved over time. M. Zuckerberg, 2010 (Johnson, 2010)

However, in March 2019 (following the Cambridge Analytica data analysis 
scandal), Zuckerberg requested that the U.S. senate regulate tech companies (Miller, 
2019) and further announced a complete overhaul of Facebook’s privacy features: 
The future is private . . . and that’s the next chapter for Facebook (Hassan, 2019). 
From privacy is dead to privacy is the future. My point here is that not only are 
technical developments moving fast, but also that social standards and customer 
expectations are evolving and that it will take years before we will have a somewhat 
clear and predictable new regulatory framework. This requires that boards be well 
tuned in to these developments to determine a digital strategy that does not fall into 
the same pitfalls as the tech companies. Digital is not a communication channel or 
a specific expertise; it is, by now, the business itself. It is not possible to manage a 
company without knowledge of the business.

The new digital possibilities require that the mission of a company is given renewed 
substance and that innovation is directed to that end (it is not a free playground). 
New ethical dilemmas must be identified and thought through, and the organisation 
must be trained accordingly. If change processes and cultural changes are needed to 
run the business, boards must ensure that these are implemented.

Boards must therefor recognise that their view of what real disruption entails 
and how innovation can be realised is hampered not only by the legacy of their 
IT systems, but also by the legacy of the set-up of the compliance function, the 
existing dominant language in boards aimed at financial parameters and control, 
short-term (financial) KPIs and reports, a remuneration policy aimed at profitability 
for shareholders and a culture in which it is difficult to fail.

This means that there is a fundamental need to think differently about risk 
and control, as well as about financial translation of the new business models and 
reporting on them. This requires a different look at the organisation’s own strengths 
and weaknesses, the willingness to take joint responsibility for risks and, at the 
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same time, the discipline to quickly recognise mistakes and subsequently stop 
them. This requires a substantial reinforcement of the internal culture, not from a 
perspective of Corporate Governance Codes to combat irregularities (that quickly 
goes towards more control and compliance), but rather a focus on self-discipline 
and a culture of effectively challenging each other. This requires a different structure 
from the predominant three lines of defense compliance model and also a different 
remuneration policy, whereby the focus is on achieving innovation that actually 
offers added value for customers.

This can only be accomplished if boards look forward, which is only possible if 
they delve deeper into the strategic issues. As a result, non-executives directors are 
getting closer to the business than in the past, instead of assessing (financial) results 
as a reflection of the business (from the rear-view mirror). The roles of executive 
and non-executive directors will therefore come closer together and will have to 
calibrate a new mutual relationship.

With respect to current corporate governance, this means that the traditional 
profiles of non-executives being mainly former management executives from the 
old world is currently not fit for purpose. Boards will have to develop a strategy 
to make the board more digital savvy (Weill, Apel, Woerner, & Banner, 2019b, 
p. 3). Room must be made for a relevant number of digital savvy board members. 
Because they probably have less experience in more traditional areas of expertise, 
more intensive onboarding will have to take place, also to guarantee a cultural fit 
with the board and the company. In the meantime, enough digital knowledge must be 
present in board meetings (for example, by having digital experts from management 
or external advisors temporarily join), and training programs must ensure that all 
members acquire sufficient digital working knowledge.

The reflections above do not lead me to the conclusion that a two-tier board is 
unsuitable for coping with the digital transformation. There is also no compelling 
reason to switch from a two-tier to a one-tier board model. In both types of board 
models, the big challenge is to focus the dialogue between executives and non-
executives on the future. In the rear-view mirror, you will never perceive the future, 
no matter how you design the corporate governance of companies.

I conclude with the observation that if boards of established companies have to 
manage and supervise differently, this will also apply to their external supervisory 
authorities. As long as external supervision does not innovate, it will become 
particularly difficult to scale up the innovations that have been developed outside 
the existing context within the existing context.
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KEY TERMS AND DEFINITIONS

Confirmation Bias: An attempt to fit a new insight into what is already known. 
Confirmation bias is part of the field of bias and hereustics that guide our mental 
processes to arrive at quick interpretations and conclusions. For information about 
the confirmation bias in decision-making, see (Kahneman, 2011).

Digital Savvy: ‘An understanding, tested by experience, of how digital technologies 
such as social, mobile, analytics, cloud, and the Internet of Things will impact 
how companies will succeed in the next decade’. Digital savviness is based on an 
inventory of actual education and work experience as reported in the CVs of board 
members (Weill et al. 2019b, p. 3).

Net Promotor Score: An index measuring the loyalty of a customer to a company 
through the question: How likely are you to recommend the service or product to 
a friend or colleague? The NPS is also a good indicator of profitability. Banks that 
lead in Net Promoter Score®, which measures the likelihood that a consumer would 
recommend the bank to others, outperform laggards in net interest income growth 
(see Bain & Company, 2018b, p. 2).

Paradigm Shift: A revolution in science that leads to a dramatically different 
image of reality, through a fundamental change in the basic concepts of a scientific 
discipline. It is usually only in retrospect when the supporters of the old scientific 
worldview have lost their influence and power that a real conceptual revolution 
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can be achieved. The concept paradigm shift was first coined and described by the 
U.S. physicist and philosopher T. Kuhn, The Structure of Scientific Revolutions, 
Chicago: UCP 1962.

PSD2: The Revised Payment Services Directive, which allows consumers to give 
fintechs permission to use their payment details for new financial services (also 
known as open banking). Google was one of the first to be licensed under PSD2 
(see www.irishtimes.com/business/technology/google-gets-go-ahead-from-central-
bank-for-payments-1.3747901).

Status Quo Bias: The phenomenon where people tend to stick to their current 
situation.

ENDNOTES

1  Both are important elements in the best practice provisions of for example 
the Dutch and UK Corporate Governance Codes (CGC). See in the Dutch 
CGC best practice provision 1.1 for the principle that the management board 
is responsible for the continuity of the company and must focus on long-term 
value creation for the company. See also best practice provision 1.1.1, which 
states that the management board should develop a strategy, paying attention 
to other aspects relevant to the company, such as the environment, social and 
employee-related matters, the chain in which the company operates, respect 
for human rights and fighting corruption and bribery. See in the UK CGC best 
practice provision 1, in particular principle A, which provides that the role of 
the board is to promote long-term sustainable success of the company; and 
principle B, which provides that the board should establish the company’s 
purpose, value and stragey and satisfy itself that these and its culture are 
aligned. See also subprovision 1.1, requiring the board to assess and monior 
culture and when not aligned with purpose, values and strategy, to ensure that 
corrective action is taken.

2  The cave allegory (Plato, 2017) is about prisoners chained in a cave, who have 
a limited view of reality (only able to hear echoes of voices and see shadows 
from the world outside). The allegory illustrates that people can only see life 
from their (limited) perspective and that they then assume that this is reality. As 
a result, their conversations can only be about their perception of this reality. 
If a prisoner were to break free from the chains and gain experiences in the 
upper world and then return, these experiences would be incomprehensible to 
the other prisoners because their language only refers to shadows and echoes.
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PROVIDE ADDED VALUE WITH DIGITAL SERVICES 
AND CUSTOMERS WILL PROVIDE MORE DATA

Despite all obstacles, established companies certainly do not have an impossible 
starting position compared to the newcomers. They usually have large numbers of 
established customer relationships with associated customer data and often enjoy 
the trust of their customers. Training algorithms requires a great deal of high-quality 
data, something that established companies have a head start on. With the Cambridge 
Analytica data analysis scandal, many people are now aware that the price tag of 
new digital business models and personalised offers is usually their privacy. Here 
are opportunities for established companies. You can use data in a fair way. This 
requires a different mindset, whereby the higher expectations of consumers vis-à-vis 

Lokke Moerel
Tilburg University, The Netherlands

How to Monetize Data:
Rules of the Road and Ethical Dilemmas

ABSTRACT

This chapter is a continuation of the preceding chapter, where the author discussed 
the obstacles encountered by established companies when wishing to transform 
their business models and provides suggestions for improvement of their corporate 
governance to better navigate the digital transformation. In this chapter, the author 
provides practical rules of the road for how established companies can monetize their 
data including some pitfalls for established companies and discusses a number of 
ethical dilemmas that companies have encountered in practice when implementing 
new digital technologies and services.
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established companies are not perceived as an (unjustified) double standard (see 
section ‘Uneven Playing Field Or Lack Of Sympathy?’ in the preceding chapter “The 
impact of IR4 on corporate governance of listed companies”), but are embraced as 
a positive. High expectations mean a high level of confidence, which is a positive 
distinguishing factor in the competition with newcomers (Accenture, 2017).1

The most important thing is that customers feel that their data are being used to 
make the services better for them, and not just for companies to earn extra income 
from them through personalised advertising. Trust, good security and privacy are 
strong assets online. Research shows that people are willing to share data when 
personalised value-added services are provided in return (Accenture, 2019, p. 32). 
In contrast, lack of data security and privacy are the main causes of loss of trust 
(Accenture, 2019, p. 36).

A study by the Dutch Consumers’ Association (Consumentenbond, 2019) 
shows that consumers are relatively satisfied with their banks, although there are 
major differences, and the big three (Rabobank, ABNAMRO and ING) score the 
lowest. The main reason for this is the ratio of costs and the fact that customers of 
these banks feel that the bank’s self-interest and making a profit are paramount. 
This outcome is really the worst possible combination of the old and new worlds 
and therefore is a recipe for disruption. Rather than capitalising on their existing 
relationships and their trust, their online services actually undermine their potential 
competitive advantage. The Dutch online bank Knab stands out in a positive way. It 
is no coincidence that this online bank was set up outside the established company 
(Aegon) with a user-centric business model. Knab, for example, gives a notification 
if a better deal is available for its customers (for example, higher interest rates for 
savings accounts, a better mortgage rate or insurance premium), even if that other 
product does not belong to Knab itself.

In any event, established companies will have to follow this route. The consent 
requirements have been tightened under GDPR. Permission must be given freely, which 
means that, for example, access to an online service may not be made dependent on 
giving permission for profiling for commercial purposes (for example, by including 
this in the website conditions or privacy policy) (Art. 7(4) GDPR). If permission 
must really be freely given, then you must make it very attractive for the consumer 
to give permission. In other words, you will have to offer an added-value service 
that consumers want so much that they give you permission to collect and process 
their data for it. Large tech companies are constantly inventing new services with the 
central aim of generating even more data and thus being able to profile customers. 
This used to be mainly online, but now these companies are focusing on services and 
connected products in the offline world to generate data, such as our cars (connected 
and soon autonomous cars), our living environments (smart homes) and our bodies 
(wearables and implantables).
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The Trust Paradox – How Can You Get to Know 
Your Customer Without Losing Their Trust?

Yesterday, Trustworthyness was good enough. Today, only trustability will do. 
(Peppers & Rogers, 2012)

One of the most important differences between the old and new worlds is increased 
transparency (Gillin, 2007, p. 14). Where, in the past, a salesman in a physical store 
could get away with charging different prices to customers (for example, less of 
a discount for customers entering the store in their business suit), this is quickly 
discovered online, and differential pricing often leads to online outcries (for example, 
when it becomes clear that airline fares are differentiated based on a customer’s 
type of laptop and search history (e.g. a higher fare if the customer logs on with 
an expensive laptop directly to the airline site rather than through a discount site). 
Complaints about this quickly go viral, especially if they are recognisable or are 
humorous (Peppers & Rogers, 2012, pp. 96-98). The consequence of this increased 
transparency is that our collective tolerance for unreliable behaviour has decreased 
online. (Peppers & Rogers, 2012, p. 6 & 24).

Knowing that a customer’s interest is not being well served and doing nothing about 
it is untrustable. Not knowing is incompetent. (Peppers & Rogers, 2012)

In short, it is more difficult to gain customer confidence online. Because 
customers often have no personal contact, every online indication of self-interest 
is quickly labeled as unreliable. (Zuboff, 2019) describes this strategy in detail and 
has coined it surveillance capitalism. You will therefore have to show active and 
visible reliable behaviour. You win online trust by actively watching out for [your] 
customers’ interests, taking action when necessary to protect those interests (Peppers 
& Rogers, 2012, p. 21). This requires proactive steps to ensure that customers do not 
make mistakes in their online order or overlook a service or benefit, e.g. a telecom 
subscription that would better fit their calling pattern (Peppers & Rogers, 2012, p. 
6 & 24). For knowing your customer you need to analyse your customer data, to 
know when a subscription is up for renewal, what type of subscriptions a customer 
has (mobile, fixed) and the customer’s data use patterns, in order to match the best 
subscription package. But the more customer data a company processes, the more 
the customers feel they’re being watched, which may have a negative impact on trust. 
So the question is: how do you get to know your customers, without losing their 
trust? Knab does this smartly by giving existing customers a signal if they miss out 
on a benefit (even if this means switching to a third-party mortgage).
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The Pitfall for Established Parties: ING BANK

In the introduction, I indicated that a strategy of copying elements from the models 
of newcomers usually has an adverse effect. A striking example is the storm of 
protests (including from the Dutch Financial Supervisory Auhtority and the Dutch 
Data Protection Authority) that arose when, in 2014, ING announced its intention 
to analyse payment data of its customers for purposes of personalised offers from 
third parties (Wokke, 2014). The processing in question was privacy compliant (ING 
requested prior consent from its customers), but encountered considerable social 
resistance. Under pressure from the supervisory authorities and public opinion, ING 
stopped the pilot program. In May 2019, there was again controversy when ING 
announced it would start analysing online payment data for personalised offers, this 
time for its own products and services only. This time, ING offered its customers 
an opt-out option, which has raised complaints that this is not privacy compliant 
(Autoriteit Persoonsgegevens, 2019). But even if offering an opt-out option would 
be privacy compliant, my prediction is that social resistance will continue.

The social resistance can in both cases be explained in light of previously discussed 
principles. Consumers are very aware of the trade offs that newcomers offer. The 
trade off provided by newcomers is free user-centric, data-driven services (benefit), 
with an indirect earnings model of personalised advertisements (privacy invasive). 
The new services make it worth giving up privacy and having to accept the nuisance 
value of personalised advertisements. Established providers like ING, in this example, 
try to have their cake and eat it too: they offer paid services (the costs of which are 
constantly increasing), and they also carry out personalied advertisements (impacting 
privacy), the revenues of which the bank exclusively benefits. The misconception 
of established parties seems to be that personalised offers provide a value-added 
service for the user, but this is not how the average consumer experiences online 
advertising. This perspective only changes if the relevant offers are mostly for 
products that consumers already buy and for which they then get a discount (such 
as Knab giving a signal if a service already purchased can be obtained cheaper). In 
marketing jargon, these are called thank you offers. The examples that ING gave 
with its announcement showed that they mainly intended to make offers for other 
products (in marketing jargon: up-sell offers). The above can also be explained 
from an ethics standpoint. One of the most important rules of ethics is the human 
centric principle, whereby people should not be used as a means to an end (as an 
instrument), but should always be considered an end in themselves. If personal data 
are considered to be extensions of the individual (after all, it is a human right), then 
the exploitation thereof for the sole benefit of the company is the use of peoples’ 
data as a means to the company’s own purpose. Offering an opt-out option (and 
certainly if it is purposely made difficult to exercise, as in the case of ING) does not 
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help to remove societal resistance, even if it were legally compliant. With a history 
of lack of customer trust in the banking sector, this action will be seen as a sign of 
self-interest, and trust will erode further.

The pitfall for existing companies is that they often sit on a mountain of data 
that are a by-product of their existing services (for example, the payment data of the 
banks are a by-product of their bank account service). The solution for established 
companies is to stop thinking that they sit on a gold mine of data that is waiting to 
be monetised. These are precisely the data that the consumer believes were obtained 
in the context of a paid service and should therefore not be additionally profited 
from (as the bank already received a fair compensation). Privacy rules also create 
a barrier, because data that have been collected in the context of the exercise of 
an agreement may not be processed for other commercial purposes. In this case, 
data protection regulation requires that an opt-in must be obtained for profiling for 
purposes of sending personalised offers. To avoid this, the question that established 
companies must ask themselves is: which new digital added-value services can we 
offer, which require data analytics and which will the consumer want so much that 
they will give us permission to collect and analyse their data.

The Control Paradox – Give Users More 
Control and You Will Receive More Data

Research shows that if you provide individuals with more control over their information 
(i.e. increasing their privacy protection), they actually end up providing you with 
more personal information (decreasing their data protection) (Moerel, 2014, p. 46) 
(Brandimarte, Acquisti, & Loewenstein, 2014). This is called the control paradox. 
For example, if you provide individuals with access to their profile (i.e. 53, married, 
likes to hike, two children, etc.) through a privacy dashboard, individuals do not 
delete their profile (because it can still be done tomorrow), but actually correct and 
supplement this information (I have three children, and I also play tennis!). Another 
example is that if individuals feel that they have control over their data (just imagine 
a company actually getting proper data protection compliance in place), they are 
inclined to entrust more data to such company, which de facto leads to less protection. 
A similar paradox is known in other fields. An example here is the introduction 
of safety belt legislation. This did not lead to the expected reduction in fatalities, 
as people felt more secure with their safety belt and drove less carefully (Moerel, 
2014, p. 47) (Janssen, 1994).

We see that this paradox is applied by GAFA, for example where Facebook 
now offers users the option to delete their entire account in one go and where all 
GAFA users are now offered a privacy dashboard. This gives people a sense of 
control, as a result of which they do not choose to erase their profiles. In any case, 
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it may be clear that new digital players have set completely different communication 
expectations, as a result of which users expect active choice and self-service options 
in their personal digital environment.

The Pitfall for Established Companies

Here too copying elements from the models of newcomers usually proves 
counterproductive. Where established companies are going to digitise their processes 
from an efficiency perspective, they often start offering customers self-service options. 
It saves a lot of time and cost if your customers do things themselves! However, if 
self-service options are not accompanied by innovations in user experience (UX), 
the move to self-service is perceived by customers as a sign of pursuing self-interest 
by the company (which it is). This is nicely illustrated by the survey of the Dutch 
Consumers’ Association cited above, where lack of confidence in the three major 
banks is explained by customers as: prices keep going up while we have to do more 
and more ourselves! Here, customers see self-service as a means to cost savings rather 
than experiencing self-service as a value-added service (Consumentenbond, 2019). 
As long as digitisation by established companies is seen primarily as an efficiency 
measure rather than a better UX, it will be difficult to convince their customers that 
they are keeping up with new times, and all initiatives will be viewed with distrust. 
It is up to the companies themselves to bring about a change in thinking because 
only then will their initiatives be viewed by customers as authentic.

EXAMPLES: ETHICAL DILEMMAS

Dilemma 1. The risk department of a financial institution develops an algorithm to 
predict the likelihood of non-compliance with payment obligations of its customers. 
Divorce appears to be a large predictive indicator for non-compliance with payment 
obligations under loans and mortgages. The algorithm can predict the chances of a 
client getting a divorce based on data on social media. Will you include these data 
as a factor in decision-making?

Reflection. The privacy rules require transparency about what data you collect 
and analyse and for which purposes you do so. The transparency requirements are 
often a reason not include this factor in decision-making, as it is likely to be met 
with resistance from customers (the result of the analysis will be that the company 
is more likely to sooner realise that a relationship is going to end than the customer 
itself). Although the United States does not have direct rules for this, companies 
in practice apply the smell test: what would it feel like if this would appear in the 
newspaper tomorrow? Do I have a convincing story to explain, or do I really look 
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bad? If the latter is the case, then secrecy is not an option. Sometimes it is an option 
to be open with customers, for instance by indicating that you can conduct a risk 
analysis for payment problems in which all kinds of factors play a role and that, with 
higher scores, the customer can be given a signal and assistance can be obtained 
to put things in order.

Dilemma 2. A financial institution has developed an authentication tool that – on 
the basis of analysis of online behavioural characteristics (interaction patterns with 
devices, preferences for test use, hand-eye coordination, hand-vibration, pressure 
exerted on tests) – creates a detailed behavioural profile of account holders, based 
on which an account holder can be recognised if he logs in to his or her online bank 
account. If the person logging in shows deviant behavioural characteristics, a further 
identity check is first carried out (to prevent fraud). The algorithm also appears to be 
able to predict changes in emotional state of mind (increase or decrease in agitation, 
concentration, uncertainty) and can therefore be used to monitor risk indicators in 
the state of mind of flash traders (Levin, 2017). The department’s best flash trader 
shows a sharp rise in risk indicators, but his trading patterns are the same. Do you 
also use this tool for monitoring? Do you intervene based on the results?

Reflection. Monitoring behavioural characteristics for fraud detection is in the 
interest of the relevant account holder and can be done in a fully automatic manner. 
Only if a fraud report comes in (someone logs in to an online banking app that does 
not have the characteristics of the legitimate account holder) is further investigation 
needed. This investigation then concerns the fraudster and not the account holder 
involved. This form of online behaviour monitoring is contained and will not have 
a relevant negative impact on the account holder concerned. The use of the tool for 
monitoring the behaviour of flash traders involves the continuous monitoring of 
an employee in his or her daily activities, whereby action can be taken by a direct 
supervisor. Research shows that employees who are under constant monitoring 
experience less autonomy and therefore less job satisfaction (Chrirkov, Ryan, & 
Sheldon, 2011, p. 228). Instead of having the supervisor carry out monitoring, the 
tool could also be used to give feedback to the flash trader if the risk factors so 
dictate. With extreme scores, a ping could be sent to HR or a coach to assess whether 
there is reason for the flash trader to take a break temporarily. This would be in the 
interest of the employee himself or herself.

Dilemma 3. There is a shortage of a critical prescription drug from a major 
pharmaceutical company. There are many complaints due to shortages, but in some 
places, there are excess supplies of the drug. An algorithm is developed to predict 
demand and to optimise distribution. The algorithm works well; fewer products 
remain and the number of complaints is drastically reduced. Management is full of 
praise for better distribution and also an increase in drugs turnover. After a month, 
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a data scientist discovers that the algorithm avoids distributing the drugs to certain 
zip codes. What do you do as a data scientist?

Reflection. There must first be an investigation into the cause of the avoidance 
of certain zip codes. The investigation shows that the zip codes all concern 
underprivileged neighborhoods. The reason for this is that medication loyalty 
in these neighborhoods is lower than in better-off neighborhoods. As a result, 
critical medicines are sometimes not collected from pharmacies. Investigations 
further show that the explanation for the decrease in complaints is that patients in 
underprivileged neighborhoods are less likely to complain (we are not listened to 
anyway). The consequence of the redistribution steered by the algorithm is it can 
lead to newspaper headlines: pharmaceutical company gives critical drugs to the 
rich at the expense of the poor. What is striking here is that the data with which the 
algorithm is trained does not seem sensitive at first sight (these are not personal data, 
but hard distribution data from the pharmacies), while applying the algorithm can 
nevertheless lead to discriminatory outcomes. Another observation is that algorithms 
often provide insight into certain factors, which, once you know them as a company, 
can thereafter not be ignored. If it becomes clear that medication loyalty for critical 
medicines is lower in certain population groups, what societal role does the company 
have? Should it collaborate with the pharmacies in the neighborhoods concerned 
to increase medication loyalty in this patient group or redistribute the medicines in 
order to get the most from the available stock?

Dilemma 4. An algorithm shows that women who are pregnant are substantially 
more sensitive to life insurance offers. As soon as the pregnancy is over, this sensitivity 
is gone. As a marketer, are you going to target pregnant women with personalised 
offers for life insurance?

Reflection. There are different kinds of predictions (Moerel, 2014, p. 11) (Kerr 
& Earle, 2013, pp. 48-49). Preferential predictions predict preferences. Preemptive 
predictions are predictions that are intentionally used to diminish a person’s range 
of future options. Examples include exclusion from insurance or rejecting a loan. 
This form of forecasting generally has more implications for the position of an 
individual than when someone receives a commercial offer based on previous 
preferences. In the latter case, the individual then has the option of whether or 
not to accept. The dividing line between preferential predictions and preemptive 
predictions is sometimes difficult to draw, especially when predictions are used 
for marketing, especially in cases of so-called influential marketing or persuasion 
profiling. Although, strictly speaking, these forms of marketing do not take away 
options from individuals, individuals are influenced in their choices to such an extent 
(for example, because of their inherent sensitivity to bargains) that it is difficult to 
speak of preferences and making choices. This form of prediction does not take the 
perspective of the individual (does he/she actually want this offer?), but takes the 
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perspective of the company making the offer. The latter uses the personality traits 
of the individual (e.g. sensitivity to bargains) and often not previous preferences. 
Although no future options are excluded, this type of marketing may have negative 
implications for individuals.
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ENDNOTE

1  The study identifies three customer profiles, with different loyalty triggers, 
from which it can be deduced that the best starting position in competition is 
for financial service providers who are able to offer innovative digital services 
while maintaining a high level of customer service and trust (on acting in the 
interests of customers and protecting privacy). This is confirmed in (Accenture, 
2019) (where four customer profiles have now been identified).
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A BRIEF HISTORY OF ANALYTICS

The INFORMS definition of Analytics as: “the scientific process of transforming 
data into insight for making better decisions” is broad. Analytics has come to bear 
finance, operations, and economy connotations only since late last century. Mid-
century references are mainly to Aristotle’s philosophy, and in 1940 the book titled 
“Brief Course in Analytics” related to geometry (Hill, 1940). Searching Google 
Scholar for papers with “Analytics” in the title, one appears in The American 
Economic Review in 1957 (Bator, 1957), and then it starts popping up in other 
economics journals (Tedford, 1964). It was used in the domain of decision analysis 
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The Analytics Asset

ABSTRACT

We can treat analytics as a multi-discipline profession because the body of 
knowledge required for analytics has become extensive, and businesspeople have 
started to designate teams and departments as being specialists in analytics. An 
ecosystem of service providers has evolved for this profession, including conferences, 
degrees, consulting services, certifications, etc. Analytics is best understood as an 
organizational asset that is used to improve decision making and execution. This 
chapter outlines the analytics landscape and aims to help organizations gain a 
shared understanding of issues that must be addressed to plan, build, and use the 
analytics asset.
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when, in the 1970s, Thomas L. Saaty labeled his technique for analyzing complex 
decisions as the “analytic hierarchy process” (Analytic hierarchy process, n.d.), 
and in the same decade it started getting used in medical and engineering journals.

The Systems and Procedures Association of America (SPA), chartered in 1947, 
gave impetus to industrial engineering and operations research. The members of the 
association called themselves the “systems men”. The systems men quickly aligned to 
the use of computers in government and companies. The “management information 
system” (MIS) concept debuted in 1959 at a conference sponsored by the American 
Management Association (Haigh, 2001). The MIS concept, a grand design for data-
driven management, can be treated as a predecessor for “analytics” for the industrial 
engineering and operations research communities. By 1968 it was already facing a 
backlash from being overhyped. In the 1980s, terms such as managerial computing, 
decision support systems (DSS), or executive information systems (EIS) served to 
rebrand and de-scope the MIS idea into more feasible applications.

Progress in technology, however, was making the enterprise-wide dreams of 
MIS feasible. In 1988, IBM researchers published the first paper for an “enterprise 
data warehouse” (Devlin, 1988), and in the 1990s companies constructed expensive 
data warehouses (DW). The Data Warehousing Institute (TDWI) was founded in 
1995. The “business intelligence” (BI) term was brought into use in the late 1990s 
as a label for new reporting technologies, and both BI and DW became aligned to 
the Information Technology discipline.

The return of “artificial intelligence” (AI) is the big change for Analytics today. 
Along with “machine learning” (ML), an AI technique, it has become a huge part 
of the Analytics conversation, overshadowing other aspects. AI is associated with 
the computer science community, and while AI technologies steadily progress and 
permeate the economy, they are also subject to boom and bust cycles (History of 
artificial intelligence, n.d.).

Analytics, therefore, is used by different disciplines to deal with analysis and 
decision support. The “systems men” differentiated into Operations Research, 
Decision Analysis, Industrial Engineering, Systems Science, and Information 
Technology (IT). The leading institute for advanced analytics and operations research, 
INFORMS, traces its roots back to 1952 (Horner, 2002). The American Statistical 
Association (ASA) was founded in 1839 and statistics is pervasively used in data 
analyses. In drawing sets based on the stated aims of academic disciplines and the 
aims of Analytics, we frame Analytics as containing Statistics, Operations Research, 
Decision Analysis, Industrial Engineering, and Accounting, and overlapping with 
Finance, Economics, Computer Science, Systems Science, Data Stewardship, and 
Information Technology.
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Since tech waves are used to drive markets, the branding labels for Analytics 
update accordingly. The past decades have seen MIS and DSS drop out of favor 
while BI, Analytics, AI, and ML rose.

THE ANALYTICS TREND

Improved access to data, better prepared business organizations, and a large 
knowledgebase of techniques and algorithms has led to increased adoption of analytics.

As IT systems have evolved and become widely used, we have gained unprecedented 
ease of access to data. Databases are used to track transactions and processes using 
applications such as e-commerce, enterprise resource planning (ERP), customer 
relationship management (CRM), logistics, inventory management, human resources, 
marketing, etc. Government and stock-market data is available for online access. Data 
gathered by web-crawlers and social media platforms (such as Facebook, Twitter, 
LinkedIn, etc.) enable us to use even more data to make decisions.

We have learned to expand the areas in which analytics can be applied. 
Management practice has evolved towards increasing use of business processes 
and project management methods and become more sophisticated in setting and 
tracking objectives.

People are better educated, more aware, and less reliant upon one skill or one 
employer with whom they expect to spend their whole working life, so they may 
be more change-oriented or less resistant to the changes driven by analytics. As the 
use of analytics brings greater visibility and accountability and reactions against 
it are encountered (Schrage, 2013), though, we can draw upon learnings in change 
management to address them.

Analytics techniques have evolved and variegated to better match the business 
scenarios in which they apply. You can access thousands of professionals and 

Figure 1. Analytics includes and overlaps other disciplines
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academics, and read myriad papers in journals on operations research, statistics, 
decision analysis, and management science, techniques.

Algorithms have become better at solving complex optimization problems that 
would slow earlier systems to a crawl. Take the example of CPLEX, a widely used 
suite of optimization algorithms. A production planning problem that took 29.8 
days to solve in 1988 ran in 59 seconds in 2003, more than 43,500 times faster. In 
2020, we can expect optimization algorithms to run on request and return results 
nearly immediately to the requestor.

At present many discussions about analytics capabilities deal with adding AI, 
managing privacy, and disrupting industries. The trajectory of optimism in this 
technology continues. The fight against fake news and social media addiction is not 
tainting the analytics disciplines they use.

New labels such as AI Specialist and Data Engineer are being floated to describe 
the Analytics talent requirements (LinkedIn, 2019). Data management technologies 
are being augmented to handle the larger volume and flowrate of data that analytics 
demands. Data management used to be about SQL databases, data loading, data quality, 
data warehouses and data marts, statistics, optimization, simulation, dashboards, 
reports and alerts. To this we now add a slew of new technologies such as Apache 
Spark, graph databases, in-memory processing, and deep learning.

THREE STAGES OF ANALYTICS

There are three stages for analytics (Saxena & Srinivasan, 2013) in organizations, 
and each stage includes an interplay between analytics technology and techniques.

In the first stage, organizations use databases, dashboards and reports to get the 
information needed to help make decisions. The assumption is that the decision-
makers know how to use the analytics provided. This stage is heavily data oriented, 
as decision models can remain implicit in the mind of the decision-maker. IT 
teams to specify, develop, use, and evolve dashboards, reports, visualization and 
querying tools. The IT team is often designated as “business intelligence” (BI), 
“data warehousing” (DW), “Analytics”, or “artificial intelligence” (AI), and can 
sub-divide into specialists in designing data models, managing metadata, loading 
data into databases and transforming it, user experience designers, report/dashboard 
developers, etc. There exists an entire ecosystem of IT tools and services providers 
to serve these IT teams.

In the second stage, people turn to analytics professionals to help make sense of 
the data, conduct analyses, generate insights, and to make recommendations. This 
stage adds model orientation to data orientation, as analytics professionals document 
models to explain to their clients. Here we encounter the emergence of analytics 
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professionals who provide a second source of analytics supply for decision makers, 
other than IT. These analytics professionals may be housed in businesses, IT, or 
a separate staff function – or in all these locations for large organizations. A new 
set of systems and processes support the Analytics teams. This has given rise to an 
Analytics ecosystem that works in parallel with the IT-oriented ecosystem. Analytics 
teams place a different set of demands on IT to serve their needs, mostly formulated 
in terms of broad data access – Analytics people want IT to enable them to get the 
data they need, and then they will perform the analyses they wish. Sometimes IT 
also provides the analytics infrastructure and supports Analytics applications.

In the third stage, decision-makers, analytics professionals, and IT work together 
to create, use, and evolve decision cycles for the organization. Decision cycles go 
from decision-need to outcomes, and help you drive results from analytics – this 
stage is results oriented. Analytics becomes embedded in organization practices and 
becomes an asset that can be assessed and continuously improved.

The stage zero, of using data analysis as a personal tool, is not included in 
these three stages as it is indistinguishable from the history of making informed 
and thoughtful decisions that may be treated as a hallmark of human civilization. 
Each stage adds to the previous stage and generates greater value. All these stages 
exist in parallel, aligned to decision needs. The presence of specialized Analytics 
teams in organizations denotes movement out of the first stage. As such teams are 

Figure 2. The three stages of analytics
(© 2020, Cobot Systems Pvt. Ltd. Used with permission.)
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commonplace, we can mark most organizations have progressed beyond the first 
stage of Analytics.

The use of information technology (IT) in Analytics is foundational. It is 
incorporated in the Analytics ecosystem, tracing back to the Systems and Procedures 
Association of America (SPA) in 1947.

In Stage 2, we see people invest heavily to increase their Analytics capabilities. 
The huge investments flowing into Analytics led to the creation of new providers 
and ecosystems. The seeds often came from the more quant-oriented businesspeople 
and the more business-oriented IT teams, re-grouped and re-designated to create 
“analytics” teams. In the analytics ecosystem we see a host of new entrants as 
well as a bunch of pre-existing players such as BI technology providers, as well as 
Statistics and Operations Research professionals. The big question these Stage 2 
organizations deal with is how to create and manage an analytics supply capability.

For Stage 3 organizations the big question is how to make the analytics capability 
drive results. To do this, they designate decision cycles as assets that can be created, 
used, stored, and evolved like other assets. Dr. Davenport suggested that organizations 
should take an inventory of decision needs (a decision inventory), determine how 
they should be made, and institutionalize the decision process (Davenport, 2009a). 
We will call this the decision cycle. In a different paper also published the same 
year he describes the use of the experimental method to refine and evolve decision 
models that has taken root in leading organizations (Davenport, 2009b) such as 
CapitalOne, Subway, Google and Amazon.

BUSINESS ANALYTICS AND CONSUMER ANALYTICS

Our minds work in two ways, labeled as System 1 and System 2 (Kahneman, 2011). 
System 1 operates fast, without conscious thought, and feels smooth. System 2 works 
slowly, and you are aware of devoting attention to think about the situation and the 
experience of making a choice.

Analytics has already split into two major branches along these lines. Business 
Analytics intends to drive intelligent decision-making and runs up against competition 
from biases and unconsciously rooted behaviors. These same biases and unconsciously 
rooted behaviors are leveraged by Consumer Analytics to unobtrusively drive 
behaviors. Consumer Analytics has taken flight. Its effectiveness for influencing 
consumer behavior is making people wake up to questions of manipulation, addiction, 
and privacy.
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Consumer Analytics

The quest for effective messaging to the public has deep roots, and the discipline 
has built a body of knowledge for making it work. Back in 1928, Edward Bernays 
explained how public communication can use learnings from social science and 
psychological manipulation in his book “Propaganda”. He is celebrated as the 
“father of public relations”, and he worked for business such as General Electric, 
Procter & Gamble, American Tobacco Company, for media outlets such as CBS, 
and politicians such as Calvin Coolidge.

Bernays famously worked on the campaign to promote smoking by women 
in the US, converting a social taboo to a symbol of emancipation. He helped the 
cigarette industry to effectively engineer the consent of women to become smokers 
(Brandt, 1996). He organized a publicity stunt of historic significance when he got 
debutantes to march in the 1929 New York City Easter parade brandishing their 
cigarettes as “torches of freedom.”. His ideas were also used by others, famously 
by Joseph Goebbels of the Third Reich.

Nearly every aspect of our lives has the potential to be touched by consumer 
analytics. The act of presenting a diamond ring to signify an engagement was, 
after all, the outcome of a successful advertising campaign by a diamond company. 
Information enters us from a multitude of channels (laptops, phones, radio, television, 
movies, billboards, etc.) and can be engineered to influence us, often to drive sales.

The quest for sales via consumer analytics has benefited from the combination 
of nearly ubiquitous internet access and widespread screen availability. In a 2019 
estimate, US adults spent more than 12 hours on digital media every day (Dolliver, 
2019). These audiences are analyzed and carved up into segments for marketing to 
influence attitudes and behavior.

Figure 3. Business Analytics and Consumer Analytics
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As analytics for consumer engagement becomes increasingly more effective from 
continual refinement, the rewards for consumer analytics practitioners are reaped 
in terms of business benefits from increased customer loyalty, higher revenues and 
better profits. Customers become “fanboys”, passionately engaged with their brand.

The entire consumer marketing industry is now oriented towards more consumer 
analytics. Apple enjoys a devoted customer base. Facebook, Apple, Amazon, Netflix, 
and Google are known to effectively analyze consumer behavior to drive revenue. 
As companies get better at it, the winners create customer bases that are addicted to 
their brands, services, or products. The change from engagement to addiction is real. 
You can find journal articles exploring Facebook Addiction Disorder (Brailovskaia 
J, 2018). The penalty for not deploying an effective consumer analytics capability 
is to face losses to competitors who poach customers and opportunities.

On the traditional layer of mass media, public relations, advertising, politics, and 
economics to influence audiences, we have now added the layers of social media 
systems and analytics systems. These systems provide unprecedented opportunities 
to influence consumer behavior in ways that are opaque to the consumer. Traditional 
moderators arising from interpersonal interactions grounding people into other 
people’s real situations and shared experiences get edged out by individual experiences 
delivered via personalized screens on your favorite machine (mobile phone, television, 
etc.), and these experiences can be managed to generate the results that the consumer 
analytics practitioners desire.

Figure 4. Daily screen time for US adults

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



113

The Analytics Asset

Consumer Analytics for Political Gain

Politicians and practitioners of state power have long understood the power 
of influencing the public using effective communication, propaganda, and 
disinformation. The increasing availability of analytics to influence public opinions, 
attitudes, activism, and votes is an irresistible lure. The creation of political factions 
and loyal supporters has a long history, and now includes the use of consumer 
analytics techniques.

“The conscious and intelligent manipulation of the organized habits and opinions 
of the masses is an important element in democratic society. Those who manipulate 
this unseen mechanism of society constitute an invisible government which is the 
true ruling power of our country. We are governed, our minds are molded, our tastes 
formed, and our ideas suggested, largely by men we have never heard of…. It is they 
who pull the wires that control the public mind.” — Edward Bernays (Bernays, 1928)

“The picture of the world that’s presented to the public has only the remotest 
relation to reality. The truth of the matter is buried under edifice after edifice of 
lies upon lies. It’s all been a marvelous success from the point of view in deterring 
the threat of democracy, achieved under conditions of freedom, which is extremely 
interesting.” – Noam Chomsky, Media Control (Chomsky, 2002)

The disinformation campaigns in political consumer analytics sometimes surface 
as “Fake News” or misinformation. The effectiveness of fake news to sidetrack real 
information and to plant the desired attitudes makes it a useful tool. Empathetic 
stories, shocking facts, and other sugar-coated pills are used to continue keeping 
your faction loyal and energized, and to sow confusion in opposing factions.

Figure 5. Consumer Analytics
(© 2020, Cobot Systems Pvt. Ltd. Used with permission.)
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The result of effective consumer analytics to drive political gain confers advantage 
to its practitioners, leading to an arms race where all parties hoping for relevance 
and power use it. Analytics and automatons (often called “bots”) are used to craft 
and promote information streams to consumer segments.

As we write this article, the use of AI is forecasted to make both Analytics and 
bots more effective AI can generate content, direct it to the right audiences, and run 
test-and-refine loops with unprecedented scale and accuracy. AI in bots can better 
seed and promote content in such a way that human conversations are increasingly 
permeated and directed by analytics practitioners. This includes amplifying a selected 
view, confusing opposing or competing views, and trolling counterattacks.

Business Analytics

Business analytics is about making better decisions. Good decisions use data analyses 
and informed advice that leads to the desired results. We can call it organizational 
intelligence or other terms to connote the idea that good decisions need to be made 
in non-business contexts too, but for now the term “business analytics” is used and 
understood as being widely applicable.

Focus and specialization are used to enable better decisions. It’s usual for 
organizations to have teams in divisional and functional structure. Teams enable focus 
(on a line-of-business or a region) and specialization (in accounting, sales, service, 
etc.). This is the foundation for intelligence in organizations. On this traditional layer, 
Transaction Systems automate workflows, such as procurement and accounting. The 
resulting standardization and control make work consistent and visible. It also makes 

Figure 6. Business Analytics
(© 2020, Cobot Systems Pvt. Ltd. Used with permission.)
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workflows editable and provide places to implant additional intelligence. Analytics 
Systems layer on to collect and analyze data for decision support.

In contrast to consumer analytics, business analytics tries to combat biases and 
promote rationality in decisions. Such rationality is grounded in enabling people to 
collaborate effectively, using mindsets, systems and processes that provide the best 
outcomes. Instead of trying to bypass or diminish the role of critical thinking and 
thoughtful weighing of options, as consumer analytics does, business analytics tries 
to accentuate it. As you may expect, it’s less fun to use business analytics than to 
be swept unthinkingly along with the flow of consumer analytics.

The field of business analytics also sees improvements in tools and techniques 
that make it both affordable and effective. The use of business analytics to set and 
navigate towards thoughtfully conceived and continually assessed objectives provides 
organizations with the ability to solve problems and drive human advancement. 
We may worry, however, that successful organization-wide business analytics can 
create an intelligent and adaptive entity that can devour its competitors, conquer 
industries, and outmaneuver regulators.

ETHICS, REGULATION, AND DATA PRIVACY

The increased use of analytics finds society unprepared for the challenge. People 
originate data and happily give it away to companies and institutions that provide, 
in return, social networks, exact directions, taxi services, etc. In their dealings with 
businesses, they are subject to decisions guided by analytics algorithms and everyone 
is getting used to increasing levels of automation. Many are actively instrumenting, 
measuring, and sharing their biological parameters in the quest for better health.

If a bank denies them a loan, they generally move on to another bank and not 
think about why that loan was denied and if the algorithm could be biased. Even if 
they suspect bias, it’s not easy to get redress and so redress is not sought.

Innocuous nudges managed by analytics systems can create firmly held attitudes 
and beliefs. These beliefs then become resistant to correction, as confirmation and 
consistency biases kick in. The victims will not complain about getting addicted 
or manipulated.

It is difficult to imagine, therefore, that the public can resist manipulation and 
control by analytics algorithms by setting social norms to self-regulate against misuse 
of this technology. The burden of regulation shifts to institutions.

The people building analytics are expected to understand the ethical issues 
confronting them, but it’s hard to take a stand when your job depends on it. It is 
possible for their professional institutions to do so. These organizations can use 
codes of ethics to reduce malicious actors and establish credentialing mechanisms 
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to decrease the effects of ignorant or unskilled practitioners inadvertently creating 
bad algorithms. INFORMS, for instance, has published ethics guidelines and 
launched a credentialing program. These moves are voluntary. The requirement 
for credentialed analytics professionals and enforcement of ethics guidelines may 
become mandatory as a defensive move after analytics teams face lawsuits for bad 
analytics. In the absence of a strong regulatory demand for professional standards 
of conduct, analytics work will continue to remain loosely linked to professional 
societies.

Regulators have stepped up to control data privacy, as an extension of traditional 
rights to privacy that were created to protect personal liberties from government 
intrusion (Solove, 2006). The European Union’s General Data Protection Regulation 
(GDPR) went into effect in May 2018, and the California Consumer Privacy Act 
(CCPA) came into effect in January 2020. These laws allow people the rights to 
access, move, correct, erase, restrict, block sale, etc. for their personal data. These laws 
create compliance and management overheads for data management organizations 
but don’t directly address the problems in the use of analytics for surveillance, 
engagement, decision advice, etc. Neither do they control the competitive advantage 
wielded by analytics heavyweights, leaving that to the anti-competition laws made 
for an earlier age.

The rise of “fake news” or disinformation campaigns is revealing the limits of 
regulatory capabilities, as they claim free speech protections and have support from 
the political factions that benefit from their use. Social media and traditional media 
businesses caught in the middle cannot afford to offend any side. People turn to 
fact-checkers only to find that there are shades of truth, for example a set of cherry-
picked facts that add up to an unstated misleading whole.

As the effects of analytics become more apparent, regulators will face the problem 
of how to build a set of facts and well-founded beliefs that can serve as the basis 
for shared decision making and fact-based opinions. An arms-length relationship 
between the producers and payers of facts will reduce the ability to change, suppress, 
or amplify facts. Regulators apply such separation to insulate themselves from the 
executive arms of the state. Auditors act on behalf of the Board of Directors to assess 
financial statements produced by the in-house accounting function (Boockholdt, 
1983). While institution capture remains a real risk, that too can be observed and 
mitigated. Societies, states, businesses, and other organizations can learn to house 
their analytics teams separate from executive functions and under observation by 
oversight functions. This can start as a “best practice” and become a norm or a rule.

The combination of self-governance by analytics professionals bound to their 
professional institutions and oversight by the parent organization using external 
auditors can create the norms and rules that will bind and constrain analytics to 
work in fact-based and socially beneficial ways.
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THE RETURN OF AI

AI or artificial intelligence has re-emerged as a buzzword that subsumes and dominates 
conversations on analytics. We can think of AI as the discipline that makes intelligent 
software agents (Russell, 2010). Most of the current fascination with AI is driven by 
advances in machine learning, computer vision, and natural language processing. The 
“Artificial Intelligence Index Report” depicts AI is a branch of Computer Science 
(AI Index Steering Committee, 2019), and also as a general purpose technology 
with impacts across industries and functions. Applications of AI include Analytics, 
speech recognition and translation, image recognition, robotics, autonomous driving, 
medical diagnoses, etc. The problem of defining AI is not directly addressed, and 
there is no wide consensus on this. AI practitioners are expected to recognize the 
difference between AI and non-AI tools.

The applications of AI in Analytics and the semantic overlap between intelligence 
and analytics makes these two fields overlap heavily in the popular perception, the 
press, industry, and academia. Gartner’s “AI business value forecast” projects that 
decision support/augmentation and decision automation constitute the largest type 
of AI by business value-add, and that by 2030 they will account for 63% of the 
value-add (Gartner, 2019).

AI is an exciting idea, and AI hype has risen before, only to disappoint and 
collapse into “AI winter” periods when interest and funding for AI reduces (AI 
winter, n.d.). It fell so far out of favor that in the 2000s its practitioners used other 
labels for their work, even after IBM’s Deep Blue beat Gary Kasparov in a chess 
match. Advancements continued, and the term has come back in full force, such 
that some Analytics practitioners are now seeking to position their disciplines as 
included in AI.

INFORMS, representing the Operations Research (OR) and Decision Analysis 
(DA) communities, has released a white paper on its positioning in the AI conversation 
(INFORMS, 2019). They position AI as providing complementary tools to make 
OR and DA more effective.

More market-oriented entities simply rebrand Statistics as AI, both to satisfy 
customers seeking AI knowledge and in acknowledgement of the fact that AI depends 
on Statistics, OR, etc. for the techniques to develop intelligent software. Thus, 
Coursera’s AI Taxonomy depicts Linear Regression under Machine Learning, and 
Kaggle’s State of Machine Learning and Data Science 2019 survey questionnaire 
includes Linear Regression and Logistic Regression in their list of ML algorithms.

Inclusion of Linear Regression and Logistic Regression in ML and thus in AI 
makes it overlap heavily with Analytics, and this overlap is exacerbated by including 
Expert Systems (conflated with decision support systems). Autonomous intelligent 
agents are conflated with non-AI software. AI overlaps with both analytics and 
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transaction systems software makes it like “digitization” or “software” in the general 
usage. The software ecosystem is happy to claim a stake in AI while the going is 
good. The replacement of older-generation analytical and transaction system software 
into a set of intelligent agents is being talked up. The AI conversation has started 
to acknowledge the central role of a “decision factory” in assisting and maximally 
automating decisions and transactions, and of adding intelligence into transaction 
management and workflow automation systems. People have not yet taken the clear 
position that the future of intelligent software agents consists of:

• CoBots (collaborative bots): autonomous intelligent agents (bots) that can 
collaborate with other bots,

• working seamlessly together in a CoBot System.

We think that AI (defined as intelligent software agents) will permeate and 
transform IT, and that Analytics teams will use the AI-infused IT to add scale, scope, 
effectiveness, and efficiency. The INFORMS white paper on AI provides support 
for this view: intelligent software helps any discipline that can make use of these 
new tools. OR, DA, and other constituents of Analytics continue to have relevance 
in the aspects that they’re focused on.

DATA SCIENCE AND ANALYTICS

The “Data Science” label has sometimes been conflated with Analytics. Data 
Science is stated to be an interdisciplinary field for the analysis of structured and 
unstructured data using specialized algorithms and software such as data mining, 
machine learning, image processing, natural language processing, large-scale data 
visualization, etc. to gain insights, make predictions, and enable decisions.

This definition of Data Science has already run up against AI that provides the tools 
and techniques for machine learning, image processing, natural language processing, 
etc. The debut of the “AI Specialist” job title at the top of the emerging jobs report 
for the Machine Learning, Deep Learning, and Natural Language Processing skillset 
(LinkedIn, 2019) is a call for Data Scientists to differentiate themselves. Studying 
the actual role of Data Scientists, we find that the role is already decomposing into 
constituent techniques, and it is likely that Data Science may end up as a professional 
specialization either under Statistics as a job description for people who train and 
maintain Machine Learning (ML) algorithms or under Decision Analysis as a job 
description for people who rapidly visualize and analyze data.

Given the ill-defined and changing nature of what Data Science represents, 
its overlap with Analytics and AI, and the fact that sophisticated algorithms and 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



119

The Analytics Asset

software technologies are innovated and used in all the sciences, it is not useful to 
define Data Science but to watch for what it evolves into.

THE DATA CYCLE: FROM DATA TO INSIGHTS

Information Technology (IT) is used to acquire, process, store, access, and disseminate 
data. From the days of MIS, Information Technology (IT) has been the foundational 
enabler for Analytics. The role of IT in Analytics is to build and run the Data Cycle.

Analytics is now being applied to different kinds of data:

• Structured data in relational databases is the staple for analytics. This data is 
used in transactions such as placing an order, making a payment, updating a 
sales opportunity, or transferring funds. As more and more transactions are 
automated, each kind of transaction lends itself to analytics, and combinations 
of sets of transactions enable analytics across transactions that yield new 
insights.

• Unstructured data is of the kind characterized by books, documents, research 
papers, patent filings, HTML pages (such as those used in websites, blogs, etc.), 
newsgroups, Twitter postings, etc. Unstructured data also occurs as comments 
associated with structured (transaction) data, for example a customer support 
case is a transaction that generally includes free-text (unstructured data) that 
records the customer issue, as well as subsequent commentaries put in by 
employees who handled the case; or a product catalogs contain free-text 
descriptions of each product in addition to structured data about the product 
identifier, price, etc. Log files generated by computer equipment is another 
variant in this category, as such data is generated by an algorithm and so 
contains inherent structure, but it looks like unstructured text.

• Observations and control data come from sensors and controllers. This kind 
of data is critical for running oil refineries, chemical plants, factory-floor 
infrastructure, the electric grid, hospital equipment, etc. In many cases the 
data and related control algorithms have implications for safety, security, and 
health. Specialized technologies are used for managing this data, and it was 
used by engineers, laboratory technicians, and other specialized professionals. 
Increasingly, nowadays, this kind of data is also being used for business 
analytics and starts to have importance for business leaders. The “Internet of 
Things” has become the brand for this category of data which includes data 
from Supervisory Control and Data Acquisition (SCADA), bar-code readers, 
Radio-frequency identification (RFID), Global Positioning System (GPS), 
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Simple Network Management Protocol (SNMP) monitors, accelerometers, 
motion sensors, etc.

• Video, sound, and images also lend themselves to analytics. Triangulation 
of the sound of a gunshot is used to locate snipers, and video feeds can get 
automatically tagged by a motion detection algorithm and prioritized for 
review by security personnel. As the analytics techniques to process such 
data evolves, it will also become more important for business analytics. 
Games already contribute to internet data traffic and may become used for 
analytics both as data sources and as immersive environments for conducting 
analytics. Other data includes MRI scans, other biometric imagery, genomics 
data, proteomics data, 3D image files, engineering design files, satellite 
observations, etc.

The data cycle that has six functions that transform data to insights. This 
categorization adds math models as a function that the data cycle needs to support, 
but otherwise can be viewed as a simplification of other such models, for example 
the ten functions in the DAMA Data Management Body of Knowledge or reference 
architectures published by various vendors and analysts.

1.  Data loading functionality is required to move data from its source and into 
the analytics environment. A commonly used pattern for these systems was 
to “extract, transform, and load” (ETL) data: i.e., to extract data from where 
it resides, transform it to match the format demanded by the analytics system 
where it needs to go into, and then to load it into the analytics system. Variants 

Figure 7. Increasing data volume in greater variety
(Cisco, 2019)
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of the pattern include “extract, load, and transform” (ELT) and the insertion 
of data-stages that can serve different needs from the same data flow.

2.  Data storage functions are performed by database and file-management 
systems. Data is stored in relational databases that support the Structured 
Query Language (SQL), new databases that don’t use SQL (called NoSQL 
databases), flat files, etc.

3.  Data quality management looms large in importance for analytics. A big part of 
the time and effort that goes into analytics is spent on assessing and improving 
data quality, and many of the defects in analytics trace back to defective data 
quality. Data quality is not just about fidelity to data sources, it also depends 
on how sensitive your algorithms are to variations in data quality regardless 
of where the quality was impaired.

4.  Visualization and dashboards, query, filter, and search functions are provided 
by tools that process the data into cubes, tables, reports, charts and graphs. 
In many cases the label of “business intelligence” (BI) systems is applied to 
this category. A range of end-user interaction is permitted, from read-only 
to interactive querying. Such tools enable users to roll-up (consolidate) data, 

Figure 8. The data cycle
(© 2020, Cobot Systems Pvt. Ltd. Used with permission.)
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drill-down, filter (slice and dice), and visualize data along any combination 
of dimensions such as geography, customer segment, product, etc.

5.  Math modeling systems support analytics techniques such as statistics and 
optimization. These systems can run in the “inline” mode, where the algorithms 
must execute to provide timely guidance to the business process they support, 
for example to assess the credit-worthiness of an order as it is being placed 
by the customer, or in an “offline” mode where the credit-worthiness check 
occurs as a separate step after the customer places the order and the sales team 
can contact the customer if the check fails. As analytics systems become faster 
and able to process larger volumes of data, it becomes possible to deploy more 
math models in the inline mode of operation.

6.  Metadata or master data management functions are used to manage hierarchies 
(such as who reports to whom, or how a precinct’s data rolls up to the district), 
and reference data such as customers, suppliers, products, employees, materials, 
etc. Master data or reference data is used across functions for different purposes, 
and metadata is the “data about data” that can assess if the data looks right 
and follows the business rules such as hierarchical arrangement, uniqueness 
(identify suspected duplicates), ranges (e.g., employee age), etc. Since analytics 
is data built upon data, metadata and master data management takes on a key 
role. Analytics processes use, validate, update and create metadata.

The technology underpinning these analytics systems functions has evolved 
to support greater scale, richer functionality, faster processing, and deeper 
interconnections. These are often lumped into the “Big Data” category that consists 
of several different threads of technology evolution towards handling ever larger 
volumes of data.

In addition to supporting big data, the current technology can support:

• Fast data: high rates of data flows into the analytics systems,
• Big analyses: complex analytical models, and
• Decision cycles: the use of decision models and test-and-learn processes.

As exemplified by the Apache projects, the leadership of these new technologies 
is often in the hands of open source and free software projects.

THE DECISION MODEL

A decision model provides the method to frame a decision, state the objectives, 
define what information is required to make the decision, and how that information 
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is to be processed to provide options and advice. A simple decision model can be 
used to figure out which box of salt to buy, given two options. Confirm that both 
boxes have the same amount of salt, of the same kind. Then choose the cheaper box. 
A more complex model may be used to compare white t-shirts, where the criteria 
can include price and brand. In general, decision models include criteria, options, 
recommendations, and scenarios.

A decision model can score the options and provide a recommendation, provide 
a method for the decision-maker to play with the model and assess the range of 
possibilities, provide procedures for getting to the decision individually or as a team, 
or any combination of these.

For use in Analytics, decision models are implemented as algorithms that provide 
solutions for a specific decision. To create the algorithm, the problem needs to be 
clearly defined and modeled – we can call this a decision model specification or 
requirement. The algorithm is then developed, tested, and deployed such that it meets 
the specification and provides useful solutions for the decision. The process may 
be iterative, as a unimplementable or insoluble specification can lead to changes 
in the specification.

In the absence of a decision model, the role of Analytics is limited to informing 
the decision maker, under the assumption that each decision maker knows how 
to make the decision based on the information provided, and perfectly converts 
that incoming information into a mental decision model of criteria, options, 
recommendations, and scenarios. As you may expect, the reality is that different 
people have different mental models, and the same person may process the same data 
with different results because of extraneous issues such as how hungry he is or how 
much time he has, the gender of the requestor, etc. In the absence of decision models, 
organizations face the cost of inconsistent decision making (Kahneman, 2016). The 
more insidious effects are that the secret of making good decisions remains inside 
the wetware of individuals and teams, thus subject to loss, impossible to replicate, 
and unavailable for systematic improvement. Implicit decision models need to be 
made explicit – written down and shared. With explicit decision models, decisions 
become consistent, collaboration based on decision models becomes transparent 
and accessible, decisions remain aligned to their design, and the decision model 
becomes subject to constructive criticism and adaptation.

TEST AND LEARN

The systematic criticism and adaptation of a decision model is labeled the “test and 
learn” process. Each time a decision is made, we can check if the results were aligned 
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with the objectives. It is a data-intensive and time-consuming process, but the effects 
are to scientifically and continually refine the decision model and keep it effective.

A/B testing is an example of the “test and learn” process being used in a case 
where decision model A is tested against decision model B. In general, A is the 
model that is currently used (or Champion) and B is a new model (or Challenger). 
For instance, the color of the “buy now” button may be currently green, and the 
challenger is blue. An A/B test, run as a randomized experiment for several cases, 
will reveal which color leads to higher rates of buying.

Design of Experiments (DOE) is the method used when two or more input factors 
influence the test. DOE is used to evaluate the effects of multiple input factors. In 
this way, we can identify interactions between inputs we’d miss when experimenting 
with one factor at a time. The statistical methods used for DOE were worked out by 
R. A. Fisher early last century.

A/B testing and DOE software is widely available and used, especially in 
marketing and manufacturing.

THE DECISION CYCLE: FROM INSIGHTS TO RESULTS

Decision cycles provide the capability for Analytics teams to link the insights from 
data analysis to the decision and execution processes in the organization, providing 
a systematic way to go from insights to results. It also enables the systematic 
assessment of decision models to enable aligned, adaptive and responsive behavior 
across the organization.

The decision cycle has six components:

1.  Decision Models, the algorithms used to make decisions. This is needed to 
convert implicit decision models to explicit models.

2.  Analysis to Advice, the decision-support advice for a specific instance of a 
specific decision. This is needed to provide updated advice in every instance.

3.  Advice to Decision, to track how the advice resulted in a decision. This is 
needed to track and close the advice-to-decision gap.

4.  Decision to Execution, to track how decisions resulted in actions. This is needed 
to track and close the decision-to-action gap.

5.  Execution to Outcome, to track how actions resulted in outcomes. This is 
needed to track and close the action-to-outcome gap.

6.  Decision Inventory, to track how which decisions have models, and how the 
models align. This is needed to track and close gaps in models – to find places 
where decision models don’t exist, where decisions are misaligned between 
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different models. We may also call this set of decision models a “decision 
factory” (Iansiti, 2020).

To use analytics to make better decisions, you need to use decision cycles with 
explicitly specified decision models that are continually assessed and evolved in a 
feedback loop. Decision models are open for inspection and continuous improvement, 
as compared to implicit or “gut-feel” decision making that is known to be rife with 
biases (Hammond, 2006). Decision cycles track from need to outcomes, so we can 
learn from the feedback loop and use it to improve, adapt and evolve. The decision 
cycle applies to the full spectrum of decisions needs: from strategic decision-making 
to tightly constrained day-to-day operational decisions, and to everything in between. 
This is because in its lightest-weight implementation you can identify a business need 
in the inventory and use the decision model to record when and where the decision 
is taken, by whom, how it was executed, and what were the results.

Conversely, the lack of explicit decision cycles inhibits the creation and usage 
of analytics. When decision cycles don’t leave an easily accessible record, even 
organizations with good analytics teams don’t have data needed for learning and 

Figure 9. The decision cycle
(© 2020, Cobot Systems Pvt. Ltd. Used with permission.)
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improving the process of decision making. The demand for analytics becomes limited 
without decision cycles because decision-makers start to question the relevance 
and value of analytics deliverables that lack connection to decision support and 
business results.

The decision cycle can be compared to other methods such as the “OODA loop” 
(for observe, orient, decide, and act) of Colonel John Boyd, “Plan, Do, Check, Act” 
or the Shewhart cycle popularized by Dr. W. Edwards Deming, and DMAIC (define, 
measure, analyze, improve, control) used in Six Sigma. The decision cycle has a 
decision inventory, a set of decision needs that anchors the cycle to the business 
need. Decision models, analytics deliverables, decision instances, execution, and 
outcomes are implicitly needed in all these cycles and are explicitly called out in 
the decision cycle.

ANALYTICS FOR COMPETITIVE ADVANTAGE

We can think of analytics as the combination of the data cycle and the decision cycle. 
The data cycle produces insights from data, the decision cycle converts insights to 
results. Analytics generates improved performance by both decision-advantage and 
execution-advantage.

Decision advantage comes from using explicit decision models to frame, deliberate, 
and make decisions. Explicit models and visible decision cycles make it possible for 
people to collaborate because everyone can see the decision emerging and changing 
based on the criteria, weightages, scenarios, and options under discussion. An 
explicit decision model is also an external entity, existing outside the mind of any 
one person, and so less subject to individual emotions and biases. Group biases can 
be managed using decision processes that control for factors such as groupthink, 
group radicalizations, etc. In many cases the explicit decision models are data-driven, 
hence grounded in facts. In other cases, especially those encountered in game theory, 
it can be enough to use heuristics to guide the decision process.

Execution advantage stems from the ability to monitor and manage the execution 
of decisions, using the decision models and extending them to check the values of 
the internal and environment variables. It enables managers to drive adoption of the 
decisions, and also to continually check how the adoption is affecting the expected 
outcomes. These outcomes are to be traced to the creation of business value, directly 
or indirectly. Thus, the execution advantage becomes an “actuator” for the decision 
advantage, by connecting decisions to value creation.

The experience of people involved in analytics is, however, a mixed bag: in many 
cases projects fail. Gartner research found that “between 70% to 80% of corporate 
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business intelligence projects fail” (Goodwin, 2011), and Gartner has warned that 
85% of AI projects will produce erroneous outcomes (Gartner, 2018).

To ensure that analytics investments yield results, leaders must examine the 
decision cycle. Do we provide decision-makers with the analytics they need for their 
decisions? After the delivery of analytics to the decision-makers, do people adopt 
the recommendations? After the decision is made, is it executed? If executed, does 
it lead to the expected results?

MANAGING VARIETY

The creation of a viable competitive advantage from analytics requires that you 
wrestle with three kinds of variety:

1.  The variety of data issues and errors embedded in the data that you ingest 
into your analytics,

2.  The variety of insights that people generate, using a range of skills and 
techniques, and

3.  The variety of business contexts in which the insights are used to make and 
execute decisions.

Faced with such variety, some professionals prescribe standardization, some 
leaders fall for the “single source of truth” dogma, and others just tolerate the chaos 
because of the nuggets of value that periodically surface from the churn.

For it is a churn – analytics must provide a way to navigate the turbulent waters 
of business, and so analytics models must reflect it. The challenge is to create an 
understandable view to enable effective navigation.

First let us address the dead-end paths, so we can avoid them.

1.  Standardization, or the fallacy of perfect design. This path starts with a 
big effort to fully understand the business. The project team is exhorted to 
model the business perfectly, for now and for the future: to be omniscient, 
all-understanding, and prophetic. This grand model is built, reviewed, and 
implemented as the “standard model” upon which all business decisions must 
run. The good ones yield some benefit in selected business areas, and all of 
them cede areas where the model is insufficient and people either ignore or 
home-brew their analytics.

2.  The “single source of truth” dogma may avoid the grand design but asserts that 
one brand of analytics must be used by everyone. This is useful to avoid the 
paralysis caused by dueling analysts and draws its strength from the pragmatic 
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notion that defective analytics must be avoided. Along that path, sadly, lies 
the notion of infallibility – a human weakness that leads towards making the 
single sources of truth itself defective. To complicate matters is the notion of 
“known defects” in the analytics deliverable, which establishes the concept 
that the slightly defective source-of-truth is good enough for the business 
purpose it serves … and often that purpose is not clearly bounded. To avoid 
this infection of defects, it is always important to continually assure that what 
you regarded as true remains usably true for its purpose.

3.  Tolerating the chaos has the benefit of low expectations, and the downside of 
sub-par results because the organization detects the toleration and interprets 
it as a lack of commitment or belief in using analytics. Heroic efforts or 
“diving catches” are seen, but it’s a lot harder to create heroic one-off value 
from analytics because it generally demands steely determination in driving 
execution. Such determination is usually not correlated with chaos-tolerating 
hands-off policies.

The path forward comes from aligning the decision model to the business 
scenario. The decision models for the scenario determine the purpose and point 
to the value. Feed the best insights into the scenario and assure data quality to the 
level demanded by the scenario. The method to create the asset reverses the issues 
of the dead-end paths:

1.  Commit to building the decision model from the base of the current situation, 
even if it is chaotic. This demands the leadership commitment to transition from 
inconsistent decision-making habits to consistent decision-making informed by 
analytics. Put this commitment to the test in selected scenarios, each of which 
creates an analytics asset that has potential value. Use it to realize the value 
and drive forward on the successes. Leaders need to be able to understand the 
concepts of risk and uncertainty, and use analytics to improve their navigation, 
e.g., by improving the win-rate for opportunities – it can’t be 100% but it can 
get better with analytics.

2.  Understand that “all models are wrong, but some are useful”, and use it to 
find and monetize additional opportunities for analytics while avoiding any 
pretense of infallibility by continually checking. Check the business scenario 
– has anything changed that will demand that the analytics model changes? 
Check the data for issues and revalidate the models. Proactively quarantine 
infected models to avoid mixing good models with bad ones. Assure that the 
analytics assets in use are fit for the purpose of their use.

3.  Allow the enterprise design to emerge as a visualization of the decision cycle. 
Welcome home-brew analytics and add them to the picture, make it easy for 
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value to be recognized, incorporated into the enterprise asset, monitored and 
monetized. An emergent design will reflect chaos, upon which a “navigation” 
design can be overlaid, much as a map-grid and route-maps can overlay a 
topographical map. This enables leaders to chart their paths while recognizing 
the valleys and ridges in their way. It provides the benefit of informing strategic 
deliberations with the well-founded realities embodied in the decision cycles.

The path to analytics requires you to navigate the requisite variety posed by the 
business environment with determination and care. It does not place superhuman 
demands on you.

THE ANALYTICS TRANSFORMATION

The culture of analytics creates a learning loop, as you learn from the outcomes of 
each decision cycle. It starts with the creation of the decision inventory, which you 
can use to direct efforts, monitor progress, and assess results. The ability to monitor 
and manage a decision cycle must be coupled with an ongoing commitment to drive 
learning by experimentation. The subjects of experiment are the decision algorithms, 
so that results get tied to algorithms instead of people and teams. Instead of the sole 
responsibility for decision quality resting on decision-makers, the use and evolution 
of decision processes and decision models helps to improve decision quality driven 
by the adoption of Analytics.

It’s not easy to create and sustain your organization culture to use analytics. 
Instead of decision by position, the culture would demand decision by objective 
rationale. The benefits are attractive: less waste, better results. The path is thorny:

1.  Data Supply Chain. When you set out to build your analytics capability, you 
must feed data to it on an ongoing basis. Here you discover that your systems 
providers aren’t used to sharing data. Setting up and operating the data supply 
chain is not just about the new capability staffing, methods, and technology. 
It’s also about ensuring that it works smoothly with data providers.

2.  Data Stewardship. After data arrives and analyses start, data issues will surface 
because of the unexpected ways in which the source systems are configured or 
used. Backdated records, incorrect journal entries, and other issues will appear. 
You’ll need a data stewardship capability for ongoing monitoring and control 
of data quality, to institute a culture of data accuracy and to ensure that data 
quality is maintained. Cyberattacks and data thefts can target the analytics 
system to steal data, disrupt data flows, or insidiously subvert data quality.
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3.  Data Analyses. Reports from your new Analytics capability will show variances 
in metrics against your current reports. Even when they’re supposedly driven 
from the same data, you’ll find yourself face to face with the truism that all 
management metrics get doctored over time … and the fact that your subordinate 
may have a better view of the metric. The differences can be unsettling, and 
tempers can flare. Calmly navigate to the best practice, either as a change to 
the report algorithm or as a change to how the organization defines the metric.

4.  Decision Modeling. Converting “expertise” or “tribal knowledge” into specific 
decision algorithms is unnatural for non-algorithmic thinkers. The process is 
fraught with error and miscommunication. People may not like their hard-
won experience being converted into a simple statistical rule. Optimization 
experts may not understand the need for incremental moves to the optimal. An 
understanding of control systems will lend an appreciation for damped responses 
as opposed to overshoot, to calibrate responsiveness versus oscillation. Reducing 
decision hand-offs must be traded-off against having checks and balances. 
Biases and misinformation may get embedded inside decision algorithms and 
require special efforts to locate and remove.

5.  Decision Support. Analysis will shine an uncomfortable light on the 
accepted practices in your organization’s decision making. Adopt “truth 
and reconciliation”, grant amnesty for past issues and patient support for 
improvement. Train people to start using decision algorithms. Align incentives 
towards systematic use of decision cycles. Locate, communicate, and celebrate 
successes.

6.  Opportunities to Results. The volume of opportunities to change revealed by 
building and analyzing the decision inventory can feel overwhelming. You’ll 
find unserved needs, partial coverage, ineffective decision models, multiple 
competing decision models, unused decision models, etc. Create a roadmap 
and solve it. Build the capability to manage with Analytics in each selected 
area so that over time the entire organization can react smoothly to Analytics 
signals. This is the creation of organizational agility and that depends on each 
area getting out from managing by inertia to continuous improvement.

Analytics is sure to give your leadership a workout.

CONCLUSION

Analytics enables businesses to navigate rationally from idea to execution. With 
analytics you find better ideas, analyze them effectively, take better decisions, and 
execute faster. Business has always been complex – analytics provides a way to 
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illuminate it, select a path, and navigate the complexity. The usage of analytics should, 
therefore, be supported by leaders – you must evaluate your analytics capability and 
start to build the analytics asset.
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ABSTRACT

In the contemporary e-era, big data plays a major role across the manufacturing 
and production industries, service and consultancy industries, and of course, 
information technology, and it heightens the influence on healthcare industries 
too. More and bigger data is becoming accessible publicly like Google Trends, 
Cancer Genome Atlas data portal, etc. Hence, developing big data analytics tools 
and techniques is the need of the hour in healthcare and pharma. The problem of 
the healthcare industry generates with the lack of information that is available for 
decision-making. The volume of data available is no doubt too big, but the integration 
of data from different players becomes a very tedious task. The aim of this report 
is to provide a detailed comparative study of pharmaceutical industry from Indian 
and global perspectives and also to provide the applications of big data analytics 
in the healthcare industry and indicate the limitations and way forward.
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INTRODUCTION OF BIG DATA

Big data is the cornerstone of analytics irrespective of sectors. It creates lots of 
attention to very large and diversified data sets; it may include unstructured data & 
semi-structured data from different sources. Analysis of Big data permits us to make 
better and timely decisions. Big Data fulfills the Business Intelligence to inherit the 
functions of effective decisions & timely decisions with “Single version of the truth” 
(Prem, M.J. and Karnan, M., 2013). There is high ambiguity over transparency, 
compliance, and apprehensions regarding big data in the pharmaceutical industry, 
and hence the players need to ensure strong coordination between commercial and 
Research & Development entities, spring up analytical rigor and develop critical 
hypotheses that need to be tested systematically. Else big data might lead to incorrect 
conclusions that may have detrimental effects on a product or an entire portfolio 
(Mahajan, 2010). The Business Intelligence market growth in the pharmaceutical 
industry will be driven by factors like the need to develop an effective and transparent 
information infrastructure, identification of the latest sales forecasts and customer 
trends, attainment of cost efficiency, and increase in outsourcing.

Big data analytics applications of the health care industry have provided a lot 
of life-saving outcomes. In the context of the Health care industry, the current 
world has a threat of the consistent increment of disease and Big data analytics can 
help to derive insights on the systematic pattern of the disease which is collected 
the massive information from the patients and rest of the world. It evaluates the 
practitioner’s performance. Along with the seismic shift away from volume-based 
care to value-based care, the implementation of health care analytics provides new 
methods to evaluate the performance and effectiveness of health care practitioners. 
With ongoing performance evaluations, along with health data related to patient 
wellness, Big data analytics can be utilized to provide ongoing feedback on health 
care practitioners. It is the best method to predict the risk factors across the diseases. 
This cross-functional method will be a disruptive factor in the health care sectors. 
The average human lifespan is increasing along with the world population, which 
starts with the new challenges for health professionals. Two decades ago, gathering 
huge amounts of data for medical purpose has been a costly and time-consuming 
process. Nevertheless, current emerging technologies such as Big data analytics 
serves the purpose. As a McKinsey report states, “After more than 20 years of 
steady increases, healthcare expenses now represent 17.6 percent of GDP nearly 
$600 billion more than the expected benchmark for a nation of the United States’s 
size and wealth.” One of the biggest obstacles are in the way to use big data in 
health care industry is “medical data”, how this medical data is blown out across 
many different sources governed by various states, hospitals, and administrative 
departments and Integration of these data sources would feasible to develop a new 
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infrastructure where all data providers collaborate with each other. This chapter 
aims to provide insights into different data centers and how they are mitigating the 
problem and provide the solution to the next level using Big Data analytics.

The New York Stock Exchange (NYSE) generates the data per day of about one 
terabyte. The statistic of Social media such as Facebook generated that 500+terabytes 
of new data get ingested into the databases every day. Big data is mainly engendered in 
terms of sharing comments & message exchanges, photos, and video uploads, etc. A 
single Jet engine can generate 10+ terabytes of data in 30 minutes of flight time. With 
many thousand flights per day, the generation of data reaches up to many Petabytes.

BACKGROUND: BIG DATA ANALYTICS 
IN HEALTHCARE INDUSTRY

A few decades ago, the flow of information in the healthcare industry was relatively 
simple with minimal usage of technology. Nowadays, technology has become 
much more advanced, and the flow of information has become more complicated. 
Today, data mining and big data analytics are being used to manage inventories, 
develop new drugs, manage patient’s records, cost of medicines, and administer 
clinical trials. The methodologies involved in the data extraction and information 
retrieval process are the same as other sectors, but the usage and relevance of that 
data have changed to suit the needs of hospitals, pharmacy companies, healthcare 
organizations, medical research labs, and drug trial clinics. Unfortunately, data 
collection methods have improved, but the techniques used to process it are still 
lagging behind (Ranjan, 2007).

Figure 1. The Importance of Big Data

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



137

Big Data Analytics in the Healthcare Industry

As of now, and we now operate in an ever more sophisticated world of analytics. 
To keep up with the times, we present our updated 2017 list in Table 1.

Role of Big Data in Healthcare Sector

Big data is being actively used in the healthcare sector these days to change the 
way decisions are made. It is changing the entire healthcare ecosystem by providing 
cost-effective measures, better resources and measurable value around the globe. 
As per the KPMG (2012) report, 70% of the healthcare data is generated in Europe 
and North America and by 2015, the world is expected to generate 20 exabytes of 

Figure 2. Data Growth over the years

Figure 3. Statistics of 15 V’s of Big Data
Source: https://www.kdnuggets.com/2017/04/42-vs-big-data-data-science.html
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Table 1. The importance of 42 V’s of Big Data and Data Science in healthcare sectors.

# of V’s V’s Description

1 Vagueness Health care data due to its unstructured-ness is often vague.

2 Validity Historic healthcare data, though it may be needed for analysis for predictive 
modeling, the validity is more relevant.

3 Valor The bolder the data, the bolder the unearthing of hidden facts in healthcare.

4 Value Any analytics tools should pave the way for meaningful value

5 Vane Vane of data means vane of decision making

6 Vanilla Simply makes more value in health and health care industry

7 Vantage Healthcare data is futuristic and has to be vintage.

8 Variability The more data variable the more valor.

9 Variety Variety leads to more data-curiosity.

10 Varifocal Healthcare Data lens allows seeing infinite number of near, intermediate, and 
far vision in healthcare.

11 Varmint Health care data gets bigger, so can software bugs!

12 Varnish How end-users interact with our work that matters and provides the 
refinement counts.

13 Vastness With the advent of the internet of things, the “bigness” of health care data is 
accelerating.

14 Vaticination Predictive analytics provides the ability to forecast and easy to diagnose in the 
health care sectors.

15 Vault
With many data science applications based on large and often sensitive 
health care data sets, data security is increasingly important to avoid the 
vulnerability

16 Veer With the rise of agile data science, the Health care industry is able to navigate 
the customer’s needs and change directions quickly when called upon.

17 Veil Data science provides the capability to peer behind the curtain of health care 
sectors and examine the effects of dormant variables in the data.

18 Velocity
Not only is the volume of data ever-increasing, but the rate of data generation 
(from the internet of things, social media, etc.) is increasing as well as per the 
health care industry data increasing. 

19 Venue Data science work takes place in different locations and under different 
arrangements: Locally, on customer workstations, and in the cloud.

20 Veracity Reproducibility of Data in health care is essential for accurate analysis.

21 Verdict As an increasing number of people are affected by health care industry 
decision models’, Veracity and Validity become ever more important.

22 Versed
In the health care industry, Data scientists often need to know a critical 
amount about a great many things: mathematics, statistics, programming, 
databases, etc. to predict and forecast the medicines for the disease.

23 Version 
Control

Expiry of Version is more important in Health care sectors like medicine 
expiry. 

24 Vet Health care data allows the Data Scientist to vet our assumptions, augmenting 
intuition with evidence. continues on following page
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# of V’s V’s Description

25 Vexed Some of the excitement around data in the health care industry is based on its 
potential to shed light on large, complicated problems.

26 Viability Difficult to build robust models in health care sectors, and it’s harder still to 
build systems that will be viable in invention due to new diseases.

27 Vibrant A thriving health care community is vital, and it provides insights, ideas, and 
support in all of our accomplishments of the country too.

28 Victual Big data — the food that fuels of different dimensions of health care sectors.

29 Viral How does data spread among other users and applications across different 
issues of health care sectors?

30 Virtuosity If medical researchers need to know a little about many things, health care 
sectors should also grow to know a lot about one thing.

31 Viscosity Related to Velocity; how difficult is the medical data to work with?

32 Visibility Medical Data from the health care industry provides visibility into complex 
big data problems.

33 Visualization Often the only way patients interact with specific segmentation of disease 
models to understand easily.

34 Vivify
Health care sector data has the potential to animate all manner of decision 
making and business processes, from advertising to fraud detection and 
anomalies.

35 Vocabulary

Health care Data science provides a vocabulary for addressing a variety of 
problems/diseases. Different modeling approaches tackle different problem 
domains, and different validation techniques harden these approaches in 
different applications.

36 Vogue
Due to the consistent transition of “Machine Learning” which becomes 
“Artificial Intelligence”, which becomes...? What will be the next level 
growth of the Health care industry?

37 Voice
Different sectors of health care Data provides the ability to speak with 
knowledge (though not all knowledge, of course) on a diverse range of topics 
to sustain in the medical field.

38 Volatility
Especially in Health care systems, Every medical practitioner has to 
understand and prepare for data volatility. Data that should “never” be 
missing suddenly disappears, numbers suddenly contain characters!

39 Volume More medical scientists use data-collecting devices as more devices become 
internet-enabled. The volume of data is increasing at an incredible rate.

40 Voodoo
Data science and big data aren’t voodooed, but how can the health care 
sectors convince feasible information seekers of data science’s value to 
deliver results with real-world impact? Since the world is watching.

41 Voyage Due to the upcoming diseases/problems, every medical scientist and doctors 
always keep learning and tackles the problems that health care data provides.

42 Vulpine Finally, the health care industry strives to provide the best solution for 
upcoming problems/diseases like to be a fox, entertain.

Source: https://www.kdnuggets.com/2017/04/42-vs-big-data-data-science.html

Table 1. Continued
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healthcare data. Big data market in the healthcare sector has become so massive 
that in 2010, it contributed to 7% of the global GDP and reduced around 8% of the 
healthcare global expenditure by providing better solutions. The below figure shows 
various initiatives and developments that are taken by various agencies around the 
world, to revamp the healthcare sector using big data.

Chapter objectives include:

• Distinguishing propaganda about Big Data Analytics from fact and application
• Discussing specific application to the Healthcare Industry
• Indicate the limitations and opportunities

MAIN FOCUS OF THE CHAPTER

Impact of Big Data Analytics on the Healthcare Industry

The impact of big data from the patient’s point of view can be divided into 5 value-
based components, where this value is derived from the total cost applied and the 
impact or outcome it has on the life of patients. These value-based components are 
also called pathways, as they provide guidance for further improvement along each 
of these pathways . The pathways are:

1.  Right Living: Patients can now take control of their own lives by monitoring 
their health, and making decisions towards a healthier lifestyle. They can read 
the results of data mining and plan their proper diet and exercise regime that 
will enable them to remain healthy (Groves, 2013)

2.  Right, Care: According to this path, all the healthcare points will have the 
same data about the patients, from a common database, that will help them in 
coordinating efforts to help the patients in the same manner, and ensure that no 
glitches occur, like duplication of effort and wrong strategies (Groves, 2013).

3.  Right Provider: This pathway defines that patients should always be treated 
by the right professional, a person who is best suited to the task required for 
that particular patient. It ensures that patients are given attention to the level 
required, and by the person with the best track record (Groves, 2013).

4.  Right Value: This pathway ensures that the right value is added to the system 
without compromising on quality and efficiency. It helps to eliminate fraud 
in the system and allows for the outcome related compensation measures that 
give an incentive to healthcare providers to provide the best possible services 
(Groves, 2013).
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5.  Right Innovation: This pathway addresses the stakeholders to continuously 
nurture innovation in this field by encouraging R&D and trials by their 
researchers. It maintains that only through innovation can the organizations 
hold a competitive advantage and they must use the data mining results for 
continuous improvement (Groves, 2013).

Applications of Big Data Analytics in the Healthcare Industry

There are numerous applications of Big data analytics in the healthcare industry. They 
can be general applications such as customer relationship management, healthcare 
effectiveness or medical specific applications such as disease detection, predictive 
medicines, personalized treatment, etc. In this report, we will describe some of the 
more important applications in this industry:

• Customer Relationship Management: Customer Relationship Management 
is not just restricted to banks, retail outlets, hotels, and food chains, but it is 
also being extended to the healthcare industry these days. There are numerous 
contact points in healthcare organizations such as call centers, billing points, 
welcome desks, physician’s offices, etc (Rygielski, 2002). There are four 
stages in the relationship between a customer and the business, known as 
the customer lifecycle. These stages define the role of CRM at each step 
and help companies improve their relationship at every stage. Data mining in 
CRM helps both on the input side as well as on the output side. On the input 
side, it provides an understanding of the customer database and on the output 
side; it provides techniques for finding interesting results from that database. 
Data mining also helps healthcare organizations to change their interactions 
with the customers over a period of time. For example, customers getting 
into the retirement stage of their lives will have changing needs, and data 
mining models will detect that change along with the customers with similar 
behavior patterns (Rygielski, 2002). Customer Relationship Management can 
be modeled through data mining techniques to target individual customers 
for long-lasting relationships built on specific applications developed for 
them for their convenience. CRM can be used to predict what medicines the 
patient will buy or which doctor has attended a particular patient the most 
or whether he will comply with the prescriptions. The use of data mining 
to build CRM models can help healthcare organizations to improve their 
service, reduce their waiting times and provide better information to patients 
(Chye Koh, 2005). Pharmaceutical companies can utilize healthcare CRM 
to their advantage by deciding which customer base to target for their latest 
drugs, to decide which physicians to choose for clinical trials and to predict 
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the future demand of drugs according to the genetic makeup of customers and 
past ailments (Chye Koh, 2005).

Big data provides many opportunities by engaging players involved in the 
healthcare system. It provides the same set of solutions but with more accuracy, 
privacy, consistency, and facility. Alternative solutions are also provided which can 
benefit through better and faster planning, cost-effectiveness, better research, quality 
service, and effective optimization. External data is processed using various tools 
to improve the quality of the internal processes. All external stakeholders, such as 
the National Health Information Network (NHIN), come together and share the 
information on the common platform to integrate the data within the healthcare 
system. All forms of big data in terms of volume, velocity, and variety are used in 
healthcare. Large volumes of data from different stakeholders are taken together 
which comes in different forms – structured and unstructured and is then processed 
at a very fast pace to provide better treatment options for the patients and customers.

However, scientists and analysts who process healthcare big data are facing certain 
challenges. The problem generates with the lack of information that is available for 
decision-making. The volume of data available is no doubt too big but the integration 
of data from different players becomes a very tedious task. Firstly, the data is present 
with each party in different forms and then there are concerns like privacy and 
propriety that hinders the analysts to process the data easily. Another challenge arises 
with the security of the data when personal data is shared with different resources 
freely, so security threats and chances of fraud become high. However, countries 
have placed different acts and a law to curb this issue, one such act is the Health 
Insurance Portability and Accountability Act (HIPAA). Lastly, the challenge comes 
in defining the standards to generate accurate data used for processing and the entire 
decisions have to be taken in particular timelines (Cognizant, 2012).

RESEARCH METHODOLOGY

The research approach is qualitative in nature as a basic idea was gaining information 
from officials and staff of customer-centric organizations regarding big data 
implementation in healthcare. The research methodology adopted is based on an 
in-depth study of big data in healthcare and its growing significance in the business 
world. The application of big data in healthcare helps firms to gain insights into 
healthcare preferences, healthcare experiences, healthcare products and their 
patterns on users’, etc. The real data analysis was not done and neither any specific 
industry was targeted for finding principles that need to be considered as the aim 
was to understand big data impact in healthcare. The research approach is based on 
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discussions with officials and staff and is not confined to numbers. The research 
was not confined to single healthcare or Technology firms or type of organization 
as stress was to formulate the challenges and role of big data in healthcare. This 
study is exploratory so that the reader becomes familiar with the basic idea of big 
data with respect to the healthcare industry. As the research plans to generate new 
understanding and principles on the basis of the formulated questionnaires, in the 
future, it is primarily exploratory research.

IMPACT OF BIG DATA ON THE HEALTHCARE SYSTEM

McKinsey & Company (2013) developed a value-based model that discusses how 
big data has changed the paradigm by making a big impact in five different ways.

1.  Right Living – Well-being of consumers is taken care of by helping them to 
make informed decisions about their lifestyles.

2.  Right Care – Right set of treatment and care is provided using data backed by 
complete evidence and outcomes to ensure customer safety.

3.  Right Provider – Matching the right set of care providers with the patient is 
also done to deliver prescribed clinical impact.

4.  Right Value – Cost-effective measures are designed to enhance healthcare 
value by generating continuous sustainable approaches.

5.  Right Innovation – Adequate resources are provided for advance innovation and 
R&D to discover new ways and safety measures for healthcare development.

Table 2.  

Adopted from (Google Official History, 2013)
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Google Flu Trends

The Google search engine encounters a huge volume of search queries in a variety 
of formats every day, which we term as the BIG DATA nowadays. To get a hang 
of the sheer volume of data incoming at Google search engines from all over the 
world (refer Table 2).

For a long time, Google has been analyzing search query data to find out popular 
trends and patterns over the Internet. These trends were unique in the sense they were 
derived from data generated all over the globe and hence were truly representative 
of what is trending online globally, what is the fancy of the global population right 
now instead of just one country. In 2008, Google decided to explore further into 
the promising world of Big Data Analytics to wield more powerful and socially 
useful information from the huge mountain of search query data available to them. 
The problem they decided to focus on was the outbreak of infectious diseases like 
influenza which are potentially alarming and dangerous for mankind because of 
two reasons, One, epidemics of such seasonal influenza are responsible for millions 
of deaths around the world and second, often doctors encounter the birth of a new 
strain of influenza virus against which there is no prior immunity, making the 
disease ten times worse and deadly. This gave birth to a new platform or web service 
called Google Flu trends whose main objective is to accurately model real-world 
phenomena using patterns in search queries (GoogleBlog, 2008).

Google found out that certain aggregated search queries tend to be very commonly 
used during the flu season. Their algorithm clearly distinguishes between search 
terms for flu which are general queries for gathering information on the subject, 
and specific queries, which are used by people experiencing Influenza-like illness 
(ILI) (Google trends, 2013). Next, what has been observed during research was that 
there is a close relationship between the frequencies of these search queries and the 
number of people experiencing flu-like symptoms over a span of years. By counting 
the number and frequency of such search queries, Google Flu Trends could estimate 
how much flu is circulating in different countries and regions around the world.

When you have a large Internet user base in a particular region, the general 
observation is that people try to first gather information about any illness or symptoms 
they might be experiencing online. When they have sufficient evidence regarding the 
same they visit the doctor. The majority of the people visiting the clinic have first 
gathered information regarding the illness or symptom online. There is a lag between 
this online search and doctor’s visit which Google Trend uses to its advantage is 
that it can estimate the prevalence of diseases during the first interaction that people 
have with the Google search engine, quite some time before they actually visit the 
doctor. Hence, Google utilized health-care seeking behavior by people in the form 
of queries on its online search engine.
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Benefits From Google Flu Trends

The model developed by Google for tracking/monitoring flu activity around the globe 
gives estimates, which are closely matched to the traditional flu activity indicators 
(government records, etc.). This is a very cost-effective method for estimating flu 
activity in an area of interest, yielding a significant level of accuracy and hence can 
be used in real life by health care stakeholders. It utilizes the concept of collective 
intelligence to harness its huge data source in real-time (GoogleOrg, 2013)

Traditional flu surveillance systems take 1-2 weeks to collect and release 
surveillance data but Google search queries can be automatically counted very quickly. 
Data collection is easier and time-saving unlike traditional systems of recording. 
Google Flu Trends can predict regional outbreaks of the flu up to 10 days before 
the Centre’s report them for Disease Control and Prevention (CDC) (Wikipedia, 
2013) (Ginsberg, et.al, 2009).

Because of its faster detection, Google Flu Trends acts as an early-warning system 
for outbreaks of influenza which is crucial for such infectious diseases where time is 
of the essence, due to the nature of challenges posed by such diseases as mentioned 
at the beginning of the discussion. Early detection of a disease outbreak can reduce 
the number of people affected hence reducing the mortality rate substantially. The 
official response to a flu pandemic, such as vaccine distribution and timing, can 
now be greatly enhanced with such an early warning. Health care resources like 
doctors, medicines, equipment, etc. which are always scarce in number in times 
of epidemics can now be put to more efficient and targeted use than ever before, 
resulting in hundreds of lives being saved.

Challenges

Google Flu Trends experiences a few challenges as any other Big Data analytics 
system like combing through the mess of Big Data to produce meaningful results. 
Particularly in the case of analyzing search queries, it is crucial to identify the 
context in which the query was submitted to distinguish between relevant (actual 
flu incidence) and irrelevant data (e.g. gathering information on flu for a school 
project). Smarter algorithms have to be built to overcome this challenge on a daily 
basis. Another challenge is the sampling bias resulting from ongoing culture for 
the usage of the Internet. For example, data generated from Twitter accounts is 
skewed in the sense that Twitter is majorly used by younger age demographics of 
the population. Hence, it cannot be a true representative of the entire population 
and leads to missing points in the data chart for all ages besides those which use 
Twitter (e.g. elderly, children). Here too, underlying algorithms need to be adjusted 
to overcome this weakness. (HBR, 2013). What analysts have to make sure in the 
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end is that the interpretations from the data should actually fit with what we know 
and expect about the world.

Google Flu Trends - Potential Applications in India and Abroad

1.  Widespread global usage of online search engines may enable models to 
eventually be developed in international settings, which can be of great use 
to international health bodies like WHO to monitor health issues around the 
globe and gather resources to fight such outbreaks in a successful manner. 
Leveraging help from other countries to tackle such outbreaks would require 
less time than before.

2.  Google Flu trends can be extended to include Dengue trends (Beta version 
running) / Malaria trends especially in tropical countries like India.

3.  Eradication of HIV and female feticide are two most burning social issues in 
India. Due to the stigma attached and the secrecy maintained by the victims, it 
is almost impossible to identify the suffering before it is too late. Using Google 
Flu Trends model we can identify regions/areas experiencing high activities 
of HIV like symptoms or females contemplating female feticide and hence 
Government intervention/targeted welfare programs can be built/disseminated 
in such areas for better awareness and saving lives.

New technologies in medicine also raise a lot of ethical questions. There will be 
future cases in personalized medicine, in which we can clearly say yes or no and also 
therapies that we have to exclude based on what we have interpreted from Big Data. 
For all the hardship of such a diagnosis – a terminally ill patient could be certain of 
his future treatment, also be spared of much suffering. Another major challenge is 
to determine to what extent the data you have is relevant. In the case of a seriously 
debilitating disease like cancer, there are tens of variables that may be presented to 
you and you will have to choose which of them are relevant. The privacy is another 
major hurdle that there is on the way to a more networked system of cancer data. 
The more centralized data available, then unauthorized access would be devastating 
in which, for example, the information could be tapped by the criminals.

PENETRATION OF BIG DATA ANALYTICS 
IN PHARMACEUTICAL INDUSTRY

The adoption of Big Data in healthcare can change the delivery of healthcare and 
also impact pharmaceutical research and drug development. In the current scenario, 
healthcare companies around the world have started using big data analytics for 
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analyzing the claims and clinical data they have about patients to derive conclusions 
on the risk exposure to patients and the choice of prescribed drug subsequently. This 
analysis can be taken a level up and could be extrapolated to arrive at conclusions on 
personalized medicine and customized care. Big Data on healthcare and the insights 
yielded can help pharmaceutical companies with marketing strategies, commercial 
pointers to guide R&D decision making process, real-time data to gain better access 
to healthcare outcomes that will benefit in the improving the development strategies, 
identify unmet medical needs and limitations of prevailing therapies and providing 
an evidence-based value proposition and in improving lifecycle value and enhancing 
asset maximization. But the power of data lies in the way it is used. There is high 
ambiguity over transparency, compliance, and apprehensions regarding big data in 
the pharmaceutical industry, and hence the players need to ensure strong coordination 
between commercial and Research & Development entities, spring up analytical rigor 
and develop critical hypotheses that need to be tested systematically. Else big data 
might lead to incorrect conclusions that may have detrimental effects on a product or 
an entire portfolio (Mahajan, 2010). The Business Intelligence market growth in the 
pharmaceutical industry will be driven by factors like the need to develop an effective 
and transparent information infrastructure, identification of the latest sales forecasts 
and customer trends, attainment of cost efficiency, and increase in outsourcing. The 
data-intensive nature of the pharmaceutical industry makes BI deployment more 
challenging than other industries. Adoption of Business Intelligence is a challenge 
due to various reasons like the availability of data at different time periods, the 
frequent changes in legislation and the continuously growing consolidation in the 
pharmaceutical industry (Mahajan, 2010). Besides achieving operational excellence, 
pharmaceutical companies are investing in BI tools for implementation in technical 
areas, such as improving research and drug development, clinical performance, 
resource management, sales force tracking, and regulatory compliance reporting. 
Another lucrative use of Business Intelligence tools is in the decision making process 
for launching new products and services in the existing markets. Pharmaceutical 
companies are more likely to invest significantly in an operational reporting BI tool 
in order to fortify their marketing and sales function (Mahajan, 2010)

COMPARATIVE STUDY OF PHARMACEUTICAL INDUSTRY 
FROM INDIAN AND GLOBAL PERSPECTIVE

Indian Perspective

Ranbaxy Laboratories holds huge data repositories procured from various sources 
both internal and external. Internally, the sources of data were the various applications 
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within the organization dispersed over multiple offshoots of the organization and also 
the base of the environment- the ERP system. The company could collate the data 
but couldn’t provide an integrated view of the entire data within the organization 
to its users. This significantly delayed accessing information, report generation 
and subsequently the decision-making process (computer.financialexpress.com, 
2003). Ranbaxy considered making SAP as its centralized database but since SAP 
was a transaction system and couldn’t be substituted as a warehouse, they did not 
implement it. Ranbaxy required a data warehouse coupled with a powerful extraction 
tool that would dig into heterogeneous data sources to find historical data. Hence, 
Ranbaxy implemented both data warehousing and data mining solutions in early 
2002. Initially, the solution was implemented only for its marketing division in India 
and subsequently rolled out to all the marketing offices. It further implemented in 
the manufacturing division as well. (computer.financialexpress.com, 2003). The 
data warehouse had over 100GB of critical data, out of the 1 TB of data residing in 
Ranbaxy’s data repository, which was relevant for its business intelligence activities. 
The data was extracted from SAP and other sources using ETL and the presentation 
layer was dealt with by Business Intelligence tools. The extraction of data from 
SAP was done by tools tailored specifically for the SAP environment. ETL was 
used to retrieve legacy data from MIS operations and data from the SQL database. 
Post extraction, the data was cleansed to provide a unified version for data across 
multiple systems. (computer.financialexpress.com, 2003).

The extracted data is translated into data useful for strategic decision making 
through query and reporting functionality. Information from multiple sources, 
including SAP, spanning through the organization is consolidated into data mart 
which is in turn used for reporting and analysis. Business Intelligence tools are used 
for reports generation and analysis from data marts. The formats of these reports 
can be customized with respect to the users and distributed accordingly. Either the 
relevant data is given to the users on-demand or the company can decide what kind 
of information to give to respective users (computer.financialexpress.com, 2003).

Advantages

• The time taken to create an ad-hoc report for strategic analysis is significantly 
lesser after the implementation of data warehouse architecture.

• ETL has alleviated the process of collating data from multiple sources and 
obtaining relevant information.

• Easy access to critical information (computer.financialexpress.com, 2003).
• Big Data Analytics has enables the organization to analyze existing data and 

also predict accordingly.
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• Customized reports can be generated including a comparative analysis with 
historical Data

• Making better and faster decisions; its very crucial in Health care sectors.
• Using Predictive analytics, health care companies are cutting down the cost 

of health care and reducing medication errors.
• Electronic health records support in collecting the demographic, clinical 

data, diagnoses of the medical conditions.
• Improve operational efficiency.

Global Perspective

Pfizer is investing its efforts to get more information from existing clinical trial data. 
The company is implementing sophisticated data mining techniques to improve the 
design of new trials, in order to understand possible new uses for existing drugs 
in a different perspective and to help examine how drugs are being used after they 
have been approved. Companies seldom examine the data from past clinical trials. 
Typically, pharmaceutical companies work on a set of trials as a part of a new drug 
application and generate a report on the drug’s efficacy and safety. All the information 
with respect to the trail is saved and not studied until additional analysis is called 
for by regulatory agencies (Bio-IT World, 2008). Diverging from the conventional 
methodology, Pfizer has taken up additional analysis of clinical trial data using data 
mining techniques to look for unknown or specific patterns. The information gained 
from the secondary analysis is utilized to design new studies. The information gleaned 
from data mining can be used to determine a sample size while designing a new 
trial (Bio-IT World. 2008). For instance, if a company wants to test a drug, which 
has been approved in one country, in a different country, the company would have 
to do a study proving that the drug worked within the population of that particular 
country. This can be used in a scenario to test if an approved drug can be used for 
other purposes in a subgroup within the trial population. It can also be used for deeper 
analysis so as to minimize risks associated with a drug. Data mining techniques can 
be used to study drug interaction or safety-related issues that impact a particular 
population (Bio-IT World. 2008).

FUTURE OF BIG DATA IN PHARMACEUTICAL 
AND HEALTH CARE

Big data in pharma is one of the fastest-growing industries, is now termed as “Big 
Pharma”. Since the data is complex, the industry has an absolute need for big data 
and has a lot of applications. Global trends and technology advancements have 
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made big data more than necessary for future growth. Particularly in India, global 
investments for outsourcing, external research, and manufacturing have been pushing 
more applications of big data. Also, in the past ten years, India has accumulated 
immense data digitally which can now be directly used for analytics, something 
which was not practiced earlier by Indian companies.

The heat map above geographically summarizes Big Data opportunities in India 
in the coming years. Offshoring and product manufacturing shows huge potential 
and growth opportunities. With innovation in big data analysis techniques, a new 
revolutionized era can come into the healthcare industry in India.

Global vis-a-vis Indian context for big data can be examined based on different 
parameters which are summarised in the following table.

Issues for a big data revolution in healthcare include:

1.  Integration of data
2.  Mind-set of organizations in the pharmaceutical industry is of that risk-averse, 

and unless they see a future ideal value addition, they are reluctant to invest
3.  Practitioners are used to their own independent method of treatment
4.  Particularly with India, denial of patent protection is keeping likes of Novartis, 

Bayer, Roche at bay
5.  Misuse of data-driven revolutions by some organizations to maximize their 

own value in healthcare.
6.  Technology and Analytics- There is a serious dearth of bioscientists, and an 

estimated 200,000 shortage of big data analysts in the USA in addition to the 
shortage of 660000 biostatisticians, health professionals. India can produce 
only 12,000 professionals in the next three years for the same.

Hence to overcome these issues, the Integration of data between different sources 
of the organization and between different organizations is needed. From the heat map 
for opportunities in India that has been analyzed, outsourcing and manufacturing 
products are the business opportunities for big data.

Limitations of Big Data Analytics in Healthcare Industry

Although big data analytics has been a great boon to the healthcare industry, there 
are some serious

Limitations to the use of big data in this industry:

1.  The input data used for data mining techniques are not available in the same 
format throughout healthcare organizations. Hospitals, pharmacy companies, 
medical research centers have data in different settings and systems. There is a 
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need for a common data warehouse to be built for data sharing in this industry, 
but it is a costly affair and cannot be afforded by every organization [3].

2.  Another important issue is related to the quality of the data. Data obtained 
from various sources is often erroneous, corrupted, inconsistent or non-
standardized. It takes huge efforts to convert that data into usable from or to 
extract meaningful information (Chye Koh, 2005).

3.  There are legal and ethical considerations with the data being collected and 
processed. Patients are generally not comfortable about sharing their private 
information with organizations as they fear it might be misused. There is 
global apprehension about issues regarding the privacy of an individual and the 
ethical side of the intruding personal life of patients. These problems have to 
be tackled before organizations can effectively use databases for data mining.

4.  There are concerns among experts of big data about the quality of information 
obtained after processing large volumes of medical data, in which there are 
numerous variables and constraints. They argue that it will expose fluctuations 
in the result due to randomly “fishing” the data in the hope of finding patterns 
and relationships (Chye Koh, 2005)

5.  Data mining and big data techniques can only be applied by a person 
knowledgeable in this field. There is a significant dearth of experts from the 
big data industry and it costs organizations a lot to hire such individuals (Chye 
Koh, 2005).

6.  It requires a substantial investment on the part of companies to acquire 
resources, hire personnel, train personnel and buy the technology. Also, big 
data companies selling their products to medical organizations and individual 
physicians have to convince them of the superiority associated with using big 
data analytics. The world at large is still not ready to accept big data analytics 
on a large scale.

CONCLUSION

The applications of Big data analytics in healthcare are numerous, its benefits 
plenty. The penetration of big data in healthcare is still at a very nascent stage, 
with many organizations apprehensive about adopting and installing it into their 
daily routine. There are success stories of data mining in healthcare, but these 
stories are far and few. To adopt this technology on a global scale, some measures 
need to be taken. Data needs to be better captured before it can be processed. The 
organizations need to standardize the format of storing data across all healthcare 
facilities, be it pharmaceutical companies, hospitals, research centers or medical 
insurance organizations (Chye Koh, 2005). Also, most of the data that is recorded 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



152

Big Data Analytics in the Healthcare Industry

is not quantitative data but maybe textual or visual. So text mining techniques and 
digital image diagnosis need to be adopted by medical institutions before all data 
can be processed. Data from social websites can be harnessed to generate interesting 
health patterns and behavior.

There is no nobler cause than saving lives. And what better way to accomplish 
it in the digital age than big data analytics. Using Big Data Analytics to ensure 
the right living, right care, right provider, right value and right innovation is at the 
heart of this application. More and bigger data is becoming accessible publicly like 
Google Trends, Cancer Genome Atlas data portal, etc. hence developing Big Data 
analytics tools and techniques is the need of the hour in healthcare and pharma. 
More innovative and sophisticated the analysis more will be the benefit to society 
and business. India, renowned globally for providing service solutions and being 
the favorite outsourcing hub, should identify this burgeoning opportunity before it 
is too late.

In the future, all the healthcare constituents- pharmaceutical companies, hospitals, 
medical organizations, research centers and labs, physicians and government-run 
medical facilities will be impacted by the revolution in big data analytics in this 
industry. Organizations with a growing need to cut costs and sustain comparative 
advantage will accept this new trend and will be able to provide immediate benefit 
to patients and end-users (Hamilton, 2012). The costs of obtaining information about 
patients will break financial barriers; personalized medicine will be accessible to 
the common man and data from unconventional sources such as social media will 
be utilized to predict and solve medical problems of patients. The big data issue 
is so vast that no individual organization or person can solve it alone. It needs a 
coordinated effort on part of the whole healthcare community to sustain this big 
data momentum and to transfer its benefits to the world (Costa. 2012). Using Big 
Data Analytics, It leads the Information can be converted to knowledge.
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KEY TERMS AND DEFINITIONS

Big Data: Is defined as the processing of massive amounts of data that collect over 
time that are difficult to analyze and handle using common database management 
tools. The data are very unstructured and analyzed for marketing trends in business 
as well as in the fields of manufacturing, medicine, and science.

Data Analytics: Is defined as the collecting and analyzing data associated with 
customers, business processes, market economics or practical experience in which 
the collected data is categorized, stored and analyzed to study purchasing trends 
and patterns and the final patterns facilitate decision making.

Google Flu: Is from Google and it provides many estimates of influenza activity 
for more than 25 countries. By aggregating Google search queries, it attempts to 
make accurate predictions about flu activity.

Healthcare Analytics: Is defined on massive collection of data related to various 
healthcare domains, defensive medicine, billing, and fee-for-service, culminating 
in the mass adoption of EMRs and data proliferation towards improving clinical 
efficiency, quality of care, affordability, and fee-for-value - culminating in a new 
age of healthcare analytics.
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ABSTRACT

Leading in the era of digital abundance is a contest terrain as leaders grapple with 
the challenges of leading and working with the millennial generation at business 
and society at large. The emerging digital ecosystems emit strong signals for a 
transformation in leadership models and styles. Drawing on empirical and theoretical 
work on the movement in the generations of people, especially the workforce in the 
economic and social world, it is evident that new leadership models need to be 
explored in alignment to the digital era. This chapter attempts to evolve a framework of 
leadership for the digital era. The framework has been used further as an illustration 
through an initiative designed and implemented for mid-level leaders. The chapter 
strongly recommends a revisit to leadership concepts and development in the era 
of digital abundance.
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Dedicated to Late Prof. K B Akhilesh

INTRODUCTION

The emerging world is characterized by complex changes in lifestyle, aspirations, 
business culture, and use of technology. These are creating discontinuities from the 
past to the present and to the future. Organizations refer to them as problems of a 
generation gap and failure of current policies amongst the new millennium workforce. 
Culture and practices are questioned for relevance and use, without providing 
alternatives to the future. Aligning people and influencing them, to achieve specific 
goals are becoming extremely difficult in the interactive, chaotic & complex world. 
Complexity is increasing because of information abundance. The increased availability 
of information is causing multiple interpretations of the reality. The speed at which 
the information is gathered, processed or analyzed does not really lead to a better 
understanding of the problem. Invariably it creates confusion leading to inaction. 
People take positions based on their beliefs and interests. There is blurring of right 
and wrongs. There is a lack of understanding in connecting thoughts to actions 
to reasons. The role of leadership needs to be renegotiated in the emerging era of 
abundance. This chapter argues that the emerging digital era is completely different 
from the experiences of the leaders in the past decades. Further it builds a framework 
based on three pillars. They are: (a) leadership thoughts, (b) influence and actions 
and (c) driving results in the digital era. The chapter is presented in three parts:

• The first part provides characteristics of the emerging digital era and compares 
with the pre-digital eras.

• In the second part we propose a leadership framework to define the leaders of 
the era of digital abundance.

• The third part provides an illustration of an organizational Initiative using the 
developed leadership framework to identify the drivers of leadership in the 
digital era.

Finally, the authors argue and advocate an integrated holistic Initiative towards 
leadership effort and effectiveness based on assessment and reflection.
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BACKGROUND

The Digital Era has been defined and conceptualized by studies done in the context 
of understanding the generational gaps and reflecting on the future trends (Lallana 
& Uy, 2013).

Authors have connected the related issues of digital era not only to the generational 
gap issues but also on the influence of technology in terms of simplicity and speed. 
Cisco in a whitepaper on Transitioning to Workforce 2020, has elaborated how 
organizations are reorganizing the business models to reach the new expectations 
of their workforce and customers.

“The Digital Era is characterized by technology which increases the speed and 
breadth of knowledge turnover within the economy and society.” – IGI Global (Social 
and Economic Transformation in Digital Era 2012). The influence of technology 
has rewritten the way business is done. According to Berman, (2011), “to succeed 
in a Digital Transformation Era, leading companies focus on two complementary 
activities: reshaping customer value propositions and transforming their operations 
using digital technologies for greater customer interaction and collaboration.’’ Any 
Business or Industry that does not embrace the nodes of technology and understand 
the new digitally connected customers will not be considered to be in the game! They 
may perish without evidence of their existence. The Indian Postal Department is a 
good example. Today with the evolution of fast reaching Short Messaging Services 
(SMS) and Email services, erstwhile emergency mediums of communication such as 
Trunk calls or Telegrams are completely erased. The Postman who delivered letters 
at our doorstep was once a very anxiously expected guest for many households, 
especially in the remote villages. But today this “Guest of Ours” is slowly getting out 
of our memory. The mobile phones are more effective in connecting people across 
geographies. Digital era demands both connecting to the customers and being more 
adaptable to the changing influence of innovation and technology.

Another example can be the music, media and entertainment Industry. According 
to a study by Berman and et al (2009) the music industry was one of the first to feel 
the brunt of the digital revolution. With the standardized mp3 format for digitized 
music and the availability of broadband connections for Internet distribution, the 
reality of industry disruption became apparent to all. Traditional music companies 
were expected to lose more than 35 percent of value between 2003 and 2012, with 
total revenues for the period expected to drop from US$12 billion to $8 billion. 
But at the same time, other parts of the music ecosystem – more closely attuned to 
the customer experienced significant growth. This includes consumer electronics 
companies that make digital music players, concert promoters and producers of 
other live events.
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Leadership that avoids the hard decisions about digital transformation are likely 
to suffer a fate similar to that of the Indian postal department or traditional music 
companies. Leadership that stayed closer to their customers, digital transformation 
could create significant new opportunities. Many welcome the digital era and enjoy 
the abundance opportunities. However there are many who find it difficult to cope 
with technology as well as the attitudes.

At the individual level connectivity seems to be an important factor in the digital 
era. Individuals acquire knowledge, share ideas and learn through connecting with 
others. These connections are more virtual than face to face. This is also referred 
to as part of the “Net-Generation”. They expect always getting connected and 
being aware through the digital media. Learning environment and organizational 
culture get redefined around the needs of the members of the Net-Generations. 
Engaging, “connected” employees and creating a digital eco-system becomes the 
basic responsibility of the leadership in the emerging era. It is apparent that such a 
leadership agenda is not restricted to one or other kind of organization or industry. 
Hence the emerging leadership is independent of the industry context but more 
influenced by connectivity, speed, content and enabling user friendly interfaces. 
Successful leadership in the emerging digital era is characterized by several of the 
attributes as discussed. They are being close to the customers, achieving digital 
transformation and taking hard decisions, evolving an appropriate eco-system of 
connectivity and integrating goals of the organization to the individual styles of 
living and learning styles. To decode the emerging trends of leading workforce, 
it is reasonable to examine a comparison of the different Eras shown in Table 1.

This table illustratively compares these three styles of leadership with respect to 
philosophy, influence, control, communication, participation, technology engagement 
and business approach. It can been seen that traditional leadership as given in Figure 
1 is followership driven, influence is based on a directive or Dictatorial approach. 
Further control is established through hierarchical chain of command systems, 
dealing with mostly co-located teams. Face to face communication is preferred 
and tends to be one way communication in a closed environment. Participation and 
collaboration is mostly top driven. People have limited access to technology and 
contracts are negotiated as win-lose rather than win-win.

The leadership model of the Technological era is more differentiated based on the 
roles, responsibilities combining with hierarchical arrangements. Intranets work as 
back bone of the organization with protocols of access to information and decision 
making. Members have a choice and a preference to accept or reject the given task. 
Leadership is more inclusive and consensus-driven eventually leading to compromises. 
Control lies both with the leader as well as in work teams to achieve the required 
flexibility and collegiality. Two way communication is achieved through face to 
face as well as indirect mediums. Participation and collaboration depends upon the 
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reachability and availability of the leaders. Technology is seen more as assistive 
and enabling. Leaders try to achieve the organizational goals through workforce 
engagement which goes beyond traditional motivational practices.

Leadership model in the emerging digital era is driven by the philosophy 
of empowerment, trust and collaboration. Leaders influence behaviors to build 
appropriate enabling work culture. Collaborative and flat structures support control 
functions in the context of geographically distributed team functions. Communication 
tends to be virtual, open, transparent and democratic. Members of the organization can 
escalate and seek solutions “on-line” to achieve their required speed and efficiency.

Table 1. A comparison of leadership across pre-digital era, technological era and 
emerging digital era
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The principle of influence is evolved around achieving participation and 
collaboration through explorative discussions and having right conversations at 
different levels, feedback is used for development and improvement of performance. 
Technology is not a choice but becomes addictive and enabling. In other words, 
presence of technology is felt throughout the day, weeks and months. 24/7 is a simple 
expression of the addictive life styles of the employee and of the organization where 
they mediate communication and presence through digital era technology. Business 
approach is more characterized by being collaborative, transparent and connectedness 
between the employees, customers and other key stakeholders.

EXPLORATION OF THE FRAMEWORK FOR 
TALENT DEVELOPMENT INITIATIVES

Most of the well aware organizations are in touch with this reality. They study their 
current workforce and are aware of the fact that though a majority of their future 

Figure 1. The Tradition Leadership model of the Pre - digital Era

Figure 2. The Leadership model of Technological era.
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workforce will be the Millennials, they have a fair representation of workforce from 
the Baby Boomers and GenX. Simultaneously, feedback is usually sought time and 
again from their customers & employees, on how they would like Organizations 
to gear up to fit the digital era. Moreover the Annual employee survey serves as 
an important input to understand the need to groom leaders to lead the new mixed 
generation of workforce as one of the key focus areas.

Figure 3. The Leadership model of Emerging Digital era.

Figure 4. The 9 Box Talent Grid.
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Here is an attempt to explore the popular Talent Development Tool - The 9 Box 
Talent Grid to understand the spread of the talent and put together a well thought 
out action plan to build the pipeline of leadership talent.

Talent Measurement Criteria – Performance and Potential

The two elements most commonly employed as criteria in this talent measurement 
tool are performance and potential.

The measurement of performance is traditionally assessed often through 
performance appraisals; however the measurement of potential, on the other hand, 
is less traditional and creative approaches are explored for this purpose.

The Performance criteria has three levels – Poor, Moderate and High. Simply 
put, on a scale of 5, Performance rating of 0 to 2 can be considered Poor, a rating 
of 3 to 5 as Moderate and any rating above 3 as High. This is the generic rating tabs 
used in Performance Appraisal Ratings.

The Potential criteria has three levels – Low, Moderate and High. As mentioned 
earlier, unlike Performance, measuring Potential takes more inputs to gauge.

The Global Leadership Assessment Dossier (GLAD) discussed later in this 
chapter throws more insights, on assessing behavioral aspects of measuring Potential.

Now to elaborate on each of the 9 boxes:
The first slice is about the top 3 boxes –

• Super Star (High Performance and High Potential) – Talent that exhibits 
consistent high performance in their current role and showcases high potential 
for future roles are to be placed in this box. The Outstanding talent is usually 
placed in this box. Super stars are all about upward growth and promotions so 
they need to be stretched with tall order goals and provided with the necessary 
development opportunities.

• Rising Star (Moderate Performance and High Potential) - Talent that exhibits 
moderate performance in their current role and showcase high potential for 
future roles are to be placed in this box. The talent in the pipeline is usually 
placed in this box, hence there is a high need to stretch and develop them on 
progressive goals.

• Pillar (High Performance and Moderate Potential) - Talent that exhibits 
consistent high performance in their current role and showcase moderate 
potential for future roles are to be placed in this box. To upgrade the potential 
quotient from moderate to high, this talent needs to be diagnosed of the gaps 
and provided with stretched goals and development opportunities.
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The next set is about Boxes 4, 5 and 6

• Key Contributor (Moderate Performance and Moderate Potential) - Talent that 
exhibits moderate performance in their current role and showcases moderate 
potential for future roles are placed in this box. The Consistent mediocre 
performing Talent usually placed in this box needs focused development 
opportunities.

• Rock Star – (High Performance and Low Potential) - Talent that exhibits 
consistent high performance in current role and shows low potential for 
future roles are to be placed in this box. The talent placed here are experts in 
their area of specialization only. Rock Stars are all about stability (hence the 
‘rock’ in their name). So, they are the ones who need exposure into newer 
areas of development.

• Sufficient Contributor - (Moderate Performance and Low Potential) - Talent 
that exhibits moderate performance in their current role and showcase low 
potential for future roles are to be placed in this box. The talent placed here 
are exhibit reasonable performance as expected however there is a need to 
assess and improve the standard of performance by several notches.

The last set of boxes – 7, 8 and 9

• Under Dog (Low Performance and High Potential) - Talent that exhibits low 
performance in their current role and showcases high potential for future roles 
are to be placed in this box. The talent placed here need a relook at the current 
assigned roles and the possible mismatches in role and work conditions 
such as territory, domain, etc., and be provided the right opportunities for 
development.

• Under Performer - (Moderate Performance and Moderate Potential) - Talent 
that exhibits moderate performance in their current role and showcase 
moderate potential for future roles are to be placed in this box. The talent 
placed need a key observation and appropriate action.

• Talent No-Show - (Low Performance and Low Potential) - Talent that exhibits 
consistent low performance in their current role and showcase low potential 
for future roles are to be placed in this box. The talent placed in this box 
needs to be monitored and reassigned to suitable role / project, else work out 
an exit plan.
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Application of the 9 Box Talent Grid

The following areas could be a few areas for application, however exploration into 
other areas should not be ruled out:

1.  Succession Planning
2.  Workforce Planning
3.  Competence Mapping
4.  Career Development

While the onus lies on the Business Leaders to maintain a healthy pipeline of 
talent through strategic initiatives such as succession planning, workforce planning, 
Competence mapping and career development, it does require the robust support 
and guidance of Organizational and Talent Development (OTD) partners to pursuit 
this long term Organization Goal. Talent Review Boards (TRBs) using the 9 Box 
Talent Grid are the most sought out approach to map the spread of talent and to churn 
out Talent Development Plans to suit the challenging Industry / Market conditions.

Performance Appraisal serves as a critical input to assess Performance, while 
employing the 9 Box Talent Grid. The Performance assessment provides the spread 
of talent across the 3 levels – Low, Moderate and High in the current roles assigned 
to the talent. This step is critical, hence to achieve a fair gauging of the performance, 
pre-steps of goal setting and periodic review of performance become inevitable. 
Hence a robust on-line Performance Management System like Oracle’s Fusion 
Performance Management System is the need of the hour.

While Performance Assessment can be done using the Appraisal process as the 
primary source, assessing Potential for future roles / opportunities need a far more 
elaborative approach. It is a given that measuring talent’s future potential does come 
easy. Hence the need to apply a different thinking hat to achieve this tumultuous task.

In this chapter we recommend using the Global Leadership Assessment Dossier 
(GLAD) as an attempt to measure Potential for future roles / opportunities and place 
them on the 3 levels – Low, Moderate and High.

GLOBAL LEADERSHIP ASSESSMENT DOSSIER 
(GLAD) - THE PROPOSED FRAMEWORK

The proposed framework was developed based on three methods, one was to collate 
notes from appraisal discussions on key leadership traits that were rated high by the 
managers. The second was to discuss with the managers and elicit inputs on expected 
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leadership qualities. The third to integrate the concepts given by the thought leaders 
in the area of leadership.

Towards this objective of building a leadership framework a dedicated study was 
taken up by Mindtree. Mindtree Limited is a global information technology solutions 
company with revenues of over USD 1 billion and 17000+ experts working to 
engineer meaningful technology solutions to help businesses and societies flourish.

The Mindtree Study:

• Leadership traits from Performance Appraisal Records- The notes 
collected from 10 years, in all about 800 records were reviewed to get 
synthesize of what attributes are valued in leaders. This was further revised 
with face-to-face discussion with the managers of Mindtree.

• Discussion with the managers – A series of discussions were held with 
several managers from mid-level to senior level to explicitly seek views on 
what leadership attributes they value and expect in a leader. To encourage 
participation a contest was rolled out and that fetched about 150 leadership 
traits for debate and discussion. The popular choices were voted and 
rewards were announced. These discussions revealed 6 attributes of a 
successful leader. They are: the leader is Confident, builds Relationships, 
is Engaged, is Dependable, Adaptable, and is Interesting. However these 
themes related to Leadership looked simple but raised many questions. Such 
questions included: What is meant by Confidence? Is it possible to measure 
how Confident one is? How good am I in Synthesis? Am I interesting? How 
interesting? How can you tell if I am good at telling stories?

And when these were answered, they led to more questions: How can I improve 
my Confidence? What do I need to do to better my Synthesizing abilities? How 
can I be more interesting? I am creative but no one agrees; what do I need to do?

While we pondered to address these questions, it was felt useful to examine what 
eminent thinkers had to say on these 6 identified leadership attributes. Hence an 
attempt was made to review the relevant literature.

• Review of Relevant Literature – a review of relevant concepts helped 
identify several attributes of effective leadership. They are:

Howard Gardner (1983), in his Five Minds for the Future, says this decade’s leaders 
must have expertise (technical/domain/whatever), can synthesize (i.e. put things 
together, understand patterns, systems thinking, construct a story from unconnected 
clues like Sherlock Holmes), are creative, respect others (open to others’ views, 
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listen to others, empathize, build networks), and are ethical (can be trusted, keep 
commitment, dependable, can build relationships, people love working with them.)

Daniel Pink (2005) says that the right-brained will rule the world and skills like 
Design, Fine Arts or Story Telling are critical.

Joel Barker’s (1990) definition of a leader. “A leader is someone you opt to follow 
to a place you would not go by yourself”. The Barker definition emphasizes on a 
leader being chosen by followers rather than the other way round.

Leadership in the emerging digital era is an attempt to influence in a heterogeneous, 
complex and dynamic environment. Baird and et al (2011), suggests that customers 
will increasingly guide organizations to less complex approaches to meet their 
needs. This symbiotic approach – leveraging the customer’s input – is at the heart 
of new social business designs that drive innovative market approaches and better 
strategic service.

There are studies that distinguish different generations of employees. According 
to Workforce Central Florida, WCF (1996) the four generations in the workplace 
are Traditionalists (born before 1945), Baby Boomers (born between1946 – 1964), 
Generation X (born between 1965 -1980) & Millennials (Born between 1981 – 1999). 
With the emerging workforce and customers comprising of the mixed generation 
with a majority of Millennials, so organizations are expected to relook at their HR 
practices. Prensky, Marc (2006) opines that these “Digital Natives” because they 
are the first generation to grow up in the digital age, the Millennials are highly 
connected and extremely technology- savvy. Where the Boomers grew up with Time 
or Newsweek on the coffee table, Millennials grew up with Wired or Fast Company. 
Before Facebook and Twitter burst on the scene, Millennials were connecting with 
friends over MySpace and AOL Instant Messenger. This generation sees social 
networking as the norm, not something new. They expect the workplace to be every 
bit as connected and social as the rest of the world around them. On the other side 
the workforce from the other generations are trying not to miss the bus! Hence 
Businesses that embrace social connections inside and outside the organization will 
be well-positioned to engage this mixed bag of workforce and customers. Leaders 
need to recognize that enterprise social business is not a trend on a distant horizon 
but is a present-day reality. In order to do business with the mixed generation of 
workforce and the customers, organizations must have a strategy that is focused on 
the way these generations connects with their peers and the rest of the world.

Apart from the above, as a next step of progression the framework was reviewed 
with other relevant concepts by bringing in a collaborative discussion with external 
experts who were actively involved in leadership skills development. (the identity 
of the external partners consulted is not revealed for the purpose of confidentiality). 
The external partners were engaged to review the framework based on the following 
four criteria: Clarity of the definition of the attributes, measurement, control and 
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improvement. These independent reviews helped in validating the 6 identified 
attributes of the leaders in the digital era.

SIX ATTRIBUTES OF THE LEADERS IN THE DIGITAL ERA

We have discussed that abundance of information, limitation of time, and immediate 
response expectations are features that characterize the paradox of the digital era. 
Also, while we have an abundance of information, it’s difficult to know which 
information is authentic (and lots of incorrect data are floating). Besides, information 
gets updated every moment, and we cannot wait to find all the data; we must take 
decisions faced with incomplete data. We also have plenty of connections, but very 
few friends who can provide us custom advice – besides, our friends and networks, 
too, are stressed by too many tasks to achieve in too little time, so they will find 
little quality time for the thinking needed to advise us.

On the other hand, news spreads instantaneously and any mistake in decision 
making can be known to the world, and unlikely actors will respond before the 
leader has time to react or retract.

In a world of such challenges, the first attribute of an effective leader is Confidence. 
The leader must be confident to take decisions in the absence of all information. A 
leader will be able to take such risks when she has the ability to learn continuously 
and from diverse sources, the ability to quickly assimilate data, and to synthesize 
apparently unrelated information and form one’s own point of view. Such a leader 
will take stands when needed, remain comfortable in ambiguous situations that are 
characteristic of systems in transition. When one is an agile decision maker, mistakes 
must happen – the leader needs the sharpness to identify mistakes and willingness to 
accept them, take responsibility and confidence to even change course when needed.

In an uncertain universe where decision making is tough, and taking others 
along even more difficult, all effective leaders must build relationships – such 
relationships that can be relied upon in critical moments. Relationships are built on 
trust, and trust is not built in a day. Effective leaders invest in trust, support others 
in their moments of need, keep confidences, and share openly. They are seen as 
authentic and trustworthy. They have the confidence to provide right feedback and 
know how to receive feedback, their Johari windows will show a large open Arena, 
and smaller quadrants for ‘façade’ or ‘blind spot’. Consequently, they can rely on 
others to achieve their objectives, and others can rely on them. This brings us to the 
next attribute of the effective leader.

The effective leader is dependable. Dependable implies she is the go-to person 
when I need something to get done. That suggests the first trait of the dependable 
leader – she needs to be available, and accessible. There are many hard working 
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professionals but the most effective ones exhibit patterns in how they work and 
they spend their time. The dependable person remains customer-focused and results 
focused. The dependable person is also process focused, and seldom gives you 
surprises. Their success is very often repeatable, and can also be learnt by others. 
Such leaders will question a lot, and questioning is their way to understand hidden 
and not so obvious realities, to find new ways to do things, to discover unstated 
opinion or agenda, as also to convey their own views and thinking. Their questioning 
helps them get to depth of issues and uncover potential pitfalls – this trait makes 
their decisions and actions dependable. You can also expect them to dissent in time, 
as their process orientation, results focus and critical questioning lead them to the 
right decisions at the right time.

A leader of the digital era needs to be Adaptable, this implies she is flexible. 
Flexible implies the leader knows her strengths, constraints, and priorities – such 
self-awareness means the leader knows her own mind, so she knows which trade-offs 
to make, and which ones she is unwilling to even negotiate. Such a person has clear 
values and personal vision, and is usually innovative, willing to find or accept any 
solution that fits within the broad vision. Adaptable leaders are also quick learners 
and ever willing to try new ways of meeting their objectives. Such focus on the goal 
and flexibility on the path make them out of the box problem solvers.

In an era of short attention span, and transactional interactions, the effective 
leaders stand out as engaged leaders. They are deeply connected with the context and 
environment in which they are working. They are engaged with the people they work 
with, their customers and their customers’ businesses, with their organization and 
its associated goals and problems. They are not just focused on their own goals but 
they are curious, engaged and make an impact to their organizations’ long term goals 
as well. Where possible, they get engaged in their customers’ strategic directions as 
well. Such traits lead them to focus on developing people. They understand their goals 
are too big for them to solve themselves, so they are open to involving more people, 
and they know they have to prepare others for the same. They take ownership for 
outcomes, and usually they are known for their passion. Their presence is inspiring 
and people are more energetic and productive when engaged with such leaders.

The short attention span era also demands interesting leaders. One can be expert 
in a domain and highly results focused and dependable, yet this person may not be able 
to attract followers. Being interesting is a critical facet of leading people. Interesting 
people usually have diverse interests and display ability to share and communicate in a 
range of topics. They are also optimistic about the future and about their environment 
(who wants to spend time with a source of negative energy?). They have diverse friends, 
not limited to their company or even their profession. They have a positive view of 
their own future, are inspired and inspire others. They are seen in informal meetings, 
learn from multiple situations, and in the current context, love to blog.
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RATING THE LEADER ON ATTRIBUTES

How do we rate the leader on each attribute? These traits get rated based on a series of 
questions asked about the leader. The questions evolved from responses in appraisal 
reviews and other leadership development initiatives as discussed earlier. We will 
explain this with an example.

A leader is rated at Level zero when the sentences labeled Level 0 describe 
the leader. A zero rating indicates the leader has no maturity on this trait; Level 
1 indicates the leader practices this trait, these are shown against Level 1. If all 
sentences labeled L1 are appropriate for the leader, only then we look for L2. When 
rated at Level 2, the team feels the impact of this leadership trait and benefits from 
it; the leader is also pro-active and conscious about developing this trait. At Level 
3, the leader is not just visibly good at this trait but also actively shares information 
and develops others at this. The leader is probably also an organization role model 
on this. At Level 4, the leader creates an organization culture around this trait, and 
there must be a number of leaders in that organization who have grown into Levels 
2 and 3 at this.

Figure 5. These 6 attributes and 24 traits as a 6X4 Matrix.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



170

Creating the Catapult Effect for the Talent in the Era of Digital Abundance

From this description of the ratings it is clear that most good leaders will probably 
be rated at level 1 and level 2 in most of the traits, and at 3 or 4 in only some of 
the traits. There will probably be no one who can be level 3 in all traits, and that’s 
perfectly all right. We need to be at peace with the fact that real leaders are not 

Table 2. The trait “Owns failures” as an example.

Table 3. The four level rating scale assigned to the traits.
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“all perfect”, and are probably outstanding in only a few traits, while meeting the 
necessary requirements at others.

The strength of this rating system is its transparency – and that lends it to being 
a development tool and not just an assessment tool. If a leader is at Level 1 on some 
trait, the leader understands exactly why she is at level 1, and what is needed to get 
to Level 2. To illustrate this further, let us look at how we can assess a Creative and 
lateral thinker, before we close the discussion on rating.

Notice that GLAD focuses on visible behavior, and impact – that makes it 
objective to rate, and easy to develop or mentor on some traits. This is a critical 
difference with most other assessment tools where one receives a report without 
clarity on why one has been so labeled. The transparent nature of this tool makes it 

Table 4. The trait Creative and lateral thinker to understand the rating method.
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developmental and growth oriented. Further users of this framework will feel more 
objective about assessing the talents’ potential for future roles / opportunities and 
its impact focused on fair gauging of talent for the future organization’s roles and 
succession planning. Unlike other tools, the openness of this tool thus makes it a 
living and dynamic tool. It will not just change and grow with time, but can also 
be tuned for different organization contexts. So the tool, too, has the traits of the 
leaders it is meant to assess. (For an insight into the complete assessment, authors 
can be contacted).

The main focus of the chapter is to illustrate using the 9 Box Talent Grid and the 
GLAD frameworks for a broad spectrum of Organizational & Talent Development 
initiatives. This application aids to understand the context of leadership, the changing 
expectations of the customer and accordingly build capabilities to deal with challenges 
emerging from the techno-savvy Mixed bag of Workforces and deliver the results 
for the customers.

FUTURE RESEARCH DIRECTIONS AND CONCLUSION

The present frameworks were adopted / developed in an emerging business context 
where Organizations have to deal with changing employee context and demanding 
customers for a proactive Organization and Talent Development, this demanded a 
clearly different approach, so an application of the (Box Talent Grid and Global 
Leader Attributes Dossier had to be adopted / developed and executed. The chapter 
has highlighted the application of well researched frameworks to orchestrate 
Organization and Talent Development initiatives. Champions like Organization & 
Talent Development (OTD) and Learning & Development Consultants within the 
Organizations are required to continuously educate Business Leaders to engage in 
such meaningful sensing and pave a well thought out path to nurture their talent 
and become future ready organizations. The future researches should focus on the 
repeatability of such initiatives not just within the organization but across collaborative 
partners. It is also suggested that assessment is not an easy process, hence this 
needs to be developed by supportive culture to increase employee engagement and 
participation.
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INTRODUCTION

This chapter focuses on reviewing the current literature, trends and best practice 
information to determine what cyber security challenges tomorrow’s business leaders 
face and which skills will be needed to protect enterprises from criminal hackers 
and cyber warfare, as well as espionage in the future. Cyber espionage and warfare 
have led to an increase in cybercrime (through reverse engineering of attacking 
technology and infection methods). The need has arisen for executive managers to 
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ABSTRACT

New attacks and methods seen today indicate an emerging trend and dependency 
on reverse-engineered technology that was used in the past by espionage and 
intelligence agencies and their tactics as well as use of modern technology to 
obtain information and data that is turned into usable intelligence. One of the many 
disturbing consequences of this is that we are faced with attackers that are versed 
in stealth, deception, planting false information, and increased training in newer 
attack technologies that classical tools can no longer reliably find. In addition, 
advanced attack and deception skills now use OSINT (open source intelligence) 
data collection tactics that have moved entire attack chains into the espionage and 
surveillance realm.
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have a basic understanding of digital or cyber security so that both aspects of the 
business are integrated into a more efficient team and better overall security posture. 
Answering this question seems very obvious in lieu of what has happened recently in 
regards to the NSA and the intelligence community through Mr. Snowden’s leaked 
information. Discussions about dark budgets and secret spy programs that include 
the recording of all-encompassing data collection that includes phone records, emails 
and Internet traffic concern many businesses. If this chapter had been written a few 
years ago, many would not have even read it because the rift between cyber security 
departments and the rest of the business were so big that the value of what cyber 
security departments do was questioned and viewed as an unrealistic return on 
investment. Additionally, some business executives believed an unjustified perception 
that only a little security is needed because nothing will happen. On one hand, there 
are a security team and its initiatives of checking and creating policies that aim at 
protecting the enterprise from disruptions and cybercrime, and on the other side are 
business departments that are expected to be in budget and highlight the value of 
projects in regards to how these helps create more revenue for the company. Other 
business functions of an organization understanding and recognizing how cyber 
security is a vital business function have, however, been an issue and a challenge for 
many CISOs (Chief Information Security Officer) and Security Officers in the past. 
Business managers in the past did not understand cyber or digital security as a vital 
business function, nor did they understand what exactly needed to be reported when 
a breach occurred (Salmon & Collins, 2013). Today we see how complex a topic 
cyber security is and how this protects revenue, and helps to add more revenue by 
helping to introduce new technologies to maintain technical advantages in markets 
while still protecting company production and process secrets from cyber criminals. 
Factors that lead to misunderstandings in the past was a false sense that minimal 
security was needed because nothing happened, this was wrong because many 
hacked companies only found out much later that hackers or cyber criminals broke 
into systems and stole data. Security Officers were wrong when they expected the 
business to spend money on new products without justifying why those products 
and solutions were needed in a language that business executives understood. The 
implementation of security solutions also could be measured by metrics and revenue 
or reduced costs so that advantages to the business were clearer.

Currently, newspaper articles from the Guardian, the New York Times as well as 
other prevalent and well-known newspapers recently highlighted the NSA’s (National 
Security Agency) global espionage data collection program in detail. Information 
could be read about how data was being collected (also in which countries) of any 
and all communications from network traffic as well as telephone calls and social 
media transactions, being captured, analyzed and assessed or passed on to various 
other departments for action. Whistleblowers are a very good example of how risks 
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of information leaks (whether ethical or not) from insiders (contractors, partners or 
even employees) are still a big threat to all as well as the impact of that risk is very 
real and prevalent. Many have seen current covert espionage activities (and the way 
that data was collected) as one of the biggest infringements on the global community’s 
use of the Internet for normal communications. Businesses and citizens agree that 
these actions of espionage could be seen as a violation of their human rights, not to 
mention the national sovereignty of those nations being spied on (Dinniss, 2012). 
In this maelstrom of emotions, accusations as well as fantastic claims, a bigger and 
even more important problem comes to light. The insider is a huge threat and poses 
a higher risk factor in cybercrime.

Cyber or digital security is vital to international business because it helps to 
protect businesses from the threat of losing competitive advantages and information 
of its business practices to competitors due to unauthorized access or unintentional 
Data theft. Security helps protect businesses from disruptions due to cybercrime, 
espionage and criminal hackers by implementing the systems, mechanisms and 
awareness needed to detect, log and deter cyber criminals or criminal hackers from 
attacking the enterprise. It (the security team) takes away criminal hackers’ competitive 
advantage with various types of attacks (both internal and external) by implementing 
systems to detect them and stop them. Since cyber-attacks and threats have picked up, 
many security teams have started to notice what reduced security budgets actually 
mean when no new solutions, time or resources are available to protect a company’s 
vital assets. Business leaders have also started to understand what security’s value 
is and why attacks and the value of protection are only understood after an attack 
happened. If anything, the NSA’s program has shown that the types of attacks used, 
was largely underestimated and are leading to an increase in a country sponsored 
criminal hacker outbreak as well as faster malware and virus development.

Security specialists and business leaders are asking how an external contractor 
(in the case of how the NSA’s spying program was discovered or leaked) was able 
to access information that was highly classified or at the very least, top-secret. The 
revelation of how this information was released to the public, whether right or wrong 
has shown us all that the threat of insider (or unintentional) hackers resulting in 
breaches to be very real. Just as in international business a government agency also is 
required by law to protect their data and how sensitive information is disclosed to the 
public or any other parties. What the current revelations of the NSA’s spying program 
have shown us is that even the highest and most secure echelons of government have 
exactly the same issues than any other business has, insider threats (or unintentional 
data breaches) that result in lost or stolen information (Knapp, Marshall, Rainer 
& Ford, 2007) and (Sharrock, 2013a). International businesses must protect their 
customers and discuss with their employees how to use and work with sensitive 
data needed by the business to make even the simplest of business transactions in 
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E-Business correctly and without harming others (Salmon & Collins, 2013) and 
(Bandyopadhyay, 2012).

Reports and detailed analysis from IBM, HP, Gartner, and Forrester point to the 
risks of data and information security discrepancies (as well as the lack of controls 
internally) that lead to data theft by identifying risks that are internal and external 
to the business. In 2011 KPMG published its study of over 348 fraud investigations 
and published those results in “Profile of a Fraudster”. In this report by KPMG 
Switzerland, a detailed analysis was made to identify the characteristics of a typical 
fraudster (based on 348 investigations in 69 countries). Interestingly one of the 
many characteristics was that fraudsters tended to be employees of the company 
they attacked, and most of those fraudsters were at company for 10 years.

The latest revelations of insider cybercriminals have shown that all types of 
businesses including the higher echelons of the intelligence community are just as 
vulnerable to inside risks as any other business (Clark & Knake, 2010). Once we 
get past or forget about the fantastic claims and hype of newspaper articles, very 
important questions remain about how the information came out into the open? If 
we look at some of the detail we find that A contractor named Edward Snowden 
(external company) who was not even a direct employee of the NSA, managed to get 
very sensitive information by breaking into systems that he had no right to access 
or rights to use (Sharrock, 2013). After obtaining unauthorized access to them, 
he siphoned off all relevant information of top secret (or higher levels) that were 
then given to the press. Although the information about controversial systems was 
interesting and important to know about, the way in which it was passed on was a 
nightmare for both government and international businesses alike because it shows 
us what the results are when key stakeholders of a business or agency do not have 
the right skills to assess when the overall security posture is deficient (Dautlich & 
McKiernan, 2013). If we analyze this current situation, and transpose it to international 
business we can only imagine how many businesses today have had the same types 
of breaches that we may not even know about. So, the big question remains how 
can international business protect itself from this type of event happening, and what 
skills are needed to find or detect suspicious actions by either unintentional cyber 
criminals or intentional hackers stealing company secrets and sensitive data?

International business is inherently linked with technology; some would even 
argue that it was always linked together (and we didn’t notice that until now). With 
new technologies we have new ways of gaining additional insight from data that 
we previously collected in the past for financial statistics, accounting reports and 
customers’ purchasing habits. As we see new data (as a product of that analysis) that 
information becomes a part of many business decisions that modern and Internet 
connected international businesses makes to stay competitive and relevant to their 
customers. Data is the basis for how business makes (as Drucker said) life or death 
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decisions of the business and its employees. As we gain more insight and need 
for additional data, so we have the ability to make better decisions or leads us to 
knowledge (Makori, 2009). As new data and data collecting systems are created 
and needed so do the risks increase and the need to protect it.

Business and security departments have traditionally been disconnected so 
(Zadelhoff, Lovejoy and Jarvis, 2013) because of the different language, metrics and 
challenges that they faced (Business concentrated on markets, security focused on 
cyber threats). Today the reality of security threats that businesses face has grown 
exponentially and quickly so that key business functions must be able to communicate 
with each other quickly and efficiently while still remaining secure. When engaging 
in international business executives made the decision to use technology, staff and 
other resources to their advantage in a highly competitive market at the speed of 
light. The high competitiveness of those markets we engage in today means that 
new types of cybercrime differ from those of yesterday, and years past. Changes in 
the technology today’s companies’ use has dramatically influenced how modern 
businesses use IT-infrastructure in business transactions. E-business and e-commerce 
put additional pressure on the security departments who have to monitor connections 
to different systems inside and outside the company which has and must continue to 
evolve into a more business-like function in how it secures and reports about how 
and with which technological solutions it secures those systems from cybercrime.

Since we live in an interconnected world using the Internet, we have also gotten 
access to millions of customers and partners that we could not reach traditionally. 
Being connected to the world has both advantages and disadvantages this is where 
an important core business function comes into focus. Cyber or digital security has 
evolved into one of the most important core business processes of any company 
today, because of its uniqueness as a technological function yet business process 
security has slowly evolved by adapting to this reality. Key executives in other 
business functions must learn to understand and speak the same language so that 
both the business and security understand each other and can protect it from internal, 
as well as external threats.

Implementing and using cost effective web-based B2B networks that use internet 
technology points to the importance of digital security according to (Bandyopadhyay, 
2012). Those web-based or Internet based networks and computer infrastructures are 
the basis for many business-to-business transactions in e-commerce and e-business 
as they connect different networks together to form a whole. Overall security and 
design of Internet-based connected networks is of strategic importance because it 
also impacts other businesses that connect using the same network. Furthermore, 
the need for consistent security is more important in B2B connected partners as 
these are all at risk if a breach is made in one of the participant’s private networks or 
computers. Security teams must, therefore, make sure that each respective network 
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is secure and must also take precautions to ensure that other partners and vendors 
within this secure network also have high security standards. The internet and 
its cheap yet insecure way of connecting various systems, partners, vendors and 
customers cheaply and efficiently is one of the highest risks to criminal hacking or 
cybercrime. Security is a key aspect of coping with the dynamic nature of technology 
and increasing the risk of compromise through network partners in a B2B network 
that were compromised as a result of their lax security practices.

Many training programs and degree programs have focused on laying the 
foundation for leadership and critical aspects of international business (Fay, 2011). 
Unfortunately, many have not addressed how vital and important the (Cyber or Digital) 
security function is to business processes, as well as revenue-generating technology 
needed in business today. Today’s connected E-Business society progresses with 
new technology, though we still face fundamental questions of what is the value of 
(cyber or digital) security, and why can’t we see the value of security departments 
and the products that they manage, install and configure to protect the enterprise? 
Some additional developments are new cyber laws and regulations that are starting 
to highlight the regulatory advantages of having a business focused security team 
that can speak in business terms and is also accepted by other executives as vital to 
their operations (White, Mediavilla and Shah, 2011).

Executives and Security leaders need to be well versed in and understand new 
topics such as OSINT (Open Source Intelligence) and disinformation as well as fake 
information and modified media. OSINT based attacks that also leverage social 
engineering are one of the most difficult types of attacks to defend against as well as 
detect. Today’s leaders must not only understand how OSINT is relevant to business 
security, they must also have a working knowledge of how this is used in everyday 
applications such as websites, social media, emails and other services that every 
company now relies on for new and existing business as well as all communications 
inside and outside of the company. Understanding the tools used in gaining access 
to confidential data without touching any systems is one of the most important 
ways in which executives can stop future attacks from happened and also measure 
their overall risk to potential attacks even happening in the future (Bazzell, 2018). 
Troubling since 2018 is the increasing use of disinformation on various social 
media platforms that use modified videos and audio files than can be created using 
sound-bites from previous files. The application that surfaced in 2018 (FakeApp) 
can be used to replace working videos with the face of the attacker’s choice to create 
“new” evidence of something even though that person was never in the video or 
said anything in a supplied audio file using (deep fake) type attacks. These attacks 
are completely changing how we need to defend against false or fake planted data 
and information that has the potential to be used for blackmail (Zucconi, 2018).
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Attack numbers suggest that small and medium businesses are more of a target 
than ever before. In more recent articles and statistics various security researchers 
are seeing more widespread use of social media and OSINT as sources for social 
engineering attacks (Passeri, 2020). Attacks are increasingly listed and look more 
like cybercrime (85.4%) and look less like Cyber Warfare 3.2% or Cyber Espionage 
(11.5%). But a closer look at the attack vectors using social media indicate that 
this number may be misleading because of the wide-spread use of proxy-attackers 
and cybercriminal syndicates that are hired to work for a nation-state. Some of the 
attack techniques that were used include fake social media and network accounts 
as well as account hijacking and the associated Credential Stuffing. More than 60% 
of small businesses go out of business 6 months after a cyber-attack according to 
the US National Cyber Security Alliance. Only 14% of small businesses are even 
prepared to defend themselves against attacks and more than 43% of cyber-attacks 
directly target small and medium sized businesses (Steinberg, 2019).

LITERATURE REVIEW

In order to explain and discuss the topic of needed skills that business leaders will 
need in international business, it is important to first look at and critically review 
what the research literature has to say about digital security and how it is used (and 
needed) by international businesses. Other aspects of journals and books inform 
business leaders of which security or cyber (Digital) skills are needed to understand 
how to safely conduct business. Reviews of current literature in this section processes 
multiple journal articles as well as books and other literature on cyber warfare, 
espionage, cyber security skills and knowledge as well as security awareness and the 
value that an IT Security teams gives to an enterprise. Reviews show how it (Digital 
or Cyber Security skills of business leaders) impacts international business positively 
as long as costs correlate to the business value of protecting assets (Eisenga, Jones 
& Rodriguez, 2012).

Digital security’s ability to connect with the business has traditionally been an 
issue, which has been stated in IBM’s Chief Information Security Officer assessment. 
This assessment states that security departments and business executives have had 
issues and challenges in the past when talking about and approving security projects. 
Many of the issues that security executives have faced in the past were the fact that 
security departments in the business initially spoke a different language. Business 
executives are used to justifying projects based on return on investment (ROI) as 
well as a total cost of ownership (TCO), and could not understand the value that 
security departments were bringing into the business as a whole. This asynchronous 
informational relationship has changed in recent years, now so that senior security 
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directors must discuss how security adds value to the business by aligning security 
initiatives such as awareness campaigns, security policy, security strategy and new 
security technology into existing business processes (Hunter, 2013). Some of the 
more important findings of this assessment, explain how senior security managers are 
striving to explain existing and new security initiatives in simple business terms and 
highlighted value to the company. We are now starting to see a security department 
that is finally getting accepted as a core business department because it secures the 
data and information that business processes need in order to fulfill contracts and 
or produce products that generate revenue. IBM’s chief information security officer 
assessment also points out that some of the biggest challenges faced by security 
departments and businesses in general are that criminal or cyber criminals and their 
attacks lead to the loss of a brand or reputation of the company, an increase in down 
time, financial losses and when systems fail to pass compliant products with resulting 
compliance violations the stipulated stiff fines. International businesses that engage 
in e-business also see mobile or smartphones as well as one of the biggest risks 
to overall security besides internal cybercriminal activity. Mobile devices that are 
paramount to the business entity connected international business must be secured 
and locked down against cybercrime because these new platforms are being used 
more and more for international business transactions. In lieu of ever-changing 
technologies, the need has also been seen to create and communicate unified policies, 
procedures and processes that employees know and understand how to use securely 
and correctly. As the security department is recognized as a core business function, 
security executives now find they must communicate and measure how security adds 
business value by measuring metrics and reporting these to the board and other senior 
business managers. One important metric is registering risks in a comprehensive 
risk management analysis report. These risks are discovered and reported in a risk 
mitigation plan which then tracks back to weighted security initiatives that the 
department implements based on risk impact and severity. Research indicated by 
(Zadelhoff, Lovejoy & Jarvis, 2013) has taken the assessment data and highlights 
three areas that security executives should define and understand in order to be 
successful with other parts of the business, these are: Business Practices (the role, 
security strategy, business relations and trust), Technology (investments in advanced 
technology, mobile security and sharing relevant information) and Measurements 
of the economic impact of risks, reputational risks and explaining metrics).

How security departments can explain and align themselves with the rest of 
business is explained by (Balaouras & Rose, 2012) in that when security leaders 
speak in the same language as the rest of business, managers and executives are 
less reluctant to approve budget for new initiatives that secure business transactions 
and protect sensitive data as well as reduce the damages an enterprise can have as 
a result of breaches or failed audits (if laws apply). New laws and regulations are 
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also imposed on small and medium businesses according to (Moyle, 2013) many 
smaller businesses believe that they are exempt from regulations and standards PCI’s 
(Payment Card Industry) DSS (Data Security Standard). Digital security and skills 
needed by business leaders also means that they must understand what PCI-DSS 
means if you’re not compliant as well as what this means to revenue if customers 
find out you’re not compliant (Strohm, Engleman & Michaels, 2013). Information 
security and the laws that regulate access to sensitive data is also another law and 
regulation area that security teams help to implement and manage. Data exchange is 
also evolving as more people use social media platforms both inside and outside of 
the business to communicate (White, Mendez Mediavilla & Shah, 2011). Customers 
tend to not buy as much (if at all) from businesses that use online forms, social media 
and other internet-based technologies to collect information from customers that 
purchase from a website. Here again (information privacy) is another core business 
security area that when not managed does result in reduced revenues.

Cyber security is slowly evolving into more of a business function now because 
of new initiatives that push protecting data and informational assets away from 
just IT teams into the boardroom according to (Hunter, 2013). Cybercrime and 
the damages as a result of data breaches is starting new thinking and showing that 
businesses are increasingly under attack. A recent report by KPMG stated that data 
or information stolen by criminal hacks have increased from 8% in 2010 to over 52% 
in 2012. Laws and regulations from the UK and USA are also pushing the need to 
minimize risk by getting cyber insurance. Although this type of insurance is new, 
many are not implementing it because of very high premiums and the nature of 
some risks not being covered.

Intelligence as a means for risk assessment and control is becoming more 
prevalent in all types of businesses and corporations as new groups of interests or 
“Sovereigns” seek to impact the global economy and leverage attacks on the eEconomy. 
Warner explains that throughout the years Surveillance and Intelligence entities 
have changed their strategies and modernized technologies used to gain access via 
clandestine information collection techniques. The proliferation of espionage and 
cyberwarfare weapons through breaches and reverse-engineering attacked targets 
that are disseminated by various cybercrime syndicates and groups has led to many 
difficulties in defending critical systems and IT-Systems. Gone are the days of 
predictable attacks and tools used to breach systems confidentiality, integrity and 
availability. We now live in a state of constant cyber war and aggression.

Cyber (Digital) Security as a Critical Business Process

In the past security teams have had difficulties in communicating the value of 
security and how the department ensures that business transactions on an Internet 
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connected business are made more secure by the mechanisms, procedures and 
processes introduced. One of the most prevalent reasons why the security team has 
so much difficulty explaining what it does how it does and why does it, is because the 
security teams and business teams speak a different language. Since 2010 Forrester 
and Gartner have published various different articles on how to help the CISO 
(Chief Information Security Officer) align him or herself to the rest of the business 
by speaking in common terms that the board and other managers can understand.

Cyber security grows in importance because modern businesses have learned to 
rely on a secure infrastructure needed to do e-business and e-commerce with partners 
and the market. Security investment research by (Hkhoma & Dang, 2013) explains 
that e-commerce (electronic commerce) connects customers and businesses globally, 
hosting and processing business transactions of funds for services and products 
that a business sell. Since the technology evolves at such as fast pace, many SMBs 
(Small to medium businesses) are left to find ways in which to secure business 
transactions against fraud and criminal hackers. New research by (Srinivasan & 
Barker, 2012) explains that the digital security initiatives need to be more business 
focused and use ROSI (Return on Security Investments). ROSI justifies to business 
executives that this core and vital business role (security) must grow and cope with 
increasing cyber-threats amidst rapidly changing computer technology. As new 
technology is introduced into a business, so grows the importance and need for 
new and dynamic security cyber defense technologies and solutions adopted by 
businesses. Here, business leaders need to understand the vital function of a dynamic 
cyber security team, solutions and policies that seek to protect customers and the 
business transactions themselves from cyber criminals. The same research suggests 
that reports from IBM, as well as Ernst and Young, confirm that security gaps in 
businesses are continuously created by the rapid development of new technologies. 
New and rapid (secured) technology implementation through a cyber security team 
and project code reviews can help adapt new technology implementation while still 
remaining secure.

In today’s current cyber threat landscape, we see that security officers struggle 
when discussing or explaining how the security department helps protect the 
business from cyber-attacks and espionage with existing technology (Balaouras & 
Andrew, 2012). Research from Gartner and Forester states that part of the problem 
was that security officers could not explain in business terms what security’s value 
was (because of a difference in language and understanding of roles). In various 
publications of both (Gartner and Forester) a need was established that security 
solutions and processes explained in business terms was needed for board members 
and senior management to understand that security:

• Is a critical business process
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• Classifying Risks is one of the most important steps in securing the enterprise 
as this forces the business to think about what it’s assets really are

• Protect intellectual property and sensitive data from theft
• Ensures minimal disruptions to other business processes by reducing 

downtime or stopping attacks on critical infrastructure needed for business 
transactions

• Helps make sure that security initiatives are tracked like other business 
projects thereby reducing financial wastage on products that do not add real 
value to the business

As discussed by (Bandyopadhyay, 2012) businesses concentrate on building a 
digital network infrastructure that is cost effective (by using the internet to connect) 
thereby fulfilling the needs of business partners, vendors and markets engaged in 
E- Business and E-Commerce transactions. Wide usage of the Internet as a means 
of creating cheaper and more effective B2B networks means that the security needs 
of business (Laws, regulations and requirements) for a secure infrastructure that 
protects vital and cost-effective digital infrastructure from disruptions, as well as the 
information, contained. In aligning these types of initiatives with secure design and 
communication across networked partners, security can be increased and potential 
attacks; disruptions and intrusions can be held to a minimum (provided that all 
partners have high security standards).

CYBER SECURITY: FUTURE IT-SECURITY CHALLENGES 
FOR TOMORROW’S LEADERS AND BUSINESSES

Communicating Security Risks to the 
Business (and Executive Board)

How and why strategic functions fail is discussed by (Cecere, 2011). In his research 
one of the key areas focused on various business functions including security and it-
governance failing as business functions. Many issues of cyber security professionals 
were that they simply spoke a different language than the rest of the business. This 
difference in how technology and solutions mapped to reducing risks to data and 
information as well as protecting against disruptions was not understood. Aligning 
the business and security functions in companies increased project acceptance and 
added business value by including security teams into existing projects that were 
not being tracked previously. The value was eventually understood in regards to how 
the security team helped to lower risks and reducing spend on audits through better 
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documentation and proactive security project teams that helped to reduce exposure 
and breach costs when incidents did happen.

Building secure infrastructures that use and collect customers’ data and how 
this data is to be protected by laws and regulations is the subject of research by 
(Srinivasan & Barker, 2012) who states that according to Forester research we 
have seen more than $250 billion growth in e-business. In 2013, that number is 
$230 billion, which suggests that security adds additional value and helps to push 
e-business transactions and revenue by securing and communicating that security 
to the customer base. Companies that do not engage in e-business are clearly at a 
disadvantage. However, more than 60% of customers are reluctant to purchase via 
online stores because of their doubts about information security. If the company uses 
its security programs and teams to build security, it can reduce the risk that many 
customers will not use e-business systems. As networked IT systems are more widely 
used, they will need to adhere to certain compliance and governance regulations. 
Communicating the risks (of failed audits and non-compliance of regulations 
penalties) and reducing those risks is one of the core functions of security. It is vital 
that security communicates with internal and external partners via websites, emails, 
documents and policy in how it protects them within rules, regulations and laws 
(like data privacy for example). Some risks include weak passwords; old unused 
accounts that have not been deleted of past employees and contractors, as well as a 
lack of unauthorized access monitoring systems. These risks may be mitigated by 
mechanisms but also enforced via a policy that is communicated to all employees, 
partners and also customers.

The Employee as an Unintentional Cyber Criminal

When we look at current events, it is not too hard to figure out or guess what one 
of the biggest internal threats or risks to the company said differently, it is the 
employees and or external consultants or contractors that work on projects and 
systems of the company. Employees and consultants can turn rogue or accidentally 
cause data leakage or cyber criminality based on carelessness or negligence, which 
is one of the biggest threats according to various reports and analysis from KPMG, 
PWC, Gartner and Forester. These reports (although) they focus more on fraud 
also show that some of the biggest hacks or cyber criminality cases were traced 
back to employees. If we superimpose recent events by the NSA and The Guardian 
newspaper reporting about controversial spy data collection practices, many may 
forget how we found out about these programs in the first place. Now we know that 
even the highest governmental programs have the same weaknesses as “normal” 
businesses. Data security and access have been hot topics for a few years when we 
look at other reports such as that of Verizon, HP, IBM and others. These point to 
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the need of securing access to critical and often sensitive data. In the middle of 
all this we have employees, contractors and partners that have access to that data.

As pointed out by (Gatehouse, 2013) most leaders today have been saying that 
the biggest threat to them is internal colleagues. Internal threats are even higher than 
any other cyber security threat currently known such as country-sponsored hacking, 
cyber warfare as well as cyber espionage. A survey taken by IT Governance’s 
Boardroom Cyber Watch in 2013 indicated that over 53% of company executives 
believed that the biggest risk to data and information security in the enterprise was 
through mistakes or carelessness in working with sensitive or business relevant data 
by its own employees. Identifying internal contractors or employees as the biggest 
threats inside the company is also suggestion by other reports from other security 
vendors because many unintentionally happened. Unintentional cybercriminal 
activity means that employees who have access to sensitive data and information 
of an enterprise can inadvertently lead to a hacked system or data compromise. 
An important factor to that helps to reduce human error-based cyber criminality is 
educating the enterprises users to what is the appropriate handling of data in transit 
as well as using emails and mobile devices securely. Another aspect of the survey 
also suggested that 27% of respondents believed that cybercriminal induced hacking 
was the primary threat to them. Only 8% of respondents to the Boardroom Cyber 
Watch 2013 believed that cyber espionage was the biggest threat to them.

Many companies it is suggested (CBROnline, 2013) view internal threats such 
as contractors or employees as the biggest threat to their overall company security 
(according to the same survey). Although many of the respondents responded that 
they knew of security initiatives such as the ISO (International Organization of 
Standards) 27001, they did, in fact, not implement them in their enterprise. Adapting 
and implementing better security by being compliant to the ISO security framework 
(for example), as well as other security certifications and norms, would help to increase 
the overall security posture of enterprises because of risk assessment, as well as risk 
tracking and mitigation plans. Another aspect of security best practices in general is 
identifying which risks can be exploited using what technology. Contributing factors 
to the lack of an overall security posture in enterprises is compounded by the fact 
that many executive leaders do not understand the security department’s function 
or have an overview of current cyber threats.

As explained by (Sharrock, 2013b) the state department (even after Wikileaks) 
still did not manage to patch vulnerabilities in its accessing systems that used 
sensitive data that it knew were insecure. Wikileaks (also based on the insider threat 
vector) showed the world what can happen to sensitive (in this case top secret) data 
of internal systems if these are not secured against unauthorized access. Bradley 
Manning (a soldier that was disillusioned) accessed various state department 
top-secret cables even though his access was not that high. He (Manning) copied 
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thousands of documents without raising any alarms or flags as to his unauthorized 
access. Only after the data was taken offsite and uploaded to the Wikileaks server 
and published, did the government realize what had happened. Tellingly some of 
the issues that the state department faced are also similar to that of businesses this 
being, weak passwords, password security (papers with passwords under keyboards). 
Interestingly before Manning stole data, many warning signs of failed audits and 
rogue accounts of suspicious people were not alert enough to reassess the overall 
security posture of state department systems against unauthorized access. Had 
these warning signs in regards to failed audits alerted the security team to lock 
down certain systems and implement a logging system that reported on abnormal 
usage of computers to data, then Wikileaks and the NSA’s data leaks would never 
have happened. There is something we can learn in business and digital security 
from these two (related) events. When alerts happen, and security is aligned with 
the business, then appropriate steps should (or would have) been taken to ensure 
that data and information were not taken from secure networks and areas. At the 
time of this chapter’s writing, those systems have still not been secured enough to 
avoid another incident from happening, hopefully businesses will not make the same 
mistake, as security and data security breaches could and sometimes do lead to such 
high fines and lost trust from customers that may ultimately lead to bankruptcy.

As cyber threats and the threat landscape changes more rapidly due to cyber war 
and espionage attacks that are analyzed and understood, this leads to an increased 
importance of using and understanding cyber security and negating the risks of 
insider threats. Cyber criminals will use newer technology of complex malware 
and viruses, as well as their attack vectors, in the near future (through reverse 
engineering). In the case of breaches, some internal employees and contractors 
will help these attacks happen by misusing systems and creating breaches through 
social engineering attacks and inadvertently hacking systems. By using insecure 
workarounds of existing security policies, because they are too hard to follow or 
create difficulties in normal business operations, the risks increase. Avoiding difficult 
security policies ensuring that all understand are not only part of a good security 
awareness program, but also create more secure implementation that follows business 
processes instead of making them more difficult. Forester again confirmed that in 
a recent study that insiders were one of the top reasons for data breaches with 36% 
based on inadvertent misuse of data (Melancon, 2013).

Employee Security Awareness and 
Security Awareness Campaigns

Another important aspect when looking at past failures is of the business not 
informing its employees about security (its importance) and how policies help to 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



188

Cyber Security

protect them. Information about what security does would be considered marketing 
and communication as the research from (Balaouras & Rose, 2012) points out. If 
the security team wants to influence and secure budget, it needs to adapt to how 
business communicates and also measures how successful it is. A core piece of 
that communication with employees is an awareness campaign that explains the 
security policy, mechanisms and what is appropriate and what is not. Newsletters and 
indoctrination trainings reinforce this campaign for all new employees that join the 
company and also allow the security team to publicize what it does and how it adds 
value through that training and response teams and methods to incidents when they 
happen. Another tool that can and should be used is quarterly and specific events 
emails. To round up communications a wiki or website with security tips, tricks and 
directions on how to do things securely would help increase overall security posture 
and scores when doing internal audits. Security awareness programs are also for 
external partners, as these must adhere to the same standards otherwise any internal 
companysecurity initiatives cannot protect the enterprise because of workarounds 
that are pushed through for external consultants (that lead to breaches similar to 
Wikileaks and the NSA Prism incidents).

Cyber Warfare

As pointed out by (White, Mediavilla & Shah, 2011) cyber warfare and laws 
are slowly addressing the issues of how cyber espionage and war are affecting 
international business. Additionally, research (Bandyopadhyay, 2012) also points 
out as well that the critical infrastructure is needed to sell and develop products in 
this globally connected world market, while still remaining secure and protected 
from at least the easiest of hack attacks and data theft. Recent attacks show that 
the global society has undergone a transformation with technology that is used to 
attack, disrupt or spy on businesses as well citizens (Jefferey, 2012) and (O’Harrow, 
2013). An interesting point made by these books is that the information revolution 
has led to changes that impact not only international business but also society and 
governmental leadership throughout the globe (Levy, 2010).

Cyber warfare is related to cybercrime and espionage in that technology is used 
to disrupt other countries vital systems which lead to those attacks and attack vectors 
being reverse-engineered and analyzed by cyber criminals so that they can use them 
as well for other targets.

Cyber warfare not only consists of national units, but also includes companies 
that engage within nationally approved boundaries making those, therefore, legal 
cyber war activities according to (Andress & Winterfeld, 2011). There are also 
corporations and other parties such as cyber terrorists that engage in attacks on other 
corporations as well as national and vital infrastructure within an attacked country. 
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Since sustained attacks lead to additional attackers, cyber warfare must also be seen 
as a factor that is of interest to international businesses as it combines military as 
well as non-military units. Furthermore, since cyber war also leads to more detailed 
and sophisticated attacks, it would be safe to assume that many of the attacks and 
technologies also spill over into cybercrime and cyber terrorism. Cyber warfare, 
espionage (as part of that war) as well as the terrorism that results in the attacked 
nations can and does disrupt business, in this aspect business leaders need to know 
that they have to protect themselves from retaliatory attacks after hostile activities 
have commenced (Dinniss, 2012).

Since more sophisticated attacks are very real (some attacks include for instance 
the Syrian Electronic Army) security teams, policies and solutions need to protect 
businesses from the spillage of military cyber engagements into the business world. 
Time will tell just how difficult and challenging these attacks will be for smaller 
and midsized businesses. Business leaders need to understand the real threat and 
the consequences of criminal or cyber war hacker groups such as the SEA (Syrian 
Electronic Army).

Digital or Cyber Espionage in International Business

Cyber espionage has only recently become a mainstream discussion topic for small 
and medium business after information was leaked of widespread international 
criminal cooperation on a far larger scale than was ever assumed before. These 
covert programs threatened (and still do to an extent) to destabilize many areas of 
international businesses because of the natural state of sensitive data in e-business 
transactions as well as how these companies must secure their development results 
or competitive advantages they have to generate revenue. Protecting that data 
(data and information security and privacy) from a government hacking goliath 
with seemingly unlimited (financial) resources and people engaged in sustained 
cyber espionage shows how delicate business transactions are in painful detail by 
highlighting the risks of data and information theft. Espionage on such a grand 
scale causes disruption to corporations through destabilizing trust in the Internet 
and e-Commerce infrastructures such as cloud computing and security software. 
Information of built-in backdoors that help programs like Prism and other government 
sponsored cybercrime and espionage initiatives that can access anyone’s data 
without justification causes concern. Concern of programs such as Prism is not 
about newspaper stories in general but highlights the importance of understanding 
(as a business) that insecure systems lead to disruptions due to the reduced trust and 
potential theft of customer data, information and trade secrets from cyber criminals. 
These cyber criminals reverse-engineer those same espionage attack vectors and 
systems for criminal usage. Examples of how data can be taken are explained by 
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(Mimoso, 2013) in that the use of widespread email systems such as Google (and 
others), leading to the exposure of accounts, emails, data and metadata through 
special mining tools that can also be used for industrial espionage, law enforcement, 
and cyber criminals with the right access.

Although Cyber espionage can be considered a separate topic, it usually follows 
or precedes another cyber related action from a nation such as cyber warfare and also 
cyber terrorism (Andress & Winterfeld, 2011). Just as other national sponsored cyber 
actions disrupt business through attacks, so does espionage when it targets other 
companies or civilian areas instead of military targets. Utilities companies such as 
electricity, water and other vital resources are sometimes privately owned; in those 
cases (when attacked) a direct impact can be observed to (international) business. 
These attacks, however, do not stop there; they also happen to other companies that 
work near or in support of the defense industry. As described in the intro, business 
transactions frequently use Internet based networks that connect partners, customers 
and vendors. Attacks can easily spill over into one, many or all participants of a 
specific network if the attack is well planned and other partners do not have a high 
security standard. In these cases, suggestions point to a segmented and multi-layered 
security approach and design because traditional firewall technology and solutions 
have failed against more consistent and complex attacks (Stout, 2013).

Solutions and Recommendations

Today’s threat landscape has evolved into and now includes point-and-click software 
that allows criminal hackers as well as unintentional internal hackers to break into 
systems and acquire data, sensitive information and disrupt systems. Understanding 
that this is possible enables a business leader to enact a developmental systems 
review of the new threat landscape, he or she can help bridge the gap between 
business and cyber security into one business that can react quickly. As Cyber 
and Digital Security savvy Business leaders start to understand what security 
officers and departments do, they will understand how security minimizes risks 
by implementing risk mitigation plans, secure e-business applications and secure 
e-commerce infrastructures. Leaders also see how Security teams help implement 
needed programs, projects and technology into the business more efficiently and 
without disruptions into other parts of the business as an urgent development project.

• Business and Security team sync (establish what language, metrics and value 
is expected from both)

• Business Executive coaching if security is too technical (explain value in 
business terms)
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• Executive Buy-In – Security is about Business continuity and minimizing 
disruptions as well as protecting revenue by implementing new technology 
rapidly and more securely

• Awareness campaign – Educating Users on appropriate Internet, Email, Data 
and IT Device usage securely is key.

• Simple Security Policy and implementation - Keep it easy to understand and 
business focused starting with the basics (Email, Internet usage, data security, 
complex passwords, data encryption, Anti-Virus / Personal Firewalls, 
proactive security teams and data access monitoring systems).

• Proactive security team methodology with an ethical hacking mentality as 
well as incident response team

• Business focus of security department by using business metrics to show 
value

• Using existing security documents as a starting point such as the Cabinet 
office’s Cyber Security Strategy or US National Institute of Standards and 
Technology 800 series (SP 800-53)

The eight areas and initiatives above will help both smaller, as well as larger 
businesses, increase their security posture. In creating a baseline of normal activity, 
security teams can integrate themselves as a proactive security shield that uses 
technology and resources to deter and detect attacks before major damage is done. 
Some refer to integrating humans into this security approach as a human firewall 
as traditional security solutions will not be as effective with evolving cyber threats 
of the future (Stout, 2013).

In detail, this means that the threat vectors need to be understood by leaders 
that are not security officers or administrators. If we look at common areas that are 
vulnerable to any business we see the following areas start to emerge that need to 
be “locked down” and secured with methods, solutions and processes as well as the 
awareness that risks to assets can be exploited (Goedeker, 2011).

1.  Systems and hardware
2.  Business / Applications
3.  Processes
4.  Office / Buildings
5.  Data
6.  Network
7.  Partners
8.  Customers
9.  Enemies
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These nine areas need to be understood by every manager or senior leader as 
they lead to risks that can be exploited and also used as vectors in a hacker’s attack. 
In addition to these vectors (that bring unique ways to be exploited) we also need 
to understand the way in which hacks (in this case criminal hackers or C-HACKS) 
attack their respective targets. The steps that hackers take (albeit simplified) are:

1.  Reason for the attack or hacking
2.  Intel / Recon
3.  Scanning / Target Prep of attack surface
4.  The actual attacks (either burst or sustained and longer term) and getting access
5.  Maintaining access to resources (further attacking systems until the final 

systems are breached or “rooted”. After Systems are rooted (admin access) 
these then are prepared with anti-forensics trails to lead to false positives (that 
also are used to alert the attacker that someone is on his/her trail.

6.  End Goal, attainment of reason for attack. This goal can be, money, recognition 
or disruption depending on step 1 (the reason).

Both lists above will give the executive or business leader some basic understanding 
of what a cybercriminal or cyber spy will try to do or attack to get to data or 
information. Having this understanding will help businesses protect themselves with 
better value for money security systems and technology for the future’s complex 
attacks that traditional Antivirus and firewalls cannot detect or deter.

Taking these areas into account, it is easier for business leaders to understand 
security officers and IT security staff and the need for security solutions because 
drivers of security are known and understood. These drivers (albeit not exhaustive) are:

1.  Internal Audits (for prepping for external audits that prove compliance of laws 
and regulations)

2.  External Audits (for proving compliance of laws and regulations)
3.  Bad Feeling or premonition (that an event may have happened based on 

suspicious business events such as spontaneously lost contracts)
4.  Hacking incident (an actual break in that has resulted in damage or disruption 

to systems or lost data.
5.  New Software (When new applications are introduced into a company or working 

business system, there is always a risk of backdoors or build in exploits that a 
programmer or hacker may have planted inside the code to allow access into 
another user’s data or systems).

6.  New Processes (When a new way of processing data or information is created to 
cope with revenue generating tasks, sometimes there are certain vulnerabilities 
that ensue due to the missing checks and balances. In this case it is important 
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to make sure that new processes do not side step or ignore security procedures 
in an effort to cut corners).

All aspects that are listed above help business leaders and security personnel 
and staff understand each other as well as highlighting the business value (and 
necessity) of building security into processes, applications, systems and procedures 
of a business. When business leaders understand these basic facts then both business 
and IT Security can understand and speak a similar language that helps avoid some 
of the more common and disruptive misunderstandings of the past. An optimized 
and secure business is vital to the global economy and, therefore, requires certain 
basic security principles to be understood by leaders.

FUTURE RESEARCH DIRECTIONS

In this chapter, it is clear to see that cyber espionage and warfare have a big impact 
on the trust and perception of security that customers have, when using online or 
e-business systems in general. It also highlights the needs of business to have secure 
systems and security teams to protect vital systems, data and information. As more 
information is released from government sponsored cybercrime so does the amount 
and types of cyber-attacks and their complexity increase. Research into mapping the 
direct increase of business risks due to cybercrime, espionage, and warfare might 
show that these types of programs and technology actually increase cyber threats as 
used attack vectors from (government cyber war units) then get reverse engineered 
to become tomorrow’s cybercriminal hacks. The existing workloads of security 
companies and their limited resources to combat these new and more complex 
attacks might shed some light on why traditional approaches and current systems 
need to evolve and use human integrated anti-hacker systems that are capable of 
learning (dynamically) what new attack vectors are out there. These systems then turn 
these attacks and utilized technology into intelligence so that security teams have a 
fighting chance to protect the company’s digital assets from theft and breaches. This 
chapter is meant to start to push research into possible legislation that limits or at 
least regulates how cyber war is done and discuss the economic impact and damage 
of cyber espionage and warfare on international business. These discussions relate 
to the increase in cybercrime and more complex and undetectable cyber-attacks to 
businesses in the future as new tools are created for cyber war and espionage that 
shift the focus of traditional security teams to a more proactive security posture.

The scope of this chapter is to increase awareness of how and why cyber war 
and espionage increases the complexity of malware, virus and spyware-based 
attacks (and its recognition) in general and how it impacts international businesses 
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specifically. New espionage based cyber-attacks are inherently reverse engineered 
by cyber criminals and reused for cybercrime, this can be seen as a new trend. 
Reused spyware inherently leads to more insecurities in systems and more risks 
to businesses that were not mainstream previously and they lead to more complex 
attacks. Newer attacks utilize so called side channels that cannot be detected reliably 
by traditional Antivirus, firewalls and other mainstream security technology without 
the human factor that utilizes the same types of methods as hackers do. Suggested 
Masters, PhD and general papers and studies that will help increase awareness and 
security of international business and analyze the economic and social costs of cyber 
espionage and warfare are:

1.  Political cost of espionage cyber technology and attacks that hurt international 
business

2.  Legislation that bans the use (or limits the types of cyber-attacks) on civilian 
infrastructure like utilities and “life or living critical” based critical infrastructure.

3.  Economic damage based on cyber war and espionage on e-Business and Internet 
based economies.

4.  New detection and defense technology that recognizes, detects, classifies and 
blocks newer and more complex virus, malware and side-channel attacks

5.  The need for proactive security teams that use grey hat or ethical hacking 
methodologies to protect business networks against attacks

The areas listed above are just some of the many areas that need to be researched 
in order to establish and protect an open platform such as the Internet, and so (in 
turn) the global (virtual) economy so that it can grow and enable international 
business rather than hinder it. Furthermore, a secure and protected Internet can also 
remain free from cyber war or espionage-based attacks because these attacks harm 
international businesses and the global (virtual) economy.

In addition to the topics listed above, more research must be invested into how 
the wide spread use of hybrid warfare tactics and disinformation techniques further 
destabilize the eEconomy and global economy. In 2019 we saw the start of new types 
of fake information and disinformation programs by who we believe are Russian, 
Chinese and other nation-states moving towards more advanced and cheaper cyber 
warfare technology into a dangerous and chaotic system that threatens to destabilize 
the entire world because we no longer have reliable sources of information and news. 
Questions arise out of disinformation and disruptions as to their viability as methods 
to secure sovereigns interests at the cost of destabilizing the entire global economy. 
A burn-your-bridges, mentality that countries like Russia, China, Iran and others 
use raises questions as to how a collapsing global economy via cyber warfare can 
be in anyone’s interest if there no longer is an advantage. This is a pivotal question 
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that each country and their intelligence community must ask themselves if we are 
to survive and thrive as a species. Cyber warfare technology is now capable of 
infecting real and physical damage to any nation and people. New attacks no longer 
make any difference to civilians and combatants, this move can be disastrous if and 
when attacks lead to wide-spread famine, death and destruction.

THREAT AND RISK INTELLIGENCE

Many different solutions that started to appear in 2016 started to move away from 
classical firewalls and IDS (Intrusion Detection Systems) and IPS (Intrusion 
Prevention Systems). As these solutions evolved they became advanced versions of a 
mixture of systems (firewalls, IDS, IPS and Log Management). These systems were 
crosses of SIEM (Security Information Event Monitoring) systems that collected data 
from various sources and started to combine them in ways that let bigger companies 
view threats or rather attacks. While these systems did make it easier to collect data 
and logs from various sources they did not in fact contribute to identifying threats 
before these were exploited, rather they displayed more detailed information of 
attacks that either happened or were happening. Many security professionals are 
at odds with Threat Intelligence because there are no clear indicators that it really 
works (McDaniels, 2018). Threat intelligence has two main areas that are used 
extensively these are feeds (sources of data streams) and platforms (systems that 
integrate multiple feeds and data streams together). These two different types of 
threat intelligence pull in data but the challenge is that data can be huge making it 
almost impossible for an analyst to understand what is actually happening. This is 
where Risk Intelligence and Cyber Risk Intelligence are different. In one way they 
can use feeds similar to threat intelligence but they are different in that these feeds 
are standardized into a format that gives real-time data to an analyst without the 
details of all that data which would otherwise confuse them. Another way in which 
Risk Intelligence is different is that it integrates the Intelligence Life-cycle into its 
data collection and display which gives the analyst the power to adjust what she or 
he wants to look at and collect. Cyber Risk Intelligence platforms can also show 
some of the strategic vulnerabilities (based on risk management principles) such as 
the business environment and technical environment (Foreman, 2019).

An example of the Cyber Analyst Dashboard is shown in Figure 1.
Figure 1 shows where new threats are emerging and can be viewed to see which 

countries are more at risk than others. By clicking on the dots, you can drill down 
into the location of where these threats are.
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Another example of combining information of various opensource and collected 
data can be viewed in the next picture that shows proxy servers and command and 
control servers that are found with trending information which can be used to identify 
possible campaigns that have started.

CyberNSight as a Cyber Risk Intelligence tool also has the options of using 
OSINT data collection methods to pull data from any source so that this can be 
used to assess the security situation in areas that are not classical threat intelligence. 
All data that is collected follows the Intelligence Life-cycle and can be exported in 
reports for offline analysis and interpretation by the intelligence digester. (Cyber) 
Risk platforms offer more possibilities to correlate and send collected data to SIEMs 
or other systems for correlation of events and can use machine learning to process and 
predict if certain risks may or may not happen. An example of how these functions 
are integrated into CyberNSight (Risk Intelligence Platform) and also uses the same 
NVD (National Vulnerability Database) based data that most Vulnerability scanners 
and assessments do can be seen in Figure 3.

CYNALSIS ™ uses data collected from CyberNSight and the NVD to assess 
how and where IT-Assets are at risk of exploitable threats. In this way we are looking 
at predicting possible threats before these are actually exploited. The result is more 
proactive detection and deterrence of possible attacks before these are executed by 
an attacker.

Regardless of Risk or Threat Intelligence feeds, platforms or systems an emphasis 
is on data collection, standardization and usage in the intelligence lifecycle for detailed 
analysis offloaded from the platform and deliverable to the analyst or confidential 
analysis and production of intelligence to internal intelligence digesters. Due to the 
sensitive nature of collecting and evaluating intelligence, excluding the platform 
owner from knowing what an analyst is actually looking for is vital to neutral 

Figure 1. CyberNSight: Overview Threat Trend Map
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Figure 2. CyberNSight: Proxy and C&C Server Trending information.

Figure 3. CyberNSight: Using the NVD for correlating possible risks to an 
infrastructure
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collection. This ensures that no deliberate filtering or tampering of analysis data or 
information is possible which would distort results of data gathering.

In order to evaluate any threat or risk intelligence version it is important to 
understand how and using what processes and phases intelligence is collected and 
processed. Learning about and understanding the intelligence lifecycle helps us 
understand where the differences in data gathering and interpretation are and what 
ramifications these differences have between interpreting threats and risk data. There 
are 5 main steps in the Intelligence Life-cycle and one governing phase that provides 
a closed loop of feedback and updates. The Phases are listed below.

1.  Planning and Direction
2.  Collection
3.  Processing and Exploitation
4.  Analysis and Production
5.  Dissemination and Integration
6.  (Ongoing) Evaluation and Feedback

In phase 1, a decision maker decides on the mission or objective of intelligence. 
In this case the basis of what types of intelligence and data as well as information 
that is to be collected is first discussed and assessed. After the mission or objective is 
known and communicated then we move on to phase 2 collection, here an intelligence 
plan is created that seeks to fulfill the requirements set out in phase 1. In phase 3 the 
collection plan is used to gather actual types of data sorting these into types such 
as OSINT, SIGINT (Signals Intelligence), HUMINT (human intelligence), IMINT 
(imagery intelligence) and ELINT (electronic intelligence) and turn collected data 
into raw intelligence. In phase 4 collected data is standardized and also compared 
with multiple sources of data to find patterns and the significance of any new 
or additional data. In phase 5 processed and finished intelligence is then sent to 
decision makers throughout the organization and put into a report. Lastly in phase 
6 we have the feedback cycle that is continuous and used to tweak and improve data 
collection and interpretation based on decision makers and experience of collected 
and processed intelligence throughout the organization.

DEFENSIVE MEASURES IN 2020 AND BEYOND

Every company and executive today must know, learn and understand the risks 
that are associated with new attacks that leverage OSINT, Hybrid Warfare and IoT 
(Internet of Things) vulnerabilities. Many technologies today use detection avoidance 
and soft tools that completely side track most traditional security measures we have 
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been taught in the past. When looking at today’s security and defense market many 
solutions talk about “Threat Intelligence”, many of these systems use intelligence to 
gain acceptance and use this language to imply that they are intelligence. Companies 
must assess any security solution and company with caution, in many cases big 
names in no way guarantee defense results that protect a company from some of the 
more successful and espionage-based attacks that use surveillance and OSINT. Any 
assessment of security solutions should consider how, where and what types of data 
and information is collected and how it is evaluated (if at all) so that the intelligence 
digester can come to their own conclusions. Issues that many companies have is the 
abundance of many data feeds but no real intelligence value and standards as to how 
that data is collected and more importantly why. Data must always have a reason 
and also provide some type of intelligence value. This data also has to recognize 
that threats and risks are linked to each other and across multiple levels. As data is 
collected we see how the Multi-Layered Threat and Risk Methodology™ validates 
that layers influence each other as they evolve (Goedeker, 2020). Handling threats 
and risks as separate ignores the fact that they are all influenced by the environment 
and each other. If you mitigate one risk, it will also influence similar risks and the 
threats that can be exploited.

1.  Understand you ARE a target, regardless of size, geo and market. The smaller 
your company the more likely an attack will take you out of business

2.  Have a working understanding of how espionage and surveillance technology 
is used in newer attacks

3.  Have a working understanding of OSINT, how it is collected and how you can 
delete superfluous data and information from online sources such as social 
media and websites

4.  Using the Intelligence Life-Cycle in determining what information to collect 
and what solutions use this method of data, information and intelligence 
gathering

5.  Using Vulnerability Management in all security relevant defense and offense 
scans and threat as well as risk mitigation

6.  Creating and modifying Patch Management to be faster and more efficient at 
patching systems quickly

7.  Using ITIL Core Processes to lock down and solidify secure operations of 
any size infrastructure (CMDB, Asset Management, Help Desk, Incident and 
Problem Management, Patch and Configuration Management, etc)

8.  Implement and use Risk Management as well as Risk Assessments to identify 
and mitigate your top risks

9.  Understand the difference between Threat Intelligence and Cyber Risk 
Intelligence
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10.  Understand, implement and use the Hakdefnet Multi-Layered Threat and Risk 
Methodology ™

11.  Understand, implement and use the Hakdefnet Use-Case Based Security 
Defense Method ™

12.  Use the CRISK Framework (https://hakdefnet.org/2019/03/25/crisk-framework/)
13.  Using the Cyber Analyst Dashboard CyberNSight™ https://hakdefnet.org/

products-services/cybernsight/

Incorporating the measures above will substantially improve security and 
secure operations and protect the enterprise better than using previously taught and 
implemented threat management-based systems alone. As new threats emerge (and 
they always do) using a standardized approach based on best practices and security 
standards that are repeatable and measurable will lead to a stabilized operation, one 
that locks down core processes that increase security of IT-Assets and produces more 
advantages than not having these in place. NIST (National Institute of Standards and 
Technology) published SP800-154 (Guide to Data-Centric System Threat Modeling) 
in April 2016. In this standard NIST discusses how threat modeling is a form of risk 
assessment, as does standard ISO/IEC 62443 (Guideline Industrial Security). Using 
risk management as a mitigating factor to unknown attackers enables the security 
leader and teams to start recognizing and managing the risks they actually face as a 
fact of doing business in a given environment. This concept (Risk based approach) 
to security teams and analysis seems to yield the highest gains rather than more 
traditional forms of security approaches that focus on forgone conclusions (historical 
attacks or ongoing attacks). Any risk-based security approach should include a 
foundational and stable form of vulnerability assessment and management which 
connects scans, assessments, code reviews and processes as well as policies with 
overall business health and stability. Lastly integrating the Intelligence Life-cycle 
as a core part of security will enable executives and security leadership to actually 
measure the value of collected data as it applies to standards of data collection and 
neutral interpretation.

CONCLUSION

Despite all the media coverage and publicity of the US and UK (as well as other 
countries) about spying on the Internet traffic and data passing through it, there are 
more important risks that need to be recognized and addressed by business leaders 
in the future. If anything, the way in which secret information was leaked by recent 
events such as Bradley Manning (Wikileaks) and the NSA (Prism) has shown that 
insider threats are one of the top reasons why data breaches occur. As new types 
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of attack vectors are known from espionage and cyber warfare attacks, these will 
be used to develop new and more dynamic cyber threats to both businesses and 
governments. New and dynamic threat vectors will put more pressure on security 
teams to protect business assets and also explain how they are protecting the enterprise 
from this evolving threat. Business leaders that understand that virus, malware and 
cyber threats are becoming harder to detect, will understand that new and dynamic 
security systems with proactive security teams is the only way to capture suspicious 
activities that are different that the normal baseline of traffic and data accesses.

Aligning the security function into the business and establishing reports with 
information systems that report security posture and value to new technology 
will help security teams to add value to business by securing the technological 
advantage. Awareness campaigns that teach internal and external employees and 
partners about acceptable usage of network and e-business infrastructure are key 
in adding value because they make the security policy clear as well as inform and 
prepare staff and partners from social engineering and other cyber threats. These 
programs also reduce the risk of social engineering attacks and other cyber threats 
from being successful. Lastly reporting how security solutions protect the business 
will prove security’s value, incidents that were detected and damage minimized (or 
blocked) must be communicated to both employees and executive manage by emails, 
newsletters and dashboards that focus on clear and agreed upon business metrics. 
The more marketing is done by security, the business can understand its value, not 
using scare tactics and showing proactively how it helps via communication will 
define successful cyber and digital security teams and business leaders in the future.

Creating an awareness campaign that explains and implements a simple security 
policy and has executive buy-in has more success at being used and implemented 
throughout the company. Also, employees that are aware of social engineering and 
other cyber threats can help the company to detect these and stop them. As business 
understands new and evolving cyber threat landscape, it also understands that through 
communication and proactive security, it will be able to protect its technological 
advantage against more complex and dynamic threats as they appear by recognizing 
cyber security as a vital and core business function.

The new types of threats that businesses face in all sizes dictate that they need to 
have a basic understanding of security concepts, threat vectors and also methodologies 
and tactics such as red and blue teams that use ethical hacking techniques to secure 
applications, data and applications from hackers or spies. Due to the rise in new 
malware and spyware that cyber espionage has (unfortunately) introduced into 
mainstream cybercrime, directors and business leaders must understand that security 
(now more than ever) is vital to keeping data and company secrets protected from 
prying eyes. This rise in new and more complex threats that use side channels (different 
and unexpected ways to side track security mechanisms that were not intended to be 
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used as such). Circumvents older types of security mechanisms such as firewalls, 
Antivirus, Personal Firewalls and other applications controls and patched operating 
systems as methods of attack. The future of security and its unique challenges on all 
forms and sizes of businesses is indeed daunting when leaders do not understood 
why and how security is important to them.

In addition to a basic understanding of security concepts, the next generation of 
executives and security leadership need to adopt a never-ending security learning 
relationship. Every business venture requires in depth analysis of all relevant threats 
that have a high likelihood of happening or influencing entering a business or market. 
As we adapt new methods of security defense (OSINT, Multilayered Threat and 
Risk Methodology and Risk Management based security) we will be more prepared 
for the unknowns that previously seemed to elude us or at best were undetectable. 
Enabling automated threat and cyber risk analysis and detection platforms like 
CyberNSight will help companies in the future to address unknown and hidden 
activities of various cyber attackers that use hidden services in the Darknet faster 
and easier than previously with point-to-point tools or manual collection.
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KEY TERMS AND DEFINITIONS

Cyber Crime: The use of classical hacker tools to break into systems with the 
intent to install botnets that start attacks or steal data. These attacks are typically 
carried out by crime groups with the goal of making money.

Cyber Espionage: Using digital hacker tools to spy on people, companies or 
countries via governmental sponsored or trained hackers.

Cyber Warfare: Using digital hacking tools and viruses with military units 
that are specially educated and trained to use them in an effort to disrupt or destroy 
another country’s or nation’s infrastructure.

GCHQ: Government Communications Head Quarters, the NSA of the United 
Kingdom (UK).

HVT: High value target, meant to depict a target that is of high value to be 
exploited or spied on.

ISO: International Organization for Standardization.
NSA: National Security Agency.
SMB: Small and medium businesses.
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INTRODUCTION

Data is the bedrock for Artificial Intelligence (AI), Machine Learning (ML) and the 
Internet of Things (IoT). Many businesses take advantage of the significantly different 
data capabilities they offer from those available through traditional technologies 
(Patel, K., & Lincoln, M. 2019, p.6). The coming of 5G on mobile networks means 
that more and more data can be created and consumed ever more quickly. We have 
the 21st century gold rush.

Sue Milton
SSM Governance Associates, UK

Data Privacy vs. Data Security

ABSTRACT

The proliferation of data exposure via social media implies privacy and security 
are a lost cause. Regulation counters this through personal data usage compliance. 
Organizations must also keep non-personal data safe from competitors, criminals, 
and nation states. The chapter introduces leaders to the two data governance 
fundamentals: data privacy and data security. The chapter argues that data security 
cannot be achieved until data privacy issues have been addressed. Simply put, 
data privacy is fundamental to any data usage policy and data security to the data 
access policy. The fundamentals are then discussed more broadly, covering data 
and information management, cyber security, governance, and innovations in IT 
service provisioning. The chapter clarifies the complementary fundamentals and 
how they reduce data abuse. The link between privacy and security also demystifies 
the high resource costs in implementing and maintaining security practices and 
explains why leaders must provide strong IT leadership to ensure IT investment is 
defined and implemented wisely.
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In the past, data was not seen as valuable asset. Now able to analyze unstructured 
and structured data, much of it personal, places data at the heart of understanding 
every potential customer to create tailored products and services. As the research 
company, Forrester (2011), states, it is “the age of the customer.... Empowered by 
technology, customers have more leverage and higher expectations than ever before.”

Data abuse, in combination with public opinion and the related data privacy laws, 
such as the European Union’s General Data Protection Regulation (GDPR), means 
that organizations must demonstrate a duty of care over the personably identifiable 
data they hold to avoid fines. These requirements apply equally well to all valuable 
data. Data privacy and data security are core to sound data management.

What does this mean in practice? Knowing the net asset worth is important but 
insufficient for optimizing assets. Knowing where and how they are held, and who 
can access them is equally important. This is as true for data as for tangible assets, 
such as artwork.

A valuable painting in a gallery will have security designed around it. The value 
and accessibility of each painting owned is fully considered, leading to a mix of 
homogenous and bespoke protection. The painting’s presence, absence or damage 
are easy to detect. We need to set up an equivalent approach for our data.

Data is extensive and diverse forming the basis of, as well as being integral to, key 
decision-making, financial numbers, corporate monitoring and, ultimately, a store 
of wealth known as intellectual property. The combination of reach and diversity, 
supported by complex computer systems providing high volume storage facilities 
and high-speed data transfers, pose many technological and security challenges that 
must be solved to ensure the benefits arising from data are achieved. Data’s net worth 
requires an equivalent understanding to the way artwork is valued.

The research for the chapter’s content is based on the work from Gartner, Forrester 
and ISACA, who are leaders in the Information Technology (IT) security industry. 
Both make the science from the IT industry accessible for practical implementation 
by IT technical and non-technical business leaders. A broader range of literature 
was researched to establish the detail and are referenced at the end of the chapter.

From this research, the chapter establishes the type of understanding leaders 
must have to assess their data’s net worth and thus the level of protection needed. 
The key points covered in this chapter are:

• Broader business engagement in IT.
• Different and complementary aspects of data privacy and data security.
• Understanding the data lifecycle and how that influences privacy and security.
• A review of what is meant by ‘access rights’ and ‘CIA’ relating to 

‘confidentiality’, ‘integrity’ and ‘availability’.
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• How the latest innovations in information technology are making decisions 
around IT more complex.

• Identifying the governance aspects.
• Solutions and recommendations.

As the chapter unfolds, it becomes clear that managing and protecting data is a 
fundamental governance requirement and as much a board issue as are strategy and 
finance. At the end of the chapter, thought is given to future trends.

There is an ongoing case study to identify concerns, to ‘contrast and compare’ 
between two different approaches and show how the leadership mindset influences 
decision-making.

BUSINESS ENGAGEMENT IN CONTROLLING 
IT PRIVACY AND SECURITY

The desired aim is to protect data whilst making it accessible without compromise. 
The more flexible access is, the greater the protection needed, demanding more 
complex security.

It is also a truism that it is no longer ‘if’ but ‘when’ our data will be breached, 
so controlling data well is no longer an option. Business has moved from no overt 
recognition of security costs during the 1990 - 2000s (Rose, n.d.) to huge investment 
in technology and security. Research predicted that, for 2019, IT spend would reach 
$3.74 trillion, with the amount allocated to security being in excess of $124 billion 
(Gartner, 2019).

The traditional model, based on hosting technology and data completely within 
the organization’s physical perimeters, is obsolete. Easy access to Cloud Computing 
has transferred many in-house hosted computer services to 3rd party providers. The 
advantage of Cloud Computing is its relative cheapness, robustness and ability 
to scale. Everything is offered as a service, such as application software (SaaS), 
infrastructure (IaaS), identity management (IDaaS), platforms (PaaS) and, more 
recently, security (SECaaS) and disaster recovery (DRaaS).

As more computing shifts to the Cloud, the greater the range of control-related 
services needed to complement Cloud provision, so organizations now must partner 
with service providers to address security issues. Whilst everything organizations use 
is available on a rental basis, making the service provider inherently responsible for 
securing the technology, the one thing that remains an organizational responsibility 
is the data. This shift from direct control to shared control makes it difficult to judge 
correct levels of access to data stored, in effect, on someone else’s computer, and 
how to check that they remain appropriate. Large or small, organizations, including 
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their service providers, must consider being at risk from resource limitations and 
human error as well under attack 24X7 from external and internal adversaries.

Monthly data breaches, 670 million records exposed in December 2019 (Irwin, 
2020), attest to how desirable data is and how disruptive breaches are to affected 
organizations, customers and supply chains. Travelex is the latest high-profile company 
to be caught by a malware attack on New Year’s Eve 2019 with significant adverse 
effects felt across its customers and supply chain. Yet the investment levels needed 
for enforcing sound practices are often only understood after the breach because, 
only then, is there something specific to focus on from what were a multitude of 
theoretical threats and a correspondingly variety of potential solutions.

Even though leaders find it hard to assess the investment needed to protect data, 
it does not mean they have underestimated the desirability of their data to others. 
Research, back in 2012 by PricewaterhouseCoopers (PWC) in their report on ‘Fighting 
Economic Crime in the Financial Services sector’ (PricewaterhouseCoopers LLP, 
2012), identified data’s importance to both the legitimate owners of data and non-
benign parties. Since then, the increase in data exposure across all sectors continues 
to grow. Whilst exact numbers are difficult to assess, it is estimated that 44.1 billion 
records were compromised in 2019 (White, A., 2019).

Even with this understanding, data protection fails. Why is this? Often it is because 
the level of detail needed to secure data would never come to a board’s attention 
until after a significant security breach. The daily tasks required to apply, validate 
and test compliance with privacy and security policies are carried out by people at 
the lower echelons of the organization, obscuring the fact that data management is 
a corporate governance matter relating to the protection of shareholder assets and 
a duty of care to stakeholders. Boards and staff alike should be able to evaluate 
corporate behavior against key questions. What level of privacy and security is 
required? What level of compliance is expected? What is the impact if privacy 
and security policies fail? How do we ensure the organization’s culture and ethos 
encourages the right sort of behavior whilst mitigating the wrong sort? How are we 
protected from social engineering, human error and insider attacks? Is ‘tone at the 
top’ able to lead on stated corporate values?

Drivers exist to improve business leaders’ knowledge of, and response to, 
data privacy and security. Since 2014, the United Kingdom (UK) government’s 
National Cyber Security Centre has been encouraging organizations to address the 
basic, technical, security risks with its Cyber Essentials toolkits (NCSC, 2019). As 
technical protection improves, breaches rely increasingly on social engineering to 
access sensitive data. The security company, Norton, provides a social engineering 
equivalent on its website (Norton, n.d.). New or enhanced personal data protection 
legislation in many jurisdictions also places data privacy and security on the board 
agenda.
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Most data privacy legislation is based on the OECD’s principles, updated in 
July 2013 to cover the e-economy and cross-border flows of personal information 
(Organisation for Economic Co-operation and Development, 2013). The principles 
are reproduced here, with the chapter’s author paraphrasing each of the definitions 
for brevity. Full explanation of the principles can be found on the OECD’s website:

1.  Collection Limitation: obtain personal data lawfully and, when appropriate, 
with knowledge or consent of the data subject.

2.  Data Quality: ensure personal data are relevant, accurate, complete and up to 
date in line with the purposes for which they are to be used.

3.  Purpose Specification: specify the purposes for which personal data are 
collected.

4.  Use Limitation: only disclose personal data for purposes described in 3 unless 
the data subject consents or by the authority of law.

5.  Security Safeguards: implement reasonable security safeguards to prevent loss 
or unauthorized access, destruction, use, modification or disclosure of data.

6.  Openness: be open about developments, practices and policies with respect 
to personal data, including the means by which the existence and nature of 
personal data is established.

7.  Individual Participation: individuals have the right to know in an intelligible 
format if data exists relating to them, to challenge why it exists and, subject to 
successful challenge, have the data erased, rectified, completed or amended.

8.  Accountability: data controllers should be accountable for complying with all 
principles.

All of this requires the right controls, supported by the right governance framework. 
Getting either of these wrong means loss of business, reputation and license-to-
operate. The challenges have been there pre computers but the demands of today’s 
global economy, the pace of innovation, the speed to market, the continuing pace 
of change in IT and the constant attack from anonymous, hard-to-trace hackers and 
cyber-criminals, reinforce the fact that data management is a full-time occupation.

It is now time to introduce the first part of a case study on two different approaches 
taken by two organizations. The first organization illustrates the case of a firm that 
wants to ‘Get IT Right’, the second that needs to ‘Economize on IT’. Both firms 
are of similar size and both provide consultancy services, specializing in economic 
research and analysis. The case study is in five parts, taking us through the choices 
on how to manage data.
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Case Study: Background

The services offered by both firms are: bespoke economic research and analysis as 
requested by the client; quarterly reporting to fee-paying clients; and free information 
publicly available on the website. In the case of bespoke work, clients receive 
reports by mail or soft copy equivalents via email. Quarterly reports are available 
on a discrete part of the website and readers notified by email with the appropriate 
link. Publicly available information is on the public website pages. Over the years, 
operational costs have increased, although staffing numbers have steadily fallen, 
and more line managers were stating that the increases were down to supporting 
their IT systems.

Case Study, Part 1: Establishing the Mindset

Two years ago, as part of the strategic planning process, both firms’ boards wanted 
to know how many of its staff were involved in IT as IT and data management costs 
seemed high relative to other ‘premises, plant & equipment’ required to deliver 
their services. They both found out, to their surprise, that 100% of their staff were 
involved in some way, although not necessarily for 100% of the time. The boards 
had not recognized how pervasive IT had become: whether you were a researcher, 
an HR specialist or the premises manager, the jobs relied on IT. The breakdown for 
both organizations was broadly the same, as per Table 1.

Fundamentally, they were both an IT service and a consultancy service provider 
using the former to achieve the latter. The firms relied on high levels of IT expertise, 
skill, training and professional attitude to meet the demands of supplying, maintaining, 
using and developing IT. Over and above all of those was the effort required to meet 
legislative requirements and, over and above that, was all the protection – security – 
needed to prevent outage and misuse. Everyone was either a producer or user of IT.

Table 1.  

Role % of Role % of Total Staff

IT specialist 100 20%

Local IT support 100 15%

IT assurance 100 2%

Board 60 1%

C-suite 70 2%

Core Business 80 40%

Services, excluding IT 80 20%
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‘Get IT Right’ recognized that all their output relied on IT regardless of job 
or position. The data ultimately provided the products and services sold, whilst 
the hardware and software components provided the manipulation, storage and 
transportation of the data. Conclusion: they needed to embrace being an IT service 
provider and make sure their strategic focus embraced IT as part of the overall 
corporate strategy.

‘Economize on IT’ also recognized that their output relied on IT but did not 
recognize they were an IT service. IT was a tool and, with their systems bedded 
down, there was an expectation that operational costs would reduce. If costs were 
not reducing, then there must be inefficiencies, as suggested by having similar staff 
numbers in fulltime IT roles as core business. Conclusion: there were operational 
inefficiencies.

The conclusions of both firms are equally logical. The difference is that ‘Get 
IT Right’ sees IT as a strategic partner whilst ‘Economize on IT’ sees IT as an 
operational cost. The mindset of both firms is now very different and will take them 
down different decision-making paths.

DIFFERENT AND COMPLEMENTARY ASPECTS 
OF DATA PRIVACY AND DATA SECURITY

Data privacy and security are now high priorities on the board agenda because data 
is recognized as intrinsically valuable. Breaches are daily headline news – “Travelex 
being held to ransom by hackers” (BBC News Business, 2020). It could be anyone 
next. Ignorance, prior to data being lost or stolen, is no defense in the eyes of the 
public and, increasingly, in law too. It is not only people who must have the correct 
data access rights, but also other computers, software and IT components (referred 
to as ‘machines’ in this chapter) that analyze, update, create and distribute data 
automatically through the supply chain.

Leaders set the ‘tone at the top’. From a list of common leadership failings, two 
have been key threats to security. The first is apathy about the effect of a security 
breach, the second is hypocrisy over how corporate policy does not apply to them. 
Both appear to be reducing. According to Allianz (2020), their survey found that, “In 
2020, cyber incidents (39% of responses) ranks as the most important business risk 
in the Allianz Risk Barometer. Compare this with 2013, when it finished 15th with 
just 6% of responses.”. To quote the company Sileo (n.d.), which helps individuals 
and firms protect data, it “is not an easy topic, but running an organization isn’t an 
easy task. Leaders that guide their corporations to develop a privacy strategy that 
avoids these security sins will achieve a long-term competitive advantage in the 
marketplace.”
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Moving away from the IT perspective for a moment, and just focusing on record-
keeping, firms have always had a duty of care for keeping information safe, not just 
for data privacy reasons but for sound business ones. Businesses want to make the 
best-informed decisions they can, and accurate, available information, is key. BTO 
Solicitors (2018) provide a useful reminder of directors’ duties under UK’s Companies 
2006 Act, sections 171 – 177. These include duties towards the company’s business 
relationship with stakeholders, managing the impact of operations on the community 
and environment, and maintaining a reputation of high standards of business and 
conduct. Specifically, in Section 174, directors must exercise reasonable care and 
diligence with the general knowledge, skill and experience reasonably expected of a 
person carrying out the functions of a company director. Technology advancements 
require an interpretational shift that encompasses 21st century needs. According 
to management consultants, IMG (2019), “Every director should have a general 
understanding of cybersecurity risk and what it means for directors’ oversight 
responsibilities”, which covers the exercising of care over how data should be used 
and protected. It means understanding that data privacy is being free from unwanted 
and unnecessary intrusion, achieved through data security as the means by which 
data is protected from harm, theft and attack. Combining both means knowing 
when to prevent who or what from doing one or more of view, print, modify, move, 
transport, add or delete data.

Privacy becomes an indicator of how publicly available the data should be (data 
usage). Security mitigates against breaches to those privacy boundaries (data access). 
Provisioning the correct access levels requires organizations first to define the type 
of usage and level of privacy required, then build the complementary security.

Several things need to be considered, such as inherent sensitivity and type of 
data. Leaders must consider four steps for defining security that takes privacy into 
account:

1.  Understanding the data lifecycle components.
2.  Matching security to the lifecycle.
3.  The role of data privacy.
4.  How data privacy and security work together.

For example, data in published accounts are publicly visible but cannot be modified. 
During preparation, they must remain inaccessible to the public but accessible to 
relevant people within the organization. The percentage of people authorized to 
change, versus the number of people who can access, the data is miniscule in the 
former case and significant in the latter: the former is secure from change but not 
private, the latter is private but not secured against change.
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Understanding the Components of the Data Lifecycle

The word ‘data’ is the generic term for all information held digitally. By breaking this 
generic definition into separate components, we establish the lifecycle. We have the 
raw material (base data) from which we obtain information to gain understanding and 
obtain knowledge with which to take decisions that lead to products and services, so 
adding to the firm’s intellectual property. At some point, data is no longer relevant 
(obsolete data) and should be removed. It is all data but its use is different depending 
where it is in its lifecycle.

Case Study, Part 2: Influence of the Mindset

How would the two corporate mindsets react?
‘Get IT Right’ approaches this strategically by reviewing all its data, identifying 

what is core business, time critical, commercially sensitivity and personal. Enhanced 
understanding improves business continuity planning ensuring that, in the case of 
a disaster, the data necessary to carry out core and critical functions are accessible. 
The same information also increases understanding of current policies, processes 
and systems for better decision-making in future IT investment. Conclusion: full 
board engagement for a holistic view of data management to improve corporate 
data governance.

‘Economize on IT’ expects each department to understand its data, with the 
board seeking assurance that policy and compliance requirements are being met. 
Whilst each department carries out a sound review, the overall approach is ‘silo-
managed’, with focus on the needs of the department, not the firm. Conclusion: 
board engagement is likely to be limited to a check by the board’s Audit and Risk 
Committee that the departments have carried out their review.

Matching Security to the Data Lifecycle

Starting with a simplistic view, security over data at each stage of the lifecycle 
will vary. Base data will not mean much in its raw state so is of lower value and 
needing less protection relative to data that has been analyzed and turned into useful 
information whilst intellectual property is very valuable, needing a lot of protection. 
A security policy defines who or what can see, input, change, delete, analyze, move, 
print and transport the data at any stage over different time horizons. To do this, 
some questions need to be answered: who or what can use the data? What computers 
and devices can transport and store data? How and when should data be accessed?
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In reality, some data is inherently more sensitive than others. For example, 
organizational-specific financial numbers, personal data and scientific results will 
need better protection compared to anonymous statistical data.

The mapping for any particular set of data could look similar to Table 2.
We have the beginnings of a complex matrix for securing our data, which leads 

us on neatly to data privacy.

The Role of Data Privacy

Privacy is extremely important. We expect our personal data to be used in ways that 
do not compromise us. That expectation provides a moral dimension, setting out the 
guiding principles for the ethical practices of how, when, by whom or what, personal 
data can be used. The Institute of Business Ethics (2020) wants organizations to 
recognise that they hold “data relating to customers and suppliers, which could be 
accessed by hackers if not secured appropriately. Organisations have a duty of care 

Table 2.  

Data 
category Staff salaries

Data owner HR Director

Access view input change delete analyze move print transport

HR 
Manager Y Y Y Y Y N Y N

Relevant 
staff 
member, 
whose 
details they 
are

Y N N N N N Y N

Automated 
File Transfer 
Facility 
to Payroll 
Bureau

N N N N N N N Y

Default 
Sensitivity High. Classify as ‘Staff Confidential’

When 
sensitivity 
changes

Never

Destruction 
policy The later date of 3 years after leaving or whatever legislation requires
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and a responsibility to their stakeholders whose data they hold, to protect them 
from harm”.

Hence why the UK, along with many countries, has implemented data protection, 
enshrined in law. The Data Protection Act 2018 is the UK’s implementation of the 
European Union’s General Data Protection Regulation (GDPR), demanding a high 
level of security for protecting personal data.

The OECD’s principles should be applied to all, not just personally identifiable, 
data. We should know what data we are collecting (Collection Limitation Principle) 
and why (Purpose Specification Principle). We must check that the source of the 
data is valid (Data Quality Principle and Individual Participation Principle), we are 
using it correctly (Use Limitation Principle and Security Safeguards Principle) and 
can demonstrate provenance and application (Openness Principle and Accountability 
Principle). We can then define the level of privacy required for each data set.

How Data Privacy and Security Work Together

Data privacy is about data usage. The level of privacy required defines the necessary 
data accuracy and precision needed (data integrity), and then identifies who or what 
can use, see, change, share, act upon and remove it, providing the foundations for 
our security policy. To have the right ethical approach to our data management, we 
should check how appropriate our data-related policies are vis á vis privacy:

• Is the data we have really for us to use?
• Are we holding it with the required degree of accuracy and precision?
• Are we able to make the right decisions from the data we have?

Our answers will justify why we hold the data and help us define the privacy levels 
policies for each stage of the lifecycle, including retention and destruction policies.

Data security complements usage by granting the right level of access to the data. 
Using the privacy levels identified, the data security policy identifies the access 
required for each circumstance to ensure the accuracy, precision and restrictions 
required, and establishes retention and destruction policies.

The policies work together by defining the privacy level first for each data set, 
and then defining the level of security required based on its inherent sensitivity, 
timing and stage in the lifecycle. Only when all of this has been done should the 
individual user and machine access rights be defined, and only then can the correct 
technical solutions to implement and manage security be identified.
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Case Study, Part 3: Knowledge Management

One year on and the amount of data is prolific. Several cloud services are being 
used, with AI and ML capability embedded, analyzing data obtained from search 
engines and website traffic. There is a proliferation of laptops and smart phones. 
These co-exist with legacy technology.

‘Economize on IT’ has lowered costs by reducing the number of fulltime IT 
specialists on its payroll, using contractors on a ‘needs only’ basis. This was a 
consequence of moving data to the Cloud and deferring modernization across 
legacy infrastructure for another three years. There are no plans to take advantage of 
data analytics or to assess the relevance of existing privacy and security policies to 
cloud storage. Whatever is achieved is seen as being better than before. The return 
on investment (ROI) from previous projects will be achieved by the postponement 
and newer IT innovations will stabilize and mature. It is assumed that, in the 
intervening period, technology will become cheaper as well as cyber threats being 
better understood, making future strategic decision-making easier.

This would make sense if IT innovation ceased. The reality is that business 
requirements move more slowly now than technology innovation. The gap widens 
each year, making the move to ‘state of the art’ more difficult the further behind 
legacy systems fall. This firm’s ability, to understand and manage its data and obtain 
good management information, is reliant on ad hoc analysis that is as good as the 
person scrutinizing the data. Legacy spreadsheets are still widely used. Conclusion: 
data is a low priority in corporate thinking.

‘Get IT Right’ has undertaken a complete review of its IT strategy, now focusing 
on answering two key questions: what will improve our business? And what will 
make our business better than the competition? Data is used to answer these questions 
and allows the firm to define an integrated IT and business strategic plan with a 
complementary investment budget.

This approach allows ‘Get IT Right’ to keep up with innovation. It does not mean 
the firm embraces everything but it allows corporate knowledge to keep up with IT 
developments. Conclusion: data is high on the agenda of corporate thinking.

A REVIEW OF ACCESS RIGHTS AND DATA’S CIA

The main activity resulting from the data security policy is defining access rights 
to individuals and machines such that the data can be trusted. This is commonly 
described as ‘CIA’ relating to ‘confidentiality’, ‘integrity’ and ‘availability’.

Confidentiality is the basis of trust. Data confidentiality is the belief that the 
data will only be accessed by organizations, people and machines that need the 
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data to perform business activities for the benefit of the people associated with 
the data. Confidentiality implies that data is restricted to tightly controlled group. 
Unfortunately, it is easy for access rights to grow, as illustrated by these examples.

Example 1, access to our medical records: we expect our medical records to be 
available to us and relevant medical personnel, doctors, nurses, pharmacists and 
administrators. The number is insignificant when compared to the size of the global 
population. As personnel move on to be replaced by others, the number of people 
who have accessed our records increases. It is also likely that these people have 
transferred our records to various machines that are accessible by others, increasing 
the number of people with access our records. The original need was small, but the 
passage of time has increased the numbers. The controls in place to avoid abuse of 
confidentiality are based partly on human nature, partly on personal ethics. Most 
people will have had fragmented access and have no interest in remembering a 
multitude of records to exploit their privileged knowledge. Tangible policies, such 
as confidentiality agreements signed by those working with such records, and ‘joiner 
and leaver’ policies convey the importance of not breaking confidences.

Example 2, storing medical records: each patient’s individual data will be stored 
on a number of databases on different machines to ensure timely access and provide 
resilience. Individual’s records can be aggregated with complementary data to provide 
comprehensive understanding of medical conditions, assist in future research and 
allow cross-sharing of knowledge to promote improved healthcare. In a world of 
AI, ML and IoT, it is impossible to know who or what has access to information 
relative to any individual patient record. We can only hope that confidentiality 
will not be breached. To get some sense of the scale of data, according to the 
World Economic Forum (2019), data is expected to reach 44 zettabytes (that is 
1,000,000,000,000,000,000,000 bytes) by 2020.

Data integrity is the belief in what the data represents. All data needs to have a 
degree of accuracy proportional to its use and stage in its lifecycle, but imprecise 
data can still have integrity so long as people know it is imprecise. For example, 
statistical data from the UK’s Office for National Statistics will be subject to revisions. 
Everyone knows this so people, factor imprecision into any analyses performed. At 
the other extreme, data relating to financial transactions must always be accurate and 
precise to the level of decimal places agreed, especially in organizations participating 
in payment and settlement instructions.

The final element is availability. Data must always be available to the right people 
and machines in the right way at the right time. The proliferation of websites and 
online-shopping has extended users to being potentially everyone. Access rights, 
increasingly known as identity management, will help ensure the right people and 
machines access data appropriate to their role. ‘At the right time’ is about the IT 
system’s performance, its inherent speed and resilience, working in combination with 
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robust and relevant access rights. If any aspect is inappropriate, the consequence is 
some form of access denial or loss of data integrity.

Data volumes and CIA complexity has made data storage and management a 
service business of industrial proportions. The services offered rely on economies of 
scale to provide cost-effective, flexible and scalable storage and identity management. 
Many of these services are provided via the Cloud, a virtual environment created by 
machines and 3rd parties, who undertake to provide everything the client organization 
requires without the headaches of day-to-day management. That is the upside. The 
downside is clients have little idea about, or control over, the actual management. 
All is hidden from the client organization except for what the provider chooses to 
reveal. To achieve economies of scale, service providers will have many clients 
co-existing side-by-side within their own virtual environment. That requires bullet-
proof levels of CIA from the provider to assure creep or leakage across virtual 
environments are prevented, and a lot of trust from the client that this will happen. 
Martucci, L. A. et al, (n.d. p5), refers to the trust needed, stating that the “ecosystem 
is highly distributed and customers possess only a limited and abstract view of it.” 
Can a leader of the client organization really understand the control environment 
of the service provider and demonstrably confirm to stakeholders that protection 
over data is adequate?

These entwined technical and management responsibilities have turned 
organizations into IT businesses alongside their core businesses. IT is no longer a 
‘service to business’. IT is now the ‘foundation business’ on which to deliver ‘core 
business’. The latter will not happen unless the former succeeds. Outsourcing IT to 
3rd parties, choosing to use the ‘Cloud’ and simplifying access management place 
time-intensive management and costly controls in the hands of experts. It is attractive 
to boards because it responds to their high-level security policy requirements whilst 
neatly avoiding the complex detail required to deliver the service. It is a sophisticated 
step beyond traditional outsourcing. In theory, it is a ‘win/win’ situation, allowing 
experts to manage the technology, freeing the organization to concentrate on core 
activities. The skill is to find the right provider and sign the right contract to ensure 
leaders can demonstrably confirm protection is adequate and working:

A board wishes to engage an identity management services (IDaaS) provider. The 
provider’s sales and technical staff provide a lot of information but board evaluation 
is impossible without understanding data privacy, security and access management, 
the core pillars of the service being sought. Commercial providers offering IDaaS 
will build an access management service, allowing people to access parts of the IT 
system and data they have permission for, typically through one, single sign-on. 
The idea is to provide ease of use combined with high levels of security that can 
be managed flexibly. There are six things leaders must do ahead of discussion and 
certainly prior to signing contracts:
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1.  Defining all the requirements is the homework essential to finding the best 
solution. This is true whether the organization retains or outsources identify 
management.

2.  Understand what you already have, and why. Carry on using whatever existing 
good access management policies and practices you already. Ask what these 
are from your IT security experts and your IT auditors.

3.  Avoid replicating information about user access rights as this increases the 
chances of data exposure through not removing or updating access rights when 
the rights change or cease.

4.  Make sure staff and IT specialists see the move to outsourced IDaaS as an 
opportunity to improve access management, therefore improve data privacy 
and security, rather than a criticism for what was there before.

5.  Talk to specialist brokers. They will provide you with a variety of the IDaaS 
products.

6.  Check that open standards are used by the provider. These standards are 
available to all providers, allowing you to mix and match or move to another 
provider without risk of incompatibility.

Case Study, Part 4: Swim in Preference to Sink

Both boards were very aware of ‘cyber threats’ and the need to comply with the data 
privacy legislation. Both boards sought assurance via their chief information officers, 
IT specialists and IT auditors. Even so, both boards had difficulty in determining 
the relevance their current security and usage policies. Was, for example, 95% 
compliance good or bad? Was there 100% monitoring or just across critical systems? 
Did that matter or could one weakness allow a cyber breach to happen? Was the 
financial cost of policing current policies offering value for money? What were the 
priorities: focus on ‘today’ or focus on researching future security requirements?

‘Get IT Right’ decided that the board needed a dedicated meeting to discuss data 
security and privacy issues. Instead of looking at company business top/down, as 
it usually did, it would spend time looking at it bottom/up by understanding what 
data it had, needed, used and shared. It would also identify data that would be of 
interest to competitors, thieves and nation states. The board requested from its Chief 
Information Officer a data audit to answer the ‘what’ (what it had), ‘where’ (where 
it came from, was stored and went), ‘how’ (how it was used) and it attractiveness 
(why people would want to damage or steal it). The board’s strategic scrutiny had 
broadened and deepened their collective understanding of how data was used, 
transported and held by the organization. Key milestones were identified, some 
being specific actions, others outcome-related:
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1.  Meet with the regulatory body for personal data privacy, to bring corporate 
understanding up to date on personal data protection.

2.  Obtain corporate consensus on the privacy and security required for all data.
3.  Compile a list of corporate requirements for data and access management.
4.  Commission internal experts to provide two reports, one defining the pros, 

cons and costs for an in-house solution, the other mapping out an out-sourced 
solution.

5.  Invite cloud service providers to debate the pros, cons and costs of 3rd party 
solutions. The knowledge obtained from the internal reviews would ensure 
‘Get IT Right’ were prepared and could have intelligent conversations with 
providers.

6.  Define and agree the solution based on the information from 3), 4) and 5).
7.  Ensure the solution is flexible enough, through relevant stress testing, for future 

adaptability, for ‘business as usual’ and ‘crisis’ times.
8.  Have appropriate, verifiable controls in place to demonstrate pro-active risk 

management and relevant protection over data, systems and processes.

‘Get IT Right’ achieved a relevant, sustainable and forward-looking data 
management process covering ‘business as normal’ and ‘crisis’ times.

The board of ‘Economize on IT’ had no more than a nodding acquaintance of 
the IT innovations, opportunities and issues. Financials were still the most important 
agenda item, with strategy and IT a poor second and third priority. The mantra was 
‘if something could make or save money, go for it, if not, don’t do it’. As a result, 
cuts continued in IT investment and maintenance and the board were unaware of 
the complexity behind good data management. Over time, existing policies became 
irrelevant, practices obsolete and data management fragmented. Efficiencies were 
eroding effectiveness. Signing-off on the effectiveness of corporate controls over 
data, systems and processes was more ‘tick box’ than fact but the board was not in 
a position to recognize this.

The day came when flooding caused a complete electrical outage for both firms.
At ‘Economize on IT’, core data was suddenly lost because basic practices, such 

as data backups, were inconsistent across the organization. Some was in the Cloud, 
some held locally, some held personally, and some individual but critical spreadsheets 
not backed up at all. Suddenly, people were unable work except for the ad hoc few. 
The unexpected outage led to a complete legacy system reload with default, rather 
than authorized, access rights being granted to staff. There was no mechanism 
for coordinating and consolidating data from the various backups, causing more 
inconsistency. As a result, data was corrupted, leaked or deleted.

‘CIA’ had been lost and there was slow guidance from the board on how to 
manage the situation in the absence of reliable information. The board was unable 
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to assess the cause, effect and consequences of the data loss and corruption. Even 
notifying clients of what had happened was difficult as contact data had also been 
lost. Conclusion: potentially unrecoverable, reputational damage to the firm and 
client exposure to identity theft and fraud.

At ‘Get IT Right’, the sudden outage was far less severe because of an explicit 
agreement with the Cloud provider on retention, backup and recovery. All data and 
access rights were available and working. Relevant but little guidance was needed 
from the board other than to seek assurance the organization was up and running 
and all data was safe. Clients were contacted immediately. Conclusion: enhanced 
trust that the organization is in control and working in the best interests of clients. 
The board’s more knowledgeable involvement in IT had made governance agile. 
There had been a strategic shift towards 24X7 IT and business resilience, making 
leadership more dynamic and more cooperative in its supply-line relationships 
to minimize disruptive affects. Communication with all stakeholders was more 
informative and useful, retaining supplier and client trust.

THE GOVERNANCE ASPECTS

Governance is about corporate behavior and relationships by the individuals within 
the firm and across the supply chain. Board behavior sets the tone: culture; values; 
what is judged important; what is rewarded; what is chastised. Leadership applies 
those elements to shape strategy, business objectives and success criteria that 
managers then take on as part of their day-to-day responsibilities. This is not new. 
What is new is the need to do this for the organization’s IT services as much as for 
core products and services. The Cloud, AI, ML and IoT takes ‘CIA’ to a new level 
in corporate governance.

The IT profession has always recognized that governance of IT must be integral 
to corporate governance. ISACA, a world leader in IT governance, has developed 
over many years a framework to help businesses use IT and information effectively. 
The most recent release of the framework, COBIT2019® (ISACA International, 
2019), emphasizes that IT and information management must be fully integrated 
in business processes, so must be evaluated, refined and managed center-stage, not 
as a bit player to business.

Many nations have corporate governance codes but nearly all ignore IT within 
fiduciary duties. At best, recognition is by default, subsumed within the principles 
that encourage sound boardroom behavior, including meeting board obligations. 
The main concepts are of taking responsibility for decisions, managing risk, being 
accountable to stakeholders, and providing a level of transparency and disclosure that 
is timely, complete and makes sense to the intended audience. Codes have not been 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



226

Data Privacy vs. Data Security

applied seriously enough across all aspects of corporate activity because, historically, 
codes have focused on organizations’ financial responsibilities. Corporate conduct 
and operational risk, including IT, is only implicit.

An exception is South Africa, a leader in aligning corporate with IT governance. 
The code of corporate governance (Institute of Directors in Southern Africa, 2016, 
p 63) states under Principle 12 that “The governing body should exercise ongoing 
oversight of the management of information.” The relevant requirements are to 
“sustain and enhance the organisation’s intellectual capital”, ensure IT “architecture 
supports confidentiality, integrity and availability of information”, that there is 
“protection of privacy of personal information” and there is “continual monitoring 
of security of information”.

South Africa’s approach makes sense. IT governance and sound security are no 
longer optional. Increased cybercrime increases expectations of boards to invest better 
in both. The UK Government has undertaken a review of cyber security incentives 
in its call for evidence “ Cyber Security Incentives and Regulation Review 2020” 
(Department for Digital, Culture, Media and Sport, 2019, p 1) to help business 
leaders understand that “Having the right cyber security measures in place helps 
organisations protect their business, their data and their customers”.

With IT on the board agenda, leaders must understand the intricacies involved in 
managing data to achieve sustainable business. Picking the right solution requires 
knowing what is needed in a business sense before the technical solutions are 
chosen. Clarity over the trade-offs between the level of control and trust residing 
with 3rd parties and within the organization is essential. Relationship-, contract- and 
service quality management become vital. Well known researchers, like Gartner and 
Forrester, provide interesting reports on the data management market but the value 
of their findings will be limited according to the level of boardroom understanding.

Some Solutions and Recommendations

This chapter has identified and explained the data management challenges. The clear 
recommendation is that boards improve their technical understanding regardless of 
any regulatory requirement to do so. Here are some suggestions on how to begin:

• Know your data and why others – thieves, competitors, nation states – might 
find it valuable to steal or destroy.

• Evaluate board understanding of data privacy and data security. Understand 
where data is held, how it used and how its lifecycle influences the different 
types of privacy and security needed, depending on the intrinsic value and 
how public the information is.
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• Do not underestimate the investment needed to define, implement and 
maintain the right security policy. To ensure the policy remains relevant 
and is being complied with, make sure appropriate compliance checks and 
independent reviews, using qualified IT auditors, are carried out.

• Build a strategic plan that discusses IT, data and its protection as part of, not 
as an ‘add-on’ to, achieving strategic objectives.

• Lead by example. If something is not appropriate for you, do not ignore the 
policy but ask why it is inappropriate. Others in the organization may feel the 
same, so maybe the policy needs to change. Doing nothing is not an option 
because if you are breaching the policy, the chances are that others are too. 
They certainly will do so if you are found out: it weakens both moral and 
ethical behavior within the firm, undermining corporate governance.

• Consider IT as a profit-maximizer, not a cost center. It is pervasive and 
contributes significantly to products and services.

• Provide IT with a seat on the board, to address knowledge gaps and give IT 
equal weight with other cross-organizational resources. Many organizations 
have Finance and HR on the board, why not IT too? IT is, after all, the 
organization’s largest enabler, one of the largest investment areas and, given 
the volumes of data it processes, a substitute for staff. Most importantly, it is 
a key risk mitigant when used wisely but a key risk-maker if not.

• Consider the supply chain. Look beyond the internal, to how IT interacts 
with and influences wider stakeholders. By understanding IT better, leaders 
can engage better with suppliers and customers. Conversations over how IT 
influences business and the supply chain will give rise to complementary 
solutions that make doing business more resilient.

• Make business continuity a strategic objective, not an operational 
afterthought. Business continuity planning has been at the tail end of IT and 
business operational planning but with a complex data and technical inter-
dependencies, and anonymous hackers located anywhere and everywhere, 
business continuity is a 24X7 activity.

• Realize that the weakest link into your organization will be in areas of least 
value to you. Organizations realistically only invest in strong protection and 
recovery for their most important assets. Less important systems and data 
will be less closely managed, therefore easier to infiltrate. Once in, it will just 
be a question of time before the hacker gets to the more valuable assets.

Case Study, Part 5: Learning the Best From Both Approaches

To survive the loss and corruption of its data, ‘Economize on IT’ was forced to do 
the very thing it had avoided for so long, to develop a strategic approach to its data 
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management: the data review; design and implementation of a new data privacy 
and security policies; IT investment. The unintentional benefit from the crisis was 
that the board now had something tangible on which to pin strategic thinking. The 
board became efficient and effective in addressing the issues caused by the crisis, 
although the focus was narrow, with the solutions suitable for that one scenario. It 
was a sound ‘stop gap’, meeting operational needs, but not an optimum solution. 
The firm still had not developed a strategic approach to IT.

‘Get IT Right’ flourished, having obtained several clients from its rival, ‘Economize 
on IT’. Business was able to adapt to market and environmental conditions quickly 
because of the level of integration between data, business and IT management.

A year after the power outage, ‘Economize on IT’ is surviving but now realizes 
it needs help in meeting the increasing demands of data management. As revenues 
have fallen, its own ability to invest or find investment is increasingly difficult. The 
board has decided to approach ‘Get IT Right’ on a possible merger.

‘Economize on IT’ identified its attractions:

• Same business sector.
• Small, modern firm.
• Skilled staff.
• Niche but loyal client base.
• Departments that really know their operations.
• Focused, efficient and effective.
• In need of investment for future sustainability.

‘Get IT Right’ reviewed its own position. Its focus on strategic alignment had 
worked well but there was a blurring of strategic and operational responsibilities. 
Day-to-day decisions were too often being addressed by the board, rather than 
management. ‘Get IT Right’ could absorb ‘Economize on IT’ and benefit from 
strengthening operational capability and optimizing strengths gained by having:

• An integrated business, IT and investment strategy.
• Sound data management.
• Excellent grasp of data privacy and security issues.
• An expanding client base.
• Skilled staff.
• High effectiveness.

Conclusion: many leaders learn the hard way how important data management 
is and few are lucky to have a second chance. Regardless of how good or bad the 
situation is, leaders rely on trustworthy data.
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FUTURE TRENDS

Data privacy and security will remain a huge concern because of IT’s increasing role 
in daily life and data’s continuing attraction to criminals. Consequently, hackers will 
remain incentivized to improve their skills and sell their services to others. ‘Cyber-
crime as a Service’ offerings already exist (Khandelwhal, S., 2017).

Boards will continue to find data privacy and security difficult to address. Deloitte’s 
2019 survey (p.9) found that “only 4% of respondents say cybersecurity is on the 
agenda once a month”. When asked in the survey (p.8) from seven specific issues, 
what was the most challenging, data management complexities narrowly came out 
on top at 16%, with the lowest challenge being inadequate governance across the 
organization, at 12%. The fast-moving technology makes it difficult to prioritize.

Stronger regulation is likely. The UK government has, in 2019, consulted on 
legislation over IoT security. Explicit clarity over boards’ responsibilities for IT will 
become necessary, maybe including obligations akin to South Africa’s code into all 
corporate governance codes.

Business leaders will need to demonstrate they are taking responsibility for all data 
management issues seriously to preserve customer loyalty. That will require board 
training on IT and data management so that boards can scrutinize IT operations and 
outcomes on a par with financial statements, even when IT and data management 
are outsourced.

CONCLUSION

Security over data remains complex and difficult to manage. Whilst we will continue 
to struggle with the management issues, we can at least make sure our intentions 
are correct by defining privacy first, the data usage dimension. The security around 
the data, the data access dimension, will then reflect the level of privacy required 
at each stage of the data’s existence and identify when the data can be destroyed.

Data privacy and security are part of data management, and the objectives of data 
management are to ensure data is fit for purpose and it fulfills ‘CIA’ expectations 
by having the appropriate access rights attributed to users over the data in terms of 
confidentiality, integrity and availability. But this will only work if the level of privacy 
has been defined, so that the security can be made to match. It is a simple, two-step 
process but complicated by the sheer volume of data, the lifecycle of the data and the 
level of knowledge and professionalism needed to ensure data management works.

Finally, consider who leads. IT is the prime component of technical solutions. 
Whilst it enables business, it is also a driver. But it is a driver that must be under 
‘dual control’: IT professionals, whether individual or 3rd parties, ‘deliver’ but 
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Business ‘owns’. Business, therefore, must monitor what IT is doing to make sure is 
it remains fit for purpose. If IT becomes misaligned with the business, productivity 
and quality will be adversely affected, the organization losing reputation. Ownership 
of IT does, therefore, lie with leaders, so leaders must take on the responsibility for 
defining what is (un)acceptable IT and data management.
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KEY TERMS AND DEFINITIONS

5G: The next generation of mobile networks.
Artificial Intelligence (AI): Machines that work and react like humans using 

computer programs known as algorithms Algorithms must remain current for AI 
to work properly, so they rely on machine learning to update them with changes in 
the worldwide economy and society.

CIA: Stands for ‘confidentiality’, ‘integrity’, and ‘availability’, and describes 
the desired attributes for data to trustworthy, accurate, and accessible to only those 
who have permission to use it.

Cloud: The virtual world in which information technology tools and services 
are available for hire, use and storage via the internet, Wi-Fi and physical attributes 
ranging from IT components to data storage.

Cyber: A prefix often associated with the vulnerabilities to, and control over, 
the flow of data across internet. Frequently occurring terms are ‘cyber-threats’ and 
‘cyber-security’.

Data: Both a generic and specific term to describe information now typically 
stored on computers. It is used generically when the structure and subject matter is 
unknown. It is used specifically when ascribed to a defined data set, such as ‘statistical 
data’. The term. Often referred to as Big Data or Data Lakes, these describing large 
volumes and varieties of data, increasing daily by volume and subject matter. Data 
is both structured, where the data must conform to certain rules, such as financial 
transactions, and free flowing, where no or little structure is required, such as the 
information shared via social media. See also ‘data lifecycle’.
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Data Abuse: The misuse of data, normally with malicious intention, causing 
harm or unfair gain through breaching ‘CIA’ or good governance practices.

Data Commissioner: Typically, an independent authority that exists to protect 
information rights in the public interest, promoting openness by public bodies 
and data privacy for individuals. In the United Kingdom, the role is known as the 
‘Information Commissioner’.

Data Lifecycle: An illustrative phrase describing the many manifestations of 
data from its raw, unanalyzed state, such as survey data, to intellectual property, 
such as blueprints. Time plays a role, too, making what was once highly prized 
information, such as the opening ceremony program of the 2012 London Olympic 
Games, now obsolete.

European Commission: The executive arm of the European Union, formulating 
policy and drafting most community legislation.

European Union: An economic and political alliance of various European 
nations. There are 27 nations at the time of publication.

Forrester: A leading research and advisory company. See https://go.forrester.com/.
Gartner: A leading information technology research and advisory company. 

See https://www.gartner.com/.
Governance: The tangible and intangible way firms behave and relate with 

stakeholders. Many nations have codified the behavior and accountability expected 
of directors to provide equitable treatment all stakeholders.

Identity Management: Ways of defining and controlling access rights to data, 
applications and operating systems. The term is frequently associated with 3rd party 
tools and services. Their value is in providing effective and efficient control to solve 
a fundamental but complex need.

Internet of Things (IoT): A network of physical objects that have, like cell 
phones and laptops, internet connectivity enabling automatic communication between 
them and any other machine connected to the internet without human intervention.

ISACA: Provider of practical guidance, benchmarks and other effective tools for 
all enterprises that use information systems. See https://www.isaca.org/.

Knowledge: Having understanding, based on information and experience, to 
make sound assessments and decisions.

Knowledge Management: The methods and underlying policies for sharing 
information effectively so that the sum of the skills, experience and entrepreneurial 
attributes of all stakeholders is greater than the sum of the individual parts. If done 
well, each stakeholder also benefits, thus increasing the ‘sum of the individual parts’ 
that go on to increase the ‘sum of the whole’ in a virtuous circle.

Machine Learning (ML): A computer program having the capability to learn 
and adapt to new data without human assistance.
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Morals and Ethics: Ideas or opinions driven by a desire to be good = morals. 
Rules that define allowable actions or correct behaviour = ethics. Definition adapted 
from Dictionary.com. See https://www.dictionary.com/e/moral-vs-ethical/.

Social Engineering: Manipulating people to reveal confidential information 
that will usually be used in criminal activities.

Virtual Environments: Several entities sharing, independently of each other, 
a physical location or equipment. For example, a physical database is divided 
into separate, logical entities, each independent of the others. It enables different 
organizations to share the same infrastructure, creating economies of scale that 
are cheaper to use than every organization having their own physical location or 
equipment.
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ABSTRACT

This chapter aims to explore the possibilities of visualising work-integrated competence 
networks—here referred to as relatonics—and contribute to the understanding of 
how to support efforts of organising change. The competence-generating processes 
of an organisation are problematic in that they are largely hidden in the midst of 
everyday practice. If not receiving adequate attention, there is the risk of conducting 
too frequent, disruptive, and unhealthy reorganisations. This strengthens the reason 
why visualisations of relatonics are of value. The demarcation line between what is 
hidden, and what is not, is relocated through the use of visualisations of relatonics. 
A conclusion is that images representing relatonics can be utilised to support 
informed change decisions.
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INTRODUCTION

The issue of how to understand and lead change in organisations has frequently 
been addressed both in practice and in research literature (e.g. Beer et al., 1990; 
By, 2005; Kotter, 1996; Seo et al., 2004). Organisational changes are usually done 
with the intention to improve some aspects of the organisation, for instance to make 
the organisation better at performing its core tasks. Such changes can be crucial for 
the ability to compete in the market, but previous research indicates that a major 
part of organisational change efforts does not bring the intended improvements 
(Balogun, 2006; Beer et al., 1990; Brunsson, 2006). There are identified problems 
both with too frequent and disruptive reorganisations (Brunsson, 2006; Döös, 
2007) and with implementing everyday incremental change (Beer et al., 2005). 
The outcome of organisational changes may actually be the opposite and lead to 
decreased organisational performance. How come? An explanation put forward 
here is that people’s ability to adequately conduct the core tasks of an organisation 
is highly dependent on the many times hidden relationships of work, the relatonics 
(Backström & Döös, 2008; Döös, 2007). Since these relationships of work are 
hidden, it is easy to overlook them when conducting organisational changes, e.g., 
restructuring the organisation by moving people to a new department. An unintended 
consequence of change may thus be that the established relatonics are disrupted. This 
is a problem, because beyond individually gained knowledge and skills, people’s 
competence at work is carried in the competence-bearing relationships that form 
relatonics. Relatonics emerge around certain core tasks and disrupted relatonics 
lead to decreased competence to perform the work task (Backström & Döös, 2008; 
Döös, 2007).

Against this background, we argue that uncovering the hidden relationships of 
work is critical for managers to be able to make informed decisions of what kind 
of change to impose on their organisation. This chapter suggests visualisation of 
relatonics as a pre-step before making decisions about or starting an organisational 
change effort; a pre-step intended to understand the already existing competencies 
of the organisation and its relatonics. The demarcation line between what is hidden, 
and what is not, may be relocated through the use of visualisations of relatonics.

Furthermore, a basic assumption in this chapter is that people – managers and 
staff – act according to their understanding and conceptions of the world (Hmelo et al., 
2000; Sandberg & Targama, 2007). This implies that providing new visualisations and 
images of organisation may aid decisions and actions and improve ways of working. 
Conceptions of the world are grounded in understanding and largely dependent on 
experiences, and in certain images coupled to one’s understanding. The importance 
of images has been acknowledged in, for example, organisational ethnography 
(Cornelissen et al., 2008; Hatch & Yanow, 2008; Ybema et al., 2009). The main 
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focus of earlier research was to verbalise, i.e., to capture images in words, either in 
metaphors or in articulation, whereby knowledge is made more explicit or usable 
to others. For example, Weick et al. (2005) describe the “image of sensemaking” as 
an “activity that talks events and organizations into existence” (p. 413).

The most frequently used way to represent an organisation is the organisational 
chart, or organisational diagram (Mintzberg & Van der Heyden, 1999). This standard 
image depicts the formal structure and lines of decision-making in an organisation 
and invites to dealing with change through restructuring reorganisations (Döös, 
2007). The organisational chart leaves aside the informal structures of interaction in 
the processes of work, i.e., the relatonics remain hidden. This becomes problematic 
when it comes to reality’s ill-structured and complicated problems (Kitchener & King, 
1990), which, for adequate problem-solving, require the involvement of multiple 
competences. In such cases, cooperation can suffer from being limited to a single 
organisational unit or a single organisation. Rather, it often requires both intra- and 
inter-organisational learning networks (Lubatkin et al., 2001).

The emergence of digital technology has brought with it new possibilities of 
visualising and creating new images of what goes on in and between organisations. 
Attention during the last decade has also been paid to visual images and representations 
when it comes to analysing their contribution to organisational change and 
development. Cross et al. (2010; Cross et al., 2013) and also Gubbins and Dooley 
(2010) represent this trend with their work on images based on network analyses 
of information technology functions in large organisations. Partly relating to this 
is Forsén et al.’s creation of interactive visualisations that enable identification of 
colleagues with the appropriate knowledge and expertise throughout an organisation 
(Forsén et al., 2010). It is interesting to note the potential of today’s technology 
to explore the issues addressed by Mintzberg and Van der Heyden (1999), who 
were pioneers in creating images representing how companies really work. They 
identified and drew four organigraphs on grounds of principle for managerial work: 
set, chain, hub and web.

This chapter is based on theorising and analysis from a research and development 
project exploring the use of visualisations in task-based development; specifically, the 
potential of new types of organisational images that may support understanding of 
work-integrated competence. Thus, the aim is to explore the possibilities of visualising 
relatonics (Backström & Döös, 2008) – and contribute to the understanding of how 
to support efforts of organising change, especially when organisational boundary-
crossing cooperation is needed for a significant task. Two research questions are 
addressed:

• RQ1: How can work-integrated competence networks (relatonics) be 
visualised through the use of social network analysis?
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• RQ2: How can such visualisations of relatonics support change and informed 
change decisions?

Next, an introduction is given to organisational change and managerial leadership, 
and to social network analysis as a method for visualisations of work-integrated 
competence networks (relatonics). Thereafter, follow a theory section that defines 
relatonics, and the methods section. Then example visualisations are presented. 
Finally, the chapter closes with discussion and conclusions.

BACKGROUND

Organisational Change and Managerial Leadership

Scholars have used a varying terminology to categorise different kinds of organisational 
change (Dunphy & Stace, 1988; Seo et al., 2004). It is common a) to differentiate 
between small-scale change (e.g. incremental, continuous) and revolutionary change 
(transformational, discontinuous) and b) to differentiate between change that is 
emergent (Weick & Quinn, 1999) and change that is planned or managed (Levy, 
1986). According to Levy planned change refers to how “internal and external 
experts can help the organization cope with difficulties and plan and implement 
changes” (p. 5). Managed change, in contrast, refers to the way in which managers 
can design and implement changes.

As mentioned above, both small-scale and revolutionary changes in organisations 
are genuinely hard to achieve so that the change is sustainable and gives the intended 
result (Balogun, 2006; Beer et al., 1990; Brunsson, 2006). Instead, unintended 
consequences are since long recognised (see Jian, 2007) and attempts to solve 
existing problems often result in new problems and tensions (Seo et al., 2004). This 
paper does not suggest that there is a one best way to achieve organisational change 
(Burnes, 1996; By, 2005). Rather, we argue that the kind of information about an 
organisation that is looked for when leading change will most likely vary according 
to how change is understood.

Furthermore, a revolutionary or discontinuous change involves a break with 
the existing state of affairs and constitutes a second-order change (Bartunek & 
Moch, 1987; Levy, 1986). In contrast to first-order changes, that imply small-scale 
modifications within the existing frames, a second-order change means that the 
governing values that exist in an organisation have to be changed. Thus, a new 
theory-in-use (Argyris, 1990) has to be established in the organisation meaning that 
its members must act on the basis of new understanding.
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Human organisations contain both designed, formal structures that establish the 
rules and routines necessary for effectiveness, and emergent structures created by 
an organisation’s informal, everyday work relations (Capra, 2002). The designed 
structures are thought to provide stability1, whereas the emergent structures provide 
novelty and flexibility by being “adaptive, capable of changing and evolving” (p. 
106). Managers and leaders need to understand the interplay between the two 
(Backström, 2013; Capra, 2002; Cross et al., 2010).

To deal with change efforts is an important and challenging managerial task and 
managerial work today demands abilities to assess complex situations both in the 
managers’ own organisation and in the outside world. In favour of managers’ work 
situation and of the activity of organisations the research literature is increasingly 
describing leadership as collective (Denis et al., 2012; Empson & Alvehus, 2019). 
The interest in distributed leadership is part of this (Alvehus, 2019; Bolden, 2011; 
Thorpe et al., 2011) and points to a spread of responsibility and power to those 
not in management positions (Jones, 2014; Spillane, 2005). Seeing leadership as 
emerging informally, we can, identify its existence as a situations where direction, 
co-orientation and action space are created (Crevani et al., 2010). Leadership can 
be seen as an emergent event, an outcome of relational interactions among people 
(Lichtenstein et al., 2006). Thus, it is not a role-based action of specific individuals, 
but an activity emerging in interactions.

A planned organisational change has to be implemented and embedded in the 
everyday work of the organisation (May & Finch, 2009). This means a process of 
emergence over time in the interactions between people organisation while they are 
working. A relatonic is the network of interactions used to perform a work task, and 
thus also the network where new practices, concepts, legitimations etcetera emerge. 
Also the relatonic is emerging in the relatonic. Thus, as long as the still existing parts 
of established relatonic decide which ones interact with which ones, a new relatonic 
will have problems to emerge. Thus, there is a need for managers to uncover the 
hidden relations of work to be able to support the development of a new relatonic.

Social Network Analysis in Studies of Organisational Change

Networks are originally thought of as open informal structures and, as Barnes (1954) 
stated, the members of a network do not necessarily know who all other members 
are – the network ends where the interactions end. Thus, applying the same kind of 
thinking to an organisation thereby means that the task organisation – in this chapter 
portrayed as relatonic images – ends where the interactions end.

Social network analysis contains a series of ways of gathering data with a focus 
on individuals’ interactions and structures in networks of relations (Wasserman 
& Faust, 1994), as well as theories to understand the dynamics of networks and 
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how to interpret network patterns (Borgatti et al., 2009). This is in contrast to data 
analysis that focuses on the characteristics and attributes of individuals. Network 
analysis in the social sciences has been widely used in several areas (Borgatti et al., 
2009; Prell, 2012).

A simplification often used in network analysis is to imagine that there is a flow 
of, for example, information in the network of relations, and that the structure of the 
network influences this flow. For example, there are often individuals – ‘brokers’ 
– that are more central to the network than others. Much of the flow of information 
goes through the brokers, and they are thus very important to the functioning of 
the network (Allen & Cohen, 1969; Rizova, 2006). This structure can be effective, 
but also problematic; for example, if the broker gets overloaded with information 
and, as a result, the others receive delayed, filtered and/or distorted information 
from the broker (Leenders et al., 2003), this results in decisions and actions based 
on bad information.

When describing the structure of a network, it is common to use ideal structure 
types as Mintzberg and Van der Heyden’s (1999) web organigraph, and also to look 
for parts of the network with a different density of relations between individuals, 
e.g., groups, and parts with high/low density – ‘holes’ without relations or where 
only a few relations act as a bridge between sub-networks. The concepts of ‘strong’ 
and respectively ‘weak’ ties are often used. A strong tie between two persons means 
that people who are in contact with one of them often are in contact with the other 
as well, which means there is a number of different ways for the same information 
to reach both of them (Granovetter, 1973, p. 1362). Strong ties are, for instance, 
important to be able to understand and make use of complicated new information 
(Leenders & Gabbay, 1999; Reagans & McEvily, 2003; Sorenson et al., 2006). On 
the other side, weak ties, where, for instance, two persons constitute the only bridge 
for information between two sub-groups, are a source of non-redundant information 
and differing perspectives (Granovetter, 1973, p. 1362).

The network patterns of relations are important as they link micro and macro 
activities (Granovetter, 1983). The significance of work-integrated competence 
networks, relatonics, most likely depends on the character of the work tasks. Work 
tasks characterised by given means and ends often need fewer strong ties across 
boundaries, contrary to work tasks with fewer given means and ends, where strong 
ties and inter-organisational alliances provide opportunities for reciprocal learning 
(Lubatkin et al., 2001) are more likely to be beneficial. However, Perry-Smith’s (2006) 
conclusion from an empirical study indicates that weak ties can be more beneficial 
for creativity, due to the fact that weak ties tend to provide more non-redundant and 
varied perspectives than what emerge from social groups with strong ties.

A field of study concerning knowledge management and how to use social network 
analysis to improve knowledge creation and transfer has emerged (Cross et al., 2002). 
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For example, network analysis has been used as a tool to aid the senior managers’ 
selection of leaders (who seems central to the trust and respect of a network?) or team 
members (how do we put together a team that is maximally connected throughout 
the organisation?). Another use concerns mergers and acquisitions – a frequent 
occurrence in contemporary working life – where social network analysis points 
to the importance of the fact that it is not only two cultures merging, but also two 
separate networks (ibid.). Social network analysis has also been used as a tool for 
organisational change Cross et al. (2010). Through analysing employee networks, 
they provided opportunities for leaders to discover how high-performing individuals 
and teams connect to each other. For example: “…improving collaboration efficiently 
meant finding ways to connect ‘peripheral connectors’ – that is, individuals who 
linked two or three other members to the rest of the team” (Cross et al., 2010, p. 86).

In Cross et al.’s (2002, p. 7-8) work on knowledge-based networks, four dimensions 
are identified as important for a relationship to be effective in terms of knowledge 
creation and use: 1) knowing what someone knows, 2) gaining timely access to that 
person, 3) creating viable knowledge through cognitive engagement, and 4) learning 
from a safe relationship. A conclusion drawn by Cross et al. (2010) is that managers 
need to be able to balance both formal and informal structures.

DEFINING RELATONICS – IN THEORY AND PRACTICAL USE

In this paper, we focus on work-integrated competence networks embedded in the 
ongoing performance of work tasks – what we refer to as relatonics (Backström 
& Döös, 2008). Competence and relatonic are therefore two central concepts to 
be explained in this section, and their origins briefly presented with the help of 
organisational pedagogics and constructivist learning theory. In addition, the 
complexity theory of human interaction dynamics (HID) is applied.

The concept relatonic denotes the network of inter-personal competence-bearing 
relationships used when working with an important task of an organisation. Relatonic 
is an organising structure at collective level both enabling and constraining how the 
work task is performed. Through focusing the competence aspect of relationships 
(Döös, 2007), the relatonic concept contributes to further our understanding of the 
organising processes at work, and as such the concept adds to the field of organisational 
theory. A relatonic is a structure of relationships that emerges in interactions around 
a work task. This structure is socially constructed and reconstructed by the collective 
of people who participate in the performance of the task. And the relatonic enables 
and constrains how work tasks are performed, by the individual members of the 
collective (Hazy & Backström, 2013). A key determinant differentiating relatonics 
from social network structures in general is that the former focuses on the work-
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integrated competence networks that emerge in relation to a certain work task, and, 
therefore, comprise a resource used when performing a task. This means that in any 
organisation there are multiple relatonics.

Organisational pedagogics (Döös, 2007; Granberg & Ohlsson, 2011) is the 
theoretical lens that has framed our understanding of work-integrated learning as 
the experiential process (Kolb & Kolb, 2010; Kolb, 1984) that continually generates 
competence. Competence is a situation and context dependent ability to apply 
experience in specific contexts that call for action, such as problem-solving at work 
(Döös & Wilhelmson, 2011). Competence is not only an individual phenomenon 
– it also exists in the relationships between people through cooperative processes 
conceptualised as competence-bearing relationships (Döös, 2007). Drawing on Bolden 
et al. (2011) and Dixon (2000), we suggest that competence is based on three main 
premises: 1) it is an emergent, task-related quality of an individual, team or network 
of interacting people; 2) there is openness to the boundaries of competence (both 
within and beyond the formal organisational structure); and 3) there is diversity, in 
that crucial competence is spread out across the many, not the few. The competence 
generating processes, i.e. the work-integrated learning processes are problematic 
in that they are largely hidden in the midst of everyday practice and, therefore, do 
not receive adequate attention. This strengthens the reason why visualisations of 
relatonics are of value.

A relatonic involves three strata (cf. Danermark et al., 2002) – the individual, 
the collective and the context. The individual stratum concerns the individuals’ 
competencies and the collective stratum organises the interactions between the 
individuals and the individuals’ socially constructed and reconstructed relatonic. The 
third stratum is the complex ecosystem that constitutes the context of the relatonics. 
The context includes for example distribution of tasks, instructions on how to perform 
the tasks, and administrative and technical systems of the organisations included 
in the performance of the work tasks. In addition, there are the managers who have 
influence over the task execution without being directly involved in its performance. 
To introduce development, managers can either change the context, or they can 
interact with members face-to-face to impact their interactions with each other 
and thus the reconstruction of the relatonics. By doing so they act as endogenous 
change agents, or institutional entrepreneurs (Battilana, 2006), by influencing which 
organising structures that emerge in the organisation. In this perspective relatonic 
is a central feature of an organisation. It is a structure that organises how work is 
performed. Further, it focuses individuals both inside and outside the performance 
of the work task and is a mapping of their social network of interactions influencing 
the organising cultural, institutional and relational structures of the organisation 
(Backström et al., 2011).
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Using Relatonics in Practice

In practice, a relatonic can be thought of as a competence-bearing network. Such 
competence networks most often remain unnoticed. This implies a challenge in 
how to understand, steer and support the emergence and change of relatonics. A 
specific relatonic may crisscross between several intra-organisational units as well 
as external partner organisations.

The empirical material discussed in this chapter is based on a research and 
development project exploring visualisations as a tool for organisational change and 
development. In the municipality featured in the project, as in many other Swedish 
municipalities, there was an ongoing struggle with increased expenditure and social 
costs due to high youth unemployment. Youth unemployment can be described as 
an ill-structured problem with few given means and ends (Kitchener & King, 1990). 
Also, when working with youth unemployment, there are several stakeholders who 
need to be involved and who, by law, have different responsibilities. The senior 
management of the municipality initiated several efforts to change how work was 
organised by addressing the problem of youth unemployment from a more holistic 
perspective. Thus, they launched an Employment Project to work with this task, 
here named as “getting young people into work”. A core part of the project was a 
small project team working with coordination and job coaching.

An ambition of the municipal senior management was to organise the task of 
getting young people into work through boundary-crossing – not only working across 
unit boundaries in the municipality itself, but across to units in other organisations, 
especially the local employment office2. However, the existing organisational 
structure and the image that represents it – the organisational chart – were described 
by leaders and managers as problematic, because of the influence both on how 
the work task was understood and on how resources were allocated. An additional 
problem that was identified by our research team was that the work task was defined 
and labelled differently within each organisational part, and was managed as if it 
belonged only to single organisational parts, thus resulting in sub-optimisation and 
a lack of coordination. This made collaboration in the task more difficult.

METHODS

The empirical material consists of relatonics analyses of the task of ‘getting young 
people into work’ in a small Swedish municipality, a couple of interviews with 
the senior management, and meetings with key people where network images 
were presented. The visualisations of relatonics was created by using the software 
NetDraw (Borgatti, 2002), based on a Multi-Dimensional Scaling (MDS) technique 
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(Hanneman & Riddle, 2005). MDS is a family of techniques that is used for information 
visualisation to assign locations to nodes in multi-dimensional space (in the case 
of the drawing, a 2-dimensional space) such that nodes that are, so-to-say, more 
similar are placed closer together. The algorithm used uses iterative fitting to locate 
the points in such a way as to put those with smallest path lengths to one another 
closest in the graph. This approach can often locate points very close together, and 
make for a graph that is hard to read. In the visualisations, we also selected the 
optional “node repulsion” criterion that creates separation between objects that 
would otherwise be located very close to one another.

Relatonics Surveys and the Work-
Integrated Competence Network

The relatonics analyses were done on the basis of a web-based survey covering three 
main areas (see Table 1): Question 1 (Q1) frequency in interaction, question 2 (Q2) 
topic of interaction, and question 3 (Q3) experienced benefit of the interaction. The 
answers to Q1 provide a list of names of people with whom the informant interacts. 
These lists from all informants are used to generate the social network. Answers 
to Q2 and Q3 address certain qualities of the specific relationships (Prell, 2012).

In our efforts to draw the map of relatonics concerning the task of ‘getting young 
people into work’, three main steps were taken: 1) A senior manager – responsible 
for the newly started employment project in the municipality – identified three other 
key individuals in the task, two of whom worked within the municipality (one team 
leader in the employment project and one manager at the social welfare office). 
The third key individual worked at the local employment office3. 2) Interviews 
were done with all four key individuals to map their network of people for the task. 
The interviews resulted in a roster consisting of 62 individuals. 3) A web-based 

Table 1. Questions in the relatonics survey.

No. Questions Response Alternatives

Q1
Which persons or functions are you in contact with, 
one way or the other, in the work task of getting young 
people into work?

Daily, weekly, monthly, rarely

Q2
For what reason have you been in contact with X 
concerning the work task of getting young people into 
work?

Routine task, problem-related 
task, goal-oriented planning, 
strategic planning

Q3 How much benefit have you had of person X in the 
work task of getting young people into work?

Rating between 1 (not at all) 
and 7 (very much)
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questionnaire, using the roster, was distributed to the entire network. Additionally, 
when answering the questionnaire the respondents had the possibility of adding new 
people (with whom they interacted in the task).

The questionnaire was distributed (close to the project start, here referred to as 
T1), resulting in a response rate of 81% and was followed some six months later 
(T2) by a second identical questionnaire. For the second questionnaire, the list of 
names was edited due to the fact that some people had turned out not to be relevant 
to the network. Also, a few people were added, including people that had changed 
job descriptions and who now potentially could be part of the network. The second 
questionnaire was distributed to a total of 59 respondents, resulting in a response 
rate of 75%. In comparison to most response rates these are remarkably high. An 
interpretation is that this both reflects an interest among the participants to take 
part in development of the work task at hand, and also when having answered the 
questionnaire, a readiness to later receive and discuss the images presented.

VISUALISING A CRISSCROSSING RELATONIC

In this section, we present empirical illustrations of how relatonics may be visualised 
through the use of social network analysis (based on Q1 above), and provide some 
insights on what qualities such images may possess. Through visualising the 
relatonics of the task of ‘getting young people into work’, additional images of the 
organisation emerged; images deviating from the standard image of the organisational 
chart, and revealing a relatively distributed work-integrated competence network, 
i.e., a relatonic crisscrossing municipality units, as well as external organisations. A 
challenge, then, is how to manage and lead such cross-unit connectivity, and avoid 
sub-optimisation. Images of work-integrated competence networks offer glimpses 
of the work in/of an organisation that are otherwise rare. Three images will now be 
presented. First, the whole relatonic of the task (figure 1), including members from 
several municipal units and other organisations, and second, two images visualising 
a change concerning the project-team’s network at the start of the project and half 
a year later (figures 2 and 3).

What qualities, then, do the images encompass that can be useful in the organising 
of work and the planning of future change? Four types of zones of interest are 
encircled and numbered in figure 1. The reason that these zones are interesting is 
their potential to:

1.  identify social groups and dedicated teams across the organisation – here, the 
project-team is identified;

2.  identify key individuals – here, two central individuals are seen;
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3.  identify non-connected units or individuals – here, one unconnected node and 
one unconnected organisational unit are shown; and

4.  identify potential peripheral connectors – two individuals seem to be close 
enough to possibly bridge.

To further illustrate what qualities the images can bring forth, we use the 
network images of the project-team (the encircled nodes in figure 1 marked with 
a 1). Thus, it is the relationships of the project-team, identified in figure 1, that 
are further explored in figures 2 and 3. These images represent the network of the 
project-team at the project start (T1), in comparison with half a year later (T2). At 
the project start, the project-team was characterised by strong ties within the team 
– an important configuration to be a dedicated team. However, the members, except 
the project-team leader, had a limited number of relationships, and had weak ties 
to people outside the team. An interesting observation, six months later (T2), was 
the fact that the core team of the project, i.e. the project-team, had kept its strong 
ties within its team, and had also incorporated two new members into the project-
team. Further, the project-team members had seen a large increase in weak ties. The 
mixture of strong and weak ties is important, since weak ties increase the likelihood 
of being exposed to new non-redundant information, and the strong ties within the 

Figure 1. The relatonic of the work task ‘getting young people into work’ close to 
the project’s start, and showing the four identified areas of use. The lines indicate 
that people are in contact at least on a weekly basis in relation to the task. The 
nodes represent people in different functions and with different labels signifying 
organisational belonging (the label EP refers to the project-team)4.
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Figure 2. The relationships of the project team close to its start (T1), with the team-
leader encircled. The lines indicate that people are in contact at least on a monthly 
basis in relation to the task. Nodes without lines are less frequent relationships, 
except from the ones listed in the upper left corner which are non-connected nodes 
(the label EP refers to the project-team).

Figure 3. The relationships of the project-team half a year later (T2), with the team-
leader encircled. The lines indicate that people are in contact at least on a monthly 
basis in relation to the task. Nodes without lines are less frequent relationships, 
except from the one listed in the upper left corner which is a non-connected node 
(the label EP refers to the project-team).
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core team create a joint action space for sharing, and therefore a favourable position 
for creating shared knowledge.

Through the images, it also becomes possible to identify key individuals, i.e., 
people of decisive and central importance. Thus, social network analysis can 
make individuals with a high degree of centrality visible, e.g., individuals that 
act as connectors and brokers between units or organisations. Early in the project, 
the project-team leader accounted for the major part of relationships outside the 
project-team (figure 2). In figure 1, this is also seen by her not being included in 
the circle that marks the project-team. The reason for this is that she had begun to 
cover several structural holes in the network, since she interacted extensively with 
people from several other organisational units outside her own. Being in the midst 
of the information flow gave her a strategic advantage, and could bring in valuable 
non-redundant information to the project-team. Yet, one may also say that the 
project-team was vulnerable since, in its current structure (figure 2), the project-
team leader acted as the single link to other units and organisations. In the long run, 
this arrangement entailed a risk of overload and of creating a bottleneck that would 
risk harming the performance of the work task. However, in our interviews with 
the project-team leader, she stated that she intentionally worked towards involving 
more people in the task. The success of this ambition is visually represented in the 
difference between figures 2 and 3. When looking into the changes in the density 
of the network, there has clearly been a considerable growth in the total number 
of relationships. At project start (T1), there were 76 ties (figure 2), compared to 
six months later (T2), when there were 191 ties (figure 3) – almost two and a half 
times larger. With less centrality, the project-team leader had made herself more 
dispensable. Even though she still had a large number of relationships, it was the 
case that other members of the project-team also possessed the competence and 
carried out the task.

Finally, the images make it easy to identify non-connected units or individuals – 
an issue that is otherwise hard to capture and which, therefore, often gets neglected. 
There can be several reasons for being non-connected or peripheral in a specific 
task, but our point here is that the images can be used to initiate reflection and 
discussion about who or what functions should or should not be connected to the 
task; the following reflection from the project-team leader illustrates that point:

We need to work on this, we want to embed them [The Social Insurance Agency]. 
It is, ultimately, extremely important. ... And also the County Council. They have 
an open psychiatric clinic and these are the kinds of things to which we need to 
have good communication links. None of the youths we are working with, is only 
relevant in one business, so it is important that we establish contacts with the Social 
Insurance Agency and the County Council.
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In the above quotation, she identifies The Social Insurance Agency as an 
organisation with which they need to be in contact for the task, but obviously 
were not at that time – a so-called non-connected unit. Also, when looking at the 
network, the project leader starts to reflect on the fact that there are other important 
collaboration partners that are missing, not being a part of the network as it is today. 
From this, it is possible to conclude that the images say not only something about 
the existing network, but also something about what is not a part of the network and 
point out what needs to be developed. Through putting a decisive task at the centre 
and initiating discussions on whom or what functions need to be connected, issues 
related to competence are implicitly addressed.

A number of network images were presented to people in this network, which 
made it possible for us to note what the images invite to. In a meeting, where the 
images portrayed the current network situation, a lot of conversations and reflection 
took place. Apart from stimulating joint reflection, it became evident that people 
made different interpretations and explanations of what they saw. With the images 
shown on a large screen, people got to their feet and pointed at parts of the network 
where they saw something to discuss. In addition, reflection started about how the 
network could and should look in the future; there was variation in interpretations 
and arguments that surfaced.

DISCUSSION AND CONCLUSION

Organisations constantly struggle to find the most appropriate structures for continuous 
work-integrated competence and satisfactory task performance. A challenge of 
managing the dynamic complexity with multiple stakeholders is how to get an 
overview of the real flow of work going on in and across organisational units – a 
work flow that most likely goes beyond the formal lines of decision-making and 
organisational structures. Thus, boundary-spanning, work-integrated competence 
networks are here regarded as a crucial resource in dealing professionally with 
complicated tasks involving multiple stakeholders.

The concept of relatonic has emerged out of extensive empirical studies, and its 
main contribution lies within the fields of organisational theory and organisational 
pedagogics. In previous published work the authors have laid out the foundation 
for the concept of relatonic (Backström & Döös, 2008), and, the present chapter 
adds to previous work through exploring the possibilities of visualising relatonics, 
and, contribute to the understanding of how such visualisations can support efforts 
of organising change, e.g. when organisational boundary-crossing cooperation is 
needed for a significant task. In the previous section RQ1 was addressed in showing 
how work-integrated competence networks (relatonics) can be visualised through the 
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use of social network analysis. Thereby, some of the issues that such images bring 
forth were addressed and we now turn to discuss how the visualisation of relatonics 
may support change and informed change decisions. It might be probable that the 
visualisations mainly support small scale, incremental change aided by planned 
emergence. In relation to revolutionary change we argue a contribution through 
the potential of preventing too frequent disruptive reorganisations to take place. 
This would be likely both because the visualisations invite to other types of change 
efforts, e.g. through connecting people through new distributions of work tasks, and 
because to be able to see how competence is carried in relationships means seeing 
value that the organisation would prefer not to lose.

The kind of images presented here can be utilised to identify areas with a 
developmental need and, in this way, can be a resource to make more knowledgeable 
change interventions and enable a relatonic to emerge in certain directions. Regarding 
the distributed and relational qualities of competence (Backström & Döös, 2008; 
Bolden et al., 2011; Dixon, 1994), and also understanding work-integrated learning as 
the experiential process (Kolb & Kolb, 2010; Kolb, 1984) that continually develops 
competence, the images have the potential to support people’s sensemaking and 
thereby change their conceptions. When managers, other change agents and staff 
can all have access to new images, they also have the potential to ask new questions 
and discuss new kinds of interventions.

In visualising relatonics, this chapter has pointed to the possibilities of identifying 
task-relevant information in the form of network images that display interaction 
data. The example images (figures 1-3) both display qualities of a certain network 
structure and show changes over time. In addition, the images can be related to 
one another, thus elaborating in detail the relationships of a certain dedicated team 
within the overall network. As researchers, i.e. agents outside the relatonics and 
also outside the work task of a certain relatonic, a possible contribution lies in 
asking people in the network about how they would like to change or stabilise the 
visualised relationships between individuals and organisational parts. This would, 
using Levy’s (1986) terminology, be understood as a planned change which would 
help the members of organisations involved to change the interaction, thus, aiding 
in the future emergence of the competence network, the relatonic. In addition, we 
have seen cases of managed change (Levy, 1986) as school principals on their own 
constructed and used similar visualisations. Our questionnaires were used as point 
of departure to investigate multiple relatonics in some section of their own schools. 
For example, the principals found out that the work tasks of two different relatonics 
– one concerning pupils’ health and the other pedagogic development –were too 
separate. Having identified this problem meant that they could start supporting a 
change (Döös et al., 2015a).
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The images of figures 1-3 in this paper, when shown to the people involved, 
supported discussion and the asking of useful questions. This kind of visualisation 
is made possible through digital technology, which has the capability of handling 
a lot of information and transforming it into understandable images. Viewing the 
reality of relationships within the work task through these network images enabled 
changes in people’s conceptions, since the normally invisible relationships were not 
hidden any longer. When confronted with such information, it becomes inviting to 
comment and try to understand both what the images represent and what could be 
changed for the better. The demarcation line between what is hidden, and what is 
not, is relocated through the use of visualisations of relatonics.

The theoretical lens of organisational pedagogics (Döös, 2007; Granberg & 
Ohlsson, 2011) has, in the work on which this chapter is based, primarily been used 
to define work-integrated competence and relatonics, as well as to identify the value 
of competence-bearing relationships in important tasks. On this foundation, and 
with inspiration from previous social network analysis studies (Cross et al., 2002, 
2010), it seemed reasonable to try to display otherwise hidden work processes so that 
they may be discussed. It has long been a problem to visualise relevant information 
about how competence is enacted. When it comes to relationships of importance 
to task execution, the network image tunes-in well with the suggested competence 
premises of being an emergent task quality, having open boundaries beyond formal 
structures, and being spread out and circulating among the many (cf. Bolden et al., 
2011; Dixon, 2000).

Drawing on contemporary understanding of distributed leadership (Bolden, 2011; 
Thorpe et al., 2011), distribution here seems facilitated through two mechanisms. 
Firstly, the data provided, i.e., the input to the images, come from the people 
involved themselves – the ones interacting in the network structure are the ones 
who have purposely contributed information about their contacts in the specific 
task. This is in contrast to images that are produced through reusing e.g. people’s 
mail conversations generated in order to execute work tasks. Data differs from the 
traditional organisation chart, which simply gives the picture of a people-empty 
structure decided by management. Secondly, the images present the same information 
to everyone, so shortcomings and potentials are equally accessed. This produces 
questions from the people involved, including the leaders who, in this case, become 
members of the network community (cf. Bolden et al., 2011) and not its superiors. 
Once this has happened, a new direction, co-orientation and the creation of an action 
space (Crevani et al., 2010) may be discussed by all involved, thus contributing 
jointly to forming the next steps of change.

Images of relatonics provide rich pictures of organisation and, for some of 
the interviewees, gave a strong feeling of both recognition and amazement. It is 
important to be aware that interpretations of what the images represent are dependent 
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on interpreters’ experience of using images as representations of reality. Still, the 
images seem to stimulate reflections on how work is organised, and seem especially 
relevant in times of ongoing organisational change. The images can confirm senior 
managers’ mental images of existing patterns of interaction and collaboration, as 
well as challenge their preconceptions about such patterns, e.g., by making hidden 
collaboration patterns visible; thus, possible to intervene in.

To conclude, the fact that social structures, like relatonics, cannot be fully 
controlled, might be considered a challenge by some managers. However, network 
images do afford opportunities to understand the possibilities of intervening, for 
example, through appointing people to shared tasks, which means that there are 
possibilities to facilitate the emergence of changed structure (Döös et al., 2015b). 
Through such use, some unnecessary, even harmful, transformative change efforts 
and restructuring may be avoided. Moreover, we suggest that visualisations of task 
important relatonics can be used as a pre-change step. If managers and leaders 
would have knowledge, about the vital competence-bearing relations that show in 
visualisations of relatonics, this would facilitate informed decisions and actions. 
This could result in fewer unhealthy reorganisations and a greater number of cases 
where managers and leaders decide to support emergence.

FUTURE RESEARCH DIRECTIONS

By using computer software like Ucinet6 and NetDraw, managers, as well as staff, 
could in principle create their own network images of tasks in their own organisations 
– real images based on real or imagined data. However, this is hardly realistic in 
most organisations – despite the school principal example given above – at least 
until both the data input and interpretations of the image outputs are easily handled 
and facilitated. In the case used in this chapter, a rather fuzzy organisational reality 
is visualised, which provided an overview that is otherwise hard to get. The network 
analysis may also be used on a smaller scale to reveal potential gaps in interaction 
between key functions in an organisation. Future research will also look into other 
new ways of visualising relatonics, keeping an eye on the potential here identified 
using task-related non-hierarchic representations.

This chapter gives empirical indications of the value of relatonics visualisations 
in modern organisations. One key step in the development of a future tool for 
practitioners is to make it easier and less resource-demanding to produce such 
visualisations. One group of questions concerns the data necessary to collect to be 
able to produce a good enough understanding of the relatonics. For example: which 
data do you need? Is it enough to ask whom you interact with while working with 
the specified task, or do you have to ask also about the quality of the interaction? 
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How much data do you need? Is it enough to ask a few key informants, or do you 
have to ask everyone in the relatonic? Another issue is to design integrated software 
that is able to manage the collected information and produce the visualisations in 
a user-friendly way.

A relatonic is an organising structure that emerges out of interactions between 
individuals in a specific context of tasks, available colleagues, constraints etc. It is 
thus possible to understand how the structure of today’s relatonics came to be, if 
you have historical data about interactions and context. Consequently, it is also, in 
principle, possible to give prognoses for the relatonics of tomorrow for different 
changes in context. 

There are at least two techniques that could be used for a relatonics simulation 
tool. One way is to start with individuals and their interactions and use agent-based 
models (ABM). The goal of ABM is to simulate the collective behaviour of agents. 
Agents obey simple rules and can learn from experiences. Changes emerge iteratively 
at various stages. Different, simple rules of agents, their interaction with each other, 
and the context leads to the emergence of different collective behaviour, in this 
case relatonics. The other way is to start at the system level, with the relatonics. 
Human interaction dynamics (HID) is an analytical framework developed using 
information theory and mathematical models (Hazy & Backström, 2013). Structures 
at the collective level, like relatonics, are described as categories. Drawing support 
from the category theory of mathematics, deductive logic can be used to predict 
the emergence of organising structures.
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KEY TERMS AND DEFINITIONS

Competence: Basically competence is defined as a situation and context 
appropriate ability to act (Döös, 2007). We suggest that competence is based on three 
main premises: a) it is an emergent task-related quality of an individual, team or 
network of interacting people; b) there is openness to the boundaries of competence 
(both within and beyond the formal organisation structure); and c) diversity in crucial 
competence is spread out and circulate across the many, not the few.

Competence-Bearing Relationship: Competence is not only an individual 
phenomenon, it also exists in relationships between people through cooperative 
processes conceptualised as competence-bearing relationships (Döös, 2007).

Distributed Leadership: Distributed leadership indicates that leadership is viewed 
as an activity that is spread out between the members of a group or organisation 
(Bolden, 2011). Leadership may be seen as emerging informally (Lichtenstein et 
al., 2006) and its existence may be identified as the situations in the work of a team 
where direction, co-orientation and action space are created (Crevani et al., 2010).

Human Interaction Dynamics (HID): HID is based on information theory 
and its focus is to understand how interactions between individuals give rise to 
structures at a collective level, and how these structures influence the behavior of 
the individuals (Hazy & Backström, 2013).

Learning Learning: Is here thought of as the experiential process (Kolb & 
Kolb, 2010; Kolb, 1984) that generates competence. Learning among the members 
of an organisation take place as integrated with the execution of work tasks, which 
points to the fact that work tasks, problems and situations at work afford on-going 
opportunities for the development of competence.

Organigraph: Mintzberg and Van der Heyden (1999) identified and drew four 
organigraphs on grounds of principle for managerial work: set, chain, hub and web, 
and with an interest to depict how companies really work. The idea was to reflect the 
ways people organise themselves at work. They stated that organigraphs are more 
than pictures; they are maps that give overview. “Unlike the org chart with its strict 
rules of arrangement, an organigraph requires managers to create a customized picture 
of their company, something that involves imagination and an open mind” (p. 90).
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Relatonic: Work-integrated competence networks embedded in the on-going 
carrying out of work tasks, what we refer to as relatonics (Backström & Döös, 2008). 
A key determinant differentiating relatonics from social structures in general, is the 
fact that relatonics emerges in relation to a certain work task, and comprises the 
competence bearing relationships one is using to perform the task; thus, there are 
multiple relatonics in an organisation. A relatonic may crisscross between several 
organisational units and, also, cross the boundary of the organisation to include 
external partner organisations.

ENDNOTES

1  In reality, however, this can be questioned in times of extensive reorganisation 
(e.g., Brunsson, 2006).

2  The local employment office is not part of the municipality organisation. The 
employment service in Sweden is Government-owned (national level) and has 
local offices in municipalities.

3  This key individual being part of the network points to an example of inter-
organisational collaboration.

4  In the original images of the project colours are used to represent organisational 
belonging. Colour is a quality that enhances the understanding and interpretation 
of the images.
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INTRODUCTION

The combination of technology and learner communication drives the design of 
effective e-learning platforms. For clarity, e-learning is “the utilization of learning, 
communication, and digital technologies” to deliver technology-facilitated, hybrid, 
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ABSTRACT

The e-learning environment has changed at an unprecedented pace since 2014. 
As corporate and higher education learning environments continue to immerse 
themselves in e-learning, what themes and implementation principles will follow? 
E-learning instructional practices that allow learners to be engaged in instantaneous 
global collaboration have fundamentally changed higher education and leadership 
development. This chapter will discuss how the Sharable Content Object Reference 
Model (SCORM) delivers a positive impact on learners and enhances organizational 
outcomes. Furthermore, this chapter will offer updates on e-learning pedagogy, as well 
as how these mediums potentially interconnect with future e-learning technologies.
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and technology-driven courses in higher education and corporate settings (Lim, 
Ripley, & O’Steen, 2009). Technology-facilitated e-learning uses electronic content 
delivery only as supplemental material to face-to-face classroom interaction. In 
contrast, hybrid programs incorporate electronic content delivery in 75% or more 
of the total course material and teaching time. The e-learning method that is 
growing the most in both higher education and corporate leadership development is 
technology-driven mediums. Technology-driven e-learning is where course material 
is delivered almost exclusively online with little to no face-to-face interaction. As 
each of these three e-learning models has rapidly spread across corporate leadership 
development and higher education, consistency in quality, content delivery, and 
impact on organizational outcomes have varied considerably (Anton et al., 2019).

SCORM’s initial development aimed to “provide useful data and content structure 
to construct efficient, cost-effective, and usable” e-learning platforms. Widely 
used examples of Learning Management Systems (LMS) that utilize SCORM 
include edX, Moodle, Blackboard, and Canvas. Currently, SCORM remains the 
benchmark for developing and implementing e-learning systems in higher education 
and organizational leadership development settings across the globe. Each LMS 
mentioned has taken on the issues of quality, content delivery, and learner outcomes 
in different ways. For example, edX has partnered with 140 academic institutions 
to offer over 2,500 courses taught with technology-driven e-learning.

Furthermore, edX creates full customizable organizational learning programs for 
corporations across the globe. As an open-source, not-for-profit learning environment, 
edX has over 20 million learners enrolled in programs and coursework globally. 
The innovative research and pedagogy edX employs demonstrates how far SCORM 
has come since 2010. The flexibility that SCORM offers LMS developers creates 
an information-rich, technology-based learning environment for higher education 
and global corporations of all sizes and financial means. From the most prestigious 
academic and corporate institutions to smaller entities can now employ or source LMS 
systems that meet there diverse educational needs. This chapter aims to introduce 
the reader to SCORM’s background, recent academic and corporate developments, 
and provide evidence-based implementation principles.

BACKGROUND

The proliferation of e-learning across prestigious academic and corporate institutions 
has resulted in an explosion in LMS development. E-learning has transformed 
from simple combinations of networked servers and educational content to 
globally available, on-demand networked systems that serve millions of learners 
simultaneously. This transformation of e-learning allows the learner access to 
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instructors and subject matter experts (SME’s) that otherwise would be impossible. 
SCORM’s application in LMS development affords instructors to construct learning 
modules that increase student understanding of course material. LMS’s also serves 
a critical role in evaluating student comprehension of course content and areas 
of opportunity where material mastery is lacking (Jayakumar et al., 2013). This 
process allows e-learning to become “an effective learning process by combining 
digital content, learning support services, and skills students can readily apply” 
(Jayakumar et al., 2013).

Institutions of higher education began offering blended or fully online courses 
since the late 1990s (Park, 2009). Since the late 1990s, almost every institution 
of higher education, including Ivy League schools now have e-learning offerings 
for a diverse range of adult learners. Although e-learning is a departure from the 
traditional pedagogy of the face-to-face classroom environment, it has enabled 
access for millions of adult learners and increased economic mobility across the 
globe (Anton et al., 2019). While e-learning has several challenges, its development, 
and maturation has made technology-driven educational offerings attractive and 
cost-effective to students. As broadband connectivity (≥ 25 Megabytes Per Second) 
increases in developing and rural areas globally, e-learning options will continue to 
draw high volumes of users and subsequent benefactors.

Through iteration and refinement, e-learning has evolved. As with any new 
technology-enabled system, there tends to be a high degree of energy and monetary 
expense at inception. The rapid expansion of e-learning is due to open-source 
environments, which have contributed to improving education quality, LMS flexibility, 
and integration capabilities (Cabrero, 2012). The endeavor for efficiency in e-learning 
has resulted in the continued development of sophisticated, learner-centered LMS 
environments built utilizing SCORM. While the combination of digital mediums, 
content curation, and learner management varies significantly by LMS, SCORM 
remains the backbone of technology development.

Recent developments in LMS creation has allowed e-learning to proliferate in global 
business environments. Whereas computer-based training (CBT) was the standard 
for many government and non-governmental organizations in the late 1990s and 
early 2000s, technology-driven e-learning has since replaced it. The reason behind 
technology-driven e-learning’s rapid ascension in global business environments is 
framework maturation. As the LMS framework matured, corporations realized that 
technology-driven e-learning was a worthwhile investment in the future of employee 
and organizational development. The need to maintain pace with the increasing 
speed of technological advancements helped serve as an additional forcing function 
for this adoption.

To understand the implementation of LMS and technology-driven e-learning 
on a large non-academic scale, we examine the Department of Defense (DOD), 
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specifically the United States Army (US Army). Before 2010, the US Army extensively 
utilized CBT for Solider personal and professional development. Training ranged 
from annual safety tasks, personal responsibility while on vacation and achieving 
promotion points to advance professionally. Delivery often was accomplished 
through scripted CBT programs that produced training materials then quizzes to 
determine mastery. Since 2012, however, the US Army has adopted a more dynamic 
technology-driven e-learning approach via several LMS (Blackboard, Skillsoft) 
that has resulted in decreased costs, improved learner outcomes, and participation 
in self-directed learning. As the DOD and US Army continue to conduct global 
operations, technology-driven e-learning will be the primary source of on-demand, 
meaningful training.

THE ERNST & YOUNG INTELLINEX INITIATIVE CASE STUDY

Ernst & Young is a leading business advisory firm employing 77,000 people 
worldwide. The Americas as a whole is the firm’s most extensive base, comprised 
of 31,000 employees, and the United Kingdom, with 8,200 personnel, is second. 
There are significant practices in the major European countries as well as in Australia 
and the Pacific Rim. Clients are predominately receiving advisory/audit and tax, 
corporate advisory, and information systems services.

Intellinex is the e-learning venture of Ernst & Young. It was established within 
the firm in May 2000 to take advantage of emerging market opportunities. At the 
time, e-learning was the most critical application of connectivity. The resulting 
product, LEAP (Learning Environment to Accelerate Performance), has been 
promoted internally within the firm and made available to clients. Over time Ernst 
& Young/Intellinex have created a comprehensive learning system with multiple 
components. Such systems and any visit to a conference or exhibition will reveal no 
shortage of competitors, present a considerable challenge to training and delivery.

Early work on learning systems within Ernst & Young took place in the 1990s. 
An intriguing question arose: How would subject matter experts design training if 
they had this responsibility? This question is particularly compelling within Ernst 
& Young because much of the internal training relates to highly technical advisory 
and tax matters on which specialists have much of the expertise. Sharing knowledge 
across the organization could generate considerable business advantages, but these 
specialists do not necessarily have skills in-classroom training. Initial success led to 
rapid product development. Accelerated product development supported Intellinex’s 
e-learning system to support external client’s efforts in addressing the knowledge 
transfer aspects of broader business initiatives.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



266

E-Learning

From these beginnings, the use of e-learning at Ernst &Young has developed into 
a global initiative. Externally, Intellinex has a client list that includes organizations 
as diverse as Dow Chemical, Glaxo Smith Kline, Cisco Systems, and JP Morgan 
Chase. Cisco Systems is a particularly interesting example because it is using 
Intellinex services and technology to manage the creation and delivery of learning 
to Cisco channel partners around the world.

Products and Systems

Intellinex emphasizes the comprehensive nature of its e-learning services (and a 
commitment to tailoring them to its clients’ needs). Performance consulting support 
(Intellinex’s preferred team) is essential for effective implementation and to maximize 
benefits from the system. The major components of Intellinex’s product range and 
services include:

• A learning management system (LMS) offers organizations the facility to 
deliver content to the learner using the corporate intranet or the Internet. 
It also provides tracking, recording, and reporting information on usage. 
Over time this will evolve into a personal development and competence 
management system.

• Two significant learning channels are available. First, stand-alone Web-based 
modules accessed at the individual’s PC and, second, a connected classroom 
featuring technology-based and instructor-led features allowing synchronous 
learning.

• A learning development system allows non-programmers (and non-trainers) 
to author content (to write and develop using specially designed tools and 
templates). Over time this has become part of a broader learning content 
management system. In this way, the authoring tool is part of the “cycle of 
content.”

• Off-the-shelf content developed both by Intellinex, and other suppliers 
delivered in the form of short learning modules.

Other services concern the technology platform. There is a range of alternatives 
for hosting the LMS, depending on the client’s technology architecture.

Some Important Issues

Intellinex has the advantage of a large internal population that has acted as a laboratory 
for product development. The initial focus is product mix with two content delivery 
channels that allow users to participate in technology-driven and hybrid e-learning. 
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Although satellite broadcasts proved cost-prohibitive to deliver technology-driven 
e-learning after early iterations, this model started to gain traction. Hybrid models 
employed by Intellinex focused on soft-skills training, which afforded instructors 
face-to-face interaction with learners as needed. As Intellinex created an LMS to 
deliver technology-driven and hybrid learning programs, it started to become a 
competitive advantage in its organizational development space.

Intellinex’s belief that LMSs are becoming a commodity in organizational 
development is reasonable. As Intellinex’s develop specific technology-driven 
content, areas of opportunity will surface as e-learning pedagogy continues to 
mature. While instructional design and delivery are current challenges, the value-
add of e-learning is worth it. As the prevailing model assumption that a classroom 
instructor is required to add value subsides, technology-driven content and models will 
grow in the organizational development space. As the technology-driven e-learning 
delivery model grows in popularity, content must be able to engage learners and 
improve current organizational development outcomes.

Case Study 1: The Ernst & Young Intellinex Initiative, “The E-Learning Revolution, 
How Technology Is Driving a New Training Paradigm.” Used with the written 
permission of Martyn Sloman.

SCORM E-LEARNING FRAMEWORK

SCORM serves as the method for providing a standards-based framework for the 
development of digital software and infrastructure for e-learning. Recently, e-learning 
has become more prevalent, with SCORM serving as the benchmark for developing 
e-learning systems in academic and professional organizations. While the development 
of e-learning material was previously an expensive and complicated process, SCORM 
can mitigate these risks (Arman, 2009). While technology inherently brings change 
within an organization or business unit, active leadership, and instructor feedback 
during the development process can mitigate negative perceptions of e-learning 
(Arman, 2009). Specifically, ensuring that data and critical features that instructors 
and end-users interact with are accounted for and programmed into the LMS is 
crucial (Maxwell, 2013). Many LMS implementation setbacks are minimized by 
integrating end-user feedback and adhering to SCORM’s technical and programming 
standards. As Machine Learning (ML), Artificial Intelligence (AI), and Application 
Program Interfaces (APIs) add further complexity to the delivery of e-learning, 
the deployment and evolution of SCORM will ensure the learning experience 
retains quality. The development and integration of ML, AI, and APIs will create a 
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more agile e-learning environment that will have to evolve rapidly to meet learner 
requirements (Poltrack et al., 2012).

As with the adaptation of SCORM to program and build LMSs in academia and 
industry, technology tends to change and improve communication across systems. 
SCORM conformance has become a priority as institutions across academia and 
industry have multiple systems that demand seamless communication and integration 
for knowledge sharing (Maxwell, 2013). These features of SCORM have benefited 
developers, and end-users as access, affordability, and quality of technology-
facilitated, hybrid, and technology-driven e-learning has increased considerably. 
While LMSs deliver the actual course material, SCORM is the digital backbone that 
has afforded stakeholders increased access, affordability, and learning outcomes. The 
impact modernization of SCORM and LMSs has had on corporate and academic 
e-learning since 2005 is immense. To understand what SCORM means to LMS 
development and interoperability, the summary below sums it up best:

When plugging a device into your computer, it often goes into the Univeral Series Bus 
(USB) port. The USB port serves as a standard specification for hardware makers. 
Without the USB port, each product would likely have a proprietary connection 
plug. SCORM is e-learning’s USB port between technical specifications and how 
LMSs deliver the end product to the learner. 

E-LEARNING DEVELOPMENTS

SCORM’s ability to tailor content curation, instructional methods, and interoperability 
have experienced significant progress since 2009. These abilities also make SCORM 
resilient to technology evolution without having to complete frequent and costly 
redesigns. SCORM’s resilience, content curation strengths, and interoperability with 
a diverse range of LMSs afford academic and corporate learning entities significantly 
flexibility. To fully understand this process, the figure below details how SCORM 
leads to a functional LMS.

The abbreviated SCORM cycle demonstrates a step-by-step process similar to 
the creation of web-based programs. Authoring tools (Gomo, Easy Generator) create 
SCORM compliant course content. Next, the authoring tool and careful review of 
design specifications create a comprehensive and dynamic manifest file that serves as 
a code-based operations manual for the LMS. Items serve as SCORM modules that 
include content titles, mastery scores (For quizzes, assignments, and discussions), 
and resources that allow learners to engage in e-learning activities. Application of 
these steps creates an environment where programming and content development 
cross-checks reduce unnecessary errors, costs, and organizational implementation 

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



269

E-Learning

burden (Rustici, 2009). The creation of targeted plans, learning outcomes, and 
end-user design input allows SCORM to aid in the development of efficient LMSs.

SCORM provides resiliency safeguards against industry fluctuations and the 
pace of technology advancement. Adherence to this consideration allows SCORM 
to remain the industry standard in LMS development and to continue creating useful 
academic and organizational e-learning tools. As technology-driven e-learning 
continues to spread through academia and industry, durable and socially responsible 
LMSs will continue having a SCORM backbone (Lim, 2013). This ability allows 
full transferability of instructional components developed in one location and even 
with different authoring tools as long as they are SCORM compliant (Rustici, 2009). 
E-learning’s overall goal is granting learners access to affordable and meaningful 
course content that is not otherwise available. Millions of consumers now have access 
to dynamic and relevant content developed with SCORM delivered on technology-
driven platforms like Coursera and edX.

E-learning has witnessed significant changes in pedagogical approaches since 
2014. Changes in the e-learning environment have allowed learners access to a 

Figure 1. Abbreviated SCORM Cycle
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myriad of content and affordable learning options (Haythornthwaite et al., 2016). 
This increase in e-learning content and access possibilities have drawn attention 
to an array of interacting elements: the variety of technologies; collective practice 
of teachers, learners, and educational institutions; questions of academic rigor; 
technological readiness of stakeholders, and identity of the instructor/learner 
relationship (Haythornthwaite et al., 2016). As this array of elements interact in a 
global e-learning environment, distinct pedagogy challenges arise. The engagement 
of the agentic learner in technology-driven e-learning settings is the pedagogical 
challenge discussed in this chapter. Agentic learners are pro-active in self-development 
that provides personal meaning and increases knowledge (Billett, 2009). Before 
2009, agentic learners had limited options for meaningfully engaging e-learning. 
Fast forward to 2020, agentic learners that desire to engage in self-development on 
e-learning platforms now have an abundance of options from the best academic and 
corporate institutions in the world.

To complicate the engagement of agentic e-learners further, enter human agency 
theory. Human agency refers to the capability to influence one’s functioning and the 
course of events by one’s actions (Bandura, 2006). The previous line might seem 
out of context for a chapter covering e-learning; however, the learner not SCORM 
compliant LMS developers dictate a preference for which technology-driven content 
they chose to consume. The learner decides which courses, certifications, or even 
degrees they consume via technology-driven e-learning. Learners are neither 
autonomous agents nor simply mechanical conveyors (Bandura, 1989). Therefore, 
the development of impactful e-learning LMSs and learner content must consider 
human affect and cognition.

To gauge learner affect and cognition, SCORM compliant LMSs developers 
and e-learning institutions need a validated assessment tool. The recommended 
assessment to measure learner affect and cognition is a 24-item instrument developed 
by Lee et al. The instrument utilizes a five-point Likert scale that assesses six factors: 
Psychological motivation (6 items), peer collaboration (5 items), cognitive problem 
solving (5 items), interaction with instructors (2 items), community support (3 items), 
and learning management (4 items) (Lee et al., 2019).

MAIN FOCUS OF THE CHAPTER

Learning Beyond Face-to-Face Interaction

Fluidity has been a longstanding burden for face-to-face learning as it restricted 
learners to one location. As technology breakthroughs occurred in corporate and 
academic institutions, the concept of technology-facilitated learning was born. 
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Technology allowed large audiences to receive instruction simultaneously and reduced 
costs for the learner and institution. The complexity of engaging e-learners is high; 
however, the benefits of quality content curation and delivery far outweighs that 
risk. Lectures, assignments, tests, and competency measurement are now developed 
and delivered in dynamic and collaborative environments like Coursera and edX. 
While face-to-face interaction will always have a place in corporate and academic 
pedagogy, technology-driven e-learning adoption will continue to increase. Previously, 
corporate training centers were often centralized locations that required significant 
expense. With the refinement of technology-driven e-learning, that same training 
is now available at the employee’s home office.

Table 1. Factors and Items in Student Engagement in the E-Learning Environment

Factors Items

Psychological Motivation (6)

Online classes enhance my interest in learning. 
I am motivated to study when I take an online class. 
Online classes are very useful to me. 
It is very interesting to take online classes. 
After taking an online lesson, I look forward to the next one. 
I am satisfied with the online class I am taking.

Peer Collaboration (5)

I study the lesson content with other students. 
I try to solve difficult problems with other students when I encounter 
them. 
I work with other students on online projects or assignments. 
I ask other students for help when I can’t understand a concept taught in 
my online class. 
I try to answer the questions that other students ask.

Cognitive Problem Solving (5)

I can derive new interpretations and ideas from the knowledge I have 
learned in my online class. 
I can deeply analyze thoughts, experiences, and theories about the 
knowledge I have learned in my online class. 
I can judge the value of the information related to the knowledge I learned 
in my online classes. 
I tend to apply the knowledge I have learned in online classes to real 
problems or new situations. 
I try to approach the subject of my online class with a new perspective.

Interactions With Instructors 
(2)

I communicate with the instructor privately for extra help. 
I often ask the instructor about the contents of the lesson.

Community Support (3)
I fell a connection with the students who are in my online class. 
I feel a sense of belonging to the online class community. 
I frequently interact with other students in my online classes.

Learning Management (4)

I study related learning content by myself after the online lesson. 
I remove all distracting environmental factors when taking online classes. 
I manage my learning using the online system. 
When I take an online course, I plan a learning schedule.

(Adopted from Lee et al., 2019).
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E-learning’s position in global institutions has witnessed a sea change since 
2010. To realize how far technology-driven e-learning has come, look no further 
than the University of Pennsylvania (Penn). Penn is an Ivy League institution located 
in Philadelphia, founded in 1740 and is known worldwide for rigorous academics 
and student learning outcomes. Before 2010, no Ivy League institution offered 
entirely online undergraduate or graduate degrees. Penn now offers undergraduate 
and graduate degrees in a technology-driven e-learning environment. Penn’s 
outward demonstration believing that e-learning can deliver Ivy League rigor and 
student outcomes should serve as global encouragement for institutions deciding if 
technology-driven learning is right for them.

The “content-practice-assessment” methodology is more accessible than ever for 
global institutions that want to use technology-driven e-learning (Nikolopoulos et 
al., 2012). This methodology benefits e-learning pedagogy and affords instructors a 
natural user interaction approach for face-to-face and technology-driven environments. 
As technological advances have occurred, SCORM compliant LMSs are now often 
designed around the content-practice-assessment model. When the intersection of 
technology and pedagogy meet, e-learning can distribute and train to the most robust 
skill requirements. This intersection allows for decentralization and cost control, 
both of which are of interest to corporate and academic institutions.

Technology-driven e-learning is not an attempt to liberate face-to-face 
environments, but rather provide academic and corporate institutions a wide range 
of educational platforms to engage learners. Learners having on-demand access to 
e-learning content is now a mutually beneficial proposition. As technologies like 
machine learning, AI, and virtual reality become affordable to implement on large 
scales, e-learning will become the dominant educational platform.

E-Learning Implementation Considerations

This text posits that e-learning should be a mutually beneficial relationship. The learner 
should have access to affordable, relevant e-learning content that builds desired skill 
sets and competencies. Institutions facilitating e-learning should either result in a 
better-trained employee or an alumnus that goes on to be successful after graduation. 
If the relationship becomes one-sided, it can strain admissions at universities or 
reduce training compliance at corporations (Maxwell, 2012). Additionally, fostering 
the relationship between e-learning technology and the learner promotes employee 
will. Through the promotion of learner will, it is possible to create a culture where 
loyalty exists. The cultivation of workforce and learner loyalty can transform the 
institution into a global destination for top talent. As the information on academic 
and corporate institutions continues to become more abundant online, loyalty and 
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technology-driven e-learning platforms could develop into sustainable competitive 
advantages (Barney, 1991).

Establishing SCORM compliant LMSs should be focused on achieving improved 
learner outcomes. Similarly, achieving improved e-learning outcomes should not 
deplete the academic or corporate institution’s budget. By focusing on how learners 
desire to consume created content and e-learning technology interconnect, institutions 
can flourish. This relationship draws together will, resources, and e-learning specific 
pedagogy. Figure 2 illustrates a summary of this concept below.

Technology has developed at a pace where organizations of all sizes now must 
confront technology-driven e-learning as a workforce development tool (Stephenson 
et al., 2012). Generation Y (Millennials) and Generation Z (Centennials) childhood 
and teenage technological immersion results in these two learning groups to except 
full technology-driven accessibility (Carlson, 2009). In popular media, you often 
hear about the friction between generations and other non-scientific comparisons. 
Ideally, leave non-scientific speculation out of the equation of technology-driven 
e-learning development and implementation. E-learning expands beyond Generation’s 

Figure 2. Will, Resources, and E-Learning Specific Pedagogy.
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Y and Z as self-improvement spans no particular generational cohort. Comfort with 
the utilization of technology-driven e-learning has fundamentally changed adult 
education and self-improvement accessibility.

Where adoption and full acceptance continues to be a challenge is in higher 
education. The proportion of higher education instructors from a Gallup survey 
of 20,819 faculty and 1,337 digital learning leaders that say they fully support the 
increased use of educational technologies in 2019 is 39 percent (Jaschik & Lederman, 
2019). While the support for the increased use of educational technologies is up from 
29 percent in 2017, significant acceptance gaps remain. Since 2013, faculty skepticism 
about technology-driven e-learning has decreased; however, pedagogical, LMS 
usage and questions of academic rigor remain a dividing line (Jaschik & Lederman, 
2019). For clarity, technology-driven learning has made significant strides, and 
this information is to inform the reader about potential e-learning implementation 
challenges. It is critical to understand that while technology has been present in 
our daily lives for decades, e-learning is still a relatively new concept at academic 
institutions. Gallup found that 41 percent of instructors have taught technology-
driven e-learning courses for less than five years, and only 25 percent have taught 
online for more than ten years (Jaschik & Lederman, 2019).

The avoidance of e-learning in academic and corporate institutions is no longer 
a sustainable nor cost-effective option. Potential losses include decreases in student 
enrollment and inflated corporate training budgets (Kaylo et al., 2013). While 
potential losses are part of any technology adoption, steps are available to reduce 
faculty avoidance. The first step is pairing instructors with an instructional design 
specialist to assist in LMS content curation and student engagement best practices 
(Jaschik & Lederman, 2019). The concept of pairing instructors and instructional 
designers is promising. Ninety-three percent of faculty members who participated 
in attitudes on technology survey say their experience was positive and agreed that 
instructional designers improved the quality of their courses (Jaschik & Lederman, 
2019). After pairing instructors with an instructional design professional, the next 
recommendation is to address academic fraud in the e-learning environment. The 
prevalence of academic dishonesty has been present for generations in the face-to-
face learning environment and crossed over to e-learning. The degree that academic 
dishonesty crossed over to e-learning is on a scale, unlike anything experienced in 
the face-to-face learning environment.

Websites like Course Hero, Chegg, and Quizlet, to name a few, are a great study 
resource for students across the globe. Where help often crosses into academic 
dishonesty is when students utilize those services to complete quizzes and other 
assignments. These services are not intentional springboards into academic 
dishonesty; however, the degree of information available to students is staggering. 
Figure 3 below shows a sample of what is available to students for a relatively low 
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cost. What the picture shows is that face-to-face, technology-facilitated, hybrid, and 
technology-driven students have unprecedented access to course assistance outside of 
the classroom or LMS. If instructors happen to utilize quiz or assignment questions 
generated by the publisher, those step-by-step answers are available to students. 
The prevalence of LMSs in academic and corporate environments, decrease in pen 
and paper coursework, and reliance on technology has created a market for these 
type of services. This text recommends having at least 30% of your course grade, 
including proctored examinations or assignments. Services like ProctorU, Examity, 
and PSI Online can help both academic and corporate institutions verify content 
mastery, rigor, and integrity.

Digital proctoring services keep technology-driven e-learning courses entirely 
online yet maintain the pedagogical tenants of content mastery, rigor, and integrity. 
The combination of SCORM compliant LMSs, instructional design support, and 
ancillary services like digital proctoring can verify content mastery and positively 
impact the learner and organizational outcomes (Jaschik & Lederman, 2019).

Figure 3. Sample of E-Learning Student Resource Tool
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SOLUTIONS AND RECOMMENDATIONS

Much of this chapter has discussed e-learning’s impact on learners and organizations. 
Academic and corporate leaders are leveraging e-learning, especially technology-
driven offerings, more than ever. Cost control, learner outcomes, and technological 
sustainability are the three areas of focus for leaders when examining e-learning’s 
organizational impact. Forty-five percent of digital learning leaders in the 2019 
Gallup attitudes on technology survey said that inclusive access platforms are 
achieving their two primary goals of reducing course material costs for students and 
improving education outcomes (Jaschik & Lederman, 2019). Since 2014, digital 
learning leaders continue to realize e-learning’s potentially sustainable impact on 
cost control and improved learner outcomes. As a result of this realized impact, 
elite academic institutions now offer undergraduate, graduate, and professional 
degrees exclusively via e-learning. Corporate institutions are even offering learners 
opportunities to hone skill sets and earn credentials that were previously only for 
people employed at the company.

Numerous SCORM compliant authoring tools and compatible LMSs now exist, 
and the resulting competition affords leaders a diverse range of customizable options. 
The previous statement does not signify that SCORM compliant LMS creation is 
cheap for large organizations. A SCORM compliant LMS system that services 
a large corporation or academic institution has licensing, per-user, instructional 
design, hardware, information technology staff, and internet infrastructure costs 
to address. These costs can vary significantly by physical location, the current 
e-learning system, and the learner population. As the number of learners increases 
and the complexity of LMS functionally rises, so will costs. In academic institutions, 
an overlooked cost is faculty training and follow on support. When corporate or 
educational leaders are examining whether to upgrade a current LMS or create a 
technology-driven e-learning program, instructor training, and follow on support 
should be treated as a priority.

Engaged learners can promote educational institution’s credibility or, in the case of 
corporate employees, become more informed, productive, and mindful of achieving 
positive organizational outcomes. As learner and employee engagement increases, 
organizational culture can realize the benefits of a positive impact. Investment in 
e-learning is something of value that should include all the stakeholders previously 
mentioned. Without collaboration, e-learning implementation can be challenging, and 
instructor adoption comfort levels can remain stagnant for years (Jaschik& Lederman, 
2019). Leaders should gather feedback from instructional designers, instructors, 
and other organizational stakeholders before selecting a SCORM compliant LMS. 
The concept of meaningful collaboration and incorporating feedback into LMS 
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development is crucial. Leaders that actively implement these considerations are 
likely to enjoy a positive and impactful organizational e-learning experience.

SCORM’S Implementation Impact

SCORM compliant LMS development does not occur in a silo. Focusing too 
much on technical development can result in a system that learners and instructors 
are not comfortable adopting. If content curation over-emphasis occurs, then the 
configuration of the LMS could suffer and make user navigation time-intensive and 
complicated. Either outcome is not successful but is a common theme in e-learning 
implementation. Where the issue is most common is whether technology-driven 
e-learning can deliver the same outcomes as in-person courses. A Gallup survey of 
20,819 faculty and 1,337 digital learning leaders found that eighty percent of leaders 
believe e-learning can deliver similar results as in-person courses in comparison to 
only thirty-two percent of faculty (Jaschik & Lederman, 2019). SCORM compliant 
LMSs as a technology-driven strategy to deliver e-learning have to gain instructor 
confidence early in the implementation process. Clear communication of e-learning’s 
flexibility and LMS resources that assist instructors with the reinforcement of 
academic rigor is essential.

Establishing that SCORM compliant LMSs can not only deliver e-learning 
content but reinforce academic rigor and enhance learner outcomes is critical to 
receiving faculty support for implementation. The process of generating support for 
e-learning in corporate settings should follow a similar process as positive messaging 
and the incorporation of employee feedback in the planning, development, and 
implementation phases of LMSs can improve adoption rates (King, 2013). SCORM 
compliant LMSs also afford leaders the ability to assess and capture e-learning 
benefits to continually refine content curation and delivery (Maxwell, 2012). As the 
institution’s ability to evaluate e-learning benefits and areas of opportunity increase, 
it can create a competitive advantage by offering learners unique content and access 
to leading experts (Anton et al., 2019). The University of North Carolina (UNC) 
Kenan-Flagler’s School of Business online MBA program was an early example of 
unique content and leading experts coming together. Before Kenan-Flagler launched 
its online MBA program, elite business schools chose to offer top-ranked MBAs 
exclusively in-person and on campus. Fast forward to 2020, dozens of globally-
ranked business schools now have entirely online e-learning undergraduate and 
graduate degree offerings.

The willingness of top-tier academic institutions to offer entirely online 
undergraduate and graduate degrees is a promising sign for the future of e-learning. 
As SCORM compliant LMSs have become more dynamic, organizations have 
started to realize e-learning is not a fad but a value-added activity for academic 
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and corporate institutions worldwide. As technology closes communication gaps 
and brings technology-driven education to global audiences, SCORM compliant 
LMSs will remain the technological backbone of e-learning. SCORM’s ability to 
interconnect with an array of compliant LMSs will foster collaboration amongst 
multiple institutions, as we see with edX’s MicroMasters® program. The edX 
platform has allowed academic institutions from across the globe to collaborate and 
offer e-learners course credit, and if the learner completes all requirements, they 
can earn a Master’s degree. This level of learner empowerment and accessibility is 
unique to technology-driven e-learning (Cortez, 2012).

Are SCORM compliant LMSs the only answer for delivering e-learning content? 
The answer is no, as a diverse range of e-learning delivery platforms is now available 
to academic and corporate institutions. The reason for SCORM compliant LMSs being 
the e-learning interface of choice is twofold. First, SCORM compliant LMSs have 
been the academic and corporate e-learning platform standard since 2004. Second, 
SCORM compliant LMSs resources, learner interfaces, and instructional methods 
have continually evolved as the e-learning environment has grown in complexity and 
number of learners. As the complexity of the e-learning environment continues to 
increase, this text believes that SCORM compliant LMSs under the right leadership 
can meet this challenge.

FUTURE RESEARCH DIRECTIONS

Assessing leadership and instructor relationships in the development and 
implementation of e-learning systems would be informative. Tracking this 
relationship longitudinally to see how instructor incorporated feedback benefited 
LMS development, implementation, and learner adoption could be of interest to 
researchers and practitioners alike. Examining this relationship could yield additional 
pathways in improving learner and organizational outcomes via SCORM compliant 
LMSs. Second, a limitation to this chapter is analyzing communication channels 
between leaders, instructors, and learners. Assessing how communication channels 
impact LMS implementation, e-learning delivery, and adoption rates could be 
informative. As machine learning (ML), artificial intelligence (AI), and virtual reality 
(VR) become more prevalent, communication channels will likely be a determiner 
of learner success and instructor adoption rates. Third, assessing how instructors 
and learners adopt e-learning from a global sample could allow researchers to 
develop a more comprehensive theoretical foundation. The improvement of theory 
and measurement of e-learning competencies could lead to targeted interventions 
for areas of opportunity for academic and corporate learners.
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The continued development of e-learning pedagogy will benefit from examining 
how learners, instructors, and LMSs interact. The relationship between instructor, 
learner, and e-learning technology will require a cyclical and incremental approach 
to strengthen theoretical underpinnings and trait measurement.

CONCLUSION

SCORM compliant LMSs combined with sound pedagogy have resulted in the 
proliferation of e-learning across academic and corporate institutions. As technological 
advances continue on a global scale, e-learning will remain an integral part of 
academic and corporate education. This study posits that SCORM compliant LMSs 
will remain the industry standard for e-learning educational offerings. The general 
conclusion is that technology-driven e-learning has made significant strides in 
content curation, academic rigor, and the ability to verify learner mastery.
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Professional Skills for a New 
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ABSTRACT

The future of education matters to all of us. This chapter presents a theoretical-inductive 
construction of the future of education, inspired by the advancements envisaged 
in the Fourth Industrial Revolution (also abbreviated to Industry 4.0 or IR4.0). 
Recent developments in the technological field make it imperative that university 
syllabi foster and grow technological and non-cognitive soft skills in tandem. The 
latter—socio-emotional skills—are considered crucial skills that endow “buoyancy” 
and resilience to the workforce. Empathy, cultural sensitivity, and tolerance are the 
key professional skills that should be nurtured among the upcoming generation of 
digital natives. The chapter builds on a previous publication and aims at advancing 
concrete proposals for the future of university education.
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Educating for the future is as relevant as it is challenging, simply because we 
cannot afford to pay the price of failing to anticipate the upcoming reality. In 
planning for the future of education, we have to accept that we may be wrong in 
our choices and decisions because the future is unpredictable. This research begins 
with a fact: the 19th-century educational model of rote learning and “remembering 
facts”, which to a certain extent is still in practice, will be easily replaced by ordinary 
robots in future. All current educational models are based on emulations of past 
experiences adapted to sectorial perceptions of reality. Nowadays, robots are able 
to backflip1 and to reproduce large quantities of recorded data that most humans 
cannot. Thinking about the future of education is a vital concern of all responsible 
educators, academics, entrepreneurs and policy-makers. In the discussion of the 
future of education, we must answer the following question clearly: what are we 
all looking for? To put it simply, we are anticipating a higher value of human skills 
in a world of speed, inequality, uncertainty and technology. Consequently, I argue 
in favour of a concept of education designed to prepare citizens to face the current 
Fourth Industrial Revolution (IR4.0) and the upcoming IR5.0. This paper presents 
a methodological theoretical-inductive and constructivist perspective, combining 
qualitative, participant observation and further developing previous insights on 
education published in 2018.

Analysis

“Universities will remain vital places for the development of global citizens; a 
university thinks internationally, is based in the local economy, but works for the 
purpose of national and regional development.” Dawn Freshwater, Vice-Chancellor, 
University of Western Australia

In 2009, I was invited to attend an international intensive, two-week-long course 
in Germany. The course dealt with advancements in technology, and it was delivered 
by a multidisciplinary team of instructors with different academic and professional 
backgrounds. The core subject comprised several themes (role-plays), from which 
participants were free to choose one. Each role play had a theoretical background, 
further readings, and a fictional and contingency scenario. Participants were challenged 
to come up with solutions and roles. They were free to research and interact with 
each other and with members of the local society, inside and outside the teaching 
venue, before presenting their case. This was one of the best learning experiences 
in my life. Indeed, real-life experiences do not come neatly packed in boxes, and 
such experiences are part of an ever-changing endless reality. After this course, it 
became clear in my mind that education is a transformational instrument, one that 
is interdisciplinary and capable of developing a set of balanced skills in tandem.
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Education is an industry of values, ideas and skills. Therefore, it is the ultimate 
avenue for facilitating the transition from the present into the future, and for a fair 
understanding of the past and an accurate vision for what is to come. Education 
should combine respect and modernity, develop the ability to establish human bounds 
(bridging and bounding) and instill the desire for collective positive transformation. 
Education is about endowing humans with understanding, cultural sensitivity and 
the idea of enduring sustainability. In fact, when one researches future educational 
models, it becomes clear that we must bear in mind the transformations induced by 
the current industrial revolution and those that will take place in future industrial 
revolutions. In this paper, the term “education” stands for university education, 
because we believe that the entire education system is designed as a pathway to 
access universities. When universities change, sooner or later, the entire education 
system will change. Following this line of thought, Figure 1 presents a parity study 
emphasizing some aspects of the Fourth and Fifth Industrial Revolutions (IR4.0 
and IR5.0), one of which is the impact on labour skills. It appears that these two 
industrial revolutions are (or will be) dominated by an overwhelming spread of 
technology that is constantly evolving as well as by the necessity of permanent 
reskilling, depending on the pace of digital evolution. Automation and artificial 
intelligence will increase the need for different types of human skills. Nevertheless, 
both industrial revolutions face unprecedented environmental concerns, a serious 
apprehension of sustainable energy production, unbearable equity challenges, and 
massive migration movements towards developed states. Another important aspect 
is a certain level of dehumanization as a result of digitalization and robotization.

Figure 1.  
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In 2014, the European Economic and Social Committee (EESC) reminded us all 
that “The technology behind industry 5.0, which can help human beings and robotics 
to work better together. This entails learning more about collaborative robotics and 
human-machine interface.” Robotization will replace most of the manual repetitive 
and unskilled tasks, while humans will perform jobs demanding more complex 
ethical decision-making, creativity, supervision of operative systems, quality control 
and socially emphatic roles. Consequently, it seems that the technological trend is 
not only associated with the replacement of repetitive skills by machines, but it also 
entails a certain degree of interrelated skills, so that humans and machines operate 
in conjunction. Furthermore, the constant need for reskilling seems to push the 
education models to formulate lifelong education solutions which are very much 
dependent on the ever-changing labour characteristics and dictated by technological 
and market developments.

A report produced by the World Economic Forum (2018, p. 12) clearly 
anticipated: “on the one hand, a continued fall in demand for manual skills and 
physical abilities and, on the other hand, a decrease in demand for skills related 
to the management of financial and other resources as well as basic technology 
installation and maintenance skills. Skills continuing to grow in prominence by 2022 
include analytical thinking and innovation as well as active learning and learning 
strategies. The sharply increased importance of skills such as technology design 
and programming highlights the growing demand for various forms of technology 
competency identified by employers surveyed for this report.” What seems to be 
important is not only a marked reduction of repetitive tasks allocated to humans, 
but also the need for different types of skills, and of course the heightened demand 
for digital and technological skills. Currently, citizens are born as digital natives2. 
These developments call for a constructive balance between the acquired skills, 
combining the so-called “human” and “technological” skills. Indeed, as emphasized 
by the same report (World Economic Forum, 2018, p. 12) “‘human’ skills such as 
creativity, originality and initiative, critical thinking, persuasion, and negotiation 
will likewise retain or increase their value, as will attention to detail, resilience, 
flexibility and complex problem-solving. Emotional intelligence, leadership and 
social influence as well as service orientation also see an outsized increase in 
demand relative to their current prominence.” This report advances a clear concern 
to educate for a particular type of soft skills, to balance the overwhelming dominance 
of technological and digital skills.

Klaus Schwab (2016, p. 16) argued in his book that “The fourth industrial 
revolution will generate great benefits and big challenges in equal measure. A 
particular concern is exacerbated inequality.” It appears that IR4.0 is likely to 
contribute to widening the income gap as the demand for new skills will leave 
millions of workers effectively unskilled or under-skilled. Automation, customization 
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and the new network of digital networks of markets are only workable if they are 
designed and sustained to address the market of masses. The disruption caused by 
inequality poses a potential danger to globalization and societal order. The individual 
and social freedoms rendered by IR2.0 and IR3.0 can only be sustainable within 
a responsibly skilled society. In a very interesting article published recently in the 
context of the World Economic Forum, Gauri (2019) describes the future of education 
in the following terms: “The advance of the Fourth Industrial Revolution (robotics, 
artificial intelligence, augmented reality, virtual reality and the like) has produced 
a developing scenario in which the service of humanity seems too often eclipsed 
by the momentum of technology and commerce.” The eventuality that universities 
around the world will respond to the market demand for digital and technological 
skills by offering purely technological syllabi will exacerbate inequality in a world 
dominated by technological skills. As more private universities struggle to maintain 
their economic sustainability, and as public institutions strive to keep their expenses 
within public budgets, technological syllabi may very well be the natural response 
to a market driven by IR4.0. Education in the service of humanity is not directly 
nor immediately monetized. Nurturing and honing non-cognitive skills will be an 
important challenge for universities worldwide, not only in terms of their syllabi 
design but also in relation to grading students and giving awards for their performance. 
According to Kattan (2017), “research is showing that there are concrete benefits to 
non-cognitive skills, both in education and labour market outcomes … These skills 
are also becoming more important as trends like automation shift the skills needed 
to compete in today’s fast evolving labour markets.” Figure 2 displays the results 
of a jobs survey conducted by the WEF (2018), which identified trending skills in 
2022, including emotional intelligence, critical thinking, reasoning and problem-
solving, and learning strategies.

In 2018 I argued that universities should develop their syllabi to foster the effective 
advancement of skills in three different categories: (1) Intuitive Professional Reality 
Construction (education to develop skills to support the relationship between us and 
our profession) – This set of skills should equip students to thrive in their future 
technical labour environment and their specific field of professional knowledge; 
(2) Positive Emotional Intelligence (education to develop skills to support the 
relationship between us and others around us) - This set of skills helps students 
to establish and develop interpersonal relations in their private and professional 
arena; and finally (3) Ethical Judgement (education to develop skills to support the 
relationship between us and us) – This set of skills helps students to develop their 
reasoning power and insight into individual wellbeing and their responsibilities 
as global citizens. Indeed, no purely technical, humanistic, artistic syllabus will 
prepare students for the upcoming industrial revolutions. From the perspective of 
IR4.0, the major concern is the balance between technological skills and transversal, 
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interdependent and interdisciplinary “soft skills”, particularly soft skills in the service 
of humanity. In addition, university education in the scope of IR4.0 must also include 
a set of activities to address the issue of education for global competences, namely 
in economics, identity, citizenship, environmental stewardship, ethics of diversity 
and interdisciplinary knowledge for the common good, coping with constant change, 
adversity, and tolerance. Therefore, the major challenges for universities in the future 
are not technological responses to market demands in technological domains, but 
maintaining the balance between the need to adapt to technological advancements 
and the continuous efforts to offer appealing programs to build global competences 
in the service of humanity. Fromherz (2017, p. 11) in a remarkable book about the 
state of Qatar, affirms that in Qatar, “education is viewed as a means of creating 
marketable, international skills; education is focused on connecting Qatar to the 
outside world, not on the issues of governance and society within Qatar itself.” 
Hence, the real challenge for the upcoming IR will be related to the development of 
skills in the areas of positive emotional intelligence and inter-personal relations and 
in ethical judgment in a globalized world, areas that should be extended to global 
citizenship and the service of humanity. Intuitive professional reality construction 
will adjust to the labour market demands.

In the same report produced by the World Economic Forum (2018, p. 22) 
mentioned earlier, we are told that “Technology-related and non-cognitive soft 
skills (also often referred to as socio-emotional skills) are becoming increasingly 
more important in tandem, and there are significant opportunities for innovative 

Figure 2.  
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and creative multi-stakeholder partnerships of governments, industry employers, 
education providers and others to experiment and invest in new types of education 
and training provision that will be most useful to individuals in this new labour 
market context” (emphasis mine). Non-cognitive skills cover areas such as inter-
personal communication, conscientiousness, perseverance, empathy, intercultural 
awareness and teamwork. This group of skills will be critically important to student 
achievement, both in and beyond the university classroom. Indeed, universities of the 
future will be challenged to incorporate non-cognitive skills in their syllabi, which 
include interpersonal skills, persistence, communication skills, ethics, leadership, and 
other “soft” skills that can neither be objectively measured nor accurately monetized. 
There are already some interesting initiatives in this field, which the World Bank has 
developed.3 Another good example is PISA (Programme for International Student 
Assessment)4, a pre-university programme coordinated by the OECD. PISA measures 
15-year-olds’ ability to use their reading, mathematics and science knowledge and 
skills to meet real-life challenges. Until 2021, PISA’s focus is on mathematics with an 
additional test in creative thinking. In 2024, PISA will focus on science and include 
an optional assessment of competence in foreign languages. Figure 3 displays a 2015 
survey of upper-secondary students in the European Union learning two or more 
foreign languages. The command of foreign languages, side-by-side with cultural 
sensitivity, will be decisive skills in education tailored to IR 4.0. Skilled workers 
of IR 4.0 and 5.0 must command at least two foreign languages.

Figure 3.  
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The central point of the argument for the need to develop human (non-cognitive 
soft skills) and technological skills in tandem was emphasized by Klaus Schwab 
(2016, p. 105) when he reasoned the following: “Let us together shape a future that 
works for all by putting people first, empowering them and constantly reminding 
ourselves that all of these new technologies are first and foremost tools made by 
people for people. Let us therefore take collective responsibility for a future where 
innovation and technology are centred on humanity and the need to serve the public 
interest, and ensure that we employ them to drive us all towards more sustainable 
development.” The majority of the current literature appears to be mesmerized by 
technological advancements, in particular advancements in artificial intelligence. 
However, many seem to forget that technology only makes sense when used for 
the benefit of all. In the same line of reasoning, the limits of machine learning 
(algorithms) are precisely in the areas of non-cognitive skills. Technology must 
be incorporated in university syllabi as a tool but by no means should technology 
be deployed to steer or to lead decision-making. Empathy and tolerance will be 
the key professional skills to ensure “buoyancy” in the future workplace of the 
upcoming generation of digital natives. In 2019 during the 9th global meeting of 
the CCNGO-Education 2030, UNESCO declared that “Equity and inclusion in and 
through education provide the cornerstone of a transformative education agenda. 
However, latest figures show that major challenges remain in addressing exclusion, 
marginalisation, disparities, and inequalities to ensure that no one is left behind.” 
IR 4.0 and IR 5.0 could be, to a certain extent, the harbingers of the return to our 
human origins. As technology advances, we have to preserve more basic areas of 
knowledge such as agriculture, fishing, human well-being and medical sciences. In 
2018, Østergaard talked about the importance of the “human touch” in the upcoming 
industrial revolution, from the market point of view. In his words, “This Industry 
5.0 trend is more anti-industrial than industrial. It is a return to something earlier, 
to a time before industrialization, when a gift, for example, was something someone 
you knew spent months knitting or carving or creating by hand. It was just for you, 
because the person who made the gift knew you personally and thus knew how to 
make a gift for you and no one else.”

The UNESCO education strategy in 2014 (UNESCO, 2014, p. 51) stresses the 
ability to engage positively with cultural differences, which is one of the leading 
characteristics of education in the future: “It will be important to consider how the 
information, knowledge and communication revolution is transforming people’s 
understandings of time and space, and of individual roles and relationships in 
societal development. Moreover, the multiplication of new media, combined with 
greater physical mobility in the context of globalization, is heightening exposure to 
multiple and often conflicting new value systems and cultural models. The impact 
of this on the socialization function of formal education needs to be considered.” 
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The question of multicultural and intercultural societies and relationships will 
dominate the construction of the non-technological side of the future syllabi. New 
entrepreneurship, new markets, future joint ventures, and future research initiatives 
call for an outstanding capacity to deal with intercultural differences and conflicts. 
According to Barrett (2013, p. 6), in 2013 the Council of Europe published a document 
that addresses this problematic in the following terms: “Thus, a multiculturalist 
approach involves acknowledging and respecting the cultural needs of minority 
groups by making allowances for the fact that their beliefs and practices may differ 
from those of the dominant group, and by adjusting and adapting laws, rules and 
regulations in order to enable minority individuals to adhere to their own cultural 
practices. It involves the rejection of the idea that minority cultural groups should 
abandon their distinctive cultural beliefs and practices and assimilate into the national 
majority culture.” The Council of Europe has been very active in addressing this 
problem and discussing the features of interculturalism. The publication of the White 
Paper on intercultural dialogue – “Living together as equals in dignity” (2008) – was 
a very early and serious step towards a new level of understanding of intercultural 
dialogue to reduce prejudice and stereotypes in the public domain. Interculturalism 
is especially important because it concerns the ability to build social cohesion based 
on shared universal values. UNESCO has prioritized this matter at the highest level, 
naming it as “a key pillar in any (future) education system” (UNESCO, 2014, p. 
45): “Strategic objective 2 - Empowering learners to be creative and responsible 
global citizens: … This dimension of education is fundamental, yet education 
systems often give it less priority by focusing more on the cognitive aspects of 
learning. UNESCO, with its intersectoral mandate, combining education, the social 
and natural sciences, culture, and communication, is uniquely placed to promote 
‘learning to live together’ as a key pillar of any education system. Its action in this 
regard will focus on three thematic areas: global citizenship education, education 
for sustainable development and health education. All are concerned with attitudes 
and dispositions affecting behaviour.”

All universities will face another challenge, which is the recognition of 
competences. Indeed, according to an Australian survey (EYGM, 2018), there 
are business sectors in which education has a high professional impact (nursing, 
education, law, business and psychology) and others with a minimal professional 
impact (communication, creative industries, performative arts and culture). However, 
this is not directly related to syllabus design but the way the universities currently 
recognize professional competences based on soft and hard skills. To obtain a degree, 
universities around the world overweigh attendance and repetition as the basis to 
award a diploma, discouraging self-learning, independent thinking, “out of the box 
solutions”, and autonomous and alternative acquisition of skills. IR 4.0 calls not 
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only for a balance of skills, but also for a balance between formal and alternative 
educational acquisition of competences.

Figure 4 juxtaposes the most distinctive features of IR 4.0 and 5.0 with the 
interdisciplinary educational skills that universities should develop: technology-
related and non-cognitive skills. It is reasonable to conclude that future educational 
models to equip students for IR4.0, notwithstanding the fact that it is a technological 
industrial revolution, cannot be entirely driven by technological concerns.

CONCLUSION

The mind is not a vessel that needs filling, but wood that needs igniting. Plutarch 
(AD 46-AD 120)

While IR 4.0 will improve technological solutions in the service of humankind, 
technological revolution on its own will eventually cause great suffering and 
injustice. Technology alone will not transform a dystropic world into one that 
fulfils the dreams of generations of humankind. Technological revolutions meet 
be human centered. This is where the role of education is decisive. Education has 

Figure 4.  
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to inspire and trigger self-discovery. Education is at the same time a public good 
(non-excludable and without rivalry under the jurisdiction of the public sphere), a 
common good (beneficial for all members of society), and a global common good 
(various resources, services and values we share with the rest of humankind, beyond 
the public and private spheres). Education is not a private commodity, cannot be 
monetized and it must be at the service of humanity. Therefore, education has more 
than a merely economic function, and as UNESCO contends, it enables “individuals, 
especially women, to live and aspire to healthy, meaningful, creative and resilient 
lives. It strengthens their voices in community, national and global affairs. It opens up 
new work opportunities and sources of social mobility.”5 Governments, institutions, 
international organizations, universities, associations, citizens, we all have to mull 
over the future of education, combine multiple perspectives, and recognize that 
technology is merely a tool for the common good.

Industrial revolutions create a smarter world but industrial revolutions in 
themselves do not make humans smarter. Among other challenges, the prospect of 
a dystopian technological world is looming ahead – climate change, unemployment, 
and automation are direct consequences of digitalization and robotization. As a result, 
future education models must factor in preparedness for technological advancement 
to benefit people and to mitigate exclusion and inequality. Technology must be seen 
as a tool that brings advantages to people, and therefore the agenda of education 
as a cornerstone of transformation should be based on empathy, equity, inclusion 
and tolerance: key professional skills that will endow buoyancy and resilience to 
the upcoming generation of digital natives. Intercultural skills curb fear and create 
trust. However, this can only be achieved in tandem with technological competences 
and skills of empathy, culture, ethics, as well as with the ability to question and to 
learn how to learn. Education needs legitimate professional roles and responsible 
leadership and social engagement. Education has to be a force for good, which can 
only be achieved with a balance of technological and non-cognitive skills.

Universities will continue to create, deliver and capture value by developing skills 
that help students to think and reason. Universities must educate to foster human-to-
human skills that ensure the buoyancy and resilience of the upcoming generation of 
digital natives to ride the new industrial waves. To capitalize academic value, four 
major changes must be put in place as early as possible:

Rationale - Amartya Sen (1999, p. xii), the winner of the 1998 Nobel Prize in 
Economics, clearly pointed out that “Development consists of the removal of various 
types of unfreedoms that leave people with little choice and little opportunity of 
exercising their reasoned agency. The removal of substantial unfreedoms, it is 
argued here, is constitutive of development.” The international community has yet 
to recognize the full potential of education as a catalyst for development. Sen argued 
in favour of freedom of access to material goods, basic services, dignity and respect, 
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as means to attain development and to make life meaningful and worthwhile. In my 
view, universities should bear in mind that education must offer an inspirational 
catalogue of choices and opportunities to free individuals from social, political and 
economic fear and transform them in global citizens, capable of contributing to limit 
national social inequalities;

Academic staff – Teachers must love learning and teaching. Academic staff 
should engage in long-term and systematic peering, exchanging and learning to 
adapt pedagogical methodologies and transform lectures in an “open market”, 
where students take what they are most interested in. Lectures should stimulate the 
individual acquisition of new skills. Joint degrees, co-teaching, and co-supervision 
of research should be adopted. Academic staff have to learn to use the learning tools 
made available by the network of academic agents to which they are connected. 
Interdisciplinary learning is decisive and traditional and non-traditional teaching 
methods must be combined – role-plays and hands-on projects can produce miracles. 
Interdisciplinary learning leads to the multi-answers approach, which is the best 
educational instrument in the context of IR 4.0 and 5.0. Interdisciplinary learning 
is a must in the context of globalization. Moreover, there should be a recognition 
of skills that are formally and informally acquired;

Syllabi – Syllabi are menus of free choice in which technology and culture are 
the main offerings. Syllabi that are purely based on technology or on social sciences 
have no place in the university of the future. Every syllabus must be designed to 
develop interdisciplinary skills, interdependency, sustainability, digital competences, 
interpersonal communication, intercultural tolerance and a reasonable command 
of at least one non-native language. Interdisciplinary spaces promote critical 
thinking (asking relevant questions and answering them), encourage cooperation, 
and instil an effective problem-solving attitude. Syllabi should be semi-open, and 
should help students learn how to learn. Syllabi should also encourage experiences 
overseas. There should be learning situations in which students are forced to make 
choices, embrace collaboration, exercising communication, adopt critical thinking, 
and discover creativity – situations in which they embrace their human condition. 
Syllabi must take into consideration alternative methods for acquiring competences;

Universities - Universities should be open spaces for scientific fora, cultural 
industries, social interaction and student mobility. Universities must transform 
themselves to act as hubs of social interaction, engagement, collaboration and 
recreation that interface with the surrounding communities (EYGM, Greg Pringle, 
2018, p. 19). Universities have to understand the power of interdisciplinary spaces 
and multidisciplinary academic teams. Interdisciplinary spaces are the cradle of deep 
and applied knowledge. Universities should structure standard educational niches and 
customize such niches according to the demand for education. Universities could also 
mix degrees and shorten the length of time to acquire qualifications. Universities must 
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invest more in research and online content and connectivity. Universities worldwide 
should build an effective system to measure non-cognitive skills;

Rankings - Global rankings will continue to have an important reference role 
in the education market. However, rankings should put more value in the ability of 
institutions to combine technological skills with international mobility, environmental 
sustainability, cultural tolerance and global knowledge. Rankings should measure 
the universities’ ability to create interdisciplinary synergies, co-teaching, hands-on 
and academy-industry-society networks. In the context of IR4.0 and IR5.0, rankings 
must look at holistic education for human benefit and the ability of universities to 
create self-learners as an advantage.
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2  Alan Yung (2018, p. 36) Digital natives initiate internet access at an early 
age, possibly even before starting primary school. Digital immigrants acquire 
digital skills at a later age. Today’s toddlers might play online using a tablet or 
a smart phone. Toddlers might manage a few functions through touch screen 
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controls, before being able to speak a full meaningful sentence […] Digital 
natives think and processes information in a fundamentally different way from 
children in the pre-digital era, who may not even be a digital immigrant. Instead 
of spending hours on reading books […] digital natives, are more likely to be 
playing online games, browsing internet, messaging and chatting, uploading 
and commenting on photos, and taking selfies as daily activities. Digital natives 
are influenced from childhood by the instantaneous feedback offered online 
and exhibit more prominently certain traits, such as craving interactivity and 
expecting an immediate response to their every action. In addition, they are 
accustomed to twitch speed, social networks multitasking, random-access 
to whatever online information, value graphic-first, actively connected, fun, 
fantasy, quick-payoffs […] online network multiplayer games […] use multiple 
digital gadgets other than the mobile phone. Digital native students learn from 
their teachers, who are digital immigrants, and at the same time the digital 
immigrant educators learn new things from their students (Bauerlein, 2011).
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ABSTRACT

Academic research that examines different leadership models utilised in the digital age 
within ICT4D that facilitates the Fourth Industrial Revolution for the marginalised 
people are scarce. This study focused on the e-Sri Lanka program, initially funded 
by the World Bank as a unique South Asian project that established a network of 
1,005 Nenasala telecentres. Sri Lanka is further focused on building an e-smart, 
e-inclusive society through ICT4D. In 2020, the Nenasala 2.0 initiative is to be 
expanded on the Nenasala network to scale up e-society innovations. This context 
provides an exciting research bedrock to explore. The research findings revealed 
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INTRODUCTION

The Fourth Industrial Revolution is obscuring boundaries between the physical, 
biological, and digital dominions. The speed of breakthroughs within these fields 
has no historical precedents of humankind and is evolving at an exponential phase. 
More importantly, such advancement in technology is disrupting every industry in 
the world from machines utilised, production methods, management methods, and 
government regulatory systems. Advances in artificial intelligence (AI), robotics, 
quantum computing, the Internet of Things (IoT), 3D printing, nanotechnology, 
biotechnology, genetic engineering, energy storage, materials science are at the 
forefront driving this technical and industrial revolution.

Within this rapid change Information Communication and Technology for 
Development (ICT4D) can be considered not only as a technology diffusion 
mechanism, but also a sector facing the threat of decline unless innovative approaches 
are found. This context is explored in the form of South Asian regional telecentre 
movement and findings of a case study of unique community-based Nenasala 
(which means Knowledge Hubs) telecentres. Nenasala is a portal to reach remote, 
disadvantaged communities in Sri Lanka’s ICT4D journey. Overall, Nenasala is a 
grass-root non-profit and for-profit demand-based Private & Public Partnership (PPP) 
initiative. Information and Communication Technology Agency (ICTA), oversees the 
implementation of the Nenasala program and has the sponsorship of the Sri Lankan 
government, international donors, and the World Bank. In this chapter, it will be 
revealed how a new hybrid breed of Socio-Cultural Leaders (SCL) in Sri Lankan 
Nenasala telecentres successfully utilised Corporate Social Responsibility (CSR) 
to gain not only sustainability within the ICT4D initiative, but also competitive 
advantage against commercial telecentre counterparts.

Sri Lanka has a unique multi-ethnic cultural and religious base. Hence the 
researchers were interested in investigating how this diversity in leadership, influences 
Sri Lanka’s effort in bridging the digital divide. Moreover, e-Sri Lanka was the 
first World Bank-funded project in South Asia, which sets the best practice for the 
other countries in the region to follow. Sri Lanka is also a recuperating country 

that leadership at various organisational levels will be key to Nenasala 2.0 and 
ICT4D program sustainability. The Nenasala model that benefitted from unique 
community-based leadership was termed socio-cultural leadership. A replication 
of the study in other developing countries to identify the leadership needed in 
ICT4D could prove invaluable as it may identify viable complementary options to 
commercially orientated telecentres.
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after 30 years separatist war. Another reason for the special interest in this study 
was the unique and unparalleled innovation as a holistic, long-term, development-
driven approach to establish a network of Nenasala telecentres. Nenasalas cover all 
under-privileged areas in the island, including the war-torn North and the Eastern 
provinces to uplift and the quality of life of the disadvantaged through e-economic 
development. Authors of this chapter also found that there is an empirical research 
gap in this area, especially the absence of academic research in Nenasalas which 
spanned over 15 years showing a great promise towards building a knowledge society 
through CSR collaboration.

This chapter borrows a theorem from the education field, Socio-Cultural 
Leadership and applies it to the community-based leadership style utilised by Sri 
Lankan Nenasalas. Fundamentally, SCL in the context of community-based CSR 
oriented leadership is defined in this chapter ‘as a leadership style that actively 
seeks to ensure that disadvantaged groups gain the advantages typically limited to 
mid-high-class societies despite the lack of affordability’. In this context, SCL is 
supportive of the argument that bridging digital divide should play a more prominent 
role in social reform efforts, which aims to alleviate poverty. SCL leadership has 
taken four paths in Nenasalas. Firstly, the majority of community model based 
Nenasalas have been run by religious institutions (such as Buddhist temples, Hindu 
kovils, and churches) led under the patronage of local religious clergy. Secondly, 
community groups operated Nenasalas directed by community leaders. Thirdly, local 
entrepreneurs have taken the leadership within a business model that incorporates 
a high sense of CSR as an integral part of their local community. Fourthly, locally 
based NGO leaders have led Nenasalas under the NGO patronage within the models 
prescribed by ICTA. However, all leaders and individuals who champion Nenasalas 
have been driven by and are in tuned with socio-cultural aspects intertwined with 
the development that benefits the disadvantaged. As such, unique hybrid models of 
SCL have emerged amidst Nenasalas in Sri Lanka.

CSR is promoted as a form of corporate self-regulation integrated into the 
organisations business model that enhances corporate sustainability by accommodating 
socio-cultural concerns that organisations encounter. However, different countries 
have distinct social structures, dominating issues, institutions, and interests. Even 
with rapid globalisation, it is apparent that societies maintain unique business systems 
that structure business–community relations. Yet, there is little reflection on what 
CSR means in terms of socio-cultural concerns that organisations encounter and 
how CSR is implemented in organisations with different SCL styles and for-profit, 
and not-for-profit financing structures.

Traditionally most ICT business strategies focused on upper and middle-class 
consumers. Nonetheless, most of the world’s population are categorised as poor or 
lower-middle class. Ten per cent of the world population lived in extreme poverty 
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in 2015. In 2015, 736 million (The World Bank Group, 2019) people lived on less 
than $1.90 a day, living at the bottom of the economic pyramid predominantly 
in developing countries. Assisting the bottom of the economic pyramid requires 
disruptive innovations such as telecentres and microfinance, that acts as enablers 
for ICT4D enterprises.

ICT4D in developing countries focused largely on telecentres as they are seen 
as the ‘silver bullet’ for fair sharing of the benefits of the digital revolution. It 
is an efficient way to disseminate ICT to rural and semi-urban underprivileged 
marginalised groups. These groups included students who lack resources, women, 
people with disabilities, war-displaced, and certain ethnic and indigenous groups 
such as minorities. Governments, INGOs, and NGOs have recognised the benefits 
of this model with respect to development. Even so, the literature indicates that 
most South Asian telecentre projects were ‘white elephants,’ which failed when 
donor funds concluded as they were not designed to be profitable within their CSR 
objectives, which aimed to address socio-cultural concerns. However, Public-Private 
Partnerships (PPP) were perceived as a viable alternative business model. PPP took 
advantage of the profit-seeking motive, financial capital, and technological expertise 
of the private partner with the public partner’s drive to improve citizens’ quality of 
life within the CSR synergies undertaken.

Yet the authors found evidence that devised Nenasala models have stood the test 
of time successfully, even with the substantial CSR synergies embedded within those 
programs. Despite the war-ravaged past of Sri Lanka, Nenasalas have aided bridging 
the digital divide with its high CSR prominence, alignment with society and culture, 
through its hybrid SCL model, without dependence on external donor funding.

BACKGROUND

The Fourth Industrial Revolution

Like the previous industrial revolutions in the history of humankind, the Fourth 
Industrial Revolution promises to raise global income levels, lift millions out of 
poverty, and improve the quality of life for populations around the world. However, 
the benefits thus far have been mainly limited to first world with an unequal share of 
new technology, new products and services. Technological innovation has also led 
to gains in efficiency and productivity in the first world and opened new markets 
to drive economic growth.

However, economists such as Erik Brynjolfsson and Andrew McAfee (2011) 
argue that this industrial revolution has the potential to yield greater inequality and 
disrupt labour markets via displacement of workers by machines and thus widening 
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the gap between capital-driven technology versus labour. In the developed world, 
this displacement of workers by technology has resulted in an increase in safe 
and rewarding, highly skilled, highly paid jobs for the majority. Yet this result has 
differed in the developing world. Lack of access to the technology for the majority 
and the available technology has contributed to inequality in job market leading to 
a low-skilled, low-paid class of poor. In such countries, access to technology and 
ICT is one of the main reasons as to why incomes have stagnated for less educated 
and lower-skilled workers leading to degradation of the quality of life. This social 
segregation of a population, in turn, has led to an increase in social tensions.

The technologies of the Fourth Industrial Revolution have affected the businesses 
significantly. Overall impacts on business were through customer expectations, 
product enhancement, collaborative innovation and globalised organisational forms 
and regulation. For business leaders, the accelerated innovation and the velocity 
of disruption of the Fourth Industrial Revolution were hard to comprehend. Many 
industries were seeing the introduction of new technologies that created entirely new 
ways of serving existing needs. Technology-enabled platforms combine both demand 
and supply to disrupt existing industry structures to build an on-demand, Just in 
time (JIT) economy. Disruption also flowed from innovative but agile competitors 
with access to global digital data-based services and platforms which were used 
for research and development, marketing, sales, distribution, outperforming the 
incumbents market leaders. Demand has also grown for transparency, consumer 
engagement within new patterns of consumer behaviour built upon access to mobile 
networks and data. Besides, the Fourth Industrial Revolution has lowered the barriers 
for businesses to create wealth, altering the personal and professional environments 
of workers globally. Overall disruption has caused business leaders to understand 
their changing environment faster, challenge the assumptions of underpinning their 
business operations, and to innovate relentlessly.

With the rapid pace of change and broad impacts, regulators are proving unable 
to cope. New technologies and platforms increasingly enable citizens to engage with 
governments, voice their concerns, coordinate their efforts, and even circumvent 
public authorities. Simultaneously, governments gain new technological powers 
to increase their control over populations and businesses, particularly in the realm 
of regulation. Even to truly understand what it is they are regulating; government 
regulatory agencies are now forced to collaborate closely with business and civil 
society.

The Fourth Industrial Revolution has changed the sense of privacy, ownership, 
consumption patterns; the time we devote to work and leisure, and how we interact 
to nurture relationships with each other. Some argue that this has led to diminished 
human capacities, such as compassion and cooperation. Similarly, the advances 
in biotechnology and AI is redefining life span, health and cognition reshaping 
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moral and ethical boundaries. However, humans still have control in shaping the 
future. People are responsible for guiding technology evolution as the government’s 
regulators, citizens, consumers and investors to reflects common objectives and 
values. For this, people must develop a comprehensive and globally shared view of 
how technology is affecting people reshaping economic, social, cultural, and human 
environments. Eventually, what matters is people and values such as putting people 
first and empowering them for creativity, empathy, stewardship and a shared sense 
of destiny.

Different Shades of Grey: Corporate Social Responsibility 
(CSR); Responsiveness (CSR2) & Performance (CSP)

CSR is not a new concept and dates back over 50 years. However, Carroll and Shabana 
(2010) argue that 1970s was the decade in which Corporate Social Responsibility 
(CSR) Responsiveness (CSR2) and Performance (CSP) became the centre of 
discourse. They differentiate between CSR and CSR2 as companies ‘assuming’ a 
socially responsible posture and the literal act of responding towards society. They 
further note that in the 1990s the CSR concept transitioned significantly to alternative 
ideas such as CSP, corporate citizenship, stakeholder, and business ethics theories. 
Nevertheless, most conceptualise CSR as supporting the corporations’ long-term 
interests by strengthening the environment that corporations belong to (Lee, 2008).

CSR discourse still lacks agreed normative basis underpinning its practice due 
to the absence of agreed universal definitions (Okoye, 2009), making theoretical 
development and measurement difficult (McWilliams & Siegel, 2006). Montiel 
(2008) points to Carroll’s (1979) definition, ‘the social responsibility of business 
encompasses the economic, legal, ethical, and discretionary expectations that society 
has of organisations at a given point in time’ as the most cited. Still, Dahlsrud (2006) 
notes 37 other definitions for CSR and note that this figure is an underestimation of 
the true number. Nonetheless, within this research, the researchers favour the World 
Business Council definition of CSR ‘the commitment of business to contribute to 
sustainable economic development by working with employees, their families, the 
local community and society at large to improve their quality of life’.

Garriga and Melé (2004) classify CSR theories and related approaches into 
four general groups including ‘(1) integrative theories, in which the corporation 
is focused on the satisfaction of social demands and (2) ethical theories, based on 
ethical responsibilities of corporations to society’. In spite of that, stakeholder theory 
adopted by management literature for its descriptive accuracy, instrumental power 
and normative validity, has emerged as crucial for understanding business and social 
relationships within the above CSR contexts (Lindgreen and Swaen, 2010). While 
the CSR concept suffers from a level of abstraction, the stakeholder approach offers 
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a practical alternative for assessing the performance of a firm and comparing other 
firms within and across industries and social auditing for internal and external use. 
As a stakeholder-oriented concept, CSR could be viewed as ‘societal expectations 
of corporate behaviour; a behaviour that is alleged by a stakeholder to be expected 
by society, or morally required and is therefore justifiably demanded of a business’ 
(Whetten et al., 2002).

However, there is little reflection on what CSR means and how CSR is 
implemented in enterprises with different leadership (ownership structures) and 
cultural contexts (Lindgreen and Swaen, 2010). Recent research highlights that 
enterprises nurtured ‘peculiar’ CSR orientations with ‘intimate and personalised 
stakeholder relationships, moderate innovation, limited institutionalisation of CSR 
processes, and limited identification with the business case for CSR’ (Jamali, 2008). 
Equally, Lee (2008) notes that researchers may need a new set of theoretical and 
CSR models to conceptualise unique competitive challenges and constraints these 
organisations face in their unique environments.

CSR Synergies Within Sustainable Development

Academic literature examined indicates that Sustainable Development (SD) is one of 
several theories and approaches used to intellectualise CSR (Garriga & Melé, 2004). 
However, there are also over 100 definitions of sustainable development (Holmberg 
& Sandbrook, 1992). The most declared is the Brundtland (1987) definition, which 
states sustainable development is ‘a process of change in which the exploitation of 
resources, the direction of investments, the orientation of technological development, 
and institutional change are made consistent with future as well as present needs’ 
(Banerjee, 2008). Nonetheless, strong linkage of SD and CSR synergies and their 
importance is evident by global initiatives such as UN Secretary-General Kofi 
Annan’s 1999 United Nations Global Compact initiative which encourage businesses 
worldwide to adopt sustainable and socially responsible policies (Post, 2013).

The prominence of CSR synergies in SD and resulting corporate interest is 
driven by the managerial discourse that argues ‘not only is doing good the right 
thing to do, but it also leads to doing better’ (Bhattacharya & Sen, 2004). Others 
such as De Geus (2002) further argues that companies fail ‘because their managers 
focus on the economic activity of producing goods and services’, and they forget 
that their organisations’ true nature is that of a community of humans. Although 
the market outcome of CSR is still inconclusive at best (Lee, 2008), majority of 
shareholders and institutional investors believe that strategic adoption of CSR could 
lead to financial rewards and sustainability in the long run. One of the factors that 
determine whether CSR synergies have a positive, negative or neutral effect on 
firm’s financial performance is stakeholder influence capacity (SIC), which refers 
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to ‘the ability of a firm to identify, act on, and profit from opportunities to improve 
stakeholder relationships through CSR’ (Barnett, 2007). However, this requires CSR 
synergies to be consistent with the firm’s strategies (O’Sullivan, 2006). Equally, with 
grass-root lobbying campaigns, a firm’s stakeholders today possess considerable 
leverage in shaping leadership decision making and related organisational processes, 
thus influencing the firm’s strategy (Walker, 2012). However, SD and stakeholder 
approach to CSR synergies is an identifiable theme in many ICT4D programs.

Telecentres for Low-Cost ICT Dissemination Within ICT4D

According to the documentary data, CSR and SD are prominent in the debate on 
‘Universal Service’, which counters ‘Digital Divide’ between the information ‘haves’ 
and ‘have-nots’. The debate on the digital divide has taken place along the polarities 
where on one end, the market alone will take care of any perceived disparities, and 
on the other end, that government should implement policies that subsidise access. 
Within these polarities, Mariscal (2005) provides three general theoretical perspectives 
that could be used to form policy design to improve rural ICT development, namely 
Market Economy, IT for Development and Social Capital.

United Nations (2019) estimates that extreme poverty is decreasing. In North 
America, despite strong job creation, extreme poverty has risen in the United States 
to roughly 1 million between 2010 and 2016. According to the United Nations, in 
the European Union, the ‘data for 2016 indicate that 23.5 per cent of the population, 
or 118 million people, were at risk of poverty or social exclusion. Much of this 
decline is due to the rapid progress achieved in East Asia and South Asia. China 
has virtually eliminated extreme poverty over the past three decades’, and India has 
also made significant progress since the 2000s. However, global progress is uneven. 
More than 40 per cent of the world population who live in extreme poverty are still 
living in sub-Saharan Africa.

While the Asian economies achieved tremendous progress in lowering extreme 
poverty, many segments of society are still being left behind with an estimated 400 
million people living in extreme poverty with their access to ICT limited and with 
marginalisation based on gender, rural-urban and poor-rich gaps. National level 
planning has been a key to bridge the digital divide with collaboration between the 
government and NGO sectors in ICT4D projects. The documented lessons suggest 
that development professionals (helpers) must start from where the local actors 
(doers) are, through incremental improvements within grass-roots initiatives, and the 
transformative change cannot impose from above. Nevertheless, the economics of rural 
reconstructions are changing. In keeping with this trend, certain developing countries 
in South Asia have taken initiatives to introduce ICT facilities through telecentres to 
semi-urban, rural, and remote areas. Most of these telecentre development projects 
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have sought initial start-up donor funding while encompassing CSR synergies that 
are inherent to the culture of those countries.

Roman & Colle (2005) state that Telecentres remain an atheoretical area of 
research and provide an overview of where telecentre research is most required. They 
suggest that Telecentre research should focus on three broad, interconnected areas, 
including the impact of telecentres on social and economic change and conditions 
needed for the long-term sustainability of telecentres. They also suggest studying 
these aspects at two levels. At Micro-level it is vital to identify the infrastructural, 
social, economic and cultural factors that account for sustainability of local institutions 
and at macro-level, which is essential to outline the national and international 
environment that frames global systems, public policy for contextually appropriate 
digital technological innovations.

The documentary data indicates that when costs are spread to a larger group or 
when technology experts can be brought in, a shared access model represents an 
effective method to disseminate ICT. Governments have realised the advantages of 
this model, which is termed the ‘telecentre movement’. The telecentre phenomenon is 
seen as a ‘silver bullet’ for equitable sharing of the benefits of the digital revolution, 
first materialised in Scandinavia and the United States in the 1980s. Defined loosely 
as ‘technology-based community centres as points of presence for socio-economic 
changes’ (Shadrach, 2012), telecentres have been knowledge-focused organisations 
that can be accessed by anyone for a range of ICT services such as internet access, 
telephone, fax, computer services as well as for a variety of e-social and e-government 
services. They also assist job creation and income generation through e-commerce 
and to propagate microfinance schemes that assist the rural poor. Several models of 
telecentres can be distinguished based on multiple characteristics that they encompass. 
These models vary from small internet cafes started by individual entrepreneurs to 
networks of telecentres set up on the franchise model by NGOs or by governments. 
The documentary evidence suggests that telecentre models were chosen and how 
they are implemented may lead to differing degrees of accomplishment in terms of 
longevity and growth.

Nonetheless, telecentres indicate a mixed success rate (Caspary and O’Connor, 
2003) and their role in development remains controversial as not all agree that they 
have delivered. Most telecentre movements were initially donor-funded, and many 
failed when donor funds concluded. The models were not designed to be financially 
sustainable in the long term (Hosman, 2008). PPPs were promoted as an alternative 
business model, which benefits from the private partner’s objective of profit-seeking, 
financial capital, and the technological expertise combined with the public partner’s 
drive to improve citizens’ quality of life through CSR synergies. However, PPP 
development projects’ track records also indicate a large number of unsuccessful 
initiatives (Hosman and Fife, 2008), which go unreported thus not assisting the 
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learning process with little been written about the sustainability or scalability of 
such projects (Roman & Colle, 2005).

Furthermore, development impact through investing in ICT with CSR synergies 
has been found to be indirect, complex, and challenging to measure (Saunders 
College and Mullins, 1994). Additionally, the costs and CSR benefits of telecentres 
do not occur simultaneously or even within comparable time frames. Although 
costs are immediate and regular, benefits are slow to mature, irregular and partly 
unpredictable (Hanna, 2010).

Measuring Telecentres and CSR Synergies

The documentary data emphasise that CSR models are complex, difficult to test as 
they contain subjective measures based on opinions and complex data. Furthermore, 
current models do not lend themselves to the development of a methodology that 
could be used in the field. Their contributions are primarily taxonomic. Jamali (2008) 
argues that such a taxonomic approach can potentially be remedied with a more 
practical stakeholder approach. However, the central challenge for leaders today is 
‘how to arrive at some workable balance’ between instrumental and other criteria 
(Lee, 2008). Use of non-financial measures (Lee, 2008) and qualitative techniques 
(Wattegama et al., 2010) such as focus group discussions and story gathering to 
capture feelings and emotions are better suited for multi-stakeholder evaluation 
models based on stakeholders’ viewpoints of CSR synergies and to generate complete 
pictures of telecentre initiatives.

Telecentres in South Asia

Southern Asia comprises the countries of Bangladesh, Bhutan, India, Maldives, 
Nepal, Pakistan, and Sri Lanka. The documentary data denotes abundant examples 
of telecentre and pilot projects within these countries. However, better-established 
telecentre projects in the region are found in India. At a macro level, only very few 
telecentre initiatives have exhibited greater sustainability outcomes within the CSR 
synergies envisaged, scaling up beyond their pilot stages.

Data collected indicate telecentre success seems to be linked to catering for 
local needs of the targeted population through the envisaged CSR initiatives. 
Yet, telecentres face numerous other challenges including lack of complementary 
infrastructure, relevant leadership and human capital (e.g. skilled managers, staff 
and technicians), poor revenue generation ability due to low population density, 
low subscriber affordability and earning capacity that influence their sustainability, 
and capacity for service delivery (Caspary & O’Connor, 2003). However, lessons 
have also been learnt through these efforts and difficulties. These indicate relative 
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success of telecentres working under capable leadership, common CSR focus 
through an umbrella organisation over stand-alone ones, and the realisation of the 
need to subsidise CSR synergies of telecentres in remote areas for the long term. 
Within this backdrop, Sri Lanka predominantly innovated their own home-grown 
CSR initiatives while sustaining a healthy association with the similar projects in 
India to share experiences and for exchanging of expertise and vision.

SRI LANKA: A CASE STUDY

‘e-Sri Lanka’ … Sri Lanka’s ICT4D Journey to Date

‘e-Sri Lanka’ initiative, the first of its kind to be funded by World Bank in South 
Asia, is a holistic, long-term, development-driven approach. It is the nation’s plan 
to empower its people through ICT. It aims to bring ICT to every Sri Lankan citizen 
while attempting to transform the way the government interacts with its citizens. The 
reports reviewed indicate persistent efforts of the National Chamber of Commerce, 
local software industry leaders and the Sri Lankan government to convince the World 
Bank to fund the ‘e–Sri Lanka’ program within a backdrop of political change and 
continuing separatist war. World Bank sanctioned e-Sri Lanka project in December 
2004 with a USD 53 million Credit Agreement between GoSL and The International 
Development Association (IDA). e–Sri Lanka vision consequently translated into 
a strategic action plan covering six areas with ambitious ICT and CSR symbiotic 
synergies. These focus areas were ICT infrastructure; policy, institutional development 
and leadership, re-engineering Government, ICT investment and private sector 
development, ICT human capacity development and the e-Society program. This 
reflects Sri Lanka’s aspiration to join the region’s emerging ICT enabled commercial 
centres. With its guiding principles drawn from ‘new development economics 
literature’, e-Sri Lanka has matured into a coherent national e-development strategy 
with local understanding, strong political commitment, broad grassroots support, 
and initial implementation capacity of CSR synergies through multi-donor-funded 
programs. Since the cessation of the 30-year long Sri Lanka’s separatist conflict on 
May 2009, Sri Lanka is on a wave of social and economic development powered by 
peace, harmony and social equity. As a result, the e-Sri Lanka project was focused 
on the war impacted the northern and eastern provinces of the country with several 
quick win e-government solutions to improve service provision and speedy socio-
economic development.

With GoSL focused on development utilising ICT to enhance competitiveness, 
reduce poverty, and enhance the quality of life of citizens, the Information 
Communication Technology Agency (ICTA) of Sri Lanka was established in 2003 and 
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entrusted to define, initiate, and implement Sri Lanka’s ICT policy, which includes 
e-Sri Lanka. Conceptualising the ICT strategy and the various associated programs 
were funded with contributions from World Bank, USAID, CIDA, SIDA and ADA.

ICTA functions as the apex ICT institution of the GoSL, a permanent entity 
under the Ministry of Telecommunication and Digital Infrastructure. Covered by 
the Information and Communication Technology Act No. 27 of 2003, (ICT Act), it 
functions as a legally structured company utilising lean organisational methodologies, 
an operational strategy based on project management, outsourcing, and collaboration 
with implementation partners for projects. ICTA retains the roles of oversight, monitors 
and evaluates outcomes, assess impacts, provide feedback to government, and ensure 
accountability of outsourced partners. It is noted that performance orientation, 
understanding stakeholder perspectives, public accountability and dissemination of 
findings, outsourcing common activities ensures compatibility and consistency in 
approach across all programs and has contributed to ICTA yielding high results. With 
free education and a Literacy Rate of 93.3%, Sri Lanka is a popular destination for 
knowledge workers in South Asia. The 2019 A.T. Kearney Global Services Location 
Index ranks Sri Lanka as 28 and notes the financial attractiveness of the country 
within the global BPO sector. ICTA is credited for improving overall Computer 
Literacy rate to 27.5% with a Digital Literacy rate of 40.3 in 2018 (Department of 
Census and Statistics, 2018). On average this will be one out of five households 
owning a laptop or desktop computer. Interestingly digital literacy is outstripping 
computer literacy as smartphone usage grows in the country. Overall, the computer 
literacy rate among computer aware employed population was 61.7% in the first 
half of 2018 (Department of Census and Statistics, 2018). ICTA programs have also 
assisted ICT service exports to be the fifth-largest foreign exchange earner in the 
country with USD 250 million in 2008. In keeping with that development, ICTA 
hopes the IT/BPO industry to be the country’s number one export revenue earner 
with a target of USD 5 billion in export with an ICT workforce to 360,000 by 2022. 
An integral part of ICT4D drive through ICTA is the ‘1000 Nenasala Telecentre 
project’ which aims to create a knowledge economy for the disadvantaged with 
increased profitable knowledge work, while bridging the digital divide with the 
involvement of multifaceted local stakeholders.

Nenasala Telecentre Initiative

The telecentre program as arguably the most visible and known part of the e–Sri 
Lanka initiative which acts as its primary interface to the citizens in rural areas where 
roughly 82 per cent of the country’s people and nearly 90 per cent of its poor live. 
As the diffusion of ICTs in rural areas is limited, the establishment of Nenasalas 
was the most effective, fastest and efficient way to provide access to ICTs for rural 
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areas. On a strategic level, Nenasala is a ‘single window’ delivery model for citizens 
to access various e-services provided by the government and various agencies, faster 
and efficiently. Sri Lanka’s telecentre network was initiated in 2004 in collaboration 
with Intel Corporation. The early pilot consisted of 20 telecentres funded by the 
World Bank under the name of Vishwa Ghana Kendra (VGK). Consequently, VGK 
became a Nenasala with the contemporary goal of constructing 1000 telecentres 
with grander CSR synergies and a geographical spread that covers the entire nation 
under former President HE Mahinda Rajapaksa’s ‘Mahinda Chinthanaya’ election 
platform for developing rural and remote disadvantaged communities. ICTA states 
that the main objectives of a Nenasala in 2019 are to assist communities in poverty 
reduction, social and economic development and peacebuilding.

ICTA is responsible for planning, program management, compliance with agreed 
policies, and quality assurance within the five main stakeholders’ groups. The 
largest stakeholder groups out of these are the Nenasala owners and operators who 
were recruited through a competitive selection process. Native language content 
and e-government service developers are also critical strategic partners keeping 
Nenasalas relevant to Nenasala users, developing opportunities for knowledge work, 
and empowering local knowledge workers. From the outset, the Nenasala program has 
also benefited from a team of experts drawn from government agencies, international 
donors, private sector, NGOs and telecentre leaders, who studied telecentre-based 
poverty alleviation efforts in neighbouring countries.

The Nenasala program focused primarily on rural communities with a population of 
no more than 5,000. Locations for telecentres are selected based on criteria developed 
with stakeholders to provide the minimum conditions needed for sustainability: a 
population of at least 2,000, a secondary school with at least 300 students, a reliable 
supply of electricity through the grid, and proximity to a fixed market with at least 
15 wholesale vendors. Overall, the Nenasala project targets populations of students, 
small and micro enterprises, women, people with disabilities and other marginalised 
groups. All candidates who set up telecentres are required to submit business plans. 
Although initially local entrepreneurs were generally given priority on establishing 
Nenasalas; NGOs, local government, community and religious organisations 
have taken the lead in the most impoverished areas due to the social development 
commitments incorporated within CSR synergies of telecentres. Standard subsidies 
are granted based on the merits of the business plans, which had to focus on CSR 
initiatives. However, subsidies declined over time as the telecentre generated enough 
funds to contribute toward its costs. A parallel voucher scheme provided subsidised 
access to specific telecentre services for targeted beneficiary groups.

Using the Microsoft Unlimited Potential curriculum, Intel’s Teach program and 
certain other international computer curricula, each Nenasala has trained between 
500 - 1,000 rural youth and students each year in technology skills, making a 
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significant contribution to the growth of ‘e-Diriya’ national ICT literacy initiative in 
response to Sri Lanka’s low e-literacy rate. Today Nenasalas offer training, certified 
and accredited by various professional bodies including Tertiary and Vocational 
Education Commission (TVEC) and the International Computer Driving Licence 
(ICDL) program. Youth trained in ICT often started up micro-enterprises bolstering 
the human resource capacity of the islands BPO ICT sector. Furthermore, Nenasalas 
also employ their graduates.

Nenasala Telecentre notion has centred on much debate at the design stage, as 
it involved a large-scale program with CSR synergies to create small enterprises in 
Sri Lanka. Nevertheless, a telecentre ecosystem has emerged with ICTA’s nurturing, 
aided by complementary programs of e-Sri Lanka such as delivering local content 
through the e-government and e-society programs. Learning to learn through 
monitoring and evaluation with synthesising inputs from multiple stakeholders has 
proven to be critical in adopting this program. Continuing entrepreneurial education 
for telecentre operators, broadening connectivity options, building Regional Impact 
Teams (RIT) to assess progress, creating a telecentre academy in partnership with 
the National Open University of India and the University of Colombo in Sri Lanka, 
and organising national awareness seminars for telecentre operators to exchange 
experience and best practices are some of ICTA’s current progressive focus areas for 
this program. Researchers note that this development of human capital by providing 
knowledge work opportunities through CSR synergies as a key factor, which may 
contribute to the long-term sustainability of telecentres.

According to ICTA Nenasala Interim Survey in 2008, the main objective of a 
Nenasala is to act as a hub of information, provide affordable basic communications 
and to be a catalyst for rural communities in aid of poverty reduction, social and 
economic development, and peacebuilding. Feelings, beliefs and expectations of the 
users within this development thrust have helped many Nenasala operators to get 
recognition, and Nenasalas to distinguish themselves from the rest of the cybercafés 
and telecentres as a brand. By 2015, ICTA managed to establish a network of 1005 
Nenasalas. Furthermore, in the second phase of e-Sri Lanka, wherein more public 
and private e-services are likely to be promoted, Nenasalas are poised to take centre 
stage of the agenda in enhancing IT literacy in Sri Lanka capitalising upon the 
adaptive, innovative aspect of Nenasala driven projects. Within this backdrop, local 
entrepreneurs, community groups, NGO’s, public service agencies and religious 
establishments have established Nenasalas through entrepreneurial, business-driven, 
and the NGO managed models promoted by ICTA. However, documentary data thus 
far indicates that these different models seem to exhibit various degrees of resilience 
and success in achieving sustainability.

Sustainability is the key to long-term survival. ICTA has championed Nenasala 
in part due to political thrust to expand the program and, in part due to the desire to 
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ensure the long-term sustainability of the program beyond the period where external 
subsidies are available. Nonetheless, the sustainability gap between Nenasalas 
operated under general categorisations of for-profit and not-for-profit seems to be 
significant. It was alleged that this gap could be related to how CSR is conceptualised 
and practised by the leadership that drives these models.

MAIN FOCUS AND ISSUES

On the surface, Sri Lanka is following a hybrid of IT for Development and Social 
Capital policies for its e-Sri Lanka ICT4D programs and Nenasala telecentre 
initiative. These theoretical perspectives are associated with social, human capital 
and stakeholder theories. In 2010, ICTA CEO, in his presentation to Tele-Centre.
org Foundation launch, noted that the government of Sri Lanka sees Nenasala, as 
a means to an end and not the end game. He stressed that subsidising for good (or 
a long time) is not a taboo considering the benefits envisaged. This comment was 
seen, as an admission that Nenasalas’ viability is irrevocably linked to subsidising 
its CSR synergies to benefit the rural society.

Moreover, in 2008, only 50% of the centres reported potential to achieve 
commercial viability within the category of community-based models. Furthermore, 
ICTA Nenasala Interim Surveys in 2010 indicated that perceptions of sustainability 
differed between Nenasala leaders of different ownership models. Nenasala Outcome 
Evaluation Final Report (2010) also acknowledged the sustainability disparity 
and noted that a review of social, management, economic and technical aspects 
of Nenasalas were required to get a comprehensive picture of the sustainability 
as it is multifaceted within CSR synergies promoted. Except for putting forward 
recommendations to enhance commercial focus, there has been little effort to 
investigate the causes of the differing sustainability of different Nenasala models with 
their prominent CSR synergies. Under the circumstances, the authors of this research 
were of the opinion, that this might be due to the perception of Nenasala leaders on 
how they conceptualise CSR synergies within these models particularly in satisfying 
the political, traditional socio-cultural expectations within local communities in Sri 
Lanka. Hence, the authors conducted their research on the Sri Lankan Nenasala 
telecentres firstly as to how CSR conceptualisation and implementation within the 
Nenasala telecentre models influence their sustainability. Secondly, to shed further 
light on how the telecentre models utilised in Sri Lanka could be improved for better 
use of the existing network of Nenasalas that contribute towards knowledge work 
in eliminating the digital divide and poverty.

The comprehensive documentary analysis of archival material undertaken 
within this research related to Nenasala telecentre project primarily aided the 
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conceptualisation of designs and operations of Nenasalas. Secondly, discovered 
whether differences in telecentre models existed and whether those differences 
led to different sustainability outcomes within the CSR synergies envisaged. The 
documentary data do indicate differences in models, particularly around the leadership 
of Nenasalas that appears to impact sustainability outcomes differently within the 
CSR synergies and initiatives. Researchers obtained further data on this premise 
by conducting focus group discussions with Nenasala stakeholders, and interviews 
with ICTA officials to potentially highlight how different models’ operationalisation 
may lead to greater or fewer sustainability outcomes within the CSR synergies 
and leadership utilised. The field research utilised qualitative methods to capture 
feelings and emotions of multi-stakeholders to generate a comprehensive picture 
within the case study methodology, as it is suitable for intensive study of a single 
unit, for understanding a larger class of similar units (Yin, 2009).

FINDINGS, SOLUTIONS AND RECOMMENDATIONS

Within the study, it was uncovered that sustainability was mainly dependent on the 
leadership provided to these Nenasalas than the level of CSR synergies associated 
with the models as previously thought. The researchers referred to this unique 
community-based leadership style adopted by Sri Lankan Nenasalas as Socio-
Cultural Leadership (SCL) by borrowing the theorem from the education field. 
Fundamentally SCL in the context of community-based CSR oriented leadership 
was defined as a ‘leadership style that actively seeks to ensure that despite lack of 
affordability, disadvantaged groups gain the advantages usually limited to mid-high-
class societies. Hence, SCL was focused on bridging the digital divide and played 
a more prominent role in social reform effort within the country, which aimed to 
alleviate poverty. Although SCL has taken four paths based on Nenasala models, 
they all incorporated a single-core theme. That is, all leaders and individuals who 
championed Nenasalas were driven by and were in tune with socio-cultural aspects, 
which are intertwined with ICT4D that benefits the disadvantaged in their local 
communities. This uniform vision seems to have originated through the intrinsic 
Sri Lankan social and cultural determination of caring for the underprivileged. 
Furthermore, ICTA’s insistence to serve the disadvantaged in Sri Lankan villages 
by providing ICT4D services at a low cost or subsidised manner through Nenasala 
as one of its primary goal also aided this vision. For the discussion, the Nenasala 
results are differentiated by for-profit, not-for-profit focus and the prominent model 
groupings of community and business-based models.

The most prominent SCL was exhibited by the religious clergy, predominantly 
Buddhist monks. The clergy was at an advantage in their SCL qualities due to their 
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fundamental status in the community as leaders who already focused on social, 
community, and religious wellbeing of rural communities. Most clergies as SCLs 
were found to be born leaders and capable, methodical organisers at the grass-
root level. Although most of them had little knowledge of ICT or technology and 
were not directly involved in the day-to-day operations of Nenasalas, SCLs were 
skilled at setting the strategic direction, recruiting capable individuals to manage 
the Nenasalas and to garner community support around Nenasalas. However, all 
religious institutions such as Buddhist temples also had ‘Dayaka Sabhas’ (Devotee 
Boards) that aided the running of temples and the projects associated. Although 
some prominent ‘Dayaka Sabha’ members as local village leaders had significant 
SCL and influence in decisions made, most clergies played the pivotal role in making 
decisions of Nenasalas.

Clergy as SCLs voiced their opinions freely compared to other SCLs due to their 
prominent social standings. They were better at articulating their positions and could 
moderate their messages to suit the audience. Their outspoken manner was noted by 
researchers in town hall meetings organised by ICTA for local Nenasala operators to 
discuss current issues they faced with the local politicians and government officials. 
The skills that the clergy developed delivering sermons to devotees, addressing 
prominent people in society on important community issues, officiating in many 
significant occasions of personal, family and community levels may have contributed 
to this distinct advantage in better articulating their messages and enhancing their 
distinct SCL. The ability to rise above politics and personal influence was also a 
definite advantage in their SCL. Where other leaders were obstructed by the opinion 
of politicians, government officials, or local village politics, the clergy remained 
mostly above these challenges and managed to impose their message on the others. 
Furthermore, the prominent venerated nature of religious SCLs within Sri Lankan 
society as guardians of society and people in difficult times gave them a unique 
position to achieve significant community support and the support of local government 
officials with little resistance. When reflecting on the diversity of opinion, political 
and religious affiliations, and interpersonal politics that was prevalent at a village 
level in Sri Lanka where Nenasalas mainly operated, the SCL of the clergy was a 
distinct advantage.

The clergy was also successful in comparison to other SCLs, in getting the 
support of the community to fund and aid Nenasalas. In Sri Lanka, the tradition 
of donating to religious institutions is prevalent either based on religious or 
philanthropic views. This practice also extended to government institutions and 
private businesses due to social influences. For example, one Nenasala affiliated 
with a religious institution that started the provision of services with two computers 
grew to service the community with 40 computers purely based on community 
donations of computers to the Nenasala. Although in some occasion’s donations 
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received were not sufficient to cover all the expenses, Nenasalas run by religious 
institutions were not focused on commercialisation or profit-making from such 
activity. As noted by one SCL, ‘clergy as SCLs were not in the business of making 
money and only sought to serve and benefit others who could not even afford to pay 
for the basic ICT services. Their primary aim was to provide services free of charge 
or at a subsidised manner utilising the donations or grants received. Although free or 
subsidised services could be offered quite successfully within this model with clergy 
as the foremost SCLs, other SCLs could not achieve the same level of success due 
to differences in their social and cultural standing. The operators of Nenasalas were 
also influenced by the philosophy of serving others under the SCL of the clergy. 
This allowed the Nenasalas to source instructors and operators on a volunteer basis 
at no cost. Nevertheless, the downside of this practice was that the instructors were 
only available on their free time in afternoons or on weekends, unlike commercial 
ventures that operated during peak periods within the day. However, the SCLs who 
participated in the study acknowledged that commercialisation of Nenasalas was 
required to attract prominent instructors on a permanent basis, which necessitated 
payment of a salary. These payments were currently made either through donations 
or income generated from the Nenasala.

Nenasalas run by religious SCLs benefitted from a ready-made publicity 
mechanism to promote Nenasala services through other programs already run by the 
religious institutions. SCL of the clergy was essential in the promotion of Nenasala 
to villagers, as a worthwhile exercise. Furthermore, the religious institutions already 
attracted rural villagers and thereby created a clientele for Nenasalas. For example, 
existing Sunday Dhamma schools (religious schools) in temples and other youth 
programs in religious institutions were crucial as a ready-made youth clientele 
for Nenasalas. Nenasalas run by religious SCLs also had an advantage compared 
to other Nenasalas as operating expenses incurred, such as electricity and ADSL 
charges were subsidised by providers as these Nenasalas were classified as part of 
the religious institutions.

Furthermore, the premises where Nenasalas were located were owned by the 
religious institutions and did not require rent payments. Such advantages made the 
not-for-profit community model associated with religious institutions very successful 
in operational cost reduction aspects. However, such Nenasalas also faced difficulties 
due to this symbiotic association. For example, religious institutions and SCLs 
necessitated a modest dress code within Nenasalas, which created an issue. Entering 
a religious venue required one to remove their shoes, which was an inconvenience 
for patrons. Furthermore, a minority of villagers did not share a spiritual view 
for various reasons did not visit Nenasalas due to perceived religious linkages. In 
addition, most religious institutions were situated within a village away from the 
main road. This requires visitors to travel away from main roads to reach Nenasala. 
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Nevertheless, enterprising SCLs were quick to remedy these issues by relocating 
Nenasalas into premises detached from the religious institutions or much closer to 
the main road. This not only eliminated the problems associated with dress code 
and distance, but it also created an opportunity for commercialisation by creating 
an effective detachment of Nenasala services from the religious philosophy which 
was based on free service.

Village societies of various types ran second prominent not-for-profit grouping 
of Nenasalas. These ranged from village welfare societies to village youth sports 
clubs. Although this model was similar to religious institutions in many regards, the 
decisions were taken by a village committee led by an SCL as its principal leader. 
These committees and SCLs usually alternated annually with new office bearers 
being elected democratically by the villagers. The advisory and monitoring services 
of Nenasalas that operated under the village societies were typically carried out 
through the village societies’ committees, made-up of prominent village elders or 
government officials. However, in this model, the SCLs were mainly visible at the 
committee level. How well the Nenasala functioned within a given year was mostly 
dependent on the capabilities and aptitude of these SCLs elected. Largely, the SCLs 
associated with village societies were prominent people within the villages such as 
Justices of the Peace, Principals of schools as people who could bring the village 
community together similar to the role of religious clergy on a civil level to benefit 
their local communities. Conversely, in some cases, the SCLs were found at the 
operator level where the village committee lacked the knowledge in ICT even to 
provide basic guidance and governance to Nenasalas.

Nevertheless, day-to-day operations of these Nenasalas were conducted by 
computer literate youth recruited from the village. The operators usually had 
qualifications on ICT at a certificate level. Although these youth saw Nenasala as 
an opportunity for employment and as a stepping-stone to greater job opportunities 
in ICT and BPO industry, they also had a desire to serve their local community 
that they were a part of. This sense of service was heightened by the fact that the 
operators had to report to the village society that was made up of prominent people 
in the village, who maintained deep-rooted local bonds and loyalties with village 
families. Nonetheless, as better employment opportunities arrived, such operators 
left employment at village Nenasalas affecting its stability and sustainability. To 
prevent this, SCLs in village societies offered salaries to operators from income 
generated by the Nenasalas or by other programs that were associated with the 
village society. Such attempts to maintain continuity against constant change and 
attrition were another service the village society SCLs provided within this model.

A higher level of commercialisation with subsidised services was also evident 
within this model than Nenasalas associated with religious institutions. However, the 
decision of SCLs to employ village youth within these Nenasalas as operators was 
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a compelling cause to uplift the commercialisation since it attracted other village 
youth to Nenasalas due to similarities of interests, social connections and through 
the introduction of youth-focused services such as gaming and online social media. 
For example, one Nenasala reported that their premier service was Skype calling 
service as most youths had their parents or relatives working overseas. Although 
they had to travel further to get to the Nenasala, oppose to a telecentre in town, local 
youth were inclined to use the Nenasala as they felt that they had more freedom 
in a familiar atmosphere where the operators understood their circumstances since 
the operators were also from similar family backgrounds. Nevertheless, due to a 
significant number of village families purchasing personal computers, the continuous 
operation of Nenasalas was at risk.

Furthermore, constant competition from cheap data packages offered with 
smartphones that youth purchased exacerbated this plight. However, there was 
still a population in rural villages that could not afford such hi-tech solutions due 
to chronic poverty and remained loyal clients of Nenasalas. As such, the provision 
of ICT services at an affordable rate and dissemination of ICT knowledge within 
villagers was seen, as a prominent task carried out by the village society Nenasalas. 
Nevertheless, SCLs believed that the local government officials (Grama Sevaka 
Niladharis etc.) and departments could be better integrated with Nenasalas run 
by village societies for better provision of e-government services to benefit the 
communities engaged in agriculture.

The third group of not-for-profit Nenasalas were those under the patronage of 
NGOs. These Nenasalas had an operational mix of religious institutions and village 
societies-based models. The NGO based Nenasalas were mainly operated on donor 
funding for providing ICT benefits to local target groups. These target groups could 
be specific, such as children or women in a particular village or all families in a 
village or a region. NGOs had substantial CSR synergies linked to their programs 
and business models while accommodating socio-cultural sensitivities of their local 
target groups. Cultural and social diversity was prominent in Sri Lanka in various 
regions based on language, race, and religion. This local focus and sensitivity 
towards socio-cultural concerns and community needs were visible in Nenasalas 
sponsored by INGOs as well.

Most Nenasalas of this type had some level of subsidisation by the parent NGO 
either within operations or in payment of operator wages. However, commercial 
viability was a primary focus of the NGOs to ensure that the Nenasalas could perform 
beyond the initial level of funding and subsidisation received from the NGO. In some 
examples, the NGOs initially donated resources, buildings, and funds for eventually 
the Nenasalas to conduct their operations independently in a financially viable 
manner. NGO SCLs were enablers to start Nenasalas by individuals who operated 
the Nenasalas independently or affiliated with the NGO under the guidance of the 
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NGO. Although the operators were generally given the freedom to manage day-to-
day activities of the Nenasalas, local NGO SCLs in committees or boards provided 
directions for executing overall Nenasala strategies.

Nevertheless, a prominent operator SCL or a board member SCL was identifiable 
in successful operations of this model. In one example, an individual in the Eastern 
province of Sri Lanka had set up a local NGO associated with an INGO based 
in Japan. This local NGO was providing Nenasala services to children through 
computer training services, based on his vision and determination to benefit local 
disadvantaged youth in the region. As the income generated from Nenasala services 
was not sufficient, he also worked part-time to supplement his income to continue his 
NGO work. This drive, determination, and vision for benefiting the local community 
through philanthropic activities was a key trait of the SCLs that were involved in 
the NGO movement at board or the operator level.

However, some Nenasala operators noted that having an NGO SCLs behind 
Nenasala could also hinder its progress as the focus of NGO projects changed when 
NGO SCLs changed. Also, some participants indicated that during the Sri Lanka’s 
separatist war NGOs priority was given to basic needs of local target groups such 
as food, shelter and medicine at the cost of ICT training through Nenasalas which 
was seen as a secondary need. With the end of hostilities and the separatist war, Sri 
Lankan Nenasalas have been benefiting from the undivided focus of NGO based 
SCLs particularly in the North and East of the country that is currently going through 
a rapid development phase. Nonetheless, some participants noted that NGOs had 
a declining prominence in the country upon its return to normalcy. However, with 
more than 1500 registered NGOs in Sri Lanka, the NGO SCLs were still committed 
to reducing poverty in rural villages as many disadvantaged people were from 
remote rural areas.

For-profit Nenasalas were led by local entrepreneurs who operated a business 
model with a high sense of CSR intending to serve the local community. The 
Nenasalas operated by local entrepreneur SCLs were financially viable from a 
traditional business sense than the not-for-profit models. That is, although not-for-
profit Nenasalas were financially secure and sustainable through donations and 
grants, for-profit Nenasalas under the entrepreneur SCLs were profitable business 
ventures that made profits after covering their expenses. However, entrepreneur 
SCLs hybrid business model had CSR aspects that manifested in different ways 
at a different intensity to benefit local communities. This ranged from providing 
services at a lower rate than non-Nenasala telecentres to giving scholarships to 
needy children for ICT courses.

Furthermore, these SCLs were the most efficient and most innovative. They 
paid particular attention to how important decisions such as recruitment could be 
generating a different amount of revenue within the business venture. For example, 
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these SCLs were more inclined to hire well-known computer tutors due to their 
celebrity power in attracting students to these Nenasalas. These SCLs also paid 
close attention to hiring competent multi-skilled operators at the best market price to 
have the best Return of Investment (ROI). In general, entrepreneurial SCLs recruited 
degree qualified youth on every occasion possible. However, this decision was based 
within the income of the Nenasala, and in most circumstances, such recruitments 
were linked to a specially funded project or e-venture.

Oppose to other SCLs in the study, the entrepreneurial SCLs had the highest 
focus on commercial viability and provision of additional services demanded by 
local villagers. The focus was much more on pricing services suitable to the local 
clientele rather than subsidisation for the sake of social benefit. SCLs were also 
keen to exploit any available opportunity to make services affordable such as 
providing scholarships for disadvantaged children sponsored by local businesses 
and corporate philanthropists. In one example of such action, a Nenasala SCL in 
the Central Province offered computer certificate courses at half price compared 
to non-Nenasala competitors through guaranteed scholarships secured through a 
philanthropic businessperson. Moreover, entrepreneurial SCLs always attempted to 
price services lower than their non-Nenasala competitors to ensure that they could 
attract more clients through building a reputation and a brand name known for being 
reasonably priced. However, entrepreneurial SCLs avoided providing free services, 
arguing that people did not value or subscribe to a service just because it was free. 
Instead, they focused on quality at the right price affordable to the local community.

Entrepreneurial SCLs also focused on complementary revenue-generating 
methods such as selling computer accessories and providing additional VAS services 
like computer and mobile phone repairs exhibiting a keen sense of business. These 
attempts varied from selling popular movie CDs, stationery, office VAS such as 
printing, photocopying, and laminating; and BPO linked subcontracting received 
from local and overseas BPO providers. It was also noted that the most successful 
SCLs of this nature had some level of previous engagement in the ICT industry 
before they got involved with Nenasalas. As such, these entrepreneurial SCLs had 
the knowledge required to focus heavily on spinoff e-ventures that either secured 
grants or generated additional revenue. For example, one entrepreneurial SCL who 
operated two Nenasalas in the Southern Province noted that he initiated an online 
art-selling project and employed a local fine-arts graduate who was successful in 
generating ad-hoc revenue for the Nenasala through online sales. Besides, he has 
started an online service for local fisherman for providing information on possible 
fish stock locations based on favourable weather conditions that attracted fish to 
a certain area. However, it was emphasised that the entrepreneurial SCLs did not 
receive much support for such e-ventures as in with other SCL models in terms of 
advice, finance, or moral support.
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Nonetheless, a highly motivated entrepreneurial SCL could make decisions 
and take actions faster than SCLs in other models. Other SCLs usually liaised with 
an advisory committee or a board that could influence Nenasala decisions, which 
delayed taking direct actions and decisions to the frustration of a highly motivated 
SCL who wanted to operate the Nenasala at a faster phase. As one participant noted, 
‘if changes are required within Nenasala, I make it happen overnight’. However, 
the responsibility for success was also a heavy burden on the SCLs who perused 
this model and unilateral decisions. Most successful entrepreneurial SCLs spent 
their own money and attempted to gain commercial viability by finding the niche 
market for the immediate local area they serviced. Yet, these Nenasalas were seen by 
outsiders as a government-controlled venture even though the control and ownership 
were not with the government. This belief prevented entrepreneurial SCLs from 
obtaining bank loans for expansion plans or modernisation like other contemporary 
private small businesses. Nevertheless, microfinance providers in Sri Lanka such 
as Sanasa Bank did offer loans to entrepreneurial SCLs who operated Nenasalas 
within and commercially sustainable business model after they demonstrated their 
creditworthiness.

ICTA officials also agreed that the key to success of Nenasalas had been the 
leadership provided by SCLs individually or through a form of highly coordinated, 
motivated SCL committees. It was emphasised that leadership was fundamental, 
as a good SCL could solve most problems Nenasalas faced from finances, HR, 
technical and issues surrounding local society and politics. However, ICTA did 
not differentiate or prefer the leadership of a model. Yet, they noted that the most 
prominent SCL examples were seen in religious SCLs (such as Buddhist temples, 
Hindu kovils and churches) led under religious clergy and through Nenasalas led by 
local entrepreneurial SCLs who operated the business model with a greater sense of 
CSR. In the first category of SCLs, success was attributed to the religious-based focus 
of assisting the disadvantaged in society. In the second model, success was assigned 
to the commercial focus with attention to the customisation of services to the local 
community at the right price. Likewise, ICTA did not differentiate SCL qualities 
based on religious, social, or cultural divisions within the country. ICTA believed 
that locally focused and appropriate Nenasala setups would automatically cater to 
such sensitivities inherently, as the local clientele would demand them. Such focus 
on the target clientele could be seen with the religious, NGO and entrepreneurial 
SCLs within the Nenasala models.

Nonetheless, ICTA officials were extra careful to choose the best candidates as 
owners of Nenasalas within the initial screening process. All potential Nenasala 
owners had to present a business plan where they had to clearly articulate the 
sustainability aspects, including the financial viability of the Nenasala and the SCLs 
vision for its development. ICTA official also interviewed the potential SCLs to 
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determine their suitability, ability, and determination before finalising the Nenasala 
establishment. Secondly, ICTA focused heavily on leadership training as they saw a 
disparity between the capabilities, motivations, and the dominant traits of SCLs who 
set up Nenasalas. ICTA provided initial five-day residential training to the owner 
and an operator of each Nenasala before its commencement. The training covered all 
aspects required for successful Nenasala operation, and the SCL attributes that would 
secure the best performance from employees and gain local community support. 
The training was documented in a comprehensive manual that was prepared by an 
external consultant under the mandated base curriculum of ICTA. Although ICTA 
understood that it would have been ideal for providing ongoing rotational training 
to update the skills of Nenasala SCLs, budget constraints and the ad-hoc nature of 
donor funding for the Sri Lankan ICT4D roadmap prevented this from becoming 
a reality. However, in ICTAs experience, SCLs who initiated Nenasala remained 
with the venture long-term compared to operators who had a higher attrition rate. 
As such, it was envisaged that the SCLs skills and knowledge would be passed on 
to any recruits hired in lieu of rotational training required.

ICTA officials noted that a baseline understanding of ICT was required by the 
SCLs to guide Nenasalas for best results. However, they did not object to SCLs who 
had no ICT experience taking the ownership of Nenasalas, if those SCLs exhibited 
the aptitude, capability to engage the relevant qualified people, and the drive 
required for Nenasala establishment. Furthermore, ICTA did see merits of guidance 
gained from a strong single SCL as it allowed prompt decision-making and fewer 
complications with internal politics and social conflicts. Nonetheless, the advantage 
of a committee or a group of SCLs was that the ideas were collectively brainstormed 
to reach a mutually acceptable decision that would better suit a majority within the 
community opposed to an individual SCLs decision which may be misguided. For 
example, an entrepreneurial SCL who was motivated by accolades and recognition 
noted, that he was going to avoid service as it was not the focus of recent ICTA 
excellence awards which was contrary to the Nenasalas purpose. In another example 
of a bad decision of an entrepreneurial SCL focused on ROI noted, that he avoided 
providing Skype services as too many members of the same family attended the 
Nenasala for one Skype call with their overseas relatives causing crowding in his 
establishment. Instead, he wanted to pursue more profitable and less inconvenient 
services such as online gaming, again contrary to the Nenasalas purpose and a 
harmful practice for the village youth. Yet, the overwhelming experience was that 
positive SCLs gained results despite difficulties faced on many levels. However, even 
the strongest SCLs faced challenges from external threats that affected Nenasalas 
in today’s uncertain market. For example, competition from cheap data services 
offered by mobile carriers was a severe threat to fixed-line internet providers such 
as Nenasalas. However, ‘Sarvodaya’ an early pioneer in the Sri Lankan telecentre 
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movement as a well-known 60-year-old national NGO has remedied this threat through 
‘Fusion’, their ICT4D arm. Fusion was focused on e-Empowerment of communities 
through a combination of telecentres, mobile phones, and smart devices (Android 
phones and tablets) that span across sectors of education, agriculture, microfinance, 
youth, and women empowerment. The SCLs within Fusion focused more on mobile 
smart devices that interacted with VAS provided through the Fusion website. This 
allowed their telecentres to make the transition to mobile technology to gain the 
early mover advantage in the technology life cycle. Although other SCLs who were 
associated with Nenasalas and ICTA acknowledged that this move was inevitable 
due to the shift in dominant technology, they noted that the fixed-line technology 
with computers still offered services to rural poor that could not be achieved through 
mobile smart devices.

The existence of an overarching body such as ICTA to keep SCLs focused 
on a uniform vision was highlighted as a critical aspect of the project’s success. 
Furthermore, with the maturing of ICTA, the second wave of Leadership took over 
the e-Sri Lanka and ICTA strategic direction, providing adding a layer of direction 
to the initiative. The SCLs provided by Nenasala and other complementary program 
managers were credited by grass root level SCLs as main guiding lights for the 
project’s accomplishments within Sri Lankan society at a village level. The SCL 
provided by the ICTA officials made such programs relevant to Sri Lankans and 
international stakeholders and were credited for its long-term viability focus and 
the strategic direction in response to disruptive digital technology. The continual 
SCL of governments and the past President HE Mahinda Rajapaksa from 2005 laid 
a solid foundation for the next phase of the e-Development master plan ‘SMART 
Sri Lanka’. As political stability is required for in any long term ICT4D effort, this 
stability provided by the oppositions alike for the betterment of the nation indeed 
has allowed for the past stability and future focus required by this program to grow.

ICTA officials predominantly saw the Nenasala SCLs contribution within the 
broader context of ICT4D path Sri Lanka had to take. They acknowledged that the 
SCLs in not-for-profit community-based models were particularly important to 
developing countries such as Sri Lanka with limited resources at the government and 
local community levels. In spite of that, ICTA officials conceded that the long-term 
viability of the Nenasala project could not be based on the not-for-profit concept 
as the country gets more westernised and market-oriented. This was to say that 
the models had to generate income sufficient to cover expenses without external 
donations. It was noted that at some stage there might be a natural progression of 
Nenasala models towards a more profit-focused enterprise as it was evident by the 
success of the for-profit business model already within the Nenasala program today.

Nonetheless, the CSR synergies that were intertwined within the models were 
expected to survive due to the deep-seated social and cultural prevalence in Sri Lanka 
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towards the well-being of the disadvantaged. This trend may have occurred in the 
developed western countries considering that the current norm in these countries 
seems to be commercial ventures with selected CSR synergies. Nevertheless, the 
unique hybrid model of SCLs that was highlighted in Nenasalas would be applicable 
to and be significant to other developing countries in the South Asian region that 
has a similar social, cultural and religious bound. Although these similar social, 
cultural and religious aspects may act as a common underlining unifier, there needs 
to be prominent SCLs within a given model to compliment the underlining unifier 
within the model. This is highlighted by the significance and the success of not-for-
profit community-based models associated with the SCL of clergy provided in Sri 
Lanka within the currently prevalent social and cultural norms. Still, as these critical 
focus points within a society change, the success or the prominence of SCLs and 
the associated model are also expected to change. Hence the belief as the country 
develops and gets more commercialised, ICT4D would be following the course 
chartered by developed countries with profit-focused ventures and a philanthropic 
approach to poverty alleviation through CSR synergies. However, this change is not 
expected to happen in the near future in Sri Lanka or other developing nations, even 
with the changes to dominant technology and introduction of disruptive innovations 
such as mobile data. This was due to the long path that still lay ahead for developing 
countries such as Sri Lanka where the poverty alleviation still requires SCLs even 
for the success of anticipated new technology in the near future.

Although gaps between grass-root, non-profit and for-profit organisations have 
been explored in subjects such as microfinance (Augustine, 2012) and interdependence 
of non-profit and for-profit business models within technology-driven sustainable 
community development (Arora and Kazmi, 2012), for the first time, this case study 
explored how CSR conceptualisation by leaders within different telecentre models 
impacts sustainability, at both micro and macro levels of the Nenasala telecentre 
initiative in Sri Lanka. It is envisaged that further field research could contribute to 
the operationalisation of telecentres and to identify issues not previously identified 
in the CSR literature primarily related to subsidised, micro-financed grass-root 
level organisations. The finding revealed how leadership was crucial for Nenasala 
telecentre success. A new hybrid breed of socio-cultural leaders (SCL) prevalent in 
Sri Lankan not-for-profit Nenasala telecentres, successfully utilised SCL within CSR 
synergies to gain sustainability and a competitive advantage against their commercial 
telecentre competitors. The findings also complement the sustainability debate and 
critical themes, such as the leadership of telecentres within the different models used.
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NENASALAS IN 2020

Since the inception of the project, comprehensive monitoring and evaluation (M&E) 
approach has been envisaged for measuring performance, learning lessons, and 
making required corrective actions. Regular follow up collection of data at the 
Nenasala centre level has been promoted. However, as Nenasala logbooks have not 
been adequately maintained by the centre operators the day to day administrative 
and usage data which would be useful to measure sustainability was not available. 
Several periodic and independent evaluation surveys have been conducted by 
ICTA’s central M&E unit using random field visits to improve transparency. Even 
with limited data, ICTA has uncovered sustainability problems with the program. 
As a result, ICTA has decided to strengthen the operations of Nenasalas through 
capacity, skills and entrepreneurship development training for Nenasala operators 
along with additional training on mobile application development. Mobile application 
development is a fast-growing industry. It is expected that such training would help 
Nenasala operators to explore new business opportunities. The training initiative 
has trained three hundred and forty Nenasala operators by the beginning of 2018 
to ensure better management of Nenasala centres and to ensure that the Nenasalas 
are financially sustainable

The initial objective of the Nenasala in the 2004/5 era was to bridge the digital 
divide prevalent in Sri Lanka, especially among the rural society. After the separatist 
war ended in 2009, this objective widened to facilitate access to ICT to communities 
in the former conflict regions. It’s goal was to improve the wellbeing of communities 
with the use of digital technologies. ICTA has established 1005 Nenasalas by now 
(ICTA, 2019). According to an ICTA survey, approximately 55% of the Nenasalas 
are currently operational and continue to provide IT training and ICT services to 
their community (ICTA, 2019). The same survey identified that Nenasala is still a 
vital service provider to rural communities. Furthermore, due to the use of mobiles 
and other digital devices, the e-services offered by the private and public sector 
organisations have increased. There is significant adoption of these mobile digital 
technologies and services by the rural poor. Nenasalas in such localities have been 
facing challenges to achieve financially viable, demand-driven operations. The digital 
technology consumption in both rural and urban Sri Lankan communities has led 
to the business models of Nenasala to transform. As a result, ICTA has decided to 
revamp Nenasalas.

With the rise of digital technologies transforming the way of life of it’s citizens, 
and GoSL’s vision of a knowledge-based society through a digitised economy, ICTA 
is launching Nenasala 2.0 and Centre for Digital Life (CfDL) in 2020. ICTA has 
invited applications for franchises opportunities throughout the island for Nenasala 
2.0. Current Nenasala operators can apply for franchise opportunities and will be 
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given a higher priority within the revamped initiative. Apart from the traditional 
benefits franchisees get such as the right to use the ‘Nenasala’ brand and partnership 
in multinational and local conglomerates within the ICTA national program; they 
have been given the opportunity to be the intermediary to provide digital benefits 
to the society and engage in government digital transformation initiatives.

The Enhanced Nenasala (2.0) concept will still provide services to the poor 
either subsidised or free through external organisations such as NGOs and the 
Government. It is hoped that Nenasala (2.0) will retain local knowledge, support 
localised industry and be the grass-root level digital intermediary which act as a 
bridge for the dissemination of digital services and opportunities to the public from 
participating partner organisations nationally and internationally. The objective of the 
initiative remains the establishment of a minimum of 1000 enhance Nenasala’s across 
Sri Lanka and to increase digital adoption among all segments of the society. These 
Nenasalas are to be staffed by a minimum of two staff members certified on ICT.

ICTA has proposed a fully franchised model with three types of Nenasala models 
across the country. The first model is called Enhanced Nenasala. The existing 400 
Nenasala owners are eligible to apply for this concept. The second model is Rural 
Entrepreneurs Nenasalas. It is expected that 600 rural entrepreneurs will have the 
opportunity to participate in this model. As the third model, ICTA has advocated 
Corporate Franchised Nenasala. ICTA believes that corporate Partners would take 
up this opportunity to set up 1000 new Nenasalas. ICTA still intends to be the focal 
point of assisting central coordination and control via a Centre for Digital Life 
(CfDL). CfDL will be in Colombo and will be staffed by five employees initially and 
fifty Nenasala district coordinators. CfDL plan to operate a Help desk for technical 
support six-day per week with a minimum of eight hours per day availability to 
assist in conducting demos of various government services to Nenasala operators. 
It is hoped CfDL will increase the digital literacy of Nenasala staff, disseminate 
knowledge, and monitoring and evaluation the competency of staff to customise 
future projects initiatives. CfDL will also be a digital intermediary between public 
and private to distribute their digital services and goods.

ICTA also plans to strengthen the monitoring and evaluation for more robust 
periodic evaluation studies to measure the achievement of expected outcomes. Closely 
monitoring ongoing activities would provide the opportunity for corrective measures 
to overcome the issues faced by the Nenasalas. The monitoring and evaluation would 
feed in the Sustainability Plan of the new business models. The enhanced Nenasala 
concept is to be self-sustaining and would be able to operate independently. The 
operational costs are to be covered by generated income. ICTA team aims to monitor 
each Nenasala to guide them to achieve the best outcomes possible.
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CRITICS, LESSONS, FUTURE DIRECTIONS IN 
THE FOURTH INDUSTRIAL REVOLUTION

Detractors of telecentres argue that although it was a valid concept in the early 
ICT4D efforts in the 1990s, increased affordability of digital equipment and 
disruptive technologies, growth of complementary digital services and increased 
necessities such as electricity in rural communities have superseded telecentres. 
However, they do not dispute the impact of early telecentre projects such as the 
Sarvodaya Village Information Centre initiatives had in Sri Lanka in introducing 
rural villagers to computers and technology for the first time. They also acknowledge 
that the early gains thus far through telecentres allowed governments, NGOs, and 
other organisations such as the World Bank and the United Nation’s development 
organisations to provide vital services to improve agriculture, health, and social 
services to rural communities in Sri Lanka.

Nonetheless, history has shown numerous ICT4D ideas that looked good on paper 
at a macro level have been unworkable on the ground, like in the case of numerous 
telecentre models and rural ‘Micro-Telco’ initiatives. Furthermore, most telecentre 
projects in the world have been ill-thought-out and executed with flawed unsustainable 
economic models. Considerations of sustainability by ICT4D implementers in the 
past have been limited to the initial set up and the duration of the funding provided 
by donors. Today, donors are much more focused on economic viability, ROI, and the 
ability of locals to maintain telecentre operations in the long term while delivering 
a clear social benefit promised. The past short-term focus has proven to be not well 
suited for ICT4D initiatives such as telecentres that required continued operational, 
technical and funding support at the grass-root level.

Yet, a digital technical paradigm shift is recognisable with the take-up of mobile 
technologies in developing countries such as Sri Lanka, which require a clear 
rethink of ICT4D approach. While rural ICT4D fixed-line initiatives struggled to 
endure, mobile phone take-up has emerged as a success story, particularly in the 
Asian continent. Many rural locations without fixed telecom infrastructure in Sri 
Lanka now have mobile phone coverage as a result of market deregulation since the 
1990s, policy changes, introduction of new technologies and incremental network 
coverage expansions. It is also clear that mobile technologies are competitive and 
cheap as seen with Sri Lankan market experience. It is acknowledged that the cost 
of ICT equipment, in general, is falling to a level that many rural families could 
afford mobile smartphones and tablets that could be connected to the internet via 
mobile data connections.

The country’s mobile penetration level has been higher than the world and 
regional averages. In 2018, Sri Lanka saw growth with mobile penetration at 115 
subscriptions per 100 people. While it is not an indication of market saturation, 
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this is a slight drop from previous figures. Within a highly proactive regulatory 
regime and a competitive mobile market with five leading operators, Sri Lanka 
is listed as the least expensive countries for mobile-cellular services in the region 
(ITU, 2016) and is ranked 35th globally in the 2016 mobile-cellular price basket, 
which measures the affordability of services (ITU, 2017). Despite Sri Lanka having 
a dynamic broadband market, with different fixed solution providers, Sri Lanka’s 
fixed internet and broadband penetration remains low and is below the regional and 
developing country averages with fixed broadband subscriptions at 7.21 per 100 
people (ITU, 2018). The fixed telephone subscription rate declined and was at 12 per 
100 people (ITU, 2018). This could be attributed to higher take-up of mobile devices 
and fixed internet and broadband enabling means of communication such as Voice 
over Internet Protocol (VoIP) and Instant Messaging (IM). Sri Lankan regulatory 
bodies and ICTA has allowed for natural market growth of mobile technology due 
to the greater competition and cost advantages the market offered. The government 
has also focused on the provision of various e-government applications compatible 
with mobile devices to further drive demand within disadvantaged and to assist 
higher rural take-up rates.

Although current ICT4D rhetoric suggests that there is no need for fixed-line ICT4D 
initiatives in remote areas and thus donors should focus on mobile solutions for their 
future ventures, this rhetoric and criticisms seem rather simplistic and premature. 
Commercial enterprises such as mobile phone companies are inclined to serve the 
higher population areas in cities to gain a more extensive revenue base. They would 
also be reluctant to engage in non-mainstream interests with greater capital cost and 
to provide tailor-made solutions to the rural poor as seen by current examples of 
the developed countries. Therefore, it opens a multitude of opportunities in ICT4D 
initiatives, particularly in smaller rural markets, which require bottom-up ICT4D 
initiatives to effectively serve niche rural poor markets as opposed to the top-down 
generic mobile phone solutions. Moreover, the failures faced by telecentre ICT4D 
projects mainly occurred not due to technical failures or technology changes. The 
longevity of such projects has been affected due to poor design, implementation, 
lack of leadership and short-term focus.

Conversely, leadership is crucial for these ICT4D initiatives. Having a team 
of inspirational leaders who contributed at various levels, who were driven by 
measurable results and could motivate others, has been lacking in grass root and 
program level of ICT4D efforts in Sri Lanka and broader South Asian countries. 
Furthermore, nurturing potential leaders to achieve alternative visions within the 
emerging disruptive digital technologies has not been a priority for most developing 
nations that have been dependent on top-down initiatives of donors. Yet, as the 
world transforms to knowledge economies in the fourth industrial revolution, there 
is an urgency for a new dynamic leadership model to drive national policymaking 
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and strategy, similar to the drive visible at social and economic development at the 
grass-root level. Although there have been a clear advancement of digital technology 
and accompanying complementary infrastructure required for ICT4D in developing 
countries such as Sri Lanka, it is argued that lives of disadvantaged rural people in 
the least developed areas of the country are better served with grass-root leadership 
initiatives that have central coordination and governance through a responsible national 
authority. Without such leadership, the fate of any mobile ICT4D development 
initiative currently focused by the ICT4D fraternity may not be favourable.

CONCLUSION

The fourth industrial revolution is characterised by disruptive and innovative 
technologies and a new era of synergetic effects between technologies across industries 
that have remained siloed in the past. Those developments affect all disciplines, 
economies, industries and governments and may even challenge the notion of what 
it means to be human. It is the researchers’ view that developed counties and urban 
populations will be more impacted and benefit by these disruptions as opposed to 
the developing countries and rural populace. Yet, the researchers’ do subscribe to 
the belief that these changes will eventually impact the future generation’s digital 
direction even in rural areas. The question then becomes, how to harness those 
changes to shape a better future? A future, in which technology empowers people 
rather than replaces or displaces them; progress and serving society rather than 
disrupting it; and in which, disruptive technologies are managed within societal 
moral and ethical boundaries to benefit all parts of society.

Eliminating the inequality between technological “have” and “have not” which 
is generally based on demographics and geographic differences is the essence of 
ICT4D. One of the most prevalent approaches of ICT4D in the developing world are 
Telecentres. Telecentres are designed with the purpose of lifting the living standard 
of the rural population with information and opportunities to integrate them with 
the development drives and services available to urban populations. Telecentres 
have been set up by multipurpose community organisations. ICT access provided 
by telecentres disseminates information, accommodate e-transactions, promote 
e‐government services while providing basic IT functions to the larger population 
it serves. These telecentres are subsidised and guided by parent organisations. 
Corporate Social Responsibility (CSR) synergies these Telecentres encompass bring 
benefits greater than the sum of its parts. Academics have used Corporate Social 
Responsibility (CSR) Responsiveness (CSR2) and Performance (CSP) to express the 
notion of social responsibility of organisations that operate telecentres, transcending 
the economic, legal, ethical, and discretionary expectations of the society. With the 
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fourth industrial revolution, the goal posts have shifted on ICT4D organisations and 
CSR synergies they champion.

The researchers of this study explored how CSR conceptualisation by leaders 
within different telecentre models impacts sustainability, at both micro and macro 
levels of the Nenasala telecentre initiative in Sri Lanka. Sri Lanka’s ICT4D journey 
e-Sri Lanka, and the Nenasala initiative provide some clues as to how ICT4D can 
manage these disruptive technologies for the benefit of the larger society. As per the 
Sri Lankan Nenasala experience, leadership which is bounded by social and cultural 
norms of the country is seen as an excellent way to developing new frameworks for 
the future benefit of all, especially the disadvantaged. The leadership uncovered in 
Nenasala telecentre initiative in Sri Lanka was themed as Socio-Cultural Leadership 
(SCL). Fundamentally, SCLs are leaders that ensure the disadvantaged groups 
gain the advantages typically limited to mid-high classes. In the context of ICT4D, 
CSR and SCL are supportive of bridging the digital divide for social reform and 
alleviating poverty, particularly in rural areas. Overall, all SCLs who championed 
Nenasalas have been driven by and were in tune with socio-cultural aspects of Sri 
Lanka, which were intertwined with CSR synergies focused on development that 
benefited the disadvantaged. The study uncovered how CSR was conceptualised 
mainly depended on the prevalent perceptions of SCLs of Nenasalas and ICTA 
officials. The researchers of this study explored how CSR conceptualisation by 
leaders within different telecentre models impacts sustainability, at both micro and 
macro levels of the Nenasala telecentre initiative in Sri Lanka.

The analysis of archival material indicated differences in models in Nenasala 
operationalisation. Therefore, the CSR manifestation within operationalisation 
through leaders of different Nenasala models, which may result in disparate impacts 
on sustainability, is a significant issue that required scrutiny. Sri Lanka Nenasala 
models have taken four paths. In all four models; CSR, CSP has made significant 
contributions to the objective of Sri Lankan Nenasalas to achieve the best outcomes 
for the community. Sri Lanka as a developing country has indicated that not-for-profit, 
community-based Nenasalas seem to be more significant contributors to society 
and culture. Out of the not-for-profit community-based models, cultural and social 
aspects seem to be best aligned with SCLs of Sri Lankan religious institution based 
Nenasala telecentres. The religious leaders have held prominent venerated positions 
in society and have been capable, independent and competent leaders who had large 
followings. Nenasalas directed by community leaders and NGOs also have made an 
impact on the rural population they served, due to the underlining CSR synergies 
they pursued within their Nenasala models. Nonetheless, the SCLs associated with 
local entrepreneurs who operated a business model with a high sense of CSR seems 
to be more conducive for commercial viability and hence sustainability of Nenasalas 
in the western sense. Nenasalas of all those four models have been successful 
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in achieving the CSR goals that benefit the disadvantaged, especially if capable 
leaders led them in tune with socio-cultural aspects intertwined within the models. 
It is also noted that the leadership, determination and entrepreneurial thinking of 
the leader at the grassroots level has been the key to success at that level. Although 
these CSR goals may reduce in future with the changes introduced by the fourth 
industrial revolution and the technological innovations, it is the researchers’ view 
that CSR goals will remain, and gradually adapt in response to changes as per the 
past observation in ICT4D projects in Sri Lanka.

The SCL at the overarching parent program seems to be most prominent and 
valuable towards sustaining the longevity of the initiatives such as Nenasalas and 
e-Sri Lanka programs through strategic direction within digital disruption. The 
SCL provided by ICTA officials, and relevant ministers as the patrons of the ICT4D 
initiatives has been the key for stability and continuity of the overall vision. Although 
Nenasala SCLs have been prominent at the grassroots level due to the benefits they 
provided the local rural underprivileged communities, without the unifying direction, 
overall strategy, and policy from the overarching body such as ICTA, the success of 
the program would have been significantly stifled. The researchers believe that the 
SCL importance will shift more towards the governing bodies from the grass-root 
level leadership within Nenasala 2.0 initiative in 2020, as it would be difficult for 
a grassroots leader to comprehend the change of the fourth industrial revolution.

Therefore, observations in Sri Lanka is significant as these SCLs, particularly on 
the not-for-profit community-based models seem to be mutating to a semi for-profit 
business model with significant CSR synergies that benefit the local communities 
as seen in the developed western countries. What was observed in Sri Lanka could 
be the commercialisation needed for more viable and sustainable business models. 
It is the researchers’ view that with the Fourth Industrial Revolution, such micro-
level changes will shift to a macro level while keeping the focus on benefiting the 
disadvantage. Furthermore, the change of dominant technology and introduction 
of disruptive innovations within the Fourth Industrial Revolution does not change 
this necessity to have SCLs at both micro, and macro levels at grass root initiatives 
in developing countries such as Sri Lanka, as the new technology also requires the 
same guidance and care to defuse threats to the rural populations through SCL, as 
they did with current prevalent technology. In the researchers’ view that the lag in 
the introduction of disruptive digital technologies to rural populations in developing 
counties such as Sri Lanka, will maintain the current digital divide in the foreseeable 
future necessitating the need for ICT4D initiatives such as Nenasala 2.0.

However, the proposed Nenasala 2.0 model is similar to what was implemented by 
ICTA previously. As ICTA survey notes that approximately 55% of the Nenasalas are 
currently nonoperative, the researchers suggest that lessons which were evident from 
the past need to be revisited. Although political, social and economic instability that 
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plagued Sri Lanka from 2015 to end of 2019 may have contributed to the reversal of 
gains of Nenasala program and the wider ICTA driven ICT4D initiatives. Nenasala 
2.0 needs to incorporate solutions to those fundamental issues if it is to bring 
forth better results. The researchers suggest returning to the basics and identifying 
organisation strengths, weaknesses, opportunities, and threats related to the project 
within planning. It is the researchers’ observation that leadership is the key to the 
success of the projects, along with continuous measurements and evaluation, followed 
by funding. Independent funding sources such as crowdfunding, allow the SCL to 
fund initiatives on their merits at the grassroots level, with the help of the worldwide 
philanthropic population, in keeping with the true sense of social responsibility.

The researchers of this study explored how CSR conceptualisation by leaders 
within different telecentre models impacts sustainability, at both micro and macro 
levels of the Nenasala telecentre initiative in Sri Lanka. For the first time, this case 
study examined the Sri Lankan telecentre models within the CSR synergies they 
encompass and their conceptualisation by leaders. It is envisaged that further field 
research could contribute to the operationalisation of telecentres and to identify 
issues not previously identified in the CSR literature primarily related to subsidised, 
micro-financed grass-root level organisations. The findings also complement the 
sustainability debate and critical themes, such as the leadership of telecentres within 
the different models used. Further research would also attempt to provide an in-depth 
understanding of CSR conceptualisation by leaders, the best leadership practices of 
the existing grassroots not-for-profit and for-profit outlets, as well as enablers and 
hindrances of CSR synergies on sustainability and leadership. Yet a unique hybrid 
model of SCLs has emerged in Sri Lankan Nenasalas which could be applied to 
other developing countries in the South Asian region as many have similar social, 
cultural and religious bounds as the underline unifier for overall programs.

The study addresses the knowledge gap identified as to whether SCLs in different 
telecentre models in ICT4D affects organisational sustainability. It also provides a 
unique Asian perspective to be shared with the international community, academia, 
and regional players. The authors hope to shed more light on the subject with the 
finalisation of further field research.
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KEY TERMS AND DEFINITIONS

ADA: Austrian Development Agency/
CIDA: Canadian International Development Agency.
CSP: Corporate social performance.
CSR: Corporate social responsibility.
CSR2: Corporate social responsiveness.
GoSL: Government of Sri Lanka.
ICT: Information communications technology.
ICT4D: Information and communication technologies for development.
ICTA: Information Communication Technology Agency of Sri Lanka.
INGO: International non-governmental organizations.
IT: Information technology.
JIT: Just in time.
NGO: Non-governmental organisations.
PPP: Public-private partnership.
SCL: Socio-cultural leaders.
SIDA: Swedish International Development Cooperation Agency.
USAID: United States Agency for International Development.
VAS: Value-added service.
VGK: Vishwa Ghana Kendra.
VIC: Village information centres.
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ABSTRACT

This exploratory study aims at understanding the social aspects of the Fourth Industrial 
Revolution by suggesting how the interface involving technological innovation and 
social innovation can resolve societal and socioeconomic problems with stress on 
sustainable development. The authors view social innovation and social enterprise 
as new amalgam for solving social problems in the era of the Fourth Industrial 
Revolution. By applying theoretical analysis of the existing literature about the 
correlation between the Fourth Industrial Revolution and social innovation and 
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INTRODUCTION

Alvin Toffler in 1979 presented the notion of a new information age. We are 
witnessing a vast range of ever-advancing technologies that are driving disruptive 
innovations that will continue to change and redefine our world. It’s a time of 
enormous promise, but also of new challenges. Digital technologies literally have 
become both tools and weapons. They take us back to Albert Einstein’s words in 
1932, reminding people of the benefits created by the machine age but calling on 
humanity to ensure that its organizing power keeps pace with its technical advances 
(Smith and Browne, 2019).It was underlined by several innovative ideas such as 
the ending of mass manufacturing and mass utilization, customized goods and 
services, demassification of media, devolution, and hyper-flexible jobs. Information 
technology and communication (ITC) tools currently exemplify that imagery. 
Anticipation of continuing advancement, financial development, skill improvement 
and expertise as massive leveler are repeatedly associated with innovative ITCs. 
The five transformational functionalities associated with ITC era are: “aggregation, 
dissemination, customization, collaboration, and vocalization, have fundamentally 
changed the way many sectors carry out their businesses” (Hecht 2008). These 
new technologies will impact all disciplines, economies, and industries and even 
challenge our ideas about what it means to be human (Bawany 2018a).

Today, many individuals and organizations across the globe are exploiting this 
change to disrupt every industry. Uber, Alibaba, Airbnb, Netflix, and Tesla are just 
a few famous examples of companies that have transformed lifestyles, including the 
way people travel, shop, and stay, and there are many more. “The unprecedented 
pace of technological progress has allowed us to upgrade and modernize much of 
our infrastructure and solve many long-standing logistical problems. For example, 
Babylon Health’s AI-driven Smartphone app is helping assess and prioritize 1.2 
million patients in North London, electronic transfers allow us to instantly send money 
nearly anywhere in the world, and, over the last 20 years, GPS has revolutionized how 
we navigate, how we track and ship goods, and how we regulate traffic”(Creighton, 
2018). ‘The root cause of these transformative trends that are driving this current 
wave of disruption include technological growth, globalization, and demographic 
changes. We need to understand how the interaction between these forces has defined 

social enterprise, they aim to describe the opportunities, forms, and the challenges 
unfolding in this new age. UK and China case studies will provide the empirical 
evidences that could support social innovators and social enterprises understand 
the implications in fields of application of the Fourth Industrial Revolution plus the 
interplay between them.
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the present and will continue to shape the future by their impact on businesses, 
economies, industries, societies, and individual lives’ (Bawany 2018b).

Technology, innovation and social change make the easy supposition of forward 
linkages among these keywords. They are considered to be the triple helix of modern 
post-industrial society. Quite often technology is identified for implementation 
in recessive areas and then introduced using innovative adaptations to stimulate 
social change. However, these direct linkages can at times be inconsistent. “There 
is evidence to suggest that technology is playing an important role in economic 
development; however, this exponential increase comes with its own set of complexity 
that must be steered. Technology today is having an immensely uneven economic 
impact, creating huge advances and wealth for some while leaving others behind as 
it displaces jobs and fails to reach communities that lack broadband connectivity” 
(Smith and Browne, 2019).

The crucial concern expressed, is that it is not easy to forecast how various 
technologies will progress. Across many industries, a rising tide of volatility, 
uncertainty, and business complexity is roiling markets and changing the nature of 
competition (Doheny, Nagali, and Weig 2012).All this instills fears of disruption, 
oppressive power and intrusive power, rupture, joblessness and indistinctness 
(Garibaldo 2016; Clastells 2000; Holtgrewe 2014; Fuchs 2010, 2012) As LaPiere 
(1965) pointed out several years ago, the relationship between innovation and social 
change is much more convoluted than what we sanguinely imagine: “No innovation 
is ever more than the cornerstone upon which, given proper social acceptance, a new 
element of social life may be erected. Seen thus, it is obvious that a social element 
does not immediately and automatically results from an innovation, and that the 
distinction between the one and the other is multidimensional. The innovation is 
new, the social element established; the innovation is accepted only by its innovator, 
the social element by the society at large; the innovation is an idea in the mind of 
the innovator manifest, perhaps, in some material tool or device, while the social 
element is a functioning part of the social system, incorporated in the culture and 
embodied in the personalities, practices, or equipment of the members of the society” 
(La Piere, 1965:12).

So we ought not to presuppose uncritically that the dissemination, adoption, 
and implementation of innovation is predictably advantageous for the society. The 
attractiveness of innovating per se needs to be separated from its effects. This concern 
has more bearing for social technologies rather than material technology (Tornatzky 
et al 1980, p. 5). Currently the ‘Fourth Industrial Revolution’ refers to the rapid 
inchoate transformations resulting from the application of a new wave of technological 
innovations. Illustrations of the impact of Industry 4.0 are extraordinarily analogous 
to post-Fordismism, knowledge economy and the ‘‘New economy’’ or ‘‘Internet 
economy’’, which led to the establishment of widely spread manufacturing networks 
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which in turn heralded a defining moment in industrial production, particularly in 
regard to: the balance of power between large and small companies; the blurring of 
boundaries between industry and services and between production and consumption; 
the growth in autonomy and creativity of work performances and indecision-making 
capacity by workers (Kelly1998; Florida; 2012).

Digitalization is altering not just the industrial production methods and processes, 
but also scaled in the virtual participation in politics and society, and is structured 
by social media platforms like twitter and face book and this has further modified 
the role of states and governments. It has altered how various state services such 
as health and education are delivered. Studies on the 4.0 focus on the perils of 
digitalisation for the workers and forecast an “end of work” (BMAS 2015), other 
researchers emphasize the prospects that digitalization presents for social innovation 
(Buhr 2015; 2016).Artificial intelligence (AI) research has explored a variety of 
problems and approaches since its inception, but for the last 20 years or so has been 
focused on the problems surrounding the construction of intelligent agents – systems 
that perceive and act in some environment. In this context, “intelligence” is related 
to statistical and economic notions of rationality – colloquially, the ability to make 
good decisions, plans, or inferences.

The formation of shared theoretical frameworks, combined with the availability of 
data and processing power, has yielded remarkable successes in various component 
tasks such as speech recognition; image classification; autonomous vehicles; 
machine translation; legged locomotion, and question-answering systems. There is 
now a broad consensus that AI research is progressing steadily, and that its impact 
on society is likely to increase. Because of the great potential of AI, it is important 
to research how to reap its benefits while avoiding potential pitfalls but also on 
maximizing the societal benefit of AI (Russell, Dewey, Tegmark, 2015) So we are 
already witnessing an increase automation changing all areas of the market, culture 
and political affairs.

Both the risks and the opportunities are vast and Fourth Industrial Revolution (IR 
4.0) offers boundless possibilities. “The potential benefits are huge, since everything 
that civilization has to offer is a product of human intelligence; we cannot predict 
what we might achieve when this intelligence is magnified by the tools AI may 
provide, but the eradication of disease and poverty are not unfathomable. Because 
of the great potential of AI, it is important to research how to reap its benefits while 
avoiding potential pitfalls.” Professor Klaus Schwab, Founder of the World Economic 
Forum, believes this phase will be built around “cyber-physical systems” with the 
blurring of the physical, digital and biological. As we embrace this machine age, 
we are confronted by new ethical challenges, calling for new laws. In some cases, 
the entire moral code may need to be rebooted. Such is the nature of technological 
breakthroughs. We believe that humanity will soon be on the cusp of re-thinking 
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morals – an Ethics 2.0. (Dalmia and Sharma, 13 Feb 2017). Such opportunities can 
be harnessed by means of targeted coordination and change-management if Industry 
4.0 also becomes Welfare 4.0. There is currently no in-depth research available into 
the consequences of digitalisation in and for contemporary welfare states and their 
adjustment towards Welfare 4.0.

New approaches are needed to tackle major social issues, “most especially in the 
presence of the systematic retreat of the governments from the provision of public 
goods in the face of new political ideologies that stress citizens’ self-sufficiency 
and give primacy to market-driven models of welfare” (Nichols, 2006: 1). Social 
entrepreneurship and social innovation are part of the solution, as they both explicitly 
aim to provide innovative solutions to unsolved social problems, putting social 
value creation at the heart of their mission in order to improve individuals’ and 
communities’ lives and increase their well-being.

The Authors’ Research Approach

The authors of this chapter come from different subject disciplines and therefore it is 
written with an interdisciplinarity approach. The authors’ subject areas are business, 
economics, and social/political sciences. In writing this chapter, the authors have 
applied a qualitative theorizing approach. Hence, this chapter has used a number 
of academic sources, including academic literature and documentary data sources 
(e.g. policy reports and social media sources).

In this chapter the authors examine how the fourth industrial revolution is 
taking shape after the global financial crisis of 2008. The first section summarizes 
the contemporary debates in connection with technology and social innovation. 
Following on from this discussion, the next sections apply geographical case studies 
of the United Kingdom and China to show the transformation of a fourth industrial 
revolution in terms of social innovators and social enterprise.

Connecting Technology and Social Innovation: New Blueprint

Technology is largely identified with the hardware of production or technical artifacts. 
‘Innovation’ refers to implementation of a new or significantly improved product 
(good or service), or process, a new marketing method, or a new organizational 
method in business practices, workplace organization or external relations (OECD 
2005). Social innovation stands in contrast to technological innovation, and some 
researchers such as Howaldt and Schwarz (2010, p. 15) foresee a paradigm shift 
from a technology-oriented innovation paradigm that has been historically influenced 
by the industrial society, to a new social innovation paradigm that is shaped by the 
growing service sector. Technology has indeed contributed to social change with the 
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industrial revolution, the green revolution, the computer age, the digital revolution 
and now the Internet innovatively creating disruptive technologies irreversibly 
impacting the way people do things in developed or urban areas. Consequently, 
creating a different way of life for those who can afford and use it.

Social innovation is ‘à la mode’. It is a broad term for a systemic change in 
institutions, social relations and the market. It is a concept of new social capability 
(Moulaert et al., 2013) and is an approach to find new solutions to social problems 
(Murray et al., 2010). Zapf (1991:89) defines social innovations as ‘new ways of 
doing things, especially new organizational devices, new regulations, new living 
arrangements, that change the direction of social change, attain goals better than older 
practices, become institutionalized and prove to be worth imitating. Caulier-Grice 
et al. (2012:18) define social innovation as follows: “Social innovations are new 
solutions (products, services, models, markets, processes etc.)that simultaneously 
meet a social need (more effectively than existing solutions) and lead to new or 
improved capabilities and relationships and better use of assets and resources. In 
other words, social innovations are both good for society and enhance society’s 
capacity to act”. Social innovation, or at least innovation to provide answers to 
social needs, seems to be at the heart of the fast developing literature around social 
enterprise concepts. “Social Innovation occurs because socially innovative actions, 
strategies, practices and processes arise whenever problems of poverty, exclusion, 
segregation and deprivation or opportunities for improving living conditions cannot 
find satisfactory solutions in the ‘institutionalized field’ of public or private action” 
(Moulaert et al. 2013a: 2). ‘They are initiatives (usually promoted through a bottom-up 
process) that propose grass-root solutions that rupture pre-existing socio-economic 
structures and that promote the involvement of the beneficiaries in the processes’ 
(von Jacobi et al. 2017; Ziegler et al. 2017).

Social Innovation is clearly social in form and content and represents a serious 
challenge, at least ideationally and normatively, to the complementary logics of 
market and state. It revalorizes, in particular, the idea of social networks and moral 
communities, of reciprocity and solidarity, of negotiated consent and unconditional 
commitment. Therefore, we could say that the recent developments in the social 
economy have taken on board several of the ‘other’ dimensions of social innovation 
such as the innovation in social relations in societal and community spheres, human 
development targets, socio-political empowerment, etc.

Accordingly, social innovation can also be viewed as a general, shared 
‘consciousness’ about the nature of problems that modern societies face and the 
ways that they should be confronted. It is from this perspective a real challenge to the 
reading of innovation in technological and an organizational term only is presented. 
The growing importance of the idea reflects wide and profound dissatisfaction with 
recent directions and outcomes of ‘innovation’ in technology, markets, policy and 
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governance systems, and particularly a sense – to remain polite – that the benefits of 
such innovations are not being distributed as generally or as equitably as they should 
(Jessop et al., 2013: 199). It has a key role in: the Millennium Agenda; in Barack 
Obama’s Office of Social Innovation and Civic Participation; in the EC’s Innovation 
Union Programme (BEPA 2010); in OECD policy advice on the role of social 
entrepreneurship in combating social exclusion and socioeconomic restructuring 
(Noya 2009; OECD 2010). Furthermore in the strategies of organizations and 
foundations such as Ashoka Innovators for the Public, the Skoll Foundation, and the 
Schwab Foundation for Social Entrepreneurship with a global outreach promoting 
market driven social innovation (Elkington and Hartigan 2008; Reich 2011). 
Globalization combined with technology, social media and constant information 
has disrupted people’s lives in both physical and existential ways. Increasing market 
integration, changing demographics, and shrinking public budgets have fuelled a 
pervasive redefinition of the state’s role in providing for the social welfare of citizens. 
Social innovation is relevant for labour market, start-ups, co working, knowledge 
production systems (crowd sourcing, open source, creative commons), organizational 
innovation (hybrid organizations, platform cooperativism, social enterprises, social 
housing). In each of these fields social innovation is identified as a route to solve 
problems and conflicts (Busacca, 2017).

As emphasised by Howaldt and Schwarz (2010: 5) “problems have in part changed 
radically and intensified in conjunction with the drastic acceleration of change in 
the economy, society and culture, and awareness has clearly grown regarding the 
limited potential that technological innovations and established management and 
problem-solving routines have to resolve issues”. To overcome these problems or 
challenges and to understand the parallel rise of new kinds of social movements, 
social innovation and social entrepreneurship have been seen as having an important 
role in driving social change. This becomes more evident when social innovation 
has a strong technological component. In the shift from industrial capitalism to 
cognitive or conscious capitalism (Vercellone, 2007) the capital/labour ratio need 
to change radically.

Balancing IR 4.0 in China: The Threefold Impact

Since its incipient stages the data science and artificial intelligence (AI) for social 
good movement has created a very large portfolio of examples that show how 
partnerships between (a) technologists, and (b) non-profits, social enterprises, 
government agencies or other similar mission-driven organizations can facilitate the 
achievement of seventeen sustainable development goals (SDGs) (Chui et al., 2018). 
Thus, utterly technology transformation driven for innovative business seems to be 
insufficient. Innovation, in its broadest sense, and social innovation in particular, 
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can recalibrate AI innovate technologies to augment efficiency, which can then be 
employed to advance welfare and societal needs of the world population.

The ongoing Industrial Revolution 4.0 in People’s Republic of China (hereafter 
referred to as China) has been built on the framework political concept of Socialism 
with the Chinese characteristics for the new era, which is the foundational stone 
of the two geo-economics initiatives – the Belt and Road (B&RI) and the Greater 
Bay Area (GBA).Xi Jinping thought on Socialism with Chinese Characteristics for 
a New Era, has been added to the Communist Party of China’s (CPC) Constitution 
during the 19th Congress. The political rational is to advance an economic system 
capable of generating wealth, redistribute and preserve the ability of China to serve 
the future generations. This political rational, is using the IR 4.0 as one of the 
instruments to achieve higher quality production, efficient use of resources, equitable 
and sustainable economic and social development. The current modernization of 
China, uses the IR 4.0 as a landmark to improve governance capacity and to pursue 
reform in a more systematic, holistic and coordinated way. Based on this concept, it 
appears that IR 4.0 impact on China is threefold: (1) Intelligent manufacturing; (2) 
Economic internal and external integration; (3) Social-economic concerns.

• Intelligent Manufacturing: The European Union Chamber of Commerce 
in China (2020) asserted that “Made in China 2025” is an initiative to 
comprehensively upgrade Chinese industry… and the heart of the “Industry 
4.0” idea is intelligent manufacturing, i.e., applying the tools of information 
technology to production and to all the chain of value creation. China 
is committed to change from the massive factory of the world to home of 
smart industrialization with global reach, which uses resources in a balanced 
manner and provides equitable internal profit redistribution. Digitalization 
facilitates economies of scale, the integration of the supply chain, in the 
domestic and external contexts. Digitalization as an innovation modality, is 
triggering new dimensions of production-client relationship, helps to control 
waste and inefficiencies, curb production costs, face market competitiveness, 
deal with customer fluctuations and facilitates the new market-personalization 
e-demands. Digitalization and robotization of manufacturing will deliver a 
significant contribution to the reduction of labor costs, and encourage the 
transfer of labor needs to another level of technological education. The IR 4.0 
opened new opportunities on collaborative research (human and machines), 
which also brought unprecedented educational challenges. According to 
Statista (Thomala,2020), China is home to the largest online community in 
the world. […] The Chinese internet population was around 840 million in 
2019 and would surge up to 975 million by 2023. By comparison, the internet 
user-base of the United States was around 285 million in 2019[…] According 
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to China Internet Network Information Center (CNNIC, 2019), as of June 
2019, the user size of online shopping was 639 million or 74.8% of China’s 
total netizen population, up 28.71 million over the end of 2018; the number 
of mobile shopping users had reached 622 million, up 29.89 million from the 
end of 2018, taking up 73.4% of mobile Internet users. The Chinese internet 
penetration rate is around 60 percent, indicating that two out of five citizens 
are still offline. These figures illustrate well the extraordinary potential of 
e-commerce, m-commerce and other internet based services, in the context 
of this concept of smart industry.

• Economic Internal and External Integration: IR 4.0 is influencing 
the solutions related to smart industry are based on regional functional 
arrangements such as the Greater Bay Area, the Special Administrative 
Regions, the establishment of the Special Economic Zones (including the 
different formats Namely - Open Coastal Economic Zones; China National 
Economic and Technological Development Zones; China National High-
Tech Industrial Development Zones; Border Economy Cooperation Districts; 
China Pilot Free Trade Zones), and the policy of partnerships. Technology 
is enabling a continuous urban migration, fostering a higher level of internal 
consumption, and therefore challenging the intercontinental and domestic 
value chains. Innovation and technology development is expected to inject 
new impetus into the economy, improve people’s quality of life and create 
quality jobs for young people. Big data appears to be the driving force of 
internal functional integration, with several projects moving forward. Among 
them, stands the Outline Development Plan for the Guangdong-Hong Kong-
Macao Greater Bay Area, which has advanced the establishment of a global 
data hub in the Great Bay Area. The challenge is the fact that the Greater Bay 
Area combines two unique features – It has to adhere to the principle ‘One 
Country Two Systems’ and at the same time to respect the three existing 
legal jurisdictions. The global data hub in the Great Bay Areais seen vital for 
the region to build data resources in order to integrate smart production into 
make digital economy. The Hong Kong government has invested over $100 
billion in I&T related projects in eight major areas, including: increasing 
resources for R&D; pooling together technology talent; providing investment 
funding; providing technological research infrastructure; reviewing existing 
legislations and regulations; opening up government data; enhancing 
procurement arrangements; and strengthening popular science education 
(The Guangdong-Hong Kong-Macao Greater Bay Area (Greater Bay Area), 
Hong Kong Government, 2020).

• Special Economic Zones and Special Administrative Regions play an 
important role in the China’s external market integration, as they are 
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advanced information and technology centers and clusters for innovation 
in all trade related areas. SEZs perform a similar role to that of a vehicle’s 
differential… to adapt their economic-legal systems to economic, trade 
and market circumstances (Leandro, 2019: 127)”, using information and 
technology as the main drivers. According to World Investment Report 2019 
on Special Economic Zones (ibid: 8) China had established 156 high-tech 
development zones (HTDZs) by the end of 2017. Starting in the late 1990s, 
HTDZs were established in major cities such as Beijing and Shanghai and in 
provincial capitals, building on the existing knowledge and industrial base. 
[…] Incentives offered include access to quality infrastructure, corporate 
income tax exemptions for the first two years, a preferential 15 per cent 
corporate income tax, exemptions from tariffs on high-tech equipment and 
special treatment for employees at the discretion of each zone […] In these 
zones, the ratio of research and development (R&D) expenditures to total 
production value was 6.5 per cent, three times the average in the national 
economy. Patents granted to enterprises in the zones account for 46 per cent 
of all business patents granted nationwide.

• Social and Economic Concerns: Digitalization, robotization, innovation and 
integrated global value chains in market digital economy are inducing and 
will create deeper social asymmetries. This fact is not compatible with the 
Socialism with the Chinese characteristics for the new era. As consequence, 
the Chinese leadership are taken robust and extraordinary political initiatives, 
to bring a human dimension to all the relations arising from the dynamics 
of production-consumption agents, especially in relations the medium and 
large size corporations with interests in the production and distribution areas. 
Therefore, People-to-people exchange (P2P), Corporate Social Responsibility 
(CSR), Social Entrepreneurship (SE), and Intellectual Property Rights (IPR) 
became important pillars of social and digital market sustainability.

The section 1 (cooperation mechanisms) of the 13th Five-year plan for economic 
and social development of the Peoples Republic of China (2016-2020) stressed 
the importance of P2P inside and outside China. P2P concept is understood as the 
efforts which will be made to promote exchanges and dialogues between different 
cultures to form the basis for the advancement of regional cooperation. […] P2PE 
aims at developing human social capital through the following ideas: (1) encouraging 
the establishment of human interaction at different levels; (2) fostering new and 
reciprocal relationships to promote wider dialogue mechanisms; and (3) promote 
mutual benefits. Thus, P2PE complements state-to-state cooperation (S2SC) and 
fosters corporations to corporations exchange (C2CE) […] (Leandro, 2019: 39-40).
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Since 2009 when Global Compact network China was formally launched and the 
Shanghai Stock Exchange launched the “Social Responsibility Index”, the perceptions 
on the importance of corporate social responsibility became at the center of the 
industry-market developments (Sharma, 2013). Furthermore, the increasing level of 
internationalization of the Chinese corporations, especially bearing in mind the B&RI 
engagement, increased the sense of social responsibility while raising ideological 
and ethical standards, prioritizing the social interest in cultural development, 
integrating social and economic interests, enhancing the capacity of international 
communications (Li et al, 2018:4) and looking at environmental sustainability in 
a responsible way. The recent technological developments encouraged by the IR 
4.0 called for a higher degree of social acceptance, leveraging advanced levels of 
positive domestic and international reputation. Chinese corporations are currently 
seen as vehicles to promote internal social peace and external soft power. The 19th 
CPC congress mentioned the fact that “The Chinese agenda” is more comprehensive, 
multilevel and multifaceted… Indeed, multifaceted refers to actors with different 
roles, including governments, society and enterprises… enterprises not only create 
economic value and material wealth for their country, but directly influence the image 
of the country through their conduct. Therefore, public diplomacy is an advanced 
form of corporate social responsibility, making enterprise a significant power to 
perform public diplomacy (Li et al, 2018: 14).

Another interesting aspect of the Chinese social concerns is the raising of social 
entrepreneurship (SE). According to the China Social Enterprise and Social Investment 
Landscape Report (2019: 2), “the concept of SE was first introduced to China in 
2006. Over 93% of the 371 SEs surveyed were established after 2006, out of which 
44% were set up only after 2014.This leads us to conclude that the “self-identified” 
Chinese SE are at an early stage in their life cycle”. In 2019, the China’s Ministry of 
Civil Affairs reported the existence of 800,000 social organisations registered, which 
represents a booming of grassroots nongovernmental organizations when compared 
with 1990. According to the China Social Enterprise Report (Lane, Andrea, 2012). 
2012)63% of social enterprises operate on a city or village level, 13% on a provincial 
level, 17% reach national level and 8% operate on an international level. In relation 
to the “social investors’ venture philanthropy of public and private investors are 
currently the main source of investment. Nearly half of the “self-identified” SE 
state that their mission is to serve the interests of the public or community. The top 
eight social areas engaged by the surveyed SE are Education (21%), Community 
development (13.4%), Employment and skills (12.3%), Environment and energy 
(9.8%), Professional services for social innovation and entrepreneurship (9.3%), 
Healthcare (7.4%), Elderly care (6.5%), and Poverty alleviation (5.7%). Nevertheless, 
72.2% of the SE serve the disadvantaged groups, including people with disabilities, 
long-term illnesses or living in poverty. The Chinese government seems to be 
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cognizant of the importance of combining CSR and SE, especially in the Chinese 
remote areas and along the BRI geographic corridors.

Finally, the Chinese government attaches great significance to Intellectual Property 
Rights and clearly put forward concrete steps to implement strict protection. Since 
1980 when China became part to World Intellectual Property Organization, the 
government has acceded a number of international IPR bodies and treaties and has 
passed consistent legislation to effectively protect industrial and personal rights. 
Furthermore, China has engaged in the establishment and fortification of the judicial 
organs for trying intellectual property rights cases and the optimization of the 
judicial system are important guarantees for the people’s courts correctly to handle 
such cases and conscientiously to protect intellectual property rights according to 
law Information Office State Council of the People’s Republic of China (1994). 
China is introducing new Intellectual Property Rights policies and coordination 
mechanisms (such as the Action Plan for Implementation of National Intellectual 
Property Rights strategy 2014-2020), creating new legal instruments, reinforcing 
the legal system, introducing IPR concern in the public administration system, and 
is more and more open to international cooperation.

Innovation and Social Enterprise in the UK

The debate about Industry 4.0 and its global impact is increasing due to debate 
about digitization, the Internet of things, and smart knowledge and systems (Friess& 
Ibanez, 2014; Vermesan et al., 2014). Industry 4.0 is a global concept, but it can 
take many different forms, and names, around the world. The concept of Industry 
4.0 has its origins in Germany and has been recognized by other leading industrial 
nations, although it is known as “Connected Enterprise” in the United States the 
focus here tends to be more on a more holistic digital evolution, and many use the 
term digital supply network and the “Fourth Industrial Revolution” in the United 
Kingdom and tends to be more factory-based. Britain is well-placed to benefit from 
this new industrial revolution. There is consensus that the impact of Industry 4.0 
will be more profound, irreversible, and much more rapid than the previous three 
generations. Social innovations which are recognized for novel methods to tackle 
social challenges will play an important role on individuals, society, and organizations 
(Hahn & Andor, 2013). The concept of social innovation denotes the processes 
and factors that lead to a sustained positive transformation to the network society 
(Mulgan, 2006; Phills et al., 2008). It is defined as an innovative solution to the 
increasing challenges that face society – one that is more effective, more efficient, 
more sustainable, or more equitable than existing practices (Phills et al., 2008).

There is a growing worldwide recognition of the importance of social enterprise 
and social innovation in UK for regenerating cities and creating sustainable and 
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resilient communities. While researchers, academics and practitioners concur that 
there is no single definition that appears to capture its essential nature (Doherty et 
al, 2009; Teesdale, 2011), there is consensus however, that a social enterprise is a 
business engaged in some form of trading to produce a surplus or profit (Sepulveda 
2010). In the United Kingdom in particular, the creation of viable and sustainable 
social enterprises continues to be at the core of the government’s social reform 
programmes. A major assumption of this strategy is that social enterprises should 
be run not as welfare interventions, but as businesses that can generate surpluses to 
plough back into the community. It is not surprising therefore, that in this current 
economic climate characterised by intense competition for resources and market, 
social enterprises in the UK are providing interesting insights into business model 
innovation. Like any businesses, they are not immune to current developments that 
include digitisation and business process improvements that businesses are currently 
adopting in order to achieve efficiencies and deliver more value. For example, in the 
UK, social enterprises are increasingly embracing for-profit business practices in 
the form of share capital legal frameworks. These resource mobilisation strategies 
have traditionally not been associated with social enterprises, thus highlighting 
innovation in the way they are widening their sources of finance to achieve financial 
sustainability (Mswaka et al, 2016). A legal structure or constitution is defined as 
an operating framework of an organisation that relates to the way the organisation is 
set up as well as the rules and regulations that governs the ways it operates (Snaith, 
2007). This discussion extends current literature and knowledge by examining the 
role that social entrepreneurs are playing in the adoption of innovative practices 
(Hall et al, 2012) in the way they operate in order to create value.

In order to achieve greater insight into the development of social enterprise in 
the current competitive environment in the UK, it is important to understand the link 
between entrepreneurship and innovation as this has significant impact on social 
and economic changes in any society (Hall et al, 2012: Schumpeter, 1934). There 
is consensus among researchers and academics that seminal work associated with 
Schumpeter (1934) is considered to be a useful starting point to understand this link. 
Schumpeter (1934) suggests that there are two kinds of entrepreneurs; firstly, the 
ones he describes as dynamic or innovators. These individuals, through destructive 
processes create opportunities and platforms for more innovations to be effected 
(Swedberg, 2006 Wong et al, 2005). Secondly, Schumpeter posits that there are 
individuals that can be described as static. These rely on what they already know and 
work within these confinements (Swedberg, 2006). The former type of entrepreneur 
underpins our understanding of social entrepreneurship and innovation in the UK, 
given that social enterprises are considered to be key sources of social innovation 
and its diffusion via a number of pathways and thematic areas (Mulgan and Murray, 
2009). In this discussion, the Schumpeterian approach is complemented by the 
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Kirzner‘s (1973) theory of entrepreneurship that focuses on alertness and ability 
to exploit opportunities expeditious as key attributes of successful entrepreneurs. 
Kirzner (1973) argues that opportunities are a result of deliberate equilibrative 
actions by entrepreneurs which includes the introduction of new products or new 
ways of creating value. The ability to spot opportunities and develop infrastructure 
to exploit them therefore assists us in understanding how developments in markets 
are forcing social entrepreneurs to explore innovative ways of operations.

The challenges facing social enterprises, particularly the need to achieve financial 
sustainability in resource constrained environments is taken as the starting point in 
developing this discussion’s conceptual understanding. This allows us to locate this 
understanding within the broader discourse on how social enterprises are adopting 
innovation in their practices in the UK. There are over 70 000 social enterprises in the 
UK, contributing over £24 billion a year to the country’s economy (Social Enterprise 
UK Report,2018) and so the sector can no longer be ignored. While antecedent 
empirical research work scrutinising the impact of technology and innovation 
on social enterprise in the country appears to focus broadly on social innovation 
(Shaw and de Bruin,2013) without providing deeper insight into the nature of the 
innovative practices. While there are different pathways of social innovation (i.e. 
innovations targeted at social need), this discussion focuses solely on how social 
enterprises have embraced innovation in their legal frameworks or constitutions to 
maximise value creation. These entities, like any commercial companies require 
new discoveries and strategies (Keeley et al, 2013) to drive forward and strengthen 
their strategic growth paths.

For-profit share capital legal structures such as company limited by shares (CLS) 
have traditionally not been associated with social enterprise, given their focus on profit 
maximisation, which appears to be an antithesis of social enterprise (Brown 2007).
Their emergence signifies both business model and structural innovations (Keeley 
et al, 2013) as they seek to be more financially sustainable while at the same time 
configuring their internal organisational systems to create more value and achieve 
greater social impact. In the UK the introduction of share capital legal frameworks 
for social enterprise such as the Community Interest Company (CIC) and the New 
Company (NEWCO) (Barker, 2003) shows that social entrepreneurs are exploring 
innovative infrastructure or platforms to widen their financial bases (Lehner and 
Nicholls, 2014; Mswaka and Aluko, 2015).The innovation is that these vehicles 
provide mechanisms to reward personal entrepreneurial innovativeness. Additionally, 
they protect personal investments in the organisation such as intellectual property, 
which previously, could not be achieved through traditional social enterprise legal 
structures such as the company limited by guarantee (CLG) (Bull and Ridley-Duff, 
2008). Furthermore, through this structure, social enterprises can pay dividends to 
investors at market rates, which is a new development in the social enterprise sectors. 
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Dividends are a proportion of the earnings of a firm that is returned to shareholders 
and investors according to the shares they hold (Grant, 2002).

These developments have in turn resulted in modifications of their internal 
governance systems (Lyon and Humbert (2012) since issuing of equity shares implies 
that they have to widen their ownership structures (Bugg-Levinne et al, 2012). It is thus 
not surprising to see for-profit stewardship governance models in the contemporary 
social enterprise sector, as social entrepreneurs seek innovative ways of ensuring 
financial sustainability and longevity of their operations (Van Slyke, 2005). These 
developments are consistent with the Schumpeterian (1934) and Kirznerian (1973) 
approach to entrepreneurship, that sees social entrepreneurs disrupting the current 
order through innovation, adaptation and alertness (Hubert et al,2006) to create 
value for themselves and the wider community. Thus the corporatisation of social 
enterprise through commercial legal structures shows the development of value 
proposition developed through innovation and creative market oriented approaches 
to deliver long lasting social impact (Zeyen et al., 2013).

CONCLUSION

The collective forces of globalisation, technological progress and growing market 
demand has shaped a new kind of innovation: one that is widespread across many 
agents and sectors and more unwrapped. That involvement in the economy is 
mirrored in the swift expansion of the “gazelles” of the enterprise ecosystem. 
“This contemporary opening-up of the innovation discourse re-connects with the 
early-Schumpeterian spirit (Schumpeter 1934[1911]), in which innovation plays 
a major but problematic role in the long-term dynamics of industrial economies 
and societies (Jessop, Moulaert, Hulgard, & Hamdouch, 2013). On the one hand, 
significant innovation has demanding social preconditions and, on the other, it 
affects the whole socio-economic system through the imitation, dissemination and 
collective appropriation processes that it triggers” (Hamdouch, 2007).

The sustainable dimension of business activity is getting bigger and new 
forms of collaboration between diverse stakeholders are evolving, sometimes to 
restore a neglected space, other ones to invigorate an unsuccessful business and 
others to create a social business, to setup a hospital or school. In these business 
setups productivity is no longer based on profitability but on the maximization of 
knowledge, innovation and adaptation skills. Francis Fukuyama has termed this 
the “Great Disruption” in the social values that had prevailed in the industrial-age 
society of the mid-twentieth century. The challenges of discovering effectual and 
sustainable resolution to numerous social struggles are extensive, and way out may 
necessitate scores of the constituent coupled with successful novelty in business 
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design. However, resolution to social problems, for instance, enhancement in health, 
education, economic, political and cultural concerns concurrent with enduring 
poverty; time and again requires breaking free from entrenched systems that underpin 
existing stable conditions. This alteration is made achievable by the influential forces 
entrepreneurship which unleashes innovative ideas, organizes production, assumes 
risks, and engages with customers to accumulate wealth or attend to pressing social 
causes, often across national borders. As all revolutions, the current and the next 
phase of the industrial revolution must be driven by the human social dimension, 
designed to deliver in line with human needs, and implemented to advance human 
social-equity. Technology, at the end of the day, should remain as it is – merely an 
instrument to benefit human existence.

The scope of innovation in ‘official approaches’ (OECD, European Commission 
and National Intellectual Property Rights Offices) based on research on science and 
technology, innovation economics, management science etc. has been widened over 
the last two or three decades. A new wave in innovation policy has emerged from 
the early 2000s, when the OECD (2002) and the European Commission began to 
recognize the social dimensions of innovation, with EC circles finally acknowledging 
the importance of SI in 2010 (The Young Foundation and SIX, 2010).

Social innovation is talked in economistic terms to support new neoliberal 
public policies. (Jessop, 2013:121) sums this as: ‘We care about social issues along 
with the modernization of the economy and the improvement of the economic 
competitiveness through R&D and technological innovation.’ Moreover, in this 
business-geared policy discourse, SI is often promoted as a catalyst of market-
oriented (‘hard’/ ‘true’/ ‘genuine’) innovation: it should supplement innovation 
and competitive dynamics in a global competitive economy, in which the ‘creative 
destruction’ process engendered by rapid technological change, and the globalization 
of the economy requires ‘social measures’ in order to gild the bitter pill of the social 
problems it bears (de-industrialization and investment off shoring, structural loss 
of jobs, growing inequalities, etc.).
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ABSTRACT

This chapter presents a brief reflection on emergent themes, issues, and problematic 
areas chapter authors have drawn to readers’ attention to and tentatively indicates 
some potential future directions for research and development whilst recognizing 
rapidly changing social mores and culture is a deep river running through diverse 
channels in the Lifeworlds and Workworlds of leaders today. The heroic actions of 
medical personnel under severely stressed hospital and patient care systems in the 
current Covid-19 pandemic is noted. The authors have pointed to perceived gaps 
in leadership regarding the uptake and understanding of digital technologies and 
suggested that implications include new ways of thinking and new competences 
for changed ways of working in the networked world of business. Crucially, the 
authors reiterate that these are deeply human endeavors, and the complexity of the 
technology does not negate or overwhelm the interactive dynamic complexity of 
human relations between leaders and others who inhabit and view these conjoined 
worlds through many cultural windows.
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INTRODUCTION

We are in a new world of instant and relatively inexpensive communication devices 
and all organizations with access to the increasingly ubiquitous digital technology 
can interact globally from many formerly inaccessible locations. However, as we have 
suggested in various chapters in this book and in our previous books in the series 
(Smith and Cockburn, 2013,2014), the impact of such digital technology goes far 
beyond the confines of business organizations. Socio-digital media for example has 
not only increased business conferencing and interaction between distant colleagues 
but it can also be reasonably asserted with confidence that social discourse and 
human interaction in other realms has also grown massively as a result.

It has been estimated that registered users now exceed one billion people globally 
and that this will climb to 2.5 billion by 2017 including 93% of marketers, 70% 
of which also have a Google + and Facebook is a major presence globally and the 
USA leads the world in terms of average time spent online each day although 86% 
of their users are outside the continental USA (Smith, 2013, Jones, 2013, eMarketer 
report, 2014). In 2013 47% of Americans indicating in 2013 that Facebook is their 
primary influencer for purchases they made compared to 24% in 2011(Jones, 2013). 
Pandemic fears are likely to add greater impetus to the use of ́ virtual teaming´, and 
online purchasing assuming supply and distribution issues such as traffic queues at 
borders are resolved since drones are not yet capable of fulfilling all of the supply 
chain tasks.

Of course there are cultural variations and the preferences seen in many 
countries as to how such media ought to be utilized by people and businesses as 
well as differential access for people thus influencing penetration rates especially 
in emerging nations (Solis, 2012, Smith, 2013, Pew Research, 2012) . At present, 
Chinese social media is running closely behind USA and other developed countries 
but is effectively in ‘catch up’ mode (Smith, 2013; eMarketer report, 2014). The 
cultural impacts have been shown for instance in the varied reactions of users to 
service providers seeking their real identities before allowing them to sign up; the 
so-called ‘nymwars’ whereby users have resisted giving real names, instead preferring 
pseudonyms in certain countries.

Currently, GIS technology has been used to track the spread of Covid-19 pandemic 
and mobile phone apps have also been used in South Korea to track sources of 
infection, alert others to nearby ´hotspots´ and even nearby people who have tested 
positive for the disease, thus prompting some ethical questions regarding privacy, 
surveillance and the impact on future societies as more pandemics are anticipated 
in future as the world becomes more urbanized and humans encroach on former 
wilderness areas (Machalaba, Romanelli and Stoett, 2019). This pandemic has 
caused major economic impacts resulting in some businesses going bankrupt and 
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estimates of its likely impact on global businesses of up to losses of up to 6 Trillion 
dollars and the loss of millions of jobs.

International tourism for example, until the national lockdowns across the 
world in late 2019 through 2020 to date, had been reporting as continuing to rise, 
albeit with variations and some perceived slowing in particular tourist destinations 
according to the UNWTO. The latter organization’s report suggested a steady 3-4% 
growth forecast till 2030 (UNWTO, 2013). However, in this more geographically 
mobile world where travel abroad for holidays or business is becoming increasingly 
commonplace and is continuing to increase according to reports (UNWTO, 2014) 
there is now a question mark as airlines and tour operators have already taken a big 
hit from the government actions to suppress and mitigate the spread of the Covid-19 
pandemic. Thus, the Tokyo Olympics have now been deferred until 2021 and many 
other sporting events have been cancelled or fixtures have had to take place in doors 
and with no audience as a precaution to avoid further spread of the pandemic.

However, forms of instant social networking and communication are an obvious 
boon to people of all ages during national or local lockdowns where they are confined 
to home and these remain particularly popular with the millennial demographic 
(Acheive, 2013). More than ever before, smartphone purchases are rising as these 
devices have found favor with those self-isolating at home as well as millenials in 
particular “Smartphone usage continues to rise, as mobile devices best enable the 
connectivity and news information gathering from peers, mobile content sources, 
and organizations that Millennials seek.” (Acheive, 2013). This technology has also 
helped overcome limitations and constraints of time and space and applications such 
as Skype or Facetime, that enable and encourage people to stave off loneliness or 
homesickness by keeping in touch regularly with friends and relatives living far 
away or even elderly relations nearby who are vulnerable and in the Covid-19 ´at 
risk´ category and so have limited visitors in many countries.

Such technologies, however, can also be disruptive in social, economic and business 
terms a well as culturally. Castells (2007) has hypothesized that a number of media 
trends are converging towards change in the relationship between the leaders and 
the powerful and between them and those who contest their influence or those who 
wish to resist such leaders. Among these media trends are the emergence of new 
forms of socio digital communication technologies (and adaptations to them such as 
‘Google bombing’ and ‘Googlewashing’) now in the armory of some activists and 
resisters. Such adoption and adaptations are discussed in detail in earlier chapters. 
He sees these challenges and the growing use of weapons such as ‘Google bombs’ 
as “…cultural battles that are fought to a large extent in the communication realm 
“(Castells, 2007, p257). Nevertheless, the disruptive digital technology referred to 
in this and in our last volume is about more than communications technology per se.
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Innovaro (2013) confirmed the broad disruptive technology trends we outlined 
in last book apply (Smith & Cockburn, 2013). Basically, these trends in disruptive 
technologies are summarized in the list below:

1.  Mobile Internet
2.  Automation of knowledge work
3.  The Internet of things
4.  Cloud technology
5.  Advanced robotics
6.  Autonomous and near-autonomous vehicles
7.  Next-generation genomics
8.  Energy storage
9.  3D printing
10.  Advanced materials
11.  Advanced oil and gas exploration and recovery
12.  Renewable energy (Innovaro, Technology Foresight, 2014, p2)

We have outlined elsewhere a wide variety of cultural changes emanating from 
the above in a number of social and cultural spheres in peoples’ lifeworlds as well as 
in organizational workworlds ranging from the so called Fabrication labs, to shared 
resources and services from short-term house or vehicle rentals to crowd sourcing 
of venture capital and donations for other causes (Smith & Cockburn, 2013, 2014). 
Chapter authors in the current book have discussed other observations on perceived 
longer-term and some short-term cultural and behavioral changes, or emerging 
social norms and the need to shift educational practices and some priorities. For 
instance, globally in the wake of Covid-19, we are seeing shifts in cultural norms 
such ´social distancing´, a reduction in handshakes, or other ways we greet friends 
and relatives and emergent social taboos on the European tradition of kissing families 
on both cheeks on meeting. How long some of the latter behavioural changes will be 
maintained is not yet known but the fear of a ´second wave´ of the pandemic after 
the current wave of infections is likely to induce some longer-term social changes.

We have taken a longer-term and broader sociocultural perspective on the 
trends in global businesses practice, so elaborating scenarios and patterns in the 
‘VUCA’ environment as outlined by Lawrence (2013) mentioned in chapter 2, much 
further to provide examples of global power shifts, new and often transdisciplinary 
technology professions and emerging social and demographic trends that cut across 
or reinforced the above.

The net effects of all of this is that these confluences and currents put leadership 
in the slipstream and that places new demands on leaders and teams in all kinds of 
ways and in diverse industry and service sectors. Global business organizations as 
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diverse as governments and energy entrepreneurs are facing unprecedented demands 
that they be successful in their given niches whilst operating in increasingly complex 
dynamic environments (Innovaro, Fall 2013). As emphasized throughout the previous 
chapters of this book “Business as usual” is no longer a viable option; stand still 
long enough and like a rabbit in the headlights of oncoming traffic, others will run 
you over. Today and tomorrow there are likely more major pandemic impacts in 
organizations in attempting to tackle countrywide restrictions and businesses of all 
kinds must change or die.

As organizations reinvent themselves to address the myriad of constantly shifting 
opportunities and constraints, so too must leaders re-equip themselves to successfully 
confront the changed business landscapes they now face. Throughout this book the 
authors have emphasized that leaders must recognize and address the complexity 
they face. Complexity induces helplessness, waste, and ultimately failure, unless 
addressed appropriately, and leadership holds the key to developing the kind of 
probing, team-based culture that will continuously deal successfully with complexity.

Constant technology-mediated communication is changing the way people think 
of themselves and how they communicate. They can come to believe that they are 
able always to get attention, always able to be heard, and never have to be ‘alone’. 
However, there is also a dark side. Human ‘Connecting’ that is solely by electronic 
means can also lead to isolation. Some may become socially deskilled; often not 
allowing the necessary amount of time to think or listen mindfully to each other 
with the ‘noise’ and interference or constant sensory stimulus of pop-up messages, 
texts, tweets, Facebook updates, emails etc.

The impact of digital technology on teamwork skills has not been explored in 
any depth in the literature (Barnes et al, 2013) and because space is limited, in this 
chapter the authors only intend to draw leaders’ attention to this important topic; 
a future book, in progress, will provide leaders with an in-depth understanding of 
this important topic.

Objectives:

• Outline some key themes and issues from the book
• Locate the technological as existing within diverse cultural frames and 

constraints
• Demonstrate the continued relevance of the practical leadership learning 

models we proposed
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BACKGROUND

In an earlier book chapter, the authors clarified the impact of digital technologies 
on the functioning of the dynamic leadership models recommended in Smith and 
Cockburn (2013, p. 40-54). These models remain as applicable to the leadership 
of teams as to any other form of organization leadership. Just as in the case of 
more general organizational leadership, a clear understanding of the role of the 
team leader is necessary. The four major elements of the leadership role that were 
identified by Smith and Cockburn (2013, p. 40) are certainly germane to a team 
leadership situation; for example, how does the team leader collaborate in team 
strategy formulation? How will the team leader develop plans to support team 
strategy? What responsibility does the team leader have for ensuring continuous 
improvement in the team?

When the team leader has a clear understanding of his/her role this leader may 
begin to analyze how to successfully perform his/her role using the Focus, Will, 
and Capability performance model described in Smith and Cockburn (2013, p. 
41). The next step is for the leader to cycle through a succession of activities as set 
out in Smith and Cockburn (2013, p.42-43); this step enables a leader to develop 
enablers related to his/her team leadership role. In all of these activities, the team 
leader should be familiar with the potential impact of digital technologies on the 
steps as detailed in an earlier chapter of this book.

Team members also need to understand complexity (Smith & Cockburn, 2013, 
2014, 2016). They will then see how the melding of experience and intuition available 
through team member interaction contributes to their capability to sense and respond 
which is the key to dealing successfully with complexity (Smith & Cockburn, 2013, 
p. 95). Clearly, social media interaction among team members (including the team 
leader) will facilitate this process of sensing and responding

Regardless of the availability of digital communications, leaders and teams engage 
in human interactions albeit mediated by various types of devices and technological 
systems of all kinds. These leaders still must pass through a development cycle as 
shown in Figures 1 and 2 (below) from our earlier book.

Certainly, judicious use of social-media tools, analytical techniques and models 
such as those described in the chapters in this book may hasten progress through the 
cycle especially for widely dispersed or roaming leaders and teams. However, lack 
of periodic face-to-face communication will often retard trust formation – trust is 
key to successfully passing through the cycle. In any event a successful team leader 
must make significant effort to facilitate open communication, and to be familiar 
with the temperament of all team members. It is recommended that the team leader 
review his/her own communication skills as well as the available mobile technology 
being used to keep in touch with base or other business units. There are seven key 
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questions that all teams must work through and continuously review in order to pass 
through the team development cycle iterations successfully. These are:

• Why are we doing this?
• What’s the purpose?
• What’s the work?
• What kind of a team do we need to be?
• What does what?

Figure 1. Leader developmental cycle overview

Figure 2. Leader and teams learn and collaborate to develop enablers
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• When are we successful?
• How can we improve?

The team leader cannot answer these questions on behalf of the team but must 
work with the team members to establish the appropriate answers. In this regard 
judicious use of social-media should facilitate the process and speed up the team 
development in global business and with geographically distributed teams.

Figure 3 (below) sets out a series of questions for the team leader to answer and 
reflect upon in assessing their own team leadership skills; working through these 
questions in a team environment will also help the team leader gain an unbiased 
assessment.

MAIN FOCUS OF THE CHAPTER: TWO 
ECONOMIES AMID DIVERSE CULTURES

Other future explorations at an organizational level of the impact of emerging 
technologies on leadership in organizations are likely to analyze how corporate 
cultures will evolve in the era of Big Data and the emerging demographics in 
Western societies and in the emerging markets and economies. Recent research 
has also indicated that, as Lee Rainie, Director, Pew Research Center’s Internet & 
American Life Project stated: “Experts believe the internet is becoming kind of like 
electricity in people’s lives: more important, more powerful, more embedded in the 
rhythms of their lives, but less visible” (Pew, March 11,2014). The new and future 
employees will have different expectations and because of the technology may be 
more informed and better-educated about rights and responsibilities with many 
seeking greater autonomy and freedom from many of the constraints imposed on 

Figure 3. Questions leaders must answer
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their forebears and especially are likely to be keen on BYOD (Pew Research, March 
2014) as the title of the Pew report states “Millennials in Adulthood; Detached from 
Institutions, Networked with Friends “. They will want to be engaged but may not 
be loyal to any organization for too for long (Pew, March 7, 2014).

Social networking media has already enabled greater political awareness and forms 
of activist organization, which in some cases has redrawn local and global political 
landscapes (Smith & Cockburn, 2013). Recently social media has been credited as 
having played a large part in the Iran government elections, as well as President 
the re-election of US President Obama. Some have suggested that increasing use 
of digital technology has begun to reduce graft and corruption as official websites 
obviate the need for ‘greasing palms’, reduce trips to see officials and thus also 
enable greater organizational transparency (Sunhil, 2005).

Sunhil (2005) illustrates this notion with a case example:

“At the village of Ramanagaram in Andhra Pradesh, farmers walk into a ‘Bhoo 
Dhakilegala Milige’ (Land Record Shop), and buy certified printouts of land records, 
which help them verify or prove land ownership or tenancy. In the process, they are 
free from the whims, inefficiency and corruption associated with village accountants 
who create, modify and supervise handwritten manual records.” 

As McKinsey Global Institute suggests: “Our research shows that the emerging 
economies’ share of Fortune Global 500 companies will probably jump to more than 
45 percent by 2025, up from just 5 percent in 2000 (Exhibit 1). That’s because while 
three-quarters of the world’s 8,000 companies with annual revenue of $1 billion or 
more are today based in developed economies, we forecast that an additional 7,000 
could reach that size in little more than a decade—and 70 percent of them will most 
likely come from emerging markets“ (MGI, 2014). There are sets of socio economic 
and cultural factors that will impact here in various ways.

The web and digital technologies will have a role to play here too so 2025 will 
likely see the anchoring of capital and power shifts we highlighted in one of our 
previous books (Smith & Cockburn, 2013) in line with demographic changes, 
emerging disruptive technology applications in a new global business culture. This 
will inevitably also involve a multifaceted global business culture rather than a 
unitary, homogenized culture. The global political as well as demographic power 
shifts, we referred to previously are still unfolding in diverse and often unexpected 
ways as people attempt to address local and international problems.

Beyond the above sorts of sociocultural changes, other forms of collaboration 
have made a deep impact, e.g. in corporate training environments. Mobile wireless 
and Digital technologies combined have enabled mobile, virtual project teams to 
work together in real time on live projects from various locations around the globe 
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and whilst travelling. Other aspects include remote presentations from highly sought-
after experts including interactive virtual conferencing online and from smartphones 
and other devices.

Moving beyond the organizational level of analysis, McKinsey Quarterly 
authors have suggested that the future for global business will have to involve better 
utilization of emerging technologies to reduce and resolve chronic underutilization 
and inefficiency as a means to not only turnaround current problems but initiate 
a new dawn of industry if boldly executed. The McKinsey article states their 
foundational theses thus:

“Our argument is relatively simple:

• Combining information technology, nanoscale-materials science, and 
biology with industrial technology yields substantial productivity increases.

• Achieving high-productivity economic growth in the developing world to 
support the 2.5 billion new members of the middle class presents the largest 
wealth-creation opportunity in a century.

• Capturing these opportunities will require new management approaches.

Rather than settling for historic resource-productivity improvement rates of one to 
two percentage points a year, leaders must deliver productivity gains of 50 percent 
or so every few years.” (Heck & Rogers, 2014)

In fact, the authors, contrary to much current theorizing on sustainability and 
finite resources Heck and Rogers state: “Indeed, rather than facing a crisis of resource 
scarcity, the world economy will be revitalized by an array of business opportunities 
that will create trillions of dollars in profits.”(Heck and Rogers, 2014). According 
to these authors there are five distinct approaches that must be deployed to succeed: 
substitution, optimization, virtualization, circularity and waste elimination. Some 
of these have been heard before in various guises but it is the integration of the 
emerging technologies to effect changes and maximise the five areas that is where 
the promise of making a difference is located.

This optimistic scenario will require much better leadership as well as the 
sophisticated technology to engage the levels of globally cooperative endeavor 
necessary and the kinds of culture change in other areas of societies, which will 
entail long-term commitment to the circular economy of recycling in particular as 
the issues of climate change and the likely future contagious outbreaks continue. The 
renegotiation and reformation of society no less is involved and has moved from the 
institutions of government to the wider public sphere today by virtue of the evolution 
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of these technologies. As Castells (2007, p 258) says:” Our societies continue to 
perform socially and politically by shifting the process of formation of the public 
mind from political institutions to the realm of communication, largely organized 
around the mass media. “However, despite the public gaze, the promised gains are 
enticing and well worth the effort. The journey to the future begins here and now 
but human leadership of a new kind is also necessary, as we have sought to illustrate 
with respect to a variety of emerging technologies. Turbulence, excitement, passion 
and problems may be expected though they may all manifest in unexpected ways.
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KEY TERMS AND DEFINITIONS

Coronavirus 2019 (COVID-19): Is a highly contagious viral disease caused by 
severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2), first identified in 
2019 in Wuhan, China and which has since spread globally, resulting in the WHO 
declaration of the 2019–20 pandemic.

Google Bombing: Refers to a practice that was used to link searches to terms 
other than those sought. One particular example was linking George Bush’s biography 
with negative search terms such as “miserable failure”, ‘jerk’, warmonger, etc.

Googlewashing: Is basically the opposite to ‘Google bombing’ and is about 
manipulating media to remove opposition and to improve the impression or image 
of a term with positive links.

Millennials: Is a term which refers to the generation born in the 1980s and 
coming of age on or after the millennium.

Nanoscale: The term is 10-9 meters (one billionth of a meter).
Nymwars: A term used to refer to the reluctance of many internet and social 

media uses to requests for their real names rather than pseudonyms.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://dtxtq4w60xqpw.cloudfront.net/sites/all/files/pdf/unwto_barom13_05_oct_excerpt_0.pdf
http://dtxtq4w60xqpw.cloudfront.net/sites/all/files/pdf/unwto_barom13_05_oct_excerpt_0.pdf
http://media.unwto.org/press-release/2014-01-20/international-tourism-exceeds-expectations-arrivals-52-million-2013
http://media.unwto.org/press-release/2014-01-20/international-tourism-exceeds-expectations-arrivals-52-million-2013
http://media.unwto.org/press-release/2014-01-20/international-tourism-exceeds-expectations-arrivals-52-million-2013


Compilation of References

Abel, R. (2007). Achieving Learning Impact 2007. Academic Press.

Abel, R. (2010). The 2010 Learning Impact Report Executive Summary Lake Mary. IMS Global 
Learning Consortium Feb.

Aberdeen Group. (2012). Analyst Insight: Learning on the Move by the Aberdeen Group. Retrieved 
October 9, 2013 at: https://www.netdimensions.com/downloads/analyst-reports/rp-aberdeen.pdf

Accenture. (2017). Financial Providers: Transforming Distribution models for evolving customers. 
Retrieved from Accenture: www.accenture.com/t20170111T041601__w__/us-en/_acnmedia/
Accenture/next-gen-3/DandM-Global-Research-Study/Accenture-Financial-Services-Global-
Distribution-Marketing-Consumer-Study.pdf

Accenture. (2019). Global Financial Services Consumer Study. Retrieved from Accenture: www.
accenture.com/_acnmedia/PDF-95/Accenture-2019-Global-Financial-Services-Consumer-Study.
pdf#zoom=50

Achieve. (2013). Millennial Impact Report. http://cdn.trustedpartner.com/docs/library/
AchieveMCON2013/Research Report/Millennial Impact Research 2013- Executive Summary.pdf

Agrawal, A., Gans, J., & Goldfarb, A. (2018). Prediction Machines – The Simple Economics of 
Artificial Intelligence. Boston: Harvard Business Review Press.

AI Index Steering Committee. (2019). The AI Index 2019 Annual Report. Stanford: Human-
Centered AI Institute, Stanford University.

Allen, T. J., & Cohen, S. I. (1969). Information flow in research and development laboratories. 
Administrative Science Quarterly, 14(1), 12–19. doi:10.2307/2391357

Allianz. (2020, January 14). Allianz Risk Barometer 2020 - Cyber incidents. Retrieved January 
30, 2020, from https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-
barometer-2020-cyber-incidents.html

Alvehus, J. (2019). Emergent, distributed, and orchestrated: Understanding leadership through 
frame analysis. Leadership, 15(5), 535–554. doi:10.1177/1742715018773832

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.netdimensions.com/downloads/analyst-reports/rp-aberdeen.pdf
http://www.accenture.com/t20170111T041601__w__/us-en/_acnmedia/Accenture/next-gen-3/DandM-Global-Research-Study/Accenture-Financial-Services-Global-Distribution-Marketing-Consumer-Study.pdf
http://www.accenture.com/t20170111T041601__w__/us-en/_acnmedia/Accenture/next-gen-3/DandM-Global-Research-Study/Accenture-Financial-Services-Global-Distribution-Marketing-Consumer-Study.pdf
http://www.accenture.com/t20170111T041601__w__/us-en/_acnmedia/Accenture/next-gen-3/DandM-Global-Research-Study/Accenture-Financial-Services-Global-Distribution-Marketing-Consumer-Study.pdf
http://www.accenture.com/_acnmedia/PDF-95/Accenture-2019-Global-Financial-Services-Consumer-Study.pdf#zoom=50
http://www.accenture.com/_acnmedia/PDF-95/Accenture-2019-Global-Financial-Services-Consumer-Study.pdf#zoom=50
http://www.accenture.com/_acnmedia/PDF-95/Accenture-2019-Global-Financial-Services-Consumer-Study.pdf#zoom=50
http://http://cdn.trustedpartner.com/docs/library/AchieveMCON2013/ResearchReport/MillennialImpactResearch2013-ExecutiveSummary.pdf
http://http://cdn.trustedpartner.com/docs/library/AchieveMCON2013/ResearchReport/MillennialImpactResearch2013-ExecutiveSummary.pdf
https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2020-cyber-incidents.html
https://www.agcs.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2020-cyber-incidents.html


Analytic hierarchy process. (n.d.). Retrieved from Wikipedia: https://en.wikipedia.org/wiki/
Analytic_hierarchy_process

Andress, J., & Winterfeld, S. (2011). Cyber Warfare: Techniques, Tactics and Tools for Security 
Practitioners. Burlington, MA: Elsevier Inc. doi:10.1016/B978-1-59749-637-7.00001-0

Anton, S. D., Fraunholz, D., Zemitis, J., Pohl, F., & Schotten, H. D. (2019). Highly scalable 
and flexible model for effective aggregation of context-based data in generic iiot scenarios. 
Academic Press.

Argyris, C. (1990). Overcoming organizational defenses. Needham Heights: Allyn & Bacon.

Argyris, C. (1991). Teaching smart people how to learn. Harvard Business Review, 69, 99–109.

Argyris, C. (1993). Knowledge for action. San Francisco: Jossey-Bass.

Ariely, D. (2009). Predictably Irrational. London: HarperCollingsPublishers.

Arinze, B. (2012). E-Research Collaboration in Academia and Industry. International Journal 
of e-Collaboration, 8(2), 1–13. doi:10.4018/jec.2012040101

Arman. (2010). E-learning materials development: implementing software reuse principles 
and granularity levels in the small using taxonomy search. Proceedings of the 1st International 
Conference on Intelligent Semantic Web-Services and Applications (ISWSA ‘10).

Arora, B., & Kazmi, S. B. A. (2012). Performing Citizenship an Innovative Model 
of Financial Services for Rural Poor in India. Business & Society, 51(3), 450–477. 
doi:10.1177/0007650312446784

Arthur, W. B. (2011, October). The Second Economy. McKinsey Quarterly. Retrieved Nov 10, 
2011, from https://www.McKinseyquarterly.com/The_second_economy_2853

Article 29 Working Party. (2018). Guidelines on Automated individual decision-making and 
Profiling for the purposes of Regulation 2016/679 (WP251). Brussels: Author.

Augustine, D. (2012). Good Practice in Corporate Governance Transparency, Trust, and Performance 
in the Microfinance Industry. Business & Society, 51(4), 659–676. doi:10.1177/0007650312448623

Autor, D. H., & Dorn, D. (2013). The Growth of Low-Skill Service Jobs and the Polarization of 
the US Labor Market. American Economic Review, 103(5), 1553-97. Retrieved on 03/17/2014 
from https://ideas.repec.org/s/aea/aecrev.html

Autoriteit Persoonsgegevens. (2019, July 1). Compliancebrief. Retrieved from 
Autoriteitpersoonsgegevens: https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/
files/compliancebrief_nvb.pdf

Backström, T., & Döös, M. (2008). Relatonics as a key concept for networked organizations. 
In G. D. Putnik & M. M. Cunha (Eds.), Encyclopedia of Networked and Virtual Organizations 
(Vol. 3: Pu-Z, pp. 1367-1374). Hershey: IGI Global. doi:10.4018/978-1-59904-885-7.ch179

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Analytic_hierarchy_process
https://en.wikipedia.org/wiki/Analytic_hierarchy_process
https://www.McKinseyquarterly.com/The_second_economy_2853
https://ideas.repec.org/s/aea/aecrev.html
https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/compliancebrief_nvb.pdf
https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/compliancebrief_nvb.pdf


Backström, T. (2013). Managerial rein control and the Rheo task of leadership. Emergence, 
15(4), 76–90.

Backström, T., Wilhelmson, L., Åteg, M., Köping Olsson, B., & Moström Åberg, M. (2011). The 
role of managers in the post-industrial work system. In E. Segelod, K. Berglund, E. Bjurström, 
E. Dahlquist, L. Hallén, & U. Johansson (Eds.), Studies in Industrial Renewal: Coping with 
Changing Contexts (pp. 215–227). Västerås: Mälardalen University Press.

Bain & Company. (2018b). New Bain Certified NPS Benchmarks: Companies Customers Love: 
Introducing Reliable, Objective Net Promoter Scores For Setting Goals And Priorities. Retrieved 
from Bain: www.bain.com/contentassets/806b3ae1cfe540acbafe386868edae01/bain_digest_new_
bain_certified_nps_benchmarks.pdf

Baird, C. H., & Gonzalez-Wertz, C. (2011). How top performers achieve customer-focused market 
leadership. Academic Press.

Balaouras, S., & Rose, A. (2012). Navigate The Future of The Security Organization. Forester 
Research. Retrieved January 28, 2014, from https://www.coresecurity.com/system/files/
attachments/2013/07/navigate_future_of_security_organization.pdf

Ballance, C. (2013). Use of games in training: Interactive experiences that engage us to learn. 
Industrial and Commercial Training, 45(4), 218–221. doi:10.1108/00197851311323501

Balogun, J. (2006). Managing change: Steering a course between intended strategies and 
unanticipated outcomes. Long Range Planning, 39(1), 29–49. doi:10.1016/j.lrp.2005.02.010

Bandura, A. (1989). Human agency in social cognitive theory. The American Psychologist, 44(9), 
1175–1184. doi:10.1037/0003-066X.44.9.1175 PMID:2782727

Bandura, A. (2006). Toward a psychology of human agency. Perspectives on Psychological 
Science, 1(2), 164–180. doi:10.1111/j.1745-6916.2006.00011.x PMID:26151469

Bandyopadhyay, T. (2012). Employing Cost Effective Internet-Based Networking Technologies 
to Manage B2B Relationship: The Strategic Impact on IT Security Risk. International Journal 
of Risk and Contingency Management, 1(1), 12–28. doi:10.4018/ijrcm.2012010102

Banerjee, S. B. (2008). Corporate social responsibility: The good, the bad and the ugly. Critical 
Sociology, 34(1), 51–79. doi:10.1177/0896920507084623

Banken.nl. (2018, December 11). Banken verliezen terrein aan concurrerende techbedrijven. 
Retrieved from Banken.nl: https://www.banken.nl/nieuws/21303/banken-verliezen-terrein-van-
concurrerende-techbedrijven

Barker, W. (2003). Social Enterprise Legal Structures. Unpublished Internal Strategy Document, 
South Yorkshire Social Enterprise Network.

Barnes, B., Humphreys, J. H., Oyler, J. D., Hadean, S. P., & Novicevic, M. M. (2013). Transcending 
the power of hierarchy to facilitate shared leadership. Leadership and Organization Development 
Journal, 34(8), 741–762. doi:10.1108/LODJ-01-2012-0015

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.bain.com/contentassets/806b3ae1cfe540acbafe386868edae01/bain_digest_new_bain_certified_nps_benchmarks.pdf
http://www.bain.com/contentassets/806b3ae1cfe540acbafe386868edae01/bain_digest_new_bain_certified_nps_benchmarks.pdf
https://www.coresecurity.com/system/files/attachments/2013/07/navigate_future_of_security_organization.pdf
https://www.coresecurity.com/system/files/attachments/2013/07/navigate_future_of_security_organization.pdf
https://www.banken.nl/nieuws/21303/banken-verliezen-terrein-van-concurrerende-techbedrijven
https://www.banken.nl/nieuws/21303/banken-verliezen-terrein-van-concurrerende-techbedrijven


Barnes, J. A. (1954). Class and committees in a Norwegian island parish. Human Relations, 7(1), 
39–58. doi:10.1177/001872675400700102

Barnett, M. L. (2007). Stakeholder influence capacity and the variability of financial returns to 
corporate social responsibility. Academy of Management Review, 32(3), 794–816. doi:10.5465/
amr.2007.25275520

Barney, J. B. (1991). Firm Resources and Sustained Competitive Advantage. Journal of 
Management, 17(1), 99–120. doi:10.1177/014920639101700108

Barrett, M. (2013). Interculturalism and multiculturalism: similarities and differences. Council 
of Europe.

Barry, E. (2013). Generation distracted by multiple digital devices. Retrieved October 15, 2013 
at: http://www.news.com.au/technology/generation-distracted-by-multiple-digital-devices/story-
e6frfrnr-1226732537892#!

Barsch, P. (2013). The Dirty (Not so Secret) Secret of IT Budgets. Retrieved October 12, 2013 
at: http://smartdatacollective.com/paulbarsch/148326/dirty-not-so-secret-secret-it-budgets#!

Bartunek, J. M., & Moch, M. K. (1987). First-order, second-order, and third-order change and 
organization development interventions: A cognitive approach. The Journal of Applied Behavioral 
Science, 23(4), 483–500. doi:10.1177/002188638702300404

Bator, F. (1957). The Simple Analytics of Welfare Maximization. The American Economic 
Review, 47(1), 22–59.

Battilana, J. (2006). Agency and institutions: The enabling role of individuals’ social position. 
Organization, 13(5), 653–676. doi:10.1177/1350508406067008

Bauerlein, M. (2011). The Digital Divide: Arguments for and Against Facebook, Google, Texting, 
and the Age of Social Networking. Penguin.

Bawany, S. (2018a). Leading the Digital Transformation of Organizations. New York, NY: Expert 
Insights Series by Business Express Press (BEP) Inc. LLC.

Bawany, S. (2018b). Developing a High-Performance Organization in a VUCA World. New York, 
NY: Expert Insights Series by Business Express Press (BEP) Inc. LLC.

Bazzell, M. (2018a). Open Source Intelligence Techniques: Resources for Searching and Analyzing 
Online Information (6th ed.). Bazzell/Amazon Fulfillment.

Bazzell, M. (2018b). Hiding From The Internet: Eliminating Personal Online Information (4th 
ed.). Wroclaw, Poland: Bazzell / Amazon Fulfillment.

BBC News Business. (2020, January 7). Retrieved January 30, 2020, from https://www.bbc.
co.uk/news/business-51017852

Becker, K., Hyland, P., & Acutt, B. (2006). Considering unlearning in HRD practices: An Australian 
study. Journal of European Industrial Training, 30(8), 608–621. doi:10.1108/03090590610712278

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.news.com.au/technology/generation-distracted-by-multiple-digital-devices/story-e6frfrnr-1226732537892#
http://www.news.com.au/technology/generation-distracted-by-multiple-digital-devices/story-e6frfrnr-1226732537892#
http://smartdatacollective.com/paulbarsch/148326/dirty-not-so-secret-secret-it-budgets#
https://www.bbc.co.uk/news/business-51017852
https://www.bbc.co.uk/news/business-51017852


Beer, M., Eisenstat, R. A., & Spector, B. (1990). Why change programs don’t produce change. 
Harvard Business Review, 68(6), 158–166. PMID:10107960

Beer, M., Voelpel, S. C., Leibold, M., & Tekie, E. B. (2005). Strategic management as organizational 
learning: Developing fit and alignment through a disciplined process. Long Range Planning, 
38(5), 445–465. doi:10.1016/j.lrp.2005.04.008

BEPA. (2010). Empowering people, driving change: Social Innovation in the European Union. 
Brussels: EC.

Berman, S. J. (2011). Digital transformation: Opportunities to create new Business models. 
Academic Press.

Bernays, E. (1928). Propaganda. New York: Routledge.

Bersin, J. (2012). How Does Leadership Vary Across the Globe? Retrieved October 10, 2013 at: 
https://www.forbes.com/sites/joshbersin/2012/10/31/are-expat-programs-dead/

Bersin, J. (2013). Deloitte Research Bulletin. Talent Analytics - From Small Data to Big Data. 
Retrieved October 9, 2013 at: http://marketing.bersin.com/talent-analytics-small-data-to-big-
data.html

Bertelsmann Stiftung. (2014). Arbeit in der digitalen Welt: Jobless Growth and Cloud working. 
Policy Brief 2014/03, Gütersloh.

Beyond advertising: choosing a strategic path to the digital consumer. (2009). IBM Institute 
for Business Value. www-935.ibm.com/services/us/gbs/bus/html/gbs-beyond-advertising.html

Big Data for the enterprise. (2013). Oracle. Retrieved 10 August 2013 from http://www.oracle.
com/us/products/database/big-data-for-enterprise-519135.pdf

Big Data is the future of Healthcare. (2012). Cognizant. Retrieved 10 September 2013 from 
https://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf

Big Data: Beyond the Hype. (2012). Datastax Corporation. Retrieved 10 October 2013 from 
www.datastax.com/resources/whitepapers/bigdata

Billett, S. (2009). Developing agentic professionals through practice-based pedagogies. Final 
Report for Australian Learning and Teaching Council (ALTC) Associate Fellowship. Strawberry 
Hills, NSW: ALTC.

Bio-IT World. (2008). Pfizer Data Mining Focuses on Clinical Trials. Retrieved August 12, 2013, 
from http://www.bio-itworld.com/newsitems/2006/february/02-23-06-news-pfizer

Biro, M. M. (2013). The New Rules of Leadership. Retrieved October 15, 2013 at: https://www.
forbes.com/sites/meghanbiro/2013/03/17/the-new-rules-of-leadership

Blauth, C., McDaniel, J., Perrin, C., & Perrin, P. B. (2011). Age-Based Stereotypes: Silent Killer 
of Collaboration and Productivity. Tampa, FL: AcheiveGlobal.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.forbes.com/sites/joshbersin/2012/10/31/are-expat-programs-dead/
http://marketing.bersin.com/talent-analytics-small-data-to-big-data.html
http://marketing.bersin.com/talent-analytics-small-data-to-big-data.html
http://www-935.ibm.com/services/us/gbs/bus/html/gbs-beyond-advertising.html
http://www.oracle.com/us/products/database/big-data-for-enterprise-519135.pdf
http://www.oracle.com/us/products/database/big-data-for-enterprise-519135.pdf
https://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf
http://www.datastax.com/resources/whitepapers/bigdata
http://www.bio-itworld.com/newsitems/2006/february/02-23-06-news-pfizer
https://www.forbes.com/sites/meghanbiro/2013/03/17/the-new-rules-of-leadership
https://www.forbes.com/sites/meghanbiro/2013/03/17/the-new-rules-of-leadership


Boardsource Governance Index. (n.d.). https://www. boardsource.org/ eweb/ dynamicpage.
aspx?webcode=GovernanceIndex

Boden, A. (2019). The Money Revolution: Easy Ways to Manage Your Finances in a Digital 
World. London: Kogan Page.

Bolden, R. (2011). Distributed leadership in organizations: A review of theory and research. 
International Journal of Management Reviews, 13(3), 251–269. doi:10.1111/j.1468-
2370.2011.00306.x

Bolden, R., Hawkins, B., Gosling, J., & Taylor, S. (2011). Exploring leadership. Individual, 
organizational, and societal perspectives. Oxford: Oxford University Press.

Bonnet, D. (2014, July 9). It’s Time for Boards to Cross the Digital Divide. Retrieved from 
Harvard Business Review: https://hbr.org/2014/07/its-time-for-boards-to-cross-the-digital-divide

Boockholdt, J. L. (1983). Historical perspective on the auditor’s role: The early experience of 
the American railroads. The Accounting Historians Journal, 10(1), 69–86. doi:10.2308/0148-
4184.10.1.69

Borgatti, S. P. (2002). Netdraw network visualization. Analytic Technologies.

Borgatti, S. P., Mehra, A., Brass, D. J., & Labianca, G. (2009). Network analysis in the social 
sciences. Science, 323(5916), 892–895. doi:10.1126cience.1165821 PMID:19213908

Brailovskaia, J., Rohmann, E., Bierhoff, H. W., & Margraf, J. (2018). The brave blue world: 
Facebook flow and Facebook Addiction Disorder (FAD). PLoS One, 13(7), e0201484. doi:10.1371/
journal.pone.0201484 PMID:30048544

Brandimarte, L., Acquisti, A., & Loewenstein, G. (2014). Misplaced Confidences: Privacy and 
the Control Paradox, Social Psychological and Personality Science. Pittsburgh: Sage Journals. 
Retrieved from Sage Journals.

Brandt, A. (1996). Recruiting women smokers: The engineering of consent. Journal of the 
American Medical Women’s Association, 51(1-2), 63–66. PMID:8868552

Brown, J. (2007). Equity finance for social enterprises. Social Enterprise Journal, 2(1), 73 – 81.

Brunsson, N. (2006). Reforms, organization, and hope. Scandinavian Journal of Management, 
22(3), 253–255. doi:10.1016/j.scaman.2006.08.002

Brynjolfsson, E. & McAfee, A. (2011). Race against the machine: How the digital revolution 
is accelerating innovation, driving productivity, and irreversibly transforming employment and 
the economy. Digital Frontier Press.

Brynjolfsson, E., & McAfee, A. (2011). Race Against the Machine: How the Digital Revolution 
is Accelerating Innovation, Driving Productivity, and Irreversibly Transforming Employment 
and the Economy. Brynjolfsson and McAfee.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://https://www.boardsource.org/eweb/
https://hbr.org/2014/07/its-time-for-boards-to-cross-the-digital-divide


Brynjolfsson, E., & McAfee, A. (2014). Second Machine Age: Work, Progress, and Prosperity 
in a Time of Brilliant New Technologies. London: W.W. Norton & Company.

BTO Solicitors. (2018, February 1). Companies Act 2006 Director Duties - A Reminder. Retrieved 
January 30, 2020, from https://www.bto.co.uk/blog/companies-act-2006-director-duties-a-
reminder.aspx

Bugg-Levinne, A., Kogut, B., & Kulatilaka, N. (2012). A New Approach to Funding Social 
Enterprises. New York: Harvard Business Review.

Buhr. (2017). Social Innovation Policy for Industry 4.0 Good Society – Social Democracy. 
Friedrich-Ebert-Stiftung Germany.

Bull, M., & Ridley-Duff, R. (2008). Social enterprise as a socially rational business. 
International Journal of Entrepreneurial Behaviour & Research, 14(5), 291–312. 
doi:10.1108/13552550810897669

Burnes, B. (1996). No such thing as … a “one best way” to manage organizational change. 
Management Decision, 34(10), 11–18. doi:10.1108/00251749610150649

By, R. T. (2005). Organisational change management: A critical review. Journal of Change 
Management, 5(4), 369–380. doi:10.1080/14697010500359250

Cabrero, J. D. B. & Eserp, F. U. (2012). Skills Centered Professional Training in an E-Learning 
Environment Using The Moodle Platform. Academic Press.

Capra, F. (2002). The hidden connections. London: Harper Collins Publishers.

Carbonell, P. A. (2013). E-Learning Models of Instruction: A Look At Models Of Instruction For 
Workforce Re-Entry. Academic Press.

Carlson, E. (2009). 20th-Century U.S. Generations. Population Reference Bureau.

Carroll, A. B., & Shabana, K. M. (2010). The business case for corporate social responsibility: A 
review of concepts, research and practice. International Journal of Management Reviews, 12(1), 
85–105. doi:10.1111/j.1468-2370.2009.00275.x

Cashman, K. (2013). The Five Dimensions of Learning-Agile Leaders. Retrieved October 15, 
2013 at: http://www.forbes.com/sites/kevincashman/2013/04/03/the-five-dimensions-of-learning-
agile-leaders/?commentId=comment_blogAndPostId/blog/comment/2453-151-8

Caspary, G., & O’Connor, D. (2003). Providing low-cost information technology access to rural 
communities in developing countries: What works? What pays? Citeseer.

Castells, M. (2007). Communication, Power and Counter-power in the Network Society. 
International Journal of Communication, 1, 238–266.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.bto.co.uk/blog/companies-act-2006-director-duties-a-reminder.aspx
https://www.bto.co.uk/blog/companies-act-2006-director-duties-a-reminder.aspx
http://www.forbes.com/sites/kevincashman/2013/04/03/the-five-dimensions-of-learning-agile-leaders/?commentId=comment_blogAndPostId/blog/comment/2453-151-8
http://www.forbes.com/sites/kevincashman/2013/04/03/the-five-dimensions-of-learning-agile-leaders/?commentId=comment_blogAndPostId/blog/comment/2453-151-8


Caulier-Grice, J., Davies, A., Patrick, R., & Norman, W. (2012). Social Innovation Overview: A 
deliverableof the project: “The theoretical, empirical and policy foundations for building social 
innovationin Europe” (TEPSIE), European Commission – 7th framework programme. Brussels: 
European Commission,DG Research.

Cavaleri, S., & Seivert, S. (2005). Knowledge leadership. Burlington: Elsevier. doi:10.1016/
B978-0-7506-7840-7.50005-0

CBROnline Staff Writer. (2013). Employees are Biggest Threat to Corporate Cyber Security. 
CBROnline. Computer Business Review, 1–2. https://www.cbronline.com/news/security/
employees-are-biggest-threat-to-corporate-cyber-security-160713

Cecere, M. (2011). Why Strategic IT Functions Fail. CIO. Retrieved on January 30, 2014, from 
https://www.cio.co.uk/insight/strategy/why-strategic-it-functions-fail/

Chesterman, R. (2013). Queensland Health Payroll System Commission of Inquiry. Retrieved 
October 10, 2013 at: http://www.healthpayrollinquiry.qld.gov.au/

China Internet Network Information Center. (2019). Statistical Report on Internet Development 
in China. Retrieved on February 29, 2020 from: The 44th Survey Report. https://cnnic.com.cn/
IDR/ReportDownloads/201911/P020191112539794960687.pdf

China Social Enterprise and Impact Investment Forum. (2019). China Social Enterprise and 
Social Investment Landscape Report. Narada Foundation.

Chomsky, N. (2002). Media Control: The Spectacular Achievements of Propaganda (2nd ed.). 
New York: Seven Stories Press.

Chrirkov, V., Ryan, R., & Sheldon, K. (2011). Human Autonomy in Cross-Cultural Context, 
Perspectives on the Psychology of Agency, Freedon and Well-Being. Dordrecht: Springer 
Science+Business Media. doi:10.1007/978-90-481-9667-8

Chui, M., Harryson, M., Manyika, J., Roberts, R., Chung, R., van Heteren, A., & Nel, P. (2018). 
Applying AI for social good. Discussion paper, McKinsey & Company.

Chye Koh, H. (2005). Data Mining Applications in Healthcare. Retrieved 12 August 2013 from 
http://66.77.252.5/ content/files/Code%20109_Data%20mining%20in%20healthcare_JHIM_.pdf

Cisco. (2019). Cisco Visual Networking Index: Forecast and Trends, 2017–2022. Cisco.

Clarke, R., & Knake, R. (2010). Cyber War: The Next Threat to National Security and What to 
Do About it. New York, NY: HarperCollins Publishers.

CNBC. (2011). Cloud Computing 101: Learning the Basics. Retrieved October 12, 2013 at http://
www.cnbc.com/id/43077233

Coakes, E., Smith, P. A. C., & Alwis, D. (2011). Sustainable innovation and right to market. 
Information Systems Management, 28(1), 30–42. doi:10.4018/978-1-60566-264-0.ch015

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.cbronline.com/news/security/employees-are-biggest-threat-to-corporate-cyber-security-160713
https://www.cbronline.com/news/security/employees-are-biggest-threat-to-corporate-cyber-security-160713
https://www.cio.co.uk/insight/strategy/why-strategic-it-functions-fail/
http://www.healthpayrollinquiry.qld.gov.au/
https://cnnic.com.cn/IDR/ReportDownloads/201911/P020191112539794960687.pdf
https://cnnic.com.cn/IDR/ReportDownloads/201911/P020191112539794960687.pdf
http://http://66.77.252.5/content/files/Code%20109_Data%20mining%20in%20healthcare_JHIM_.pdf
http://www.cnbc.com/id/43077233
http://www.cnbc.com/id/43077233


Coakes, E., Smith, P., & Alwis, D. (2009). Developing innovative practice in service industries. 
In Handbook of research on socio-technical design and social networking systems (pp. 210–220). 
Hershey: IGI Publications.

Cockburn, T., & McKie, D. (2004). Imagining uncertainty: Creative tales of corporate and 
global futures. Global Business & Economic Review Journal, 6(1), 92–106. doi:10.1504/
GBER.2004.006222

Computer.financialexpress.com. (2003). Data mining empowers decision-makers at Ranbaxy. 
Retrieved 18 August 13 from http://computer.financialexpress.com/20031124/ appsspecial05.shtml

Consumentenbond. (2019, June 17). Goed rapportcijfers voor banken. ING blijft achter. Retrieved 
from Consumentenbond: https://www.consumentenbond.nl/nieuws/2019/goede-rapportcijfers-
banken.-ing-blijft-achter

Cornelissen, J. P., Oswick, C., Christensen, L. T., & Phillips, N. (2008). Metaphor in organizational 
research: Context, modalities and implications for research - Introduction. Organization Studies, 
29(1), 7–22. doi:10.1177/0170840607086634

Cortez, R., Vazhenin, A., & Sato, K. (2012). Task management principles for e-learning 
environments, In Proceedings of the 2012 Joint International Conference on Human-Centered 
Computer Environments (pp. 32-38). Academic Press.

Costa, F. (2012). GenonomicEnterprise.com Science Blog. Retrieved 08/19/2013 from http://
www.genomicenterprise.com/blog/2013/07/02/big-data-analytics-the-future-of-healthcare/

Council of Europe. (2008). White paper - Living together as equals in dignity, launched by the 
Council of Europe Ministers of Foreign Affairs at their 118th Ministerial Session. Retrieved on 
February 4, 2020, from: https://www.coe.int/t/dg4/intercultural/source/white%20paper_final_
revised_en.pdf

Creighton, J. (2018). How to Create AI That Can Safely Navigate Our World — An Interview 
With Andre Platzer. https://futureoflife.org/2018/12/12/how-to-create-ai-that-can-safely-navigate-
our-world-andre-platzer/

Crevani, L., Lindgren, M., & Packendorff, J. (2010). Leadership, not leaders: On the study of 
leadership as practices and interactions. Scandinavian Journal of Management, 26(1), 77–86. 
doi:10.1016/j.scaman.2009.12.003

Cross, R., Parker, A., & Borgatti, S. P. (2002). A bird’s-eye view: Using social network analysis 
to improve knowledge creation and sharing. Somers: IBM.

Cross, R., Gray, P., Cunningham, S., Showers, M., & Thomas, R. J. (2010). The collaborative 
organization: How to make employee networks really work. MIT Sloan Management Review, 
52(1), 83–90.

Cross, R., Kaše, R., Kilduff, M., & King, Z. (2013). Bridging the gap between research and 
practice in organizational network analysis: A conversation between Rob Cross and Martin 
Kilduff. Human Resource Management, 52(4), 627–644. doi:10.1002/hrm.21545

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://http://computer.financialexpress.com/20031124/appsspecial05.shtml
https://www.consumentenbond.nl/nieuws/2019/goede-rapportcijfers-banken.-ing-blijft-achter
https://www.consumentenbond.nl/nieuws/2019/goede-rapportcijfers-banken.-ing-blijft-achter
http://www.genomicenterprise.com/blog/2013/07/02/big-data-analytics-the-future-of-healthcare/
http://www.genomicenterprise.com/blog/2013/07/02/big-data-analytics-the-future-of-healthcare/
https://www.coe.int/t/dg4/intercultural/source/white%20paper_final_revised_en.pdf
https://www.coe.int/t/dg4/intercultural/source/white%20paper_final_revised_en.pdf
https://futureoflife.org/2018/12/12/how-to-create-ai-that-can-safely-navigate-our-world-andre-platzer/
https://futureoflife.org/2018/12/12/how-to-create-ai-that-can-safely-navigate-our-world-andre-platzer/


Dalmia, V., & Sharma, D. (2017). The Moral Dilemmas of the Fourth Industrial Revolution. 
Academic Press.

Danermark, B., Ekström, M., Jakobsen, L., & Karlsson, J. C. (2002). Explaining society. Critical 
realism in social sciences. London: Routledge.

Dashboards. (2013). Retrieved October 9, 2013 at: https://en.wikipedia.org/wiki/
Dashboard_%28business%29

Dastin, J. (2018, October 10). Amazon scraps secret AI recruiting tool that showed bias 
against women. Retrieved from Reuters: https://www.reuters.com/article/us-amazon-com-jobs-
automation-insight-idUSKCN1MK08G

Dautlich, M., & McKiernan, S. (2013) Government must Improve on Cyber Security Practices 
before Businesses likewise Engage, Says NAO Report. Out-Law.com, 1-3. Retrieved October 5, 
2013, from http://www.out-law.com/en/articles/2013/february/government-must-improve-on-
cyber-security-practices-before-businesses-likewise-engage-says-nao-report/

Dautlich, M., & Salmon, J. (2013). Government sets criteria for new cyber security organizational 
standard. Out-Law.com, IT Security, 1-4. Retrieved October 5, 2013, from http://www.out-law.com/
en/articles/2013/may/government-sets-criteria-for-new-cyber-security-organisational-standard/

Davenport, K. (2000). Corporate citizenship: A stakeholder approach for defining corporate 
social performance and identifying measures for assessing it. Business & Society, 39(2), 210–219. 
doi:10.1177/000765030003900205

Davenport, T. H. (2009a, November). Make Better Decisions. Davenport, Thomas H. Harvard 
Business Review, 87(11), 117–123. PMID:19891389

Davenport, T. H. (2009b, February). How to design smart business experiments. Harvard Business 
Review, 87(2), 68–76.

Day One. (2013). Journal/Diary. Retrieved October 10, 2013 at: https://itunes.apple.com/ca/
app/day-one-journal-diary/id421706526?mt=8

De Stricker, U. (2014). Knowledge management Practice in Organizations. Hershey, PA: IGI 
Global. doi:10.4018/978-1-4666-5186-9

Deans, J. (2006, March 2). OPA conference: the morning. Retrieved from The Guardian: https://
www.theguardian.com/media/organgrinder/2006/mar/02/opaconferenceisdigitalthe

Deiser, R., & Newton, S. (2013). Six social-media skills every leader needs. Retrieved October 
15, 2013 at: https://www.mckinseyquarterly.com/Strategy/Innovation/Six_social-media_skills_
every_leader_needs_3056

Deloitte. (2018). The Fourth Industrial Revolution is here—are you ready? https://www2.
deloitte.com/content/dam/Deloitte/za/Documents/Consumer_Industrial_Products/za_Global_
Industry4-0_Are-you-ready_Report_ZAFinal.pdf

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Dashboard_%28business%29
https://en.wikipedia.org/wiki/Dashboard_%28business%29
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-idUSKCN1MK08G
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-idUSKCN1MK08G
http://www.out-law.com/en/articles/2013/february/government-must-improve-on-cyber-security-practices-before-businesses-likewise-engage-says-nao-report/
http://www.out-law.com/en/articles/2013/february/government-must-improve-on-cyber-security-practices-before-businesses-likewise-engage-says-nao-report/
http://www.out-law.com/en/articles/2013/may/government-sets-criteria-for-new-cyber-security-organisational-standard/
http://www.out-law.com/en/articles/2013/may/government-sets-criteria-for-new-cyber-security-organisational-standard/
https://itunes.apple.com/ca/app/day-one-journal-diary/id421706526?mt=8
https://itunes.apple.com/ca/app/day-one-journal-diary/id421706526?mt=8
https://www.theguardian.com/media/organgrinder/2006/mar/02/opaconferenceisdigitalthe
https://www.theguardian.com/media/organgrinder/2006/mar/02/opaconferenceisdigitalthe
https://www.mckinseyquarterly.com/Strategy/Innovation/Six_social-media_skills_every_leader_needs_3056
https://www.mckinseyquarterly.com/Strategy/Innovation/Six_social-media_skills_every_leader_needs_3056
https://www2.deloitte.com/content/dam/Deloitte/za/Documents/Consumer_Industrial_Products/za_Global_Industry4-0_Are-you-ready_Report_ZAFinal.pdf
https://www2.deloitte.com/content/dam/Deloitte/za/Documents/Consumer_Industrial_Products/za_Global_Industry4-0_Are-you-ready_Report_ZAFinal.pdf
https://www2.deloitte.com/content/dam/Deloitte/za/Documents/Consumer_Industrial_Products/za_Global_Industry4-0_Are-you-ready_Report_ZAFinal.pdf


Deloitte. (2019). The future of cyber survey 2019 Cyber everywhere. Succeed anywhere. Retrieved 
January 30, 2020, from https://www2.deloitte.com/content/dam/Deloitte/us/Documents/finance/
us-the-future-of-cyber-survey.pdf

Deming, W. E. (2012). Retrieved June 2, 2012 at: https://en.wikipedia.org/wiki/W._Edwards_
Deming

Denis, J.-L., Langley, A., & Sergi, V. (2012). Leadership in the plural. The Academy of Management 
Annals, 6(1), 211–283. doi:10.5465/19416520.2012.667612

Department for Digital Culture, Media and Sport. (2019, November 4). Cyber Security Incentives 
and Regulation Review 2020: Call for Evidence. Retrieved January 30, 2020, from https://www.
gov.uk/government/publications/cyber-security-incentives-regulation-review-call-for-evidence

Dervojeda, K., Verzijl, D., Nagtegaal, F., Lengton, M. & Rouwmaat, E. (2013). Big Data -Artificial 
Intelligence. Business Innovation Observatory, EU.

Desjardins, J. (2019, April 17). How much data is generated each day? Retrieved January 30, 
2020, from https://www.weforum.org/agenda/2019/04/how-much-data-is-generated-each-day-
cf4bddf29f/

Devlin, B. A., & Murphy, P. T. (1988). An architecture for a business and information system. 
IBM Systems Journal, 27(1), 60–80. doi:10.1147j.271.0060

Dickenson, M., Burgoyne, J., & Pedler, M. (2010). Virtual action learning: Practices and challenges. 
Action Learning Research and Practice, 7(1), 59–72. doi:10.1080/14767330903576978

Dinniss, H. H. (2012). Cyber Warfare and the Laws of War. Cambridge, UK: Cambridge University 
Press. doi:10.1017/CBO9780511894527

Dixon, N. (1994). The organizational learning cycle. How we can learn collectively. London: 
McGraw-Hill.

Dixon, N. (2000). Common knowledge. How companies thrive by sharing what they know. Boston: 
Harvard Business School Press.

Doheny, M., Nagali, V., & Weig, F. (2012). Agile Operations for Volatile Times. McKinsey 
Quarterly.

Dolliver, M. (2019, May 30). US Time Spent with Media 2019. Retrieved from eMarketer: https://
www.emarketer.com/content/us-time-spent-with-media-2019

Döös, M. (2007). Organizational learning. Competence-bearing relations and breakdowns of 
workplace relatonics. In L. Farell & T. Fenwick (Eds.), World Year Book of Education 2007. 
Educating the global workforce. Knowledge, knowledge work and knowledge workers (pp. 
141–153). London: Routledge.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/finance/us-the-future-of-cyber-survey.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/finance/us-the-future-of-cyber-survey.pdf
https://en.wikipedia.org/wiki/W._Edwards_Deming
https://en.wikipedia.org/wiki/W._Edwards_Deming
https://www.gov.uk/government/publications/cyber-security-incentives-regulation-review-call-for-evidence
https://www.gov.uk/government/publications/cyber-security-incentives-regulation-review-call-for-evidence
https://www.weforum.org/agenda/2019/04/how-much-data-is-generated-each-day-cf4bddf29f/
https://www.weforum.org/agenda/2019/04/how-much-data-is-generated-each-day-cf4bddf29f/
https://www.emarketer.com/content/us-time-spent-with-media-2019
https://www.emarketer.com/content/us-time-spent-with-media-2019


Döös, M., Johansson, P., & Backström, T. (2015a). Att synliggöra samarbete - bilder och begrepp 
för förändring. In J. Löwstedt (Ed.), Skolledning. Scener ur den organiserande vardagen (pp. 
149–169). Lund: Studentlitteratur.

Döös, M., Johansson, P., & Wilhelmson, L. (2015b). Beyond being present: Learning-oriented 
leadership in the daily work of middle managers. Journal of Workplace Learning, 27(6), 408–425. 
doi:10.1108/JWL-10-2014-0077

Döös, M., & Wilhelmson, L. (2011). Collective learning: Interaction and a shared action arena. 
Journal of Workplace Learning, 23(8), 487–500. doi:10.1108/13665621111174852

Dover, R., Dylan, H., & Goodman, S. M. (2017). The Palgrave Handbook of Security, Risk and 
Intelligence. London, UK: Macmillan Publishers Ltd. doi:10.1057/978-1-137-53675-4

Dropbox. (2013). Dropbox for business. Retrieved October 10, 2013 at: https://www.
dropbox.com/business?_tk=adwords&_kw=dropbox|e&_net=g&_ad=33733502862|1t1&_
camp=Search%3A%20Brand%20%22Dropbox%22%20-%20CA&gclid=CI-
iyoq9j7oCFfBaMgodzEUAYQ

Drury, A., & Absolom, R. (2012). Multi-market BYOD Survey Results: The Management gap. 
Retrieved on 03/22/2014 from http://ovum.com/research/multi-market-byod-survey-results-the-
byod-management-gap/

Du Rausis, M. P., Manyika, J., Hazan, E., Bughin, J., Chui, M., & Said, R. (2011). Internet 
matters: the net’s sweeping impact on growth, jobs and prosperity. McKinsey Global Institute.

Dulewicz, V., & Higgs, M. (2005). Assessing leadership dimensions, styles and organizational 
context. Journal of Managerial Psychology, 20(2), 105–123. doi:10.1108/02683940510579759

Dunphy, D. C. (2000). Sustainability: The corporate challenge of the 21st century. Allen & Unwin.

Dunphy, D. C., & Stace, D. A. (1988). Transformational and coercive strategies for planned 
organizational change: Beyond the O.D. model. Organization Studies, 9(3), 317–334. 
doi:10.1177/017084068800900302

Eisenga, A., Jones, T. L., & Rodriguez, W. (2012). Investing in IT Security: How to Determine 
the Maximum Threshold. International Journal of Information Security and Privacy, 6(3), 75–87. 
doi:10.4018/jisp.2012070104

Elearning. (2013). Retrieved October 14, 2013 at: https://en.wikipedia.org/wiki/E-learning

Elkington, J., & Hartigan, P. (2008). The Power of Unreasonable People. Boston, MA: Harvard 
Business Press.

ELLP Annual Report. (2012). KPMG Report. Retrieved 1 October 2013 from http://www.kpmg.
com/eu/en/about/pages/annual-report.aspx

eMarketer Report. (2014). Retrieved 04/10/2014 from https://www.emarketer.com/Article/Social-
Networking-Reaches-Nearly-One-Four-Around-World/1009976

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.dropbox.com/business?_tk=adwords&_kw=dropbox|e&_net=g&_ad=33733502862|1t1&_camp=Search%3A%20Brand%20%22Dropbox%22%20-%20CA&gclid=CI-iyoq9j7oCFfBaMgodzEUAYQ
https://www.dropbox.com/business?_tk=adwords&_kw=dropbox|e&_net=g&_ad=33733502862|1t1&_camp=Search%3A%20Brand%20%22Dropbox%22%20-%20CA&gclid=CI-iyoq9j7oCFfBaMgodzEUAYQ
https://www.dropbox.com/business?_tk=adwords&_kw=dropbox|e&_net=g&_ad=33733502862|1t1&_camp=Search%3A%20Brand%20%22Dropbox%22%20-%20CA&gclid=CI-iyoq9j7oCFfBaMgodzEUAYQ
https://www.dropbox.com/business?_tk=adwords&_kw=dropbox|e&_net=g&_ad=33733502862|1t1&_camp=Search%3A%20Brand%20%22Dropbox%22%20-%20CA&gclid=CI-iyoq9j7oCFfBaMgodzEUAYQ
http://ovum.com/research/multi-market-byod-survey-results-the-byod-management-gap/
http://ovum.com/research/multi-market-byod-survey-results-the-byod-management-gap/
https://en.wikipedia.org/wiki/E-learning
http://www.kpmg.com/eu/en/about/pages/annual-report.aspx
http://www.kpmg.com/eu/en/about/pages/annual-report.aspx
https://www.emarketer.com/Article/Social-Networking-Reaches-Nearly-One-Four-Around-World/1009976
https://www.emarketer.com/Article/Social-Networking-Reaches-Nearly-One-Four-Around-World/1009976


Empson, L., & Alvehus, J. (2019). Collective leadership dynamics among professional peers: Co-
constructing an unstable equilibrium. Organization Studies, 1–23. doi:10.1177/0170840619844291

European Banking Association’s. (2011, September 27). Guidelines on Internal Governance 
(GL 44). Retrieved from EBA: https://eba.europa.eu/sites/default/documents/files/
documents/10180/103861/e03ae4b3-1059-4d2a-a5ff-35a287f8c850/EBA-BS-2011-116-final-
EBA-Guidelines-on-Internal-Governance-%282%29_1.pdf?retry=1

European Commission. (n.d.). EU data protection rules. Retrieved January 30, 2020, from https://
ec.europa.eu/info/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-
protection-rules/eu-data-protection-rules_en

European Economic and Social Committee (EESC). (2018). Industry 5.0. Retrieved on February 
5, 2020 from: https://www.eesc.europa.eu/en/agenda/our-events/events/industry-50

Evernote. (2013). Retrieved October 13, 2013 at: evernote.com

EYGM. (2018). Can the universities of today lead learning for tomorrow? The University of the 
Future. Retrieved on February 5, 2020 from: https://assets.ey.com/content/dam/ey-sites/ey-com/
en_au/topics/government-and-public-sector/ey-university-of-the-future-2030.pdf

Fay, J. (2011). Contemporary Security Management (3rd ed.). Burlington, MA: Elsevier.

Ferracone, R. (2019, July 9). Good Governance, Do Boards Need Cyber Security Experts? Retrieved 
from Forbes: https://www.forbes.com/sites/robinferracone/2019/07/09/good-governance-do-
boards-need-cyber-security-experts/#70b127111859

Forbes & Mckiney. (2012). Big Data and Advanced Analytics: Success Stories from the Front 
Lines. Retrieved October 12, 2013 at: https://www.forbes.com/sites/mckinsey/2012/12/03/big-
data-advanced-analytics-success-stories-from-the-front-lines/

Foremann, P. (2018). Vulnerability Management (2nd ed.). Boca Raton, FL: CRC Press.

Forrester. (2011). What we believe. Retrieved January 30, 2020. from https://go.forrester.com/
age-of-the-customer/

Forsén, G., Lundin, T., & Löwgren, J. (2010). Pinpoint: A design study in interactive visualization 
for finding people in a large organization. Information Visualization, 9(2), 141–151. doi:10.1057/
ivs.2009.14

Frames of Mind. (1983). The Theory of Multiple Intelligences. Harvard Business School.

Frank, M., MacCallum, D., Abid, M., & Abdelillah, H. (2013). General Introduction: The Return 
of Social Innovation as a Scientific Concept and a Social Practice. In The International Handbook 
on Social Innovation. Collective Action, Social Learning and Transdisciplinary Research (pp. 
1–6). Cheltenham, UK: Edward Elgar.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://eba.europa.eu/sites/default/documents/files/documents/10180/103861/e03ae4b3-1059-4d2a-a5ff-35a287f8c850/EBA-BS-2011-116-final-EBA-Guidelines-on-Internal-Governance-%282%29_1.pdf?retry=1
https://eba.europa.eu/sites/default/documents/files/documents/10180/103861/e03ae4b3-1059-4d2a-a5ff-35a287f8c850/EBA-BS-2011-116-final-EBA-Guidelines-on-Internal-Governance-%282%29_1.pdf?retry=1
https://eba.europa.eu/sites/default/documents/files/documents/10180/103861/e03ae4b3-1059-4d2a-a5ff-35a287f8c850/EBA-BS-2011-116-final-EBA-Guidelines-on-Internal-Governance-%282%29_1.pdf?retry=1
https://ec.europa.eu/info/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules/eu-data-protection-rules_en
https://ec.europa.eu/info/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules/eu-data-protection-rules_en
https://ec.europa.eu/info/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules/eu-data-protection-rules_en
https://www.eesc.europa.eu/en/agenda/our-events/events/industry-50
https://assets.ey.com/content/dam/ey-sites/ey-com/en_au/topics/government-and-public-sector/ey-university-of-the-future-2030.pdf
https://assets.ey.com/content/dam/ey-sites/ey-com/en_au/topics/government-and-public-sector/ey-university-of-the-future-2030.pdf
https://www.forbes.com/sites/robinferracone/2019/07/09/good-governance-do-boards-need-cyber-security-experts/#70b127111859
https://www.forbes.com/sites/robinferracone/2019/07/09/good-governance-do-boards-need-cyber-security-experts/#70b127111859
https://www.forbes.com/sites/mckinsey/2012/12/03/big-data-advanced-analytics-success-stories-from-the-front-lines/
https://www.forbes.com/sites/mckinsey/2012/12/03/big-data-advanced-analytics-success-stories-from-the-front-lines/
https://go.forrester.com/age-of-the-customer/
https://go.forrester.com/age-of-the-customer/


Franz, H.-W. (2010). Qualitäts-Management alssoziale Innovation. In J. Howaldt & H. Jacobsen 
(Eds.), Soziale Innovation: Auf demWegzueinempostindustriellenInnovationsparadigma (pp. 
335–354). Wiesbaden. doi:10.1007/978-3-531-92469-4_18

Frey, C. B., & Osborne, M. A. (2013). The Future of Employment: How susceptible are jobs to 
computerisation? Academic Press.

Friedman, T. L. (2007). The World Is Flat 3.0: A Brief History of the Twenty-first Century. New 
York: Farrar, Straus and Giroux.

Friess, P., & Ibanez, F. (2014). Putting the Internet of Things Forward to the Next Level. In O. 
Vermesan & P. Friess (Eds.), Internet of Things Applications – From Research and Innovation 
to Market Deployment: 3–6. Gistrup, Denmark: Rivers Publishers.

Fromherz, A. (2017). Qatar, rise to power and influence. London: I. B. Tauris.

Fukuyama, F. (2012). The future of history. Can liberal democracy survive the decline of the 
middle class? Available at: https:// weconoproject.files.wordpress.com/2012/10/ the-future-of-
history-francis-fukuyama.pdf

Gaiani, S., & Hansson, H. (2009). Critical issues for e-learning telecentres in Sri Lanka and India. 
ICDE World Conference on Open Learning and Distance Education, Maastricht, The Netherlands.

Gardner, W. L., Lowe, K. B., Moss, T. W., Mahoney, K. T., & Cogliser, C. C. (2010). Scholarly 
leadership of the study of leadership: A review of The Leadership Quarterly’s second decade, 
2000–2009. The Leadership Quarterly, 21, 922–958.

Garriga, E., & Melé, D. (2013). Corporate Social Responsibility Theories: Mapping the Territory. 
Journal of Business Ethics, 69-96.

Gartner. (2018). Gartner Forecasts Worldwide Information Security Spending to Exceed $124 
Billion in 2019. Retrieved January 30, 2020, from https://www.gartner.com/en/newsroom/press-
releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-
billion-in-2019

Gartner. (2018). Gartner Says Nearly Half of CIOs Are Planning to Deploy Artificial Intelligence. 
Retrieved on February 1, 2020, from https://www.gartner.com/en/newsroom/press-releases/2018-
02-13-gartner-says-nearly-half-of-cios-are-planning-to-deploy-artificial-intelligence

Gartner. (2019). Gartner Says AI Augmentation Will Create $2.9 Trillion of Business Value in 2021. 
Retrieved on January 22, 2014 from https://www.gartner.com/en/newsroom/press-releases/2019-
08-05-gartner-says-ai-augmentation-will-create-2point9-trillion-of-business-value-in-2021

Gartner. (2019). Gartner Says Global IT Spending to Grow 0.6% in 2019. Retrieved January 
30, 2020, from https://www.gartner.com/en/newsroom/press-releases/2019-10-07-gartner-says-
global-it-spending-to-grow-06-in-2019

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://https://weconoproject.files.wordpress.com/2012/10/the-future-of-history-francis-fukuyama.pdf
http://https://weconoproject.files.wordpress.com/2012/10/the-future-of-history-francis-fukuyama.pdf
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-security-spending-to-exceed-124-billion-in-2019
https://www.gartner.com/en/newsroom/press-releases/2018-02-13-gartner-says-nearly-half-of-cios-are-planning-to-deploy-artificial-intelligence
https://www.gartner.com/en/newsroom/press-releases/2018-02-13-gartner-says-nearly-half-of-cios-are-planning-to-deploy-artificial-intelligence
https://www.gartner.com/en/newsroom/press-releases/2019-08-05-gartner-says-ai-augmentation-will-create-2point9-trillion-of-business-value-in-2021
https://www.gartner.com/en/newsroom/press-releases/2019-08-05-gartner-says-ai-augmentation-will-create-2point9-trillion-of-business-value-in-2021
https://www.gartner.com/en/newsroom/press-releases/2019-10-07-gartner-says-global-it-spending-to-grow-06-in-2019
https://www.gartner.com/en/newsroom/press-releases/2019-10-07-gartner-says-global-it-spending-to-grow-06-in-2019


Gatehouse, A. (2013). The Biggest Threat to Cyber Security and What to do about it. Insight 
Blog, 1-3. Retrieved October 18, 2013, from http://blog.insight.com/2013/10/big-threat-to-
cyber-security/

Gauri, P. (2019). What the Fifth Industrial Revolution is and Why it Matters? World Economic 
Forum.

Gershon, P. (2009). Review of the Australian Government’s Use of Information and Communication 
Technology. Retrieved October 10, 2013 at: https://www.finance.gov.au/publications/ict-review/

Gharajedaghi, J. (2012). Socio-cultural Systems. Retrieved October 9, 2013 at: http://www.google.
ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2
Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-
edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopA
llA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg

Ginsberg, J., Mohebbi, M. H., Patel, R. S., Brammer, L., Smolinski, M. S., & Brilliant, L. (2009). 
Detecting influenza epidemics using search engine query data. Retrieved 10 October 2013 from 
http://li.mit.edu/Stuff/CNSE/Paper/Ginsberg09Mohebbi.pdf

Godin, B. (2012). Social innovation: utopias of innovation from c.1830 to the present. Working 
Paper 11, Project on the Intellectual History of Innovation. Montréal: INRS. http://www.csiic. 
ca/PDF/SocialInnovation_2012.pdf

Goedeker, M. (2011). Hacker Defense Network. Retrieved on January 20, 2014, from http://www.
hakdefnet.org/H%40KDEFNET/HAKDEFNET.html

Goldfarb, A. (2018, May 22). How AI is Making Prediction Cheaper. Retrieved from Harvard 
Business Review: https://hbr.org/podcast/2018/05/how-ai-is-making-prediction-cheaper

Goldner, S. (2013). We Cannot Segment the Digital Revolution. Retrieved October 14, 2013 at: 
https://socialsteve.wordpress.com/2013/03/24/we-cannot-segment-the-digital-revolution/

Goodwin, B. (2011). Retrieved on January 22, 2014 from https://www.computerweekly.com/
news/1280094776/Poor-communication-to-blame-for-business-intelligence-failure-says-Gartner

Google Official history. (2013). Tracking flu trends. Retrieved 12 November From http://
googleblog.blogspot.in/2008/11/tracking-flu-trends.html

GoogleOrg. (2013, August). Retrieved, 24 September 2013 from https://www.google.org/
flutrends/about/how.html

GoogleTrends. (2013, August). Explore Swine Flu. Retrieved 10 September 2013 from http://
www.google.com/trends/explore-q=Swine Flu

Goos, M., Manning, A., & Salomons, A. (2009). Job polarization in Europe. The American 
Economic Review, 99(2), 58–63. doi:10.1257/aer.99.2.58

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://blog.insight.com/2013/10/big-threat-to-cyber-security/
http://blog.insight.com/2013/10/big-threat-to-cyber-security/
https://www.finance.gov.au/publications/ict-review/
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopAllA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopAllA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopAllA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopAllA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fackoffcenter.blogs.com%2Ffiles%2Fgharajedaghi-sociocultural-systems-revised-1-23-12-with-edits.pdf&ei=0nNVUvTqFdjH4APLzoFw&usg=AFQjCNEEcjww8JT20L-vOheb8MOmZopAllA&sig2=8yaDQuDMnKdjLRMEwd7LKg&bvm=bv.53760139,d.dmg
http://li.mit.edu/Stuff/CNSE/Paper/Ginsberg09Mohebbi.pdf
http://http://www.csiic.ca/PDF/SocialInnovation_2012.pdf
http://http://www.csiic.ca/PDF/SocialInnovation_2012.pdf
http://www.hakdefnet.org/H%40KDEFNET/HAKDEFNET.html
http://www.hakdefnet.org/H%40KDEFNET/HAKDEFNET.html
https://hbr.org/podcast/2018/05/how-ai-is-making-prediction-cheaper
https://socialsteve.wordpress.com/2013/03/24/we-cannot-segment-the-digital-revolution/
https://www.computerweekly.com/news/1280094776/Poor-communication-to-blame-for-business-intelligence-failure-says-Gartner
https://www.computerweekly.com/news/1280094776/Poor-communication-to-blame-for-business-intelligence-failure-says-Gartner
http://googleblog.blogspot.in/2008/11/tracking-flu-trends.html
http://googleblog.blogspot.in/2008/11/tracking-flu-trends.html
https://www.google.org/flutrends/about/how.html
https://www.google.org/flutrends/about/how.html
http://www.google.com/trends/explore
http://www.google.com/trends/explore


Gordian Knot. (2011). Retrieved September 25, 2011 at: https://en.wikipedia.org/wiki/Gordian_
Knot

Gov.uk. (2020). Consultation outcome Government response to the Regulatory proposals for 
consumer Internet of Things (IoT) security consultation. Retrieved January 30, 2020, from https://
www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-
security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-
things-iot-security-consultation

Gov.uk. (n.d.). Data protection. Retrieved January 30, 2020, from the Gov.UK website: https://
www.gov.uk/data-protection

Govindasamy, T. (2001). Successful implementation of e-learning: Pedagogical considerations. 
The Internet and Higher Education, 4(3-4), 287–299. doi:10.1016/S1096-7516(01)00071-9

Granberg, O., & Ohlsson, J. (Eds.). (2011). Organisational pedagogics - an introduction. Lund: 
Studentlitteratur. (in Swedish)

Granovetter, M. (1973). The strength of weak ties. American Journal of Sociology, 78(6), 
1360–1380. doi:10.1086/225469

Granovetter, M. S. (1983). The strength of weak ties: A network theory revisited. Sociological 
Theory, 1, 201–233. doi:10.2307/202051

Grant, R. M. (2002). Contemporary Strategy Analysis: Concepts Techniques and Applications 
(4th ed.). Blackwell Publishers.

Grazier, K. L. (2005). Interview with Chip Holmes, CHE, administrator, Littleton Regional 
Hospital, Bethlehem, New Hampshire. Journal of Healthcare Management, 50(6), 357–360. 
doi:10.1097/00115514-200511000-00002 PMID:16370122

Greenbaum, J. (2013). Imagineering Big Data. IEEE Rock Stars of Big Data. Retrieved on January 
22, 2014 from https://www.youtube.com/watch?v=FwzPYFeaAEs

Greenfield, R. (2012, December 14). 2012: The Year Facebook Finally Tried to Make Some Money. 
Retrieved from The Atlantic: https://www.theatlantic.com/technology/archive/2012/12/2012-
year-facebook-finally-tried-make-some-money/320493/

Grensing-Pophal, L. (2013). What Does the Digital Generation’s Tech Fatigue Mean for Content 
Providers? Retrieved October15, 2013 at: http://www.econtentmag.com/Articles/News/News-
Feature/What-Does-the-Digital-Generations-Tech-Fatigue-Mean-for-Content-Providers-91694.
htm#!

Groves, P. (2013). The ‘Big Data’ Revolution in Healthcare. McKinsey & Company. Retrieved 
on 12 August 2013 from http://www.mckinsey.com/ insights/health_systems_and_services/
the_bigdata_revolution_in_us_health_care

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Gordian_Knot
https://en.wikipedia.org/wiki/Gordian_Knot
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation
https://www.gov.uk/government/consultations/consultation-on-regulatory-proposals-on-consumer-iot-security/outcome/government-response-to-the-regulatory-proposals-for-consumer-internet-of-things-iot-security-consultation
https://www.gov.uk/data-protection
https://www.gov.uk/data-protection
https://www.youtube.com/watch?v=FwzPYFeaAEs
https://www.theatlantic.com/technology/archive/2012/12/2012-year-facebook-finally-tried-make-some-money/320493/
https://www.theatlantic.com/technology/archive/2012/12/2012-year-facebook-finally-tried-make-some-money/320493/
http://www.econtentmag.com/Articles/News/News-Feature/What-Does-the-Digital-Generations-Tech-Fatigue-Mean-for-Content-Providers-91694.htm#
http://www.econtentmag.com/Articles/News/News-Feature/What-Does-the-Digital-Generations-Tech-Fatigue-Mean-for-Content-Providers-91694.htm#
http://www.econtentmag.com/Articles/News/News-Feature/What-Does-the-Digital-Generations-Tech-Fatigue-Mean-for-Content-Providers-91694.htm#
http://http://www.mckinsey.com/insights/


Groves, P., Kayyali, B., & Knott, D. (2013). The big data revolution in Healthcare. Center for 
US Health System Reform Business Technology Office, McKinsey & Company. Retrieved 10 
August 2013 from https://www.mckinsey.com/insights/health_systems_and_services/the_big-
data_revolution_in_us_health_care

Gubbins, C., & Dooley, L. (2010). Social network analysis as a tool for knowledge management 
for innovation Information Science Reference. In E. O’Brien, S. Clifford, & M. Southern (Eds.), 
Knowledge management for process, organizational and marketing innovation: Tools and methods 
(pp. 95–119). Hershey, PA: IGI Global.

Gunning, D. (2016). Explainable Artificial Intelligence (XAI). Retrieved from Georgia College 
of Tech Computing: www.cc.gatech.edu/~alanwags/DLAI2016/(Gunning)%20IJCAI-16%20
DLAI%20WS.pdf

Hahn, J., & Andor, L. (2013). Guide to Social Innovation. Brussels: European Commission.

Haigh, T. (2001). Inventing Information Systems: The Systems Men and the Computer, 1950-
1968. The Business History Review, 75(1), 15-61.

Hall, J., Matos, S., Sheehan, L., & Silvestre, B. (2012). Entrepreneurship and Innovation and the 
Base of the Pyramid: A Recipe for Inclusive Growth or Social Exclusion? Journal of Management 
Studies, 49(4), 785–812. doi:10.1111/j.1467-6486.2012.01044.x

Hamilton, W. (2012). Cognizant 20-20 Insights. Big Data is the Future of Healthcare. Retrieved 
16 August 2013 from https://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-
of-Healthcare.pdf

Hammond, J. S., Keeney, R. L., & Raiffa, H. (2006, January). Hidden Traps in Decision Making. 
Harvard Business Review, 84(1), 118–126. PMID:10185432

Hanna, N. (2008). Transforming government and empowering communities: The Sri Lankan 
experience with e-development. World Bank Publications. doi:10.1596/978-0-8213-7335-4

Hanna, N. K. (2003). Why National Strategies are needed for ICT-enabled Development. World 
Bank Staff Paper. Washington, DC: World Bank.

Hanneman, R. A., & Riddle, M. (2005). Introduction to social network methods. Retrieved from 
http://faculty.ucr.edu/~hanneman/nettext/C4_netdraw.html#toc

Harris, A. (2011). Distributed leadership: Implications for the role of the principal. Journal of 
Management Development, 31(1), 7–17. doi:10.1108/02621711211190961

Hartman, H. (2014) Food & the New Community, How the Internet changes Food Culture. 
Retrieved on 03/14/2014 from https://www.hartman-group.com/news/press-releases/eating-
alone-is-the-new-norma-reports-the-hartman-group

Harvey, C. (2020). How the Coronavirus Pandemic Is Affecting CO2 Emissions. Retrieved on 
03/16/2020 from https://www.scientificamerican.com/article/how-the-coronavirus-pandemic-is-
affecting-co2-emissions/?print=true

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.mckinsey.com/insights/health_systems_and_services/the_big-data_revolution_in_us_health_care
https://www.mckinsey.com/insights/health_systems_and_services/the_big-data_revolution_in_us_health_care
http://www.cc.gatech.edu/~alanwags/DLAI2016/(Gunning)%20IJCAI-16%20DLAI%20WS.pdf
http://www.cc.gatech.edu/~alanwags/DLAI2016/(Gunning)%20IJCAI-16%20DLAI%20WS.pdf
https://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf
https://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf
http://faculty.ucr.edu/~hanneman/nettext/C4_netdraw.html#toc
https://www.hartman-group.com/news/press-releases/eating-alone-is-the-new-norma-reports-the-hartman-group
https://www.hartman-group.com/news/press-releases/eating-alone-is-the-new-norma-reports-the-hartman-group
https://www.scientificamerican.com/article/how-the-coronavirus-pandemic-is-affecting-co2-emissions/?print=true
https://www.scientificamerican.com/article/how-the-coronavirus-pandemic-is-affecting-co2-emissions/?print=true


Hassan, A. (2019, April 30). Zuckerberg promises “complete overhaul” of Facebook geared 
towards user privacy at F8. Retrieved from ABC: https://abc13.com/business/zuckerberg-
promises-complete-overhaul-of-facebook-geared-towards-user-privacy/5277460/

Hatch, M. J., & Yanow, D. (2008). Methodology by metaphor: Ways of seeing in painting and 
research. Organization Studies, 29(1), 23–44. doi:10.1177/0170840607086635

Hazy, J. K., & Backström, T. (2013). Human interaction dynamics (HID): Foundations, definitions 
and directions. Emergence, 15(4), 91–111.

Hecht, B. (2008). Wholesaling social change: Philanthropy’s strategic infection point. Nonprofit 
and Voluntary Sector Quarterly, 37(1), 163–173. doi:10.1177/0899764007307905

Heck, S., & Rogers, M. (2014, March). Are you ready for the resource revolution? McKinsey 
Quarterly. https://www.mckinsey.com/Insights/Sustainability/Are_you_ready_for_the_resource_
revolution?cid=resourcerev-eml-alt-mkq-mck-oth-1403

Heifetz, R., Grashow, A., & Linsky, M. (2009). The practice of adaptive leadership. Boston: 
Harvard Business School Press.

Higgs, M. J. (2003). How can we make sense of leadership in the 21st century? Leadership and 
Organization Development Journal, 24(5), 273–284. doi:10.1108/01437730310485798

Hill, M. A., & Linker, J. B. (1940). Brief Course in Analytics. New York: Henry Holt and Company.

History of artificial intelligence. (n.d.). Retrieved from Wikipedia: from https://en.wikipedia.
org/wiki/History_of_artificial_intelligence

Hmelo, C. E., Holton, D. L., & Kolodner, J. L. (2000). Designing to learn about complex systems. 
Journal of the Learning Sciences, 9(3), 247–298. doi:10.1207/S15327809JLS0903_2

Holmes, R. (2013). The social media manager is dead. Long live social media. Retrieved October 
15, 2013 at:http://management.fortune.cnn.com/2013/10/01/social-media-manager/#!

Holson, L. (2009, February 28). Putting a Bolder Face on Google. Retrieved from The New York 
Times: www.nytimes.com/2009/03/01/business/01marissa.html

Honey, P., & Mumford, J. (1992). Manual of learning styles. (3rd ed.). Madenhead: P. Honey.

Horner, P. (2002). Retrieved on January 22, 2014 from http://www.orms-today.org/orms-10-02/
frhistory.html

Hosman, L. (2008). A Pilot Takes Off: Examining Sustainability and Scalability in the Context 
of a Sri Lankan Public-Private Partnership Telecenter Project. 19th Australasian Conference 
on Information Systems, Christchurch, New Zealand.

Hosman, L., & Fife, E. (2008). Improving the prospects for sustainable ICT projects in the 
developing world. International Journal of Media and Cultural Politics, 4(1), 51–69. doi:10.1386/
macp.4.1.51_1

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://abc13.com/business/zuckerberg-promises-complete-overhaul-of-facebook-geared-towards-user-privacy/5277460/
https://abc13.com/business/zuckerberg-promises-complete-overhaul-of-facebook-geared-towards-user-privacy/5277460/
https://www.mckinsey.com/Insights/Sustainability/Are_you_ready_for_the_resource_revolution?cid=resourcerev-eml-alt-mkq-mck-oth-1403
https://www.mckinsey.com/Insights/Sustainability/Are_you_ready_for_the_resource_revolution?cid=resourcerev-eml-alt-mkq-mck-oth-1403
https://en.wikipedia.org/wiki/History_of_artificial_intelligence
https://en.wikipedia.org/wiki/History_of_artificial_intelligence
http://management.fortune.cnn.com/2013/10/01/social-media-manager/#
http://www.nytimes.com/2009/03/01/business/01marissa.html
http://www.orms-today.org/orms-10-02/frhistory.html
http://www.orms-today.org/orms-10-02/frhistory.html


Howaldt, J., & Schwarz, M. (2010). Social Innovation: Concepts, Research Fields and International 
Trends. Dortmund: Report of ESF, EU, and Aachen University.

Howard, R. A. (1966). Decision Analysis: Applied Decision Theory. In Proceedings of the Fourth 
International Conference on Operational Research (pp. 55-71). Wiley-Interscience.

Hunter, D. (2013). Cyber security must rise up the boardroom agenda. Fresh Business Thinking.
com. 1-2. Retrieved October 10, 2013, from http://www.freshbusinessthinking.com/news.
php?NID=19258#.UnLBKCQ6JG8

Hyypiä, M., & Pekkola, S. (2011). Interaction challenges in leadership and performance management 
in developing a network environment. Journal of Advances in Management Research, 8(1), 85–98. 
doi:10.1108/09727981111129318

Iansiti, M., & Lakhani, K. R. (2020, January/February). Competing in the Age of AI. Harvard 
Business Review, 98(1), 60–67.

IBM. (2013). Extending business intelligence with dashboards. Retrieved October 10, 
2013 at: https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-
BA_WebOrganic&S_PKG=ov4005&form=170&S_CMP=Google-Display-SWG-Cognos-
WP-3099&csr=wwus_cognosdashboard-20130716&cm=k&cr=google&ct=101KR81W
&S_TACT=101KR81W&ck=dashboard_best_pra ctices&cmp=101KR&mkwid=sZ8lBwI56
_32246842748_43246d30503&gclid=COj34vSOj7oCFYZaMgodVk0AeA.

IFAL. (2013). Where Action Learning comes from and where it’s going. Retrieved October 10, 
2013 at: http://ifal.org.uk/action-learning/origins-of-action-learning/

IFR. (2012). World robotics 2012. Tech. Rep., International Federation of Robotics.

IMG. (2019, July 7). Cybersecurity – The board must take responsibility. Retrieved January 30, 
2020, from https://imgcorp.co.uk/cybersecurity-board-responsibility/

Indexmundi. (n.d.). Country statistics. https://www.indexmundi.com/

Information and Communication Technology Agency (ICTA) of Sri Lanka. (n.d.). https://www.
icta.lk

Information Office State Council of the People’s Republic of China. (1994). Intellectual Property 
Protection in China. Retrieved on February 29, 2020 from: http://www.china-un.ch/eng/dbtyw/
zmjg_1/jgzfbps/t176937.htm

INFORMS. (2019). Artificial Intelligence Internal White Paper. INFORMS.

Innovaro. (2013). Electric Power Industry Transformation-Driving Forces Creating New Business 
Models. Author.

Innovaro. (2014). Technology Foresight. http://www.trendsandforesight.com/ uploads/TF%20
2013%2039%20Experience%20API.pdf

Innovaro. (2014). Technology Foresight: Disruptive Technologies 2025. Author.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.freshbusinessthinking.com/news.php?NID=19258#.UnLBKCQ6JG8
http://www.freshbusinessthinking.com/news.php?NID=19258#.UnLBKCQ6JG8
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-BA_WebOrganic&S_PKG=ov4005&form=170&S_CMP=Google-Display-SWG-Cognos-WP-3099&csr=wwus_cognosdashboard-20130716&cm=k&cr=google&ct=101KR81W&S_TACT=101KR81W&ck=dashboard_best_pra
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-BA_WebOrganic&S_PKG=ov4005&form=170&S_CMP=Google-Display-SWG-Cognos-WP-3099&csr=wwus_cognosdashboard-20130716&cm=k&cr=google&ct=101KR81W&S_TACT=101KR81W&ck=dashboard_best_pra
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-BA_WebOrganic&S_PKG=ov4005&form=170&S_CMP=Google-Display-SWG-Cognos-WP-3099&csr=wwus_cognosdashboard-20130716&cm=k&cr=google&ct=101KR81W&S_TACT=101KR81W&ck=dashboard_best_pra
https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-BA_WebOrganic&S_PKG=ov4005&form=170&S_CMP=Google-Display-SWG-Cognos-WP-3099&csr=wwus_cognosdashboard-20130716&cm=k&cr=google&ct=101KR81W&S_TACT=101KR81W&ck=dashboard_best_pra
http://ifal.org.uk/action-learning/origins-of-action-learning/
https://imgcorp.co.uk/cybersecurity-board-responsibility/
https://www.indexmundi.com/
https://www.icta.lk
https://www.icta.lk
http://www.china-un.ch/eng/dbtyw/zmjg_1/jgzfbps/t176937.htm
http://www.china-un.ch/eng/dbtyw/zmjg_1/jgzfbps/t176937.htm
http://http://www.trendsandforesight.com/uploads/TF%202013%2039%20Experience%20API.pdf
http://http://www.trendsandforesight.com/uploads/TF%202013%2039%20Experience%20API.pdf


Institute of Business Ethics. (n.d.). Cyber security. Retrieved January 30, 2020, from https://
www.ibe.org.uk/knowledge-hub/technology/cyber-security.html

Institute of Directors in Southern Africa. (2016). King Report on Corporate Governance for 
South Africa - 2016 (King IV Report). Retrieved January 30, 2020, from the European Corporate 
Governance Institute (ecgi) website: https://ecgi.global/code/king-report-corporate-governance-
south-africa-2016-king-iv-report

Institute of Internal Auditors. (2018). The Three Lines of Defense in Effective Risk Management 
and Control. Retrieved from The Institute of Internal Auditors: www.na.theiia.org/standards-
guidance/Public%20Documents/PP%20The%20Three%20Lines%20of%2 0Defense%20in%20
Effective%20Risk%20Management%20and%20Contro

International Telecommunication Union (ITU). (n.d.). https://www.itu.int

Irwin, L. (2020, January 3). List of data breaches and cyber attacks in December 2019 – 627 
million records breached. Retrieved January 30, 2020, from the IT Governance website: https://
www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-december-2019

ISACA International. (2019). Introducing COBIT 2019 The leading framework for customizing 
and right-sizing enterprise governance of information and technology. Retrieved January 30, 
2020, from the ISACA website: https://www.isaca.org/cobit/pages/default.aspx

JacopoGaspariMaurizioBusacca. (2017). Dialogo a cura di/dialogue Dipartimentodi Management, 
Università Ca’ Foscaridi Venezia. https://www.fupress.com/techne

Jahns, C. C. (2017). Retrieved January 12, 2020 at: https://magazine.vunela.com/leadership-in-
the-fourth-industrial-revolution-its-time-for-an-upgrade-5e1273a29452

Jamali, D. (2008). A stakeholder approach to corporate social responsibility: A fresh perspective 
into theory and practice. Journal of Business Ethics, 82(1), 213–231. doi:10.100710551-007-9572-4

Janssen, W. (1994). Seat belt wearing and driving behaviour: An instrumented-vehicle study. In 
Accident Analysis and Prevention (pp. 249-261). Elsevier.

Jaschik, S. & Lederman, D. (2019). 2019 Survey of Faculty Attitudes on Technology- A Study by 
Inside Higher Ed and Gallup. Academic Press.

Jayakumar, S., Manimaran, S., & GopiAnand, M. (2013). Analysis of E-Learning In Business 
and Tools for Improving the Effectiveness of the Educational System. Academic Press.

Jefferey, C. (2012). Inside Cyber Warfare: Mapping the Cyber Underworld. Sebastopol, CA: 
O’Reilly.

Jessop, Hulgard, & Hamdouch. (2013). Social innovation research: A new stage in innovation 
analysis? In International handbook on social innovation: collective action, social learning and 
transdisciplinary research. Edward Elgar.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.ibe.org.uk/knowledge-hub/technology/cyber-security.html
https://www.ibe.org.uk/knowledge-hub/technology/cyber-security.html
http://www.na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of
http://www.na.theiia.org/standards-guidance/Public%20Documents/PP%20The%20Three%20Lines%20of
https://www.itu.int
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-december-2019
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-december-2019
https://www.isaca.org/cobit/pages/default.aspx
https://www.fupress.com/techne
https://magazine.vunela.com/leadership-in-the-fourth-industrial-revolution-its-time-for-an-upgrade-5e1273a29452
https://magazine.vunela.com/leadership-in-the-fourth-industrial-revolution-its-time-for-an-upgrade-5e1273a29452


Jian, G. (2007). Unpacking unintended consequences in planned organizational change: A process 
model. Management Communication Quarterly, 21(1), 5–28. doi:10.1177/0893318907301986

Johari Window. (n.d.). In Wikipedia. https://en.wikipedia.org/wiki/Johari_window

Johnson, B. (2010, January 11). Privacy no longer a social norm, says Facebook founder. 
Retrieved from The Guardian: www.guardian.co.uk/technology/2010/jan/11/facebook-privacy

Jones, K. (2013). The Growth of Social Media (Infographic). Social Engine Journal. 
Retrieved 04/10/2014 from https://www.searchenginejournal.com/growth-social-media-2-0-
infographic/77055/

Jones, S. (2014). Distributed leadership: A critical analysis. Leadership, 10(2), 129–141. 
doi:10.1177/1742715011433525

Joyce, S. (2013). Ministerial Inquiry into the Novopay project. Retrieved October 10, 2013 at: 
http://www.minedu.govt.nz/theministry/novopayproject/ministerialinquiry.aspx

Kahneman, D. (2011). Thinking, Fast and Slow. Allen Lane.

Kahneman, D. (2011). Thinking Fast and Slow. London: Allen Lane.

Kahneman, D., Rosenfield, A. M., Gandhi, L., & Blaser, T. (2016, October). Noise: How to 
Overcome the High, Hidden Cost of Inconsistent Decision Making. Harvard Business Review, 
94(10), 38–46.

Kahneman, D., Slovic, P., & Tversky, A. (1982). Judgment under Uncertainty. Cambridge 
University Press. doi:10.1017/CBO9780511809477

Kark, K., Puranik, M., Leatherberry, T., & McCormack, D. (2019, February 22). Technology 
and the boardroom: A CIO’s guide to engaging the board. Retrieved from Deloitte Insights: 
https://www2.deloitte.com/us/en/insights/focus/cio-insider-business-insights/boards-technology-
fluency-cio-guide.html.html

Kattan, R. B. (2017). Non-cognitive skills: What are they and why should we care? Retrieved 
on Feb 8, 2020, from: https://blogs.worldbank.org/education/non-cognitive-skills-what-are-they-
and-why-should-we-care

Kauffman, S. (1995). At home in the universe - the search for laws of self-organization and 
complexity. New York, NY: Oxford University Press.

Keeley, L., Pikkel, R., Quinn, B., & Walters, H. (2013). Ten Types of Innovation; The Discipline 
of Building Breakthroughs. Wiley and Sons.

Kelion, L. (2019, November 24). Google tackles the black box problem with Explainable AI. 
Retrieved from BBC: www.bbc.com/news/technology-50506431BBC

Kelly, J. E., & Hamm, S. (2013). Smart Machines: IBM’s Watson and the Era of Cognitive 
Computing. Columbia University Press. doi:10.7312/kell16856

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Johari_window
http://www.guardian.co.uk/technology/2010/jan/11/facebook-privacy
https://www.searchenginejournal.com/growth-social-media-2-0-infographic/77055/
https://www.searchenginejournal.com/growth-social-media-2-0-infographic/77055/
http://www.minedu.govt.nz/theministry/novopayproject/ministerialinquiry.aspx
https://www2.deloitte.com/us/en/insights/focus/cio-insider-business-insights/boards-technology-fluency-cio-guide.html.html
https://www2.deloitte.com/us/en/insights/focus/cio-insider-business-insights/boards-technology-fluency-cio-guide.html.html
https://blogs.worldbank.org/education/non-cognitive-skills-what-are-they-and-why-should-we-care
https://blogs.worldbank.org/education/non-cognitive-skills-what-are-they-and-why-should-we-care
http://www.bbc.com/news/technology-50506431BBC


Kenyon, K. (2013). Fighting digital fatigue. Retrieved October 15, 2013 at: https://www.
whipsmartcontent.com/2013/09/06/fighting-digital-fatigue/

Kerr, I., & Earle, J. (2013). Prediction, Preemption, Presumption: How Big Data Threatens Big 
Picture. Stanford: Stanford Law Review Online.

Kets de Vries, M. F. R. (1993). Leaders, fools and imposters: Essays on the psychology of 
leadership. San Francisco, CA: Jossey-Bass.

Khandelwahl, S. (2017, July 15). Two New Platforms Found Offering Cybercrime-as-a-Service 
to ‘Wannabe Hackers’. Retrieved January 30, 2020, from https://thehackernews.com/2017/07/
cybercrime-as-as-service.html

Khanna, P. (2011). How to run the world: Charting a course to the next renaissance. New York, 
NY: Random House.

Khouri, A. (2015, October 18). Insurance start-up Oscar seeks to shake-up healthcare through 
its app. Retrieved from Los Angeles Times: www.latimes.com/business/la-fi-cutting-edge-oscar-
20151018-story.html

King, K. (2013). A Set of Best Practices for Targeting. Aligning and Measuring Learning.

Kirzner, I. M. (1973). Competition and Entrepreneurship. Chicago: The University of Chicago 
Press.

Kitchener, K., & King, P. (1990). The reflective judgement model: Transforming assumptions 
about knowing. In Fostering critical reflection in adulthood. A guide to transformative and 
emancipatory learning (pp. 159-176). San Francisco: Jossey-Bass.

Knapp, K. J., Marshall, T. E., Rainer, R. K. Jr, & Ford, F. N. (2007). Information Security 
Effectiveness: Conceptualization and Validation of a Theory. International Journal of Information 
Security and Privacy, 1(2), 37–60. doi:10.4018/jisp.2007040103

Kolb, D. A. (2012). Retrieved June 2, 2012 at: https://en.wikipedia.org/wiki/David_A._Kolb

Kolb, A. Y., & Kolb, D. A. (2010). Learning to play, playing to learn. A case study of 
a ludic learning space. Journal of Organizational Change Management, 23(1), 26–50. 
doi:10.1108/09534811011017199

Kolb, D. A. (1984). Experiential learning. Experience as the source of learning and development. 
Englewood Cliffs, NJ: Prentice-Hall.

Kotter, J. P. (1996). Leading change. Boston: Harvard Business School Press.

Krohe, J. (2011). How much do you know? Too much and not enough. The Conference Board 
Review. Retrieved November 10, 2011, from http://www.tcbreview.com/summer _2011.aspx

Kumar. (2019). Industry 4.0 Developments towards the Fourth Industrial Revolution. Springer.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.whipsmartcontent.com/2013/09/06/fighting-digital-fatigue/
https://www.whipsmartcontent.com/2013/09/06/fighting-digital-fatigue/
https://thehackernews.com/2017/07/cybercrime-as-as-service.html
https://thehackernews.com/2017/07/cybercrime-as-as-service.html
http://www.latimes.com/business/la-fi-cutting-edge-oscar-20151018-story.html
http://www.latimes.com/business/la-fi-cutting-edge-oscar-20151018-story.html
https://en.wikipedia.org/wiki/David_A._Kolb
http://www.tcbreview.com/


Kyalo, I. W., & Hopkins, S. (2013). Exploring the Acceptability of Online Learning for 
Continuous Professional Development at Kenya Medical Training Colleges. Electronic Journal 
of e-Learning, 11(2).

La Piere, R. T. (1965). Social Change. New York: McGraw-Hill.

Lane, A. (2012). China Social Enterprise Report. Retrieved on February 29, 2020 http://www.
bsr.org/reports/FYSE_China_Social_Enterprise_Report_2012.PDF

Lawrence, K. (2013). Developing Leaders in a VUCA Environment. Retrieved October15, 2013 
at: http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjA
A&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocument
s%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2
FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWR
xNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg

Lawrence, K. (2013). Developing Leaders in a VUCA Environment. Retrieved October15, 2013 
from http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFj
AA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments
%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment. pdf&ei=jwRbUp2FI 
Pen4A Oo9IGQ Cw& usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRx
NRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg

Leandro, F. J. B. S. (2019). Chapter. In S. S. Pajović, M. Andrijević, & S. C. Prado (Eds.), Macau 
Forum for Three-Continental Dialogue: Perspectives and Challenges for Cooperation between 
Asia, Latin America and Central-Southeastern Europe (pp. 23–50). Academic Press.

Leandro, F. (2018). Education Modeling for the Common Good. Journal of Management and 
Training for Industries, 5(2), 37–49. doi:10.12792/JMTI.5.2.37

Leandro, F. J. B. S. (2019). Belt and Road Initiative: Economic Corridors, Transit Routes and 
SEZs-Exploring the Linkages Using the BBSP as a Case Study. In J. Chaisse & J. Hu (Eds.), 
International economic law and the challenges of the free zones (p. 127). Kluwer Law International 
B.V.

Lee, J., Song, H. D., & Hong, A. J. (2019). Exploring factors and indicators for measuring 
students’ sustainable engagement in e-learning. Sustainability, 11(4), 985. doi:10.3390u11040985

Lee, M. D. P. (2008). A review of the theories of corporate social responsibility: Its evolutionary 
path and the road ahead. International Journal of Management Reviews, 10(1), 53–73. doi:10.1111/
j.1468-2370.2007.00226.x

Leenders, R. T. A. J., & Gabbay, S. M. (1999). CSC: an agenda for the future. In R. T. A. J. 
Leenders & S. M. Gabbay (Eds.), Corporate social capital and liability (pp. 483–494). Boston: 
Kluwer Academic Publishers. doi:10.1007/978-1-4615-5027-3_27

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.bsr.org/reports/FYSE_China_Social_Enterprise_Report_2012.PDF
http://www.bsr.org/reports/FYSE_China_Social_Enterprise_Report_2012.PDF
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRxNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRxNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRxNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRxNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf&ei=jwRbUp2FIPen4AOo9IGQCw&usg=AFQjCNF0SWZytkPsuWFlZmrZZ9sQx8gELA&sig2=BuObWRxNRTsEp6qgWZGVnw&bvm=bv.53899372,d.dmg
http://http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf
http://http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf
http://http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CC4QFjAA&url=http%3A%2F%2Fwww.kenan-flagler.unc.edu%2F~%2Fmedia%2FFiles%2Fdocuments%2Fexecutive-development%2Fdeveloping-leaders-in-a-vuca-environment.pdf


Leenders, R. T. A. J., van Engelen, J. M. L., & Kratzer, J. (2003). Virtuality, communication, 
and new product team creativity: A social network perspective. Journal of Engineering and 
Technology Management, 2003(20), 69–92. doi:10.1016/S0923-4748(03)00005-5

Leighton, D. S. R., & Thain, D. H. (1997). Making Boards Work. Toronto: McGraw-Hill Ryerson 
Linited.

Levin, S. (2017, May 1). Facebook told advertisers it can identify teens feeling “insecure” and 
“worthless”. Retrieved from The Guardian: www.theguardian.com/technology/2017/may/01/
facebook-advertising-data-insecure-teens

Levy, D. (2011). Dashboards best practices. Retrieved October 10, 2013 at: http://issuu.com/
gmerp/docs/dashboards-best-practices

Levy, A. (1986). Second-order planned change: Definition and conceptualization. Organizational 
Dynamics, 15(1), 5–23. doi:10.1016/0090-2616(86)90022-7

Levy, S. (2010). Hackers: Heroes of The Computer Revolution – 25th Anniversary. Sebastopol, 
CA: O’Reilly.

Lichtenstein, B. B., Uhl-Bien, M., Marion, R., Seers, A., Orton, J. D., & Schreiber, C. (2006). 
Complex leadership theory: An interactive perspecive om leading in complex adaptive systems. 
Emergence, 8(4), 2–12.

Lim, D., Ripley, D., & O’Steen, B. (2009). E-learning methodologies in practice: Similarities and 
differences between North American countries and New Zealand. Human Resource Development 
International, 12(2), 209–224. doi:10.1080/13678860902764134

Lindgreen, A., & Swaen, V. (2010). Corporate social responsibility. International Journal of 
Management Reviews, 12(1), 1–7. doi:10.1111/j.1468-2370.2009.00277.x

LinkedIn. (2013). Retrieved October 12, 2013 at: http://www.linkedin.com/static?key=what_
is_linkedin

LinkedIn. (2019). 2020 Emerging Jobs Report. LinkedIn.

Listen to the Natives - Learning in the Digital Age. (2006). Academic Press.

Li, X., Lian, M., Zhong, H., & Meng, J. (2018). The Social Responsibility Report of Chinese 
Enterprises in Africa, National Think Thank. China Social Sciences Press.

Logicalis. (2014). Compilation of reports and white papers. Employee Behaviour and Attitudes 
Toward Mobile Device Usage at Work.

Lotti, M. (2009-2010). Ethics and the information Age. Retrieved from Effect Magazine Online: 
http://www.larsonallen.com/EFFECT/Ethics_and_the_Information_Age.aspx

Louis, G. (1980). Innovation and Social Process A National Experiment in Implementing Social. 
Technology Press.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.theguardian.com/technology/2017/may/01/facebook-advertising-data-insecure-teens
http://www.theguardian.com/technology/2017/may/01/facebook-advertising-data-insecure-teens
http://issuu.com/gmerp/docs/dashboards-best-practices
http://issuu.com/gmerp/docs/dashboards-best-practices
http://www.linkedin.com/static?key=what_is_linkedin
http://www.linkedin.com/static?key=what_is_linkedin
http://www.larsonallen.com/EFFECT/Ethics_and_the_Information_Age.aspx


Luangpraseut, K. (1995). Laos and the Laotians. Illust. Halinka Luangpraseut. Pacific Asian Press.

Lubatkin, M., Florin, J., & Lane, P. (2001). Learning together and apart: A model of reciprocal 
interfirm learing. Human Relations, 54(10), 1353–1382. doi:10.1177/a019198

Lyon, F., & Humbert, A. L. (2012). Gender balance in the governance of social enterprise. Local 
Economy, 27(8), 831–845. doi:10.1177/0269094212455158

Mac, R. (2016, April 5). Jeff Bezos Calls Amazon “Best Place In The World To Fail” In Shareholder 
Letter. Retrieved from Forbes: www.forbes.com/sites/ryanmac/2016/04/05/jeff-bezos-calls-
amazon-best-place-in-the-world-to-fail-in-shareholder-letter/#5aa338f37bc5

Machalaba, C., Romanelli, C., & Stoett, P. (2019). Global Environmental Change and Emerging 
Infectious Diseases: Macrolevel Drivers and Policy Responses. In C. Machalaba, C. Romanelli, & 
P. Stoett (Eds.), Healthcare Policy and Reform: Concepts, Methodologies, Tools, and Applications, 
2019. IGI Global. doi:10.4018/978-1-5225-6915-2.ch003

Machmeier, C. (2018, September 18). SAP Guiding Principles for Artificial Intelligence. 
Retrieved from SAP News Center: https://news.sap.com/2018/09/sap-guiding-principles-for-
artificial-intelligence/

MacKenzie, I., Meyer, C., & Noble, S. (2013, October). How retailers can keep up with consumers. 
Retrieved from McKinsey: www.mckinsey.com/industries/retail/our-insights/how-retailers-can-
keep-up-with-consumers

Maglajlic, S., & Helic, D. (2012). How do social networks influence learning outcomes? A 
case study in an industrial setting. Interactive Technology and Smart Education, 9(2), 74–88. 
doi:10.1108/17415651211242224

Mahajan, R. (2010). Business Intelligence in the Pharmaceutical Market. Business Insights, 2, 22-
48. Retrieved 19 August 2013 from http://www.pharmatree.in/pdf/ reports/Business_Intelligence 
_in _the _Pharmaceutical_Market_Growth_drivers,_key_organizational_priorities,_and_vendor_
strategies_for_future_growth.pdf

Makori, E. O. (2009). Contemporary issues in information management: A fresh look for 
information professionals. International Journal of Library and Information Science, 1(6), 82–91.

Mariscal, J. (2005). Digital divide in a developing country. Telecommunications Policy, 29(5), 
409–428. doi:10.1016/j.telpol.2005.03.004

Marquardt, M. J. (2000). Action learning and leadership. The Learning Organization, 7(5), 
233–241. doi:10.1108/09696470010352990

Marr, B. (2013). How Big Data Will Change People Management Forever. http://smartdatacollective.
com

Martucci, L. A., Smeets, B., Habai, M., Jackson, T., & Shahmehri, N. (n.d.). Privacy, Security 
and Trust in Cloud Computing The Perspective of the Telecommunication Industry. Retrieved 
January 30, 2020, from https://www.diva-portal.org/smash/get/diva2:628246/FULLTEXT01.pdf

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.forbes.com/sites/ryanmac/2016/04/05/jeff-bezos-calls-amazon-best-place-in-the-world-to-fail-in-shareholder-letter/#5aa338f37bc5
http://www.forbes.com/sites/ryanmac/2016/04/05/jeff-bezos-calls-amazon-best-place-in-the-world-to-fail-in-shareholder-letter/#5aa338f37bc5
https://news.sap.com/2018/09/sap-guiding-principles-for-artificial-intelligence/
https://news.sap.com/2018/09/sap-guiding-principles-for-artificial-intelligence/
http://www.mckinsey.com/industries/retail/our-insights/how-retailers-can-keep-up-with-consumers
http://www.mckinsey.com/industries/retail/our-insights/how-retailers-can-keep-up-with-consumers
http://http://www.pharmatree.in/pdf/reports/Business_Intelligence_in_the_Pharmaceutical_Market_Growth_drivers,_key_organizational_priorities,_and_vendor_strategies_for_future_growth.pdf
http://http://www.pharmatree.in/pdf/reports/Business_Intelligence_in_the_Pharmaceutical_Market_Growth_drivers,_key_organizational_priorities,_and_vendor_strategies_for_future_growth.pdf
http://http://www.pharmatree.in/pdf/reports/Business_Intelligence_in_the_Pharmaceutical_Market_Growth_drivers,_key_organizational_priorities,_and_vendor_strategies_for_future_growth.pdf
http://smartdatacollective.com
http://smartdatacollective.com
https://www.diva-portal.org/smash/get/diva2:628246/FULLTEXT01.pdf


Maxwell, A. (2012). Technological Advancements in Methods Of Training With Reference To 
Online Training: Impact And Issues For Organizations. Networks, 5(1), 35–57.

May, C., & Finch, T. (2009). Implementing, embedding, and integrating practices: An outline 
of normalization processes theory. Sociology, 43(3), 535–554. doi:10.1177/0038038509103208

McDaniels, C. (2018). Is Threat Intelligence Garbage? Dark Reading. Retrieved January 15, 
2020 from https://www.darkreading.com/threat-intelligence/is-threat-intelligence-garbage/a/d-
id/1331862

McGill, I., & Brockbank, A. (2004). The handbook of action learning. London: Routledge.

McKinsey Global Institute. (2013). Disruptive technologies: Advances that will transform life, 
business, and the global economy. Technical Report. Author.

McKinsey Global Institute. (2014). Urban world: The shifting global business landscape. Retrieved 
03/22/2014 from https://www.mckinsey.com/insights/urbanization/urban_world_the_shifting_
global_business_landscape

McWilliams, A., Siegel, D. S., & Wright, P. M. (2006). Corporate social responsibility: Strategic 
implications. Journal of Management Studies, 43(1), 1–18. doi:10.1111/j.1467-6486.2006.00580.x

Melancon, D. (2013). Insider Threats Are A Big Problem – And That Shouldn’t Surprise You. 
Tripwire, The State of Security. Retrieved October 20, 2013 from http://www.tripwire.com/state-
of-security/featured/insider-threats-big-problem-shouldnt-surprise/

Merrill, D. (2019, March 24). What Boards Need to Know About AI. Retrieved from Harvard 
Business Review: https://hbr.org/2019/05/what-boards-need-to-know-about-ai

Microsoft. (2019). Traditional perimeter-based network defense is obsolete—transform to 
a Zero Trust model. Retrieved January 30, 2020, from https://www.microsoft.com/security/
blog/2019/10/23/perimeter-based-network-defense-transform-zero-trust-model/ https://www.
ncsc.gov.uk/collection/board-toolkit

Miller, J. (2019, March 31). Mark Zuckerberg asks governments to regulate tech firms. Retrieved 
from Techspot: www.techspot.com/news/79440-mark-zuckerberg-asks-governments-regulate-
tech-firms.html

Mimoso, M. (2013). Convenient Google WebLogin Tokens Can Expose User Accounts, Data. 
Threat Post, 1-3. Retrieved October 20, 2013 from https://threatpost.com/convenient-google-
weblogin-tokens-can-expose-user-accounts-data

Mindtree is an aspirational new age mid-sized IT Services company. (n.d.). www.mindtree.com

Ministry of Digital Infrastructure and Information Technology Sri Lanka. (n.d.). http://www.
mdiit.gov.lk

Mintzberg, H., & Van der Heyden, L. (1999). Organigraphs: Drawing how companies really 
work. Harvard Business Review, 77(5), 87–94. PMID:10621269

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.darkreading.com/threat-intelligence/is-threat-intelligence-garbage/a/d-id/1331862
https://www.darkreading.com/threat-intelligence/is-threat-intelligence-garbage/a/d-id/1331862
https://www.mckinsey.com/insights/urbanization/urban_world_the_shifting_global_business_landscape
https://www.mckinsey.com/insights/urbanization/urban_world_the_shifting_global_business_landscape
http://www.tripwire.com/state-of-security/featured/insider-threats-big-problem-shouldnt-surprise/
http://www.tripwire.com/state-of-security/featured/insider-threats-big-problem-shouldnt-surprise/
https://hbr.org/2019/05/what-boards-need-to-know-about-ai
http://https://www.microsoft.com/security/blog/2019/10/23/perimeter-based-network-defense-transform-zero-trust-model/https://www.ncsc.gov.uk/collection/board-toolkit
http://https://www.microsoft.com/security/blog/2019/10/23/perimeter-based-network-defense-transform-zero-trust-model/https://www.ncsc.gov.uk/collection/board-toolkit
http://https://www.microsoft.com/security/blog/2019/10/23/perimeter-based-network-defense-transform-zero-trust-model/https://www.ncsc.gov.uk/collection/board-toolkit
http://www.techspot.com/news/79440-mark-zuckerberg-asks-governments-regulate-tech-firms.html
http://www.techspot.com/news/79440-mark-zuckerberg-asks-governments-regulate-tech-firms.html
https://threatpost.com/convenient-google-weblogin-tokens-can-expose-user-accounts-data
https://threatpost.com/convenient-google-weblogin-tokens-can-expose-user-accounts-data
http://www.mdiit.gov.lk
http://www.mdiit.gov.lk


Moerel, L. (2014, March 1). Big Data Protection: How to Make the Draft EU Regulation on 
Data Protection Future Proof. Retrieved from SSRN: https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=3126164

Moerel, L. (2018a, June 19). Als algoritmen routinewerk overnemen nekt dat ook expertise. 
Retrieved from FD: https://fd.nl/opinie/1258607/als-algoritmen-routinewerk-overnemen-nekt-
dat-ook-expertise

Moerel, L. (2018b, November 16). Algorithms can reduce discrimination, but only with proper 
data. Retrieved from Op-ed IAPP Privacy Perspectives: https://iapp.org/news/a/algorithms-can-
reduce-discrimination-but-only-with-proper-data/

Moerel, L. (2019a, June 18). Ontkomen aan digitale disruptie. Retrieved from Pensioen Bestuur 
& Management Magazine: www.pensioenbestuurenmanagement.nl/nieuws/communicatie/
ontkomen-aan-digitale-disruptie

Moerel, L., & Prins, C. (2016, May 25). Privacy for the Homo Digitalis: Proposal for a New 
Regulatory Framework for Data Protection in the Light of Big Data and the Internet of Things. 
Retrieved from SSRN: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2784123

Moerel, L., & Storm, M. (2019). Automated Decisions based on Profiling. Information, Explanation 
or Justification, That’s the Question! In N. Aggarwal (Ed.), Autonomous Systems and the Law. 
Munich: C.H. Beck.

Montiel, I. (2008). Corporate social responsibility and corporate sustainability separate pasts, 
common futures. Organization & Environment, 21(3), 245–269. doi:10.1177/1086026608321329

Moulaert, Hulgård, & Hamdouch. (2013). Social innovation research: A new stage in innovation 
analysis? https://www.researchgate.net/publication/305387067_Social_innovation_research_A_
new_stage_in_innovation_analysis

Moyle, E. (2013). Achieving Security Compliance In Small And Midsize Businesses. Dark 
Reading, 1-2. Retrieved October 10, 2013, from https://www.darkreading.com/compliance/
achieving-security-compliance-in-small-a/240159638

Mswaka, W., & Aluko, O. (2015). Corporate Governance Practices and Outcomes in Social 
Enterprises in the UK. International Journal of Public Sector Management, 28(1), 57–71. 
doi:10.1108/IJPSM-03-2014-0048

Mswaka, W., Armindo dos Santos de Sousa, T., Cai, H., & Louws, M. (2016). Understanding 
Social Enterprises in the United Kingdom: The Case of South Yorkshire. European Business 
Review Journal, 28(6), 676–689. doi:10.1108/EBR-05-2016-0066

Mulgan & Murray. (2009). Social Venturing. The Young Foundation. NESTA.

Mulgan, G. (2006). The Process of Social Innovation. Innovations: Technology, Governance, 
Globalization, 1(2), 145–162. doi:10.1162/itgg.2006.1.2.145

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3126164
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3126164
https://fd.nl/opinie/1258607/als-algoritmen-routinewerk-overnemen-nekt-dat-ook-expertise
https://fd.nl/opinie/1258607/als-algoritmen-routinewerk-overnemen-nekt-dat-ook-expertise
https://iapp.org/news/a/algorithms-can-reduce-discrimination-but-only-with-proper-data/
https://iapp.org/news/a/algorithms-can-reduce-discrimination-but-only-with-proper-data/
http://www.pensioenbestuurenmanagement.nl/nieuws/communicatie/ontkomen-aan-digitale-disruptie
http://www.pensioenbestuurenmanagement.nl/nieuws/communicatie/ontkomen-aan-digitale-disruptie
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2784123
https://www.researchgate.net/publication/305387067_Social_innovation_research_A_new_stage_in_innovation_analysis
https://www.researchgate.net/publication/305387067_Social_innovation_research_A_new_stage_in_innovation_analysis
https://www.darkreading.com/compliance/achieving-security-compliance-in-small-a/240159638
https://www.darkreading.com/compliance/achieving-security-compliance-in-small-a/240159638


Murray, T. (2013). Digital leadership for administrators. Retrieved October 9, 2013 at: https://
smartblogs.com/education/2013/09/18/digital-leadership-for-administrators/

Murray, R., Caulier-Grice, J., & Mulgan, G. (2010). The Open Book of Social Innovation. London: 
The Young Foundation.

Myatt, M. (2013). The Most Common Leadership Model - And Why It’s Broken. Retrieved October 
10, 2013 at: https://www.forbes.com/sites/mikemyatt/2013/03/28/the-most-common-leadership-
model-and-why-its-broken/

Nadia, V. J., Rafael, Z., & Daniel, E. (2017). Tackling Marginalisation Through Social Innovation? 
Examining the EU Social Innovation Policy Agenda from a Capabilities Perspective. Journal of 
Human Development and Capabilities, 18(2), 148–162. doi:10.1080/19452829.2016.1256277

National Audit Office. (2012). The National Programme for IT in the NHS: an update on the 
delivery of detailed care records systems. Retrieved October 10, 2013 at: https://www.nao.org.
uk/report/the-national-programme-for-it-in-the-nhs-an-update-on-the-delivery-of-detailed-care-
records-systems/

National Secretariat for Non-Governmental Organizations Sri Lanka. (n.d.). http://www.
ngosecretariat.gov.lk

Newhall, S. (2011). Preparing our leaders for the future. Strategic HR Review, 11(1), 5–12. 
doi:10.1108/14754391211186250

Nicholls, A. (2006a). Introduction. In A. Nicholls (Ed.), Social Entrepreneurship. New Models 
of Sustainable Social Change (pp. 1–35). Oxford: Oxford University Press.

Nierenberg, D. (2014). Retrieved on Monday 10 March 2014 from https://www.theguardian.com/

Nikolopoulos, G., Solomou, G., Pierrakeas, C., & Kameas, A. (2012). Modeling the characteristics 
of a learning object for use within e-learning applications In Proceedings of the Fifth Balkan 
Conference in Informatics (pp. 112-117). 10.1145/2371316.2371338

Nkhoma, M. Z., & Dang, D. P. (2013). Contributing Factors of Information Security Investments 
in South East Asia SMBs: A Technology- Organizational -Environment Approach. International 
Journal of Information Security and Privacy, 7(1), 30–44. doi:10.4018/jisp.2013010103

Nonaka, I., & Konno, N. (1998). The concept of ‘Ba’: Building foundation for knowledge creation. 
California Management Review, 40(3), 40–54. doi:10.2307/41165942

Northhouse, P. (2007). Leadership: Theory and practice. Thousand Oaks, CA: Sage Publications.

Norton. (n.d.). What is social engineering? Tips to help avoid becoming a victim. Retrieved 
January 30, 2020, from https://us.norton.com/internetsecurity-emerging-threats-what-is-social-
engineering.html

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://smartblogs.com/education/2013/09/18/digital-leadership-for-administrators/
https://smartblogs.com/education/2013/09/18/digital-leadership-for-administrators/
https://www.forbes.com/sites/mikemyatt/2013/03/28/the-most-common-leadership-model-and-why-its-broken/
https://www.forbes.com/sites/mikemyatt/2013/03/28/the-most-common-leadership-model-and-why-its-broken/
https://www.nao.org.uk/report/the-national-programme-for-it-in-the-nhs-an-update-on-the-delivery-of-detailed-care-records-systems/
https://www.nao.org.uk/report/the-national-programme-for-it-in-the-nhs-an-update-on-the-delivery-of-detailed-care-records-systems/
https://www.nao.org.uk/report/the-national-programme-for-it-in-the-nhs-an-update-on-the-delivery-of-detailed-care-records-systems/
http://www.ngosecretariat.gov.lk
http://www.ngosecretariat.gov.lk
https://www.theguardian.com/
https://us.norton.com/internetsecurity-emerging-threats-what-is-social-engineering.html
https://us.norton.com/internetsecurity-emerging-threats-what-is-social-engineering.html


Norwegian Consumers’ Council. (2018, June 27). Deceived by Design: How tech companies use 
dark patterns to discourage us from excersising our privacy rights. Retrieved from Forbrukerrådet: 
https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.
pdf

Noya, A. (2009). The Changing Boundaries of Social Enterprises. Paris: OECD.

Nussbaumer, J., & Moulaert, F. (2007). L’innovationsociale au coeur des débats publics et 
scientifiques. Un essai de déprivatisation de la société. In J. L. Klein & D. Harrisson (Eds.), 
L’innovationsociale: émergence et effets sur la transformation des socié- tés (pp. 71–88). Québec: 
Presses de l’Université du Québec.

O’Harrow, R., Jr. (2013). Zero Day: The Threat in Cyberspace. New York, NY: The Washington 
Post/Diversion Books.

OECD. (2005). Oslo Manual of Guidelinesfor Collecting and Interpreting Innovation Data. 
http://epp.eurostat.ec.europa.eu/cache/ity_public/oslo/en/oslo-en.pdf

OECD. (2010). SMEs, Entrepreneurship and Innovation. cemi.com.au/sites/all/publications/
OECD%202010%20SME.pdf

Okoye, A. (2009). Theorising corporate social responsibility as an essentially contested concept: Is 
a definition necessary? Journal of Business Ethics, 89(4), 613–627. doi:10.100710551-008-0021-9

Organisation for Economic Co-operation and Development. (2013). OECD Guidelines on the 
Protection of Privacy and Transborder Flows of Personal Data. Retrieved January 30, 2020, 
from http://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf

Østergaard, E. H. (2018). Welcome to Industry 5.0. Retrieved on February 5, 2020 from: https://
www.isa.org/intech/20180403/

Pardey, D. (2008). Next generation leaders. Strategic HR Review, 7(3), 32–36. 
doi:10.1108/14754390810865793 PMID:18323298

Park, S. Y. (2009). An Analysis of the Technology Acceptance Model in Understanding University 
Students’ Behavioral Intention to Use e-Learning. Journal of Educational Technology & Society, 
12(3), 150–162.

Passeri, P. (2020). Hackmageddon Information Security Timelines and Statistics: December 2019 
Cyber Security Attack Statistics. Retrieved January 15, 2020 from https://www.hackmageddon.
com/2020/01/15/december-2019-cyber-attack-statistics/

Patel, K., & Lincoln, M. (2019). It’s not magic: Weighing the risks of AI in financial services. 
Retrieved January 30, 2020, from https://www.european-microfinance.org/publication/its-not-
magic-weighing-risks-ai-financial-services

Pauleen, D. J. (2003). Leadership in a global virtual team: An action learning approach. Leadership 
and Organization Development Journal, 24(3), 153–162. doi:10.1108/01437730310469570

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf
https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf
http://epp.eurostat.ec.europa.eu/cache/ity_public/oslo/en/oslo-en.pdf
http://cemi.com.au/sites/all/publications/OECD%202010%20SME.pdf
http://cemi.com.au/sites/all/publications/OECD%202010%20SME.pdf
http://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf
https://www.isa.org/intech/20180403/
https://www.isa.org/intech/20180403/
https://www.hackmageddon.com/2020/01/15/december-2019-cyber-attack-statistics/
https://www.hackmageddon.com/2020/01/15/december-2019-cyber-attack-statistics/
https://www.european-microfinance.org/publication/its-not-magic-weighing-risks-ai-financial-services
https://www.european-microfinance.org/publication/its-not-magic-weighing-risks-ai-financial-services


Peppers, D., & Rogers, M. (2012). Extreme Trust: Honesty as a Competitive Advantage. New 
York: Penguin Group.

Perry-Smith, J. E. (2006). Social yet creative: The role of social relationships in facilitating individual 
creativity. Academy of Management Journal, 49(1), 85–101. doi:10.5465/amj.2006.20785503

Petrie, N. (2011). Future Trends in Leadership Development. Greensboro: Center for Creative 
Leadership.

Pew Global Research Report. (2014). Emerging and Developing Nations Want Freedom on the 
Internet. Young Especially Opposed to Censorship. Retrieved 03/21/2014 from https://www.
pewglobal.org/2014/03/19/emerging-and-developing-nations-want-freedom-on-the-internet/

Pew Research. (2012). Social Networking Popular Across Globe. Retrieved 03/12/2014 from 
https://www.pewglobal.org/2012/12/12/social-networking-popular-across-globe/

Pew Research. (2014, March 11). Digital Life 2025. https://www.pewinternet.org/2014/03/11/
digital-life-in-2025/

Pew Research. (2014, March 7). Millennials in adulthood: Detached from Institutions, Networked 
with Friends. Author.

Phills, J. A. Jr, Deiglmeier, K., & Miller, D. T. (2008). Rediscovering Social Innovation. Stanford 
Social Innovation Review, 6(4), 34–43.

Pichai, S. (2018, June 7). AI at Google: our principles. Retrieved from Google: https://blog.
google/technology/ai/ai-principles/

Pink, D. (2005). A Whole New Mind: Why Right-Brainers Will Rule the Future. Academic Press.

Plack, M. M., Driscoll, M., Marquez, M., & Greenberg, L. (2010). Peer-facilitated virtual action 
learning: reflecting on critical incidents during a pediatric clerkship. Retrieved October 12, 2013 
at: https://www.ncbi.nlm.nih.gov/pubmed/20206914

Plato. (2017). Allegory of the Cave. Los Angeles: Enhanced Media Publishing. 
doi:10.4324/9781315303673-22

Poltrack, J., Hruska, N., Johnson, A., & Haag, J. (2012). The Next Generation of SCORM: 
Innovation for the Global Force. In The Interservice/Industry Training, Simulation & Education 
Conference (I/ITSEC) (Vol. 2012, No. 1). Academic Press.

Poltrack. (2012). The Next Generation of SCORM: Innovation for the Global Force. Proceedings 
of the Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 2012, 1-9.

Pop, C. (2012). Evaluation of E-learning Platforms: A Case Study. Informações Econômicas, 
16(1), 155–167.

Popper, M., & Mayseless, O. (2007). The building blocks of leader development: A psychological 
conceptual framework. Leadership and Organization Development Journal, 28(7), 664–684. 
doi:10.1108/01437730710823905

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.pewglobal.org/2014/03/19/emerging-and-developing-nations-want-freedom-on-the-internet/
https://www.pewglobal.org/2014/03/19/emerging-and-developing-nations-want-freedom-on-the-internet/
https://www.pewglobal.org/2012/12/12/social-networking-popular-across-globe/
https://www.pewinternet.org/2014/03/11/digital-life-in-2025/
https://www.pewinternet.org/2014/03/11/digital-life-in-2025/
https://www.ncbi.nlm.nih.gov/pubmed/20206914


Post, J. E. (2013). The United Nations Global Compact A CSR Milestone. Business & Society, 
52(1), 53–63. doi:10.1177/0007650312459926

Prell, C. (2012). Social network analysis: History, theory & methodology. London: SAGE.

Prem, M. J., & Karnan, M. (2013). Business intelligence: Optimization techniques for decision 
making. International Journal of Engineering, 2(8), 1081–1092.

Pretorius, M., & le Roux, I. (2011). A reality check for corporate leaders: When managers don’t 
respect their bosses. Strategy and Leadership, 40(1), 40–44. doi:10.1108/10878571211191693

PricewaterhouseCoopers LLP. (2012). Fighting Economic Crime in the Financial Services sector. 
Retrieved January 30, 2020 from http://www.pwc.com/en_GX/gx/economic-crime-survey/pdf/
fighting-economic-crime-in-the-financial-services-sector.pdf

Primus. (2013). White Paper: The Distributed Workforce. Retrieved October 15, 2013 at: sg=
AFQjCNEtwYz3eiSp4DOKwTkzTbe2mVv2_g&sig2=CRuLclsl1x7jwsGnfrcynQ&bvm=bv.
53899372,d.dmg

Raaijmakers, G., & Buma, O. (2019). Terugblik en vooruitblik op de invloed van de Code 
Corporate Governance. TvOB, 2, 65-72..

Rafael, Z. (2017). Social Innovation as a collaborative concept. Innovation (Abingdon), 0(0), 1–18.

Ranjan, J. (2007). Applications of Data Mining Techniques in Pharmaceutical Industry. Retrieved 
12 August 2013 from http://www.jatit.org/volumes/researchpapers/Vol3No4/7vol3no4.pdf

Rao, S. S. (2005). Bridging digital divide: Efforts in India. Telematics and Informatics, 22(4), 
361–375. doi:10.1016/j.tele.2005.01.007

Reagans, R., & McEvily, B. (2003). Network structure and knowledge transfer: The effects of 
cohesion and range. Administrative Science Quarterly, 48(2), 240–267. doi:10.2307/3556658

Reddy, A. K. (1988b). Lessons from Astra’s experience of technologies for rural development. 
Retrieved from http://www.amulya-reddy.org.in/Publication/nodate_Lesson.pdf

Reeve, J. (2013). How students create motivationally, supportive learning environments for 
themselves: The concept of agentic engagement. Journal of Educational Psychology, 105(3), 
579–595. doi:10.1037/a0032690

Reich, R. (2011). The Promise and Peril of the New Social Economy. https://www.youtube.com/
watch?v=6Bhki3d_4Lk&feature=player_embedded

Reimer, E. (1971). School is Dead: an Essay on Alternatives in Education. Harmondsworth, 
UK: Penguin Education Specials.

Reinecke, I. (2011). Independent Review of Implementation of the ICT Reform Program. Retrieved 
October 10, 2013 at: https://www.finance.gov.au/publications/review-implementation-ict-reform-
program/

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.pwc.com/en_GX/gx/economic-crime-survey/pdf/fighting-economic-crime-in-the-financial-services-sector.pdf
http://www.pwc.com/en_GX/gx/economic-crime-survey/pdf/fighting-economic-crime-in-the-financial-services-sector.pdf
http://www.jatit.org/volumes/researchpapers/Vol3No4/7vol3no4.pdf
http://www.amulya-reddy.org.in/Publication/nodate_Lesson.pdf
https://www.youtube.com/watch?v=6Bhki3d_4Lk&feature=player_embedded
https://www.youtube.com/watch?v=6Bhki3d_4Lk&feature=player_embedded
https://www.finance.gov.au/publications/review-implementation-ict-reform-program/
https://www.finance.gov.au/publications/review-implementation-ict-reform-program/


Revans, R. W. (2012). Retrieved June 2, 2012 at: https://en.wikipedia.org/wiki/Reg_Revans

Riley, W., Hansen, H., Gürses, A. P., Davis, S., Miller, K., & Priester, R. (2008). The nature, 
characteristics, and patterns of perinatal critical events teams. In Advances in patient safety: New 
directions and alternative approaches (Vol. 3). Rockville: US National Library of Medicine National 
Institutes of Health. Retrieved January 2, 2012 at: https://www.ahrq.gov/qual/patientsafetyix.htm

Rizova, P. S. (2006). Are you networked for successful innovation? MIT Sloan Management 
Review, 47(3), 49–55.

Robinson, A. (2012). Retrieved on January 22, 2014 from https://www.informs.org/About-
INFORMS/News-Room/O.R.-Analytics-at-Work-Blog/Describe-Predict-and-Prescribe. Also 
see https://www.informs.org/About-INFORMS/What-is-Analytics

Robotics-VO. (2013). A Roadmap for US Robotics. From Internet to Robotics. 2013 Edition. 
Robotics in the United States of America.

Roman, R., & Colle, R. (2002). Themes and issues in telecentre sustainability. Institute for 
Development Policy and Management, University of Manchester.

Rose, D. (n.d.). Trends in Information Technology Costs and Investment Levels in the Oil Industry. 
Retrieved January 30, 2020, from the International Association for Energy Economics website: 
http://www.iaee.org/documents/Aberdeen/a02rose.pdf

Ruettimann, L. (2011). HR: You’re doing it wrong. The culture myth. The Conference Board 
Review. Retrieved November 19, 2011 from http://www.tcbreview.com/summer_2011.aspx

Russell, S., & Norvig, P. (2010). Artificial intelligence: a modern approach. Prentice Hall.

Russell, S., Dewey, D., & Tegmark, M. (2015). Research Priorities for Robust and Benefcial 
Artificial Intelligence. Association for the Advancement of Artificial Intelligence. https://
futureoflife.org/data/documents/research_priorities.pdf?x70359

Rustici, M. (2009). Benefits of SCORM. Academic Press.

Rygielski, C. (2002). Technology in Society. Data Mining Techniques for Customer Relationship 
Management. Retrieved 16 August 2013 from http://www.doingwin.com/download/DMtechniques.
pdf

Saddi, J., Sabbagh, K., & Sheddiac, R. (2011). Measures of Leadership. Strategy + Business. 
Retrieved October 20, 2011, from http://www.strategy-business.com/ article/ 10203?gko = 
64f7&cid = enews 20100720

Salmon, J., & Collins, J. (2013) Cyber Security-Articulating the Details. Out-Law.com, John 
Salmon’s Financial Services blog, 1-4. Retrieved October 5, 2013, from http://www.out-law.
com/en/articles/2013/february/cyber-security--articulating-the-details-/

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Reg_Revans
https://www.ahrq.gov/qual/patientsafetyix.htm
https://www.informs.org/About-INFORMS/News-Room/O.R.-Analytics-at-Work-Blog/Describe-Predict-and-Prescribe
https://www.informs.org/About-INFORMS/News-Room/O.R.-Analytics-at-Work-Blog/Describe-Predict-and-Prescribe
https://www.informs.org/About-INFORMS/What-is-Analytics
http://www.iaee.org/documents/Aberdeen/a02rose.pdf
http://www.tcbreview.com/
https://futureoflife.org/data/documents/research_priorities.pdf?x70359
https://futureoflife.org/data/documents/research_priorities.pdf?x70359
http://www.doingwin.com/download/DMtechniques.pdf
http://www.doingwin.com/download/DMtechniques.pdf
http://www.strategy-business.com/article/
http://www.out-law.com/en/articles/2013/february/cyber-security--articulating-the-details-/
http://www.out-law.com/en/articles/2013/february/cyber-security--articulating-the-details-/


Salmon, J., & Collins, J. (2013) Financial institutions and cyber risk: incidents, breaches and 
confusion as to what to report and when. Out-Law.com, John Salmon’s Financial Services blog, 1-3. 
Retrieved October 5, 2013, from http://www.out-law.com/en/articles/2013/september/financial-
institutions-and-cyber-risk-incidents-breaches-and-confusion-as-to-what-to-report-and-when/

Sandberg, J., & Targama, A. (2007). Managing understanding in organizations. London: SAGE.

Sarrazin, H., & Willmott, P. (2016, July). Adapting your board to the digital age. Retrieved from 
McKinsey: www.mckinsey.com/business-functions/digital-mckinsey/our-insights/adapting-your-
board-to-the-digital-age

Saxena, R. (2014). The Analytics Asset. In Smith, P. A., & Cockburn, T. (Eds.), Impact of 
Emerging Digital Technologies on Leadership in Global Business (pp. 124-149). IGI Global. 
http://doi: Chicago doi:10.4018/978-1-4666-6134-9.ch007

Saxena, R., & Srinivasan, A. (2013). Business Analytics. Springer. doi:10.1007/978-1-4614-6080-0

Schein, E. H. (1992). Organizational culture and leadership. San Francisco: Jossey-Bass.

Schewhart, W. A. (2012). Retrieved June 2, 2012 at: https://en.wikipedia.org/wiki/PDCA

Schrage, M. (2013). Retrieved on January 22, 2014 from http://blogs.hbr.org/2013/01/the-real-
reason-organizations/

Schumpeter, A. (1934). The Theory of Economic Development. London: Oxford University Press.

Schwab, K. (2016). The Fourth Industrial Revolution. World Economic Forum.

Schwab, K. (2017). The Fourth Industrial Revolution. Crown Publishing Group.

Schwartz, B. (Director). (2019). Our Loss of Wisdom [Motion Picture].

Sen, A. (1999). Development as freedom (1st ed.). New York: Oxford University Press.

Seo, M.-G., Putnam, L. L., & Bartunek, J. M. (2004). Dualities and tensions of planned 
organizational change. In M. S. Poole & A. H. Van de Ven (Eds.), Handbook of organizational 
change and innovation (pp. 73–107). Oxford: Oxford University Press.

Sepulveda, L. (2014). Social Enterprise – A New Phenomenon in the field of economic and social 
welfare. Social Policy and Administration, 49(7), 842–861. doi:10.1111pol.12106

Severović, K., Hrustek, N. Z., & Bedi, K. (2010). Implementing e-learning into the banking 
system in Croatia-perspectives and possibilities. In Information Technology Interfaces (ITI), 
2010 32nd International Conference (pp. 391-396). Academic Press.

Sharma, B. (2013). Contextualizing CSR in Asia: Corporate Social Responsibility in Asian 
economies. Singapore: Lien.

Sharrock, J. (2013). Exclusive Documents: State Dept. Lacks Basic Cyber Security. Buzz feed 
FWD, 1-2. Retrieved October 28, 2013, from https://www.buzzfeed.com/justinesharrock/exclusive-
documents-state-department-lacks-basic-cybersecuri

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.out-law.com/en/articles/2013/september/financial-institutions-and-cyber-risk-incidents-breaches-and-confusion-as-to-what-to-report-and-when/
http://www.out-law.com/en/articles/2013/september/financial-institutions-and-cyber-risk-incidents-breaches-and-confusion-as-to-what-to-report-and-when/
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/adapting-your-board-to-the-digital-age
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/adapting-your-board-to-the-digital-age
https://en.wikipedia.org/wiki/PDCA
http://blogs.hbr.org/2013/01/the-real-reason-organizations/
http://blogs.hbr.org/2013/01/the-real-reason-organizations/
https://www.buzzfeed.com/justinesharrock/exclusive-documents-state-department-lacks-basic-cybersecuri
https://www.buzzfeed.com/justinesharrock/exclusive-documents-state-department-lacks-basic-cybersecuri


Sharrock, J. (2013). Exclusive: Years After Manning Leaks, State Department Cable System Lacks 
Basic Security. Buzz feed FWD, 1-2. Retrieved October 18, 2013, from https://www.buzzfeed.
com/justinesharrock/exclusive-years-after-manning-leaks-state-department-cable-s

Sharron, S., & Serwin, A. (2018, July 20). Managing Corporate AI. Retrieved from Corporate 
Compliance Insights: www.corporatecomplianceinsights.com/managing-corporate-ai/

Shaw, E., & de Bruin. (2013). Reconsidering Capitalism: The Promise of Social Innovation and 
Social Entrepreneurship? International Small Business Journal, 31(7), 737-746.

Sileo, J. (2009, February 5). The 7 Deadly Sins of Privacy Leadership: How CEOs Enable Data 
Breach. Retrieved January 30, 2020, from https://sileo.com/the-7-deadly-sins-of-ceos-that-lead-
to-data-breach/

Sloman, M. (2002). The E-Learning Revolution, How Technology is Driving a New Training 
Paradigm. London: Chartered Institute of Personnel and Development.

Slyke, V. (2005). Agents or stewards: how government manages its contracting relationship with 
non-profit social services providers. Academy of Management Best Conference Paper-PNP.

Smith and Browne. (2019). Tools and Weapons: The Promise and the Peril of the Digital Age. 
London: Penguin Press.

Smith, C. (2013). The Planet’s 24 Largest Social Media Sites, And Where Their Next Wave Of 
Growth Will Come From. Retrieved 04/12/2014 from https://www.businessinsider.com/a-global-
social-media-census-2013-10

Smith, M. K. (2009). Jean Lave, Etienne Wenger and communities of practice. The encyclopedia 
of informal education. Retrieved October 12, 2013 at: www.infed.org/biblio/communities_of_
practice.htm

Smith, P. A. C. (2000). Developing the “Adult” leader. White Paper: The Leadership Alliance 
Inc. Retrieved July 5, 2012 at: http://www.tlainc.com/ldrwhpap.htm

Smith, P. A. C. (2011). Developing triple bottom line sustainability by learning to innovate & 
innovating to learn - dancing with a gorilla. 2nd International Conference: Business Sustainability 
2011, Povoa de Varzim, Portugal.

Smith, P. A. C. (1999). The learning organization ten years on: A case study. The Learning 
Organization, 6(5), 217–224. doi:10.1108/09696479910299938

Smith, P. A. C. (2001). Action learning and reflective practice in project environments that 
are related to leadership development. Management Learning Quarterly, 32(1), 31–48. 
doi:10.1177/1350507601321003

Smith, P. A. C. (2012). The importance of organizational learning for organizational sustainability. 
The Learning Organization, 19(1), 4–10. doi:10.1108/09696471211199285

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.buzzfeed.com/justinesharrock/exclusive-years-after-manning-leaks-state-department-cable-s
https://www.buzzfeed.com/justinesharrock/exclusive-years-after-manning-leaks-state-department-cable-s
http://www.corporatecomplianceinsights.com/managing-corporate-ai/
https://sileo.com/the-7-deadly-sins-of-ceos-that-lead-to-data-breach/
https://sileo.com/the-7-deadly-sins-of-ceos-that-lead-to-data-breach/
https://www.businessinsider.com/a-global-social-media-census-2013-10
https://www.businessinsider.com/a-global-social-media-census-2013-10
http://www.infed.org/biblio/communities_of_practice.htm
http://www.infed.org/biblio/communities_of_practice.htm
http://www.tlainc.com/ldrwhpap.htm


Smith, P. A. C., & Cockburn, T. (2016). Developing and leading emergence teams. London: 
Routledge Taylor &Francis Group. doi:10.4324/9781315576800

Smith, P. A. C., & Cockburn, T. (Eds.). (2014). The impact of emerging digital technologies on 
leadership in global business environments. Hershey: IGI-Global. doi:10.4018/978-1-4666-6134-9

Smith, P. A. C., & McLaughlin, M. (2004). Knowledge Management: Getting The People-Factors 
Right. Organisations & People, 11(1), 2004.

Smith, P. A. C., & Pourdehnad, J. (2018). Organizational Leadership for the Fourth Industrial 
Revolution. Hershey, PA: IGI Global. doi:10.4018/978-1-5225-5390-8

Smith, P. A. C., & Saint-Onge, H. (1996). The evolutionary organization: Avoiding a Titanic 
fate. The Learning Organization, 3(4), 4–21. doi:10.1108/09696479610148109

Smith, P. A., & Levinson, S. L. (1996). Business Simulations Are Not Just For Finance. 
Organizations & People, 3(3), 45–50.

Smith, P., & Cockburn, T. (2013). Dynamic Leadership Models for Global Business: Enhancing 
Digitally Connected Environments. IGI Global. doi:10.4018/978-1-4666-2836-6

Smyth, J. (1991). Developing and sustaining the critical. In J. Smyth (Ed.), Teachers as collaborative 
learners, challenging dominant forms of supervision. Philadelphia: Oxford University Press.

Snaith, I. (2007). Recent Reforms to Corporate Legal Structures for Social Enterprise in the UK: 
Opportunity or Confusion? Social Enterprise Journal, 3(1), 20–30. doi:10.1108/17508610780000719

Snowden, D. J. (2012). Retrieved October 7, 2013 at: https://en.wikipedia.org/wiki/Dave_Snowden

Social and Economic Transformation in Digital Era. (2012). IGI Global.

Social Enterprise UK Report. (2018). State of Social Enterprise Report. Social Enterprise UK.

Solis, B. (2012). Culture Shock: Culture’s Impact on Social Marketing and Business. Retrieved 
04/12/2014 from https://www.briansolis.com/2012/06/culture-shock-cultures-impact-on-social-
marketing-and-business/

Solove, D. (2006). A Brief History of Information Privacy Law. In Proskauer on Privacy. 
Proskauer Rose LLP.

Solsman, J. (2018, January 10). YouTube’s AI is the puppet master over most of what you watch. 
Retrieved from CNET: www.cnet.com/news/youtube-ces-2018-neal-mohan/

Sorenson, O., Rivkin, J. W., & Fleming, L. (2006). Complexity, networks and knowledge flow. 
Research Policy, 35(7), 994–1017. doi:10.1016/j.respol.2006.05.002

Spicker, P. (2012). Leadership: A perniciously vague concept. International Journal of Public 
Sector Management, 25(1), 34–47. doi:10.1108/09513551211200276

Spillane, J. P. (2005). Distributed leadership. The Educational Forum, 69(2), 143–150. 
doi:10.1080/00131720508984678

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://en.wikipedia.org/wiki/Dave_Snowden
https://www.briansolis.com/2012/06/culture-shock-cultures-impact-on-social-marketing-and-business/
https://www.briansolis.com/2012/06/culture-shock-cultures-impact-on-social-marketing-and-business/
http://www.cnet.com/news/youtube-ces-2018-neal-mohan/


Spillane, J. P. (2006). Distributed leadership. San Francisco, CA: Jossey-Bass.

Srinivasan, S., & Barker, R. (2012). Global Analysis of Security and Trust Perceptions in Web 
Design for E-Commerce. International Journal of Information Security and Privacy, 6(1), 1–13. 
doi:10.4018/jisp.2012010101

Steinberg, S. (2019). CNBC-Small Business Playbook: Cyberattacks now cost companies $200.000 
on average, putting many out of business. Retrieved January 15, 2020 from https://www.cnbc.
com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html

Stephenson, C., & Olson, N. (2017, March 15). Why CIOs Make Great Board Directors. Retrieved 
from Harvard Business Review: https://hbr.org/2017/03/why-cios-make-great-board-directors

Stout, J. (2013). Cyber Security Failures: Value of the Human Firewall. Infosec Island, 1-5. 
Retrieved October 20, 2013, from http://www.infosecisland.com/blogview/23332-Cyber-Security-
Failures-Value-of-the-Human-Firewall-.html

Strohm, C., Engleman, E., & Michaels, D. (2013). Cyberattacks Abound Yet Companies Tell 
SEC Losses Are Few. Bloomberg, 1-5. Retrieved October 20, 2013, from https://www.bloomberg.
com/news/2013-04-04/cyberattacks-abound-yet-companies-tell-sec-losses-are-few.html

Sullivan, K. (2006). Virtue Rewarded Companies are suddenly discovering the profit potential 
of social responsibility. CFO, 22(11), 46.

Sunhil, K. (2005, Apr. 11). The Future of Technology and its Impact on Our Lives. Businessworld.

Survey. (2013). Retrieved October 9, 2013 at: http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&
source=web&cd=8&ved=0CIEBEBYwBw&url=http%3A%2F%2Fwww.sagepub.com%2Fupm-
data%2F14496_Chapter5.pdf&ei=audVUpTwLJir4AP17IDQDA&usg=AFQjCNH3mPr9wqJ6
BY5FHeNj--EIY-gAAg&sig2=PzKj6Gzm3SE2evy_-l9Q7g&bvm=bv.53760139,d.dmg

Swedberg, R. (2006). The Cultural Entrepreneur and the Creative Industries: Beginning in Vienna. 
Journal of Cultural Economics, 30(4), 243–261. doi:10.100710824-006-9016-5

Taylor Wessing. (n.d.). GDPR. Retrieved January 30, 2020, from https://united-kingdom.
taylorwessing.com/en/gdpr

Tedford, J. (1964). Analytics of Decision Making. Journal of Farm Economics, 46(5), 1353–1362. 
doi:10.2307/1236730

Teesdale, S. (2011). What’s in a name? Making sense of social enterprise discourses. Public 
Policy and Administration., 27(2), 99–119. doi:10.1177/0952076711401466

Thaler, R., & Sunstein, C. (2008). Nudge, Improving Decisions About Health, Wealth, and 
Happiness. Yale.

The Department of Census and Statistics Sri Lanka. (n.d.). http://www.statistics.gov.lk

The Division for Sustainable Development Goals (DSDG) in the United Nations Department of 
Economic and Social Affairs (UNDESA). (n.d.). https://sustainabledevelopment.un.org/

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html
https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html
https://hbr.org/2017/03/why-cios-make-great-board-directors
http://www.infosecisland.com/blogview/23332-Cyber-Security-Failures-Value-of-the-Human-Firewall-.html
http://www.infosecisland.com/blogview/23332-Cyber-Security-Failures-Value-of-the-Human-Firewall-.html
https://www.bloomberg.com/news/2013-04-04/cyberattacks-abound-yet-companies-tell-sec-losses-are-few.html
https://www.bloomberg.com/news/2013-04-04/cyberattacks-abound-yet-companies-tell-sec-losses-are-few.html
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=8&ved=0CIEBEBYwBw&url=http%3A%2F%2Fwww.sagepub.com%2Fupm-data%2F14496_Chapter5.pdf&ei=audVUpTwLJir4AP17IDQDA&usg=AFQjCNH3mPr9wqJ6BY5FHeNj--EIY-gAAg&sig2=PzKj6Gzm3SE2evy_-l9Q7g&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=8&ved=0CIEBEBYwBw&url=http%3A%2F%2Fwww.sagepub.com%2Fupm-data%2F14496_Chapter5.pdf&ei=audVUpTwLJir4AP17IDQDA&usg=AFQjCNH3mPr9wqJ6BY5FHeNj--EIY-gAAg&sig2=PzKj6Gzm3SE2evy_-l9Q7g&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=8&ved=0CIEBEBYwBw&url=http%3A%2F%2Fwww.sagepub.com%2Fupm-data%2F14496_Chapter5.pdf&ei=audVUpTwLJir4AP17IDQDA&usg=AFQjCNH3mPr9wqJ6BY5FHeNj--EIY-gAAg&sig2=PzKj6Gzm3SE2evy_-l9Q7g&bvm=bv.53760139,d.dmg
http://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=8&ved=0CIEBEBYwBw&url=http%3A%2F%2Fwww.sagepub.com%2Fupm-data%2F14496_Chapter5.pdf&ei=audVUpTwLJir4AP17IDQDA&usg=AFQjCNH3mPr9wqJ6BY5FHeNj--EIY-gAAg&sig2=PzKj6Gzm3SE2evy_-l9Q7g&bvm=bv.53760139,d.dmg
https://united-kingdom.taylorwessing.com/en/gdpr
https://united-kingdom.taylorwessing.com/en/gdpr
http://www.statistics.gov.lk
https://sustainabledevelopment.un.org/


The European Chamber Shanghai Office. (n.d.). Retrieved on February 29, 2020 from: https://
www.europeanchamber.com.cn/en/upcoming-events/11057/_Made_in_China_2025_China_s_
answer_to_Industry_4.0

The Guangdong-Hong Kong-Macao Greater Bay Area (Greater Bay Area), Hong Kong Government. 
(n.d.). Retrieved on February 29, 2020 from: https://www.bayarea.gov.hk/en/opportunities/it.html

The Guardian. (2013). The NSA Files. Retrieved January 30, 2020, from https://www.theguardian.
com/world/the-nsa-files

The Information Age. (2013). In Wikipedia. https://en.wikipedia.org/wiki/Information_Age

The Power of Vision, Joel Baker, Futurist, Author, Lecturer & Film Maker. (1990). http://www.
joelbarker.com/speeches/the-power-of-vision/

The World Bank Group. (n.d.). https://www.worldbank.org

Thomala, L. L. (2020). Number of internet users in China 2017-2023. Retrieved on February 
29, 2020 from: https://www.statista.com/statistics/278417/number-of-internet-users-in-china/

Thompson, D. (2017). Designing Responsibility: The Problem of Many Hands in Complex 
Organizations. In Designing in Ethics (pp. 32–56). Cambridge: CUP. doi:10.1017/9780511844317.003

Thorpe, R., Gold, J., & Lawler, J. (2011). Locating distributed leadership. International Journal 
of Management Reviews, 13(3), 239–250. doi:10.1111/j.1468-2370.2011.00303.x

Toffler, A., & Toffler, H. (2006). Revolutionary wealth. New York, NY: Knopf. doi:10.1111/
j.1540-5842.2006.00818.x

Toomey, M. (2013). The Infonomics Letter. Retrieved October 10 2013 at: http://www.infonomics.
com.au/Newsletter.htm

Tosey, P., & Smith, P. A. C. (1999). Assessing the learning organization - Part 2: 
Exploring practical assessment approaches. The Learning Organization, 6(3), 107–115. 
doi:10.1108/09696479910270434

Transitioning to Workforce. (2020). White paper. Cisco.

Tschang, T., Chuladul, M., & Le, T. T. (2002). Scaling‐up information services for development: 
A framework of increasing returns for telecentres. Journal of International Development, 14(1), 
129–141. doi:10.1002/jid.865

Udding, A. (2016, November 1). Three Lines of Defence: a Panacea? Retrieved from Axveco: 
https://axveco.com/three-lines-of-defence-a-panacea/

UK Government’s National Cyber Security Centre. (2019, March 21). Protect your organisation 
against cyber attack. Retrieved January 30, 2020 from https://www.cyberessentials.ncsc.gov.uk/

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.europeanchamber.com.cn/en/upcoming-events/11057/_Made_in_China_2025_China_s_answer_to_Industry_4.0
https://www.europeanchamber.com.cn/en/upcoming-events/11057/_Made_in_China_2025_China_s_answer_to_Industry_4.0
https://www.europeanchamber.com.cn/en/upcoming-events/11057/_Made_in_China_2025_China_s_answer_to_Industry_4.0
https://www.bayarea.gov.hk/en/opportunities/it.html
https://www.theguardian.com/world/the-nsa-files
https://www.theguardian.com/world/the-nsa-files
https://en.wikipedia.org/wiki/Information_Age
http://www.joelbarker.com/speeches/the-power-of-vision/
http://www.joelbarker.com/speeches/the-power-of-vision/
https://www.worldbank.org
https://www.statista.com/statistics/278417/number-of-internet-users-in-china/
http://www.infonomics.com.au/Newsletter.htm
http://www.infonomics.com.au/Newsletter.htm
https://axveco.com/three-lines-of-defence-a-panacea/
https://www.cyberessentials.ncsc.gov.uk/


UK Government’s National Cyber Security Centre. (n.d.). Board Toolkit Resources designed to 
encourage essential cyber security discussions between the Board and their technical experts. 
Retrieved January 30, 2020 from https://www.cyberessentials.ncsc.gov.uk/

Understanding Four Generations in the Workplace. (1996). Workforce Central Florida. WCF.

United Nations Educational, Scientific and Cultural Organization. (2014). UNESCO Education 
Strategy 2014–2021. Author.

United Nations Educational, Scientific and Cultural Organization. (2015). Sustainable Development 
Post 2015, begins with education. Retrieved on Feb 9, 2020, from http://www.unesco.org/new/
fileadmin/MULTIMEDIA/FIELD/San-Jose/pdf/229603E.pdf

United Nations Educational, Scientific and Cultural Organization. (2019). UNESCO Educating 
for an inclusive and sustainable future. 9th Global meeting of the CCNGO-Education 2030. 
Retrieved on Feb 7, 2020 from: https://en.unesco.org/events/educating-inclusive-and-sustainable-
future-9th-global-meeting-ccngo-education-2030

UNWTO. (2013). World Tourism Barometer, Volume 11. http://dtxtq4w60xqpw.cloudfront.net/
sites/all/files/pdf/unwto_barom13_05_oct_excerpt_0.pdf

UNWTO. (2014). International tourism exceeds expectations with arrivals up by 52 million 
in 2013. Retrieved on 04/12/2014 from http://media.unwto.org/press-release/2014-01-20/
international-tourism-exceeds-expectations-arrivals-52-million-2013

Valentine, E., & Stewart, G. (2015, January 5). Enterprise Business Technology Governance: 
Three Competencies to Build Board Digital Leadership Capability. Retrieved from 48th Hawaii 
International Conference on System Sciences: www.researchgate.net/publication/267448425_
Enterprise_Business_Technology_Governance_Three_Competencies_to_Build_Board_Digital_
Leadership_Capability

van de Loo, E. (2010). Waarom leren gevaarlijk is. Academic Press.

van de Loo, E., & Winter, J. (2017, November 10). Corporate Culture is an Alarmingly Low 
Priority for Boards. Retrieved from Insead Knowledge: https://knowledge.insead.edu/leadership-
organisations/corporate-culture-is-an-alarmingly-low-priority-for-boards-7676

van de Loo, E., & Winter, J. (2016). Cultuur en gedrag volgens de nieuwe corporate governance 
code. Ondernemingsrecht.

van den Hoven, J., Miller, S., & Pegge, T. (2017). Designing in Ethics. Cambridge University 
Press. doi:10.1017/9780511844317

Van Grinsven, M., & Visser, M. (2011). Empowerment, knowledge conversion and 
dimensions of organizational learning. The Learning Organization, 18(5), 378–391. 
doi:10.1108/09696471111151729

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.cyberessentials.ncsc.gov.uk/
http://www.unesco.org/new/fileadmin/MULTIMEDIA/FIELD/San-Jose/pdf/229603E.pdf
http://www.unesco.org/new/fileadmin/MULTIMEDIA/FIELD/San-Jose/pdf/229603E.pdf
https://en.unesco.org/events/educating-inclusive-and-sustainable-future-9th-global-meeting-ccngo-education-2030
https://en.unesco.org/events/educating-inclusive-and-sustainable-future-9th-global-meeting-ccngo-education-2030
http://dtxtq4w60xqpw.cloudfront.net/sites/all/files/pdf/unwto_barom13_05_oct_excerpt_0.pdf
http://dtxtq4w60xqpw.cloudfront.net/sites/all/files/pdf/unwto_barom13_05_oct_excerpt_0.pdf
http://media.unwto.org/press-release/2014-01-20/international-tourism-exceeds-expectations-arrivals-52-million-2013
http://media.unwto.org/press-release/2014-01-20/international-tourism-exceeds-expectations-arrivals-52-million-2013
http://www.researchgate.net/publication/267448425_Enterprise_Business_Technology_Governance_Three_Competencies_to_Build_Board_Digital_Leadership_Capability
http://www.researchgate.net/publication/267448425_Enterprise_Business_Technology_Governance_Three_Competencies_to_Build_Board_Digital_Leadership_Capability
http://www.researchgate.net/publication/267448425_Enterprise_Business_Technology_Governance_Three_Competencies_to_Build_Board_Digital_Leadership_Capability
https://knowledge.insead.edu/leadership-organisations/corporate-culture-is-an-alarmingly-low-priority-for-boards-7676
https://knowledge.insead.edu/leadership-organisations/corporate-culture-is-an-alarmingly-low-priority-for-boards-7676


Van Rijmenam, M. (2014). How Big Data Analytics Will Affect Your Company Culture. http://
smartdatacollective.com/bigdatastartups/180176/how-big-data-analytics-will-affect-your-
company-culture

Van Rijmenam, M. (2014). Is Artificial Intelligence About To Change Doing Business Forever? 
http://www.bigdata-startups.com/the-big-data-trends/

Vercellone, C. (2007). From Formal Subsumption to General Intellect: Elements for a Marxist 
reading of the thesis of cognitive capitalism. Historical Materialism, 15(1), 13-36.

Violino, B. (2019, July 12). What is SaaS? Software-as-a-service defined. Retrieved January 
30, 2020, from https://www.infoworld.com/article/3226386/what-is-saas-software-as-a-service-
defined.html

Vladimirov, R. (2014)[REMOVED HYPERLINK FIELD]. https://www.technologyreview.com/
news/519051/is-samsungs-galaxy-gear-the-first-truly-smart-watch/

Wakefield, J. (2019, April 5). Google’s ethics board shut down. Retrieved from BBC: www.bbc.
com/news/technology-47825833

Walker, E. T. (2012). Putting a Face on the Issue Corporate Stakeholder Mobilization 
in Professional Grassroots Lobbying Campaigns. Business & Society, 51(4), 561–601. 
doi:10.1177/0007650309350210 PMID:24707060

Warner, M. (2009b). Building a Theory of Intelligence Systems. In G. F. Treverton & W. Agrell 
(Eds.), National Intelligence Systems: Current Research and Future Prospects. Cambridge: 
Cambridge University Press. doi:10.1017/CBO9781139174541.003

Warner, M. (2014). The Rise and Fall of Intelligence: An International Security History. 
Washington, DC: Georgetown University Press.

Wasserman, S., & Faust, K. (1994). Social network analysis: Methods and applications. Cambridge: 
Cambridge University Press. doi:10.1017/CBO9780511815478

Wattegama, C., & Kapugama, N. (2010). Development Evaluation of ICT for Development/
Telecenter Projects Using Propensity Score Matching. Telecenter Projects Using Propensity Score 
Matching, 5th Communication Policy Research South (CPRsouth5), Xi’an, China.

Weick, K. E., & Quinn, R. E. (1999). Organizational change and development. Annual Review 
of Psychology, 50(1), 361–386. doi:10.1146/annurev.psych.50.1.361 PMID:15012461

Weick, K. E., Sutcliffe, K. M., & Obstfeld, D. (2005). Organizing and the process of sensemaking. 
Organization Science, 16(4), 409–421. doi:10.1287/orsc.1050.0133

Weill, P., Apel, T., Woerner, S., & Banner, J. (2019a). Companies with a Digital Savvy Board 
Perform Better. Cambridge: MIT Sloan.

Weill, P., Apel, T., Woerner, S., & Banner, J. (2019b). Assessing the Impact of Digital Savvy 
Board on Company Performance. Cambridge: MIT Sloan.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://smartdatacollective.com/bigdatastartups/180176/how-big-data-analytics-will-affect-your-company-culture
http://smartdatacollective.com/bigdatastartups/180176/how-big-data-analytics-will-affect-your-company-culture
http://smartdatacollective.com/bigdatastartups/180176/how-big-data-analytics-will-affect-your-company-culture
http://www.bigdata-startups.com/the-big-data-trends/
https://www.infoworld.com/article/3226386/what-is-saas-software-as-a-service-defined.html
https://www.infoworld.com/article/3226386/what-is-saas-software-as-a-service-defined.html
https://www.technologyreview.com/news/519051/is-samsungs-galaxy-gear-the-first-truly-smart-watch/
https://www.technologyreview.com/news/519051/is-samsungs-galaxy-gear-the-first-truly-smart-watch/
http://www.bbc.com/news/technology-47825833
http://www.bbc.com/news/technology-47825833


Wenger, E. (2001). Supporting communities of practice. Retrieved December 1 2011 at: https://
www.cin.ufpe.br/~ccte/intranet/01_03_CP_technology_survey_v3.pdf

Wenger, W. (2000). Communities of Practice and Social Learning Systems. Retrieved October 
14, 2013 at: http://www.linkedin.com/static?key=what_is_linkedin

Wheatley, M. J. (1992). Leadership and the new science. San Francisco: Berrett-Koehler.

White, A. (2019). Data Security Breaches in 2019 and Trends for 2020. Retrieved January 30, 
2020 from https://www.izenda.com/data-security-breaches-2019-trends-2020/

White, G. L., Mediavilla, F. A., & Shah, J. R. (2011). Information Privacy: Implementation and 
Perception of Laws and Corporate Policies by CEOs and Managers. International Journal of 
Information Security and Privacy, 5(1), 50–66. doi:10.4018/jisp.2011010104

Wikipedia. (2013). Google flu trends. Retrieved 12 August 2013 From https://en.wikipedia.org/
wiki/Google_Flu_Trends

Wikipedia. (2013). VUCA. Retrieved October 15, 2013 at: https://en.wikipedia.org/wiki/
Volatility,_uncertainty,_complexity_and_ambiguity

WinterA. I. (n.d.). Retrieved from Wikipedia: https://en.wikipedia.org/wiki/AI_winter

Winter, J. (2018b). A Behavioral Perspective on Corporate Law and Corporate Governance. 
In J. Gordon & W. Ringe (Eds.), The Oxford Handbook of Corporate Law and Governance. 
Oxford: OUP.

Wittgenstein, L. (1922). Tractatus Logico-Philosophicus. London: Kegan Paul.

Wokke, A. (2014, March 14). Instanties kritisch over proef ING met advertenties op basis van 
betalingsgedrag. Retrieved from Tweakers: https://tweakers.net/nieuws/94841/instanties-kritisch-
over-proef-ing-met-advertenties-op-basis-van-betalingsgedrag.html

Wolfowitz, P., Rivera, K., & Ware, G. (2018). Planning for the unexpected. Retrieved March 19, 2020 
from https://www.strategy-business.com/article/Planning-for-the-Unexpected?gko=4df3d&utm_
source=itw&utm_medium=itw20200319&utm_campaign=resp

World Bank. (2010). Innovation policy: A Guide for Developing Countries. Washington, DC: 
World Bank.

World Economic Forum. (2018). The Future of Jobs Report. Centre for the New Economy and 
Society.

Ybema, S., Yanow, D., Wels, H., & Kamsteeg, F. (Eds.). (2009). Organizational ethnography. 
Studying the complexities of everyday life. Los Angeles: SAGE. doi:10.4135/9781446278925

Yeo, R. K. (2010). Leading through problems: Recognizing the potential of getting their hands 
dirty. Industrial and Commercial Training, 42(3), 128–134. doi:10.1108/00197851011038105

Yin, R. K. (2009). Case study research: Design and methods. Sage (Atlanta, Ga.).

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://www.cin.ufpe.br/~ccte/intranet/01_03_CP_technology_survey_v3.pdf
https://www.cin.ufpe.br/~ccte/intranet/01_03_CP_technology_survey_v3.pdf
http://www.linkedin.com/static?key=what_is_linkedin
https://www.izenda.com/data-security-breaches-2019-trends-2020/
https://en.wikipedia.org/wiki/Google_Flu_Trends
https://en.wikipedia.org/wiki/Google_Flu_Trends
https://en.wikipedia.org/wiki/Volatility,_uncertainty,_complexity_and_ambiguity
https://en.wikipedia.org/wiki/Volatility,_uncertainty,_complexity_and_ambiguity
https://en.wikipedia.org/wiki/AI_winter
https://tweakers.net/nieuws/94841/instanties-kritisch-over-proef-ing-met-advertenties-op-basis-van-betalingsgedrag.html
https://tweakers.net/nieuws/94841/instanties-kritisch-over-proef-ing-met-advertenties-op-basis-van-betalingsgedrag.html
https://www.strategy-business.com/article/Planning-for-the-Unexpected?gko=4df3d&utm_source=itw&utm_medium=itw20200319&utm_campaign=resp
https://www.strategy-business.com/article/Planning-for-the-Unexpected?gko=4df3d&utm_source=itw&utm_medium=itw20200319&utm_campaign=resp


Yueh, J. (2018, June 26). GDPR will make big tech even bigger. Retrieved from Forbes: www.
forbes.com/sites/forbestechcouncil/2018/06/26/gdpr-will-make-big-tech-even-bigger/

Yukl, G. (2002). Leadership in organizations (5th ed.). Upper Saddle River: Prentice Hall.

Yukl, G. (2009). Leading organizational learning: Reflections on theory and research. The 
Leadership Quarterly, 20(1), 49–53. doi:10.1016/j.leaqua.2008.11.006

Yung, C. S. (2018). From digital to Facebook divide: Social capital benefits for a Facebook 
immigrant (Thesis). University Saint Joseph, Macau, China.

Zaccaro, S. J. (2007). Trait-based perspectives of leadership. The American Psychologist, 62(1), 
6–16. doi:10.1037/0003-066X.62.1.6 PMID:17209675

Zadelhoff, M., Lovejoy, K., & Jarvis, D. (2013). A New Standard For Security Leaders. Insights 
from the 2013 IBM Chief Information Security Officer Assessment. Retrieved January 5, 2013, 
from http://www.slideshare.net/dajarvis/2013-ibm-ciso-assessment-a-new-standard-for-security-
leaders#

Zapf, W. (1991). The role of Innovations in Modernization Theory. International Review of 
Sociology, 2(3), 83–94. doi:10.1080/03906701.1991.9971098

Zeyen, A., Beckmann, M., Mueller, S., Dees, J. G., Khanin, D., Krueger, N., ... Zacharakis, A. 
(2013). Social Entrepreneurship and Broader Theories: Shedding light on the Bigger Picture. 
Journal of Social Entrepreneurship, 4(1), 88–107. doi:10.1080/19420676.2012.725422

Zhang, D., & Nunamaker, J. F. (2003). Powering E-learning in the new millennium: An 
overview of E-learning and enabling technology. Information Systems Frontiers, 5(2), 201–212. 
doi:10.1023/A:1022609809036

Zuboff, S. (2019). The Age of Surveillance Capitalism. New York: Public Affairs.

Zucconi, A. (2018). How to Create The Perfect DeepFakes. Academic Press.

Zulkieflimansyah. (2003). The dynamic of technological accumulation at the micro-economic 
level: Lessons from Indonesia – a case study. Asia Pacific Manag Rev, 8(3), 365–407.

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://www.forbes.com/sites/forbestechcouncil/2018/06/26/gdpr-will-make-big-tech-even-bigger/
http://www.forbes.com/sites/forbestechcouncil/2018/06/26/gdpr-will-make-big-tech-even-bigger/
http://www.slideshare.net/dajarvis/2013-ibm-ciso-assessment-a-new-standard-for-security-leaders#
http://www.slideshare.net/dajarvis/2013-ibm-ciso-assessment-a-new-standard-for-security-leaders#


About the Contributors

Peter Smith, as President of The Leadership Alliance Inc. (TLA), maintains a 
worldwide consulting practice assisting leading public and private sector organiza-
tions enhance performance by optimizing activities related to Interactive Planning 
and critical sustainability and innovation drivers such as knowledge management, 
organizational learning, entrepreneurship, and complexity leadership. Through his 
research and practice in Dynamic Complexity, Network Visualization & Analysis, 
Social Network Analysis, Complex Adaptive Systems, and other emerging paradigms, 
Peter has developed unique in-depth expertise in cross-organizational learning and 
digitally-facilitated knowledge sharing, collaborative community development, and 
the identification of Opinion Leaders and Innovation Champions – keys to enhanc-
ing Social Capital and successfully implementing any significant organizational 
undertaking. The breadth of Peter’s practical hands-on management experience has 
proven invaluable in ensuring that he can relate to the problems and pressures faced 
by organizations in today’s complex and ambiguous global environments, and it is 
fundamental to framing his research interests which include Triple Bottom Line 
Sustainability, strategic capital, knowledge management, organizational learning, 
social capital, entrepreneurialism, innovation, networks, complex systems, complexity 
leadership, digital platforms and related emerging paradigms. Prior to establishing 
his consulting practice Peter held various senior positions with Exxon in New York 
and across North America in I/T, HR, R&D, Operations, and Mathematics. In 1990 
as an Exxon representative he was one of the founding associates of Peter Senge’s 
Organizational Learning Center (OLC) at MIT, and during the period 1990-94, 
first as an Exxon representative and later as an independent consultant for TLA, he 
participated in various systems thinking, microcomputer simulation, and system dy-
namics activities and projects through the OLC. During this period he also became a 
TLA associate of Interact, the Philadelphia-based consultancy headed by Dr. Russel 
Ackoff. and Dr. Jamshid Gharajedaghi. Peter has served as Professor of Manage-
ment Learning Processes with the Canadian School of Management, as Executive 
Director of The International Foundation for Action Learning- Canada, and as Chair 
of the International Community of Action Learners. He is Managing Editor of the 

413

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

Journal of Knowledge Management Practice, and Consulting and Special Issues 
Editor of The Learning Organization. He is also Associate Editor (Practitioners) for 
the International Journal of Sociotechnology & Knowledge Management. Peter has 
had published more than fifty academic papers on a broad range of topics related 
to performance enhancement, including chapters in “The Encyclopedia of Com-
munities of Practice in Information & Knowledge Management”, “The Handbook 
of Business Strategy” and ““Handbook of Research on Socio-Technical Design 
And Social Networking Systems”. Peter is in demand internationally as a speaker, 
workshop leader and conference chair.

Tom Cockburn, AFNZIM, is currently Director (Policy) at the Center for 
Dynamic Leadership Models in Global Business founded in 2012 as a unit within 
The Leadership Alliance Inc., in Toronto and a member of the EU-funded Virtual 
research network ¨Horrizon¨-the Responsible Research programme. Tom obtained 
his first degree with honours from Leicester University, England, both his MBA and 
Doctorate were gained at Cardiff University, Wales. Tom also has 8 years senior 
academic experience as Head of a UK Business school and 2 years in a Deputy 
Head of School role in New Zealand as well as adjunct and visiting E-faculty roles 
on Henley Business School (UK and NZ) and Ulster University Business Schools’ 
MBA and MSc programmes. Tom was Academic Learning and Teaching Fellow 
at the Australian School of Business, University of New South Wales, Sydney, 
2007-2009 before returning to private consulting work in New Zealand. He has 
worked as a senior member of several professional bodies, journals and as a review 
member of the Cutting Edge Awards Committee of the US Academy of HRD. At 
present, he is a member of the Editorial Advisory Board of Emerald´s Online Case 
Studies in Emerging Markets and the International Journal of Technology and Hu-
man Interaction (IJTHI) and an Ad Hoc reviewer for the International Journal of 
Sociotechnology and Knowledge Development (IJSKD), and for the Management 
Teaching Review journal (MTR). Tom served as University representative at the 
UK Association of Business Schools (ABS), 1996-2001, and as a panel member 
for the Pilot development of Senior management standards for the accreditation of 
post-experience MBAs and DBAs, part of the ABS contribution to EQUIS/EFMD, 
1998-2001. He has carried out several Institutional Teaching audits in the UK for 
the Higher Education Funding Council as well as a series of international MBA 
programme reviews in Europe, New Zealand, Australia, and Malaysia. He was ac-
cepted as Associate Fellow (AFNZIM) of the New Zealand Institute of Management 
in 2010 and has 5 years Board experience on the Standing Conference of Welsh 
Management Education Centres, one year as a non-voting Trustee in the K’aute Pa-
sifika Trust Board (an educational and health NGO of Pacific Islands Communities 
in New Zealand). Tom now lives in Spain and continues working on his research 

414

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

and distinguished management education and consulting career collaborating with 
diverse organisations in both public and private sectors in Europe, Australia and 
New Zealand.

* * *

Tomas Backström is a Swedish researcher, and a tenured full professor in in-
novation science and leader of the innovation management research at Mälardalen 
University in Eskilstuna in Sweden. He has been a researcher in the work life area 
since his PhD in 1996. Starting with an undergraduate degree in theoretical Phys-
ics his work has developed more and more multi disciplinary and he has published 
articles and chapters in a wide spectrum of venues such as: The Learning Organi-
zation, International Journal of Computer Integrated Manufacturing, Economics 
and Business Letters, Nonlinear Dynamics, Psychology, and Life Sciences, and 
Emergence: Complexity & Organization. Professor Backström’s current research 
deals with innovation management and creativity in groups and organisations, with a 
special focus on communication and leadership. It is often performed in cooperation 
with organizations characterised by decentralisation and distributed responsibility, 
where emerging structures are of high importance. Complex systems theory is used 
as a meta-theoretical base.

Kalyan Kumar Banerjee is among the ten co-founders of Mindtree (www.mind-
tree.com), among the most promising globally focused mid-sized IT companies from 
India in the last two decades. After being part of the growth and transformation of 
the computer industry for 26 years, Kalyan pursued his interests in Education. After 
three and half years at a University, Kalyan now focuses on education in under-served 
segments – beyond the big cities and beyond the mainstream pedagogy centered 
around textbooks and classroom. Klorofeel Foundation focuses on underprivileged 
children, and is woven around the principles of content around local context, mean-
ingful education, activity based learning in a joyful environment served by local 
teachers, and with focus on local community support. Klorofeel Education Association 
strives to showcase child-centric pedagogy served in a joyful environment, in smaller 
cities, with focus on community connect, local problem solving, teacher develop-
ment and parent development (an unaddressed area). While Pro Vice Chancellor at 
a University, Kalyan had driven to create a curriculum focused on building intrinsic 
interest in the discipline through engaging in real, meaningful projects designed to 
enhance employment capacity in the industry. Such transformation was attempted 
through multiple initiatives that included a sustained focus on projects, meaningful 
labs, an evolving examination system, and engaged faculty. Kalyan envisions an 
academic ecosystem that empowers students from all socio economic backgrounds 

415

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

with personal mentoring from faculty, focused on skills and character development 
beyond the syllabus, thus creating a more inclusive society. As part of Mindtree, 
Kalyan was instrumental in defining a learning culture, introducing communities to 
foster a learning and sharing ecosystem, and building programs for lifelong learn-
ing. Kalyan also defined the competence dictionary and leadership attributes for 
Mindtree leaders, and created the framework for senior leadership assessment and 
global benchmarking, for its top 200 leaders.

Marianne Döös is Professor emeritus and a senior researcher within Organisa-
tional Pedagogy at Department of Education, Stockholm University, Sweden. Her 
research deals with the processes of experiential learning in contemporary settings, 
on individual, collective and organisational levels. Topical issues concern interaction 
as carrier of competence in relations, shared and joint leadership, conditions for 
competence in working life and organisational change and development. Marianne 
Döös has authored and co-authored many articles and books. Two relevant examples 
among her publications are Collective learning: Interaction and a shared action arena 
(in J. of Workplace Learning, 2011) and Changing organisational conditions: Experi-
ences of introducing and putting function-shared leadership (FSL) into practice in 
schools and pre-schools (in Leadership and Policy in Schools, 2020).

Sherif A. Ebrahim is Chairman of Strategic Management Group and Manag-
ing Partner of SMG Capital, both nationally recognized Private Equity and Health 
Care Firms based in New Orleans, Louisiana. He is a board certified health care 
executive, a Fellow of the American College of Healthcare Executives, an NAPH 
Managed Care Public Policy & Finance Fellow from New York University and a 
Health Systems Management Fellow from Tulane University. He is an internation-
ally recognized expert of Health Care, Corporate Strategy, Strategic Innovation, 
Predictive and Prescriptive Analytics, and Multi-Organizational Innovation. Profes-
sor Ebrahim currently serves on the committees of several investment funds, serves 
as a professor of Strategy & Innovation at Tulane University. He also serves on the 
faculty of The Catholic University of America, and has served on the faculties of 
other universities, governance and executive development programs. He has served 
on several National Health Care Policy Task Forces and Committees, and advised 
many CEOs, governing boards, entrepreneurs and organizations on developing 
successful strategies to achieve sustainable growth. He has also served as CEO 
of several large corporations and in a senior executive management position in a 
Fortune 100 company. Dr. Ebrahim has been nationally recognized for his work in 
healthcare policy and strategic leadership by two U.S. Presidents, by the Secretary 
of the U.S. Department of Health and Human Services, the National Institutes of 
Health, the National Science Foundation, twice by a Fortune 100 Company. He has 

416

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

also been appointed to professional leadership positions by a Parish President, two 
Louisiana Governors, and has been named a White House Champion of Change for 
Innovation by the President of the United States.

Michael A. Goedeker is a German/American Security Researcher, born in 1971 
in New York City. He has worked in the IT Security field for over 20 years, training 
and consulting for fortune 500 companies. He has worked on worldwide security 
projects for various companies and industries that range from cyber defense to attack 
analysis and focused on Cyber Espionage, Warfare and Crime. New research and 
books in the works concentrate on distinguishing the differences between Threat 
and Risk Intelligence as well as using Proactive Security Team methodologies to 
detect and stop as many attacks as possible. Michael has a Master of Science from 
Ulster University and is currently working on a Doctorate.

Ranjita Gupta is an MBA from Lucknow University and Ph.D. from Banasthali 
University. She has 27 years of experience in the manufacturing, services & educa-
tion sectors and has worked in premier organizations such as the Confederation of 
Indian Industries (CII) and as a National Expert in the Italian Cluster Development 
Programme of United Nations Industrial Development Organization (UNIDO). She 
is a member of the faculty at the ICFAI Business School Hyderabad and Gurgaon for 
the last 15 years. Her areas of interest are Brand Management, Services Marketing 
& Consumer Behavior, & Analytics.

Jamie P. Halsall is a Reader in Social Sciences in the School of Human and 
Health Sciences at the University of Huddersfield, UK. His research interests include 
communities, globalisation, higher education, public and social policy. Currently, 
Jamie is a Fellow of the Royal Society of Arts and a Chartered Geographer of the 
Royal Geographical Society, and was awarded Senior Fellowship of the Higher 
Education Academy in January 2017. Jamie is the author of Understanding Ethnic 
Segregation in Contemporary Britain (Nova Publishers, 2013), and co-author of 
Sociability, Social Capital, and Community Development: An International Health 
Perspective (Springer, 2015) and Aging in Comparative Perspective: Processes and 
Policies (Springer, 2012); he also co-edited Mentorship, Leadership, and Research: 
Their Place in the Social Science Curriculum (Springer, 2019) and The Pedagogy 
of the Social Sciences Curriculum (Springer, 2017).

Peter E. Johansson is associate professor in Innovation science at Mälardalen 
University in Eskilstuna, Sweden and the Head of division for Innovation Management. 
He received his PhD in Education in 2011 at Stockholm University specialised in the 
fields of workplace learning, learning organisations and organisation pedagogics. 

417

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

Peter has been involved in several research projects. And his current interests are 
cross-disciplinary, and positioned in the intersection between operations manage-
ment and innovation management research. His research deals with the origins of 
and conditions for learning and development of innovation competencies on an 
individual and organisational level as well as the relation between those.

Matthew Kolakowski is an Assistant Professor of Management and Healthcare 
Administration at Valdosta State University. He completed his Ph.D. in Business 
Administration at Oklahoma State University. His work focuses specifically on the 
effects of causation and effectuation processes on entrepreneurial venture investment 
performance. Other research areas include the impact of strategic intent on medium 
to large organizational performance and e-learning pedagogy.

Francisco José Leandro received a Ph.D. in political science and international 
relations from the Catholic University of Portugal in 2010. From 2016 to 2017, he 
took part in a post-doctoral research programme on state monopolies in China - One 
belt one road studies. In 2014 and 2017, he was awarded the Institute of European 
Studies in Macau (IEEM) Academic Research Grant, which is a major component 
of the Asia-Europe Comparative Studies Research Project. From 2014 to 2018, he 
was the Programme Coordinator at the Institute of Social and Legal Studies, Faculty 
of Humanities at the University of Saint Joseph in Macau, China. He is currently an 
associate professor and Assistant Dean of the Institute for Research on Portuguese-
Speaking Countries at the City University of Macau, China. His most recent books 
are The Challenges, Development and Promise of Timor-Leste (2019) and the Belt 
and Road Initiative an Old Archetype of a New Development Model (2020).

Lokke Moerel is a leading global expert on new technologies and cyber, with 
proven track record on shaping frontier global AI projects, combining global data 
assets of multinationals in the financial services, health care, technology and re-
cruitment sectors with the deep mind technologies of U.S. tech giants to create next 
generation AI solutions. Senior of Counsel with the leading global technology law 
firm Morrison & Foerster (Berlin), Professor of global information technology & 
law at Tilburg University, member of the Dutch Cyber Security Council (the advi-
sory body of the Dutch cabinet on cybersecurity), expert on cyber of the European 
Commission’s Horizon2020 Innovation Program and member of the Monitoring 
Committee of the Dutch Corporate Governance Code.

418

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

Walter Mswaka is a Subject Leader in Business Strategy at the University 
of Huddersfield Business School. His research interests lie in social enterprise, 
governance, micro finance and Small to Medium Scale (SME) development. He is 
currently undertaking research on social enterprises in Brazil, Ethiopia, Sri Lanka 
and Zambia, particularly focussing on their business models and collaboration with 
the private sector. Walter holds a PhD in Social Enterprise Legal Structures from 
the University of Huddersfield.

Roopinder Oberoi is a permanent teaching faculty at Department of Political 
Science, Kirori Mal College University of Delhi for 16 years. She did her M.A, 
M.Phil and PhD from University of Delhi. In the Year 2009 she was awarded a 
Post-Doctorate Research Fellowship by the University Grant Commission. She 
specializes in the area of Political Science, Public Administration, Corporate Social 
Responsibility, Sustainable Development and Social Enterprise. She is presently 
working on International project on Social Enterprise and Higher Education with UK 
University of Huddersfield. Awarded UKIERI: UK-India Education and Research 
Initiative (2017 -2020) Joint Project between University of Delhi and University of 
Huddersfield, UK. She has authored 3 books on Corporate Social Responsibility 
and Sustainable Development in Emerging Economies, Lexington Publisher, USA 
(2015), Globalization Reappraised: A false Oracle or a talisman? Vajpeyi, D and 
Oberoi, R, Lexington Books, USA, (2017) Revisiting Globalization: From Border-
less to Gated Globe, Springer, UK (2018).

Mary Jeyanthi P. is working as a faculty at the Institute of Management 
Technology, Nagpur, Maharashtra. She had one decade of industry experience in 
HDFC Bank Ltd, Business Intelligence Unit, Chennai, Tamil Nadu. She had the 
hands full of expertise in Business Intelligence and forecasting analytics. She had 
done her research in “A New Implementation of Mathematical Models with meta-
heuristic Algorithms for Business Intelligence”. Business Intelligence & Analytics 
initiatives on High Net Worth (HNW) Portfolio and She will be responsible for the 
creation and execution of strategies. Besides that, she had published a number of 
research papers in various national and international reputed journals. Conducted 
several workshops on Research Methodology and Business Intelligence. With 10+ 
years of experience in Information Technology professional in Banking Sector 
with extensive skills and experience in Business Intelligence with Metaheuristics 
algorithm and Passion in teaching to enrich the environment with knowledge and 
Self-discipline. Being an Entrepreneur, intensive knowledge in the research field. 
She will be invited as a Chief Guest in Intercollege symposium and Summit across 
India. She is the Resource Person by many colleges regarding soft skill training and 
workshops related to research paper writing. She had contributed many articles in 

419

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

magazines related the Building up the Human Capital and Business Analytics. She 
is expertise in the novelty approach of writing and managing the analytics with 
real-time scenarios. Her research interest in Business Intelligence and Analytics, 
Artificial Intelligence, Big data analytics, Management Information Systems, Data 
Analysis, and Business models.

Jayanthi Ranjan is currently working as Professor of IT IMT Nagpur & IMT 
Ghaziabad currently on deputation from IMT Ghaziabad to IMT Nagpur. Earlier 
from 1996-2006, she was associated with many colleges that include IMT Ghazi-
abad, Jaipuria Institute of management Noida, Amrita University Coimbatore. She 
has more than 26 years of teaching, consulting and research experience in Big data, 
Business Analytics and digital innovations with specific focus on Design thinking 
and critical problem solving. She is ranked 6th in India on the Indian Business 
school faculty productivity rankings in the area of MIS, as per study conducted 
by IIM Bangalore and is published in Elsevier A* journal -OMEGA. She has the 
highest google scholar citations in her current institute with 2000+ citations. She 
has published over 100+ research refereed papers in refereed international/national 
journals of repute; has been principal investigator of sponsored research projects; has 
organized several conferences both at national and international levels; has presented 
her research findings in more than 100+ national/International Conferences; and 
published 20 books. She has also been the editor of a couple of research journals.

Carol Royal was a former academic and Director of the Master of Technology 
and Innovation Management, Faculty of Business, AGSM at University of New 
South Wales (UNSW), Australia. Her research and consultancy work evaluate 
publicly listed companies through human capital analysis and its links to corporate 
performance and provides research, advisory services to investment management, 
investment banking, and stockbroking industries in the international equity markets 
(UK, USA, Australia) on human capital intangibles and management quality. She 
is also a former Honorary Visiting Fellow Cass Business School City University 
London.

Uma Maheshvari S. has about 18 years of experience in the field of Human 
Resources Development (HRD). She is a certified Organization Development Con-
sultant by Indian Society for Applied Behavioral Science (ISABS). She is also a 
certified professional in Psychometric instruments from Carlton Advanced Manage-
ment Institute (CAMI), USA. She holds a post graduate degree in Management with 
a specialization in Industrial Relations and Personnel Management from Bangalore 
University. She has completed a post graduate diploma in Training and Development 
from the Indian Society for Training and Development (ISTD). She won the second 

420

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

best student award for the 2007 batch (All India level). Uma is a practicing coach 
with a specialization in Emotional Capital Ratio (ECR). She is certified in coaching 
by Roche Martin, Australia. At Oracle, Uma consults Businesses, understands their 
realities and critical challenges to design interventions that address the dire needs 
of the business and its people. She specializes in Psychometrics assessments and 
uses them profoundly in her coaching and consulting assignments.

Rahul Saxena is the founder of CoBot Systems, a startup for decision analytics 
based on collaborative intelligent agents. He has experience with waves of technolo-
gies that have transformed business operations, such as ERP, CRM, e-Business, 
and Analytics. At IBM Consulting he co-authored an IBM Redbook on Business 
Architecture in 2001. Business Architecture is a necessary counterpart for IT Ar-
chitecture, required for business to leverage technology effectively. While at Cisco 
he co-authored a book, “Business Analytics: A Practitioner’s Guide”, published by 
Springer in its International Series in Operations Research & Management Science. 
This book provides a guide to businesses on how to use analytics to help convert 
ideas to execution. At present he is developing the next generation of business ana-
lytics systems that enable businesses of all sizes to leverage the power of analytics.

Michael Snowden is a senior lecturer in Mentoring Studies in the School of Hu-
man and Health Sciences at the University of Huddersfield, and honorary professor 
at the IP University New Delhi. His research interests lie in the field of pedagogy, 
mentorship, social enterprise, curriculum enhancement and learning. Michael has 
published numerous papers and is a regular speaker at national and international 
conferences concerned with the development of pedagogical strategies in various 
contexts. He is the co-editor of influential volumes: “The Pedagogy of Social Sci-
ences” and “Mentorship, Leadership, and Research: their place within the social 
sciences curriculum.”

Chatura C. Windsor is a Human Resource Management Professional and aca-
demic with 20 years of experience. He was the HR Specialist of the US Embassy 
in Colombo, the HR Executive of an international company, HR Manager of a 
Development Bank and the tertiary HR educator of its Campus. He has also been 
Assistant Scouts Commissioner (Publications), journalist, and outbound trainer. He 
obtained a PhD and Master of Commerce (Advanced specialisation in HRM) from 
the School of Management, Australian School of Business, UNSW, Australia and a 
BA (Specialization in International Relations) from the University of Colombo. His 
research interests are Human Capital, HR Management, Drivers of HR in develop-
ing counties and HR modelling.

421

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



About the Contributors

Sampath S. Windsor has 20 years of experience in the ICT industry and is 
a senior manager at a top-tier ICT provider in Australia. He obtained his Doctor 
of Philosophy and Master of Technology Management from the School of Man-
agement, Australian School of Business, at the University of New South Wales 
(UNSW), Australia. He also possesses an MBA from University of New England 
and a Bachelor of Engineering (Majoring in Information Systems) with Honours 
from the University of Sydney in Australia, consolidating his professional expertise. 
His research interests are ICT4D, Corporate Sustainability, and Corporate Social 
Responsibility synergies within ICT4D and microfinance.

422

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



Index

5G 209, 233

A
Academic Rigor 270, 274, 277, 279
ADA 310, 336
Agility 10, 27-29
Artificial Intelligence (AI) 4, 11, 40, 53, 66, 

75, 106, 108, 117, 209, 233, 267, 278, 
286, 288, 291, 300, 340, 343

Asymmetric Threats 27, 29, 63
AVAILABILITY 6, 18, 47-48, 51, 71, 111, 

113, 147, 156-157, 159, 182, 220-221, 
226, 229, 233, 326, 340, 364

B
Big Data 4, 9, 11, 15-18, 20, 40, 84, 122, 

134-137, 140-147, 150-152, 154, 
233, 366

Big Data Analytics 15-18, 20, 134-136, 
140-141, 144-146, 150-152

C
Change Interventions 251
CIA 220, 222, 224-225, 229, 233-234
CIDA 310, 336
Cloud 3, 40, 51, 53, 93, 189, 211, 220, 222, 

224-225, 233
CoBot Systems 109, 113-114, 121, 125
Competence-Bearing Relationship 260
Confirmation Bias 84, 93
Coronavirus 2019 (COVID-19) 2, 9, 14, 

16, 27, 64, 359-362, 371

CSP 304, 329-330, 336
CSR 20, 300-302, 304-309, 311-314, 318-

319, 321, 323-324, 329-332, 336, 348
CSR2 304, 329, 336
Customer Relationship Management 107, 

141
Cyber Crime 208
Cyber Espionage 174, 180, 186, 188-190, 

193-194, 201, 208
Cyber Risk 174, 195-196, 202
Cyber Security Team 183
Cyber Warfare 18, 174, 180, 186, 188-190, 

194-195, 201, 208

D
Data Abuse 209-210, 234
Data Analytics 15-18, 20, 99, 134-136, 

140-141, 144-146, 150-152, 154, 220
Data Commissioner 234
Data Lifecycle 217, 233-234
Data Science 117-119, 343
Decision Cycle 110, 124-127, 129
Digital era 19, 41, 155-161, 166-168
Digital Innovation 75, 85
Digital natives 7, 19, 166, 284, 287, 291, 294
Digital Savvy 67, 71, 85, 87, 93
Digital Security 175-176, 178, 180, 182-

183, 187, 190, 201
Digital Technologies 5-6, 12, 18-19, 26-

29, 40-42, 44-46, 48, 52-54, 64-66, 
93, 95, 157, 262, 325, 328, 331, 338, 
359, 364, 367

Distributed Leadership 12, 240, 252, 260

423

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



Index

E
Education 9, 49, 85, 93, 262-264, 274, 276, 

278-279, 284-296, 301, 310, 312, 314, 
323, 340, 347, 352

E-learning 18-19, 53, 262-279
emergence 2, 14, 18, 29, 31, 48, 50, 108, 

238, 240, 244, 251, 253-254, 350, 361
Ethics 9, 66, 75, 80, 84, 98, 115-116, 218, 

221, 235, 289-290, 294, 304, 341
European Commission 234, 352
European Union 116, 210, 219, 234, 290, 

306

F
Forrester 177, 183, 210, 226, 234
Fourth Industrial revolution (IR4.0) 26, 285

G
Gartner 117, 126-127, 177, 183, 185, 210-

211, 226, 234
GCHQ 208
Global Business 1, 3, 5, 7-10, 12, 14-20, 

26, 28-30, 52, 64, 264, 362, 366-368
global competences 289
Google Bombing 361, 371
Google Flu 144-146, 154
Google Flu Trends 144-146
Googlewashing 361, 371
GoSL 309-310, 325, 336
Governance 11, 16-17, 41-42, 65-66, 68-69, 

80, 87, 95-96, 185-186, 209, 211-213, 
217, 225-226, 229, 234, 289, 317, 329, 
343-344, 351

H
Health care sectors 135
Healthcare Analytics 154
Human Agency 270
Human Interaction Dynamics (HID) 242, 

254, 260
HVT 208

I
ICT 18-20, 299-303, 306-310, 312-320, 

322-332, 336
ICT4D 20, 299-300, 302, 306, 309-310, 

313-314, 322-324, 327-332, 336
ICTA 300-301, 309-315, 321-323, 325-326, 

328, 330-332, 336
Identity Management 211, 221-222, 234
Image 93, 117-118, 152, 238, 244, 246, 

252-253, 340, 347, 371
industrial revolution 14, 20, 26, 29, 31, 

33, 42-43, 53, 284-288, 291, 293, 
299-300, 302-303, 327-331, 337-342, 
344, 348, 352

Informed Decisions 80, 237, 253
INGO 319, 336
Internet of Things (IoT) 53, 84, 209, 234, 

300
ISACA 210, 225, 234
ISO 186, 200, 208

J
JIT 303, 336

K
Knowledge Management 11, 31, 40, 220, 

234, 241

L
Leadership 1-5, 7-8, 10-14, 16-20, 26-42, 

44-46, 48, 50-54, 64, 84, 122, 130, 
155-156, 158-162, 165-166, 169, 172, 
179, 188, 200, 202, 209, 211, 215, 
225, 239-240, 252, 260, 262-263, 267, 
278, 287, 290, 294, 300-301, 305-306, 
308-309, 313-314, 321-324, 328-332, 
359, 362-364, 366, 368-369

Learner 262-265, 268, 270-273, 275-279
Learning Learning 260

424

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use



Index

M
Machine Learning (ML) 118, 209, 234, 

267, 278
Managerial Leadership 239
Millennials 161, 166, 273, 361, 367, 371
Morals and Ethics 235

N
Nanoscale 371
Nenasala 20, 299-302, 310-326, 330-332
Net Promotor Score 93
NGO 301, 306, 312, 319, 321, 323, 336
NSA 175-177, 185, 187-188, 200, 208
Nymwars 360, 371

O
Organigraph 241, 260
Organisational Change 237-240, 242, 

244, 253
Organisational Diagram 238
Organizational Complexity 10, 64

P
Paradigm Shift 68, 93-94, 327, 341
Pedagogy 262-264, 267, 270-273, 279
PPP 300, 302, 307, 336
Prosumers 9
PSD2 74, 94

R
Relatonic 240, 242-244, 246-247, 250-251, 

254, 261
Risk Intelligence 195-196, 198
Risk Management 65-66, 70, 75, 84, 181, 

195, 200, 202

S
SCL 20, 300-302, 314-317, 319-324, 330-

332, 336
SCORM 262-264, 267-270, 272-273, 

275-279

Security Awareness 180, 187-188
service of humanity 288-289, 294
SIDA 310, 336
SMB 208
Social Change 27, 339, 341-343
Social Digital Connectivity 27, 29, 64
Social Engineering 179-180, 187, 201, 

212, 235
Social Enterprise 20, 338, 341-342, 347-

351
Social Innovation 20, 337, 340-343, 347-

350, 352
Social Network 40, 239-243, 245-246, 

249, 251-252
Socio-Cultural leadership 20, 299-301, 

314, 330
Status Quo Bias 70, 94

T
Technology-Driven 9, 15, 263-271, 273-

279, 324
Telecentres 20, 299-302, 306-309, 311-313, 

319, 323-324, 327, 329-330, 332
Threat Intelligence 195-196, 199
Three Lines Of Defense Model 65, 70, 

75, 77
Transformation 10, 43, 66-67, 69, 84, 87, 

95, 129, 155, 157-158, 188, 263, 286, 
294, 326, 341, 343, 348

U
USAID 310, 336

V
VAS 320, 323, 336
VGK 311, 336
VIC 336
Virtual Environments 222, 235
VUCA Environments 31, 53, 64

W
Work Task 237, 240, 242-244, 246-247, 

249, 251-252, 261

425

 EBSCOhost - printed on 2/9/2023 12:03 AM via . All use subject to https://www.ebsco.com/terms-of-use


	Cover
	Title Page
	Copyright Page
	Book Series
	Table of Contents
	Detailed Table of Contents
	Foreword
	Preface
	Acknowledgment
	Chapter 1: Leadership in the Digital Age
	Chapter 2: Reflecting Emerging Digital Technologies in Leadership Models
	Chapter 3: The Impact of IR4 on Corporate Governance of Listed Companies
	Chapter 4: How to Monetize Data
	Chapter 5: The Analytics Asset
	Chapter 6: Big Data Analytics in the Healthcare Industry
	Chapter 7: Creating the Catapult Effect for the Talent in the Era of Digital Abundance
	Chapter 8: Cyber Security
	Chapter 9: Data Privacy vs. Data Security
	Chapter 10: Uncover the Hidden Relationships of Work
	Chapter 11: E-Learning
	Chapter 12: Educating for “Buoyancy”
	Chapter 13: Aiding the Fourth Industrial Revolution in the Developing World
	Chapter 14: Reimagining Social Innovation and Social Enterprise for Industrial Revolution 4.0
	Chapter 15: Epilogue
	Compilation of References
	About the Contributors
	Index

