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the forward model, whereas the radiation intensity is the output. On the other hand, the electric field 
intensity and the loop radius are the input and output, respectively, to the inverse model. Extensive 
numerical tests indicate that the results predicted by the proposed models are in excellent agreement 
with theoretical data obtained from the existing analytical solutions of the forward problem. Thus, the 
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﻿

Electromagnetic Compatibility, as well as regulatory compliance issues are subjects of great importance 
in electronics engineering. Avoiding problems regarding an electronic system’s operation is very impor-
tant, in space missions and in satellite structures however is critical. The vast majority of these problems 
can be traced to electromagnetic field disturbances, as interference from unintended sources and other 
electromagnetic phenomena. As a result, stringent requirements are to be met in terms of electromagnetic 
emissions level. The inclusion of this electromagnetic environment in the design of a multi - millions 
mission can lead to a system able to withstand whatever challenge the harsh environment throws at it. 
Failure to do so, may lead to important data corruption or loss, destruction of expensive instruments, 
waste of resources and even a total mission failure. The main scope of this book is to address the pos-
sible major emissions contributors and provide theoretical and practical background in order to model 
and design space systems with regard to immunity of spacecraft components and the elimination of 
electromagnetic interference.

Nowadays circuits for communication and automation, instruments and electronic components in 
general operate in close proximity and consequently affect each other adversely. As a main system design 
objective is to provide to the extent possible acceptable emissions and susceptibility levels. Thereafter 
electromagnetic compatibility has two aspects, the ability of a device to react to unwanted electromag-
netic energy (susceptibility to noise) and emissions that can cause potential interference to other products 
(radiated & conducted). The opposite of susceptibility is immunity which defines the electromagnetic 
environment where the device can operate satisfactory without performance degradation. The majority 
of these acceptable levels of emissions are determined and controlled by regulations established from 
various governments’ agencies and regulatory bodies; in some cases like space missions and although 
the devices are certified and they meet these EMC specifications, additional stringent requirements are 
mandatory for a successful system operation. Chapter 1 and 3 examine such cases providing new mea-
surement approaches for modeling purposes.

This book aims to provide the relevant theoretical framework and the latest empirical research find-
ings in the area of Electromagnetic Compatibility and Electromagnetic Interference (EMC/EMI) for 
space industry. Moreover, main EMC standards and relative handbooks are presented along with testing 
methodologies and procedures covering various areas of expertise. The target audience of this book is 
composed of professionals, spacecraft designers, science and data processing managers, electrical & 
mechanical engineers, EMC testing engineers and researchers working in the field of aerospace indus-
try and they want to improve their understanding of the emissions and immunity regarding aerospace 
design engineering. Moreover, the book provides insights and support executives concerned with the 

xii
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management of expertise, knowledge, information and organizational development in different types of 
work communities and environments (Academia and industry).

Chapter 1 provides modeling methodology and measurement techniques for accurate representation 
of the electromagnetic signature of spacecraft’s units in terms of extremely low frequency electric field 
emissions. Modeling methodology exploits custom measurement setups in order to provide capable dataset 
for solving the inverse electromagnetic problem, producing accurate model validated in an extrapolated 
distance. Furthermore, measurement position uncertainty issues are discussed along with other contrib-
uting phenomena in a system level architecture. Moreover, it analyzes and discuss modeling methods 
and techniques of static and time varying magnetic fields generated by spacecraft equipment, regarding 
magnetic cleanliness requirements in space missions. The analysis includes specific issues concerning 
the test measurement methodology both for DC and AC magnetic fields (also including induced mag-
netic field measurements). The developed methods that are illustrated involve the implementation of 
stochastic techniques on the magnetic dipole modeling inverse problem and are validated via real and 
simulated test measurement results.

Chapter 2 presents a short description of the SpaceWire protocol with emphasis on the physical layer 
and reviews the types of the SpaceWire emphasizing to the most commonly used micro-miniature D-type 
connector. Also in this chapter, bonding and grounding techniques are discussed with regards to EMC/ 
EMI aspects. Concluding, it focuses on parameters that affects the electromagnetic behavior of the cable, 
as cable assembly, the differential characteristic impedance, the skew, and the insertion & return losses.

Chapter 3 presents the recent advances made with respect to space environmental shielding that have 
been reported so far and visualizes the future perspectives that this type of research must carry out so 
that future space voyage is completely reliable for space systems and astronauts. This research area is 
fully current, and its experimental success will depend on the work done by all space researchers and 
professionals.

Chapter 4 provides a detailed overview of the EMC requirements for space applications and focuses 
to the two main Standards applicable, MIL-STD461G and ECSS-E-ST-20-07C, describing the proposed 
methodologies, the associated testing instrumentation and the tailoring capabilities. The limitations of 
these methodologies and relative research, aiming to validate or improve them, are also presented high-
lighting potential deficiencies. This chapter aims to serve as a compact guide to EMC testing of Space 
equipment according to the requirements of two of the most active organizations of space engineering.

Chapter 5 proposes that utilizing the results of a process completed during the early design stages of 
a mission, i.e. the measurement and characterization of each implemented device, the desired elimina-
tion of the field can be achieved. In particular, the emerged electromagnetic signatures of the units are 
proven essential for the proposed methodology, which, using a heuristic approach, defines the optimal 
ordinance of the equipment that leads to system-level electromagnetic field minimization in the volume 
of interest. The dimensions of the devices and the effect of the conductive surfaces of the spacecraft’s 
hull are also taken into account.

Chapter 6 revises general consideration about magnetism and magnetic field while examines differ-
ent types of magnetic field sensors with their applications in measuring magnetic field. Moreover, this 
chapter provides active and passive techniques in order to create a clean magnetic room or to provide 
electromagnetic shielding at low frequencies.

Chapter 7 deals with the forward and the inverse problem of a thin, circular, loop antenna that radiates 
in free space is modeled and solved by using soft computing techniques such as artificial neural networks 
and adaptive neuro fuzzy inference systems. On the one hand, the loop radius and the observation angle 

xiii
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serve as inputs to the forward model, whereas the radiation intensity is the output. On the other hand, the 
electric field intensity and the loop radius are the input and output, respectively, to the inverse model. 
Extensive numerical tests indicate that the results predicted by the proposed models are in excellent 
agreement with theoretical data obtained from the existing analytical solutions of the forward problem. 
Thus, the employment of artificial intelligence techniques for tackling electromagnetic problems turns 
out to be promising, especially regarding the inverse problems that lack solution with other methods.

Chapter 8 aims at presenting the current International Standards and the recent bibliography regard-
ing the transient phenomena associated with space systems, with emphasis on the EMC requirements. 
The first section of the chapter focuses on the description of the physical mechanisms causing transient 
electromagnetic phenomena in space. The second section reviews the procedures proposed for testing 
the immunity of space equipment against these transients, as described in the current space Standards 
and in recent bibliography as non-Standardized testing procedures. Finally, the last section investigates 
possible mitigation approaches and design guidelines against these electromagnetic disturbances, es-
sential for every space system designer.

This book attempts to present current and emerging trends in research and modeling of EMC/EMI 
aspects in Space Missions. Features include:

•	 Electromagnetic Cleanliness for Space Missions
•	 Standards, Specifications and Best Practices
•	 Instrumentation and Measurement Techniques for Space Applications
•	 Measurement uncertainty/ Quality control in test laboratories
•	 Uncoupling Test Facilities for ELF field Measurements: Methodologies
•	 Electromagnetic Interference between spacecraft’s components
•	 Transient Phenomena (emissions, susceptibility)
•	 EUT Electromagnetic Modeling
•	 SpaceWire: Types & Comparison
•	 SpaceWire Structure Harnesses Identification and Evaluation
•	 Shielding Techniques in Spacecraft/ Satellite

It is also hoped that this book will serve as a comprehensive reference for graduate students who wish 
to enhance their knowledge of all aspects of EMC/ EMI for space systems engineering.
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Department of Electronic Engineering, School of Engineering, Hellenic Mediterranean University, 
Greece
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ABSTRACT

Nowadays, a wide range of space missions accommodate ever-stricter electromagnetic cleanliness re-
quirements arising either from the need for more precise measurements or from the implementation of 
highly sensitive equipment. Therefore, the establishment of a methodology that ensures the minimization 
of the electric and/or magnetic field in specific areas inside or outside the spacecraft structure is crucial. 
Towards this goal, the current chapter proposes that utilizing the results of a process completed during 
the early design stages of a mission, that is, the measurement and characterization of each implemented 
device, the desired elimination of the field can be achieved. In particular, the emerged electromagnetic 
signatures of the units are proven essential for the proposed methodology, which, using a heuristic ap-
proach, defines the optimal ordinance of the equipment that leads to system-level electromagnetic field 
minimization in the volume of interest. The dimensions of the devices and the effect of the conductive 
surfaces of the spacecraft’s hull are also taken into account.

INTRODUCTION

Since the very beginning of the first space missions in 1957, the scope of the majority of these missions 
is to measure extraterrestrial electromagnetic fields and particle population in plasma (Benkhoff et al., 
2010; Drinkwater et al., 2003; Scheeres et al., 1998; Escoubet & Schmidt, 2000; Antonucci et al., 2011; 
Müller et al., 2013; Bayle et al., 2016). GOCE, EXOMARS, Rosetta, Cluster, BepiColombo, LISA and 
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Solar Orbiter, are some examples that aim to facilitate these measurements, carrying particle detectors 
and sensitive sensors (e.g. fluxgate or search-coil magnetometers) in their satellites or space probes. A 
lot of effort is carried out in the early design phases of a mission in order to place these sensors in the 
optimum electromagnetically clean environment. Moreover, and regarding the payload of these missions 
that is necessarily sensitive to electric and magnetic fields, requires stringent electromagnetic cleanli-
ness with emphasis to random and periodic AC electric and magnetic field variations in frequency and 
time domain. From the perspective of extremely low frequency (ELF) electric cleanliness and AC & DC 
Magnetic cleanliness, these instruments are meant to measure slow time- variant fields (both electric and 
magnetic), equivalent to frequencies not higher than 250 KHz, based on recent study of (Vaivads et al., 
2016). The targeted frequency range is not usually studied in standard ElectroMagnetic Compatibility 
(EMC) space engineering techniques (ECSS-E-ST-20-07C rev-1 Space engineering Electromagnetic 
compatibility, 2012) and thus the developed test measurement methods of this activity, that are presented 
in this chapter, are rather unique.

The acceptable mission threshold both for radiated AC electric (E-field) and magnetic (B-field) emis-
sions in terms of spectral density in case of THOR mission are presented in Figures 1 and 2 respectively. 
Table 1 & 2 tabulated the mission requirements. It should be noted that in order to compare them with 
the measured radiated emission, these values shall be rescaled to the measured distance according to 
the equation 1. In the same Figures, radiated emissions of a Command and Data Handling Management 
unit (CDMU) from the Gravity Field and Steady-State Ocean Circulation Explorer (GOCE) mission as 
measured in Thales Alenia Space (TAS-I) premises on the Pre-verification of THOR mission Electro-
magnetic Cleanliness Study (ESA contract 4000118770/16/NL/BW) are also present and compared with 
the mission requirements both for steady state and transient behavior. It is apparent that the unwanted 
radiated electromagnetic fields from spacecraft’s equipment cannot be higher than the accepted limits 
(predefined mission requirements).

F F
R
Rreq

rescaled
req

req

meas

=










3

	 (1)

where Rreq the distance between the magnetic (or electric) sensor and the satellite’s (or spacecraft’s) 
closest edge, referenced in the spacecraft’s coordinate system (in this case, 6.3 m is assumed), Freq defines 
the magnetic (or electric) cleanliness requirements at the location of the sensitive or/and measuring 
instruments (sensors) and Rmeas is the distance that the sensitive or/and measuring instruments are lo-
cated during the measurement of the device under test (DUT). It should be noted, that according to the 

Equation 1 and under the quasi-static regime, the electric field is falling with the 
1
3r

 distance law. 

Therefore, the rescaled mission requirements shall be calculated at the measurement distance where, in 
our case, for the electric field the capturing antenna monopole was at 1 m while in the magnetic test 
campaign the magnetometers were placed in the distance of 50 cm.

In order to conform to the demanding requirements, both characterization of the units as radiating 
sources and the accurate prediction of the emissions are vital for the design and position arrangement 
of the equipment inside the spacecraft structure. The EDM technique (Equivalent dipole modeling) has 
been proved to be very efficient and robust in characterizing electromagnetic emissions from radiating 
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elements under the quasi – static regime (C. Obiekezie et al., 2013). Basic modeling requires well defined 
parameters especially focused on the localization and identification of the equivalent sources. Moreover, 
heuristic approaches for optimizing the best candidate solutions remain the best practice with limited 
computational resources (C. S. Obiekezie et al., 2014). In the case of the ELF regime it is valid to assume 
that the near electric field can be described by a quasi-static formulation. Under this assumption the 
equivalent source reconstruction can be achieved by using equivalent current densities or electric dipoles 
with specific position and moments. Both methods are equal and the differences between them (current 
densities or dipole moments) are negligible. Given the fact that the electromagnetic fields from a dipole 
moment can be expressed in detail and the exact distributions of current and voltages can be described 
in a completely equivalent manner using dipole moments, a Multi-Frequency Electric and Magnetic 
Dipole Model methodology (MFEDM) has been proposed by (Koutantos et al., 2017). The novelty in 
the proposed MFEDM technique consists of the modeling of ELF electric field (and AC Magnetic Field) 
variations assigning an equivalent (electric o/and magnetic) dipole source for every frequency bin. The 
proposed methodology is able to solve the equivalent inverse problem assuming that the magnitude of 
each frequency component is the corresponding electrostatic field value. An iteration of this process for 
all frequency samples results to the full MFEDM model.

Representatives (test cases) in the said frequency area (Table 2.) (Lapeña et al., 2017) are usually 
model its steady state emissions with one oscillating dipole per frequency with 6 parameters (three spatial 
contributors and another three for the moments px, py, pz) for the electric contribution and with another 
six for the magnetic behavior respectively (mx, my, mz). The corresponding equations and the theoretical 
background will be presented shortly in the next subsection.

Table 1 Representative Sources for Radiated Electric Emissions (CDMU case)
Common measurement procedure for ELF E-field emissions are performed via probes (specified for 

near field acquisition), or sensors or monopole antennas capturing only the field’s amplitude without 
vectoral analysis. For each discrete frequency bin of the measured radiated emissions, a magnitude value 
is assigned to each measurement point. Thus, a number of quasi-static inverse problems are formed – one 
for every frequency bin. Valuable frequencies (for modelling point of view) are these whose emissions 
levels are way above the noise profile, rendering this way the necessity to define the mean noise refer-
ence threshold. This way, for every frequency bin of the measured spectrum above this threshold, each 
DUT can be modeled as one electric dipole. A repeated loop of this process for all measured spectrum 
concludes to a set of equivalent dipole models that compose the full ELF spectrum model of the DUT.

This methodology proposed by Baklezos et al., (2016) is using an heuristic approach (exploiting the 
Differential Evolution Algorithm - DE), for the prediction of dipole’s parameters (position and moments) 
that propagate an electric field identical as the measured one (in various measurement positions). The 
source identification (dipole parameters) given the electric field measured values constitutes an inverse 
electromagnetic problem. After the source identification (the solution to the inverse problem) comes the 
validation process and in order to enable this, a second set of measurements is necessary. The correct ex-
trapolation of the electric field on a greater distance, as compared against the second set of measurements, 
will validate the model. This yields the solution for a specific frequency. Repeating the aforementioned 
process over the whole range of frequencies that are of interest, a matrix of the dipole characteristic 
values for all frequencies is attained forming the DUT’s Multi-Frequency Electric Dipole Model.
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THEORETICAL BACKGROUND

Electric Modeling Considerations

It is valid to assume that the contributors (electric sources) inside a DUT and for this frequency range 

Figure 1. Amplitude Spectral Density (ASD) of radiated ELF electric field radiation compared to the 
mission Test limits (Source: ESA THOR Missions Requirements Document, 2015). upper: Steady state 
radiated emissions, Lower: Transient behavior.
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(up to 200 kHz) can be represented by a couple of electric dipoles (Koutantos et al., 2017). However, in 
some cases the previous statement cannot be valid as the case of electric currents floating on spacecraft’s 
harness where for higher frequencies they can be represented and modelled as travelling wave antennas.

Considering a DUT placed at position X EUT
���

 that radiates at extremely low frequency (ELF) fre-
quency range and its emissions are measured at a point X m

���
, under the quasi static regime it is safe to 

calculate the radiated emissions according to (Jackson, 1962):

E n t e k n p n e
r

n n p p
r

iki t ikr� � � � � � � �,( ) = ×( )× + ⋅( ) −  −
− ω

πε4
3 1

0

2
3 rr

eikr2
















(2)	

Where �
��� ��� � �

�
r X X r r n r

r
m EUT= − = =, ,  and 

�p  is the electric moment vector. It should be noted that 

the electric field fall-off (of the dipole) follows the r-3 distance power law.

Figure 2. Amplitude Spectral Density (ASD) of radiated AC magnetic field radiation compared to the 
mission Test limits (Source: ESA THOR Missions Requirements Document, 2015). Left: Steady state 
emission, right: Transient behavior.
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Wavelengths corresponding to ELF fields are in the order of kilometers and since the area of interest 
is in close proximity to the DUT (several meters), near field approximation is well justified. Near field 

Figure 3. Flow diagram of the Multi Frequency - EDM process (Koutantos et al., 2017)
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approximation (kr≪1) reduces Eq. 2 to:

E n t e
Àµ

n n p p
r

iÉt� � � � �,( ) = ⋅( ) −{ }
−

4
3 1

0
3 	 (3)

The electric field, with the exception of its oscillations in time, is just the static electric dipole field 
(Jackson, 1962). Hence the electric field can be written in the form of:

E(t) = Estaticcos(𝜔t)	 (4)

Fourier analysis represent a time domain signal as a sum of n sinusoidal components according to:

f t a a nt b nt
n n n n( ) = + ( ) + ( )
= =∑ ∑1

2 0 1 1

∞ ∞cos sin 	 (5)

Under this regime, the complete electric behavior of a DUT (in case of a frequency domain measure-
ments) could be modeled with one electric dipole per frequency yielding this way a Multi-Frequency 
Electric Dipole Model (MFEDM).

For each frequency bin an electric dipole (located in the position x, y, z) produces an electric field at 
measurement point (xm, ym, zm) with the following time invariant components in each axis:
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	 (6)

Where:

c p x x p y y p z zx m y m z m= −( ) + −( ) + −( ) 	

And

r x x y y z zm m m= −( ) + −( ) + −( )2 2 2
	

and the amplitude measured for frequency 𝜔i for every measurement point Nm(j) is:
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E E E Estatic i j x y z,
= + +2 2 2 	 (7)

The main idea in this work is to resolve the inverse elecrtomagnetic problem exploiting the Nm mea-
surements of the electric field magnitude for every measured frequency bin 𝜔i as an input dataset. This 
way the calculation of the 6 parameters (position and electric moments) of the equivalent source – electric 
dipole (Koutantos et al., 2017) is feasible.

The proposed methodology uses a heuristic approach, the Differential Evolution algorithm, at-
tempting to solve the inverse electromagnetic scattering problem, in other words to identify the six (6) 
variables of the dipole’s source that emits the exact same radiated emissions as the measured ones. The 
algorithmic flow diagram is tabulated in Figure 3 and the heuristic (Differential Evolution) methodology 
implementation is discused in detail in the following subsection.

It should be noted that in general case a DUT may also have simultaniusly a magnetic behaviour. 
However, usually the magnetic moments are adequate small and the electric field produced by the mag-
netic moment is negligible.

E x t Z k e n m e
r ikr

i t ikr
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0
2

4
1 1ω

π
	 (8)

The field dependence in this case is in the order of r2:
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2
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�

	 (9)

A two-step methodology is performed in order to acquire an accurate and robust model. First, the 
magnetic field is measured, characterizing this way the DUT’s magnetic signature and estimating the 
magnetic moment of the equivalent magnetic dipole. In case this value can produce a substantial electric 
field distribution, then equation 8 should be taken also into consideration in the Electric Dipole Moment 
model extraction.

Magnetic Modeling Considerations

In consistency with the electric considerations the magnetic contributions (magnetic sources) inside a 
device (DUT) can be represented by a couple of magnetic dipoles or quadrupoles (Paul, 2006), although 
there are cases of magnetic field sources inside a spacecraft that cannot be represented by magnetic 
dipoles (e.g. closed loop current routes, harness topologies, or the electric currents flowing in the de-
vices and solar arrays shall calculated analytically using Biot - Savart law. For demonstration purposes, 
the DUT is placed at the origin of the Cartesian coordinate system and its magnetic contribution can be 
modeled as a number of M magnetic dipoles positioned at r'i i i ix y z= ( ), , , i=1,2,…,M, with mag-
netic moments:
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m x y zi i i im m m
x y z

= + +ˆ ˆ ˆ 	 (10)

Moreover, NMAG measurement positions are located at r0 0 0 0j j j jx y z= ( ), , , j=1,2,…,NMAG. The mag-
netic field produced from the magnetic dipole i at the measurement position j is analyzed in vector 
components as (Jackson, 2003):
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where the dot product Lij is:

L m x x m y y m z zij i j i i j i i j ix y z
= −( ) + −( ) + −( )0 0 0 	 (12)

and r r0 j i− '  is the distance between the measurement position and origin of the magnetic source:

r r0 0

2

0

2

0

2

j i j i j i j ix x y y z z− = −( ) + −( ) + −( )' 	 (13)

The total magnetic contribution from the M magnetic sources (dipoles) at the jth measurement posi-
tion is calculated by the superposition of each independent contributor:

B Bx x By y Bz z
j

i

M

ij
i

M

ij
i

M

ij
= + +

= = =
∑ ∑ ∑
1 1 1

ˆ ˆ ˆ 	 (14)

The magnetic field vector is expressed in components (Bx, By, Bz), since the sensors (fluxgate mag-
netometers) measures static and alternating magnetic fields (until the 10 kHz) in three axes. However, 
several types of magnetometers, measure the magnitude of the magnetic field:
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| |B j j j jBx By Bz= + +2 2 2 	 (15)

Implementation of the equations (11) – (14) results to the calculation of the magnetic signature and 
thus the characterization of a typical magnetic source.

DE Algorithm Application for Solving the Inverse Radiation Problem

The Differential Evolution algorithm is a population based, derivative-free, Heuristic Direct Search 
employing a Global Optimization process, first introduced by (Storn & Price, 1997). DE process is start-
ing with a number of initial candidate solutions (initial population) that are randomly generated from a 
normal or uniform distribution within the space of valid solutions (dimensions of the DUT for the spatial 
parameters and indicative valid ranges for the three values of the electric moments) and are subjected to 
iterations of recombination, evaluation, and selection. It usually encodes decision variables as floating 
point numbers and manipulates them with simple arithmetic operations such as addition, subtraction, 
and multiplication. The recombination approach (mutation and crossover) involves the creation of new 
candidate solution vectror (dipole components) based on the weighted difference between two randomly 
selected population members added to a third population member (Brownlee, 2011).

DE has a specific terminology that caracterizes the adopted configuration. This is encoded as De/x/y/z, 
where x represents the solution to be perturbed (with two configurations: random or best). The y denotes 
the number of difference vectors used (Brownlee, 2011) in the perturbation of x. The difference vector 
is the “distance” between two randomly selected although distinct members of the population. Finally, 
z denotes the recombination operator performed such as “bin” for binomial and “exp” for exponential. 
The weighting factor F controls the amplification of differential variation and the crossover weight CR 
probabilistically controls the amount of recombination. The DE optimization algorithm is well docu-
mented and used for many problems so it will not be discussed any further. In (Dragoi et al., 2012) and 
(Oliveri et al., 2012) authors have presented a wide range of DE applications in electromagnetics. For 
more details on the internals of the DE algorithm, the reader is directed to the rich DE literature.

The implementatin of DE where it is heuristically trying to solve the inverse radiation problem, is 
applying the mutation strategy of DE/rand/1 with the inclusion of a technique called dither (Dawar & 
Ludwig, 2015). Dither is the selection of factor F from the interval [0.5, 1.0] randomly for each generation 
or for each difference vector, a technique that is shown to improve convergence behavior significantly. 
Crossover weight CR is selected as 0.9 and the population size NP is set at 50. As fitness function the 
RMS error of the field of the solution dipole, as calculated from equation 16, is selected.

The extracted model is composed by the 6 parameters (the solution variables of the algorithm) which 
are mandatory in order to describe a dipole source at each frequency bin. As depicted in Figure 3, DE 
is used in order to match the input data from the Nm values of the electric field measurements for each 
frequency with the produced field from a model dipole. For every frequency step, the DE provides the 
optimal set of 6 parameter’s values, that are produced according to the methodology described before, 
that minimize the RMS error value depicted in Eq. 16. The iteration of this process for all frequency 
values yields the complete MFEDM model.
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The Emodel values are calculated according to equation 7.

Ambient Conditions

In order to have a reference, the ambient levels shall be measured. The ambient measurements are defined 
as the background emission levels, when:

a) 	 All the function and supervisory units of the Electrical Ground support equipment (EGSE) are 
powered and in operation.

b) 	 The DUT is non-powered.
c) 	 A resistive load is connected to the Test Equipment with a load corresponding to the power con-

sumption of the equipment under test.
d) 	 During the ambient measurements a LISN shall be connected to the power terminal of the resistive 

load.
e) 	 The ambient electromagnetic emission levels shall be at least 6 dB below the specified limit.

In the event that the ambient measurements exceed the relevant limit-6dB every effort shall be made 
to reduce or eliminate those emissions, if this cannot be achieved the source of the emissions should be 
identified and reported in the EMC Test Report. It should be noted that it may be necessary to address 
the configuration of the test equipment and its harnessing, as far as possible this should also be installed 
such that ground loops are minimized, harnesses may require to be over-shielded, aluminum foil can be 
used for this if necessary.

The impedance of power sources providing input power to the DUT shall be controlled by Line 
Impedance Stabilization Network(s) (LISN(s)) for all measurement. LISN’s shall not be used on output 
power leads.

RADIATED EMISSIONS MEASUREMENTS AND MODELLING RESULTS

Proposed Measurement Technique for ELF Electric Field

The proposed measurement procedure of Nikolopoulos et al., (2019) is in accordance to the MIL-STD-461 
regarding DUT and acquisition sensor (monopole antenna) placement. The initial DUT position and 
orientation as well as the global coordinate system are depicted in Figure 4. Identical methodology is 
used for both steady state and transient acquisition with minor adjustments. In order to ensure steady 
state emission, the acquisition process has to be started after the maximum estimated transient period has 
passed, and the current distribution has been stabilized. However, in order to capture transient phenom-
ena, the acquisition process must be started before the DUT is “powered-on”. It should be stated that in 
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case that transient phenomena are to be captured, the steady state emission measurement is obligatory 
and must precede the transient one.

This is necessary in order to identify steady state emissions that are also present in the transient 
acquisition.

During normal measurement procedure, the following measurement steps shall be performed:

•	 One (1) measurement with a monopole antenna (e.g. R&S AM524) according to MIL-STD-461-
F/G with the DUT non-operational (powered off) in order to have an estimate of the background 
noise.

•	 Six (6) measurements with the R&S AM524 antenna according to MIL-STD-461-F/G in the XY 
plane (according to global coordinate system), rotating the DUT clockwise with an angular step 
of 600.

•	 Next the DUT is flipped (a one-time 900 rotation around X-axis), and
•	 Eight (8) measurements with the monopole antenna according to MIL-STD-461-F/G in the XY 

plane (according to global – antenna coordinate system) rotating the DUT clockwise with an 
angular step of 450 starting with an angular offset of 300. This offset is added to the measurement 
procedure in order to ensure that all measurement points are different.

The proposed measurement setup provides more than 12 field values (the necessary number of 
measurements according to Koutantos et al., 2017). This measurement procedure is carefully chosen in 
order to provide a denser spatial sampling of the field emissions. Each of the 14 measurements can be 
considered as a “stand-alone” MIL-STD-461 measurement

Figure 4. Measurement setup in the global-antenna X-Y plane (600 plane), (b) Measurement setup in the 
global-antenna X-Y plane (450 plane). (Nikolopoulos, Baklezos, & Capsalis, 2019)
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Indicative Measurement and Modelling Results for ELF Electric Sources

As stated in the introductory part, the necessity for the development of an alternative measurement setup 
in order to acquire the sufficient dataset for modelling spacecraft unit ELF emissions, arose during the 
measurement phase of THOR Pre-verification study at the premises of Thales Alenia Space Italy (TAS-I) 
and led to the proposed measurement methodology as described in the previous section.

In the framework of that measurement phase multiple spacecraft units were measured in the frequency 
range of 5Hz-200KHz (per ESA’s mission study requirements) employing the proposed methodology, 
including the Command & Data Handling Management unit (CDMU). The equipment for data acquisi-
tion is tabulated in Table 2. For this unit and for one measurement point indicative results are depicted 
in Figure 6 (steady state) and Figure 8 (transient emissions).

In order to provide an accurate model for every DUT, a reliable characterization of the emissions is 
necessary. For this reason, a baseline noise profile (without an DUT active) was established for every 
measurement dataset according to step 1 of the proposed measurement methodology. Background Noise 
in the Anechoic Tent Thales Alenia Space-Italia facilities, during the measurement campaign, is depicted 

Figure 5. Measured noise figure with EMI sources present at TAS-I facilities (anechoic tent).
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in Figure 5. As it is marked (red colour) a lot of EMI sources are present. The frequency bins of these 
EMI sources are excluded from the modelling process.

Table 2. Test Measurement Equipment 

Steady State Emissions

As described in the measurement methodology, steady state emissions are captured and depicted in Figure 
6. Steady state DUT emissions (with red colour marks) are identified and the set of 14 field Strength 
values (of the 14 different measurement positions) for each of the identified frequency bins (65KHz, 
130KHz, 195KHz) are fed to the modelling algorithm (Capsalis et al., 2019).

For every one the identified frequency bins, the algorithm attempts to solve the inverse electro-
magnetic problem and to correspond the 14 spatially distributed field values to a dipole source whose 

Equipment Under Test CDMU

Receiver N9038A MXE

Monopole Antenna R&S AM524

Figure 6. Measured DUT (CDMU) radiated emissions in the case of Steady State at TAS-I facilities 
(anechoic tent).
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parameters (position and electric moment) can produce field values that minimize the difference from 
the 14 measured field values used as input. Indicatively modelling results for the frequency bin of 195 
KHz are depicted for the 14 distinct measurements of the methodology in Figure 7. The produced dipole 
model’s field emissions fit the measured emissions with a maximum difference of 1.5 dBuV/m and an 
average difference of 0.57 dBuV/m). These values are more than acceptable for evaluation of the unit’s 
emission purposes since the commonly accepted difference among EMC measurements usually is 3-6dB.

Moreover, during the measurements, it was noted that the DUT was placed on a conductive plane 
(grounded table). In order to include the effect of the conductive plane on the measured ELF electric 
field values, the algorithm includes image theory adding the contribution of the image dipole (Chatzi-
neofytou et al., n.d.).

Transient Electric Emissions

Transient phenomena according to the proposed methodology as described in this Section, are captured 
carefully starting the acquisition process before the DUT is powered-on. Figure 8 depicts the transient 
measurement results for 1 measurement out of the 14 acquired in TAS-I facilities for the CDMU unit. 
It should be noted that since the DUT remains in the powered-on state during acquisition, steady state 
emissions are also present in the measurement results (Figure 8), but already characterized and identi-
fied in the previous step of the proposed methodology. For clarity, it should be stated once more that 
transient acquisition must follow the steady state emission measurements.

In order to model the transients, the phenomenon is approached in a two-step process. A number of 
fictitious quasi-static dipoles is assumed in order to determine the spatial dependency of the field emis-
sions. The emitted electric field is then considered to be oscillating according to a pulse signal. This 

Figure 7. Measured field values in comparison with the Modeled-ones.
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way the frequency dependency of the signal is separated from the spatial dependency. So, it is possible 
to have multiple transient phenomena each modelled with a static dipole producing DC field and one 
pulse with amplitude equal to this DC field. The number of dipoles used to model and the number of 
model pulses are always equal.

When solving the inverse problem, the process takes place in reverse order. First the appropriate pulse 
parameters in order to best fit the measured spectral behavior are estimated for each of the measured 
datasets. The key parameter of the pulse representation for this work is the amplitude A since it provides 
an equivalent “static measurement” of the unit at the measurement point. An aggregation of all the 
amplitudes Ai across all the measurement points yields a single quasi-static inverse scattering problem 
which can be handled like in (Baklezos et al., 2017). So, from the amplitudes of these pulses (from the 
14 measurement datasets) the DC electric dipole parameters are extracted. The combined parameters are 
the overall model of the transient phenomenon; the overall model consists of the position coordinates 
of the dipole source x,y,z, combined with the electric moments px, py, pz yield the quasi-static field at an 
arbitrary measurement/observation point which presents the spectral dependency of a pulse spectrum 
with width 𝜏, rise time 𝜏r, fall time 𝜏f.

Two important remarks should be made at this point. First, actual measurements do not present the 
smoothness of the pulse spectrum. So, in order to provide a more reliable dataset for the algorithm to 
model (to extract the pulse parameters) the measurement dataset’s spectral envelope is initially calculated 
and passed on for modelling. The algorithm is taking into consideration as input parameter the number 
of Envelope Samples.

Secondly, in practice, the synchronization between the OFF and the ON state of each DUT may be 
slightly off among the 14 measurements. For this reason, the model employs the mean value of the three 

Figure 8. Measured DUT (CDMU) radiated emissions in the case of transient behavior at TAS-I an-
echoic tent.
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Figure 9. ELF transient electric behavior modeling process
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(3) pulse parameters from the pulse solutions (width/ duration 𝜏, rise time 𝜏r, fall time 𝜏f). Additionally, 
to mean model, another one is extracted. The worst-case model is defined as the one set of parameters 
(among the ones produced for the frequency dependency) that produces the higher emission levels.

The overall modeling process is depicted of Figure 9 in order to clarify the flow of steps followed in 
order to assemble a complete ELF transient electric behavior model.

Initially for the CDMU, the envelope of each of the 14-measurement dataset is modelled regarding its 
spectral behavior aiming to identify the pulse parameters that best fit the measured “event”. The results 
are tabulated in Table 3.

Table 3. Pulse Model Parameters

The corresponding mean model results are depicted in Figure 10 against measurements and are found 
in excellent agreement. The extracted dipole model parameters are tabulated in Table 4.

Table 4. Dipole Model Parameters

Model
Pulse Parameter

Duration
(s)

Trise
(s)

Tfall
(s)

Mean 8.523837792 0.008653053 0.00856127

Worst 9.102296734 0.008749457 0.00815637

Figure 10. CDMU model results for the 100-1000Hz frequency range at xy-plane at 600.

Dipole Parameter

x
(m)

y
(m)

z
(m)

px
(Cb*m)

py
(Cb*m)

Pz
(Cb*m)

0.1361 -0.23 0.0508 2.93E-11 1.00E-10 4.04E-11
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AC Electric Field from Transmission Lines (from 
Conducted to Radiated Emissions)

Harnesses can act as radiating source due to common and differential mode currents flowing on their 
shields and depending on the operational frequency under investigation can be treated as dipole an-
tenna or travelling wave antenna. Therefore, the cable contribution to the AC electric field must be also 
taken into consideration for system level electric cleanliness. Additionally, the main idea is to correlate 
the conducted emissions spectrum of a unit with the spectrum of its radiated emissions (in both cases 
emissions may emerge at the same frequencies). Moreover, a study is in order to analyse the conducted 
emissions of a unit under test and correlate them with the radiated emissions of the same unit, especially 
to identify the frequencies that exhibit emissions.

The harness, depending on the operational frequency, can be modelled as an infinitesimal dipole or 
a travelling wave antenna with a flowing current distribution. Conducted common mode emissions lead 
to the current flowing on the harnesses shield, which is the driving force of radiation.

In the case of extremely low frequencies the harness, due to its extremely low length compared to the 
wavelength, can be treated as one (or more based on the actual geometry of the harness) infinitesimal 
electric dipole. Under this approximation the near fields of the harness in the near region is:
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IO is the current and l is the length of the harness.
For higher frequencies (well in the MHz range) the harness translates to a straight conductor with a 

length one to many wavelengths and the region of interest is in this case in the far field. So, the traveling 
wave approach will be used to describe the behavior of the harness (a long wire) in the far field. Ac-
cording to this approximation, the current distribution of the forward traveling wave along the harness 
can be represented by

I f z
z z

O

a z jk z zI z e z I e zz= ( ) =′ − ( ) − ( )+ ( )



′ ′ ′ ′ ′γ ˆ ˆ 	 (19)

γ ′( )z  is the propagation coefficient (γ ′ ′ ′( ) = ( ) + ( )z a z jk zz  where a z′( )  is the attenuation costant 
and k zz ′( )  is the phase constant associated with the traveling-wave). There are losses due to leakage 
as well as wire and ground losses. However, these losses are usually very small, especially when the 
radiating medium is vacuum/air so for simplicity are neglected. So, the current distribution can be ap-
proximated by
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I f O
jk z zI e zz= − ( )′ ′ˆ 	 (20)

where I z IO′( ) =  is assumed to be constant.
Then the far field is described by
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In either source scenarios (depending on the frequency range), the exact geometry and ground plane 
contribution must be taken into consideration along with image theory.

The radiated electric field can be calculated according to the previous considerations considering 
also the following parameters: the orientation of the cable, the height of the cable from the ground and 
the dielectric properties of the ground. Based on this assumption/hypothesis and for known geometric 
assortments and layouts of the system under test, the radiated emissions can be predicted based on the 
knowledge of the current flowing on the shield of the harness as employed in Nikolopoulos, Baklezos, 
Tsatalas, et al., (2019) and Baklezos et al., (2020). The current parameter may be estimated by either a) 
measurement of the radiated emissions of the harness if available/possible and then extracting the cur-
rent IO(f) parameter solving the inverse electromagnetic problem based on equation 17 (dipole), equation 
21(travelling wave) taking into consideration the exact geometry of the setup used or b) measurement 
of the conducted emissions IC(f) of the devices under test on the harness and/or power cord. Then the 
current IO(f) parameter is assigned as:

IO(f) = a(f) ∙ IC(f)	 (23)

a(f) parameter accounts for the shielding of the harness.
Based on the form of conducted emissions measurement results IC(f) as well as information regarding 

each specific equipment under test involved in the system along the harness, the modeling of the current 
IO(f) may be carried out either on a “bin” by “bin” (independent frequencies) mode as in Nikolopoulos, 
Baklezos, Tsatalas, et al., (2019) or on a structured (pulse) mode as in Baklezos et al., (2020).

The knowledge/estimation of the IO(f) as well as the exact parameters/characteristics (geometry/
materials) of the system layout will enable the prediction of the radiated emissions of the harness.
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AC Magnetic Field from Transmission Lines (from 
Conducted to Radiated Emissions)

Considering the frequency range of interest and the typical relative magnetic permeabilities of many 
materials, the relation between conducted emission currents (nominal or measured) and resulting 
magnetic fields is expected to be rather straight forward, i.e. following a (quasi-)static relation like the 
Biot-Savart law.

In order to calculate the magnetic field of a finite current element of length dl that carries a steady 
current I, Biot - Savart law can be used:

dB
Idl R

R
=

×µ
π
0

34
	 (24)

whereR r r= − ′  is the distance vector between the r'  (source point) and r (observation point), and the 
integral is evaluated over the path C in which the electric current flows.

The time dependent generalization of the Biot-Savart may be expressed:
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where ′ = − = − −t t R c t r r c/ ' / , c is the speed of light and J is the current density. In the frequency 
range under investigation, the second term of this equation can be safely neglected, since the current 
density is slowly varying over time (quasi-static approximation) and the magnetic field can be calcu-
lated:
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Proposed Measurement Technique for DC and AC Magnetic Field

The measurement setup is presented as a schematic in Figure 11. The configuration consists of 12 mag-
netometers placed symmetrically in two circles capable to measure simultaneously the components of 
static (DC) and low frequency magnetic fields up to 10 kHz with quite good sensitivity. Past projects 
indicate that a usual and adequate number of magnetic dipoles for modeling spacecraft equipment is 
limited to 5. As already mentioned in the previous section of electric dipole modeling, six parameters 
need to be determined by the algorithm for each dipole source. Therefore, at least 30 independent pa-
rameters (in the five-dipole regime) are required in order to accurately estimate the radiated model. In 
the case that the measuring sensor provides 3 values (three-axial Fluxgate magnetometers), the num-
ber of the sensors located at different positions (independent equations) should be at least 10. In the 
proposed facility, however, 12 sensors are used for redundancy purposes. As shown in Figure 11, the 
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magnetometers form two circles above and below the turntable in order to capture the DUT’s magnetic 
signature from several possible angles. In this configuration, both circles have a radius of r=20 cm and 
are positioned at different heights (z=10 cm and z= -10 cm for the upper and lower circle respectively). 
The angle difference between two successive magnetometers is fixed at 60°. The choice of observa-
tion distance of the magnetometers is appropriate for capturing the magnetic signature of sources with 
weak magnetic behavior, but may be rescaled according to SNR demands and dimensioning of the unit 
limitations. Ideally, measurements on a sphere around the DUT would ensure the total coverage of the 
DUT’s magnetic signature, but considerably additional measurement points are required. In the pres-
ent work, the upper and lower planes of the configuration in Figure 11 indicate that the magnetometers 
are located provide better coverage of the magnetic signature of the unit from several possible angles. 
Other configurations may be implemented with the use of multiple magnetometers – for instance three 
circles, helix, etc. Finally, it is worth mentioning that no calibration procedure for the position of the 12 
magnetometers is implemented.

The noticeable aspect of this configuration is the simultaneous capture from all 12 fluxgate sensors 
of the magnetic field of an DUT in the presence of Earth’s magnetic field. Specifically, existing MCF 
facilities use a pair of Helmholtz coils to compensate the DC component of Earth’s magnetic field that 
has approximate amplitude of around 50 μΤ. However, disturbances of the ambient field during the 
rotation of the turntable that the DUT is placed on (Earth’s magnetic field variations, noise from power 
lines, nearly technical equipment, etc.) commonly require several repetitions. On the contrary, the test 
methodology of this measurement setup includes three successive measurements: (i) ambient field mea-
surement before the placement of the DUT (Bbef), (ii) capture of DUT’s magnetic field (BEUT+Bambient), 
and (iii) removal of the DUT and ambient field measurement (Baft).

In principle, the total measurement time is very short (in most cases less than 1 min) in order to avoid 
significant environmental field disturbances. The average value of the ambient fields before and after 
the DUT measurement:

Figure 11. Measurement setup employing 12 magnetic sensors
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B Bbef aft+

2
	 (27)

is then used to effectively compensate the ambient field during the DUT measurement.
In principle, the location of the real magnetic sources inside an DUT, as well as their magnetic 

moments, are a priori unknown. Consequently, in order to validate the proposed setup and modeling 
methodology a series of simple test cases are measured and characterized in the following paragraphs, 
namely a single dipole source and two dipole sources. It should be noted that the position of the dipole 
sources on the table is known with significant accuracy (in the order of mm), whereas their magnetic 
moments are a priori unknown. The accuracy of the prediction is mainly determined by the relative 
deviation between the estimated position of the test object and the real position of the dipole, as well as 
the goodness of fit criterion Grel. Low values of the position deviation between the real and the modeled 
magnetic dipoles (typically less than 5 mm) and of the goodness of fit evaluation criterion (typically 
less than 10%) will ensure the accuracy of the prediction and validate the measurement configuration 
and the modeling process.

Induced DC Measurements

Apart from a pair of Helmholtz coils to compensate Earth’s magnetic field, existing MCFs typically 
employ another pair of Helmholtz coils that generates a (spatially) uniform external magnetic field at the 
volume of the DUT exhibiting conducting and/or magnetic properties, in order to measure and character-
ize the unit’s induced magnetic behavior (ECSS-E-ST-20-07C rev-1 Space engineering Electromagnetic 
compatibility, 2012). Typical levels of the DC applied magnetic field are +/‐ 50 μT and +/‐ 100 μT. 
It should be noted that several tests are conducted with different amplitude levels of the applied field 
for purposes of testing the linear response of the unit. In fact, various units are composed of magnetic 
materials (e.g. iron) and their response can be highly non-linear, exhibiting hysteresis effects. In these 
cases, a more detailed characterization of the unit is required and magnetic measurements are performed 
with several amplitude levels of the applied field. The tests are also conducted with applied external 
field in all 3 directions to measure the induced magnetization of the DUT along the 3 orthogonal axes.

Without loss of generality, it is assumed that the induced magnetic response can be modeled with a 
single equivalent induced magnetic dipole and its magnetic moment aligns to the direction of the exter-
nal magnetic field. Thus, when an external field (Bapp+) is applied vertically, the direction of the induced 
magnetic dipole moment stays constant during the DUT’s rotation. If the external field is applied verti-
cally in the opposite direction (Bapp-), the remanent magnetic dipole’s orientation stays constant. The 
induced dipole moments, however, will align to the new orientation of the field. In this way, the separa-
tion of the induced and remnant magnetic field contributions can be practically achieved. Specifically, 
the measured magnetic field values regarding the two configurations of the test are (Bremn ind+ + ) for 
positive and (Bremn ind+ − ) for negative orientation of the applied field.

The induced magnetic field measurements may be performed by employing the multiple magnetom-
eter configuration depicted in Figure 11 and its associated test measurement methodology with the ex-
ception that a pair of Helmholtz coils must be used to generate the external magnetic field and control 
its uniformity. Thereafter, the measured induced magnetic field values can be modeled according to the 
well-established MDM methods and the Heuristic (DE, PSO) technique may be employed to estimate 
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the magnetic moments mBapp
+( )  and mBapp

−( )  depending on the orientation of the magnetic field 

(Bapp), as described in a previous section. Then, vector analysis can be used to isolate the induced mag-
netic dipole moment of the DUT, as depicted in Figure 12.

The difference between the moments ( )mBapp
+  and mBapp

−( )  basically yields twice the induced 

magnetic moment, while the remnant magnetic moments cancel out:

m
m m

i

B Bapp app=
+ − −( ) ( )

2
	 (28)

The characterization of the induced magnetic behavior of each DUT that will be mounted on the 
spacecraft is essential and should be considered in missions that demanding levels of magnetic cleanli-
ness are required. Moreover, the induced magnetic properties will allow the accurate prediction of the 
in-flight performance of the equipment, since the total magnetic field generated by each DUT is the 
superposition of the individual contributions of all its magnetic sources. Finally, the generated magnetic 
field from surrounding equipment at the location of an DUT that exhibits conducting and/or magnetic 
properties is basically treated as external field that may additionally cause its induced response. The unit 
to unit interaction is consequently a critical issue in most space programs and the proposed modeling 
methodology is analyzed in the following subsection.

MEASUREMENTS AND MODELING OF A UNIT’S 
AC INDUCED MAGNETIZATION

In the present subsection, a baseline methodology is illustrated that may be used to carry out the AC 
induced magnetic dipole modeling analysis. Magnetic polarizability, also called AC magnetic susceptibil-
ity, is the dipolar response per unit volume from the unit under test to an external applied field Ha. The 
induced dipole moment can be expressed (ECSS-E-ST-20-07C rev-1 Space engineering Electromagnetic 
compatibility, 2012):

Figure 12. Induced magnetic moment measurement and characterization
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m HAC AC aV= χ 	 (29)

where V is the volume of the DUT and 𝜒AC is the AC magnetic susceptibility. In principle, most of 
the DUTs consist of conducting materials and exhibit different responses to an applied magnetic field 
depending on their shape, their conductivity 𝜎 and the frequency and amplitude of the external field. 
Moreover, at high frequencies, the induced (eddy) currents on the conducting surfaces of the unit pos-
sibly produce an AC induced magnetic behavior that tends to oppose the external field.

The response of these DUTs may be modeled and represented by an AC induced dipole moment 
mAC and linearly expressed with respect to the external field via the frequency dependent 3×3 magnetic 
polarizability tensor 𝜒AC. For each direction of the applied field Ha, an induced magnetic dipole model 
may be generated, according to the AC magnetic field verification method described in the previous 
section. The unit’s response to an applied field of arbitrary orientation can be therefore estimated as a 
linear combination of responses corresponding to each principal axis x,y,z.

The measurement procedure is quite similar to the DC induced magnetic measurements. The exter-
nal magnetic field should be as uniform as possible (spatially) in the volume of the DUT. Three sets of 
measurements of the DUT’s magnetic signature are performed with external applied field H H Ha a ax y z

, , , 
as shown in Figure 13. These measurements shall be performed for several frequencies of the external 
field from DC to several 10 KHz. Furthermore, the typical levels of the external field are about 50 μT 
and 100 μT peak-to-peak in order to investigate the linearity of the DUT’s response with respect to the 
amplitude of the applied field.

The induced magnetic field Bind of the DUT is expected to emerge at the same frequency of the re-
spective external magnetic field. The AC induced magnetization of the DUT may then be modeled in 
the frequency domain with a single magnetic dipole source oscillating at the frequency of the external 
applied field by employing the developed heuristic-based method (DE, PSO), as described in the previ-
ous section.

Figure 13. AC induced magnetic measurement and characterization
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MEASUREMENT UNCERTENTIES DUE TO INACCURATE SENSOR POSITION

In the work of (Koutantos et al., 2017), authors have proposed the Multi-Frequency Electric Dipole 
Model (MFEDM) method to describe the spectral dependence and predict extremely low frequency field 
emissions. Small variations in the relative distance of the source and the measurement points alter the 
field measurement results. This, in return, leads to different models produced by the proposed method. 
Consequently, the precision of this method highly relies on the accuracy of the relative measurement 
distance. The correlation between relative measurement distance uncertainty and the electric field dis-
tribution is a key parameter to a successful model prediction.

One way to calculate the measurement uncertainty due to the sensor position inaccuracy is to perform 
the electric field measurement multiple times and estimate the mean value of the field with a standard 
deviation. In order to achieve this, the knowledge of field distribution due to distance displacement shall 
be known.

In this section relative measurement distance varied according to several distributions in order to 
evaluate this correlation. The results indicate that the electric field distribution follows always normal 
distribution independently with the way the sensor position is distributed.

Figure 14. Moving sensor position with uniform distribution (b) Corresponding E-Field Distribution

Figure 15. (a) Moving sensor position with Rayleigh distribution (b) Corresponding E-Field Distribution
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TEST FACILITIES DECOUPLING CONSIDERATIONS

Due to the extremely low frequency of the AC electric and magnetic field measurements, the measured 
fields are inevitably coupled to the measurement facility (e.g. anechoic tent, MCF). Thus, the method 
for test facility removal is a crucial issue in the framework of electromagnetic cleanliness, since it will 

Figure 16. (a) Moving sensor position with Normal distribution, (b) Corresponding E-Field Distribution

Figure 17. Indicative Image Dipole position and orientation from the anechoic chamber/ Tent’s conduc-
tive surfaces when the DUT is placed at the center of the anechoic chamber/ Tent.
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enable decoupling of the derived models from the facility that the measurements were performed and 
allow in-flight estimation of the EM fields in space.

The predicted models that are associated to the measurement test facility may be decoupled from it 
by considering the contribution of the image charges which in the majority of test cases aren’t negligible. 
By taking into consideration the characteristics of the test set up, the contribution of the image sources 
can be defined in order to allow estimations in space.

Electric Field

In cases that an electric dipole source is located above a conducting plane, consideration of image theory 
(method of image sources) is essential. According to this theory, the electric field at an observation point 
above the ground plane may be calculated as a superposition of the electric fields generated by two 
sources: (i) the original electric dipole source and (ii) its mirror image located below the ground plane. 
The position of the image dipole source is symmetrical relative to the ground plane. Thus, in principle, 
the conducting plane may be replaced by the mirror image(s) of the source(s). In Figure 17 the image 
sources are shown for different directions of the electric dipole moment.

In the case of a single electric dipole, the total measured electric field can be calculated via:

E r E r x y z E r x y ztot
obs

s
obs

i
obs( ) = ( )+ ( )′ ′, , , , , , ' 	 (30)

and the electric moment of the image electric dipole may be expressed as:

p p
p p

i s

i s
� �= −
=



 ⊥ ⊥

	 (31)

Consequently, the two separate contributions can be dissociated and the AC electric signature of a unit 
can be decoupled from the measuring facility by removing the electric field contribution of the image 
dipole, as in Chatzineofytou et al., (n.d.), where measurements of an electric dipole above a conductive 
surface are employed in order to validate this method.

Furthermore, the anechoic/semi-anechoic chamber or tent (measurement facility) is comprised of 
multiple conductive planes/surfaces so this technique will be expanded in order to account at least 1st 
order images for all the surfaces that couple and play a role in the measurement results. This way the 
dominant effect of the measurement facility on the measurements, and consequently on each EUT model, 
can be removed yielding a more accurate EUT model, better suited for estimations in space.

Magnetic Field

The magnetic field at an observation point above a conducting ground plane may be calculated as a 
superposition of the magnetic fields generated by two sources: (i) the original magnetic dipole source 
Bs and (ii) its mirror image located below the ground plane Bi, as shown in Figure 18. It should be noted 
that although the position of the image dipole source is symmetrical relative to the ground plane (as in 
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the electric dipole case), the magnetic moment of the image source exhibits the opposite orientation in 
contrast to the electric dipole case.

The magnetic field measurements were conducted in the MCF facility shown in Figure 19. The facil-
ity includes a conducting turntable that contributes to the measured low frequency AC magnetic field.

In the case of a single magnetic dipole (loop), the total measured magnetic field can be calculated via:

Figure 18. Magnetic dipole sources above a conducting plane and their mirror image sources.

Figure 19. Magnetic Dipole Source in TAS-I Magnetic Coil Facility during validation measurements.
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B r B r B rtot
obs

s
obs

i
obs

x y z x y z( ) = ( )+ ( )′ ′, , , , , , ' 	 (32)

and the magnetic moments of the image magnetic dipole may be expressed:

m m
m m

i s

i s
� �=
= −



 ⊥ ⊥

	 (33)

Consequently, the two separate contributions can be dissociated and the AC magnetic signature of 
a unit can be decoupled from the measuring facility by removing the magnetic field contribution of the 
image dipole, as in Chatzineofytou et al., (n.d.), where measurements of a magnetic dipole loop are 
employed in order to validate this method.

CONTRIBUTION OF SPACECRAFT STRUCTURE IN 
MODEL’S SYSTEM LEVEL PREDICTIONS

Image Theory Approximations

Spacecraft internal space is limited and possible DUT location can be near the spacecraft’s conducted 
metallic surfaces. In that case, modelling electromagnetic behavior of the DUT should consider the 
contribution of the image charges which in the majority of test cases they aren’t negligible. Same consid-
erations as in the previous section can be applied also in the case of system level contribution estimation.

Oversized Cavity Theory and Applications

The oversized cavity theory is very useful to assess electromagnetic fields inside an enclosure such as a 
satellite module or a launcher fairing that is much bigger than the wavelength at the frequencies of interest 
and geometrically complex. This theory is effectively the reverberation or stirred‐mode chambers theory 
and is part of statistical electromagnetics. According to certain conditions concerning the size and com-
plexity of the cavity, the field is statistically homogenous and isotropic and follows known distributions.

For a given calculated E the actual EdBV m/  may be between E dBand dBdBV m/ + −6 12  if one ex-
cludes the 0.1% of cases respectively higher and lower than this range. With this approximation and for 
the worst case of model ELF radiated emissions estimation, a level of 6 dB should be considered as a 
standard addition.

Contribution of Internal Sources Radiation Through Residual Apertures

According to the Bethe’s theory of diffraction by small holes, an aperture smaller than λ/4 excited by an 
electromagnetic field can be represented by one electric dipole normal to the plane of the aperture and 
one magnetic dipole in the plane of the aperture.

In free space, the total power radiated by an electric dipole pe, respectively by a magnetic dipole pm 
is given by:

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



31

Recent Advances on Measuring and Modeling ELF-Radiated Emissions for Space Applications
﻿

P
p
c

e=
1
12

4
0

2

π
ω µ

	 (34)
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4
0

2

π
ω ε

	 (35)

Where pm=𝜇0m and |m| is in A∙m2
The aperture electric and magnetic dipoles are related to the internal incident field by:

p a Ee e sc= 2 0ε 	 (36)

p am m sc= 2 0µ Η 	 (37)

Where:

•	 Esc and Hsc, are the fields that exists on the inside of the cavity (spacecraft) at the location of the 
aperture if the aperture was closed (i.e shielded, short - circuited); the plane of the aperture is 
assumed perfectly conducting such that Hsc Is tangential and the Esc in normal to the plane of the 
aperture;

•	 𝛼e, is the electric polarizability of the aperture.
•	 𝛼m, is the magnetic polarizability of their total power through the aperture.

With the convention that it has adopted, the dipoles do not need to be imaged in the conducting plane 
(and therefore doubled) as this factor 2 is already included in their definition. Those dipoles radiate half 
of their total power through the aperture.

Electromagnetic Shielding Approximations

Spacecraft internal space is limited and possible unit location can be near the spacecraft’s conducted 
metallic surfaces. Normally, this results in an electromagnetic decoupling between the inside and the 
outside of the enclosure. By considering the characteristics of the spacecraft wall, the electric and 
magnetic fields generated by all the sources inside the spacecraft may be assessed at points of interest 
outside the enclosure by modeling the shielding effectiveness.

The classical transmission model of shielding (Paul, 2006) considers that the field is attenuated 
by a combination of absorption losses “A”, depending on the number of skin depths through the wall, 
reflection losses “R” depending on the ratio between the wave and barrier impedances (i.e. mismatch) 
and multiple reflection term “M” which accounts for re‐reflection effects and only plays a role if t<𝛿, 
where t is the thickness of the wall and 𝛿 is the skin depth.

SEdB = AdB + RdB + MdB	 (38)
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This simple model assumes that the coupling between the screen currents and the source of the in-
cident field is negligible, which is not guaranteed in practice.

The absorption losses can be approximated:

AdB ≅ 20log10(e
t/𝛿)	 (39)

where t is the thickness of the material, the skin depth is δ π µσ=1/ f , f is the frequency of the field, 
𝜇 is the magnetic permeability of the shielding material and 𝜎 is its conductivity.

In order to estimate the reflection losses, the distinction between electric and magnetic field sources 
is essential. The intrinsic impedance of the material can be expressed:

Ẑ j
ji = +
ωµ

σ ωε
	 (40)

where 𝜀 is the electric permittivity of the material and 𝜔=2𝜋f. For metal surfaces (𝜎≫𝜔𝜀)  the above 
equation reduces to:

Ẑ
j j

m
= =

+ωµ
σ σδ

1
	 (41)

The barrier impedance of a metal wall is equal to Ẑm  if t≫𝛿. A more general formula of the barrier 
impedance of a metal wall is given by:

ˆ
ˆ

/
Z

Z

eb
m
t

=
− −1 δ 	 (42)

The multiple reflection losses can be approximated:

M e e
dB

t j t≅ − − −20 1
10

2 2log / /δ δ 	 (43)

which can be neglected (MdB≅0) for shields that are constructed of good conductors and whose 
thicknesses are much greater than the skin depth (t≫𝛿). However, for barrier thicknesses that are thin 
compared with a skin depth (t≪𝛿), the multiple reflection factor is negative in dB. In this case, multiple 
reflections reduce the shielding effectiveness of the barrier.

Electric Dipole Sources

The wave impedance of an elemental electric (Hertzian) dipole source can be expressed:
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where β ω µ ε
0 0 0
=  and r is the distance between the source and the shielding material. By addition-

ally considering the near electric field behavior approximation (𝛽0r≪1) for the low frequency range 
under investigation (up to 250 KHz) the above equation reduces to:

Ẑ n j
rwe

≅ −








0

0

1
β

	 (45)

In the near field of the electric dipole, the wave impedance is greater than the intrinsic impedance of 
the medium. Therefore, the electric dipole is referred to as a high impedance source. The magnitude of 
the wave impedance for an electric field dipole source is:

Ẑ
f rw e

=
1

2
0

π ε
	 (46)

As an approximation, the shielding effectiveness can be expressed as the product of a reflection term, 
an absorption term and a multiple reflection term by substituting the wave impedance Ẑwe  in the respec-
tive equations. Therefore, the reflection term can be expressed:

R
Z Z

Z ZdB

w i

w i

e

e

=
+( )

20
410

2

log
ˆ ˆ

ˆ ˆ
	 (47)

The absorption loss term is unaffected by the type of source. The multiple reflection term can be 
expressed:

M
Z Z

Z Z
e e

dB

w i

w i

t j te

e
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
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− −20 1

10

2

2 2log
ˆ ˆ

ˆ ˆ
/ /δ δ 	 (48)

If the barrier is a good conductor, Ẑi  can be replaced by Ẑm  (or Ẑb ) in the above equations.

Magnetic Dipole Sources

Similarly, to the electric dipole case, the wave impedance for the elemental magnetic dipole source (loop) is:
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By additionally considering the near magnetic field behavior approximation (𝛽0r≪1) for the low 
frequency range under investigation (up to 250 KHz) the above equation reduces to:

Ẑ jn rwm
≅ −

0 0
β 	 (50)

In the near field of the magnetic dipole, the wave impedance is less than the intrinsic impedance of 
the medium. The magnetic dipole is referred to as a low impedance source. The magnitude of the wave 
impedance for the magnetic field dipole source is

Ẑ f rw m
= 2

0
π µ 	 (51)

The shielding effectiveness can be calculated as the product of a reflection term, an absorption term 
and a multiple reflection term by substituting the wave impedance Ẑwm  in the respective equations.

FUTURE RESEARCH DIRECTIONS

Although several measurement techniques are already included in the standard procedure of EMC testing, 
complementary methods that are presented in this chapter have to be evaluated and possibly adopted in 
future releases of the aforementioned standards since they cover frequency ranges that are not discussed 
until now. Electromagnetic cleanliness is a key parameter for the success of the majority of the space 
missions. For that reason, future development towards this direction is essential and shall be the scope 
of the research of all space focused teams and engineers.

CONCLUSION

In this chapter, the main issues regarding ELF electric and magnetic field measurement and modeling 
techniques for a spacecraft unit are briefly discussed. A modeling methodology is reviewed and ana-
lyzed focusing on the open issues that need further exploration and development. Space engineering 
and aircraft design procedures cope with stringent requirements regarding electromagnetic compatibility 
and interference since electromagnetic cleanliness is a critical aspect in the majority of the space mis-
sions. Searching and developing new methodologies in this field seems crucial. This work highlights 
the importance of this issue and urge the researchers and engineers to include in future development 
all the contributing additional phenomena, such as harness topologies and solar arrays that cannot be 
treated as electric dipoles.
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KEY TERMS AND DEFINITIONS

Differential Evolution Algorithm (DEA): Is a method that optimizes a problem by iteratively trying 
to improve a candidate solution with regard to a given measure of quality.

Electric Cleanliness: The generated electric field from the spacecraft is required to not exceed specific 
thresholds at the location of the electric sensors and therefore, disturb their measurements.

Electric Dipole Model (EDM): A method that optimizes a problem by iteratively trying to improve 
a candidate solution with regard to a given measure of quality. Such methods are commonly known as 
metaheuristics as they make few or no assumptions about the problem being optimized and can search 
very large spaces of candidate solutions.

Electrical Ground Support Equipment (EGSE): Is an integrated suite of electrical satellite testing 
solutions to make sure that the satellites you are launching work perfectly.

Electromagnetic Compatibility (EMC): The branch of electrical engineering concerned with the 
unintentional generation, propagation and reception of electromagnetic energy which may cause unwanted 
effects such as electromagnetic interference (EMI) or even physical damage in operational equipment.

Electromagnetic Interference (EMI): Also called radio-frequency interference (RFI) when in the 
radio frequency spectrum, is a disturbance generated by an external source that affects an electrical 
circuit by electromagnetic induction, electrostatic coupling, or conduction.

Equipment or Device Under Test (EUT or DUT): Any instrument or unit related to the space mis-
sion that produces an electric field. These units can be inside (e.g., Power Conditioning and Distribution 
Unit, RF Switch, Battery, etc.) or outside the main body of the spacecraft (e.g., Solar Arrays, Boom, 
etc.) and need to be tested and electrically characterized.

European Space Agency (ESA): Is an intergovernmental organization of 22 member states dedicated 
to the exploration of space. Established in 1975 and headquartered in Paris.
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Extremely Low Frequency (ELF): Is the ITU designation for electromagnetic radiation (radio 
waves) with frequencies from 3 to 30 Hz, and corresponding wavelengths of 100,000 to 10,000 kilo-
meters, respectively.

Induced Magnetization: Magnetic properties of a material that purely depend on the presence of 
an applied external magnetic field and directly vanish in its absence.

Magnetic Cleanliness: The generated magnetic field from the spacecraft is required to not exceed 
specific thresholds at the location of the magnetic sensors and therefore, disturb their measurements.

Magnetic Sensors: Instruments that are designed to measure magnetic fields (fluxgate magnetom-
eters, search coil magnetometers, etc.). For instance, the fluxgate magnetometers have a magnetically 
susceptible core wrapped by two coils and measure the induced electric currents from a background 
magnetic field.

Magnetic Signature: The magnetic field generated by an DUT typically depends on the distribution 
of magnetic material inside the unit, as well as the electronics and the current paths that are incorporated 
in its design. Therefore, each unit is expected to emit an individual distinctive magnetic field.

Magnetic Source: Any source that generates a magnetic field. These sources typically include mag-
netic materials (e.g., iron, steel, etc.) and flowing electric currents.

Multi-Frequency Electric Dipole Model (MFEDM): A method using electric dipoles to predict 
the radiated emission of an DUT.

Multiple Magnetic Dipole Modeling: The representation of a unit’s generated magnetic field with 
a dipole model able to recreate and reproduce its magnetic signature.

Remnant Magnetization: Magnetic properties of a material that are always present, even in the 
absence of external fields (e.g., ferromagnetic materials).

Turbulence Heating Observer (THOR): A plasma mission, aiming at understanding the physical 
mechanisms underlying the energy dissipation of turbulent fluctuations in plasmas.
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ABSTRACT

SpaceWire is a point-to-point bit shipping protocol for high-speed data communication links and networks 
providing equipment compatibility and seamless component reusability. It has found great application 
in many space missions reducing the development cost, offering architectural flexibility, and improv-
ing reliability. This chapter delves into the standard describing the SpaceWire, focusing on the lower 
levels that play a key role in the electromagnetic behavior of the system and concern cable assemblies, 
shielding, bonding, and grounding. Findings regarding emissions affecting spacecraft components are 
presented as well as other EMC issues that have an impact on the system performance. Recent develop-
ments on the modelling of the cable of the system with a focus on radiated emissions of SpW systems 
are also presented and discussed.

INTRODUCTION

SpaceWire is a standard for high-speed data communication links and networks primarily intended 
for use on spacecraft systems. SpaceWire was initially defined in the European Cooperation for Space 
Standardization (ECSS) standard ECSS-E50-12A in 2003. The SpaceWire standard was authored by 
Steve Parkes, the University of Dundee with contributions from many individuals within the SpaceWire 
Working Group from the European Space Agency (ESA), European Space Industry, Academia, and 
NASA. It was replaced by ECSS-E-ST-50-12C (ECSS Secretariat, 2008) to ensure the standard was 
following the new ECSS numbering system. There are no actual technical content differences between 
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ECSS-E-50-12A and ECSS-ST-E-50-12C and any information relating to the ‘old’ ECSS-E-50-12A is 
still applicable to newer ECSS-ST-E-50-12C (“ECSS-E50-12A vs ECSS-E-ST-50-12C, what’s the dif-
ference? | STAR-Dundee”, 2017; “SpaceWire - The Standard”, 2017).

The Standard specifies the physical interconnection media and data communication protocols to enable 
the reliable transmission of data at high‐speeds, between 2 Mb/s and 400 Mb/s, among units. SpaceWire 
links are full‐duplex, point‐to‐point, and serial data communication links. Since the SpaceWire standard 
was first published by the European Cooperation for Space Standardization, it has been adopted by ESA, 
National Aeronautics and Space Administration (NASA), Japan Aerospace Exploration Agency (JAXA), 
and Roscosmos State Corporation for Space Activities (ROSCOSMOS) for many missions and is being 
widely used on scientific, Earth observation, commercial and other spacecraft. Gaia, ExoMars, Bepi-
Colombo, GOES-R, Lunar Reconnaissance Orbiter, ASTRO-H, and James Webb Space Telescope are 
among high-profile missions which use SpaceWire (Parkes, 2012).

The increasing need for spacecraft on‐board data handling applications slowly led to the development 
of SpaceWire technology. The Standard provides a formal basis for the exploitation of SpaceWire in a 
wide range of on‐board processing systems. For example, the integration and testing of complex on‐board 
subsystems with ground support equipment connecting directly into the onboard data‐handling subsystem. 
SpaceWire aims to offer equipment compatibility and reusability for components and subsystems. This 
means directly connecting a component made for one subsystem to another and operating without issues 
and readily use systems in one mission that were developed for another mission, thus reducing the cost 
of development, offering architectural flexibility, improving reliability, and most importantly increasing 
the amount of scientific work that can be achieved within a limited budget (ECSS Secretariat, 2008).

Since the publication of the ECSS-E-ST-50-12C standard (ECSS Secretariat, 2008), the engineering 
and scientific community have applied the guidelines that it dictates in many missions. Experience of 
practical applications highlighted the best practices as well as common problems. Different applica-
tions called for different designs, some of them were hard to implement while maintaining conformity 
with the standard. This fact led the European Cooperation for Space Standardization in 2012 to start the 
long process of updating the Standard including the experience of the past and the needs of the future. 
Working Group ECSS-E-ST-50-12C Rev.1 WG prepared Revision 1 of the standard (ECSS Secretariat, 
2019), an effort concluded in May 2019 with the publication of the revised standard. The revision is an 
effort to overcome many of the earlier versions’ shortcomings and limitations. Additionally, since the 
Standard’s publication in 2008, the ESCC Detail Specification No. 3902/003 was updated and ESCC 
Detail Specification No. 3902/004 was published. Revision 1 of ECSS-E-ST-50-12C is expected to 
reflect these changes in the normative framework.

Taking into consideration the widespread use of the SpaceWire, personnel active in the space mission 
field is bound to come across some implementation of a system incorporating SpaceWire. The main 
objective of the chapter is to discuss the SpaceWire standard ECSS-E-ST-50-12C with regard to Elec-
tromagnetic Compatibility and Immunity issues. The authors aim to highlight the levels of the standard 
that define the electromagnetic compatibility (EMC) behavior of the system. This can be beneficial for 
the engineer or scientist either from a system modelling or a radiated emissions measurement standpoint. 
Students interested in space missions can also benefit from the concentrated information found in this 
chapter. Additionally, the chapter has been enhanced with various recent modelling methodologies fo-
cusing on different perspectives of the system which are also presented and discussed.
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Background

Systems, space or not, are an arrangement of units interconnected to each other, constantly exchang-
ing information of some form. Before there was a standard for interconnecting units, spacecraft and 
equipment manufacturers used their proprietary communication interfaces. As a result, several different 
communication links were used on a spacecraft, increasing the cost and extending the time required for 
spacecraft integration and test. There was a clear need for a standard on-board communication link that 
would simplify spacecraft development. (Parkes, 2012)

The work on what later became SpaceWire started in 1992. There was considerable interest in high-
performance digital signal processing systems at that time. However, the single-chip devices could not 
satisfy the demands. This led to the investigation of the use of parallel processing and in return gave place 
to research concerning the interconnecting network of the individual processing elements. The Inmos 
Transputer, a microprocessor designed for parallel processing was studied, and the serial communica-
tion links being developed for the T9000 Transputer were identified as being an attractive solution for 
spacecraft onboard networking. This serial link technology was subsequently published as IEEE 1355-
1995. Several radiation-tolerant devices were developed using it and the IEEE 1355-1995 standard was 
used on some space missions. However, there were many problems with this standard, which had to be 
resolved if this technology was to continue to be used for ESA spacecraft. The University of Dundee 
received a contract from ESA to examine and solve these problems. The result of this contract was the 
SpaceWire standard, a brief description of which follows (Parkes, 2012).

SpaceWire links are point-to-point data links that connect a SpaceWire node to another node or a 
switch. Information can be transferred in both directions of the link at the same time. Links are full-
duplex, bidirectional able to operate at rates between 2 Mbps and 400 Mbps.

The SpaceWire Standard ECSS-E- ST-50-12C (ECSS Secretariat, 2008) uses Low Voltage Differential 
Signaling (LVDS), defined in ANSI/TIA/EIA-644, Electrical Characteristics of Low Voltage Differential 
Signaling Interface Circuits (Telecommunications Industry Association, 2001), as the physical level due 
to its capability of low power, low noise, and high-speed point-to-point communications.

Information is transmitted over a link as a serial bit stream using two signals, Data (D) and Strobe (S). 
Data and Strobe signals are driven across the link using LVDS and two wires for each signal according 
to the standard TIA-644-A; SpaceWire cable contains one signal pair for each signal (D or S) for each 
direction, so four screened twisted pairs in total.

SpaceWire sends the clock signal along with the serial data for bit synchronization. To reduce the 
maximum clock to data skew requirements, the clock signal is encoded into a Strobe signal so that an 
XOR function on the Data and Strobe signal recovers the clock signal. A stream of elementary charac-
ters is used to transmit Data. Character synchronization is only performed at the start of the link. Loss 
of character synchronization is detected from parity errors, which then leads to a restart of the link to 
recover the character’s synchronization.

Link start, link operation, transmission of data, and error recovery are handled by the link state-
machine, transparent to the user application, in the SpaceWire interface.

The SpaceWire (SpW) protocol is comprised of six levels as depicted in Figure 1:

•	 Physical level: defines connectors, cables, cable assemblies, etc.
•	 Signal level: defines encoding, voltage levels, noise margins, and signaling rates.
•	 Character level: defines the data and control characters used to manage data across a link.
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•	 Exchange level: defines the protocol for link initialization, flow control, link error detection, and 
link error recovery.

•	 Packet level: manages data packetization and transmission over an SpW link.
•	 Network level: defines the structure of a SpaceWire network and source to destination node data 

transfers. Also defines link errors and network level error management.

The SpaceWire physical level uses Data-Strobe (DS) Encoded LVDS to communicate serial, full-
duplex, bidirectional data. ANSI/TIA/EIA-644 defines the electrical signal levels only; it does not define 
a protocol. Instead, the protocol is defined in the SpaceWire Standard specification ECSS-S-ST-50-12C 
(ECSS Secretariat, 2008). LVDS is a method to transmit bi-directionally over differential media using 
a low voltage signal swing using a driver and a receiver. SpaceWire uses Data Strobe (DS) encoding 
to send information over the LVDS links. The data value is transmitted directly and the Strobe signal 
changes state whenever the Data remains unaltered from one data bit interval to the next. The XOR func-
tion on the Data and Strobe signals result in the clock signal. There is a slight delay between the edges 
of D and S and the recovered clock. Data is Non-Return to Zero, (NRZ) so a 100MHz clock equates to 
a data rate of 200Mbps.

Figure 1. SpaceWire ECSS-E-ST-50-12C Levels
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Two categories of characters are defined in ECSS-E-ST-50-12C standard, data and control characters. 
These characters are further defined as either link characters or normal characters. The Exchange level 
does not pass a link character to the Packet Level, meaning that a link character does not get entered 
into the memory space of a SpaceWire node. Flow control token (FCT), escape characters (ESC) as 
well as NULL control code (ESC followed by FCT) and the Time code characters (ESC followed by 
data character) are link characters. A Normal Character ends with an EOP or EEP and passes through 
an SpW network at a packet level. Data characters contain a parity bit, data-control flag, and an 8-bit 
data value transmitted LSB to MSB. The even or odd parity bit is calculated by adding the number of 
ones that are contained in the previous 8-bits data. Meaning if the number of 1’s in bits added together 
is even, the data character is said to have even parity. There are two Control Characters that are formed 
using control characters and data characters, these are the NULL and Time Code Characters. NULL 
characters are used during the initialization sequence and are also used to keep the LVDS SpW lines 
active when no actual data is sent. Distributing system time is accomplished using Time Codes. The 
use of time codes is optional.

The exchange level defines the mechanisms for link initialization, link flow control, link error detec-
tion, and link error recovery. The state machine causes an SpW link to continuously attempt initializa-
tion as long as the link is active. Disconnection errors are detected after 850ns without Data and Strobe 
transitions. A parity error is detected when the first bit of the next character is received and link recovery 
starts. Initialization is executed upon the initial start of the link or reset when an error is detected (Parity 
Error, Escape Error, etc), or a link disconnection occurs. Under normal operation, a SpaceWire host node 
manages data by sending tokens to a destination node on the other end of the link. Each token indicates 
to the destination node that the host has 8 bytes of available buffer space. The destination node has a 
corresponding counter that records each token that is received. The destination node can send data to 
the host, according to the tokens of available buffer space at the host side it has received.

SpaceWire packets have a very flexible format. Each packet is composed of a Destination Address, 
a Cargo, and an End of Packet Marker (EOP) that signals the end of Cargo transmission. The Destina-
tion Address is a number of bytes of data characters describing the destination path of the packet. The 
Cargo consists of the transmission data, there is no requirement regarding the format or a limitation to 
the data size. Supported SpaceWire data rates are 2Mbps up to 400 Mbps. Nodes, Links, and Routers 
form a Network, which enables Packets to travel from a source to a destination end-point. SpaceWire 
nodes can be routers, sensors, memory units, processors, and telemetry subsystems. Nodes represent the 
source and destination of SpW packets and provide the interface to the application systems. The Space-
Wire Standard supports various routing methods such as Wormhole Routing, Path Addressing, Logical 
Addressing, and Group Adaptive Routing for networking. Topologies like Distributed and Centralized 
network offer the designer a great deal of freedom. Distributed networks require look-up tables to be 
configured and provide lower harness mass, good throughput performance and increased reliability 
through redundant paths. A redundant network design ensures that the system remains functional if one 
or more of the system’s components fail. Centralized networks require higher harness mass and offer 
high throughput performance and simple configuration. With centralized networks, there is a heavy 
reliance on the central router decreasing the system’s fault tolerance. Other topologies are also possible, 
each with each own consideration.
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THE SpaceWire STANDARD

This chapter discusses the SpaceWire standard from an EMC perspective. While a short overview of the 
whole standard is already presented, the authors aim to provide insight into the levels of the standard 
that mainly affect the Electromagnetic Emissions of the corresponding system, in particular the physical, 
signal and character levels. This is necessary to enable for example emissions modelling or interference 
minimization. To accomplish that, a more thorough presentation of the corresponding levels is mandatory.

Physical Level

The physical level of the SpaceWire standard covers cables, connectors, cable assemblies, and printed 
circuit board tracks (Figure 2). SpaceWire was developed to meet the EMC specifications of typical 
spacecraft. Some details concerning the construction of the cable and the connectors are useful to be 
provided at this point to more clearly present the physical level structure

Figure 2. Physical layer components, termination resistor Z = 100Ω
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Cables

Typical SpaceWire cable is constructed according to ESCC 3902/003. The SpaceWire cable comprises 
four twisted pair wires with a separate shield around each twisted pair and an overall shield as depicted 
in Figure 3 (ECSS Secretariat, 2008).

Inner Conductors

Each signal wire is 28 AWG, constructed from seven strands of 36 AWG silver‐coated, high‐strength 
copper alloy. The thickness of the silver coating is minimum 2.0 μm. The maximum acceptable DC 
resistance of the inner conductor is 256 Ω/km. Each signal is insulated using white, expanded, micropo-
rous PTFE without any except those for processing and pigmentation. (ECSS Secretariat, 2008; ECSS 
Secretariat, 2003 and ECSS Secretariat, 2014a). In ECSS Secretariat, (2014a) two identically structured 
variants exist, with the exception of the diameter of the signal wire for the inner conductor. Variant 2 is 
26AWG, hence all dimensions are a little larger. Since ECSS-E-ST-50-12C precedes ECSS Secretariat, 
(2014a) there is no mention of Variant 2 in the Standard, so in this chapter, Variant 1 (28 AWG) is always 
considered. It should be clarified that Variant 1 of Secretariat, (2003) is identical to Secretariat, (2014a).

Twisted Pair

The characteristic impedance of each differential signal pair is (100 ± 6) Ω differential impedance with 
a skew value between each signal in each differential signal pair less than 0.1 ns/m. Regarding the lay-
length, it is stated in ECSS-E-ST-50-12C the lay‐length of the two insulated conductors comprising a 
differential signal pair must not be less than 12 times and not more than 16 times the outside diameter of 
the unshielded twisted pair, yielding a lay-length of 24-32mm corresponding to 32-41 twists/m (ECSS 
Secretariat, 2014a). Also, Fillers, made of expanded microporous PTFE with only those additives for 
processing, are used with the differential signal pairs to ensure a smooth and uniform diameter under 
the shielding to contribute to a uniform impedance over the cable. Fillers have a diameter of 1.0 mm. 
Also, in the matter of inner shield, the ECSS-E-ST-50-12C (2008) states that each differential signal pair 
is shielded by a braided shield. The braided shield type is of push‐back type and provides not less than 
90% coverage. The shield wire size is 40 AWG. All strands used in the manufacture of the braided shield 
are silver‐coated, soft or annealed oxygen‐free high conductivity copper with a minimum thickness of 
silver 2.5 μm. The protective sheath for the shielded differential signal pairs is a white layer of extruded 
fluorpolymer PFA with a nominal wall thickness of 0.15 mm and only those additives for processing 
and pigmentation (ECSS Secretariat, 2008).

Complete Cable

The complete cable has a diameter of 7 mm maximum and a maximum weight of 80 g/m. It is constructed 
by four sets of differential signal pairs, twisted together not less than 12 times and not more than 16 
times the outside diameter of two shielded and jacketed differential signal pairs, yielding a 55-77mm 
lay-length (ECSS Secretariat, 2014a). A filler of a diameter of 1.0 mm, is used in the center of the four 
differential signal pairs to ensure a smooth and uniform diameter under the shielding to contribute to 
a uniform impedance over the cable. The filler material as used for the complete cable is microporous 
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PTFE with only those additives for processing. A binder, of the same material as the filler, is applied 
over the four differential signal pairs and central filler to keep the signal pairs and filler together in a 
fixed position, wrapped with a 50% maximum overlap (ECSS Secretariat, 2008).

The set of four jacketed and screened differential signal pairs are shielded by an outer braided shield 
of push‐back type that provides not less than 90% coverage. The shield wire size is 38 AWG. All strands 
used in the manufacture of the braided shield are silver‐coated, soft or annealed oxygen‐free high con-
ductivity copper with a minimum thickness of silver of 2.5 μm. It should be noted that the twisted pair 
shields do not make contact with one another nor with the outer shield. The outermost jacket over the 
four twisted screened and jacketed differential signal pairs is a white layer of extruded Fluoropolymer 
PFA with only those additives for processing and pigmentation and no identifying marking since pres-
sure applied to the cable during the marking process could adversely affect the electrical properties of 
the cable The nominal wall thickness of the jacket for the shielded differential signal pair is 0.25 mm 
(ECSS Secretariat, 2008).

The skew between the parts of the differential signal (intra-pair skew) in one differential signal pair 
is allowed to be a maximum of 0.1 ns/m. The skew between one differential signal pair and each other 
differential signal pair (inter-pair skew) within the cable must be less than the maximum of 0.15 ns/m 
(ECSS Secretariat, 2008).

Figure 3. SpaceWire cable transverse view (ECSS Secretariat, 2008)
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The maximum length of the cable assembly is set to 10 m to ensure that the end to end skew and jit-
ter introduced by the cable assembly does not exceed the maximum budget for the cable. Longer length 
cables can be used at slow data signaling rates provided that the signal attenuation and system jitter 
and skew limits are not violated at the operating data signaling rate (ECSS Secretariat, 2008). Detailed 
information can be found in clause 6 of the ECSS-E-ST-50-12C standard.

Shield Details

The coverage factor K(%) of the braided shield is calculated with regard to the number of strands N, the 
serving pitch P, the shield stand diameter din mm, the angle aof the shield with the cable axis in degrees, 
the effective diameter d of the core under the shield in mm and the number of carriers C is calculated 
from equation 1 with the aid of equations 2 and 3 (ECSS Secretariat, 2014a):

K F F� �� �2 2 	 (1)

F N P d
a

�
� �
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tan a
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�
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2
2
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The shielding effectiveness must conform to the limits for Variant 01 as depicted in Figure 4 (ECSS 
Secretariat, 2014a)

Connectors

The SpaceWire connector is a nine contact micro‐miniature D‐type with solder contacts, as defined 
in ESCC 3401/071, or crimp contacts. Connector contact identification as viewed from the rear of the 
receptacle or the front of the plug is depicted in Figure 5 (ECSS Secretariat, 2008).

The inner shield connection is connected to the inner shield of the SpaceWire cable. This inner shield 
of the SpaceWire cable is to be connected to signal ground according to the EMC requirements of the 
mission via a parallel resistor and capacitor (ECSS Secretariat, 2008).

In case of connections to a PCB, flying lead connectors are used. These connectors must have all 
the leads cropped to the same short length (less than 25 mm) and the wires comprising the differential 
signal pairs must be twisted together to minimize the discontinuity in impedance caused by the connec-
tor (ECSS Secretariat, 2008).

PCB mounting right‐angled connectors use is generally discouraged. In case they are used, signal path 
length compensation is mandatory to be performed by adjusting the length of tracks on the PCB. The 
signals connected to the top row must be given correspondingly shorter PCB track lengths than tracks 
going to the bottom row since the topmost row of pins on the right‐angled connect have longer leads than 
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the bottom row. Also, in this case, track length compensation is mandatory to be performed at the con-
nector end of the PCB tracks to maintain the differential signal across the PCB (ECSS Secretariat, 2008).

Cable Assemblies

SpaceWire cable assemblies are made from a length of SpaceWire cable of up to 10 m terminated at 
each end by nine-pin micro-miniature D-type connectors. Longer length cables are allowed at slow data 
signaling rates provided that the signal attenuation, system jitter and skew limits are not violated at the 
operating data signaling rate. The cable signal wires cross over to achieve a transmit-to-receive intercon-
nection, e.g. Dout+ is connected to Din+ (ECSS Secretariat, 2008).

The SpaceWire cable assembly includes an outer-shield which is 360º terminated to the connector 
backshell at each end of the cable. The individual shields of the differential signal pairs carrying the 
output signals Dout+, Dout‐ and Sout+ and Sout‐ are connected together and to the pin 3 of the connec-
tor as depicted in Figure 6 and tabulated in Table 1 respectively. This way two of the differential pairs 
are connected at one end of the cable and the remaining two at the other end (ECSS Secretariat, 2008).

A metal shell is bonded to the main body of the connector via a low impedance connection (less than 
1 Ω) to provide the necessary shielding to the connector. The connector shell is bonded to the outer shield 
of the cable via a low impedance connection (less than 1 Ω) (ECSS Secretariat, 2008).

Printed Circuit Board Tracks

SpaceWire can also be run over printed circuit boards (PCBs) or backplanes. Only point to point con-
nections are supported on a PCB or backplane, not multi‐drop bus structures. Bus type structures are 
built from point to point connections between nodes on the backplane. High-speed SpaceWire signals 
have a bandwidth of over 1 GHz (frequency of the signal edges); the PCB layout needs to be designed 

Figure 4. Minimum Shielding Effectiveness (ECSS Secretariat, 2014a)
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with some precautions. Among them, the PCB tracks must have (100 ± 6) Ω differential impedance, 
track pairs need to be well separated from other tracks, elimination of right-angle turns, minimal use 
of vias, each signal of the differential pair to be tracked identically and kept to the same length (differ-
ence in tracks less than 5 mm and less than 5% of the track length) to minimize skew of the differential 
signal, Data and Strobe signal pairs to be of the same length (less than 5 mm and less than 5% of the 
track length) to minimize the skew introduced between the Data and Strobe (ECSS Secretariat, 2008).

Signal Level

The signal level part of the SpaceWire standard covers signal voltage levels, noise margins, and signal 
encoding.

Figure 5. Identification of SpaceWire connector pins (ECSS Secretariat, 2008)
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Low Voltage Differential Signaling (LVDS) as defined in ANSI/TIA/EIA-644 is specified as the 
signaling technique for SpaceWire. LVDS uses balanced signals to provide very high-speed intercon-
nection using a low voltage swing (350 mV typical). The balanced or differential signaling provides an 
adequate noise margin to enable the use of low voltages in practical systems. The low voltage swing 
results in relatively low power consumption at high speed. LVDS is appropriate for connections between 
chips on a board, boards in a unit, and unit to unit interconnections over distances of 10 m or more (ECSS 
Secretariat, 2008). The LVDS signaling levels are illustrated in Figures 7 and 8.

A typical LVDS driver and a receiver are shown in Figure 9 connected by a medium (cable or PCB 
traces) of 100-ohm differential impedance. The LVDS driver uses current mode logic. A constant cur-
rent source of around 3.5 mA provides the current that flows out of the driver, across the transmission 
medium, through the 100-ohm termination resistance and back to the driver via the transmission me-
dium. Two pairs of transistor switches in the driver control the direction of the current flow through the 
termination resistor. When the driver transistors marked “+” are turned on and those marked “-” are 
turned off, current flows as indicated by the arrows on the diagram creating a positive voltage across the 

Figure 6. Complete assembly of SpaceWire cable (ECSS Secretariat, 2008)
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termination resistor. When the two driver transistors, marked “-”, are turned on and those marked “+” 
are turned off, current flows in the opposite direction producing a negative voltage across the termina-
tion resistor (ECSS Secretariat, 2008).

LVDS has several features that make it very attractive for data signaling (ECSS Secretariat, 2008):

•	 Near constant total drive current (+3.5 mA for logic 1 and -3.5 mA for logic 0) which decreases 
switching noise on power supplies.

•	 High immunity to the ground potential difference between driver and receiver, LVDS can tolerate 
at least ±1 V ground difference.

•	 High immunity to induced noise because of differential signaling, normally using twisted-pair 
cable.

•	 Low EM emission because small equal and opposite currents create small electromagnetic fields 
that tend to cancel one another out.

•	 Failsafe operation
•	 Not dependent upon particular device supply voltage(s).

Table 1. End to end signal wire connections (ECSS Secretariat, 2008)

Signal at A end Pin at A end Pin at B end Signal at B end

A-Din+ 1 Connection 9 B-Dout+

A-Din- 6 Connection 5 B-Dout

A-Sin+ 2 Connection 8 B-Sout+

A-Din- 7 Connection 4 B-Sout-

A-(Drain of pairs 5,9 and 
4,8) 3 No Connection 3 B-(Drain of pairs 5,9 

and 4,8)

A-Sout+ 8 Connection 2 B-Sin+

A-Sout- 4 Connection 7 B-Sin-

A-Dout+ 9 Connection 1 B-Din+

A-Dout- 5 Connection 6 B-Din-

A-Shield Shell Connection Shell B-Shield

Figure 7. LVDS Voltage Swing across 100Ω termination resistor (ECSS Secretariat, 2008)
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•	 Simple 100-ohm termination at the receiver.
•	 Power consumption is typically 50 mW per driver/receiver pair for LVDS compared to 120 mW 

for ECL or PECL signals used in IEEE Standard 1355‐1995.

Short Description of the Failsafe Operation of LVDS

In order to prevent the system from operating under erroneous conditions and prevent undesired behavior, 
the following must be incorporated into the design of the driver and the receiver (ECSS Secretariat, 2008):

•	 When the driver is not powered its output should be high impedance (greater than 100 kΩ).
•	 When the receiver is not powered its input should be high impedance (i.e. greater than 100 kΩ).
•	 Assuming a noise threshold of 10 mV is not exceeded at the receiver input, the receiver outputs 

must be locked to a high state (inactive) and not oscillate when:

Figure 8. LVDS Receiver Input Thresholds (ECSS 
Secretariat, 2008)

Figure 9. LVDS operation (ECSS Secretariat, 2008)
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◦◦ The driver is not powered, disabled or not connected to the receiver
◦◦ Receiver inputs are shorted or open circuit, in case of the cable or a wire in the cable is 

disconnected

Signal Coding

SpaceWire uses Data-Strobe (DS) encoding. This coding scheme encodes the transmission clock with 
the data into Data and Strobe signals so that the clock is recovered, i.e. bit synchronization, by the execu-
tion of an XOR function on the Data and Strobe lines. The Data signal follows the data bitstream, i.e. is 
high when the data bit is 1 and low when the data bit is 0, and the Strobe signal changes state whenever 
the Data does not change state from one bit to the next (ECSS Secretariat, 2008). This coding scheme 
is illustrated in Figure 10.

DS encoding improves the skew tolerance to almost 1-bit time, as opposed to 0.5-bit time for simple 
data and clock encoding. A link utilizes two pairs of differential signals, one pair transmitting Data and 
Strobe signals in one direction and the other pair transmitting Data and Strobe in the opposite direction, 
totaling eight wires for each bi-directional link. (ECSS Secretariat, 2008).

Data Signaling Rate

The minimum data signaling rate at which a SpaceWire link is allowed to operate is 2 Mb/s. On the 
contrary, the maximum data signal rate is the highest data signaling rate at which a SpaceWire link can 
operate and is defined by consideration of signal skew and jitter. The link in one direction can operate at 
a different data signaling rate to the same link in the opposite direction. Links within a system can oper-
ate at different data signaling rates. A SpaceWire link can operate at any data signaling rate between the 
minimum data signaling rate and the maximum possible data signaling rate. After a reset or disconnect 

Figure 10. Data‐Strobe (DS) encoding (ECSS Secretariat, 2008)
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the SpaceWire link transmitter initially commences operating at a data signaling rate of (10±1) Mb/s 
and continues at that rate until commanded otherwise (ECSS Secretariat, 2008).

Skew and Jitter Overview

Each system may achieve a different maximum data signaling rate. The maximum rate depends on several 
factors such as cable length, driver‐receiver technology, and encoder‐decoder design. Skew and jitter place 
limits on the maximum rate of the system. Figure 11 depicts the usual contributors to skew and jitter. 
A specific data rate value can be achieved when the total system skew and jitter added to the minimum 
edge separation of the receiver is lower than the bit period of the specific rate (ECSS Secretariat, 2008).

Character Level

SpaceWire supports only two types of characters: data and control characters as illustrated in Figure 13.

Figure 11. Skew and jitter contributors (ECSS Secretariat, 2008)
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Data Characters

Data characters are 10-bit characters, they contain one parity bit, one data-control flag, and the eight-bits 
of data transmitted with the least-significant bit first. The parity bit covers the previous eight-bits of a 
data character or the two bits of a control character, the current parity bit and the current data-control 
flag as depicted in Figure 12. The parity bit is set to produce odd parity so that the total number of 1’s 
in the field covered is an odd number. The data-control flag is set to zero to indicate that the current 
character is a data character (ECSS Secretariat, 2008).

Control Characters and Codes

Control characters contain a two-bit control code. Each control character is formed from a parity bit, a 
data-control flag, and the two-bit control code. The data-control flag is set to one to indicate that the cur-
rent character is a control character. Parity coverage is similar to that for a data character. One of the four 
possible control characters is the escape code (ESC). This can be used to form longer control codes. Two 
of these codes are the NULL code and the Time-Code, as depicted in Figure 13(ECSS Secretariat, 2008).

•	 NULL control code is formed from ESC followed by the flow control token (FCT). NULL is trans-
mitted, whenever a link is not sending data or control tokens, to keep the link active and to support 
link disconnect detection. The parity bit (P) in the middle of the control code is zero.

•	 The Time-Code is used to support the distribution of system time across a network. A Time-Code 
is formed by ESC followed by a single data-character.

Character Synchronization

Character synchronization is performed only once when a link is started or re-started following a link 
disconnection. After reset or link error the Data and Strobe signals are set to zero. When the transmitter 
is enabled after reset the first bit that is sent is a parity bit set to zero so that the first transition is on the 
Strobe line as depicted in Figure 14 (ECSS Secretariat, 2008).

With all the provided information regarding SpaceWire Standard as well as the systems built conform-
ing to it, the authors believe that readers have all the necessary data to start exploring the SpaceWire 
ecosystem, at least from an EMC point of view. Exchange level and higher, according to Figure 1, are out 

Figure 12. Parity Coverage (ECSS Secretariat, 2008)
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of the main scope of this chapter and they will not be analyzed further. Instead, some grounding strategies 
are presented and discussed. In addition to this, SpaceWire emissions, as well as some considerations 
to minimize them are discussed later in this chapter.

SpaceWire Revision 1

Since its first publication in 2003, the SpaceWire standard was not updated for more than 10 years. The 
European Cooperation for Space Standardization started the update process in 2012 to include the experi-
ence of the years of its application. Working Group ECSS-E-ST-50-12C Rev.1 WG prepared Revision 
1 of the standard. Revision. 1 (ECSS Secretariat, 2019) was published in May 2019. It includes several 
changes as well as new additions, many of which are out of the scope of this chapter. In this section, 
the authors will try to include the most important updates with a focus on the cables and assemblies.

The inter-pair skew is limited to a maximum of 0.1 ns/m. It may be more than 0,1 ns/m, provided 
that when incorporated in a cable assembly the overall Data-Strobe skew budget requirement for the 
SpaceWire link is met. Also, the max skew allowed to be introduced by the connectors at both ends of 
the cable assembly is 0,07 ns (ECSS Secretariat, 2019).

Figure 13. Control characters, codes, and data characters (ECSS Secretariat, 2008)
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The insertion loss maximum limits for each differential pair in the SpW cable is calculated from 
equation 4

a dB
m

k f k f k
fcable

�
�
�

�
�
� � � �1 2

3
  	 (4)

where f (MHz) is the Nyquist frequency applicable at the receiver (e.g. 100 MHz for a 200 Mbps link 
or 200 MHz for a 400 Mbps link), and k1, k2, k3 are constants related to differential pairs wire gauge 
according to Table 2. Figure 15 depicts the values for the insertion losses limits of the differential pairs 
of the cable for 28 AWG (Variant 1) and 26 AWG (Variant 2) wire gauges. Calculated insertion losses 
limits concern the cable only, the additional losses due to the connectors of the assembly are not taken 
into account (ECSS Secretariat, 2019).

Specifications for the maximum levels of Power Sum Near End Crosstalk (PSNEXT) and Power Sum 
Equal Level Far End Crosstalk (PSELFEXT) are also included in the revision 1 as tabulated in Table 3 and 

Figure 14. Link Start-Up Bit Sequence of SpaceWire (ECSS Secretariat, 2008)

Table 2. Constants for differential pair wire gauge

SpW Differential Pair Wire 
Gauge K1 K2 K3

28 AWG (Variant 1) 4,5e-2 4,0e-4 5e-4

26 AWG (Variant 2) 3,5e-2 1,8e-4 5e-4
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Table 4 (ECSS Secretariat, 2019). Values are for the cable only without considering the connectors of the 
assembly. In fact, this performance can only be achieved with EMI and crosstalk optimized connectors.

Connectors

In revision 1 of the standard, the connectors for the SpaceWire cable assembly are either type A or type 
B. The type A connector is a microminiature Dtype connector with nine crimp or solder contacts, as 

Figure 15. Differential pair insertion loss maximum limits a (ECSS Secretariat, 2019)

Table 3. Cable PSNEXT specification

Frequency 
(MHz)

PSNEXT 
(dB)

100 73.0

500 63.5

1000 39.0
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defined in ESCC 3401/029 and ESCC 3401/071. In addition to type A connectors, other connectors (type 
B) are allowed, provided that they meet the requirements. Type B connectors must have the following 
characteristics (ECSS Secretariat, 2019):

•	 contact pairs with differential impedance of (100 ±6) Ω,
•	 compatible with ESCC 3902/003 cables or balanced cables in ESCC 3902/002,
•	 compatible with the space environment as defined in ESCC 3401.

A connector with female contacts must include a conductive gasket for EMI improvement. Connec-
tors with male contacts will be used on cable assemblies. The outer shield of the SpaceWire cable must 
be circularly terminated to the connector body via an EMI backshell. The electrical resistance of the 
connection between the outer shield of the cable and the body of the connector with male contacts must 
be less than 10 mΩ at DC. The inner shields of the SpaceWire cable must be connected to the connector 
body by an impedance of less than 10 mΩ at DC. Any pigtails used to connect the inner shields to the 
backshell must be less than 10 mm in length. When type A connectors with female contacts are used to 
connect two cables, pin 3 must be connected to the body of the connector. Pin 3 of type A connectors 
with female contacts is connected to Circuit Ground also when used with type A cables to prevent charge 
accumulation (ECSS Secretariat, 2019).

In the case of Type B connector, the assignment of signals to connector contacts must be defined 
by the supplier but with the limitation that the two signals in each pair of conductors (Din+ and Din-, 
Sin+ and Sin-, Dout+ and Dout-, Sout+ and Sout-) must be assigned to adjacent pins of the connector. 
No connector pin will be connected to the cable shield. In the case where an outer shield is present, it 
must be circularly connected to the connector body. The inner shields must be circularly connected to 
the connector body when possible (ECSS Secretariat, 2019).

Cable Assemblies

Cable assembly type AL (type A Legacy) is the cable assembly specified in the current issue of the 
SpaceWire standard (ECSS Secretariat, 2008), prior to revision 1. Cable assembly type AL, after revi-
sion 1 was issued, is not recommended for use in new designs (ECSS Secretariat, 2019).

Acceptable cable assemblies in the standard revision 1 consist of

•	 two identical connectors of type A with male contacts joined by a length of cable,
•	 two connectors of Type B joined by a length of cable, or

Table 4. Cable PSELFEXT specification

Frequency 
(MHz)

PSELFEXT 
(dB)

100 65.0

500 50.5

1000 41.5
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•	 a length of cable in between one Type A connector with male contacts at one end, and one Type 
B connector at the other end.

The insertion loss through each differential pair in a cable assembly must be less than 7 dB at fre-
quencies up to 1.5 times the data signalling rate (i.e. for a 200 Mbps signal, the frequency at which the 
insertion loss is measured is 300 MHz) . (ECSS Secretariat, 2019).

Cable assembly type A will use type A connectors and cable with an outer shield. Pin 3 of the con-
nector must be left unconnected. The individual shields of each of the four differential signal pairs will 
be bonded to the connector shell via a low impedance connection of less than 10 mΩ. A metal backshell 
will be used for each connector to create, together with the outer shield, a continuous conductive barrier 
and to facilitate the termination of the inner shields. The outer shield of the cable must be 360° termi-
nated to the connector backshell via a low impedance connection. The connection impedance between 
the main body of the connector and the backshell must be less than 10 mΩ. The differential far end and 
near end crosstalk (FEXT and NEXT) between any two pairs in the SpaceWire cable assembly must be 
less than 20 dB up to 1 GHz. (ECSS Secretariat, 2019).

Cable assembly type B will be a cable assembly with an outer shield and matched impedance type 
B connectors as defined by the supplier. The cable in Cable assembly type B may be another form of 
cable with the following properties:

•	 differential impedance of (100 ± 6) Ω,
•	 compatibility with ESCC 3902/003 cables or balanced cables in ESCC 3902/002,
•	 compatibility with the space environment as defined in ESCC 3401.

The individual shields of each of the four differential signal pairs must be bonded to the connector shell 
via a low impedance connection (less than 10 mΩ). A metal backshell must be used for each connector 
to create, together with the outer shield, a continuous conductive barrier and to facilitate the termination 
of the inner shields. The outer shield of the cable must be 360° terminated to the connector backshell via 
a low impedance connection. The main body of the connector must be connected to the backshell via a 
low impedance connection (less than 10 mΩ). The differential far end and near end crosstalk (FEXT and 
NEXT) between any two pairs in the SpaceWire cable assembly must be less than 50 dB up to 1 GHz 
including the contribution of the cables and of the connectors. (ECSS Secretariat, 2019).

Bonding and Grounding

The grounding strategy is a key factor of the spacecraft design. A ground path characterized by low-
inductance and low-resistance is needed to provide a return path to fault currents as well as electromag-
netic interference (EMI) induced currents. Ground paths traditionally were constructed of Aluminum, 
but Space Agencies need lightweight structures so increasingly, lighter composite materials such as 
CFRP (Carbon-Fiber-Reinforced polymer), are selected to replace the standard aluminum panels as the 
spacecraft haul.

Bonding methodologies are distinguished to direct and indirect. In the case of direct bonding, the 
junctions are permanently fixed together without additional joints. This way a low impedance path is 
formed, improving the electromagnetic compatibility (EMC) performance. Therefore, direct bonding 
is preferred, but the indirect bonding cannot be avoided in installations with units installed on partially 
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or completely non- conductive ground planes like CFRP. The grounding network - usually composed 
of strips or foils of aluminum composing a “rail” structure to reduce mass, is a means to reduce the 
inductance of the ground connection and the common-mode current. This network is an additional item 
of the spacecraft composed of grounding rails routed under the cable bundles, or ground planes which 
are mounted on the face sheet. This solution, however, is not very flexible when the routing of cable 
bundles has to be adapted for late design modifications (Nicoletto, Boschetti, &Savi, 2014). Moreover, 
their successful exploitation must also take into account possible impacts on the electromagnetic com-
patibility performance of the onboard electronic systems. Consequently, electromagnetic interference 
issues have to be analyzed when such materials are used, using the radiated Electric Field (E-field) from 
high-speed digital lines as the parameter for this assessment.

Authors of Leininger et al. (2012) discuss the use of a network of round wires over a CFRP sheet as a 
replacement of the classical grounding rail system. They demonstrate that the electrical conductivity of 
carbon fibers can be used to simplify the grounding network. A low-resistance, low inductance network 
of metallic conductors is employed to divert fault currents from flowing through the CFRP structure. 
As an optimal alternative, the metallization of the CFRP face sheet is proposed, otherwise, ground 
conductors can be used. The use of rails, unless they are wide and track the entire harness, has no better 
results than the use of round wires, which can replace them and are easier to implement. In addition, to 
benefit from the ground plane properties of CFRP face sheet panels, low inductance connections of the 
electronic units to the panels need to be implemented (Leininger et al. 2012).

The authors of Nicoletto et al. (2014) compared the simulated radiated E-field for the three ground 
planes. The first is a 2.5:1 (length to width) aluminum plane. The second is a CFRP plane. The third is a 
modification of the second with a long aluminum strip (2.5x0.03x0.001 m) routed above the CFRP panel. 
This last case corresponds to a typical implementation of a grounding rail network. They concluded that 
the grounding plane made of aluminum, due to its intrinsic lower impedance, represents the best solution 
in terms of minimization of the radiated E-Field, in the whole frequency range analyzed. The plain CFRP 
plane induces higher levels of radiated E-field especially at lower frequencies (<200 MHz) compared to 
the grounding rail network. However, in all three cases, the radiated electric field levels are well inside 
the typical requirements applicable to Space equipment. Based on these results, CFRP panels may be 
used for common mode current return, avoiding the mass penalties induced by the implementation of a 
grounding network that tracks the entire harness (Nicoletto et al., 2014). This conclusion, regarding the 
suitability of CFRP for the ground plane, is also highlighted in Nikolopoulos et al., (2020).

Full Duplex Link Emissions Measurements

To acquire actual full-duplex link emissions from a SpaceWire link, the authors of Baklezos et al. (2020), 
proposed a measurement setup, based on military standard 461G (USA-DoD, 2015), as depicted in Figure 
16 and Figure 17, The measurement setup imitates the typical harness routing in a satellite or spacecraft. A 
one-meter SpaceWire cable is placed over an aluminum (conductive) table. TELETEL’s iSHAFT handles 
the signal generation and capturing. The iSHAFT Simulator/ Recorder is an advanced Data Front End 
with traffic generation capabilities that simulates SpaceWire instruments, enabling system integration 
tests before the availability of the flight models. It also provides a tool for the validation of satellite/
spacecraft on-board communication protocols and data networks implementing the SpaceWire protocol.

Authors in Baklezos et al. (2020) investigate the radiated emissions of the SpaceWire cable for the 
extreme values of the protocol-supported data rates. Link speeds of 10 and 400Mbps with payload sizes 
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of 32 and 2048 bytes consist of 4 different possible modes of the full-duplex operation for the SpaceWire 
link. Table 5 tabulates the used measurement parameters of the EMI receiver according to the military 
standard 461G (USA-DoD, 2015). Authors (Baklezos et al., 2020) present the results of the measure-
ments corresponding to these different modes of operation and report 6 dB as the estimated expanded 
uncertainty of the electric field amplitude measurement based on the EN 55016-4-2_2011, A2: 2018 
Standard (tables D1-D6).

Figure 18 depicts the radiated emissions measurement results for both polarizations (Horizontal & 
Vertical) in the frequency range 30 MHz - 1 GHz. The operational mode of the SpaceWire link is 10Mbps, 
32 Bytes payload size. Slightly higher levels of emissions are present in the Vertical Polarization along 
with more spectral spikes but overall, the spectrum is rather quiet (Baklezos et al., 2020).

The full-duplex SpaceWire link operating in the mode of 10 Mbps data rate and 2048-byte payload 
size was measured and the radiated emissions are depicted in Figure 19. Both polarizations are reported. 
The emissions present slightly lower maximum levels compared to the 32 bytes payload, other than that 
the link presents the same behavior in both polarizations (Baklezos et al., 2020).

Figure 20 depicts the results of radiated emissions measurements of the operational mode with a data 
rate set equal to 400 Mbps, i.e. the maximum supported by the protocol. The payload size was set to 
32 Bytes. Both polarizations in the frequency range of 30 MHz to 1 GHz are measured. The link speed 

Figure 16. Radiated Emissions Setup Top-View (Baklezos et al., 2020)
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increase almost doubled the maximum emissions levels in both polarizations and the spectral spikes of 
the emissions are clearly distinguished. The contamination of the spectrum is occurring almost to the 
end of the measured frequency range (Baklezos et al., 2020).

The last reported measured mode in Baklezos et al., (2020) is the one with the payload increased 
to 2048 bytes and the link speed set to 400Mbps. The measured radiated emissions for this mode are 
depicted in Figure 21. Data for both polarizations are included in the results for the frequency range 30 
MHz - 1 GHz. More broadband emissions are present and they are smeared across the spectrum but 
they present slightly lower maximum levels when compared to the results of the smaller payload size 
measurement results. As the link speed increases it gets more and more difficult to isolate a quiet spec-
trum area (Baklezos et al., 2020).

Figure 17. Radiated Emissions Setup Side-View (Baklezos et al., 2020)

Table 5. EMI Receiver Parameters

Step Frequency IF Bandwidth Detector Frequency Sweep Measure Time

100 kHz 120 kHz Peak 30MHz -1 GHz 20ms
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Figure 18. Radiated Emissions Measurement Results (Mode: Data rate 10Mbps, payload 32 bytes, H/V 
Polarization) (Baklezos et al., 2020)

Figure 19. Radiated Emissions Measurement Results (Mode: Data rate 10Mbps, payload 2048 bytes, 
H/V Polarization) (Baklezos et al., 2020)
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Figure 20. Radiated Emissions Measurement Results (Mode: Data rate 400Mbps, payload 32 bytes, H/V 
Polarization) (Baklezos et al., 2020)

Figure 21. Radiated Emissions Measurement Results (Mode: Data rate 400Mbps, payload 2048 bytes, 
H/V Polarization) (Baklezos et al., 2020)
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CABLE MODELS FOR EMC PURPOSES

Physical-Based Model

Authors of Treviso et al. (2019) developed and validated a physical-based model for frequencies up to 
1GHz of the variant 01 of the SpaceWire cable terminated to two micro D-type connectors. This physi-
cal model consists of the SpW cable model and the connector model.

The cable model is built as a cascade of W-elements in HSPICE (Treviso et al., 2019), each element 
accounting for the various characteristics and effects. The first element is based on the per-unit-length 
parameters (as functions of frequency) of the untwisted versions of the wire pairs as estimated via a 2D 
solver based on the cable cross-section depicted in Figure 3 and considering all the shields solid. This 
element accounts for the dependence of the materials and phenomena like proximity effect, skin effect 
and shield transfer impedance. There is another element that accounts for the transition between the cross-
sections of the cable and the connector. This transition consists of the cascade of two blocks with constant 
cross-sections. The two sections corresponding to the cable transitions have been characterized through 
their per-unit-length parameters computed via a 2D field solver. Two cascaded W-elements in HSPICE 
represent the resulting two sets of frequency-dependent per-unit-length matrices (Treviso et al., 2019).

CST MICROWAVE STUDIO is used to model the micro D-type connector (male) model in the 
frequency-domain. A vector-fitting approach (Treviso et al., 2019) is used to generate an equivalent 
lumped circuit based on the CST model results. The connector is electrically small for all frequencies 
under consideration, so the use of the lumped model is acceptable.

Overall, the cable and connector system model yields a netlist that can be employed by most com-
mercial SPICE-like simulators. Authors (Treviso et al., 2019) point out that the circuit equivalent ac-
counts for the frequency-dependence of materials and all interactions among the parts of the connector.

The physical-based model presented in (Treviso et al., 2019) is validated via Vector Network Analyzer 
(VNA) measurements for differential mode, common mode and mixed-mode scattering coefficients. 
The measurements are used to characterize the frequency domain response of the SpW physical layer. 
The aforementioned physical-based modeling of each of the components can replicate the measured 
scattering parameters.

Radiated Emissions Modelling

A different approach is to model the radiated behavior of the SpW cable based on emissions measure-
ments as presented in Nikolopoulos et al. (2020). The core idea of the methodology is the representation 
of the cable by its shielding, ignoring the physical internal cable configuration, which then is treated as 
a travelling wave antenna. The concept was initially introduced in Baklezos et al. (2016). As a conse-
quence, the radiated emissions are attributed to the current flowing on the shield. The estimation of this 
current on the cable shield across a frequency range of interest is achieved through a single standardized 
measurement, quite common in EMC (ECSS Secretariat, 2012). The methodology enables the prediction 
of EM emissions through the decomposition of the contributing phenomena. According to Baklezos et 
al. (2016), three contributing factors are considered: the current distribution I(𝜔), the dielectric proper-
ties of the ground and the reflected current at the cable and its image. The shield is considered a trans-
mission line, and as such it may not be terminated properly. The model accounts for this possible im-
proper termination of the shield with the addition of the reflected portion of the current distribution. 

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



67

SpaceWire
﻿

This is expressed with the complex reflection coefficient of the reflected current � �� � � �e j Arg a . (Niko-
lopoulos et al., 2020).

The source and image geometry are showcased in Figure 22 along with the designated angles needed 
for the calculation of the electric field. The ground plane in Figure 22 lies on the YZ plane while the 
top arrow indicates the current distribution (I) on the cable’s outer shield. The bottom arrow indicates 
the image (I’) of the current distribution. R1 and R2 are the distances of the measurements point P to the 
center of the cable length and its image, the distance from the measurement point to the origin is r and 
h is the height above the ground plane the cable is placed. The reflection coefficient Γ (image theory) 
is calculated from the equation 5:
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Where 𝜇 is the relative permeability, 𝜀r is the relative permittivity and 𝜎 is the conductivity of the ground 
medium, 𝜀o is the permittivity of the vacuum, 𝜔 is the angular velocity corresponding to the frequency 
f and Ψ is the grazing angle (supplementary of the angle of incidence, between the incident wave and 
the ground plane) according to the formulation in Nikolopoulos et al. (2020).

The total electric field distribution is calculated by equation 6 considering the three independent 
contributing factors (Baklezos et al., 2016):
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where f(𝛾) and �� �f � are expressed by equations 7 and 8:
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where k is the wavenumber, L is the length of the cable and 𝛾 is the angle between the ground plane and 
the line from the measurement point P to the origin O. The current distribution I(𝜔) and the complex 
𝛼 are calculated solving the inverse problem, iteratively for all frequencies, as presented in Figure 23, 
from the standard EMI/EMC measurement.
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The initial step in the methodology is the measurement of the radiated emissions of the cable on a 
fixed height above a standard aluminum ground plane. From these experimental results, the proposed 
algorithm (Nikolopoulos et al., 2020) attempts to find an optimal model to match these measurements, 
which comprises of the solution values for the current distribution I(𝜔) and the complex 𝛼.  These two 
independent optimized parameters synthesize the complete model of the cable. Given the current distribu-
tion and the complex 𝛼 values that were calculated in the previous step, radiated emissions of the same 
system can be estimated, from equation 6, above any other ground (with known dielectric properties), 
placed at any height (optimized parameters of the extracted model) at a selected point P.

An iteration across the whole frequency range makes possible the prediction of electromagnetic emis-
sions in a selected relative position and over a selected ground material (with known dielectric properties) 
completely ignoring the structural details of the cable. The model extracted with this methodology provides 
a safe estimation for the maximum emission levels over a wide frequency span (Baklezos et al. 2016).

In the aforementioned scheme, for each frequency, a genetic algorithm is used to match the estimated 
value of equation 6 with the measured value at point P, minimizing the objective function of equation 
9 (Nikolopoulos et al., 2020).

Figure 22. Electric field calculation over a ground plane (Nikolopoulos et al., 2020)
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Figure 23. Modeling methodology flowchart (Nikolopoulos et al., 2020)
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Authors in Nikolopoulos et al. (2020) applied the methodology to a 2.5 meters-long SpW cable of AWG 
28 - constructed and wired according to ECSS-E-ST-50-12C, with one-meter transverse to the antenna 
direction. Two arbitrary function generators were used to feed the cable so the full-duplex operation was 
emulated. To simulate the operation of the SpW/LVDS link, a small PCB, acting as a complete LVDS 
interface, was implemented to drive the signal from the 50 Ω output of the generator to the 100 Ω SpW 
cable. This LVDS driver device was fed by the Agilent 81130A outputs with the Data and Strobe signals 
and provided LVDS output. Additionally, this driver had 100 Ω termination resistances to terminate 
signals fed from the other side of the SpW/LVDS link Authors employed two shielded enclosures to 
include the PCB of the LVDS driver on each side of the link along with their corresponding DC power 
sources to minimize the PCB emissions interference to the measurement and to increase the immunity 
of the circuitry of the driver.

Authors of Nikolopoulos et al. (2020) initially measured the radiated emissions of the cable routed 
over an aluminum ground for two pulse-rates 100 and 200 MHz. They report that all measurement re-
sults were denoised, modeling only emissions greater than a specific threshold noise level equal to 10 
dBuV/m. The threshold was employed to avoid modeling noise values and to greatly reduce the modeling 
time since the time is linearly proportional to the number of frequency bins investigated. To detect this 
threshold level, authors benchmarked the environment noise with all equipment active excluding the 
cable, before the actual in the anechoic chamber. The maximum registered noise value was set as the 
threshold. This way only emissions originating from the cable are registered during the measurements 
(Nikolopoulos et al., 2020).

Measurements in Nikolopoulos et al. (2020) were conducted following ECSS-E-ST-20-07C Rev. 1: 
Space Engineering – Electromagnetic Compatibility (ECSS Secretariat, 2012) to maximize the reliability 
and the repeatability of the measurement results. However, some discrepancies were observed during 
the measurement campaign. A possible source of these deviations is that the SpW cable, as per ECSS-
ST-50-12, had its inner shields terminated by pairs at pin 3 of the D-type connector. This is proved to be 
a not optimal setup and the recommendation is that all shields are terminated to the backshell and pin 
3 at both ends of the connector. Another possible contributor to these deviations at emissions, beyond 
the normal EMC margin, can be traced to the 9-pin micro-miniature D‐type connector specified in the 
SpaceWire standard that is not designed for balanced signals and causes emissions especially on higher 
frequencies.

The performance of the micro D-type connector is a known issue. To overcome that, Axon’ Cable 
was selected to carry out the development of a new, compact impedance-matched SpaceWire connector 
under an ESA Technology Research Project. The findings of this project are presented in Enouf &Hemant, 
(2016). The authors presented a compact, impedance-matched connector with a desirable size coupled 
with significantly improved electrical and EMC performances, namely “MicroMach”. A trade-off was 
made concerning the cable shield termination to the connector backshell (not full 360° screening) to 
minimize the size. Preliminary measurements are reported for bonding resistance between male & female 
contacts less than 5 mΩ, Near End and Far End Crosstalk (NEXT/FEXT) less than -50 dB up to 1 GHz, 
and Return loss less than -20 dB up to 1 GHz. The new MicroMach SpaceWire connector offers, at a 
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size marginally larger than the current micro-D, significantly improved performance in data rate, EMC 
and crosstalk compared to any of the current market solutions (Enouf &Hemant, 2016).

The proposed methodology treats the whole cable assembly is treated as a unit, not separating the 
connectors, which are normally one of the major causes of EMC emissions (Nikolopoulos et al., 2020). 
From the results of these measurements and according to the presented algorithm (Figure 23), the current 
distribution along with the parameter 𝛼 for measurement point P  are calculated. The dielectric properties 
of the ground plane materials that were used to calculate Γ in each case are tabulated in Table 6. The 
Genetic Algorithm (GA) procedure indicates that the magnitude and argument of complex coefficient 𝛼 
for the two ground planes optimized at the mean values of 0.726 and 76.890 for pulse-rate of 100 MHz 
and 0.712 and 62.020 for pulse-rate 200 MHz respectively (Nikolopoulos et al., 2020).

Figure 24. Field Emissions Comparative Results (Modelled vs Measured) (Pulse Rate 100MHz) (Niko-
lopoulos et al., 2020)

Table 6. Dielectric Characteristics of Ground Materials (Leininger et al., 2012)., (Akhtar et al., 2006).

Ground Materials 𝜀r 𝜎 (S/m) 𝜇

Aluminum 1 38x106 1

CFRP 2530 28.3 1
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After the model parameters are extracted based on the measurements above the aluminum ground, the 
radiated emissions for the case of the cable above the CFRP ground plane were predicted using equation 
6 and the Γ coefficient as adjusted accordingly from the dielectric characteristics of Table 6. The results 
of the modeled radiated emissions are depicted in Figure 24 for the 100 MHz pulse-rate and in Figure 25 
for the 200 MHz pulse-rate against measurements. These figures indicate the good agreement of model 
and measurement results, a result quite satisfactory for a fast EMC pre-compliance method, especially 
when taking into account the high uncertainty (~ 5dB) involved in the measurements. Moreover, the 
capability of the methodology in providing a model that produces safe estimation regarding the radiated 
emissions level is found satisfactory especially over the wide frequency range. This fact is enhanced given 
the methodology requirement for only a single point measurement over a common ground material such 
as aluminum and the especially complex structure of the cable (Nikolopoulos et al., 2020).

Radiated Emissions Modified Modelling

Authors of Baklezos et al. (2020), adopted the modeling of Nikolopoulos et al. (2020) in the representation 
of the cable shield as a traveling wave antenna. Although the overall modeling rationale remains the same, 
work in Baklezos et al., (2020), differentiates from the one in Nikolopoulos et al. (2020) in the description 
of the current distribution. Instead of the distinct treatment for each frequency bin monochromatically 

Figure 25. Field Emissions Comparative Results (Modelled vs Measured) (Pulse Rate 200MHz) (Niko-
lopoulos et al., 2020)
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which yields the current distribution, authors in Baklezos et al., (2020), employ a more realistic current 
description composed of pulses given the pulsed nature of the LVDS signal. They consider 6 pulses 
injected to the outer shield due to intra-pair and inter-pair skew of the DS encoding (Figure 26). These 
injected multiple pulses form a current distribution on the shield which in turn is the cause of the cable’s 
radiation Additionally, the solving approach in this modeling methodology is enhanced considering the 
whole spectrum, instead of the previous approach: bin by bin. This way a single inverse problem is solved 
heuristically (via Differential Evolution - DE) as opposed to the numerous problems (depending on the 
frequency bins/frequency resolution) of the previous methodology. (Baklezos et al., 2020).

Equation 10 expresses the radiated emissions taking into account all the contributing phenomena 
such as the reflection on the ground via the coefficient Γ, the full-duplex transmission scheme via the 
terms on the first bracket, the cable’s height -h and orientation via the angular coefficient 𝛾).
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Authors in Baklezos et al. (2020) modeled the current distribution on the outer shield of a SpaceWire 
cable when the link operated in the 400 Mbps data-rate and 2048 bytes payload mode for the vertical 
polarization measurement (Figure 21). The flowchart of the exact methodology is depicted in Figure 27.

The current distribution spectrum is extracted from the measured electric field solving equation 10 
and depicted in Figure 28. This current is considered the source of the radiation Imeas(𝜔) and expressed 
as the sum of the six (4 intra / 2 inter pair skew) pulses according to equation 11.

Figure 26. SpW Intra-pair and Inter-pair Skew effects (Baklezos et al., 2020).
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Figure 27. Algorithm flowchart (Baklezos et al., 2020)

Table 7. Pulses Solution Parameters – Extracted Model (Baklezos et al., 2020)

# Pulse Duration 
(s)

Trise 
(s)

Tfall 
(s)

DC Amplitude 
(A)

Occurrence Time 
(s)

1 2.73e-8 7.53e-9 5.32e-9 0.2 5e-6

2 0 1.22e-7 1.63e-7 0.21 4.9e-6

3 9.97e-22 2.5e-6 7.3e-8 0.57 5e-6

4 4.35e-11 4.17e-9 9.44e-9 0.47 4.9e-06

5 6.2e-8 2.56e-9 2.03e-8 0.097 5e-6

6 1.06e-9 5.41e-9 9.02e-9 0.59 4.97e-6
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(11)

where n=f∙T and 𝜔0=2𝜋/T, T is the period of the pulse in seconds and f is the frequency in Hz and Ai 
the pulse amplitude in amperes. The parameters of the six pulses (amplitude – Ai, occurrence time - t p i , 
rise time - τ ri , rise time - τ fi , pulse width 𝜏i) are extracted heuristically with the aid of the differential 
evolution algorithm and tabulated in Table 7. These parameters constitute the model representing the 
measured mode of operation of 400 Mbps and 2048 bytes payload size (Baklezos et al., 2020).

Next, authors in Baklezos et al., (2020) used this pulse model to reconstruct the current distribution 
Imodel(𝜔) as depicted in Figure 28. The current Imodel(𝜔) is in very good agreement with the one fed to the 
algorithm (the envelope of the current as calculated from the field measurements). Lastly, the model 
current distribution Imodel(𝜔) is used to estimate the electric field emissions with the aid of equation 10.

The reported results for the field values produced by the model prediction, as depicted in Figure 29, 
are in good agreement with the results of the measurement. Specifically, in the lower frequencies range 
(up to 300 MHz) an almost excellent agreement is clear. The maximum emission levels are near per-
fectly predicted by the model, which is critical for worst-case EMC methodologies. For the rest of the 
frequency range under study, there are deviations up to even 10dB. Overall, across the whole measured 
spectrum, over three-quarters of all field values lie within the 6dB margin of expanded uncertainty. The 
rest that exceeds this margin can be potentially attributed to other radiation phenomena that are currently 
not included in the model implemented by the authors (Baklezos et al., 2020). These sources of high-
frequency emissions however are expected to have limited impact in lower data rate modes, so authors of 
Baklezos et al. (2020) are confident that the accuracy of the methodology will increase the other modes 
of operation as the spectral content will be limited to the lower frequency regions.

Figure 28. Imeas and Imodel Comparison (Baklezos et al., 2020).
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FUTURE RESEARCH DIRECTIONS

Space missions are an active field in engineering. The SpaceWire ecosystem is full of new challenges. An 
issue that is worth the focus is the research on the applicability and effectiveness of Galvanic Isolation 
of SpaceWire as it promises reduced sensitivity to common-mode noise compared to LVDS. Another 
relative issue worth exploring is DC balanced SpaceWire. A Direct-Current line-balanced interface 
provides the ability to isolate the physical layer to achieve common-mode voltage rejection or even the 
complete galvanic isolation. Moreover, it could minimize the number of conductors and transceivers 
by eliminating the need for a Strobe line. Another important direction is the dreaded 10 m link length 
limitation. While this length is sufficient for the actual missions, it hinders the efforts at the verifica-
tion stages since it proves to be a limiting factor at system level measurements. So work is underway to 
surpass this limitation. At another front, in the SpaceWire ecosystem a new protocol is introduced, the 
SpaceFibre, which supports both electrical and fiber-optic cables. It was developed to cover the need for 
higher and higher data rates offering multi-Gigabit/s speeds. SpaceFibre was standardized in 2019 as 
ECSS-E-ST-50-11C. Another important aspect to consider is the use of SpaceWire in robotics systems in 
space. Current SpaceWire standard is not tailored to robotic use, for instance, the cables and connectors. 
Research that contributes to any of those areas will greatly affect the future of the field of space missions.

CONCLUSION

SpaceWire is a point-to-point bit shipping protocol using LVDS as the physical layer. Given the wide use 
of the SpaceWire, due to the standardization, it is near impossible to work or study in the space mission 
field without some level of familiarity with SpaceWire. The main objective of the chapter is to discuss 

Figure 29. Electric field Comparison, predicted using Imodel, Measured using measurements envelope 
(Baklezos et al., 2020).
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the SpaceWire standard ECSS-E-ST-50-12C and ECSS-E-ST-50-12C Rev.1 from an EMC engineer’s 
point of view, with a special focus on modeling methodologies aiming at the Electromagnetic Compat-
ibility and Immunity aspects. This chapter describes the SpaceWire standard, focusing on the levels that 
play a major role in the electromagnetic behavior of the system and concern cable assemblies, shielding, 
bonding and grounding. Measured radiated emissions that can possibly affect spacecraft components 
are presented along with other EMC/EMI issues that may have an impact on the system performance. 
The levels of the standard that define the EMC behavior of the system were highlighted. Engineers or 
scientists regardless of their approach to the standard, theoretical or practical, can only gain from the 
information herein. Students interested in space missions can also benefit from the concentrated infor-
mation found in this chapter. Finally, by including a section in this chapter that presents various radiated 
emissions measurement results and discussing recent modelling methodologies authors hope to provide 
the readers with a more complete-all-around-understanding of the system as well as some initial tools 
to perform preliminary assessments.
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KEY TERMS AND DEFINITIONS

AWG: American wire gauge.
Data Strobe Encoding (D-S): encoding scheme in which a sequence of data bits and clock is en-

coded as the original Data bit sequence, together with another bit sequence (Strobe) which changes state 
whenever the Data bit sequence does not. The clock can be recovered by performing the XOR function 
on the Data and Strobe.

Electromagnetic Compatibility (EMC): The ability of a system to function satisfactorily in its 
electromagnetic environment without introducing intolerable electromagnetic disturbances to anything 
in that environment.

Electromagnetic Immunity: The ability of a system to maintain its proper functionality under ex-
posure to various sources of electromagnetic disturbance.

Jitter: Random errors in the timing of a signal.
Lay-Length: Number of twists per length unit expressed as the length between one complete turn 

of a single end in the cable.
Shielding: A method for the mitigation of electromagnetic disturbances which is based on the con-

cept of creating an electrically continuous enclosure around the under-protection structure, mainly by 
the use of conductive materials.

Skew: Difference in time between the edges of two signals which should ideally be concurrent.
SpaceWire: A standard that specifies the physical interconnection media and data communication 

protocols to enable the reliable sending of data at high‐speed (between 2 Mb/s and 400 Mb/s) from one 
unit to another. SpaceWire links are full‐duplex, point‐to‐point, and serial data communication links.

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use

http://spacewire.esa.int/content/Standard/Standard.php
http://spacewire.esa.int/content/Standard/Standard.php


80

Copyright © 2021, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  3

DOI: 10.4018/978-1-7998-4879-0.ch003

ABSTRACT

Electromagnetic environmental shielding is one of the main research topics for the development of aero-
nautical and space applications. Numerous research groups around the world study the problems that 
space systems and astronauts experience when these are subjected to space radiation. Despite the progress 
made so far, different proposals of advanced materials have been continuously proposed throughout the 
history of space career to protect space systems and astronauts against the solar particle events (SPE), 
cosmic rays galactic (GCRs), and proton-electron radiation (PERs). This chapter presents the recent 
advances made about space environmental shielding and that have been reported so far to visualize the 
future perspectives that this type of research must carry out so that future space voyage is completely 
reliable for space systems and astronauts. This research area is fully current, and its experimental suc-
cess will depend on the work done by all space researchers and professionals.

INTRODUCTION

The space environment has been considering commonly as a vacuum; however, it is composed of innu-
merable constituents such as photons, particle radiation, meteorites, neutral and ionized molecular and 
atomic interactions, variable thermal environment, and orbital debris, which regularly produce a decrease 
of performance or even catastrophic failures to aerospace systems (Piscane, 2008). The natural space 
environment is composed of the neutral thermosphere, thermal environment, plasma, meteorites, and 
orbital debris, solar environment, ionizing radiation, magnetic field, gravitational field, and mesosphere. 
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In addition, the relative impact of the environmental effects of space have been determined according to 
the orbit in which the space system is located (Calders, 2018):

•	 Low Earth orbit (LEO) (Kleiman, 1995),
•	 Middle earth orbit (MEO),
•	 Geosynchronous equatorial orbit (GEO),
•	 International space station (ISS),
•	 Earth observation system (EOS),
•	 Tropical rainfall measuring mission (TRMM),
•	 Global positioning system (GPS), or
•	 The Defense satellite communications system (DSCS).

The effects considered in the aerospace environment are direct sunlight, gravity field, magnetic field, 
trapped radiation, solar particle events, galactic cosmic rays, orbital debris, meteorites, ionosphere, 
spacecraft electric charge, and neutral atmosphere (Piscane, 2008). According to the impact that these 
effects of the space environment have on a space application, NASA established a relative scale that 
ranges from zero to ten. This scale establishes that:

•	 the effect can be ignored (value of 0),
•	 the effect may or will cause upsets (value of 1 or 2, respectively),
•	 the effect may or will require design changes (value of 3 or 4, respectively),
•	 the effect may or will reduce mission effectiveness (value of 5 or 6, respectively),
•	 the effect may or will shorten the mission (value of 7 or 8, respectively),
•	 Moreover, the effect may or will deny the mission (value of 9 or 10, respectively).

The effects of the aerospace environment have had a significant impact on the performance of the 
following subsystems of a space shuttle, space stations, satellites, or aircraft: determination and control 
of altitude, avionics, electrical power systems, environmental control and life support, guided naviga-
tion and control, instrumentation, materials and/or structure, thermal control, as well as in telemetry, 
tracking, and communications.

Any system or living being sending to a space mission will be exposed to harmful radiation in the 
form of energetic particles from solar and galactic sources (Letfullin, 2019). The three main contributors 
to space radiation are galactic cosmic rays (GCRs), solar energy particles (SEPs), and bremsstrahlung 
X-rays (BXRs). Cosmic ray particles beyond the Earth’s magnetosphere are composed of 85% protons, 
14% alpha particles, and 1% heavier nuclei with energies in the range of billions of electron volts. SEPs 
are making up protons and electrons coming from the Sun. Heavy nuclei are composed of light elements 
such as lithium and beryllium. The charged particles within the solar system are releasing from the upper 
atmosphere of the sun. The solar wind is made up of electrons, protons, and alpha particles with energies 
ranging from 1.5 to 10 KeV (Letfullin, 2019). Also, these particles travel in the speed range from 400 to 
750 Km/s. Bremsstrahlung X-rays are basing on photons emitted from an electron collision with a proton 
during their random thermal movement inside a hot gas, such as the sun’s atmosphere. Besides, these 
can be generating through the braking of high-energy charged particles by their collision with spacecraft 
shielding material. Both charged particles and X-ray photons can destroy the electronic components of 
space systems and causing biological damage to DNA, possibly leading to the presence of cancer in 
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astronauts (Geng, 2015. Traditionally, these systems and their occupants are protecting through some 
configuration of a massive shielding material that absorbs the energy of the particles that enter them. 
In the case of high energy galactic cosmic rays (GCRs), passive shields are too massive to be practical 
and will likely produce secondary radiation showers that may even be more damaging than the GCRs 
themselves (Kamsali, 2019; Warden, 2019). Active shielding involves very large magnetic and/or electric 
fields being adding to a spatial design to deflect energy particles that reduce or eliminate these effects 
(Tripathi, 2008). Numerous groups of researchers around the world are investigating possible solutions 
through multidisciplinary approaches to the development of these shielding systems (Spillantini, 2000; 
Jang, 2016; Kartashov, 2018; Rawal, 2018; Nenarokomov, 2019; Samwel, 2019; Shuvalov, 2020). Materials 
based on metals, polymers, ceramics, and composites can be used to develop electromagnetic shielding. 
Some examples of these materials are those used to block neutrons and gamma rays (Bel, 2019), only 
neutrons (Cataldo, 2019), and electromagnetic interference (Fayazbakhsh, 2012; Liu, 2019; Tishkevich, 
2019; Wanasinghe, 2019; Zhou, 2019). The introduction of nanomaterials is a driving force for future 
generations of materials that will be using in future generations of shielding solutions.

The purpose of this chapter is to describe and analyze the evolution that the materials used to offer 
electromagnetic shielding have experienced since the first space system launched in 1957. This work is 
intending to serve two audiences: first, those studying undergraduate engineering courses and graduates 
related to the design and engineering of spacecraft, and second, those experts in the field of the space 
environment. The chapter begins by describing the problems associated with the space environment. 
Subsequently, the history of the different materials used to allow electromagnetic shielding is discuss-
ing. Next, the impact of these materials on the design of space systems is analyzing. The prospects of 
engineering materials that must be developing in future decades are discussing later. Finally, conclusions 
related to this work are given.

Background

The space environment defines the atmosphere that surrounds or circulates a body in space. The study 
of this atmosphere seeks to understand and direct the existing conditions that affect the design, develop-
ment, and operation of the systems or devices sent to space, as well as the effects on living beings. The 
space environment involves naturally occurring phenomena such as atomic oxygen (AO) and atmospheric 
density, ionizing radiation, plasma, etc. and man-made factors such as orbital debris (Herr, 1994). The 
natural space environment is not static, multiple, and different events, with either relevant or irrelevant 
effects, can occur in an almost unpredictable manner. Therefore, the science and engineering associated 
with the space environment are constantly changing given this susceptibility to environmental factors. 
Understanding the effects of natural space environments and manufactured factors makes it possible to 
establish a management program that more effectively optimizes aspects of space missions such as risk, 
cost, quality, weight, verification, science, and technology.

Earth’s atmosphere is a set of layers of gases commonly known as air, which surrounds planet Earth 
and is retaining by Earth’s gravity (Herr, 1994). It protects life on Earth by creating pressure, which al-
lows liquid water to exist on the Earth’s surface, absorbs ultraviolet solar radiation, reheats the Earth’s 
surface through heat retention, and reduces the extremes of temperature between day and night. Dry air 
contains by volume: 78.09% nitrogen, 20.95% oxygen, 0.93% argon, 0.04% carbon dioxide, and small 
amounts of other gases. Its mass is 5.15×1018 Kg, three-quarters of which are within about 11 Km of 
the surface. Besides, the air contains a variable amount of water vapor, the average values being: 1% 
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at sea level and 0.4% over the entire atmosphere. Its composition, temperature, and pressure vary with 
altitude. This becomes thinner and thinner with increasing altitude, without a defined boundary between 
the atmosphere and outer space. The Kármán line located at 100 Km altitude is frequently using as the 
boundary between the atmosphere and outer space. The atmospheric effects are noticeable during the 
re-entry into the atmosphere at an altitude of 120 Km.

Different layers can be distinguished in the atmosphere according to their temperature and composition, 
as illustrated in Figure 1 (Herr, 1994; Silverman, 1995a; Silverman, 1995b). Starting from the ground 
level moving upwards these layers are called the troposphere, stratosphere, mesosphere, thermosphere, 
and exosphere. The troposphere is the layer of Earth’s atmosphere where humans live, and where a 
comfortable environment is generating when people are closer to ground level because the temperature 
decreases as altitude increases. The stratosphere is the layer of Earth’s atmosphere where ozone is finding, 
which absorbs dangerous high-energy ultraviolet light from the Sun, and which is converting into heat. 
Unlike the troposphere, in the stratosphere, both wind turbulence and temperature are less aggressive at 
lower altitudes. The mesosphere is the layer of Earth’s atmosphere where most meteors burn and where 
atmospheric pressure and temperature decrease as altitude increases, making the air non-breathable. The 
thermosphere is the layer of Earth’s atmosphere where high-energy X-rays and ultraviolet radiation from 
the Sun are absorbed, and its temperature rises to hundreds or thousands of degrees Celsius. Besides, in 
this layer, the air is so thin that humans would freeze and where most satellites to orbit. Thus this layer 
is where the northern and southern lights occur. The exosphere is the layer of Earth’s atmosphere that 
is considering the boundary of Earth’s gas envelope and from which air gradually escapes and it gradu-
ally fades into what is calling deep space. In addition to these layers, there is another layer called the 
ionosphere located between the mesosphere and the thermosphere, where high-energy radiation from 
the sun collides with atoms and molecules releasing electrons and producing electrically charged ions.

A low Earth orbit or LEO is defining as an Earth-centered orbit with an altitude of 2,000 km or 
less, with at least 11.25 periods per day, or an eccentricity less than 0.25. In this orbit, most of the 
space systems operate either controlled by Earth or autonomously. The previous definition assumes the 
use of circular orbits, but in reality (Hastings, 1996), the orbits are elliptical, and also, the Earth is not 
completely a sphere, so the reference altitude can vary greatly in different geographical positions on the 

Figure 1. Diagram showing the primary layers of the Earth’s atmosphere
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planet. Space stations as well as most satellites operate on LEO, but human space flights have exceeded 
LEO since 1968, but the altitude record has not been exceeding since then.

Table 1 summarizes the main space environments. The effects of the space environment will influ-
ence the following subsystems of a system or device sent to space: avionics, electrical power, guidance, 
navigation and control and/or pointing, materials, optics, propulsion, structures, telemetry, tracking and 
communications, thermal control, and mission operations (Herr, 1994; Bedinger, 1996). A more detailed 
description can be reading in (Herr, 1994).

On the other hand, space weather determines the dynamic processes that occur in the atmosphere, 
ionosphere, and geomagnetic space field, and that affect or modify the behavior of devices or systems 
as well as living beings. The effects of space weather on Earth include ionospheric storms, temporary 
changes in ozone densities, and disturbance in radio communications to GPS signals and underwater 
positioning. Even scientists theorize about a connection between sunspot activity and glacial ages (Belk, 
1997). Space weather can then be defined as the conditions and processes that occur in space and that 
can harm space systems and astronauts. Different processes occur in space weather such as changes in 
the solar wind (energy from the sun in the form of particles such as protons or electromagnetic radiation), 
changes in the interplanetary magnetic field, disturbances in the Earth’s magnetic field, and coronal mass 
ejections (CME) (Rask, 2008). Therefore, experts decide the ideal time to travel to space, and which ma-
terials should be used for space systems, as well as astronauts and/or living beings that accompany them.

Radiation is a form of energy from rays, electromagnetic waves, and/or particles (Silverman, 1995a; 
Silverman, 1995b). This can be visible or felt, while other forms - such as X-rays and gamma rays - 
can only be observing with special equipment. Besides, it can produce negative effects on the systems 

Table 1. Main space environments (Partially extracted from Herr, 1994).

Space Environment Description

Neutral Thermosphere This describes the variations in density found in space, its atmospheric components such as the 
presence of atomic oxygen, and the presence of winds found in the thermosphere.

Thermal Environment

This involves solar radiation (Albedo (percentage of radiation that the sun’s surface reflects 
the radiation that falls from the sun’s atmosphere) and outgoing longwave radiation (OLR) 
(electromagnetic radiation emitted from the Earth and its atmosphere) variations), radiative transfer 
(electromagnetic radiation diffused from the sun’s atmosphere), and atmospheric transmittance 
(effectiveness in transmitting radiant energy).

Plasma This implies three types of plasma: ionospheric (partially ionized plasma found in the ionosphere), 
auroral (magnetically trapped plasma) and magnetospheric (shocking solar wind plasma).

Meteoroids and Orbital Debris This determines parameters of the flow of meteorites and orbital debris such as its size distribution, 
mass distribution, speed distribution and directionality.

Solar Environment It associates the physics and dynamics of the sun, geomagnetic substorms, solar activity 
predictions, solar and geomagnetic indices, solar constant, and the solar spectrum.

Ionizing Radiation It groups the trapped proton-electron radiation, galactic cosmic rays (GCRs), and solar particle 
events.

Magnetic Field This relates to the natural magnetic field that represents the interaction of the solar wind with the 
charged particles emanating from the sun.

Gravitational Field This corresponds to the influence of the natural gravitational field that explains the influence that a 
body exerts on the space around itself.

Mesosphere This describes the variations in density found in space, its atmospheric composition, and the 
presence of winds found in the mesosphere.
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regardless of their nature and properties. Space radiation is comprised of atoms in which its electrons 
have been removing from the atom - normally, only the nucleus of the atom remains - when it was ac-
celerating in interstellar space at speeds approaching the speed of light.

Effects on space systems or devices arise from radiation, space debris, and meteorite impact, upper 
atmospheric drag, and electrostatic charge (Rask, 2008). Radiation in space mainly arises from three 
sources: 1) Van Allen radiation belts (as shown in Figure 2), 2) events of solar protons and solar energetic 
particles, and 3) galactic cosmic rays. A Van Allen radiation belt is defining as a region with charged 
particles from the solar wind, which are capturing by or held around the Earth by its magnetic field. 
Earth has two bells and sometimes others can appear temporarily. They are located from an altitude of 
640 to 58,000 km above the surface at which the radiation levels of the region vary. Most of the particles 
they contain come from the solar wind and others from cosmic rays. When the solar wind is trapping, 
the magnetic field deflects the energy particles and protects the Earth’s atmosphere from destruction 
(Piscane, 2008). They are located inside the magnetosphere. Bells regularly trap energetic electrons 
and protons, and rarely alpha particles. They jeopardize space systems when their components are not 
adequately shielding, and they remain for long periods in these regions of space.

In long-term missions, radiation absorbed by systems or devices can damage electronic components 
and solar cells (Dever, 2012). Besides, the effects of single events, such as the single event upsets (SEUs), 

Figure 2. Van Allen radiation belts
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produce changes in the electrical state by ionizing simple particles such as ions, electrons, or photons by 
striking these with sensitive nodes of active electronic devices producing so-called soft errors or SEUs.

In the case of crewed missions, these normally avoid passing or are placing in the radiation belts, 
as is the case of slow transit systems or systems permanently installed such as the International Space 
Station (ISS) to reduce their harmful effects (Dever, 2012). When a solar energy event occurs, such as 
coronal mass ejections and solar flares, particles from radiation reach very high energies and touch the 
Earth in times as short as 30 minutes, although it usually takes a few hours. The particles that commonly 
cause radiation damage are protons and heavy ions, and these damage astronauts and electronic circuits.

Space debris and meteorites impact space systems or devices at high speeds, causing them mechani-
cal or electrical damage (Belk, 1997). Space debris reaches average speeds of 10 km/s, while meteorites 
reach higher speeds of the order of 58 km/s or more. Mechanical and electrical damage causes anomalies 
such as loss of altitude control, which leads to adjustments on the stable operation achieved.

The geostationary orbit that surrounds the Earth contains plasma (Herr, 1994). The perturbations in 
the solar wind-heat this orbit during geomagnetic substorms. The hot plasma environment around the 
Earth produces an electrostatic charge on space devices or systems. The generated surface electrostatic 
charge contains hot electrons with energies in the range of kilo electron volts, and if discharges are pres-
ent, these will surely cause anomalies in space devices and systems.

Cosmic rays are atomic nuclei and high-energy protons moving in space at the speed of light. They 
come from the sun, outside the solar system, and distant galaxies (Hastings, 1996). When these collide 
with Earth’s atmosphere, it is possible to produce showers of secondary particles that sometimes reach 
the surfaces. 99% of cosmic rays come from atomic nuclei, while only 1% is producing by solitary elec-
trons. For those from atomic nuclei, about 90% are simple protons, 9% alpha particles and 1% are heavy 
elements known as HZE (High (H) atomic number (Z) and energy (E)) ions.

Due to the various effects of the space environment, scientists and engineers from the first system 
sent to space began to devise space-shielding solutions that involve mechanical and electrical improve-
ments. Before launching these systems into space, engineers evaluate environmental effects through 
radiation belt models, models of interaction with the space plasma, and atmospheric models to predict 
drag effects found in the lower orbits and during re-entry (Piscane, 2008).

An aurora is a display of natural light in the Earth’s sky, primarily seen in the high latitude regions 
(around the Arctic and Antarctic). The auroras are perturbations in the plasma of the magnetosphere 
caused by the solar wind. These are very strong to alter the trajectories of charged particles in both solar 
wind and magnetospheric plasma. Thanks to the energy of the solar wind, particles such as electrons 
and protons, precipitate into the upper atmosphere called thermosphere and/or exosphere (James, 1994).

WHY DESIGN MATERIALS FOR ELECTROMAGNETIC 
SHIELDING FOR SPACE APPLICATIONS?

Space radiation penetrates habitats, spaceships, equipment, spacesuits, and can damage the astronauts 
or living beings that accompany them (Rawal, 2018). Space radiation penetrates habitats, spaceships, 
equipment, spacesuits, and can damage the astronauts or living beings that accompany them. In low 
Earth orbit (LEO), astronauts and space systems lose the natural shield against cosmic and solar radia-
tion provided by Earth’s atmosphere. In deep space, they also lose the armor provided by the Earth’s 
magnetic field. Therefore, a priority for researchers and businesspersons is to offer alternatives for pro-
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tection against space radiation to minimize physiological changes in living beings, as well as protection 
of the space systems that transport them or where they live while they are in space (Fayazbakhsh, 2012). 
Various space agencies monitor the radiation environment inside and outside a manned aircraft through 
the radiation dosimetry technique. This technique performs the process of monitoring, characterization, 
and quantification of the radiation environment. In addition to offering an assessment of the radiation 
biology support, this technique estimates the amount of radiation to which the crew is exposed dur-
ing extra-vehicular activities, evaluates the radiation on any equipment transported in the aircraft, and 
performs computer modeling of the radiation on the crew. The equipment that performs this activity is 
a so-called dosimeter, and this is continuously using by astronauts on the International Space Station to 
monitor the levels of space radiation in their blood.

The effects and phenomena that space systems, astronauts, or living beings sent to a space mission 
described in the previous section have led numerous research groups to develop basic and applied 
scientific research to protect them through electromagnetic shielding (Silverman, 1995a; Silverman, 
1995b). Protection against electromagnetic radiation is essential for humans to live and work safely in 
space. Conventional methods to protect space systems and their occupants from these forms of radiation 
involve some shielding topology based on massive or passive material to absorb energy from incoming 
particles. Since astronauts will be exposing to high-energy galactic cosmic rays, these massive materials 
become impractical that will also likely produce secondary radiation showers that could be even more 
damaging than the cosmic rays themselves. The composition, thickness, and properties of a material using 
in electromagnetic shielding affect its capability to shield radiation (Rawal, 2018). A more interesting 
alternative is the so-called active shield, whose operation consists of the use of magnetic and/or electric 
fields to deflect energy particles. The design of materials that produce a magnetic field that is strong 
enough to deflect particles from cosmic rays but weak enough not to harm astronauts is a challenge.

Radiation shielding requirements vary due to different types and levels of radiation (Kamsali, 2019). 
More penetrating ionizing radiation such as those produced by gamma rays and galactic cosmic rays, 
pass through aluminum but are stopping by thick and dense materials such as cement. Generally, better 
shields can block a range of radiation. Hydrogen and hydrogen-rich materials are ideal for radiation 
shielding because they do not break easily to form secondary radiation sources. For example, onboard 
the space station, polyethylene, which is a hydrogen-rich material, has reduced astronauts’ exposure to 
space radiation in their sleeping rooms and the galley. The location of the International Space Station 
and the space shuttle in the low Earth orbit (LEO) reduces the requirements of electromagnetic shield-
ing thanks to the protection of the Earth’s atmosphere, which would not be so for a base on the surface 
of the Moon. In the design of a lunar module where astronauts could live on the Moon, electromagnetic 
shielding requirements would involve thick materials. This is because primary cosmic rays from high-
energy protons and heavy ions can penetrate the rooms. Materials such as metal sheets or insulating 
layers of lunar water, or both would be required for this purpose.

Electromagnetic shielding materials must not interact with space radiation particles. When these 
interactions appear, nuclear by-products called secondary such as neutrons and other particles occur 
(Kamsali, 2019). The shielding material must contain these products generated in space systems, as 
these are more harmful than primary space radiation. Regularly, materials based on heavier chemical 
elements generate more secondary radiation than materials based on lighter chemical elements. Water 
being a hydrogen-rich molecule can absorb radiation, however, oxygen makes the molecule heavier than 
polyethylene, and therefore, more expensive to launch. Commonly, light shields greatly reduce the effects 
of incoming space radiation particles, but they cannot completely stop their entry.
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An interesting alternative for the development of electromagnetic shielding was the introduction of 
electrostatic or passive radiation shielding, which generates positive and negative electrical charges that 
deflect incoming electrically charged space radiation (Letfullin, 2019). The lunar regolith, a powdered 
powder material found on the surface of the Moon has been proposing to shield human colonies. The 
shielding material, although partially solving the radiation problem, must be carefully designed so as 
not to increase the weight and cost of launching into space. Shielding materials with thicknesses of five 
to seven centimeters block only 30 to 35% of the radiation, so astronauts or space systems are exposing 
up to 70% to the radiation that passes these shields.

The ionizing radiation energy is expressing in the Gray (Gy) unit, which is equivalent to one joule 
of radiation absorbed per kilogram of organ or tissue weight (Letfullin, 2019). An older unit called rad 
is using to express the absorbed dose and its equivalence is one Gray is equal to 100 rad. To assess the 
harmful effects of radiation, the radiation dose is expressing as an equivalent dose whose unit is Sievert 
(Sv). Other books use as a unit the rem to measure the equivalent dose and its equivalence called Sv 
which is equal to 100 rem of radiation. Epidemiological studies on populations exposed to radiation 
have shown that doses above 100 mSv increase the risk of cancer and even these doses are reduced for 
childhood whose values are in the range of 50 to 100 mSv.

The time limit for exposure to space radiation for an astronaut is 100 days. To extend this time, space 
missions must be carried out within Earth’s magnetic field. Furthermore, although many types of radia-
tion occur in space flight, Heavy Particle Radiation (HZE) is one of the most dangerous types in terms 
of harm to humans (Wilson, 2004).

RECENT INNOVATIONS IN MATERIALS FOR SHIELDING 
AND HEALTH FOR ASTRONAUTS

Recently, space systems professionals and researchers have shown a growing interest in developing 
environmental space shielding materials based on polymeric matrices and micro and/or nanofillers of 
controlled shape and size. The advantage of using composite materials is to offer various degrees of 
freedom to design tailored shielding materials to counteract the ionizing radiation found in space. In the 
following paragraphs, some of the advances in materials that have been proposed for environmental space 
shielding for aerospace systems, as well as the health challenges that astronauts are facing are presented.

Materials for Space Systems

Shielding from space radiation is essential to protect from the effect of the Van Allen belts and radia-
tion environments that include galactic cosmic rays (GCRs) and solar particle events (SPEs) to manned 
space flight (Harrison, 2008). In this section, protection strategies based on shielding materials against 
different radiation storms are analyzing. Depending on the type of space event to which the space system 
is subjecting, the protection strategy is directly related. In the case of solar energy particles consisting 
of low energy protons, the preferred solution is to add a shielding material to the surfaces to be pro-
tecting. For galactic cosmic rays being made up of ions from elements between hydrogen and nickel, 
the required protection varies greatly in the range of 10 MeV to millions of MeV. Low atomic number 
chemical element shielding materials can fragment galactic cosmic rays resulting in low numbers of 
secondary particles, especially neutrons that cause further biological damage. From a biological point 
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of view, the preferred protection material is aluminum, which, even though it is thick, does not prevent 
cancer induction.

Chemical elements such as copper, tin, iodine, barium, iron, magnesium, chromium, aluminum, and 
titanium have also been investigating as shielding materials for X-ray radiation as substitutes for lead 
(Lin, 2000; Liu, 2004). However, these materials have not been able to offer good mechanical proper-
ties due to their low chemical reactivity with the polymer in the formation of composite materials. Lead 
dimethylmethacrylate (Pb(MA)2) copolymerized with styrene and methacrylic acid was synthesizing to 
produce a composite material, which showed high X-ray absorption, high transparency in visible light, 
higher glass transition temperature, and higher refractive index.

In deep space, astronauts and space systems can suffer from mass reduction compromising their safety, 
so the choice of system design materials, as well as the crew profile, are the most important aspects of 
designing a space mission (Tripathi, 2003). Among the materials that have been proposed for radiation 
shielding are aluminum 2219, polyetherimide, polysulfone, polyethylene, lithium hydride, liquid methane, 
graphite nanofibers, and liquid hydrogen. High hydrogen content materials regularly offer better shield-
ing effectiveness, but these do not have the necessary structural integrity for a vehicle or habitat. This is 
normally accomplished using organic polymers. Polysulfone and polyetherimide offer high-performance 
structural options. Fuels based on methane and liquid hydrogen offer global protection. Lithium hydride 
is used as a shielding material for nuclear reactors but is not suitable for other applications. Hydrogen-
impregnated graphite nanofiber represents an alternative option for multifunctional space structures.

Composite materials based on lead oxide and natural rubber (albeit with some degree of toxicity) have 
shown good X-ray radiation absorption capacity for energy values greater than 88 KeV or for the range of 
13 to 40 KeV (Liu, 2004). However, for the 40 to 88 KeV range, this absorption capacity is poor. As an 
alternative to this energy range, lanthanides have lower toxicity than lead and have better absorption for 
the 38.9 to 63.3 KeV range. A composite material based on gadolinium acrylate (Gd(AA)3) and natural 
rubber can be synthesized to offer X-ray shielding in the range previously described.

Knowledge of the transport of heavy, high-energy ions into deep space in different materials pro-
vides insight into the risk of nuclear radiation to reduce both the physical doses and the biological ef-
fectiveness of radiation in human space missions (Guetersloh, 2006). Hydrogenous materials and light 
chemical elements are considered effective shielding materials against deterioration caused by galactic 
cosmic rays (GCRs). Polyethylene has been chosen by NASA as reference material for radiation testing 
of multifunctional composite materials under a beam of 1 GeV/amu 56Fe ions.

A composite material made of low-density polyethylene and hollow borosilicate glass microspheres 
has been synthesizing to absorb radiation from heavy particles due to its high hydrogen content and low 
gravimetric density (Ashton-Patton, 2006). The purpose of this radiation shielding material is to extend 
the period outside of Earth’s atmosphere without space systems and astronauts experiencing detrimental 
biological effects.

High-density polyethylene and boron nitride-based structural composite materials for spacecraft 
can be designed to absorb low-energy neutrons, as well as flame retardant properties, and these can be 
functionalized with alkoxysilane to achieve interfacial adhesion (Harrison, 2008). This composite mate-
rial with a third of the density of aluminum and 2% by volume of boron nitride has radiation shielding 
capabilities like that of aluminum. An additional merit is the ability of the shield to emit high-energy 
gamma radiation and its use around nuclear reactors.

In the search to reduce mass and energy in space applications, low-power electronic devices were 
used, which led to problems of electromagnetic interference (EMI) (Fayazbakhsh, 2012). Electronic 
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packaging is used to shield electronic devices against electromagnetic interference produced by them-
selves or by the environment around them. The materials used for this electromagnetic shielding must 
be carefully selected so that not only the electromagnetic but also the mechanical and thermal properties 
are satisfied. The best proposals that have been made are based on metallic or composite materials. A 
composite material based on nickel-coated carbon fibers with a filler percentage of 30 showed the best 
performance even on metallic materials such as aluminum and stainless steel.

Multifunctional composite-based structures are being incorporated into aircraft, thanks to their elec-
tronic, thermal, radiation-shielding, and load-bearing handling capabilities to reduce mass and volume 
(Jang, 2016). One of the multi-functional material alternatives used is carbon fibers and tungsten sheet 
laminates, which offer light-weight radiation shielding capabilities for sensitive devices with the selec-
tive region.

A composite material based on poly (methyl methacrylate) (PMMA) and colemanite Ca2B6O11×5H2O 
(CMT) has been proposed as a shielding material for neutron radiation and gamma rays (Bel, 2019). 
The polymer is polymerized using atom transfer radicals (ATRP). Incorporation of 40 wt% CMT has 
increased neutron and gamma-ray attenuation using a 239Pu-Be neutron source and the Cs-197 radioiso-
tope, respectively. The potential applications of the composite material are in low Earth orbit satellites 
and high-altitude airplanes.

A proposal for a composite material based on polyurethane and boron carbide (B4C) at 20.9% by 
weight to provide shielding against thermal neutron radiation with a neutron attenuation index of 100 has 
been presented (Cataldo, 2019). In addition to the electromagnetic shielding advantage, this composite 
material shows an insignificant change in glass transition temperature thanks to an insignificant change 
in crosslinking density and the absence of a chain scission mechanism.

Astronauts

Active shielding techniques for radiation protection have the advantage of saving mass over passive 
shielding techniques (Geng, 2015). Active techniques are based on producing a resistant magnetic field 
to provide shielding for protons from events of solar particles (SPEs) and galactic cosmic ray particles 
(GCRs). This type of space environmental shielding is useful for the effective protection of astronauts 
on spacecraft.

Experience in studying the effects of space radiation has shown a disparity between research results 
in simulated space environments and the observed empirical effects found in human crews who have 
traveled into space (Chancellor, 2018). The current interest in trips to the Moon and Mars have stimu-
lated to determine the possible impacts of space radiation not only from a medical point of view but 
the search for materials for the design of clothing capable of mitigating the exposure of interplanetary 
radiation. Classic studies of human health risks after exposure in space flight are primarily associated 
with bone behavior, human behavior, and nutrition. Besides, at the Earth level, the tests to astronauts 
are based on their exposure to mono-energy sources as well as to simple acute ions such as protons, 
lithium, carbon, oxygen, silicon, iron, etc., which do not replace the space environment complex. Other 
tests include applying to the astronaut’s cumulative mission doses in one time, or sequential and rapid 
doses to experimental animals, but whose values do not agree as much in intensity as in temporality as 
it happens in space.

One of the studies developed to estimate the radiation levels to which astronauts are exposed is the 
ray-tracing method that uses geometry models with depth dose curves (Kartashov, 2018). The experi-

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



91

Advances in Electromagnetic Environmental Shielding for Aeronautics and Space Applications
﻿

ment was tested on the International Space Station in the period from 2004 to 2016. The results showed 
that the efficiency of the shield to the environmental space presents a radiation risk that depends on the 
depth of the organ in the body as well as the orientation of the body member to the shield.

In future space voyage plans such as to Mars, astronauts will be exposed to space for periods of at 
least 1 to 2 years to obtain information about their surface and geological characteristics, as well as envi-
ronmental and atmospheric phenomena (Kamsali, 2019). During this period astronauts will be exposed 
to sun damage and cosmic radiation (HZE), and specifically on Mars, the situation is more dangerous 
due to a non-existent magnetosphere and relative marginal natural shielding of its atmosphere.

An electrostatic field can be used as a shield against high-energy cosmic rays to reduce astronauts’ 
exposure to radiation (Letfullin, 2019). This electric field can be produced with multi-plate low-energy 
capacitors that surround the spacecraft habitat capsule using ultralight composite materials consisting 
of two or more layers. The results showed high effectiveness to the environmental shielding of the space 
thanks to the high volume of hydrogen of the used composite materials, and to its versatility of provid-
ing multifunctional materials.

FUTURE RESEARCH DIRECTIONS

Through the space missions conducted by NASA from the 1960s and 1970s to got to the Moon and the 
activities carried out in recent decades to go to Mars or beyond, a lot of information has been continu-
ously exploited in the most recent missions. The time of flight of the spacecraft as well as the time that 
the international space station has been operational in space have allowed accumulating experience on 
the exposure of astronauts to space radiation. It is now important to develop reliability-based designs 
which are based on the biological and physical uncertainties of radiation shielding materials as well 
as increasing the level of confidence in the success of protecting astronauts from radiation hazards. As 
space explorations move away from protecting the low Earth orbit, the risks of space radiation need to 
be more fully understood. To achieve this goal, it is necessary to develop more modeling techniques 
that emulate the space environment, find appropriate biological substitutes to determine the effects on 
humans and establish flux data on astronauts from space radiation. The effects of space radiation need 
to be more extensively investigated in aspects such as genomic sequencing, as well as transcriptional, 
proteomic, and epigenomic studies at the cellular level. In the case of environmental space shielding 
materials, prospects are associated with the development of multi-functional composite based approaches 
to offer passive and/or active strategies. The use of nanomaterials (based on carbon such as carbon 
and graphene nanotubes, two-dimensional materials such as transition metal dichalcogenides (TMDs), 
MXenes, silicene, germanene, etc.), advanced materials and composite materials with high contents of 
hydrogen or light chemical elements they will continue to be the main trends in the coming decades to 
provide shielding for space radiation.

CONCLUSION

Until now, space professionals and researchers have learned a lot about space radiation to study its ef-
fects on space systems and astronauts as well as the possible materials associated with electromagnetic 
environmental shielding. This learning comes from the history of space flight as well as the health of 
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space pioneers. In the case of astronauts, the number of cancer cases and degenerative diseases found 
in the passenger crews of the Apollo, Space Shuttle, and International Space Station is worrisome. In 
the case of environmental space shielding materials, the prospects involve offering passive and/or ac-
tive strategies for the development of multi-functional composite materials-based approaches. The use 
of nanomaterials, advanced materials, and composite materials with high contents of hydrogen or light 
chemical elements will continue to be the main trends in the coming decades to offer shielding to space 
radiation.
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KEY TERMS AND DEFINITIONS

Cosmic Rays: Protons and high-energy atomic nuclei, originating from the sun and other distant 
galaxies, which move through space at almost the speed of light and produce showers of secondary 
particles (ionized particles (protons, electrons, muons, antiprotons, alpha particles, pions, positrons) and 
electromagnetic radiation or X-rays) that reach the surfaces.

Electromagnetic Shielding: Physical property that reduces the electromagnetic field in space or 
material by blocking the field with barriers made of conductive and/or magnetic materials.

Electronvolt (eV): Amount of kinetic energy gained (or lost) by a single electron accelerating from 
rest through an electric potential difference of one volt in a vacuum.

Gamma Rays: Penetrating electromagnetic radiation arising from the radioactive decay of atomic 
nuclei.

Geomagnetic Storm: Temporary disturbance of the Earth’s magnetosphere caused by a solar wind 
shock wave and/or cloud of a magnetic field that interacts with the Earth’s magnetic field.

Low Earth Orbit: Earth-centered orbit with an altitude of 2,000 km or less where most man-made 
objects are in outer space.

Solar Wind: Steam of charged particles or plasma based on electrons, protons, and alpha particles 
with kinetic energy between 0.5 and 10 keV released from the upper atmosphere of the sun.

Van Allen Belt: Zone of charged energy particles mainly originated from the solar wind that is 
capturing by and held around a planet by its magnetic field.
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ABSTRACT

Electromagnetic compatibility has emerged in the last decades as one of the most important aspects 
of product design. Space equipment, in particular, due to their increased sensitivity requirements and 
a greater risk of failure, are required to comply with a variety of EMC requirements. The scope of this 
chapter is to provide a detailed overview of these requirements according to the two main standards 
applicable, MIL-STD461G and ECSS-E-ST-20-07C, describing the proposed methodologies, the associ-
ated testing instrumentation, and the tailoring capabilities. The limitations of these methodologies and 
relative research, aiming to validate or improve them, are also presented highlighting potential deficien-
cies. This chapter aims to serve as a compact guide to EMC testing of space equipment according to the 
requirements of two of the most active organizations of space engineering.
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INTRODUCTION

Electromagnetic Compatibility (EMC) evaluation is always carried out according to specific guidelines. 
However, the large scale and variety of most space programs have led to varying compatibility require-
ments for components to be used in each program. As a result of this non-uniform approach to EMC 
requirements among the different programs, the requirements for specific equipment under test can vary 
significantly. Most of these guidelines are based on two major Standards: a) The MIL-STD-461 (Latest 
version: G) of the US Department of Defense and b) The ECSS-E-ST-20-07C Rev.1 by the European 
Cooperation for Space Standardization. The following section, including the different EMC require-
ments for evaluating the performance of equipment to be installed in a spacecraft, will highlight the 
differences between the requirements of these two Standards and how these differences can affect the 
product designing and manufacturing process.

BACKGROUND

Electromagnetic Compatibility has emerged in the last decades as one of the most important aspects of 
product design. The rapid progress in electronic and system engineering, the co-existence of complex 
and sensitive integrated and embedded systems with power electronics in a very limited amount of space 
and the overall increase in the variety of implemented technologies has placed the ability of the system to 
function correctly under the influence of various electromagnetic phenomena, as well as the requirement 
for the system to not interfere with the function of other systems in its vicinity, in the center of research 
and manufacturing attention. These two system characteristics are modernly defined as:

•	 Electromagnetic disturbances (emissions), which is defined as an electromagnetic phenomenon 
which can potentially degrade the performance of other equipment or system and can be mani-
fested either as noise or as unwanted signals.

•	 Electromagnetic susceptibility (immunity), which is the evaluation of the system’s ability to oper-
ate normally and without unacceptable performance degradation in the presence of electromag-
netic disturbances.

These two aspects of electromagnetic compatibility are generally addressed by performing specific 
and targeted tests according to the relevant Standards, published by international bodies, committees or 
organizations. Each of these Standards studies, not only the applicable electromagnetic environment the 
equipment may be installed to, but also the specific functions of each type of equipment. This results in 
specifying different types of applicable tests, different levels and limits for these tests and performance 
criteria directly related to each function of the equipment.

The same general rationale in assessing the electromagnetic compatibility of a system is valid for 
Space Systems and equipment to be installed in such an environment (Satellites, Spacecraft, etc.). Many 
of the requirements for such systems are based on military and aeronautics Standards, applying however 
also methodologies that are often used for the evaluation of commercial products. As it is expected, the 
performance criteria and the defined limits are way stricter for the space environment. This is mainly 
because in the premises of a space project or mission, even the slightest unidentified electromagnetic 
compatibility problem, could result in the performance degradation of the entire system and potentially 

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



99

Electromagnetic Compatibility Testing for Space Systems
﻿

jeopardize the success of the entire project or mission. This increased sensitivity of the system requires 
detailed EMC analysis, including special mitigation techniques and measures to protect and shield the 
more sensitive equipment from interference propagating throughout the system. This analysis is often 
referred to as intra-system EMC analysis and is crucial for each space mission or project, where the 
consequences of failure can be catastrophic contrary to commercial applications where the consequences 
are mainly financially, and most of the time limited. The different approaches to this intra-system analy-
sis have resulted in various EMC guidelines and Standards applicable to Space Systems. Even if the 
two dominant Standards, which are also explicitly described and discussed in this chapter, cover most 
of the EMC requirements, each mission or project is subject to tailoring regarding these requirements. 
That means equipment that has been deemed to comply with the EMC requirements of a mission is not 
necessarily compliant with the requirements of a different mission.

ELECTROMAGNETIC COMPATIBILITY TESTING: 
STANDARDS, METHODOLOGIES AND TRENDS

Conducted Emissions

Conducted emissions in general are defined as the noise currents generated by a device/equipment un-
der test (DUT/EUT) and propagating through the cable wiring, either the power cord or the harness, to 
other system components within the spacecraft. The frequency range of interest is in most cases 30Hz-
100MHz and is divided into two subranges based on the frequency usage and coupling mode of the 
measured noise. The lower subrange is 30Hz-100kHz and relates to audio and VLF frequencies up to 
100kHz. The rationale behind the conducted emission requirements in such low frequencies is mainly 
based on the effort to ensure that the EUT does not contribute significantly to the voltage ripple on the 
power bus leading to potential corruption of the bus quality. The upper-frequency subrange relates to 
RF frequencies up to 100MHz and ranges from 100kHz to 100MHz. The scope of this requirement is 
the reduction of the crosstalk between cables and terminals, as well as the mitigation of RF pollution of 
the power bus or the signal lines.

30Hz-100KHz

Already in this first section of the emission measurements, there is a significant difference between the 
two Standards. MIL-STD-461G does not specify a requirement for emissions in the low frequency – 
audio range up to 10kHz (CE101) for Space Systems, as shown on the requirement matrix of Table 1.

However, ECSS-E-ST-20-07C includes an emission requirement for the 30Hz-100kHz range describing 
the measuring equipment and measurement setup in §5.4.2. It should be noted that in such low frequen-
cies the emissions are measured as disturbance current (with a current probe) rather than disturbance 
voltage, because of the difficulty in controlling the power source impedance in this frequency range. 
Additionally, in this range, the emission source impedance inside the equipment under test is assumed 
to dominate the LISN (Line Impedance Stabilization Network) impedance used for the measurement 
and therefore the measured current levels are considered independent of the power source impedance.

The measurement procedure includes the following two steps:
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a) 	 A measurement system check where known calibrated signals of 1kHz and 100kHz are applied 
and measured. Additionally, a DC current, equivalent to the EUT supply current, is applied for the 
investigation of potential probe saturation due to this DC current.

b) 	 The measurement of the EUT conducted emissions after applying any necessary correction factors 
calculated from the aforementioned system check.

The measurement setup, including the necessary measuring equipment, is presented in Figure 1 below.

The bandwidth and measurement time parameters for the measuring receiver are presented in Table 2.
Regarding the operation of the EUT during the measurements, ECSS-E-ST-20-07C requires the EUT 

to be operated in the mode which produces the maximum emissions. In case of several available modes, 
including also modes controlled via software, the number of tested modes shall be such that every func-
tion and all circuitry are evaluated.

Table 1. MIL-STD-461G Requirement Matrix (DoD: USA, 2015)

  Installation conditions
                           Requirement Applicability

CE101 CE102 CE106 CS101 CS103 CS104 CS105 CS109 CS114 CS115 CS116 CS117 CS118 RE101 RE102 RE103 RS101 RS103 RS105

Surface Ships A A L A S L S L A S A L S A A L L A L
Submarines A A L A S L S L A S L S S A A L L A L

Aircraft, Army, Including 
Flight Line A A L A S S S A A A L A A A L A A L

Aircraft, Navy L A L A S S S A A A L A L A L L A L
Aircraft, Air Force A L A S S S A A A L A A L A

Space Systems, Including 
Launch Vehicles A L A S S S A A A L A L A

Ground, Army A L A S S S A A A S A A L L A
Ground, Navy A L A S S S A A A S A A L L A L

Ground, Air Force A L A S S S A A A A A L A
  Legend: 
  A: Applicable L: Limited as specified in the individual sections of this standard. S: Procuring activity must specify in the procurement documentation.

Figure 1. Measurement system test setup according to ECSS-E-ST-20-07C §5.4.2 (ECSS, 2012)
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10kHz-100MHz

In this upper-frequency range, both Standards include conducted emission requirements for the equip-
ment under test. More specifically:

MIL-STD-461G, CE102 Conducted Emissions, Radio Frequency Potential, Power Leads

In this Standard, the frequency range for the measurements is 10kHz-10MHz and the requirement is 
applicable to all power ports/leads including returns, which are connected to power sources that are not 
part of the equipment under test. The measurement procedure is very similar to the procedure described 
above for the 30Hz-100kHz measurement, where a calibration prior to the final measurements is required 
to ensure the proper operation of the measuring equipment and the estimation of potentially required 
correction factors. The measurement setup is presented in Figure 2, while the bandwidth and measure-
ment time values are selected according to Table 2.

ECSS-E-ST-20-07C Rev.1 §5.4.3. CE, Power and Signal Leads, 100kHz-100MHz

Similar to the procedure described above for the lower frequencies, this Standard requires conducted 
emission measurements in the frequency range 100kHz-100MHz according to the setup of Figure 1 (for 
differential mode measurements) and the receiver settings of Table 2. The varying point between these 
two procedures is the additional requirement for common-mode measurements in §5.4.3. For power lines 
and signal lines, the common-mode interference current is measured with current probes engulfing all 
power lines or all signal lines simultaneously, as also presented in Figure 3.

It should be noted here that, as it is also extensively explained in ECSS-E-ST-20-07C the “differen-
tial” mode measurements described in the Standard are not truly differential when measuring each wire 
separately. That is because differential and common-mode noises are combined on each wire and cannot 
be identified. Therefore, the ECSS-E-HB-20-07A handbook offers an alternative methodology in §7.4.2 
utilizing two complementary current probe set-ups to measure the “true” differential and common mode 
conducted emissions on the power lines of the equipment under test.

Table 2. Measuring receiver – Bandwidth, measurement time for different frequencies (ECSS, 2012)

Frequency Range 6 dB Resolution 
Bandwidth

Minimum Dwell Time
Minimum Measurement Time 
Analog-Tuned Measurement 

Receiver
Stepped- Tuned 

Receiver 
(Seconds)

FFT Receiver 
(Seconds/ 

Measurement 
Bandwidth)

30 Hz - 1 kHz 10 Hz 0.15 1 0.015 sec/Hz

1 kHz - 10 kHz 100 Hz 0.015 1 0.15 sec/kHz

10 kHz - 150 kHz 1 kHz 0.015 1 0.015 sec/kHz

150 kHz - 10 MHz 10 kHz 0.015 1 1.5 sec/MHz

10 MHz - 30 MHz 10 kHz 0.015 0.15 1.5 sec/MHz

30 MHz - 1 GHz 100 kHz 0.015 0.15 0.15 sec/MHz

Above 1 GHz 1 MHz 0.015 0.015 15 sec/GHz
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At this point, it is deemed important to highlight a crucial difference between the two aforementioned 
Standards regarding the proposed measurement methodology in this frequency range. More specifically, 
MIL-STD-461G specifies the conducted emission measurements in terms of voltage while ECSS-E-

Figure 2. MIL-STD-461G, CE102 Measurement setup (DoD:USA, 2015)

Figure 3. ECSS-E-ST-20-07C Rev.1 §5.4.3 – Common mode disturbance measurement setup (ECSS, 2012)
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ST-20-07C specifies them in terms of current. The main argument for current measurements is based 
mainly on the rather high impedance requirement for LISNs (50μH) when measuring voltage values in 
this frequency range. While the requirement can be easily achieved it is considered nonrepresentative 
of the actual onboard impedance values, which are significantly smaller (~5μH for a harness on a small 
platform)

10kHz-40GHz

Conducted emission requirements above 100MHz are only specified in the MIL-STD-461G Standard 
and are applicable for the antenna ports of transmitters, receivers and amplifiers. Products designed to 
include antennas permanently mounted to the product are exempt from this requirement. Similar to radi-
ated emission measurements in general, the upper-frequency limit for the measurements depends on the 
highest operating frequency (either generated or received by the equipment under test). For operating 
frequencies below 1GHz, the upper-frequency limit is either 20 times the highest frequency or 18GHz 
whichever is greater. For operating frequencies above 1GHz, the limit is 10 times the highest frequency 
or 40GHz whichever is greater. The specific measurement setups for low/high power transmitters and 
amplifiers, as well as for receiver and transmitters and amplifiers in standby mode are described in detail 
in §5.6 of MIL-STD-461G. It should be noted that a radiated emission measurement according to RE103 
(described later in this chapter) can be used as an alternative methodology for measurements in this range.

Inrush Current

ECSS-E-ST-20-07C Rev.1 §5.4.4, CE, Power Leads, Inrush Current

All electrical/electronic units do not reach their steady-state instantaneously after getting powered on. 
During this switching process, current transients appear at the power input ports. These transients, which 
are most commonly referred to as inrush currents, need to be limited and controlled to ensure the com-
patibility of the equipment under test with the protection devices of the power conditioning/distribution 
unit, which can be either fuses or solid-state protection circuits and reduce the resulting transient voltage 
on the power bus. This inrush current includes the current peak due to the charging of the power input 
filter capacitors and the start-up current of various electronics. In a similar to the aforementioned con-
ducted emission measurements manner, after initial calibration of the measurement setup this transient 
current is measured in the time domain with the use of an oscilloscope and the measured parameters are 
the amplitude of this current as well as its rise time. The measurement setup is presented in Figure 4.

Summarizing the Conducted Emissions section, an observation can be made, which is true for almost 
every certification or EMC evaluation process. The complete evaluation of the conducted emissions of 
a product for Space Applications can rarely be covered by only one Standard. This means that product 
manufacturers, certification consultants and program coordinators should thoroughly research poten-
tially applicable Standards to best evaluate their product EMC performance. Additionally, it should be 
noted that not every procedure is suitable for every case. This can be easily observed by the impedance 
requirements, mentioned earlier, for the 10kHz-100MHz frequency range
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Radiated Emissions

Every equipment generates unintentional electromagnetic disturbances, measured as electromagnetic 
fields, due to the operation of its electronic components, especially when these utilize switching voltages 
and currents but also from the steady-state AC or DC voltages/currents. The measurement methodol-
ogy for these emissions varies significantly depending on the nature of the measured field (electric or 
magnetic) and the applicable frequency range. In this section, the measurement methods for each type 
of field and frequency as described by Standards MIL-STD-461G and ECSS-E-ST-20-07C will be 
presented and discussed.

DC Magnetic Field Emissions, Magnetic Moment

The purpose of these measurements is to ensure the magnetic cleanliness of the spacecraft since magne-
tometers are part of the essential spacecraft equipment used for studying the structural composition of 
planets and the interaction of solar winds and planetary environments. They are also used in the Attitude 
Control System (ACS) of the spacecraft, where the angular error should not be affected by parasitic 
emissions beyond the acceptable limits and since these magnetometers are measuring very low magnetic 
field values the spacecraft needs to as magnetically clean as possible. Additionally, these requirements 
aim to protect other susceptible payloads inside the spacecraft, such as inertial sensors involving floating 
proof masses, ultra-stable oscillators and atomic clocks.

Figure 4. ECSS-E-ST-20-07C Rev.1 §5.4.4 – Inrush current measurement setup (ECSS, 2012)
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ECSS-E-ST-20-07C Rev.1 §5.4.5

The methodology proposed in this Standards aims to provide a rough estimation of the magnetic moment 
of the equipment under test at distances approximately three times its size. Initial magnetic field measure-
ments are fed to numerical solvers for magnetic dipole and moment modeling. The larger the number of 
measurements and measurement positions around the equipment available the better the accuracy of the 
modeling procedure. ECSS-E-ST-20-07C suggests measurements at two different reference distances r1 
and r2 from the equipment under test and on the 6 semi-axes of the orthogonal coordinate system XYZ, 
assigned to the equipment geometric center. The Standard also offers an alternative measurement con-
figuration where the equipment is placed on a turn-table rotating in front of a fixed magnetometer. The 
test facility for the measurements should be set in an earth field compensated area providing zero-field 
conditions. Such a facility is called Magnetic Coil Facility (MCF) and two of them currently owned by 
the European Space Agency (ESA) are located at ESTEC (ESA’s European Space Research and Tech-
nology Centre in Noordwijk, Netherlands) for the tests of payload units of LISA Pathfinder and Swarm 
and EADS Astrium Stevenage in the UK for testing units of the LISA Pathfinder mission.

The test sequence proposed in ECSS-E-ST-20-07C includes

a) 	 the demagnetization of the unit under test (also known as deperming) by application, while the 
equipment is not operating, of a deperming field, as shown in Figure 5, and the measurement on 
all six semi-axes at both reference distances

b) 	 while the equipment is not operating, the magnetization of the unit (perming) by application of a 
300μT perm field and the measurement on all six semi-axes at both reference distances

c) 	 measurement of the stray magnetic field while the equipment is operating on all six semi-axes at 
the reference distances.

The measurements are then processed with the Multiple Dipole Modeling method, modeling the 
DC magnetic field of the equipment under test as a set of magnetic dipoles defined by their individual 
location, orientation and amplitude.

Electric Field Radiated Emissions 10kHz-18GHz

The rationale behind setting requirements for electric field radiated emissions is mainly focused on the 
protection of antenna-connected receivers from interference coupled through their antennas. Measurements 
of radiated emissions from products are usually a very complex procedure since the emitted electromag-
netic noise from the equipment under test does not display homogeneous spherical characteristics and 
spans in a very wide range of radio frequencies. Unintended (parasitic) emissions are mostly directional, 
therefore requiring a 360° observation/measurement in a variety of antenna heights. Moreover, the wide 
frequency range of these emissions results in the requirement of a variety of antennas suitable for each 
frequency region. The different types of linearly polarized antennas used are:

•	 10 kHz to 30 MHz, rod antenna with impedance matching network
•	 30 MHz to 200 MHz, biconical antenna
•	 200 MHz to 1 GHz, double ridge horn, or log-periodic antenna
•	 1 GHz to 18 GHz, double ridge horn antenna
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MIL-STD-461G, RE102, Radiated Emissions, Electric Field

MIL-STD-461G describes measurements in the whole frequency range of 10kHz p to 18GHz for Space 
Systems. As already discussed above the measurement procedures vary significantly based on the fre-
quency band to be measured. So, apart from the different types of antenna required for each band, the 
measuring antenna positioning should also be adjusted accordingly. A simplified diagram of the test 
setup is presented in Figure 6.

The purpose of the signal generator in Figure 6 is for the verification of the measurement equip-
ment and the associated cabling prior to the final measurements. More on this procedure is described 
in §5.18.3.4 c) and d) of MIL-STD-461G. The limits proposed for Space Systems in this Standard are 
shown in Figure 7.

The arrangement of the EUT and the associated cabling is presented in detail in Figures 1-5 of MIL-
STD-461G. One of the main differentiating parameters of these setups is the use of a conducting or non-
conducting table. In the latter case, the Standard specifies the requirement for the cables to be mounted 
on insulating support with a height of 5cm. The effect of the material composition of the insulating 
support, however, is often neglected and Standards do not always define specific requirements for this 
characteristic recommending the use of wood or foam to minimize the distortion of the electromagnetic 
fields. Research performed recently by Sen et al (Sen et al., 2016) has shown that during testing accord-
ing to RE102 ofMIL-STD-461G foam type supports have displayed low measurement errors leading to 
lower uncertainty values. In their work, Sen et al., after measuring the dielectric constant (εr) values for 
four different materials (Wood, Molding Polyamide, Foam Rubber, Foam-Like Plastic, Styropor) at two 
different frequencies (1kHz and 2GHz), performed measurements in the frequency range of 200MHz-
1GHz calculating the deviation between measured values (dBμV) with and without support as well as 
the associated uncertainty component. Supports made of foam-type materials displayed a maximum 
deviation of 1dB while supports made of wood or molding polyamide display a deviation of 15dB greatly 
reducing measurement accuracy and repeatability (Sen et al., 2016).

A final point regarding the radiated emission testing specified in MIL-STD-461G is the recommenda-
tion for utilizing the FFT-based time domain capabilities of EMI receivers. Contrary to conventional EMI 

Figure 5. ECSS-E-ST-20-07C Rev.1 §5.4.5 – Deperming field for DC magnetic field emission measure-
ments (ECSS, 2012)
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receivers which measure the signal within a pre-configured resolution bandwidth in a given measure-
ment time window, FFT receivers utilize the parallel calculation capabilities of the receivers to measure 
spectral segments wider than the measurement bandwidth offering significantly lower scanning times, 
which allow an increase on measurement times, for intermittent signals to be identified and measured. 
NASA has already applied this type of radiated emissions measurement during the electromagnetic 
compatibility tests on the Integrated Science Instrument Module (ISIM), which is the science payload of 
the James Webb Space Telescope, at NASA’s Goddard Space Flight Center (McCloskey, 2016). During 
radiated emissions testing, during an effort to capture the worst-case emissions of the equipment under 
test, mechanism movements needed to be performed. By nature, those movements are non-continuous 
operations of finite-time duration, therefore the conventional measurement technique (conventional EMI 
receivers) was not deemed appropriate for measuring these emissions and the FFT-based function of the 
EMI receiver was used (McCloskey, 2016).

ECSS-E-ST-20-07C §5.4.6, RE, Electric Field, 30MHz to 18GHz

The proposed methodology described in this Standard is almost identical to the methodology in MIL-
STD-461G described above. The only significant difference is the absence of the requirement for mea-
surements in the 10kHz-30MHz range. The rationale behind the discouragement of measuring in this 
frequency range with the use of rod antenna, unless equipment sensitive to low-frequency electric fields 
is expected to be installed in the specific spacecraft, is based on the reduced repeatability/reproducibility 

Figure 6. Electric Field measurement system test setup (DoD: USA, 2015)
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of this measurement procedure due to unwanted (parasitic) resonances of the test set-up. Recent work 
by Gandolfo et al. (Gandolfo et al., 2017) focused on the investigation of the contribution of certain ele-
ments to the reduced repeatability of the measuring procedure for measuring radiated electric fields in 
such low frequencies. Utilizing electromagnetic simulations and an innovative design for a rod antenna 
that includes an embedded receiver and the data transfer implementation via optical fiber, they studied 
different proposed setups. The results showed that the simplification of the test setup, by removing the 
coaxial cable as well as some components that were introduced to minimize its effects, contributed to 
the improvement of the test repeatability leading to more accurate measurements in relation to measure-
ments under simulated undisturbed field conditions. In their work, Gandolfo et al. also investigated three 
different counterpoise configurations (isolated counterpoise, counterpoise bonded to floor configuration 
and counterpoise bonded to the ground plane). The results showed that the most consistent behavior can 
be achieved utilizing the isolated counterpoise configuration (Gandolfo et al., 2017).

ECSS-E-ST-20-07C §7.3.1.1 offers a specific precaution approach for limiting these resonances from 
±(10-15) dB to ±1 dB, as presented in Figure 8.

Summarizing the radiated emissions section, the absence of magnetic field emissions requirement 
in the low-frequency range (30Hz-50kHz) needs to be addressed. Neither of the two main Standards 
includes such a requirement for Space Systems and that is because both Standards consider these mea-
surements not applicable unless specified by the procuring activity. That means if equipment sensitive 
to low-frequency magnetic fields is to be installed in the spacecraft. Such equipment is AC magnetom-
eters, inertial sensors, etc. The argument against the by default requirement of these measurements is 
based on the fact that magnetic field measurements in this frequency range are significantly affected by 
radiated emissions at the main frequency (50Hz) and its harmonics. Most common sources of magnetic 
emissions in this range are the solar array, which can be adequately tested in laboratory conditions and 
cryocoolers incorporating compressors as well as reaction wheels.

A great, recently emerged, challenge regarding the electromagnetic compatibility of space equip-
ment is the rapid increase of scientific satellites, equipped with very sensitive measuring devices for the 
observation of deep space, planets and stars requiring measurements of very low electric and magnetic 

Figure 7. Electric field emissions limit line according to MIL-STD-461G (DoD: USA, 2015)
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field values. In such cases, the requirements described earlier in this section are not strict enough to allow 
such measurement equipment to receive undistorted and noise-free measurements. For two of their most 
recent missions, Solar Orbiter and Juice, the European Space Agency (ESA) specified requirements for 
the electric and magnetic field emissions of space equipment, which are way lower (more strict) than 
those in their commonly used ECSS-E-ST-2007C Standard and cover a larger frequency range extending 
the lower frequency range limit to some Hz. While the E-Field Standard limits vary between 20dBμV/m 
up to 60dBμV/m, the limits for these missions reach in some cases values of -27dBμV/m. For equipment 
installed in the interior, the limits are a bit more relaxed, since they are “protected” by the shielding of 
the enclosure, however, they remain still way lower than those specified in the Standard. In their work, 
Hernandez et al. present these more stringent requirements in detail and describe some countermeasures 
and suggestions for the reduction of electric and magnetic field emission levels of equipment to be in-
stalled in scientific satellites. These suggestions are applicable not only during the design phase of the 
product but also during the system analysis of the mission. The designed equipment could potentially 
be completely “silent”, regarding its unintended electromagnetic emissions, during isolated testing, but 
emit electromagnetically way over the limits when connected to the entire system via its interconnecting 
cables (Hernandez et al., 2018).

Conducted Susceptibility Testing

When performing conducted immunity testing, RF voltages or currents are injected into each of the 
cables connected to the equipment under test. Since it is technically difficult to generate uniform fields 
at low frequencies in typical test facilities, it is preferred to perform conducted testing since susceptibil-
ity problems at low RF frequencies are usually associated with the cable coupling. This type of testing 
is considered an alternative, although not entirely equivalent, to radiated immunity tests at lower RF 
frequencies, which also offer very good reproducibility.

The purpose of these tests is to simulate the behavior of the EUT and its attached cables to RF noise 
at low frequencies emanating from various sources within the spacecraft. It also aims to determine the 
level of susceptibility of the EUT to these interference signals applied to incoming and outgoing EUT 

Figure 8. Precautions for electric field measurements in the frequency range 10kHz-30MHz (ECSS, 2012)

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



110

Electromagnetic Compatibility Testing for Space Systems
﻿

cables to ensure that the functionality and performance of the EUT are not affected by interference noise 
on the power or signal lines.

Conducted susceptibility testing can be time-consuming depending on the number of cables connected 
to the EUT. Additionally, this test requires different types of testing equipment to cover the frequency 
range of interest from 30 Hz to 100 MHz or more for space applications. For equipment utilizing antenna 
ports, the upper-frequency limit can be extended up to 20GHz. The test is divided into multiple sub-
ranges depending on the type of interference signal and the applicable port. The tests are applicable to 
all types of devices and require a screened room to be performed. The main purpose of this is to avoid 
ambient noise that could interfere with other nearby activities, but also to ensure that ambient signals 
do not interfere with the test.

Low Frequency Conducted Susceptibility Testing

This requirement is used to ensure that equipment performance is not degraded from ripple present on 
the power bus. The frequency range of the interference application is typically between 30 Hz to 100kHz 
or 150kHz. In this frequency range, an injection transformer is used to apply the sinusoidal interference 
signal to the EUT power leads as well as a current probe to measure the injected current. The tests defined 
in the two main Standards, mentioned earlier, are described and discussed below.

MIL-STD-461G, CS101, Conducted Susceptibility, Power Leads

The frequency of interest in this Standard is 30Hz-150kHz for AC equipment and systems with rated 
current £30A per phase and DC input leads. This requirement is also applicable to systems with rated 
current 330A, an operating frequency £150kHz and an operating sensitivity of £1μV.

The Standard offers two alternative methodologies for monitoring the applied signal during immunity 
testing and calibrating it before the test: a) using a power input isolation transformer connected to an 
oscilloscope or b) using a measuring receiver connected to a transducer, which is used for the isolation 
of the receiver from the EUT power and its protection. The first combination of instruments is used for 
the verification of the test signal in the time domain, while the second combination for the verification 
in the frequency domain. Recently, the benefits of utilizing the FFT function of an oscilloscope for the 
verification of the signal in the frequency domain have been investigated (Schnecker, 2016). Despite the 
useful voltage handling capability and the probing options provided by oscilloscopes, their limited reso-
lution in the time-domain display leads to inaccurate measurements of the applied signal level limiting 
the measurement range and requiring a guard band. The results of this work show that utilizing the FFT 
function of oscilloscopes, measurements display more than adequate accuracy in accordance with the 
requirements of CS101 of the MIL-STD-461G Standard without the requirement for special coupling 
units or circuits which are necessary for measurements with a measuring receiver. (Schnecker, 2016).

The applied voltage used to simulate the interference signal is presented in Figure 9. The proposed 
setup for DC or single-phase AC systems is presented in Figure 10.

ECSS-E-ST-20-07C §5.4.7, CS, Power Leads, Differential Mode, 30Hz to 100kHz

In general, the requirements and test setup described in this Standard are very similar to the requirements 
of MIL-STD-461G (CS101). The European Standard differentiates itself from its American equivalent in 
some important points. The applied voltage is set to 1Vrms for the entire frequency range of 30Hz-100kHz 
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contrary to the voltage presented above in Figure 9 in MIL-STD-461G. Additionally, ECSS-E-ST-20-
07C specifies a resistor connected in parallel with the primary winding of the coupling transformer to 
prevent the DC/DC converter from being damaged by experiencing oscillations as a consequence of 
inadvertent switch-off or disconnection of the amplifier. Another important difference between the two 
Standards is the absence of differential-mode conducted susceptibility requirements for frequencies above 
100kHz. As already discussed in a previous section of this chapter, ECSS-E-ST-20-07C emphasizes a 
lot on the concept of “true” differential mode above 100kHz, therefore it introduces an alternative test 
setup for carrying out “true” differential mode conducted susceptibility testing for the frequency range 
of 100kHz-10MHz, which is described in the Standard not as a requirement but as a tailoring option for 
cases of Space Systems, where such testing is required. This alternative setup is presented in Figure 11.

MIL-STD-461G, CS109, Conducted Susceptibility, Structure Current, 60Hz to 100kHz

According to this requirement equipment and systems operating at frequencies below 100kHz and with 
a sensitivity threshold of £1μV, such as tuned receivers, shall be able to withstand structure currents. 
More specifically, this requirement is defined to ensure that the equipment under test does not respond 
to magnetic fields produced by currents in platform structure and through the enclosure materials of 
the EUT. The applied current values defined in the Standard and presented in Figure 12 are derived 
from recorded failure occurrences caused by conducted currents on equipment cabinets and laboratory 
measurements where the response of specific receivers is recorded.

The test setup described for this test is very similar to all conducted susceptibility tests described 
above with the addition of the test point selection procedure. An electrical connection on the external 
surface of the EUT should be made. Special attention should be paid to minimize the damage to the 
exterior finish. Screws or other protuberances with connection to ground at the outer corners of the 
EUT surface may be used as test points utilizing clip or clamp type leads. These leads need to remain 

Figure 9. MIL-STD-461G, CS101 applied voltage (DoD: USA, 2015)
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perpendicular to the surface for at least 50cm to minimize the effect of the lead currents. The proposed 
setup is presented in Figure 13.

Radio Frequency Conducted Susceptibility Testing

MIL-STD-461G, CS114, Conducted Susceptibility, Bulk Cable Injection, 10kHz-200MHz

The scope of this specific test is the simulation of currents induced on the cabling of the system under 
test from electromagnetic fields produced by antenna transmissions both on and off the platform. An 
important advantage of such a requirement is that its results can be directly associated with induced 
current values measured during evaluations at platform-level. During such evaluations, the platform 
is illuminated with a predefined low-level uniform field and the induced current levels are monitored. 
The results of these evaluations can lead to the revision of laboratory data or current injection with the 
measured currents scaled to the full threat level. The rationale for a conducted approach to susceptibility 
testing at such frequencies over the radiated approach that will be discussed later in this chapter is based 
on examples such as the HF (2-30MHz) radio transmissions, where due to size constraints and available 
field patterns, problems associated with cable coupling that was experienced at the platforms could not 
be reproduced in the laboratory environment during radiated susceptibility testing.

The proposed testing methodology includes the injection, via current injection probes, with predefined 
insertion loss characteristics, of a pre-calibrated modulated current. The different current limit curves for 

Figure 10. MIL-STD-461G, CS101 test setup for DC or single-phase AC systems (DoD: USA, 2015)
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Figure 11. ECSS-E-ST-20-07C Differential mode conducted susceptibility setup for frequencies 100kHz-
10MHz (ECSS, 2012)

Figure 12. MIL-STD-461G, CS109, applied current limit (DoD: USA, 2015)
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the different applicable environments are presented in Figure 14. Table VI of the Standard recommends 
using Curve #3 for Space Systems.

The test setup, presented in Figure 15, includes two current probes, one used for the injection of the 
required current and one for monitoring the EUT current. The injected current is provided by a signal 
generator through an amplifier and a directional coupler used for the connection of an additional mea-
suring receiver for monitoring the injected current.

MIL-STD-461G, CS115, Conducted Susceptibility, Bulk Cable Injection, Impulse Excitation

Transients with fast rise and fall times are also included in the high frequency conducted susceptibil-
ity testing requirements of MIL-STD-461G due to the large frequency spectrum associated with such 
waveforms. The scope of this requirement is the investigation of the system’s sensitivity to fast transient 
phenomena produced by platform switching operations and external environmental sources, such as 
lightning strikes and electromagnetic pulses. The proposed methodology replaces the old “chattering 
relay” approach, which has been criticized for its limited repeatability. The transient waveform, as also 
presented in Figure 16, has the following characteristics. A rise time of 2ns, simulating the rise times of 
the switching interruption of inductive devices, a 30ns pulse width which results in a predefined injected 

Figure 13. MIL-STD-461G, CS109, test setup (DoD: USA, 2015)

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



115

Electromagnetic Compatibility Testing for Space Systems
﻿

energy level and 30Hz pulse rate to increase the repeatability of the results and ensure the immunity of 
the system under test.

The proposed test setup is almost identical to the one presented in Figure 15 with two differences: 
a) The injection of the transient pulses is performed with a Pulse Generator and b) the monitoring is 
performed with a current monitor probe connected to the 50Ω input of an oscilloscope.

MIL-STD-461G, CS116, Conducted Susceptibility, Damped Sinusoid Transients, Cables and 
Power Leads

The frequency range of interest for this test is 10kHz-100MHz and it applies to all cables connected to 
the equipment under test as well as on each high side power input. The aim of this requirement is the 
susceptibility evaluation of the EUT to simulated current and voltage waveforms produced from the 
excitation of natural resonances in platforms.

Figure 14. MIL-STD-461G, CS114, injection current limit curves (DoD: USA, 2015)

Figure 15. MIL-STD-461G, CS114, test setup (DoD: USA, 2015)
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Similar to the CS115 requirement described above, but with a different approach, this conducted 
susceptibility test aims to control the waveform as a damped sine. Damped sinusoid transient, or oscil-
lating transients, are the result of external stimuli such as lightning strikes, electromagnetic pulses or 
switching phenomena. Such phenomena induce noise on all types of cables attached to the equipment of 
the spacecraft, which take the damped sinusoid shape due to the various resonances along the coupling 
path. These resonances can be attributed either to the conducting cables or other resonating structures 
along the path. The proposed methodology subjects the equipment under test to the normalized waveform 
of Figure 17, where the peak current is derived from the limit line of the same Figure. The test setup is 
almost identical to the one presented previously for CS114 and CS115 with the only difference being 
(except for the use of a Damped Sinusoid Generator instead of the signal generator or the pulse genera-
tor) the usage of a Storage Oscilloscope for the connection of the monitor probe.

Figure 16. MIL-STD-461G, CS115, transient waveform characteristics (DoD: USA, 2015)

Figure 17. MIL-STD-461G, CS116, typical damped sinusoidal waveform and peak current limit line 
(DoD: USA, 2015)
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Regarding the applicable frequencies, the Standard requires that compliance should be demonstrated 
at the following frequencies:0.01, 0.1, 1, 10, 30 and 100MHz. If for any reason (e.g. investigation of 
specific resonating frequencies due to platform resonances) more resonating frequencies critical for the 
equipment performance have been identified, compliance shall be demonstrated at these frequencies 
also. The pulse duration shall be five minutes according to this requirement and the pulse repetition rate 
should be between 1pulse/second and 1pulse/2seconds.

ECSS-E-ST-20-07C §5.4.8, CS, Bulk Injection, 50kHz to 100MHz

The test described in this European Standard, focused entirely on Space Systems, exhibits many similari-
ties with the tests described above in CS114, CS115 and CS116 of MIL-STD-461G. It has however been 
refined to the test requirements for Space Systems. The injection method is based on the bulk current 
injection (BCI) methods described for MIL-STD-461G with slightly modified signal shapes and test 
frequency characteristics. Figure 18 presents the proposed signal shape for the recommended level of 3V 
peak to peak calibrated on the BCI jig load with 50Ω, while Table 3 presents the signal test characteristics.

Regarding the differences between this requirement and the CS114-116 requirements of MIL-STD-
461G, the ECSS-E-HB-20-07A Electromagnetic Compatibility Handbook attributes the difference of 
the covered frequency range of antenna transmissions from the CS114 requirement to the more limited 
transmit frequencies on a spacecraft, which are also almost always well-identified and above 1GHz. 
However, CS114 has been occasionally used on European Space projects as well but with a different 
purpose. The purpose was to evaluate the susceptibility of the equipment under test against signals coupled 
on its bundled or common mode noise produced in the spacecraft internal circuitry, such as crosstalk. 
According to ECSS-E-HB-20-07A, the testing methodology described in ECSS-E-ST-20-07C §5.4.8 
is supposed to be more suitable for the Electromagnetic Compatibility evaluation of typical spacecraft 
conditions aiming to discover susceptible points due to design shortcoming without experiencing “false 
alarm” cases which can be time-consuming and not representative of actual and possible problems. 
Regarding the CS115 and CS116 requirements of MIL-STD-461G, ECSS-E-ST-07C does not specify 
an equivalent or alternative requirement for the evaluation of the equipment under test immunity to the 

Figure 18. ECSS-E-ST-20-07C §5.4.8, signal shape (ECSS, 2012)
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effects of external transient environments. It however specifies a dedicated ESD test, simulating the 
coupling of electrostatic discharges to bundles, which will be discussed later in this chapter.

Transient Conducted Susceptibility Testing

Immunity testing to transient electromagnetic phenomena (except immunity to electrostatic discharges, 
which is usually investigated and tested on its own, that means with a dedicated test) can be covered by 
various Standard requirements, some of which have already been presented and discussed in the previ-
ous section, such as CS115 and CS116 of MIL-STD-461G. More emphasis on the susceptibility of the 
equipment under test to transient voltage or current pulses with precisely defined waveforms, that means 
transient waveforms with specified voltage or current peak levels, rise/fall time and width, is provided 
by MIL-STD-461G in the CS117 section, which however is not applicable to Space Systems. ECSS on 
the other hand includes in its ECSS-E-ST-20-07C Standard a dedicated section for the susceptibility 
testing of the spacecraft equipment to voltage transients that can occur either due to the switching on or 
off of other systems connected to the spacecraft power bus or due to a short circuit event on the power 
bus, before the reaction of the central protections.

Table 3. ECSS-E-ST-20-07C §5.4.8, CS signal test characteristics (ECSS, 2012)

Frequency range Pulse repetition frequency Duty cycle

50 kHz- 1 MHz 1 kHz 50% (square wave)

1 MHz – 10 MHz 100 kHz 20%

10 MHz – 100 MHz 100 kHz 5%

Figure 19. ECSS-E-ST-20-07C §5.4.9 test setup (ECSS, 2012)
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ECSS-E-ST-20-07C §5.4.9, CS, Power Leads, Transients

The proposed test setup (Figure 19) is very similar to the one presented in CS115 of MIL-STD-461G. 
Figure 20 presents the time normalized voltage spike waveform. The applied peak voltage values are 
specified as a percentage of the line voltage.

The proposed methodology specifies some of the necessary parameters for the conduction of the 
aforementioned transient immunity tests. First, a series of positive spikes superimposed on the input power 
voltage shall be applied and then a series of negative spikes. The spike amplitude for the positive polarity 
spike shall be +100% of the actual line voltage if the rated bus voltage is lower than 100V or 50% if the 
rated bus voltage is equal or greater than 100V. For the negative polarity spikes, the amplitude shall be 
-100% for every rated bus voltage value. Two sets of pulse application are specified in the Standard for 
two different spike duration values. The spike duration, which is defined as a first zero-crossing point, 
shall be 150ns and 10μs.

Radio Frequency Conducted Susceptibility Testing up to 20 GHz

Requirements for conducted susceptibility evaluation for frequencies up to 20 GHz in the MIL-STD-
461G Standard are focused on the evaluation of the antenna port of specific RF equipment, such as com-
munication receivers, radar and acoustic receivers, transceivers and RF amplifiers. The CS103, CS104 
and CS105 sections of the Standard offer guidance on the necessary testing conditions and parameters. 
More specifically, CS103 is used to determine the presence of intermodulation products due to unde-
sired signals at the antenna input ports of the equipment under test. CS104 investigates the presence 
of spurious responses caused by such undesired signals and CS105 is used to determine the presence 
of cross-modulation products. The applicability of these requirements and the corresponding testing 
limits depend on the subsystem design being developed, which can vary significantly between different 
subsystems. Therefore, testing parameters need to be determined for each procurement. Annex A (A.5.8, 
A.5.9 and A.5.10) of MIL-STD-461G offers guidance towards this effort. Since these requirements are 

Figure 20. ECSS-E-ST-20-07C §5.4.9 voltage spike waveform (ECSS, 2012)
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very design-specific, this chapter will not focus on more details on this matter and will refer the reader 
to the aforementioned Standard Annex.

Radiated Susceptibility Testing

The evaluation of the performance of equipment, when subjected to radiated electromagnetic fields, has 
always been a core element in Electromagnetic Compatibility testing. Due to the nature of electromagnetic 
fields, there is a categorization of immunity tests based on the frequency range of each type of field. 
That means, that for low frequencies, i.e. up to couple hundred kilohertz, the equipment is subjected to 
magnetic fields, while for higher frequencies to electric fields. In the following section, the immunity 
requirements specified by the two main Standards, discussed in this chapter, will be presented for each 
frequency region.

Radiated Susceptibility Testing to Low-Frequency Magnetic Fields

Requirements in this frequency region are used to evaluate the performance of equipment considered 
potentially sensitive to such magnetic fields which are installed in the vicinity of a source of such fields. 
In the MIL-STD-461G Standard, the associated requirement (RS101), is not applicable to equipment 
included in Space Systems. However, its European equivalent (ECSS-E-ST-20-07C) involves such a 
requirement.

ECSS-E-ST-20-07C §5.4.10, RS, Magnetic Field, 30Hz to 100kHz

The test setup proposed in this Standard, as presented also in Figure 21, includes the injection of a pre-
calibrated current from a signal generator via a power amplifier in a radiating loop of specific charac-
teristics (Diameter: 12cm, Number of turns: 20, etc.) resulting in magnetic field values according to the 
limit line of Figure 22. The loop antenna should be positioned in a 5cm distance from the face of the 
equipment being tested.

Figure 21. ECSS-E-ST-20-07C Radiated susceptibility to magnetic fields setup (ECSS, 2012)
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It should be noted that due to the large size of the used radiating loops, this methodology can not be 
effectively applied for the susceptibility testing of the cable harness to the coupling of low-frequency 
magnetic fields. When this type of testing is required, for example, if a sensitive chain harness can be 
potentially affected by magnetic fields produced by solar arrays, specialized tests need to be designed 
and implemented. Additionally, this requirement does not cover the frequency range below 30Hz, which 
may be of interest when specialized equipment, such as magnetotorquers, need to be evaluated. For these 
cases, specialized tests and planning are also required.

Radiated Susceptibility Testing to Electric Fields

Contrary to the limited frequency range of radiated susceptibility testing to magnetic fields, the electric 
field equivalent process is more complicated and time-consuming due to the large variety of operating 
frequencies of various equipment that could be potentially installed in the vicinity of the system under 
test. Taking also into consideration the intentional RF transmitters (wireless communication systems) the 
testing frequency range expands from the couple megahertz region up to 40 gigahertz (depending on the 
implemented design). This leads to the requirement of different transmitting antenna types, similar to the 
Radiated Emissions requirement described earlier in this chapter. Both reference Standards (MIL-STD-
461G with the RS103 requirement and ECSS-E-ST-20-07C) specify requirements for the immunity of 
equipment used in the space environment. The test setup proposed by both Standards is almost identical. 
The concept requires the tests to be carried out inside a shielded room to establish a uniform radiated 
field for the window under test and to avoid the interactions with the equipment in the vicinity of the 
test site. The system under test is installed in its normal operating condition with all associated cables 

Figure 22. ECSS-E-ST-20-07C Radiated susceptibility to magnetic fields limits (ECSS, 2012)
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connected to it and inside the test setup boundary (Figure 23). Monitoring and auxiliary equipment are 
installed outside the shielded chamber.

A small but important differentiating detail regarding the test setup between the two Standards is the 
sensor position. While the ECSS-E-ST-20-07C Standard explicitly specifies that the E-Field sensor is 
positioned 1m from, and directly opposite the transmit antenna at a minimum height of 30cm above the 
ground plane and not directly near the edges or corners of the equipment under test, MIL-STD-461G 
does not strictly specify the position of the E-Field sensor. The effect of the E-field sensor positioning 
has been studied by Çakır et al. (Çakır et al, 2014). In this work, dummy equipment under test with 
dimensions 140cm x 65cm x 64cm and a metallic enclosure was tested in the frequency range 1GHz-
18GHz, since resonance effects caused by the equipment under test are more commonly observed at 
frequencies above 1GHz. Utilizing directional couplers Çakır et al. measured the forward power values 
injected to the transmitting antennas for different E-Field sensor positions (10cm distance between each 

Figure 23. Radiated Susceptibility testing to electric fields test setup (DoD: USA, 2015)
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E-Field sensor position). This distance was considered by the authors as representative of the variation 
during the E-Field sensor positioning process performed by a test engineer during a routine compliance 
test. The results clearly show a significant variation of the measured forward power values for the dif-
ferent positions despite the small distance difference between the points and although all points are well 
within the 3dB beamwidth of the transmitting antennas. More specifically, the deviation as expected 
increases with the increase of frequency reaching values at specific resonance frequency above 10GHz 
of approximately 16dB.

The test levels for each frequency range according to MIL-STD-461G for Space equipment is 20V/m 
in the whole frequency range of 2MHz-40GHz. ECSS-E-ST-20-07C, however, takes a different approach 
and differentiates the test levels based on the vicinity of the equipment, in normal installation conditions, to 
main/secondary lobes of radiating sources and depending on whether it is to be installed inside or outside 
the main frame, considered as a Faraday Cage. Table 4 presents these tests and the relative conditions.

Conducted and Radiated Susceptibility Testing Overlap

Substituting the radiated susceptibility testing procedure with a conducted approach has always been 
very appealing to EMC and test engineers. Radiated immunity testing can be time-consuming, quite 
expensive since apart from the expensive equipment necessary for the conduction of such tests (RF am-
plifiers, able to cover the forward power requirements in a very large frequency range, as well as a large 
variety of antennas are needed to accurately establish a uniform field of predefined field level inside 
an anechoic chamber) a very expensive infrastructure is required, i.e. an anechoic chamber and last but 
not least not repeatable since the coupled interference levels are very setup dependent, that means for 
complex systems under test different setup implementation can provide different test results.

In general, the dominant coupling mechanisms for frequencies up to a couple megahertz is the cou-
pling of the field via the interconnecting cables of the equipment under test with external sources, while 
the equipment apertures effects become dominant in higher frequencies. Therefore, the upper-frequency 
limit of a potential radiated susceptibility testing substitution is between 500MHz and 1GHz (Badini 
et al., 2016). In their work, Badini et al. present a statistical approach for the Radiated-Conducted sus-
ceptibility testing equivalence, proposing an equivalence scheme, in accordance with the practice and 
requirements of aerospace testing, which does not require information regarding the impedances and 
other uncontrolled factors utilizing only a Bulk Current Injection probe, which feeding parameters are 
specified by the standard calibration procedure through a 50Ω calibration fixture. Their work utilizes 
statistics to compensate for the lack of knowledge about uncontrolled parameters and to quantify the 

Table 4. ECSS-E-ST-20-07C Radiated Susceptibility testing to electric fields test levels

Frequency range Electric field test level Equipment installation condition

30 MHz-18 GHz

10 V/m Outside the main frame and near beams

>10 V/m If RF analysis estimates field levels greater than 10 V/m

1 V/m Outside the main frame and far from beams

1 V/m Inside the main frame

X V/m Special test level for specific RF transmit/receive frequencies
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over-testing probability of the alternative conducted susceptibility test. According to the authors of this 
work, the proposed methodology offers flexibility regarding the tailoring of the test levels to different 
setup requirements (Badini et al., 2016).

Susceptibility to Electrostatic Discharges

Immunity testing against electrostatic discharges, either personnel-borne in the case of manned space 
missions or indirect due to environmental effects or interior discharging mechanisms, is investigated 
extensively in both reference Standards for EMC testing. The authors would like to refer the reader to 
another chapter of this book, where this specific requirement is investigated and discuss in more detail.

FUTURE WORK

As already discussed earlier in this chapter, Electromagnetic Compatibility testing is progressing and 
evolving rapidly in recent years and will continue to do so in a probably faster pace. At the same time, 
Space Systems are becoming more complex and demanding with scientific missions quickly increasing 
in numbers. Space organizations, institutions, international and national committees should therefore 
be able to react immediately on the topic of EMC testing tailoring and improving the relative Standards 
according to future needs, trying however at the same time to improve the proposed methodologies re-
garding their accuracy, repeatability and reproducibility. Utilizing the progress in scientific knowledge 
methodologies complementing or replacing those described in this chapter need to be implemented to 
cope with the limitations of current methodologies. Finally, progress in the electromagnetic simulation 
of space environmental conditions could attribute significantly to the better approximation and visual-
ization of electromagnetic phenomena in space.

CONCLUSION

Space missions and projects present great challenges regarding the electromagnetic compatibility 
analysis and testing of the associated systems and equipment. In this chapter, the EMC requirements 
and proposed methodologies of the two main Standards, MIL-STD-461G and ECSS-E-ST-20-07C, are 
presented in detail and recent trends associated with these requirements are discussed. The scope of this 
chapter was to provide the reader with a detailed overview of the requirements and highlight the points 
where specific tailoring of the Standard methodologies is required. It can be used as a compact guide 
to EMC testing of Space Systems and applications according to the guidelines of two of the most active 
organizations in the field.
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KEY TERMS AND DEFINITIONS

Conducted Emissions: Emissions conducted through the cable of the equipment under test and 
measured either via specific probes or Line Impedance Stabilization Networks and a measuring receiver.

Electromagnetic Disturbance: Unintended electromagnetic emission, radiated or conducted from 
a source.

Electromagnetic Susceptibility (Immunity): The ability of a system or device to operate without 
performance degradation under the influence of electromagnetic disturbances.

Electrostatic Discharge (ESD): A transient current pulse as a result of the breakdown of a dielectric 
due to charge accumulation and different potential levels between conductors or non-conductive surfaces.

Inrush Current: The maximum instantaneous input current of an electrical device during its initial 
powering on.

Magnetic Cleanliness: An environment where the ambient magnetic field levels are adequately low 
for magnetic field measurements of ultra-low values.

Radiated Emissions: Emissions radiated from the system under test as a whole, measured with a 
receiving antenna and a measuring receiver.

Transient Electromagnetic Phenomena: Phenomena occurred as a result of switching operations of 
capacitive or inductive loads, direct or indirect lightning strikes or in general abrupt and rapid changes 
of currents or voltage levels.
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ABSTRACT

Nowadays, a wide range of space missions accommodate ever-stricter electromagnetic cleanliness re-
quirements arising either from the need for more precise measurements or from the implementation of 
highly sensitive equipment. Therefore, the establishment of a methodology that ensures the minimization 
of the electric and/or magnetic field in specific areas inside or outside the spacecraft structure is crucial. 
Towards this goal, the current chapter proposes that utilizing the results of a process completed during 
the early design stages of a mission, that is, the measurement and characterization of each implemented 
device, the desired elimination of the field can be achieved. In particular, the emerged electromagnetic 
signatures of the units are proven essential for the proposed methodology, which, using a heuristic ap-
proach, defines the optimal ordinance of the equipment that leads to system-level electromagnetic field 
minimization in the volume of interest. The dimensions of the devices and the effect of the conductive 
surfaces of the spacecraft’s hull are also taken into account.

Aspects of Extremely Low 
Frequency Electric and Magnetic 
Cleanliness on Space Platforms

Alexandra P. Mavropoulou
National Technical University of Athens, Greece

Alexandros D. Bechrakis Triantafyllos
National Technical University of Athens, Greece

Christos D. Nikolopoulos
 https://orcid.org/0000-0003-1344-4666

Department of Electronic Engineering, School of Engineering, Hellenic Mediterranean University, 
Greece

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use

https://orcid.org/0000-0003-1344-4666


128

Aspects of Extremely Low Frequency Electric and Magnetic Cleanliness on Space Platforms
﻿

INTRODUCTION

The necessity as well as the difficulties of achieving electromagnetic cleanliness in space missions are 
well known issues that constantly concern EMC engineers ((Junge & Marliani, 2011), (Polirpo & Cucca, 
2012), (Weikert, Mehlem, & Wiegand, 2012) (Boschetti, Gervasio, & Marziali, 2012) (Lassakeur & 
Underwood, 2019) (Michelena, Rivero, Frutos, Ordóñez-Cencerrado, & Mesa, 2019) and other). In fact, 
every electronic device situated inside a spacecraft emits electromagnetic radiation that in conjunction 
with the properties of the materials selected for the design, can pose a serious threat to the whole system’s 
performance. Therefore, at the early phases of the design, a lot of effort is made in order to achieve ac-
ceptable levels of EM radiation at certain regions and prevent system failures, such as permanent damage 
of power supplies, false commanding, noisy measurements etc. A typical example of equipment pieces 
that require strict electromagnetic cleanliness constraints are field and particle sensors. Those, aiming 
to widen humanity’s understanding regarding the laws governing the universe, from planet formation to 
particle interactions, require precise and accurate measurements that cannot be obtained if the measuring 
environment is not free from spacecraft-induced interference.

The techniques that can be utilized in order to achieve this challenging objective of electromagnetic 
cleanliness vary from the implementation of adequate shielding on the onboard equipment, to the use of 
low-emissions interconnecting wiring methods between the mission’s units (ECSS Secretariat, 2019). 
But except for the unit-level work, certain design choices can also contribute to the attainment of this 
goal. In particular, based on the electromagnetic theory and the modeling approximation of the problem, 
the authors of (Kountantos, Nikolopoulos, Baklezos, & Capsalis, 2019), (Nikolopoulos, Baklezos, & 
Capsalis, 2020) and (Baklezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press) have 
developed a methodology that aims to the formation of an environment inside or outside the boundaries 
of the spacecraft, where the system’s interference is minimized, if not eradicated. This methodology 
deploys an optimization algorithm, namely the Differential Evolution (DE) algorithm (Storm & Price, 
1995), which calculates the proper ordinance of the equipment in order to achieve EM cleanliness either 
at a single observation point or on a set of points (boundaries of the area of interest). More specifically, 
the optimal spatial arrangement (positions) as well as the proper orientation angles of the devices (DUTs) 
are calculated. In order for this process to be realized, the electric and magnetic signatures of the units 
comprising the spacecraft’s equipment should be known. Usually, measuring and modeling campaigns 
are performed at the early stages of the design, therefore such information is available.

The algorithmic process also accounts for the dimensions of the equipment, thus avoiding the overlap 
of the units in the proposed solution, as well as for the Spacecraft Hull effect, i.e. the contribution of the 
conductive surfaces of the spacecraft to the distribution of the system’s field. In addition, if the strict 
cleanliness requirements cannot be achieved with the proper placement of the onboard equipment, ad-
ditional auxiliary sources can be included in the design, the ordinances of which are calculated similarly 
to that of the DUTs. It should be noted that in a wide range of missions, with the arrangement of the 
units, a trade-off aims to be achieved, between not only EM cleanliness restrictions but also thermal, 
mechanical, accessibility etc. Hence, those may take precedence over the currently discussed cleanliness 
requirements, such that the spatial arrangement of the equipment cannot be addressed as proposed. But 
even in those cases, this methodology can be implemented for determining the position and orientation 
of the potentially used compensation sources.

Overall, this stochastic methodology, given a set of previously characterized devices, can calculate 
the optimal arrangement of the equipment in a predefined search space (spacecraft boundaries), aiming 
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at the minimization of the total field in a given area. In the framework of this chapter, DC and extremely 
low frequency (ELF) sources are examined, operating in the frequency range up to 250 KHz. Simulation 
results show that, in these cases, due to the strong dependence of the emissions on the relative distance 
between the source and the observation point(s), even small rearrangements can have noteworthy impact 
to the distribution of the system’s field.

BACKGROUND

In the current analysis, the frequency range examined does not surpass the upper limit of 250 kHz. 
Therefore, the corresponding wavelengths are in the order of kilometers (λ≥1.2 km), while the potential 
observation points are in the vicinity of the spacecraft. In fact, the sensitive equipment can be placed 
either inside the spacecraft or in a boom extending up to 11 meters (Lassakeur & Underwood, 2019) 
away from it (e.g. Solar Orbiter, Figure 1) and thus the area of EM cleanliness interest, is limited in the 
district of the spacecraft. Consequently, in order to compute the electromagnetic fields produced by the 
system’s devices, in one of the aforementioned positions, the near field approximation should be taken 
((Kountantos, Nikolopoulos, Baklezos, & Capsalis, 2017) and (Baklezos A., et al., 2019)).

The methodology deployed for the modeling of the electric field emissions of the equipment is the 
Multi-Frequency Electric Dipole Model (Kountantos, Nikolopoulos, Baklezos, & Capsalis, 2017) and 
(Baklezos A., et al., 2019), according to which, each DUT can be replaced by one or more electric di-
poles oscillating at each of the frequencies that contribute to the emissions. The same technique can also 
produce accurate results for the modeling of the magnetic radiation of the devices, if the electric dipoles 
are replaced by magnetic ones. Hence, if a single dipole is considered for each frequency of interest, the 
near field approximation is expressed as:

Figure 1. Payload accommodation onboard Solar Orbiter. Credit: ESA – Areas with Magnetic Cleanli-
ness Requirements (Nikolopoulos, Baklezos, & Capsalis, 2020)
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In order for the equations (2) and (3) to be used for the calculation of the electric or magnetic field 
of a system, the moments and coordinates of each dipole should be expressed in accordance with the 
spacecraft’s coordinate system. Therefore, it is considered essential to define the transformation method 
from the DUT’s coordinate system (DCS) to the spacecraft’s coordinate system (SCS). For simplicity 
purposes, let’s examine the example of the j-th DUT, whose electric or magnetic emissions are modeled 
using the k-th (electric or magnetic) dipole, placed at (xOjk, yOjk, zOjk) and whose DCS is centered at (xOj, 
yOj, zOj), as illustrated in Figure 2.

In order to account for the orientation of the moment vector, when a rotation of the DUT is applied, 
the transformation matrices Rx,Ry,Rz (4) should be employed.
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In particular, if the rotation is applied firstly on x-axis, then on y-axis and finally on z-axis (φ, ω and 
θ the respective angles, Figure 3), the moments (electric or magnetic) and the coordinates of the model 
are computed as shown in (5)-(7).
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The final step towards the transformation from the DCS to the SCS is to calculate the coordinates 
of the dipole in the SCS (8).
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It is noted that the electric and magnetic cleanliness problems differ with each other and are not related 
in terms of this methodology. They are presented simultaneously due to the similar processes followed 
in the attainment of the two problems. Also, different frequencies produce different ordinances of the 

Figure 2. Translation form DUT’s coordinate system to the Spacecraft coordinate system (Nikolopoulos, 
Baklezos, & Capsalis, 2020)
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same system, therefore, with the exception of harmonics, the solution for a single frequency may not be 
apposite for other contributing frequencies.

Problem Formulation

Before the description and discussion of the heuristic algorithm that calculates the optimal placement 
of the equipment inside the spacecraft, some definitions should be made regarding the approach of the 
problem.

Important Definitions

•	 Number and Type of DUTs taken into consideration

In actual mission designs, a variety of devices produce electromagnetic emissions and may interrupt 
the cleanliness of the spacecraft, but only three or four of them are the most contributing ones that 
mostly define the overall behavior of the system. For the purposes of this work, actual DTUs have been 
measured and modeled in (Baklezos A., et al., 2019) and (Nikolopoulos, Baklezos, & Capsalis, 2018), 
and the four most contributing of them are used in the simulations. Each DUT is modeled with a single 
dipole at one frequency.

•	 Spacecraft Boundaries

The spacecraft is considered as a rectangular container (cuboid) with dimensions L×W×H defined 
individually in each of the tests. The spacecraft’s boundaries define the search space inside which the 
DUTs can be placed.

•	 Observation Points

Figure 3. DUT’s ordinance representation. Example for (xOjk, yOjk, zOjk)=(0,0,0) and magnetic cleanliness 
testing (Nikolopoulos, Baklezos, & Capsalis, 2020)
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In actual missions, the sensitive equipment pieces are placed in a volume inside or outside the space-
craft’s boundaries, therefore, the area that requires electric or magnetic cleanliness is in the vicinity of 
the spacecraft. This area is called the “observation area”, it is referred by its center (observation point 
- OP) and is considered a cuboid with its eight peaks referred as OP1 to OP8.

•	 Orientation of the DUTs

The DUTs are allowed to rotate only in z-axis (0°≤𝜑≤360°), in order to remain in the horizontal 
plane regarding the spacecraft’s azimuth (𝜔, 𝜃: 0°, 90°, 180°, 270°).

•	 Effect of Spacecraft Conductive Hull on the Field Distribution

The conductive surface of the spacecraft significantly alters the distribution of the field inside its 
volume. Therefore, in the case of the observation point being situated inside the spacecraft, this effect 
should be considered, by including a number of dipole images in the analysis (image theory). Then, for 
a single source, the total field is calculated as the sum of the field produced by the source and the ones 
produced by six image sources (only first order images), as depicted in Figure 4.

Figure 4. A single dipole source and the image dipoles from the spacecraft’s conductive surfaces: the 
case of an electric dipole (Baklezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press)
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Even evident from the strong dependance of the field on the relative distance between observation 
point and source (2), the impact of the rearrangement of the equipment can also be showcased as follows. 
If a large number of random placements of the dipoles (DUTs) are tested, wide fluctuations of the fields 
produced at the OP are observed. In fact, the calculation results of (Kountantos, Nikolopoulos, Baklezos, 

& Capsalis, 2019) showed that electric field emissions vary from 10 4− V
m

 to nearly 1V
m

, while the ones 

in (Nikolopoulos, Baklezos, & Capsalis, 2020) that magnetic field emissions can take values from 10-11T 
to 10-3T. Through this simple test, the improvement that can be achieved with the employment of this 
methodology is highlighted.

Algorithm Description

The algorithm described in this chapter employs a well-known and proven heuristic algorithm, Differ-
ential Evolution (DE), which, having an optimization character, aims to minimize or maximize a given 
criterion (objective function). In the current analysis, DE extracts a solution that consists of the cartesian 
coordinates (SCS) as well as the orientation angles of the DUTs’ moments (4DUTs × 6coordinates = 
24variables) and aims to minimize the field across an observation volume. Thus, the objective function 
used is the sum of the (electric or magnetic) fields’ amplitudes at the peaks of the observation cuboid (OP1, 
OP2, …, OP8), (9). This way, it is ensured that the whole cuboid accommodates a suitable environment.
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The known parameters of the problem are the dimensions and moments of the contributing sources, 
the boundaries of the spacecraft (search space), the volume inside which cleanliness needs to be achieved 
as well as the cleanliness conditions.

Let’s consider some interesting points about some of these parameters.

•	 Dimensions of the DUTs

The pieces of equipment that need to be placed inside the spacecraft are represented by the position 
and orientation of their moments. Therefore, if not prevented, two or more devices may overlap at the 
given optimal solution. For this reason, a condition that prevents such a collision by taking into con-
sideration the dimensions of the devices, is included in the process. In fact, if a ai×bi×ci cuboid DUT is 
bounded by a sphere, the radius of this sphere will be:
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And the condition that ensures that two neighbor spheres (Figure 5) and thus two neighbor devices, 
will not overlap is:

d ≥ R1 + R2,	 (11)

Where d is the distance between the centers of the spheres, as illustrated in Figure 5.
Similarly, the potential placement of part of the device outside the spacecraft’s boundaries is also 

avoided.

•	 Cleanliness Requirements

Regarding the maximum accepted interference, each mission has each own victim-equipment re-
lated cleanliness requirements; however, due to the stochastic nature of the solutions, an additional 
criterion that assesses their quality is implemented. This criterion correlates the level of the total emis-

sions with the emissions produced individually by the DUTs. This is achieved via the quantity 
E
E

total

imin
 

or 
B
B

total

imin
. In (Kountantos, Nikolopoulos, Baklezos, & Capsalis, 2019) and (Nikolopoulos, Baklezos, 

& Capsalis, 2020), the criteria are defined as: 
E
E

total

imin
%<1  and 

B
B

total

imin
%< 5  respectively.

Overall, the algorithm is initialized with randomly generated solutions, drawn from the valid 24-Di-
mensional solution space according to the uniform distribution. Then, it attempts to iteratively improve 
the candidate solution by minimizing the objective function. If the generated solution is a valid placement, 
in terms of device-to-device collision (11) and device-to-spacecraft boundaries collision, it is evaluated 
based on the aforementioned cleanliness criteria. If either the collision or the cleanliness conditions are 
not satisfied, the solution is discarded and a new one is generated. The whole algorithmic process is 
depicted in flowchart form in Figure 6.

A modification of this algorithmic process can be implemented to serve two additional scenarios. In 
particular, in cases where the rearrangement of the spacecraft’s equipment in inadequate to fulfill the 
strict cleanliness requirements of the mission, an (unknown) auxiliary source can be employed to further 
minimize the field (active field cancellation). Also, if in a predefined design, an additional device is to be 
inserted, its optimal ordinance needs to be defined. In the two aforementioned scenarios, the Differential 
Evolution algorithm can be deployed to calculate the final configuration. In fact, taking as inputs the 24 
variables extracted from the initial problem, the algorithm is modified to calculate the 6 new variables 
inserted. In the case of the auxiliary source, these variables represent the location and moment vectors 
of the 5th dipole, while in the case of the additional DUT, its location and orientation vectors need to be 
computed. The rest of the procedure remains as discussed previously.
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SIMULATION RESULTS AND DISCUSSION

In the framework of the development of the discussed methodology, a variety of simulations have been 
realized. Through these simulations, not only the success of the practice to create a suitable environment 
is emphasized, but also the contribution of some key parameters to the solution derived by the algorithm, 
is examined. These parameters are: the actual position of the observation point, the dimensions of the 
observation volume, the effect of the spacecraft’s conductive enclosure and the impact of adding an 
auxiliary source to the system.

The electric and magnetic moments used for the simulations are products of measurement and model-
ing of actual space equipment performed in (Nikolopoulos, Baklezos, & Capsalis, 2018) and (Baklezos 
A., et al., 2019) and are presented in Table 1 and Table 2 respectively.

The Effect of the Observation Point’s Actual Position

In order to examine the applicability and effectiveness of this methodology in any region insight or 
outside the spacecraft, a variety of simulations have been performed, utilizing different setups in terms 
of observation point location (Figure 7 and Figure 8). The results showed that the algorithm performs 
correctly in any case, as illustrated in the contour plots in Figure 9 and Figure 10. These plots showcase 
the field distribution in the YX plane, with the boundaries of the spacecraft and the observation cuboid 
being marked in green and red correspondingly. Therefore, the fact that the red rectangle falls into the 

Figure 5. DUT’s placement condition to prevent overlap (Nikolopoulos, Baklezos, & Capsalis, 2020)
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minimum-field area renders the process successful. The same results can be extracted from Table 3, in 
which the field’s and criterion’s values are presented for all cases.

Figure 6. Algorithm description for proper equipment ordinance
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Table 1. Dipoles’/DUTs’ electric moments

Dipole/DUT px(fC∙m) py(fC∙m) pz(fC∙m)

1 3 12 4

2 8 -9 25

3 7 -5 13

4 -23 -11 6

Table 2. Dipoles’/DUTs’ magnetic moments

Dipole/DUT mx(mA∙m2) my(mA∙m2) mz(mA∙m2)

1 -0.9 -27 -41

2 4.1 -87 9.4

3 -3.6 -53 1.6

4 -23 9.3 11

Table 3. Minimization field criterion

Observation point location BTotal(T) Criterion Value

Case 1 Center of the spacecraft (Figure 7a) 8.7368×10-11 0.0307

Case 2 Random position inside the spacecraft (Figure 7b) 7.873×10-11 0.0431

Case 3 Random position outside of the spacecraft, but in close 
proximity to it (Figure 8) 2.821×10-11 0.0526

Figure 7. Location of two observation points situated insight the spacecraft (case 1-a and case 2-b), 
magnetic cleanliness testing (Nikolopoulos, Baklezos, & Capsalis, 2020)
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It is worth noting that the cleanliness examination outside the conductive enclosure of the spacecraft 
is only performed for the DC and ELF magnetic cleanliness problem. This is justified due to the fact 
that the spacecraft’s hull acts as a Faraday Cage for the DC and ELF electric fields, therefore the electric 
cleanliness is ensured in any region outside it.

The following figures (Figure 11 and Figure 12) depict the ordinance of the DUTs computed by the 
algorithm.

Similar results are presented for the electric cleanliness problem in (Kountantos, Nikolopoulos, 
Baklezos, & Capsalis, 2019), where it is also verified that small spatial displacements of the DUTs do 
not affect the fulfillment of the criterion.

Figure 8. Location of observation point situated outsight the spacecraft (case 3), magnetic cleanliness 
testing (Nikolopoulos, Baklezos, & Capsalis, 2020)

Figure 9. Distribution of the magnetic field at the YX plane (case 1-a, case 2-b) (Nikolopoulos, Baklezos, 
& Capsalis, 2020)
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The Effect of the Addition of an Auxiliary Source

In the case where further decrease of the field is required, the method of including an auxiliary source 
is implemented, as described earlier in this chapter. The effectiveness of this method is validated via 
simulations in the setup of case 1 (Table 3), from where it is derived that the compensation magnet 
achieves an improvement of the total field by 87% (Table 4) (Nikolopoulos, Baklezos, & Capsalis, 2020)

Figure 10. Distribution of the magnetic field at the YX plane (case 3) (Nikolopoulos, Baklezos, & Cap-
salis, 2020)

Figure 11. DUTs ordinance for minimum magnetic field in two different observation points insight the 
spacecraft (Nikolopoulos, Baklezos, & Capsalis, 2020)
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The Effect of the Spacecraft’s Hull Conductive Surfaces

In order for the effect of the conductive surfaces of the spacecraft to be taken into consideration while 
examining the electric cleanliness inside it, a number of image dipoles should be included in the analy-
sis (Figure 4). To evaluate the contribution of these conductive surfaces, simulations were performed 
in (Baklezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press) with and without the 
implementation of the image theory and the results were compared.

In fact, for better understanding the alteration of the field’s distribution if the conductive surface is 
taken into consideration, an example is employed. Given the setup of Figure 13, after the calculation of 
the optimal ordinance of the DUTs by DE, the field’s distribution in YX plane is depicted at Figure 14a, 
where it is shown that the field is minimized in the vicinity of the observation cuboid (red rectangle), 

Figure 12. DUTs ordinance for minimum magnetic field in observation point outsight the spacecraft 
(Nikolopoulos, Baklezos, & Capsalis, 2020)

Table 4. Minimization field criterion (including auxiliary source)

Observation point location BTotal(T) Cleanliness Criterion Value

Case 1, including auxiliary source 2.45×10-11 0.0291
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as required. If the field is now computed, also accounting for the image sources, the red rectangle falls 
outside of the minimum field area (Figure 14b), showcasing that if this effect is not included in the 
process, its results may be insufficient.

The results of a new simulation in which the objective function is reconsidered in order to include 
the spacecraft hull effect are shown in Figure 15. This arrangement of the equipment produces electric 
field distributed as illustrated in Figure 16 (YX plane). It is obvious that this distribution of the field 
meets the cleanliness requirements, in contrast with the case shown in Figure 14b.

Figure 13. Location of observation point, electric cleanliness testing (Baklezos A., Nikolopoulos, Vard-
iambasis, Kapetanakis, & Capsalis, in press)

Figure 14. Distribution of the electric field at the YX plane, without (a) and with (b) considering the 
image sources (Baklezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press)
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Future Research Directions

The methodology discussed in this chapter has still to be implemented in an actual mission design, where 
measurements can verify the simulations’ results. Also, future work may be directed towards the expan-
sion of the algorithm in order to examine multiple conditions that need to be fulfilled in the framework 
of a mission’s goals. One such case is the need for simultaneous electric and magnetic cleanliness in an 
area inside the spacecraft. Then, a modification of this algorithm could optimize the DUTs’ placements 
in order to achieve a trade-off between low electric and low magnetic field interference in the area of 

Figure 15. DUTs ordinance for minimum electric field in an observation point, taking into consideration 
the spacecraft’s hull effect (Baklezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press)

Figure 16. Distribution of electric field at the YX plane, optimized considering the image sources (Bak-
lezos A., Nikolopoulos, Vardiambasis, Kapetanakis, & Capsalis, in press)
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interest. Furthermore, the perspective of a multi-frequency methodology that proposes an arrangement 
which achieves the objective of low interference in a specific frequency range, instead of a single fre-
quency, would be very useful for the EMC testing of space missions.

CONCLUSION

Overall, the current chapter deals with a very challenging aspect of current and future space missions, 
namely their electric and magnetic cleanliness. The approach presented proposes that certain simple 
design choices, such as the proper placement of the payload of a mission, can prove determining for 
the EM environment created, not only in the interior of the spacecraft, but also in regions outside it (in 
the case of DC and ELF magnetic fields). The methodology that addresses this problem implements a 
well-established heuristic algorithm, Differential Evolution, which, using stochastic methods, calculates 
the optimal configuration of the spacecraft’s equipment in order to minimize the field in a given region. 
Although in a variety of missions the cleanliness requirements are less prioritized than operational-
related requirements and thus the rearrangement of the units is not possible, this methodology can also 
be implemented to actively achieve cleanliness after the initial design has been defined. In fact, the 
moment and position of an auxiliary source that compensates for the desired field’s distribution, can be 
calculated using a modified version of the discussed algorithm. Another application of the developed 
process is the proper placement of a device inside the spacecraft, after the initial stage of the design, 
with the aim of disturbing the balance of the system as less as possible. Some key parameters taken 
into consideration during the process, are the Spacecraft Hull Effect (using image theory) as well as the 
dimensions of the equipment.
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ABSTRACT

This chapter is composed by three parts. The first is an introductory part, providing general informa-
tion about magnetism and related phenomena. Magnetic materials are also discussed and presented. 
Afterwards, the magnetic field and various measurement techniques are discussed. In the second part, 
different magnetic sensors used in a laboratory or space are presented. Magnetic sensors that are dis-
cussed include anisotropic magneto-resistance (AMR), giant magneto-resistance (GMR), giant magneto-
impedance (GMI), flux-gate, and superconducting quantum interference device (SQUID). Although some 
of them may be outdated and well known, they are widespread, and they still pose an excellent choice 
for certain applications. Advances in magnetometers also presented in order to provide the reader with 
the recent trends in the field. Magnetic cleanliness is an important factor both in calibration and in 
normal operation of a system; in the third part, current techniques to isolate a system from the external 
magnetic field providing cleanliness are discussed.
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INTRODUCTION

During the last few decades, the continuously increasing demand for accurate and reliable AC/DC mag-
netic field measurements has paved the way for the development of various types of magnetic sensing 
systems as well as different measurement techniques. The sensor’s sensitivity and linearity, signal-to-
noise ratio, measurement range, cross-talk between sensors in multi-sensor applications are only some 
of the aspects that have been examined in the past.

Magnetic sensors are categorized primarily based on their sensing principle, which impacts directly 
the performance characteristics like measurement range, resolution, frequency response, working tem-
perature, and manufacturing cost. For example, Hall Effect and “pick up coils” based sensors have been 
proven to be practical and cost-effective solutions in many common applications. Nevertheless, “pick 
up coils” are not appropriate for measuring low-frequency magnetic fields, whilst Hall-effect devices 
cannot provide the resolution levels needed in demanding applications. On the other hand, Anisotropic 
Magnetoresistance (AMR), Giant Magnetoresistance (GMR), Giant Magneto-Impedance (GMI), Mag-
netostrictive, and Flux-Gate sensors, although available at an elevated cost, are frequently employed in 
cases where higher resolution is required. Moreover, Superconducting Quantum Interference Devices 
(SQUID) offer the highest resolution and lower noise levels but requires cryogenic refrigeration.

Many industrial applications nowadays use magnetic sensors as measuring systems. These sensors 
have several advantages such as the fact that they can easily operate under harsh environmental condi-
tions and elevated temperatures, they are very reliable due to the absence of moving parts and they can 
be embedded inside building materials. Magnetic Sensors are commonly used for laboratory measure-
ments and satellite magnetic measurements. Understanding the various types of magnetometers and their 
limitations is crucial for the interpretation of the satellite magnetometer results.

For space use, magnetic sensors must have some unique characteristics. For example, SQUID sen-
sors may not be suitable for this type of application due to the need for continuous cooling in cryogenic 
temperatures. In space, magnetometers can observe the fluctuations of a planet’s magnetic field, from 
the planet’s core or the solar wind. On the other hand, in some cases, there is a need to protect certain 
instruments from electromagnetic radiation. That is achieved by using a magnetic sensor to measure 
this disturbance and a closed-loop technique to cancel it. The most common types of magnetic sensors 
for space, are the fluxgate and search coils magnetometers.

In the laboratory, usually, there is the flexibility of using more complex and sensitive equipment. For 
accurate laboratory measurements, there is a need for a magnetically clean environment. The magneti-
cally clean room or facility can be used for numerous applications such as:

•	 calibration of magnetic sensors
•	 noise measurements for the magnetic sensor
•	 identification of the magnetic signature of the Equipment Under Test (EUT)

There are passive and active techniques to create a magnetically clean room and they depend on the 
shielding specifications/requirements.

This chapter will explore the different types of magnetic sensors and their applications, as well as 
some techniques for electromagnetic shielding at low frequencies.
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BACKGROUND

Good knowledge of magnetic fields and magnetization is paramount to understand the operating principle 
of the magnetometers. This information is also important because it will help identify the best sensor 
type for each specific application.

MAGNETIC FIELD

The definition of the magnetic field is most probably the most fundamental concept in magnetism. The 
magnetic field, which is generated by a magnetic source, covers a certain (infinite but reciprocal damp-
ened) area around the source. In the vicinity of the magnetic field, there is an energy gradient, which 
can lead to the generation of a force in the presence of another magnetic field. For example, the needle 
of a compass is a magnetic dipole, which has its own magnetic field, which in turn interacts with the 
earth’s magnetic field. Therefore, a torque is applied to the needle in order to come to rest, at the point 
with the least energy. (Daniel, 1988; Fraden, 2010; Jiles, 2015).

Magnetization and Magnetic Moment

The response of magnetic materials in a magnetic field is expressed by the magnetic moment and the 
magnetization. According to Ampere’s theorem, the current in an electrical circuit generates a magnetic 
field. The simplest circuit that can generate a magnetic field, is a loop of a conductor carrying an electric 
current. If the cross-sectional area of the loop is A(m2) and the loop carries a current I(A), the magnetic 
dipole moment m (Am) is m=IA. In a magnetic field B (Tesla), the torque 𝜏 (Nm) applied on a magnetic 
dipole moment m (Am) is:

𝜏 = m × B	 (1)

and in free space (vacuum):

𝜏 = 𝜇0(m × B)	 (2)

The magnetization M (A/m) is the vector field that expresses the density of permanent or induced 
magnetic dipole moments in a magnetic material. The magnetization is generated by the magnetic moments 
in the material that can be either microscopic electric currents resulting from the motion of electrons in 
atoms, or the spin of the electrons or the nuclei. The material responds to an external magnetic field by 
rotating its unbalanced magnetic dipole to reduce the energy of the magnetic field (e.g. in ferromagnets). 
Magnetization is not uniform within a solid due to imperfections such as dislocations and solute atoms 
or even vacancies. Magnetization also describes how a material responds to an applied magnetic field 
as well as the way the material changes that magnetic field (Jiles, 2015; Ripka 2001).

Magnetization can be defined as the magnetic moment per unit volume of a solid:
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M m
V

= 	 (3)

where V is the volume of the solid (m3). Magnetization defines the auxiliary magnetic field H (A/m) as:

B = 𝜇0(H + M)	 (4)

According to the Jiles-Atherton model for the magnetic hysteresis that appears in a material, the 
magnetization is composed of two components: one hysteretic and one anhysteretic. The hysteretic 
magnetization is the cause of hysteresis in a B-H loop. The anhysteretic magnetization is composed of 
isotropic magnetization and anisotropic magnetization. (Jiles, 1984).

Measuring Magnetism

The magnetic field is measured with a variety of methodologies. Different methods present different 
drawbacks regarding the measurement parameters such as the frequency range, the measurement range, 
the resolution, the sensitivity, and the noise. Magnetometers or magnetic sensors can be classified into 
two major categories. The first category consists of the sensors that depend on magnetic induction using 
coils. The second category includes those which depend on measuring changes in various properties of 
materials due to the presence of the magnetic field. (Tumanski, 2011; Ripka, 2001).

Induction Methods for Measuring the Magnetic Field

All induction-based methods operate based on the same principle; they are measuring the magnetic 
flux based on electromagnetic induction - Faraday’s Law. The electromagnetic force (E.M.F) or volt-
age V (V) that is induced in a circuit, is equal to the time derivative of the magnetic flux Φ (Wb) in the 
magnetic circuit.

V d
dt

� �
�

	 (5)

If the coil has N turns and a cross-sectional area A(m2), the magnetic induction is B=Φ/A. Therefore, 
equation 5 becomes:

V NA dB
dt

� � 	 (6)

Method with a Stationary-Coil

A stationary-coil method can only measure time-variant magnetic induction by measuring the induced 
voltage. This type of sensor measures the magnetic induction according to the mathematical expression:
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B
NA

Vdt� � �
1

	 (7)

The main purpose of this type of sensor is to measure the magnetic properties (e.g. hysteresis graph) 
for soft magnetic materials. Nevertheless, this type of sensor needs to be adjusted to avoid integration 
errors, which may mislead to a linear dependency of the magnetic induction. This problem can be ignored 
in cases where the magnetic flux level is smaller than 10-10 Wb (0.1 Μaxwell).

Method with a Moving-Coil

In this case, instead of a time-varying magnetic flux passing through a coil, a coil moves inside a mag-
netic field. The integral of the voltage provides the difference of the magnetic fields as described in the 
following equation, where Bi is the initial magnetic field and Bf is the final magnetic field.

B B
NA

Vdtf i� � � �
1

	 (8)

An application of this moving-coil is the diversion of a galvanometer in which, the deflection is 
proportional to the change of the magnetic field.

Method with a Rotating-Coil

In this method, the calculation of the magnetic induction becomes possible from the use of various 
moving-coil sensors. The simplest type of this type of sensor is the rotating coil. A coil is rotating at a 
fixed angular velocity 𝜔(rads/s). The magnetic field is calculated by:

B(t) = Bo(t)cos(𝜔t)	 (9)

where t (s) is the time. The generated voltage is then:

V t NA t
dB t
dt
o� � � � � � � �

sin � 	 (10)

Typically, this type of sensor can measure magnetic fields in the range of 10 down to 10-7 Tesla. The 
precision of these sensors is 100 ppm. The major source of error in dealing with small voltages is the 
electrical connection to the rotating coil, such as slip rings.

Method of Vibrating-Coil

The same principle of electromagnetic induction (Faraday’s Law) is applied also in vibration-coils. This 
type of coils is used for determining magnetization and consequently the primary and minor B-H loops 
of a material. When a coil is around a magnetic material, the magnetic field is:
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Bm = 𝜇0(H + M)	 (11)

Whenever the coil moves away from the sample, then the magnetic induction is:

B0 = 𝜇0H	 (12)

The change in the magnetic flux is then:

ΔB = 𝜇0M	 (13)

This technique to sense magnetization is sensitive to noise caused by the variation of the auxiliary 
magnetic field. It is preferable to vibrate the sample instead of the coil if this is possible.

Method of Vibrating the Sample

A sensor that employs the method of vibrating the sample, is known as a Vibration Sample Magnetom-
eter (VSM). It follows the same principle as the vibration-coil magnetometer with the exception that 
the moving component is the sample instead of the coil. The VSM was first described by Foner (Foner, 
1959) and it is widely used for determining the saturation magnetization Ms of the sample.

The VSM has an accuracy better than 2% and has the capability to sense a magnetic moment as small 
as 50kAm2. However, it should be noted that in cases of small samples, this method is not suitable for 
determining the magnetization curve or the hysteresis loop.

Fluxgate-Magnetometers

The last sensing technique that utilizes the electromagnetic induction effect is the Saturable-core mag-
netometry or fluxgate magnetometers. They were first developed in the 1930s for measurements of the 
Earth’s magnetic field. They were used in magnetic mines for ships and later in space applications to 
examine the planets’ magnetic field.

Fluxgates can only measure the component of the magnetic field vector that is parallel to the coils. 
They are capable of measuring magnetic induction in the range of 10-11 up to 10-2 Tesla. Their accuracy 
is better than 4‰. This type of sensor will be thoroughly analyzed later in this chapter.

Measuring the Magnetic Field Using Material Properties

The magnetic field does not affect only ferromagnetic materials or coils. It can also affect the trajectory 
of an electron. As was presented earlier, a magnetic field is produced by the movement of an electric 
current, but a magnetic field can also affect or produce an electric current (Jiles, 2015; Fraden 2010; 
Ripka 2007; Prudenziati 1999).

Magneto-Optic Magnetometers

Magneto-optic magnetometers are based on three physical effects, the Faraday effect, the Kerr effect, 
and the Cotton-Mouton effect.
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Faraday Effect

Faraday effect or Faraday rotation refers to the rotation of the plane of polarization of polarized light that 
is transmitted through a medium and is subjected to a magnetic field along the direction of propagation. 
It was discovered in 1845 by Faraday, and Maxwell completed the theoretical analysis in 1870. The 
implementation of the Faraday effect is straightforward in measuring the magnetic field strength since 
the polarized light rotates as it passes through a transparent paramagnetic material, such as MgCe(PO4)2 
and this can give a measurement of the magnetic field. The angle of rotation of the polarization plane 
𝜃 is given by:

𝜃 = VHl	 (14)

where V is the Verdet constant (0.001 to 0.1 minute/A), H is the magnetic field strength (A/m) and l is the 
length of the path that the light travels in the material (m). In ferromagnetic or ferrimagnetic materials, 
the angle of rotation 𝜃 can also be related to magnetization by:

𝜃 = KMl	 (15)

where K is the Kundt’s constant (typically up to 350∙106°/Tm). Both, the Faraday effect and the Cotton-
Mouton effect can be used for domain observation.

Kerr Effect

The Kerr effect, also called the Surface Magneto-Optic Kerr Effect (SMOKE), is the change of rotation 
of a linearly polarized light on the surface of the sample. The light beam should not be normal to the 
surface of the ferrimagnet or ferromagnet, since there must be a vector component of the magnetization 
on the surface of the sample parallel to the direction of the light. It should be noted that the surface do-
mains are oriented with their magnetization to the plane of the surface. When a light beam is reflected 
in a magnetic domain, its polarization plane rotates by an angle 𝜃,  which is related to the magnetization 
of the domain by:

𝜃 = KrM	 (16)

where Kr is the Kerr constant (mV-2).
A typical rotation is 54o for saturated nickel and 120o for saturated cobalt and iron. However, this 

technique can be used if and only if, the magnetization can be directly related to the magnetic field.

Method of Magnetic Resonance

Sensors of magnetic resonance refer to all resonance techniques used to measure the magnetic field, in-
cluding electron spin resonance, nuclear magnetic resonance, and proton precession. They are extremely 
precise and sensitive and have a resolution of up to 10-14 Tesla. An important note about this type of 
magnetic sensors is that they are measuring the total magnetic field and not the vector components.

The electron spin resonance (ESR) was first discovered by Zeeman (Ripka et al., 2007). When a 
magnetic field is applied to electrons, they can be exited to one higher state, and depending on the spin 
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polarity and quantum number, the rotation frequency can be increased or decreased. The same theory is 
also applied to nuclear magnetic resonance (NMR) but instead of electron spin resonance, the magnetic 
field resonates the nucleus.

Hall Magnetometers

The Hall effect was discovered by Dr. Edwin Hall in 1879. The Hall effect refers to the phenomenon 
that a voltage is been generated perpendicular to the current direction when the conductive medium is 
being placed in a magnetic field.

Today Hall effect sensors are the most versatile and widely used magnetic sensors. They are being 
used for measuring the linear or angular velocity in closed-loop systems. (Honewell, 2011).

Thin-Film Magnetometers

Thin-film magnetic sensors are constructed by a thin layer of 200-5000 ångström in thickness. The mate-
rial of the layer must come from a non-magnetostrictive alloy such as Ni20%-Fe. During manufacturing, 
a magnetic field is applied parallel to the easy magnetization axis. The sensing direction is the hard 
magnetization axis. This type of sensors has uniaxial anisotropy and can be used as a variable inductor 
in circuits. The sensing range is from 10-7 to 10-3 Tesla.

Magneto-Resistor Magnetometers

Magnetoresistance is the effect of change in the electrical resistivity of the material when subjected to 
an external magnetic field. The change in resistivity is about 2% at saturation in nickel and 0.3% in iron. 
Other materials can perform better than 100% change in resistivity but they cannot sense low magnetic 
fields. This type of sensors, like Hall sensors, can be easily fabricated in a chip. They can easily achieve 
a resolution of 10-5 A/m.

Magnetostrictive Magnetometers

Magnetostrictive sensors change their shape when an external magnetic field is applied. The disadvan-
tage of magnetostriction is that it is nonlinear and has hysteresis. The phenomenon of magnetostriction 
is known as the fraction of length change over the initial length (∆l/l) of the sample.

Both magnetostriction and magnetoresistance are interconnected. They are being generated by the 
spin-orbit coupling so that the electron distribution at each ionic site is rotated. Magnetoresistance is a 
phenomenon in which the conductive electrons scatter by the change in electron distribution. Magne-
tostriction phenomenon is the change in ionic spacing when the moments of the electrons are rotated 
(Hristoforou et al., 1997; Hristoforou et al., 1991).

SQUID Magnetometers

The SQUID sensor (Superconducting Quantum Interference Device) is the ultimate magnetometer. This 
type of magnetometer is extremely sensitive and it is used to measure extremely low magnetic fields, 
as low as 4 fTesla (Drung, 2007). The SQUID magnetometers are based on the Josephson effect and 
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Josephson junction. The Josephson effect is the phenomenon of a supercurrent that flows indefinitely 
without any voltage applied in a superconductive ring. The Josephson junction is where two supercon-
ductors are coupled by a very thin layer of a non-superconductive metal (Josephson, 1962).

The SQUID is a split superconductive ring and is connected with a weak join. When there is no 
magnetic field, the current I splits into the two branches equally. If an external magnetic field is applied, 
a small current will appear in the ring to counteract the external magnetic field. If the magnetic field is 
more than half of the magnetic flux quantum, then the current changes direction and tries to increase 
the magnetic flux to be an integer number of the magnetic flux quanta.

This increase of the current and subsequently of the magnetic flux is more energetically preferred 
than trying to reduce it. The current-voltage characteristic of the SQUID has a hysterical behavior and 
several techniques are used to reduce this effect.

NOISE IN SENSORS AND CIRCUITS

Noise is defined as the unwanted electric signal that is arising within the circuit (inherent noise) or is 
picked up from outside the circuit (interference noise). The noise is present everywhere in electronics, it 
appears in the sensing element, in the transition lines, and in the electric circuit itself. The main source 
of noise occurred when the electron travels in the conductor and is scattered by the movements of the 
phono lattice. The noise can only be prevented from accumulating in a circuit and cannot be eliminated 
afterward.

Even the best sensor design is susceptible to noise, which means it is unable to make an identical rep-
resentation of the impute physical stimulus. The noise is probably the most important factor determining 
the accuracy of a sensor. Many parameters introduce errors in a sensor reading, which have to do with 
the drift of the calibration parameters of the sensors. This part will only emphasize the noise sources, 
classifications, and some techniques to prevent the noise from entering the system. As mentioned earlier, 
there are two major noise classifications, the inherent noise, and the interference noise.

Inherent Noise

The sensing element, passive or active, rarely produces a voltage or current signal large enough to be 
picked up by an analog to digital converter or a meter. This small signal needs to be amplified by a 
series of operational amplifiers (OPA) however, each new electronic component introduced in a circuit, 
generates its own noise. The noise of the sensor elements and electronics can be classified according 
to the source and the frequency range. The main inherent noise sources are thermal noise, shot noise, 
flicker noise, and burst noise.

Thermal Noise

The thermal noise or Johnson-Nyquist noise is generated by the random thermal motion of the electric 
charge carriers (e.g. electrons), inside an electrical conductor due to scattering from the vibration of the 
photon lattice.

Thermal noise is unavoidable and is approximately white noise, which means that is nearly equal and 
independent of the frequency. The noise amplitude has a probability density function close to Gaussian. 
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The amplitude of the noise can be modeled by a voltage source (or current source) representing the noise 
of the non-ideal resistor in series (or parallel) with an ideal noise-free resistor. The one-sided voltage 
power spectral density, or voltage variance (mean square value) per hertz of bandwidth υn

2  (V/Hz), is 
given by (Fraden, 2010):

�n Bk TR
2
4� 	 (17)

where kB is Boltzmann constant (J/K), T is the absolute temperature (K) and R is the total resistance (Ω). 
The current power spectral density, or current variance (mean square value) per hertz of bandwidth ιn

2  
(A/Hz), is given by:

�n
Bk T
R

2 4
� 	 (18)

Some sensitive to noise electronics are kept in cryogenic conditions to suppress the effect of the 
thermal noise. This type of electronics can be found in very sensitive laboratory pre-amplifiers or radio 
telescopes.

Flicker Noise

Flicker noise; also referred to as 1/f noise or pink noise, is a type of electronic noise that has 1/f behav-
ior in its power spectral density (Fraden, 2010). The origin of this noise is unknown and there are only 
hypothetical mathematic models to explain it. Flicker noise is very important in electronic devices, 
especially at low frequencies. It is also a factor that produces phase noise in oscillators since it can be 
mixed up to frequencies close to the carrier. In most cases, the flicker noise has a Gaussian distribution. 
It has a linear behavior in resistors of FETs and a non-linear behavior in BJTs and diodes. The flicker 
noise has a stronger influence on carbon-based and thick-film resistors as opposed to the wire-wound 
resistors. It is characterized by the corner frequency (fc), which is the threshold value when it becomes 
smaller than the thermal noise.

In some cases, the flicker noise can be minimized by converting the signal at a higher frequency 
(chopping) where the electronic circuit is less influenced by this type of noise. After the signal is con-
ditioned, it can be down-converted to the baseband.

Shot Noise

Shot noise originates from the discrete nature of electric charges. Shot noise is less significant compared 
to the flicker and thermal noise while it is temperature and frequency independent. This noise is intro-
duced mainly in the p-n junction (diodes, transistors). This noise can be modeled as a Poisson process 
and calculated as the mean square value of current fluctuation 𝜎i (A) (Fraden, 2010):

� i qI f� 2 � 	 (19)

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



157

Magnetic Sensors for Space Applications and Magnetic Cleanliness Considerations
﻿

Where q is the charge of an electron (C), ∆f is the bandwidth in (Hz) over which is considered, and I is 
the DC current flowing through the conductor. The voltage created from the shot noise at the end of a 
resistor is

𝜎𝜐= 𝜎iR	 (20)

Burst Noise

Burst noise or popcorn noise is a sudden step in the base current of a BJT or the threshold voltage of a 
FET. This name was given due to the sound produced when played over a speaker; it sounds like popcorn 
popping. It usually occurs at low frequencies of less than 1kHz. It has a non-Gaussian distribution. The 
repeatability of a burst is varying and it may happen several times in a second or it may take several 
minutes to occur.

The most probable causes of the popcorn noise are assumed to be the charge traps or microscopic 
defects in the semiconductor material. Heavy metal atoms or heavy ion implantation or even the unin-
tentional side-effects such as surface contamination can produce such defects.

Interference Noise

The interference noise or transmitted noise is an external signal that it is picked up by the system. It can 
be produced by numerous sources such as power supplies, magnetic fields, electrostatic fields, electro-
magnetic emissions, thermal variations, mechanical vibrations, humidity, ionizing radiation, chemical 
agents, parasitic capacitances or inductive coupling, bad wire coupling, and non-ideal metal connections 
(Fraden, 2010).

These types of noise can be either additive or multiplicative. An additive noise en is added to the 
useful signal Vs and mixed up with an independent voltage (or current).

Vout = Vs + en	 (21)

A multiplicative noise affects the transfer function of the nonlinear component of the circuit in a way 
that the signal Vs is altered or modulated by the noise source.

Vout = [1 + en]Vs	 (22)

Although the interference noise can cause severe problems to the circuitry and the stability of a 
system, it can be eliminated or suppressed. Twisted pair or coaxial cables, the used of shielding, and 
the avoidance of the use of metals with different Fermi energies (thermoelectric effect) are some of the 
ways to suppress this type of noise.
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TYPES OF MAGNETIC SENSORS

Magnetic sensors (magnetometers) are a key element for space applications. Geostationary satellites can 
be affected by the earth’s magnetic field. However, sometimes the earth’s magnetic field is destroyed 
by the solar wind (flare) and magnetic sensors can detect this phenomenon. Solar wind can destroy 
electronic circuits because it transfers electronic charges and therefore, circuits should be shut down in 
these circumstances. However, magnetic sensors are also used to measure the magnetic fingerprint of 
rock in other planets. Sometimes, there is a need to determine the magnetic field that is produced by the 
electronics of the spacecraft.

Through the years, a variety of methodologies have been developed in order to measure magnetism. 
In this section, only the following sensor types will be explored:

•	 Anisotropic Magnetoresistance (AMR)
•	 Giant Magnetoresistance (GMR)
•	 Giant Magneto-Impedance (GMI)
•	 Flux-Gate sensors
•	 Superconducting Quantum Interference Device (SQUID)

Each sensor type has certain properties and each application favors the use of a specific sensor type. 
Sometimes, there is also the need to use more than one sensor type due to the application requirements. 
Some of the application requirements to be identified to evaluate the suitability of the sensor types are:

•	 Noise levels and resolution
•	 Offset and loge-term stability
•	 Sensitivity, nonlinearity, and range of measured values
•	 Frequency bandwidth
•	 Temperature stability
•	 Immunity to orthogonal excitations
•	 Hysteresis (mostly due to magnetic material)
•	 Cost, availability of materials and production equipment
•	 Available installation space
•	 Sensor maintenance
•	 Power consumption

It is well known that the highest resolution possible is achieved by the SQUID magnetometer. However, 
the SQUID magnetometers need cryogenic temperatures, and the cost to maintain that state is extremely 
high. For unmanned space missions, there is the need for the components to be working perfectly for 
decades and while the sensor element of a SQUID magnetometer can last, the cooling system may not 
be able to work seamlessly.

Nevertheless, one of the most important parameters is the noise level that leads to the resolution of 
the sensor. The noise is measured through the power spectral density (PSD) which is the power of the 
noise concentrated around the frequency bandwidth. It is customary to refer to it as the power spectrum 
even when there is no physical power involved. This PSD is the sum of all noise sources, but the most 
important noise source is the internal noise of the sensing element. PSD, S(f), is defined as:
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where Vn(V) is the voltage integral and f(Hz) is the frequency range. In Table 1, the average PSD values 
that are usually found in each sensor type, are presented.

Anisotropic Magnetoresistance (AMR)

Anisotropic Magnetoresistance (AMR) was discovered in 1897 by William Thompson (Lord Kelvin). 
The evolution continued through the years and in 1960, it was fully modeled. Materials that exhibit 
AMR were used in the first magnetic random-access memory (MRAM) that was developed by IBM. 
Nowadays, AMR magnetometers are used in high current detection, position sensing, tachometry, low-
magnetic-field anomaly detection, and multi-axis compasses. Philips Electronics and Honeywell are 
the main manufacturers of this type of sensors. In order to test this type of magnetometers and calibrate 
them, a 3D Helmholtz coil is used. This is necessary since AMR sensors have a non-linear behavior 
and there is no mathematical expression to calculate the AMR behavior in advance. The most common 
material used in AMR magnetometers is NiFe permalloy.

Physical Model

Anisotropic Magnetoresistance can be divided into two types, ordinary and anisotropic. Usually, non-
magnetic metals and semiconductors appear to have ordinary magnetoresistance. This effect is due to the 
scattering of the electric carriers from the magnetic field (Hall effect) which increases the path length of 
the carriers that subsequently increases the resistance. The equation for the ordinary magnetoresistance is:

��
�

�
0

2� C B 	 (24)

Table 1. List of magnetic sensors PSD noise (Tumanski, 2011).

Sensor Type S(f)

SQUID 5 fT Hz/

Hight TC SQUID 100 fT Hz/

AMR 15nT Hz/

GMR 100pT Hz/

GMI 3pT Hz/

Flux-Gate 2pT Hz/
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where C is a constant (sT2m-2V-1), 𝜇 is the carriers’ mobility (m2Vs-1), 𝜌 is the electric resistivity of the 
material (Ωm) and B is the magnetic field (Tesla). An AMR magnetometer reaches a saturation level 
when a 25-30 Oersted (Oe) magnetization field strength or 25-30 Gauss (Gs) for magnetic field density 
is applied. For an AMR sensor, this behavior can be simplified according to the following equation:

�
�

R
R

R cosmax
0

2� � �� 	 (25)

Figure 1 depicts this behavior.

The Construction of an AMR Barber-Pole

As stated previously, an AMR element has a highly non-linear behavior. Moreover, the AMR element 
does not sense the difference in the direction of the magnetic field due to the square law in Equation 
(25). To overcome this problem, the sensing element should be biased and the simplest way to do that 
is to make the current travel at a shallower angle into the magnetic field instead of 90o. The best angle 
to have the element biased is in the angle of 45o. In order to achieve this bias, as depicted in Figure 2, 
a series of alternating straps of aluminum and the magnetic material is placed as a thin film in a non-
contractive substrate like a barber-pole (Ripka et al., 2007).

The linear region is moved to the 450. The magnetic domain of the magnetic material is not neces-
sarily polarized to the direction of the current. The linear region is moved to the 450 due to the orienta-
tion of the aluminum stripes as depicted in Figure 2. The 450 angle is very convenient because it turns 
the linear region in the middle of the rotating angle. All the magnetic domains must be polarized in the 
same direction to achieve maximum resolution. To achieve this, a series of set/reset pulses must be ap-
plied to a coil around the barber-pole in the easy magnetization axis (long axis). A set pulse polarizes 

Figure 1. AMR element behavior in an applied magnetic field
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the magnetic domain in the direction of the current flow and a reset pulse polarizes it in the opposite 
direction. Figure 3 presents the change in the magnetic domain and the two operating regions of the 
magnetic material (Grosz et al., 2017).

Construction of an AMR Sensor Bridge

An AMR sensor is composed of the four AMR barber-pole sensing element, which is placed in a Wheat-
stone bridge configuration (Figure 4). For a complied magnetometer, there is a need for two extra coils 
in different orientations. The set/reset coil (LS/R) is oriented in such a way that the magnetic field is in the 
direction of the easy magnetization axis of the elements. The offset strap (Loffset) is a coil that produces 
a magnetic field parallel to the sensitive axis. The use of this coil is to bias the bridge or to cancel the 
external magnetic field for closed-loop applications.

The AMR Wheatstone bridge is now a fundamental part of all AMR sensors. The construction of 
the sensing element is very important, especially for low noise applications. Operational amplifiers 
(OPA) can be noisier than the sensor element itself (Hadjigeorgiou, 2014). The use of the set/reset coil 
in a closed-loop architecture can further improve the resolution and suppress the 1/f noise. The AMR 
sensing element has a power spectral density of 15nT Hz/  (Tumanski, 2011) as tabulated in Table 
1. However, the techniques discussed earlier show that the power spectral density can be as low as 
4 5. /nT Hz  (Hadjigeorgiou et. al, 2017). The AMR sensors have high bandwidth starting from DC 
and going up to several MHz, but when a closed-loop architecture is used, the frequency is reduced. This 
bandwidth limitation occurs due to several factors, including the response of the magnetic material in 
the fast set/reset pulse (Jiles, 2015; Tumanski, 2011) and the set/reset strap that can overheat and per-
manently damage the sensor. These materials need high magnetic fields to rotate and consequently, high 
current pulses are needed. The method of closed-loop architecture (Hadjigeorgiou et. al, 2017) is an-
other possible factor. The AMR is a versatile, very widely used magnetic sensor that offers a good 
compromise between resolution and cost.

Figure 2. AMR (Barber-Pole) sensor element, aluminum shorting straps for redirecting the current 
(Ripka et al., 2007).
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High-Frequency Behavior and System Model

AMR sensors are popular in sensitive applications, especially in the planar on-chip integrated form which 
implies the presence of several on-chip capacitive and inductive parasitic elements. However, there is a 
lack of equivalent circuit models capturing these parasitics and allowing the modeling of sensors’ be-
havior at higher frequencies or in stability-sensitive closed-loop operation. The work of Hadjigeorgiou 
& Sotiriadis, (2020) attempts to fill this gap in the literature by introducing a high-frequency equivalent 
circuit model (Figure 5), for planar on-chip AMR sensors with integrated offset and Set/Reset coils. The 
model employes the main capacitive and inductive parasitic elements, namely:

•	 the capacitances between the offset coil and the bridge,
•	 the capacitances between the offset and the S/R coils, and,
•	 the magnetic coupling between the offset and the S/R coils.

Figure 3. Resistivity behavior of a barber-pole with two directions of polarization.
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The parasitic capacitances between the S/R coil and the bridge are considered negligible and are 
ignored. This is because the bridge is placed at the top, the S/R coil is placed at the bottom and the offset 
coil is between them providing electric field isolation. This covers all pair-wise parasitic elements be-
tween the bridge and the offset and S/R coils. The parasitic capacitances between them and the substrate 
or the package are considered less important. Furthermore, it is assumed that the sensor operates in the 
linear region. This is typically the case when the sensor operates in a closed-loop configuration where 
the current of the offset coil is the feedback signal that ideally zeros the total magnetic field on the sens-

Figure 4. The AMR Wheatstone bridge with the Set/Reset and Offset coils (Hadjigeorgiou et al., 2017).
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ing elements. Also, it is assumed that the sensor’s magnetic state has been set to maximum sensitivity 
before the measurements. To this end, a sequence of positive (Set) current pulses have passed through 
the S/R coil.

A methodology for estimating the values of the parasitic elements via measurements is presented 
and applied to a particular commercial AMR sensor (HMC100X). Using the introduced circuit model, 
the transfer function from the offset coil voltage to the output voltage of the sensor, via the parasitic 
capacitive coupling path, is derived. The transfer function from the S/R coil voltage to the offset coil 
voltage is also derived. Both are used to create a system-level model (Figure 6) of the AMR sensor 
which can be used in a system-level analysis to help the designer predict and optimize the open or the 
closed-loop sensor circuit system behavior. The introduced high-frequency equivalent circuit model 
and the two related transfer functions have been verified experimentally using the component values 
derived from the examined commercial AMR sensor. Finally, a system diagram of the AMR sensor 
was introduced which can be used in high-level system analysis. The introduced model can be used as 
a design and analysis tool in both open- and closed-loop architectures. It can help to derive the sensor 
system’s transfer function and verifying stable operation in the closed-loop cases. Finally, it can be used 
as a guideline in deriving high-frequency equivalent models for other AMR sensors with offset and S/R 
coils. (Hadjigeorgiou & Sotiriadis, 2020)

Giant Magnetoresistance (GMR)

Giant Magneto Resistance magnetometers are much more sensitive than AMR magnetometers but at 
higher magnetic fields. This type of sensor is easily fabricated on a chip. They are widely used in hard 
disk drive heads to read the data from the disk plates. The simplest structure of a GMR is constructed 
by two layers of a magnetic material, which are separated by a conductor. GMR may consist of more 
magnetic and conductive layers. In each case, a conductor is sandwiched between two magnetic layers. 
Magnetic layers are constructed by Fe-Co-Ni alloy or NiFe permalloy. Conductive layers are made of Cu 
or Al. The Giant magnetoresistance effect was discovered by P. Grunberg and A. Fert. Figure 7 provides 
a simplified cross-section of a GMR.

Physical Model

The flow of an electric current in a magnetic multilayer structure, as shown in Figure 7, is influenced 
by the relative magnetization orientation of the magnetic layers. The resistivity of the magnetic layers 
is low when the magnetization is parallel to the field and it is higher when the magnetization of the 
neighboring magnetic layers is antiparallel. This is happening due to the appearance of the effect of 
the spin-dependent scattering. To observe this phenomenon, the thickness of the separating conductive 
material must be in the order of nanometers, and whilst its thickness is a major factor in the sensor’s 
design. When an external magnetic field is applied, a change from antiferromagnetic to ferromagnetic 
(and vice-versa) coupling can be achieved, which leads to a change in the resistance value. The magne-
toresistance (MR) ratio is defined as:

MR R
R
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Spin valves are a particular configuration of a sandwich structure. In spin valves, an additional an-
tiferromagnetic (pinning) layer is added to the top or bottom part of the structure, as shown in Figure 
8 (right part). In this sort of structure, there is no need for an external excitation to get the antiparallel 

Figure 5. The frequency equivalent circuit model of the AMR sensor (Hadjigeorgiou & Sotiriadis, 2020).
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alignment. Despite this, the pinned direction (easy axis) is usually fixed by raising the temperature above 
the knee temperature (at which the antiferromagnetic coupling disappears) and then cooling it within 
a fixed magnetic field. Devices based on this phenomenon, have a temperature limitation below the 
knee temperature. Typical values displayed by spin valves are an MR of 4–20% with saturation fields of 
0.8–6 kA/m. For linear applications without excitation, pinned (easy axis) and free layers are preferably 
arranged in a crossed axis configuration (at 90°), as depicted in Figure 8.

The mathematical expression of the change in resistance for the structure in Figure 8 is:
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 cos 	 (27)

Figure 6. Typical sensing operation system diagram of an AMR sensor (Hadjigeorgiou & Sotiriadis, 2020).

Figure 7. A Basic GMR structure and its typical response (Grosz et al., 2017).
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where ΔR/R is the maximum MR level (5-20%), R  is the sensor sheet resistance (Ω■-1), W is the width 
(m), h is the thickness (m), i is the current passing through the sensor (A), and ΘP and Θf are the angles 
of the magnetization of the pinned and free layer (rads), respectively (Freitas, 2007).

Both structures that are presented in Figure 7 and Figure 8 can be parts of a Wheatstone bridge. To 
further improve the sensor’s behavior, proper biasing is needed. Usually, a voltage source is needed to 
bias the sensor bridge. However, the theoretical analysis and the experiments show that is better to use 
a constant current source for feeding the bridge instead of a constant voltage. This technique minimizes 
the temperature drifts of the spin values. Furthermore, the use of AC current for biasing improves the 
sensor’s performance in terms of hysteresis, linearity, offset, and noise.

Giant Magneto-Impedance (GMI)

Giant Magnetoimpedance (GMI) effect consists of the huge change of both real and imaginary parts of 
the impedance upon the application of a static magnetic field. The relative change of impedance can 
reach ratios up to around 600%, with extremely large sensitivities in the very low magnetic field region. 
The first reports dealing with GMI appeared several decades ago, in 1935 by researchers E. P. Harrison 
et al. (Harrison, 1935). The observation and research about the GMI phenomenon were received with 
less enthusiasm, probably because of the envisaged lower technological expectations and of the apparent 
lack of intrinsically new magnetic effects related to its origin. This idea became obsolete and now the 
interpretation requires a deep understanding of the micromagnetic characteristics of the soft magnetic 
materials and its dependence on dynamic magnetism. Moreover, the effect has attracted great scientific 
and technological interest in the last years due to the great impedance changes observed in well-suited 
samples and optimum experimental configurations. Many research teams all over the world investigate 
GMI and its technological applications. GMI has created a new branch of research merging the micro-
magnetics of soft magnets with classical electrodynamics (Grosz, 2017).

Physical Model

The magneto-impedance effect is referring to the complex impedance found in a wire when it is excited 
with alternating current. The complex impedance is described with the equation:

Z = R + jX	 (28)

Figure 8. Basic spin value scheme for a multilayer 
structure in crossed axis configuration (Grosz et 
al., 2017).
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where R is the real part or resistance and X is the imaginary resistance (reactance), as shown in Figure 9.
The analytical impedance for a conductor can be calculated by simultaneously solving the deduced 

Maxwell equation

� � � �2 0H grad divM�
�

�
�

 � � 	 (29)

and the Landau-Lifshitz equation for the motion of the magnetization vector:
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where 𝛾 is the gyromagnetic ratio, MS the saturation magnetization, M0 the static magnetization, Heff the 
effective magnetic field and a is the damping parameter. The expression of the impedance is given by:

Z R kt
J kr
J krDC�
� �
� �

0

1
2

	 (31)

Where J0 and J1 are the Bessel functions of the first kind, r (m) is the radius of the wire, RDC(Ω) is the 
electrical resistance for a DC and k=(1+j)/𝛿m with imaginary unit j. 𝛿m (m) is the penetration depth in 
a magnetic medium, with relative circumferential permeability 𝜇𝜑:
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Figure 9. Scheme to the definition of impedance.
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where c (ms-1) the speed of is light, 𝜎 (Ωm) the electrical conductivity, and f  (Hz) is the frequency of the 
IAC (A) flowing across the sample (Jordan, 1968). There are two types of magnetic permeability, the 
longitudinal and the circumferential; in a ribbon, circumferential is referred to as transverse. Figure 10 
shows the magnetic domain of a ribbon and Figure 11 shows the longitudinal and the transverse impedance.

There are many theoretical models, each one for a different frequency range, which can be found in 
the bibliography in more detail. These models are the Quasistatic model, the Eddy current model, the 
Domain wall model, the Electromagnetic model, and the Exchange-conductivity model.

Figure 10. Domain wall configuration in a multilayer structure. The magnetization direction is shown 
in every domain. The AC current flows in the sandwiches metallic layer, producing an AC flux in the 
surrounding magnetic layers (Grosz, 2017).

Figure 11. MI field dependencies measured in narrow NiFe/Au/NiFe sandwich films with (a) the longi-
tudinal anisotropy and (b) the transverse anisotropy. Dashed curves show the reversed magnetic field 
behavior which can extract the hysteresis of the material (Grosz, 2017).
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Flux-Gate Sensors

The fluxgate magnetometers received their name from magnetic flux-gating curves. The fluxgate mag-
netometer is dated back to 1930. It was widely used during WWII as a trigger in magnetic ship mines. 
Fluxgate sensors’ core is coming in many shapes such as rob, ring, and race-track. The design of the core 
geometry, construction, and magnetic material are crucial factors, for low noise performances. There are 
two types of fluxgate; the parallel and the orthogonal fluxgate. The difference between these types is that 
the excitation and pick-up coils are parallel to the fluxgate. On the other hand, the orthogonal fluxgate 
has a direct excitation to the magnetic core and the pick-up coil is orthogonally oriented to the direction 
of the excitation current. Figure 12 depicts a parallel fluxgate and an orthogonal fluxgate.

Physical Model

The fluxgate sensor is based on two physical phenomena, the induction law, and the magnetic core 
saturation. The output voltage of the pick-up coil in Figure 12a is calculated according to:
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where N is the number of turns of the pick-up coil, S (m2) is the core cross-sectional area, HM (Am-1) is 
the measured external magnetic field intensity, BE (T) is the alternating excitation flux density in the 
ferromagnetic core due to the excitation field, 𝜇0 (Hm-1) is the permeability of vacuum and K is a dimen-
sionless coupling coefficient of the core to the field HM (Am-1). Finally, 𝜇r is the relative permeability 
of the magnetic core varying with the external magnetic field.

The parallel fluxgate sensors operate based on the following principle. A current pass through the 
excitation coil, creating a magnetic field HE, which encircles the magnetic core. The magnetic field is 
high enough to force the magnetic core to enter the magnetization saturation region Ms. Figure 13a shows 
the magnetic flux of one half of the core without an external magnetic field while Figure 13c presents 

Figure 12. A Parallel Fluxgate on the left (Ripka, 2007) and an Orthogonal Fluxgate on the right (Grosz 
et al., 2017).

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



171

Magnetic Sensors for Space Applications and Magnetic Cleanliness Considerations
﻿

the output voltage. When an external magnetic field Hext is applied, the magnetic flux is different in the 
two halves of the core as shown in Figure 13b. The output signal is given in Figure 13d.

If the excitation of the core is sinusoidal, He=Asin(𝜔t), then the magnetic flux Φ of the core is,
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3 2 2S aH bH bA H bA H text ext ext ext cos � 	 (34)

where a>0(Vm/A), b>0(Vm3/A3), are coefficients, A (Am-1) is the amplitude of the excitation magnetic 
field, Hext (Am-1) is the external magnetic field and 𝜔 (rad/s) is the rotating frequency. Considering equation 
34, it is clear that the simplest way to extract the external magnetic field (Hext) is the second harmonic. In 
reality, there are higher-order harmonics present in the output signal, due to the nature of the B-H loop 
(hysteresis, approach to saturation). Another factor is the non-sinusoidal excitation waveforms which 
have higher harmonics (Hadjigeorgiou et al., 2015). These effects are sometimes taken into account but 
most fluxgate magnetometers use only the second harmonic.

Superconducting Quantum Interference Device (SQUID)

Superconducting Quantum Interference Device (SQUID) is a magnetometer that measures the mag-
netic flux passing throw it. It may be the most sensitive magnetometer that has ever been created. There 
are two types of SQUID; the low temperature which is using liquid Helium for cooling, and the high 
temperature which is using liquid Nitrogen. Both are based on the Josephson effect (Josephson, 1962). 
They consist of a superconducting loop interrupted by two resistively shunted Josephson tunnel junc-
tions. The low-temperature variation, operating at 4.2 K, is almost noiseless in the order of � /µΦ Hz  
or fT Hz/ . They have large bandwidth and a flat frequency response ranging from DC to GHz (Drung 
et al., 2007). They are excellent for a wide variety of applications, such as e.g. biomagnetism, magne-

Figure 13. Fluxgate B-H loop without (a), with (b) external magnetic field. At the bottom the excitation 
magnetic field and the output voltage. (Gordon et al., 1965).
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toencephalography (MEG), calibration of other systems, and geophysical exploration. Nevertheless, the 
cryogenic conditions needed to operate properly are expensive including not only the installation costs 
but also the maintenance costs. (Ripka, 2001; Tumanski, 2011).

Physical Model

SQUID converts magnetic flux into a voltage across the device. The operation of SQUID is based on two 
physical phenomena: flux quantization in a closed superconducting loop in units of the flux quantum 
Φ0=h/2e=2.07×10fTm2, and Josephson tunneling. The Josephson Junction (JJ) also called Cooper pairs, 
has zero spin and follows boson statistics. Figure 14 depicts a superconductive ring with a Josephson 
junction at one end.

Both superconductive branches are in the same quantum state and can be described by a collective 
superconducting wave function Ψ=Ψ0exp(i𝜙), with 𝜙(x,t) being the time and space-dependent phase 
and ns=|Ψ|2 the Cooper pair density. Whenever two superconductive elements are connected through a 
thin insulator (weak couple), there is a current exchange. In the Josephson tunnel junction (SIS), the thin 
insulating barrier (I) is placed between two superconductors (S). The current passing from the Josephson 
junction is described by the first Josephson equation IC=IC,0sin(𝜑), with IC,0 the maximum critical cur-
rent and 𝜑 being the difference across the junction. When the maximum critical current is exceeded, the 
phase difference across the junction increases over time and a DC voltage across the junction appears. 
It is described by the second Josephson equation:
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Figure 14. The SQUID ring is shaped as a square washer with a hole in the center and a slit. The Jo-
sephson junctions (purple colure) are located at the outer edge of the slit, as indicated. On the right, an 
electrical equivalent of the SQUID is presented (Grosz et al., 2017).
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where  � � �
1 055 10

34
. Js  is the reduced Plank’s constant. The current across the Josephson junction 

oscillates with the Josephson frequency 2𝜋VDC/Φ0. Figure 15 depicts this oscillation that can be mea-
sured (Josephson, 1962).

In practice, there is a feedback coil that helps to the linearity of the closed-loop system and the output 
voltage. However, the electronics needed to be implemented for a linear behavior, introduce new noise 
sources much higher than the sensor itself.

ADVANCES IN MAGNETIC SENSORS FOR SPACE MEASUREMENTS

This chapter, so far, has presented the different sensor types and the physics principles they operate on. 
Extensive reviews on this subject can be found in the work of Mahdi et al., (2003), Lenz, (1990; 2006), 
and Tumanski, (2007). Magnetometers in general have been used for measurements in space since the 
early 1950s. A detailed review of the magnetic sensors used in space measurements can be found in 
Acuña, (2002), Díaz-Michelena, (2009) and Hospodarsky, (2016). Moreover, a detailed instrument clas-
sification for space applications can be found in Brown, (2019). Finally, a review of optical fiber sensors 
based on magnetic fluid can be found in Alberto et al., (2018). Overall, as science and time advances, 
different ideas and implementations tailored to specific needs have emerged. In this section, the authors 
will attempt to briefly present some of them.

In Griffin et al., (2012) a compact low-noise magnetic gradiometer is designed and calibrated. The 
gradiometer was developed as a technology pathfinder for a diagnostics payload to characterize magnetic 
disturbances around space instruments susceptible to magnetic fields and gradients such as the candi-
date Cosmic Vision mission LISA/NGO (Laser Interferometer Space Antenna/ New Gravitational-wave 
Observatory) under ESA Contract AO/1-6085/09/NL/AF. The gradiometer key design requirements are 
tabulated in Table 2. The gradiometer is capable of determining both the local magnetic flux vector and 
the gradient tensor matrix. It achieves this with a combination of five pairs of fluxgate magnetometers 
mounted within a block of MacorTM. Each fluxgate sensor within the gradiometer is aligned along with 
one of the three orthogonal axes, and thus the magnetic flux vector can be inferred from the output 

Figure 15. The Current-Voltage characteristics of a Josephson tunnel junction (Grosz et al., 2017).
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of the sensors with reference to the axis of interest. Mechanical reference features are machined onto 
three faces of the gradiometer head to permit accurate alignment of the head with respect to the EUT. 
The gradient can be determined from the difference in the output of the sensor pairs and the physical 
separation of the two sensors. Since the gradient tensor matrix is symmetric and the trace is zero, only 
five of the nine gradient terms are needed to characterize the complete matrix. The selection of the five 
particular gradient terms to be measured is not unique. The terms measured in the gradiometer head 
are; ∂By/∂y, ∂Bz/∂z, ∂Bx/∂y, ∂Bx/∂z, and ∂Bz/∂y. Within the mathematical constraints, these terms were 
selected on the basis of:

•	 minimizing the overall volume of the gradiometer head,
•	 maximizing the physical separation of the sensors to have the largest possible measurement base-

line within the allocated volume,
•	 avoiding configurations that have sensors in close physical proximity.

Fluxgate magnetometers were selected for use in the gradiometer due to the following reasons

•	 accurate vector flux measurements with low cross-field sensitivity can be achieved with careful 
design and assembly of the sensors,

•	 the individual sensors can be made to be very compact (the individual sensors are composed of a 
pair of sense/excitation coils 18 mm long and 2 mm diameter spaced apart by 6 mm in the Fӧrster 
configuration),

•	 the noise performance of fluxgate magnetometers is compatible with the low-noise requirements 
of the gradiometer and,

•	 the power consumption and complexity of the bias and readout electronics are relatively low.

The sensors are read out by a differential Phase Sensitive Detector circuit with feedback on the sense 
coil. The bandwidth of the sensor (DC – 5 Hz) is defined by a series of low-pass filters in the output 
circuit. A 5 m harness is used to interface the gradiometer head with the readout electronics. The output 

Table 2. Gradiometer design requirements (Griffin et al., 2012).

Specifications Requirement

Magnetic measurement quantities Magnetic flux vector: B
Magnetic flux gradient: ∇B

Noise floor
< 30 nT/m/√Hz at 0.1 mHz 
< 10 nT/m/√Hz at 1 mHz 
< 1 nT/m/√Hz at 1 Hz

Working environment Terrestrial (±60 μT) and space 
(in the range of a few to several 10s nT)

Measurement Range ±50 μT/m

Residual gradient offset < 10 nT / m

Magnetic cross field rejection > 40 dB

Volume < 40 cm3 and < 4.5cm tip-tip max. dimension

Mass < 100 g
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of the individual sensors is buffered by low-noise amplifiers mounted within the gradiometer head to 
improve the immunity of the system to EMC and to eliminate the effect of the length of the harness 
from the calibration of the sensor itself. The system was designed to operate with a 24-bit sampling 
of the sensor outputs which provides a small margin on the required sampling digitization. The bias 
and readout electronics can be powered by either an external 12 V DC power supply or from internal 
lead-acid rechargeable batteries. The noise performance at the lower end of the frequency range (≤10-2 
Hz) was found to be non-compliant concerning the requirement. An investigation was made into the 
primary noise source in this frequency range. It was found that the noise performance of the Operational 
Amplifiers in the buffer circuit located at the front end and in the Phase Sensitive Detector limited the 
noise performance of the overall gradiometer. The noise performance of the system can be improved 
by selecting lower noise, but higher dissipation devices. The current selection is based on the relative 
weighting of the competing noise and power dissipation requirements (Griffin et al., 2012).

A hybrid sensor combining a fluxgate and search coil was proposed in Han et al., (2012). The hybrid 
magnetometer presents a wide operational frequency region, ranging from dc to over 30 kHz. Also, it 
presents a very high resolution. The hybrid sensor combines a pT-level fundamental mode orthogonal 
fluxgate and a search coil magnetometer. It is assembled in a coaxial manner; the thin fluxgate sensor 
head is partially inserted into the inner bore of the cylindrical magnetic core of the search coil in the 
coaxial structure. The search coil magnetometer consists of a cylindrical magnetic core (5 cm long) 
made of a 50 mm width amorphous tape wound (10 turns) around a plastic pipe of an outside diameter 
of 10 mm. The primary coil is 800 turns, and the feedback coil is 10 turns. The influence of the self-
resonance of the SCM is suppressed since the magnetic flux changes in the core are reduced through the 
feedback magnetic flux. The fluxgate sensor head employs a U-shaped wire core to minimize magnetic 
interference. The fluxgate sensitivity is increased by a factor of 1.8 because of the flux concentration 
effect of the cylindrical magnetic core of the SCM. Authors of Han et al., (2012) report a fluxgate cut-
off frequency of 6 kHz and that of the search coil beyond 30 kHz.

An R-C divider combines the two outputs. The output of the Fluxgate (FG) which detects the mag-
netic field from dc to low frequencies, and the output of SCM which detects the magnetic field of high 

Figure 16. Combination of sensor outputs (Han et al., 2012).

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



176

Magnetic Sensors for Space Applications and Magnetic Cleanliness Considerations
﻿

frequency, are summed after adjusting the gains of both magnetometers to be equal. The addition is 
made over the frequency where two magnetometers have substantial overlap, typically two decades. The 
center frequency of the overlapping region is called the crossover frequency, fco=1/2𝜋CcRc. The method 
is depicted in Figure 16 and equation 36 expresses the output fusion.
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Near the crossover frequency where VSCM=VFG, Vsum=V.The reported resolution is 8pT/Hz at 1 Hz, 
4pT/Hz from 10–200 Hz, and the noise decreases as the frequency increases. Furthermore, the frequency 
range of magnetic field measurement is very wide from dc to 33 kHz, with a phase delay shift of 50 
degrees (Han et al., 2012).

Authors of Brown et al., (2014) designed and developed a vector magnetometer called MAGIC 
(MAGnetometer from Imperial College), that is based on an anisotropic magnetoresistive hybrid sensor. 
The magnetometer has been developed for a three CubeSat constellation mission called TRIO-CINEMA 
(CubeSat for Ions Electrons and Neutrals). There was a specific requirement to accommodate a magne-
tometer sensor on an ultra-light 1 m stacer boom, with a maximum harness mass of only 10 g, to place 
the sensor away from spacecraft magnetic fields produced by ferromagnetic material and current loops. 
One of the reasons an AMR sensor was selected is that it offers the capability to modulate the direction 
of the easy axis and this provides a mechanism to track and compensate for the sensor bridge offset 
and maintain the sensor in its lowest noise operating state even in the presence of a large background 
ambient field. The modulation (commonly referred to as flipping) is achieved by driving bipolar cur-
rent signals into on-chip coils that are aligned with the easy axis direction of the sensing element and 
integrated into the manufactured AMR package. However, the length of the harness (needed due to 
the boom) will introduce line losses that will attenuate the flipping current and eliminate the benefits 
of a driven closed-loop operation of the sensor. The authors dealt with this issue by migrating the flip 
current generation next to the AMR sensors. So, the only flipping related signals transmitted down the 
harness to the sensor are a voltage bias and drive clock. This solution saves power and by decoupling 
the efficiency of the flipping drive for the harness length enables the use of a long boom. The hybrid 
device combines an orthogonal triad of commercial anisotropic magnetoresistive (AMR) sensors (three 
single-axis Honeywell HMC1001) with a totem pole HBridge drive on a ceramic substrate. Each single 
axis sensor is operated in a driven closed loop with first harmonic detection of the DC magnetic field 
and the feedback voltage sampled by an 8 channel 24-bit delta-sigma Analogue to Digital Converter 
(ADC). The magnetometer has a sensitivity of better than 3 nT in a 0–10 Hz band and a total mass of 
104 g. (Brown et al., 2014)

Laboratoire de Physique des Plasmas (LPP) has designed and built the Search Coil Magnetometer 
(SCM) (Le Contel et al., 2016) for the MMS(Magnetospheric Multiscale) mission to measure the 3D 
magnetic field fluctuations in the 1 Hz–6 kHz frequency range. The design was based on a long heritage 
of instruments that functioned nominally in the solar system; onboard the Cassini, Cluster, and THEMIS 
missions (Le Contel et al., 2016). The MMS SCM was designed to reduce mass, as compared to THE-
MIS for instance, without reducing too much the sensitivity. Therefore, the SCM requirements were a 
tradeoff between mass and sensitivity. The SCM consists of a tri-axial set of magnetic sensors with its 
associated preamplifier box. The core of the magnetic sensor is made of ferromagnetic material. Its 
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characteristics (composition and shape) are optimized to obtain a high magnetic amplification with a 
low mass. The core length is 10 cm and the diameter 4 mm. A primary winding with more than ten 
thousand turns is implemented to collect the voltage induced by the time variation of the magnetic flux. 
A secondary winding with a smaller number of turns provides flux feedback. This feedback allows the 
removal of the resonance and flattens the frequency response of the antenna. Furthermore, flux feedback 
removes the phase variations associated with temperature variations. The SCM sensor including the 
tri-axis structure has a mass of 214 g and is very compact (100 mm3). Its sensitivity is less or equal than 
2pT Hz/ � �  at 10 Hz, 0 18. /pT Hz� �  at 100 Hz and 0 025. /pT Hz� �  at 1 kHz according to 
the MMS requirement (Le Contel et al., 2016).

A miniature optically pumped magnetometer based on the rubidium isotope 87Rb is presented in 
Korth et al., (2016) for operation in space. Optically pumped magnetometers operate on one of the sev-
eral modes linked to the atomic spin system. Three variables (Mx, My, Mz) of Bloch’s spin system equa-
tions describe the behavior of the atomic spin system (Bloch, 1946). This atomic scalar instrument design 
implements Mx as well as Mz mode operation. The dual-mode prototype combines the high sampling 
rates of Mx magnetometers and the accuracy of Mz magnetometers. The miniature rubidium magnetom-
eter selectively uses Mx or Mz mode magnetic field detection and leverages a novel microelectrome-
chanical system (MEMS) fabricated vapor cell and a custom silicon-on-sapphire (SOS) complementary 
metal-oxide-semiconductor (CMOS) integrated circuit. The vapor cell has a volume of only 1mm3 so 
that it can be efficiently heated to its operating temperature by a specially designed, low-magnetic-field-
generating resistive heater implemented in multiple metal layers of the transparent sapphire substrate of 
the SOS-CMOS chips. The SOS-CMOS chip also hosts the Helmholtz coil and associated circuitry to 
stimulate the magnetically sensitive atomic resonance and temperature sensors. The prototype instrument 
has a total mass of fewer than 500 g and uses less than 1 W of power, while maintaining a sensitivity of 
15pT Hz/  at 1 Hz, comparable to present state-of-the-art absolute magnetometers. The reported 
measurements from the two modes agree better than one part in 10-3 in a 2000 nT applied field (Korth 
et al., 2016).

Authors of Miles et al., (2016) designed and developed a low-power, miniature fluxgate magnetom-
eter aiming at cube satellite (CubeSat) magnetospheric constellation missions with scientific goals. They 
attempted to overcome the innate challenges and difficulties of the development of specialized instru-
ments with suitable dimensions and mass as well as power requirements to be fitted in a CubeSat with-
out limiting the scientific utility. This magnetometer was primarily intended as a variometer in order to 
study the perturbations of the background field, rather than absolute field measurements, for the of Ex-
Alta 1 3U CubeSat of the University of Alberta. The assembled instrument was a complete, flight-ready 
scientific fluxgate magnetometer of sufficient fidelity, mounted on a novel 60 cm deployable boom. The 
sensor was a double-wound ring-core design, similar to that of the Cassiope/e-POP design, using two 
custom miniature ferromagnetic ring-cores and occupying a volume of 36 × 32 × 28 mm. The sensor 
base and mount were manufactured from 30% glass-filled polyetheretherketone (PEEK) plastic to provide 
a robust, thermally stable mount for the sense windings. The miniature sensor had a mass of 47 g (121 
g, sensor with boom). The consumption of the electronics was reported to be 400 mW, a feat achieved 
by using digital processing instead of traditional analog signal conditioning. A single 10 × 10 cm 
CubeSatKit-compliant PCB housed the electronics. Finally, the deployable boom occupied a single 10 
× 10 cm exterior panel, stowed along the outer surface of the spacecraft, and deploy the fluxgate sensor 
to a distance of 60 cm, reducing the noise from the onboard reaction wheel to less than 1.5 nT at the 
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sensor. The sensor was designed to achieve a minimum magnetic resolution of 0.1 nT, a maximum 
magnetic noise of 50pT Hz/ , a nominal cadence of 1 sps, and the capability to burst sample to above 
10 sps. This resolution needed to be achievable in the full strength of the Earthˈs magnetic field at LEO, 
yielding a target magnetic range of at least ±60 μT. Specific science goals and constellation geometry 
will determine future mission requirements; however, axis orthogonality within 0.5° (and measured to 
0.005°), thermal gain stability of 50 ppm/°C or better, and drift of less than 500 pT/d seemed likely 
reasonable targets. The reported 150 200− pT Hz/  at 1 Hz noise floor of the fabricated sensor was 
higher than the targeted value of 50pT Hz/ . Also, the reported noise level was significantly larger 
than that of other low-mass sensors such as THEMIS (10pT Hz/  but volumetrically larger) or SMILE 
(30pT Hz/ ). However, the performance should be sufficient to demonstrate the utility and initial 
feasibility of magnetic measurements from miniaturized fluxgate sensors on a CubeSat platform. Work 
is ongoing to produce lower noise cores for future fluxgate sensors by optimizing their manufacturing 
processes and the heat treatment of the permalloy foil. At these noise levels, other technologies such as 
AMR sensors provide competitive performance and are well suited for CubeSat applications. However, 
with new core development work, authors believe that fluxgate sensors with significantly lower noise 
will be available for future applications. The instrument produced 100 sps of vector magnetic data at 35 
pT resolution over full Earth’s field of up to ±65 μT (Miles et al., 2016).

Authors of Dias et al., (2020) developed a MEMS magnetometer based on the Lorentz-force, in the 
frame of European Space Agency contract “LS-MKT-MMG-0001 - Miniaturization of a Magnetometer 
based on Micro Technology”. Recent MEMS magnetometers advances focus mainly on Lorentz-force-
based devices with capacitive readouts, using either amplitude or frequency modulated approaches and/
or devices exploring internal thermal-piezoresistive vibration amplification. In this work, authors aimed 
for a ±64 μT operation range, a minimum bandwidth (BW) of 50 Hz, as well as noise below 3nT Hz/  
and a minimum electrical capacitance variation of 1 aF for a reference magnetic field of 20 nT (the 
target resolution at the 50 Hz BW). These were the necessary characteristics for a low-cost capacitive 
magnetometer for space applications such as LEO (Low Earth Orbit) and MEO (Medium Earth Orbit) 
spacecrafts (altitude range of 500- 2000 km). The developed magnetometer is designed for off-resonance 
operation in vacuum, enabling larger bandwidths at the expense of some sensitivity loss. Authors imple-
mented a spring configuration lever-like suspension springs which present over tenfold lower electrical 
resistance (thus allowing higher currents) than conventional guided-beam springs with the same compli-
ance. The higher operation currents, therefore, generate proportionally higher Lorentz forces. This geo-
metrical improvement reduced the ratio of mechanical stiffness to electrical resistance. By combining 
multiple Lorentz force-generating bars and off-resonance operation in vacuum (1 mbar), these devices 
can yield: a noise of 2 65. /nT Hz  (theoretical) with a bias current of 4 mA in each of the 6 Lorentz 
bars (63 6. . /nT mA Hz ) and sensitivity of 50.5 aF/μT (1 aF.μT-1.mA-1; 102 μV/μT with the elec-
tronic readout), corresponding to a 20 nT resolution (1 aF capacitance variation), over a 50 Hz bandwidth. 
This resolution figure over such large bandwidth greatly improves upon amplitude-modulated as well 
as frequency-modulated Lorentz force magnetometers performance (Dias et al., 2020).

In Novotny et al., (2020) an AMR magnetometer with digital feedback for space applications is 
proposed. The authors designed and developed a novel concept of a digitally compensated, low-noise 
magnetometer based on anisotropic magnetoresistance sensors. They aim to use modern microcontrollers 
and their digital signal processing capabilities in order to replace several analog components. Moreover, 
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the cost was a major parameter in the design in order to satisfy the low-budget requirements for most 
CubeSat missions. So, parts were limited to commercial off-the-shelf components. STM32F334 is se-
lected as the main controller due to its high-resolution PWM (pulse-width-modulation) capability used for 
digital compensation. After analog-to-digital conversion, the signal processing is executed with software. 
The AMR sensor HMC1021 for the magnetic field is operated as a closed-loop compensation system 
using the built-in offset coil. With feedback compensation, the sensor is used only as a zero indicator, 
and the amplitude of the compensation current that is fed to the offset coils is the measurement output. 
This indirect method of measurement enables higher performance in linearity, stability, and hysteresis. 
after demodulation carried out in the firmware, the offset of the magnetic measurement is given only 
by the magnetic offset of the sensor itself. There is no contribution of the signal conditioning chain, 
so there is no reason to use precise analog parts like OPAMPS or ADC converters. Also, due to this 
design, there are no low-frequency noise requirements on the signal chain. The flipping frequency is set 
to approximately 216 Hz as a compromise between the useful bandwidth of the magnetometer and the 
digital signal processing speed. This frequency was also selected to ensure minimal interference with 
the local 50 Hz disturbing signal and its harmonic frequency. For the design of the sensor preamplifier, 
only noise at this frequency and the bandwidth of the magnetometer are relevant. Most op-amps have 
1/f corner on lower frequencies, so only the white noise is important. In a practical implementation, this 
means that there are only a very few requirements of the design of the electronics (Novotny et al., 2020):

•	 stability and noise of the main voltage reference
•	 stability of the sensing resistor
•	 white noise (at 180–250 Hz) of the bridge amplifier
•	 stability and low-frequency (LF) noise of op-amps in the voltage-to-current converter and the 

voltage reference buffer.

OPA2210 is selected as the low-noise preamplifier, due to its low voltage and current noise at a flip-
ping frequency and its low-voltage, rail-to-rail operation. A low voltage rail-to-rail ADA4805 was se-
lected in place of every other op-amp, where low LF noise was needed. The developed prototype exhib-
ited the following characteristics ±100 μΤ range, ±50 ppm nonlinearity, noise density @1 Hz equal to 
250pTRMS Hz/ , an integral noise @0.1-10 Hz 780 pTRMS, a 3 dB bandwidth of 30 Hz, a sample 
rate of 126 Sa/s and dimensions of 35x90x7 mm (Novotny et al., 2020).

Magnetic Cleanliness

Magnetic cleanliness, in general, is the minimization (ideally zero) of the magnetic field in a region. 
Magnetic shielding is the process of blocking the unwanted magnetic field in a specific area. The mag-
netic cleanliness can be achieved in what is called the Gauss chamber which is a special form of Faraday 
cage for the magnetic field. The Gauss chamber can be passive or active or both.

A magnetic field is much harder to prevent from entering a space compared to an electric field. 
There is no cheap solution that can control the magnetic field in a space, especially for very demanding 
applications such as very low magnetic field at low frequencies. The magnetic field can penetrate, even 
metals, but it depends on the frequency of the magnetic field. A metal cage (Gauss chamber) will drop 
the amplitude of a magnetic field B0, exponentially. The thickness of each metal needed to reduce the 
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magnetic field to 1/e of the original field is called skin depth (𝛿). The skin depth can be calculated with 
the following mathematical expression:
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where ρ (Ωm) is the resistivity, μr is the relative magnetic permeability, εr is the relative permittivity of 
the sheet material, f (Hz) is the frequency of the magnetic field, μ0 (Hm-1) is the magnetic permeability 
of vacuum and ε0 (Fm-1) is the electrical permittivity of vacuum (Jordan, 1968).

The best way to block the magnetic field is to use a superconductor. The reason for that is the property 
of the superconductor to have zero resistivity. Consequently, even the thinnest superconductors can block 
the magnetic field independently of the frequency (Ripka, 2001). However, this type of insulation is ex-
tremely expensive not only to build but also to maintain due to the need for cryogenic conditions. A more 
practical construction of a Gauss chamber is made from metal alloys with high magnetic permeability 
called Mu-Metal. Mu-Metals have a relative permeability of the order of 20000 to 200000 compared to 
pure iron, which exhibits a permeability limited to 5000 (Grosz et al., 2007; Tumanski, 2011). Due to 
the exponential absorption of the magnetic field, the Gauss chamber should be constructed by multiple 
layers of Mu-Metal instead of a thick sheet. Gauss champers are used in Magnetic Resonance Imag-
ing (MRI’s) rooms and Magnetoencephalography (MEG’s) rooms (Ishiyama et al., 1991). A magnetic 
shield’s shape is an important parameter in the design phase. For example, a spherical chamber is 4/3 or 
134% more effective than a cylindrical one (Mager, 1970). However, some geometries are not so useful 
in practice, so every design has its own trade-offs. For a cylindrical Gauss chamber to achieve a 60 dB 
reduction of the magnetic field at 50 Hz, a three-layer Mu-Metal is required and each layer needs to be 
at least 1 mm thick. Figure 17 presents an example of a Mu-metal Gauss chamber.

A passive Gauss chamber sometimes is not enough to yield the necessary result, and the use of ac-
tive magnetic shielding is required. Active shielding is the creation of an intended vector field, opposite 

Figure 17. Gauss chamber for instrument calibration (Bartington Inc., (c), 2020).
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to the one needed to minimize (nullify). The vector sum of the two fields ideally goes to zero. Usually, 
and for practical 3-dimensional problems, the active shielding equipment is composed of three Helm-
holtz coils, which are orthogonally oriented to each other (Tumanski, 2011). Maxwell coils can also be 
utilized, but they are rarely used due to the higher construction costs and other functional limitations. 
Figure 18 depicts two types of Helmholtz coils manufactured by Bartington Inc. ©, one with circular 
coils and one with square coils.

CONCLUSION

This chapter presents a basic overview of the field of magnetic field acquisition. A variety of sensors 
appropriate for magnetic field measurements is reviewed covering the majority of field applications, with 
a special focus on space missions. These sensors have the advantages that they can easily operate under 
harsh environmental conditions and elevated temperatures, they are very reliable due to the absence of 
moving parts and they can be embedded inside building materials. Magnetic sensors are categorized 
primarily based on their sensing principle, which impacts directly the performance characteristics like 
measurement range, resolution, frequency response, working temperature, and manufacturing cost.

Figure 18. Helmholtz coils for controlling the magnetic field in 3D axes. (a) circular structure, (b) square 
structure (Bartington Inc. (a), 2020; Bartington Inc. (b), 2020).
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Magnetic Sensors are commonly used for laboratory measurements and satellite magnetic mea-
surements. Understanding the various types of magnetometers and their limitations is crucial for the 
interpretation of the satellite magnetometer results. For space use, magnetic sensors must have some 
unique characteristics. Deep knowledge of the sensor’s characteristics leads to an optimal selection of 
the magnetic sensor in accordance with the application requirements. Finally, the chapter concludes with 
a brief discussion about magnetic cleanliness equipment.
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KEY TERMS AND DEFINITIONS

Anisotropic Magnetoresistance (AMR): Based magnetometers are used in devices as varied as 
global positioning systems to provide dead reckoning capability and in automotive ignition systems to 
provide crankshaft rotational position.

Giant Magneto-Impedance (GMI): Is a physical effect that expresses the large variation in the 
electrical impedance that occurs in some materials when subject to an external magnetic field. It should 
not be confused with Giant Magnetoresistance that is a totally different physical phenomenon.

Giant Magnetoresistance (GMR): Is a quantum mechanical magnetoresistance effect observed in 
multilayers composed of alternating ferromagnetic and non-magnetic conductive layers.

Superconducting Quantum Interference Device (SQUID): Is a very sensitive magnetometer used 
to measure extremely subtle magnetic fields, based on superconducting loops containing Josephson 
junctions.
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ABSTRACT

The forward and the inverse problem of a thin, circular, loop antenna that radiates in free space is 
modeled and solved by using soft computing techniques such as artificial neural networks and adaptive 
neuro fuzzy inference systems. On the one hand, the loop radius and the observation angle serve as in-
puts to the forward model, whereas the radiation intensity is the output. On the other hand, the electric 
field intensity and the loop radius are the input and output, respectively, to the inverse model. Extensive 
numerical tests indicate that the results predicted by the proposed models are in excellent agreement 
with theoretical data obtained from the existing analytical solutions of the forward problem. Thus, the 
employment of artificial intelligence techniques for tackling electromagnetic problems turns out to be 
promising, especially regarding the inverse problems that lack solution with other methods.
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INTRODUCTION

Artificial intelligence incorporates a vast family of biologically inspired techniques that attempt to imitate 
human cognitive skills. The artificial neural networks (ANNs) and the fuzzy logic systems, such as the 
adaptive neuro fuzzy inference system (ANFIS), belong to the aforementioned family of techniques. 
The former simulate the complex networks of the neurons that are found in the human central nervous 
system (Haykin, 1999), whereas the latter combine the learning abilities of neural networks with fuzzy 
logic (Jang, 1993).

During the last few decades, a great variety of electromagnetic (EM) problems have been treated by 
applying methods based on artificial intelligence (Zhang & Gupta, 2000), (Christodoulou & Georgio-
poulos, 2001), (Mishra, 2001). The number of pertinent works is huge. Indicative applications include 
the modeling and design of microwave components and circuits (Devabhaktuni et al., 2001), (Zhang et 
al., 2003), as well as the design and optimization of antennas (Choudhury et al., 2015). The prediction 
of the performance of various types of antennas by using ANNS and/or ANFIS has drawn strong at-
tention, recently. For example, the resonant frequencies of L-shaped compact microstrip antennas have 
been determined by applying ANNs and ANFISs (Kayabasi et al., 2014), the return-loss characteristics 
and the radiation patterns of pyramidal and corrugated horn antennas have been obtained by implement-
ing ANFIS-based models (Pujara et al., 2014) and the return-loss performance of a planar inverted-F 
antenna has been predicted by using an ANFIS (Gehani & Pujara, 2015). Furthermore, the radiation 
characteristics of a short dipole array, by applying radial basis function (RBF) ANNs (Mishra et al., 
2015), and those of a circular loop antenna by implementing multilayer perceptron (MLP) ANNS and 
ANFISs (Kapetanakis et al., 2012a), (Kapetanakis et al., 2018a), have been calculated.

A more challenging task may be the implementation of artificial intelligence techniques in order to 
solve inverse EM problems. The latter focus on estimation of the properties of the scatterer or the radiator 
from information contained in the EM field and obtained either from measurements or from analytical/
numerical calculations. ANNs and the Finite Element Method (FEM) have been combined in (Low & 
Chao, 1992) to treat inverse EM problems, whereas an approach based on Hopfield ANNs has been pre-
sented in (Elshafiey et al., 1995). Inverse ANΝ modeling has been applied for the purpose of microwave 
filter design (Kabir et al., 2008) and for the inversion of a transmitarray database, i.e., the estimation 
of the element parameters from the transmission coefficients of the antenna array (Gosal et al., 2016). 
Moreover, several ANN configurations (Kapetanakis et al., 2018b) and an ANFIS (Kapetanakis et al., 
2012b) have been implemented in order to model and solve the inverse EM problem of a thin, circular, 
loop antenna that radiates in free space.

The radiating circular loop antenna is used herein as an example in order to investigate the potential 
of certain artificial intelligence techniques to treat EM problems. Although the first efforts to solve the 
equations that describe the behavior of loop antennas occurred many decades ago, the study of such an-
tennas draws strong interest even nowadays. The motivation may be attributed to the fact that there exist 
several problems that have not been solved completely yet, for example those related to the radiation of 
thick loops. Moreover, the emerging meta-material theory was a boost for the evolution and application 
of nano-scaled rings (McKinley, 2019).

The basis for the study of loop antennas was established more than one century ago by Pocklington, 
who obtained a solution, in the form of a Fourier series, for the current on a closed loop excited by a 
plane wave (Pocklington, 1897). Several years later, Hallen considered a driven loop but his Fourier 
series solution for the current contained a singularity; thus, the results of his method were limited to 
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small loops (Hallen, 1938). Since then, a lot of great scientists have contributed to the formulation and 
solution of the analytical equations that govern the radiation of a loop antenna. In the 1950s and 1960s 
several researchers, by complementing one another, managed to find a well behaved solution for the cur-
rent and the impedance of a driven thin, circular loop in the form of a convergent, infinite Fourier series 
(Storer, 1956), (Wu, 1962), (King, 1969). Presentation of a detailed analytical history of loops is beyond 
the scope of this chapter; a comprehensive essay on this subject may be found in (McKinley, 2019).

The analytical study of a driven, thin, electrically small loop, i.e., with circumference smaller than 
half-wavelength, has received wide attention mainly because of its simplicity. The current distribution 
may be assumed constant around the periphery of such a loop; thus the radiated EM field may be deter-
mined by retracing the steps of the analysis for an infinitesimal magnetic dipole (Balanis, 1982). On the 
contrary, a large loop can handle many resonant modes and it is not that simple to find which of them is 
dominant. Several mathematical approaches have been proposed over the years for the determination of 
the EM field around a thin, circular, loop antenna of arbitrary radius carrying an arbitrary current. Some 
of them are briefly outlined in the next section, whereas an extensive review is presented in (McKinley, 
2019). The complexity of the problem increases considerably if the wire radius of the loop antenna is 
small but finite. The application of the method of moments to solve the integral equations for a circular 
loop with a small wire radius, has been investigated by several researchers (Anastassiu, 2006), (Fikioris 
et al., 2008), (Fikioris et al., 2010).

Loop antennas are easy to construct and inexpensive. Especially the small ones are poor radiators, 
thus they have been used mainly for reception in radio communications, for direction finding and as 
probes in magnetic sensing applications (Balanis, 1982), (D.S. Smith, 2007). More recently, printed, 
integrated loop antennas have appeared, like the circularly polarized square-loop presented in (Fakhar-
zadeh & Mohajer, 2014) for mm-wave short range applications.

At the turn of the 21st century, loop antennas have received special attention due to the rapid develop-
ment of nanotechnology and metamaterials. A lot of loop-like structures, with negative index of refrac-
tion, operating in the microwave band have been presented in the literature; indicative works include the 
design and fabrication of nested, split ring resonators (Pendry et al., 1999), (D.R. Smith et al., 2000) and 
configurations with copper square loop resonators printed on fiber glass circuit boards (Shelby et al., 
2001). The formulation and analysis of loop antennas in radio frequencies may be extended to describe 
the radiation properties of nanoloops operating in the Terahertz (THz), infrared (IR) and optical regimes. 
In order to accomplish this, the dispersion and loss of the antenna material should be taken into account. 
Analytical representations of the radiation characteristics of nanoloops operating in the aforementioned 
regimes have been reported in the last decade (McKinley et al., 2013a), (Lu et al., 2017); methods of 
computing the mutual coupling between such antennas have, also, been proposed (Nagar et al., 2017).

The recent interest in nanoloops may be justified by the large number of applications that have ap-
peared in the last decade. An optical nanoantenna array, composed of plasmonic square loops, has been 
constructed for enhancing the radiation characteristics and controlling the beam pattern (Ahmadi & Mo-
sallaei, 2010). Besides, broadband superdirective radiation has been obtained from a metallic nanoloop 
in the far-infrared regime by choosing the proper material composition and loop circumference (Pantoja 
et al., 2017). The coupling between laterally paired THz metamaterial split-ring resonators has been 
exploited for accomplishing passive tuning of the strength and frequency of the inductive-capacitive 
(LC) resonances (Chowdhury et al., 2011). A transmit array antenna, consisting of plasmonic, concen-
tric, square-loop scatterers, has been designed to enable light concentration, at a desired distance, in the 
near IR-region (Memarzadeh & Mosallaei, 2011). Nanoloop arrays are, also, very promising for their 
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potential application in solar cells for light-trapping (McKinley et al., 2013b; Simovski et al., 2013), a 
perspective from which space technology might benefit.

The objective of this chapter is to demonstrate the applicability of artificial intelligence techniques 
in modeling and solving EM problems, with emphasis on the inverse ones that are, generally, difficult 
to deal with. For this purpose, the example of a loop antenna is adopted. On the one hand, the forward 
problem of the radiating loop is well established and several analytical solutions exist in the literature. 
Thus, it may serve as benchmark for the results obtained from the artificial intelligence techniques. On 
the other hand, the corresponding inverse problem lacks analytical and/or numerical solution. It is treated, 
herein, by applying ANNs and the results are validated with data produced by the aforementioned exist-
ing analytical solutions of the forward problem. In the first part of this chapter, a short literature review 
is provided regarding the radiation of the circular loop antenna. In addition, a very short description of 
certain artificial intelligence techniques is presented. In the second part of the chapter, the modeling 
procedure based on ANNs and ANFISs is described and discussed. Indicative numerical results are 
presented to manifest the potential of the proposed methodology.

BACKGROUND

Analytical Solutions of the Loop Antenna Radiation Problem

The geometry of a current-carrying, thin, circular loop antenna, with arbitrary radius a, is illustrated in 
Figure 1. The antenna is assumed to radiate in free space and it is referred to as loop hereafter. It is placed 
symmetrically on the x-y plane at z=0; S ( , , )′ = ′ = ′r a θ ϕ90�  is a source point and P(r,𝜃,𝜑) is an obser-
vation point in spherical coordinates. The distance R between S and P is given by:

R r a ar= + − − ′( )2 2 2 sin cosθ ϕ ϕ 	 (1)

The forward problem consists in determining the electromagnetic (EM) field around the loop. The 
most common analytical formulation starts from the vector potential 

�
A , which is related to the EM field 

components by the well-known relationships (Balanis, 1982):

� �
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where 𝜇0, 𝜀0 stand for the magnetic permeability and dielectric permittivity of free space, respectively, 
𝛽 is the wavenumber and 𝜔 is the circular frequency; time dependence exp(j𝜔t) is used throughout. A 
representation of the vector potential, in spherical coordinates, may be obtained through integral equa-
tions that involve the loop current I(𝜑):
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The approach summarized below was proposed by Werner (Werner, 1996) and is based on recogniz-
ing that the three components of 

�
A  in equations (4)-(6) comprise a common term:

Figure 1. Circular loop antenna placed symmetrically on the x-y plane
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where ℑ( )r, ,θ ϕ  stands for the integral of the current distribution as follows:

ℑ( ) = ′( ) ′∫ −r I e dj R, ,θ ϕ
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2 0
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Consequently, cos(𝛽R) and sin(𝛽R), that constitute the term e j R− β in the integrand of equation (10), 
are expanded in series of spherical Bessel and Hankel functions of the first and second kind (Abramow-
itz & Stegun, 1972), respectively. By applying Euler’s identity and by performing the term by term in-
tegration in equation (10), the latter results in:
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The abbreviations used in equation (11) are defined in Table 1 where mh
2( ) ⋅( )  is the spherical Hankel 

function of the second kind of order m.
By expanding the current distribution in the following Fourier cosine series
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the series representation in equation (11) evaluates to:
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The coefficient Cmn is defined in Table 1. The vector potential 
�
A  may then be derived from equations 

(7)-(9) by substituting equation (13) into equations (7)-(9) and performing the differentiations. Finally, 
the EM field components follow from equations (2)-(3) and are given below:

H r a
j

m n m n C n B r F rr mn m m
m

, , cos ( )( ) cos , ( )
,

θ ϕ
β θ

ϕ θ( ) = − + ( ) ( )− −

3 2

2 18 nn
∑ 	 (14)

H r
a
j

C n B r m r F r m n mmn m mθ θ ϕ
β θ

ϕ θ β, ,
sin

cos , ( ) ( )(( ) = ( ) ( ) ( ) − −−

2

1
3 2

8
++ −∑ n F rm

m n
) ( )

,
1 	 (15)

H r ar
j

nC n B r F rmn m m
m n

ϕ θ ϕ
β θ

ϕ θ, , cos sin , ( )
,

( ) = − ( ) ( )−∑
3

14
	 (16)

E r a nC n B r a F r m Fr mn m m, , sin sin , ( ) ( )θ ϕ
ηβ θ

ϕ θ β( ) = ( ) ( ) ( ) − +− +

2

1
2

14
1 mm

m n
r( )

,





∑ 	 (17)

E r a nC n B r mF r F rmn m m m
m n

θ θ ϕ
ηβ θ

ϕ θ, , cos sin( ) , ( ) ( )
,

( ) = ( ) −[ ]− −

2

1 14 ∑∑ 	 (18)

E r a n B r n C F r mC F rm mn m mn m
m

ϕ θ ϕ
ηβ

ϕ θ, , cos , ( ) ( )( ) = ( ) ( ) − − −

2

1
2

14 ,,n
∑ 	 (19)

𝜂 in equations (17)-(19) stands for the wave impedance in free space. The notation 
m n,
∑  has been ad-

opted in equations (14)-(19) instead of the double summation 
∞

= =
− =
=

∑∑
m

m n
m n k
k

1 0
2

0 1, ,…

, for the sake of brevity.

Far-zone approximations, i.e., for 𝛽r≫1 and R≃r, may be obtained by applying the asymptotic expres-
sion of the spherical Hankel function of the second kind for large arguments (Abramowitz & Stegun, 
1972). The resulting, non-zero, components of the magnetic field intensity are (Werner, 1996):

H r a e
r

j I n J a
j r

n
n n

n
θ

β

θ ϕ
β

ϕ β θ, , cos sin( ) ( ) ′ ( )
−

=

∞

∑�
2 0

	 (20)
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H r e
r

nj I n J a
j r

n
n n

n
ϕ

β

θ ϕ
θ

ϕ β θ, , cot sin sin( ) − ( ) ( )
−

=

∞

∑�
2 0

	 (21)

where Jn(∙) stands for the Bessel function of the first kind (Abramowitz & Stegun, 1972) and the prime 
in Jn′ ⋅( )  denotes differentiation with respect to its argument. The non-zero, components of the electric 
field intensity are simply: E𝜃=𝜂H𝜑 and E𝜑= -𝜂H𝜃.

The method outlined above, for the determination of the EM field around a current-carrying loop, may 
be extended to include the more general case of a loop with a travelling-wave current distribution of the 
form: I I e j( )ϕ γϕ= −

0 , where the parameter 𝛾 is complex with a  negative imaginary part (Werner, 2000). 
The analysis starts from equations (4)-(6), where the expression I I e j( )ϕ γϕ= −

0  is substituted. Thus, the 

three components of 
�
A  result in containing the integral: G I em

j m( ) cosϕ π ϕ ϕ ϕγϕ
π

= ( ) − ′( ) ′−∫0
0

2

2 d . 

Analytic evaluation of the latter (Gradshteyn & Ryzhik, 1980) may lead to closed-form expressions for 
the vector potential components and, consequently, by using equations (2)-(3), for the EM field around 
the loop. The detailed methodology may be found in (Werner, 2000).

The marginal case of uniform current distribution of the loop, may be easily obtained since 
�
A  sim-

plifies to a single component, i.e., equation (6) with I I′( ) =ϕ 0 . An exact integration may then be achieved 
if the observation point is restricted to r>a and 0≤𝜃≤𝜋. The end result of the analysis (Overfelt, 1996) 
is the following expression for the vector potential:

A r a I
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j r
m

L L
m

m m
m

ϕ θ
µ
π τ

β
σ, ( )

!
( ) = −

−( )+
=

∞

∑0 0
2

0
	 (22)

Table 1. Abbreviations used in equations (11), (14)-(19)

Symbol Definition

G0

1
2 0

2

π
ϕ ϕ

π

I d′( ) ′∫

Gm(𝜑), m>1
1
2 0

2

π
ϕ ϕ ϕ ϕ
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sin



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


Fm(r)
m

m

h r a

r a

2 2 2

2 2
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β
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Cmn
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m n m n

n
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where 𝜏=2a sin𝜃/r and 𝜎=1+a2/r2. Lm may be calculated from the recurrence relation:

L
m L m L

m
mm

m m
=

− − − −( )
−

≥
− −2 2 3

1
3

2
2 2

4( ) ( )
,

σ σ τ
	 (23)

with L q0 = +K( ) σ τ , L1=𝜋/2 and L q2 = +σ τ E( ) . The notations K(q) and E(q) represent the 
complete elliptic integrals of the first and second kind (Abramowitz & Stegun, 1972), respectively, with 
modulus q = +2τ σ τ( ) . Consequently, the EM field components may be obtained from equations 
(2)-(3) by taking into account that ∇ ⋅ =

�
A 0 , since 

�
A A= ϕϕ̂ .

An alternative approach for the calculation of the EM field radiated by a loop antenna may be found 
in (Conway, 2005). Although the analytical formulation therein starts from equations (2)-(3), the vector 
potential 

�
A  is expressed in cylindrical coordinates (𝜌,𝜑,z):

A z a I e
R

d
j R

ρ

βπ

ρ ϕ
µ
π

ϕ ϕ ϕ ϕ, , ( )sin( )( ) = ′ − ′ ′
−

∫0

0

2

4
	 (24)

A z a I e
R

d
j R

ϕ

βπ

ρ ϕ
µ
π

ϕ ϕ ϕ ϕ, , ( )cos( )( ) = ′ − ′ ′
−

∫0

0

2

4
	 (25)

and Az(𝜌,𝜑,z)=0. The distance R (Figure 1) between a source point S ( , , )′ = ′ ′ =ρ ϕa z 0 and an observa-
tion point P(𝜌,𝜑,z) is expressed as R a z a= + + − − ′( )ρ ρ ϕ ϕ2 2 2 2 cos . By expanding the current 
distribution I ( )′ϕ  in a Fourier series, as in equation (12), substituting in (24)-(25) and applying the 
symmetry properties of the resulting integrands, the components A𝜌 and A𝜑 of the vector potential end 
up in comprising integrals of the form:

C m e
R
dm

j R

= ′ ′
−

∫ cos ϕ ϕ
βπ

0

2
	 (26)

Consequently, the electric field intensity is calculated from equation (3) and it may be written as follows:
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Obviously, the components of 
�
E  involve the integral Cm given by equation (26); Im in equations 

(27)-(29) are the Fourier coefficients of the current distribution and 𝜑m stands for an arbitrary constant 
phase angle. The components of the magnetic field intensity may result in a similar way; the correspond-
ing expressions can be found in (Conway, 2005).

Thus, the determination of the EM field around the loop becomes equivalent to evaluating the in-
tegrals of equation (26). Although these integrals can be derived numerically for small values of m, 
the oscillating nature of the integrand makes the calculations difficult as m increases. However, it has 
been shown that it is possible to perform the angular integration analytically; the real part of Cm may 
be expressed as a series of Legendre functions of the second kind and half-integral order, whereas the 
imaginary part may be written aa a series of elementary terms. The reader is referred to (Conway, 2005) 
for the pertinent analysis and expressions. Numerical comparisons of results derived from Conway’s 
and Werner’s approaches have been successfully carried out by (Conway, 2005). Moreover, the afore-
mentioned results were found to agree with the corresponding results obtained after direct numerical 
integration of equation (26).

A somewhat different vector analysis of the EM field radiated by a loop antenna employs the dyadic 
Green’s function (Li et al., 1997). In this regard, the radiated EM field around the loop of Figure 1 may 
be written, in spherical coordinates, as follows:

� � � � �
E j E

V

r r J r dV= ′( ) ⋅ ′( ) ′∫∫∫ωµ0 G , 	 (30)

� � � � �
H E

V

r r J r dV= ∇× ′( ) ⋅ ′( ) ′∫∫∫ G , 	 (31)

V in equations (30)-(31) stands for the volume occupied by the circular loop and GE r r
� �
, ′( )  represents 

the dyadic Green’s function of the electric kind in free space. 
� �
J r′( )  is the volumetric electric current 

density which is related to the loop current distribution through:

� �J r
I r a

a
′( )

′( ) ′ −( ) ′ −( )
=

ϕ δ δ θ π
ϕ

2
ˆ 	 (32)

where 𝛿(∙) is the Dirac’s delta function.
Subsequently, GE r r

� �
, ′( )  is expanded in spherical eigenvectors (Morse & Feshbach, 1953) that involve 

spherical Bessel and Hankel functions as well as associated Legendre functions (Abramowitz & Stegun, 
1972), while the current distribution is expanded in a Fourier series as given by equation (12). A closed 
form solution for 

�
E  and 

�
H  may be obtained as long as the functions I(𝜑)cos(m𝜑) and I(𝜑)sin(m𝜑) are 

integratable analytically. The detailed methodology is described in (Li et al., 1997) and it has been 
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validated by comparing the resulting closed forms of the far-field components with those presented in 
(Balanis, 1982) and (Werner, 1996). Moreover, successful comparisons with the results given by (Bala-
nis, 1982), (Werner, 1996) and (Overfelt, 1996) have been carried out, in the case of uniform current 
distribution of the loop.

More recently, another approach based on expansion in spherical eigenvectors has been proposed for 
the determination of the EM field around a radiating loop (Hamed et al., 2013). Although the EM field 
expressions are given in terms of spherical Bessel and Hankel functions and associated Legendre func-
tions, they differ from those presented in (Li et al., 1997), since the analysis by (Hamed et al., 2013) 
does not involve the dyadic Green’s function. The formulation starts from equations (4)-(6), like in most 
previous treatments. By expanding the term e Rj R− β  in spherical eigenvectors and performing a simple 
integration, the following expressions are obtained for the components of the vector potential:

A r j a G G I nr n n n
n

, , sin sinθ ϕ β
µ θ

ϕ( ) = − −( )− +
=

∞

∑0
1 1

12
	 (33)
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µ θ
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∞

∑0
1 1

12
	 (34)
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The coefficients In in equations (33)-(35) originate from the series expansion of the (arbitrary) current 

distribution which, unlike equation (12), includes real and imaginary terms: I I en
jn

n
′( ) = ′

=−∞

∞

∑ϕ ϕ . The 

coefficients Gn incorporate associated Legendre functions Pm
n (cos )θ , spherical Bessel functions of the 

first kind jm(∙) and spherical Hankel functions of the second kind hm
( )2 ⋅( ) :
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	 (36)

Substituting equations (33)-(36) into equations (2)-(3) expressions for the EM field components 
around the loop are obtained. The reader is referred to (Hamed et al., 2013) for a detailed analysis; suc-
cessful comparisons with the expressions given by (King, 1969) and (Werner, 1996) have been carried 
out for the far-field approximation.

The approaches outlined above constitute analytical solutions of the forward problem, i.e., the de-
termination of the EM field around a radiating loop antenna. The inverse problem may be defined as 
the estimation of the loop radius when the EM field intensity is known at specific observation points. 
This problem is, obviously, much more complex than the forward one and, presently, it lacks analytical 
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treatment. Thus, an alternative approach, based on artificial intelligence techniques, is developed in the 
next section to address the forward as well as the inverse problem of the radiating loop antenna.

Artificial Neural Networks: A Short Overview

ANNs belong to the broad family of artificial intelligence techniques and were inspired by the prin-
ciples of the nervous system of living organisms. The human nervous system may be approached with 
a simplified diagram like the one depicted in Figure 2; it consists of three elements, i.e., the sensors 
(sense organs), the brain (network of neurons), and the executive organs. The sensors respond to stimuli 
(electrical signals) and forward the information to the network of neurons, where the decisions are taken 
and then the appropriate instructions are given to the executive organs.

The main functional component of an ANN is the artificial neuron which may be treated as the el-
ementary information processing unit. Figure 3 shows a biological neuron that forms the basis for the 
design of an artificial neuron. The latter is a simplified form of the biological neuron; it comprises three 
basic structural elements: the synapses, the adder and the activation function (Haykin, 1999).

With reference to a typical artificial neuron, for example the v-th neuron of Figure 3, each synapsis 
multiplies the input xm,v by, its own, synaptic weight wm,v, m=1,2,…,M; M stands for the total number 
of synapses that serve as inputs to the adder. Unlike in a biological neuron, the synaptic weight of an 
artificial synapsis may take both negative and positive values. Consequently, the adder adds the weighted 
input signals and, then, the activation function Ψ is applied in order to limit the output yv to a finite value 
between [-1,1] or [0,1]. The output of the adder may be written as:

u w xm m
m

M

ν ν ν=
=
∑ , ,
1

	 (37)

Figure 2. Simplified block diagram of the human nervous system
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The output of the v-th neuron is, then, yv=Ψ(uv+bv), where bv stands for a bias term used to adjust uv 
(Christodoulou & Georgiopoulos, 2001).

Although there is no restriction on the kind of the activation function, a nonlinear one has proven to 
be the most suitable for solving EM problems. A popular family of activation functions are the sigmoid 
ones, such as the logistic: Ψ

�
u b e u b
ν ν

ν ν+( ) = +





− +1 1 ±( ) and the hyperbolic tangent: 

Ψ t ±u b u bν ν ν ν+( ) = +



tanh ( ) 2 . The former is plotted in Fig. 4(a), whereas the latter is plotted in Fig. 

4(b), for various values of the parameter 𝛼. Α key feature of these functions is that they are continuous 
and differentiable, which allows for the adjustment of the synaptic weights during training process. 
Another common activation function is the radial basis one. It is given by: Ψ r u b e u b

ν ν
ν ν+( ) = − +( )2  and 

it is widely used with the RBF ANNs, that will be discussed later. The radial basis activation function 
is plotted in Fig. 4(c) and, evidently, it is similar to a Gaussian function.

The way in which artificial neurons are interconnected to form a network and the flow of information 
determines the architecture of the ANN. A typical architecture comprises an input layer, one or more 
intermediate layers and an output layer. The intermediate layers are isolated from the external excitation 
signals, fed to the input layer, and are referred to as hidden layers. A plethora of architectures may be 
encountered in the literature, but, generally, they may be classified into two categories. The first one is 
the feedforward architecture, where information, through the synapses, follows a path without feedback 
and the output does not depend on the previous condition. The second one is the feedback architecture, 
where the output of a neuron is fed back either to the input of the same neuron or to neurons of previous 

Figure 3. Biological neuron and structural diagram of an artificial neuron
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layers (Haykin, 1999). Figure 5 includes the most widely used ANN architectures; the frames bounded 
by continuous line represent the ANNs applied to solve the problem of the radiating circular loop, in 
the next section.

In order to apply an ANN for the solution of a problem, a model should be built from known data. 
Three distinct datasets are commonly used in different stages of the model development, i.e., the train-
ing, the validation and the testing dataset. The first step into the creation of the model is taken by train-
ing the ANN. The training dataset consists of sample pairs x yk k

tr tr,( ) , k=1,2,…,K, where xk
tr  is a vector 

that represents the inputs, whereas the vector yk
tr  represents the desired outputs; K stands for the number 

of samples that compose the training dataset. One may argue that training is the most important stage 
in the construction of the model, since during the learning process the synaptic weights, the bias terms 
and all the intrinsic parameters of the ANN are adjusted. Firstly, they are initialized and during training 
they are iteratively updated until the end of the training process. Another task that takes place during 
training and is critical for the achievement of accurate results, is the determination of the number of 
neurons that compose each hidden layer. This number depends on the degree of nonlinearity and the 

Figure 4. (a) Logistic, and (b) hyperbolic tangent activation functions for different values of α. (c) Radial 
basis activation function.

Figure 5. Neural network architectures
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complexity of the problem. Actually, there is no reliable algorithm or even rule of thumb to calculate 
the exact number of hidden neurons required in order to train successfully an ANN. The appropriate 
number of neurons is commonly estimated either empirically or by following a trial and error process 
(Zhang et al., 2003).

The validation dataset is used to monitor the performance of the ANN, avoid overfitting, and control 
the termination criterion of the learning process. The testing dataset is an independent set of data used to 
assess the quality of the ANN model and is kept unseen during training. The datasets used for training, 
validating and testing the ANN are constructed from results obtained from existing analytical/numerical 
methods and/or experimental procedures, etc.

The performance of a trained ANN is evaluated in terms of accuracy and generalization (Devabhaktuni 
et al., 2001); the latter is related to the ability of the ANN to apply the learnt information to “unknown” 
data. Several criteria and statistical measures are considered in order to assess the performance of an 
ANN during testing as well as the degree of success of the learning process; specific information about 
the training and testing errors will be given in the next section.

One of the most popular ANNs is the MLP, which is a layered structure consisting of one input layer, 
a number of hidden layers and one output layer. MLP may be considered as “universal approximator”, 
since it has been proven that it can estimate any nonlinear, continuous function accurately, provided that 
it comprises at least two hidden layers with an appropriate number of neurons (Hornik et al., 1989). The 
detailed description of the MLP architecture and operation may be found in almost all pertinent textbooks. 
The structure of a MLP ANN is briefly outlined below, based on (Haykin, 1999) and (Christodoulou & 
Georgiopoulos, 2001).

The typical architecture of a MLP ANN with three layers is shown in Figure 6. The number of neu-
rons included in each layer is denoted by Mn, n=1,2,…,N. The index n is used to identify the layers; the 
value n=1 corresponds to the input (first) layer, whereas n=N is assigned to the output (last) layer. The 
vector x ={ }x x xM1 2 0

, , ,…  constitutes the input to the first layer of the ANN, where the notation M0 has 

been reserved for the number of inputs to this layer. The vector yn n n
M
ny y y
i

={ }1 2, , ,…  denotes the output 
of the n-th layer. As it may be verified from Figure 6, the MLP ANN adopts a serial structure, i.e., the 
output of the n-th layer is fed to the input of the (n+1)-th layer. Thus, yn may be written as:

y y w bn n n n n= +( )−Ψ 1 	 (38)

where bn stands for the vector of bias terms of the n-th layer and the matrix wn contains the synaptic 
weights wi j

n
,  with i Mn= −1 2 1, , ,…  and j=1,2,…,Mn. The synaptic weights are adjustable parameters, 

their adjustment being responsibility of the training algorithm. The selection of the latter, among a 
plethora of algorithms that exist in the literature, depends on the nature of the problem. For example, 
when fast convergence is needed, without any other restriction, the Levenberg-Marquardt (LM) algorithm 
may be the most appropriate choice (Beale et al., 2016). The performance of several training algorithms 
will be evaluated in reference to the loop antenna radiation problem, presented in the next section.

RBF ANNs comprise three layers of neurons: the input, the hidden and the output layer. The hidden 
layer is characterized by the radial basis activation function (shown in Figure 4c), which is applied to 
the input data (Powell, 1987). It has been proven that RBF ANNs are able to approximate any function 
with an arbitrary small error as long as they have a sufficient number of neurons in the hidden layer 
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(Park & Sandberg, 1991) and the standard deviation of the (gaussian) activation function along with all 
synaptic weights are properly adjusted (Hartman et al., 1990). The basic characteristics of a RBF ANN 
are summarized and compared with the characteristics of a MLP ANN in Table 2.

Figure 7 depicts the structure of a typical RBF ANN. It is composed of three layers, with the input 
layer consisting of M0 nodes; M0 is actually the length of the input vector. Unlike in MLPs, the input 
layer in RBF ANNs is connected directly to the hidden layer i.e., without the presence of weights. The 
number Mb of neurons in the hidden layer results from an iterative procedure. The algorithm starts from 
a minimum number of neurons; this number is gradually increased until either a predetermined conver-
gence criterion is achieved, or the length of the training data vector is reached. The activation function 
of the hidden layer, termed as radial basis function, is given by:

Figure 6. Feedforward MLP ANN with one hidden layer

Table 2. Comparison between RBF and MLP ANNs

RBF ANN MLP ANN

One hidden layer. Multiple hidden layers.

The hidden and the output layers consist of different type of neurons. The 
former is nonlinear, whereas the latter is linear.

Usually, all layers have the same type of neurons and 
they can be nonlinear.

The appropriate number of hidden neurons results from an iterative 
procedure.

The number of neurons in all layers is defined before the 
training process.

The activation function calculates the Euclidean distance between the input 
and the center vector.

The activation function calculates the product of the 
input and the weight vector.
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Ψ Ψm m
m

mx x x( ) = −( ) = − −








c cexp 1

2
2

σ
	 (39)

where the index m=1,2,…,Mb identifies the hidden neurons and 𝜎m stands for the standard deviation of 
the m-th activation function. The latter is a function of the Euclidean distance between the input and the 
center vector cm, which consists of the means of the Gaussian functions of the hidden neurons. The output 
layer commonly consists of a single neuron and each hidden neuron is connected to the output neuron 
by its own synaptic weight; thus, only one index, i.e. m=1,2,…,Mb, is needed to identify the synaptic 
weights wm. The output of the RBF ANN may be expressed as (Christodoulou & Georgiopoulos, 2001):

y w wm
m

M

m m
m

M

m
m

b b

x x x x( ) = ( ) = − −

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






= =
∑ ∑
1 1

21
2

Ψ exp
σ

	 (40)

Generalized Regression (GR) ANNs have been introduced by Specht (1991) and fall into the category 
of probabilistic ANNs. The brief outline that follows is based on (Specht, 1991) and (Christodoulou & 
Georgiopoulos, 2001).

The structure of a GR ANN is depicted in Figure 8; it comprises three layers: the input, the hidden 
(pattern), and the output layer. The neurons of the hidden layer incorporate a Gaussian activation func-
tion, as follows:

Ψm
m m

( ) expx
x c x c

=
− −( ) −( )















T

2 2σ
	 (41)

where the index m=1,2,…,Mg identifies the hidden neurons and 𝜎 is the spread factor; its value is taken 
to be equal to the common width of all Gaussian functions. The superscript T in Equation (41) is the 
transpose operator. Unlike the MLPs, the GR ANNs are trained by a single pass and they achieve gen-
eralization with less training data than that needed by the corresponding MLP ANNs (Kapetanakis et 
al., 2018b).

The GR ANN estimates the joint probability density function of the input vector x and the output y 
by summing the Gaussian probability densities centered at the location of each sample pair (xm,ym). It 
approximates the best mean square estimate of y in terms of x by using the following expression:
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Dm in Equation (42) stands for the Euclidean distance between x and xm.
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The ANFIS belongs to the family of artificial intelligence techniques and may be used to solve func-
tion approximation problems; it combines the most attractive features of fuzzy systems and ANNs. A 
brief description of the structure and the basic characteristics of an ANFIS is given below; the outline 
is based on (Jang, 1993).

The core of an ANFIS is a set of fuzzy “if-then” rules with appropriate membership functions, in 
an attempt to imitate the “rule of thumb” used by humans. The if-then rules are applied to generate the 
input-output pairs and may contain linguistic values (or labels), such as “high”, “small” etc., as well as 
nonfuzzy equations of the input variables. Figure 9 depicts the architecture of a 2-input, type-3 ANFIS 
with 2 rules, termed as ANFIS, hereafter, for simplicity. It comprises five layers; each layer consists of 
nodes and each node performs a specific operation on incoming signals. A set of parameters may be 
associated with each node; a square, known as adaptive, node does have parameters, whereas a circle, 

Figure 7. Structure of a typical RBF ANN

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



204

Modeling Antenna Radiation Using Artificial Intelligence Techniques
﻿

named as fixed, node has no parameters. The name of each layer, as well as the parameters pertaining 
to it, if any, are shown in Figure 9.

The ANFIS under consideration has two inputs, i.e., x1, x2 and one output y. It contains two if-then 
rules of Tagaki and Sugeno’s type, i.e., the rules comprise both linguistic labels and nonfuzzy equations. 
The former appear at the first part of the rule, i.e., the premise part, whereas the latter constitute the 
second, or consequent, part. The rules are of the form: “if x1 is Am and x2 is Bm then y p x q x rm m m m= + +1 2 ”, 
m=1,2. The parameters (pm,qm,rm), are referred to as consequent parameters.

The node function of each layer is termed as Om
n  hereafter; the superscript n=1,2,…,5 identifies the 

layer, while the subscript m is used to identify the nodes in the n-th layer. The node function of the first 
layer is a membership function of the label Am or Bm and it specifies the degree to which the input satis-
fies this label. Thus, O xm mm

1 = µA ( )  for m=1,2 and O xm mm

1
22

=
− −µB ( )  for m=3,4. The second layer mul-

tiplies the incoming signals; the symbol “Π” in Figure 9 is, actually, the first letter of the word “product” 
in Greek. Each node output of this layer represents the firing strength of a rule and is given by:

O w x xm m m m

2
1 2= = ( ) ⋅ ( )µ µA B , m=1,2	 (43)

Figure 8. Structure of a GR ANN
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Consequently, the aforementioned firing strengths are normalized according to:

O w w
w wm m

m3

1 2

= =
+

, m=1,2	 (44)

The defuzzyfication takes place in the fourth layer, where the contribution of the m-th rule to the 
output of the node is computed, by using the consequent parameters:

O w y w p x q x rm m m m m m m
4

1 2= = + +( ) , m=1,2	 (45)

Finally, the single, fixed node of the last layer sums all the incoming signals and provides the overall 
output of the ANFIS:

O y w ym m m
m

5

1

2

= =
=
∑ 	 (46)

Figure 9. Layered structure of ANFIS with two inputs and one output
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FORWARD AND INVERSE PROBLEM SOLUTION USING 
ARTIFICIAL INTELLIGENCE TECHNIQUES

Modeling of the Forward Problem

The artificial intelligence techniques, outlined in the previous section, are applied herein in order to 
model the forward problem of the radiating, circular, thin loop antenna, i.e., the determination of the 
EM field around the antenna, given the loop radius and the observation angle. The stages required to 
solve the problem are shown in Figure 10. The definition of the problem relies upon the identification of 
whether it is a clustering problem, a classification one or a function approximation, with the latter being 
the case regarding the radiating loop. Then, the inputs and outputs of the models are selected according 
to availability; moreover, an attempt is made to select those inputs that have the greatest impact on the 
outputs. The selection of the data range follows the good practice to generate data in the interval [xmin–𝛿, 
xmax+𝛿], where [xmin,xmax] is the range that the model is required to perform and 𝛿 is used to expand this 
range in order to increase the reliability of the model when it is forced to operate near the boundaries 
(Zhang & Gupta, 2000). The datasets may be constructed from results obtained from analytical solu-
tions, simulations, experiments, etc. Herein, the existing analytical solution, given in (Werner, 1996), 
is used to construct data for training, validating and testing the models. Two different architectures are 
adopted for the forward problem modeling: the MLP ANN and the ANFIS. Their specific structure, as 
well as a description of the training process will be presented below. Finally, the accuracy of the results 
is checked according to predetermined statistical measures and criteria.

All models have two inputs and one output. The inputs are the loop radius a, which is allowed to take 
values in the range [0.05𝜆, 5𝜆], where 𝜆 stands for the wavelength, and the observation angle 𝜃  (Figure 

Figure 10. Flow chart the solution of the loop antenna radiation problem
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1) which varies in the range [0°, 180°]. The output U is the radiation intensity, in the elevation plane of 
the far field, given by:

U
r E r

θ ϕ
θ ϕ

π
ϕ,
, ,

( ) =
( )2 2

120
	 (47)

where E𝜑 is the 𝜑-component of the electric field intensity and may be calculated from Equation (19); 
the loop is assumed to carry uniform current. It is well-known that the radiation intensity may resume 
the same value for different values of the angle 𝜃. Thus, in order to avoid performance degradation and 
difficulties during training caused by multivalued data, the range [0°, 180°] is divided in subranges ac-
cording to the following three schemes: one subrange, i.e., [0°, 180°], three subranges, i.e., [0°, 60°), 
[60°, 120°), [120°, 180°] and six subranges, i.e., [0°, 30°), [30°, 60°), [60°, 90°), [90°, 120°), [120°, 
150°), [150°, 180°]. Accordingly, one, three or six ANNs (or ANFISs), are implemented to solve the 
problem. Henceforth, the index i=1,3,6 is used to denote the number of the aforementioned subranges; 
consequently, the notation ANNi (or ANFISi) means that the model comprises i ANNs (or ANFISs), 
each one handling data in the corresponding subrange (Kapetanakis et al., 2018a).

The structure of the MLP ANNs applied to solve the forward problem follows the general block 
diagram depicted in Figure 6, albeit with two hidden layers. The hyperbolic tangent activation function 
(Figure 4(b)) is adopted and the LM algorithm is chosen for training the ANNs. All simulations have been 
performed in MATLAB environment, where the NN toolbox has been used (Beale et al., 2016). Data 
generated from Equation (47) are grouped in three distinct datasets and are used for training, validating 
and testing the models, respectively. The basic characteristics of the MLP ANNs, along with the size of 
the datasets, are presented in Table 3.

The ANFIS models implemented to predict the radiation intensity of the loop are of Takagi and 
Sugeno type, like the one described briefly in the previous section. However, the proposed models are 
much more complicated than that depicted in Figure 9. Their characteristics are found after an extensive 
trial-and-error process and are shown in Table 4. The ANFISs are trained by a hybrid algorithm, which 
combines gradient descent and least-square methods for parameter identification.

Table 3. Configuration of the ANN models

Model characteristics ANN1 ANN3 ANN6

Number of ANNs 1 3 6

Number of hidden neurons 50×50 35×35 30×25

Number of samples in the training dataset 6417 3208 3208

Number of samples in the validation dataset 1132 566 566

Number of samples in the testing dataset 1000 1000 1000
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Results and Discussion

The quality of the ANN and ANFIS models implemented herein is assessed by using an independent 
set of data, i.e., the testing data which is kept unseen from the models during training. The testing data-
set consists of triplets of the form a Uk

te
k
te

k
te, ,θ( ) , k K=1 2, , ,…  with ak

te , θk
te  being the input values of 

the loop radius and the observation angle, respectively, and Uk
te  being the required output of the model 

during testing; K stands for the number of samples used for testing and has been set equal to 1000 for 
all cases examined. The statistical measures calculated herein for the evaluation of the models’ perfor-
mance are the absolute error (AE), the mean absolute error (MAE) and the mean relative error (MRE), 
defined as follows:

AEte k k
pr

k
teU U, = − 	 (48)

Table 4. Configuration of the ANFISs

Model characteristics ANFIS1 ANFIS3 ANFIS6

Number of ANFISs 1 3 6

Membership function type Combination of 2 
Gaussian functions

Combination of 2 
Gaussian functions

Combination of 2 
Gaussian functions

Number of membership functions 16 12 10

Number of samples in the training dataset 5100 2550 2550

Number of samples in the validation dataset 766 766 766

Number of samples in the testing dataset 1000 1000 1000

Number of fuzzy rules 256 144 100

Number of consequent parameters 896 528 380

Figure 11. Normalized radiation intensity versus normalized circular loop radius a/𝜆 for 𝜃=60°. (a) 
AΝΝ1, (b) AΝΝ3, (c) AΝΝ6.
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MAEte k
pr

k
te

k

K

K
U U= −

=
∑1
1

	 (49)

MREte
k
pr

k
te

k
te

k

K

K
U U
U

=
−

=
∑1
1

	 (50)

where Uk
pr  is the k-th predicted value of the radiation intensity by the model (MLP ANN or ANFIS).

A comparison of the radiation intensity predicted from the six models, i.e., ANNi and ANFISi, for 
i=1,3,6, with theoretical data extracted from (47) is offered by Figures 11-16. The normalized radia-
tion intensity of the radiating loop versus its normalized radius a/𝜆 is plotted in Figures 11-12, for a 
fixed angle of observation, i.e., 𝜃=60°. The solid line corresponds to U(𝜃=60°, 𝜑=0°), as calculated 
from Equation (47), whereas the markers represent the predicted values of the radiation intensity by the 
model indicated in the inset. It is evident from Figures 11(a) and 12(a) that the AΝΝ1 and ANFIS1 fail 
to predict accurately the radiation intensity for small values of the loop radius, roughly up to a/𝜆=1. As 
a/𝜆 increases, the predicted values tend to coincide with the theoretical ones, albeit the ANFIS1 is rather 
better than the AΝΝ1 with regard to certain peaks of the radiation intensity, such as the one that occurs 
for a/𝜆=3.32. However, if the range [0°, 180°] is split and each model handles a smaller range of values 
of the observation angle, as in Figures 11(b), 11(c), 12(b) and 12(c), the MLP ANNs and ANFISs are 
able to predict much more accurately the radiation intensity. Still, AΝΝ3 and ANFIS3 exhibit some small 
failures at certain peaks, which appear to diminish in Figures 11(c) and 12(c), where the results obtained 
by AΝΝ6 and ANFIS6 are being plotted. This is a reasonable outcome, since the narrower the observa-
tion angle data ranges are, the rarer the occurrence of multivalued data becomes and, consequently, the 
greater the success of the training process and the accuracy of the results is.

The normalized radiation pattern, i.e., U(𝜃,𝜑=0°)/U(𝜃,𝜑=0°)|max, for various values of the loop radius 
is plotted in Figures 13-16. The solid line corresponds to the theorical values of the radiation intensity, 
whereas the markers represent the predicted values. Even a quick glance at Figures 13-16 suggests that 
they follow roughly the aforementioned trend: the predictions of the radiation intensity by ANN6 and 

Figure 12. Normalized radiation intensity versus normalized circular loop radius a/𝜆,  for 𝜃=60°. (a) 
ANFIS1, (b) ANFIS3, (c) ANFIS6.
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ANFIS6 (Figures 13(c), 14(c), 15(c) and 16(c)) are much more accurate than those obtained when us-
ing a smaller number of 𝜃-subranges. It is remarkable that even for a=3𝜆/2, where the radiation pattern 
consists of several lobes and zeroes (Figures 15 and 16), ANN6 and ANFIS6 manage to maintain their 
optimum performance regarding the radiation intensity prediction.

The testing absolute error AEte (minimum and maximum values), the testing mean absolute error 
MAEte, and the mean relative error MREte, as calculated from Equations (48)-(50), respectively, are 
given in Tables 5 and 6. The results of Table 5 were produced by using a testing dataset with triplets of 
the form a Uk

te
k
te, ,θ =( )30� , for the first four columns, or a Uk

te
k
te, ,θ =( )60� , for the last four columns. 

Figure 13. Normalized radiation pattern of a loop with radius a=0.2𝜆.  (a) ΑΝΝ1, (b) ΑΝΝ3, (c) ΑΝΝ6.

Figure 14. Normalized radiation pattern of a loop with radius a=0.5𝜆.  (a) ΑΝFIS1, (b) ΑΝFIS3, (c) ΑΝFIS6.
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Figure 15. Normalized radiation pattern of a loop with radius a=1.5𝜆.  (a) ΑΝΝ1, (b) ΑΝΝ3, (c) ΑΝΝ6.

Figure 16. Normalized radiation pattern of a loop with radius a=1.5𝜆.  (a) ΑΝFIS1, (b) ΑΝFIS3, (c) ΑΝFIS6.

Table 5. Testing errors of all ANN and ANFISs models (for 1000 samples of a)

𝜃=30° 𝜃=90°

Model AEte,max AEte,min MAEte MREte (%) AEte,max AEte,min MAEte MREte (%)

ANN1 1.24×10-1 1.98×10-5 2.60×10-2 9.01 1.79×10-1 6.06×10-5 3.84×10-2 14.19

ANFIS1 1.05×10-1 4.64×10-5 2.03×10-2 7.04 1.56×10-1 1.93×10-6 3.26×10-2 12.05

ANN3 1.80×10-2 1.32×10-5 4.36×10-3 1.51 4.14×10-2 2.33×10-5 8.48×10-3 3.13

ANFIS3 2.55×10-2 1.18×10-5 5.71×10-3 1.98 2.80×10-2 2.17×10-6 6.81×10-3 2.51

ANN6 2.05×10-2 4.36×10-7 4.53×10-3 1.57 3.77×10-2 6.62×10-6 7.47×10-3 2.75

ANFIS6 3.39×10-2 1.05×10-6 7.44×10-3 2.58 2.21×10-2 1.18×10-5 4.81×10-3 1.77
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Accordingly, the testing datasets for Table 6 were triplets of the form a Uk
te

k
te=( )0 61. , ,λ θ  or 

a Uk
te

k
te=( )1 5. , ,λ θ , k=1,2,…,1000 for all cases examined.

Tables 5 and 6 suggest that the technique of dividing the range [0°, 180°], for the angle 𝜃, and using 
a different ANN (or ANFIS) to handle each subrange, may improve significantly the accuracy of the 
results. The familiar remark that the greater the number of the observation angle subranges is the more 
accurate the prediction of the radiation intensity by the corresponding model becomes, may be readily 
verified from Tables 5 and 6. For example, the MAEte is roughly one order of magnitude smaller for 
ANN6 and ANFIS6 compared to the corresponding MAEte for ANN1 and ANFIS1, regardless of the 
specific values of 𝜃 and a. Furthermore, it may be verified from Table 6, that the MREte is, generally, 
greater when a=1.5𝜆 than in the case of a=0.61𝜆, an outcome that is much more pronounced for the ANN1 
and ANFIS1. This may be attributed to the fact that the radiation pattern of the loop with greater radius, 
i.e., a=1.5𝜆, has a greater number of lobes and zeros (Figures 15-16) than the smaller loop (a=0.61𝜆). 
Thus, it becomes more difficult for the model (ANN or ANFIS) to capture the more frequent variation 
of the radiation intensity (Kapetanakis et al., 2018a).

Modeling of the Inverse Problem

Three different ANN architectures are implemented, in MATLAB environment, for modeling the inverse 
problem of the radiating loop: The MLP, the RBF and the GR ANNs. Data generated from Equation 
(19), by assuming that the loop carries uniform current are employed to train, validate and test the afore-
mentioned models. Selecting ANNs as the means of solving the inverse problem requires for data to be 
swapped, so that |E𝜑| values form the inputs of the model, whilst the output is associated to loop radius 
data (Kapetanakis et al., 2018b). Calculations regarding particular field points Pn(r), where r = (400λ, θn, 
φ), are performed (Figure 1) for n=1,2,…,N. The parameters 𝜆 and N  represent the wavelength and the 
number of observation points which are located around the antenna, respectively. Because of the radia-
tion pattern symmetry, all the selected values of the 𝜃n observation angle fall in the range of [0°, 90°]. 
The observation points’ maximum number considered in this work is 12, whilst the optimum number 
of observation points N is examined later in the chapter. The particular locations of every observation 
point, termed as observers hereafter, rely upon N and are presented in Table 7. The loop radius is allowed 
to obtain values from the range of [0.1𝜆, 8𝜆] including edge values.

Table 6. Testing errors of all ANN and ANFISs models (for 1000 samples of 𝜃)

a=0.61𝜆 a=1.5𝜆

Model AEte,max AEte,min MAEte MREte (%) AEte,max AEte,min MAEte MREte (%)

ANN1 1.46×10-1 6.79×10-5 3.24×10-2 8.56 1.71×10-1 6.42×10-5 3.23×10-2 13.41

ANFIS1 1.29×10-1 1.46×10-6 2.82×10-2 7.45 1.20×10-1 3.14×10-5 2.68×10-2 11.13

ANN3 3.62×10-2 8.44×10-6 9.57×10-3 2.53 2.37×10-2 1.98×10-6 5.51×10-3 2.29

ANFIS3 3.24×10-2 1.34×10-6 8.38×10-3 2.22 2.76×10-2 5.39×10-6 5.91×10-3 2.45

ANN6 2.85×10-2 1.96×10-5 7.48×10-3 1.98 2.03×10-2 1.25×10-5 4.70×10-3 1.95

ANFIS6 2.40×10-2 1.22×10-5 5.67×10-3 1.50 2.57×10-2 1.14×10-5 4.57×10-3 1.90
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In order to solve the inverse problem, the first step is training the ANNs. The dataset used for train-
ing comprises Em

tr
m
tra,( )  sample pairs, for m=1,2,…,M, where Em

tr  stands for an N-vector representing 
the inputs to the model, i.e. |E𝜑(r,𝜃n,𝜑)| values, for n=1,2,…,N, and am

tr  represents the required output 
shown to the ANN during training that corresponds to the loop radius. The parameter M corresponds to 
the integer number of data samples that are included in the training data set.

The mean square training error defined as:

MSEtr m
pr

m
tr

m=

M

=
M

a - a1
1

2( )∑ 	 (51)

is employed to evaluate the performance during the training process, where am
pr  represents the mth val-

ue regarding the loop radius predicted by the ANN. Further improvement of the accuracy of the results 
requires the encompassment of average MSEtr which is determined by multiple repetitions, 33 epochs in 
this particular case, of the training process using the same training data set. Thus, the MSEtr notation 
refers to the average MSE mentioned above. Τhe training process ends when MSEtr falls beneath 10-
6. The latter value corresponds to the output of the ANN, i.e. the normalized loop radius, achieving a 
three-digit accuracy.

To assess the training efficiency of the ANNs, an independent testing dataset is used. This set com-
prises data samples in the form of Ek

te
k
tea,( ) , k=1,2,…,K where Ek

te  and ak
te  are the N-input vector and 

the output, respectively, of the aforementioned ANN during the testing process. The parameter K rep-
resents the overall number of data samples used during the testing process and equals 500 for all the 
cases that were examined in this particular work. The mean square error MSEte during testing is defined 
similarly to that of equation (51) should M be replaced by K, am

tr  by ak
te  and am

pr  by ak
pr .

The MLP ANN implemented to solve the radiating loop inverse problem is based on the general 
configuration scheme shown in Figure 6, albeit it comprises two hidden layers, instead of one, and the 
output layer is formed by a single neuron that calculates the sum of all the weighted outputs produced by 

Table 7. Observers’ number (Ν) and observation angles (θn)

Ν θn

2 30°, 80°

3 15°, 60°, 85°

4 30°, 70°, 80°, 90°

5 30°, 70°, 75°, 80°, 90°

6 5°, 30°, 60°, 70°, 75°, 90°

7 30°, 45°, 60°, 65°, 75°, 85°, 90°

8 15°, 30°, 45°, 60°, 65°, 75°, 85°, 90°

9 30°, 45°, 55°, 60°, 65°, 70°, 75°, 80°, 90°

10 5°, 30°, 45°, 55°, 60°, 65°, 70°, 75°, 80°, 90°

11 5°, 15°, 30°, 45°, 55°, 60°, 65°, 70°, 75°, 80°, 90°

12 5°, 15°, 30°, 45°, 55°, 60°, 65°, 70°, 75°, 80°, 85°, 90°
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neurons in the intermediate (second) hidden layer. According to the notation adopted in Figure 6, the M1 
number of input neurons does coincide with the number of inputs M0. The latter is actually the number of 
observers, thus M0=M1=N. The number of neurons encompassed in the first and second hidden layer is 
denoted by M2 and M3, respectively, whereas M4=1 corresponds to the single neuron in the output layer.

MLP ANNs training is conducted by exploiting twelve (12) different training algorithms (Beale et 
al., 2016), as shown in Table 8. Each algorithm’s performance can be assessed by referring to the two 
last columns of Table 8, where the MSEtr and the MSEte are given. Table 8 suggests that the values of 
MSEte are in general greater than the values of MSEtr, as was expected to be the case. Firstly, the Bayes-
ian Regularization backpropagation (BR) and secondly, the Levenberg-Marquardt (LM) algorithms 
appear to be superior over the remaining ten (10) training algorithms, regarding the MSEs, as is readily 
verified by the results shown in Table 8. The MSEte for the BR algorithm is computed to less than 10-5, 
while at the same time the MSEte for all the other training algorithms, excluding LM, is computed to be 
greater by 20dB at least. Although not reported here, similar results were obtained for all the examined 
N and M values.

In order to specify the optimum number of hidden neurons in the model a lengthy trial and error pro-
cess was performed. Indicative results are shown in Table 9 regarding the corresponding investigation, 
for the MLP ANN trained using the LM algorithm, abbreviated as MLP-LM henceforth. The MSEtr, the 
MSEte and the relative MSEte, denoted as RMSEte and defined as

RMSEte k
pr

k
te

k
te

k

K

K
a a
a

=
−









=
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2

	 (52)

Table 8. Algorithms used for training the MLP ANN and number of learning iterations (N=6, M=600)

Abbreviation Algorithm MSEtr MSEte

BR Bayesian Regularization backpropagation 6.75×10−5 8.00×10−5

LM Levenberg-Marquardt 3.00×10−5 3.61×10−5

CGB Conjugate Gradient with Powell/Beale restarts 6.65×10−4 7.94×10−4

BFG Broyden Fletcher Goldfarb Shanno Quasi-Newton 1.29×10−4 2.63×10−4

GDΧ Gradient Descent with momentum and adaptive learning rate 
backpropagation 1.44×10−3 7.07×10−3

GD Gradient Descent backpropagation 5.86×10−3 6.96×10−3

GDM Gradient Descent with Momentum backpropagation 6.26×10−3 5.65×10−3

OSS One Step Secant 6.04×10−4 5.54×10−3

RP Resilient backpropagation 2.65×10−4 2.75×10−3

CGF Conjugate Gradient with Fletcher-Powell updates 1.82×10−3 2.30×10−3

SCG Scaled Conjugate Gradient backpropagation 5.35×10−4 2.05×10−3

CGP Conjugate Gradient backpropagation with Polak-Ribiére updates 1.29×10−3 1.57×10−3
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are presented therein, for different values of M2 and M3. Table 9 indicates that MSEtr varies by 20dB 
being dependent on the M2 and M3 combination used, while the MSEte and the RMSEte variations are 
smaller by some margin. The investigation’s final outcome, which is based on further results as well 
not shown for the purpose of brevity, is the deployment of M2=50 and M3=5 neurons in the first hidden 
layer and the second hidden layer of the model, respectively. Furthermore, a momentum term (Beale et 
al., 2016) equal to 0.9 was used with a decrease and increase factor equal to 0.8 and 1.5, respectively, 
in order to prevent the training algorithm from being trapped into local minima. However, it has been 
verified that this technique does not produce any significant improvement and thus the results shown in 
this work don’t employ this particular technique.

To select the best suited activation function for either of the two hidden layers required extensive 
testing upon several functions of which indicative results are being presented in Table 10. The MSEtr 
and the MSEte are being affected significantly by the choice of each particular activation function. As 
is indicated by the results in Table 10, the best suited activation function for either hidden layer, first 

Table 9. Error metrics for various values of M2 and M3 values (MLP-LM of N=6 and M=600)

M2 M3 MSEtr MSEte RMSEte

15 10 2.12×10−5 2.16×10−5 7.09×10−4

15 15 2.52×10−5 6.01×10−5 5.33×10−4

25 5 1.99×10−5 3.32×10−5 1.13×10−3

25 25 3.38×10−5 4.49×10−5 5.37×10−4

30 15 2.68×10−5 3.08×10−5 4.68×10−4

30 30 6.30×10−6 4.81×10−5 6.30×10−4

40 15 2.98×10−5 6.34×10−5 6.04×10−4

40 20 9.03×10−6 1.79×10−5 4.02×10−4

50 5 1.25×10−5 4.42×10−5 1.72×10−3

50 20 1.19×10−4 1.50×10−4 6.62×10−4

60 5 2.01×10−5 2.85×10−5 5.60×10−4

60 45 4.50×10−5 1.35×10−4 1.36×10−3

Table 10. Error metrics for different activation functions (MLP-LM of M2=50, M3=5, N=6, M=600)

1st hidden layer 2nd hidden layer MSEtr MSEte

Hyperbolic tangent Hyperbolic tangent 2.98×10−5 3.14×10−4

Logarithmic Hyperbolic tangent 1.46×10−4 5.53×10−4

Logarithmic Elliot 1.52×10−4 3.16×10−4

Elliot Elliot 2.23×10−3 5.74×10−3

Elliot Linear 2.14×10−3 3.50×10−3

Hyperbolic tangent Logarithmic 2.76×10−3 8.83×10−3

Linear Logarithmic 6.25×10−2 6.64×10−2

Linear Elliot 7.64×10−2 8.74×10−2
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and second, is the hyperbolic tangent function (Figure 4b), with the MSEtr(MSEtr) being of the order 
of 10−5 (10−4) in this particular case. Should an inappropriate activation function be selected, the errors 
mentioned above may increase even up to 30dB.

The architecture of the RBF ANN employed to predict the radius of the loop consists of three layers, 
as shown in Figure 7. The required number of neurons of the hidden layer Mb is the result of the iterative 
procedure that was described in the previous section. By applying this procedure, it has been proven that 
Mb=67 hidden neurons are capable of achieving the predetermined MSEtr, i.e., 10-6.

The GR ANN implemented in order to solve the inverse problem is depicted in Figure 8. It comprises 
an input layer, a hidden layer and a crisp output layer. The latter performs the summations that appear in 
the numerator and the denominator of the right-hand side of Equation (42) and calculates the best mean 
square estimate of the loop radius by dividing the two sums. The appropriate value of the spread factor 
𝜎, in Equations (41)-(42), has been proven to be equal to 0.01 (Kapetanakis et al., 2018b).

Results and Discussion

For the evaluation of the performance of ANNs the RMSEte statistical measures were calculated, as 
given by Equation (52), and the testing mean absolute error MAEte, given by Equation (49), provided 
that the radiation intensity U is replaced by the loop radius a. Since each input value of the electric field 
intensity corresponds to various several output values, i.e., loop radii, the inverse problem’s solution is 
multivalued. In effect, any ANN model prediction requires the importation of inputs from two different 
observers at least. The selection of the location of the observers, outlined in Table 7, were made appro-
priately so as to avoid performance degradation and compensate for difficulties inflicted by multivalued 
data during training.

The effect caused by the observers’ number N regarding the performance of the ANNs is investi-
gated in Figure 17, by plotting the MAEte (Figure 17a) and the RMSEte (Figure 17b) with respect to N. 

Figure 17. (a) MAEte and (b) RMSEte against N for MLP LM and MLP BR setting M at 600, and RBF 
and GR ANNs setting M at 3000
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For reference, Table 7 lists the locations of all observers. The architectures of all three ANNs are being 
considered; training of the MLP was conducted by applying both the BR and LM training algorithms. 
The training data set size for either ANN used is displayed in the relevant caption. Figure 17 makes 
evident that the performance of the ANN does not necessarily improve when the number of observers 
N is being increased. This attributes to the fact that the radiation pattern of an antenna consists mainly 
of multiple lobes and zeroes that are not remaining steady in the initial direction when there is a change 
of the loop radius. Multiple numerical experiments, not shown in this work for brevity, indicate that it is 
the observers’ location and not the number of observers that affects most significantly the performance 
of the ANNs.

Figure 17a indicates that the value of the MAEte, for the MLP, reaches its minimum when N=6 ob-
servers are used. Similarly, the minimum MAEte for RBF ANN is obtained when N=10, while the GR 
ANN’s best performance is exhibited upon the deployment of twelve observers. It is quite remarkable, 
though, that regarding GR ANN, the best performance is almost achieved with as few as three observers 
and furthermore it does remain nearly constant for multiple N values, specifically N=3,4,5,6,7,10,12. 
Similarly, such a behavior is also observed in the case of the MLP-BR, where the required number of 
observers necessary to approximate closely the best possible performance is N=5. The results in Figure 
17a verify that the addition of further observers does not necessarily result in a decrease in MAEte. For 
instance, regarding the RBF ANN, MAEte may increase by as much as 30dB should N be increased from 
six (6) to eight (8). What is further, should these observers be displaced from their actual locations, 
which are shown in Table 7, then the MAEte appears to deteriorate. These corresponding results are be-
ing omitted for the sake of brevity.

It is made apparent from the RMSEte plots with respect to N (Figure 17b) that roughly the same 
trend is followed as with those in the case of MAEte. What differentiates these plots, i.e. MAEte and 
RMSEte, is that MAEtenever falls below 10-3 whilst in the case of RMSEte the relevant limit is 10-6. It is 
possible that these limits are due tο the restrictions imported during the training stage of the ANN in 
order to achieve a three-digit accuracy at its output. Results in Figure 17b verify that six (6) observers 
are capable of producing sufficiently accurate results regardless of the model of the ANN. Yet, the RBF 
ANN offers slightly better accuracy in spite of the fact that it encompasses greater number of observers, 
specifically N=10. The results in Figure 17b also verify the nearly constant behavior of the GR ANN 
for various different N values.

Figure 18 investigates the dependence of the RMSEte with respect to the training dataset’s size M for 
two different N values. Table 7 displays the observers’ locations. A careful examination of the results 
in Figure 18 leads to the conclusion that M more or less affects the performance of all tested ANNs, for 
either of the N values examined. As a general rule it appears that the RMSEte decreases or it remains 
nearly constant when M is being increased, except in the cases of RBF ANN with N=6 (Figure 18a) and 
MLP-LM with N=10 (Figure 18b), for quite small M values. For instance, RMSEte appears to deteriorate 
by nearly one order of magnitude as M is being increased in value from six hundred (600) to a thousand 
(1000), for the RBF ANN with N=6 (Figure 18a).

It is also worth noting, regarding Figure 18, that the depicted variation that is undergone by RMSEte 
appears to be more abrupt for relatively small M values of up to a thousand (1000). This variation is 
pronounced significantly more in the case of RBF ANN with N=6 (Figure 18a). The RMSEtevalue for 
M=300 is greater by approximately 30 dB than the RMSEte obtained for M=600. Increasing the size of 
the training dataset, i.e., M≥1000, causes the RMSEte variation with respect to M to be quite smooth, 
with the exception of the RBF ANN with N=6 (Figure 18a). Figure 18a demonstrates that six (6) ob-
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servers and a thousand (1000) training data could suffice in order to achieve RMSEte of less than 10-4. 
The latter decreases by one order of magnitude, i.e. 10-5, for all the examined ANNs with N=10 (Figure 
18b). Further increasing of the size of the training dataset may not necessarily result in a significant 
enhancement of the ANNs’ performance.

FUTURE RESEARCH DIRECTIONS

Artificial neural networks have proven to be excellent global approximators. On the short-hand, though, 
they “suffer” from weaknesses attributed to their extensive dimensionality. Neural networks are of paral-
lel non-linear architectures with significant capacity requirements both in terms of processing speed and 
memory access times. This problem increases arithmetically with the amount of data to be processed 
and geometrically should the neural network need to comprise multiple layers and increased number of 
neurons per layer.

Heterogeneous parallel programming provides a modern state of the art approach in addressing pro-
cessing times and data access latency issues. Every neuron in a single layer is being operated by a distinct 
thread organized in a linear block. Multiple blocks of threads cover the neurons’ operating requirement 
of every single hidden layer in the neural network. Thread synchronization ensures that no neural outputs 
shall be transferred from one layer to another unless all neurons of the former layer have completed the 
processing of the information fed to them. In that manner, the processing time of the operation of all 
neurons in a single layer is brought down to the latency caused by the neuron that yielded results last.

Furthermore, heterogeneous parallel processing employees various GPU memories that are quick 
to channel large amounts of data to multiple threads supported not just by algorithms but by architec-
tural design of the hardware as well. This is achieved via memory management and data transferring in 
between CPU cores and GPU compute unit back and forth depending on whether a process is serial or 
parallel, respectively.

Figure 18 RMSEte for (a) N=6 and (b) N=10 versus M

 EBSCOhost - printed on 2/14/2023 4:38 AM via . All use subject to https://www.ebsco.com/terms-of-use



219

Modeling Antenna Radiation Using Artificial Intelligence Techniques
﻿

Emerging from the advantages enabled by heterogeneous parallel programming, it is possible to 
devise for the applications described in this work, neural network architectures of increased number of 
inputs, multiple number of neurons per layers and several hidden layers. The latter leads to deep learning 
neural network architectures that excel in terms of classical artificial neural networks as they are capable 
of combining features’ extraction and classification capabilities all at once, whilst in the case of plain 
ANNs the former required domain experts’ intervening. In effect, instead of having to train computers 
how to process and learn from data, with deep learning the neural networks train themselves to process 
and learn from data. The end result is extensive deep learning neural networks with exceled processing 
time and memory management capabilities able to process big data both in terms of quantity as well as 
variability in the types of information fed to the network.

CONCLUSION

The investigation presented in this chapter showed that methods based on artificial intelligence have 
great potential as alternative techniques for modeling forward and, especially, inverse EM problems. 
Specifically, the radiation of a circular loop antenna in free space has been modeled successfully by using 
ANNs and ANFISs. The forward problem consists in determining the radiation intensity by specifying 
the observation angle and the loop radius, whereas the latter is the required result of the inverse problem; 
the EM field around the loop serves as input to the model in this case.

The numerical tests have revealed that the selection of the parameters of the models is critical. First 
and foremost, the data range regarding the observation angle had to be divided in subranges in order 
to avoid problems caused by multivalued data. Accordingly, one, three or six ANNs (or ANFISs) were 
implemented to model the forward problem, each one handling data in the corresponding subrange of 
the observation angle. Thus, the accuracy of the results has been improved significantly, the testing MRE 
being as low as 1.5-2%, for all six independent ANNs deployed for solving the problem.

Selecting the appropriate configuration of the ANN for solving the inverse loop antenna radiation 
problem turned out to be a rather complicated task, depending on several parameters such as data-sets’ 
size, hidden neurons’ number, the choice of the training algorithm for the MLP ANN and the number/
location of the observers. As a general observation, the increase in the observers’ number and/or in the 
training data-set’s size does not always enhance the ANNs’ performance, whereas a systematic selection 
of the locations of the observers is of the outmost importance in order to achieve optimum estimations. 
The testing RMSE may be of the order of 10-5, and sometimes as low as 10-6, if the parameters of the 
models are appropriately selected.
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KEY TERMS AND DEFINITIONS

AE: Absolute error.
ANFIS: Adaptive neuro fuzzy inference system.
ANN: Artificial neural network.
Artificial Intelligence: Machines or techniques that attempt to imitate human cognitive skills.
Gaussian Function: A function that has a characteristic, symmetric graph which resembles the 

shape of a bell.
GR: Generalized regression.
MAE: Mean absolute error.
Metamaterial: Manmade material with properties that cannot be found in materials encountered in 

nature, for example material with negative refractive index.
MLP: Multilayer perceptron.
MRE: Mean relative error.
MSE: Mean square error.
Nanotechnology: Techniques, methods and processes that manipulate materials with dimensions of 

the order of nanometers.
Radiation Intensity: The power radiated from an antenna per unit solid angle, in the far-field.
RBF: Radial basis function.
RMSE: Root mean square error.
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ABSTRACT

This chapter aims at presenting the current international standards and the recent bibliography regard-
ing the transient phenomena associated with space systems, with emphasis on the EMC requirements. 
The first section of the chapter focuses on the description of the physical mechanisms causing transient 
electromagnetic phenomena in space. The second section reviews the procedures proposed for testing 
the immunity of space equipment against these transients, as described in the current space standards 
and in recent bibliography as non-standardized testing procedures. Finally, the last section investigates 
possible mitigation approaches and design guidelines against these electromagnetic disturbances, es-
sential for every space system designer.

INTRODUCTION

Spacecraft in synchronous or lower orbits often experience charge build-up on exposed and internal ma-
terial as a result of geomagnetic storms. The resulting large potential differences can cause incidents of 
insulation breakdown and electrostatic discharge reaching peak values of several kilovolts. The induced 
electric current is, in turn, coupled to the terminals of electronic devices, disrupting sensitive digital and 
analog electronics with possible catastrophic consequences and potential system failure. In the past few 
decades, various ESD mitigation methods (selection of specific surface materials, grounding techniques, 
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etc.) are being applied by aerospace engineers to modern spacecraft. Nevertheless, equipment-level 
immunity testing to ESD remains the most reliable method of preventing system failure. International 
standardization provides test specifications that simulate the flight The ESD phenomena taking place 
during a flight are reproduced as precisely as possible within the test procedures specified in the inter-
national standards.

Apart from the above ESD testing methods, later in this chapter, power bus transients caused by 
switching loads on and off on the bus will be analyzed. The proposed measurements and immunity test 
methods of the associated standards are presented and commented on. Some of the Standards presented 
in this chapter are the Military standard MIL-STD-461 and its latest version (G), the ISO 14302 standard, 
which specifies the Electromagnetic Compatibility requirements for Space Systems, and the ECSS-E-
ST-20-07C European Standard on Electromagnetic Compatibility for space technology of the European 
Cooperation for Space Standardization. In summary, this chapter aims to present the types and sources 
of transient electromagnetic phenomena in the space environment, to review and comment on the recent 
standardization efforts of the various associated bodies, and to propose sufficient protective measures 
for a robust and electromagnetically compatible space system design.

More specifically, in the “BACKGROUND” section the electromagnetic phenomena expected to occur 
in the space environment and affect the aerospace systems, as well as their causes are described. The “IN-
TERNATIONAL STANDARDS: TESTING AND MEASUREMENT PROCEDURES” section presents 
earlier and current testing methods according to different International Standards trying to establish the 
most accurate simulation and testing of the aforementioned phenomena. Differentiation points as well 
as the authors’ comments on the preferable methods are presented herein. Finally, the “SOLUTIONS 
AND RECOMMENDATIONS” section includes design guidelines and mitigation techniques against 
those types of electromagnetic disturbances crucial during the design process of every aerospace system.

BACKGROUND

Charging Effects in Space

The initiation of charging effects in space applications is attributed to the in-flight interaction between 
the external space plasma environment and the materials and electronic systems in the interior of the 
spacecraft. The Sun usually acts as the primary source of charge in the form of solar wind, magnetic 
storms, and ion clouds. During these physical processes the various regions of a spacecraft with differ-
ent materials and configurations are actually bombarded by space particles and therefore act as a set of 
electrically floating capacitors that are charged at different rates and different potentials with respect to 
space plasma potential. The development of these surface potentials is governed by the physical concept 
of reaching current equilibrium, according to which, on a balance state, the sum of all currents adds up 
to zero.

Ambient space plasma is a partially ionized gas made up of electrons, protons, and other ions of 
variable energies. Protons are usually ignored when dealing with spacecraft charging because they are 
not able to penetrate matter due to their greater mass. On the contrary, electrons and ions penetrate the 
matter to a certain depth, depending on their energy content and composition of the target material, which 
leads to the following categories of charging mechanisms and the resulting discharges:
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1. 	 Surface charging: It is caused by the deposition of charge on the outer surface of the spacecraft, 
and particularly by lower energy charges that penetrate just below the surface of the exposed 
structures. The resulting surface discharges affect mainly exposed components, such as external 
cabling and antenna feeds and to a much smaller extent electrical systems inside the spacecraft, as 
their transmitted energy is attenuated through the various coupling mechanisms. This deposition 
of surface charge can lead to unstable conditions and ultimately to spacecraft-to-space breakdowns 
which are generally similar to dielectric surface failures, but involve only minor discharges in which 
charge can be lost from the spacecraft into space.

2. 	 Internal charging: it is caused by invading energetic particles that accumulate either on dielectric 
surfaces or on ungrounded internal conductors. This charging process expands over a longer time 
scale compared to surface charging. The terms “buried charging” or “deep dielectric charging” 
are also used to describe the process, although the use of the word dielectric can be misleading as 
ungrounded inner conductors can discharge at a higher peak current and rate of change of current 
than a dielectric.

In both charging procedures, an intensification of the electric field is observed -due to the high levels 
of charge concentration and local geometry factors such as the arrangement and thickness of the mate-
rial- and discharge is triggered when the electric field exceeds the dielectric strength of the material or 
when the potential difference between adjacent surfaces exceeds a critical value. On a surface discharge 
event, the ejection of the accumulated charge into space, causes an electrical field pulse in the order of 
tens of kilovolts per meter in the immediate vicinity of the location. As a result, a replacement current 
pulse is induced in the spacecraft structure and electronic systems causing transient voltages and currents 
coupled through wires on the device ports.

Local breakdowns in dielectrics occur when the internal electric field exceeds 2·107V/m (Garrett & 
Whittlesey, 2011) and may severely damage equipment as they are accompanied by rapidly expanding 
ionization channels that allow electrical conduction and heat. Apart from these direct effects, some com-
mon indirect effects are transient currents induced by electromagnetic coupling, permanent deterioration 
in material properties and leakage currents (European Cooperation for Space Standardization [ECSS], 
2008). Transient electrostatic discharge (ESD) effects arising from spacecraft charging are responsible 
for partial or even total malfunction of electrical and electronic subsystems (such as power, naviga-
tion, communications, or instrumentation). In addition, charge concentration increases the content of 
contaminants thus degrading the thermal properties of surface materials and the performance of optical 
instruments and solar systems. Contaminants can also distort plasma meters as they can alter particle 
trajectories (Garrett & Whittlesey, 2011).

Orbits

The extent of exposure to the above-mentioned space charge phenomena, their severity and the extent 
of their impact strongly depend on the orbit of the spacecraft. Knowledge of the environment of an orbit 
in terms of electron charging is necessary in order to estimate the relevant ESD threat. Satellites move 
around the earth in orbits categorized in: medium earth orbits (MEO), low earth orbits (LEO), geosyn-
chronous earth orbits (GEO), and polar earth orbits (PEO). Potentials connected to charging phenomena 
at altitudes above 400 km may even reach 400-500 V, values ​​that can cause discharges. The surface charge 
is negative in most cases due to the higher relative velocity of the electrons. However, in the absence of 
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intense magnetic storms, the exposure of the spacecraft to sunlight results in the photoemission current 
which can easily charge the spacecraft positively (Lai, 2011).

Geosynchronous orbits are of great importance for surface charging as most of the telecommunica-
tions satellites are located in this region. In GEO orbits spacecrafts encounter electron particles with 
energies in the range from 2 eV to 2 keV (ECSS, 2008). Considering that ions and electrons with high 
energy enter these regions around midnight, the surface charge levels in the GEO latitudes reaching 
hundreds of volts or even several kV are mainly developed when the spacecraft is not sunlit. As expected, 
spacecrafts undergo much higher states of charge (typically hundreds of kV) at auroral latitudes (60 ° 
to 70 °), occurring even at lower altitudes. Deep dielectric charging is enhanced through events such as 
solar coronal mass ejection or the passage of the spacecraft from the so-called “radiation belts” regions 
where ions and electrons of very high energy content are predominant (Lai, 2011).

The various loading mechanisms described above, as well as the properties of the selected space-
craft’s orbit, are the main parameters for identifying and characterizing the resulting current waveform, 
presented in the next section and used as a reference for the associated immunity test procedures.

Conventional ESD Transient Current Characterization

The amplitude and duration of the resulting pulse depend on the amount of the charge deposited. In ad-
dition, charge accumulation affects primarily the developed charge flow, but also the remaining charge, 
which is greatly depends on material conductivity and grounding schemes. Materials with resistivity in 
the order of 1012 Ω·cm, when grounded, effectively drive away currents induced in GEO locations that 
are expected to be on the order of 1012 A. Dielectric materials widely applied in contemporary space-
crafts such as Teflon® and Kapton®, flame retardant 4 (FR4) circuit boards and conformal coatings, 
often have resistivities that can cause problems. In the meantime, the conductive nature of metallic 
surfaces alone is no guarantee of protection as the electrical isolation should not exceed 1012 Ω (Garrett 
& Whittlesey, 2011).

Based on ESD recordings from telemetry measurements, it is concluded that the waveform of a transient 
current depends on the location of the ESD event and the properties of the ESD pulse are determined 
by the following parameters: the rise time by the rate of expansion of the plasma cloud, the pulse width 
and the peak current by the ESD initiation point and the size of the affected area, while the fall time 
at the end of the pulse by the remaining charged area at the end of the phenomenon. Typical values ​​of 
the ESD waveform parameters for various arc initiation points, calculated from incidents mainly on the 
Galileo and Voyager satellites, are listed in Table 1 (National Aeronautics and Space Administration 
[NASA], 2013b):

Additional material on the presented spacecraft charging phenomena and the respective mitigation 
techniques can be found in (Dunn, 2016), (Pisacane, 2016) and (NASA, 2007). Apart from the environ-
mentally induced transient phenomena, such as the electrostatic discharges, the equipment installed in 
a spacecraft is also exposed to system level transient disturbances, referred to as power bus switching 
transients, analyzed below.

Power Bus Load-Induced Switching Transients

System-level switching transients have always been an issue requiring special treatment by EMC engi-
neers, especially in the past few decades where the electronic systems with constantly reduced size are 
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being co-installed and co-operated with multiple other systems of high energy consumption that lead to 
the generation of switching transient sources. Sensitive electronics supplied by the same source might be 
affected by these disturbances, which can lead to disturbing changes in status, resets, incorrect readings 
or even a complete system failure. Standardization organizations are constantly working on identifying 
these phenomena, proposing measurement and test methods, and thus ensuring the EMC robustness of 
electrical and electronic systems.

The generation mechanism of switching transients is based on the turning on and off a heavy load 
connected to the power bus, or on a possible short-circuit that occurs before the central protection units 
can react. These transients are divided into two categories: 1) the turn-on or negative-going transients 
and 2) the turn-off or positive-going transients.

Inrush turn-on transients occur with the EUT in operation when a switch somewhere on the power 
bus is closed and current is attempting to flow through the load. This change in current is counteracted 
by the LISN inductance through a voltage drop until the current is balanced. The transition time char-
acteristic depends on the LISN inductance and the RC constant of the load.

Shutdown turn-off transients are a product of the response of the 50μH LISN inductance to switching 
off a heavy load somewhere on the power bus. This inductance causes an increase of the output voltage 
in comparison to the input voltage. This voltage spike is limited by the line-to-line capacitance and stray 
capacitance, while the time parameters of the developed transient are not affected by the impedance of 
the switched off load (NASA, 1999).

For current-limited buses or fuse-protected loads, in addition to these types of transients that need 
to be measured and controlled, there are requirements regarding the maximum inrush current observed 
when the EUT is switched on.

Space agencies and standardization organizations have made great efforts in the past decades to 
establish robust and reproducible test methods, either for measuring these transients or for testing im-
munity to these phenomena.

Table 1. Typical values of the ESD waveform parameters for various arc initiation points as calculated 
from incidents mainly on the Galileo and Voyager satellites (NASA, 2013b)

ESD generation point Capacitance, 
C [nF]

Breakdown 
voltage, 
VB [kV]

Energy, 
E [mJ]

Peak 
current, 
IPK [A]

Discharge 
current rise 
time, tr [ns]

Discharge 
current pulse 
width, tD [ns]

Dielectric plate to 
conductive substrate 20 1 10 2 3 10

Exposed connector 
dielectric 0.150 5 1.9 36 10 15

Paint on high-gain 
antenna 550 1 150 150 5 2400

Conversion coating on 
metal plate 4.5 1 2.25 16 20 285

Paint on optics hood 550 0.360 35000 18 5 600
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INTERNATIONAL STANDARDS: TESTING AND MEASUREMENT PROCEDURES

Aerospace systems and especially systems that are designed to be installed in unmanned vehicles have 
always suffered from the difficulty of “ad hoc” maintenance and troubleshooting, while the associated 
failure events are dramatically more difficult to handle in comparison to ground systems. Therefore, 
pre-flight testing and compliance with the international emissions and immunity standards is broadly 
considered the safest and the most cost-efficient precaution available. Space systems, in particular, 
operating in an electromagnetic environment which is still relatively unpredictable (magnetic storms, 
charging effects, different orbits etc.) require additional consideration regarding their electromagnetic 
compatibility robustness.

Electrostatic Discharges

As mentioned earlier, the most reliable mitigation measure against ESD events is pre-flight compliance 
testing, which allows designers and manufacturers to evaluate in practice the performance of their selected 
protective measures, some of which are described in a later section. ESD tests in space applications are 
divided into two main categories based on the source of the discharges:

1. 	 Immunity testing against personnel-borne electrostatic discharges. The simulation of the discharge 
source is based on the capacitive charging mechanism of the human body and the immunity re-
quirement applies to electrical / electronic devices and systems where human-machine interaction 
takes place.

2. 	 Immunity testing against machine-induced electrostatic discharges, simulating flight ESD events 
on an unmanned spacecraft.

Compliance to EMC specifications and the subsequent final installation in a spacecraft system requires 
execution of both of the above-mentioned immunity testing procedures.

Personnel-Borne Electrostatic Discharges

The standing human body, isolated from the floor by shoes and / or floor coverings, can be viewed as 
an insulated conductor with a known capacitance value called “Human Body Capacitance” (HBC), 
measured experimentally in the range of 100-150 pF. The charging process of the HBC, based on fric-
tion mechanism, is particularly enhanced by the combination of synthetic fabrics and a dry atmosphere.

Immunity testing against this phenomenon for space applications is described in military standard 
MIL-Std-461 (Department of Defense: United States of America, 2015) and specifically in section CS118. 
This method dealing with the effects of human ESD on electrical and electronic equipment, which is a 
recent addition in the latest version (G) of the standard, is based entirely on the IEC standard 61000-4-2 
(International Electrotechnical Commission [IEC]), 2009), the test reference standard for ESD immunity 
testing used in most EMC testing and certification, and required by most Product Family Standards.
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MIL-STD-461G Section CS118

As stated in the above standard, the device under test (EUT) must not exhibit any malfunction or de-
terioration in performance that is below a specific performance limit or tolerance values ​​specified by 
the manufacturer. The EUT is subjected to the appropriate test level listed in Table 2 (Department of 
Defense: United States of America, 2015) which is formed as the discharge of a 150pF capacitor through 
a 330 Ω resistor with a circuit inductance no greater than 5 μH. Contact discharges are only applied to 
conductive surfaces, while air discharges are applied to surfaces where contact discharge testing is not 
possible. This is the first point where MIL-STD-461G and IEC 61000-4-2 disagree. A comparison of the 
test levels of Table 2 with the test levels of IEC 61000-4-2 shown in Table 3 (IEC, 2009), highlights the 
omission of contact discharge test levels below 8kV in the military standard thus allowing susceptibility 
of the tested devices to ESD events of lower level.

The waveform of the resulting current is presented in Figure 1 (Department of Defense: United States 
of America, 2015), while in Table 4 and Figure 2 the current parameters for the ±8kV test level and a 
simplified diagram of an ESD generator are presented accordingly.

The general test set-up, as presented in Figure 3, shows significant deviations from the IEC 61000-4-2 
test up of Figure 4, such as the LISN requirement, the omission of indirect discharges to the horizontal 
and vertical coupling planes and the strict requirements regarding EUT cabling.

The selection of test points is based on the accessibility of conductive / non-conductive points or 
surfaces to the operator and personnel. Points of increased vulnerability include: metal screws, seams 
and openings, LCD displays, connector shells, and exposed connector pins. For each selected test point, 
5 positive and 5 negative discharges must be applied according to MIL-STD-461G. For air discharge 

Table 2. ESD Test Level according to MIL-STD-461G - CS118

Level Test Voltage Method

1 ±2kV Air

2 ±4kV Air

3 ±8kV Contact/Air

4 ±15kV Air

Table 3. ESD Test Level according to IEC 61000-4-2

Level Contact Discharge Air Discharge

1 ±2kV ±2kV

2 ±4kV ±4kV

3 ±6kV ±8kV

4 ±8kV ±15kV
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Figure 1. Ideal contact discharge current waveform at 8 kV (Department of Defense: United States of 
America, 2015)

Figure 2. Simplified ESD generator diagram (IEC, 2009)
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tests where a conductive ground path is not available, the residual charge must be removed with a 1 Ω 
resistor, an ionizer, or by waiting for the charge to dissipate. It should be noted that the humidity condi-
tions have a strong impact on charge distribution. It is therefore recommended (a strict requirement in 
the IEC 61000-4-2 standard) that the tests be performed under conditions with relative humidity values ​​
in the range of 30% and 60%.

In conclusion, the authors would like to point out that the above test method in relation to human 
induced ESD immunity tests is a well-established proposal for device-level ESD testing as it is based 
on a widely used test standard (IEC 61000-4-2) with proven repeatability and reproducibility. On the 
contrary, the standards for non-human induced electrostatic discharges described in the next section have 
significantly less coherent and reproducible properties.

Non-Human Induced Electrostatic Discharges

As it has been mentioned before, the reproduction of ESD events in space, contrary to the personnel 
borne electrostatic discharges described above, is based on a variety of ESD test-setups used in space 
industry. The methods of ESD application depend mainly on the expected ESD environment and the types 

Table 4. Contact discharge current parameters for 8kV test level (Department of Defense: United States 
of America, 2015)

Displayed 
Voltage(kV)

First Current Peak, 
±15% (A) Rise time (ns) Current at t=30ns, 

±30% (A)
Current at t=60ns, 

±30% (A)

±8 30 0.6£tr£1.0 16 8

Figure 3.MIL-STD-461G ESD Test set-up (Department of Defense: United States of America, 2015)
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of discharge current each of the parts of the vehicle are subject to. The three most common methods are 
1) Radiated Field ESD Testing 2) Single-Point discharges and 3) Structure Current Testing (Garrett & 
Whittlesey, 2011). More specifically:

•	 Radiated field Testing

During this type of ESD testing, the susceptibility of spacecraft communication and sensor systems 
to RF interference caused by electrostatic discharge is assessed. Due to the very short rise time of the 
ESD pulses, the spectral content of this interference can include frequencies of up to several hundred 
MHz, which are responsible for incorrect measured values ​​or even for the resetting of sensitive system 
components.

•	 Single-Point Discharges

Local discharge currents are simulated by discharging the arc current on a metallic spacecraft surface 
having connected the return current wire in close proximity.

•	 Structure Current Testing

Figure 4. IEC 61000-4-2 ESD Test set-up (IEC, 2009)
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Defining the actual replacement current pulses which flow through the structure of the spacecraft 
and are coupled to the input port of a device due to charge being ejected from its surface is in most cases 
an impossible task for a space safety assessment. Therefore, testing against these phenomena requires 
specific analysis that identifies the test currents and test locations. Figure 5 shows some possible test 
paths for structural current tests.

Non-human induced ESD immunity testing has been addressed in the last decades by a variety of 
international standards, such as MIL-STD-1541A, ISO 14302 and ECSS-E-ST-20-07C, that will be 
extensively discussed in the next section.

MIL-STD-1541A

The military standard MIL-STD-1541A (Division of the Air Force: United States of America, 1987), 
has been for decades the main standard for ESD immunity testing proposing a procedure comprising of 
an indirect, radiation field-based ESD simulation as well as direct discharges to the housing of devices 
directly exposed to the space environment. This standard distinguishes two required test cases based 
on the orbit of the spacecraft (synchronous or geosynchronous). In the first case, a 10kV discharge is 
imposed at a rate of 1 pulse / s for 30 seconds with the discharge electrodes being held at a distance of 
30 cm from any exposed surface of the equipment under test (EUT). This process is repeated either by 
applying direct discharges to each of the top corners of the EUT or by directing the discharge current to the 
mounting surfaces of the EUT if it is to be installed in a shielded vehicle according to its specifications. 

Figure 5: Suggested test paths for structure current testing
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For geosynchronous orbits, the selected test level is determined according to the inter- and intra-system 
analysis and hazard assessment. MIL-STD-1541A suggests a configuration for the arc discharge source 
as shown in Figure 6 (Department of the Air Force: United States of America, 1987).

As shown in Table 5 (Department of the Air Force: United States of America, 1987), the only adjust-
able parameter of this test method is the spark gap spacing, therefore the only adjustable ESD parameter 
is the breakdown voltage. This limitation regarding the test waveform parameters of the pulse rise time 
and fall time/width was the main reason this specific test method became obsolete and is not referenced 
by any recent Military Standard version or newer space applications Standards.

The aforementioned ESD test methods have been replaced by a magnetic-coupling ESD unit-level 
test method, introduced in the ISO 14302 Standard (International Standardization Organization [ISO], 
2002) and adapted by the European Cooperation for Space Standardization (ECSS) in ECSS-E-ST-

Figure 6. Arc discharge source according to MIL-STD-1541A (Department of the Air Force: United 
States of America, 1987)

Table 5. Gap-spacing and Breakdown levels according to MIL-STD-1541A (Department of the Air 
Force: United States of America, 1987)

Gap (mm) Vb(kV) Approximate Energy Dissipated (μJ)

1 1.5 56.5

2.5 3.5 305

5 6 900

7.5 9 2000
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20-07C (European Cooperation for Space Standardization [ECSS], 2012). According to the guidelines 
of ECSS-E-ST-20-07C this test should be performed on equipment designed to be installed under the 
following conditions:

•	 Outside the main structure of the vehicle
•	 Connected to units located outside the vehicle, such as sensors, actuators etc.
•	 Comprising of a high voltage power source

A critical point of ESD testing in space applications is the constraint regarding the testing on final 
versions of the equipment, ready to be used as in-flight equipment. Due to its potentially destructive ef-
fects and the possibility of latent failures, in combination with the limited availability of products to be 
tested, ESD testing is performed only in a representative manner, in equipment configurations that may 
differ from the actual flight configuration. Despite the efforts of simulating the conditions (intercon-
necting cables, auxiliary equipment etc.) as closely as possible, the magnetic coupling nature of the ISO 
14302 test method makes the performance evaluation, under laboratory conditions, of the equipment 
immunity less credible.

ISO 14302

The testing configuration proposed by ISO 14302 is illustrated in Figure 7 (International Standardization 
Organization [ISO], 2002). The ESD current is coupled to the system harnesses in common mode running 
through a parallel wire. The examined cable harness may be either the harness of the interconnecting 
cables of two EUTs or the harness connecting the EUT to its ground support equipment.

The set-up of Figure 7 consists of the following components:

Figure 7. ESD test set-up according to ISO 14302 (ISO, 2002)
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1. 	 The length of the floating discharge circuit, which is firmly connected to the cable harness to be 
tested, is 20 cm.

2. 	 This resistor, known as the damping resistor, is used in order to minimize the damping and thus the 
oscillations of the discharge circuit. In order to achieve critical damping, the value of the damping 
resistance should be selected according to the circuit capacitance and self-inductance values. The 
typical value of this resistor is 47 Ω.

3. 	 A spark gap with a typical value of 6kV. Air spark gaps are not allowed by ISO 14302 forbids since 
the variation of the atmospheric conditions, and mainly of the pressure, could affect its discharge 
characteristics. Moreover, the selected spark gap should exhibit high dI/dt capabilities in order to 
adequately respond to the fast ESD pulse (Pelissou, Daout, & Wolf, 2015)

4. 	 Choking resistors with a minimum value of 10Ω are used in order to block the high-frequency 
component of the discharge current from flowing in undesired directions.

5. 	 Ground plane
6. 	 Two configuration alternatives are provided for the high-voltage source. 1) A high-voltage DC sup-

ply in combination with a choke resistor with a resistance value of more than 10MΩ or 2) An ESD 
generator, as described in the IEC 61000-4-2 Standard (see Section “Personnel borne discharges”), 
in air discharge mode, where the two discharge tips are connected to the choke resistors of Figure 
9 accordingly.

The typical value for the high-voltage capacitor is 100pF, while the resulting transient current has 
a peak value of 30A and duration of 30ns (interval between the two crossings at the 50% of the peak 
value). Before the adaptation of this test method by ECSS, many parameters of the testing procedure 
remained unclear. The separation distance between the coupling wire and the harness under test, a 
crucial parameter when a tight electromagnetic coupling is desired, the number and the repetition rate 
of the discharges, as well as the discharge circuit loop size, affecting the transient pulse duration, are 
some examples of undefined parameters. Combining these undefined parameters with the limited test-
ing availability, described above, the repeatability and reproducibility levels of ESD testing according 
to ISO 14302 was significantly restricted until its adaptation by ECSS-E-ST-20-07C, described below.

ECSS-E-ST-20-07C Rev. 1

As mentioned above, the ESD test procedure of ISO 14302 was adapted and improved, largely, by ECSS, 
increasing its reproducibility, leaving nevertheless room for improvement, as it will be discussed later 
in this section. The test setup suggested by this EMC Standard is illustrated in Figure 8 (ECSS, 2012).

The EUT is mounted on a conductive ground plane via the spacecraft mount. The main and most 
important point of difference between the two configurations of Figures 7 and 8 is the requirement 
in ECSS-E-ST-20-07C for an insulating support. The “floating discharge circle” in ISO 14302 and 
the inconsistencies resulting from this ambiguous term regarding its stray capacitance are replaced in 
ECSS-E-ST-20-07C by the use of a 5cm non-conductive support with appropriate high-voltage insulat-
ing characteristics. Another specification of the testing setup as described in the ECSS standard is the 
distance of the tested wire harness -located closer to the front boundary- from the edge of the base plate, 
set at 10 cm. In contrast to ISO 14302, where the ESD discharges should be applied in the air discharge 
mode, in ECSS-E-ST-20-07C the discharges are applied in the contact discharge mode.
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With regard to the discharge circuit, the differences are limited to different values ​​for some com-
ponents, such as the high-voltage capacitor, which in ECSS-E-ST-20-07C has a typical value of 50 pF 
with an inductance of less than 20 nH and the inductor resistances, which have a typical value of 10 
kΩ. The spark gap may be an air gap, but its reduced stability and greater rise times must be taken into 
consideration. In contrast to ISO 14302, ECSS-E-ST-20-07C describes the calibration process of the 
test configuration as well as the properties of the required monitoring devices. The calibration setup is 
shown in Figure 9, while Figure 10 shows the ESD test configuration.

According to Figure 10 the following components are required: a high-voltage probe grounded on 
the side of the damping resistor with a 10kV range, a bandwidth of 1 MHz and a minimum input im-
pedance, as well as a current monitor near the damping resistor on the capacitor side with 100A peak 
capability and bandwidth exceeding 100MHz. The desired waveform must have a minimum rise time, a 
peak value of 30 A and a 30 ns “time to half value” duration. The rise time of the pulse can be reduced 
by adjusting the damping resistor, minimizing the discharge loop size, and placing the choke resistors 
as close to the capacitor as possible.

Unfortunately, ECSS-E-ST-20-07C does not specify any tolerance values ​​for the resulting pulse 
parameters, so the appropriateness of the pulse must be “ad hoc” assessed by the test engineers and the 
EUT manufacturer according to the previous hazard analysis and the estimated values if the real ESD 
Events. Reports from various EMC laboratories show a variation of the ESD duration ranging from 
28 ns to 52 ns and of the ESD rise time ranging from 5.7 ns to 14 ns (Pelissou et al., 2015). Although 
these deviations may seem trivial and unimportant, it should be noted that the energy that is fed into 
the system by an impulse of almost twice the duration “at medium height” has almost the double value. 
In addition, the different rise time values ​​lead to different interference frequency spectra. A pulse with 
5.7ns rise time has a significant spectrum content up to 62 MHz, while a pulse with 14 ns rise time up 

Figure 8. ESD Test setup according to ECSS-E-ST-20-07c Rev.1 (ECSS, 2012)
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Figure 9. ESD calibration setup according to ECSS-E-ST-20-07C

Figure 10. ESD test setup according to ECSS-E-ST-20-07C
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to 25 MHz. This deviation can potentially be critical when testing components and circuits that operate 
in these frequency bands.

In the test configuration of Figure 10, the high-voltage probe is removed and a second current probe 
is inserted in order to measure and monitor the coupled pulse on the bundle under test. This probe is 
located 5 cm from the EUT connector. The length of the cables to be tested running in parallel to the 
cable harness of the discharge circuit should not be greater than 20 cm. ECSS-E-ST-20-07C requires 
the application of at least 15 positive and 15 negative pulses at a rate of 1 Hz. A provision for tests at 
levels lower than the worst-case level estimated in the hazard analysis is not discussed in this standard.

Points for Future Improvements of the Reproducibility 
of ESD Testing for Space Applications

The ESD testing procedures suggested by ISO 14302 and ECSS-E-ST-20-07C are based on a magnetic 
coupling mechanism and therefore present increased levels of sensitivity and uncertainty regarding the 
adequate simulation of real ESD events and the reproducibility of the test method achieved by different 
EMC laboratories. Some points that require further investigation are the following:

•	 Discharge circuit component placement: The arbitrary placement of circuit parameters can lead 
to different total impedance values of the discharge circuit and thus to different magnetic coupling 
factors. Exact definition of the position of the components can be a difficult task especially given 
the limitations in the size of the loop dictated by the need to achieve an appropriate transient pulse 
duration.

•	 Coupling wire test position and separation distance: ECSS-E-ST-20-07C suggests a maximum 
distance of 1cm between the injection wire and the bundle under test so that a strong electromag-
netic coupling is ensured. This range of values allows for different implementations of the injec-
tion wire placement and therefore for different resulting coupling factors.

•	 Spark gap technology: Probably the most important parameter that can affect the reproducibility 
of this ESD testing method is the selection of the proper spark gap technology. With the exception 
of air sparks, which are a poor option due to their reliance on atmospheric conditions, the use of 
hermetically sealed ceramic metal surge spark gaps is the most attractive solution. With break-

Figure 11. ESD waveforms at generator side (Pelissou et al., 2016)
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down current rise times between 1 ns and 5 ns and a current capacity of up to hundreds of kA, they 
offer a good alternative type of spark gap.

The aforementioned points have been extensively investigated by Pelissou, Daout, Romero & Wolf, 
(2016) in their review of the ECSS ECSS-E-ST-20-07C ESD test set-up published in the 2016 ESA 
Workspace on Aerospace EMC. The limited reproducibility of the ECSS ECSS-E-ST-20-07C ESD test 
set-up can be easily observed by the ESD waveform comparison between different EMC laboratories 
presented in Figure 11 (Pelissou et al., 2016).

Their review focuses on most of the parameters described above and include: the instability of the 
spark gap, the coupling wire geometry, the position of the coupling wire along the line under test and its 
distance from the line. The reproducibility results for each influence factor are presented below.

•	 Spark gap instability

The hermetically sealed, made of ceramic-metal, overvoltage spark gaps currently present the best 
alternative to the formerly used air sparks. Nevertheless, their large variance regarding the breakdown 
current rise times result in poor, regarding their reproducibility, ESD pulses as presented by the overlap-
ping of 1000 discharges in the work of Pelissou et al. Results show a 28% variance for the measured rise 
times, 32% variance for the measured current rising slope and 18% variance for the current peak values. 
As it is expected, these variances affect the resulting induced current to the line under test significantly. 
Pelissou et al. report up to 100% variation on the induced current level (Pelissou et al., 2016).

•	 Coupling wire geometry

The coupling wire geometry is not strictly defined in ECSS-E-ST-20-07C allowing different imple-
mentations of the test set-up. Pelissou et al (2016). investigated four different wire geometries and their 
respective S21 transfer functions.

Figure 12 (Pelissou et al., 2016) presents the results for three different wire geometries highlighting 
the large variation of the resulting induced current waveforms, which further contributes to the limited 
reproducibility of the Standard test method.

Figure 12. Induced currents for three different wire geometries (Pelissou et al., 2016)
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•	 Position of the coupling wire along the line under test

The position of the coupling wire along a 2m line under test has also been investigated by Pelissou 
et al. (2016) in their review of the ECSS-E-ST-20-07C test method. For different values of dnear and dfar, 
which are the distances to the Znear and Zfar termination impedances respectively, the resulting induced 
current amplitude on the line under test displayed up to 50% variation according to the position of the 
coupling wire (Pelissou et al., 2016).

•	 Distance between the coupling wire and the line under test

The last influence factor investigated by Pelissou et al. (2016) was the distance between the coupling 
wire and the line under test. Measurements were taken for different length values of the feed wires 
while keeping the horizontal position of the coupling wire fixed. Results showed a wide variation of 
the induced current.

All the aforementioned influence factors insert a significant degree of uncertainty to the resulting 
induced current and limit the reproducibility of the ECSS-E-ST-20-07c test method. This observation 
led researchers to suggest new alternative ESD test methodologies, either by adjusting the test set-up 
introduced by the ECSS-E-ST-20-07c Standard or by suggesting new approaches to the ESD testing 
methodologies. These non-Standardized methods are presented in the next section.

Non-Standardized ESD Testing Methodologies 
for Spacecraft and Space Equipment

Based on their results for the limited reproducibility of the ECSS-E-ST-20-07c ESD test methodology 
Daout, Romero, Pelissou and Wolf (2016) went forward and suggested an alternative, modified, test 
set-up for the ESD testing of space equipment based on ECSS-E-ST-20-07c setup.

•	 Alternative ECSS-E-ST-20-07c ESD test methodology

Daout et al.(2016) made an effort to modify the ECSS test schematic in order to improve its reproduc-
ibility while keeping as much of the test topology intact as possible. Their modifications were focused 
mainly on a)replacing the spark gap, which as shown above shows significant instability regarding the 
current rise times, with pressurized relays, which according to their research show better reproducibil-
ity and a larger lifetime, being however more expensive, b)replacing the coupling wire methodology 
with BCI injection via suitable probes, which are commercially available since they are widely used for 
automotive EMC testing and bulk current injection procedures in generally, mitigating the uncertainty 
factors of coupling wire geometry and position and c) inserting a compensation circuit before the BCI 
probe so as to simulate the initial transfer function of the coupling wire methodology.The modified 
generator circuit as well as the alternative ECSS setup proposed by Daout et al.(2016) are presented in 
following Figure 13 (Daout et al., 2016).

According to Daout et al.(2016) conclusions, this alternative test set-up offers improved stability 
and reproducibility of the induced current waveform characteristics and utilizes components, which are 
commercially available and can be periodically calibrated.
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•	 MIL-STD-1541A complementary testing methodology

Iacovone, Scione and Scorzafava (2016) presented during the 2016 International Symposium on 
Electromagnetic Compatibility that was held in Wroclaw, Poland in September 5-9 2016, a satellite 
level ESD test approach based on non-Standardized test methodologies in order to better represent real 
in orbit ESD events and define a worst-case scenario for the injected current during ESD testing. This 
initiative was designed and implemented by the Thales Alenia Space Italia (TASO) team for the COSMO-
SkyMed program. The scope of this effort was to complement the ESD testing procedures defined in 
the MIL-STD-1541A Standard, described in an earlier section of this chapter, with non-Standardized 
test setups and methodologies.

As mentioned above, the MIL-STD-1541A Standard defines two different ESD tests, performed 
separately: a) a conducted test via single point current discharges and b) a radiated test for the per-
formance evaluation of the individual electronic sub-systems of the satellite. Iacovone et al. based on 
the findings of associated research suggest that the test procedure should also include a) a scenario of 
multiple electrostatic discharges covering the cases of large floating dielectrics exposed to Plasma and 
b) the simultaneous conducted and radiated ESD testing via a capacitive direct injection method.

The scenario of multiple electrostatic discharges was implemented by driving the required current 
pulses to a grid of wires so as to reproduce the multiple discharge points via a multi-probe discharge 
circuit. The suggested multi-probe conducted ESD test setup is presented in Figure 14 (Iacovone et al., 
2016). The Capacitive Direct Injection method included a conducted ESD pulser, a capacitive coupling 
plane (with the central pin physically connected to the satellite) as well as a high voltage generator and 
a synchronizer. Scope of this method was to simultaneously produce the tangential magnetic field by the 
current injected and the electric field by the capacitive plane. The proposed Capacitive Direct Injection 
test set-up is presented in Figure 15 (Iacovone et al., 2016). Iacovone et al.(2016) have concluded that 
the non-Standardized ESD setups, that were briefly mentioned above and are extensively described in 

Figure 13. Schematic of the proposed generator (Daout et al., 2016)
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their paper, show to be more representative of the real in-orbit ESD events regarding the current injec-
tion representation and the current propagation over the satellite structure.

Power Bus Switching Transients

As it has been briefly described in the “Background” Section of this chapter, the performance evaluation 
of an equipment or system regarding power bus load-induced switching transients includes the three 
following procedures:

•	 The measurement of the load-induced switching transients
•	 The measurement of the peak inrush current
•	 The immunity testing against power-line switching transients

Load-Induced Switching Transients

Switching loads on and off on a power bus can cause a transient voltage variation due to the wiring 
impedance of the power bus described above. The method of measuring this voltage is shown in ISO 
14302 and in the NASA Handbook for switching transients (NASA, 1999). This LISN-based method is 
preferable because the parameter of interest is the response of the bus wiring to rapid changes of cur-

Figure 14. Multi-probe conduced ESD test setup (Iacovone et al., 2016)
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rent. In both cases, the selection of the correct LISN type -time domain or frequency domain- depends 
on the measured transient duration. Frequency domain LISNs, which are primarily used for performing 
conducted emissions measurements, do not adequately control impedance below 150 kHz. Therefore, 
the use of a time domain LISN is recommended as shown in Figure 16 (ISO, 2002). Additionally, Figure 
17 (ISO, 2002) illustrates the suggested measurement setup.

The measuring apparatus can either be an oscilloscope with a bandwidth of at least 10 MHz or a 
suitable EMI meter. So that emission measurements can be carried out in the worst case, the selection 
of the switch should be done with special consideration. The maximum inrush current dI/dt is reached 
when the EUT is switched near the peak of the AC waveform.

Figure 16. Time domain LISN for the measurement of Load-induced switching transients (ISO, 2002)

Figure 15. Capacitive Direct Injection test setup (Iacovone et al., 2016)
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Measurement of the Peak Inrush Current

In the case of current-limited buses the peak inrush current of the EUT, which can result in voltage 
sags, shall remain within tolerance limits. These limits are derived from the following equation and are 
presented as a sample limit line in Figure 18 (ISO, 2002).

�V V V I
Itrans nom min
ss

bus

�� � � 	

Where: ΔVtrans: maximum allowable voltage sag
Vnom: nominal bus voltage
Vmin: minimum bus voltage
Iss: EUT steady-state current draw
Ibus: power bus maximum steady-state current draw
The measurement setup suggested by ECSS in ECSS-E-ST-20-07C is presented in Figure 19 (ECSS, 

2012).
Inrush current is measured directly with a current probe, while the on/off operations of the EUT are 

conducted either with a fast, bounce-free power switch or an actual power regulator if the on / off com-
mand is not implemented in the EUT. This method differs from the ISO 14302 test method, in which 
the measured parameter is the voltage drop across a series resistor.ECSS-E-ST-20-07C suggests the 

Figure 17. Measurement setup according to ISO 14302 (ISO, 2002)
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Figure 18. Transient inrush current sample limit (ISO, 2002)

Figure 19. ECSS-E-ST-20-07C inrush current measurement setup (ECSS, 2012)
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following limit values so that the inrush current of a device is limited and this way the resulting voltage 
drop on the power line is minimized:

•	 The rate of change of the current for any nominal change in operation should be less than 5 104 
A/s.

•	 While switching on the EUT, this rate of change should be limited to 2×104 A s. These values may 
differ for pulsed radar or plasma engines.

•	 Parameters such as the duration of the inrush current (ms), the total transferred charge (mC) and 
the inrush current slope (A/μs) can also be limited according to the specifications of the spacecraft 
power system.

Immunity to Power-Line Switching Transients

The susceptibility of the EUT to positive or negative spikes superimposed on its input conductors is 
evaluated by the series or parallel injection of spikes with a predefined waveform to the EUT and its 
operational monitoring during the test. The suggested setups across all the aforementioned Standards 
involve the use of a spike generator in series or parallel to the EUT inputs, a LISN as the power source, 
an oscilloscope for the recording of the applied spikes and a monitoring system for the performance 
evaluation of the EUT. A typical setup is illustrated in Figure 20 and Figure 21 (ECSS, 2012).

Figure 20. Typical setups for immunity testing to power-line switching transients: Series configuration 
(ECSS, 2012)
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The parameters of the applied transient waveform shall be defined in accordance with the risk assess-
ment that predicts the estimated properties of potential transient phenomena prior to the testing procedure. 
Parameters such as the expected bus-switched currents, the power bus LISN model, the type of loads 
connected to the bus and the hold-up capacitance must be considered when selecting the appropriate 
transient generator and the bandwidth of the oscilloscope for recording the pulses.

An important point when testing immunity against power line switching transients are the different 
parameters of the switch-on and switch-off transients. As shown in Figure 22 (ISO, 2002), the pulse 
amplitude and duration for transient pulses with a rise time of less than 1 μs vary considerably. It is 
therefore strongly recommended to select different values for pulse width and amplitude. ECSS-E-ST-
20-07C suggests the use of pulses with a width value of 10μs and 0.15μs with a repetition rate of 10 
pulses / second.

Furthermore, it should be noted that the aforementioned test method addresses the control of power-
bus switching transients and does not cover the cases of externally induced transients, like field-to-wire 
coupled transients. The test methods for these types of phenomena are discussed and simulated using 
the bulk injection method in the CS115 and CS116 sections of MIL-STD-461G.

Having presented the various current or withdrawn/superseded test standards, the authors consider 
it necessary to comment on the preferred test method or combination of test methods according to the 
current equipment-level International Standardization in relation to transient electromagnetic phenomena 
in space applications. Based on the criteria of the best achieved accuracy of the phenomenon simulation, 
the repeatability and the reproducibility of the test method, the most reliable approach is the applica-

Figure 21. Typical setups for immunity testing to power-line switching transients: Parallel configuration 
(ECSS, 2012)
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tion of the MIL-STD-461G Section CS118 test procedure for the human-induced ESD immunity test as 
well as the ECSS-E-ST -20-07C Test Method for Non-Human ESD Immunity Testing and Power Line 
Switching Transient Immunity Testing. Both standards, with their relatively recent revisions, provide the 
most accurate and analytical specifications for the immunity test procedures required that contribute to 
the desired repeatability and reproducibility. With regard to the required emission measurement methods, 
the authors propose the use of ISO 14302 for measuring the load-induced switching transients and the 
ECSS-E-ST-20-07C measurement method for the inrush current.

SOLUTIONS AND RECOMMENDATIONS

Failure Evaluation

Product manufacturers, EMC designer and engineers have always been concerned with the identification 
of the causes for an ESD immunity testing failure. Such failures can be characterized as either “Hard 
failures”, that means some electric or thermal breakdown of the semiconductor materials has occurred 
mainly due to the lack, incorrect selection or aging of the ESD protection circuitry, or “Soft failures” 
which are defined as non-destructive change-of-state occurrences disrupting the normal operation of the 

Figure 22. Switching transient envelopes on a 28Vdc bus (ISO, 2002)
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equipment under test. These failures are attributed mainly to the high amplitude transient electromagnetic 
fields, resulting from the electrostatic discharge, which lead to the inductive or capacitive generation 
of transient voltages or currents on the traces and the wiring of the system, which potentially affect the 
voltage/current readings of the subsystems component, such as analog-to-digital converts, sensors etc. 
falsely changing the state of the system. This failure evaluation process is critical for the proper selec-
tion of the applicable protection approach and the appropriate set of mitigation techniques as discussed 
in the following section.

Mitigation Techniques

As in every stage of a space mission planning and design, the protection and mitigation analysis against 
the dangerous effects of surface and internal charging includes the application of a number of practical 
guidelines associated with the selection of protective circuit components and equipment, the selection 
of the most suitable materials and the correct arrangement of the system’s cabling. These guidelines are 
categorized in the following axes:

1. 	 Orbit selection: As discussed earlier in this chapter, the level of charging and as a result the threat 
level of the transient phenomena, depends on the electromagnetic characteristics of the selected orbit 
environment. Orbits with intense particle background should be avoided and mitigation measures 
should be adjusted for the orbit selected.

2. 	 Shielding: The goal of the shielding procedure is the creation of an electrically and physically 
continuous enclosure, including the spacecraft main structure, the equipment casing and the cable 
shields to act as a Faraday cage and shield the sensitive electronic subsystems of the spacecraft. 
The desired attenuation for radiated electromagnetic fields induced by charging and transient phe-
nomena is 40dB provided by the selected mitigation techniques, such as aluminum/magnesium 
foils either in the form of films, face sheets, blankets or honeycomb structures. Special attention 
should be paid for the identification of possible slits, apertures and any other opening that affects 
the continuity of the shielding enclosure, as well as the spacecraft cable penetration points, which 
should be adequately shielded along with exposed parts of the cabling (Garrett & Whittlesey, 2011). 
At equipment level, the first point of focus for the shielding process is the selection of the type of 
material of the equipment’s enclosure. This material can be either metallic or plastic. Both of these 
types have advantages and disadvantages regarding their application. Metallic enclosures, which 
are mainly selected for effectively shielding the sensitive circuitry against radiated disturbances 
and reducing the emitted disturbances from the equipment electronic components can often pres-
ent a challenge regarding the ESD immunity. An uncontrolled grounding path for the electrostatic 
discharge current in the proximity of sensitive circuitry nodes can jeopardize the stability of the 
system under test. Therefore, in cases of metallic enclosures, the provision of a “safe” ground-
ing path for the ESD current is essential. On the other hand, plastic enclosures offer better ESD 
protection at the expense of limited radiated immunity and emission suppression capabilities. The 
same approach should be adopted for the screws and fixtures of the enclosure. The use of insulat-
ing plastic caps for the metallic screws has shown positive results during ESD immunity testing 
(Duvvury & Gossner, 2015).

3. 	 Bonding: Important part of the aforementioned shielding process is the bonding of the various 
components and surfaces. The rationale of the bonding procedure is to connect all conductive struc-
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tural elements on the surface as well as in the interior of the spacecraft, enclosures of electronic 
equipment and mechanical parts of the system to each other and to a common reference ground. 
The maximum bonding impedance to chassis value for internal conductive parts is 1012Ω and either 
directly or through a bleed-off resistor a low impedance path to the ground shall be established for 
the dissipation of electrostatic discharge currents. In cases where the bonding of surface materials 
is not structural but is used only for ESD mitigation purposes, the adequate surface-to-structure 
bonding impedance is 109Ω. Ground connections of signal or power ports should also be bonded 
to the metallic structure as directly as possible with special attention to not form loops.

Similar to the shielding process, proper material selection is of significant importance during the 
bonding analysis. Dielectrics with high insulating characteristics contribute negatively to the protection 
from internal charging, whereas metals, which are affected by surface charging can be used with an 
adequate charge-leakage path. For the exterior of the spacecraft, all connections, where possible, should 
be conductive and for the cases of sensitive areas, e.g. near antennas or receivers, where dielectrics are 
required, connections should be partially conductive and bonded to the structure of the spacecraft. For 
dielectrics installed in the interior of the spacecraft conductivity values in the range of 104-1011Ωcm are 
required.

Indicative materials suitable for this purpose are:

a. 	 Combinations of deposited metals (aluminum, gold, silver) on dielectric substrates (Inconel® on 
Kapton®, Teflon®, Mylar® and fused silica) in the form of sheets, strips, or tiles

b. 	 Thin, conductive front-surface coatings: ITO (250nm) is the most common material
c. 	 Conductive paints (white Zinc orthotitanate is the most conductive paint). They are required also 

for conductive substrates.
d. 	 Carbon-filled Teflon®, or carbon-filled polyester on Kapton®
e. 	 Conductive adhesives, necessary for the bonding of a conductor to the ground reference
f. 	 Exposed conductive facesheet materials (graphite/epoxy or metal).
g. 	 Etched metal grids not simply stretched over dielectric surfaces but effectively bonded.

Anodizing procedures, fiberglass materials, uncoated Mylar®, Teflon® (even metalized Teflon® 
is extremely vulnerable to ESD threats) and Kapton®, silica cloth, quartz and glass surfaces should be 
avoided.

4. 	 PCB material selection: Another approach towards ESD immunity of the on-board electronics of 
a spacecraft is the appropriate selection of the PCB dielectrics. As described earlier in this chapter, 
the PCB dielectrics are responsible for charge accumulation, which under extreme space conditions 
(e.g. geomagnetic storms) can result in electric field values large enough (2*107 V/m) to initiate 
internal electrostatic discharges. The main parameter of the chosen dielectric material associated 
with charge accumulation is the material conductivity. The general applicable rule is that with the 
increase of the material conductivity the charge accumulation and the associated Maxwell relaxation 
time decrease. The Maxwell relaxation time is also of significant importance for space equipment 
materials since large potential differences can appear under space conditions in a very small time 
window. An example of this sudden potential changes is when the spacecraft leaves the shadow.
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The most promising material technology that could potentially eliminate the risks related to ESD 
events caused by charge accumulation is the nanoconducting material technology. Saenko, Tyutnev, 
Abrameshin and Belik (2017) have proposed a new approach to the accumulated charge ESD events 
in space utilizing the enhanced conductivity of these specific materials. With enhanced conductivity 
values possibly reaching the 5*10-9Ω-1m-1 Saenko et al.(2017) research, based on computer simulations 
and mock-up testing, show promising results towards totally eliminating the possibility of electrostatic 
discharges for on-board electronics. It remains to be seen and investigated if nanoconducting materi-
als can effectively be used for the design and development of space equipment electronics and to what 
extend these materials will affect their operating capabilities.

5. 	 Circuit filtering: Low pass filters and CMOS circuits are some of the methods of electrical filter-
ing in order to protect circuits from charge-generated ESD.

6. 	 Isolation of transformer primary windings from secondary windings.
7. 	 Optimum cable harness layout: Cable harnesses should be routed away from openings whereas 

cables coming from the exterior should be filtered and separated from internal cables to different 
bundles.

The aforementioned techniques, taking also into consideration the quantitative guidelines presented 
in the next section, can provide significant protection against transient phenomena and their effects of 
space systems, either at equipment level or at spacecraft level.

Quantitative Surface ESD Guidelines

Some qualitative design guidelines based on empirical equations for the achievement of the desired 
surface conductivity are the following (Garrett & Whittlesey, 2011; NASA, 1984):

1. The grounding of conductive components to the structure must be achieved through a grounding 
resistance R [Ω] with value:

R < 109 / A	

Where: Α = exposed surface area of the conductor [cm2]

2. The combination of a partially conductive material with a grounded conductive surface (e.g. conduc-
tive paint coating) must comply with the following requirement regarding the resistivity of the 
coating and its thickness:

rt < 2 ∙ 109	

Where: r = material resistivity [Ω∙cm]
t = material thickness [cm]
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3. 	 3. 	In the case of a partially conductive material combined with a grounded dielectric surface (e.g. 
conductive paint coating) the above requirement is modified as follows:

rh2 / t < 4 ∙ 109	

Where: r = material resistivity [Ω∙cm]
t = material thickness [cm]
h = maximum distance of the conductive surface to a ground point [cm]

Depending on the specific geometry and application different limitations are formed based on the 
above rules. Some primary guidelines are: According to ECSS-E-ST-20-06C (ECSS, 2008) the grounding 
of isolated conductors must have resistance less than 106Ω. In the same context, conductive substrates 
require coating materials with bulk resistivities less than 1011Ω∙cm whereas dielectric materials allow 
coverage with surface materials of resistivity less than 109Ω∙cm2.

Quantitative Internal ESD Guidelines

Similarly, some quantitative measures for the protection of the interior of the spacecraft from ESD due 
to charge penetration can also be applied (Garrett & Whittlesey, 2011; NASA, 1984):

•	 Conductive components that are not part of circuit boards, such as unused cables and conductor 
tracks with a surface area of more than 3 cm2 or a length of more than 25 cm, should be earthed 
(the respective critical area for conductive areas on circuit boards is 0,3 cm2). In ECSS-E-ST-20-
06C (ECSS, 2008) stricter requirements are proposed allowing for a maximum area of unground-
ed metal surfaces of 1 cm2.

•	 Regarding the shielding measures to prevent electron fluxes from entering into the spacecraft, 
GEO environments are covered by 110mils equivalent aluminum shielding. Shielding based on 
the computed maximum flux of the orbit is based on the following guideline: calculated flux 
in the examined orbit less than 0.1pA/cm2 requires no additional shielding, for fluxes between 
0.1pA/cm2 and 0.3pA/cm2 the maximum remaining flux after shielding is 0.1pA/cm2 for Class 1 
ESD-sensitive circuitry (according to MIL-STD-88G3) (Department of Defense: United States 
of America, 1996), for fluxes between 0.3pA/cm2 and 1pA/cm2 shielding to a maximum level 
of 0.3pA/cm2 is necessary for Class 2 ESD-sensitive circuitry (according to MIL-STD-88G3) 
(Department of Defense: United States of America, 1996), whereas for fluxes exceeding 1pA/cm2 
internal ESD phenomena cannot be mitigated through shielding.

•	 In addition to testing the immunity of components against ESD on an equipment level, MIL-STD-
88G3 (Department of Defense: United States of America, 1996) proposes a categorization of the 
embedded microcircuits according to their susceptibility to ESD in order to determine the neces-
sary packaging and handling specifications and define the abovementioned critical levels of maxi-
mum permissible flux. Various combinations of circuit pins are subjected to a double-exponential 
current waveform with rise time below 10ns and delay time 150±20ns derived for charging volt-
age levels 500V, 1kV, 2kV and 4kV. Equipment with immunity against voltages exceeding 4kV is 
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characterized as Class 3, withstand voltages between 2kV and 4kV are attributed to Class 2 and 
equipment with threshold up to 2kV belongs to Class 1.

•	 Filter circuits (usually RC circuits or diodes) should be dimensionalised according to the follow-
ing specifications: withstand of a 5kV, 20ns width, pulse and of a 250μJ stress resulting from the 
charging of a 20pF capacitance with 100nC (ECSS, 2008). Immunity against ESD is preferable 
to exceed 20kV.

•	 All mitigation measures adopted should ensure limitation of the electric field stress developed 
within dielectrics below 4∙106 V/m.

•	 Circuit boards should be coated with partially conductive dielectrics providing a leakage resis-
tance of about 109-1013Ω.

•	 The reduction of the available volume of dielectrics allowing accumulation of ESD charge can 
be achieved by filling unused regions of circuit boards between dielectrics with grounded metal, 
although the method has not been validated.

•	 According to NASA practice (1993a) ESD threats near sensitive circuits and radio frequency (RF) 
receivers should be eliminated, whereas for other regions the energy of an ESD pulse depending 
on charge accumulation, geometry and material conductivity should be minimized to 3mJ.

An extensive and very detailed guideline regarding the mitigation of in-space charging effects is 
the NASA technical handbook 4002, which was revalidated on 19.10.2019. NASA-HDBK-4002A w/
CHANGE1 contains valuable information regarding the theoretical background of the charging and 
discharging mechanisms under space conditions and offers a variety of mitigation techniques, some of 
which were described earlier in this chapter, emphasizing especially on the requirements for grounding 
and proper material selection, not only for the conductors but mainly for the dielectrics. In this handbook 
the space charging/ESD risks associated with the solar arrays are also put in the foreground. Solar arrays, 
with their possibly high operating voltages can result into spacecraft charging issues that can cause not 
only surface damage but also affect the correct operation of measuring equipment inside the spacecraft 
etc. The specialized ESD mitigation techniques related to the solar arrays will not be discussed in this 
chapter since a lot of research is currently conducted regarding these issues and the results will be pre-
sented in the near future. However, NASA-HDBK-4002A contains a variety of mitigation methodologies 
for solar array related ESD protection and can be a very useful tool for space system designers.

The final step, supplementing the aforementioned guidelines, is the selection of the proper protec-
tion devices, presented in the next section, in order to eliminate, minimize or divert away from sensitive 
circuit the ESD energy.

Protection Devices

“Hard ESD Failures” are mainly avoided by placing protection devices at the entry points of sensitive 
circuits, reducing the resulting voltages to the overvoltage margins specified by the manufacturer of the 
components. These devices serve as the first stage of ESD protection, while on-chip ESD protection 
circuits serve as the last barrier for the reduction of the injected ESD energy. These first stage devices 
are divided in two categories: a) current limiting devices and b) voltage limiting devices.

Current limiting devices, having very low resistance for low amplitude currents and higher resistance 
for high amplitude currents, are places in series with the sensitive component, as presented in Figure 
23. This type of protection devices cannot however provide adequate ESD protection alone, mainly due 
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to their long reaction times, which are not compatible with the very fast rise times of ESD pulses and 
also due to the high energy requirements for their reaction, which are significantly larger than the ESD 
energy injected. These devices can however contribute positively to the overall transient protection of the 
system when used in combination with other types of protection devices, such as the Transient Voltage 
Suppressors, discussed below and illustrated in Figure 24.

Voltage limiting devices, commonly referred to as Transient Voltage Suppressors (TVS) should be 
placed in parallel to the circuit to be protected, most commonly connecting each line to ground, present-
ing a high impedance path at lower voltages (where protection is not required) and a low impedance path 
at higher voltages where the circuits need to be protected.

Voltage limiting devices, or Transient Voltage Suppressors (TVSs), are placed in parallel with the 
circuit to be protected, normally between a line and ground, and have a high impedance at low voltages 
and low impedance at higher voltages. At the low impedance mode, the injected ESD current is diverted 
away from the sensitive circuit inputs, ideally to ground. The most commonly used TVSs are listed and 
described briefly below (Duvvury & Gossner, 2015):

•	 Silicon Based TVS devices

Figure 23. Current limiting devices used as protection against ESD
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Diodes and more specifically Zener diodes are representative examples of these TVS devices. De-
spite being a cheap and easy to use measure, the Zener diode presents a big capacitance load and a high 
clamping voltage. The majority of the commercially available Zener diodes present a capacitance in the 
order of several pF, which is adequate for low or medium speed data lines, but is meanwhile too high for 
high or ultra-high speed lines, as they require a maximum capacitance value of < 1 pF (Jiang, 2012). A 
Zener diode might also be an inappropriate solution for low-voltage logic circuitry due to its relatively 
high clamping voltage (>5V). This is a serious drawback as the application of such circuits in modern 
equipment is constantly expanding.

•	 Metal Oxide Varistors (MOVs) and Multilayer Varistors (MLVs)

Varistors are another commonly used type of clamping devices, mainly fabricated by Zinc Oxide 
(ZnO) in combination with other oxides such as Bismuth, Cobalt and Manganese. Their major use is 
as a board level protection against most types of transient phenomena, due to their ability to withstand 
high currents. Their similarity to Zener diodes regarding their high capacitance makes them thereby 
a cost effective solution for power supply lines that can tolerate higher capacitance values and a good 
alternative for high wattage TVS diodes. Multi-line array configurations, the so called MLVs, are also 
commercially available providing additional high frequency noise filtering (Colby, 2011). Varistors are 
not recommended as the most suitable alternative for ESD protection due to their slow response time 
(>35ns) and their high ESD clamping voltage. Their nonlinear resistance characteristic poses an ad-
ditional difficulty as their voltage drop increases dramatically with the increase of the current.

•	 PCB Spark Gaps

Figure 24. Voltage limiting devices used as protection against ESD
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A very simple but also very cost-efficient solution for the protection against ESD events of a small 
PCB area is the installation of PCB level spark gaps, which are actually the bidirectional arrangement 
of two conducting electrodes, of different shapes, separated by air or a controlled gas (Gas Discharge 
Tubes, GDTs). For the suppression of the high breakdown current resulting from their high breakdown 
voltage (above 1.5kV) spark gaps require a series connection of a high resistance (of the kΩ or even ΜΩ 
order) thus increasing the required PCB area. A major disadvantage of spark gaps is the dependency on 
the environmental conditions. As it is known, breakdown voltage values increase with pressure. Other 
factors that may downgrade the insulating performance of spark gaps are factors related to the surface 
condition of the electrodes such as dust, dirt and other undesired traces on the electrodes.

All the aforementioned TVSs have been sufficient ESD protection measures over the last decades, 
but are starting to become obsolete in modern applications, mainly due to the emerge of high-speed data 
transmission and low-voltage IC logic. Each of them still finds applicability today but they are mostly 
used in conjunction with the two on-chip types of TVSs described below, the polymeric ESD Suppres-
sors and the TVS Diode Arrays:

•	 Polymeric ESD Suppressors

Polymeric ESD Suppressors which are ideal for cases where ESD events are the main source of 
transient threat such as space applications and high-speed data, signal and control lines, present ultra-
low capacitance values, in the range of 0.05-0.1pF, fast response times, in the range of 0.5-1ns, which 
are suitable for dealing with ESD pulses, and a very low leakage current reducing power consumption. 
Their only disadvantage in comparison to the TVS Diode arrays described below, is their relative high 
clamping voltage values (~ 30V).

•	 TVS Diode Arrays

A TVS Diode Array is an integrated multi-channel ESD protection device, with very small size, 
providing very low, but sufficient, peak values, as well as the lowest clamping voltage values available 
due to their low dynamic resistance. When installed together with a central TVS Diode, to which the 
ESD current will be directed, the absorbing capacity of these arrays is increased to 30kV ESD transients 
allowing multi-channel protection and a low capacitance load.

FUTURE RESEARCH DIRECTIONS

The transient electromagnetic phenomena and their effects on the spacecraft and the spacecraft elec-
tronic equipment have always presented challenges for product designers and EMC test engineers. The 
simulation of these phenomena in the space environment, contributing to the identification and better 
understanding of potential hazards, will play a significant role in the future research and experimenta-
tion efforts. International Standardization can also help considerably towards the effort of increasing 
the reproducibility of the proposed testing methodologies by specifying the testing requirements and 
parameters more strictly. The ESD test methodologies are an evident example of such cases, where 
reproducibility uncertainty affects the integrity of the testing procedure negatively. Finally, the collec-
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tion of more real flight data, regarding power bus transient occurrences and ESD events would greatly 
benefit the overall effort of ensuring the transient immunity of the space system.

CONCLUSION

The performance evaluation of every space system to transient events which can either be induced exter-
nally, e.g. space ESD events or internally (e.g. power bus transients) has always been a concern during 
every space mission design. The most reliable approach towards this effort, as extensively described in 
this chapter, includes the identification of transient event sources and conditions, the implementation 
of the proper mitigation strategy (materials, protection devices, design guidelines) and the evaluation 
this strategy through reproducible, preferably Standardized, testing procedures. These approach aspects 
have been discussed in detail in this chapter, highlighting potential limitations and establishing the foun-
dations for future research and experimentation. Summarizing, it should be noted that the mitigation 
procedure is a global process, ranging from investigation of a bonding connection at the furthest corner 
of the spacecraft’s structure to the selection of the on-chip protection circuitry for an integrated circuit, 
leading therefor to the requirement of a solid, systematic testing and designing plan.
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KEY TERMS AND DEFINITIONS

Electromagnetic Immunity (EMI): The ability of a system/apparatus to maintain its proper func-
tionality under exposure to various sources of electromagnetic disturbance.

Electrostatic Discharge (ESD): A transient current pulse occurring during breakdown of a dielectric 
due to charge accumulation and different potential levels between conductive and/or non-conductive 
surfaces.

Geosynchronous Earth Orbits: An orbit around the Earth at 35786km altitude with a 24-hour period.
Power Line Switching Transients: Positive or negative spikes superimposed on the input terminals 

of equipment due to on/off switching of loads on a power bus.
Shielding: A method for the mitigation of electromagnetic disturbances which is based on the con-

cept of creating an electrically continuous enclosure around the under protection structure, mainly by 
the use of conductive materials.

Spacecraft Charging Effects: The interaction of a spacecraft structure with the ambient space plasma 
translated either as charge deposition on the exterior surfaces of the spacecraft or as charge penetration 
into the interior.

Transient Protection Devices: Devices installed near the entry points of sensitive circuitry in order 
to limit overvoltages or overcurrents.
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