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Data mining plays a vital role in converting the medical data like text, image, and graphs into meaningful 
new data, which helps to take the better decision. In this chapter, an overview of the current research is 
discussed using the data mining techniques for the finding, analysis, and prediction of various diseases. 
The focus of this study is to identify the well-performing data mining algorithms used on medical and 
clinical databases. Multiple algorithms have been identified: text-based mining, association rule-based 
mining, pattern-based mining, keyword-based mining, machine learning, neural network support vector 
machine, apriori algorithm, k-means clustering, and natural language. Analyses of the algorithm show 
that there is no single algorithm or model more suitable for diagnosing or predicting diseases. In some 
scenarios, some algorithms work very well but not in another data set. There are many examples in 
clinical or medical research where the combination of different algorithms gives good results.

Chapter 2
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High glucose level disrupts the structure of the retinal layer in the eyes and causes diabetic retinopathy 
which is characterized with new pathologic blood vessels in the eyes. Although diabetic retinopathy is 
not clear at the beginning of the disease, it is the most common problem in people who have diabetes 
and causes blindness or cloudy vision if it is not diagnosed at the beginning of the disease. For early 
diagnosis of diabetic retinopathy, regular fundus controls and examination of the edema in the vessels of 
the retina are made periodically by ophthalmologists. With in the scope of this study, it is made possible to 
provide the early diagnosis and the level of diabetic retinopathy by using deep learning, image processing 
methods, and convolutional neural networks of the retina. In order to provide ease and rapid of diagnosis 
of the diabetic retinopathy in daily life, the diagnosis protocol has been turned into a mobile application. 
With the mobile application, both the diagnosis and more regular results of the diabetic retinopathy can 
be obtained easily and practically.
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Durmuş Özkan Şahin, Ondokuz Mayıs University, Turkey
Ibrahim Halil Toprak, Ondokuz Mayıs University, Turkey

Skin cancer, which is one of the most common types of cancer in the world, is a malignant growth seen 
on the skin due to various reasons. There was an increase in the number of the cases of skin cancer nearly 
200% between 2004-2009. Since the ozone layer is depleting, harmful rays reflected from the sun cannot 
be filtered. In this case, the likelihood of skin cancer will increase over the years and pose more risks 
for human beings. Early diagnosis is very significant as in all types of cancers. In this study, a mobile 
application is developed in order to detect whether the skin spots photographed by using the machine 
learning technique for early diagnosis have a suspicion of skin cancer. Thus, an auxiliary decision support 
system is developed that can be used both by the clinicians and individuals. For cases that are predicted 
to have a risk higher than a certain rate by the machine learning algorithm, early diagnosis could be 
initiated for the patients by consulting a physician when the case is considered to have a higher risk by 
machine learning algorithm.
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Ritu Punhani, Department of Information Technology, Noida, India
Sonia Saini, Amity Institute of Information and Technology, Amity University, India
Nimriti Varun, Amity University, India
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mHealth or mobile healthcare has become an increasingly important issue in several disciplines such as 
health communication, public health, and health promotion. This enables the users to use portable devices 
such as smartphones, smart bands, or tablets for health monitoring. The users have the ability to utilize 
software applications to interact with mobile devices and store relevant data for further classification 
and diagnosis. The apps then process the gathered data using the given algorithms and provide the user 
with personalized diagnosis, and further recommendations for treatment and even suggestive measures 
to improve general health and fitness. Another benefit of mobile technology is that the data and health 
statistics of a single patient can be compared with large data sets to facilitate treatment and proper 
guidance. Doctors, nurses, and other health professionals use mobile devices to access patient information, 
databases, and resources. Help in today’s world is just a click away.

Chapter 5
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Monika Lamba, The Northcap University, India
Geetika Munjal, Amity University, India
Yogita Gigras, The Northcap University, India

Early detection of breast cancer is a worldwide need as many hospitals have appeared in commitment of 
research pathway. As per WHO (World Health Organisation), early detection of breast cancer boosts the 
choice of making corrective judgement on medication plan. This corrective choice helps women to save 
themselves from expensive and unwanted medical test and treatment. Physical observation and medical 
history play an important role in diagnosing this disease; however, for detailed understanding, some 
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reliable and accurate methods are still required. This chapter reviews existing computational methods 
and need of novel algorithms that can help in accurately diagnosing this disease. Correct diagnosis and 
yield results devising treatment strategy. For correct diagnosis micro-array gene expression data is widely 
used, this chapter highlights various computational studies done on breast cancer microarray data. This 
review highlights the benefit of computational model being an impressive tool for discovery of cancer 
along with devising its therapies.
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Concept in Cancer Treatment.............................................................................................................. 127

Sunishtha Singh Yadav, Amity Institute of Biotechnology, Amity University, India
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Vijeta Singh, Amity Institute of Biotechnology, Amity University, India
Svenja Kohler, University of Lübeck, Germany

Cancer has been known as a devastating disease that takes thousands of lives every year. And since this is 
a heterogenous disease, standard treatments, like chemotherapy, radiation, and chemo-radio therapy, are 
effective in specific patient population subset only. Genetic differences play a very crucial role in defining 
cancer susceptibility and also in determining the drug’s efficacy by affecting regulation, expression, and 
activity of drug metabolizing enzymes, drug transporters, and drug receptors. This genetic variability 
of the disease lends itself to the emerging field of precision or personalized medicine. There are some 
specific ways of acquiring data for precision or personalized medicine approach like genome wide 
association scan (GWAS). This is basically identification and scanning of biomarkers throughout the 
complete DNA/genome of several individuals to study any type of genetic variations which are linked 
with any form of cancer.

Chapter 7
The Role of E-Health Interventions in Improving Clinical Outcomes and Overall Health for 
Prostate Cancer Patients: A Review..................................................................................................... 144

Donovan Anthony McGrowder, Faculty of Medical Sciences, The University of the West 
Indies, Jamaica

Fabian G. Miller, Faculty of Education, The Mico University College, Jamaica
Jabari G. Brown, Faculty of Medical Sciences, The University of the West Indies, Jamaica
Cameil Wilson-Clarke, Faculty of Medical Sciences, The University of the West Indies, 

Jamaica
Lennox Anderson-Jackson, Faculty of Medical Sciences, The University of the West Indies, 

Jamaica

Globally, prostate cancer is a major healthcare problem. It is among the most frequently diagnosed 
malignancies and is the primary cancer in males in North America and the Caribbean, Europe, and some 
parts of Africa. Mobile health interventions afford prostate cancer patients in following prostate specific 
antigen results including trends, getting a better understanding of the severity of their disease and evaluate 
carefully the benefits and risks of the available treatment options. This review will examine the use of 
mobile health applications in prostate cancer research particularly in (1) clinical decision of selecting 
best treatment option or active surveillance, (2) monitoring disease- and treatment-related symptoms, (3) 
oncological and supportive care, (4) treatment decisions, and (5) health literacy and promotion of physical 
exercise. The benefits of telemedicine are discussed. Challenges will be examined and recommendations 
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given for the development and efficient use of mobile health applications by prostate cancer patients 
and healthcare providers.
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Vrinda Kharbanda, J. C. Bose University of Science and Technology, India
Rosy Madaan, Manav Rachna International Institute of Research and Studies, India
Komal Kumar Bhatia, J. C. Bose University of Science and Technology, India

The purpose of this chapter is to examine the incautious usage of social media and its impact on emotional 
intelligence and health. After a brief introduction to the emotional intelligence and the conceptualisation 
and evaluation of this construct, this chapter discusses a variety of studies that shed light on the social 
media, emotional intelligence and health relationships. The idea of emotional intelligence (EI) is of 
unmatched enthusiasm for both the literature and inside scholarly world. This chapter discusses emotional 
intelligence and focuses on the evolution of EI by examining the different models. This chapter lists 
some applications of emotional intelligence in our daily life. The chapter also discusses how the abilities 
correlate with emotional intelligence and helps individuals cope with unsettling emotions effectively and 
encourage pleasurable emotions to facilitate personal development and well-being.

Chapter 9
Epileptic Seizure Detection Using Machine Learning Techniques..................................................... 187

Can Eyupoglu, Air Force Academy, National Defence University, Turkey

Epilepsy is a brain disorder that can be defined as a short-time and temporary occurrence of symptoms 
because of abnormal extreme or synchronous neuronal activity of the brain. Almost one percent of the 
world’s population is struggling with epilepsy illness. The detection of epileptic seizures is mainly realized 
with reading the electroencephalogram (EEG) recordings by medical doctors due to the unpredictable 
and complex nature of the disease. This process takes much time and depends on the expert’s experience. 
For this reason, automatic seizure detection using EEG recordings is necessary and of great importance 
for the comfort of medical doctors and patients. While detecting epileptic seizure automatically, machine 
learning techniques are used in the field of computer science. This chapter deals with the methods, 
approaches, models, and techniques which are utilized to detect epileptic seizures.

Chapter 10
Public Health Surveillance System: Infectious Diseases..................................................................... 201

Manish Kumar Dwivedi, Indira Gandhi National Tribal University, India
Suvashish Kumar Pandey, School of Bio-Sciences and Technology, VIT University, India
Prashant Kumar Singh, Indira Gandhi National Tribal University, India

To guard people against some grave infectious disease, the surveillance system is a key performance 
measure of global public health threats and vulnerability. The diseases surveillance system helps in public 
health monitor, control, and prevent infectious diseases. Infectious diseases remain major causes of death. 
It’s important to monitor and surveillance worldwide for developing a framework for risk assessment and 
health regulation. Surveillance systems help us in understanding the factors driving infectious disease 
and developing new technological aptitudes with modeling, pathogen determination, characterization, 
diagnostics, and communications. This chapter discussed surveillance system working, progress toward 
global public healthy society considering perspectives for the future and improvement of infectious 
disease surveillance without limited and fragmented capabilities, and making even global coverage.
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Nanoparticles (NPs) are tiny particles having dimensions ranging from 1 nm to 100 nm. Nanoparticles 
are field of profound scientific interest, on account of diverse conceivable applications in various fields 
such as electronic, optical, agriculture, biomedical, etc. Many of the interesting properties of nanoparticles 
are intimately linked on shape and size of nanomaterials. In nanoparticles, percentage of surface atoms 
are high; nanoparticles show properties dependent on shape which are utilized in catalysis, optics, data 
storage, etc. Further, the physical properties of nanoparticles such as melting point, density, optical 
properties, electrical conductivity, chemical stability, etc. make them suitable candidates to be utilized 
in several fields. Many of the nanoparticles have been widely studied and many applications explored 
for example gold and silver nanoparticles, while research is being carried out to investigate the probable 
applications in several other fields. This review provides the readers a summary of the applications of 
various nanoparticles.

Chapter 12
Internet of Things (IoT) in Healthcare................................................................................................. 237

Shashwat Pathak, Amity School of Engineering and Technology, Amity University, India
Shreyans Pathak, Jaypee Institute of Information Technology, India

The recent decade has seen considerable changes in the way the technology interacts with human lives 
and almost all the aspects of life be it personal or professional has been touched by technology. Many 
smart devices have also started playing a vital role in many fields and domains and the internet of things 
(IoT) has been the harbinger of the advent of IoT devices. IoT devices have proven to be monumental in 
imparting ‘smartness’ in the otherwise static machines. The ability of the devices to interact and transfer 
the data to the internet and ultimately to the end-user has revolutionized the technological world and has 
brought many seemingly disparate fields in the technological purview. Out of the many fields where IoT 
has started gaining momentum, one of the most important ones is the healthcare sector. Many wearable 
smart devices have been developed over time capable to transmit real-time data to hospitals and doctors. It 
is essential for tracking the progress of the critically ill patients and has opened the horizon for attending 
patients remotely using these smart devices.
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Chapter 13
IoT on Healthcare Using Clinical Decision Support System............................................................... 259

Manju Priya Sundaramurthy, Karpagam Academy of Higher Education, India

Most of the developing countries face major problems in providing quality healthcare. It is very essential 
to move the health stream to a higher level with more effective. Though medical care is improving, due 
to the enormous amount of data, making the decisions is more complex. The technology already links 
patients, providers, and customers in many ways that are converting the patient experience and delivery 
of care. This chapter reveals the importance of healthcare by using CDSS along with IoT. By combining 
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AN OVERVIEW OF THE SUBJECT MATTER

Health surveillance and health intelligence are crucial components of progressive health systems. Health 
surveillance fits to the premeditated progression of collecting statistics of connotation from health systems, 
populaces, channels, and numerous additional resources, specially the data which is epidemiological. 
Health surveillance is staged in a methodical way, agreeing to a perfectly specified strategy linked with 
an obvious necessity to gather the required data. This surveillance relies on automated systems for data 
gathering by entities and entail substantial disbursement of resources. There are countless old-style 
data-points poised by health surveillance, some of which are, disease meeting a investigative instance 
definition (in number of cases), folks who have customary certain intercessions (in numbers), health 
resources being utilized (the sorts and their numbers), encompassing their diminution, sentinel or perilous 
clinical actions (their occurrence), clinical hitches, deaths related to a particular disease (their numbers 
and details) and topographical dispersal and spell progression of collected data.

Health intelligence implies understanding, investigation, dispensation, and cohort of valuable prod-
ucts that assist civic health experts, clinicians, responders, decision creators, policy creators etc. Their 
primary intent is to make health surveillance data prudent and utilizing it to attain advanced objectives. 
It is developed through an organized process that encompasses recurrent review of vital information or 
specific bits of info. The cohort of health intelligence is typically managed by a tinier cluster of related 
connoisseurs even if assemblage of health surveillance data entails the joint work of various individuals. 
This helps in determining superiority, veracity, and inevitability of the information required for health 
surveillance.

Administering health surveillance data is a specialized task carried out across wide-ranging organi-
zations. Health intelligence activities in a military organization may, for example, be dedicated on the 
appraisal of the risks to deploy personnel to a remote or tropical location. But, in a key corporation this 
may build and use health intelligence products to aid in preparation and erecting a major risk facility such 
as a power station, chemical plant, or mine. Health intelligence activities in a state health department 
may be concentrated on gauging the advent of epidemic diseases, rare diseases, and the day to day opera-
tion of a health system. Health intelligence specialists, reliant on the protagonists they are undertaking, 
develop specific proficiency in specialized areas as delineated above and work meticulously with deci-
sion and policy makers to unceasingly restructure and enhance the health surveillance and intelligence 
structure to improve operation.

xv
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A DESCRIPTION OF WHERE THIS TOPIC FITS IN THE WORLD TODAY

Health surveillance provides and illuminates data to expedite the deterrence and influence of diseases. 
This is a means to assess the health condition and comportment of the people. As surveillance can 
immediately quantify the activities of population, it could be an aid for evaluating the necessity for 
interventions and for precisely measuring the effects of intercessions. The purpose is to galvanize deci-
sion makers to lead and cope more successfully by providing timely, valuable evidence. This offers the 
scientific and factual database crucial to apprised decision making and appropriate public health action. 
To prevent the spread of epidemics of acute infectious diseases, such as COVID19 there is a need to 
intercede promptly to stop the spread of disease. Thus, a surveillance system offers swift untimely alert-
ing information from clinics and laboratories.

A DESCRIPTION OF THE TARGET AUDIENCE

Primary Audience: Undergraduate, Post graduate students; Ph.D and Research Scholars as well as 
Faculty of various Universities.

Secondary Audience: Any one part of scientific community or General Readers who want to explore 
this Topic.

Review of Data Mining Techniques Used in Health Care

Data mining play a very vital role to convert the medical data like text, image, and graphs in to meaning-
ful new data which helps to take the better decision. In this paper an overview of the current research 
being discussed out using the data mining techniques for the finding, analysis and prediction of various 
diseases. The focus of this study is to identify the well-performing data mining algorithms used on 
medical and clinical databases. There are multiple algorithms have been identified: Text based min-
ing, Association rule based mining, Pattern based mining, Keyword based mining, Machine learning, 
Neural network Support vector machine, Apriori algorithm, k-means clustering and Natural language. 
Analyses of the algorithm show that there is no single algorithm or model which are more suitable for 
diagnose or predict the diseases. In some scenarios some algorithms work very well but not in another 
data set. There are lots many example in clinical or medical research where the combination of different 
algorithms gives good results.

Detection of Diabetic Retinopathy With Mobile 
Application Using Deep Learning

High glucose level disrupts the structure of the retinal layer in the eyes and causes diabetic retinopathy 
which is characterized with new pathologic blood vessels in the eyes. Although diabetic retinopathy is 
not clear at the beginning of the disease, it is the most common problem in people who have diabetes. It 
causes blindness or cloudy vision if it is not diagnosed at the beginning of the disease. For early diag-
nosis of diabetic retinopathy, regular fundus controls and examination of the edema in the vessels of the 
retina are made periodically by ophthalmologists. Within the scope of this study, it is made possible to 
provide the early diagnosis and the level of diabetic retinopathy by using deep learning, image processing 
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methods, and convolutional neural networks of the retina. In order to provide ease and rapid of diagnosis 
of diabetic retinopathy in daily life, the diagnosis protocol has been turned into a mobile application. 
With the mobile application, both the diagnosis and more regular results of the diabetic retinopathy can 
be obtained easily and practically.

Android-Based Skin Cancer Recognition System 
Using Convolutional Neural Network

Skin Cancer which is one of the most common types of cancer in the world is a malignant growth seen 
on the skin due to various reasons. There was an increase in the number of the cases of skin cancer 
nearly 200% between 2004-2009. Since the ozone layer is depleting, harmful rays reflected from the 
sun cannot be filtered. In this case, the likelihood of skin cancer will increase over the years and pose 
more risks for human beings. Early diagnosis is very significant as in all types of cancers in skin cancer. 
In this study, a mobile application is developed in order to detect whether the skin spots photographed 
by using the machine learning technique for early diagnosis have a suspicion of skin cancer. Thus, an 
auxiliary decision support system is developed that can be used both by the clinicians and individuals. 
For cases that are predicted to have a risk higher than a certain rate by the machine learning algorithm, 
Early diagnosis could be initiated for the patients by consulting a physician when the case is considered 
to have a higher risk by machine learning algorithm.

mHealth: A Resolution in Improving Global Health

mHealth or Mobile health care has become an increasingly important issue in several disciplines such 
as health communication, public health, and health promotion. This enables the users to use portable 
devices such as smartphones, smart bands or tablets for health monitoring purpose. The users have the 
ability to utilize software applications to interact with mobile devices and store relevant data for further 
classification and diagnosis. The apps then process the gathered data using the given algorithms and 
provide the user with personalized diagnosis, and further recommendations for treatment and even sug-
gestive measures to improve general health and fitness. Another benefit of mobile technology is that the 
data and health statistics of a single patient can be compared with large data sets to facilitate treatment 
and proper guidance. Doctors, nurses, and other health professionals use mobile devices to access patient 
information, databases, and resources. Help in today’s world is just a click away.

Computational Studies in Breast Cancer

Early detection of breast cancer is a world-wide need as many hospitals have appeared in commitment 
of research pathway. As per who (world health organisation), early detection of breast cancer boosts the 
choice of making corrective judgement on medication plan. This corrective choice helps women to save 
themselves from expensive and unwanted medical test and treatment. Physical observation and medi-
cal history play an important role in diagnosing this disease; however, for detailed understanding some 
reliable and accurate methods are still required. This paper reviews existing computational methods and 
need of novel algorithms that can help in accurately diagnosing this disease. Correct diagnosis and yield 
results devising treatment strategy. For correct diagnosis micro-array gene expression data is widely 
used, this paper highlights various computational studies done on breast cancer microarray data. This 
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review highlights the benefit of computational model being an impressive tool for discovery of cancer 
along with devising its therapies.

The Role of Genetic Data Analysis for Precision Therapy in 
Cancer: Personalized Medicine Concept in Cancer Treatment

Cancer has been known as a devastating disease which takes thousands of lives every year. And since 
this is a heterogenous disease, therefore standard treatments, like chemotherapy, radiation & chemo-radio 
therapy are effective in specific patient population subset only. Genetic differences play a very crucial 
role in defining cancer susceptibility and also in determining the drug’s efficacy by affecting regulation, 
expression & activity of drug metabolizing enzymes, drug transporters & drug receptors. This genetic 
variability of the disease lends itself to the emerging field of precision or personalized medicine. There 
are some specific ways of acquiring data for precision or personalized medicine approach like genome 
wide association scan (GWAS). This is basically identification and scanning of biomarkers throughout 
the complete DNA/genome of several individuals to study any type of genetic variations which are linked 
with any form of cancer.

The Role of eHealth Interventions in Improving Clinical Outcomes 
and Overall Health for Prostate Cancer Patients: A Review

Globally, prostate cancer is a major health care problem. It is among the most frequently diagnosed 
malignancies and is the primary cancer in males in North America and the Caribbean, Europe and some 
parts of Africa. Mobile health interventions afford prostate cancer patients in following prostate specific 
antigen results including trends, getting a better understanding of the severity of their disease and evalu-
ate carefully the benefits and risks of the available treatment options. This review will examine the use 
of mobile health applications in prostate cancer research particularly in (i) clinical decision of selecting 
best treatment option or active surveillance, (ii) monitoring disease- and treatment-related symptoms, 
(iii) oncological and supportive care, (iv) treatment decisions, and (v) health literacy and promotion of 
physical exercise. The benefits of telemedicine are discussed. Challenges will be examined and recom-
mendations given for the development and efficient use of mobile health applications by prostate cancer 
patients and healthcare providers.

Incautious Usage of Social Media: Impact on 
Emotional Intelligence and Health Concerns

The purpose of this chapter is to examine the Incautious Usage of Social Media and its Impact on 
Emotional Intelligence and Health. After a brief introduction to the emotional intelligence and the con-
ceptualisation and evaluation of this construct, this chapter discusses a variety of studies that shed light 
on the social media, emotional intelligence and health relationships. The idea of Emotional Intelligence 
(EI) is of unmatched enthusiasm for both the literature and inside scholarly world. This chapter discusses 
“Emotional Intelligence” and focuses on the evolution of EI by examining the different models. This 
chapter lists some applications of emotional intelligence in our daily life. The chapter also discusses 
how the abilities correlate with emotional intelligence and helps individuals cope with unsettling emo-
tions effectively and encourage pleasurable emotions to facilitate personal development and well-being.

xviii
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Epileptic Seizure Detection Using Machine Learning Techniques

Epilepsy is a brain disorder which can be defined as a short-time and temporary occurrence of symp-
toms because of abnormal extreme or synchronous neuronal activity of the brain. Almost one percent of 
the world’s population is struggling with epilepsy illness. The detection of epileptic seizures is mainly 
realized with reading the electroencephalogram (EEG) recordings by medical doctors due to the unpre-
dictable and complex nature of the disease. This process takes much time and depends on the expert’s 
experience. For this reason, automatic seizure detection using EEG recordings is necessary and of great 
importance for the comfort of medical doctors and patients. While detecting epileptic seizure automati-
cally, machine learning techniques are used in the field of computer science. This chapter deals with the 
methods, approaches, models and techniques which are utilized to detect epileptic seizures.

Public Health Surveillance System-Infectious Diseases: Surveillance System

To guard people against some grave infectious disease, the surveillance system is a key performance 
measure of global public health threats and vulnerability. The diseases surveillance system helps in public 
health monitor, control, and prevent infectious diseases. Infectious diseases remain major causes of death 
all-inclusive, novel rapid increase emerging infections in the rate of diseases or geographic range it’s 
important to monitor and surveillance worldwide for developing a framework for risk assessment and 
health regulation. Surveillance system helps us in understanding the factors driving infectious disease 
and developing new technological aptitudes with modeling, pathogen determination, characterization, 
diagnostics, and communications. This chapter discussed surveillance system working, progress toward 
global public healthy society considering perspectives for the future and improvement of infectious 
disease surveillance without limited and fragmented capabilities, and making even global coverage.

Applications of Nanoparticles in Various Fields

Nanoparticles (NPs) are tiny particles having dimensions ranging from 1 nm to 100 nm. Nanoparticles 
are field of profound scientific interest, on account of diverse conceivable applications in various fields 
such as electronic, optical, agriculture, biomedical etc. Many of the interesting properties of nanopar-
ticles are intimately linked on shape and size of nanomaterials. In nanoparticles percentage of surface 
atoms are high, nanoparticles show properties dependent on shape which are utilized in catalysis, optics, 
data storage etc. Further, the physical properties of nanoparticles such as melting point, density, optical 
properties, electrical conductivity, chemical stability etc. make them suitable candidates to be utilized 
in several fields. Many of the nanoparticles have been widely studied and many applications explored 
for example gold and silver nanoparticles, while research is being carried out to investigate the probable 
applications in several other fields. This review provides the readers a summary of the applications of 
various nanoparticles.

Internet of Things (IoT) in Healthcare

The recent decade has seen considerable changes in the way the technology interacts with human lives 
and almost all the aspects of life be it personal or professional has been touched by technology. Many 
Smart devices have also started playing a vital role in many fields and domains and the Internet of Things 
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(IoT) has been the harbinger of the advent of IoT devices. IoT devices have proven to be monumental in 
imparting ‘smartness’ in the otherwise static machines. The ability of the devices to interact and transfer 
the data to the internet and ultimately to the end-user has revolutionized the technological world and has 
brought many seemingly disparate fields in the technological purview. Out of the many fields where IoT 
has started gaining momentum, one of the most important ones is the Healthcare sector. Many wearable 
smart devices has been developed over time capable to transmit real-time data to hospitals and doctors. It 
is essential for tracking the progress of the critically ill patients and has opened the horizon for attending 
patients remotely using these smart devices.

IoT in Healthcare Using Clinical Decision Support System

Most of the developing countries face major problems in providing quality healthcare. It is very essential 
to move the health stream to a higher level with more effective. Though medical care is improving, due 
to the enormous amount of data, making the decisions is more complex. The technology already links 
patients, providers, and customers in many ways that are converting the patient experience and delivery 
of care. This chapter reveals the importance of healthcare by using CDSS along with IoT. By combining 
connected devices with CDSS will help the clinicians to take decisions immediately for any disease. It 
provides an efficient, effective quality measurement, and enhancement because of its ability to get the 
data of any patient at any time anywhere.

CONCLUSION

In modern health system, health surveillance and health intelligence may play an important role to it. 
There are many informal sources useful for gathering data related to health system. So, there is a need 
and challenge of interpreting and analyzing these data so that useful findings can be utilized, directly 
and indirectly related to them.

Objective of this Book is to identify data-points, collected by health surveillance activities to meet 
diagnostic definition of cases. Time series analysis of geographic distribution of data as well as predic-
tion of number of survival and non-survival cases from some particular diseases. The book has included 
chapters on and related to health intelligence which may help readers to know how health surveillance 
data can be made useful and meaning full value can be added to it. Health intelligence uses health surveil-
lance data to make it valuable and easy to extract information. The number of cases of disease meeting 
a diagnostic case definition. Health intelligence prediction about clinical complications can be used for 
prediction of reoccurrences of deaths from a particular disease or so. The book will prove very useful 
reading for those who are working in area of Health Intelligence.

This book can also be useful for those who needs reference about various contribution done by many 
experts. The contents of the book is really challenging and lot of research going on which will help 
readers to increase their knowledge about the Topic. This will help the scholars, students and industry 
people to really get an idea of what are the various application and scientific work going on in this area of 
driving how AI is deriving Health sector and helping health practitioners to predict disease intensity and 
which in turn gives grip of the latest technology and give a wide plot which keeps the readers engaged.

xx
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ABSTRACT

Data mining plays a vital role in converting the medical data like text, image, and graphs into meaningful 
new data, which helps to take the better decision. In this chapter, an overview of the current research is 
discussed using the data mining techniques for the finding, analysis, and prediction of various diseases. 
The focus of this study is to identify the well-performing data mining algorithms used on medical and 
clinical databases. Multiple algorithms have been identified: text-based mining, association rule-based 
mining, pattern-based mining, keyword-based mining, machine learning, neural network support vec-
tor machine, apriori algorithm, k-means clustering, and natural language. Analyses of the algorithm 
show that there is no single algorithm or model more suitable for diagnosing or predicting diseases. In 
some scenarios, some algorithms work very well but not in another data set. There are many examples 
in clinical or medical research where the combination of different algorithms gives good results.

BACKGROUND

Over the past years, people are more inclined towards the research on data that is being used in health care 
field. Researchers are rapidly using the medical data for evaluating the health care provided to patients 
and are also evaluating the healthcare feedback from patients and health divisions. The quality of this 
kind of evaluation is totally dependent on the quality of data they are using and also the completeness 
of data gathered from such units.
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During recent years, the healthcare professionals like hospitals, Clinics; medical practioners uses tech-
nologies for maintaining the records of patients as well as the treatments provided. Such records can be in 
the form of hospital information systems (HIS’s), electronic health records (EHR’s), electronic medical 
records (EMR’s), clinical decision support systems (CDSS’s), laboratory information systems (LIS’s).

Currently, medical health care givers uses Electronic medical records for recording the condition of 
patient’s health, like data related to the diagnosis of disease, prescriptions given, results of treatments, 
and procedures performed. This electronic based medical record system has become a valuable source 
for analysis performed at large-scale by health professionals. However, these records are diverse in na-
ture, and there is a sense of incompleteness, redundancy, and privacy of the data records being stored 
in EMR’s, due to these features it becomes tough to perform analysis of data directly. Hence, it requires 
to pre-processed data sources for improving the quality of data and also the analysis part. As the data 
stored is vast and vigorous so it needs to be processed differently with different technologies.

Here the data stored in EMR systems can be categorized in three different categories as given below:

1. 	 Structured data
2. 	 Semi-structured data
3. 	 Un-structured data.

Here, the structured form of data contains data information of patients like birth date and related 
information, medicinal drugs given, any sort of allergies if exist, vital information of patient like height 
and weight, blood group, blood pressure etc, all these information gets stored in the form of fixed mode 
data bases.

Whereas the Semi-structured data is consists of the patient’s information to be stored in the form 
of flow chart format, like that of RDF (resource description files), comprises of value, name and time-
stamp. And the Un-structured data contains the narrative form of data, like notes of clinical records, 
records of surgical data, summaries related to discharge of any patient from hospitals or medical unit, 
reports like radiology and pathology. Unstructured data stores very essential medical information but 
there is a drawback of common structural frameworks, and also chances of errors do exist in such form 
of data, like no proper use of grammar, errors in spelling, local dialects, and semantic ambiguities, all 
these results in increase of complexity of processing and analysis of data.

As for structured data, preprocessing technologies such as data cleaning, integration of data, trans-
forming data, and reduction in data are required. And for semi-structured or unstructured data, which 
contains health and medical related information and data, needs more complex and challenging process-
ing methods.

As per study in medical field, the data around medical and health division is either unstructured or 
semi-structured. So it becomes very difficult to manage such data. So there arises a need for handling such 
data to perform required functions. Hence data mining is one of the applications to perform operations 
on medical data. The adoption of data mining technique in healthcare field brings medical information 
technology into action and health practitioners believes in such technologies for improving the healthcare 
services and hence therefore can further helps in systematic innovations. However the resources required 
for managing such data in a mining process is a big challenge.

There are several benefits which are provided when data mining is used in healthcare related predic-
tion (Jain et.al 2019) such as adequate diagnosis to patients, detection of drug abuse, proper provision 
for treatments to patients, prior detection of diseases, and rate of survivability patients from disease etc. 
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There are various data mining methodologies that have been used and applied on health care data by 
various researchers like, classification, association, clustering etc. All these techniques or methodolo-
gies proved to be having a very important role in the healthcare sector for supporting process of deci-
sion making, in providing proper diagnosis, in selecting treatments and also predicting the diseases etc. 
(Tomari et.al 2015).

In paper, the author have reviewed data mining techniques that can be used in healthcare for improving 
the performance and efficiency thus by reducing the patient’s request processing time, optimized stor-
age requirements for storing the patients data thereby providing a real time data extraction and retrieval 
mechanism for such application.

INTRODUCTION

In early 1970’s, cost of storing the data was very high. But with the advancements in the field related 
to data gathering tools and Web in the last 25 to 30 years, one has seen a very large amount of data or 
information is being available in the form of electronic record format. And for storing such a huge amount 
of data, the size of database repository is increasing at a rapid rate. Such type of database repository 
contains very useful and valuable data. All this data may be very useful in process of taking decisions 
in any area. This all is possible just by data mining or by having process of Knowledge Discovery in 
Databases (KDD).

A healthcare industry requires data mining for discovering the knowledge and also finding patterns 
for making the decisions to make healthcare effective.

Data mining as per its definition, is nothing but the process of extraction of valuable or useful data 
or information from a voluminous and large source of data which was not known previously (Varghese 
and Tintu,2015).

In such large source of data, there lies a hidden number of relationships among such data, like re-
lationship between patient information and data and total number of days spent in hospital during the 
stay (Daliri, 2017).

Data mining requires the functionality of finding useful yet meaningful patterns, details, information 
from the large source of data.

Data mining technique is used in healthcare sector for the sake of classifying the diseases a patient 
is suffering from and also by assisting the health providers in giving the required treatments and thus 
managing the diseases. It also assists in prediction of duration of stay of a patient in the hospital, the 
diagnosis process, and accurate management information systems. All these data mining techniques and 
technologies helps in reducing the total expenditure made by patient for disease diagnosis and its cure 
and also for evaluating the symptoms that are responsible for diseases (Daliri, 2017). So the mining ap-
plications are having a pivotal role in healthcare. It is thereby necessary to perform collection, storing the 
healthcare data, preparing it and also mining this data for making it clean and right. Clinical practices of 
healthcare professionals and the standardization of distributing data all across the medical organizations 
for helping healthcare related data mining (Tomari et.al 2015). Thus mining greatly improves the data 
analysis process in health care sector. The enhancements in technologies and complexities in voluminous 
data make implementation of these mining strategies a bit difficult. Mining techniques had been used so 
far are, Neural Networks, decision trees, Support Vector machine, Naïve Bayes, Association rule genera-
tion, text based mining, pattern based data mining, keyword based mining, Natural language processing, 
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and genetic algorithm. All these techniques help the academicians in writing and publishing research 
papers. The process of data mining can be automated partially or fully, for analyzing uncertain volume 
of data such as data clusters, outlier detection and data dependencies. The patient’s records are extracted 
and stored, merged into a database on the basis of dataset selected which is used for the analysis purposes 
in diagnosis for obtaining more precise prediction results for making further decisions.

DATA MINING PROCES

The data related to healthcare industry is voluminous and vast, so there arise a need for transforming such 
data into meaningful information for making decisions. Mining such data provides a way in analyzing 
the complexity of data for generating further information. This mining process includes, collecting data, 
preparing data, then preprocessing the data and finally transforming the data in to desired result. This 
process of mining helps in discovering knowledge (Garg and Sharma, 2020) comprises of 7 stages that 
starts from selection to discovery of knowledge.

This figure elaborates the five stages that are used in discovering knowledge from large source of data 
[Tomari et.al, 2015, Sharma et.al, 2014, and Han, Pei and Kamber, 2011). Starting with the row data, 
data is selected then preprocessing, transformation, mining, interpretation takes place for extracting the 
knowledge captured as an outcome of all these above stages as shown in figure 1 are explained below:

Selection

The selection of data took place on the basis of some criteria. Like, all the people who are diagnosed 
with diabetes and thus we can find out the subsets of data with this criteria.

Figure 1. Data mining application
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Preprocessing

In this stage, the removal of extra data took place which is not required as per the criteria given in previ-
ous stage. Like, when pregnancy test is conducted on patient then sex of patient is not required to note 
down. This is also referred to as data cleansing stage.

Transformation

In this step, data required for the research purpose is transformed, like data related to a specific demo-
graphical area is useful in research related to market in context of healthcare.

Data Mining

This is used for fetching out the meaningful patterns from data.

Interpretation and Evaluation

In this stage, the patterns discovered from mining step are interpreted into knowledge. This knowledge 
is then used for making required decisions.

MINING TECHNIQUES OF DATA IN HEALTH CARE INDUSTRY:

The mining techniques are applied in the large complex voluminous data for discovering knowledge. The 
different data mining techniques used in healthcare are given below in figure 2 and also used analysis 
related to various diseases. The brief description of all these techniques is also explained in the further 
section.

Text Based Mining Technique

Text mining technique also known as mining text data is used get the knowledge that is hidden in health-
care industry’s unstructured form data. Through text mining unstructured data can be transformed in to 
valuable structured data. It handles heterogeneous data formats like text docs, emails, multimedia text, 
misspelled words, abbreviations, and multilingual posts. (Sun et.al, 2018)

Through text mining, new different topics can be easily detected in the same sentence. Its process starts 
with taxonomy creation, which helps in extraction of information and metadata association. Through text 
mining, further detailed information about the text itself can be achieved and can also helps in revealing 
patterns across thousands of documents in the data set.

The figure 3 given below explains the process of text mining briefly.
There are 4 stages in text mining process:

1. 	 Information retrieval
2. 	 Information extraction
3. 	 Knowledge discovery
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4. 	 Knowledge application.

Information retrieval phase is used for collecting desired text or data. Information extraction is used 
for extracting predefined data or text. The information extraction can be done by named-entity recogni-
tion (NER) and relation extraction (RE).

Knowledge discovery is used for the extraction of brand new knowledge from the text. And finally 
this Knowledge is applied as the unknown facts inferred from texts to practice.

Figure 3. Process of text mining

Figure 2. Mining techniques of data used in healthcare
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Association Rule Based Mining

Mining based on association rules is used for finding out the patterns which are frequent also helps in 
finding associations, and correlations present amongst the item sets or objects in information repositories. 
Rule based mining is very popular in discovering frequent and interesting relations existing amongst 
the data in a given database. Different measures of interestingness (Kulkarni et.al, 2017) are used for 
discovering frequent item sets among data by generating strong rules.

For example, discovering the symptoms of particular {Corona}, if the symptoms for this disease in 
healthcare are as {Fever, Dry cough, Tiredness} then a person is having Corona disease.

This sort of knowledge is useful for making better decisions and also giving proper treatments by 
healthcare professionals or medical experts to patients.

These mining rules works with two major important properties: Support and Confidence, here Sup-
port property indicates the frequency of appearance of any item set in database.

And Confidence is an indication that the association rule is true, and how often it is found to be true..
This value of Confidence for any association rule, with respect to a set of transactions, is the propor-

tion of the transactions that contains having Confidence can be further defined as:
The correlation between Support and Confidence is given as:

Confidence (AB) = Probability of (B|A)	

= Support_ count (AUB)/Support_ count (A) Support_ count (AUB)	

: giving the number of transaction containing the item sets A U B,
Support_ count (A): number of transactions containing the item set A. (M.Inbava LLi, 2015)

Association rule based mining process works in two steps:

1. 	 First, find all the frequent item sets, by keeping a count of total number of frequencies of occur-
rence of the item-sets in the database as a predetermined min. support count;

2. 	 Secondly, generate strong association rules from these frequent item sets by satisfying the min. 
Support and min. Confidence value.

Pattern Based Mining

Pattern based mining methods use templates, inference rules, and algorithms. Through pattern mining, 
frequent patterns can be mined or extracted from large databases (Metsker et.al, 2017). A frequent pat-
tern is defined as a pattern (or item set) satisfying criteria of min. Support threshold. A frequent pattern 
can be in the form of a simple frequent pattern, a closed pattern, or a max-pattern. Here pattern that exist 
frequently are called frequent patterns. And closed pattern means that there is no super patterns exist 
among data. And max pattern means that there is no frequent super pattern present in data.

Through pattern mining, association rules can also be generated for extracting the meaningful data 
or information as per requirement from database. These patterns can be in the form of multilevel or 
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multidimensional. Pattern mining helps in finding sequential, time series, structural, spatial, temporal, 
multimedia, image, text, and network patterns from large databases.

Keyword Based Mining

This is referred as mining the data on the basis of keywords present in the given database. It is the pro-
cess of finding for a list of keywords or phrases that are relevant for a specific task. This process uses 
tools related to mining keywords. These tools are basically search words from the given databases and 
retrieving one or more results. These results are the further databases containing the searched words or 
keywords, and required to be read each and every document for determining the relevancy of the same. 
(Park et.al, 2014)

Example

The frequently found keywords in some sentence related to medical field of describing patient with 
‘pain’, as the word ‘pain’; in the given diagram, the total number of occurrence of the keyword is writ-
ten in parenthesis.

Machine Learning

Machine learning is the field which ideally refers to as the way machines does learning from the expe-
riences acquired. The term “machine learning” is very much same as that of “artificial intelligence”, 
provided that the learning phase is the main characteristic of an entity called intelligent elaborated in 
the broadest sense of the word. (Kavakiotis et.al, 2017)

The main purpose of machine learning methodology is constructing a system or a machine like com-
puter system that can adapt and learn from its experiences. (Wilson et.al, MIT Press, 1999) An author 
named Mr. Mitchel, have given a more detailed and formal definition of machine learning as(Mitchell, 
1997): A computer program is said to learn from experience E with respect to some class of tasks T and 
performance measure P, if its performance at tasks in T, as measured by P, improves with experience E.

Tasks of Machine Learning

The tasks of Machine learning tasks are broadly classified into three categories (Stuart and Norvig, 1995).

Figure 4. Keyword mining result related to keyword: ‘pain’
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1. 	 Supervised machine learning: in this, the system infers rules from given training data,
2. 	 Un-Supervised machine learning: means the learning system infers the structure of unlabeled data,
3. 	 Re-Inforcement machine learning: means the system interacts directly with a dynamic environment.

Neural Network

Neural networks are basically represents the modeling of human brain.(Esteban et.al, 2017) A human 
brain consists of neurons, also called the building blocks of brain. There are billions of neurons in a 
human brain, where each neuron having a connection point ranges between 1,000 and 100,000. In the 
human brain, information is stored in a distributed manner and human can does extraction of more than 
one piece of this information from memory in parallel whenever required.

In multi-layer artificial feed forward neural networks, neurons called units are placed just like as 
that in human brain.(Suman Rout et.al, 2020) Here each neuron/unit is connected to other neuron/unit 
with certain coefficients. During training or learning phase, the information is distributed on to these 
connection points so that the network performs learning.

Neural network consists of three layers:

1. 	 Input layer
2. 	 Intermediate layer/ Hidden layer
3. 	 Output layer

The training data set passed at the input layer. In the network, on the intermediate layer, each con-
nection is assigned a weight. These weights are values which are learned from the events.

Support Vector Machines

A support vector machine (SVM) is also a machine learning algorithm which is used for classification 
and regression analysis. SVM follows the approach of supervised learning.(Kavakiotis et.al, 2017) This 
technique works by dividing data in to two categories. The outcome produced by SVM is in the form 

Figure 5. Artificial Neural Network
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of graph with sorted data which are separated by margins between the two. SVM can be used in text 
categorization, image classification, handwriting recognition etc.

Apriori Algorithm

Apriori algorithm works by finding out most frequent item sets from large collection of data. The frequent 
item sets are discovered with the help of candidate generation (Kulkarni et.al, 2017). The algorithm is 
called Apriori just because the new item sets are generated on each stage by using prior knowledge. It 
follows the approach also called level-wise search where ‘k’ number of frequent item sets are used to 
find ‘k+1’ number of item sets.(Freeda and Florence, 2017)And for improving the efficiency of search, 
Apriori property is used for reducing the search space.

Apriori Property states that “All non-empty subsets of frequent item set must also be frequent”.
The key concept of Apriori algorithm is its support measure factor.
Apriori algorithm follows bottom up approach, where frequent subsets are extended one item at a time.

K-Means Clustering

K-Means clustering technique is the most popular clustering algorithms in terms of its usage, its sim-
plicity, ease of implementation along with its efficiency when considered the feature of complexity of 
algorithm. (Aggarwal and Aggarwal, 2012)

The grouping of k-means is based on proximity to each other according to the Euclidean distance. 
This algorithm works by partitioning ‘n’ number of objects from ‘k’ number of clusters. Here ‘k’ is an 
input parameter and partitioned a set of ‘n’ objects from ‘k’ cluster. The average value of the object is 
taken as the resemblance to the parameter to form the cluster. Cluster mean is being formed by select-
ing ‘k’ number of objects randomly. By comparing the similarities with other objects, the other objects 
are assigned clusters. For each data vector, the algorithm works by calculating the distance between the 
data vector and each centroid using the equation (Shah and Singh, 2012). The procedural steps of the 
K-means algorithm are shown through flow chart as given below:

Figure 6. Support vector machine
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Natural Language Processing

Natural Language Processing (NLP) is used for enabling computers for understanding and processing 
human languages (Meystre et.al, 2008). As language is regarded as the way of communication by which 
one can speak, read and write. There arises a question that, can humans communicate with computers in 
their natural language? It becomes a challenge for developing NLP based applications because computers 
required structured data, and human speech is unstructured and ambiguous.

NLP research emphasizes on building computational models that can understand natural language. 
“Natural language” is language that is used to describe any language used by human beings, to dif-
ferentiate it from programming languages and other data representation languages used by computers 
(Meystre et.al, 2008).

Technically, the main task of NLP is to make programmed computers for analyzing and processing 
huge amount of natural language data (Jindal and Sharma, 2018).

Phases in NLP: There are six phases in Natural language processing which are listed as below.

Phonetics

It deals with how the words get pronounced.

Morphological Analysis

In this phase individual words are analyzed and tokens such as punctuations are separated.

Figure 7. Flow chart of working of k-means algorithm
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Syntactic Analysis

In this phase, linear sequencing of words is done to form structures showing relationship within words.

Semantic Analysis

In this phase, the structure that got created in earlier phase is assigned with meanings.

Discourse Integration

In this phase, dependencies among sentences are identified, which may lead to influencing the meaning 
of sentences.

Pragmatic Analysis

In this, the structure of sentence from above said phase is reinterpreted just to find out what it actually 
meant.

COMPARISON OF DIFFERENT DATA MINING TECHNIQUES

Below table gives the comparison based study of various data mining techniques along with their ad-
vantages and limitations.

LITERATURE REVIEW

For Literature review, approx.28 research articles related to mining of data or information in health care 
sector have been reviewed. The data given below explains the study of all these articles along with their 
description, journal info, author info, year of publication, datasets used, along with techniques used.

Text Based Mining Technique in Healthcare

Text mining can be used in healthcare industry, as the data in this industry is very much unstructured 
(Kavakiotis et.al, 2017). With the help of text mining implicit knowledge can be acquired that is hidden 
in the unstructured text. Information can be discovered from biomedical texts, such as identifying the 
reactions of any drug on patients, or in making prior decision about the symptoms drawn from patients.

Some of the research papers have been reviewed illustrating the use of text based mining in health-
care industry.
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1. 	 The researcher T. Katrien, et.al have come up with their article published in the year 2020, re-
lated to mining in healthcare data, had worked on text mining for extracting the information from 
healthcare data. The author uses the questionnaire for collecting the required information so that 
the data set can be generated for making decisions for betterment of health of patients. A total of 
1661 patients analyzed from 2018 to 2019 to make questionnaire. The author uses the target domain 
as data related to smoking status in cardiovascular population. (Katrien et.al, 2020)

2. 	 Another researcher Raja U,et.al have published an article based on text based mining in healthcare 
data in the year 2008, have elaborated the concept of text mining used in healthcare through the 
study. The author focuses on predictive modeling approach generated by text mining on Electronic 
clinical records. These models uses patients data or records and thus on its basis the errors in medi-
cal field are identified that results in deaths and significantly reducing these errors.(Raja U. et.al, 
2008)

3. 	 The researcher Frances B. Maguire et.al have come up with an idea of mining the data on the basis 
of text, where data considered was related to cancer registries, duly published in the year 2019, had 
also worked on text mining in healthcare by using the data set comprises of lung cancer data. The 
author uses flowchart for explanation. Author uses the technique of SAS along with text mining 
to find accurate and efficient lung cancer treatment text fields. (Maguire et.al, 2019)

Figure 8. Natural language processing
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4. 	 Author Wencheng Sun et.al published their article based on mining the text in medical health re-
cords, in the year 2018, had worked on data processing and text mining on Electronic health records. 
Author uses text mining through named entity recognition(NER) and relation extraction(RE) ap-
proach, along with machine learning technique considering the fact that the data in medical fields 
is unstructured. (Kavakiotis et.al, 2017)

5. 	 The researcher Revathi M. Nair et.al presented their survey paper on medical text mining, published 
in the year 2014, on text mining in healthcare explaining various text mining techniques that can 
be used in health care industry.(Revathi M. Nair and L. Sindh, 2019)

Table 1. Comparison of different data mining techniques

S. No. Techniques Advantages Limitations

1. Text Based Mining

     · Its predicting capability can benefit in finding 
best results. 
     · Easy to implement. 
     · Used widely in industries.

     · Large number of large databases makes it 
slower to performance. 
     · Requires large storage space. 
     · Hard to handle with synonyms.

2. Association Rule 
Based Mining

     · Can relate many topics on the basis of 
associativity between them

     · Large number of rule discovered. 
     · Non-interesting rules are also discovered.

3. Pattern Based 
Mining

     · Used to generate compact and effective 
structures based on frequent patterns. 
     · Similarity search can be achieved. 
     · Provides high accuracy of results.

     · Recognition of patterns is itself a tedious job. 
     · Consumes time and space as new patterns 
needs to be stored.

4. Keyword Based 
Mining

     · Generates good precision and recall factors, 
and a large number of terms that are highly 
relevant yet non-obvious to the given input 
keyword.

     · Faces problem with words having multiple 
meaning.

5. Machine Learning      · Effective in generating predictive models      · Requires massive store of training data 
     · Complexity level is high

6. Neural Network

     · Ability to work with incomplete data. 
     · Used for predictive modeling. 
     · Can be used for regression analysis and 
pattern recognition. 
     · Fault tolerance 
     · Self-learning results are drawn from 
experience within networks, deriving conclusions 
from a complex set of information.

     · Consumes vast amount of memory, time and 
cost. 
     · Hard to determine network structure. 
     · Draws effective results but costly.

7. Support Vector 
Machines

     · Works well when margin of separation 
between classes is clear. 
     · More effective in high dimensional spaces. 
     · Effective in cases where number of 
dimensions is greater than the number of samples. 
     · Memory efficient

     · not suitable for large data sets. 
     · Performance starts degrading when data set is 
noisy. 
     · In cases where number of features for each data 
point exceeds the number of training data sample, 
the SVM performance starts lowering down.

8. Apriori Algorithm      · Used for finding frequent item sets and 
association rules.

     · High execution time 
     · All subsets of frequent item sets has to be 
frequent too.

9. K-Means Clustering
     · Faster computation 
     · Works well with similar clusters means same 
size and density.

     · Does not work well if the clusters are of 
different sizes and different densities.

10. Natural Language 
Processing

     · Accuracy of result increases if relevant 
amount of information is provided. 
     · Provides answers to questions in natural 
language.

     · Does not have user interface. 
     · can built for a single and specific task only 
     · it is unable to adapt to new domains and 
problems because of limited functions.
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The table 2 given below will briefly explains the literature review of different research articles by 
different authors along with their working mode, advantages, datasets referred, and also the limitations 
of using the technique in healthcare system data.

Association Rule Based Mining in Healthcare

Lot of work has been done in this area of rule based mining in healthcare informatics. The Key amongst 
the uses is in matching patient’s diagnosis with symptoms which correlates a lot with the use of knowl-
edge based systems. Though, it is tough for inducing reliable rules in diagnostics from set of infinite 
number of permutations and combinations of symptoms because the resulting hypotheses can also have 
unsatisfactory prediction accuracy (Kulkarni et.al,2017). However, many researchers have come up with 
further enhancements and ideas in association rule generations for improving the prediction levels up 
to 90% along with (Park et.al, 2014) supervised learning methods.

Some of the research papers have been reviewed illustrating the use of association rule based mining 
in healthcare industry.(Kangethe et.al, 2014)

1. 	 The researcher Chun An Chou, et. all(Chun An Chou et.al, 2020) with paper explaining rule based 
mining in health related data duly published in the year 2020, had worked on association rule based 
mining for extracting the information from healthcare data by discovering rules between patients 
data and diagnosis information etc.. This paper helps in identifying unplanned transfer to ICU from 
emergency department due to unexpected clinical deterioration is formulated as supervised learning 
problem. The target domain used was that of data set of unplanned ICU transferred patients record. 
This data set was collected between years 2007 and 2010. The author used rule based analytical 
methods for finding significant associations between risk factors with optimization and data min-
ing. The author opted for this so as to improve critical care quality and also preventing mortality. 
4 sub groups of patient were considered for making data set like:
a. 	 Infection,
b. 	 Cardiovascular/respiratory disease,
c. 	 Gastro-intestinal,
d. 	 Neurological disease

Table 2. Brief literature review of text based mining technique in healthcare

Method Related Work Working Mode Data Set Advantages Limitation

Text 
Based 
Mining

     · Researcher T. 
Katrien, et.al 
     · Raja U,et.al 
     · Frances B. 
Maguire et.al 
     · Wencheng Sun 
et.al 
     · Revathi M. Nair 
et.al

     · Use of Questionnaire. 
     · Use of Predictive 
modelling approach 
     · Combining technique of 
SAS with text mining 
     · Use of NER & RE 
approach

     · smoking status 
in cardiovascular 
population 
     · Cancer 
registries

     · Easy to 
implement on 
limited data of 
patients.

     · Restricted to 
limited number of 
patients record. 
     · Quality of 
evaluation is dependent 
on quality as well as 
completeness of input 
data.

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



16

Review of Data Mining Techniques Used in Healthcare
﻿

2. 	 Another researcher Nikunj Domadia,et.al come up with their paper published in the year 2019, had 
worked on heart disease related data set of patients for generating association rules. The authors 
chose vertically partitioned data from healthcare data set.(Domadia et.al, 2019)

3. 	 Researcher Akbar Telikani, et.al presented a survey paper on association rule mining duly published 
in year 2020 by describing the association rule mining in health care. The author reviewed the rules 
according to meta heuristic approach.(Telikani et.al, 2020)

4. 	 The researcher Ashwini Rajendra Kulkarni, et. all have all published an article in the year 2017, 
based on association rule mining in healthcare. had worked on association rule mining along with 
apriori algorithm for finding frequent patterns, correlations, associations, casual structures among 
the sets of items or objects in transaction database, relational database. The data set used was based 
on Viral infective diseases.(Kulkarni et.al,2017)

5. 	 Another researcher Stephen M. Kang’ethe, et.al with paper based on Extraction diagnosis patterns 
in electronic medical records using association rule mining published in the year 2014, had worked 
on Extraction of diagnosis patterns in electronic medical records using association rule mining 
with apriori algorithm. The target data set domain was Hypertension, depression, lipoids, diabeties 
mellitus data etc.(Kangethe et.al, 2014)

6. 	 The researcher D.Sheilla Freeda, et.al have published an article on analysis of disease with the help 
of rule based mining in the year of 2017, The author also presented rule based mining methods 
of ARM along with SETM, AIS, Apriori algorithms. The data used for mining was comprise of 
diabetes data of patients used as target data domain. The claims SETM approach as the best method 
among other 3approach through study.(Freeda and Florence, 2017)

7. 	 Another researcher M.Harahap, et.al published their article in the year 2017,mainly focusing on 
association rule based mining on disease population so that the medical needs for a patient can 
be recommended. The researcher used 10 dominant disease data set from patients prescriptions. 
These prescriptions then used for identifying the relationship between diseases and medicines and 
hence helps medical health professionals in curing disease and treating the patients. Disease and 
related medicines were used for recommendation of appropriate medicine. Prediction of disease is 
done through medicinal drugs given to patients. The author used rule mining approach along with 
k-means clustering and apriori algorithm.(Harahap et.al, 2017)

8. 	 The author Lakshmi K.s.,et.al, also published their article in the year 2017, uses multicriteria for 
decision making by using association rule based mining.. This is the reviewed paper based study. 
The author considers the Correlation b/w diseases, diseases and symptoms, diseases and medicines. 
New methods for extraction of association rule from medical health records using NLP techniques 
were discussed. (Lakshmi K.s., G.Vadivu et.al, 2017)

9. 	 The researcher Wasif Altaf, et.al come up with their survey paper on applications of rule based 
mining in medical health related data duly published in the year 2017 explaining how association 
rule mining is used in healthcare industry. (Altaf et.al, 2017)

The table given below will briefly explains the literature review of different research articles by dif-
ferent authors along with their working mode, advantages, datasets referred, and also the limitations of 
using the technique in healthcare system data.
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Pattern Based Mining in Healthcare

Pattern based mining can be used in healthcare industry for predicting the interesting patterns from time 
series data or patients detailed data from electronic health records. Some of the researchers are working in 
this area. Some research work done by various researchers have been reviewed and presented in this paper.

1. 	 The researcher Jungsik Park, et.al with paper focusing mainly on fibromyalgia pain for identifying 
clinical distinctions duly published in the year 2014, had worked on fibromyalgia, a term in body 
pain. The author targeted the data set for doing research by collecting 399 memoires from FM data/
group website. The techniques used for fetching the required data was mainly pattern mining with 
keyword based text mining.(Park et.al 2014)

2. 	 Another researcher O. Metsker, published their paper on pattern based mining in the year 2017, had 
worked on cardiology dataset for determining patterns based upon text mining done in healthcare. 
Data of patients treated from 2009 to 2016 in the cardiology ward in Almazov National Medical 
Research Centre was considered as target data set for performing research. (Metsker et.al, 2017)

The table given below will briefly explains the literature review of different research articles by dif-
ferent authors along with their working mode, advantages, datasets referred, and also the limitations of 
using the technique in healthcare system data.

Table 3. Brief literature review of association rule based mining in healthcare

Method Related Work Working Mode Data Set Advantages Limitation

Association 
Rule Based 
Mining

     · Researcher Chun 
An Chou, et.al 
     · Nikunj 
Domadia,et.al 
     · Akbar Telikani, 
et.al 
     · Ashwini 
Rajendra Kulkarni, 
et.al 
     · Stephen M. 
Kang’ethe, et.al 
     · D.Sheilla Freeda, 
et.al 
     · M.Harahap, et.al 
     · Lakshmi K.s.,et.
al 
     · Wasif Altaf, et.al

     · Use significant 
associations between risk 
factors with optimization 
and data mining. 
     · Use of vertically 
partitioned data. 
     · Identify relationships 
amongst a large set of 
variables in a given dataset. 
     · Use of Meta heuristic 
approach 
     · Use of Apriori 
algorithm 
     · Prediction of disease 
through medicinal drugs.

     · Unplanned 
ICU transfer 
patients record 
     · Related to 
Heart disease 
     · Related to 
Viral infective 
disease 
     · Data related to 
diabetes mellitus 
data

     · Helps in 
associating many 
topics. 
     · Better prediction 
of diseases. 
     · Amalgamation 
of different 
algorithms for 
finding association 
rules. 
     · Training is 
faster.

     · Large number of 
rules generated. 
     · Non-interesting 
rules are also 
generated. 
     · Different 
medicine names 
under same chemical 
structure. 
     · Low algorithm 
performance
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Machine Learning in Healthcare

Machine learning in health care used for classification of patients with certain diseases and analyzing 
the data from large data store containing health related data or can say electronic health records from 
various healthcare departments.

Some research work has been done in this area and some of which is explained below through lit-
erature review.

1. 	 The researcher named Hamed Majidi with his fellow researchers produced an article in the field 
of healthcare about predicting the likelihood of survival of patients suffering from cancer through 
machine learning technique. The author had worked on patients data related to cancer and patients 
suffering from chronic diseases as the target data set and builds the predicting models through 
machine learning method. The author had considered the data related to disease like: breast cancer, 
female genital cancers and prostate, and urinal cancer. The article was published in the year 2015 
in the journal of Elsevier journal. (Majidi Zolbanin et.al, 2015)

2. 	 The Researcher M. Maniruzzaman, et.al has come up with their research article based on machine 
learning. The author presented the article in the year 2017. The author used data set from health 
care data targeting diabetes related data of patients. The author had worked on classification of 
patients with diabetes from rest of the patients records with the help of machine learning technique. 
Data is analysed using cross validation approach. Total 768 patients records were taken of which 
268 patients were having diabetes and 500 were controlled. (Maniruzzaman et.al, 2017)

3. 	 Another author I.Kavakiotis, et.al come up with their research article on machine learning duly 
published in the year 2017. The author had worked on prediction and diagnosis of diabetes on 
patients. The target dataset used was of diabetic records of patients from healthcare related data. 
The technique of SVM along with learning algorithms and machine learning was used. (Kavakiotis 
et.al, 2017)

4. 	 Another researcher Santiago Estaben and et.al have come up with their research article for develop-
ing and validating various different algorithms for classifying patient data from electronic health 
records data repository. The author uses the target data set consisting of data of patients suffering 
from diabetes from health records. The author have drawn 2 sample from year 2015 (n=800) and 
2005 (n=1663) for derivation and validation where the inclusion criteria used was age= >=40 & 
<80 years of patient. The article was published in the year 2017. The machine learning technique 
along with neural network approach was used for fetching the required data and generating learning 
experiences. (Esteban et.al,2017)

Table 4. Brief literature review of pattern based mining in healthcare

Method Related Work Working Mode Data Set Advantages Limitation

Pattern 
Based 
Mining

     · Researcher 
Jungsik Park, 
et.al 
     · O. Metsker

     · Use of keyword 
based text mining. 
     · Use of website for 
collecting information.

     · Data related to 
fibromyalgia pain 
in patient 
     · Data related to 
cardiology

     · Easy to implement. 
     · Use of pattern mining 
with keyword based text 
mining helps in extracting 
meaningful information 
from large set of input data.

     · Extracted patterns 
are unstructured. 
     · Required to 
structure the results.
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The table given below will briefly explains the literature review of different research articles by dif-
ferent authors along with their working mode, advantages, datasets referred, and also the limitations of 
using the technique in healthcare system data.

Some more literature review is done in the field of data mining in healthcare related data. Some 
reviews are listed below:

1. 	 The researchers Fatemeh et.al have published their survey based paper on discovering the knowl-
edge from healthcare related data in 2019 year. The author focuses on knowledge data discovery 
in data mining in healthcare. The author surveyed research papers from past 10 years. The author 
concluded his survey by giving suggestions on making the strategy work on more data sets, and 
considering more database.(Soleimani Roozbahani et.al, 2019)

2. 	 The Researcher Carlo et.al also has surveyed various papers from past years in the area of health-
care. The authors have discussed various researches and issues in the field of healthcare and also 
elaborated how AI can be used to enhance E-health. This survey paper was published in the year 
2019.(Combi et.al, 2019)

3. 	 The other author Estela S.Estape et.al have also done the survey based study on using data mining 
in healthcare for enhancing the care provided to patients and also thereby reducing the cost of it. 
This survey based paper has got published in the current year 2020.(Estape et.al, 2020)

4. 	 Another author Subhash Chandra Pandey has published his review based paper on how one can 
improve the care provided to patients in terms of health. The author focuses on the impact data 
mining has on healthcare for enhancing the medical care and also reducing the cost of medical 
care. Also have discussed various techniques of data mining used in healthcare along with their 
pros and cons respectively. The author have concluded that, as the healthcare data is unstructured 
so collaborating more than one data mining techniques together for providing better results rather 
than using single technique. This review based paper was published in year 2016.(Subhash Chandra 
Pandey, 2016)

5. 	 The researcher S. M. Meystre et. all have done their literature based review on finding patterns and 
then fetching out these patterns from medical based unstructured data. The author categorizes the 
medical text in to two categories: biomedical text and clinical text. The author uses NLP (Natural 

Table 5. Brief literature review of machine learning in healthcare

Method Related Work Working Mode Data Set Advantages Limitation

Machine 
Learning

     · Researcher 
Hamed Majidi et.al 
     · M. 
Maniruzzaman et.al 
     · I.Kavakiotis, 
et.al 
     · Santiago 
Estaben et.al

     · Based on biological 
human brain system. 
     · Use of predictive 
approach with supervised 
learning approach 
     · Use of SVM for 
prediction of diseases 
     · Uses neural network 
approach for developing 
and validating algorithm 
for classification of 
patient’s record

     · Data related 
to cancer 
     · Data related 
to diabetes

     · More accurate 
predictive models are 
built 
     · Can helps 
in identifying 
relationships amongst 
dependent as well as 
independent variables. 
     · More accurate 
results

          · Hard to implement. 
          · Hard to interpret. 
          · High processing 
time if neural network is 
large. 
          · Quality of 
evaluation is dependent on 
rules feed into the model 
for prediction.
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Language Processing) technique for mining the information for further future predictions. This 
article has got published in the year 2008. (Freeda and Florence, 2017)

6. 	 There was another review based study published in 2014 year by authors Mathew Herland et.al 
based on big data in healthcare informatics. The author proposes various levels of studying data 
in healthcare like molecural, tissues, patients and population based levels. Each level has certain 
level of questions for extracting the information so that care provided to patients can be enhanced.
(Herlandet.al, 2014)

7. 	 Another survey based paper was published by Wencheng Sun et.al in the year 2017, majerly focus-
ing on the various different data mining techniques that can be used in health care data analysis 
along with their key features. (Wencheng Sun et.al, 2017)

8. 	 Another review based paper by authors Ogundele I.O et.al published in the year 2018, comprises 
the review based study on techniques, tools, processes, and related works of data mining in the 
field of healthcare data analysis. The author concludes the article by explaining health analytics 
stages, data (source and transformation), and specific areas of application in data mining. This 
knowledge will then helps in reducing the cost spent and making accurate decisions from avail-
ability of voluminous and complex heath care data. (Ogundele I.O. et.al, 2018)

The data stated above briefly explains the literature review of different research articles by different 
authors along with their paper titles, author details, year of publication, journal details, data set referred, 
techniques used, a brief description of work done, along with limitations of using the technique in 
healthcare system data.

As data mining plays a vital role in health care analytics. In healthcare, the services provided to 
patients in order to cure the diseases they are suffering from, these medical practitioners can provide 
more effective and efficient services to patients only if the data extracted from medical data sources is 
knowledgeable and as per the requirements. This data extraction can be done in the form of patterns for 
making the right decision for solving the problem. All this is done to perform health analytics.

HEALTH ANALYTICS

The data extraction part from data mining in healthcare sector plays an important part in providing 
proper and sufficient care to patients.(A.Perer, 2012) These decisions can be made effective with the use 
of tools like, tools using statistics, tools based on computer, tools based on mathematical computation, 
tools using information technology etc. these tools helps medical practitioners, healthcare providers in 
making policies regarding better health care, also having improved working environments.

The health care related data are first collected from various health resources like hospitals, clinics, 
laboratories. After this, the collected data is then preprocessed. After this stage, the preprocessed data 
is then transformed. All this is done to perform health analytics.

There are four different ways in which health analytics can be performed and are mentioned below:

1. 	 Descriptive analysis
2. 	 Discovery analysis
3. 	 Predictive analysis
4. 	 Prescriptive analysis
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Descriptive Analysis

In this analysis, the data is represented in the graphical form so that the medical practitioners or the 
health professionals can interpret the data easily for making the corrective diagnostic decisions. With 
this method, the patient details like, symptoms, diseases diagnosed, number of patients treated with 
diseases, procedure of diagnosis followed by doctors etc all these data details can be given for improving 
the conditions and health of patients. In short, descriptive analysis helps in giving the summarize details 
of the past (historical) data so that valid and valuable information can be further generated. Descriptive 
analysis can be done by individual (A.Perer, 2012) faculty of medical field since it is easy to use and 
the simplest method.

Discovery Analysis

In this method, the knowledge has been discovered through data mining process in healthcare sector in 
order to conduct new experiments in the medical field. For example, one can discover altogether new 
drugs for curing a disease from previously known drugs. Discovery analysis (A.Perer, 2012) also helps 
in discovering new treatment methods for curing the diseases also helps in discovering new finding 
about the disease and medications can be used for prevention of disease from past known discoveries.

Predictive Analysis

Predictive analysis mainly emphasizes on the information to be used. It gives the insight of what can 
happen in the near future. Thus it collects all the information and data from the past histories and then 
generates patterns from the datasets information extracted from history for predicting the future. As the 
healthcare related data is voluminous and very vast, so this feature makes predictive analysis techniques 
to be used in data mining. Several questions can be answered through this technique like: what are the 
medicinal drugs that can be used for treating the patients? What are the adverse effects of the disease 
on others? What are the signs and symptoms? How patients are reacting to a particular medicinal drug? 
Predicting (A.Perer, 2012) all these results of patients and then allocating resources properly. Predic-
tive analysis also helps in identifying future probabilities and trends for predicting future occurrences.

Prescriptive Analysis

This analysis is applied when we have multiple options for solving a health related problem for giving 
the best prescriptive analysis. Several questions can be answered through this like: keeping in mind, 
how does someone respond to the potential future events, It helps in the field of healthcare in providing 
treatments and giving prescriptions (A.Perer, 2012) of medicinal drugs. Doctors can compare several 
medicinal drugs by comparing their positive effects and side effects before prescribing. Thus in this way, 
prescriptive analysis can be used in providing most accurate results from a problem.
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DATA MINING APPLICATIONS

There are various areas in the field of healthcare where data mining can be used for better outcomes. 
Data mining plays a vital role in giving treatments to patients suffering from diseases, diagnosis of dis-
ease related decisions, preventive care, giving away prescriptions thus providing better care to patients 
by optimizing results. Since the health care related data is vast and unstructured and has information 
like patients record, personal information of patients, treatments provided, drugs prescribed, over all 
diagnosis status of patients and also the cost of diagnosis. All these data or information are needed for 
analyzing purposes and for extracting meaningful data and knowledge from healthcare related data.

Data mining applications in healthcare are listed below.

•	 Treatment effectiveness
•	 Healthcare management
•	 Fraud & abuse
•	 Hospital Infection Control
•	 Smarter Treatment Techniques

FUTURE RESEARCH OPPORTUNITIES

Here is the list of different research gaps found out during the literature review of various different 
research articles illustrating the implementation issues from previous work. The list given below also 
gives suggestions for future research opportunities.

•	 Research can be done to find out best correlations between condition of patient and reactions of 
drugs on them. This could help health professionals in giving treatments that may not be evident 
due to clinical research alone.

•	 As 90% of health data is unstructured, so research can be done to extract relevant information from 
unstructured data is itself is a challenge. So no single data mining techniques can give good results 
alone. And needs to do collaboration of more than one technique for better outcome also taking 
care of privacy of patient’s data.

•	 There is a problem of process and method for organizing and classifying large amount of text. So 
research can be done on large amount of data.

•	 Can associate diseases together through support and confidence factor for finding out more spe-
cific causal relationship present within them for predicting more accurate diseases and then cure 
it with right medicine.

•	 More information about the co-morbid diseases can be further added to datasets for improving the 
effectiveness of prediction based models, and hence will result in lowering down the treatment 
costs.

•	 As different pharmaceutical companies uses different labels or names on medicines with same 
chemical composition. So research can be done in generating rules based on composition of medi-
cines rather than names would considerably improve the prediction accuracy of system.
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•	 As the quality of evaluation is dependent on quality as well as completeness of input data, and 
through algorithm for retrieving information for healthcare, the effect of time and clinical practice 
on the outcome and implicating misclassification needs to be taken into consideration.

•	 Data mining with machine learning in healthcare sector on big enriched datasets can be applied 
for prediction and diagnosis of diseases and can be used for identifying patterns for best results.

•	 As medical dictionary has medical terms in vast number hence needs standardization, as praction-
ers uses different terms for diagnosis, issue of privacy of patient’s personal data in EMR.

•	 Research can be done in health informatics by focusing on data from all levels to find correlations 
and connections between them by giving doctors more ways of diagnosis, treatments and helping 
their patients.

•	 Implementation of neural network approach can be done for accurate results.

CONCLUSION

As this is the review based paper, here in this paper previous work done in the field of data analysis 
in healthcare through data mining is reviewed. In this research article, the background, definition, and 
processes of data mining, techniques used in healthcare are discussed, benefits and drawback of those 
techniques is also mentioned. Also how these techniques were being used in prediction and providing 
better health care solutions to patients, and health practitioners as well. The descriptive, predictive, 
prescriptive and discovery health analytics were introduced. Sources and transformation of health data 
were discussed. Related works of previous research were reviewed in the literature review section, and 
specific application areas of data mining in healthcare were also mentioned. Along with it, the future 
research opportunities were discussed briefly in the end.
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ABSTRACT

High glucose level disrupts the structure of the retinal layer in the eyes and causes diabetic retinopathy 
which is characterized with new pathologic blood vessels in the eyes. Although diabetic retinopathy is 
not clear at the beginning of the disease, it is the most common problem in people who have diabetes 
and causes blindness or cloudy vision if it is not diagnosed at the beginning of the disease. For early 
diagnosis of diabetic retinopathy, regular fundus controls and examination of the edema in the vessels 
of the retina are made periodically by ophthalmologists. With in the scope of this study, it is made pos-
sible to provide the early diagnosis and the level of diabetic retinopathy by using deep learning, image 
processing methods, and convolutional neural networks of the retina. In order to provide ease and rapid 
of diagnosis of the diabetic retinopathy in daily life, the diagnosis protocol has been turned into a mobile 
application. With the mobile application, both the diagnosis and more regular results of the diabetic 
retinopathy can be obtained easily and practically.
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INTRODUCTION

Technology made our life easier by facilitating our work in most areas by bringing new innovations every 
day. Although it has been suggested that the advancement of every technological development brings 
along various damages, technology makes daily life easier for people and finalizes problems that cannot 
be solved or even partially solved by certain and existing methods. These advantages have increased the 
place and importance of technology for humanity and have brought a new dimension to the functioning 
of our age and human life.

Recently, in addition to the development of computer and communication technologies, the technol-
ogy area called artificial intelligence is also receiving a lot of attention. Artificial intelligence is known 
as offering or exploring science field by using algorithmic solutions to problems based on the behavior 
of humans and living beings (Russell, 2016).

Increasing technological developments with acceleration have made it inevitable to be included in 
our life and seen and used math-based systems such as artificial intelligence, image processing, machine 
learning, and deep learning. Undoubtedly, the medical world comes first among them (Foster, 2014). 
Artificial intelligence and its fields provide the opportunity to obtain an early diagnosis and give faster 
results for the treatment of disease (Karaboğa, 2011). Studies on this area are increasing and developing 
day by day.

The fact that artificial intelligence in especially human health is used for the diagnosis of disease 
and produces good results and also gives good signs for the research of diabetic retinopathy and causes 
the studies on this subject to become widespread. Therefore, bringing to the literature new studies is 
very important.

There are almost 415 million diabetic patients in the world. It was reported that approximately 285 
million of them have diabetic retinopathy, and the 40 to 45 million diabetic patients who have diabetic 
retinopathy are seriously threatening to see (Christian Nordqvist, 2017). Diabetic retinopathy is one of 
the leading causes of blindness in the world (Christian Nordqvist, 2017). Therefore, ophthalmologists 
suggested that diabetic patients need a more frequent eye test. With the early diagnosis of diabetic reti-
nopathy; it is possible to prevent blindness as a result of diabetes and to improve the patient’s vision. 
According to studies, it is predicted that patients with diabetic retinopathy will reach 370 million by 
2030. Although these numbers are very serious and undeniable, to parallel the studies conducted with 
the development of technology aim to raise the awareness of the potentially risky patients, as well as the 
patients who have been diagnosed, and to reduce the number of patients.

Symptoms of diabetic retinopathy may be evident by the patient only at an advanced stage, but an 
ophthalmologist can detect the symptoms before reaching this stage. It is very important that diabetic 
patients have eye test at least twice in a year. In this way, the chances of early diagnosis and treatment 
of the diabetic retinopathy increase. Most commonly used methods detecting the diabetic retinopathy 
are expanded eye examination, fluorescein angiography (FA), and optical coherence tomography (OCT) 
(Clairhurts Eye Care, 2019).
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Technological systems such as artificial intelligence, image processing, deep learning, and machine 
learning are predicted to provide great assistance to medical professionals and students, the elderly, and 
people who are unfavorable in rural areas during the diagnosis and diagnosis stages of the disease. In 
this context, the methods used in the project and prepared the project benefited in a way that we can 
describe with a great degree in the stage of the project. In this study, the dataset was cleaned with the 

Figure 1. Ophthalmoscope
(Clairhurts Eye Care, 2019)
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image processing method and made ready to use dataset. Data were prepared for the use of CNN tech-
nology during the deep learning phase.

Figure 2. Optical coherence tomography (OCT)
(Eye Care, 2019)

Figure 3. Image of healthy retina photo
(IEEE DataPort, 2019)
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Convolutional Neural Networks (CNN) is preferred for use in this project because it has a high suc-
cess rate in image processing-based subjects. Training and prediction processes of the artificial neural 
network have been completed and included in the mobile application (Hubel, 1968). In mobile application 
development, both Android and iOS operating systems showed high performance in the application. Dart 
programming language is preferred by using Flutter SDK. The mobile application was tested on both 
tablets and smartphones. In this artificial intelligence and mobile application-based study, it is aimed to 
contribute to an early and easier diagnosis of diabetic retinopathy.

Figure 4. Image of retinal disease
(IEEE DataPort, 2019)

Figure 5. Image of retinal disease
(IEEE DataPort, 2019)
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BACKGROUND

In this section, it is mentioned that studies in the literature related to diabetic retinopathy about the 
removal of retinal vessels. Literature reflected these studies in the two separate classes. The retinal vas-
cular removal methods are classified into two groups; rule and supervised based. The algorithm in rule 
based methods, which is used to extract and successfully model the vessel using methods such as vessel 
tracking, mathematical form, adaptive thresholding, can distinguish bifurcation points and intersection 
points of the vessels. In supervised based methods, the retina vessels, called pixel processing or pixel 
classification, are also removed with the help of a classifier. Most of the current studies have been done 
mostly with supervised based methods. In this project, supervised based methods were used.

Figure 6. Light NPDR
(IEEE DataPort, 2019)

Figure 7. ModerateNPDR
(IEEE DataPort, 2019)
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RULE BASED OR MODEL BASED METHODS

In rule based vascular monitoring method, retinal vascular structure is obtained by following the vascular 
center lines. This process carried out from a starting point. The starting point can be selected manually 
or automatically. In published the first study used rule based method it was mentioned that extracted the 
vascular points manually used the features of veins such as the vein width of the veins, the beginning 
and endpoints of the veins, the direction and neighborhoods of the veins with the help of a matching 
filter (Chaudhuri S, 1989). Adaptive tracking algorithm consisting of recursive three stages to extract 
the retina network structure was preferred as an idea (Liu I, 1993). Following this study, it is determined 
only bifurcation point and intersection point of vein by removing the manual data entry with the width, 

Figure 8. Severe NPDR
(IEEE DataPort, 2019)

Figure 9. PDR
(IEEE DataPort, 2019)
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orientation and neighborhood information of the veins (Zhou, 1994). The algorithm of fuzzy clustering 
is presented to determine areas with veins or without veins (Tolias Y. A., 1998). Then, studies have been 
put forward to extract automatically determining the vascular points instead of manually determining 
the vascular points. In this study, the determination of the starting point is taken as reference according 
to the points where the contrast and saturation values are the least in the divided grid method of the 
images. Neighboring veins, which were encountered throughout the reference point, were determined 
according to their number and angle (Liu, 1993).

After these studies to extract the retina network structure, a math-based method has been proposed. 
After contrast operation, top-line transformation, a numerical method, was used and the retinal network 
structure was mapped (Walter T, 2001). By the beginning of 2001, a four-step method was developed 
to obtain the retinal network structure. This method consists of four steps consisting of remove noise, 
vessel pattern extraction, cross curvature evaluation, linear filtering stages, respectively (Gang L., 2002). 
Another method for the retina network structure extraction was the vessel images model through the 
Gauss function in 2002. Numerical based vessel structures are modeled with the help of Gauss functions. 
After modeling, vessel measurements were made using Gauss’s filter (Jiang X., 2003). For the first time, 
retinal vascular network was obtained using the local thresholding method (Mendonca A.M, 2011).

Following this, vascular intersections were determined. Genetic algorithm approach was proposed in 
the studies carried out to optimize the sensitivity of a matched-filtering (Al-Rawi M., 2007). The hybrid 
method idea was created by using the matched-filtering and ant colony algorithms together to extract 
the retina network structure and this idea was the first in this sense as a way of approach (Cinsdikici 
M.G., 2009).

SUPERVISED BASED METHODS

Supervised Based Methods, categorized as second class, are based on pixel classification or pixel pro-
cessing methods. Pixels are examined in two different classes as vein and not vein. It is tried to train the 
classifiers with the help of data or values on the images selected manually or automatically. The first 
supervised based approach in the literature is the use of the proposed backpropagation multilayer arti-
ficial neural network for determining the retinal vascular network. The image obtained from histogram 
synchronization, smoothing, and edge detection operations is divided into a square of 20x20 and the 
input vector of the artificial neural network is created. Then, it was classified and categorized as either 
a vein or not a vein as a central output value (Gardner G.G., 1996).

In another study, a multilayer perceptron neural network was created to determine the retinal vascular 
network. After recording the first principal component to classify each pixel on the retina image, the 
artificial neural network was fed with an input vector of 10x10 (Sinthanayothin C., 1999). As a result of 
image processing, optic disc region was determined by using saturation values in the data and vascular 
extractions from fundus images were performed using artificial neural networks (Sinthanayothin, 1999). 
Then, Hipwell developed an automated technique rather than a manual technique for the diagnosis of 
diabetic retinopathy in digital red-free fundus images as a result of training 102 fundus images (Hipwell, 
2000). A classifier idea, using the closest neighbor algorithm to extract the retinal vascular network, has 
been proposed. In this approach, 31 component feature vectors are used (Niemeijer M., 2004).

The vessel structure was detected by using color fundus images via support vector machines (Zhang 
X, 2005). Thanks to regression processes, damaged vessels were evaluated (Lupascu, 2008). Classifica-
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tion of the attributes was made by using feed-forward neural networks, and the vessel structures were 
determined. In this study, the classification process was made based on the analysis of 124 retinal images 
(Yun., 2008). Thanks to the global thresholding method, the optical disc region has been identified, and 
classification algorithms have been tested using image processing and histogram techniques (Lu, 2010).

Since supervised based methods are based on image processing and fundus images, studies have 
progressed in this direction. Then, it was detected microaneurysms with the help of mathematical mor-
phology and ‘Naive Bayes’ classifier (Sopharak, 2013). As a result of Mookiah studies, it was prepared 
an automatic screening system for non-proliferative diabetic retinopathy (NPDR) and DR detection 
(Mookiah, 2013). The idea of a system for detecting damaged vessels in the images has been proposed. 
This system was created by using different algorithms such as k-means algorithm and support vector 
machine (Naqvi, 2015). In the retina images processed in 2015, multi-layer sensor neural networks were 
used for the detection of the disease. In the analysis of the studies, statistic methods such as standard 
deviation, mean, and entropy were used (Bhatkar,2015).

PROPOSED APPROACH

In 2018, Chetoui suggested detecting diabetic retinopathy by using tissue features. Thanks to this idea, 
in this study, local energy-based and local triple patterned shape histograms were used. Classification 
of the project has been completed by using support vector machines (Chetoui, 2018).

In this section, detailed information about the content of the methods, which is used in this project 
and mobile application, is given. In this project, the valuable studies and their methods that took place 
in the literature were analyzed, and we focused the idea about this question “How can we make this 
project better?”.

As it is mentioned in the introduction section, Convolutional Neural Networks was used during the 
deep learning phase in this project. Among the most important reasons for using the Convolutional 
Neural Networks are its “up to date”, used in artificial intelligence studies in medicine, and its success 
rate in model training and prediction. Convolutional Neural Network algorithms are applied in many 
different areas such as natural language processing (NLP), biomedical, especially in the field of image 
and sound processing. This project has been the preference of the best results, especially in the field of 
image processing.

The project was started with the pre-processing phase and then a mobile application was developed 
synchronously. While the deep learning part of the project is being carried out, front-end user interface 
development has been made in the mobile application and the draft has been prepared. In pre-processing, 
image processing has been done for five thousand datasets that we have. The steps are as follows just 
like Figure 10:

•	 All images are cropped and resized using the resize script and pre-processing script.
•	 Images without retinopathy were projected using the rotation script; Images with retinopathy were 

reflected and rotated 90, 120, 180 and 270 degrees.
•	 After rotating and reflecting with and without retinopathy, the class imbalance has been resolved 

and detected several thousand images have retinopathy.
•	 In total, there are 5000 images processed by the neural network.
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•	 All images were converted to NumPy Arrays using the conversion script. NumPy Arrays com-
bined images and tags in an array and send the images to CNN.

•	 The model was created by using the TensorFlow and Keras libraries. For CNN, encoding was 
done by using anaconda as IDE and Jupyter Notepad within anaconda.

•	 The pictures are tagged and parsed the pictures used to train them in two different sequences ac-
cording to the labeling.

•	 The pictures were then brought to a fixed size (255*255) by grayscale method.
•	 The images are then passed through CNN and are called learning.
•	 The trained model can be saved and then tested with pictures.

As a result, 2 double values were obtained. We understood that the image is tested with these values, 
is closer to which cluster. For example [0.8966925 0.10330744] according to this result, 89% of the 
images belong to the first cluster. The success rate is higher than 0.7.

EyeNet uses three convolutional layers, each with a depth of 32. EyeNet is easy to use as it does 
not require an internet connection. Additionally on the model the local device can classify. No internet 

Figure 10. Steps of the proposed approach
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connection is required for the application to work. When deep learning is completed with the Convo-
lutional Neural Networks, the integrated operation of the developed mobile application was provided. 
The flowcharts are as follows just like Figure 11.

Next, information is given to have an idea about Flutter SDK and Dart language before moving on 
to exchange information about the mobile application. While flutter allows you to easily create a user 
interface, quickly add attributes, and fix bugs, it is also a cross framework that is on the agenda with its 
work on mobile devices with IOS and Android operating systems (Flutter, 2018).

Flutter SDK offers native application development environment, widgets include all critical platform 
differences such as scrolling, navigation, icons, and fonts to provide native performance on both iOS 
and Android (Flutter, 2018). Worldwide organizations have been developing applications with Flutter. 
Being open-source can be assumed as one of the most important advantages for us. Because Flutter is a 
flexible SDK, it can be used in Windows, Linux, or Mac environments. No experience needed in mobile 
application field to develop mobile applications with Flutter. The mobile application and application 
prototypes can be developed by learning Flutter, which uses the darts programming language, with little 
or no coding knowledge. Applications that reflect brand identity can be designed with Flutter, based on 
2D mobile applications development on Android and iOS platform. It is also possible to develop mobile 

Figure 11. Flowchart of the mobile application
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applications that require camera, location data, internet, storage and other 3rd Party SDKs using Flutter, 
just like on Native platforms (Maraci, 2017). While mention of the dart language above, of course, I 
think it is useful to explain it a little bit.

The Dart programming language published by Google in 2011 is used to develop mobile applications 
using the Flutter SDK. It has been standardized by Ecma. Its an open-source language is one of the best 
features that will work for us. Dart language is similar to the code sequence of the C programming lan-
guage which is class-based and object-based. It can be translated into the JavaScript language or native 
language on the system it is running on. Interfaces support abstracts, generic type, and optional types 
(Medium, 2018). It should be remembered that mobile applications and web servers, web applications, 
and IoT improvements can be made together by using mobile and Flutter SDK. Detailed information 
about the mobile application will be found in the next subtitle.

ABOUT MOBILE APPLICATION

Nowadays, although people are more conscious compared to the past and medicine is developing rap-
idly, chronic diseases and epidemics are rapidly spreading in this century. In fact, “Covid-19”, which is 
a global problem and has been declared a pandemic, can be shown as the most recent example of this. 
There are approximately 415 million diabetic patients all over the world (Christian Nordqvist, 2017).

Although this number is the highest in the last 100 years and expected to be close to 629 million in 
the next 25 years (Medicine, 2019). The fact that the numbers are so high and create a great risk through-
out the world played a role in the diagnosis process and the treatment methods for these diseases. Of 
course, the importance of computer technologies, machine learning systems, and artificial intelligence 
is an undeniable fact. Recently, many diseases can be diagnosed with machine learning techniques using 
artificial intelligence, and in this manner, the treatment process of diseases is accelerated, for example, 
cancer, etc. Therefore, considerable progress has been observed in computer-aided solutions in medi-
cal applications. However, an important point is that any disease cannot be diagnosed and treated with 
simple medical findings and different imaging and analysis are even required, for the diagnosis processes.

The main aim of this study is to solve the problem of medical diagnosis via artificial intelligence and 
make it a mobile application that has not been used in previous studies. In this mobile application, it is 
provided to diagnose the disease both by pulling the processed data from the image processing thanks 
to the image processing and by using the simultaneous eye photo with the help of the internal camera 
of the mobile device and 20 Dioptric Lens integrated with the apparatus to the mobile device. In this 
study, an image processing (IP) and deep learning focused system has been designed for the diagnosis 
of diabetic retinopathy (DR) disease. The system in question produces a classification oriented solution 
that capable of dealing with the data that requires a lot of analysis and that requires precision and that is 
a kind of machine learning sub-field that includes convolutional neural networks in deep learning. Thus, 
supervised based methods have been used in this study. In order to increase the diagnostic performance 
of the convolutional neural networks technique, two different IP (Image Processing) techniques were 
included in the pre-processing process, and even intelligent optimization was used in order to achieve 
the success of these techniques at the optimum level.
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When the literature was considered and the MESSIDOR dataset in the literature was taken into ac-
count for the diagnosis of disease studies within the scope of this study, a total of 1200 retina images 
were performed. One of the data sets planned to be used in our study is a small data set created by GitHub 
user “javathunderman” from DR definition data set in Kaggle (Arjun, 2017). The data set consists of 
2079 various retina images, which are taken at high resolution. In this study, 90% of these images were 
planned for model training, and the rest of them is planned to be used for testing and it was made as 
planned. The disease rating in the images was made in two ways.

The first of these is “healthy” with a label value of 0, and the second is “patient” with a label value 
of 1. These values are obtained from data set tag created by the user with the Github username “Javat-
hunderman” like Table 1a.

Another data set is the IDRid database which has been planned to be used as in Table 1b. This data 
set was taken by retina specialists at an eye clinic in Nanded, Maharashta, using the Kowq VX-10 digital 

Table 1a. Dataset tag created by Javathunderman

Tag Number Tag Number

0 Patient

1 Healthy

(Arjun, 2017)

Table 1b. Dataset tags of IDrid

Tag Number Other

0 No Disease

1 Mild NPDR

2 Moderate NDPR

3 Serious NDPR

4 NDPR

(IEEE DataPort, 2019)

Figure 12a. Interest over time
(Google, 2019)
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fundus camera. There are 516 retina photos in total with 4288x2848 pixels. This data set is classified 
into 5 categories by experts. These categories are “No Disease, mild NPDR, moderate NPDR, severe 
NPDR, and PDR” values separated by 0, 1, 2, 3, 4 labels, respectively just like Figure 3, Figure 4, Figure 
5, Figure 6, Figure 7, Figure 8 and Figure 9.

In the 21st century, we research almost everything that stuck in our minds thanks to mobile devices 
along with us and the internet which can give us instant information. Unfortunately, although all the 
information we obtain from the internet is not correct, it can give wrong information and cause people to 
be panic. According to the Global Web Index [Figures 12a,b,c] data, people, between the ages of 16-64 
around the world, using smartphone and social media approximately takes 2 hours and 54 minutes per 
person in a day! In countries such as the Philippines and Nigeria, this rate rises to 4 hours. The United 
States ranks 8th in this order with 1 hour 57 minutes. In the most searched categories in over the world 
in the Google search engine related to “health” [Figure: 12a] increased by 1400%.

When comparing people according to apply to health institutions and to research their complaints 
on Google, it is clearly seen that internet searches are preferred. The information related to “Diabetic 
Retinopathy” supports these results. Puerto Rico, Malaysia, Nepal, Ghana, and the UK are ranked top 
about doing research Diabetic Retinopathy on Google.

Figure 12b. Interest by region
(Google, 2019)

Figure 12c. Countries
(Google, 2019)
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Diabetic Retinopathy can cause blindness, this risk makes it very important. In this context, the proj-
ect “Mobile Application Development for Diagnosis of Diabetic Retinopathy” has been inevitable. In 
addition to facilitating daily life while making this application; It is aimed to reach and help the doctors, 
medical students, patients and the suspicious masses.

In this project, an artificial intelligence-supported mobile application was developed for iOS and 
Android mobile devices by using Flutter SDK, an up-to-date and useful mobile application development 
environment, to speed up the diagnosis of diabetic retinopathy disease and to bring the computer science 

Figure 13. Information Schema About Mobile Application
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and medicine a little closer. In this mobile application, which is compatible with every mobile device, 
the degree of the disease is automatically determined in seconds by taking fundus photographs through 
the 20D lens integrated into the camera using the patient’s data.

The usage scenario of the mobile application detail is given in Figure 14. If we examine this scenario 
in detail;

Screening results are given in 2 groups as “Result: 0 Healthy”, “Result: 1 Diabetic Retinopathy”. 
With the principle of “universal colour seriousness experience”; green in case of normal level (Figure 
13.), red in case of more serious (Figure 13.) were used.

If a healthy eye is tested with a mobile application, as seen in the scenario; the interface gives us the 
“Healthy” result. This green color indicates that the eye is healthy and there is no problem according 
to user experience.

The red alert tone gives the user a hazard warning that serious visual impairments and symptoms that 
may lead to blindness may develop in the future. The user receiving this warning should seek help from 
a specialist by not neglecting the symptoms of the disease as soon as possible. This information should 
be remembered because this situation can cause vision loss. For this reason, in the in-app notifications, 
the warning “it is recommended to get support from a health institution” is stated.

USAGE OF MOBILE APPLICATION

The interface designed specifically for all users of all ages to operate easily is as shown in Figure 13. 
Simplicity is preferred in UI design in order to facilitate usage and provide practicality in the interface 
that minimal perspective kept the foreground. The usage scenario of the mobile application with 20D 
lens, detailed is given in Figure 14.

Figure 14. Diagnosis of diabetic retinopathy
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SOLUTIONS AND RECOMMENDATIONS

Mobile application was run in this section. The content of the application is provided. The pages of the 
mobile application are displayed in the content. The results are given in a separate section.

When first opening the application, the splash screen (figure 15a) is shown. When most mobile 
application opens, there will be a screen that shows the logo and the name of the application for a few 
seconds before going away. This screen is called the splash screen. This screen can be thought like a 
losing screen. After splash screen, welcome page of the application will open.

Figure 15a. Splash screen
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Welcome to diabetic retinopathy scanner page as shown in Figure 15b, is designed to welcome the 
user to the application. Clicking the skip button will lead the user to the main page.

In the home page of the mobile application in Figure 15c, a little summary of how to use the appli-
cation and information about diabetic retinopathy is given. In the main page as well as the other pages 
menu section, navigation of other pages can be made.

As soon as clicking the “Select Photo” button in Figure 15d, the desired photo from the retina im-
ages, which is taken via the 20D lens or previously saved in the gallery, is selected and uploaded to the 
application. Selected retina photos will be displayed in the Downloads section.

As shown in Figure 15e, the photo taken from the gallery is shown and the result of the model is 
written accordingly. If the retina is healthy it writes healthy otherwise it diabetic retinopathy is written 
to the page.

In the camera page in Figure 15f, with the help of a 20d lens, the retina image is taken and uploaded 
to the application and processed through tflite model. With the result that the model gives, according 
page will open up.

Figure 15b. Welcome To diabetic retinopathy
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The about us page, as shown in Figure 15g, contains information about the developers of the applica-
tion. These pieces of information are name, surname, university, and email addresses.

In this section, the success rate of the trained model and outputs of the application are given. By 
using the tflite file that is converted from trained Keras model in the application, the patient’s diabetic 
retinopathy status can be determined with 0.78 success rate. The screenshots obtained from the mobile 
application named “Diabetic Retinopathy Scanner” that is developed under the “Development of a mobile 
application for detection of diabetic retinopathy” project are shown in Figure 16a, Figure 16b, Figure 
16c, Figure 16d and Figure 16e, respectively.

Figure 15c. Home page
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FUTURE RESEARCH DIRECTIONS

In the future of this project, it’s planned to increase the data size and improve the model score. It is also 
planned that with better labeling and classifying, to see not only if the patient has diabetic retinopathy 
but also with a grade of retinopathy the patient has.

Figure 15d. Select photo
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CONCLUSION

According to the data that was released in 2015 by the International Diabetes Federation, one out of 
every eleven has diabetes. Also half of the patients do not know that they have diabetes. For this reason, 
people do not realize that they have diabetic retinopathy. There are comprehensive studies being made 
today for analyzing medical images. In this chapter, diabetic retinopathy (DR) was tried to be detected by 
using colored retina images. With the help of deep learning this problem was solved using two methods: 
preprocessing and classification. In general, variables and methods used in this work are going to ease 
the work done for the detection of DR in diabetes research and treatment centers.

Figure 15e. Scan from gallery
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Figure 15f. Scan from gallery
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Figure 15g. About us
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Figure 16a. Result: 0 DR!
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Figure 16b. Result: 1 Healthty
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Figure 16c. Result: 0 DR!
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Figure 16d. Result: 1 Healthty
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KEY TERMS AND DEFINITIONS

Convolutional Neural Network: It is a class of deep neural networks, most commonly applied to 
analyzing visual imagery.

Deep Learning: It is a machine learning method using multiple layers of nonlinear processing units 
to extract features from data.

Diabetic Retinopathy: It is a diabetes complication that affects eyes. It’s caused by damage to the 
blood vessels of the light-sensitive tissue at the back of the eye.

Image Processing: It is a method to perform some operations on an image, in order to get an enhanced 
image or to extract some useful information from it.
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Machine Learning: Machine learning is an application of artificial intelligence that provides systems 
the ability to automatically learn and improve from experience without being explicitly programmed.

Mobile Application: A mobile application, most commonly referred to as an app, is a type of ap-
plication software designed to run on a mobile device, such as a smartphone or tablet computer.

Retinal Fundus: The interior lining of the eyeball, including the retina, optic disc, and the macula.
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ABSTRACT

Skin cancer, which is one of the most common types of cancer in the world, is a malignant growth seen 
on the skin due to various reasons. There was an increase in the number of the cases of skin cancer 
nearly 200% between 2004-2009. Since the ozone layer is depleting, harmful rays reflected from the 
sun cannot be filtered. In this case, the likelihood of skin cancer will increase over the years and pose 
more risks for human beings. Early diagnosis is very significant as in all types of cancers. In this study, 
a mobile application is developed in order to detect whether the skin spots photographed by using the 
machine learning technique for early diagnosis have a suspicion of skin cancer. Thus, an auxiliary 
decision support system is developed that can be used both by the clinicians and individuals. For cases 
that are predicted to have a risk higher than a certain rate by the machine learning algorithm, early 
diagnosis could be initiated for the patients by consulting a physician when the case is considered to 
have a higher risk by machine learning algorithm.
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INTRODUCTION

The cancer is defined as the emergence of malignant tumors when the division of cells or tissues are 
seen aberrantly and multiply. The uncontrolled growth of cancer cells in the body of an individual is the 
main reason of cancer including distinct illnesses (Lancaster Cancer Center, 2020). Despite the wide 
variety of cancer types, these distinct diseases are seen as the result of abnormal cell growth. When a 
treatment is not provided for the disease, it can cause severe health problems and loss of lives. One of 
these types is skin cancer (Medical News Today, 2020). Skin cancer is usually divided into two groups. 
These are non-melanoma and melanoma types (Armstrong and Kricker, 1995). According to the report of 
the World Health Organization (WHO), a range between 2 and 3 mil. people experience non-melanoma 
type skin cancer every year, while more than 100000 people have melanoma type skin cancer (WHO 
Report-1, 2020). Although melanoma is not seen very commonly, the disease is the deadliest of skin 
cancer types (Kasap et al., 2015).

According to another report of the WHO, it has been predicted more than 9 mil. individuals died 
from cancer in 2018 (WHO Report-2, 2020). Skin cancer is commonly encountered as a cancer causing 
death. According to the data obtained from the report, the most common cancers are given in Figure 1. 
When Figure 1 is examined, skin cancer cases are seen very much over the world. As with any cancer 
case, skin cancer is likely to cause death. Considering this situation, skin cancer is one of the serious 
problems that need to be addressed.

Skin cancer occurs when an error (mutation) is seen in the cells’ DNA in the skin. Such mutations 
are the reason of growing uncontrollably and create a huge amount of cancerous cells (Narayanan et al., 
2010). Much of the DNA damage in skin cells comes from ultraviolet (UV-ultraviolet light) radiation 
found in sunlight and the lights used in solariums. Besides, some factors will increase the risk of skin 
cancer (Saladi and Persaud, 2005). These include light skin color, sunburn history, excessive sun expo-
sure, sunny or high-altitude climates, skin moles, precancerous skin lesions, family skin cancer history, 
personal skin cancer history, weakened immune system, and radiation exposure.

Figure 1. Globally highly seen cancer types
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Motivation and Contribution

Dermatologists make the diagnosis of skin cancer mainly by visual evaluation of pathological skin. 
However, since this is a subjective assessment, it is mostly based on the experience of the dermatologist. 
With the advances in technology, computer-aided systems have started to be used in the determination 
of skin cancer as in many diseases. Especially with the development of image processing technologies, 
the detection of skin cancer can be performed more easily and accurately compared to painful and costly 
methods such as biopsy. In the literature, for the detection of skin cancer many methods based on image 
processing and application of computer algorithms have been preferred. However, mobile application-
based diagnostic systems are limited and mobile applications are needed. In this study, a skin cancer 
detection system working on a mobile application system based on deep learning was developed. In this 
way, the skin cancer detection system, which can work directly on Android devices, is developed and 
contributed to the literature. When compared to other studies in the literature, the main contribution of 
this study can be summarized as follows:

•	 The most important advantage of the proposed diagnostic system is that can work on tablets and 
phones with Android operating system. The fact that the Android operating system is the most 
used mobile operation in the world will enable many patients or doctors to access the system.

•	 As patients and doctors are active on the developed system, early diagnosis will be provided. 
Thus, patients who are likely to have skin cancer detected by the system will be encouraged to 
apply to the nearest health institution. Thereby, the number of people who die from a dangerous 
disease, skin cancer, will be reduced.

•	 Skin cancer diagnosis system specific to the proposed Android operating system is enriched with 
CNN, one of the deep learning techniques. Since there is CNN in the infrastructure of the system, 
there is no direct feature extraction step based on image processing techniques. Because the fea-
ture extraction phase is automatically done by CNN.

•	 This study sheds light on how readers can design such a system and how to construct its 
infrastructure.

Organization

The chapters of the book are given as: literature review has been performed via background section in 
the second chapter. In section 3, a convolutional neural network from deep learning techniques will be 
explained. The infrastructure of the mobile application-based skin cancer diagnosis system developed 
in section 4 will be discussed. In section 5, the results obtained in the study will be given. Finally, in-
formation about the conclusions and future works will be given for the researchers who want to work 
in this field in section 6 and 7.

BACKGROUND

There are many ways to treat skin cancer (Mogensen and Jemec, 2007). Generally, two steps are followed 
by doctors to diagnose skin cancer. These are physical examination and biopsy steps. In the first step, 
the color, shape and shape changes in the skin are examined by the expert by hand and eye. Then the 
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biopsy step is started. In this step, a piece is taken from where it is possible to have cancer. This piece is 
examined by a pathologist under a microscope and then diagnosed. If the disease is diagnosed, the treat-
ment process is started. In the treatment of skin cancer, it can change depending on many factors such 
as the location of tumor, patient’s age, progression degree, margins and dimensions, and the stage of the 
disease (Martinez and Otley, 2001). Generally, surgical intervention, regional treatments, radiotherapy 
and chemotherapy methods are applied to cure cancer cells (Neville et al., 2007).

Cancer disease covers a challenging process from diagnosis to recovery. In each of these challenging 
processes, there are doctors specialized in various fields and assistant health professionals. Besides, much 
medical equipment is used. Recently, due to the advancements in information technologies as computer 
software and hardware, many studies based on the computer have been developed to help physicians 
diagnose cancer (Kourou et al., 2015; Hu et al., 2018). Some of these studies are as follows:

•	 Brain tumor recognition (Manogaran et al., 2018)
•	 Breast cancer recognition (Azar and El-Said, 2014)
•	 Skin cancer recognition (Nahata and Singh, 2020)
•	 Lymph cancer recognition (Varol and İşeri, 2019)
•	 Thyroid cancer recognition (Anand and Koundal, 2020)
•	 Prostate cancer recognition (Puech et al., 2007)
•	 Lung cancer recognition (Polat and Güneş, 2008)
•	 Colorectal cancer recognition (Ito et al., 2019)
•	 Bladder cancer recognition (Liao et al., 2011)
•	 Pancreatic cancer recognition (Zhang et al., 2010)

Most of these studies are used retrieving data, computer algorithms, and image processing. Data min-
ing could be stated as a branch in the field of artificial intelligence. Data mining can also be explained 
as the method for accessing and mining information among large-scale data (Han et al., 2011). In other 
words, it is the realization of the relations with computer programs that provide predictions from big data 
stacks. Automatic computer learning is the system modeling making estimations via mathematical and 
statistical operations over data (Alpaydın, 2020). There are many algorithms in machine learning. The 
structures and ways of working of these algorithms are different from each other. With these algorithms 
estimation, clustering and classification processes are performed. Image processing is the technique of 
obtaining useful information on digital images (Gonzales and Woods, 2002). There are many studies 
on skin cancer with the use of these three techniques together or separately (Hameed et al., 2016; Okur 
and Turkan, 2018). These studies are summarized as follows:

For the skin cancer diagnosis clinically, some techniques are found in the literature. These include 
ABCD rule (Stolz 1994), 7-point checklist (Argenziano et al., 1998) and Menzies method (Menzies et 
al., 1996). The most widely implemented method among these methods is the ABCD rule. In the ABCD 
method, A corresponds to the asymmetry, B to the border, C to the color, and D to the diameter. With the 
creation of this information, some conclusions can be made about the bulk by obtaining the ABCD score. 
Each of the ABCD values can be given as an input to machine learning algorithms as a feature. There are 
many studies in the literature using this approach (Kasmi and Mokrani, 2016; Ozkan and Koklu, 2017)

Segmentation could be noted as a technique used for the disease (Oliveira et al., 2016). Ilkin et al. 
(2018) finds the area of melanoma via dermatological images using the Mean Shift algorithm, which 
is also among the clustering methods. In the study, firstly, RGB color channel values are obtained from 
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tested images. After the color channel values are obtained, the image is flattened. After this step, the 
core bandwidth is obtained, which determines the size of the window to be moved over the image to 
access the data points in the image matrix. After the window size is determined, the Mean Shift algo-
rithm is run on the image to segment the melanoma areas. Researchers are tested using a data set of 
70 different dermatological melanoma images. A comparison is made between the performance of the 
system and the improved Canny edge detector algorithm. According to the results of the, it is observed 
that the segmentation performed with the Mean Shift algorithm yielded more successful results than the 
segmentation carried out via improved Canny edge detector algorithm.

Ilkin et al. (2020) uses the K-means clustering algorithm in terms of segmenting melanoma lesions 
on skin images. The results obtained by choosing 2 different center values in the K-means algorithm are 
compared with Mean Shift and Canny edge detection algorithms. The center values used are 2 and 4. 
To measure the success of the developed system, 70 macroscopic melanoma skin cancer images taken 
from the MED-NODE system are used. According to the findings of the study, it is noted that the lesion 
segmentation process on macroscopic melanoma skin images observed more successful results when 
the K-means clustering algorithm has been used for the basic segmenting algorithm in lesion segmenta-
tion procedures. The most successful result is obtained when the center value is 4. In addition to these 
studies, some of the popular clustering algorithms and statistical technique are also used in skin cancer 
segmentation. For example (Datar et al., 2008) use self-organization mapping, (Abbas et al., 2013) use 
Otsu’s thresholding, and (Silveira et al., 2009) use expectation-maximization.

In recent years, deep learning models have been preferred instead of classical machine learning and 
image processing techniques. The high success regarding machine learning models by neural networks in 
image classification (Krizhevsky et al., 2012) encourages researchers to use deep learning in computer-
aided diagnostic systems (Litjens et al., 2017). Deep learning studies are also implemented on skin 
cancer (Do et al., 2018; Zhang et al., 2019; Barata and Marques, 2019). Large data sets are needed for 
deep learning models to be successful. Also, the deep learning network has an overfitting problem. To 
cope with these problems, as much data as possible should be used in a balanced way. However, it is not 
always possible to have balanced and big data. For the solution of this problem, Ayan and Ünver (2018) 
recommend the data augmentation technique for skin lesions by making use of the deep learning technique.

Sahin and Alpaslan (2020) propose a SegNet architecture-based system for the segmentation of 
lesions on the skin. Besides, researchers are examining the effects of preprocessing steps on skin seg-
mentation performance, such as data magnification, color consistency, and hair removal on skin lesions. 
DullRazor (Lee et al., 1997) method is used for hair removal. Shades of the gray algorithm are used for 
Color Constancy. ISBI2016 dataset is used in the study. The dataset contains a total of 900 images. In 
the study, 0.907 performance is obtained according to the Accuracy metric without the preprocessing 
step. With the usage of the preprocessing step, the performance is improved to 0.935.

Akyel and Arici (2020) propose a new approach to hair removal and lesion segmentation based on 
UNET and image processing algorithms. Masks obtained by deep learning are optimized with image 
processing algorithms and it is aimed to predict lesion masks more accurately. ISIC 2018 data set is used 
in the study. 80% of the data is devoted to training and 20% to be a test set. When the results are examined, 
it is observed that success is 92% in lesion hair cleaning, and success is 94% in lesion segmentation.

Ünver and Ayan (2019) propose a hybrid model for lesion segmentation. In the study, the model 
based on a deep convolutional neural network called You Only Look Once (YOLO) is combined with 
the GrabCut algorithm. For the level of performance of the hybrid model, two important datasets have 
been benefitted. These are PH2 and ISBI 2017 datasets. 94% performance is obtained from the PH2 
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dataset according to the accuracy metric. Besides, the success is achieved by 96.4% in ISBI 2017 data 
set. Apart from the accuracy metric, performance is compared with specificity, Dice coefficient and 
Jaccard index metrics. To illustrate, 90% sensitivity was obtained for the recommended hybrid model 
in the ISBI 2017 dataset. The proposed model gives more successful results compared to other deep 
learning models. It gives close results compared to the models available in the literature.

Yıldız (2019) aims to diagnose a computer-aided melanoma. In the study, more than one deep learning 
model and classical machine learning algorithms are used. Deep learning models are AlexNet, GoogLeNet, 
ResNet and VGGNet models. Besides these methods, traditional artificial intelligence methods such as 
machine learning, nearest neighbor algorithm and support vector machine (SVM) are also tried. The 
name of the deep learning model proposed in the study is C4Net. 3920 dermoscopy images are used 
from the ISIC dataset. When the results of the study are examined, it is emphasized that the C4Net deep 
neural network model, which has a 96.94% accuracy, has higher classification performance than other 
methods. The most successful of the classical machine learning algorithms is the support vector machine. 
This result is 93.72% according to the accuracy metric.

Tan et al. (2019) suggest a hybrid lesion segmentation architecture. Particle swarm optimization, one 
of the heuristic algorithms, is combined with the deep learning model. Convolutional neural networks 
(CNN) from deep learning techniques are applied. Researchers add some search algorithms to the particle 
swarm algorithm. In this way, derivatives of the algorithm are created. Some added search algorithms 
are simulated annealing, levy flight, helix behavior, and differential evolution. Besides these methods, 
fuzzy C-Means clustering algorithm, one of the clustering techniques, is used. Particle swarm optimiza-
tion and its variants are preferred for the optimization of the CNN parameters and the centroids of the 
Fuzzy C-Means clustering algorithm. In the study, 3 different data sets are used. These are PH2, ISIC 
2017, and Dermofit Image Library. It is emphasized that the proposed methods give better results in all 
3 datasets than the existing methods in the literature.

Albahar (2019) has suggested a novel classification model classifying skin lesions as either malign 
or benignant lesions in accordance with a new regularization method. CNN, one of the deep learning 
methods, is used as the classification technique. According to the comparison of the technique recom-
mended with the previous relevant research in the literature, it could be noted that the best result has 
been obtained so far.

CONVOLUTIONAL NEURAL NETWORK

Information about convolutional neural network will be given in this section. Deep learning enables 
computational models consisting of more than one processing layers to obtain the representations of 
data with multi-level abstraction. These techniques are used in many other areas such as speech recogni-
tion (Noda et al., 2015), object recognition (Cao et al., 2015), drug discovery (Chen et al., 2018), and 
processing of genomic data (Zou et al., 2019). The complicated structures in big datasets are discovered 
by deep learning. These datasets use the back propagation algorithm for the indication of changed in-
ternal parameters by a machine. Such parameters are preferred to obtain data on the representation of 
each layer. Convolutional neural network is also included in the category of deep learning. Significant 
achievements in image, video, speech and sound processing are achieved with CNN (Khan et al., 2019).

A convolutional neural network consists of Both input and output layers are found in a CNN. There 
are also a multi-hidden ones. In these layers, convolutional neural network processes the image. These 
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layers are convolutional layer, activation layer, pooling layer in other words down sampling, flattening 
layer, and fully connected layer. Figure 2 shows a representative CNN network.

The convolutional layer is used to determine properties. It is used in an activation layer system to 
promote nonlinear features. In order to decrease the number of weights and to check suitability, the pool-
ing layer is preferred. The flattening layer prepares the data for the classical artificial neural network. 
The completely attached layer is the classic artificial neural network using classification. CNN uses the 
classic artificial neural network to solve the classification problem while using other layers to identify 
and use features.

According to classical machine learning algorithms, there is usually a feature extraction step on the 
raw data. There is no general method in the feature extraction phase. There is a different feature extraction 
in image processing, and different feature extraction in natural language processing. Feature extraction 
with hierarchical transformations is performed in conventional neural networks or other deep learning 
algorithms. With convolutional layers, features are extracted and produced. This layer is a simple filter-
ing process that is used for many processes in image processing.

The activation layer usually comes after the convolutional layers. In this layer, one of the activation 
functions is preferred. Nonlinear functions such as sigmoid and tahn are used in classical artificial neural 
networks. However, in CNN studies, Rectifier (ReLu) function is generally preferred. The representation 
of ReLu is given in Equation 1.

ReLu(Z) = max(0, Z)	 (1)

Pooling is performed after using convolutional and activation layer. Reducing the number of features 
is the main role of the layer. Thus, incompatibility in the network will be checked. Various pooling op-
erations are available. The most prominent one could be stated as max pooling. Average pooling as well 
as L2-norm pooling working with the same mentality are available.

Preparing the data for the input of the recent and the most significant layer is the responsibly of 
the flattening layer, completely attached one. Artificial neural networks receive input data from a one-
dimensional array. Therefore, it needs that the matrices received from the convolutional and pooling 
layers have been converted into a one-dimensional array. Otherwise, the input cannot be given to the 
completely attached layer and the classification process cannot be performed. After the data is converted 

Figure 2. An example of CNN architecture
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to a single dimension, it is given to a completely attached layer. Finally, the classification process has 
been carried out.

ARCHITECTURE OF THE DEVELOPED APPLICATION

In this section, the techniques used during the development of the application will be mentioned. 2140 
images are used to train the CNN network. The images used are taken from the ISIC dataset. Half of 
these pictures are malignant skin cancer samples, while the remaining half are non-cancer pictures. The 
architecture of the recommended skin cancer detector has been given in Figure 3.

Within the scope of the project, the most commonly used tools and methods are used for skin cancer 
detection. The Python programming language is preferred to create the image classification model. This 
is because it offers easy and flexible software development and a large number of libraries. The applica-
tion uses the Tensorflow library (Abadi et al., 2016). Tensorflow is an open-source library created by 
Google for end-to-end machine learning. Besides, OpenCV library (Bradski and Kaehler, 2008) is used 
during the pre-processing of the images.

When Figure 3 is examined, firstly the pictures are separated according to their labels. Then, the 
photos are converted to gray level through the cv2.IMREAD GRAYSCALE function in the OpenCV 
library. When the pictures are colorful, the pictures have 3 different layers. In this case, the computation 
cost will increase. However, if grayscale images are used, each cell of the images can be expressed as 
a number between 0 and 255. In this case, fewer computation costs will occur. For this reason, in many 
model image classification studies, instead of using colored images, grayscale images are used. At the 
last stage of the pre-processing step, the pictures are converted to 128x128 dimensions. In this way, a 
more efficient CNN model will be created. After the grayscale and scaling process, the stage of training 
of the CNN is started. The duration of the training phase varies according to the data set used.

For pictures to be passed through a convolutional layer the reshaping step is implemented. After this 
step, pictures are given to the input layer. There are 3 convolutional layers in total in the designed model. 
The properties of the convolutional layers used in the model are Conv2D(), filter = 32, Conv2D(), filter 
= 64 and Conv2D(), filter = 128, respectively. Convolutional layers are used with the ReLu activation 
feature. Max pooling has been performed after each convolutional layers. The max-pooling operation 
used is MaxPool2D().

Dropout layer is added to avoid overfitting of the model. In creating this, Dropout() function is used. 
Flatten layer is added to give input to fully connected layer. The Flatten() function is used to create the 
flatten layer. The final step is the preparation of the resulting model. For this, fully connected layer must 
be used. Two completely attached layers are used. The first one is created by Dense(1024) function, while 
the second one is created by Dense(2) function. In the first completely attached layer, various operations 
are done about what the result of the model will be. The second completely attached layer is the output 
of the model. Since it is a two-class problem, there are two outputs. After all these steps are applied in 
order, a model that distinguishes between malignant cancer and benign cancer images is created. For 
the classification process to be performed on the mobile device, the model obtained must be kept on a 
remote server. Therefore, the model obtained is saved in h5 (.hdf) format and kept on a remote server. 
After this stage, the model is ready to classify the given pictures and can be used as desired.
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In the project, the Firebase (Firebase, 2020) solution offered by Google is used for the server solu-
tion. Firebase offers solutions such as real-time database, notification, and ML Kit. It is a service that 
is used in many different areas today. The model saved in the h5 format is uploaded to the server using 
the Custom Model feature listed under the ML Kit package offered by Firebase. This system works as 
follows: The model created according to Tensor Flow Lite standards is uploaded to Firebase. This model 
is downloaded from the related applications and the picture to be tested is examined on this model. At the 
last stage, the test result is calculated. In order to use this feature, the model created must have a .tflite 
extension. The TFLiteConverter tool in the Tensorflow library is used for this conversion process.

Figure 3. Architecture of the developed application
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The mobile application developed within the scope of the project is developed in the Android Studio 
environment using the Java programming language to operate on smartphones with the Android operat-
ing system. Firebase framework is used during mobile application development. These are the Firestore 
offered by Firebase as the database, Cloud Messaging Service to send notifications, Firebase Functions 
to catch database changes, and ML Kit to accommodate the classification model. Upon completion of 
these steps, the mobile application is available for use.

SOLUTIONS AND RECOMMENDATIONS

In this section, the outputs obtained by running the application will be given and interpreted. When the 
application is run for the first time, the login screen is displayed. The reason is that certain user data are 
collected and the permanence of the data is ensured. In addition notifications are sent to the users. Users 
who have never registered before can register for the system. In addition, registered users can log in to 

Figure 4a. Registration screen
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the system via e-mail and the password they have specified. The recording screen has been presented in 
Figure 4a and the login screen is presented in Figure 4b.

If the user has not created a record yet, an information message is displayed stating that a record 
has not been created before. By clicking the button on the bottom right of the page, users can upload to 
system the lesions on their bodies by taking photos. This situation is given in Figure 5.

Figure 4b. Login screen
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After clicking the button given in Figure 5 and opening the camera application, the picture is directed 
to the next page, the cropping page, for the user to crop. Following the changes made on this page, the 
picture is prepared for testing and passed through the model existing on the server. The result of the 
model is reported to the user and a record of this lesion is created on the user’s homepage. The relevant 
page is given in Figure 6.

Figure 5. Home screen
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There are four hazard levels defined in the system. These are green, yellow, orange and red, respec-
tively. These colors are determined according to the probability values given by the CNN model. The 
green level has been determined as risk free. In other words, it is a non-cancer lesion. The danger levels 
of lesions with this level are less than 0.25. The yellow level is not as strong as green, but it is determined 
as risk-free. The hazard levels of this level of lesions estimated by the model are less than 0.5. The next 
level, the orange level, was identified as risky. The hazard levels of the lesions with this level are higher 
than 0.5 by the model. The last level, red, is determined to be quite dangerous. The hazard levels of this 
level of lesions detected by the model are higher than 0.75. In Figure 7(a) and Figure 7(b), the evaluation 
of the lesions loaded by users and the results of this evaluation are shown.

The risk levels of the lesions and whether they are risky or not can be seen from the list on the 
homepage. There is an explanation of the color risk level of the circle around the lesion pictures in the 
list elements on the home page, and the explanation in whether the related lesion is risky or not. If the 
record was examined by a doctor, the information that the related record was examined by the doctor 
is shown on the list. On the screen that opens after clicking on the list element, the user can see the full 

Figure 6. Operating the camera and cropping screen
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picture of the lesion, the detailed description, and the comment made by the doctor, if any. The list and 
detail page have been presented in Figure 7a and Figure 7b.

When Figure 7a is examined, Patient 1 loads 5 lesions into the system. According to the model 
evaluation, 2 of the loaded lesions are marked red, 2 are yellow and 1 is green. When Figure 7b is ex-
amined, Patient 2 loads 5 lesions into the system. According to the model evaluation, all lesions loaded 
are marked in red. Some lesions in Figure 7a and Figure 7b write “examined” in the green form on the 
right side. This is an important part of the developed application. This information indicates that related 
lesions are examined by a doctor registered in the system. While the system is being designed, a doctor’s 
control is added in order to pass the predictions made through a secondary control. This feature is mostly 
designed for countries and regions where access to health services is limited. The biggest problem in 
such places is the insufficient number of doctors. It is aimed to bring an urgent patient with the doctor 
through this system.

Figure 7a. Patient 1’s results
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The entry of doctors into the system is like normal users. Doctors are marked as doctors in the system 
by a flag variable in the database. Doctors have the authority to access an extra page that normal users 
cannot see. If they are marked as a doctor, users can access this page via the search button in the upper 
right. This page is a list screen listing the lesions entered into the system. This list can be filtered by the 
doctor based on their level and whether they have been examined. When this list is clicked on, the doctor 
can see the control result made by the system and can send the examinations about the lesion to the user 
by using the input elements at the end of the page. Related pages are given in Figure 8a and Figure 8b.

Figure 7b. Patient 2’s results
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It is possible to send notifications to all users in the system via the administration panel. In addition, 
2 automatic notification sending status has been added to the system. The first is to notify doctors when 
a red level lesion falls on the system. Another is to send a notification to the lesion owner when a doctor 
examines a lesion. When a new lesion assessed in red is loaded on the system, the notification appears 
as shown in Figure 9.

When the screen of the patient is examined, a lesion not evaluated by the doctor is seen as in Figure 
10a. However, if the patient’s lesion has been examined, it appears as in Figure 10b. With the application, 
patients are given detailed information both by the doctor and by the deep learning model. In this way, 
the patient will access information about the lesion. The main purpose of the study is to raise awareness 
for people who may be skin cancer. Besides, early diagnosis will be provided by obtaining information 
about lesions with the application.

Six different images that are not used in the training phase are given to the CNN model to evaluate 
the overall success of the system. While four of these six photos are non-disease images, the rest are 
images with skin cancer. The images in Figure 11 are the non-diseased images given to the model.

Figure 8a. doctor lesion list screen
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Let the images given in Figure 11 be given the names Naevus-1, Naevus-2, Naevus-3 and Naevus-4 
respectively. The estimation results of the CNN model for each image are as given in Table 1.

According to Table 1, the image named Naevus-1 is estimated as harmless, that is, non-diseased 
cancer type with a probability of 96%. A similar situation is achieved in other non-diseased images. 
Achievements from other image samples are 99%, 99% and 98%, respectively. Considering Table 1, when 
the performance of the system is evaluated, the system can reach high performance rates. The diseased 
images given to the CNN model are given in Figure 12.

Let the images given in Figure 12 be given the names Malign-1 and Malign -2 respectively. The 
estimation results of the CNN model for each image are as given in Table 2.

According to Table 2, the image named Malign-1 is estimated as skin cancer with 99% probability. 
A similar situation is obtained from the image named Malign-2. The probability of the image named 
Malign-2 to be a diseased image is 97% according to CNN model. Considering Table 2, when the per-
formance of the system is evaluated, the system can reach high performance rates. In general, when the 
results are examined, the skin cancer detection rate of the system is at a remarkable level.

Figure 8b. Doctor lesion detail screen
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FUTURE RESEARCH DIRECTIONS

With the development and cheapness of computer hardware, the computation is getting easier. One of the 
best examples of this is machine learning algorithms using neural networks. These types of algorithms 
are operating with the data of previous years. But they were not popular due to the lack of computer 
hardware to run these networks. With the developments in the field of hardware in recent years, deep 
learning algorithms can be operated easily. Therefore, deep learning networks have been replacing classical 
machine learning algorithms in recent years. The biggest deficiency of deep learning algorithms is that it 
requires a lot of data during the training phase. For this reason, sufficient data sets are needed to conduct 
effective studies on deep learning. After obtaining a sufficient data set, classification performance can 
be increased with deep learning models. The convolutional neural network (CNN) was preferred in the 
research. There are many deep learning algorithms. Studies on skin cancer diagnosis can be done using 
other deep learning models. Also, hybrid structures can be created by combining these models. In this 

Figure 9. Loading of the lesion evaluated as red
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way, the classification performance can be increased. A significant challenge of skin cancer detection 
systems operating through artificial intelligence is lesion cleansing. This issue is one of the open problems. 
Many researchers continue to work on this. To solve this problem, efficient segmentation algorithms 
are needed. Classification performance will undoubtedly increase if a remarkable preprocessing step is 
made before machine learning or deep learning techniques. Detector systems for skin cancer operating 
on server-client architecture is recommended in the present paper. Deep learning steps are carried out 
on the server-side. On the mobile application side, the image to be tested is pre-processed and sent to 
the server-side. Considering the limited memory and processor capacity of the mobile device, it is quite 
difficult to operate the deep learning network on the mobile device. For these reasons, the server-client 
architecture is inevitable. The transfer learning model, one of the popular methods in recent years, can 
be used instead of the server-client architecture. If such a model is added directly on the mobile device, 
the picture will be tested directly on the mobile device.

Figure 10a. Lesion detail for patient without investigation
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Figure 10b. Lesion detail for patient with investigation

Figure 11. Naevus images given to the CNN model

Table 1. Prediction results of naevus images given to the CNN model

Image Name Prediction Results

Naevus-1 0.96

Naevus-2 0.99

Naevus-3 0.99

Naevus-4 0.98
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CONCLUSION

Skin cancer is malignant growth seen as the result of abnormal spread of the skin cells for many reasons. 
Skin cancer, like all other types of cancer, is a disease in which early diagnosis is extremely critical. In 
the detection of the disease, experts diagnose with 2-step verification. These stages are both difficult to 
apply and painful for patients. The first of these stages is the visual examination of the lesion. At this 
stage, experts examine in the lesion according to a rule called ABCD rule. At this stage, if the case is 
considered to be risky, the biopsy stage, which is the second stage, is passed. As a result of this stage, a 
definitive determination is made. When the first stage is examined, the visual examination of the experts 
can be carried out with some algorithms. In this study, it has been shown that the first stage can work 
on computers thanks to the increase in the processing power of computers and the good predictions of 
machine learning and deep learning algorithms. In this study, an image classification model was cre-
ated by using deep learning and sufficient data sets. This model is operated in a server environment. 
It is estimated whether the pictures sent to the server over the mobile application are at risk of cancer. 
With this application, patients upload their photos to the system and see the results. At the same time, 
the doctors in the system give information about the patient’s result. Early diagnosis of the disease is 
very important. For this reason, before the patients go to the doctor, the patients undergo the control of 
the doctor by uploading the photos of the wounds on their skin. In this way, time will be saved for the 
patients and early diagnosis will be made. Patients in critical situations will be admitted to the hospital 
in a short time. In future studies, it is aimed to use the system by large masses with the support of mobile 
applications. In addition, it will be emphasized to elevate the correctness of the estimations with data 
obtained from the users over time.

Figure 12. Malign images given to the CNN model

Table 2. Prediction results of malign images given to the CNN model

Image Name Prediction Results

Malign-1 0.99

Malign-2 0.97
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KEY TERMS AND DEFINITIONS

Deep Learning: It is an advanced version of artificial neural networks from machine learning tech-
niques.

Expert System: It is computer software used to solve problems in an information field. The logic of 
these software; when information is stored in databases and then problems are encountered, it is tried 
to reach results with inferences made on these databases.

Image Processing: It is a method that can identify with different techniques to obtain useful infor-
mation based on digitized images according to the relevant need.

Lesion: It is the general name given to any abnormal tissue in the organism that is often destroyed 
by disease or trauma.

Machine Learning: It is the modeling of systems that make predictions by using mathematical and 
statistical processes on data.

Melanoma: It is a skin cancer that begins in cells called melanocytes, which give the skin its color.
Segmentation: It is usually the first stage of image analysis. Image segmentation can be described 

as dividing an image into meaningful regions in which different features are held.
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ABSTRACT

mHealth or mobile healthcare has become an increasingly important issue in several disciplines such 
as health communication, public health, and health promotion. This enables the users to use portable 
devices such as smartphones, smart bands, or tablets for health monitoring. The users have the ability 
to utilize software applications to interact with mobile devices and store relevant data for further clas-
sification and diagnosis. The apps then process the gathered data using the given algorithms and provide 
the user with personalized diagnosis, and further recommendations for treatment and even suggestive 
measures to improve general health and fitness. Another benefit of mobile technology is that the data 
and health statistics of a single patient can be compared with large data sets to facilitate treatment and 
proper guidance. Doctors, nurses, and other health professionals use mobile devices to access patient 
information, databases, and resources. Help in today’s world is just a click away.
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INTRODUCTION

mHealth is the use of mobile and wireless technologies to promote the accomplishment of health objectives. 
The growing use of cell phones is one reason why this trend is making rapid progress. The chapter offers 
an introduction to this new area and an outline of best practices for the creation of mHealth solutions.

mHealth is short for mobile health, medical practice and health care on mobile devices, phones, PDAs 
and computers. Being an industry, the field of mHealth has faced an unprecedented growth in recent years, 
due to growing adoption in developed countries and increasingly available mobile devices. Many people 
are familiar with eHealth, the healthcare industry that uses smartphones, phones, satellite networks and 
displays. mHealth Technology conducts related functions, such as tracking vital signs, delivering reports 
to physicians and facilitating remote assessment, tablets, smart phones and other handheld devices.

mHealth focuses on collecting information quickly to identify diseases, monitor diseases and provide 
timely information to the public in developing countries. Mobile health (mHealth) is especially relevant 
in remote regions where doctors and nurses may not be accessible to provide services. Healthcare work-
ers employed in these remote areas rely on mHealth for timely updates on the handling of diseases and 
can also acquire implementable health information to be passed on to those in their vicinity. This mobile 
health system also speeds up training and education on health conditions for medical students and interns 
operating in remote communities.

BACKGROUND

mHealth (mobile health) is the general term used in medical care for the use of cell phones and other 
wireless technology. mHealth’s most popular use is the use of mobile apps to inform patients about 
preventive health care services. Nevertheless, mHealth is also used for disease control, care assistance, 
tracking epidemic outbreaks and management of chronic conditions. mHealth started to came into bigger 
picture with the use of the most basic mobile technology, that is through the SMS alerts – which certainly 
has demonstrated ability to affect behaviours in a way that is superior to radio and TV campaigns. Then 
came the smartphones and smart devices, that completely upgraded the whole scenario. As a result of 
these technical developments, at the point of need the potential for increased access to information and 
two-way communication became more accessible. Advances in mobile software and hardware combined 
with expanded availability of connected devices have contributed to rapid growth in the demand for 
health apps. Latest reports indicate that more than 259,000 mHealth applications are available today in 
app stores and account for about 3.2 billion downloads per year (Singh & Landman, 2017). The clinical 
evidence supporting the use of applications independently of other treatments is still very small, and this 
has contributed to scepticism among huge healthcare organizations about the part applications could 
fulfil in healthcare. The mHealth industry is seeing a significant increase in wearable devices due to the 
growing demand of the consumers to keep track of their personal health. Originally developed to keep 
consumer usability in mind, these apps, equipped with the latest technologies, are now in the constant 
update and growth process to introduce newer industry developments The best result amongst the wear-
ables is undoubtedly, the smartwatches. These smartwatches are attached to the app, mostly on mobile 
phones, which is installed in smart devices. One of the major factors that drive wearable device demand 
is the proliferation of mHealth technology by healthcare professionals, hospitals, insurers, software 
development companies, and so on. In essence, healthcare apps now are becoming a substantial part of 
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the integrated health IT functions. Nonetheless, apps tend to displace older innovations in many areas, 
such as replacing specialized messaging systems for people with autism, and replacing wearable bands 
with mobile recognition built in smartphone lock screens (Singh & Landman, 2017). Obstacles like 
privacy issues and lack of incorporation into the electronic medical record have restricted the influence 
of apps, but mHealth has tremendous potential to reshape the delivery of healthcare in the future. Ethical 
consideration from the early development stages of such systems should be involved in maximizing the 
potential of mHealth to the fullest and applying it in an ethically sound way (Singh & Landman, 2017).

HISTORY

mHealth originally began in the area of biomedical engineering and it then started focusing at wireless and 
sensor technologies and how these technologies could be integrated to track people’s health at a distance. 
And then, what we saw in the very early days were stuff like remote cardiac monitors that developed to 
continue looking at things like glucose control/diabetes monitoring and other types of sensor technolo-
gies. At the same time, particularly in developing countries, this newly discovered access to mobile 
communications infrastructure(s) and simple handsets allowed people in parts of the world who never 
really had access to fixed-line telephones to have access to a communication and information source.

So many of the early, mHealth initiatives actually came out of research in developed countries out 
of requirement because they didn’t historically had access to very basic communication or information 
resources or networks in remote areas, so now people are able to access emergency medical transportation 
services, they are now likely to reach their health care providers with concerns, and healthcare providers 
have been able to organize their practice even more efficiently by leveraging mobile technology.

And a lot of that work started mostly in the early 2000, what we saw then over time was a more 
systemic trend in the mHealth room to start creating mobile health apps for cell phones, and then what 
we ended up with was stuff like Frontline SMS, which was essentially an SMS based service, a very 
broad based service that can be used for something that is routinely applicable to health or some of the 
early work of the UNICEF Innovations Team, from which came Rapid SMS, which offered a platform 
for interacting and SMS-based structured communications and data collection and messaging. So, some 
of these early projects were utilized to provide training mechanisms for health professionals to handle 
their customer base more efficiently and how to use them for issues like supply chain management, 
and one of UNICEF’s early implementations was the procurement monitoring of Plumpy’Nut, which 
is basically a dietary supplement for children suffering from extreme malnutrition, and since then top-
ics such as Frontline SMS or Rapid SMS have been used to tackle a wide variety of health problems, 
including early newborn detection for HIV, to promote the prevention of mother-to-child transmission, 
to birth registration, to provide rapid diagnostic support services for community health staff as well as 
standardized clinical monitoring (Mechael, 2012).

NEED FOR MHEALTH

The need for mHealth in the world has never been higher than in the recent years. The rapid improve-
ments in the technological sector and the drastic relationship that has been formed between the fields of 
medical endeavours and bio-technology synchronisation has fuelled the desire in hearts of the patients 
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and even people with just genuine concern for their health now want to make sure that the ability of 
self-diagnosis and fact checked customised knowledge is in their hands all the time.

As per the company of Accenture, patients are now more comfortable with a blend of realistic and 
digital approach. A move in the patients’ perspectives and the preparation to utilize mHealth devices to 
deal with their wellbeing has been shown in a research. Around 66% of patients are willing to integrate 
mHealth and creativity into their recovery strategy. Accommodation is the main catalyst and impetus 
behind such acceptance of virtual medical services (Anonymous, 2017).

The dawn of virtual medical care culminated in the formation of mHealth as the platform for improv-
ing patient involvement. Patient involvement is accomplished as health care providers and patients join 
together to collaborate for better clinical treatment and outcomes. New initiatives in mHealth improve 
patient involvement and contentment levels by balancing the needs of patients with the skills of doctors 
and helping them find a middle ground for an optimal overall solution, increasing access to treatment 
and facilities, and further offering customised assistance and support through these networks (Anony-
mous, 2017).

STATISTICS

•	 Around 93% of the physicians believe that the mobile health apps can help in improving a patient’s 
health outcome.

•	 Around 60% of physicians believe that half of their patients would like a mobile app that reminds 
them about their appointments.

•	 Nearly 67% physicians believe that the commitment to medication is a major health issue in which 
a mHealth app further linked to EHR could make a long lasting positive impact.

•	 Research shows that more online patient involvement at providers like Palo Alto Medical 
Foundation result in a 90% satisfaction rate among both patients and physicians.

•	 97% of American healthcare providers still offer no branded patient engagement mobile apps to 
their patients. (Boston Technology Corporation, n.d.).

Patient care and engagement have improved drastically since the inception of the apps that constitute 
mhealth, along with eliminating the incidence of curable diseases. The content and connectivity provided 
to patients via the mHealth apps is guided, meaningful and offers assistance at various levels of care. 

Figure 1. Views on the use of mHealth
Source: Healthcare Intelligence Network
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This preparation and customization outcomes in greater patient involvement, improved health satisfac-
tion and lower readmission rates.

DEVICES AND SOFTWARE

The introduction of mobile devices has changed the healthcare narrative to a very large extent. Mobile 
devices are now considered an integral part in health care settings, prompting fast development in the 
improvement of medical programming (applications) for these stages. Various applications are presently 
accessible to help Health Care Personnel (HCP) with a huge number of significant assignments, for ex-
ample, data and time the executives; health record support and the access; interchanges and counselling; 
reference and data gathering; persistent administration and observing; clinical dynamic; and medical 
instruction and preparing (Ventola, 2014).

The number of benefits and advancements that HCPs could garner using this technology is unparal-
leled, maybe most essentially broader accessibility of such devices, which has been appeared to help 
better clinical dynamic and improved patient outcomes. However, some HCPs stay hesitant to receive 
their use (Ventola, 2014). Despite the advantages they offer, better benchmarks and approval works 
on with respect to mobile medical applications should be set up to guarantee the best possible use and 
combination of these undeniably refined apparatuses into medical practice. These measures will raise 
the boundary for section into the medical application advertise, expanding the quality and wellbeing of 
the applications as of now accessible for use by HCPs (Misra, 2013).

Healthcare experts utilize medical devices and applications for various reasons, the greater part of 
which can be assembled under five general classifications: organization, health record support and access, 
interchanges and counselling, reference and data social occasion, and healthcare training. The numerous 
utilizations for mobile devices and sorts of medical applications that fall under these classifications are 
talked about in the accompanying segment (Ventola, 2014).

Mobile Devices and Applications

The inception of mobile digital devices has extraordinarily affected various aspects of life, including 
medication. Health care experts can now maximize the use of mobile phones or laptop PCs with the 
features they used to require a cell phone, pager or a computer to operate. Tablets and smartphones 
integrate communication and networking into a single unit that could be kept in hand or just be put in 
a handbag, making it simple to reach and be used for caring purposes (Mosa et al., 2012). Expanding 
to audio and video, new mobile gadget models deliver better evolved highlights, like web-looking, 
frameworks locating worldwide (GPS), excellent cameras, and sound recorders. Mobile phones have 
essentially turned into handheld PCs with these highlights, such as amazing processors and working 
systems, massive recollections, and high-res displays (Ventola, 2014).
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Medication is one of the many areas that were significantly affected by mobile app accessibility. It is 
evident in various HCP reports that show a high rate of ownership of these apparatuses used by health 
care workers in several medical practices and training. Mobile phones and tablets have succeeded work-
flow architectures as the main tools for processing work done by health care professionals.

One core motive driving the far-reaching appropriation of mobile devices by medical professionals has 
always been the need for preferable transparency and also dataset formation for the utility of medical care. 
Optimally, HCPs expect exposure to a wide variety of assets in a clinical environment, which include:

1. 	 Correspondence Capacities: Video conferencing, voice calls, emails and other content (Mosa et 
al., 2012).

2. 	 Educational Assets: Course readings, rules, medical writing, medicate references (Mosa et al., 
2012).

3. 	 Clinical Programming Applications: Ailment conclusion helps, medical mini-computers (Mosa 
et al., 2012).

Prior to the coming of age of mobile devices, these used to be the assets which were mostly given by 
desktop computers, which doesn’t satisfy the concern for portability in health care technology. When 
attempting to resolve that concern, some health care institutions set up concise, remote mobile data sta-
tions, for instance, Computers on Wheels (COWs) or Workstations on Wheels (WOWs) (Mosa et al., 
2012). Through the use of mobile apps, doctors are increasingly entering a pool of freely accessible data 
through their smartphones and tablets.

Large part, the accelerated adoption of mobile devices in medical field has been motivated by the 
availability and functionality of medicinal software applications or “apps.” (Aungst, 2013). Apps are 
pieces of software designed to work on a computer or mobile device to achieve a specific goal. Speedier 
processors, better memory, compact batteries and highly powerful open-source software executing 
complex functions have paved the way for the production of a flood of technical and personal clinical 
mobile device software (Ozdalga et al., 2012).

Figure 2. Generation of Mobile Phones
Source: Sumnerone, 2018
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The opportunity to access medical applications on phones and tablets has made Health services avail-
able for an abundance of mobile health assets. For certain medical applications, intentions for virtual 
endorsement, examination and care, executive practice, encoding and paying, and CME or e-learning 
are available. There is a wide variety of apps that help to identify medical practice and various treatment 
inquiries, such as clinical reference guides, medical numbers crunchers, medical rules and also other 
support options, books for courses and searching channels. new smartphone apps are also there that can 
simulate procedures, or perform basic medical tests, like auditory or visual tests. Most smartphone apps 
are not intended to replace apps in the office, but instead are intended to enhance them in addition to have 
an advantage that can improve performance for treatment purposes. The utilization of medical applica-
tions has gotten visit and across the board; 70% of medical school HCPs and understudies announced 
utilizing in any event one medical application consistently, with half utilizing favoured application every 
day (Wallace et al., 2012).

The essential criteria for decision of application is the cost; clients are most likely to download a free 
of cost application however, will supplant or update it later, if fundamental, with the one that requires 
instalment (Murfin, 2013). Some of the costless applications are completely useful, while others are non-
functional or somewhat practical except if a membership is purchased. Several popular medical journals 
and medical reading material can be downloaded as mobile applications after the expense of membership 
has been incurred (Murfin, 2013).Albeit some medical applications may at first could be exorbitant, 
they can eventually be savvy if refreshes are included. For model, medical course book applications 
are regularly refreshed every year, disposing of the need to purchase fresher releases (Murfin, 2013).

One of several HCPs most often use of mobile devices is storage and time planning (Wallace, 2012). 
Mainstream data processing systems, e.g. Evernote and Remarkableness, allow clients to write notes or 
to direct them, capture music, store images, and organize content into classifications through an open 
online archive. Digital library peruse apps, e.g. GoodReader and iAnnotate, allow clients to view, high-
light, add, and explain messages in PDF papers (Aungst, 2013).

An extra leniency offered by data storage systems is how these can be more used in blending (Yoo, 
2013). For context, GoodReader may be connected with cloud storage, enabling PDF documents to be 
moved from the server to the peruse program. Like some other data management software, Evernote 
can also be used in relation to cloud management and per use (Yoo, 2013).

Figure 3. Importance of Healthcare Apps
Source: Redbytes, 2017
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It allows a PDF retrieved from the web to be accessed with a peruse, at that point areas of the archive 
can be reordered into the data management application. Applications are often accessible to facilitate 
the compilation and retrieval of information, for instance, by entering data into the EHR or EMR of a 
patient (Mosa et al., 2012). Emergency medical data systems also integrate excerpts that allow EHR 
and PACS executives to retrieve sufferers information (medical history, health, strategies, test results, 
x-beams, outputs) securely either internally or externally (Mosa et al., 2012). Often times HCPs utilize 
mobile applications for time management. This does not call for an uncommon application; local ap-

Figure 4. List of apps that are commonly used by healthcare professionals
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plications that come introduced on mobile gadgets are regularly adequate to sort out and track arrange-
ments, gatherings, call plans, and other clinical obligations. Mobile applications, for example, ZocDoc, 
it permits patient to see data about and accordingly make meetings with taking an interest specialist, 
are additionally accessible for the devices like iPhone, Android, and Blackberry (Ozdalga et a;., 2012).

Various applications are additionally accessible for distant review of medical imaging checks. Mobile 
MIM is a costless application especially for apple devices like iPhone and iPad, affirmed by the Food 
and Drug Organization, that permits distant review of X-rays and imaging scans when clients can’t get 
to the hospital. This product works with a paid membership or pay-per-use plan utilizing MIMCloud, 
a HIPAA-agreeable server that permits clients to store and offer medical scans (Ozdalga et a;., 2012). 
Photos are exportable from the cloud and analysed with the MIMViewer paid application in any setting, 
in the case of conversations with colleagues or patients. There are even some medical news applications 
available for instance – “Outbreaks Near Me” apps are available on various platforms such as IOS or 
Android and provides real time updates regarding the diseases near a user using geo-fencing software. 
Multiple resources are consulted and checked to gather this information such as online news, eye- wit-
nesses (Mosa et al., 2012).

Smartwatches

A Smartwatch is a famous gadget that is normally worn by competitors and health devotees. As most 
watches do, it can assist you with telling the time and date. Beside that regular element, a smartwatch 
comes stacked with applications that offer a great deal of extra features. Some of these highlights are 
accepting and understanding messages, noting calls, tuning in to music, messing around, and a climate 
estimate. In the event that you realize where to look, you can modify a smartwatch’s usefulness as per 
your inclinations (Ghanchi, 2019).

Smartwatches are extraordinary devices that can help individuals with their health and wellness 
objectives. For example, sprinters regularly wear smartwatches that likewise have GPS or Worldwide 
positioning Framework. GPS enables them in deciding their correct area and makes a magnificent guide 
in making a day by day course for running. Not just that, however certain applications additionally give 
their clients better recommendations or alterations that they can add to their exercises and activities. 
For instance, there are applications in smartwatches that can propose how much calories you have to 
consume to accomplish your ideal weight (King & Sarrafzadeh, 2017).

Smartwatches are impeccable friends with regards to keeping up your health. Since innovation is 
consistently improving, you’ll be certain that smartwatches will have further developed capacities that 
help screen our health and wellness. Here are some more reasons and conceivable future applications 
with respect to why a smartwatch can be gainful for your health (Ghanchi, 2019).
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Helps Monitor Heart Rate

Smartwatches are extremely helpful to its client, particularly on following their resting heart rate or 
RHR. Most of these smartwatches have an incorporated pulse locator or monitoring sensors that helps 
asses the pulse. Devices, for example, smartwatches are valuable when you realize how much exertion 
you’re applying when you work out. It can you a notice that you have to accomplish more activities, or 
it can alert you in case you’re applying a lot of exertion. Having a smartwatch that can frequently and 
accurately screen your pulse is an incredible method to abstain from harming yourself (Ghanchi, 2019).

Managing Diabetes

Numerous conditions, including diabetes, depend on the customary and exact taking of prescribed medi-
cines and this is another territory where smartwatches can help. studies have just been done into how a 
smartwatch can be utilized as a prescription journal: it tells the time, it interfaces with the web, and it’s 
anything but difficult to work. While studies completed so far have been effective, they depend on a ton 
of manual client input. Wearables are going to need to include blood glucose sensors before this would 
all be able to be made self-dependent, yet the potential is certainly there and the information would then 
be able to be cross-referenced with details like every day movement (Ghanchi, 2019).

Speech Therapy

Presently as the technology has enabled us to place a call from our wristwatches in any event – numer-
ous smartwatches are being kitted out with mouthpieces. Those amplifiers can be utilized to determine 
the status of speech therapy, offering criticism to clients regardless of whether they’re rehearsing their 
speech all alone. One zone where specialists figure this may be valuable is in the treatment of Parkin-
son’s illness. The beginning of the condition can prompt issues with the voice and discourse issue, and 
smartwatches could make it simpler for patients to remain focused on treatment practices when they’re 
away from the facility.

Figure 5. Digital watches used for monitoring health
Source: Tectales,2019
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Seizure Detection

The accelerometers incorporated with smartwatches can possibly be conveyed to identify seizures and 
tremors, especially with conditions like epilepsy. On account of epilepsy, seizures are activated by 
exceptional electrical movement in the mind, and the most serious and delayed sorts can keep the cere-
brum from oxygen. When epilepsy seizures occur, brisk and viable treatment is a fundamental piece of 
ensuring the dangers of long term harm to the body are limited. In the event that smartwatches can be 
utilized to alarm friends, family and healthcare workers about seizures when they occur, can help many 
people (Ghanchi, 2019).

IMPLEMENTATION OF AI IN MHEALTH

Artificial intelligence (AI) in mobile health is the utilization of intricate algorithms and software to 
copy human insight in the examination of medical information. In particular, artificial intelligence is 
the capacity of computer algorithms to draw conclusions about the human health without direct human 
input (Datta et al, 2019)

What makes artificial intelligence different from other traditional or well-known technologies in medi-
cal field is its ability to acquire the data, processing the data and then provide a very much characterized 
yield to the user. AI makes this possible by using machine learning (ML) algorithms. ML algorithms are 
able to perceive designs from the behaviour and produce its own sense. AI algorithms carry on uniquely 
in contrast to human behaviour in two different ways:

1. 	 Algorithms are literal: in the event that you set an objective, the algorithm can’t change itself and 
just comprehend what it has been told explicitly.

2. 	 Algorithms are secret elements: algorithms can foresee very exact, however not the reason or the 
why (Datta., 2019).

Basically, artificial intelligence gadgets are sorted into two: the first is machine learning (ML), as 
discussed above, which carries out large examinations on the structured data, for instance, hereditary 

Figure 6. An example of seizure detection
Source: Gadgetmatch, 2019
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data, imaging data and electrophysiological data (EP). For healthcare applications, ML forms attempt 
to accumulate patient’s uniqueness or comprehend the chance of the sickness impacts. The second is 
the natural language processing (NLP), which can acquire the data from free or unstructured data, for 
example, clinical perceptions or wellbeing diaries to improve structured data. The natural language 
processing forms objects at spinning data towards the machine-reasonable structured records and would 
then be able to be considered by machine learning strategies. The figure below explains the layout of 
clinical data making, during natural language processing data improvement and machine learning data 
examination, to clinical judgment making. In the figure, the layout begins and finishes with clinical 
exercises. As prevailing as artificial intelligence (AI) systems, they can be enlivened by clinical/human 
services inconveniences and furthermore be pragmatic to assist the clinical presentation towards the 
end (Jiang et al., 2017).

AI in Wearables: AI and machine learning are two essential tools for gathering insights or bits 
of knowledge. Without an AI engine, the data from a wearable would come up short on any incentive 
to the vendor just as the client. That is the motivation behind why, wearable application designers are 
progressively including AI Engine inside wearable health applications and innovative wearable health 
solutions. Moreover, AI even assisted that data mining is additionally basic to the achievement of an 
astute healthcare stage that ties numerous smartphones, IoT gadgets, websites and wearables together 
to accumulate data and return captivating health insights of a person (Shaikh, n.d.).

Wearables for Preventive Health

Google is looking to inject nanobots into the arteries. Don’t be afraid yet. If they can find a way to take 
them out, the next breakthrough in medical technology may be Google X. When implanted through 

Figure 7. Diagram representing the flow of AI and ML
Source: Intechopen, 2019
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capsules, at the molecular and cellular stage, nanoparticles proactively detect and diagnose disorders, 
tumours, imminent heart attacks or strokes based on changes in the person’s biochemistry.

To receive reading from nanoparticles (nanoparticles are basically IoT devices) the patient will then 
use a wearable like a wristwatch clamped on his wrist. The wearable then feeds the data to the platform’s 
AI engine and uses its machine learning capabilities to detect irregularities in the wearer’s body, if any. 
Once identified, the wearable indicates a possible disorder such as blocked arteries at a very early stage 
that may lead to heart attack or cancerous tumour (Shaikh, n.d.).

Wearables for Medical Consultation

The patient can report to their treating physician or an AI doctor on detection of an abnormality. An AI 
doctor is typically a discrete neural network with a deep learning algorithm, which can detect diseases 
better than an human doctor can. Deep learning algorithm ensures the application uses a self-learning 
framework to allow minimum errors and optimal detections. Although the machine learning algorithms 
share the same data as the application, they are simpler in design, providing comprehensive results 
(Shaikh, n.d.).

Wearables for Medication Management

AI-based doctor can prescribe medication for you. The neural network that allows AI doctors to diagnose 
under the surface connects to the platform to capture the medical data needed and administer medicine 
to the patient. The prescription is then sent to the patients’ wearable who may refer to the drug or even 
order it using the integrated contactless payment system embedded in the wearable with the NFC chip.

Only a smart fitness device will alert you that it’s time to take a drug! (Shaikh, n.d.).

Tracking Pulse and Blood Pressure for Stress Monitoring

Wearables and software’s for health monitoring help monitor all the things including sleeping habits, 
heartbeat and a number of other biomarkers. If a patient performs a fitness regime to strengthen his / her 
health then these devices come very handy. In that case these apps can easily show their enhancement. 
In addition, patients can make the most of these devices by requesting them for daily walking reminders, 
heart rate stats, blood pressure, blood glucose, and to monitor their weight. Similarly, the patient’s live 
blood pressure and pulse monitoring alerts them when to take breaks (Shaikh, n.d.).
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Minute-to-Minute Monitoring of Chronic Disease Conditions

Integrating health and wellness devices with wearable technology may be useful for patients with chronic 
illnesses. This will help track the patients’ medical problems from minute to minute which is almost 
unimaginable for nurses and physicians. They can show the patient’s changes immediately, giving them 
enough time to respond. A diabetic patient, for example, is indeed vulnerable to the possibility of major 
changes in their blood sugar levels. Those fluctuations/changes can be tracked using wearable technology, 
which helps to tailor the insulin treatment with high precision. It optimizes the regulation of diabetes and 
avoids the dangerous high blood sugar levels. Another critical use is for patients suffering from palpita-
tions. These conditions are so sporadic and short-lived that even advanced instruments for tracking the 
heart fail to identify them. However, Such tiny and unusual irregularities can be identified with the aid 
of wearables put on the patients’ wrist and linked to a smartphone (Shaikh, n.d.).

DIFFERENCE BETWEEN MHEALTH AND TELEHEALTH

Formally established, telehealth (also widely known as telemedicine) is the use of medical information 
shared via electronic communications from one location to another, to enhance the clinical health status 
of a patient. Telemedicine includes a wide range of services and applications that makes the use of two-
way videos, e-mails, smart phones, wireless tools and also other forms of telecommunication technology.

Telehealth-related products and services are also part of Healthcare organization’s broader invest-
ment in either IT industry or medical care delivery. And even in the reimbursement fee structure, there is 
generally no difference between on-site services and those offered by telemedicine, and often no separate 
coding needed for remote service billing.

Telehealth also incorporates patient interactions through video conferencing, still picture processing, 
e-health comprising patient applications, online monitoring of vital signs, continuing medical education, 
consumer-focused wireless software and nursing call centres.

Figure 8. A smartwatch connected to a smartphone
Source: TheHill, 2020
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The definition when it comes to describing mHealth is not quite as straightforward as that. MHealth, 
as we know is used as an abbreviation for mobile health, referring to the practice of medicine and public 
health assisted by mobile devices. The term is most widely used in the context of electronic devices, 
such as smartphones, tablets, computers, and wearable devices. Only since July 2016, the Apple iTunes 
store already had more than 13,000 healthcare-related features and many more on mobile platforms such 
as Amazon and Google Play. The most rising mHealth applications are fitness trackers. Other mHealth 
devices can include heart rate monitors, drug monitors, asthma and diabetes monitoring.

Although there are some ties between Telehealth and mHealth, many physicians still believe that data 
derived from fitness trackers and other mHealth technology is not reliable enough to be used in diagnostic 
or patient monitoring. When technology integration and interoperability become more popular, there is 
likely to be a greater correlation between telehealth and mHealth (Anonymous, 2016).

NEGATIVE EFFECTS OF PHONES AND ELECTRONICS

Mobile telephones produce radio frequencies, Form of non-ionizing electromagnetic radiation which tis-
sues near the telephone will absorb. The radio frequency measurement emitted by a cell phone customer 
is exposed and depends on various elements such as the telecommunications invention, the distinction 
between the operator and the consumer, the degree and form of mobile phone used and the distance 
between the user and the network towers (World Health Organisation[WHO], 2014).

As of today, no relation has been established between continuous mobile usage and brain tumour 
risk, the expanding utilization of mobile devices and the absence of information for mobile telephone 
use after some time periods longer than 15 years warrant further research of mobile telephone use and 
brain disease risk. Specifically, with the ongoing prevalence of mobile telephone use among more 
young personnel, possibly longer lifetime of presentation, WHO has worked on further research on this 
gathering and is right now surveying the health effect of RF fields on totally examined endpoints. An 
association study in Denmark related data charging with brain tumour incidence information from the 
Danish Metastasis Library from more than 358,000 mobile phone supporters. The investigations found no 
correlation between the use of cell phones and the glioma, meningioma, or acoustic neuroma incidence, 
even for individuals who had been influencers of Smartphone for a minimum of 12 years (Naeem, 2014).
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The American Cancer Society (ACS) suggests that now the IARC agreement indicates that there 
might be a disease-related danger, but the data is not adequately competent to be considered definitive 
and further work is required. People who are generally concerned about radio frequency exposure may 
restrict their appearance, including using an ear gadget and limiting the use of mobile phones, chiefly 
amongst young generation (Naeem, 2014).

Individuals who spend ton of days wearing a Smartwatch often feel like they are insomniac. This 
particular reaction is likewise basic to cell phone users. It acts as a rule happens in view of the absence 
of fixation once an individual is utilized to innovation. The productivity likewise continues declining 
with time. Continuous usage of Smartwatches can also lead to the inception of nausea. A good deal of 
research work has indicated that EMF radiation prompts comparative outcomes as on account of radia-
tion. On the off chance that an individual faces headache for a large portion of their day, at that point an 
explanation could be a smartwatch he/she is continuously using. Wearing this watch throughout the day 
can be a tremendous purpose behind the cerebral pain problem in an individual (Azad, 2019).

Numerous smartwatch clients have now begun encountering the “apparition gadget impact.” A cir-
cumstance where one gets so joined to their gadget that it starts to control their senses and mental status. 
many people let these watches become a part of their day to day life, they would urgently check their 
watch for the time or warnings, yet for a wide scope of data. Their new tech-companion would turn out 
to be such a natural piece of their life that in any event, when not wearing one, they would feel the urge 
to check their exposed wrist (Anonymous, 2016).

USE OF MHEALTH IN PANDEMIC

In the current scenario, the whole globe is fighting against the Novel Coronavirus, also known as CO-
VID-19. This is the state of pandemic and many countries have announced a lockdown for the safety 
of the citizens. So in this pandemic, mHealth is proving to be the technology that is helping the people 
with their health issues by not compromising the lockdown situation.

mHealth is Being Majorly Used as a Help in the Chronic Diseases: Chronic diseases and condi-
tions with a high risk on quality of life and life expectancy, such as diabetes, heart disorders, asthma, etc., 
often need continuous care rather than a one-time treatment. These disorders require constant assess-
ment, monitoring and a variety of lifestyle interruptions to keep the condition under control. Hence in 
these days, mHealth apps are playing a pivotal role in the treatment and management of these disorders.

Figure 9. Negative rays from mobile
Source: eHealthNetwork, 2018
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For instance,

•	 Treating Hypertension: Aside from keeping track of your blood pressure progress calculated 
on a continuous basis, the mHealth app will include a range of helpful tips, food plans, workout 
regimens and alternative medicines to keep your hypertension under control.

•	 Treating Asthma: Asthma is another chronic disorder that causes millions of people around the 
world to suffer. By using a mobile microphone as a spirometer, the mHealth app can assess the 
condition and provide valuable medications, or it can help the patient get in contact with a re-
nowned specialist in the field.

•	 Diabetes Management: Diabetes is a chronic health condition that is not curable but can only 
be controlled with a combination of interventions including diet, exercise schedule, yoga, other 
healthy activities and necessary drugs/medication. Now, some medical IOT devices with their 
linked mobile apps allow people to monitor blood glucose levels and other metrics. The mHealth 
app based on these measures can recommend a treatment plan or can even help the patients con-
tact specialists (Rathod, n.d.).

Long Distance Counselling: mHealth helps clinicians to remotely motivate and direct their patients 
when in-person physical contact is not possible as in the time of pandemic. Normally, during the recov-
ery process of any chronic condition, the patient may become depressed and begin to expect the worst. 
During such a situation, it is the duty of the doctor to comfort the patient and to ensure that the care 
given will quickly cure the disease. Using mHealth, a physician can virtually communicate to a patient 
at any time and can ask whether there is any discrepancy. In the event of a sudden outbreak, like the one 
we are currently facing, the doctor can immediately warn patients to take evasive action. On the other 
hand, if the patient discovers that his health is deteriorating quickly and that he needs immediate help, 
the doctor is just a few clicks away

Hence in the current state, mHealth has opened up a whole new path for patients and caregivers to 
communicate directly with each other using remote, hand-held devices, no matter how far they are. This 
technology engulfs all physical barriers and enables both of them to get the best out of the healthcare 
ecosystem respecting the lockdown situation (Tate, n.d.).

HOW MHEALTH WILL IMPACT LIVES IN THE YEARS TO COME

The technological advancements that we achieve in the next decade or two will charter the course for the 
medical services will be applied for this century. The rapid improvements in technology and synchroni-
sation abilities have presented many new opportunities to improve and increase the existing healthcare 
model reach so that more and more people can be helped (The Medical Futurist, 2019).

As we previously discussed, in crisis like the corona virus pandemic the phenomenon of mHealth will 
play a major role as the number of people being affected by the virus outnumber the medical capacity 
of the doctors by a very large margin and this is where AI and automated health diagnosis can reduce 
the pressure on healthcare professionals up to a very large extent. One such example is the application 
“Aarogya Setu” which uses automation and user information to predict the risk of a person contacting 
the virus
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Computerized reasoning can possibly overhaul healthcare totally. Computer based intelligence cal-
culations can draw clinical records, structure treatment designs or make medicates path quicker than any 
present on-screen character on the healthcare palette including any clinical expert.

Even the government is supporting the measures improving healthcare results in the nation by utilizing 
new and inventive ways like mHealth arrangements. Various mHealth activities have been begun by the 
administration. It is additionally working together with driving healthcare organizations and establish-
ments to create answers for improving the healthcare environment in India.

The advancements are huge and the scope for expansion even bigger but the one thing that should be 
the first priority during this journey is quality precision. If we are counting on machines and algorithms 
to replace or substitute humans in any scenario we need to make sure that the decisions and diagnostics 
that are performed are on par if not better than what a human can do, as one small mistake can be fatal 
and endanger more lives than we can possibly comprehend.

The way to achieve the above stated quality is to carefully select the professionals who will lead the 
way for automation and develop mHealth solutions as the margin for error in this field is very low and 
no matter how good the technology gets the top spot in any chain shall be occupied by a human mind 
(The Medical Futurist, 2019).

CONCLUSION

In conclusion we can say that even though we have made uncountable advancements in the field of 
mhealth, what we have discovered is just the tip of the iceberg and there might be numerous ways in 
which mhealth could develop and chances are most of them ways are currently not even thought of.

The current mhealth scenario is dependent majorly on the smartphone acceptance and development 
which means we are using already existing technology to advance the cause of mhealth. In recent times 
although health checking sensors have been added to various smartphones to this day it is still widely 
considered a gimmicky addition with no purpose other than to boast about it.

Figure 10. Depiction of mHealth by an App
Source: Fonearena, 2020
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The margin of error and lack of human connection still makes the mhealth sector far from a viable 
replacement for doctors and healthcare systems but as we can see in the covid-19 pandemic the healthcare 
systems can actually benefit and rely upon these technological advancements for various provisions like 
online consultation and virtual testing appointments.

Even though mhealth is currently unable to replace the existing system it is still very helpful in 
keeping the system upright and stable. The question still remains, will the advancements in the field of 
mhealth be able to solve the big problem of automation dependency, the answer is not known to any of 
us right now but currently it is helping solve various small problems for a large number of people and 
that is what the development of technology has been all about, To help humanity achieve a better life.
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ABSTRACT

Early detection of breast cancer is a worldwide need as many hospitals have appeared in commitment of 
research pathway. As per WHO (World Health Organisation), early detection of breast cancer boosts the 
choice of making corrective judgement on medication plan. This corrective choice helps women to save 
themselves from expensive and unwanted medical test and treatment. Physical observation and medical 
history play an important role in diagnosing this disease; however, for detailed understanding, some 
reliable and accurate methods are still required. This chapter reviews existing computational methods 
and need of novel algorithms that can help in accurately diagnosing this disease. Correct diagnosis 
and yield results devising treatment strategy. For correct diagnosis micro-array gene expression data 
is widely used, this chapter highlights various computational studies done on breast cancer microarray 
data. This review highlights the benefit of computational model being an impressive tool for discovery 
of cancer along with devising its therapies.

INTRODUCTION

Cancer research is a most important research area in medical field. Among various category of cancer, 
breast cancer is a cancer of heterogeneous form which take place in different types of cell in women. The 
second popular leading form of cancer is breast cancer in females. Major cause of women’s death is its 
distant metastasis (Weigelt et al., 2005). Breast cancer is assumed to be the leading reason for death in 
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women as cancerous cells are found in women in form of breast tissue. There are almost twenty parti-
tion in breast known as lobes, these lobes are further divided into minute division called lobules. Basi-
cally, cancer starts in lobes named lobular carcinoma in women. There exists a slim tube for connection 
between lobule and lobe called duct (National Cancer Institute). As per clinical research, it is vital to 
diagnosed breast cancer as early as desirable, so that corrective action regarding prediction of risk (low 
or high) can help in choosing the appropriate therapy. Patients identified as low risk may be prevented 
from chemotherapy which is very costly and mainly required in high risk of breast cancer, which results 
in long term side effects (National institute of Health Consensus Development Panel, 2001). In order 
to reduce uneasy costs related with therapies, corrective classification of two receptor and prognosis 
group is required to raise the survival of patients suffering from breast cancer. This can only be done by 
managing tools that helps precisely in distinguishing the receptor and prognosis group in making right 
decision timely with treatment already available. Hence, demand is to find out gene expression markers 
relating with breast cancer supporting in classifying the two-prognosis category of breast cancer.

Breast cancer categorized as malignant shows a different behavior which make it a non-simple from 
various kind of diseases as cancerous cells can get distributed through breast part to remaining parts of 
the human body such as lymph, bone etc. (Ries et al., 2006). As many forms of breast cancer exist which 
respond different to various healing treatment or remedy. It is highly required that correct identification 
and forecasting of breast cancer in reducing the mortality rate of cancer in women. At an initial stage in 
women, to recognize breast cancer, mammograms benefit the doctor to give proper mediation to cancer 
patients. Out of many breast cancer cases, some are like women suffering from cancer that lead to poor 
rate of survival mostly in last stage and it develop into distantly metastasized. To safeguard women 
public health, breast cancer research has become the necessity. Micro-array gene expression data has 
persistently facilitated us to investigate and forecast the medical treatment action of this cancer to certain 
limit with the support of clinical parameters.

The overview of the chapter is like section 2, defines the clinical parameter in breast cancer followed 
by various subtypes of breast cancer, different molecular forms of breast cancer and issues related to 
micro-array gene expression data. Section 3 outlines the data pre-processing of micro-array, feature se-
lection techniques. Section 4 explains the existing approaches with micro-array data. Section 5 defines 
the experimental results. Section 6 defines pros and cons of swallow learning, followed by Section 7 
defines the evaluation of classifier performance. Section 8 conclude the chapter.

BACKGROUND

Clinical Parameters in Breast Cancer

Various pathological factors have important contribution in handling breast cancer patients at various 
stages. Some of these factors are tumor size, tumor grade, PR (progesterone receptor), HER (human 
epidermal growth factor receptor), ER (estrogen receptor), and lymph nodes (Golub et al., 1999; Cian-
frocca et al., 2004). There also exists a relationship among risk of metastasis and amount of axillary 
lymph nodes (Donegan, 1997). Breast cancer originates from particular cells where these cells have 
their intrinsic clinical properties. Measurement regarding tumor size is another necessary and important 
prognostic factor as probability of the formation of metastasis occurs with change in tumor size. Various 
clinical parameters in breast cancer are mentioned in Table 1.
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Breast Cancer Subtypes

It is stated in various literature that status of receptor is considered for prognosis of breast cancer (Carter 
et al., 1989; Deroo and Korach, 2006; Gadkar-Sable et al., 2005; Li and O’Malley, 2003; Quenel et al., 
1995; Zhou and Hung, 2003; Dalton et al., 1994; Robbins et al., 1995). However, including receptor 
status, tumor grade is considered to be best in describing the category subtype of breast cancer and its 
prognosis. Molecular subtypes of breast cancer have dissimilar responses or/and prognosis towards the 
variety of therapies. Determination of breast cancer is done through measuring level of PR, HER2 and ER.

1. 	 Estrogen Receptor (ER): It is a made up of protein molecule and it act on breast cancer tissues. 
It gets triggered by the hormone; hence it will unite to DNA (deoxyribonucleic acid) and regulate 
the functioning of miscellaneous genes. ER is known as ER negative (ER-), when the ER is under-
exerted and if overexerted, known as ER positive (ER+) breast cancer subtypes. In 70% cases of 
breast cancer, ERs are overexerted. Estrogen receptor is one of the oldest, but very significant 
biomarker. In every diagnosed case of breast cancer, measuring the level of ER is compulsory. ER 
provide prognostic and therapy predictive details, but its better critical objective is as prognostic 
biomarker for endocrine analysis (Carter et al., 1989).

2. 	 Progesterone Receptor (PR): It is a steroid forming a vital class of proteins present in various 
physiological activity namely, differentiation of cell. Mostly in reproductive tissue, PR has played a 
fundamental role in pregnancy and ovulation. About 65% cases of ER_positive fall under PR_posi-
tive breast cancers, and about 5% cases are monitor as ER_negative and PR_positive breast cancer 
(Carter et al., 1989; Deroo and Korach, 2006; Gadkar-Sable et al, 2005).

3. 	 Human Epidermal Growth Factor Receptor 2: Defines as protein relating to group of trans-
membrane receptors namely first HER1, second HER2, third HER3, and fourth HER4, however 
handle cell proliferation & cell growth. Around thirty percent cases have over expression of the 
HER2 as HER2 positive gene of breast cancer (Li and O’Malley, 2003; Quenel et al., 1995).

4. 	 Tumor Grade: Assigning grade to breast cancer sample is dependent on microscopic likeness of 
cells as compared to normal breast tissue [3-4]. Assigning grade to tumor is based on 3 microscopic 
features first is nuclear pleomorphism gland, second is gland formation and third is count of split-
ting cells. Hence, the particular factors grant a value/score ranging number 1-3 (1 as closest and 3 
as the far close to normal breast). The resulting scores are further combined together, if total score 
is 3-5, called grade_1, if total score is 6 or 7, called grade_2 and if total is 8-9, called as grade 3. 
But there exist two limitation with grade used for estimating prediction in patients. First, absence of 
reproducibility in grading among pathologist. Second, massive superiority of tumors is categorized 
as grade 2 (Zhou and Hung, 2003; Dalton et al., 1994; Robbins et al., 1995).

DIFFERENT MOLECULAR FORMS OF BREAST CANCER

1. 	 Luminal A: These are described as PR positive and/or ER positive and low tumor grade. Such 
cancer indicates best prognosis with low recurrences rate and high survival rates (Mackay et al., 
2011).
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2. 	 Luminal B: These are described as PR positive or/and ER positive and high tumor grade; it is 
categorized as luminal B type of breast cancer. They have poor prognosis and lesser survival rates 
when compared with luminal A (Mackay et al., 2011).

3. 	 HER2+: Described as PR negative, ER negative, HER2 positive and low tumor grade. Mostly 
diagnosed among young patients of breast cancer in comparison to other molecular subtypes. It is 
delicate to periodic redundancy and metastasis.

4. 	 Basal-Like: It has PR_negative, ER_negative and HER2_negative. Generally known as TNBC 
(triple negative breast cancer). Mostly initiate in women at youthful(younger) age. Basal like tumors 
are dynamic and it shows poor prognosis when seen with luminal A and B types (Sofi et al., 2012).

5. 	 Normal Breast-Like: Less common type of breast cancer. These tumors are found small in size 
and gives good prognosis. Normal breast-like is most common among postmenopausal women 
when compared with premenopausal women (Suvarchala and Nageswararao, 2011).

As per different behavior of all cancer subtypes, it is pretty necessary to rightly distinguish them. Genes 
can play a very vital role. Out of millions of genes present in micro-array data, all genes are not strongly 
associated in classifying the data as cancerous, non-cancerous or cancer subtype. Main task is to iden-
tify out the important genes using gene selection process needed to analyze and eliminate duplicates 
attributes from the datasets that don’t contribute to the model of correctness. For high quality of under-
standing improving the work by performance and reducing the computation requirement of data can be 
done through selection of genes. Some of the methods are constantly dealing with micro-array datasets 
(Metzger et al., 2011; Copper, 2001; Alizadeh et al., 2000). Various feature selection algorithms exist 
nowadays in literature lying in category filter, embedded and wrappers (Alon et al., 1999). Filter method 
works as not involving any data mining method and by working on parameters like distance, correlation, 
consistency and dependency. Wrapper methods works as it looks for feature subgroup mainly dependent 
on classifier and arranging on rank basis using correctness (Lamba et al., 2018).
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ISSUES WITH MICROARRAY EXPRESSION DATA

While dealing with the breast cancer data obtained from microarray-based technology, mainly three 
kind of problems arises namely noise level, dimensionality problem and interrelationship/interaction 
measurement.

1. 	 Noise Level: The data present in microarray form is mostly found noisy (Chudin et al., 2001; 
Haibe-Kains, 2009) which mostly required numerous steps transforming raw biological data to 
gene expression data. This noisiness affects the quality of data adversely.

2. 	 Dimensionality Problem: Due to production of enormous number of data with support of mi-
croarray technology supports in aligning multiple genes parallelly. This results in problem like 
pattern identification when sample size is too small as compare with the features (Viswanathan et 
al., 2008). Small sample size with numerous features reduce the performance of various classifier 
of cancer.

3. 	 Interrelationship (Correlation) Measurement: As per the study of microarray-based technology, 
gene expression is never evaluated alone, they are related sometime directly or not directly to other 
genes. This interrelation i.e. correlation can be seen with biological pathways containing few to 
distinct hundred genes answerable for greater interaction of gene expression (Haibe-Kains, 2009; 
Viswanathan et al., 2008). The pathway is found for the analysis with the support of database which 
is embellished pathways of signature of genes algorithm.

Table 1. Various clinical parameters help in investigating and forecasting of breast cancer

Parameters Definition Category

Age Defines the age of cancer patient -

Grade Defines the grade of cancer Grade 1,2,3

Size Defines the size of tumor in centimeter -

ER Define Estrogen Receptor status ER_postive=1, ER_negative = 0

PR Defines Progesterone Receptor status PR_postive=1, PR_negative=0

HER Defines Human Epidermal growth factor status HER_positive=1, HER_negative=0

Lymph Node Defines Lymph node assessment Lymph_postive=1, Lymph_negative=0

Subtype Defines Molecular category of breast cancer LuminalA, LuminalB, Normal, Her2 and Basal

Treatment Defines treatment given or available
Chemo therapy as CT, Hormone therapy as HT, 
Radiation therapy as RT and none as no therapy 
needed

DMFS Defines as distant metastasis free survival Metastasis_no=0, Metastasis_yes=1

DFS Defines as recurrence free survival No_recurrence=0, recurrence=1

RFS Defines as free survival Disease_no=0, disease_yes=1

OS Defines as survival overall Surviving_no=0, Surviving_yes=1
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MICROARRAY DATA PREPROCESSING

To deal with various issues associated with microarray data, pre-processing need to be done in order to 
eliminate bias if exist and to promote the quality of data at the time of computation. During pre-process-
ing, main steps include dimensionality reduction, normalization and quality controls. Dimensionality 
reduction is done with two methods namely feature selection and transformation. Both the methods are 
never performed altogether, subject to the analysis type, any one is used or both may be used but only 
one followed by other (Haibe-Kains, 2009). Normalization seeks kind of variation to grant differences 
in technical term among chips, to promote differences among samples. Lots of methods dealing with 
normalization are proposed targeting gene expression related techniques. Quality controls helps in prior 
preparation to increase and enhance the quality of data like if chip seems outside the correction limit, 
then it is neglected (Haibe-Kains, 2009).

In feature transformation, the genes are converted into feature space of lesser dimension without 
any change in the clinical parameters. Feature selection helps in searching the relevant genes from the 
available genes present in data giving every possible knowledge needed for its classification (Golub et 
al., 1999; Devijver and Kittler, 1982). Certain benefits of feature selection are as follows:

It minimizes the complexity and helps in interpreting the model easily. Efficient and scale down the 
training time of the algorithm. Enhances the accuracy while selecting the correct subset. Minimized 
the overfitting. Need fewer evaluation and less memory storage. Lot of problems arises while selecting 
the best subset dealing with correlation between features (Akay, 2009). Variety of methods have been 
developed for diagnosis of breast cancer in literature (Banaie et al., 2018; Sun et al., 2006; Zheng et al., 
2014; Alickovic and Subasi, 2017). Feature selection is mostly categorized into three categories namely 
filter, embedded and wrapper.

1. 	 Filter Method: The strategy work with null data-mining algorithm, it is more like a pre-processing 
step and is done using statistical test. Mainly factors associated with this approach are information, 
distance, dependency and consistency. This approach is free from learning algorithm and used for 
many practical applications due to its uniformity and simplicity. Features having high variance 
contain more useful knowledge and information then low variance features. Categorized as mul-
tivariate and univariate. This approach is robust contrary to overfitting, fastest and scalable. But 
is abort to pick useful features, prevent dependencies and ignore correlation. Examples are t-test, 
fisher, correlation, random etc.

2. 	 Wrapper Method: This method finds features based on the classifier and arrange features based 
on rank using correctness. This method when compared with filter is comparatively computation-
ally expensive. Make use of cross-validation and tried to find best possible set of features based 

Figure 1. Filter method
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on performance. Wrapper approach is categorized into randomized and deterministic. It helps in 
searching most useful features. Defines as simple than embedded and try every possible way to 
interact with classifier but fails to overcome overfitting (Kohavi and John, 1997; Xiong et al., 2001; 
Guyon et al., 2002). Examples are best first, greedy, ranker etc.

3. 	 Embedded Method: This method consists characteristics of filter and wrapper including distinct 
rating in variety of searches at every stage. It is done using statistical tests and succeed to overcome 
overfitting (Hastie et al., 2009).

Once the data pre-processing is done, analysis of unsupervised or supervised (Lu and Han, 2003) is 
carry forward to see the effective change in classification performance and forecast result for breast cancer. 
Supervised analysis tries to search for relation between input data and output data using algorithm like 
support vector machine, naïve bayes etc. Unsupervised analysis tries to study the data structure without 
using any extraneous knowledge like clustering based on same kind of genes. Examples is clustering, 
k-means, cast etc.

The major goal for classification of cancer in order to correctly predict and forecast the medication 
of treatment (Gruvberger et al., 2001). Physicians tries to find a way for better understanding of various 
gene interaction that help them in cancer development because knowledge and information available 
for cancer is not updated too deeply. As it is not sufficient to judge classification of cancer based on its 
accuracy, but can lead to information based on statistical results performed using different classifier.

Cancer classifiers are categorized in three categories followed as: first category is based on structure 
of data without considering its correlation among the data like naïve bayesian (Ahr et al., 2001). Sec-
ond category is based on interaction among data ignoring the structure of data like cast (cluster-based 
technique) (Ben-Dor et al., 2000; Zhang et al., 2001). Last category is based on correlation of data with 
the structure of data like decision tree recursive (Hong and Cho, 2006).

Figure 2. Wrapper method

Figure 3. Embedded method
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EXISTING APPROACHES DEALING WITH MICROARRAY DATA

An extensive effort has been done by multiple researchers in case of cancer to correctly predict, forecast 
and prognose the medication treatment. From years, selecting the most relevant genes selection process 
is carried forward in breast cancer to improve the goodness of classification. This has been improved by 
microarray technology but the size of the sample creates a huddle to interpret correctness classification 
straight forward (Boser et al., 1992). Various supervised and unsupervised approaches are discussed in 
Table 2.

Distinguishing of cancer classes as supervised learning where the output is analyzed from the training 
data i.e. known data, that helps in predicting the output of test dataset mainly unknown dataset. Cancer 
based applications such as prognosis, diagnosis and treatment output are a prediction job. There is vital 
difference among classification of cancer and other methodologies is that huge amount of information 
investigated at the process of classification. But, data available for cancer is not too advanced that helps 
researches to aim in depth knowledge of gene interaction and allow biologist to develop information related 
to cancer. Classification of cancer is not based on accuracy but also on biological data and information 
obtained from the statistics results, facts and various conclusion from the classifiers. Cancer classifiers is 
divided into three main category 1) related with classifiers like taken into consideration structure of data 
not correlation among data. The aim of this classifier is to consider data as the set of distribution while 
avoiding the real meaning of data and evaluate the classification depending on distribution of dataset. 
Example network classifier, Naïve Bayes (Gruvberger et al., 2001; Baba and Nakamura, 2002). 2) related 
to classifiers that take correlation into account avoiding the structure of data. This correlation is taken 
between the gene value irrespective of data structure. Example SVM, cluster-based technique (Simon, 
2003; O’Neill, 1991). 3) last category is based with both correlation and structure of data classifiers tries 
to develop the relationship among gene which helps biologist a better and deep understanding of correla-
tion of genes and structure of data. Many issues arise with micro-array gene expression data that fail to 
give good accuracy while performing classification, like decision tree recursive (Hong and Cho, 2006).

A lot of work has been done in breast cancer to correctly predict, prognose and diagnose the cancer. 
Previous studies have used micro-array gene in order to find and search the important genes used for 
classification of breast cancer. Technology depending on micro-array gene expression data is defined as a 
tool helps in prognosis, diagnosis and prediction of breast cancer by creating numerous of profiles which 
make it difficult to interpret micro-array data directly. Multiple unsupervised and supervised approaches 
are applied on the breast cancer data for prediction, diagnosing and prognosing. They are as follows:

CAST Algorithm

This algorithm is a cluster-based approach that organize the samples into cluster along with increasing 
the number of related gene data. It uses hierarchical clustering and proposed by Den-Dor (Zhang et al., 
2001). Sample data is divided into two groups, one contains majority of samples not suffering from 
cancer and other as majority of cancer. Main idea is based on similarity and discard the samples/data 
that are no longer similar with the cluster it is present. It is based on parameter known as threshold helps 
in controlling the cluster division.

Example: cast algorithm is applied on breast cancer samples containing thousands of gene data hav-
ing benign and malignant classes. After pre-processing, making clusters using Pearson correlation helps 
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to grouped samples into clusters, used to distinguish benign and malignant types of cancer. Cluster are 
formed based on the similarity to form the hierarchical tree (Ben-Dor et al., 2000).

BOOSTING

Boosting algorithm is defined as assembled classifiers from collection of various class predicators (Khan 
et al., 2001). Ben-Dor et al (2000, april) used the algorithm for cancer classification but proves to be a 
weak classifier. It uses a powerless learning technique to develop classifiers d1, d2, d3,, …, di and use 
weighted choice. Class can be classified as with test data g:

Class g sign d g
i i i( ) = ( )( )Σ ω 	 (1)

Here, wi  is defined as weight given to the classifiers.
Example: Boosting algorithm is applied on breast cancer data by Hasan (2012). The dataset consists 

of 286 samples categorize as 106 samples as distant metastasis and 180 samples as free patient to dis-
tinguish from metastatic and relapse free patients. The initial data of 22000 genes is reduced to 45 genes 
as features to identify subtypes of breast cancer.

NEURAL NETWORK

It is a kind of algorithm categorized in artificial intelligence (AI) (White, 1989), having multiple applica-
tion in vast variety of problem (Shlens, 2014). Khan (2001) used neural network for classification in steps 
like principal component analysis, gene choice and neural network. Rule based on principal component 
is reducing the dimensionality just to avoid the overfitting. Followed by neural network can be devel-
oped. Helps in making a prediction while dealing classes with micro-array data in reduction, the result 
produced are biased and failed to achieve good performance. Resulting in removing class label from the 
dimensionality reduction method, and after this reduction artificial neural network can be established.

This algorithm consists of input nodes with respect to associated principal components and output 
nodes based on class labels. The author rearranges the input data and split the data into three parts 
known as 3 ANN, out of three, two were used for training purpose and third one was used for testing. 
The rearranging was done 1250 times and with each rearranging was done to estimate 3 ANN (Baba 
and Nakamura, 2002).

Example: On 58 samples, 47 were used for training and 11 for testing consisting of ER+ and ER-. 
Original size of dataset was 6,728 but after pre-processing the dataset was reduced to 3,389 (Gruvberger 
et al., 2001).

REGRESSION BASED ALGORITHM

This algorithm is purely based on statistics, helps in finding the relationship among variables. It includes 
multiple methods consisting of modelling and summarizing variables, identifying dependent and inde-
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pendent variables. Regression aid in understanding the dependency of dependent variable on independent 
variable. Regression on a large scale is used for foretelling just to know which independent variables 
are associated to dependent one. Linear, polynomial, logistic etc. Are methods based on regression rule 
(Yusuff et al., 2012).

Example: out of 176 patients, 130 were used for training and 46 were for testing purpose. In (Meyer 
and Wien, 2015), logistic regression was performed using variable having skin threatening, mass and 
calcination. While training, performance was 91.7% accurate and in case of testing it was 67.4% accurate. 
It showed patient with mass disclosure on mammogram screening, chances of having breast cancer is 
five times greater, while patient of calcification have 18 times higher chances and patient having skin 
thickening has very great chances of having breast cancer.

SVM

Vapnik developed support vector machine (SVM) widely used in many data mining application (Simon, 
2003; Golub et al., 2003). Majorly used for forecasting and prognosis of cancer. It works by drawing a 
hyperplane along with maximal margin bounded by the classes. The point lies on the border line called 
support vector. The area between the margin is defined as the optimum dividing hyperplane (O’Neill, 
1991).

Example: The tumor dataset of 314 samples, having 14 dissimilar cancer classes and consisting 
16063 gene values. 218 tumors were left after pre-processing process and SVM was applied for binary 
classification.

DECISION TREE

In classification problem, this algorithm was used on a larger scale known as classification tree. This 
consist of internal node – defining condition for dividing attribute and leaf nodes – designate as class label.

A cancer classification technique was introduced by Zhang (2001) with the help of gene expression 
dataset having n sample, individual sample consisting of vector of micro-array gene expression. Clas-
sification of the samples was done using recursive partitioning constructing a classifying rule. The tree 
is established using two-phase method. One phase – if the particular chosen predictor is selected as cut-
off value, after that data is divided into smaller/lesser samples. The judgement of choosing predicator 
and corresponding relative cut-off value are used to clarify the class separation like separating out the 
normal tissue against cancer tissue of breast, the purity of the sample is determined by function known 
as entropy defined below:

R R R Rlog log( )+ −( ) −( )1 1 	 (2)

Where r is defined as normal probability of sample, the function can have maximum value with r = 0 
or 1, such that the samples should be of same type, is minimum with r = 0.5, means two samples are 
fairly dispersed. This entropy function helps in constructing the tree and discover the top suited gene 
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to divide and feasible dividing condition for selecting genes. Second phase is used to trim just to avoid 
the overfitting.

Example: 62 samples having 22 normal and 40 samples of cancer, consisting of 2000 genes. Zhang, 
applied recursive partitioning, by checking each 2000 expression genes with their desirable threshold, 
selecting the best subset of level of gene expression. The algorithm show error according to small size 
of data, but it will increase as per the increase in size of data as it is dependable on size of input data.

We have summarized our literature survey study in Table 3, where we have depicted the techniques 
used in breast cancer analysis in past twenty years.

Table 2. Description of various available approaches

Methods Definition Advantages Disadvantages

SVM

Developed in 1995. Widely used 
for classification of various cancer 
while training the machine using 
data containing cancer class 
details (Guyon et al., 2002).

Handle large numerous features.

Used for binary classification problem 
but can change multi-class problems to 
binary class but doesn’t result in better 
performance (Simon, 2003).

Boosting

Defined as a type of accumulated 
classifier develop various class 
prediction using superiority (Khan 
et al., 2001).

It performs proportionate 
performance in case of 
classification with other methods 
Shows good results than decision 
tree classifiers (Breiman, 1996).

Time-consuming with repetition of 
training samples to find the accuracy. 
This algorithm has no superiority while 
comparing with other machine learning 
algorithm (Hasan, 2012).

Decision tree 
as DT

Known as classification trees 
works like containing nodes as 
internal shows separating attribute 
and leaf node as specific class 
label.

Doesn’t dependent on any input 
parameters. 
Tree construction is fast. 
Give good results and performance 
on increasing the data size.

Sample size for individual class is too 
low, gives error-prone results (Hong and 
Cho, 2006).

Artificial Neural 
Network

In this classification is done 
in three steps. First principal 
component analysis -to minimize 
dimensionality in case of 
supervised, gene selection and 
network prediction (Baba and 
Nakamura, 2002; Ahmed, 2005).

Shows improved result while 
comparing with regression 
methods (Dreiseitl and Ohno-
Machado, 2002).

Needed many parameters to increase 
performance. 
Defines as black box method, difficult 
to find working of model in the hidden 
layers. 
Time consuming and result in overfitting 
(Khan et al., 2001; Schwarzer et al., 
2000; Ahr et al., 2001).

Cast- Clustering 
based technique

Defines as it adjusts the samples 
into a cluster with same kind of 
genes.

Classifies depending on 
resemblance of gene resulting in 
little reclining to noise.

Non-scalable with training data. 
Require more computational time, 
expensive and inappropriate (Zhang et 
al., 2001).

Regression

Defines as statistical method 
finding interrelation among 
variables- can be dependent or 
independent.

Provide acceptably fair result by 
using small data set. 
Linear regression is easily 
understandable for forecasting and 
optimization.

Mostly sensitive to the outliers. 
Find relationship among dependent 
and independent variables in linear 
regression, but required extremes in case 
of dependent one variable (Yusuff et al., 
2012; Meyer and Wien, 2015).
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Table 3. Summarized details of Literature Survey

Year and 
Author 
Name

Method and Material Used Contribution

1999 
Mariana 
Nacht

Combined two powerful gene expression profiling technologies including DNA arrays with 
serial(sequential) scrutiny of gene expression (SAGE) and help to identify route of progression 
in breast cancer.

Identified genes presented in the breast cancer differentially. 
Consistency metastatic along with primary tumors with regard to under expressed genes

2001 
Sofia 
Gruvberger

Used Artificial Neural networks, to classify tumor according to ER status. 
ANN performance based on top finest genes and including ER within.

100 finest ER genes are identified. 
Result shows that ER_negative and ER_positive tumors demonstrate distinct gene 
expression phenotypes.

2002 
Laura J. van’t 
Veer

Applied supervised classification and unsupervised clustering. 
Supervised classification is used to find the gene signature. 
Unsupervised cluster analysis to separate ER_negative and ER_positive samples using 
agglomerative hierarchical clustering.

Developed 70 genes set, that initially consists of 25000 genes among 117 samples of 
breast cancer. 
Identified good and bad prognosis cases.

2003 
Christos 
Sotiriou

Hierarchical clustering used to divide the tumors in two subcategories based on ER status 
The status is then associated with basal and luminal characteristics.

Identified 485 gene set from 7650 that predict 99 patient’s survival. 
Concluded that Estrogen Receptor is strongly related to gene expression instead of tumor 
grade. 
Suggested how gene Profiling help in devising new therapeutic.

2005 
Kim M-J

The expression of 22000 transcripts is analyzed using statistical techniques. 
RNA of tumor against 286 lymph node patients who have not taken any treatment.

76 gene signatures having 16 genes chosen as ERnegative and 60 genes as ER_positive 
subgroup. 
Devised a robust tool to identify patient at high risk. 
Showed specificity as 48% and sensitivity as 93%, independently using testing dataset of 
171 lymph node patients.

2006 
Anna V. 
Ivshina

347 tumors of primary breast were investigated on Affymetrix micro-array. 
Usage of class prediction algorithm to find out 264 powerful grade related markers. 
Analysis of statistics is used to separate the G2b and G2a subtype, from G1 & G3 subtypes. 
Used multivariate analysis to find genetic grade like a free prognostic indicator than tumor size 
and lymph node.

Discovered 264 genes expression markers co-related with tumor grade using 347 main 
breast cancer samples. 
Among 264 genes, six classify grade_3 and grade_1 tumor correctly and distinguish 
tumor grade_2 into category like G2b and G2a. 
Grade signature showing predictive capacity may be extent to all tumors apart from 
histologic grade. 
Integrating the genetic grade analysis with risk factor in order to have better prognosis.

2006 
Christos 
Sotiriou

Developed a set of 128 genes for 189 primary breast cancer patients. 
Kaplan Meier analysis was used to investigate the relation among gene expression grade index 
and relapse (deteriorate) the survival of patients.

Discovered grade_3 and grade_1 had recognizable gene expression and grade_2 breast 
cancer has heterogenous expression profiles. 
After investigating gene expression with histologic grade, it is analyzed that relapse 
(weaken) survival is very highly correlated with gene-expression more in comparison to 
histologic grade. 
Study helped devising new stratification method for identifying high grade patient.

2009 
Ewan K.A 
Millar

Analysis of gene expression was observed on 60 breast cancer samples. 
t-test screening and variance-based gene filtering (each evaluated on gene comparing non-
recurrence versus recurrences).

Developed gene expression ratio-based signature of gene with the help of training data set 
of 60 ER positive breast cancer samples. 
Three gene were discovered for recurrence cases IL17BR, HOXB13 and A1240933 for 
non-recurrence cases.

2011 
Alan Mackay

Define the objective and reproducibility for molecular subtyping using two-way average-linkage 
(ranked) hierarchical clustering method. Used free-marginal kappa statistics.

No classification system produces perfect agreement (kappa>=.81) among observers. 
Five distinct genes list generated mainly associated with molecular subtype of breast 
cancer identified.

2012 
Maxime 
Garcia

Extracted gene signature using interactome–transcriptome integration (ITI) algorithm. 
ITI distinguish subnetwork of ER negative and ER positive to classify low or high-risk groups 
of distant metastases.

Produced ER status-specific signatures, validating on individual datasets yielding higher 
classification accuracy. 
The classifier obtained seems less sensitive than previous studies 
It shows higher specificity helps in decision making to avoid unnecessary treatment.

2013 
Iman 
Rezaeian

Introduce a method called gene selection positioned on hierarchical and tree-based model. 
To choose minimal number of genes using computational experiments. 
Used Chi2 feature selection and Support Vector Machine.

The approach support gene selection resulting tiny subset of genes with more than 95% 
accuracy overall. 
Results show impressive accuracy using 18 genes. 
The approach can be extended for more refined stratification of patients using small 
subset of genes.

2014 
Ashish Saini

Novel method integrated prognosis risk estimation (IPRE) is proposed for gene selection. 
Used virtual chromosome score to find the 79 genes to form prognostic gene signature. 
IPRE algorithm, used to identify progression of breast cancer.

High accuracy achieved in terms of classifying good and bad prognosis. 
Recommended algorithm shows the possibility to help physician at the beginning stage of 
breast cancer in treatment decision.

2014 
Ashish Saini

Classify breast cancer based on ER subtype to take right treatment that can enhance the lower 
mortality rate. 
Author proposed a novel method called RRHGE algorithm using hub topology, 
Gene signatures extracted from micro-array data to identify ER negative and ER positive 
subtype.

Achieved good classification performance based on gene interaction network. 
471 genes formed gene signature, having 326 ER_positive genes and 145 for ER_
negative genes. 
Observation show that gene signature based on subnetwork are higher reproducible over 
datasets. Shows good classification performance compared to non-subnetwork-based 
gene signatures.

2016 
Frank P.Y. 
Lin

Multidisciplinary team (MDT) helps in decision making for the treatment of adjuvant breast 
cancer. 
Standardized medical decision along with machine learning procedures that are designed to 
forecast MDT about BC treatment.

This approach carries the future possibility to give direct decision support and promote 
transfer of expertise and boost care quality of patient and cancer conclusion.

2017 
Emmanuel S. 
Adabor

Breast cancer prediction and therapies are supported with deep knowledge of receptor status and 
hormonal status. 
Author identified identification of receptors like ER status, HER2 status and PR status using 
machine learning methods achieving low false- positive rate and high sensitivity. 
New method-median supplement to distinguish HER2 and hormonal receptor BC patient’s status 
using gene profiling.

Breast Cancer deficient ER, PR and HER2 receptors that are very difficult to examine 
and treat. 
The application of author’s method allows concurrent inspection of breast cancer patients 
with saving time and cost.

2017 
Fadhl M. 
Alakwaa

Deep Learning (DL) have reached much importance in genomics and image analysis domains. 
Author aimed to assess the attainment of feed-forward network, on identifying and classifying 
breast cancer metabolomics data into ER+/ER-.

DL have shown higher accuracy over other machine learning methods. 
Deep Learning extracted features are treated as a new novel biomarker like uracil. 
Using 271 breast cancer tissues, having 204 tissues as ER positive and 67 as ER negative. 
Deep Learning method results highest prediction accuracy of 0.93. 
The biological judgement of deep learning’s hidden layer acknowledges eight important 
associated path of breast cancer that are not acquire in comparison from other machine 
learning algorithms.

2019 
David G. P. 
van Ijendoorn

Selecting set of miRNAs with the help of integration of classification and clustering using 
wrapper-based feature selection. 
Fuzzy and rough set were used to understand the overlying, ambiguity and changeableness 
characteristics of data. 
Random forest and particle swarm optimization in order to find the set of miRNAs.

To establish the biological significance of miRNA’s in breast cancer, biological 
implication analysis is conducted. 
The selected miRNAs are authenticated through biological tests and results are 
statistically important.
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Machine learning as part of AI (artificial intelligence), include implementation of algorithm by 
learning and understanding from the datasets to perform work irrespective of specific instruction. This 
learning process include analytical acknowledgement of patterns, helps in analyzing the data more cor-
rectly to produce exact and correct results. For details study of machine learning technique can refer 
Nisreen et al., 2017.

EXPERIMENTAL RESULTS

GSM25055 is a microarray-based gene expression dataset collected from NCBI. Various feature selec-
tion technique is applied in MATLAB 2019b on this dataset namely, Minimum redundancy Maximum 
relevance (MRMR), Relief F, FitcLinear and feature selection using neighbour component analysis (FS-
RNCA). After applying the feature selection, the results given the ranking of the genes so selecting the 
TOP 50 genes in each case and applying the classification algorithm Naïve Bayes and Kernel Logistic 
Regression applied in WEKA 3.9.4. The results achieved in terms of precision are as follows in Table 4.

On selecting a smaller number of genes i.e. 50, FitcLinear and FSRNCA are giving high precision.
On discussing various kind of machine learning algorithms, they are classified as shallow learning 

methods.

PROS AND CONS

Advantages of Shallow Learning Methods

1. 	 Identification of pattern and trends that can’t be easily visible to human beings.
2. 	 Due to self-learning ability of machine learning method helps them to make self-analysis for pre-

diction and make improve on its own.
3. 	 Constant advancement – while gaining experience with time improves correctness.
4. 	 Supervise and handle multi-variety and multi-dimensional data.
5. 	 Machine learning have wide application mostly used as healthcare provider.

Disadvantages of Shallow Learning Methods

1. 	 Data acquisition – massive data of unbiased and good quality is required to train the model.

Table 4. Precision results of four feature selections methods on GSM25055

Machine Learning Algorithm FITCLINEAR MRMR REFIEF F FSRNCA

Kernel Logistic Regression 0.949 0.829 0.832 0.939

Naïve Bayes 0.936 0.829 0.809 0.965
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2. 	 Resources and time – a lot of time is required to develop and learn to attain a definite amount of 
accuracy and significance.

3. 	 Results analysis – choice of choosing the correct algorithm to correctly describe the results.
4. 	 High error sensitivity – machine learning is independent and autonomous but is deeply sensitive 

to errors.

Machine learning is too powerful when it is used precisely at right place, it gives an encouraging path in 
medical field for the correct and accurate detection of cancer. But as in case of Deep Learning require 
less count of input in order to achieve more processing power and data, help in gaining accurate prog-
nosis and diagnosis of breast cancer (Rauschert et al., 2020). Looking to the great impact shown by the 
Deep Learning, modelling of variety of data will become simpler and useful for diagnosis in medical 
field (Anu and Anuja, 2020; Arti et al., 2020).

One model of machine learning that include artificial neural network, Deep Learning (DL) have 
the ability to allow large dataset to deal with and operate to find the good accuracy while handling 
performance on diagnosis, prognosis and prediction of breast cancer. DL easily learn complex pattern 
consisting the dataset for performing classification and making future prediction.

As deep learning needs large amount of data for training purpose, pre-training plays an utmost role 
to identify the issues arise while training a classifier when whole datasets is not available. Hinton (Rus-
sakovsky et al., 2015), perform classification as layer wise pre-training hence, assigning the weight of 
DBN (deep belief network) along with hidden layers. As a result, it was concluded that pre-training 
enhances the accuracy. Image net (Oquab er al., 2014) used technique to first train the deep learning 
model on dataset and then using that model for other work. Apart from training the dataset, weight as-
signed for identifying original and primitive features like corners, edges and textures that can be used 
for various work to save model training time and increase the performance of respective model (Shen et 
al., 2019). Author introduced an algorithm called deep learning for detection of breast cancer correctly 
making usage of end-to-end training technique on screening mammograms. Lesion definition used for 
training process and following stages uses image labels, removing dependency on exceptionally possible 
lesion definition. The performance produce was excellent using convolutional network for distinguishing 
screening mammograms. Due to deficiency of ROI (region of interest) this end-to-end, technique can be 
utilized to problems related to medical imaging. Ragab et al. (2019) presented a computer aided detec-
tion in two parts a) considering the region of interest (ROI) b) method that make use of region depend 
and threshold. For feature extraction, technique called convolutional neural network (CNN). SVM was 
used at the last layer to improve the accuracy.

EVALUATION OF CLASSIFIER PERFORMANCE

Methods used for estimating the efficiency of classifier by dividing the labelled data into subsets as:

1. 	 Hold Out: Data is partitioned into two parts, one as training, second as testing. With the help and 
support of training datasets, a classification model is generated which then estimate the performance 
of model based on testing datasets, mainly the testing dataset is 20-30% of the original datasets. The 
division of datasets may vary as increasing the percentage of testing dataset can make the model 
more prone to error due to less training dataset. But lesser amount of data for testing lead to bias 
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towards the training dataset. It is classified as simplest form of cross-validation. This method is use-
ful either if size of the datasets is too large or in order to quickly implement validation. Therefore, 
shortage of training data can lead to overfitting or underfitting for the model used (Kourou et al., 
2015).

2. 	 Cross Validation: Each sample is passes for the same count of times for training and once for 
testing within datasets. As a result, it covers the complete original data by both training and testing 
successfully. In this case resulted accuracy are measured as mean of all different validation cycles. 
This method helps in removing the bias created by holdout method, using k fold subsets of the 
datasets. Fold is particular and unique part of data. This method is important as it uses complete 
dataset for training and testing. Useful in case of small and definite dataset (Kourou et al., 2015).

3. 	 Random Sampling: It is similar to holdout but in order to better find out the estimation accuracy, 
holdout method repeats several times during training and testing samples randomly (Hinton et al., 
2006).

4. 	 Bootstrap: It is a resampling method; samples are separated with replacement into training and 
testing sets, that is samples are placed again into the complete dataset after they have been selected 
for training (Hinton et al., 2006).

5. 	 Leave– One – Out Cross Validation: Defined as leave-p-out, it tests the given model by each 
desirable possibility of p test datapoint. This method finds remarkable estimation of error and easily 
become extensive for large datasets. The number of iterations is calculated using n

Cp
 with n as 

total number of points. This grant a model to evaluate as the same number of steps as there are data 
points. This perform well with small dataset (Kourou et al., 2015).

CONCLUSION

In the review, efforts are made for detailed explanation and comparison of breast cancer based on variety 
of machine learning. All of the above studies have tried to answer various questions related to breast 
cancer including i) are the genes considerably correlated with breast cancer ii) if they are associated 
then, are they correlated with cancerous breast cancer? iii) are the genes reproducible on chosen training 
set will also work on across different datasets. iv) are genes powerful and robust enough to give similar 
distribution outcomes for distinct datasets. V) are the identified genes showing the cancer associated 
pathways for cancer. The performances of methods have individual limitations dependency on training set 
and controlled biological relevance. The survey also presented objection in utilizing the already available 
usable data in the best desirable manner, so that it can help in effectively diagnose and prognose breast 
cancer. To overcome these issues, we have explored deep learning model for breast cancer classification.
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ABSTRACT

Cancer has been known as a devastating disease that takes thousands of lives every year. And since this 
is a heterogenous disease, standard treatments, like chemotherapy, radiation, and chemo-radio therapy, 
are effective in specific patient population subset only. Genetic differences play a very crucial role in 
defining cancer susceptibility and also in determining the drug’s efficacy by affecting regulation, expres-
sion, and activity of drug metabolizing enzymes, drug transporters, and drug receptors. This genetic 
variability of the disease lends itself to the emerging field of precision or personalized medicine. There 
are some specific ways of acquiring data for precision or personalized medicine approach like genome 
wide association scan (GWAS). This is basically identification and scanning of biomarkers throughout 
the complete DNA/genome of several individuals to study any type of genetic variations which are linked 
with any form of cancer.
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INTRODUCTION

The term ‘oncology’ has been derived from two words onco and logy where “onco” defines excessive mass 
and “logy” is study. Oncology deals with cancer treatment and understanding the genetic predisposition 
leading to DNA variation and then to the disease ultimately. People probably think of cancer treatment 
as a modern practice but that is not a true fact as it has it root in ancient Greek. Among manuscript the 
initial description of this disease and its treatment is mentioned in the book of Edwin Smith Papyrus, back 
in 3000 BC and described it as “incurable” but with the time it changes. In fact, cancer survival among 
several years has been increased because of less exposure to life style related habits (like consumption 
of tobacco/smoking and alcohol) and advancements in the screening methods and treatment regimens 
(Blackadar, 2019; Jarrell et al., 2020).

The introduction of immunotherapy has driven the cancer care field towards individualization of 
therapeutic guidelines which ultimately led to basics of personalized medicine approach or precision 
medicine approach, which is often called precision and personalized medicine (PPM), which is actually 
customization of therapeutic protocol as per the patient (Kruger et al., 2019; Jarrell et al., 2020). Over the 
past few decades, it has become apparent that the physiology of cancer is different in different patients 
and that could be the probably be a reason for difference in the treatment outcome in these patients even 
after following the same treatment regimen. Therefore, the conventional cancer therapy regimens have 
been unsuccessful, costly and causes unwanted side effects for patients. A more effective model is based 
on PPM in order to adjust the conventional and more traditional approach. This viewpoint promotes 
the creation of personalized therapies for each particular cancer subtype, which utilizes calculation and 
information related to genetic predisposition and genetic variation data of patients for better and more 
reliable methods of treatment (Jarrell et al., 2020).

Different forms of cancer have been treated through conventional and more traditional methods for 
several decades which includes chemotherapy, radiation and surgery. This approach of common treat-
ment protocol for all patients in most of the cases led to deterioration and hazardous damage of healthy, 
non-malignant tissues and organs as well. The personalized approach or precision medicine approach 
based on individualization of treatment regimen as per tissues, genetic variations and individual events/
factors significant to specific cancer physiology. It helps in determining the appropriate treatment method 
as per specific malignancy and guides for the novel & targeted treatment protocol which either do not 
led to any hazards to the healthy tissues/organs or it shall be the minimum harm. Thus, this approach of 
treatment is more appropriate and safer as compared to others. Moreover, improvements and advance-
ments in the identification of pathways and biomarkers related to cancer, precise and more effective 
approaches of patient data analysis (Big data); and more accurate high-throughput screening methods 
will surely lay down a strong base for precision and personalized medicine approach (Jarrell et al., 2020; 
Fan et al., 2020).

EPIDEMIOLOGY OF CANCER

Genetic Factors

It is a well-known fact that almost all the cancer-causing agents leads to variations in the genetic content. 
Furthermore, it has been studies by several researchers across the world that variations in the somatic 
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cell’s genetic expressions due to mutations finally leads to transformations leading to malignancies. 
Moreover, for almost all cancer types there exists dominant inheritance which are truly penetrant and 
called the genetic susceptibility/predisposition. These contributes to approximately 2%-5% of total fatal 
cancer forms (Bahrami et al., 2018).

Genetic Predisposition/Susceptibility

Several research studies have shown that there are possibilities of any individual not born with a disease 
but there is a likelihood to acquire it during the life span, this phenomenon is called genetic predisposition 
or susceptibility. It is not necessary that genetic susceptibility to some specific disease due to any muta-
tion (single gene or multiple genes or combination of alleles) shall lead to some kind of abnormalities. 
It’s been noticed several diseases like cancer, patients inherit genes which has some kind of alteration 
due to factors such as lifestyle related habits or exposure to different classes of xenobiotics (Allen et al., 
2014; Alzu’bi et al., 2019).

Due to genetic predisposition & involvement of several other environmental & related life style fac-
tors the genes which suppress tumour formation loses their function and thus give rise to carcinomas or 
different forms of cancer. It is always suggested to have a knowledge and information about one’s genetic 
predisposition to different disorders/diseases and how is it associated with lifestyle & environmental 
factors because this will finally explain the increased or decreased incidences for acquiring any potential 
diseases and its relation to habits like smoking or drinking (Lerman et al., 2015).

Therefore, the basic aim of genetic predisposition is to explain the likelihood of developing certain 
diseases based on a person’s genetic makeup during the course of life span of an individual depending upon 
the environmental factors & lifestyle related habits one is exposed to. Furthermore, it provides resources 
for extended information from the World Health Organization and other sources. This phenomenon of 
genetic susceptibility/ genetic predisposition is basically an outcome of specific genetic variations which 
could be inherited from the parents. These variations may lead to development of certain disorders or 
diseases; however, these do not directly cause any specific disease or disorder. There had been certain 
classical examples within the same family where person with a genetic variation predisposition didn’t 
develop a disease while others did (Allen et al., 2014; Alzu’bi et al., 2019).

Present research scenario focuses on identification of genetic variations which are common in the 
general population, however these may have lesser impact on diseases or risk of causing any disorder. 
Individually these variations just have a slight effect on a person’s chances of developing any diseases 
but when combined these significantly increases the risk to develop any disease in an individual. Varia-
tions in several genes (which individually are less effective), may therefore explains the susceptibility to 
the common diseases like different forms of cancer, cardiovascular, vascular disease and mental illness 
(Allen et al., 2014; Alzu’bi et al., 2019).

In all the cases of genetic predisposition, a number of factors are involved along with an identified 
genetic variation in defining the risk of disease or likelihood to develop a disease during the course of life. 
These are often called as modifiers explained as the genetic factors along with lifestyle related habits and 
environmental factors. There is another category of diseases as well which is called as the multifactorial, 
these actually are outcome of several factors and their combinations. Though it is not possible to alter 
an individual’s genetic content, however, certain lifestyle related habits and environmentally induced 
modifications may sometimes lead to increased or decreased incidences as per the individual’s genetic 
predisposition (Lerman et al., 2015).
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Environmental Factors

The occurrence of numerous kinds of malignancy shifts extraordinarily between topographical regions. 
Several variations have been identified through movement from one zone to another having differenti-
ating frequency, variations in occurrence after some pace, & variety inside populaces as indicated by 
financial status. Along these lines natural components seem to have a noteworthy job in the aetiology 
of most sorts of malignant growth (Lewandowska et al., 2019).

Infections

16% of the overall frequency of disease is because of contamination. The ratio of percentage for created 
vs creating nations is 9% vs 21%. The same for Human papillomavirus (HPV) in cervical cancer is 82% 
vs 91% representing the ratio in created vs creating nations. The strongest evidences are available for 
HPV type 16 for incidences of liver malignancy 18.81% unending disease with hepatitis B or hepatitis 
C (Jiang et al., 2018).

Life Style Habits

Alcohol Consumption: The undesired and uncontrolled uptake of alcohol has always been known as 
an enhancer of several diseases and disorders including some forms of cancer and liver cirrhosis (liver 
disease) and may add to certain malignant growths of the bosom and enormous gut (Stornetta et al., 
2018; Fan et al., 2018).

Smoking: Consumption of tobacco in form of chewing or smoking has been found as an inducer of 
several forms of cancer of lung, larynx, oral depression and pharynx, throat, pancreas, kidney, and blad-
der. Use of tobacco leads to 15% (1.1 million new cases for each year) of all disease cases worldwide 
(25% of cases worldwide in men, 4% in ladies) (Khani ret al., 2018).

Key Discoveries leading to Precision Medicine

The most significant and addressed discoveries which have supported countable progress in the sphere of 
individualized/personalized or precision medicine approach are single nucleotide polymorphism (SNP) 
genotyping and biochips/microarray. Some specific variations are as follows (Fig 1):

•	 Polymorphism: Specific stretch on DNA/genome which differs in nucleotides sequence from one 
individual to another

•	 Single Nucleotide Polymorphism (SNP): This defines variation in the single base in the DNA in 
comparison to normal base sequence at that very position

•	 Copy Number Variant (CNV): This explains variation in the repeats of DNA sequence at some 
particular location from one individual to another

•	 Indel: This defines presence of a DNA sequence due to insertion or absence of a DNA sequence 
due to deletion at a location, which varies from one individual to another
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SNPs are basically variations which leads to 90% of all reported variations or polymorphisms. These 
are actually variations addressed in one/single nucleotide in the sequence of DNA, however, have specific 
in the specific population. The process leading to exploration of these variations in any population is 
very critical and specific because these variation or SNPs have genetic susceptibility to certain diseases 
and treatment outcome to pharmaceuticals in every individual in any specific population. These have 
also been helpful in separating patients in multitude of research studies and several clinical trials (Yates 
et al., 2018; Steinke & Holinski, 2019).

Another revolution in the field of PPM was the discovery & introduction of the microarray biochip 
by providing the ability to store and rapid analysis of entire genome of every patient. This procedure 
has provided clinicians and researchers across the globe to carry out patients’ efficient genotyping of 
SNPs, and ultimately providing quick introduction and expansion of therapeutics which is protein-based 
diagnostics (Yates et al., 2018).

Precision or Personalized Medicine Approach (PPM)

Precision care is an evolving method for treating various diseases, it is based on facts that there exists 
variation in genes in each individual and the expressional outcome of these variations h is affected 
by environment and lifestyle factors. By having a better understanding of the genetic structure of an 
individual, including knowledge embedded in their DNA, health-care workers are able to offer a more 
tailor-made and accurate way to diagnose and treat diseases such as cancer. The aim is that one day, 
medical imaging will customize cancer treatment to the biological mutations in the cancer cells of each 
individual. Although treating any diagnosis of cancer using precise treatment is a long way to go in the 
future, today’s precision medicine can be helpful (Aronson et al., 2015; Collins et al., 2015; FDA, 2019; 
Fan et al., 2020).

Figure 1. Some specific types of variations
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Personalized approach is basically customization of treatment to ensure better patient care, with the 
correct result and the highest margin for safety. By encouraging each patient to seek timely diagnosis, 
risk assessments and appropriate care, it holds promise to improve health care by also reducing costs.

Precision approach explains refers to adjustments and alterations in the altering the therapeutic care 
according to each patient’s specific characteristics. This doesn’t define the introduction and innovation of 
new drugs or clinical set ups as per individual patient, This does not mean that the development of drugs 
or medical devices that are specific to a patient, however this facilitates the classification or division of 
the patients into sub groups of subpopulations with difference in their vulnerability to a particular disease. 
Furthermore, it considers the differences in the physiology or biology or prognosis of those diseases that 
they may develop, or the cascade of reactions to a specific treatment. So that different interventions on 
prevention or therapeutic regimen shall then base on obtaining maximum treatment benefits or outcome 
with less expenses and almost no side effects. Yet the word ‘personalized medicine’ is often used to 
express the sense that this word is often misunderstood as suggesting that it is possible to devise specific 
treatments for each person (Aronson et al., 2015; Collins et al., 2015; FDA, 2019; Fan et al., 2020).

On the other hand, the usage of the word “precision medicine” will expand to the collection and us-
age of medications and even include the production of customized medical items for individuals — for 
example, “a patient-specific tissue or organ and customize medications for various people.” Thus, in fact, 
the concept has very much similarity with personalized medicine that it is sometimes used synonymously.

Personalized or precision medicine (PPM) is basically the implementation and utilization of data 
generated through screening and diagnostic methods for significant management of an individual patient’s 
predisposition towards a disease. Furthermore, PPM enables hazard assessment/ disease risk evaluation, 
examination, analysis & interpretation of the symptoms, precautions and execution of treatment regimen 
specifically designed for individual patient, thus improves the quality of life and public health (Aronson 
et al., 2015; Collins et al., 2015; FDA, 2019; Fan et al., 2020).

The field of PPM is influenced by pharmacogenetics and pharmacogenomics. Pharmacogenetics 
explains the effect of particular variation in respective genes which decides how an individual will re-
spond to any discrete drug. Therefore, it is analyzing single drug or multi drugs response in context to 
specific gene, or group of genes (Juengst et al., 2018).

On the other hand, Pharmacogenomics explains the effect of collective genes which ultimately effects 
drug response. Furthermore, this helps in identification of genes through genome wide analysis which 
effects response to a particular drug so that new drug targets and key determinants shall be discovered 
which will improve the treatment outcome and will decrease the chances of adverse drug reactions 
(Juengst et al., 2018).

There are number of factors which contribute to these differences in treatment outcomes in context 
to genetic variation and effect on drug response, these include biological, physical, bio-physical, chemi-
cal, bio-chemical, environmental and life style related factors (Aronson et al., 2015; Collins et al., 2015; 
FDA, 2019).

Aim of Precision Medicine

The aim of cancer precision medicine is to customize the treatment to match the unique genetic con-
stituents and the genetic variations in cancer cells. Precision cancer medicine can include examining the 
genetic makeup of the cells, or the makeup of the cancer cells if you have cancer (Aronson et al., 2015; 
Collins et al., 2015; FDA, 2019; Fan et al., 2020). Tests may include:
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1. 	 Testing of the Drug-Genes: The genes, including those used to treat cancer, will affect the way 
patient’s body handles medications. The oncologist uses genetic test information to decide which 
medicines and dosages are best suited to specific patient.

2. 	 Cancer Advanced: When your cancer persists through treatment, your doctor can recommend you 
for testing of your cancer cells for their genetic makeup. This method, called tumour sequencing, 
is used to search for cancer changes or mutations, so your doctor can pick the right treatment for 
your tumour form.

3. 	 Family History: Genetic testing is given to those with a clear family history of the disease for 
hereditary in certain mutations which may enhance the chances of certain forms of cancer as in 
case of breast cancer BRCA gene. As compared to the general population, all the individuals who 
are carrier of this specific gene variation are at increased risk of developing breast cancer. And the 
same theory is being implemented to the treatment outcome related to specific drugs used for con-
trolling breast cancer (Parp inhibitor). Depending on the family genetics related to different forms 
of cancer several other new genetic testing methods are available, which gives accurate chances of 
developing some cancer in future.

Not only breast cancer but many other cancers like lung cancer, colorectal cancer, neuroblastoma and 
many other malignant tumours are also benefiting from precision medicine treatment.

Artificial Intelligence in Precision Medicine Approach: Technological 
Advancements Leading to Precision Medicine Approach

Artificial Intelligence provides a fundamental change towards the PM approach. Machine learning 
techniques are being used for the genomic sequencing and for analysing and interpreting results from 
the vast quantities of data of patients and medical institutions that are recorded at all the times. Artificial 
intelligence methods are used in cardiovascular precision medicine to understand the genetic patterns 
inherited in the existing diseases to improvise them. The patient may need to get a biopsy to find out 
which genetic variations are present for that specific form of cancer. A biopsy is a test that involves the 
doctor extracting a cancer sample. This sample will be sent to a special laboratory, where a machine 
called a DNA sequencer is searching for genetic changes that can cause the cancer to increase. The dif-
ferent methods of studying genetic variations in different cancers includes molecular or tumour profil-
ing, genomic testing and DNA sequencing. The specific methods or the process involves the following:

1. 	 Microarray Analysis: In today’s era of clinical and translational research, the need of the hour is to 
analyze huge datasets for functional genomics to derive information from biological experimenta-
tion set ups. An example of this is microarray technology which involves studying the expressions 
of several thousand genes simultaneously in specific conditions. This technology provides enor-
mous quantity of data generated through sequencing thousand genes. Microarray gene expression 
profiles can be used to relate to external information to get knowledge about the biological events 
and different related processes which can be further utilized to make new discoveries (Brambilla 
et al., 2019).

2. 	 Next Generation Sequencing (NGS): It is the process to explore, determine and study the nucleo-
tides sequence present on DNA segment. It is high-throughput sequencing process which enables 
rapid sequencing of DNA & RNA at very low cost as compared to Sanger sequencing. The process 
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has given new horizons to genomics and molecular biology studies. This includes Illumina (Solexa) 
sequencing (emission of fluorescent signal by DNA based), Roche 454 sequencing (based on pyro-
sequencing) and Ion Torrent: Proton / PGM sequencing (based on measuring direct release of H+) 
(Morash et al., 2018). Lin and co-workers (2020) suggested that the next generation sequencing 
strategy should be considered in precision medicine by applying it in triple‐negative breast cancer 
patients receiving platinum and PARP inhibitors treatment.

Precision Medicine/Personalized Medicine Approach in Cancer Treatment

The disruptive approach which consider both variations in an individual and population specific charac-
teristics to provide personalized or individualized care is called Precision medicine (PM). It is a disrup-
tive approach which helps in widening the molecular & biological expertise and helps in exploring the 
great genetic diversity of patients (Malone et al., 2020; Lin et al., 2020).

This approach is based on individualization or customization of treatment regimen and other health-
care according to an individual on the basis of data procured from molecular and the genetic analysis at 
individual level. And it also utilizes the data and information obtained from the rest of the population 
(Stockley et al., 2016; Krebs & Milani, 2019; Hockings et al., 2020). Hence, personalized or precision 
medicine depends on molecular & genetic analysis and population statistics to form the platform for 
tailored and individualized healthcare. The most important aim of precision medicine is to provide per-
sonalized & accurate interventions to patients by utilizing the understanding of biology, to be précised 
molecular and genetic analysis. The strategies utilized for precision medicine includes crucial decision-
making steps and processes which are based on biomarker-driven approaches comprises of genes, differ-
ent gene products (like transcripts. Proteins etc.) and metabolites. Based on the diversity in biomarkers 
at both molecular and genetic level, omics technologies provide an increased high-throughput and thus 
presents outstanding opportunities to represent the full view of biological systems and mechanisms in 
a very unbiased & hypothesis free mode. However, holistic approach shall be applied to different steps 
& levels of biological information so that a deep understanding of diseases, mechanisms and processes 
should be acquired (Mantere et al., 2019; Lin et al., 2020).

The dynamic understanding of interactions of gene and environment (on individual & population 
levels) leads to forecast of any normal or pathological conditions in the patients. Thus, this new concept 
of system medicine is very specific and targeted and depends on global & integrative approaches neces-
sary for better outcome-based orientation for patient care (Wynn et al., 2018). Furthermore, a biological 
system can only be fully understood by considering the space & time parameters. Figure 2 gives an 
overview of the multi-scale perspective of precision medicine approach over conventional approach.

Different forms of cancer lead to death in the major population of India and other countries across 
the world. The reason behind this is the heterogeneity of the disease. The malignant tumours may have 
versatile genetic and molecular which will lead to difference in the expression of proteins in different 
patients with same cancer form. The field of personalized or precision medicine evolved due to this 
inherent variability. With the implementation of personalized/precision medicine approach, it is possible 
to characterize tumours on the molecular basis (Krzyszczyk et al., 2018). This approach may result in 
immense patient benefits in different forms of cancer (Grinnell, 2020).
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The knowledge of all the complicated elaborated cascade of formation and development of cancer & 
furtherance has been upgraded with the interventions of novel and innovative laboratory-based techniques 
which include different procedures, processes and mechanisms like DNA sequencing, gene expres-
sion profiling, proteomics, DNA methylation etc. Certain projects like International Cancer Genome 
Consortium & Cancer Genome Atlas have characterized genetic variations in tumours and have also 
disclosed molecular pathways & functional key mutations involved in carcinogenesis & cell proliferation. 
These mechanisms & processes have significant impact on the different steps during clinical diagnosis, 
medical prognosis & therapeutic regimen of cancer patients and thus have supported the customiza-
tion of anti-tumour therapy in routine oncological practices. Such inventions and innovations actually 
have significant suggestions for persons with increased risk to develop certain malignant tumours by 
identification and categorization of patients receiving benefit from intensive screening and follow-ups. 

Figure 2. An overview of the multi-scale perspective of precision medicine approach over conventional 
approach.
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For instance, women with mutation in tumour suppressor genes BRCA1 or BRCA2 are susceptible to 
develop ovarian, breast and other forms of cancer and are therefore, prospects for specialized screening 
programmes (Richards et al., 2015; Mukherjee et al., 2019).

Furthermore, the advancements in molecular techniques, was followed by developments and innova-
tions in the diagnosis related imaging & histopathology which provided more accurate and appropri-
ate characterization of tumours and have given specialized ways of tracking treatment response. For 
instance, the development and introduction of FISH (fluorescence in situ hybridisation technique) for 
the purpose of clinical examination of routine testing of breast tumours for ERBB2 (HER2/neu) gene 
amplification in patients. Several factors like identification of common genetic variations in tumours, 
introduction of high-throughput molecular diagnostics and cost-effective etc., are leading the way to 
the personalized or individualized treatment in many diseases like different forms of cancer (Richards 
et al., 2015; Mukherjee et al., 2019).

Benefits of Precision Medicine

1. 	 Improve Diagnosis and Treatment: Precision cancer medicine allows cancer diagnosis and other 
illnesses more precise and assesses the unique genetic structure of their tumours to pick the most 
appropriate and safe therapies for them.

2. 	 Benefits to other Cancers Also: It is used in treatment of other cancers like lung cancer, leukaemia, 
sarcoma, colorectal cancer, neuroblastoma and many other malignant tumours.

3. 	 Improved Predictability of which Therapies Will Work Best for Specific Patients: Use of 
precision medicine approach allows doctors to apply best therapies to their cancer patients with 
best approach.

4. 	 Improve Disease Detection: Precision medicine improves the ability of researchers to detect the 
disease easily.

5. 	 Customize Disease Prevention Strategies: It helps to customize the strategies available for disease 
prevention.

6. 	 The Efficiency of Care: Precision medicine makes decisions based on particular factors which 
affect their health. Today decision-making on treatments is on the patients’ shoulders, because only 
doctors know no better how a single person and their condition would be affected by one form of 
treatment. Health facilities should prepare for personalized care methodologies for each of their 
patients with specificity, thereby increasing the chances of cure.

7. 	 Limit Cost: Targeted treatment based on genetic mapping, with more knowledgeable treatment 
decisions, will reduce the cost of care and has a greater chance of being successful. The cost is 
significantly lower with a focus on preventive care rather than disease treatment.

8. 	 Population Health: Studying genetic variations in a population as a whole and as parts may help 
identify causes and improve treatment for specific diseases. Genetic analysis of parts of a popula-
tion can predict disease probability and early detection.

Limitations of Precision Medicine

1. 	 Legal Problems: A lot of genomic data must be obtained from a large number of people from 
the population representing each and every segmentation in order to achieve epitome efficacy. It 
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is legally uncertain who controls the data when and where such a huge data is obtained. The gov-
ernment does not own the data; FDA has blocked individuals from corporate access to their own 
genetic records. The problem here is that it’s the responsibility of whoever owns the data and it 
may be costly.

2. 	 The Relevance of Information: Data from one million volunteers will be gathered for genomic 
research, according to President Obama ‘s proposal. It is highly likely that certain parts of the 
population that ‘drop out’ or insufficient samples of some disorder, or even over-representation of 
some other form of disorder.

3. 	 Infrastructure Requirements: Precision medicine has the potential to have a significant effect 
on healthcare, but it needs substantial investment in infrastructure and time for implementation. 
Fundamental improvements to the system and process of data collection, storage, and sharing have 
to be made to incorporate precision medicine. The federal budget earmarked for precision medicine 
production does not cover the cost and it is uncertain who will have to invest the balance of the 
money.

4. 	 Healthcare Cost: Ideally, effective treatment can avoid repetitive attempts, readmission, and help 
take preventive measures against illness, preventing the haemorrhage of health care funds. But in 
order to achieve this point, it needs significant investment in infrastructure for information process-
ing, storage and sharing as well as security infrastructure to protect the data and other associated 
expenses may prove a burden.

Precision medicine essentially uses modern technology and methods to figure out and classify the causes 
for treating health and illness, and to avoid disease and promote wellness. It holds high expectations but 
the drawbacks weigh it down.

The promise it holds is too big for these drawbacks to hold it back for a long time, healthcare pro-
viders, government and IT professionals are working together to develop a solution to overcome these 
short-term drawbacks.

Side Effects of Precision Medicine

Scientists have expected précised cancer therapies to be less harmful than conventional chemotherapy 
medications, since cancer cells are more target-dependent than normal cells. Yet targeted cancer treat-
ments may have thoughtful side effects. Side effects hinge on on the medication a patient takes for the 
precision medicine therapy. Some common side effects of it are:

1. 	 Skin problems as well as rashes and strong itching
2. 	 Sensitive reactions like dizziness, tightness in chest, trouble in breathing and inflammation in the 

lips or tongue
3. 	 Raised up levels of liver enzymes
4. 	 Fatigue
5. 	 Constipation and diarrhea
6. 	 Poor blood clotting and wound healing
7. 	 High blood pressure
8. 	 Low blood cell counts
9. 	 Gastrointestinal perforation
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Some side effects of such targeted therapies were related to improved patient outcomes. For example, 
patients who develop acneiform rash (acne-like skin eruptions) while being treated with the erlotinib or 
gefitinib signal transduction inhibitors, both of which target the receptor of the epidermal growth factor, 
appeared to react to these drugs better than patients who do not develop the rash. Similarly, patients who 
experience elevated blood pressure when receiving the angiogenesis inhibitor have typically had better 
outcomes. The few targeted treatments approved for use in children, including immunosuppression and 
reduced sperm output, may have different side effects in children than adults.

Genome Wide Association Scan (GWAS)

Genome-wide association scan/study involves expeditious scanning of biomarkers across the whole 
genome or the DNA of several individuals to explore genetic variations and their association with a 
specific disease. After identification of novel variations and their association with specific disease, the 
researchers then utilize this data to develop crucial approach to identify, determine, treat or prevent the 
disorder/disease. These methods and studies based on the methods are actually useful in exploring gene 
variations which leads to common but complex diseases such as different forms of cancer, asthma, heart 
disease, diabetes & mental illnesses. After completion of major projects like Human Genome Project in 
2003 & International HapMap Project in 2005, the scientists, researchers and clinicians now have dif-
ferent research tools with which the contribution of gene variations to common diseases can be studied. 
These tools include computerized databases with references from human genome sequence, a quick 
map of human genetic variation and a set of new and advanced technologies approaches which shall 
rapidly and more accurately do the analysis of genetic variations across the whole genome samples and 
thus can contribute to the onset of disease or a disorder (Massard et al., 2017, Forman & Sotelo, 2019).

The furious pace of technological advances, such as DNA sequencing and genotyping technologies, 
has begun to enhance our understanding of human diversity in pharmacologic traits. Meanwhile, meth-
odological advances, such as the genome-wide association scan/study (GWAS) approach, have facilitated 
the discovery of genetic variation with considerable clinical relevance. The sine qua non of (an essential 
condition or requirement) the rapidly developing field of pharmacogenomics is the translation of genomic 
information from these convergent developments into individualized patient care. Exciting promises of 
the new science abound, including the possibilities of optimized drug therapy, adverse-effect risk predic-
tion, and improved drug discovery and development (Nattestad et al., 2018; DeLeonardis el al., 2019).

Benefit of GWAS

•	 The impact of GWAS on healthcare and practice of medicine is potentially substantial. The data 
generated through genome-wide association scan studies will lay down the platform and ground-
work for the personalized medicine approach and therefore introduction of more customized strat-
egies will take place.

•	 After improvisation in the efficiency and cost of GWAS and incorporation of other innovative 
technologies, the medical practitioners & health care professionals will definitely be able to utilize 
these for providing patients with customized and individualized information regarding the facts 
related to their risk of acquiring certain diseases during their life span.

•	 The information generated through GWAS will enable the medical practitioners & health care 
professionals to follow and implement prevention programs like tailored unique genetic makeup 
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of an individual. Furthermore, in the best-case scenario if there shall be no illness occurred in the 
individual then the information generated through these protocols shall be utilized for the selec-
tion of the treatment methods which will be more effective and least adverse reaction causing in 
the patient’s group. In such methods, there are two groups one consists of individuals with the dis-
ease and the other group which is health and do not have the disease. The sample is obtained from 
both the groups to study the genetic variations (Richards et al., 2015; Mukherjee et al., 2019).

GWAS Protocol/ Procedure

•	 The protocol is based on identification of participants, making groups of participants one consists 
of people with the disease and another group consist of individuals without the disease. Then 
DNA sample is obtained from sample collected from each individual in both the groups (sampling 
methods include either drawing a blood sample or by rubbing a cotton swab along the inside of 
the mouth to harvest cells).

•	 The whole genome or DNA is first isolated and purified from blood sample or the other cells, and 
then tiny chips and after which scanning takes place on an automated laboratory machine.

•	 The automated machine rapidly examines the genome from each sample for the targeted strategi-
cal biomarkers of genetic variation know as single nucleotide polymorphisms (SNPs).

•	 If the results of the scanning show significant frequency of certain genetic variation in the sample 
of an individual with some disease as compared to others without any disease, then such variations 
are known to be “associated” or “linked” with that disease. These associated or linked genetic 
variations are very crucial pointers to the disease-causing problem which resides in the specific 
region of human genome. Important thing is, these linked variations may sometime not lead to the 
disease, however, these may just be “tagging along” with the actual causal variants.

•	 Because of above mentioned reasons, the scientists, the medical practitioners & health care pro-
fessionals have to follow different methods like DNA sequencing in the specific region of the 
genome, to study the actual genetic variation involved in the disease.

GWAS Data Access

The National Centre for Biotechnology Information (NCBI), a part of NIH’s National Library of Medicine, 
has developed databases for scientists/researchers, the medical practitioners & health care professionals. 
All the records of data generated from GWAS on a number of diseases, disorders and all such conditions 
have already been presented on NCBI Web site, called the Database of Genotype and Phenotype (dbGaP).

CONCLUSION

Genetic diversity explored through SNPs, CNVs or Indel along with certain environmental exposures 
contributes to both disease susceptibility or predisposition and variation in drug response. On identifica-
tion of new or unreported genetic associations, the information is utilized to explore best possible ways 
to explore, analyse, treat or prevent the disease or disorder. It suggests that precision and personalized 
medicine approach has potential to enhance effective treatment outcome rate by adopting pharmacoge-
nomics testing prior the treatment regimen to decrease rate of adverse drug reactions (ADRs) (Ginsburg 
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& Phillips, 2018; Krebs & Milani, 2019; Hockings et al., 2020). As the clinical researchers have noticed 
that specific variants of a gene are responsible for increased risk of ADRs in context to some categories 
and combinations of drugs. Therefore, integration & application PPM into clinical practises will surely 
allow spectrum for drug dosage and drug combination selection as per the individual patients genomics 
so that the treatment outcome shall be improved and more effective in every patient and furthermore, 
this will also reduce the chances of drug-induced morbidity and death (Ginsburg & Phillips, 2018; Krebs 
& Milani, 2019; Hockings et al., 2020).

Personalized or precision medicine can help in the prediction of an individual’s likelihood to de-
velop certain diseases during life span. Due to the ongoing advancement and upgradation in the field of 
PPM, the researchers, clinicians & medical practitioners continue to discover novel methods, tools and 
technologies to support programmes based on identification of patients at who are at higher risk for de-
veloping devitalizing disease. While researchers are making progress on a daily basis, for most patients, 
the precision medicine approach to cancer treatment is still not part of routine care. Many new drugs 
intended to address a particular shift are being studied in clinical trials in precision medicine right now. 
Some clinical trials support patients suffering from different forms and cancer stages. Others support 
patients who have various forms and stages of cancer. The tumour must have some genetic modification 
that can be activated by a drug being studied to be eligible for precision medicine trials.

Precision medicine allows doctors to choose medications based on the patient’s genetic understand-
ing of the condition, and to establish customized care plans. Patients have genetic variations that allow 
cancer to develop and spread and these are somewhat different across various periods for each patient. 
Treatment can usually be a combination of surgery, chemotherapy, radiation, and immunotherapy, de-
pending on the form, size, and stage of cancer. Precision medicine can help with genetic variations and 
analysis to determine particular tailored treatment plans, with some medications being more appropriate 
for different genetic profile.
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ABSTRACT

Globally, prostate cancer is a major healthcare problem. It is among the most frequently diagnosed 
malignancies and is the primary cancer in males in North America and the Caribbean, Europe, and 
some parts of Africa. Mobile health interventions afford prostate cancer patients in following prostate 
specific antigen results including trends, getting a better understanding of the severity of their disease 
and evaluate carefully the benefits and risks of the available treatment options. This review will examine 
the use of mobile health applications in prostate cancer research particularly in (1) clinical decision 
of selecting best treatment option or active surveillance, (2) monitoring disease- and treatment-related 
symptoms, (3) oncological and supportive care, (4) treatment decisions, and (5) health literacy and pro-
motion of physical exercise. The benefits of telemedicine are discussed. Challenges will be examined and 
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INTRODUCTION

The Epidemiology of Prostate Cancer

Globally, lung cancer is the most frequent malignancy in men followed by prostate cancer. In 2018, 
GLOBOCAN estimates that there were 1,276,106 new cases of prostate cancer worldwide with 358,989 
recorded deaths from the disease (Bray et al., 2018). The incidence of prostate cancer rises with age, and 
rates differs across populations and regions (Ferlay et al., 2018). Ferlay et al. reported in 2018 an age 
standardized rate of 79.1 per 100,000 people for Oceania followed closely by 73.7 per 100,000 people 
for North America and 62.1 per 100,000 people for Europe (Ferlay et al., 2018). The disease is more 
frequently diagnosed among older men and worldwide the mean age is 66 years (Perdana et al., 2016; 
Panigrahi et al., 2019). It is reported that approximately 1 in 350 men below the age of 50 years will be 
diagnosed with the disease while in those within the 50 - 59 age group, the incidence rate increases to 
1 in 50 men, and those over 65 years, 3 in 5 men (Perdana et al., 2016). Notably the incidence rate dif-
fers among ethnic groups with the highest observed in African American men with 157.6 per 100,000 
people compared with 93.9 per 100,000 in Caucasian men (SEER Cancer Statistics Review, 2016). The 
differences in incidence rates could be attributed to genetic makeup, environmental factors which influ-
ences the etiology of the disease and variances in screening methods involving prostate specific antigen 
(PSA) testing as well as inequalities in healthcare access (Chu et al., 2011).

The well known risk factors of prostate cancer are family history, advancer age over 65 years old, 
ethnicity, genetic factors and other associated factors such as unbalanced diet, obesity, physical inactivity, 
infections, inflammation, and environmental contact with ionizing radiation or cancer-causing chemicals 
(Wilson et al., 2012; Markozannes et al., 2016). Approximately 20% of prostate cancer patients indicated 
a family history and hereditary genetic background is concomitant with elevated risk for the disease, 
with a contribution of approximately 5% (Gallagher et al., 1998; Sridhar et al., 2010). Dietary factors 
may have a crucial role in the progression of prostate cancer. Studies have reported a positive associa-
tion between fat and dairy products, and prostate cancer mortality (Armstrong et al., 1975). A review of 
epidemiological and experimental studies showed that diets rich in saturated animal fat are associated 
with increased growth of prostate cancer cells due to higher levels of androgens (Vankateswaran and 
Klot, 2010). On the converse, Brassica vegetables have shown evidence for a protective effect against 
prostate cancer, and decreased risk have been observed with consumption of green tea and soy (Joseph 
et al., 2004; Fujiki et al., 1998).

The epidemiology of prostate cancer has been transformed due to the identification of biomarkers such 
as prostate specific antigen that are positively associated with the diagnosis of prostate cancer (Filella et 
al., 2018). Furthermore, there is increased survival among prostate cancer patients due to effective treat-
ments, improved supportive care and advances in cancer detection. However, there are disease-specific 
and treatment-related side-effects which may negatively impact the health-related quality of life and 
well-being of prostate cancer patients (Lin et al., 2009).

recommendations given for the development and efficient use of mobile health applications by prostate 
cancer patients and healthcare providers.
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BACKGROUND

Electronic Health (eHealth) and Mobile Health 
(mHealth) - Definitions and Applications

Electronic health (eHealth) is the protected and cost-effective usage of information communication 
technology (ICT) in a productive manner which is supportive of organizations, professionals, and pa-
tients in healthcare fields (Catan et al., 2015). In this fashion information is enriched and distributed 
via the internet and allied technologies to support areas in health-related fields such as health education 
and research, healthcare and health investigation (Pagliari et al., 2005). There are a number of benefits 
that eHealth offers to healthcare professionals such as reduction in workload as communications with 
patients can be simplified and streamlined. In addition, patients can be educated, trained and their 
treatment managed by the healthcare professionals from a distance. Electronic health also seeks to af-
ford patients with services such as remote diagnosis of disease, treatment, consultation in their home 
environment and self-care management at home. In this manner patients are empowered (Dahlke et al., 
2015; Kondylakis et al., 2013).

The European Commission in 2020 issued an eHealth Action Plan 2012 - 2020 that explain the role of 
eHealth in personalized medicine and to encourage healthcare professionals and patients to increasingly 
engage the use of technological devices in the delivery of healthcare (European Commission, 2012). 
The European Commission is of the opinion that the effective application of eHealth can results in the 
delivery of personalized healthcare that is well-organized, effective and inclusive. Possible outcomes of 
the personalized healthcare are patient empowerment, decrease patient morbidity and mortality, reduce 
length of hospitalization, improved quality of life, and greater access to services (European Commis-
sion, 2012). On-going technical developments in medical informatics, public health, the internet and 
associated technologies in this dynamic environment will globally advance healthcare and its delivery.

Developments in wireless technology have led to the growth of mobile health (mHealth). Mobile 
health is a subdivision of eHealth and is the use of mobile technology such as mobile phones and as-
sociated communication devices such as personal digital assistants, tablet computers and smart watches 
in the provision of healthcare (Lewis et al., 2016). Mobile health offers the opportunity of shared health 
information between healthcare professionals and patients thus resulting in faster diagnosis, more ef-
fective monitoring of health status, improved access to therapy and rehabilitation, reduction in time for 
the receipt of prescription and training in self-management (Kondylakis et al., 2017).

There is growing use and acceptance of mobile health in healthcare fields as it is viewed as a valued 
tool in patient-centered care or personalized medicine which is the objective of modern healthcare schemes 
(Ventola, 2014). Furthermore, the clinical application of mobile health is useful for decision-making 
support, gathering of clinical health data for patient care and research, education and collaboration of 
healthcare professionals, real-time monitoring of patients, track chronic diseases such as diabetes mel-
litus and cancer and monitoring public health (Pereira-Azevedo et al., 2018).

In the last decade there have being increasing use of mHealth applications (apps) tablets and smart-
phone with features such as Bluetooth and cameras in medical care. It is noted that there are approxi-
mately 300,000 mHealth apps accessible in the Google Play Store and Apple App Store (Byambasuren 
et al., 2018). Some of the most well-known categories of mHealth apps are recommended to patients for 
the diagnosis of disease, self-care management and treatment of health conditions include pregnancy, 
chronic illnesses such as diabetes mellitus, hypertension and obesity (Rowland et al., 2020). There are 
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other apps that are associated with physical activity and fitness, nutrition and health behavior (Statista, 
2019). However, it is important to note that only a limited number of mHealth apps have been technically 
reviewed and/or deemed appropriate for use by the USA Food and Drug Administration and European 
Medicines Agency (Pelletier, 2012).

mHealth apps are highly applicable to the treatment of chronic conditions such as cancer and health 
management (Mahmood et al., 2019). Research have demonstrated the advantages of using mHealth apps 
to aid patients with cancers including better-quality of life and emotional well-being, greater physical 
activity and weight reduction, decreased depression and anxiety and extending cost-effective care (Pope 
et al., 2019). According to a study conducted in February 2016, there were approximately 599 iOS and 
Androids–related apps for breast cancer in the United States which generally provide information on the 
disease, treatment and management (Giunti et al., 2018). Interestingly, the Mobile Application Rating 
Scale (MARS) has been found to be a useful methodology to analyze the quality of smartphone apps 
available on the Android and iOS platforms for patients diagnosed with genitourinary cancers including 
prostate cancer (Amor-Garcia et al., 2020). 

Chow et al. reported the implementation of a novel mobile app-based intervention called iCanThrive 
that provides coping skills with telephone coaching and improve the well-being of breast cancer survivors 
(Chow et al., 2020). Likewise, Lidington et al. documented a randomized controlled trial with breast 
cancer patients with early staged disease where the effectiveness of the mobile app called OWise Breast 
Cancer will be evaluated for self-management of care and monitoring of symptoms (Lidington et al., 
2020). A recently conducted quasi-experimental interventional clinical trial examined the viability and 
applicability of a mHealth app tailored to differentiated thyroid cancer patients and found significantly 
enhanced quality of life and patient education, increased remote monitoring and improved disease self-
management (Giannoula et al., 2020). 

Telemedicine has a number of applications in gynecology and women’s health (Lee and Hitt, 2020) 
and disease management and treatment of children diagnosed with cancer (Kermani et al., 2020). Tele-
medicine can be applied to screening programs, and psycho-oncological care in breast cancer patients. 
Marino et al. describes a telemedicine screening program among 321 patients who undergo breast cancer 
screening (Marino et al., 2020) while a web-based psycho-oncological intervention training platform 
was effective in providing strategies for managing disease-related burden to breast cancer patients in 
need of psychological care (Ringwald et al., 2019). In addition, telemedicine allows the provision of 
radiation oncology consultations to prostate cancer patients located regionally and remotely with high 
level of satisfaction (Hamilton et al., 2018).

In urology, an important review of apps in December 2017 revealed 176 in Google Play Store and 
Apple App Store of which 20 were related to prostate cancer (Pereira-Azevedo, 2018). There are docu-
mented mHealth/eHealth apps in the literature relating to prostate cancer. Three noted examples are the 
Follow MyPSA app for males on active surveillance for prostate cancer, the Prostate Cancer Research 
International Active Surveillance (PRIAS) which utilized a mobile apps by males with low-risk disease, 
and Rotterdam Prostate Cancer Risk Calculator (RPCRC) where algorithms predicting risk are generated 
via the use of a smartphone app (Pereira-Azevedo, 2018).

Electronic health and mobile health applications are increasing used by health professionals and 
prostate cancer patients. Studies have shown that there has been timely diagnosis of prostate cancer, 
improvements in shared-decision making of treatment options, improved treatment adherence, enhanced 
communication between patient and provider and overall better-quality health care. This review will 
examine the use of electronic health and mobile health applications in prostate cancer research particu-
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larly in (i) risk assessment and clinical decision of treatment or active surveillance in early localized 
prostate cancer (ii) monitoring disease- and treatment-related symptoms, (iii) oncological and supportive 
care, (iv) health literacy and user satisfaction and (v) promotion of physical exercise. The benefits of 
telemedicine will be discussed. Challenges will be examined and recommendations given for the devel-
opment and efficient use of electronic health and mobile health applications by prostate cancer patients 
and healthcare providers.

IMPLEMENTATION OF MOBILE HEALTH SYTEMS

Implementation Strategy of mHealth Systems Among Primary Care Patients 

There has been a substantial increase in studies on mHealth systems including those examining their 
use in primary care. Quanbeck et al. reported the implementation of an evidence-based mHealth system 
called Seva that integrate treatment of patients with alcohol use disorder in primary care (Quanbeck 
et al., 2018). Seva provided patients with a discussion board and collaborative modules relating to 
self-regulation and problem solving to manage difficult situations as well as tools such as cognitive 
behavioral therapy, relaxation exercises and health tracking. It also offers clinicians with a Web portal 
comprising a Clinical Report generated by self-reported data from patients concerning their well-being 
and alcohol use (Quanbeck et al., 2018). The implementation strategy of Seva at each clinical site in-
volved four phases which were (1) train key clinical staff involved in substance abuse, (2) organize a 
comfortable working environment for persons involved in Seva, (3) assess progress of previous phases 
and perform rapid-cycle tests of concepts, and (4) employ technology that should be easy to use and 
accepted by staff and patients (Quanbeck et al., 2018). In another study, Shiferaw et al. designed and 
implemented a mHealth technology for maternity services in a financially-constraints setting (Shiferaw 
et al., 2018). This technology was aimed at assisting health care professionals with midlevel training 
to offer improved maternal health care services to patients by an automated data collection system and 
electronic decision making process. The implementation strategy of this mHealth system comprise (1) 
staff recruitment including health care and information technology professionals, and capacity build-
ing, (2) mHealth system design which include front end component employed as a mobile-based apps 
and a back-end module implemented as web-based application, (3) collection and reporting of data, (4) 
electronic health records and decision support and (5) health care professionals providing general and 
specialized education along the continuum of service comprising antenatal, delivery and postnatal care 
(Shiferaw et al., 2018). 

In an earlier study, Mirkovic et al. implemented and evaluated the usefulness of the Connect Mobile 
app in supporting patients with cancer in the management of health-related issues in a randomized clini-
cal trial with prostate- and breast-cancer patients (Mirkovic et al., 2014). The implementation of the 
Connect mHealth system comprise (1) recruit cancer patients and health care professionals, (2) utilize 
Connect via a Web browser using laptop or desk computers using a JQuery Mobile framework and (3) 
patient employ the assessment, symptom self-management support, information, messaging, communi-
cation and diary modules. The assessment of the Connect mobile app involved examining both an Asus 
Transformer tablet computer and mobile phone versions of the app (Mirkovic et al., 2014). 

The implementation of a mHealth system can increase care among patients with chronic diseases in 
primary care settings. However, there are challenges involving the availability of human and technologi-
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cal resources (Folaranmi, 2014) which must be overcome in order to have an effective and sustainable 
mHealth system.

MOBILE HEALH, SCREENING, DIAGNOSIS AND 
TREATMENT OF PROSTATE CANCER

Mobile Health in Risk Assessment and Clinical 
Decision of Treatment or Active Surveillance

Mobile health applications are increasingly used in urologic care by medical practitioners and their 
patients and a number of potential prostate cancer prediction models have been documented in the lit-
erature (Louie et al., 2015). These prediction models utilize risk factors such as family history, age and 
ethnicity along with PSA values to produce an index of prostate cancer risk and a suitable algorithm 
to manage the patient’s diagnosis and prognosis (Louie et al., 2015). The web-based RPCRC was re-
designed into an application (smartphone app) using similar algorithms in order to increase its use and 
accessibility among urologists and patients. Pereira-Azevedo et al. tested the usability of mobile phone 
app of the RPCRC among 92 participants comprising of general practitioners, urologists and medical 
students via the Post-Study System Usability Questionnaire (PSSUQ) (Pereira-Azevedo et al., 2017). 
The RPCRC smartphone app was instrumental in predicting prostate cancer risk and diagnosing clinical 
significant disease with scores for informational quality of 78-92%. The mobile phone app’s interface is 
well designed as scores ranging from 80-95% were obtained for interface quality and 88-99% for system 
usefulness (Pereira-Azevedo et al., 2017; Table 1). Notably, a systematic review of the performance of 
prostate cancer risk calculator apps using the validated user version of the Mobile Application Rating 
Scale found that they enhanced clinical decision-making and were beneficial in providing counselling 
intervention for patients at risk for prostate cancer (Adam et al., 2018).

The Prostate Cancer Research International Active Surveillance (PRIAS) study was implemented in 
2006 and is completely web-based. It sought to improve clinical decision making of urologist and their 
patients with low-risk prostate cancer regarding whether active surveillance or active treatment is more 
appropriate (van den Bergh et al., 2007). The entry of demographic, PSA measurement and PSA-doubling 
time in the online website by physicians results in an automatic recommendation on whether the patient 
with low-risk prostate cancer should remain on active surveillance or change to restorative treatment 
(Bokhorst et al., 2016). Furthermore, prostate cancer patients using a mobile app called Follow myPSA 
are able to document and tract their PSA test and other clinical results, and physicians are able to view 
in real-time the clinical information of their patient (Venderbos and Roobol, 2017).

In a prospective cohort study of 500 men across 8 countries with low-risk prostate cancer enrolled in 
the PRIAS study and followed for a median time of 6.5 years, more than one-half (65%) switched from 
active surveillance to invasive treatment within 2.3 years (Drost et al., 2018; Table 1). In another report 
of the PRIAS study comprising of 5,302 low-risk prostate cancer patients across 18 countries and fol-
lowed for 10 years, 48% of the subjects remained on active surveillance after 5 years and 27% after 10 
years (Bokhorst et al., 2016). These studies indicate that the PRIAS study has a simple protocol that is 
easy to use in daily clinical practice and there are limitations regarding the use of active surveillance in 
decreasing the adverse effects of over-diagnosis in low-risk prostate cancer patients (Drost et al., 2018; 
Bokhorst et al., 2016).

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



150

The Role of E-Health Interventions in Improving Clinical Outcomes and Overall Health
﻿

Use of Web-based PROMS and mHealth Applications to Monitor Symptoms

The treatment options offered to prostate cancer patients include prostatectomy and radiotherapy (Tyson 
et al., 2017). Patient undergoing radiotherapy may experience symptoms such as pain, bowel and urinary 
symptoms which are associated with both the disease and treatment (Liberman et al., 2014). The equality 
and content of clinical advice from physicians on managing these symptoms during radiotherapy and 
after prostatectomy differ greatly. Patients have used many different approaches to relieve the symptoms 

Table 1. Mobile health apps used in decision-making for diagnosis, active surveillance or treatment of 
prostate cancer patients

References Study Population mHealth/eHealth 
Application

Outcome of mHealth 
Application

Draisma et al., 2003

ERSPC study 
(enrolled 42,376 
men with 1498 
cases of prostate 
cancer)

Stimulation model based 
on results of the Rotterdam 
section of ERSPC study

Lead time estimate 
support prostate cancer 
screening for more than 
one year

Roobol et al., 2012

ERSPC Rotterdam 
risk calculator 
population: 3624 
men (886 prostate 
cancer cases) and 
2896 men (547 
prostate cancer 
cases)

Development of DRE-Base 
Risk Calculator

RPCRC identified most 
prostate cancer cases 
and prevented 30 -35% 
biopsies

van Vugt et al., 2012

Multi-centre 
randomized control 
study of 443 
prostate cancer 
patients (55-75 
years) in 5 Dutch 
hospitals

ERSPC Risk Calculator 
use to assess urologist and 
patient compliance with 
recommendation

Urologists and patients 
complied with the RC 
recommendation in 368 
of 443 (83%) cases

Pereira-Azevedo et al., 2017

Study of 92 
participants 
comprising 
urologists, general 
practitioners, and 
medical students

Algorithms generated from 
ERSPC Risk Calculator

App received high 
scores for usefulness, 
information quality and 
interface quality

Bokhorst et al., 2016

PRIAS Study – 10 
year including 
5,302 men with 
low-risk prostate 
cancer across 18 
countries

Web-based simple protocol 
– PSA tests, prostate 
biopsies and DREs

Low prostate cancer 
mortality for men on 
active surveillance

Drost et al., 2018
PRIAS Study – 500 
men enrolled in 8 
countries

Web-based study with 
analysis of PSA tests, 
DREs and prostate biopsies

More than half of men 
switched to invasive 
treatment within 2.3 
years

Gulati et al., 2014

Population-based 
study of patients 
with localized 
prostate cancer

Calibrated microsimulation 
model - with age, PSA and 
Gleason score

In the age group 50 – 69 
years the risk of over-
diagnosis of prostate 
cancer was estimated as 
5% - 44%
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with diverse outcomes (Blomberg et al., 2016). Over the past ten years there have been the introduction 
of more technology some of which are mobile-based or web-based for offering advice on supportive 
care, monitoring symptoms of patients with cancer and meeting other needs albeit social, physical and 
emotional (Ruland et al., 2013; Maguire et al., 2015).

The comprehensive care and support for prostate cancer patients should encompass early monitoring 
of symptoms and signs, tailored care planning, training in self-care, and daily use of patient-reported 
outcome measures (PROMs) in clinical practice (Field et al., 2019). There are a number of studies that 
have utilized web-based PROMs which involved patient-reporting of the multi-dimensional aspects of 
health-related quality of life as well as signs and symptoms of disease (Chen et al., 2013). Web-based 
PROMs have been shown to contribute to better patient management as there is prompt detection of 
symptoms and side effects during treatment, improved patient satisfaction, better quality of life and well-
being and increased clinician-patient satisfaction (Valderas et al., 2008; Jensen et al., 2014). Borosund 
et al. conducted a large randomized large randomized controlled trial of 325 prostate and breast cancer 
patients using a Web-based system. They found that 63.6% of the participants were regular users. Prostate 
cancer patients with elevated levels of symptom distress were more likely to use the discussion forum, 
participate in symptom assessments, and readily sought advice from healthcare provider (Boround et 
al., 2013).

There are reports of the use of smartphones for the collection of PROMS (Maguire et al., 2015) and 
the development of an interactive app on a smartphone or tablet coupled with an ICT platform, called 
Interaktor (Olsson et al., 2015; Langius-Eklöf et al., 2017). Interaktor is a health care management app 
that: (i) allow patients to assess and document the incidence, regularity and distress level of symptoms 
which is available in real-time to the healthcare provider, (ii) enables the healthcare provider via a web 
interface to monitor the patient’s data and health status, (iii) possess a risk assessment model which 
alert the healthcare provider via text messages based on the severity of symptoms, (iv) provide links to 
relevant websites with health information and uninterrupted access to evidence-based self-care instruc-
tion, and (v) generate graphs of the patients’ history of reported symptoms which is reviewed by patient 
and healthcare provider (Olsson et al., 2015; Langius-Eklof et al., 2017).

Langius-Eklöf and colleagues evaluated adherence to reporting, behavior and experience of 66 pros-
tate cancer patients using Interaktor to monitor their symptoms during radiotherapy. There was signifi-
cant self-management and care among participants with 87% adhering to daily reporting of symptoms 
(Ann Langius-Eklof et al., 2017). Through the use of Interaktor there was effective self-management 
of symptoms on a routine basis during radiotherapy, increase patient well-being, and improved patient-
centered care for healthcare survivors (Langius-Eklöf et al., 2017). In a non-randomized controlled 
study of 64 patients in the control group and 66 patients in an intervention group that uses Interaktor, 
the later reported lower levels of nausea and fatigue at the end of radiation treatment (Sunberg et al., 
2017). Moreover, the intervention group had lower burden in insomnia, urinary-related symptoms and 
emotional functioning (Sunberg et al., 2017).

Patients with prostate cancer may experience pain, a most distressing symptom that could be asso-
ciated with significant levels of psychological distress and physical disability (Shi et al., 2011). There 
is the use of mHealth in pain management where video-conferencing technology was used to provide 
coping skills intervention to patients experiencing cancer pain (Somers et al., 2015). Furthermore, some 
patients with prostate cancer undergo radiotherapy which is associated with a number of side effects 
such as diarrhoea, rectal bleeding, painful bowel movements, blood in the urine, and frequent urination 
and urinary leakage (Gay et al., 2018). The symptoms related to radiotherapy can lead to decreased 

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



152

The Role of E-Health Interventions in Improving Clinical Outcomes and Overall Health
﻿

quality of life, increased cost and hospitalisation and low treatment adherence particularly if there is 
ineffective patient management (van Tol-Geerdink et al., 2013; Zelefsky et al., 2013). Langius-Eklot 
et al. reported a prospective, randomized controlled trial that will be implemented involving men with 
locally advanced prostate cancer undergoing curative radiotherapy treatment. In this trial, patients in 
the intervention group will report daily via smartphone apps symptoms experienced during treatment 
and up to 3 weeks subsequent to the treatment (Langius-Eklof et al., 2017). The authors are of the view 
that information on outcome measures such as quality of life, health costs, symptom burden, disease 
progress and health literacy will increase our understanding of how to develop a personalized care for 
prostate cancer patients using mobile technology (Langius-Eklof et al., 2017).

MOBILE HEALTH, SUPPORTIVE CARE, PHYSICAL 
ACTIVITY AND USER SATISFACTION

mHealth in Oncological and Supportive Care, 
and Promotion of Physical Activity

A diagnosis of cancer presents emotional challenges and it is reported that approximately 30 - 40% of 
patients experience psychological distress such as depression and anxiety symptoms (Mitchell et al., 
2011). The emotional distress experienced by prostate cancer patients is associated with reduced quality 
of life (Roth et al., 2008). General health-related quality of life (HRQoL) and disease-specific HRQoL 
(such as urinary and bowel function) are affected by prostate cancer and its management (Eton and 
Lepore, 2002). Mobile phone health apps can be useful management tools for oncological care as they 
can assist both healthcare professionals and patients in monitoring symptoms, improve communication 
and follow up, provide specific cancer information and support drug adherence (Wang et al., 2014). 
Rincon et al. conducted a systematic review of the effect of mobile app use on the quality of life and 
well-being of prostate cancer patients (Rincon et al., 2017). The study found that there is a deficiency 
of rigorous clinical trials involving cancer-focused mobile phone apps and assessment of quality of life 
and/or wellbeing (Rincon et al., 2017). In the few studies identified, there was no association between 
mobile phone apps intervention and quality of life, and well-being of prostate cancer patients (Rincon 
et al., 2017).

Prostate cancer patients need supportive care and patient-reported outcomes (PROs) are increasing 
used by healthcare providers as they have been shown to improve patient engagement and self-care, 
evaluate pain and distress, increase communication between patients and providers, and overall better 
health outcomes (Basch et al., 2017; Segal et al., 2013). Tran et al. evaluated the practicality and suit-
ability of obtaining electronic PROs remotely using validated HRQoL tools for prostate cancer (Tran et 
al., 2020). Using the Strength Through Insight App and validated HRQoL tools, the researchers found 
that the smartphone app was an acceptable and feasible manner of collecting electronic PROs (Tran et 
al., 2020). In another study that investigated the use of mobile health application to collect PROs and 
guide postoperative care of prostate cancer patients after robot-assisted radical prostatectomy, the ma-
jority of the participants (75%) found the app easy to use and understand. The results suggest that the 
implementation of mobile apps can improve the compliance of prostate cancer patients with perioperative 
instructions and facilitate the collection of PROs with little resource utilization (Belarmino et al., 2019).
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Unmet psychological and functional supportive care needs during and after treatments have been 
reported by prostate cancer patients (Hyde et al., 2017). Supportive care is important as it assist with 
patient’s adaptation and coping with the disease, improve knowledge and understanding, increase 
health-related quality of life, lessen functional declines and apprise decision making (Chambers et al., 
2017). A systematic review of 16 studies including 10 randomized control trials (comprising 2,446 men) 
investigated the suitability, acceptability and effectiveness of online supportive care interventions (deci-
sion aids, patient support, medical records/follow-up) at improving the lives of prostate cancer survivors 
(Forbes et al., 2019). The researchers found primary evidence of online supportive care among prostate 
cancer survivors.

However, most of the studies had small sample size and insufficient acceptability measures which 
indicate the need for larger trials and more emphasis on translation of operational intervention (Forbes et 
al., 2019). An earlier study reported the use of Composite Holistic Assessment Tool‐Prostate (CHAT‐P), 
an online prostate-specific holistic needs assessment (HNA) tool that facilitates the self-management 
of prostate cancer patients. This online tool provided links to trustworthy sources of advice and sup-
port relating the disease process and treatment (Nanton et al., 2017). The HNA tool was accessed via 
a secured login system and CHAT-P generated an output which summarizes the patient’s needs and a 
proposed care plan that can be reviewed by the patient and health care provider (Nanton et al., 2017). 
Moreover, Bogaert et al. described an eHealth tool called CHESS (Comprehensive Health Enhancement 
Support System) which comprised a series of interactive tools aimed at supporting the needs of prostate 
cancer survivors and their partners (Bogaert et al., 2012). The findings from this formative study were 
used to improve user satisfaction and design a series of navigational features and collaborative tools for 
the CHESS prostate cancer computer-mediated system (Bogaert et al., 2012). Similarly, a randomized 
control trial involving an internet-based couple counseling program was as effective as traditional sexual 
counseling in improving sexual outcomes of prostate cancer patients with localized disease, and their 
partners (Schover et al., 2012).

Different treatment option for prostate cancer patients may cause symptoms such as dysfunction of the 
bowel, urinary incontinence and erectile dysfunction (Roth et al., 2008). These symptoms may negatively 
impact the mental health of prostate cancer patients so there is need for psychological intervention by 
mental health professionals (Parahoo et al., 2015). Internet-based psychological interventions may be 
useful in providing support to men with prostate cancer, allowing easy access to key health information 
specific to care, support for those in rural areas, and bridging gaps in the delivery of care (Anderson 
and Cuijper, 2008).

Lange et al. examined the usefulness of guided chat room groups in providing psychosocial care 
post-treatment for prostate cancer patients (Lange et al., 2017). Using a quasi-experimental design and 
5 web-based chat-group sessions the study found that the intervention group had higher scores on cop-
ing with the disease, reduction in depression and improvement in the physical component of quality of 
life (Lange et al., 2017). In a randomized control trial reported by Wootten et al. a self-guided online 
psychological intervention called My Road Ahead combined with online peer discussion forum was 
used to assess psychological distress of 142 prostate cancer patients with localized disease. There were 
significant improved reductions in psychological distress within the intervention group post-treatment 
(Wootten et al., 2015). Furthermore, a technology assisted cognitive-behavioral stress management inter-
vention effectively reduced depressive symptoms and improved health-related quality of life in prostate 
cancer patients with advanced disease (Yanez, et al., 2015). However, a randomized control longitudinal 
study involving an online educational support network did not observe any noteworthy improvements 
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in quality of life of patients with prostate cancer (Osei et al., 2013). These studies suggests that larger 
randomized control trials should be performed to evaluate the efficacy of eHealth technology coupled 
with established psychological intervention tools on improving the health-related quality of life and 
psychological care of prostate cancer patients.

mHealth and Treatment Decisions, Physical Activity and Health Literacy

Treatments for localized prostate cancer includes expectant management which comprise observation 
or active surveillance, radical prostatectomy, radiation therapy, cryotherapy, hormone therapy and 
chemotherapy (Mottet et al., 2016). Despite these treatment options, the best decision have not yet be-
ing established although the American Urological Association Clinical Guidelines suggest that active 
surveillance is a practical choice for patients diagnosed with early, localized prostate cancer (Middleton 
et al., 1995).

Primary care practitioners usually work with the prostate cancer patient in arriving at the best deci-
sions regarding therapy (Schapira et al., 1997). In a study by Holmboe et al. comprising 100 men newly 
diagnosed localized prostate cancer (from hospital and community-based urology practice groups), 
patients’ decision regarding treatment were based on their understanding and belief of the essential 
characteristics of each treatment option and the possible side effects (Holmboe et al., 2000). There is a 
recent study that investigated the practicability of The Staying Strong And Healthy protocol, an interven-
tion delivered via telephone to lessen metabolic and cardiovascular risks related to androgen deprivation 
therapy (Manson et al., 2019).

Moreover, a study that examined the readability of 62 websites for prostate cancer patients with 
information regarding treatment options found that only few website had online resources that were 
written lower than a high school reading level (Ellimoottil et al., 2012). In 2017, a prospective multi-
centre and cluster-randomized control trial called the EasiPRO3 study that involves a comprehensive 
on-line programme (Prostana) commenced among prostate cancer patients in Germany. The study seeks 
to evaluate the satisfaction of primary care patients exposed to cross specialties, with their treatment 
decision (Vosgerau et al., 2017). The authors are of the view that the findings from the study may be 
able to provide insight into how inventive online-based programs support prostate cancer patients, their 
families and clinicians in making treatment decisions (Vosgerau et al., 2017).

Physical activity can have a positive effect on clinical outcomes of prostate cancer patients such as 
improvements in health-related quality of life and cardiorespiratory fitness, reduced cancer-specific 
morbidity and mortality, and decreased treatment related side effects such as depression, psychological 
distress, anxiety, pain and fatigue (Bourke et al., 2015; Santa et al., 2014). Electronic health tools such 
as web-based and mobile apps have shown potential for the promotion of physical exercise in patients 
with chronic diseases (Walsh et al., 2018). In a prospective study which sought the opinions of colorec-
tal, breast and prostate cancer survivors on the use of smartphone apps to produce physical activity, the 
majority of the participants were receptive to the use of smartphone apps to promote physical activity 
(Roberts et al., 2019).

Trinh et al. examined the usefulness of a 12-week web-based intervention called Rise Tx to increase 
moderate to vigorous physical activity and decrease sedentary behavior among 46 prostate cancer sur-
vivors. The web-based intervention was highly accessible, effectively reduced sedentary behavior and 
significantly increased moderate to vigorous activity among prostate cancer survivors (Trinh et al., 2018). 
Furthermore, there is the implementation of a computer-tailored physical activity intervention called 
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OncoActive by Golsteijn et al. which seeks to increase the level of physical activity among colorectal 
and prostate cancer survivors in The Netherlands (Golsteijn et al., 2017). The efficacy of the OncoActive 
intervention is assessed in a randomized control trial consisting of 428 patients over a 12-month period 
(Golsteijn et al., 2017). The authors suggests that if the findings show that the OncoActive intervention is 
effective, it could be implemented nationwide and extended to other cancer types (Golsteijn et al., 2017).

The increasing accessibility of electronic health programs and health information available online 
affords prostate cancer patients and their families to improve their knowledge of their health condition 
and probably better overall health (Nagler et al., 2010). However, the actual use of the available heath 
resource is contingent on the patient’s eHealth literacy. A study by Bender et al. comprising 1,362 prostate 
cancer patients in four Canadian provinces sought to determine patterns and factors related with internet 
use of health-related information as well as essential information and features in a website (Bender et 
al., 2019). The majority (two-thirds) of the prostate cancer patients used the internet to access health 
information about prostate cancer and to make important health decisions (Bender et al., 2019). In an 
earlier study, Schaffer et al. develop a prostate cancer electronic health tutorial aimed at assessing user 
satisfaction and to support the decision making process between patients and their physicians. The find-
ings indicate that user satisfaction with the eHealth tutorial was high particularly among prostate cancer 
patients with localized disease (Schaffert et al., 2018). The participants also indicated that access and 
the quality of online health information was good and they were empowered to make better decisions 
regarding treatment (Schaffert et al., 2018).

Other support for eHealth literacy among prostate cancer patients came from Le et al. who reported 
that incorporating SMS text messages in an education intervention conducted among African American 
men was feasible and reasonable accepted by the participants. The authors suggest that incorporating 
SMS text messages in interventions is a promising avenue to support these men in making informed de-
cision about prostate cancer screening, treatment and their overall health (Le et al., 2016). Furthermore, 
a cross-sectional exploratory study of 142 partners of newly diagnosed prostate cancer patients with 
localized disease was conducted using a telephone survey. There were high levels of electronic health 
literacy among the partners that was concomitant with their knowledge of treatment options, reliance 
on social network for additional health information which was disease specific and their involvement in 
obtaining a second opinion (Song et al., 2017).

TELEMEDICINE AND PROSTATE CANCER

Telemedicine-Interventions Used in Supportive 
Care of Prostate Cancer Patients

Telemedicine, also commonly called telehealth is the use of technology such as video platform, mo-
bile phones, web and telephone to deliver healthcare services to patients in remote locations (Sood et 
al., 2007). There is the exchange of critical health resources via electronic communications between 
healthcare providers and patients in the comfort of their homes, allowing for possible cost savings and 
improved patient management (Stroetmann, 2013).

Telemedicine have been incorporated in different aspect of the supportive care of prostate cancer 
patients through different technological platforms. In this manner it affords urologic care to men in 
remote locations, provides access to specialty care follow up and facilitates telephone or web-based 
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interventions which may reduce psychological distress (Ellimoottil et al., 2016). ProsCan, a peer-based 
telephone support for prostate cancer patients and their partners within a trial design was evaluated in 
20 couples who received sessional intervention. There was reduction in psychological distress among 
the prostate cancer survivors although sexual relations of couples did not improve (Chambers et al., 
2013; Table 2). Likewise, in a nationwide study of 292 prostate cancer patients including those from 
remote locations, survivorship care was provided through telemedicine platforms that facilitate partner 
involvement. Using validated psychological tools it was found that there were significantly lower levels 
of psychological distress in married prostate cancer survivors who experience good partner support 
(Karmen et al., 2015; Table 2).

Telemedicine enhances psychological care by allowing healthcare providers to support patients who 
live in remote locations between visits (Maheu and Gordon, 2000). Michel et al. carried out a randomized 
controlled trial where 239 men with prostate cancer in the intervention group received psychological 
intervention by telephone while the control group received standard care. Prostate cancer survivors in 
the intervention group improved in problem solving and cognitive framing (Michel et al., 2002). There 
were also reductions in the number and intensity of side effects and significant improvement in sexual 
satisfaction from baseline to 4 months (Michel et al., 2002; Table 2).

In clinical research telemedicine can be used to increase samples size and individuals of different 
representations particular those in various remote geographical regions. Scurrey et al. found that tele-
medicine via telephone interviews was effective in recruiting prostate cancer patients in rural areas and 
permit increase access and greater convenience. Although participants reported an overall positive experi-
ence, sound quality and better access for patients who face challenges with commuting to telemedicine 
location are areas for improvement (Scurrey et al., 2019)

Web-based intervention for prostate cancer patients facilitate a multidisciplinary approach particu-
larly when all the healthcare providers are not at the same healthcare centre, and overcome mobility 
and geographical challenges (Roland et al., 2013). A retrospective study of 171 patients with urologic 
diseases of which 14% was prostate cancer was conducted by Chu and colleagues. It was reported that 
web-based prostate cancer program was affordable and successfully used to assess the wide range of 
urologic conditions including prostate cancer in remote clinic (Chu et al., 2015; Table 2). Likewise, a 
Web-based survey was conducted to examine the perceptions and peruse acceptance of remote video 
visit technology in a urological patient population. The level of participation in among the patients in the 
video visit technology group was high which suggests that telemedicine may assist urologists in reaching 
diverse population in remote areas via this technology (Viers et al., 2015a; Table 2).

Telemedicine delivery tools such as video technology can be used by healthcare professionals to 
improve the quality of care to patients in their environments without the time and pressure constraints 
of a clinic visit (Somers et al., 2015). In a randomized control trial Viers et al. investigated the use of 
video technology by prostate cancer patients following radical prostatectomy. Prostate cancer survivors 
in the intervention group experience similar satisfaction, comparable efficiency and lesser cost compared 
to office visits (Viers et al., 2015b). Likewise, support for telemedicine using video technology in an 
outpatient urology clinic is noted in a study by Andino et al. who conducted an on-site survey among 
patients where access to technology required for video visit was assessed. The majority of patients 
across all age groups were highly interested and possess the technology required to participate in video 
visits (Andino et al., 2017). The authors suggests that video visits have the potential to increase patient 
experience especially those who live in remote areas and travel long distances during visits to specialty 
clinics (Andino et al., 2017; Table 2).
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CHALLENGES AND FUTURE RESEARCH DIRECTIONS

Studies including randomized control trials have shown that mHealth improves the lives of prostate can-
cer patients. The clinical application of mHealth in urologic care provides improves access to screening, 
diagnostic and treatment decision support, increased patient compliance, social support, psychological 
care and cancer-specific health information. A few studies that examined user attitude towards mHealth 
have shown that most prostate cancer patients reported an overall good satisfaction, and view it as an 
opportunity for enhanced self-efficacy and provider-driven clinical management.

Nevertheless, there is a need to make available mHealth tools that are more accessible and understand-
able to men of ethnic minorities, lesser socioeconomic status as well as those living in remote areas. Also 
noteworthy are the challenges to the employment of mHealth technologies in medical practice settings 
due to apprehensions regarding confidentiality, privacy, data security and ownership issues, geographi-
cal, organizational and cultural obstacles that may be present within the clinical practice setting, and the 

Table 2. Telemedicine applications and outcomes of prostate cancer patents

Reference Study Population Telemedicine 
Applications Outcomes of Telemedicine Application

Chambers et al., 2013
Focus group of twenty couples 
with male having localized 
prostate cancer

Peer-delivered telephone 
support with DVD 
education (eight session 
intervention)

Couples received adequate support with 
decrease in stress but no improvement in 
unmet sexuality needs

Karmen et al., 2015

A randomized controlled trial 
of 292 prostate cancer survivors 
enlisted by 9 Community Clinical 
Oncology Program sites in the 
USA

Telephone calls involving 
prostate cancer patients 
and partners

Decreased psychological distress of patients 
and partners in intervention group

Michel et al., 2002

Clinical trial of 105 African-
American and 134 Caucasian 
prostate cancer patients after 
radiation therapy or surgical 
intervention

Psychoeducational 
intervention via weekly 
telephone calls over an 
8-week period

Improvement in problem solving, cognitive 
framing, control of incontinence and 
satisfaction with sexual functioning

Viers et al., 2015a Randomized control study of 55 
prostate cancer patients

Video visit technology and 
traditional office visit

Patients in video visit technology 
intervention group incurred lower travel 
time, costs and distance travelled. High 
level of urologist satisfaction.

Viers et al., 2015b
Study of 1,378 prostate cancer 
patients who participated in a 
web-based survey

Web-based survey that 
evaluating patient’s 
acceptance of video visit

Reduced costs and increasing quality and 
access to health care services

Andino et al., 2017

On-site survey of urologic 
patients including 108 prostate 
cancer survivors at an outpatient 
urology clinic over a 3-month 
period

Evaluation of importance 
and value of video 
visits by patients before 
implementation of 
telemedicine program

The majority of patients possess video 
technology and express interest in video 
visit

Chu et al., 2015
Retrospective study 171 patients 
with urologic diseases including 
prostate cancer (14%)

Urologic care delivered via 
telemedicine clinics over a 
6-month period

Patients including those with prostate 
cancer saves time and cost per visit

Scurrey et al., 2019
A study of 20 patients with 
cancer of which 8 had prostate 
cancer

Telephone interviews

The majority of the patients embrace 
telehealth as a viable option as it allow 
greater access to healthcare, more 
convenience and personal interactions
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integration into electronic health record platforms present at the clinician office or healthcare institution. 
There are also concerns regarding poorly validate health information, lack of current data, little or no 
quality control and absence of regulations to ensure that these health apps are accurate, user-friendly 
and efficient.

With the continued expansion of mHealth technology these concerns need to be urgently addressed and 
to create a delicate balance between usability and privacy protection. Strategies that could be employed 
in addressing these issues include the involvement of the healthcare team including urologists in the 
development, review and verification of app contents, and apps subscribing to evidence-based protocols. 
Furthermore, healthcare organizations should create standard guidelines regarding the identification, 
evaluation, selection and clinical use of these mobile apps to make the most of their usefulness and safety.

Despite the prospective effectiveness of mHealth applications for supporting the care of prostate cancer 
patients, documented interventions in this area of research are few compared to those for breast cancer, 
diabetes management, nutrition and fitness, and physical exercise adherence. In addition it is observed 
that some studies such as those utilizing web-based interventions have a small number of participants in 
the intervention and control groups, and therefore the study design do not have satisfactory power to test 
the null hypothesis. Therefore there is need for employing large randomized control trials in the evalu-
ation of existing and new mobile health interventions in accessing user satisfaction and patient related 
outcomes concomitant with person-centered management of prostate cancer patients.

CONCLUSION

Mobile health provides opportunities and health resources for patients and providers to promote shared 
decision making on diagnosis and treatment for improved health outcomes and overall health. It also 
assist prostate cancer patients to have a better understanding of their disease severity, track critical health 
information, evaluate the benefits and risks of the different treatment, and greater access to psychological 
care. The delivery of telemedicine in supportive care to prostate cancer patient in remote locations is ac-
ceptable, feasible, economical and effective particularly for those who are cared for by multidisciplinary 
teams. The use of electronic PROs on digital platforms provide innovative ways for effective collection 
of data, with possibly greater person-centered management of prostate cancer patients.
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KEY TERMS AND DEFINITIONS

Active Surveillance: A means of closely monitoring localized (early) prostate cancer, but not pro-
viding treatment unless there are changes in the prostate specific antigen and/or other test results that 
show that the disease is getting worse.

Electronic Health: The protected and cost-effective usage of information communication technology 
in a productive manner that is supportive of healthcare.

Health Literacy: The ability of an individual to obtain, read, understand and to communicate basic 
health information in a manner that appropriate health decisions can be made and good health is both 
maintained and promoted.

Mobile Health: The use of mobile technology such as mobile phones and associated Communica-
tion devices such as personal digital assistants, tablet computers and smart watches in the provision of 
healthcare.

Prostate Cancer: A type of cancer that develops in the prostate gland and is diagnosed by prostate-
specific antigen blood test, digital rectal examination followed by transrectal ultrasound guided biopsy.

Symptom: A subjective evidence of a disease or disorder that is apparent to the patient and includes 
nausea, pain, or weakness.
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Telemedicine: The use of technology such as video platform, mobile phones, web, and telephone to 
deliver healthcare services to patients in remote locations.
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ABSTRACT

The purpose of this chapter is to examine the incautious usage of social media and its impact on emotional 
intelligence and health. After a brief introduction to the emotional intelligence and the conceptualisation 
and evaluation of this construct, this chapter discusses a variety of studies that shed light on the social 
media, emotional intelligence and health relationships. The idea of emotional intelligence (EI) is of un-
matched enthusiasm for both the literature and inside scholarly world. This chapter discusses emotional 
intelligence and focuses on the evolution of EI by examining the different models. This chapter lists some 
applications of emotional intelligence in our daily life. The chapter also discusses how the abilities cor-
relate with emotional intelligence and helps individuals cope with unsettling emotions effectively and 
encourage pleasurable emotions to facilitate personal development and well-being.

INTRODUCTION

Emotions are the incredible leaders of one’s life and without acknowledgment, Emotions derive an indi-
vidual. The world is as the mind sees and feels it; the world is as the mind considers it (Grades, 2019). 
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Uncontrolled emotions can however affect an individual, making users prone to anxiety and depression. 
If someone is unable to manage their emotions, they are probably not managing their stress either. This 
can lead to serious health problems. So to control emotions, to distinguish feelings, to understand them, 
and to manage them is basically what emotional intelligence is. As a center develops in conventional 
psychology, emotional intelligence has risen. With the help of this, one can understand emotions and 
know when and how to use them. Knowledge about the reaction in any particular situation will help the 
user to handle and manage their actions in a better manner. It can help individuals overcome and deal 
with social media instigated issues (self-doubt, anxiety, depression, low self-esteem) efficiently. Suicides, 
digital - addictions, etc. caused by social media games can be stopped, and it will also enable the user 
to get the most out of technology without being abused by various social media tactics.

BACKGROUND

Emotional intelligence has been a significant matter of interest both in intellectual world and in the 
general masses since 1995. But one may trace the historical origins of emotional and psychological 
intelligence back to the 19th century. Charles Darwin published first ever known work in this field in 
1872 and emphasized the significance of emotional communication for development and adaptation.

Peter Salovey and John Mayer first coined the term emotional intelligence in 1990 and used it in 
literary writing. Be that as it may, Darwin’s initial work on the importance of emotional expression has 
reflected the basic principles of emotional intelligence survival in 1900. In 1920, Edward Thorndike 
portrayed the idea of social intelligence as the potential to get on with others through understanding each 
other’s internal states, intentions, and traits. Most of these early experiments were intended to identify, 
characterize, and aim to measure socially responsible behavior.

After a year, David Wechsler came up with the concept of non-cognitive intelligence in 1940 asserting 
that it is vitally important to life’s success; intelligence is indeed not finished until its non-cognitive facets 
are defined. John Mayer and Peter Salovey published their breakthrough article Emotional Intelligence in 
the journal Imagination, Cognition, and Personality in 1900. Since the book by Daniel Goleman, Emotional 
Intelligence: How It Could Matter More than IQ, the definition of EI became popular in 1995 and the 
distinction between trait & ability emotional intelligence was made in 2000 by Konstantinos V. Petrides.

There are numerous definitions of emotional intelligence. In the Salovey and Mayer’s view; Emotional 
intelligence is the ability of individuals to identify everyone’s emotions, to differentiate and properly mark 
different feelings, To direct one’s thoughts and actions, using emotional knowledge, and manage and/or 
modify emotions to adjust with the environment (Colman, 2015). But according to Konstantinos V. Pe-
trides, Trait EI is “a constellation of emotional self-perceptions located at the lower levels of personality.”

EI researchers have developed three key models over the past two decades (John, 2000): they are

1. 	 Ability Model: Peter Salovey and John Mayer developed the ability model, stressing the capacity 
of the person to perceive and then use emotional knowledge to navigate the social environment. 
The four-level design of Mayer and Salovey follows emotional intelligence as mental ability and 
through which a person turns out to be emotionally intelligent.
a. 	 Perceiving Emotions: The potential to sense and decoding emotions in faces, photos, and 

sounds. It comprises the capability to recognize oneself emotions.
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b. 	 Using Emotions - The potential to utilize emotional responses to make it easier for numerous 
psychological activities, including thinking and solving problems.

c. 	 Understanding Emotions: The potential to realize the meaning of feelings and recognize 
complex emotional relationships.

d. 	 Managing Emotions: The potential to monitor the emotions of everyone else’s. The emo-
tionally intelligent person can, therefore, use and control feelings, including bad ones, to 
accomplish desired goals.

2. 	 Bar-On: Emotional Intelligence Mixed Model: Bar-On’s emotional intelligence paradigm deals 
with success and achievement potential as opposed to accomplishment or achievement itself and 
is perceived to be process-oriented instead of results-oriented (Bar-On R, 2006). It accentuations 
on (1) a category of emotional skills, comprising the potential to be conscious of, understand and 
express oneself, and the potential to be conscious of, recognize and communicate with others, (2) 
The potential to cope with intense feelings and the adaptability to modify and address psychological 
or emotional problems. Bar-On referenced that through learning, programming, and counseling. 
Over time, emotional intelligence grows and that it can very well be enhanced.

3. 	 Goleman: Emotional Intelligence Mixed Model: Goleman’s design details the development of 
four major EIs (Daniel, 1995):
a. 	 Self-Awareness: The potential to read and acknowledge one’s emotional responses when 

making use of gut feelings to direct decision making.
b. 	 Self-Management: To regulate one’s emotional responses and desires and to adapt to the 

changing scenarios.
c. 	 Social Awareness: The ability to experience, Interpretation, and responding to other emotions 

through the understanding of social platforms.
d. 	 Relationship Management: The potential for promoting, motivating, and improving others 

in managing Conflict.
4. 	 Trait Model: Konstantinos V. Petrides created the trait EI model. It “includes behavioral disposi-

tions and self-perceived abilities and is measured through self-report.” Trait EI is “a constellation of 
emotional self-perceptions located at the lower levels of personality (Petrides, 2010).” Inlay terms, 
trait Emotional Intelligence, applies to the self-perception of an individual’s emotional capacity. 
An alternative name is the trait of emotional self-efficacy.

DIFFERENT SCALES FOR MEASURING EMOTIONAL INTELLIGENCE

While various scales, Essentially self-reporting models, have shown up in the previous years, we have 
chosen those tests that look encouraging to measure emotional intelligence, for example, have exhibited 
sensible psychometric properties and demonstrated valuable in both research and applied settings.

Mayer Salovey Caruso Emotional Intelligence Test (MSCEIT)

The most prominent measure of ability EI is the MSCEIT, although more recently, a variety of alterna-
tives were established. MSCEIT is an EI capacity-based evaluation, taking into account how individuals 
accomplish things related to emotion, and solving emotional issues. It is focused on the four-pillar system 
of the researchers, including the capacity (1) to interpret emotions (in oneself, people, artifacts, crafts, 
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music, etc.); (2) to produce & then utilize emotions to promote thinking; (3) to recognize emotional 
knowledge; and (4) to control emotions in self among others. The MSCEIT has 141 items in total and 
could be attempted in 30 to 45 minutes.

Situational Test of Emotional Understanding (STEU) and 
Situational Test of Emotional Management (STEM)

The STEU and STEM (Allen, V. D, 2014) are new methods of ability Emotional Intelligence. These mod-
els, as their tags, show, more explicitly evaluate emotional understanding & management, both of which 
are two of the Mayer’s and Salovey’s model’s four EI dimensions. The STEU includes 42 questions with 
multiple choices, including 14 identified with particular situations, 14 identified with individual general 
life, and 14 identified with the working environment, through which a total score is inferred through 
calculation. The absolute scores are between 0 and 1. There have been 44 questions on the STEM, 18 
focusing on the content of anger, 14 on sadness, and 12 aimed at the content of fear. The explanation for 
these two answer formats is to differentiate between the results of the checking and effects of designing.

Emotional Quotient Inventory (EQ-i)

Bar-On idealized EI as ‘a collection of non-cognitive skills, knowledge, and talents that limit the ability 
of the person to adapt to psychological burdens and stresses in the community (Bar-On, R, 2000).’ The 
EQ components are premised on the Bar-On EI model consisting of 15 specific elements falling into five 
conceptual groups: intrapersonal, interpersonal, stress management, adaptability, and General Mood. 
There are 133 questions measuring each of the dimensions of the model with 7-9 items. Everything is 
presented as a self-declaration, graded varying from 1 (very occasionally accurate or not valid for me) 
to 5 (very often true for me or false for me) on a 5-point Likert scale.

Trait Emotional Intelligence Questionnaire (TEIQue)

Trait Emotional Intelligence is characterized in the low levels of hierarchies as a cluster of personal 
self-perceptions of personality. The paradigm concerns the self-perceptions of individual people about 
their emotional capacities, which is why it was additionally named as a trait of emotional self-efficacy. 
As of now, in version 1.50, the TEIQue contains many constructs and has been translated and accepted 
in different dialects. The 15 dimensions were simplified to a combination of international EI traits, and 
four factors are emotionality, self-control, well-being, and sociability.

Wong and Law Emotional Intelligence Scale (WEIS)

Centered on the applicable model of Salovey and Mayer, WEIS represented EI as something of a four-
dimensional structure, comprising Self Emotional Assessment (SEA), Regulation of Emotion (ROE), 
Other Emotional Assessment (OEA), and Use of Emotion (UOE). The Scale of Emotional Intelligence 
Wong and Law is a self-report test composed of 16 elements and answering on an answer scale of 7 
point Likert-type (Wong, 2002). SEA, OEA, ROE, and UOE are used to evaluate. By summarizing the 
reactions to all 16 products, a general EI rating can be produced.
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Schutte Self Report Emotional Intelligence Test (SSEIT)

The SSEIT is a technique for evaluating emotional intelligence that utilizes the perception of emotions, 
the use of emotions, manages self-relevant emotions, and control the emotions of others as its four sub-
scales (Bailie K, 2005). The SSEIT is formed from the EI framework by Salovey and Mayer. The model 
is closely linked to the EQ-I framework of Emotional Intelligence.

Genos Emotional Intelligence Inventory

The EI of Genos (Gignac, 2010) is commonly expressed as ‘the potential through using emotionally 
relevant processes to adapt, shape, and select environments purposely.’ The test was designed to iden-
tify, select, and progress workers. Seventy questions are made from these seven domains Emotional 
Expression, Emotional Self-Awareness, Other people’s Emotional Awareness, Emotional Reasoning, 
Emotional Self-Control, Other people’s Emotional Management, and Emotional Self-Management. 
These questions evaluated over a five-point Likert scale varying from Seldom to Almost Always, which 
generates a Total EI score.

EMOTIONAL INTELLIGENCE IN EVERYDAY LIFE

Emotional Intelligence has a great influence on one’s work life and career. When it comes to the fields 
such as conflict management, relationship building, and maintaining successful partnership, EI is the 
sword and shield. Emotional Intelligence benefits us in certain ways.

1. 	 Well-Being and Emotional Health: Anxiety and depression are by far the most common problems 
that drive people to psychotherapy. Therefore, the abilities correlated with emotional intelligence 
must help individuals cope with unsettling emotions effectively and encourage pleasurable emo-
tions to facilitate personal development and well-being. It leads to a greater understanding of health 
habits.

2. 	 Social Functioning: Emotional intelligence is theorized to encourage better social functioning 
by helping people recognize emotional states of the others, incorporating viewpoints of others, 
improving communication, and controlling social behavior. Increasing emotional intelligence can 
increase levels of human comprehension and accessibility in every environment.

3. 	 Academic Achievement: Emotional intelligence is speculated to help prioritize thinking and allow 
someone to handle emotions in situations that cause anxiety, such as standardized testing. Emotional 
intelligence is being associated with greater academic achievement. Research also found that EI 
is linked to academic and professional achievement, which leads to human cognitive-based output 
beyond the level of general knowledge.

4. 	 Performance in the Work Environment: The emotional intelligence hypothesis affects the success 
of employees communicating with peers, Conflict or stress management techniques, and overall job 
efficiency. Great management requires emotional qualities and behavioral traits and thus Emotional 
Intelligence is important.
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THE TRUTHS BEHIND SOCIAL MEDIA

Several factors contribute to emotional intelligence. The most crucial factor is the social network. The 
exponential rise of social media platforms such as facebook, Twitter, Snapchat, etc. certainly triggered 
several huge changes in how people communicate and engage with each other. It has become an enor-
mous part of our lives. Social media is powerful. It’s got the strength and depth of shaping and breaking 
people. It provides a convenient way to share or express daily lives on a global platform. From sharing 
to checking your likes or comments constantly, posting filtered photos to make them more appealing, 
sharing information, promoting business; chatting, etc. we are always on the go with social media.

Facebook, YouTube, Twitter, etc. are the most popular social media sites and have been enlisted, 
refer Table 1. Facebook is the most popular social media site for personal networking that allows users 
to create profiles, add other friends, exchange messages, post status updates, and share videos.

But social media also have some disadvantages too like it has become a safe haven for bullying and 
trolls. It reduces empathy and thoughtfulness and leads to more relationship problems. People typically lie 
on social media about their lives generating distorted Self-Image to appear more popular and successful.

The fascination with uploading and sharing has grown to the point that there has been a cause for 
concern. It influences how someone thinks and how someone feels. People need some kind of satisfaction 
from strangers. Because of this, people have many problems, such as depression and lower self-esteem. 
Anxiety and depression are by far the most common problems that drive people to psychotherapy. Many 
case studies and examples are available which shows that there exists some relationship between emo-
tional intelligence and physical health.

Table 1. List of some famous social network platforms

Facebook
A network formed of a large number of users who create personal profiles, add other users as friends, and 
share content. Subsequently, users can also join user groups of common interest, grouped by common 
features.

Twitter Twitter is a microblogging service that enables its users to send and read publicly accessible messages. 
Tweets are text-based messages that appear on the user profile account.

Linkedin

A social networking forum used mainly for professional networking purposes. Users keep a list of contact 
details, called connections, of people they have relationships with. A list of contacts will also be used 
to create a network that serves various companies and to locate employment, individuals, and business 
opportunities.

YouTube
A streaming video website that enables users to upload, share, and view videos. A wide range of 
user-generated video content is also shown including movies and TV clips. Most videos allow users to 
exchange comments.

Wikipedia A shared encyclopedic initiative focused on the web; Its 18 million articles were written collaboratively 
by users all over the world, and roughly all articles are openly editable by any user.
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HEALTH CONCERNS ASSOCIATED WITH SOCIAL MEDIA

If someone is incapable of understanding, or controlling their feelings, they may also fail to develop 
close ties. This in turn will make them feel depressed and alone, exacerbating any mental health issues.

Now day’s mental health problems such as depression, anxiety, panic attack are very much often seen 
in individuals. The main factor behind this is social pressure. People are trying so hard to cop up with 
social standards. Individuals need this kind of satisfaction from strangers. Even browsing makes people 
insecure about how they look and what’s going on in their life. Envy and disappointment emotions are 
very prominent today, because of the beautiful bubble that social media has set up.

The urge to gain “likes” on social media can lead teenagers to take decisions that they’d never take, 
such as manipulating their image, participating in unhealthy behaviors, accepting dangerous social 
media competitions.

Though many teenagers know their peers are only sharing their big plays on digital networking, com-
parisons are very hard to resist. In social media everything from body appearance to working standards 
and alleged achievements and failures would be under a spotlight.

Excessive use of the social media often contributes to sleep deprivation. People check their social 
media last thing at night, first thing in the morning. That disrupts your sleep, which can seriously affect 
your mental health, too.

HOW SOCIAL MEDIA AFFECTS EMOTIONAL INTELLIGENCE AND HEALTH

There are several studies suggesting that emotional intelligence is compromised by social media and 
has also influenced wellbeing in some ways or other. The desire to look nice, to get more likes, views, 
comments, to demonstrate their ideal life has altered the user’s viewpoint. This has also been seen that 
the modern society struggles from problems of depression and self-esteem induced by the Internet.

Figure 1. Users using social media to gain likes
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Facebook Depression

Facebook depression happens when users spend excessive time on social media sites, such as Facebook, 
Twitter, and start experiencing classic symptoms of depression. But it is specifically called Facebook 
depression because Facebook is the growing and most frequently used social network; it took its name 
from the trend in social media that triggered depression.

Kraut et al. conducted one of the first experiments in 1998 to demonstrate that internet use dramatically 
impacts intimate interactions and group life engagement. The authors found in this study that increased 
time spent online is correlated with a decrease in contact with family members that can also lead to a 
greater sense of depressive moods and suicidal thoughts.

In 2013 Kross released a study on the connection regarding use of Facebook and psychological well-
being among adolescents. The research strategy concentrated on the participants’ text messages for 2 
weeks five days a day to assess their temperament, feelings of depression, social experiences, and social 
media use. The findings have shown that users can compromise the subjective sense of wellbeing and hap-
piness with life. Needless to say, any such downturn will increase the symptoms and signs of depression.

One part of social life is to find recognition and continue to stay linked with peer groups. Additionally, 
the stress of the virtual environment, which constantly needs engagement, tends to create an aspect of 
self-awareness that can cause significant emotional and psychological distress. Individuals with emotional 
problem are at danger of victimization or often migrate to dangerous sites that encourage substance 
addiction, unhealthy sexual, violent behavior. Social media is becoming the go-to medium for all these 
regular conversations, allowing for the constant revival of the debates about these people’s “problems,” 
causing them to become obsessed with the “problem,” and keeping them from moving forward in life. 
Such “problems” are typically minor concerns for the most part, or even being aware about demeanor; 
wondering regarding social approval, or contemplating whether affection is being reciprocated.

Figure 2. Facebook Depression
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Social Network and Self Esteem

Some scholars describe the word “self-esteem” as “the aspect of the self-assessment-the degree to which 
one appreciates values, endorses, or likes oneself.” Numerous mental conditions are associated with 
poor self-esteem, including depression, eating disorders, and addiction. One plausible justification for 
Facebook’s pessimistic self-esteem connection is out across all social networking platforms where self-
portrayal is the primary source across user engagement, and promotes narcissistic behavior. A study by 
Mehdizadeh identified results in which 100 York University Facebook users demonstrated a conscience-
esteemed, self-reporting personality disorder. The studies have found that people with poorer self-esteem 
are more involved digitally when it comes to having more self-promotional posts on their social media 
site. These are all factors that can affect self-esteem positively or negatively.

Social Media Addiction

The psychological literature also addresses several findings pertaining to internet and social media addic-
tion. Social media’s addictive existence is demonstrated by the mental distress of frequent social media 
users who then tend to ignore other facets of their social life. For several papers, online social networking 
has so far been addressed as a possible issue of addiction. The Facebook Addiction Scale was created 
in 2012 by Andreassen, a rating scale that initially focused on 18 items, measuring compulsion symp-
toms as heterogeneity, behavioral disorder, forbearance, conflict, and recurrence. The authors tested the 
measure on a group of 423 students, along with other questionnaires. The analysis demonstrated fairly 
high reliability, and was reasonable to the student community.

Catfishing Through Social Media

As people spend so much time on social media networks they start withdrawing from their real-life con-
nections. Due to this, as more of our attention and energy is poured into the theory of digital network, 
many important relationships with our relatives crumbled. Catfish a series based on a documentary 
film, Is a clear illustration to show the illusory side of social media connections. Using a false or stolen 
identity, “catfishing” is the process of online friendship with strangers. It is an intangible gesture that 
has wrecked other people’s lives, marriages.

FOMO Effect

FOMO (Fear of Missing Out) is essentially heightened and persistent fear or discomfort of missing out 
on social activities or interactions perceived by others. Sadly, FOMO leads to a compulsive need to 
remain online linked to the lives of others. We become addicted to Facebook, Twitter, Instagram, etc. to 
an extent that it is all-important and all-consuming to check what others are doing or how they respond 
to our posts.
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STUDY WAS CONCEPTUALIZED SHOWING HOW SOCIAL 
MEDIA IMPACTS EMOTIONAL INTELLIGENCE

Study 1: Irfan Sural et al. (2019) presented that trait emotional intelligence is specifically correlated 
with the use of problematic social media and indirectly associated with motivations to show a suc-
cessful side and pass time, to verify refer Table 3. A sample of 444 individuals aged ranged from 
18 to 43 years having an active digital account was taken. The statistical analysis was done with 
the program SPSS 23, AMOS 23, and for route analysis, the maximum probability calculation was 
used. Table 2 shows the categorization of sample population profiles according to their gender, 
how much time they spend on social media and what are their most favorite social media platforms.

Table 2. The sample Population profiles (No of users are 444)

Item Characteristics Frequency Ratio

Gender
Male 110 25%

Female 334 75%

Daily Social media use time

Less than 2 h 51 17%

2 – 4 h 223 50%

More than 4 h 146 33%

Most popular social media platforms

WhatsApp 387 87%

Instagram 342 77%

YouTube 237 53%

Twitter 103 23%

Facebook 85 19%

Google+ 77 17%

Snapchat 36 8%

Table 3. TEI association with PSMU

Classification Effect Standardized Error Total Effect (%)

Trait Emotional Intelligence è Problematic Social Media Use 
(total effect) -.46*** .04 _

Trait Emotional Intelligence è Problematic Social Media Use 
(direct effect) -.39*** .04 85

Trait Emotional Intelligence è Problematic Social Media Use 
(total indirect effect) -.07** .02 15

Trait Emotional Intelligence è Most Popular Self è Problematic 
Social Media Use (indirect effect) -.03** .01 6

Trait Emotional Intelligence è Pass Time è Problematic Social 
Media Use (indirect effect) -.02** .01 4

**p < .01; ***p < .001

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



182

Incautious Usage of Social Media
﻿

The proposed model was evaluated using path analysis. Results showed that the TEI was directly cor-
related with Problematic Social Media Use (β = − 0.39, p < 0,001; 95%) and indirectly (β = − 0.07, p < 
0.01; 95%) through social media uses motives to communicate or portray a famous self and to pass time.

Study 2: A research conducted by Inwon Kang (2019), based on the FOMO as a method of understanding 
consumer compliance intake. The author finds that of the 187 people surveyed who completed the 
questionnaires, men with 52.4% was marginally greater than women with 47.6%. The participants 
below twenty recorded the maximum proportion of 66 persons with 35.3%, preceded by others in 
their twenties with 27.8% and thirties with 21.4%, and much more than forties with 15.5%. Refer 
Table 4.

Study 3: Rajita Panditharadhyula et al. (2018) identified the effect of movies and social media on pat-
terns of emotional intelligence over a random sample of 131 students (63 male and 68 female) 
ages between 16 – 18 years. Mangal Emotional Inventory tool was used to collect data in small 
groups. T-test, f- test, and univariate analysis was conducted on the obtained data leads to the results 
that biographical factors like gender, family type of the individual have a significant influence on 
the emotional intelligence and Facebook and Instagram have a higher influence on interpersonal 
management. The findings also show that individuals who do not use Facebook have higher intra-
personal awareness and interpersonal management of emotional intelligence than individuals who 
use Facebook, Refer Table 5.

Table 4. Specified test characteristics (No. of users are 187)
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RELATIONSHIP BETWEEN EMOTIONAL INTELLIGENCE AND 
THE ELEMENTS OF PHYSICAL AND MENTAL WELLBEING

Many studies have been examined which proves the relationship between emotional intelligence and 
elements of physical and mental wellbeing. Martins et al. (2010) in his paper “A comprehensive meta-
analysis of the relationship between Emotional Intelligence and health.” suggests that high emotional 
intelligence is tied to enhance long-term health.

Freudenthaler et al. (2008) reported a negative relation of psychological symptoms with wellbeing, 
self-control, and sociability dimensions. Even though Mikolajczak et al. highlighted the positive associa-
tion between general wellbeing and the four dimensions of the EI. Tsaousis and Nikolaou have evaluated 
the link between EI and lifestyle habits, reported a negative interaction with overall EI and smoking and 
alcohol, and reported a positive relationship with exercise.

The TMMS was applied by Limonero to demonstrate the connection among EI and university stu-
dents’ consumption of cigarettes and cannabis; found that Students who consumed tobacco were likely to 
have begun cigarettes or cannabis at a younger age and presented lower levels of the Repair dimension.

A study done by Enrique g. fernández-abascal (2015) investigated that the EI measurements are 
adequate to describe multiple health aspects and specific types of health patterns. A survey had been 
taken of 855 people, who completed two measures of EI as a measure of health patterns. The researcher 
concluded that analyzed aspects of EI are significant predictor of mental wellness (48.4%) than of physi-
cal wellness which is 15.6%. The information gleaned has important results to be able to outline the 
most strongly associated basic measurements of the EI. The aspects of the EI that strongly describe the 
element of physical health are the TEIQue’s well-being, self-control, and sociability. Results revealed 
that nearly all of the measurements of the EI measured are positively linked to components of general 
wellbeing, except for attention that has a destructive connection.

Researchers also found that Gender acts as a wellness indicator, that man possessing greater standards 
than women in both the mental wellness component and the physical wellness dimension. While Age 
indicates less medical risk habits, as older people practice better prevention behaviors.

Also, according to the research done by Audrone Dumciene et al. (2018) the gender interaction has 
been studied as a possible measure of mental wellbeing and possible balance of emotional intelligence 
and wellness sustainability. That analysis comprised of samples of 1214 students among which 597 male 
and 617 female students were taken.

The study found that the average all measures of emotional intelligence had a strong and optimistic 
correlation with the aspects of the health, except for the aspects of motivation and appraisal; this had 
significant but adverse associations with risk taking of the drug.

Table 5. Individuals who use Facebook and who does not (N=131)

Domain of EI Facebook N Mean S.D. T

Intra Personal Awareness
Don’t use 61 16.3443 3.19314

2.116
Use 70 15.1143 3.42431

Inter-Personal Management
Don’t use 61 16.4426 2.96943

1.933
Use 70 15.4571 2.85741
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CONCLUSION

This chapter examined the Incautious Usage of Social Media and its Impact on Emotional Intelligence 
and Health. This chapter gives a brief introduction to the emotional intelligence and the conceptualization 
and evaluation of this construct in detail describing how emotions can affect an individual’s perspec-
tive. A variety of case studies has been discussed in this chapter shed light on social media, emotional 
intelligence, and healthy relationships. It serves a social role to be in tune with feelings, linking users 
to society around them. Emotional intelligence helps the individual to identify enemy mates, to assess 
the desire of another person in them, to regulate their nervous system, and to feel safe and happy. The 
chapter also discussed how the abilities correlate with emotional intelligence and help individuals cope 
with unsettling emotions effectively and encourage pleasurable emotions to facilitate personal develop-
ment and well-being. Our research, therefore, leads to a greater understanding of health habits.

This research received no specific grant from any funding agency in the public, commercial, or not-
for-profit sectors.
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ABSTRACT

Epilepsy is a brain disorder that can be defined as a short-time and temporary occurrence of symptoms 
because of abnormal extreme or synchronous neuronal activity of the brain. Almost one percent of the 
world’s population is struggling with epilepsy illness. The detection of epileptic seizures is mainly realized 
with reading the electroencephalogram (EEG) recordings by medical doctors due to the unpredictable 
and complex nature of the disease. This process takes much time and depends on the expert’s experience. 
For this reason, automatic seizure detection using EEG recordings is necessary and of great importance 
for the comfort of medical doctors and patients. While detecting epileptic seizure automatically, machine 
learning techniques are used in the field of computer science. This chapter deals with the methods, ap-
proaches, models, and techniques which are utilized to detect epileptic seizures.

INTRODUCTION

There are various definitions for epilepsy and epileptic seizure in the literature. The International 
League Against Epilepsy (ILAE) and the International Bureau for Epilepsy (IBE) took a joint decision 
on the descriptions of epilepsy and epileptic seizure. In the sequel, they described these terms as “a 
disorder of the brain characterized by an enduring predisposition to generate epileptic seizures and by 
the neurobiologic, cognitive, psychological, and social consequences of this condition” for epilepsy and 
“a transient occurrence of signs and/or symptoms due to abnormal excessive or synchronous neuronal 
activity in the brain” for epileptic seizure. Besides, at least one epileptic seizure must occur to describe 
epilepsy (Fisher et al., 2005).

Epileptic Seizure 
Detection Using Machine 

Learning Techniques
Can Eyupoglu
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All over the world, epilepsy is one of the most widespread neurological illnesses and many people of 
different races, geographical areas, and ages suffer from this disease. Globally, almost 50 million people 
have epilepsy disease and approximately 80% of them live in low- and middle-income countries (WHO, 
2019; WHO, 2020). As seen from Figure 1 indicating worldwide idiopathic epilepsy age-standardized 
prevalence per one hundred thousand population among males and females in 2016, idiopathic epilepsy 
is the most common in southern, western, and eastern sub-Saharan Africa, Andean and central Latin 
America, and central and southeast Asia (Feigin et al., 2019; WHO, 2019).

Timely diagnosis of the occurrence of epileptic seizures is one of the basic difficulties. The epileptic 
seizure detection process is fundamentally carried out by medical doctors with reading the electroen-
cephalogram (EEG) recordings because of the unpredictable and complex nature of the illness, taking 
much time and depending on the experts’ practice. Consequently, automated seizure detection using EEG 
signals is required and crucial for the comfort of medical specialists and patients (Yavuz, Kasapbaşı, 
Eyüpoğlu, & Yazıcı, 2018). Machine learning (ML) techniques are utilized while detecting epileptic 
seizure automatically. This chapter describes how ML methods are utilized to detect epileptic seizures 
and investigates the existing studies in the literature. Furthermore, the basic aim and contribution of this 
chapter are to inform the researchers who will work in this area.

The rest of the chapter is organized as follows. The second section expresses how epileptic seizures 
are detected and how epilepsy disease is diagnosed. In the third section, existing ML techniques utilized 
for epileptic seizure detection are investigated. Finally, the fourth section concludes the chapter.

DETECTING EPILEPTIC SEIZURES AND DIAGNOSING EPILEPSY

Epilepsy disease is described with repetitive seizures that are short episodes resulted from extreme 
electrical discharges in some brain cells. Various sections of the brain may become the place of these 

Figure 1. Worldwide idiopathic epilepsy prevalence per one hundred thousand population in 2016
(Feigin et al., 2019; WHO, 2019)
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discharges. Moreover, frequency of seizures ranges from less than one per year to several per day. As a 
result of these seizures, different types of nonpermanent symptoms may occur, such as loss of the senses 
of hearing, sight and taste, and defects of movement, consciousness or other cognitive functions. Patients 
with epilepsy suffer from physical problems including injuries and fractures related to epileptic seizures, 
and psychological consequences regarding depression and anxiety (WHO, 2020).

In order to early detect the disease and manage a variety of etiologies, it is vital to analyze the causes 
of epilepsy. The causes of epilepsy disease are split into six types which are genetic, structural, immune, 
infectious, metabolic and unknown, as demonstrated in Table 1 (Scheffer et al., 2017; WHO, 2019).

In the diagnosis process of this disease, a detailed analysis for the scalp EEG signals is required. EEG 
is an electrophysiological monitoring procedure in order to record brain electrical activities. Electrodes 
are placed all over the scalp during EEG recording process (Niedermeyer & da Silva, 2005). This process 
including electrodes and EEG signals is demonstrated in Figure 2. EEG is also utilized to make diagnosis 
of other neurological diseases such as stroke, brain damage, head injury, dementia, brain tumor, sleep 
disorder and brain inflammation (Siuly, Li, & Zhang, 2016). EEG signals being nonstationary and low 
frequency carry too much information regarding brain electrical activities and heavy computing load is 
necessary for processing them. Medical professionals visually examine EEG signal recordings for the 
diagnosis of epilepsy. Therefore, real-time processing is very difficult to perform (Yavuz et al., 2018).

Table 1. Causes of epilepsy disease

Causes Description

Genetic An assumed or common genetic mutation that epileptic seizures are major symptoms of defect.

Structural Genetic abnormalities such as malformation in development of the cerebral cortex or the abnormalities that might be 
seen via structural neuroimaging, such as trauma, infection and stroke.

Immune An immune problem that epileptic seizures are major symptoms and influences multiple organ systems.

Infectious A common infection in which epileptic seizures are a basic symptom, such as tuberculosis, meningitis, cerebral 
malaria, HIV, encephalitis, neurocysticercosis and congenital infections like Zika virus.

Metabolic An assumed or common metabolic problem in which epileptic seizures are a main symptom, such as uraemia, 
porphyria and pyridoxine-dependent seizures.

Unknown The cause of the disease is unknown.
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For preventing the possibilities of any missing signs about the disease, developing automatic epileptic 
seizure detection systems is very important. Thanks to these systems, timely diagnosis of epilepsy can be 
realized, and the treatment process of the patients can be started quickly. Extracting features from EEG 
recordings is the most significant part for epileptic seizure detection systems. For this reason, developing 
and implementing appropriate feature extraction technique for characterizing EEG signals and extracting 
the most beneficial information from these signals are the main challenge (Yavuz et al., 2018).

MACHINE LEARNING TECHNIQUES FOR EPILEPTIC SEIZURE DETECTION

Many studies have been done on epileptic seizure detection up to now. Various models, techniques and 
systems have been proposed to detect epileptic seizures. Most of these studies have used a public and 
well-recognized EEG time series data set comprising of 500 EEG recording samples (Andrzejak et al., 
2001; University of Bonn Department of Epileptology, 2001). To explain the data set in more detail, it 
contains 5 sets which are symbolized as Z, O, N, F and S, each including 100 single channel segments. 
Besides, the duration of these segments is 23.6 seconds. Figure 3 shows some EEG instances for each set.

This section investigates and summarizes the studies using this data set. In the work of Srinivasan, 
Eswaran, and Sriraam (2007), an epileptic EEG identification approach depended on approximate entropy 
(ApEn) and artificial neural network (ANN) was presented. ApEn was used to extract features from the 
EEG recordings. Afterwards, probabilistic neural networks (PNN) and Elman network (EN) were utilized 
to detect epilepsy disease. The classification accuracy of 100% was acquired by means of the system.

Subasi (2007) proposed a mixture of expert systems (ME) model for detecting epileptic seizures. On 
account of decomposing the EEG recordings to the frequency sub-bands, discrete wavelet transform 
(DWT) was utilized and the extracted sub-band frequencies were utilized to feed the ME having two 
output which are epileptic and normal. Subsequently, expectation–maximization (EM) technique was 
applied to the model for efficient training. The proposed model obtained the accuracy of 94.5%.

Figure 2. EEG recording process
(Siuly, Li, & Zhang, 2016)
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In the study presented by Tzallas, Tsipouras, and Fotiadis (2007), principal component analysis (PCA), 
time-frequency analysis (TFA) and feed-forward neural network (FFNN) were used to detect seizures 
automatically. First, to compute the spectrum of the EEG signals, TFA was used and this spectrum was 
utilized for feature extraction. After feature extraction phase, PCA was applied to decrease the dimension 
of the features which are the input for FFNN. The best accuracy of the presented method was 100%.

In another study, Polat and Güneş (2007) proposed a two-stage hybrid system on the strength of 
decision tree (DT) for classification and fast Fourier transform (FFT) for feature extraction. FFT was 
applied to the EEG signals for the aim of feature extraction. Subsequently, the obtained features were 
employed qua an input for DT classifier. Finally, the proposed system classified the EEGs as normal or 
epileptic with the accuracy of 98.72%.

In the work of Bao, Lie, and Zhang (2008), an automatic epileptic identification system depending on 
various feature extraction parameters and PNN was introduced for helping medical doctors. FFT, relative 
intensity ratio (RIR), power spectral intensity (PSI), Higuchi fractal dimension (HFD), Petrosian fractal 
dimension (PFD), Hjorth parameters (HP), means and standard deviations were evaluated in the feature 
extraction step. 38 EEG features were extracted utilizing these calculations and the extracted features 
were used to feed PNN after normalization process. The overall classification accuracy of 99.5% was 
attained by the system.

Figure 3. EEG instances for each set
(Yavuz et al., 2018)

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



192

Epileptic Seizure Detection Using Machine Learning Techniques
﻿

Ocak (2009) presented an automatic epileptic diagnosis scheme comprising of two phases. Fistly, 
ApEn was utilized for extracting features from the EEG signals and later DWT was applied to decompose 
the signals into frequency sub-bands as the second phase. The classification success of the presented 
scheme was 96%. In the same year, Chandaka, Chatterjee, and Munshi (2009) acquired the accuracy of 
95.96% employing support vector machine (SVM) for classification and cross-correlation (CC) measure 
for feature extraction.

In the work of Guo, Rivero, Dorado, Rabunal, and Pazos (2010), multi-layer perceptron neural net-
work (MLPNN) and DWT were utilized together to detect epileptic seizures. First, the decomposition 
of EEGs was performed with employing DWT. In the sequel, line length features were computed using 
every sub-band and a feature vector was created to feed MLPNN. In order to train MLPNN, Bayesian 
regularization back-propagation technique was chosen. Consequently, the proposed method classified 
the EEG signals into healthy or epileptic with the accuracy of 99.6%.

Murugavel and Ramakrishnan (2011) introduced an epileptic seizure identification approach exploit-
ing ApEn, DWT and PNN. In the data transformation phase, DWT was applied to decompose the EEGs. 
Afterwards, ApEn was employed for the aim of feature extraction and sixty ApEn features were attained. 
Among these features, the best thirty features were chosen for faster processing. Lastly, the selected 
features were used to feed PNN. The accuracy rate of 100% was acquired with employing the method.

In the same year, Orhan, Hekim, and Ozer (2011) introduced an epileptic seizure classification model 
using DWT, K-means clustering algorithm and MLPNN. The proposed model obtained the best clas-
sification accuracy of 100%.

In the study presented by Song, Crowcroft, and Zhang (2012), a classification method based on ex-
treme learning machine (ELM) and optimized sample entropy (O-SampEn) was proposed to designate 
epileptic seizures automatically. After feature extraction with O-SampEn, ELM was utilized for classi-
fying the EEGs concerning the existence of epileptic or healthy. The accuracy of the presented method 
was 97.5%. In another study of the same year, Nicolaou and Georgiou (2012) introduced an epileptic 
seizure classification method utilizing SVM and permutation entropy (PE). The classification accuracy 
of the system was 93.55%.

Dehuri, Jagadev, and Cho (2013) proposed an ensemble approach for identification of epileptic sei-
zures, which is based upon DWT and differential evolution-radial basis function neural networks (DE-
RBFN). The proposed method utilized DWT for decomposing the EEGs to several sub-bands. After, 
the extracted features were utilized to feed the ensemble of DE-RBFN. The identification success of the 
presented ensemble method was as high as 100%. In the work of Zainuddin, Huong, and Pauline (2013), 
a seizure detection system employing DWT, type-2 fuzzy C-means (T2FCM) clustering and wavelet 
neural network (WNN) was presented and the system achieved the classification accuracy of 98.87%.

In another study conducted in 2014 (Kaya, Uyar, Tekin, & Yıldırım, 2014), a two-stage classifica-
tion technique depending on one-dimensional local binary pattern (1D-LBP) and five classifiers was 
offered on behalf of classifying the EEG signals as epileptic or healthy. After feature extraction stage 
with 1D-LBP, various classifiers which are logistic regression (LR), functional tree (FT), BayesNet, 
SVM and ANN were applied to the extracted features. The best classification accuracy of 99.5% was 
attained with BayesNet.

In the study of Kumar, Dewal, and Anand (2014), three techniques, FFNN for classification, ApEn 
for feature extraction and DWT for EEG preprocessing, were used together to detect epileptic seizures. 
The proposed scheme achieved the classification accuracy of 100%. Das, Bhuiyan, and Alam (2014) 
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presented a statistical approach using SVM, ANN and dual-tree complex wavelet transform (DT-CWT). 
The accuracy of the approach was 100%.

Kang, Chung, and Kim (2015) employed HP, FFT, autoregressive (AR) model, quadratic discriminant 
analysis (QDA) and MLPNN for effective epileptic seizure detection. The accuracy rate of the method 
was 99.78%. In the study of Sharma and Pachori (2015), an epileptic seizure identification method ex-
ploiting phase space representation (PSR), empirical mode decomposition (EMD), least squares support 
vector machine (LS-SVM) and intrinsic mode functions (IMF) was introduced and the method obtained 
the accuracy of 98.67%.

In the work by Tiwari, Pachori, Kanhangad, and Panigrahi (2016), an epilepsy diagnosis method 
depended on SVM and local binary pattern (LBP) was proposed. The accuracy rate of 99.31% was 
achieved. Tawfik, Youssef, and Kholief (2016) used weighted permutation entropy (WPE) and SVM 
together and then attained the classification accuracy of 93.75%.

In the study of Hassan, Siuly, and Zhang (2016), using bootstrap aggregating (bagging) and tunable-Q 
factor wavelet transform (TQWT), epileptic seizure classification was carried out. The accuracy of 100% 
was obtained by the presented method. In the same year, Bhardwaj, Tiwari, Krishna, and Varma (2016) 
employed utilized constructive genetic programming (CGP) and EMD. The best accuracy of 100% was 
acquired. In the work introduced by Das, Bhuiyan, and Alam (2016), DT-CWT and SVM were used and 
the accuracy rate of 100% was achieved.

In 2017, Mursalin, Zhang, Chen, and Chawla (2017) introduced an epileptic seizure classification 
technique utilizing DWT, random forest (RF) and improved correlation-based feature selection (ICFS). 
The technique obtained 100% detection success. In the work performed by Li, Chen, and Zhang (2017), 
an epilepsy diagnosis method was presented using neural network ensemble (NNE) and DWT-based 
envelope analysis (EA). The presented method attained the classification accuracy of 98.78%.

Satapathy, Dehuri, and Jagadev (2017) utilized artificial bee colony (ABC) algorithm, DWT and 
RBFN to determine epileptic seizures. The classification success of the study was 98.5%. In another 
study carried out in the same year (Jaiswal & Banka, 2017), two feature extraction methods, namely 
local neighbor descriptive pattern (LNDP) and one-dimensional local gradient pattern (1D-LGP), were 
proposed and the EEG signals were classified using nearest neighbor (NN), DT, ANN and SVM. This 
study achieved the accuracy of 99.82%.

Sharma, Pachori, and Acharya (2017) used analytic time-frequency flexible wavelet transform (ATF-
FWT), HFD, and LS-SVM in order to identify epileptic seizures. According to experimental results, the 
proposed scheme obtained the accuracy of 100%.

In the work realized by Acharya, Oh, Hagiwara, Tan, and Adeli (2018), to automatically designate 
epileptic seizures, a computer-aided diagnosis (CAD) system exploiting deep convolutional neural 
network (CNN) with 13-layer was proposed. The proposed system attained the accuracy of 88.7%. In 
the same year, Ullah, Hussain, and Aboalsamh (2018) used a different type of CNN for diagnosis of 
epilepsy, namely pyramidal one-dimensional convolutional neural network (P-1D-CNN) and achieved 
the classification success of 100%.

In the study of Jaiswal and Banka (2018), 2 feature extraction methods which are one-dimensional 
local ternary pattern (1D-LTP) and local centroid pattern (LCP) were developed and various ML meth-
ods which are ANN, NN, DT and SVM were applied for classification. The best accuracy of 100% was 
obtained utilizing ANN.

Yavuz et al. (2018) proposed a system exploiting generalized regression neural network (GRNN) and 
cepstral analysis (CA) for diagnosis of epilepsy. The accuracy of the system was 99.6%. Siuly, Alcin, 
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Bajaj, Sengur, and Zhang (2018) presented an epileptic seizure identification approach based on LS-
SVM and Hermite transform and achieved the accuracy of 99.67%.

In recent years, researchers have continued to utilize the EEG time series data (Andrzejak et al., 
2001; University of Bonn Department of Epileptology, 2001). In the work presented by Lahmiri and 
Shmuel (2019), a CAD model was introduced exploiting generalized Hurst exponent (GHE) and k-nearest 
neighbors (k-NN). The classification success of the model was 100%. Thara, PremaSudha, and Xiong 
(2019) used deep neural network (DNN) for automatic epileptic seizure detection and achieved the clas-
sification accuracy of 97.21%. Akyol (2020) also employed DNN and obtained the accuracy of 97.17%.

In another study (Gao, Yan, Gao, Gao, & Zhang, 2020), ApEn, recurrence quantitative analysis (RQA) 
and CNN were applied, and the proposed approach attained the classification success of 99.26%. Amin, 
Yusoff, and Ahmad (2020) introduced a CAT system using Naïve Bayes (NB), DWT, arithmetic coding 
(AC), k-NN, SVM and MLPNN. The accuracy of the proposed system was 100% for all variations of 
the data set.

Hassan, Subasi, and Zhang (2020) introduced an approach to detect epileptic seizures using a type of 
EMD called as complete ensemble empirical mode decomposition with adaptive noise (CEEMDAN). 
In this study exploiting IMF, normal inverse Gaussian (NIG) and Adaptive Boosting (AdaBoost), the 
classification accuracy of 100% was achieved.

In the work of Rout and Biswal (2020), Hilbert transform (HT), variational mode decomposition 
(VMD) and error-minimized random vector functional link network (EMRVFLN) were used together 
for efficient epileptic seizure detection. The best accuracy of 100% was acquired by this approach.

In a recent study (Al-Hadeethi, Abdulla, Diykh, Deo, & Green, 2020), an epileptic seizure identifica-
tion method was presented using AdaBoost LS-SVM and covariance matrix, and the accuracy rate of 
this method was 99%.

The aforementioned studies are compared with regard to the methods used and classification ac-
curacy in Table 2. When all researches are examined, it is seen that neural network-based classifiers for 
classification and wavelet transform-based methods for feature extraction are mostly used techniques 
for epileptic seizure detection.

CONCLUSION

Worldwide, one of the most widespread neurological disorders is epilepsy. About %1 of the world’s 
population is struggling with this disease. In order for epileptic seizure detection, medical specialists 
read the EEG recordings owing to the unpredictability and complexity of the disease. This process takes 
a lot of time and reading time varies with the expert’s experience. Therefore, automatic detection of 
epileptic seizures is essential to comfort patients and medical experts. ML techniques are utilized dur-
ing automatic epileptic seizure detection. In this chapter, the systems, techniques, methods, and models 
used for epilepsy diagnosis are investigated. When the existing studies in the literature are analyzed, it 
is seen that the most used techniques are neural network-based classifiers for classification and wavelet 
transform-based methods for feature extraction.

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



195

Epileptic Seizure Detection Using Machine Learning Techniques
﻿

Table 2. Comparison of existing works regarding methods used and accuracy rate

Authors Year Methods Classification 
Accuracy (%)

Srinivasan et al. 2007 ApEn – EN – PNN 100
Subasi 2007 DWT – EM – ME 94.5
Tzallas et al. 2007 TFA – PCA – FFNN 100
Polat and Güneş 2007 FFT – DT 98.72
Bao et al. 2008 FFT – PSI – RIR – PFD – HFD – HP – PNN 99.5
Ocak 2009 ApEn – DWT 96
Chandaka et al. 2009 CC – SVM 95.96
Guo et al. 2010 DWT – MLPNN 99.6
Murugavel and Ramakrishnan 2011 DWT – ApEn – PNN 100
Orhan et al. 2011 DWT – K-means – MLPNN 100
Song et al. 2012 O-SampEn – ELM 97.5
Nicolaou and Georgiou 2012 PE – SVM 93.55
Dehuri et al. 2013 DWT – DE-RBFN 100
Zainuddin et al. 2013 DWT – WNN – T2FCM 98.87
Kaya et al. 2014 1D-LBP – LR – FT – BayesNet – SVM – ANN 99.5
Kumar et al. 2014 DWT – ApEn – FFNN 100
Das et al. 2014 DT-CWT – ANN – SVM 100
Kang et al. 2015 HP – FFT – AR – QDA – MLPNN 99.78
Sharma and Pachori 2015 EMD – PSR – IMF – LS-SVM 98.67
Tiwari et al. 2016 LBP – SVM 99.31
Tawfik et al. 2016 WPE – SVM 93.75
Hassan et al. 2016 TQWT – Bagging 100
Bhardwaj et al. 2016 EMD – CGP 100
Das et al. 2016 DT-CWT – SVM 100
Mursalin et al. 2017 DWT – ICFS – RF 100
Li et al. 2017 DWT-based EA – NNE 98.78
Satapathy et al. 2017 DWT – ABC – RBFN 98.5
Jaiswal and Banka 2017 LNDP – 1D-LGP – NN – DT – ANN – SVM 99.82
Sharma et al. 2017 ATF-FWT – HFD – LS-SVM 100
Acharya et al. 2018 13-layer deep CNN 88.7
Ullah et al. 2018 P-1D-CNN 100
Jaiswal and Banka 2018 LCP – 1D-LTP – NN – ANN – SVM – DT 100
Yavuz et al. 2018 CA – GRNN 99.6
Siuly et al. 2018 LS-SVM – Hermite transform 99.67
Lahmiri and Shmuel 2019 GHE – k-NN 100
Thara et al. 2019 DNN 97.21
Akyol 2020 DNN 97.17
Gao et al. 2020 ApEn – RQA – CNN 99.26
Amin et al. 2020 DWT – AC – NB – k-NN – SVM – MLPNN 100
Hassan et al. 2020 CEEMDAN – IMF – NIG – AdaBoost 100
Rout and Biswal 2020 HT – VMD – EMRVFLN 100
Al-Hadeethi et al. 2020 AdaBoost LS-SVM – Covariance matrix 99
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KEY TERMS AND DEFINITIONS

Electroencephalogram (EEG): An electrophysiological monitoring procedure in order to record 
brain electrical activities.

Epilepsy: A brain disorder that can be defined as a short-time and temporary occurrence of symptoms 
because of abnormal extreme or synchronous brain neuronal activities.

Epileptic Seizure: A temporary emergence of symptoms on account of abnormal extreme or syn-
chronous brain neuronal activities.

Machine Learning: An area of techniques and algorithms that learn from data and perform a par-
ticular task.
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ABSTRACT

To guard people against some grave infectious disease, the surveillance system is a key performance 
measure of global public health threats and vulnerability. The diseases surveillance system helps in public 
health monitor, control, and prevent infectious diseases. Infectious diseases remain major causes of death. 
It’s important to monitor and surveillance worldwide for developing a framework for risk assessment and 
health regulation. Surveillance systems help us in understanding the factors driving infectious disease 
and developing new technological aptitudes with modeling, pathogen determination, characterization, 
diagnostics, and communications. This chapter discussed surveillance system working, progress toward 
global public healthy society considering perspectives for the future and improvement of infectious 
disease surveillance without limited and fragmented capabilities, and making even global coverage.

INTRODUCTION

Infectious diseases have been a huge health burden in the global history of mankind. New emerging 
disease such as Corona virus disease (COVID-19), Ebola, H5N1 and H7N9 avian influenza viruses, 
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and the Middle East respiratory syndrome corona virus along with emergence of drug resistance in 
pathogens causing infectious disease like tuberculosis and malaria are the major causes for morbidity 
and mortality worldwide (Fauci, A.S., 2001). A competent surveillance system is a powerful tool that 
can play a dynamic role in controlling and monitoring the outbreak of infectious diseases. The results 
of the surveillance system result in the establishment of new public health policies that may be useful in 
protecting public health. The surveillance system is a basic tool in understanding the burden of a disease 
over time, detect changes in disease outbreaks, determine risk factors for the disease and populations at 
greatest risk, guide immediate public health actions for individual patients or the community and thus 
formulate policies for the effective control measures for preventing the infectious diseases and other 
epidemics. The surveillance method for the controlling of diseases was first time applied by William Farr 
and Wales from the General Registrar’s Office of England and Wales in the mid-1800s where they col-
lected morbidity data from few communities in other countries (Thacker, S. B., 2000; Brachman, 2009). 
In 1878, the Public Health Service of the United States collected the morbidity data due to plague, yellow 
fever, cholera, and smallpox (Langmuir, A. D., 1963; Thacker, S. B., & Berkelman, R. L., 1988). In this 
period, surveillance system covered communicable diseases, non-communicable diseases, bioterrorism 
trials, immunizations, and other health care delivery (Thacker, S. B., 2000; Brachman, 2009). In 1961, 
all of the data related to the morbidity of infectious diseases was moved to the communicable disease 
center currently known as the Centers for Disease Control and Prevention (CDC), Atlanta, Georgia.

In recent years, the surveillance system is comprehensive on viral outbreaks with focus on Human 
Immunodeficiency Virus and Acquired Immune Deficiency Syndrome (HIV/AIDS), West Nile virus 
infection, avian influenza, severe acute respiratory syndrome (SARS), and current spread of COVID-19 
worldwide. At present, 59 diseases are reported weekly to the CDC and seven other diseases are informed 
exclusively (monthly or yearly). Three diseases namely yellow fever, plague, and cholera are subject to 
the International Health Regulations adopted by the World Health Assembly (1951). These mechanisms 
provide security against the international spread of epidemic diseases with a minimum interference with 
world traffic. Each country should inform World Health Organization (WHO) within the first 24 hours of 
diagnosis of the first suspected case on its territory and all following cases and deaths are to be reported 
to WHO. In case of infectious diseases with high fatality rates (such as meningococcal disease), most 
countries require rapid reports of the first occurrences of suspect cases. For diseases, such as pneumo-
nia or AIDS, weekly, monthly, or quarterly case reports are required. The reporting requirements for 
infectious diseases are nationally or sub-nationally determined. For example leishmaniasis needs to be 
notified in high risk countries but not in all. Similarly, reporting of HIV is required in some states in the 
United States of America but not in others. The WHO maintains surveillance for Yellow fever, Plague, 
Cholera, African trypanosomiasis, Meningococcal disease, Dengue, Influenza, HIV/AIDS, Leishmaniasis 
and Leishmania/HIV co-infection. WHO helps several countries in the world to maintain their National 
disease surveillance programs and report cases differently according to the type and frequency of the 
disease. Detection and reporting of all infectious diseases is of prime importance since new emerging 
strains have the potential to cause new epidemics and pandemics leading to huge economic loss. For 
example England is a small country with a population of approximately 66.87 million individuals. The 
infectious diseases account for 7% of deaths and annual costs of £30bn (Health Protection Agency, 2020). 
The disease epidemic can economically weaken any country as evident by the 2003 SARS outbreak 
that were not only limited to Asian countries but were also seen worldwide. The economic cost (direct 
and indirect) of SARS are assessed at US$80 billion (Knobler, S., et al., 2004). The discussion in the 
current chapter is based on the risks associated with the endemic diseases and how the health problems 

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



203

Public Health Surveillance System
﻿

must be defined in terms of etiology, distribution, and mechanism of infection. The major information 
that is collected during disease outbreaks include features such as identifying the pathogen involved, 
associated symptoms, population infected, and the morbidity and mortality rates. Without surveillance 
system, the health officials cannot predict the intensity and spread patterns of the disease that would 
lead to waste of precious resources. The surveillance data helps in understanding the pathogen involved 
helps scientists design health policies that can successfully intervene in containing and eradication the 
infectious diseases.

BACKGROUND

As per the WHO around 5.72 billion people are at the risk of many infectious diseases that are respon-
sible for the death of more than 17 million people annually, including about 9 million deaths in young 
children. A microscopic technique has developed in the second half of the 19th century and has been 
used for the detection of diseases. The progressive results from this innovation allowed new concepts 
to improve the study of spread and contributing factors of infectious diseases among the quantified 
population. Epidemiology is the branch of science that studies the patterns, causes, and effects of Infec-
tious diseases on health in population under study. Public health policies and decisions are based on the 
evidence based outcomes of such studies that identify risk factors for disease and targets for preventive 
medicine (Ziegler, 2015; World Health Organization, 2018). The term of infectious agents is referred 
to the all microorganisms or macro-organisms such as bacteria, viruses, protozoa, parasites, and fungi 
collectively called pathogens that are capable of producing an infection called infectious diseases (Bar-
reto, 2006). Infectious disease were considered the greatest severe health problem worldwide until the 
beginning of the 20th century as they are difficult to control and evolve resistance against drugs and 
then chronic degenerative and cancerous disease originated to lead this situation in established countries. 
Plagues, Cholera and Malaria used to overwhelm important extents of the residents of the European 
capitals shifting investments by all private investors treating these and ignoring all poor men’s disease 
(Ziegler, 2015; WHO publications, 1993; Evans, R.J., 1995).

For virtuous public health it is essential to concurrently practice plan, implement, and evaluate the 
ongoing or existing, analysis, and systematic collection method of health-related statistics. It is faith-
fully included with distribution of these data to those in authority for prevention, control, and generates 
interferences that increase the health of the objective residents. The word surveillance is imitative from 
the French roots, sur (over) and veiller (to watch over) (Choi, 2012). It is also defined as the nearby and 
incessant supervision, or control of one or more individuals (Brachman, 2009). The key goal is to be 
responsible for evidence that can be used for health action by public health staffs, administration rep-
resentative and to guide public health policy and program’s serious constituents of a well-functioning 
public health system. Broad-spectrum values of public health surveillance are used in programs to control, 
and prevent the spread of infectious disease amongst the population. Public health surveillance systems 
are allowed for surveillance, and are central for practicing of contemporary public health. The system 
includes data collection, investigation and elucidation of data, characterization of the burden, prioritiza-
tion of public health actions, distribution of adverse health events, control measures and recognition of 
initial health situations that may have an important effect on people health (Brownson & Petitti, 2006).

The Greek physician Hippocrates, known as the father of medicine was the first epidemiologist who 
studied the effects of environmental influences and the occurrence of disease. He believed that sickness 
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of the human body is caused by an imbalance of the four Humors (air, fire, water and earth “atoms”). 
The distinction between “epidemic” and “endemic” was explained by Hippocrates. The diseases that are 
“visited upon” a population are epidemic and that “reside within” a population are endemic. Through 
various milestones of public health actions, awareness development of health surveillance came into 
existence and different diseases lead to different interventions. Public health surveillance is used to evalu-
ation the public health status by departments of health, ministries of finance, NGOs, and contributors. 
It is useful for both measuring interventions and effects of interval (Galley, 1995).

Globally International Classification of Diseases (ICD) is used as provides a common language for 
reporting and monitoring diseases allowing the countries to compare and share data in a consistent and 
standard way. Similar statistics facilitates the collection and storage of data for analysis and evidence-
based decision-making. ICD serves as the diagnostic classification standard for all clinical and research 
purposes defining the diseases, disorders, injuries and other related health conditions. The benefits of 
ICD usage are easy storage, retrieval and analysis of health information, sharing and comparing health 
information and data comparisons in the same location across different time periods. The global data is 
compiled, examined and reported by WHO in their “World Health Statistics” publications (McNabb, 2004).

SURVEILLANCE SYSTEM

Public health surveillance system is the ongoing systematic collection, analysis, and interpretation of 
health data, essential to the planning, implementation, and evaluation of public health practice, closely 
integrated to the dissemination of these data to those who need to know and linked to prevention and 
control. The system is beneficial in measuring the need for interventions and studying the effects of 
interventions. The outcome of the surveillance data empowers the decision makers to design evidence 
based health policies and manage the health system more effectively (Figure 1). In developing countries 

Figure 1. Flow chart of working surveillance system
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like India that have very big population, surveillance systems are a very hard thing to create and are 
often non-existent. The main reasons are restricted accessible assets, shortage of experienced staff, dis-
organization, and deprived structure for data collection. The health system in India is very fragmented 
both administratively and thematically which limits and deter the prevention and control of infectious 
diseases whenever there is an outbreak. Robust public health infrastructure surveillance systems in 
countries such as India are required that will permit data to be more precisely documented and evaluated 
to resolve the national of health problems. It can help in improving health advancement plans, assist 
in policy implementation and justified use of the resources (Haveman-Nies, et al., 2017; Birkhead & 
Maylahn, 2010; Woodruff, 2006; Nsubuga, P., et al, 2006). The basic terms and definitions related to 
health surveillance system are being listed below:

Basic Terms and Definitions

1. 	 Incidence: Refers to the number of individuals who develop a specific disease or experience a 
specific health-related event during a particular time period.

2. 	 Prevalence: Existing number of cases in the population at a certain time period or a specific time 
point. It is usually expressed as a percentage of the population.

3. 	 Mortality rate: The number of deaths in a given area or period, or from a particular cause.
4. 	 Years of Potential Life Lost (YPLL): An estimate of the average years a person would have lived 

if he / she had not died prematurely. It is, therefore, a measure of premature mortality.
5. 	 Disability-Adjusted Life Year (DALY): DALYs for a disease or health condition are calculated 

as the sum of the Years of Life Lost (YLL) due to premature mortality in the population and the 
Years Lost due to Disability (YLD) for people living with the health condition or its consequences.

6. 	 Adjusted rates: Statistically modified rates to disregard the effect of positive types in people 
surveillance data. Such as, due to higher communicable infectious diseases caused higher death 
rates in the city, thus mortality data might be location-adjusted to account for the demographic 
difference when matching it with data from another city.

7. 	 Crude rates: A crude rate is the number of new cases (or deaths) occurring in a specified popula-
tion per year, usually expressed as the number of cases per 100,000 population at risk.

8. 	 Case-Fatality Rate (CFR): It is the proportion of deaths from a certain disease compared to the 
total number of people diagnosed with the disease during a particular period of time.

9. 	 Cluster: When a patient with disease is closely tangled with place and time of outbreaks, birth 
defects, cancers, and other serious diseases.

10. 	 Endemic: The typical rise in prevalence or frequency of a certain disease in a group of people.
11. 	 Epidemic: Epidemic occurs when an agent and susceptible hosts are present in adequate numbers, 

and the agent can be effectively conveyed from a source to the susceptible hosts.
12. 	 Pandemic: An epidemic arises over a number of cities, country or regions and affecting a huge 

group of the people.
13. 	 Health indicator: It’s a capacity that shows the wellbeing state of individuals in a region. For 

example, the mortality rate death rate, etc.
14. 	 Validity: A degree that the accuracy of measures of procedures what it’s significant to measure.
15. 	 Vital Statistics: Systematic information registered by local health authorities about population 

births, marriages, divorces, and deaths.
16. 	 Sensitivity: The ability to identify true and positive cases with a low rate of false negatives.
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17. 	 Specificity: The capability of a test to identify eliminate which are not true cases, or people without 
the disease with highly specific tests having a low rate of false positives.

18. 	 Routine Health Information System: Regular reporting around diseases and programs are ac-
complished by public health officials, hospitals, and diagnostic laboratories.

19. 	 Health Information and Management System: A system of routine report collection almost 
administrative public health logistic, financial, clinical and other involved processes that can be 
used for surveillance.

20. 	 Active Surveillance: Employing health officials and other staff members for contact health care 
providers or the population representatives for data collection about health conditions providing 
more accurate and timed information. This method is an expensive surveillance system.

21. 	 Passive Surveillance: A system of report submission from clinics, public health units, laboratories 
including other sources covering large areas giving critical information about community health 
and also helps in constant monitoring. Data collection from different institutions makes data con-
trolling difficult and providing data with data quality and timeliness.

22. 	 Categorical Surveillance: The active or passive surveillance system focusing on one or more 
diseases of interest in an intervention program.

23. 	 Integrated Surveillance: Combination of both passive and active systems for gathering data about 
several diseases of interest to more than a few intervention programs using a single infrastructure.

24. 	 Syndromic Surveillance: A data collection system based completely on clinical infrastructures with 
clinical or laboratory diagnosis combining an active or passive system implemented by developing 
country during an epidemic.

25. 	 Behavioral Risk Factor Surveillance System (BRFSS): An active system of repetitive surveys 
as a measure of behaviors that are acknowledged for causing disease or injury.

Categories of Surveillance Approaches

Surveillance systems are aimed and designed to meet top administrations requirements for dedicated, 
consistent, timely collection of evidence that can be presented efficiently. These needs are diverge and 
dependent on geographical location, population size and nation medical policies, thus several diverse 
strategies have been established that have been explained below (Birkhead & Maylahn, 2010).

1. 	 Sentinel Surveillance: When the passive system fails to obtain high-quality data on the high 
probability of growth in several cases of the disease in question, then informed staff recognizes 
and inform on stated diseases using laboratory facilities (Arita, I, et al., 2004). Data collected can 
be used to detect outbreaks, indicate trends, monitor existing diseases in regions, suggest alterna-
tive and effective surveillance systems as it is not effective in identifying a rare disease or outside 
the selected area (Birkhead, G. S., & Maylahn, C. M., 2000). Although a passive system collects 
data from multiple health workers and facilities. For example, hospitals are huge network used to 
gather high-quality data on different diseases, for example offensive bacterial disease caused by 
Hemophilus influenzae type b, pneumococcus or meningococcus (World health statistics, 2005).

2. 	 Periodic Population-Based Surveys: A consistent data collection on regular interval through 
survey produced by representatives of nationally and globally with different demographic, rates, 
ratios, probabilities and social indicators with the help of trained enumerators using standard instru-
ments, scientifically designed questionnaires with administrative guidelines to minimize statistical 
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errors, non-sampling errors made through calculation and humans respectively (Thacker, S. B., 
& Berkelman, R. L., 1988). A comparable time series surveillance data gives information about 
health, population size with resources existing in a specific demographic location with medical 
infrastructure. Some background inequalities are also revealed through time to time survey between 
sub-population, a socioeconomic group existing in that region. The survey datasets also link and 
characterize health outcomes, estimates independent effects on various determents on ill health 
and mortality findings with other non-medical determinants communicability of diseases, treat-
ment, and precautious approach by people network coverage by services. Validation of data is also 
an important step that suggests fertility, motility of regional and global statistical data collection 
system (Wang, et al., 2019; Birkhead & Maylahn, 2010).

3. 	 Laboratory-Based Surveillance: This method forms a spectrum that evolves with the economic 
development of a country and depends on more resources and infrastructure. This type of surveil-
lance requires enough resources, facilities, and trained personnel. A dedicated and centrally regu-
lated public health reference laboratory is must for quality control purposes. A systematic sampling 
scheme and referral mechanism is being followed in this type of system. The information is regularly 
shared amongst the microbiology laboratories and epidemiologists so that the information can be 
used to its full potential. Molecular detection methods have expanded the power of laboratory-
based surveillance methods for the detection of outbreaks in the background of sporadic cases by 
distinguishing the molecular “fingerprint” of an outbreak strain. Standardized protocols for several 
pathogens have been developed along with advancement in gene-based detection technologies 
(Herikstad, H., et al., 2000).

4. 	 Integrated Disease Surveillance and Response (IDSR): IDSR is an approach used for linking 
epidemiologic and laboratory data in Infectious disease surveillance systems at all levels of the 
health system, with emphasis on integrating surveillance with response. It indicates established 
and existing links between health facility, community, national levels, district, use of resources for 
disease control and prevention. Major steps in IDSR implementation are sensitization of key health 
authorities and stakeholders, carrying out situational analysis, formulating a strategic IDSR plan, 
creating well training and motivated individuals, developing national IDSR technical guidelines, 
planning and implementation, monitoring and evaluating (WHO 2000b; International Health 
Regulations 2005, 2008).

5. 	 Injury Surveillance: Injuries are the most important public health problems that kill more than five 
million people globally per year. They are the main cause of disabilities especially for low-income 
groups that are even less likely to make full recovery (Peden, M., et al., 2002). The surveillance for 
injury includes monitoring the incidence, causes and circumstances of fatal and nonfatal injuries. 
Injuries are classified by the intention of the act into two groups: unintentional injuries and violence-
related injuries. Guidelines have been developed for establishing injury surveillance systems by 
WHO and the Pan American Health Organization (Holder, Peden, & Krug 2001; Concha-Eastman 
& Villveces 2001)

Violence Prevention Department has provided guidelines for both investigators and medical prac-
titioners in the field, on how to categorize and code data on injuries according to agreed international 
standards (Sharma, et al., 2000; Villaveces, et al., 2010).
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6. 	 Complex Emergency Surveillance: Complex Emergency Surveillance is used during the acute 
phase of the emergency. Community exposed diseases in highly populated area are major cause 
to the high mortality and morbidity leading to an outbreak. Poor nations with large population are 
more susceptible to epidemic-prone outbreaks, therefore precautious approach should be taken for 
the calculation of indicators and determinants estimating, improving current research regarding 
complex emergencies epidemiologic indicators used for these typical situations (Salama, et al., 2004; 
Burkle, 1999). While planning a disaster surveillance system, the key elements to be included are 
establishing objectives, developing case definitions, determining data sources, developing simple 
data collection instruments, field testing the methods, developing and testing the analysis strategy, 
developing a dissemination plan for the report or results, and assessing the usefulness of the system. 
The requirements of the surveillance system need to be varied during the pre-impact, impact, and 
post-impact phases (Binder & Sanderson 1987). The following framework of activities should be 
included in disaster surveillance:
a. 	 Pre-disaster activities (hazard mapping, provision of guidelines, and training for medical and 

rescue teams)
b. 	 Regular monitoring and surveillance for priority health problems in affected populations.
c. 	 Prospective surveillance of affected populations focusing on the natural history of exposure 

and health effects and long-term effects of stress disorders among survivors.
7. 	 Surveillance for Biologic Terrorism: A significant rise in biological agents for disseminating 

purpose to harm public health and the socioeconomic environment is known as bioterrorism 
(Buehler, J. W., et al., 2004). Positively, till date intentional bioterrorism has not been reported be-
ing potentially most lethal and weapons of mass destruction (WMDs). Its risk assessment involves 
constant monitoring surveillance over nations, laboratories further preparedness, de-containment 
and prevention with casualties management. Giving these developments, nations and authorities 
should consider that new ways of networking of data and data sharing of surveillance should be 
made (Grundmann, 2014). Biological terrorism surveillance is conducted mainly to detect outbreak 
and its management. Surveillance must be capable for early detection of an act of biologic terrorism 
and it should be able to characterize it in the same way as that of naturally occurring outbreaks of 
infectious diseases. Timely detection can be achieved by the following:
a. 	 Timely and complete receipt, review, investigation of disease case reports, prompt recognition 

and reporting to or consultation with health departments by physicians, health care facilities, 
and laboratories.

b. 	 Use of analytical tools for early recognition of indicative patterns of a possible outbreak.
c. 	 Acquiring data that is not routinely observed (increased demand in procurement of health 

care products, absences from offices/ school, increased patients visits to diagnostic centers).

Surveillance System: Establishment and Maintenance

Health administrators who have undertaken to utilize public health surveillance system as a health man-
agement tool must be aware of the fact political support along with human and financial resources are 
regularly needed for successful implementation. A health surveillance system to be successful requires 
qualified, well trained and enthusiastic health workers that need continuous supervision. The surveil-
lance system is not constant and must evolve with time adapting to changes in the population and the 
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physical and social environment. There are major six steps that are linked continuously and are required 
for establishing a successful surveillance system (Thacker & Stroup, 1998):

Analysis of Surveillance Data

The information gathered by surveillance system is analyzed by time, place, and person. The data should 
be reviewed regularly by competent technical staff and the authorities to ensure its validity and to retrieve 
important information from it. Surveillance data such as name, age, gender, symptoms, diagnostics test, 
pathogen identification, etc are collected scientifically. The data should be converted to tables and graphs 
for easy understanding, presentation and timely dissemination to the policy makers. Effective intervention 
programs should be designed based on critical information gathered from the surveillance system. The 
huge surveillance data has led to evolution of field of public health informatics that deals with collec-
tion, classification, storage, retrieval, analysis, and presentation of large amounts of health data, offering 
the potential for development of integrated public health surveillance systems. Such integrated system 
will benefit the understanding of epidemiology of diseases by incorporating a systematic approach to 
standards for data content. One such international standard computer program used globally for the 
analysis of surveillance data is Epi Info. The graphs generated by the programs are known Epi Curve 
that helps researchers in investigating the spread patterns, incubation period, and probable outcome the 
disease may take. Case data plotted on the map are called spot map that helps in detection patterns and 
clusters of disease and display geographic population at risk. For instance, 1000 cases occurred in a big 
city, even though 3 cases may have in a small rural town. A huge difference occurred due to the variant 
in exposures in differences in population size. The people affected in the population were detected by 
using spot maps. British physician John Snow used spot map for the study of Cholera outbreak in London 
and has been named as the “Father of Modern Epidemiology” (Buckeridge, D. L., 2007; Brownson, R. 
C., et al., 2009; Shaban-Nejad, A., et al., 2016; Vachon, D., 2005; Choi, 2012).

Regular interval analysis is done for detecting changes, to ensure their legitimacy, to identify new 
information using simple computer-generated tables and graphs through statistical programming for 
summarizing and interpretation of data generated through the strategical survey (Groseclose, S. L., & 
Buckeridge, D. L., 2017). Timely distribution of statistical results to policymakers and program imple-
menting representatives and authorities helps in critical reasoning.

Table 1. Establishment and Maintenance

1 2 3 4 5 6

Goal Establishment Design case 
definitions

Hire qualified 
personnel

Acquirement of tools 
& clearances for 
collection, analysis 
and dissemination of 
data and information.

Surveillance system 
implementation

Evaluation of 
surveillance 
activities
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Health Problem and Programing

Data generated by the surveillance system helps public health administrators comprehend strategic 
policies for identifying the emerging infectious diseases (Heymann, D. L., 2004) and to understand the 
degree of changes in the distribution of well-known diseases. During data collection the information is 
collected on identical kind of pathogen involved, symptoms, the mortality and morbidity rates. Without 
suitable strategic surveillance, we would be wasting our precious time and resources with blind goals. 
Data generated through surveillance systems is compiled and analyzed by health officials to design a 
portrait of the present public depending on current data. New programs are shaped and implemented, after 
which continuous surveillance is implemented so that the public resources and manpower are utilized 
effectively. To measures the health events of specific geographic areas, the surveillance systems generate 
data that helps to identify novel facts about disease distribution patterns and factors responsible for its 
occurrence and distribution. The results enlightens representatives and administrations who can make 
more knowledgeable assessments about where, when, how to use resources and time. Without these data, 
the verdict would be imprudent and inefficient. Based on the statistics, funders and representatives gather 
their confidence in decision as efficient surveillance system generates information for crucial resource 
allocation (Groseclose & Buckeridge, 2017). Surveillance system together with information to measure 
the kin significance’s of the disease are:

•	 Prevalence / Incidence
•	 Mortality rate.
•	 Yield loss.
•	 Preventability of disease.
•	 Premature mortality (YPLL).
•	 Severity (case fatality rate).
•	 Costs in medical care.

Schistosomiasis is a good example where surveillance and data collection played a major role for 
applied disease control program (Heymann, D., 2006). In one outbreak, schistosomiasis was caused by 
parasitic worm in the Sichuan province of China (Yang W., et al., 2017). Peoples were infected with 
schistosomiasis when contacted infected water with Schistosoma worm that entered the body through the 
skin. The parasite affected approx. 200 million people worldwide with symptoms such as liver enlarge-
ment, bladder cancer, stomach pain, fever and chills. Sichuan region has been successful in controlling 
Schistosomiasis with the help of a surveillance program to stop the transmission. Pesticides were used 
to kill the snail hosts involved in the life cycle of the parasites. The significance of surveillance systems 
and gathering of data in previous programs is necessity for the assessment making of mass drug admin-
istration and focuses on pathogenic control efforts in a particular situation as needed. It also gathers data 
about the success of past programs and policies for the regions to speak out “controlled” or “eradicated” 
of the pathogen at the time. Shortcomings in the surveillance system are mainly accountable for the 
ultimate failure of containment of disease in many countries.
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Implementation of Advance Public Health Surveillance System

Public health administrators focus, timely, systematically comprehensive information for providing 
evidence in judgments making for improving health and sanitation of the population in their jurisdic-
tional region. A major presentation of improving and existing public health is done through surveillance 
information for evidence-based decisions. The role of field epidemiologists is important in providing 
suggestions and partnering in an enhanced universal surveillance system. It also helps in defiance of 
gravity of funds, sharing raw data information, resources, and supporting public health policies and 
programs. Listed below are some agencies, initiatives, and companies that work on improving public 
health surveillance system throughout the globe.

1. 	 Global Health Security Initiative (GHSI): GHSI is part of a surveillance system which emphasizes 
on chemicals and pathogens used for biological weaponry. GHSI also works on developing vaccine, 
antibiotics and rapid tests kit. It also works with WHO and builds communication between national 
and international labs and public health organizations (http://www.ghsi.ca/english/members.asp).

2. 	 Association of Public Health Laboratories (APHL): APHL is involved in an improved laboratory 
practice globally. It is working to strengthen laboratory infrastructures in the United States and in 
other countries of the world. (https://www.aphl.org/AboutAPHL/Pages/default.aspx).

3. 	 The Global Fund: It is working with a collaboration of government/public and private sector. 
The objectives of the global funds reduced infection/death caused by malaria, HIV/AIDS, and TB. 
(https://www.theglobalfund.org/en/about/whoweare/).

4. 	 Global Laboratory Initiative (GLI): The objectives of the GLI expand the surveillance system by 
the enhancement in the diagnosis system and treatment of tuberculosis in the emerging countries. 
Therefore, low quantity of Tuberculosis patient identified in emerging country (http://www.stoptb.
org/wg/gli/).

5. 	 US Global Health Initiative (GHI): GHI is working with several national and international part-
ners such as PEPFAR, defense organizations, and CDC. It is also working with the private sector 
and NGOs for Worldwide health improvement. The aim of the GHI is to improve the surveillance 
systems for infectious and non infectious diseases.

6. 	 Seeding Labs: It provides laboratory materials to the lower-income countries for upgrading their 
facilities. It is a non-profitable organization that is helping the scientific community by helping in 
upgrading of their research infrastructure in the emerging countries.

7. 	 Foundation for Innovative New Diagnostics (FIND): FIND aims to develop low cost diagnostic 
tests. FIND is working with academic and research Institutes, Universities, private organizations 
that are working for the development of diagnostic tools. The research interests are specifically 
dedicated to malaria, tuberculosis, leishmaniasis, and trypanosomiasis (http://www.finddiagnostics.
org/about/).

Application of Surveillance System

The main component of the surveillance system is outbreak investigation and detection systems. Subtle 
surveillance systems help in the detection of abnormal health events taking place at the surveillance 
area, and alert authorities like regional health departments, CDC, WHO for examination and involve-
ment wherever required. WHO and CDC are responsible for aid to the nations that are under an ongoing 
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epidemic. There is strict protocol stated by CDC for out broke control surveillance that is followed by 
the specific countries (World Health Organization, 2018).

1. 	 Preparation for Fieldwork: An investigator should collect all relevant information reported at the 
outbreak site. He or she should be organized for the work ahead and brings all materials such as 
lab apparatus for sample collection, and all wellbeing apparatus including bodysuit as necessary 
for protection. Whether a field investigation has to be done or not, the investigator should be well 
prepared before leaving for the field. There are two broad categories of the preparations that include 
scientific and investigative issues and management and operational issues. Complete scientific 
preparations for both categories of issues are required to facilitate a smooth field experience.

2. 	 Establish the Existence of an Outbreak: Whenever the number of cases increases than expected 
in a particular area and among a specific community over a period of time, the disease is catego-
rized as an outbreak or an epidemic. These cases are thought to have a common occurrence and 
are related to each another in some way. Epidemiologist defines outbreak as an epidemic limited 
to localized increase in the incidence of disease. A cluster is an aggregation of cases in a given 
area over a particular period regardless of the actual number of cases. The major task of the field 
investigator is to verify that a cluster of cases is indeed an outbreak. Many of the clusters turn out 
to be true outbreaks with a common cause; some are sporadic and unrelated cases of the same 
disease while other cases may be similar but unrelated diseases. The observed results are compared 
to the expected outcome. The expected number is the number calculated from the previous few 
weeks or months, or from a similar time period during the previous few years. A final survey of the 
community should be conducted to establish the background or historical level of disease. It is not 
necessary that if the current number of reported cases is more than that the expected number, an 
outbreak has occurred. The case number may be on higher side due to reporting procedures, case 
definition, increased awareness, or sophisticated diagnostic procedures. A newly recruited employee 
may report more cases as compared to the senior employees. Some number may be attributed to 
the false positives reported by laboratories. The decision to further investigate the disease does not 
depend on the observed number of cases. Many a times, the health agencies may take note of the 
small number of observed cases. The major factors responsible for launch of a field investigation 
are severity of disease, the spread potential, available control measures, political considerations, 
public relations, available resources, and other factors.

3. 	 Verification of the Diagnosis Process: The verification of the diagnosis is the prime process that 
is linked to the verification of the existence of an outbreak. Diagnosis verification is important for 
the proper identification of the disease and to rule out the reporting of false positive laboratory 
results. The laboratory tests must be reviewed by reference laboratories, DNA or other chemical or 
biological fingerprinting, or polymerase chain reaction. The investigators must visit the patients for 
personal interaction that gives a better understanding of the clinical features and helps to design the 
appropriate preventive measures. The conversation also helps in drawing hypotheses about possible 
disease etiology and spread patterns. The clinical features must be summarized using frequency 
distributions that are useful in characterizing the spectrum of illness, verifying the diagnosis, and 
developing case definitions.

4. 	 Create Case Definition: A case definition is a standard set of criteria for deciding whether an 
individual should be classified as having the health condition of interest. A case definition includes 
clinical criteria that are restricted by time, place, and person. The clinical criteria are to be simple 
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in nature such as measurement of fever, loose bowel movements per day and / or muscle pain that 
are severe enough to limit the patient’s routine activities. The criteria must be applied consistently 
to all persons under investigation. The important factor that needs to be remembered is that the case 
definition should not include the risk factor the investigator is interested in evaluating. Different 
categories of a case definition may be defined such as confirmed, probable, and possible or suspect, 
that allow for uncertainty. A case definition is a tool for classifying whether a person as contracted 
or not contracted the disease of interest.

Step 5: Find cases systematically and record information. Before reporting the outbreaks to the 
attention of health authorities, public health workers must scrutinize all the cases to determine the true 
geographic extent of the problem and the effected populations. In some outbreaks the health official 
may aware the general public by sharing information through local media. The official can also collect 
information using a questionnaire or by collecting laboratory specimens to verify the number of asymp-
tomatic cases. Information may be obtained from the patients for other infected persons. Specifically 
constructed data collection form can be used to gather the outbreak data. The following information 
should be necessarily obtained while collecting the data:

•	 Identifying information (name, address, and contact number)
•	 Demographic information (Age, sex, race, occupation)
•	 Clinical information
•	 Risk factor information
•	 Reporter information (physician, clinic, hospital, or laboratory).

Step 6: Perform Descriptive Epidemiology: The process, in which the outbreak is characterized 
by time, place, and person, is called descriptive epidemiology. It helps in data summarizing by key 
demographic variables and provides a comprehensive characterization of the outbreak. The population 
at risk can be identified by this method. The result gives insights on the etiology, source, and modes of 
transmission. The result helps to begin intervention and prevention measures and to enable the investiga-
tor to identify and correct errors and missing values.

Step 7: Hypotheses Development: The hypothesis is generated at the time of first information that 
may address the source of the agent, the mode of transmission, and the exposures that caused the disease. 
The generated hypotheses should be testable that need to be evaluated. Apart from infected patients the 
local health department staffs are also key person from whom important information may be gathered. If 
the epidemiology does not fit the natural pattern, then other points may be thought off like bioterrorism.

Step 8: Evaluate Hypotheses Epidemiologically: When a hypothesis about the possible outbreak 
has been developed, it must be evaluated to test the plausibility of that hypothesis. During field investi-
gation the hypotheses are evaluated using a combination of environmental evidence, laboratory science, 
and epidemiology either by comparing the hypotheses with the established facts or by using analytic 
epidemiology to quantify relationships and assess the role of chance.

Step 9: Reconsider, Refine, and Re-Evaluate Hypotheses: When the hypotheses cannot be evalu-
ated with the help of analytic epidemiology, than the hypotheses may be re-evaluated. Even when the 
association between an exposure and disease has been established by an analytic study, the hypothesis 
may need to be testified. Many a times, more specific control group are required for testing a hypothesis. 
The investigators may utilize the outbreak to study the different clinical parameters in the patients for 
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upto some years after infection leading to the understanding of the disease and thus designing better 
control and prevention strategies.

Step 10: Compare and reconcile with laboratory and environmental studies: The results of an 
epidemiological survey can associate vehicles and direct appropriate public health action. It is always 
the laboratory results that confirm the findings. Environmental studies frequently explain the cause of 
an occurrence of an outbreak. The epidemiologic, environmental and laboratory findings during an 
investigation may be complementary to each another and may lead plausible conclusion regarding an 
outbreak under investigation.

Step 11: Implementation of Control and Prevention Measures: The main objective of the outbreak 
investigations is to control the outbreak and further prevent the spread of the infection. Protection of the 
public health is the prime responsibility of the government and the health departments. Appropriate control 
measures should be implemented at earliest. The confidentiality of the patients should be maintained at 
all points of investigation during collection, management and sharing of data. The control measures are 
targeted against one or more segments of transmission (agent, source, mode of transmission, portal of 
entry, or host). Controlling or eliminating the causative agent at source is the most authentic interven-
tion for the control of the outbreak. Isolation, cohortion, decontamination, sterilization, sanitization, 
vaccination, filtration, vector control, insecticidal sprays are some of the routinely applied methods.

Step 12: Surveillance Maintenance: When the preventive measures have been initiated it is must 
to monitor them. Active surveillance should be done to monitor the situation and determine the effec-
tiveness of the preventive and control measures being undertaken. It should be determined whether the 
outbreak has spread outside its original area or the area where the interventions were targeted. In case 
of spread outside the area, effective control and prevention measures are to be implemented in the new 
areas of spread.

Step 13: Communicate Findings: Detailed analysis of the outcome and its effective communica-
tion to the health administrators and politicians is critical. The results may be summarized in the form 
of a report and effectively communicated to the peers. This can be done either by orally briefing to the 
local authorities and persons responsible for implementing control and prevention measures. The find-
ings must be presented in a scientifically objective fashion so that appropriate decisions may be taken. 
Additionally, a written scientific report may be submitted that will provide a blueprint for timely action. 
The report can also be used as a reference documents for future similar outbreaks.

Example of a Disease Investigation

Coronavirus diseases–2019 (COVID-19): In many countries COVID-19 outbreak spread rapidly start-
ing in the month of creating epidemic. The COVID-19 title was at first released by WHO on January 
12, 2020. An international committee was proposed to name SARS-CoV-2 of new coronavirus on 
February 11, 2020 (Rong et al., 2020). The Emergency Committee of the WHO declared an outbreak 
in Wuhan, China on January 30, 2020, which was considered to be community health emergency of 
global nature (Rodríguez et al., 2020). The WHO declared the novel coronavirus (COVID-19) outbreak 
a global pandemic on March 11, 2020. The number of cases outside China increased 13 fold over the 
past 2 weeks and the number of countries with cases increased threefold. WHO also reported that this 
is the first pandemic caused by a coronavirus. WHO suggested countries to detect, test, treat, isolate, 
trace, and mobilize their people in the response, those with a handful of cases can prevent those cases 
becoming clusters, and those clusters becoming community transmission. It is of utmost importance that 
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all countries strike a fine balance between health protection and minimizing economic and social disrup-
tion altogether with respecting human rights. The four areas to give importance are to (i) be prepared 
and be ready, (ii) detect, protect and treat, (iii) reduce transmission and (iv) innovate and learn. Most of 
the countries tried to contain the spread of the virus but in most of the countries the virus could not be 
controlled, it is thriving on delay, denial, and division.

The world is fighting hard to find a cure for the disease; over 5000 patients in more than 20 countries 
have joined WHO’s Solidarity Trial, which continues to answer questions about which treatments are 
most effective. Several donor contributions is helping the WHO to fund more than 108 COVID-19 na-
tional plans through the WHO Partners Platform. Through this generous funding, the WHO’s COVID-19 
Supply Chain System had procured 140 million items of personal protective equipment, 4.5 million 
laboratory test kits, and 5 million sample collection kits that will be distributed to the nations in need.

WHO is continuously working with expert in the field, more networks are being created around the 
world. WHO has published more than 130 guiding documents on various aspects of preparedness and 
response that are useful in knowledge updating and measures to contain and prevent the spread of the 
virus? WHO is providing constant online and in-person training, technical sessions and remote support? 
WHO has helped nations to develop their own guidance and strategic national plans? WHO are global 
and regional platforms, country offices, and collaborative initiatives such as the Global Outbreak Alert 
and Response network is helping the nations in implementing these plans at the ground level. However, 
the virus is still spreading quickly with potential to collapse the most versatile health systems. The pan-
demic continues to accelerate and at the current rate, cases are doubling around every six weeks. As per 
the latest situation report (August 2, 2020) from WHO, more than 17660523 confirmed cases, 680894 
death and spread to 215 countries worldwide has been documented. In India 1750723 confirmed cases, 
37364 deaths and 54735 new cases reported till August 2, 2020 (WHO, 2020).

Countries today need authoritative real-time information on the evolving epidemiology and risks, time 
bound access to essential supplies, medicines and equipment and training of their health care workers as 
per the latest technical guidelines and best practices. All the countries are required to establish research 
and innovation priorities, scale-up research and development, and ensure that earliest development of 
candidate therapeutics, vaccines, and diagnostics is done. WHO has identified nine areas that need pri-
oritization that includes 1) Country-level coordination, planning and monitoring, 2) risk communication 
and community engagement, 3) surveillance, rapid-response teams, and case investigation, 4) points of 
entry, 5) national laboratories, 6) infection prevention and control, 7) case management, 8) operations 
support and logistics and 9) maintaining essential health services and systems. Interrupting the spread 
of COVID-19 requires identifying and testing all suspected individuals so that confirmed cases are ef-
fectively isolated and provided appropriate health care. The persons who have been in close contacts of 
all confirmed patients are to be rapidly identified for quarantine and appearance of any symptoms for the 
14-day incubation period of the virus. For this to achieve, the countries require to increase their COVID-19 
testing capacity so that the cases from general population may be identified quickly. WHO has a mandate 
that all countries should have access to diagnostic testing as part of surveillance strategies designed by 
WHO. With the help of WHO 99% of countries and territories were able to conduct COVID-19 testing 
and had established access to an international laboratories within 72 hours. Apart from contact tracing 
surveillance more strategies are being used because of difference and difficulty in reporting methods, 
data collection through person to person contact. Some Asian countries are now using digital surveil-
lance; countries like South Korea and India are using CCTV footage, geo-mapping location, cellular 
network pings, bank account transactions to track the suspected cases. China and Taiwan tracked down 
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travel history using visa and flight-based databases and tagged people with reported health conditions. 
After identifying the people with COVID-19 positive they are put on quarantine and under surveillance 
to stop infecting other people and reduce health risk globally (World Health Organization, 2020).

FUTURE OF SURVEILLANCE

Public health agencies, ministries, and international donors and organizations are trying to modify the 
current surveillance system to a meaningful data collection and analysis system that can provide reliable 
data to local health status and provide real-time warnings for the destructive disease outbreaks. This 
requires developing critical surveillance systems with a coherent, integrated approach by commitment 
from all stake holders. Recent advances in the information technology, informatics and artificial intel-
ligence can radically help in achieving this vision. Technological tools can facilitate the data collection, 
analysis, and use of surveillance data. With the use of artificial intelligence the data can be analyzed 
and automatic electronic message can be sent to the responsible public health personnel. Use of cell 
phones, wireless internet access, advances in geographic information system might also transform the 
capacities of the local health centers.

CONCLUSION

Public health surveillance is an essential tool for the health administrators, health and finance ministries, 
and donors. The results of the surveillance system help all the stake holders to take decisions to effectively 
and efficiently allocate resources and manage public health interventions. The public health surveillance 
systems should be designed in a scientific way that helps to address the critical concerns associated with 
the public health practice (Thacker, Berkelman, & Stroup 1989). The surveillance requirement of the 
countries differs and is based on the population size, geography, environment and economy. The need 
of the developing world is different from those of the developed countries. We are currently in a time 
when we are dealing with several deadly viruses like SARS, Ebola, avian influenza and COVID-19 
virus. There is undeniable need to collaborate globally for research and development efforts in to find 
a therapeutic or prophylactic cure for such pathogenic microorganisms. There is a urgent need for col-
laboration among health practitioners, scientific community, nations, and international organizations 
in order to understand the epidemiology of the emerging infectious diseases so as to address the global 
needs of public health surveillance systems.
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ABSTRACT

Nanoparticles (NPs) are tiny particles having dimensions ranging from 1 nm to 100 nm. Nanoparticles 
are field of profound scientific interest, on account of diverse conceivable applications in various fields 
such as electronic, optical, agriculture, biomedical, etc. Many of the interesting properties of nanopar-
ticles are intimately linked on shape and size of nanomaterials. In nanoparticles, percentage of surface 
atoms are high; nanoparticles show properties dependent on shape which are utilized in catalysis, op-
tics, data storage, etc. Further, the physical properties of nanoparticles such as melting point, density, 
optical properties, electrical conductivity, chemical stability, etc. make them suitable candidates to be 
utilized in several fields. Many of the nanoparticles have been widely studied and many applications 
explored for example gold and silver nanoparticles, while research is being carried out to investigate 
the probable applications in several other fields. This review provides the readers a summary of the 
applications of various nanoparticles.
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INTRODUCTION

Nanotechnology is well known, highly significant field of science which concern with the synthesis of 
nanoparticles of several chemical compositions, shapes, sizes and their uses for human welfare (Vineet and 
Sudesh, 2009). Nanoparticles have higher surface to volume ratio that transmit them different properties 
and hence make them feasible to be utilized in exclusive applications. In order to obtain nanoparticles 
for application, specific nano size of nanoparticle is attained through controlled synthesis (Fratoddi et 
al. 2017). Nanoparticles can either be hydrophilic or hydrophobic and this functionalization arbitrates 
their application. Nanoparticles consist of three layers (i) The first layer is characterized with various 
miniature particles, surfactants, metallic ions and polymers: the surface layer, (ii) the second layer distinct 
in configuration of chemicals from the origin segment, the shell layer, and (iii) central part of nanopar-
ticles i.e. the core (Shin et al., 2016). Due to the remarkable properties, nanoparticles are of considerable 
interest for investigation in different fields. The nanoparticles can be utilized for various purposes in dif-
ferent fields such as medicine (Min-Dianey et al. 2018), agriculture (Rastogi et al. 2019), environmental 
remediation (Ghoto et al. 2019, Singh and Verma 2018), electronics (Tamilvanan et al. 2014), energy 
storage (Manj et al. 2018) etc (Figure 1). In the present chapter, we explain the several applications of 
nanoparticles as well as provide the future aspects of the applications of various nanoparticles.

ALUMINUM NANOPARTICLES

Aluminum (Al) nanoparticles such as Al oxide (Al2O3) nanoparticles are the category of oxides of metal 
nanoparticles known to show varied biomedical utilities known to show varied biomedical utilities due 
to the extraordinary constitutional and physiochemical characteristics, for instance resistance to stresses 

Figure 1. 
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against mechanical, chemical, wear besides their desirable optical traits and permeable ample surface 
area. The effortless handling, and small preparation cost are the other rationales for comprehensive us-
ance of Al nanoparticles. The principle biomedical applications of Al nanoparticles are:

•	 Antimicrobial Properties: Al nanoparticles have extensive surface area as a result they exhibit 
substantial anti-microbial action. Antimicrobial effect of Al nanoparticles was verified by Sadiq. 
M. et al. (2009) against Escherchia coli (E. coli).

•	 Cancer Therapy: The nanotubes of Al oxide nanoparticles consisting of Thapsigarin, was ad-
ministered along with an inhibitor of autophagy, viz. 3-methyladenine, so as to intent signaling of 
autophagy in both the normal as well as cancerous cells in human beings (Evdokiou et al. 2015).

•	 Biosensing: Al oxides nanoparticles are being contemplated as modern tools for apprehension 
of various molecules. The nanoparticles of Al oxides are being utilized to detect Bovine Serum 
Albumin (BSA) (Ito et al. 2017).

•	 Drug Delivery: Al nanoparticles such as mesoporous Al oxides are being utilized for enhanced 
oral administration of hypertension medication Telmisartan as a low water-soluble amalgam 
(Borbane et al. 2015).

•	 Effective for Treatment of Other Diseases: Alpha Al nanoparticles have been conjoined with in-
testinal peptide which is vasoactive so as to cure the asthma due to allergy in the model of mouse. 
The alpha Al nanoparticles were utilized for the stabilization of vasoactive peptides of intestine 
against degradation by enzymes in the pulmonary system of mouse model affected with asthma. It 
exhibited substantial activity against asthma in comparison to the non-conjoined beclomethasone 
and the vasoactive peptides of intestine (Shamsadin et al. 2016).

•	 Stabilization and Preservation of Biomolecules: Al nanoparticles could be used as nanoplat-
form to mend the protein molecules folding. Al nanoparticles interreact in electrostatic fashion 
with the remolded proteins which are negatively charged and hence avert their mis-folding and 
aggregation (Volodina et al. 2017).

•	 Immunotherapy: Al nanoparticles are found to exhibit the ability to induce autophagy. Induction 
of autophagy is the principle objective of vaccines for next generation and immunotherapy, this 
is due to the main aspect of autophagy in the introduction of the antigens to the T-lymphocytes. 
Aluminum nanoparticles conjugated to cysteine peptidase A as well as B were utilized as vaccina-
tion for leishmania so as to activate the process of autophagy in macrophage cells. The conjugated 
form of Al nanoparticles demonstrated the expeditious internalization via macrophages infected 
with leishmania consequent to administrating Al nanoparticles (Beyzay et al. 2017).

Other applications of Al nanoparticles:

•	 Al Nanoparticles as Propellants: Al nanoparticles of various sizes are being used for the pro-
duction of compound for rocket propellent. Al nanoparticles have found application in various 
fields such as military as coolant and fuel for rocket, heat resistant layer of aircraft, corrosion, 
automobiles.

•	 Al Nanoparticles as Energetic Materials: Al nanoparticles are extensively used for military 
purposes as energetic materials. They are used in explosives to enhance the temperature of the 
reaction and elevate the energies of the bubbles in weapons used under the water. Aluminum 
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nanoparticles have application as constituents of explosives and propellants for rockets (Piercey 
and Klapotkes 2010).

•	 Boron: Boron is categorized as a metalloid and has an atomic number of 5. It is a fundamental 
trace element for plants. Due to boron electronic structure and its capacity to frame covalent bonds 
with carbon, boron is generally utilized in synthetic chemistry. Boron has intense scope of utiliza-
tions in chemistry, material science, energy research, and life sciences.

Materials made of boron have a differing scope of utilizations in regions, for example, Boron nitride 
as semiconductors (Zhou et al. 2018), insulating layer (Bekish et al. 2010), large density liquors (Millot 
et al. 2002), malignant growth therapy (Singh et al. 2019).

The expansion of substances added with boron enhance the friction coefficient that develops the con-
ductance of anti-wear upon use as lubricant oil. Boron nanomaterial’s have an assortment of fascinating 
properties that are reasonable for such decent variety. The large surface volume ratio of nanoparticles 
made of boron combined with the huge energy content of boron make these nanoparticles appealing to 
be used as fuel added substances for fuels as hydrocarbon for air-breathing pressure frameworks. The 
strong electrical and thermal stabilities contrasted with metallic nanowires, makes 1-D nanostructures of 
boron, for example, wires, rods, belts or tubes of boron nanoparticles favorable materials for application 
in Nano electronic gadgets as electric conducting interconnects. Nanoparticles mainly based on boron 
are currently being utilized in Boron Neutron Capture Therapy (BNCT) as a source of Boron. Nanowires 
of boron have potentiality to be employed in the field of electronics by assembling them to be modi-
fied as electric wires of nanoscale. The homogenous conductivity, mechanical aspect, thermal as well 
as chemical stability are prominent components for the functions firmly identified with the nanowire 
structure along with morphology.

•	 Carbon: Carbon is special amid the elements as it has the ability to articulate steadily secured 
chains enclosed via hydrogen atoms. Such hydrocarbons, which are typically used as the sources 
of non-renewable energy for example coal, gaseous petrol and oil are commonly made use as ener-
gizes. A small yet significant part is exploited in petrochemical industries as a source of feedstock 
conveying solvents, paints, plastics, polymers etc. (Alsaba et al. 2020).

The later disclosure of carbon nanotubes, different fullerenes and atom thin sheets of graphene have 
changed equipment improvements in the gadgets business and in nanotechnology by and large, while 
the utilization of nano diamonds, nano-onions, peapods, nanofibers, nano rings etc. are well known, the 
on-going functions mostly center around the operation of fullerenes and carbon nanotubes.

Carbon nanotubes (CNTs) as well as fullerenes serve as the most significant categories of nanoparticles 
based on carbon element. They have extensive advantage in industries and have widespread business due 
to the exclusive properties as great quality, high affinity to electrons, structure, flexibility and electrical 
conductivity (Astefanei et al. 2015). Because of their novel mechanical, physical, chemical attributes, 
these carbon nanotubes have significant applications in pristine form along with nano composites for 
some commercial operations, acting as fillers (Saeed and Khan 2014), in bioremediation as effective 
adsorbents of gas (Ngoy et al. 2014), as well as they are utilized for various organic media along with 
inorganic catalysts as a support medium (Mabena et al. 2011).
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•	 Copper Nanoparticles: Copper nanoparticles find applications in various areas owing to their 
characteristic traits. Some of the important applications of copper nanoparticles are:

•	 Antimicrobial activity of Copper Nanoparticles (CuNPs): Copper nanoparticles antimicrobial 
activity is widely studied. As a result of antimicrobial effect of CuNPs, they are being used in the 
field of medicine and dentistry.

•	 CuNPS in Medicine: CuNPs are effective in treating common microbial infections especially 
bacterial infections in respiratory, circulatory and digestive systems. CuNPs have shown Imaging 
functions and increased antithrombic response. Drugs incorporated with CuNPs are utilized to 
damage cancerous and tumorous cells (Halevas and Pantazaki 2018).

•	 CuNPs in Dentistry: CuNPs fusion to orthopedic dental adhesive shows significant bactericidal 
response to S. aureus, S. mutans, and E. coli; increased adhesive properties without affecting the 
shear bond strength by incorporating as nanofillers. CuNPs are utilized for B. subtilis as they have 
affinity for surface active bacterial species (Ruparelia et al. 2008).

•	 Cu nanoparticles in Antimicrobial Textile and Finishing Treatments: CuNPs act on cotton 
fabric after altering its surface, they work either as fillers or cross-linking components, thereby 
strengthening the fabric and dye bond and improve the bond quality (Chattopadhyay and Patel 
2010).

•	 CuNPS in Electronic Applications: CuNPs has vital applications in conductive printing. They 
can replace expensive silver nano inks in conductive printing. Recently, a technique has been 
developed which can develop a material consisting of CuNPs, can replace expensive silver and 
gold nanoparticles in electronics, and can be used to fabricate electronic components based on en-
vironment friendly production techniques (Tamilvanan et al. 2014). Thus, CuNPs finds important 
application in printed electronics. Further, CuNPs have potential to build a lead-free stable solder 
to be used for high stress environments and space missions.

•	 Cu Nanoparticles in Biological and Biosensing Applications: CuNPs can be employed in bio-
sensing and biological operations. Preparation of CuNPs via nanosphere lithography method can 
be utilized in some applications in place of costly silver and gold nanoparticles (Goel et al. 2013).

•	 Cu Nanoparticles in Electrochemical Capacitors: Multilayer nanosheets of coper oxide exhib-
its hydrophilic character and the electrodes of copper oxide show high capacitance and hence they 
are reasonable material to be utilized in electrochemical capacitors (Wu et al. 2015).

•	 Cu Nanoparticles in Pesticide Detection/ Environmental Remediation: CuNPs coated as colo-
rimetric probe on cetyltrimethyl ammonium bromide (CTAB) can be used for sensing Zineb, 
Ziram, Maneb and dithiocarbamates (DTCs) in the environment or as well as in beverages. 
Chitosan-copper nanocomposites can be utilized for the extraction of organophosphorous pesti-
cides from the soil (Ghoto et al. 2019).

•	 Cu Nanoparticles as Potent Anticancer Agents: CuNPs have potential to alter surface proper-
ties as they can conjugate with biomolecules and hence can be used as components to cleave DNA 
and cogent therapeutics for cancer. They can also control growth of cancer cells by working in mo-
lecular doping techniques and as nano-formulations in drug delivery methods. Nanomaterials such 
as Chitosan-copper nanocomposites are being used in environmental remediation and biological 
applications. These nanomaterials can promote shrinkage and blebbing of cancer cells, lower the 
cell-cell interaction and cell density compared with untreated cells (Halevas and Pantazaki 2018).

•	 Cu Nanoparticles as Water Disinfectant: Microbial contamination of water is a noteworthy 
danger to human well-being and therefore number of methods to disinfect water have developed 
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rapidly as microbes become resistant to earlier antimicrobial components. A novel and effective 
technique is the use of CuNPs to disinfect wastewater (Ruparelia et al. 2008).

•	 Cu nanoparticles as Catalyst: CuNPs application in dye reduction, reduction of nitrobenzene 
etc. CuNPs work as heterogenous catalyst in several chemical transformations. CuNPs catalyzed 
reactions are small in catalyst loading, yield better, recyclable catalyst, cost effective, less reaction 
times and hence have more advantage compared with the conventional reactions catalyzed with 
metals (Ojha et al. 2017).

•	 Cu Nanoparticles as Additives: CuNPs when added to oil increase gasoline engine performance 
by improving the anti-wear and reduction in friction. The carbon-coated CuNPs addition to poly-
alphaolefin reduced the wear and improved the capacity of the base oil in terms of load-import 
(Borda et al. 2018). Thus, these CuNPs can be utilized as additives in industry.

•	 Cobalt Nanoparticles: Cobalt is a chemical compound and symbolized as Co with atomic num-
ber 27. Cobalt is silver-white in colour with a somewhat blue tinge. It is a hard, ferromagnetic, 
weak element. Cobaltite, smaltite, and erythrite are the ores of cobalt. It is also obtained as a by-
product from lead, nickel, silver, copper and iron mining.

Among the metallic Nanoparticles, Co is one among the potent elements and is of incredible inter-
est over quite a while for scientists from different scientific fields for various relevance. Commonly, 
Co nanoparticles have magnificent attractive, reactant and electrical traits, that have scientific and 
mechanical use for different areas, inclusive of use as magnetic fluids and sensors (Dutz et al. 2020), 
record-keeping media, catalysis and so forth. As of late, Co NPs were additionally seen as appealing for 
electromagnetic wave retention applications, for example, the advancement of wireless communication. 
In particular, the Co NPs likewise have a natural favorable position in biomedical related ðelds like drug 
delivery (Ansari et al. 2017).

•	 Iron (Fe) Nanoparticles: There are distinctive properties of iron chemical compound nanopar-
ticles (IONPs) that are useful in many biomedical applications such as, medicine, imaging tool, 
magnetic separator, drug delivery, cell proliferation regulator and tissue repair. The higher mixture 
stability, biocompatibility, and persistence magnetic properties of IONPs make them ideal for 
medical specialty applications (Huang et al. 2009).

There are few recent developments in the technology aiming towards the development of novel protein 
mimetics, nanozymes exhibiting biological enzyme, peroxidase, catalase, and superoxide dismutase-
like activities (Karim et al. 2018). There are intrinsic biological enzyme-like properties possessed by 
Nanozymes. Nanozymes are nanomaterials which provide many benefits over natural enzymes such 
as high stability and activity at broad range of pH and temperatures. Nanozymes can be subjected to 
straightforward manipulation and multiple applications on one platform. The iron chemical compound 
nanoparticles (IONPs) have been exploited in medical applications and biotechnological advances such 
as resonance imaging, cell separation and detection, tissue repair, magnetic physiological condition and 
drug delivery.

Due to their outstanding properties, like super para magnetism, small size and risk of receiving a 
biocompatible coating. Also, to reduce drug resistance to standard antibiotics, antibiotic carrier nano-
systems have been developed which could be an alternative to traditional antibiotics. These IONPs coupled 
with metal are used as carriers of antibiotic drug (El Zowalaty et al 2015). It was also demonstrated 
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that a physical mixture of antibiotics showed a speedy unharness (20 min) in phosphate-buffered saline, 
whereas the nano based antibiotic system showed its full unharness was completed solely in 350 min, 
indicating the power of IONs to act in controlled release systems. Also new generation of environmental 
improvement technologies have been proposed by Nanoscale iron particles which might provide cost-
efficient solutions to number of difficult environmental cleanup issues. Nanoscale iron particles have 
known to have massive surface areas and high surface reactivity. It is also important to point out that 
they have monumental flexibility for various applications. Analysis has shown that the high effective-
ness of nanoscale iron particles towards the transformation and detoxification of common environmental 
contaminants, like chlorinated organic solvents, organochlorine pesticides, and PCBs.

The magnetic nanoparticles have some important physical and chemical characteristics that make 
them ideal for wide range of medical specialty applications, distinction agents in resonance imagining 
(MRI) (Wilczewska et al. 2012), cell separation and detection (Lin et al. 2017), treatment for physiological 
condition (Zhang et al. 2016) and drug delivery (Saikia et al. 2016). Especially, IONPs are biocompat-
ible and environmentally safe (Lu et al. 2007), therefore presenting distinctive characteristics for clinical 
applications. However, once IONPs (Fe3O4 (magnetite) or -Fe2O3 (maghemite)) reach smaller sizes 
(about 10–20 nm for iron oxide), they acquire super paramagnetic properties and these particles reach 
a stronger performance for many of the above-mentioned applications (Lu et al. 2007.) Due to their 
strong magnetic properties, iron chemical compound NPs were initially used in biology in the magnetic 
separation of biological merchandise and cells furthermore as magnetic steering of particle systems for 
site-specific drug delivery (Estelrich et al. 2015).

The bio distribution of the NPs is determined by the surface chemistry, size, and charge of magnetic 
particles which influence activities within the clinical applications. The recent decades use of magnetic 
carriers and particles are augmenting due to their important role in medicine and treatment modalities 
(Mahdavi et al. 2013). Magnetic NPs have also attracted abundant role as a labeling material in life sci-
ences and numerous alternatives in dominant fields of the experimental world.

•	 Indium Nanoparticles: The unusual material properties of indium its strong effective resonances 
which can be further extended up to the ultraviolet. When combined with low cost, this extended 
response, along with easy synthesis process, allow a range of applications of indium and makes it 
highly promising material of the era (Meshgi et al. 2016).

•	 Semiconductor Application: The most versatile use of Indium is in the semiconductor industry, 
like solders made through low-melting-point (soft-metal high-vacuum seals).

•	 Conductive Coating Application: The transparent conductive coatings of on glass is made of 
Indium nanoparticles called indium tin oxide (ITO).

•	 Solar Cell Application: The nano-powder or nanoparticles of Indium can be utilized for produc-
tion of electronic devices and different materials such as solar cells. Based on this, researchers 
from the Lund University in Sweden came up with solar cell produced from indium phosphide 
nanowires, a novel type in January 2013. These nanowires match the electrical output of conven-
tional thin-film solar cells and occupy only a fraction of the space (Wallentin et al. 2013).

•	 LCD Panels Application: These are also used in LCD panels and it is also mixed with welding 
alloy so that the melting point of the alloy shall be lowered down.

•	 Combustion Application: The nano-powder or nanoparticles of indium are also used in rocket 
fuel as combustion improver.
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Researchers are looking at ways to further exploit the nanoparticles’ potential magnetic, bioscience, 
biomedical, optical, electrical, optical and properties.

•	 Molybdenum Nanopowder / Nanoparticles: Molybdenum is not found as free metal naturally 
on earth, instead it exists in several oxidation states. Around 14% of the Molybdenum production 
of the world have industrial applications and are generally utilized either as catalysts, pigments or 
have elevated pressure and elevated temperature applications (Fakhri and Nejad 2016).

•	 Lubricant & Coating Application: Mo nanoparticles/nanopowder give very good result in situ-
ations where a lubricant is needed to withstand high temperatures. Molybdenum nanoparticles/
nanopowder are well-known as a coating of choice in high-friction, heavy load Environments, due 
to the extreme lubrication they offer.

•	 Anti-corrosive Application: Molybdenum nanoparticles/nanopowder are used in steel as anti-
corrosive additives, vacuum valves & hard alloys.

•	 Sintering Additives Application: In the manufacture of high-pressure vacuum tubes, heat tubes, 
X-Ray tubes Molybdenum Nanoparticles/Nanopowder can be useful.

•	 Cutting Tools Application: Molybdenum nanoparticles/nanopowder offer a simple, effective 
way to apply such coatings with extreme precision.

•	 Nickel Nanopowder / Nanoparticles Application: Several uses of nickel nanoparticles has been 
addressed like conductor, addictive, electromagnetic shield catalyst etc. Furthermore, the nano-
powders of nickel can be handled as ethanol suspensions or in other solvents.

•	 Catalyst for Combustion: Research has already suggested the viability in a host of combustive 
applications of nickel nano-powder as a catalyst for combustion of liquid or solid propellants. The 
upcoming investigation suggests further possibilities and horizons for use of nickel in fuel pro-
duction, even after ignored energetics due to its relatively low energy density. The extra ordinary 
behavior of nickel has been revisited as research into nano-powder resurges.

•	 Application as Additive: Due to the unusual properties’ nano-powder of nickel it’s one of the 
most common and popular additives in the manufacturing of several different materials which 
includes different varieties of ceramics and lubricants. Moreover, it provides sintering of another 
materials aid as an additive.

•	 Applications in Electronics: The most common application of nano-powder/nanomaterials of 
nickel is in different domains of electronics. Nickel has also been used in the manufacturing or as 
a component for electrode terminations, capacitors, metal base electrodes, electromagnetic shield-
ing, pastes, conductive coatings, ferrofluids etc.

•	 Uranium Purification Process: Different research works have evidenced that nickel interacts 
with uranium and it’s a viable and effective material which helps in the purification of uranium. 
Though further research is needed but the initial data proves the significance of nickel in various 
industrial applications and certain projects on environment (Crane et al. 2015).

•	 Application as an Electrode: These days the modified electrodes of nickel nanoparticles are 
utilized as an ultra-sensitive electrochemical insulin and urea detection.

Silicon Nanoparticles

•	 Energy Storage and Sensors: Silicon nanoparticles (SiNPs) possess characteristics such as sta-
bility, large surface area, magnificent electrical and optical properties and biocompatibility. SiNPs 
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are porous and hence these mesoporous nanoparticles are suitable in bioscience as well as energy 
storage applications. SiNPs enhance the electrochemical characteristics in Lithium-ion batteries 
when replaced with Silicon anodes. These are showing good results in gas sensors and biosensors 
(Manj et al. 2018).

•	 Biological Applications: SiNPs, due to non-toxic, biocompatible and other unique properties find 
bio-applications as diagnostics, nanocarriers, and for cancer treatment (Min-Dianey et al. 2018).

•	 Drug Delivery: Mesoporous Silica Nanoparticles (MSNs) when modified can be utilized as mul-
tifunctional system for delivery of drugs. MSNs have structure, which is multi-functional, porous, 
less cytotoxic etc. MSNs can carry various sizes of molecules of drug as their morphologies and 
pores can be adjusted. MSNs can also enhance the solubility of compounds and hence make them 
bioavailable and their surfaces can be modified with various functional groups (Watermann and 
Brieger 2017). Therefore, MSNs delivery system has significant potential for tumor diagnosis and 
cancer treatment.

•	 Regeneration of Tissues: MSNs can generate nanosized apatite of carbon upon reacting with 
the physiological environment of the bone and hence by utilizing silanol groups on their surface 
MSNs have applications in tissue engineering of bones (Rosenholm et al. 2016).

•	 Bioimaging: Due to characteristic properties of MSNs they can support an imaging substance 
for development of targeted bioimaging. The properties of MSNs are thus suitable for high speed, 
long-term, real time bioimaging with laser irradiation (Cha and Kim 2019).

•	 Energetic Material Applications: Silicon quantum dots can be fabricated and modified which 
have the capacity to maintain properties of porous silicon which make it feasible for highly ener-
getic material reaction to manifest (Adams et al. 2018). Hence, they can be utilized for applica-
tions of energetic material.

•	 Applications in Agriculture: SiNPs can be utilized as pesticides, delivery agent for herbicides 
and fertilizers, target specific delivery of proteins, nucleotides, and chemicals in plants, as a com-
ponent of nanozeolite for increasing water-holding capacity and as nanosensors. Hence, SiNPs 
have prospects to reform agriculture (Rastogi et al. 2019).

•	 Enhancement of Solar Cells: Scientists have improved the performance of perovskite solar cells 
by using SiNPs which can absorb broad wavelength of light, without interaction with other bat-
tery elements. Such Perovskite solar cells are cost effective as SiNPs are inexpensive and easily 
produced (Furasova et al. 2018).

•	 Adsorption and Separation of Protein: MSNs are potential to act as protein carriers for in vivo 
and in vitro delivery. Further, they are optimal candidates for adsorption and separation of specific 
protein molecules. This is due to the physiochemical property, low cost, adjustable size of pores, 
structure, possibility of distinct surface functionalization (Lui and Xu 2019). Thus, they are useful 
for bio- separation, immunoassays, enzyme immobilization and biosensors.

•	 Zinc Nanoparticles: Zinc nanoparticles have widespread applications in various fields. Some of 
the uses of zinc nanoparticles are list below:

•	 Zinc (Zn) Nanoparticles Medicinal Uses: In rats zinc nanoparticles are found to regulate in 
vitro synaptic transmission and to alter the spatial cognition ability by increasing longstanding 
potentiation. It has been known that Zn Oxide nanoparticles revelation has the potential to cause 
genotoxicity via oxidative stress and lipid peroxidation. As a result of the targeting possibility 
Zinc Oxide nanoparticles can find therapeutic applications for the autoimmune related diseases 
and cancer treatment (Hanley et al. 2008).
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•	 Agricultural Applications of Zn Nanoparticles: Zinc oxide nanoparticles have the capabil-
ity to enhance the growth and yield of crop plants. Zinc oxide at various concentrations were 
used as treatment to enhance germination of seed, growth of plant, vigor of seedlings. Zinc ox-
ide nanoparticles were noticed to be efficient to enhance root and stem growth of Peanut plants 
(Prasad et al. 2012). The zinc oxide nanoparticles solution can be used as fertilizer. Such nano 
fertilizer performs significant part in the agriculture. Another benefit of nanoparticles is they can 
be applied in very less quantity.

•	 Skin Penetration: Zinc oxide nanoparticles are specially used in sunscreens as they have inher-
ent capacity to permeate UVA and UVB radiation. Because of this exceptional trait Zinc oxide 

Table 1. 

Nanoparticles Applications References

Aluminum Biomedical (antimicrobial, cancer therapy, biosensing, drug 
delivery, treatment of diseases, immunotherapy Hassanpour et al. 2018

Preservation and stabilization of biomolecules Volodina et al. 2017

Propellants and energetic materials Piercey and Klapotkes 2010

Boron Semiconductors, Insulating layer, Large density liquors Zhou et al. 2018

Malignant growth therapy Singh et al. 2019

Carbon Petrochemical Industries, Electrochemical conductivity, Fillers Alsaba et al. 2020, Astefani et al. 2015

Bioremediations Ngoy et al. 2014

Copper Medicine (anticancer agents) and Dentistry 
Biological and biosensing

Ruparelia et al. 2018 
Goel et al. 2013

Antimicrobial textiles Chattopadhyay and Patel 2010

Electronic applications 
Electrochemical capacitors

Tamilvanan et al. 2014 
Wu et al. 2015

Catalysts, additives Borda et al. 2018

Water disinfectant Ruparelia et al. 2018

Environmental remediation Ghoto et al. 2019

Cobalt Magnetic fluids and sensors, Record-keeping media, Catalysis, 
Electromagnetic wave retention applications Dutz et al. 2020

Drug delivery Ansari et al. 2017

Iron Biomedical applications 
Protein mimetics Karim et al. 2018

Indium Semiconductor, conductive coating, solar cell, LDC panels, 
combustion applications Wallentin et al. 2013

Molybdenum Lubricant and coating, anti-corrosive sintering and cutting 
applications Fakhri and Nejad 2016

Nickel Combustion, additives, electronics, purification, electrode Crane et al. 2015

Silicon Energy storage and sensors Manj et al. 2018

Biological Watermann and Brieger 2017

Agricultural Rastogi et al. 2018

Zinc Medical uses Hanley et al. 2008

Agricultural applications Prasad et al. 2012
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nanoparticles-based sunscreens provide extensive protection compared to other sunscreen agents. 
However, these nanoparticles have the potential via skin surface and to enter feasible cells causing 
the probable toxic effect expended by them (Mohammed et al. 2019).

CONCLUSION

Evidences are very clear that the nanoparticles have applications in several fields (Table 1). The vari-
ous nanoparticles have been explored for drug delivery, antimicrobial properties, imaging, biosensing 
etc. in biomedical field. Similarly, various nanoparticles have potential to be used effectively to solve 
problems related to environmental field such as for bioremediation, agriculture, water purification as 
well as manufacturing of clean and efficient energy. However, for metallic nanoparticles to be further 
used more effectively in various aspects such as therapeutic treatment, it is important to study the in vivo 
toxicity and effects associated with long-term exposure. Further, more studies are needed to establish 
safe design, use, and dispose products including metal nanoparticles without novel hazard to human 
beings or the surroundings.
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ABSTRACT

The recent decade has seen considerable changes in the way the technology interacts with human lives 
and almost all the aspects of life be it personal or professional has been touched by technology. Many 
smart devices have also started playing a vital role in many fields and domains and the internet of things 
(IoT) has been the harbinger of the advent of IoT devices. IoT devices have proven to be monumental in 
imparting ‘smartness’ in the otherwise static machines. The ability of the devices to interact and transfer 
the data to the internet and ultimately to the end-user has revolutionized the technological world and 
has brought many seemingly disparate fields in the technological purview. Out of the many fields where 
IoT has started gaining momentum, one of the most important ones is the healthcare sector. Many wear-
able smart devices have been developed over time capable to transmit real-time data to hospitals and 
doctors. It is essential for tracking the progress of the critically ill patients and has opened the horizon 
for attending patients remotely using these smart devices.

INTRODUCTION

One of the most basic and yet essential services which need to be at the disposal of any human being is 
access to healthcare. Thanks to the improvements in the medical sciences in recent times we are currently 
living in an era where life expectancy has hit the best possible values in most of the countries. Providing 
the best possible healthcare and the best professionals in the business is the need of the hour for many 
of the developing countries and the rise of the technology is heralding a new era for both healthcare and 
technology as well. One of the recent additions to technological advancement is the advent of the Inter-
net of Things. With the Internet of Things, many handheld or wearable devices can help to provide data 
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to the end-users, which in the case of healthcare would be the medical professionals or in some cases 
the ability to diagnose and interact with the patients without having any geographical limitations. The 
scope of the Internet of Things is wide and is on a rise and many seemingly disparate fields have come 
in the purview of the Internet of Things and many more fields are expected to incorporate the Internet 
of Things in their business in the coming future.

BACKGROUND

Internet of things, colloquially termed as IoT is a general term given to any device or artifact having 
the capability to collect and transmit the information via any source, generally, the internet or a broader 
definition of an IoT device is any device that is connected with the internet. Such devices are also termed 
as ‘smart’ devices as we can infer important information from the data provided. The initial IoT devices 
were the consumer devices like vending machines which could transmit the current status of the items to 
the users on a real-time basis and now with wider and easier access to the internet even more devices are 
now equipped with internet which can transfer data to the end-users whenever required. As mentioned 
earlier as well, the areas in which IoT can play a considerable role are expanding and one of the most 
important areas in which it covers is Healthcare. Healthcare domain has always been adapting the latest 
trends in science and technology and in current times with the advent in latest trends in technology, it 
is imperative for the healthcare domain to keep up with the latest developments in the field of science 
and technology and incorporate developments that ease and facilitate the tracking and monitoring of 
the patients on a real time basis, and IoT has just done that. With the provision of having the real time 
confrontation with the patient data, the healthcare professionals can have a better understanding of the 
patient’s health aspects and another way in which it is beneficial is that it comes in pretty handy for the 
patients who are immobile due to some reason or have difficulty in travelling to the healthcare centers 
on a regular basis. Thus by having this virtual vigilance the patients and the professionals both will have 
considerable benefits in many different ways. Although setting up the infrastructure for effective trans-
mission of data is quite essential here, which must be taken care of as we can not expect delays or lag in 
communication while the data is in transit. We can utilize the existing vast cloud computing architecture 
here for efficient data transfer, we will look into this in the upcoming sections (Erl et al., 2014).

IOT CONSTITUENTS

IoT comprises both hardware and software components and it is the combined work of these two core 
components which make the IoT devices function the way they do. Apart from these two main components, 
we can also integrate some of the existing technologies for our benefit in the IoT devices (Panigrahi et 
al., 2018). The main two components, hardware and software are mentioned briefly below

Hardware Components for IoT

The hardware components which are mostly used in the IoT applications employ a plethora of sensors 
as they are the primary source of collecting information from their surroundings. The major hardware 
components used in IoT are mentioned below
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•	 Sensors As mentioned earlier as well sensors are the central to the success of the IoT devices as in 
the case of healthcare, mostly the sensors are embedded in the devices which are in close contact 
with the human body and can record and transmit data on a real time or in some cases they might 
not be put inside any specific device but are attached with the surface directly

•	 Wearable Devices These are the most common form of IoT devices and this has seen a surge in 
the recent years. These wearable devices are either in the form of smartwatches or bands which 
can easily be worn and these IoT devices are connected with a parent app where the users can see 
all the stats about their activities. Such devices have been in use in the fields of athletics, where the 
teams working on athletes used these wearable devices to monitor various parameters like heart 
rate, blood pressure etc and in the healthcare domain as well these kind of devices are quite handy 
and provide accurate data on real time (Vora, Tanwar, Tyagi et al, 2019). This is particularly help-
ful when the patient needs urgent care and such devices can really prove to be life saving

Software Components of IoT

The software components of the IoT comprise of the applications or software which can process the 
raw information provided by the sensors and then can elicit meaningful information and send the same 
to the concerned. The application might need to perform some pre-processing of the data followed by 
processing of the data and then finding relations and patterns in the data, something which is the domain 
of data mining and machine learning. The final data is then displayed on the front end to the end user.

Potential Technologies for IoT

Various technologies and protocols have been integrated for utilizing their potential in the IoT domain 
and some of the most common technologies are listed down below (David et al., 2017)

•	 NFC: NFC which is also called Near Field Communication, is a technology using which devices 
can share data when placed in close proximity with each other. This technology is being used in 
many mobile phones now-a-days for transferring data and the same way the IoT devices can also 
transfer data on a NFC enabled device very quickly and this can prove to be quite beneficial when 
we have a huge amount of data to transfer.

•	 RFID: Radio Frequency Identification System or RFID is another technology where radio waves 
are used for identifying distinct objects. This has found it’s usage in many of the vehicles wherein 
the toll booths are equipped with the RFID identifiers and they can differentiate between the ve-
hicles using their unique RFID tags

•	 WiFi Direct: Wifi Direct which is also known as WiFi P2P, is another protocol which is used 
for connecting various devices using WiFi only but without any access point and the connected 
devices can transfer data and which again can prove to be useful for IoT devices placed in close 
proximity with each other.

This is not an exhaustive list as many other technologies like Bluetooth, Zigwave etc can also be 
used for providing quick and fast data transfer speeds and this very much is dependent on how we are 
aiming to use the IoT devices.
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IOT AND HEALTHCARE

Healthcare has incorporated technology for quite a long period of time. The rudimentary methods of tests 
and assessment of a patient’s well being have been replaced with the advanced scanning and imaging 
techniques which allow the medical professionals to get a clear overview of the patient’s health using 
non-intrusive methods which are not only cost-effective but also time-saving. The recent times have seen 
a growth in many wearable devices, the most common example is that of the fitness bands which monitor 
the steps, sleep patterns, etc, similarly many other wearable devices with embedded sensors have also 
been developed which can collect the data from the patient and can transfer the data to the concerned 
medical professionals in no time. Such devices are nothing but just the IoT devices which have already 
begun to redefine the healthcare of the modern century. The doctors can assess the progress of the pa-
tients by utilizing the real-time data of the patients and can provide their feedback without geographical 
distance being a constraint. The real benefit of IoT devices is for the patients who due to any reason are 
immobile or can not manage to visit the doctors in person. This inclusion of IoT and technology in the 
healthcare domain also constitutes what has been termed as ‘Healthcare 4.0’ (Tanwar et al., 2019a). This 
is not restricted just till virtual visits as now the doctors can even operate from a distant location using 
the robotic operating systems in place. This really has the potential to revolutionize the whole Healthcare 
Industry. However, the challenges in implementing a fool proof and reliable infrastructure are no less 
daunting. The flawless data transfer with minimal to almost no data loss is the goal of implementing 
such systems in place and this calls for resilient data processing to ensure that critical data operations are 
performed with minimal lag and as mentioned earlier as well, we can make use of the cloud computing 
architecture for efficiently transferring the data with minimal loss to any part of the globe. We will look 
into the same in the next section.

IOT AND CLOUD COMPUTING

As we have been stressing, cloud computing can have major implications for the success of IoT in health-
care as the data is of paramount importance here and to ensure that the data gets transmitted properly and 
in time is even more essential. Over the course of time, the cloud computing paradigm has taken over as 
the most preferred way of accessing and managing data due to a plethora of reasons - it is convenient, 
accessible, has round the clock availability and most important of all, it requires minimal to none of 
the intervention of the users as the platform being offered is maintained by the providers themselves. 
Having said that, the need for cloud is underscored by the fact that the IoT devices, in order to share 
the data with the concerned, need connectivity and since it potentially generates a huge amount of data 
and so managing and channeling the data becomes necessary. The cloud infrastructure is quite flexible 
and quite recently we have seen emergence of something called as Fog computing, which is nothing but 
a logical extension of the existing cloud computing architecture, in which we create virtual localized 
nodes of servers which act much like a load balancer for the main cloud server as some of the compu-
tational logic is performed on those nodes themselves prior to sending the data to the main cloud server 
which essentially takes some of the pressure off the main cloud server and at the same time adds to the 
overall efficiency of the system. Thus as the healthcare IoT devices are in constant internet connectiv-
ity and produce lots of data, it is important to have efficient data management tools at our disposal and 
cloud computing is quite perfect for our requirements. We will quickly go through the cloud computing 
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paradigm to get an idea of how the cloud architecture is organized and how we can reap the benefits by 
utilizing them in an efficient manner (Kavis, 2014).

CLOUD COMPUTING OVERVIEW

Cloud computing has been around for a while now with the global footprint increasing over the course 
of time.

There are various ways to define cloud computing but the simple definition is that it is a system which 
is present at a remote location providing the infrastructure to the clients on a need basis. There are dif-
ferent types of services which the clients might require and cloud service providers provide the same on 
a pay-per-use basis. Another inherent benefit for the clients is that they need not consume their precious 
time in the intricacies of setting up the environment for usage as this has already been taken care of by 
the cloud service provider and this takes off quite a load from the clients and they can focus on other 
important things related to the product or solution they intend to deploy (Erl et al., 2014).

The cloud computing system is concerned with providing ‘services’ to the clients, we can consider 
public transport system as an analogy for the same, where the passengers board on the trains, pay for 
the tickets and reach their destination thus terminating the service usage, on a similar note the cloud 
computing also provides services, which we will enlist below; which users can seek and use. The main 
features that cloud computing offers are listed down below:

•	 The services are fully accessible over the internet, that is anyone with an active internet connec-
tion can use the services without any special requirements (Erl, 2015).

•	 Another added benefit offered by cloud computing is that it is available all the time which is 
handy for the clients as they can choose their convenient time for accessing the services without 
any dependency on the service providers active hours as the services are available round the clock

•	 The users can ‘plug and play’ with the features, in other words the users can add or remove ser-
vices as and when needed as per their requirement.

•	 It can also prove to be cost effective for the clients as they need not invest their energy or resources 
on getting the prerequisites done, as the service provider has got much of this covered already.

Now the main categories or models in which we can divide the cloud services are deployment and 
service models. The main functionalities that these models provide is that in the service model the focus 
of the providers is to provide a resource as a service and in the deployment model, the deployment model 
guides the way in which these resources should be provided to the clients as a service. We will quickly 
go through these in the next section.

Types of Deployment Models

So, the deployment model defines the way in which the services have to be provided to the clients, some 
of the most common deployment types in existence are briefly described below
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Public Cloud

This is one of the most common types of cloud architecture, they are extensively being used and we on 
a daily basis use them as well, many websites and applications are deployed on the public cloud acces-
sible to anyone with an active internet connection. For instance, the online document and image storage 
services open to the public also make use of the public cloud and we knowingly or unknowingly use the 
same almost daily. The key points about the public cloud model are listed down below

•	 As this service is open to all, all we need is an internet connection to get access to all of the ser-
vices and no special hardware is required for accessing the service.

•	 This model can be used when the applications are intended to reach to a wider user based as in 
contrast to be used by individual clients, for which we have different deployment models

•	 The services provided by the public cloud are quite reliable and robust as the services would be 
used by a lot of people

•	 Although for general purposes the public cloud caters the requirements extensively, it is not rec-
ommended when the services that would be getting used are of critical importance, in that case 
the private model serves us best.

Figure 1. Public cloud

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



243

Internet of Things (IoT) in Healthcare
﻿

Private Cloud

The private cloud model, in contrast to the public cloud model is aimed at providing the services to 
a selected few clients only, thus adding a layer of confidentiality to the critical data that might be of 
paramount importance to any organization or firm. Some of the key points of the private cloud model 
are listed down below

•	 As the name suggests, the private cloud model provides direct access of the services only to the 
client that requested for the same, thus concealing the services from the public intervention and 
adds a security layer

•	 The benefit of using a private cloud model is that we can add or remove any service anytime, with-
out having the risk of data loss; which in case of public cloud might not be that convenient to do.

Figure 2. Private cloud
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•	 Since the services are tailored to meet the needs of a specific client, the cost of operating and ac-
cessing the private cloud is generally higher than the public cloud infrastructure

Hybrid Cloud

We can infer from the name itself, that this kind of deployment model can serve both public as well as 
private models as per the requirement of the users. Hybrid model is a combination of both public and 
private models and we have listed down the salient features of this model below

•	 One of the most obvious benefits offered by the hybrid cloud model is that the clients can make 
use of both the models simultaneously by exposing the public model to the users and use the pri-
vate model for their internal usage.

•	 However, sometimes configuring the system and providing the abstraction between the two mod-
els can be a challenging task, which requires the expertise of the vendor or the clients themselves 
for managing.

Community Cloud

The community cloud model is generally used between the organizations and firms and is more or less an 
altered private cloud model, the only difference being that it is shared among some communities that share 
the same concern or have similar requirements. Some of the main points about the community cloud are

•	 Security is quite enhanced in case of community cloud as the services are being used by multiple 
organizations and the abstraction between their access level becomes imperative

•	 The management of this model is mostly done by any third party organization
•	 As mentioned, the main concern for the clients are the abstraction of their respective service, 

which although is managed well but sometimes can be daunting for the clients

So we just saw some of the most common deployment models available at the disposal of the clients 
and they can freely choose the model they think suits best for their needs. These services, as mentioned, 
have high availability and are highly scalable and they users can either opt in or out at any point in time 

Figure 3. Hybrid cloud
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which makes these services highly flexible to the user’s needs Now we can quickly go through some of 
the most common service models in existence for the clients (Panigrahi et al., 2018).

Types of Service Models

Service models are the models that define what kind of service the client needs, and once the users have 
figured out what kind of deployment model they wish to use, this question is of quite importance as in 
what service model to employ for the usage and it depends on what kind of application the clients are 
intending to use. We will go through some of the common service models briefly in the next paragraphs

Figure 4. Community cloud
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Infrastructure as a Service

Figure 5. Infrastructure as a Service
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Infrastructure As a Service or commonly known as IaaS, aims at providing just the basic infrastructure 
upon which the clients can work upon to build their own cloud model which they can access the cloud 
services. In other words the users get the basic infrastructure which they can utilize for accessing the 
cloud services. Although generally the IaaS providers also give the users virtual storage and in some 
cases load balancers as well which essentially serve to divide the load amongst the multiple servers so 
that a particular server is not excessively loaded with requests which is essential when the server load 
is expected to be high. This is also a pay-per-use model and the clients can use the services as long as 
they wish to use. The main highlights of IaaS are listed down below:

•	 The headache of maintaining the data centers for deployment of the services is taken care of by 
the service providers which comes in handy for the clients and particularly for small businesses.

•	 Time saver for businesses as they can focus on other aspects rather than caring about load balanc-
ers .

•	 Economical as the users only need to pay for what they use
•	 The services are available all the time and thus provide excellent availability which is essential for 

any business

Platform as a Service

Platform as a service commonly termed as PaaS is a bit different from the IaaS because PaaS includes 
the infrastructure, something which comes under the purview of IaaS but on top of that provides the 
client with the choice of the deployment environment which again saves tonnes of time for the clients. 
They can choose from a variety of different environments which suits their requirements the best. Some 
of the salient features of PaaS are mentioned below

•	 PaaS provides the client a plethora of environment options to choose from whichever suits their 
requirement or whatever flavour they are most comfortable with

•	 Apart from the environment PaaS generally offers more than one deployment stacks which the 
clients can select based on their predilection and expertise

•	 The PaaS services like any other cloud service is readily available and is not dependent on geo-
graphical constraints and thus the team can work together irrespective of their locations

Figure 6. Platform as a service
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Software as a Service

Software as a Service, or SaaS as called in the common language is another service model that is being 
used throughout the globe and in this service model the solution that is being offered to the end users 
is in the form of a Software which can be a web application or even a mobile application. The whole 
infrastructure, environment and security is managed by the service providers themselves. SaaS is used 
very commonly and we in our daily lives use them on literally a daily basis, for instance the mailing 
clients, online storage websites, and many more applications are being used by the masses on a daily 
basis and thus this makes SaaS as one of the most used cloud services. Although there can be public 
or private variants of the service, the most commonly used is the public SaaS. Some of the noteworthy 
features of SaaS are listed down below

•	 SaaS has been instrumental in providing the users the same experience without any dependency 
on platform, or in other words, using SaaS the developers deploy the application on the cloud and 
irrespective of the platform or the operating system, the users can access the services from any-
where in the globe by just opening their web browser

•	 The organizations can easily manage the applications and do the modifications which will work 
for all of the end users

•	 As with rest of the models as well, the clients have to pay only for what they use

There are also some other variants which have come into existence over the course of time, highlights 
amongst them being

•	 Identity as a service Identity as a Service or IaaS aims at providing identity, which is nothing but 
a token of validation or authentication, as a service. This is of immense use for many organiza-
tions which want to have a ready to use service for authentication. Some of the common identity 
services are as follows
◦◦ Active Directory Services
◦◦ Authentication Services
◦◦ Single Sign On (SSO) Services

Figure 7. Software as a service
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•	 Network as a service This service, aliased as NaaS, provides network as a service to the users, 
which generally includes providing virtual networks, network management or providing band-
widths on demand amongst others.

Hence these are some of the common service models that are being used actively by a large number of 
clients and the services benefit a large number of end users as well. These services are robust, dynamic 
and resilient which makes them perfect for usage in IoT applications, and by utilizing them wisely we 
can create a nice framework for their usage in the healthcare domain. The integration of cloud services 
would ensure seamless connectivity along with faster and robust data transfer which is essential for smooth 
running of healthcare services and also as some of the IoT devices are expected to run on a real time 
basis, a huge amount of data would be generated so channeling the data also becomes quite important so 
that we only send the most relevant data to the server for processing, something which comes under the 
purview of data pre-processing (Kleppmann, 2017). We will look into some of the latest developments 
and approaches in the next section for achieving this with IoT devices in mind.

DESIGNING HEALTHCARE IOT FRAMEWORK

So in the previous section we saw the concise overview of the cloud computing architecture which we 
can use with the IoT devices so that even the tiniest of the IoT devices is able to get the benefits of the 
ubiquitous cloud computing framework.(Erl, 2015) When it comes to healthcare the main parameters to 
focus on are the latency and faster and smarter processing of the data so that the final information that 
is being transferred from the devices connected with the patient reaches the organization in time and 
also maintains the data integrity (Vora, Devmurari, Tanwar et al, 2018). This is obviously not an easy 
task to do and inorder to achieve this level of capability in the whole system we need to have a robust 
and resilient framework in place which accommodates the major concerns and provides a seamless 
connectivity to the IoT devices which are connected to the patients (Panigrahi et al., 2018). There have 
been many proposals for designing the architecture for the IoT systems and the most promising one has 
been that of ‘Fog’ architecture, which we will explore in the next section.

Fog Computing for Healthcare IoT

Fog computing has been the recent candidate for designing the IoT framework and has shown significant 
potential. This technology which is also known as Edge computing is an enhanced and slightly modified 
version of the cloud computing architecture, where in the main focus is to keep the major computations 
as localized as possible, in other words the data processing and computation should take place to a point 
which is very near from the place data was generated and hence the name is Fog Computing (Kumari 
et al., 2018). The whole system has small decentralized nodes which can work independently and are 
located at some distance from each other. This has major implications for the healthcare industry and 
some of the high level areas that fog computing can address effectively are
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•	 Latency In areas like healthcare data loss due to latency can prove to be catastrophic hence it 
becomes extremely important to ensure strong connectivity and it becomes even more important 
to make sure that the servers are not excessively loaded with requests and data for processing be-
cause healthcare IoT devices would generate huge amount of raw data and the processing of the 
data might be resource intensive and thus the fog nodes can really help in taking the load off from 
the main server which will ultimately give the main cloud server a better resource pool and poten-
tially lesser latency owing to computations (Kumari, Tanwar, Tyagi, Kumar, Obaidat et al, 2019).

•	 Analysis By localizing the data being transferred to the fog nodes, we get a better chance to ana-
lyze and extract the meaningful data from a smaller chunk of IoT devices as compared to a main 
cloud server being bombarded with exorbitant amount of data to process

Figure 8. General fog computing architecture
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•	 Security We can implement enhanced data security by using encryption algorithms before we 
send the data to the main cloud server, which essentially adds another layer of security to the 
whole architecture and ensures data safety.

•	 Reliable By combining all of the above attributes the whole system reliability increases and adds 
to the trust of the clients and the end users as well

Benefits of Fog Computing

Apart from the key points that we just discussed in the previous section, fog computing aims at enhancing 
and improving the cloud computing architecture by taking some of the load off the main cloud serv-
ers as they can hold and process the data momentarily before sending off the data to the server. Using 
these fog nodes we can also set up a framework where we can prioritize data from some categories of 
patients (Vora, Tanwar, Verma et al, 2018). For instance if an IoT device is sending the data of a patient 
marked as critical, then that data should get more priority over any patient whose general heart rate data 
is being transmitted. This would help in prioritizing the kind of data that we intend to send thus making 
the system more efficient. Fog computing shares a great deal of similarities with cloud computing. Fog 
nodes, like the cloud computing servers have the computational, logical and networking capabilities 
and they also function in the same way as a cloud server does. However sometimes setting up the whole 
architecture for fog computing can be resource intensive and their maintenance might also add up to the 
bill (Prasad et al., 2019). Also, setting up the structure all around the globe is another major challenge 
which although is time and resource consuming but can prove to be very beneficial in the long run. The 
current innovations and integrations of technology in the healthcare domain is now being coined as 
‘’Healthcare 4.0’ and is attributed to signify the movement of the healthcare domain with the mainstream 
technology (Tanwar & Parekh, 2019). Healthcare is mostly hit in many of the developing nations due 
to many reasons - sometimes it is the lack of expertise, sometimes people residing in remote areas of 
any country are not able to get access to healthcare due to unavailability of enough number of medical 
staff and in such situations remote attendance of the patients can prove to be highly beneficial as now 
most of the parts of the world are connected with the internet through mobile or broadband.(Tanwar et 
al., 2019) This way of telemedicine has been tried in some of the countries and the results have been 
encouraging. We will go through a case study elaborating the same.

IoT Devices and Remote Surgery

IoT powered surgical machines have also come into existence, and some of the surgical machines have 
been used to perform surgery on patients with the doctor remaining far away from the place of operation 
(David et al., 2017). This recent and advanced development in the medical science field is a herald of 
inclusion of modern technical solutions in the healthcare domain. In China, recently a brain surgery was 
performed on a patient with the surgeons being located thousands of miles away and the devices were 
connected all the time through the internet. Many such kinds of surgeries have taken place all over the 
globe and this is not just restricted to surgeries only. There has been a surge in telemedicine approach 
as well where the doctors could connect with the patients by means of any mobile or web application 
and this has major implications for people living in remote areas where access to quality healthcare is 
not present (Wilder, 2012).
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However this also underscores the need of strong data connectivity along with a robust underlying 
architecture which can ensure reliable data connectivity all the time. There are many fields where data 
loss is intolerable and healthcare is one of those. For instance, if during a surgery there are some delays 
in the data streaming or latency issue along the way then it can really hamper the whole objective of 
the surgery.

IOT AS APPLIED IN HEALTHCARE

Healthcare has always been the top incorporator of latest technologies and latest developments in technol-
ogy over a long period of time. Be it the application of X-Rays to the use of minute cameras for checking 
the internal injuries, Healthcare has put the potentially useful technological trends into use and this is 
something which holds true even now. The IoT ecosystem has opened a wide array of opportunities for 
the healthcare system to choose from.

Role of IoT in Advancing Healthcare

As mentioned earlier as well, IoT offers a huge range of benefits to the healthcare system which apart 
from sending real time updates to the healthcare providers also provides them with an efficient and ef-
fective data storage and management opportunities. It also helps the healthcare providers to understand 
the needs of the patients in a better way which is essential for patients with critical care. This also fa-
cilitates the dedicated team to make better and faster decisions based on the data acquired by these IoT 
devices. Using this IoT approach, the healthcare providers can create a whole roadmap for the treatment 
of patients which ranges from the initial monitoring of the patients to intelligent real time monitoring 
which can alert the healthcare service providers in advance without any manual intervention at all. Some 
of the major highlights of the IoT in healthcare are mentioned below:

•	 Keeping a real time overall record of the patient, which both the healthcare service provider and 
the patient can track

•	 Boon for chronically ill patients - equipped with mobile/wearable applications powered by IoT the 
patients can monitor their well being any time.

•	 Useful for research - the data collected by the patients can be fed to Machine Learning systems 
to identify or develop patterns which can potentially provide valuable information for the future 
patients.

•	 It also improves the all round efficacy and reliability of the healthcare providers.

Next, we see how and where IoT can be applied.

Implementation of IoT in Healthcare

With the promising prospects presented by IoT, an efficient implementation of these services becomes 
a necessity. However the road to achieve the same is still seemingly full of challenges. The IoT imple-
mentation relies heavily on technology and ofcourse Internet and as it turns out to be many of the 
healthcare providers are unable to perform this transition all of a sudden owing to limited resources and 

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



253

Internet of Things (IoT) in Healthcare
﻿

infrastructure needed to incorporate IoT in their existing systems. Apart from this the IoT use cases are 
different for different kinds of users, which needs to be implemented for each of the sections of users. 
The use-cases of the different kinds of users are listed below:

•	 Patients: Patients are the ones who need continuous tracking and monitoring at their disposal and 
this is what wearable devices and sensors do i.e capturing the data on a real time basis and let them 
track the progress at their fingertips.

•	 Doctors - Doctors can access the data of the patients and this greatly helps them make quick and 
informed decisions regarding the treatment.

•	 Healthcare Providers - The healthcare providers can ‘upgrade’ their existing system by incorpo-
rating IoT in their equipment such as oxygen pumps, wheelchairs etc for effective management of 
these resources.

•	 Insurance Providers - The IoT approach can come quite handy for the insurance providers, as 
they can easily alleviate the situations like false claims using the data from the smart monitoring 
devices worn by the patients.

So these were the main beneficiaries of the IoT ecosystem, however this by no means is an exhaustive 
list as many other disciplines can also get added to the list in future.

Examples of Real World Application of IoT Devices

There have been various IoT devices with their proof of concepts presented over last few years and some 
of the devices worth mentioning are listed down

•	 Smart Monitoring Devices - There are a lot of wearable devices in market which can detect the 
oxygen level in the blood and they can notify the users via mobile notifications in case there is a 
considerable drop in the blood oxygen levels

•	 Disease Detectors: A great deal of benefit is being drawn by the artificial intelligence and ma-
chine learning algorithms which run on IoT devices via the internet and they can predict the pro-
gression of a patient toward any particular illness.

•	 Consumable Devices: Recently small capsule shaped cameras have also come into existence 
which can be swallowed with water and these cameras are connected with the internet and they 
stream live video data to the servers and this approach can provide an alternative to the uncomfort-
able procedures like endoscopy

•	 Robotic Surgeries: In China and some other parts of the world robotic surgeries were performed 
by the means of these IoT devices which are connected to the operating end via the internet. As 
the surgeons move their hands, the robotic end also moves with the same precision providing an 
excellent solution to distance barriers in urgent and critical medical treatment (Gupta, 2019).

•	 Smart Shoes: In diseases associated with memory loss and impairment like Alzheimer’s it is very 
common for the patients to get lost somewhere outside and this is where these smart shoes can 
prove to be effective as the relatives or the caretakers can track the patient’s location on the associ-
ated mobile or web applications and can track the patients down safely.
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We have also mentioned earlier that IoT implementation has some challenges and some of the major 
challenges are as below

•	 Data Privacy Concerns: Although the main intention of IoT in healthcare is to provide personal-
ized and effective care to the patients by collecting and sending real time or historical data of the 
patient; it is also prone to data privacy concerns which can be raised by the patients. However, 
to avoid this the patients must be made aware about the type of data which would be collected 
and they must sign an agreement to provide their consent to share their data with the healthcare 
providers.

•	 Data Security Concerns: The security of data is another aspect that IoT service providers must 
be wary of. We have seen extensively the cloud computing approach in the previous sections 
which can be leveraged by the IoT devices to effectively communicate the data through the server 
and ensuring end to end security is of paramount importance for the IoT service providers.

•	 Pricing Concerns: Another challenging aspect is the cost-effectiveness of the whole system con-
cerned with keeping the services within the realm of reasonable costs so that it can prove to be 
attractive to the potential healthcare providers.

Hence in this section we saw how IoT is an interesting addition to the healthcare system and what 
benefits it can offer to the healthcare providers and the patients as well although there are few challenges 
in the way which can be resolved prudently.

FUTURE RESEARCH DIRECTIONS

As mentioned previously, with the rise of the Internet of Things, plethora of fields are taking advantage 
of the geographical independence and real time data access aspects of the technology and this has bro-
ken many barriers that could have been considered as an impedance in the success of those fields and 
Healthcare is also not untouched by this. Healthcare domain is doing its much needed bit of leveraging 
on the benefits offered by technological advancements. The results are already encouraging to whatever 
extent the process has been tested as of now.(Tanwar et al., 2019a) Although this does not mean that the 
whole process of implementing such systems is free from challenges, surely the potential of such systems 
is immeasurable and can benefit mankind in general in the long run. Provided we have a strong underly-
ing framework which can support the increasing load of incessant data which will get generated from 
the wearable devices from the patients, we will have a strong framework to track and manage patients 
all over the world at any particular instance. The most important research area would be to analyse how 
to expand the resources and utilize the ubiquitous cloud framework so that with minimal investment in 
additional resources we can elicit maximum benefit for connectivity of IoT devices.(Tanwar et al., 2019b)

SUMMARY

In this chapter we looked into how IoT devices are shaping the future of healthcare and how the health-
care domain has slowly and steadily moved towards embracing the technological advancements in the 
disparate field like computer science. Applications of machine learning and AI has enabled the medical 

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



255

Internet of Things (IoT) in Healthcare
﻿

professionals to predict and analyse the patterns in case of many diseases like cancer, where given the 
current stage of a patient one can predict the progress that would take place along with medication.(Mit-
tal et al., 2019) We next looked into the type of IoT devices that we can potentially use for monitoring 
the well being of the patients. We also looked into the hardware and the software components of these 
IoT devices and how many different technological and protocol stacks can be integrated into these IoT 
devices for their effective communication.(Vora, Tanwar, Tyagi et al, 2019) Next we saw how IoT de-
vices can make use of the existing cloud computing architecture for sending the data to any part of the 
globe, thanks to the availability of the cloud services. We also briefly waded through the basics of cloud 
computing and the different kinds of models that are being actively used. We looked into the popular 
deployment and the service models and how they can be used in the perspective of IoT devices. We also 
looked into some of the recent developments in the field of cloud computation, with the most recent 
proposal being that of the fog computing which aims to take the load off the main servers by channelling 
and dispersing the data among the fog nodes which can delegate some of the burden of the parent cloud 
servers.(Kumari, Tanwar, Tyagi, Kumar, Parizi et al, 2019) We also saw how IoT devices have started to 
play a monumental role in the healthcare of the future and has been proven to be the harbinger of a new 
revolution in the field of healthcare. In the times of pandemic like that of the COVID-19, availability of 
medical professionals via any app can prove to be extremely beneficial at the time when stepping out 
of the houses is not even feasible. Although some research has to be done in order to estimate how we 
can most efficiently elicit the benefits from the cloud computing framework and how much of resources 
have to be invested in order to fully develop this framework for the betterment of the masses.

REFERENCES

Ahmed, M. U. (2017). Internet of Things (IoT) Technologies for HealthCare. 4th International Confer-
ence, HealthyIoT 2017, 50-78.

David, H., Gonzalo, S., & Patrick, G. (2017). IoT Fundamentals: Networking Technologies, Protocols 
and Use Cases for the Internet of Things. Pearson.

Erl, T. (2015). Cloud Computing Design Patterns. Prentice Hall.

Erl, T., Puttini, R., & Mahmood, Z. (2014). Cloud Computing: Concepts, Technology & Architecture. 
Pearson.

Gupta, R. (2019). Tactile Internet-based Telesurgery System for Healthcare 4.0: An Architecture, Re-
search Challenges, and Future Directions. IEEE Network, 12–19.

Gupta, R., Tanwar, S., Tyagi, S., Kumar, N., Obaidat, M. S., & Sadoun, B. (2019). HaBiTs: Blockchain 
Based Telesurgery Framework for Healthcare 4.0. International Conference on Computer, Information 
and Telecommunication Systems (IEEE CITS-2019), 6-10.

Kaneriya, S., Tanwar, S., Buddhadev, S., Verma, J. P., Tyagi, S., Kumar, N., & Misra, S. (2018). A 
Range-based approach for Long-Term Forecast of Weather Using Probabilistic Markov Model. IEEE 
International Conference on Communication (IEEE ICC-2018), 1-6.

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



256

Internet of Things (IoT) in Healthcare
﻿

Kaneriya, S., Tanwar, S., Verma, J. P., Tyagi, S., Kumar, N., Obaidat, M. S., & Rodrigues, J. P. C. (2018). 
Data Consumption-Aware Load Forecasting Scheme for Smart Grid Systems. IEEE Global Communica-
tions Conference (IEEE GLOBECOM-2018), 1-6.

Kavis, M. J. (2014). Architecting the Cloud. Wiley. doi:10.1002/9781118691779

Kleppmann, M. (2017). Designing Data-Intensive Applications: The Big Ideas Behind Reliable, Scal-
able, and Maintainable Systems. O’Reilly.

Kumari, A., Tanwar, S., Tyagi, S., & Kumar, N. (2018). Fog Computing for Healthcare 4.0 Environ-
ment: Opportunities and Challenges. Computers & Electrical Engineering, 72, 1–13. doi:10.1016/j.
compeleceng.2018.08.015

Kumari, A., Tanwar, S., Tyagi, S., Kumar, N., Obaidat, M. S., & Rodrigues, J. J. P. C. (2019, June). 
Fog Computing for Smart Grid Systems in 5G Environment: Challenges and Solutions. IEEE Wireless 
Communication Magazine, 26(3), 47–53. doi:10.1109/MWC.2019.1800356

Kumari, A., Tanwar, S., Tyagi, S., Kumar, N., Parizi, R. M., & Choo, K.-K. R. (2019). S. Tanwar., S. 
Tyagi, N. Kumar, R. Parizi, K. K. R. Choo, Fog Data Analytics: A Taxonomy and Process Model. Journal 
of Network and Computer Applications, 128, 90–104. doi:10.1016/j.jnca.2018.12.013

Mistry, I., Tanwar, S., Tyagi, S., & Kumar, N. (2020). Blockchain for 5G-Enabled IoT for Industrial Au-
tomation: A Systematic Review, Solutions, and Challenges. Mechanical Systems and Signal Processing, 
135, 1–19. doi:10.1016/j.ymssp.2019.106382

Mittal, M., Tanwar, S., Agarwal, B., & Goyal, L. M. (Eds.). (2019). Energy Conservation for IoT De-
vices: Concepts, Paradigms and Solutions, Studies in Systems, Decision and Control. Springer Nature 
Singapore Pte Ltd. doi:10.1007/978-981-13-7399-2

Patel, D., Narmawala, Z., Tanwar, S., & Singh, P. K. (2018). A Systematic Review on Scheduling Pub-
lic Transport Using IoT as Tool. In B. Panigrahi, M. Trivedi, K. Mishra, S. Tiwari, & P. Singh (Eds.), 
Smart Innovations in Communication and Computational Sciences. Advances in Intelligent Systems and 
Computing (Vol. 670, pp. 39–48). Springer. doi:10.1007/978-981-10-8971-8_4

Prasad, V. K., Bhavsar, M., & Tanwar, S. (2019). Influence of monitoring: Fog and Edge Computing”, 
Scalable Computing. Practice and Experience, 20(2), 365–376. doi:10.12694cpe.v20i2.1533

Rajput, D. S., & Gaur, R. (2017). An IoT Framework for Healthcare Monitoring System. LAP LAMBERT 
Academic Publishing.

Smart, E. (2019). Tourism and Hospitality Management. International Conference on Computer, Infor-
mation and Telecommunication Systems (IEEE CITS-2019), 237-241.

Tanwar, S., & Parekh, K. (2019). Blockchain-based Electronic Healthcare Record System for Healthcare 
4.0 Applications. Journal of Information Security and Applications, 50, 1–14.

Tanwar, S., Thakkar, K., Thakor, R., & Singh, P. K. (2018). M-Tesla-Based Security Assessment in 
Wireless Sensor Network. In International Conference on Computational Intelligence and Data Science 
(ICCIDS 2018). NorthCap University.

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



257

Internet of Things (IoT) in Healthcare
﻿

Tanwar, S., Tyagi, S., & Kumar, N. (Eds.). (2019a). Security and Privacy of Electronics Healthcare 
Records. IET Book Series on e-Health Technologies.

Tanwar, S., Tyagi, S., & Kumar, N. (Eds.). (2019b). Multimedia Big Data Computing for IoT Appli-
cations: Concepts, Paradigms and Solutions. Intelligent Systems Reference Library. Springer Nature 
Singapore Pte Ltd.

Tanwar, S., Tyagi, S., & Kumar, S. (2017). The Role of Internet of Things and Smart Grid for the De-
velopment of a Smart City. Intelligent Communication and Computational Technologies (Lecture Notes 
in Networks and Systems: Proceedings of Internet of Things for Technological Development, IoT4TD, 
19, 23-33.

Tanwar, S., Vora, J., Kanriya, S., Tyagi, S., Kumar, N., Sharma, V., & You, I. (2019). Human Arthritis 
Analysis in Fog Computing Environment using Bayesian Network Classifier and Thread Protocol. IEEE 
Consumer Electronics Magazine, 9(1), 88–94. doi:10.1109/MCE.2019.2941456

Vohra, J., Kaneriya, S., Tanwar, S., & Tyagi, S. (2019). Standardising the use of Duplex Channels in 
5G-WiFi Networking for Ambient Assisted Living. IEEE Conference on Communications (IEEE ICC-
2019), 1-6.

Vora, J., Devmurari, P., Tanwar, S., Tyagi, S., Kumar, N., & Obaidat, M. S. (2018). Blind Signatures 
Based Secured E-Healthcare System. International Conference on Computer, Information and Telecom-
munication Systems (IEEE CITS-2018), 177-181.

Vora, J., Kanriya, S., Tanwar, S., Tyagi, S., Kumar, N., & Obaidat, M. S. (2019). TILAA: Tactile Inter-
net Based Ambient Assistant Living In Fog Environment. Future Generation Computer Systems, 98, 
635–649. doi:10.1016/j.future.2019.01.035

Vora, J., Tanwar, S., Tyagi, S., Kumar, N., & Rodrigues, J. P. C. (2019). HRIDaY: Ballistocardiogram-
based Heart Rate Monitoring Using Fog Computing. IEEE Global Communications Conference (GLO-
BECOM-2019, 209, 1-6.

Vora, J., Tanwar, S., Verma, J. P., Tyagi, S., Kumar, N., Obaidat, M. S., & Rodrigues, J. P. C. (2018). 
BHEEM: A Blockchain-based Framework for Securing Electronic Health Records. IEEE Global Com-
munications Conference (IEEE GLOBECOM-2018), 1-6.

Wilder, B. (2012). Cloud Architecture Patterns: Develop Cloud-Native Applications. O’Reilly.

KEY TERMS AND DEFINITIONS

Cloud Server: Cloud is a server located at a remote location used to provide different kinds of ser-
vices to the clients.

Fog Computing: General term given to localized cloud servers which are located near to the data 
creation source and help in effective computation and transfer of data to the main cloud server.

IaaS: Cloud service model providing the core infrastructure as a service.
Internet of Things (IoT): IoT is the general term given to any device which has the capability to get 

connected to the internet.
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PaaS: Cloud service model providing the platform as a service, which includes deployment environ-
ments.

Private Cloud: Cloud model intended to be used within a particular organization, for instance the 
file upload server of an organization.

Public Cloud: Cloud accessible to the general masses by the means of the internet, for instance 
online storage services.

SaaS: Cloud service model providing the complete software as a service, for instance the online 
mail clients.
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ABSTRACT

Most of the developing countries face major problems in providing quality healthcare. It is very essential 
to move the health stream to a higher level with more effective. Though medical care is improving, due 
to the enormous amount of data, making the decisions is more complex. The technology already links 
patients, providers, and customers in many ways that are converting the patient experience and delivery 
of care. This chapter reveals the importance of healthcare by using CDSS along with IoT. By combining 
connected devices with CDSS will help the clinicians to take decisions immediately for any disease. It 
provides an efficient, effective quality measurement and enhancement because of its ability to get the 
data of any patient at any time anywhere.

INTRODUCTION

At the moment, our electronic life is pinpointed approximately with smartphones and mobile tech-
nologies, but the research community is exigent to develop the scope of all potential applications. At 
present, the world has various kinds of health problems. Some problems are easily curable, whereas 
some problems are unknown to the doctors. In the emerging world, it is still an immense challenge to 
reach more people in all areas with not enough health care. Healthcare needs cannot be fulfilled in most 
countries due to the vast population. Information and communication technologies (IT) (Aggarwal V 
K et al., 1998) could revolutionize healthcare. Many healthcare organizations are exploring machine to 
machine communication and IoT.

Healthcare organizations provide the access to data and applications needed to everyone whenever 
and wherever, so it helps to improve the efficiency of curing the patients soon and to enhance patient 
care. The physician has the responsibility not only based on the knowledge but also in managing the 
huge amount of information.

IoT on Healthcare Using Clinical 
Decision Support System

Manju Priya Sundaramurthy
Karpagam Academy of Higher Education, India
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IoT is going to revolve around the healthcare industry in the upcoming future with the integration 
of clinical DSS. Large healthcare organizations are international so that their connectivity services are 
also to be international. It is necessary to maintain consistent patient care across the work; healthcare 
providers need a reliable communications network.

This CDSS provides clinicians as well as patients with relevant medical information. Vital informa-
tion is gathered from sensors are transmitted wirelessly through IoT devices is used as the input for the 
DSS. If the patient state is identified as critical, an alert can be generated to the physician. An electronic 
health record (EHR) of the patients can be documented with the help of the sensor data, patient feedback.

With the connected medicines, it will certainly help the physician to get the necessary information 
wherever and whenever and it helps the people to acquire eminence care through the development and 
progression in diagnostics, imaging, and treatment. This will let the patients attain high-quality medical 
care in real-time and at a reasonable price.

The technologies that enable the IoT promise to turn almost any objects into a source of information. 
The report from MarketReasearch.com states that by 2020, IoT in healthcare is to increase 117 billion 
dollars.

The main factors for boosting the healthcare industry are the growing adoption of wearable technology 
and the emergence of connected care. Research steered by a network provider company in Aruba, states 
that by the end of 2019, nearly 87% of the healthcare organizations around the world will implement 
IoT services (as shown in figure 1).

Nearly 3,100 IT enterprises were surveyed by the researchers including healthcare and business 
concerns across 20 countries. Their study remarks that most healthcare institutions have familiarized 
themselves with IoT for refining patient monitoring, nurturing innovations, and minimizing the cost 
(Market Analysis Report, 2019).

The clinical decision support systems market is largely going to be driven by the urgent need to 
reduce global healthcare costs and a rising number of deaths due to preventable medical errors (www.
prnnewswire.com). In the upcoming years, the whole world will connect with the web or the internet, 
where the internet of things is an incorporated component of the next generation. This chapter aims to 
establish a framework for IoT with CDSS on healthcare to increase the lifetime of the patients. Before 
going in-depth on IoT on healthcare with CDSS, it is very essential to know the importance of IoT.

Introduction to IoT

In the olden days, people found it very difficult to communicate with people in faraway places. Later on, 
birds or persons practiced to travel and deliver the news from one place to the next place, but it also took 
more time to go from one person to another. Later, when the communications were developed with the 
help of vehicles, telephone, the information was sent faster (Subramaniam & Ganesh, 2014).

With the development of computers, using cable communications become much easier. The cables 
are connected along with a modem to form a network and hence internet has progressed to a remarkable 
evolution, making the world connect with everyone (David Niewolny, 2013).

Developing countries have more opportunities now because the current technology helps to provide 
more cost-effective solutions. IoT is changing the world. IT is a revolutionary change and this new tech-
nology connects, gathers data, and reacts according to the situations in the world. The main function of 
an IoT includes getting acquired facts from things to interchange the known data, process the data, and 
manage the report logically and to act at a very outsized level.
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An important key to the success of IoT is the ability to provide users with the right information at 
the right time at anywhere (as shown in figure.2).

IoT has appeared as one of the modern advances of information and intelligent technologies and it 
has an immense impact when incorporated with health utility. IoT associates the internet with various 
objects in our day-to-day activity.

IoT is contemplated to encompass 4 layers of viable areas (Atzori et al., 2010):

First Layer: Recognition of each thing
Second Layer: Assistance for peoples need (healthcare)
Third Layer: Digital urbanization
Fourth Layer: Sensory world

IoT is moderately diverse from the common internet in communication. IoT is standardized into four 
main layers which are shown in the figure. 3:

1. 	 Sensing Layer: This layer consists of entire sensors, RFIDs, and wireless sensor networks (WSN). 
Example: Google glass.

2. 	 Aggregated layer: This layer consists of distinct types of aggregators based on the sensors of the 
Perceive layer. Example: Smartphones

3. 	 Processing Layer: This layer processes the information received from the aggregated layer through 
servers.

4. 	 Cloud Platform: It is a platform that allows on-demand network access to computing services 
(Bhömer et al., 2013). All the processed data are uploaded into the cloud, stored, and develop data 
for reasoning and findings. Then the data can be accessed by a large number of users.

Figure 1. IoT Usage
(Market Analysis Report, 2019)
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The concept of IoT has some specific characteristics that confirmed it in a multidimensional way.

•	 Smart Sensing: The devices are connected with sensors to detect the situations.
•	 Intellect: The IoT device is embedded with a few manipulative system and software which is used 

for making decisions, forecasting, and automatic management.
•	 Interconnected: The devices are linked to devices and sometimes from devices to other devices.
•	 Data Sharing: The data collected from one device is shared with all other connected devices. It 

provides enhanced communication between the user and the devices.

Figure 2. Internet of things

Figure 3. Layers in IoT
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•	 Assurance: It ensures safety and assurance. For example, smart medical devices.
•	 Many things that were in our imaginations like smart cities, smart cars are now becoming real 

with modern technology. IoT proposes a lot of prospects transversely the healthcare industry 
where appropriate information is a deposit of fast and safe cure. As the scheme and elucidation for 
collecting, sending data, and investigate it are bettering all the time, by which a bigger number of 
internet of things had driven medical solutions for supervising patients (David Niewolny, 2013).

Why Healthcare Need IoT?

Qualified health is going to be the future of healthcare because health can be better improved. From the 
way of thinking of particular health providers, it is effortless to see as deserted episodes. Illness directly 
hurts the quality of life of the people. It is always extra pricey to get people well than to forbid them 
from getting hospitalized.

Quality health protections are main, essential for making rising to each person’s condition of health, 
rapid approach into the healthcare system, forbidding the diseases and impairment, finding and taking 
care of health circumstances, and forbidding loss (https://www.healthypeople.gov/2020).

The benefit of contemporary technology in healthcare gives relives to victims and doctors because 
of its different utilizations such as real-time monitoring, patient information management systems, and 
healthiness (He & Zeadally, 2015).

With the help of IoT’s by updating personal health data of patients, by considering every tiny detail, 
it makes a more advantageous decision for patients as well as physicians. Since healthcare expenses are 
going higher, it is very essential for the prevention of many diseases. The widespread access to real-
time, high-qualified data of each health, will reform healthcare by helping people to live a longer life 
and prevent disease. Furthermore, it could provide patient satisfaction too in all ways.

IoT with clinical DSS can ensure less time for taking decisions for the physicians. It can reduce the 
need for direct patient-physician interaction devices that are interconnected through the internet which 
could deliver valuable data.

IoT Healthcare System Architecture

The data is transformed in a very fast and accurate manner in IoT healthcare. The architecture of an IoT 
healthcare system is as shown in figure.4:

•	 Sensors: IoT in healthcare has different sensors like pulse-oximeter, thermometer, blood pressure 
sensors that read the current patient data. The sensors might also function as a standalone sensing 
device or it can act as a component of larger equipment for sensing and control.

•	 Product Infrastructure: This includes the hardware/software components that read the sensor 
signals and display them to the device.

•	 Connectivity: A better connectivity is needed to connect the devices or sensors from the micro-
controller to the server to read the data.

•	 Analytics: IoT healthcare system analyzes the collected raw data from the sensors and it is con-
verted into an actionable format, which helps to make the decisions by the clinicians. Various data 
science and analytics methods along with machine-learning innovations can be utilized to gener-
ate a sense of information and implement a desirable reaction.
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•	 Application Platform: IoT system accesses the data to healthcare providers on their device with 
all the necessary details of the patients.

Benefits of Health IoT

The primary goal of IoT healthcare is to collect all essential data. It can deliver a wide range of benefits, 
including system-level benefits, better delivery of data, improved patient safety. IoT can especially im-
prove patient monitoring. IoT will completely revolutionize our daily lives and as such, you should stay 
informed and aware of all of the changes it will bring.

By using IoT, allied devices can compile medical and more health data and can transfer the informa-
tion to a physician. IoT enables the physicians to collect and connect billions of devices and can collect 
the data and diagnose the disease and provide the treatment.

If a heart attack person enters an emergency place, it is significant for the clinic to do their task great. 
It is crucial to view the previous records of the patients. The use of present state-of-art technology and 
modernization should be used to progress the access to provide quality healthcare services to the patients.

Connecting with all the devices and things within the world will bring a huge impact on human life 
in different environments.

Presently about 87% of healthcare organizations have adopted the Internet of Things to improve 
patient monitoring, faster innovations, and to reduce costs.

Figure 4. IoT Healthcare system architecture
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The Motivation for Clinical Healthcare IoT

Managing health and the quality of life for a long time remains a vital task for several people. IoT endows 
in many ways by affording access to healthcare services, enhancing the quality of living, and decreases 
the cost. By applying smart things, it benefits the patients and the doctors to work ingeniously in diag-
nosis and further treatment process. Normally a physician has to analyze the collected data to give the 
treatment to the patient.

Present technologies permit us to handle the vast amount of data than historic methods. IoT makes 
the potential to vaguely conduct examinations with outstanding experts, which hike the comprehensive 
excellence of health care.

Already the present IoT healthcare monitors the patients’ health, reminds patients to take medicine, 
monitors blood pressure, sugar, heartbeats, and sends the data to the physician. It is very essential to 
prepare the document about the critical cases which the physician has never treated.

IoT has the potential to transform managed healthcare by providing the way for delivering new mod-
els that help to improve the health of the patient and efficiency. The information collected through the 
sensors is stored in the databases in a distributed manner. By using this, the physicians can check the 
symptoms of the patients and the doctor can conclude the disease and how it occurred and what treat-
ment has to be followed. After analyzing the things, the doctor can start his treatment by specifying the 
medicines to be given and the dosage limits.

IoT healthcare with CDSS is gaining increased usage in various domains of healthcare. It can provide 
intelligent access to relevant medical knowledge, provides an important, applicable checkpoint asked 
upon the previous record’s assistance. (Regin Joy Conejar and Haeng-konkim, 2014)

Smart wearables, wearable biometric sensors, glucose monitors are some of the ways of the IoT 
technologies which are already running, and shortly, it can influence more and improved managed care.

The below statistics report (shown in figure.5) shows the estimated healthcare IoT devices which are 
to be used globally from 2015 to 2020. Nearly 161 million IoT devices are likely to be used universally 
in the year 2020. 

Introduction to Clinical DSS

CDSS is an important application for the healthcare industry. It helps to analyze the data and helps the 
doctors in making decisions related to patients. It provides hospital staff, patients, clinicians, and other 
people to improve healthcare. It also improves the safety, efficiency, and quality of healthcare. It helps 
in providing timely information about the patient. It takes the whole data recorded in HER and notices 
the changes required for a particular patient.

A particular patient can be given reminders, advice, or interpretation on time by a computer program 
that is defined as Clinical DSS (Wyatt. JC, 2000).

It can also be stated as a system that gives an accurate amount of significant knowledge at a suitable 
time and context and the end contributing to enhancing the quality of clinical care and results (Osheroff 
et al., 2007).

CDSS is a part of the clinical workflow. It is triggered by computerized data analysis. CDSS is also 
defined by the office of the National Co-Ordinator for Health Information Technology (ONC) as it gives 
doctors, nurses, patients, and other persons with information and person precise data intelligently filtered 
or given at the correct time, to improve health and healthcare (https://www.healthit.gov).
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As medical care is becoming complex, it is more important to have full information from a reliable 
resource that can be accessed from multiple devices.

An overlooked tool is CDSS which has been defined as systems that give clinicians or patients through 
computer-generated clinical facts and patient-related information, intelligently filtered or accessible at 
suitable times to improve patient care (Osheroff et al., 2012).

CDSS provides biomedical information, person-specific data that links data and knowledge to give 
useful information to clinician patients. The collected information must be processed and systematized 
in a proper way that helps to take correct decisions soon and take action on those decisions.

CDSS has not impelled to effects clinician decision but to render data to assist the physicians in han-
dling any complex and growing size of biomedical and person-centric data required to make appropriate, 
knowledgeable, and advanced value decisions based on present clinical knowledge. CDSS strengthen 
their decision-making procedure by adding a lack of data or intellectual biases. It can provide the most 
up to date information to facilitate decisions regarding patient well-being and healthcare delivery.

It is impossible to make good decisions without information. Studies have proved that well-executed 
CDSS can reduce harmful events from drug-drug interactions. It is determined that clinical DSS improves 
the quality of health care. New technologies can extend and replace existing clinical processes in health.

In specific, based on the health information technology (HIT), CDSSs play an important task in 
smoothing the progress of the application of evidence-based medicine to patient care by permitting 
persons to access information and clinical evidence more resourcefully and successfully.

Asper HIT, CDSS can be classified into three categories namely (Musen, 2014)

•	 Information management
•	 Situational awareness
•	 Patient-specific

Figure 5. Expected installations of IoT healthcare devices globally from 2015 to 2020
(https://www.statista.com)
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The information management type of CDSS lets the users access medical data or clinical evidence 
data. The situational awareness enhances the decision-makers based on the situations by making an 
alarming. This type of CDSS can also help to endorse the care provider’s clinical imminent by efficiently 
visualizing the multifaceted and elevated amount of data. This helps the patients to know their health 
information very easily. The last type of CDSS offers patient-specific proposals or involvement from 
finding to action. The clinicians’ confidence in their predictions also increased when using CDSS (http://
medinform.jmir.org). CDSS have to be efficient, able to integrate with the workflow, avoiding overload. 
They should keep advice only for relevant information, reducing alert fatigue, should avoid the need for 
manual data collection, and should ease the needed tasks when different computer systems and medical 
devices that hinder the extraction work together (Antonio et al., 2020).

Benefits of CDSS

Healthcare organizations that use CDSS can get more responses from the users in an easier way. Few 
benefits of CDSS and how it is helping healthcare professionals are as follows:

Error Reduction

When a patient is in critical condition, it is very challenging to find accurate information and the doses 
to be given. It is reported, some of the errors in the hospitals are caused by improper dosage. This CDSS 
could help the physicians the idea of dosage to be given when they know the detailed information of the 
patient. When accurate medicine is given, it reduces the error.

Progresses the Efficiency

Determining a treatment plan and monitoring a patient is a complex task. It requires a lot of effort and 
experience in collecting accurate data. With the help of CDSS, the physicians can deliver a good outcome 
without committing any mistakes.

Data at Fingertips

By following CDSS, the organizations can assure reliable information about the specific patient. This 
helps them to treat the patient accordingly without wasting time. It also reduces costs by avoiding un-
necessary tests. It helps to provide anyone with the right information at the right time.

Existing Techniques in Healthcare

Prabha Sundaravadivel et.al., (2015) have discussed the connected health which refers to any digital 
healthcare solution which can operate remotely, with other components like continuous health monitor-
ing, emergency detection, and give the alarm to the user. In paper (Mostafa Haghi, 2017), the author 
had introduced several types of wearable devices for IoT and illustrated their applications in health care 
segments.
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Ahmed Abdelgawad et.al., (2016) have discussed the remote healthcare for senior citizen. They designed 
a manageable and customizable IoT system that can be used to gather the information which is required 
to assist the self-determining living of senior and challenged citizens to enhance their excellence of life.

In paper (Syeda Faiza Unnisa Begum, Imtiyazunnisa Begum, 2017), the author proposed a design 
of how to build a healthcare system on the internet of things using a lot of network-layer systems and 
computer software. On the whole, they designed an IoT healthcare network (IoThNet) which is one of 
the essentials of IoT healthcare.

In paper (Riazul Islam et al., 2015), the authors have designed a wearable healthcare context to de-
termine how people get amenities by economic and societies in terms of sustainability.

P.Anooj (2011) has proposed how to predict the risk level of heart diseases, using a clinical decision 
support system.

Nowadays smart wearables are designed as electronic devices that are located near, or in the body 
to collect the data. Smart clothes are also fashioned by inserting smart wearables into garments. Smart 
clothes can monitor, document, augment and motivate on our survives by providing extraordinary op-
portunities for attempting global social tasks in health (Haghi et al., 2017), aging (Bhömer et al., 2013), 
work safety (Bonfiglio et al., 2011), or personal productivity (Feito et al., 2018).

For example, in (Joshi et al., 2016), the authors contemporary IoT-embedded system to avoid obesity, 
which accumulates sensor data through smartphones.

In (Trindade et al., 2016), the authors present a wearable T-shirt that helps to monitor the ECG sig-
nals through a BLE connection. It reads the information through a smartphone and later the data can be 
uploaded to the server.

For assessing the daily activities during rehabilitation, smart garments can be used (Spulber et al., 
2015). Besides, some researchers have projected a Bluetooth-enabled smart garment based on Adafruit 
Flora for rehabilitating shoulders in physical therapy treatments (Wang et al., 2017), some people have 
engrossed on knee osteoarthritis rehabilitation (Chen et al., 2015). Furthermore, for the rehabilitation 
of patients with sensory impairments, the haptic wearables can be used (Shull et al., 2015).

Smart garments are also designed for babies and elders to follow their activities, falls, or health. The 
authors (Perego et al., 2014) have designed a smart garment through which the newborn babies can be 
monitored. It collects health data and transfers to Bluetooth gateways and alters it is uploaded to the server.

Another existing work is also presented in (Morales, et al., 2017), where a harness for avoiding ac-
cidents in babies that crawl is given. The dangerous occasion is detected by the system, which uploads 
the information to an IoT server and an alert is sent to the caretakers. The authors in (Ferreira et al., 2016) 
have aimed to monitor the child’s temperature, heart, and breath rate to prevent infant death syndrome.

The authors in (Frydrysiak & Tesiorowski, 2016) have designed a smart shirt for monitoring the 
elderly persons, which can collect the heart rate, respiration rate, and underwear temperature. A related 
approach is proposed in (Burns, 2012) but collecting ECG and accelerometer data related to walking 
is gathered and transferred to the smartphone through Bluetooth, where it processes and permits for 
emergency alerts.

For instance, presently hospitals use IoT for security purposes (shown in figure.6). Newborn babies 
are given wrist bands using sensors. If the child is taken away the door will automatically give an alarm. 
The pill-sized sensors are the ingestible sensors that observe the medication of the body and alarm us if 
any abnormality occurs in the body.
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How Do Wearables Differ From Smartphone Apps?

There is a lot of difference in using these IoT based wearables when compared to a normal smart app. 
The first things are the size. The most noticeable contrast in wearables is the size of the display screen, 
assuming there is one, and the device itself. Next its functionality and the user interaction with the wear-
ables. A wearable device can be designed to communicate with any apps on a mobile device. It may not 
have any display at all, only connecting the data it receives and sends it with other places.

Architectural Framework Model of IoT With CDSS

The proposed frame is developed to help the physician in monitoring the patient. (as shown in figure.7)

With the help of IoT, diagnosis of the disease can be done. It is important for almost every disease 
because it indicates how the symptoms should be treated. The collected data would be unstructured 
data, which should be organized into structured data. Unstructured data is a free form of text; it is more 
extensive to predictive.

Normally structured data is extremely ordered and formatted data, which can be searched easily in 
the database. There is no pre-defined format in unstructured data, so it makes it more difficult to collect, 
process, and analyze.

Before forming the CDSS, the data must be loaded from the database into a computing workspace. 
Using the workspace, it allows the users to manipulate the data and build models for CDSS.

With the IoT based CDSS, it helps to assess and evaluate the data from the database to achieve a 
good result. Since different kinds of data are processed, it is very important to analyze and then produce 
the results (as shown in figure.8)

Figure 6. Hospitals with IoT

Figure 7. Framework representation of IoT with CDSS
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Generally, there are five steps procedures to collect the data from the patients:

Step 1: In the first step, the data is collected through wearable sensor devices that are attached to the 
patient’s body.

Step 2: Usually the data will be in the analog form which has to be aggregated and changed to digital form.
Step 3: Then the digitized data is stimulated to the cloud or data center.
Step 4: By using Decision Support Systems or algorithms, the data can be analyzed.
Step 5: The resultant data can be sent to the physicians to take the action immediately to the patients.

The above procedure can be utilized for any kind of health issue. Some of the common health issues 
are as follows:

Cancer

Nowadays cancer is the foremost cause of death among the disease. Existing and upcoming cancer cares 
are not enough to tackle the increasing burden of cancer care. The most common categories of cancers 
are lung cancer, breast cancer, prostate cancer, liver cancer, colorectal cancer, and stomach cancer and 
the more top cause for death in women is breast cancer (Mcguire, 2015).

Overall, 1 in 28 women is affected by breast cancer. Breast cancer trouble is not only restricted to 
disease burden and humanity but also shows the way to an economic loss of the nation.

According to the Indian Council of Medical Research in India, about 413,519 men and 371,302 
women died of cancer in 2018. Current methods outside of the mastectomy are not always able to grasp 
cancer early. Yet, wearable’s can be used as an alternative to the radical operation.

Wearables are intended to turn out to be a vital indicative tool for cardiovascular and cancer detec-
tion. This will ignite into every feature of the detection of diseases. One such has been developed by 
Rob Royea (https://www.arrow.com).

The product is iTBra, which helps in detecting breast cancer at the early stage. This device is a bra, 
which is embedded with sensors to detect even small temperature changes in breast tissues for a certain 

Figure 8. Processes from data to decisions
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period. Inspired with the possibilities, a film based on the technology called Detected has been sponsored 
by Cisco.(as shown in figure 9).

Elderly Persons

There are many tracking devices to track the child, elderly persons, and inform about their safety. Home 
monitoring of elderly people through IoT helps them to live at home safely (shown in fig. 10).

It is also a fact that the ratio of elderly persons is increasing. For an elderly person, it is very es-
sential to monitor the parameters like systolic and diastolic blood pressure, pulse rate, heart rate, body 
temperature, sugar level, human brain activity.

Imagine an elderly patient suddenly has chest pain. The chest pain varies in intensity with the heart-
beat and might have high blood pressure.

Figure 9. Seven sensors positioned within the bra
(https://www.arrow.com)

Figure 10. Elderly monitoring using IoT
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A smart wearable device such as a smartwatch, fitness tracker, and smart hat helps to get the user 
status. The collected data is transmitted to the cloud for further processing.

It is very crucial to extend the care services to elderly people by giving health monitoring services. It 
helps to share the elderly information with the medical experts to help them improve the quality of life.

Diabetes

Diabetes mellitus is normally referred to as diabetes, which has become a universal epidemic. It occurs 
due to the inability of the body to produce insulin for its own needs, either due to weakening in insulin 
secretion, impaired insulin action, or together. About 300 million persons globally are affected by dia-
betes and it is still increasing.

Diabetes is a long-standing metabolic disorder in which blood glucose (BG) level differs and it is 
occurred due to lack of insulin (Type 1 diabetes, T1D) or due to the lack of ability of the body to make 
use of the produced insulin (Type 2 diabetes, T2D) (Acciaroli et al., 2018).

Mainly in the developing countries, the diagnosis of T1D and T2D has extended, but the increase has 
been more for T2D, which nears about 90-95% of every case of diabetes. (Rubino, 2008).

It is predicted, nearly 366 million people would have diabetes from the total population in the year 
2030(Wild et al., 2004).

In paper (Regin Joy Conejar & Haeng-konkim, 2014), it states that from the total population it is 
expected to have 171 million in 2000 to 366 million people with diabetes in 2030.

To diagnose the diabetes patients the glucose sensor, pulse, temperature, and blood pressure sensors 
are used. By using these sensors the data can be collected from the patients. The Arduino board can 
be used to convert the analog to digital conversion. The collected data can be transmitted to the cloud 
storage (shown in fig.11).

The glucose sensor is a division of a continuous glucose monitoring (CGM) system that is inserted 
under the skin and measures the glucose levels. The sensor monitors the level of glucose in the intersti-

Figure 11. Diagnose diabetes patients
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tial fluid every 10 seconds and converts it into an electrical signal. The signal signifies the amount of 
sugar in the blood.

To measure systemic arterial blood pressure in humans, blood pressure sensors can be used. The 
arterial blood pressure can also be measured and by using the oscillometric method and can calculate 
both the systolic and diastolic blood pressure (shown in fig.12).

The temperature sensor can be applied to the skin surface and it specifies the body temperature. To 
measure the heart rate of the human the pulse sensor can be used. It works on the principle of photople-
thysmography (shown in fig.13). The movement of blood volume is determined by the rate of heart 
pulses and since light is absorbed by the blood, the signal pulses are equal to the heartbeat pulses. The 
pulse reading of the patient is read by infrared lighting by sensing the fingertip.

Figure 12. Blood pressure sensor

Figure 13. Temperature sensor
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Through wrist band or smart watches the data can be collected and delivered to the cloud. The patient 
readings are collected by the sensors like a wrist band or smartwatches and are transmitted through the 
internet to the cloud database. The collected data is analyzed to make decisions. There can be many at-
tributes for all the diseases and by using these above-mentioned sensors, we could predict for diabetes.

Any diastolic blood pressure under 60 is considered hypotension, which needs to be treated imme-
diately as it specifies not enough blood is reaching the person’s organ. When a person is sleeping, the 
diastolic blood pressure can be low too. Normally the plasma glucose levels range from 3.9 to 7.2 for 
non-diabetic patients even after fasting.

Mostly diabetes inclines to lesser the “good” cholesterol levels and increases triglyceride and “bad” 
cholesterol levels, which lead to the threat of heart disease and stroke. Even earlier to the diagnoses also, 
these conditions can occur.

The below table shows the data values for a diabetes patient, taken Pima-Indians-diabetes-dataset-
part-1 from which the clinicians can take the decisions.

In case, if these were received through IoT, the clinicians can decide the effect of diabetes on the 
patients and provide the necessary treatment immediately.

People with diabetes should maintain both their blood sugar and cholesterol at a low level to avoid the 
risk of having a heart attack. It is also compulsory to maintain healthy weight and low blood pressure.

Adults should have the entire cholesterol levels less than 200 milligrams per deciliter (mg/dL). When 
the range is from 200 to 239 mg/dL it is treated as borderline high and a value of about 240 mg/dL and 
more is treated as high. When the value is 240 mg/dL and above it is treated as high blood cholesterol. 
At this level, the person is considered to have more risk for heart disease.

The persons having diabetes and no known coronary heart disease, the LDL levels in the blood are 
supposed to be less than 100 milligrams per deciliter (mg/dL), and HDL levels are supposed to be more 
than 50mg/dL and triglycerides less than 150 mg/dL. In the HA1C test, the level of blood sugar or glu-
cose level should be below 7% is recommended.

For people having diabetes and known heart disease, the LDL is supposed to be below 70mg/dL. 
Triglyceride levels are supposed to be less than 150 mg/dL and HDL above 40 mg/dL. The HDL levels 
should be more than 50mg/dL for women with diabetes and coronary heart disease.

Table 1. Datasets for a diabetes patient

S. No. Age Blood Pressure (mm/Hg) Glucose 
(mg/DL) BMI

1 50 72 148 33.6

2 31 66 85 26.6

3 32 64 183 23.3

4 21 66 89 28.1

5 33 40 137 43.1
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Challenges Faced in Healthcare

Though there are many advantages in using IoT with CDSS, there exist some challenges faced by the 
healthcare service providers. The main thing is security, most of the healthcare industry lacks it. Next 
are the integration and implementation of the existing systems. Another big challenge is the awareness 
of this technology among the patients.

ADVANTAGES OF USING IOT CDSS IN HEALTHCARE

Improved Treatment

It helps the physicians make the decision at a faster time and give the treatment soon. The connected 
healthcare solutions with CDSS enable the care providers to provide real-time information that makes 
them take good decisions and provide confirmation- based treatments. This provides improved treat-
ment results.

Diagnosing the Disease

As the data is in the cloud, it can be viewed by any of the physicians. So anyone can give suggestions 
and in the meantime can monitor the patients continuously. It also assists in diagnosing the disease at an 
early-bird stage even by knowing the symptoms earlier; it helps to prevent the disease further.

Reduction of Cost

By this feature, it helps the patients to reduce the cost by visiting the doctors directly and could also 
save time.

Error Reduction

Data that is generated through IoT devices ensures to give smooth healthcare with less error and waste

Saves Time

The capability to easily monitor and manage the patient’s health, saves precious minutes, without visit-
ing each patient manually.

Customization

With dedicated IoT solutions, the health of each patient is analyzed well and the treatment is given to 
their needs. This enriches a patient’s experience at a healthcare facility and leaves them feeling satisfied 
and cared for.

 EBSCOhost - printed on 2/10/2023 6:49 PM via . All use subject to https://www.ebsco.com/terms-of-use



276

IoT on Healthcare Using Clinical Decision Support System
﻿

Enhanced Patient Experience

Healthcare is all about for a patient, so their comfort is the first. The IoT CDSS helps to improve that 
experience by giving wise intercession and diagnosis, proactive treatments, and good outcomes.

LIMITATIONS OF IOT CDSS IN HEALTHCARE

Though the IoT in healthcare has reached to a great extent, still it has some pitfalls.

Technical Requirements

From the technical point of view, IoT is often fragmented and it lacks interoperability. The platforms 
must be able to work across devices regardless of the manufacture and make.

Regulatory Concerns

A large volume of data is collected that could be harmful or sensitive if exposed, as the data might contain 
personal information. On the regulatory side, for security purpose, who can access IoT data and how it 
can be used, must be addressed. The government needs to set proper instructions and protocols for the 
healthcare industries to confirm that the data is not misused.

Security

Due to poor design, IoT devices are often susceptible to security. It needs strong authentication methods 
and a platform to track irregularities. Many healthcare organizations are not aware of the barrier they 
will encounter when trying to detain and harness the huge volume of data.

Data Avalanche

The most noteworthy merit is connecting devices in healthcare. But, due to the lack of experience and 
knowledge is holding back the use of connecting devices with healthcare organizations. Healthcare 
providers should find a proper way to handle large volumes of data and store it for further processing 
and analytics.

Improvement Cost

The efficient deployment of IoT based healthcare saves lots of life and money. But before that, its de-
velopments and implementations require lots of investments and a clear understanding of its purpose.

End Users

Most of the patients are unfair against the use of IoT applications in healthcare. It is more important to 
give awareness about the benefits of using IoT in healthcare to the people.
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CONCLUSION

Technology is changing how the healthcare industry diagnoses, monitors, and gives treatments to patients. 
IoT healthcare with CDSS would indeed a boon in the health sector. Despite security concerns and pri-
vacy issues, the IoT healthcare has brought tremendous improvement to society. The IoT healthcare with 
CDSS has the potential to reach every individual at one time or another in their lifetime. With its vast 
applications, IoT has been smoothing the progress of healthcare providers including doctors, hospitals, 
and clinics to take care of the patients with precise treatment. This technology IoT healthcare with CDSS 
is very essential to counterpart with the growing needs of the digital world.
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