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This chapter is about a basic power-efficient object dropping game named “Catch Me If You Can,” which 
works on the Arduino platform. A dropping mechanism is developed using the servo motors interfaced 
to Arduino. The mechanism includes an object holder attached to the servomotor and a loading tube. The 
dropping of the objects is controlled by any wireless Bluetooth controlling device like a mobile phone 
or joystick and by the keypad interface installed in the design. The game is about catching the objects 
dropping randomly as a challenge which is controlled by the operator. The overall simulated design 
can be done in EasyEDA platform. The overall game can be controlled by an app which is designed 
by MIT App Inventor. This game can be implemented in Amusement parks, exhibitions, kid schools, 
and shopping malls. Besides this entertainment aspect, commercially it works as a small-scale product 
packaging system by involving DC motors, which are needed in moving packaging belts. This mechanism 
is efficient in packaging products in some specific count.
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3D reconstruction is a long-standing complication when comes to testing happening from decades from 
machine learning, computer graphics, and computer perspective environments. Using CNN for the 
reconstruction of the 3D image has enchanted growing attentiveness and shown spectacular execution. 
Emerging in the new era of abrupt development, this chapter lays out an in-depth study of the latest 
developments in the field. Its focuses on activities that use in-depth learning strategies for measuring 
the 3D status of common things from one or more RGB images. It organizes based on literature in the 
layout presentations, network structures, and training methods they use. As the survey was conducted 
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for methods of reconstructing common objects, this chapter also evaluates some of the latest efforts 
that emphasize particular categories of an object such as the shape of the human body and face. This 
provides an examination and correspondence of the execution of some important papers, summarizing 
some open-ended issues in the field, and exploring encouraging indications for subsequent research.

Chapter 3
Machine Learning Based Intrusion Detection System for Denial of Service Attack............................ 29

Ashish Pandey, Kamla Nehru Institute of Technology, Sultanpur, India
Neelendra Badal, Kamla Nehru Institute of Technology, Sultanpur, India

Machine learning-based intrusion detection system (IDS) is a research field of network security which 
depends on the effective and accurate training of models. The models of IDS must be trained with new 
attacks periodically; therefore, it can detect any security violations in the network. One of most frequent 
security violations that occurs in the network is denial of service (DoS) attack. Therefore, training of IDS 
models with latest DoS attack instances is required. The training of IDS models can be more effective 
when it is performed with the help of machine learning algorithms because the processing capabilities 
of machine learning algorithms are very fast. Therefore, the work presented in this chapter focuses on 
building a model of machine learning-based intrusion detection system for denial of service attack. 
Building a model of IDS requires sample dataset and tools. The sample dataset which is used in this 
research is NSL-KDD, while WEKA is used as a tool to perform all the experiments.

Chapter 4
Reliability Importance Measures-Based Analysis of Substation Communication Network................. 48

Rakhi Kamra, National Institute of Technology, Kurukshetra, India
G. L. Pahuja, National Institute of Technology, Kurukshetra, India

Smart grid can work effectively only when a reliable, fast communication network is available. The 
communication network is a prerequisite to connect different protection, control, and monitoring equipment 
within the substation. Ethernet fulfills all the requisites such as reliable, fast, secure, interoperable, LAN-
based communication system for smart substations. Therefore, the main aspect is to improve the reliability 
of the network by prioritizing the critical components by using the knowledge of component importance 
measures (CIM). In this chapter, analysis of IEC 61850 ethernet-based substation communication network 
(SCN) architectures has been examined using various reliability importance measures (RIM). The 
importance measures namely Birnbaum, improvement potential, criticality importance, and reliability 
achievement worth have given their justified rankings of the various components of SCN architectures. 
The practice of these CIMs works towards the identification of the components that can be allocation of 
resources for the improvement of system reliability.

Chapter 5
Solution to Big Data Security Issues..................................................................................................... 67

Prashant Srivastava, Shambhunath Institute of Engineering and Technology, India
Niraj Kumar Tiwari, Shambhunath Institute of Engineering and Technology, India
Ali Abbas, University of Allahabad, India

Organizations now have knowledge of big data significance, but new challenges stand up with new 
inventions. These challenges are not only limited to the three Vs of big data, but also to privacy and 
security. Attacks on big data system ranges from DDoS to information theft, ransomware to end user 
level security. So implementing security to big data system is a multiple phase-based ongoing process 
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in which security is imposed from perimeter level to distributed file system security, cloud security to 
data security, storage to data mining security, and so on. In this chapter, the authors have identified some 
key vulnerable point related to big data and also proposed a security model.

Chapter 6
Machine Learning Approaches for Cardiovascular Disease Prediction: A Survey............................... 75

Stuti Pandey, Kamla Nehru Institute of Technology, Sultanpur, India
Abhay Kumar Agarwal, Kamla Nehru Institute of Technology, Sultanpur, India

In a human body, the heart is the second primary organ after the brain. It causes either a long-term 
impairment or death of a person if suffering from a cardiovascular disease. In medical science, a proper 
medical analysis and examination of a cardiovascular disease is very crucial, convincing, and sophisticated 
task for saving a human life. Data analytics rises because of the absence of sufficient practical tools for 
exploring the trends and unknown relationships in e-health records. It predicts and achieves information 
which can ease the diagnosis. This survey examines cardiovascular disease prediction systems developed 
by different researchers. It also reviews the trend of machine learning approaches used in the past decade 
with results. Related studies comprise the performance of various classifiers on distinct datasets.

Chapter 7
Review of an EMG-Controlled Prosthetic Arm..................................................................................... 85

Rishabh Kumar, Sharda University, India
Aditya Kumar Singh, Sharda University, India
Sabyasachi Mukaherjee, Sharda University, India

Amputation, especially of the upper limbs, is a condition that exists in almost all parts of the world. 
There are more than 110 thousand amputees in India itself. It is extremely difficult for amputees to carry 
out their daily activities and to deal with daily life as normal people do. The purpose of the myoelectric 
prosthesis is to restore the basic functions of the lost organs in the joint using neural signals produced 
by the muscles. Unfortunately, the use of such myosignals is complicated. In addition, once detected, 
it usually requires a computational force strong enough to convert it into a user-controlled signal. Its 
modification to the actual function of the implant is limited by a number of factors, especially those 
associated with the fact that each amputee has a different muscle movement. Modified artificial intelligence 
systems designed for pattern recognition have the potential to improve the size of implants but still fail 
to provide a system in which artificial arms can be controlled by brain signals.

Chapter 8
Analysis and Design of a Parallel Switched-Inductor DC-DC Converter............................................. 93

Prabhat Kumar, National Institute of Technology, Silchar, India
Amritesh Kumar, National Institute of Technology, Silchar, India

This chapter proposes a switched inductor configuration-based non-isolated DC-DC converter with high 
voltage gain. The proposed converter has two output capacitors instead of a single output capacitor for 
voltage boosting capabilities. Enhancement of the output voltage with the addition of more number 
of switched inductor cells is also possible in this configuration. The most advantageous factor of this 
proposed converter is the use of low-voltage semiconductor devices as they don’t require large heat 
sinks. The converter operation in the steady state is fully analyzed. In addition to that, for the purpose 
of stability analysis, the small signal model for the proposed converter has also been developed. The 
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frequency response using the small-scale transfer function of the converter has also been done by 
employing MATLAB. A suitable controller with suitable parameters has also been designed to improve 
the overall stability of the DC-DC converter in consideration. The results obtained after simulation 
verifies the feasibility of the converter.

Chapter 9
Comparison of Machine Learning Algorithms for Cardiovascular Disease Prediction...................... 111

Stuti Pandey, Kamla Nehru Institute of Technology, Sultanpur, India
Abhay Kumar Agarwal, Kamla Nehru Institute of Technology, Sultanpur, India

Cardiovascular disease prediction is a research field of healthcare which depends on a large volume of 
data for making effective and accurate predictions. These predictions can be more effective and accurate 
when used with machine learning algorithms because it can disclose all the concealed facts which are 
helpful in making decisions. The processing capabilities of machine learning algorithms are also very 
fast which is almost infeasible for human beings. Therefore, the work presented in this research focuses 
on identifying the best machine learning algorithm by comparing their performances for predicting 
cardiovascular diseases in a reasonable time. The machine learning algorithms which have been used 
in the presented work are naïve Bayes, support vector machine, k-nearest neighbors, and random forest. 
The dataset which has been utilized for this comparison is taken from the University of California, Irvine 
(UCI) machine learning repository named “Heart Disease Data Set.”
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The world is becoming smart as IoT is now an integral part of individuals’ routine lives. To control any 
devices at any place and at anytime from anywhere is now just a matter of access. The goal of this work 
is to provide simple, efficient, cost-effective, and reliable communication system for traffic management. 
Keeping in view the aim of smart city, after cleanliness, traffic is the major concern nowadays. A case 
study is presented through proposed model in this work that will help in improving traffic condition of 
the city. The available data is analyzed and processed through Raspberry-pi. This data is simultaneously 
being updated at the web server through cloud. Based on the data available in real time, the system enables 
controlling traffic system dynamically. This helps in reducing congestion and provides fast going way 
for heavy vehicular traffic. The system can be clubbed with existing centralized traffic control system in 
the Indore city to manage traffic conditions in a better way.
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Security is one of the fundamental issues for both computer systems and computer networks. Intrusion 
detection system (IDS) is a crucial tool in the field of network security. There are a lot of scopes for 
research in this pervasive field. Intrusion detection systems are designed to uncover both known and 
unknown attacks. There are many methods used in intrusion detection system to guard computers and 
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networks from attacks. These attacks can be active or passive, network based or host based, or any 
combination of it. Current research uses machine learning techniques to make intrusion detection systems 
more effective against any kind of attack. This survey examines designing methodology of intrusion 
detection system and its classification types. It also reviews the trend of machine learning techniques 
used from past decade. Related studies comprise performance of various classifiers on KDDCUP99 and 
NSL-KDD dataset.
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This chapter presents a design proposal for low-cost speed control and electrical fault mitigation of 
three-phase induction motors. The proposed system can control and monitor TIMs (three-phase induction 
motors) from far-flung areas. Here authors have proposed a relay-free system for fast fault clearance. 
IoT technology and low-cost microcontrollers have helped in achieving a system that is more reliable, 
economical, user friendly, and fast. It can be controlled by mobile application at the comfort of home. 
Data related to fault occurrence can be stored and analyzed for preventive maintenance. V/f scalar 
control method is used for speed control of TIM and able to control it in a wide range. Electrical faults 
such as over-current, over-temperature, over-voltage, and under-voltage are considered in this chapter. 
Simulation of the proposed design is done using Proteus 8 software. ESP32 is used to runs a web server 
that connects the mobile app with simulation.
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depicting the thermal profile of the subject’s aggressive ductal carcinoma is calibrated by variation of 
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simulated temperature profile. The thermal breast model presented here may prove useful in monitoring 
the response of tumor post-chemotherapy for female subjects with similar breast cancer characteristics.

Chapter 18
Metaheuristic Techniques of Parameter Estimation of Solar PV Cell................................................. 219

Nikita Rawat, Graphic Era University (Deemed), India
Padmanabh Thakur, Graphic Era University (Deemed), India

The performance and efficiency of a solar PV cell are greatly dependent on the precise estimation of its 
current-voltage (I-V) characteristic. Usually, it is very difficult to estimate accurate I-V characteristics of 
solar PV due to the nonlinear relation between current and voltage. Metaheuristic optimization techniques, 
on the other hand, are very powerful tools to obtain solutions to complex non-linear problems. Hence, 
this chapter presents two metaheuristic algorithms, namely particle swarm optimization (PSO) and 
harmony search (HS), to estimate the single-diode model parameters. The feasibility of the metaheuristic 
algorithms is demonstrated for a solar cell and its extension to a photovoltaic solar module, and the 
results are compared with the numerical method, namely the Newton Raphson method (NRM), in terms 
of the solution accuracy, consistency, absolute maximum power error, and computation efficiency. The 
results show that the metaheuristic algorithms were indeed capable of obtaining higher quality solutions 
efficiently in the parameter estimation problem.

Chapter 19
A Compact Antenna Design With High Gain for Wireless Energy Harvesting.................................. 244

Priya Sharma, Indian Institute of Information Technology, Allahabad, India
Ashutosh Kumar Singh, Indian Institute of Information Technology, Allahabad, India

A compact rectangular slotted antenna fed through coplanar waveguide for rectenna system is proposed 
in the application of radio frequency (RF) energy harvesting at center frequency of 2.45 GHz in the 
wireless local area network (WLAN) band. Three unequal widths of rectangular slots with equal distance 
have been created step by step to maximize the peak gain to 3.6 dB of the antenna. Radiation plot of 
the proposed antenna has been depicted to be omnidirectional for RF energy harvesting with maximum 
radiation efficiency characteristics. The dimension of the antenna is reduced up to 28 × 17 mm2 with 
better reflection coefficient of -34.6dB.

Compilation of References................................................................................................................ 254

About the Contributors..................................................................................................................... 275

Index.................................................................................................................................................... 280

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



﻿﻿

Preface

﻿

This book is aimed at both engineering students and practicing professionals specializing in the domain 
of computational methodologies; Electronics and Electrical field to provides useful and concise informa-
tion concerning the latest technology used. There are a lot of challenges in the real-world scenario say 
medical field, communication system or be it the drastic increase in the computing devices bringing IoT 
concept in picture, that could be answered through the revolutionary technological approaches. One of 
the key objectives of the research should be its usability and application. This book attempts to docu-
ment and spark a debate on the research focused on technology in the context of emerging fields such as 
Computational technologies, Electrical and electronic engineering field. The application of technology is 
a key theme in every chapter of this book. This book intends to showcase technologies that could bring 
about a fundamental change in the field of engineering and technology.

The chapters included in this volume bring together recent research of more than twenty authors in 
the field of neural networks and pattern recognition, machine learning, vascular cardiology, breast cancer 
detection, smart grid, and RF communication system. This volume describes the application of pattern 
recognition schemes to the classification of various types of waveforms and images. Power electronics 
is the technology behind the conversion of electrical energy from a source to the requirements of the 
end-user. Therefore, it is of vital importance to both industry and the individual citizen. Energy conver-
sion techniques are now a primary focus of the power electronics community with rapid advances being 
made in conversion technologies in recent years that are detailed in this book. The technology of DC/
DC conversion is making rapid progress and, according to incomplete statistics, there are more than 600 
topologies of DC/DC converters in existence with new ones being created every year. 

The chapters span a large variety of problems in signal and image processing, using mainly machine 
learning for IoT and biomedical field, smart grid, and RF and microwave domain. 

The book contains the latest technological research work from three different domains. The work 
has been done by using various simulation tools such as MATLAB, COMSOL, HFSS, CST, ADS, and 
NETSIM. 

Chapter 1 describes the design of a basic power-efficient object dropping game named “Catch me if 
you can” which works on the ARDUINO PLATFORM. A dropping mechanism is developed using the 
servo motors interfaced to Arduino. The mechanism includes an object holder attached to the servomo-
tor and a loading tube. The dropping of the objects is controlled by any wireless Bluetooth controlling 
device like mobile phone or joystick and by the keypad interface installed in the design. The game is 
about catching the objects dropping randomly as a challenge which is controlled by the operator. The 
overall simulated design can be done in the Easy EDA platform. The overall game can be controlled 
by an app which is designed by MIT App Inventor. This game can be implemented in Amusement 
parks, exhibitions, kid schools, and shopping malls. Besides this entertainment aspect, commercially it 

xv
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works as a small-scale product packaging system by involving DC motors, which are needed in moving 
packaging belt. This mechanism is efficient in packaging products in some specific count. This system 
is helpful for the small-scale candy, biscuit, ice-cream, beverages, and other packaging industries. The 
main advantage of this design is cheap and affordable to young industrialists.

Chapter 2 describes the reconstruction of the 3D image using CNN. It focuses on activities that use 
in-depth learning Strategies for measuring the 3D status of common things from one or more RGB im-
ages. It organizes based literature in the layout presentations, network structures, and training methods 
they use. As the survey was conducted for methods of reconstructing common objects, this paper also 
evaluates some of the latest efforts that emphasize particular categories of an object such as the shape 
of the human body and face. This provides an examination and correspondence of the execution of 
some important papers, summarizing some open-ended issues in the field, and exploring encouraging 
indications for subsequent research.

Chapter 3 describes the Machine learning-based Intrusion Detection System (IDS) which is a research 
field of network security depending on the effective and accurate training of models. The models of 
IDS must be trained with new attacks periodically, therefore it can detect any security violations in the 
network. One of the most frequent security violations that occur in the network is the Denial of Service 
(DoS) attack. Therefore, training of IDS models with the latest DoS attack instances is required. The 
training of IDS models can be more effective when it is performed with the help of machine learning 
algorithms because the processing capabilities of machine learning algorithms are very fast. Therefore, 
the work presented in this paper focuses on building a model of a machine learning-based Intrusion 
Detection System for Denial-of-Service attacks. Building a model of IDS requires a sample dataset and 
tools. The sample dataset which is used in this research is NSL-KDD while WEKA is used as a tool to 
perform all the experiments.

Chapter 4 focuses on reliable and fast communication networks for the effectiveness of smart grid 
automated substations. The communication network is a prerequisite to connecting different protection, 
control, and monitoring equipment are within the power substation. Ethernet fulfills all the requisites 
such as reliable, fast, secure, interoperable, LAN-based communication system for smart substations. 
Therefore, the main aspect is to improve the reliability of the network by prioritizing the critical com-
ponents by using the knowledge of component importance measures (CIM). This critical ranking of the 
components is significant in influencing the performance of the networks. In this paper, analysis of IEC 
61850 Ethernet-based substation communication network (SCN) architectures has been examined using 
various reliability importance measures.

Chapter 5 focuses on preventing attacks on Big Data systems ranges from DDoS to Information theft, 
ransomware to end user-level security. So, implementing security to Big Data system is multiple phase-
based ongoing processes in which security is imposed from perimeter level to distributed file system 
security, cloud security to Data security, storage to data mining security, and so on. In this paper, the 
authors have identified some key vulnerable points related to Big Data and also proposed a Security Model.

Chapter 6 emphasizes that in medical science, proper medical analysis and examination of car-
diovascular disease is a very crucial, convincing, and sophisticated task for saving a human life. Data 
analytics rises because of the absence of sufficient practical tools for exploring the trends and unknown 
relationships in e-health records. It predicts and achieves information that can ease the diagnosis. This 
survey examines the cardiovascular disease prediction system developed by different researchers. It also 
reviews the trend of machine learning approaches used in the past decade with results. Related studies 
comprise the performance of various classifiers on distinct datasets.

xvi
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Chapter 7 examines the function of the electromyography signal implant and its performance in the 
health care sector from a technical control perspective. The purpose of the myoelectric prosthesis is to 
restore the basic functions of the lost organs in the joint using neural signals produced by the muscles. But 
unfortunately, the use of such myosignals is difficult and complicated. Besides, once detected, it usually 
requires a computational force strong enough to convert it into a user-controlled signal. Its modification 
of the actual function of the implantis limited by several factors especially those associated with the fact 
that each amputee has a different muscle movement. Modified Artificial Intelligence systems designed 
for pattern recognition have the potential to improve the size of implants but still fail to provide a system 
in which artificial arms can be controlled by brain signals. Although recent advances in pattern recogni-
tion techniques have been able to distinguish many degrees of freedom with very high accuracy, their 
level of efficiency was easily accessible and expressed in working applications.

Chapter 8 proposes a switched inductor configuration based non-isolated DC-DC converter with 
high voltage gain for EV applications. The proposed converter has two output capacitors instead of a 
single output capacitor for voltage boosting capabilities. Enhancement of the output voltage with the 
addition of a greater number of switched inductor cells is also possible in this configuration. The most 
advantageous factor of this proposed converter is the use of low-voltage semiconductor devices as they 
don’t require large heat sinks. The converter operation in the steady-state is fully analysed. In addition 
to that, for stability analysis, the small-signal model for the proposed converter has also been developed. 
The frequency response using the small-scale transfer function of the converter has also been done by 
employing MATLAB. A suitable controller with suitable parameters has also been designed to improve 
the overall stability of the DC-DC converter in consideration. The results obtained after simulation veri-
fies the feasibility of the converter.

Chapter 9 focuses on identifying the best machine learning algorithm by comparing their performances 
for predicting cardiovascular diseases in a reasonable time. The machine learning algorithms which have 
been used in the presented work are Naïve Bayes, Support Vector Machine, K-Nearest Neighbours and 
Random Forest. The dataset which has been utilized for this comparison is taken from the University of 
California, Irvine (UCI) machine learning repository named “Heart Disease Data Set”.

Chapter 10 focuses on providing a simple, efficient, cost-effective, and reliable communication system 
for traffic management. Keeping in view the aim of smart city, after cleanliness, traffic is a major concern 
nowadays. A case study is presented through the proposed model in this work that will help in improving 
the traffic condition of the city. The available data is analyzed and processed through Raspberry-pi. This 
data is simultaneously being updated at the webserver through the cloud. Based on the data available in 
real-time, the system enables to control traffic system dynamically. This helps in reducing congestion 
and provides a fast going way for heavy vehicular traffic. The system can be clubbed with the existing 
centralized traffic control system in the Indore city to manage traffic conditions in a better way.

Chapter 11 explains that security is one of the fundamental issues now a day for both computer systems 
and computer networks. Intrusion Detection System (IDS) is a crucial tool in the field of network security. 
There are a lot of scopes for research in this pervasive field. Intrusion Detection Systems are designed to 
uncover both known and unknown attacks. There are many methods used in intrusion detection systems 
to guard computers and networks from attacks. These attacks can be active or passive, network-based 
or host-based, or any combination of them. Current research uses machine learning techniques to make 
intrusion detection systems more effective against any kind of attack. This survey examines the design-
ing methodology of the intrusion detection system and its classification types. It also reviews the trend 
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of machine learning techniques used in the past decade. Related studies comprise the performance of 
various classifiers on the KDDCUP99 and NSL-KDD dataset.

Chapter 12 presents a design proposal for low-cost speed control and electrical fault mitigation of 
three-phase induction motors. The proposed system can control and monitor TIMs (Three-phase induc-
tion motors) from far-flung areas. Here authors have proposed a relay-free system for fast fault clearance. 
IoT technology and low-cost microcontrollers have helped in achieving a system that is more reliable, 
economical, user friendly, and fast. It can be controlled by mobile application at the comfort of home. 
Data related to fault occurrence can be stored and analysed for preventive maintenance. V/f scalar control 
method is used for speed control of TIM and able to control it in a wide range. Electrical faults such as 
over-current, over-temperature, over-voltage, and under-voltage are considered in this chapter. Simula-
tion of the proposed design is done using Proteus 8 software. ESP32 is used to runs a web server that 
connects the mobile app with simulation.

Chapter 13 explains that the Smart grid has changed power systems and its reliability concerns. Along 
with that, cybersecurity issues are also introduced due to the use of Intelligent Electronic Devices (IEDs), 
Wireless Sensory Network (WSN), and Internet of Things (IoT) for two-way communication. This paper 
presents a review of different methods used from 2010 to 2020 focusing on citation as the main criteria 
for reliability assessment of smart grids and proposals to improve reliability when it comes to assessing 
a practical transmission system.

Chapter 14 presents the advantage of distributed generation in terms of system reliability and reli-
ability of customer load. The Solar Photovoltaic (SPV) system is one of the distributed generations, 
which may lead to the supply of electrical energy. The customer at the site of load demand mainly uses 
the SPV system. The installation of the SPV system is advantageous for the electrical load demand. 
Solar systems have greater efficiency for supplying both types of load (i.e. Thermal and electrical) si-
multaneously. The modeling of two power system components i.e., generation and distribution can be 
performed using the Monte Carlo simulation (MCS) technique. The data used for generation modeling 
is taken from IEEE- RTS (Reliability test system) and data for the distribution system is obtained from 
IEEE- RBTS (Reliability Busbar test system). The reliability parameters such as Average Energy Not 
Supplied (AENS) and Loss of Energy Expectation (LOEE) are evaluated for the analysis of individual 
customer reliability and overall system reliability simultaneously.

Chapter 15 discusses the current situation of renewable energy and the growing need for renewable 
energy. The present and past research revealed that the Ministry of New and Renewable Energy has 
done a great job and heading India towards renewable energy, but this is not done yet, India has not only 
sufficient climate condition but also a large surface area which set a good chance for India to lead in the 
renewable sector in the world. An effort has been made to summarize the current scenario, benefits, and 
recent development of renewable energy.

Chapter 16 explains that the Conventional generation is the most reliable option to meet the increased 
energy consumption in terms of operating performance. However, the increased greenhouse gas emis-
sion is a major threat from the conventional generating units due to fuel pollution. Although to meet the 
increased energy consumption, reliably conventional generating units are inevitable. So the government 
has taken the initiative to shut down the conventional generating units with higher pollution levels than 
the defined norms. This imposes the overall load burden on the other state generating units. As Delhi is 
sufficiently rich in solar radiation, the paper proposes the Solar PV installation to meet the generation 
gap of shutdown units.
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Chapter 17 presents a study is to develop a computational thermal model of breast cancer using real 
breast surface geometry and internal tumor specification. The model depicting the thermal profile of 
the subject’s aggressive ductal carcinoma is calibrated by variation of blood perfusion and metabolic 
heat generation rate. The subject’s IR image is used for validation of the simulated temperature profile. 
The thermal breast model presented here may prove useful in monitoring the response of tumor post-
chemotherapy for female subjects with similar breast cancer characteristics.

Chapter 18 presents the performance and efficiency of a solar PV cell are greatly dependent on the 
precise estimation of its current-voltage (I-V) characteristic. Usually, it is very difficult to estimate 
accurate I-V characteristics of solar PV due to the nonlinear relation between current and voltage. Me-
taheuristic optimization techniques, on the other hand, are a very powerful tool to obtain solutions to 
complex non-linear problems. Hence, this book chapter presents two metaheuristic algorithms namely, 
Particle swarm optimization (PSO), and Harmony Search (HS),  to estimate the single-diode model 
parameters. The feasibility of the metaheuristic algorithms is demonstrated for a solar cell and its exten-
sion to a photovoltaic solar module and the results are compared with the numerical method namely, 
the Newton Raphson method (NRM) in terms of the solution accuracy, consistency, absolute maximum 
power error, and computation efficiency. The results show that the metaheuristic algorithms were indeed 
capable of obtaining higher quality solutions efficiently in the parameter estimation problem.

Chapter 19 presents a compact rectangular slotted antenna fed through a coplanar waveguide for a 
rectenna system which is proposed in the application of radiofrequency (RF) energy harvesting at the 
center frequency of 2.45 GHz in the Wireless local area network (WLAN) band. Three unequal widths 
of rectangular slots with equal distance have been created step by step to maximize the peak gain to 3.6 
dB of the antenna. The radiation plot of the proposed antenna has been depicted to be omnidirectional 
for RF energy harvesting with maximum radiation efficiency characteristics.

Since this book covers relatively wide areas and various contents related to complex scientific issues, 
due to the limited expertise and competence of the authors, errors and omissions may be inevitable, so 
we deeply appreciate the readers’ criticism and comments. We feel optimistic that the significant area 
and its practical applications will be highly valued for its documentation.
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ABSTRACT

This chapter is about a basic power-efficient object dropping game named “Catch Me If You Can,” which 
works on the Arduino platform. A dropping mechanism is developed using the servo motors interfaced to 
Arduino. The mechanism includes an object holder attached to the servomotor and a loading tube. The 
dropping of the objects is controlled by any wireless Bluetooth controlling device like a mobile phone 
or joystick and by the keypad interface installed in the design. The game is about catching the objects 
dropping randomly as a challenge which is controlled by the operator. The overall simulated design can 
be done in EasyEDA platform. The overall game can be controlled by an app which is designed by MIT 
App Inventor. This game can be implemented in Amusement parks, exhibitions, kid schools, and shop-
ping malls. Besides this entertainment aspect, commercially it works as a small-scale product packaging 
system by involving DC motors, which are needed in moving packaging belts. This mechanism is efficient 
in packaging products in some specific count.
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1. INTRODUCTION

Road fighter, Snake game, Tetris and Pacman are few of the 90’s video games that were the kid’s fa-
vorite. Pac-man and Tetris are played on the electronic screens and the player will have the controls of 
the game. These games are famous for creating fun in places like amusement parks, carnivals and game 
stations. Children are more likely to get attracted to these kinds of games. So the games were designed 
to show attractive to the children. These machines are powered by electricity and most of the system 
designed using microcontroller (Chen and Lin, 2009), so power handling is one of the aspects that are 
to be considered. Here we have created such a kind of game named “Catch me if you can”. The design 
of the game includes boxes equipped with a dropping mechanism that holds a few objects in them and 
each box is given a number. An object will be released from a box at a time according to the instruction 
given by the game operator. The person playing the game has to catch the object falling to get the score 
in the game. We implemented our system using wireless connectivity using Bluetooth module (Debnath 
et al., 2019). The overall design implemented using Arduino (Badamasi, 2014).

2. OVERVIEW AND HISTORY

We are using Microprocessors and Microcontrollers for the implementation of the embedded systems 
and many other Automatic devices from the late 1970.But there are limitations to the devices such as 
Less RAM and ROM, Less power efficient and High Latency. That is why we decided to design our 
system using an Open Source platform called “Arduino”. It was created by Massimo Banzi at LVREA in 
2005, with the intention to produce a less expensive way for neophyte and maestro make devices which 
interacts with the environment using sensors and actuators (Kushner, 2011).

The Arduino UNO board have 1.14 Digital I/O pins(pins 0-13),Zero and Five are the values for 
the input and output for these digital pins, and it also consists of 6 Analog inputs pins(pin 0-5)„these 
pins can measure voltage from 0 to 1024 different levels of voltage, The Analog output pins are digital 
pins(pins 3,5,6,9,10,11),these pins are also called as PWM pins.

The Board can be powered by 5volts to 7 volts, also with a USB port of a Computer. It has a KBs 
RAM, 32 Kb flash memory, 1Kb EEPROM, and 16 MHz clock speed. We can design a variety of 
systems such as embedded systems and Robots using the Arduino platform. (Banzi and Shiloh, 2014).

We can interface a lot of Transducers and Sensors with Arduino, like LEDs, LCDs, motors and Sen-
sors etc. To establish a wireless communication with Arduino we can use Blue tooth, GSM and other 
wireless modules (McRoberts, 2011).

In our system we use servo motors to store and release the objects. Servo motor consists three pins 
1.digital pin 2. VCC (supply) 3.Ground, these pins connected to Arduino digital pin of servo motor con-
nected to PWM pin of Arduino (Bhargava and Kumar, 2017). Servo motors are widely used in many 
real-life applications.

Servo motor is a type of Transducer which works on feedback, which helps to control the position 
of the motor. Generally, these motors have the capability to have a rotation of 0 to 180 degrees, but full 
rotating servos are also available. We can find Servo motors in Remote controlled Airplanes, cars and 
boats. Servo motors are used to build robots also. Servos control the joint moments in Robots.
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A Servo is constructed using a DC motor, Gears which are connected between the motor and shaft, 
Arduino controls the position of the servo motor by giving. Pulse Width Modulation (PWM) signals. 
The longer the pulse width is, the higher the angle servo moves. Servo.h library helps do this thing.

In our design we use Bluetooth module for communication purpose. Bluetooth Module design for 
transparent wireless serial connection setup, HC05 module (electronica studio) can be used to establish 
wireless communication using Bluetooth Serial Port Protocol (SPP) module. The transfer speed is 
of 3Mbps with complete radio transceiver and with the baseband of 2.4GHz.It have Default Baud rate: 
9600 and Typical -80dBm Sensitivity (Singh et al., 2018).

Figure 1. Arduino (Banzi and Shiloh, 2014)

Figure 2. Servo Motor (Components101)

Figure 3. Bluetooth Module (HC-05) (electro some)
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3. PROPOSED METHOD

Most of the Research papers based on Games are made using common devices such as joystick, LED, 
keyboards and LCDs (Duch and Jaworski, 2018). In this Particular paper we have designed a game which 
is equipped with Servo Motors and radio communication (Blue- tooth module) with some mechanism.

Game Design

Game consists a long frame, placed at certain height. Six rectangular boxes fixed at certain places in 
the frame and Wiring is made along the frame. In each box one servo motor is attached. Servo motor 
equipped with circular disc which holds the objects. In the box, by the rotation of servo motor the objects 
are loaded and released out from the box. The Box construction and Frame construction and overall 
Setup of our design is explained in below sections.

Box Construction

For a rectangular empty cardboard box, two holes are made one for loading objects and another for dis-
charging at top of the box and bottom of the box respectively. For loading objects a cylindrical tube is 
attached at one hole at top of the box. At the bottom of the box a servo motor is attached, and a circular 
disk with a holder is fixed to the servo motor. The servo motor with circular disc with holder is present 
inside the rectangular box. Every time servo motor rotates the circular disk, which holds objects and 
release objects at bottom hole of the box as show in Fig.4 the Box construction is done.

Frame Construction

The frame is the body of the game, it holds the six boxes, which is equipped with mechanism as explained 
above. Boxes placed at certain places and frame gives support to the game. The frame is tied to the three 
stands, which enables the structure to stand on the floor. Stand is movable it consists wheels, a long pole 

Figure 4. Circular disk with servo motor holder, circular disk, circular disk with servo motor, cylindrical 
tube for loading, overall box with mechanism, loading objects, releasing objects
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is attached to movable stand .The frame is attached to poles. The overall wiring and connection is made 
along with (attached to) the frame. Frame is very flexible to bend. We designed the frame with stands in 
such a way that the frame is moving up and down as our convenient. The three stands consists wheels, 
we can move the overall system easily as shown in Fig.5.

Overall Setup

The overall Setup consists movable stands with poles, plastic frame, rectangular boxes and servo motor 
with circular disk. At first the poles are fixed to movable stands, and then frame is attached as described 
above section and then boxes are attached to frame. The rectangular box with mechanism and frame with 
stands, all put together the overall system is designed as shown in Fig.7.Boxes are made with cardboard, 
the frame is made with plastic, and this works on the Arduino platform, which is open-source and cheap.

a. Hardware Connections

The Overall system designed using Arduino UNO Board. Arduino is interfaced with Bluetooth module 
(HC-05) and Servo motor. Operated with mobile by giving instruction to Arduino board using Bluetooth 
module. By giving instructions to Arduino, it operates servo motors to load and release objects. The 
Overall system controlled with mobile using an app. The overall setup with Arduino, Servo motor and 
Bluetooth module connections explained below sections.

Figure 5. Frame construction with one box, frame with six boxes, overall frame
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Servomotor Connections

As shown in Fig8.Servo motor (SG90) consists of three pins. 1. Control pin, it is connected to any PWM 
pin, 2.Power supply pin, it is connected to 5v terminal, 3.Ground pin is connected t to GND terminal in 
the Arduino. Arduino controls the rotation of servo motor by using servo library. Arduino controls angle 
of rotation and speed of servo motor by using PWM pins Servo motor Specifications: As shown in 
Table. I the main specifications in servo motor are torque and speed. The amount of time required by the 

Figure 6. Overall Setup

Figure 7. Arduino connections
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motor to respond is always in proportion with the distance that it is going to travel. A pulse is produced 
every 20 ms. Width of pulses which determine the shaft position. As shown in Fig.8. The connections 
are done with Arduino and servo motor these are attached to the frame.

Bluetooth Module(HC-05) Connections

As shown in Table. II, Bluetooth module consists 6 pins and these pins configured as described in the 
below table. As shown in Fig.9 the Bluetooth module (HC-05) is interfaced with Arduino board (HC-05).
Now connect Bluetooth network using mobile. After connection establish give instructions to Arduino 
using an app. App design discussed in below section. Mobile sends the instruction to Bluetooth. Blue-
tooth sends these instructions to Arduino finally Arduino controls the servo according to instructions.

Overall Connections:

The overall system designed using Arduino. As explained in above sections, the servo motor and Blue-
tooth module are interfaced together as shown Fig.12.From Arduino, 5V and GND pin is connected 
commonly to six servo motors VCC pin, Bluetooth module VCC pin and six servo motors GND pin, 
Bluetooth module Ground pin respectively. To controlling rotating angle of the six servo motors control 
pins are connected to six digital pins in Arduino i.e,D2,D3,D4,D5,D6,D7 .The transmission between 
Arduino and Bluetooth is a serial communication i.e., is as shown in Fig.10.

This overall simulated circuit can be designed in EasyEDA platform(EasyEDA).

Figure 8. Servo motor connections with Arduino
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Table 1. Specifications of Servo Motor (Components101)

Dimensions: 23.2 x 12.5 x 22 mm

Weight 9 g

Operation Speed: 0.12sec/60degree(4.8v)

Stall Torque: 2.5kg.cm/20.87oz.in(4.8v)

Operating Voltage& angle 4.8V&120degree

Control System Direction Analog & CCW

Required Pulse: 900us-2100us

Type of Bearing, Gear, Motor: None, Plastic, Metal

Table 2. Pins and configuration bluetooth module

Pin Description Function

VCC +5V Connected supply 5V in Arduino

GND ground Connected to ground in Arduino

TXD Transmitter Pin(Bluetooth Serial Sending Pin) Connect the pin to the Arduino Recover pin(RX)

RXD Receiver pin(Bluetooth serial receiving pin) Connect the pin to the Arduino Transmitter Pin(TX)

KEY Mode Switch Input AT Command mode

State Indicator It shows HC-05 On/Off

Figure 9. Bluetooth module connections with Arduino

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



9

Catch Me If You Can Game as Well as Packaging System Efficient Design Using Arduino UNO
﻿

App Design

We are developed app using MIT App Inventor (Inventor) Instructions to Arduino finally Arduino 
controls the servo according to instructions. For controlling the system using Bluetooth wireless con-
nection.Fig.13 shows app interface. In app inventor, first design interface by placing things what we 
need and arrange them in a way as shown in Fig.13.And next place blocks according to your design in 
background as shown in Fig.14

Figure 10. Transmitting & receiving data from Bluetooth to Arduino vice versa (fritzing)

Figure 11. Overall Connections stimulated(EasyEDA
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Operation

By using the app we give instructions to Bluetooth module, Bluetooth module sends the instructions to 
Arduino, Arduino gives instruction to Servo motor. By rotating Servo motor load the objects and release. 
As shown in Fig.13 1.Manual control 2.Automatic control in manual control user need to select one 
number that corresponding box releases the marble for the game, product for the packaging machine. In 
random control boxes are respond and release according to randomly generated number. In automatic 
control depends upon entered number, that corresponding box will respond.

These instructions can also be given from the keyboard installed in the design itself. The dropping 
mechanism is designed in a way that the holder will catch the object perfectly and release perfectly 
without any fail.

Figure 12. Overall Connections

Figure 13. Main screen, manual control screen, automatic control screen (inventor)
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4. APPLICATIONS

The primary application of the design is “Catch me if you can” game. In practice, this can be installed 
at places like Kid schools, amusement parks, shopping malls and parks. Another application is that it is 
useful as a packaging machine in the industries. There will be a conveyor belt which consist of empty 
boxes need to fill items. Those empty boxes exactly located under Add this the packaging machine boxes. 
1st we need to load machine boxes with items with certain count then load those items into empty boxes 
placed on the conveyor belt. Then rotate belt. As this is cheap and beneficial, more people can avail this 
product in future. These type of designs can increase the students programming ability.

Figure 14. Blocks (Inventor)

Figure 15. loading position, dropping position, return to loading position
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Figure 16. Overall Operation

Figure 17. A person playing this game
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5. FUTURE SCOPE

This design can become the replacement of manual packaging techniques in small scale industries in 
future. By increasing the holder’s count in the circular disk, the system can best act as a packaging ma-
chine. By interfacing size detecting sensors to the Arduino, the holder can separate fruits of different 
sizes into separate boxes; this feature is much helpful for the fruit cultivators. By using color sensors 
also, separating objects and fruits efficiency is increased .As every component is simple and easy to 
assemble manufacturing and bringing this to availability is easy and cheap. In the game point of view 
by installing a camera to the game and using artificial intelligence will increase the effectiveness of the 
play .Artificial intelligence observes the players attention and releases objects accordingly.

6. CONCLUSION

We constructed this machine using cardboards, water pipes, scissors, glue gun, threads, plasters, iron 
poles, chair stands, papers, connecting wires, Arduino Uno, Bluetooth module and Servo motors. We 
spend around 1500 rs on constructing this in- credible machine. Except for the electronic components, 
other stuff used for construction is mostly waste materials and easily available. So in mass manufacturing 
also product cost is considerably low to others. The assembling of the parts is very easy and has a simple 
structure. So it is effortless to replace any component which is damaged. So the lifetime of the machine 
is also long. Our main intention of building this machine is to provide both a low-cost entertainment 
game and a power-efficient packaging machine in a single device, which is affordable for the poor also.
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ABSTRACT

3D reconstruction is a long-standing complication when comes to testing happening from decades from 
machine learning, computer graphics, and computer perspective environments. Using CNN for the 
reconstruction of the 3D image has enchanted growing attentiveness and shown spectacular execution. 
Emerging in the new era of abrupt development, this chapter lays out an in-depth study of the latest 
developments in the field. Its focuses on activities that use in-depth learning strategies for measuring 
the 3D status of common things from one or more RGB images. It organizes based on literature in the 
layout presentations, network structures, and training methods they use. As the survey was conducted 
for methods of reconstructing common objects, this chapter also evaluates some of the latest efforts 
that emphasize particular categories of an object such as the shape of the human body and face. This 
provides an examination and correspondence of the execution of some important papers, summarizing 
some open-ended issues in the field, and exploring encouraging indications for subsequent research.
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1. INTRODUCTION

This Reconstruction of 2D images into 3D is a particularly associated topic in Computer Vision. Com-
puter Vision and the augmented reality industry emphasize reconstructing 3D view to extemporize the 
virtual outcomes. 3D imaging is also called stereoscopy, which is broadly used for the intensification 
of a 2D image by expanding the illusion of depth. The fundamental aim of 3D reconstruction which 
depends on the image is to deduce the arena from 2D images, the object’s structure, and 3D geometry.

2D images consist of rich information about the face encoding which can be utilized in another plane. 
The data of the presentation of the lower dimension from the higher dimension departed when the image 
of a 3D object is projected on a 2D plane. Hence, for building 3D constitute there will never be sufficient 
data from the 2D image. The preceding information about the 3D shape is necessary to construct 3D 
interpretation from a single image.

The main problem is the plane of projection, in a 2D image if an image from one projection then 
the data cannot be retrieved (or sometimes hidden) for the other plane. But in the case of the face, if 
the image is taken well enough then it can have all the position vectors for the facial encoding of the 
image. The generated output thus can be placed or synchronized for the 3D plane with new positions. 
The main objective is to reconstruct the 3D shape of an object from multiple or even single 2D images. 
The study is arranged as: Section 2 describes the applications. Section 3 depicts the background and 
literature review. Section 4 discusses various taxonomy used for the 3D reconstruction of images. Sec-
tion 5 concludes the paper.

2. APPLICATIONS

Numerous applications need 3D models. One such application is 3D face reconstruction and face alignment. 
When work on face alignment started, it focused on observing special fiducial points. Face alignment 
serves as a condition for various facial chore-like face identification, 3D face regeneration, and so on.

3D face reconstruction works by evaluating 3D vertices and equivalent colors from a particular im-
age. During reconstruction, the non-visible area’s texture got wrenched because of self-occlusion. Other 
applications that can be done or to be expected in the future are 3D pose estimation, depth image, texture 
editing, or face swapping. In texture editing, we can exchange the texture and modify a particular part 
or blend images.

Facial Puppetry or duplication is a type of video-based animation that is used in games and movie 
industries as well as teleconferencing to animate virtual characters. Here, the main purpose is the transfer 
of expressions from the user to an animated character.

Face Replacement is a process in which swapping the face is done. The main challenge is to generate 
realistic output after the face-swapping is completed.

Facial Re-enactment is also a process of transferring the facial expression from the source to target 
in a video, but here both examples are real and no animation is done.

Speech-driven Animation-Strategies in this method are typically partner units of sound, i. e., pho-
nemes, to their visual partner, referred to as viseme, to integrate new mouth movements.

Video Dubbing is a process of mouth movement with the voice of some other person. A good video 
dumbing should consist of synced movement of the sound and the mouth.
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Virtual Makeup, depending on the 3D reconstruction algorithm, we can change the generated face. 
We can add makeup, a tattoo, or any other accessories that are not only realistic but adaptable to the 
construction of the face.

3. BACKGROUND

CNN’s are then started to be used for re-establishing the 3D details from one 2D facial image which 
ultimately gives the result for dense alignment of face and reconstruction of the 3D face. Although the 
3D space has a certain limitation given by the face model which reduces their performance.

The tasks performed by two end-to-end works attained state-of-the-art execution by eliminating the 
constraints of model space. In first model, 2D coordinates and 68 facial landmarks are being used for 
directing a complicated network that requires a supplementary network to estimate the depth value (Bulat 
et al., 2017). Although this technique does not allow dense alignment. While in another model, 2D im-
age is regressed by using a network and also produces the 3D image’s volumetric presentation (Jackson 
et al., 2017). But this network has the limitation; it destroys the semantic information of the points, due 
to which it has to re-impose the shape of the face consisting of the full volume in order. Therefore, it 
requires a complicated network for regression because of the inability to represent the resolution of the 
recovered shape. To summarize, the works based on models have semantic information of the point but 
are lacking in representation space. On the contrary, techniques without the model have modernization 
execution; but do not provide the connotation meaning

3.1 Related Work

M. Aharchi and M. Ait Kbi (Aharchi & Kbi, 2019), presented the construction of a 3D image using 2D 
images which are pragmatic because feasibility is also a fundamental concern of computer vision and 
image-based models. Presently, there are various approaches to the reconstruction of 3D images from 
single or multiple 2D images, every algorithm has its acknowledgment state of implementation. 3D 
reconstruction has various applications like medicine, robotic mapping, city planning, robot navigation, 
augmented reality. 3D Reconstruction from Image Requirements was conducted by getting the points 
of the desired coordinates of the picture, it is important to resolve a various kind of issues which are: 
Calibration issue - How the points are projected on the image; Matching issue - Potential to acknowledge 
and match the points that emerge on the pictures and Reconstruction issue - Examination of regulating 
3D feature points taken from the matching done and the variables of normalization. There are two recon-
struction Methods as Active methods: Active methods hinder the item to be regenerated uninterrupted by 
mechanical and radiometric techniques (structured light, laser rangefinder, and other active recognition 
techniques). And, submissive methods of reconstruction don’t inhibit with items to be reconstructed. To 
deduct the 3D structure via image transformation, only sensors are used to calculate the fluorescence 
released by the side of the object. To execute an effectual estimation for the presentation of the distinct 
approaches from 2D into 3D transformation needs an attentive outline of sets and standard data. It is 
uneven to suppose that an approach shows less execution time and a decreased error rate than other 
methods. One more drawback is that for each independent algorithm, each possessing various attributes 
and presentation. It is concluded that a big amount of 2D to 3D construction methods was committed to 
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the retrieval of the 3D image using a 2D one. It is important to use and integrate numerous depth cues 
for the aim to attain a rigorous transformation algorithm.

In 2019, Krishna Sai Joga and K. Kavya Sreen (Joga et al., 2019) used deep learning techniques. 
This paper layout a wide look over the previous five-year evolution in the area of reconstruction of the 
3D object which was based on an image. This categorized method into point-based surface-based, and 
volumetric techniques. Reconstruction of the 3D human body by volumetric approaches straight conclude 
the 3D tenancy framework. Instead, of using analytical replica this approach speaks to or allowed to 
retrieve complete geometry even with cloth on human bodies still it is bounded to the easy framework. 
Point-based representation is uncomplicated but systematic in terms of memory stipulation. It constitutes 
by an illogical set S = {xi, yi, zi} from range i=1 to N points. This portion talks about the unique point 
situated delineation and their proportionate network architecture. Point clouds are not in well-ordered 
form and they do not comfortably set into the convolutional planning. So that makes use of contiguous 
consistency. According to capture, network architecture, and the tutoring appliances, it then talks about 
methods in each category. The paper also talks about and contrasts the accomplishment of some key 
techniques. This look-over centers on approaches that delineate 3D recreation from at least one RGB 
pictures as the issue of recovering the 3D calculation of items. The proposed method gave very promis-
ing results. There is a lot of scope for extension and better accuracy.

Ronald (Yu et al., 2017), proposed the network works on per-pixel motion and a potential comparison 
between 3D face model textured projection and 2D input photographs of a person. The training of a 
network is done by generating a huge dataset with dense labels of synthetic faces by using a morphable 
face model with slight changes in occlusions, expressions, and pose. It is established that for upgrading 
the capability to operate real images, refinement in training should be done using real photographs. The 
author does not bound to the regression-based approaches of the model space and to the visibility of 
sparse facial landmarks, which are predicted by dense correspondences. Relying on speed and accuracy, 
the proposed approach outshine the modernization face alignment techniques, when the 3D face fitting 
step and facial detection are mixed. The approach is also tested on the video frames which outperforms 
per-frame processing even in uttermost lighting conditions, occlusions, and pose-variations.

Amin Jourabloo (Jourabloo et al., 2016), gives a combination of 3DMM and CNN regressor method 
is used for the alignment of the face which generally works for large-pose face images. The preparation 
of the technique relies on the parameters of 3D shape and matrix of camera projection through which the 
3DMM fitting problem is regulated and predicted by a cascade of CNN-based regressors. For produc-
tive CNN training, designs of a pose-invariant illusion of features are permitted by dense 3D shape. In 
contrast to the modernization, immense evaluation over the exacting databases is conducted to produce 
better results.

Wenbin (Hu et al., 2020), presents the novel framework called “Reinforced Differentiable Attributes” 
(REDA), for increased accuracy for the reconstruction of the face along with the accuracy of face density. 
The authors claim it to be more effective and general than any other differentiable rendering. The author 
also proposes the unoccupied deformation layer and can upgrade the precision of the model by pertain-
ing this layer on the head of the 3DMM (3D Morphable Model). This end-to-end proposed technique 
maintains both RGB-D and RGB and training based on deep learning. Various evaluation proves that 
this approach is both efficient and effective.

These days 3D television is a major landmark of visual media. In recent years, researchers are fo-
cusing on developing imaging and transformation skills in the 3D model using depth analysis (Priya et 
al., 2017). The third dimension can often be seen only from a human perspective. The eyes visualize 
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the depth and brain of the third-largest reconstruction with the help of various visual representations. 
Researchers have used this tactic to rebuild the 3D model from different views with the help of certain 
contrast parameters to measure. In recent days there are special cameras that help take a 3D viewing 
model directly. There are a few examples of the dual stereoscopic camera, deep-range camera range, etc. 
Here the cameras usually take an RGB portion of the image and its corresponding depth map. A depth 
map is defined as a function that helps to assess the depth of an object in a particular area (i.e. instead 
of a pixel). Often the pressure is considered to be deep.

CNN is working with a single 2D face image (Jackson et al., 2017), it does not need precision to align 
or establish a strong connection between photographs, working for facial expressions without thinking 
and expressions, and can be used to recreate all 3D face geometry (including invisible facial parts) by-
passing construction (during training) and installation (during testing) of the 3D Morphable Model. This 
can be achieved with a simple CNN format that enables direct file format 3D to face geometric volume 
representation from one 2D image. It also shows how related work is related locally made visible space 
can be installed the proposed framework and assistance in the development of reconstruction quality, 
especially in cases of great looks and facial expressions speeches.

4. TAXONOMY OF 3D RECONSTRUCTION

There has been many approach, methods, algorithms, and techniques used for the 3D reconstruction of 
images from 2D images. As illustrated and proposed by many authors, some of them are described below.

4.1 Watershed Algorithm

M. Arulselvi and B. Gnana Priya (Gnana et al., 2019), proposed that there was an ascent in the ubiquity 
of 3D equipment, for example, gaming devices, 3D printing, Smartphone’s, TV’s, clinical hardware, 
and others. The conversion of 2D to 3D is utilized at different stages to obtain 3D statistics. The people 
have a stereoscopic view that can be utilized to notice the depth of an item. The depth discrimination is 
because of the binocular incongruities of our eyes. Additionally, the 3D impact can likewise be made 
by parallax impact by considering dual pictures and mounding them. An image taken from a 2D or 3D 
camera can be transformed into a 3D image. A watershed algorithm based on the marker is used in which 
automatic and semiautomatic conversion modes can be used to convert 2D to 3D.

Figure 1. The architecture of Watershed Algorithm
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The depths of the various fragments of an image are allocated in a semiautomatic way. The deter-
mination of depth is very crucial, it can be improved by using a good quality 3D image. The depth 
map should be opaque and precise to deliver a standard picture. Depth is communicated as a grayscale 
picture made out of dim pixels in the extent 0-255. The value 0 speaks to the 3D pixels are situated at 
the distance in the 3D scene and 255 speaks to that the 3D pixels are found closer at the scene. The 3D 
reconstruction of images is held by utilizing the depth-based rendering methods to change over 2D im-
age alongside the created depth map into a 3D image. The subsequent stage is picture distorting which 
guides the right or left view pixel by pixel dependent on depth esteems. An overall answer to transform 
any 2D picture to 3D isn’t available.

4.2 SIFT Algorithm

SIFT is a Scale-Invariant Feature Transform (Hu et al., 2019). Because of the negative effects of natural 
illumination along with distortion of cameras, while capturing images, it becomes hard to equivalent 
pixel characteristic points in dual compatible digital pictures. The SIFT characteristic shows a parallel 
method, algorithm of scale-invariant feature transform, which was given by David G. Lowe in 2004. 
The SIFT algorithm matching feature can match solid texture points precisely. It can proceed when both 
compatible digital images transform, rotate, and parallel transform. The procedure followed by the SIFT 
algorithm is defined as -

•	 Detection of scale-space extrema: It is the first step of the computation. In this, all the images 
and scales’ locations are identified.

•	 Localizing key points: 3D quadratic function is used for determining the scale and location for 
every candidate key point. Simultaneously, the bordering key points which are not stable gets 
deleted.

•	 Assigning the orientation: Consistent orientation is assigned to a key point prior to their local 
image properties. It helps in the presentation of the key point descriptor.

•	 Generating Descriptor for local key point: The creation of key point descriptor also known as 
the feature vector of the SIFT algorithm. It is done by the orientation and gradient magnitude at 
each image sample.

After the creation of SIFT feature values ​​for key points, Euclidean separation between quality vectors 
make use of to calculate the resemblance of key points in various computerized images. An element spot 
from a single image is selected, and then the other side two-element spots are obtained by going through 
entirely element spots in the other side alternative image with the minimum and next minimum separation 
in the Euclidean. Between these two places, if the divider between the smallest and smallest distance in 
the Euclidean is below the limit value, then they are considered the points of the homologous element.

Depending on the internal and external boundary rate ​​of the right and left cameras, and the corre-
sponding two-pixel spot p1, p2 left and right images arranged in 3D spot P, two-line numbers consti-
tuting 3D spot P are settled, which can be calculated for 3D point P. The diagram shows a suitable 3D 
reconstruction model. But in real statistics, due to errors created by camera measurement along with 
similar characteristic points, right and left cameras blocked two lines which may not break at the same 
time; because of which it is required to embrace alike models to measure global links for 3D spot P.
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4.3 SURF Algorithm

For object recognition SIFT algorithm is used, but it was pertinently steady and people require to get 
into the high gear version. To overcome this problem SURF (Speeded-up Robust Features) algorithm 
is used (Sykora et al., 2014). SURF depends on the addition of products of the elements of the Hessian 
matrix for both lamina as well as for position also. This algorithm uses wavelet responses in both hori-
zontal and vertical directions for feature explanation. For dimensional analysis, there are two techniques 
for computing measurements of an object from an image: Focal length and the Pixel density method.

The focal length method works on a formula.

x/f = X/D	

Where, x =Object’s length (in pixels).
X =Object’s real-world length.
f = Len’s Focal length.
D = Separation between camera lens and object.
The pixel density method is based on a reference object. The reference object is chosen according 

to these two conditions.

1. 	 The reference object is lying in a similar plane to the object in the image.
2. 	 The reference object is simply recognizable in the image.

Surf consists of two steps- the first is feature extraction and the second is feature description. The 
fast-hessian detector is used for feature extraction. Hessian matrix is used for the detector as it performs 
very well in terms of accuracy and time. The scale and the location are selected by the means of the 
determinant of hessian. The Hessian matrix ℌ(x, σ): which is at scale σ in an image I at point x can be 
written as:

Figure 2. Ideal Model for 3D reconstruction
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ℌ(x, σ) = L x L x L x L xxx xy xy yy, , , ,� � � �� � � � � � � ��� �� 	

Where, the above parameters show the image I complexity of the Gaussian second-order by-product at 
point x.

In feature description, for generating descriptors for SURF, two steps are required. The first step 
takes input as a piece of information from having reproducible orientation from the circular region. This 
circular region is converted back into the square region which is used for extracting the SURF descriptor.

4.4 PCA (Principle Component Analysis)

The acquaintance of the thought to utilize Principal Component Analysis (PCA) to regulate face pictures 
and the ensuing utilization of the following technique for actualizing a face acknowledgment frame-
work, incited the advancement of PCA-build face handling frameworks (Blanz et al., 1999). PCA-build 
models are created by pertaining PCA on the deviations of training of the covariance matrix example of 
the mean example, to separate the eigenvectors that characterize the fundamental methods of change-
ability inside a training set. Because of the inspection, training models can be regulated towards a less 
dimensional space speaking to the weights related to every eigenvector. To construct shape and surface 
PCA-based 3D models, PCA decay is pertained doubly to demonstrate shape fluctuation and surface 
inconstancy utilizing two particular models. PCA is regulated on the covariance matrix of the shape 

Figure 3. SURF box filter
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and surface divergence. Because of the outcome of the examination, the generation of new 3D shapes 
or textures can be done using:

Y = Ȳ + 
i

m
i ix

�� 1
� 	

where m is the number of significant eigenvectors, Ȳ is the mean 3D shape or texture among the train-
ing set, Y is a new 3D texture or shape vector, αi are weights for eigenvectors, xi is the ith eigenvector 
and inside a training set. Therefore, the presentation of a 3D face via a group of texture models and 
parameters of the shape models relying on this respective framework.

For 3D face reconstruction, many researchers use 3D face models based on PCA, and for executing 
reconstruction of 3D face algorithm apply as a basis a PCA-based 3D model (Atick et al., 1996). But 
they use cylindrical coordinates rather than using Cartesian coordinates.

4.5 3DMM (3D Morphable Model)

Rather than applying a PCA model, Blanz and Vetter (Blanz et al., 1999) used 3DMM a prototypes-based 
model, of three-dimensional (3D) reconstruction from one image. The 3DMM is a productive model 
of facial features along with appearance based on two key concepts: First, all faces are in dense points, 
which are usually set on the model face set in the registration process and stored in any further steps. As 

Figure 4. Block Diagram of 3D PCA-Based models
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a result of this correspondence, facial lines can be interpreted logically, producing real-life morphs. The 
second idea is to distinguish facial features from colour and to distinguish these from external factors 
such as lighting and camera parameters. The Morphable Model could include a mathematical model of 
facial contouring, which was the main analysis of objects in the first task and included other learning 
strategies in the next task.

3D faces can be generated using two-approach- first automatically from single or many mages and 
later is by the intuitive user interface. The two major problems faced by users in computer-assisted face 
modeling. The first is to follow the approach in which improbable features are avoided and more focussed 
on the naturalness of faces. The second problem is that new 3D face models get spontaneously recorded 
by one-to-one compatibility of an inner face model.

3D faces can be generated using two-approach- first automatically from single or many mages and 
later is by the intuitive user interface. The two major problems faced by users in computer-assisted face 
modeling. The first is to follow the approach in which improbable features are avoided and more focussed 
on the naturalness of faces. The second problem is that new 3D face models get spontaneously recorded 
by one-to-one compatibility of an inner face model.

Given the collection of 3D facial modes, the variability of the visual approaches is applied to find 
connections between 3D points for all training the situation is consistent. Every training face is charac-
terized by a vector accommodating vertices connection and texture vector having RGB power to each 
vertex of a 3D triangular wire. By organizing the weights used in the file texture and texture elements, 
new 3D shapes (Snew) and new features (Tnew) are made according to the weighted organization of learn-
ing illustrations:

Snew = 
i

M

i iS c
�
�
1

, Tnew = 
i

M
i iT

�� 1
b 	

Where, M signifies total available samples in the training set, and Si is a vector containing the directions 
of the state of the ith training test and Ti is the feature vector ci and bi are the weights registered to each 

Figure 5. Visual Abstract of 3DMM
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learning specimen in direction to produce this model occurrence. Throughout the procedure of 3D face 
reconstruction, the task to evaluate the weights needed for integrating.

4.6 Deep3DFace Reconstruction

This reconstruction approach was given by Microsoft researchers (Yu Deng et al., 2010). In this, they 
proposed a CNN-root for one-image countenance reconstruction technique that makes use of blend-
level image information for weakly-supervised learning. In this, the hybrid loss function is used which 
comprises perception-level loss and image-level loss. By using this Hybrid loss function this method 
outperforms multiple datasets when compared to models trained in a fully supervised manner.

They put forward a novel structure dependence learning program for various-image face reconstruc-
tion gatherings. Their faith forecast subnet is also instructed in a weakly-supervised vogue minus a 
terrestrial-observation mark. This is considered to be the only attempt in the generation of a 3D face by 
using CNN from an unconstrained image set.

4.7 PRNet

This reconstruction approach was given by Yao Feng (Feng et al., 2018). This approach answers the 
problem of reconstruction of 3D face and alignment of the face together without any barrier of low-
dimensional object space. To render the dense alignment and 3d facial structure UV position map, a 

Figure 6. Instruction channel for single image 3D face reconstruction
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novel representation, helps in keeping the track of all the information of the 3D face along with its 
semantic explanation.

For training weight mask has been allotted to different weights to every point on the UV map and 
then calculated the total weight loss. They also provide the framework that is capable of running at more 
than 100fps to directly obtain the reconstruction of a 3D face from a 2D image.

5. DISCUSSION

The evolution of 3D data operating algorithms is presently a very strong tendency instead of processing 
a face image. Investigators employed in the field intended to take over initialize the advanced capacity 
of 3D data representation to improve systems accomplish higher execution contrast to standard 2D faces 
image processing methods. Nevertheless, an important query that needs to be acknowledged is therefore 
the evolution of 3D face image processing methodology is accurately supported, vigorous, low cost, 
real-time, and real-time data possession technology Cursor rent there are two major ways to capture 
3D face data. The initial way is to utilize committed 3D scanners and secondly to utilize 2D imaging 
devices now integrated with 3D face-building methodologies. Another way to start does not meet all 
the specifications as 3D scanners are often costly, large, they do not work in real-time, and they gener-
ally need managed imagery circumstances to efficient and co-operation of the topic are needed for a 
long time to install the scanning process. Looking at the other side, image capture utilizing 2D imaging 

Figure 7. Illustration of UV position map
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devices can be made in real-time, which requires no user interference applying affordable appliances. 
But the central problem is if the modernization of 3D graphic reconstruction techniques is sufficient to 
maintain the requirement of 3D real-life 3D data accession for face processing.

6. CONCLUSION

3D face dependent on the image remaking procedures gives a financially efficient method of getting 3D 
facial information. This sort of innovation has been applied in various fields consisting of the process-
ing of 3D face images. Notwithstanding, barely any main points of interest are as yet should have been 
explained, with the goal that is relevant to the picture relied on 3D reconstruction can be reached out to 
a more extensive scope of the utilization. In this regard, the fundamental problems that should be settled 
include the advancement of exact and completely mechanized 3D reconstruction frameworks that can 
work in uninhibited conditions.
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ABSTRACT

Machine learning-based intrusion detection system (IDS) is a research field of network security which 
depends on the effective and accurate training of models. The models of IDS must be trained with new 
attacks periodically; therefore, it can detect any security violations in the network. One of most frequent 
security violations that occurs in the network is denial of service (DoS) attack. Therefore, training of IDS 
models with latest DoS attack instances is required. The training of IDS models can be more effective 
when it is performed with the help of machine learning algorithms because the processing capabilities 
of machine learning algorithms are very fast. Therefore, the work presented in this chapter focuses on 
building a model of machine learning-based intrusion detection system for denial of service attack. 
Building a model of IDS requires sample dataset and tools. The sample dataset which is used in this 
research is NSL-KDD, while WEKA is used as a tool to perform all the experiments.

INTRODUCTION

Network intrusion or cyber-attack (Kumar et al., 2006) is an activity which prevents normal functioning 
of a system or computer network. To redress network intrusions, a mechanism called intrusion detection 
is used which mitigates or reports these intrusions. Basically, Intrusion Detection System (IDS) is an 
application that monitors, detects and prevents the network or the system against any suspicious activity 
(Sabhnani & Serpen, 2004) (Shyu et al., 2003). An IDS can be more effective if the training and testing 
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of its models are performed with machine learning classifiers because machine learning helps to gain 
insight from a bulky amount of data which is very inconvenient to humans and sometimes also useless.

With the traditional intrusion detection methods, we have to keep on watching the networks efficiently. 
To defeat these issues, in the current years, there have been various attempts to build an efficient IDS 
based on machine learning for large scale attacks like DoS (Su, 2011) (Aneetha & Bose, 2012) (Koc et 
al., 2012) (Chandrashekhar & Raghuveer, 2013) (Lin et al., 2015) (Srimuang & Intarasothonchun, 2015) 
(Hadri et al., 2016) (Syarif & Gata, 2017). But, still there are some limitations in the existing works. 
The work presented in this paper has also proposed a model of IDS for DoS attacks. The proposal of 
model has utilized a sample dataset named NSL-KDD (Effendy et al., 2017) (Shrivas & Dewangan, 
2014) (Subba et al., 2016).

Next section presents the proposed work including methodology of proposed work, experimental 
setup, classifier used for training and testing of models and performance metrics. After this, the first part 
of proposed work which is class-wise model comparison is presented. In the same sequence, the second 
part of proposed work is also presented in which a model of machine learning based IDS for DoS attack 
is provided. Last section presents the conclusion of this research work.

PROPOSED WORK

The work presented in this paper focuses to propose a model of IDS for Denial of Service attack which 
is based on machine learning. To achieve the goal, the proposed work is divided into two parts. These 
two parts are:

•	 Class-wise model comparison of machine learning based IDS to identify the ‘best class model’ 
against Denial of Service attack using sample dataset; and

•	 Proposing a model for machine learning based IDS for Denial of Service attack with the optimal 
attributes of ‘best class model’. These optimal attributes are selected from ‘best class model’ after 
performing the ‘Attribute Selection’.

The proposed model can detect Denial of Service attack better than or equal to the ‘best class model’. 
Overall, the proposed work is able to produce “Machine Learning based Intrusion Detection System for 
Denial of Service Attack”.The methodology of proposed work, experimental setup including tool and 
sample dataset, machine learning classifier used for training and testing of models and performance metrics 
which have been utilized to evaluate the performance of models are described in following sub-sections.

Methodology of Proposed Work

The steps pursued in achieving the goal of proposed work are as follows:

Step 1: NSL-KDD is selected as sample dataset.
Step 2: Weka tool is selected for experiments.
Step 3: Preprocessing of dataset files (training and test) to remove irrelevant attack classes from dataset 

files i.e. Probe, User to Root (U2R) and Remote to Local (R2L).
Step 4: Generation of 14 new dataset files (training and test) for each combination of attributes group.
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Step 5: Training and testing of models with dataset files using Random tree (Aldous, 1991) (Breiman et 
al., 1984) which is used as a binary classifier. It classifies the instances as normal or attack.

Step 6: Comparing the experimental results of 15 models on the basis of performance metrics (Bramer, 
2013).

Step 7: Choosing the ‘best class model’ for attribute selection which performs better than the others.
Step 8: Applying Correlation based Feature Selection (CFS), Information Gain (IG) and Gain Ratio (GR) 

algorithms in dataset files of ‘best class model’ to perform attribute selection.
Step 9: Training and testing of proposed model with the optimal attributes which have been selected 

after performing attribute selection.
Step 10: Comparing the performance result of proposed modelwith the‘best class model’ which has been 

obtained after class-wise model comparison of initial 15 models.

Experimental Setup

The experimental setup includes the hardware and software resources which have been utilized in the 
proposed work.

Weka

Waikato Environment for Knowledge Analysis (Weka) is a suite of machine learning software written in 
Java and runs on almost any platform. To solve the real-world data mining problem on a given dataset, 
they can be enforced straight or called from your own Java code. The version used in this research work 
is 3.6.9.

Sample Dataset

The sample dataset which has been utilized in this paper is NSL-KDD. The dataset is available in a 
number of versions. In this paper, the version KDDTrain+ is used for training of models while the testing 
of models is performed with version KDDTest+. Each version contains different number of instances 
but number of attributes in each version is forty-two. The ‘attribute number 42’ in the sample dataset 
describes the ‘class’ of an instance (normal or attack). The remaining forty-one attributes are grouped 
into four classes which are:

•	 Basic (B) group: The attributes related to individual TCP connections are included in this group.
•	 Content(C) group: The attributes related to domain knowledge in a connection are included in this 

group.
•	 Traffic (T) group: The attributes which have been calculated using a two-second time window are 

included in this group.
•	 Host (H) group: The attributes related to assessment of attacks which last for more than two sec-

onds are included in this group.

The name of individual attributes is mentioned in table 1.
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Used Classifier

Machine learning (Wu et al., 2007) is a powerful craft based on artificial intelligence and comprises a 
lot of algorithms to develop a model. These models are trained with input data known as training dataset 
and examined by unknown input termed as testing dataset (Lei et al., 2010). Training of these models 
also depends on classifier used to develop the model. The proposed work has used random tree classifier 
algorithm because it does not require much tuning of parameters and produces better accuracy in results.

The random tree algorithm is given by Leo Breiman and Adele Cutler (Aldous, 1991) (Breiman et al., 
1984). The algorithm is suitable for classification as well as regression. Basically, it performs ensemble 
for tree predictors which are referred as forest. The steps used by random tree in classification are:

•	 Select the input feature vector;
•	 Perform classification based on every tree of forest;
•	 Calculate the number of votes;
•	 Label the class in output which has gained majority of “votes”.

Table 1. Attributes of NSL-KDD dataset

Basic Group Content Group Traffic Group Host Group

Sr. 
No. Attribute Name Sr. 

No. Attribute Name Sr. 
No. Attribute Name Sr. 

No. Attribute Name

1 Duration 10 Hot 23 Count 32 Dst_host_count

2 Protocol_type 11 Num_failed_logins 24 Srv_count 33 Dst_host_srv_count

3 Service 12 Logged_in 25 Serror_rate 34 Dst_host_same_srv_rate

4 Flag 13 Num_compromised 26 Srv_serror_rate 35 Dst_host_diff_ srv_rate

5 Src_bytes 14 Root_shell 27 Rerror_rate 36 Dst_host_same _src_
port_rate

6 Dst_bytes 15 Su_attempted 28 Srv_rerror_rate 37 Dst_host_srv_ diff_
host_rate 

7 Land 16 Num_root 29 Same_srv_rate 38 Dst_host_serror_rate

8 Wrong_fragment 17 Num_file_creations 30 Diff_srv_rate 39 Dst_host_srv_serror_
rate

9 Urgent 18 Num_shells 31 Srv_dif_host_rate  40 Dst_host_rerror_rate

19 Num_access_files 41 Dst_host_srv_ 
rerror_rate 

20 Num_outbound_cmds

21 Is_hot_login

22 Is_guest_login
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Performance Metrics

The comparison of models is evaluated by performance metrics (Bramer, 2013) i.e. Accuracy, Detection 
Rate (DR) and False Alarm Rate (FAR). All these performance metrics are fundamentally calculated 
from the four key elements of the confusion metrics. These key elements depict the actual and predicted 
classes. The key elements are True Positive (TP), False Positive (FP), False Negative (FN) and True 
Negative (TN).

Accuracy (Bramer, 2013) can be calculated as:

Accuracy � �
� � �

TP TN

TP FP FN TN
	 (1)

Basically, it is a fraction of all the instances which are correctly predicted or classified.
Detection Rate (DR) (Bramer, 2013) can be calculated as:

Detection Rate 
TP

TP FN
�

�
	 (2)

Basically, it is a fraction of instances which are predicted as true positive from all the instances which 
are exactly positive instances.

False Alarm Rate (FAR) (Bramer, 2013) can be calculated as:

False Alarm Rate  
FP

FP TN
�

�
	 (3)

A graphical plot known as the Receiver Operating Characteristic (ROC) curve is also used for plot-
ting the DR vs. FAR.

The next section describes the first part of proposed work which is class-wise model comparison.

CLASS-WISE MODEL COMPARISON

The purpose of class-wise model comparison is to identify the group of attributes or combination of 
groups from sample datasetwhich can detect DoS attack more accurately than others. To perform class-
wise model comparison, fifteen pairs of dataset files are prepared with the help of four groups Basic, 
Content, Traffic and Host. The experiments which have been performed for class-wise model comparison 
are explained with its results and analysisin following sub-sections.

Experiments

Since the class-wise model comparison is performed for machine learning based IDS for Denial of Service 
attack, so the first task is to separate all records of DoS attack class and normal class from the KDDTrain+ 

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



34

Machine Learning Based Intrusion Detection System for Denial of Service Attack
﻿

and KDDTest+ files. This is the preprocessing part of experiments which have been performed in this 
research. The experiments which have been performed for class-wise model comparison are:

Preparation of Dataset files

The first experiment is to prepare15 pairs of dataset files for training and testing of models separately. Since 
the 42nd attribute is used to predict the status of attack, therefore it must be included in all the prepared 
files whether it is training file or test file. These fifteen dataset files are mentioned in following table 2.

Training and Testing of Models

Training and testing of models are performed with random tree classifier in Weka tool. These models are 
built with 15 training filesof table 2 using 10-cross validation. Further, these models are tested against 
the respective test dataset filescontaining the same class of attributes.

Experimental Results

The experimental results of class-wise model comparison of proposed work are expressed in the form of 
confusion matrix which has been simulated on Weka tool. The confusion matrix gives the result which 
shows the relation of actual classification to the predicted classification. The experimental results pro-
duced for fifteen models are as follows:

Table 2. Prepared fifteen files

Sr. No. Combination of 
Attribute Classes

Total Number 
of attributes

Attributes taken from Individual class

B(9) C(13) T(9) H(10)

1 B 9 9 0 0 0

2 C 13 0 13 0 0

3 T 9 0 0 9 0

4 H 10 0 0 0 10

5 BC 22 9 13 0 0

6 BT 18 9 0 9 0

7 BH 19 9 0 0 10

8 CT 22 0 13 9 0

9 CH 23 0 13 0 10

10 TH 19 0 0 9 10

11 BCT 31 9 13 9 0

12 BCH 32 9 13 0 10

13 BTH 28 9 0 9 10

14 CTH 32 0 13 9 10

15 BCTH 41 9 13 9 10
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The calculated performance metrics for all the models of table 3 are tabulated in table 4.

Table 3. Experimental results of 15 models

Sr. No. Number of Attribute 
Classes

Class 
Models TN FN FP TP

1 1 B(9) 8895 1214 816 5953

2 1 C(13) 7354 537 2357 6630

3 1 T(9) 9163 1772 548 5395

4 1 H(10) 9173 2020 538 5147

5 2 BC(22) 9583 842 128 6325

6 2 BT(18) 9622 1184 89 5983

7 2 BH(19) 9624 1060 87 6107

8 2 CT(22) 9106 1346 605 5821

9 2 CH(23) 9093 1522 618 5645

10 2 TH(19) 9193 1566 518 5601

11 3 BCT(31) 9008 1110 703 6057

12 3 BCH(32) 9628 1114 83 6053

13 3 BTH(28) 9618 1223 93 5944

14 3 CTH(32) 9156 1787 555 5380

15 4 BCTH(41) 9489 1409 222 5758

Table 4. Calculated performance metrics of 15 models

Sr. No. Number of Attribute 
Classes Class Models Accuracy 

(%)
False Alarm Rate 

(%) Detection Rate (%)

1 1 B(9) 87.9725 8.402 83.061

2 1 C(13) 82.8534 24.271 92.507

3 1 T(9) 86.2542 5.643 75.275

4 1 H(10) 84.8441 5.540 71.815

5 2 BC(22) 94.2528 1.318 88.251

6 2 BT(18) 92.4576 0.916 83.479

7 2 BH(19) 93.2041 0.895 85.209

8 2 CT(22) 88.4405 6.230 81.219

9 2 CH(23) 87.3207 6.363 78.763

10 2 TH(19) 87.6525 5.334 78.149

11 3 BCT(31) 89.2582 7.239 84.512

12 3 BCH(32) 92.9079 0.854 84.456

13 3 BTH(28) 92.2028 0.957 82.935

14 3 CTH(32) 86.1239 5.715 75.066

15 4 BCTH(41) 90.3365 2.286 80.340
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After calculating the performance metrics of all 15 models, the comparison of these models is per-
formed. The comparison of models is based on accuracy, detection rate and false alarm rate.

Comparison of Results

The first comparison is performed on the basis of DR and FAR of each model. The values of DR and 
FAR are taken from table 4. The comparison of models is presented by bar graph in figure 1. The red 
bar represents the detection rate while blue bar represents the false alarm rate.

Key observations from bar graph of figure 1 are:

•	 Content class model has highest detection rate which is significantly higher than model BCTH;
•	 False alarm rate of content class model is also highest which is also significantly higher than 

model BCTH;
•	 Detection rate of BC class model is on second position and also significantly higher than model 

BCTH;
•	 False alarm rate of BC class model is also lower than model BCTH;
•	 BCH class model has lowest false alarm rate.

The second comparison is performed on the basis of number of attribute classes in a model. This 
comparison is presented by ROC curve which identifies the best combination of DR and FAR. Figure 
2 shows all the models which contains single group of attributes. Similarly, figure 3 and figure 4 depict 
all the modelscontaining two groups and three groups of attributes respectively. Since these three com-
parisons are performed against model BCTH (containing all groups of attributes), so model BCTH is 
also included in these figures. The aim of these comparisons is to identify the best single, double and 
triple class models which produce detection rate better than or equal to model BCTH and minimum false 

Figure 1. DR and FAR of 15 models
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alarm rate better than or equal to model BCTH at the same time. The red arrow which is pointing a class 
model on curves manifests the best combination of DR and FAR of each comparison.

The key informations which are obtained from ROC curve of figure 2 are:

•	 DR of Content class model is the highest but FAR is also very high at the same time;
•	 Both DR and FAR of Basic class model is little greater than model BCTH;
•	 Detection rate of Traffic class model is little lower than model BCTH but false alarm rate is little 

grater at the same time;
•	 Detection rate of Host class model is the lowest and false alarm rate is almost equal to Traffic class 

model.

Figure 2. ROC curve for single class models

Figure 3. ROC curve for double class models
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Similarly, key informations which are obtained from ROC curve of figure 3 are:

•	 Detection rates of BC, BH and BT class models are greater than model BCTH but false alarm rates 
are lower than model BCTH at the same time. It shows that the presence of Basic class improves 
both DR and FAR simultaneously;

•	 Detection rate of CT class model is marginally greater than model BCTH;
•	 Detection rates of CH and TH class models are lower than model BCTH;
•	 False alarm rates of CT, CH and TH class models are greater than model BCTH.

Following the figure 2 and figure 3, the key informations which are obtained from ROC curve of 
figure 4 are:

•	 False alarm rates are comparatively greater than model BCTH When both Content and Traffic 
class are present together in class models

•	 False alarm rates are comparatively lower than model BCTH When both Basic and Host class are 
present together in class models

•	 Detection rates are comparatively greater than model BCTH When Basic class is present in class 
models.

The third comparison is performed on the basis of a particular group of attributes which is definitely 
present in a class model. This comparison is presented by bar graph in which blue bar represents the 
FAR and red bar represents the DR of a model. Figure 5 shows all the models in which Basic class is 
certainly present. In this way, figure 5 manifests the benefaction of Basic class clearly.Similarly, figure 
6 and figure 7shows all the models in which Content and Traffic class respectively are certainly present. 
Following the sequence, figure 8 shows all the models in which Host class is certainly present. The aim 
of these comparisons is to identify the role and benefaction of each attribute group in detection rate and 
false alarm rate.

Figure 4. ROC curve for triple class models
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The key informations which are obtained from bar graph of figure 5 are:

•	 Detection rate is greater than 80% for all the models;
•	 False alarm rate improves where Host class is present;
•	 Detection rate improves where Content class is present.

The key informations which are obtained from bar graph of figure 6 are:

•	 Both DR and FAR are highest for individual Content class model;
•	 Detection rate revamps if Basic class is the part of models;
•	 False alarm rate revamps if the combination of Basic class and Host class is present in the model.

Figure 5. DR and FAR of basic class with other classes

Figure 6. DR and FAR of content class with other classes
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The key informations which are obtained from bar graph of figure 7 are:

•	 Detection rate is low when Traffic class has no combination with other classes;
•	 Detection rate is also low when combination of Content class and Host class is present in the 

model;
•	 False alarm rate revamps if Basic class is present but Content class is absent in the model.

The key informations which are obtained from bar graph of figure 8 are:

•	 Detection rate is lowest when Host class has no combination with other classes;
•	 Detection rate revamps if Basic class is the part of models;

Figure 7. DR and FAR of traffic class with other classes

Figure 8. DR and FAR of host class with other classes
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•	 False alarm rate also revamps if Basic class is the part of models.

Analysis of Results Comparison

The facts which have been gathered after the comparison of results are tabulated in table 5. Table 5 
is created with the help of figure 5 to 8. Table 5 provides the values of best DR (maximum) and FAR 
(minimum) with the values of worst detection rate (minimum) and false alarm rate (maximum) for the 
class models. In table 5, second row contains the values which have been obtained from figure 5. Figure 
5 shows all the models in which Basic class is certainly present. Similarly, the best and worst values 
of figure 6 to 8 are recorded in row number 3 to 5 respectively. Figure 6, figure 7 and figure 8 shows 
all the models in which Content, Traffic and Host class respectively are certainly present. The values 
mentioned in the cells of table, also provides the name of class model in parenthesis to which it belongs.

The gist of table 5 are:

•	 Content class provides the best detection rate but it cannot be used alone because it also provides 
the worst FAR at the same time;

•	 The rest three best detection rates are from BC, BH and BCT class models in which Basic class is 
certainly present. It means that best detection rate can only be produced if Basic class is the part 
of model but BCT class model also produces worst false alarm rate. Therefore, only BC and BH 
class models are considered for best detection rate;

•	 The best false alarm rate is obtained from BCH class model which is present in row-2, row-3 
and row-5. Row-5 also contains the worst false alarm rate which is produced by CH class model. 
It means that best false alarm rate can only be produced if Basic class is combined with either 
Content class or Host class or the combination of both. Therefore, BC, BH and BCH class models 
are considered for best false alarm rate;

•	 Since, the best class model is one which produces best DR and best FAR at the same time. 
Therefore, only BC and BH class models are considered for ‘best class models’ in class-wise 
model comparison.

Finally, class-wise model comparison shows that best class model is one in which ‘Basic’ class must 
be present. Further Basic class combination with Content class maximizes the DR and minimizes the 

Table 5. Analysis of comparison for best class model

Attribute Class 
(certainly present)

Best Detection Rate 
(%)

Best False Alarm Rate 
(%)

Worst Detection Rate 
(%)

Worst False Alarm 
Rate (%)

Basic Class 88.251 (BC) 0.854 (BCH) 80.340 (BCTH) 8.403 (B)

Content Class 92.507 (C) 0.854 (BCH) 75.066 (CTH) 24.271 (C)

Traffic Class 84.512 (BCT) 0.916 (BT) 75.066 (CTH) 7.239 (BCT)

Host Class 85.209 (BH) 0.854 (BCH) 71.815 (H) 6.363 (CH)
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FAR. Similarly, Basic class combination with Host class presents improved DR but FAR is reduced 
greatly. Therefore, class-wise model comparison provides two best models BC and BH.

PROPOSED MODEL

In previous section, class-wise model comparison has been performed. As a result, two ‘best class 
models’ have been identified for machine learning based IDS for DoS attack in terms of accuracy, DR 
and FAR. This section presents the second part of proposed work which focuses on proposing a model 
for machine learning based IDS for Denial of Service attack with the optimal attributes of ‘best class 
model’. These optimal attributes are selected from ‘best class model’ after performing the ‘Attribute 
Selection’. The best class models which have been identified after ‘class-wise model comparison’ are 
BC and BH. The number of attributes in BC and BH class models is 22 and 19 respectively; therefore, 
time taken to build these class models is also long.

Since the proposed model is built with the optimal attributes of ‘best class models’. Therefore, the 
goal of attribute selection is to find those attributes in BC and BH class models which maximizes the 
detection rate and minimizes the FAR for proposed model i.e. machine learning based IDS for Denial 
of Service attack. The time taken to build the proposed model must also be smaller than the ‘best class 
models’. The experiments which have been performed for building the proposed model is explained with 
its results and analysis in following sub-sections.

Experiments

The proposed model is built with selected attributes of ‘best class models’ after performing attribute 
selection. Attribute selection focuses on selecting those attributes in ‘best class models’ which can en-
hance the computational performance like detection rate, FAR and time taken to build the model. To 
perform attribute selection, the combination of three different attribute selector algorithms CFS, IG and 
GR are chosen with two search methods namely ranker search and best first search. All experiments are 
explained in below sub-sections.

Attribute Selection in Best Class Models

The first step is to apply CFS, IG and GR algorithms on training files of BC and BH class models. At-
tributes selected by CFS algorithm are evaluated on the basis of information gain and gain ratio which 
have been calculated by IG and GR algorithms. Those attributes which have good information gain 
and gain ratio are included to prepare new training and test files for proposed model. Though, there are 
many algorithms available to perform attribute evaluation but CFS, IG and GR produces optimal results.

Correlation based Feature Selection (CFS) utilizes a famous method known as correlation. In sta-
tistics, it is known as Pearson’s correlation coefficient.CFS selects the most compatible and mandatory 
attributes in a given dataset.

The Information Gain describes the information provided by an attribute during the classification. 
Basically, it measures the difference of information where the value of an attribute is known from where 
the value of attribute is unknown. The common method which is used in calculation of information gain 
is Shannon entropy.
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Gain ratio is the result of modification which has been performed in information gain which reduces 
high-branch attributes bias. It utilizes the size and number of branches during the selection of an attri-
butes. It also performs split operation to correct information gain and calculate split ratio of an attribute.

Model Building and Testing

To build the model, random tree classifier is used in Weka tool. These models are built withnew training 
set files using 10-cross validation. Further, these models are tested against the respective new test dataset 
filescontaining the same class of attributes and using same classifier algorithm random tree.

Experimental Results

After performing attribute selection, the proposed model which is built with selected attributes must 
maintain following conditions:

•	 Detection rate should be greater than or almost equal to BC and/or BH class models;
•	 False alarm rate should be less than or almost equal to BC and/or BH class models;
•	 Time taken to build the model should be smaller than BC and BH class models.

CFS, IG and GR algorithms have selected five attributes in BC class model after performing attribute 
selection. The selected attributes are:

•	 Flag;
•	 Src_bytes;
•	 Dst_bytes;
•	 Num_failed_logins;
•	 Logged_in.

In the same way CFS, IG and GR algorithms have also selected five attributes in BH class model 
after performing attribute selection. The selected attributes are:

•	 Flag;
•	 Src_bytes;
•	 Dst_bytes;
•	 Dst_host_srv_diff_host_rate;
•	 Dst_host_srv_serror_rate.

After selecting the attributes in best class models BC and BH, two new models are built. These new 
models are BC (5) and BH (5). The performance results of new model BC (5)and BH (5) are expressed in 
the form of confusion matrix which has been simulated on Weka tool. The experimental results produced 
for new models are tabulated in table 6. These results are in terms of performance metrics.

After the performance results of new models, the comparison of these models is performed with best 
class models BC and BH. The comparison of models is based on accuracy, DR and FAR.
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Comparison of Results

The comparison of results is presented by ROC curve which identifies the best combination of DR and 
FAR. Figure 9 shows the proposed models and best class models in terms of their DR and FAR. The aim 
of this comparison is to check whether the proposed models have fulfilled all the requirements of the 
best IDS or not. The red arrow which is pointing a class model on curve manifests the best combination 
of DR and FAR for this comparison.

The key informations which are obtained from ROC curve of figure 9 are:

•	 BC (5) model has detection rate little lower than BC class model but false alarm rate is less than 
the same.

•	 BC (5) model has detection rate little greater than BH class model but FAR is equal to the same.
•	 BH (5) model has lowest DR and lowest FAR.
•	 Time taken to build the models BC(5) and BH(5) are 22.41 seconds and 30.99 seconds respectively.

Analysis of Results Comparison

Although, class-wise model comparison has identified BC and BH as best class model for machine learn-
ing based IDS for DoS attack. But proposed model has presentedthe better solution with less attributes 

Figure 9. ROC curve for proposed model

Table 6. Performance results of new models BC(5) and BH(5)

Sr. No. Number of 
Attributes

Model 
Name

Accuracy 
(%)

False Alarm Rate 
(%) Detection Rate (%) Time Taken 

(seconds)

1 5 BC(5) 93.429 0.895 85.740 22.41

2 5 BH(5) 92.167 0.823 82.670 30.99
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i.e. BC (5) model. The goal of attribute selection was to identify minimum attributes which can enhance 
computational performance. The results comparison of models BC (5) and BH (5) against ‘best class 
models’ has revealed three major points:

•	 The accuracy and DR of proposed model BC (5)is almost parallel to the best class model BC;
•	 The false alarm rate of proposed model BC (5) is equal to the best class model BH;
•	 The time taken to build the modelBC (5) is very less in comparison to time taken by the best class 

models BC and BH. It is also less than model BH (5).

Overall, BC (5) is the optimal class model with only five attributes which has qualities of both ‘best 
class models’ BC and BH. Therefore, proposed model for machine learning based IDS for Denial of 
Service attack is BC (5).

CONCLUSION

The work presented in this paper has focused to propose a model of machine learning based IDS for DoS 
attack. To achieve the goal, it has performed two tasks i.e. class-wise model comparison using sample 
dataset and proposing a model after attribute selection. As a result of class-wise model comparison, class 
models BC and BH are selected as best class models in terms of accuracy, DR and FAR against DoS 
attack. After class-wise model comparison, attribute selection has been performed in best class models. 
The selected attributes of best class models have been used to build the new models BC (5) and BH (5). 
The performance of these new models is compared against best class models. As a result, new model 
BC (5) has provided the combined performance of best class models BC and BH. Therefore, BC (5) has 
been selected as proposed model of machine learning based IDS for DoS attack.
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ABSTRACT

Smart grid can work effectively only when a reliable, fast communication network is available. The com-
munication network is a prerequisite to connect different protection, control, and monitoring equipment 
within the substation. Ethernet fulfills all the requisites such as reliable, fast, secure, interoperable, 
LAN-based communication system for smart substations. Therefore, the main aspect is to improve the 
reliability of the network by prioritizing the critical components by using the knowledge of component 
importance measures (CIM). In this chapter, analysis of IEC 61850 ethernet-based substation commu-
nication network (SCN) architectures has been examined using various reliability importance measures 
(RIM). The importance measures namely Birnbaum, improvement potential, criticality importance, 
and reliability achievement worth have given their justified rankings of the various components of SCN 
architectures. The practice of these CIMs works towards the identification of the components that can 
be allocation of resources for the improvement of system reliability.

INTRODUCTION

In today’s era, human beings are highly dependent on complex networks like Computer networks, telecom-
munication, wireless networks, Smart Grid(SG), transportation, gas and oil networks, which may be for 
financial transactions, social connections, mission - critical systems, or in emergency situations. These 
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networks need to be ultra- reliable for the smooth and proper functioning of the society. The reliability 
of these networks not only has to be very high but trustworthy also. Power Sector is among the critical 
infrastructures, and has always witnessed advancements since its evolution. Over the past decades, the 
use and demand of electricity has increased rapidly, therefore engineers are trying best to fulfill the needs 
of world. The present-day engineering revolution and increasing electricity rate, shrinking fossil fuels 
and intensifying fears about global warming have aggravated energy utilities and governments to decide 
upon solutions for improving efficiency and reliability of their existing power grids for continuous supply 
of power (Faheem et al., 2018; Thomas & Ali, 2010). Nowadays, the electric power grid is transforming 
into an intelligent grid, called the ‘Smart Grid’ (SG). The intelligence added to the traditional power 
grid may be deterrent to maintain/enhance reliability due to complexity of the system. Reliability of 
such systems depends upon network structures and communication technologies that provide end to end 
data communication (Faheem et al., 2018).Network Reliability can be enhanced through optimization 
techniques and Importance Measures (IM) analysis. There is always the need of increasing the reliability 
of the systems and its components, this can be achieved through Reliability Optimization.

Optimum performance is the primary goal for any network design engineer. To achieve this goal, 
reliability optimization is the crucial tool to accomplish the demands of the customers. Reliability optimi-
zation is basically based on allocation of redundancy in the system. The redundancy allocation problem 
implicates optimal choice of components via redundancy subjected to various constraints. Further, as 
the resources are limited, it is a challenging task to allocate resources to the most critical component 
of the system/network. The most efficient approach of analyzing criticality/ranking of components of a 
given system is through IM analysis (Fang, Pedroni, & Zio, 2016; Kuo & Zhu, 2012b). Still, the system 
goes down and fail, and they require maintenance/repair which involves cost. Practically, the most im-
portant component should be maintained first, but system has large number of components. Hence, all 
the components should be prioritized/ranked on the basis of Reliability/Cost/Risk. So that, the system 
is restored fast to normal.

The key objective is to attain optimal balance between maintenance and reliability in an effective 
manner. This objective should be achieved at minimum cost. Hence, there is a need for CIMs analysis 
of the complex networks like SCN in SG. In general, systems consist of large number of components. 
Failure of each component may affect system reliability differently depending upon their structure in a 
system and on its reliability etc. i.e all the components have relative importance with regards to their ef-
fect on system reliability. This chapter aims to do reliability analysis of SCN using IMs that is Birnbaum 
Importance Measure (BIM), Reliability Achievement Worth (RAW) and Criticality Importance (CI).

The key points of the chapter presented here are as:

1. 	 Defining the various reliability importance measures for analysis of any system.
2. 	 Evaluating the defined importance measures for reliability analysis of SCN.

Background

Since the mid of the 20th century, various CIMs are being presented by the researchers. Literature exists 
on CIM analysis in which system’s components are prioritized on the basis of their criticality to obtain a 
highly reliable, risk free, maintainable and performable system. A number of IMs have been described 
in studies, like BIM, CI, IP, RAW, and Risk Reduction Worth (RRW)(Almoghathawi & Barker, 2019; 
Amrutkar & Kamalja, 2017; Espiritu, Coit, & Prakash, 2007; Kuo & Zhu, 2012a; Wu, Chen, Wu, & 
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Wang, 2016). IMs have also been used to isolate system components that may be one of the reason for 
degradation in performance of the system/network (Almoghathawi & Barker, 2019). The core feature of 
this study is to recognize the critical network components which are responsible for the performance of the 
infrastructure networks during restoration and recovery phase. The authors have worked with resilience 
based IM for the problem (Almoghathawi & Barker, 2019). Espiritu et al. (Espiritu et al., 2007) have 
introduced new criticality based importance measures best suited for Electricity Transmission Systems 
(ETS) in power system. The new measures relate to the disruption rate of the system and its element 
rather than taking failure probability in the specified duration. A broad description on demonstrating the 
IMs to describe the problems of redundancy allocation, upgradation of system, and fault diagnosis and 
maintenance is presented in (Ramirez-Marquez, Rocco, Gebre, Coit, & Tortorella, 2006).

The reliability of a network is dependent on its components and on the structure of the network. These 
extremely intricate networks comprises of several interrelated working elements(Dharmaraja, Vinayak, & 
Trivedi, 2016). The failures of any network are directly related to the increase in maintenance/operation 
budget of any system. Therefore, lot of importance is given to system’s reliability and its improvement 
[7]. In 2012, Kuo and Zhu(Kuo & Zhu, 2012b) have presented a detailed review on RIMs . Further, they 
have also discussed comparison between various IMs in complex systems. BIM be the most widespread 
IM applied on various applications. The authors have provided expressions of IMs like IP, CI, RAW, 
Operational Criticality Index derived in terms of BIM or Fussell Vesley IM for streamlined studies 
(Awadallah, Milanovic, Wang, & Jarman, 2015; Dui, Si, & Yam, 2017; Si, Liu, Jiang, Jin, & Cai, 2019; 
Zheng, Okamura, & Dohi, 2018).

Importance Measures have been studied for many complex systems such as Substation Automation 
Systems(SAS), all digital protection systems, wind turbine systems, computer network(Chauhan, Pahuja, 
Singh, & Rani, 2016; Hajian-Hoseinabadi, 2013; Salazar, Nejjari, Sarrate, Weber, & Theilliol, 2016; 
Zhang, Portillo, & Kezunovic, 2006). All these IMs express about the criticality of each component 
in the aforementioned systems and provide solution for the ranking of these components. This helps 
in minimizing maintenance, risk, safety and improvement in reliability optimally. To the best of our 
knowledge CIM analysis has not been implemented on networks like SG and SCN.

The survey benefits to implement the knowledge of various IMs on complex systems/networks which 
are still unexplored like SG and SCN. This provide valuable insights into the concerns of the modern 
day complex network to achieve the highest possible reliability. The following sections presents the 
definition of the various RIMs, and specifically then computed for IEC 61850 based SCN. In the last, 
results are discussed and conclusion is drawn.

MAIN FOCUS OF THE CHAPTER

The reliability of the whole system is related to the possible states (failure or operative) of its compo-
nents. The organization of the components in order of their rank is established with the understanding 
of IMs. One of the best computational methodology for engineers to obtain reliability enhancement of 
the system is by RIM exploration. The detailed explanation with mathematical formulations of various 
RIMs is as follows:
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1. Reliability Importance Measures (RIM)

Basically, all RIMs are evaluated when the mission time of the system is known and fixed and further the 
component reliability are calculated at a time within that mission time. These indices are significant in 
prioritizing maintenance efforts and suggest ways for effective reliability improvement of the structure of 
the system. Overall performance of the system can be enhanced in terms of reliability, risk, availability 
with the study of RIMs. Some of the Importance Measures (IM) s and their expressions are given below:

a. Birnbaum Importance Measure

The concept of importance of components in a system was first introduced by Birnbaum in 1969(Birn-
baum, 1969). Birnbaum Importance Measure of component k at time t and is denoted by BIM(k;t). It 
can also be defined as the rate at which system reliability s t� �  is improved with the reliability of the 
component k t� �.  It signifies the prominence of the component k to the system reliability s t� � for 
a given interval of time, from 0 to t. Analytically, for a network system with m components, it is defined 
as in equation (1):
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for all k=1,2,……,m	

where 0<BIM(k;t)<1

s t� �  is the system reliability at time t
k t� � is the reliability of the component at time t

Also,  s kt t; � � �� �1  is the reliability of the system at time t when the given component k is 

functioning perfectly, and  s kt t; � � �� �0  is the reliability of the system at time t when the given 
component k is in the failed state.

Here, from equation (1), it is clear that BIM(k;t) do not depend upon the actual reliability of the 
components k t� � . This comes as a drawback for BIM.

b. Criticality Importance Measure

Here, CIM of component k at time t and is denoted by CIM(k;t). This measure considers the unreliability 
of each component, though BIM does not considers the same. Thus, less reliable component is given 
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more importance and is found to be more critical. The mathematical expression of CIM(k;t) is depicted 
in equation (2):
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for all k=1,2,………m	

where s t� �  is the system unreliability at time t

k t� �  is the unreliability of the component k at time t
m is the total number of components in the system

c. Reliability Achievement Worth

Reliability Achievement Worth (RAW) of component k at time t and is denoted by RAW(k;t) importance 
measures the effect of enhancement of reliability of a system. It quantifies the maximum possible per-
centage increase in system reliability made by a certain component. It is expressed as the ratio of the 
actual system reliability attained when component k is always in perfect working state (k t� � �1) to 
the actual value of the system reliability. Equation (3) gives the expression of RAW importance measure 
as:
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Where k t� �  is the unreliability of the component k at time t

m is the total number of components in the system
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s t� �  is the system unreliability at time t

The main focus of the chapter is to apply RIMs methodologies on architectures of communication 
network of the digital substations of SG. The next section give the detailed overview of the SCN.

2. Introduction to Substation Communication Network

The protection and control system of modern day grid with automated substation can work effectively 
only when a reliable, fast communication system is available. The communication system is required to 
connect different protection, control, and monitoring equipment’s within the power substation. These 
various equipment’s work on different protocols by different manufacturers, thus create the problem of 
interoperability. This issue is resolved by publishing a uniform standard for communication, protocol and 
configuration language in power substation that is ‘ Communication Networks and Systems in Substa-
tion’ or called as IEC 61850 given by IEC working group TC57in 2003(Kanabar & Sidhu, 2009). Also, 
the standard lay down Ethernet communication network systems are based on OSI seven layer model. 
Ethernet fulfils all the requisites such as reliable, fast, secure, interoperable, LAN based communication 
system for smart substations(Thomas & Ali, 2010). The operations of substation like protection and 
control depend upon the communication at process level as shown in figure 1. The communication issue 
at the process level is concerned with topology of the Ethernet network (LANs). The different ways of 
work stations connected with each other refers to the different topologies mentioned in the following 
section. Reliability analysis of the Ethernet based communication had become a challenging task for 
the power system engineers. Various researchers have provided many solutions to reliability evaluation 
problem of substation and its communication systems(Kounev, Lévesque, Tipper, & Gomes, 2016; 
Thomas & Ali, 2010).Sidhu et al. (Kanabar & Sidhu, 2009) have provided reliability and availability 
analysis using RBDs for a practical substation automation system architectures layout with Ethernet. 
Apart from analysis of reliability, very less work has been reported on the importance measures (IM) 
of components of the smart substations. As discussed in the earlier part of this chapter, IMs are able to 
categorize weak components and which need to be first improved so as to enhance the overall system 
reliability. Also, IMs during operational phase of the system, guides to maintain the most critical com-
ponent before the weaker one.

The performance of the network is dependent on these topologies of SCN(Ethernet LANs).Therefore 
RIM analysis of SCN is far more important to determine the performance of SAS and SG as a whole. 
In the following of the chapter, various SCN architectures and their Reliability Block Diagram (RBD) 
are discussed.

a. Substation Ethernet Communication Architectures

The hierarchical model of IEC 61850 based SAS constitutes of three levels as illustrated in figure 1.
Process level: It includes Current Transformers (CTs)/Potential Transformers (PTs), Merging Units 

(Mus), etc. The analog signals attained by CTs/PTs are converted to digital signals by MUs and sent 
over the Ethernet network to the bay level.
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Bay level: This includes microprocessor based relays called Protection IEDs (Pt.IED) and bay control-
lers called control IEDs (Ct.IED). Information are sent from the process level and received by Pt.IEDs 
and computations and decision signals are sent over the Ethernet network.

Station level: This comprises of the Human Machine Interface (HMI) and SCADA system. Here, 
the monitoring operations and are conducted from the status messages of different components of the 
substation.

Process bus: The two way communication among the process level and bay level is accomplished 
via process bus.

Station bus: This bus permits exchange of meaningful data concerning the bay level and station level, 
and allows data of all components of the substation accessible at the control hub.

b. Typical Substation Considered for the Reliability Analysis

The layout of the IEC 61850, 220/132 KV, single bus, T1-1 small substation is depicted in figure 2 
(Kanabar & Sidhu, 2009). Table 1 shows the IEDs configuration for the foresaid substation. In total 
there are 5 bays considered, (line bays: 03, transformer bay: 01, feeder bus bay: 01.

The reliability analysis of various components of the selected substation has been performed us-
ing RBD technique. The Mean Time to Failure (MTTF) numerical values are presented in the Table 
2(Kanabar & Sidhu, 2009). Communication links have very high MTTF, thus they are not considered 
for the calculations of network reliability.

The architecture of the line bay is of Star topology as presented in figure 3, here IEDs are intercon-
nected to ESW by a single link. Reliability of the line bay is calculated using RBD as depicted in figure 4.

Figure 1. Block diagram representation of SAS based on IEC 61850
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Figure 2. Layout of T1-1, single bus, small transmission substation
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All the components are joined in series with Pt.IEDs in parallel. Transformer (TFM_1) and Bus Bay 
(Bus_1) architecture is shown in figure 5 and its reliability evaluation is done with RBD depicted in 
figure 6. Table 3 shows the result of reliability analysis evaluation using series - parallel configurations 
calculations using RBDs.

Table 1. IED Configuration of various bays of the substation

Name of the 
Bay Protection IED (Pt.IED) Control IED (Ct.IED) Merging Unit (MU)

Line_1 2 1 1

Line_2 2 1 1

Line_3 2 1 1

TFM_1 2 1 2

Bus_1 2 1 2

Table 2. MTTF Values for all SAS components 

Component MTTF(Years) Reliability

Pt.IED 150 0.999993912

Ct.IED 150 0.999993912

Merging Unit(MU) 150 0.999993912

Ethernet Switch (ESW) 50 0.999981735

Time Synchronization (TS) 150 0.999993912

Figure 3. Star topology of the line bays
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Figure 4. RBD for the line bays

Figure 5. Transformer bay architecture (MU:2, TS:2)(TFM_1)

Figure 6. RBD for the Transformer bay architecture (MU:2, TS:2)(TFM_1)
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c. The Four Architectures of SCN

1. 	 Cascaded Architecture:
In this architecture, each ESW is connected to the next ESW making an open chain setup as shown in 
figure 7. RBD of the cascaded architecture is presented in figure 8, and depicts that for the successful 
working of the network, all ESWs should be working, that is, all switches are connected in series.

2. 	 Ring Architecture:
Here, the six ESWs are connected to one another to form a closed loop as demonstrated in figure 
9 and its RBD arrangement is depicted in figure 10.

3. 	 Star-Ring Architecture:
It is depicted in figure 11 with a redundant switch making a ring topology, and rest six ESWs con-
nected in star topology. The RBD of star-ring topology is shown in figure 12.

Table 3. MTTF and Reliability of Intra- Bay Communication

Component MTTF(Years) Reliability

Line_1,2,3 22.5 0.9999634

TFM_1 17.307 0.9999513

BUS_1 17.307 0.9999513

Figure 7. Cascaded architecture

Figure 8. RBD for cascaded architecture
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Figure 9. Ring architecture

Figure 10. RBD of ring architecture

Figure 11. Star-ring architecture
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4. 	 Redundant-ring architecture:
To achieve the highest possible reliability, all components IEDs are connected in redundant ring 
architecture via four ESWs as presented in figure 13 and its RBD arrangement is exhibited in figure 
14. Here both the rings are redundant, hence to be analysed as a parallel configuration.

Reliability evaluation for the four SCN architectures is tabulated in Table 4. The reliability evaluation 
of the SCN components has been obtained by RBD technique, where the communication is established 
between Pt.IED of one bay with Ct.IED of the other bay.

SOLUTIONS

Critical ranking of the SCN components by RIMs explained above in the chapter viz. BIM, RAW and 
CI is evaluated with the equations from 1 to 3. The results of the RIM analysis of the SCN components 
of the mentioned architectures are shown in Table 5 to Table 10.

From all the three IMs, ranking order of the various components of the line bay configuration is 
given as:

ESW> Pt.IED = Ct.IED = MU = TS	

Figure 12. RBD for star-ring architecture

Table 4. MTTF and Reliability of inter-bay SCN architectures

Communication Architecture Reliability

Cascaded 0.9999330

Redundant- Ring 0.9999878

Ring 0.9999513

Star- Ring 0.9999621
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Figure 13. Redundant-ring architecture
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The ranking order for Transformer and Bus bay is as follows:
With BIM and RAW: ESW > Pt.IED = Ct.IED = MU = TS
But from CIM: ESW < Pt.IED = Ct.IED = MU = TS

Figure 14. Redundant-ring architecture RBD

Table 5. Component Importance Measures of SCN (Line Bay)

Component BIM CIM RAW

Pt.IED 0.999969488 0.024042 1.000042

Ct.IED 0.999969488 0.024042 1.000042

Merging Unit(MU) 0.999969488 0.024042 1.000042

Ethernet Switch (ESW) 0.999981665 0.49903 1.000055

Time Synchronization (TS) 0.999969488 0.024042 1.000042

Table 6. Component Importance Measures of SCN (Transformer and Bus Bay)

Component BIM CIM RAW

Pt.IED   0.9999574 0.60877 1.000054

Ct.IED 0.9999574 0.60877 1.000054

Merging Unit(MU) 0.9999574 0.60877 1.000054

Ethernet Switch (ESW) 0.9999695 0.25975 1.000067

Time Synchronization (TS) 0.9999574 0.60877 1.000054

Table 7. Component Importance Measures of SCN (cascade Architecture)

Component BIM CIM RAW

Pt.IED 0.9999391 0.09086 1.000073

Ct.IED 0.9999391 0.09086 1.000073

Merging Unit(MU) 0.9999391 0.09086 1.000073

Ethernet Switch (ESW) 0.9999512 0.27259 1.000085

Time Synchronization (TS) 0.9999391 0.09086 1.000073
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From all the three IMs, ranking order of the various components in the cascade architecture of the 
substation is as: ESW> Pt.IED = Ct.IED = MU = TS

The ranking order for the components in the ring architecture of SCN is as follows:
With BIM and RAW: ESW > Pt.IED = Ct.IED = MU = TS
But from CIM: ESW < Pt.IED = Ct.IED = MU = TS

The ranking order for the components in the ring architecture of SCN is as follows:
With BIM and RAW: ESW > Pt.IED = Ct.IED = MU = TS
But from CIM: ESW < Pt.IED = Ct.IED = MU = TS

Table 8. Component Importance Measures of SCN (Ring Architecture)

Component BIM CIM RAW

Pt.IED 0.9999574 0.60877 1.000054

Ct.IED 0.9999574 0.60877 1.000054

Merging Unit(MU) 0.9999574 0.60877 1.000054

Ethernet Switch (ESW) 0.9999695 0.25975 1.000067

Time Synchronization (TS) 0.9999574 0.60877 1.000054

Table 9. Component Importance Measures of SCN (Star- Ring Architecture)

Component BIM CIM RAW

Pt.IED 0.9999682 0.67642 1.000044

Ct.IED 0.9999682 0.67642 1.000044

Merging Unit(MU) 0.9999682 0.67642 1.000044

Ethernet Switch (ESW) 0.9999803 0.48191 1.000056

Time Synchronization (TS) 0.9999682 0.67642 1.000044

Table 10. Component Importance Measures of SCN (Redundant–Ring Architecture)

Component BIM CIM RAW

Pt.IED 0.99999388 0. 49902 1.000018

Ct.IED 0.99999388 0. 49902 1.000018

Merging Unit(MU) 0.99999388 0. 49902 1.000018

Ethernet Switch (ESW) 1.00000615 0.91325 1.000030

Time Synchronization (TS) 0.99999388 0. 49902 1.000018
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The ranking order for the components in the redundant ring architecture of SCN is as follows: With 
BIM and RAW: ESW > Pt.IED = Ct.IED = MU = TS

But from CIM: ESW < Pt.IED = Ct.IED = MU = TS

The above results demonstrates that the rank/order of all the components are at an identical position 
because the failure rates and reliability of all the components are taken as equal. Practically, all these 
components have very high reliability, amongst these Ethernet Switch (ESW) is the one which has lower 
failure rate. Also, it’s an important inference that in Ring and its further architectures like Star-Ring, and 
Redundant Ring architecture, in comparison to Birnbaum Measure, the Criticality Importance Measure 
presents a more convincing metrics result, that ESW is less critical than other components. This is pos-
sible due to removal of single point of failure in ring topology, and by adding redundancies in the later 
hybrid architectures. RAW gives the same ranking of various components as by BIM. It also shows, that 
ESW is more critical component than others. It is also practically known, failure of ESW along with the 
communication media at any point in the network, will lead to catastrophic failures or may be a com-
plete shutdown of the system, this is so because, all the information exchange within the protection and 
control components is through Ethernet itself. Further, ESW transfer the information to the servers, thus 
are the only channel for HMI also to operate. Even a delay of seconds in message transfer can lead to 
cascading failures in such mission critical systems as SG network, whose SAS is a vital part. Therefore, 
redundancy of ESWs are justifiable even though at an increased cost.

CONCLUSION

Reliability Importance Measures (RIMs) are valued for providing ways and prioritizing of methods for the 
upgradation in the working of the system, also are suggestive for the utmost proficient approach to work 
and sustain system status. RIMs like Birnbaum Importance Measure, Criticality Importance Measure, 
and Reliability Achievement Worth has been successfully been carried on SCN. Reliability analysis is a 
critical study in any system’s design and then its maintenance. Improvement in system’s reliability can 
very well reduce the maintenance budget of any system. Specifically, the foremost assignment is to rank 
the components on the basis of their importance. The methodologies presented here has been successful 
to find the solution to the problem of enumerating the prominence of components in reliability studies of 
SCN. Here, RIMs for architecture of SCN are analysed and provide an understanding to its most critical 
components. The analysis is helpful in enhancing the system’s performance optimally. The RIMs analysis 
with RAW, BIM and CIM have concluded with rational ordering of components of the SCN structure. 
The practice of these IMs work towards the identification of the components that can be allocated of 
resources. This further reduces their vulnerability to attacks or to accelerate their recovery from faults. 
The analysis helps in minimizing maintenance and risk, and improvement in reliability optimally. The 
critical ranking of the components enumerated by using the measures deliver insightful meaning for 
where the investments ought to be done to achieve maximum possible reliability of the system.
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ABSTRACT

Organizations now have knowledge of big data significance, but new challenges stand up with new 
inventions. These challenges are not only limited to the three Vs of big data, but also to privacy and 
security. Attacks on big data system ranges from DDoS to information theft, ransomware to end user 
level security. So implementing security to big data system is a multiple phase-based ongoing process in 
which security is imposed from perimeter level to distributed file system security, cloud security to data 
security, storage to data mining security, and so on. In this chapter, the authors have identified some 
key vulnerable point related to big data and also proposed a security model.

INTRODUCTION

The authors Yang et al. (2016) discuss in their research Big data can be described through number of ways 
but the ‘V’ that define big data according to ISO 2015 are as follows: Volume which describes the size of 
the data is too big, Variability which define it has the property of varying too fast, Velocity which defines 
that the speed of data transmission is very fast, Veracity define have too much noise and Variety says 
data is too dissimilar in nature. These different V’s are the basic characteristics of “BigData”. Organiza-
tions are doing analytics using big data to find business prospects, improve performance, and motivate 
in decision-making. Apart from this many tools of big data are open source and it is not developed with 
proper security enforcement and attracts the cybercriminals. For organizations that drive through cloud 
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and big data, security problems are more complex. These security issues are even problematic in case of 
the web application which runs various weak content management systems which includes the theft of 
vital information kept online, XSS Attacks, ransomware, and DDoS attacks that leads towards the server 
crash. The attackers often targets these Websites and performs various kinds of attacks. The problem are 
still poor when the organizations store sensitive and confidential information, such as customer contact 
details information, credit card numbers, and so on. Furthermore, attacks on an enterprise’s big data 
could generate serious financial effects. Implementing security to big data platforms could be a blend 
of tradition security practices and the standard which are newly designed.

Although, without a proper security policies, this technology will not be accepted and will be gain as 
much of popularity as it can. So, it is important to have proper methodologies, implementation techniques 
and guidance not only to the Big Data system, but also its security. In this paper authors have identified 
some major security loop holes and also proposed a model as a solution.

SECURITY ISSUE TO BIG DATA

As discuss by Ardagna et al. (2014) and Moreno et al. (2018), now a day’s big data is a first choice of 
attackers. Organizations are accepting big data technologies, by using its great analytics tools helps in 
decision-making, identifying prospects, and enhance the performance. But with the enormous consumption 
and increased usage of data, rises security concern of the big data. At last, the adoption of the big data 
create a question marks for many enterprises: how can you control big data’s potential while effectively 
mitigating big data security risks?

The authors identified some security issue of big data they are as follows.

Distributed Frameworks

For early result of the data, analysis should be done in a very faster way so all big data implementations 
actually distribute the huge processing jobs among different processing nodes which leads the security 
concern like all the nodes should have proper security policy. Hadoop is an example of open source 
software for distributed system for big data analysis so Hadoop security procedures must be installed 
and updated. The attackers can use the mapper for Map Reduce to show improper values or key pairs, 
for destruction. Distributed system may decrease the outstanding burden on a framework, yet in the long 
run more systems mean more security issues.

Non-Relational Databases

Till now the databases available for data management and storage follows relational database manage-
ment system concepts and uses tablular structures which is nearly not applicable in case of big data. 
Big data is highly diversified and scalable in nature. Non-Relational databases or NoSQL databases are 
designed in such a way that they do not follow the tabular structure, and follows storage models which is 
basically data type based which results Non-relational databases as more scalable and flexible. NoSQL 
has its own common security protocols so the organization who are implementing the Big Data system 
must set up their database in their own secure environment with additional security measures.
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Data Representation Compression and Redundancy Reduction

Nearly all data sets in big data contains heterogeneity in data arrangement, meaning of data type, and 
accessibility. The data representation data more semantic for information processing system and the hu-
man interpretation. However the lack of proper representation of data can trim down the value of master 
data and stymie the efficient data analysis.

Normally, Datasets have high altitude of redundancy. Compression of data and redundancy diminu-
tion is effectual to reduce the cost of the entire system on the assumption that the expected value of the 
data will not be increased. Big Data contains huge data volume and variety with variable speed means 
data generated from various sources with different formats and video data require more space than oth-
ers so that compression techniques are required. For video data we can use lossy compression as well 
as lossless compression techniques according to need

BIG DATA MANAGEMENT LIFE CYCLE

According to Chaudhary et al. (2016) in general big data management consists of four phases:

1. 	 Data Collection Phase
2. 	 Storage Phase
3. 	 Knowledge discovery phase
4. 	 Data Decision Phase

All these phase are designed to keep privacy as major concern. Security in each phase is major issue 
of the adoption of big data.

STORAGE

In big data, data is organized in multiple level of tiers, depending on business structure. For example top 
priority data usually be stored in top tier and if organization wants to secure this data then they need to 
lock down this storage tierwhich may leads to un-availability of data.

Figure 1. Big Data Management Life Cycle
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ENDPOINTS VULNERABILITY

End points are always vulnerable, in case of any big data the attackers always tries to get the vital in-
formation from these vulnerable end points. Security providers must analyze the logs from these points 
through handshake process to validate the authenticity of the end points.

REAL-TIME SECURITY/COMPLIANCE TOOLS

The security solutions and compliance tools, generate a great amount of knowledge; main problem is 
the way organization generate this dataand ignore the false positives.

DATA MINING

Data mining and knowledge discovery is the main component of big data; they discovers the patterns 
that help in decision making and also give suggestion for business strategies. So the main issue is that 
how to secure it from external environment to the insider threat who are inside the network and using 
it for destruction purpose.

DATA CONFIDENTIALITY

Now a days the big data service provider are not able to analyze and maintain this huge datasets pro-
ficiently as their size is limited. Organizations are bound to trust on the tools and the professionals for 
data analyses. This actively or passively adds the security risks. So, big data analysis May have chance 
to be handed over to another party for further processing only when the professionals strictly consider 
the preventive measures that are bound to protect sensitive raw information, to assure the privacy of 
client indirectly.

PROPOSED MODEL AS A SOLUTION

In case of Big Data the security cannot be implemented only at one stage. So the proposed security model 
has identified several domain and these domains can be further classified into various sub domains. All 
identified domains should have compliance with several standards and government policies like COBIT, 
SOX, ISO/IEC 27001/2, HIPPA, FISMA etc.

These tools are not new for big data. The only thing which is new, the method of securing various 
type of data and information in various stages.
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HADOOP SECURITY

Hadoop data storage unit can be secured by a procedure in which a security wall can be implemented 
virtually against a substantially strong cyber threat. Hadoop procures the security walls of such a high 
caliber with the help of protocols pertaining to security.

Authentication

Authentication in which verification of credentials of users is administered. The credentials contain 
dedicated user name and its password for security. The inputted credentials are verified with the stored 
details in the database if they arefound to be valid authentication will be delivered

To determine accurately the identity of a rendered user striving to access a Hadoop cluster or ap-
plication depends on one of the factors given as

1. 	 Confirming the participant identification
2. 	 Typically carried out by checking credentials such as user name and password.

Figure 2. Proposed Open Security Framework for Big Data Environment
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Authorization

In this the system sets a decision in favor of permission to the applicant to access data or not.Action of 
user depends on whether the user has been permitted and it is conducted through the access control list.

Auditing

Auditing being the last stage in sequence of authentication and authorization record and reports whether 
authenticated and authorized user perform its granted access to the cluster with the inclusion of data 
accessed / altered / edit and the occurrence of analysis.

MONITORING AND AUDITING

There occur many ways out to make auditors benefitted through real time analysis. The auditors becomes 
capable to utilize Big data for expansion of the spectrum there projects and deduce the conclusion over 
larger stock of data. Involvement of automation and Artificial Intelligence renders a help in processing 
the data in larger volume with higher speed to Unveil significant insides for auditing. For paradigm, the 
past cases of non-compliance, variations in current policies and the fraud became able to be found and 
utilize to guide the attention of the interior and exterior auditors.

Financial auditors also get helps from Big data to align the reporting process and find fraud. The 
professionals attain a capability to identify the risk in business in time and perform more focused accurate 
auditing. All data under the analysis for the mode of auditing first require to be put under verification 
of accuracy delay less and capacity. In this process, the forth coming decision made by auditors depend 
upon the reliable and high quality information. This becomes more important in case of auditing due to 
compliance of decision risk and investment.

Big data also make you to perform automation on the multiple portion of auditing process. Human 
errors being a main cause for the business to fall out of compliance or expend to much on audit pertaining 
needs. By converting the manual and repetitive task in automatic ones, auditors are able to establish sev-
eral controls in advance and supervise how much better a company complies with the set up regulations.

KEY MANAGEMENT

Complete life cycles of cryptographic keys are administered through encryption key management. Gen-
eration, usage, storage, achieve and deletion of keys are the processes included in it. To limit the access 
to the keys physically, logically and via user/ roll access underlay the protection of encrypted keys.

The available solution of Big data security make use of approaches of fragmented cryptographic 
secure key management deployable in Big data networking to protect user’s data and privacy. Three lay-
ers cover whole division of our proposed key management scheme. In the layered configuration, lower 
keys encrypted by upper keys so as to solidify the security of keys. In the put forth scheme, Big data 
networking servers and others cannot find anything about user’s key.

The ciphered information of data owner can be shared to anyone and hierarchical key management 
being convenient secure and efficient can protect user personal data in the Big Data networking.
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DATA SECURITY

A term used for all the measures and tools to safeguard both the data and analytic processes against the 
assaults, theft or other malicious activities able to damage or affect them adversely is Big data security. 
Theft of information stored online, ransomware or DDoS assults can crash a server. The issues may be 
more degraded in case of sensitive and confidential information of the companies.

The incoming data to be intercepted or corrupted in transit, the data stored likely to be stolen or held 
hostage during resting on cloud or premise servers and the data being outputted appearing to be insig-
nificant able to provide an access point for hackers are the three biggest challenges which come under 
central role to make the flexible end to end big data security philosophy for some companies.

CONCLUSION AND FUTURE SCOPE

Big data enjoys many merits subject to the condition of a big question mark on the security issue. Man-
aging privacy, trust and transparency of data is a difficult task. Several Big data service providers serve 
their best but they confront limitations on their own security policies and the diversified policies drive 
the clients in overwhelming as they all possess various sets of standards and client has no idea of what 
and how security is being offered by Big data service providers. So it requires a systematic and standard 
approach to be followed.

A model for big data security is presented to be used as a standard along with a coverage of every 
zone of security. The type of open standard for big data in SLA has been included and it is certainly 
beneficial in terms of developing faith and managing privacy by providing variety of security solutions 
and making service policies transparent. Thus the service provider and clients both will attain benefits 
and appropriate security technique in accordance with their needs has to be opted by them.

As our proposed work ensues its start in very early stage and in future expansion may be availed 
in it as a complete framework of big data security by applying some standardizing organization. The 
framework needs be constructed by experts through merging of service providers and clients at each 
stage. Other fields like, Host Operating System level security and Hypervisor level security, etc may 
also be considered to grow.

Conclusion may be drawn for big data security to be at its immaturity level and this endeavor must 
act as a new ray of expectation.
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ABSTRACT

In a human body, the heart is the second primary organ after the brain. It causes either a long-term 
impairment or death of a person if suffering from a cardiovascular disease. In medical science, a proper 
medical analysis and examination of a cardiovascular disease is very crucial, convincing, and sophis-
ticated task for saving a human life. Data analytics rises because of the absence of sufficient practical 
tools for exploring the trends and unknown relationships in e-health records. It predicts and achieves 
information which can ease the diagnosis. This survey examines cardiovascular disease prediction 
systems developed by different researchers. It also reviews the trend of machine learning approaches 
used in the past decade with results. Related studies comprise the performance of various classifiers on 
distinct datasets.

INTRODUCTION

A severe task in medical science is examination and interpretation of a heart disease as heart is an es-
sential organ of a human body. It functions as a pump for various body parts. Through a network ar-
rangement of blood vessels, blood is moved into them and delivers a regular and consistent supply of 
vital nutritional components and oxygen as well. For the circulatory system, it acts as a centre and in a 
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very short time limit; a person will die if the functioning of heart stops and terminated to pump blood 
in the different body parts.

For providing medical assistance in specific decision-making activities to doctors, use of informa-
tion technology is growing day by day. In order to predict a cardiovascular disease risk, the ongoing 
approaches are failed to identify such people who can receive a medical treatment in prevention. On the 
other hand, machine learning is offering convenience by utilizing the complex interconnections between 
the risk factors. It also benefitted the physicians, doctors, scientists, experts and specialist in discovering 
the hidden patterns, relationships, disease management, medications and analysis for medical analysis.

In order to assist the medical professionals, medical diagnostic based on computer had been developed 
for analysing the large volumes of the patient data. The system efficacy mainly depends on the features 
used which must be correlated with some disease state. Based on ECG signals, several signal process-
ing techniques had been implemented successfully. It extracted a set of features and used subsequently 
by many machine learning classification tools. The main idea of the survey comprises in practice the 
machine learning assistance in medical and clinical diagnosis as a sign of healthcare benefits.

Many researchers are interested in using classification method for clinical research now days. Cor-
rect classifications to find out whether a disease is present or not is very necessary. Thus, it requires the 
interventions, treatments, prescriptions, analysis, operations and investigations for a medical practitioner. 
It can be done in an adequate and useful manner, by allowing them to know the root causes of a disease. 
Thus, the formulation of exact and accurate estimation of a disease, classification is imperative.

In the next section, an overview of machine learning is presented. Subsequently, a literature survey 
based on machine learning approaches is discussed. Thereafter tabular comparison of algorithms is 
presented with its trends and results. Lastly, the conclusion of this survey is presented.

OVERVIEW OF MACHINE LEARNING

Machine Learning (ML) helps to gain analytical perception from a massive amount of data which is very 
inconvenient to humans and sometimes also impractical. Manual analysis of data or building predictive 
models is almost useless in some scenarios and also a tedious task and less productive. On the other side, 
Machine learning, produces more stable, reliable, repeatable results which learn from the previous com-
putation tasks. Labelled and unlabeled data records are the primarily two kinds of machine learning data.

Labelled data records are basically used in supervised machine learning as the attributes are provided 
with them. These data records are further divided into two parts: Categorical data and Numerical data. 
Here the categorical data values are used for classification purpose while the numerical data values are 
used for regression purpose. Unlabeled data records are essentially used in unsupervised machine learn-
ing so as to determine the presence of structures and patterns in the data set.

Supervised learning involves a mapping among an input variable set X and an output variable set 
Y by learning. Then the algorithms develop a hypothetical value H for the considered dataset by mak-
ing generalizations between them. In addition, supervised learning is further classified into two parts: 
Regression and Classification. In Regression technique, if two or more than two variables are taken into 
account; a variation in dependent variable depends on a variation in one or more than one independent 
variables by establishing the statistical relationships between them. Classification on the other hand 
classifies the objects into absolute categories known as classes.
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Compared to supervised learning, unsupervised learning doesn’t involve the target output variables. 
In this, prior biases are carried out for the structural aspects of the inputs that should be contained in 
the output results. In this learning approach, an input pattern follows the established statistical designs 
in the total collected input patterns by representation.

LITERATURE SURVEY BASED ON MACHINE LEARNING APPROACHES

This section presents the contribution of researchers made on the diagnosis of a cardiovascular diseases 
(CVD). To carry out the diagnosis, researchers have utilized numerous ML approaches like Naïve Bayes 
(NB), Neural Network (NN), Support Vector Machine (SVM), K-Nearest Neighbors (KNN), Decision 
Tree (DT), J48, Artificial Neural Network (ANN), Random Forest (RF), Logistic Regression (LR), As-
sociation rule (AR) etc.

Das et al. (2009) gave a method of NN for diagnosing the cardiovascular disease. It was based on 
version 9.13 of the SAS software. This method used a combination of speculated values obtained from 
models of multiple predecessors or the posterior probabilities. Using Cleveland heart disease dataset, 
the accuracy achieved was 89.01% for the classification purpose.

Anbarasi et al. (2010) proposed an approach using 13 attributes for cardiovascular disease predic-
tion. The classifiers used in this approach were DT, classification by clustering and NB. Further feature 
sub selection based on genetic algorithm was applied and almost similar accuracy was obtained. The 
accuracy attained from NB was 96.5% and classification by clustering was 88.3%. For binary classifica-
tion, the result achieved by DT was 99.2%.

Vanisree and Jyothi (2011) recommended a Congenital Cardiovascular Disease diagnosis using a 
Decision Support System (DSS). It was established on a feed forward neural network which is multi 
layered (i.e. MLFFNN) and also known as back propagation neural network. The used dataset contained 
36 attributes over 200 sample data. The attributes represented the hints for the symptoms and the out-
comes of the patient’s physical assessment. In this system, for training the model, delta learning rule 
was applied. Training and testing of the model were performed using sample data on the basis of 80-20 
rule. Subsequently with an inclusion for the mean square error of 0.016, an accuracy of 90% was gained.

Zhang et al. (2012) presented a system using SVM for coronary cardiovascular disease prediction. 
In this system, different kernel functions were put into account and various important attributes were 
gathered using Principal Component Analysis (PCA). It was used for a binary class prediction. Grid 
search method was utilized to find the optimal values and the highest classification accuracy reached 
was 88.6364% using a Radial Basis Function (RBF).

Vadicherla and Sonawane (2013) predicted a cardiovascular disease diagnosis system based on 
SVM sequential minimal optimization (SMO) technique. The technique provided the multipliers optimal 
values during training stage and performance time was also improved, showing better results even on a 
large amount of dataset.

Elshazly et al. (2014) proposed lymph disease diagnosis that uses Genetic Algorithm-SVM for re-
ducing the features of dataset, resulting as 6 features obtained from 18. Initially, 10-fold cross validation 
was used for the experiment; later on, various kernel functions were utilized. The performance was cal-
culated by different performance metrics. The outcomes for performance metrics like AUC, F-measure, 
Accuracy and Sensitivity were 84.9%, 82.7%, 83.1% and 82.6% respectively for the GA-linear classifier.
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Masethe and Masethe (2014) formulated a cardiovascular attack prediction model by using WEKA 
tool for comparing numerous data mining algorithms. They performed the experiments using WEKA 
tool for binary classes and achieved the prediction accuracy of 99.07% with J48, 99.07% with REPTREE, 
97.22% with NB, 98.14% with Bayes net and 99.07% with CART.

Boshra and Mirsaeid (2015) developed a model using distinct techniques of data mining to evaluate 
the cardiovascular disease diagnosis and prediction. The main objective of the developed model was to 
calculate the performance of KNN, DT, SMO, J48 and NB classification techniques. The performance 
was evaluated and correlated in terms of accuracy, precision, sensitivity, and specificity. It was analysed 
that J48 and DT techniques produced the best results for cardiovascular disease prognosis.

Prerana et al. (2015) introduced and created a cloud based centralized system for patients and 
doctors both to view the e-health data by login. They also used the machine learning algorithms like 
Probabilistic Analysis and classification and NB Classification for predicting a patient’s risk level of a 
cardiovascular disease.

Sharma et al. (2015) suggested a system for cardiovascular disease prediction by using partial tree 
technique and C4.5 rules. Based on the given parameter about health, a prediction of patient’s risk level 
was given by discovering a set of rules. A comparison was done using C4.5 and partial tree. Error clas-
sification, accuracy classification and the rules generated measured the performance. The outcome from 
the comparison achieved a more efficient and potential prediction.

Noura Ajam (2015) ANN was recommended by the author for cardiovascular disease diagnosis. 
Testing of the model was performed by using feed forward based back propagation learning algorithms. 
With 20 neurons in hidden layer, the classification accuracy reached to 88%. ANN showed significant 
result for cardiovascular disease prediction.

Sairabi and Devale (2015) used k-means and NB to figure out a cardiovascular disease. The proposed 
work used historical heart database to build the system. Author in their research used 13 attributes for 
constructing the system. The insights from 300 records of Cleveland Heart database were extracted us-
ing data mining techniques. The purpose of building the model was diagnosis about the patient whether 
he/she is having a cardiovascular disease or not.

S. Seema and Kumari (2016) focussed on data mining techniques such as NB, ANN, SVM and 
DT. These techniques were performed on historical health records for a chronic disease prediction. To 
measure an accurate rate and improved performance, a comparative study was implemented in which a 
highest accuracy rate was obtained by SVM. NB yielded highest accuracy for diabetes health records.

Prabhavathi and Chitra (2016) proposed a DNFS technique that stands for DT based Neural 
Fuzzy System. This approach is used to evaluate and figure out various cardiovascular diseases. They 
also reviewed the research on cardiovascular disease diagnosis. The proposed research was to create a 
knowledgeable and profitable system. It was also to enhance the current system results. Data mining 
approaches were used to improve a cardiovascular disease prediction. From the result obtained in this 
research it was found that the Support Vector Machine and Neural Networks were conclusive in manner 
to predict a cardiovascular disease.

Sharan and Sathees (2016) presented an investigation of cardiovascular disease. They suggested a 
disease prediction using data mining approaches. It was designed to provide the survey of current ap-
proaches about extraction of knowledge from the datasets also its usefulness for medical practitioners. 
The gross time utilized in building the decision tree, was basis of the gained performance. The primary 
objective of the analysis was using few numbers of attributes for a prediction of disease.
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Prajakta Ghadge et al. (2016) proposed a method to predict cardiovascular attack using big data. 
The fundamental objective of the proposed work was to develop a model. Big data and data modelling 
approaches were to be used for building a model. The research extracts from the database, the various 
relationships of the patterns which were correlated with cardiovascular disease. The system involves 
two databases, one the actual big dataset and the second is updated one. To provide a user with reliable 
system, a java-file system named HDFS was used. This system helped in the healthcare practitioners in 
making the intelligent decisions.

Patel et al. (2016) Data mining and ML techniques were suggested by the authors here to predict a 
CVD. To predict the cardiovascular system, two objectives were identified. Firstly, the system doesn’t 
know and assume anything about the patient’s records in prior. Secondly, the system which was selected 
should be scalar in running across the huge number of records. WEKA software was used to implement 
this system. Explorer mode of WEKA and the classification tools were utilized for the testing phase in 
the experiment.

Dey et al. (2016) evaluated a cardiovascular disease prediction method for a binary classification 
problem. i.e. Both for patients with and without cardiovascular disease. The algorithms analysed were 
DT, NB and SVM in which the best solution was obtained from SVM by using attribute selection method 
employing PCA as well.

Purushottam et al. (2016) formulated a system using data mining for an enhanced, improved and 
efficient prediction of a cardiovascular disease. The system was of great help for medical practitioners 
in making the worthy decision based on the parameter. Based on certain parameter, the accuracy of the 
system in testing phase and training phase were 86.3% and 87.3% respectively.

K. Gomathi et al. (2016) suggested a system based on data mining approaches for multi disease 
prognosis. In prediction of multiple diseases, data mining played a crucial role. By using data mining 
approaches, the amount of test data was reduced. The primary focus of this work is prediction of breast 
cancer, cardiovascular disease and diabetes etc.

Patel et al. (2017) recommended a study by applying data mining techniques to extract hidden pat-
terns. The UCI dataset was collected and J48 resulted with the maximum certainty rate in comparison 
to LMT. The result suggested predictions for a cardiovascular disease.

Marjia and Afrin (2017) developed a system using WEKA tool based on various algorithms such 
as Multilayer Perception, K Star, Bayes Net, SMO and J48. By using k-fold cross validation method, 
Bayes Net and SMO outperformed multilayer Perception, K star and J48. But still they didn’t achieve a 
satisfying result. Thus, to get more optimum result for accuracy and improved decisions, an up gradation 
was done for a disease diagnosis.

Reddy et al. (2017) discussed a data mining-based ANN algorithm for cardiovascular disease pre-
diction. The model used distinct criterion such as cholesterol, blood pressure and heart beat rate for 
evaluation and predicting a patient’s health condition. The system accuracy was implemented in Java. 
This model was developed to reduce the expenses of cardiovascular disease diagnosis.

Polaraju and Prasad (2017) proposed a method containing 13 distinct attributes for training dataset 
of 3000 instances. This dataset used 70% of that data for training purpose and 30% for testing purpose. 
This method was used for cardiovascular disease prediction based on Multiple Regression model. Later 
on, it proved Regression algorithm has better classification accuracy than rest of the algorithms and is 
more relevant for indicating a chance of getting a cardiovascular disease.

Shahi and Gurm (2017) performed a method to provide quality services to healthcare centres by 
an automatic diagnosis of a disease based on WEKA software. Based on the comparison, this work 
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suggested SVM is the most accurate and effective data mining algorithm out of the selected algorithms 
such as KNN, ANN, NB, SVM, AR and DT.

Weng et al. (2017) presented a relation of machine learning approaches for the prognosis of a car-
diovascular event happened over 10 years. The individual algorithms were NN, LR, RF and Gradient 
Boosting Machines (GBM). In addition, for parameter optimization; Grid search method was used.

Beyene and Kamat (2018) recommended another prediction for cardiovascular disease by analysis 
of data mining techniques. This prediction used various medical attributes like age, sex, blood sugar, 
heart rate etc using WEKA tool for identifying if the person is suffering from a cardiovascular disease 
or not. The methodology’s major objective was diagnosis of a disease in a short time automatically and 
is also demanding for experts having no more knowledge and skill in healthcare organisations.

Sharmila and Chellammal (2018) proposed a different method which investigates various data min-
ing techniques for cardiovascular disease prediction. It used MapReduce along with SVM and Hadoop 
Distributed File System (HDFS) as bigdata tools applied on an attribute set which were optimized. SVM 
was run in side by side mode which provides superior estimation time than sequential SVM. The model 
proposed the execution of prediction algorithm using SVM in more than one node. As suggested, HDFS 
was used for storing a huge amount of dataset.

TABULAR COMPARISON OF ALGORITHMS: TRENDS AND RESULTS

Table 1 presents the comparison of all the research that has been performed to predict the cardiovascular 
disease in past decade. This table shows year-wise progress in the research as well as the trend of used 
algorithm with their results in form of accuracy.

Table 1. Comparison of literature survey

Year Authors Goal/ Topic Algorithms Used Result

2009 Das et al. Diagnosis of heart disease effectively 
through the use of NN ensembles.

SAS software version 9.13 
based NN ensemble method.

Accuracy for classification = 
89.01%

2010 Anbarasi et al.
Enhances the prognosis of heart 
diseases using Genetic algorithm with 
feature subset selection.

NB, Clustering and DT 
Feature selection using: 
Genetic Algorithm

Accuracy: 
DT = 99.2% 
Clustering = 88.3% 
NB = 96.5%.

2011 Vanisree and Jyothi
Based on Signs and Symptoms 
using NN, Congenital Heart Disease 
Diagnosis was performed using DSS.

MLFFNN known as back 
propagation neural network. 
For training the model, 
the Delta learning rule is 
applied.

Overall accuracy = 90% Mean 
square error = 0.016

2012 Zhang et al. Diagnosis of coronary heart disease by 
application of SVM studying.

SVM, PCA were utilized 
as a classifier to extract the 
useful features and distinct 
kernel functions. Optimal 
parameters values by Grid 
search method

Highest classification accuracy: 
Radial Basis Function (RBF). 
Accuracy = 88.6364%.

2013 Vadicherla and Sonawane For Heart Disease, DSS based on 
Sequential Minimal Optimization.

Sequential Minimal 
Optimization (SMO) 
technique of SVM

On large dataset SMO shows good 
results. The 
time of performance is also 
enhanced.

continues on following page
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Year Authors Goal/ Topic Algorithms Used Result

2014 Elshazly et al.
Support vector machines with different 
kernel functions-based Lymph diseases 
diagnosis approach.

Classification approach 
GA-SVM 
Different kernel functions 
were employed

GA-linear classifier result 
Accuracy = 83.1% Sensitivity = 
82.6% 
F-measure = 82.7% 
AUC = 84.9%

Masethe and Masethe Using classification algorithms, heart 
disease prognosis is done.

In contrast of various data 
mining algorithms like J48, 
REPTREE, NB, Bayes net 
and CART using WEKA 
tool.

Accuracy: 
J48 = 99.07%, 
REPTREE = 99.07%, 
NB = 97.22%, 
Bayes net = 98.14%, 
CART = 99.07%

2015 Boshra and Mirsaeid Diagnosis and Prediction of Heart 
Disease by Data Mining approaches. J48, NB, KNN, SMO The accuracy of J48 was superior 

than other three approaches.

Prerana et al.

Prognosis of Heart Disease using 
Machine Learning Algorithm. Addition 
to PAC Algorithm. Correlation of 
Algorithms and HDPS.

NB Classification and 
Probabilistic Analysis and 
Classification.

To login and visualize the e-health 
data on cloud, a unified system 
established for both doctors and 
patients.

Sharma et al.
Cardiovascular Disease prognosis by 
System Evaluation using C4.5 Rules 
and Partial Tree.

C4.5 rules and NB 
algorithm

The accuracy of C4.5 was superior 
than NB.

Noura Ajam Diagnosis of CVD using ANN. ANN Accuracy = 88%

Sairabi and Devale Cardiovascular Disease prognosis by 
the use of Modified K-means and NB.

Modified k-means 
NB.

CVD: 
Detection = 93%. 
Undetection = 89%.

2016 S. Seema and Kumari Lifelong or incurable Disease 
Prognosis by mining the data.

NB 
DT 
SVM

Maximum accuracy 
In case of heart disease: 
SVM = 95.56% 
In case of diabetes: 
NB = 73.588%

Prabhavathi and Chitra
Prognosis of distinct Cardiovascular 
Diseases and their analysis using 
DNFS Approaches.

NB, DT, C4.5, SVM.

Accuracy: 
CVD Diagnosis = 
85% – 99% 
CHD Diagnosis = 
82% – 92%.

Sharan and Sathees
Scrutinization and study of CVD 
Prognosis using Data Mining 
Approaches.

J48 
NB 
Simple CART

Accuracy = 91.4% 
Accuracy = 88.5% 
Accuracy = 92.2%

Prajakta Ghadge et al. Using Big Data, an Intelligent CVD 
Prognosis System was developed. Hadoop, Mahout, NB. The mechanization of this System 

makes greatly advantageous

Patel et al. CVD prognosis using ML and Data 
Mining approaches.

J48, RF algorithm, Logistic 
model tree algorithm.

J48 Accuracy =56.76% 
LMT Accuracy = 55.75%

Dey et al.

Using PCA with Reduced Number 
of Attributes, CVD prediction is 
done by speculating Supervised ML 
Algorithms.

Including or excluding 
use of PCA for attribute 
selection on SVM, NB 
and DT

SVM outperformed the other two.

Purushottam et al. Using DT, an efficient CVD prognosis 
System was developed. DT classifier Testing phase=86.3% Training 

phase=87.3%

K. Gomathi et al. Multi Disease prognosis using Data 
Mining approaches.

NB 
J48

NB for Heart Disease: 79% 
NB for Diabetes: 77.6% 
NB for Breast Cancer: 82.5% 
J48 for Heart Disease: 77% 
J48 for Diabetes: 100% 
J48 for Breast Cancer: 75.5%

2017 Patel et al. CVD prognosis using ML and Data 
mining approaches. LMT, UCI Accuracy of UCI was better in 

comparison to LMT.

continues on following page
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CONCLUSION

This survey has presented the deep observations and understanding of machine learning as well as data 
mining techniques used in the field of cardiovascular diseases predictions. This survey has also presented 
the chronological research works performed by various researchers to predict “cardiovascular diseases”. 
The trends of algorithms and their results are presented as well.

It also provides a path to continue with analyzing the discovery of so far hidden relations by using 
machine learning algorithms for a comparative study.
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ABSTRACT

Amputation, especially of the upper limbs, is a condition that exists in almost all parts of the world. 
There are more than 110 thousand amputees in India itself. It is extremely difficult for amputees to carry 
out their daily activities and to deal with daily life as normal people do. The purpose of the myoelectric 
prosthesis is to restore the basic functions of the lost organs in the joint using neural signals produced 
by the muscles. Unfortunately, the use of such myosignals is complicated. In addition, once detected, 
it usually requires a computational force strong enough to convert it into a user-controlled signal. Its 
modification to the actual function of the implant is limited by a number of factors, especially those as-
sociated with the fact that each amputee has a different muscle movement. Modified artificial intelligence 
systems designed for pattern recognition have the potential to improve the size of implants but still fail 
to provide a system in which artificial arms can be controlled by brain signals.

INTRODUCTION

Electromyography is a medical technique used to measure and calculate electrical activity created by 
muscle fibers. The tool for making EMG is known as Electromyograph, and the record produced by it 
is called Electromyogram. Electromyography function is to determine the amount of electrical energy 
produced by muscle cells when charged electrically or emotionally. It helps physicians to understand 
how the muscles of the human body communicate with the brain through neurons. Electromyography 
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(EMG) diagnoses and regulates the nervous system of the muscles and nerves. These nerve cells are 
called motor neurons. They are responsible for transmitting electrical signals that cause synchronization 
and muscle relaxation. EMG converts these symptoms into useful information (graphs or numbers) that 
help doctors make a diagnosis. There are basically two ways Electromyography can be done.

SURFACE ELECTROMYOGRAPHY

Surface EMG assesses muscle function by examining muscle function on the surface of the skin. Sur-
face EMG is usually recorded with two electrodes or with a very complex series of multiple electrodes. 
More than one electrode is required because EMG recording shows the difference in electrical potential 
between two different electrodes.

NEEDLE ELECTROMYOGRAPHY

Some small needles (also known as electrode needles) are inserted into the surface of the muscles. 
The electrical activity observed by the electrodes is displayed on the screen in the form of waves. The 
electrical activity and sensitivity of the muscles is measured by EMG at rest, during periods of minimal 
reduction and forced reduction. Muscle tissues usually do not show electrical signals at rest but a short 
period of activity can be recorded when the muscles change from movement to rest or rest to movement.

DETECTION OF EMG SIGNALS

The technology present in artificial arms (i.e. the plastic and polymer arms) does not work as normal 
human hand operation. A device intended for the purpose of the user dies as a natural flow of muscle. 
The user’s intention in hand control can be traced to sensory-controlled physical signals for example 
EMG with a combination of technologies such as machine learning, etc. And this technology (sensors 
+ AI) acts as a visual link between human- controlled artificial hand signals. Nowadays, artificial arms 
contain more electrodes including artificial hand with myoelectric signals produced by human hand. 
The surface electrode EMG (electromyography) prosthetic arm control signals are felt on the skin of 
the muscles and is popular because of its simple structure and limited functionality (without cutting hu-
man skin). The power of the input organ is very low in the surface electromyography due to the limit of 
the location of the electrodes to extract signals. By using additional electrodes, it is possible to identify 
areas with three to four electrodes from the left leg to extract quality control electromyography signals. 
However, collecting signals for intramuscular electro-myography invasive procedure requires the sur-
gical ability to use an artificial myoelectric sensor. However intramuscular electromyography signals 
give access to a group of electromyography signals from many locations in the human hand to provide 
multiple degrees of control in the artificial arm. However, it is possible to achieve simultaneous control 
with the quality of an artificial arm with intramuscular EMG (electromyography) signals using a surface 
electrode sensor. In order to make the product available for amputation, we will be using surface EMG 
because we cannot cut or use skin transplantation in patients. Thus we can easily supply the device to 
amputees without surgery or operating the skin.
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APPLICATION OF ELECTROMYOGRAPHY

Sense and Emulate/Amplify

In this method electro-myography (EMG) is used for recognizing muscle activity in body and the Emg 
signals are then refined so as to decide the triggering strength as function of time. The triggered strength 
is then used to decide a resultant force, position or motion of wearable machine like devices, or wear-
able device for the missing limb. In this application, the electromyography signal is converted so as 
to decide a digital amplitude for action. This process is used to control HAL exoskeleton designed in 
2001(Kasaoka, Sankai).

For Checking Muscle Strength

The electromyography signal provides as a signal of the onset of muscle activity and can provide a se-
quence of shooting of one or more muscles involved in a particular task. Data from the EMG signal is 
used to show the strength provided by individual muscles and muscle groups.

To Cure Nerve and Muscle Injury Through Clinical Diagnosis

Diagnosis of neuromuscular disease and determining the presence of dysfunction or abnormalities in 
clinical activities, muscle regeneration using electromyography (EMG) biofeedback, demonstrations ki-
nesiology in anatomy, and use in ergonomics as a tool to study kinesiological muscle function related to 
posture and other biomarkers of stress, and as an indicator of the pattern of movement and the parameter 
of the sensory control system of the nervous system.

EMG Signals are used as Control Signals in Prosthetic Instrument

This application is the most common application nowadays and also huge research to be done on this.

Figure 1. Flow of EMG signal (Michael Wehner, Wehner Engineering, Application of electromyogrpahy)
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PROSTHETIC MARKET IN INDIA AND WORLD

The above artificial limbs go a long way from their origins to the most advanced and experienced archi-
tecture in modern times but in our country it does not appear as it comes in countries like US, UK, etc. 
Today, high-end prosthetics are made of polymer, plastic (which still depends on the sale of artificial 
limbs) and advanced building materials. The aim is to provide light weight and strong inserts in ampu-
tees. Apart from being simple and durable, these devices offer advanced robotic performance. Advanced 
installation provides basic movements to mimic natural functions. Adding a natural look to silicon arm 
covers is one of the most used items these days. Research is now underway in India and will come up 
with these fully automated implants and these developments will accelerate the growth of Indian body 
parts market in the forecast period. Government support for amputees, the growth of the elderly and 
growing technology in the health care sector. The features described above will enhance the demand for 
high- end artificial limbs in the forecast period. So far it is clear that there is no Indian involvement in 
this area other than conventional plastic and POP prosthetics as shown in fig 4.1, which has 140 million 
people living in it and an average of 25000- 30000 amputees are performed annually.

Now looking at the market of prosthesis in world we have so some company and many countries 
which are doing extremely well in this field that are listed below:

1. 	 John Hopkins laboratory
2. 	 Ottobock, Germany
3. 	 Openbionics
4. 	 Bebionic

And other countries like North America, Germany, UK, Canada, etc. The market size of orthotics 
and orthotics was estimated at USD 9.2-10 billion by 2020 and ~ 14 billion to 2027 and is expected to 
reflect the CAGR (Combined Annual Growth Rate) of 4.6% during the weather season. The dynamic 
increase in the sports caused injuries, road accidents and the increase in the number of diabetes-related 

Figure 2. Existing plastic prosthesis
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amputations, and also the fast growing worldwide Osteosarcoma and this disease can also be a huge 
share/global market of prosthetics according to Grand View Research. It is therefore a good time for our 
country to develop in this field to compete with other countries and to make the country disabled and 
free people. It has also increased the market share and development of our country and is independent 
of other developed countries in all sectors.

CONTROLLING MECHANISMS

EMG Sensor

The first and the main thing of this research is to extract the electromyography signals that are very small 
signals in the range of 1mV to 10mV and in 0Hz to 500Hz range. So we will be using EMG surface 
electrode sensor for extracting and amplification of the electromyography signal. EMG sensor reads the 
neurological movement of muscles. It is based on a simple analogy that during contraction or expansion 
of any muscle, electrical activity is produced which spreads through adjoining muscle tissues and bones, 
and can be recorded from neighboring skin regions where the electrode has been applied.

PROCESSING AND PREDICTION OF EMG SIGNALS/ ARM MOVEMENTS

Processing of Signals Techniques

For the last 10-15 years, the trouble of signal classification have been addressed by numerous students, 
scientists, professors engineering researchers etc. Advanced classification of signals allow user for 
several functions of the arm, a fast reaction time, and a more reliable and precise product. While the 

Figure 3. Basic block diagram
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difficulty of acquiring a sufficient number of degrees of freedom (DOF) is mainly a design issue, signal 
categorization and prediction is of equal importance. Without a sophisticated signal classification, an 
EMG based bionic arm would be insusceptible to reliability and performing the movements of grasping 
patterns and designs. The signal classifier’s part can be divided in phases of quality extraction & move-
ment identification, along with both online as well as offline education of arm. A very big research has 
been committed to amplify quality extraction and realization of pattern, and many methods for all of 
those classification steps will be discussed in sections below. (Crowder, 1991)

Pattern Identification Methods

The signal segmentation detection section uses extruded features to predict targeted movements, and, 
when provided this info, select the guided movements of implant. There are many similar ways of pattern 
identification methods used: Bayesian classifiers, linear classifiers such as linear discriminant functions, 
the least squares method, and support vector machines, nonlinear classifiers, commonly employing back 
propagation and neural networks (as well as nonlinear support vector machines), and the fuzzy logic 
optimization-based clustering algorithm, and so on so forth. As a feature release, it is important to bal-
ance the processing load, accuracy and robustness. Often, different segments can be mixed to give a 
better result or the separator will be combined with a process of optimization as a genetic algorithm to 
enhance its output. (Crowder, 1991)

Artificial Neural Networks (ANN)

As a pattern learning tool category, neural networks are being extensively used to control artificial 
prosthetics hands. The neural networks are intended to mimic muscle signal map patterns; according 
to the activity of neurons, the artificial neural network (ANN) group of nodes (representing neurons) 
and the relationships between those nodes. Neural networks also include a learning phase that allows 
differentiation for improving over time. The neural network as shown in Fig. (5.1), is a very well-known 
patterns for pattern identification of artificial hand control applications. Neural networks can mimic 
non- linear data also; in return they are often unstable. Often, neural networks are integrated to differ-
ent algorithm strategies for enhancing stability. An often used combination is the use of NN with AR 
(Auto-regressive) model, one can use the NN feature combination, and WT weight (Weight) to control a 
five-finger, non-functional hand designed to enable grip, intermediate grip, finger grip, and grip which 
is a cylinder. (Tsuji et al., 2000)

3D DESIGN OF THE ARM

The 3D arrangement of the hand consists of a thumb and four fingers, and a palm with forearm struc-
ture. All the fingers have 2 joints and thumb will have single joint. The joints are connected with nylon 
thread in starting phase later on we will be having gears. Nylon thread are then connected to motor and 
every fingers has its own motor for more accuracy and more number of movements. Below is the image 
shown of 3d printed fingers, palm and forearm.
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Figure 4. Artificial Neural Networks (Design Engineering Technical Conferences and Computers and 
Information in Engineering Conference IDETC/CIE.)

Figure 5. fingers with 2 joints and palm (Nazmus- Design and Implementation of an EMG Controlled)

Figure 6. Proposed Model (3dnatives.com)
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Research Questions

1. 	 Why Myoelctric arm?
2. 	 Need of arm?
3. 	 How the arm is controlled?

RESULT AND CONCLUSION

In this paper, a study of the myoelectric prosthetics arm control mechanism has been performed and has 
not been developed as the product has only been examined. It is important to develop the product based 
on these method or methods. One more important factor related to controlling the myo-electric artificial 
arm is to enable firm grip with the finger numbers made utilizing the car to imitate or control grips of 
fingers. In addition, the closure of the loop control with sensory motor integration is a fixed field of 
research, in addition to the corresponding control of quality. Researchers have been experimenting with 
sensory or sensory stimuli to complete the myoelectric control arm loop. The closed loop control is one 
of the fields which is most in requirement of attention. In addition, research conducted on myoelectric 
nerves (implantation of sensor inside the skin) is growing rapidly in developed countries. But nowadays 
this research is being studied starting in developing countries to keep pace with developing countries 
and to fill the gap differently. Logical studies have been done in several places across the world and it 
becomes important for calculating the effectiveness of electromyography treatment vision management 
techniques. In addition to artificial arm control, we should see other partners such as 3D hand design, 
3D arm material to improve efficiency, efficiency and longevity of battery. It also requires combination 
or incorporation of specialists from different fields to have a product or model work.

FUTURE SCOPE

With the combination of EMG and EEG, then the prosthetic arm will be more precise and accurate. 
Then we can equip the arm on a wheelchair also in case of paralytic patients. It can also be equipped 
with touch sensor so that the patients can identify what type of object he/she is touching.
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ABSTRACT

This chapter proposes a switched inductor configuration-based non-isolated DC-DC converter with high 
voltage gain. The proposed converter has two output capacitors instead of a single output capacitor 
for voltage boosting capabilities. Enhancement of the output voltage with the addition of more number 
of switched inductor cells is also possible in this configuration. The most advantageous factor of this 
proposed converter is the use of low-voltage semiconductor devices as they don’t require large heat 
sinks. The converter operation in the steady state is fully analyzed. In addition to that, for the purpose 
of stability analysis, the small signal model for the proposed converter has also been developed. The 
frequency response using the small-scale transfer function of the converter has also been done by em-
ploying MATLAB. A suitable controller with suitable parameters has also been designed to improve the 
overall stability of the DC-DC converter in consideration. The results obtained after simulation verifies 
the feasibility of the converter.

INTRODUCTION

With the massive increase in the population, the demand for the energy is growing each day. To cope 
up with this massive deficiency of power, the renewable sources of energy like the solar Photovoltaic 
(PV), Wind, tidal energy are gaining more popularity and their total share in the energy market has 
been increasing. However, the biggest drawback of such sources of energy is the low voltage output as 
they are intermittent in nature and their availability largely depends on the condition of the weather as 
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discussed by Shabestary et al. (2015), Salary et al.(2017) and Salary et al.(2015) and Salary et al.(2016) 
. Owing to these specific drawbacks, there is a need to employ a boost converter having a high voltage 
conversion capability to meet up the specified voltage requirement of the load as shown by Salary et 
al.(2016). A conventional boost converter does not have the capability of going towards the extreme 
values of the duty cycle as presented Salary et al.(2016) and Ghadimi et al. (2007) and Li et al. (2011). 
The biggest problem encountered during the working of a step-up converter is the issue of EMI while 
working at high frequency which is not desired as shown by Shu-Kong et al. (2013) and Ismail et al. 
(2008). Using a transformer operating on high frequency could be another possible solution but would 
lead to the bulkiness of the system and therefore not feasible. Another solution lies in the cascading of 
boost converter for obtaining high gain. The recent trend has introduced the switched inductor and the 
switched capacitor configurations for achieving high voltage gain. There has been some recent develop-
ment of such converters. However, these configurations have their own set of advantages and drawbacks 
as shown by Jang et al.(2007), Garcia et al. (2010), Choi et al. (2011), Garcia et al. (2013), Nomura et 
al. (2006), Zhang et al. (2013), Hwu et al. (2014) and Banaei et al. (2014) and Kerler et al. (2004). The 
interleaved DC-DC converter can overcome this drawback with the high voltage gain capabilities as 
presented by Jang et al.(2007) and Garcia et al. (2010) and Choi et al. (2011). The main drawback of 
this specific topology is encountered in the complexity of control because of the presence of a increased 
number of the switching devices required. Choi et al. (2011) have presented a novel circuit configura-
tion of interleaved boost converter with the purpose of obtaining a high voltage gain as compared to a 
conventional boost DC-DC converter. How two intermediary capacitors can be used in order to double 
the voltage at the output terminals of the boost converter has been beautifully shown in Nomura et al. 
(2006). A diode-assisted DC-DC converter has been presented by Zhang et al. (2013). This topology has 
a enhanced voltage gain. In recent times, some DC-DC converters have been presented that make use 
of the KY converters. These KY converters have also been employed in constructing a converter with 
a high output voltage as shown in Hwu et al. (2014). A new topology of buck-boost DC-DC converter 
working in voltage boost mode is proposed in Banaei et al. (2014). The Optimum sizing of battery for 
EV applications requiring 200-800 volts has been proposed by authors in Kerler et al. (2004).

For the past some years, the Distributed Energy Systems (DES) have been gaining large popularity 
owing to their various advantages like islanding mode of operation. These DES have various house-
holds having PV panels installed at their premises. So, in such a distributed network, the consumers 
have the advantage of supplying surplus power back to the grid. This paper presents a modified boost 
DC-DC converter topology utilizing a switched inductor configuration and a combination of two output 
capacitors instead of a single capacitor for obtaining high output voltage. This topology consists of 3 
switched-inductors. One can increase the number of inductors to achieve higher voltage levels as per the 
requirements. This paper also focuses on the stability analysis of the proposed converter using MATLAB. 
Bode plots for the uncompensated converter is presented. A PID controller having suitable values of Kp, 
Ki and Kd is chosen and the system is made immune to the disturbances in the parameters of the system.

THE PROPOSED TOPOLOGY

Figure 1 shows the conventional boost converter topology and Figure 2 represents the constructional 
details of the presented topology to obtain high gain. The proposed topology consists of three induc-
tors L1, L2 and L3 which are identical to each other. The inductors are arranged in a switched inductor 
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configuration for providing the high output voltage. In addition to the inductors, there are two identical 
output capacitors C1 and C2, two switches and various diodes to facilitate various operating modes of the 
proposed topology. The voltage at load terminals is the sum of the capacitor voltages.

There are three working modes of the proposed topology based on the different switching combina-
tions within one a time period. The whole circuit is supplied with a DC voltage source VS. The diodes 
remains in forward or reverse bias depending on the switching conditions of both the switches.

The voltage conversion ratio for a boost converter is given as:

V
V Ds

0
1

1
�

�
	 (1)

Figure 1. A conventional boost DC-DC converter

Figure 2. The presented DC-DC converter topology
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The output voltage is given as:

Vo = VC1 + VC2	 (2)

Where,

V V V
C C

o
1 2

2
= = 	 (3)

also

L1 = L2 = L3	 (4)

ANALYSIS OF THE PRESENTED DC-DC CONVERTER TOPOLOGY

The proposed converter topology has three operating modes. In the mode 1, the inductors store energy 
from the source when both the switches are turned on simultaneously. The energy accumulated by the 
inductor in mode 1 is then transferred to the capacitors C1 and C2 in mode 2 and mode 3. These modes 
of operation of the proposed topology has been further described and fully analyzed.

Some assumptions were considered during analysis which are as follows:

1. 	 The values of capacitors C1 and C2 are large enough and same.
2. 	 The values of all the inductors are same and are of large value.
3. 	 Inductor currents and the capacitor voltages are same.
4. 	 All the components are ideal.

Mode 1: The switches S1 and S2 in this mode of operation, are closed and the diodes D3, D6, D01 
and D02 remains in reverse biased condition whereas other diodes are forward biased. The inductors get 
connected in parallel to each other and the whole arrangement of the inductor gets connected to the DC 
supply VS. With the connection of the inductors across the supply as shown in Figure 3, they start stor-
ing energy during this period. The output capacitors supply the power to the load during this switching 
period. The voltages of all the inductors working in this mode is given as: 

vL1 = vL2 =vL3 = vL = VS	 (5)

The duration of this mode is given by 

t = DTs	 (6)

Where, T
fs =
1

, f being the switching frequency in Hz.
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The values of the capacitor current in this mode is found to be:

i i I V
RC C
o

1 2 0
� � � � � 	 (7)

Mode 2: This mode starts with the switch S1 in conducting state but the switch S2 is in non-conducting 
state. The output capacitor C1 starts discharging and supplies the load during this period. The diodes D3, 
D6 and D02 are working in forward biased whereas rest are reverse biased. The inductors that were previ-
ously in parallel to each other in mode 1 now gets connected in series fashion. The energy accumulated 
by the inductor working in the mode 1 is supplied to the capacitor C2 and it starts charging. The duration 
of the mode 2 is given by:

t D T
D
fs� �� � �
�� �1

1
	 (8)

The connection diagram of the proposed topology working in mode 2 has been shown in Figure 4.
From Figure 4, using KVL in the closed loop yields following relations:

v v v V v V v
L L L s C s1 2 3 2

0

2
� � � � � ��

�
�

�
�
�( ) 	 (9)

Since the inductors are of equal value, it can be implied that

vL1 = vL2 = vL3 = vL	

Using this value, the equation (ix) becomes,

Figure 3. Mode 1 of the proposed topology
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3
2

0v V V
L s� �( ) 	

v V V
L s� ��

�
�

�
�
�

1

3 2

0 	 (10)

Current through the capacitors are given as:

iC1 = -I0	

iC2 = iL – I0	 (11)

Mode 3: The switch S1 is in OFF position while the switch S2 is in ON position in this mode as 
shown in Figure 5. With such switching configuration, the path of energy flow towards the capacitor C2 
is directed towards the capacitor C1 and it starts charging. Meanwhile, the capacitor C2 feeds the load 
during this time. The diodes D3 and D6 continue to remain forward biased while the diode D01 that was 
reverse biased in the mode 2 now starts conducting whereas diode D02 does not conduct. The inductor 
current iL continues to decrease. The inductors in this mode continues to remain in series with the volt-
age across all of them being the same.

Application of KVL in Figure 5 yields,

v v v V v V V
L L L s C s1 2 3 1

0

2
� � � � � ��

�
�

�
�
�( ) 	 (12)

As

vL1 = vL2 = vL3 = vL	

Figure 4. Mode 2 of the presented DC-DC converter topology
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� � ��
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2

0v V V
L s 	

and

v V V
L s� ��

�
�

�
�
�

1

3 2

0 	 (13)

The capacitor currents during this mode are:

iC1 = iL – I0	

iC2 = -I0	 (14)

Applying voltage-second balancing on the inductor in all the three modes gives:

V DT V V D T V V
s s s s s� ��

�
�

�
�
�

�

�
�

�

�
�

��
�
�

�
�
� � ��

�
�

�
�
�

�

�
�

�

�

1

3 2

1

2

1

3 2

0 0

��
��

�
�

�
�
�

1

2

D Ts 	 (15)

Simplifying equation (15), we get,

V
V

D
Ds

0
2 2 1

1
�

�� �
�

	 (16)

The switching pulses of both the switches and the values of voltages across different components 
during all the three modes has been shown in Figure 6.

Figure 5. Mode 3 of the proposed topology
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Figure 7 shows the variation of voltage conversion ratio for the presented converter in comparison 
to a boost converter.

AVERAGE LARGE-SIGNAL MODELLING OF THE PROPOSED TOPOLOGY

With the value of inductor voltage and capacitor currents obtained during all the three modes, the Av-
erage large-signal model can be derived for yielding the small-signal model of the proposed converter 
topology. The small signal representation is very necessary for the purpose of stability analysis of the 
topology in consideration. The equations governing the inductor voltages and capacitor currents for all 
the three mode are given by equation (5), (6), (10), (11), (13), (14). The average signal model is obtained 
for each mode as:

Figure 6. Switching pulse and voltages of different components
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For mode 1:

di
dt

v
L

L s= 	 (17)

Also,

dv
dt

v
RC

C1 0

1

� � 	 (18)

dv
dt

v
RC

C 2 0

2

� � 	 (19)

The standard form of state-space representation is given as

x Ax Bu� � 	

y = Cx + Du	

The equations (17), (18) and (19) can also be written in state-space representation as:

Figure 7. variation of voltage gain with duty cycle
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For mode 2:

di
dt

v
L

v
L

L s C� �
3 3

2 	 (21)

From the equation of capacitor currents in mode 2,

dv
dt

v
RC

C C
1 1

2

1

� � 	 (22)

dv
dt

i
C

v
RC

C L C2 2

2 2

2
� � 	 (23)

The equations (21), (22), (23) in state-space representation form can be written as:
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Similarly, for mode 3,

di
dt

v
L

v
L

L s c� �
3 3

1 	 (25)

and from the capacitor currents,
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i
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1� � 	 (26)
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� � 	 (27)

Representing the equations (25), (26), (27) in state-space form,
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In state-space representation for the three modes, the average-large signal model is obtained as:
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Upon simplification,
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Using the values of matrices A and B, the average Large scale model can be written as:
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SMALL-SIGNAL MODELLING OF THE PRESENTED TOPOLOGY

The small-signal model of the presented topology is achieved by representing the variables with a steady-
state part and a small change across the steady state point as:

x X x� � Æ	

The different variables can thus be represented as:
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Small-signal model is represented as:
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Separating the steady-state terms and eliminating the higher-order terms, we obtain the following 
set of equations:
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	 (30)

The equation (30) represents the small-signal model of the presented topology. The transfer function 
is derived employing the small-signal model by putting the values of different parameters of the circuit 
from Table 1 as:

v s
d s

S
S S S

0

6 7

3 2

16 10 8 10

5 51541 66 207708 33
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� � �. .
	 (31)

Table 1. Different parameters of the system

Parameters Value

L1, L2, L3 500 𝜇H

C1, C2 1000 𝜇F

D 0.5

R 400 Ω

VS 25V
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FREQUENCY RESPONSE OF THE PRESENTED CONVERTER TOPOLOGY

Frequency response can be conveniently obtained using the small signal transfer function represented 
by (31) using the Bode plots. MATLAB has been used to obtain the bode plot for the above transfer 
function as shown in the Figure 8.

As seen from Figure 8, the phase margin for the converter is a very small which is an indication of 
instability of the system even to the slight variation in the duty cycle. Thus, this overall system requires 
a closed loop control to ensure better stability and reliability.

Figure 8. Bode plot of the small signal model transfer function
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CONTROLLER FOR THE PROPOSED SYSTEM

For increasing the overall stability and compensation, a PID controller can be incorporated in the system 
is represented in Figure 9. This controller parameters can be suitably adjusted as per the requirement 
of the system. A value of Ki= 0.001, Kp=0.2 and Kd=0.00025 has been used for improving the stability 
of the whole system.

The frequency response obtained for the compensated topology has been shown in the Figure 10. It is 
observed that the phase margin of the compensated system is now around 54° which shows that the system 
has been made immune to the variation in the system parameters and an overall closed loop stability.

RESULTS

The proposed topology has been simulated with the help of MATLAB/Simulink with the values of 
component given in Table 1.

The output voltage of around 206 V was obtained with a supply voltage of 25 V. The output voltage, 
switching pulses of two switches, inductor current, voltage across any of the inductors and the voltage 
across the two switches has been shown in Figure 11.

CONCLUSION

The switched inductor step-up DC-DC converter has been discussed having high voltage conversion ratio. 
The steady-state analysis was carried out for the presented DC-DC converter along with average large-
signal and small-signal model of the converter. Employing the small-signal transfer function, converter 
stability was analyzed by employing MATLAB. Finally, the stability of the converter was improved and 
the system was made immune to the disturbances in the system parameters by designing a controller 
with suitable values of Ki, Kp and Kd.

Figure 9. Control Scheme for the presented topology
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Figure 10. Bode plot of the compensated system

Figure 11. (a) Output voltage (b) Switching pulse for S1 (c) Switching pulse for S2 (d) Inductor current 
(e) Inductor voltage (f) Voltage across switch S1 (g) Voltage across switch S2
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ABSTRACT

Cardiovascular disease prediction is a research field of healthcare which depends on a large volume of 
data for making effective and accurate predictions. These predictions can be more effective and accurate 
when used with machine learning algorithms because it can disclose all the concealed facts which are 
helpful in making decisions. The processing capabilities of machine learning algorithms are also very 
fast which is almost infeasible for human beings. Therefore, the work presented in this research focuses 
on identifying the best machine learning algorithm by comparing their performances for predicting 
cardiovascular diseases in a reasonable time. The machine learning algorithms which have been used 
in the presented work are naïve Bayes, support vector machine, k-nearest neighbors, and random for-
est. The dataset which has been utilized for this comparison is taken from the University of California, 
Irvine (UCI) machine learning repository named “Heart Disease Data Set.”

INTRODUCTION

The cause of death is mostly due to cardiovascular diseases worldwide as compared to any other dis-
ease. 80% of these deaths are caused by heart attacks and strokes. A cardiovascular disease death in 
people, less than 70 years of age is about thirty four percent. Manual building of predictive models or 
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data analysis for cardiovascular disease prediction is impractical, less productive as well as tedious task 
to be performed by a human being. On the other side, machine learning provides a convenient way of 
observing a massive volume of data (Ghadge et al., 2016) (Prerana et al., 2015). It also learns from past 
experiences and computation for producing a better and precise result in the future.

From the past decade, machine learning has provided some major research inputs and subsequent 
improvements in the realm of medical science. Numerous machine learning algorithms have been used 
to develop the model of cardiovascular disease prediction (Weng et al., 2017). These models can learn 
from training data and examined when tested by new untrained data. Most of the approaches that have 
been utilized to develop the model of cardiovascular disease prediction are based on some standard 
dataset (Patel et al., 2017). One of the most widely used dataset is Cleveland Clinic Foundation dataset 
available at UCI repository.

Cleveland Clinic Foundation Dataset

UCI repository was started at University of California, Irvine in 1987. It was a venture of David Aha 
and his assistant scholars. This repository contains huge number of datasets from miscellaneous realms. 
These datasets are utilized from time to time by many researchers and experts to perform their empiri-
cal studies and analysis. Besides Cleveland Clinic Foundation Dataset, there are three more sources of 
“Heart Disease Data Set”.

The Cleveland Clinic Foundation dataset contains minimum missing values among all four datasets as 
well as it is the most widely used dataset by experts. Robert Detrano, (M.D, Ph.D) provided this dataset. 
There are 76 attributes in the dataset but due to scope of better analysis, a subset of 14 attributes is utilized 
in all published experiments (Patel et al., 2017). Among fourteen attributes, the dataset contains ‘thirteen’ 
dependent and ‘one’ independent variable to be anticipated. This anticipated variable ranges from 0 to 
4 which describe the heart conditions. For the comparison presented in this paper, class labels ‘1 to 4’ 
are merged into one class and labelled as ‘1’. Therefore, anticipated class can be either ‘0’ representing 
healthy heart or ‘1’ representing unhealthy heart. These fourteen attributes are mentioned in table 1.

Objective

The objective of this research work is to compare the machine learning algorithms for cardiovascular 
disease prediction on the basis of performance metrics (Masethe & Masethe, 2014). The performance 
metrics which have been used for evaluation of machine learning algorithms are accuracy, precision, 
recall, F1-score and ROC. The four machine learning algorithms which have been compared on the basis 
of performance metrics are Naïve Bayes (NB) (Anbarasi et al., 2010) (Boshra & Mirsaeid, 2015) (Dey et 
al., 2016) (S. Seema & Kumari, 2016) (Shahi and Gurm, 2017) (Beyene & Kamat, 2018) (Prabhavathi 
& Chitra, 2016) (Sairabi & Devale, 2015) (Sharan & Sathees, 2016) (Sharma et al., 2015), Support Vec-
tor Machine (SVM) (Vadicherla & Sonawane, 2013) (Elshazly et al., 2014) (Sharmila & Chellammal, 
2018) (Zhang et al., 2012), K-Nearest Neighbors (KNN) (Boshra & Mirsaeid, 2015) and Random Forest 
(RF) (Patel et al., 2016). This paper presents the contribution of optimal attributes in the evaluation of 
machine learning algorithms. Hence in the later part of this paper, it is concluded how attribute selection 
impacts the performance metrics.
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Related Work

A lot of research works have been performed to compare the machine learning algorithms for cardiovas-
cular disease prediction. But still, there exist the limitations in these works. These limitations involve in 
terms of accurate analysis and comparison of models for cardiovascular disease prediction. Since, the 
comparison approaches of machine learning algorithms are based on performance metrics. Most of the 
researchers have compared these algorithms on the basis of either accuracy or precision. Few of them 
have used recall, while ROC is used by a smaller number of researchers. F1-score is rarely used by any 
experts. All these performance metrics are not used simultaneously for comparison of machine learning 
algorithm. Another type of limitation is based on the method of attribute selection on the dataset used 
for predicting the cardiovascular diseases.

Next section presents the research methodology including the tool, algorithms used in comparison, 
attribute evaluators, search methods and performance metrics. After this, proposed method for attribute 
selection is presented. Following the sequence, all the experiments which have been performed for 

Table 1. Attributes of dataset

Sr. No. Attributes Type Description

1 age Numeric Represent the ‘age’ of an instance. The value is represented in ‘years’;

2 sex Binary Defines the ‘gender’ of instances. Here, ‘0’ represent ‘female’ and ‘1’ represent 
‘male’ instances;

3 cp Categorical
Describes the ‘chest pain type’ for an instance. It has three values. The value ‘1’ 
represents ‘typical angina’ and value ‘2’ represents ‘atypical angina’ while value ‘3’ 
represent asymptomatic;

4 trestbps Numeric Explains the ‘resting blood pressure’ of an instance in mm Hg;

5 chol Numeric Used to describe the ‘serum cholesterol’ of an instance in mg/dl;

6 fbs Binary
Explains the ‘fasting blood sugar’ of an instance. It is a binary attribute which has 
two values ‘0’ representing ‘below threshold’ and ‘1’ representing ‘above threshold’. 
The threshold value is ‘120 mg/dl’;

7 restecg Categorical
Describe the ‘resting ECG results’. It is expressed with three values. The value 
‘0’ represents the ‘normal’ and ‘1’ represents ‘ST-T wave abnormality’ while ‘2’ 
represents ‘LV hypertrophy’;

8 thalach Numeric Used to describe the ‘maximum heart rate achieved’ by an instance;

9 exang Binary Describes the ‘exercised induced angina’. It has two values namely ‘0’ for ‘No’ and 
‘1’ for ‘Yes’.

10 oldpeak Numeric Used to describe ‘ST depression induced by exercise relative to rest’.

11 slope Categorical
Describes ‘slope of the peak exercise ST segment’. It has three values. The value 
‘1’ represents ‘up-sloping’ and value ‘2’ represents ‘flat’ while value ‘3’ represent 
‘down-sloping’.

12 ca Categorical Used to describe ‘number of major vessels colored by fluoroscopy’. It has four 
different values ranges from ‘0 to 3’.

13 thal Categorical Explains the ‘defect types’. It has three different values. The value ‘3’ represents the 
‘normal’ and ‘6’ represents ‘fixed defect’ while ‘7’ represents ‘irreversible defect’.

14 num Categorical
Explains the ‘diagnosis of heart disease’. It has five different values ranging from 0 
to 4. The value ‘0’ represents the ‘healthy’ heart while values ‘1 to 4’ describes the 
severity of ‘unhealthy’ heart.
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this comparison is presented with its experimental results. Last section presents the conclusion of this 
comparison.

EXPERIMENTAL SETUP

Research Methodology

The steps pursued as component of research methodology are as follows:

•	 Cleveland Clinic Foundation dataset is selected;
•	 Weka tool is selected for experiments;
•	 Preprocessing of dataset to divide it into training and testing dataset files;
•	 Normalization of training and testing dataset files;
•	 NB, SVM, KNN and RF are used for comparison on Weka to classify the instances of dataset as 

healthy or unhealthy;
•	 Correlation based Feature Selection (CFS) and Classifier Subset Evaluation (CSE) are used as 

attribute evaluator during attribute selection;
•	 The search methods used with attribute evaluator during attribute selection are Best First Search 

(BFS), Linear Forward Selection (LFS) and Genetic Search (GS).

It must be noted that Coefficient of Variation (CV) Parameter Selection is used for performance 
optimization while attribute selection is performed on the basis of proposed method.

Weka

Waikato Environment for Knowledge Analysis (Weka) is a suite of machine learning software written 
in Java and runs on almost any platform. It was developed at the University of Waikato, New Zealand 
and is free software licensed under the GNU General Public License. To solve the real-world data min-
ing problem on a given dataset, they can be enforced straight or called from your own Java code. The 
version used in this research work is 3.6.9. Weka receives dataset files in two formats. These formats 
are comma separated value (csv) and attribute-relation file format (arff). To perform experiments, arff 
files are created with Cleveland Clinic Foundation dataset. Files with lesser attributes are created by 
preprocessing tab of the tool.

Algorithms used in Comparison

Machine learning is a powerful craft based on artificial intelligence and comprises a lot of algorithms 
to develop a model. These models are trained with input data known as training dataset and examined 
by unknown input termed as testing dataset. Training of these models also depends on algorithms. 
Although numerous algorithms are present in machine learning, but NB, SVM, KNN and RF produce 
better accuracy in results for cardiovascular disease prediction. In this paper, NB, SVM, KNN and RF 
is selected for comparison from past experience.
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NB classifiers utilizes the operation of Bayes theorem. These are simply a group of “probabilistic 
classifiers”. In a learning problem, they require numerous linear parameters for the number of features 
and establish assumptions among the features with strong (naïve) independence.

SVM classifier uses a hyper-plane for classifying the data into different classes. After modeling with 
training data, SVM produces a hyper-plane in the test data as an output. By drawing a hyper-plane, dis-
crete data classes are separated. This can be done by finding the space in the data matrix by SVM model.

KNN is a non-parametric machine learning algorithm. Primarily, it is based on Euclidian Distance 
Formula for classifying the new training instances. The problem of classification as well as regression 
can be solved by KNN algorithm. In the feature space, k-closest training examples are comprised in the 
input for both kinds of problem.

A RF classifier includes a group of decision trees. Specifically, for the construction of each tree, an 
algorithm ‘A’ is applied on a given training set ‘S’. Further a random vector θ is sampled independently 
and identically using some kind of distribution on the training set S. For the predictions of individual 
trees, a majority vote is applied over them in Random Forest classifier (Shai & Shai, 2014).

Attribute Evaluators

While operating with the model prediction, it is important to know the features which are useful, con-
sistent, compatible and relevant in predicting a model. For a particular problem domain, it also requires 
a deep understanding and knowledge in automatic selection of attributes. Choosing a smaller number 
of attributes is necessary as it makes the complexity of the model to a minimum. A simpler model is 
easy to understand, explain and interpret. In this paper, two attribute selection methods are used namely: 
Correlation based Feature Selection (CFS) and Classifier Subset Evaluation (CSE).

In Correlation based Feature Selection (CFS), for the purpose of selecting the most relevant and im-
portant attributes in the given dataset, a prominent technique known as correlation is used. In statistics, 
it is known as Pearson’s correlation coefficient. A correlation between an output variable and each of 
the attribute can be calculated for the selection of attributes.

In Classifier Subset Evaluation, in order to evaluate the ‘merit’ out of a given set of attributes, a clas-
sifier is used. It either separately holds out the testing set or estimates the attribute subsets on the given 
training data. It further uses the various internal machine learning algorithms for the attribute selection 
which includes Logistic Regression, Naïve Bayes etc.

Search Methods

Attribute Evaluators always demands a search method to perform attribute selection. Some of these can 
only be utilized with particular search methods. One example is correlation-based feature selection. It 
works only with best first search or ranker search methods. In the analysis of this study, search methods 
used for attribute selection are BFS, LFS and GS.

BFS uses a backtracking facility. Basically, it utilizes greedy hill climbing augmentation for search-
ing the space of attribute subsets. The level of done backtracking can be controlled by allowing the 
consecutive non-improving nodes to be fixed. A BFS can be started in two modes. First mode performs 
searching in backward direction by considering entire set of attributes. Second mode starts with an 
empty attribute set and then search in a forward direction. One more method is available by adding and 
deleting all single possible attributes at a particular point and then start searching in both the directions

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



116

Comparison of Machine Learning Algorithms for Cardiovascular Disease Prediction
﻿

LFS is basically an expansion of the BFS method. It considers a reduced k number of attributes. A 
fixed number k of attributes is selected by a fixed-set while in each of the step; k is increased with se-
lected fixed-width. This search method either performs ranking of the k-attributes or an initial ordering 
for selecting the top most k-attributes. Directions to be used in this search method can be forward or 
floating forward with an optional backward search step.

GS method is based on the principle given by Charles Darwin “survival of the fittest” (Khare and 
Burse, 2016). It stimulates generally for the evolutions in natural systems. The composition of the algo-
rithm is based on three different operators: mutation, crossover and the reproduction. In machine learn-
ing, it is also a search method based on the theory and for attribute selection; it is competent definitely 
in examining large search spaces.

Performance Metrics

The comparison of algorithms is evaluated by performance metrics like accuracy, precision, recall, F1-
score and ROC (Bramer, 2013). All these performance metrics are fundamentally calculated from the 
four key elements of the confusion metrics. These key elements depict the actual and predicted classes. 
The elements are:

•	 True Positive (TP): TP is a value which is true positive and truly classifies a positive value.
•	 False Positive (FP): FP is a value which is false positive and falsely classifies a positive value.
•	 False Negative (FN): FN is a value which is false negative and falsely classifies a negative value.
•	 True Negative (TN): TN is a value which is true negative and truly classifies a negative value.

Accuracy (Bramer, 2013) can be defined as the ratio of truly classified instances to all the instances. 
Basically, it is a fraction of all the instances which are correctly predicted or classified. Accuracy can 
be calculated as:

Accuracy � �
� � �
TP TN

TP FP FN TN
	 (1)

Precision (Bramer, 2013) can be defined as the ratio of true positive to the sum of true positive and 
false positive. Basically, it is a fraction of instances which are predicted as true positive from all the 
instances which are predicted as positive instances. Precision can be calculated as:

Precision �
�
TP

TP FP
	 (2)

Recall (Bramer, 2013) can be defined as the ratio of true positive to the sum of true positive and false 
negative. Basically, it is a fraction of instances which are predicted as true positive from all the instances 
which are exactly positive instances. It is also known as sensitivity. Recall can be calculated as:
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Recall �
�
TP

TP FN
	 (3)

F1-score (Bramer, 2013) is used to combine the precision and recall. It is expressed as twice of the 
ratio of precision and recall multiplication to the sum of precision and recall. Basically, it is used to 
express the quality of classifier. F1–score can be calculated as:

F score1
2

� �
�

*Precision*Recall

Precision Recall
	 (4)

Receiver Operating Characteristic (ROC) Curve is a graph which is plotted for true positive rate vs 
false positive rate. It is used to express the performance of a classifier.

PROPOSED METHOD FOR ATTRIBUTE SELECTION

A method is proposed for selecting the attributes of normalized training dataset to compare the machine 
learning algorithms. The method uses Attribute Evaluator for evaluating the attributes of dataset based on 
some classifier and search method. Following table 2 shows the proposed method for attribute selection:

Here, CFS (Correlation based Feature Selection) and CSE (Classifier Subset Evaluation) are used as 
attribute evaluator. CFS does not need any classifier but CSE needs classifier to evaluate the features. 
Classifiers used with the attribute evaluator are Logistic, Naïve Bayes, SVM, Random Forest and KNN. 
The search methods used with attribute evaluator are BFS, LFS and GS.

In above Table 2, first column represents the “Attribute Evaluator”. Similarly, second and third 
columns represent the “Classifier” and “Search method” used with attribute evaluator respectively. 

Table 2. Point Table for Attribute Selection

Attribute 
Evaluator Classifier Search 

Method
Attribute Serial Number mentioned in Table 1

1 2 3 4 5 6 7 8 9 10 11 12 13

CFS –
BFS 1 1 1 1 1 1

GS 1 1 1 1 1 1 1

CSE

KNN GS 1 1 1 1 1

Logistic BFS 1 1 1 1 1 1 1 1

Logistic LFS 1 1 1 1 1 1 1 1 1

NB GS 1 1 1 1 1 1 1 1

RF GS 1 1 1 1 1 1 1

SVM BFS 1 1 1 1 1

SVM GS 1 1 1 1 1 1 1 1 1 1

Total Points 4 3 7 4 2 3 9 3 4 5 6 7 8
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Remaining columns represents the “attributes (attribute number) of dataset”. We have used only 13 at-
tributes because last attribute is used to predict cardiovascular disease based on these 13 attributes. So, 
there is no need to include it.

Each row represents a feature selection method, so ‘1’ is put in the cells for the selected attribute 
number which have been selected by used combinations. For example, CFS uses BFS method, the se-
lected attributes are 3, 7, 9, 10, 12 and 13. So, ‘1’ is put in the corresponding cells of attribute number. 
In the same way, CSE uses Logistic classifier with LFS method and selected attributes are 1, 3, 4, 6, 
7, 10, 11, 12 and 13. Therefore, cells corresponding to these attribute numbers contain ‘1’. In the last 
row, the total points are calculated corresponding to each attribute number by summing up each column 
values i.e. ‘1’. For example, attribute number 7 is selected by each combination of attribute evaluator, 
classifier and search method; so, its total point is ‘9’. It means this attribute is very crucial to predict the 
cardiovascular disease.

EXPERIMENTS

Three different approaches have been used to perform the experiments in this comparison. The first ap-
proach is to compare the performance of machine learning algorithms on simple training set by using 
10-fold cross validation. The second approach is based on test dataset using normalization and without 
normalization. In second approach, performance optimization is also tested by CV Parameter Selection.

The third approach includes the attribute selection. The attribute selection is performed with the 
help of ‘proposed method for attribute selection’. K-fold cross validation and normalization are used 
in all the experiments. The purpose of k-fold cross validation is to avert over-fitting and under-fitting 
of the model. Furthermore, the purpose of normalization is to use a common scale in the dataset for 
the values of numeric columns without deforming values of range differences or information loss. The 
dataset is partitioned into two parts to perform all the experiments. These two parts are training dataset 
and test dataset. Before partitioning, data pre-processing (cleaning and scaling) is applied on the data-
set. Basically, data pre-processing applies a set of methods to change raw data into intelligible format. 
The purpose of data pre-processing is to detect outliers, missing values and inconsistencies in the data. 
As a remedy, data pre-processing decides the actions taken with outliers, filling up missing values and 
removing inconsistencies.

The used dataset Cleveland comprises 303 rows. There are 14 attributes in which 5 are numerical 
and 9 are categorical. There are 6 missing values in the dataset. These missing values are from ‘Ca’ and 
‘Thal’ columns which are categorical attributes. For categorical attributes, missing values are replaced 
by mode value of the respective columns. Number of outliers in the dataset are 43, but it is not noise. 
These outliers are from Chol and Trestbps columns because the values in these columns are above the 
normal scale. But, in medical scenario these are not outliers because the patients who are identified with 
cardiovascular disease are considered as outliers. So, these are kept as they are.

Training of model is the main step in machine learning which is performed by using the training 
set. Training set is generated by partitioning the main dataset. In general, it is considered as standard to 
use 60 to 70 percent of data as a training set. But it can vary depending on the need and purpose of the 
experiments. Proposed work has used 70% of the dataset as training dataset.

After training the model with training set, testing of the model is performed. To test the model, 
test dataset is desired. Test dataset is another part of main dataset which is not the part of training of 
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the model. It is treated as dependent variable of the data. Proposed work has used 30% of the dataset 
as testing dataset. When data is tested using cross validation, performance can be better or worse. The 
performance depends on the model used. Therefore, performance optimization is used to guarantee that 
every model is working in its highest. Coefficient of Variation Parameter Selection is utilized in this 
comparison for performance optimization.

EXPERIMENTAL RESULTS

This section provides the experimental results, analysis and observations gathered from the simulation 
performed on Weka tool for the comparison of machine learning algorithms to predict cardiovascular 
disease. Since, the objective of the proposed work is to test which algorithm classifies diseases the best. 
Initially by applying 10-fold cross validation method on the training dataset, performance is well evaluated. 
Then the trained model performance is calculated against the test dataset without using normalization.

After this, performances of the same algorithms are obtained on normalized dataset. Followed by 
results obtained on normalized dataset, the CVParameterSelection is applied for performance optimiza-
tion and results are analyzed. In the last, performances of machine learning algorithms are evaluated on 
the dataset with normalized and reduced features.

All the results are presented in tables and results are analyzed on the basis of performances metrics.

Performance Result on Training Set

Initially, all four algorithms are examined on training set. The performance is evaluated over 10-fold 
cross validation because it produces almost optimal results. The results are as follows:

Referring to Table 3, it can be seen that NB outperforms all the algorithms. RF is very close to NB 
in performance. KNN is at third position. The performance of SVM is lowest among all the algorithms 
and also very poor.

Performance Result on Test Set without Normalization

After the performance analysis on training set, the algorithms are evaluated on test set without normal-
ization. The models which have been built by these algorithms are examined by test set. Training of 
models are performed over 10-fold cross validation. The results are as follows:

Table 3. Performance results on training set

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 82.5 82.5 82.5 82.5 90.0

SVM 53.3 59.5 53.3 38.4 50.6

KNN 79.7 79.7 79.7 79.7 79.1

RF 81.6 81.7 81.6 81.5 89.0
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Referring to Table 4, it can be observed that the performance of NB has increased on test dataset and 
it is best among all the algorithms used. Performances of RF and KNN are decreased against the test 
dataset. RF and KNN are at second and third positions respectively. The performance of SVM is lowest 
among all the algorithms and also very poor against the test dataset.

Performance Result on Test Set using Normalization

Since, most of the algorithms perform only on normalized dataset, so the performance analysis of all 
the algorithms are evaluated on normalized test set. The training of models is also performed with 
normalized training dataset by using 10-fold cross validation. The performance results are tabulated in 
following table 5.

Referring to Table 5, it can be seen that the performance of NB remains the same. Performance of 
SVM has increased significantly on normalized training and test datasets. RF and KNN have also shown 
the same performances; as without normalized test dataset.

SVM is now at second position in performance. Third is RF and KNN is at fourth position.

CVParameterSelection (Performance Optimization) Result

It selects the best value for a parameter to optimize performances using cross validation and also optimizes 
accuracy (classification) or root mean–squared error (regression). All the algorithms are evaluated by 
using CVParameterSelection on normalized test set. The results are as follows:

Referring to Table 6, it can be seen that the performances of all the algorithms remains the same 
as the results mentioned in table 5. CVParameterSelection has not produced significant changes in the 
performance of algorithms.

Table 4. Performance results on test set

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 86.8 86.8 86.8 86.8 93.3

SVM 58.2 75.9 58.2 44.0 51.3

KNN 75.8 75.8 75.8 75.8 75.3

RF 78.0 78.1 78.0 77.7 87.4

Table 5. Performance results on normalized test set

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 84.6 84.6 84.6 84.6 92.7

SVM 80.2 80.4 80.2 79.9 78.8

KNN 75.8 76.3 75.8 75.9 76.0

RF 79.1 79.1 79.1 78.9 83.3
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Performance Result on Nine Selected Attributes

The proposed attribute selection method has given points to all the 13 attributes which will decide the 
14th attribute (num) i.e. whether the instance is affected from cardiovascular disease or not. On the basis 
of point table 2, those attribute which scores ‘4 or more than 4 points’ have been selected for prediction 
of cardiovascular disease. Referring to point table 2, the attributes are: age, cp, trestbps, restecg, exang, 
oldpeak, slope, ca and thal. Performance results of the same algorithms with these reduced attributes 
are tabulated in following table 7.

Referring to Table 7, it can be seen that the performance of RF is increased with these attributes. 
RF is at second position now. NB shows the best performance on reduced attribute datasets. SVM also 
achieved good result, followed by RF. KNN is at last position with very less satisfactory performance.

Performance Result on Six Selected Attributes

Similar to previous procedure for selection of attributes, this time only those attributes have been se-
lected which scores ‘5 or more than 5 points’ in the point table 2. The selected attributes are: cp, restecg, 
oldpeak, slope, ca and thal. Performance results of the same algorithms with these reduced attributes 
are tabulated in following table 8.

Referring to Table 8, it can be observed that the performance of NB is increased with only six at-
tributes but performance of RF is decreased with these attributes. Performance of KNN is improved to 
some extent with six attributes, but SVM shows great fall in the performance with these six attributes 
comparatively to those nine attributes selected earlier.

Table 6. CVParameterSelection results of algorithms on normalized test set

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 84.6 84.6 84.6 84.6 92.7

SVM 80.2 80.4 80.2 79.9 78.8

KNN 75.8 76.3 75.8 75.9 76.0

RF 78.0 78.0 78.0 78.0 88.1

Table 7. Performance Result on Nine Selected Attributes

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 84.6 84.6 84.6 84.6 90.9

SVM 80.2 80.4 80.2 79.9 78.8

KNN 73.6 73.8 73.6 73.7 73.4

RF 81.3 81.4 81.3 81.1 85.0
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Results Comparison

Following figure 1(a) and 1(b) compares accuracy and precision of NB, SVM, KNN and RF on the basis 
of all the results tabulated in table 3, table 4, table 5, table 6, table 7 and table 8.

Table 8. Performance Result on Six Selected Attributes

Algorithms Accuracy (%) Precision (%) Recall (%) F1-score (%) ROC (%)

NB 85.7 85.8 85.7 85.7 90.3

SVM 73.6 73.5 73.6 73.2 72.1

KNN 76.9 76.9 76.9 76.9 77.3

RF 75.8 75.7 75.8 75.6 82.1

Figure 1a. Overall comparison of accuracy

Figure 1b. Overall comparison of precision
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The key observations from figure 1(a) and 1(b) are as follows:

•	 Accuracy of NB is above 80% in all the tables and outperforms all the algorithms.
•	 Accuracy of SVM is low in table 3 and table 4.
•	 Precision of NB is also above 80% in all the tables.
•	 Precision of SVM is lowest in table 3.

Following figure 2(a), 2(b) and 2(c) compares recall, f1-score and ROC of NB, SVM, KNN and RF 
on the basis of all the results tabulated in table 3, table 4, table 5, table 6, table 7 and table 8.

Figure 2a. Overall comparison of recall

Figure 2b. Overall comparison of f1-score
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The key observations from figure 2(a), 2(b) and 2(c) are as follows:

•	 Recall and f1-score of NB is above 80% in all the tables and outperforms all the algorithms.
•	 ROC of NB is above 90% in all the tables and also outperforms all the algorithms.
•	 Recall and f1-score of SVM is low in table 3. F1-score of SVM is below 40% in table 3.
•	 ROC of SVM is almost equal in table 3 and table 4.

CONCLUSION

In this research work, all the results obtained through different methods are tabulated in tables and compared 
against performance metrics. Each table has explained the accuracy, precision, recall, F1-score and ROC 
of all the algorithms in different scenarios. In each situation, Naïve Bayes has performed well to predict 
cardiovascular disease. SVM has performed well with the normalized dataset. After attributes selection, 
Naïve Bayes performed excellently with only six reduced attributes in comparison to other algorithms.

In all scenarios, this proposed work finds that Naïve Bayes is the best classifier for cardiovascular 
disease prediction followed by Random Forest, KNN and SVM sequentially for the used dataset.
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ABSTRACT

The world is becoming smart as IoT is now an integral part of individuals’ routine lives. To control any 
devices at any place and at anytime from anywhere is now just a matter of access. The goal of this work 
is to provide simple, efficient, cost-effective, and reliable communication system for traffic management. 
Keeping in view the aim of smart city, after cleanliness, traffic is the major concern nowadays. A case 
study is presented through proposed model in this work that will help in improving traffic condition of 
the city. The available data is analyzed and processed through Raspberry-pi. This data is simultaneously 
being updated at the web server through cloud. Based on the data available in real time, the system 
enables controlling traffic system dynamically. This helps in reducing congestion and provides fast go-
ing way for heavy vehicular traffic. The system can be clubbed with existing centralized traffic control 
system in the Indore city to manage traffic conditions in a better way.

INTRODUCTION

India is a democratic republic country having parliamentary form of government (National Portal of 
India, 2019). The country stood on second position with a population exceeding 1.38 billion residents 
(India’s Population, 2020). Therefore, it has become a global management issue. Indore is the most 
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populous and largest city in west-central India. Indore is the commercial capital of Madhya Pradesh, 
having a population of around 5.12 million approximately (Indore Population Estimation, 2020). The 
most crowded city of M.P. is known for its food. Also it is a research hub having IIT, IIM and RRCAT, 
an education hub, religious hub, medical hub, tourist hub and shopping hub. The city is surrounded by 
Industry areas of Pithampur and Mhow.

According to the World’s largest cleanliness survey, Swachh Survekshan 2020, Indore is declared 
as the cleanest city for the fourth time (Swachh Survekshan, 2020). After achieving first step towards 
smart city project, government’s next mission is to deal with Traffic. The system proposed here involves 
the use of IoT with current running systems. This will be easy to implement and handle traffic in better 
way. IoT is a broader term which inculcates the use of online network to make things easier. The advent 
in technology enables to build a smart environment for communicating devices that can find applica-
tions in almost every field including automation, security, monitoring, surveillance, detection or control. 
The domain may include industry, educational institutions, agriculture, domestic applications etc. The 
market of IoT in India is anticipated to increase with Compound annual growth rate of more than 28% 
in course of 2015-2020 according to “India Internet of Things Market Forecast & Opportunities, 2020” 
(Internet of Things, 2019). In past recent years, the paradigm of IoT has shown significant growth. Erics-
son Mobility Report tells that number of IoT devices is projected to be quadrupled by 2021 (Information 
About Growth of IoT, 2019). Figure 1 represents the six elements of IoT. Table 1 gives the description 
of all these elements.

Figure 1. Internet of Things: from connecting devices to human value.
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With the rapid growth in population in recent years, the problem of traffic is even more severe here. 
Mobility is inversely proportional to population growth. This even leads to congestion, theft and ac-
cidents. Air pollution and noise pollution is also increasing which adversely affects health of humans. 
Smoke from the vehicles emits harmful gases that create breathing problems. Therefore, to solve these 
issues of day-to-day life, a possible solution could be if we combine existing centralized traffic light 
control system with a module that controls traffic system dynamically through IoT. The rest of the paper 
is described in four sections. Section II discusses the related work in the concerned domain. Section III 
explains about present scenario and challenges. The proposed system model is presented in Section IV. 
Section V concludes the research and Section VI mentions the references.

Background

A valuable amount of research has been carried out on IoT in concerned domain:

1. 	 IoT Platforms and Technologies

The work presented by Nikola Petrov et al. (Petrov et al., 2016), gives the overview of available 
platforms for IoT technologies. It explains the applicability of Raspberry Pi for IoT environments. The 
system is low cost, efficient, flexible system. A survey on Internet of Things by Luigi Atzori et al. 
(Atzori et al., 2010) explores IoT in different domains. A Comparative survey of RFID systems, WSN 
and RFID sensor networks is shown. The current aspect, issues which are addressed and which needs 
to be further accessed with regard to IoT is explained. A case study that describes protocols used and 
realization of architectures in Padova, Italy is depicted by A. P. Castellani et al. (Castellani et al., 2010). 
This case study has been validated through the guidelines of SENSEI. WSN testbed has been deployed 
in Information Engineering Department of Padova University, Italy. IPv6 is used to reach nodes and 
realizes using IoT technology.

The work done by Nils Walravens et al.(Walravens & Ballon, 2013) shows an approach for making 
business models. It develops mobile apps for different cities for expanding existing mobile network in 
business models. Pooja Yadav et al. (Yadav et al., 2018) show the growth of IoT in India. The paper 
reviews challenges and risk already existing in India; possible solutions to be done by government. The 
work presented by Maxim Chernyshev et al. (Chernyshev et al., 2018), gives the idea of the increasing 
use of IoT and depicts a comparison with existing technologies like WSN, networking and cloud com-
puting. The work done by A. P. Castellani et al. (Castellani et al., 2012) formulates a Google based web 

Table 1. Six Elements of IoT

Elements Description

01 Device connection Includes IoT devices and their connectivity with Intelligence Embedded in them.

02 Data sensing Allows reading sensor data & storage.

03 Communication Enables transportation of data & can be accessed through cloud or network.

04 Data analytics Provides the cognitive analysis of data, analysis of Big data & AI.

05 Data value Analyzes actions, APIs & processes data, provides actionable Intelligence.

06 Human value Provides tangible benefits to stakeholder, Smart Applications.

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



130

IoT-Based Dynamic Traffic Management and Control for Smart City in India
﻿

toolkit, WebIoT to enhance communication between human and things and amongst things. The design 
has been validated through health care applications and web resources communication.

2. 	 IoT Based Detection and Monitoring Systems

The research done by Umera Anjum (Umera, 2017), uses image processing on live video to detect 
theft. A camera is used to capture video, a LCD display, IR for night vision and USB for storage. The 
captured image is transmitted over IoT and can be viewed by user online. This paper presented by Dr. 
B. Sivasankari et al. (Sivasankari, 2017), shows a system which monitors the air quality using IoT and 
Raspberry Pi. The system uses various types of gas sensors. Graph is also plotted periodically using 
thing speak platform. The paper presented by Nazeem Basha (Nazeem Basha et al., 2016), presents an 
Intrusion Detection system made using Raspberry pi. Door motion is sensed by sensor, this data is sent 
to AWS IOT console through Raspberry pi. This invokes AWN SNS module to send notification (push 
mail) to the owner. Data is updated in Google spread sheet. The research done by Hyeongrae Kim et al. 
(Kim et al., 2018), proposes a fault detection model. Entire system is configured with multiple IoT’s. 
Look-up table method proves to be an effective method to monitor the nodes of IoT that are freezed. 
Bluetooth and Wi-Fi technologies are also used. Sangwon Lee developed an intelligent parking system 
(Lee et al., 2008) using wireless sensor networks. Ultrasonic sensors with magneto motors are used for 
accurate detection of vehicle in parking lots.

3. 	 IoT with Raspberry Pi and Wireless Sensor Networks

This article presented by Cheah Wai Zhao et al. (Zhao et al., 2015) explores use of Raspberry pi 
as a server. Three cases are studied: connection over wi-fi for smart applications, communication over 
zigbee and Pi as server by using ‘Samba’, open source software which provides services like: file & print 
services, authentication, authorization, name resolution and service announcement. The paper presented 
by Dhiraj Sunehra & B. Harish Kumar (Harish Kumar, 2017), explains communication and transfer 
between two nodes; pi and Arduino. The water pump is turned on; and correspondingly values are up-
dated on the webpage through Pi web server. The work proposed by Fatma Salih et al. (Salih & Omer, 
2018), depicts the video server made with the help of Raspberry pi. Stream of video or audio is created 
in real-time through LAN using pi. This data is processed through HTTP and sent with RTP protocol.

Omid Avatefipour et al. (Avatefipour & Sadry, 2018) compare four different methods for managing 
traffic system namely Traffic Light System, RFID, static & dynamic traffic system, traffic system using 
IoT are compared for traffic management. The implementation of smart monitoring system by Nicola 
Bressan et al. (Bressan et al., 2010) deployed using WSN and actuator network. A binary web service is 
providing portable user friendly app development. The work presented by D. Wang et al. (Wang et al., 
2018), explains a method to handle Big data intelligently using 5G Intelligent Internet of Things (5G I-
IOT). It consists of three parts; cloud for intelligent computation, a processing center to generate results 
and link between the two i.e. object processor to process data and sends data to previous block and as 
an acknowledgement and takes feedback to make decisions. Paolo Casari et al. (Casari et al., 2009) give 
an overview of WISE-WAI project in Padova, Italy. A large testbed is deployed for large scale wireless 
sensor networks. It incorporates environmental sensors such as temperature, humidity, light intensity, 
a transceiver along with a microcontroller all deployed in building of Information Engineering Depart-
ment in University of Padova, Italy.
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4. 	 Smart city concept with IoT:

The research done by Mahesh Lakshminarasimhan (Lakshminarasimhan, 2016) describes a traffic 
control system in big cities which uses RFID and analyzes big data through IoT. The system would help 
in reducing congestion in traffic and also provides a mechanism for security of vehicles. The research 
work of Andrea Zanella et al. (Zanella et al., 2014) shows how urban IOT contributes to smart city vi-
sion with value added services for administration and for citizens. Smart city project of Padova city, 
Italy is depicted. With the conjunction of city municipality, a successful deployment of an IoT island 
got possible in Padova. The work presented by C. E. A. Mulligan et al. (Mulligan & Olsson, 2013) pro-
poses a business model for smart cities. Evolution of the architecture for smart city models is proposed. 
Existing system architectures and business models are depicted. It also depicts the role of human being 
for making a city smart.

Mischa Dohler et al. (Dohler et al., 2011) depict an action plan for smart cities. The paper suggests 
creating smart city departments to facilitate smart city development. The plan is divided into three 
phases. First phase includes revenue generation and utilization. Supported services are described in 
phase two; whereas in third phase deals with permissible leisure and fun oriented activities. The smart 
traffic management system is shown by Sabeen Javaid et al. (Javaid et al., 2018). It also provides a way 
for fire brigade and ambulances at the time of emergency. It dynamically controls the traffic by putting 
green light ON for particular direction according to density of traffic.

A dynamic road traffic management using IoT is presented by Syed Misbahuddin et al. (Misbahud-
din et al., 2015). This model is developed to manage traffic in city Makkah, Saudi Arabia. Onsite traffic 
police officer maintains traffic to allow pilgrims to reach the mosque. RPi is used for dynamic control 
of traffic through GPIO pins. The research done by Ch V A Satwik et al. (Satwik et al., 2018) shows a 
system for daily transit of vehicles. In place of traditional road divider, smart pole system is developed 
which reduces traffic congestion and uses road efficiently. It shows implementation of smart divider 
system in manual and automatic system as well. Mauro De Sanctis et al. (De Sanctis et al., 2016) presents 
the communication through satellite for Internet of Remote Things. Service management, IPv6 support, 
communication between sensors or actuator and satellite are discussed. Scenarios where satellite plays 
an importance are also described.

PRESENT CHALLENGES

Indore is a city of fixed infrastructure. Bridges, old structures, buildings constitute major portion of city. 
Indore is known for business center for food, jewellery and cloth. Areas become so clumsy which leads 
to traffic congestion. So, there is less scope of changing model of city. Therefore, the only option left is 
to deal with available space and manage traffic congestion. Challenges includes supervision of traffic, 
parking system in building, shopping malls, traffic light system at squares etc. needs to be managed. 
Physical constraints always pose challenges in the system. Many over bridges are being built in the city 
and some are under construction as well. To manage traffic in such situation, the work is bit tedious. 
The number of road accidents has seriously been increased in recent years. There are minimum twelve 
cameras implanted at majority squares in Indore. Violation of traffic rules leads to generate E-challan 
for the vehicle (Smart Mobility Solution in Indore, 2019).
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Presently in Indore city, the traffic light controlling systems are microprocessor based which are 
usually pre-programmed. Depending on the density of traffic, the traffic light controlling patterns are 
modified. In present scenario, centralized traffic light system is used to control the traffic; where red, 
yellow and green signal light is switched ON for fixed time duration. This time depends on density of 
traffic at different times. For example, during rush hours in evening from 5:00pm-7:00pm IST, the green 
signal light is probably ON for less duration say 15-20 seconds, which may be increased in afternoon due 
to light traffic and during moderate traffic hours in early morning. But since this condition of traffic is 
not fixed all the time therefore, a system has to be designed which automatically senses vehicular traffic 
density and accordingly manages the traffic. The system can also provide a way for emergency vehicle. 
A system which gives result on its own and reduces human effort efficiently is everyone’s demand today.

Proposed IoT Based Traffic Management Model

Any system works on certain input, processes it and gives desired result. The system works more ef-
fectively with the use of new and upcoming technologies even without human intervention. Figure 2 
shows the proposed model for dynamic control of traffic light system.

Different sections are explained as follows:

1. 	 Input Section

Input is taken through some sensors. These sensors are implemented in each direction will sense 
the number of vehicles in an on-going real-time traffic. Four sets of IR sensor are implemented at the 
square; one set for each direction. Sensors are used to sense the density of traffic at square. This helps 
in counting the number of vehicles at each side. This data is sent to microcontroller unit for further pro-

Figure 2. Proposed system for traffic management.
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cessing. If any vehicle crosses the stop line while the red signal is ON then, it can also find the person 
who is violating the traffic rules.

2. 	 Microcontroller Unit

The data available from the input section i.e. through sensors is given to microcontroller unit for 
processing. This processing may involves the use a single board computer such as Raspberry pi or the 
type with additionally interfaced modules to handle the incoming data. Here pi, an on-board computer 
is used. Data is made available continuously in real-time which need to be processed. The unit takes the 
data, processes it and sends it for further storage and necessary actions.

3. 	 Cloud Server Storage

The input processed data is made available for storage at the cloud. This data is continuously stored 
on the web. If data is stored on the web it can be accessed anytime from anywhere.

4. 	 Machine Learning on Data

Large amount of data is made available through sensors. This helps in creating database for handling 
the traffic in better way. Once training of this data set is done, supervised learning algorithms on this 
dataset will be applied for further analysis. Based on the results of learning methods, necessary action 
is performed. Due to which density of traffic is controlled automatically.

5. 	 Traffic Light System

Based on analysis of traffic data, database and signals from sensors, it can be easily predicted which 
traffic route is to be opened first. So, if there is no traffic to move towards north say, then the model 
should show red light indication i.e. stop, continuously (till vehicle arrives) for the vehicles coming 
towards north direction. It should put green signal light ON only when there is a vehicle waiting to go 
on to other side.

A CASE STUDY

To assure feasibility of any model or project, it has to be tried and tested first. For this purpose, it has 
to be implemented and tested in real time. A demo model of the system is developed for the traffic light 
control system. The set of two IR sensors is implanted at each side of the square. One of the sensors 
will sense the vehicles and increase the counter. The other one will check fraudulent if happens like if 
signal is not green and vehicle crosses the stop line or zebra crossing line by breaking traffic rules. This 
way it also checks for person who breaks traffic rules. A threshold value say ten is set for indicating low, 
medium and high density of traffic. Accordingly, data is checked continuously and periodically updated 
in database in real-time. The data sensed by sensors helps to create database and it is also displayed on 
the webpage.
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Existing technologies implements controlling mechanism for traffic light with fixed duration timers 
generated by microcontrollers. Management is done by RFID or some wireless technologies but it was 
human dependent. The proposed system can be combined with the existing centralized control system 
for traffic. The scope of this system is not just to reduce the traffic but also to reduce human effort with 
cost-effective solutions. It is being observed that there is huge traffic during working hours of office, 
college, industries etc. i.e. morning and evening hours; while during day time traffic is minimal. So, 
during peak hours traffic can be controlled dynamically. By the term dynamic, it is meant that, the side 
which is having high density of traffic should be allowed to go first compared to the side having only 
two to three vehicles. To meet any emergency, signal of that side should be opened at priority basis. 
This model also saves time of an individual where they keep waiting for timer to be ON for their turn in 
periodical fashion. Since, the data is maintained at cloud so can be accessed at any instant of time from 
anywhere. Dynamic management of traffic according to density of vehicles while working on real-time 
data proves a landmark in making a city smart.

RESULTS

Each sensor is a set of two sensors which works together to count the vehicle.

Example 1: South Sensor Unit

Figure 3. Sensor interface with microcontroller unit.
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The sensor at the South side unit consists of two IR sensors S1 and S2.

•	 S1 Counts for Incoming vehicle and S2 make sure that the Incoming vehicle is counted without 
any error and fail.

•	 Initially, the counter for the vehicle is assumed as zero, when sensor S1 gets High it is incremented.
•	 S1 is high and S2 is low means the vehicle is detected and in a steady position which makes sure 

our count is valid.

Once all the sensors have posted the data to the control unit, it gets compared to the previous data 
and density can be measured.

Density calculation:

Example 2: South Sensor Unit

Suppose South signal has a density of 50 vehicles at once and system have a count of 40 vehicles. 
South signal can occupy more vehicles based on this data hence signal timer can be increased.

CONCLUSION AND FUTURE SCOPE

With the advent of IoT paradigm in past recent years, human intervention has been greatly reduced. The 
paper reviews different domains where IoT was implemented. Keeping in view the concept of Smart city, 
traffic was the most suitable target to be achieved. Research tells that work is going on worldwide for 
handling traffic. The paper discussed present challenges and possible solution to control the problem of 
traffic for making a city smart in India. Current centralized system is not fully able to manage traffic in 

Figure 4. Snapshot of south direction sensor data at real-time
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better ways. Hence, for the sake of need, a model for dynamic control of traffic is presented. This will 
help to reduce traffic congestion mainly at densely populated squares. Raspberry Pi along with IR sensors 
is used in the proposed model. Data is also maintained at cloud which provides easy access at any time.

Figure 5. Snapshot of screen while code is running and showing status of sensor with increase in vehicle 
count in real time

Figure 6. Snapshot of php page
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Dynamic traffic management is one way to manage traffic conditions in the city. Furthermore, green 
way for the vehicles throughout the road can be done wherever possible. If a vehicle will find green 
signal at every square then it can move smoothly and continuously. This will reduce the traffic greatly at 
squares. More efficient circuit and sensors can be implemented at squares to read real-time data therefore, 
making system more efficient. Machine learning and IoT together can help to achieve milestone for traf-
fic conditions of the city. After successful implementation of this model, it can be further implanted at 
other most populous part of the city to reach the goal of smart city in India. The goal is to make Traffic 
Smart of Smart city and hence, serve the government to achieve its mission.
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ABSTRACT

Security is one of the fundamental issues for both computer systems and computer networks. Intrusion 
detection system (IDS) is a crucial tool in the field of network security. There are a lot of scopes for 
research in this pervasive field. Intrusion detection systems are designed to uncover both known and 
unknown attacks. There are many methods used in intrusion detection system to guard computers and 
networks from attacks. These attacks can be active or passive, network based or host based, or any com-
bination of it. Current research uses machine learning techniques to make intrusion detection systems 
more effective against any kind of attack. This survey examines designing methodology of intrusion 
detection system and its classification types. It also reviews the trend of machine learning techniques 
used from past decade. Related studies comprise performance of various classifiers on KDDCUP99 
and NSL-KDD dataset.

INTRODUCTION

The growth of technology has made the world more dependent on communication devices and sensors. 
Moreover, sensor data is increasing at the rate of around 13%. By the 2020, it is expected to reach 35% 
of whole data communication. The Internet traffic also increases 30 GB on average and it was near 
about 10 GB in 2016 (Cisco, 2017). This increase in devices, collected data and associated services are 
becoming the catalyst to accelerate the attack rate in the network. Therefore, it becomes mandatory to 
design robust tools which can defend networks against vulnerability and security threats. In this way 
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importance of network security is gaining attention. Latest tools are still based on datasets which try to 
make the Intrusion Detection System (IDS) powerful against new attacks.

Intrusion Detection Systems are defined as a system that monitors network traffic in order to ana-
lyze that any security violations have taken place. Result of monitoring is detection of anomalies and 
intrusions. Most of the present-day IDS classifications are based on only one feature, like: the machine 
learning algorithm that can be probably used by researchers (Hamed et al., 2018) (Hodo et al., 2017), 
the distinctive attributes of IDS (Debar et al., 1999) (Amer & Hamilton, 2010) or the designing features 
of IDS which can be used by researchers during design (Varma et al., 2018). This survey presents the 
intrusion detection system in three folds:

•	 A survey of IDS Design Classification
•	 A survey of IDS Implementation
•	 A chronological survey of IDS.

In the next section, survey of IDS design classification is presented. Subsequently, a survey of IDS 
implementation is described. Thereafter, a chronological survey on research works that have been per-
formed in the field of IDS is presented. Last section presents the conclusion of this survey.

A SURVEY OF IDS DESIGN CLASSIFICATION

A detailed classification is presented in (Hindy et al., 2018) which is devoted to the design of IDS and 
also describes the various features that IDS possessed. The general attributes that characterize IDS 
are: Role of IDS, Output Information provided by IDS, Requirements and Usage. When an intrusion 
occurs, the IDS logs the information related to the intrusion. Basically, this log results are used by net-
work experts for further analysis to prevent the breach and for the training process of IDS itself. At the 
same time when it logs the information of intrusion; it should also trigger alerts of threat detection for 
the particular system affected. These alerts help the authorized user to perform corrective actions and 
mitigate the threat. Effective IDS must include mitigation features to take corrective actions against 
threats (Butun et al., 2014).

The output information is very demanding for analysis which is given by intrusion detection system 
to the end user. The information collected by IDS must comprise intruder identification, their location, 
time of intrusion or timestamp, intrusion layer (i.e. OSI layer), intrusion activity (i.e. type of attack) and 
lastly intrusion type (Butun et al., 2014). For the identification of intruder, user credentials and internet 
protocol addresses are used.

An IDS is considered effective, if its detection rate is high and false alarm rate is low which are key 
aspect during design. Other important factors include low resource consumption, throughput, transpar-
ency and safety of the overall system. An evaluation method must be applied before the deployment of 
IDS; therefore, it cannot perform unusual behavior when becomes functional. Evaluation methods can be 
fixing of bugs in the IDS and detecting anomalies by fuzzing. The intruders can exploit these anomalies 
to render the IDS worthless or start a DoS attack (Butun et al., 2014).
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A SURVEY OF IDS IMPLEMENTATION

Intrusion Detection System can be scattered over numerous nodes in the network. In this scenario, 
decision is either independent or collaborative for intrusion detection. Multiple nodes share a single 
decision in collaborative mode by using statistical technique. But individual node takes all decision on 
the network in independent mode.

Furthermore, in this scattered manner, a flat infrastructure is that where each node has same working 
capacity. But, when all the nodes correspond to clusters having contrasting capabilities and also contrib-
ute in decisions differently, it is treated as clustered infrastructure. The location for the computation is 
another aspect of distributed intrusion detection system. The computation location which is centralized 
focuses to work on data collected from the whole network. But disregarding decisions from other nodes, 
the stand-alone computation location focuses to work on local data. The combination of both centralized 
and stand-alone is Cooperative computation. In this mode each node detects an intrusion for its own and 
also takes part in overall decision. Lastly, intrusion detection system can also be operated in hierarchal 
computational mode. In this mode a cluster delivers all the information related to intrusion detection to 
center node for decision making (Butun et al., 2014).

The gross accuracy of the system depends on the location of Intrusion Detection System because IDS 
location on the network can extremely affect the detection process of the threat or attack. To respond the 
threats in real time, the placement of IDS should be on a host computer i.e. host-based. It can also be 
inline. But if inline IDS is placed on a busy network; its detection rate often degrades. To implement a 
hybrid system, hosts can be used as sensors for swarm intelligence. It can be scattered both on the host 
and through the network.

The detection method is also a crucial feature of all IDS. Signature-based IDS are based on database 
of previous attacks or threat detection to create correct signatures. For the known attacks, this method 
delivers high accuracy rate. However, new and diversified threats cannot be detected by this method 
(Bellekens et al., 2014). Misuse Detection is another name of Signature-based. Anomaly-based IDS focuses 
on pattern identification and comparing these patterns to usual traffic patterns. In this type of IDS, the 
system is trained first before the deployment. Anomaly-based IDS delivers better accuracy rate for new 
and diversified threats in comparison to signature-based IDS. Yet, it also produces huge false alarm rate.

A CHRONOLOGICAL SURVEY OF IDS

By using published available datasets, numerous IDS models have been proposed and evaluated in the 
last ten years. This section presents the efforts given by different researchers in the area of intrusion 
detection in past decade. All the research works which are presented here have used KDDCUP99 and 
NSL-KDD datasets. Table 1 presents year-wise published work by different researchers for IDS. More-
over, this table also describes progression of the algorithms used in the last decade. The shift in the use 
of particular algorithm can be seen by this table which is as follows:
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Table 1. IDS research works from past decade

Year 2008

Giacinto et al. (2008) “Intrusion Detection in Computer Networks by a Modular Ensemble of one-class 
Classifiers”

Used Algorithm: Parzen Classifier, v-SVC, K-means

To provide the solution for Unsupervised Anomaly Detection problem, authors have proposed a modular solution by one-class classifier 
for designing of each module. They proposed a mapping technique to map the results of one-class classifier into density function. For 
given threshold false alarm rate, they computed the false alarm rate for each module using heuristic design. KDDCUP99 dataset was used 
to perform all the experiments. Experimental results have concluded that v-SVC algorithm outperforms Parzen classifier and K-means on 
average.

Hu et al. (2008) “AdaBoost-based Algorithm for Network Intrusion Detection”

Used Algorithm: AdaBoost

Authors have proposed AdaBoost-based algorithm to detect the intrusion. Decision stumps have been used as weak classifiers in the 
algorithm. All the experiments were performed on KDDCUP99 dataset. Decision rules have been designed for both continuous and 
categorical features of dataset. The experimental results have shown that the detection rate and false alarm rate of proposed algorithm was 
best among Genetic Clustering, Hierarchical SOM, SVM, Bagged C5 and RSS-DSS. The running speed of proposed algorithm was also 
faster in learning stage than another algorithm.

Year 2009

Shafi and Abbass (2009) “An Adaptive Genetic-based Signature Learning System for Intrusion 
Detection”

Used Algorithm: Genetic-based

Authors have presented UCS (supervised learning classifier system) with real time Signature Extraction system framework which 
was named as UCSSE. They have used merge and contact generalization operators to modify rule boundaries which was helpful in 
minimizing the overlap and conflict among signatures. All experiments were performed on KDD Cup dataset and results of performance 
metrics showed that extended UCS performed better than baseline UCS.

Wu and Yen (2009) “Data mining-based Intrusion Detectors”

Used Algorithm: C4.5

Authors have measured the accuracy, FAR and DR of different attacks by using KDD cup 99 dataset. They have used C4.5 and SVM 
as a classifier for comparison of results. The results calculated after experiments have shown that C4.5 was better than Support Vector 
Machine in detection rate and accuracy of DoS, User to Root and Probe attacks. In the case of FAR, SVM performance was better than 
C4.5.

Year 2010

Mok et al. (2010) “Random Effects Logistic Regression Model for Anomaly Detection”

Used Algorithm: Logistic Regression

Authors have proposed a method to forecast anomaly detection by using random effects logistic regression. They applied this method 
to accommodate risk elements of the disclosures and changeableness which was not described by such elements. The proposed method 
included the particular elements of the risk class like employed ‘protocol type’ and ‘logged in’. Classification accuracy of proposed 
model was 98.94% and 98.68% for the training and validation data set respectively.

Jawhar and Mehrotra (2010) “Design Network Intrusion Detection System using hybrid 
Fuzzy-Neural Network”

Used Algorithm: NN, FCM Clustering

Authors have proposed a classification model using FCM and Neural Network. It was designed in two stages in which FCM clustering 
was first stage and its classification rate was 99.99%. Neural Network was used as second stage of the model. Resilient back propagation 
with sigmoid function was used in proposed model. Experimental results have shown that the classification rate of proposed model was 
highest than previous work. False negative and false positive rates were 0.01% which was also lowest in comparison to previous works.

continues on following page
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Year 2011

Rahman et al. (2011) “Adaptive Intrusion Detection based on Boosting and Naive Bayesian Classifier”

Used Algorithm: AdaBoost, NB

Authors have used an ensemble approach of boosting and Naïve Bayes classifier to design an adaptive IDS. The main goal of the 
model was to improve the performance of Naïve Bayesian classifier in detection of intrusions. They used KDD99 dataset to perform 
experiments. It has been revealed by experimental results that the adaptive IDS algorithm outperformed k-NN, C4.5, SVM, NN and GA 
in detection of DoS, Probe, R2L and U2R attacks and “Normal” as well.

Su (2011) “Real-time Anomaly Detection Systems for Denial-of-Service Attacks by Weighted k- 
Nearest-Neighbor Classifiers”

Used Algorithm: Genetic Algorithm, Weighted k-NN

Author has proposed weighted KNN classifier to detect denial of service attacks (large-scale attacks) in real time. For feature selection 
and weighting, the combination of GA and KNN was used. To test the implemented NIDS, only top most attributes have been selected 
after weighting all primary 35 attributes in training phase. The gross accuracy rate was 97.42% for known attacks when 19 attributes were 
selected. But, in case of unknown attacks, the gross accuracy rate was 78% when 28 attributes were selected.

Year 2012

Aneetha and Bose (2012) “The Combined Approach for Anomaly Detection using Neural Networks and Clustering Techniques”

Used Algorithm: Modified SOM, K-means

Authors have proposed a method for anomaly detection which occurs in networks. They have used clustering algorithm and neural 
network for the proposed method. Distance threshold, connection strength and neighborhoods functions assisted to create network by 
using the modified SOM (Self Organizing Map). Nodes are grouped by K-means clustering algorithms in the network on the basis of 
similarity measures. Detection rate was improved by 2% by modified SOM. But after deploying K-means; it was again increased by 1.5%. 
Experiments performed manifested that proposed method was very effective with 98.5% detection rate against denial-of-service attack.

Lin et al. (2012) “An Intelligent Algorithm with Feature Selection and Decision Rules Applied to Anomaly Intrusion Detection”

Used Algorithm: SVM, DT, SA

Authors have proposed an intelligent algorithm which was able to detect anomalies. The proposed algorithm also involved decision rules 
and features selection. Proposed algorithm was tested with the help of KDD’99 dataset against anomaly intrusion detection. Feature 
selection was performed by SA (simulated annealing) and SVM. For the detection of new attacks, SA and DT had generated decision 
rules and proven their efficiency. Experimental results have manifested that the performance of proposed algorithm was efficient in 
detection of Denial of Service, Probe, Remote to Local, User to Root and Normal classes of KDD’99 dataset in comparison to other 
existing approaches.

Year 2013

Zainaddin and Hanapi (2013) “Hybrid of Fuzzy Clustering Neural Network over 
NSL Dataset for Intrusion Detection System”

Used Algorithm: Fuzzy Clustering NN

Author has introduced the framework experiment to test the reliability and stability of existing technique of Fuzzy Clustering and 
Artificial Neural Network over NSL KDD dataset. This technique was earlier used with random selection of KDDCUP99 dataset. They 
attained detection of precision more than 90% with maintaining the recall value more than 80%. NSL KDD dataset has shown increment 
over 90% for harmonic mean value in comparison to KDDCUP99 dataset. Especially for low frequent attacks, the existing hybrid 
approach performed better detection rates over NSL KDD dataset. The reason behind this was removal of redundant and uncertain data 
from original KDD dataset.

Lisehroodi et al. (2013) “A Hybrid Framework based on Neural Network MLP and K-means 
Clustering for Intrusion Detection System”

Used Algorithm: K-means, NN MLP

Authors have performed two different experiments for comparison of single classifier and hybrid approach. Neural network Multi-
Layer Perceptron was selected as single classifier for comparison. To produce the hybrid approach, K-means clustering and Multi-Layer 
Perceptron was combined and resulted as Kmeans+NeuralNetwork(KM-NEU). Single ANN and proposed approach were evaluated 
in terms of accuracy, detection rate and false alarm rate. At the same time proposed approach was also compared with other related 
approaches. KDDCUP99 dataset was used to perform experiments. Proposed approach had shown better classification due to neural 
network capability to produce less false positives and negatives with the ability of K-means clustering for grouping the data which was 
used as pre-classification algorithm.

continues on following page
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Year 2014

Shrivas and Dewangan (2014) “An Ensemble Model for Classification of Attacks with 
Feature Selection based on KDD99 and NSL- KDD Data Set”

Used Algorithm: ANN-Bayesian Net-GR ensemble: ANN, Bayesian Net with GR feature selection

Authors have proposed an ensemble approach by using Artificial Neural Network with Bayesian Net classifier for intrusion detection 
system. Gain Ratio was used for feature selection. All experiments were performed with KDD99 and NSL-KDD dataset. Accuracy of 
proposed model was 99.42% with 31 features of KDD99 dataset. While the accuracy was 98.07% with 35 features of NSL-KDD dataset.

Ranjan and Sahoo (2014) “A New Clustering Approach for Anomaly Intrusion Detection”

Used Algorithm: K-medoids

Authors have proposed a method based on k-medoids clustering algorithm with fixed alterations of it. The proposed method described 
a procedure to select initial medoids for IDS. The advantages of the proposed method were that it had removed the need of primary 
centroids, as well as reliance on the irrelevant clusters and number of clusters. Experimental results have manifested that the proposed 
method outperformed FCM, Y-means and K-means in detection of DoS, Probe, R2L and U2R attacks

Year 2015

Eesa et al. (2015) “A Novel Feature-selection Approach based on the Cuttlefish Optimization Algorithm for Intrusion Detection Systems”

Used Algorithm: DT, Cuttlefish Optimization Algorithm (Feature Selection)

Authors have proposed a model for IDS which was the combination of Cuttlefish Algorithm (CFA) and Decision Tree (DT). The basic 
purpose of the model was selection of features from KDDCUP99 dataset to evaluate its performance. CFA was modified before using as 
an attribute selection apparatus. After this, Decision Tree classifier was used as evaluation apparatus for the features produced by CFA. 
Experimental results have shown that the rate of detection and accuracy went on increasing with the number of features less than or equal 
to 20.

Lin et al. (2015) “CANN: An Intrusion Detection System based on Combining Cluster Centers and Nearest Neighbors”

Used Algorithm: K-means, K-NN

Authors have proposed an approach named as Cluster Center and Nearest Neighbors (CANN) for powerful IDS. The experimental results 
have revealed that the proposed approach outperformed K-NN and SVM over 6 selected features dataset. The accuracy and DR were 
higher with low FAR for CANN. On the other hand, CANN, K-Nearest Neighbor and Support Vector Machine performed equally over 
19 selected features dataset but computational time of CANN was less than both K-NN and SVM over training and test dataset. The 
drawback of CANN was that it could not detect U2R and R2L attacks effectively.

Year 2016

Hadri et al. (2016) “Intrusion Detection System using PCA and Fuzzy PCA Techniques”

Used Algorithm: PCA and Fuzzy PCA, K-NN

Authors have proposed a method for reduction of large number of input data features from KDDCUP99 dataset for effective detection of 
intrusions. For this purpose, authors have used principal component analysis (PCA) and Fuzzy PCA algorithms. Proposed method kept 
just meaningful and relevant information from used dataset. All the experiments performed have resulted that Fuzzy PCA was better than 
PCA in detection of Denial of Service and U2R attacks.

Nskh et al. (2016) “Principal Component Analysis based Intrusion Detection System Using Support Vector Machine”

Used Algorithm: SVM, PCA

Authors have compared Intrusion Detection Systems built by using different kernels of Support Vector Machines. All the models were 
implemented with Principal Component Analysis (PCA) and without PCA. By support of PCA, both higher and lower dimensional 
dataset were used for classification. Experimental results have shown that the detection rate kept on increasing with the increase in 
dimension size. But detection time was reduced when PCA was implemented. Performance of RBF Kernel was better in terms of 
detection rate among all the kernels implemented. But in case of detection speed, Polynomial kernel based SVM was faster than the 
others.

continues on following page
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CONCLUSION

This survey provides the deep insight about Intrusion Detection System. The classification methods used 
to explain general features of IDS, attributes related to decision making and infrastructure as well as 
location on the network have demonstrated the IDS very well. The survey about the most pre-eminent 
IDS research of past decade has shown the growth in technology and algorithms to implement robust 
IDS. Finally, this survey has provided the base to design an efficient model of IDS.

Table 1. Continued

Year 2017

Syarif and Gata (2017) “Intrusion Detection System using Hybrid Binary PSO and K-Nearest 
Neighborhood Algorithm”

Used Algorithm: Binary PSO, K-NN

Authors have proposed an approach which was the combination of K- Nearest Neighbor and Particle Swarm Optimization (PSO). A 
comparison was performed between proposed approach (KNN+PSO) and K- NN for classification accuracy of KDDCUP99 dataset. The 
accuracy rate of the proposed approach was better than K-NN in detection of each type of attack class even after increasing the value of k. 
For the Normal class, increasing rate of accuracy value has exceeded up to 2% for n = k = 5, 10 and 15. Experimental results have shown 
that proposed approach has achieved accuracy rate 99.91% for Denial-of-Service attack class which was the best among all attack classes 
when the value of k = 5.

Effendy et al. (2017) “Classification of Intrusion Detection System (IDS) Based on Computer 
Network”

Used Algorithm: K-means, NB, K-means, Information Gain

Authors have proposed an Intrusion Detection System model by using Naïve Bayes algorithm. All the experiments were performed 
on NSL-KDD dataset. The experimental results concluded that the performance of NB algorithm for classifying intrusion types can 
be optimized. For the optimized results of NB, continuous variable discretization using k-means clustering and feature selection using 
Information Gain algorithms have 
been applied.

Year 2018

He et al. (2018) “An Improved Kernel Clustering Algorithm Used in Computer Network Intrusion Detection”

Used Algorithm: Kernel Clustering

Authors have proposed a refined kernel-based clustering algorithm. The proposed algorithm was used for intrusion detection system with 
KDDCUP99 dataset. In proposed method, they mapped original data objects into high dimensional space. After this, analysis of mapped 
data was accomplished with clustering algorithm. After applying the clustering, numbers of representative points were increased. All 
the experiments performed have manifested that the proposed method produced better result than SVM and traditional kernel clustering 
algorithm in terms of DR and FAR. The proposed method was also suitable for most of the attack types at the 
same time.

Shone et al. (2018) “A Deep Learning Approach to Network Intrusion Detection”

Used Algorithm: DL, NDAE, Stacked NDAEs

Authors have proposed Non-symmetric Deep Auto-Encoder (NDAE) method for unsupervised feature learning to solve the problem of 
existing Network Intrusion Detection System approaches. For this purpose, they have constructed a classification model by using stacked 
NDAE and Random Forest algorithm. The proposed model was implemented in Tensor-Flow. All the experiments performed have 
manifested that the proposed method achieved higher accuracy, precision and recall in minimum training time. They have also compared 
the proposed model against mainstream Deep Belief Networks technique. The comparison result showed that the proposed model has 
provided up to 5% improvement in accuracy with reduction in training time up to 98.81%.
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ABSTRACT

This chapter presents a design proposal for low-cost speed control and electrical fault mitigation of 
three-phase induction motors. The proposed system can control and monitor TIMs (three-phase induction 
motors) from far-flung areas. Here authors have proposed a relay-free system for fast fault clearance. 
IoT technology and low-cost microcontrollers have helped in achieving a system that is more reliable, 
economical, user friendly, and fast. It can be controlled by mobile application at the comfort of home. 
Data related to fault occurrence can be stored and analyzed for preventive maintenance. V/f scalar 
control method is used for speed control of TIM and able to control it in a wide range. Electrical faults 
such as over-current, over-temperature, over-voltage, and under-voltage are considered in this chapter. 
Simulation of the proposed design is done using Proteus 8 software. ESP32 is used to runs a web server 
that connects the mobile app with simulation.

INTRODUCTION

In this industrial era, every type of industry requires and uses a three-phase induction motor (TIMs). These 
motors are predominant to other electrical motors due to their robustness, reliability, and economical 
availability. Some of its most predominant features such as self-starting and constant speed operation 
have made it industries most praise electrical machine. TIM’s various applications in the industry require 
speed controlling either in manufacturing unit or in-service unit. Some of its application is found in 
conveyors, refrigerators, pumps, wind tunnels, etc. A current belief indicates that the internet of things 
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technology is leading the world towards the fourth industrial revolution. If smart-phones can control an 
electric bulb, then industrial motors can definitely be controlled with it besides monitoring its running 
condition. Protection of TIMs from various faults is another target of the proposed system. Since buying 
or repairing industrial workhorses i.e. TIMs further adds the industrial operational cost which is neither 
good nor feasible for any industry as it halts the manufacturing process. Losses due to the halting of TIMs 
include additional labor cost, service cost, per day goods manufacturing loss, additional monetary loss 
due to repairing, etc. In a study, it is found that out of all failures motor failure occurs 33% due to electri-
cal fault, 31% due to mechanical fault, and 36% due to other factors such as environmental maintenance, 
etc.(Thomson, 2001). An Induction motor’s health can be overseen by the health of its main components 
such as stator, rotor, and bearing. Here the authors have considered electrical faults. Faults like over-
current, over-voltage, under-voltage, phase failure, over temperature are general electrical faults.  These 
types of faults are commonly occurring in all industries which have variable load demand. Speed control 
and fault mitigation are two very important aspects with respect to industrial demand. The authors tried 
to amalgamate two systems into one and that too with minimizing the complexity of circuits. Another 
challenge was to make it cost-effective, technically advanced and operator friendly. For these purposes, 
IoT technology is used along with a low-cost microcontroller. It has converted the whole controlling 
process into a smart one. The fault mitigation system is relay-free as the inverter trips the motor when 
the microcontroller gave a fault occurrence signal to IGBT drivers and the gate pulse turned off. The 
whole system is simulated using software Proteus 8. The whole system is connected to the internet and 
controlled by a mobile application with the help of an ESP32 microcontroller.

Background

Several studies have been conducted on speed control of three-phase induction motor (Lüdtke, 1995). The 
primary goal is to control the rotational speed and maintain it too, at the instance of disturbances. Some 
of the high-performance speed control strategies are based on direct torque control and field orientation 
method (Lüdtke, 1995; Negm, 2006 ; Peña, 2016) but the V/f control method is also capable of high 
performances at low-speeds (Garcia,1998). Along with it, scalar V/f provides an easy as well as a prac-
tical way while controlling real-time TIMs (Seutake, 2011; Peña, 2016). This approach is best suitable 
for steady states. There are two types of the scheme in V/f control, i.e. Open-loop and closed-loop. The 
open-loop approach is commonly used due to simplicity, but closed-loop provides higher performance 
characteristics (Peña, 2016). Besides speed control, another important aspect for TIM is to give emphasis 
on fault condition too. Any faults if not addressed on time may lead to overall motor failure. Various 
studies show the ill effect of faults on TIM and the manufacturing industry (Sutar, 2017). Fault analysis 
and detection can be done by analyzing the current signature (Thomson, 2001). Real-time fault status 
analysis and mitigation can be easily done by using microcontrollers (Kunthong, 2017). Depending on 
the handling of these faults, one can predict the life cycle of the TIMs (IEEE S.A Standard board, 2016).

The IoT technology provides various advantages such as easy installation, low-cost solutions, and 
remotely upgradable software with alert notifications to operators (Goundar, 2015; Abid, 2020). ESP32 
immerged as best solution for IoT application due to its swiftness, compactness and Low power con-
sumption (Sharp, 2017).
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BLOCK DIAGRAM AND FLOW CHARTS

The block diagram of the speed control and fault mitigation of the three-phase induction motor is shown 
in figure 1. It has a power unit, an intermediate unit, and a control unit.

The power unit consists of a rectifier, DC-link filter, an inverter connected in the cascade. Microcon-
troller Arduino UNO control gate pulses of IGBTs with the help of the intermediate unit, thus controlling 
inverter output. The intermediate unit comprises optical Isolators and gate driver circuits for IGBTs. 
Esp32 microcontroller acts as a link between the web server and the proposed circuit for speed control 
and fault mitigation. Arduino UNO and ESP32 exchange information using serial communication (UART 
protocol). Any changes in measured values are directly uploaded to a web server. The mobile application 
fetches this data and makes it available for users over the internet.

Due to proteus8 software’s limitations, the authors have used Arduino as a computational microcon-
troller. Otherwise, ESP32 is powerful enough for performing computational tasks quickly as well as web 
serving at the same time. Thus, it reduces complexity and further increases the reliability of the system.

Thus, ESP32 provides a low-cost solution for web-serving requirements and computational tasks.
Flow charts of the proposed system are shown in Figures 2, 3, and 4. Figure 2 shows the instructions 

flow for the Arduino module. Once the Arduino port pins are initialized, it reads data from C.T., P.T., 
and sensors and communicates with the ESP32 microcontroller accordingly. It receives commands from 
the web server and uploads updated data to the web server with the help of ESP32. This stored data 
can be analyzed and used to predict the preventive maintenance of an induction motor. In this way, the 
operating cost of certain industries can be minimized to a certain level. When the user sends a speed 
variation command to the Arduino via the mobile application, it corrects the speed by varying the volt-
age and frequency.

Figure 1. The block diagram of proposed system
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Figure 3 shows the instruction flow of the ESP32 module. It basically communicates with Arduino 
and the web server. If the user alters any value on the mobile application, altered data get updated on the 
server. Esp32 fetches this data and communicate with Arduino for further action. When any abnormal 
condition arises, Arduino communicates with ESP32. It updates the server with new conditions and 
thus user receives alert signals to the mobile application. For this purpose HTTP and TCP, protocols 
are used. Figure 4 shows an instruction flow chart for a mobile application. It was built using Native.io 
website services. It gets updated from the server and displays real-time values of three-phase voltages, 
current, frequency, speed, and temperature. When these values exceed their threshold value, it displays 
an alert and faults status command on the mobile screen.

When a user wants to change the speed of TIM, it updates data to the server. The server sends this 
command to Arduino via ESP32. Similarly, when the user wants to start or stop the TIM, it again updates 
the web server for further action.

Thus, these three flow charts completely explain the flow of instructions for the proposed system.

Figure 2. Flow chart of Arduino module working
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Figure 3. Flow Chart of ESP32 module working

Figure 4. Flow chart of mobile application
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METHODOLOGY

Speed Control

The Traditional Scalar V/f control offers simplicity and practicality while applied along with low steady-
state error (Garcia, 1998). In the V/f scalar method, the ratio of V/f kept constant to keep the flux constant. 
Since Flux is directly proportional to torque, it also remains constant.

Ø= V/f = constant	

Therefore, to keep good torque performance at the time of speed alteration, it is essential to change 
the supply voltage in accordance with the change in frequency.

Rotor speed follows the Synchronous speed.
Thus, Nr = (1-s)*Ns,

Where s is the slip of the Asynchronous Motor.
There are two types of V/f controls, Viz; Open-loop and closed-loop controls.

Open-Loop V/F Control

The open-loop method is the simplest and most economical. But the speed of the motor in the Open-
loop V/f method will never be exactly equal to the given speed command as induction motors can never 
run at synchronous speed (Peña, 2016). Due to the absence of any feedback signal, the system becomes 
more vulnerable to instability. Thus, in case of any disturbances in the system or speed of the motor, the 
System cannot rectify it by itself.

Closed-Loop V/F Control

Closed-Loop V/f control, also known as V/f feedback control resolves all the shortcomings of the Open-
Loop V/f control system. In this method, the response or the actual speed is continuously compared 
with the desired speed command. The error signal generated by it is processed by the Controller, which 
generates the slip frequency command (Peña, 2016). The addition of this slip frequency and instantaneous 
speed provides the required Stator frequency. This frequency is then fed to the V/f controller, which 
computes the corresponding voltages. The remaining operation is similar to the Open-Loop V/f control 
method. The Speed Control loop restores the desiring speed whenever speed drops due to load torque or 
disturbances and maintains it at the desired speed. Consequently, Stability also Prevail.

Thus, this method is considered for speed control of TIMs and can be implemented with the help of 
VFD (variable frequency drive). VFD comprises a rectifier, a DC link filter, and a three-phase inverter 
connected in cascade.

A microcontroller is used to control the output of the inverter. The voltage waveform can be altered 
as per the requirement just by controlling the duration of the closing of the switches, i.e. by trimming the 
opening and closing time of switches. Similarly, by controlling the timing of the switches, the frequency 
can be controlled. Therefore, Speed can be controlled by maintaining the V/f constant (Peña, 2016).
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Fault Mitigation

Three-phase induction motor predominantly suffers from the following electrical problems.

•	 Over-current /Overload
•	 Over-temperature
•	 Phase failure
•	 Under and Overvoltage

Thus, Protection from these problems is foremost important for the smooth operation of the induction 
motor. Besides this, it is good for its lifetime and its efficiency as due to these electrical faults motor 
gets overheated and further add to insulation failure.

Over Current / Overload

The excessive current flow, which can damage the electrical circuit or initiate fire, is termed as Over-
current. Here “excessive current” refers to the flow of current whose value exceeds the nominal full load 
current value. This current is analogous to that of short circuit currents. Therefore, over current protec-
tion is necessary for obstructing serious damages and even saving people’s lives from any hazardous 
situations. Due to prolonged overload on induction motor load torque increases, as a result, the value 
of current exceeds and becomes more than 120% of rated current (IEEE S.A Standard board, 2016). In 
such an instance, this over-current protection comes into action. This overload situation occurs when 
there is a proliferation in mechanical loads on the motor beyond the rated value which works as a step-
ping stone for other electrical failures too.

This over current protection works by first detecting and then limiting this exorbitant current flow 
as soon as possible. If the current value reaches more than the rated value it isolates the motor from the 
power circuit. But there must be exceptions for starting currents, permissible over-currents, and current 
surges. By providing time delay this objective can be achieved.

This protection scheme automatically includes short-circuiting protection as well. Generally, the short 
circuit includes Phase faults, Winding faults, or Earth faults and currents which are 5-20 times the full 
load current is known as short circuit current (IEEE S.A Standard board, 2016). So, fast clearances of 
these faults are always desirable.

Over Temperature

With Overloading excessive current flow takes place, if it allows for a long time temperature of the mo-
tor rises. This reduces the lifetime of IM up to 50% if it is allowed to reach and operate at a temperature 
above its maximum rating. Since the heating of the induction motor is directly proportional to the I2 
(square of the current) which eventually results in its insulation failure. This also indicates the larger the 
magnitude of over-current, the lower the time required to cause severe damage to components due to 
overheating. Most of the induction motors fail or their components fail due to motor overheating. The 
major parts of induction motor like Stator, Rotor, Bearing, Shafts, and Frame fails potentially due to 
thermal stress. Stator winding deterioration and the melting of rotor conductors are two major risks of 
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overheating. When the operating thermal limit of the induction motor exceeds by 10ᵒC, the insulation 
lifetime reduces by half (IEEE S.A Standard board, 2016).

Thus, thermal protection is a must and it can be achieved by first detecting the temperature of stator 
winding on a real-time basis and then comparing it with the rated temperature. When the temperature 
goes far off its rated limit, it must trip the motor power circuit and the motor stops running. When the 
motor cools down and the temperature comes within a certain limit preferably near ambient temperature, 
it should start running again.

Phase Failure

In three-phase motors, if any phase fails or there is any unbalancing among these phases, other remaining 
phases either deliver more current or carry more phase voltage. This can damage the motor or can affect 
the operation of the motor (IEEE S.A Standard board, 2016). This unbalancing can burn the motor or 
other circuits with which it is attached. Thus, phase failure protection is used in this case.

It is achieved by first monitoring the current and the voltage levels of each phase. If their value crosses 
permissible limits of either phase voltage or current or both, it isolates the induction motor from the 
power circuit and trips the motor.

Under and Overvoltage

The under-voltage occurs when the supply voltage falls below 85% of the rated allowed value with a 
rated mechanical load on the motor (IEEE S.A Standard board, 2016). Some of its effects are exces-
sive currents, exorbitant heating of machines, and an increase in stator and rotor losses. Therefore, it is 
needed to safeguard the machine from this condition, so under-voltage protection is used. It is achieved 
by monitoring voltage levels and comparing them in real-time.

Whenever it goes below the permissible rated value, the motor disconnects from the power circuit. 
The motor operates again when the voltage to normal value.

Whenever the line voltage is greater than 120% of the rated value, it is considered as overvoltage 
(IEEE S.A Standard board, 2016). This harms the machine insulation; therefore overvoltage protection 
is a must. This overvoltage protection is carried out by overlooking and comparing the voltage levels 
with the pre-set value. Whenever the voltage exceeds this threshold value control circuit shuts down the 
supply. It is more of a power supply feature and whenever voltage stabilizes within its normal range, 
the system starts again.

For Current and Voltage measurement CTs and PTs are used since they are commonly available in 
several industries. For temperature measurement DHT11 sensor is attached with TIM. Microcontroller 
further analyzes signals given by these measuring instruments and act as per the threshold conditions of 
above mention electrical faults. If any fault occurs, it trips the motor with the help of an inverter which 
is basically a switching device. Thus, the system doesn’t need additional relays. This reduces the number 
of components and costs with an increase in reliability.

Computation Architecture

After comparing different microcontrollers on the basis of technical aspects authors came to the con-
clusion that ESP32 is the best solution for the proposed system (Sharp, 2017). Due to software limita-
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tions, the simulated system comprises two microcontrollers namely Arduino UNO and ESP32. Arduino 
UNO is integrated into the simulation circuit, which helps in controlling output voltage and frequency. 
Whereas ESP32 running a Web Server and acts as a communication channel between Mobile applica-
tion and Arduino.

Table 1, shows a comparison of the different microcontrollers. As per the requirement of the proposed 
system ESP32 microcontroller emerged as the solution to the entire requirement. It has 15 analog pins, 
a Wi-fi module, a temperature sensor, a dual-core processor, a clock frequency of up to 240MHz, an 
operating temperature of -45ᵒC to 125ᵒC, etc. It is the lowest-cost solution covering all major require-
ments of the proposed system.

IoT Architecture and Mobile Application

As shown in figure 5, IoT architecture consists of four major components viz. sensed parameters, IoT 
gateway, Cloud server, and mobile application.

Parameters are sensed with the help of sensors, CT, and PT. The IoT gateway is networking hardware 
that communicates using more than one protocol and acts as a bridge between other networks. A cloud 

Table 1. Comparision of different microcontrollers

Arduino UNO R3 Arduino Wifi R2 ESP32 ESP8266 
V3

Raspberry PI 
3 B+

Microprocessor ATMEGA328P 
Single core

ATMEGA4809 
Single core

Xtensa LX6 dual 
core(32 Bit)

Xtensa L106 
single core(32 
Bit)

BCM2837 Quad 
core (64 bit)

Operating Voltage 5V 5V 3.3V 3.3V 3.3V

Current consumption 45mA-80mA 50mA-150mA 15μA-400mA 15μA-400mA 16mA-80mA

Digital I/O pins with 
PWM 6 5 36 16 26

Analog input pins 6 6 15 1 0

SPI/I2C/I2S/UART 1/1/1/1 1/1/1/1 4/2/2/2 2/1/2/2 2/2/0/2

Flash memory 32KB 48KB 4MB 4MB 16GB(SD CARD)

RAM 2KB 6KB 520KB 64KB 1GB

Clock Speed 16MHz 16MHz 160/240MHz 80MHz 1.2GHz

Wifi* No Yes Yes Yes Yes

Bluetooth No No Yes No Yes

Ethernet No No Yes No Yes

CAN No No Yes No Yes

Temperature sensor No No Yes No No

Hall effect sensor No No Yes No No

Operating temperature -45ᵒC - +85ᵒC -45ᵒC- +85ᵒC -45ᵒC-+125ᵒC -45ᵒC-+125ᵒC -45ᵒC- +85ᵒC

Price (in Rs.) 330-550 3000-4500 380-600 250-400 2500-3500
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server is a virtual infrastructure that process and store data, thus made it available for mobile application 
and hardware circuit. The mobile application fetches data from the cloud server and displays updated 
information to the user. It also takes any command from the user and uploads it to the server. After it, 
the server conveys this information to the hardware unit via IoT gateway.

Simulation and Results

Figure 6 shows the simulation circuit of the proposed system using Proteus 8software. While simula-
tion a three-phase, 5HP, 4 pole motor is considered. The initial slip is considered to be 1%. The circuit 
consists of an uncontrolled bridge rectifier, IGBTs driver circuits, three Phase inverter, Current, Volt-
age, temperature, and humidity measuring devices, Arduino UNO as a microcontroller, Optical Isolator 
to isolate the power unit from the control unit, resistors, and capacitors. Com-Port is used here to send 
computational instructions and sensed data to ESP32. ESP32 is acting as an IoT gateway in the proposed 
system. Arduino controls gate pulses of an inverter as per requirement and data feed by the user over the 
mobile application. It also continuously shares real-time Voltage, current, frequency, and speed data for 
monitoring. At the instance of an electrical fault, the system generates an alert signal for the user and 
trips off the induction motor.

Figure 5. IoT architecture of proposed system

Figure 6. Proteus simulation diagram of the proposed system
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Thus, there is no need for relays or any other additional switching device in the circuit. Therefore, 
the proposed system is economical, fast, and reliable. Figure 7. Shows output voltage waveform of the 
inverter when the speed is set to 1050 RPM. An example of an electrical fault alert on a mobile applica-
tion for the operator is shown in figure 8. It indicates low voltage between YB phases along with current, 
frequency, and speed of the motor at that particular instance.

Figure 7. Snapshot of VFD output voltage without filter at 1050 RPM

Figure 8. Mobile application Snapshot of Under-Voltage fault alert
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Here they consider a 5hp motor along with a .866 power factor. Table 2 indicates a different electrical 
fault alerts and speed variations of the 3-phase induction motor with respect to frequency. The healthy 
motor condition is also indicated in the table along with line voltages, current, frequency, and speed. 
Here 497V, 350V, 7.2A are taken as the threshold values for Over voltage, under voltage, and over cur-
rent respectively. Temperature sensor output is 28ᵒC

CONCLUSION

The Authors have developed a low-cost and user-friendly system design for speed control and fault 
mitigation of TIMs and the design is verified by the Proteus simulation software. This system can be 
implemented in any industry, even at places where human reach is strenuous or skilled people are not 
available. Researchers can control the speed of the induction motor in the range 380 to 1480 RPM and 
able to mitigate over current, over and under voltage, over temperature. Electrical Fault mitigation was 
fast, due to the use of a fast microcontroller i.e. ESP32. Traditionally, Relay is considered a must appa-
ratus for fault clearance. But in the proposed system need there is no need for relays due to the use of a 
microcontroller with a power circuit. At the instance of fault, the microcontroller analyses the situation 
and generates a trip signal. In the simulation, they have used two microcontrollers while in actual imple-
mentation author explained how only one controller is needed to incorporate all major computations and 
they suggested using only ESP32 in the hardware for better performance. Since ESP32 is an economical 
yet powerful controller, it provides a low-cost solution for the proposed system. For speed control of the 
three-phase induction motor, the SVPWM technique can also be implemented for minimizing its THD.
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ABSTRACT

Smart grid has changed power systems and their reliability concerns. Along with that, cyber security is-
sues are also introduced due to the use of intelligent electronic devices (IEDs), wireless sensory network 
(WSN), and internet of things (IoT) for two-way communication. This chapter presents a review of differ-
ent methods used from 2010 to 2020 focusing on citation as the main criteria for reliability assessment 
of smart grids and proposals to improve reliability when it comes to assessing a practical transmission 
system. It shows that evolutionary techniques are the latest trend for smart grid security.

INTRODUCTION

As the world is aiming to lower carbon emissions, X. Zhang, Bie, and Li (2011) smart grid is becoming 
more important than conventional power grid due to its resources like renewable energy and distributed 
networks, as well as interference of information and communication (ICT) technology. Use of wireless 
sensor networks (WSN) (Singh, Gupta, & Mahajan, 2020), intelligent electronic devices (IEDs) and 
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modern communication systems has made it easier to operate distributed generations and transmission. 
It is also helpful to minimize the energy losses due to effective control and faster response time. But the 
great technical advances lead to security issues and it plays a crucial role in the reliability of the power 
system.

Enhancement of distributed generations and distributed networks will affect reliability of the system 
at huge extent. (X. Zhang et al., 2011) Improved reliability helps to make the power system cost effective 
and will be helpful to provide continuous supply to consumers. Cyber systems will be more vulnerable 
to malicious attacks and these affect the reliability of systems at huge scale. Availability, integrity and 
confidentiality of cyber systems are the main concerns. Due to the integration of cyber and physical 
systems, reliability concerns of the cyber system have brought many uncertainties in the modern power 
systems.

There are various methods to detect cyber-attacks in power system e.g. Particle Swarm Optimization 
(PSO), Grey-Wolf Optimization (GWO), (Singh & Mahajan, 2020) Genetic Algorithm (GA) and Fire-fly 
Algorithm (FA). Artificial neural networks (ANN) plays a vital role in load forecasting, generation fore-
casting for renewable energy, fault diagnosis, analysis of consumption behaviour, etc and thus enhances 
reliability and security smart grid. (Jiao, 2020)

APPROACHES TO ASSESS RELIABILITY

There are various methods to assess reliability which are classified as shown in the figure-1 (Al-Abdul-
wahab, Winter, & Winter, 2011; Chen, Lu, & Zhou, 2018; Refaat, Abu-Rub, Trabelsi, & Mohamed, 2018; 
Wadi, Baysal, Shobole, & Tur, 2018; Yuan, Li, Bie, & Arif, 2019). It is mainly classified as historical and 
probabilistic method. Probabilistic approach is further classified in two types: 1. Analytical assessment 
which includes event tree analysis (ETA), reliability block diagram (RBD) and Markov Modelling and 
2. Through Simulation which includes Monte Carlo simulation method.

Figure 1. Classification of Approaches to Assess Reliability
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1. Historical

It is a method of assessing reliability from the experimental values recorded from a practical power 
system. Forecasting can be done using past data and time to repair (TTR), failure rate, Energy Not Sup-
plied (ENS), Cost of Energy Not Supplied (CENS), etc can be estimated by this conventional method.

2. Probabilistic

Probabilistic methods includes assessment using mathematical models, graphs and trees, machine 
learning algorithms using python as well as simulation using softwares like MATLAB. It can be further 
classified in two parts:

a. Analytical Assessment

Analytical assessments are easy to be implemented as well as for understanding and teaching. Two 
analytical assessment methods are described below.

i. Event Tree Analysis

Event tree analysis, also known as ETA, is the most efficient method to teach reliability assessment. 
It is useful for both educators and trainees to analyze and compare different protection schemes and to 
understand the importance of smart grid (Alabdulwahab, 2017). The tree diagram defines potential ac-
cident sequences in the analyzed system which shows the failure and success of the system. Process of 
development of event tree can be divided into tasks like plant familiarization, defining event tree headings 
and safety functions, determining event tree and safety functions handlings, determining system success 
criteria, identifying initiating events, defining accident consequences, determining plant damage state 
and evaluating event tree. (Čepin, 2011a)

ii. Reliability Block Diagram

Reliability block diagram is also known as dependence diagram. It is easy to read. (Distefano, Puliafito, 
& Computing, 2009) It is implemented using representation of distinctive components of power system 
in form of blocks which are inter-connected depending upon their effect on the system. (Čepin, 2011b) 
Each block in RBD/DD is representation of a physical unit and it is arranged in such a way that failure 
of a particular unit will lead us to identify failure of other connected blocks and vice-versa. (Distefano 
et al., 2009)

iii. Markov Modeling

It is a famous method implemented to model randomly changing systems. It is widely used to assess 
reliability of distributed networks with distributed generations, variable weather conditions, hybrid AC/
DC power system, etc. (Sarwat, Domijan, Amini, Damnjanovic, & Moghadasi, 2015)
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b. Through Simulation:

Simulations are preferred when system is complex as well as parameters are varying depending upon 
each other. Two powerful and widely used simulation methods are discussed as follows.

i. Monte Carlo Simulation

A computerized mathematical technique widely used for quantitative analysis and decision making in 
various fields. In power systems it is used to determine reliability of closed ring topology(Wadi et al., 
2018), impact of electrical energy storage and electrical vehicles on reliability of smart grid (Calderaro, 
Galdi, Graber, Graditi, & Lamberti, 2014) etc.

COMPARISON OF DIFFERENT METHODS AND ARTICLES

Table 1 shows comparison of various experiments and simulations carried out based on smart grid reli-
ability as well as cyber securitty concerns. It describes the problem, method to obtain solution, result as 
well as future research scope. Articles and research papers from IEEE, ScienceDirect, IET and CIRED. 
The experiments were based on various reliability assessment methods discussed above.

Table 2 shows comparison of values of reliability indices obtained from various systems under various 
conditions and consideration. Reliability indices compared are, System Average Interruption Duration 
Index (SAIDI), Average Service Availability Index (ASAI), System Average Interruption Feeder Index 
(SAIFI), and Customer Average Interruption Duration Index (CAIDI). This indices are calculated us-
ing failure rate of system, number of customers and feeders, duration of interruption and time of usage. 
Reliability can also be assessed by availability, non-availability, Average Service Un-availability Index 
(ASUI), Energy Not Supplied (ENS) and Average Energy Not Supplied (AENS).

According to the citations, figure 2 shows popular reliability assessment methods and its citation values. 
In similar manner, figure 3 shows the latest trend in reliability assessment and its citation percentage.

FUTURE RESEARCH DIRECTIONS

Cyber security has great intrusion in reliability of smart grid, so advance monitoring methods can be 
adopted to monitor cyber-physical infrastructure of smart grid. . Figure 4, highlight research work done 
on topic related to reliability and cyber security of smart grid during the time period of 2010-2020 
taking IEEExplorer as a reference. It can be achieved by graph theory (Singh, Gupta, Mahajan, Yadav, 
& Mudgal), weight reduction technique (Gupta, Singh, & Mahajan, 2020), using ensemble prediction 
algorithm based on time series (EPABT) (Li et al., 2019) and adopting real time monitoring and model-
ing methods (Facchinetti & Della Vedova, 2011). Internet of things can play a major role in development 
of smart grid and smart meter infrastructure as well as improving reliability and resilience of system. 
(Kimani, Oduol, & Langat, 2019) (Sharma, Saini, & Reviews, 2015) An optimization frame-work can 
be utilized with a view to assign the optimum points of reliability and cost (Honarmand et al., 2019).
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Table 2: Comparison of reliability indices obtained by various methods

Article Conditions and 
considerations

System used for 
calculation

Value of various system indices

SAIDI SAIFI ASAI CAIDI

(Al-Abdulwahab et 
al., 2011)

Conventional+ 100% reliable 
GFN protection scheme RBTS bus 2 system 0.55 0.025 - -

(Chen et al., 2018) Cyber attack IEEE 33 bus distribution 
system 3.3917 - - -

(Wadi et al., 2018) MMCS method for closed ring RBTS bus 4 4.296624 0.190451 0.9999367 22.56026

(Yuan et al., 2019) 3/2 circuit breakers 
configuration RBTS bus 2 system 3.69 0.295 0.999578 12.52

(Refaat et al., 2018) Large scale PV and gas turbine
Modified IEEE 13 bus 
radial distribution system1. Grid connected 6.5555 0.1388 0.9993 47.225

2. Islanded 4.2235 0.0747 0.9995 56.504

Figure 2. Year wise methods citation %

Figure 3. New methods with citation history
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Figure 5 shows the evolution of new techniques used for reliability assessment. In the first stage fuzzy 
logic plays a vital role for smart grid assessment. Due to some limitations like dependency on human 
knowledge make it’s sluggish. Artificial neural network take the place of fuzzy and remove the regular 
dependency on human expertise. As smart grid is a complex network which required fast and reliable 
controllers, which is possible through the new and advance evolutionary theories.

CONCLUSION

We need interference of a two-way communication system in the power grid due to the increased numbers 
of renewable resources which leads to distributed generations and distributed networks. This system is 
known as smart grid. Table 1 shows that among various reliability assessment methods reviewed in this 

Figure 5. Evolution of new techniques for reliability assessment

Figure 4. Research work done on topic related to reliability and cyber security of smart grid
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paper, Monte Carlo simulation method has many advantages compared to other methods but when it 
comes to teaching or learning reliability of smart grid, Event Tree Analysis (ETA) is quite simpler for 
both trainee and trainers. Table 2 shows that by introducing cyber security in the smart grid, the value 
of reliability indices can be improved. Thus, cyber security plays an important role in the smart grid. 
Including cyber extrusion we can also improve the reliability by detecting attacks earlier and making 
lower time to repair using different machine learning and artificial intelligence approaches. More focus 
is required on data integrity and customer safety.
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ABSTRACT

In this chapter, the advantage of distributed generation can be seen in terms of system reliability and reli-
ability of customer load. The solar photovoltaic (SPV) system is one of the distributed generations that 
may lead to the supply of electrical energy. The customer at the site of load demand mainly uses the SPV 
system. The installation of the SPV system is advantageous for the electrical load demand. Solar systems 
have greater efficiency for supplying both types of load (i.e., thermal and electrical) simultaneously. The 
modeling of two power system components (i.e., generation and distribution) can be performed using the 
Monte Carlo simulation (MCS) technique. The data used for generation modeling is taken from IEEE-RTS 
(reliability test system) and data for the distribution system is obtained from IEEE-RBTS (reliability busbar 
test system). The reliability parameters such as average energy not supplied (AENS) and loss of energy 
expectation (LOEE) are evaluated for the analysis of individual customer reliability and overall system 
reliability simultaneously.
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INTRODUCTION

The customer load demand should approaches to meet with the utility generation of available capacity. 
However, there is a shortage of available power in the area for a particular time zone. Distributed gen-
eration (DG) plays a significant role to fulfil the requirements in such an unavailability situation. SPV 
system is advantageous among the existing distributed generations because solar system can generate 
the thermal and electrical energy simultaneously (Chamandoust, Bahramara, & Derakhshan, 2020; Xu 
& Singh, 2012). However, other DG’s systems are involve with generation of electrical energy only. As 
of the customer concern, many of them have installation of DG units so maximum time they used it to 
serve their load requirements (Manohar, 2009; Selinger-Lutz, GroÃŸ, Wille-Haussmann, & Wittwer, 
2020). This will results that the substation is unaware of such load or the load is undetectable to the grid. 
However, under the failure situation of DG’s, the customer used the utility power to meet the load require-
ments (Obi, Slay, & Bass, 2020; Ridzuan, Roslan, Fauzi, & Rusli, 2020). The customers have different 
types of load, the solar system is advantageous for the customer those have electrical and thermal load 
simultaneously. The SPV system contains the heat engine that are used to produce the thermal energy 
from sun light. Thermal energy is used by prime mover to rotate it and mechanical energy obtain by 
rotation is converted into electrical energy through turbine (Haghifam & Manbachi, 2011; Naderipour 
et al., 2020). The unused heat energy of prime mover or the remaining thermal energy can directly used 
to fulfil the thermal energy requirements of the customer. As of the increment of load demand, DG are 
more useful to serve the load at the local point of demand. The modelling of different section of power 
system can be elaborated below with inclusion of SPV generation in the system (Anastasiadis, Poulim-
enos, Polyzakis, Manousakis, & Vokas, 2019). Transmission system reliability is also a major concern 
to analysis the overall performance of the system (Yadav & Mahajan, 2019a, 2019b; Yadav, Mudgal, & 
Mahajan, 2020b). Reliability examination of power system network is a multifaceted process. The whole 
system analysis will take more time and a lot of processing memory for a computer. Therefore, the power 
system is divided into sub-systems for reliability analysis. The subsystem of the power system network 
is separated into generation part, composite part (Generation and transmission), and distribution part for 
reliability evaluation and planning. Most of the failures in the distribution system are not that much effect 
on the reliability operation because of the local balancing of load, cheaper structure in comparison with 
the composite system, and components can be controlled over there. In the last, the overall performance 
index can be evaluated by combining all three individual subsystem reliability performances (Rai, 2020; 
Yadav, Mudgal, & Mahajan, 2020a). Here, the SPV system has an advantage to improve the distribution 
system reliability, as the extra load is compensated through the local customer at the load location or bus 
by solar activities. As the DG’s have very low generating capacity in comparison with the conventional 
generator. Therefore, this can be served under small changes in load demand. For the drastic load change, 
the available conventional generator will feed all the load requirements because SPV is used for the small 
load variations. Therefore, the main aim of the DG is used in the reliable operation of the system. The 
expected demand that is not supplied by the conventional generator is mainly maintained through the 
SPV system. Renewable energy sources can play a major role in the future to fulfil the incremental load 
demand. Solar energy is the one of generating source that can be available at more of the customer. In 
rural areas, the electricity availability is not sufficient as per the customer requirements. Therefore, the 
reliability of system and customer in rural areas is very poor. The SPV installation at customer location 
gives the flexibility to the individual customer (Quiles, RoldÃ¡n-Blay, EscrivÃ¡-EscrivÃ¡, & RoldÃ¡n-
Porta, 2020). The distribution system with SPV has various objectives to study such as the system’s 
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overall reliability assessment and the customer individual operation and planning for the placement of 
these SPV units at various load points. The reliability parameters are evaluated in MATLAB by obtain-
ing the probability of individual available and unavailable units in the system with selective load points 
where the SPV units are connected. The main objective of this paper is classified as follows:

•	 The reliability analysis of distribution system with SPV units taken at various load points.
•	 Effect on complete system reliability and distinct customer reliability with incorporation of SPV 

units in the system at various load points.
•	 Optimal location of customer operated SPV units.

The paper is summarized as follows: Section I gives the basic idea of the introduction part and 
case studies regarding the several publications. Section II elaborates the backgrounds of different state 
modeling of all the subsystems including the SPV generation modeling. Section III gives the system 
description, which is taken for the analysis of reliability. Section IV discusses the analysis of the results 
with different reliability parameters. Section V presents the overall concluding remarks of the analysis.

Background

Distribution grids are always a path for electricity distribution at different customer load points. The 
current situation in the power system network slightly changes due to the incorporation of DG’s at dif-
ferent customer sites. The customer who is using the DG’s can manage some loads as per requirements. 
Therefore, some load is invisible to the electric grid when the DG’s are under the operating condition. 
Whenever the DG’s failed to operate, a load of such customer can be served through grid utility. There-
fore, such a situation in the current scenarios leads to make system in uncontrolled operation. The DG’s 
used here for modelling is taken as the SPV system. The operation of generation and distribution system 
reliability can be evaluated through reliability indices at different customer location. Further, the reli-
ability analysis of the system can be evaluated by incorporating the SPV system at different customer 
load points (Yadav et al., 2020a). The paper describes the technique to model generation and distribution 
system that is further used to estimate the effect of SPV units on the utility controlled system and also on 
the reliability of power supply to the different customers. In this section, all the subsystems modelling 
are elaborated including with the SPV generation modelling.

•	 System modelling: The power system components including SPV system modeling can be elabo-
rated in this section which are as follows.
◦◦ Generation Modelling: The generator model have two stages for its operation i.e. UP state 

and DOWN state. UP state indicate the healthy or operating condition for the generating 
units and DOWN state indicate the unhealthy or shut down condition for the units. The tran-
sition from one state to another state can be obtained through factors Mean Time to Failure 
(MTTF) i.e. from UP to DOWN and Mean Time to Repair (MTTR) i.e. from DOWN to UP. 
Figure 1 shows the two state modelling of generating units with given transition (S. Mudgal 
& Mahajan, 2019; S. M. Mudgal, Yadav, & Mahajan, 2019).
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Mean Time to Repair (MTTR) = 1
µ

	 (1)

Mean Time to Failure (MTTF) = 1
λ

	 (2)

Where, 𝜇 is expected repair rate and 𝜆 is expected failure rate.

•	 Lode Modelling: The reliability test can be perform by collecting the one-year data of total sys-
tem load and distinct customer load. As the hourly load details for every customer is also avail-
able which can be served by utility or customer themselves. The total distribution load is obtain 
by summing the individual customer load, which can be served by using the utility not by the 
customer themselves.

•	 Distribution system modelling: The distribution system modelling has two stages same as the 
generation model. The UP state of distribution system indicates the operational condition of the 
distribution line, which indicates the load point is associated through the source or supply point. 
The DOWN state of distribution system indicate the failure of distribution line connected between 
load point and the source or supply point (Kumar & Mahajan, 2018).

•	 SPV generation modelling: The SPV model is operated in four states i.e. UP, DOWN, DERATED 
and FAILED states. The UP state specifies the customer is operating the SPV unit at full generat-
ing capacity. The SPV unit can transit from UP state to all other three states. The DOWN state 
indicates that the customer shut down the SPV units. The DERATED states indicate that the SPV 
units are operating at derated capacity that is the some percentage of full generating capacity. The 
FAILED sate occurs in due to unscheduled outages of SPV units. Figure 2 shows the four state 
modelling of SPV generating units (Pazouki, Mohsenzadeh, Ardalan, & Haghifam, 2016).

For the determination of this paper, the generation and distribution system under consideration is 
modeled from IEEE - RTS and IEEE - RBTS. Figure 3 shows Block diagram for modelling of differ-
ent section of power system including SPV units modelling (Kim, James, & Crittenden, 2017). Table 1 
shows the customer margin without the SPV units. In this scenario, two conditions are compared that 
results in the existence of the customer load curtailments. Here, only one combination of the four state 
results the no load curtailments otherwise, in remaining three states load curtailments will presents. Table 
2 shows the customer margin with the SPV units. In this scenario, three conditions are compared. All 

Figure 1. Two state modelling of generating unit
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three conditions including SPV units in the system have seven customer margin states. In which, four 
combinations of the seven state results into the no load curtailments otherwise, in the remaining three 
states load curtailments will presents. The states of several combinations will be useful in the analysis of 
reliability because if there are no load curtailments in the system then the system will be more reliable. 
Otherwise, if load curtailments have existed in the system, it will system unreliable or less reliable. The 
reliability level will be identified through the reliability parameters. In general, if load curtailment will 
be more then the system will be less reliable and if load curtailment is less then the system will be more 
reliable. The different states of the system and the SPV system combined effect can be seen in terms of 
reliability indices in the results section. The reliability data related to the SPV units are taken from the 
paper (Manohar, 2009; Paliwal, 2020).

Reliability Indices: The reliability parameters can be determined through customer margin. The 
reliability index Loss of Energy Expectation (LOEE) gives the system reliability and index Average 
Energy Not Supplied (AENS) gives the reliability of the customer. The equation (3-4) shows the formula 
to evaluate the reliability indices.

AENS
ENS
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� �
� ( )
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Figure 2. Four state modelling of SPV generating units
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In is the number of iterations per year, ENScustomer is energy not supplied (in MWh) to customer k in 
a specified year, ENSsystem is sum of all customer ENS in the distribution system. The sum of hourly 
Customer Margin (CM) gives the values of ENS per iteration per customer.

TEST SYSTEM DESCRIPTION

In this paper, the generation and distribution modelling is performed through additional DG’s (i.e. SPV) 
which is used to evaluate the reliability of power supply to the customer and the influence on the utility 
of the controlled system. The reliability parameters can be obtained and compared with and without 

Figure 3. Block diagram for modelling of different section of power system including SPV

Table 1. Customer margin without SPV units

Scenarios 1 Scenarios 2 Customer Margin

Aggregate generated power by available 
units > Net load demand

UP State of distribution line Zero

DOWN State of distribution line Portion of customer 
load curtailment occur

Aggregate generated power by available 
units < Net load demand

UP State of distribution line Portion of customer 
load curtailment occur

DOWN State of distribution line Portion of customer 
load curtailment occur
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customer-controlled SPV units. The data used for generation modelling is taken from IEEE- RTS (Reli-
ability test system) and data for distribution system is obtained from IEEE- RBTS (Reliability Bus-bar 
test system) (Manohar, 2009; Subcommittee, 1979). Case study involves with installation of DG’s (SPV) 
at different customer load points. The location of customer in distribution system are located at bus bar 
2. The distribution test system network and load profile at various customer location is taken from RBTS 
system (Manohar, 2009). The data of reliability parameters for distribution system are taken from Table 
3 that can help in modelling stage of distribution system. Table 4 shows the data of reliability parameter 
for SPV system units of different capacity. The modelling of SPV system to find the new reliability index 
have uses the following reliability data of different capacity of DG’s. The reliability data of different 
capacity of SPV system is used to find the availability of the units.

Table 2. Customer margin with SPV units

Scenarios 1 Scenarios 2 Scenarios 3 Customer Margin

Aggregate generated 
power by available units 
> Net load demand

UP State of distribution line For any values of SPV power Zero

DOWN State of distribution 
line

SPV power ≥ Customer load Zero

SPV power is either zero or less than the 
customer load demand Load curtailment occur

Aggregate generated 
power by available units 
< Net load demand

UP State of distribution line

(Power generated 
by utility units 
+ SPV power) ≥ Customer load demand

Zero

(Power generated 
by utility units 
+ SPV power) < Customer load

Load curtailment occur

DOWN State of distribution 
line

SPV power ≥ Customer load Zero

SPV power is either zero or less than the 
customer load demand Load curtailment occur

Table 3. Data of reliability for different components of distribution system network

System components Failure Rate (failures/yr.) Repair Time (in hours)

Transmission lines 0.056 4.5

Circuit Breaker (11 kV) 0.008 3

Circuit Breaker (33 kV) 0.001 3

Circuit Breaker (138 kV) 0.0049 6

Transformer (11/0.415) 0.018 180

Transformer (33/11) 0.016 100

Transformer (138/33) 0.02 150

11 kV Busbar 0.002 1

33 kV Busbar 0.002 3
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RESULTS AND ANALYSIS

The renewable integration of power availability to the local customer site lead to secure the burden less 
power transmission for the existing system. The SPV unit characteristics can be observed through vari-
ous parameter according to the customer load location and requirements. The reliability indices AENS 
and LOEE are estimated with no SPV units operating in the system by the customer and further with 
the inclusion of SPV units in the system. The system reliability parameter LOEE can be evaluated at 
different percentage of availability of SPV units as shown in Table 5. The customer reliability parameter 
AENS can be evaluated with and without installation of SPV units in the distribution system at different 
customer load point. Figure 4 shows the variation in AENS at different load point of distribution system. 
The minimum value of the AENS index can be found at customer load point 16, which gets improved 
when the SPV system can be included in the system. The maximum value of the AENS index can be 
obtained at load point 9, which gets reduce (i.e. reliability is improved) with the incorporation of SPV 
units in the system by the customer. From the Table 5 we conclude that when the percentage of SPV 
unit capacity will increase, it will result in to decrement in the LOEE (i.e. Reliability of the system is 
improved). If SPV generation changes from 5% to 50% of the total distribution load, the improvement 
in reliability are observed from 4.58% to 49.43%. The percentage change in reliability with SPV genera-
tion is almost linear in the graphical characteristics. The smallest decrement in percentage reliability is 
due to the power loss in the system due to the generation of SPV units. The power loss is negative slope 
characteristics for the linear operation of SPV generation and percentage change in reliability.

Table 4. Reliability parameter data for SPV System units

Unit size (MW) MTTF (Hour) MTTR (Hour)

0.375 1146.35 26.40

0.250 948.04 26.11

0.300 1028.24 26.2277

0.325 1067.91 26.2843

0.550 1411.57 26.7542

0.625 1520.81 26.8947

Table 5. Variation in LOEE with different percentage SPV generation w.r.t total distribution system load

SPV Generation in 
percentage of net System 

load demand

LOEE 
(MWh/year)

Percentage 
Improvement 
in Reliability 

(%)

5% 48.53 4.58

15% 43.49 14.49

25% 38.49 24.32

50% 25.72 49.43
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CONCLUSION

This paper discusses a method i.e. SPV generation (one of the DG) by the customer, which may result 
in the improvement in system reliability as well as customer reliability simultaneously. Rural areas 
customer have not sufficient electricity fulfilment as per the load and time. Therefore, Solar system at 
the rural areas in individual customer makes the system reliable and availability of power for the load 
demand will be more, which can served the load in the time of unavailability of electricity. The capac-
ity of the SPV system can be taken as a different percentage of system load. The results conclude that 
the increment in the capacity of SPV units will result in the decrement of LOEE index, which may 
lead to better reliability for the system. The optimal location of SPV units at the customer side can be 
obtained as the function of the location of the customer from the supply or source point. This analysis 
is performed by using the data of IEEE-RTS and IEEE-RBTS for the evaluation of reliability indices at 
different distribution load points. The modelling of the generation and distribution system is combined 
here to perform the reliability test. In future, including a transmission system for the overall analysis of 
the system may play an important sign in the field of system modeling.
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ABSTRACT

This chapter discusses the current situation of renewable energy and the growing need for renewable 
energy. The present and past research revealed that the Ministry of New and Renewable Energy has 
done a great job and heading India towards renewable energy, but this is not done yet. India has not only 
sufficient climate condition, but also a large surface area which set a good chance for India to lead in 
the renewable sector in the world. An effort has been made to summarize the current scenario, benefits, 
and recent development of renewable energy.

INTRODUCTION

India is one of the fast-developing nations in the world, and the electrical energy consumption of India 
is continuously increasing from the last few years. As in 2016 per-capita, energy consumption is 1075 
kWh which is increased to 1181 kWh in the year 2019, and it is continuously increasing. The growth of 
power sector plays an important role for the country to become self-reliant and economically stronger 
in energy outlook. The shares of different sources as of 2019 are, Coal 54.2%, Hydro12.6%, Renewable 
Energy Sources (RES) 23.1%, Gas6.9%, Nuclear-1.9%, Diesel-.1%. To full its energy demand India 
heavily depends upon coal (Paul J S, Sivan A P, 2013). . Coal causes pollution and the emission of 
greenhouse gas. This affects the environment and ecology to achieve sustainable energy platforms. The 
future consumption of non-convenient energy should be decrease and dependence on fossil fuel is also 
replaced by renewable energy. Growing oil prices and oil import dependency is giving an additional 
economic burden on the country. The country has to focus on RES and reduce coal and oil import to 
get a safe and secure energy path. It was estimated that India required 174521 MU of electrical energy 
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for year 2021-2022 and 2335987 MU for year 2026-2027 (Paul J S, Sivan A P, 2013). By focusing on 
renewable energy, India gets an efficient, sustainable and clean energy sources.

The importance of renewable energy sources cannot be overemphasized, for sustainable development 
and to protect the environment. Though conventional sources might last a little longer, it is not only a 
question of availability but also affordability. Renewable energy is more important than Non-renewable 
energy because they are cleaner and easy to use.

CURRENT SCENARIO OF ENERGY SECTOR IN INDIA

In the upcoming future, India will be suffering from an energy crisis if it will not fulfill the growing 
energy demand. For a developing country like India, this is not only a matter of concern but also a 
major challenge. It is quite surprising to know that India is the biggest consumer of energy resources in 
the world after The People’s Republic of China and the United States of America yet per capita energy 
consumption is low in comparison with most of the countries.

Research and statistics show that India can eliminate poverty and fulfill the energy demand of all the 
citizens just to uphold 8% to 10% economic growth until 2031-2032. India needs to increase 2-3 times 
its primary energy supply and 3-4 times its electricity generation capacity (Shyam, Kanakasabapathy p, 
2017). India ranked 74th out of 115th in Global Energy Transition Index 2019.

Figure 1. Major Energy Sources in India
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Power Sector

The power sector of India is one of the most diversified in the world. In the Asia Pacific region on an 
index of measure their overall power, India ranked 4th out of 25 nations in March 2018. In the fiscal 
year, 2018-19 the gross electricity consumption of India is 1,181 kWh per capita (Digambar S, Saini K 
J, Sood Y R, 2016) Though India having a low electricity tariff yet per capita electricity consumption 
was low in comparison with most of the countries. According to IEA (International Energy Agency) if 
India wants to provide electricity to all its countrymen, it ought to invest at least 135 billion dollars, and 
it also estimates that country will increase its power generation capacity between 600 GW to 1200 GW 
before 2050 by installing additional generation plant.

Coal Sector

Coal is the main energy source of India, the total percentage of coal used in India’s energy mix is 54.20%, 
installed power capacity is 56% and the electricity generated is of 70% (Ramana, 2007). India is the 2nd 
largest coal producer after the People’s Republic of China. Fossil fuels dominate India’s electricity sec-
tor, especially coal. In the fiscal year, 2018-2019, India produces three-quarters of electricity by coal.

In India lignite coal are present in a large amount, the carbon content of lignite coal is low only 40% 
to 55% and high ash content, and that is why Indian coal sector is one of the most resource-wasteful 
and polluting sectors in the world. India’s Ministry of Environment and Forest has issued a guideline to 
use high carbon content coals or use those coals whose ash content has been reduced to at most 34% in 
power plants, especially in polluted and ecologically sensitive areas (Ramana, 2007).

Nuclear Sector

India’s excitement towards nuclear energy can be seen just after one year of independence with the de-
velopment of atomic energy commission and with the establishment of the Atomic energy department 
in 1954 (National Institute of Bio Energy). In the 1970s only a few countries can produce a complete 
fuel cycle from the minimum fuel fabrication, Uranium exploration, and electricity generation to waste 
management and India is among one of them. For India nuclear sector is an important tool to achieve 
fossil-fuel-free energy in the upcoming future and self-sufficient in energy production

The total nuclear power generation capacity of India is 6780 MW in March 2019, which is close to 
2% of the total power generation capacity. India is the 15th largest nuclear power producer country in the 
world with a 1.2% share of nuclear power plant generation capacity. India’s ambitious plan is to fulfill 
9% of electricity demands with atomic power by the year 2032 and 25% by the year 2025 (National 
Institute of Bio Energy).

In India to establish a thermal power generation plant is quite a difficult process because it has to cross 
the different levels of safeguards and protection standards. Sometimes this process becomes challenging 
too because the owner has to overcome the public and pressure group perception about its safety after 
the nuclear disaster at Fukushima Daiichi in Japan.
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Oil and Natural Gas

India is one of the biggest oil importers in the world after the United States and China, and also the 
third-largest oil consumer. The increasing oil demand will lead India towards the largest oil consumer 
in the world in the upcoming future. It imports about 82.8% of crude oil, accounts for 0.1% of oil, and 
6.9% of gas of the total energy consumption in India (Ministry of New and Renewable Energy). Though 
India suffers from the decreasing global economy, yet demand for energy in India is continually rising.

India has a lack of adequate petroleum reserves, and petroleum demand increases day by day due to 
the rapid expansion of vehicle ownership, and that’s why it depends mostly on crude oil import.

Renewable Energy Sector

The most effective and efficient solution for India to meets its growing power need, and to boost up 
the economy is to switch towards sustainable energy. Renewable energy contributes about 69,022.39 
MW in January 2020, which is 26% of the total installed capacity (Singh D, Sood Y R, 2016) Though 
the country is blessed with a different type of renewable energy resources (i.e. hydro, wind, and sun), a 
large portion of it still unbuckle. The main focus of Indian companies is on traditional forms of energy 
rather than renewable energy.

The Government of India shows great interest in renewable energy and does a lot of work in this sec-
tor. There are so many government initiatives for sustainable renewable energy for the future i.e. UDAY 
Scheme, Solar Park Scheme, Rooftop Scheme, Government Yojana Solar Energy Subsidy Scheme, etc.

RAPIDLY RISING ENERGY DEMAND

India is one of the fastest developing countries in the world, with an increase in developments; demand 
will also increase i.e. electricity demand and other energy demands. Several scenarios reveal that India 
has only two paths to fulfill its growing energy demand, first is to save more and more energy in all 
sectors. In this path, there is more use of fossil fuel and locking of the energy system into today’s pat-
tern – with an increased level of air pollution and uncertainties around meeting its sustainable target, 
and in the second path, India has to increase industrial growth with high utilization of renewable energy.

In 2030, the demand for energy in India will more than double while the electricity demand will 
be triple (Bhattacharya S C, Jana C, 2009). India’s population is the major problem for the country’s 
development, and also for the country’s economic growth.

India’s large land area and different monsoon season enriched it with a huge potential of renewable 
energy generation. Renewable energy capacity of India is more than Germany, Japan and some other 
developed countries, but the overall install power-generation is quite low. Over the past decade, India’s 
electricity demand has grown by 10% (International Renewable Energy Agency). Almost every village 
in India now has electricity but still millions are living in darkness. According to the World Bank report, 
around 200 million people are still struggling for electricity in India less than 50% of households have 
access to electricity for more than 12 hours. If in a village 10% of all public buildings and homes are 
connected to the grid than that village is considered electrified. To satisfy its electricity demand India 
imported some electricity from Bhutan in 2015.
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India still facing the growing demands for electricity because of some reasons which are as follow –

1. 	 Low tariff and the problem of allocation of coal have prevented private companies from entering 
the market.

2. 	 Banks are not lending working capital to the power sector that’s why all the under-recovery of fixed 
and variable costs are pending and delayed.

3. 	 Uttar Pradesh, Andra Pradesh, Tamil Nadu, Maharashtra and Karnataka, are unable to settle all the 
electric bills.

4. 	 State governments imposed a charge on a consumer who buys electricity from other sources instead 
of government utilities, and the charge is almost double than the electricity bills.

5. 	 Payments to coal companies and railways are done in advance that’s why power plants are unable 
to purchase it.

Figure 2. Growth in the key economic and energy indicator of India from 2014 to 2030
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In spite of rapid growth in adding power capacity, India still facing extreme energy poverty. If the 
business continues goes on with the present energy resources and existing environmental policies fos-
sil fuel still dominates over renewable energy. And an industry may also increase the use of coal faster 
than expected.

POWER SYSTEM CAPACITY AND GENERATION

India’s demand for power is rapidly increasing, studies and research reveals that the total power capacity of 
India will increase from 284 GW in 2015 to 670 GW by 2030 which is more than double while electricity 
generation increase from 1100 TWh per year to 3450 TWh per year which is more than triple is shown 
in Figure 3. If the current plan and policies persist, the planned growth of renewable power capacity is 
significantly low (Press Information Bureau, G. O. I). If the development in the renewable sector did 
not boost up, more than three-quarters of this new production is fulfilled by new coal-based production.

India is blessed with several types of renewable energy, i.e. hydropower, ocean power, wind energy, 
bio-energy, and mainly with solar energy.

Figure 3. Power system capacity and generation, 2015-2030
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RECENT DEVELOPMENT IN RENEWABLE SECTOR

India has installed a total capacity of 84GW of Renewable Energy by the end of November 2019. This 
includes 37.28 GW from wind energy, 32.52 GW from solar energy, 9.94 GW from bio-energy, and 4.65 
GW of small hydro plants (Ministry of New and Renewable Energy). In the last six years, i.e. March 
2014 to October 2019, India had installed a total capacity of 47.86 GW of renewable energy.

The growth rate of electricity generation from renewable energy source falls to 5.22% in the year 2019 
Between (April-November) months. The country did not see this growth in the past four years. (National 
Institute of Wind Energy). The generation of electricity from different renewable energy sources in the 
last six-year is shown in Fig. 4. As shown in Fig.4. The generation from renewable energy is lowest in 
the year 2019-2020 in comparison with the last six year data. It is also shown from Figure 4. that the 
generation from bio mass and bio gas is declining, and their contribution in renewable sector is almost 
negligible in comparison with other renewable energy resource. The latest report shows that procurement 
for around 30-40 GW is in different stages.

Figure 4. Electricity generation from various energy sources
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The Government of India has set an ambitious target of installing 175 GW additional renewable 
energy till the year 2022 which includes 100GW, 60GW, 10GW and 5 GW from solar, wind, bio power 
and small hydro (Akella A K, Saini R P, Sharma M P, 2009).

DRAWBACKS OF NON-RENEWABLE ENERGY

Causes Air Pollution

The total health impact of outdoor air pollution on India’s budget is about 3% of total GDP per year, and 
indoor air pollution adds significantly to this total. Both urban and rural air pollution can be suppressed 
if non-renewable energy is replaced by green and sustainable energy forms of energy (Global Alliance 
on Heath and Pollution, 2020).

The basic cause of premature death in developing and undeveloped countries (i.e. India, Pakistan, 
etc.) is pollution. Eventually, the death rates are much higher in densely populated and lower-middle-
income countries. After China, India is the most densely populated country in the world, it not only 
appears with the highest number of deaths but also the 10th highest death rate (Ul-Haq A, Jalal M, Sindi 
H F, Ahmed S, 2020)

In India, total annual premature air pollution-related deaths are1,240,529. India stands second in this 
list after China. The total number of deaths in India, due to air pollution is very high in comparison with 
other sources of pollution as shown in Figure 5. India ranked 168th out of 180 countries in Environment 
Performance Index 2020, whereas in air quality, it’s ranked 179 which is worst (Kothari D P, 2000). The 
data on air pollution-related death is quite alarming for a country like India.

Figure 5. Deaths in India due to different types of pollution
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Lowers the Economy

In the last few decades, it is noticed that India’s energy market is one of the fastest-growing energy markets 
in the world, and it is also expected that soon India’s global energy consumption will increase to 18% and 
become the second-largest contributor by the year 2035. India both produces, and imports fossil fuels. 
The import percentage of fossil fuel is high in India, which affects India’s economy (Elavarasan R M, 
Shafiullah G, Padmanaban S, Kumar N M, 2020). According to the World Bank, the Indian economy 
suffers about 86 billion dollar a year equivalent to 4% of the annual gross domestic product in the year 
2016 due to the efficiency gap in the power sector.

The production rate of fossil fuel is quite low in comparison with the import rate which adversely 
affects the country’s economy. India has one of the world’s largest coal reserves with 10% of global coal 
reserves. In the future coal, demand will be expected to reach 1300 Mt/yr, with 15% of it (200 Mt) being 
met from other countries. Coal demand is expected to become twice in the next 10 years if the structure 
of the coal market remains the same. Though the country produces 1.6 EJ of crude oil, it imports an ad-
ditional 7.9 EJ of crude oil . In the last few years, the annual domestic production of crude oil has been 
stagnant to 0.83 million barrels per day. The country’s natural gas production has reached 1.3 EJ and 
it imports an additional 0.3 EJ. The consumption of natural gas, including LNG, its share in the total 
energy system of India is expected to increase 20% by the year 2025. For natural gas import India has to 
construct cross-border pipelines (e.g. from Turkmenistan and Trans-Afghanistan) which affects the Indian 
economy. The demand for natural gas is growing worldwide because it is an efficient and clean form 
of energy, natural gas consumption increase by 12% per year in India. An enormous populated country 
like India whose energy system mainly depends on non-renewable energy (i.e. coal) will be subjected to 
many risk and bring a larger energy bill. India’s less carbon content coal poses multiple problems such 
as low calorific value, produces less energy, and a high amount of ash (Jaswinder S, 2016)

In India, demands for all types of fossil fuel are increasing, whereas domestic production is reduced 
which causes the country to face import dependency. The shares of crude oil are the highest of 82.8% 
followed by natural gas of 45% and coal of 13%. In the recent study of The Energy and Resource Institute 
(TERI), concludes that the average import dependency of fossil fuel in India will increase to 74% by 
year, 2030-2031. If a business continues, as usual, the dependency of both coal and natural gas increase 
enormously, this can be avoided if the country switches towards higher shares of renewable (Sarkar A 
N, 2010)

THE BENEFITS OF RENEWABLE ENERGY

There are many benefits of renewable energy, but the most important benefits are listed below:-

•	 Renewable energy improves energy access for destitute communities as well as reinforces energy 
security through an indigenous source of supply.

•	 It accelerating energy efficiency and yield a higher renewable energy share.
•	 It restrains the overall demand which will improve the energy efficiency of India to achieve its 

GHG emission-reduction goals.
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•	 Studies and research indicate that renewable energy creates millions of jobs in India, over 180000 
jobs in wind energy (National Institute of Solar Energy), and millions of jobs in solar energy by 
the year 2022. Renewable transition benefits India at the macroeconomics level.

•	 India’s contribution towards the renewable sector can increase India’s future economy. Higher in-
vestments in the renewable sector would increase twelve times higher saving than the costs. As a 
result, the cost of fossil fuel-related air pollution will reduce, and the increase of renewable energy 
will able to save climate change-related issues.

CONCLUSION

Energy is one of the most important sectors for every nation to boost up its economy and for human 
welfare development. Some country has fulfilled its energy need by investing a large amount of money 
in the energy sector, whereas some country like India still faces the problem of an energy crisis. The 
growing demand for energy in India could not be fulfilled by fossil fuels alone, India needs to focus on 
a clean and efficient form of energy, i.e. renewable energy and natural gas.

India has a huge potential for sustainable energy resources and from the last few years The Govern-
ment of India do a lot of development in this sector, but the overall development in the renewable sector 
is significantly low because the county is still not able to reach its estimated potential. Renewable energy 
plays a crucial role in India’s present and future energy policies. If India heads towards its development 
plans then it will come one step forward towards its goal of economic development and green energy 
production which certainly increases the sphere of a possibility for India’s growth and development.
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ABSTRACT

Conventional generation is the most reliable option to meet the increased energy consumption in terms 
of operating performance. However, the increased greenhouse gas emission is a major threat from the 
conventional generating units due to fuel pollution. Although to meet the increased energy consump-
tion, reliably conventional generating units are inevitable. So the government has taken the initiative to 
shut down the conventional generating units with higher pollution levels than the defined norms. This 
imposes the overall load burden to the other state generating units. As Delhi is sufficiently rich with solar 
radiation, the chapter proposes the solar PV installation to meet the generation gap of shutdown units.

1. INTRODUCTION

With the advancement of technology, the electricity sector has incorporated many renewable energy-
based installations to reduce the share of the conventional sources, as the conventional sources are a 
cause of carbon emission and air pollution. As the electricity sector plays an essential role in greenhouse 
gas emission, in the light of U.K. governmental targets of securing 10% of electricity generation from 
renewable resources by 2010 and 20% by 2020 with widespread public support for renewable energy, 
distributed generators (DGs) are seen to be rapidly increasing in electrical power systems (Brinkman G. 
et al., 2016, Marcus W. et al., 2015, Miller N. et al., 2015). With the continuous integration of distributed 
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generation systems as the most distributed generation is based on renewable energy sources, it makes 
the power output of the DG highly uncertain (Ackerman T. et al., 2000). As the availability of renewable 
energy varies widely with environmental factors, which are difficult to predict. Therefore, the increased 
renewable penetration becomes challenging to the system reliability. The capacity contribution of renew-
able generation is not precise (Hoff T. et al., 2008, Madaeni. et al., 2012). It needs to be calculated to 
achieve a sufficient generation adequacy assessment (whether the installed capacity is sufficient to meet 
the load) for the renewable generation. To do such a capacity value needs to be calculated, defined as 
the amount of additional load that can be served with the new generation. The sufficient load-carrying 
capacity (ELCC) is used as the paper’s capacity credit (CC). This capacity is essentially interpreted as 
the capacity credit (CC). Many predefined indices exist in the literature for capacity credit calculations. 
Methodology investigated for capacity credit calculation [7] Chronological methods are suited for sys-
tem operation, and the probabilistic method is helpful in system planning (Castro & Ferreira, 2001). 
A detailed literature review is reported with the different approach used for the capacity credit broadly 
classified as reliability-based methods, based on the reliability indices such as loss of load probability 
(LOLP), loss of load expectation (LOLE) and expected energy does not serve (EENS) (sandhya & E. 
Fernandez, 2019, Haslett & M.Diesendorf, 1981, Chowdhury A. et al., 2003) and approximation methods 
like- Garver’s approximation (GARVER L., 1986), ELCC approximation for multistate generator and 
Z method (Dragoon &. Dvortsov, 2006). It has been found out that the ELCC method is accurate and 
generally regarded as the benchmark for other capacity credit estimation methods (Pelland and Abboud, 
2014). Many factors influence the capacity credit of PV systems. Some of them can be broadly classi-
fied as -PV penetration (Mills A. et al., 2011, Ding M et al., 2015), the variability of PV load profile 
time interval and the correlation between PV production and load demand (Richardson &. Harvey, 
2015). However, renewables’ time interval factor can be solved with the storage batteries (Ungjin Oh 
et al., 2016, Ungjin Oh et al., 2015, Hu P., 2009, Hu P. et al., 2009) and with an active load interaction 
between user and utility also known as the demand response (Zhou Y.,2016, Aghaei & Alizadeh,2013, 
Zheng X. et al.,2015). The reliability indices that define the level of CC need to be chosen carefully for 
effective system design, as the system reliability can differ with the reliability indices chosen it could 
be a probability of the period during which supply is not sufficient for the load in hours/year or it could 
be the measure of not supplied energy in MW/year during the same period. As the reliability include 
a wide range of definitions, to make it more concise, the reliability assessment for the proposed work 
includes the system adequacy which relates to the existence of sufficient facilities within the system to 
satisfy the consumer demand and therefore associated with the static conditions which do not include 
system dynamic and transient disturbances. Different zones are created for the system to study its main 
functional zones (Billinton & Allan, 1994). These are- generation systems, composite generation and 
transmission system and distribution system, as shown in figure 1. Each of these zones can be subdivided 
to study a subset of the problem.

For the proposed problem, the capacity contribution of the shutdown units can be replaced with the 
solar PV installation for a sustainable solution. To do so, the capacity contribution of the solar PV needs 
to be evaluated with the effective load carrying capability (ELCC). Effective load-carrying capability 
method is adopted for capacity credit calculated based on the hourly sampling; instead of the increased 
load for the renewable generation, the equivalent conventional generation is calculated while preserving 
the same reliability level. The reliability indices considered for the study is the loss of load probability 
(LOLP).
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2. PROBLEM STATEMENT

For the proposed work, a case study is considered for New Delhi. Many generating units contribute to 
the overall generation in New Delhi. The total generation constitutes an extensive network involving 
units from the Delhi state generating station, other Central government generating units and also some 
units of the Eastern regions of the country. Of late environmental policies in force and pollution control 
schemes, there are many generating units that have been shut down due to excessive pollution generation 
exceeding the defined norms. The paper proposes the solar PV installation due to the rich solar radiation 
availability of Delhi to fill the generation gap of shutdown units and avoid generation burden on other 
generating units for a sustainable solution. This is proposed using rooftop solar PV panels to utilize the 
existing roof space of the households which further supports the government schemes of rooftop solar 
PV installation. The aggregate output can be used to support the existing generation in Delhi. (Delhi 
Solar Energy Policy, 2015). The abundant availability of the solar radiations for the Delhi location 
makes solar energy an appropriate choice for solar PV installation. The power output of the solar panel 
depends upon several environmental factors. The power available can be formulated as in equation (1).

P t A G t T tpv pv eff a( ) ( ) . ( ( ) )� � � � � �� �� 1 0 005 25 	 (1)

Here the Aeff is the effective area of the panel in m2, ηpv is the efficiency of the solar panel, Ta(t) 
and G(t) are the ambient and solar radiation temperature at time t in oC and W/m2 respectively, ηpv is 
the number of solar PV modules. The available power can be calculated using the annual radiation and 
ambient temperature load profiles shown in Figure 2.

3. LOAD MODELLING

For load modelling, the historical data of the annual load profile of Delhi has been considered (http://
www.delhisldc.org/) with the peak load of 6570.6MW, while the minimum load 1416MW. The annual 
load demand data has been divided into different steps, considering a constant load for each step. The 

Figure 1. Different hierarchical levels in power system
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step size is taken as one hour; thus, the total number of steps for the overall load profile is 8760. The 
annual data is considered for the load profile in the lack of data availability. The same data is considered 
for the simulation procedure as the generation varies for each year depending upon the state sampling 
approach. With the increased number of simulation years, the standard deviation can be maintained in 
the desired range corresponding to the generation curve variation.

4. MONTE CARLO RELIABILITY

Generating system adequacy assessment is used to evaluate whether the system generation is sufficient to 
satisfy the load demand or not. This assessment can be conducted using either the Analytical technique 
or the Monte Carlo technique. For the present study, the Monte Carlo method is considered instead of the 
Analytical technique as the Monte Carlo can simulate the actual process, including the system’s random 
behaviour better. There are two fundamental simulation approaches – system state sampling and state 
duration sampling. The state sampling approach is used here for generation system adequacy assessment 
instead of state duration sampling, as it requires less computing time and storage for an extensive network.

State Sampling Approach: It is seen that many units contribute to the Delhi generation. Generating 
system adequacy depends upon the possible generating capacity states of the system. Each generating 
unit can be represented with the uniform distribution Ui between (0- 1). Each generating unit has two 
states- failure or success. Each unit is assigned a forced outage rate (FOR). Depending upon the FOR of 
these units, the availability (success state) and unavailability (failure state) of these units can be calcu-
lated. Let Si denotes the state of the ith generating unit and FORi its failure probability.

S
C U FOR

U FORi
i i i

i i

�
� �
�

�
�
�

    

     
    

Success State

Failure

0

0   State
	

Figure 2. Annual hourly profile for Delhi location 28.7041° N, 77.1025° E (a) Ambient Temperature 
(b) Solar radiation
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The generation reliability can further be evaluated based upon the aggregation of the available units. 
Similarly, the annual generation profile is obtained for the available generating units using the same 
approach. For the computation of the system reliability, many options are available which may be de-
terministic or probabilistic. For the present study, as there are factors involving weather dependency, it 
is preferable to adopt the probabilistic approach like the Monte Carlo simulation, which gives a more 
accurate picture of the stochastic behaviour associated with renewable-based power generation. The 
generation and load profiles for the desired system are considered on an annual basis. The Monte Carlo 
technique involves repeated simulation using the database.

For this purpose, a random hour is generated within a year to test if the load is sufficiently met with 
the available generation. If so, the system is considered reliable for that period. The reliability indices 
chosen for the study is LOLP.

Loss of Load Probability: Loss of load probability is the measurement of the probability that the 
generation is not sufficient to meet the load requirement for the given time interval.

LOLE
LL

N
t

N

� �
�

1 	 (3)

Where,
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L t G t
L t G t

�
�
�

�
�
�
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( ) ( )

( ) ( )
	

L(t)= Load for hour t
G(t)= Generation at hour t
LL= Loss of load

The reliability assessment of the system is done with the Monte Carlo simulation technique, which 
is discussed in the steps below:
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Figure 3. Simulation procedure for the Monte Carlo reliability calculation

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



203

Solar PV Installation for Conventional Shutdown Units of Delhi
﻿

5. METHODOLOGY

To reduce the dependency of the existing generation system on fossil fuels by incorporating solar PV 
installation, it is necessary to maintain the reliability of the system to the same level. In the present study, 
we are installing solar PV to fill the gap of the shutdown conventional generating units. To evaluate the 
replacement amount of conventional shutdown units instead of adding the solar PV for the increased 
load profile for the same level of reliability. The available generation is considered (after removing 
shutdown units) for the same load profile. The system with this generation and load profile will be 
less reliable than the original system, as the generation is reduced for the same load profile. Now to 
achieve the same reliability level of the original system (including shutdown units) (Eq. (4)), the solar 
PV installation is added to the remaining generation until the reliability level of the system restored to 
its previous value as in Eq. (5). The renewable generation corresponding to the same reliability value is 
known as the capacity credit. As the contribution of renewable generation cannot be achieved without 
battery storage due to the unavailability of solar power during night time. Thus, the required amount of 
battery storage is considered along with the solar installation step. As the solar installation increases to 
achieve the same reliability level, the requirement of battery storage reduces. To make any choice about 
solar installation, the optimum solution needs to be chosen as the different combination of the battery 
and solar PV fulfils the requirement of compensating for the conventional shutdown units. The range 
of the solar PV installation is needed to be chosen carefully, as the cost is a significant barrier for solar 
PV installation; thus, for the proposed study, the renewable penetration (renewable capacity to the peak 
load) is restricted to 30% for economic reasons.

battery storage reduces. To make any choice about solar installation, the optimum solution needs to 
be chosen as the different combination of the battery and solar PV fulfils the requirement of compensat-
ing for the conventional shutdown units. The range of the solar PV installation is needed to be chosen 
carefully, as the cost is a significant barrier for solar PV installation; thus, for the proposed study, the 
renewable penetration (renewable capacity to the peak load) is restricted to 30% for economic reasons.

The addition of the solar PV units is done in the step size of the 100MW. With the installed capacity 
of solar PV for each step, the battery storage is added to maintain the original level of system reliability. 
It will be easy to figure out the trends of capacity credit with the stepwise solar PV installation that will 
be helpful for making any conclusion.

6. RESULT AND DISCUSSION

To meet the generation of shutdown units in Delhi, solar PV installation is done for a more eco-friendly 
and sustainable system. The solar PV installation is done for renewable penetration up to 40% with the 
installation step of 5%. The remaining capacity is achieved with the battery storage for original system 
reliability. The results are shown in figure 4 for the given solar penetration levels considered. It is seen 
from the figure that with the increased solar PV installation, the reduction in the required battery stor-
age is not linear. For initial solar installation steps, the slope of battery requirement is low as the solar 
installation increases the slope becomes steeper. Now the best combination needs to be figure out to 
choose the optimum solution. As the cost is a major hindrance to the solar installation, the life cycle 
cost of the overall system is calculated for each step. To do so the capital cost, replacement cost and the 
annual maintenance cost is considered during the life of the projects. The cost contribution of solar and 

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



204

Solar PV Installation for Conventional Shutdown Units of Delhi
﻿

battery is shown in figure 5 and 6 respectively. The overall cost of the system with these units shows a 
continuous increment with the increased solar installation as the cost of solar PV quite high as compared 
to the battery. However, the cost does not increase continuously but has a breakaway point for the solar 
penetration of 35%. Thus, if battery installation needs to be minimized, the solar installation needs to be 
chosen above 35%. But the reliability problem is also prominent with increased renewable penetration. 
Thus, for both the reduced battery installation and restricted penetration level, the solar PV is chosen as 
2840.26MW corresponding to the 35% solar penetration. The battery storage need for this installation 
is 418 MWh to compensate for the conventional shutdown units.

Figure 4. Solar PV and Battery requirement vs renewable penetration

Figure 5. Life cycle cost of Solar PV vs renewable penetration
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7. CONCLUSION

The conventional generating unit’s shutdown at Delhi due to the high pollution level of units than the 
defined norm. The load burden is imposing on the other state, generating units for satisfactory perfor-
mance. The paper proposes the solar PV installation to meet the generation gap of the shutdown units. 
The results show that with the increment in the solar PV (renewable penetration), the battery capacity 
requirement reduces. Still, the reduction in the battery requirement is not linear and needs to be chosen 
carefully for the economic system. The breakaway point of the life cycle cost of the solar system occurs 
at the renewable penetration of 35%.
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ABSTRACT

Breast thermography is an emerging adjunct tool to mammography in early breast cancer detection due 
to its non-invasiveness and safety. Steady-state infrared imaging proves promising in this field as it is 
not affected by tissue density. The main aim of the present study is to develop a computational thermal 
model of breast cancer using real breast surface geometry and internal tumor specification. The model 
depicting the thermal profile of the subject’s aggressive ductal carcinoma is calibrated by variation of 
blood perfusion and metabolic heat generation rate. The subject’s IR image is used for validation of the 
simulated temperature profile. The thermal breast model presented here may prove useful in monitoring 
the response of tumor post-chemotherapy for female subjects with similar breast cancer characteristics.

INTRODUCTION

One of the most common cancers among women is breast cancer (BC). In 2018 BC had the second 
highest rate of mortality among women (“Breast Cancer Facts and Figures 2019-2020,” n.d.)(“Breast 
cancer statistics in India,” n.d.).Infrared Imaging (IRI) or breast thermography is a comparatively inex-
pensive diagnostic technique as compared to mammography and has the potential to indicate thermal 
abnormalities indicating BC. This enables IRI to be used as an adjunct tool to mammography. In IR 
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imaging, an IR camera captures the infrared radiations emitted by a human body and records the varia-
tion of surface temperature of that body. Cancer causes patho-physiological changes within the breast 
including metabolic and vascular changes. The intensity of the radiation emitted is dependent on the 
temperature of the body, given by Planck’s Radiation Law:
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Where I is the intensity of radiation, 𝜆 is the wavelength, T  is the absolute temperature, h is the Planck’s 
constant, c is the speed of light in vacuum and k is the Boltzmann constant. For human body, most of 
the radiation is within IR spectrum in the bands between 2 and 20μm. The main purpose of using IR 
thermography is that it doesn’t cause exposure to ionizing radiations and is useful for dense breast tissue. 
In the present study, thermal simulation of aggressive tumor based on variable blood perfusion rate and 
metabolic heat generation rate in a realistic three dimensional breast model, is performed. The resulting 
surface temperature profile is matched with pre-processed and segmented IR images of the subject. The 
main objective of the present study is to compute the thermal characteristics of aggressive grade 2 breast 
cancer by calibrating the bioheat model with real clinical data.

BACKGROUND

Cancerous cells produce more heat as compared to normal cells due to the following factors: (1) release 
of nitric oxide into the blood that results in altered microcirculation (2) Vasodilation (3) Neo-angiogenesis 
(4) increases metabolic activity of cancerous cell (Kakileti, Manjunath, Madhu, & Ramprakash, 2017) 
.The rise in temperature of suspicious region can be measured by using advanced infrared cameras. 
LAWSON (1956) measured the temperature of breast cancer patients and demonstrated that the tumor 
affected area had temperature higher (max up to 3.5þC), than healthy contra-lateral part of the body. 
Gautherie (1980, 1983) presented the most exclusive data available till date on metabolic heat genera-
tion of cancerous breast tissue by providing empirical relationship between metabolic heat generation 
rate of breast cancer and its volume doubling time. Based on the computational thermal modelling of 
breast cancer i.e. solving the Bioheat transfer equation to calculate the surface temperature distribution 
of the breast embedded with tumor, various studies are presented. Ng and Sudharsan (1999, 2001) vali-
dated their steady state numerical model using real IR image from three female subjects; geometry of 
model was created using the shape of 34 C cup size of mannequin. Mital & Pidaparti (2008) simulated 
a simplified 2D breast model to determine tumor parameters using evolutionary algorithm. They sug-
gested further investigation in non-uniform 3D breast geometry with chances of increased complexity 
and computational cost. The authors of Chanmugam (2012) and Hatwar & Herman (2017) performed 
transient thermal analysis of hemispherical breast model to estimate tumor parameters. González (2011) 
simulated surface temperature of a hemispherical breast model and validated results for 20 breast cancer 
patients by variation of metabolic heat generation of tumor in model. Kandlikar et al. (2017) presented a 
detailed study on current advancements, shortcomings, and future possibilities to improve breast cancer 
screening methods using numerical simulation, computer-aided diagnosis, and artificial intelligence in 
the field of dynamic thermography. Singh & Singh (2020) presented a detailed survey on methods used 
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in improving reliability of breast thermography by advanced machine learning techniques and numerical 
simulation methods. Saniei et al. (2016) estimated breast tumor parameters using gravity defined based 
on the study by Jiang et al.(2010, 2011). Recently, J. L. Gonzalez-Hernandez et al. (2020) validated sur-
face temperature obtained from Kandlikar et al. (2018) model using IR images of subjects in the prone 
position. (Lozano et al. (2020) estimated the thermal characteristics of the subject with triple negative 
invasive ductal carcinoma by calibrating the model using 3D breast scan, magnetic resonance imaging 
and IR imaging. Augusto et al.(2019) inversely estimated geometric centers of a tumor using a surface 
temperature of 2D realistic breast model, without prior information of the thermos-physical properties 
of breast tissues. Based on the detailed literature survey, it can be seen that there is a need to quantify 
the thermal characteristics-blood perfusion rate and metabolic heat generation rate of tumorous and 
normal breast by matching computed surface temperature with that of real thermograms of the subject.

METHODS

The present study consists of preprocessing of clinic data obtained from Lozano et al.(2020) using 
MATLAB to obtain surface temperature parameters from thermograms of subject with invasive ductal 
carcinoma in left breast and normal right breast. The features are matched with thermal characteristics 
obtained from 3D model using COMSOL software constructed by using geometrical specifications of the 
subject and application of Penne’s Bioheat Transfer Equation for aggressive triple negative tumor subtype.

THERMAL MODEL

The computational thermal model for representing subject with Grade 2 triple negative receptor status 
is constructed as three dimensional ellipsoid breast model representing both normal (right) breast and 
cancerous (left) breast. In right breast model, skin thickness is taken as 1.5mm whereas in left breast 
model, the thickness is 5.00 mm representing thickening of skin due to advanced cancer stage. Grav-
ity induced deformation Jiang et al. (2010, 2011) is applied by rotating the ellipsoid model 30 degrees 
around y axis and cut from x-y plane. Dimensions of ellipsoid for both the breasts are based on bounding 
box dimensions of each CAD model (Lozano et al., 2020) in (Width × Length × Height) format, 8.15 
× 15.4 × 4.75 cm (left breast) and 8 × 14.1 × 4.35 cm (right breast).

Right breast model comprises of skin and breast tissue whereas left breast model shown in Figure 
1, consists of skin, breast tissue and random shaped tumor formed by merging two spheres. Based on 
the left breast’s thermal profile i.e. location of nipple hotspot and hotspot located approximately 8.0 cm 
superior to the nipple position at 11 o’clock (CDC, 2001), model the location of tumor is simulated.

Pennes Bioheat Equation for Bioheat transfer

Heat transfer in living tissue (Model & Becker, n.d.) involves multiple mechanisms like heat conduction, 
heat convection by blood perfusion, and metabolic heat generation. Blood perfusion helps to stabilize 
tissue temperature relative to the body’s core temperature. Mathematically, heat conduction in breast 
tissue comprising of six layers as well as the tumor, may be expressed by Pennes bio heat equation 
(Pennes, 1998)
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Here, 𝜌b, cb, Tb and 𝜔b,n represent blood density, specific heat of blood, arterial blood temperature, 
and blood perfusion rate of the nth tissue layer respectively. Also, 𝜌n, cn, Tn, kn and Qn denote the corre-
sponding properties of tissues: density, specific heat, temperature, thermal conductivity, and metabolic 
heat generation respectively.

Boundary conditions shown in figure 3, for the heat flux continuity and the temperature continuity 
at the interface of two tissue layers are given by:
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Figure 1. 3D gravity defined breast model based on bounding box dimensions of cancerous left breast 
CAD model (Lozano et al., 2020)
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T7 = Tadj	 (6)

Where 𝜉 represents a  direction perpendicular to the interface between the layers, kadj and Tadj are the 
thermal conductivity and temperature of the tissue layer adjacent to the tumor. The inner boundary con-
dition at the core area of the thoracic wall is defined by the following boundary condition:
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r

at r0 0  	 (7)

And 

Tc = 37°C	 (8)

At the breast skin surface, convective boundary condition due to loss of heat to the atmosphere is 
given as
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where the convective heat transfer coefficient, h=10Wm-2K-1, the thermal conductivity of the epidermis, 
k1= 0.235Wm-1K-1, and the temperature of the epidermis at the skin surface interfacing the ambient is T(1,s).

Heat transfer phenomenon occurring in a living tissue involves many complex mechanisms, like heat 
conduction, heat convection due to blood perfusion and metabolic reactions. Blood flow inside a tissue 
provides thermal stabilization. Any abnormal change in temperature distribution is normally one of the 
earliest signs of disease. The irregular and sudden growth of cancer is supported by the formation of 
new blood vessels, subsequently causing a rise in metabolic activities of the tissues. Pennes Bioheat 

Figure 2. Boundary conditions of 2- Dimensional breast model
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Equation is a modified form of the heat transfer mechanism that provides a continuum model to repre-
sent the effects of blood flow as a temperature-based heat source term. In the numerical simulation of 
heat transfer in breast cancer, Pennes model is preferred due to its simple implementation. Moreover, 
it is suitable for the temperature calculation of capillary vessels of female breast tissue with a diameter 
of less than 300μm.

THERMOPHYSICAL PROPERTIES AND NUMERICAL SIMULATION

For each breast model, the heat transfer coefficient and arterial blood temperature of skin, breast and 
cancerous tissue were kept variable. Arterial blood temperature ranged from 33.0 þC to 35.5 þC based 
on the studies (Gautherie, 1980) for measurement of internal mammary artery temperature. Metabolic 
heat generation rate and blood perfusion rate of normal and cancerous breast tissue were modelled as 
adjustable variables to calibrate the computational model with surface temperature obtained in subjects 
IR image as shown in Figure 2.

Heat transfer coefficient, h was varied from 5 W/ m2. K to 8 W/m2.K to match the temperature of left 
and right breast model with corresponding temperatures room frontal view IR images as shown in table 
2.In the steady state analysis, for arterial temperature 308.5K, blood perfusion rates in various tissues 
in the breast model; wb_noncan varies from 5.98e-3 to 6.668e-3, wb_uppercan varies from 7.356e-3 
to 8.56e-3 and wb_can varies from 1.114e-2 to 1.527e-2 (Lozano et al., 2020). Metabolic heat genera-
tion rate of breast tissues; Qm_noncan varies from 5.2e4 to 9.7e4, Qm_uppercan varies from 1.03e5 to 
1.68e5, and Qm_can varies from 3.05e5 to 5.25e5. For normal right breast model, wb_normal varies 
from 3.4e- to 1.386e-3 and Qm_normal varies from 2e2 to 2.5e3.

For steady state analysis, tetrahedral meshing with maximum element size 3.3mm is considered and 
mesh sensitivity analysis is done to ensure that further change in element size does not change tempera-
ture more than 0.1%. Each breast model is meshed into predefined finite elements to solve the given set 
of equations for each tissue layer.

Table 1. Thermophysical properties for the thermal breast model (þC)

Thermophysical properties Skin
Breast Tissue

Normal right 
breast

Non-cancerous 
left breast Upper-cancerous Lower- 

cancerous

Thermal conductivity, k [W/m.K] 0.266 0.266 0.322 0.564 0.564

Blood density, 𝝆 [kg/m3] 1060 1060 1060 1060 1060

Specific Heat of Blood, Cb [j/kg.K] 3840 3840 3840 3840 3840

Blood perfusion rate, 𝝎b [s-1] 2.22e-3 wb_normal wb_noncan wb_uppercan wb_can

Metabolic heat generation rate, 
Qm [W/m3] 0 Qm_normal Qm_noncan Qm_uppercan Qm_can
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RESULTS

The present study attempts to use clinical data of triple negative grade-2 ductal carcinoma of subject 
to develop a computational thermal model of breast cancer. High resolution IR image of the subject 
(Figure 2) were preprocessed and segmented into normal (right) and cancerous (left) breast region using 
MatlabR2020a version as shown in Figure 3.

The RGB pixel values of both right and left segmented breast image are converted into corresponding 
floating point thermal image and histogram as shown in Figure 4 and Figure 5, respectively.

The maximum, minimum and average surface temperature values of both left and right breast are 
computed from segmented gray scale thermal images. Steady state analysis of computational thermal 
model of both normal and cancerous breast using PBHT is validated using surface temperatures obtained 
from subject’s IR images as given in Table 2.

Figure 3. IR frontal image of subject with triple negative ductal carcinoma in left breast

Figure 4. Right and left breast region after preprocessing

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



215

Thermal Analysis of Realistic Breast Model With Tumor and Validation by Infrared Images
﻿

Figure 6. Left breast gray scale image and histogram after conversion from pixel values to temperature 
in degC

Table 2. IR image temperature and simulated surface temperature (þc)

Max Min Mean

Left (cancerous) from IR image after preprocessing 36.2 33.4 35

Left (cancerous) simulated 36.4 34.16 34.9

Right (normal) from IR image after preprocessing 35.6 32.6 33.8

Right (normal) simulated 35.13 33.305 33.4

Figure 5. Right breast gray scale image and histogram after conversion from pixel values to temperature 
in degC
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FUTURESCOPE AND CONCLUSION

The present study involves development of computational thermal model of breast cancer based on real 
breast tumor definitions and high resolution IR images. The thermal model is calibrated by selecting 
a variable range of thermal characteristics of normal and cancerous breast tissues i.e. metabolic heat 
generation rate Qm and blood perfusion rate wb. These ranges resulted in simulated thermal profile that 
matched surface temperatures observed on IR images. Present work differs from previous thermal models 
of breast cancer regarding the application of actual patient data and calibration of model based on IR 
images. Future application of the present computational thermal model includes monitoring of tumor 
response for female subject with similar breast cancer characteristics i.e. molecular subtype, stage and 
tumor size. Further, the thermal model can be used to optimize dynamic thermography for more accurate 
prediction of surface temperature profile of breast tumor. Based on the exhaustive review of Infrared 
imaging by (Lozano & Hassanipour, 2019), clinical evidence for and against breast thermography show 
that it can be used as an adjunct tool for breast cancer screening, especially for women under 40. This 
enables risk assessment and risk factor for development of breast cancer in future. Future work involves 
validation of thermal model of grade 1 cancer by clinical data. This may enable early cancer detection 
thereby assisting physicians in monitoring tumor growth before biopsy.
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KEY TERMS AND DEFINITIONS

Adjunct: Something that is joined or added to another thing but is not an essential part of it.
Biopsy: The removal of some tissues from somebody’s body in order to find out about a disease that 

a person may have.
Blood Perfusion Rate: Volume of blood per unit time per unit tissue mass.
Continuum: Gradual transitions from condition to another without abrupt change.
Contra-Lateral: Denoting the side of the body opposite to that on which a particular condition occurs.
Ductal Carcinoma: Presence of abnormal cells inside a milk-duct in the breast.
Pre-Processing: Operations on images at the lowest level of abstraction in order to improve the 

image data.
Thermal Conductivity: Quantity of heat that passes per unit time through a unit area of a particular 

thickness, where opposite faces differs in temperature by 1 K.
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ABSTRACT

The performance and efficiency of a solar PV cell are greatly dependent on the precise estimation of its 
current-voltage (I-V) characteristic. Usually, it is very difficult to estimate accurate I-V characteristics 
of solar PV due to the nonlinear relation between current and voltage. Metaheuristic optimization tech-
niques, on the other hand, are very powerful tools to obtain solutions to complex non-linear problems. 
Hence, this chapter presents two metaheuristic algorithms, namely particle swarm optimization (PSO) and 
harmony search (HS), to estimate the single-diode model parameters. The feasibility of the metaheuristic 
algorithms is demonstrated for a solar cell and its extension to a photovoltaic solar module, and the 
results are compared with the numerical method, namely the Newton Raphson method (NRM), in terms 
of the solution accuracy, consistency, absolute maximum power error, and computation efficiency. The 
results show that the metaheuristic algorithms were indeed capable of obtaining higher quality solutions 
efficiently in the parameter estimation problem.

INTRODUCTION

Over the last few decades, the solar PV has received substantial attentions because of its illimitable 
availability, non-polluting characteristics, zero maintenance, and good reliability. Further, due to the 
global warming crises, depletion of the conventional fuel, and its polluting nature, utilization of solar PV 
received lots of recognition across the globe. According to the renewable global status report (RNE21 
2018), the total solar PV capacity has increased from 2.6 GW in 2004 to 505 GW in 2018. Currently, 
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China in 2018 leads the net power generation in solar PV followed by the United States, Japan, and India. 
India has also set the target off generating 100 GW of renewable energy capacity, from solar energy by 
2022 as a part of the Paris agreement according to the Indian renewable energy industry report 2019.

However, due to high installation cost and poor efficiency, the utilization of solar PV has now become 
one of the most challenging issues. Although, initiative is being taken at the government level to reduce 
the cost of installation, still its poor efficiency is a major concern among the power producers. In the 
interest of improved efficiency, several research contributions have also been made. Among the existing 
research areas, significant efforts have been directed to estimate accurate unknown model parameters, 
such as, photon current, the diode dark saturation current, series/shunt resistance, and diode ideality 
factor, of solar PV for obtaining better efficiency. An accurate parameter estimation technique is highly 
desirable to achieve efficient solar PV model before proceeding to the installation part.

In past, several solar PV modelling techniques, such as, single, double, and triple diode models were 
analyzed to achieve precise performance and improved efficiency of solar PV (Fariva, 2010). Also, several 
techniques were established to obtain maximum power point (MPP) and subsequently to achieve better 
efficiency. Indeed, the performance and efficiency of a solar PV cells are greatly dependent on the precise 
estimation of its current-voltage (I-V) characteristic (Attivissimo, 2012). Usually, it is very difficult to 
estimate accurate output characteristics of solar PV due to the nonlinear relation between output I and 
V. The output characteristics equation of solar PV, i.e., the relation between I and V, has five unknown 
and five known parameters. The exactness of the PV characteristics curve is largely dependent on the 
precise estimation of the unknown parameters which are not present in the manufacture’s datasheet. 
Therefore, in recent years, parameter estimation techniques have drawn considerable attention amongst 
researchers. It has been recommended that a suitable parameter estimation technique is highly desirable 
for efficient solar modelling of solar PV. In the past decades, numerous methods, such as, analytical, 
numerical, iterative, and combinations of these methods were developed to obtain accurate unknown 
model parameters of solar PV either by using the measured illuminated I-V data, available manufacturer 
data, or from notable points in the output characteristics curve. The analytical method provides results 
with good accuracy but these analytical methods were not found suitable with large numbers of unknown 
parameters. Similarly, numerical is found suitable when unknown parameters are less in number. Fur-
thermore, prediction starting points, for the unknown parameters, in the numerical methods is a great 
challenging task. Any wrong in initial guess results in the solution convergence to local minima instead 
of global minima (Askarzadeh, 2013, Jadli, 2017). In addition, parameter estimation, through analyti-
cal methods, is usually based on some approximations or assumptions on some terms of the system 
equations. Although, these methods are being reliable and accurate, but the accuracy of this method is 
highly subjected to the accuracy of the approximations and the appropriateness of the simplifications 
(Ibrahim, 2017). Also, these methods usually require some preliminary data,, like the values of slope at 
the notable points on the output characteristics curve, which can involve some intricacy to be accurately 
measured in practice.

Recently, parameter estimation techniques, based on metaheuristic optimization approach, are suc-
cessfully addressed in several researches to avoid the limitations of numerical, analytical, and iterative 
approach. Metaheuristic optimization algorithm notable for their competency in resolving complex 
transcendental problems viz. PV cells as discussed by Yousri et al. (2019). Metaheuristics optimization 
algorithms define an objective function, as a difference between the measured values and estimated ones. 
The success of Metaheuristics algorithms is sustained by the algorithm’s search proficiency, while most 
of the optimization algorithms fall in local minima. In this chapter, two Metaheuristics-based approaches, 
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namely, ‘PSO’ and ‘HS’ algorithm, are used to estimate the five unknown parameter solar PV. As an 
alternative to traditional optimization algorithms, PSO uses direct fitness information instead of func-
tion derivatives to guide the search. Also, constructive cooperation between particles participating in 
the search improvise the optimization process. Whereas, HS is a stochastic search algorithm with fewer 
mathematical preconditions and generates a new result after accepting the existing results regardless of 
additional derivative information. This chapter highlights the implementation and shortcomings of PSO 
and HS along with the comparative analysis of these methods with numerical method, namely, NRM.

The chapter is organized as follows: section 2 summarises the working principle of solar PV cell and 
presents the layout of solar PV cell and PV system; section 3 presents the classification of solar PV cell, 
based on material used and types of modelling; section 4 highlights the need for solar PV cell modelling; 
section 5 presents the significant influence of environmental conditions on solar PV cell parameters 
and their impact on the performance characteristic. An outline of the various extraction procedures of 
these parameters is given and their advantage and limitations are highlighted. An objective function is 
also defined in the above section which will be later used for the parameter estimation process; section 6 
discusses the metaheuristic optimization techniques along with the procedures used; section 7 evaluates 
the metaheuristic optimization techniques by testing it on the solar cell and solar module and discusses 
the results obtained. Finally, future scope and conclusions of this chapter has been presented.

WORKING PRINCIPLE OF SOLAR PV CELL

PV cell is somewhat similar to p-n diode in construction but differs in working. Combination of p- and 
n-types semiconductors makes equal Fermi level and that results in creating a band banding region in 
the p-n semiconductor device. When the light energy, incident on the band-banding region, has photon 
energy either same or higher than the bandgap energy, the electrons are knocked out from its place and 
creates electron-hole pairs. These generated free electrons and holes move to their respective side and 
subsequently creates a high potential difference. If charge collector is placed at the two sides, connected 
by means of resistance, then the current pass through external load. This current is called photovoltaic 
current or photon current as it is dependent on incident solar radiations. The mechanism on which solar 
PV generates photon current is called the photovoltaic effect. Solar PV cell is a current source as the 
incident solar light produces current. The diagram, as shown in Figure 1, represents a solar PV cell 
(Goswami, 2015).

Firstly, to enhance the utility of solar cells, numbers of solar cells are wired in series to form solar 
PV module. Afterward, these modules are connected in series/parallel to form array and to get desired 
output power. The array of panels along with the power conditioning units, and maximum power point 
tracking unit represent a PV system. The simplified layout of the stand-alone solar PV system is shown 
in Figure 2. There are different applications of PV systems, such as hybrid renewable energy system, 
Hybrid photovoltaic/thermal (PV/T) systems, rooftop, building-integrated PV’s (BIPV), ground field, 
on-grid or stand-alone ones.
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CLASSIFICATION OF SOLAR PV CELL

Classification According to Material

Usually, silicon material is widely used for manufacturing PV cell due to its abundance availability 
on the earth surface in form of sand (SiO2). Firstly, the silicon sand converted into metallurgical grade 
silicon is purified to electronic silicon or solar grade silicon by the Siemens process (or modified Sie-
mens process). Further using various respective technology available single-crystals or multi crystals 
of silicon block is grown. From the single-crystalline or multi-crystalline silicon wafers, the respective 
solar cell is fabricated through various steps as mentioned by Green (1991). The various PV technologies 
are classified in Table 1. Among all the PV technology, Ist generation solar cell performs well at lower 
temperature and less unit area whereas IInd generation solar cell has a low manufacturing cost. To date, 

Figure 1. Representation of solar PV cell.

Figure 2. Stand-alone solar PV system.
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multijunction PV cell technology (made from the III and V material semiconductor) has the highest 
efficiency of 44% and they are used for space applications (Hayat, 2019).

Although, it is commonly suspected that the PV technology is the cleanest form of energy, but it has 
some environmental concern, also. During the fabrication of solar PV cells, heavy metals, such as, cad-
mium, nickel, and lead are used. These heavy metals are restricted by global environmental protection 
agencies. Also, PV modules emit CO2 and other greenhouse gases (GHS) (Aman, 2015). Further, a life 
cycle assessment (LCA) is often introduced to scrutinize the pernicious influence of PV system over 
the environment. Also, the energy payback time (EPBT) and life cycle CO2 emission factor/indicator 
are calculated to demonstrate the issue. The EPBT for amorphous (thin-film), mono-crystalline (single 
crystal) and Poly-crystalline solar PV system were estimated as 2.5 to 3.2 years, 3.2 to 15.5 years, and 
1.5 to 5.7 years, respectively (Pacca, 2007). Similarly, GHG emission was 15.6-50g-CO2/kWhe, 44-280 
g-CO2/kWhe, 9.4-104 g-CO2/kWhe, for amorphous (thin-film), mono-crystalline (single crystal), and 
Poly-crystalline solar PV system, respectively. The EPBT depends on the electricity conversion effi-
ciency among the other parameters. Additionally, the revision in the performance of the solar cell will 
cut back GHG emissions.

Classification According to Modelling

For the system design purposes, it is beneficial to comprehend the solar PV output characteristic with 
respect to the voltage under illumination. To achieve this goal, graphical or pictorial topology is utilized 
for the model. There are several existing models of PV device, based on the equivalent circuit, ANN, 
Linear Regression, Fuzzy Rule-Based model, etc. Among these existing models, the equivalent circuit 
model is highly recommended in most of the studies because of its simplicity. This section presents the 
various equivalent circuits PV models, namely, the ideal, single-diode, and double diode model. Also, 
this section highlights the advantages and drawbacks of these PV models.

Table 1. Classification of the solar PV technology.

PV technology Solar PV cell types Efficiency (in %)

Ist Generation
Mono-crystalline silicon solar cell 25

Poly-crystalline silicon solar cell 20.4

IInd Generation

Thin-film amorphous silicon (a-Si) solar cell 10.1

Cadmium telluride (CdTe) solar cell 17

Copper indium gallium selenide (CIGS) solar cell. 20

IIIrd Generation
Organic solar cell. 10

Dye sensitized solar cell. 10

III-V PV cell Technology
GaAs (thin film, multi-crystalline) 28

InP 22.1

Multijunction PV
InGaP/GaAs/InGaAs 37-44

a-Si/nc-Si/nc-Si 13
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The Ideal Single Diode Model (ISDM)

As discussed earlier the incident solar radiation produces the photon current and hence solar PV cell is 
characterize by a current source shorted by a diode in anti-parallel as shown in Figure 3 [18].The current 
is termed as photon current (Iph). The schematic diagram of the ISDM of the PV cell is shown in Figure 3.

ISDM is the modest model but it is inefficient to predict the actual I-V characteristic curve of PV cell 
at MPP (Villalva, 2009). This model has only three unknown parameters. These electrical parameters 
are photon current (Iph), diode dark saturation current (Io), and ideality factor (A). These parameters can 
be predicted with the help of the data provided by the manufacturer datasheet, such as, short circuit 
(SC) current, open circuit (OC) voltage, maximum point output current, maximum point output volt-
age, maximum power, current temperature coefficient α, voltage temperature coefficient β, at standard 
temperature condition. The output characteristic of the ISDM of a PV cell is expressed in (2). Where, q 
is the electron charge, k is the Boltzmann constant.

I = Iph - Id	 (1)

I I I qV
kATph o� � �

�
�

�
�
� �

�

�
�

�

�
�exp 1 	 (2)

The I-V or output curve and P-V curve of the solar cell is shown in Figure 4. The goal of the modelling 
is to extract accurate output curve at any irradiance and temperature ensuring that these curves cross the 
three remarkable points i.e. SC point, OC point, and MPP as closely as possible as shown in Figure 4.

Figure 3. An ideal single diode model.

 EBSCOhost - printed on 2/14/2023 7:35 AM via . All use subject to https://www.ebsco.com/terms-of-use



225

Metaheuristic Techniques of Parameter  Estimation of Solar PV Cell
﻿

Single Diode Model (SDM)

SDM at standard operational conditions provide a very suitable performance whereas at low irradiance 
this model fails to give an accurate result. The schematic diagram of Rs-SDM and Rp-SDM are shown 
in Figure 5. The ISDM was made by assuming that there are no internal losses occurring in the PV 
cell whereas SDM takes cares of the losses. In the Rs-SDM model, a series resistance (Rs), as shown in 
Figure 5 (a), signifies the resistance offered by the bulk material in the passage of electrons and hole 
(Xiao, 2004). Despite, this model is simple and requires only one extra electrical parameter then ISDM 
namely, Rs, it is unable to demonstrate the accurate electrical behaviour of PV cell at high temperature 
variations. To make the model more accurate an addition shunt resistance Rp is added which represents 
the lose due to recombination of electron-hole pair (Liu, 2002). Rp-SDM increases the accuracy but 
unlike ISDM it has a comparatively large number of electrical parameters that have to be estimated.

Figure 4. The I-V and P-V characteristic curve of solar PV cell.

Figure 5. (a) Rs-SDM; (b) Rp-SDM.
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The output current equation for both the Rs-SDM and Rp-SDM is given by equation (3) and (4).

I I I V IR
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� �

�

�
�

�

�
�exp 1 	 (3)
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Where, V N kT
qT
s= ,  is called as thermal voltage. Ns are the number of PV cell interconnected in series 

to form PV module. In case of PV array having series and parallel PV modules (Nss × Npp), the output 
current for both the Rs-SDM and Rp-SDM is given by equation (5) and (6) as given by Liu and Dougal 
(2002):
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Double Diode Model (DDM)

The recombination loses were not adequately modeled by Rp-SDM, therefore, a need for a new model 
was felt which can more precisely accumulate the recombination losses (Liu, 2002). The double diode 
model (DDM) was observed more accurate but relatively lot more complex. Due to the complexity, the 
challenge faced by DDM was the large computation time needed to estimate all the seven unknown 
electrical parameters (additional parameters namely, the reverse saturation currents of diode 1 and di-
ode 2, Io1, Io2 respectively, ideality factor of diode 1 and diode 2, A1 and A2). This model gives accurate 
behaviour of solar PV cell at low irradiance (that is during the partial shading condition). The schematic 
diagram of the DDM is shown in Figure 6.

The output current of the module is given by equation (6). Similar to DDM there is a three diode model 
which is more complex. This model is not used a lot because of its complexity. The models explained 
above are increasingly employed.
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NEED FOR SOLAR PV CELL MODELLING

Accurate solar PV modelling plays very significant role to achieve good understanding of the core physical 
mechanism as well as the electrical performance of the solar PV. Solar cell modelling primarily involves 
the formulation of an equivalent circuit, which is called mathematical model formulation of solar PV. 
The accurate mathematical modelling and unknow electrical parameter estimation of the solar PV cell 
are significant because of the following reasons:

•	 It helps in explaining the implicit I-V relationship of a solar cell and to get improved power 
performance.

•	 It helps in the adequate designing of the power converter and controller used in a solar PV sys-
tem, this helps in achieving a desirable dynamic, accurate MPP tracking for the real profile of the 
environmental condition.

•	 It helps in estimating the performance parameters. These parameters are helpful in PV system 
simulation and performance analysis.

Understanding of the electrical characteristics of the solar PV cell is very important to evaluate 
the unknown electrical parameters of the solar PV cell. Some of the empirical data is provided by the 
manufacturers for the standard test condition (STC). At STC the irradiation (GSTC) of 1000 W/m2 with 
a global AM1.5 spectrum (AM stand for air mass) at 250 C temperature (TSTC) is considered (Villalva, 
2009). The empirical data may have the information of the I-V curves obtained experimentally for dif-
ferent operating conditions.

SIGNIFICANCE OF SOLAR PV CELL PARAMETERS

The parameter estimation of Rp-SDM requires the computation of five unknown parameters, namely, Iph, 
Io, A, Rs, and Rp. However, these parameters are significantly influenced by the variation in irradiance 
and temperature. Thus, for accurate modelling of a solar PV, it is pivotal to be able to compute this pa-

Figure 6. The equivalent circuit of DDM.
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rameter accurately considering the irradiance and temperature. The Iph is an irradiance and temperature 
dependent variable because the variation in incident light can affect the generation of charge carriers. 
This is shown by the following equation (Villalva, 2009):

I G
G

I T Tph
STC

ph STC STC� �� �,
( - )� 	 (8)

The Io of the PV cell depends upon the current density of the semi-conductor, but this information 
is not usually provided by the PV cell manufacturer. The diode saturation current dependency on tem-
perature is shown by the equation (Liu, 2002).
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Where Io,STC is the value of saturation current at STC, and Eg is the bandgap energy which is 1.12eV for 
poly-crystalline silicon (De Soto, 2006). However, the diode ideality factor depends upon the PV cell 
technology (Bellia, 2014), usually, the value of A is arbitrary chosen between 1 and 2. The value of Rp 
decreases steadily as the light intensity increases whereas the value of Rs increases with an increase in 
light intensity (Wolf, 1996). The Rs and Rp impact the I-V curve near the MPP. The increase in Rs shifts 
the MPP to the right of I-V curve, reducing the slope of I-V curve between the MPP and Voc, effectively 
reducing the maximum power. In contrast, increasing Rp reduces the slope of the curve between Isc and 
the MPP, causing the output power to increase (Wolf, 1996). Rs and Rp can be calculated using the 
slope of I-V curve at Voc and Isc respectively. Thus, all the unknown parameters of solar PV affect the 
I-V characteristic.

These above methods used to determine the parameters of solar PV suffers from two drawbacks. 
Firstly, these equations turn out to be implicit in nature which is difficult to solve therefore explicit 
analytical solution using Lambert W-function, Co-content function, Pade´s approximants, special Trans 
function theory can be used. Secondly, this method needs some prior information which is not given 
in the manufacturer datasheet like the value of Iph,STC, Io,STC, Isc,STC, Voc,STC . These parameters have to be 
obtained experimentally. Thus a parameter estimation method that can determine the unknown parameter 
at STC with just the information given in the manufacturer datasheet is required. Usually, by using the 
information of three remarkable points as shown in Figure 4 the unknown parameters can be estimated 
without the experimental data (Villalva, 2009). Five equations can be derived from the I-V characteristic 
equation as shown below (Jadli, 2017 and Rawat, 2019):

The characteristic equation (4) at OC condition (I=0, V=Voc) can be written as

0 1� � � � �� ��I I V AV V RPh o oc T oc pexp 	 (10)

At SC condition (I=Isc, V=0) the equation (4) is written as

I I I I R AV I R Rsc Ph o sc s T sc s p� � � � �� ��exp 1 	 (11)
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For third and fourth equations, (4) is differentiated with respect to voltage and given as
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dI/dV at open circuit condition is taken as third equation, whereas dI/dV at short circuit condition is 
taken as forth equation
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The fifth equation is derived at MPP by differentiating P with respect to V and equating it equal to 
zero Thus, it can be written that

dI/dV = -(IMPP/VMPP)	 (15)

On solving this fifth equation can be derived as
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The five equations (10), (11), (13), (14), and (16) could not be solved analytically because of the 
existence of non-linearity in these equations. Therefore, numerical methods, based on iterative approach, 
such as, NRM and Gauss Seidel method, were used to estimate five unknown parameters of solar PV. 
Unfortunately, the correctness of these methods is subjected to the choice of initial values (Easwara-
khanthan, 1986). Therefore, another method, based on metaheuristic/evolutionary optimization, such as, 
PSO, Genetic Algorithm, Chaos Optimization, Simulated Annealing, Artificial Bee Swarm optimiza-
tion, Multi-Objective Optimization algorithm were recommended by the researchers to estimate more 
accurate parameters of solar PV than the iterative methods.

In the following section, two Metaheuristics-based approaches, namely the PSO, and HS algorithm, 
and one classical numerical method, namely, NRM have been used for the estimation of unknown 
parameters of Rp-SDM. The five equations, as indicated in (10), (11), (13), (14), and (16), have been 
combined to form an objective function, f(x), which is then minimized by above Metaheuristics optimi-
zation to estimate the unknown parameters. The objective function (or fitness function) is given below:

f(x) = {f1(x), f2(x), f3(x), f4(x), f5(x)}	 (17)
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Here, x is the array of decision variables {x1, x2, x3, x4, x5}. x1, x2, x3, x4, and x5 represents IPh, Io, Rs, Rp 
and VT, respectively.

METAHEURISTICS /EVOLUTIONARY OPTIMIZATION

Overview of Particle Swarm Optimization

In 1995 James Kennedy, and Russell C. Eberhart developed PSO algorithm inspired by the movement 
pattern of organisms in a group, namely schools of fish and flocks of birds searching for food (Eberhart, 
1995). During the emergence, of Swarm Intelligence, PSO was one of the only two mainstream algo-
rithms in the Swarm Intelligence area. In the last decades, various other swarm intelligence algorithms 
have been developed, based on the behaviour of fish schools, bees, bacteria, glow worms, fireflies, 
cockroaches, bats, and cuckoo birds. The remarkable features of swarm intelligence-based algorithms 
are Self-organization and decentralized control.

PSO has swarm containing the population of potential solutions called particles. All the potential 
solutions to the problem flow through a hyper dimensional search space. Each particle has a memory 
that helps in self-organization as a result of which particles can adjust their positions by correlating their 
own experiences, and the experiences of the adjoining particles. This socio cognitive tendency of indi-
vidual particles helps in decentralized control. Every individual, ith particle in the swarm has a position 
xi, and a velocity vi, based on the current global best position Gbest and the present best position Pbest of 
the particle the new velocity vi (t+1) and position xi(t+1) of each particle is updated at each iteration of 
optimization process using the following equations.

v w v rc x r c xi
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t t

best i
t

i
t t

best i
t

i
t� � � � � �1
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x v xi
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i
t( ) ( )� �� �1 1 	 (19)

Where, r1 and r2 are arbitrary numbers from 0 to 1. c1 and c2 are called the learning factors, commonly 
the value for c1 and c2 is chosen as 2. The inertia weight w is a very important parameter in PSO as it 
balances the global search and local search. PSO is different from other swarm intelligence algorithm, 
in a way that PSO has its distinct approach to explore and exploit the search space of the problem, this 
is possible by dynamically changing the inertia weight to have a more desirable agreement between 
exploration and exploitation. For a large value of inertia, weight provides a global search whereas a 
smaller value of inertia weight aids in local search. Secondly, by velocity clamping, since velocities of 
the particles can readily rise to large values far from the boundaries of the search space. The steps for 
PSO are given below:

Step 1. Set the iteration index ‘i’ to zero. Initialize the parameters, such as, population size of the particles 
(Ps) randomly, inertia weight w (0), and the input data, for the PSO algorithm.

Step 2. For the objective function, as given in (17), calculate the fitness of each particle f[xi(j)].
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Step 3. Compare the current fitness value of each particle with its personal best value and set new Pbest,i(j) 
according to the equation given below:

P t
P t if f x t f P t
xbest i
best i i best i
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�� 1
	 (20)

This means that the respective value of the position of the particle corresponding to which the fitness 
function is minimized below the Pbest should be the new Pbest.

Step 4. Update the global best Gbest(t), if Pbest provides a minimum objective function compared to the 
fitness function provided by global best, according to the equation

G t P t P tbest best best( ) ( ), ( ),.......�� �1 2
	 (21)

Step 5. Update the new velocity vector for each particle using (18)
Step 6. Calculate the new position for each particle, using (19)
Step 7. Change the inertia weight using (23)
Step 8. Increment the iteration index by one

Repeat the process from step 2 till the termination criteria (i.e. minimum value of objective function) 
is meat.

b. 	 Overview of Harmonic Search Optimization

Harmony search (HS) algorithm was originally developed by Geem et al. (2001), imitating the refinement 
mechanism of music by adjusting the pitch to achieve a melodies harmony. Although HS was relatively 
new to PSO and other optimization algorithms its efficacy and supremacy have been signified in differ-
ent applications, such as designing the network of water distribution networks, groundwater networks, 
and designing truss. To understand the working principle behind the HS algorithm let us consider the 
process of music improvisation by a musician. The musician has three possible choices: (1) performing a 
musical piece exactly from memory; (2) performing a musical piece close to the aforementioned pitch or 
(3) playing a random or new pitch. HS algorithm optimizes a problem analogous to the effort of attaining 
perfect harmony in music, the three corresponding features of HS are: using harmony memory, adjusting 
the pitch, and randomizing the pitch. Each solution is called harmony, a population of harmony vectors 
is arbitrary produced with in the potential range and placed in the harmony memory (HM). HM is of 
great importance as it enables that elite harmony to be included as elements of new solution vectors. The 
memory is put to use effectually by employing, key parameters like harmony memory considering rate 
(HMCR), pitch adjusting rate (PAR) and bandwidth of generation (bw). The value of HMCR is usually 
chosen between 0.7-0.95, for the reason that for a very low value of HMCR only a few elite harmonies 
are added in the new solution which eventually slowdowns the convergence rate, whereas for a very high 
value of HMCR it is observed that the solution is not well explored, resulting in average solution The 
term pitch adjustment means generating a slightly different value in the HS algorithm. The PAR can be 
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attuned either linearly or nonlinearly, but usually, in practice, linear adjustment is preferred. A low PAR 
can mitigate the convergence rate due to the restrain in the exploration of a very small sub-space of the 
entire search space. Contrarily, a very high PAR may cause the solution to search around larger space. 
The RPA is set in the range of 0.1 to 0.5 in most applications. To increase the diversity of the solution 
to avoid local minima trapping the third parameter i.e. randomization is employed. Although the PAR 
has a similar role in comparison with randomization, it is limited to certain areas and thus corresponds 
to a local search. The PAR and bw are given as:
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The steps for HS algorithm search is given below:

Step 1 Set the number of iteration tmax, the objective function, decision variables, harmony memory size 
(HMS), HMCR, PARmax, PARmin, bwmax and bwmin.

Step 2. Initialize HM with random harmonies in the harmony search range using equation (23).

xi(j) = l(j) + rand[u(j) – l(j)]	 (23)

Where, i and j are the harmony’s index and decision variable’s index respectively, rand denotes the 
random number drawn uniformly from the interval [0, 1], l(j) is the lower bound value of design vari-
able and u(j) is the upper bounds.

Step 3. Calculate the value of objective function for each harmony.
Step 4: A new harmony, xnew, is generate using randomization

xnew(j) = l(j) + rand[u(j) – l(j)]	 (24)

Step 5: Calculate the value of objective function value for the new harmonics if it is in the solution space.
Step 6 Compare the fitness value with the fitness value for the worst harmony in the HM, in case the 

worst harmony gives better fitness function then the new solution is abundant otherwise accept 
the new one is replaced.

Step 7: Repeat the Step 4, 5 and 6 for the initialized number of iterations.
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RESULTS AND DISCUSSION

In this section, the efficiency and feasibility of evolutionary algorithms are verified by testing the algo-
rithm on a commercial silicon solar cell of 57 mm diameter, and a solar PV module Photowatt-PWP201 
consisting of 36 poly-crystalline silicon cells connected in series. The experimental data for the solar 
cell and solar module has been taken from (Easwarakhanthan, 1986).

In this study for the PSO implementation the controlling variables such as learning factors c1 and c2 
was taken as 2, the population size Ps was taken 60, the number of generation was set to 5000, maxi-
mal iteration number imax to 100000 and the inertia weight w was taken as wmax=0.9 and wmin=0.4. The 
performance of PSO was improved by using a linearly decreasing inertia weight given by equation (25)

w w w w
i

i� �
�

�
max

max min

max

	 (25)

For the implementation of HS algorithm the controlling parameter such as HMS was taken 30, HMCR 
was taken 0.95, PARmax= 0.7, PARmin = 0.1, bwmax = 1, bwmin = 0.0001, and tmax = 100000. The range 
of design variables for both the algorithm is taken the same to conduct a fair comparison and analysis 
since the range of the parameters can influence the algorithm speed and accuracy. The simulation has 
been carried out using MATLAB software.

R.T.C Solar Cell

The R.T.C solar cell data given in Table 2 is used to estimate the five unknown parameters via PSO and 
HS algorithm. A total number of 10 simulation runs for each optimization algorithm were executed and 
the best results for each algorithm are presented in Table 3. The lower and upper bound range of the 
unknown parameters are also shown in Table 3.

Table 2. Experimental data of R.T.C solar cell and PWP201 module used as case study.

Datasheet Parameters RTC solar cell Photowatt-PWP

Temperature, T 33þC 45þC

Irradiance, G 1000W/m2 1000W/m2

Voc(V) 0.5728 16.778

Isc (A) 0.7603 1.030

Vmp(A) 0.4507 12.649

Imp(A) 0.6894 0.912

PMPP 0.3105 11.5358
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The parameters of the same solar cell are also extracted using NRM and the outcome is compared 
with the best solutions of PSO and HS as shown in Table 3. Before analysing and comparing the result 
of Table 3, one more important aspect of algorithms, that is its consistency, should be analyzed and 
tested. In order to test the consistency of the algorithms, 10 simulation runs for each algorithm are car-
ried out and analysed. Table 4 shows the values of five-parameters extracted using HS along with the 
fitness values f(x), convergence time tconv and maximum power obtained for 10 number of runs, keeping 
the control parameters and iteration number the same for each run. The minimum fitness value obtained 
is 0.003963, and the maximum fitness value is 0.1139, but there is no significant variation observed in 
the fitness values for different runs. Convergence time and maximum power calculated also remained 
almost the same. With reference to the result in Table 4, it is clear that the HS algorithm used here is 
consistent. Since maximum power is one of the remarkable points, the I-V curve should pass through 
MPP as closely as possible. the I-V curve obtained from the result of the 4th and 10th run is observed to 
pass through MPP very closely, therefore, the value of these two runs is recorded as the best solution. The 
I-V curve obtained from the result of the 4th and 10th run is shown in Figure 7 and Figure 8 respectively.

Table 3. Comparison of extracted parameters by HS, PSO, and NRM for R.T.C solar cell along with the 
search range and initial value used for different parameters.

Iph (A) Io (A) Rs (Ω) Rp (Ω) Vt A P(W) MPPerror 
error t (sec)

Search-
Range [0 1] [0.1e-9 

0.1e-4] [0 1] [0 100] [0 1] - - - -

HS 0.7692 5.6066e-7 0.0286 30.5293 0.0414 1.5693 0.3118 0.0013 52.58

PSO 0.7776 1e-6 0.0251 26.0017 0.0422 1.5996 0.3055 0.005 169.83

NRM 0.7611 2.7802e-7 0.0383 50.1101 0.0387 1.4669 0.3096 0.0009 26.84

Initial 
value 0.7 0.1e-6 0.01 20 0.03 - - - -

Table 4. Extracted parameter of R.T.C solar cell obtained for back to back 10 number of simulations run 
to check the consistency and reliability of HS algorithm.

HS 1st 2nd 3rd 4th 5th 6th 7th 8th 9th 10th

Iph (A) 0.7616 0.7618 0.7669 0.7610 0.7604 0.7604 0.7610 0.7617 0.7611 0.7692

Io (A) 7.5579e-
7 4.3265e-7 6.3074e-

7 2.7267e-7 2.7123e-
7 8.5607e-7 6.0664e-8 7.5388e-7 3.9948e-7 5.6066e-

7

Rs (Ω) 0.02 0.0332 0.0301 0.0251 0.0364 0.0130 0.0454 0.0290 0.0338 0.0286

Rp(Ω) 27.5078 40.4873 33.3624 46.7121 50.4575 22.0855 99.2312 30.6079 41.8354 30.5293

A 1.5693 1.5086 1.5503 1.4631 1.4631 1.5844 1.3267 1.5693 1.5010 1.5693

Vt 0.0414 0.0398 0.0409 0.0386 0.0386 0.0418 0.0350 0.0414 0.0396 0.0414

f(x) 0.0622 0.0106 0.0102 0.1139 0.0104 0.108 0.003963 0.0101 0.011 0.009999

t 53sec 52sec 53sec 53.45sec 52.48 
sec 53.98 sec 53.55sec 51.63sec 52.9sec 52.58sec

P 0.3011 0.3030 0.3033 0.30915 0.3037 0.3037 0.3078 0.3003 0.3024 0.3118
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The I-V curve in Figure 7 does not touch the open-circuit voltage point on the x-axis closely whereas 
the I-V curve in the Figure 8 passes through all the three remarkable points. Thus the I-V curve of Figure 
8 is more accurate. It can be concluded that the result obtained in the 10th run is accurate in all aspects 
such as convergence rate, fitness function, and I-V curve. The convergence graph for the best solution 
of the HS algorithm is shown in Figure 9.

Figure 7. output characteristic curve of R.T.C solar cell modeled by HS algorithm: 4th simulation run

Figure 8. output characteristic curve of R.T.C solar cell modeled by HS algorithm:10th simulation run.

Figure 9. Convergence process of HS algorithm (for 10th simulation run) during the parameter extrac-
tion process of the R.T.C solar cell.
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Similar to Table 4, Table 5 shows the outcome for 10 simulation runs of the PSO algorithm. The 
minimum fitness function was achieved by the 7th run but the maximum power calculated with respect 
to the estimated model value for the 7th run was not very close to the actual maximum power as obtained 
by the 9th run, therefore, the value of 9th run is considered as the best solution. It is clear from the results 
shown in table 6 that the PSO algorithm is also very consistent like the HS algorithm. The I-V curve 
and convergence graph for the 9th run is shown in Figure 10 and Figure 11 respectively. Out of the two 
metaheuristic algorithm HS algorithm outperformed PSO, although the I-V characteristic curve obtained 
by NRM as shown in Figure 12 closely track the MPP and the convergence graph of NRM converge to 
fitness function zero in 26.84 sec as shown in Figure 13 but the choice of initial value is very close to 
the solution.

Table 5. Extracted parameter of R.T.C solar cell obtained for back to back 10 number of simulation run 
to check the consistency and reliability of PSO algorithm.

PSO 1st 2nd 3rd 4th 5th 6th 7th 8th 9th 10th

Iph (A) 0.7636 0.7702 0.7684 0.7611 0.7676 0.7676 0.7536 0.7615 0.7776 0.7757

Io (A) 1e-6 1e-6 1e-6 1e-6 1e-6 1e-6 1e-6 1e-6 1e-6 1e-6

Rs (Ω) 0.0265 0.0253 0.0278 0.0281 0.0272 0.0272 0.0293 0.0292 0.0251 0.0259

Rp(Ω) 26.4026 26.1692 26.6969 26.8453 26.5418 26.5418 27.1847 27.1240 26.0017 26.2415

A 1.6034 1.5996 1.6034 1.6034 1.6034 1.6034 1.6072 1.6072 1.5996 1.5996

Vt 0.0423 0.0422 0.0423 0.0423 0.0423 0.0423 0.0424 0.0424 0.0422 0.0422

f(x) 0.1755 0.235 0.464 0.2755 0.2545 0.254 0.1243 0.2615 0.233 0.408

t 195.54 183.179 172.23 170.80 177.50 162.824 186.27 161.362 169.83 176.1

Pmax 0.297 0.3028 0.3006 0.297 0.301 0.301 0.294 0.297 0.3055 0.304

Figure 10. output characteristic curve of R.T.C solar cell modeled by PSO algorithm: 9th simulation run.
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Photowatt-PWP201

The upper and lower search range for the different fitted parameters with respect to the PV module 
PWP201 is specified in Table 6. Last row of Table 6 indicates initial values for NRM. Here also the HS 
and PSO algorithm is processed for 10 simulation run to evaluate the consistency of the algorithm and 
their results are shown in Table 7 and Table 8 respectively. From the result in Table 7 and Table 8, it 

Figure 11. Convergence process of PSO algorithm (for 9th simulation run) during the parameter extrac-
tion process of the R.T.C solar cell.

Figure 12. output characteristic curve of R.T.C solar cell modeled by NRM.

Figure 13. Convergence process of NRM during the parameter extraction process of the R.T.C solar cell.
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was clear that both the algorithm is consistent in term of the fitness value. The maximum power value 
close to the actual maximum power was obtained for the 3rd, 4th and 10th run of HS algorithm but the 
minimum fitness was observed for the 1st run. Since the I-V curves of the 1st and 3rd simulation run 
were not smooth therefore the best solution was a tie between the 4th and 10th simulation run. From the 
I-V curve shown in Figure 14 and Figure 15, it is clear that the I-V curve obtained for the 10th simulation 
run crosses all the three remarkable points closely. This implies that curve fitting is very important. The 
convergence graph for the 10th run of the HS algorithm is shown in Figure 16.

The results obtained for PSO was remarkable in terms of consistency in the value of fitting parameters. 
The values obtained for the 1st run of the PSO algorithm is considered the best solution. The I-V curve 
and convergence graph for the best solution of PSO is shown in Figure 17 and 18.

Table 6. Comparison of extracted parameters by HS, PSO, and NRM for photowatt PWP201 module 
along with the search range and initial value used for different parameters.

Iph (A) Io (A) Rs (Ω) Rp (Ω) Vt A PMPP (W) MPPerror error 
error t (sec)

Search-
Range [0 3] [0.1e-9 0.1e-5] [0 5] [0 1000] [0 3] - - - -

HS 1.0331 8.338e-6 0.9512 741.3290 1.4321 1.4510 11.505 0.0308 55.11

PSO 1.0628 1e-5 0.8595 260.538 1.4687 1.4496 11.447 0.0888 190.46

NRM 1.0322 1.4799e-6 1.3333 613.0644 1.2494 1.2659 11.472 0.0638 17.87

Initial value 1 1e-6 1 200 1 - - - -

Table 7. Extracted parameter of photowatt PWP201 module obtained for back to back 10 number of 
simulation run to check the consistency and reliability of HS algorithm.

HS 1st 2nd 3rd 4th 5th 6th 7th 8th 9th 10th

Iph (A) 1.0324 1.0317 1.0257 1.0673 1.0332 1.0368 1.0345 1.0590 1.0338 1.0331

Io (A) 6.789e-7 8.136e-7 8.781e-7 9.282e-6 7.458e-6 5.522e-6 4.720e-6 6.878e-6 4.865e-6 8.3380e-6

Rs (Ω) 1.4221 1.4506 1.3885 0.8730 0.9874 2.2042 1.0772 0.1835 1.0692 0.9512

Rp(Ω) 844.8815 911.1853 760.8425 269.7621 303.2659 353.6655 260.663 161.8591 367.1322 741.3290

A 1.1944 1.1794 1.2158 1.4589 1.4359 1.4848 1.3824 1.4558 1.3853 1.4510

Vt 1.1788 1.1640 1.2000 1.4399 1.4172 1.4655 1.3644 1.4368 1.3673 1.4321

f(x) 0.0098 0.0064 0.015 0.0279 0.0195 0.513 0.0262 0.1754 0.0261 0.0268

t(sec) 51.96 52 52.2261 51.4503 52.016 52.594 51.225 50.8936 54.736 55.11

Pmax 11.649 11.214 11.527 11.528 11.181 11.1184 11.1462 11.5472 11.308 11.505
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FUTURE RESEARCH DIRECTIONS

There are many metaheuristic optimization techniques for multi-objective optimization problem available in 
the literature that can be employed for parameter estimation problem. Hybrid techniques consisting of two or 
more type of metaheuristic optimization can also be designed to increase the computation efficiency. Also, 
there is a lot of scope of improvisation in solar PV model by designing a more efficient model then SDM.

Figure 14. output characteristic curve of PWP201 module modeled by HS algorithm: 4th simulation run

Figure 15. output characteristic curve of PWP201 module modeled by HS algorithm:10th simulation run.

Figure 16. Convergence process of HS algorithm (for 10th simulation run) during the parameter extrac-
tion process of the PWP201 module.
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Figure 17. I-V characteristic curve of PWP201 module modeled by PSO algorithm: 1th simulation

Figure 18. Convergence process of PSO algorithm (for 1th simulation run) during the parameter extrac-
tion process of the PWP201 module

Table 8. Extracted parameter of photowatt PWP201 module obtained for back to back 10 number of 
simulation run to check the consistency and reliability of PSO algorithm.

PSO 1st 2nd 3rd 4th 5th 6th 7th 8th 9th 10th

Iph (A) 1.0628 1.0521 1.0426 1.0631 1.0544 1.0488 1.0607 1.0471 1.0606 1.0557

Io (A) 1e-5 1e-5 1e-5 1e-5 1e-5 1e-5 1e-5 1e-5 1e-5 1e-5

Rs (Ω) 0.8595 0.8787 0.8928 0.8606 0.8749 0.8833 0.8654 0.8864 0.8641 0.8724

Rp(Ω) 260.538 261.8299 262.77 260.589 261.570 262.1633 260.928 262.3395 260.852 261.4130

A 1.4687 1.4700 1.4713 1.4687 1.4698 1.4704 1.4690 1.4708 1.4690 1.4696

Vt 1.4496 1.4509 1.4521 1.4496 1.4507 1.4513 1.4499 1.4516 1.4499 1.4505

f(x) 0.0058 -.0094 0.0266 0.0183 -.0048 0.0008 -.0006 0.0008 -.00144 -0.0055

t(sec) 190.4669 162.136 157.55 154.391 171.90 152.0705 152.044 156.57 225.65 218.11

Pmax 11.447 11.333 11.207 11.452 11.346 11.282 11.422 11.260 11.422 11.358
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CONCLUSION

In this chapter, the working principle, construction, different PV cell technologies and application of 
solar PV cells are systematically explained. The various model of PV cell namely, ideal model, Rs-SDM, 
Rp-SDM, DDM are explained in detail to highlight their advantage and disadvantage. The three major 
classifications of the parameter estimation techniques were also explained. Their advantages and dis-
advantages are highlighted so that an accurate method for parameter estimation can be used. A detailed 
study of two metaheuristic algorithms namely, HS and PSO on two different case studies is performed 
and compared with a classical numerical method NRM. From the outcome of the study, it was observed 
that soft computing method like evolutionary method is better compared to other methods because of 
their ability to converge to a global solution even for a complex problem like parameter estimation of 
solar PV cell, also they are much easier when DDM and triple diode model is considered for modelling. 
Another exciting feature of the evolutionary method is its stochastic nature which allows the search pro-
cess to allow random search. One major recurrent issue faced by numerical and iterative method is the 
difficulty in choosing or initializing the parameters, like in the case of NRM unknown parameter has to 
be initialized, any wrong value for even one parameter can converge the solution to local solution, not 
only this but in case of more complex problem like DDM and triple diode model having seven and more 
number of unknown parameter to be extracted, the numerical and iterative method fail to converge to 
a solution. Whereas this limitation is overcome by evolutionary algorithms by providing a large search 
range of the parameter.

Figure 19. I-V characteristic curve of PWP201 module modeled by NRM

Figure 20. Convergence process of NRM during the parameter extraction process of the PWP201 module
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ABSTRACT

A compact rectangular slotted antenna fed through coplanar waveguide for rectenna system is proposed 
in the application of radio frequency (RF) energy harvesting at center frequency of 2.45 GHz in the 
wireless local area network (WLAN) band. Three unequal widths of rectangular slots with equal distance 
have been created step by step to maximize the peak gain to 3.6 dB of the antenna. Radiation plot of 
the proposed antenna has been depicted to be omnidirectional for RF energy harvesting with maximum 
radiation efficiency characteristics. The dimension of the antenna is reduced up to 28 × 17 mm2 with 
better reflection coefficient of -34.6dB.

INTRODUCTION

With the growth in technology, RF wireless energy harvesting (WEH) has been receiving an extensive research ap-
proaches by the researchers for the human welfare. It has the potential to harvest more energy from the 
various RF energy sources, for example Wi-Fi, WLAN, portable devices etc. Through the use of Internet 
of Things (IoT) number of users can be connected freely. Battery consuming more power as the num-
ber of usages increases by the users then RF energy harvesting come in the environment. The wireless 
energy harvesting ideas have been prolonged for more than last two decades. Different ambient energy 
sources are available for energy harvesting such as vibration energy sources (approx. 200µW/cm2), solar 
energy (approx. 100mW/cm2), RF energy (approx. 1µW/cm2) and thermal energy (approx. 60µW/cm2). 
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The wireless power transfer (WPT) divided in two parts: transmitter and receiver. The receiving part is 
the RF WEH and has received extensive growth in the last decades.

RF energy harvesting is useful in the unfavorable applications such as health monitoring, environment 
monitoring, defense, surveillance etc. in (Bhatt et al., 2019)-(Vu et al., 2020). Rectenna system design is 
used for RF WEH. It comprises of antenna may be a microstrip antennas or any other, rectifying circuit 
composed of capacitor, inductor and low threshold diode which is used to change the RF wave to Direct 
current (DC) and storing devices are introduced in the literature by various energy sources that influ-
enced by various environmental factor but RF energy sources independent of these factors in (Danesh 
& Long, 2011)-(Bito et al., 2017). RF broaden the range of frequencies in telecommunication area such 
as industrial, scientific and medical (ISM) band, Universal Mobile Telecommunication Service (UMTS) 
2.1GHz, 1.8GHz (GSM) and WLAN (2.4GHz, 5.8GHz) in (Sun et al., 2013),(),(Elwi et al., 2019).

In this, the proposed antenna used to receive energy from various RF sources and rectifying circuit 
converts it into direct current (DC) from electromagnetic wave with high efficiency at different compact 
rectenna with single wide band high efficiency is frequencies, DC filter applied after it to smoothen the 
DC waveform and then some devices is used to store. A being discussed in (Sun et al., 2012)-(Takhedmit, 
2010) and slotted microstrip patch antenna with dual band for WLAN has antenna used to receive energy 
from various RF sources and rectifying circuit converts it into direct current (DC) from electromagnetic 
wave with high efficiency at different frequencies, DC filter applied after it to smoothen the DC waveform 
and then some devices is used to store. A compact rectenna with single wide band high efficiency is 
being discussed in (Sun et al., 2012)-(Takhedmit, 2010) and slotted microstrip patch antenna with dual 
band for WLAN has reported in (Khemar et al., 2018)-(Heikkinen & Kivikoski, 2003), then for triple 
band rectenna (Chandravanshi et al., 2018),(Liu & Zhang, 2018), Quadband rectifier (Hsu et al., 2017), 
six band (Song et al., 2016), multiband planar antenna (Nimo et al., 2012), Frequency tunable energy 
harvesting rectenna (Song et al., 2017), broadband rectenna (Nie et al., 2015).

In this paper, the proposed antenna has been designed and simulated in section II, results have been 
discussed in section III and then at last conclusion is proposed.

Figure 1. Block diagram of wireless energy harvesting system.
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Antenna Design

Wireless energy harvesting system has been described with the use of block diagram is presented in 
fig.1. This figure comprises of a receiving antenna work at any band of frequencies, after this imped-
ance matching network is design for getting maximum power transfer, then this RF energy is transforms 
into direct current (DC) voltage, make this DC signal to pass through dc pass filter and then after to 
the load and load can be various types of storage devices or directly give to the wireless sensor nodes. 
Smart devices and power up handheld devices are used by the antenna for the requirement of wireless 
RF energy harvesting. The proposed antenna design for rectenna system is simulated using commercially 
available software using Ansoft HFSS v.15 on FR4 epoxy substrate with loss tangent (δ) of 0.02, relative 
permittivity (ԑr) of 4.4 and substrate thickness (h) of 1.6mm. A coplanar waveguide (CPW) feeding is 
used to excite the antenna with dimension of substrate 17 × 28 mm2. Four vertical rectangular slots are 
cut to improve the impedance bandwidth in 2.45 GHz WLAN band. Step by step four rectangular slots 
have been created to improve the complete features of the antenna for example gain, radiation pattern 
and return loss etc.

For the designing of an antenna, length of the slots has been explained at different frequency bands 
by the following equations (Bhatt et al., 2019),

L C

fr reff

�
� �2 �

	 (1)

f C
hr

reff

�
4 ( )�

	 (2)

The evolution process for proposed antenna from rectangular patch to slotted rectangular patch antenna 
is explained in the Fig 2. Coplanar waveguide feeding technique is used in which ground and rectangular 
patch are on the same plane of dielectric substrate and 50 Ω coplanar waveguide feeding line are designed 
to excite the antenna. Distance between ground plane and feed line is maximizing to be 1.25mm. The 
complete dimensions of proposed antenna are displayed in the Fig. 3 and their values in Table 1. Slots 
are introduced to reduce the dimension of an antenna. Increasing width of three rectangular slots are 
created to amplify the radiation efficiency of the antenna in particular direction through enhancing the 
reflection coefficients and antenna gain.
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Figure 3. Complete dimensions of the proposed antenna

Figure 2. Step by step process of the proposed antenna
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RESULT AND DISCUSSION

The design has successfully simulated in the software HFSS and Simulated result of S(1,1) parameter 
for each design steps is presented in the Fig 4(a). The S (1, 1) parameter of the antenna with one slot, 
two slots and three slots are -35.17 dB, -42.03 dB and -34.6 respectively. Return loss with larger than -10 
dB result in fruitful performance and maximum power transfer between transmitter and receiver of the 
antenna. Gain is the important part of any antenna which must be high as much as possible with respect 
to other parameters of the antenna. Gain of the proposed antenna is greater than other reference antenna, 
which is 0.34 dB, 2.68 dB and 3.6dB for one slot, two slots and three slots respectively is depicted in 
Fig 4(b). The radiation efficiency for the proposed antenna is displayed in Fig.5. The real part of Input 
Impedance for the antenna is 50.57 ohm which is approximate 50 ohm and 1.3 ohm is the imaginary part 
which is approximately -0.67 ohm and it is shown in the Fig. 6. Radiation pattern for antenna E- radiated 
field (XZ plane, ɸ=0o) and H- radiated field (YZ plane, ɸ=90o) is displayed in the Fig. 7(a) and Fig. 
7(b) respectively. E- Field has omni-directional radiation pattern and H- field has isotropic radiation 
pattern in this proposed antenna. 3D Polar plot of antenna is shown in Fig.8. Comparison between the 
different paper’s antenna design and the proposed antenna is tabulated in Table 2.

CONCLUSION

A compact rectangular slot coplanar waveguide fed microstrip antenna has been demonstrated and simu-
lated in this paper with proper return loss. A wide range of frequencies at center frequency 2.45 GHz in 
WLAN band is represented. Improved antenna gain with 3.6dB is attained in this paper for appropriate 
functioning of proposed antenna with miniaturized size.

Table 1. Dimensions in mm of fig. 3.

Parameters Length (mm) Parameters Length (mm)

L 15 L4 2

W 15 L5 0.5

L0 17 L6 6.5

L1 1.5 W1 28

L2 2 W2 8

L3 2.5

Table 2. Comparison between different antennas and proposed antenna.

Frequency (GHz) Antenna size (mm2) Antenna Bandwidth (GHz) Gain (dB)

2.45 [1] 1408 - 1.48

2.45 (Elwi et al., 2019) 1225 2.4 - 2.5 3.24

2.45 [Proposed work] 476 1.9 – 8 3.6
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Figure 4. (a) Return loss (b) gain for of the proposed antenna at three different stages.
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Figure 5. Radiation efficiency of the proposed antenna

Figure 6. Z (1,1) parameter of the proposed antenna.
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