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Preface

For galleries, libraries, archives, and museums (GLAM), distinctive digital
collections have the potential to transform research, learning, and public
outreach and engagement in expansive ways. At the same time, the sheer
size and fragile nature of these digital collections represent some of the
greatest challenges for librarians, museum curators, and archivists who find
themselves managing an increasingly complex ecosystem of digital assets. For
the staff of most GLAM institutions, a digital ecosystem consists of a vari-
ety of assets, including digital surrogates of analog materials, research data,
institutional records, open educational resources, digital exhibits, rich media,
web-based and social media content, time-based art, licensed e-content, and
born-digital manuscript collections. Due to the exponential growth of this
digital content, most cultural institutions steward more digital objects than
ever before.

Although the components of any digital asset ecosystem are familiar to
most librarians, archivists, and museum curators, the scope and scale of this
digital universe differs from institution to institution. The nature of any
digital ecosystem is reliant on a number of factors, including the resource
level and size of the institution, the scope and history of its distinctive collec-
tions, the robust nature of collection-development initiatives and electronic
resource-management workflows, the research specializations of the institu-
tion, and the existence of an official mandate for a records management
program and associated framework for information governance. Regardless
of the organizational structure, which designates where digital-collection

xi
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management, data curation, or digital preservation “lives” in an institution,
all librarians, curators, and archivists are playing a greater role in the lifecycle
management of enterprise content that encompasses stewarding digital assets
from their inception to their discovery to their long-term digital preservation
storage requirements.

Increasingly, GLAM institutions are managing digital-asset ecosystems by
coordinating and consolidating a number of existing resources and personnel
around evolving strategic digital-stewardship initiatives. These initiatives
have emerged as GLAM institutions contemplate more unified information
technology infrastructures to navigate enterprise challenges. With this as
context, the goal of this book is to offer a basic framework to help librarians,
archivists, and museum curators think holistically and systematically about
digital-collections management. At its core, this guide underscores the
importance of purposeful uses of technology in building services, strategies, and
workflows around unified tenets of digital stewardship. This guide focuses
on a digital-stewardship framework that supports digital-asset management
at an enterprise level by aligning library acquisitions, museum registration,
archival accessioning and processing, data curation, e-resource and metadata
management, and analog and digital preservation through integrative col-
lections management. This book presents a conceptual framework for build-
ing a sustainable digital-asset management ecosystem with discussions on
digital-stewardship assessment, digital strategies and prioritization, and the
critical role that foresight planning plays in balancing an evolving techno-
logical infrastructure with creative cost modeling and sustainability digital
initiatives.

With the understanding that digital stewardship is a long-term invest-
ment that requires institutions to “build out” capacities and capabilities over
time, the chapters build on one another and follow a logical sequence. Each
chapter represents a distinct component of a digital-stewardship framework
that can be scaled as necessary. The distilled components of a sustainable
digital-stewardship framework include: holistic assessment, digital strategy
and organizational realignment, integrated collections management, and
tier-based cloud storage. As background information, chapter 1 establishes
some key definitions of digital stewardship, outlines the history of the
digital-asset management ecosystem (DAME), and explores the significance
of an institutional mandate, the contours of information governance, and
the importance of collaborations that reinforce an expansion of traditional
boundaries for innovative partnerships and digital advocacy.

Borrowing from the principles of data curation, responsible digital stew-
ardship begins with an understanding of an institution’s digital ecosystem of
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licensed content, research data, digitized material, and unique born-digital
content in order to ensure strategic growth of collections in the context of
long-term holistic collection management plans. Chapter 2 offers a holistic,
multilevel approach to digital stewardship assessment which encompasses an
internal environmental scan of digital collections and infrastructure, collec-
tion and tool mapping, and, more granularly, digital asset inventories. This
chapter also offers a multiple-method model for interpreting assessment data
as well as a review of associated matrices for data analysis and prioritization,
cost modeling, and assessment reporting. As a progression from stewardship
assessment, chapter 3 focuses on digital strategy and organizational realign-
ment as an essential component in expanding stewardship capacities and
capabilities. Topics include reenvisioning GLAM organizational structures,
implementing new leadership frameworks and approaches to digital project
teambuilding, as well as conceptualizing professional development as an
essential strategy for organizational realignment.

Building on previous sections, chapter 4 illustrates how digital stewardship
assessment and digital strategy provide the roadmap for the implementation
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of integrative collections management. At the heart of digital stewardship,
this chapter discusses cross-functional and “curation-ready” workflows, the
importance of a unified digital preservation strategy, and models for cost-
effective approaches to “building-out” digital capacity and capabilities that
are in line with an institution’s digital strategy. The final chapter is dedicated
to the foundation of sustainable digital stewardship with an overview of digi-
tal preservation storage requirements and cloud-based storage strategies. This
chapter outlines the benefits and challenges of cloud-based storage including
security concerns, pricing models, and hidden costs, as well as advocates for
the adoption of tier-based storage strategies that are flexible, scalable, and
sustainable.

This book has broad appeal across libraries, archives, and museums as
many institutions contemplate digital preservation infrastructures, storage
strategies, and organizational realignment to navigate enterprise digital-
stewardship challenges. Not only does this book give readers a framework
with a special focus on purposeful uses of technology, but it brings together
a digital-stewardship service model that is designed to support the individual
needs of the institution while highlighting the interrelatedness of digital
sources and the importance of collaborative approaches to content creation,
access, and preservation in the form of integrated digital collection-building
across the GLAM sector.

More importantly, this book situates the framework for digital steward-
ship in the context of shifting landscapes, evolving skill sets, transforma-
tions in technology, and new organizational models with a greater focus
on cross-functionality and collaboration. With a greater emphasis on data
curation and digital-asset management, librarians, archivists, and curators
are being asked to think holistically and engage in macro-decisions relating
to infrastructure development to ensure interoperability, scalability, and
sustainability of a universe of digital assets housed and maintained within
their institutions. As most institutions devise an enterprise digital-content
strategy for a growing number of digitized surrogates and born-digital assets,
GLAM institutions understand that these expanding digital-stewardship
needs can only be met by a flexible, modular infrastructure and associated
collection management workflows that will allow them to “pivot” and “build
out” with emerging technologies, as well as evolving digital content and
fluctuating resources.

The primary goal of this book is to empower GLAM staff to become
“good stewards” of these collections as they engage in multiple decision
points, which include tool selection; the design, development, and cre-
ation of cross-functional workflows; policies and work plans; infrastructure
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development; evolving skill sets for managing descriptive, administrative,
technical, rights, and preservation metadata; as well as understanding distrib-
uted digital-preservation models with a growing array of associated options
for cloud storage. Due to the evolving GLAM landscape, the common
theme of this book underscores the critical need for institutions to invest in
digital-stewardship teams within and beyond their institution. These cross-
institutional, interdepartmental partnerships are not only central in achiev-
ing innovative, technology-based approaches where digital-asset stewardship
occurs alongside traditional analog materials but these partnerships are also
the key to building the capacities and capabilities for an integrative collec-
tion management approach for digital-collection stewardship that is impact-
ful and sustainable.
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CHAPTER ONE

Digital Stewardship and
DAME Development

History, Definitions, and Concepts

In order to plan for adaptable services around a digital-stewardship frame-
work, libraries, archives, and museums have found themselves embracing
more participatory, collaborative, and distributed networks, making greater
use of digital technologies within, across, and among other GLAM institu-
tions. At the center of these initiatives is a digital-asset management eco-
system (DAME), which is a concept that facilitates data management of the
myriad digital assets created, maintained, and preserved by an institution. A
DAME is based on a distributed service architecture that is designed around
a collection of applications, tools, and hardware deployed through modular
collection-management components that meet the complex needs of enter-
prise digital collections. This basic infrastructure facilitates the integration
of preservation, accessibility, and discoverability of a range of digital assets
by merging traditional collection-management actions and processes with
principles and methodologies of data curation, digital preservation, and
information management. With a DAME, digital assets can be shared at an
enterprise scale in order to encourage the use, reuse, and remixing of assets
for different stakeholders while safeguarding institutional memory, adminis-
trative continuity, and cultural heritage.!
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Toward A Digital Asset Management
Ecosystem: An Evolving History

The concept of a DAME has evolved over time as information technolo-
gies transformed the development of library automation, the creation of
integrated content management systems, and the expansion of web-based
discovery platforms. Overall, the evolving nature of the concept of a DAME
can be traced to librarians, archivists, and museum curators’ abilities to lever-
age the benefits of information technology with a particular focus on faster
computing processing environments and retrieval speeds.? Additionally, over
time, larger, more varied storage capacities also allowed GLAM institutions
to achieve operational efficiencies to facilitate the large-scale digitization of
distinctive analog collections as well as manage the exponential growth of
born-digital materials, research data, and rich media. As changes emerged
over the past sixty years, GLAM institutions saw a gradual shift in institu-
tional missions that focused on access to in-house collections for their local
patron base to raising the visibility of their collections to serve diverse trans-
national communities within a global information landscape.’

For academic libraries, the automation and streamlining of collection-
management services was a critical factor in guiding this overall transforma-
tion. In the 1960s, academic libraries focused on streamlining acquisitions
and cataloging workflows with the development of the first integrated
library system (ILS). Library automation facilitated resource-sharing as well
as the ability to augment bibliographic data and streamline core collection-
management processes. As Christine Borgman writes, “the development of
library automated systems can be seen as a gradual consolidation of programs
and tools that each address a given area of the library’s work into more . . .
unified platforms resulting in streamlined and integrated workflows and pro-
cesses” across institutions.*

In the 1980s, the creation and marketing of integrated library systems,
the implementation of multiresource library databases, and the retro-
conversion of bibliographic data contributed to the shift from a traditional
library catalog to an online library system. For many libraries, the ILS trans-
formed the idea of providing access to material that was physically owned
by a library to “a resource-sharing model” that provided a wide array of
information resources via library consortia lending programs. “Integrated
online resources” gave new meaning to identifying, locating, and obtaining
descriptive metadata for archival and museum collections as well as other
related primary source material that remained hidden and inaccessible to
remote researchers.’
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The shift from sharing highly structured, complex bibliographic records to
linked digital or digitized content emerged in the 2010s with library services
platforms (LSAs). As “a new product service genre,” LSAs challenged the
model of automation centered on print-based materials by offering “a cluster
of ancillary products such as link resolvers, electronic resource management
systems, digital asset management systems, and other repository systems”
aimed to simplify library operations through “a more integrative platform”
designed to handle different types of content.® As librarians were confronted
with complex user needs and expectations, LSAs were considered a funda-
mental tool to interface with larger institutional systems and national and
international networks of linked data and digital content. In addition, LSAs
offered institutions not only the ability to virtually represent their collec-
tions in new ways, but also to search across digital holdings, which included
distinctive collections, commercial databases, government sources, museum
collections, and research data.” As the act of centralizing digital assets and
associated metadata became situated at the center of managing, receiving,
and granting access to information resources, librarians’ and archivists’ work
has focused more and more on processing distinctive materials in a variety of
digital formats made available by unified discovery platforms.®

While libraries integrated areas of collection-management operations
for more effective and efficient processing of digital-information resources,
archivists and records managers focused on what they referred to as the great-
est challenge of the “digital age.” In the late 1960s, the lifecycle management
of electronic records laid the groundwork for early data curation and digital-
preservation methodologies. Historically, many digital-preservation theories,
principles, and conceptual models emanated with archivists’ and records
managers’ challenge of mitigating data loss and maintaining long-term acces-
sibility to electronic records in the face of media obsolescence, hardware
and software failure, data degradation, human error, and an array of external
threats. Primarily, early government archivists, who focused on large datasets
stored on magnetic tapes generated by mainframe computers, felt the greatest
urgency and risk for continuity of government services as a result of mass data
loss due to corruption, degradation, and media obsolescence.’

Understanding that early intervention was the key to long-term acces-
sibility of electronic records, archivists at the National Archives and
Records Administration (NARA) adopted “upfront records management,”
an approach that was centered on intervening early within the lifecycle man-
agement of data to combat media and hardware obsolescence. NARA archi-
vists also developed a continuum of digital preservation actions that occurred
throughout the lifecycle management of electronic records. Grounded in
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traditional archival theory of provenance and record authenticity and integ-
rity, archivists institutionalized file reformatting, system migration, emula-
tion, and data normalization as preservation strategies for managing the
federal government’s early digital records.'®

By the 1990s, government data scientists working for NASA led the
initiative of data preservation and, within the Consultative Committee for
Space Data Systems (CCSDS), developed the Open Archival Information
System (OAIS) reference model as a high-level conceptual framework and
a key standard for digital repository development. The OAIS model reflects
the lifecycle management of digital assets ranging from ingest to storage and
dissemination, outlines ongoing preservation actions and environmental
monitoring, and underscores the importance of administrative and pres-
ervation planning. The OAIS reference model was first published as an
ISO standard in 2003 and has undergone several iterations but remains the
core model for digital preservation infrastructure development for GLAM
institutions.!!

With the establishment of the OAIS reference model as an international
standard, the focus of digital preservation shifted from ad hoc institutional
projects to include infrastructure as a major component in digital preserva-
tion plans and programs. In 2007, the Preservation and Reformatting Sec-
tion (PARS) Working Group of the American Library Association (ALA)
referred to the OAIS as the accepted standard and used the model to frame a
new definition of digital preservation. This refined definition stated that dig-
ital preservation included a combination of “policies, strategies and actions
to ensure accurate rendering of authenticated content overtime, regardless
of the challenge of media failure and technological change.” In the PARS
plan, the long-term management, monitoring, and focus on digital content
was just as important as the need for “active preservation” procedures and a
corresponding information technology infrastructure that would serve to cre-
ate a viable, secure, and sustainable preservation environment.!?

Building on the OAIS model, the emergence of institutional repositories
(IRs) and digital-asset management systems in the 2000s was also a major
component of the history of DAME development as digital repositories
combined key elements of the OAIS functional model, digital preserva-
tion, and open access. Throughout the 2000s, the evolving nature of IRs
would ultimately alter e-scholarship and research data curation practices
for most research institutions. Traditionally, scholarly communication had
been based on the “self-contained nature” of books, journals, and confer-
ence proceedings as the key output of scholarship within IRs’ publishing
structures. As the nature and scale of research data changed, transformations
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also occurred within the scholarly communication landscape with the adop-
tion of new data-mining tools and associated data-management services for
locating, managing, analyzing, and visualizing research data output via open-
access e-research platforms.!

Over the past ten years, institutional repositories have expanded to
include broader digital-asset management functionality for the purpose of
providing access to a range of digital content that extends beyond institu-
tional publications to distinctive digital-collection building. Specifically, the
desire to incorporate rich media production, use, and re-use into a range of
broader public engagement and research processes has driven the demand for
increased integration of DAME functions within an institution’s informa-
tion repository structure. As IRs morphed into enterprise digital repositories,
the GLAM sector has welcomed the expansion of search functionalities to
provide filtered and faceted retrieval capabilities, workflow development
capabilities that facilitate the ingest, review, storage, and retrieval of assets, as
well as the addition of metadata harvesting, capture, and exporting features.
Some IRs include transcoding and migration tools that enable normalization
and replication of multiple versions of the asset for access and preservation
purposes, as well as custom application programming interfaces (APIs), which
allow for uploading and downloading to the IR from websites. Increasingly,
IRs and digital repositories have access-control lists and authentication tools
that help facilitate permissions for various user groups as well as reporting
functions that document holding metrics and auditing on all system actions.'

By the mid-2010s, basic DAME principles were increasingly being
expressed by information and information system managers in libraries,
museums, and archives as a type of master data management (MDM). Faced
with the situation where departments and units across an organization were
gathering the same information and holding it locally in inconsistent and
incompatible formats, DAME principles were incorporated with a series of
systems and tools that would enable uniformity in stewardship and account-
ability for a universe of digital assets managed by the same institution.'

GLAM institutions have long since recognized the incalculable benefits
that open access, open source, and open standards confer, and modern-day
DAME development is greatly influenced, designed, and managed with these
concepts in mind. Although open access continues to be a central element in
the expansion of IRs, the importance of managing these assets in a trustwor-
thy digital preservation environment has emerged as an important compo-
nent of e-research platforms and digital repositories as well. Future challenges
are significant as GLAM institutions contemplate strategies relating to the
integration of “big data,” time-based media, and an acquisition model of
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“data as collections” into existing collection-management workflows.!® In
addition, data management plans have required GLAM institutions, which
seek funding from public and private granting agencies, to articulate data-
curation and digital-preservation philosophies and plans at the institutional
and multi-institution level to ensure long-term open access to digital collec-
tions. In this context, the concept of a DAME continues to evolve to ensure
the sustainability of new forms of digital assets accessed within more unified
and integrated digital-asset platforms, which include research data as well
as distinctive digital collections, open educational resources, artifacts, rich
media, art work, institutional records, and licensed e-content.!?

A Digital Stewardship Framework Defined

In the context of limited resources, DAME development emerged as GLAM
institutions contemplated more holistic digital-preservation and digital-
curation infrastructures to navigate enterprise challenges, and by way, have
ushered in a “digital stewardship service model.” This model encompasses
enterprise strategies that serve to align acquisitions, metadata creation, data
curation, and digital preservation through integrative collection manage-
ment supported by a scalable digital infrastructure. This framework, which
fosters collaborative approaches to content creation, access, and preserva-
tion, can be defined by the following principles:

1. Digital stewardship begins by understanding the scope and scale of the digital-
asset ecosystem.

In the age of information abundance, defining the scope and scale
of a digital-asset ecosystem can be challenging. Within any ecosystem,
digital assets can take many forms, including video, graphic images,
photographs, textual documents, datasets, software, databases, pub-
lished research, Computer-aided Design (CAD) drawings and Geo-
graphic Information Systems (GIS) data, time-based artwork, websites,
email and social media, and open educational resources and digital-
learning modules. While “digital content,” “digital objects,” “digital
collections,” “digital material,” and “digital resources” are often used
interchangeably, a shared understanding of the definition of “a digital
asset” is essential in order to assess and develop cost-effective plans to
manage the universe of data that is created, managed, and maintained
by any library, archive, or museum.

Although digital assets can mean different things to different people
who work at different types of GLAM institutions, for the purposes of
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Figure 1.1. Understanding the Digital Asset Ecosystem

this book, a digital asset is defined as “a unit of information” that has
significant properties and characteristics that must be maintained over
time in order to remain accessible, usable, and meaningful.!® The fun-
damental characteristics of any digital asset that must be maintained
or preserved over time are referred to as “significant properties” which
include:

® content
® context
® structure
® appearance
e function
¢ dynamism

All digital assets have specific, well-defined characteristics, func-
tions, structures, content, and contexts which are conveyed through
metadata.'” Preserving the significant properties of any digital asset
is the essence of good digital stewardship as it ensures that any asset’s
authenticity and integrity is retained over time. Trustworthy digital
repositories that manage and store digital assets place a high degree of
importance on data integrity and authenticity and incorporate a wide
array of security and environmental controls to ensure the preservation
of assets over time.” Given the specific, and often complex, nature
of digital collections, active and systematic metadata management is
essential in order to sustain a digital-asset ecosystem. In addition to
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metadata management, digital curatorial functions encompass a wide
range of specialized actions, tools, and workflows that ensure that the
associated characteristics, specifically the “significant properties,” of a
digital asset are maintained throughout its lifecycle.

Given the challenge of the exponential growth in data volume and
file size, good digital stewardship, in the context of GLAM institutions,
requires that digital assets are appraised by established criteria outlined
in a collection-development policy and conveyed via submission
agreements. Appraisal methodologies balance the historical, research,
administrative, and legal value of the asset with the preservation risks
and the overall cost of maintaining the asset over time. In addition
to varied content and contexts, most digital assets have a complex
structure and production process, which may include the creation of
multiple derivatives or proxy files. For example, the production life-
cycle of rich media may include digital production raw files, edited file
versions, preservation and access masters, as well as a variety of ver-
sions of the final production copy and associated proxy files. Because
production files can be large in size, multifaceted, and created in a wide
variety of proprietary file formats, duplication and file redundancy of
rich media assets pose a chronic challenge for curators, archivists, and
librarians who often must ascertain the working or preproduction files
from the official or final production copy of any digital asset.?!

In addition to identifying the various versions of an asset, digital
rights management is a critical component in assessing any ecosys-
tem. For GLAM institutions, rights management may encompass a
wide spectrum of assets that an institution owns or are licensed under
specific contractual agreements or are managed by an institution on
behalf of a rights holder. In other instances, the rights to some assets
may be unknown. The obligation to maintain records detailing infor-
mation about the ownership, chain of custody, and reproduction and
intellectual rights is essential for the current and future use of any
digital content. Aligning rights management with designated permis-
sions for use and reuse is critical to protecting digital content as well as
guiding informed decisions that shape the contours of legal and ethical
stewardship that are unique to each institution.?

. Digital stewardship takes into consideration the totality of challenges associ-

ated with maintaining and sustaining digital assets over time.

Much larger in scope than data curation, digital preservation, or
information and knowledge management, the concept of digital stew-
ardship provides a holistic framework for managing digital content at
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Records and
Information
Management

Digital

Stewardship

Digital Rights Digital
Management Preservation

Metadala
Management

Figure 1.2. Digital Stewardship Activities

an enterprise level. Digital stewardship includes the entirety of pro-
cesses relating to digital curation, digital preservation, and information
and knowledge management—all of which emphasize the importance
of added value, trusted information, and active management of digital
content over time. Framing the management of digital content under
the term digital stewardship provides a more holistic view of all the
activities that need to be undertaken, including developing a digital
strategy and a set of policies, tools, assessment techniques, workflows,
and processes that ensure the preservation as well as the use and reuse
of a range of digital assets over time.?}
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For most institutions, the lines between digital stewardship func-
tions are not always distinct or clear cut, and functional gaps may
exist for the critical steps needed for managing digital content. In
some institutions, digital preservation is bounded by certain tasks with
other activities under the umbrella of “digital curation” or “digital
archiving,” while for other institutions digital preservation may be
aligned with IT or conceived as the work of an institutional strate-
gist within an administrative team. It is important to note that, while
digital preservation is a necessary part of digital stewardship, it is not
enough by itself. Likewise, while the objective of digital curation is
to produce and manage data in ways that ensure longevity, integrity,
and accessibility, it does not often include administrative advocacy,
digital strategy, and resource planning or focus on integrative collec-
tion building. Strategies for good digital stewardship encompass the
overlapping functions of digital curation, digital preservation, and
digital-information management that extend beyond functional defi-
nitions and, rather, encompass a holistic service model for the entire
organization.**

. Digital stewardship implies administrative accountability, which is not only

demonstrated by implementing the whole range of collection-management
processes applied to digital assets over their life span but also through a com-
mitment to resource development and financial sustainability commensurate
to the scope and scale of the digital ecosystem.

Digital stewardship is defined as the good care of data throughout
its full lifecycle, which includes its creation through its reuse. The
multifaceted components of digital stewardship include intercon-
nected processes, cross-functional workflows, overarching policies, and
conceptual models and philosophies that constitute the larger digital
service model for an institution. Good stewardship is also an institu-
tional investment that requires significant resource development and
continual maintenance of curatorial and preservation environments
that extend the life of any asset. In addition, resources may be required
to enable greater discoverability and usability as well as to facilitate the
virtual interrelatedness of assets.”

Good stewardship often begins by setting standards for lifecycle
management that support “curation-ready” assets at the point of asset
creation. It also focuses on “value-added” services like metadata cre-
ation, enhancement, and harvesting to ensure accessibility through
diversified discovery platforms. With the exponential growth of
digital collections, digital stewardship requires active management
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and systematic monitoring, as well as sustainable resources and infra-
structure development to not only ensure preservation and acces-
sibility but also to support the discovery and reuse of digital assets.
Finally, digital stewardship implies administrative and financial
accountability, which is demonstrated by an institutional commit-
ment that is formalized through a mandate and budgetary dollars to
ensure a sustainable information infrastructure and trained personnel
to accomplish the work.?

4. A foundational element of digital stewardship is developing a digital-asset
management ecosystem (DAME) that stores and distributes digital assets in
a controlled, uniform, and centrally managed infrastructure.

A DAME should facilitate the entire spectrum of digital steward-
ship activities, including ensuring long-term accessibility and reuse of
digital content as well as managing risks associated with the health
and security of an asset throughout its lifecycle. DAME development
is reliant on collaboration, as it draws together digital practitioners
with complementary skill sets in order to enrich, streamline, and
consolidate the management of a vast array of digital content across
the institution. This approach reduces the siloization of collection
management and promotes digital-stewardship activities that can be
undertaken early in the lifecycle of digital content.”’

5. Good digital stewardship is both a professional and a societal responsibility.

Finally, responsible digital stewardship considers a repository’s real-
istic capacity to care for collections when deciding to acquire or deac-
cession digital assets. Underlying these activities are the greater social
responsibilities for librarians, archivists, and curators who maintain the
integrity and authenticity of digital assets in their care. Since GLAM
institutions manage archival and cultural heritage collections that
increase social awareness, serve as cultural memory, and contribute to
the historical record, digital collections often serve the public good. As
such, digital stewardship is rooted in “the ethics of care” that prioritizes
trustworthy and sustainable practices and policies.?

Digital Stewardship: Roles and Responsibilities

For most GLAM institutions, good stewardship begins as early in the life-
cycle as possible. Early intervention begins with engaging creators, data
custodians, and users of digital content. Early lifecycle management may
include working with data creators on the design of DAME systems, devel-
oping cogent comprehensive functional requirements for assessing new tools
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and software, creating policies relating to the acquisition of digital content,
institutionalizing protocols for appropriate transfer, handling, and ingest
of digital assets, as well as working with asset producers on approaches to
content creation and management of associated metadata. Because digital
stewardship is a shared responsibility that cuts across units, departments,
and institutional lines, it should be guided by a high-level strategy that
involves stakeholders from across the organization who will offer unique
expertise and perspectives in order to promote cross-functional dialogue and
collaboration.?” Several kinds of stakeholders play important roles and are
likely to have different perspectives on the various uses and significance of
assets. Institutional stakeholders who may have a vested interest in digital
stewardship may include:

e archivists

e chief information officers and IT staff
® project managers

® knowledge managers and data stewards
® metadata technical staff

e data librarians

e digital preservationists

® curators, registrars, and subject specialists
e records managers

e digital asset managers

e faculty, students, and scholars

e institutional stakeholders and donors

In addition to content specialists, digital stewardship requires the sup-
port of specialized technical practitioners, as well as administrators who can
advocate for a substantial resource investment based on a digital strategy.
This strategy should outline a business continuity plan that includes a discus-
sion on return on investment (ROI), efficiencies and cost modeling, and a
programmatic plan guided by a needs assessment and future cost projections
that illustrate the urgency for investing in digital stewardship at an enterprise

level.

Information Governance and Digital Advocacy

For libraries, archives, and museums, there is a close correlation between dig-
ital stewardship and information governance (IG). Currently, most GLAM
institutions lack sustainable digital stewardship services with governance
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business models that outline shared responsibilities to support the creation
and management of digital assets at an enterprise level. Simply defined, 1G
encompasses how an organization manages the totality of its digital assets.
With the unprecedented growth of digital assets, the diversity of file for-
mats, and the importance of information security compliance, information
governance is central in guiding the framework for the creation, accessibil-
ity, and preservation of digital assets across any enterprise or institutional
partnership. IG includes the policies, processes, and workflows relating to
the creation, organization, management, use, storage, and protection of
digital assets. It establishes the contours of the rights and responsibilities of
digital stewardship and therefore is ongoing and multifaceted. It also encom-
passes the continuous management of technological platforms and tools
that emerge over time.*! IG ensures institutional accountability with federal
and state laws, institutional guidelines and policies, as well as compliance
with legal frameworks specific to the institution. Finally, IG provides an
integrated, centralized approach to decision-making relating to managing,
processing, controlling, archiving, accessing, and securing digital content at
an enterprise level.*

Since the boundaries of ownership for institutional assets are not always
clear in GLAM institutions, IG requires at least one executive sponsor
who understands the basic tenets of digital stewardship and can assist in
advocacy and cross-functional collaborations with a variety of stakeholders.
Oftentimes, IG policies institutionalize the work of specific “data stewards”
who are guided by a “system of decisions points, responsibilities, rights, and
accountabilities for information-related processes” that designate how data
can be used, accessed, and stored.** For GLAM institutions, there should be
a corresponding connection between IG, digital stewardship initiatives, and
a governance mandate associated with institutional policies, a mission state-
ment, and related strategic initiatives.

Approaches to garnering institutional support for digital stewardship and
information governance include:

e appealing to the official charter or mission statement of the institution
in order to advocate for digital stewardship priorities

® leveraging quantitative assessment in order to identify digital collec-
tions’ strengths and risks

e building on successes by highlighting service points relating to the
teaching, learning, and research mission of the institution and constitu-
ent base
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e leveraging a records-management mandate that includes a legal respon-
sibility to identify and preserve records of enduring historical, adminis-
trative, and legal value

e improving efficiencies in complying with Freedom of Information
(FOIA) requests and e-discovery compliance

® recognizing data management as a core service for grant and gift
stewardship

® making the correlation between the proliferation of born-digital assets
and a return on investment and cost savings over time

Strategic alignment with the vision of the institution as well as solidifying
the support of an enterprise-level executive sponsor help to build awareness
and advocate for necessary resources for the future. In addition, building “an
advocacy network” is fundamental to underscore issues of sustainable expan-
sion of digital-stewardship initiatives over time. The centralization of digital
assets offers budget savings and facilitates the delivery of assets to a variety
of discovery and access platforms in order to enhance public engagement.

As GLAM institutions expand their mission as sites of innovation and
invention, the ROI of safeguarding intellectual property rights and digital-
rights management can only be realized through a collaborative digital-
stewardship framework that celebrates and defines institutional identity and
core values.** Additional talking points for making the case for institutional
support for digital stewardship as an investment for the future may include:

e risk of information lost

e safeguarding history and protecting cultural heritage

e disruption of business continuity

e cost-effectiveness of early intervention

e risk of legal liability and compliance with federal and state legislation
and institutional policies and guidelines

® increased accessibility and the power of discovery in supporting
research, teaching, and public engagement

¢ enhance information security

® commitment to open data and open access

e centralization of rights information

e importance of connecting people to knowledge

¢ enhanced access and discovery

In addition, it is important to identify champions within an organiza-
tion whose work is closely tied to digital stewardship, including the office
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of general counsel, the office of information technology, universities and
research institutes, local businesses, and professional organizations. For
libraries, archives, and museums, digital stewardship is mission-driven but
should also be framed by necessity and urgency to act to preserve cultural
heritage, social memory, and institutional history.*®

Finally, garnering support for digital stewardship outside of the organiza-
tion is a good way to expand an advocacy network as well as to extend the
reach and impact of any organization. Public support can help leverage the
significance of digital assets and expand global connections in a new era of
data-driven scholarship that is interdisciplinary and transnational in nature.
Given the social and cultural impact of the ever-expanding digital world, it
is easy to make the case that digital stewardship, broadly defined, is a critical
investment that ensures the use and reuse, integrity, authenticity, and trust-
worthiness of knowledge for future generations.
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CHAPTER TWO

Assessing the Digital Asset
Management Ecosystem

A Holistic Approach

A digital-stewardship assessment provides a holistic overview that can bridge
the awareness of an institution’s current technical infrastructure with the
strengths of its digital collections, as well as the technological gaps that
need to be filled to support future growth of the larger DAME. An essential
first step in conceptualizing a digital-stewardship framework for any GLAM
institution is assessing the scope and scale of the digital-asset ecosystem,
including the varying subject content, the differing formats, and the ranges
in file sizes and the total volume of digital content. In this context, assess-
ment is defined as a comprehensive evaluation of an organization’s ability to
care for and preserve the entirety of its digital holdings. The goal of a digital-
stewardship assessment is to identify “the current state” and scope of the
digital-asset ecosystem, as well as the anticipated needs, in order to lay the
groundwork for unified approaches to managing the growth of digital assets
in the future. Essential to this process is surveying the use, access, and preser-
vation needs of the collection in order to articulate the impact of the existing
conditions, environment, policies, and infrastructure on digital assets at an
enterprise level. In addition, a holistic needs assessment evaluates resources,
policies, personnel, and technology in order to develop a digital-stewardship
strategy that will meet the future needs of the entire institution.'

For GLAM institutions, digital stewardship assessment has often been
hampered by the diverse quantity of digital content that is managed on dif-
ferent platforms, in separate systems, in disparate storage locations, and by
redundant stewardship processes. Holistic digital-stewardship assessment is

19
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the first step in developing a defined digital strategy and framework that is ori-
ented toward reducing the siloization and redundancy of institutional work-
flows. Moving beyond the unit-based approach, a holistic digital-stewardship
assessment departs from a sole subject, format, or specific unit and looks
across the organization by analyzing collections, stewardship practices and
workflows, information systems, and collection-management policies. Holis-
tic assessment provides essential data that will shape collection-management
approaches across the organization and ultimately inform the digital strategy
or future roadmap for the institution.?

A Multiple-Method Approach

Many organizations have attempted to initiate a digital-stewardship assess-
ment by developing piecemeal survey strategies and methodologies that
have been designed specifically for the needs of a single department or unit.
In contrast to this approach, holistic assessment provides an overview of an
institution’s digital ecosystem and acknowledges the interconnected and
interdependent nature of digital assets and information systems that are man-
aged by a single organization. Holistic assessment takes a wide perspective
using a multiple-method and multilevel approach to building a comprehen-
sive and in-depth snapshot of digital assets at the enterprise level. The use of
multiple datasets, methodologies, and tools enables this assessment approach
to be flexible to the unique needs of the institution. The advantages of this
multicomponent approach are the abilities to build an adaptable framework
for immediate needs, as well as to incorporate long-term goals based on a
technology plan that outlines not only what should be done but also how
prioritized recommendations can be implemented. Most importantly, a holis-
tic stewardship assessment drives technology selection and implementation
that is aligned with the unique contours of the digital-asset ecosystem for
the institution.’

At a high-level, a digital-stewardship assessment provides a range of
long-term benefits. An assessment enables an institution to understand the
totality of the ecosystem while identifying high-impact areas for resource
development. By outlining strengths, weaknesses, challenges, and opportu-
nities for growth, a digital-stewardship assessment supports evidence-based
decisions in order to advocate and communicate with institutional stake-
holders regarding the long-term investment and evolving nature of digital
policies, services, and operations. Assessment helps make the case for digital
stewardship by illustrating the scope and scale of digital collections in order
to demonstrate the expanded roles and responsibilities that are necessary
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for new digital service programmatic areas. For many GLAM institutions,
a digital-stewardship assessment is key to aligning optimal approaches for
collection care and management, budget allocation needs, and the justi-
fication for expanding digital services in strategically targeted areas.* For
institutions who have a goal of building digital capacities and capabilities,
digital-stewardship assessment fosters a comprehensive understanding of the
complexity, scale, and scope of digital collections; provides an awareness for
existing and new staff and faculty to these challenges; and establishes critical
benchmarks for future evaluations of digital-asset initiatives, resource levels,
and professional development plans.®

In addition, a digital-stewardship assessment should set the context for an
institution’s technology strategy by outlining the need for an infrastructure
that is scalable with integrated support to sustain the digital-asset manage-
ment ecosystem over time. A digital-stewardship assessment lays the founda-
tion for future system decisions relating to upgrading and migrating to new
platforms and also provides an opportunity to reexamine infrastructure deci-
sions and storage options.® With the goal of integrated collection building in
mind, assessment outlines how the complex network of software and appli-
cation programming interfaces (APIs) work together to centralize the cre-
ation, maintenance, and preservation of digital assets across the institution.
Holistic evaluation of the technological infrastructure can shed light on a
host of “special needs” relating to digital-asset management practices; storage
and security environments; antiquated hardware, software, and information
systems; the range of sensitive and confidential information; and the scope
of digital rights management. As the basis for a technology plan, a digital-
stewardship assessment is at the heart of continuous improvement, as it
establishes a roadmap that encourages proactive evaluation as well as a cycle
of active management and technical realignment as an ongoing process.’

Libraries, archives, and museums may apply multiple tools and matrices
as part of a holistic assessment approach that pulls together a variety of
quantitative and qualitative data and internal and external measures to
assess the complexity of the digital-asset ecosystem. In addition to multiple-
methods, holistic assessment addresses strategic and practical elements of
collection care and overall management as it encompasses interviews with
staff from across the institution, including collection development staff and
IT specialists as well as members of curatorial and technical services. This
cross-functional approach to assessment reflects wider perspectives that may
reveal special characteristics of digital collections that are unique to an
institution with the goal of identifying ways to create more agile staffing,
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responsive workflows, and appropriate resources for enterprise level digital-
asset management. 8

Digital-Stewardship Assessment Segmentation

Given the exponential growth of digital content, digital-stewardship
assessment can be overwhelming, especially for organizations with limited
resources. In order to lay the groundwork for building an enterprise digital
strategy, holistic assessment can be broken down into components or man-
ageable parts. “Assessment segmentation” is a useful framework for an enter-
prise approach that requires survey efforts to be broken down into phases or
logical parts of the DAME.? Each segment enumerates digital assets from a
broad to narrow continuum, which is comprised of four distinct levels that
deconstruct the assessment into smaller, step-by-step pieces.'® Organized
from a high-level scan to a more granular evaluation, the levels of holis-
tic digital-stewardship assessment may include an internal environmental

Internal
Environmental
Scan

Primary

Collection
Analysis

Digital
Collection
Mapping

Digital Asset

Inventory

Figure 2.1. Four Levels of Digital-Stewardship Assessment
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scan, a primary digital analysis, digital-collection mapping, and digital-asset
inventories.

The internal environmental scan generally focuses on institutional capac-
ity by examining the organization’s policies and governance structures,
including its leadership and management, overall staffing, and budgetary
allocation.!' An internal environmental scan begins by analyzing the orga-
nizational structure, the functional roles of programs, divisions, and units
as well as general policies, business processes, and high-level workflows.
In addition, an internal environmental scan includes an overview of exist-
ing information technology, tools, software, systems, and platforms.!? An
important component of an internal scan is analyzing the personnel assigned
to activities relating to digital-asset management with a special focus on
knowledge and skill level, as well as percentage of time and capacity that staff
members devote to digital stewardship. An approach to conceptualizing the
larger ecosystem may include analyzing the organizational chart and leader-
ship models to begin to map potential collaborations and cross-functional
workflows across the institution.” Stakeholder interviews are an important
component of an internal environmental scan as well. Interviews can assist
in identifying “pain points” or challenges relating to digital-content man-
agement . . . specific technology needs . . . resource requirements, and the
acquisition, distribution, access, and discovery paths for assets.

While the internal environmental scan serves as background information,
the primary digital analysis represents the composition of a large, complex
ecosystem from a bird’s-eye view. The primary analysis is not an inventory of
every format of every asset, but it should indicate the range of digital assets,
who manages the assets, and how they are used. The primary analysis facili-
tates high-level identification of assets, charts data sources, formats, and size,
as well as identifies current workflows. Representing a high-level assessment
of the ecosystem, the primary analysis categorizes born-digital and digitized
assets found across the institution into broad categories, which can be pre-
sented in a graphic visualization. While any of the categories within the digi-
tal analysis can incorporate many types of files, formats, rendering software,
relationships, and metadata, the analysis is meant to provide a springboard
for conversation and a logical starting point for discussing stewardship in
terms of identifiable groupings, organized around digital content, formats,
or functional workflows."* A graphic depiction of the record types and infra-
structure, as well as the operational and storage environments should also be
included in the primary analysis, which will aid later with collection map-
ping and the digital-asset inventory process.'
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With the primary analysis as a guide, collection mapping allows institu-
tions to delve into a deeper level of assessment by charting the consistency
of digital-asset management across the institution. Along with the primary
analysis, collection mapping can identify specific needs, challenges, com-
monalities, and strengths relative to each collection. While digital collec-
tions may need different assessment procedures and approaches, collection
mapping can help communicate the scope of the ecosystem with an eye
toward specific policy needs. Collection analysis can also help unearth
redundancies, as well as identify areas of overlap and gaps in workflows,
information systems, and resources.

Building on the primary analysis, collection mapping evaluates digital
assets based on their location, their subject content, and their specialized
formats in order to assess short- and long-term stewardship needs. Most
often, collection mapping focuses on “logical collections” grouped by subject,
function, custodian, or record creator. Mapping indicates the relationships
between collections, institutional departments, and components of informa-
tion systems. More specifically, collection mapping includes an analysis of
record creators and users and outlines the connection between those that
manage digital content and the information systems that create, host, pre-
serve, store, and provide access to digital assets. Mapping may also provide
a total information systems overview known as “a data or collections atlas”
with a complete list of information systems, storage locations, and functional
areas of the institution with correlated stewardship functions.!® Collection
mapping may also be used to gauge areas of collection growth that may lead
to recommendations for programmatic changes, targeted resource needs, or
support for the creation of new workflows or services.!’?

At the most granular level, inventories quantify digital assets for current
and future cost modeling and budgetary estimates. A digital-asset inventory
is a detailed listing that includes the subject content, format types, replica-
tion copies, storage locations, dates, and file size for each asset.'® The goal of
an inventory is to quantify digital assets, while at the same time documenting
the connections to associated collections as well as the overall primary analy-
sis. Most often, inventories start with surveying material through technical
appraisal to ascertain:

e organization of files through directory structures
e file size

e file format

e storage location

e creator, title, date, and description of content
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e software, hardware, and operating system used to manage the asset
e rights, permissions, and access restrictions for each asset

These inventories should also include digital content that resides on
legacy carriers such as floppy disks, hard drives, CD-ROMs, DVDs, and
flash drives. Reported as “legacy content,” inventories should differentiate
born-digital assets from digitized collections.!” Inventories should identify
sensitive information, personally identifiable information (PII), terms of use
and permissions, as well as assess the quality and appropriateness of associ-
ated metadata. Since inventories reveal the essential characteristics of each
asset, granular assessment is critical in identifying and prioritizing care for
high-value or high-risk assets as well as quantifying overall needs for the
development of cross-functional workflows with a focus on functional gaps
that currently exist in the institution.?

Assessment Models and Matrices

With multiple levels of the survey completed, digital-stewardship assess-
ment turns to data analysis with a focus on identifying practical ways to raise
operational readiness and build a prioritized recommendation list within the
context of reasonable resource levels. Once the data is gathered, there are
numerous frameworks and standards for evaluating digital stewardship assess-
ment data. The following frameworks, models, and assessment tools may be
helpful in data analysis and interpretation:

® The Open Archival Information System (OAIS) Reference Model
is a conceptual framework for any digital archives system or repository
that is dedicated to managing and preserving access to digital assets
over the long term. The OAIS reference model outlines the stages of
the digital-archive lifecycle in the context of a functional framework
that presents the main components and basic data workflows within
a digital preservation environment. The OAIS model also describes
roles and responsibilities, defines designated user communities, and syn-
thesizes the most essential digital stewardship activities, which cover
ingest, preservation planning, archival storage, data management,
administration, and access.?!

e The Trustworthy Repositories Audit and Certification Criteria and
Checklist (TRAC) (ISO 16363 and 14721) is based on the OAIS
reference model and provides a pathway to establish a recognized trust-
worthy digital repository through a checklist of audit and certification
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criteria. The checklist focuses on a digital repository’s capability of reli-
ably storing, migrating, and providing access to digital assets. TRAC
facilitates assessment with an in-depth checklist of over one hundred
requirements or criteria used by certified external auditors to measure
trusted digital repositories. Both OAIS and TRAC serve as a founda-
tion for sound stewardship practices by outlining standards-based cri-
teria to support DAME development while focusing on organizational
infrastructure, digital-object management, and technical infrastructure
and security.?

As a model to ascertain institutional readiness, the five stages of
the DPM Maturity Model include acknowledge, act, consolidate,
institutionalize, and externalize. Conceptualized at a high-level, this
framework relates to not only the technologies in use but also the
skills and resources needed to implement and develop a sustainable
infrastructure, workflows, and policies for a wide-ranging approach to
digital stewardship. This model can be helpful in communicating basic
elements of a service model to upper administrators who have little
to no knowledge of the technical or operational resources needed for
sustainable stewardship programs.

The Digital Curation Centre’s (DCC) Data Curation Lifecycle
Model represents core digital preservation and curation activities
through a model of sequential lifecycle actions that range from ingest
to appraisal to storage. The model is best used for building capacity and
skill sets relating to research data management, as it maps out the stages
of data curation and preservation throughout the research process. It is
useful in identifying gaps in current practices, ensuring the documenta-
tion of policies and procedures, and helping refine strategies for future
development.”

The National Digital Stewardship Alliance’s (NDSA) Levels of
Preservation is a matrix that addresses storage and geographic loca-
tion, file fixity and data integrity, information security, metadata,
and file formats along four spectrums. Preservation levels are based
on preservation actions in the following areas: data protection, data
assessment, data monitoring, and data repair. The NDSA’s levels of
preservation are critical for assessing the “operational readiness” of any
institution contemplating the implementation of a digital stewardship
strategy and in managing a cost-effective storage plan. The NDSA
Levels of Preservation Assessment Group has provided an assessment
tool intended to offer baseline scoring on five functional complemen-
tary components including storage, integrity, control, metadata, and
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content. Self-scoring allows institutions to set goals, allocate resources,
and advocate for digital stewardship among stakeholders and partners.?*
The Digital Preservation Capacity Maturity Model (DPCMM)
includes fifteen areas of performance, each of which derive from the
OAIS requirements. The model is organized around a series of baseline
activities used to measure performance in specific areas of digital stew-
ardship. The model assesses the following fourteen components: policy,
strategy, governance, collaboration, technical expertise, open source/
neutral formats, designated community, ingest, storage, device/media
renewal, integrity, security, metadata, and access. DPCMM provides a
score that ranges from one to five for each component, which allows
institutions to focus on areas of digital stewardship that best fit their
unique needs and resources.”

The CoreTrustSeal replaced the Data Seal of Approval (DSA) and
includes a self-assessment of sixteen guidelines. The framework is most
often used for the implementation, verification, and standardization
of the creation, storage, and use of research data. The requirements
reflect core characteristics of trustworthy data repositories and are
the culmination of cooperative efforts to harmonize data repository
certification.?

The Digital Preservation Coalition Rapid Assessment Model (DPC-
RAM) is a digital preservation maturity modeling tool that has been
designed to enable rapid benchmarking of an organization’s digital
stewardship capabilities. The DPC-RAM offers a straightforward assess-
ment bullet list for several “criteria levels” rather than a deep-dive
assessment closely associated with comprehensive certification tools.
Areas of assessment cover organizational viability, policy and strategy,
legal basis, IT capability, continuous improvement, and community.
Service capacities include acquisition, transfer, ingest, bitstream pres-
ervation, content preservation, metadata management, and discovery

and access.”’

The Digital Repository Audit Method Based in Risk Assessment
(DRAMBORA) is a self-audit process that measures institutional risk.
The toolkit was developed by the Digital Curation Centre (DCC)
and Digital Preservation Europe (DPE) to identify, assess, and manage
assets by coherently mapping critical preservation risks to the range of
resources, activities, and drivers that characterize an institution’s digital
stewardship efforts.?8
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Risk-Management Assessment

Broad principles of risk management have been a longstanding practice
for informing digital stewardship, because the active management of risk
is essential to preserve digital objects and to ensure their usability in the
future.”” As a result, digital-stewardship assessment should address how well
an institution:

® integrates digital preservation initiatives at the point of data creation

e uses open and well-documented standards and systems

¢ documents well-informed decisions

e uses nationally accepted metadata schemas

¢ documents an exit strategy for existing information systems, software,
and storage providers, including a migration plan

¢ documents a plan for the decommission and succession of information
systems®®

A digital-stewardship assessment report may include a risk profile, which
assists institutional stakeholders in understanding the implications associ-
ated with the mismanagement of digital assets. With a structured evaluative
approach, a risk profile may even include a ranked top-ten list of greatest
risks to digital assets, which may demonstrate the cost of inaction to institu-
tional stakeholders.’!

Unstructured Data, Total Cost of
Ownership, and Cost Modeling

One of the most beneficial elements of a digital-stewardship assessment is
an analysis of the scope and scale of unstructured data that exists within an
ecosystem. Decentralized information systems and unstructured data pose
some of the greatest obstacles for assessment, as the data may not have a
metadata schema and may not be part of a database or have a formal direc-
tory structure. Unstructured data, across the enterprise, may reside on shared
network drives, in legacy content archives, and in large caches of digital
media. Unstructured data may live on personal computers and external stor-
age devices, on laptops and tablets, within a Google suite, on PC hard drives,
within third-party systems, and within cloud-service providers. The chal-
lenges of unstructured data are exacerbated by rapid technology obsolescence
resulting in the inaccessibility of born-digital assets that reside on media
carriers ranging from DVDs to hard drives to flash drives.*? Digital and social

printed on 2/9/2023 6:16 PMvia . All use subject to https://ww.ebsco.conlterms-of-use



EBSCOhost -

Assessing the Digital Asset Management Ecosystem —~ 29

media represents another area of exponential growth of unstructured data
with its own associated costs relating to scale, size of data files, redundancy,
and lack of consistent metadata to aid in search and discovery.

The cost of managing unstructured data should be addressed as part of
any final assessment report. Archivists and records managers have long
recognized the total cost of ownership (TCO) for managing and preserving
unstructured data as a reoccurring financial commitment that encompasses
indirect and direct costs relating to historical and technical appraisal, meta-
data remediation, PII review, deduplication, bit-level preservation, and
storage costs. In assessing the digital-asset ecosystem, TCO can serve as a
beneficial framework that illustrates the continuity and long-term mainte-
nance of data as a perpetual cost that can be reduced and effectively managed
by a digital-stewardship service model with a centralized infrastructure and a
unified storage strategy at the enterprise level.}

In this sense, digital-stewardship assessment offers a unique opportunity
to model the costs associated with the lifecycle of digital content. In stark
contrast to analog and print-based collections, digital assets have ongoing
infrastructure and storage costs, which are often reevaluated on a three- to
five-year cycle and include associated costs for upgrades as well as the ongo-
ing costs of reengineering infrastructures.** Additional organizational vari-
ables for digital-stewardship cost modeling include:

e the capacity of the organization (leadership, equipment, knowledge,
and skills)

e the organization’s tolerance for risk

e the existing volume of assets calculated in total file number and asset
size

e the total cost for data migration and normalization over the course of
lifecycle management

e the anticipated growth and speed at which data is created or acquired

e the current storage capacities and future needs of the organization

e the specific access requirements that impact network speeds

¢ the scope and sophistication of the existing technical infrastructure

¢ the need for advanced staff training and funding for new positions

A further complicating factor to cost modeling for digital-stewardship initia-
tives relates to evolving cloud-storage services, which are often an additional
ongoing cost that must be drawn from an existing operational budget. In an
era of shrinking budgets, digital stewardship activities may suddenly appear
to cost an organization more, even though the long-term curatorial activities
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might be more cost-effective.”® Although an assessment may illustrate the
cost savings that occur with the centralization of a DAME, the analysis may
also recommend revenue incentives to offset the future cost of digital stew-
ardship at the enterprise level. Possible revenue streams may include:

e digital preservation-related endowments

e fees for services including storage, software, and consultations

e digitization on demand services

® access on demand services

® subscription, licensing, and reproduction fees

® acquisition budget integration

e centralizing stewardship cost as a result of a legal requirement or insti-
tutional mandate

Analysis and Prioritized Recommendations

An assessment report should offer a set of economically feasible recom-
mendations to support the development of a reliable and sustainable
digital-stewardship strategy.*® Based on the goals of the digital-stewardship
assessment, the analysis may include an evaluation of high-value, high-risk
digital content based on the collection mapping and asset inventories. In
addition, a file format analysis may determine the overlap and gaps between
preferred, acceptable, unacceptable, and unknown (or not implemented)
formats, which make up the entirety of the ecosystem. This analysis helps the
institution develop a strategy based on implementing levels of preservation
to address an estimated percentage of file formats that are at higher risk of
degradation or obsolescence. Finally, the analysis should include an overview
of information systems, tools, and software in use, with a specific focus on
their functionality, as well as how existing and recommended tools fit into
digital stewardship initiatives.*

Content and format analysis serve as a roadmap to guide institutional
priorities for actions as well as outline a plan to respond to immediate chal-
lenges and needs of the ecosystem. A priority list may be based on the value
of specific assets, the ease of workflow implementation, or the expense of
assets that require the most extensive investment. Collection or format
prioritization may include assessing the needs of the collection as a whole,
at the level of use or anticipated use, or based on the uniqueness of digi-
tal content.’® Finally, digital-asset prioritization should outline immediate
digital stewardship tasks that can be implemented, as well as inform future
acquisition decisions on the basis of long-term preservation requirements
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and associated costs. With the scope and scale of the current ecosystem in
mind, the assessment can lend credence to carefully weigh the value of future
digital acquisitions against the cost of storage, the current state of the assets,
the viability of the formats, the overall size of the collection, and its potential
for use and reuse.”

Assessment Report

It’s important to keep in mind that the final digital-stewardship assessment
report will be of interest to various institutional stakeholders and should
include an explanation of methodology and practice, a summary of data,
associated recommendations, the outline of a preliminary plan of action, a
prioritization list with a timeline, and a cost projection and recommended
cost model. Framed by the institutional mission and organizational initia-
tives, the final report offers clear objectives and goals, articulates the scope,
and outlines recommendations of the assessment that are tailored to the
realities of a given institution, its staffing levels, and budget constraints.
The report should provide a holistic overview of the organization in order
to understand the larger ecosystem, and outline the interrelated nature of
the risks to digital assets based on how the different categories and levels of
assessment interact with one another. The assessment should be understood
in the context of a given institution and its distinctive collections in order
to provide meaningful guidance that can be impactful and implemented
successfully.®

In order to guide the institution, the plan, outlined in a final assessment
report, should provide short-, medium-, and long-term recommendations
that an organization can take to improve digital stewardship. It should offer
practical ways to build operational readiness and articulate the scale of the
infrastructure needed to manage and sustain an ecosystem that ensures the
health and long-term accessibility of the entirety of digital assets within an
institution’s holdings. Finally, the assessment report should sketch out a
plan of action to address the identified risks, as well as an associated list of
prioritizations to indicate the level of importance for each action. Special
considerations should be given to permission rights and access requirements,
the quality of metadata, and the size of assets and related format types. The
assessment analysis lays the groundwork for what is to follow in terms of
resource development, as well as future approaches relating to collection
management, appraisal methodologies, workflows for accessioning and pro-
cessing, digital forensics, and digital preservation best practices including
format specifications and normalization guidelines.*!

printed on 2/9/2023 6:16 PMvia . All use subject to https://ww.ebsco.conlterms-of-use



EBSCOhost -

32~ Chapter Two

Sharing the assessment report broadly with members of the organization
is critical for digital-stewardship team-building. In these efforts, a commu-
nication plan may be helpful in framing conversations about the assessment
report with clear goals, objectives, and recommendations. The assessment
should acknowledge necessary collaborations with all levels of the organiza-
tion in order to mitigate fears of organizational change and allay any con-
cerns regarding future roles and work processes.# Framing assessment as an
iterative, continuous process is important in managing staff expectations, in
the context of changes in information technology, as well as evolving tools,
techniques, and approaches. Finally, as the ultimate collaborative endeavor,
digital stewardship requires periodic self-assessment and an openness for
internal feedback. Internal surveys, peer review, and external auditing
can measure work-related implications, and offer an outlet for suggesting
improvements, as well as acknowledging future challenges.®
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CHAPTER THREE

Digital Strategy

A Phased Approach to Building
Capacity and Capabilities

Ideally, digital-stewardship assessment informs an enterprise digital strategy
focused on the creation, management, and long-term accessibility of digital
assets. As a cornerstone of planning and sustainable development, digital
strategy connects the present, as defined by the digital-stewardship assess-
ment, with the future roadmap. Every library, archive, and museum should
have a digital strategy, regardless of its size or resource level, because digital
collections across GLAM institutions are growing at an exponential rate and
becoming more heterogenous, varied, dynamic, and distributed. Challenges
abound for GLAM institutions that are often overwhelmed by the thought
of managing the growing scope and size of digital assets in the context of
shrinking budgets. Due to the diversity and size of digital collections, an
institution needs a single vision for managing digital assets.

Many GLAM institutions lack digital leadership and, as a result, struggle
to fully articulate a clear digital strategy because the digital ecosystem is
dynamic and information technology is emergent and iterative, and change
management is often influenced by evolving organizational capacities.! In
many ways, a stewardship strategy is about digital leadership. In this context,
a digital strategy is not contained to one initiative or a yearly goal or a grant-
based project. Rather, a digital strategy is a continual process of adapting to
changing environments and technological innovations. With the end goal
of redefining the relevancy of GLAM sector services, a digital-stewardship
strategy outlines a phased approach to continuous assessment, alignment,
and realignment.?

35
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Digital Leadership

Given the urgency of what seems like a herculean task, many librarians,
archivists, and museum curators find themselves implementing digital stew-
ardship by a piecemeal approach or in pockets within an organization,
without having a firm grasp on how to sustain these initiatives given the
exponential growth of digital assets. As staff grapple with the challenges of
implementing good tenets of digital stewardship, many institutions expe-
rience a widening chasm between administrators and practitioners who
become discouraged by the lack of a unified approach between “what is
possible” and “what is doable.” Most archivists, librarians, and curators real-
ize that digital stewardship is not something an individual can do on their
own, but rather something that requires support at all levels, with significant
organizational realignment to address new hurdles relating to resource devel-
opment and expanding digital competencies among staff members who are
already working at capacity.

Given the widening gulf between practitioners and upper administration,
GLAM sector leaders must be able to articulate a digital-stewardship vision
that is guided by a strategic roadmap for purposeful and impactful uses of
technology. In his analysis of changing paradigms in higher education, Eric
Sheninger describes digital leadership as the ability to initiate sustainable
change in order to ready institutions to adapt and embrace needed shifts to
practice. Equally as important in the context of GLAM institutions, digital
leadership is critical in cultivating and leveraging existing strengths and set-
ting a course for adaptable shifts to digital-stewardship practices while antici-
pating future challenges. For digital leaders, a strategic mindset is essential
in leveraging available resources to improve the current state while antici-
pating the changes that will empower institutions to commit to purposeful
uses of technology. In many ways digital leadership is about advocating for
the realignment of existing resources with emerging technologies in order to
help institutions anticipate needs and establish direction in the context of
an everchanging digital landscape.’

In this context, a critical component of a digital strategy is building capac-
ity with a specific focus on budget and resource development. Resource-
allocation strategies may include budget restructuring in the areas of capital
investment, project funding, and the reallocation of operational funds. Capi-
tal investment, in the form of IT capital funds, ensure a stable infrastructure
that is agile and evolves with the changing digital landscape. Although
many GLAM institutions do not yet have capital campaigns focused on
digital infrastructure development, more and more institutions will need to
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refine and redirect fundraising initiatives that connect institutional digital
needs with the emerging tech sector as next-generation benefactors. Project
funding, in the form of grants, can assist in tool and workflow development
as well as training and building collection content. Grants and gifts should
focus on filling in workflow gaps and developing professional competencies
as opposed to major components of infrastructure, which may require signifi-
cant resources for reinvestment, upgrades, and further development to ensure
sustainability. Recurrent funding includes an increased allocation of opera-
tional capacity to maintain new digital services and ensure organizational
realignment, as well as support new areas of digital stewardship activities. In
addition to securing capital and project investments, recurrent funds may be
drawn from existing and new operational resources that emerge from institu-
tional reorganizations.*

For many GLAM institutions, a cohesive digital strategy involves a phased
restructuring of collection programs and IT departments in order to align
existing resources with the lifecycle management of digital collections. In
this context, digital strategy is implemented through a series of phased stages
that align and build-out existing resources over time and can be adapted and
changed, allowing institutions to “pivot” to react to changing resource levels
and technological advances. For most GLAM institutions, digital strategy
often encompasses the reconceptualization of traditional organizational
structures that have been in place since the mid-twentieth century and have
focused on the management of analog or print-based collections. Decon-
structing these collection management approaches begins with identifying
and understanding the changes that are required to manage digital assets,
as well as how these changes can be streamlined and consolidated as part
of a strategic approach to a digital-stewardship service model. In addition,
strategic digital development requires embracing outward facing approaches
that include gathering information from external sources, analyzing varied
approaches of allied professions, and monitoring institutional performance
in order to assess and identify specific areas for future action.’

Infrastructure Development and Modular Design

Central to any digital strategy is the investment in system infrastructure,
as it provides interoperable and scalable services with governance business
models to support the management and preservation of digital assets at an
enterprise level. Digital infrastructure will vary from institution to institu-
tion. However, for most GLAM institutions, digital ecosystems are based on
a distributed service architecture. Specifically, DAME development supports
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discrete collection-management roles, which are handled by a network of
interrelated applications, each one suited for the role it plays. In this context,
the infrastructure needs to be robust enough to manage the scope and scale
of a diverse digital-asset ecosystem but also flexible enough to accommodate
the needs of various stakeholders. It also should include secure centralized
storage, scalable networking, and an effective disaster-recovery plan.

Modular design is a critical component to digital infrastructure for GLAM
institutions. A digital strategy should include planning for system integra-
tion, which ensures the ease with which collection-management functions
and workflows can be linked or coordinated with other systems along a spec-
trum of applications that is broad and diverse.” Content and system integra-
tion include enterprise services that provide a set of core capabilities that
institutions can leverage across many applications. Core content manage-
ment capabilities form the foundation for a new generation of digital-asset
management applications that are built on a top layer content-management
framework, rather than built from the ground up as standalone applications.
Modularity of design and system integration facilitates sharing metadata,
unified search and retrieval, ease of moving assets across secured networks,
and ensuring granularity of access and permission controls.’

Enterprise infrastructures may include digital assets management (DAM)
or media asset management (MAM) systems, which exclusively deal with
rich media and centralized graphic assets. A content management system or a
document management system may steward administrative records and insti-
tutional data but may also include image and multimedia files. Collection-
management systems and digital-preservation systems comprise the core
functionality of descriptive metadata management and comprehensive envi-
ronments for ensuring the long-term access, health, and preservation of digi-
tal assets. Most open-source and commercial DAMs, collection-management
systems, and digital-preservation systems are highly scalable and capable of
integration and synchronization to support an approach to a microservices
infrastructure for a complex and varied ecosystem.’

Central to infrastructure development is the ability of any system to
exchange data with other systems, using different hardware and software
platforms, and data structures and interfaces.!® This interoperability maxi-
mizes efficiencies by enforcing data standards, normalizing inconsisten-
cies, and consolidating data streams for ease in searchability.!! Central to
interoperability are application programming interfaces (APIs), which are
protocols or a set of rules governing the format of data exchange between
applications. For most web and cloud-based services, APl management
involves exposing business functions through application programming

printed on 2/9/2023 6:16 PMvia . All use subject to https://ww.ebsco.conlterms-of-use



EBSCOhost -

Digital Strategy —~ 39

interfaces and integrating systems through cross-channel service virtualiza-
tion using API gateways.!? In addition, system management is reliant on
the implementation of authentication protocols and access controls. With
enterprise content management, authentication services can control access
privileges, designate what users can see and what they can do with assets, as
well as enable administrators to leverage access control or permission lists.
In addition, two-way authentication protocols provide a single point of entry
to mediate user access to a system, as well as mitigate the need for users to
maintain separate logins for a number of applications.!’

As GLAM institutions contemplate “building out” an interoperable
infrastructure, DAME development should also provide a set of scalable
general-purpose services accessible to varied organizational units, multiple
repositories, and operating environments. Planning for a distributed, scal-
able solution architecture is critical for handling anticipated growth of
digital assets over time.!* In this context, scalability refers to the potential
of a system to expand, as needed, based on the scope and scale of the eco-
system, which can range from an increased number of digital assets to the
growth in the size of assets to the varied types or formats of assets.”” Scal-
ability is reliant on a distributed architecture that anticipates a high volume
of assets, created and accessed by stakeholders, who are geographically
distributed and work in different functional areas. Specifically, scale takes
into consideration the number of units and end users that the system will
serve, the volume of assets and transactions, and the diversity of data types
and applications.'®

To address the resources needed for building a scalable infrastructure,
a digital strategy should include planning for the alignment between IT
departments and collection-management staff, who work together to effect
organizational change. In this context, digital strategy should encompass a
set of actions that not only align digital-asset stewardship and IT resource
management but also underscore the interrelatedness between collection-
management processes and 1T infrastructure, which ultimately strengthens
the value of strategy-resource alignment necessary for sustainable approaches
to institution-wide digital-asset management. In this context, digital strategy
is implemented through a series of digital-stewardship processes that occur
overtime and can be adapted, changed, scaled up, or scaled down."”

A major obstacle in realizing this vision has been the traditional position-
ing of IT departments or units in distinct clusters, either within or outside
GLAM institutions. In this context, an IT department’s primary role is
implementing and maintaining information technology infrastructure, soft-
ware, and storage architecture with less of a focus on strategic planning as
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it relates to digital content management. A digital strategy should explicitly
recognize the embeddedness of IT throughout the organization and plan for
their expanded role in identifying opportunities for the implementation of
emerging technologies as part of a digital-stewardship service model.'® In
other words, a digital strategy should facilitate multifunctional, simultaneous
development and reconfiguration of IT resources across multiple digital-
stewardship management processes."

When building a framework for enterprise digital-asset management, the
blurring distinction between collection management and IT departments
often leads to the fusion between the areas.” At a very high level, a digital
strategy should solidify principles that apply to all digital collections. A
digital strategy often begins with infrastructure development, technology
funding, and a long-term institutional commitment to the principles of
good digital stewardship, but much of the work of implementing the strategy
focuses on calibrating actions to mobilize IT resources to leverage technol-
ogy across multiple organizational components in the area of collection
management.’! Elements of the convergence of IT and collection manage-
ment include leveraging a minimal level of description for digital assets;
prioritizing the scope and scale of the digitization of analog content; careful
consideration of the acquisition of born-digital content; a commitment to
accessibility, discovery, usability, and reusability of digital assets; shared
responsibility of digital-rights management; as well as embracing innovative
approaches to digital-collections sustainability.?

Advancing New Organizational Program Models

In addition to a greater investment in digital infrastructure, new collab-
orative organizational structures are emerging as libraries, museums, and
archives confront the challenge of building digital capacities and capabilities
with existing resources. Organizational challenges include a lack of expertise
and knowledge gaps, organizational inertia, and technology dependency, as
well as addressing cultural change that requires staff to navigate the conti-
nuity of existing processes with new workflows, resources, and technology.
Reframing an institutional mission around a holistic digital-stewardship
model often requires a reconceptualization of organizational structures and
program models that intentionally reconfigure the resource base while put-
ting existing resources to new uses.”’ As libraries, archives, and museums
contemplate an enterprise digital strategy for a growing number of digitized
surrogates, born-digital assets, and research data, institutions understand that
these expanding needs can only be met by more flexible approaches to work,
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as well as organizational agility undertaken through job redesign, training,
and reorganization. These new organizational structures also accompany new
leadership frameworks in response to changing service models, advances in
information technology, and the need for active and systematic collabora-
tions both within and outside the organization. For most GLAM institutions,
this new framework for digital leadership should empower administrators to
articulate an accessible, comprehensive strategy that can be shared broadly,
complete with a vision that advocates for digital empowerment throughout
the organization. 2

For GLAM leadership, a digital strategy begins with aligning digital
stewardship as a core service that encompasses functional responsibilities
that extend more comprehensively to collection management of a full
range of cultural heritage and research assets. While a great number of
librarians, archivists, and curators understand that GLAM institutions are
managing more digital collections, there are still a number of GLAM staff
members who believe that digital stewardship is “in addition to” the core
services of selecting, acquiring, and cataloging analog collections.” In this
context, librarians, archivists, and curators need to evolve their collection-
management practices, which are grounded in managing traditional analog
content, and, instead, develop new capabilities to manage new forms of
scholarship, cultural artifacts, distinctive primary source material, and
research data.?®

A critical first step to this vision begins with embracing organizational
structures that promote more intentional function-based digital services
that minimize collection and service silos. To successfully achieve this new
collection-management service model, many libraries, museums and archives
are aligning subject curatorial and distinctive collections staff and services
more holistically into larger digital initiatives and organizational structures.
These new organizational models are framed by programmatic structures
that support blended positions, cross-functional workflows, distinctive col-
lections teams, and digital project management, as well as integrated digital
collections management. These organizational refinements, in the area of
distinctive collections, are changing the collection landscape for GLAM
institutions with the goal of accommodating access and discovery at scale,
ushering in new service models for print and analog-based collections, and
supporting the “surfacing” or mainstreaming of local, unique, and distinctive

collections for broader audiences.”’
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From Subject Curators to Functional Specialists

Central to these organizational changes within GLAM institutions is a grad-
ual shift from subject curatorial-based roles to more functional-based posi-
tions with a focus on mainstreaming distinctive collections. As information
technology reshapes the approach to digital stewardship as well as collection
use, there is a greater urgency to deconstruct traditional parameters that
have distinguished distinctive and unique collections and services into siloed
collection spaces. With these changes, archivists, librarians, and museum
curators have had to reexamine longstanding assumptions relating to collec-
tion care, which has been grounded in traditional education and professional
training, long-held organizational structures, and mid-century approaches to
collection-management and research services, as well as in the contours of
GLAM professional history and work culture.

Historically, distinctive collections have tended to be highly independent
organizational units because the nature of specialized materials require a
close mediation that is guided by subject expertise within a curatorial-based
organizational structure that situates and fortifies institutional knowledge of
collections within a unit and, more specifically, with one person. Addition-
ally, subject-based curatorial responsibilities often focus on the physicality of
collection care and analog preservation. For many special collections, muse-
ums, and archives, subject-based positions focus on highlighting the special
expertise required in not only servicing collections in physical reading rooms
but also for the collection management of unique primary sources, which
are housed and managed in environmentally controlled, secure collection
spaces. In this context, a curator’s focus is inward—the physical steward-
ship of collections as well as honing a subject specialization based on highly
mediated encounters in physical spaces. Increasingly, the need for subject
specializations within libraries, museums, and archives is being met by dis-
tinctive collection teams with a technical functional-base expertise framed
by principles of digital stewardship.?®

In recent years, academic libraries, in particular, have seen similar par-
allel transformations with subject selectors’ roles. As a result, libraries are
moving away from a collection development liaison model in favor of more
functional-related positions focusing on research and engagement, metadata
management, and the widening umbrella of “digital initiatives.” This shift
reflects the academic liaison’s ever-broadening range of duties, including
proficiencies with emerging digital literacies, course-embedded research
support, individual research consultations, data management, and digital
humanities specializations. This shift also requires greater flexibility to allow
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the institution to “pivot” with the evolving needs of the institution’s users.
The rise of functional-based positions represents the need for a more sustain-
able approach to organizational development that enables agility in person-
nel resources and a broader view of collection management that incorporates
digital strategies and stewardship activities early in the lifecycle management
of digital assets. This functional-based model also requires new skill develop-
ment at unit and program levels, as collection librarians, museum curators,
and archivists move away from position descriptions focused solely on subject
expertise and toward specialized areas that highlight functional knowledge
and technical and digital expertise.?’

In addition, an emphasis on blended positions is an important means in
building an institutional culture that emphasizes versatility, collaborations,
and collective problem-solving in the area of digital collections management.
Blended positions require librarians, museum curators, and archivists to tap
into their abilities to see connections and relate across areas of expertise to
more effectively engage functionally throughout the institution. By fostering
an integrative approach to digital work that extends beyond departmental
borders, special collections librarians, archivists, and museum curators can
share outward-facing strategies for “inviting in” functional specialists to work
with and expand the reach of distinctive collections beyond the physical
confines of in-house reading rooms and exhibit spaces.

Distinctive Collection Teams: A New Leadership Framework

In addition to crafting new, functional-based positions, integrating existing
faculty and staff into cross-functional teams also reinforces a collaborative
model for digital stewardship across libraries, archives, and museums. More
specifically, the growing emphasis on digital-project management has been
the impetus for a new leadership framework for the GLAM sector that
empowers “distinctive collection teams” to facilitate collaborative problem-
solving. For those who do not have the resources for dedicated digital-project
managers, integrated team building fosters opportunities for librarians, cura-
tors, and archivists to work on content selection with acquisition librarians
and museum curators, as well as to expand their sense of existing collection
strengths more holistically as they work with faculty and staff who specialize
in scholarly communication, metadata creation, data curation, digitization
services, and digital scholarship. In addition to encouraging more collab-
orative organizational structures, opportunities to strengthen digital-project
management offer libraries, archives, and museums important opportunities
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to foster professional development of staff, especially as it relates to building
out digital-stewardship capacity and capabilities.*

Distinctive collection teams can also work on digital-collection develop-
ment policies to guide acquisition of digital content, which is an essential
component of good digital stewardship. A collection policy defines the
scope of collecting responsibilities, assists in integrating digital curation
in early lifecycle management of digital assets, and defines the set of digi-
tal assets for which GLAM institutions will assume long-term curatorial
responsibility. In addition to defining appropriate levels of responsibilities
for preservation and access, digital-collection development policies should
also outline digital content of only temporary value as well as digital assets
hosted for access purposes only. Closely associated with defining the scope
of digital collections, policies should address roles, responsibilities, and
workflows, as well as the contours of asset deposit, submission agreements,
donor contracts and gift agreements, and purchased acquisitions. A sepa-
rate section should be devoted to licensed resources focusing on access and
preservation responsibilities that may range from perpetual access clauses to
shared custody agreements that address lifecycle costs and stipulate who is
responsible for preserving assets after the dissolution of licensing contracts.
A digital-collection development policy should cover agreements with com-
mercial service providers specifically outlining digital-preservation specifica-
tions and storage and access requirements. In addition, the policy may need
to reference cooperative agreements for distributed collecting and include
submission guidelines for research data-management purposes. Finally,
digital-collection development policies should address the contours for web
archiving, specifically clarifying the scope of collecting initiatives as well as
the rights to collect copies of U.S.-based and international websites under
the copyright deposit law.>!

Professional Development as Organizational Realignment

Leveraging professional development is essential in expanding digital exper-
tise across the organization and a critical component of a digital strategy. For
the GLAM sector, the challenge of responding to organizational change is
that the roles and responsibilities of librarians, curators, and archivists are
constantly evolving. As such, the faculty and staff of GLAM institutions
have to be “change ready”—open, adaptable, and flexible. For many insti-
tutions, expertise with the lifecycle management of digital assets represent
new skills for most librarians, archivists, and curators. In order to expand
these skill sets, professional development is critical to support new technical
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competencies and workforce agility in managing digital assets at an enter-
prise level.

With a focus on expanding digital competencies, digital leadership
should advocate for professional development opportunities as an important
strategic investment that fosters the necessary skills related to the work of
digital stewardship, including the management of digital-preservation envi-
ronments, as well as the design and development of information systems,
infrastructure, and storage architecture.”> Professional development may
range from reviewing and rewriting existing job descriptions to providing
continuing professional development funds to accommodating changing
roles that encourage more creative and innovative outlets for professional
growth. Onsite workshops, certification programs, webinars, learning mod-
ules, continuing education programs, and personalized learning pathways
offer opportunities to raise technical competencies. **

As the digital environment becomes more complex, functional-based
skills in the areas of digital curation will be essential as GLAM staff engage
in managing a diverse range of digital assets. In order to ensure breadth and
depth in digital expertise, GLAM institutions may want to provide multiple
levels of professional development that range from fostering a common foun-
dational understanding of digital stewardship to focusing on advancing skills
needed to support system-thinking and organization gaps identified as part of
a digital-stewardship assessment. At a basic level, professional development
opportunities should have a cross-functional approach to address the broad
collective challenges faced by entire staffs of GLAM institutions. This will
enable a culture of digital advocacy with a common vocabulary. At a more
in-depth level, opportunities for digital practitioners should encompass roles
that support patterns of thinking and working with data, information, arti-
facts, and infrastructures that exist in a shifting landscape of ever-changing
job profiles and career paths. Building practical skills through certificate
programs and continuing education is essential to develop competencies
that help institutions build digital capacity. Opportunities aimed at digital
stewards, or those practitioners who will be engaging in digital curation and
preservation work, should encompass the greatest percentage of professional
organizational funds and focus on advanced skills as needed for the perfor-
mance of a wide range of digital-stewardship duties necessary to support
integrative workflows.

The long-term success of digital stewardship depends not only on foster-
ing new talent but also on recruiting emerging professionals from outside
and within an institution for new leadership positions. Nurturing next-
generation digital leadership is a critical component of a digital strategy
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Digital *Basic skill sets

=Focus on a shared vocabulary and an understanding of
digital stewardship services and activities

Ad VD Cate S =10% of total professional development funds

D ig ita | sIntermediary to specialized skill sets

#Focus on the transformation of staff into digital
practitioners

Stewa rd S *75% of total professional development funds

D ig Ita | *Highly specialized skill sets

+*Focus on digital empowerment, strategy, and next-
generation solutions

E n a b | e rS =15% of total professional development funds

Figure 3.1. Levels of Professional Development to Enhance Digital-Stewardship
Capacity

and essential to organizational innovation. These leaders serve as “digital
enablers” whose roles encompass assessing, deploying, and training others
in existing technologies, as well as recommending emerging technologies
to expand DAME development. Digital enablers address perhaps the big-
gest challenge for the GLAM sector by repositioning staffs to think beyond
core services to preserving a diverse ecosystem of data, made meaningful in
a variety of contexts and accessible through unified discovery platforms for
use in virtual learning and public engagement environments. At the most
advanced level of professional development, digital enablers, who work on
designing the digital assessment management ecosystem, should have oppor-
tunities to build their operational knowledge of organizational culture as well
as an understanding of how to connect with communities of data creators
and users in order to serve the critical need of establishing organizational
building blocks for sustainable digital stewardship.**

It is important to note that a digital strategy is not a top-down mandate
nor does it lend itself to “a one-size-fits-all solution.” It is not about reorga-
nization as much as it is about realignment of information technology, col-
lections management, and professional development with the distinct needs
of an institution’s collections and the scope and scale of available resources.
Digital-stewardship approaches should be determined by open discussions
around shared policies, shared values and practices, a culture of continu-
ous improvement, and foresight planning based on collection growth and
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collaborative funding approaches. As most libraries, archives, and museums
face slimmed-down budgets and fewer personnel as a result of early retire-
ments, a digital strategy is a framework to reconceptualize, regroup, and
rearticulate the most efficient ways to accomplish a holistic approach to
digital stewardship with a focus on intentional decisions that serve to foster
leadership development, strategic innovation, reallocation of resources, and
staff support.
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CHAPTER FOUR

Integrative Collections Management

Streamlining Digital Stewardship

For GLAM institutions, a digital strategy outlines the roadmap for integrative
collection-management policies and cross-functional curatorial activities.
Framed by a digital-stewardship assessment, an enterprise strategy should fos-
ter collaborative approaches to content creation and collections management
that facilitate cost-effective and sustainable workflows. In many ways, these
changing approaches to collections management serve as defining moments
for the GLAM sector to accelerate their own transformation through collab-
orative action and innovative services. The challenge for many institutions
in realizing this service model is that GLAM organizational structures and
collections-management approaches have not always been able to adjust
to changing expectations around the accessibility and universal discovery
of digital assets at an enterprise level. The key to libraries’, museums’, and
archives’ future work will be how quickly they can reorientate workflows to
accommodate a much more refined definition of “digital-collections manage-
ment” in order to facilitate pathways to multiply delivery platforms that will
meet the evolving needs of broad user communities.!

Convergence of IT and Collections
Management in DAME Development

One of the main challenges that has led libraries, museums, and archives to
turn toward more integrated collections management is a result of society’s
ability to generate data. With the exponential growth of digital assets, data
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production has outpaced the ability of libraries, archives, and museums to
make optimal use of these assets for knowledge discovery, research, and
public engagement. In addition to the sheer volume, and often redundant
nature of born-digital materials, ownership and responsibility to care for
digital assets is often vague due to a lack of digital-rights management. Other
challenges include the heterogeneity of assets, particularly of legacy formats,
the increased complexity relating to documenting the provenance and con-
text of these assets through associated descriptive metadata, as well as the
proliferation of dynamic files with multiple components, which may make it
difficult to accurately render the content in aggregate over time. More often,
archivists, museum curators, and librarians are confronted by increasing
scale of large files that stress the existing technological infrastructure due to
requirements for faster processing speeds and higher bandwidth network con-
nections to move files. In addition, GLAM institutions are contemplating
the budgetary challanges of increased storage needs to manage the replica-
tion of multiple files as part of digital-preservation workflows.?

To address these challenges, the conceptual model of holistic digital
stewardship fosters the convergence of collections-management units and [T
departments whose close collaborations reinforce the connection between
system design and the use and reuse of research data, digital collections, and
cultural heritage assets. Guided by tenets of digital stewardship, IT depart-
ments and GLAM units share the responsibilities of managing hardware
and software, evaluating and implementing digital-collections management
through “software as a service” solutions and cloud computing, and sharing
the benefits of applications that are hosted by proprietary services, which
allow IT professionals time to devote to DAME development initiatives that
are unique to the needs of the institution. In this context, the convergence
of IT and GLAM stewardship units facilitates the entire spectrum of digital-
stewardship activities and merges museum, archives, and library collection-
management functions relating to acquisitions, processing, cataloging, and
preservation services. Due to the diverse range of assets, these partnerships
also support metadata and rights management, as well as the development of
cross-functional workflows in order to maximize efficiencies at an enterprise
level.®> As outlined in chapter 1, the concept of a DAME evolved as a result
of the need for integrative solutions to streamline the access and preserva-
tion of a myriad of digital assets created, managed, and maintained by siloed
units, departments, and programs within the same institution. Integrated
collections management is central to the development of the DAME as it
consolidates these digital assets from various enterprise sources into a unified
information architecture.*
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In this context, collaborations between IT and collections-management
units promote more unified approaches to DAME development, where
digital-stewardship activities occur early in the lifecycle management of digi-
tal assets. In addition, a DAME often promotes unmediated or self-service
deposit models, facilitates unified discovery, and secures content through
defined authentication protocols and authorized permission roles, as well
as ensures the management of content in a normalized, structured format
so that assets are accessible across various applications and services. Finally,
a DAME leverages technology to enable collections-management teams to
collaborate, create, manage, curate, deliver, and archive digital assets. And
it drives changes to organizational models and programmatic work structures
that facilitate cross-functional workflows with the purpose of distributing and
storing digital assets in a centrally managed infrastructure.®

[t is important to note that a DAME is not one tool or one discrete system
but rather multiple tools, software components, and storage architecture and
services that are combined to perform active management and end-to-end
digital-stewardship processes.® In order to accommodate the convergence of
data, the DAME allows institutions to cease to think about their collections
as discrete digital objects and, instead, requires the management of digital
assets in a defined ecosystem. This reconceptualization is important because
it implies a larger investment in digital stewardship with the recognition that
long-term value of assets resides in the ability to promote universal discovery
and reuse of digital collections for broader user communities.’

A Unified Approach to Digital Preservation
and Early Intervention

Central to integrated collections management is a unified approach to
digital preservation that enables responsible digital stewardship across the
organization while aligning tool selection and infrastructure development
with the overall digital strategy. Rather than focusing on collections-
management rules and curatorial oversight and decision-making, a sound
digital-preservation policy provides a structure for “organizational thinking”
on ways to embed digital stewardship and integrated collections management
across the institution.® Successful digital preservation cannot be accom-
plished by a single individual or even a single department. It requires a series
of managed activities encompassing more integrated technical and curatorial
workflows. Requiring a high level of cooperation across departments and
functional roles, unified digital-preservation services are reliant on standard-
ized workflows that facilitate the “packaging” of metadata with the digital
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object as well as automated storage pathways that enable geographically
diverse distribution of digital assets in closely monitored digital-preservation
storage environments.

Strategies for unified digital preservation include providing appraisal guid-
ance for asset creators, gaining physical and intellectual control over current
holdings, and conducting ongoing risk assessment, specifically as it relates to
preservation format sustainability. Additionally, a scalable, flexible architec-
ture, a greater focus on automation in the processing of digital collections,
and the adoption of microservices associated with digital-preservation sys-
tems are important foundational components for more unified approaches to
digital preservation.’ By transforming files into sustainable preservation for-
mats and maintaining usable access derivatives, unified digital-preservation
workflows protect the authenticity, integrity, and usability of digital assets.
At the same time, these workflows standardize digital-stewardship practices
by documenting collections-management decision points and encouraging
transparency and shared authority for the centralized management of digital
assets across the institution.®

Integrated Collections Management Defined

In the context of integrated collections management, a variety of units
share the work of stewarding digital collections. Ideally, these teams are
operationally integrated throughout the organization, working together to
pursue common goals and outcomes to ensure broad accessibility of digital
assets while establishing sustainable digital-stewardship environments that
situate long-term management of digital collections at an enterprise level. In
order to meet the challenges of streamlining and surfacing distinctive digital
collections, multimedia assets, and research data, integrated collections man-
agement requires the adoption of an enterprise digital strategy that serves to
refine cross-functional workflows within new organizational structures, as
well as creates overarching policies and conceptual models around a range of
tools, software, and information systems that support the institution’s larger
DAME.!" |n addition, integrated collections management facilitates the con-
solidation of technical services and IT silos in order to reduce redundancies
and streamline acquisitions, processing, and cataloging activities with other
units in the organization.!?

As the information landscape changes, librarians, archivists, and museum
curators are central to the implementation of new digital practices with more
integrative collections-management approaches in mind. For example, as in-
house digital initiatives have grown in size and scope, librarians in technical
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services have assessed the workflows and traditional staffing models that were
previously dedicated to maintaining print collections, specifically mono-
graph cataloging, and instead have focused on the integration of archival and
distinctive collections, research datasets, e-resources, rich media, and born-
digital materials into libraries’ collections-management policies and work-
flows. Additional examples of integrative collections management include:

e the realignment of museum registration and archival accessioning and
processing with library acquisitions and cataloging

e the creation of cross-functional collections-management and technical
service workflows that include expansive metadata services and reme-
diation projects

e the repositioning of monograph catalogers in the areas of finding aid
production, archival processing, and pre-ingest/ingest workflows for
digital collections

e the creation of cross-functional digitization workflows with “value-
added” distributed metadata services that encompass the staff of special
collections, university archives, technical services, museum registra-
tion, and collection development

e the downsizing of analog archival processing units for born-digital pro-
cessing workstations located throughout collections-management areas

e the integration of expediated technical appraisal methodologies as part
of pre-ingest workflows for a range of digital content

e a greater focus on the integration of “digitization on demand” for all
print and analog collections with “curation-ready” digital-preservation
workflows and unified discovery paths

e the integration of collection development with teaching and learning
units

e the integration of reference and research public service points for dis-
tinctive collections through a central, virtual reading room

e the consolidation of collection space for distinctive collections in order
to position GLAM institutions for cooperative collecting and collab-
orative collection efforts on a national and international level

Although these areas of consolidation may differ from institution to insti-
tution, integrative collections management is an essential component of a
sustainable digital strategy because it brings together the work of librarians,
curators, and archivists across divisions and institutions into more central
points of engagement for the collection care and unified preservation of
unique digital assets.
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Cross-Functional Workflows and “Curation-Ready” Assets

In the context of a digital-stewardship framework, workflow development
is critical to ensure early intervention in the lifecycle management of digi-
tal assets. Workflow development also enables standard approaches to the
submission, ingest, and management of digital assets, which is essential for
cost-effective approaches to preserving and facilitating discovery to diverse
digital content.”* Most importantly, effective workflows connect the work
of GLAM staff to DAME development in order to enhance the quality of
metadata, reduce costs for capture and ingest, and mitigate redundancies
in stewardship processes and storage locations. Cross-functional workflows
serve to unify several different information systems as well as units, pro-
grams, and individuals who may have worked separately from each other.'
In addition, the design of a modular-based DAME facilitates the transition
of siloed data-management approaches to a more open, networked infra-
structure that may facilitate the automation of workflows when appropriate.
The design and implementation of integrated, cross-functional workflows

should be:

e responsive to collection needs. Workflow development should balance the
needs of unique collections with standardized work processes. Ideally,
collections-management workflows should articulate the long-term
value of assets, avoid duplication of services, ensure accountability of
stewardship activities, and encourage a shared understanding and con-
sensus around collection care and management."

e role-based. A term often used by IT professionals, a “role” refers to a
class of users who perform a specific type of work task. Most often, roles
designate work tasks to specific units and outline how units and people
fit into workflows. It is important to note that roles within workflows
should remain stable even as individuals’ positions may change.

e flexible. Workflows should not only accommodate the unique needs of a
range of digital assets within an ecosystem but should also be adaptable
to changing contexts and resource levels. At the same time, workflows
should also be flexible and scalable, allowing GLAM staff to embrace
new technologies and tools as they become available.

e transparent. Workflows should be well-documented and in-action,
allowing all users to know when an asset moves from one stage to the
next. Workflows should specify where information goes, what form it
takes, and who performs each task.
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e commensurate with resources. Workflows should match available
resources and allow for appropriate scoping and scaling as an institu-
tion “builds out” capacity.

e cfficient. Workflows should be based on an analysis of both the busi-
ness processes that an institution wants to streamline and the current
resources available to accomplish the work. Good workflows should
help facilitate digital-stewardship activities. If workflows increase proj-
ect queues and hinder work from being accomplished, it most likely
means that the workflows are not aligned with available resources.

o standards-based. Workflows should reflect formal and informal best
practices agreed upon by professional organizations or local commu-
nities of practice. Standards are essential in maintaining a level of
common practice that ensures quality or consistency of work-based
processes.

e secure. Workflows should be framed by two-way authentication and
permission management in order to ensure data integrity as well as
compliance with information security standards relating to access, han-
dling, transfer, and storage of digital assets.

® measurable. Workflows should generate measures to analyze their
effectiveness.!®

These workflow principles assist in leveraging information systems and
tools to enable accuracy, sematic persistence, responsible stewardship, and

Responsive to
Collection Role-Based Flexible
Needs

Commensurate

with Resources Efficient

Transparent

Standards-

Brcad Measurable

Figure 4.1. Considerations for Designing Cross-functional Workflows
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accountability in managing digital assets at an enterprise level. Collections-
management workflows, with designated roles and responsibilities, ensure
data integrity with due attention to information governance, as well as secu-
rity and access protocols. Finally, workflow development recognizes collec-
tion needs and associated processes that ensure certain crucial categories of
assets are managed consistently across the organization. Carefully designed,
cross-functional workflows and collaborative stewardship services, which
may include integrated, shared, cloud-based work spaces, are essential in
ensuring complete, meaningful, and useful assets over time.!”

From Analog Archival Processing to Strategic Mass Digitization

In order to create cross-functional workflows, archivists, librarians, and cura-
tors have had to be more strategic in reevaluating traditional methods and
approaches to collection care and management. Nowhere is this more impor-
tant than in the area of analog archival processing. Historically, arrange-
ment and description encompasses all the activities related to stewardship of
analog archival content including maintaining context, ensuring appropriate
care and continued access over time, as well as creating descriptive metadata
in the form of finding aids and machine-readable catalog (MARC) records.
Arrangement and description has long been the primary method of facilitat-
ing access to special collections and archives, and the professional method-
ologies that guide this work are grounded in history and historic precedent
dating back to the French Revolution.

For most of the twentieth century, traditional archival processing was
guided by the same three basic principles: provenance, collection-level
control, and original order. Although these archival principles had provided
archivists with a consistent, thorough, and thoughtful approach to servicing
collections, these principles did not always give libraries and archives clear
methods of developing sustainable collections-management programs. As a
result, by the end of the twentieth century, most distinctive collections faced
massive backlogs of unprocessed materials. While researchers could easily
access processed collections, they often had no idea that unprocessed collec-
tions existed or were barred from using unprocessed collections for security
reasons. In addition, due to institutional turnover, some archivists were not
aware of the nature or historical significance of collections that languished
in their backlog.

At the beginning of the twenty-first century it was clear that a new way
of thinking about archival processing was needed. In 2004, Mark Greene and
Dennis Meissner offered a radical solution in their article “More Product,
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Less Process: Revamping Traditional Processing.” This article was influential
and thought-provoking because it caused archivists to recalibrate practices to
meet twenty-first century processing challenges by offering new approaches
and suggestions for more proactive arrangement and description practices to
meet the varying needs of diverse analog collections. In addition to calling
for more flexible concepts and approaches, the authors argued that process-
ing goals should be “user-centered.” They also outlined the challenges, given
limited resources, of traditional detailed arrangement and description and
argued that processing archivists have been largely hindered by impracti-
cal and rigid standards established and maintained by their own profession.
Greene and Meissner’s method, often referred to as “MPLP,” after the article
title, or “minimal processing,” advocated that archives simplify processing
collections at what they referred to as the “golden minimum.” Since the
publication of this article, archives and special collections have been strate-
gically employing MPLP in their archival and special collections programs.
And by way, these guidelines have empowered archivists to evaluate specific
needs of each analog collection and make a series of sound professional deci-
sions to promote a level of processing appropriate to each collection.

MPLP gave way to extensible processing, which included the use and
reuse of descriptive metadata gathered during the assessment of unprocessed
collections, the repurposing of accession data to create baseline collection
descriptions for online discovery, and the large-scale or on-demand digitiza-
tion of archival content as part of an archival processing plan. Outcomes and
metrics that have been derived as part of extensible processing have allowed
archivists the ability to integrate digitization assessment early in the lifecycle
management of distinctive collections. For processing managers, MPLP and
extensible processing have been important tools in developing more strate-
gic approaches to setting priorities, restructuring workflows, and developing
more robust accessioning programs, as well as significantly reducing analog
archival processing backlogs.!®

With the greater emphasis on integrated collections management,
archives, libraries, and museums have continued to consolidate distinctive
collection silos in order to reduce redundancies and streamline acquisitions,
description, and processing activities with other units across the institution.
In this context, key elements of integrative collections management include
the reduction of staffing in large analog processing units and the realignment
of archival accessioning and appraisal methodologies with library acquisition
and metadata services in order to create cross-functional workflows with
valued-added distributed metadata and unified digital preservation services
for both digitized and born-digital content.
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Selecting a Digitization Path

In the context of integrated collections management, digitization paths
may encompass in-house digitization, outsourced digitization, or a combina-
tion of both. Selecting a digitization path is a critical component of digital
collections management that can have significant implications for digital-
stewardship service models and resource levels. As a growing component
of GLAM ecosystems, digitization projects can encompass a wide array
of analog formats and, as such, can be the impetus for building expertise,
digital-stewardship workflows, and DAME infrastructure over time. Most
GLAM institutions will have varied capacity for in-house digitization proj-
ects while strategically outsourcing digitization when appropriate. Before
considering the digitization path, institutions should carefully weigh how the
digital content may affect the ecosystem, specifically as it relates to available
curatorial resources and digital-stewardship services. Although each project
is unique, the decision to undertake digitization in-house or via a third party
will depend on a variety of factors including but not limited to:

Table 4.1. Considerations for Digitization Paths

In-house Outsource
Factor Definition Considerations Considerations
Value Uniqueness, intrinsic  Secure, institution Verify security,
significance, or controls access, transport methods,
historical relevance physical space, access protocols, and
and environmental environmental controls
conditions
Condition  Fragile nature, “at-risk” Curatorial expertise Verify staff expertise
formats and oversight, and experience, as

specialized handling, ~ well as handling
and workflows based  and preparation
on the needs of the procedures,
collection or items workflows,
and equipment
specifications

Size Large, medium, or Small textual and Large, print-based
small collections or photograph collections collections, sizable
item-level counts or digitization-on- graphic and AV

demand based on collections, or series
reference or teaching  within collections
requests based on intrinsic or

historic value
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In-house Outsource
Factor Definition Considerations Considerations
Complexity Format type, Unless in-house Best for specialized or
heavily annotated, specialization, textual rare film, audio, and
multiple formats, collections to build out AV formats; oversized
interrelatedness to digitization workflows; materials; and items
other digital content,  materials that require  that need little
and materials reliant  context-driven curatorial context
on content or context  interpretations
curation
Cost Cost of digitization per Best for small Budgeted cost per
item, plus additional collections to build item with tiered
resources, personnel,  out workflows pricing for specific
equipment, and and resources formats, number of
preservation storage and “on-demand” copies, extent of
digitization research  metadata services,
services as well as enhanced
file processing and
transcription
Timeframe  Time period to Long-term or ongoing  Short-term projects,
complete the print-based projects grant- or endowment-
digitization project funded, projects
that coincide with a
milestone
Rights Includes permissions  Reproduction rights for Institution owns the
relating to access and  unpublished material  rights, institution has
use unclear or unknown  permission from the
with reference to a rights holder, or items
take-down policy are in the public
domain
Expertise Level of specialization In-house specialization Verify professional
and skill sets required  to oversee training and credentials and
to complete high- quality control experience with
quality digitization digitization, metadata
work creation, and quality
control methodologies
Equipment  Level of specialized Dependent on the Verify quality and

equipment needed to  capacity of an in-house currency of equipment
complete digitization  lab or specialized unit as referenced by

work in a reasonable professional standards
timeframe

In-house digitization may be an important component of an institution’s
existing ecosystem or it may be a designated area of future development out-
lined in an institution’s digital strategy. Either way, it is important to keep
in mind that digital stewardship implies administrative accountability dem-
onstrated through the implementation of a range of collections-management
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processes and a financial resource investment that should be commensurate
to the scope and scale of the digital project.

Unless an organization has a large in-house digitization facility, lab, or
unit, there are important reasons to include outsourcing considerations dur-
ing the planning of any digitization project. While establishing in-house ser-
vices may require a significant resource investment, outsourcing digitization
requires an equal amount of care in choosing a well-qualified vendor. Most
GLAM institutions will start to explore project planning through a request
for proposal (RFP). Although not an exhaustive list, an RFP for any digitiza-
tion project should address the following areas:

® security protocols, including environmental specifications for the digi-
tization facility

e digitization equipment specifications and an outline of digitization
workflows and associated professional standards

® quality control procedures and additional file processing methods,
including optical character recognition (OCR) for documents, tran-
scription services for handwritten documents and audio and AV files,
as well as the process for color correction, tonal adjustments, and batch
editing

e shipment or transport procedures and proof of insurance

® metadata template with specification of the format for the delivery of
the metadata

e file format requirements; digitization specifications, including the num-
ber of preservation, access, or proxy files; and an estimate of the number
and size of files for the completed project®

Since digital stewardship requires administrative accountability for the
long-term care of assets that are curated or created by an institution, planning
for digitization projects should include ongoing costs for digital preservation
storage. Long-term storage costs for any digitization project should be part
of the funding source requirements before a project is undertaken in-house
or by a vendor. While storage for digitized textual assets may be sustainable
for many GLAM institutions, digitization of AV and graphic material may
require a significant resource investment for ongoing preservation costs. To
offset these costs, digitization funding models may include:

® acquisitions and digital preservation budgets: integrating gradual costs for

storage into existing budgetary funds relating to acquisition or preserva-
tion allotments
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e endowments and fundraising: creating fundraising campaigns around digi-
tization initiatives or developing projects as part of donor negotiations
for collection acquisitions

e digitization on-demand: instituting in-house digitization services that
include storage costs as part of reproduction fees for newly digitized
analog content

® access on-demand or pay-per-view: requiring small fees to download digi-
tized content, especially AV assets that are stored in archive-tier cloud
storage

From Monograph Cataloging to Metadata
Harvesting and Remediation

With the decline of analog archival processing units and the movement
toward strategic mass digitization, cataloging or technical services has gen-
erally evolved and redefined their roles by focusing on metadata creation
and remediation projects, as well as adopting cross-functional approaches
to metadata ingest workflows in order to optimize discovery of “hidden”
distinctive collections. Metadata quality control has become essential in
building reliable and efficient approaches to these collaborative endeavors
that extend across GLAM institutions. In this context, cataloging units
have metamorphized into teams that manage descriptive metadata across the
institution. And, under a unified digital-preservation framework, these teams
have taken on additional stewardship responsibilities, which include the
creation of preservation metadata in the form of representative information
(RI), including file format identification and technical registry information,
as well as preservation descriptive information (PDI), which includes data
elements for provenance, context, fixity, and access rights.?

Within the framework of integrated collections management, GLAM
institutions are developing workflows for the purpose of streamlining the
creation and augmentation of metadata as a “value-added” service with spe-
cial considerations for enhanced use and reuse through linked data.?! With
the goal of ensuring consistent efforts in managing metadata crosswalks,
the GLAM sector has adopted the Open Archives Initiative (OAI), which
focuses on developing a framework where metadata can be harvested from
multiple digital collections or repositories. In the context of the OAI, har-
vesting refers to the aggregation of metadata from a number of distributed
repositories into a combined data store. The goal of the Open Archives
Initiatives Protocol for Metadata Harvesting (OAI-PMH) is to supply and
promote an application-independent interoperability framework that is
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used by a variety of communities who are engaged in publishing content
on the web.?? Although the OAI-PMH primarily focuses on enhancing the
discoverability of published or open digital assets, its functional protocol,
relating to interoperability and open access, can be applied to other inter-
nal systems, protocols, and workflows that support integrated collections
management. Tenets of open access and interoperable metadata require
that:

¢ metadata and metadata standards be part of a network

¢ metadata be open and reusable

e metadata benefits multiple, broad user communities

® metadata supports new research and digital scholarship methods

¢ metadata standards have active maintenance and governance structures

¢ metadata be extensible and embeddable

¢ metadata standards follow the rules of “graceful degradation” and
“responsive design”?

One basic principle of integrative collections management is that any
open digital asset should be accessible to all that need to find it and in a
format that can be reused or remixed, so individuals do not have to re-create
it. The OAI-PMH meets these criteria by requiring protocols that emphasize
interoperable and scalable standards while ensuring reuse and value-added
services, which provide opportunities for content providers or content stew-
ards to add descriptive, technical, and rights-related metadata throughout
the lifecycle management of any digital asset.?*

Building Bridges: Research Data
Management and Digital Archives

Similar to the emphasis on metadata harvesting, remediation, and reuse,
research data management (RDM) and digital preservation communities
both share the common goal of keeping research data accessible and usable.
In many ways, RDM is a digital-stewardship activity that provides a type of
archival value and, in theory, is a first step toward digital-preservation plan-
ning. RDM typically focuses on early lifecycle management of data by mak-
ing researchers accountable for creating and maintaining well-documented
data in a sustainable format. Guided by principles of integrated collections
management, RDM policies should articulate the key stewardship activities
involved in managing data from the initial planning phases to its curation
and preservation.”
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Challenges of RDM include insufficient metadata, missing information
relating to provenance, and mismanagement of data early in its lifecycle. To
mitigate these challenges, RDM combines digital-preservation and digital-
archiving initiatives with the collaborative work of researchers, librarians,
curators, and archivists who draw on core digital-stewardship concepts and
conceptual models including the DCC Curation Lifecycle Model, the OAIS
Functional Model, and FAIR and PREMIS metadata schemas. Stewards of
research data face a large set of choices in developing archival and digital-
preservation strategies that require the documentation of data formats and
associated size, methods of file encryption and compression, storage media
and durability, and approaches to data replication, distribution, verifica-
tion, and repair. Many current RDA models and frameworks are available
to bridge a range of archival functions early in the lifecycle management
of research data to a set of preservation policies and “at-risk” profiles with
the intention of managing the overall preservation costs for “big research
data.” Other digital-stewardship models for research data include rapid data
appraisal methodology, as well as born-digital processes for identifying,
intervening, and revitalizing data-rich material to produce preservation-
ready assets.?®

Acting Locally to Connect Globally:
Diversifying Discovery Platforms

In addition to more proactive and collaborative approaches to research
data management, integrated collections management takes into consider-
ation the “environmental dynamism” of an ecosystem that arises from the
interconnectedness of assets as global resources.?” One of the primary goals
of integrated collections management is the ability to leverage a DAME
infrastructure and cross-functional workflows to enhance and diversify
digital-service pathways with a focus on expanding global connections and
enhanced discoverability. In the context of limited resources, integrated
collections management empowers libraries, archives, and museums to
contemplate more holistic infrastructures with an eye for regional consortia
and digital-preservation federations to navigate the budgetary challenges
that come with raising the visibility of local distinctive digital collections
to expanded global communities. Broad cost benefits come from thinking
internationally about library, archives, and museum collections. In the
future, GLAM institutions will not only be measured by the size and quality
of their digital collections but also on how they connect their distinctive
digital ecosystems to a larger community of users. Building on the tradition
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of networked environments and linked data, integrated collections manage-
ment positions more and more libraries, archives, and museums to engage
with unified discovery platforms with the goal of highlighting interdisciplin-
ary and transnational themes that will foster new global communities of
engagement. In this context, the return on investment of this framework
is based on one simple principle—integrated collections management can
bring together materials that were once disparate into a single virtual space,
accessible to anyone from anywhere.?

To support the success of this goal, integrated collections management
is reliant on libraries’, museums’, and archives’ continued advocacy for the
open-access movement and the benefits that open content, open source,
and open standards confer. As open access remains the foundation for
digital repository development, it’s critical that the GLAM sector con-
tinue to explore approaches for expanding these platforms to accommodate
new forms of digital content, including diverse intellectual content, open
educational resources, social media, time-based art work, rich media, and
born-digital institutional records with a greater focus on a holistic integrated
collections-management framework. In addition to moving digital content
beyond an individual institutional repository, diversified discovery platforms
and integrated collections-management workflows provide a greater focus on
data analytics and data-mining, which can serve as an indicator of collection
use and user behavior that will be an important foundation for informing a
digital strategy and digital-stewardship budget decisions in the future.
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CHAPTER FIVE

Cloud-Based Digital-

Preservation Storage

A Building Block for Sustainable
Digital Stewardship

While digital stewardship encompasses many components, digital-
preservation storage is the essential building block for the sustainability and
growth of any DAME. As part of an enterprise digital strategy, a storage
model should be informed by collection needs, as well as an understanding of
basic storage infrastructure. Since storage costs are the greatest expenditure
for managing and maintaining a digital-asset management ecosystem, strate-
gies should be guided by flexible approaches to allow institutions the ability
to “pivot” as new storage solutions evolve. The emergence of cloud-based
storage offers libraries, museums, and archives a sustainable option for long-
term storage that not only supports a distributed digital-preservation model
based on geographic replication but also facilitates tier-based approaches
to ensure storage diversification at reduced costs. This chapter provides an
overview of digital-preservation storage technologies, practices, require-
ments, strategies, and cost models to ensure sustainable solutions for the
long-term care and accessibility of unique digital assets managed by muse-
ums, libraries, and archives.

Defining Digital-Preservation Storage Requirements

Storage options for any DAME will change with evolving technologies,
the increased volume and expanding file size of digital assets, and the
ever-changing cloud storage marketplace.! Since storage requirements for
digital assets are quite stringent, it is important to review best practices and
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standards before deciding on any storage device, system, or service provider.
Although these standards are not entirely comprehensive, the following
criteria and conceptual models provide a good overview of some of the basic
requirements for digital preservation storage:

e The OAIS Reference Model defines the archival storage function
for a digital archives system, provides guidelines for maintaining and
retrieving archival information packages (AIP), outlines storage paths
for assets, and describes the process of managing fixity checks essential
for monitoring the health of assets after they have been deposited into
a storage environment.

e The NDSA Levels of Preservation outlines functional requirements
for digital-preservation storage, including recommendations relating to
data redundancy, geographically dispersed storage locations, documen-
tation requirements, and guidance on data integrity and access controls.

® The Trustworthy Repositories Audit and Certification (TRAC)
Criteria and Checklist provides a listing of technological requirements
that relate to assessing the trustworthiness of a digital archiving system
including storage environments. The core principles of the criteria
focus on documentation, transparency, adequacy, and measurability.

e The ISO/IEC 27000 Series provides highly referenced information
security standards for digital storage. Specifically, ISO 27040:2015
focuses on data-storage systems and infrastructure, risk assessment, and
information security controls to improve quality assurance and audits
trails in order to protect stored data.

Characteristics of a Digital-Preservation Storage Environment

As outlined by these best practices and standards, digital-preservation stor-
age is a delicate ecosystem that not only ensures data integrity but also safe-
guards the long-term health of assets in a closely monitored environment.
Similar to analog or print-based collections that are housed in carefully
monitored physical collection facilities, storage for digital assets requires a
specific controlled environment that ensures a safe, trusted, and protected
digital storage space. Regardless of the type, or combination of types, of stor-
age used, it is important to understand the distinguishing characteristics of a
digital-preservation storage environment, as well as how these spaces differ
from other types of digital storage.? Characteristics of a digital-preservation
environment include:
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® Redundancy refers to the preservation of multiple copies of any one

digital asset. Redundancy can be integrated into workflows as part of a
broad storage path, which may also include the automated replication
of data from one primary storage location to several other locations.
Geographic replication is based on the best practice of maintaining three
copies of any asset, stored on two different storage media, in at least one
geographically disparate location. Replication in independent cloud-
based storage locations may vary from different geographic locations in
one country to storage locations in different countries.

Checksums creation and fixity wverification enable the creation of a
unique footprint or “checksum” for each digital asset that enters a
digital-storage environment. Checksums are maintained as a distinct
algorithm and are used to detect changes to data files that reside in a
storage environment. Changes to checksums are ascertained through
fixity verification that may signal that further file review or file repair
is needed. Fixity checks can only reveal that a file has been changed.
Fixity verification does not indicate what aspect of the file has been
altered.

Audit trails are logs that document data integrity and fixity discrep-
ancies. Adding an essential layer of security, audit trails document
approved users and internet protocol (IP) addresses that have accessed
data within a digital-preservation storage environment. Audit logs pro-
vide essential documentation that may reveal information pertaining to
inadvertent asset release, malicious attacks, and cyber threats.

Integrity monitoring is the scheduled review of various aspects of the
storage configuration and environment, including hardware checks,
activity documentation, and data-integrity verification. Integrity moni-
toring can range from tracking file size and file counts at a high level to
more in-depth tracking and verification of checksums at the asset-level.
Systematic storage monitoring can be scheduled on a daily, weekly,
monthly, or yearly basis.

Access controls include a range of activities that limit access to a digital-
preservation storage environment. Access controls include managing
and closely monitoring the roles and permissions of groups of users and
individuals, as well as instituting two-way authentication. Within a
digital-preservation environment, any access control should also enable
diversification among a limited group of users to ensure that no one
person has access to all the copies of stored data.
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[t is important to note that digital-preservation storage is not the same
thing as a “back-up,” which is used for recovering data for emergency-
response purposes. Back-ups are static copies of data made for disaster
recovery; they do not serve as an authentic replicated copy of the data in the
context of digital-preservation best practices.’ Back-up copies are managed
in consultation with IT departments and ensure the original data or a ver-
sion of the original data can be restored due to hardware, software, or media
failure; a natural disaster; or malicious actions. Back-up copies are usually
scheduled on a regular basis and are often overwritten within a designated
time period of weeks or months.* Although back-ups are essential for con-
tinuity of business operations, they do not meet the requirements of a full
replication strategy suitable for a preservation storage environment.’

Storage Architecture

In addition to the special characteristics of digital-preservation storage, it
is also important to understand the different ways that storage systems are
structured and organized, more commonly referred to as a storage architec-
ture. A storage architecture is comprised of a network that transfers data
between different types of storage devices, servers, or service providers.
Within a digital-preservation environment, storage architectures tend to be
organized by “latency,” which refers to the time it takes to transfer data from
a storage location to the end user. Storage architecture affects how fast data
can be accessed based on a range of solutions, organized hierarchically from
low latency to high latency.® Types of storage architecture include:

® Online storage, which facilitates frequent access, is defined by fast
retrieval speeds and ease of use for ready availability of data. Cloud
storage is a type of online storage that can be purchased through a third-
party service as an alternative to traditional offline storage. Online
storage can be scaled to a network enterprise model for digital-asset
storage. Because of its low latency, online storage tends to be the most
expensive type of storage architecture.

¢ Data maintained in nearline storage tends to be slower to retrieve than
online storage, as it is maintained external to a computer. Retrieval
of assets is usually controlled by a storage-management system, which
facilitates quick and scalable access to data. There are a variety of
approaches to nearline storage. An LTO (linear tape-open) tape library
system is a common type of nearline storage that manages large vol-
umes of data on magnetic tape cartridges, stored as part of a robotic
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tape library. Like most nearline options, tape storage may have higher
latency than online storage, be difficult and expensive to upgrade, and
require a greater need for environmental controls and security monitor-
ing within the data center that houses the LTO library. Depending on
the nature of the storage system, nearline storage is moderately priced.

e Offline storage manages data on a specific medium or external device.
Since these storage devices can be easily transported, offline storage is
characterized by its portability, as well as a high latency and high risk
of media deterioration or failure. Offline storage represents the least
expensive type of storage.

Traditionally, many libraries, archives, and museums have used a combi-
nation of different storage types in order to ensure data redundancy at a low
cost. For example, low-resolution access copies that are small in size may
reside on online storage while high-resolution digital-preservation copies
may reside on nearline or offline storage or a combination of both. Some
institutions may have integrated direct attached storage (DAS) as a solution
to improve latency levels at reduced costs. For others, networked attached
storage (NAS) is a strategy that has been adopted to manage large amounts
of rich-media assets, while others have built a storage architecture network
(SAN) that attaches remote devices in such a way that the devices appear
locally attached to servers. Each of these storage solutions has built in redun-
dancy to safeguard against hard drive failure.” A RAID storage subsystem is
a redundant array of independent disks that use parity as way to protect data
in case one of the hard drives fail. It is important to note that hard drives
or tape drives are not considered appropriate for long-term storage without
significant monitoring and migration plans to mitigate the risk of tape dete-
rioration.® Although nearline and offline represent feasible storage options
for most GLAM institutions, the downside of organizations managing their
own storage architecture includes staff reduction and turnover as well as the
resource investment required for maintenance and upgrades, implementing
and updating information security protocols, and managing the synchroniza-
tion of versioning between back-up copies.’

Overview of Cloud-Based Storage

Although tape storage has provided the primary storage media for libraries,
museums, and archives in the past, GLAM communities are gravitating to
the cloud for their future storage needs. Cloud storage is a model of net-
worked online storage where data is maintained in virtualized pools hosted
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by third-party providers. Cloud storage allows institutions to send data from
their local systems to the cloud, which provides on-demand access to a shared
pool of configurable computing resources such as application servers, storage
servers, and networks. Cloud-based storage can be quickly implemented with
minimal management on the users’ end, and computing services can be paid
according to a “pay-as-you-go” price model.!® Open APIs facilitate access to
cloud-based services, and, at the same time, facilitate the integration of these
services with other applications and solutions that may be used as compo-
nents or building blocks for a larger digital-asset management ecosystem.!!

The National Institute of Standards and Technology (NIST) defines the
following five essential characteristics of cloud computing:

® On demand self-service provides users with automatic access to storage
resources based on their specific needs without interaction with the
service provider.

® Broad network access facilitates computing capabilities over the network
by standardized protocols so that any kind of client platform may access
the services as long as users have access to the network.

® Resource pooling enables the aggregation of storage resources in order to
serve multiple users. Multitenant architectures allow different data pro-
ducers to share the same storage application while safeguarding access
controls for each tenant.!? It is important to note that assets in multi-
tenant, cloud-computing environments are dynamically assigned and
reassigned to fulfill the demands of cloud-based tenants, which means
that the user has no control of the exact location of their digital assets.!

® Rapid elasticity facilitates quick expansion of access capabilities based
on demands and future needs. From the users’ perspective, the storage
resources are “virtually unlimited” and can be provisioned at any quan-
tity at any time.

® Measured service means that usage is monitored, controlled, and
reported, which provides transparency about the amount of storage that
is in use for both the service provider and the data owner.!*

These defining characteristics are meant to provide a baseline to com-
pare cloud-based options with alternative storage architectures, as well as to
assist institutions in developing cost-effective, diversified storage strategies.
In addition, the essential characteristics of cloud computing support three
cloud-based service models.”” These service layers include:
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¢ Cloud software-as-a-service (SaaS) gives institutions use of software from
providers that are run on a cloud infrastructure. SaaS provides all the
necessary underlying infrastructure and platforms to run applications
and pricing is on a pay-as-you-go use basis or a subscription fee.

e Cloud platform-as-a-service (PaaS) offers a variety of types of environ-
ments for application development, ranging from operating systems
to program-language execution environments, to databases, to web-
servers, to data-management solutions.

e Cloud infrastructure-as-a-service (laaS) encompasses virtual machines,
storage services, and network services. laaS does not allow for the
management of an underlying cloud infrastructure but provides access
to operating systems and storage, as well as limited control over given
resources like a firewall.

In addition to advantages such as connectivity, network access, and data
distribution, cloud storage can provide a comparably low-cost, scalable plat-
form for storing data within a digital-preservation environment. Deployment
models, which refer to the way that cloud systems are implemented, can
either be deployed internally (on-premise) or externally (off-premise) and
are summarized by the NIST definition as follows:

® Private cloud is operated (or leased) exclusively by an enterprise or
institution, managed internally or by a third-party or both. Private
enterprise cloud is often dedicated to and operated by a single institu-
tion or data producer. As the most expensive type of deployment, the
private cloud is important for institutions who place a high degree of
importance on information security and the protection of confidential
information and proprietary data. !¢

® Public cloud is offered to the public via a large-scale infrastructure and
often operates over non-trusted networks.

e Community cloud is based on a shared infrastructure designed for a desig-
nated community who may be united by geography, common concerns,
missions, content, or asset type. Community clouds may be managed
internally or by a third-party and either hosted on- or off-premise. The
costs for the storage infrastructure are shared by the members of the
community.

e Hybrid cloud is a composition of two or more types of cloud deployments
described above. The hybrid cloud offers the benefits of a multiple
deployment model, capitalizing on storage capacity or capabilities by
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aggregating and integrating with another service in order to customize

or extend cloud-based storage options.'’

Different cloud deployments models offer varying “economies of scale”
by expanding or reducing storage capacity and pooling institution-wide
resources in a way that encourages flexibility and cost savings.'® For example,
many GLAM communities are formulating digital-preservation federations
with the goal of building a hybrid, distributed digital-preservation storage
network that enables its members to securely cache and preserve content in
geographically dispersed storage sites. More and more of these federations are
investing in distributed cloud-based storage protocols that prevent data loss
or corruption, while avoiding the initial investment of expensive infrastruc-
ture setup, large equipment replacement, and daily maintenance and upgrade
costs.' These institutions are turning to the cloud for their individualized
storage needs, which can be met through a mixture of internally and exter-
nally managed, layered storage in hybrid models. These distributed models
are based on a tiered strategy that ensures both flexibility and diversification
through multiple storage layers that support geographic replication, informa-
tion security protocols, and access controls for a trusted digital-preservation
environment.”

Tiered-Storage Strategies

The objective of multi-tiered storage is to create a single consolidated
strategy around all levels of cloud services provided by either a single or
multiple cloud providers. To accommodate this model, each cloud provider
offers individual tiers of storage that have different performance, access, and
pricing levels. By devising tier-based strategies, institutions can assign dif-
ferent types of data to various layers, partitions, or shares on cloud storage
with the object of reducing total storage costs. A tiered storage architecture
places data in a hierarchy, prioritized on performance, costs, and volume or
capacity. In this context, storage strategies are flexible and meet the varying
needs of GLAM institutions based on a whole host of factors, including total
volume and average file size; estimated growth; anticipated use; speed for
access or data latency; historic significance; business, legal, and administra-
tive value; research or records management compliance requirements; and
access, privacy, confidentiality, copyright, or license restrictions. These tiers
include:
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e Tier 1 (Hot Data) (Performance or Access Proxy) is designed for active
content for immediate, frequent use. This tier offers the lowest activity
costs, lowest latency, and the highest pricing.

e Tier 2 (Warm Data) (Low Touch or Access Master) is considered a
“low-touch” tier for ready access to mostly semi-active or inactive data.
Low-touch tiers offer availability and low latency retrieval times with
lower storage costs. Activity costs are higher than the performance of
high-access tiers.

e Tier 3 (Cool Data) (Archival or Digital-Preservation Master) is considered
an archive tier. Ideal for digital-preservation masters, retrieval times are
not immediate and data owners can sometimes wait for hours or days
for retrieval of assets. Archive tiers are geared toward assets that are
unlikely to require immediate access but do require long-term reten-
tion. The overall storage costs are low on this tier with the tradeoff of
the slowest retrieval response time. In addition, archive storage tiers
may have usage fees to recall assets that can nullify the low pricing
structure.

e Tier 4 (Cold Data) (Deep or Dark Archival Storage) represents cold
or dark storage, used for long-term retention of assets that are rarely
accessed. It is important to note that for some storage providers, Tier
1 may be made of solid-state drives and successive archival tiered lev-
els may involve RAID systems, tape offline systems, and cloud-based
nearline or offline storage systems, which may constitute much longer
retrieval times.

Tiered storage models may include five or more tiered storage levels, each
providing different combinations of basic storage attributes.”! The more tiers

| Dgtsl Aprmt I

Figure 5.1. Example of a Tiered-Based Storage Strategy
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that are available, the more efficient data can be stored to meet the perfor-
mance and budgetary needs of institutions at an enterprise level. Libraries,
museums, and archives can anticipate that providers will release additional
variations and options for tiered storage over time. For example, many
proprietary digital-preservation systems already are moving toward provid-
ing a comprehensive digital-preservation environment complete with a full
suite of services, including tiered-storage options using the SaaS model. In
this context, tiered storage builds in all of the requirements necessary for a
digital-preservation environment while allowing institutions the flexibility
to decide, at the asset or collection level, the number of copies of each digi-
tal asset that are kept, as well as where each asset is stored. As storage layers
expand and diversify, many institutions will abandon on-premise solutions
for select multi-cloud providers as part of a multi-tiered cloud strategy. By
selecting data centers from different providers, organizations can mitigate
single-point failure and continuity risks from a sole storage infrastructure
service.?

Considerations for Secure Cloud Storage

Despite the many advantages, cloud storage also introduces new security
challenges for GLAM institutions. The two major concerns include safe-
guarding data integrity and ensuring controls to prohibit unauthorized
access.”” Cloud data security has multiple layers of risk that arise with the
transfer of data. The movement of data complicates the process of securing
it, as it must be protected at the point of origin, the point of receipt, on
the device that transmits it, on the device that receives it, and at all times
when it is in transit.?* Before investing in a cloud option, institutions should
understand the provider’s security model and ask to review the way storage
services are offered and organized. Additionally, security vulnerabilities arise
through network endpoints and with network connections that are managed
and maintained locally, so understanding institutional data handling and
in-house storage security protocols is equally important. Regardless of where
data resides, it is important to understand that there are risks associated with
both locally managed and cloud-based storage.?” Broad areas of storage secu-
rity requirements include:

® The ability to secure data content refers to safety protocols that safeguard
authorized restrictions to data access, specifically as it relates to the pro-
tection of confidential and sensitive data and proprietary information.
In the cloud environment, digital assets are out of the direct control
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of owners, so providers must allow assurances that data is not made
available or disclosed to unauthorized users. To ensure protection, sen-
sitive data should be encrypted in motion and at rest. Encrypting data
before storing it in the cloud allows institutions the ability to protect
the data as the data owners control encryption keys and passwords. In
addition to controlling and managing encryption keys, data should only
be decrypted within the boundaries of the data owner’s organization. 26

® The ability to safeguard data integrity refers to the information security
protocols that ensure protection against improper data modification or
destruction, as well as protection of data authenticity, accuracy, and
completeness. Specific data-handling and auditing protocols protect
the data from unauthorized changes, disclosure, and deletion. Data in
the cloud has to be stored correctly and in a trustworthy preservation
environment that is monitored on a regular basis.

® The ability to control access to data refers to security protocols that ensure
only authenticated users have access to data. Storage services should
grant GLAM institutions the ability to set up granular levels of access
to individuals and specific groups of users. Additionally, network secu-
rity needs to be in place and include password protection, two-step
authentication, firewall implementation and monitoring, deployment
of virus detection software, and the use of confidentiality agreements
among employees who have access to the data.’’ Access protocols
should also be organized around “the principle of least privilege,” which
refers to coordinating users’ work processes to the lowest level of access,
read/write, and execution rights associated with their work roles as out-
lined in their position descriptions. In addition, cloud service should
provide documentation on processes for data recovery and response
protocols for a data breach.?

Cloud hosting presents additional challenges for libraries, museums, and
archives as institutions navigate where cloud servers are geographically
located as well as address information governance questions relating to who
“owns” data (as well as associated metadata) in the cloud and how it will be
protected.”” Object storage, the central model for cloud providers, is based
on large-scale data repositories designed to cover wide geographies, both
within and outside the country. Cloud service providers operate large data
centers, which they may own, lease, or rent.* Since laws regarding privacy,
copyright, and security can vary significantly from country to country, cloud
service providers need to be transparent in detailing where data is located,
as well as how they protect data owners’ privacy and data security. For any
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cloud service provider, the service level agreement (SLA) outlines the terms
for cloud services, which will include how data is stored and retrieved, as well
as where data is stored.*!

Storage Pricing and Cost Models

Although the preservation of physical library, museum, and archival collec-
tions continues to remain an issue, more and more GLAM institutions have
embraced multi-institutional, high-density storage facilities as a solution to
alleviate space management concerns. Virtual space poses equally as press-
ing concerns for the GLAM community whose “digital mortgage” of assets
require the same consideration of virtual space management, whether it is
locally managed, in cloud-based storage, or in “dark archives” in geographi-
cally dispersed data grids across the country.?? In order to estimate long-range
financial planning for digital storage, it is important to have a reasonable
estimate of costs. While cloud storage offerings by leading companies have
similar price models, the future of the cloud-based marketplace will become
more competitive. With the evolving nature of cloud-based storage services,
it is important to keep the following cloud storage pricing variables in mind:

e Capacity extends to an institution’s current data volume and antici-
pated growth. In developing a storage cost model, it is extremely
important to understand institutional data, holistically. Revisiting the
latest institution-wide digital-stewardship assessment provides an essen-
tial snapshot of the ecosystem including format variations, estimated
size, anticipated use and value, as well as access and copyright restric-
tions. It is important to keep in mind that some storage providers may
offer discount volume prices for cloud-based access or archive storage
tiers. In this scenario, monthly costs may decrease as the data volume
reaches certain thresholds. In other instances, charges may be prorated
so customers are charged for capacity consumed over time, and in other
instances, service providers offer a “pay-as-you-go” model.

e Storage operations and data transactions include activities such as writ-
ing, reading, and data retrieval. In many instances, data transfer and
retrieval in a cloud-based environment may have associated fees. In
general, costs are not high unless data is being transferred in between
data centers in different geographic regions. Additionally, snapshots
and backups can significantly increase storage costs and network
charges. Some storage providers have developed a workaround for the
high cost of geo-redundant storage replication with the “snowball,” a
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physical device, similar to a large external hard drive, used to transfer
large amounts of data in and out of the cloud. While some providers
may have data transport solutions similar to the snowball, others may
require network transfers based on data volume, which will be outlined
in the service contract.

e Redundancy levels required for digital-preservation storage can be an
added source of “storage budget bloat.” As a result, levels of replica-
tion requirements designated in preservation policies and best practices
need careful consideration. While three copies of a PDF or a .tiff file
may be affordable due to its small size, three copies of a high-definition
digital video may not be a sustainable redundancy strategy for most
institutions.

Hidden Costs: Egress Charges and Exit Strategies

It is important to note that cloud storage pricing does not always cost less
than an on-premise option. Hidden cloud-storage costs can add up. One of
the most substantive hidden costs is egress charges. Although many cloud
providers do not charge for ingesting data into the cloud, many providers
institute charges for data retrieval. The two types of egress charges include
retrieving data from storage and downloading data from a storage tier.”* Both
charges can make cloud storage very expensive. These charges vary from
provider to provider and are largely based on the amount of data moved and
the geographic location where the data resides. In addition, egress charges
can be sizable if an institution:

e is switching from one cloud storage provider to another

¢ is adopting a multi-cloud strategy

® is requiring a cross-regional transfer

® is requiring a large-scale litigation hold as a result of e-discovery

® is frequently accessing archived data in cold or dark storage layers*

Selection of a cloud-storage provider also encompasses investing in the
financial future of the provider as well as the long-term maintenance, devel-
opment, and upgrades of the provider’s storage architecture. Risks that relate
to service changes, price increases, or the financial dissolution of the service
provider may require institutions to migrate their assets to another service.
Reviewing a documented exit strategy is an important part of negotiating
storage-related contracts and service agreements, as well as consortia mem-
berships. Exit strategies should outline a migration plan and include a data
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inventory, the mapping of any data dependencies, an overview of bulk export
functions, the inclusion of log files and AIPs accessibility, and the ability to
engage in test migrations. Some proprietary companies may provide source
code in escrow if they go out of business, thereby making migration paths
available to their clients as they navigate next-generation storage solutions.*®

Digital Stewardship and Sustainability: Looking to the Future

Beyond the evolving cloud-provider marketplace, the GLAM sector’s
responsiveness to the technological changes over the past decade are
reflected in their evolving public and research services, their growing digital
initiatives, and their ability to keep pace with the ever-growing informa-
tion landscape, as well as the technical infrastructure required to support
and sustain it. In this constantly expanding environment, the relevancy of
any library, museum, or archive is measured by its ability to act on a jointly
shared vision that meets the transformational goals and strategic needs of the
institution. To accommodate this vision, libraries, museums, and archives are
shifting away from a traditional service-orientation based on highly medi-
ated, transactional encounters and instead are embracing public services
and instructional programs that inspire one-to-one partnerships in learning
defined by collaborations, curriculum development, and digital engage-
ment. Increasingly, the GLAM sector is often seen as an “extension of the
classroom” and envisions engagement as an ongoing conversation reliant on
building and achieving lifelong learning objectives that are focused on criti-
cal thinking, creative engagement, and global perspectives.

Digital stewardship is critical in how libraries, museums, and archives
are repositioning themselves to facilitate this new vision. As the landscape
changes, efforts of librarians, archivists, and museum curators to manage
digital content will continue to evolve with the shared values and mission
of their institutions to guide their paths. As this book has shown, there is
no one solution, tool, or individual that can manage the scope and scale of
the future challenges relating to digital content; rather, collaborations with
GLAM stakeholders within institutions and beyond will be the key to craft
flexible strategies for the unique needs of their digital collections, as well as
their diverse audiences. As innovative technologies and reimagined GLAM
spaces empower the public to not only connect with but also curate and cre-
ate knowledge, the future strategies and approaches to digital stewardship
will constantly evolve with the learning, research, and public engagement
needs of communities whose expectations are framed by emerging technolo-
gies in an information rich environment.
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In many ways, changing approaches to collections management and
related storage strategies serve as defining moments for GLAM institutions
to accelerate their own transformations through collaborative action and
innovative digital services. As libraries, museums, and archives become criti-
cal partners in managing an enterprise ecosystem of digital assets, sustain-
ability becomes a greater concern. In this context, sustainability is meant
to ensure the continuity and long-term accessibility of digital assets within
reasonable management resource levels. Digital-stewardship sustainability
is a long-term investment maintained by an institution-wide technological
infrastructure that is necessary to make digital collections, research data,
and institutional assets available over time. With a greater focus on holistic
digital asset stewardship, collaborative institutional partnerships with chief
information officers (CIOs) are critical in making strategic macro-decisions
that are crucial in building a cost-effective storage infrastructure that is
interoperable and scalable for future development.*

It is important to note that there is no one perfect solution for enterprise
management of digital assets; rather, the challenge is an ever-evolving effort
to keep up with an organization’s current needs while, at the same time, con-
tinuing to plan for future circumstances. Unlike their analog counterparts,
digital assets need constant monitoring and intervention to remain usable
and authentic. In this sense, digital stewardship is an iterative process of con-
tinuous assessment, policy development, implementation, and maintenance.
In this context, it is imperative that GLAM sector leadership establish a
vision and implement a digital strategy that creates a culture of critical com-
petencies—collaboration, problem solving, technological proficiency, and
global awareness, as well as a commitment for purposeful uses of technology,
meaningful professional development, and innovative cost modeling. In this
way, looking toward the future becomes a positive process focused on creat-
ing a vision of what might be possible, which helps define the steps that can
be taken to proactively move forward. With a digital-stewardship framework
as a roadmap, the future for the GLAM sector will be built on a solid base
that can be scalable to a social-networked world where data, knowledge, his-
tory, and cultural heritage can be accumulated, accessed, and reused in the
personal spaces of tomorrow’s diverse audiences.
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