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Digitalization is changing business and organizations. In the organizational context,
the potential that can be realized through digitalization is manifest, namely the
expenditure reduction and higher innovative power. However, it is not enough to
integrate digitalization; a change of culture and behavior is necessary. To this extent,
social media relations have the potential to create communication capabilities that
can be turned into useful resources, which in turn will result in more significant
competitive advantage and performance. Taking advantage of social tools within
social business contexts requires an exercise in how to demonstrate usefulness
regarding the creation, access, and sharing of content securely. To this end, this
chapter will provide a comprehensive view of a new context of labor (i.e., social
business supported by mobile IST-m_CSDIT?2) to improve the organizational well-
being through the collective intelligence and agility dimensions.
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An organization with its capacity to endure, add up value, and promote value chain
could be seen as a sustainable organization. Sustainability could be in the form of
short-, medium-, and long-term effect to an entity. Through the utilization of the
information and communication technology, organizations now can adopt various
business techniques to tackle or minimize risks, reduce costs, and make profit.
Among many such techniques, this particular research looks into the aspects of
agility within organizations that may lead to sustained business platform. This
chapter tries to argue that an organization with this characteristic, in the longer run,
can lead to sustainability and elevate the business intelligence. In this discourse,
through a vertical literature review, this study has tried to construct a framework of
sustainability with the aspect of an organization and thereby proposed a business
model for ideation and future implementation.
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The increased weighting of digital natives in a fattening long tail has added complexity
to organizational leadership, particularly during the global COVID-19 pandemic.
Trends affecting the individual come from social, economic, and technological
sources and affect leadership behaviors, and this in turn affects society. In order to
understand this interconnection, lower-level influences and how they affect the higher-
level visible signs are discussed. These lead to influences on behavior. Influences are
felt as intensity and embeddedness of engagement, decision-management, feedback
ability, and motivators. This chapter begins with a discussion of causes for this
phenomenon and concludes with ways to work with the long tail, either from within
as a member or externally as a leader. The chapter ends with a brief comment on
future research based on findings discussed in this chapter.

Chapter 5
Open Innovation Strategies in SMEs: Development of a Business Model........ 137
Hakikur Rahman, Ansted University Sustainability Research Institute,
Malaysia

Open innovation in enterprises has already obtained its acceptance at all levels of the
business industry for adding worth to the business. The value could be in the form
of economic expanse or enhancement of knowledge leading to a sustained financial
base. Open innovation adopts various strategies to accomplish the task for enhancing
the value gain. Varying by size, nature, pattern, or characteristics of the firm, various
strategies are being adopted by enterprises. Though largely known to be familiar
in corporate business houses, in recent years, open innovation is also becoming
increasingly recognizable in small and medium enterprises (SMEs), and the trend
is rapidly escalating. However, despite the potency of open innovation strategies,
most of the enterprises are yet to find a sustained business model, especially for the
SMESs working at the outmost periphery of that value chain. This chapter is trying
to formulate a business model incorporating partnership approach from academia,
research houses, intermediaries, practitioners, and other stakeholders.

Chapter 6
Assurance for Change Management With COBIT 2019 and CMMC Maturity
FramewWOTrKS . .......ooiiiiiiiiee e 163
Jeffrey S. Zanzig, Jacksonville State University, USA
Guillermo A. Francia, 111, University of West Florida, USA

As technology plays an ever-increasing role in carrying out structured tasks in
today’s society, people are given more time to focus their attention on higher levels
of service and personal development. However, technology is in a constant state of
change and assurance services are needed to help ensure that technology changes
are accomplished properly. The Institute of Internal Auditors has identified 10 steps
that can be used to effectively implement changes in technology. This process and its
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accompanying internal controls can be assessed through an internal audit function
that considers issues of both functionality and security. In addition, continuous
improvement of the change management process for technology can be evaluated
though capability/maturity models to see if organizations are achieving higher levels
of accomplishment over time. Such models include the COBIT 2019-supported
capability maturity model integration (CMMI) model and the cybersecurity maturity
model certification (CMMC) framework used by defense industrial base organizations.

Chapter 7

BI and Analytics for Effective Disaster Recovery Management Lessons From

the BAYOU ..couviiiiiiiieiiece et 197
Gregory Smith, Xavier University, USA
Thilini Ariyachandra, Xavier University, USA

Disaster recovery management requires agile decision making and action that can
be supported through business intelligence (BI) and analytics. Yet, fundamental data
issues such as challenges in data quality have continued to plague disaster recovery
efforts leading to delays and high costs in disaster support. This chapter presents an
example of these issues from the 2005 Atlantic hurricane season, where Hurricane
Katrina wreaked havoc upon the city of New Orleans forcing the Federal Emergency
Management Agency (FEMA) to begin an unprecedented cleanup effort. The chapter
brings to light the failings in record keeping during this disaster and highlight how a
simple BI application can improve the accuracy and quality of data and save costs.
It also highlights the ongoing data driven issues in disaster recovery management
that FEMA continues to confront and the need for integrated centralized BI and
analytics solutions extending to the supply chain that FEMA needs to become more
nimble and effective when dealing with disasters.

Chapter 8
From Business Intelligence to Data Science: A Decade of Evolution............... 218
Virginia M. Miori, Saint Joseph’s University, USA
John Yi, Saint Joseph’s University, USA
Rashmi Malhotra, Saint Joseph’s University, USA
Ronald K. Klimberg, Saint Joseph’s University, USA

The use of information technology and decision support concepts at the operational
business level were slow to take hold in the 20th century. In 2010, the authors
documented the evolution and current state of the field of business intelligence and
analytics (BIA). In the last decade, however, through the resurgence and mainstream
use of artificial intelligence, machine learning algorithms, the development of
inexpensive cloud-based mass storage, and the internet-of-things, business intelligence
has evolved into data science. In this chapter, the authors trace this evolution across
the diverse areas of data science and identify extremely useful advancements and
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best practices in the field.

Chapter 9
Towards Making a Sustainable Organization ............c.cccecueeeeeerieesieeienienieeneenne 238
Hakikur Rahman, Ansted University Sustainability Research Institute,
Malaysia

Sustainable developmentrefers to an economic, environmental, and social development
aspect that meets the demands of the contemporary context and does not prevent
future generations from fulfilling their requirements. In this perspective, businesses
play animperative role. However, studies reveal that the progress towards sustainable
development has been slow, indicating the need for more concrete guidance that
would allow businesses to act strategically and successfully in a sustainable way.
There are three distinct, but complementary, dimensions of strategic management as
viewed from the perspective of sustainability in order to encourage the integration of
sustainability issues into corporate activities and strategies. This chapter looks through
various aspects of sustainability towards making a sustainable organization through a
vertical literature review. This theoretical discussion contributes to existing research
to find relationships between strategic management and sustainable development
and tries to provide a schema for further empirical research.

Chapter 10
Critical Success Factors for Organizational Agility: Q-Study and the Place of

Mohamed Amine Marhraoui, ENSIAS Engineering School, Mohammed
V University in Rabat, Morocco

Mohammed Abdou Janati Idrissi, ENSIAS Engineering School,
Mohammed V University in Rabat, Morocco

Abdellah El Manouar, ENSIAS Engineering School, Mohammed V
University in Rabat, Morocco

Companies are facing important challenges related to markets’ internationalization,
regulatory restrictions, and fierce competition especially during the COVID-19
context. Environment is thus characterized by rapid and volatile changes.
Organizational agility is the key capability allowing firms to adapt continuously
by sensing changes in their environment and responding in an efficient and rapid
manner. Previous work has addressed organizational agility enablers, including IT
ones, allowing the firm to be more agile. In this chapter, the authors first extend
their organizational agility enablers list through an in-depth analysis of consulting
firms and governmental agencies reports on agility during the COVID-19 context.
The final list contains 28 organizational agility enablers belonging to 10 groups.
Then, the authors conduct a Q-study in order to identify what factors are critical for a
successful journey towards agility and to analyze the results from an IT perspective.
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Xiii

Preface

As the world relentlessly improving towards organizational development through
the utilization of information technology and in recent years technology continues
to be a ubiquitous force that propels businesses to success, it is imperative that
updated studies are continuously undertaken to ensure that the most efficient tools
and techniques are being utilized. In the contemporary business environment,
organizations that can improve their agility and business intelligence are able to
become much more resilient and viable competitors in the global economy.

Achieving Organizational Agility, Intelligence, and Resilience Through Information
Systems is a significant reference book that provides the latest empirical studies,
conceptual research, and methodologies that facilitate organizations to enhance and
improve their agility, competitiveness, and sustainability in order to position them
for paramount success in today’s economy. Covering topics that include knowledge
management, human development, and sustainable development, this book is ideal
for managers, executives, entrepreneurs, [T specialists and consultants, academicians,
researchers, and students.

ORGANIZATION OF BOOK CHAPTERS

The book is comprised of 10 chapters and includes topics from business intelligence,
change management, disaster recovery management, and organizational agility to
sustainable organization.

It has been observed that the world digitalization is transforming business and
organizations. In the organizational context, the potentials that can be realized
through digitalization are many, namely the expenditure reduction and higher
innovative power. However, it is not enough to integrate digitalization on their own;
a change of culture and behavior is necessary. To this extent Chapter 1 emphasizes
that social media relations have the potential to create communication capabilities
that can be turned into useful resources, which in turn will result in more significant
competitive advantage and performance. Taking advantage of social tools within
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Social Business context requires an exercise in how to demonstrate their usefulness
regarding the creation, access and sharing of contents securely. This chapter provides
a comprehensive view of a new context of labor, i.e. Social Business supported
by mobile IST-m_CSDIT2, to improve the organizations well-being through the
collective intelligence and agility dimensions.

Chapter 2 discusses on cloud information systems to improve organizational agility.
It mentions that in today’s competitive business environment, Information Systems
are not a luxury necessity; rather they are vital for survival. A new generation of ISs
has been established on cloud capabilities. Moving toward Software as a Service is
not the goal in a business and if not implemented properly competitive advantage
may even suffer. Managers and change agents should undertake deep study over SaaS
implementation before migration. In this chapter, the main elements and features
in which CEOs and IT managers should consider in evaluating the SaaS migration
option is being provided, and theoretical foundations of SaaS as a main Cloud-based
service in the business environment has been put forwarded.

Anorganization with its capacity to endure, add up value and promote value chain
could be seen as a sustainable organization. Moreover, sustainability could be in the
form of short-medium-and-long term effect to an entity. To an organization, in this
global economic crisis and increased competition, long term sustainability means to
be able to compete, expand margin, and append knowledge, notwithstanding mere
survival. Through the utilization of the information and communication technology,
organizations are now can adopt various business techniques to tackle or minimize
risks, reduce costs, and make profit. Chapter 3 has tried to argue that an organization
with this characteristic, in the longer run, can lead to sustainability and elevate the
business intelligence. In this discourse, through a vertical literature review, the study
has tried to construct a framework of sustainability with the aspect of an organization
and thereby proposed a business model for ideation and future implementation.

Chapter 4 showcases a Covid case study illustrating the importance of
understanding soft power affecting various organizations. It mentions that the
increased weighting of digital natives in a fattening long tail has added complexity
to organizational leadership, particularly during the global Covid-19 pandemic. In
order to understand this interconnection, lower-level influences and how they affect
the higher-level visible signs are discussed. This chapter begins with a discussion
of causes for this phenomenon and concludes with ways to work with the long tail,
either from within as a member, or externally as a leader.

During the last decades, open innovation in enterprises has already obtains its
acceptance at all levels of the business industry for adding worth to the business.
Furthermore, the value could be in the form of economic expand or enhancement
of knowledge leading to a sustained financial base. Varying by size, nature, pattern
or characteristics of the firm various strategies are being adopted by enterprises.

Xiv
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Though largely known to be familiar in corporate business houses, in recent years
open innovation is also becoming increasingly recognizable in small and medium
enterprises (SMEs) and the trend is rapidly escalating. Chapter 5 has tried to
formulate a business model incorporating partnership approach from academia,
research houses, intermediaries, practitioners and other stakeholders.

As contemporary technology plays an ever-increasing role in carrying out
structured tasks in today’s society, people are given more time to focus their attention
on higher levels of service and personal development. However, technology is in
a constant state of change and assurance services are needed to help ensure that
technology changes are accomplished properly. As another case study, Chapter 6 puts
forward a case of effective utilization of information technology towards achieving
organizational agility. During the study, it finds out that the Institute of Internal
Auditors has identified ten steps that can be used to effectively implement changes
in technology. This process and its accompanying internal controls can be assessed
through an internal audit function that considers issues of both functionality and
security. Such models include the COBIT 2019 supported Capability Maturity Model
Integration (CMMI) model and the Cybersecurity Maturity Model Certification
(CMMC) Framework used by Defense Industrial Base organizations.

Disaster recovery management requires agile decision making and action
that can be supported through business intelligence (BI) and analytics. However,
fundamental data issues such as challenges in data quality have continued to plague
disaster recovery efforts leading to delays and high costs in disaster support. Chapter
7 presents an example of these issues from the 2005 Atlantic hurricane season,
where Hurricane Katrina wreaked havoc upon the city of New Orleans forcing
the Federal Emergency Management Agency (FEMA) to begin an unprecedented
cleanup effort. The chapter brings to light the failings in record keeping during this
disaster and highlight how a simple BI application can improve the accuracy and
quality of data and save costs.

It has been observed that the effective utilization of information technology and
decision support concepts at the operational business level is slow to take hold in
the twentieth century. As a research study, Chapter 8 documented the evolution and
current state of the field of Business Intelligence and Analytics (BIA). It states that
in the last decade, however, through the resurgence and mainstream use of artificial
intelligence, machine learning algorithms, the development of inexpensive cloud-
based mass storage, and the internet-of-things, business intelligence has evolved
into data science.

Sustainable development refers to an economic, environmental and social
development aspect that meets the demands of the contemporary context and does
not prevent future generations from fulfilling their requirements. In this perspective,
businesses play an imperative role. However, researches reveal that the progress

XV

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Preface

towards sustainable development has been slow, indicating the need for more
concrete guidance that would allow businesses to act strategically and successfully in
a sustainable way. Chapter 9 looks through various aspects of sustainability towards
making a sustainable organization through a vertical literature review.

Chapter 10 puts forward a contemporary context of organizational agility in the
prevailing pandemic. It mentions that companies are facing important challenges
related to markets’ internationalization, regulatory restrictions and fierce competition
especially during the COVID19 context. Environment is thus characterized by rapid
and volatile changes. Organizational agility is the key capability allowing firms to
adapt continuously by sensing changes in their environment and responding in an
efficient and rapid manner. The study goes through a list of 28 organizational agility
enablers belonging to 10 groups.

CONCLUSION

Ithas been observed that at an organization level, creating a well-designed knowledge
management system that improves knowledge sharing and retention can speed both
decision making and response time. Henceforth, further in-depth studies need to
be carried out towards achieving organizational agility, intelligence, and resilience
through effective utilization of information systems.

This book put forwards those issues in relevance to strengthen the organizational
well-being by upholding the essential elements in relation to this emerging arena
of organizational agility, intelligence and resilience. The book includes concepts,
theories, case studies and practices around the niche global market, especially
focusing the contemporary economic barriers. It is expected that the book will
become apparent as a potential resource material in the existing market, not only
for academic researchers, but also for the practitioners.
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July 2021
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ABSTRACT

Digitalization is changing business and organizations. In the organizational context,
the potential that can be realized through digitalization is manifest, namely the
expenditure reduction and higher innovative power. However, it is not enough to
integrate digitalization; a change of culture and behavior is necessary. To this extent,
social media relations have the potential to create communication capabilities that
can be turned into useful resources, which in turn will result in more significant
competitive advantage and performance. Taking advantage of social tools within
social business contexts requires an exercise in how to demonstrate usefulness
regarding the creation, access, and sharing of content securely. To this end, this
chapter will provide a comprehensive view of a new context of labor (i.e., social
business supported by mobile IST-m_CSDIT?2) to improve the organizational well-
being through the collective intelligence and agility dimensions.
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INTRODUCTION

Organizations in recent years, due to digitalization, have undergone an enormous
r(evolution) at the social, economic, and technological levels where the traditional
barriers of information transfer and knowledge silos have been progressively
eliminated. Finding experts and knowledge within an organization is now easier
through Social Business.

Social Business (Yunus, 2007; IBM, 2013; Spieth et al., 2019) can be defined as
the ability of an organization to share information, produce knowledge collaboratively,
manage knowledge, eliminate communication and sharing barriers, accelerate business
processes, approaching the business partners, namely suppliers and customers, and
create innovative products, services and business models. It is thus essential that
such products, services and models are created and properly documented, managed
and shared.

A change of paradigm in what comes to the use of information systems and
technologies (IST) in the day-to-day life of every citizen, by itself, does not sustain
such a transformation; it is also necessary a change of culture and behavior. On the
one hand, the use of IST in an appropriate and integrated way with the organization’s
processes will depend on an individual and collective effort, which may be called
“collective leadership” (Friedrich et al., 2009; Eva et al., 2019). On the other hand,
the younger generation, accustomed to sharing, often through mobile devices,
personal information on Facebook, Twitter, among others, enters the job market
looking for similar tools. These new “social tools” allow the production, sharing
and management of information and knowledge within the organization between
peers and other stakeholders, allowing the barriers elimination of the communication
and sharing.

Therefore, we may infer that Social Business is much more than just collaboration
and sharing, since the IST that are currently available allow the organizations’
processes to be more dynamic, more “social”.

Following these developments, and according to the European Commission
report “Towards a sustainable Europe by 2030 EU is harnessing the power of the
digital transformation to meet the Sustainable Development Goals (SDGs), and it
is fully committed to develop capacity and expertise in key digital technologies
such as connectivity, the ‘internet of things’, cybersecurity, blockchain or high-
performance computing, while simultaneously paying attention to the potential
negative externalities of digital infrastructures. (Timmermans & Katainen, 2019).

The growth of social media is already happening at a tremendous rhythm. The
arrival and development of mobile internet applications has set to double the intensity
of social media use. Currently, according to Kemp (2020), internet worldwide users
are 4.57 billion with a penetration rate of 59%, mobile internet users as a percentage
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of total internet users are 91% and the active social media worldwide users are
396 billion with a penetration rate of 51%. This makes mobile internet the fastest
penetrating technology in the history of mankind (CISCO, 2020).

In this context, Social Business Intelligence (SBI) — the combination of business
intelligence software with collaboration tools - allows organizations to see, discuss
and act on changes and insights that are happening in their business data. SBI
combines corporate data with user-generated content in social media, contributing
to better decision making in the organization. Social networks are analysed from
different user perspectives, such as content, relationships, and behaviour, becoming
an abundant source of information about opinions, interests, needs and attitudes of
users. The challenge of the SBI is, then, an efficient management of information
from social networks considered as Big Data, characterized by an immense amount
and variety of unstructured data that changes at high speed (Berlanga et al., 2019).

Taking advantage of these technologies for organizations within the context
of Social Business, in particular for nomadic workers, requires a comprehension
exercise in how to demonstrate their usefulness with regard to the creation, sharing
and documentation of information and knowledge in and out of an organization, the
education and training of organizational workers and ad-hoc discussion, in a safe
way. In this chapter, we propose an approach using mobile devices, called mobile
Create, Share, Document, Improve and Training (m_CSDIT?). The Case Study
approach will be used as the research method (Yin, 2009).

We argue that Social Business, supported by different ISTs including mobile
devices that comply with the approach of m_CSDIT? will contribute in a particular
way for the organizational well-being (Dodge et al., 2012) raising indicators of the
collective intelligence (Malone et al., 2009; Jandri¢, 2020) and agility (Sherehiy et
al., 2007; Joiner, 2019) dimensions.

The intelligence dimension, on its different indicators is achieved through
“collective leadership” (De Brin & McAuliffe, 2020), since it is more efficient than
hierarchic management, for certain types of tasks, allowing the internal relations of
cooperation to increase and improving the flow of knowledge. Broad participation
is usually more effective and leads to more information that can be processed and
used in decision-making.

The agility dimension is achieved, through collaborative work, supported mainly
by nomadic workers, allowing a systemic perception, especially taking advantage of
the interconnections between the organization’s capabilities and market opportunities
(Cheng et al., 2020).

As a result, the chapter will provide a comprehensive view of the prevalent
issues of a new dimension of labour for traditional organizations i.e. Social Business
supported by mobile IST —m_CSDIT? — in order to improve the well-being of these
organizations through the collective intelligence and agility dimensions.
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THE NEW DIMENSION OF LABOUR FOR
ORGANISATIONS: SOCIAL BUSINESS

The Social Business Concept

The concept of Social Business was firstly associated with Yunus” work (Yunus,
2007). According to Yunus, the concept involved both economic and social
perspectives: Social Business is supposed to solve a social problem and to achieve
financial sustainability rather than to generate profits.

A new perspective was introduced by Kim (2012) in a blog post where the
concept was applied to evolutionary marketing and technology strategies. Social
Business is a recent but popular trend that is revolutionizing organizational work
and generating value for all of its elements, i.e. employees, customers, partners and
suppliers. It means that all departments in an organization integrate their social
capabilities into traditional business processes (Dorn et al., 2007) to change the
way of working in order to create value. A Social Business organization uses social
software technology to communicate with its rich ecosystem of customers, business
partners and employees.

A Business is created and managed by people. The individual or group who is
taking decisions will determine either the success or failure of an organization, i.e.
if it will survive or will eventually die in market (Hiriyappa, 2008; Guamushig et
al. 2019). In order to achieve that success long term goals are needed to be set, i.e.
profitability, productivity, competitive position, employee’s development, employee
relationships, public responsibility, and technological leadership (Hiriyappa, 2008)
that are converted into internal efforts and organizational transformations. However,
those organizations often fail due to internal (Kotter, 1995) and external forces
(Zakic et al., 2008).

An organization in the 21st century, known as Enterprise 2.0 (McAfee, 2009;
Wong, 2020), to achieve success, must be a connected entity that supports internal
and external networks of people and knowledge in order to obtain competitive
advantage and to face the constant and mutable external environmental forces.
The potential of Social Business allows this challenge. Hagel et al. (2010) claim
that “each of us, individually and together, are now, for the first time in history, in
a position to collaborate in a complete reimagination of our biggest private and
public-sector institutions that will eventually remake society as a whole” . Following
this imperative, organizations must be open to be supported by Social Business,
which constitutes a shift in how people work, moving from hierarchies to networks.
Nowadays, complex work is the most valuable, as well as the type of work that
cannot be automated or outsourced. It is work that requires creativity and passion.
Doing complex work in networks means that information, knowledge and power

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Digital Organizations

no longer flow up and down. They flow in all directions. Brown (2012) claims that
to understand complex systems it is necessary to submerge in them. This requires
social learning. Complex work is not linear. Social Business is giving up centralized
control and harnessing the power of networks.

Organizations must be able to share knowledge quicker than before. This requires a
shift towards something like a starfish framework that not only allows for independent
action but also distributes knowledge through all parts. Social learning is about how
organizational knowledge gets distributed.

The work of Social Business can only be achieved through social learning; Jarche
(2011) synthesized this idea into ten statements:

The increasing complexity of work is a result of global interconnectedness.

Today, simple work is being automated (e.g. bank tellers).

Complicated work (e.g. accounting) is getting outsourced.

Complex and creative work is what gives organizations unique business

advantages.

e  Complex and creative work is difficult to replicate, is constantly changing and
requires greater tacit knowledge.

e  Tacit knowledge is best developed through conversations and social
relationships.

e  Training courses are artefacts of a time when information was scarce and
connections were few; that time has passed.

e  Social learning networks enable better and faster knowledge feedback loops.

e  Hierarchies constrain social interactions so traditional management models
must change.

e  Learning amongst us is the real work in Social Businesses and management’s

role is to support social learning.

Undertaking Social Business is not the same of an organization that just uses a
Facebook page or/and a Twitter account. Social Business means that all departments
of an organization, from human resources to marketing, to product development, to
customer service, to sales, use social media in the same way they use any other tool
and channel to do their job. It is an organization that uses social networking tools
often to communicate inside and outside the organization. It is a strategic approach
to shaping a business culture, highly dependent upon executive leadership and
corporate strategy, including business process design, risk management, leadership
development, financial controls and use of business analytics. Becoming a Social
Business can help an organization to deepen the relationship with its customers,
generate new ideas faster, identify expertise and enable a more effective workforce
(Forbes, 2011).
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According to i-SCOQOP (n.a.), social business incorporates four dimensions:

technological, social (in this case, organizational/economic), managerial and human
(see fig.1).

Figure 1. Social business — connected and people business
(Font: i-SCOOP, n.a.)
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Social technology. Social networks and platforms, a plethora of tools and
consumer and business applications, next-generation Web technologies, cloud
computing, new protocols, new Web languages, data, etc.

Social/behavioral perspective. Dynamics and underlying principles of
phenomena driven by social and mobile reality and, above all, its impact on
how people behave, interact, inform themselves, form communities, co-create,
etc. Gamification, the reversal of processes by which the “customer” takes
centre stage; the principles of sharing and networking and crowd-sourcing are
some of these phenomena.

Process and management. This dimension includes management styles
and processes, the creation of different approaches to processes within the
organization and its ecosystem, new business models, changes in the ways of
working, building agile teams and making decisions in addition to traditional
and slow management structures. In essence, this amounts to making existing
business functions more efficient, fluent, and free from conventional silo models.
Information and content play a fundamental role in these processes and in the
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mutual exchange of value between people and customers, and customers are
also internal customers. Intelligent data and information, proactive content
management and even content marketing play a role here (in two directions)
with a clear link between, for example, social business and social content
strategy.

4.  Social and human. It emphasizes more humane principles in the way of doing
business. Centralization in people, a greater focus on “human values”, social
good and even social responsibility. From a more human dimension, it can
also add the psychological needs that, on the one hand, are made possible by
the two previous dimensions and on the other hand, drive them. The need for
recognition, equality, trust, involvement, honesty, authenticity, self-realization,
etc.

In a nutshell, Social Business is more than being present in a social network.
The organization needs to interact on different channels if it intends to implement
a Social Business strategy. The Social Business requires the transformation of the
organization so that sociability and interaction are prioritized. This means that
the mere existence of social networks is insufficient. The media should be valued
and worked in a collaborative way, either as part of the tasks performed, or in an
integrated way with business applications. In this context, itis essential to understand
that Social Business is not the destination to be reached, but the path that will be
outlined. Social Business is a way of doing business and, therefore, requires training,
endurance, agility and teamwork. The involvement of stakeholders in the strategy to
improve internal communication is a key factor. However, its implementation is only
a start since this is a continuous and gradual process. Likewise, it is also essential
to indicate to the organization’s professionals the importance of the strategy and at
the same time present the policies for the use of social tools inside and outside the
business (Positivo Tecnologia, 2018).

Integrating Social Business Into an Organization

Besides the well-known potential for organizations in the use of social media, most
organizations show a paradoxical behavior in the way they perform business and in
the way they manage their institutional social media. This paradoxical behavior results
most often in the underuse of conversation potential. These issues are discussed in
Van Belleghem (2012) and may be summarized as follows:

e  Almostevery organization thinks that word-of-mouth advertising is important,
but they make little or no effort to manage it. There is a (mistaken) perception
that organizations can do little to influence consumer conversations.
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e  Organizations communicate impersonally, while their customers are
demanding a more human approach. The customer wants just one thing:
to be treated in a manner that makes him happy. Organizations seem more
concerned with processes, structures and budgets.

e  One of the global trends in the business world is a growing requirement for
good service. Many organizations see customer service as a budget item
where savings can and should be done.

e  Consumers now have relatively sophisticated technology at their disposal.
Many organizations are still working with outdated technology.

e  Customers often want to help organizations, to be their friends. On the other
hand, organizations often do not think that just a few hundred fans are worth
investing in.

e  Organizations spend a small fortune on advertising in which they essentially
make promises. The modern consumer wants proof, not promises; wants
action, not just communication.

e  Consumers talk to each other, and often have interesting and relevant things
to say. Organizations make little effort to track down these comments and
even less effort to take account of them.

e  Staff is often proud of their organizations and would like to talk about them,
but sometimes is forbidden to do so by their employers.

Perhaps the two last issues in the list provided constitute the biggest paradoxes
of all the mentioned issues. Organizations keep referring that satisfied customers
and satisfied staff are important, but very often their actions do little or nothing
to reflect these words. These are the fundamental causes of unused conversation
potential. This problem is exemplified in a further section with the discussion of
real cases study.

The future of organizational work is social, collaborative and mobile (Streitz,
2003). The introduction of Social Business into an organization requires important
changes in the way its collaborators work in all the organization structure (Cortada
etal.,2012). According to Cortadaetal. (2012), in order to integrate Social Business
in the core of an organization three key issues must be addressed:

1.  Organizations need to consider how to incorporate social metrics in themselves
and in their processes;

2. Organizations need to understand and manage the risks associated with the
integration of social business; and

3. Organizations need to manage change, which is a fundamental requirement to
undertake with success social business practices.
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Moreover, in SideraWorks (2013) seven dimensions are proposed that must be
questioned and defined: (1) vision and goals; (2) cultural readiness; (3) organizational
structure; (4) social strategy; (5) communication; (6) social technologies; and (7)
training and education.

In this context, the two last dimensions (social technologies and training and
education) should allow knowledge to flow in the organization. The primary function
of social technologies and training and educating professionals in the networked
organization is to connect and communicate based on three core processes:

1. Facilitating collaborative work and learning amongst workers, especially as
peers;

2. Sensing patterns and helping to develop emergent work and learning practices;
and

3. Working with management to fund and develop appropriate tools and processes
for workers.

According to Zhao & Kemp (2012) employees tend to use blogs, wikis and social
bookmarks to search and retrieve information about the organization, to connect with
coworkers or to build relationships. Another survey, according to these authors, shows
that the main goal of using social media tools, such as Facebook in the workplace
is to maintain and develop connections with friends not work-related. The adoption
of such tools in the workplace has therefore raised several issues and challenges
for organizations. One of the most important issues is the virtual disappearance
for employees of boundaries between the personal and professional life, as well as
personal and professional connections.

Social Business Contributes for a More
Competitive Organization

In a few short years, social technologies have given social interactions the speed and
scale of the Internet. Whether discussing consumer products or organizing political
movements, people around the world constantly use social media tools to seek and
share information. And, in this context, business is changing their behavior and
social media becomes an important business tool (McKinsey& Company, 2012).
The value of organizations that use social media tools is determined by how
they are harnessed to create value for the organization (Majchrzack, Cherbakov &
Ives, 2009). Martin & van Bavel, presents a set of a number of potential benefits,
i.e., tangible and intangible gains, when the organizations use social media tools,
which they classified in terms of a) employ uses of the technologies, b) customer
engagement activities, and ¢) external partner activities (Martin & van Bavel, 2013).
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For employees the benefits are: (i) Fast access to organizational knowledge;
(ii) Fast access to internal expertise; (iii) Greater collaboration opportunities; (iv)
Reduced internal communication costs; (v) Improved training processes and (vi)
Improved recruitment of new employees. For customer engagement: (i) More effective
branding (Barwise & Meehan, 2010), stronger brand loyalty (Syncapse, 2013), and
improved marketing, including stronger customer dialog (Gallaugher & Ransbotham,
2010); (ii) Ability to mine and analyze customer data more effectively; (iii) Ability
to personalize marketing activities based on customer interests; (iv) Improved
customer service and support; (v) Better product development; (v) Increased customer
satisfaction, and (vi) Reduced marketing costs. For external partners the benefits
are: (i) Fast access to external knowledge and improved information sharing; (ii)
Reduced external communication costs; (iii) Improved collaboration and innovation
opportunities, and (iv) Exploiting new marketing opportunities.

Those potential benefits are quantified in some studies, namely McKinsey
& Company (2012) and PulsePoint Group and The Economist Intelligence Unit
(2012). The McKinsey & Company (2012) study emphasizes that the use of social
media in the interaction between employees of an organization could increase the
productivity by 20 to 25 percent (see fig. 2) since it improves their communication
and collaboration.

Figure 2. Productivity indices with the use of social media tools

% of average workweek

Interaction workers’ Increased Productivity
tasks value-added time improvement,
%
Reading and
answering e-mail 28 l: 7.0-8.0 25-30
Searching and
gathering information D 19 1 5.5-6.5 30-35
Communicating and |
collaborating internally D 14 | 3.5-5.0 25-35
Role-specific tasks 39 4.0-6.0 10-15

Tota - B 20-25

The study driven by the PulsePoint Group in collaboration with The Economist
Intelligence Unit (2012) indicates that organizations that wholly embrace social
business initiatives are experiencing four times greater business impact than
organizations that do not. In the study were identified and analyzed eight facets that

10
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improve business, through the adoption of social business, and consequently have
a positive economic impact (see fig. 3).

Figure 3. Impact of adopting social business by the organizations

Increased market share 2%

L
I
Decreased costs 37% 53% 10%
\
58% 37%
|

Improved talent retention 4%
Improved speed to market/innovation 65% 30% 6%
\
Improved product/service quality 68% 28% | 4%
|
Improved collaboration with partners 65% 30% 5%
Improved brand or stock value | 67% 20% | 4%
\
Improved marketing/sales effectiveness 84% 13% |25

0% 20% 40% 60% 80%  100%  120%

® Advantage ®NoImpact ® Disadvantage

These studies show the importance of social business to organizations, not only

inside the organization itself, but also in its relations with the outside, i.e., with the
organizational ecosystem.

According to Edwards (2016) the benefits of Social Business in an organization are:

Better customer relationship. As a social business, the organization is seen as
open, transparent, accessible and responsive. If a customer can communicate
with the organization in real-time and through an appropriate platform, he
will feel valued and respected. Better yet, if the organization exceeds response
expectations, it will not only have satisfied customers, it will have potential
brand advocates.

Improved insight. Social business can gain more and better insights into the
behaviors, feelings and actions of customers. This, in turn, can create more
targeted and relevant campaigns and product development.

Employee satisfaction. The social business allows employees to participate in
the conversation, both internally and externally. The result is more involved,
collaborative and motivated teams that can and have the autonomy to make a
difference.

11
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4.  Higher productivity. By encouraging open collaboration and involvement, a
social business allows for a better flow of communication internally and a
culture of “doing things” as a team.

5.  More innovation. New ideas are more like being shared, built, developed and
putinto action. Internally, employees from all parts of the organization have the
autonomy to innovate; externally, customers can contribute valuable insights
and opinions about product or service development.

6. Enhanced reputation. The success of a brand depends on whether the products
and services match the claims an organization makes about them. If a service
falls below the level that customers expect, they will react quickly. If the
organization can respond to problems quickly, effectively, and transparently,
it will only work in his benefit. And if the answer and its content are correct,
that is, if itis useful, the organization can quickly become a more visible expert
and the source from which to obtain useful information.

The Contribution of Social Business to
the Organizational Well-Being

As referred in previously social business is the creation of an organization that is
using social technology to benefit its entire ecosystem by embedding several aspects
including collaboration. In this way the core of social business and the activities
that it supports will have an impact in the organization through six dimensions
(SideraWorks, 2013), which are presented in Figure 1: adaptability, empowerment,
agility, connection, openness and collective intelligence (Malone et al., 2009). We
highlight two of these — the agility and collective intelligence dimensions.

Organizational agility is defined, in the Business dictionary, as the capability of
an organization to rapidly change or adapt in response to changes in the market. A
high degree of organizational agility can help an organization to react successfully
to the emergence of new competitors, the development of new industry-changing
technologies or sudden shifts in overall market conditions.

Organizational agility helps balancing speed of response, communication
and information sharing with thoughtful coordination and long-term scalability.
In this context, according to Charbonnier-Voirin (2011), organizational agility
is the organization capacity to incorporate new elements such as innovations or
improvements in order to enhance its performance.

Levy (1999) argues that collective intelligence is the “capacity of human
communities to co-operate intellectually in creation innovation and invention”.
Levy also adds that collective intelligence is a “fully distributed intelligence that
is continuously enhanced and synergized in real time” which results in effective
mobilization of skills with social business. And in this context, collective intelligence

12
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leverages the capacity to listen and use established information as well as new
sources of information. Evaluating and analyzing data is not just to track activity,
but to actively support business decisions in order to improve products, services,
and processes of an organization (SideraWorks, 2013).

Organizational well-being is the process of creating well-being across an
organization (Dodge et al., 2012). Therefore, if agility and collective intelligence
are incremented in an organization, well-being will also be incremented.

The Support of Social Media Tools in Social Business Context

Social media tools are supposed to inflict a sharp transformation in the employees’
private and professional lives. Through careful observation of the use of such tools
it is widely acknowledged that they are vital in the process of communication in
society today (Ham et al., 2019).

Organizations worldwide are adopting social media tools in many critical
applications to create, share and documenting. Some industry executives from
advertising and marketing consider their use crucial. Despite its growing ubiquity,
social media tools are still not well understood from a strategic business perspective,
and also regarding its use in education and training in the workplace (Barczk &
Duncan, 2012).

Studies on the organizational impacts of the use of social media tools to date
have been mentioned only speculatively (Vannoy & Palvia 2010). According to
(Boyd, 2008; Lampe, Ellison & Steinfield, 2006) a possible explanation for this is
the growing use of social media tools outside the organization or explicitly social
contexts, which are used mostly by youth and students.

According to Jarrahi & Sawyer (2013) the increase in the number and variety
of information and communication technologies in the workplace, as well as the
practices of knowledge sharing which are becoming increasingly digital allow
traditional organizations to benefit from the wide variety of social technologies. The
social media tools constitute the subset of social technologies that have allowed new
possibilities for sharing organizational knowledge. The use of social media tools
offer opportunities for collaboration and social exchange, and are well positioned to
increase and prolong the interpersonal social connections (Skeels & Grudin, 2009).

Jarrahi & Sawyer (2013) mention that what is known so far on the use of social
mediatools at work is based on studies focused on the use of a social media technology
by itself. These studies provide useful information about some organizational
implications of its use, but do not consider how technologies can be used together.
However, it is easy to acknowledge that the vast majority of organizations have
employees interacting with several technologies.
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For a successful organization to have social business, social media must be
understood as a means, not an end. Social media is the ideal partner for such an
organization. The advantages are obvious: speed, a wide potential reach, a human
method of communicating, no hierarchy, full transparency, creation of communities,
etc. It is the only channel where feedback from the outside world is transparent and
direct. Social media force organizations to be more honest, quicker and clearer in
their communication. This trend has allowed organizations to develop in the direction
of genuine customer-orientation.

Despite these advantages, the checklist mentality which some organizations
use when dealing with social media is not the right way to maximize the company
conversation potential. Regarding Facebook pages and Twitter accounts as some
kind of magic trick is not the good way of achieving success and will only lead to
disappointment. The reality is that, with a few exceptions, any company is likely to
have a million fans on the first day. For the vast majority of organizations, it takes
time and effort to build up a community of fans and followers. Besides, wide reach
onsocial mediais only one of the important criteria. Building up a strong relationship
with the customer is just as important. The role of company employees in helping to
make the company’s culture tangible is another relevant issue to consider. Social media
are then the ideal way to spread the company’s culture and stories on a wide scale.

Social media tools refer to social networks (Facebook, Google+, Twitter,
Instagram, TicTok), in addition to sharing videos platforms (YouTube), blogging
platforms and platforms of communication (Zoom, Teams) (Ham et al.,2019).

Social media tools provide their users a profile, a list of friends, a chat room and
the ability to send public or private messages, create events, comment, get feedback,
etc. From a general perspective we can say that they have in common the ease of
use, and free use, for good or for evil, representing the day-to-day lives of young
people, mostly.

Some studies about social networks show that about a third of employees from
different organizations use social media tools (Demyen, 2020). Thus, a social
media tool can be used to create a large community of employees, both new and
old, ensuring that within this community, new employees will have the opportunity
to interact with more experienced employees, with the objective of exchanging
organization’s information.

Twitter is a social media tool similar to Facebook. Both sites are considered social
networking sites where people can communicate with each other, keep in touch and
share information, although Twitter limits the amount of information that you can
share at any time within a single tweet (Tagtmeier, 2010).
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The Use of Social Business Intelligence
(SBI) Within Social Business

As mentioned in the previous sections, the inclusion of social business in an
organization implies the use of social media by those same organizations.
Organizations that make use of social media have in their power a great source of
data in the most diverse formats that grows every day all the time. In this context,
the SBI, which is the confluence of two domains - business intelligence (BI) and
social media and other Web 2.0 platforms - allows the creation of new added value
organizational processes and enhanced business capabilities used by organizations
all over the world to effectively harness social media data and analyze them in order
to produce added value information such as customer profiles and demographics,
search habits, and social behaviors (Gioti et al., 2018).

Social Business Intelligence (SBI) consists of tools, technologies, applications
and processes that help organizations through the collection, processing and analysis
of data with different structures and formats from different distribution channels,
such as social media. It creates the possibility of comprehensive monitoring of the
external environment and helps to use user-generated content and unstructured
knowledge for the organization. According to Jafari et al. (2017) the factors for
the use of social business intelligence in the organization are classified into five
categories: organizational, media, process, technical and human factors. Each of
these factors includes different items to guide an organization in the use of user-
generated content and unstructured knowledge on social media.

Therefore, the purpose of an SBI is to provide solid data analysis, and its results
can be strategic or tactical improvements in the organization. The SBI builds a vision
of the external forces that affect and guide organizations’ daily business (Choi et al.,
2020). By using an SBI, organizations can gain key benefits, including improving
customer satisfaction, improving service quality, reducing missed opportunities,
increasing revenue, brand reputation, continually improving efficiency, optimization,
reducingrisks and overall costs, ROl improvement, marketing optimization, situational
awareness, the capture of unsatisfied ideas and needs, opportunity to take care of
the client, sentiment analysis, use of social CRM, audience creation, reputation
management and more effective marketing (Jafari et al., 2017).

THE USE AND UNDERUSE OF CONVERSATION POTENTIAL

Social media can enable and significantly increase the collaboration and learning
from customers in various ways, for instance by novel social ways of providing and
receiving feedback of a brand, an organization’s products or services and practices.
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Today’s consumers want an organization that is open and receptive to their opinions,
an organization that puts the customer first, in a central position.

Thanks to social media, organizations can get their information out to the public
faster than ever. However, social media can spread bad information about a business
just as fast as it can spread good information, due to its powerful amplifying effect.
Social media builds brand awareness in ways that no other form of media can and
reaches customers who would be otherwise unreachable. The conversation potential
and the reach provided by the use of social media can lay the foundations for an
organization’s future growth or damage of reputation or brand image.

Designing a social strategy for the organization and learning from the interaction
with customers so as to re-design strategy or improve organization procedures and
practices should allow the right balance for an organization to ensure success in
engaging with social media. The two case studies provided in this section describe
real stories of how organizations can underuse or use the conversation potential
enabled by social media and the consequent impact on the businesses’ brand image
in both cases.

The ‘United Breaks Guitars’ Case

“United Breaks Guitars” is a song by Canadian musician David Caroll and his band,
Sons of Maxwell. It chronicles a real-life experience of how his guitar was broken
during a trip on United Airlines in 2008, and the subsequent reaction from the airline.
The song becomes an immediate YouTube and iTunes hit upon its release in July
2009 (Wikipedia, 2013; Van Belleghem, 2012).

Background

Musician Dave Caroll said his guitar was broken while in the airline’s custody. He
alleged that he and fellow passengers on board a flight plane saw baggage-handling
crew throwing guitars on the tarmac in Chicago O’Hare on his flight from Halifax,
Nova Scotia to Omaha, Nebraska. He arrived at his destination to discover that his
$3,500 Taylor guitar had indeed suffered a broken neck (shown in his video).

The incident happened in March 2008, when singer Dave Caroll was sitting on
board of a United Airlines flight. The plane was still on the tarmac, and through
the window he could see how the baggage staff was dealing less than gently with
his luggage. In his case, this included his expensive guitar, so he warned the United
Airlines staff on the plane that he was concerned about its safety. He was not being
thorny; all he wanted was the handlers to exercise a little more care. The cabin crew
showed little interest and said that they could not ‘interfere’ with the work of their
colleagues on the ground. They simply referred Caroll to the ground crew at his place
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of final destination. When he arrived, Caroll found that his fears had been justified:
his costly Taylor guitar had been badly damaged. As he had been told, he reported
to the ground personnel and explained his problem. No one was really prepared to
listen, and he was passed from one person to another. Nobody did anything and
nobody accepted responsibility. In the end, Caroll gave up in frustration. He tried to
claim compensation through the airline’s head office, with no results. His fruitless
negotiations with the airline for compensation lasted nine months.

The Song and the Response

After nine months of fruitless negotiations with the airline, Caroll decided to put
his frustration to creative use. He wrote a song and created a music video about
his experience: ‘United breaks guitars’. The lyrics include the verse “I should have
flown with someone else, or gone by car, ‘cause United breaks guitars”.

The video, posted on YouTube on July 6, 2009, became a huge internet hit. It
amassed 150,000 views within one day and garnered over half a million hits by July
9, 5 million by mid-August 2009 and 10 million by February 2011.

In less than a week, more than a million people had seen the video. Dave was by
no means a famous singer, but people could associate with his feelings and share in
his story: they had also already felt the same sense of exasperation and powerlessness
when dealing with a giant organization. During the first days, more than 100 bloggers
picked up the story. United Airlines decided not to react.

Unfortunately for United Airlines, however, the snowball was already rolling —
and there was no way of stopping it. By the middle of the second week, the story
had reached the ears of the traditional media. CNN ran a piece on the song, the
newspapers followed, and all of a sudden Dave was a popular guest on several radio
stations. The story seemed to have a life of its own.

Because no reaction from United Airlines was forthcoming, Dave launched a
second video, United Breaks Guitars: Song 2, released on YouTube on August 18,
2009. The song takes a humorous look at Carroll’s dealings with “the unflappable”
United customer service employee Ms. Irlweg and targets the “flawed policies”
that she was forced to uphold. A few months later, Caroll was finally invited to
meet three of United Airlines’ senior managers. They personally apologized him
for the inconvenience he had suffered and asked if the carrier could use the video
internally for training. United mentioned they hoped to learn from the incident, and
to change its customer service policy as a result of the incident. A week later Caroll
was invited to the American Senate, to discuss the rights of airlines passengers.
Since the incident, he has been in great demand as a speaker on customer service.
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Figure 4. The United Breaks Guitars YouTube video
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The Paradoxical Behavior of United Airlines and Lessons Learned

Throughout this entire saga, United Airlines had chosen not to react in public
forums. This was a missed opportunity. Dave’s story caused many other dissatisfied
customers to come out in the open. The best reaction would have been to listen to
these people and try to help them.

There were probably other less than satisfied customers in the past, and they had
probably talked online about the organization’s poor service. The major crisis with
Dave could have been avoided, if United Airlines had acted earlier to put these matters
right. Itis also clear that before the incident customer service at United Airlines was
a department, not a philosophy. To make matters even worse, it was more than one
department, all of whom were keen to pass on the responsibility to each other. The
cabin crew on Dave’s plane should have taken action immediately: good service
means that everyone must be prepared to take their responsibility seriously. Even
though airlines are not always directly in charge of their own baggage handling, there
still needs to be clear communication and sense of commitment toward the customer.

Even though the United slogan ‘We invite you to come and fly the friendly skies’
is a good slogan, the behavior of the organization’s staff showed that it was no more
than that: the reality behind the slogan, as Dave experienced, was very different.
Modern consumers will only believe in organization advertising if they can see the
proof with their own eyes in organization actions.
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The paradoxical behavior of United Airlines was not only confined to its
underuse of conversation potential. In fact, they actually provoked a flood of
negative conversations. The memory banks of Google mean that crises of this kind
can continue to haunt a organization. In August 2011, three years down the line, the
link to the ‘United breaks guitars’ video still occupies the 15th spot when searching
for information about ‘United Airlines’ and *baggage’.

In this whole regrettable tale, there is however a relevant mitigating factor in the
organization’s favour which constitutes also a lesson learned from the incident: the
video is now used by United Airlines (and many others) as didactic material during
customer service training.

The ‘Become the Doritos Guru’ Case

This case describes a complete change in how the Canadian based chips brand
Doritos (Paul, 2009; StuzoGroup, 2013) got through to its teen audience, and the
success the organization had with a totally re-imagined, user-generated campaign
based on the use of social media. The campaign was based on the proposition: “name
the new Doritos flavor, create a 30-second commercial for it and in return we will
pay the winner, who will be declared “The Doritos Guru”, $25,000 cash and 1%
of the flavor’s Canadian net sales, forever”. Although the effort was centered on
the mystery flavor, the impact lifted overall Doritos sales. The case also showed
excellent results for brand health and engagement through the use of social media.

Background

Inearly 2009 Doritos released anew chip flavor and wanted to use this as an opportunity
to drive brand awareness and engagement through an innovative promotion that
leveraged social media. Working with multiple partners, Doritos decided to pursue
a cross-platform promotion focused on a viral video.

The campaign, called “Become the Doritos Guru”, was a video upload contest
wherein users were tasked to create a catchy TV spot and name for the new chip
flavor. Doritos was prepared to offer a prize of $25,000 and 1% of future consumer
sales to the winning commercial and name for the new flavor. At the outset of the
campaign, Doritos identified the ideal business outcomes for the promotion:

e  Reach consumers across multiple social channels to create high brand
awareness and engagement;

e  Launch brand presence on Facebook and build out a Facebook fan base and
Social CRM;

e  Dirive sales of the brand and the new flavor.

19

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



Digital Organizations
The Solution

The social promotion experts at Stuzo Group (StuzoGroup, 2013) conceived and
developed the interactive components of the program. A first of its kind, the Stuzo
Group proposed a solution which would launch an interconnected promotion on
Facebook, YouTube, and a standalone website using Facebook Connect.

Figure 5. The Become the Doritos Guru campaign

Consumers were able to engage with the promotion in the environment of their
choice. Facebook and the Doritos Guru microsite served as the interfaces for video
uploads and related promotion interactions, while a branded YouTube Channel was
used to host the videos and provide additional exposure. Data such as number of
votes, comments, and video views was transferred seamlessly between the three sites.
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The platform’s administrative controls allowed Doritos to screen and approve video
submissions before publishing them simultaneously to all three channels. Using the
many tactical component features of the platform, users could vote, comment and
share submissions, greatly encouraging viral spread. The winning video was based
on votes from other users, showing the power of social media.

Campaign Results

This innovative promotion crushed all expectations set by Doritos and its agency
partners. The campaign’ participants took the opportunity to name the new flavor
and to momentarily embody the Doritos brand. Furthermore, massive consumer
engagement was achieved. Viewers came out in full force to express their opinions
driving an enormous amount of traffic to all three channels. Overall, 75,000 people
participated. 4,000 clever and well-produced ads were submitted, 570% more than
the original goal. The Doritos YouTube channel became the #1 Subscribed Channel
with 2.1 million video views. Viewers spent an average of 6 minutes on the sites, 2
minutes over the original goal. Viewer participation was exceptional with 560,000
votes and 188,000 comments. In one week after its official launch, Doritos’ Facebook
page gained 31,000 fans. Throughout the campaign, over 900,000 consumers visited
the page. As a result of the integrated marketing program, Doritos sales increased
dramatically in just two months. In particular, Doritos sales including the new flavor
increased by an unprecedented 23% during the campaign period.

SOCIAL BUSINESS SUPPORTED BY MOBILE IST

Social business in organizations is a reality that needs to be improved and even, in
some cases systematized, as already discussed. Acknowledging this context, the
m_CSDT framework was formerly proposed in Ferreira et al. (2015) and updated
Ferreira et al. (2019); at that stage, the framework was used to introduce and/or
systematizes social business in organizations and the use of social business intelligence
(SBI) within social business. The main aim is to contribute to the improvement of
business processes, relationships with stakeholders (business partners, customers)
and continuous training of employees within organizations. The following subsections
present the m_CSDIT? approach, a usage scenario of it and some ethical issues that
should be taken in consideration when social business is adopted by an organization.
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Mobile_Create, Share, Document, Improve
and Training: m_CSDIT?

The relevance of conducting social business supported by social media tools and
SBI is widely acknowledged and recognized by the scientific community and
organizations, as discussed throughout the previous sections. However, there is a
lack of approaches that allow the systematization and that guide its implementation
within an organization. To address this end, we propose an approach consisting in
a three-layer framework (m_CSDIT?) which covers the:

1. Creation, sharing documentation of information and knowledge in and out of
an organization, improvement of organizational processes and relationships
with stakeholders, based on information and knowledge;

2. Training of organizational workers — ToOW model (Ferreira et al., 2017); and

3. Promotion of ad-hoc discussion.

Figure 6. The m_CSDIT? approach
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AsshowninFigure 6, itis possible to develop a generic approach forimplementing
a social business through the use of social media tools and the support of social
business intelligence (SBI), in order to achieve the well-being of the organization
considering the agility and collective intelligence dimensions. In this approach,
emphasis is given in the production of value for the organizational ecosystem.

Creating value often occurs in different social contexts. This approach includes
individual and organizational contextual factors. It identifies the crucial role that
an organization plays in promoting a culture of lifelong learning, collaboration and
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innovation in order to achieve the organization’s strategic objectives. The model
identifies and presents the relationships and interaction between employees, the
social media tools, the social business intelligent, the business strategy and the
organization.

The approach focuses the collaboration issue and its relationship with the
accomplishment of the organizational goals. The employees are at the center of the
collaboration and are mostly members of social networks. The approach illustrates
the nature of collaboration in the workplace, with mobile devices, where social
business is largely organized and conducted by the organization, and is based on
the social context.

The approach may be briefly described as the collaboration in the workplace
based in social media tools. This means that the organization learn through the
participation and involvement of its employees through a network, connecting,
interacting, and collaborating to obtain or share information and / or knowledge
through social media tools. That information and / or knowledge is also obtained
from the social business intelligence.

We propose that the collaboration in the workplace is achieved through the
integration of suitable social media tools to the needs of organizational development
and learning. To thatend, we suggest a mixed form of peer tutoring with an instructor
who acts as observer / facilitator. To realize the potential benefits of collaboration
in the workplace based on social media tools, we recommend that organizations
support rather than restrict the adequate use of social media tools in the workplace.
Thus, organizations have to define the best long-term strategies and implement
action plans to take advantage of collaboration based social media tools.

A Scenario for Using Social Media
Tools for Employees’ Training

Inthis section, we outline a scenario for a possible training action that will incorporate
social media tools — 2nd framework’s layer. The scenario describes how Facebook,
Twitter and YouTube, can be included in the training program.

Atthe beginning of the training program some accounts on Facebook and Twitter
are created. Subsequently, a group is created on Facebook, where employees are
invited to join. At this stage it is expected that some inexperienced employees present
some concerns with the safety issues related with the addition to the group of their
profiles, as well as the information that they are writing on Twitter. In response to
these concerns it is possible to change the Facebook settings to allow access only to
“friends” of the group’s creator, who is the action’s instructor. Regarding Twitter,
only the instructor and other employees allowed to follow. Furthermore, only one
group member can send invitations to others to join the group. Thus, it is not possible
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for any other user of Facebook to access the group without an invitation. In these
training actions, there will likely be employees who have never used this kind of
tools, so it may be necessary a first action training to learn how to use Facebook
and Twitter effectively.

During the course of the training the instructor can put YouTube videos on the
mural of the Facebook group created and learners are invited to comment the videos
with their opinions. Simultaneously, students may ask any questions about the videos
on the Facebook wall, as well as through Twitter by writing small messages. At
this stage, there is no difference between employees who are in the organization
and those who are on the move, as there is no difference in treatment and “equal”
opportunities are given. If precise indications on how to make comments are not
given, it is quite possible that in early stages there are few answers and that “Like”
button is just used. One way to encourage the production of reviews is, for example,
to assign a grade to improve the final classification of the action training. During the
training action, Facebook and Twitter can be used for the instructor to send messages
to learners, tasks to be performed, evaluation dates, to use the calendar, among
other issues related to the action. What is expected is to have great interaction in
the communication between the instructor and the trainees and between the trainees
themselves, achieving, for example, shorter response times to several problems.

It is expected that instructors will increase the number of questions on Facebook
and Twitter, on the next subjects taught, the kind of assessments to be performed,
deadlines for submission of tasks, among other tasks. This type of interaction will
allow, for example, a collaborator who knows the answer to some question to “post”
it even before the instructor realizes it, which can improve communication and a
spirit of sharing and collaboration. It is also expected that as the action progresses
more training videos are available in Youtube and their respective reviews increase
in quantity and quality. It is believed that, at the end of the training action, the
pedagogical use of Facebook, YouTube and Twitter have a positive impact on
organizational learning through the use of mobile devices and with the contribution
of the community of group training creating, sharing and documenting.

At the end of the training action a formal evaluation of the action will be carried
out, through the use of a questionnaire and the results obtained will be compared
with the results of training activities that do not use social media tools.

Ethical Issues
Many ethical issues arise when social mediatools are used in an organizational context,
one of which is the existence of a conflict of interest. First, social media tools users,

particularly social networks users, cannot be sure that the published contents remain
private. In case social networks are effectively integrated into the organizational
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environment, users should become aware that there can be no expectation of privacy.
Secondly, there may be consequences when personal information provided to be
private, is mixed with the information used in the organizational environment. The
information provided should reflect / represent the user only under a professional
setting.

Another issue related to the use of social media tools consists in age and previous
experience. One cannot assume that, for example, all students enrolled in a particular
course are experienced in the use of social media tools. According to Foulger et al.
(2009), students aged over 40 years have little or no familiarity with the functions
of social media tools in comparison with younger students. These results suggest
that it is necessary to have special attention for competencies of employees who
participate in any activity that uses social media tools.

Before adopting the tools of social media in organization, itis necessary to consider
the definition of institutional and / or personal guidelines to maximize the potential
of this kind of tools, minimizing legal responsibilities (Barczk & Duncan, 2012).
Therefore, it is possible to list the following measures: (i) separating the personal
from professional issues, thus creating different accounts, (ii) making full use of
privacy settings and review them frequently, (iii) deactivating the mural through
privacy settings to prevent the placement of undesirable messages, (iv) being aware
of the possibility of having a maliciously audience, and (v) being aware that the
information posted in these tools is out of control.

Following certain guidelines and using common sense, the employees of the
organizations where social media tools are used can tailor organizational activities
with the lowest possible risk to them and / or for the organization, provided that
they have in mind the issues mentioned above.

FUTURE RESEARCH DIRECTIONS

Despite the successes and progress made to date, many important topics remain
open for investigation with respect to providing appropriate approaches to undertake
social business in organizations supported by the use of social media tools.

Many of the results achieved so far in social business supported by social media
tools have come from joint work between researchers and organizations. Awareness,
education and systematization remain three of the biggest issues to develop for those
working in social business.

Researchers need to have practical experience as well as a sound theoretical
foundation. Practitioners need to be equipped with a variety of approaches to use
where appropriate depending on what is best suited to a given situation. Customers
need to understand the importance of the process, believe in it, and support the efforts
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involved in doing it right. So, it is in this context that it is proposed the m_CSDIT?
approach.

The m_CSDIT? approach proposed — a three-layer framework — needs to be
conceptualized, implemented and validated in an organizational context.

The conceptualization of the model, in particular the first layer, will go through
a preliminary study on identifying indicators of measurement. The indicators will
be used to determine an activity pattern to select and use social media tools either
producing organization’s information “out” and in their input, i.e. what type and
how the information should be made available to one or more stakeholders, and also
how the feedback given by this/these stakeholder(s) should be analyzed in order to
make the organization more competitive.

As far as out information is concerned, the indicators should guide the selection
of tools to use against the objectives, the “drawing” of the content and the form
of dissemination. Meanwhile indicators for analysis of information indicate how
to handle this same information in order to draw conclusions on the basis of the
proposed objectives e.g. likes and dislikes analysis and their comments within one
or more social networks. In defining the indicators, qualitative and quantitative
methods will be used.

In what comes to the conceptualization of the second layer of the framework, it
is under development, i.e. studies (Gracia & Ferreira, 2012) have been performed
and a model has been outlined as one can ascertain from the section entitled The
scenario for social using average tools for employees ‘ training, in which the referred
model is presented in an instantiated form.

Finally, the third layer will not be the object of study in its conceptualization,
because as it can be concluded from the name itself, it is intended that the promotion
of ad- hoc discussion is unrestricted and not planned. However, the analysis of the
results will be held through the in indicators set for the first layer.

CONCLUSION

This chapter aimed to give an overview of the state-of-the art of the issues underlying
the undertaking by organizations of social business supported by social media tools.
Then it introduces an approach consisting in a three-layer framework (m_CSDIT?)
that covers the systematization of the creation, sharing and documentation of
information and knowledge in and out of an organization, the education and training
of organizational workers and ad-hoc discussion.

Even though the m_CSIDT? approach seems to be a valuable contribution to offer
a new context to the traditional way of performing business - the social business
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context, in order to achieve organizational well-being in the agility and collective
intelligence dimensions, the approach needs a greater degree of formalization.

The main difference between a traditional organization with and without social
business is the involvement of the customers, business partners and employees in the
life of an organization. Both visions present benefits and drawbacks. In particular, it
is envisaged that the m_CSDIT? approach will allow the implementation of social
business in an organization. The approach focus on the production of value for the
customer reducing whatever does not add value from his point of view as well as to
the organization itself. Therefore, the involvement of the organization ecosystem is
of paramount importance to achieve this goal. On the contrary, traditional approaches
allow the conduction of business within an organization in a closed way.
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KEY TERMS AND DEFINITIONS

Agility: The capability of an organization to rapidly change or adapt in response
to changes in the market.

Collective Intelligence: Shared knowledge jointly constructed by a group of
people through their collaborations and instructions.

37

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use


http://www.entryerson.com/epr/index.php/jep/article/viewFile/109/82

EBSCChost -

Digital Organizations

Mobile Learning: Any sort of learning that happens when the learner is not at
a fixed, predetermined location, or learning that happens when the learner takes
advantage of the learning opportunities offered by mobile technologies.

Nomadic Workers: Someone who works in different places while away from
their office, often using a mobile phone and the internet:

Social Business: A company thatembeds social tools and practices both internally
(employee-oriented) and external (oriented to other stakeholders such as customers
or other business partners) with and integrated approach.

Social Software: Software inspired by the functionalities of Web 2.0 tools such
as blogs, wikis, microblogging, social networks, and others.

Training and Education Professionals: Training and education in the networked
organizations is to connect and communicate based on facilitating collaborative
work and learning amongst workers, especially as peers.

Well-Being: Is when individuals have the psychological, social, and physical
resources they need to meet a particular psychological, social, and/or physical
challenge.
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Saa$S Migration
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ABSTRACT

In today’s competitive business environment, information systems are not a luxury;
rather they are vital for survival. A new generation of ISs has been established
on cloud capabilities. Moving toward software as a service is not the goal in a
business, and if not implemented properly, competitive advantage may even suffer.
Managers and change agents should undertake deep study over SaaS implementation
before migration. In this chapter, the main elements and features in which CEOs
and IT managers should consider in evaluating the SaaS migration option will be
provided, and enterprises may be acquainted with the concept, goals, and theoretical
foundations of SaaS as a main cloud-based service in the business environment. On
the other hand, businesses should undertake some necessary changes in the operating
circumstances which are utilization of a proper and modified business models
established over a knowledge base strategic movement. This will lead enterprises
to achieve the main goals of migrating to SaaS and cloud platforms (i.e., agility,
competitive advantage, and innovation).
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INTRODUCTION

Information Systems as Carr (2004) states appear to be like electricity. Publicity
and essentiality of electricity forced managers not to depend on electricity for their
strategic decisions, and so is true for ISs. Carr argues, “When a resource becomes
essential to competition but inconsequential to strategy, the risks it creates become
more important than the advantages it provides” (2004, P.11). Traditional desktop
ISs are more or less known for more than three decades, and managers are following
new routes to the quality, timeliness, and effectiveness of information flow for gaining
competitive advantage. The main disadvantages of traditional desktop ISs are high
costs, implementation difficulties, and information blockage. The arrival of the
Internet has extended the way ISs can perform, however network-enabled Information
Systems have been in use for more than two decades. Now there is no need to pay
heavy costs for Information System implementation and license purchases. “Cloud
Computing” emerged a new generation of ISs, i.e., “Cloud Information Systems
(CISs)”. With this new phenomenon as Martin (cited by Geelan, 2009) explains,
there is no need for new IT structures, user training, or licensing procedures; on
the other hand and at the same time the company will benefit from increased IT
capabilities and capacities.

NIST’s! definition of Cloud Computing (2011) implies that every application
that uses the internet as a tool for enabling “ubiquitous, convenient, on-demand
network access” (Mell & Grance, 2011) to shared computing resources, data,
information or services, can be grouped in the Cloud Computing Model. To name
a few Cloud Computing services offered since far, we can point to Software as a
Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).
These so-called Cloud-models have moved business IT to a new era, which is based
on hybrid and virtual worlds. This chapter attempted to guide managers and change
agents through choosing and using the SaaS model in the new Cloud-era. Feasibility
and suitability of SaaS and CIS will be studied in different business environments,
and SaaS business maturity models will be explained. Change as a vital element
of implementing the SaaS model will be described and few delivery methods to
SaaS implementation challenges will be offered as well. Thus, this chapter can be
a guideline toward SaaS-migration.

Importance of SaaS
SaaS has been modified, explained and defined by almost any expert in the field.
However, the most known definition of SaaS explains that any application running

on the cloud platform enabling consumers to run the program on a thin-client
(Internet browser) or a program interface can be known as SaaS (D. C. Chou &
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Chou, 2008; Mell & Grance, 2011; SITA, 2001). Others defined SaaS as a software
in which the application is based on the Internet and is available via network and
can be accessed remotely (Churakova & Mikhramova, 2010). In SaaS, the operation
is executed on the host’s server and databases are saved on the virtual space owned
by the SaaS provider. Application operation, safety, security and storage may not
controlled by the consumer.

Rapid growth of IT technologies bring advantages for companies, although at
the same time it creates certain risks and challenges. Reacting to these changes is
paramount for the companies to take advantage and to counteract threads of this
new digital-cloud-era (SIIA, 2001). SaaS mainly provides cost savings, resource
utilization, application access scalability, and global outsourcing possibilities for
the organization (D. C. Chou & Chou, 2008) along with many other advantages
such as opening the global information flow to the company’s management layers,
using up-to-date IT expertise, and bringing core competency to the enterprise. Lynn
Elwood, the vice president of OpenText (a known cloud solution enterprise) claims
cloud based services and software as a service solutions will bring businesses better
agility, flexibility and insight (2016) however on the other hand she suggests those
who want to consider cloud options first should ensure if the cloud and SaaS will
bring benefits or not and this is the time, some questions will rise: how would a
manager understand the suitability of the SaaS model for the business, and why
should a change agent offer SaaS as a strategic movement?

SAAS MIGRATION

Generally speaking, businesses cannot target their initial enterprise without proper
outsourcing. Outsourcing IT is essential as outsourcing raw materials and resources.
Software as a Service is in fact a motivation for enterprises to eliminate their hopeless
effort on IT and target those essential goals in today’s competitive environment.
But the main question remains why? when? what? and how? to implement this
IT infrastructure. Is SaaS implementation procedure the same as those processes
essential for traditional IT implementation? These questions will be discussed in
following section.

Why Migrate to SaaS?

Although the SaaS model may provide many advantages for businesses, but feasibility
of migrating to SaaS should be studied in every specific transition situation. The
main dilemma remaining for managers and change agents here is “What is the
essentiality for migrating to the SaaS model?”
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Argued in almost every literature, one of the major drivers of SaaS migration
is cost (Carr, 2003; Carraro & Chong, 2006; D. C. Chou & Chou, 2008;
Herbert, Ross, & Rose, 2010; Hogan, 2008). Carr (2004) states, “studies of
corporate IT spending consistently shows that greater expenditures rarely
translate into superior financial results.” (P.12) Indeed he says, the opposite
is often true. Desktop ISs need to be installed, maintained periodically,
debugged in the first implementation months, and managed by an IT expert
inside the corporation; and these all impose expenses on the company’s
limited financial resources. Why not spend money on core competencies
and leave the IT to experts outside of the company? This way not only will
expenses be guided through main features of the organization, but also it
will lead shifting risks. A Berkeley report shows that using CIS or SaaS may
convert capital expenses (CapEx) to operating expenses (OpEx) and this will
allow the capital to be spent on the core business investments (Armbrust
et al.,, 2009; Herbert et al., 2010). The total cost of ownership is another
factor explained by Nema (2010). Using the SaaS model, businesses are able
to avoid hidden and apparent costs of legacy system implementation and
maintenance, while with SaaS; the company pays just monthly or annual fees.
Purchased software is worth nothing for the company and the whole price
will be an expense, while in a monthly or annually based model, financial
liquidity flows out of the company continually. As a result, the risk of IT
failure, costs, maintenance, security and scalability will be imposed to the
third party.

Fast and easy implementation is the second important factor (Herbert et
al., 2010). When purchasing SaaS, there is no need for physical download,
installation and maintenance procedures. Customers of SaaS also can
access the most recent versions of the software at the fastest time. Software
configuration, infrastructure capitalization and installation process is also
minimized (Elwood, 2016). This is about SaaS deployment, but managers
should be aware of business-model changes their respective company should
experience. This will be discussed further in the second part of this chapter.
Innovation and agility according to Herbert et al. (2010) and Hogan (2008)
are other factors dramatically affecting business processes. SaaS brings
innovative and on-demand applications for customers. When a company wants
to start a fast on-demand project, SaaS may be a good choice. It can respond
quickly and properly to the innovative changes and modifications managers,
employees, and customers of the company may need on the software.

Using IT expertise in comparison with software licensing states to be another
factor (Carraro & Chong, 2006; Herbert et al., 2010; Hogan, 2008). “With
SaaS, the job of application deployment and keeping it running... testing and
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installing patches, managing upgrades, monitoring performance, ensuring
high availability, and so forth is handled by the provider” (Carraro & Chong,
2006). Transferring time and money are the other core business affairs of the
organization. In the SaaS model, it has been claimed (Herbert et al., 2010)
that vendors act more responsive and proactive, because the future road map
of SaaS vendors depends highly on every single customer. In case of SME?s,
many believe that security confidence maintained by SaaS vendors are way
out of business’s abilities when using in-house package software. IT expertise
in the SaaS model is hired rather than purchased and this will convert the
responsibilities of software vendors. A SaaS vendor should understand that
software is not offered as a single package anymore, rather it is their services
that bear the most significance.

Opening new opportunities and abilities to the business is another driver of
SaaS migration. With ever-growing business environments, managers are not
aware of future changes. For instance, outsourcing main business processes
can be implemented using high quality services offered by overseas SaaS
vendors. Business performance highly depends on the strategic decision
making process. Whatever strategy may be used in the company, “SaaS serves
as an ongoing, democratizing force, putting more computer power into the
hands of all kinds of end users, and delivering more expertise and services
to them.” (Babcock, 2010) Claimed by Buyya, Yeo and Venugopal (2008)
enterprises now use Cloud services such as SaaS to enhance scalability of their
services and products considering their financial deficit; this way, managers
may bring value to the business. Value creation of SaaS in businesses highly
depends on the degree in which a company shows agility and fluctuation to
the new opportunities and gates of new digital-era business environments.
Last but not least is the competitive advantage. Argued by Govindaraju et
al. (2018) IT capabilities establish organizational agility and competitive
advantage by developing “trust and strong collaborations” between IT
and business elements and this will lead to better decision making by the
managers since they can always be updated by the most recent facts inside
business environment. IT capabilities also trigger proactive business
environment. Major IT innovations will lead to huge changes in business
processes and business innovation. Figure 1 shows the process in which
competitive advantage will be achieved through IT capabilities in the business
environment.
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Figure 1. Path towards Competitive Advantage through IT Capability

adaptedfrom “IT Infrastructure Transformation andits Impact on IT Capabilities in the Cloud Computing
Context” by Govindaraju, Akbar and Suryadi, “International Journal on Electrical Engineering and
Informatics- Vol. 10, No. 2, June 2018”
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When to Start SaaS Migration?

Since manager concern is always about creating value for the business, the best IT
strategic movement shall be compared to the value creation characteristics of the new
model. Information Systems are major elements for business process improvement.
ISs as claimed by Whitten and Bentley (2007) (cited by Chou & Chou, 2011) are
developed to 1) improve business knowledge; 2) improve business processes; and
3) improve business communication. Whenever important goals cannot be attained
by means of existing IS in the organization, the signs of migrating to the new
Information System era arise.

SaaS and CIS services are very flexible in content. In many cases, managers and
change agents do not want to risk the whole business’s information and data to be
placed on the Internet with a third party’s control. SaaS comes in two forms (Murthy,
2010): 1) on-demand, which is service completely transferred over the internet with
application, data, and control over provider’s servers; and 2) on-premise, which is the
same services over organizational internal servers and physical hardware locations.
A healthy mix of applications running on the vendor’s servers and software running
on in-house servers can be a good choice for starters. On the other hand, while the
manager’s major concern with SaaS is security, implementing CIS as an on-premise
service will solve much of the problem. Integrating existing ISs with SaaS is another
factor playing a paramount role in SaaS migration decision. When a huge amount of
data is locked in, the existing IS of the organization, SaaS or any other Information
System model cannot be of much help. Routes to the legacy system integration may
lead to SaaS implementation easiness.

Evaluation checklist of SaaS vendors can help managers on choosing the right
time to start SaaS migration. Change agents of the organization considering different
factors vital for the business competitive advantage should prepare such checklists;
take price, security, innovation, integration, availability, performance, adaptability,
and reliability (Churakova & Mikhramova, 2010) as examples. In fact, these issues
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are manager’s concerns, which should be properly covered at the time of migration
decision making.

Microelements have been claimed to affect SaaS time-to-migration (Churakova
& Mikhramova, 2010). In a stable, uncompetitive, monopolistic sector of economy,
managers do not feel the need for modifying IT. Take steel companies as an example.
Such fundamental industries are often owned by the government or controlled in
a semi-public economic sector. Except for internal (B2B) information exchange,
there is no need for using SaaS or CIS. These companies can implement huge ERP
software with unlimited amount of money, time, and governmental protection.
Rather than economic factors, political, social and technological micro-factors may
help enterprises to move from older information systems to the new Cloud-era. On
the other hand, because of the uncontrollable environment the Cloud will provide,
legal and political factors may act as an obstacle (Churakova & Mikhramova, 2010).

Overall, managers should have proper insights of the status quo in the organization.
When legacy systems cannot handle business processes, at the time when there is no
package software with an affordable price, implementation time is a major concern,
and business shift to the Web is unavoidable, SaaS can be a better alternative for
non-core and non-critical Information System areas. Considering that the outright
conversion to the SaaS business model may pose risks to the business, managers
should know that migrating to SaaS is not a single step, rather it is a long process
with intense changes in business models of the organization. Some literature bring
checklists that can help managers in choosing in-house information systems or SaaS
(cloud-based information systems) (Bemrose, 2014):

e [T Expertise: if a company cannot afford in-house IT expertise and
infrastructure the best choice is then using services rather than investing in
capital.

e  Flow of Data and Vendor Compliance: security is one of the most important
factors banning businesses to use SaaS, since flow of data in SaaS business
model is often out of hands of the company.

e  Customization Level: effort to customize in the shelf software is a very
rigorous and expensive process. Software as a Services often establish
solutions rather than a raw application or service.

e  Total Cost of Ownership: while in SaaS business model, companies will not
invest in I'T infrastructure and installation but higher annual fees and solution
charges might lead to higher total cost of ownership.

e  Benefits, Opportunities, Costs and Risks: Driving factors of migrating to
SaaS should exceed those risks posed to the business environment, otherwise
implementing desktop or Web Information Systems (WIS) may be enough
for the status quo.
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e  Balanced Score Card: “another method to help ensure a SaaS solution meets
an organization’s strategy is to evaluate a SaaS based on its effect on an
organization’s: learning and growth, internal business processes, customer
performance, and financial performance.” (P.46) when using score cards it is
important to note effect of each factor on the other factors.

What to Migrate to SaaS?

Nowadays the Cloud platform and CIS have been offered mostly in Customer
Relationship Management (CRM), Human Resource Management (HRM), Archival,
Business Intelligence (BI), portfolio and risk management, trade valuation, online
backup, supply chain management, and enterprise content management fields
(Murthy, 2010; Nema, 2010). These are the most proper segments of the business,
which can be modified over the SaaS business model. In other words, these sections
are the best to start with. However, it is the manager’s concern and analysis, which
shows the place to start. Core business information systems should not be the start
point in SaaS migration, while these ISs must be integrated with SaaS during
implementation procedures, otherwise islands of information may create in the
business environment, and competitive advantage is the first thing to suffer. Web-
enabled customized applications as Salesforce.com?® argues (2008) can be a good
solution. This way organization may use SaaS, as an on-demand IS alternative.
According to Cadambi and Easwaran (2016) the primary segments in which SaaS
providers offer IT services include: 1) Pure SaaS solution: distinctive application is
offered to broad number of customers in multiple segments; 2) On-premise software:
specific software is offered in the shelf while further support and solution is provided
as a service; and 3) Integrated technology and products: software, hardware and
licensing is provided as well as intellectual property leasing and on-demand services.
Security is the first obstacle for many SMEs to migrate to the cloud platform.
These companies should not start from vital IS sectors. For some others availability of
information system is the most important factor. Software Level Agreements (SLA)
may help organizations in reaching their desired level of expected service. On the
other hand, using legacy systems for some kind of emerging business opportunities
seems to be, let us say, impossible. Take monitoring user Internet consumption for
an Internet Service Provider (ISP) as an example. It is almost impossible to monitor
Internet usage by legacy systems. Other examples are time tracking and procurement
services provided by Workday for human capital management. Although legacy
systems are available for the task, consider an organization with global spread of
employees and you will be convicted that using SaaS is the best solution. With
ever-growing acceptance of the Internet as a proper tool for Business to Cosumer
(B2C) market, SaaS providers like SalesForce or Constant-Contact are targeting this
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market helping both the consumer for choosing the right product and the business
to choose the right consumer. Legacy systems are useless in this field.

Many Small or Medium sized businesses do not have enough resources for IT
infrastructure capitalization and as a result they cannot afford to pay for on premise
software. Using SaaS$ as a result can be the best choice since they do not need any
capitalization on IT infrastructure, nor they need any investments on the software
itself. Fees payable during the use of service is mostly affordable by the company
and full services will be offered to them at the utmost quality available. A study
implemented by Bemrose (2014) argues that selecting where to migrate to SaaS can
be seen in two different perspectives: “selecting solutions based on current internal
needs, and selecting solutions based on the benefits a solution can provide” (P.44)

How to Migrate to SaaS, Implementing SaaS

After the managers and change agents have analyzed feasibility, possibility, and
adaptability of SaaS deeply, and chosen to start SaaS migration on a specific part of
IS, then comes the implementation plan. Chou & Chou argue (2011) that business
owners should “define their business, express their requirements, find and engage
cloud services that match their needs, compose services if needed, and monitor
their business operation over outsourced services” (P.1095). Define, analyze, plan,
engage, feedback, and modify. This is a simple and comprehensive action plan for
implementing almost all kinds of ISs. This modified model offered in figure 2 is a
kind of checklist plan provided by the author for gaining a cost effective, speedy,
and proactive implementation process.

Murthy (2010), Carraro & Chong (2006), and Buyya et al. (2008) models have
been modified and altered for this model.

1. Define: the problem definition has been introduced in section 1.3. The manager
will understand bottlenecks and problems in the existing Information System
and decide to make required changes. After defining the problem for managers
and change agents, it is now important to persuade executive managers and
business owners to prepare the environment for the big change. Finding aleader
as Salesforce.com (2008) claims, is vital for the rest of the implementation
procedures.

2. Analyze: the first thing to consider in this step is to build an IT strategic plan.
The company’s I'T plan may be for a small temporary project, or for an important
long-term policy. Then according to Murthy (2010), the organizational IT plan
may be short-term, medium term, or long term. In short-term IT plans, it is
better to consider implementing SaaS in non-core business ISs, and integrating
them with existing legacy systems. If the company is preparing for a medium-
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Figure 2. SaaS Implementation plan
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term plan, it is better to enhance legacy system abilities on the Web, and see if
legacy software vendors provide SaaS services or not. On long-term strategies,
businesses should experience huge changes on their IT infrastructure and
sometimes on their business models as well. Provided by Carraro & Chong
(2006) there is three aspects of embracing SaaS in business, i.e. licensing model,
location of application, and software management model. In this perspective,
there are two ends in a line. The right end would be pure SaaS implementation
and on the left end,lays the traditional in-house IT implementation model.
Managers should analyze the desired circumstances and place their business
properly on this continuum. Figure 3 shows three SaaS embracing continuum
as explained by Carraro & Chong (2006).

Plan: planning SaaS implementation highly depends on vendor selection.
After defining the problems and bottlenecks of legacy systems and analyzing
procedures for an effective migration, managers know the exact amount of
resources (time, money, and human resources) they have in hand. On the
other hand, they know exactly what they want from the SaaS model. Here,
they should search on different vendor’s technical capabilities and financial
viability (Nema, 2010). Choosing the right SaaS provider is astep-by-step
checklist procedure (Nema, 2010): SaaS vendor and the business managers
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should come to a common agreement about the level of services, expectations,
prices, and so on. Strong SLAs should be offered in this step. Feasibility of
integrating SaaS with existing systems should be studied. Vendors’ experiences
with other companies should be studied deeply, because many problems are
unveiled this way. Choosing a vendor with strong security maintenance, backup
system, support mechanism, integration options, Website, and customization
offerings should be put into consideration.

Engage: engaging in the action is always the most critical step. Business
executives should understand that migrating to SaaS is not a single step;
rather it is a continuous procedure. Referring to previous sections, the best
way to start SaaS implementation is to start from those non-core business IS
sectors, and it is also better to start implementing SaaS on a specific business
unit, integrating the segment with existing IS and observing the results. In
case of success, other parts of the company will follow the migration process
automatically. In case of failure, while managers and change agents investigate
on bottlenecks, the whole business will probably not suffer from the failure.
Feedback: Feedback is an unavoidable part of the IS implementation plan,
whether it is a traditional IS or SaaS implementation. In this step, negative
or positive outcomes of previous steps will be known. Availability, security
issues, vendor’s support policy, compliance, and interoperability offered by
Won Kim (2009) should be studied along with other factors such as cost
reduction, implementation easiness, and task fulfillment. These elements are
critical success factors of SaaS implementation, and if provided by the new IT
strategy, it can be claimed that SaaS has been successful in the company. This
case rarely becomes true, because problems and bottlenecks exist in almost
every IT implementation situation. The ability of vendor in modifying and
customizing SaaS applications and level of services plays an important role
on feedback maintenance.

Modify: now itis time to implement modifications of findings on the previous step
(feedback). In almost every case, Information and Communication Technology
needs to be aligned with business strategy as claimed by Galliers (2006); the
vice versa situation can sometimes help the company; thus personalizing,
modifying, and customizing SaaS is the best attractive way of satisfying users
in the executive layers of management. Salesforce.com executives (2008)
believe that this would be the cheapest way of attraction.
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Figure 3. SaaS Embracing Continuum
(adapted from Carraro & Chong, 2006)
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Here the manager chose to migrate to SaaS. S/he knows the path, how, when, and
what to do accordingly, but what would be the changes and consequences? Changing
a simple routine in a company will affect the whole production process, more or
less. For sure implementing such a vast IT infrastructure will bring about changing
issues for the enterprise. As a result a business model should be then provided by
the change agents and managers.

A study on 226 companies showed that aligning information systems and business
strategies improve business performance (Osterwalder & Pigneur, 2005). Although
in many cases after SaaS implementation, business strategy will move to the next
performance stage, and then it comes to mind that both business and IT strategy
are compliments to each other.

Before studying on business strategy, a manager should understand the business
model in which the company is operating. One of the best-known business models
has been introduced by Osterwalder. This model explains five pillars and nine
business model building blocks shown in table 1. Companies that want to move
their IT strategy from a traditional one to a new Cloud platform need to define their
respective business characteristics in each business building block of this model. After
this research, executive managers and change agents may come to this conclusion
that their business model does not welcome the new IT infrastructure. In the real
world, there are many of such cases. In fact, not all businesses, and not all business
models can tolerate changes incurred by the SaaS business model.
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Table 1. Nine business models

Pillar

Business Building Block

Description

Product

Value Proposition

Mixture of products and services which satisfy specific
segments of customers

Customer Interface

Target Customer

Groups of people the organization plans to target on
services or products

Distribution Channel

Channels in which a company can communicate with
targeted customers for reaching value proposition

Relationship

Different types of relationship established for
communicating with specific customer segments

Infrastructure
Management

Value Configuration

Arrangement of assets, activities, resources, and
requirements to make the business model work

Core Competency

The most important factors to make the business model
work

The network of partners, suppliers, and customers that

Partner Network .
make the business model work

Cost Structure All costs incurred to make the business model work

Financial Aspects Revenues captured by each customer segment and with

Revenue Model the help of business model

(adapted from Osterwalder et al., 2005; Stuckenberg et al., 2011)

In this part of the chapter, an analysis and modification of Osterwalder’s business
model on SaaS implementation is provided. In conclusion, to this model a maturity
model for SaaS business model will be proposed. Figure 4 shows relationships
between SaaS business model components the way Osterwalder argues and adapted
by Churakova and Mikharamova (2010).

e  Value proposition: is the mixture of products or services provided by
the company to the customers. With SaaS, companies can communicate
with customers in an effective way. This will lead to better customer
satisfaction. The strategic path toward customer satisfaction requires
thorough understanding of market changes and product modifications. On
the other hand, stated by Timmers (1998) a business should propose what
would be needed to accomplish nine value chain elements introduced by
Porter*. Many companies operate as a branch of a multinational corporation.
They do not need to communicate with the corporate customers, thus their
value proposition is not toward the final consumer. SaaS migration for such
companies may not be wise, considering risks incurred for the business.
Churakova & Mikharamova (2010) state that the Total Cost of Ownership
(TCO), IT expenses, and IT risks will reduce with the use of SaaS. They also
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Figure 4. SaaS business model
(adapted from Osterwalder et al, 2005; Churakova and Mikharamova, 2010)
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argue that for small or medium projects, the time to reach benefits and short-
term goals will be rebated, and opportunities for outsourcing IT will rise
(2010). This opportunity results in using the cheapest and best IT expertise
from around the world.

Target Customer: after defining values of the organization in serving
customers, here they should target their proper market and pick valuable
customers. A flatter business model puts enough power in the hands of
executive managers to choose the best market and customers. Today it is not
sufficient to prepare a general marketing rule for the whole company. Each
segment may target the market as a different strategic choice. Migrating to
SaaS may produce opportunities for companies to better target customers with
potentialities of the internet. Legacy IS may not be able to communicate well
to these opportunities, as they are offline or in the best situation integrated on
the Web, which is far from abilities of a Web-based cloud platform.
Distribution Channel and Customer Relationships: is the route to the market
in which a company may satisfy customers and establish communication with
them. The information era forces companies to provide utmost available data
to customers. Whoever has on time, enough, and proper information feels the
power in their hands. On-time information offering is not available through
legacy systems. Stuckenberg et al. state “Communication, distribution and
sales channels are making extensive use of the internet” (2011, P.12) forums,
blogs, idea platforms, and video streams also integrated with SaaS may help
the company provide better products or services (2011). Physical presence is
not necessary using SaaS, because the internet will sometimes work better
for bringing customer comments inside the organization. (Churakova &
Mikhramova, 2010)
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e  Value Configuration and Core Competencies: IT has always been a high
resource consumer in companies. When outsourced with lowest risks possible
and with best SLA conditions, better opportunities on core business functions
can be obtained. A research by Saaksjarvi et al. (2005) shows that business
value creation results from a combination of “information, products and
services, innovative configuration of transactions, and the reconfiguration
and integration of resources, capabilities, roles, and relationships” (P.181).
The same research unveiled that the most important characteristic of the SaaS
business model is the opportunity of a company to seize core competence
opportunities while their IT is outsourced to a SaaS vendor (2005).

e  Partner Network: information flow between and among customers,
suppliers and the company may strengthen the partnership produced in a
business block. SaaS is both an opportunity and an obstacle in this regard.
Since many SaaS vendors do not offer suitable integration services as seen
by Saaksjarviet al. (2005), those companies with strategic information flow
to other company databases, may see SaaS migration a risk, while on the
other hand many experts believe that with proper the SLA, such services are
available in a desired manner, and deemed not an obstacle when considering
SaaS migration (Churakova & Mikhramova, 2010; Kang et al., 2010;
Stuckenberg, Fielt, & Loser, 2011).

e  Cost Structure and Revenue Model: since in the cost area, almost every
literature insists on cost reduction of SaaS implementation (Carraro & Chong,
2006; Chou & Chou, 2011; Churakova & Mikhramova, 2010; Herbert et al.,
2010; Kim, 2009; Rosenberg, 2009; Sasksjarvi, Lassila, & Nordstrom, 2005;
Stuckenberg et al., 2011), in the long-term, there is not yet enough research
to propose a proper revenue model for SaaS implementation. In addition,
it is yet unknown whether implementing SaaS in a company may result in
future revenue streams or not. One reason is that SaaS is no older than 10
years (according to (Churakova & Mikhramova, 2010) and long-run research
is not yet available. The other reason is that calculating risks generated for
the company in SaaS migration is not feasible, and continuously changing
due to different circumstances. Although it is apparent that with managing
and adjusting risks and disadvantages of SaaS migration, due to lower TCO,
lower CapEXx, and totally lower costs, the NPV? of SaaS is beneficial in many
cases.

Analyzing and defining the role of these business building blocks on SaaS
implementation, there is always a runaway situation. Application Service Providers

(ASPs) are the previous generation of IT. They have brought applications for
businesses in specific segments and they offered special integration services
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over these applications. However, one of the main differences between ASPs and
SaaS vendors is that ASPs do not offer services and they do not offer customized
applications (Sadksjirvi et al., 2005). This was a major shortcoming of ASPs. Like
packaged software sellers, they sold their product with no services. On the other
hand, SaaS vendors are selling their services, and the main element of their service
is their application. Thus, for fulfilling their task, SaaS vendors should provide
customized applications and in any case, business managers may implement the
adapted and customized SaaS business model. However, it should be mentioned
that SaaS migration is not always an opportunity. Due to different business building
blocks, and considering different situations, it is managers and change agents who
are responsible for this huge IT infrastructural change.

Business models smooth the path toward understanding hidden agendas of the
business. Although SaaS business models offered since far may help managers to
better understand feasibility of SaaS migration for their specific status quo. The
SaaS business model should be studied regarding four main domains i.e. business
representation, IT infrastructure, IT function, and IT usage:

1. SaaS business model due to business representation: Rappa introduces nine
models of business on the Web. Business model as he describes is “the
method of doing business by which a company can ... generate revenue”
(Rappa, 2010). The list of business models offered by Rappa in the Internet
era is brokerage, advertising, infomediary, merchant, manufacturer, affiliate,
community, subscription, and utility. SaaS should be implemented differently
for each model. SaaS described by Kang et al. (2010), may be offered in four
different domains namely business, service, system, and data. For instance, an
advertising firm may need just data configuration SaaS and there is no need
to risk the whole business structure on SaaS migration.

2. SaaS business model due to IT infrastructure: Osterwalder et al. (2005)
propose that studying business models of a company improves the choice of
IT infrastructure and on the other hand, IT infrastructure choice may facilitate
business model selection. In this regard, Osterwalder et al. (2005) carried out
a detailed study and introduced nine main elements of an IT infrastructure,
which should be considered by managers: 1) application infrastructure; 2)
communications management; 3) data management; 4) IT management; 5)
security; 6) architecture and standards; 7) channel management; 8) IT research
and development; and 9) training and education in IT. Every specific factor
should be graded according to these nine business building blocks, and then
decision on migrating to a new IT infrastructure should be maintained upon
this scoreboard. For instance, if the business’s security is almost critical to all
nine business building blocks described in table 1, then SaaS migration may
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not be logical. However, as mentioned before, critical modifications may be
established on SLA, and SaaS implementation would be possible in these
cases.

SaaS business model due to IT function: SaaS may function as a new technical
adventure or as a new business phenomenon in a company as argued by Kang
etal. (2010). SaaS usage may have a major impact on implementation decision
and the way it should be maintained in an organization. When implemented as
a technical function, core business data and processes may be kept in-house,
whereas implementing SaaS for business functions, managers should prepare the
organizational business layers for a huge change in implementation procedures.
SaaS business model due to IT usage: SaaS may be used for six main reasons
according to Ried, Rymer and Igbal (2008), a) Outsourcing: provides delegate
operations of existing software; b) Manual ASP business: provides similar
applications to multiple clients; c) Industrial ASP: provides configurable
applications for many clients; d) Single application SaaS: provides one software
through a multi-tenant structure to many clients; ) Business domain SaaS:
provides multiple applications through a multi-tenant structure to many clients;
and f) Dynamic business application as a service: provides user configurable
software and custom business application for multi-tenant users. First levels
introduced here provide primary applications on the Web, while in the fifth
or sixth level; SaaS vendors provide full integration and migration toward a
dynamic business transition.

Introduction of these four main domains leads us to a maturity model mainly

captured and adapted from Kang et al. (2009) and Churakova & Mikharamova (2010).
There are two axes in this SaaS model. The “maturity level” and “service domain”.

Maturity level as described by Kang et al. (2010) with modification includes:

Ad-hoc is the same level offered by traditional ASPs. Applications in this
level offers to the business a customized hosted software with no services or
modifications.

Configurable is the next level in which configuration and modification needs
not to be maintained in the code level of application, however options are
available separately for each business.

Multi-tenant is the third level, which supports the multi-tenant architecture.
Different businesses use the same instance implemented by SaaS vendors
simultaneously, without interrupting other user activities in a multi-tenant
architecture, which is configurable on the user level. In other words, the vendor
in this level offers a Software Oriented Architecture (SOA) to the business
environment; although it is not yet a fully customized SaaS.
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4.  Customized virtualization is the utmost service level offered by a SaaS vendor.
In this level, different instances are available in one general structure. Every
instance can be customized toward business expectations.

On the other hand, service domain axe includes four main levels introduced by
Microsoft and Forrester group (cited by Kang et al., 2009): 1) Data, 2) System, 3)
Service, and4) Business. In the datalevel, physical databases are placed and integrated
on the Web. In the second level, physical data along with system integration services
are offered. On the service level, SaaS vendors offer on-demand IT technologies on
the Web, and in the fourth level, customized SLAs propose the scope of services
needed to be delivered on the network. Figure 5 introduces a modified SaaS model
for businesses adapted from the Microsoft and Forrester models cited and modified
by Kang et al. (2009) along with the Churakova & Mikharamova (2010) model of
the SaaS business model. Each manager and change agent should analyze the status
quo and expectations of the business from SaaS migration and then decide on the
place s/he might accommodate the organization on this model. As mentioned before,
it is better to start SaaS migration from low-levels of this model. Improvements in
the business layer will grow the business model as well.

Figure 5. SaaS model for business
(Adapted from Kang et al., 2008, Churakova & Mikharamova, 2010)

Maturity Level
4
Customized DB on Virtual Full SOA Custom
Virtualization Cloud System App/SLA
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Business models provided here in this study eventually clears the fact that SaaS
does not provide a happy ending for any organization with any business environment.
SaaS consist of different phases, advantages and disadvantages, through which might
help some businesses to gain competitive advantage.

SAAS MIGRATION, A STRATEGIC MOVEMENT

Changing business model not only means important changes in whole business
procedures, but also needs strategic movements from old and traditional management
routines to innovative, agile, and self-building processes. A quick look at successful
examples of SaaS like Salesforce, Basecamp, Quickbook, and Oracle’s different
applications based on cloud services shows that these enterprises have been built
completely with new business models and their strategic structure has less incommon
with traditional layer-base companies.

Implementing SaaS in a company is not a goal. The goal toward SaaS migration
is to provide competitive advantage for the business. This advantage brings forth
specific tools and methods. One of the most known techniques is that SaaS enables
information flow toward different layers of executive forces inside and outside of
the business entity. Babcock (2010) argues Cloud Information Systems is a “revolt
against centralized computing” and business model (P.204). In this model, flatter
organizational structures will emerge and new business ideas appear, and as Pearce
and Robinson describe, this will create a full organizational communication in
which it aims to “deliver speedy, customized, service-enhanced products to savvy
customers from an integrated boundary-less B-Web (Business Web) organization,
pulling together abundant, world class resources digitally” (2009, P.363). A flatter
organizational structure is in close connection to the level of agility in the business
environment. The more flat the infrastructure is, the better business can respond
to changes and opportunities, and the more the level of business agility will be.
Agility and change management are identical in nature. Bodker et al. (2004) have
segmented changes in business environments to three main domains. Enterprises
may face these three changes when deciding to start SaaS migration: anticipated
change, which is planned changes; emergent change, which is changes not intended
or anticipated, and opportunity based changes, which are changes and fluctuations
in the enterprise environment, which open new doors of business improvement
for the company. On the other hand, Gongalves and Sapateiro claim that every
organization decides to step toward huge IT infrastructural changes needs to shift
its six main elements (2008): 1) Nature and quality of work; 2) Individual’s status,
job satisfaction, stress position, and identity; 3) Organizational communication; 4)
Interpersonal relationships; 5) Interdepartmental relationships; and 6) Organizational
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values chains. Thus, SaaS migration is not a single step; rather it is a process in
which every single business component will be involved. In most circumstances, an
approach toward SaaS migration should be based on value recognition of business
as argued by Timmers (1998). Re-identifying and reconstructing value chains of
business should be maintained before and during SaaS implementation phases
because stated by Weill, Subramani, Broadbent and Building (2002) it is critical to
understand which IT infrastructure is needed for what kind of value creation chain,
so that managers can decide on proper long-term investments in IT strategies. This
is the process of aligning IT strategies and business core policies. Galliers (2006)
claims in some situations developments in I'T not only did not help the business grow
inthe competitive environment, but also made the enterprise suffer the organizational
learning process, a process vital for gaining knowledge and competitive advantage.
The main reason he introduces is that software vendors try to copy “best-practice”
experiences over different businesses. For instance, when a company decides on
IT revolution, a software vendor may offer packages in which same enterprises in
the same industry implemented recently and demonstrated success. Galliers (2006)
with the aim of many researches and findings shows that this “best-practice” model
should be strongly adapted and modified in order to be suitable for the business
status quo. In other words, managers and change agents should understand that
implementing whatever SaaS vendors offer to suite their business needs and to
change business strategies just to be aligned with SaaS capabilities is an illogical
IT strategic movement. In contrary it is the business core policies and IT strategies
that should dictate whatever it needs to vendors and SaaS providers should be ready
to modify and customize their application for each enterprise with proper SLAs.
Considering SaaS implementation without understanding customization capabilities
of Cloud Information Systems is considered risky and illogical.

Knowledge and innovation in the business are other fundamental tools toward
gaining competitive advantage. Innovation and organizational learning suffers in
cases, which enterprises do notrespond to ever-changing environments. SaaS should
be implemented as means of facilitating formal and informal information flow
inside and outside of the enterprise; otherwise SaaS is a barrier toward competitive
advantage, since stated by Galliers (2006), efficiency and effectiveness comes from
innovation and organizational learning process. Koelliker argues (2016) acentralized
knowledge based management is an approach to provide a smooth, identical, uniform
and resembling service to the customers. At this point of business history “more
than ever, agility is a key asset and differentiator. Through the benefits of cloud-
based knowledge management, your enterprise can achieve the agility it requires to
provide high quality experiences to customers and service delivery that offers the
accuracy, speed and consistency they demand” (Koelliker, 2016, P.17).
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A study on IT transformation shows that implementing new information
systems in a business not only needs strategic movement but also enforces change
management requirements (Govindaraju et al. 2018). Nowadays short life-cycle of
IT-capabilities ties agility, change management and strategic movement together.
Without a balanced relationship between and among enterprise structure, there will
not be a happy ending for the business as the amount of change, SaaS will create
on the business is enormous and huge.

SWOT ANALYSIS ON SAAS IMPLEMENTATION

As any other strategic movement, SaaS implementation brings about strengths,
weaknesses, opportunities and threats (SWOT). SWOT analysis in any business
environment is different and there is no unique role of thumb. However Rostami,
Akbari and Javan (2014, P.83-84) mentioned some important notes on aspects which
are more common on most of business environments:

e  Strengths: a) access information from anywhere, b) zero IT infrastructure
investment, c) lowest possible software maintenance costs.

e  Weaknesses: a) immaturity in many SaaS models and services that companies
offer, b) ambiguous and complex prices of services, c¢) high risks of data due
to dependence on the SaaS provider, d) high risk of usage due to Internet
availability.

e  Opportunities: a) cost savings and higher profit for the company, b) strategic
innovation and flexibility, d) focusing on the core activities, ) accessing the
latest IT-tech and applications on the lowest possible cost.

e  Threat: a) lack of data control risk, b) unacceptable SaaS performance risk,
c) Internet resilience and bandwidth risk, d) integrating SaaS application/
data with the in-house application/data, and e) high risks of data theft (SaaS
providers due to SLA agreements often are responsible for possible data loss,
hacking and spoliation, but in some cases important data leakage will cost
the company it’s competitive advantage and even ends up to the complete
business destruction which is not insurable).

SOLUTIONS TO SAAS IMPLEMENTATION CHALLENGES
There has been a large amount of research over SaaS and Cloud Information Systems
in their context; however few contemplate SaaS implementation action plans. In

real world cases, sometimes-theoretical phenomenon may not be available in certain
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circumstances. This is also true about SaaS implementation plans. On the other hand,
fast paced IS improvements forced many companies to enter the information-era
environment, in which information systems are not considered strategic movement
anymore (Carr, 2003). In such circumstances, organizations may need their IT
infrastructure to be changed due to specific status quo. Then how about the companies
who want to migrate to SaaS, while the SaaS model might seem to be too risky and
fragile for them? As mentioned before Change management processes and policies
should be defined and recognized by the strategists of the business before any serious
SaaS implementation decision or else the failure probability will be high.

Innovation is a must for businesses deciding to migrate into SaaS model. In
cases which business model is so solid, SaaS will overcome as an IT promotion in
the best case scenario, which is considered failure because it is like investing on
an expensive and luxury Maserati for working in Uber! There is no logic behind
investing time, money and effort on SaaS just to be in cloud. Enterprises deciding to
migrate to the SaaS model should have proper system’s thinking in mind. SaaS is an
innovation model itself and will bring about innovation for the business, as a cycle
competitive advantage is then engendered via enterprise innovation (Govindaraju
et al. 2018). SaaS in itself not only cannot create competitive advantage, but also
if not implemented thoroughly it will cause huge failure because of high costs and
efforts placed in it.

In this section, the main literature-claimed disadvantages of SaaS have been
introduced and solutions have been provided. However, the author believes that
these are not actually disadvantages; rather these are “misunderstandings” that can
be overcome.

Business and IT Agility in SaaS Environments

Woodly and Hobbs claim that an enterprise may survive over this I'T competition
just by enhancing abilities for change and responding to the environment in order to
adapt circumstances (2008). Today’s highly global competitive environments have
made traditional IT methodologies inoperative, thus traditional methods such as the
waterfall life cycle may not be feasible in SaaS engineering and implementation.
According to a research by Vision Consulting Group in 2006, “over 45% of features
and functions built into the average software product are never used” (Morton,
Lindsay, & Ching, 2006). Then why to waste heavy investment on applications
which we need half of capabilities? While on the other hand, these applications
may not have proper features to satisfy our needs. Vision consulting group has
introduced quality of software as “fitness to use” (Morton et al., 2006). Just with
agile methods and policies, businesses may be ready to produce and use proper
IS for their specific range of applications. The main pace toward IT agility is to
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prepare the business environment to be sensible for the changes and to monitor IT
usage and value creation in order to modify and create feedback (Woolley & Hobbs,
2008). In this agile business model incremental, cooperative, straightforward, and
adaptive software development may create value argued by Abrahamsson, Salo,
Ronkainen and Warsta (2002), such environments create “‘complex adaptive systems”
and business models in which “decentralized, independent individuals interact to
create innovative, emergent results” (Highsmith & Cockburn, 2001). Operational
implementation of SaaS using traditional methods is infeasible and sometimes
illogical; agility on the other hand will create SaaS implementation success, while
SaaS implementation enforces IT agility. Briefly, IT agility is both the cause and
consequence of SaaS implementation, while feedback and monitoring information
on SaaS implementation is vital for the IT infrastructure to be flexible enough to
respond changes as quickly and properly as possible.

A study over several companies conducted by Lu and Ramamurthy (2011)
showed IT capabilities and innovations such as the ones like SaaS or cloud-based
systems will bring about agility in two main segments; external and internal. The
external agility is achieved via market capitalization and external communications
of the business with customers and other related parties, while internal agility is
engendered due to operational adjustment. But the other side of the coin is that
in some circumstances the more we spend on the IT (in terms of dollars, human
resources or other business sources) does not lead to better agility, while “spending
it in such a way as to enhance and foster IT capabilities does” (P.949).

User Involvement in SaaS Implementation Phases

A research conducted by Aydin, Harmsen, Van Slooten and STEGWEE in the IT
department of a financial institution in Europe (2004) shows that one of the most
critical aspects of implementing agile methods in an organizational IT structure is
active user involvement. Information systems claimed by Kovacs and Ueno are means
of maturing data from raw stage to usable, analyzable, and stable information, this
process however is impossible without the inevitable role of human participation
(2004). Fitness of purpose in agile software development method is attained just
by realizing purposes and the changing environment. Managers and change agents
along with users, employees, and executive agents should analyze the purpose and
status quo. Implementing IS packages mainly developed by software professionals
inside rooms with closed doors, aims to act as a separated island in the enterprise
surrounding.
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Solutions to SaaS Disadvantages

Many scholars address SaaS disadvantages and business misbehavior due to SaaS
migration, while there are always solutions. Here a list of literally claimed SaaS
disadvantages and Cons with respective solutions have been provided for managers
and change agents to consider before deciding to commence SaaS migration:

e  Security: is the most repeated disadvantage of SaaS migration. According
to Murthy (2010), SaaS implementation can be established both on-premise
and on-demand. Using on-premise option of SaaS implementation may help
solve many security issues. This will also promise the future expansion of
higher volume data storage without extra costs or new SLAs (Xin & Levina,
2008). In this model, all application data and infrastructure are placed in
the owner’s physical location. Security breaches and leakages will be hard,
if not impossible. Strong SLAs also have been claimed to be a solution to
security issues by Salseforce.com (2008). When considering the importance
of customer satisfaction in Software-as-a-Service SLA, then vendors should
prove their abilities for keeping customer applications and data secure.
Hogan also describes a solution to SaaS security issues (2008). He explains
SaaS database as the main and sole target of security issues. Then protecting
database is the same as protecting the whole Cloud platform. Encrypting data
in these databases can protect them from being hacked or stolen according
to Armbrust et al., 2009. In cases of leakage, information may not be clearly
understood, and in cases of using strong cryptography techniques, stolen
data is useless for hackers. Ghorbel et al. argue privacy techniques that will
strengthen the security of SaaS include (2017): 1) encryption, 2) processing
encrypted data, 3) obfuscation or masking data, 4) sticking data to policies
rather than relations, 5) using trusted platform module, 6) data segmentation
so that a segment loss of data will not lead to all-data loss and 7) using
trusted third party mediator models. Each technique has its own strength
and weakness furthermore there is always a reasonable risk of security even
though we execute the most updated security protocols and as a result using
a hybrid cloud-in-house software services might be the ultimate answer for
those businesses who want to use cloud advantages and at the same time
escaping cloud security issues as Carson, Botter and Krujelskis argued
(2013).

e  SaaS Integration: In many cases, managers prefer to start SaaS migration
with specific parts of their IT structure. Here they want SaaS to be integrated
with legacy systems and interact with them appropriately. Introduced by
Gartner® (2009) there are two main methods of SaaS integration: 1) Batch
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synchronization, in which after modification on the user’s side data can be
synchronized in schedules basis; and 2) Real-time integration, in which
database, application, and services are always online for users, clients, and
servers. The third method can be a modified mixture of those two methods,
in which technologies such as Microsoft’s AJAX or Sun Microsystems’s
JavaScript enable the application to be offline, while on the other hand
the software is capable of sending packages of data in the time of data
modification.

Performance unpredictability: in many places of the world, internet bandwidth
and capabilities are not the same provided in developed countries according
to Peng, Cui & Li, and Internet downtimes may cause the business critical
data to be locked-in for hours (2009). Thus, managers in developing countries
with limited Internet connection capabilities should be aware of obstacles in
the path of SaaS migration. However with the use of specific methods such
as the one mentioned by Gartner (2009) as “batch synchronization” SaaS
implementation method, application and databases can be always in the hand
of critical organizational segments, while the others (including less-important
distant-users and customers) may be updated in a scheduled basis. Another
solution according to Armbrust et al is to use scheduled backups and Virtual
Machine Supports (2009).

Is SaaS the ultimate IT capability for business? This is one of the most
asked questions of managers according to Gartner (2009) when deciding to
implement SaaS. The answer cannot be provided with full confidence. In
most cases, modifying and using existing legacy systems can be operationally
and financially feasible in the financial crisis environment of the recent years.
However migrating to cloud platform for gaining competitive advantage
over rivals in the globally grown markets is inevitable. There are also many
limitations so forth with this young technology according to Gartner (2009),
but the level of business agility, system configurability, and customization
capabilities filled the gap created with these limitations.

Implementation issues: SaasS is still an unknown domain for many managers.
Change agents also do not know where to start. Considering that Saas vendors
are offering services rather than software, implementation is guaranteed by
the SaaS provider (Salesforce.com, 2008). However, in accordance with
the business model desired to be used in the migration phases, employees
and organization main users of the SaaS should cooperate in every specific
implementation step.

Saa8, is it a real cost saving IT option? Gartner claimed in 2009 that the Total
Cost of ownership for SaaS is lower in the first two years and after that because
of capital assets used in IT infrastructure gets depreciated, in an accounting
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perspective, TCO will be higher in comparison with desktop ISs! On the other
hand, Motahari-Nezhad, Stephenson and Singhal argued that loss of direct
control over resources, IT infrastructure and software might create indirect
future costs (2009). So, is SaaS really a cost saving IT option? The answer is,
not always, and not in all circumstances. As mentioned before in this chapter,
SaaS can be feasible as a certain IT solution in specific circumstances just
when analyzed deeply in accordance with the business model and enterprise
status quo. For instance, when considering an impermanent project needing
to be aligned with existing legacy ISs, SaaS stands in the top of IT choices.
However, when considering an ERP implementation project for the coming
ten years in a low-bandwidth internet area with limited capabilities of existing
SaaS vendors, it might not be financially feasible to hire professionals and
establish Virtual Private Networks to construct a modified private SaaS for
the organization. Nevertheless, it might be the last resort for the enterprise to
enter the global market; hence the incurred costs should be accepted.

FUTURE RESEARCH

After SaaS has proven to be a new phenomenon for the businesses, nowadays |
think there are a lot to search because SaaS and Cloud platform is moderately new
and there are lots of gaps and unknown areas facing multi-national organizations.
The main aspect I think needs immediate research is the amount of change SaaS
will enforce on the business ground. In fact change will bring about innovation and
innovation will bring up agility, but the other side of the coin is that change hurts!
The main question is then if benefits overcome the pain and if business tolerance
over the change pain is enough. Relationships between change management, strategic
management, and quality of performance should be studied thoroughly.

CONCLUSION

In this chapter, we outlined the concepts and features of SaaS as a Cloud Information
System and Service. A manager in the first place should know the necessity of
migrating to the new IT environment in the Cloud platform. Understanding why,
when, and how to migrate to SaaS is vital for the strategic foundations of an
enterprise. The necessity originates from the business model in which the company
strategized over. A modified business model and maturity model of SaaS has been
introduced using main existing business models in the literature. Knowledge-based
model which is enforced by the strategic movement and change management will
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fit the business environment the best. This way, managers may be ready to adapt
their organizational layers toward a continuous change, which comes with SaaS
implementation phases. After understanding the scope and size of change incurred
over businesses, managers and change agents should decide on the maturity model
the SaaS should be based upon in the enterprise. This may be a simple ad-hoc service
over the database, or it can be a customized virtualization of every single business
element. It is recommended that businesses start using SaaS model from the lowest
level possible. Improvements in business models will occur sooner or later, and then
the time for moving to the next SaaS maturity model will come. SaaS migration
is not a single step, like installing and purchasing packaged software, rather it is
a strategic movement in which every organizational element will be involved and
may needs to be change. This change does not only consist of the simple changes,
but it may require fundamental changes which itself will bring about agility and
innovation. As a cycle in a system, this agility will strengthen the business model of
the enterprise. Atthe end of this chapter, SWOT analysis on the SaaS implementation
has been discussed but the main factor which should be considered by the managers
is that there is no role of thumb as any business needs its specific SWOT analysis
and in some cases (as in case of government-based companies with serious data and
information in hand) SaaS implementation weaknesses and threats may overcome
strengths and opportunities. Cloud platform and SaaS as one of its segments is an
evolving phenomenon in the business environment. Definition, use cases, issues, risks,
Pros, Cons, and benefits are not fully discovered yet. Wide public and private use of
SaaS may illuminate the proper business models in which SaaS may be beneficial in
the utmost level. However, pioneer enterprises who uncover opportunities of SaaS
before pervasive Cloud usage will win the business competitive advantage race.
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KEY TERMS AND DEFINITIONS

ASP, Application Service Provider: Any company or contractor who offers
software as a service like Amazon’s AWS or Google’s cloud.

Business Agility: Is the level of business tolerance toward changes and
circumstance. The more agile a business is, the better it can be matched to ever-
changing business circumstances of this tech-era.

CIS, Cloud Information System: Briefly is a kind of Information System which
is placed on the Web rather than on a physical server in client’s site. Many Pros and
Cons have been illustrated for the CIS since far.

SaaS, Software as a Service: Is both a phenomenon and a new model to offer
application to the customer far different from the old application packaging era. In
this model software is not sold as a good, rather it is offered as a service with a long
service agreement, backup, and maintenance.

SLA, Service-Level Agreement: Is a kind of agreement between the customer
and SaaS provider in which the level of cooperation, terms of services, and many
other SaaS agreement conditions has been established in. SLA is vital for both client
and provider to illuminate the coming horizons of their business views.

ENDNOTES

1

National Institute of Standards and Technology (NIST) is an agency of the U.S.
Department of Commerce responsible for developing standards and guidelines.
Small to Medium Enterprise

Salesforce.com is one of the successful SaaS pioneers and has implemented
many researches over SaaS implementation and SaaS success.
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4 Nine value chain elements introduced by Porter are: 1) inbound logistics,
2) operations, 3) outbound logistics, 4) marketing and sales, 5) services, 6)
technology development, 7) procurement, 8) human resource management,
and 9) corporate infrastructure (Timmers, 1998).

5 Net Present Value, Which is a financial indicator showing present value of
a project due to discounted revenues minus discounted costs. If the result is
positive, the project will be beneficial; otherwise, the project may be harmful
for the company.

6 Gartner is the world’s leading information technology research and advisory
company.
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Chapter 3

Organizational Sustainability:
Characteristics of Agility

Hakikur Rahman
Ansted University Sustainability Research Institute, Malaysia

ABSTRACT

An organization with its capacity to endure, add up value, and promote value
chain could be seen as a sustainable organization. Sustainability could be in the
form of short-, medium-, and long-term effect to an entity. Through the utilization
of the information and communication technology, organizations now can adopt
various business techniques to tackle or minimize risks, reduce costs, and make
profit. Among many such techniques, this particular research looks into the aspects
of agility within organizations that may lead to sustained business platform. This
chapter tries to argue that an organization with this characteristic, in the longer run,
can lead to sustainability and elevate the business intelligence. In this discourse,
through a vertical literature review, this study has tried to construct a framework of
sustainability with the aspect of an organization and thereby proposed a business
model for ideation and future implementation.

INTRODUCTION

Organizations in a disparate range of markets are facing the challenges of new
product innovations, decreasing product lifecycles, product proliferation and
customers who are becoming ever more demanding. This has resulted in markets
that can be characterized as increasingly unstable and unpredictable, and has caused
many organizations to seek to improve their performance through various activities,
alignments and sustainable responses (Brown and Eisenhardt, 1998; White, Daniel
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and Mohdzain, 2005). These activities, alignments and sustainable responses may
not only be considered as means for the business development, but also considered
for increased business (and or market) intelligence (Roberts and Grover, 2012).

Fowler (2000) calls this type of sustainable response to issues of poverty a “virtuous
spiral” that involves three dimensions, such as external impact, human and financial
resources, and continuous regeneration that keeps an organization healthy, relevant
and feasible in a turbulent environment over a long period of time. A related concept
that involves similar issues is social venture. It combines both social and economic
activity to achieve three key objectives, such as economic capability, sustainability
and social change (Lucas & Vardanyan, 2005).

In this aspect, many nonprofit organizations engage in social enterprise strategies
to expand their organizational capacity and to ensure their financial sustainability.
These type of organizations are not only interested in generating individual profits, but
alsoin promoting social change in underdeveloped areas and promoting sustainability
and job growth (Fowler, 2003; Lucas and

Vardanyan, 2005; Ersing, Loeffler, Tracy and Onu, 2007; Brower, 2011). As a
result of rapid depletion of natural resources and concerns over wealth disparity and
corporate social responsibility, sustainability has increasingly become imperative
to business research and practice over the past decades. Within this domain, the
so-called triple bottom line seeks to evaluate business performance on its impacts
on the environment and interested stakeholders besides profitability concerns.

Until now, management information systems (MIS) research on sustainability
has been somewhat constrained in the realm of green information technology
(IT), which focuses mostly on the reduction of energy consumption of corporate
IT systems. However, the expeditious changing and dynamic global business
environment requires firms to be more flexible to quickly adapt and respond to
market variations. Among the forces that drive changes, requirements for corporate
responsibility and sustainability are getting more urgent. During such difficulttime as
this economic recession, companies are faced with hard choices to survive. Research
has acknowledged that addressing sustainability issues is critical to the long-term
survival and flourishing of companies (Porter and Kramer, 2006).

Thus, it is imperative to increase the business intelligence of an organization by
addressing the sustainability issue through agile and intelligent ways (Lichtenthaler,
2007). At the same time, sustainability has increasingly become an important issue
for both management scholars and practitioners. This recent push can be attributed
to the facts that while the last two decades have brought much economic growth,
there is much concern surrounding both wealth discrepancy and natural resource
diminution. This concern has displayed itselfin legislation expanding the responsibility
of firms, increasing attention on training managers in sustainable management, and
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the development of theory to support sustainable managerial decision making in
intelligent manner (Mintzberg, Simons and Basu, 2002; Hart and Milstein, 2003).

Sustainability has commonly been regarded as a crucial objective for organizations.
Dilemmas which have arisen from environmental degradation, social and economic
inequality, and changes in public opinions about the roles organizations play in
maintaining sustainability has stimulated scholars and researchers to study the
relationships of organizational practices and sustainability. (Florea, Cheung and
Herndon, 2013). Sustainability has taken a prominent role in the popular media,
corporate boardrooms, political arenas, and academia. Conversations and deliberations
about what it is, why it is important, what should be done about it, and how quickly
one should act are all-encompassing. It is an important, but often unspoken, and
urgency accompanies these conversations. However, life as it is known—the elevated
standard of living that many people have become accustomed to—is directly threatened
by the very patterns of organizational activity that created the comfortable lives in
the first place. For these reasons, the society is confronted with how deeply held
this pattern of activities prevail in an organization (Mohrman and Worley, 2010).

Meanwhile a growing number of companies are integrating sustainability
concerns into their strategic and operational decision-making processes alongside
other traditional business imperatives as such profit maximization, cost reduction,
revenue growth, and quality enhancement. In fact, the extent to which executives
and managers embrace or resist this trend can determine the success or failure of a
firm’s efforts to operate in a more sustainable approach. Along this process, on-the-
job training that introduces managers to sustainability principles and practices is one
increasingly popular approach to securing cooperation and support for sustainability
initiatives (Haugh and Talwar, 2010; Thomas and Lamm, 2012).

In this context, it is often professed that globalization serves as both a catalyst
of accelerated development as well as an agent of chaotic disruption resulting
in the contemporary socio-economic and political dislocations. In light of this,
a key idea may be that heterogeneity could be understood as a mind-set and an
exercise where complexity and diversity are leveraged strategically in a manner
that promotes organizational sustainability. Carayannis and Provance (2008) have
argued that innovation emerges from posture, the organizations position within
a business ecosystem, propensity, as a manifestation of processes, routines and
capabilities including the organizational culture and performance (3P), which are
not only financial, but also products, patents and environmental impacts. Hence,
organizational design for innovation is the effective alignments of the organization
to the firm’s business model in order to generate an optimal environment for the
3P’s (Carayannis and Provance, 2008; Carayannis, Sindakis and Walter, 2015).

However, if it can be mentioned that organizations are already adopting a
sustainable approach to their activities, then arises several questions, as what are
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the reasons for this? Is it just another exercise in public relations? Is it for purely
business reasons (i.e., profit), or are social/ethical issues increasingly significant?
Along these contexts, Eccles, Ioannou and Serafeim (2011) argue that research
evidence suggests that organizations are not adopting sustainability policies purely
for public relations reasons, but rather that they reflect “substantive changes in
business processes” (Wales, 2013).

Towards this contribution, organizational sustainability is being considered as a
normative underpinning that considers an organization or a community sustainable
when it contributes to a more sustainable world as can be understood with the current
knowledge and understanding of what sustainability might entail in the society.
In other words, a sustainable organization does not refer to an organization that
succeeds in keeping itself going by maintaining, for instance, profitability, but rather
to one that, given what is known today, successfully balances people, prosperity
and planet by searching for a dynamic equilibrium between these 3P’s. Eventually
such a balancing act may necessitate a shift altogether from the maximization of
profit to something completely different such as the maximization of connotation.

In recent years, a perspective has emerged that defines sustainability to include
three omponents, such as the natural environment (the planet), society (the people), and
economic performance (the profit) (Elkington, 1994; 1998; 2004). This perspective
is generally referred to as the triple bottom line (TBL). TBL approach recommends
that besides economic performance, organizations need to engage in activities that
positively affect the environment and the society. Furthermore, it is argued that a
firm’s long-term profitability and existence are best served by balancing them with
social and environmental aims (Hart and Milstein, 2003; Porter and Kramer, 2006;
Dao, Langella and Carbo, 2011; Weerawardena, McDonald and Mort, 2010).

The TBL perspective of sustainability, as illustrated in Figure 1, has been adopted
which considers organizational sustainability to include three components (planet,
people and profit). By considering people and planet in addition to profit, effects
on the environment and stakeholders will be incorporated when contemplating
alternatives, leading to a more sustainable outcome in intelligent and appropriate
forms (Elkington, 1994; Aguilera, Rupp, Williams and Ganapathi, 2007; Hart and
Milstein, 2003; Porter and Kramer, 2006; Dao, Langella and Carbo, 2011).

Limiting our focus on organizational sustainability and its implications due to
the agility of an organization, we further progress to discuss about a few features
of agility. In today’s extremely competitive environment, it has been observed that
firms that are agile tend to be more successful. However, despite the widely accepted
importance of agility in organizations, there is limited research on this construct
(Roberts and Grover, 2012).

Agility can be seen as a dynamic organization design capability that can sense
the need for change from both internal and external sources, carry out those changes
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proactively and routinely, thus sustaining the above-average performance. The final
characteristics, sustained above-average performance, is the outcome of agility.
Many firms are able to push their performance to above average in the short run;
however, the real issue is dynamically aligning structures, processes, and systems
to sustain the entire organization (Worley and Lawler III, 2010).

Figure 1. Bonding of the three parameters of sustainability (triple bottom line)
(adapted from Dao, Langella and Carbo, 2011)
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Agility is widely accepted, especially in the manufacturing industry as a new
competitive concept. Agility as a term reflects a comprehensive response to the
business challenges of profiting from rapidly changing, continually fragmenting
markets for high performance, elevated quality, enhanced customer configured goods
or, services. However, it has been observed that, how to develop a manufacturing
strategy based around agility is not fully understood yet. Uncertainty has been found
as amajor topic for management research long before the term agility was introduced.
In spite of the differences in defining “agility”, one may emphasize on the speed
and flexibility as the primary attributes of an agile organization. Another important
attribute of agility is the effective response to sudden changes and uncertainties.
Some other schools of thoughts mention that responding to change in proper ways
and exploiting the advantages of changes are the most important factors of agility.
Another important attribute that has been found is the ability to produce high quality
and highly customized products (Gunasekaran, 1999; Sharifi and Zhang, 1999;
2001; Tsourveloudis and Valavanis, 2002; Sherehiy, Karwowski and Layer, 2007).

As the brief overview of the agility definitions shows, this concept of agility
is comprised of characteristics like adaptability and flexibility. It seems that these
two terms represent the advancement of the idea of the organization that is able to
adjust. The agile organization may represent the latest stage of development of this
idea, which could combine all important perceptions from the adaptable and flexible
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organization concepts. Although, studies on agility utilize some ideas and practices
related to the adaptable and flexible organization, it has been observed that many
important developments on this topic from the organizational and management field
were overlooked (Sherehiy, Karwowski and Layer, 2007).

Thus, in order to clarify the agility concept and to classify the large diversity
of strategies, techniques, and practices that are mentioned in the literature as
components of agile enterprise need to have their origins explored. Further, in order
to synthesize the agile enterprise concept, important knowledge related to managing
the unpredictable and changing environment needs to be evaluated (Sherehiy,
Karwowski and Layer, 2007).

This chapter attempts to make an overview of the existing frameworks of agile
organizations and its various attributes. For this overview, a longitudinal literature
review has been conducted. Thisreview includes various frameworks that encompass
elements and structures of an organization, in terms of agility. It was out of scope
of this research to make a comprehensive literature review of research and concepts
in relation to other parameters of a sustainable organization, such as organizational
intelligence or organizational resilience. However, where applicable, emphasis has
been given to the context that organizational sustainability through agility not only
makes the business process more sustained, but also assists to make intelligent business
decisions. Furthermore, efforts have been given in the context to make implications
about the impact of this be applicable for academics and researchers in the field of
making intelligent business decisions through organizational sustainability and agility.
The main aim of this study is to identify the origins and theoretical background of
some ideas that are available about an agile enterprise and described in the literature
as a part of organizational sustainability incorporating agility.

2. LITERATURE REVIEW

An organization can be seen as a social entity that has a collective goal and is linked
to an external environment. There are a variety of legal types of organizations,
including corporations, government organizations (GOs), non-governmental
organizations (NGOs), international organizations, armed forces, charities, not-
for-profit corporations, partnerships, cooperatives, universities, and research. A
hybrid organization is a body that operates in both the public sector and the private
sector simultaneously, thus fulfilling public duties and simultaneously developing
commercial market activities (Google and Wiki definitions).

In the field of social sciences, organizations are the object of analysis for various
disciplines, like sociology, economics, political science, psychology, management,
and organizational communication. The broader analysis of organizations is usually
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referred to as organizational structure, organizational studies, organizational behavior,
or organization analysis. In this aspect, a number of perspectives exist, such as:

e  From a process-related perspective, an organization is viewed as an entity
is being reorganized, and the focus is on the organization as a set of tasks or
actions;

e  From a functional perspective, the focus is on how entities like businesses or
state authorities are used; and

e  From an institutional perspective, an organization is viewed as a purposeful
structure within a social context (Douma and Schreuder, 2012; Google and
Wiki definitions).

Sustainability is being seen as the capacity to tolerate. In ecology the word
describes how biological systems remain diverse and productive over the time.
Long lived and healthy wetlands and forests are examples of sustainable biological
systems. For humans, sustainability is the potential for long-term maintenance of
well being, which has ecological, economic, political and cultural dimensions.
Healthy ecosystems and environments are necessary to the survival and flourishing
of humans and other organisms. For organizations, sustainability is to survive under
the adverse conditions (internal and external) through the ability to endure, add
value and promote supply chain (Google and Wiki definitions) thus applying various
methods such as being agile, intelligent and resilient. In the context of agility, it is
a concept that is widely adapted to the area of contemporary business. The existing
literature presents agility as a broad concept, which can be easily adopted in the
field of business processes, such as manufacturing.

Sustainability can be treated as arecent and comprehensive issue for the economy,
the companies, and the population, being considered a systemic concept related to
the stability of economic, social (including cultural), and environmental issues. The
United Nations’ Brundtland Report defined sustainable development as“[...] the one
that meets present needs without compromising the ability of future generations to
meet their own needs” (Brundtland Report, 1987: pp.16). Hence, sustainability is a
manner of driving civilization in order to the society and its members (companies
included) safeguard biodiversity and natural ecosystems, planning and acting to
achieve the indefinite maintenance that can fill their needs and express their greatest
potential in the present (Lee and Saen, 2012; Buys et al., 2014; Longoni et al., 2014;
Ribeiro et al., 2015; Lopes, et. al., 2017).

Naturally, the organizational configuration of any business is vital for its success
in acting as a driver for the company to accomplish its vision. At its most basic level,
an organization is either an individual or a group of people who work collectively
to achieve a shared aim or set of aims. The impact of changing demographics,
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the global market, social inequity and climate change on organizations has been
considered in contemporary times. One common response is for organizations to
implement sustainable processes with a view toward having a positive influence
on the environment, thereby creating social as well as financial capital. According
to the Chartered Institute of Personnel and Development in London, CIPD (2012),
the essence of organizational sustainability is the principle of strengthening the
environmental, societal and economic systems within business operations. This
principle is essential since the perception of sustainability will keep the business
running by helping the business prosper without compromising the needs of the future
(CIPD, 2012; Wales, 2013); McNamara, 2015); Zawawi and Abd Wahab, 2019).

At the same time there are a few theoretical and empirical studies on inter-
organizational agility, which frequently involves just the application of system
engineering thinking to describe and optimize factors influencing the transfer of
material and information among companies. The US Agility Forum presents agility
as the ability to flourish and prosper in a competitive environment of continuous
and unanticipated change, to respond fast to rapidly changing markets driven by
customer-based valuing of products and services. Some mention, it is the future
business system that will replace the mass production businesses of today (Kidd,
2006; Kisperska-Moron and Swierczek, 2009).

In this aspect, Conboy and Fitzgerald (2001) has defined agility as the continual
readiness of an entity to rapidly or inherently, proactively or reactively, embrace
transformation, through high quality, simplistic, economic components and
relationships with its environment. The literature review suggests that the agile
capabilities of companies can be analyzed from the perspective of their relations with
the major business partners or stakeholders (clients, suppliers, service providers and
other competitors) and the role of information technology in initiating and sustaining
those relationships (Kisperska-Moron and Swierczek, 2009).

It has been observed that the current ubiquity of networks, and various forms
of networking, at the industry, firm, and individual levels is reshaping the global
business architecture and thus attracting significant research interest (Lin, Desouza and
Roy, 2010). Through the utilization of information and communication technologies
(ICTs) and applications of various facets of information technology (IT), entities are
no longer isolated as before, and the interaction among each other is more vibrant
nowadays. Firms are able to communicate among partners, suppliers, and clients
in a more intelligent way than ever before. This sort of technological advancement
has lead to technological transformations at the business process level, such as
incremental or radical.

The management of technological transformation in companies is of high interest
to both theory and practice. Incremental technological transformation introduces
relatively minor changes on the existing products, exploits the potential of the
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established design and often reinforces the dominance of established firms. But,
radical technological transformation requires a new set of engineering and scientific
principles and can open up new applications and market segments which may
challenge the position of established firms. However, many studies have shown that
the insufficient reaction of established companies to radical technological change
can lead to their demise. In this respect, researchers have identified insufficient
information on technological trends and managerial incompetence as main reasons
for the limited learning capability of established companies. On the other hand,
for established companies, radical technological transformation is not only a
challenge, but it also constitutes a major source of failure. It has been observed
that by establishing effective technology intelligence processes, companies may
react to radical trends in time which is a prerequisite for coping with technological
transformation (Lichtenthaler, 2007).

Furthermore, in order to identify technological discontinuities in an early stage
and toincrease the effectiveness of technological decision-making, many researchers
have called for a more systematic observation of technological trends already in the
early 1970s. In the literature, many terms are used for this process of systematic
acquisition, assessment and communication of information on technological trends
in order to detect opportunities and threats in a timely manner. The expressions range
from technology monitoring, technology assessment and technology forecasting to
technology intelligence. In this study, the term technology intelligence is adopted
because it has been increasingly used in recent years by both researchers and
practitioners (Lichtenthaler, 2007).

Given the background details, we refer to the organizational sustainability as the
capability of an organization in adverse environment with agility that is to be able
to react fast and adjust accordingly to sustain the organization. Adopting different
practices and tools to improve the competitiveness, might well be by hand of agile
methods or principles, which concepts have penetrated the thinking of managers,
especially in manufacturing industries for decades (Smart et al., 2003) and which
has been much debated in research and practice over the past years. Furthermore,
it is clear that more and more organizations are exhibiting flexibility and agility
coupled with the ability to create and apply innovative ideas, acting collaboratively.
(Green, 1999; Browaeys and Fisser, 2012). This study is now trying to relate how
agility in an organization leads to the sustainability of the organization through
establishing a theoretical framework.
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3. THEORETICAL FRAMEWORK

The concept of agility was initiated by researchers of the lacocca Institute of Lehigh
University in 1991. Initially, it was introduced within the field of manufacturing,
especially in the concept of flexible manufacturing systems, and later on it has been
applied to other business sectors.

This newly evolved concept has received increasing attention from both academic
and commercial fields. (Sarker et al., 2009; Sarker and Sarker, 2009; White et al.,
2005; Bottani, 2009; Ngai, Chau and Chan, 2011).

As mentioned, agility has been the subject of increasing research interest, and
there are both academic and practical calls for a better understanding of its genesis,
development, and consequences. The importance of organizations to engage at
the sophisticated levels of fostering the organizational traits of agility (leading to
sustainability), complexity management and learning is called for universally. For
example, consultants, executives, and management theorists have tried to comprehend
the components and consequences of agile strategies, while others have studied
the characteristics of reconfigurable and ambidextrous structures. However it has
been observed that the number of frameworks that comprehensively explore agile
organization designs is much smaller (Worley and Lawler III, 2010; Flumerfelt,
Siriban- Manalang and Kahlen, 2012).

One agility framework (see Figure 2), suggests that organizations need to break
away from traditional design assumptions, think about how each element or feature
must be constructed with flexibility in mind, and then align them dynamically to
support both adaptability and sustained high levels of performance. Worley and
Lawler III (2010) termed it as the built to-change model, and it has been adapted and
integrated with concepts from strategic leadership to create the agility framework.
The basic features of this framework are a robust strategy, an adaptable organization
design, and shared leadership and identity in value-creating capabilities.

Traditionally, an enterprise keeps a relatively large organizational structure that
is usually hierarchical. The structure is to handle various customers’ needs, when
the service or production provided by the enterprise involves complex activities.
If customers’ demands are similar and are maintained on a requirement basis, the
company may gain enough payoffs to support the equipment and workforce for
customers’ needs. However, if customers’ needs are changing frequently in terms
of time, quantity, and design, a relatively large organization structure may not react
to customers’ needs on a timely basis.

Moreover, when customers’ needs change or the market demands decrease, some
facilities in the organization may become obsolete or redundant. Thus, the obsolete
or redundant facilities incur excessive overhead and endanger the enterprise’s
viability. The good news is that with the effective support of IT, an enterprise does
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not need to maintain a large, complex organization, yet it can still work on large
projects through collaborating with other relatively small organizations, such as
suppliers, vendors, subcontractors, etc. Those small organizations can form and
re-form various networked organizations, depending on the customers’ demands
(Huang, Ceroni and Nof, 2000).

3.1. Agile Organization

An agile organization is said to be adaptive to innovations, flexible and responsive
to transformations, and at the same time, robust and resilient to damages. Being
agile and utilizing IT, an organization is able to involve more reasoning, intelligence,
collaboration and autonomy for adjustment (Huang, Ceroni and Nof, 2000). The
organization should be also able to achieve all these in productive and cost-effective
ways (Alberts and Hayes, 2003; Lin, Desouza and Roy, 2010).

Figure 2. A framework involving agile parameters
(adopted from Worley and Lawler 111, 2010)
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While the agility of networked organizational structures is important for
organizational accomplishment, studies on how to appraise it remain scant, probably
because the difficulty in measuring network evolution. An agile organization is
said to be adaptive to innovations, and at the same time, flexible and responsive to
changes by being robust and resilient to damages (internal and external) (Alberts and
Hayes, 2003). And the organization should be able to achieve all these in productive
and cost-effective ways. Currently there are a few measures that are available to
adequately capture the structural agility of organizational networks. However, the
main challenge remains is that the ongoing changes in the networks, which has
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been characterized as network evolution. Lin, Desouza and Roy (2010) argue that,
one need to measure and predict network evolution as a continuous process rather
than discrete snapshots.

In the perspective of agile organization, agility is the capability of an enterprise
to operate profitably in a rapidly changing (abrupt) and continuously fragmenting
(dynamic) global market environment by producing high-quality, high-performance,
customer-configured products and services (Tsourveloudis and Valavanis, 2002).
Literature in areas like, human resources, supply chain management, organizational
design, and even information systems have examined organizational agility from a
historic and descriptive approach, involving collecting survey data or writing case
studies (Giachetti, Martinez, Sdenz and Chen, 2003). These studies though seem
helpful, but they do not provide with perceptive tools and techniques to improve
organizational agility. Lin, Desouza and Roy (2010) continue to argue that, in this
aspect, quantitative measures need to be taken that can evaluate and predict outcomes
that are more preferable. However, a question arises at this point, as what are the
agile methods or which are the characteristics of an agile method?

Asmentioned above, agile methods have received considerable attention during the
last 2 decades, since 1991 (Dybéa and Dingsgyr, 2008). Furthermore, in comparison
to other systems development methods, they seem to be exceptionally well-received
by practitioners. One question arises here, as what could be the explanation for this
success? Inthisaspect, Livariand Livari (2011) go on explaining that, one possibility
could be the fashion factor, which is the early excitement with the idea. Although
this possibility may not be excluded, but one can conceive of more fundamental
changes in the systems development arena that favors agile methods. Moreover, when
arguing for agile systems development methods (SDMs), its promoters often refer
to the increased turbulence and unpredictability of the world, and for that reason
organizations and enterprises need to be more agile, more responsive to changes
(Sherehiy, Karwowski and Layer, 2007).

Ideally, agile methods sustain this organizational agility. It is not necessarily
self-evident what methods are agile, since they are not based on any clear common
core idea (such as the systems development life-cycle in the case of the waterfall
model, prototype in the case of prototyping, the concept of object in the case of
object-oriented methods), apart from on the concept of agility. At the same time,
agility seems to provide quite a complicated definitional basis for agile methods
(Livari and Livari, 2011).

In recent years, the urgency for business environment change came from a new
business paradigm now referred to as the agility. In addition to the mentioning in
earlier places, agility, inits original incarnation, emphasized the power of relationships
to create value through knowledge and information sharing. Furthermore, as
observed earlier, the definition of agility has evolved. Nowadays, agility calls upon
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social computing to unlock knowledge, experience and expertise distributed among
unrelated and previously unidentifiable individuals (Li, Nagel and Sun, 2011).
Also, questions are revolving around as how to structure and design organizations
that could support agility and adaptability, which are of strategic significance.
Evidences support that interactions and the dynamics of complexity are origins of
new knowledge, diversity, and innovation are the main exciting advancement for
organizations struggling to survive and compete in a dynamic, fast-paced and highly
interrelated global environment (Martinez, 2008).

Hence, apart from being adaptable and flexible, more and more the organization
is reaching towards social sectors, more and more it is leaning towards fulfillment
of social and corporate responsibilities, in addition to empowerment. In this aspect,
agility can be seen as the capacity to redefine a business process in order to adjust it
to changing external conditions. What is under stake here is the effort and time that
is required to adapt an existing business process. In the case of mechanistic business
process management (BPM), adaptations may take a long time to accomplish and
involve a significant effort.

The central reason is that changes in the BPM system (BPMS) must be carefully
managed at the technical level so that the transition to the new system does not generate
operational problems. However, in the case of humanistic BPM (empowerment),
agility may be easier to accomplish since changes do not involve the technicality. In
addition to BPMS, Web services organizations utilize Business Intelligence (BI) and
Data Warehousing (DW) to enable them to better understand the competition and
take fast decision through enhance knowledge management (de Oliveira, Balloni,
de Oliveira and Toda, 2012). Of course one should consider that the adaptation cost
is also partially dependent on the required levels of formalization and factor, which
gives some advantage to the humanistic approach. For example, there may be no
effort associated with adaptation in the case of a system using ad hoc workflows
to implement a business (Antunes, Simdes, Carrico and Pino, 2013). Therefore,
the theoretical framework needs to be attentive towards the social dimension of
the agile organization. Thus, a brief discussion on social agility is being given
next. Thereafter, we talk about the organizational agility and ecosystem agility to
complete the framework.

3.1.1. Social Agility

In these days, agility calls upon social computing to unlock knowledge, experience
and expertise distributed among unrelated and previously unidentifiable individuals.
Social agility can be seen as the process of enhancing the productivity of individuals
and the effectiveness of teams by making it easier for the people to relate to one
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another on the basis of shared goals. The power of social agility derives from social
computing, which evolves from enhanced relationships that amplify tacitinteraction.

According toLi, Nagel and Sun (2011) McKinsey and Co. is the first organization to
explicitly place a value on tacitinteraction. The company has defined tacitinteraction
as collaborations that involve unscripted information interchange, judgment making,
and multifaceted forms of knowledge exchange with coworkers, clients, suppliers
and other partners. Figure 3 shows the utilization of social computing to achieve
business goals for effective innovation and growth through agility.

Lawler III and Worley (2012) perform an analysis of firm profitability in 14
industries over 30 years and shows that a few firms have been able to sustain above
average levels of financial performance. Besides, they find that, consistently high
financial performers are not only more likely to score high on agility, but also
likely to lead in environmental and social performance. However, they argue that,
the correlation between financial sustainability and agility is stronger than the
correlation between financial sustainability and social or environmental performance.
Furthermore, it has been observed that social agility with effective business goals
leads to organizational agility.

3.1.2. Organizational Agility

In many organizations, the potential for significant benefit from collaboration has
remained untapped because of adherence to traditional forms of business organization
and management.

This could be due to the persistent belief that it is always difficult to bridge
internal organizational boundaries, and that it is almost impossible to bridge external
organizational boundaries. Hence, operating under such beliefs allows only a small
portion of employee knowledge and know-how to be accessible from outside of
the organization. This results in missed opportunities for many organizations.
Organizational agility appears from the removal of organizational walls and silos
to create opportunity-driven structures, and the adoption of evaluation processes
to sustain processes and incentives that motivate and reward collaboration. This
enables an organizational environment in which knowledge and expertise can be
easily reconfigured in response to business challenges and prospects. It also makes
large organizations more searchable and analyzable and, in some ways, more
navigable than smaller ones, and, therefore, makes it easier to precisely determine
what people demand. This creates new possibilities for the implementation of
business processes, innovative business models, and market-positioning strategies
(Li, Nagel and Sun, 2011).
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Figure 3. The use of social computing to achieve business goals
(adopted from Li, Nagel and Sun, 2011)
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A number of definitions for organizational agility have been recommended.
The definitions generally convey the idea of rapidity and the changing market
environment. Organizational agility is a response to the disputes posed by a business
environment dominated by change and uncertainty. It engages a new way of doing
business. Itreveals anew mind-set on making, selling, and buying a form of openness
to new forms of commercial relationships, and new measures for assessing the
performance of organizations and people. Organizational agility necessitates an
organization to be quick in assembling its technology, employees, and management
with communication infrastructure in response to changing customer demands in
a continuous and unanticipated changing market environment. Simply stated, it
is an organization’s ability to generate the requisite information for management
decision-making in a turbulent situation (Kodish, Gibson and Amos, 1995; Zain,
Rose, Abdullah and Masrom, 2005).

Figure 4 constructs aframework of organizational agility from various technology
adoption influences. Furthermore, organizational agility refers to the framework
for technological, managerial and production expertise supporting organizational
sustainability. To develop organizational agility, an organization has to possess a
number of competencies, such as technological competency, managerial competency,
and operational competency (Ngai, Chau and Chan, 2011).

The framework for organizational agility in terms of competency is shown in
Figure 5. Table 1 shows the extended framework based on the three competency
parameters, and their agility index. Next discussion is on ecosystem agility, which
suffices the organizational perspective of an organization on its entirety.
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Figure 4. Organizational agility framework from technology adoption influence
viewpoints
(adopted from Zain, et. al., 2005)
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Figure 5. Organizational agility in the aspect of various competencies
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3.1.3. Ecosystem Agility

Frosch and Gallopoulos (1989) originally presented the concept of industrial
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ecosystem in Scientific American. Later on J.F. Moore (1996) proposed the concept
of abusiness ecosystemin 1996. Moore describes business ecosystem as an economic
community supported by a foundation of interacting organizations and individuals.
He further describes that a business ecosystem may be seen as a loosely coupled
system that consists of a focal business and other types of mutually dependent
businesses, and that encompasses organizational actors and relevant environmental
components such as markets, technologies, and organizations (Peltoniemi and Vuori,
2004; Li, Nagel and Sun, 2011).

Until very recently, most people understood that a business ecosystem simply
exists as is, and that an organization could shape or control its ecosystem for its
own benefit only to a limited degree. People further understood that the implicit
relationships in a business ecosystem could not critically impact the success of the
ecosystem’s core organizations. However, the recent global economic recession
shows that these assumptions are wrong. The butterfly effect of the financial crisis
in the United States shows that doing nothing in a business ecosystem is doing
something, though the links in an ecosystem may not be explicit, but they are still
real links (Li, Nagel and Sun, 2011).

In these aspects, ecosystem agility refers to how social computing may be
utilized by companies to identify, exploit and manage the inter-dependencies,
relationships and strategies in their business ecosystems to enhance the chances of
achievement. Organizations can influence their competitive position to create new
value opportunities within their ecosystems. They can in some instances transform
and influence their ecosystems, and to some extent control and share risk by managing
relationships and dependencies (inter-dependencies). The iTunes application store
can be seen as a simple example of this phenomenon. Other examples of ecosystem
business strategies may include the P&G’s (Proctor and Gamble) establishment
of value creation network, or the suite of product offerings by Google. It has been
observed that the key enablers of ecosystem agility are social computing technologies
for organizing networks of resources that lie outside of formal relationships (Li,
Nagel and Sun, 2011).

4. SUSTAINABILITY FRAMEWORK AND BUSINESS MODEL

A Business Sustainability Framework may need to satisfy what the present generation
wants without decreasing opportunity and at the same time be able to satisfy what
the next generation wants. In this aspect, business sustainability management
(BSM) integrates management strategy and operational activities corresponding
to the interested parties, protecting human resources and natural resources those
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Table 1. Organization agility framework based on the agility index

Organizational Management Inter-Organization Degree of Cooperation With Other
Agility Cooperation Organizations

Time and space needed for

Intra-organization cooperation .
production process

Institutional framework agility Team building speed and efficiency
Product design and Speed of pr.oduct and Period of product and manufacturing
. - manufacturing .
manufacturing agility design design

Degree of product structure

Product design flexibility similarity

Re-configurability Integrated modular packaging unit

Auvailability of customer demand

. . Increased information access
information

IT integration and flexibility

Organizational information system

Information management agility quality

(adopted from Sherehiy, Karwowski and Layer, 2007; Ngai, Chau and Chan, 2011)

are necessary for future business activity and operation (von Rosing, Hove and von
Scheel, 2013).

The sustainability framework requires that organizations and enterprises need to
be more agile, and more responsive to changes, in terms of agile systems development
methods (SDMs), where its proponents are exposed to the increased turbulence and
unpredictability of the world around.

In this aspect, firstly, the group culture is primarily concerned with human
relations and flexibility. Here, belonging, trust and participation are its core values.
Further, effectiveness of the criteria includes the development of human potential
and member commitment. Secondly, the developmental culture is future-oriented,
considering what might be. The effectiveness of the criteria, here, emphasizes growth,
resource acquisition, creativity and adaptation to the external environment. Thirdly,
the rational culture (stability, sustainability and external focus) is achievement-
oriented, focusing on productivity, efficiency and goal achievement.

Finally, the hierarchical culture (stability, sustainability and internal focus) is
oriented towards security, order, routine, and control. It emphasizes management,
sustainability and efficiency through a defined set of regulations (Livari and
Livari, 2011). Figure 6 shows the sustainability framework that incorporates four
transformational parameters leading to organizational agility.

The sustainability maturity model (SMM) can be depicted as astructured collection
of elements describing the aspects of sustainability maturity in an organization. Like
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Figure 6. Framework for sustainability
(adopted from Livari and Livari, 2011)
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any other model it should be treated as an abstraction of an existing system (von
Rosing, Hove and von Scheel, 2013).

The proposed business model is based on the basic business model building block
suggested by Noran (2013), which is comprised of three parameters, such as input
(IT, Operational and managerial competencies), control (organizational agility) and
resource (organizational framework elements) that enable the activity (the business
model), which leads to the output (here, the organizational sustainability). Figure
7 illustrates the proposed business model based on the basic building block of a
business model as suggested by Noran (2013).

5. FUTURE WORKS AND CONCLUSION

If one looks at the future research on sustainability and related topics in terms of
organizations and external funding, one need to pay more attention to capacity
building as a possible outcome of short-term programs (Scheirer, 2005). Within the
scope of this particular research, one essential factor comes as a question, as whether
an organization becomes sustainable depending on its capacity to able to be agile?
Or, we may need to pay attention to other issues, such as resilience, intelligence,
competencies, collaboration, IS, innovation, and culture (Sherehiy, Karwowski and
Layer, 2007). What could be the medium and long term effects of agility (as a lone
influencer) on organizational sustainability?
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Figure 7. Proposed business model
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Over the last 50 years, globalization has transformed companies to enterprises,
while computing and communication have transformed production and service
organizations to innovative organizations (Huang, et. al., 2000). This instigates
extended study on the role of agility in organizations to be able to be competent
and sustain in the longer run.

It has been observed that there is a lack of research on the organization of the
technology intelligence process in situations of radical technological change. Current
research has not taken a holistic view on the technology intelligence processes,
especially in situations of radical technological change that covers all process steps
from information acquisition, business modeling to decision-making. Furthermore,
it is not clearly understood as how hierarchical levels and the different forms of
coordinating the technology intelligence process interact and how they influence
the quality of the product, process and the quality of decision making.

Additionally, industry characteristics seem to influence the quality of the
technology intelligence process. Therefore, the objective of this study remains confined
to identify different organizational forms of agility processes in situations of radical
technological transformations and organizational decision-making (Lichtenthaler,
2007). Future studies may seek for the impact of technology intelligence and resilience
on organizational sustainability. Furthermore, so far the sustainability concerns, in
aspect of low awareness among the organizations, including the financial constraints
and high risk of investment in the period of economic crisis, future researches should
take them into account for investigative research.
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Creating organizations that perform well in terms of the environment, profit, and
people (triple bottom line approach) is anot a simple process. Rather, it requires more
than an organization that can adapt to change, but also requires a new approach to
management. It has been observed that, most organizations are not designed to address
financial, social, and environmental performance in an inclusive and ongoing way,
and this is why many of them fail. The only way to achieve sustainable effectiveness
is to design organizations with these points in mind. It is not an easy task, especially
in a rapidly changing environment that demands fast and furious change, but it can
be achieved by looking at all the key elements of an organization and positioning
them to support sustainable performance (Lawler III and Worley, 2012).

Agility is emerging as an essential dynamic capability in contemporary business
environments. Many industries once considered to be relatively stable have evolved
into severely aggressive environments in which long-established industry giants are
being threatened by agile startup firms scattered across the globe. One reason for
this is that customer demands are continuously shifting in such hypercompetitive
environments. In this aspect, to create competitive advantage, organizations must
sense and respond rapidly to changes in customer preferences. In other words, a
firm’s customer agility, its ability to sense and respond quickly to customer based
opportunities for innovation and competitive action, is extremely critical for survival
and success (Jarratt and Fayed, 2001; Jayachandran, Hewett, and Kaufman, 2004;
D’Aveni, Dagnino and Smith, 2010; Roberts and Grover, 2012).

While the agility of networked organizational structures is essential for
organizational performance, but studies on how to evaluate it remain scant, probably
because of the difficulty in measuring network evolution (Lin, Desouza and Roy,
2010).

This study thus concludes that organizations acting in challenging situations with
low awareness about agility, low financial capability, and at the same time with high
risk of investment seem to expedite extended research to measure the impact of these
potential risk factors to be able to be a sustainable organization in the longer run.
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KEY TERMS AND DEFINITIONS

Organizational Agility: Organizational agility is a company’s ability to rapidly
transform or adjust in response to changes in the market. In the recent days, there
are many examples of how organizational agility can benefit a company.

Organizational Behavior: Organizational behavior can be seen as the study of
how people interact within groups and its principles are used to make businesses
operate more effectively.

Organizational Compatibility: Inter-organizational compatibility refers to the
sharing of common experiences, values, principles, and business strategies among
business partners.

Organizational Sustainability: Organizational sustainability means having the
leadership, endowment, global insights, and change strategies necessary to rise to
the exclusive challenges facing organizations today.

Sustainable Culture: Cultural sustainability relates to sustainable development
(and to sustainability) and has to do with the maintaining of cultural beliefs, cultural
practices, heritage conservation, culture as its own entity, and attempts to answer the
question of whether or not any given cultures will exist in the context of the future.
However, from cultural heritage to cultural and creative industries, culture is both
an enabler and a driver of the economic, social, and environmental dimensions of
sustainable development.

Sustainable Development: Sustainable development is a way of organizing
citizens so that it can exist in the long term. This means taking into account both
the imperatives present and those of the incoming future, such as the preservation
of the environment and natural resources or social and economic equity.

Sustainable Eco-System: If an ecosystem is able to maintain its full functions and
properties even though it is harvested, it can be termed as a sustainable ecosystem.
Itranged from dealing with domestic, industrial, and agricultural waste is a growing
environmental issue with implications for ecosystems and human health.
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ABSTRACT

The increasedweighting of digital natives in a fattening long tail has added complexity
to organizational leadership, particularly during the global COVID-19 pandemic.
Trends affecting the individual come from social, economic, and technological
sources and affect leadership behaviors, and this in turn affects society. In order to
understand this interconnection, lower-level influences and how they affect the higher-
levelvisible signs are discussed. These lead to influences on behavior. Influences are
felt as intensity and embeddedness of engagement, decision-management, feedback
ability, and motivators. This chapter begins with a discussion of causes for this
phenomenon and concludes with ways to work with the long tail, either from within
as a member or externally as a leader. The chapter ends with a brief comment on
future research based on findings discussed in this chapter.

INTRODUCTION

The discussionin this chapteris based on original empirical research into ‘engagement
with digital networked technologies’ and involved both qualitative and quantitative
research into personality factor correlations related to engagement. This revised
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chapter summarizes the original chapter and includes discussion on the application
of these concepts in a case study, where the soft power of long tail leadership and the
agility of an organization led to not simply the survival of the organization during
the during the Covid-19 pandemic crisis, but rather to its thriving by accommodating
fulfillment of basic human needs such as work, recreation and connection. General
relevant literature related to the discussed social phenomenon is still sparse and in
order to progress this discussion the literature review is not specifically confined
to the background section of this chapter but is dispersed throughout the chapter.

Qualitative research, in the form of interviews and focus groups, revealed
significant insights pertinent to this chapter and have been used to substantiate
aspects of the discussion. In the initial research it was observed that participants
who were deeply engaged with technology also appeared to participate in ‘social
activism’ to a greater degree. This raised the question: what mechanism could
translate minor acts of activism on a mass scale into social change and challenges
for leaders of organizations

We can see a number of changes rippling through society. One of the most
startling is the behavior of the long tail. The previously least influential members
of society are becoming more important both as a proportion of the total and in
their willingness to exert influence. It appears that the long tail is getting fatter!
There are significant behavioral changes at the individual level that can be traced
to social trends: the individual believes they have self-worth, they assume their
individualism will be acknowledged, and they are increasingly primed for instant
gratification as demonstrated in the documentary “The Social Dilemma’. The long
tail is now more assertive! Of great significance are the changed behaviors resulting
from engagement with technology: the expectation that in the digital environment
things are cheap, fast, connected and that there will be a like-minded peer group to
support and assist them. The long tail has expectations! In the long tail it is harder
to differentiate leaders from those being led: individuals may simultaneously be
both. Most people in society are part of the influential long tail even if they are not
aware of it! And it may be that leaders are being led (upward management), and
they are not aware of it.

The discussion looks at digital technology as an environment and how the individual
operates within the duality of real world and digital environments. It then continues
to a discussion on digital technology as a tool and how through engagement with the
technology the individual becomes enmeshed and synthesized with the technologies.
This leads onto how engagement with technology amplifies individual’s behaviors,
which affects society and challenges leaders. Each challenge has a suggestion for
coping with this social phenomenon. Finally, the chapter concludes with a look at
future research directions. It should be noted that the nature of this topic requires a
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discussion in order to lead the reader to an understanding of the multiple elements
and how they interact. To achieve this a narrative style of writing has been used.

BACKGROUND

The origin of the term ‘long tail’ is from statistical distributions such as the Pareto
distribution. The Pareto distribution was named after Vilfredo Pareto a civil engineer
and economist who observed a power law probability distribution that is now used
in descriptions of social, scientific and many other types of observable phenomena.
Generally speaking, the graph of such a distribution will start high and quickly
drops off as a concave curved line, approaching zero along the X-axis. Events at
the far ends of the axis have an increasingly low probability of occurrence. The
Pareto principle applies in many cases, which gave rise to the 80/20 rule: 80% are
accounted for by the first 20% of items in the distribution. It should be noted that the
distribution is not strictly 80/20, it may vary. Initially Pareto used his distribution to
describe wealth-allocation and income distribution. The distribution illustrated how
a large portion of wealth of a society is owned by a small percent age of the people
within that society. Application of the distribution soon moved to other situations in
which a similar distribution of the “small” to the “large.” For example: The sizes of
human settlements (few cities, many villages), file size distribution of Internet traffic
which uses the TCP protocol (few larger files, many small ones), the values of oil
reserves in oil fields (few large fields, many small fields), sizes of sand particles,
the standardized price returns on individual stocks (Reed & Jorgensen, 2004) and
hard disk drive error rates (Schroeder, Damouras, & Gill, 2010). Recently there has
been awareness that the influence of technology is making the tail longer and fatter.
The formerly least influential 80% of a population are becoming more significant
as a proportion of the total. Interest and research into the long tail phenomenon has
been growing with the emergence of social media, which has increased the reach
and power of the long-tail. This is very evident in the digital network environment
where micro-sales to mass customers are now possible (Brynjolfsson, Hu, &
Simester, 2011). Research into the long tail is particularly noticeable with regard
to marketing where improved and lowered search costs of acquiring customers
‘portend an ongoing shift in the distribution of product sales’ towards the long tail
(“Internet host count history,” 2013). This phenomenon is also seen in the social
activity of the formerly powerless who mobilize to exert soft power. Examples are
the fall of the Berlin Wall, the Arab Spring and the 2013 protests in Turkey. Further
examples are seen on a smaller scale such as consumer activism. This is becoming
a major trend in society and does not need to be itemized here.
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The attributes, qualities and styles of a leader have been discussed and explored
from as far back as Aristotle and Plato (Kraut, 2010) to contemporary research into
dynamic environments involving chaos theory concepts (D. Snowden, 2003; D. J.
Snowden & Boone, 2009). Despite this vast amount of research there still appears to be
more questions than answers. This is probably due to the uniqueness of each situation.
There are however some common elements that provide a guide to the classification
of different leadership styles. The most common styles being: authoritarian (keeps
strict, close control), paternalistic (shows concern for followers - receives trust and
loyalty), democratic (sharing decision-making), laissez-faire (delegates providing
little or no direction), transactional (motivating through rewards and punishments)
and transformational (challenge and inspire) (Schultz & Schultz, 1986).

These styles describe the leaders’ way of executing leadership: it is their action
style. This however is only one aspect of leadership. Leadership also involves a
leader’s ability to interpret external situational factors as well as the leaders internal
‘action logic’ (Rooke & Torbert, 2009; D. Snowden & Boone, 2009). This complex
feed-back-loop (evaluation of external factors against internal logic) is at the heart of
this chapter’s argument. Until the advent of digital networked technologies external
factors were found in the ‘real world’, a world which is understood by humans. As
will be shown in this discussion, the creation of digital networked technologies is
challenging some basic human concepts and creating a duality of environments
in which humans now operate as technology is increasingly embedded in society.
The consequences of this are being seen in social phenomena such as the long tail
breaking the Pareto distribution expectations.

This discussion will contextualize and examine the causes of social phenomenon
and behaviors that are presenting challenges to leaders of organizations. By
understanding this phenomenon, the leader will be better able to develop strategies
suited to their unique situations.

Research Methodology

Empirical research underpinning this discussion explored the general nature of
digital network engagement by looking at correlations between personality and
engagement. This required mixed method research. Quantitative research was used
for personality data and qualitative research for engagement data. Participants were
information technology professionals as it was believed this would provide a higher
level of engaged participants. A self-reported survey was used for personality and
demographic data and personality questions were sourced from the International
Personality Item Pool (Goldberg et al., 2006). This involved the Five Factor Model
plus four additional NEO PRI sub-scales thought to be important to the research, as
well as the REI test giving a total of thirteen personality factors (Pacini & Epstein,
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1999). Duetothe lack of research into engagement with digital networked technologies
a grounded theory approach was used for the qualitative research. This involved a
series of three in-depth interviews each building on the previous one. Interviews
were transcribed, interpreted, coded and classified. Empirical researched used for
this discussion was sourced from the qualitative data. It should be noted that data
from the quantitative research has not been used in this discussion.

New research reported in this revised chapter came from focus groups which
formed part of a three-year research project related to the transitional requirements
of millennials into the workforce. This research is in its final year and is not part
of this chapter. However, consent has been given to use information related to the
specific arguments of this chapter as a case study to exemplify the concepts discussed.

THE PIVOTAL ROLE OF TECHNOLOGY

Perhaps the most significant influence facing all humans today has been the creation
of the digital networked environment: a place that is increasingly ubiquitous and
embedded in every aspect of human interaction. The digital networked environment
allows for unprecedented self-expression, exploration, exposure to new ideas and
cultures and has limited negative consequences. This environment is not simply
an extension of the familiar real world environment. It is, as will be discussed,
a different environment because the digital environment is adjusting some basic
human concepts which are affecting human behavior. There is a common belief that
digital networked technologies are ‘simply a tool’: a means to an end for humans
operating in the real world.

It is just the next level of communication. First there was talking face-to-face, then
there was writing letters, then telephones now its email, it’s just a new way of
communicating. (Research participant meSEdI cnote)

This is believed to be an erroneous view. The creation of the digital network was
a ‘black swan’ event that resulted in a new environment in which humans inevitably
operate.

In 1697 the Dutch explorer Willem de Vlamingh discovered black swans in
Australia. This unexpected event profoundly changed zoology and our understanding
of the world as it overturned the previously held Western belief that all swans
were white. This required a major reassessment of what was known. As a result
of this incident, when a relatively insignificant event in human history occurs that
is unprecedented and unexpected but has profound consequences, it is termed a
‘Black Swan’ event. One such event occurred in 1970 when the USA Department
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of Defense connected four nodes of computer-to-computer communication known
as ARPANET. This simple step ultimately led to personal global digital network
connectivity and more importantly, to dramatic social changes. Its effect on human
and societal behavior, while commonly acknowledged, is not yet understood. A major
reason for this lack of awareness is that digital networked technologies challenge
some basic human concepts. Concepts on which humans have operated for millennia.
Leaders need to understand this if they wish to lead in this era.

THE DIGITAL WORLD

Humans operate in the real world environment that is comprised of places and
spaces, and which is governed by sequential chronological time. Here actions have
consequences and memories usually fade. Over the last 30 years humans have created
and moved some of their living into the digital environment, which exists within (or
as a consequence of) digital networks. In the digital environment places are 0’s and
1I’s and spaces are, as Manuel Castells proposes, spaces of flows (Castells, 2010).
The digital environmentis governed by instantaneous, eternal, endless or compressed
time and actions have limited or no consequences. Here memories are eternal and
can survive with absolute clarity. While the collective memory of the real world
has been bound to the historical records and remembrances of the privileged few,
the digital environment allows the long-tail’s voice to be recorded and reflected
upon; both within the present, and as the future seeks to look back and reflect on
what has been experienced.

History has repeatedly shown that when new or different concepts are introduced
to an existing environment an adjustment is necessary. For example: when Columbus
introduced Europe to the New World in the fifteenth century. The ubiquitous
embedding of digital technologies is forcing the individual to cope with a duality
of fundamental concepts. One based on evolutionary experience in the real world,
and the other an unknown quantity that the individual, conscious or not, is grappling
to cope with. This is uncharted territory that is constantly adapting and changing.
The leader needs to understand at least the following core concepts that are altered
in the digital environment. While each concept may be discounted for not being
substantive, the cumulative effect is undeniable.

Time and Memory
For mosthumans throughout the ages, time has been regarded as a dimension marked
by change, be it change of the seasons, or the state of the altered environment as

the individual moves from point A to point B. This traditional concept of time has
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been the metronome for both individuals and societies. As Lewis Mumford said,
“without clocks and the precise timing of activities, ... industrialized societies could
not exist” (Giddens, 2006), but what of the digital network environment? According
to Castells, in the digital network environment, time has taken on a different form
which he terms timeless time. Time, Castells suggests, is compressed and de-
sequenced in the digital environment. Consider the example of a tourist withdrawing
cash from an ATM on an island resort halfway around the world from their home
bank. A transaction like this requires numerous calls on different bank databases and
exchange rate calculations: a mammoth task in a non-digital network environment
that would have taken hours if not days to process. The tourist standing at the ATM
is, however, likely to feel frustrated having to wait more than a few seconds for the
transaction to be cleared and the cash dispensed. What has been altered, as a result
of the technology, is the human perception of time. While there has only been a
clock-time delay of a few seconds, the perception of the frustrated human is that the
transaction should be near-instant because it is taking place in the digital network
environment: the perception of time has been compressed. Heidegger’s discourse on
standing-reserve explains how users come to this perception in the digital network
environment.

Heidegger suggests resources are expected “... to be immediately at hand,
indeed to stand there just so that it may be called for “(Heidegger, 1977, p. 17). The
expectation is that service is always available as soon as you require it and in the
digital environment there is an even higher expectation: Digital connectivity and
services are increasingly expected to be ubiquitous and uninterrupted - it must be 24/7.

The de-sequencing of time, Shiv Visvauathau suggests in his discussion on
Castells, creates an instantaneous or eternal time. “Elimination of sequencing creates
undifferentiated time which is tantamount to eternity”’(Visvauathau, 2001, Sec.11,
Par 3). I suggest however that the simultaneous compression and de-sequencing of
time in a digital network environment results in both instantaneous and eternal time
making the human experience of time in the digital environment very different. An
example of instantaneous time would be found in world financial markets where
globally dispersed humans interact in real time. Eternal time on the other hand
results from the fundamental way in which digital networks operate. At minimal cost,
information can be identically copied, shared and stored at great speed in multiple
places in the digital network environment without the originators knowledge. Due
to the reduced cost and ease with which humans can store information on the digital
network, humans are more likely to save retrieved information than spend time
evaluating whether it should be deleted or stored. The saved information may well
be further copied, stored, shared and archived multiple times making it potentially
exist for eternity. Information could therefore be said to potentially exist in eternal
time. The enormity of this change has not yet been absorbed by society but there
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are signs of growing awareness as the digital environment negatively impacts on an
individual’s real world experiences, for example when misguided Facebook entries
undermines job seeking (Mayer-Schonberger,2009).

Time is a key component of traditional memory, which Mayer-Schonberger
reminds us, naturally fades as time passes. In the digital environment however,
memory is exactly replicated and retained as long as a digital network environment
exists: “digital remembering negates [traditional] time” by retaining exact vivid
memories. In addition to the potential impact of digital memory on individuals,
digital memory has an unprecedented potential to effect social memory.

The custody of humanity’s culture as well as collective memories has traditionally
been the responsibility of museums and libraries. But as Guy Pessach argues “the
transformation from tangible or analogue preservation to digitized cultural retrieval
tends to result in partial and gradual privatization of society’s memory institutions”
(Pessach, 2008, p. 73). This is a potential double-edged sword. On the one hand it
offers the utopian view of decentralized and democratized memory institutions and
social remembering practices: digital networks and the process of digitization make
more information available to more people in more formats. On the other hand,
privatization of memory institutions may compromise the democratic vision of social
remembering due to biases of the memory institution, be they human, algorithms
that filter what information is available, or the agenda of commercial enterprises.
In addition to this, digitization of information has the potential to fragment and de-
contextualize societal memory.

Regardless of whether one takes a positive or negative view of the overall impact
of digitization on memory, there appears to be sufficient evidence that memory
within the digital network environment is indeed different to traditional memory,
and therefore is an altered or new concept. Whether the individual is aware of it or
not, exposure to digital networked technologies makes the individual operate with
dual concepts of space and time. This duality is affecting individual and social
behavior in apparently erratic ways. Leaders need to be aware of this and adjust
strategies accordingly.

Space Becomes Activity

Traditionally we understand ‘space’ to be geographical and static: a stage on which
human activity is played out. To understand the concept of digital network space
it is necessary to introduce Gilles Deleuze and his concept of a network being a
rhizomic system (Deleuze& Guattari, 1987). To Deleuze a network is a system
with no beginning and no end, it is a system of middle containing rhizomic nodes,
which prosper and grow proportional to their contribution to the network. A digital
network has no central power and therefore a node only gains ‘power’ according
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to its ability to perform a useful and reliable function for the network. If a node
does not produce results it will become redundant and will ultimately be phased
out. Whether a network node ‘works’ or not is not only determined within the node
but emerges from the network itself, of which the node is only one part. Each node
must be connected because as Deleuze points out if a node is not connected, from
the network perspective, the node does not exist. It is also necessary for nodes to
be participatory in order to maintain its nodal status. In other words, the space that
an individual occupies in the digital networked environment is the result of both
activity and connection. This is very different to real world space where one can
passively occupy a location.

This is demonstrated by research participants ‘cg’ (under 35years) and ‘pk’ (over
35years) interview answers related to Facebook.

An iPhone, I use it for banking a lot and FB a lot. Checking FB is a standard thing
when you are on the phone. Pick it up on the morning and check FB [So that is like
your interface to your whole world? | Yeah. [ Everything is through FB? ] Yeah. [Even
though you don’t particularly like FB] Yeah. Like I was camping yesterday and/
still had signal in the middle of nowhere and I was on FB it was really ridiculous.
(Research participant cgilgl)

If someone is like not there, not online you feel they are away... Yeah right now it’s
always online, I'm never offline. If I'm not on my computer it’s on my phone which
is always signed in I never sign out of FB on my phone and as soon as somebody
writes something to me on my wall or does anything to do with me I get an instant
message on my phone screen. [So you never sign out of FB, you are always on FB?]
Always [Wow] it’s the same with everyone it shows you if you are on your computer
and if you go off it will switch to say you are on mobile. So you can still message
the person and they will get it. (Research participant cgilg4)

I belong to an investment club and they have got a closed FB group which obviously
I am not part of because I am not on FB. So they have to email me when they have
bought or sold shares and they just think it is ridiculous ... when we have a function
and they take photographs they have to send (email) me the photographs because 1
don’t have access to FB. [Is the expectation that the club have put it on FB therefore
you should know about it?] Yes, yes, yes. [Do you have an aversion to that?] I do!
There are two of us in the club that are not on FB and so they have to disseminate
information to us by email. I don’t think that’s fair really. If they want to put their
whole lives on FB that’s their problem. It’s not something that I’'m comfortable with
so I won’t do it. (Research participant pkilg6)

1M1
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When the individual engages with digital networked technologies they become
one as Michel Callon and John Law say, “there is no difference between the person
and the network of entities on which it acts. Or between the person and the network
of entities which acts through the person. Network and person: they are co-extensive”
(Callon & Law, 1997, p. 169). As such in order for the individual to be a part of
the system they must be both connected and participating - they have to be active.

Castells coined the term a space of flows to describe space in a digital network.
In a space of flows he says there is the “possibility of organizing the simultaneity
of social practices without geographical contiguity”. Felix Stalder expands on this
saying “it refers to a specific social condition, rather than nature in general.” The
space of flows Stalder says “is that stage of human action whose dimensions are
created by dynamic movement, rather than by static location”(Stalder, 2002, p.
2). In the digital network environment “the movement takes place through human
action and it creates the specific social conditions for our everyday lifes.” Traditional
space is fixed by geographical boundaries however the digital network environment
is not. It is dependent on human action. Space in the digital network environment
is fluid and can expand and contract depending on the relational activity resulting
from individuals’ action on and within the digital network. Examples of this are
FaceBook, YouTube and Wikipedia.

If space is defined by the actions occurring between elements in the digital
networked environment then it follows that in order to create space in which one
can function in the digital environment, one needs to be taking action. This begins
to explain why individuals in general appear to have become activists - more likely
to express opinions on global or social conditions or events. By taking action the
individual not only creates a space in which they can operate, such as creating a
FaceBook entry, they also create a way of defining their individuality. From this we
begin to see that the concept of space within a digital network environment is indeed
different. It is ephemeral and cannot be contained; its size or strength is dependent
on the quality and quantity of its connectivity, which may be human or non-human,
and on the activity that takes place.

This extended discussion of space is necessary since the dissolving concept
of geographical space is impacting on the individuals’ self-perception. Not only
are geographical boundaries and physical limitations being removed, the concepts
replacing them are simultaneously driving people to participate, take action and
define themselves by their activism. Individuals and businesses will certainly be
advantaged if they are capable of capitalizing on ‘digital space’ not necessarily
through physical ownership but by the quality of their participation.
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Locus of Self and Short Term Thinking

The concept locus of self appears to be altered in the digital environment. A
good starting point for understanding this concept is Martin Heidegger’s concept
of dasein or ‘being there’ (“The Oxford Companion to Philosophy,” 1995). For
Heidegger all being takes place in time, which is constantly changing, presenting
new possibilities for individuals to capitalize on. Time for Heidegger is sequential
bringing changes that he feels should be embraced not resisted. Heidegger suggests
that an individual is placed in a time and its related environs and that they should
extract and experience what is relevant to the individual for the duration of that
time because it will inevitably change. If one takes Heidegger’s concept of ‘being
there’ but instead of using sequential time applies Castells’ concept of ‘timeless
time’ we find that in the digital environment humans conceptually have a new way
of ‘being’ in a de-sequenced, instantaneous and eternal state. Individuals can now be
‘present’, albeit virtually, in a geographically boundless landscape in ‘near instant’
time. Similarly, this raises intriguing ideas from Derek Pafit about the individual
and their relationship to one’s future self (Parfit, 1971). Pafit suggests that the future
self is a stranger to the present self and thus attracts less commitment from the
present self: Reduced saving for old age is often attributed to this reasoning. If the
individual struggles with commitment to future self within the known concepts of
time and space in the real world, then it is no wonder that in the digital environment,
where time and space are more complex, that individuals invest more in the present:
instant gratification. These altered concepts challenge where the individual places
their locus of self in the new environment. As businesses increasingly work on,
through or in the cloud, taking control of remote desk tops or using remote software
to manage their processes, so the employee increasingly finds they are operating
according to the constraints and demands of multiple environments. The individual
is responding and conforming to the environmental demands, structure and stimuli
of the real world environment and one or more digital environments simultaneously.
For example: participant ‘rg” when discussing remote working behavior.

You actually absorb the corporate culture of the client that you are connecting
into. So that while you are still physically in your own environment you are in that
that clients building and that must affect the way you look at them and the way you
behave even though you are the same person on this end you have changed slightly
in some subtle ways. How you think because you are on their site. [So your actual
behavior changes?] I think so yes but in subtle ways. Perhaps even the user is not
aware of it. (Research participant rgilgi)
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Value Exchange Becomes Released Energy

The concept of value exchange, while often associated with Marxism as exchange
value, is indeed a basic human concept explored by philosophers as far back as
Aristotle to contemporary economists and marketers (Kraut, 2010). It is human
instinct to trade some of what one has for things one needs or wants. In the real
world ‘value exchange’ is pre dominantly associated with commodities, which has
four attributes; value [relative worth], utility [quality or condition of being useful],
exchange value [quantified worth of one’s goods or services as expressed in terms of
the worth of another] and price [amount expected, required, or given in payment for
something].In the real world the concept of value exchange is learned at a very early
age. Rarity increases exchange value, which in turn increases price. In the digital
environment value exchange is not quite the same and can superficially appear to
be irrational, illogical or even chaotic. This can be quite disconcerting to leaders
since value exchange by remuneration is often seen as their most effective method
of motivation. Itis, therefore, necessary to understand some underlying mechanisms
of value exchanges in the digital networked environment.

In the digital environment there has been an ever-decreasing entry cost. As a
result, there is an ongoing expectation by the user that prices in this environment will
continue to be less. This expectation is exacerbated by the fact that early commodities
bought or exchanged in the digital environment were in most cases intangible and
in digital form, such as music or information. Initially, free entry, participation or
access to commodities such as free news on-line, free downloads and 30-day free
trial versions of software was not only allowed but was actively encouraged to attract
participants to the network. These tactics were necessary because of user naivety and
insufficient knowledge of how to capitalize on the digital environment. This created
an expectation in users that digitally related activities should incur little to no cost.

This is only a small part of the complex arrangement of value exchange in the
digital environment. Take for example the Josh Groban fan club which Clay Shirky
describes in his book Cognitive Surplus (Shirky, 2010).Josh Groban, a popular singer,
had a website built to provide his fans with information about himself and coming
events. The site however led to something far greater than its initial purpose. All four
attributes of value exchange manifested in unexpected ways releasing exceptional
value to multiple parties at little to no traditional cost. The Josh Groban example
illustrates a very different form of value exchange and if understood by leaders it
can be a tremendous advantage in identifying motivators of the people they lead.

Once fans were on the Josh Groban website they found they could exchange
information with other fans: These self-filtered and like-minded people had a
similar passion. New and casual visitors were encouraged to become members and
to contribute to the group in the form of comments and photo’s. The value exchange
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provided by fans to the site (building the image of their idol) was in some way
different to the real world concept of value exchange. Participants certainly found
value (friendship and camaraderie), they also found a sense of utility (providing
information about their idol) and possibly exchange value (self-expression) but,
on the website, there was no price: no amount was expected, required, or given in
payment for the valuable contribution of information provided and received by fans
that built the image of Josh Groban. In 2002 the value exchange widened to include
social altruism. Josh’s fans wanted to buy him a twenty-first birthday gift. Online
discussion among fans lead to the decision to raise money for charity in his name
(Shirky, 2010, pp. 65-69). The network of fans raised over a thousand dollars (cost
to fans), which was handed over to the David Foster Foundation. This pleased their
idol (reward for fans), which encouraged the group of personally motivated but
technically inexperienced fans, to continue raising funds. The value exchange was
so great that it mobilized activist behavior disproportionate to initial expectations
of either the site or any individual within the network of fans. At personal cost this
small band, now called Grobanites, learned how to build an online auction site
to raise even more money for charity in the name of Josh Groban. By 2011 they
had raised a million dollars in Josh Groban’s name (Grobanites, 2011). This value
exchange is certainly different to traditional value exchange. The behaviors in this
single example demonstrate a very different range of interactions that were neither
traditional real world value exchange nor were they intuitive or obvious. It could be
argued that examples such as this are similar to real world examples like fundraising
drives by charity organizations but there is a difference. Conceptual changes result
in individuals’ behavioral changes and behavior changes are a challenge for leaders..

ADAPTING TO CHANGE

The prolific biological diversity known as the Cambrian Explosion occurred over
500 million years ago as a result of a unique combination of high oxygen level and
benign environment. It was from this environment, the primordial soup, that a flurry
of diverse adapted living organisms emerged (Lewin, 1993, pp.17-19,63-74 and
102-103). Similarly, evidence now abounds of the complex, adaptive diversity of
digital networked technologies. Perhaps this will be seen as a modern equivalent:
the Digital Explosion. Digital networks are complex in that they are made up of
multiple interconnected diverse elements thatinteract. These elements may be human
and non-human. They are adaptive because they have the capacity to change and
they increasingly learn from the experience of their elements, for example Google’s
page ranking (Vaidhyanathan, 2011. Chp 1,2,6).
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Today in organizations and businesses almost all functions, communications,
access and storing of data, sourcing of materials, selling of products, visualization,
relationship and process management, and even staff recruitment, are all subject
to the ephemeral and adaptive nature of the digital environment. Despite this it is
still argued by some that business is just the same, that it is only the tools that are
different. A similar situation occurred with the introduction of electricity where
initially it was considered merely a tool to create light. The full impact of electricity
on society was only appreciated in hindsight (Carr, 2009). Like electricity, digital
networked technology is not simply a tool, it is a lot more and it is changing the
course of humanity forever as has clearly been demonstrated during the 2020
Covid-19 pandemic.

For this reason, it is necessary to remove any misconceptions that the digital
networked environment can be treated as simply another tool. Examining digital
networked technologies enables us to see where it becomes more than a tool,
integrating with the user through an iterative process at a core level that shapes their
sense of self and how they interact with the world around them.

Primates in the wild can make and use tools as well as solve sophisticated
problems (Wolfgang, 2001), but when it comes to “abstract causal variables that
govern objects and their relationships in the physical world”’(Johnson-Frey, 2003)
chimpanzees have difficulty. On the other hand, with humans, understanding of
causal relationship emerges in early infancy (Spelke, Breinlinger, Macomber, &
Jacobson, 1992). The desire and ability to satisfy abstract perceptual reasoning
appears to be a uniquely human attribute.

In his discussion on J J. Gibson’s ecological approach to tool-use, Smitsman
suggests that humans’ use of tools not only shapes and reshapes our environment
[e.g. a tractor], but tool-use alters the action potential of the human body [e.g. a
shovel becomes a more suitable arm-extension for digging than a hand]. Smitsman
points out that the action potential of the human body “evolves in tandem with the
evolution of implements for perceiving and acting” [e.g. a flat stone for digging
evolves into a shovel with a handle, then a plough pulled by a horse and finally
a tractor]. Smitsman also proposes that tool use is a means of conveying insights
between generations and humans of different skill levels (Smitsman,1997). In other
words, Smitsman suggests that tools not only impact on our physical world but they
have the capacity to change how humans perceive their own capability and act as a
medium for the transmission of ideas and concepts to other humans and generations.
Even simple items that an individual uses as a tool are expected to alter not only
their capacity but also their self-perception.

When it comes to considering digital networks as a tool for human use, we find
three common properties across a range of disciplines. Tools should be manipulable
objects that alter the environment in order to achieve a goal. (Baber, 2003, p. 8;
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Frey, 2007, p. 368; St. Amant & Horton, 2008, p. 1203; van Lawick-Goodall,1970,
p- 195). Digital networks are certainly manipulable; albeit indirectly via software
code, programs and applications, or hardware such as processors and routers. They
have also profoundly altered the environment; from the way humans socialize and
work to the way humans read books and do financial transactions. Digital networks
also satiate human’s fundamental need to communicate and share resources and
information.

St. Amant and Horton’s requirement of the externality of tools poses an interesting
problem for digital networks. Consider Deep Brain Stimulation (DBS) where
electrodes, adigital network tool [the hardware component], are implanted directly into
the human brain [the wetware] creating a symbiotic synthesized network [electrode
and accompanying hard and software, neurons, endocrine and muscle system]. In
these cases, the electrode, as a digital network tool, cannot easily be considered
as external due to the fact that it is deeply imbedded in the human body. This also
presents a problem for Gibson who suggested that a tool should be graspable and
transportable (Gibson, 1979, p. 41). The DBS electrode is arguably not graspable
in the traditional sense, but then neither is an App nor a Blog and yet these digital
network tools do conform to the initial three common properties of tool-use: they
are manipulable and they alter the environment in order to achieve a goal.

Approaching digital networked technologies from a tool-use perspective highlights
how different digital networks are. Digital networked technologies do indeed
conform to much of the traditional idea of what a tool is. However as illustrated
in the extreme Deep Brain Stimulation example above they have the capacity to
embed and synthesize with the human in a way that is different to traditional tools.
Even more significant are the less dramatic human/digital-technologies synthesis
as explained by participant ‘cf” when discussing the smart phone.

I cannot move without my phone. My phone is an extension of my hand. [How
come that wasn’t your first suggestion of device. | Um, good question. Um I suppose
because...l don’t know...I don’t know... [ls it because it is a part of you?] Yeah it
is, it probably is, yeah, it is a part of me. [So it is no longer something separate to
you.] No if I haven’t got my phone...I am...I am no more. I don’t exist without my
phone! The worst torture anybody can actually give to somebody else is taking away
their phone. When my son and his girlfriend broke up she hid his phone and he was
devastated, it was the end of the world. How can you do without your phone? [Do
you think everyone is like that?] Yes absolutely! (Participant cfiilgl)

From this simple example we see how repeated use, engaging with digital
technologies, results in the individual not only embedding and synthesizing with

it but also becoming emotionally dependent on it. Clearly there is something more

117

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Long Tail Leadership

too digital networked technologies than it simply being a tool. Once engaged the
user enters an iterative process that not only alters their self-perception but also
inevitably alters their action potential, which in turn alters their behaviors and this
dynamic process is what the leader must work with.

Superficially digital networks could easily be dismissed as simply being a tool,
but closer inspection reveals that digital networks are complex. The more humans
engage with the technology the less like a tool it becomes. Human and network
becomes a synthesized unit: the complexity depending on the individual’s level and
intensity of engagement. More significantly multiple changes like this are taking
place, rippling through society and resulting in social change such as the long tail.

THE NATURE OF PARETO’S LONG TAIL CHANGES

The shift of influence (power-shift) towards the long tail has been demonstrated
in the last three United States presidential campaigns where candidates found they
needed digital networked technology if they wanted to reach formerly inactive voters
(Clark,2007; Graff, 2008; Granick, 2006; Grossman, 2008; Kapustka, 2006). Barack
Obama led the way with transparency of information to the long tail challenges
candidates and makes politicians and governing bodies more accountable (Stelter,
2008; Tynan, 2008). Additionally, lawmakers and the military are experiencing
difficulties (Baigorri, 2008; Buxbaum, 2007; Greenemeier, 2008; Gross, 2007) as
they try to manage the power-shift to the long tail: While those in authority would
like to utilize the easy global dissemination of information to their advantage, they
can no longer control the rank and file who have equally easy access and ability
(Browne, 2008; Cross, 2007; Leff, 2008). Aggressive use of technology was taken
up by Donald Trump in both the 2012 and 2020 election in particular his use
of Twitter. Initially his Twittering connected him to his electorate and aided his
election by making him appear open and accessible. However, his excessive and
unconsidered use of Twittering in the 2020 elections may well have cost him his
re-election (Shear. 2019). Leaders need to understand the power of technology and
know when to use it and when they should not. This sample of reports in the media
shows a significant social trend away from a ‘top-down opaque hierarchal system’
to a ‘bottom-up transparent lateral system’. It demonstrates a global shift towards
the long tail that is altering the knowledge-power balance. Sir Francis Bacon said
“knowledge is power,” and humans’ like what they can do with power.

The seeking of, holding onto, concealing, sharing, destroying, preserving,
commodifying, manipulating and developing knowledge has driven humans for
millennia. There are two parts to knowledge: The information or data and something
that processes the data into meaningful and useable knowledge. Traditionally this
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data or information processing was done by the human but increasingly it is done
by digital technologies such as algorithms or software. It is the processed data that
becomes knowledge and gives the owner power. Until recently, information or data
processing was laborious and limited to a select few. In such a system it was the
minority with resources who held power resulting from knowledge (Pareto’s 20%).
Traditionally a ruler with his information network could manage and control his
subjects. Modern leaders however struggle to hold an advantage over well-informed
citizens. The Rothschilds, for example, were reputed to have a more efficient
messaging service than the governments they dealt with and this gave them an
enormous advantage (Ferguson, 2009, pp.86-88). Digital networked technologies
change the knowledge-power balance because information flows more freely between
connected elements, be they human or non-human, and information is readily
available to the majority. Social networking resulted in a dramatic shift of knowledge-
power towards the majority, the long tail, who have become active contributors
to the knowledge base as well as becoming prolific information seekers. Digital
networked technologies have enabled the majority to be supportive or disruptive to
authorities in an unprecedented way. This effectiveness is contributing to a change
in the individuals’ sense of self-worth. Leaders should not dismiss this change in
the knowledge power relationship because; in conjunction with other factors, it is
changing the expectations of the individuals’ they are leading (Spencer-Scarr, 2013).
While this change is experienced at an individual level it is having a major social
impact because it uses technology for leverage.

Mass customization is the production of goods and services with near mass
production efficiency, to meet individual customer’s needs (Internet WorldStats)
while retaining “monetary price similar to those of mass-produced products”
(Fertile, 2013). This strategy creates an increased value perception in the customer
because their specified needs or wants are being met “without trade-offs in cost,
delivery and quality” (Valz, 2006). When this is combined with global ‘me-centric
advertising’, typified by L’Oreal’s “because I'm worth it” slogan which began in
the mid-2000s, one can see how the general public develop a heightened sense of
increased worth. The ‘me-marketing’ surge and the online social media explosion
started in tandem. The public could not only access information but they could
easily share and comment on information. They had a platform and could be heard.
The long tail could express themselves and they were being heard by the world who
would customize products for their perceived needs. At the same time traditional
mass marketing was supporting their increased sense of self-worth with the ‘me-
centric advertising’ creating a heady combination of entitlement, self-worth and
self-promotion.

These real world social trends are being re-enforced and enhanced by digital
technologies, resulting in major changes within the individual. More importantly
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the very nature of digital networks plays directly into the individuals’ new found
sense of self-worth by supplying a feedback loop of micro rewards. This results in
heightened desire and the expectation of instant gratification.

The inherent nature of digital networked technologies has exacerbated the
individuals’ propensity for instant gratification in two ways. Firstly, by lowering
the investment threshold to receiving gratification, thereby making it available to
more people; and secondly by the way in which the rewards are dispensed. In the
digital networked environment micro rewards are dispensed frequently and have
been described by a number of subjects as a “treasure hunt” where each result or
activity provides incentive for a subsequent action. For example, when probed on
the question of why participant ‘pk ‘ spent time engaged with the digital networks,
the response was:

Its discovery ... its discovery... You go onto something...I did something the other
day where I was looking up something and I ended up reading a film review and
then from that film review, reading about the author, now the film review wasn’t
very good but they referred to the authors previous book on which it was based.
They talked about the book and then they said that the book wasn’t that great either
but that his previous books had been very good and they mentioned one. So I went
and looked him up and then I found one of the books that they said was good. Then
I Ended up going onto Amazon and buying that book. So it’s a process of discovery
where you are led on from one thing to another and you think about other things as a
result of that. And it just creates this whole area of interest and desire for knowledge.
(Research participant pki2q3)

Samuel McClure and associates showed that immediate reward increased activity
in areas of the brain that are heavily supplied by the dopamine system (Newlands,
Anderson, & Mullin, 2003). Dopamine plays a major role in reinforcing behaviors
by creating a sense of pleasure within the individual when released. The continuous
micro rewards during online activity releases a steady stream of dopamine that
result in an escalating sense of well-being: engagement deepens and intensifies.
When contrasting this to the benefits of delayed gratification where motivation
demands specific abilities of the individual to continually and accurately imagine
the reward in order to delay gratification (McClure, Laibson, Loewenstein, & Cohen,
2004), it becomes easy to see how digital networks feed individuals need for instant
gratification. Postponing pleasure for your future self becomes harder, your future
self is a stranger to you (Parfit, 1971).

The frequently dispensed micro rewards that an individual receives after minimal
costinvestment, such as putting in a search query or sharing a photo, makes it difficult
for the user to disengage. The process is iterative and thus reinforces the individuals’
expectation of micro rewards: the desire and action leading to instant gratification.
This is very different to the real world where chronological time and the friction of
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physical space imposes constraints on our expectations. The instant gratification of
the digital environment is a powerful illustration of how a feedback-loop can have
an amplifying effect on individuals’ behavior. If the feedback-loop is put to good
use in organizations, it can alter outcomes.

A CASE STUDY: ADAPTING TO CHANGE IN 2020

The following is a discussion on the adaptive nature of a sandstone college that not
only survived but thrived during the 2020 Covid-19 pandemic by applying concepts
discussed in this chapter.

The case in this study is a residential college associated with a leading Australian
University. The college is a non-profit organization collaboratively run by an elected
council, senior executives and the elected student body. The role of council, senior
executives and administrative staff is to nurture and guide students in their elected
leadership roles as they manage their environment and transition from school-leaver
to graduate and beyond. The active role that students take in the management of the
case is distinctly different from most other colleges where management tends to be
authoritarian, hierarchal and student contribution is marginal. The discussion will
now examine the case in context of the previous discussion leading to the significant
adaptations made by the case that resulted in organizational growth despite the 2020
global pandemic and the closure of all colleges.

Case Study: Background

On entering St Andrews College, the physical environment imbues one with a
feeling of tradition and stability to the point of rigidity and inflexibility. It’s beautiful
‘Hogwarts’ like buildings scream out hierarchy, tradition and ritual, even mystery. It
is a place that one is least likely to associate with adaption to change. That however
is not the case!

St Andrews College was born out of the Scottish Enlightenment and embodies the
principles of inclusion, resolution through discussion, equity and support. Today the
college still adheres to the chief values of the Scottish Enlightenment: improvement,
virtue, and practical benefit for the individual and society as a whole. In addition to
this, the case proactively accommodates the most challenging concept of the Scottish
Enlightenment: the rejection of any authority that could not be justified by reason.
They have addressed this challenge by creating a ‘student led’ environment that
gives students have an equal voice in running their college. This has attracted high
achieving students in all fields of academia, sports and the arts. More importantly
the ‘student led’ environment has attracted a large cohort of students with a desire to
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be a leader in their selected field. They are to seize the opportunities of this unique
supportive environment where they can develop and hone their leadership skills in
a meaningful way while studying in preparation for their future.

As with most other similar organizations St Andrew’s College has had substantial
time to address Maslow’s basic survival needs; physiological, shelter and safety needs.
The college is proficient in providing a home away from home for their students. In
the last decade the college proactively moved towards developing Maslow’s more
ephemeral needs; relationships and belonging. The aim of this was to aid student
leaders as they navigate the minefield of inherited college culture so that they
could replace negative cultural behaviors and practices, used to create bonding and
relationships, with behaviors and practices better suited to today’s cultural climate of
respectful inclusion. This was achieved by the leadership program, which develops
student leaders’ skills and abilities to create inclusive, tolerant, respectful, and
safe environments for all college residents. In 2019 nearly half the student cohort
participated in the leadership program, and about one third completed it. Completion
of the program is a pre-requisite to stand for election.

In 2018 the college initiated the final stage identified in Maslow’s needs by
supporting research into challenges facing their students’ transitions to college and
then the workforce. Like many other organizations and institutes senior management
was aware of a growing problem with their millennial cohort that was not understood.
They took action and dedicated resources to research the problem and development
of a solution. The starting point was implementing a three-year focus group study
that provided information for the development of the initial program and then
ongoing refinement.

Case Study: Methodology

In 2018 a three-year study of millennials began at the college using focus groups
(2018,2019 and 2020). The aim of the study was to identify what millennial students
felt they needed in order to successfully transition to the workforce. Each focus
group consisted of mixed year level, gender and field of study and was facilitated
by a student but overseen by the lead researcher. The focus groups were video
recorded, transcribed and all identifies were removed from transcript before analysis
began. This research concluded in 2020 and includes the impacts of the Covid-19
pandemic shutdown. Final findings of the three year millennial study will only be
available in 2021.

The first of three focus groups was conducted at the end 2018. Based on these
outcomes of this focus group atwo-part program was developed. Part 1 of the program
was designed and implemented in 2019 to address identified extrinsic issues. Being
oriented to extrinsic issues, the program was primarily face-to-face mentoring and
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relationship building events that brought together the millennial digital natives
and other cohorts — all activities were real world based. These programs were very
successful and provided participants with a sense of belonging, well-being, success
and achievement. At the end of 2019, Part 2 of the program was trialed in the form
of a small pilot program. Part 2 demonstrated the application of empirical research
on which this chapter was based and addressed intrinsic issues identified in the 2018
focus group. Due to the Covid-19 pandemic shutdown, Part 2 was not offered to the
wider college community as planned but was offered to student leaders as part of the
leadership training program. The pilot program was well received with participants
asking if they could participant again the full version in 2021.

Case Study: Discussion

Preliminary results of the focus group clearly indicated that, unlike most other
similar research projects undertaken by other institutes, the cause of problems
facing this cohort lay in issues previously discussed in the 2014 edition of this
chapter and, in part, restated in this chapter. Focus Group participants were aware
of problems they were facing and that the problems somehow related specifically
to their generation, but they just did not know how to express themselves. Initially,
focus group participants felt compelled to dismiss their concerns due to the common
view that ‘every generation feels that they are different’. It was only with deeper
probing into their concerns by the facilitator who was their peer that the participants
felt free to express their inner concerns.

To advance this discussion let us return to the three key observations pointed out
at the beginning of this chapter that relate to the soft power of long tail leadership
in organizations. The key observations being; The long tail is getting fatter, the long
tail more assertive, and the long tail has expectations. These observations still hold
but now they are being amplified by three Meta factors; Digital natives are now
entering the workforce, duality of environment is now the norm, and the Pandemic
Crisis has force the adoption of technology globally for all generations. In 2020
technology use became part of meeting basic human needs of security, stability
and connectivity.

The Meta Factors

Digital natives have been exposed to digital networked technologies their entire life,
they are the first humans to exist in a total duality of environments; the real world
and the digital environment. Until now there has been a mix of generations in the
long tail that has moderated some long tail behaviors. However now that digital
natives are entering the workforce leaders can expect a dramatic amplification of
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long tail behaviors. Behaviors that stem from very different first principle concepts.
Behaviors that result from differences in the way individual experience things.
There will be increasing stresses at both ends of the long tail resulting from a lack
of understanding. Leaders need to understand and accommodate differences that
the dual environment creates on society and its expectations. Understanding will
lead to adaptation and adaptation will lead to survival.

Leaders can expect increasing frustration from the long tail because the long tail
will grow fatter with digital natives.

As the long tail fattens with digital natives there will be an increased expectation
and demand for inclusion, understanding and tolerance. The changing concepts,
altered behaviors, and way of experiencing things will be very different to any other
cohort or time in history because this generation can only turn to their peer for full
understanding and comprehension of their position. This, in is extreme could have
led to a case of ‘Lord of the files’ with digital natives struggling to find their place in
a duality of environment without experienced mentors. Leaders need to accept that
these are indeed unusual times and that while they may lead, at times it would be
wise for them to allow themselves to be led and accept the offerings of this unusual
generation who are both children needing guidance and leaders of a new world.

There is however a silver lining. While the Covid 19 pandemic is undeniably a
global catastrophe, it has helped avert many of the potential problems discussed in the
initial publication of this chapter. The potential problems being those stemming from
non-digital natives having to lead in a known, comfortable and tangible environment
while adapting to the complexities of an unknown ephemeral environment that is
adjusting human behavior.

Pandemic Crisis

Within a matter of a few month cities and countries shut down to prevent spread of the
virus and minimize the death rate. It was a situation that challenged the fundamental
needs of humans; would they get the virus and die, how could they work to get food
and shelter. As leaders in businesses, institutes and governing bodies addressed these
basic issues, humans began needing Maslow’s third identified need, relationships
and a sense of belonging.

Humans were in crisis, the world they knew and understood was collapsing!
Solution — take it all online! As reports are showing globally ‘going online’ is not
always an easy or successful process. St Andrew’s College presents a different story.
The college thrived and has come through 2020 stronger. How was this achieved!

Leadership: Being a student-led community this long tail of digital natives led
in an environment in which they were familiar. They took the lead in community
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building in the online space, not the predominantly non-digitals of the staff and
executive council who were adapting to the changed circumstances.

Understanding: The underpinnings of the college’s move online was based on
research discussed in this chapter and the program developed in 2018. As the 2018
program was designed to operate in a duality of environment its methodology was
adopted and adapted by other aspects of the college community . In practical terms
this meant that non-digital native staff and council leaders would facilitate an online
environment in which the students could lead and develop solutions to overcome
the challenges faced during the unfolding pandemic. The long tail of students and in
some instances staff were given an opportunity to take the creative lead and rapidly
implement solutions that could be rapidly adapted to changing situations.

This resulted in a range of activities from mentoring sessions and educational
talks to academic tutorials for both college students and for the wider community
where college students tutored struggling high school students for free. The mental
well-being of students was maintained by student leaders who conducted weekly
catchups online with students, reporting back to admin staff who tracked community
connectivity to ensure no-one was left in isolation. Singing, music and creative
arts groups moved online which resulted in student’s development of new online
skills. Sports training continued in isolation but student sport leaders’ maintained
communication and motivation, reporting back to admin staff to ensure mental well-
being. In the real world environment, the non-digital natives led the way with student
leaders taking their direction. Senior management set Covid compliance processes
and procedures and student leaders implemented them, reporting back if needed.

Awareness: The College took on board research insights regarding adaptation to
the duality of environments and focused the energy of student leaders. Guidance from
staff resulted in amazing outcomes from the student led programs where different
online value exchanges led to rewarding real world outcomes like retention of students
through the pandemic and the exceedingly high enrolment for 2021. The agility of
senior management was also important. They did not resist appropriating technology
to address the situation but retained the good sense to not use it in every instance.

The last point related to awareness is still a work in progress but there are
indicators that it is heading in the right direction. This is the identification and
igniting of individuals motivators because if the motivation is based on deeply held
values and principles of the individual then they and all that they do is more likely
to be successful. This is Part 2 of the program which was offered to student leaders
at St Andrews College in October of 2020.
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HOW THE LONG TAIL CHALLENGES THE LEADER

After considering the fundamental changes taking place, the many ways that the long
tail challenges the leader now becomes clearer and can be grouped in the following
way; duality of concepts, different human expectations, new value exchanges, agility
and motivation.

Duality of concepts: On a daily basis the long tail is confronted with two core
concept-bases. This duality, which was extensively discussed in the previous section
‘The Pivotal Role Of Technology’, affects both individual and societal behavior.
The challenge for the leader with regard to this duality of core concept-bases is to
be aware that the individual is exposed to and responding to this duality whether
the individual is aware of it or not.

Humans are in the process of adaptation to a duality of concepts and leaders can
use this understanding to their advantage.

Different human expectations: Individuals in the long tail have a suite of
expectations that are different to traditional expectations: They expect to be heard,
instantly gratified and receive a continual stream of micro-rewards. This complex
suite of expectations is a result of engagement with digital networked technologies.
The individual expects to be heard because of mass customization, the ‘me-centric’
advertising and the capability of the individual to self-publish. The individual also
expects to be instantly gratified because engagement with technology results in a
series of micro rewards each of which release a small amount of dopamine in the
individual. Each dopamine dump creates a micro sense of pleasure that results in a
feeling of instant gratification. This iteration of micro-rewards has the potential to
change individuals’ behavior. This creates a risk. Conditioning humans to expect
instant gratification potentially places the individuals’ endeavors and goals at the
mercy of the manipulators: addictive games are typical of this. The leader must
find a way of accommodating these expectations if they wish to release the energy
and activism of individuals to their advantage. Digital networked technologies have
provided the individual with a low cost means of being heard and being able to
mobilize like-minded individuals.

Leaders who wish to focus and direct activist energy to their advantage need to
understand this.

New value exchanges: In traditional hierarchal systems rewards are dispensed
from the top making it easy to identify leaders from those being led. In the long

tail this is more difficult because value exchanges are different and rewards are
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not obvious. Value exchanges that are not resource rewards make it problematic
for traditional leaders to identify motivators. The leader could start by trying to
understand individuals’ filters (personality, decision-management and engagement)
and thus be better placed to orchestrate successful outcomes. In the long tail value-
exchanges are often abstract and ephemeral. As such leaders could potentially use
them at low cost. On the other hand, a momentum against a leader’s objectives could
be unleashed by the long tail using value exchanges that the leader may not be able
to counter. Dealing with this will be a challenge for leaders because the ubiquitous
embedding of digital networked technologies is growing the long tail in new and
unprecedented ways.

Understanding the individual and that digital value exchanges do not necessarily
conformto traditional reward systems may provide insights in how to lead the long tail.

Agility: A prominent feature of the long tail is agility, which allows the individual
to rapidly change not only direction of thought and pursuit but also technology.
Participants likened information seeking to a treasure hunt, changing directionin a web
like fashion as information piqued their interest. In many ways this has conditioned
a short attention span in the long tail who are more easily redirected to the ‘new
big thing’. For example: If your business is under siege for some ‘social justice’
issue then it may only last until the next social justice scandal fills the pages of the
media and diverts attention. A word of caution though as the digital environments
long memory and the inability to “burn the evidence” does mean that leaders need
to remain true to their own inner values and respond with consideration. The rapid
introduction and easy deployment of new technology, particularly with regard to
Apps provides a steady stream of opportunities and problems for the leader.

Awareness of this agility can prepare the leader in resisting and appropriating
technology and situations. The leader need not respond to every issue, if they do
they should be mindful of the long tail’s response.

Motivation: The long tail is driven by personal motivation. Individuals will work
tirelessly to achieve a perceived worthwhile end as illustrated in the previously
discussed Grobanite example. Another example is the Boston marathon bombing in
2013 where the rapid mass processing of digital imagery led to the quick identification
and capture of the perpetrators. This exemplifies some advantages of a bottom-up
transparent lateral system that could be useful to leaders. Passion can also be fickle
if it is not based on deeply help principles. The ability to link globally enables the
long tail to reduce isolation and creates a power shift towards the long tail. On the
other hand, this mass effect has inherent weaknesses, one of which is the blockbuster
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effect where a massive success can be so great that it deprives competing ideas or
products of resources. For example, Hollywood blockbusters tend to cause production
of similar films or series thereby reducing diversity and restricting smaller players.

Identification and igniting motivators can be advantageous to leaders, particularly
if motivation of participants is based on deeply help principles.

From this discussion on how the long tail challenges leaders it is obvious that
there is no easy answer. However, it is clear that by understanding the complexities
of engaging with digital networked technologies and by being aware of their own
engagement leaders can potentially use the soft power of the long tail to their advantage.

FUTURE RESEARCH DIRECTIONS

This discussionis based on ongoing empirical research into understanding engagement
with digital networked technologies and its impact on social behaviors such as
leadership. Based on research to date, future research directions are: 1) To refine the
evaluation instrument to accommodate recent insights related to non-digital natives.
2) To refine the program to be more leader and industry specific. Discussions are
underway to incorporate the instrument and associated program to enhance and
develop the case study’s leadership program so that their organizational memory
and culture can be positively sustained.

CONCLUSION

The introduction of this chapter began with abroad view of the long tail phenomenon.
It then continued with a contextualization of the long tail and leadership. This led to
anin-depthlook atelements affecting the long tail: technology as an environment and
as a tool as well as the role of the individual and the adaptation process. Finally, the
discussion moved to the emergence of a new type of long tail and explored how the
long tail is affecting leaders. This chapter has been presented as a discussion to assist
the leader in developing an understanding of the origin and nature of both the long
tail and digital network technologies that are affecting traditional leadership styles.

Of all the challenges facing leaders of the long tail and the changing nature of
the long tail is the greatest risk if using a one-size-fits-all solution. Considering the
growing size and nature of the long tail this solution would not only be unsuccessful
butcould be detrimental to organizations in the future. If aleader is able to understand
the long tail, digital networks and the role that they play, and match these to unique
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opportunities related to their organization, they have the potential to unleash the
soft power of the long tail.
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KEY TERMS AND DEFINITIONS

Activist — in Digital Context: Individuals who participate in the community
and society at large taking action with an aim to improving circumstances. In the
digital context this is displayed through people being involved with remote causes,
forming pressure groups and participating with peers using a reduced real-world
commitment of resources.

Black Swan Event: An unexpected event that is itself minor but profoundly
changes our understanding of the world. For years it was assumed all swans were
white and discovering black swans forced a reassessment of many assumptions.

Digital Networked Technology: It is increasingly difficult to meaningfully
distinguish the technology devices, networks, hardware, and software. Therefore, for
the purpose of this chapter the phrase ‘digital networked technology’ encompasses
the complex and dynamic system that makes up the network phenomenon that
humans are currently experiencing.

Digital or Online Space: Unlike the real world where space can be passively
occupied, in the digital environment an actor must proactively make and maintain
activity in order to occupy space in any meaningful way.

Digital or Online Time: In the real-world time is experienced sequentially in
a linear way. Time in the digital environment is experienced in a web like fashion
and resources are expected to be immediately at hand. It is also seen to be eternal,
fragmented, and de-sequenced.

Duality of Concepts: The digital network environment challenges some basic
human concepts such as time and space. A ‘duality of concepts’ is where the human
is exposed to and expected to operate with the contradictory rules of both conceptual
frameworks simultaneously.

Long Tail Distribution: The long tail is traditionally associated with a statistical
distribution, usually the Pareto principal, where approximately 80% of items in
the distribution are accounted for by the first 20%. The tapering of the distribution
was named a tail. The Long tail in its contemporary context was first used by Clay
Shirky in 2003 and then popularized by Chris Anderson in 2004. It has been noted
that the approximately 20% of the tail is behaving in new ways.
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Soft Power: There is currently an increasing appreciation of the benefit of
leading through influence, by persuasion and example and with the threat of force
well hidden. This is seen in political, social and group interactions. The use of soft
power requires co-operative techniques such as diplomacy and negotiation.

ENDNOTES

The term activist is used not in a purely political sense but rather as indicating
someone who is prone to taking action.

In this discussion we are only considering the physical location of the tool in
relation to the human or environment not the externality of human cognition as
exploredin the fields of philosophy, cognitive science and artificial intelligence.
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Chapter 5

Open Innovation
Strategies in SMEs:

Development of a Business Model

Hakikur Rahman
Ansted University Sustainability Research Institute, Malaysia

ABSTRACT

Open innovation in enterprises has already obtained its acceptance at all levels of
the business industry for adding worth to the business. The value could be in the form
of economic expanse or enhancement of knowledge leading to a sustained financial
base. Openinnovation adopts various strategies to accomplish the task for enhancing
the value gain. Varying by size, nature, pattern, or characteristics of the firm, various
strategies are being adopted by enterprises. Though largely known to be familiar
in corporate business houses, in recent years, open innovation is also becoming
increasingly recognizable in small and medium enterprises (SMEs), and the trend
is rapidly escalating. However, despite the potency of open innovation strategies,
most of the enterprises are yet to find a sustained business model, especially for the
SMEs working at the outmost periphery of that value chain. This chapter is trying
to formulate a business model incorporating partnership approach from academia,
research houses, intermediaries, practitioners, and other stakeholders.

INTRODUCTION

Openinnovation has emerged as anew paradigm where firms commercialize external
andinternal ideas, knowledge, expertise and or technologies and use both external and
internal resources. In an open innovation process, models can be launched by taking
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ideas from internal or external sources and new technology can enter at various stages
of the development process. Models can also go to the market in many ways, such as
out-licensing of intellectual property or a spin-off venture in addition to traditional
sales channels. Usually, open innovation combines internal and external ideas into
architectures and systems whose requirements are typically defined by a business
model. Eventually, the business model utilizes both external and internal ideas to
generate business value, while defining internal mechanisms to claim some portion
of that value (Chesbrough, 2003a: xxiv; West, Vanhaverbeke & Chesbrough, 2006).
This notion of open innovation, was initially proposed by Chesbrough (2003a; b)
and has rapidly gained the interest of both researchers and practitioners, illustrated
by a number of special issue publications, dedicated conferences and a fast growing
body of literature (Fredberg, Elmquist & Ollila, 2008). This new paradigm inspires
enterprises to find the most appropriate business model to commercialize novel
products or services, regardless of the existence of any model within the enterprise
or must be sought externally (De Jong, Vanhaverbeke, Kalvet & Chesbrough, 2008).

The initiative of open innovation assumes that corporate innovation activities are
more like an open system than the conventional (20thcentury) vertically integrated
model. It was developed based on the observation of a handful of (large) innovative
companies and their deviations from traditional exercise. In some respects, the
open innovation model can be seen as a call to a return to the late 19" and early
20" century model of innovation, with a rich, diverse market for technology and
small, external oriented R&D labs. Research on obtaining innovations includes
searching, enabling, filtering, and attaining each category with its own specific set
of mechanisms and conditions. Incorporating innovations has been mostly studied
from an absorptive capacity perspective, with less attention given to the impact of
competencies, society and culture (including not-invented-here). Commercializing
innovations puts the most emphasis on how external innovations create value rather
than how firms capture value from those innovations. Therefore, the interaction
phase considers both feedback for the linear process and reciprocal innovation
processes such as co-creation, network collaboration and community innovation
(West and Bogers, 2014).

Depending on the demand and reality, open innovation is based on various
principles. Among them, the prime ideology could be the necessity to tap external
knowledge to enrich the knowledge of the internal experts; the second could be the
essentiality of external R&D for an enterprise to generate significant value; the next
could be the trend of research that may not be completely dependent on internal
resources and profit would be the main aim of entrepreneurship, irrespective of
the ideas; and the important one is the acquisition of strategies that are built on a
sustained business model, before reaching to the market. (Chesbrough, 2003b;2003c;
De Jong, Vanhaverbeke, Kalvet & Chesbrough, 2008). Apart from other functions,
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the business model creates value within the value chain and captures a part of it for
the focal firm (Chesbrough, 2006b).

The innovative conception of open innovation identified two modes of knowledge
flow: the inbound (or “inside-out’’) and the outbound (or “outside-in’’) flow. However,
the outbound mode is not directly related to user innovation, and so is not discussed
further in this study. The inbound mode of open innovation involves the exploitation
of purposive inflows of knowledge to accelerate internal innovation. Such a model
combines externally and internally developed technologies to produce an offering
thatis commercialized by the focal company. Hence, key steps of this process include
searching for external innovations, selecting and acquiring suitable innovations,
integrating them into the firm’s R&D efforts, and bringing them to market (West
and Bogers, 2014; Chesbrough, Vanhaverbeke and West, (Eds.). 2014).

In terms of recognizing the effect of culture, or business culture with open
innovation, this research has dig into a little. It has found that from the philosophy
of open innovation to open innovation culture, there is a call for to conquer the
inverted U-shaped curve of open innovation effects, which can also be called the
open innovation paradox. Currently, in the 4th Industrial Revolution, the dynamics
of open innovation are rapidly escalating with the explosion of the open innovation
paradox, which also means open innovation complexity. In these circumstances, the
requirement to understand culture, which can control open innovation dynamics, is
being augmented. Therefore, some research want to answer the following research
question that are noted in this study: How can one define or organize the culture
for open innovation dynamics, which can motivate open innovation dynamics, and
control the open innovation paradox or open innovation complexity? (Yun, et. al.,
2016; Formica and Curley, 2018; Lee, et. al., 2018; Yun, Won and Park, 2016; Yun
and Liu, 2019; Yun, Won and Park, 2018; Yun, et. al., 2020).

However, as this study has found, open innovation business model for small
and medium scale enterprises (SMESs) is scant. This could be due to the scarce
resources of the SMEs community, despite their major contribution in economy
and job market, especially in Europe and other developed economies of the world.
Furthermore, due to any acceptable and experimentally verified business model most
of the developing and transitional economies are also not in a befitting situation in
adopting open innovation strategies in their business model.

This chapter intends to establish an open innovation business model synthesizing
various other business models that are being developed by contemporary researchers
and being adopted and accepted by leading enterprises, though hardly they could
be designated as SMEs. But, it is expected that with initial support from the parent
entities, the spin-off firms can take significant leaps in strengthening their business
engines. Along this perspective, the chapter has developed a business model
incorporating crucial supports from all stakeholders in a two tier process. Later
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on the chapter has focused on a few research and practice challenges and hints on
future research aspects before the conclusion.

BACKGROUND

Innovation can be termed as the outcome of a set of activities that utilizes knowledge
to create new value to those benefiting from its use (De Sousa, 2006). It is clear that
successful innovation under complexity, uncertainty and transformation can only
be achieved through collaborative approaches that integrate knowledge inside and
outside the enterprise. This model, in turn more popularly known as open innovation
business model, is being increasingly used by enterprises throughout the world. It
has been observed that this format of open innovation business model is a must for
SMEs, which usually lack knowledge of competiveness to fully comply with the
innovation process. Ithas also been observed that larger organizations are increasingly
moving away from their traditional R&D approach to a more collaborative approach,
varying in nature and context (De Sousa, 2008).

Open innovation reflects the ability of firms to gain access to not only external
resources but also utilizing internal resources of innovations using a defined
business model to acquire the business value from such innovations (West, 2006).
However, for firms seeking to gain additional revenues through open innovation
predominantly depends on two factors. Firstly, in strict sense, technology licensing
depends on the firm’s intellectual property (IP) strategy, which defines the role
of the IP for the innovator and for the licensee(s). Secondly, in specific sense, the
innovator must develop a business model consistent to the value of the IP and the
innovator’s positioning in the value network (Chesbrough & Rosenbloom, 2002;
West, 2006). Therefore, a firm’s business model depends not only on its IP and the
value proposition (explicit factors) (Chesbrough & Rosenbloom, 2002; Chesbrough,
2003a), but also on the corresponding business models of the suppliers, customers,
competitors and intermediaries (implicit factors) within the value network (West,
2006).

The open innovation business model entails that enterprises can and should
use both internal and external ideas and knowledge to advance their innovation
processes. It also demands that internal ideas can be taken to the market through
external channels (for example, spin-offs, external licensing of intellectual property,
or other forms of technology exploitation) to generate additional business value.
This new paradigm also inspires enterprises to find the most appropriate business
model to commercialize new products or services, regardless whether that model
exists within the enterprise or must be taken from external sources (De Jong,
Vanhaverbeke, Kalvet & Chesbrough, 2008).
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However, this newly evolved business trend is driven by two major factors. Firstly,
market democratization is increasing the micro-segmentation and demanding more
customized solutions in unexpected, challenging and unpredictable circumstances,
whichrequire a higher level of interactions and participations of customers, suppliers
and other stakeholders. Secondly, the increasing competitive pressure around the
globe and shortened product life-cycles is demanding quicker innovation processes
at a reduced cost for the existence and survival of entities of small enterprises.

Examples of innovations developed through open business models proliferate in
the livelihood of people at large, ranging from the new mobile phone application,
gaming products to new lines of potato chips. This desegregation of the traditional
innovation process, requiring internal and external knowledge, has opened space
for the emergence of new business models and types of entrepreneurships. Some
of these new companies act as ‘knowledge brokers’ or ‘intermediaries’, providing
the links, knowledge sources and even technical knowledge and expertise, so that
firms can accelerate and amplify the effectiveness of their innovation processes
(De Sousa, 2008).

The contemporary literature on open innovation (OI) has dealt mainly with
large enterprises active in R&D-intensive industries. This has assisted to identify
the multi-faceted phenomenon of OI and to reach a richer understanding of how
the management and organization of innovation is changing in these companies
(OECD, 2008). Furthermore, as suggested by Chesbrough and Crowther (2006), the
literature on OI has narrowed in on firms that are active in low-tech industries. With
the noteworthy exceptions of Laursen and Salter (2006), Lee et al. (2010) and Vande
Vrande et al. (2009), few researchers have paid attention to Ol in SMEs and how the
utilization of OI practices in SMEs and the benefits derived from them differ from
the employment of Ol in large enterprises. This study notes the research of Van de
Vrande et al. (2009) that focusses on the differences between SMEs and their large
counterparts to stress the unique manner in which OI practices contribute to SME
performance. Similarly, Lee et al.(2010) also addressed the input of intermediaries
as part of the network of a firm. Therefore, this study emphasizes on the fact that by
including different dimensions of OI in the analysis can strengthened the research
parameters. Moreover, in distinguishing these different dimensions of OI one also
extend the review as Dahlander and Gann (2010) who examined a large body of OI
literature and contributed significantly to the understanding of what different types
of ‘openness’ entail.

To this end, recent studies in the innovation and technology management
domain have proposed several prospective benefits of opening up the innovation
process. As found in the literature, this is described as a shift from the traditional or
“closed” innovation model, with a main focus on internal research and development
(R&D), toward an “open innovation” approach (Chesbrough 2003;Gassmann 2006;
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Lichtenthaler 2011). In real meaning, firms engaging in open innovation actively
utilize and exploit inward and outward transfer of knowledge and technologies
(Chesbrough, Vanhaver-beke, and West 2006). The notion that firms in general
and SME:s in particular may benefit from tapping into external resource bases is
not novel, but specific knowledge about the effect of different open innovation
activities remains limited. Therefore, in this study, it has shed light on which open
innovation activities SMEs can engage in to spawn their own innovation efforts
(Parida, Westerberg and Frishammar, 2012).

The next section, which is the main trust of the chapter, is focusing on the concept
of open innovation business model, discussing about the basis for a business model
and developing an open innovation business model using a flexible partnership
approach.

BUSINESS MODEL
Basis for a Business Model

A business model can be described as the design of the value creation and capture
mechanisms needed to yield profit. One may contend that for a business model to be
viable in turbulent and hypercompetitive environments, its dynamics are important
and must leverage, out of all key business model modules proposed in different
studies, on a combined value and network perspective. However, these different
elements present, distinctive challenges for small innovative companies and at the
same time larger firms. Moreover, the business model of small firms is sited in the
business models of their partners, big companies in actual situations (Gay, 2014).

As a new way of conceptualizing innovation, open innovation business model
relaxes many of the assumptions presumed in the Chandlerian model (Chandler,
1990), both in the external supply of innovation to be incorporated into a firm’s
offerings, as well as the potential demand from outside the firm for its internal
innovations. However, this does not mean that any innovation model is feasible,
any more than the rise of the Internet and WWW, which meant that any ‘e-strategy’
was profitable. Moreover, experimentation within the open innovation paradigm has
the constraint of establishing a business model for creating or using an innovation
strategy, a constraint that may have been obscured by the cross-subsidies often seen
with vertical integration (West, Vanhaverbeke & Chesbrough, 2006).

Open innovation as a business management model is currently gaining grounds
in many industries. Among them pharmaceutical, consumer products, software,
information technology, and a few service sectors are leading the global business.
In this aspect, balancing the right size and structure of R&D has become one of
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main objectives in R&D management today (Chesbrough, 2003a; Gassmann &
Reepmeyer, 2005; Gaule, 2006). Based on his own consulting model for open
innovation, Gaule (2006) builds heavily on Chesbrough (2003a) to analyze the
impact of open innovation on several parts of the organization. He further provides
a series of short case studies, for example on Procter & Gamble. Motzek (2007)
points to the motivation factors for companies to engage in open innovation. His
empirical material is based on two organizations that are based on the ideas of open
innovation. This sample is most likely different in character from already established
companies that change to embrace open innovation. His motivation factors are rather
similar to the general knowledge on motivation factors for entrepreneurs (Fredberg,
Elmquist & Ollila, 2008).

Along these contexts, research on open innovation suggests that companies
benefit differentially from adopting open innovation strategies; however, it is
yet unclear why this is so. One possible explanation is that companies’ business
models are not attuned to open strategies (Saebi and Foss, 2015). Moreover,
because of the acceleration of the second IT revolution and the deepening of the
knowledge-based economy, the characteristics of the connected economy that can
be linked to markets and technologies in the world are intensified. This means that
the necessity of new business models for access to new markets and new business
models created by the combination of technologies and markets is being intensified
more than ever (Yun, Yang and Park, 2016). Henceforth, the transfer of knowledge
plays an important role in innovation and growth. Therefore, emphasis on culture
contributes to the innovation, but the balanced way to create culture leads to better
transfer and exploitation of knowledge produced by universities in order to stimulate
innovation. In (Buckley-Golder et al., 2015) it is defined a business model need to
include these five stages: Company Opportunity, Co-Recognition (identifying the
business needs), Co-Formulation (focus on meeting the needs and opportunities
of the business partner), Co- Creation (partners create opportunity for innovation
processes, products or markets), and Commercialization (main purpose of industrial
partners is the commercialization) (Ivascu, Cirjaliu and Draghici, 2016).

Chesbrough (2007) argues that a business model has two functions, it creates
value and it captures a portion of that value, and that open business models enable
enterprises to be more competent in creating and capturing value. He also argues
that companies need to adapt their business models to open innovation, as it is
a way of generating value from their intellectual property (Chesbrough, 2003c).
Chesbrough (2007) further argues that the rising costs of technology development
and the shortening product life cycles make it harder for enterprises to justify
innovation investments. Using open business models, a firm can beat the cost side
through leveraging on external R&D resources to save time and money and at the
same time, beat the revenue side by licensing out internal technologies. He also
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argues that enterprises need to develop their capabilities to experiment with their
business models, for instance through alternative brands or spinoffs (to reduce risks)
and fundamental changes that require top commitment and support (Chesbrough,
2007; Fredberg, Elmquist & Ollila, 2008).

According to Chesbrough and Schwartz (2007), co-development partnerships are
increasingly important in open innovation models. This is in line with Chiaromonte
(2006), who argues that the difference of open innovation to traditional outsourcing
of innovative capacity is that the outside partners are not seen as suppliers but as
peers. Chesbrough and Schwartz (2007) also point out that the use of partners can
create business models that reduce R&D expenses, expand innovation output and
open up new markets (Fredberg, Elmquist & Ollila, 2008).

For a business model, using partnership approach as mentioned earlier, Fredberg,
Elmgquist and Ollila (2008) underline the flow chart shown in Figure 1, illustrating
the partnership approach in an enterprise.

Figure 1. lllustrating the partnership approach in an entrepreneurship

At first, define the business objectives for partnering

Then, classify the R&D capabilities of the firm, focusing
their core capacity (key source of advantage),
critical capacity (vital to success but not key),; and
contextual capacity ( needed to complete the offering, but not differentiator), and

gt

Finally, align the business models of the two firms.

Based on the above arguments and arguments made by Chesbrough and
Rosenbloom (2002), authors like to introduce another flow chart (see Figure 2)
illustrating the formulation of innovation strategy in an open innovation business
model.

Development of the Business Model

It has been observed that open innovation is increasingly being introduced in
international and national organizations for the creation of value. Open innovation
is now a practical tool, requiring new strategies and decisions from managers for the
exploitation of innovative activities. The basic question that this study seeks to answer
is linked to the practice of open innovation in connection with the open business
model geared towards the creation of value in marginal companies, as such the small
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Figure 2. Shows the formulation of innovation strategies

Articulate a value proposition

L

Indentify a market segment and its revenue poterntial

L

Define the strucrure of the value chain

ugs

Estimare the cost and profit potential

1L

Describe the position within the value network

s

Formulate the innovator’s competitive strategy.

and medium enterprises (SMEs). The study finds that internal sources of knowledge,
external sources of knowledge and accentuate working partnerships were adopted by
company as strategies to offer resources to change the open business model in order
to create value (Alves Aranha, Prado Garcia and Corréa, 2015). Furthermore, the
business model not only creates value within the innovation chain, but also enables
the focal actor to capture at least some of that value. Accordingly, the handling of
intellectual property rights questions becomes relevant to the ability and willingness
of commercial actors to invest resources and undertake risky activities in hopes of
developing a successful new process, product, or service (Chesbrough, H. (2015).

Till to date, most of the studies on open innovation business model have examined
open innovation at the organizational level, basically for two reasons. Firstly,
innovation is traditionally being conceived as the outcome of deliberate actions of a
single entrepreneur, and thus R&D competition has also been styled as an innovation
race between two or more entrepreneurs. Secondly, the value of a technological
invention is realized only through a business model of the enterprise (Chesbrough
& Rosenbloom, 2002). While it is very natural that the open innovation business
model may easily spill over the boundaries of an enterprise or even an industry
(West, Vanhaverbeke, & Chesbrough, 2006).

Along with the appearance of phenomena such as value co-creation, firm networks,
and open innovation, open business models have achieved growing attention in
contemporary researches. However, most of the scholars from different fields use
the open business model, largely without providing a definition. This has led to
an overall lack of clarity of the concept itself. Based on a comprehensive review
of scholarly literature in the field, commonalities and differences in the perceived
nature of the open business model are carved out (Weiblen, 2014). In addition, a
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number of frameworks have been developed by scholars in recent years in order
to improve analysis and understanding of systems of innovation, with implications
for individual firms, industries and nations. One area of interest is the concept of
national systems of innovation. At the same time, a question evolves and remains,
as are systems of innovation sufficiently different from one country to another and
internally coherent to justify the use of the term? (Lundvall, Jurowetzki and Lema,
2014; Kodama and Shibata, 2015).

Asmentioned earlier, a successful open innovation strategy for SMEs should find
creative ways to exploit internal innovation by incorporating external innovation
into internal development, and able to motivate external actors to sustain an ongoing
stream of external innovations. However, while approaching the global market, it can
be observed that large industries, especially the high tech ones, are already involved
in open innovation scheme, and competing each other leading the global market. In
terms of SMEs with high tech facilities, often generated from universities or research
center, they would like to maintain good links to larger organizations, rather than
reaching out to the grass roots. On the contrary, SMEs at the local level, equipped
with low tech facilities are loosely motivated to promote research, and may not
have sufficient resources to identify their needs for innovation through appropriate
market analysis, and act accordingly to a defined innovation scheme. The situation
becomes more challenging without an appropriate and adaptive business model
(West & Gallagher, 2006; Rahman & Ramos, 2010).

An appropriate and adaptive business model may be seen as the totality of how a
company selects its clients, defines and differentiates its responses; classifies those
tasks it will perform itself and those it will outsource; configures its resources, goes
to market, creates utility for clients; and get hold of profits. It is the entire system
for delivering utility to clients and gaining a profit from that activity (Pourdehnad,
2007). Figure 3 shows a relationship diagram with the various actors or stakeholders
involved inabusiness model. This evidently envisages the clear bonding among visible
groups of stakeholders among the business communities (a partnership approach).

Triple Helix Model (see Figure 4) is another highly discussing model in this arena.
According to this model, a spiral of innovation involves government, university,
and industry in multiple reciprocal relationships, to create a flexible overlapping
innovation system (another partnership approach) (CSR Europe, 2008).

This research would like to point out another business model that may be utilized
in SMEs OI process, which has been developed incorporating mixed approach (see
Shorthouse, 2008). Figure 5 shows a mixed approach (amalgamated closed and
open innovation approaches) business model. Shorthouse (2008) has suggested
this as a joint effort to reach the niche market through using both closed and open
innovation business model.
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Figure 3. Relationship with the stakeholders in a business model
(Adopted from Pourdehnad, 2007)
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However, this study envisages, attaining a sustainable business model in SMEs
exposed to open innovation, one need to follow the following two flow charts (see
Figure 6, to find out how to prepare SMEs, and Figure 7, to learn about better
positioning them).

Furthermore, a sustainable business model should also follow to the Figure 7.

This study further suggests, the business model should incorporate SMEs being
inclusive in the following dimension (See Figure 8).

The proposed business model (to be adopted in a few selected SMEs after a
multi-phase survey to be carried out in the next phase of this research) emphasizes
on two tiers of relationship; among the core partners in the network (indicated
as the core area of the business model) and among the peripheral partners in the
network (indicated as the broader area of the business model). In the block, both
the segments need not to be isolated from each other. Rather they may remain as
active member of the entire community. Therefore, for sustained entrepreneurship
the entire group must interact to the grass roots for effective dissemination of open
innovation strategies promoting economic and value gain (Rahman & Ramos, 2010).
However, while implementing open innovation strategies, despite the introduction
of the proposed model, due to the intensity of the competition especially SMEs face
tremendous shifting of model architectures adapting the open business environments.
Hence, it is recommended that core partners within the network interact faster to
provide timely feedback to the peripheral partners for obtaining optimum placement
of the business model.
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Figure 4. The triple helix model
(Adopted from CSR Europe, 2008b)
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Challenges

The market and thus the industry are always changing, depending on the demand
and also the supply. Patents may expire in due period or trademarks get updated in
due course, exposing huge investment in challenge. Furthermore, open innovation
may not be driven by scale or process, but rather by breakthrough science, or a better
understanding of human dynamics validating new targets, which may be totally new
or unfamiliar to the market. Therefore, the open innovation business model and its
research practice must be updated dynamically to fit into the new realities (to suit
the behavior of the end-user), which is extremely challenging for SMEs (Jaruzelski
& Dehoff, 2008).
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Figure 5. A mixed approach business model
(Adopted from Shorthouse, 2008)
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Figure 6. Preparing SMEs towards open innovation business model
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Open innovation systems (Chesbrough, 2003a) are characterized by the flexible
way a firm coordinates a large number of innovation models and assess their value.

The system is open, because some models come from outside and some internal
models go outside. This approach is consistent with former studies that argue that
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Figure 7. Positioning SMEs towards open innovation business model
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innovations are increasingly the result of a joint effort of a number of multi-parties
(innovation networks, systemic innovations). However, Chesbrough (2003a) argues
that in dynamic markets the value of a portfolio of innovation models is difficult to
estimate and thereby, that the value of patents — as a specific means to ‘secure’ an
innovation’s value — is very indeterminate. Moreover, the value of patents (and or

Figure 8. Building block of the proposed business model
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inventions) depends on the specific business model a firm uses to commercialize
innovations. Hence, there are different modes of open innovation; they could be
spin-offs from research, or out-licensees or technology exploiters. In addition to
these, collaboration is not seen as a way out to all innovation problems, but as part
of the portfolio in which some if not the majority of models is carried out by the
single firm and other models are carried out in partnership with other firms (Dittrich,
2008). This situation exposes SMEs in challenging situations, as they are already
exposed to scarce resources and the product life cycles are diminishing.

Among other challenges, the definition of open innovation itself is yet to be made
clear-cut. What open innovation is and what it is not, is still being debated. Moreover,
openinnovation overlaps other concepts such as user generation, crowdsourcing, and
distributed innovation. Even though research on open innovation has significantly
grown in recent years, there are still many issues that need to be addressed to get
insight about open innovation in various contexts. Studies are mostly performed in
the context of large firms and in developed countries. Research in the context of
developing countries is still almost an untouched spot. Open innovation in the small
to medium-sized enterprises (SMEs) context has gained a foothold just very recently.
It is crucial to explore some managerial challenges, such as technology transfer,
inbound and outbound process, absorptive and disruptive capacity development,
particularly in the global open innovation context and it is essential to investigate how
open innovation can be implemented for sustainable development (Hossain, 2013).

Therefore, as a newly emerged field of research, open innovation for SME
development deserves a prolonged and strategically developed qualitative and
quantitative synthesis on available resources, including business models and business
practices. Furthermore, while developing an open innovation business model, one
should look into the detail of the fundamentals of the innovation process, including
the innovation channel, the turn over and also looking into the socio-economic,
organizational and cultural differences (Rahman, 2010). Inclusive of above challenges,
open innovation for SMEs also deserves further emphasize in resolving issues, like
sales, licenses, cash flow, and trust in business relationship; to fulfill the grass roots
clientele base by understanding their demand; to develop a transparent business
model that add value to it; and to combine appropriate knowledge and technology
for building a pipeline of opportunities, enabling a broad-based B2B networking
through a sustained organic growth (Rahman & Ramos, 2010).

FUTURE RESEARCH DIRECTIONS

Open innovation is still a moderately new area of research and many of the research
questions underline the need to further explore the concept and how enterprises can

151

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Open Innovation Strategies in SMEs

transform and adapt to this new approach of including external knowledge, resources,
and skills in their innovation strategies. The concept is reliant on the organizational
and cultural context (Chesbrough, 2007; Fredberg, Elmquist & Ollila, 2008).
Similarly, the business model based on the concept is dependent on the strategies and
technologies. New technologies will tend to entail new business model. When the
technology transforms from one state to another, the value proposition to customers,
the value capture by the innovator firm or the relationship of the firm within the value
network also transforms (West, 2006; West, Vanhaverbeke & Chesbrough, 2006).

The open innovation model suggests that ideas for innovations can also emerge
or go on market from outside the company as well as from inside. The new model
assumes that knowledge is spread widely and even the successful innovators with
huge R&D resources have to look for the external sources of innovation (Chesbrough,
2006a; Chesbrough, 2006b). The open innovation leverages the role of R&D. Hence,
the researchers’ job is now, not only to create knowledge, but also to capture it from
outside the company. Once a new innovation has taken place, the company can use
several business models to bring it to the market. Even if they find that the technology
18 not suitable for the current business model, it can be licensed or donated to other
companies or a new spin-off can be established targeting a new market (Chesbrough
2003a; Chesbrough, 2010). However, the future may reveal that, even if openness in
the innovation process is decidedly encouraged there will always be need for some
closeness, too (the mixed approach) (Christensen, Olesen & Kjaer, 2005; Viskari,
2006). Open innovation should also consider idea spillovers as a consequence of
the company’s business model. Spillover ideas are not considered as burden but as
opportunities to expand the business model or spin-off a technology outside a firm
with a different business concept (Hossain, 2013) .

CONCLUSION

As observed, open Innovation business models explores the capacity of partners to
collaborate each other through technological exchanges, letting ideas flow out of the
entrepreneurship in order to find better place for the innovation monetization, and flow
into the entrepreneurship as new offerings and new business models (Chesbrough,
2003d; Chesbrough, 2006c). The study finds that, the application of open innovation
business models implies high levels of competition due to the opportunity to enter
into entirely new markets. At first sight it would not be clear to assume an open
innovation business model in a multimarket competition environment, because these
schemes rely on different objectives and different assumptions.

Hence, it can be mentioned that there is a deep relationship between these three
factors (open innovation, complex adaptive systems, and evolutionary change) and
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they are arranged in a conceptual order based on the name of the model, not in a
temporal order. Conceptually, open innovation at a firm goes through a complex
adaptive system and then leads to evolutionary transformations. However, in reality,
aspecific complex adaptive system can trigger open innovation through evolutionary
properties at any given firm (Yun, Won and Park, 2016). [c] Under the contemporary
economic globalization, traditional closed innovation cannot meet the demand of
enterprises for shorter R&D cycle and lower R&D cost. Consequently, enterprises
have paid more attentions to open innovation in larger enterprises which is more
important (Zhao, Sun and Xu, 2016). Furthermore, in spite of the popularity of
open innovation, many firms still struggle to properly manage open innovation.
While open innovation poses many new challenges to firms when adopted, it is
the internal organizational challenges that are perceived as the most difficult to
manage. Therefore, managing the journey from closed to open innovation implies
several organizational transformations at various levels of the enterprise and making
these transformations is difficult according to various researches (Vanhaverbeke,
Chesbrough and West, 2014).

This study also finds and supported by another research (see Alcalde, 2009) that
open innovation encourages industry competition through trust, confidence and
transparent information interchanges. In this context, in order to avoid the competition,
multimarket framework, on one hand, may develop threats and retribution mechanism.
On the other hand, open innovation presents predominantly technological exchanges
as the major driver of the model. Hence, it could be mentioned that traditional mutual
self-control mechanisms would not work in open business models. Moreover, the
development of technological exchanges among different market players would imply
the penetration in entirely new markets. Thus, diversification would be the logical
consequence of technological exchanges in open business models. In conclusion,
the study suggests by put forwarding the two phase multi-faceted business model,
for further explorations and experimentations.
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KEY TERMS AND DEFINITIONS

Intellectual Property Management (IPM): Itis the way of managing intellectual
property like; patent renewals, integration, and market assessment either manually
or using any automated system by the enterprise itself or by an intermediary.
IPM involves IP development (planning and implementation of IP in a conducive
environment through proper motivation); Market watch (seeking for opportunities
by keeping track of other competitors and infringers); IP exchange (acquiring and
selling of spin-offs and or joint R&D); and IPR protection (providing legal protection
surviving trade secrets and other disciplinary measures).
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Open Innovation Business Model: A form of business model involving inbound
and outbound ideas defying boundaries of the companies to gain knowledge, expertise
and value intended to be beneficial for the entrepreneurships.

Open Innovation Intermediaries: These are companies or agencies that help
other companies implement various facets of open innovation, acting as an enabler
or guide to explore the market for ideas without getting in over their heads. There are
different kinds of open innovation intermediaries, with some acting as agents, thus
representing one side of a transaction, while others take on the role of knowledge
brokers or market makers.

Open Innovation Strategy: It could be treated as a mandate or a set of clear
vision or a well-defined process incorporating people (employees, clients, suppliers,
other stakeholders) in terms of new ways of working, incentives, fading distinction
between work and (social) networks; operations ((e-)processes and (e-)infrastructure)
interms of web access, communities, facilitation of knowledge and creativity sharing;
policy (written and unwritten rules) regarding intellectual property, privacy, outside
communication; and culture (openness, learning, networking) to create the right
(and safe) atmosphere.

Spin-Offs: They may refer to Corporate spin-off, a type of corporate transaction
forming a new company or entity; Government spin-off, civilian goods which are the
result of military or governmental research; Research spin-off, a company founded
on the findings of a member or by members of a research group at a university;
Spin-off (media), the process of deriving new radio programs, television programs,
video games, or novels from already existing ones; or Spin-off product, anew product
which uses the brand name of another product which already has a well-developed
image. In case of a spin-off, a parent company distributes shares of a subsidiary to
the parent company’s shareholders. The shares are usually distributed on a pro rata
basis and the subsidiary becomes a separate company. State law and the rules of
the stock exchanges determine whether a company must seek shareholder approval
for a spin-off.
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ABSTRACT

As technology plays an ever-increasing role in carrying out structured tasks in
today’s society, people are given more time to focus their attention on higher levels
of service and personal development. However, technology is in a constant state of
change and assurance services are needed to help ensure that technology changes
are accomplished properly. The Institute of Internal Auditors has identified 10 steps
that can be used to effectively implement changes in technology. This process and its
accompanying internal controls can be assessed through an internal audit function
that considers issues of both functionality and security. In addition, continuous
improvement of the change management process for technology can be evaluated
though capability/maturity models to see if organizations are achieving higher levels
of accomplishment over time. Such models include the COBIT 2019-supported
capability maturity model integration (CMMI) model and the cybersecurity maturity
model certification (CMMC) framework used by defense industrial base organizations.
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INTRODUCTION

The technology of today provides organizations with a tremendous ability to store
and process information so that people have more time to focus on higher-level
activities that are considered to add more value in meeting customer needs. This does
not mean that technology once implemented relieves organizations of the need to
understand and revise the functioning of computer systems. Current issues of today
including privacy of personal data, theft of trade secrets, and safety of company
products and services are all affected by the ability of organizations to properly
implement changes to the applications that make up today’s technology systems.
The following examples illustrate that assurance over technology needs to address
both issues of functionality and cybersecurity.

A number of tragic incidents involving computer glitches on the Boeing 737
MAX jet illustrates what can happen when computer software is changed but not
adequately tested before being placed into operation. The original issues with the
jet resulted from a problem in the plane’s flight control system called MCAS that
assisted in maintaining a proper balance of the plane while in flight. The system
misfired in a manner that “repeatedly and forcefully pushed the planes’ noses down,
overpowering pilot commands and ending in fatal dives.” Since the grounding of the
737 Max, Boeing has been working to revise the software to correct the problem by
making such misfires less likely and easier for pilots to counter when they do occur.
In their efforts to correct the software, Boeing ran into another glitch that stops the
plane’s flight control computers from powering up and confirming that the system
is ready for flight. The software fix was originally tested mostly on ground-based
simulators, which did not show the power-up problems (Pasztor, 2020).

A recent event at Garmin Ltd., who makes navigation systems for cars, boats,
and planes, illustrates that organizations must also be careful to ensure that proper
cybersecurity measures are built into their technology. The company’s Garmin Pilot,
which provides weather and flight plan data to pilots was recently interrupted when
hackers apparently encrypted a few of its systems, but stopped short of a ransomware
attack (Choi, 2020).

The ISACA is well known for its development of international information
system auditing and control standards. One of their most significant contributions
is a continuing project known as the Control Objectives for Information and related
Technology (COBIT) framework. The management process of COBIT 2019 contains
four domains:

° Align, Plan and Organize (APO)

e  Build, Acquire and Implement (BAI)
e  Deliver, Service and Support (DSS)
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e  Monitor, Evaluate and Assess (MEA)

COBIT 2019 contains explanations of specific management practices than can
be tailored to the development of various objectives that a company may wish
to accomplish within each domain. Each organization should decide on its own
combination of management practices based on the unique environment in which
it operates.

In 2020, The Institute of Internal Auditors issued an updated Global Technology
Audit Guide (GTAG) entitled Change and Patch Management Controls Critical for
Organizational Success. It contains information to guide internal auditors when
working in conjunction with information technology professionals to manage
information technology changes. “Change management can be defined as the
systematic set of processes that are executed within an organization’s I'T function to
manage enhancements, updates, installations, implementations, incremental fixes, and
patches to production systems. Properly implemented, change management protects
the production environment (“live” environment) and provides the organization
with a repeatable, measurable, and auditable process that captures all technology-
related changes.”

The Cybersecurity Maturity Model Certification (CMMC) Framework requires
organizations in the Defense Industrial Base sectors to remain in compliance with
mandatory practices, procedures, and capabilities to confront evolving cyber threats
and intrusions. The chapter will visit this framework and consider its implications to
change management as it applies to organizations working with the U.S. Department
of Defense.

This chapter considers the COBIT and GTAG guidance along with current change
and patch management literature for the purpose of considering how assurance services
can be performed to evaluate an organization’s process of change management. The
remainder of the chapter is conceptually divided into three major topics:

1. Thefirstisadiscussion of change management that considers some background
on the process of change management, a description of the steps of change
management, and internal audit’s assessment of a change management process.

2. The second considers a subset of change management known as patch
management. This topic covers adescription of patch management and considers
a comparison of the COBIT 2019 Capability Model (i.e., Capability Maturity
Model Integration) and the CMMC Maturity Model and how they can be used
to measure the success of an organization’s patch management activities from
both an operational and security perspective, respectively.

3. The closing sections of the chapter present future research directions and
conclusions.
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BACKGROUND

Computer systems provide organizations with massive storage capabilities and the
ability to process information at a speed that is far beyond human potential. This frees
up organizational personnel to spend less time in retrieving and processing information
and more time in using information to make better decisions. To illustrate, consider
aperson who graduated with an accounting degree a few decades ago. An initial task
for many new graduates at that time would be to rewrite schedules by hand and make
very structured calculations to recompute depreciation. New accountants were often
assigned such tasks so more experienced staff members could devote their time to
more productive activities. Although trained professionals must still understand the
structured processing typically assigned to computers, the technology of today has
freed up professionals so that even less experienced persons have additional time
to develop their skills and focus more on value-added activities.

Society has come a long way in its use of technology to consistently conduct
structured tasks. However, it must also be remembered that the power of technology
to provide valuable information is only as good as the system that generates it. The
consistency of technology to conduct well-defined tasks comes with some limitations.
One is that time allows for system vulnerabilities to be identified and exploited by
unscrupulous persons. A second problem is that an incorrectly defined method of
processing can result in processing errors that are repeated on a continuous basis.
It is therefore imperative that society have respect for the limitations of technology
and continually use human reasoning to evaluate and make changes to computer
systems as the need arises.

Galligan, Herrygers, and Rau (2019) provide some thoughts regarding how an
organization can view their cyber risk profile through the following components of
the COSO ERM Framework:

e  Governance and Culture — it is important that a company’s board of directors
either obtain expertise in cybersecurity or make use of advisors with the
expertise.

e  Strategy and Objective-Setting — when changes happen, an organization
should consider additional cyber risks that come with it.

e  Performance — cyber risks should be evaluated in terms of how likely they
could negatively affect the ability of an organization to achieve its objectives.

e  Review and Revision — organizations must put in place governance processes
to catch and assess prospective shifts that could change their cyber risk profile.

e  Information, Communication, and Reporting — it should be considered how
cyber incidents could affect the availability of an organization’s information
system and data.
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Technology exists in a constantly changing environment. Organizational agility
in carrying out information system changes is imperative in maintaining the proper
functioning and security of technology. Any program of change/patch management
must follow a well-defined approach. Assurance services over the programs are needed
to help company management to ensure the proper functioning of technology and its
accompanying cybersecurity issues. Internal auditors and technology professionals
canuse the COBIT 2019 and CMMC frameworks to evaluate the capability/maturity
of an organization to process technology changes using a skilled approach that allows
them to successfully accomplish what is needed in as seamless a manner as possible.

THE STEPS OF CHANGE MANAGEMENT

Emergency situations can arise that may require an expedited process of change
to an organization’s information system. For example, a security issue could come
about due to unanticipated issues from a change in technology. Such situations are
addressed by COBIT 2019:

BAI 06.02 Manage Emergency Changes

Carefully manage emergency changes to minimize further incidents. Ensure the
emergency change is controlled and takes place securely. Verify that emergency
changes are appropriately assessed and authorized after the change.

Metric Example — Number of emergency changes not authorized after the incident.
(ISACA, 2018).

Although some emergency changes are inevitable, the need to apply a patch to
an organization’s information system should attempt to minimize the need for such
changes. The GTAG (2020) addresses the application of system patches with the
following statement:

The availability of a patch to address a critical security vulnerability can be disruptive
and may result in significant resources being redirected from planned work to
address the unplanned patch. Organizations with effective patching functions will
likely treat a new patch as a predictable and planned change subject to the normal
change management process. A new patch is added to the queue to be evaluated,
tested, and integrated into an already-scheduled release deployment.
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The Institute of Internal Auditors suggest a series of ten steps, that are described
in the following paragraphs, that can be used to standardize a system of change
management so that it functions in an effective and efficient manner (GTAG, 2020).
To more fully describe the steps, specific management practices from COBIT 2019
and other supporting literature are provided as needed. In addition, a comprehensive
example illustrates how the steps could be used to improve a company’s control
over pricing of products for customer quotes and invoicing.

Step 1: Identifying the Need for a Change

System users should be brought in early to a systems development project because
of the significant expertise that they have to offer regarding what the system needs
to accomplish. This idea also applies to system modifications that are implemented
through a process of change management. Persons at all levels that are associated
with the system should feel free to make suggestions for improvement (Pollock,
2016). One approach to accomplishing this is to have regular meetings with affected
persons to obtain a good understanding of how they currently use the system and
any challenges it poses. It is important to include system users who vary in their
levels of satisfaction with the current system. More satisfied system users tend
to bring up long-term innovations, while dissatisfied persons are more likely to
focus on current system problems (Pierce, 2008). Both perspectives are of value in
achieving continuous improvement in the ability of an information system to meet
the ever-changing needs of its various system users.

In encouraging system users to submit their suggestions, Silverman (2011)
states that although financial rewards for suggestions can be a great incentive, some
organization employees may value the opportunity to see the implementation of
their ideas as being an even greater enticement. This idea captures the basic human
desire to give back and be appreciated for contributions in helping others. Another
important consideration is that system users should not be the only perspective to
be considered. Mathiassen, Ngwenyama, and Aaen (2005) make the observation
that more technical persons such as software engineers could be a good source of
ideas associated with emerging technologies that persons with less technical skill
may not consider.

The importance of establishing an environment to identify areas where changes
could make improvements is addressed in COBIT 2019:

APO 04.01 Create an Environment Conducive to Innovation
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Create an environment that is conducive to innovation, considering methods such
as culture, reward, collaboration, technology forums, and mechanisms to promote
and capture employee ideas.

Metric Example — Inclusion of innovation of emerging technology-related objectives
in performance goals for relevant staff.

APO 04.03 Monitor and Scan the Technology Environment

Set up a technology watch process to perform systematic monitoring and scanning
of the enterprise’s external environment to identify emerging technologies that have
the potential to create value.

Metric Example — Frequency of environment research and scans performed for
identifying innovative ideas and trends.

APO 09.01 Identify 1&T Services

Analyze business requirements and the degree to which 1&T-enabled services and
service levels support business processes. Discuss and agree with the business on
potential services and service levels. Compare potential service levels against the
current portfolio; identify new or changed services or service level options.

Metric Example — Number of obsolete services identified. (ISACA, 2018).
Step 1 lllustration

A company would like to improve its controls over product pricing in that they have
been experiencing inconsistent pricing on customer quotes and sales invoices by their
sales staff. The company already makes use of a database and electronic documents
for preparing and saving customer quotes and sales invoices. An employee in sales
has suggested that the company implement an electronic master price list that would
have to be selected from in quoting prices and invoicing customers.

Step 2: Prepare for the Change
A formal structure should be established for the submission of change suggestion.
It should include a step-by-step procedure regarding the details of the change, a

change test plan, and change rollback to be implemented should a change failure
occur (GTAG, 2020). Buckley (2011) refers to the submission as a change inquiry

169

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Assurance for Change Management With COBIT 2019 and CMMC Maturity Frameworks

form. In addition to the above components, Buckley recommends that the change
inquiry should also include the likely impact of the change and a proposed date of
implementation. Because of the considerable effort that goes into a change inquiry, it
is helpful to have experienced staff available to assistin ensuring a proper submission.

The necessity of a change manager is an important consideration in this step
to evaluate whether the change has adequate potential to be moved forward. In
considering the merit of a proposed change, COBIT 2019 suggests understanding
current technology capabilities and performing a gap analysis between the current
and desired state:

APO 02.02 Assess Current Capabilities, Performance and Digital Maturity of the
Enterprise

Assess the performance of current I&T services and develop an understanding of
current business and I&T capabilities (both internal and external). Assess current
digital maturity of the enterprise and its appetite for change.

Metric Example — Percent of staff satisfied with current capabilities.
APO 02.04 Conduct a Gap Analysis

Identify the gaps between the current and target environments and describe the
high-level changes in the enterprise architecture.

Metric Example - Number of significant gaps between current environment and
good practices. (ISACA, 2018).

Internal auditors can help to ensure that any change inquiries appearing to have
merit are elevated to a change request and assigned a unique number that will allow
them to be tracked throughout the change management process (Buckley, 2011).

Step 2 lllustration

A change inquiry form is submitted for the electronic master price list suggestion.
For each customer quote, the salesperson would be required to select pricing from a
drop-down master price list. The master price list would provide a base price along
with predetermined discount percentages that would apply based on the quantity
of goods requested. Using the price list information, item descriptions, prices, and
quantity discounts would automatically populate the customer quote. The quote
would be assigned a unique quote number. If the customer agrees to the terms, this

170

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Assurance for Change Management With COBIT 2019 and CMMC Maturity Frameworks

information would automatically be carried to the customer’s invoice when the goods
are shipped. The change inquiry indicates that the change could be implemented
within a four-week period.

Following a careful consideration of the change inquiry, the change manager
concludes that the suggestion has merit and should be promoted to the level of a
change request with a unique tracking number. The implementation of the change
will require setting up the master price list information in the company database and
linking it to forms for product quotes prepared by salespersons and sales invoices
prepared by billing.

Step 3: Obtain Business Justification

In considering a business justification, an organization needs to make a distinction
between a mandatory versus discretionary change. Mandatory change issues often
arise due to some legal or regulatory matter that must be addressed. In contrast, a
discretionary issue requires a business justification in which the organization must
assess the impact, cost, and benefits associated with a change (GTAG, 2020). The
significance of continuous evaluation of reporting requirements and the development
of a business justification is discussed in COBIT 2019:

APO 01.04 Define and Implement the Organizational Structures

Ensure that required technology and information knowledge is included in the
composition of the management structures.

Metric Example — Level of executive satisfaction with management decision making.
BAI 01.02 Initiate a Program

Initiate a program to confirm the expected benefits and obtain authorization to
proceed.

Metric Example - Percent of stakeholders approving enterprise need, scope, planned
outcome and level of program risk. (ISACA, 2018).

Step 3 lllustration
A manager in Sales believes that the use of an electronic master price list to enforce
the company’s pricing policies would be of great value in ensuring that appropriate

pricing is applied in making customer quotes and invoicing. The current system
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of allowing persons to manually enter pricing on customer sales quotes and sales
invoices can result in inconsistency in the application of pricing to customers.

Step 4: Obtain Approvals

The change request at this point has gone through a process of refinement where it
has been fully documented as to the details of the change, a testing program, and
its business justification. Before it moves into the next step of being considered
for approval, it is important that someone representing the persons requesting the
change review it to ensure that it truly reflects what is intended.

Internal auditors can help to ensure that someone with sufficient authority from
the affected area supports the change, and that sufficient information is contained
within the change request to make an authorization decision.

Step 4 lllustration

A manager in Sales reviews the overall documentation for the change request and
concludes that it captures the intent of the proposed change. However, the manager
does note that the change request does not adequately describe two special features
that should be a part of the new system:

1. Theinvoicing process would be facilitated through one of two approaches. One
would involve an option during invoicing to allow for a lookup of an existing
customer quote that would electronically populate the invoice in situations where
a customer accepted quote exists. In situations where an accepted quote does
not exist, dropdowns on the invoice input form would allow pricing directly
from the master price list in the same manner as for making customer quotes.

2. The sales manager suggests that an option be added to allow an override code
to enter exclusive pricing for situations involving management-approved special
orders.

The chief executive officer and sales department manager agree that the two
additional features should be added to the change request.

Step 5: Authorize (via Change Approval Board)
The GTAG (2020) states that it is important to prioritize change requests with
respect to other pending changes. Meyer and Lambert (2007) capture the spirit of

this in stating that change requests should be prioritized to consider the disruption
that could occur if the change is not implemented. Melancon (2006) points out that
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decisions regarding authorization can be facilitated through the use of a change
advisory board. The GTAG (2020) recommends that the authorization process should
result in one of three outcomes: authorize, reject, or request additional information.
This approach is also supported by Buckley (2011) who feels that change requests
should be categorized in the following manner:

e  Accepted — the change request provides a practical business benefit and is
worth further consideration with the chance for eventual implementation.

e Rejected — the change request should be turned down because it fails to
demonstrate a reasonable business benefit.

e  On hold/further work is needed — more information is needed before a
decision can be made.

In further consideration of this point, Buckley (2011) states that the change can
classified by considering how extensively the change affects the overall system:

e  Type A — the change affects numerous systems and therefore involves a high
level of technical complexity.

e  Type B — the change affects only a single system with a medium level of
technical complexity.

e  Type C - the change affects only a single system with a low level of technical
complexity.

Step 5 of the change management process is also addressed as a COBIT 2019
management practice:

BAI 06.01 Evaluate, Prioritize and Authorize Change Requests

Evaluate all requests for change to determine the impact on business processes and
1&T services, and to assess whether change will adversely affect the operational
environment and introduce unacceptable risks. Ensure that changes are logged,
prioritized, categorized, assessed, authorized, planned, and scheduled.

Metric Example — Percent of unsuccessful changes due to inadequate impact
assessment. (ISACA, 2018).

Internal auditors can assist in this step of the process by making certain

that appropriate persons are evaluating change requests and that the roles and
responsibilities of the advisory board are properly documented in its charter. Internal
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auditors can also help to confirm that each change request undergoes a proper process
of risk assessment (Buckley, 2011).

Step 5 lllustration

The change advisory board concludes that the change request for the electronic
master price list should be approved for two primary reasons. First, it will improve
the accuracy of quoting and invoicing product prices. Second, it will remove the
temptation of sales personnel to give too much of a discount to customers so thatasale
can be made simply to generate an additional sales commission for the salesperson.

The change advisory board assigns the change as a “Type B” risk because it
primarily affects the area of sales. It is felt that the change warrants a medium level
of complexity because the electronic master price list must tie into the systems for
making customer quotes and performing sales invoicing.

Step 6: Schedule and Coordinate the Change

The GTAG (2020) states that this step of the change process should include the
scheduling and assignment of both a change implementer and a change tester. Meyer
and Lamber (2007) describe the role of a change implementer being accomplished
by an oversight team that includes a variety of skills including persons from the
areas of corporate accounting, information technology, internal audit, and others
possessing the necessary skills to be addressed by the particular requirements
of the change. The oversight team can help to ensure that approved changes are
appropriately coordinated and prioritized with other changes that are to be put into
operation. COBIT 2019 addresses the importance of the oversight team to implement
and track changes:

BAI 05.02 Form an Effective Implementation Team

Establish an effective implementation team by assembling appropriate members,
creating trust, and establishing common goals and effectiveness measures.

Metric Example: Stakeholder satisfaction ratings of implementation team.
BAI 06.03 Track and Report Change Status
Maintain a tracking and reporting system to document rejected changes and

communicate the status of approved, and in-process changes and complete changes.
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Metric Example — Number and age of backlogged change requests. (ISACA, 2018)
Step 6 lllustration

The task of implementing the change is delegated to an oversight team composed of
representatives from Sales, Billing, Accounts Receivable, Information Technology,
and Internal Audit. Affected persons are informed of the change and why it is being
implemented. The oversight team feels that the proposed four-week time frame for
implementation is appropriate.

The planned implementation schedule is inputinto a tracking system and assigned
a unique tracking identification number.

Step 7: Test in Appropriate Environment(s)

The GTAG (2020) states that testing of the change should occur in preproduction
environments. The reason is that any problems in the operation of the change need
to be worked out to the greatest extent possible before the change is implemented.
This can help to avoid disruptions in company operations due to issues that could
bring down the production environment as a result of unanticipated problems with
the change. COBIT 2019 addresses some important testing issues:

BAI 07.04 Establish a test environment

Define and establish a secure test environment representative of the planned business
process and IT operations environment in terms of performance, capacity, security,
internal controls, operational practices, data quality, privacy requirements and

workloads.

Metric Example — Level of comparability between the test environment and future
business and operational landscape.

BAI 03.08 Execute solution testing

During development, execute testing continually (including control testing), in
accordance with the defined test plan and development practices in the appropriate
environment. Engage business process owners and end users in the test team. ldentify,

log, and prioritize errors and issues identified during testing.

Metric Example — Time and effort to complete tests.
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BAI 07.05 Perform Acceptance Tests

Test changes independently in accordance with the defined test plan, prior to
migration to the live operational environment.

Metric Example — Number of successful acceptance tests. (ISACA, 2018)
Step 7 lllustration

The implementation team has set up a testing environment that functions like
the organization’s changed process of entering customer quotes and invoicing.
Testing shows that the new system functions appropriately, including the features
for carryforward invoicing from customer approved quotations and the option for
special order pricing.

Step 8: Implement Change

Internal audit should check security access profiles to “validate that only authorized
personnel can migrate achange into the production environment.” Once preproduction
testing has been completed and the change has been approved, the implementation
team should communicate the change to affected stakeholders (GTAG, 2020). Buckley
(2011) suggests that the following issues be addressed before implementation:

e  Testing is complete with results satisfactory to authorized parties.

e  The outage period for implementation has been communicated to those
directly impacted by the implementation process.

e  Operational teams are available to provide support for the change.

COBIT 2019 emphasizes the importance of communicating the reasons for the
change and establishing an appropriate method of implementation:

BAI 05.03 Communicate Desired Vision

Communicate the desired vision for the change in the language of those affected
by it. The communication should be made by senior management and include the
rationale for, and the benefits of the change; the impacts of not making the change;

andthe vision, the road map and the involvement required of the various stakeholders.

Metric Example — Stakeholder feedback on level of understanding of the change.
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BAI 07.06 Promote to Production and Manage Releases

Promote the accepted solution to the business and operations. Where appropriate,
run the solution as a pilot implementation or in parallel with the old solution for
a defined period and compare behavior and results. If significant problems occur,
revert to the original environment based on the fallback/backup plan.

Metric Example — Percent of stakeholder satisfaction with the implemented solution.
BAI 07.07 Provide Early Production Support

For an agreed period of time, provide early support to the users and information
and technology operations to resolve issues and help stabilize the new solution.

Metric Example — Number of additional staff resources provided for support.
(ISACA, 2018).

Step 8 lllustration

Testing of the new system for the electronic master price list is complete and the
benefits of the system have been communicated to affected system users. To provide
for the safest implementation possible, the system changes are implemented using
a parallel simulation approach. Support staff have been trained and made available
to assist system users.

Step 9: Verify/Validate Change

An evaluation should be made to determine if the implemented change has been
successful and thatitappropriately meets its design specifications. The GTAG (2020)
indicates that the change management process should be evaluated to consider how
well proper procedures have been conducted, were internal control and compliance
requirements followed during the change, and were any lessons learned to improve
the change management process. COBIT 2019 states the importance of reviewing
the implemented change:

BAI 07.08 Perform a Post Implementation Review
Conduct a post-implementation review to confirm outcome and results, identify

lessons learned, and develop an action plan. Evaluate actual performance and
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outcomes of the new or changed service against expected performance and outcomes
anticipated by the user or customer.

Metric Example — Number and percent of releases that fail to stabilize within an
acceptable period.

Step 9 lllustration

Test data provided by Sales works well in evaluating the functioning of the new
electronic master price list, including the options to: (1) transfer quotes automatically
to invoices when there is a customer accepted quote, and (2) the option to allow for
overrides of the master price list for special orders. Results indicate that the change
management process was followed and functioned appropriately.

Step 9a: Back Out (If Unsuccessful)

A basic tenet in regard to backing out of unsuccessful changes to software is that
programmers should make changes to copies of a program rather than the actual
software that is used in operations (Kaitano, 2007). When changes are made directly
to operational copies, it is more likely that quick fixes and inappropriate levels of
testing will be conducted to minimize the downtime of the system. Serious disruption
of company operations can occur if the change later develops issues that could
have been detected if more time had been available for implementation and testing.
Even if changes are successful and are placed in operation, situations could arise
under which the organization would need to return to a prior operating version of
the software. An appropriate system of numbering versions of software could be
invaluable should such a situation arise.

Step 9a lllustration

The electronic master price list was implemented by making the changes to a copy
of the software to allow return to the original processing in case any significant
implementation problems arose. This was unnecessary as the implementation was
successful.

Step 10: Close Request

The GTAG (2020) states that in closing out the request, any lessons learned that
could improve the change management process should be documented and applied
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to improve the process. COBIT 2019 addresses the final step of closing the change
request:

BAI 06.04 Close and Document Changes

Whenever changes are implemented, update the solution, user documentation and
procedures affected by the change.

Metric Example — Percent of user documentation and procedures updates performed
in a timely manner. (ISACA, 2018)

Step 10 lllustration

The changes for the master price list during customer quotations and invoicing
have been appropriately implemented and documented. No new lessons have been
observed that require modification of the change management process.

INTERNAL AUDIT’S ASSESSMENT OF
CHANGE MANAGEMENT

Internal audit can play a significantrole in helping company management to establish
and maintain a proper system of change management. “While IT management’s
responsibility is to protect the production environment and support the organization’s
pursuit of its business objectives, internal auditors should assess and validate that
appropriate risk management processes and controls are in place.” Some examples of
risks associated with a poor change management program include: “unauthorized or
unrecorded changes being applied, system or application failure/downtime, security
issues, inefficient business processes, inconsistent results, and even misstated reports
and financial statements” (GTAG, 2020). This section considers controls that can
be built into the steps of change management and how auditors can best focus their
assurance activities by using a risk-based approach. It concludes by illustrating a
portion a change management audit program.

Common Controls Over Change Management
The GTAG (2020) points out that the review of an organization’s change management
process is permitted to be a stand-alone assessment or a part of a larger scale audit.

The change management engagement should, as aminimum, “validate authorization,
segregation of duties, testing of changes, approval to move changes into production,
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and validate emergency changes. Specific change management controls can be
grouped as follows:

e  Preventive controls that will deny changes unless appropriate procedure is
followed. Some examples of preventive controls include:

° Appropriate authorizations by a change advisory board.

° An implementer does not authorize their own changes.

° Complete and appropriate change documentation.

° Minimum required steps are completed.

e  Detective controls to consider whether completed changes have resulted in
any undesired outcomes. Some examples of detective controls include:

° Uncovering changes that have not been properly authorized.

° Monitoring of appropriate change management metrics.

e  Corrective controls that take predetermined actions when undesirable results
occur as a result of a completed change. Some examples of corrective controls
include:

° Post-implementation reviews.

° The feeding of change information into early problem diagnosis steps.

e  Migration controls to help ensure a smooth transition to the production
environment. Some examples of controls over migration include:

° Migration of a change should be completed by someone independent
of the development team in order to reduce the risk of unauthorized
changes.

° Security access profiles of persons migrating a change should be
checked to ensure that only authorized persons can migrate a change.
(GTAG, 2020)

A Risk-Based Approach to Change Management Assessment

Internal audit functions do not have the resources to review every aspect of the
organizations in which the work. For this reason, engagement plans for internal
audit should be based on a risk-based approach. A risk assessment process can be
defined as the identification and prioritization of risks. A quantitative approach to
risk assessment would involve having internal audit compute exposure values for
identified risks by taking the potential financial loss of an event occurring times its
risk or probability of occurrence. Internal audit can then use the size of the resulting
exposure values and other qualitative criteria to assist them in determining the scope
and magnitude of areview. In an audit of the change management and control processes
of an organization, the GTAG (2020) suggests that internal auditors should consider
some of the following general steps in assessing a change management program:
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e  Understand basic change management components and how the organization
implements them.

e  Determine whether management has a method to report metrics for process
results and effectiveness.

e  Determine whether such metrics are actually being used to monitor the
processes and promote continuous improvement.

e Confirm whether management has established a secure production
environment so that only responsible persons can implement changes.

e  Verify that changes to the production environment are documented and
maintained in a way that cannot be manipulated or destroyed.

In making concluding audit observations, internal auditors should present both
the business value that effective change management processes provide, along with
the risks that result when ineffective processes are followed.

lllustration of a Change Management Audit Program

It is a common audit practice to require an audit program to ensure that auditors
take appropriate steps to collect and evaluate evidence regarding an assessment of
an activity. Table 1 presents an example of one section of a sample audit program
for change management.

PATCH MANAGEMENT PROCESS

The process of patch management is an essential part of overall system management
thatinvolves the acquisition, testing, and deployment of system or application updates,
known as patches, to lessen perceived system vulnerabilities or improve operational
efficiency. The concept of patch management can logically be considered as a smaller
scale version of the process of change management which is concerned with major
system-wide modification activities (Zanzig, Francia & Francia, 2014). All too often
organizations are hesitant to develop an appropriate timetable that will enable them
to efficiently implement their patching activities. Cavusoglu, Cavusoglu and Zhang
(2004) point out that asynchronous patch update is common in practice due to both
the managerial costs of patching and concern over the operational risks involved.
The unfortunate result is that many systems remain unpatched for months or even
years due to a sporadic approach to making needed modifications that provides
little, if any, consideration of prioritization and scheduling issues (Shostack, 2003).

An important component in the patch management process is ensuring user
compliance with update and vulnerability issues regarding patch management. For
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Table 1. lllustration of Change Management Audit Program

Segregation of Duties

Control Objective: To delegate responsibilities such that unintentional errors or intentional, inappropriate
actions will be detected.

Risk: Unexpected to adverse results.

Control: At a minimum, separate people/groups perform the responsibilities for change advisory/approval
and implementation. Ideally, a separate person or group performs design change and testing of the changes.
When this is not feasible or ideal, appropriate detective or monitoring controls are in place.

Work Steps:

m Validate that changes are reviewed and approved by an appropriate level of management.

m Validate that those who approve changes do not have access to implement them in the production
environment.

m Determine how changes are tested to ensure they function as intended and do not impair the integrity,
availability, or confidentiality of data.

m Validate that appropriate detective or monitoring controls are in place to mitigate or enhance segregation of

duties controls.

(GTAG, 2020)

instance, during the planning stage, the patching objectives must first be defined by
identifying the current vulnerabilities of the system. Also, during the preparation for
patching, metrics need to be established and anticipated system changes documented.
A comprehensive set of metrics can be delineated into three non-mutually exclusive
characterizations: organizational, operational, and technical. Organizational metrics
assess the effectiveness of the organization’s standards, polices, and procedures used
to enhance security. Operational metrics describe how organizational policies and
procedures are implemented by technical staff. Finally, the technical set of metrics
assesses the adequacy of security imposed on system components (Zanzig, Francia,
& Francia, 2019).

COBIT 2019 provides management objectives that can be linked to capability
levels for a variety of process activities to assist an organization in assessing the
capability level of its patch management process. The Cybersecurity Maturity Model
Certification (CMMC) Framework provides a maturity-level model for measuring
the capability of an organization to deal with new and evolving cyber threats and
intrusions. Together these frameworks weigh the importance of a proper approach
to evaluate technology changes while considering accompanying security issues.
The next three sections of this chapter present: a description of the COBIT 2019
Capability Levels for Processes model (COBIT model), an explanation of the CMMC
and its relationship to levels of the COBIT model, and how these two prominent
frameworks can be applied to assess an organization’s system of patch management.
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COBIT 2019 CAPABILITY LEVELS FOR
PROCESSES (COBIT MODEL)

Activities associated with the management objectives of the COBIT 2019 Framework

have a capability maturity level assigned to them from the capability levels shown
below:

Level 0: Ad-hoc

e  Lack of any basic capability.

e  Incomplete approach to address governance and management purpose.
e  May or may not be meeting the intent of any process practices.

Level 1: Performed

The process more-or-less achieves its purpose through application on an incomplete
set of activities that can be characterized as initial or intuitive—not very organized.

Level 2: Managed

The process achieves its purpose through the application of a basic, yet complete,
set of activities that can be characterized as performed.

Level 3: Established

The process achieves its purpose in a much more organized way using organizational
assets. Processes typically are well defined.

Level 4: Predictable

The process achieves its purpose, is well defined, and its performance is (quantitatively)
measured.

Level 5: Optimizing

The process achieves its purpose, is well defined, its performance is measured to
improve performance and continuous improvement is pursued. (ISACA, 2018)
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CYBERSECURITY MATURITY MODEL
CERTIFICATION (CMMC) FRAMEWORK

The CMMC framework builds on the Defense Federal Acquisition Regulations
Supplement (DFARS) 252.204-7012, Safeguarding Covered Defense Information
and Cyber Incident Reporting. It is developed by the Office of the Undersecretary
of Defense for Acquisition and Sustainment (OUSD A&S), University Affiliated
Research Centers (UARCs), Federally Funded Research and Development Centers
(FFRDC), and Industry stakeholders (Office of the Undersecretary of Defense, 2021).

The framework essentially requires third party assessments of Department of
Defense (DoD) organizations’ compliance with mandatory practices, procedures
and capabilities that are capable to adapt to new and evolving cyber threats and
intrusions. In particular, these organizations refer to those entities that belong to the
Defense Industrial Base (DIB) sector handling Controlled Unclassified Information
(CUI). CMMC is primarily intended to serve as a verification mechanism to ensure
that DIB companies implement appropriate cybersecurity practices and processes
to protect Federal Contract Information (FCI) and CUI within their unclassified
networks. CUI refers to the information created or possessed by the Government or
by an entity on behalf of the Government requiring access and dissemination controls.
Evidently, a security breach in the protection of CUI could lead to an increased risk
in national security. The astute reader is referred to the DoD CUI Program website
(U.S. Department of Defense, 2021) for a comprehensive treatment on the subject.

As previously stated, the CMMC framework consists of processes and best
practices gleaned from various cybersecurity standards, frameworks, and other
references. These processes and practices are organized into a set of 17 domains
and mapped into five maturity levels.

The CMMC Framework Domains

The 17 CMMC Framework domains (Carnegie Mellon University and The John
Hopkins University Applied Physics Laboratory, LLC, 2020) are as follows:

e  Access Control includes access and authorization control mechanisms.

e  Asset Management involves identification, documenting and managing
assets.

e Audit and Accountability includes audit requirements and processes,
protection of audit information and management of audit logs.

e  Awareness and Training provides for the security awareness training of
personnel.
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e  Configuration Management establishes configuration baselines and enables
configuration and change management.

e  Identification and Authentication provides identification and authentication
mechanisms including password policies.

e Incident Response enables incident response planning, development, testing
and review.

e  Maintenance involves maintenance management including controls for
conducting system maintenance, off-site maintenance, and media acquisition.

e  Media Protection includes the identification, protection, control, and
sanitization of media.

e  Personnel and Security involves the screening of personnel and the protection
of CUI during personnel actions.
Physical Protection includes the policies and practices for physical protection.
Recovery includes backups and business continuity planning.

e  Risk Management involves risk identification, mitigation and general risk
management including those in supply chain.

e  Security Assessment includes the development and management system
security plans and controls.

° Situational Awareness includes policies, practices, and effectiveness metrics
for situational awareness.

e  System and Communication Protection entails the development of security
requirements and controls for systems and communications.

e  System and Information Integrity includes the identification and management
of information system flaws, network and system monitoring, and advanced
email protections.

The CMMC Framework Maturity Levels

The CMMC framework consists of five certification levels indicating the maturity
and resiliency of an organization’s cybersecurity infrastructure for safeguarding and
securing CUL The CMMC requires that the organization (contractor) should have a
current (i.e., no older than 3 years) CMMC certificate at the CMMC level required
by the contract and maintain that certificate at the required level for the duration of
the contract (U.S. Department of Defense, 2021). Note that not all five certification
levels may be required by the DoD contract. However, each level, except the first,
is contingent upon achieving certification of the preceding level. The following
describes each level of the CMMC framework, and the practices found within the
Configuration Management (CM) domain, if any.
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At CMMC level 1, the practices are focused on the protection of FCI. It entails
the basic safeguarding of federal contract information through rudimentary cyber
hygiene.

CMMC level 2 is basically a bridge between levels 1 and 3. This level requires
creating documented practices and policies on CMMC implementations for the
purpose of repeatability.

e  CM 061. Establish and maintain baseline configurations and inventories of
organizational systems.

e CM 062. Employ the principle of least functionality by configuring
organizational systems to provide only essential capabilities.

o  (CM 063. Control and monitor user-installed software.

o  CM 064. Establish and enforce security configuration settings for information
technology products employed in organizational systems.

o CM 065. Track, review, approve, or disapprove, and log changes to
organizational systems.

° CM 066. Analyze the security impact of changes prior to implementation.
(CMMC, 2020)

CMMC level 3 requires the establishment, maintenance, and resource planning
for the implementation of practices for the protection of CUI. Essentially, it covers
all the security requirements specified in NIST SP 800-171 and practices from other
standards with the ultimate goal of mitigating risks. The CMMC Frequently Asked
Questions (FAQs) website describes the connection of the CMMC v1.2 with the NIST
SP 800-171 rev 2 (Ross, Pillitteri, Dempsey, Riddle, & Guissanie, 2021) as follows:

CMMC Level 3 includes the 110 security requirements specified in NIST SP 800-
171. The CMMC Model also incorporates additional practices and processes from
other standards, references, and/or sources such as NIST SP 800-53, Aerospace
Industries Association (AIA) National Aerospace Standard (NAS) 9933 “Critical
Security Controls for Effective Capability in Cyber Defense”, and Computer
Emergency Response Team (CERT) Resilience Management Model (RMM). (Office
of the Undersecretary of Defense for Acquisition & Sustainment, 2020).

o  (CM 067. Define, document, approve, and enforce physical and logical access
restrictions associated with changes to organizational systems.

° CM 068. Restrict, disable, or prevent the use of nonessential programs,
functions, ports, protocols, and services. (CMMC, 2020)
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CMMClevel 4 requires the review of practices for effectiveness using established
metrics. Further, it calls for corrective actions when necessary and focuses on
mitigation of risks on CUI resulting from Advanced Persistent Threats (APTs).

e  CM 073. Employ application whitelisting and an application vetting process
for systems identified by the organization. CMMC, 2020)

CMMC level 5 is involved in the standardization and optimization of processes
and practices for the protection of CUI from APTs. At this level, it is expected
that the organization has the capability to develop and implement sophisticated
cybersecurity mechanisms to address Tactics, Techniques, and Procedures (TTPs)
associated with APTs.

° CM 074. Verify the integrity and correctness of security critical or essential
software as defined by the organization. (CMMC, 2020)

Figure 1 compares capability/maturity levels of the COBIT 2019 and CMMC
v1.02 frameworks.

APPLYING THE FRAMEWORKS

The proper functioning of technology requires that organizations possess the agility
to quickly and skillfully adapt to meet ever-changing processing requirements. The
COBIT 2019 and CMMC frameworks provide a means to evaluate an organization’s
process of carrying out technology changes to help ensure that such changes are
accomplished using best-in-class practices that minimize disruption to company
operations. This section presents examples illustrating how organizations can apply
the COBIT 2019 and the CMMC frameworks to measure the capability/maturity
level of their change management process in an information system environment.

lllustration of Linking COBIT Management
Practices to Capability Levels

Table 2 illustrates that specific activities associated with the COBIT BAI 06.02
management practice are assigned a capability level from the previously described
COBIT Model.

To help an organization measure its level of capability for a process, the COBIT
2019 framework assigns activities and an accompanying capability level to each of
its management practices.
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Figure 1. Capability/Maturity levels of the COBIT 2019 and CMMC frameworks

Maturity Level

COBIT-2019

Optimizing
Process

Well defined processes,
performance measured and
continuous improvement
pursued

Predictable
Process

Well defined processes, and
performance measured

Established
Process

Process achieves its
purpose and much more
organized

Managed
Process

Application of basic and
complete set of activities
characterized as performed

Performed
Process

CMMC v1.02

Optimizing
Process

Standardized and optimized
processes and practices for CUI
protection, sophisticated
mechanisms

Reviewed
Process

Review processes for
effectiveness using
established metrics

Managed
Process

Establishment, maintenance,
and resource planning for the
protection of CUI

Documented
Process

Create documented practices
and policies for the
protection of CUI

Performed
Process

lllustration of the Application of the COBIT 2019 and CMMC
Frameworks on an Instance of Patch Management

Table 3 illustrates a side-by-side comparison of the COBIT 2019 framework with

the CMMC v1.02 framework at each capability/maturity level.

Table 4 illustrates the same side-by-side comparison as Table 3 but substitutes
proposed patch management activities/practices that correspond with the original

frameworks.
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Table 2. Linking COBIT management practices to capability levels

BAI 06.02 Manage Emergency Changes

Carefully manage emergency changes to minimize further incidents. Ensure the emergency change is
controlled and takes place securely. Verify that emergency changes are appropriately assessed and
authorized after the change.

Metric Example — Number of emergency changes not authorized after the incident.

Activities: Capability Level:

Activity 1:
Define what constitutes an emergency change.

Activity 2:
Ensure that a documented procedure exists to declare, assess, approve
preliminary, authorize after the change, and record an emergency change.

Activity 3:
Verify that all emergency access arrangements for changes are appropriately 3
authorized, documented and revoked after the change has been applied.

Activity 4:

Monitor all emergency changes and conduct post-implementation reviews
involving all concerned parties. The review should consider and initiate
corrective actions based on root causes such as problems with business
process, application system development and maintenance, development and
test environments, documentation and manuals, and data integrity.

(ISACA, 2018)

FUTURE RESEARCH DIRECTIONS

The updated GTAG by the Institute of Internal Auditors provides a significant
enhancement to change management practices. Despite these significant efforts
in streamlining the practices, there remain organizational aspects of change and
patch management that need to be addressed. These issues suggest the following

research directions:

Development of a system that facilitates an effective communication channel
between IT practitioners and internal auditors with regard to change and
patch management. This entails the development of an automated system to
effectively eliminate gaps and errors and to streamline the process of change
and patch management.

Development of a formal framework for modeling the states of change and
patch management processes. The development of a formal framework
provides a theoretical foundation for rationalizing each segment of the change
and patch management process. A semi-Markov model may be suitable for
this proposed formal framework.
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e  Development of an agile methodology to address the change management
issues related to rapid advancements in technology and cybersecurity. This
entails the design and development of change management processes that
are flexible and adaptable to field advancements using the agile development
techniques.

Table 3. Original framework activities/practices

COBIT 2019 (ISACA, 2018) CMMC v1.02 (CMMC, 2020)
Domain Domain
Build, Acquire and Implement (BAI) Configuration Management
Practices Capabilities
CO013 Establish Configuration Baselines
BAI 03.10 Maintain solutions. C014 Perform Configuration and Change
Management
Activities Capability Practices Maturity
Level Level
Activity 1:

Develop and execute a plan for the
maintenance of solution components.

Include periodic reviews against Practices
business needs and operational 2 CM 061, CM 062, CM 063, CM 064, 2
requirements such as patch CM 065 and CM 066.

management, upgrade strategies, risk,
privacy, vulnerabilities assessment and
security requirements.

Activity 2:
imeanee s o et |3 | Practies 3
fenance activity on cur CM 067 and CM 068.

solution design, functionality and/or

business processes.

Activity 3:

Ensure that the pattern and volume of 4 Practice 4

maintenance activities are analyzed CM 073

periodically for abnormal trends.
Practice 5
CM 074

CONCLUSION

The purpose of an assurance engagement is to provide an independent assessment
of an organization’s ability to implement a proper system of governance, risk
management, and control processes (Anderson et al., 2017). This chapter considers
assurance over changes to an organization’s information technology from two

190

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

Assurance for Change Management With COBIT 2019 and CMMC Maturity Frameworks

Table 4. Corresponding patch management activities/practices

COBIT 2019 (ISACA, 2018)

CMMC v1.02 (CMMC, 2020)

Domain

Domain

Build, Acquire and Implement (BAI)

Configuration Management

Practices

Capabilities

BAI 03.10 Maintain solutions.

C013 Establish Configuration Baselines

CO014 Perform Configuration and Change

Management

Capability

Activities Level

Practices

Maturity
Level

Activity 1:

1. Develop and execute a plan for
automated patch management for
systems and application software

Practices

CM 061, CM 062, CM 063, CM 064,
CM 065 and CM 066

1. Maintain baseline configurations
and inventories of system and
application software.

2. Ensure essential capabilities are
maintained during the patching
process.

3. Control and monitor the patching
of user installed software.

4. Ensure that security configuration
settings are maintained after
patching.

5. Track, review, approve or
disapprove and log all patching
activities.

6. Test system and application
software after patching.

Activity 2:

1. Engage the stakeholders in the
patching process.

2. Ensure that the patching process
conforms with the change management
procedures.

Practices

CM 067 and CM 068

1. Document and enforce physical
and logical access restrictions during
the patching process.

2. Ensure that nonessential features,
functions, ports, and services remain
disabled after the patching process.

Activity 3:

1. Continue to monitor the systems and
applications affected by the patching
process.

Practice

CM 073

1. Review and update the application
whitelist. Apply the vetting process on
new applications.

Practice

CM 074

1. Verify the integrity and correctness
of patch prior to the actual patching
process.

2. Approve or disapprove the patch
based on the result of the verification
process.
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primary perspectives. First, is a detailed summary of internal audit literature on
the proper steps of change management, including various control issues and how
an internal auditor can apply a risk-based audit approach using a planned audit
program. Secondly, it considers how an assessment of an organization’s change/patch
management activities could be used to rank an organization’s capability/maturity
level in its technology environment in terms of established models covering both
functionality and cybersecurity issues.

The side-by-side comparison of the COBIT 2019 and the CMMC frameworks
illustrates the generic nature of the COBIT 2019 practices and the specificity of the
CMMC practices. This is to be expected since the CMMC framework is intended to
apply to a specific area, cybersecurity, and to a specific sector of society, the DIB.
Indeed, it is apparent that the practices in each framework progress in conformance
with the requirements of each level of the capability/maturity models. Measuring
change/patch management from the perspective of capability/maturity levels gives an
organization assurance of whether they are accomplishing continuous improvement
by achieving higher levels of capability/maturity over time.
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KEY TERMS AND DEFINITIONS

Change Management: A disciplined approach to controlling change and its
intended or unintended effects.

Compliance: The state of complying with all rules, laws, regulations, standards,
and ethical practices that apply to the organization.

Internal Controls: Systematic measures instituted by an organization to ensure
the integrity of its operations.

Maturity Level: The degree of the formality and optimization of a process.

Patch Management: A systematic approach to acquiring, validating,
implementing, and deploying a system patch.

Risk Management: A systematic approach to identifying threats and controlling
the impact of uncertain events as a consequence of their realization.
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ABSTRACT

Disaster recovery management requires agile decision making and action that can
be supported through business intelligence (Bl) and analytics. Yet, fundamental data
issues such as challenges in data quality have continued to plague disaster recovery
efforts leading to delays and high costs in disaster support. This chapter presents an
example of these issues from the 2005 Atlantic hurricane season, where Hurricane
Katrina wreaked havoc upon the city of New Orleans forcing the Federal Emergency
Management Agency (FEMA ) to begin an unprecedented cleanup effort. The chapter
brings to light the failings in record keeping during this disaster and highlight how a
simple Bl application can improve the accuracy and quality of data and save costs.
It also highlights the ongoing data driven issues in disaster recovery management
that FEMA continues to confront and the need for integrated centralized BI and
analytics solutions extending to the supply chain that FEMA needs to become more
nimble and effective when dealing with disasters.
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INTRODUCTION

The devastation of a violent hurricane can etch lasting images into a country’s culture
and history. Hurricane Katrina, a 2005 Atlantic hurricane, was one such event.
Hurricane Katrina remains one of the strongest hurricanes on record to make landfall
in the United States, reaching Category 5 at its maximum (Knabb et. al, 2005). The
storm affected most of the coastal states along the Gulf of Mexico and ultimately
causing at least $80 billion in damage with over 1,800 confirmed deaths (Swenson
& Marshall, 2006). The storm’s damaging path tracked for over a week starting on
August 23, 2005, before dissipating August 30, 2005 (Knabb et. al, 2005). However,
it was on August 29, 2005, that the storm will be forever remembered as it was on
this date that Hurricane Katrina wreaked havoc upon New Orleans leaving behind
almost unbelievable destruction because of the storm’s crushing surge.

Hurricane Katrina’s storm surge, water pushed towards shore by the force of
swirling winds, set in motion a catastrophic failure of New Orlean’s aging levee
system. This resulted in approximately 80% of the city and many of the nearby
parishes being flooded leaving New Orleans the most devastated location in the
Gulf region (Fritz et. al, 2008). Remnants of the storm surge persisted for weeks. In
addition to the many examples of loss, exploitation, and heroism in New Orleans,
cleanup and recovery throughout the region became imperative (Brinkley, 2007;
Cutteret. al, 2006; Schneider, 2005). The aftermath left the Federal Government with
an unprecedented debris removal effort. It was estimated that the storm generated
behind more than 100 million cubic yards of debris which posed a potential threat
to the public’s health and safety (Luther, 2008). The removal effort was to be tightly
controlled and efficient. Unfortunately, neither prospect proved successful as examples
of abuse and fleecing were reported (Myers, 2006; U.S. Congress, 20006).

In the Fall of 2006, an independent public accounting firm in Cincinnati, OH,
approached the Williams College of Business at Xavier University with an opportunity
to assist with a manpower audit they were preparing for the Federal Emergency
Management Agency (FEMA). The manpower audit was a review of Hurricane
Katrina debris removal for Washington Parish, Louisiana. The firm had completed
a formal review of financials, but required outside expertise to help reconcile and
mine collected debris data with an ultimate goal of applying business intelligence
(BI) to identify unsupported costs for right of way debris removal. They looked to
collaborate with Xavier as a way to provide an opportunity for students and faculty to
participate on atimely, real-world BI project. The project was to be completed during
the Spring of 2007 with final submission to the accounting firm in April of 2007.

This chapter provides an overview of the work performed to identify unsupported
costs resulting from ineligible billing for debris removal. It is organized as follows.
First, it provides an overview of business intelligence and analytics. Second, it
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identifies the debris removal problem for Washington Parish. Next, it discusses data
collection and database development for the project. Third, it reviews the project and
unsupported cost development. Next it describes the value gained by Washington
Parish, the ongoing BI and analytics issues that plague FEMA and the impact that
holistic BI infrastructure and governance practices can have on similar projects.

BUSINESS INTELLIGENCE

Much like past trends in information systems, Bl has a rich background that is several
decades old. BI's background can be traced back to decision support systems (DSS)
in the mid 1960’°s (Power, 2003). The purpose of the first decision support systems
was to help managers make key decisions. Since then, its functionality has been
repackaged with new technology additions. Starting with executive information
systems (EIS), DSS has evolved to real time dashboards to specifically address the
needs of senior executives (Watson and Frolick, 1993) An EIS provides electronic
dashboards, a graphical user interface, that offers an intuitive arrangement of key
measures customized for senior executive needs. Furthermore, it grants senior
management the ability to drill down to the level of detailed data required.

Gaining access to the data required to support dashboards and drill down
functionality can be challenging. Organizational data were mostly in disparate
data sources that required coordination to provide a single integrated view of data
in the enterprise. Data warehouses offered a solution to the data integration issues
of EIS’s. A data warehouse is a specially prepared, integrated repository of data
for decision making in the organization. Data warehousing along with On-Line
Analytical Processing (OLAP) began broadening the realm of EIS and enhanced
access to and manipulation of rich data.

Concurrently, the amount of rich data required for decision making vastly
increased with the dominance of the digital economy. Severe strains were placed
on organizations’ information processing abilities to meet changing information
demands. Business intelligence (BI) and analytics, another phase in the progression
of DSS, provides the needed technology to improve decision-making. It describes
the entire infrastructure (e.g., data warehouses) and analytical tools (e.g., OLAP)
required to integrate and analyze the growing accumulation of organizational data. It
encompasses all the processes and systems needed for gathering, storing, analyzing
and accessing data to improve organizational decision making (Liang, Ting-Pend
and Liu 2018; Watson, 2006).

Today, with the rise of social media and smart devices, large volumes of data
is generated in near real time in different types (i.e., structured, semi structured,
unstructured). The resulting big data revolution has evolved BI and impacted every
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industry (Lee 2017). Data driven decision making has become the norm. BI and
analytics functionality is embedded in various devices that individuals, businesses
and society interact with to enhance quality of life (Walker and Moran 2019). The
BI and analytics market has experienced tremendous growth. It has evolved with the
adoption of new technologies such as cloud computing and storage and cognitive
analytics (Hwang and Chen 2017). As a result, business agility has become easier
for organizations to achieve with cloud storage and analytics enabling faster real-
time decision making (Patil and Chavan 2020).

Enhanced with artificial intelligence and machine learning, advanced analytics has
enabled data driven decision making to be more pervasive across the organization.
Automation of Al based analytics decision making is enabling users to focus on
more complex decision making tasks that require more human judgement (Borges,
Laurindo, Spinola, Gongalves, and Mattos 2020). While algorithmic bias and
ethical implications of Al based analytics is an important issue in the BI industry,
it has led to calls for more regulations globally that has led organizations to step up
governance of analytics (Abal Abas et al 2020). With such ongoing efforts, a more
conscious approach to advanced analytics that accounts for biases, will eventually
enable organizations to adopt responsible, ethical Al analytics solutions for effective
decision making. Consequently, BI that empowers frontline users in an organization
to use BI and analytic tools for more effective decision making is now becoming
a need and a reality within organization (Motamarri, Akter, and Yanamandram
2017). Embedded analytics at the edge is a trend that the Gartner Research sees as a
welcome Bl and analytics initiative that mature analytics organizations are adopting
(Mendoza 2021). Analytics at the edge would enable organizations to sense and
react to changes in the market more quickly as data in front line applications will
be enhanced with analytics.

In the post pandemic economy, BI and analytics based innovation is expected
to be one of the game changing means that organizations plan to use to recover
and succeed (Olavsrud 2021). The global market size of big data and analytics was
estimated at USD 171.39 billion in 2018 and is projected to reach USD 512.04
billion by 2026, rising at a CAGR of 14.80 percent between 2019 and 2026 (PR
Newswire 2020). BI and analytics has become essential infrastructure for firms
of all sizes (Bordeleau, Fanny-Eve, Mosconi, and de Santa-Eulalia 2020). BI and
analytics solutions ranging from simple ‘query and reporting” OLAP applications to
complex cognitive analytics systems with automated predictive dynamic dashboards
are having a tremendous positive impact on businesses (Henrys 2021).

Despite its growing importance and demand in industry, many companies fail
to implement BI and analytics solutions that meet their decision making needs
(Liu, Hang and DeBello 2018). According to Gartner Group, more than 87 percent
of organizations continue to be classified as having low BI and analytics maturity
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(Moore 2018). These organizations have stalled BI efforts characterized by a very
basic level of BI capabilities such as spreadsheet based analyses and personal
extracts. They struggle to modernize and advance their BI and analytics efforts.
Firms continue to struggle to identify the data infrastructure design and analytical
tools that would best suit their organization. They often relying on old technology
thatlacks the capacity to modernize and grow existing decision supportinfrastructure
(Rands 2017). The use of inappropriate, ineffective systems and applications to store
and analyze data propagates the creation of disparate data silos. Correspondingly,
it hinders efficient organizational information processing, impedes the ability to
make agile decision making and may even degrade a company’s existing information
processing performance.

In addition to the lack of knowledge on what data management solution may
fit a given situation, poor data quality is another major issue that impacts BI and
analytics success. According to Gartner Research, the average cost of bad data
quality on businesses ranges between 9.7 million and 14.2 mission annually (Davie
2019). In the US alone, bad data is estimated to cost more than 3 trillion dollars
per year (Redman 2016). Data accuracy and data completeness are among some of
the key data quality problems that plague BI and analytics projects. Data accuracy
indicates if the data accurately represents reality or is a verifiable source while data
completeness describes if all necessary data is present. The BI problem described
in this chapter highlights some of the data quality challenges, as well as general
data analysis issues stemming from data integration issues commonly witnessed in
BI projects today.

METHODOLOGY

In order to understand the BI and analytics issues faced during disaster management,
a case study methodology was utilized. This methodology enables an in depth
exploration and understanding of a real world situation or phenomenon within a
particular context (Tellis 1997). A variety of qualitative data collection approaches
can be used in the case study methodology can be used to gain an understanding of
the business situation such as interviews, documents and materials from the business
situation (Baxter and Jack 2008). Consequently, a descriptive case study approach
enabled the investigation and documentation of the Bl issues faced by FEMA during
the Washington Parish debris cleanup operation.
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THE DEBRIS REMOVAL PROBLEM IN WASHINGTON PARISH

Under the guidance of the Department of Homeland Security, the FEMA was
responsible for the clean-up efforts for Hurricane Katrina (U.S. Congress, 2006). The
goal of the effort was to create a unified workforce among the three stakeholders in
the debris removal effort: the debris removal contractors, independent monitoring
companies, and the truck drivers hauling debris. The debris removal contractors
were responsible for coordinating and completing the loading, hauling, and dumping
of debris. The independent monitoring companies were to provide an unbiased,
on-site assessment of the removal progress, validate the work performed, and
prepare requests for reimbursement from FEMA. The truck drivers assisted in
loading, hauling, and dumping the debris under the direction of the debris removal
contractors. Truck drivers could be independently employed or employed by the
debris removal contractor.

FEMA was responsible for selecting the debris removal contractors for the entire
Gulf of Mexicoregion. Four primary contractors were selected for the debris removal:
Ashbritt Inc., CERES Environmental Services Inc., Environmental Chemical Corp.
and Phillips and Jordan Inc. Each contractor was provided with a $500 million
contract with an additional $500 million option to the Army Corps of Engineers
(Myers, 2006). The primary debris removal contractors subsequently subcontracted
the work to other debris haulers, with many levels of subcontracting that followed.
Ultimately, one debris removal subcontractor (DRS) in a region was responsible for
the removal effort and was required to work directly with an independent monitoring
company (IMC) hired by the Washington Parish. Both the DRS and IMC maintained
records of what was hauled, by whom, when, where from, where to, and the physical
amount being carried on a single trip level.

Debris for removal and reimbursement was classified in two ways: right-of-way
debris and right-of-entry debris. Right-of-way debris exists on public thoroughfares
and impedes traffic, both pedestrian and vehicular. Right-of-entry debris prevents
landowners from accessing to their property from a public thoroughfare. For purposes
of this study, only right-of-way debris removal data was considered.

Six major forms of debris were to be considered for reimbursement for removal
and disposal in the audit. They include: mulch, asbestos, uprooted stumps (stumps),
leaning trees and hanging tree limbs (L&H), construction and demolition (C&D)
debris, and vegetative debris. For landfill and incineration purposes, only vegetative
and C&D debris could be commingled. While each type of waste was able to be
safely disposed, some debris might have been contaminated with toxins or hazardous
constituents. Therefore, timely removal was imperative for overall recovery efforts
to move forward.
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Each debris hauling company was required to certify all trucks with the monitoring
company that were to be used to collect, haul, and dump debris at landfills. The
certification, which included the types of debris that could be hauled and capacity of
the truck, was to be completed prior to hauling. This was a qualification for FEMA
reimbursement. In each case, a certified truck was assigned a number that was to
be displayed on the outside of the vehicle in plain, unobstructed sight. Trucks were
dispatched by the DRS to debris sights for removal and disposal.

Atthe debris site, a carbon paper system was employed to record properties of the
load being hauled and dumped. The truck driver was presented with an individually
numbered five ticket form, completed by hand, by a FEMA agent in full view of
an independent monitor. Items on the ticket included: the longitude and latitude
of the site, time and date of loading, the certified truck number, the landfill or
incinerator for disposal and type of debris to be hauled. The driver would add his or
her name to the form, load the truck with the named debris, and drive the debris to
the designated disposal site. At the site, the driver would pull beneath a monitoring
tower where the form was lifted to an individual employed by the DRS on the perch
via a simply rope and pulley system. The DRS employee verified the truck number,
maximum physical capacity, and type of debris in full view of an IMC employee.
This individual also estimated the percent of the truck’s physical capacity that was
filled in five percent increments. The DRS employee recorded this amount on the
form. All data discrepancies were to be settled on the tower before separating the
tickets. Of the five tickets, two were kept by the DRS, two were kept by the IMC,
and one was then returned to the driver via the rope and pulley system. The driver
kept the form as a personal receipt for reimbursement for service. The drivers, in
many cases, were independent contractors working for fee per haul. Once the form
was secured, the driver would then dispose of the debris at the location.

Washington Parish relied exclusively on an IMC to oversee the activities of
its right-of- way DRS and handle FEMA reimbursement preparation due to the
magnitude of cleanup needed and other pressing needs within the community. The
monitoring contractor’s responsibility included assuring the Parish that costs billed
by the right of way debris removal contractor were accurate and supported. They
had an obligation to reconcile costs with the debris removal contractors before the
Parish submitted reimbursement requests for FEMA funds.

The risk of generating unsupported costs was high. A simple visual review of
data by the accounting firm resulted in questions about the quality of the data being
processed and, ultimately, called into question the billing practices of the IMC. The
accounting firm’s lack of expertise in data handling led them to reach out to Xavier
University for assistance. While the project was time consuming, approximately
100 hours, the task was not complex. The project was initially assigned as a group
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project in an introductory data mining class and later completed by faculty in the
management information systems department.

DATA COLLECTION AND DATABASE DEVELOPMENT

The effort required significant data preparation and assaying. The plan was to create
and reconcile two separate databases from supplied electronic files, one representing
the debris ticket data from the monitoring agency and the other representing the debris
ticket data from the hauling company. For both groups, tickets were gathered and
the hand written data was manually entered into Excel spreadsheets by employees
at both the DRS and IMC. This method of data handling presented many problems
for the project team as data quality was low. Misspellings, inaccurate transcriptions,
and multiple entries posed serious problems.

The IMC supplied twenty-five separate Excel workbooks to the accounting firm.
The workbooks contained over 700 individual spreadsheets in total, each sheet
representing a specific debris type and date of entry. In total, 70,166 tickets had
information entered. Data entry was not performed daily. Instead, compilations of
multiple days of hauling trips were entered together at various times. In addition, the
IMC supplied a list of 536 certified trucks. This data was used to generate billing
to FEMA for reimbursement.

For the DRS, 683 separate Excel spreadsheets were presented for evaluation. In
total, 64,795 tickets had information entered. In a similar manner to the monitoring
company’s data entry, each sheet represented a specific debris type and data of
entry. Again, data entry was not performed daily. In addition, the hauling company
supplied an Access database as an attempt to consolidate the spreadsheets. After
comparing just one spreadsheet for Vegetative debris to the database and finding
numerous errors, the students concluded that completeness should be called into
question. So, the prepared database was abandoned as a source for comparison.

For both groups, spreadsheet formatting was similar by debris type. The
formatting followed the standard entries from the work tickets. For completeness,
121 spreadsheets for monitoring data and 137 spreadsheets for hauling company
data needed reformatting. This effort was necessary as Visual Basic routines
were generated to automatically retrieve debris specific data and place them into
preformatted Access database tables. Upon completion, two separate databases were
constructed with six tables contained within each, five for the debris types and one
for the certified trucks. Figure 1 represents final ticket counts by organization in
the initial databases.
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Figure 1. Count of tickets by organization

Debris Type IMC DRS
Asbestos 16 29
L&H 2,652 3,030
Mulch 8,132 8,681
Stumps 5,492 5,324
Vegetation'C&D 53,874 47,731

PROJECT REVIEW AND UNSUPPORTED
COST DEVELOPMENT

As this was a governmentally funded manpower audit, there were limitations as to
what could be considered for unsupported claims. For purposes of this study, the
Xavier team (XU team) was limited to the examination of four specific areas of
potential unsupported costs: multiple records for a single ticket, overcapacity hauling,
uncertified hauling vehicles, and mis-certified hauling equipment.

Multiple Data Entries

The first comparison was multiple entries for a single ticket. Multiple records were
discovered by count querying on individual ticket numbers. The XU team found
multiple entries in the DRS’s data for asbestos, L&H, and mulch, but none in the
IMC'’s same debris data. This did not present a problem as only the monitoring
data was used in FEMA reimbursement billing. For root debris, the XU team
discovered 526 tickets had been assigned an additional character to the end of their
ticket number. After consulting with the IMC, the team was informed that these
tickets had voided and already marked as unsupported claims. For the vegetative and
C&D debris data, the team found 6,143 multiple entries in the IMC’s data. Of these
entries, 297 were entered into the databases from three to five times. The database
included a staggering 1,527 entries for the 297 single tickets. After consultation with
the monitoring agency, it was determined that while this was a data entry problem,
they were going to allow a maximum of two separate entries for the same ticket
number in this debris category. So, at most, only 594 entries would be permitted.
This would leave 933 questionable entries that had been billed.

Overcapacity Hauling
After removing all questionable entries from the monitoring agency’s database, the

project focused on overcapacity hauling. The Parish based reimbursement payments
to the DRS on estimation of cubic yards hauled to the dump locations. As stated
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previously, a DRS employee was perched on an elevated tower at the debris disposal
site and visually estimated the quantity of debris in the trucks. Guidance from FEMA
and the IMC showed that it is unallowable for a truck to be 100 percent full when
carrying vegetative or construction and demolition debris. However, the monitor’s
database included 2,457 truckloads of vegetative and C&D debris estimated at 100
percent per truck. In addition, according to FEMA guidance, estimates of capacities
from towers were to be in five percent increments. Because it was not feasible for
trucks to be 100 percent full, the maximum capacity claimed should have been at
a maximum at 95 percent. Thus, five percent of costs claimed for these loads were
questioned.

Uncertified Trucks

The IMC provided a list of 536 trucks with certified capacities for hauling debris. The
listincluded eleven loading vehicles which should not have been certified leaving us
with a total of 525 certified trucks. None of the eleven machines billed for service.
The XU team matched this list with load tickets included in the generated database
for the IMC. The load tickets identified actual trucks which hauled the debris. The
comparisons identified 365 trucks in the monitor’s database that hauled debris but
were not on their list of certified trucks. After questioning the monitoring agency,
additional documentation was supplied that supported 308 of the 365 trucks which
billed for reimbursement. Documentation was not available for the remaining 57
trucks. Without official certification, the cost of debris hauled in each of truck was
not eligible for reimbursement.

Mis-Certified Equipment

The IMC followed the FEMA definition of a certifiable debris hauling vehicle
(FEMA, 2003). Therefore, machines used to assist loading were not eligible for
certification. Of the 308 trucks that were deemed certified by the IMC in response
to the XU team’s questioning, 171 were loaders and other non-hauling equipment.
In many cases, a certified truck would carry a motorized loader to assist with large
debris. While these machines were participants in loading, they were not eligible
for reimbursement by FEMA. Ultimately, 662 trucks were deemed certified to haul
debris.

Unsupported Cost Development

After full consolidation from project findings, the XU team was left with a total of
63,497 allowable tickets (See Figure 2).
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Figure 2. Consolidated database

Debris Type Ticket Count
Asbestos 16
L&H 2,652
Mulch 8,132
Stumps 4,966
Vegetation'C&D 47,731

This represents the XU team’s best attempt to generate a complete database for
reimbursement. The Xavier analytics team submitted the findings to the accounting
from in April of 2007. After valuing the team’s four findings, the accounting firm
compiled and returned to us the following unsupported costs:

e  The 933 questionable multiple entries had total unsupported billing of
$375,000,

e  The 2,457 truckloads of vegetative and C&D debris that were estimated at
100% capacity were revalued at 95% capacity. The 5% reduction represents
$96,700 in unsupported billing,

The 57 uncertified trucks had total unsupported billing of $64,000,
The 171 loaders and other non-hauling equipment that were not reimbursement
eligible represented $208,000 in unsupported billing.

Thus, total unsupported claims recognized for purposes of this study summed
to $743,700 (OIG, 2007). This amount represents 1.2% of the total approved and
paid reimbursements from FEMA for debris and removal in Washington Parish.

DECISION SUPPORT IN DISASTER RESPONSE

Debris removal in Washington Park reveals severe issues with data capture and
reporting for decision making in the aftermath of a major disaster. Fleecing was
rampant during Katrina according to Myers (2006). In Louisiana and Mississippi
alone, the collection, hauling and smashing of debris cost well over 2.5 billion due to
the large number of contracts and various tiers of subcontractors that were involved
in the cleanup operations. Rapidly deploying infrastructure and feeds to capture
data for agile decision making would have exposed irregularities and discouraged
mishandling due to data inconsistencies.
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According to Roberts (2017) there have been many positive changes to FEMA
since Katrina from better leadership to a more local community based approach
to post-disaster management. He describes the creation of a social media inspired
collaborative bottom up response for disaster management that has emerged since
Katrina that enables faster data collection for decision making. However, these
new data feeds that are adopted ‘on the go’ as disasters strike are unstandardized.
Coincidently, they create more disparate data feeds that cannot be easily reconciled
further propagating integration issues.

After the trials of Katrina, FEMA was given more authority to move resources to
impending disaster sites prior to the disaster, to provide a more immediate response
once the natural disaster occurs (Roberts 2017). Hurricane Harvey serves as a good
example of pre-disaster preparation of resources near the flood zone that was easily
deployed after the hurricane struck. This could become a more efficient process
supported by forecasting tools and a more data intensive, standardized supply chain
process. This would enable greater agility on the ground - post disaster (Gunessee,
Subramanian, and Ning 2018). Supply chain agility is crucial to disaster relief and
humanitarian efforts (Dubey, Ali, Aital and Venkatesh 2014).

In addition, the importance of transparency in information diffusion is well
documented in disaster management (Altay and Pal 2014; Dubey Altay and Blome
2019). Recent research by Dubey, Bryde, Foropon, Graham, Giannakis and Mishra
(2020), further suggests that information sharing and transparency can create almost
immediate trust among various groups involved in disaster management. This can
improve disaster response, cut costs and improve the overall disaster management
supply chain. Data driven decision making tools such as BI and analytics are
essential features of the disaster management supply chain to create greater sharing,
visibility and swift trust. Had such a network been part of FEMA’s arsenal during
the Washington parish cleanup in the aftermath of Katrina, the time taken for the
cleanup, potential fraud and immense costs incurred could have been minimized.

Over the years, FEMA has embraced BI and analytics to its natural disaster
prediction process. The sophisticated GIS systems utilized with complex algorithms
and Al to forecast the path of a storm, counties affected, etc... are impressive (Altay
and Narayanan 2020). However, in the aftermath of major disasters such as hurricane
Katrina, FEMA has continued to struggle with data issues and reporting issues.
According to a 2019 audit by the Office of the Inspector General, a myriad of IT
problems related to data hindered the 2017 response and recovery operations by
FEMA (OIG 2019). These challenges included: (1) problems with lack of integration
of data feeds when dealing with both internal and external entities within the supply
chain, (2) decentralized data practices that do not provide consistent integration and
roll up of data in the supply chain to a central data infrastructure, and (3) the lack
of centralized governance structures and practices.
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Cloud BI and analytics infrastructure has made it more feasible for both large
multinational corporations as well as SMEs to gain data integration with lower
setup costs (Halper and Stodder 2016). It has improved integration and agility at a
lower cost than in the past which has made real time decision making a reality in
business (Mihaela 2015). This same infrastructure can be a viable option for FEMA
to reduce data quality issues, achieve greater integration and enhance its disaster
management supply chain.

FUTURE RESEARCH DIRECTION

Through the adoption of technology, FEMA disaster management has slowly evolved
and improved over time. However, compared to the adoption of data driven decision
making technologies by private enterprise, FEMA has along way to go. While Bl and
analytics practices in organizations are less similar to crises and disaster management,
future research in this space can examine how existing BI and analytics efforts by
organizations can be translated to FEMA disaster management.

Research is needed on how data practices can be adopted to combat fleecing
during disasters. More specifically, researchers need to address how analytics and data
transparency be implemented to combat fleecing. There is a need for a framework to
examine how agile principles can be applied to the rapid deployment of Bl and analytics
in high tech and low tech infrastructure environments like disaster management out
in the field. More research is needed on how integration and standardization of data
collection and reporting be achieved for data driven decision making in disaster
aftermath. Existing supply chain research can be extended to discuss how agile supply
chain principles, that organizations with mature BI infrastructure use, be adopted
to disaster recovery and cleanup practices at organizations such as FEMA. As BI
and analytics technology continues to advance, researchers in this space can explore
how new BI and analytics technologies such as Al driven analytics automation or
advances in cloud computing be adopted to disaster management in a viable manner.

CONCLUSION

The nature and large number of anomalies demonstrate that the IMC did not maintain
sufficient records to support the assurances provided to the Parish that the costs
billed by the DRS were accurate. With simple integrated database that reduced
redundancies, the monitoring contractor would have been able to identify the specific
load tickets and other documentation that supported individual invoices from the DRS
and thus relieving some concern of unsupported costs. Instead, under the direction
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of the instructor, a student team in the introductory data mining class was able to
create a data extraction routine, carryout data cleansing to improve data accuracy
and completeness, build a relational database and finally create straightforward BI
reports to identify issues with over billing.

The problems with data accuracy and data completeness described here resulted
in 1.2% overbilling. If the amount to the total debris removal budget of FEMA is
generalized for the entire Gulf region, the conclusion is a staggering $30 million. The
possibility that FEMA may have incurred such a staggering cost due to overbilling
is tragic in the wake of a disaster such as Katrina and the financial ruin brought to
most of its victims. Yet the financial ramifications resulting from the data quality
issues faced by FEMA is a mere example of the costs associated with dirty data.

Data quality remains a global data managementissue despite technology advances
as the new world of self service has made data quality a more complex issue (Dennis
2019). According to Experian, 90 percent of organizations recognize the impact of
lack of data accuracy and data completeness on company financials yet still struggle
to establish a data quality strategy (Vescovi 2008). Furthermore, financial hazards
are not the only risks that organizations face due to dirty data. Inaccurate data are
making organizations more susceptible to government data regulations such as
Sarbanes Oxley. There are simple strategies that an organization could follow to
enable high data quality within their BI implementations. These include creating
validation routines for data entry, exposing shoddy processes, changing human
practices, and gaining executive support for data quality strategies. Ultimately,
ensuring high data quality is one of the critical success factors that influence the
overall success of BI and analytics within organizations.

Collaborative efforts, such as the example described within this piece, are often
eye opening events for academicians and practitioners alike. Each gains insight into
the other’s areas of expertise. With the need for broader applications of business
intelligence, organizations are able to utilize skill sets often unavailable to them
in-house. In addition, these organizations are able to better evaluate the viability
of training their own employees with these skill sets. Likewise, universities gain
real-world insight into business problems and are able to bring this experience to
their students. This allows students to gain invaluable experience and exposure
to business problems in a controlled environment. In this case, both sides, the
independent accounting firm and Xavier University, were completely satisfied with
the collaboration and look to continue the association into the future. Additionally,
the collaborative partnership reveals the importance of a simple integrated Bl solution
thatif expanded to FEM A’s disaster management supply chain can vastly enhance the
postdisaster operations of FEMA and improve its agility during humanitarian crises.
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KEY TERMS AND DEFINITIONS

Agile Development: A group of software development methodologies based on
iterative development, where requirements and solutions evolve through collaboration
between self-organizing cross-functional teams.

Analytics: Anumbrella term for data analysis applications. Itis the use of “rocket
science” algorithms (e.g., machine learning, neural networks) to analyze data.

Artificial Intelligence (AI): Applies advanced analysis and logic-based techniques
to interpret events, support and automate decisions, and take actions.

Augmented Analytics: The use of enabling technologies such as machine learning
and Al to assist with data preparation, insight generation and insight explanation to
augment how people explore and analyze data in analytics and BI platforms.

BI Cloud: An external service provider hosts the technical infrastructure for BI
(e.g., servers, BI software) and company data is transmitted, stored, analyzed, and
the analyses returned over the internet.

Business Intelligence: A broad category of applications, technologies, and
processes for gathering, storing, accessing, and analyzing data to help business
users make better decisions.

Data Warehouse: Provides a single version (or source) of the truth for decision
support data. The data is extracted from source systems (e.g., operational systems,
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ERPs), transformed (e.g., consistent formats), integrated (e.g., around a common
key, such as a customer ID), and loaded into the data warehouse.

Machine Learning: Composed of many technologies (such as deep learning,
neural networks and natural language processing), used in unsupervised and supervised
learning, that operate guided by existing data.
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ABSTRACT

The use of information technology and decision support concepts at the operational
business level were slow to take hold in the 20" century. In 2010, the authors
documented the evolution and current state of the field of business intelligence and
analytics (BIA). In the last decade, however, through the resurgence and mainstream
use of artificial intelligence, machine learning algorithms, the development of
inexpensive cloud-basedmass storage, and the internet-of-things, business intelligence
has evolved into data science. In this chapter, the authors trace this evolution across
the diverse areas of data science and identify extremely useful advancements and
best practices in the field.
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INTRODUCTION

Prior to 2010, significant growth occurred in the field of business intelligence (BI),
a discipline more prevalent in practice than in theory. While there were a number of
professional and consulting organizations, few universities had created or adapted
their research at that time. BI was thought by some, to be the latest incarnation of
management information systems (MIS), but a fundamental change has occurred in
the organizational approach to the relevant disciplines. After witnessing the growth
of BI, it is important to visit the changes that have taken place in the last decade.
With the advent of cloud storage, the internet-of-things, and with the assistance
of artificial intelligence and machine learning algorithms, the world has quickly
progressed from business intelligence to data science.

Program offerings now span many schools and departments in universities,
including business, computer science, statistics, and mathematics. Ten years ago,
analytics programs were lumped into rankings with MIS programs. Currently, business
analytics and data science programs abound in undergraduate and graduate settings,
while online graduate programs have also proliferated, each with their own rankings.

By 2021, 98 colleges and universities were offering undergraduate programs and
627 colleges and universities were offering graduate programs and certificates in
the many subfields of data science'. Programs focus in areas such as data analytics,
data mining, cyber security, and marketing analytics to name a few. Online offerings
have abounded.

For purposes of this article, “Data” is considered to encompass all of the traditional
functional activities in business such as marketing, manufacturing, accounting,
finance, distribution and the support operations provided by the transaction processing
systems and other technology. “Science” includes artificial intelligence, machine
learning, applied mathematics, data mining and statistical tools developed to solve
business problems over this same period.

Assumptions

This article examines the ultimate confluence between efficiency-effectiveness
and operational-tactical-strategic. Both dimensions are part of the decision-making
process, that has been examined in many arenas from the psychological to the
managerial. Some decisions support small issues while others have enormous
impact. Theoretical approaches have always advocated for optimize some form
of outcome (broadly defined as minimization of cost or maximization of profit)
through algorithms or formulae. The practical approaches have usually tried to
find “satisfactory” answers through simulation and heuristics. In the end, there
are cost-effectiveness tradeoffs that contribute to the selection of the appropriate
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(or even feasible) decision-making approach. These tradeoffs will be examined on
these two dimensions.

Efficiency is the measurement of Output as a function of Input. The formula is
simple: Efficiency = Output/Input (e.g., miles/gallon). Operations are fine tuned to
ensure the greatest impact of resources in accomplishing a goal. The time-motion
expert charts the operation with a stopwatch and clipboard hoping to save precious
seconds in highly repetitive operations, seconds which add up to dollars with
the operation being repeated thousands or millions of times. On the other hand,
effectiveness is not so easy to define. Traditional definitions like “successful in
producing a desired or intended result” are less than definitive. What is the desired
or intended result? How can it be determined what should be done? Perhaps the
simplified “Efficiency is doing things right and Effectiveness is doing the right
things” provides guidance. Business practitioners have typically used information and
decision technology primarily for efficiency while the academics in the intelligence
community were trying to determine what was effective.

Decisions are made at all levels within an organization. At the tactical level,
decisions tend to be current in time and use highly detailed data. A clerk at a bank
must decide whether to give an automobile loan to a customer based upon the details
of an application. Decisions at this level tend to be highly structured, sometimes quite
complex, but almost always, well defined by policy and algorithm. At the tactical
level, the time horizon grows to weeks, months and maybe a year. Decisions do
not require the level of detail but usually involve aggregated data. For example, a
branch manager might use summary transaction activity data to make a staff planning
decision to assure good service to customers. At the strategic level decisions are
made for the long run. There is very little detail or even accuracy in the numbers
that may be included in these important and usually very unstructured decisions.

THE “DATA” FLOW

The impact of information management technology on organizations and society
increases as new technologies evolve and existing technologies expand. The objective
of acomputer-based information system is to assist management in solving managerial
or organizational problems faster and better than what can be done without computers.
To attain this objective, managers may use one or more information technologies.
As always, technology and business applications are interrelated and work hand-
in-hand. Technologies are developed and are subsequently exploited commercially.

In the 1950s, mainframe computers (IBM and the BUNCH?) were the major
computation tools (Longbottom,2017). Through time sharing, multiple simultaneous
jobs could be processed at the same time, ensuring high processing utilization levels.
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With the appearance of more affordable midrange or minicomputers? in the 1970s
and 1980s, computing power became accessible to smaller companies, and business
areas such as marketing, human resources, design, and manufacturing could have
dedicated computers. Systems such as computer-aided design (CAD), computer-
aided manufacturing (CAM), and material requirements planning (MRP) improve the
productivity of the manufacturing division. Similarly, sales force automation (SFA)
and point-of-sale (POS) systems increase the efficiency of the marketing division.
During this time, processor utilization was reduced to below 50%. Both mainframe
and minicomputers were accessed through dumb or semi-dumb terminals.

While the transaction processing systems (TPS) of this era did much to support the
operational decision maker, they provided little support for the tactical or middle-level
manager. Management information systems (MIS) were developed as a layer on top
of the transaction processing systems. These middle level management information
systems provided reporting and analysis capabilities on a monthly or quarterly basis.
Managers could monitor their performance against targets through budget analysis,
summary reporting and in some cases, graphical output. These systems were aimed
at solving the efficiency goal and answered the question of whether a function was
operating at some target level. They did not however address the question of whether
a company should be taking a very different direction.

In the early 1970s, Scott Morton first articulated the major decision support
system (DSS) concepts (Gorry and Scott Morton, 1971). DSS has been linked to
the computational approach in electronic data processing (EDP) applications (Alter,
1980), the knowledge-based symbolic approach (Bonezek, et. al., 1980), and the
system architecture and development process (Keen, 1980; O’Keefe, 1986).

By the early 1980’s microcomputers were introduced, placing computer power
and data storage in the hands of individuals with personal computers (PC). Beginning
with the Apple II and Visicalc in 1979 followed quickly by the IBM PC and Lotus
1-2-31in 1981, managers had the potential to address effectiveness decisions. Decision
support concepts, could, in theory, provide tactical and possibly strategic decision-
makers with a way to ask “effectiveness” questions.

Each PC required the space to store its own operating system and software
programs. Processor utilization fell even more, to as low as 5% on average and over
time, data became scattered and inaccessible to multiple constituents. Furthermore,
the network revolution of the 1990s led to the development of group support systems
and hybrid integrated computer systems (Turban, et. al., 1996, 1988).
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THE “SCIENCE” FLOW

Organizations typically have had two “parallel cultures”: the IT and business cultures
(Watson, 2009). However, the evidence that organizations have implemented ever
more powerful operational systems demonstrates that at least as far as operational
systems are concerned, these cultures have synchronized for operational decision-
making. Competitive pressures have driven operational information technology to
meet the needs of the efficient organization.

A literature survey on the development of decision support systems by Eom,
Lee, Kim, and Somrajan (1998) showed a growing tendency towards group-based
decision support systems, executive support systems, and knowledge-based systems.
In addition, Mamghani (1997) describes the potential of knowledge-based systems
to provide effective computer support for strategic planning. With the increased
complexity of problems being solved by knowledge-based systems there was a
trend to increase the use of frames and object-oriented implementations (Bogarin
and Ebecken, 1996).

Forgionne and Kohli (1995) investigated the benefits of integrating different
information technologies.

Significant improvements in making decisions are associated with integrated
system usage. The most popular integrated applications are enterprise systems,
supply chain management systems, customer relationship management systems,
and knowledge management systems. Much of the impetus for the development of
these systems came from the need for major system change driven by Y2K (Year
2000) issues and the growth of business process re-engineering. The main focus
of enterprise applications is to integrate business and data processes to focus on
efficient management of resources. Historically, information systems and information
technologies have been used to improve the efficiency of the organization.

Decision support systems have long integrated aspects of statistics (particularly
applied to quality initiatives), operations research, and operations management to
provide effective business solutions. Since the inception of these operational methods,
analysts, scientists and researchers have promoted their use throughout the industrial
and service sectors. Rather than being purely theoretical pursuits, developments
in these areas have been dedicated toward practical applications. Enterprise level
systems have also actively incorporated quantitative complexities in the last decade.

Blockchain, the Internet of Things (IoT), machine learning and artificial
intelligences, are all cornerstones of the science. They have transformed cloud
computing and therefore enhanced the reach and capabilities of DSS (Gill etal.,2019)
and enterprise level systems, enabling applications that range from infrastructure
to social media.
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DECONSTRUCTING DATA SCIENCE

In order to build an academic program in data science or to establish a data science
function within a business organization, it is first critical to define data science in a
relevant fashion. The Data Science Framework shown in Figure 1 attempts to create
a universal perspective on data science and developments in the last decade. It is
important to note that this framework provides a superset, within which programs
and organizations may be founded. The field is broad and specializations are varied,
it cannot possibly be fully addressed by any single entity.

The Data Science Framework highlights many methodologies and techniques
within data science. They are categorized by discipline and discussed in detail in

the following sections.

Figure 1. Data science framework

Data Science Framework
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Information Systems/
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Supply Chain
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Research Advanced Analytics

Artificial Intelligence and Machine Learning

With the dawn of the third decade of the new millennium, the power of technology
and analytics has proved to be the major driver of economic growth. However, there
has been a renewed interest in the use of artificial intelligence (Al) and its subfield

— machine intelligence. Irrespective of the nature of business, Al is impacting
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every facet of business development. Al and the underlying modeling environment
is proving to be the next big thing in the application of business intelligence and
analytics. The application of Al methodologies is the major enabler for many small,
medium, and large service and manufacturing organizations to streamline operations
and improve efficiencies. In fact, Al is ushering in the second version of “industrial
revolution” — “intelligent machine revolution” (Uzialko, 2019). The “industrial
revolution” involved utilizing the physical and mechanical strength of machines to
replace manual labor. The “intelligent machine revolution” will harness the mental
and cognitive ability of computers to replace or augment mental labor.

Alisnow widely used in a variety of business applications such as automation, data
analytics, natural language processing to expand and scale operations. Consequently,
Al has proven to be a disruptive force in virtually any industry: healthcare, banking,
finance, mining, manufacturing, consulting, agriculture, retail, online businesses,
construction, gaming, logistics, among others. Automation, data mining, and natural
language processing are only a few of the business applications where artificial
intelligence is already in use. These three fields of Al are streamlining operations
andincreasing efficiencies across industries. Automationis typically used to perform
repetitive, tedious tasks, and maybe dangerous. Data analytics provide never-before-
imaginable insights gleaned from big data to businesses. Intelligent search engines,
supportive chatbots, and improved accessibility for visually disabled people are
all possible thanks to natural language processing. Organizations worldwide are
training their employees on the use and application of Al in business to advance
themselves strategically.

Artificial Intelligence is a generic term that refers to a computer hardware or
software that can perform human-like activities. Al can perform many tasks such
as collecting data, overseeing information, arranging, organization, planning,
participating in discussions, and doing deep research on large quantities of data. The
objective is to use smart systems that are programmed with human intelligence to
perform human-like activities and free human workers to engage in more creative
activities that cannot be performed by machines. The most predominant technologies
used by businesses are machine learning and deep learning.

Machine learning is now considered to be one of the biggest innovations to augment
mental labor. Machine learning technologies enable businesses to effectively analyze
and compile data. As structured and unstructured data emerge as a resource, this
evolving subfield of Al has now emerged as a full-fledged area that can manually
derive rules and build models by analyzing large amounts of data. Machine learning
algorithms such as support vector machines, decision trees, random forests, Naive
Bayes algorithm, clustering analysis, sentimental analysis, text mining and many
more can process vast amounts of data. Further, these algorithms “learn” over time
and also work to improve their model and performance. Also, ML algorithms are
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natural to process the voluminous data captured by connected devices through the
Internet of Things.

Machine learning is widely used to optimize search engines, energy management,
manage production and supply chains, analyze environmental data, price and
product optimization, radical customer personalization, real time operations/
logistics optimization, forecasting, predictive maintenance, predictive analytics,
and robotics. ML systems can rapidly analyze the constant stream of data from
smart devices/systems, identify patterns and anomalies, and make adjustments
accordingly. Consequently, machine learning systems are proving to be the major
drivers of economic growth and a staple part of the new business intelligence and
analytics model of modern businesses. Further, machine learning is giving way to
another subfield — deep learning as a full-fledged application.

Deep learning involves the development and use of artificial neural networks
(ANN) modeled after the functioning of neurons in the human brain. The main idea
is to develop systems that can think and perceive like humans. ANN are composed of
“neurons” or nodes — low-power processors organized into multiple layers forming
a network that can process and interpret complex data. Typically, ANN consist of
multiple layers, with the first layer being the input layer and the last layer being
the output layer with multiple in-between layers called hidden layers. Further, the
connection between nodes is characterized by a weight value. On receiving an input,
a node multiplies the value with weight and checks if the product is higher than a
threshold value to qualify for further propagation to other nodes or next layer. The
outputlayer collects all inputs to provide the recommended output or conclusion. The
process is emulating the function of human neurons that fire impulse/memories to
other neurons to conserve information/knowledge in the human brain. Further, with
the passage of time, the ANNs continue to rework the weights based on feedback
given by other neurons. As a result, ANN begins to concentrate more on neurons
that make right predictions (smart options) as opposed to the neurons that process
noise (dumb or irrelevant options).

ANN has evolved as the discipline of deep learning that includes different types
of neural networks such as the most popular backpropagation networks, radial
basis networks, recurrent networks, convoluted networks, self-organizing maps
using different types of learning algorithms such as backpropagation, competitive
learning, and simulated annealing (Kohen learning) among others. Deep learning
systems power chatbots, natural language processors, robots, self-driving cars, and
fraud detection, among others. With high computer processing readily available
coupled with smart storage technologies such as Hadoop, deep learning can easily
perform more advanced functions that involve analyzing a wide range of factors
simultaneously. For instance, deep learning algorithms can easily contextualize
information picked from multiple sensors of a self-driving car to make decisions
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such as changing lanes, reducing speed, to avoid collision, etc. Further, traditional
machine learning algorithms typically achieve flat performance once presented with
a critical mass of data. On the contrary, deep learning models, powered by a large
number of complex webs of neurons, continue to enhance their performance, as
more data is presented. As aresult, deep learning models are more flexible, scalable,
detailed, and continue to provide independent assessment. Also, deep learners also
communicate with other intelligent systems to give rise to many subfields of Al
as new disciplines such as natural language processing (NLP), speech recognition,
and robotics.

Traditionally, computers do not possess the capability to understand spoken or
written languages. Machines are programmed using specific programming languages.
However, NLP uses machine learning systems including deep learners to enable
computers to understand spoken and written English. Consequently, applications
such as chatbots can decipher free-form speech and answer adequately. Thus, speech
recognizers and NLPs have become an important part of a business’s intelligence and
analytics toolkit. The applications range from virtual companions, digital lawyers,
customer support agents to financial advisors (Gordon, 2020). Another area of Al
gaining traction is Computer Vision that empowers smart systems to visualize and
analyze images. For instance, Google ‘s computer vision system can analyze an
image and explain the details presented.

Computer vision can be used to visually detect faults and in the transport sector
track vehicles that break traffic rules and regulations. Another, popular application of
Alisrobotics. Robots use different Al technologies such machine learning, computer
vision, expert systems, deep learning, and domain-specific knowledge to perform
things that human beings can do. One of the most popular applications of robotics
is Robotic Process Automation (RPA) that involves using software bots to process,
deliver, and execute processes that can be easily automated such as administrative
tasks. RPA canimprove the resource capacity of an organization, enabling employees
to focus on higher-value activities. Thus, robots can perform operational activities,
manage supply chain delivery, detect fraud, gather customer data, provide expert
customer support, perform predictive maintenance, and automate many other
operational activities. It is safe to say that increasingly, artificial intelligence and
its emerging subfields such as machine learning, natural language processing, and
robotics are an important component of the digital revolution modern businesses
are undergoing. These technologies are transforming the business intelligence and
analytics model of business.
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Statistical Methods, Quality Control and Simulation

The development of statistics dates back to the 17th century therefore methods to
analyze and categorize data have existed for centuries. Modern statistical analysis
has not substantially changed the original methods, but it has standardized and
institutionalized approaches to analysis. Statistical analysis is a critically important
part of data science and takes on a special role within the area of quality. Software
tools supporting statistical analysis have evolved to include more complex analyses,
but more importantly, the open-source programming languages R and Python have
made complex statistical analysis readily available at no cost.

Statistical methods form the foundation for data mining techniques and are
particularly important in fueling Monte Carlo simulation and associated analysis.
Monte Carlo simulation began in the mid 1940’s and was used to solve analytically
intractable problems. When combined with linear congruential random number
generators, simulation techniques rapidly proliferated. The Simulations have expanded
decision making by BY 1970, simulation programming languages had been extended,
and had found their place in teaching, research and practice. In the last few decades,
simulation tool GUIs have evolved into point-and-click approaches, making model
creation accessible even to non-programmers.

Data collected in manufacturing and service operations can be fitted to statistical
distributions in order to represent the appropriate patterns of an operation. Arrivals
and processing times may all be expressed in simulation models, using these
distributions. Therefore, the ability to create and validate computer facsimiles of
physical models, including alternative scenarios, has clearly been enhanced. These
capabilities support evaluation of the impact of changes to any operation resulting
in time savings and significant cost reductions. Companies were able to assess
changes without needing to alter a physical operation. Further, once scenarios
were generated and simulated, hypothesis testing could be applied to determine the
statistical significance of operational differences.

The evolving power of statistical analyses and simulation modeling led to
significant strides in the quality movement. Though it became prominent in the
1970s, Henry Ford was in fact an early pioneer in quality. Ford established an
assembly line and used what are now known as lean principles to create high quality,
low-cost automobiles. Walter Andrew Shewhart is known as the father of statistical
quality control. While working for Western Electric in 1924, he prepared a short
memo containing a schematic of what is now known as a control chart. Shewhart
emphasized that bringing a process into a state of statistical control, and keeping it in
control, was necessary to predict future output and to manage the process effectively.
Joseph Juran’s work was the beginning of organized quality control initiatives, and
attracted the attention of the Japanese Union of Scientists and Engineers (JUSE).
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Over the course of 20 years, Japan embedded this philosophy of disseminating
quality management through an entire organization resulting and has been globally
recognized as a leader in quality.

While Juran applied Shewhart’s methods, he emphasized the human element
of quality. At the same time, W. Edwards Deming was actively emphasizing the
application of statistical methods to improve designs and enhance product quality.
Deming began his work with US manufacturers during World War II. He felt that
quality could only be truly achieved if management changed their thinking and
presented fourteen points important in the transition, that provided the basis for his
advocacy of his own System of Profound Knowledge.

The advancements in Japan and the subsequent influx of higher quality Japanese
products into the global marketplace sparked the need for a greater emphasis on
quality in the United States. The total quality management (TQM) movement grew out
of this need in the early to mid-1970s. TQM embraced the philosophies established
by Shewhart, Juran and Deming, and further developed in Japan.

Malcolm Baldrige was inspired by the work of these pioneers in quality and the
burgeoning TQM movement during his service as the secretary of commerce under
President Ronald Regan from 1981 until his death in 1987. He was instrumental in
the passage of the Quality Improvement act of 1987 and the creation of a national
quality award which was named for him. Through his advocacy, the TQM philosophies
now form that basis for lean manufacturing and service operations.

In 1981, the first Malcolm Baldrige Quality Award (recognized by the president
of the United States) was given to Motorola Inc., who was on the leading edge of
the quality movement. Motorola demanded total customer satisfaction and strived
for this through their trademarked Six Sigma approach.

Six Sigmais an umbrellaunder which prior quality initiatives fall (quality control,
TQM, zero defects, etc.). It is not, however, a simple compilation of techniques, it
extends and elaborates upon the previous approaches and remains the leading edge
in quality control initiatives. Six Sigma emphasizes a long-term goal of less than
3.4 defects per million opportunities in any manufacturing or service operation. It
has been an instrumental tool in more than 125 companies garnering the Malcolm
Baldrige Award in the areas of manufacturing, small business, education, service,
health care and non-profit.

Multivariate Data Analysis and Data Mining
Statistical theory and developments continued through the 18th, 19th and 20th
centuries leading us to a compendium of techniques which in the 21st century fall

under the category of multivariate data analysis. These techniques highlighted have
become staples within business intelligence and predictive analytics.
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Multivariate analysis has been described as “analyses of data that are multivariate
in the sense that numerous observations or variables are obtained for each individual
or unit studied” (Afifi et. al, 2019). In general, it refers to any statistical analysis
allowing the simultaneous investigation of more than two variables. The method of
least squares, among the most important statistical methods used in the 19th century,
has been widely used in multivariate analysis, and since have moved toward today’s
predictive multivariate analysis. In the beginning, early eighteenth century, many
mathematicians attempted to apply these techniques to astronomical observations. In
1806, Adrien-Marie Legendre published a version of the least squares method that
is still used today in his book on paths of comets, where he attempts to identify the
orbital equation that best fits the data while considering error. Later, in 1809, Carl
Friedrich Gauss claimed to have been using least squares since 1795 with improved
results. In the superseding years, this area of study has been significantly extended.

Multivariate techniques are classified into two categories in dependence
and interdependence. Dependence techniques are categorized by two primary
characteristics: having atleast one variable that can be identified as dependent variable,
and the type of measurement scale employed by the variables. These techniques are
used to predict dependent variables or explain the role of independent variables.
There may be a single dependent variable, multiple dependent variables or a series
of relationships between dependent and independent variables. The scales on which
these variables may be measured include nominal, ordinal, interval, and ratio scales.
Nominal and ordinal scales are both nonmetric, and represent simple categories and
ordered categories, respectively. Interval and ratio scales, represent quantitative data
with representations of magnitude and equidistant difference between neighboring
points. The ratio scale, which is the highest level of measurement, is the only scale
where the location of the origin is zero.

Dependence techniques began with the method of least squares and are commonly
used in many areas of business intelligence because of their predictive nature. For
dependent variables with nominal scale, discriminant analysis and logistic regression
are prevalently used techniques; for ordinal scale dependent variables, spearman’s
correlation coefficient is widely used; for both interval or ratio dependent variables,
multipleregressions, analysis of variance, and canonical analysis are most well-known
techniques. The areas of business applications are wide and they include forecasting,
decision analysis, attribution modeling, structural modeling and simulation modeling.

Interdependence techniques are those in which no variables are defined as
dependent or independent. Instead, all variables are analyzed simultaneously in an
effort to describe the patterns or relationships in the data without explicitly assuming
specific distribution for the variables. These techniques are commonly used in
areas such as sales and marketing where data collection is continuous, enormous
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in size, with high dimension, which makes it difficult to accurately understand all
the variables.

As with dependence techniques, for variables that are quantitative, factor analysis
and principal component analysis are used to condense the size of the dimensions
to allow for easier pattern analysis; cluster analysis is used to group or represent
structure. For nonmetric variables, correspondence analysis is used to determine
the strength of relationships or association between data. In some instances, dummy
variable coding can be used to transform the nonmetric variables into metric for
factor and cluster analyses. These techniques have also provided the basis for the
development of data mining.

Data Mining is the analysis of large observational data sets to find hidden
relationships within the data and to summarize itin novel ways that are both transparent
in understanding and useful in practice to the data owners and users (Hand et al.,
2001). It is especially useful in improving companies’ ability to develop learning
relationships with their customers including, customer relationship management,
consumer segmentation and targeting, resource allocation decisions, and market
basket analysis.

Small and large businesses alike are able to build relationships with their
customers through continued contact and repetition of their purchasing patterns.
This capability has become a standard practice for businesses to search for ways in
an effort to improve their competitiveness within the market. Through the use of
transaction processing systems to collect the data, store it in data warehouses, and
utilize data mining tools to evaluate the data, businesses can improve the quality of
their business planning process.

Data mining is also used extensively in marketing in all sectors. Some examples
of its usages include financial sector where many companies use data mining tools
to detect fraudulent activities (Ngai et al., 2011); in the retail sector, data mining
tools are used to match goods to potential customers by preemptively sending out
promotional coupons (Corriganetal.,2014); in the pharmaceutical sector, companies
can identify those consumers who are responsive to promotions from those non-
responders to improve return on marketing spending (Yi, 2011).

Multivariate analysis and data mining have become more useful tools in business
intelligence as more and more evidence of competitive advantage became to be
known, along with increase in computing power. Increased education of managers
and their increased willingness, and need, to build relationships has established
these areas as mainstays in global businesses.
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Operations Research

Like statistical analysis, operations research (OR) is a young field when compared to
mathematics, OR is a young field when compared with statistics. This new field of
OR is defined “as the scientific process of transforming data into insights to making
better decisions.” (INFORMS, 2020a). The early days of Operations Research was
during World War II when George Dantzig discovered the simplex method to solve
logistic problems using linear programming. By the end of the war, operations
research emerged as a field of study filled with promise. The applications remained
primarily military in nature until the early 1950s.

The 1950s, 1960s, and the first half of the 1970s OR research and its applications
experienced tremendous growth and success. OR projects expanded to other fields of
study, such as manufacturing, health care, transportation, finance, forest management,
oil refinery, and water resources. The field of OR was growing internationally and
professional societies were being established across Europe. Companies began
creating internal operations research groups and universities began developing courses
of study centered on the existing and developing areas of operations research. The
American Assembly of Collegiate Schools of Business (AACSB) required an OR
course as part of the business curriculum. The future of OR looked bright.

Despite this period of tremendous growth, the profession was plagued by serious
problems. Even with OR’s remarkable past success, Ackoff predicted that OR faces
serious problems to avoid its “imminent death,” (Ackoff 1987). The elegance of
OR methods could only truly be appreciated by researchers and practitioners. Many
operations research projects were left unfinished. The managers and business people
who had the authority to commission studies and establish projects could not fully
trust the methods and therefore felt a lack of confidence when faced with using the
results. A main source of their lack of trust was they felt the data was unreliable and
notclean. In addition, these decision makers felt threatened. They did not understand
the results. The results were presented in a “foreign” language of mathematics that
the decision-makers were not fluent in understanding. As early as 1961, Wynne
realized the challenge OR specialists will face “consists of stripping the research
argument of its mathematical complexities and irrelevancies while retaining the
rigorous logic for the executive’s understanding,” (Wynne 1961). Further as F.
Bradshaw noted: “Most managers would rather live with a problem they can’t solve
than use a solution they don’t understand,” (Watson and Marett 1979).”

Time, education and the development of more powerful computers began to
heal these wounds. New managers, who were more open to optimization methods,
simulation and other advanced technologies, were entering the workforce. As
universities embraced the methods of operations research and began distilling it into
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more accessible methods exemplified in operations management, the education of
managers improved as well as the acceptance of OR models.

Computers were only used by “tech” people until the mid-1970s with the
development of the microprocessor and personal computer (PC). Word processing,
spreadsheets and presentation software have become transformational to many
organizations. As of today, “Microsoft Excel is the most familiar, flexible, and
widely used business application in the world” (Excel help, 2020).

Inthelate 1970s and 1980s, OR groups were able to justify their existence by acting
in the capacity of internal consultants. Group members were chartered with visiting
business units to market their services. The continued proliferation, adaptation and
use of operations research techniques may be easily shown by examining the Franz
Edelman Prize awarded first by the combined societies of ORSA and TIMS and now
by the Institute for Operations Research and Management Sciences INFORMS). The
Edelman prize recognizes outstanding achievements in the application of operations
research by companies and government entities. In addition, the applicants for the
prize must demonstrate significant value achieved in applying OR.

Practitioners in operations research have waited patiently for the world to catch up.
Astounding advances in computing technology have supported the proliferation of
OR techniques, which has in turn contributed to the immense growth of data science.

As shown in Figure 1, data science can be viewed as the confluence of the three
disciplines affected by technological advances: Information Systems/Information
Technology, Statistics and Operations Research.

THE CONFLUENCE

Gordon Moore, the co-founder of Intel, observed back in 1965 that the amount of
processing speed and the amount of memory you can buy for a dollar will double
every eighteen months. Moore’s prediction has been correct. This exponential growth
has been going on for decades and will continue, (Papageorgiou 1983). The speed
at which data is being analyzed; the amount of data being analyzed; the variety of
data being analyzed are all increasing at an exponential rate. Analytical studies that
may have taken weeks or even perhaps months just three decades ago can be easily
accomplished in days or hours.

According to Tom Friedman, (Friedman, 2016), change is occurring on the steep
rise of an exponential curve. For the coming years, data science and analytics, in
particular, will change at an even greater rate. In fact, Friedman believes that for the
first time in history, the rate of change will occur at a rate that exceeds the ability
to adapt.
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Asnoted in the introduction, the growth in data science in the last decade is owing
to the ubiquity of the Internet, the replacement of proprietary network alternatives,
and the advent of cloud computing (aided by the emergence of RAID (redundant
array of inexpensive/identical disk) disk-storage technologies that facilitate the
efficient storage of enterprise historical data). Businesses were created where none
had previously existed and existing businesses identified new strategic opportunities.

During the last decade, the decision-making process and the manager’s role in
that process have dramatically changed. Most organizations today face a significant
data explosion and rely on automated data collection tools such as: enterprise
resource planning systems, databases, data warehouses, and cloud-based repositories.
Historically, managers were disengaged from the decision process, but with the
ability to easily analyze and visualize data, managers are more deeply invested in
the decision-making process and addressing more complex problems.

In 2021, data is one of the most important organizational assets. “Data is now
relevant for leaders across every sector, and consumers of products and services
stand to benefit from its application” (Manyika et al., 2011). While “information
systems/information technology (IS/IT) spending has been taking a larger and larger
proportion of an organization’s budget as companies have increasingly embraced
analytics as a means for obtaining a competitive advantage.” (Klimberg, 2021).

FUTURE RESEARCH

Trends to expect in Cloud Computing include* increased cloud-based services and
solutions, hybrid and multi-cloud strategies, evolving data protection regulations,
containerization and Kubernetes, cloud-native development, serverless computing,
cloud-based disaster recovery and the rise of Platform as a Service (PaaS). Future
research will address among other these evolving technologies and their impact on
the direction of data science.

CONCLUSION

Ten years ago, the rise of Business Intelligence (BI) was documented. In the last
decade, there has been a rapid progression from BI to data science. During this
time, there has been an acceleration in the usage of the associated tools. This is the
evolution of data science, spurred on primarily due to the expansion of the collection
of structured and unstructured data, the popularization and mass availability of
analytics software, including open-source programming languages such as R and
Python, the expansion of cloud storage and computing capabilities, and the Internet
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of Things. Techniques and tools have been developed widely to support the changing
needs in academics and all manner of industry.

The pace of technological progress and technology adoption has accelerated at
a pace that has exceeded expectations. Cloud computing has taken many lessons
from mainframe computing including virtualization and the establishment roles of
client and server. Moving forward, it is anticipated that progress will continue to
borrow from the past, while reaching for the future.

ACKNOWLEDGMENT

This paper is dedicated to the memory of our dear colleague Dr. Ira Yermish. Ira led
the effort to produce the original BIA paper in 2010. He loved teaching and sharing
not only his knowledge but his experiences. He was a true renaissance man and
ironman, further enjoyed his cycling, running, triathlons, photography and singing.

REFERENCES

Ackoff, R. L. (1987). O.R., A Post Mortem. Operations Research, 35(3), 471-474.
doi:10.1287/opre.35.3.471

Afifi, A., May, S., Donatello, R., & Clark, V. A. (2019). Practical Multivariate
Analysis (6th ed.). CRC Press. doi:10.1201/9781315203737

Corrigan, H. B., Craciun, G., & Powell, A. M. (2014). How does Target know so
much aboutits customers? Utilizing customer analytics to make marketing decisions.
Marketing Education Review,24(2),159-166.d0i:10.2753/MER1052-8008240206

ExcelHelp. (2020). https://www.excelhelp.com/the-history-of-microsoft-excel/

Friedman, T. L. (2016). Thank You for Being Late: An Optimist’s Guide to Thriving
in the Age of Accelerations. Farrar, Straus and Giroux.

Gill, S. S., Tuli, S., Xu, M., Singh, L., Singh, K. V., Lindsay, D., Tuli, S., Smirnova,
D., Singh, M., Jain, U., Pervaiz, H., Sehgal, B., Kaila, S. S., Misra, S., Aslanpour,
M. S., Mehta, H., Stankovski, V., & Garraghan, P. (2019). Transformative effects of
IoT, Blockchain and Artificial Intelligence on cloud computing: Evolution, vision,
trends and open challenges. Internet of Things, 8,1-26.d0i:10.1016/j.i0t.2019.100118

Goldsman, D., Nance, R.E., & Wilson, J.R. (2010). A brief history of simulation
revisited. Proceedings of the 2010 Winter Simulation Conference (WSC), 567-574.

234

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use


https://www.excelhelp.com/the-history-of-microsoft-excel/

EBSCChost -

From Business Intelligence to Data Science

Gordon, C. (2020, December 31). Al Is Reengineering All Aspects Of Our Human
Experience: What Are The Implications? Forbes. https://www.forbes.com/sites/
cindygordon/2021/12/31/ai-is-reengineering-all-aspects-of-our-human-experience-
what-are-the-implications/?sh=7f3325d17a0d

Hand, D., Mannila, H., & Smyth, P. (2001). Principles of Data Mining. MIT Press.

Klimberg, R. K. (2015). Teaching a Data Mining Course in a Business School. In
Contemporary Perspectives in Data Mining (Vol. 2). Information Age Publishing.

Klimberg, R. K. (2021). 2021). The Evolution of Business Analytics and Its
Impact on the Service Industry. In M. Davis (Ed.), Research Handbook on Services
Management. Elgar Publishing.

Longbottom, C. (2017). The Evolution of Cloud Computing : How to Plan for
Change. BCS, The Chartered Institute for IT.

Manyika, Chui, Brown, Bughin, Dobbs, Roxburgh, & Hung Byers. (2011). Big
data: The next frontier for innovation competition and productivity. McKinsey
Global Institute Report.

Ngai, E. W. T., Hu, Y., Wong, Y. H., Chen, Y., & Sun, X. (2011). The application
of data mining techniques in financial fraud detection: A classification framework

and an academic review of literature. Decision Support Systems, 50(3), 559-596.
doi:10.1016/j.dss.2010.08.006

Papageorgiou, J. C. (1983). Decision Making in the Year 2000. Interfaces, 13(2),
77-86. Advance online publication. doi:10.1287/inte.13.2.77

Uzialko, A. (2021, April 22). How Artificial Intelligence Will Transform Business.
Business News Daily. https://www.businessnewsdaily.com/9402-artificial-
intelligence-business-trends.html

Watson, H. J., & Marett, P. G. (1979). A Survey of Management Science
Implementation Problems. Interfaces, 9(4), 124—128. doi:10.1287/inte.9.4.124

Wynne, B. E. Sr. (1961). A Pattern of Reporting Operations Research to the Business
Executive. Management Technology, 1(3), 16-23. doi:10.1287/mantech.1.3.16

Yi, J. (2011). Knowledge-based approach to improving detailing plan in multiple
product situations using PDE weights. Expert Systems with Applications, 38(4),
3835-3843. doi:10.1016/j.eswa.2010.09.044

235

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use


https://www.forbes.com/sites/cindygordon/2021/12/31/ai-is-reengineering-all-aspects-of-our-human-experience-what-are-the-implications/?sh=7f3325d17a0d
https://www.forbes.com/sites/cindygordon/2021/12/31/ai-is-reengineering-all-aspects-of-our-human-experience-what-are-the-implications/?sh=7f3325d17a0d
https://www.forbes.com/sites/cindygordon/2021/12/31/ai-is-reengineering-all-aspects-of-our-human-experience-what-are-the-implications/?sh=7f3325d17a0d
https://www.businessnewsdaily.com/9402-artificial-intelligence-business-trends.html
https://www.businessnewsdaily.com/9402-artificial-intelligence-business-trends.html

EBSCChost -

From Business Intelligence to Data Science

ADDITIONAL READING

Azvine, B., Cui, Z., Majeed, B., & Spott, M. (2007). Operational risk management
with real-time business intelligence. BT Technology Journal, 25(1), 154-167.
doi:10.100710550-007-0017-5

Bhargava, H. K., Power, D. J., & Sun, D. (2007). Progress in web-based decision
support technologies. Decision Support Systems, 43(4), 1083—-1095. doi:10.1016/j.
dss.2005.07.002

Bonczek, R. H., Holsapple, C. W., & Whinston, A. B. (1980). The Evolving Roles of
Models in Decision Support Systems. Decision Sciences, 11(2), 337-356. Advance
online publication. doi:10.1111/j.1540-5915.1980.tb01143.x

Castellanos, M., Salazar, N., Casati, F., Dayal, U., & Shan, M.-C. (2006). Predictive
business operations management. International Journal on Computer Science and
Engineering, 2(5-6), 292-301.

Davenport, T. H. (2006, January). Competing on analytics. Harvard Business Review,
eee, 98-107. PMID:16447373

Eom, S. B., Lee, B., Kim, E. B., & Somrajan, C. (1998, February). A Survey of
Decision Support System Applications (1988-1994). The Journal of the Operational
Research Society, 49(2), 109-120. doi:10.1057/palgrave.jors.2600507

Gorry, G. A., & Scott-Morton, M. S. (1971). A Framework for Management
Information Systems. Sloan Management Review, 11(2).

Hair, J. F., Black, W. C., Babin, B. J., Anderson, R. E., & Tatham, R. L. (2006).
Multivariate Data Analysis (6th ed.). Pearson Prentice Hall.

Keen, P. G. W. (1980). Adaptive Design for Decision Support Systems. Database,
12(1).

Lardner, H. (1984). The Origin of Operational Research. Operations Research,
32(2), 465—475. doi:10.1287/opre.32.2.465

Lau, K.-N., Lee, K.-H., Ho, Y., & Lam, P.-Y. (2004). Mining the web for business
intelligence: Homepage analysis in the Internet era. Journal of Database Marketing
& Customer Strategy Management, 12(1),32-54.doi:10.1057/palgrave.dbm.3240241

Li,F. L., Cheung, C.F., Lee, W. B., & Kwok, S. K. (2007). Business intelligence for
new market development: A web semantic network analysis approach. International
Journal of Enterprise Network Management, 1(3), 261-282. doi:10.1504/
IJENM.2007.012758

236

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

From Business Intelligence to Data Science

March, S. T., & Hevner, A. R. (2007). Integrated decision support systems: A data
warehousing perspective. Decision Support Systems,43(3), 1031-1043.d0i:10.1016/j.
dss.2005.05.029

O’Keefe, R. (1986, January). Simulation and Expert Systems: A Taxonomy and
some Examples. Simulation, 46(1), 10-16. doi:10.1177/003754978604600102

Power, D.J., & Sharda, R. (2007). Model-driven decision support systems: Concepts
andresearch directions. Decision Support Systems,43(3),1044-1061.doi:10.1016/].
dss.2005.05.030

Sahay, B. S., & Ranjan, J. (2008). Real time business intelligence in supply
chain analytics. Information Management & Computer Security, 16(1), 28—48.
doi:10.1108/09685220810862733

Shim, J. P., Warkentin, M., Courtney, J. F., Power, D. J., Sharda, R., & Carlsson, C.
(2002). Past, present, and future of decision support technology. Decision Support
Systems, 33(2), 111-126. doi:10.1016/S0167-9236(01)00139-7

Tettamanzi, A. G. B., Carlesi, M., Pannese, L., & Santalmasi, M. (2007). Fuzzy
logic and evolutionary algorithms. Applications of Evolutionary Computing, 4448,
230-240.

Turban, E., & Aronson, J. E. (1998). Decision Support Systems and Intelligent
Systems (5th ed.). Prentice Hall.

ENDNOTES

https://www.datascienceprograms.org/

2 IBM and Burroughs, UNIVAC, NCR, Control Data Corporation and Honeywell
Digital Equipment Corporation (DEC), Texas Instruments, Hewlett Packard
(HP), Data General and others
https://consoltech.com/blog/guide-to-2021-cloud-computing-
trends/#:~:text=By%202021%2C%20experts %20predict %20that,backend %20
operations%20t0%20the%20cloud and https://itchronicles.com/cloud/the-
evolution-of-cloud-computing-wheres-it-going-next/?spm=a2c65.11461447
.0.0.11dd3e010ijvIq

237

printed on 2/9/2023 2:51 AMvia . All use subject to https://ww. ebsco.coniterns-of -use



EBSCChost -

238

Chapter 9
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ABSTRACT

Sustainable development refers to an economic, environmental, and social development
aspect that meets the demands of the contemporary context and does not prevent
future generations from fulfilling their requirements. In this perspective, businesses
play animperative role. However, studies reveal that the progress towards sustainable
development has been slow, indicating the need for more concrete guidance that
would allow businesses to act strategically and successfully in a sustainable way.
There are three distinct, but complementary, dimensions of strategic management as
viewed from the perspective of sustainability in order to encourage the integration
of sustainability issues into corporate activities and strategies. This chapter looks
throughvarious aspects of sustainability towards making a sustainable organization
through a vertical literature review. This theoretical discussion contributes to
existing researchto find relationships between strategic management and sustainable
development and tries to provide a schema for further empirical research.

INTRODUCTION

Organization can be defined by an organized group of people or a community with a
particular purpose, such as abusiness or government department (Google definition),
while sustainability can be termed as the ability to be maintained at a certain rate
or level. It is a form of aspect to avoid the depletion of natural resources in order
to maintain an ecological balance (Google definition). Along these perspectives,
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a sustainable organization can be seen as an organized group of people that aims
to advance sustainability and/or include those actions of organizing something
sustainably. Unlike many business organizations, sustainable organizations are not
limited to implementing sustainability strategies which provide them with economic
and cultural benefits attained through environmental responsibility, but also extended
towards the overall social development. For sustainable organizations, sustainability
canalsobe anend initself without supplementary justifications (Wikipedia definition).
Interms of theory, sustainable development refers to an economic, environmental
and social development aspect that meets the demands of the contemporary context
and does not prevent future generations from fulfilling their necessary requirements.
In this perspective, businesses play an imperative function. However, researches
reveal that the progress towards sustainable development has been relatively slow,
indicating the need for more concrete guidance that would allow businesses to act
strategically and successfully in a more sustainable way. There are three distinct,
but complementary, dimensions of strategic management as viewed from the
perspective of sustainability in order to encourage the integration of sustainability
issues into corporate activities and strategies. These three dimensions are: strategy
process, strategy content and strategy context. This vertical review tries to contribute
to existing research in that it reveals relationships between strategic management
and sustainable development and also tries to provide an agenda for supplementary
empirical researches (Welford and Jones, 1998; Baumgartner and Rauter, 2017).
As it has been observed in recent research findings, the issue of sustainable
development is increasingly present among the concerns of the international
academic community in addition to the grass roots communities. However, the
depth of the unsustainable practices suggests that insufficient progress has been
made to move from an unsustainable lifestyle to sustainable development issues. It
has also been observed that by sharing ideas, concepts, tools, experiences learned in
different contexts, it is anticipated that one should learn many things that will help
the academic communities and companies to develop the skills to make progress
towards sustainable development. Particularly, in response to increasing concerns
of society about environmental degradation and increasing demands for a transition
to a more sustainable society, the business companies are increasingly active in
aligning their processes and services with a sustainability agenda. Furthermore, a
good management of environmental services has now become the focus of many
business strategies tending to the aspiration of ‘greening’ their infrastructures and
productdeliveries. Henceforth, the growing demand for “green” products has created
major new markets in which visionary entrepreneurs reap the rewards of approaching
sustainability. Therefore, by adopting sustainable practices, companies can attain
competitive advantage, increase market share and boost shareholder value. In these
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aspects a sustainable university can be a role model for the organizations that want
to embark in the process of transition towards sustainability (Grecu and Ipifia, 2014).

As aresponse to the transformations that appeared in the economic environment
along the contemporary years, novel types of organizations have been developed. As
a result, the organizational theories focused on identifying the main characteristics
of the sustainable organizations and the knowledge-based ones. Besides, nowadays,
they are offered as a key to success in turbulent times. But, a question remains as, why
should a company choose between sustainability and knowledge? Could not it be just
an added value and at the same time, the relationship with the community and the
stock of knowledge that it owns? And if it can, then which will be the particularities
of this kind of organization? In order to find an answer to these questions, many
studies have been conducted. The results pointed out the fact that, from a theoretical
perspective, a sustainable knowledge-based organization represents a formal entity
in which economic, environmental and social objectives are achieved by developing
the internal knowledge base (Leon, 2013).

This chapter aims to examine how some leading enterprises are integrating
sustainability into their planning of future direction and growth. It is expected
that the readers will have a strong interest in sustainability and how it should be
managed within organizations. Also it is envisaged that by creating and maintaining
sustainable organizations is of high priority to companies planning their future in
a turbulent and difficult-to-predict operating environment. Hence, the readers will
also learn how sustainability may be better integrated into the strategic thinking and
management processes. This chapter gives an insight into the past, contemporary
and future issues on the importance of integrating sustainability discussion and
planning into mainstream strategic management (Perrott, 2015).

BACKGROUND

The expression, sustainable development has evolved through the powerful lobbying
of the environmental movement over the past 35 years. Along this route, Bruntland’s
definition of sustainable development has become widely used. It defined sustainable
development as invoking the demands of future generations counterbalanced to the
concurrent unmet needs of much of the world’s population. As a general concept,
sustainable development encompasses three fundamental approaches: economic,
environmental, and social developments, which are interrelated and complementary.
Hence, the focus of research in sustainability has shifted from local optimization
in a single organization to that of the entire supply chain. Moreover, sustainability
has become an everlasting movement that has started to impact on how one does
business, buys products and even chooses the community leaders. In this aspect,
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environmental sustainability is a key issue for human societies throughout the 21st
century’s world. It can be seen as meeting the needs of the contemporary society
without compromising the ability of future generations to meet their demands.
Furthermore, as environment sustainability is attracting more attention, the literature
on current practices focusing on environmental performance has created a stream
known as green supply chain management. It is not simply about reducing the
quantity of waste of production or using less energy, but is concerned with developing
processes that will guide to businesses becoming completely sustainable in the future
(Brundtland, 1987; Linton, Klassen and Jayaraman, 2007; Seuring, et. al., 2008;
Sarkis, Zhu and Lai, 2011; Tay, et. al., 2015).

Theoretically, the word sustainability refers to the continuation of producing
expected outputs without creating any disharmony and imbalance in a system.
Contemporary studies show that ICT-based government systems raise barriers and
in many instances create digital inequalities between the ‘tech-haves’ and ‘tech-haves
not’, of which one group reaps the benefits of IT-enabled accessibility by helping
each other and one cannot. It is predicted that this phenomenon will not support
sustainable e-Participation in which the systems that are expected to provide certain
outputs may be disrupted because of some serious factors being ignored during
the plan, design and implementation phases. Therefore, a sustainable model for
e-Participation may guide the decision makers in state and private levels to implement
the systems in certain place and in certain time. Accordingly, adding values and
innovations in the various phases of the model will assist the stakeholders to reap
the benefits of e-Democracy on continuous basis (EAG, 2005; Horrigan, 2005;
Islam, 2008; Upham, et. al., 2012).

Ecopreneurs (entrepreneurs focused to boost economy) from developed countries
are not the only ones involved in this existential odyssey of sustainability. In 1993
Professor Anil Gupta of the Indian Institute of Management set up a non-profit non-
governmental organisation (NGO) called the Society for Research and Initiatives for
Sustainable Technologies and Institutions (SRISTI) to ‘strengthen the capacity of
grass-roots inventors, innovators and ecopreneurs engaged in conserving biodiversity
and developing eco-friendly solutions to local problems’. The key instrument of the
NGO is the Honey Bee Network (Gupta 1997: 36- 40), a newsletter in six languages
dealing with examples of local ecopreneurship and ways to preserve the intellectual
property rights of local inventors in developing countries from being exploited by
multinational corporations (MNCs) based in developed countries. Recently, the focus
has been on women’s indigenous knowledge, given its traditional neglect in India.

The Honey Bee philosophy is aimed at remedying one of the negative free-rider
effects of entrepreneurial capitalism: the temptation of bulky corporations from
developed economies to take or buy out the innovative technologies of indigenous
people in developing counties without giving them sufficient credit for their
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intellectual discoveries or payment for their ideas and inventions. Such protection
and support is critical in order to motivate ecopreneurship in the first place: why
bother to innovate and create a green business if the inevitable consequence is to have
everything extracted and exploited? The metaphor of the honey bee indicates the
cross-fertilization of ideas and initiatives that aim to stimulate, reward and protect the
creativity of grass-roots ecopreneurs. Stemming from this affluent Indian tradition,
Astad Pastakia (1998: 158) distinguishes between two kinds of ecopreneurs, as such,
commercial ecopreneurs and social ecopreneurs (Honey Bee, 2001; Isaak, 2016).

LITERATURE REVIEW

It has been observed that the simultaneous pursuit of economic, environmental,
and social sustainability is rapidly becoming part of the established rhetoric for
many enterprises across sectors and geographic regions. Along this perspective, the
concept of sustainability, and the related notion of sustainable development, has also
become part of the common vocabulary in the debates within and across several
social sciences such as economics, political science, sociology, and (more in recent
times) in management research and practice. In general, scholars refer to the core
concept as the specification of a set of actions to be taken by present persons that will
not diminish the prospects of future persons to enjoy levels of consumption, wealth,
utility, or welfare comparable to those enjoyed by present persons. In management
science, the notion of sustainability has been applied to business organizations as
social systems that are embedded in larger social and ecological systems with which
they share the availability of inputs and the impacts of outputs. In this framing, it
has taken on specific meanings related to the capacity of the business organization
to serve purposes that include not only economic, but also environmental and social
criteria. Furthermore, research in the management sector has generally developed
in two main strands addressing two different broad sets of questions, such as: why
should companies move beyond serving merely economic purposes, and what makes
a company more sustainable. In this regard, answering the question “why (should
companies embrace sustainability?)” generated the central and by far the largest
empirical effort in the corporate sustainability knowledge domain (Bromley, 2008;
Bansal, 2005; Berry and Rondinelli, 1998; Crane and Matten, 2010; Freeman, et.
al, 2010; Zollo, 2013).

Itreveals that tourism is another form of component in a sustainable society. Over
the years it has been observed that heritage and culture are ubiquitous in terms of
sustainable development aspect. Wherever there are people (or community), there
are culture and heritage. Even in remote polar region and on the top of the highest
mountains there is a demand of both natural and cultural heritage, including artifacts
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left by explorers and awe-inspiring landscapes. Of course, this does not mean that
everywhere they are equal in the competition to attract heritage tourists. In fact it
has been found that this is far from the case. However, it does mean that culture and
heritage require watchful evaluation if they are to be used successfully as attractions
in the competitive tourism industry (Wall, 2016).

Within the historical perspectives, for business firms and economy, reasonable
consensus is available for the significance of corporate governance (CG) as it attains
much attention in the literature. Moreover, recent studies in this field indicate the
fact that success factors of business organization is closely associated to CG. The
key focus of vast body of literature is depicted through (shown in Table-1):

Table 1. Various factors on business issues

Factors Literatures

Conyon & He, 2008; La Rocca, Montalto, La Rocca,
& StaglianA, 2017; Zulkifli, Shukor, & Rahman,
2018; Muma, 2018; Mungwari, 2018; Muniisvaran
& Vijayalakshmi, 2018; Mufioz, 2017; Myambo &
Munyanyi, 2017; Sbaouelgi, 2018; Obiekwe, 2018

Governance mechanism and its impact on the firm
performance

Business firms working with the weak governance
structure have more intensity to face the agency Bosse & Phillips, 2016; Hasanudin et al., 2019;
issue, where managers place their personal interest Esenyel & Emeagwali, 2019

ahead of corporate interest

Mangers are not very much careful about the funds Letza, Sun, & Kirkbride, 2004; Arora & Sharma,
of stakeholders, comparatively to their own 2016; Azeez, 2015; Francis, Hasan, & Wu, 2015

Bear, Rahman, & Post, 2010; Bernardi, Bean, &
Weippert, 2002; Boulouta, 2013; Erhardt, Werbel, &
Shrader, 2003

Diversity in the board through gender specifies its
impact on the performance

‘Women empowerment indicates the actions and
raising of status for the female through education,
literacy and job opportunities in the society

Mosedale, 2005; Malimi, 2017; Mohiuddin, 2018;
Mokgari & Pwaka, 2018

The integration of environmental aspects into organizations’ strategic and
operational decisions is a reality that affects not only the organization which makes
decisions, but also its customers

and suppliers (de Camargo Fiorini and Jabbour, 2017). Seeking to incorporate
environmental and sustainable practices into the supply chain, organizations have
demanded a great deal of information from their partners. Several critical issues
that demonstrate the growing concern over sustainability issues are (see Table-2):

Another theory indicates the strong association between the organizational
success and satisfaction of shareholders is stewardship theory. Various dimensions
are presented in the literature to cover the basic idea of corporate governance. In
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Table 2. Various issues on environmental sustainability

Issues

Literatures

Convergence of supply chain and sustainability

Seuring & Miiller, 2008; Srivastava, 2007; Zhu &
Sarkis, 2004

Information systems (IS) have become important
tools for the adoption and management of these new
practices

Chen, Tai, & Hung, 2012; Dao, Langella, & Carbo,
2011; Green, Zelbst, Meacham,

& Bhadauria, 2012; Green, Zelbst, Bhadauria, &
Meacham, 2012; Hu, Li, Chen, & Wang, 2014

IS hold greater promise for addressing environmental
issues in organizations; they can support business
initiatives in reducing negative environmental
impacts

Jenkin, Webster, & McShane, 2011; Khor,
Thurasamy, Ahmad, Halim, & May-Chiun, 2015;
Sarkis, Koo, & Watson, 2013

It is imperative that organizations understand how to
integrate information systems and green initiatives in
order to improve business sustainability and identify

Bose and Luo (2011); Wognum, Bremmers,
Trienekens, van der Vorst, & Bloemhof, 2011

better practices

this regard, total members in the board express the size. It is believed that larger
board size can significantly manage the business strategic affairs, comparatively to
smaller board size. However, the factor of women empowerment is under observation
since last couple years due to its worth in the board through gender diversification.
However, the literature contribution for the women empowerment through board
diversification and its linkage to capital structure and leverage is very limited
(Thabhiranrak and Jermsittiparsert, 2019).

In another aspect of sustainability issue, it has been observed that there is a need
for environmental protection and increasing demands for natural resources those are
forcing companies to reconsider their business models and restructure their supply
chain operations. To improve further, scholars and proactive companies have begun
to create more sustainable supply chains. However, what has not been fully addressed
is how organizations deal with short-term pressures to remain economically viable
while implementing these newly modeled supply chains. In this aspect, Wu and
Pagell (2011) use a theory-building through case studies to answer this question:
how do organizations balance short-term profitability and long-term environmental
sustainability when making supply chain decisions under conditions of uncertainty?
They present five sets of propositions that explain how exemplars in green supply
chain management make decisions and balance short and long term objectives. They
have also identified four environmental postures that help explain the decisions
organizations make when dealing with strategic trade-offs among the economic,
environmental and social elements of the triple-bottom-line.

This study finds that sustainability in organizations have increasingly gained
importance among organizations and their stakeholders around the world. In this
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context, eco-efficiency has become a consistent tool towards the transition to
sustainable development and the efforts of eco- efficiency indicators have been
utilized for comparative studies and decision-making tasks, providing better financial,
environmental, and social performance. The chapter tried to provide a systematic
literature review on the theme of sustainable development from the perspective
of eco-efficiency, with the adaptation of the Knowledge Development Process
intervention instrument - constructivist (ProKnow-C) (Caiado, et. al., 2017).

In this aspect, Caiado, et. al., (2017) identify and structure the state-of-the-art
between Eco-Efficiency and Sustainable Development with a view to:

1. selecting a Bibliographic Portfolio (BP) that is aligned with the perception of
the researchers on the theme;

2. performing a bibliometric analysis of the selected BP;

3. performing a thematic synthesis;

4. finding the integration of eco-efficiency and sustainable development with
other approaches;

5.  proposing aninnovative framework to achieve sustainable development through
eco-

6. efficiency indicators; and

7.  finding paths for further research.

Along this context, this particular study makes multiple new contributions,
providing both academics and practitioners a better panorama to achieve sustainable
development through eco-efficiency by expanding the literature review, highlighting
the synergies and barriers between eco-efficiency and sustainable development and
by comparing and analyzing them, showing its relevant features. Furthermore, the
study finds that Caiado, et. al., (2017) has tried to synthesize the contributions of the
BP according to the BASF indicators, sustainable dimensions and four measurement
levels: industry, organization, project and process to better describe the current
academic scenario on the subject. Caiado, et. al., (2017) add further that, in 1996,
BASF Corporation developed an eco-efficiency methodology to assess both the
economic and environmental impacts of chemicals, processes, and products in their
lifecycle. The methodology created by BASF has since been further developed and
follows the ISO 14040 and ISO 14044 standards for lifecycle assessment (LCA) and
also ISO 14045 for Eco-Efficiency assessment. BASF’s methodology can be used
for sustainable decision making at all levels, from industrial to consumer.

Taking these concepts in consideration, the study progresses further through
another area of sustainability: the agriculture. Particularly, organic agriculture offers
a unique combination of environmentally-sound practices with low external inputs
while contributing to food availability. The objective is to describe the potential of
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the organic agriculture to provide an alternative way for conventional agricultural
practices which leads to a sustainable resource utilization and contributes in
mitigating global problems like climate change (Zundel and Kilcher, 2007; Aher,
Bhaveshananda and Sengupta, 2012).

Strong, integrated health systems based in primary health care is a function as the
first line of defense in emergencies, whether in acute or protracted crises. Hence, a
strong health system can be seen as aresilient health system. Conversely, poor-quality
primary health care can contribute to the escalation of emergencies through poor
standards of infection prevention and control, a lack of appropriate equipment, and
untrained staff. Along this context, it has been observed that marginal communities
across the developing countries lack strong primary health care.

The success of primary health care is driven by knowledge and capacity-building.
Necessary efforts need to be applied to enhance knowledge, including scientific as
well as traditional knowledge, to strengthen PHC (Public Health Care), improve
health outcomes and ensure access for all people to the right care at the right time
and at the most appropriate level of care, respecting their rights, needs, dignity and
autonomy. Organizations continue to research and share knowledge and experience,
build capacity and improve the delivery of health services and care.

e Human resources for health: Fields need to create decent work and appropriate
compensation for health professionals and other health personnel working at
the primary health care level to respond effectively to people’s health needs
in a multidisciplinary context. Organizations need to continue to invest in the
education, training, recruitment, development, motivation and retention of
the PHC workforce, with an appropriate skill mix. Organizations also should
strive for the retention and availability of the PHC workforce in rural, remote
and less developed areas.

e  Technology: Organizations should support broadening and extending access
to a range of health care services through the use of high- quality, safe,
effective and affordable medicines, including, as appropriate, traditional
medicines, vaccines, diagnostics and other technologies. They need to
promote their accessibility and their rational and safe use and the protection
of personal data. Through advances in information systems, it would be better
able to collect appropriately disaggregated, high-quality data and to improve
information continuity, disease surveillance, transparency, accountability and
monitoring of health system performance. Variety of technologies need to
be utilized to improve access to health care, enrich health service delivery,
improve the quality of service and patient safety, and increase the efficiency
and coordination of care. Through digital and other technologies, we will
enable individuals and communities to identify their health needs, participate
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in the planning and delivery of services and play an active role in maintaining
their own health and well-being.

e  Financing: All countries should to continue to invest in PHC to improve
health outcomes. Organizations need to address the inefficiencies and
inequities that expose people to financial hardship resulting from their use of
health services by ensuring better allocation of resources for health, adequate
financing of primary health care and appropriate reimbursement systems in
order to improve access and achieve better health outcomes. Henceforth,
efforts should be given towards the financial sustainability, efficiency and
resilience of national health systems, appropriately allocating resources to
PHC based on national context (World Health Organization, 2019).

DISCUSSIONS AND FURTHER ISSUES

In the past decade, research on sustainable innovations has expanded rapidly to
increase the understanding of the ways in which new technologies (especially, ICTs)
and social practices enable societies to become more sustainable. Many research
findings have focused on eco-innovation and the diffusion of clean technologies.
Also, in the past decade coherent perspectives have been introduced that look
more systemically at the ways in which more sustainable technologies are adopted
in society, such as transition management and innovation systems research. This
research has contributed to knowledge of factors that induce sustainable innovations,
such as regulation and firm characteristics, and also show the interplay of factors
in innovation and societal systems that determine the often complex journey of
new ideas into products and services (Hall and Clark, 2003; Geels, Hekkert and
Jacobsson, 2008; Montalvo, 2008; Boons and Liideke-Freund, 2013).

Moreover, sustainable development (SD) is not just obligating society members to
fulfill their responsibilities, but can also generate significant competitive advantage.
Only recently, organizations increasingly consider SD as a business strategy because
it can deliver larger shareholder value and provide access to capital and making
stronger performance over time which can improve shared value for both business
and society. Considering the present atmosphere where competition is the most
important factor in asserting oneself and exerting influence in the developmental
process, customer relationship management (CRM) and the significant influence it
has brought about in the worldwide scene can be seen as one of the most influential
factors contributing to the economic sphere (Gholami, H., et. al., 2015).

In recent decades, and especially in recent days, the attitude of the organizations
toward the customer has undergone a change. Looking at the customer turn from
consumer to a colleague, a partner, a value creator, or a developer of knowledge
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and it has given a competitive advantage to organizations. The issues are much
more important in higher education due to the structure, nature and manner of
communication with students as dominant customers. The importance of these
institutions indeveloping specialized and skilled manpower, as well as are increasingly
being viewed as engines of creating human capital needed to support development
of local economies (Gholami, H., et. al., 2015).

Along the route of successful entrepreneurship, sustainable supply chain
management has developed at an exponential rate into a distinct research field,
but its progress towards sustainability is rather modest, and a coherent theoretical
foundation for guiding companies towards a stronger integration of sustainability into
their operations and supply chains is still absent. This chapter tries to outline how
the tradition of critical management studies could foster higher levels of sustainable
business and sustainable supply chains. In this aspect, Gold and Schleper (2017)
argue that the underlying instrumental logic of contemporary corporate engagement
with sustainability, driven by stakeholder pressures, is a vital obstacle when aiming
for ‘truly’ sustainable supply chains. They further mention that by referring to a
recognition perspective may dissolve the reified pursuit of profit-seeking and other
merely economic performance targets to recall the genuine and in its essence truly
radical claim that the concept of sustainable development is inherently a normative
one imposed on all of us. Recognition may lead the way for companies to adopt
a caring stance for people and the surrounding environment and to respond to the
legitimate expectations of all groups in society while conceiving themselves as an
integral part of such a society.

While discovering the sustainability factors in health sector, it has been observed
that the world has made excellent progress on global health, with changes so great
that life expectancy is now around 10 years more than back in 1978, and the risk of
dying before the age of 5 years has fallen by around two thirds. Without a doubt, the
spectrum of disease is now very different from 40 years ago, due to the demographic
and epidemiologic transitions that have occurred. Though the unfinished agenda
of preventable child and maternal mortality remains, chronic non-communicable
diseases and injuries have replaced acute infections as the major causes of morbidity
and mortality, necessitating a change in the profile of health services needed (World
Health Organization, 2018). However, the recent havoc in the form of Corona virus
(COVID-19) has raised an alarm not only in the health sector, but also in the overall
society development thought processes. This form of new virus has at first been
detected in China in December 2018, but till this writing in July 2021, the entire
population of the globe is suffering from its consequences.

Tourism seems to be one of the world’s fastest growing industries, and has been
identified as a means of generating national income in less industrialized economies.
Many countries have promoted tourism as a major source of national income. Hence,
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sustainability has become an important topic and concept in relation to tourism
planning and development (Kruja and Hasaj, 2010)

Looking into another aspect of sustainable organization and environmental
sustainability, it has been perceived that green accounting is another important
tool for understanding the influential aspects of natural environment with respect
to the economy. The data and information provided by environmental accounts are
determined to be in relation to the involvement of natural resources in economic
development and costs occurred due to pollution or resource degradation. However,
the advantage of corporate environmental accounting initiative is identified as the
ability to determine and create awareness regarding costs related to environment,
which in turn helps in identifying the techniques for reducing and avoiding costs of
such type. It can be mentioned that due to this advantageous feature, the performance
of the environment has also been improved. The environmental costs that occur due
to the financial outcomes of the firm’s operation can be determined by means of
a green accounting tool. The operational performance of the organization can be
determined with the assistance of certain process like documentation and reporting
the emissions of green house gases (GHG). However, the conventional accounting
system is determined not to be considered for new or existing demands for natural
resources. This demand on natural resources may destabilize sustainability of
economic performance and growth, depletion of natural capital, environmental
degradation as a social cost of economic activity and also the account of nonmarket
goods in gross domestic product (GDP) (Farouk, Cherian and Jacob, 2012).

In contemporary years, there has been growing interest in applying social practice
theory to theorizing consumption, specifically in relation to transforming practices
that have problematic environmental impacts. Sahakian and Wilhite (2014) tried to
address the questions: how do changes in practices occur, and what are the levers for
influencing change towards more sustainable consumption practices? They argue
that a view of agency distributed across people, things and social contexts is fruitful.
They also explore learning through membership in communities of practice, where
people are involved in experiments with or exposure to new practices. Carrying on a
case study, they relate three case studies in the arena of food consumption practices
then discuss the practicalities and pitfalls involved in translating social practice
approaches into practicable recommendations for encouraging more sustain- able
forms of consumption.

Notwithstanding another important issue, as such social learning is another
aspect of sustainability factors and meant to be the collective action and reflection
that occurs among different individuals and groups as they work to improve the
management of human and environmental interrelations. Social learning for improved
human interrelations with the environment must ultimately include us all, because
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the people are all part of the same system and each of population will inevitably
experience the consequences of these change processes.

Asanotherimportant aspect, environmental management has grown exponentially
as a profession over the past half century. Originally a new and largely unwelcome
idea, it has now grown to be a major branch in many, if not most, government and
non-governmental organizations; and in almost all university programmes. The first
‘environment management’ jobs appeared in the 1950s as junior posts, typically
involved in ‘cleaning up the mess’, whether as pollution control officers or dog
catchers. At that time there were no federal, state or local government departments
responsible for environmental management, and no industry would have dreamt
of such a thing. Within community sectors, the environmental organizations that
existed were mostly concerned with field studies and nature walks.

Environmental legislation has been slowly and somewhat reluctantly introduced
into anumber of countries and jurisdictions. In the USA it took several tries, in various
guises, before the National Environmental Protection Act was passed in 1969. This
act, and similar legislation that followed around the globe, required all developments
likely to have a ‘significant’ impact on the environment to undergo an environmental
impact assessment. However, unfortunately the legislation did not clearly define
‘significant’ and assessments were considered to be ‘one-off’, or ‘undertaken and
forgotten’. Hence, as environmental problems mounted, environmental protection
agencies were created, although they were typically not well funded and functioned
primarily as reactive organizations. But, without resources or power, these first
agencies could not support a process of social learning or foster the necessary
change process for improving environmental management and social wellbeing
(Keen, Brown and Dyball, 2005).

Towards making a sustainable transportation system, and driven by the global
nature of shipping, maritime governance is characterized by a long history of
intergovernmental decision making with the International Maritime Organization
(IMO) as central locus of authority. Since the 1980s, maritime governance for the
European Union (EU) and its member states is subject to processes of regionalization,
especially in the environmental domain. However, dissatisfaction with the ambition
level of the IMO as well as lack of effective implementation and enforcement of
IMO standards has driven the emergence of four regionally-based initiatives: the
use of special areas in IMO Conventions, the adoption of the Paris Memorandum
of Understanding (MoU) on Port State Control, the development of the European
Union shipping policy domain and the emergence of market based initiatives by
ports and cargo-owners. This study observes that each of these regional initiatives
are based on cooperation between a regional group of actors and each initiative has
become integrated in maritime governance (Van Leeuwen, 2015).
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Finally, adding another important aspect of sustainable organization, the provision
of sustainability service is discussed here. It is accomplished via three service
practices; arranging green shopping trails, answering sustainability questions, and
promoting sustainability to green consumers in-store. Analyzed by Fuentes and
Fredriksson (2016) it shows that the retailing of sustainable products is not simply
a matter of including sustainability products in the range and instructing shop
assistants to promote them. Sustainability service — as enacted at W-Store — was
dependent on the successful combination and configuration of human competence
(service staff) and IT and organizational artifacts. Furthermore, there also needed to
be congruence between consumers and their images and between retailers and the
version of sustainability they were enacting. Hence, the provision of sustainability
service required an investigative and adaptive organization capable of keeping up as
well as developing vis-d-vis changing sustainability discourses and issues. However,
once the necessary conditions had been met, sustainability service worked towards
promoting sustainable consumption by making green shopping possible, educating
consumers on sustainability issues, and motivating them via positive feedback and
dialogue.

CHALLENGES

Among many other seen and unforeseen challenges, the magnitude and urgency of
the challenges facing agriculture and food systems demand profound modifications
in different aspects of human activity to achieve real transformative change and
sustainability. Recognizing that the inherent complexity of achieving sustain-ability
is commonly seen as a deterrent to decision-making, the Food and Agriculture
Organization of the United Nations (FAO) has approved the 10 Elements of
Agroecology as an analytical framework to sustain the design of differentiated
paths for agriculture and food systems transformation, hence facilitating improved
decision-making by policymakers, practitioners and other stakeholders in differing
contexts at a range of levels on a number of scales.

Inthese aspects, biodiversity, consumers, education and governance are identified
as promising entry points to build a structured process using visual narratives that
rely on the 10 Elements of Agroecology to graphically dissect prospective social-
ecological transition trajectories. We illustrate such applications with examples
from agroforestry worldwide, public food procure-ment in Brazil and the United
States of America, and agroecology education vis-a-vis secure access to land in
Senegal. Nexus approaches are used to highlight and examine salient interactions
among different sectors and entry points, and to expand visual narratives describing
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plausible theories of transformative change towards sustainable agriculture and food
systems (Barrios, et. al., 2020).

Furthermore, the global context of sustainability suggests that the discussion
of sustainable development has consolidated and increased its impact (e.g. ONU’s
climate change reports, governmental projects in different levels, academic literature
development). Sustainable development has appeared on the agendas of public and
private managers, and different kinds of organizations are concerned with making
development sustainable, with respect to social, environmental and economic criteria
(Cruz and Boehe, 2008).

A growing realization of the un-sustainability of numerous human activities has
brought about an increased scrutiny of the sustainability of organizational practices.
For example, in the ecological sphere, the core technologies of the industrial age,
combined with a profligate use of resources, threaten the viability of life on planet
Earth. To illustrate further it can be stated, between 1900 and 2000 the world
population increased four-fold; the urban population increased 13-fold, energy use
per capita increased six-fold; industrial output increased 40-fold, and the number
of marine fish caught increased 35-fold (Peterlin, Pearse and Dimovski, 2015).

Day by day, the world is experiencing the largest wave of urban growth in history.
Over half of the world’s population is now living in cities and according to the United
Nations estimates, by 2050, 66% of the total world’s population is expected to be
urban. With this rapid urbanization, cities will face various sustainability challenges;
including, but not limited to, the poverty expansion, social stress, natural resources
shortage, spatial dynamics, and urban pollution with its effect on the climate change
phenomenon. Given this unprecedented global urbanization growth and the need for
sustainability atall aspects of a city, the concept of “Smart Sustainable Cities” (SSCs)
emerged as a desired goal for present and future urban development and attracted
the attention of many researchers and practitioners in the field. Their challenge is to
ensure that cities are offering improved living conditions for their citizens by solving
a set of sustainability challenges at the economic, environmental, and social levels.
The Information and Communication Technologies (ICTs) offer high potential for
solutions to many of these challenges while ensuring that they are environmentally
friendly and viable (Ibrahim, El-Zaart and Adams, 2018).

Tourism has been found as a complex socioeconomic phenomenon based on
the growing needs of modem societies for recreation and leisure and has become a
major economic activity worldwide and a priority field in policy making at local,
regional, national, supranational and international level. It is the result - and a cause
- of wide sweeping changes in modem societies with far-reaching consequences for
both developed and developing economies. Its spatial extent, in the past involving a
few world regions, is becoming increasingly global reaching even far distant places
(Coccossis, 2017).
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Among others, the great challenges of climate change and the depletion of
natural resources are strongly related to the ways in which energy is provided and
consumed in contemporary societies. Accordingly, energy governance is concerned
with shifting the system of energy provision and consumption towards a more
sustainable configuration. Thought process must carry out investigations to which
extent such a shift can be managed by intentional policy interventions, and what
role local activities can play in fostering change within globally entrenched energy
structures are still open questions.

Concepts of ‘sustainability transitions’ stress the alignment of actors around
a shared vision of the future as a means to coordinate change. This is believed to
work also at the scale of a city, producing momentum of change in a locally defined
infrastructural system. At the same time, empirical accounts and conceptualizations
of socio-technical change acknowledge that coordinating such processes is only
partially possible, challenged by a multitude of priorities, perceptions and often
contradictory views and therefore is necessarily conflict-laden. In reality, and
particularly in democratic societies, the search for a shared orientation with regard
to such complex systemic endeavors will necessarily remain a distributed and messy
process which is in principle prone to mistakes and conflicts. However, questions
will remain, as How can such processes of searching, contestation and negotiation
be better understood? What does this mean for the organization of decision making
processes regarding long-term infrastructural change? (Spith and Rohracher, 2015).

At the end of the day, the current globalization is faced by the challenge to meet
the continuously growing worldwide demand for capital and consumer goods by
simultaneously ensuring a sustainable evolvement of human existence in its social,
environmental and economic dimensions. In order to cope with this challenge,
industrial value creation must be geared towards sustainability. Currently, the
industrial value creation in the early industrialized countries is shaped by the
development towards the fourth stage of industrialization, the so-called Industry 4.0.
This development provides immense opportunities for the realization of sustainable
manufacturing (Stock and Seliger, 2016).

FUTURE RESEARCH SCOPES

If one talks about the future research scopes of a sustainable organization, one should
think about the approaches to ‘sustainability transitions’ stress the possibility of
aligning actors around a shared vision of the future, for example, at the scale of a
community, society, or city. Empirical accounts reveal how difficult such coordination
often is due to contradictory views involved. How can one better understand related
processes of searching and negotiation? What does this mean for the organization
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of decision making processes regarding long-term infrastructural change? Future
research need to reflect on implications of such a perspective on how policies and
how governance arrangements should ideally be shaped (Spéth and Rohracher, 2015).

In the recent past, the system has been reluctant to see either local or global
environmental management as an integral part of the daily affairs. In the era of the
industrial revolution, people became so removed from their natural environments
that they ceased to see the interconnections between social and natural resources.
People consume a banana from across the globe without knowing the social or
ecological circumstances under which it was produced; one washes hands, with
little awareness of the catchments from which the water comes and where the waste
water will go; and turn on the heating, lights and television with little concern about
the flows of energy they induce, or how they were generated. People working as
environmental managers, in any field, have to contend with these disconnections that
exist within communities, as well as those between communities and their natural
environment. It is expected that part of an environmental manager’s job is to create
learning experiences to re-establish the mental connections between our actions and
environments, thus creating pathways for social change.

Hence, there is a general recognition throughout the environmental field that it is
time to bring social learning and environmental management back together (Keen,
Brown and Dyball, 2005).

Furthermore, it must be noted that rapid changes are taking place across the world
have had the effect of increasingly actualizing the tasks of corporate strategy and
tactic adaptation in order to survive in the competitive struggle. At the same time,
the elaboration of strategic plans for sustainable development and competitiveness
facilitation based on the assessment of the strengths and weaknesses of activity are
points of particular significance, along with the analysis of real possibilities, resources
and the existing vulnerabilities of the enterprise towards the external environment.
In this aspect, enterprises and organizations of different fields of activity need to
search and apply more advanced concepts and tools, focused on quality, continuous
improvement and sustainable business success (Salimova, et. al., 2018).

CONCLUSION

The synthesis from the research reveals a lack of a clear definition of sustainability
which sets in motion a whole systemic dynamic. The data from the action research
exemplify this dynamic. Firstly, there is a pattern of adopting a short-term focus
and expediency in decision making. Secondly, problem solving favors the “quick
fix” over thoughtful consideration and development of the key components for
sustainability. Thirdly, there are gray areas of sustainability issues in developing
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and transitional economies. This research may also lead to questioning the urgency
of implementing the very complex systemic sustainability at this time in view of
widespread climate concerns, versus concentrating on the more straightforward
carbon footprint reduction (Smith and Sharicz, 2011; Rahman, 2014).

Moreover, the concept of sustainability evokes a multiplicity of meanings,
depending on the field. Some researchers have criticized the concept for its vagueness.
Notwithstanding this criticism, worldwide efforts to meet the sustainable development
goals (SDGs) are in progress and are expected to yield results by 2030. This study
aims to addresses two issues and make two primary contributions. Firstly, the concept
of sustainability is revisited to develop its integrative understanding. This concept
is built on systems thinking —specifically, on the concepts of synergy, emergence,
recursion and self-organization. Secondly, an approach is developed to help determine
whether the efforts being made towards the SDGs can be expected to be effective
(i.e., whether the world can hope to soon be a system that self-organizes towards
sustainability) (Donaires, et. al., 2019).

In contrast, the development process for a sustainable corporate brand was
examined by reference to the available literature on sustainability in relation to
corporate branding. It has been observed that the drivers and factors involved in the
development and maintenance of a sustainable corporate brand discussed included
the link between corporate identity and corporate brand using Balmer’s typology,
corporate rebranding, developing a consistent sustainable brand promise, supply
chain challenges, signaling and communication issues including the application of
discourse theory, the sustainable corporate brand as an innovation credibility, and
reputational issues (Stuart, 2011). The discussion of human activities exploiting
natural resources and their environmental impact has gained more traction throughout
the past decade. Especially, the role corporations play in these developments
has caused a shift within corporate strategic considerations. As a result, today,
many companies assume increasing responsibility to improve their sustainability
performance (Simonarson and Zydorek, 2021).

Finally, the last but not the least, the new world must enclave much innovative
approaches to enhance the sustainability at the global and local level, whether for
the organizational entity or the state entity to cope the recently apprehended Corona
virus (COVID-19) that is hindering the entire thought processes of the humanity
crossing all boundaries.
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KEY TERMS AND DEFINITIONS

Economic Development: Economic development can be defined as the creation
of wealth from which community benefits are realized. Economic development can
also be seen as the process whereby simple, low-income national economies are
transformed into modern industrial economies.

Environmental Development: Simply it can be put forward as an economic
and social development that respects the environment.

Social Development: Social development is about improving the well-being of
every individual in a society so that they can reach their full potential.
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Sustainability in Business: In business, sustainability refers to performing
business without negatively impacting the environment, community, or society as
a whole.

Sustainable Development: Sustainable development can be defined as
an organizing principle for meeting various human development goals while
simultaneously sustaining the ability of natural systems to provide the natural
resources and ecosystem services on which the economy and society depend.

Sustainable Organization: A sustainability organizationis primarily an organized
group of people that aims to advance sustainability and/or those actions of organizing
something sustainably. Unlike many other business organizations, sustainability
organizations are not limited to implementing sustainability strategies which
provide them with economic and cultural benefits attained through environmental
responsibility.
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ABSTRACT

Companies are facing important challenges related to markets’ internationalization,
regulatory restrictions, and fierce competition especially during the COVID-19
context. Environment is thus characterized by rapid and volatile changes.
Organizational agility is the key capability allowing firms to adapt continuously
by sensing changes in their environment and responding in an efficient and rapid
manner. Previous work has addressed organizational agility enablers, including IT
ones, allowing the firm to be more agile. In this chapter, the authors first extend their
organizational agility enablers list through an in-depth analysis of consulting firms
and governmental agencies reports on agility during the COVID-19 context. The
final list contains 28 organizational agility enablers belonging to 10 groups. Then,
the authors conduct a Q-study in order to identify what factors are critical for a
successful journey towards agility and to analyze the results from an IT perspective.
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INTRODUCTION

The 1980s has witnessed a downturn in the US economy. There were mainly two
recessions in 1980 and 1982 due to the restrictive monetary policy of the Federal
Reserve and the effects of the 2nd oil shock (1979). This has caused a slowdown
in investment and an increase in the unemployment rate. These two recessions are
the strongest after the Second World War (Brunner, 1983).

In this unfavourable economic context, traditional American industry suffered a
severe crisis since 1980 due to competition from Europeans, Japanese and emerging
Asian industrial countries.

In 1990, the American congress decided to carry out reforms. Thus, the United
States Department of Defense has launched an investigation into the American
industry to improve its competitiveness.

This is how the story of agility began in the United States as a new model to
help revitalize American industry and regain its leadership lost in the 70s and 80s
in favour of Japanese and European industries. The notion of agility therefore finds
its origins in the military field as the ability to change actions over time (Richards,
1996). Indeed, a group of researchers from Lehigh University in Pennsylvania
has been mandated by the United States Department of Defense to define a new
strategy for American industry (Nagel & Dove, 1991). Thus, by observing the rate
of the environment change, the researchers of the “IACOCCA institute” wrote a
report entitled “21st Century Manufacturing Enterprise Strategy. An industry Led
view of Agile Manufacturing” which aimed to develop a strategy to strengthen the
competitiveness of American industry for the next 15 years (Nagel & Dove, 1991).
This report was produced following the organization of a conference to discuss the
economic future of the United States with more than 150 researchers. The term “Agile
Manufacturing” thus appeared and an annual forum affiliated with Lehigh University
was established (Agile Manufacturing Enterprise Forum (AMEF)). The purpose of
this forum is to develop a vision of the agile approach, to assess the current state of
implementation, to identify and prioritize the necessary changes in practices and
related technologies, and to influence the Agile Manufacturing Research Program.
In 1995, the results of this research were published in the book “Agile competitors
and virtual organizations” (Goldman et al., 1995). The results of the report show that
the classic organizational model does not allow companies to provide satisfactory
answers to the demands of the post-industrial world characterized by an increasing
importance of information and communication.

Indeed, they proposed a new strategy to meet these challenges. This strategy
is based on the “Agile Manufacturing” concept driven by four forces: continuous
change; quick response; continuous improvement and environmental responsibility. In
order to achieve this vision, the company should have key characteristics (competent
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human resources, continuous learning, technological leadership ...), as well as an
agile infrastructure (organizational structures and practices, adoption and transfer
of technology, rapid cooperation mechanisms ...). This infrastructure, which enables
industrial enterprises to be more agile, may be available through cooperation between
enterprises and representatives of industry, government and academia.

Later, during the past decade, rapid technological change has accelerated the
production of data. As early as 2012, (Gantz & Reinsel, 2012) predicted an increase
in the volume of data to reach 40 zettabytes (40 trillion gigabytes). In addition,
according to Stephen Gold, former IBM Marketing Director, 90% of all data in the
world has been created in the last 2 years (Brasseur, 2013). This explosion in the
amount of information continues exponentially in 2021 and is a source of turbulence
in the business environment, and also a development opportunity with the advent
of the knowledge society (World bank, 2021).

Indeed, competition has accelerated since the beginning of the third millennium
due to economic globalization and the abundance of information leading to rapid
and continuous changes in markets and technologies (social networks, artificial
intelligence, etc.). The current business environment is characterized by rapid and
constant change at several levels: economic, political, technological, regulatory,
social and ecological.

The global economy has evolved into aknowledge economy. The intangible capital
of acompany thus becomes crucial for its development. Indeed, post-industrial society
is characterized by a growing importance of knowledge greater than that relating
to infrastructure or material capital (Earl, 2001). This revolution is accelerated by
the rapid production of knowledge due to scientific and technological progress. In
addition, intangible capital has become more important as natural resources are
scarce and information is more abundant thanks to investments in R&D, education,
collaboration and technological innovation allowing to produce, reconfigure and
process a large quantity of data.

Thus, was born the notion of organizational agility which extends the research of
agile manufacturing, started in the 90s (Hormozi, 2001), to the entire organization.
Organizational agility which is also different from project management methods as
it is related to the strategic level for companies allowing them a continuous and a
rapid creation of new innovative products. These companies combine agile project
management for the development of new software, with a more global vision of
agility (Kettunen & Laanti, 2008).

Based on previous work, organizational agility (OA) enablers belonging to six
groups namely IT, HR, organizational structure, knowledge management, process and
innovation were identified. In this paper, the purpose of the authors is to enrich these
OA enablers base by inferring them from field reports especially in the COVD19
context when companies are deploying efforts to be more agile. Then, the main
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critical success factors are extracted from this base through a Q-study. The authors
have chosen to explore representative fields reports from major consulting firms as
they reflect the capacities deployed by companies around the world to be more agile
and to adapt to COVID19 crisis impacts either on the economic or social levels. Thus,
the need for agility has grown among companies in order to survive and achieve a
competitive advantage. This agility quest will be more and more increasing in the
future as the environment is continuously changing. Consequently, the extracted
CSFs list in this chapter may dynamically be updated.

Thus, the chapter is structured as follow. After addressing a literature review
in section 2, the authors describe in section 3 the adopted research methodology.
Section 4 allows to enrich the OA enablers’ base by relying on consulting firms and
governmental agencies reports. Then, the authors carry out a Q-sort study allowing to
identify the main OA critical success factors. Finally, the authors provide aconclusion
of the chapter and highlight their main contributions and research perspectives.

BACKGROUND
Organizational Agility

Organizational agility (OA) is the ability of the enterprise to detect opportunities /
risks in its environment and to respond effectively and quickly (Kidd, 1995; Overby
et al., 2006). It is a company’s ability to adapt to unexpected changes through rapid
and innovative responses that exploit change as opportunities for development and
growth (Lu, Y. & Ramamurthy, 2011). Detecting these changes in the environment
through knowledge management processes enables organizations to prioritize and
choose the best solution among possible alternatives, modify business processes,
and customize the response in real time (Dove, 2005).

Organizational agility allows the company to maintain competitive leadership by
quickly responding to the expectations of its customers, in an era of competition’s
internationalization, market fragmentation and the growth of external cooperation
relationships (Charbonnier, 2006).

Accordingto (Breuetal.,2002), organizational agility is the ability of the company
to grow in an environment of continuous and unpredictable change while offering
high-performance, high-quality, low-cost products that meet the requirements of
consumers.

Furthermore, according to (Holsapple & Li, 2008), organizational agility is the
result of combining sensing changes (detecting opportunities / challenges) both
internal and environmental, with an ability to use resources to respond proactively
/ reactively to such changes. This response should be in a fast, flexible and relevant
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manner. Indeed, two components constitute the organizational agility of the company:
1) The sensing component; 2) The responding component.

Sensing capability is the ability to analyse the requirements of new markets,
quickly assess new customer needs and identify development opportunities. It
therefore enables the company to predict customer expectations and trends, identify
technological advancements and cope with policy and regulatory changes (Overby
et al., 2006). Response capacity, on the other hand, is the ability of the company
to have different options to act quickly by deploying existing resources or building
new resources (Dove, 2001).

On the basis of these two components, (Overby et al., 2006) propose four
company profiles. The 1% profile are companies with a highly developed R&D and
market intelligence function to detect their environment and having the operational
capacities to exploit opportunities.

The 2nd profile of companies is those experiencing changes in their environment
but which are unable to respond in a timely manner. The 3" profile are companies
with high production capacities, but may miss opportunities. Moreover, the 4 profile
are companies which have neither detection nor response capacities.

Researchers are nowadays talking about “the agile organizations”. These are
dynamic and adaptable organizations that can be very competitive in the era of “chaos”
while being innovative and having weakly coupled structures. These organizations
combine harmoniously the characteristics of fluidity and flexibility with a minimum
of order, control and predictability (Dyer & Shafer, 2003; Wouter et al., 2015).

Thus, organizational agility helps the company survive in a rapidly changing
“chaos” environment characterized by volatility, uncertainty, complexity and
ambiguity (VUCA) (Lawrence, 2013).

Volatility means the pace, speed and volume of changes. Therefore, a context
is considered volatile when it can evolve in an unpredictable and fast manner
(Codreanu, 2016).

Uncertainty is about the difficulties in predicting events (Horney et al., 2010).
For example, competition from new entrants into traditional markets through a
technological disruption that has created a new business model. Uber in the field of
transport allows the user to know how many cars are available while specifying the
distance, the waiting time and the price of the race. Also, a political or regulatory
decision can create a sudden and unexpected change in the environment (e.g., the
obligation for the banks of the countries that have signed an agreement with the
United States to comply with the US FATCA by declaring the accounts held by US
citizens). The environment is therefore considered uncertain when it is governed
by the effect of surprise and the difficulty of predictability.

Complexity is linked to chaos (Kinsinger & Walch, 2012). Change is thus
incomprehensible because of the dynamic interactions between the components of
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aparticular sector or market. This interdependence between partners, subcontractors
and countries makes the environment more globalized and complex as the current
business model of businesses depends on several interacting stakeholders.

Ambiguity is associated with the unknown or with the differences of interpretations
(Shaffer & Zalewski, 2011). An example of this last point is the statutory texts
which can be interpreted in different ways according to the context or the standards.
Another example is the introduction of a new product or the penetration of a new
market characterized by a lack of visibility.

Moreover, according to (Winby & Worley, 2014), organizational agility is based
on four principles:

1. Define a sustainable strategy appropriate to customer expectations and the
constraints of the environment. This strategy is in line with the objectives and
values of the company.

2. Early identification of opportunities / weak signals, and communication to
decision-makers to anticipate changes and act accordingly.

3. Testpossible solutions for an adequate response, better learning and permanent
innovation.

4.  Ability to implement possible solutions in order to implement the desired
changes.

The organizational agility topic has interested researchers from different
disciplines: human resources (Dyer & Shafer, 2003; Breu et al., 2002; Charbonnier,
2006), operations management (Sharifi & Zhang, 2001), Information technology
(Tallonetal.,2019; Overby etal., 2006; Karimi-Alaghehband & Rivard, 2019), supply
chain management (Lin et al., 2006) and strategic management (Teece et al., 2016).

Moreover, organizational agility can help companies to ensure a sustainable
performance. Indeed, agile companies can respond effectively to unexpected changes
and thereby increase the speed of execution to optimize supply chain performance
(Baskerville, 2005). An agile company thus identifies the needs of the market, the
possibilities for improving its products and implements the necessary actions to
seize these opportunities. Therefore, agility is a necessary ability for the company
to adapt to changes in stakeholder requirements for sustainability, and therefore
to be more efficient economically, socially and environmentally (Marhraoui & El
Manouar, 2017).

Finally, organizational agility is different from the “Lean” paradigm. Indeed,
“Lean” mainly concerns JIT (Just-in-time) production (Womack et al., 1990),
“Kanban” production (Monden, 1983; Ohno, 1988) and optimization of the use of
resources (Womack & Jones, 2003; Ohno, 1988). However, lean is inappropriate for
an uncertain environment (Wendler, 2013). Lean is effective in producing a large
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quantity of standard products in a predictable environment. On the contrary, agility
is adequate when it comes to a VUCA environment allowing to meet variable and
limited quantity demand.

Characteristics of Agile Firms

Agile companies have in common one or more detection / response characteristics,
mainly: awareness, responsiveness, speed, flexibility, competence and integration.

While awareness is the ability to accurately detect and anticipate a change in the
environment (Dove, 2005), reactivity is associated with making adequate decisions
and taking effective action to respond to changes (Dyer & Shafer, 2003).

Flexibility, on the other hand, is the ability to adapt to change by reconfiguring
the same existing resources (Bernardes & Hanna, 2009) and changing the state of a
system at the operational level using the same available resource base. In addition,
competence is linked to productivity, efficiency and quality. Speed means a short
production cycle, optimized time to market for new products and rapid process
execution (Sharifi & Zhang, 1999). Finally, integration refers to intra-company
coordination (Yahaya et al., 1999) and also inter-company integration through
alliances, virtual companies and collaborative platforms (Sharifi & Zhang, 2001).

There are three types of organizational agility: customer agility, partners agility
and operational / internal agility (Weill et al., 2002).

Customer agility is the ability to engage customers in the development of
innovative products by sharing new ideas, co-creating products or testing by giving
feedback on new features. Customer agility is therefore the ability to detect and
respond to opportunities for innovation and competitive action linked to customer
needs (Roberts & Grover, 2012).

Agility towards partners is the ability to take advantage of knowledge, skills
and strengths of business partners in order to identify and implement new business
opportunities. For example, it allows suppliers to participate in the design of products
and services with higher added value (Izza et al., 2008).

The exploitation of these innovative opportunities with precision and speed is
achieved thanks to the operational agility of the company (Sambamurthy, 2003). In
order to improve the good ability to

information processing, operational agility is based, according to (Huang et al.,
2014), on a two-step process: the construction of information flow network and the
implementation of organizational control.
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MAIN FOCUS OF THE CHAPTER
Issues, Controversies, Problems

Based ontheliterature review presented earlier, companies should deploy the necessary
means in order to adapt to their environment and thus ensure their survival. Previous
research has focused on the impact of some enablers on firm’s agility. However,
there is a lack in the literature of studies encompassing the main enablers which can
help companies in their efforts towards a successful agile transformation. These are
critical success factors of organizational agility.

Furthermore, as specified earlier, the organizational agility topic has interested
different disciplines namely HR, IT and strategic management. However, there
are very few studies encompassing the main agility enablers and comparing their
respective impact. Moreover, most articles tackling the impact of I'T on organizational
agility have found positive causal relationship. In fact, information technologies
are a major lever for supporting communication, information processing and
decision-making processes. These are management applications for internal and
external activities, covering human resources management and business processes
as well as managing the relationship with partners (customers, suppliers, etc.). IT
also includes software that enables production management to reduce operating
costs and improve the reliability and quality of delivered products. In addition,
the access to IT resources is becoming increasingly democratized with the advent
of on-demand cloud solutions available in SAAS (Software As A Service) mode.
Thus, the company can easily and quickly take advantage of IT opportunities that
are most relevant to its development perspectives.

Indeed, the major differentiation between companies today is the access and
exploitation of reliable, up-to-date, available and relevant information.

Information technologies, when adopted and controlled by the internal and
external users of the company, ensure therefore a better flow of information enabling
communication, the day-to-day business management and effective decision-making
in a turbulent environment.

However, there are some controversies on the dark side of IT use (Seo & La Paz,
2008). Indeed, IT can present some problems in data collection, data integration
difficulties, information accuracy and the effective adoption of new systems. Also,
IT applications when badly managed and deployed may hinder organizational agility
(Overby et al., 2006). In fact, monolithic applications are very costly to adapt to
changing customers’ requirements, and some old systems may be difficult to connect
with the ecosystem of suppliers and customers. Moreover, the implementation of
ERP systems for instance may hinder organizational agility. Indeed, firms may have
difficulties in developing new agile capabilities when they stick to the processes
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emanating from the implementation of ERP (Galliers, 2007; Kharabe, & Lyytinen,
2012). This can create more complexity inside the company due to tight integration
between business processes (Gupta et al., 2006).

Thereby, the main research question in this study is the following:

What are the main critical success factors (CSF) allowing the firms to be more
agile? What is the place of information technology enablers among these CSFs?

Methodology

In order to answer the research question stated earlier, the authors present the
adopted methodology in this study as described in figure 1 below. Based on
previous research (Marhraoui & El Manouar, 2017), six agility enablers categories
were identified namely IT, HR, organizational structure, knowledge management,
innovation, process. Then, authors have extracted agility enablers from consulting
firms/ governmental agencies reports. Consequently, by merging the two pre-cited
lists, they have established an exhaustive list of organizational agility enablers
classified by categories.

Then, authors have carried out a Q-study, as described by (Brown, 1993) in order
to identify the main critical success factors of organizational agility and to deduce the
place of IT among the other enablers. Indeed, the quantitative analysis was based on
a survey. Each participant classifies the statements corresponding to organizational
agility enablers on according to a normally distributed 7-point Q-scale ranging from
-3 to 4+3. Then, a factor analysis allows to calculate the Q-sort value per factor for
each statement. The consensus about a statement was thus calculated, as described
thereafter, in order to classify the most important enablers which constitutes the
critical success factors of organizational agility.

SOLUTIONS AND RECOMMENDATIONS
Organizational Agility Enablers

A previous work of (Marhraoui & EI Manouar, 2017) has focused on a systematic
literature review in order to extract the enablers of organizational agility. These are
grouped into six categories (IT, HR, organizational structure, knowledge management,
innovation, process) as described in figure 2 below.

IT enablers include data governance, the company’s IT resources, the use of
mobile applications, service-oriented architecture and artificial intelligence. Indeed,
service-oriented architecture (SOA) improves alignment between service-based
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Figure 1. The adopted methodology
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systems and business requirements. Thus, the use of the services offered by APIs
(Application Programming Interface) allows better modularity and optimized/
unique access to data, whatever the nature of the Human Machine Interface (Web,
Mobile, Desktop).

In addition, (Marhraoui & El Manouar) have found that either collaboration
or decision-oriented knowledge management systems have a positive impact on
organizational agility. The first type isrelated to the capture and sharing of knowledge.
It includes content management systems (CMS), document management systems
(DMS), intranet/ extranet portals, groupware as well as workflows (Bali et al., 2009).
On one hand, groupware tools refer to the set of utilities that facilitate work across
different groups (Gross & Koch, 2007). They include messaging, group calendars,
information sharing in discussion forums, and electronic conferencing (Prax, 2012).
Workflows tools, on the other hand, do not just put people in touch with each other
but structures the information flows in order to offer the right information at the
right time to the right stakeholder in the process (Prax, 2012). The second type is
related to systems allowing decision-making based on discovery and the relevance
of knowledge. It is linked to decision support systems based on data warehouses
and data exploration techniques. In addition, artificial intelligence and machine
learning allow companies to learn how to recognize complex patterns and how to
make intelligent decisions (Santo, 2010). This second type is alsorelated to advanced
analyses based on large data sets (Russom, 2011).

Also, companies can enhance their agility by facilitating knowledge sharing while
maintaining a balance between managing knowledge and change. The challenge
for companies is therefore to provide the knowledge at the right time so that it is
available before the time of use in order to anticipate emerging needs, meet current
needs and eliminate obsolete needs (Dove, 2003).

Moreover, HR practises are another enablers’ group which includes the open
behaviour/mindset of employees, their skills development and effective teamwork.
Indeed, the company must foster a culture and mentality oriented towards agility as
well as associated behaviours (Dyer and Shafer, 2003). These include encouraging
initiative, employee versatility, rapid reconfiguration of human resources, collective
collaboration as well as continuous learning.

In addition, the organizational structure, when flat and composed of independent/
multi-disciplinary business units, enables organizational agility as each operational
entity within a system of reduced complexity is closer to customers (Barrand, 2006).
This allows the company to react effectively to the changing environment, as each
unit focuses on a market, a product line or a specific customer segment (Gallagher &
Worrell, 2008). In addition, the flat structure improves coordination and collaboration
among employees for better agility in rapidly changing environments (Lunenburg,
2011). The flat organizational structure allows for a stronger connection with the
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outside world, a simplification of working procedures and taking advantage of the
collaborative potential of the employee.

Added to this are flexible processes which can be modelled and adjusted to
changing business needs. They allow the company to detect effectively change in its
environment and respond in a personalized way (Dove, 2005; Benner & Tushman,
2003). Also, (Schonenberg et al., 2008) developed the concept of PAIS (Process
Aware Information Systems) allowing the company to adjust its business processes
to changes in the environment.

The 6" enabler’s category is related to the design of innovative products which
helps the company to adapt to the turbulent environment. This makes it possible
to introduce new products to meet customer needs and to transform the business
by entering new emerging markets (Brown & Eisenhardt, 1995). The innovative
company starts with a minimalist and doable product (MVP: Minimum Viable
Product) and refines it based on the attitudes of early customers. This allows the
company to increase the time to penetrate a new market (Time to Market), to validate
the product and adapt it to user needs. The Design Thinking approach allows the
company to strengthen this co-creation of products and services with its customers
/ communities, and thus build a company focusing its resources on high added
value actions.

In order to complete the list of organizational agility enablers gathered through
the study of the literature, authors conducted an analysis of consulting firms and
government agencies reports.

Indeed, as mentionedintable 1, 11 reports from major consulting firms (Mckinsey,
BCG, Bain, Capgemini, Mazars, Deloitte, Pwc, Ey, Accenture, OliverWyman) on
organizational agility as well as 4 reports from government agencies and international
organizations (Oecd, Eupan, WE Forum) were analysed in order to extract the agility
enablers of organizational agility. The majority of these reports is published during
the COVID19 pandemic. This is due to the necessity of being agile in order to meet
challenging times and to anticipate by learning lessons for the “new normal”.

By using the TagCrowd web tool (Steinbock & Pea, 2007), authors were able to
highlight the frequency of the most cited words. Then, they qualified these words
to bring out those corresponding to organizational agility enablers. The results of
the extracted enablers by occurrence frequency are described in figure 3.

The extracted results were grouped into ten categories. In addition to confirming
the 6 categories tackled by (Marhraoui & El Manouar, 2017), 4 new categories were
addedrelated to leadership & vision, execution capabilities, customer experience and
partnership. Thus, the obtained list of 28 organizational agility enablers is grouped
into 10 groups as described in figure 4 below.

The added enablers following the frequency analysis are highlighted in green.
Indeed, leadership and vision category encompass the engagement of executive
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Table 1. List of consulting firms/international organizations reports

Source Title e Year Reference
Agency

Agile resilience in the UK: Lessons from COVID-19 for

the ‘next normal’ Mckinsey 2020 (Chong et al., 2020)

(Danoesastro et al.,

‘When the Ground Shifts, It Pays to Be Agile BCG 2020 2020)

Doing agile right Bain 2020 (Rigby et al., 2020)

Leading with Agility and Responsible Innovation in
Response to Covid-19: MedTech Industry Anchor Accenture 2020
Response

(O’Halloran et al.,
2020)

Soar in the Face of Disruption. Accenture 2020 (Roark et al., 2020)

Five Predictions for COVID-19 Driven Agility across the

Consulting Life Science Value Chain

firm reports

Capgemini | 2020 (Iyengar et al., 2020)

COVID-19: Which Critical Choices Should Businesses

Make Next? EY 2020 (Weidemeyer, 2020)
Ling Ay nd Tt el Clims et Ry | s | s 20m)
COVID-19: Board Agility in a Time of Crisis Deloitte 2020 (Foutty, 2020)
Agile Working in Uncertain Times Mazars 2020 (Beaupere, 2020)
Organizational agility. Why large corporations often

struggle to adopt the inventions created by their Oliver

. . . K . 2018 Prats et al., 2018
innovation units and how to improve success rates in Wyman ( )

rapidly changing environment

4 Digital Technologies That Can Help Supply Chains

Take Flight WEF 2020 (Al Essa, 2020)
Government | Winning thn? race for sur\{lva]: HO\y fidvancs:d (Joglekar et al.,
and Tnanufagturlng technologies are driving business-model WEF 2020 2020)
international | 1NNOVvation.
organization | common Assessment Framework. The European
agencies model for improving public organisations through self- EUPAN 2020 (Eupan, 2020)
reports assessment

Achieving Public Sector Agility at Times of Fiscal OECD 2015 (OECD, 2015)

Consolidation.

board of directors, the strategic thinking of leaders, their transformation focus and
the investments which they allocate to succeed transformation projects. In addition,
execution is another added enabler’s category which is related to effective project/
program management, team’s management, planning and scaling capabilities.
Moreover, another category related to customer experience was added. It relates
to adapted products and services to customers’ needs and to designing an optimal
customer journey. Finally, partnerships are important in order to enhance firm’s
agility. This added category group relates to having a large network of partners and
a strong collaboration across the supply chain.
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Figure 3. The results of the extracted enablers by occurrence frequency
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Q-Study: Main Critical Success Factors
(CSA) of Organizational Agility

1. Data Collection

Authors conducted a Q-study in order to extract the main critical success factors
among the list of 28 organizational agility enablers obtained in section 3. Based
on open-source “Easy-HtmlQ” with Firebase in combination with Ken-Q-Analysis
(Banasick, 2019), authors developed an online anonymous survey for their Q-study.
The HtmlQ files were downloaded (https://github.com/shawnbanasick/easy-htmlg/
archive/master.zip) and the setting files were adapted for this study. The survey, whose
URL is https://agility-enablers.netlify.app/#/, consists of a series of guided steps for
classifying the proposed statements stemming from the list of the OA enablers as
described in table 2 below. Participants first see the individual statements selected
randomly and split them up into three piles: a pile for statements they tend to disagree
with, a pile for cards they tend to agree with, and a pile for the rest.

282

EBSCChost - printed on 2/9/2023 2:51 AMvia . Al use subject to https://ww.ebsco.coniterns-of -use



EBSCChost -

Critical Success Factors for Organizational Agility

Figure 4. Obtained list of 28 organizational agility enablers grouped into 10 groups
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Then, participants rank statements according to a normally distributed 7-point
scale (Annex 1). This scale represents significance (Brown, 1980), in this case most
disagree (-3 column) to most agree (+3 column). The middle of the distribution
represents a neutral opinion. Participants take the cards from the “AGREE” pile and
read them again. Next, they select the statement they most agree with and place it
on right side of the score sheet the “+3”. In the same way, they read the cards in
the “DISAGREE” pile again and select the statement they most disagree with and
place it on the left side of the score sheet the “-3”. Next, they select the statements
they second most agree/disagree with and place them under “+2”/7-2”. Participants
follow this procedure for all cards in the “AGREE” and “DISAGREE” piles. Finally,
they read the “NEUTRAL” cards again and arrange them in the remaining open
boxes of the score sheet.

Authors sent the survey to alist of 500 reliable contacts. In order to obtain reliable
answers, the databases of contacts were provided by a training establishment which
collaborates with executives, managers and non-managers, namely the PMI (Project
Management Institute) which is the organization of reference offering best practices
and certifications recognized worldwide in project and portfolio management.

The number of Q-sorts responses for the study’s sample is 48 which constitute a
response rate of nearly 10%. 56% of participants are from Morocco, 36% from Europe,
4% from America and 4% from other African countries. Most of the participants
are managers (15% of project managers, 50% of senior/board managers and 35%
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of CEOs) who have between 10 and 30 years of experience (the average is nearly
18 years of experience).

Table 2. The Q-study list of statements

Statement Id Statement Title

Stl. Teams’ management capabilities increase firm’s agility
St2. Project/Program management capabilities increase firm’s agility
St3. Execution planning increases firm’s agility
St4. Scaling capabilities increase firm’s agility
St5. Optimized Customer journey increases firm’s agility
Sto. Adapted products/services increase firm’s agility
St7. Independent and multi-disciplinary business units increase firm’s agility
St8. Flat organizational structure increases firm’s agility
St9. Network of partners increases firm’s agility
St10. Supply chain collaboration increases firm’s agility
St11. Teamwork increases firm’s agility
St12. Employees’ skills development increases firm’s agility
St13. Open behavior increases firm’s agility
St14. Disruptive products increase firm’s agility
St15. Design thinking adoption increases firm’s agility
Stl6. Data governance increases firm’s agility
St17. Information technology resources/infrastructure increase firm’s agility
St18. Digital mobility increases firm’s agility
St19. Service Oriented Architecture increases firm'’s agility
St20. Artificial intelligence enabled products/applications increase firm'’s agility
St21. Flexible processes increase firm’s agility
St22. Communication enabled by collaborative-based systems increases firm’s agility
St23. Knowledge sharing increases firm’s agility
St24. Balance in managing knowledge and Change increases firm’s agility
St25. Executive board of director’s engagement increases firm’s agility
St26. Leaders’ strategic thinking increases firm’s agility
St27. Transformation’s focus increases firm’s agility
St28. Investments’ allocation increases firm’s agility
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2. Results

Following a factor analysis, 3 factors were extracted from the collected data using
centroid factor method such that each factor represents a unique viewpoint (Brown,
1980). Then, authors applied a varimax rotation. Each statement has obtained a
Q-sort value per factor as described in figure 5.

Figure 5. Q-sort value of the 28 statements per factor
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Factor 3

Each statement has a z-score variance allowing to have an insight about the
consensus degree on this statement among the 3 factors (table 3 below). In order to
classify the most critical factors, authors have chosen to calculate a score for each
statement (formula (1) below) by summing the Q-sort values for the 3 factors and
weighted by z-score variance so as to keep the statements with the highest Q-sort
values and the highest consensus (corresponding to the white part of table 3).

Score(St) = Y (Q-sort value F)/(z-score variance) (D)
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Table 3. Classification of statements

Statement Id Factor 1 Factor 2 Factor 3 Z-Score Variance Statement Score
Stll. 3 1 2 0,19 32,26
St22. 2 0 1 0,13 22,39
St26. 0 2 2 0,19 20,94
St21. 1 1 3 0,35 14,41
St27. 0 0 2 0,42 4,81

Stl. 2 1 -1 0,55 3,61
St17. 1 -1 1 0,30 3,29
St25. -1 1 1 0,33 3,06
St23. 2 1 -1 0,81 2,47
St7. 2 3 2 1,38 2,17
St12. 2 2 -2 1,22 1,64
St8. -1 2 0 0,70 1,43
St13. 2 2 -2 1,53 1,31
St18. 1 0 -1 0,14 0,00
St2. 1 -1 0 0,42 0,00
Sté. 2 2 0 0,71 0,00
St3. -2 -3 2 1,59 -1,89
St19. 2 -1 1 0,50 -4,04
St20. 1 -2 -2 0,69 -4,35
St28. 2 2 1 0,63 4,77
St14. -3 0 -3 1,00 -5,99
St4. 0 2 -1 0,45 -6,61
Stl5. 0 0 -1 0,14 -7,14
St10. -1 -1 0 0,17 -11,56
St5. -1 -1 0 0,15 -13,70
St24. 0 2 0 0,07 -29,85
St9. -1 0 2 0,07 -41,10
St16. 0 2 2 0,06 -65,57

3. Discussion: Analysis From an IT Perspective

Authors conclude that the main critical success factors are related to teamwork,
communication enabled by collaborative-based systems, leaders’ strategic thinking,
flexible processes, transformation focus, teams’ management capabilities and
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information technology resources/infrastructure. The complete list of ranked critical

success factors is presented in table 4 below and grouped into the corresponding
category.

Table 4. OA critical success factors

OA Critical Success Factors Category Rank
Teamwork HR 1
glzr;l;g:gecstti;); ;ril:led by collaborative knowledge Knowledge Management 5
Leaders’ strategic thinking Leadership & Vision 3
Flexible processes Process 4
Transformation focus Leadership & Vision 5
Teams’ management capabilities Execution 6
Information technology resources/infrastructure IT 7
Executive board of director’s engagement Leadership & Vision 8
Knowledge sharing Knowledge Management 9
Independent and multi-disciplinary business units Organizational structure 10
Employees’ skills development HR 11
Flat organizational structure Organizational structure 12
Open behavior HR 13

In percentage, 23% of the found critical success factors are related to human
resources category. The same percentage is related to leadership & vision enablers
category. Otherwise, knowledge management and organizational structure account
for 15% of the critical success factors each. Then, the rest of CSFs is equally shared
(7%) by the execution, the process and the IT enablers categories.

From an IT perspective, authors can notice that there is only one critical success
factor, which is ranked 7%, related to the IT category. In fact, 6 of the most ranked
OA critical success factors are related to HR and leadership categories. It means that
putting in place information technology infrastructure and applications is important
but not sufficient in order to ensure an effective agile transformation of the firm.

Indeed, an enterprise cannot be agile without a clear vision, a transformation
focus, an involvement of strategic leaders and an upskilling of its employees in
order to acquire the adequate competencies and behaviour. This latter facilitates the
acceptance and effective use of information systems. Consequently, putting in place
IT applications like ERP, CRM, and Decision Support Systems is essential but can
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help the company to be more agile only if effective change management is carried
oud and systems are adopted by employees across the organization.

Also, knowledge management is an important agility’s enabler category
encompassing knowledge sharing and communication which can be enhanced by
the effective use of knowledge management systems (KMS). This latter which has
two components namely collaborative KMS and decision-oriented KMS have a
positive impact on organizational agility as found in previous study (Marhraoui &
El Manouar, 2017).

In addition, organizations should enable their structures to be flatter and to share
knowledge across independent and multi-disciplinary business units. Processes
should also be optimized and modelled in order to be more flexible and to avoid
bottlenecks across stakeholders.

FUTURE RESEARCH DIRECTIONS

Future studies will extend the Q-study for extracting critical success factors to a
larger sample of respondents. In addition, authors plan to conduct qualitative case
studies on firms in order to perform in-depth analysis across different contexts as the
importance of organizational agility critical success factors may vary depending on
the enterprise sector. Indeed, authors plan to study a very specific sector of activity
through a field study by comparing the resulted CSFs of a set of companies belonging
to the same sector (telecommunications, energy, banking, etc.).

Also, other quantitative studies will allow to confirm the positive impact of the
major highlighted enablers on organizational agility through structural equation
modelling and to verify thus the cause-and-effect relationship between the CSF and
organizational agility constructs.

Finally, another perspective could be to propose predictive scenarios for the
evolution of organizational agility depending on the impact of one or a set of critical
success factors. The purpose is to provide companies, through the use of machine
learning models, with a tool allowing them to prepare the adequate set of enablers
in order to enhance their future organizational agility level.

CONCLUSION

Inthis chapter, authors have addressed an important topic in the context of COVID19.
Firms should be agile and focus on the most important enablers.

Authors believe that each company, depending on its context and the evolution of
its activity’s sector, may be faced with different challenges which would require the
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implementation of different projects resulting from the highest organizational agility’s
priority levers in order to enhance its survival and / or its sustainable performance.

On one hand, the presented work is an original contribution as it proposes a
whole vision about organizational agility enablers. On the other hand, authors have
identified through their Q-study, 13 critical success factors belonging mainly to HR
and leadership categories.

Moreover, authors conclude that IT enablers are important for allowing firms to
adapt to their environment but are not sufficient. Firms should focus, as part of their
digital transformation programs, not only on implementing new digital capabilities
but also on enhancing employees’ skills, communication and leadership capabilities.
Investments in digital transformation programs should then not only be dedicated
to technical applications and putting in place IT infrastructures but also to effective
change management across the company.
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KEY TERMS AND DEFINITIONS

Critical Success Factor: The limited number of areas/elements which are
necessary for the success of a business program. These are the areas a company
or a department must focus on and successfully implement to reach its objectives.

Enablers: Are all practises that can be leveraged in order to support and facilitate
reaching company’s strategic goals.

Factor Analysis: A statistical technique used to uncover the latent structure of
a set of variables. It reduces attribute space from a larger number of variables to a
smaller number of factors.

Knowledge Management System: Refers to IT applications that store and
retrieve knowledge, improve collaboration, locate knowledge sources, look for hidden
knowledge, captures and uses knowledge in order to improve decision-making.

Organizational Agility: Is the ability of detecting opportunities and challenges
in the environment and using the adequate resources to respond to such changes in
a fast and relevant manner.
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APPENDIX

Figure 6. The adopted Q-study scale for the survey
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