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Individuals have responded with a variety of responses to crises such as war, natural disasters, famine, and
pandemics. These are times when people have pulled together to overcome these challenges, or sometimes
have divided themselves ideologically, politically, and behaviorally. This chapter addresses some of those
characteristics within the United States affecting national and global relationships in the 21st century. The
authors support the perception that there is aneed for behavioral and cultural change—caring. Specifically,
the authors propose an alternative paradigm: the development and sustainability of a “culture of care”
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Digital transformation can effectively support innovative strategic planning. However, it is necessary to
realise that the digital ecosystem produces enormous volumes of data and creates unique requirements for
working with it. Due to this, data needs to be integrated into the mindset and decision-making processes
properly. The proposed solution is based on an analysis of digital transformation readiness models,
analyses of the status of data and data literacy in the models and their extensions, a definition of the
levels of readiness that need to be achieved, and preparation of educational programs for the enhancement

printed on 2/8/2023 1:45 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

of human digital transformation readiness from the mindset and skillset perspective. The main outputs
of the chapter correspond to the problem and the suggested solution. They include the human digital
transformation readiness index based on the capability maturity model (CMM), required mindset, and
skillset, taking into account the digital and data literacy of the participants of innovation activities.
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The COVID-19 pandemic brings challenges not only to health systems and governments around the
world, but also to the media. One of them is to provide the public with information about the virus,
healthcare. However, if there is not enough knowledge regarding the virus it might be a good base for
false information flowing all over the media. According to the World Health Organization (WHO), the
COVID-19 pandemic should be called ‘infodemic’, which is as dangerous as the virus pandemic. In
order to prevent the dangerous consequences of false information, wide collaboration between different
groups of experts, authorities, media, and media users is required, as well as very good media and
information management.
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Silvia Matisovd, Vysokd Skola ekonémie a manaZmentu verejnej spravy, Slovakia

The chapter will explore some aspects of online education such as digital skills, digital competences,
and innovations in education, which the COVID-19 pandemic put into the foreground of the processes
of learning and education at universities. The ability to apply digital skills and develop them into digital
competencies is a basic prerequisite for learners and educators. The author analyses and evaluates the
current state and challenges posed by online education, especially at colleges and universities. The concepts
and terminology in the field of education in cyberspace, models of digital competencies of educators,
scientific and educational policy documents defining the requirements for university teachers in online
education were considered. The investigation was supported by the results of a questionnaire survey. The
author points out the possibilities and ultimate requirements of online education at universities in terms
of students, teachers, innovations, evaluation, advantages, and barriers in online education.
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Colombia
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Colombia

The Corporacidon Universitaria Minuto de Dios UNIMINUTO has determined a series of objectives
as levers for growth and development, which have prepared it to face great changes. In this sense,
UNIMINUTO Bogota - Presential Academic Programs Campus designed the Strategic Plan 20-25
“Bogota and UNIMINUTO, a learning community,” with which it marked its evolutionary path for the
next few years. Within this planning and management framework, and based on the attention of the
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effects caused by COVID-19, this campus made adjustments to its processes and plans, with a series of
effects that determined new learning in relation to accessibility and use of technologies in the teaching-
learning process; redefinition of the mechanism for the appropriation and awareness of the strategic plan;
development of activities requiring attendance, ensuring compliance with all biosafety measures; safe
return of students through an alternation model and mechanisms to provide financial support to students
and families to guarantee the continuity of the operation and institutional sustainability.
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Helmuth Yesid Arias-Gomez, Institute of Economic Studies, Masaryk Institute of Advanced
Studies, Czech Technical University, Czech Republic
Gabriela AntoSovd, Masaryk Institute of Advanced Studies, Czech Technical University,
Czech Republic

This chapter deals with some technical aspects of the spatial strategy for overcoming the huge challenges
posed by the pandemic. The focus of this chapter is to highlight the use of GIS tools and positioning
technologies in diverse contexts to manage the threat of COVID-19. For this task, three stages of analysis
are proposed. In a first preventive stage, some governments applied socioeconomic criteria drawn from
existent statistical information to spatially identify the areas with a clear predisposition toward the
accelerated spread of the contagion. In a second stage, when the pandemic fully reached a rapid pace
of expansion and lockdown measures became necessary, the technologies helped to monitor the most
affected areas and to establish a dashboard deployment for visualizing the severity of the catastrophe. In
the third stage, after the establishment of control and mobility protocols, different governments resorted
to mobile phone positioning as a resource for monitoring quarantine compliance and recognizing if social
group behavior entailed any evident risk or spread.
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GIS, Positioning, and Imagery Tools: Case Analysis in Tracking COVID -19.....c..ccccecvevvininvrcennnenne. 99
Helmuth Yesid Arias-Gomez, Institute of Economic Studies, Masaryk Institute of Advanced
Studies, Czech Technical University, Czech Republic
Gabriela AntoSovd, Masaryk Institute of Advanced Studies, Czech Technical University,
Czech Republic

The catastrophic eruption in the world scenario of the breaking pandemic forced the application of all
existent scientific knowledge, but also triggered the development of new technical tools and procedures.
This chapteris focused on setting forth the practical technological efforts based on the spatial georeferencing
by coordinate systems and on the treatment of satellite images as means for tracking the positive cases,
for recognizing the spatial infection’s behavior, and for identifying the real physical changes in the
spatial landscape. The cases set forth here pertain to three techniques, namely the development of visual
dashboards, the tracking resources developed, and the deployment of imagery captured by satellite
perception.

Chapter 8

Government Response Capacity to the COVID-19 Pandemic: Estimating the Impact of Lockdown
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Alvaro Chaves, Colombian School of Engineering, Colombia
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This work estimates the impact of the preventive isolation measures adopted by national and regional
authorities in Colombia to answer the following question: Where do the government’s isolation measures
effectively reduce the number of COVID 19 infections and deaths? Using official information reported
by the Ministry of Health and constructing a panel data structure, a model of differences in differences
suggested by Cerulli and Ventura is estimated. Estimates of the impact of containment measures show
that the peak is delayed and the number of infections and deaths reduced. The government’s response
to the pandemic on diseases has a significant dynamic impact over time once implemented. The pre-
treatment period was significantly affected by the current treatment.

Chapter 9
Transformation of the Globalization Process: Pandemic as a Game Changer?.............ccccceveeneennenne. 138
Ilona Svihlikovd, University College of Business in Prague, Czech Republic

This chapter focuses on the analysis of the globalization process as a phenomenon of the recent decades.
The chapter starts with an analysis of the roots of globalization, which are a combination of economic
policies and labour-saving technologies. Then the most powerful actor, the transnational company, is
introduced, followed by the analysis of their position in the world division of labour. Special attention
is given to the changes brought by financial crises, especially the Great Recession. The changing nature
of globalization is demonstrated also via the challenges presented by the COVID-19 pandemic. At the
end, the author presents possible future scenarios, applying them on the Czech Republic, as a country
strongly connected with the world economy and placed in the position of a dependent economy.

Chapter 10
Internationalization in Times of Uncertainty: Expanding From Europe Towards Asia........c...c........ 154
Hannes Thees, Catholic University Eichstdtt-Ingolstadt, Germany

This chapter aims to explore the uncertainties that the COVID-19 pandemic induced in internationalization.
In this regard, the COVID-19 pandemic challenges companies worldwide as global value chains
were interrupted and business models were contested. The theoretical background describes the
internationalization processes and the specific role of foreign direct investments (FDI), but also the basics
of uncertainty in doing business. Because of the scope of internationalization and the peculiarities of the
COVID-19 pandemic, a descriptive analysis of secondary data from global databases was conducted.
This includes macroeconomic data and also global research reports. With a focus on European-Asian
relations, the results reveal an interruption in the flows of goods and services in Eurasia, but more
importantly, also in FDI. Further on, there is a correlation between uncertainty and FDI flows. Finally,
this chapter discusses future directions in internationalization, including resilience, regionalization, and
the rise of China in global economics.

Chapter 11
The Impact of the Spread of COVID-19 on Globalization: The Future of Globalization.................. 181
Lenka Nigrinovd, University College of Business in Prague, Czech Republic

The text analyzes the changes in the process of globalization which have occurred in connection with the
spread of COVID-19 and determines the possibilities for further development. Itis based on the definition
of globalization according to the OECD. Several years before the pandemic came, and globalization
entered a phase of slowdown. It was called deglobalization. The main facts that caused this process
were financial recession in 2008 and changes in USA and China economic relationship. The pandemic
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has weakened economic growth in many countries, reduced trade and travel, and introduced restrictive
measures. The effects of a pandemic for individual states depend on the extent to which the states are
connected in global production and trade networks. Three scenarios and their impact on globalization,
trade, and the world economy are introduced.

Chapter 12

International Cooperation in Mitigating Global Air Transport Crises: The Response of the

Airports and Airlines to Critical Developments in the Industry...........ccoooeiiiiiiniiniiiieeeeeee 200
Jan Zyka, Vysokd Skola obchodni v Praze, Czech Republic
Michal Cervinka, Vysokd Skola obchodni v Praze, Czech Republic
Lucie Voseckovd, Vysokd Skola obchodni v Praze, Czech Republic

The authors deal with the unprecedented effects of COVID-19 on the air transport sector and the
reactions of selected segments to this situation. Air transport is a global industry, and this situation
needs to be addressed through cooperation at an international level. The authors focus on the airport
and airline sector, which, due to the nature of their business, chooses a different strategy. Despite the
need for international cooperation, there are also efforts to use the crisis situation for its own expansion
into vacant market segments, especially by selected low-cost air carriers. The strategic starting points
of international organizations for individual sectors are given as well as examples of selected airport
entities and airlines. The chapter is complemented by a common approach of airports and air carriers,
which could significantly affect the cost of air transport, especially in the EU.

Chapter 13
International Standardization in Tourism Services: Tool to Reduce and Restart Tourism in the
POSt-COVID-19 TIMIE ...ttt ettt ettt e se et et e e st e st e s e sseeneensesseeneenseneas 212
Petr Houska, University College of Business in Prague, Czech Republic
Zdenka Petru, Prague University of Economics and Business, Czech Republic

The aim of this chapter is to draw attention to the importance of international standardization in tourism
services with a view to the elimination of barriers to free movement of tourism services and its importance
for consumers: visitors in tourism, when the international standards encourage consumers responsibility,
enforce their legitimate demands, expectations, safety, and security. This contribution also describes
the basic guidelines to prevent the spread of coronavirus in the tourism industry. These measures will
contribute to the recovery of the tourism sector and restore the confidence of the traveler. Furthermore,
the measures emphasize the possibilities of greater acceptance of international standards for tourism
services in the post-COVID-19 period. They will also contribute to faster renewal of individual sectors/
tourism services. At the same time, they contribute to reopening and engaging individual destination/
countries in international tourism.

Chapter 14
Challenges and Opportunities in the Tourism Sector in the Post-COVID-19 Period...............c......... 230
Iveta Hamarneh, University College of Business in Prague, Czech Republic

The COVID-19 pandemic has not only a significant impact on public health but also severely affected
the tourism sector, one of the drivers of the global economy. Although this situation crisis makes tourism
highly vulnerable, the sector is also in a unique position to contribute to broader and just effective recovery
plans and actions. This chapter considers the major significant impacts, behaviours, and experiences
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that four major tourism stakeholders are experiencing during the COVID-19 period. Research on (1)
tourism demand, (2) tourism supply, (3) destination management organizations, and (4) policy makers
will identify the main challenges and opportunities in tourism sector in the post-COVID-19 period.

Chapter 15
Municipality Strategic Prospects in the Post-COVID Time ........ccccecvevirenienienenenieneneneenienieneeenen 249
Viadimira Silhdnkovd, Czech Technical University in Prague, Czech Republic
Martin Mastdlka, Faculty of Economics and Administration, University of Pardubice, Czech
Republic

The municipalities development planning consists of two main streams—the spacial planning and the
strategic planning—intents, objectives, and tactics of which are coordinated with various successes
and outputs. The strategic planning has been implemented into the East European municipalities’
management since the end of the 1990s. It had to respond to many oncoming circumstances. Economic,
security, environmental, and other crises, both national and global, occurred. But the COVID-19 disease
pandemic has brought wholly new challenges in the life management in the societies all over the world.
The chapter intends to investigate how the value priorities within the municipalities strategic objectives
changed during the pandemic, taking the Czech Republic (one of the European COVID-19 most affected
countries) as an example.

Chapter 16
Management of Quality, Satisfaction, and Loyalty of Rural Destinations............cccccevceeveenienieneenne. 261
Astrida Blanarovd, Ambis a.s., Czech Republic

Tourism is a major global industry that, in its heyday, has become significantly concerned with quality
and related themes, satisfaction and loyalty. This chapter aims to identify the factors that influence the
quality of a rural destination and the associated visitor satisfaction and loyalty. These factors in turn have
an impact on destination management, but also other stakeholders such as tourism entrepreneurs in the
destination or residents. In 2020, tourism has undergone significant changes due to the pandemic caused
by the SARS-CoV-2 virus. For instance, travel abroad was regulated through government regulations,
which caused an increase in demand for rural tourism. As the author’s research has shown, some quality
factors have undergone significant changes. Even the quality management to achieve visitor satisfaction
and loyalty has proven to be very important, especially in the sense that by gaining loyalty at this specific
time, it can ensure that visitor numbers are maintained even after the pandemic period when the return
of and high growth in overseas travel is expected.

Compilation of RefEIenCeS ..............ccoooiiiiiiiiiiiiiicice ettt saesae s e snneennes 284
ADout the ContribDULOTS ...........cociiiiiiiieiieeeee ettt ettt e e seenseeseenes 319
IIA@X ...ttt ettt ettt h b e e a b e e e bt e e bt e e bt e e bteeeateeenbeeeabeeebeeeneas 324
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Foreword

Strategy is one of the great differentiators in times of crisis and in the context of changing global trends
and increasing competition. One of the great certainties of organizations is that everything is in permanent
change, and in this scenario of continuous change, planning strategically and innovatively is often the
only alternative so that companies, organizations and territories are not surprised and see their objec-
tives being compromised. Anticipating the future and dealing with it in a strategic and innovative way
has been one of the greatest strengths of organizations, acting in this way companies and communities
seek to be prepared for what the market can bring as new, radical and often surprising.

The economic shocks of the pandemic are being observed across all industries and sectors worldwide
and the resilience was recognized as a crisis management tool/strategy for businesses and places stabil-
ity and adaptability to all types of risks, during natural disasters and emergencies. Now is crucial to
incorporate a prospective way of thinking in the Post-COVID time ahead, and this necessarily includes
a strong commitment to strategic innovation as a process of reinventing or redesigning the strategy to
drive organizations growth, generate value, and create competitive advantage. This type of innovation
is essential for organizations to adapt to the speed of technology change.

Considering the above, the book Innovative Strategic Planning and International Collaboration for
the Mitigation of Global Crises, bringing together several compelling contributions under the admirable
coordination of Professor Gabriela Antosov4, is one that undoubtedly deserves to be commended. This
book provides a widely useful compilation of ideas, cases, innovative approaches, and practical strate-
gies for enhancing our knowledge and critical thinking. It is comprehensive in its reach and deals with
important issues of our times: from problems linked to socio-economic injustice to digital transformation,
digital competencies, GIS and Geo-positioning, internationalization processes, challenges of Covid-19,
governance, and especially tourism-related matters — this industry have encountered unprecedented
failures due to travel restrictions and social distancing, thereby finding it extremely difficult to survive
the pandemic.

With a general grounding in the strategy literature including key references, it might even serve as a
useful core text for researchers, students, managers and others with an interest in the field of innovation
and strategic management.

Jodo Paulo Jorge
CiTUR, Portugal & Polytechnic of Leiria, Portugal
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Preface

This book Innovative Strategic Planning and International Collaboration for the Mitigation of Global
Crises aims to provide relevant, theoretical frameworks and current empirical research findings in the
field of international strategic management. It has been written by professionals and academic researchers
to improve their understanding of the innovative, strategic planning at different levels of the multidisci-
plinary context of globalization, internationalization, education, tourism, aviation, digitalization, regional
and local economics, management and marketing, public policy, technology and society.

In this vein, the book proposes an analysis and a set of strategies closely related to the planning exer-
cise for overcoming the world threat represented by the COVID-19 pandemic. The sudden outbreak of
this calamity changed all priorities of public policy and disrupted all exercises of budgetary planning,
posing an exacting challenge to policymakers and experts. In some countries the surprise factor, the lack
of institutional development and the fiscal precarity made room for the lethal expansion of COVID-19.
Amid the perplexity, some countries failed to react timely to avoid deaths and contagions.

In this scenario, innovative strategic planning is currently a very important step towards achieving
economic stability and global sustainability. This can best be achieved through effective, international
cooperation and digitalization of activities. Society and global processes designed to address global
crises and other threats call for the opportunity to use innovative, internationalization practices. Strate-
gic approaches are still used using digital communication and international networking to achieve the
competitiveness of the creative economy and eliminate regional disparities. Achieving innovation and
technology transfer in an international context removes not only international barriers for collaboration,
but also the global crisis and its negative effects. Such impacts caused by global change can be eliminated
by developing technologies and further innovations in strategic planning.

In fact, one common feeling amid the invited experts is that despite the devastating effects in terms
of lives, resources and economic production, the post pandemic era opens a challenging period for de-
ploying innovative strategies and for touting the available technology and knowledge for overcoming the
present risks and for envisioning the future with a more armored plan of growth. This effort demands
the most innovative attitude and requires the efficient use of the opportunities posed by the science field.
But most importantly, the new normality requires social arrangements and engagements more focused
on social wellbeing, solidarity and the definition of a collective common goal.

This book collects a series of chapters assessing the ominous effects of the pandemic and proposing
solutions to the challenging threat presently faced by humanity. The outbreak of the pandemic in 2019
changed radically the normal operation of the world and interrupted suddenly the economic and social
interaction. It even altered the most basic routines that human beings were accustomed to. Here a multi-
disciplinary team from different countries joined forces with a clear vision inspired by a variety of scien-
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tific fields. This rich set of approaches and ideas demonstrates irrefutably that we face a real worldwide
pandemic and therefore, that the global connections in terms of trade, migrations, transportation, tourism,
capital flows and factor mobility keep the world permanently in touch. Admittedly, the global solution
requires a multilateral solution and international cooperation amid a crisis that affected all countries
around the world, and that raged mostly against the elderly and patients suffering pre-existing diseases.

This international call received contributions from several countries with different levels of develop-
ment, with different achievements in terms of vaccination and all of them facing the pandemic at a specific
stage. This editorial effort is hosted by a University College of Business in Prague, Czech Republic but
the contributions come from the USA, Colombia, Portugal, Poland, Slovakia and Germany, all of them
setting forth particular aspects of the devastating effects of the outbreak and most importantly, their
national strategies for overcoming the crisis.

TARGET AUDIENCE

The target audience of this book is composed of professionals and researchers working in the field of
innovation and strategic management in various social science and technology disciplines. Moreover,
this book provides insights and support to executives concerned with the strategic management of ex-
pertise, knowledge, innovation and global development in different types of academic communities and
environments. The policymakers, lawmakers, officers and technical staff can find here any inspiration
for implementing effective strategies applied elsewhere.

Browsing the content, it is possible to recognize the common challenge for the strategic planning
but deployed in diverse fields: social choice and social justice, Media, Digital Society and Education,
Globalization and Trade, Transportation, Tourism, regional and local implications, Technology, Devices
and Empirical Techniques of Estimation. Undoubtedly, almost everyone can find a personal subject of
interest represented within the 16 chapters:

Chapter 1 overviews the case of the deeply divided society in the United States, and efforts for
convincing the population to fulfill the preventive measures. This chapter talks about the necessity of a
social engagement for adopting care measures and new cultural attitudes overcoming the individualist
approach entrenched in libertarians’ prejudices. The authors’ proposed “Culture of care” is a call for a
social arrangement deeply rooted in the consciousness of individuals for adopting mindful practices aimed
to preserve the social wellbeing, starting with the personal behavior of free and recognized individual
citizens. This discussion reminds us of the compelling theories and practices in the frame of the Social
Choice to make coherent the individual choice and the collective wellbeing..

Chapter 2 deals with digital transformation readiness and recognizes the practical omnipresence
of technology across industries and companies, and highlights the complementary skills, technical ar-
rangements and equipment. In the digital era, the management of data became an effective strategy for
expanding the markets and demand. Precise data science and informatics promises to be the most used
tool for targeting specific niches and for design tailored-customer products. The chapter overhauls four
relevant organizational models for making the implementation of digital strategies into the companies.
The authors propose three stages for preparing the organizational roles for triggering the digital strategy:
understanding the outputs, to integrate in a collective change and finally govern on their own and lead
proactively ongoing innovations.

Xix
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Chapter 3 warns about the risk of receiving, spreading and interiorizing fake and unfounded informa-
tion about pandemic, because amid this war of information there is a serious public health implication.
The chapter describes psychological mechanisms leveraged by issuers of fake information for convincing
the society about misguided prejudices and non-confirmed information. The lockdown and the upsurge
of on-line connections and social networks enhance precisely the harmfulness of misguiding data and
lies, finding an easy audience among easily manipulatable people. It is possible to say that the general
backlash generated after the preventive measures during the pandemic was triggered by fake news. The
proposed solutions combine self-criticism by governments, lawmakers and media stockholders leading
to development of legal frameworks able to balance the right of free expression with the engagement
of objective truth.

Chapter 4 considers an immediate solution implemented during lockdown and isolation measures:
online education. People all over the world tap the mechanism to provide educational content at multiple
levels via Teams, Zoom and CISCO technologies. Teachers, lecturers and instructors were required to
adapt high quality standards to online education including personal development of digital skills and
competences. The author researched the advantages, disadvantages and potentialities of online education.
One important finding is the teacher’s role in stimulating the interest of students using multidimensional
strategies.

Chapter 5 articulates specific strategies applied by universities for adapting organizational culture
to virtual interactions between students, teachers, staff and external stakeholders. The particular case
of UNIMINUTO in Bogota (Colombia) illustrates the radical changes required to implement a virtual
schema without sizable disruptions to the educational and operative routines.

Chapter 6 is focused on the strategies enabled by geo-positioning technologies for prevention and
management within pandemic affected areas. The authors analyze key trends rendered on maps and
dashboards. This methodology allows for identification of vulnerable populations, the most affected
areas and the monitoring of interventions.

Chapter 7 examines case studies of some countries and institutions using geo-positioning technologies
to predict contagion by tracking social interactions. The authors describe mobile technologies for detecting
risky behaviors based on the spatial proximity and for assessing the visualizations of satellite imagery.

Chapter 8 describes the effectiveness of Colombian isolation policies and lock downs for containing
the spread of pandemics, running a dynamic econometric model. Using regional panel data, the author
identifies specific idiosyncratic traits in the regional public policy and differentiated outcomes.

Chapter 9 discusses the implications of the pandemic disruptions on globalized supply chains, in-
ternational transport and passenger travel. The author reviews the international process unleashed by
neoliberalism and open-market reforms across the world, and the arguments for national reindustrializa-
tion bringing back some manufacturing processes.

Chapter 10 analyzes the international connections carried by globalization but focuses on the Europe-
Asia economic interactions in terms of Foreign Direct Investment and Trade. This study quantifies the
disruptive effect of the pandemic on the flows of capitals and merchandise between the two continents,
and the severe drop in the economic exchanges supported by statistical information. The study also
examines the effects of vaccination and post-pandemic recovery.

Chapter 11 considers a new course of globalization once the channels of trade, investment and sup-
plies were out rightly affected during the pandemic. However, the author points out that, even prior to the
pandemic; the trend to globalization was slowing due to international financial crises and geo-political
rivalries.

XX
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Chapter 12 provides a quantitative measure of the severity of the pandemic disruption on global air
transportation and proposes a set of creative public / private strategies for reshaping the air transport to
ensure the industry survival in the years ahead.

Chapter 13 details the procedures of standardization according to international rules for defining
international measures required to expedite the normal operation of international travel. The author
focuses on harmonization and rigorous compliance with safety / hygienic protocols and the preservation
of jobs through financial support, loans and public subsidies. Improvements to post-pandemic efficien-
cies are also considered.

Chapter 14 discusses strategies to recover tourism related industries such as transport companies,
hotels, restaurants, attractions, travel agencies, tour operators and multisided platforms used for pur-
chasing tourism services. The focus of this analysis is on undiversified tourism economies, both at the
destination and country level. In the light of the diversity of people and jobs involved, the strategy for
safely recouping the previous level of activity in the tourism industry is an imperative task.

Chapter 15 discusses priorities that illustrate the new exacting recovery challenges faced by local
stakeholders. Based on survey responses of professionals and municipal representatives, the respondents
focused on deployment of strategies for preserving public health, subordinating other items in the order
of priorities.

Chapter 16 develops a set of innovations for quality aspect tourism services, the visits to rural des-
tinations. This chapter based on the personal author’s research proposes that the pandemic stage can be
leveraged for qualifying the rural tourism supply and for implementing sectoral strategies for strength-
ening the customer loyalty.

It has been an amazing experience to assemble this book’s content due to the diversity of disciplines
represented. Most importantly, the chapters are of interest for policymakers and practitioners directly
involved in coping with the pandemic, eager for knowing international approaches, and for consulting
diverse effective measures for overcoming such a challenging global adversity.

XXi
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ABSTRACT

Individuals have responded with a variety of responses to crises such as war, natural disasters, famine,
and pandemics. These are times when people have pulled together to overcome these challenges, or
sometimes have divided themselves ideologically, politically, and behaviorally. This chapter addresses
some of those characteristics within the United States affecting national and global relationships in
the 21st century. The authors support the perception that there is a need for behavioral and cultural
change—caring. Specifically, the authors propose an alternative paradigm: the development and sustain-
ability of a “culture of care” as an interdisciplinary approach for national behaviors and international
collaboration. The work of two American scholars, Nel Noddings and Jean Watson, center on the impor-
tance of the philosophy of care, caring theory, and practice in education and nursing. Going forward
to more international crises such as climate change, the COVID-19 pandemic, and poverty and hunger,
the authors look to a more equitable and collaborative means to address these problems.

INTRODUCTION

When French sociologist and political theorist Alexis de Tocqueville traveled to the United States in 1831
to study American prisons, he also learned about the cultural and political practices of the American
people. In his book, Democracy in America, Tocqueville shaped 19th-century discussions of liberalism
and equality, which were rediscovered in the 20th century as sociologists debated the causes and cures
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of tyranny. Democracy in America remains widely read and even more widely quoted by politicians,
philosophers, historians, and those seeking to understand the characteristics of American people.
Tocqueville believed that equality was the great political and social idea of his era, and he thought
that the United States offered the most advanced example of equality in action. He admired American
individualism but warned that a society of individuals can easily become atomized and paradoxically
uniform when “every citizen, being assimilated to all the rest, is lost in the crowd” (History.com, para.
7). He believed a society of individuals lacking the intermediate social structures—such as those pro-
vided by traditional hierarchies—could mediate relations with the state. The result could be a democratic
“tyranny of the majority” (History.com para.7) in which individual rights were compromised. Although
Tocqueville was impressed by much of what he saw in American life, admiring the stability of its economy
and marveling at the popularity of its many diverse religious institutions, he also noted the irony of the
freedom-loving nation’s mistreatment of Native Americans and its embrace of slavery.

BACKGROUND
We the People

As the United States Constitution was being written in 1787, disparities existed among its citizens. The
stage was already set for a future of social injustices: systemic racism, sexism, xenophobia, and potential
violence amidst the freedoms and liberties for the American people. These characters attributes of a new,
young nation have evolved to define what is an American in the 21 century.

Historically, Europeans often viewed their American allies as “rugged individualists.” First used
in 1898, the term, Rugged individualism refers to “the practice or advocacy of individualism in social
and economic relations emphasizing personal liberty and independence, self-reliance, resourcefulness,
self-direction of the individual, and free competition in enterprise” (Merriam-Webster’s Dictionary.
(n.d.). This concept applied within a capitalistic society—where competition is encouraged — has the
potential to create communities that are self-consuming.

Rights and Liberties Verses Responsibilities and Civic Duties

Over the course of 234 years of “independence” Americans have tested their Constitutional rights and
liberties many times over. While slavery was formally abolished in 1865 by the 13" Amendment to the
U.S. Constitution, although only gave African Americans the rights of citizenship in 1868. Many black
Americans did not have voting rights until the 1965 Voting Rights Act was passed. Women’s right to
vote only came in 1919 when Congress passed the 19" Amendment. Although voting is the cornerstone
of a democracy, voting rights are still being challenged today as state laws are once again limiting voting
options and redistricting diverse populations to enhance partisan politics.

Undoubtedly the United States of America was founded on a revolution against the ruling (British)
government. Moreover, many of our nation’s rights and liberties were secured though civil disobedience
and protests. However, over time and into the 21* century, these protests and demonstrations have become
more frequent and violent confronting individual rights and liberties. Under the Second Amendment of
the U.S. Constitution, gun ownership, including AK-47 military assault rifles, has increased since 2019,
thereby setting records for gun violence in the United States.

2
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Figure 1.
Source: Erin Grinshteyn and David Hemenway, “Violent Death Rates in the US Compared to Those of the Other High-Income
Countries, 2015.” (Updated Jan. 7, 2021)
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Mass shootings have become commonplace in American culture. “According to the Gun Violence
Archive there have been more than 370 mass shootings in the US... in 2019, with mass shooting defined
as any incident in which four or more people, not including the shooter, were shot but not necessarily
killed. That’s an average of about eight mass shootings a week.” (Lopez, 2019, para. 3). There is a cor-
relation with ways the COVID-19 pandemic has influenced social and economic policy.

COVID-19 PANDEMIC INFLUENCES ON SOCIAL AND ECONOMIC POLICY

When the COVID-19 pandemic engulfed the population within the United States, economic, politi-
cal, and social instability increased. As people were dying, Americans were told by the government
administration that this disease was nothing more than a common flu and would be eradicated by April
(2020). Moreover, the governmental disorganization and lack of central leadership created confusion,
hardships, and deaths for healthcare workers and Americans in general. They panicked and started buy-
ing and hording items such as cleaning supplies, sanitizing solutions, and toilet paper, causing more
anxiety in communities.

Policies and practices to contain the spread of the pandemic, such as business and school closures,
mask wearing, and physical distancing took further stresses focused on racist and bigotry in the nation.
The Black Lives Matter movement grew, and incidents involving police brutality became forefront
when George Floyd died under the confines of Minneapolis police officers. The Trump administration
blamed the Chinese for the spread of COVID-19, and as a result, Asian Americans were sought out and
assaulted (Reinicke, 2021). This bigotry has created a policy in that variants of COVID-19 were now
using the Greek alphabet to distinguish one variant from another without implying ethnic connections.

As American businesses and organizations closed, unemployment increased at alarming rates causing
family trauma, loss of housing, hunger, domestic violence, and loss of medical insurance. These issues
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were especially prevalent for people of color and for women. The Coronavirus Aid, Relief, and Eco-
nomic Security Act, also known as the CARES Act of 2020, brought some relief to American families.
However, it was not until 2021 that a new federal administration and the 117" U.S. Congress passed
extended funding to business owners and families to help them manage financially, and when COVID
vaccines were widely administered that those improvements were felt by most individuals.

Vaccines are now in mass production, although in the United States and around the globe many ineq-
uities exist. Wealthier nations such as those in North America and across Europe have access to hospital
equipment (oxygen tanks, ICU facilities) and COVID vaccines. Other low-income nations such as India
and those in South America are not as fortunate. At the recent G7 international meeting in Brussels,
President Biden has further offered to collaborate with other nations in providing aid to those where the
COVID virus still is rampant among individuals.

Healthcare is critical as individuals continue to face COVID variants and “long-term” COVID symp-
toms. In the United States most people depend on health insurance, which comes either by employer-
based, through the government, or insurance paid directly by individuals. To date, approximately 12%
of Americans have no health insurance. In a recent study (Cha & Cohen, 2020) findings indicate that the
most common reason (73.7%) that adults aged 18 to 62 were not insured was due to lack of affordability.
Note that the data were collected prior to the COVID pandemic outbreak.

As businesses close and workers lose their jobs due to the COVID pandemic, more families suffer the
consequences of a lack of healthcare. In recent years, there has been ongoing public interest and more
advocacy to expand Medicare to all Americans. However, there is not universal agreement on how that
system is designed. In addition, there is a strong backlash from independent health insurance companies.

Figure 2. Percentage of Adults aged 18—64 who Identified with Selected Reasons for Being Currently
Uninsured: United States, 2019

Source: National Center for Health Statistics, National Health Interview Survey, 2019.
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This leaves many inequalities for those individuals such as people of color, women, and those having
low income who are not covered by health insurance.

The questions that remain are: How does a global society function in a post pandemic world? What
government policies will direct our future in the United States where collaboration is key to a healthier
existence? For example, what role does climate change play in managing global disasters (extreme heat,
drought, flooding, fires)? What can the United States learn from other nations about providing a national
healthcare system for individuals or childcare/eldercare for families? How will technology affect the
business economy and our educational practices? One key question to achieving a positive outcome is:
how can nations even begin to resolve these issues without caring for others’ lives including our envi-
ronment with living plants and animals? In this work the authors consider how a Culture of Care might
reshape our world into a more humanitarian and collaborative entity.

WHAT IS A CULTURE OF CARE?

In this work the authors explored two professional disciplines (nursing and teaching) as examples of ap-
plying theory and practice to the topic of “caring.” Furthermore, the meaning of care has been expanded
for a better understanding of what is caring and how we apply it to our daily lives. In a Culture of Care,
the “other” as well as one’s “self” is the focus of our thoughts and actions, thereby behaving accordingly.
This allows for more collaboration within our local and global communities.

A Caring Relation

Educator, feminist, and a pioneer of Care Theory, Nel Noddings makes the distinction between “caring
for” (p. 17) and “caring about (p.17).” She writes, “Caring for is conditional on the establishment of
relation... Therefore, is relational, needing at least two people—a Carer and a recipient of care or Cared-
for” (Noddings, 2005 p.15). Indeed, individuals can and do care about things such as the weather, or
which is a better road to take on a trip. However, caring for, in this context always has some connection
with individuals’ (or living beings—animals, plants, living in the environment) welfare in a relationship.

According to Noddings, “Caring is a way of being in relation, not a set of specific behaviors” (2005,
p- 17). Americans are now beginning to see in some media advertisements showing caring relations. For
example, in one commercial, we see a dad and his young daughter preparing a meal for their neighbor. The
daughter brings a plate of spaghetti to the neighbor’s door and then runs back to have dinner at home with
her dad. In this example, the caring relation embraces three individuals: father, daughter, and neighbor.

By establishing a “culture of care” more humanistic, ethical, and collaborative behaviors might of-
fer an alternative to the socio-economic injustices existing within the United States and internationally.

ETHICS AND MORAL EDUCATION

To better understand “caring” from a humanist perspective, the authors look to theorists and educators
known for their work centered on ethical relationships and communities. Martin Buber (1965), an Austrian
philosopher, is best known for his work on dialogue as a form of existentialism centered on the distinc-
tion between the “I-Thou” spiritual relationships. John Dewey (1963), whose ideas have been influential
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in education and progressive social reform, was one of the most prominent American scholars in the
first half of the 20" century. Committed to a theory of social justice, philosopher and educator Paulo
Freire (1970), a Brazilian reformer, is best known for his work, Pedagogy of the Oppressed, creating the
foundation of the critical pedagogy movement.

Noddings (2005) addresses the significance women played in the creation and development of a car-
ing theory in her book, Caring: A feminine approach to ethics and moral education (1984). Women in
many cultures have had the role of caregiver; hence, in modern society women filled the role of nurses
and teachers of young children. Women such as Maxine Greene (1995), an American philosopher,
teacher, and social activist, centered her lifelong work on applying the arts to promote social justice and
democratic practice. In her book, Releasing the Imagination, she writes:

1 still believe that the ground of a critical community can be opened in our teaching and in our schools. It
is out of such thinking that public spaces may be regained. The challenge is to make the ground palpable
and visible to our students, to make possible the interplay of multiple plurality of consciousnesses....
And, yes, it is to work for responsiveness to principles of equity, principles of equality, and principles of
freedom, which still can be named within contexts of caring and concern. (1995, pp. 197-198)

Another significant social activist and feminist is Carol Gilligan (1982), who in her notable book,
In a Different Voice, proposed an alternative approach to addressing moral issues. She described “mo-
rality” as a concept based on one’s recognition of needs, relation, and a response. Women’s voices are
contextual, she contends, and speak from and to a situation, rather than focused on decision-making.
Her work is credited with inspiring the passage of the U.S. Gender Equality in Education Act in 1993.

COMPONENTS OF MORAL EDUCATION FROM A PERSPECTIVE OF CARING

As education theory and practice maneuver through years of changes and reform, the notion of edu-
cating the whole person—as human individuals—once again returns our attention to recent efforts in
curricula. Noddings writes, “The primary aim of every educational effort must be the maintenance of
caring” (1984, p. 172). In her work, Noddings advanced a process in which an ethic of care might be
fostered which contains four major components: modeling, dialogue, practice, and confirmation. (2005,
pp- 22-26) These components can create a learning environment for understanding and applying car-
ing principles for individuals within their communities. Where education is integral to its setting, and
learning is part of daily life, such as schools, families, organizations, or business, the development of
more caring relations can be achieved.

1. Modeling — It is important for leaders to show others how to care by modeling the behaviors in
their own relationships with cared-fors. Classroom teachers, professors of education, and school
administrators can and should be positive examples for how their students and teachers respond to
students in their own classroom settings (Noddings, 2005a, 2005b; Seigel, 1997).

2. Dialogue — This is the second component in Noddings’ caring process. In this context, dia-
logue is applied as defined by Paulo Freire (1970) meaning that it is not mere conversation, but
open-ended in an equitable discussion where no decision has already been made. Moreover,
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dialogue “provides us with knowledge of each other that forms a foundation for response in
caring” (Noddings, 2005, p. 23).

3. Practice — This is the third component of moral education. Practice is essential in providing op-
portunities for individuals to gain skills in caregiving through a variety of settings. Some education
settings have established community service learning within the curriculum to engage students
with caring recognition (through needs) and practice (through service) (Seigel & Rockwell, 1993).

4. Confirmation — This is the last component within the process of moral education from a caring
perspective. This is an act of affirming the best in others (Buber, 1965) ... requiring attribution of
the best possible motive consonant with reality. Therefore, confirmation of our deeds provides us
with a vision of oneself as a better person.

CARING SCIENCE THEORY

To appreciate Caring Science Theory, one must understand Jean Watson’s seminal work, which spans
from the 1970s to the present. It is important to note that while many religious doctrines uphold caring
behaviors, Watson’s work is not based on any one religion, but rather on a spiritual, mindful path. As
a practicing Buddhist, Watson shapes her Caring Science Theory from a mindfulness point of view to
help nurses better understand that they have the capacity to care for their patients with compassion and
empathy. Watson (2005) created the Caritas Processes to guide nurses through a series of affirmations
that aid them in establishing a space in which to truly listen to, and speak to, the emotional, physical,
spiritual, and mental needs, of their patients. Caring Science Theory, which led to the creation of an
international Holistic Nurses Association, grew out of what Watson saw as a need to shift nursing from
a strictly linear way of knowing into one that is mindful of the patients’ deeper needs.

The Caring Science Theory is a holistic approach to the reconnection of self to others. Through car-
ing science, humankind allows for the infinite nature of belonging and being (Watson, 2005). Originally
based on the values and nursing practices of Florence Nightingale in the 19" century, Watson reminds
us that, “Caring Science has its roots in a moral and ethical commitment to preserve the dignity of self
and other with a commitment to caring and healing” (2012, p. 2). In other words, this theory focuses on
caring for self, compassion for others, and establishing a lifelong practice of self-care that sustains and
replenishes one’s spirit. Moreover, it is centered on recognizing and restoring the connections between
person-environment-nature, and the connection between the physical and metaphysical (Watson, 2005).
The recognition and restoration of these connections are the foundation of caring literacy.

In her book, The Philosophy and Science of Caring, Jean Watson (2008) suggests caring literacy
is the moral and ethical competencies, that when applied may better prepare one for a new beginning
in which to create better skills. Such skills may include the evolving of self, such as cultivating caring
consciousness, the ability to center, to be present, and to authentically listen. She proclaimed, “This
basic need is associated with nourishing body, mind, emotions, and spirit with food, both symbolically
and literally, whereby with this need we are drinking in love, friendship, companionship, support, trust,
warmth, and security” (p. 152). The Caritas Processes are embedded in Caring Science Theory as
factors in creating a sustainable, peaceful world. Together or individually, the processes can serve as
affirmations for caring moments.

Within a caring moment is a pause or a breath that allows one the opportunity to step into that mo-
ment and shape the experience from a space of compassion and empathy. Watson writes, “...even though
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teaching and the imparting of health information, self-caring approaches, and so forth are mainstream,
the dialectic, transpersonal aspect of teaching—Ilearning and the importance of the caring relationship
as context are often overlooked” (Watson, 2008, p. 125). This is to say the art of transpersonal caring is
a human activity consists of non-verbal expressions, intentionality, heart-centered loving, and a healing
presence. One passes on to others, feelings she has lived through realized or learned through experi-
ence (Watson, 2008). It is the transpersonal that make Watson’s work stand out and that distinguishes it
from wide practices and ways of knowing. Although Watson created the Caring Science Theory and the
Caritas Processes for nurses, they are now moving into other arenas in practice and knowing.

Watson, (2008) defines the Latin word Caritas as “cherish [and] love” (p. 39). It frames the desire
to infuse compassion and empathy into all that humankind does. The Caritas Processes are individu-
ally numbered affirmations that were originally created for nurses, but have the capacity to develop an
alternative paradigm for building communities and national behaviors that support international col-
laboration. Watson, (2008) states her 10 processes as:

THE CARITAS PROCESSES
1. Embrace altruistic values and practice loving kindness with self and others.

This is to say that the practice of loving-kindness is rooted in an intentional and ethical caring conscious-
ness. Moreover, it opens the door for community building and onward to international collaboration.

2.  Install faith and hope and honor others.

This means, in effect, that a philosophy of care requires one to be fully present in the moment and
recognize a deep belief in the sustainability of a Culture of Care.

3.  Be sensitive to self and others by nurturing individual beliefs and practices.

This leads to the conclusion that in cultivating a culture of care, one’s own spiritual practices will
form an interconnectedness that goes beyond oneself to nurture community building.

4.  Develop helping-trusting-caring relationships.

In other words, one is invited to develop, sustain, help, and trust genuine caring moments as a reflec-
tion of the joining of self and other.

5.  Promote and accept positive and negative feelings as you authentically listen to another’s
story.

From this it is clear that one can practice a caring behavior that embraces being fully present in the
moment and accepting, without blame or judgment, the expressions of positive and negative feelings
arising in the self and others. Knowing that with empathy for all these feelings, they represent a whole
and can lead to the sustainability of the international community.
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6. Use creative scientific problem-solving methods for caring decision making.

This discovery strengthens the potential for solving global issues. Not only does it imply an interdis-
ciplinary approach, but also it demonstrates the need for the integral thinking of mind, body, and spirit.

7.  Share teaching and learning that addresses the individual needs and comprehension styles.

Here, one can see that by engaging in sincere teaching-learning experiences, which ascend from an
appreciation of interconnectedness, there is the capacity to raise the educational experience to one that
is sustainable and that values cultural exchange.

8.  Create a healing environment for the physical and spiritual self, which respects human dignity.

This speaks to both self and other. It is necessary to create and sustain a healing setting at the physi-
cal/readily visible levels as well as the nonphysical, subtle energy, and consciousness levels, in-order-to
maintain a sense wholeness, beauty, comfort, dignity, and peace.

9.  Assist with basic physical, emotional, and spiritual human needs.

To address global issues, the balance of economics and the distribution of wealth must be examined.
Humankind must be willing to create an environment that cares for the many and not the few. Educa-
tion and the construct of a new alternative paradigm, as well as addressing the basics aspects of human
existence, is required to build a world in which a culture of care can flourish.

10. Open to mystery and allow miracles to enter. (Watson, 2008, p.40).

When individuals enter in to a harmonious ““alliance with the universe, they can view the world with
an enriching sense of hope and inspiration” (Flickinger, 2019, p. 107). If one is to alter perception, there
must be a philosophy of care. Caring Science Theory lends itself to just such a philosophy. If you step
into a caring moment, miracles can enter.

Miracles and mysteries, whether you believe in something greater than yourself, happen. Watson
believes that miracles are important to her work with Caring Science Theory and the Caritas Processes
(Watson, 2008).

Watson’s work was shaped by that of Florence Nightingale, Maxine Greene, Thich Nhat Hanh,
Friedrich Nietzsche, Pierre Teilhard de Chardin, and a host of others. Her goal was to bring the mind-
fulness of Eastern philosophies and caring into the Western field of nursing, uniting both transpersonal
philosophy and psychology within the conversation on Caring Science Theory. As we move further into
the digital world, caring consciousness (Sitzman & Watson, 2017) is necessary to expand the web of
life (Capra, 1996).

Over the years, the concept of caring has expanded into the digital world. Sitzman and Watson (2017)
believe that Caring Science Theory can play a role in creating a more caring and holistic way of being,
as people become more dependent upon computers and digital knowing. Mindfulness is a key factor in
developing successful digital relationships. One must remain in the moment, keenly aware of the other.
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This means that one must show up and be fully present, speak with truth and meaning, but without plac-
ing blame or judgment (Angeles, 1993).

Caring Science Theory continues to grow and be shaped and reshaped by Jean Watson, her colleagues,
and students. It is the beginning of a spiral that moves to the center, and then carries its knowledge back
out into the world. As one travels to the center of the spiral, a glimpse of the many possibilities for a new
alternative paradigm may arise as it combines with Caring Science Theory and the Caritas Processes.

THE INTERSECTIONALITY OF SUSTAINABILITY, SUSTAINABILITY
EDUCATION, AND CARING SUSTAINABILITY

This section will explore the genealogy of sustainability, sustainability education, and caring sustainabil-
ity for a culture of care. It is important to understand the history or genealogy of sustainability to better
understand the intersectionality of all four concepts. Although, the term “sustainability” has come into
the mainstream dialogue about the survival of the planet in recent years, it was introduced in the 1700s.

Genealogy and Development of Sustainability

Hans Carl Von Carlowitz, a German tax accountant and mining administrator, was the first to use the
word “sustainability” in Sylvicutura Oeconomica in 1713 (Pfenninger, 2013, para. 6). According to the
World Ocean Review (2015), at the time, this word meant, “using natural resources mindfully so that
the supply never runs out” (para. 1). His reason for penning this literature was that Europe’s population
had grown vastly. Von Carlowitz wanted to raise concern about wood consumption and wanted to keep
the number of “timber” sustainable (World Ocean Review, 2015, para. 4).

There has been a barrage of events in history that have raised concerns about environmental issues.
Rachel Carson (1962) was an activist, and she had a voice that could not be reckoned with. Carson’s
most renowned work, Silent Spring, documents the dangers of pesticides, and the one to mention is the
chemical DDT. This chemical was used as a pesticide to kill insects, but it was killing the livestock and
ruining the land for farming. Carson emphasized:

One of the most sinister features of DDT and related chemicals is the way they are passed on from one
organism to another through all the links of the food chains. For example, fields of alfalfa are dusted
with DDT; meal is later prepared from the alfalfa and fed to hens, the hens lay eggs, which contain
DDT, or the hay, containing residues of seven to eight parts per million, may be fed to cows. The DDT
will turn up in the milk in the amount of about three parts per million, but in butter made from this milk
the concentration may run to 65 parts per million. Through such a process of transfer, what started out
as a very small amount of DDT may end as a heavy concentration. Farmers nowadays find it difficult
to obtain uncontaminated fodder for their milk cows, though the Food and Drug Administration forbids
the presence of insecticide residues in milk shipped in interstate commerce (pp. 22-23).

Not only was Carson advocating for a sustainable environment, but other organizations rallied around
the fate of the global environment and humankind:
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Man has the fundamental right to freedom, equality and adequate conditions of life, in an environment
of a quality that permits a life of dignity and well-being, and consequently bears a solemn responsibility
to protect and improve the environment for present and future generations (United Nations, 1972, p. 4).

The United Nations Environment Program (UNEP) would be established to implement a policy that
would be reflected in this statement, and in 1987, the related United Nations World Commission on
Environment and Development (The Brundtland Commission) would first define sustainable develop-
ment. This would form the crux of this Commission’s worldview and was described as “development
that meets the needs of the present without compromising the ability of future generations to meet 21
their own needs” (United Nations World Commission on Environment and Development, 1987, p. 16;
International Institute of Sustainable Development, 1992). To engage in a conversation about sustain-
ability, one must understand the definitions.

Sustainability Definitions

The working definition of sustainability for a culture of care means finding equilibrium between self,
society, and nature. Adding the concepts of caring and ethics to sustainability education can deepen
educational tools for improving and growing community.

The following definitions of sustainability are from seminal works of ecology, which offer an en-
hanced and refined viewpoint. Wells (2013) defined sustainability as “improving the quality of human
life while living within the carrying capacity of supporting ecosystems” (p. 151). By improving our
wellbeing, this author suggested that one becomes connected to self and the environment (Wells, 2013).
Edwards (2015) further reasoned it is the current obligation to achieve a sustainable way of life that
can be perpetuated by future generations. Moreover, Ehrenfeld (2008) stated that sustainability is “the
possibility that humans and other life will flourish on the earth forever” (p. 49). Teaching sustainability
will be imperative to ensure that humankind, as well as many generations yet to come, will thrive. The
concept of sustainable development in the scientific literature is defined as “re-use capacity manage-
ment... maintained in the form of natural resources” (Walker & Salt, 2012, p. 31). Referring to a Culture
of Care, it becomes necessary to expand the academic definition of sustainability to one that encompasses
a deeper and more human aspect.

Sustainability Education

Sustainability is the act of living with respect for all humanity in harmony and balance with healthy
lifestyles, relationships, the environment, the political arena, and social justice. To this end, it illustrates
the need to strengthen one’s connections with one’s self, to others, and to the planet at large. This concept
relates to caring sustainability and education as it meets the demands of a multidisciplinary approach
that invites educational teams to add knowledge and skills, through collaboration, that best intersect
with the needs of schools and students (Gibbs, 2015; Hargreaves & Goodson, 2006; Montuori, 2005;
Walker, 2012).

Education for a sustainable community in the 21st century and beyond (Jones, et al., 2010) is a model
that adds caring to sustainability education. This, in turn, seeks to broaden original thinking and shifts the
existing paradigm to an alternative one. Understanding these definitions provides a valuable centerpiece
in which to explore caring in a more profound way.
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CARING SUSTAINABILITY

Caring sustainability is a caring consciousness dedicated to the reconnection of self, others, and nature,
with a desired outcome of balance and harmony. Caring sustainability is creative and dedicated to en-
vironmental developments such as community building, fostering a sustainable future, and leading to
social and economic improvements. It actively nurtures community relationships that contribute to social
and environmental health. Caring sustainability has the capacity to engage, challenge, and transform
(Flickinger, 2018).

This concept reflects a larger sense of caring and encourages respect for the natural world, including
a more sympathetic understanding of environmental stewardship (Watson, 1979, p. 86). In this manner,
ecological concerns can be tied to the sympathetic considerations of people who live in human com-
munities, and shows that the ethical impetus behind human collaboration and sympathy can be extended
to people’s relationship with their environment. Caring sustainability for the environment must come
from a place of trust, which means, it must come from an understanding that the natural environment is
unable to withstand the force of human social and industrial whim.

The intersectionality of sustainability, sustainability education, and caring sustainability has the
potential to create a Culture of Care. All three aspects are required for the survival of the planet. One
must understand the genealogy and development of sustainability from its roots from 1713 forward; the
value of sustainability education through collaboration; and the importance of caring sustainability in
conversations about the future of humankind and the earth.

A culture of caring is a circle that begins with care and ends with care. Caring is a key factor for
building stronger community relationships, for more robust educational pedagogies, and collaboration,
as well as more effective public policy. Supporting the needs of others through caring practices connects
leaders, no matter how small the group, with those who follow, and deepens their understanding of one
another. A culture of caring opens the door for thriving collaboration.

CONCLUSION

The purpose of this work is to provide a framework for fostering deeper collective societal relationships,
locally, nationally, and globally, by creating what the authors have defined as a Culture of Care. The
COVID-19 pandemic has made evident that our lives, in both social and economic spheres, are indeed
not only fragile, but also interconnected. The authors have examined this interconnectedness through the
lens of social construct in the United States to demonstrate that resolution of our collective wellbeing
depends upon the collaboration between disparate groups (nations, communities, etc.), which ultimately
depends on recognition of shared values, education, and communication.

At its outset, this chapter deconstructs American democracy, while providing inspiration for self-
governance around the world, is infused with systemic racism, sexism, oppression of marginalized
communities, poverty, and social-economic inequality. Furthermore, in America today, hate crimes
and violence within our communities and mass shootings are far too commonplace. There is a need for
change; an improvement toward American relations with others both home and abroad. The authors
focus their work on the principles of ethics and moral education, and on an interdisciplinary approach
to theory and practice of caring though the nursing and education disciplines, as they apply to a Culture
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of Care. A pedagogy for embracing caring behavior and social justice is necessary for social change,
and a Caring Science Theory further documents the human value of a caring society.

The chapter maintains that care relations through caring sustainability (Flickinger, 2018) are vital
to achieve long-lasting, collaborative relations throughout the world in future endeavors. A Culture of
Care welcomes the openness to miracles and mysteries. It allows one to create a sense of anticipation
for what might and can happen.

Finally, through their vision of social justice, equality, human rights, and responsibilities, the authors
explored ways to potentially create a Culture of Care through behavioral and cultural change. The in-
troduction to this chapter began with Tocqueville identifying Americans in the 19" century as “rugged
individualists” who are focused on their independence and personal freedoms. This chapter suggests
that perhaps more thought and caring actions could be directed towards the welfare and livelihoods of
others in their communities at large.

Why is it that in the United States with enough vaccines, face masks, and medicine for all citizens,
the federal government has to mandate businesses and individuals to protect themselves and others from
spreading the COVID variants? Furthermore, many witness many low income nations where people
need assistance and would be more amenable for such medical supplies. It is the aspiration of the authors
that individuals turn our humanitarian behaviors towards improving local and global communities by
collaborating within a more caring, alternative paradigm.
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KEY TERMS AND DEFINITIONS

Altruistic: The behavior that one believes is humane and helpful to others.

Caregiver: An individual who cares for the needs of another.

Caring-For: The act of an individual or individuals who consciously provide and support the needs
of others.

Caritas: A Greek word meaning cherish and love.

Community: A collective of individuals who agree to shared values, behaviors, and make those an
established practice as a group.

Confirmation: The practice of approving and giving validation confirmation towards one’s behavior.

Culture: The values, traditions, and behaviors that are found within a given society.

Dialogue: A practice of communication through spoken language, writing, or other means that is
open-ended and whose main purpose is to better understand others’ perspectives.

Modeling: A way of showing or displaying behaviors in shaping a practice.

Sustainability: Is the enduring or maintaining a desired practice or system of lifestyle or praxis.
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ABSTRACT

Digital transformation can effectively support innovative strategic planning. However, it is necessary
to realise that the digital ecosystem produces enormous volumes of data and creates unique require-
ments for working with it. Due to this, data needs to be integrated into the mindset and decision-making
processes properly. The proposed solution is based on an analysis of digital transformation readiness
models, analyses of the status of data and data literacy in the models and their extensions, a definition
of the levels of readiness that need to be achieved, and preparation of educational programs for the en-
hancement of human digital transformation readiness from the mindset and skillset perspective. The main
outputs of the chapter correspond to the problem and the suggested solution. They include the human
digital transformation readiness index based on the capability maturity model (CMM), required mindset,
and skillset, taking into account the digital and data literacy of the participants of innovation activities.

INTRODUCTION

Innovative strategic planning promotes economic stability and global sustainability in companies (Car-
lock & Ward, 2001; Baumgartner, 2014; Kozhevina et al., 2020). Rachinger et al. (2019) stated that
innovative strategic planning may be enhanced by digital transformation. Digital transformation (DT)
represents a “process where digital technologies play a central role in the creation and reinforcement of
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disruptions taking place at the society and industry levels. These disruptions trigger strategic responses
from the parts of organisations, which occupy a central place in DT literature. Organisations use digital
technologies to alter the value creation paths they have previously relied upon to remain competitive”
(Vial, 2019). In the digital form, technologies generate vast volumes of data, which can double every
two years (Weber, 2020).

Gartner recognises data as the new core capability of business, people, processes, and technology
(Logan, 2018). Grillenberger & Romeike (2018) argue that “knowing about the possibilities offered
by data and data analysis plays an increasing role for developing an understanding of the world.” We
manipulate data in everyday processes regardless of the sector or domain. That supports Ridsdale et
al.’s (2015) statement that “it is an essential ability required in the knowledge-based economy.” Data
is becoming a significant (sometimes even essential) part of the decision-making process; on the other
hand, intuition is still necessary, and it is not possible to say we are approaching a state where data takes
the lead, rendering human intuition obsolete (Potancok, 2019).

Data analytics and digitisation will undoubtedly reshape the labour market and lead to the creation of
new work opportunities (Loebbecke & Picot, 2015). This will cause a shift in the competencies required
from the workforce, creating a “digital workforce” — and to a certain extent, it has already caused this.
These competencies can be regarded as skillsets needed to utilise digital technologies to manipulate data,
solve problems, or create products (Colbert et al., 2016).

There are currently many frameworks and models of readiness for digital transformation; the fol-
lowing examples include both academic and commercial ones. Lezina et al. (2019) have analysed them
from a usability point of view.

§ Five Digital Business Aptitude Domains (KPMG, 2015)

§ Digital Maturity Model 4.0 (Gill & VanBoskirk, 2016)

§ Digital Maturity to Drive Superior Performance (BCG, 2021)

§ Industry 4.0 Maturity Model (Schumacher et al., 2016)

§ Digital Readiness Assessment Maturity Model (De Carolis et al., 2017)
§ Digital Services Capability Model (Wulf et al., 2017)

§ Organisations Digital Readiness Framework (Sanchez & Zuntini, 2018)
§ Interrelationship between the Digital Transformation, Strategy

§ and Organizational Capability (Schumann & Tittmann, 2015)

§ Digital Transformation Framework (Matt et al., 2015)

Our initial analysis of the existing readiness frameworks/models shows that people’s data, mindset,
and knowledge are covered only implicitly or neglected altogether. This fact is in line with the results
from digitalisation and its influence on business model innovation, “Moreover, the organisational ca-
pacities and employee competences were identified as future challenges that will be faced.” (Rachinger
et al., 2019)

Despite that, a few digital transformation frameworks have covered — either directly or indirectly —
the concept of digital literacy. Digital literacy can be defined as “the ability to understand, evaluate,
and integrate information that exists in a variety of formats and from a wide range of sources, having
the information is presented through a computer” (Gilster, 1997; cited in Pool, 1997). The framework
introduced by Corver & Elkhuizen (2014) essentially divides the phenomenon of digital transformation
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into several components. One such component is called “digital skills & virtual workforce” and can
undoubtedly be linked to digital literacy. Other digital transformation frameworks directly include the
concept of digital literacy as their integral part (IQUII, 2017).

The discussion about digital skills is often narrowed only to the essential skills needed to operate
hardware and software. However, there are several other types of skills needed to use digital technologies
efficiently. Van Dijk (2013) identified six different types of digital skills: operational, formal, informa-
tion, communication, strategic, and content-creation skills. The skills needed to operate hardware and
software are represented by operational skills. Formal skills allow users to handle the formal structures
of the medium. Information skills relate to the ability to search, select, and evaluate information in digital
media. Communication skills involve mailing, contacting, creating online identities, drawing attention,
and giving opinions. Strategic skills are necessary for using the digital medium as a means for achieving
specific goals. Last but not least, content-creation skills relate to the ability to make contributions to a
particular plan or design.

Following up on the types of digital skills introduced by Van Dijk (2013), Van Laar et al. (2017)
conducted a systematic literature review to examine 21* century digital skills and subsequently divided
the skills into the following categories: technical, information, communication, collaboration, critical
thinking, creativity, and problem-solving skills.

Rahman & Aziz (2021) introduced a digital competency framework encompassing 21 digital com-
petencies organised into five key competency areas. The identified competency areas were information
and data literacy, communication and collaboration, digital content creation, safety, and problem-solving.

Digital transformation has to be based on the mindset and skill set necessary for the workforce, taking
into account innovation, entrepreneurship, data literacy, and Human Digital Transformation Readiness.
We believe that in order to improve anyone’s mindset and skillset, it is necessary to determine what
the start line is and what we want to achieve. This chapter aims to define and verify the Human Digital
Transformation Readiness Index to measure it as a level of maturity. Therefore, creating a model based
on the Capability Maturity Model (CMM) methodology is essential. The chapter will have the follow-
ing structure.

Analysis of Digital Transformation Readiness frameworks and models

Analysis of data and the status of data literacy in the frameworks and models and their extensions
Levels of readiness to be achieved

Educational programs for enhancing the Human Digital Transformation Readiness from the mindset
and skillset perspective

Ll

This chapter has used the case study method, the qualitative research method, and qualitative content
analysis (Myers, 2013), due to the need to fully understand and verify the defined levels of readiness
that is to be achieved.

The research design and the case study procedures are based on initial analysis of digital transforma-
tion readiness frameworks and models, as well as the position of data and data literacy in the models,
and personal interviews with stakeholders to validate the outputs.

Validation and authorisation by responsible persons are based on the research design used by Vital
& Aubert (2002). They presented theis authorisation framework to managers and incorporated any
comments received as part of the feedback into the framework. When using the method of validation
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and authorisation by responsible persons, the model is not tested in real practice but responsible per-
sons assess it. However, it may suffice if the model is validated and authorised by persons from several
companies (also in connection with the qualitative research used). This was the most significant reason
for choosing this research design.

The stakeholders of this study include randomly selected managers of small and medium-sized en-
terprises in production and finance. In the course of the case study, interviews were conducted at the
beginning of 2021. During the case study, five interviews were conducted. The interviews’ length inav-
erage was 60 min, and all were done online due to the pandemic. The beginning of each interview was
unstructured to get as much information and as many opinions as possible, followed by a semi-structured
part with questions drawing on the basic levels of readiness to be achieved within the Human Digital
Transformation Readiness Index.

Upon peer review validation, the results will serve business professionals in the field of innovation
and strategic management. Based on the outlined approaches, professionals will be able to determine
better digital transformation strategies. They will then be able to include two additional dimensions (the
Human Digital Transformation Readiness Index and the necessary mindset and skillset taking into ac-
count participants’ digital and data literacy) into their innovation activities. This ability will give them
a more holistic view to streamline their decisions.

ANALYSIS OF DIGITAL TRANSFORMATION READINESS
FRAMEWORKS AND MODELS, AS WELL AS THE POSITION
OF DATA AND DATA LITERACY IN THE MODELS

Based on the analysis of the frameworks mentioned above and models, we selected those most focused
on people’s data, mindset, and knowledge, specifically from the perspective of the position of data and
data literacy in the frameworks and models. These are the following:

§ Five Digital Business Aptitude Domains (KPMG, 2015)
§ Digital Maturity Model 4.0 (Gill & VanBoskirk, 2016)
§ Industry 4.0 Maturity Model (Schumacher et al., 2016)
§ Digital Services Capability Model (Wulf et al., 2017)

Five Digital Business Aptitude Domains (KPMG, 2015)

The KPMG report consists of five domains describing essential methods and capabilities aligned with
an organisation’s ability to transform into a digital business successfully.

Digital Maturity Model 4.0 (Gill & VanBoskirk, 2016)
Digital maturity is a trend that has emerged alongside the Digital Economy and Industry 4.0. At the

moment, there is no standard definition and understanding of this process, so there is much scope for
study and research on this topic.
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Table 1. Five Digital Business Aptitude Domains

Element

Description

Vision & strategy
domain

Vision — the management outlines its vision for the role of digital technology in the business, which includes realistic goals for the
upcoming year.

Strategy — a digital strategy to address the opportunities for connecting with our customers, workers, and business partners.
Leadership — senior executives understand the threats and opportunities posed by the digital barrier and are committed to our
digital strategy.

Culture — building strategy by empowering employees through a rich set of digital and mobile technologies.

Digital talent

Talent acquisition — actively recruit digital talent using traditional and innovative methods such as meet-ups and coding
competitions.

Talent Development — training programmes support digital strategy and technology investments, including a programme to
develop our internal digital 1Q.

Skills optimisation — taking advantage of existing digital talent and supporting digital initiatives in the organisation, such as the
Centre of Excellence.

Talent pools — accelerate digital initiatives when needed by leveraging internal talent with specific external resources and
collaboration tools.

Digital First
Processes D

User experience design — when designing digital experiences, use behavioural and racial insights to design high-quality digital
interactions that drive behaviour.

Development — when necessary, employ flexible, iterative, and agile development to develop competitive digital products and
adapt to rapidly changing technologies.

Optimised platforms — optimised apps for browsers, Android, iOS, and other mobile platforms to support the latest design and
development frameworks.

Measurement & analytics — collection of relevant data to enable meaningful analysis of the implementation, use, effectiveness,
and business outcomes of digital applications and sites.

Sourcing and

Strategic Partner relationships - sourcing strategy design should help organisations innovate and deliver digital solutions by
partnering with leading digital technology companies or design agencies.

Mobile - understand and effectively address the unique features of various major mobile platforms in our plans, applications, and
policies.

Mobile engagement - engage with customers, workers, and business partners.

Infrastructure Social Media - efficiently use social media and measure the results using fit-for-purpose social media analytics and listening
tools.
Infrastructure - use public, private, and hybrid cloud infrastructure for scalability and availability based on real-time demand.
Agile architecture - digital solution platforms are designed for agility
Engagement — digital project sponsors include business and technology leaders to make joint decisions about project focus,
funding, resources, costs, and timing.
Architectural Discipline — documented standards, methods, guidelines, evaluation, and approval processes for digital
development and the introduction of new digital technologies.

Governance Digital Governance — a governing body that actively monitors changing approaches to destructive technologies and their effects

on technical policies, architectures, and standards.

Calibrated Risk Management — risk management practices are based on a holistic and balanced approach to identifying and
evaluating potential privacy and security issues associated with evolving digital technologies and significantly contribute to
updating policies and standards.

Source: adjusted based on (KPMG, 2015)

Industry 4.0 Maturity Model (Schumacher et al., 2016)

The model divides 62 maturity items into nine dimensions: strategy, leadership, customers, products,
operations, culture, people, governance, and technology. In the case of this model, the full article only
contained the following explanation (Schumacher et al., 2016).

Digital Services Capability Model (Wulf et al., 2017)

The model focuses on the assessment of capabilities and the definition of gaps within companies. Based
on this, areas in need of urgent improvement may be identified.

Other frameworks and models focus more on the individual levels, maturity levels, business processes,
and similar aspects. Therefore, they do not directly include the knowledge component.

20

EBSCChost - printed on 2/8/2023 1:45 PMvia . All use subject to https://ww.ebsco.conlterns-of-use



EBSCChost -

Human Digital Transformation Readiness

Table 2. Digital Maturity Model 4.0

Element Description

The presence of a digital transformation strategy for the organisation, its integration into the organisation’s
development strategy. A list of specific and clear actions that are necessary to achieve a high level of digital
maturity. At the same time, the digital transformation strategy must not “reverse” the existing strategy in the
organisation but must be integrated and organically enriched, introducing the changes, technologies, and resources
necessary to develop and improve the organisation’s efficiency.

Strategy

The most important component for achieving a high level of digital maturity is the change in organisational
culture, the restructuring of the business process and the preparation of management for improving their
management skills.

Organisation

The successful implementation of the strategy requires the employees’ consent and awareness of the upcoming
changes. People’s commitment, motivation, and participation in strategic change within an organisation are
critical for success.

People

Technology is the primary driver of digital conversion. A high level of digital maturity means a high level of

Technologies digital capability for the employees involved in the digital transformation process.

Good data use and management is the foundation of digitisation, which includes creating and generating data and
other related processes. To increase the volume and quality of data, companies need to pay attention. Correctly
managed, consistent, and reliable data is not only the basis of all financial processes but also the basic need for
digitisation.

Data

Source: adjusted based on (Gill & VanBoskirk, 2016)

Table 3. Industry 4.0 Maturity Model

Element Description
Strategy Implementation roadmap, available resources for realisation, adoption of business model
Leadership The willingness of leaders, management competences
Customer Utilisation of customer data, digitalisation of sales/services, the customer’s digital media competence
Products Individualisation of products, digitalisation of products, product integration into other systems
Operations Decentralisation of processes, modelling and simulation, interdisciplinary, interdepartmental collaboration
Culture Knowledge sharing, open-innovation and cross-company collaboration, the value of ICT in the company
People ICT competencies of employees, the openness of employees to new technology, the autonomy of employees
Governance Labour regulation, suitable technology standards, protection of intellectual property
Technology Existence of modern ICT, utilisation of mobile devices, utilisation of machine-to-machine communication

Source: adjusted based on (Schumacher et al., 2016)

Our analysis of the readiness frameworks/models (Five Digital Business Aptitude Domains (KPMG,
2015); Digital Maturity Model 4.0 (Gill & VanBoskirk, 2016); Industry 4.0 Maturity Model (Schumacher
et al., 2016); Digital Services Capability Model (Wulf et al., 2017) shows that they focus on essential
methods and capabilities for the digital transformation of companies. They also aim to align the organi-
sation’s ability and transformation into a digital business successfully. In some cases, the frameworks/
models focus on assessing capabilities and defining gaps within companies. Therefore, the findings of
the analysis confirm that existing readiness frameworks/models show that people’s data, mindset, and
knowledge are covered only implicitly or neglected altogether.
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Table 4. Digital Services Capability Model

Element Description
Consumers reach the ultimate recipient of a digital service and encompass the organisation’s ability to understand
Consumers how services are consumed (customer focus) and capture and respond to customer demands (customer
flexibility).
Services feature prominent design features of a user-oriented value proposition and include the ability to align
Services value propositions with customer demands (personal nature) and to monitor service performance (business

orientation).

Processes and

Processes and activities address formal and informal service delivery activities, enhance value creation activities
based on digital technology (process restructuring), and protect customer information through digital service

Activities L2 . .

communications. Includes the (privacy) function.

The organisation covers various aspects of organisational design that determine how work is coordinated in digital
Organisation service systems and includes designing key roles (roles and responsibilities), promoting collaboration within the

organisation (collaboration), and managing competencies (competencies management).

The information describes the data management approach, methods, and tools on which a digital service is built.
Information This includes the ability to continuously assess the business potential of available data (data mining) and manage

the quality and accessibility of consumer data (data management).

Technologies and

Technologies and infrastructures address the IT-related aspects of service design and include the ability to

Infrastructure integrate channels (channel integration) and manage analytical systems (Analytical Systems).

Strategies deal with the competitive positioning of the service system and include the company’s ability to align
Strategies digital service goals and coordinate service programs (service coordination) with the corporate strategy (digital

strategy).

The environment examines how a service in the system relates to the institutional, competitive, and regulatory
Environment environment for service delivery. It covers the organisation’s ability to manage partnerships and strategic alliances

(partnership strategy) and the early detection of potential strategic market changes (market orientation).

Source: adjusted based on (Wulf et al., 2017)

LEVELS OF READINESS TO BE ACHIEVED

For digital transformation to take place in companies, it is essential to prepare team members appropriately.
Their mindset and skillset must include innovation, entrepreneurship, data literacy, and human digital
transformation readiness. In terms of the levels of readiness, we distinguish three levels (as shown in Fig.
1.) which represent the levels of the Human Digital Readiness Index: 1) Be able to work with outputs
and tools — this is an entry level necessary for all team members using digital transformation outputs; 2)
Be a partner for change — the second level, which is necessary for team members to make changes; 3)
Be able to propose and drive changes — the third and highest level for drivers of change. The levels and
Human Digital Transformation Readiness Index designed this way serves as a baseline to understand
the current position and possible paths for improvement.

Figure 1. Levels of the readiness index

Source: authors

Be able to work with A Be a partner for | Beableto propose
outputs and tools change and drive changes
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e  Be able to work with outputs and tools
§ Data literacy

The ability to understand the role of data (in society, in business) — Understanding the
importance of data for organisations, which means making informed decisions and
taking informed actions, backing up arguments and decisions, and finding solutions to
problems (determining the causes of a problem)

The ability to understand fundamental characteristics of data — The ability to under-
stand the difference between data and information, the ability to understand data cat-
egories, and the ability to understand key data concepts.

The ability to understand basic concepts of data management — Being familiar with
phases of the data lifecycle, concepts of data storage and data sources, the knowledge
of basic data security and data privacy concepts, the knowledge of basic data quality
principles, the knowledge of business metadata.

Awareness of data ethics principles and legal limitations — Responsible and sustainable
use of data, awareness of ownership, transaction transparency, consent, privacy, cur-
rency, openness, and regulation.

Knowledge of basic approach to problem-solving with data — Understanding the purpose
of analysing data, the data analysis process (problem-plan-data-analysis-conclusion)
The ability to recognise elementary visualisation techniques — Knowing what visualisa-
tion to use for which purpose and knowing basic visualisation principles for quantita-
tive data (distracting colours etc.)

The ability to identify relevant data sources for a given problem — Understanding the
business problem is a prerequisite, along with understanding business metadata.

The ability to apply basic analytical methods — The ability to apply the data analysis
process and measurement techniques for a given business problem and assess the ana-
lytical outcomes; the ability to analyse and assess KPIs for a given business problem.
The ability to apply elementary visualisation methods — The ability to use a proper visu-
alisation for a given problem and build it within a reasonable time without external help.
The ability to interpret basic graphs and tables — The ability to identify issues based on
data, understand the story behind the data, and recognise trends.

The ability to adapt the communication of data to the business problem and the ex-
pected audience — The ability to assess the audience type and plan an appropriate
presentation type, select meaningful tables/graphs to communicate data, and select a
suitable sharing platform.

The ability to clearly and coherently present arguments and analytical outcomes — The
ability to clearly express the reasons for derived analytical conclusions, to support
analytical outcomes with data.

The ability to create insights — The ability to prioritise information from data and con-
vert data into actionable information.

The ability to make decisions based on data — The ability to prioritise objective facts
and data over subjective intuition for making decisions, interpret and use data for mak-
ing decisions about a given problem / in a given context.

The ability to adhere to data ethics and legal limitations — The ability to apply data eth-
ics principles in practice (in the context of a given business problem)
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§ Good data use and management is the foundation of digitisation, which includes the creation and
generation of data, as well as other related processes and data transparency.

§ Allocate time for individual employees so that they can engage in transformation.

§ Digital literacy
. Operational (Van Dijk, 2013), technical (Ng, 2012; Van Laar, et al., 2017) skills — “The

skills to use (mobile) devices and applications to accomplish practical tasks and recog-
nise specific online environments to navigate and maintain orientation.” (Van Laar et
al., 2017)

. Formal skills — The skills to “handle the formal structures of the medium.” (Van Dijk,
2013)

. Information skills (Siddiq et al., 2016; Van Dijk, 2013; Van Laar et al., 2017) — “The
skills to use ICT to efficiently search, select, organise information to make informed
decisions about the most suitable sources of information for a given task.” (Van Laar
etal., 2017)

. Communication skills (Siddiq et al., 2016; Van Dijk, 2013, Van Laar et al., 2017) —
“The skills to use ICT to transmit information to others, ensuring that the meaning is
expressed effectively.” (Van Laar et al., 2017)

. Collaboration skills (Choy et al., 2016; Van Laar et al., 2017) — “The skills to use ICT
to develop a social network and work in a team to exchange information, negotiate
agreements, and make decisions with mutual respect for each other towards achieving
a common goal.” (Van Laar et al., 2017)

. Critical thinking skills (Greene et al., 2014; Van Laar et al., 2017) — “The skills to use
ICT to make informed judgements and choices about obtained information and com-
munication using reflective reasoning and sufficient evidence to support the claims.”
(Van Laar et al., 2017)

. Problem-solving skills (Greiff et al., 2013; Van Laar et al., 2017) — “The skills to use
ICT to cognitively process and understand a problem situation in combination with the
active use of knowledge to find a solution to a problem.” (Van Laar et al., 2017)

Be a partner for change

§ Consent and awareness of the changes to come (Gill & VanBoskirk, 2016) — “Collaborators are
better at data quality and operations than they are at creative, building brand awareness,
and applying analytics. Differentiators, however, emphasise competency in and integration
of creative strategy and analytics” (Gill & VanBoskirk, 2016)

§ Content-creation (Van Dijk, 2013), creativity (Van Laar et al., 2017) skills — “The skills to use
ICT to generate new or previously unknown ideas, or treat familiar ideas in a new way and
transform such ideas into a product, service or process that is recognised as novel within a
particular domain.” (Van Laar et al., 2017)

§ Strategic skills — The skills to “use the digital medium as a means to achieve particular profes-
sional and personal goals.” (Van Dijk, 2013)

§ Scale skills (Sidhu, 2019) — “Skills of people in the search phase” (Sidhu, 2019)

§ Like plans, avoid unknowns (Sidhu, 2019) — “Characteristics of people in the search phase”
(Sidhu, 2019)

§ Customer focus (Sidhu, 2019) — “The culture of the organisation is to always focus on the cus-
tomer first” (Sidhu, 2019)
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§ Collaborate with mutual partners (Nadeem et al,. 2018) — “collaborations within a network of
actors(e.g., customers andfirms’ employees) through exchange of experiences and specialised
competences and evolution of aggregated knowledge” (Nadeem et al., 2018)

3) Be able to propose and drive changes

§ Experimentation, adoption, learning customer and technology (Sidhu, 2019) — “Skills of people
in the search phase” (Sidhu, 2019)

§ Change the world motivation (Sidhu, 2019)— “Motivation of people in the search phase” (Sidhu, 2019)

§ Comfortable with unknows (Sidhu, 2019) — “Characteristics of people in the search phase”
(Sidhu, 2019)

§ Recognise the need for digital investments and create a roadmap for improvement (Ha, 2019)
— “Management recognises the need for digital investment and a roadmap is designed for
improvement. Processes are in the early phases of digitisation” (Ha, 2019)

We have discussed the levels above and their structure with representatives of small and medium-sized
enterprises in production and finance. Overall, their representatives understood the proposed structure
and gave positive feedback on the possibilities of its applicability for their companies. In addition to the
above, especially for levels 2 and 3, they suggested combining this with the DNA knowledge of their
company, which is essential for the support of digital transformation at these levels. Another issue related
to the limited capacity of employees engaged in digital transformation.

SOLUTIONS AND RECOMMENDATIONS

As part of our analysis, we found that companies’ readiness for digital transformation in terms of specific
knowledge and skills of employees is not sufficiently prioritised in the analysed digital transformation
models. Nevertheless, even based on our interviews with business stakeholders, it is a key prerequisite
for the success of such a transformation.

Likewise, not enough attention is paid to the combination of digital transformation projects and the
employees’ daily work routine, limiting employees’ time to engage in digital transformation. This is
especially true for smaller companies.

Therefore, before starting a digital transformation project using any methodological approach, we also
recommend monitoring the employee readiness —for example, through the Human Digital Transformation
Readiness approach, which we have defined in this text. When used, we expect a positive impact on the
process of the digital transformation and its results. Such a transformation will use the full potential of
the company’s employees. It should be noted that the structure of the Digital Transformation Readiness
approach and analysis of its results are the subject of further research (see details below).

FUTURE RESEARCH DIRECTIONS

The conclusions of our initial research identified a gap allowing for further analysis in this area, espe-
cially a more in-depth design of the structure of the Digital Transformation Readiness approach. In such
research, it would be ideal to focus on the form of the Human Digital Transformation Readiness Index
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and an interconnected methodology of its measurement for the company and its employees to apply to
all companies preparing to implement digital transformation.
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KEY TERMS AND DEFINITIONS

Analysis: A procedure whose output is a logical model of the created system.

Data Literacy: “The ability to understand and use data effectively to inform decisions.” (Mandinach
& Gummer, 2013)

Data: “Data are defined as symbols that represent properties of objects, events and their environment.
They are the products of observation. But are of no use until they are in a useable (i.e., relevant) form.
The difference between data and information is functional, not structural.” (Ackoff, 1989)

Digital literacy: “The ability to understand, evaluate, and integrate information that exists in a variety
of formats and from a wide range of sources, having the information is presented through a computer.”
(Gilster, 1997, cited in Pool, 1997).

Digital transformation (DT): “Process where digital technologies play a central role in the creation
as well as the reinforcement of disruptions taking place at the society and industry levels. These dis-
ruptions trigger strategic responses from the part of organisations, which occupy a central place in DT
literature. Organisations use digital technologies to alter the value creation paths they have previously
relied upon to remain competitive.” (Vial, 2019)
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Key Performance Indicator (KPI): Performance metrics of individual components of the process
(activity duration, volume of processed documents, % use of service desk operator time).

Metadata: Data information (table names, attribute names, data types, primary keys, relationships,
comments).
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ABSTRACT

The COVID-19 pandemic brings challenges not only to health systems and governments around the
world, but also to the media. One of them is to provide the public with information about the virus,
healthcare. However, if there is not enough knowledge regarding the virus it might be a good base for
false information flowing all over the media. According to the World Health Organization (WHO), the
COVID-19 pandemic should be called ‘infodemic’, which is as dangerous as the virus pandemic. In
order to prevent the dangerous consequences of false information, wide collaboration between differ-
ent groups of experts, authorities, media, and media users is required, as well as very good media and
information management.

INTRODUCTION

The COVID-19 pandemic presents multifaceted challenges not only for health care systems and govern-
ments in the world, but also for the media. One of those challenges concerns delivering information about
the virus, and health care to the public. This task is even harder because of false information that appear
in media, especially on social platforms. The World Health Organization (WHO) refers to the problem of
providing a communication environment with an excess of conflicting and often inaccurate information
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by individuals or groups in online media. This is described as ‘infodemic’, which is “an overabundance
of information — some accurate and some not — that makes it hard for people to find trustworthy sources
and reliable guidance when they need it” (World Health Organization [WHO], 2020a).

The COVID-19 outbreak has highlighted the necessity for the development of a comprehensive
online communication strategy to counter false information and their consequences. As the director
general of the WHO Tedros Adhanom Ghebreyesus stated, “We’re not just fighting an epidemic; we’re
fighting an infodemic. Fake news spreads faster and more easily than the virus, and is just as dangerous”
(Naughton, 2020). A pandemic having false information, which contains misinformation, disinforma-
tion and malinformation can lead to lack of trust, panic, and health hazards or even death. As a result of
the Internet, mobile phones, social media, and different information platforms and systems, unreliable
information is spreading rapidly across the globe, which could be seen during the COVID-19 pandemic.
The aim of this article is to reflect on the challenges of false information about COVID-19 and how to
manage and dispute them. The research stated four hypotheses related to the aim of the article. What
kind of challenges has been raised during pandemic? What are the consequences of infodemic? How do
we deal with mis- and dis-information? What are future research agendas in context of false informa-
tion and information management? In this paper, the research method is based on a critical analysis of
available literature and desk research of Reuters Institute at the University of Oxford (Newman et al.,
2020), Prague Institute of Security Studies (PSSI) (Syrovatka et al., 2020) and published in the American
Journal of Tropical Medicine and Hygiene (Islam et al., 2020).

BACKGROUND

Information can be defined as “the characteristics of the output of a process, these being informative
about the process and the input” (Losee, 1997, p. 189). This is a broad enough definition that it can be
applied to various fields of study, such as philosophy, physics and media studies or management science.
During the pandemic the rule of information is to limit the spread of disease, make the public aware of
the danger, avoid panic, maintain public trust and influence people behavior. However, the situation of
coronavirus crisis showed that the information part of the Internet had begun to develop in the alarming
direction of misinformation and disinformation.

Mis-, dis-, and mal- information

The increasing role of media and their influence on people knowledge, opinions and perception of the
world has been known worldwide for many years. The global phenomenon of the COVID-19 pandemic
posed a number of multifaceted challenges for authorities in the area of information management in
digital media. It shows that the virus about which too little was, and still is, known encourages the de-
velopment of communication based on untrue, unverified information. Moreover, the information the
public expects is much more complicated in terms of content and form of the information package. The
result of underdeveloped, unreliable information is the appearance of false information, which can be
divided into: misinformation, disinformation and malinformation.

Misinformation is unintentionally false information (Pennycook et al., 2020; Garrett, 2020; Mian &
Khan, 2020), for example information that Dettol products are proven against human coronavirus. This
was broadly disseminated on different social platforms, specifically on Facebook. This false information
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was probably unintentional because this product did have some effectiveness against previous strain of
coronavirus, which was believed to be similar as COVID-19 (Sharma, 2020).

Disinformation is intentionally misleading information (French & Monahan, 2020; Mccloskey &
Heymann, 2020) that can be spread for financial or political reason. The example of this kind of in-
formation can be a statement that COVID-19 is caused by 5G. It was circulated broadly via news and
social platforms channels. The message comes from an apprentice doctor who had been charging for
consultation in alternative medicine. The 5G claim may be a deliberate deception to convince patients
to distrust mainstream medical practice.

Malinformation means true information that is shared with an intent to cause harm or genuine content
that is reframed in a new and misleading ways (Wardle, 2019, p. 9). As an example, it can be a used
statement that appeared as part of a Facebook post showing a picture of empty supermarket shelves with
left unbought vegan food in the middle of it (Brennen et al., 2020). The information was: “Even with
the corona virus panic buying, no one wants to eat vegan food”. The overall message was misleading
because the image came from 2017, just ahead of Hurricane Harvey. According to Brennen et al. (2020),
the used picture was ‘repurposed’ so that a truth from one context, in this case of Hurricane Harvey,
was used to deceive in another — COVID-19. However, Brennen et al, (2020) described malinformation
as sub-type of misinformation.

According to Reuters Institute’s research, much of the false information involves various forms of
reconfiguration where existing and often true information is recontextualized or reworked (Brennen
et al., 2020). This kind of content shows higher engagement than content that was entirely fabricated.
They recognized three different sub-types of misinformation that reconfigured existing information.
The most common form was ‘misleading content’ that contained some true information, but the details
were changed, selected or used in different context. As a result, the information misled recipients (for
example information that exposing yourself to the sun or temperatures higher than 25°C protects from
COVID-19, while heat can kill the virus but this temperature is not high enough for it). A second com-
mon form of misinformation (in some studies called ‘malinformation’) includes images or videos used
(described or labeled) in a non-factual context.

Based on the above examples, it can be seen that it is not easy to clearly distinguish which false
information is called mis-, mal-, disinformation. because it is hard to guess if the misleading message
was distributed intentionally or unintentionally. Moreover, there are different approaches to defining
types of false information. Despite this, all categories of false data can have a dangerous impact on their
recipients. It is important for governments, academics and digital platforms to work together fighting
the infodemic.

Reasons why people believe fake news

False information has a negative impact on a person’s emotions, reasoning, and behavior by creating a
false picture of reality (Bastick, 2021; Wright & Wright, 2019). Creators of false information use certain
imperfections of the human brain, influence mechanisms and other phenomena described in psychology
to achieve different goals such us political or financial gain, etc. In order to prevent spreading misinfor-
mation and disinformation it is equally important to understand the psychological aspects of how fake
news affects people.

First of all, social influence, which is defined as the process by which person’s attitudes, beliefs,
opinions or behavior are modified by the presence, pressure or actions of others (Heinzen, 2018). Itis a
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natural tendency that results from a need to be accepted by others or a desire to belong to a group. For
example, the consequence is acceptance of information that is inconsistent with one’s own beliefs or
changing previous opinions because of the fear of disapproval from others. This attitude may result from
the fear of rejection, stigmatization, or exclusion from the community. It has similar effect to “spiral of
silence”, which is that the awareness of having the support of public opinion encourages the expression
of views consistent with it, and in the opposite case, people remain silent or propagate against themselves
opinions with which they disagree (Noelle-Neumann, 1993). There is a spiral process of silencing some
opinions and strengthening others, which is also related to the fear of exclusion, or a lack of acceptance
by others. On the other hand, a person can succumb to social influence in uncertain or unfamiliar situa-
tions (Heinzen, 2018), where an individual does not have enough knowledge to make a decision or is not
convinced of the reliability of the information they have — as in the beginning of COVID-19 pandemic.
A manifestation of social influence in such a situation is a kind of imitation and treating other people’s
activity as a source of information. According to Dolinski (2002), the tendency to repeat or adopt other
people’s behaviors and views is one of the most characteristic human properties.

Second, an example of social influence on the Internet is the unreflective sharing of false news by
users of social networking sites regarding vaccine, just because previously it was done by well-known
people or authorities in the field. Spreading false information can as well be the result of peer group,
family, and online community influence. False information affects a number of mental activities called
cognitive processes that enable a person to perceive environmental stimuli, remember, infer, communi-
cate, make decisions, and ultimately behave. This type of content manipulates the recipients’ cognitive
processes, causing real changes in their perception of reality, attitude formation, and decision-making
process. For example, the negative impact of fake news is the activity of the anti-vaccine movement,
whose representatives spread information about a causal link between the occurrence of autism and
certain vaccinations. In context of the pandemic information was spread that the COVID vaccine leads
to infertility. Although the study presented by the anti-vaccine movement (Herrera-Peco et al., 2021;
KoMtataj et al., 2020; Koltataj et al., 2020) has been verified and found to be false or based on unverified
information, many people still believe them.

Third, the effect of the influence of false news on memory and decision-making is noticeable even
when the recipient realizes that the information, they previously believed to be true is false (Ecker et
al., 2017). This phenomenon is known in psychology as the continued-influence effect (CIE) and is
based on the assumption that long-term memory stores information regardless of whether it is true or
not (Lewandowsky et al., 2012). According to Van Damme and Smets (2014) the research confirms that
memory is a kind of mental process of (re)constructing memories vulnerable to distortion. This means
that memories of certain events can be altered as a result of dis- or mis- information that comes from
rumors, conspiracy theories, propaganda, or fake news directly relating to the events stored in memory.
Futhermore, there are also emotions associated with memory that affect it. Fake news that arouses feel-
ings of anger, fear, or even empathy in recipients, may intensify their belief in a false message and are
better remembered as well as more likely to be shared online (Vosoughi et al., 2018).

Finally, causes of belief in fake news are information stress difficulty in recognizing fake news and
motivated reasoning. We live in a society that experiences a specific form of internal discomfort referred
to as “information stress”. The excess of information that we are unable to process (including false in-
formation) creates a state of mental confusion and a sense of frustration. With the increasing amount of
fake information on the Internet, the process of perceiving and processing it requires even more cogni-
tive effort. Many Internet users are unwilling to take the time to identify fake news or do not have suf-
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ficiently developed cognitive skills to do so. A natural tendency of the human mind is cognitive sparing
(Gigerenzer & Goldstein, 1996; Ermer et al., 2008). This strategy usually works when there is a lack of
availability or an excess of information that is beyond the capacity of the mind[brain?] to analyze. For
example, a person who saw on his friend’s social networking profile information indicated that being
able to hold your breath for 10 seconds or more without coughing or feeling discomfort meant you were
free from COVID-19. The Internet user wants to verify this message. After typing key words into the
search engine, he immediately receives many results, which may come from both reliable and unreliable
sources. Despite the fact that the information is false, its very presence in search results, on internet
forums or social networks reassures the Internet user in a belief that the information is or may be true.

Moreover, many humans do not have a well-developed ability to detect false information or lies. This
means that the average person is able to identify at least 5 out of 10 fake news stories (Rubin, 2010).
So nearly half of fake news remains unrecognized and can be further disseminated and influences sub-
sequent audiences. The human mind has a tendency to quickly process information received from the
environment and almost automatically consider it to be true; only at a more advanced stage of analysis,
by making a cognitive effort, does it decide whether a given piece of information is true or false (Gilbert
et al., 1993). Some people cleverly use this feature of the mind and create fake news, which are decep-
tively similar to press releases. This apparent similarity to reliable materials and references to authentic
events are displayed often enough to make Internet users believe that a given piece of information is true.

Another factor that causes people to believe false information is motivated reasoning, which leads
to accepting and seeking information that confirms previous beliefs while ignoring alternative explana-
tions (Tayler, 2010). The consequences of this mechanism in the context of fake news, for example, are
selective processing and remembering of information, reinforcement of biases, and polarization of views.

For example, a person who believes that coronavirus does not exist and accepts only information that
confirms that belief may also rejects any other information that is indicative of its existence. In addition,
such a person may question reliable scientific research, accusing its authors of bias, incompetence, corrup-
tion or ill will, encouraging people to who believe in conspiracy theories about COVID-19. Underlying
this tendency is the mind’s natural need to receive information that harmonizes with already existing
views and beliefs. Preconceptions about the content of false information have a significant impact on
how the information is processed. Considering false news as truth has negative and often disastrous
consequences for decision making and daily life.

By looking at these aspects we can see how difficult it is to manage information, struggling with
false information. In our current situation, the COVID-19 pandemic and government-managed lockdown
—contributed to the reinforcement of a “culture of fear” and, due to the large number of unknowns, has
likewise contributed to the vast spread of false information.

Information Management

In order to show the importance of a management system in the context of the problem of false infor-
mation during a pandemic, it is necessary to start by defining the term information management. In the
literature there are many definitions of this subject. One of the most popular is presented by Choo (1995)
characterize it as a “cycle of processes that support the organization’s learning activities: identifying
information needs, acquiring information, organizing and storing information, developing information
products and services, distributing information, and using information” (Choo, 1995, pp. 81-99). The main
goal is to use an organization’s information resources and capabilities to allow the organization to learn
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and adapt to a changing environment (Choo, 1995, pp. 81-99). On the other hand, according to Wilson
(2002) “information management” can be defined as synonym for information technology management
(e.g., computer sciences, business science, management science, etc.) or as data management. Stabryta
(2018) stated that information management is a discipline of enterprise activity aimed at providing
information to users with specific needs. It consists of identification, diagnostic and decision-making
functions, as well as specific functions such as planning information needs and resources, information
supervision, controlling information technology processes, and coordinating the work of task teams. In
the context of information sciences, information management has a broader meaning, which is related to
the importance of information to the user and to issues related to that information search (Wilson, 2002).

It is important for good information management to consider the social and situational contexts of
information use. It requires a specialized and organized information system which includes, among
others: continuous updating and completion of information to help the enterprise respond quickly to
changing realities inside and outside the organization; providing useful information to recipients in an
immediately usable form; include technological progress (e.g., the possibility of computerizing the
methods of collecting, processing, storing and distributing information); monitoring of the process in
order to guarantee the validity, completeness, sorting of data with the purpose of its effective use of
information; and securing information (Czekaj, 2012, p. 38). In the context of information management
during a pandemic, emphasis should be placed on the security and authenticity of information, which
in the aspect of disinformation should be extremely protected.

Furthermore, it is noteworthy that in addition to the authenticity of information, the public expects
the media to recommend how to behave and what not to do not to expose themselves and others to pos-
sible infection. Therefore, information about the course of a pandemic should be treated as a high-quality
media product, which should be carefully worked on beforehand (e.g. simulation-tested). Moreover,
information management also requires professionalism and an evolutionary approach. However, during
the coronavirus pandemic it could be seen that people responsible for the “frontline” of the fight against
the virus, focused their attention on media showmanship presenting to the public uncoordinated, usually
unprepared or even extremely unspecific information and sometimes false information.

MISLEADING INFORMATION - FAIRY TALE OR REAL THREAT?
Social and Health Consequences

The increasing role of media and their influence on people’s knowledge, opinions and perception of
the world around us have been known for decades. Media impact is often prevailing during any crisis
- pandemic, social, economic crises, natural disasters and more. The reason is that crisis is always ac-
companied by anxiety and fear of the unknown, which creates very fitting conditions for spreading false
information. It can as well be used as a diversion from real issues, such as failure of governance, economic
problems, political scandals, or the fact that there is still no cure for the disease (Datta & Litt, 2020).
As the COVID-19 pandemic unfolded, lockdown decisions were taken, which contributed to growth in
media consumption especially digital media (We are social, 2021)? People were using different media
platforms to get COVID-19-related information. However, some of those sources provided were far
from factual; instead of being the sources of reliable information it has become a tool of propaganda and
sensationalism. Some news channels have seen a conspiracy in the spread of COVID-19 and presented
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news for their sensational value. Apparently, the true situation initially would not have gained so much
attention in the first place, if not for what the low-level news broadcasters have done by the journalists and
social media coverage (Datta & Litt, 2020). The COVID-19 infodemic is a serious threat to the nation.

Health implications

Some of the rumors that concerned prevention or treating the infection may have serious health implica-
tions (Table 1), especially if they were prioritized before any evidence-based guidelines. For example,
information that consumption of methanol, ethanol, bleach or highly concentrated alcohol could disinfect

Table 1 False information and its factual corrections about COVID-19

False information

Fact

5G mobile networks spread COVID-19

5G mobile networks do not spread COVID-19, because Viruses cannot travel on radio
waves/mobile networks. COVID-19 is spreading in many countries that do not have 5G
mobile networks.

Drinking alcohol, methanol, ethanol or
bleach can protects against COVID-19

Drinking these substance does not prevent COVID-19, but can be extremely dangerous
and harmful for health. They may further lead to disability or death.

Antibiotics can prevent or treat COVID-19

Antibiotics work only against bacteria, not viruses

Drugs can prevent or treat COVID-19

There are currently no drugs licensed for the prevention of this virus, although some
thereputic drugs known as monoclonal and antiviral medicines are currently under trial
to treat the symptoms for COVID-19.

Ultra-violet (UV) lamps should be used to
disinfect hands or other areas of your skin

UV should not be used to disinfect your body, because can cause skin irritation and
damage eyes.

Exposing yourself to the sun or temperatures
higher than 25°C protects from COVID-19

It is possible to catch COVID-19, no matter how hot or sunny the weather is. Countries
with such weather have reported cases of COVID-19.

Taking hot baths prevents COVID-19

There is no evidence that hot baths prevent the virus, as well as no tests have been done.
On the other hand, they might be dangerous, because of high possibility of burning.

Being able to hold your breath for 10
seconds or more without coughing or
feeling discomfort means you are free from
COVID-19

COVID-19 infection cannot be confirmed by this breathing exercise, which might be also
dangerous.

Eating garlic or adding pepper to meals
prevents COVID-19

There is no evidence that they can protect people from the new coronavirus.

Hand dryers are effective in killing
COVID-19 virus

Hand dryers are not effective in killing the coronavirus.

Hydroxychloroquine or chloroquine can
prevent and treat COVID-19

Hydroxychloroquine or chloroquine, among others a treatment for malaria, has been
under study as a possible treatment for COVID-19. However, current data shows that
they do not reduce deaths among hospitalized COVID-19 patients, nor help people with
moderate disease.

Vaccines against pneumonia protects against
COVID-19 virus

These vaccines do not provide protection against the new coronavirus.

COVID-19 vaccines cause infertility

There is no evidence that COVID-19 vaccines approved for use in countries such as
Australia or the United States will affect fertility.

Vaccines contains “microchips”

MMR vaccine can be dangerous and can has
impact on human DNA

This information has been popular on social media and has been marked as false. Some
of them were promoted online by social media platform bots and trolls (e.g. on Facebook
and Twitter)

Source: Own processing (based on: AAP FactCheck, 2021; Broniatowski, et al., 2018; Burki, 2019; Datta & Litt, 2020; European

External Action Service, 2020; WHO, 2020b).
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the body and kill the virus was circulating in different parts of the world has led to approximately 800
people who have died, whereas 5,876 have been hospitalized and 60 have developed complete blind-
ness after drinking methanol as a cure of coronavirus (Islam et al., 2020). Moreover, similar rumors
have been the reported the cause of 30 deaths in Turkey (CNN Tiirk, 2020). In Qatar, two healthy South
Asian men consumed surface disinfectant or alcohol-based hand sanitizer after exposures to COVID-19
patients (Siddiqui et al., 2020). In Qatar, two healthy South Asian men consumed surface disinfectant
or alcohol-based hand sanitizer after exposures to COVID-19 patients (Siddiqui et al., 2020). In India,
five children and seven adults became sick after drinking liquor made from the toxic seed, Datura as a
cure to coronavirus disease, after watching a video with information that Datura seeds give immunity
against COVID-19 on social media (Staff Reporter, 2020). Using ultra-violet (UV) lamps or bleach to
disinfect the body do not protect against COVID-19, rather they can be extremely harmful (World Health
Organization [WHO], 2020b).

Conspiracy Theories

Further consequences of misleading information were the creation of panic and conspiracy theories con-
tributing to a loss of trust in the government, researchers, and health services. Conspiracy theories, which
can be characterized as “attempts to explain the ultimate cause of an event ... as a secret plot by a covert
alliance of powerful individuals or organizations, rather than as an overt activity or natural occurrence”
(Douglas & Sutton, 2008, pp. 210-211). It can be difficult to provide convincing evidence to abolish
such types of ideas since experts are often seen as part of the conspiracy, and every new evidence can
be rationalized into an existing narrative (Jaiswal et al., 2020). For example, several conspiracy theories
had been circulating in China, the United States, Russia, and some of those were spread globally. These
theories suggested that COVID-19 was a bioweapon and had been engineered by international agencies or
Chinese, USA laboratories (European External Action Service, 2020; Sardarizadeh & Robinson, 2020).
For example, President Trump has publicly promoted the theory that SARS-CoV-2 was deliberately devel-
oped in a laboratory in Wuhan institutional legitimacy (Brewster, 2020; Marcus, 2020), despite scientific
consensus (Andersen et al., 2020; Lu et al., 2020) and the consensus of the U.S Intelligence services
that SARS-CoV-2 is not human-made (Jaiswal et al., 2020). This strategic disinformation has served
several purposes such as casting doubt on evidence presented by Dr. Anthony Fauci, the Director of the
National Institute of Allergy and Infectious Diseases and member of the White House Coronavirus Task
Force, to confirm and reinforce previous xenophobia and racism (Markel & Stern, 2020) and to distract
attention from the inappropriate and delayed White House response to COVID-19 (Jaiswal et al., 2020).

Conspiracy theories have also concerned the development of a COVID-19 vaccine or therapeutic drug.
For example, in the Middle East, a few government officials described the pandemic as a conspiracy
against honor of some religious cities (Radio Farda, 2020). Furthermore, there were theories that were
circulating in social media that concerned a population control scheme and or the pandemic was a cover
for a Bill Gates’ plan to implant trackable microchips via a vaccine.

An unlimited foundation for the development of conspiracy theories was made because of conflict-
ing information and changing messages from experts and governments, contributing to a loss of trust in
their statements. Furthermore, during the public health crises, people often concentrate more on rumors
and hoaxes than on science. Moreover, conspiracy theories that have been popular on social media and
were used to counter official narratives about the virus might also become a weapon of information
warfare (Sederholm et al., 2021).
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Stigmatization and Discrimination

The mistrust is not only a consequence of false information that was spread during the COVD-19 pan-
demic. Stigmatization and discrimination were equally very dangerous and common problems.

In several countries, people were physically bullied, insulted and intimidated, or faced discrimina-
tion from their landlords and neighbors because of their race. According to a doctor’s interview in The
Guardian, there were situations where doctors have decided to spend time “in the restrooms of hospitals
because they have lost their apartments or could not get into the apartments because of the hostility
from the people of their community” (Islam et al., 2020). Moreover, there were situations as in Australia
where a medical health worker with Chinese heritage faced stigmatization in the hospital (Vrajlal, 2020).

As the virus spread to different countries, more reports stories about people of Asian origin experi-
encing stigmatization and blame were published (Cheah et al., 2020; Chopra & Arora, 2020; Islam et al.,
2020; Yu et al., 2020). In addition, the narration used by high-profile people, who referred to the virus
as the “Chinese virus” or “Wuhan virus” has contributed to grater discrimination and stigmatization of
Asian people. The media also were responsible for this situation. For example, the Wall Street Journal
published an opinion column with a heading “China Is the Real Sick Man of Asia” (Mead, 2020) while
other newspapers have released inappropriate headlines about Chinese students who have had to stay
away from school (Islam et al., 2020) was an incentive for one Australian paper, which published a story
with a headline “China kids stay home” (Bhaya, 2020). It created miscommunication among the public.
This type of narration stigmatized the children with Chinese heritage and may cause a potential risk of
further discrimination at school.

Stigmatization not only affected people of Asian origins but also people who were quarantined or
were evacuated from Wuhan. For example, according to (Islam et al., 2020), there were cases related
to violence in Ukraine, where local people blocked the road and hurled stones at the buses that carried
passengers evacuated from Wuhan, or in the case of America citizens, who experienced accusing of
transferring the virus to the country (Islam et al., 2020). Hatred of foreigners (xenophobia) is on the rise
both on the Internet and live in the streets; anti-Semitic conspiracy theories and attacks on Muslims,
and people of Asian origins have emerged and have become are linked to the coronavirus pandemic.
Likewise, migrants and refugees are now being portrayed as the source of infection (Goban-Klas, 2020,
p- 729). Additionally, suggesting they are the most redundant people in our society, the elderly, who are
most at risk for infection and death, incited the Internet to be flooded with memes and misinformation.

During pandemic of COVID-19 there were also reports of self-stigma—associated death. For example,
a man in India killed himself because he felt guilty and ashamed of unconsciously passing the virus to
family members, dying with an impression of how his community would react to this situation. Stigma-
tized people were vulnerable to social avoidance or rejection, poor health-seeking behavior, and physical
violence. The stigma attached to COVID-19 patients, primarily related to the fear of contagion, has led
resulted in discrimination and violence against healthcare workers, healthcare facilities, quarantined and
many people around the globe.

Economic Consequences
Misleading information related to lockdowns and the overall pandemic of COVID-19 additionally created

social panic. Moreover, a high volume of mixed messages, their ambiguity, and the influence of social
media with imagery (e.g., empty shelves in supermarkets) caused people to behave irrationally (Billore
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& Anisimova, 2021). For example, the information of complete lockdown in several countries over the
world led to panic buying. This situation drove up prices and caused the buy-out of cleaning or hygiene
products, especially such as hand sanitizers, toilet papers, or even products such as disinfectants or face
masks, which were unavailable for many people. Because of the extreme shortage of the supply of face
masks and hand sanitizers, panic buying may have contributed to an increase of hospital and home
transmission of COVID-19 in several countries of the world. On the other hand, the pandemic situation
became a viable opportunity for scams seeking to take advantage of the crisis and therefore producing
fake products as remedies for the virus and pandemic (Piranty, 2020).

Taking advantage of consumer fear and anxiety, scammers have also propagated deceptive and
scientifically unsupported claims that certain products can prevent or treat COVID-19. The authorities
such as US Federal Trade Commission, US Food and Drug Administration, The Consumer Affairs
Agency, Canada’s Competition Bureau, and the WHO contacted companies in relation to misleading
claims about products including homeopathic drugs, essential oils, traditional Chinese medicine, salt
therapy, and vitamin immune boosters. They also requested businesses to rectify false or misleading
claims related to products such as air cleaners and sanitizers or products such as facemasks, ventilation,
air purification products. Both fake products and manufacture’s claims such as they “sells out fast” are
misleading, and may reinforce consumer anxiety and panic buying. Both of these situations often result
in price gouging. Therefore, some companies attempted to maximize their profits from increased demand
for certain products (e.g., facemasks, hand sanitizer, food, disinfectants, etc.) by rapid price increases
(Organisation for Economic Co-operation and Develop, 2020). Economic false information has negative
consequences of domestic and global economies, such as popularity of fake products resulting in lack
of trust in some markets or business, damages of the corporate and industry images, and also may have
harmful effects on human health.

SOLUTIONS AND RECOMMENDATIONS

The SARS-CoV-2 pandemic, has revealed a serious direct and indirect impact of false information on
both the individual and society. On one hand, it threatens people’s basic desires and rights to life, health,
dignity, and a sense of security; on the other hand, there is the undermining of public health initiatives
(ex. vaccination campaigns or mandates to wear masks), due to a lack of trust in scientific organizations
and public authorities, as well as racist and stigmatizing behavior. The coronavirus pandemic has shown
that good information management is important in order to protect human health and life as well as the
national and global economy. Dealing effectively with general misleading communication regarding the
COVID-19 virus requires wide collaboration between different groups of experts, authorities, media
and media users.

Public trust in institutions that are perceived to be providing reliable information is important in times
of crisis (Jaiswal et al., 2020). That is why for advising and decision-making agencies to be trusted,
governments, politicians, experts need to be transparent about what is known and what is unknown.
They should use a variety of online and offline channels to provide scientific data and public health
information about the virus. Media offers opportunities for both experts and the general public to spread
information to large amount of people. So, they might be used to not only provide reliable information,
but also they might be used to quickly contradict false data.
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The authorities, may also use online channels to provide reliable sources regarding COVID-19 in
order for people to make their own searches by offering them links to trusted healthcare providers or
authentic studies about the virus (Malecki et al., 2020). For example, Council of the European Union
(2020) provided readings and references regarding disinformation and COVID-19, as well as share access
to resources and knowledge base of the Council libraries (European Council, 2020). Organizations such
as UNESCO and WHO prepared a publication offering critical insights into the fast-growing COVID-
19-related disinformation that is impeding access to trustworthy sources and reliable information and
collaboration in sharing relevant information about the virus (United Nations Educational Scientific
and Cultural Organization [UNESCO], 2020; World Health Organization [WHO], 2020c). In addition
to international activities, campaigns by international organizations, such as a campaign launched by
United Nations (Manzi, 2020), it is important that every country design a risk communication plan and an
epidemic control plan, which can be prepared based on the WHO Risk Communication and Community
Engagement (RCCE) Action Plan (World Health Organization [WHO], 2020e; 2020d). Depending on
the stage of the crisis, the main goals and strategies can be different (Vaezi & Javanmard, 2020).

Furthermore, technology companies and media organizations, especially social media platforms
should be responsible for disseminating coherent, consistent and reliable information to ensure clar-
ity and awareness and eliminating confusion and panic. Transparency around COVID-19 is essential.
According to Reuters Institute’s research social media (such as Facebook — 29%, YouTube and Twitter
— below 10%) and messaging apps (like WhatsApp) were the biggest sources of concern about false
information (40% - social media and 14% apps) (Newman et al., 2020). In order to fight the infodemic,
some of social platforms tried to provide specific tools or have changed their policy on accuracy of on
line data. For example, a Facebook Preventive Health tool provides guidelines about preventive health
recommendations (Abrusci et al., 2020), YouTube added banner redirecting users to the WHO web
portal on all videos that concerns coronavirus, and WhatsApp has worked with WHO to create a Health
Alert system which provided reliable and official information worldwide in several languages (Abrusci
et al., 2020). Instagram provides posts that may be related to COVID-19 links to relevant, official and
true information about pandemic.

Media platforms have modified their policies regarding advertising (also related to targeted advertis-
ing) and content moderation (Maréchal et al., 2020). For example, Twitter allows governmental health
authorities to advertise links to trustworthy information and also change definition of harm and what
constitutes harmful content in order to make a more effective fact-checker process and remove mislead-
ing content. Similar approach has been taken by Facebook (Abrusci et al., 2020). Moreover, technology
companies are collaborating with social platforms in order to develop new algorithms to counter the
spread of harmful and deceitful information across social networks (Garcia & Ragione, 2020). However,
it also exposes the problem that concerns accuracy of the algorithm.

Social media community standards are difficult because of their satiric or humoristic characters,
which can be treated as misleading information. It shows that the fight against the infodemic should also
be undertaken by media users themselves. For example, users can counteract by carefully verifying, not
sharing media, and reporting false information that appears on the Internet. In other words, the users
shall read, watch or listen the full information carefully and with understanding, not just pay attention
to the title and lead. When looking for news, pay attention to where it appears - whether the website
is reliable and whether the news itself is possible to confirm. The official websites or fact-checking
websites (e.g. FactCheck.org, AAP FactCheck — which is tool of Australian Associated Press agency or
The International Fact-Checking Network — that provide database that gathers the falsehoods that have
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been detected) might serve this purpose. Before the finale information is provided, they investigate the
issues by focusing on different sources or other sides of an argument. They use traditional as well as
digital fact-checking methods in order to provide truth. Moreover, case studies of research institution like
Prague Security Studies Institute (PSSI), which by monitoring the websites known to be spreading false
information and other contested content identified main narratives, authors and patterns of spreading
various messages (Syrovatka et al., 2020) can be useful.

In the fight against false information is important to be able to think critically and receive media with
comprehension. On the other hand, it is equally important to keep information consumption in modera-
tion. The concept of the information diet, proposed by Johnson (2012), explained and interpreted by
Ashrafi-Rizi and Kazempour (2020), which might be an essential strategy in reducing the level of public
health anxiety, confusion as well as mental illnesses related to crises similar to COVID-19 pandemic.

The second biggest sources of concern about false information (20%) were news platforms (Newman
et al., 2020). They are responsible for creation and distribution of information and usually they are one
of the first sources people go to when they want to find answers to questions that trouble them. Journal-
ists creating their content should avoid using sensationalist language, emotional phrases such as “no end
in sight” or “catastrophe”. Also they could avoid speculating about worst-case scenarios that increases
panic, which epidemiologists and virologists find exactly the opposite of the calm need in crisis situa-
tions. Finally, they should be mindful about imagery, because it may result in negative social behavior.
For example, using photo of an Asian person in context of COVID-19 can feed stereotypes and results
in stigmatization or racists behaviors. In order to prevent the spread of false information journalists cre-
ating their content should as well direct readers to official sources of information, provide readers with
specific actions they can take and be cautious about the research used to inform their recipients (Kwan
et al., 2020). Furthermore, it can also build up trust in health organizations and health professionals as
well as governments. Media should help to fight false information by exposing it and focusing on facts
included in headlines, posts - because they are the first one to be read and as keywords, which make
them easier to find. The content should be easy to process which can help people to focus on the facts
and to give concrete advice about steps they can take.

InNewman et al. (2020) report politicians have been referred as most responsible for false and mislead-
ing information online (domestic politicians - 40%, foreign governments — 10%), followed by political
activists (14%). It shows that the rhetoric and behavior of national politicians is considered as very big
problem and illustrate arguments of scientists that disinformation often comes from the top and not from
ordinary people (Newman et al., 2020). Governments should help to create consist and coherent system
for sharing and publicizing information in crisis situations, such as pandemics, especially among politi-

Table 2. Proportion of responsibility for the spread of false information based on Reuters Institute research

Responsible for the spread of false information Percentage
Domestic politicians 40
Political activists 14
Journalists 13
Ordinary people 13
Foreign governments 10

Source: Own processing (based on: Newman et al., 2020)
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cians and political activists. During the coronavirus pandemic, information management should be done
by indirect methods, mainly through evolutionary construction of law and control of data disclosure. For
example, first, authorities use the most recent data for their purposes such as verification and analysis
then allow hospitals, organizations to publish it perhaps within a two day time limit. Here media can be
seen as an efficient verification mechanism whether government information reported two days ago was
true. In addition, a potential solution could be enabling local government to establish local media laws,
which allow for testing of “legal prototypes” in order to select the most successful implementation, and
then to implement it globally.

FUTURE RESEARCH DIRECTIONS

The coronavirus pandemic has shown that not only the virus can be dangerous, but above all false in-
formation, which rapidly spread contributed to the creation of an infodemic. The fight against it is very
difficult and long-lasting, but with the developed actions related to the skillful management of informa-
tion can contribute to the development of mechanisms and strategies for the future. During the pandemic
creating an efficient legal system for information management, and mechanisms for cooperation at local,
national and global levels is an important and extensive topic which requires more in-depth studies. It
also applies to cooperation between politicians, governments with respect to the right to freedom of
expression, media, scientists, health and technology organizations, as well as many other parties who
have an impact on the dissemination of information. Moreover, new policies regarding content modera-
tion creates another challenge related to human rights posed by approaches to counter misinformation.
It refers to overly broad content removal processes, the adoption of dedicated anti-disinformation laws
and the extension of the criminal law to deal with misinformation, which require further research. This
article is an invitation for further research in this area.

CONCLUSION

The COVID-19 pandemic has illustrated the serious impact that misinformation can have on individuals
and society, both directly and indirectly. It has influenced society by threating the basic human rights to
health, life, dignity or feeling of safety for those who believe false information and act upon it. Indirect
influence consisting of undermining public health initiatives, mistrust or pushing people into racist and
stigmatizing behavior. Moreover, it could be observed serious negative consequences for domestic and
global economies that could be felt long after the pandemic is over.

The approaches adopted by states, technology companies and media underline the constant need
for human rights-compliant approaches to dealing with false information. This is an ongoing challenge
because many approaches are necessary but insufficient. As the critical importance of access to media
pluralism and accurate and reliable information as a baseline for addressing misleading information has
been highlighted by authorities and different organizations, some of social media platforms have im-
proved content quality. Furthermore, states and experts tried to use the potential of the Internet in order
to provide people with access to accurate and reliable information. However, some of the approaches
among others regarding the removing the information marked as misleading by system or Internet users
may have serious consequences for human rights, especially right to freedom of speech and expression.
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It requires identifying measures which are compatible with international human rights laws, so that false
data can be addressed without a risk to human rights in the process. These actions require collaboration
of different entities and further research.

In general, the challenges faced during the coronavirus pandemic in connection with the rapid spread of
false information, shows the significance of skillful information and media management. It also presents
the importance of cooperation at the beginning and during the whole pandemic situation of the particular
entities in order to fight for truth, health, trust and preventing violence, discrimination or stigmatization.
However, any action taken against false information should be carefully planned. This battle might be
very difficult but can help to not only prevent infodemic and the spread of false information during the
ongoing pandemic, but it can as well contribute to developing mechanisms and strategies for the future.
Moreover, the issue of false information is not only linked to COVID-19 pandemic, but is a longer-term
problem around the world and therefore should be analyzed in a broader context.
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KEY TERMS AND DEFINITIONS

Disinformation: An intentionally misleading information.

Fake News: A false information, stories that appear to be news, spread using different traditional and
digital media. They are usually created to influence public opinion.

Information: Any factor that humans, living organisms, or automatic devices can use for more spe-
cific purposeful action. A message from sender to receiver, who interpretates it as the sender intends.
Facts provided or learned about something or someone.

Information Management: A processes that support the organization learning activities. A discipline
of enterprise activity aimed at providing information to users with specific needs. It consists of func-
tions such as identification, diagnostic and decision-making, planning information needs and resources,
information supervision, controlling information technology processes, etc.

Malinformation: A reframed, recontextualized true information, which is misleading.

Management: A way to accomplish tasks and achieve goals. A process that consists of activities
such as planning, organizing, controlling, directing, staffing in order to determine and accomplish stated
objectives with the use of different resources.

Misinformation: An unintentionally false, wrong information.
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ABSTRACT

The chapter will explore some aspects of online education such as digital skills, digital competences,
and innovations in education, which the COVID-19 pandemic put into the foreground of the processes
of learning and education at universities. The ability to apply digital skills and develop them into digi-
tal competencies is a basic prerequisite for learners and educators. The author analyses and evaluates
the current state and challenges posed by online education, especially at colleges and universities. The
concepts and terminology in the field of education in cyberspace, models of digital competencies of
educators, scientific and educational policy documents defining the requirements for university teachers
in online education were considered. The investigation was supported by the results of a questionnaire
survey. The author points out the possibilities and ultimate requirements of online education at universi-
ties in terms of students, teachers, innovations, evaluation, advantages, and barriers in online education.

INTRODUCTION: A PANDEMIC EFFECTS EDUCATION

The pandemic of the new coronavirus COVID -19 broke out at the end of 2019 and has led to widespread,
complete closure of schools, universities, and colleges. According to UNESCO (2020) estimates, a total
of nearly 1.6 billion worldwide students have been affected by the closures of educational institutions in
2020. This accounted for 91,3% of the world”s total learning community, with a total of 193 countries
providing full nationwide remote teaching (Kristéf, Z., 2020).

UNESCO has proposed distance learning programs, open educational applications and platforms
that have enabled schools and teachers to teach their students remotely and make online education easier
(UNESCO, 2020).
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A good starting point for the effective use of digital technologies in education was the sufficient
knowledge and experience gained by learners before the pandemic, on social networks in their free
time, through e-learning courses at universities, higher education and further education institutions, as
pointed by UNESCO (2011).

The practical use of technology in education, work and leisure has significantly preceded the theo-
ries and recommendations of education experts (Frk, B. 2010). The advent of the Internet in the 1990s
accelerated the use of information and communication technologies in education. The availability of
technological means and mobile technologies, access and quality of the Internet, and the expectations
of generations growing up on technologies from birth, are likely to have a significant impact on new
educational paradigms. The real era of virtualization of education has begun and is becoming part of
the learning, work and leisure.

A significant part of the world’s population has mastered accessible, easy-to-use and interactive tech-
nologies before the theory of learning has been able to respond comprehensively, with the exception of
some theoretical concepts. The use of information and communication technology has coined theories
as constructivism, connectivism, heutagogy, cybergogy.

Constructivism enables learners construct or make their own knowledge that is determined by their
experience and previous knowledge. Connectivism is a teaching-learning theory in the digital age based
on the belief that the goal of teaching is to learn to think, which takes precedence over the acquisition
of knowledge. Heutagogy is a student-centred instructional strategy that emphasizes the development of
autonomy, capability, and capacity. Cybergogy allows learning through cognitive, emotive, and social
aspects (Cerny, M., 2018).

Based on the analysis, comparison and evaluation of selected information obtained by searching
scientific publications and journals, the focus of this paper aims at the current framework of digital
competencies, applied in university online education, professional development of university teachers
in terms of technical skills and pedagogical skills, the educational content in online education and the
virtual learning environment.

Terminology in the Pandemic COVID-19

Online education requires a gradual transition to adaptation and improvement of professional and peda-
gogical skills of university teachers, gradual modification of educational processes, and the transforma-
tion of forms and methods of education, as stressed by UNESCO (2011).

In pandemic, research topics proved to be multidisciplinary and related to education, psychical health,
nursing care, management, soft communication skills and impact of media covering COVID information.
For instance, at the 3" International Online Webinar on Physical Health, Nursing Care and COVID-19
Management in 2021 in UK, the authors from Central and Eastern Europe, such as Petrenko, Bencic,
Koretskaya, Denisov, and Pitoridkova described and analysed educational approaches that seek to sus-
tain the “unsustainable”, identified the problems of lecturer-student interaction in the midst of the mass
transition to distance learning and tried to find ways to solve them (Denisov et al., 2021). Some authors
provided context of situation about pandemics in the media (Pitoidkova, 2020, p. 58).

During the COVID-19 pandemic, teachers and students gradually, albeit sometimes overcoming
obstacles, adapted to new possibilities for the use of digital technologies in teaching and learning. Many
virtual platforms such as Zoom, Google Meet, Microsoft Teams have found applications in teaching at
primary and secondary schools, Webex and Discord at universities.
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The challenge for teachers was to create and update their own educational e-content, and get feedback
from participants. Some educators used the Internet to transmit audio and video to students, however,
they persisted in traditional “board and chalk” teaching.

In pedagogical practice at all levels of education, contact teaching (direct contact of teachers with
learners) has been replaced by teaching in a virtual environment.

New terminology and terms, such as e-learning, online education, offline education, distant learn-
ing, remote learning, E-learning, etc. have started to be used to a much greater extent. They are directly
connected to present digital technologies.

However, as Hozék (2019) pointed out, the world will be facing the “avalanche” of new technologies.

PREREQUISITES FOR THE USE OF ICT AND KEY DIGITAL COMPETENCES

The digital transformation of teaching and learning at universities requires the capacity building of teach-
ers’ professional capacities, interlinked to new skills and competences, especially to key competences
to work with digital technologies.

The definition of key competences in the European Union took place in 2006, when the Council and
the European Parliament adopted a Key Competences Document for Lifelong Learning, recommending
that the EU Member States “develop key competences for all as part of lifelong learning strategies.”

The main objectives of the Key Competences Document included:

(a) to identify and define the key competences needed for personal satisfaction, active citizenship, social
cohesion and employability in the knowledge society;

(b) to support the work of Member States in ensuring that young people at the end of initial education
and training have developed key competences to the extent that they equip them for adult life and
that they are the basis for further education and professional growth;

(c) to provide a European reference tool for policy-makers and educators, employers and learners to
support efforts (at national and European levels) towards commonly agreed goals.

After completion and approval by the European Parliament and the Council of the EU, the original
document was issued as a Recommendation on Key Competences for Lifelong Learning (the European
Reference Framework).

The document defined the competence to work with digital technologies as follows:

Competence to work with digital technologies means a certain and critical use of information and
communication technologies at work, in leisure time and in communication. The prerequisite is a basic
knowledge of information and communication technologies, the use of computers to obtain, evaluate,
store, generate and exchange information and to communicate and cooperate within the network via
the Internet.

The competence to use tools interactively is demonstrated in the ability of active dialogue between the
individual and the environment, which opens up new possibilities for understanding and communicating
with the world. The competence to use technology interactively requires an understanding of the new ways
in which an individual can use and apply technology in everyday life to achieve life and learning goals.
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The Council Recommendation of 22 May 2018 on Key Competences for Lifelong Learning noted that
digital technologies have an impact on education, training and learning, as they develop more flexible
learning environments adapted to the needs of an extremely mobile society. The need to link the devel-
opment of key competences to the professional and pedagogical readiness of teachers and pedagogical
staff is formulated as follows:

The development of key competences should be supported by introducing best practices to better support
pedagogical staff in carrying out their tasks and improve their education.

The Council Recommendation listed eight key competences and, compared to the 2006 European
Reference Framework, modified their titles:

1.  literacy as reading and writing skills and a sufficient understanding of written information;

2. multilingualism as the ability to use different languages for appropriate and effective communication;

3. mathematical competence, and competence in science, technology and engineering, where math-
ematical competence includes at various levels the ability and willingness to use mathematical
models of thinking and presentation - formulas, models, diagrams, graphs, tables, and competence
in science, technology and engineering includes understanding change caused by human activity
and the responsibility of a citizen as an individual;

4. digital competence includes a self-confident, critical and responsible use of digital technologies
for education, work and participation in society, and interaction with digital technologies;

5. personal and social competence and the ability to learn is the ability to think about one’s own
personality, to manage time and information effectively, to cooperate constructively with others,
to maintain resilience and to manage one’s own education and career;

6. civic competence is the ability to act as a responsible citizen and to participate fully in civic and
social life, based on knowledge of social, economic, legal and political concepts and structures, as
well as an understanding of global development and sustainability;

7.  entrepreneurial competence is the ability to seize opportunities and ideas and turn them into values
for others, the ability to work together to plan and manage projects of cultural, social or financial
value;

8.  competence in cultural awareness and expression includes understanding and respect for how ideas
and meaning are creatively expressed and disseminated in different cultures and through different
types of art and other cultural forms.

Digital competences are built gradually, usually on digital skills and digital literacy. Digital skills
focus on what and how. Digital literacy focuses on why, when, who, and for whom.

Digital Competence was included as one of the eight essential skills, in the Recommendation on Key
Competences for Lifelong Learning (2010), and defined as a set of skills, knowledge and attitudes that
enable self-confident, critical and responsible use of technologies and systems.

The complex of digital competences is referred to as digital literacy. However, digital competence is
a broader and more universal concept. The EU Council Recommendation (2018) states that digital com-
petence includes components such as information and data literacy, communication and collaboration,
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media literacy, digital content creation (including programming), security (including digital well-being
and cyber security), intellectual property issues, problem solving and critical thinking.
With respect to digital competence, individuals should demonstrate that they:

1. understand how digital technologies can contribute to communication, creativity and innovation,
and should know the opportunities, constraints, impacts and risks they present;

2. b) understand the general principles, mechanisms and logic of evolving digital technologies and
know the basic functions and uses of various devices, software and networks;

3. c¢) have a critical approach to the validity, reliability and impact of the information and data avail-
able through digital means and know the legal and ethical principles related to work with digital
technologies;

4. (d) are able to use digital technologies to promote their active citizenship and social inclusion,
cooperation with others and creativity in pursuing personal, social or business goals.

Digital skills include the ability to:

1. access, use, filter, evaluate, create, program and share digital content, and
2. manage and protect information, content, data and digital identities, as well as recognize and work
effectively with software, devices, artificial intelligence or robots.

Acquiring skills is a lifelong process, beginning at an early age and developing through life. Apart
from the right skills for a particular profession, employers are increasingly demanding transferable skills,
such as the ability to work in a team, creative thinking and problem solving.

Europe is facing a basic skills challenge at present. People need a minimum level of basic skills,
including mathematical literacy, literacy and basic digital skills, in order to have access to good jobs and
to participate fully in society. Skills are building blocks for further education and career development.

The rapid digital transformation with the impact upon the economy means that almost all jobs require
a certain degree of digital skills, as does participation in society in general. Integration of technology in
education continues to receive special attention, particularly in COVID-19 pandemic. There are differ-
ences between various groups of students and teachers in their attitudes towards the integration of ICT
in teaching and learning (Ali, 2020, p. 17).

The Role of University Teachers in Online Education

The role of university teachers is above all to understand the essence of digital competence as an im-
portant aspect of life, including education. The underlying idea of the concept of digital competence is
that digital competence can be learned. Universities have a responsibility to support the development of
digital competence for both students AND lecturers.

University teachers have to consider that the majority of students have been growing up with technol-
ogy. Those born in 1997 started to apply:

° iPod from age 6 (2003);
e  MySpace and Youtube since they were 8 (2005),
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Twitter from age 9 (2006);

Facebook from age 10 (2007);

iPhone from age 10 (2007);

iPad — touchscreen tablets from age 13 (2010).

Teachers should understand that young adults are immersed in technology since birth. They are the
generation who cannot remember life before digital technology. Their social life may be more online
than face to face. Many of them own lots of technology. The key question, however, is the following:
How does all this impact their learning at universities?

Students attending universities are members of virtual generation, called net generation, digital na-
tives or millennials, born into digital era (Ali, 2020). They can be characterized by a permanent access
to information of various quality and extremely attached to digital technologies. Their educational needs
and expectations differ from those of the previous generation (i. e. their parents and teachers). Therefore
“universities and university faculty should adjust the methods and practices they use, make them more
attractive for students, and be open to innovations in the field of education and digital technologies”
(Barnovi et. al., 2019).

The connectedness helps to create communities and changes the character of social interaction and
relationships. Connectedness changes communication into interaction (Barnova et al., 2019). However,
it would be wrong to consider the “virtual generation” to be a homogenous group, as not all of them are
digital learners and do not possess the appropriate set of competences, skills, and attitudes.

Students rarely use technology for advanced knowledge-related activities or problem-solving unless
they have been required to do so by their course or tutor. In contrast to the myth of the ‘Digital Native’
and the ubiquity of Facebook use, students’ digital identities are predominantly social, with their online
activity beyond Facebook limited to being social media consumers rather than producers (Cochrane &
Antonczak, 2015).

In students, digital competence (Jisc, 2013) is understood as

the ability that equips an individual to live, learn and work in a digital society, e.g. use digital tools
to carry out academic research, work creation and critical thinking ... creating, sharing and critically
evaluating information.

Beetham and Sharpe (2014) believe that “digital literacy is higher than functional IT skills and rep-
resents a richer spectrum of digital behaviours, practices and identities.”

Students have significantly less experience with activities through which they develop their cognitive
skills (advance knowledge-related activities). Sharpe and Beetham (2010) state that students rarely use
technologies to support activities that acquire a higher level of knowledge, unless they solve problems,
required by the teacher or focus on the content, tasks and assignments.

Digital competence includes well-established (self-confident) and critical use of information society
technologies, while relying on basic information and communication skills such as using computers
to recover, acquire, store, produce, present and exchange information, communicate and participate in
Internet collaborative networks. The student should be prepared to work with a personal computer and
other means of information technology, use adequate sources of information and work effectively with
information.

57

printed on 2/8/2023 1:45 PMvia . Al use subject to https://ww.ebsco.coniterns-of-use



EBSCChost -

Digital Competencies in Online Education

Digital competence requires proper knowledge and understanding of the nature of the roles and op-
portunities of using the information and communication technologies in everyday contexts. It includes
mastering basic computer applications (word processor and spreadsheet, databases, storing and manag-
ing information, understanding the opportunities and potential risks of working with the Internet when
sharing information (phishing), understanding the ethical principles and principles of networking and
using information to support creative and innovative processing.

Digital competence also includes the ability to search for, collect and process information, use it in
a critical and systematic way, assess relevant information and recognize its links. An individual is able
to use digital tools to create, present and understand complex information, search and use services on
the Internet. A critical and thoughtful attitude towards available information and the responsible use of
interactive media is clearly required.

The development of digital competence supports membership in virtual communities and networks
for cultural, social and professional purposes.

In the case of digital competence, we can specifically put aside information competence, which is
directly related to the flow of information, information literacy and computer literacy. Digital competence
strengthens knowledge of information and technology at a professional level.

Digital competences are transferable and widely used in a study across individual subjects. At work,
they represent the ability to use knowledge and skills in work activities that are not directly related to a
specific job, qualification or task, but are widely transferable across departments as well as in private life.

Digital Competencies of University Teacher and Educators

The digital society requires digitally competent citizens. A digitally competent person uses digital tech-
nologies in a knowledgeable and secure way for various purposes such as work, job search, learning,
online shopping, obtaining health information, participation in social life, entertainment and the like.

Learners of all ages need excellent educators to develop the wide range of skills and attitudes they
need to live and work. Differences in education and training outcomes depend mainly on individual char-
acteristics and family background. Teachers and educators play a key role in introducing new methods
of teaching and learning, in stimulating creativity and innovation, in overcoming bias and maximizing
the potential in increasingly heterogeneous classrooms.

The development of the competences of teaching staff is a current and increasingly urgent priority
of the European Union and its Member States which should pay attention to innovations in pedagogy.
The need to innovate teaching at universities with the support of digital technologies is linked to the
forecast that by 2025 the half of all EU job vacancies will require higher education qualifications which
are usually obtained at the tertiary level of education.

The digital competences of university teachers have been the subject of independent research led by
the Joint Research Center (JRC) of the European Commission, which resulted in the European Framework
of Digital Competences for Educators (DigComp) in 2013, revised in 2016 and 2017.

As teachers and educators face new challenges, they increasingly need broader and more sophisticated
sets of digital competences. The ubiquitous digital tools and the role of teachers in helping students to
become digitally competent require teachers to develop their own digital competencies.

The DigComp is a scientifically sound framework for the development of teachers’ digital compe-
tences, using an agreed common language and approach. It is intended for teachers of all levels and
types of schools, including teachers of kindergartens and primary schools, teachers of secondary general
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and vocational education and training, teachers of special schools, teachers of universities and in adult
education institutions, as well as those in non-formal education.

The aim of the above DigComp framework is to provide a general model of digital competences
for the creators of specific models in the EU Member States, which should be used in the preparatory
training and in-service training of teachers and pedagogical staff.

Digital competence is divided into five areas, which are information and data literacy, communication
and collaboration, digital content creation, digital security and problem solving. In total, they contain
up to 22 sub-competencies (Table 1).

Teachers” digital competencies cover six areas:

1. Professional engagement refers to the use of digital technologies in a wider professional environ-
ment, e.g.in communication with colleagues, students, parents and other parties.

2. Digital resources are subject to search, creation and modification, management, protection and

sharing.

Teaching and learning refer to teaching, guidance, collaborative learning and self-directed learning.

4.  Assessment refers to the use of evaluation strategies, evidence analysis, feedback and further
planning.

5. Strengthening learners refers to the accessibility of education and the inclusion of learners, dif-
ferentiated and personalized teaching, the activation of learners.

6. Facilitation refers to the formation and development of digital competences of learners.

»

Table 1. Digital competence and its areas

Areas of digital competence Skills in this area

- browse the Internet, search and filter data, information and digital content,
Information and data literacy - evaluate data, information and digital content,
- manage data, information and digital content;

- interact with digital technologies,

- share information through digital technologies,

- civic engagement through digital technologies,

- cooperate through digital technologies,

- master the label of interaction through digital technologies (so-called netiquette),
- manage your own digital identity;

Communication and cooperation

- development of digital content,

- integration and processing of digital content,
- copyright and licenses,

- programming;

Digital content creation

- protective equipment (protection tools),

- protection of personal data and privacy,

- protection of health and well-being,

- protection of the environment (and the environment);

Safety

- solution of technical problems,

- identification of needs and technological solutions (answers),
- creative use of digital technologies,

- identification of gaps in digital competences.

Problem solution

Source: European Framework of Digital Competences for Educators (DigComp), 2017.
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The first and second areas represent the professional competencies of a teacher. The third, fourth and
fifth areas represent the pedagogical competencies of a teacher. The sixth area represents the competen-
cies of a learner. Janssen et. al. (2013) described and explained the teachers” digital competency (TDC)
framework based on the competence rooted in digital literacy and developed into digital competence.
The TDC framework is composed of 12 competencies, with each demonstrating the knowledge and
understanding of a specific area (Table 2).

Levels of Teacher Proficiency in the Use of Digital Technologies

The progression model focusing on the development and progress in teacher performance monitors in-
dividual levels of teacher performance in the use of digital technologies. The first level A1 is described
as awareness, which is accompanied by curiosity and willingness to learn about new technology. It
results in the second level. The second level A2 is referred to as an exploration characterized by the
meaningful use of diverse digital technologies. It shifts to the third level. The third level B1 is described
as integration, in which there is a shift towards the implementation of strategies and diversification of
teaching. The fourth level B2 is characterised by expertise, accompanied by reflection and sharing of
ideas, which results in the fifth level. The fifth level C1 demonstrates a leadership level, characterized by
a critical attitude, innovation and renewal in pedagogical performance, which moves the teacher to the
sixth level. At the sixth level C2, the teacher applies innovation and becomes a pioneer. Individual levels
were named: novice (A1), explorer (A2), integrator (B1), expert (B2), leader (C1) and pioneer (C2). An
overview of the levels and areas of performance in teachers’ digital competences is given in Table 3.

Table 2. Janssen’s areas of teachers” digital competence (2013)

Competency Knowledge and understanding of
Functional terminology, use of digital technologies for basic purposes
Integrative effective integration of digital technologies into everyday life
Specialised optimising digital technology use for work and creative purposes

Communication and
collaboration

digitally-supported networking for collaborative knowledge development

Information management

using digital technologies to access, organise, analyse and judge the relevance
and accuracy of digital information

Privacy and security

measures to protect one’s personal identity, data, and security

Legal and ethical

socially appropriate behaviours in digital environments, including legal and ethical factors
associated with the use of digital technologies and content

Technology and society

the context and use of digital technologies, and the impacts of these on people and society

Learning with and about
technology

emerging digital technologies, and how they can be used to support learning across the lifespan

Informed decision making

critical selection of digital technologies suited to needs and purpose

Coherence/self-efficacy

using digital technologies to improve personal and professional performance

Dispositional

the importance of maintaining an objective and balanced perspective on digital innovations,
and being confident to explore and exploit their potential as opportunities arise

Source: Janssen et. al. (2013) From digital literacy do digital competence: the teacher digital competency (TDC) framework.
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Table 3. Levels and areas of performance of teachers’ digital competences

Uses innovative

Innovates Supports the Innovates ways
. . . . Innovates Innovates . . formats to support
Pioneer (C2) professional use of digital . of involving Y e
. teaching assessment students’ digital
practice resources students .
competencies
. . Strategicall Criticall .
Discusses Deliberately sreatly y Comprehensively
and evaluates Strengthens ..
and renews uses developed . . and critically
Leader (C1) . . purposefully digital students in a s
professional strategies and . .. supports students
. renews teaching | assessment holistic way P .
practice resources . . digital competencies
practice strategies
. Strengthens Strategicall Strategically uses .
Strengthens Strategically engthet gicatly gically Strategically
. . . activities in and effectively | a set of tools R
Expert (B2) professional uses interactive . .. supports students
. education and uses digital to strengthen P .
practice resources . digital competencies
learning assessment students
Appropriatel .
. Appropriately Meaningfully Strengthens . s
Expands their | integrates digital | . . Empowering Implements activities
. . integrates traditional . ,
Integrator (B1) professional resources into dieital assessment students is to support students
practice the context of g . targeted digital competence
. technologies approaches
learning
. Explorin, Explorin; .
Exploring . . ploring xP £ Exploring Encourages students
L Exploring digital | strategies in digital .
Explorer (A2) digital .. . student-centred to use digital
e resources digital teaching | assessment . .
possibilities . . strategies technologies
and learning strategies
Awareness, Awareness, Awareness, Awareness, Awareness, Awareness,
Novice (A1) uncertainty, uncertainty, uncertainty, uncertainty, uncertainty, uncertainty, basics
basics of use basics of use basics of use basics of use basics of use of use
Levels of Professional .. Teaching and Student e
Digital resources 2 Assessment Facilitation
performance engagement learning empowerment

Source: European Framework for Digital Competence of Educators, JRC EK 2017, p. 31.

Novices (A1)

Novices are aware of the potential of digital technologies to increase their pedagogical and professional
practice. However, they have very little experience with digital technologies and use them mainly for
lesson preparation, administration or organizational communication. Newcomers need guidance and
support to expand their repertoire and apply their existing digital competences in pedagogy.

Explorers (A2)

Explorers are aware of the potential of digital technologies and are interested in exploring them in or-
der to improve pedagogical and professional practice. They began to use digital technologies in some
areas of digital competence, but a comprehensive or consistent approach is not visible. Explorers need
encouragement, insight and inspiration, e. g. through example and guidance from colleagues as part of
the exchange of experiences in cooperation.
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Integrators (B1)

Integrators experiment with digital technologies in different contexts and for different purposes and
integrate them into many of their practices. They use digital technologies creatively to enhance various
aspects of their professional engagement. Integrators want to expand their own repertoire of procedures.
However, they are still testing to understand which tools work best in specific situations, and try to adapt
digital technologies to pedagogical strategies and methods. Integrators still need a little more time to
experiment and think. They need complementary collaborative support and knowledge exchange in
order to become experts.

Experts (B2)

Experts use a wide range of digital technologies confidently, creatively and critically to improve their
professional activities. They purposefully select digital technologies for specific situations and try to
understand the advantages and disadvantages of different digital strategies. They are curious and open
to new ideas because they know that there are many things they have not yet tried. They use experiments
as a means to expand, structure and consolidate their own repertoire of strategies. When it comes to
innovative practices, the experts are the backbone of any educational organization.

Leaders (C1)

Leaders have a consistent and comprehensive approach to using digital technologies in order to improve
their pedagogical and professional practices. They rely on a wide repertoire of digital strategies from
which they can choose the most suitable for each given situation. They are constantly reflecting on
and further developing their practices. By exchanging knowledge with colleagues, they are constantly
informed about new developments and ideas. They are a source of inspiration for others to whom they
pass on their expertise.

Pioneers (C2)

Pioneers question the adequacy of current digital technologies and pedagogical practices, of which they
themselves are leaders. The limitations or disadvantages of these practices are of concern to them, and
at the same time they are an impetus that leads them to further innovation in education. Pioneers are
experimenting with highly innovative and complex digital technologies and / or developing new peda-
gogical approaches. Pioneers are a unique and rare species. They lead innovations and are a role model
for younger teachers.

The individual levels (from A1 to C2) differ in the use of digital technologies in individual areas of
pedagogical activity. Teachers are able to carry out self-assessment through appropriately formulated
questions. For example, in the area of student assessment strategies, teachers can perform self-assessment
through relevant statements (Table 4).
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Table 4. Performance levels and statements for teacher’s self-assessment

Performance level development Level description Teacher self-assessment statement

Few uses digital technologies to assess I use very little or no digital methods

Novice (Al) students. (formats) when evaluating.

I use digital technology to create
assessment tasks, which I submit on paper.
I plan to use digital technologies in student
evaluation, e.g. when evaluating the
assignment.

Integrates digital technologies into

Explorer (A2 .
P (42) assessment strategies.

I use existing digital technologies in
formative (continuous) and summative
(final) evaluation, e. g. digital quiz,
e-portfolio, games.

I adapt digital evaluation tools to achieve
specific evaluation objectives, e.g. I create
tests and a digital testing system.

Uses and modifies existing digital tools and

Integrator (B1) evaluation methods.

I use a variety of e-assessment software,
tools and approaches for formative
assessment during and after class.

I propose digital assessments that are valid
and reliable.

Strategically and fully uses digital

Expert (B2) assessment methods.

I use a variety of digital and non-digital
assessment formats, linked to content and
technical standards, and I am aware of their
advantages and disadvantages.

I can critically assess the use of digital
technologies in evaluation and adapt my
strategies accordingly.

Comprehensively and critically selects,

Leader (C1) creates and adapts digital assessment tools.

I am developing new assessment
Develops innovative methods of evaluation | approaches that reflect innovative
using digital technologies. pedagogical approaches and enable the
assessment of cross-cutting skills.

Pioneer (C2)

Source: European Framework for Digital Competence of Educators, JRC EK 2017, p. 63.

Factors Effecting Integration of ICT into Education

Since the beginning of the pandemic, many teachers have been harshly required to adapt to the new
situation. Challenges requiring adaption by educators can by divided into the categories of solvable chal-
lenges, difficult challenges and wicked challenges. Solvable challenges are those that we understand and
know how to solve (such as blended formal and informal learning, improving digital literacy). Difficult
challenges are those we understand but for which solutions are elusive (such as personalizing learning,
teaching complex thinking). Wicked challenges are those that are complex to even define, much less
address such as competing models of education, rewarding teaching (to receive a feeling of reward).
Teachers” areas of expertise include the abilities to become adaptive, reflective, critical and respon-
sive to professional challenges and improvement. They need adaptive expertise—the ability to adapt
plans and practices to meet students’ learning needs (Hatano & Oura, 2003; Vogt & Rogalla, 2009).
They also require reflective practice that is systematic assessment of professional knowledge and action
against criteria from practice, theory and research (Hagger & Mclntyre, 2006). Finally, they should have
critical responsive attitudes to innovation and professional improvement (Hagger & Mclntyre, 2006).
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Innovations in education are of particular importance as education plays a crucial role in creating a
sustainable future. Innovation is to be regarded as an instrument of necessary and positive change. The
author, however, differentiates between creativity and innovation. Creativity is thinking up new things.
Innovation is doing new things. Innovation in education is understood as “the successful introduction
of a new thing or method.”

In education, innovation can appear as a new pedagogic theory, methodological approach, teaching
technique, instructional tool, learning process, or institutional structure that, when implemented, produces
a significant change in teaching and learning, which leads to better student learning (Serdyukov, 2017).
Creative professionals learn innovative thinking through training that is very different from the traditional
academic classroom as innovative thinking means possessing real-world skills, high standards and profes-
sional values, and a particular way of thinking about problems and justifying solutions (OECD, 2014).

During the pandemic 2020-2021, innovations in education, especially in online education could be seen:

in the adjustment or upgrading of the teaching process;
in the modification of the teaching process (applying innovation that significantly alters the pro-
cess, performance, or quality of an existing product);

e in the transformation of the system of teaching (dramatic conversion related to the start of online
education, networked, and mobile learning).

As Serdyukov (2017) pointed out:

When analysing innovations of our time, we cannot fail to see that an overwhelming majority of them
are tangible, being either technology tools (laptops, iPads, smart phones) or technology-based learning
systems and materials, e.g., learning management system (LMS), educational software, and web-based
resources.

Further, Serdyukov (2017) enumerates, that:

Today we are excited about online learning, mobile learning, social networking learning, massive open
online courses, virtual reality, virtual and remote laboratories, 3D and 4D printing, and gamification

However, the author’s ultimate research interest is associated with learning and the question: “But
can we say all this is helping to produce better learning?” Even, when mentioning the substance of
technologies in education, Serdyukov (2017) emphasises:

These are all useful, tangible things, but where are the intangible innovations, such as theoretical foun-
dation, particularly pedagogy, psychology, and instructional methodology that are a true underpinning
of teaching and learning?

Barriers Preventing Integration of ICT into Education
For educators, a non-negligible impact has a negative socio-cultural impact on education: a) mercantil-

ism, which is destroying the ultimate purpose of education; b) consumerism which is degrading institu-
tions of higher education; ¢) monetization of education, entitlement, instant gratification, and egotism,
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which destroy education in general and the development of creativity and innovative spirit of students
in particular. A growing trend in higher education is a market approach wherein the main goal is set for
“meeting the demands of the student population that is learning.”

A particular barrier that prevents educators from using ICT in their teaching associates with the
readiness, including confidence, competence, time and effective training. The lack of confidence is
manifested as “fear of failure”. It is related to teacher’s competence in integrating ICT into pedagogical
practice. Even if they have competence and confidence in using computers, they still make little use of
technologies because they do not have enough time (BECTA, 2004). The lack of effective training in
the use of ICT is combined with the lack of training in digital literacy, lack of pedagogic and didactic
training in how to use ICT in the classroom.

Educational competencies cover the competencies for teaching and education, personal competen-
cies (communication skills, creativity, flexibility, empathy, etc.) and developing competencies (adaptive,
information, research, self-reflexive, auto-regulatory competencies).

At present, educators need to develop educational competencies and subject-matter knowledge,
pedagogical skills AND digital competence in personalized online education. In conditions of pandemic,
educators have to deliver courses efficiently, using innovative methods and technologies that are required
for effective presentation, processing, skill development, and real-life applications.

Recommendations for Online Education

With regard to online education, the educators at universities, colleges and higher education institutes
need to adopt, develop and apply the following recommendations:

1.  learner-centred approach (what educators do, they do it on behalf of a learner!);
specific structures and organization of the course and its content for consistent, “whole” student
experience with the focus on the interconnection of theory and practice, e. g. learners/students
elaborate texts and presentations, focusing on the application of theories, discuss the presented
assignments and provide peer review to each other);

3. effective content presentation in various formats and modalities;

4.  immediate application of new knowledge in authentic situations in the class and real life, in order
to gain practical outcomes of the course;

5.  iterative process of knowledge construction and skills development.

Online education requires to stick to key principles which cover (Serdyukov, 2017) following aspects:

1. situated learning that uses real-life situations as the basis of learning activities and, especially, in
developing professional competence;

2. ICT tools in online teaching support active communication, collaboration, and cooperation among
students, e.g.in various small- and big-group activities;

3. motivation should be developed and supported through emotional involvement of each student in
team work and learning process;

4.  educator’s suggestive, supportive, and efficient teaching style incorporating incessant involvement
with the class; immediate, objective, and stimulating feedback; continuous student support;
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5.  systemic use of ICT in classroom and homework, both for information (content) acquisition and
skill development, for communication and collaboration, and for maintaining students’ high level
of cognitive, physical, and emotional state.

There are however pertinent challenges of online education. The human element, particularly the
learner and teacher, remains problematic. So, while taking advantage of effective educational technolo-
gies, we must situate those modern tools within a wider context of human education in order to preserve
its humanistic, developmental purpose and, thus, make more effective use of them (Serdyukov, 2017).

The teacher — learner relationship needs to be promoted, as: “Students learn from their teachers, not
from electronic gadgets.”

Empirical Survey Focused on Students in Higher Education Institution

With the aim to find out the knowledge and attitudes to online education, we carried out a questionnaire
survey focused on online education from the aspect of students, teachers, contents of education and
technical platforms. The survey was carried out in March — April 2021 during the lockdown caused by
a pandemic COVID 19. The sample included 118 respondents, the students of the 2™ grade of master
study, external study (age range from 22 to 40) at the School of Economics and Management in Bratisla-
va, Slovak Republic. The survey focused on appropriateness of online instruction. The questionnaire
contained 20 questions, in which the respondents could mark 1 answer or more answers. The 5-points
Likert scale was applied.
The research questions included:

e  How do students perceive and characterize online education? What do they consider to be the big-
gest advantage and the biggest disadvantage of online education?

e  How do students perceive and assess the new requirements that online education imposed on
teachers? Do teachers require special prerequisites and special training for online instruction?

e  How do students assess the delivery of the educational content in online instruction? Is the educa-
tional content presented to them as clearly and effectively as in full-time study?
Which are the biggest problems of students in online education?
How do students evaluate the technical platform in online education and online tutoring?

The survey brought several key results:

1. Respondents were able to understand and characterize online education as online teaching through
a technology platform based on information and communication technologies (WEBEX, teams,
zoom, skype, etc.), using technical means and methodological procedures, which enable a teacher
to present the educational content and assess students” achievements. Respondents viewed online
education as a pedagogical innovation in higher education.

2. The majority of respondents expressed the opinion that the educational content presented to students
in online education is presented as clearly and effectively as in full-time education. A certain group
of respondents however perceived the difference between online education and full-time education,
and expressed their criticism towards online education.
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3. The biggest advantage of online education included the possibility to study at home, save time
and not move to university premises, to study online and achieve equally recognized study results.
Respondents appreciated the rapid decision of the university management to replace full-time
study by online education since the start of lockdown in the academic year 2020 — 2021. It was
confirmed by a significant number of respondents what Serdyukov (2017) states, “so, accessibility
and, especially, convenience, enhanced by flexibility of the study schedule and comfortable learn-
ing environment of one’s office or bedroom are evidently the key factors of its popularity among
students. The motto of online education, “Any time, any place, any pace” is extremely seductive.”

4.  Respondents identified the biggest disadvantages of online education, which included restricted
communication with the teacher about the content delivered via online education, lack of sugges-
tions and answers of classmates, little interaction among classmates, and excessive social isolation
and restricted opportunity to work with classmates. Respondents emphasized that during online
instruction, many students are afraid to formulate questions and put them to a teacher as they do not
perceive the verbal or non-verbal support of classmates that is characteristic in full-time education.

5. The positive assessment of online education prevailed, however, a significantly smaller share of
respondents described online education as an excellent tool for education. This suggests that, in
its current form, online education has certain shortcomings and reservations.

6.  Asregards the readiness of a university teacher for online teaching, respondents expect and require
technical skills from a teacher in working with a given technical platform. They also require linkage
and interconnectedness between explanation and exposition of online presentations, supplemented
with current information on the presented topic. The use of motivational incentives, continuous
assessment of students and the ability to assess students’ online assignments “on the spot” were
required.

7.  Respondents had very clear expectations regarding teachers’ pedagogical skills, which ought to
be complemented by technical skills and the ability to work with a technical platform, suitable for
online instruction delivery. They also expected to enjoy all teacher’s activities that are more typi-
cal of full-time education, such as questions and answers, group communication and information
exchange, student assessment of problems, application of experiences, problem solving and use of
imagination — what would happen, if.

8. Respondents indicated that during online education they were able to observe the teacher’s activi-
ties (such as attention fluctuation), assess the complexity of the curriculum and the need to master
the technical side of online teaching which put special demands on the teacher.

9.  Theabove findings confirmed that respondents do expect a smooth mastery of the role of the teacher
in online education, especially in mastering the technical platform of online education. They clearly
require from teachers to be specifically trained for this task. This should be considered as an incen-
tive for academic growth and development of comprehensive pedagogical skills of educators and
lecturers.

SOLUTONS AND RECOMMENDATIONS

Based on the results of the survey, it can be generalised that the most important aspects of the teacher’s
performance include the ability to explain the theory and supplement it with practical examples, to use
non-verbal keys (incl. voice) in teaching, while sticking to the set of educational cognitive goals.
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Professionalism of educators remains the most important aspect of online instruction, both in terms
of content and ways of presenting the curriculum, cooperation with students and assessment of assign-
ments in public.

Respondents mostly evaluated teachers” performance in online teaching, the ability to keep a dialogue
with students, the focus on performance, the ability to activate students with questions, examples and
cases and avoid possible disruptive influences.

Respondents confirmed they can understand and properly address the issue of online education. They
are sensitive to the differences between a form of full-time study and online education. They are aware
of significant advantages and disadvantages of online education.

The scoring of respondents is of considerable significance and can lead to some recommendations:

Firstly, online teaching requires teachers to be precisely trained and innovated in the ways they pres-
ent the educational content in online learning environment.

Secondly, under the pandemic, pedagogical innovations in online education have rapidly transformed
from the adjustment and upgrading of the teaching process, through innovations altering the process,
performance and quality of the ways of teaching. Current pedagogical innovations aim at the transfor-
mation of the system that represents dramatic conversion (Ali, 2020).

Thirdly, university teachers applying technical platforms for online education are judged soberly.
Students appreciate their preparation for online education, the way of presenting the educational content,
clear and eloquent communication with students, facilitating interaction among students, the possibility
of presenting assignments via technology platforms to classmates.

Fourthly, respondents were well aware of the new requirements imposed on teachers in online edu-
cation, relating to mastering the topic, ways of presentation, dialogue and activation questions, linkage
between theory and practice.

Respondents highly appreciated the teacher’s ability to work with the technical platform in online
instruction, synchronized connection of the image (presentation) and the explanation and interpretation.
Therefore, university teachers need to continuously improve their pedagogical and technical skills and
face to and cope with new challenges associated with online education.

FUTURE RESEARCH DIRECTIONS

Barnova et al. (2020) carried out research in secondary school classes. The notion of distance learning
in sense of online education was investigated. The authors assume that distance learning can be ben-
eficial for motivated and independent learners able to take responsibility for their learning. They also
emphasized the social dimension, saying that “nothing can replace face-to-face contact between teachers
and students.” The teachers” preparedness (readiness) for online education, including teachers” digital
competencies, interest in the application of digital technologies and the attitudes towards online teaching
were marked as the most decisive factors of success and effectiveness of the online educational process.
Secondary school students were able to consider the pros of learning online as follows: a) comfort of the
home environment; b) continuity of education; c) digital technologies of learning; d) positive learning
climate; e) maintaining social contact with peers (in the time of quarantine).

The inspiration for further research regarding teachers” innovations (MatiSova, 2021) was the finding
in the research of Barnov4 et al. (2020, p. 6723), concerning the advantages of online teaching perceived
by teachers as follows: a) new opportunities for development and innovation; b) contact with students
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during the school closure; ¢) promotion of students” independence; d) flexibility and effectiveness of
online teaching; e) continuity of education; f) individualized approach.

Digital technologies as integrated into education require combining the latest knowledge from peda-
gogy and informatics. The level of teachers” digital literacy can be decisive with regard to the success
of both teaching and learning activities. Digital literacy is made up of eight inter-related components
or dimensions: functional skills, creativity, critical thinking and evaluation, cultural and social under-
standing, collaboration, the ability to find and select information, effective communication, and e-safety
(Barnova et al., 2020Db).

At present, universities world-wide are moving more and more toward online learning or E-learning
(Ali, 2020, p. 20). Apart from the resources, staff readiness, confidence, student accessibility and mo-
tivation play important function in ICT integrated learning.

It is necessary to be cautious in generalization of the outcomes of research that is still scattered. The
World Bank (2020) believe that little research attention has been paid to the documentation and analysis
of attempts how swiftly and at scale education systems move to provide online learning when schools
and universities are closed (Ali, 2020, p. 19).

According to UNESCO (2020) “transitioning to online learning at scale is a very difficult and highly
complex undertaking for education systems, even in the best circumstances but it has become a neces-
sity” (Ali, 2020, p. 18).

In recent years, it has become common in universities and higher education institutions to provide
online education to supplement traditional teaching methods. The schools and universities, that started
going online, did it in different ways. Nonetheless, there can be found some common elements unifying
the approach to the deployment of digital technologies in education.

University decision makers carefully considered the replacement of full-time study by online educa-
tion. In long-term intents of universities development, the application of digital technologies and online
education were incorporated. The necessity to develop digital and information literacy both in students
and faculty were acknowledged. The forms of university education were enriched and widened by vari-
ous forms of online learning (e-learning, blended learning, e-tutoring, e-mentoring etc.), innovative
methods and the deployment of numerous digital technologies in education. Various learning environ-
ment platforms started to be applied. According to Barnova et al. (2019, p. 11149), the activities of the
university were oriented to the fulfilment of the following objectives:

e  Enhancement of the academic information system efficiency (including the platforms for on-
line learning);

e  Enhancement of the security and accessibility of the university computer network and the quality
of services provided;

e  Modernization of digital technologies utilised by students, faculty and visitors.

It should be noted that technological advances often outpace the ability of decision makers to keep
up, considering cost and infrastructure support (World Bank, 2020b).

Regarding the concept of online teaching and learning, attention should be paid to educational
contents, enhanced by multimedia, thus creating the multimedia-enhanced contents. According to Ali
(2020, p. 20), multimedia contents are digital instruction materials that combine text, graphics, audio
and animations. They are used by educators to better demonstrate and explain difficult concepts and
help to improve students” understanding of instructional materials.
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Staff readiness relates to teachers” preparedness to work with ICT in online teaching. The World Bank
(2020 b) stressed that staff working online should be trained and supported. They warned that the staff
who do not have access to sufficient broadband and a connected device at home will obviously not be
able to support students learning online. They also urge that the staff need to be supported technically,
socially and morally so that the staff can effectively deliver online classes (Ali, 2020, p. 20).

The teaching staff are the key players of in the effective implementation of ICT integrated learning.
Therefore, it is pivotal that they have the right attitude and perception about ICT integrated in teaching.

The World Bank emphasized a number of challenges associated with online teaching and learning:

e  Transitioning to online learning is a very difficult and highly complex undertaking for education
systems, even in best circumstances.
Moving to online learning raises profound equity concerns.
Highly motivated learners are the most likely to take the most advantage of online education
system.

e  Organizing digital education content can be critical from the aspect to ensure that the learning op-
portunities correspond to broader educational objectives within an education system.
Making content available on a wide variety of devices and mobile friendly is critical.
Staff teaching online need to be supported.

e  Providing a supplemental guidance and support on how to use and access remote and online learn-
ing content can be critical.

e  Some academic subjects are easier to move online than others (World Bank, 2020b).

According to several surveys, university students representing the digital generation tend to have a
strong bonding with ICT (Ali, 2018). Since childhood, they are exposed to a technological gadget such
as mobile phones and tablets. The majority of students have access to mobile phones which they use for
texting, contacting with social media and applications, apart from talking. They are assumed to display
a high degree of acceptance and sensibility of receptiveness (Jesse, 2015).

There may be many paradoxes and delusions as considering the belief that the net generation knows
all about ICT. It may be a fatal misconception. They may be technology canny, but they may lack the
theoretical knowledge base and may show limitations in their use of technology and real knowledge
of computer skills. Moreover, the World Bank (2020b) reiterate that many students have difficulty
accessing online learning because of poor Internet access and numerous disadvantages (of social and
economic substance).

CONCLUSION

The study of academic literature reveals that pedagogical and andragogical textbooks, dictionaries,
lexicons and other sources will need to incorporate new perspectives on education, which takes place
in virtual conditions.

We find that some terms and terms are not included in source materials. Even in books published
recently the new concepts and approaches to education are not entirely clearly explained. This affects the
whole broad framework of educational goals, organizational forms and educational methods. A special
topic is the new virtual environment where educational activities take place.
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Concepts such as online education, off-line education, e-learning, key competences, as well as digital
skills and digital competences, innovation in education need to be clarified.

In online education practice at universities, experience was gradually gained. Requirements imposed
on university teachers in conditions of a sudden transition from full-time education to online education
need to be specified. Acquired experience connected to the theory and practice of education at universi-
ties must be evaluated and interpreted.

Theories constructed for decades, proven forms and methods of education need radical innovation, or
even a new beginning. Persistent scientific and professional concepts do not seem to be enough for the
rapid pace of constant change in virtual space. The question arises as to whether traditional approaches
to the preparation and implementation of education are applicable in such a dynamic and changing
environment as cyberspace.
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